
S E C 

OIG ACS Request 
November 2, 2006 
Roslyn A. Mazer (202-307-1007) 

DATE: 07-23-2007 
CllSilFIIIIfOlfr-fCsRequest 
KEMBIi I'f'4 (€•)•• 
DECLASSIFY 01; C7-23-2332 

III iffoPÄTIÖl cOlTIIilD 
HE13EIII IS UNCLASSIFIED EXC1 
i ü i l SBOBH OJÄHlisi 

1. Copies of ECs requesting field or FBIHQ to issue national security letters on the 
following individuals or accounts and any attachments to the ECs such as draft 
national security letters (Try search terms "3401 and [subject's name]": 

We do not know if one EC was forwarded requesting the issuance of multiple 
national security letters or if there was one EC for each subject name. •L^f 
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(Rev. 01-31-2003) 

SECRÊT^ 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 11 

Precedence: ROUTINE 

To: r,pnpral Cpunsel 

Date: 04/15/2003 

Attn: NST.M 
SA 

From: Counterterrorism 
I TPS 1 / CONUS1 / f̂ nnm 
Contact: IOS 

Approved By: 

Drafted By: 

Case ID #: (S) 

Title: (S) 

DIE 

S y n o p s i s : S u b m i s s i o n of 90 day LHM to NSLU for passage to 
01 PR. 

(U) > x ( 

bl 
b2 
b7E 

(Sï-

tU) 
X 

(S) 

E n c l o s u r e ( s ) : T w o (2) letterhead memos (LHM) for captioned 
subject are enclosed for NSLU. 

Details: j^) Attache^ is the 90 day Letterhead Memorandum (LHM) 
submitted by FBlf ' for the captioned case, which was opened as a 

NSLU is requested to forward one copy of the LHM 
to u±fK as required by the AG Guidelines. 

SECFCSF 

N S L V I O - 1 5 1 6 1 



To: 
Re: 

npnpral f. min.spi Frpm: Counterterrori sm 
(S) 04/15/2003 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Please forward one copy of LHM to OIPR. 

Set Lead 2: (Info) 

AT 

(U) Read and clear. 

2 
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(Rev. 01-31-2003) 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 

SEFÊ ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: PRIORITY Date: 1/23/2004 

To: General Counsel 

Counterterrorism 

Attn: Deputy General Counsel, 
NSLB 
SSA 

From 

Approved By : 

Drafted By: 

ITOS 1/ CONUS 3/ Team 9 

SA 
SSj 

Case ID #: (S 
(U) 

Title: 

- Synopsis: (U) Approves the issuance of an ECPA 
National Security Letter (NSL); provides reporting data; and, 
if necessary, transmits the NSL for delivery to the telephone 
company or electronic communications service provider. 

(U) 

S) X 
Enclosure(s): (U) Enclosed for 
a n d a r.nnv o f a l p t t p r Hatprl 1 / ? 

Is an 
^ i- n I 

N S L V I O - 1 5 1 6 3 



To: 
Re: 

Gene; 
(S) 

I 1 Pnnncol 

SÈSRET 

From: 
1/23/2004 

b2 
b7E 
bl 

(S) 

requesting or the names, addresses, 
lengths of service, and electronic communication transactional 
records for the e-mail address holder(s) listed. 

Details : 

\ y (U) p Q This electronic communication'documents the SAC's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks electronic communication 
transaetionalrecordson 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally to an 
employee of your office. The institution should neither send the 
records through the mail nor utilize the name of the subject in any 
telephone calls to your office. The institution should not contact 
FBIHQ directly in any manner. 

(U) You should remind that it is prohibited from 
disclosing that the FBI has made this request. 

(U) On 11/09/2001, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

b7D 

•bl 
b2 
b7E 
b6 
b7C 

bl 
b6 
b7C 

b4 
b7D 

(U) Any questions regarding 
Attention: SA 

.he above can be di rpr.i-prl tn 
phone number b6 

b7C 
b2 
b7E 

SECRET 

2 
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SE E^RET 

To: 
Re: 

General 
(S) 

Counsel Erom: 
1/23/2004 

LEAD (s) : 

Set Lead 1 : (Action) 

AT 

(U) Deliver the attached letter as indicated above 
Upon receipt of information frnp the carrier, 
requested to submit results to 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT ITOS 1/ CONUS 3/ TEAM 9 

(U) Read and clear. 

3 
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U.S. Department of Justice 

Federal Bureau of Investigation 

In Reply, Please Refer to 

File No. 

Dear 

b2 
b7E 
b4 
b7D 
b6 
b7C 

December 4, 2003 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 12, United States Code 
(U.S.C.), Section 3414(a)(5), (as amended, October 26, 2001), 
you are hereby directed to produce to the Federal Bureau of 
Investigation (FBI) all financial records pertaining to the 
customer and/or accounts listed below: 

(Si\ 

Please see 
the attachrttènt tóllowiAg tftlS ¿èqtiest tór thè types of 
information that your financial institution might consider to 
be a financial record. 

In accordance with Title 12, U.S.C. Section 
3414 (a) (5) (A), I certify that the requested records are sought 
for foreign counterintelligence investigation purposes to 
protect against international terrorism or clandestine 
intelligence activities, and that such an investigation of a 
United States person is not conducted solely on the basis of 
activities protected by the first amendment to the 
Constitution of the United States. 

In accordance with Title 12, U.S.C., Section 
3403(b), I certify that the FBI has complied with all 
applicable provisions of the Right to Financial Privacy Act. 

N S L V I O - 1 5 1 6 9 



\ b6 
b7C 

Please be advised that Title 12, U.S.C., Section 
3414(a)(5)(D), prohibits any financial institution, or 
officer, employee or agent of such institution, from 
disclosing to any person that the FBI has sought or obtained 
access to a customer's or entity's financial records under 
this statute. 

You are requested to provide records 
request personally to a representative of the 
of the FBI. Any questions you have regarding this request should be 

responsi ve to this 
field office 

b2 
b7E 

field office. Due to security directed only to the 
considerations, you snouia neirner send the records through the mail 
nor disclose the substance of this request in any telephone 
conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely, 

b7E 
Special Agent in Charge 

N S L V I O - 1 5 1 7 0 



ATTACHMENT 

In preparing your response to this National Security Letter, you 
should determine whether your company maintains the following types 
of information which may be considered by you to be a financial 
record in accordance Title 12, United States Code, Section 3401(2): 

N S L V I O - 1 5 1 7 1 



b6 
b7C 

b2 
b7E 
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FD-542 (Rev. 01-31-2003) 
SECk̂  

FEDERAL BUREAU OF INVESTIGATION 

PRIORITY Date: 03/10/2004 

<U) 

(S) 

(U) 

S y n o p s i s : N a t i o n a l Security letter requesting subscriber 
anH p-m^ i 1 hpprlpr i n fnrmat inn r.Onr.Rrn i nn 

erved to 

(U) X 

Reference : 
|U| 

Enclosure(s) 
items : 

:s) 
6è^-HÒ-Cl^033Vb èerial 2^1% 
66F- -C60746 Serial 1600 

Enclosed for are the following 

1) Declaration Letter 
2) User Profile 
3) CD-ROM containing e-mail header information as 

requested 
4) Invoice in the amount of $26.50 for expenses 

incurred in processing this request 

b4 
b7D 
b6 
b7C 
bl 

bl 
b2 
b7E 

b2 
b7E 
b7D 
b4 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 

SEch^r^ 
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SECR&C 

To: 
Re: 

1 Frnm: 
(S) 03/10/2004 

b2 
b7E 
bl 

tU) Details: On n ? /1 g / ? n n 4 . at 1:45 o.mf 
I I Tal I cay,^ + ̂  I 

(S) 

a National Security letter (NSL). The 
NSL was dated 01/23/2004 and requested subscriber and e-mail 
header information concerning account 

thp fp 
from 

On 02/26/2004, at 1:40 p.m. 

Review of the data provided indicated subscriber 

containing (U) A CD-ROM was also provided by 
e-mail header information as requested in aforementioned NSL 
and is enclosed herewith. 

b7D 
b6 
7 Ĉx 

bl 

b7D 
b6 
b7C 
bl 

b4 
b7D 

(U) Lead 1 contained in serial 66 is considered 
covered. 

SECRfĉ  
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SECRET 

To: 
R e : (S) 

From : 
03/10/2004 

b2 
b7E 
bl 

Accomplishment Information: 

Number: 1 
Type: NSL SERVED TO COMMUNICATION CARRIER 
ITU: NATIONAL SECURITY LETTER 
Claimed By:i 

SSN : 
Name : 
Squad : 

b6 
b7C 
b2 
b7E 

4 
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SEC SC^ET 

To: From: 1 
Re: (S) 03/10/2004 

b2 
b7E 
bl 

LEAD (s) : 

Set Lead 1: (Action) 

¡U) Please process enclosed invoice for payment to 

b2 
b7E 

b4 
b7D 

sfeç SECRET 

N S L V I O - 1 5 1 7 6 



(Rev. 01-31-2003) 

'l'I T " I" 1 U/NPiFTH 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 

b4 
b7D 

Precedence: IMMEDIATE 

To: General Counsel 
Counterterrorism 

From 

Contact: 

Approved By: Hnlon Willie T 

Drafted By: 

Case ID #: (S) 

Title: (S) 

Attn: 
Attn: 

Attn: 
Attn: 

Date: 01/29/2004 

UC Elaine N. Lammert 
ITOS 1, CONUS 2, Team 8_ (5270) 
SSA 

IA 
IA 

SA 
IA 

Synopsis: (U) Approves the issuance of a FCRA and a ECPA National 
Security Letters (NSLs); provides reporting data; and, transmits the 
NSLs for delivery to the applicable telephone company and delivery to 

(U) )<( 

bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 

ts) M 

Enclosures: (U) Enclosed for 
Ipffpr HatPd 01/79/7004 d̂drp.4.gpri tnf 

is an original and a m n v of a 

requesting any and 

N S L V I O - 1 5 1 7 7 



bblKhT/UKCÜH/MÜPÜKM 

To: 
Re: 

Couni 
(S) 

pom: 
01/29/2004 

b2 
b7E 
bl 

(S) 

bl 
b6 
b7C 

a l l call det ai l recor ds rel a ted t o 
If these searches produce any prepaid calling cards or calling card 
numbers / PINS, please run an additional search on those numbers and 
provide all call detail records related to said numbers. In 
addition, please provide any and all subscriber information related 
to those accounts. 

¡U) Enclosed fori is an oiJ-cu_oaJ ¿mH 3 mn\r 
of a letter dated 01/2972004. addressed to 

requesting a full credit report on those 
individuals using captioned telephone number. 

Details 

bl 
b6 
b7C 

SECRET/UllLUlJ/lJUl 0104 
2 
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i l l H"l ' 1 1 I'll' Hi II i i | j l 

To: 
Re: 

rAiintprt-orrnri cm Frnm ; 
(S) [01/29/2004 

(S) 

( U ) 

inf 
initial investiga-^ 

^ folio wing information o n telephone number 

(S) found in 

(S) 

(S) 
M . 
/' \ 

(S) 

(Si' 

b2 
b7E 
bl 

bl 
b6 
b7C 

b2 
b7E 
bl 
b6 
uir 

b2 ' 
b7E 
bl 
-b6 
b7C 

s) 
/ \ 

nrrrnT/rTirrn/fflnrnnti 2 
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OEGRET/ OnCOlT/HQFOIttT 

To: 
Re : 

rnnnt-prtprmri c;m £ com : 
01/29/2004 

b2 
b7E 
bl 

(S) 

(S) 

(S ) M 

(S) 

(S) 

y V. J 

w 

(S) 

bl 
b6 
b7C 
b2 
b7E 

(U) Above individuals were checked in FBI databases 
following information was learned: 

The 

SECRET/ORCOU/Nororm 
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bhlHET/ORCOU/NOrOniT 

To: 
Re: 

Cour 
(S) 

•I- ̂  +• ̂  -v- y ̂  -y -I ¡¡je om: 
01/29/2004 

b2 
b7E 
bl 

(S) 

This electronic communication documents the SAC's 
approval and certification of the enclosed NSL. For mandat<p-c-i-! 
reporting purposes, t-hp pnrln.qpd NST, sppVs tnl 1 rprnrrlq fnr 
telephone numbers, 

that, under Title should remind| 
15, United States Code, Section 1681u(d), it is prohibited from 
disclosing that the FBI has made this request. In addition, 
is prohibited from including in any consumer report any information 
that would indicate that the FBI has sought or obtained such 
information. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally to an 
employee of your office. The institution should neither send the 
records through the mail nor utilize the name of the subject in any 
telephone calls to your office. The institution should not contact 
FBIHQ directly in any manner. 

(U) You should remind the applicable telephone company 
and electronic communications service provider that it is prohibited 
from disclosing that the FBI has made this request. 

(U) On 11/09/2001, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

bl 
b6 
b7C 
b2 
b7E 
b4 
b7D 

SECRET/ OULUW/UUl'UHM 2 
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To: Coun. 
Re: (S) 

rs v - h ^ y v-^n v- i r - m E L f O I T l : 

01/29/2004 
b7E 
bl 

(U) Consumer reports received from a consumer reporting 
agency must be clearly identified when reported in any Bureau 
communication. Subsequent dissemination of such information is 
prohibited, except to other Federal agencies or military 
investigative entities as may be necessary for the approval or 
conduct of a foreign counterintelligence investigation. 

(U) , 4 4 - TT! is tne responsibility or tne 
office| ~|to advise FBIHQ. This may be 
done by routing slip to the National Security Law Unit, Office of the 
General Counsel, Room 7975, the FBIHQ entity handling the operational 
legal needs of the National Security Division. This reporting is 
necessary in order to provide information to Congress regarding the 
FBI's use of this authority as mandated by Congress. 

(U) Any questions regarding the above can be directed to 
Attention: SA phone number 

b2 
b7E 
b6 
b7C 

LEAD (s) : 

Set Lead 1 : 

AT b2 
b7E 

S E C R E T / Ô R C Q Î Î / N O F O R N 

N S L V I O - 1 5 1 8 2 



SECRET/ORCON 

To: rmirij-prfprrnri qm 
Re: (S) 

om : 
01/29/2004 

b2 
b7E 
bl 

Deliver the attached letter as—i ndi ra 
Upon receipt of i nfnrm^t- -j nrj from the carrier, 
submit results to 

ted above, 
is requested to 

Set Lead 2 : 

AI 

;U) Deliver the attached letter as indicated 
above. Upon receipt of information from 

is requested to submit results to 
FBI 

b2 
b7E 
b4 
b7D 

Set Lead 3: 

COUNTERTERRORISM 

AT ITOS 1/CONUS 2 

(U) Team 8, read and clear. 

Set Lead 4: 

GENERAL COUNSEL 

AT WASHINGTON. DC 
(U) M NSLU is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

N S L V I O - 1 5 1 8 3 



FD-S42 ( R e v . 0 1 - 3 1 - 2 0 0 3 ) 

SE&ÇET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: PRIORITY Date: 2/6/2004 

(U) 

(U) Details: Reference 
b2 
b7E 
b6 
b7C 
b4 (£) 
b7D 
bl 

?q. 2004 . TnvPshiaativP ftnalvsHTA) 
FT dfll-pd 1 /1 ¡V2004 . On January 

served a NST, on 
1 •QiB_ 

tnI I n u i n g n a m o Q • 
see enclosure). 

February 4, 2004, 
advised no records were located regarding the 

Lead serial 27 covered at 
b2 
b7E 

SECRfe^ 

NSL V I O - 1 5 1 8 4 



Accomplishment Information: 

Number: 1 
Type: NSL SERVED TO COMMUNICATION CARRIER 
ITU: NATIONAL SECURITY LETTER 
Claimed Byi 

SSN : 
Name : 
Squad 

2 
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SEC ICÌSST 

To: From : 
(S) 2/6/2004 

b2 
b7E 
bl 

LEAD (s) : 

Set Lead 1 : (Action) 

AT 
b2 
b7E 

:U) Read and clear, 

SECÏ 

3 
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FD-542 (Rev. 01-31-2003) 

SECRET ÈÏ̂ EÎ 

FEDERAL BUREAU OF INVESTIGATION 

b2 
-b7E 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 

Precedence: ROUTINE Date: 01/23/2004 

BÎEïfT 

Synopsis: (U) Approves the issuance of ECPA National Security 
Letters (NSL); provides reporting data; and, if necessary, transmits 
the NSLs for delivery to the communication company. 

( U ) 

bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 
bl 

(SI X 
Enclosure(s): (U) Enclosed for is 
a Ipt-t^r dated on 01/21/2004. addressed to 

an original and a nnnv nf 

subscriber information for the listed telephone numbers 

Details : 

requesting 

b7E 
b6 
b7C SECRET 

N S L V I O - 1 5 1 9 0 



(S) 

Rjfcfĵ  

To: 
Re: 

SEC 

GenenaJ Counsel Erpm: 
(S) 01/23/2004 

b2 
b7E 
bl 

(U) JX^ This electronic communication documents the SAC1 s 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the encjl nspd MST, SPP Icq siihsrri her rprnrHt; for ,the •• - — -a . - • - • • •—--I— 
foilowingtelephonenumbers 

bl 
b6 
b7C 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally to an 
employee of your office. The institution should neither send the 
records through the mail nor utilize the name of the subject in any 
telephone calls to your office. The institution should not contact 
FBIHQ directly in any manner. 

(U) You should remind the communications company that it 
is prohibited from disclosing that the FBI has made this request. 

(U) On 11/09/2001, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Any questions regarding 
II at-tpnH on • SA 

the above can be directed to 
phone number b6 

b6 
b2 

SECRLH^ 

N S L V I O - 1 5 1 9 1 



SEbs^r 

To: 
Re: 

General 
(S 

Counsel From: 
01/23/2004 

bl 
b2 
b7E 

Accomplishment Information : 

Number: 1 
Type: NSL SERVED TO COMMUNICATION CARRIER 
ITU: NATIONAL SECURITY LETTER 
Claimed By: 

SSN: 
Name: 
Squad 

b7C 

b7E 

SECI 

3 
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sàs^ET 

To: General Counsel 
Re: (S) 

From: 
01/23/2004 

b2 
b7E 
bl 

LEAD (s) : 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) CTLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Action) 

AT 

(U) Deliver the attached letter as indicated above. Upon 
receipt of information from_the carrier, | | is requested to 
submit results to 
•• 

b2 
b7E 

SE^feBiC^ 

4 
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(Rev. 01-31-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 

Precedence: ROUTINE 

To: Counterterrorism 

From 

Contact 

Approved By: 

Drafted By: 

Date: 01/16/2004 

Attn: ITOS 1 / CONUS 4 

bl 
b2 
b7E 
b6 
b7C 
b7D 

(S) > * ) 

SECRET 

NSL V I O - 1 5 1 9 4 



SECRET 

To: 
Re: 

Couniä-tJ^jiJimd-aii^—E^rom i 
:s) 01/16/2004 

b2 
b7E 
bl 

Descriptive Data : 

(S) 

bl 
b6 
b7C 

N S L V I O - 1 5 1 9 5 



SEC 

T o : Connfprterrori s m From: 
Re: (S) 0 1 / 1 6 / 2 0 0 4 

LEAD (s) : 

Set Lead 1: (Action) 

COUNTERTERRORISM 

AT ITOS1 / CONUS 4 

(0) Operational unit is requested to pass notice of 

(S) 

l u y j l / ^ u u j Ala l o U i d ê l m e è . 

Set Lead 2 : (Action) 

COUNTERTERRORISM 

AT ITOSI / CONUS 4 
tm T\ct\ I 

to DOJ as required by the 

Set Lead 3: (Discretionary) 

COUNTERTERRORISM 

AT TRRS 

(U) TRRS is requested to use the information i n thi s 
communication to notify the U.S. Intelligence Community of 

as deemed appropriate. 

SEC: ¡CRFES^ 

N S L V I O - 1 5 1 9 6 



h'D-36 (Rev. 1-31-2003) •i I' T1 r T ^VR^W WNRFWR 
DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 
ORGANIZATIONAL MESSAGE FORM 

TRANSMIT VIA: 

b2 

PRECEDENCE: 

• IMMEDIATE 
• PRIORITY 
0 ROUTINE 

natp 0 2 / 0 9 / 2 0 0 4 
PAGE 1 OF 3 

CLASSIFICATION; 

• TOP SECRET 
0 SECRET 
• CONFIDENTIAL 
D UNCLAS E F T O 
• UNCLAS 

( £ ) FM 
TO 

;s) 

(SI 
bl 
b2 
b6 
b7C 

DTRRfTDRFRT 
ROUTINE/ 

S E C R E 

Approved by:. Case ID #/Serial : J S » ! 
Original Filename: 

******* p o i ¡USE ONLY * * * * * * * 

Time Received filename: _ 

bl 

b2 

Time of Transmission MRI/JUL/ISN 

N g f ^ I O - 1 5 1 9 7 



FD-36a (Rev. 1-31-2003) 

DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 

ORGANIZATIONAL MESSAGE FORM 

A PAGE 2 OF 3 S E C R E T QRCQN NOFORN 

(S) 

b7D 
b6 

BT 
//// 

N S L V I O - 1 5 1 9 8 



FD-36a (Rev, 1-31-2003) 

DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 

ORGANIZATIONAL MESSAGE FORM 

"PAGE 3 OF 3 S E C R E T onCQH NOFORN 

ADMINISTRATIVE NOTE/TICKLER COUNT: 

bl THIS COMMUNICATION WAS PREPARED IN RESPONSE TO 
b2 (g) 
b7E 

' b2 

DRAFTED BY: RM#: 5432 EXT: 

b6 
b 7 C COPY DESIGNATIONS 

1-
1-

N S L V I O - 1 5 1 9 9 



FD-542 (Rev. 01-31-2003) 

SÈCREI 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

bl 
b6 
b7C 

Precedence: ROUTINE 

To: General Counsel 

Date: 03/18/2004 

From 

Attn: i 
Chief, CTLU-1 

Attn: IT Squad 

Contact : 

Approved By : 

Drafted By: 

Case ID #: (S, . 
(U) 66F-HQ-C130337Ò (Pending) 

Title: :s) 

Synopsis: (U) Approves the issuance of ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the communication 
company. 

(U) 

bl (S) X 
b2 Enclosure(s): (U) Enclosed for is an original and a 
b7E 
b6 
b7C 
b4 
b7D 

L r-nnw nf .a laf-for- rlafoH on HÌ/1R 7 9 0 0 4 aHHroacgH to f 

requesting subscriber information for the listed 
telephone number. 

(U) Enclosed for General Counsel is one copy 
of the NSL sent to the above listed communication company. 

N S L V I O - 1 5 2 0 0 



sÈèï^ET 

To: 
Re: 

Genetai. 
(S) 

Counsel From 
03/18/2004 

b2 
b7E 
bl 

I s - LSI 

bl 

b7C 
b2 
b7E 
b7D 

(S) 

^ T h i s electronic communication documents the SAC's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks subscriber and toll 
records for the following telephone number believed to be subscribed 

(S) 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally to an 
employee of your office. The institution should neither send the 
records through the mail nor utilize the name of the subject in any 
telephone calls to your office. The institution should not contact 
FBIHQ directly in any manner. 

(U) You should remind the communications company that it 
is prohibited from disclosing that the FBI has made this request. 

(U) On 11/09/2001, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

bl 
b6 
b7C 

(U) Any que^i-ioiLS. 
Attention: SA 

rprra rHi nrr the above can be 
phone number 

directed to b6 
b7C 
b2 

2 
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RET 

To: 
Re: 

b2 
b7E 
bl 

Accomplishment Information: 

Number: 1 
Type: NSL TO COMMUNICATION CARRIER PREPARED & APPROVED 
ITU: NATIONAL SECURITY LETTER 
Claimed By: 

SSN : 
Name : 
Squad : 

b6 
b7C 
b2 
b7E 

SECRET 

3 
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SÊ RJjJT 

To: General Counsel 
Re: (S) 

From : 
03/18/2004 

b2 
b7E 
bl 

LEAD(s): 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) CTLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Action) 

AT 

(U) Deliver the attached letter as 
Upon receipt of information from the carrier, 
requested to submit results to 
•• 

indicated above 
is 

b2 
b7E 

4 
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(Rev. 01-31-2003) 

SEH^ET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 

Precedence: PRIORITY 

To: Counterterrorism 

Date: 0 3 / 2 2 / 2 0 0 5 

Frc 

Contact: SA 

Approved By : 

Drafted By: 

Case ID #: (S) 

(U) X 

Attn:- TFOS 
Art- nrr 

SSA 

CIISSIIIIEIBÏIJ 
PlàSOl; 1.4 (c 
DECLASSIFY 01; 

SIlili'KSIZŒ 

Title: (S) 

Synopsis: (S) 

Reference: (S) 

Enclosurefsì : 

Details : LLÜ Tnvp.sti aat.i on conducted hv the I l RäI I 

b2 
b7E 
b6 
b7C 

N S L V I O - 1 5 2 0 4 



SEC: 

T o : n m i n t - p r t - p r m r i .qm F r o m : 
R e : (S) 0 3 / 2 2 / 2 0 0 5 

b2 
b7E 
bl 

bl 
b6 
b7C 
b2 
b7E 

2 

N S L V I O - 1 5 2 0 5 



SÌÌBÌJET 

To: Counterterrorism From: 
R e : (S) 0 3 / 2 2 / 2 0 0 5 

b2 
b7E 
bl 

LEAD (s) : 

Set Lead 1 : (Action) 

COUNTERTERRORISM 

AT WASHINGTON, D.C 

(S) 

bl 
b6 
b7C 

Set Lead 2 (Action) 

(S ) 

b2 
b7E 
bl 

N S L V I O - 1 5 2 0 6 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b6 
b7C 

bl 
b7A 

bl 
b7A 

b2 
b7E 
bl 
b7A 

Precedence: PRIORITY 

To: General Counsel 

From: Counterterrorism 

Date : 0 7 / 1 9 / 2 0 0 5 

Attn: NSLB 

fan/Ro^m ^ I R 
"Contact : 

Approved By: Hulon Willie T 
Lewis John E 

Request for NSLB to prepare a National Security 
Letter (NSL) for subscriber records information. 

(U) 

Reference: (S) 

Administrative 

De 
From 

(U) Reference is made to CAU 

Detail s : _S_L 

"Ti i'M u I'TTOFrimL' ̂ irf 

N S L V I O - 1 5 2 0 7 



"ShikKT/ /linrnim^/^ 

To: 
Re: 

General 
(S) 

Counsel From: _Countert error ism 
0 7 / 0 8 / 2 0 0 5 

bl 
b7A 

(S//NF) 

bl 
b6 
b7C 
b2 
b7E 
b7A 

N S L V I O - 1 5 2 0 8 



jECRETTYliSSQEN/ 

To: Gene. 
Re: (S) 

^J fniinspl Frnm • Count ert error ism 
0 7 / 0 8 / 2 0 0 5 

bl 
b7A 

bl 
b6 
b7C 
b2 
b7E 
b7A 

N S L V I Q - 1 5 2 0 9 



¡JLLKILT / /HOROMT/ 

TO: 
RE: 

r,opop1 rnnngol Fr-om ' Cajnterterrorism 
0 7 / 0 8 / 2 0 0 5 

bl 
b7A 

bl 
b6 
b7C 
b2 
b7E 
b7A 

4 
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"inrriTT f /N^rnrtT' V i 

To: 
Re: 

Genetal 
(S) 

Gnnnqpl From : _Cü4Jntert error ism 
0 7 / 0 8 / 2 0 0 5 

bl 
b7A 

bl 
b6 
b7C 
b2 
b7E 
b7A 

N S L V I O - 1 5 2 1 1 



SECSETT^iiOEQEN//^ 
To: 
Re: 

Genei^-L 
(S) 

fnnn^pl Frnm -Qpunterterrorism 
0 7 / 0 8 / 2 0 0 5 bl 

b7A 

bl 
b6 
b7C 
b2 
b7E 
b7A 

6 
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SECRET//IJUlUJlW/ 

To: General Counsel From: Counterterrorism 
Re: . (S) |07/08/2005 bl 

b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

7 
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To: General Counsel 
Re: (S) 

SECRE 

From: 

OFORN/ 

Counterterrorism 
0 7 / 0 8 / 2 0 0 5 

bl 
b7A 

<S) 

(S) 

bl 
b2 
b7E 
b6 
b7C 
b7A 

N S L V I O - 1 5 2 1 4 



To: 
Re: 

Geneva 1 
(S) 

SECRE 

Counsel From: 

FORN/ 

Counterterrorism 
P 7 / 0 8 / 2 0 0 5 

bl 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

^ECR&T7VHQ£0RN/ 

9 

N S L V I O - 1 5 2 1 5 



SEC; RN/ 

To: General Cnnnssl From: 
Re: (S) 

.Qiunterterrorism 
0 7 / 0 8 / 2 0 0 5 

bl 
b7A 

(S) 

(S) 

bl 
b2 
b7E 
b6 
b7C 
b7A 

N S L V I O - 1 5 2 1 6 



SkcJkLT / / NOrORlJ/ 

To: General Counsel 
Re : (S) 

From: Coi.interterrori sm 
0 7 / 0 8 / 2 0 0 5 

bl 
b7A 

(S) 

(S) 

bl 
b2 
b7E 
b6 
b7C 
b7A 

11 

N S L V I O - 1 5 2 1 7 



bhlHE 1 / /Moroni^/ 

To: Genej^äJ rnnn.qpl From : QlLinterterrorism 
Re: (S) 07/08/2005 

bl 
b7A 

(S) 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(S) 

SECRET//UOrORN/ 

12 
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To: 
Re: 

Geneva 1 
(S) 

r.onnsfil From: Counterterrorism 
07/08/2005 

bl 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

-SECriDT//NUFOkD/ 

13 

N S L V I O - 1 5 2 1 9 



To: 
Re: 

Genej^aJ-
(S) 

P.niinspl From : Xnunterterrorism 
07/08/2005 

bl 
-b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

SbLKhT//MO* ÜK1-J / 

14 

N S L V I O - 1 5 2 2 0 



"sECSETTYl^FÖßN / /p^ 

To: r,pnpraV Pnnn.qpl 
Re: (S) 

FVnm : .Counterterrorism 
0 7 / 0 8 / 2 0 0 5 

bl 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

15 

N S L V I O - 1 5 2 2 1 



SECRL T/'/'lJOl UIUJ /' 

To: General Counsel 
Re: (S) 

From: Counterterrorism 
0 7 / 0 8 / 2 0 0 5 

bl 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

SECRET//WOFORN// 
/ 

16 
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To: 
Re: 

Genera 1 
(S) 

Counsel From: Qqu 

t 
terterrorism 
7/08/2005 

bl 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

"¿*L1CKH.T/ / ì T O F r i r m / / ^ 

17 
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SECRET/ 

To: General Counsel 
Re : (S) 

From: Counterterrorism 
0 7 / 0 8 / 2 0 0 5 

bl 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

SECRÈT/7^©EQBìi£?^ 

18 

N S L V I O - 1 5 2 2 4 



To: Gen^raJ rnnnspl From : 
Re: (SI 

iloyntert error ism 
0 7 / 0 8 / 2 0 0 5 

bl 
b7A 

bl 
b2 
b7E 
b6 
b7C 
t) 7 A 

secrst/ywoeogn/ 

19 
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^ S E C R E T 7 t 7 í * K l E Q R N / 

To: General Counsel 
Re: (S) 

From : _£üynterterrorism 
0 7 / 0 8 / 2 0 0 5 bl 

b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

S E C R E Î 7 Y i i O E Q g N / 

20 
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SECRËT7VNQEQ£N / 

To: General 
Re: (S) 

Gonnse' From : Gonnl-prterrori .gm 
P 7 / 0 8 / 2 0 0 5 

bl 
b7A 

(S) 

bl 
b2 
b7E 
b6 
b7C 
b7A 

N S L V I O - 1 5 2 2 7 



To: 
Re: 

GenemJ Counsel From: Counter t error ism 
;S) 0 7 / 0 8 / 2 0 0 5 

bl 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

22 
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"i i i I I 1 n n r n r i i i y / ) ^ 

To: General Counsel 
Re: (S) 

From: Counterterrorism 
— H 0 7 / 0 8 / 2 0 0 5 

bl 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

23 
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SECRET 

To : General Counsel 
Re : (S; 

From: Counterterrorism 
0 7 / 0 8 / 2 0 0 5 

bl 
b7A 

(S) 

(S) 

bl 
b2 
b7E 
b6 
b7C 
b7A 

24 
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To: General Counsel 
Re: (S) 

From: Counterterrorism 
07/08/2005 

bl 
b7A 

(S) 

25 
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To: General Counsel From: Counterterrorism 
Re: (S) 07/08/2005 

bl 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

SECRET//WUIAJRW/ 

26 • 
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To.: 
Re: 

General 
(S) 

Counsel From: Counterterrorism 
07/08/2005 

bl 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

27 
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"SECRET1/ /' WUÜ UIÜ-L/-/)^ 

To: General Counsel 
Re: (S) 

From: Counterterrorism 
07/08/2005 

bl 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7B 

28 
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To Cpnora rnnngol rrnm 
Re: (S) 

Pnimter terror ism 
)7/08/2005 

bl 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

5ECIU3T//lT0r0rJT// 

29 
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To: 
Re : 

Gene 
(S) 

j3J Connqpl From 1 .Cnynterterrorism 
07/08/2005 bl 

b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

30 
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To: fípnpral C o u n s e l 
Re: (S) 

SËCREÇ/^JSQTORN/?}^ 

From: Connferferrorism 
07/08/2005 bl 

b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

SECSÉTT¿̂JJOFORN// 

31 
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SECRET77iIOF©i»l/ 

To: 
Re: 

Genepa_L 
(S) 

P n n n g o l F r n m • -Co.untert error ism 
07/08/2005 

bl 
b7A 

b7A 
b2 
b7E 

the CAU for 
Room 4315. 

this matter is b6 
b7C 
b2 

N S L V I O - 1 5 2 3 8 



SECRET77TT6FORN // 
To: General Counsel 
Re: (S) 

From: .Counter terror ism 
07/08/2005 bl 

b7A 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT NSLB, WASHINGTON, DC 
(U) jX^ NSLB is requested to prepare an NSL for subscriber 

records for the following telephone number(s), 
for the date(s) listed: 

"'NESCÌ The communication provider for 
. Attention: 

( U ) 

(S): 

Ì̂ SCT The communication provider for 
I Attention: 

is 

J 05?) The communication provider for 
a n d"|- ' N li s 1 1 Attention: 

NOTE: THIS NSL WILL BE HAND-DELIVERED BY CAU, 

bl 
b7A 
b6 
b7C 

bl 
b7A 
b4 
b7D 
b6 
b7C 

SEC5ET7VNQEORN/^^ 

33 
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^ECKETTTNDFORN / / ; 

To: General Counsel From: Coiinterterrori srn 
Re 07/08/2005 

<S) 
(U) 

(Xi The communication provider for 
lattp n r i nn 

I S 

bl 
b7A 

bl 
b7A 
b4 
b7D 
b6 
b7C 

N S L V I O - 1 5 2 4 0 



(08/28/2000) 

sìit̂ RET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: Priority 

To: Counterterrorism 

Date: 01/03/2005 

b2 
b7E 
b6 
b7C 

Office of Intelligence 

From: Counterterrorism 

Approved By: 

Drafted By: 

Attn: 
Attn: 
Attn: 
Attn: 
Attn: 
Attn: 
Attn: 
Attn: 
Attn: 

ITOS I, CONUS II 
ITOS II 

JTTF ASAC 
JTTF SSA/IT 
JTTF SA Coordinator 

b2 
b : ( U ) 

(S) 

bl 

Case ID #: (S) 

Title: 
NAME CHECKSPECIALINITIATIVE, 

Synopsis: (S) 

(U) Administrative: DEADLINE: within 3 0 days of the date of 
this communication. 
POC: SSA 202-324-

b6 202- 324-
b7C â (S) This has been uploaded 
b2 
bl 

sub-file in ACS. There 
project originates from 

JûdJJ bp Tin hard copy sent. This 
Field offices 

N S L V I O - 1 5 2 4 1 



receiving multiple leads under this project are advised 
that information listed under "Field Office 
Responsibilities" will be identical on all subsequent ECs. 
Please note that new information is included in the lead 
section. Information provided in the Details section is 

(Investigation). All correspondence entered by 
regarding this document should reference in the 
Administrative section of the corresponding EC and all 
corresponding documents. 

Details: (S) 

(S) 

(S) 

Receiving field offices are instructed to conduct logical 
investigation of the individual listed including, but not 
limited to: 

N S L V I O - 1 5 2 4 2 



(S) 

(S) 

CU) Field Office Responsibilities 

bl 
b2 
b7E 

(U) Information on Subject 

(S) 

N S L V I O - 1 5 2 4 3 



(S) 

(s) 

DEROGATORY INFORMATION BEGINS HERE: 
XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

b2 Name Check Project 

Summary Jacket 

Date: December 29, 2004 

Approved By: 

^ g j Name : 

DOB: 

Case ID & Serial Number(s): (S) 

Tracking Number(s): (U) 

Tier: (U) 
iTn.qt i f i pat i nri for Tier Pi assi fi ration : L£l 

-Locate and conduct logical current financial investigation 

/f\ 

(U) Field Office recommended: Field Office 

(S) 

(U) Best Known Address: 

N S L V I O - 1 5 2 4 4 



Ibi 
• b2 Date Reported: 200406?? ,er 

(U) Summary: 

(S) 

bl 
b6 
b7C 
b2 
b7E 

N S L V I O - 1 5 2 4 5 



bl 
b6 
b7C 
b7D 
b2 
b7E 

N S L V I O - 1 5 2 4 6 



(S) 

bl 
b6 
b7C 
b2 
b7E 

N S L V I O - 1 5 2 4 7 



(S) 

(S) 
bl 
b6 
b7C 
b2 
b7E 

(S) 
( S / 
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bl 
b6 
b7C 
b2 
b7E 

N S L V I O - 1 5 2 4 9 



bl 
b6 
b7C 
b2 
b7E 

Completed by: initials/office 

Lead sent, 12-29-04, pd 

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx 

(U) X 

N S L V K M 5 2 5 0 



LEAD ( s ) : 

Set L e a d 1 : ( Act ion ) 

AT 

(u) M Lead Control Number: 
Assigned on 01/03/2005 at 9:06 AM 

(U) Receiving field offices are to determine whether 
derogatory information contained in this EC relates to th?:, 
same person believed to be in the field office's 
jurisdiction. All field offices are to report results an-j. 
progress of all investigative activity to the.substantive 1 
ITOS unit and[ 
this EC. [ 

within 30 days of the date of 
] strongly recommends that the field off 

check the NCIC database prior to any other investigative 
action. 
aa 
a(U)| 
offices are directed 

Receiving field 

b2 
b7E 

b2 

b2 
b7E 

â (U) 

â (U) Furthermore, this lead will be considered covered by': 
any field office that interviewed or otherwise investigate,,] 
the individual contained in this communication as a resul|3 
of the lead set in once a brie jl 
return EC indicating the activity taken and noting the 
serial to which the information was uploaded is received.;. 

bl 

ALL CORRESPONDENCE REGARDING THIS LEAD SHALL INCLUDE 
REFERENCE TO 

Set Lead 2: (Info) 

CÒUNTERTERRORISM 

b2 

N S L V I O - 1 5 2 5 1 



AT WASHINGTON, DC 

(U) Lead Control Number: 
Assigned on 01/03/2005 at 9:06 AM 

For information. 

ALL CORRESPONDENCE REGARDING THIS LEAD SHALL INCLUDE b2 
REFERENCE Tol 

Set Lead 3: (Info) 

OFFICE OF INTELLIGENCE 

AT WASHINGTON, DC 

( U ) X Lead Control Number: 
Assigned on 01/03/2005 at 9:06 AM 

For information. 

ALL CORRESPONDENCE REGARDING THIS LEAD SHALL INCLUDE 
REFERENCE TO 

N S L V I O - 1 5 2 5 2 



rRe- OMi-2003) 

Precedence : 

S E X E T 

ATJOIM 

To: 
p r o m 7 

PRIORITY 

b2 
b7E 
b6 
b7C 

Contact : 
A p p r o v e d By : 

D r a f t e d B y ; 

10 #: (S) 

D a t e : 03/30/2 004 

N S L V I O - 1 5 2 5 3 



SE^fefiT 

(S) 
From : 

03/'J 0/^004 

has requested an NSL for 
1 records w m c h is currently pending. In 

(S). 
is r< iduested pendina the receipt of the NSL 

results fori | records. | 

bb0.4090a . ec 

bl 
b2 
b7E 
b7A 
bl 
b7A 

bl 
b6 
7 C 

b2 
b7E 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

SE&^ET 

2 

N S L V I O - 1 5 2 5 4 



(Rev. 01-31-2003) 

SE^R^T 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

bl 
b6 
b7C 

Precedence: ROUTINE 

To: General Counsel 

Counterterrorism 

Date: 07/14/2004 

From 

Contact: SA 

Approved By: 

Dr-iPSed By: 

Case ID #: (S) 
(S) 

Attn: 

Attn: 

Attn: 

UC 
NSGB" 
ITPS 1/ CONUS 2/ Team 6 
SSA 
IOS 1 

(U) 6 6 F - HQ -1303375 

(S) Title: 

Synopsis: (U) Approves the issuance of an RFPA National Security 
Letter (NSL); provides reporting data; transmits the NSL for delivery 
to the financial institution. 

¿v 

bi x r 
b2 
b7E « 

sfcçR] RET 

N S L V I O - 1 5 2 5 5 



To: 
Re : 

SECRET 

General Counsel From: 
"(S) |07/14/2004 

b2 
b7E 
bl 

(U) E n c l o s u r e ( s ) : E n c l o s e d for 
copy, of a letter dated 07/14/2004, addressed to 

is an original and a 

requesting financial records 

b2 
b7E 
b6 
b7C 
b7D 

Details: (S) 

(U) O ^ C This electronic communication documents the SAC's approval and 
•• erfification of the enclosed NSL. For mandatory reporting purposes, 

s . ..enclosed NSL seeks financial records for 1 individual. 
(U) Arrangements should be made with the financial institution • 
receiving the enclosed letter to produce the records personally to an 
employee of your office. The financial institution should neither 
send the records through the mail nor utilize the name of the subject 

. in any telephone calls to your office. The institution should not 
contact FBIHQ directly in any manner. 

(U) You should remind the financial institution that it is prohibited 
from disclosing that the FBI has made this request. 
(U) ' On, ...11/09/2001, the Director designated the official signing the 
enclosed letter as authorized to make the required certification. 

(U) You are reminded that, in accordance with Section VII.B.5 of the 
Attorney General Guidelines for FBI Foreign Intelligence Collection 
arid., Foreign Counterintelligence Investigations, you may not 
disseminate information provided you in response to the enclosed 
letter outside the FBI without prior FBIHQ approval. 

b6 
b7C 
b2 

SECR CR^XT 

NSL VIO-15256 



SECÎÎU^T 

To: 
Rè: 

General 
(S) 

Counsel From: 
07/14/2004 

b2 
b7E 
bl 

LEAD (s) : 

Set Lead 1: (Action) 

AT 

(U) Deliver the attached letter as indicated above. Upon 
receipt of information from the financial institution, f 
is requested to submit results to 

b2 
b7E 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

SECRET 

3 
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U.S. Department of Justice 

Federal Bureau of Investigation 

In Reply, Please Refe r to 

File N o . 
b2 
b7E 

July 14, 2004 

Dear 

b6 
b7C 
b7D 
b4 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 12, United States Code 
(U.S.C.), Section 3414(a)(5), (as amended, October 26, 2001), you are 
hereby directed to produce to the Federal Bureau of Investigation 
(FBI) all financial records pertaining to the customer and/or 
accounts listed below: 

For period from inception of account(s) to present. Please see the 
attachment following this request for the types of information that 
your financial institution might consider to be a financial record. 
In accordance with Title 12, U.S.C. Section 3414(a)(5)(A), I certify 
that the requested records are sought for foreign counterintelligence 
investigation purposes to protect against international terrorism or 
clandestine intelligence activities, and that such an investigation 
of a United States person is not conducted solely on the basis of 
activities protected by the first amendment to the Constitution of 
the United States. 

(S) 

(S) 

bl 
b6 
b7C 
b4 
b7D 

(S) 

\ N S L V I O - 1 5 2 5 8 



In accordance with Title 12, U.S.C., Section 3403(b), I certify that 
the FBI has complied with all applicable provisions of the Right to 
Financial Privacy Act. 

Please be advised that Title 12, U.S.C., Section 3414(a)(5)(D), 
prohibits any financial institution, or officer, employee or agent of 
such institution, from disclosing to any person that the FBI has 
sought or,obtained access to a customer's or entity's financial 
records under this statute. 
You are requested to provide records responsive to this request 

field office of personally to a representative of the 
the FBI. Any questions you have regarding this request should be 
directed only to the field office. Due to security 
considerations, you should neither send the records through the mail 
nor disclose the substance of this request in any telephone 
conversation. 

b2 
b7E 

Your cooperation in this matter is greatly appreciated. 

Sincerely, 
b2 
b7E 

special Agent m Charge 

2 
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\ 

ATTACHMENT 
In preparing your response to this National Security Letter, you should 
determine whether your company maintains the following types of informa:; j 
which may be considered by you to be a financial record in accordance T|;: 
12, United States Code, Section 3401 (2): ;; j 

b2 
b7E 

\ 

3 

i! 
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b2 
b7E 
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U.S. Department of Justice 

Federal Bureau of Investigation 

In Reply , Please Refer to 

File N o . 

February 24, 2 0 04 

— b4 
SIFIED Bf S53L73 DHE/KSR/J3 b6 

b7C 
Dear 

This certificate is given pursuant to the Right to 
Financial Privacy Act, 12 U.S.C. & 3401 et seq. (the "Act"). Terms 
used herein and not otherwise defined shall have the meanings set 
forth in the Act. 

The Federal Bureau of Investigation has requested financial 
records pertaining to account activity for: 

b2 
b7E 

CS J 

bl 
b6 
b7C 

The undersigned hereby certifies that such financial records 
are sought for foreign counterintelligence purposes and that there 
are specific and articulable facts giving reason to believe that the 
customer or entity whose records are sought is a foreign power or an 
agent of a foreign power as defined in 50 U.S.C. &1801. 

Further, the Federal Bureau of Investigation requested, 
pursuant to the All Writs Act, 18 U.S.C. &1651 et seq., that 

provide data indicating account activity for 
apove rererencea accounts. The Federal Bureau of Investigation 
requests that the prcpvide the 
information to it contemporaneous with its receipt by 

b4 

N S L V I O - 1 5 2 6 2 



Sincerely, 

Special Agent in Charge 
b2 
b7E 
b6 
b7C 

BXJ 
Supervisory Special Agent 

2 
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b2 

(S) 
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FM DIRECTOR FBI 
TO 
BT 
S E C R E T ORCOK 
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EI IMMEDIATE 
• PRIORITY 
• ROUTINE 
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0 SECRET 
• CONFIDENTIAL 
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SUBJECT: 
(S) 

bl 
b2 
b7E 
b6 
b7C 
b7A 
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TO YOUR AGENCY FOR THE PURPOSES OF INFORMATION ONLY. IT AND I T S 
CONTENTS ARE NOT TO BE DISTRIBUTED OUTSIDE OF YOUR AGENCY WITHOUT 
THE EXPRESSED CONSENT OF FBI HEADQUARTERS. 

bl 
b7A 
b6 
b7C 
b2 
b7E 

¿ E H R E T ORCOH HOROIUT 
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DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

ORGANIZATIONAL MESSAGE FORM 

APAGE 3 OF 3 S E C R E T ORCON NOFORM 

( S / / N F , O C - S E N S I T I V E ) 

(S / /NF.OC-SENSTTTVF.1 
bl 
b7A 
b6 
b7C 
b2 
b7E 

(U) '•»T m p n r FOR THIS COMMUNICATION I S 
'202) 324-

C L Ä S S I F X E t r ~ B T : — i b H r ^ - ö - ; - — — R E A S O N " ! T73TC) ; 

:: 
//// 

b6 
b7C 
b2 

DRAFTED BY: PCW:PCW RM#; 5 4 3 2 EXT: 

S E C R E T 
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(Rev. 01-31-2003) 

SECRÊÎTVO^CON 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

bl 
b7A 
b2 
b7E 
b6 
]o 7 C 

bl 
b2 
b7E 
b7A 
b6 
b7C 

Precedence: IMMEDIATE 

To: Counterterrorisra 

Date: 03/26/2004 

Attn: 

Attn: 

Attn: 

TTOS T 

S Si 
SA 
S Si 
SA 

From: Counterterrorisra 
ITOS I/CONUS TV/Tpam 
Contact: IOS 

Approved By: 

Drafted By: 

Case ID #: (S) 
(S) 

Title: (SI 
(s; 

Synopsis : 

p — T — -L2-L 

Details: IS] 

OECIU3T//OnCOM 
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To: ITOS.—L Frnm • 
Re: (S) 

rnnntprterrorism 
03/26/2004 

bl 
b2 
b7E 
b7A 

bl 
b7A 
b6 
b7C 

"sicRÈTT/ORSÒlL 
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SECRET7T7I€>BCSN 

To: 
Re: 

ITOS I From: 
(S) 

Counterterrorism 
03/26/2004 

Set Lead 1 : (Action) 

Counterterrorism 

AT 

(U) Read and clear. 

Set Lead 3: (Info) 

• • 

(U) Read and clear. 

bl 
b2 
b7E 
b7A 

/q / /or) 

! 

b2 
b7E 
bl 

b2 
b7E 
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S E 

FEDERAL BUREAU OF INVESTIGATION 

b2 

P r e c e d e n c e : PRIORITY 

T o : General Counsel 

F r o m : Counterterrorism 
CX.q/CAn/Rpom 4 li s 
C o n t a c t : 

D a t e : 09/10/2004 

A t t n : NSLB 

A p p r o v e d B y : 

D r a f t e d B y : 

C a s e I D # : ( 

T i t l e : (S 

Bald Gary M 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 

(U) 
S y n o p s i s : Request for NSLB to prepare a National 
Security Letter (NSL) for subscriber records information. 

R e f e r e n c e : (S) 

A d m i n i s t r a t i v e Reference is made to CAU 

no-t-a-i 1 Q _LS_L 

(S/A 

S S Q R E T / 

b6 
b7C 
b2 

bl 
b7A 

bl 
b7A 
b2 

bl 
b7A 
b2 
b7E 
b6 
b7C 

b2 
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StoRET/ }'X 
To: General Counsel 
Re: (SI 

From: Counterterrorism 
09/10/2004 

b2 
bl 
b7A 

bl 
b7A 
b6 
b7C 

bl 
b7A 
b6 
b7C 
b2 
b7E 

b2 
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K 
To: General Counsel 
Re : (S) 

From: Counterterrorism 
09/10/2004 

b2 
bl 
b7A 

bl 
b7A 
b6 
b7C 
b2 
b7E 

b2 X 
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J x 

To: General Counsel 
Re: (S) 

From: Counterterrorism 
39/10/2004 

b2 
bl 
b7A 

bl 
b7A 
b6 
b7C 
b2 
b7E 

b2 
S E ^ E T / [ " 

4 

N S L V I O - 1 5 2 7 3 



To: 
Re: 

sÌ^RST/ 

Cenerai Counsel From: 
(S) 

'X 
Coupterterrorism 

39/10/2004 

b2 
bl 
b7A 

bl 
b7A 
b6 
b7C 
b2 
b7E 

b2 
S^ÇRET/ X 
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T o : 
Re : 

Sfjvj 

G e n e r a l Conn .sel 
(S) 

k 
From : _Cüynt er terror ism 

09/10/2004 

b2 
bl 
b7A 

bl 
b7A 
b6 
b7C 
b2 
b7E 

SEfc^ET/f 
b2 

K 
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St^RET/ k 
b2 
bl 
b7A 

To: General Counsel 
Re : (S) 

From: Counterterrorism 
09/10/2004 

bl 
b7A 
b6 
b7C 
b2 
b7E 

b2 
Sl&SIUS'I 

K 

N S L V I O - 1 5 2 7 6 



S¿v,RET/ 
b2 
bl 
b7A 

To: npnpral Cmirispl From: 
Re: (S) 

_Cmint er terrorism 
09/10/2004 

bl 
b7A 
b6 
b7C 
b2 
b7E 

b2 
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S^PET/ 

To: 
Re: 

nonpar a 1 
(S) 

Tnnn^pl Prom : 
X 

b2 
bl 
b7A 

Hojjntert error ism 
09/10/2004 

bl 
b7A 
b6 
b7C 
b2 
b7E 

b2 
SEC ck^T/j^ K 
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RET/1 k 
To: 
Re: 

Gene Anterterrorism 
09/10/2004 

!U) The _POC in i-hP rnn for this matter is PLS 
202| | Room 4315. 

b2 
bl 
b7A 

bl 
b7A 
b6 
b7C 
b2 
b7E 

b6 
b7C 
b2 

SÌX^ET/ 
b2 

bi 
10 
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K 
To: GenexaJ Cnuns^J rrnm- Cnunterterrorism 
Re: (S) 09/10/2004 

L E A D ( s ) : 

S e t L e a d 1 : ( A c t i o n ) 

GENERAL COUNSEL 

AT NSLB, WASHINGTON, DC 

NSLB is requested to prepare an NSL for 
subscriber records for the following telephone number(s), 
for the date(s) listed: 

(Sì 
bl 
b7A 
b6 
b7C 

ÍS) 

bl 
b4 
b7D 
b6 
b7C 

(XÍ The commun i cation provider for telephone number 

The communication provider for telephone numbers 

The communication provider for telephone number 

Yffl The, communication provider for telephone number 

^ g j j ÌV^ The communication provider for telephone number 

SEC^KC// / X b2 
11 
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(Rev. 01-31-2003) 
S E C R E T / O R C Ö I T T m P e B M e S E K S I T I V E 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 

bl 
b6 
b7C 

P r e c e d e n c e : 

T o : 

IMMEDIATE D a t e : 2/23/2004 

A t t n : ASAC 
CT pnnrrliri3t-nrl 
SSA 
SSA 

F r o m : Counterterrorism 
CTD/ITOS 1/CONUS TV/Team 13 
C o n t a c t : SSA 

A p p r o v e d B y : 

D r a f t e d B y : 

C a s e I D # : 

T i t l e : 

S y n o p s i s 

(U) 

(S) 
(S) 

(S) 
(S) 

5) 

X 
Details: ( S / / N F . OC - S EN S T1T T VF. 

f S / /NF . OC-.9F.NS TT T VF, ' 

'!l'i 'm I ,/i inrrnT./HfirnmT "FTT"TTTYT 
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To: 
Re: 

I I R I N T . ' M I H I III.'IH II OPTT RFTT~TTTVI-

From: Counterterrorism 
(S//N F,OC-SENSITIVE) 

b2 
b7E 
bl 

(SI 

Or-qFMqTTTVFi 

ÌS//NFÌ 

(S//NF.OC-SENSITIVE) 
b7C 
b2 
b7E 

I Q//MF nr-qPMqTTTUFM 

IP,/ / N F. OC - S F.N S T T T VF, Ì 

LEAD (s) : 

Set Lead 1: (Action) 

SECRET/ 
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To: 
Re 

From: Counterterrorism 
(S//NF,OC-SENSITIVE) 

b2 
b7E 
bl 

AT 

(S//NF,OC-SENSITIVE) b2 
"b7E 
bl 
b6 
b7C 

J 

S E C R E T / O R C O b J / M U i j Ù I U T S E N S I T I V E 

3 
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DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 
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TRANSMIT VIA 

b2 
PRECEDENCE: 
El IMMEDIATE 
• PRIORITY 
• ROUTINE 

nafp 03/16/2004 
PAGE 1 OF 12 

'bl 

b2 

( S) FM rr RFCTOR FRT 

bl 
b2 
b6 
b7C 

(SÎ 

bl 
b2 
b7E 
b7A 

(S) 

(U) jXi THE FBI RESPECTFULLY REQUESTS 

CLASSIFICATION: 
• TOP SECRET 
0 SECRET 
• CONFIDENTIAL 
• U N C L A S E F T O 
• UNCLAS 

m D C C A 

SUBJECT: 

(U) THIS COMMUNICATION IS A FOLLOW-UP TO AN EARLIER REQUEST 

b2 
b7E 

MATTER. TT TS RFOUFSTFO 
IMMEDIATELY. 

(u; THE FBI RESPECTFULLY REQUESTS 

S E C R E T u k C O M N U i i U R N 

Approved by:. 

Time Received 

Case ID #/Serial: (S) 

Original Filename: 

OPERATIONS USE ONLY ******* 

SAMNET filename: A J M 0 0 1 S 0 . 0 7 7 

b2 
bl 

Time of Transmission MRI/JINSSOTO-15284 
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DEPARTMENT OF JUSTICE 
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PAGE 2 OF 12 S E C R E T ORCON MOFORM 

I NOTTFY FRTHO. I I AT 202-

b2 
b7E 
bl 

(LES) 
AGENT 

PP) TNT OF rr>NTZ\PT FOR TH 
202-324-

T.Q MATTF.R is SUPERVISORY SPECIAL 

CLASSTTTEDHË!£^=ê=i^-

b6 
b7C 
b2 

-BEGIN TEARLINE-

b2 
b7E 
bl 
b6 
b7C 
b7A 

D E C R E T O R C O H 1 T O F O I I N 
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(S) 

bl 
b6 
b7C 
b7A 

(LES) POINT 
SUPERVISORY 

OF CONTACT FOR THIS MATTER IS FBIHQ, 
SPECIAL AGENTl 202-324 

AND bl 

b7C 

S E C R E T ORCON ITOFORM 
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APAGE 4 OF 12 0 E C R E T ORCQN NQFQFN 

END TEARLINE 

(U) THE FBI RESPECTFULLY REQUESTS I 
bl 
b2 
b7E 

(U) THIS COMMUNICATION IS A FOLLOW-UP TO AN EARLIER REQUEST 
DATED 3/10/2004. DUE TO THE F.XTRF.MRT.Y HRGF.MT MATPRF OF THT^ 
MBTTFP TT TQ DmnrQTPnl 

' IMMEDIATELY. 

(LES) POINT OF CONTACT FOR THIS MATTER IS SUPERVISORY SPECIAL 
A G E N T ! 2 0 2 - 3 2 4 -

BEGIN TEARLINE 

b2 
b7E 

b6 
b7C 
b2 

S Ë C H ï O K C U N N U F U K N 
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DEPARTMENT OF JUSTICE 
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ORGANIZATIONAL MESSAGE FORM 

'PAGE 5 OF 12 b L L K E T ORCON UOFORH 

(S) 

bl 
b6 
b7C 
b7A 

S E C R E T O R C O W N O F O R N 
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b6 
b7C 
b7A 
b2 
b7E 

S E C R E T UKCOH NOFQDXT 
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bl 
b6 
b7C 
b7A 

(LES) POINT OF CONTACT FOR TH 
AGENT 202-324-

TS MATTER IS SUPERVISORY SPECIAL 

-END TEARLINE-

(U) THE FBI RESPECTFULLY REQUESTS 

(U) THIS COMMUNICATION IS A FOLLOW-UP TO AN EARLIER REQUEST 
DATED 3/10/2004. DUE TO THF, EXTREMELY URGENT NATURE OF THTS 
m a t t f r IT—LS—REQUESTED THAT 

202-
IMMEDIATELY. PLEASE NOTIFY FBI HQ, AT 

(LES) POINT OF CONTACT FOR THTS MATTER IS SUPERVISORY SPECIAL 
AGENT 

b6 
b7C 
b2 

b2 
b7E 
b6 
b7C 

b6 
b7C 
b2 

-BEGIN TEARLINE-

g E C R E T O R C O M M O F O R M 
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A PAGE 10 OF 12 I ' I F T nf'Till nun''!" 11 

(S) 

bl 
b7A 
b6 
b7C 

LES) POINT OF CONTACT 
AGENT 

FOR THL 
202-324-

.9 MATTF.R IS SUPERVISORY SPECIAL b6 
b7C 
b2 

END TEARLINE 

S F C F S I ORCON NOFORIT 
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Precedence: IMMEDIATE 

To: 

Froi 

Date: 04/01/2004 

Attn: SA 

Investigative Analyst Unit 
Contact: IA 

Approved By : 

Drafted By: 

Case ID #: (S) 
(S) 

b 7 A Title: (S) 
b6 
b7C 
b2 (s) 
b7E 

b2 (U) synopsis: To provide the 
b7E of a National Security Letter (NSL) request 

Field Office the results 

(U) X bl 
b7A 
b2 Reference: (S; 
b7E (S! 

(U) 
b2 
b7E 
b6 
b7C 

bl 
b6 
b7C 

Administrative : Electronic Communication to 

(U) 

dated March 15, 2004. 

received EC from X IA 
15, 2004 on March 30, 2004. 

F.nrO ftfiiirp(fii • (_SJ Snhqrri hor printout 

dated March 

( U ) C o p y of NSL dated March 15, 2004. 

SEHSJJET 
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seö^E: 

Tn- 1 1 Frntn • 
Re: (S) 04/01/2004 

(U -il" • X - Hu M -I V r* K 2_L ̂ nn/i 

1 turni shpri subscriber information to Investigative Analyst 
TA)I lin response to NSL dated March 15, 2004 for the 

b2 
b7E 
bl 
b7A 

b4 
b7D 
b6 
b7C 

following mobile telephone number: 

(S) 

( U ) investigation is complete. 

bl 
b6 
b7C 
b7A 

b2 
b7E 

SECRET 

2 

N S L V I O - 1 5 2 9 7 



^SEÇRET 

To: 
Re: 

F m m • 
04/01/2004 

b2 
b7E 
bl 
b7A 

LEAD(s): 

Set Lead 1: (Info) 

AT 

• • 

b2 
b7E 

SEtS^T 

3 

N S L V I O - 1 5 2 9 8 



(Rev. 01-31-2003) 

" ,i i 'Hi I 1 'i un i iii/TTOFnmiiV^-K 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Counterterrorism 

b2 
b7E 
b6 
b7C 

From : 

Contact: SA 

Approved By: 

Drafted By: 

bl 
b6 
b7C 

Case ID #: (S 

Title: (S) 

gitn^rvoi o • 

( U ) 
X 

Date: 03/17/2005 

Attn: TTOS T / CONUS T 
SSA 

^ (!) X b2 
E Administrative: (S//OC/NF) 

ixeifT 

N S L V I O - 1 5 2 9 9 



To: Counterterrorism From: 
Re: (S) I03/17/2005 

b2 
b7E 
bl 

i U ) P e r 50 U.S.C. 1806(b) of EISA, such information 
shall not be used in any criminal or administrative proceeding, 
including grand jury proceedings and warrant affidavits, without the 
prior written approval of the Attorney General of the United States. 
U.S. Person FISA-derived information may not be disseminated to a 
foreign government without the prior written approval of the Attorney 
General of the United States. 

F.nc-1 nsiirftfs) / CONUS I, the Notice of Initiation. 

Predication For Investigation 

N S L V I O - 1 5 3 0 0 



LÎECRÈT70REEH/LIÔF0RN 
b 2 To: 
b7E Re: 
bl 

Counterterrorism From: 
:S) |03/17/2005 

CS//OC/NF) 

On 2/13/2005, records of the DVM revealed that 

¡U) Also on 2/13/2005, records of NCIC were negative re 
~1 however, records of the| 

I revealed the following regarding 

;u) Records further reveal that 

(S) 
(U) On 2/23/2005, SA 

t o b e s e a r c h e d f o r a n y r e f e r e n c e s t o 
rinsed fiIps nf 

with negative results 

Possible Nexus to a Foreign Power 

LSd 

bl 
b2 
b7E 
b6 
b7C 

ükLRb'lV ÜRCOH/HOEQBH 

3 
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To : C o il.1"1 cm 
Re: (S: 

i IH 'I1111 un i m/m il I nm 

From: 
03/17/7ÏÏÏÏ3 : 

b2 
b7E 
bl 

y 

b6 
b7C 
b7D 
b2 
b7E 

1111 

(U) For information of the file, 

N S L V I O - 1 5 3 0 2 



SECRET/uilLUH/Uui'UilW 

To: rnnnfprl-prrnri gm 
Re: (S) 

From: 
03/17/2005 

b2 
b7E 
bl 

b6 
b7C 
b2 
b7E 
bl 

Known Identifiers 

(S> 

bl 
b6 
b7C 

JJELREL /ORCQ1T/ITOFOP1T, 

5 
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To: Counterterrorism 
Re: (S) 

ORN b2 
b7E 
bl 

bl 
b6 
b7C 

N S L V I O - 1 5 3 0 4 



¿EHRET/QRCOLJ/NOROKN 

To: rniintprtprrnri sm 
Re: (S) 

From: 
03/17/2005 

b2 
b7E 
bl 

Set Lead 1: (Action) 

COUNTERTERRORISM 

AT WASHINGTON, PC 

( U ) j X ^ ITOS I / CONUS I is requested to do the following: 

(1) Provide Notice of Initiation of this investigation to the DOJ 
Office of Intelligence and Policy Review (OIPR) and DOJ's 
Division. 

;2) Forward the enclosed 
b2 
b7E 

shiJkM / ufi fnTT/iiriFnmT _ 

7 

N S L V I O - 1 5 3 0 5 



(Rev. 0 1 - 3 1 - 2 0 0 3 ) 

FEDERAL BUREAU OF INVESTIGATION 

P r e c e d e n c e : ROUTINE 

T o : 

D a t e : 05/10/2006 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b7A 
b6 
b7C 

bl 
b2 
b7E 
b7A 

Fron 

A t t n : T F O 

C o n t a c t : SA 

A p p r o v e d B y : 

D r a f t e d B y : 

C a s e I D #: (S 

T i t l e : (S) 

Synopsis: (S) To request of the captioned 
subjects financial recordsj 

(U) 
^e&lÂS^îïîr^Ôïn 

(S) 

b6 
b7C 

A d m i n i s t r a t i v e : 
S SA 

Reference conversation on 05/08/2006 between 
and SSAl 

E n c l o s u r e ( s ) : (S) 
financial records obtained from 
Letter (NSL). 

N a t i o n a l S e c n r i 

have been requested and are awaiting return). 

ty 

b7D 
b2 
b7E 
b6 
b7C 
bl 
b7A 

D e t a i l s : (S) Based on the writers_ upcoming transfer to the 
Division and the limited resources 
requested to conduct I 

assistance was 
Ion the captioned sub-iect. 

SSA ^vispH that- TFnT 
m conducting the requested 

SECk^T 

Lou Id assist 

N S L V I O - 1 5 3 0 6 



To : Albany From: 
Re: (S3 05/10/2006 

b2 
b7E 
bl 

^ On 03/07/2006, pursuant to an NST, rerme.qt 
tnefollowingfinancialrecordsfor 

IS) 

ÎU) 
initially^ 
document 

(S) 

PPT-
recrues 

policy, 
ed that "tïïë" 

b4 
b7D 
b6 
b7C 
bl 

statements were provided 
records be reviewed and to 

04/20/2006, 
documents | 

where supporting documents were needed. On 
the writer submitted the list of requested supporting 

telephone 
] According to the requested documents 

should take approximately four to six weeks to process. These 
documents will be forwarded to TFO when received by 

b4 
b7D 
b6 
b7C 
b2 
b7E 

.order for 
WÏ Al TRA ^ s contacted regarding an ex-parte 

' Iwas advised of the AUSA 
aforementioned mtormation ana agreed to prepare the ex-parte order. 

^ Based on the above mentioned information, TFO 
i g rormPct-pH tn aaaiat- fho I 

bl 
b6 
b7C 
b7A 
b2 
b7E b6 

b7C 
bl 
• b7A 

b6 
b7C 
b2 
b7E 
bl 
b7A 

N S L V I O - 1 5 3 0 7 



SECRET 

TO : Alhapv From: 
Re: (S) 05/10/2006 

bl 
b7A 
b2 
b7E 

( S ) 

LEAD(s): 

Set Lead 1: (Action) 

b2 
b7E 
b6 
b7C 
bl 
b7B 

SECIc^T 

3 
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(Rev. 01-31-2003) 

SECRET ECÌ^T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To 

Date: 06/10/2004 

Attn: SA 

From: Counterterrorism 
TFOS/RFFIU I' 
Contact: FA 

Approved By : 

Drafted By: 

Case ID #: 

/Room 1R2 2.3 

E n c l o s u r e ( s ) : O n e Excel spreadsheet with results is 
enclosed with this communication. 

Details : 

(S) 

•bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

N S L V I O - 1 5 3 0 9 



SECRET 

To: 
Re: 

From : Counterterrorism 
06/10/2004 

bl 
b2 
b7E 

(S) 

(S) 

(S) 

(S ) 

bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 

S E C ^ T 

N S L V I O - 1 5 3 1 0 



To: 
Re: 

SE 

From: Counterterrorism 
06/10/2004 

b2 
b7E 
bl 

LEAD (s) : 

Set Lead 1 : (Discretionary) 

AT 

^ ^ For information and further investigation as 
deemed necessary. TFOS considers this lead covered. 

b2 
b7E 

SECI^ET 

3 
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U.S. D e p a r t m e n t of Just ice 

Federal Bureau of Invest igat ion 

b4 
b6 
b7C 

Wash ing ton , D. C. 2 0 5 3 5 - 0 0 0 1 

March 28, 2004 

Federal Right To Financial Privacy Act, &3414 (a) (5; 

Dear 

This certificate is given pursuant to the Right to 
Financial Privacy Act, 12 U.S.C & 3401 et seq. (the "Act"). 
Terms used herein and not otherwise defined shall have the 
meanings set forth in the Act. 

The Federal Bureau of Investigation has requested 
financial records pertaining to account activity for: 

See attached list 

The undersigned hereby certifies that such financial 
records are sought for foreign counterintelligence purposes and 
that there are specific and articulable facts giving reason to 
believe that the customer or entity whose records are sought is a 
foreign power or an agent of a foreign power as defined in 50 
U.S.C &1801. 

Further, the Federal Bureau of Investigation requested, 
pursuant to the All Writs Act, 18 USC & 1651 et seq., that 
Federal Reserve Bank of New York provide data indicating account 
activity for above referenced accounts. The Federal Bureau of 
Investigation requests that the 
provide the information to it contemporaneous with its receipt by 

Sincerely, 

Acting/Unit Chief, RFFIU-II b6 
b7C 

N S L V I O - 1 5 3 1 2 



(S) 

FBI/TFOS 
935 Pennsylvania Ave 
Washington, DC 20535 

NW Room IBI62 

202/324-
202/324-
202/324 

b6 
b7C 
b2 

bl 
b6 
b7C 

\ 
2 

N S L V I O - 1 5 3 1 3 
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\ 

(S); 

bl 
b6 
b7C 

I \ 
4 
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\ 

bl 
b6 
b7C 

5 
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bl 
b6 
b7C 

6 
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bl 
b6 
b7C 

\ 
7 
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(Rev. 08-28-2000) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 
b7A 

To: General Counsel 
Counterterrorism 

Froi 

Attn: 
Attn: 

Attn: 

UC 
ITOS II. 

Date: 06/03/2005 

NSLU 

Contact: SA 
SA 
TFAl 

Approved By : 

Drafted By; 

Case ID #: (S 
(S) 

Title: (s: 

(S) 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL), provides reporting data, and transmits the 
NSL for delivery to the telephone company or electronic 
communications service provider. 

W X 

bl 
b2 
b7E 

(S) 

SEC 

N S L V I O - 1 5 3 1 9 



SECÌTŜ  

To: Gen^xaJ rnnnspl 
Re: (S: 

Ex om: 
06/03/2005 

b2 
b7E 
bl 
b7A 

Ent-.l c 
I I -
.Enclosures (s) : (U) Enclosed for ¡Division, 

is an original and a copy of a letter dated 05/04/2005 
addressed to 

.ntormation associated with the 
requesting the following 
email address of 

Details: (S) 

bl 
b7A 
b6 
b7C 
b2 
b7E 

LSI 

SEORJST^ 

N S L V I O - 1 5 3 2 0 



To: r.priprfll r.nnnspl 
Re: (S 

^SECRET 

i^rom: 
06/03/2005 

•b2 
b7E 
bl 
b7A 

(S) 

(S) 

bl 
b7A 
b2 
b7E 
b6 
b7C 

m 

SE^R^ÌT 

N S L V I O - 1 5 3 2 1 



SEC^T 

To 
Re 

Gen pra 1 Counsel From: 
06/03/2005 

b2 
b7E 
bl 
b7A 

(S) 

(s: 

LSI 

bl 
b7A 
b6 
b7C 
b2 
b7E 

iSi 

(U) jX^ This electronic communication documents the SAC's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks electronic 
communication transactional records for an individual using an 
electronic communications provider email address of 

bl 
b7A 
b2 
b7E 
b6 
b7C 

N S L V I O - 1 5 3 2 2 



To: Gen^raJ Counsel 
Re: (S) 

£rom : 
06/03/2005 

b2 
b7E 
bl 
b7A 

(U) Arrangements should be made with the institution 
receiving the enclosed letter tn nrnHnr.p the records personally 
to an employee of the Division, The 

bl 
b2 
b7E 
b7A 
b2 
b7E 

institution should neither send the records through the mail nor 
utilize the name of the subject in any telephone calls to your 
office. The institution should not contact FBIHQ directly in any 
manner. 

(U) You should remind the electronic communications 
service provider that it is prohibited from disclosing that the 
FBI has made this request. 

(U) On 11/09/2001, the Director designated the 
official signing the enclosed letter as authorized to make the 
required certification. 

b2 
b7E 
b6 
b7C 

SEC&jjT 

5 
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SEC 

To: 
Re : 

b2 
b7E 
bl 
b7A 

Set Lead 1 : (Action) 

AT 

Deliver the attached letter as indicated 
above. Upon receipt of information from the carrier, ' 
is requested to submit results to 

b2 
b7E 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

( U ) j X f Read and clear, 

Set Lead 3: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

• • 

SEC! 

N S L V I O - 1 5 3 2 4 



(Rev. 08 -28-2000) 

SEBJÇET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

bl 
b7A 
b2 
b7E 
b6 
b7C 

Precedence: ROUTINE 

To: General Counsel 
Counterterrorism 

Date: 07/19/2005 

Attn: 
Attn: 

Attn: 

uc NSLU 
TTOS TT. 
SSA 

From: 

Contact: SA 
SA _ 
TFA 

Approved By: SAC 
ASAC 
CDC 
SSA 

Drafted By: 

Case ID #: 

Title: 

Mf'isi/ra 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL) ,' provides reporting data, and transmits the 
NSL for delivery to the telephone company or electronic 
communications service provider. 

SEb^ET 

N S L V I O - 1 5 3 2 5 



ÂEÇREL 

To: General. 
Re: (S) 
07/19/2005 

Counsel From: b2 
b7E 
bl 
b7A 

( U ) X 

(S) X 

Enclosures(s): (U) Enclosed for 
I | is an original and a copy of 
addressed to 

Division, 
abetter dated 07/1 9/2005 

(S) 

equesting the following 
the email address of information associated with 

names, addresses, lengths of service, 
electronic communication transactional records, to include 
existing transaction/activity logs and all e-mail header 
information (not to include message content and/or subject 
fields), for the captioned subject. 

and 

Details : 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b2 
b7E 
bl 
b7A 

bl 
b7A 
b6 
b7C 
b2 
b7E 

SEbRÇT^ 

N S L V I O - 1 5 3 2 6 



SEC: 

To: General 
Re: (S) 
07/19/2005 I— 

Counsel From: bl 
b7A 
b2 
b7E 

(S) 

bl 
b7A 
b6 
b7C 
b2 
b7E 

SECI 

3 

N S L V I O - 1 5 3 2 7 



SEÍS^E1] 

To: Generai 
Re: (S) 
07/19/2005 — 

fnnnwpl Frnm • 
:s) 

bl 
b7A 
b2 
b7E 

LSI 

(S) 
bl 
b7A 
b6 
b7C 

LS_L 

SEC 

N S L V I O - 1 5 3 2 8 



SEC 

To: Gener^J Cminspl From : 
Re: (S) 
07/19/2 0051 

(S) 

b2 
b7E 
bl 
b7A 

(S) 

(U) X ) This electronic communication documents the SAC's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed, NSL seeks electronic 
communication transactional records for an individual using an 
electronic communi cat.i nns provider ema-il address of 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the D i v i s i o n , The 
institution should neither send the records through the mail nor 
utilize the name of the subject in any telephone calls to your 
office. The institution should not contact FBIHQ directly in any 
manner. 

bl 
b7A 

bl 
b7A 
b2 
b7E 

b7C 

b2 
b7E 

(U) You should remind the electronic communications 
service provider that it is prohibited from disclosing that the 
FBI has made this request. 

(U) On 11/09/2001, the Director designated the 
official signing the enclosed letter as authorized to make the 
required certification. 

b2 
b7E 
b6 
b7C 

SECRFE^ 

N S L V I O - 1 5 3 2 9 



SECRET 

To: 
Re : 
07/19/200 

General Counsel 
(S) 

From : • 
:s) 

bl 
b7A 
b2 
b7E 

Set Lead 1 : (Action) 

^ ' b2 
^ Deliver the attached letter as indicated ^ 

above. Upon receipt of information from the carrier, 
is requested to submit results to 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 3: (Action) 

GENERAL'COUNSEL 

AT WASHINGTON, DC 

iu) x 
NSLU is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

• • 

N S L V I O - 1 5 3 3 0 



(Rev. 0 8 - 2 8 - 2 0 0 0 ) 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

Precedence: ROUTINE 

To: 

From 

contact : SA 

Approved By : 

Drafted By: 

Date: 02/21/2003 

Case ID #: 26! 

Title: 

-NEW (Pending) 

b6 
b7C 

N S L V I O - 1 5 3 3 1 



To 
Re 265C 

From : 
, 02/2 T 7 T Ö T T T 

b2 
b7E 

b6 
b7C 

Synopsis: Request new case be opened as captioned above. 

E n c l o s u r e ( s ) ; Conies 

received by 

-Details. 

uttice. 
as 

rereived from 

information on 
contaimn 

related to the captioned subjects 

The writer requests a new 265 case be opened to 
investigate 
activity. 

and determine any criminal 

2 

N S L V I O - 1 5 3 3 2 



(Rev. 01-31-2003) 

SÊ FTFÎ  

FEDERAL BUREAU OF HNVESTIGATBON 

b2 
b7E 
b6 
b7C 

P r e c e d e n c e : ROUTINE 

T o : Counterterrorism 

D a t e : 05/14/2004 

Attn: SSA 

F r o m : 

FA| 
TFOS room IBI62 

C o n t a c t : SA 

A p p r o v e d B y : 

D r a f t e d B y : 

C a s e I D # : ( S 
bl 
b 2 T i t l e (s; 

b7E 

S y n o p s i s : (U) To request status of financial analysis for 
captioned case. 

<U) 

bl 
b2 (S) 
b7E 

b2 
b7E 
bl 
b6 
b7C 

SÈÌS^ET 

N S L V I O - 1 5 3 3 3 



SECÈFC«^ 

To: 
Re: 

Bostçio. 
(S) 

From • 
05/14/2004 

b2 
b7E 
bl 

bl 
b6 
b7C 

(U)(X) Investigation continues 

SE^RÇ 

2 
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To: 
Re: 

Bo st pa-
IS) 

Frnm • 

SECRET 

05/14/2004 

b2 
b7E 
bl 

Set Lead 1: (Action) 

COUNTERTERRORISM 

WASHINGTON. DC 

(U) TFOS is requested to provide written 
status on financial analysis regarding captioned case, and to 
provide approximate date for completion. 
•• 

SECRET 

3 

N S L V I O - 1 5 3 3 5 



(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 06/28/2006 

To: General Counsel Attn: Julie Thomas 
Deputy General Counsel, 

NSLB 

Counterterrorism Attn: SSA 
ITOS 1, CONUS 4, Team 13 

Attn: SSA 
SA 

Attn: 

b2 
b7E 
b6 
b7C 

m 
IA 

Fror 

Contact: SA 

Approved By: 

Drafted By: 

bl Case ID #: (S) 
b2 
b7E T i t l e : (s) 

b7A 
b6 
b7C '' Synopsis: Approves the issuance of an ECPA National 

Security. Letter (NSL) for subscriber information; provides 
reporting data; and, if necessary, transmits the NSL for delivery 
to the wire communications service provider. 

bl 
b2 
b7E 

N S L V I O - 1 5 3 3 8 



SÈCRËT7^©EQBN 

To: 
Re: (S) 

From: 
06/28/2006 

(S) Re f e ren ee : 

Enclosures : (U) Enclosed for , is an NSL dated 
06/28/2006, addressed toi 

requesting subscriber information. 

Details: (S/NF) 

bl 
b7A 
b6 
b7C 
b2 
b7E 

(S) 

(U) JjX^ This electronic communication documents the 
Special Agent in Charge approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber information on 

(U) Arrangements should be made with the wire 
communications service provider to provide the records personally 
to an employee of the ; i o ) Division within ten 
business days of receipt of this request. The wire 
communications service provider should neither send the records 
through routine mail service nor utilize the name of the subject 
of the request in any telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. § 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 

bl 
b6 
b7C 
b4 
b7D 
b2 
b7E 

N S L V I O - 1 5 3 3 9 



S E C S E T / È W E Q R N 

To: 
Re : 

From: 
06/28/2006 

with diplomatic relations, or endanger the life or physical safety 
of a person. 

( U ) D i s c l o s u r e may prematurely disclose a national 
security investigation to the target and cause him to change his 
behavior patterns and circumvent detection. 

I 1 it is the resnpn.si hi 1 i tv of the office 
to advise FBIHQ. This may 

be done by routing slip to the National Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterterrorism 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBI's use of this authority 
as mandated by Congress. 

(U) Any questions regarding the above can be directed to 
Special Agent 

N S L V I O - 1 5 3 4 0 



To: From: 
Re : (S) 06/28/2006 

LEAD (s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) At ITOS 1 Read and Clear 

Set Lead 3: (Action) 

AT 

(U) Deliver the enclosed NSL as indicated above. 
Upon receipt of requested information, is requested 
to submit results to 

4 
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(Rev. 08-28-2000) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Counterterrorism 
National Security 

Date: 11/26/2001 

Attn: RFU 
NSLU 

b2 
b7E 
b6 

From : 

Contact: SA 

b7C Approved By: 

Drafted By: 
bl 
b2 
b7E 
b6 
b7C 

Case ID #: (S) 

Title: (S) 
SPT 

Synopsis: FBIHQ is requested to issue National Security 
bl T.g-n-gT-g i-el pnhnna snhsr-ri hpr and toll records regarding 
b6 (S) 
b7C (U) X 

(S) 

Reference: (S) bl 
b2 (U) Details : requests two National Security Letters 
b7E (NSL), one each to be addressed to: 

1 
b4 
b7D 

requesting the following documents: 

1SL 
bl 
b6 
b7C 

SÈÇRET 
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SECRET 

To: Counter-terrorism E£om:| 
Re: (S) 11/26/2001 

bl 
b2 
b7E 

(U) ^grf Request for these NSL's is based on the following 

(s; 

IS.1 

(S) 

sfe^RET 

2 

bl 
b2 
b7E 
b6 
b7C 

b4 
b7D 

b4 
b7D 
b6 
b7C 
b2 
b7E 

bl 
b7D 
b6 
b7C 
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To: Count 
Re: (S) 

erterrorism From: 
1 

SECRÇT 

1/26/2001 
b2 
b7E 
bl 

bl 
b7D 
b6 
b7C 
b2 
b7E 

isi 

SECRET 

3 
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SEC: 

To: 
Re: 

b2 
b7E 
bl 

bl 
b6 
b7C 

SECRÇT 

4 
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SECKÜJT 

T o : rniint-prt-prrnri gm Frnjn • 
Re: (S) 

b2 
11/26/2001 b7E 

bl 

LEAD (s) : 

Set Lead 1 : 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Coordinate with the Department of Justice regarding 
the above two NSL's for requested telephone information. 

Set Lead 2 : 

NATIONAL SECURITY 

AT WASHINGTON DC 

(U) -)s( For information. 
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