OIG ACS Reqguest
November 2, 2006
Roslyn A. Mazer (202-307-1007)

l. ‘Copies of ECs requesting field or FBIHQ to issue national security letters on the
 following individuals or accounts and any attachments to the ECs such as draft
national security letters (Try search terms “3401 and [subject’s name]™

We do not know if one EC was forwarded requesting the issuance of multiple
national security letters or if there was one EC for each subject name.
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subject are enclosed for NSLU.

1-2003)
SECRET
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 04/15/2003
To: Ceneral Counsel Attn: NSLII

SA

From: Counterterrorism .
ITOS1/CONUS]/RoamS258
Contact: I0S

Approved By:

Drafted By:

Case ID #: (S)l |

Title: (S)

éyﬂépsis¢~wEﬁ< Submission of 90 day LHM to NSLU for passage to
OIPR.

A1) IR Derz r " G-3
WO DTS

EﬁbléSﬁré(s)r”~)S(: Two (2) letterhead memos (LHM) for captioned

Detkvaii"s“i"“"'})é) Attached is the 90 day Letterhead Memorandum (LHM)
submitted by FBI for the captioned case, which was opened as a

(81 1

NSLU is requested to forward one copy of the LHM

TO UIPR as requrired by the AG Guidelines.

SE\cm
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To: General Counsel From: Counterterrorism
Re: (S) 04/15/2003
LEAD(S):

SE}}RET

Set Lead 1:

(Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U)

Please forward one copy of LHM to OIPR.

Set Lead 2: {Info)

*

AT

(U)

Read and clear.
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(Rev. 01-31-2003)

SEGQET :

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 1/23/2004
To: General Counsel Attn: Deputy General Counsel,
NSL
Counterterrorism SSA |
ITOS 1/ CONUS 3/ Team 9
SS
SA
SS]
]
b:r' From
p7E —
b6 Contact:
b7C :
Approved By:
Drafted By:
Case ID #: (9)
|:'|'_'|':| OOL I CIoUII 719
.. ' 66F LC60746
D4
bz Title: (9)
DT7E
Do
D»IC
Synopsis: (U) Approves the issuance of an ECPA
National Security Letter (NSL); provides reporting data; and,
if necessary, transmits the NSL for delivery to the telephone
company or electronic communications service provider.
iUi"“vaﬁi Deri From : =
De ity :
pl gy B
"7
D: Enclosure(s):. (U) Enclosed for IS an oricinal
b7E and a copv of a4 letter dated 1 /2377008, =ddressed 1o
e
b7C
A TSEGRET
7D
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SESRET
To: Genexal Connscl Frhm°:

Re: (S) 1/23/2004

| requesting or the names, addresses,

lengths of service, and electronic communication transactional
records for the e-mail address holder(s) listed.

Details: (S)

(= This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks electronic communication
transactional-records on| |

{U) Arrangements should be made with the institution

receiving the enclosed letter to produce the records personally to an

employee of your office. The institution should neither send the
records through the mail nor utilize the name of the subject in any
telephone calls to your cffice. The institution should not contact
FBIHQ directly in any manner.

(U) You should remind[:::::]that it is prohibited from
disclosing that the FBI has made this request.

(U) ©On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U} Any questions regarding the above can he directed to

Attention: SA pheone number

SEORET

NSL VIO-15164
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SEORET

To: General Counsel I'rom:

Re: {S) 1/23/72004

LEAD (s) :

Set Lead 1: (Action)

AT

(U} Deliver the attached letter as indicated above.

Upon receipt of information fro
requested to submit results to

Set Lead 2: {(Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting

requirements for NSLs.
Set Lead 3: (Info)

COUNTERTERRORISM

m the ca

AT ITOS 1/ CONUS 3/ TEAM 9

(U) Read and clear.

NSL VIO-15165
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U.S. Department of Justice

Federal Bureau of Investigation

In Reply, Please Refer to
File No. b::
LTE
b
57D December 4, 2003
B7C
b
LEC
Dear

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 12, United States Code
(U.S.C.}, Section 3414 (a) (5}, (as amended, October 26, 2001),
you are hereby directed to produce to the Federal Bureau of
Investigation (FBI) all financial records pertaining to the
customer and/or accounts listed below:

1)

bl
b6
b7C

e Please see
the attachment IOLIOWINGg UNis reguest ror tne types of
information that your financial institution might consider to
be a financial record.

In accordance with Title 12, U.S.C. Section
3414 (a) (5) (A), I certify that the requested records are sought
for foreign counterintelligence investigation purposes to
protect against international terrorism or clandestine
intelligence activities, and that such an investigation of a
United States person is not conducted solely on the basis of
activities protected by the first amendment to the
Constitution of the United States.

In accordance with Title 12, U.S.C., Section

3403 (b), I certify that the FBI has complied with all
applicable provisions of the Right to Financial Privacy Act.

NSL VIO-15169




I~

At

b7C

Please be advised that Title 12, U.S.C., Section
3414{a}) (5) (D}, prohibits any financial institution, or
officer, employee or agent of such institution, from
disclosing to any person that the FBI has sought or obtained
access to a customer’s or entity’s financial records under
this statute. '

™y
You are requested to provide records ive to this pj_
request personally to a representative of the | field office bk
of the FBI. Any questions you have regarding this request should be

directed only to the field office. Due to security

_considerations, you should neither send the records through the mail

nor disclose the substance of this regquest in any telephone

conversation.

Your ccoperation in this matter is greatly appreciated.

Sincerely,

~d DN

Special Agent in Charge

NSL VIO-15170
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ATTACHMENT

In preparing your response to this National Security Letter, you
should determine whether your company maintains the following types
of information which may be considered by you to be a financial
record in accordance Title 12, United States Code, Section 3401 (2):

NSL VIO-15171
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FD-542 (Rev. 01-31-2003)

;;Ehas\

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 03/10/2004

To: Attn:

From

Contact: 1A

Approved By:

Drafted By:

Case ID #: (S)

| ZeE—LD-C1303375
(- 664[?EC60746

Title: (S)

(UJ’SYﬁéﬁsisr” )Ei National Security letter requesting subscriber

and e-mail header information conce)
g | erved to |
(I )ﬁi Deri rom :—G<
D ify Onm~
() }uﬂ

Reference: (S)
m 60F-HO-CI1303375 Serial 2979
i h 66F C60746 Serial 1600

tuk'ﬁﬂéibsﬁfels):“-ixi Enclosed for [:::::]are the following

items:

1) Declaration Letter

2) User Profile

3) CD-ROM containing e-mail header information as
requested

4) 1Invoice in the amount of $26.50 for expenses
incurred in processing this request

SECRET

NSL VIO-15173
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SECRET

To: | | From: |

Re: (S) 03/10/2004

(U} Details+— IX{ On 02/19/2004, at 1:45 p.nl |
|

LI ] TAI Icar‘waA ol I

[ ]a National Security letter (NSL). The
NSI, was dated 01/23/2004 and requested subscriber and e-mail
header information concerning account

SN
(- On 02/26/2004, at 1:40 p.m. |

I sults of aforementioned requests were retrieved
Review of the data provided indicated subscriber

from|
as follows:

151

(- A CD-ROM was also provided by[:::::] containing
e-mail header information as requested in aforementioned NSL

and 1s enclosed herewith.

{U) Lead 1 contained in serial 66 is considered
covered. : :

s;zﬁb(
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To: From:l | b7E
Re: (S) 03/10/2004 b1

Accomplishment Information:

Number: 1
Type: NSL SERVED TO COMMUNICATION CARRIER
ITU: NATIONAL SECURITY LETTER

Claimed By
SSN: : 919
Name: -
Squad: Elb
pTE

SE&B&

NSL VIO-15175
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To: I From: |

Re: (5) 03/10/2004

b2
D7E
bl

LEAD (s) :

Set Lead 1: (Action)

(U) Please process enclosed invoice for payment to b4

b7D

124

SBQRET
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{Rev. 01-31-2003)

" SECRET/ORESN/NOFORN
FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE Date: 01/29/2004

To: General Counsel : Attn: UC Elaine N. Lammert .
Counterterrorism Attn: ITOS 1, CONUS 2, Team 8 (5270)
SSA
SSA I
IA
Attn: 1A
Attn: | |
SSA] |
SA
IA
From
Contact: SA
Approved By: _Hulon Willje T
Drafted By:
Case ID #: (9)
Title: (S)
Synopsis: (U) Approves the issuance of a FCRA and a ECPA National
Security Letters (NSLs); provides reporting data; and, transmits the
NSLs for delivery to the applicable telephone company and delivery to
] DexT T3
D ify On-
(31 D

Enclosures: (U) Enclosed for i oh!
letter dated 01/268/2004 addressed to
requesting any and
SECRET/ORCON7

NSL VIO-15177
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“BECRET/URCON/NOFORN—

To: Counp—es Lo om: b2
Re: {S) 01/29/2004 n7E
bl

(8 all call detail .recordas- related tof
If these searches produce any prepald callling cards or calling card
numbers / PINS, please run an additional search on those numbers and
provide all call detail records related to said numbers. In
addition, please provide any and all subscriber information related
to those accounts.

{U) Enclosed for is an oricinal and a cony
| of a letter dated 01/29/2004, addressed to
|
1 | requesting a full credit report on those
individuals using captioned telephone number.

Details: (S)
(S)
bl
bo
b7 C

SEC
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To: Cou rterrarism  EFrom: h7E
Re: (8} | 01/28/2004 bl
(3]
| nl
o3
p7C
) EP———— (0) | [initial investiggtion hac faund +i b2
following infcotfmatishn on telephone number L7
L L"k
| AP
]r\'7(“:

]
) b6

h7C

R

igjw_wmwmw”mwl _J
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-~SECRETAORCONANQEQORN b2

To: Coun rrorism From: bL7E
Re: (S) I 01/29/2004 bl
(8)-
S o |
13 N
18] Lt J
e |
(&)
bl
b6
b7C
{(S) b2
b7E
(U) Above individuals were checked in FBI databases. The
following information was learned:
v | I
bl
| b6
— b7C
b2
b7E
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SECRET/ORCONANOFORN-

To: Courpgextarearicm Lrom:
Re: (S) 01/29/2004
(S
D .
(S
A8 I
s |

\TSA This electronic communication documents the SAC's

approval and certification of the enclosed NSL. For mandatfuah——————
reporting purposes. the enclosed NST seeks toll records for

telephone numbers,

(U)l |should remind[::::::::]that, under Title

15, United States Code, Section 168lu{d), it is prohibited fram

disclosing that the FBI has made this request. In addition,
is prohibited from including in any consumer report any information
that would indicate that the FBI has sought or obtained such
information.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally to an
employee of your office. The institution should neither send the
records through the mail nor utilize the name of the subject in any
telephone calls to your office. The institution should not contact
FBIHQ directly in any manner.

{U) You should remind the applicable telephone company
and electronic communications service provider that it is prohibited
from disclosing that the FBI has made this request.

{U) ©On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

SEC

NSL VIO-15181
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SECRET m

Z

TO: COU tortoyirayd om =l onm b7E
Re: (8) 01/28/2004 bl

(U) Consumer reports received from a consumer reporting
agency must be clearly identified when reported in any Bureau
communication. Subsequent dissemination of such information is
prohibited, except to other Federal agencies or military
investigative entities as may be necessary for the approval or
conduct of a foreign counterintelligence investigation.

1 — A
l

T 15 the TesSponsibIlity of the
officel |to advise FBIHQ. This may be
done by routing slip to the National Security Law Unit, Qffice of the
General Counsel, Room 7975, the FBIHQ entity handling the operational b2
legal needs of the National Security Division. This reporting is bE
necessary in order to provide information to Congress regarding the

FBI’s use of this authority as mandated by Congress. i?c
(U) Any questions regarding the above can be directed to
Attention: SA phone number
LEAD (s):
Set Lead 1:
AT 52
L7E

NSL VIO-15182



SECRET/ORCON
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To: Counterterroriasm From: g:m
Re: (S) 01/29/2004 b7E

bl

(U) Deliver the attached letter as—indicated above.
Upon recelipt of ipformation from the carrier, is requested to
submit results to

Set lLead 2:

-1 N0

)

A

IECICIRe)

O
s
O

(U) Deliver the attached letter as indicated
above. Upon receipt of information from FBI| |

is requested to submit results to

Set Lead 3:

COUNTERTERRORISM

AT 1TOS 1/CONUS 2

EUJW)XQ Team 8, read and clear.

Set Lead 4:

GENERAIL COUNSEL

AT WASHINGTON, BC

CUT“EB< NSLU is requested to record the appropriate
information” needed to fulfill the Congressional reporting
requirements for NSLs.

L 2/

T SECRETTORCON/NOEQRN_

NSL VIO-15183
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FD-542 (Rev. 01-31-2003)

SESRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 2/6/2004
To: Attn: SA

Pfﬁ From:

o

jo]3) Contact: IA

biC

Rpproved By:

Drafted By:

nl Case ID #: (9)
‘!,-}’;’: .
e Title: (S)
b7E

o]§)

R7C

(T onsis: ;3( ECPA National Security Letter (NSL) served on
records were provided.

i Deri rom : =3
Dec > $3% : 1

(U} petails: - Reference| lec daren 1/15/2004. On January
29, 2004, Tnvestigative Analvst (TAV] lserved a NSL on

Lon _rebruary 4, 2004, | |
advised no records were located regarding the

ol lgWwing names:
(Sh ...... see enclosurers

Lead serial 27 covered at

I
AL

1 Lar |
p7E

SEEEEQ\\

NSL VIO-15184



To:|

I Prom:e

Re: (§)

SEC}E\T

¢/6/2004

Accomplishment Information:

Number: 1

Type: NSL SERVED TO COMMUNICATION CARRIER
ITU: NATIONAL SECURITY LETTER

Claimed By
- S5SN:

Name:

Sguad

SEC

NSL VIO-15185
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SE&T

To: From:
Re: (S) 2/6/2004
LEAD (s} :
Set Lead 1: {Action)
AT
(U) Read and clear.
*

SE&:K

NSL VIO-15186
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FD-542 (Rev. 01-31-2003)
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE . . Date: 01/23/2004
To: General Counsel Attn: |
Chief _CTLI-1
Attn: SSA |
IRS

Fron I
‘ SAq
Contact: SA

Approved By:

Drafted By:

Case 1D #- (S)l
(U) 18] 66F-HQC1303375 (Pending)

Title: (S)

Synopsis: (U) Approves the issuance of ECPA National Security
Letters (NSL); provides reporting data; and, if necessary, transmits
the NSLs for delivery to the communication company.

(U) Deri From . —6=
Dec ity p 1

Enclosure(s): {U} Enclosed forl |is an oriaginal and a8 copv of
a letter dated on 01/21/2004. addressed tol

| requesting

subscriber information for the listed telephone numbers.

Details: (S) 38} I I

sﬁQFET

NSL VIO-15190
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To: General Counsel From: b2
Re: (S) 01/23/2004 07E
bl
I—
(8]
b1
(8)
06
biC
02
b7E
T (I )X( This electronic communication documents the SAC's
approval and certification of the enclosed NSL For mandatory
I:S:I___”reporta.n“g »»»»» purposes, the enc ! the
f 0 l l owiln g t e 1 ephon e """ numbe & S st 4 e eeeeeeees
bl
iShMHWW. bo
b7C
{(u) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally to an
employee of your office. The institution should neither send the
records through the mail nor utilize the name of the subject in any
telephone calls to your office. The institution should not contact
FBIHQ directly in any manner.
(U) You should remind the communications company that it
is prohibited from disclosing that the FBI has made this request.
(U) ©On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.
(U) Any questlions reagarding the above can be directed to
| | ritention: SA phone number b6
‘ b6
b2

SECQ\
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To: General Counsel Fr m-l |

Re: (S) 01/23/2004

Accomplishment Information:

Number: 1

Type: NSL SERVED TO COMMUNICATION CARRIER

ITU: NATIONAL SECURITY LETTER

Claimed By
SSN:
Name:
Squad

SEESQ

NSL VIO-15192
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sésggr
To: Genergl Counsel ['rom:
Re: (S) 01/23/2004

LEAD (s) :
Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) CTLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: {Action)

—

(U) Deliver the attached lettex as indicated above.
receipt of information from the carrier, is reguested to
submit results to

+*

séERsm\\

NSL VIO-15193
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(Rev. 01-31-2003)

bl
B2
b7E
bo
bi7C
>7D

SECEBE

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/16/2004
To: Counterterrorism Attn: ITOS 1 / CONUS 4
SSA
From:
Contact:

Approved By:

Drafted By:

Case ID #: (S)

Title:
iSTN

Synopsis: {5}

(U) Deri T G-3
D sify On~
is)m)*q
Enclosuré(s): (8}
|

i)

SES&%T

NSL VIO-15194




To: Countexterrariaem

ol

SEERET

Fom:

Re: (S)

01/16/2004

Descriptive Data:

(s) |

NSL VIO-15195
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vSEC‘RE{ }

To: Counterterrorism From: | I o)
Re: (5) 01/16/2004 » o7E

nl
LEAD (s) :

" Set Lead 1: (Action)

COUNTERTERRCRISM

AT ITQOS1 / CONYS 4

(U) Operational unit is requested to pass notice of b2
|to DOJ as required by the

TU0/3172003 AG GUIdelINes.
Set Lead 2: {Action)

COUNTERTERRORISM

AT ITOS1 / CONUS 4

18]

[OT RGOy l b:l_

Set Lead 3: (Discretionary)

COUNTERTERRORISM

AT TRRS

(U} TRRS is requested to use the information in '
communication to notify the U.S. Intelligence Community of
as deemed appropriate.

B2

*"

SE&E‘!\
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FID-3 (Rev. 1-31-2003) S CR—E—F-ORCON_NOFORN

DEPARTMENT OF JUSTICE
FEDERAL BUREAU OF INVESTIGATION
ORGANIZATIONAL MESSAGE FORM

TRANSMIT VIA; PRECEDENCE: CLASSIFICATION:
(] IMMEDIATE (] TOPSECRET
. [] PRIORITY [£] SECRET
Lz X} ROUTINE [J CONFIDENTIAL
[J UNCLASEFTO
Date _02/09/2004 [ UNCLAS

PAGE 1 QOF 3 3
|: S :l FMDTR F:(ﬁ‘T\OR ...... :F“R T I B
“TO OUT INE/ Y
BT
S CR—F—T—ORCONNEFSRN

(51

18] vSUBJECT: I

kbl
o
o2 s) |
Lo
b7C
(5
SECR OFORN
Approved by: Case ID #/Serial:  _ c S:I
Original Filename: __|
ke Kk FOI‘ pSE ONLY *#**##x%
Time Received |ﬁlename: a
MRI/JUL/ISN

Time of Transmission
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DEPARTMENT OF JUSTICE
FEDERAL BUREAU OF INVESTIGATION
ORGANIZATIONAL MESSAGE FORM

“PAGE 2 OF 3 ST TR L I ORCONTNCFORN
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RIVED : > - ON:  X-1
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FD-362 (Rev. 1-31-2003)
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DEPARTMENT OF JUSTICE
FEDERAL BUREAU OF INVESTIGATION
ORGANIZATIONAL MESSAGE FORM

“PAGE 3 OF 3 -S—FE—€t—FR B F—OoRCON—NOCSRN

ADMINISTRATIVE NOTE/TICKLER COUNT:

THIS COMMUNICATION WAS PREPARED IN RESPONSE TO

DRAFTED BY: RM#: 5432 EXT:
COPY DESIGNATIONS:

1-

1-

SECRE

NSL VIO-15199



W canv af a3 letter dated on O0/12/2004  addrogasad + |

¥D-542 (Rev. 01-31-2003)

S

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/18/2004

To: General Counsel Attn:l I
Chief, CTLU-1
~Attn: IT Squad

From

Contact:

Approved By: T8 T RAR TR

Drafted By:
Case ID #: (8)
b1 1) 6oF-HQ-C1303375 {Pending)
b6 Title: (5)
biC
Synopsis: (U) Approves the issuance of ECPA National

Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the communication
company.

(U) Deriv T G-3
; De sify On-

Enclosure(s): (U) Enclosed for]| [is an original and a

requesting subscriber Information for the Iisted
telephone number, ‘

D (U) Enclosed for General Counsel is one copy
of the N3L sent to the above listed communication company.

S

NSL VIO-15200
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SE\:}RET

To: Genegal Counsel From: o bZ»
Re: (5) 03/18/2004 b7E
bl
Details: (S§)
bl
ol
b7C
s | | b2
hTE
b7D
iUl”““)K( This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber and toll
records for the following telephone number believed to be subscribed .
(51 b6
b7C
(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally to an
employee of your office. The institution should neither send the
records through the mail nor utilize the name of the subject in any
telephone calls to your office. The institution should not contact
FBIHQ directly in any manner.
{U) You should remind the communications company that it
is prohibited from disclosing that the FBI has made this request.
{U)y On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification. :
(U) Any questions regardina the above can be directed to be
Attention: SA phone number nic
b2
SEC
2

NSL VIO-15201



:§ECRET

b2
To: Genexal Counsel From: b7k
Re: (S) 03/18/2004 bl
Accomplishment Information:
Number: 1
Type: NSL TO COMMUNICATION CARRIER PREPARED & APPROVED
ITOU: NATIONAL SECURITY LETTER
Claimed By: ,
SSN: Y6
Name: .
D /'\,«
Squad: -
q o2
b7E

s:&ET

NSL VIO-15202



S}AQ

To: General Coupnsel From: @%
Re: (9) 03/18/2004 niE

ol
LEAD (s) :

Set Lead 1: {(Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) CTLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
regquirements for NSLs.

Set Lead 2: {Action)

AT] | 5o

(U) Deliver the attached letter as indicated above. DIk
Upon receipt of information from the carrier, is
requested to submit results to
+*

SECRET

NSL VIO-15203
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SEXRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 03/22/2005
To: Counterterrorism Attn: TFOS
Actinnl
ssal
| 1
SSA
Frq
Contact: SA

Approved By :

Drafted By:

Case ID #: (3S)

Title: (S)

Svnopsis: (S) I
1 M Derx x -3
D gify Om
Reference: (S)I |
Enclosuze(s): (S) | |
Details: {0} Investigation conducted by thel |RA| |

SE&@T
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To:
Re:

Counterterrorism

SECREY
Erom:

{s)

03/22/2005

NSL VIO-15205
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SESRET

To: Counterterrorism From:
Re: (8) 03/22/2005
LEAD (s) :

Set Lead 1: (Action)

COUNTERTERRORISM

AT WASHINGTON, D.C.

5 G |

Set Lead 2:

(Action)

(80|

*"

SE&I\

NSL VIO-15206
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FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 07/19/2005
To: General Counsel Attn: NSLB
From: Counterterrorism
gcmj/pmnm 4318
ontact: |

Approved By: Hulon Willie T
Lewis John b

Rogers Glenn T

Drafted By:

Case ID #: (9)

Title: {(S)

. .
Synopsis: Request for NSLB to prepare a National Security
Letter (NSL) for subscriber records information.

M R

Reference: (S}

Administrative: {(U) Reference is made to CAU

Details: (S)] |

M{%
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"SECRET/ 7t¥6#0RNL/ ¥

To: General Counsel From: Counterterrorism

bl
Re: (S)- 07/08/2005 b7A

(S//NF) I—l—

(S//NF)

bl
be
b7C
b2
b7E
b7A
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To:
Re:

Gene
(3)

ral Couinsel

SECRET77NOBORN/ /32

Eram: Counterterrorism

07/08/2005

()
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To: Genepal Councsel From- (Connterterrorism

bl
Re: (S) 07/08/2005 ‘ b7R

(5
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Lo
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b2
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4

NSL VIO-15210



()

To:
Re:

Gene
(S)

al Counsel

——sscm&.cmgmzq/bﬁ

From: Counterterrorism

07/08/2005
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To: Génern] Connsel  FPram-  Counterterrorism
Re: (S) 07/08/2005
5[
(81
SECRET//ROFORN /bq
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151

SECRET

To: General Counsel From: Counterterrorism
Re: (S} 07/08/2005
M/Dz(
7
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To:
Re:

Gene
(S)

ral Counsel

SEW//)(

unterterrorism

From:

C

07/08/2005
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To: General Counsel From: Counterterrorism bl
Re: (S) D7/08/2005 b7A

13)
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To:
Re:

General Counsel

SEC

RN//}{

From: Counterterrorism

(S)

07/08/2005
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To:
Re:

Gen
(S)

ral Counsel

SECRET/7NOFeRM/ /3

[rom: Counterterrorism

07/08/2005
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SECRET7/NOFORN /31

To: General Counsel From: Counterterrorism jﬁl_
Re: (S) 07/08/2005 : ’ D7A
(3],
bl
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b7E
Do
b7C
b7A
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To: General Counsel From: Counterterrorism
Re: (3) 07/08/2005
13
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To: General Counsel From: Couynterterrorism
Re: (S) 07/08/2005
14
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To: General Connsel From: Cornterterrorism bl
Re: (S) 07/08/2005 b7A
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To: General Counsel From: Counterterrorism joul
Re: (3) 07/08/2005 ey
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To: Genegal Counsel From: Counterterrorism 1
Re: (S) 07/08/2005 LTA
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To: General Counsel From: Counterterrorism
Re: (S) 07/08/2005
SEC
18

NSL VIO-15224

bl

(8]
/

;

b7E
b6

L7C
b7A



(51

SEC />s<
To: General Counsel From: Counterterrorism
Re: (S) 07/08/2005
SEC RN/}}%
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To: General Counsel From: Counterterrorism -bl
Re: (S) 07/08/2005 L7

(8

bl

S b2
h7E
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To:
Re:

Gene
(3)

a1l

Counsel

SECRET-ANQEQRN/ J3(

From: Counterterrorism

07/08/2005

(3]

SECRETA/NQEORN/ /34
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To: General Counsel From: Counterterrorism bl
Re: (S) 07/08/2005 ’ bTL
(8).
1,,)1
b7E
b6
b7C
“bT7A
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To: General Counsel From: Counterterrorism
Re: (S) 07/08/2005
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SECRET //

To: General Counsel From: Counterterrorism
Re: (3) 07/08/2005

oo
R

-1

(5],

~

nZ
b7E
b7C
b7A

qu\

24

NSL VIO-15230



?;EEEEV7NOF€RN/{§<:

To: General Counsel From: Counterterrorism
Re: (S) 07/08/2005

et c_.
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(51

(S//NF)
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To:
Re:

Gen
(8)

ral Ccunsel

mu}(

From: Counterterrorism

07/08/2005
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To:
Re:

General Counsel

W/ 73

From: Counterterrorism

{S)

07/08/2G05
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To: General Counsel From: Counterterrorism ' bi
Re: (S) 07/08/2005 n7L
(8)
bl
b2
L7E
bo
o7C
b7B
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To: Genepal Conngel Eroms Lopnterterrorism
Re: (S) 7/08/2005
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To: Genepal Counsel From: Counnterterrorism

bl
Re: (S) 07/08/2005 "
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To: Generai Counsel

SECREFRA/NQFORN/ 7/7.(

From: Counterterrorism

Re: (S)

07/08/2005

N
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To: Genepal Connsel] Eram: Counterterrorism
Re: (S} 07/08/2005
5
(S)
(U) The POC in the CAU for this matter is
202+ Room 4315.
LEAD (s) :

SM/ 7/1f<

32
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§EE§§T77NGFORN/Z><:

To: General Counsel From: Counterterrorism oy}
Re: (S) 07/08/2005 BTA
Set Lead 1: (Action)
GENERAL COUNSEL
AT NSLB, WASHINGTON, DC
I
L NSLB is requested to prepare an NSL for subscriber
records for the following telephone number(s),
for the date(s) listed:
(5) e
b7A
’ b6
b7C

{5
The hnmmnn1r‘~a1’1nn niEnvider- Fnrl |iq

| |aftention:
| NOTE: THIS NSL WILL BE HAND-DELIVERED BY

CAU, ATTENTION:|
(g

bl
(Ujfigj The communication provider forl' | is nT7A

|, Attention: | b4
{8 7D

in”ES{ The communication provider for | [is[ | be
ttention: | n7C

(5
iSJ o }g/ The communication provider forl I
andl lis | ] 2ttention:

| | NOTE: THIS NSL WILL BE HAND-DELIVERED BY CAU
:| TO |

*

sW/?)t{
33
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To:
Re:

¢

General Counsel From: Counterterrorism
(S) 07/08/2005

{5

(0 b&{ The communication provider for |

|Attentione.

“SECRESANOFORN/ /3
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(08/28/2000)

QEQQFT

FEDERAL BUREAU OF INVESTIGATION

Precedence: Priority Date: 01/03/2005
To: Counterterrorism Attn: ITOS I, CONUS II
i Attn: ITOS I1
Attn:
Attn:

Attn: JTTF ASAC
Attn: JTTF SSA/IT
Attn: _JTTE SA Coordinator

Office of Intelligence

bz
b7E From: Counterterrorism
bée v
b7C Approved By:
Drafted By:
-Case ID #: (S)

b(U) TitleJ

igj“” e NAME..CHECK -SPECIAL - INITIATIVE ]~
Synopsis: (S) I
bl
iUl~»};q: Claseified By;
D sify :
inkdministrativer'"ggi DEADLINE: within 20 days of the date of
this communication.
POC: SSA | | 202-324]
nE 202-324 |
570 a(8) This has beeh uploaded into the
2 sub-file in ACS. There will be ng hard copy sent. This
51 project originates fromlw Field offices

NSL VIO-15241



receiving multiple leads under this project are advised
that information listed under "Field Office
Responsibilities" will be identical on all subsequent ECs.
Please note that new information is included in the lead

section. Information provided in the Details section is
entered by]| | (Investigation). _All correspondence
regarding this document should referencd |in the

Administrative section of the corresponding EC and all
corresponding documents.

Details: (8)

- (s)

(U) Receiving field offices are instructed to conduct legical
investigation of the individual listed including, but not
limited to:

NSL VIO-15242
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(U) Field Office Resgponsibilities

(8)

oo o
RS
[kal

(U} Information on Subject

sy | J
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(5)

(S)
bl
02
b7E
DEROGATORY INFORMATION BEGINS HERE:
) 0:9.0.0.0.9.0.9:9.0.0.9:90.9.0.9.9.90.0.0.9.99.9.9.9.9.0.9.9.9.9.9.9.9.9.99.9.999.909009.99.9090.0.99.0.4
o
Name Check Project -
Summary Jacket
Date: December 29, 2004
Approved By:
(5] Name:
o .
DOB: b2
. ~TR
Case ID & Serial Number(s): (S) ?;“
bLS
Tracking Number(s): (U) b7C
Tier: (U)
.Tt]qfifﬁoafi6n for Tier Classification: (SY
(3 I
{U) Field Office recommended: Field Office

-Locate and conduct logical current financial investigation

I

(U) Best Known Address:

NSL VIO-15244




(3]

bi

Date Reported: 20040622 °%, er

(U) Summary:

(S)
bl
b6
bL7C
D2
(o)
(S)
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(5

(S)
(s/
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(51

Completed by: initials/office

(i

Lead sent, 12-29-04, pd

).9:0,0:9.0.0.0.9.9:0.9.0.0.9.0.0:9.0.9.9.9.9.9.0.9.9.0.0.9:9:9.9.9.9.9.9.9.0.0.9.9.9.9.9.0.0.0.0.9.0.0.9.0.0.0.4

- ified By: <
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LEAD (s):

Set Lead 1: (Action)

AT

iUI“EB( Lead Control Number:

Assigned on 01/03/2005 at 9:06 AM

(U} Receiving field offices are to determine whether
derogatory information contained in this EC relates to th,,
same person believed to be in the field office's j
jurisdiction. All field offices are to report results anj
" progress of all investigative activity to the.substantivei

ITOS unit and|

action.
aa

a(u)

Receiving

|within 30 days of the date of :
this EC. | | strongly recommends that the field offi::
check the NCIC database prior to any other investigative

field

offices are dlrectedi

4(U) Furthermore, this lead will be considered covered by
any field office that interviewed or otherwise investigat
the individual contained in this communication

|:S:| Of AAAAAA the lead get ln

return EC indicating the activity taken and noting the
serial to which the information was uploaded is received.

ALL CORRESPONDENCE REGARDING THIS LEAD SHALL INCLUDE

REFERENCE TO

Set Lead 2: (Info)

COUNTERTERRORISM

NSL VIO-15251
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AT WASH.WNGTON, DC

{1 “ES( Lead Control Number:
’ Assigned on 01/03/2005 at 9:06 AM

For information.

ALL CORRESPONDENCE REGARDING THIS LEAD SHALL INCLUDE ; b2
REFERENCE TO

Set Lead 3: (Info)
OFFICE OF INTELLIGENCE

AT WASHINGTON, DC

iuj”jgii Lead Control Number: [::::::]

Assigned on 01/03/2005 at 9:06 AM
For information.

ALL CORRESPONDENCE REGARDING THIS LEAD SHALL INCLUDE
REFERENCE TO

*0

NSL VIO-15252



Rev. 01-31-2003)

PRIORITY Date; 03/30/2004
To: —ll
From:

b2 Contact.

b7E

ne Approved By:

p7C

-

b <e ID . (S)
o2 Title: (g
biE

b6 .
n7C SHI-QD-“-‘--I' (S
DA

1 R
b

Details~ Lo/ —g—l
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\,\ I‘j) | From: bl
W\ RE: (8) 03/3072002 b2
b7E
. b7A
(5] bl
b7A

(S)l has requested an NSL for
[Tecords which is currently pending. In

pl
6
picC
b2
D7E
p7A

(s | | |
| is :rng:iested pending the receipt of the NSI,
| records. | |

fol]
D2
D7E
ho
o b7C
bb04090a. ec LA

results for]
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(Rev. 01-31-2003)

shxgr

FEDERAL BUREAU OF INVESTIGATION

‘Precedence: ROUTINE Date: 07/14/2004
To:”véeneral Counsel Attn: UC
NSLE 4
Counterterrorism Attn: ITOS 1/ CONUS 2/ Team 6

SSA

' - T0O8 |

Attn:
From

Contact: SA

b2

Approved By:
BTE PD Y
[919)
b7C )

Dr»7¥2d By:

Case ID #: (S)

(s)
iUIwﬁﬁ( 66F-HQ-1303375

bl , '
e Title: (s)
b7C

Synopsis: (U) Approves the issuance of an RFPA National Security
Letter (NSL); provides reporting data; transmits the NSL for delivery
to the financial institution.

(U)~~)&( Der From = -3
‘ D ify H

Y,

D
L

Bl ) };{2 i'

b7E

SI‘C{ET
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(1)

——

SECR}T

To: . General Counsel From:
Re: (S) 07/1472004

;Enclosure(srr“ }x{ Enclosed foﬂ Iis an original and a
copy of a letter dated 07/14/2004, addressed tol

requesting financial records.

Details: (8) I

oo
~1 00
=

o ey
e

)

ofieliod ooy
=

B 3 ]
W]

oooT
NG Ny
]

This electronic communication documents the SAC's approval and

. “ertification of the enclesed NSL. For mandatory reporting purposes,
tl.e,enclosed NSL seeks financial records for 1 individual.

(U) arrangements should be made with the financial institution
receiving the enclosed letter to produce the records personally to an
employee of your office. The financial institution should neither
send the records through the mail nor utilize the name of the subject
in any telephone calls to your office. The institution should not
contact FBIHQ directly in any manner.

(U) You should remind the financial institution that it is prohibited

. from disclosing that the FBI has made this request.

(UW?bqwll/O9/200l, the Director designated the official signing the
encldSéd letter as authorized to make the required certification.

(U) You are reminded that, in accordance with Section VII.B.5 of the
Attorney General Guidelines for FBI Foreign Intelligence Collection
and, Foreign Counterintelligence Investigations, you may not

" disseminate information provided you in response to the enclosed

letter outside the FBI without prior FBIHQ approval.

(o) Ahy guestions regqgarding the above can be directed to |
Division,| | Attention: SA

phone number

e

2

NSL VIO-15256
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... 1s requested to submit results to |

SECRET

To: General Counsel From: | I ' b7
Re: (8) 07/14/2004 bh7E

bl
LEAD(s) :

Set Lead 1: (Action)

L I

AT b2

. (U} Deliver the attached letter as indicated above. Upon o7E
receipt of information from the financial institution, |

Set Lead 2: {Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLU is reqguested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

+

SE\C\ET

NSL VIO-15257



U.S. Department of Justice

Federal Bureau of Investigation

In Reply, Pleasc Refer to - ’ . b2
File No. ’
. b7E

July 14, 2004

hiC
b7D

{317

18

(5]

Dearl | b4

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 12, United States Code
(U.S.C.), Section 3414 (a) (5), (as amended, October 26, 2001), you are
hereby directed to produce to the Federal Bureau of Investigation
(FBI) all financial records pertaining to the customer and/or
accounts listed below:

b6
b7C
joll!

07D

For period from inception of account (s) to present. Please see the
attachment following this request for the types of information that
your financial institution might consider to be a financial record.

In accordance with Title 12, U.S.C. Section 3414 (a) (5} (A), T certify
that the requested records are sought for foreign counterintelligence
investigation purposes to protect against international terrorism or
clandestine intelligence activities, and that such an investigation

- of a United States person is not conducted sclely on the basis of
activities protected by the first amendment to the Constitution of
the United States.

NSL VIO-15258



In accordance with Title 12, U.S.C., Section 3403(b), I certify that
the FBI has complied with all appllcable provisgions of the Right to
Financial Privacy Act.

Please be advised that Title 12, U.S.C., Sectiocn 3414 (a) (5) (D),
prohibits any financial institution, or officer, employee or agent of
such institution, from disclosing to any person that the FBI has
sought or obtained access to a customer's or entity's financial
records under this statute.

You are requested to provide records responsive to this request

personally to a representative of the field office of b2
the FBI. Any guestions vou have regarding this request should be g
directed only to the |field office. Due to security M

considerations, you should neither send the records through the mail
nor disclose the substance of this request in any telephone
conversation.

Your cooperation in this matter is greatly appreciated.

Sincerely,

Special Agent In Charge

NSL VIO-15259



ATTACHMENT

In preparing your response to this National Security Letter,

determine whether your company maintains the following types of informa;
which may be considered by you to be a financial record in accordance T3

12, United States Code, Section 3401 (2):

you should

1’“) 2

f

~

NSL VIO-15260
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U.S. Department of Justice

Federal Bureau of Investigation

In Reply, Please Refer to jo )%
File No. I
DlE
February 24, 2004
— %!
pé
p7C
Dear
This certificate is given pursuant to the Right to
Financial Privacy Act, 12 U.S.C. & 3401 et seqg. (the "Act"). Terms
used herein and not otherwise defined shall have the meanings set
forth in the Act.
The Federal Bureau of Investigation has regquested financial
records pertaining to account activity for:
(&)
bl
06
niC

The undersigned hereby certifies that such financial records
are sought for foreign counterintelligence purposes and that there
are specific and articulable facts giving reason to believe that the
customer or entity whose records are sought is a foreign power or an
agent of a foreign power as defined in 50 U.S.C. &1801.

Further, the Federal Bureau of Investigation requested, ,

iLtg Act, 18 U.S.C. &1651 et seq., that| |
provide data indicating account activity for b4
apove reterenced accountcs. The Federal Bureau of Investigation N

requests that the | | provide the
information to it contemporaneous with 1Ls receipt by |

NSL VIO-15262




Sincerely,

Special Agent in Charge
b7E
bb6
b7C
By«

I |
Supervisory Speclal Agent

*NSL VIO-15263
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SECRE

DEPARTMENT OF JUSTICE
FEDERAL BUREAU OF INVESTIGATION
ORGANIZATIONAL MESSAGE FORM

- TRANSMIT VIA: PRECEDENCE: CLASSIFICATION:
) IMMEDIATE ] TOPSECRET
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U.S. Person FISA-derived information may not be disseminated to a
foreign government without the prior written approval of the Attorney
General of the United States.

Enclosure(s) : (UY  For ITOS I / CONUS I, the Notice of Initiation.

Netaile: (g | |

Predication For Investigation

(3)

(5//0C/NF) |

2
b7k
bl

T SECRET/ORTONANGEQRN

NSL VIO-15300



(517

(S)

Counterterrorism From:

SECRET FORN

03/17/2005

(S//OC/NF)' |

]
(S) r____________________________________________________]

(3]

to be s€arched " fo rany r eferences tOI

(U) On 2/13/2005, records of the] PVM revealed that
(U) Also on 2/13/2005, records of NCIC were negative re
| however, records of thel B
| revealed the following regarding
(U) Records[::::::] further reveal that |
(UY ©On 2/23/2005, SAl |Pauqnd files of

with negative results.

Possible Nexus to a Foreign Power

(3)

w |

NSL VIO-15301



To:
Re:

Cou

SEC

torteorraricm From:

{S)

03/17

2005

L2
[o)l

(U

{11

(u)

For information of the file,l

SEC

FORN

NSL VIO-15302



SECRET/OCRCON/NOFORN

i“o: Counterterrorism From: b?
Re: (3S) 03/17/2005 b7E
bl
sy | J
hé6
et (0]
bz
b7E
b1
R A FaYal ANEREY :
Known Identifiers
151,
bl
b6
piC
T SECRET7ORCONANCFORN_

NSL VIO-15303



SECRET ORN N

}DL
To: Counterterrorism From: ' b7E
Re: (S) 3/17/2005 bl

(31

bi

b6

bh7C
LEAD (s) :

SECRET

6

NSL VIO-15304



SECRET/ORCON/NOFORN
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Set Lead 1: (Action)

COUNTERTERRORTI SM

AT WASHINGTON, DC

Eul“}B< ITOS I / CONUS I is requested to do the following:

Provide Notice of Initiation of this investigation to_the DOJ
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Office of Intelligence and Policy Review (OIPR)

Division.
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D. C. 20535-0001

March 28, 2004

b4
ne Re: Federal Right To Financial Privacy Act, &3414({a) (5)

bh7C

Dear

This certificate is given pursuant to the Right to
Financial Privacy Act, 12 U.S.C & 3401 et seqg. (the "Act").
Terms used herein and not otherwise defined shall have the
meanings set forth in the Act.

The Federal Bureau of Investigation has requested
financial records pertaining to account activity for:

See attached list

The undersigned hereby certifies that such financial
records are sought for foreign counterintelligence purposes and
that there are specific and articulable facts giving reason to
believe that the customer or entity whose records are sought is a
foreign power or an agent of a foreign power as defined in 50
U.S.C &l1801.

Further, the Federal Bureau of Investigation requested,
pursuant to the All Writs Act, 18 USC & 1651 et seq., that
Federal Reserve Bank of New York provide data indicating account
activity for above referenced accounts. The Federal Bureau of

Investigation requests that the
provide the information to it contemporaneous with 1LS rLecelipt DYy

Sincerely,

b7C

Acting/Unit Chier, RFFIU-II

NSL VIO-15312



FBI/TFOS
935 Pennsylvania Ave. NW Room 1B162

Washington, DC 20535

SSA 202/324- -

s5a 202/3241 go

FA 202/324- : M
- b2
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bé
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(Rev. 08-28-2000)

shczs\w

FEDERAL BUREAU OF INVESTIGATICN

Precedence: ROUTINE Date: 06/03/2005

To: General Counsel Attn: UC'____1_______T_J NSLU
‘Counterterrorism Attn: ITOS _1ITI,

ssal |

Attn:

Froi

Contact: SA

b2 SA
H7E TFEA
P .
?Sﬂ Approved By: SAC
o asac]
CDC
SSA
Drafted By:
Case ID #: (S)
(s)
. Title: S
1 (S)
b2
L7E
b6 (S)
b7C
b7A
Synopsis: (U} Approves the issuance of an ECPA National

Security Letter (NSL), provides reporting data, and transmits the
NSL for delivery to the telephone company or electronic
communications service provider.

- p=] erived From @<

D ify >

b2

P7E SEc}B:K

NSL VIO-15319



sﬁm'r

b2
To: General Counsel From: b7E
Re: (S) 06/03/2005 pl

fouy:

b2 losures(s): (U) Enclosed for| [pivision,
b7E is an original and a copv of a letter dated 05/04/2005

4 addressed to
b7D
be

b7C

requesting the followlng
Iniformatlion assocliated with the email address of

Details: (S)

bl
bA
b6
Lre s [
j O
Tk
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m:

To: General Counsel From: 07E
Re: (S 06/03/2005 bl
b7A
(S)
{S)

{(S) I I

NSL VIO-15321




SEC\QT

b2

To: General Counsel From: bT7E
Re: (S) 06/03;;05; .

{3

(8

o7A
(S)
sy | [
bl
DT7A
be
biC
b2
b7E
(S)
[y - This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks electronic
communication transactional records for an individual using an
electronic communications provider email address of
b7A
SBCRET LTE
4 bo
LiC

NSL VIO-15322



(8]

sﬁngT

bz
To: General Counsel From: : b7k
Re: (8) 06/03/2005 o
b7A
bl
b2
b7E
b7A
{(U) Arrangements should be made with the institution
receiving the enclosed letter to vroduce the records personally b2
to an employee of the |Division,| The b7k
institution should neither send the records through the mail nor
utilize the name of the subject in any telephone calls to your
office. The institution should not contact FBIHQ directly in any
manner.
{(U) You should remind the electronic communications
service provider that it is prohibited from disclosing that the
FBI has made this request.
(U) ©On 11/09/2001, the Director designated the
official signing the enclosed letter as authorized to make the
reguired certification.
U) Any questions regarding the above can be directed
Lo Attention: SA| |, phone number | | B
A | or TFA h7E
phone number b?“
b7C

sgékgy

“NSL VIO-15323



SEC}ST

o)
To: Genexal Conael Erom: b'_/'E
Re: (S) 06/03/2005 bl
LTA
Set Lead 1: (Action)
AT | D2
b7E

(Uj”i Deliver the attached letter as indicated
above. Upon receipt of information from the carrier, |
is requested to submit results to

Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

iUJ"~DXi Read and clear.
Set Lead 3: (Action)

GENERAL CQUNSEL

AT WASHINGTON, DC

iU?'E&( NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

134

SEC&T
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(Rev. 08-28-2000)
QEBQET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/19/2005
To: General Counsel Attn: UC NSLU
Counterterrorism Attn: ITOS IZT.l |
ssa | |
152 Attn:
DI
o From:
Do
YD7C Contact: SA
SA
TFA
Approved By: SACL_I |
ASAC |
CDC
SSA
Drafted By: |
Case ID #: (S)
(S)
(S)
bl
b"; \ Title: (S)
b2
L7E
b6 (S)
b7C -
(S}
Synopsis: (U) Approves the issuance of an ECPA National

Security Letter (NSL), provides reporting data, and transmits the
NSL for delivery to the telephone company or electronlc
communications service provider.

;EEQE?

NSL VIO-15325



(&)

(Sj.l

. electronic communication transactional records, to include
"existing transaction/activity logs and all e-mail header

Enqlosures(s): (U) Enclosed for Division,[::::::::]

SBQRET

To: General Counsel From: I |

Re: (S) (S)

07/19/2005

() :P§£ De¥i From 6=

D 1ify om:

is an orjainal and a copv of a . letter dated 07/19/2005
addressed tol |

[equesting the following

information associated with the emaill address of

names, addresses, lengths of service, and

information (not to include message content and/or subject
fields), for the captioned subject.

Details: (S)l

< | [

SE\CRE{

NSL VIO-15326
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SEB&QT

To: General Counsel From: bi
Re: (S) (S8) b7A
07/19/2005 bz

bl
bR

b7C
bZ

b7E

sm%w '
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’ srhsg.m'

To: General Counsel From: I | | 2]7__
Re: (3S) (S) :.,,f-x
07/19/2005 D2
b7E
(S)
(S)
bl
(S) BTA
b6
b7C
{2}

SEC?&:{

NSL VIO-15328



(8

1)1

b2
To: General Counsel From: b7E
Re: (S) (S) o}
07/19/200 .
b7A
bl
b7A
CUI““:Eéi This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks electronic
communication transactional records for an individual using an
electronic communications vrovidey email address of J L
bl
bh7A
b2
b7E
joX )
(U) Arrangements should be made with the institution biC
receiving the enclosed letter to produce the records persgnally
to an employee of the Division, The
institution should neither send the records through the mail nor .
utilize the name of the subject in any telephone calls to your D2

office. The institution should not contact FBIHQ directly in any DJE
manner. .

(U}  You should remind the electronic communications
service provider that it 1s prohibited from disclosing that the
FBI has made this request.

(U) On 11/09/2001, the Director designated the
cfficial signing the enclosed letter as authorized to make the
required certification.

(U)  Any questilons regarding the above can be directed

toI Attention: SA| | phone umberl | o2
| SA | |or TFA b7E

phone number b6

biC

SE&K

5
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SMT

To: Genegxal Counsel From: - bz
Re: (8) (s) bi7A
07/1%/200 b2
b7E
Set Lead 1: (Action)
B4 Y.
b7E

tUJ““ES( Deliver the attached lett€r as indicated
above. Upon receipt of information from the carrier, |
is requested to submit results to

Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

iUTM;S( Read and clear.
Set Lead 3: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

EUJMwEEQ: NSLU is reguested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

124
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9}

b/_:,
b7k
bo

bi/C

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/21/2003

To:

From

Contact: SA |

Approved By:

Drafted By:

Case ID #: 264 -NEW (Pending)

Title:

b6
p7C

NSL VIO-15331



To:l I From:

Re: 265C , 02/2T72003

Synopsis: Request new case be opened as captioned above.

receive Y

QIrricCe.

[as

r@hpivpdl

nerails:

fron
contalining

information on|

Eelated to the captioned subijects.

The writer requests a new 265 case be opened to

investigate
activity.

and determine any criminal

144
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(Rev. 01-31-2003}

ol
.

oo
1N =
3

b2
b7E
bl
Jo16}
B7C

(81

it

sEemsr

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/14/2004
To: Counterterrorism Attn: SSAI
FA|

TFOS room 1BloZ

From:

Contact: SA|

Approved By:

Drafted By:

Case ID #: (9)

Title (S)

Synopsis: (U) To request status of financial analysis for
captioned case.

IR Dert rom -+ -3
MO emedmres . ew

Details: (S) has submitted requests for financial
analysis | |associated
with Captioned case

NSL VIO-15333



(&)

To:
Re:

sm
Bostan From: |

(S} 05/14/2004

(UJ~EX( Investigation continues.

NSL VIO-15334
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b2
2

SE&%ET
To: Bostepn _Erom: | h7E

o

Re: (S) 05/14/2004 o1

Set Lead 1: {(Action)

COUNTERTERRORISM

WASHINGTON, DC

(U) TFOS is requested to provide written
status on financial analysis regarding captioned case, and to
provide approximate date for completion.

*
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(01/26/1998)

SEC

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 06/28/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel,
NSLB
Counterterrorism Attn: SSA
ITOS 1, CONUS 4, Team 13
Attn: SSA
SA
Attn:| |
b2 Ia
LTE
06 Fron
7C
Lontact: SA
Approved By
Drafted By:
bi Case ID #: (S)
b2
hTE Title: (S)
b7A
oI
b7C ”'Syhépéisr “BB( Approves the issuance of an ECPA National
Security. Letter (NSL) for subscriber information; provides
reporting data; and, if necessary, transmits the NSL for delivery
to the wire communications service provider.
ﬂﬂ-)ﬁ( Deriv m: :
De rfy On: 6
o)
ol s
oz
b7k

SECRE
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SEC

To: From:
Re: (S) 06/28/2006
iSJ”Réferencefw~b%{
Enclosures: {(U) Enclosed f0r| L is an NSI dated
06/28/2006, addressed td|
requesting subscriber information.
Details: (S/NF)
iU)“C)&( This electronic communication documents the
Special Agent in Charge approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber iqu;mationwonw
tsj,;.wquwﬂmmm.ww

(U) Arrangements should be made with the wire
communications service provider to provide theé records persconally
to an employee of the| |Division within ten (10)
business days of receipt of this request. The wire
communicaticns service provider should neither send the records
through routine mail service nor utilize the name of the subject
of the reguest in any telephone calls to the FBI.

(U) In accordance with 18 U.S.C. § 2709(c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information scught by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrcrism, or counterintelligence investigation, interfere

SEERET

2

NSL VIO-15339

LTE
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b
b7E
b4
b7D
D6

bl
LTA
b6
piC
b2
b7E
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SEC RN

To:| | From:l

Re: (9) 06/28/2006

with dipleomatic relations, or endanger the life or physical safety
of a person.

fU?”EB<:Disclosure may prematurely disclose a national
security investigation to the target and cause him to change his
behavior patterns and circumvent detection.

(U)

| 1t is the responsibility of the office

to advise FBIHQ. This may

be done by routing slip to the National Security Law Branch,
Office of the General Counsel, Room 7947, the FBIHQ entity
handling the operational legal needs of the Counterterrorism
Division. This reporting 1s necessary in order to provide
information to Congress regarding the FBI’'s use of this authority
as mandated by Congress.

(U) Any questions regarding the above can be directed to
Special Agent

NSL VIO-15340
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SECRE ORN

02
To: From: TE
Re: (S) 06/28/2006 k,;'
>
LEAD (s): ' ~ biA
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
v (U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs. o
Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC
{(U) At ITOS 1 Read and Clear
Set Lead 3: (Action)
AT b2
b7E

(U) Deliver the enclosed NSIL _as jndicated above.
Upon receipt of requested information, is requested
to submit results to

+

sedxer
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(Rev. 08-28-2000)
SEEN;LI'

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 11/26/2001

To: Counterterrorism Attn: RFqE:::::]
National Security NSL
[y From:
b7k Contact: SA
b6
D7C Approved By:
Drafted By:
bl
o Case ID #: (S)
DTE Title: (S)
0o6
p7C
1 |:U:'""S'y”i‘\bps:i.’-s:--~.».. FBIHQ is requested to issue National Security
bl letters for’telephaone suhaeriber and toll records regarding
beo (5]
07C m sy Derived_F
. é rom :
, De ify T
(s)
oL Reference: (S)
01
b2 (M- Détails:'“EEi | |requests two National Security Letters
n7E (NSL), one each to be addressed to: .
1.
o)
bi7D
requesting the following documents:
sy | I
bl
ke
b7C

sﬁc\ma'r
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SECRET

To: Counterterrorism From: Q,l\
Re: (8) 11/26/2001 0z
b7k
l:S:I Teogiests Tol . il no. =and
. subscriber information| [
bi
b7E
Lo
NA
(301 ZON b7C
2. b4
b7D
sy |
| | b4
[ Irequests similar records as set forth b7\D
above under request and for the same time period. b6
b7C
':U:'“"M Request for these NSL's is based on the following: o
I I
(Q\I
(51 bl
’ o7D
bo
B7C
(S)

SEQBET
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To:
Re:

Counterterrorism From:

(S)

SEB\ET

11/26/2001

(3)

(S)l |

=an|

(S

)l

SECRET

NSL VIO-15344

02
b7k

bl
7D
b7C
o

b7E



To:
Re:

Counterterrorism

{s)

SECRET
From'l

1172672001

;;ékgy
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sz&;r
To: Counterterrorism Fro

Re:  (S) 1172672001

LEAD (s) :
Set Lead 1:
COUNTERTERRORISM

AT WASHINGTON, DC

iUT“EB(:Coordinate with the Department of Justice regarding
the above two NSL's for requested telephone information.

Set Lgad 2:
NATIONAL SECURITY

AT WASHINGTON DC

(Uj-}ﬁ( For information.

L4 4
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