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Precedence: ROUTINE Date: 06/13/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
Counterterrorism Attn: ITOf IIA I I
SQ]\
1 | b2
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Attn: SIA | | b7C
From:

foipa#1073946

Contact: SA

Approved By:

Drafted By:

bl
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Case ID #:°0% Pending) ?éﬁ
5 (Pending) ok

-3 Pending) bo
' piC
Title: (S) LTA

Synop;is: (U) Approves the issuance of an ECPA National Security

Letter (NSL)for electronic communications transactional records;
provides reporting data; and, if necessary, transmits the NSL for
delivery to the electronic communications service provider.

fUJ“"“(EQ Deriv rom : G-3 bl
Decla&si On: 06/13/2031 b2
(50 g/ bIE

h7A
02
Enclosure(s): (S) Enclosed forl| | NsL's dated b7F
06/13/2006.. addressed| | b
[ requesting the 57D
names, addresses, lengths of service, and electronic transactional -
records for the e-mail address holder(s) listed. b6
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[:;;:::::]Division's Special Agent in Charge, and
the certification of the enclosed NSL's. For mandatory reporcing

12

purposes, the two enclosed NSI.'s seek subscriber information on e-mail
-addresses

(U) Arrangements should be made with the electronic
communication service provider to provide the records personally to an
employee of the | |division within 10 business days of
receipt of this request. The electronic communication service
provider should neither send the records through routine mail service
nor utilize the name of the subject of the request in any telephone
calls to the FBI.

(m In accordance with 18 U.S.C. 2709(c} I, the senior
official approving this EC, certify that a disclosure of the fact that
the FBI has sought or obtained access to the information sought by
this letter may endanger the national security of the United States,
interfere with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger the
life or physical safety of a person.

(s) _(s)

(U) [T — J— ( x) I f a | I

] 1L 1s The responsibillity of the OIIlCe

to advise FBIHQ. This may be done by
routing slip to the National Security Law Branch, Office of the
General Counsel, Room 7947, the FBIERQ entity handling the operational
legal .needs of the Counterintelligence Division. This reporting is
necessary in order to provide information to Congress regarding the
FBI's use of this authority as mandated by Congress.

Al _dov coactions regarding the above can be directed to SA

LEAD (s) :
Set Lead 1: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC
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(U} NSLB is requested to record the appropriate information

needed to fulfill the Congressional reporting requirements for NSL's.
Set Lead 2: (Info)
COUNTERTERRORISM

AT WASHINGTON, DC
SERET
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{(Uy 1ITCS 1II is requested to read and clear.

Set Lead 3: (Info)
COUNTERTERRORISM

AT WASHINGTON, DC

(U) 1ITOS I/CONUS II/Team 5 is requested to read and clear.
Set Lead 4: (Action)

(U) It is requested that |deliver the[:::j b2
attached NSL’'s as indicated above. Upon recel?L_QL_;nﬁgzmaLL n from b7E
the electronic communication service provider, s bo
further requested to submit results to to the attention of SA L7C

SE?&ET
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7
(OGC) (FBI)

From: | tFBI)

Sent: _Frdav . lune 30 2006 2 07 PM

To: (OGC) (FBI)

Subject: RE NSC OATA

RECOR% e
oy D 7

b6

[ ] b7C

Thanks for bringing that to my attention 1t 1s in fact transactional records | am seeking Thanks b7

[ 1

----- Oniginal Message-----
From: mmm (ren
Sent: Tiday, June 12:21 PM

To: _ (FBI)
Subject: NSL DATA

—SEERET— 1
""" RECOR
b2

b7E

ere’isan EC drafted by you dated 6/6/06 file numbe pertaining to a ﬁ‘? c

NSL request. In the "enclosure"” section it states, “requesting the names, addresses, lengths
of service, and electronic transactional records for..." However, in the details it states, "For DA
mandatory reporting purposes, the enclosed NSL seeks subscriber information on e-mail

address ..." In order to accurately fulfill Congressional reporting requirements, | need to know

what type of records were sought. If you are using a pony, please correct so that these two

sections will agree in use of language. Your prompt attention to this matter would be greatly
appreciated.

Paralegal Specialist
National Security Law Branch
Office of the General Counsel
Room 7975/ext

DERIVED FROM: G-1FBIC
DECLASSIFICATION EXEMPT!
SECRET

ification Guide

-1, dated 1/99, Foreiqn Government Information

ated 1/99, Foreign Government Information

DECLASSIFICATION EXEMPTION 4/
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Precedence: ROUTINE Date: 06/06/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
Counterterrorism Attn: ITO 1/ |
SSA |
Iy |
ITOS I/CONUS II/Team 5
SSA] n
b2
Attn: SIA | L7E
b6
From: bh7C
Contact: B5SA
Approved By:
Drafted By: b1
8 nY
Case 1D #:’Q@ (Pending) e
g - B (Pending) b7E
| Pendin ,
¢ ( g) b6
. biC
Title: (S) DTA
Synopsis: (U) Approves the issuance of an ECPA National Security
Letter (NSL)for electronic communications transactional records;
provides reporting data; and, if necessary, transmits the NSL for
delivery to the electronic communications service provider.
- P8 Deri From : G-3
Declassify On: 06/06/2031 bl
2
gy b:
b7E
b7A
™ Eniclosure(s)-: -~ - Enclosed for | | is an NSL dated ho
06/06/2006, addressed to | II g
as
| requesting the names, addresses, lengths orf service, and ol
electronic transactional records ‘for the e-mail address holder (s) [oNAY
listed. 06
__________________ p7C
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b2z
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(E{ This electronic communication documents the approval of
Division’s Special Agent in Charge,l and
Tie cercification of the enclosed NSL. For mandatory reporting

purposeg, the epnclosed NS seeks subscriber information on e-mail
address}|-

(U) Arrangements should be made with the electronic
communication service provider to provide the records personally to an
employee of the| |division within 10 business days of
receipt of this request. The electronic communication service
provider should neither send the records through routine mail service
nor utilize the name of the subject of the reqguest in any telephone
calls to the FBI.

(U) In accordance with 18 U.Ss.C, 2709(c) I, the senior
official approving this EC, certify that a disclosure of the fact that
the FBI has sought or obtained access to the information sought by
this letter may endanger the national security of the United States,
interfere with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endangexr the
life or physical safety of a person.

() (s

e e 3R IE a| I

[T 15 the responsibilicy oL EHEI

[to advise FBIHQ. This may be done by

routing slip to the National Security Law Branch, Office of the
General Counsel, Room 7947, the FBIHQ entity handling the operational
legal needs of the Counterintelligence Division. This reporting is
necessary in order to provide information to Congress regarding the
FBI's use cof this authority as mandated by Congress.

(U) Anv guestions regarding the above can be directed to SA

LEAD(s) :
Set Lead 1: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC
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(U) NSLB is requested to record the appropriate information

needed to fulfill the Congressional reporting requirements for NSL's.
Set Lead 2: (Info)

COUNTERTERRORISM

sﬁ;QET
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AT WASHINGTON, DC
(U) 1ITOS II is requested to read and clear.
Set Lead 3: (Info)
COUNTERTERRORISM

AT WASHINGTON, DC

(U} ITOS I/CONUS II/Team S is requested to read and clear.

Set Lead 4: (Action)
D2
DTE
(U) It is requested that | | deliver the attached D6
NSL as indicated above. Upon receipt of information from the h7C

electronic communication service provider,| |is further

requested to submit results to| |to the attention of SA

SBRET
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(OGC) (FBI)
From: |
Sent: Friday, June 30, 2006 11 44 AM
To: [oae) (Fai)
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SECRET
RECORT
(817
rial ri

b2
b7E
b6

bl
b2
h7E
b7A

b2
b4
b7D
bhe

TN

[



NSL VIO-12362

NS

ONNONRO)
s

oy
1Y
dJ

@]

-----Origina F_essagg--—--
From: (OGC) (FBI)

Sent: Wednesday, June 28, 2006 10.03 AM
To: | KFBI)
Subject: NSL DATA
SECRET
|4y RECORD
I |
{2) TITACS there are two ECs drafted by you dated A/1Q/06 and 6/15/06 file | |
pertaining to a NSL request. Sen is requesti scriber information from
(&) [ |different teleohone companies totall] | numbers-and-seri s requesting subscriber

information from| __Hifferent telephone companies totally] _|nuMBers. In order to accurately .
fulfill congressional reporting requirements | need to be provided with a break down of how many  ~

numbers were requested from each telephone company. Please supply this information in all 03

future NSL requests. Your prompt attention to this matter would be greatly appreciated. ?7E
: b7C

Paralegal Specialis b7A

National Security Law Branch
Office of the General Counsel

Room 7975/ex1:|

DERIVED FROM: G-1 FB! Classificati>>n Guide G-1, dated 1/99, Fareign Government Information
DECLASSIFICATION EXEMPTION 1
SECRET

3
DERIVED FROM: G-1 roi uviasyification Guide G-1, dated 1/99, Foreign Government Information
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Precedence: ROUTINE Date: 06/19/2006
To: General Counsel Attn: Deputy General Counsel, NSLB
Julie F. Thomas
Room 7947
Counterintelligence Attn: CN-2R/RPonm 413

Attn:

Attn:

Attn:

Attn:

Attn:

Attn:

Attn:
From:

Contact: SA
Approved By:
bl

Drafted By: b2
Case ID #: (8 (Pending) bI7E

- b6
Title: (S) h7C

LT7A
. 00

Synopsis: (U) Approves the issuance of an ECPA Natiocnal

Security Letter (NSL) for subscriber information and provides
reporting data.

e Derived -~ FBI SCG#3, 10/01/1997 DI
Declassify Onr~_06/19/2016 b2

b7E
8 o 1a
Enclosure(s): {U) Enclosed for receiving offices are NSL’s as
follows:
(n\' l NSI. dated 06/19/2004 addreased ral
| -
requesting subscriber
[ S UGN GHR NV Suy § ) | o S S ) i Gy b]’;)
(U) .RA) - NSL dated 06/19/2006 p7E
(3] case 1o
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|requesting subscriber information.

|

|- NsI dared 06/19/2006 addressed to

| requesting subscriber

information.
w | | NSU dated 06/19/2006 addressed to
Il | requesting subscriper information.
() L NSL dated 06/19/2006 addressed to| |

requesting subscriber Informacion.

LITY I I NS Aotrad ng/1a/5n08 Ao oerd .-(\I I

reguesting subscriber i1nformation.

an | | - NSI dated 06/19/2006 addressed tol I

| | requesting subscriber information.

(U) | | NSL dated 06/19/2006 addressed to | |

| requesElng SUDSCIr1Der irniormatcion.

w | | NSL dated 06/19/2006 addressed tol |
|
Caliiornla, requesting subscriber
INLOIMat 1o,
Detajls; (8)/
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b2
b7E
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b7C
L LTA
qTJ3"'”""'”"’""“()S{) This electronic communication documents the SAC’s o
approval and certification of the enclosed NSL‘s. For mandatory e
reporting purpases, the enclosed NSL’s seek subscriber
information onl phone number (s) .
(U) The enclosed NSL’‘'s have been delivered via
restricted delivery service; therefore, no arrangements for
personal delivery of the NSL to the service provider is
rnecessary. Because the service provider has been given the
option to return documents through restricted delivery service or
through their local FBI Division, a courtesy copy is being
provided to your Division. Please maintain a copy of this
communication and NSL for a reasonable amount of time as a
reference.
{U) In accordance with 18 U.S.C. 2709 (¢) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical safety
of a person.
(8) bl

.
ua—y{. pro g
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bl
b6
bL7C
bh7A

(an | | b2
| [ JC s the resnonsibility of the office

- 7T

1 ro advise FBIHQ. This may b/B

be done by routing slip to the National Security Law Branch,

Office of the General Counsel, Room 7947, the FBIHQ entity

handling the operatiocnal legal needs of the Counterterrorism

Division. This reporting is necessary in order to provide

information to Congréss regarding the FBI's use of this authority

as mandated by Congress.

(U) Any questions regarding the above can be directed "o
to SA -
. b6
LEAD (8) : b7C

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSL’s.

Set Lead 2: (Info)

COUNTERINTELLIGENCE
AT WASHINGTON, DC
(U) Read and clear.
Set Lead 3: (Action)
ALL RECEIVING OFFICES

(U) Maintain this EC and NSL for a reasonable amount
of time as a point of reference. If the service provider
requests the personal delivery of records, please make b2
arrangements to receive such records. Upon receipt of iﬁ
information from the service provider, submit results to SA b7
of the Division. b6

b7C

SEE#ET
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Precedence: ROUTINE Date: 06/15/2006
To: General Counsel Attn: Deputy General Counsel, NSLB
Julie F. Thomas
Room 7947
Counterintelligence Attn: CD-2B/Room 4134
Pennv L, Green
Attn:
Attn:
Attn:
Attn:
Attn:
From: .
o2
Contact: SA b7E
b
Approved By: i
Drafted By: bl
. b2
Case ID #: (S) Pending) .
° b7E
Title: (S) ol3}
bicC
. . . DA
Synopsis: (U} Approves the issuance of an ECPA National
Security Letter (NSL) for subscriber informaticn; provides
reporting data; and transmits the NSL for delivery to the wire
communications service provider.
e f%) Derived Frow<: FBI SCG#3, 10/01/1997 bl
Declassi Oon: 6/15/2016 [o¥%
E vl b7k
V5o b7A
Enclosure(s): (U) Enclosed for receiving offices are NSL’s as
follows:
(U | | NSI, dated 06/15/2006 addressed to 1?2
YA
requesting subscriber 1nformation. E;E
Do
(u) | | NSL dated 06/15/2006 addressed tol | b7C
b4
[TEguesting subsCriber 1nformatiorn. 70

igh Case ID -}
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(U) | L NSL dated 06/15/2006 addressed to ’
“ bL7E
b4
(1 | I— NSI, dated 08/15/2006 addressed ?'nl b7D
b6
TEgUesting SUDSCIrIDEr INLOormatiomn. B0
| w | | NSL dated 06/15/2006 addressed to
| [requesting subscriber 1nformatlion.
Detaile:  (S) bl
L2
] L7k
Lo
B7C
b7A
s) \
(s) | bl
b6
B7C
b7A
cay {
s/ .
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SEARET
---- Working Copy --~- Page 3
(31
b
. ) . o}
1 - »MO{) This electronic communication documents the SAC's b
approval and certification of the enclosed NSL’s. For mandatory )
reporting purpgses, the enclosed NSL’'s seek subscriber b2
information o hone number (s) .

{U) Arrangements should be made with the wire
communications service providers to provide the records
personally to an employee of the FBI within 10 business days of
receipt of this request. The wire communications service
provider should neither send the records through routine mail
service nor utilize the name of the subject  of the request in any
telephone calls to the FBI.

{(U) In accordance with 18 U.S.C. 2709(¢c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical safety
of a person.

¢y
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X
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(u) | |

| it is the responsibility of the office

|to advise FBIHQ. This may

be done by routing slip to the Naticnal Security Law Branch, o %
Office of the General Counsel, Room 7547, the FBIHQ entity -

Rl
handling the operational legal needs of the Counterterrorism ' p7E
Division. This reporting is necessary in order to provide
information to Congress regarding the FBI’'s use of this authority
as mandated by Congress.

(U) Anv guestions regarding the ove can be directed bz
to SA b6
b7C

LEAD (s) :
Set Lead 1: {(Action)

GENERAL COUNSEL

w58
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AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting

requirements for NSL's.
Set Lead 2: (Info)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) Read and clear.

Set Lead 3: (Action)

AT

{({U) Deliver the enclosed NSL as indicated above.

receipt of requested information,
submit results tol L

Set Lead 4: (Action)

ATl

(U) Deliver the en
reciept of requested informationl
results tol |

Set Lead 5: (Action)

is requested to

iclosed NSL as indicated above.

AT

is requested to submit

(U) Deliver the enclosed NSL as indicated above.

receipt of reguested information,
results tg

Set Lead 6: (Action)

is requested to submit

AT

(U) Deliver the en

closed

NSL as indicated above.

receipt of requested information,

is requested to submit

results to

Page 4
b2
Upon D7E
Upon
b2
b7E
Upon

b2

b7E
Upon
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Set Lead 7: (Action)

AT

(U) Deliver the enclosed NSL as indicated above. Upon
receipt of reguested information,[::::::::Fs requested to submit
results to

SEgRET

b7E
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(OGC) (FBI)

(81 -

,.RECORq 02
b7E

From: FBhH

Sent: 10 19 AM
To: | OGC) (FBI)
Subject:

bl
SECRET- :

I am trying to get the toll records for the phones | believe | already have the subscnber information. | was just using the
ponies provided, so sorry | missed the inconsistency 1f there 1s anything else that s out of sorts, please let me know
Sorry It took so long to get back to you, | was on A/L all week.

(3]

b2
---—--0nginal Message-———- b7E
From: OGC) (FBI) b6
Sent: ZL 006 9:42 AM o : —
To: | (FBI) b7C
Subject: NSL DATA )
ol
SEERET o
RECORD N
o oA

information." However, in the details it states, "...For mandatory reporting purposes, the
enclosed NSL seeks local and long distance toll billing records..." In order to accurately fulfill

ing requirements, please indicate what type of records you requested from
our prompt attention to this matter would be greatly appreciated.

I |

Paralegal Specialist

National Security Law Branch

Office of the General Counsel
Room 7975/ext

DERIVED FROM: G-3 FBI Classi
DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM: G-3 FBI Ciassification Guide G-3, dated 1/97, Foreign Counterlntelligence Investigations
DECLASSIFICATION EXEXPRNON 1
SECRET
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Precedence: ROUTINE Date: 06/05/2006
To: General Counsel Attn: Julie Thomas, Deputy General
Counsel, NSLB
/ Counterterrorism Law Unit
Counterterrorism Attn: ITOS I/CONUS IV, Team 14
Attn:
From:
Contact: SA
Approved By:
Drafted By: bl
(8 b2
Case ID #:“iﬁﬂ | (Pending) b7E
Title: (S) 06
L7C
Synopsis: (U) Approves the issuance of an ECPA Natiocnal

Security Letter (NSL)
reporting data; and, if necessary,
to the wire communications service provider.
_,.(->3<) Derived Bzbm : G-3
Declasgify :

- 06/05/2016

for subscriber information; provides
transmits the NSL for delivery

fﬂ~u.aﬁ ,

Enclosure{s): (U)

Enclosed fogl |;s an NSL dated

Ne/05/20068 addressed to

information for the telephone number listed.

i33418, requesting subscriber

petails: X

igh Case ID. —
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(U) Thel hnvestigation has revealed that
their subject 1s extremely savvy and cautious in the use of
communications. It is plausible that others associated with this

iSjanjECt use the same level of caution as the Subject.
X
2/

(&)

tUj e e L i ‘ l |
-04€) This electronic communication documents SAC |

| approval and certification of: the enclosed NSL.

For mandatory reporting purposes, the enclosed NSL seeks local
and long distance toll billing records for one telephone number.

(U) Arrangements should be made with the wire
communicgtions service provider to provide the records through
FedEx to within 20 business days of receipt of this
request. The wire communications service provider should neither
send the records through routine mail service nor utilize the
name of the subject of the request in any telephone calls to the
FBI.

(U) In accordance with 18 U.S.C. Section 2709(c), I,
the senior official approving this EC, certify that a disclosure
of the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
safety of a person.

@ -~ (¥) Brief statement of the facts justifying my
certification in this case:

(S)l

(U) Information received from a wire communication
service provider may be disseminated to an agency of the United
States only 1f such information is clearly relevant to the
authorized responsibilities of such agency.

(U) Any guestions re j ve can be directed
to Special Agent 5

sﬁsaé'r
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LEAD (s) :
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is reguested to record the appropriate
informaticon needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINTON, D.C.

(U) Read and clear.

Set Lead 3: (Action)
AT

(U) Deliver the attached NSL as indicated above.

receipt of information from the wire communications service

Page

Upon

provider, | |is requested to submit results to

3

b7E
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Precedence: ROUTINE Date: 06/02/2006

To: General Counsel Attn: Julie Thomas, Deputy General
Counsel, NSLB
Counterterrorism Law Unit
Counterterrorism Attn: ITOS I/CONUS IV, Team 14

Attn:

From:

Contact: SA

bZ
Approved By: b7E
bo
b7C
Drafted By: b}
H bz
CaseAiﬁhﬁf'}Hf“ (Pending) b7E
be
Synopsis: (U) Approves the issuance of an ECPA National

Security Letter (NSL) for subscriber information; provides
reporting data; and, if necessary, transmits the NSL for delivery
to the wire communications service provider.

M e
o o ;é; Deriv Tom : G-3 b1
Dec si On: 06/02/2016

{8

3

bz
hﬁ b7E bz
b7E
Enclosure(s): (U) Enclgsed forl lis an NSL dated bgr
06/02/2006, addressed to | biL
| b5
requesting subscriber information for the telephone number b7C
listed.
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bl
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bo
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(U) Thel |investigation has revealed that N
their subject is extremely savvy and cautious in the use of bZ
communications. It is plausible that others j with this h7E
subject use the same level of caution as the ubject.
(3)
bl
~/f b2
6
BiC
i F— . . . . b/'.
o P6)  This electronic communication documents SAC[;:::::] ©
| hpproval and certification of' the enclosed NSL. b
For mandatory reporting purposes, the enclosed NSL seeks local
and long distance toll billing records for one telephone number.
(U} Arrangements should be made with the wire
communications service provider to provide the records through B2
FedEx to within 20 business days of receipt of this BE

request. The wire communications service provider should neither
send the records through routine mail service nor utilize the
name of the subject of the request in any telephone calls to the
FBT.

(U) In accordance with 18 U.S.C. Section 2709(c), I,
the senior official approving this EC, certify that a disclosure
of the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
safety of a person.

@ - p€) Brief statement of the facts justifying my
certification in this case:

(s/' bl
b7E
bo
biC

(U) Information received from a wire communication

service provider may be disseminated to an agency of the United N

States only if such information igs clearly relevant to the b2

authorized responsibilities of such agency. o8
b7C

{UY Any_guestions regarding rne above can be directed
to Special Agent
bnykbl
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SECRET

---- Working Copy ---- Page

LEAD (s) :
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U} NSLB is requested to record the appropriate
information needed to fulfill the Congressicnal reporting
requirements for NSLs.

Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINTON, D.C.

(U} Read and clear.

Set Lead 3: {Action)

I
>

(U} Deliver the attached NSL as indicated above. Upon
receipt of information from the wire communications seryice
provider, is requested to submit results to

SEXRET
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(OGC) (FBI)
From: | l'FBI)
Sent: 120 PM
To: | kOGC) (FBI)
Subject: RE NSL DATA
(8
SECRET-

RECOR;I-

he follow:ing i1s what | asked for on the actual NSL

you are hereby directed to provide to the Federal Bureau of Investigation (FBI} the names,
addresses, lengths of service, and all e-mail header information (not to include message content
and/or subject fields), for the below-listed email address holder(s): —

This request didn't appear to fit neatly into erther of the NSLB ponies, but it was the language | was told to use by the
computer investigators to obtain the information | needed | hope this helps

----- Onginal Message----- ne
From: 0OGC) (FBI) N
Sent: 00 AM SRR
To: FBI} jo)%
Subject: NSL RATA -

] LTE

(&) ~SEGREL b

RECORD- -

)

[

': 5 :' |%"ﬁere'"éifé’;-'"tiivo ECs drafted by you dated 6/14/086; file #
which pertains to an NSL request. In the "enclosure” it states youre requesfing "the name,
address, and length of service for the email..." However, on the second page second
paragraph it states, "...For mandatory reporting purposes, the enclosed....subscriber
information and electronic transactional records for one internet account..." These two

sections should agree in language and because they do not, I'm not quit sure what type of records
were sought from espectively. In order to accurately fulfill
congressional reporiing requirements, please clarity wnat type of records were sought. ‘

Paralegal Specialist

National Security Law Branch
Office of the General Counsel
Room 7975/ext. |

DERIVED FROM: G-3 FBI Classifigation Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPT

SECRET -

DERIVED FROM: G-3 ¢
DECLASSIFICATION EAL

fication Guide G-3, dated

Foreign Counterlntelligence Investigations
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Precedence: ROUTINE
To: General Counsel

Counterterrorism

From:

NSL VIO-12380

SEQET |
---- Working Copy ---- Page 1

Date: 06/14/2006

Attn: Julie Thomas

el, NSLB
Attn: 1

Attn:

Contact: SA

Approved By:

Drafted By:

e béE
case 4 (9 [ ] b

bl
b2

Title: (S)

b7C
b7A

tU) .A......A.,,....._
synopsis:” (¥X) Approves

the issuance of an ECPA National Security

Letter (NSL) for email subscriber information; provides reporting

data; and, if necessary,

transmits the NSL for delivery to the

electronic communications service provider.

w0 DeriveXFrom : G-3 bi
Decldssi Cn: X1l bf
tsj“”“ bh7E
(Uil b7A
Enclosure (s) : (U) Enclosed forl lis an NSI, dated

0a/14/2006. addressed to

irequestlng the name,

address, and lengtn Of s

ervice for the email address holder(s) listed.

atailg. (S)I
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|

51,

] Iﬁg?‘v'i ce nrovider

This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber information and
electronic transactional records for two email addresses from internet

. (U) Arrangements should be made with the electronic
communications service provider receiving the enclosed NSL to provide
the requested records personally to an employee of the delivering
division within 10 business days of receipt of this request. The
institution should neither send the records through routine mail
service nor utilize the name of the subject of the request in any
telephone calls to the FBI.

SAC’'s Certification:

(U} In accordance with 18 U.S.C. 2709 (c) I, the senior
official approving this EC, certify that a disclosure of the fact that
the FBI has sought or obtained access to the information sought by
this letter may endanger the national security of the United States,
interfere with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or. endanger the
life or physical safety of a person.

(s)

2
W L IN Iy

bl
b2
b7k
b6
b7C
b7A
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SER{ET

(5] ---- Working Copy ---- Page 3
bl
i) 2| | b2
| [it is the responsibility of the office h;?
| | to advise FBIHQ. This may be done by s
routing slip to the National Security Law Branch, Cffice of the
General Counsel, Room 7547, the FBIHQ entity handling the operational
legal needs of the Counterintelligence Division. This reporting is
necessary in order to provide information to Congress regarding the
FBI’'s use of this authority as mandated by Congress.
(U) Anv guestions regarding the abave can bhe directed to SA ho
| telephone number k;
TEAD(S) : 0
biC

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressicnal reporting requirements
for NSLs.
Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

(U} Read and clear.

Set Lead 3: (Action)

| |
AT be
b7E

(U) Deliver the enclosed NSL as indicated above. Upon

receipt of the information requested,[:::::::::}s requested to submit
results to
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Precedence: ROUTINE Date: 06/14/2006

To: General Counsel Attn: Julie Thomas
Depnty General Connsel, NSLB

Counterterrorism Attn:

SSA
Attn: DISC:

From:

Contact: SA

Approved By:

Drafted By:

Case ID #: (8)

Title: (S)

Synopsisi”“(}ﬁ Approves the issuance of an ECPA National Security
Letter (NSL) for email subscriber information; provides reporting
data; and, if necessary, transmits the NSL for delivery to the
electronic communications service provider.
(- QQ Derive rom : G-3
Declagsi On: X1
(8
K|
Enclosure (s) i_UL)_Emhﬁ_&d_fQL:Lis_a.n_NSL_da.Led_Q_ﬁ_UA.LZOOG,
addregsed to
| esting
tThe name, address, and lLength oL service Lor the emaill address
holder(s) listed.
Details: (S
ﬂsﬁiase ID </
o BN BT

E ] Do
B3]

1y =
O

@)

oD oOTo
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bhi

oo
o\l
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|

bl
b6
b7C
bTA

£%] This electronic communication documents the SAC’'s
approval and certification of the enclosed NSL. For mandatory b4
reporting purposes, the enclosed NSL seeks subscriber information and H7D
electronic transactional yecords for one internet account from -
internet service provider | The name and
number of the email account (8} is unknown and will be identified by
the response to this NSL.

. . (U) Arrangements should be made with the electronic
communications service provider receiving the enclosed NSL to provide
the requested records personally to an employee of the delivering
division within 10 business days of receipt of this request. The
institution should neither send the records through routine mail
service nor utilize the name of the subject of the request in any
telephone calls to the FBI.

SAC’s Certification:

(U) In accordance with 18 U.S.C. 2709 (c) I, the senior
official approving this EC, certify that a disclosure of the fact that
the FBI has sought or obtained access to the information sought by
this letter may endanger the national security of the United States,
interfere with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger the
life or physical safety of a person.

(s)f

b?SRl:i'l’
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---- Working Copy ---= Page

18)]

| It 1s the responsibility of the office
| to advise FBIHQ. This may be déme by
routing slip to the National Security Law Branch, Office of the
General Counsel, Room 7947, the FBIHQ entity handling the operational
legal needs of the Counterintelligence Division. This reporting is
necessary in order to provide information to Congress regarding the
FBI's use of this authority as mandated by Congress.

{(U) Any gquestions regarding the_above can be directed to SA
telephone number

LEAD (8)
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting requirements
for NSLs.
Set Lead 2: (Info)
COUNTERTERRORISM

AT WASHINGTON, DC

(U) Read and-clear.

Set Lead 3: {(Action}

AT

(U} Deliver the enclosed NSL. as indicated above. Upon
receipt of_the information requested,[::::::]is requested to submit
results tg

SEXET

bl

D

[ Neme)
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(OGC) (FBI)

From:
Sent:
To:
Subject:

(8] TSECREF

FBI)
| AM
(OGC) (FBI)

~E NSLU DATA

RECORO

Shouid have been Talls. These shouid have been corrected before they went out. I'll be checking into them today Sorry

for the trouble

----- Original S b2
From: I |(0GC) (FBI) TE

~

SNt

Sent:

To: kFaD) b6
Subject: NSL DATA BIC
SECRET

Fnday, June 30, 2006 6:26 AM

(8] - RECORO

{3} 0 ACS thira aretwo ECs drafted by you dated 6/29/06 and 6/26/06 file|-

espectively pertaining to a NSL. In the "enclosure" section T states nat you

requesting, "the name, address, length of service and local and long distance toll billing

records...

" However, in the "details" section it states, "

enclosed NSL seeks subscriber information..." In order to accurately fulfill Congressional
reporting requirements, please inform me as to what type of records were requested.
In addition, if you are using a pony, please correct to reflect that in these two sections the

language agree. Your prompt attention to this matter would be greatly appreciated. If you have

any questions, please do not hesitate to contact me.

aralega

National Security Law Branch
Office of the General Counsel
Room 7975/ext

DERIVED FROM: G}ﬁBI Classification Gu

e G-1, dated 1/99, Foreign Government Information

DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM: G-1F

DECLASSIFICATIO

ion Guide G-1, dated 1/99, Foreign Government Information

XEMPTION 1

SECRET

..For mandatory reporting purposes, the

b2
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NSL VIO-12387
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To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
Counterintelligence Attn: CD-3B
[ | Attn: Ssal |
SA
ISq
From: | |
SAC
Contact: ISS
Approved By:
Drafted By:
Case ID #: (8) (Pending)
Title: (8)
[elo
Synopsis: @) Approves the issuance of an ECPA National Security

Letter (NSL) for toll billing records; provides reporting data; and
transmits the NSL for delivery to the wire communications service

provider.

oo
. “){) Derived om: G-3
Declageify : 06/26/2016

Enclosures: (U) Enclosed for thel E3 | . is
an NSL dated 06/26/2006, addressed t [

: T ; local
and long distance toll billing records for the phone number listed.

Detajila. Lg_\_l

i

8) Case 10|

bbg&gl

1

Date: 06/26/2006
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bl

b7E
b7D
DTA

-

) This electronic communication documents the SAC’s
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber information for

phone number.

(U) Arrangements should be made with the wire b2
communications service provider to provide the records personally H7E

to an
of thel iResident Agency,l |Division, within
thirty business days of receipt of this request. The wire
communications service prov1der should neither send the records

through routine mail service nor utilize the name of the subject of
the request in any telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709(c¢c) I, the senior
official approving this EC, certify that a disclosure of the fact that
the FBI has sought or obtained access to the information sought by
this letter may endanger the national security of the United States,
interfere with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger the
life or physical safety of a person.

SE&RET
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---- Working Copy ---- Page 3

tUj'WQQ Disclosure may prematurely disclose a national security
investigation to the target and cause him to change his behavior
patterns and circumvent scrutiny. Such premature disclosure could
also result in the creation of intentionally flawed (i.e.,compromised)
foreign intelligence.

(U) Information received from a wire communication serxrvice
provider may be disseminated to an agency of the United States only if
such information is clearly relevant to the authorized
responsibilities of-such agency: -

(U) Any questions regarding the above can be directed to

b2
SAI b6
b7C
LEAD (s):

Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U} NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting requirements
for NSLs.

Set Lead 2: (Info)

COUNTERINTELLIGENCE
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sEERET
---- Working Copy ---- Page 4
AT WASHINGTON, DC

(U) "At CD-3B, read and clear.

Set Lead 3: (Action)

AT e
. P v
DIE
(U) Deliver the encloged NSL as indicated above. Upon
receipt of requested information, RA is requested to submit
results to the| Pivision.
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Precedence: ROUTINE Date: 06/29/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
intelligence Attn: CD-3B
Attn: ssal I
sA | %
[::::::::] Attn: ISS Supervisor h7E
o1¢)
From: | b7C
SAC
Contact: IS8
Approved By:
:
Drafted By: bl
b2
Case ID #: (S) Pending) bh7E
. b6
Tltle: (S) b7 _j
b7A

00 1]

Syné@éié?”“@§) Approves the issuance of an ECPA National Security

Letter (NSL) for toll billing reccrds; provides reporting data; and
transmits the NSL for delivery to the wire communications service
provider.
m o
i ) Deriwed pProm:  G-3
) Decla On: 06/29/2016 bl
' bz
b7E
B7A
02
Enclosures: (U) Enclosed for Division, is an NSL dated n7F
06/26/2006, addregsed to éﬁ“
requesting the name, address, length of service and local and long 07D
distance toll billing records for the phone number listed. De
information. n7C
bl
Details: (S) b7
f STE
b7h

{3
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---- Working Copy ---- Page 2

bl

b7k
b7D
b7A

- .
‘““b() This electronic communication documents the SAC’s

approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber information for

phone number.

(U) Arrangements should be made with the wire

communications seryice provider to provide the records personally to bz
an employee of the Division, within thirty business days of bTE
receipt of this request. he wire communications service provider

should neither send the records through routine mail service nor
utilize the name of the subject of the request in any telephone calls
to the FBI.

(U) In accordance with 18 U.S.C. 2709(c) I, the senior
official approving this EC, certify that a disclosure of the fact that
the FBI has sought or obtained access to the information sought by
this letter may endanger the national security of the United States,
interfere with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger the

: S}QRET -
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SECRET

---- Working Copy ---- Page 3

life or physical safety of a person.

W)"M”>§) Disclosure may prematurely disclose a national security
investigation to the target and cause him to change his behavior
patterns and circumvent scrutiny. Such premature disclosure could
also result in the creation of intentionally flawed (i.e.,compromised)
foreign intelligence.

(U) Information received from a wire communication service
provider may be disseminated to an agency of the United States only if
such information is clearly relevant to the—authorized
responsibilities of such agency.

(U) Any questions regarding the above can be directed to

b2
SAI | b%

b7C
LEAD (s):

Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting requirements
for NSLs.

Set Lead 2: (Info)

COUNTERINTELLIGENCE

§E§Q§T
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AT WASHINGTON, DC

{(U) At CD-3B, read and clear.

Set Lead 3: (Action)

AT ' b2

) (U) Deliver the enclosed NSL as indicated above. Upon
receipt of requested information,[:::::::Fs requested to submit

results to the[::::::::]Division.

SE?(ET



%(06(3) (FB)

NSL VIO-12395

From:

FBI)

Sent: I.LDJ.LE.QELJJ.LDL&L&UD
To:

53 o7 PM

OGC) (FBI)

Cc: | (FBI)
Subject: ‘

SEERE
(&} RECORI

[ 1]

Df the numbers were al hel was af Borry about that
b2
----- Original Mes<an, b7E
From: (OGC) (FBI) bo
Sent: Thursday, June 29, 2006 3.22 PM B0
To: (FBI) -
Cc: F8I)
Subject: NSCDATA
{51 - RECOR]-
':S:' ~Tn ACS there is an EC drafted by ba §/19/06 ﬁte“‘numbel'“ bertaining
to a NSL. Itis stated in the EC thata fotal of oll billing records are being sought from

[ [In order to accurately fulfill Congressional reporting requirements, please
provide me with a break down of how many records were requested from each telephone
company. Your prompt attention to this matter would be greatly appreciated.

Paralegal Specialist

National Security Law Branch

Office of the General Counse
Room 7975/ext

DERIVED FROM: G-3 FBI Cl\assification Guide

DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM: G-3 FBI Classification

DECLASSIFICATION EXEMPTION 1
SECRET

-3, dated 1/97, Foreign Counterintelligence Investigations
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SECKRT

~--- Working Copy ---- Page 1
Precedence: ROUTINE Date: 06/19/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel
Rm. 7975
Counterterrorism Attn: ITOS I, CONUS II
Attn:
Attn:
From:
B2
Toncace: SA n7E
be
Approved By: 'hgh
Drafted By:
Case ID #: (S (Pending) b1
Title: P&)  UNSUB; b2
i SURSCRIBER OF TEDEPHONE NUMBER h7E
i5 b7hR

Synopsis: PE)0 Approves the issuance of two ECPA National
Security Letters (NSLs) for subscriber information and
telephone toll billing records; provides reporting data; and
if necessary, transmits the NSLs for delivery to the wire
service »rovider.

’,Cg( Derived Frém : G-3
Declasgi On: 06/19/2016 bl

b2
- p5) | bE
b7A

Enclosure (sg) :

bZ
Yequesting the name, b7E

address, length ot service and local and long distance toll 4
billing records for the phone number listed. Enclosed for 7D
is an NSL dated 06/19/2006, addressed to o

requesting the name, address, length of 5l
________ ___.bz2 __
|8y Case ID |- b7k

SERET b7A
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Sé&RET

---- Working Copy ---- Page 2

service and local and long distance toll billing records for
the phone numbers listed.

etaile. j /

{q_/'l'

18]

(S/r bl
o1
o7C
b7Dh
D7A
(s/f
bl
—_— bZ
(¥) Additional database checks, including [ | TR
provide no additicnal information on the above phone numbers. bl‘f"
O
| B7C
ml“' p7D
B —
bl
B7E

SECHET ~ b7A
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---- Working Copy ---- Page 3

() Mumum“ag ' } ' .

) This electronic communication documents the SAC
Cincinnati’s approval and certification of the enclosed NSLs. For
mandatory reporting purposes, the enclosed NSLs seeks subscriber
and local and long distance toll billing records for three phone
numbers.

(U} Arrangements should be made with the wire
communications service provider to provide the records perscnally
to a representative of the Divisions within
ten business days of receipt oL this request. 'he wire
communications service provider should neither send the records
through routine mail service nor utilize the name of the subject
of the request in any telephone calls to the FBI.

oo
MEN

i

(U) I, the senior—-official approving this EC, have
determined that the facts of this case do not warrant activation
of the nondisclosure requirements under the applicable National
Security Letter statute.

(U) Information received from a wire communication
service provider may be disseminated to an agency of the United
States only if such information is clearly relevant to the
authorized responsibilities of such agency.

(U) Any guestions regarding the above can be

directed to SA| | pivision, L7k
L =] L6
|
LEAD (s) :
Set Lead 1: (Action)

GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

(Uy 1ITOS 1, CONUS 2, read and clear.

Set Lead 3: {(Action)

02

n7E

AT

(U) Deliver the attached NSL as indicated above.
SECRET '



Upon receipt of in m

NSL VIO-12399

SgdéET

---- Working Copy ----

from the wire communications

Page

oo T
~J N =1 O
(@] 23l

service provider is requested to submit the
results tq |attn.: SA
Set Lead 4: (Action)

AT

(U) Deliver the attached NSL as indicated above.
Upon receipt of information from the wire communications

gervice rovider[:::::;Qis requested to submit the results
'“td |Attn.: r

SE}RET
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(OGC) (FBI)

b2
From: | I(FBI) 57D
Sent: 6 7 57 PM ,-_u
To: | (OGC) (FBI) bo
Subject: RE NSLDATA h7C
13 REcoRp o
b2
b7E
I am requesting subscriber information and telephone teli billing records from all three telephone companes oFe
If you need more clarification let me know b7C
Thanks[ |
----- Onginal Message-----
From: [ J(0GC) (FBI)
Sent: 3:34 AM bl
To: (FBI) P
Subject: NSL DATA :QL A
DIE
RECOR;'-
(5] In ACS there is an EC drafted by you dated 5/18/06 file #- pertaining to a
NSL request. In the enclosure on the second page three fimes [{1s stafed fhat you're requesting
"subscriber and telephone toll billing records" from and
However, on the third page second paragraph it states, "For mandatory reporting
purposes, the enclosed NSL seeks subscriber information..." In order to accurately fulfill
congressional reporting requirements, please clarify what type or records were requested from the
aforementioned three telephone companies. Your prompt attention to this matter would be
greatly appreciated.
| | b2
Paralegal Specialist L7E
National Security Law Branch hE

Office of the Geperal Counsel h7C
Room 7975/ext o

DERIVED FROM: G-1 FBI! Clagsification Guide G-1, da:%%. Foreign Government information

DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM: G-1 FBI Classification Gui
DECLASSIFICATION EXEMPTION 1
SECRET

-1, dated 1/99, Foreign Government Information
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SASRET
NF

---- Working Copy ---- Page 1
Precedence: ROUTINE Date: 05/18/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel
Counterterrorism Attn: ITOS1/CONUS4/TEAM13
SSA
Attn: | |IRA
SSA 1 |
SA

Attn: | ' —

Attn:
A
Attn: b:
b7E
From: jo]4)
RA p7C
Contact: I
Approved By:
Drafted By: | I
(L1
Case 1D #: &ﬁ (Pending)
- A (Pending)
Title: (S)
(S)

Security Letter (NSL) for subscriber information and telephone
toll billing records; provides reporting data; and, if
necessary, transmits the NSL for delivery to the wire
communications service provider.

‘U’“‘“~@si Deriv From : G-3
Decladsify On: 05/18/2016 ol

b7A
case 1D : [ Bif—
isjﬁﬂwuw~ , o
SWCRET : L7E
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SEMRET
NF

---- Working Copy ---- Page 2

Enclosure(s): (U) Enclosed forl I One (1) copy of an
NSL dated 05/19/06, addressed to SBC, Attn: | ]
[ |
l | requesting subscriber and telephone toll
billing records.

(U) Enclosed forl | one (1) copy,aﬂ;u;}ﬁﬂ1 1%

dated 05/19/06, addressed to| | attn: L

4
requesting subscriber and telephone toll billing records. : b7C

bé
(U) Enclosed for f One_{1) copv of an NSL- 1“;C
dated 05/19/06, addressed to ] ;;"tnzl ox

requesting subscriber and telephone toll bllllng records.

Details: (Q//mnﬂ

bl
b2
b7E
bé
bi7C
DTA

sy S

b6

b7C
b7
bTA

(S /NOFORN/ORCONY/

(S//NF)

oc.u)‘vﬁ.i
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SEARET
NF

---- Working Copy ---- Page 3

bl
513
b7C

b7A

bl
b2
b7E
b6

e
[

b7A
b4
b7D

1y This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory

reporting purposes, the enclosed NSL seeTs subscriber information bl
on two telephone numbers associated with

(S

b4
b7D

b
n7C

(U) Arrangements should be made with the wire
communications service provi ide the records through
use of a delivery service to or personal delivery ¥
via the respective field office delivering the NSL within 30 nTE
business days of receipt of this request. The wire o
communications service provider should neither send the records
through routine mail service nor utilize the name of the subject
of the request in any telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709 (c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the naticnal
gsecurity of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical safety
of a person.

() ““”(%Q Brief statement of the facts justifying my
certification in this case: Disclosure may prematurely disclose a
national security investigation to the target and cause him to
change his behavior patterns and circumvent detection.

() | | b2

SB%QET ) b7E
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SEQKET
NF

---~ Working Copy ---- Page

| it ia the responsibility of the office

o advise FBIHQ. This may

be done by routlng slip to the National Security Law Branch,
Office of the General Counsel, Room 7947, the FBIHQ entity
handling the operational legal needs of the Counterterrorism
Division. This reporting is necessary in order to provide
information to Congress regarding the FBI's use of this authority
as mandated by Congress.

1) Anv cgnestions regardl ng the abaove can bhe directed
to SA| or at (cell).

Accomplishment Information:

Number: 3 :
Type: NSL TO COMMUNICATION CARRIER PREPARED & APPROVED
ITU: NATIONAL SECURITY LETTER )
Claimed By: p2
SSN: b7E
Name : ja)a)
Squad RA b 7 C
LEAD(s) :

Set Lead 1: (Action)
GENERAL COUNSEL
. AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressicnal reporting
requirements for NSLs.
Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC
(U} AT ITOS1/CONUS4/Teaml3: Read and Clear.

Set Lead 3: (Action)

AT

(U) AT[;:::] Deliver the enclosed NSL as indicated
above. Upon receipt of requested information Ls
requested to submit results to the

1vislon

4
b2
b7E
2
b6
p7C
b2
HTE
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SEORET
NF
---- Working Copy ---- Page 5
‘ b2
RA, ALtn:
816
Set Lead 4: {(Action) b7C
AT
(u) AT:l Deliver the enclos as indicated
above. Upcon receipt of gggggg;gd_;gﬁormation, is requested
to submit results to the Division RA, |
Attn:l I
h2
S: Action -
Set Lead ( ) L7E
| | | b6
b7C
AT
(u) AT| | AT Deliver the enclosed NSL as
indicated above. Upon receipt of requested information,

is requested to submit regults to the
Divisiorn| | rA, | | Attn: |

SE§6ET
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(OGC) (FBY)
From: | |(OGA) 117 B
Sent: 6 143 PM 2
To: (OGC) (FBI) Lo
Subject: RE NSL DATA L0
RECORD
(&) =1
e
Yes, you are correct, | did not indicate in that sentence that the NSL, was also seeking TOLL RECORDS for the single L2
listed telephone number It SHOULD HAVE been mentioned/included in that sentence too Sorry n7E
b7A
Lo
b7C
————— Onginal Message-----
From: (OGC) (FBI)
Sent: IJLGMJAHM
To: (OGA)
Subject: NSL DATA
|: S :l - RECORQ:
N AGo-there-is-an EC drafted-by-you-dated 6/15/06 file ¢| ertaining to a NSL 1
request. On the first page in the enclosure it states you're requesting ...subscriber information,
including name, address, and length of service as well as toll records for telephone Oi:‘j
number..." However on the third page it states, "For mandatory reporting purposes, the enclosed bf
NSL seeks subscriber information .." In order to accurately fulfill copgressional reportin DA
ranuiraments, please clarify what type of records were requested fro | b4
Your prompt attention in this matter would be greatly appreciated. b7D
b6
b7C

Paraegar specians

National Security Law Branch
Office of the General Counsel
Room 7975/ex

DERIVED FROM: G-3 FBI Clgﬁsation Guide G-3, da
DECLASSIFICATION EXEMPTION\
SECRET

1/97, Foreiqn Counterintelligence Investiqations

DERIVED FROM: G-3 FBI Classificatio
DECLASSIFICATION EXEMPTION

uid\G-3, dated 1/97, Foreiqn Counterintelligence Investigations
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SR8GET

---- Working Copy ---- Page 1
Precedence: ROUTINE Date: 06/15/2006
To: General Counsel Attn: Julie Thomas
Deputy General Councel
NSLB

Counterterrorism [8) ~Attn: ¢ i
LX-1 Room ©€S100

— cen: | s
I'T Supervisor
From: | I

SAC | I bl
Contact: TFA 5

b7E

Approved By:

bo

bl
Drafted By: b2
...... o . b7E
case ID#: ¥ | (Pending) | -
Title (s) D6
p7C
Synopsis: (U) Approves the issuance of an ECPA National

Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

U .
LLE ><) Derived : G-3
Declassi ;o X25-1

Enclosure (s) : m Enclosed forla:—IDivision,l |RA, b
IT Supervisor, is an original and 3 coov of 3 letter dated .
/

06/15/2006, addressed tol | b7E

[ b4
requesting subscriber information, including- b7D

TaTe, aaoressand length of service, as well as, toll records for b6
ﬂsj“téléphone number Enclosed for General Counsel are Sd
two copies of theTeTTer . b7C

ol

i - Detaily: ™ ‘w"mwuuag) FISA WARNING STATEMENT - STATUTORY RESTRICTIONS

tSjCQSeNID"r

This document contains information that is Foreign Intelligence
Surveillance Act (FISA) derived. Due to its sensitive nature, it

bl

SEGRET ' L7E

b7A



NSL VIO-12408

SBeKET

---- Working Copy ---- Page

is essential that this information be protected to prevent
unauthorized disclosures. This information should be used for lead
purposes only and no references made to it during any
investigative actions or interviews. This information, and any
information derived from it, may only be used in a criminal or
other proceeding (including, but not limited to use in
search/arrest warrants or affidavits or grand jury subpoenas and
proceedings) with the advance authorization of the Attorney
General. (50 U.S.C., Section 1806{(b}, 1825(c)).

) |

e

[S)

SEFRET

2
bl
b2
DTE
bo
b7C
bT7A
hl
b2
b7k
o7k
b6
biC
D7A
bl
h2
B7E
b6
o7C
TA
bl
b4
h7D
bT7A
bl
joXd!
[o XA,
[o13)
b7C
b7h
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SﬁRET

---- Working Copy ---- Page

=/

—

'ISII

[5)°

Q& Subscriber information, ireludins wmama address and

lenagth of service for-telephone number hs of
is remuested in enclosed NSL. Toll records for the
felephone. Tumber for the time period of

are also requested in enclosed NSL.

(U} This electronic communication docume
approval and certification of the enclosed NSL by |
Special Agent in Charge, For mandatory
reporting purposes, the enclosed NSL seeks subscriber information
on the single listed-telephone number.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the |RA within twenty (20) days of
receipt of this request. The institution should neither send the
records through the mail nor utilize the name of the subject in
any telephone calls to your office. The institution should not
contact FBIHQ directly in any manner.

() I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation
of the non-discleosure requirements under the applicable National
Security Letter statute.

(U) Information received from a wire communication
service provider may be disseminated to an agency of the United
States only if such information is clearly relevant to the
authorized responsibilities of such agency.

(U) Anv questions regarding the above can be directed

to FBI| attention TFA | | phone number

SEC)\ET

w
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i
-=-~- Worki Copy ---- Page 4

LEAD(s) :
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

(U) At ITOS II / Iran-Hizballah-Syria, read and clear.
No hard copy to follow.

Set Lead 3:

AT| | rA
(U) Deliver the enclosed NSL as indicated above. Upon b2
receipt of requested information, | |RA is requested to b7E
submit results to FBI| |Div131on, attention TFA, o

b7C

S}?SRET
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[(0GC) (FBI)

From:
Sent:
To:
Subject:

SEBRET

FBI)

Ilhu:snam..m.e.ZLZO.C. 10 13 AM
(OGC) (FBI)

RE. NSL data

RECORD

We spoke about this on the telephone, and you decided to input electronic communications transactional
records, [ thought. Am I correct?

s 1]

desk)
cell)

----- Oniginal A

From:

I(OGC) (FBI}

Sent: Thursday, June 22, 2006 7:07 AM
To: | (FBI)
Subject: T afa )

SEERET

RECORD

Please see my e-mail below that was sent to you on 6/2, | need you to reply before | can close

this out. Thanks

Paralegal Specialist
National Security Law Branch
Office of the General Counsel

Room 7975/ext

----- Oniginatl Message-----

From: | foGe) (F8)

Sent: 06 12:24 PM

To: WF) (FBI)

Subject: NSL data

SECKET

RECORD

In ACS there is an EC drafted by you under ﬁIe#I dated 5/22/06

o
b7E
Lo

piC
L7A

pertaining to an NSL request going to 1&1 Internet, Inc., in the "enclosure” section it states you're
requesting "...names, addresses and length of service and electronic communications

transactional records..." However, on the second page it states "...For mandatory reporting
purpose, the enclosed NSL seeks subscriber information..." In order to accurately record for
the congressional reporting requirements, please inform me whether electronic transactional

1

b2
b7E
b6
B7C

=~ =1 oy 1 DD
™3

= O

oo 00O
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records or subscriber informauon was requested. Your prompt atwention to this matter would be
greatly appreciated.

Paralegal Specialist oF
National Security Law Branch b;
Office of the General Counsel b; c

Room 7875/ext

DERIVED FROM: G-3 FBI Classi
DECLASSIFICATION EXEMPTION 1
SECRET

7, Foreign Counterintelligence Investigations

DERIVED FROM: G-3 FBI Classification Guide-
DECLASSIFICATION EXEMPTION 1
SECRET

dated 1/97, Foreign Counterinteiligence Investigations

DERIVED FROM: G-3 FBI Classjfication Guide G-3, dated 1/97 For"
DECLASSIFICATION EXEMPFION 1
SECRET

n Counterintelligence Investigations
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S%’SRET

---- Working Copy =~---- Page 1

Precedence: ROUTINE Date: 05/22/2006

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

Cyber Attn: SSA C3IU1
Attn: Sal |
I |
Attn: | | rA
IA | |
o D2
ncacco: b6
© ' bh7C

Approved By:

Drafted By:

LT
Case ID #5:hﬁi Pending) .
(8) e
b2
Title: (S) b7E
b7A
) \WAWEME L By
Synopsis: (U) Approves the issuance of an ECPA National

Security Letter (NSL)for ISP subscriber; provides reporting
data; and transmits the NSL for delivery to the electronic
communications service provider.

bl
(U] - m'ww&ﬁ Derived Frog«? FBI SCG G-3 ol
Declassi On: /22/2006 b7E
(e 0* b7A
Enclosures: (S/Foew-R&) Enclosed for| lare two L2
Innv\{ oo of arn NGT, Aatad pno/osa/anng adAdrac e it D',"L
nd
(3) requesting Fhe fcllowing information for IP address B7D
| names, addresses and length of service and o
electronic communications transactional records, to include o6
nic
i s ARttt ettt ettty DTA
Case ID : I Serial : 14 ol
FI R SEQRET oz
b7E
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SEERET )
---- WorlAAng Copy ---- Page 2

existing transaction/activity logs and all electronic mail (e-
mail) header information (excluding content and/or subject
fields). 1&1 Internet is also requested to provide the physical
address and location for the server using this IP address.

" administrative: % FISA WARNING STATEMENT - STATUTORY

RESTRICTIONS. This document contains information that is
Foreign Intelligence Surveillance Act (FISA) derived. Due to
its sensitive nature, it is essential that this information be
protected to prevent unauthorized disclosures. This information
should be used for lead purposes only and no references made to
it during any investigative actions or interviews. This
information, and any information derived from it, may only be
used in a criminal or other proceeding {including, but not
limited to use in search/arrest warrants or affidavits or grand
jury subpoenas and proceedings) with the advance authorization
of the Attorney General. (50 U.S.C., Section 1806(b), 1825(c)).

(5)_/

bl
b4
b7D
Lh7A
Details: (U) This electronic communication documents the WFO
SAC’s approval and certification of the enclosed NSL. For
mandatory reporting nurposes, the enclosed NSL seeks subscriber
information on Internet Protocol address.

(U} Arrangements should be made with the electronic -

, , . . . b2
communication sexvice provider to provide the records perscnally o
to an employee of| pivision within five business o7k
days of receipt of this request. The electronic communication
service provider should neither send the records through routine
mail service nor utilize the name of the subject of the request
in any telephone calls to the FBI.

(g)l bl
b2
b7E
b7A

BASIS OF SAC CERTIFICATION:

(Uj»bé) A, Basis of Authorized Investigation
)]
bl
b7A

.h><“; b7E
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---- Workfng Copy ---- Page

()

rQ//OP//NP),

()

(S//OC//NF)/

—

(s//0C//NF) l

2
U“‘A\l—l ES

3

bl
b7 A

D7E

7D

bl

D7k
b4
b7D
b6
b7C
b7A

b2
b7E
b4
B7D
b7A

bl
b2
b7E
b4
L7D
bIA
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SEeRET

---- Working Copy ---- Page 4

bl
b4
b7D

(Q//ﬁr"//l\n:‘!——\ bIA

bl
2
b7E

'

b'/D
b7A

{81 -

(v B. Description of the Requested Records

[SFFoe-~ar] = The attached NSL is to obtain
cuckramey infarmation for its customer with IP addres

bl

quests the following information for bz

{1

(-

IP address names, addresses and length of service bTE
and electrbmrocrcommumrcacrons transactional records, to include nd
existing transaction/activity logs and all electronic mail (e-
mail) header information (excluding content and/or subject

fields) . | is also requested to provide the physical bTA
address a r the server using this IP address.
}é) . C. Statement Describing why the Records are Relevant

i;;;ﬁ@?;ﬁi} It ig believed that[::]case targets are

controlling this newly identified IP address. 1In identifying 152
the customer for the new IP address, the attached NSL will _
either identify a new investigative target or another IP address B7E
contreolled by known targets. It will help further determine the

ugse for the monitored IP addresses and any other actors and

domains running Internet traffic to these known target IP

addresses. It will also help[ |tailor an upcoming FISA

application for full content monitoring for specific targets.

LD

~Q{) D. Statement Justifying Nondisclosure

(U) In accordance with 18 U.S.C. 2709 (c); I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information scught by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or

physical safety of a person.
SEFRET
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SERRET

---- Working Copy --~-- Page
(e
"Iﬁs In particular, the premature disclosure of this
national security request may jeopardize this intelligence
investigation by alerting the subject or operatives working on
behalf of the subject to the existence or focus of the
investigation allowing the subject or operatives, both known and
unknown: to destroy, alter or conceal information or evidence;
take actions or countermeasures to disguise or conceal their
activities; or modify their future operational planning or
activities in a manner which will thwart lawful efforts to
detect, monitor or disrupt the operational activities of this
subject. If the subjects received notice of this request, they
might take countermeasures which would thwart this national
security investigation. In fact, disclosure might cause the

subjects to disconnect their Internet connection, monitored by
Portland’s FISA." 7~

(o E@(: This electronic communication documents the
approval and certification of the enclosed NSL by the approving
official. For mandatory reporting purposes; the enclosed NSL
seeks electronic communication transactional records on one IP
address.

(U) Arrangements should be made with the electronic
communications service provider to provide the records
perscnally to an employee of the delivering division within 10
business days of receipt of this request. The electronic
communications service provider should neither send the reeords
‘through routine mail service nor utilize the name of the subject
of the request in any telephone calls to the FBI.

(U) Information received from an electronic
communications service provider may be disseminated to an agency
of the United States only if such information is clearly
relevant to the authorized responsibilities of such agency.

(u)y 1A| | has worked
wit on this investigative matter. Her contacts with this
company may assist in obtaining results more quickly. The

assistance of| hs greatly appreciated.
gquestions regarding e above can be directed to SA

LEAD(s) :

Set Lead 1: {(Action)
GENERAL COUNSEL
AT WASHINGTON, DC \

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congr8581ona1 reporting
requirements for NSLs.

SEQQET
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sE2GET

---~ Working Copy ---- Page 6

Set Lead 2: (Info)
CYBER
AT WASHINGTON, DC

(U) At (C31IUl, Read and Clear.

Set Lead 3: (Action)
AT| |
. . b2
(U) 1A | is requested to deliver the -
attached NSL as indicated above. Upon receipt of information b{E
from the electronic communication service provider, bo
is requested to submit resultS‘tOI | bh7C

FIELD,L__FA, SA

SEQRET
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{3

0GC) (FBI)
From: | (Far)
Sent: I_Lusaaaumw_muﬁl 11 33 AM
To: OGC) (FBI)
Subject: RE NSL DATA

RECOR{ -

(8

I'm confused it's for both toll records{verbatim) and subscriber. s that not reflected in both documents? That is from the
standard pony our legal department uses when requesting both. Sorry, but I'm not sure | see what you're pointing out to
me

From: | (0GC) (FBY)
Sent: T une 13, 2006 10.50 AM
To: (F8D)
Subject: NSL DATA
SEERET

' RECORQ

In ACS there'is an EC drafted by you dated 6/11/06 file ertaining to an
NSL request. In the "enclosure" section it states you're 'Eqnmrrrg"rrré‘nsﬁm—t, ddress, length of
service, and local and long distance toll billing records for..." However, on the second page
second full paragraph it states, "...For mandatory reporting purposes, the enclosed NSL seeks
both 1) subscriber information and 2) verbatim records on one phone number..." In order to
accurately fulfill congressional reporting requirements, | need to know what type of records were

requested toll billing or subscriber? Your prompt attention to this matter would be greatly
appreciated.

Paralegal Specialist

National Security Law Branch
Office of the General Counsel
Room 7975/ext.

DERIVED FROM: G-3 FBI Classifica\ti\ob\Guide G-S,ﬁéd 1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterlntelligence Investigations
DECLASSIFICATION EXEMPTION 1
SECRET

bz
b7k
bt

b7C

bl
b2
b7E
D6
b7C

bl
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SE&ET

---- Working Copy ---- Page
Precedence: ROUTINE Date: 06/11/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
Counterterrorism ITOS I/CONUS I1I
| | ssa]
SAl
From:
SAC b2
Contact: S p7E
o]
Approved By: p
b7C
b1
Drafted By:
Case ID #: (S) (Pending) bl
W (8% G6F- [C93281-8SF2 o
b7k
Title: (8) be
b7C
Synopsis: (U) Approves the i1ssuance of an ECPA National
Security Letter (NSL) for subscriber information and toll billing
records; provides reporting data; and, if necessary, transmits
the NSL for delivery to the telephone company.
iU)*“~§Q Derived ¥yobm : G-3 bl
Declassi on: 06/11/2031 b2
~TF
Enclosure(s): (U) Enclosed for is t?ﬂ—axiainal—and—jne
SL dated 06/1 006 ed to l
requesting the name,
address, length of service, and local and long distance toll
billing records for the phone number(s) listed {(verbatim).
ils: (SN
(8] Ccase TD
63?4 i093281—SF2 19554

SECRET

2

B2
L7E

-y
?

“

b7E
b4
b7C

b7C
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SPSRET

---- Working Copy -~--- Page 2

1)

bl

(S)/

ooToT
J Oy =
O

(3]

tH( This electronic communication documents the SAC’s
approval and certification &f the enclosed NSL. For mandatory bl
reporting purposes, the enclosed NSL seeks both 1) subscriber né

information and 2} verbatim records on-one-phone-number{s) |

T ~N
pIC

- vwmwmwkg)l

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the delivering division within ten (10)
business days of receipt of the request. The institution should
neither send the records through the mail nor utilize the name of
the subject in any telephone calls to your office.

(U) In accordance with Title 18, U.S.C., Section
2709{(c), I, the senior official approving this EC, certify that a
disclosure of the fact that the FBI has sought or obtained access
to the information scught by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person.

(8) Brief statement of the facts justifying my
certification in this case: Disclosure of the fact that the FBI
has requested information concerning the subject’s telephone
account may alter subject’s communication habits, thus
jeopardizing a sensitive investigation. This subject is potentially
dangerous, and compromise of the investigation may
pose a danger to citizens of the United States.

(U) Information received from a wire communication
service provider may be disseminated to an agency of the United
States only if such information is clearly relevant to the
authorized responsibilities of such agency.

| it is the responsibility of the office

| to advise FBIHQ. This may be

oo
-3 DO

done by routing slip To the Naticnal Security Law Unit, Office of
the General Counsel, Room 7975, the FBIHQ entity handling the
operational legal needs of the National Security Division. This
reporting is necessary in order to provide information to

SE?EET
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SPERET

---- Working Copy ---- Page

Congress regarding the FBIs use of this authority as mandated by
Congress.

U) Any questions regarding the above can | i
to Attention: SA phone number

LEAD (s) :

Set Lead 1: (Action)
GENERAIL COUNSEL

e AT WASHINGTON, DC

{U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs. NSLB should note that the enclosed NSL
seeks both: a) subscriber information and b) toll billing
records.

Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

{U) At ITOS I/CONUS II - Read and clear.

Set Lead 3: (Action)

AT

{(U) Deliver the attached letter as indicated above.
Upon receipt of information from the carrier, delivering division

is requested to submit results to[:::::::] Attn: SA

lsq::Pl.ec

s?&RET

3
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I: g :I ECORD

(OGC) (FBI)

From: FBI)
Sent: ursda PM
To: (OGC) (FB)
Subject:

SECRETF

[ 1

[5

(]

Sorry | was not able to get to you sooner - 1 was on leave last week and have been in trnal this week. The breakdown Is as

follows:

Let me know if you need anything furtherIZI

Sent:
To:

----- Onginal iﬂgssagg-----
From: (OGC) (FBI)
ﬁanmgm_lﬁﬂﬂaﬁAM

Subject: NSL [SSUE
Importance: High

SECRET
RECORI-

In-ACS there1s an EC drafted by you dated 4/5/06; for file
requesting subscriber information for a total of

matter.

Paralegal Specialist

National Security Law Branch
Office of the General Counsel
Room 7975/ext

DERIVED FROM:
DECLASSIFICAT

(FBI)

tion Guide G-

dated 1/99, Foreign Government Information

phone numbers going to] _ jphone companies.
In order to adequately fulfill congressional reporting requirements 'm in need of a break down of
how many numbers were requested per company which should be stated within the EC any time
a request is being made to more than one entity. Thank you for your prompt attention to this

SR Dy

[z

OO0 0T UU

7

]

|
7

o
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£
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| | (0GC) (FBI) S /9?«@

To: FBI)
Subject: : NSCTSSUE

L1

(8} In ACS there.is an EC drafted by you dated 4/5/06; for filev--jv
requesting subscriber information for a total o hone n TTOTTE COMpPANTes. 1N

order to adequately fulfill congressional reporting requirements I'm in need ot a break down of how
many numbers were requested per company which should be stated within the EC any time a »
request is being made to more than one entity. Thank you for your prompt attention to this matter.

Paralegal Specialist
National Security Law Branch

L
Vnyb( A sypos— S0

g’}”wmw (’/ma:\ﬂ X {/é"%’éﬂ




Precedence: ROUTINE

SBERET

NSL VIO-12425

---- Working Copy ---- Page 1

Date: 04/05/2006

To: General Counsel Attn: Julie F. Thomas
Deputy General Counsel, NSLB
Counterterrorism Attn: ITOS_I/CONUS IV
ssh |
Attn: SSpal
SA
Attn:
Attn:
Attn:
Attn:
Attn:
Attn:
Attn:
Attn:
Attn:
From:
Contact: SA|
Approved By:
Drafted By: ﬁ%
Case ID #: (9 Pending) b7E
o
Title: (8) b7C
b7A
| | |
UU:l I
istQSe 1D 51
5&75yr "
N
b7E

b7A



NSL VIO-12426

\
SEﬁéQET

» ---- Working Copy ---- Page 2

Synopsis{”"“M Approves the issuance of:lECPA National
Security Letters (NSL) for subscriber information; provides
reporting data; and, if necessary, transmits the NSL for delivery
to the wire communications service provider.

W26 Derived : G-3 o
Declassify o X-1 no
(3} p7E
b7A
Enclosure (s): (U) Enclosed for[:::::::]Division are aIr_Q.);:j_su'_na.J__|
and one copy of an NSIL dated 04/05/2006, addressed to
[ |
| | and an _original and
one copvy of an NSIL dated 04/05/2006 addressed to

m
Tisted.

b2

bz
(U) Enclosed for[[___ | Division are an original BT
and one copv of an NSL dated 0470572006, addressed to géh’
|
b7D
requesting subscriber iniformation of the customers listed. hé
o . b7C
(U) Enclosed for blVlSlOD are ai
and one copy of an NSL dated 04/05/2006, addressed to
[ |
| [ New York, requesting subscriber lnrormacion ot
the customers lListed.
(U) Enclosed foﬂ :Division are an original
and one copy of an NSL dated 04/05/2006, addressed to
| requesting
supscriber inrormatlion Of the customers listed.
(U) Enclosed for Division are an original .
7R
requesting subscriber 1nrormatlornl of the customers listed. bd
7D
(U) Enclosed for[;::;::]Division are an original L7
and one copy of an NSL dated 04/05/2006, addressed tol | be
b7C

rfgﬁﬁéﬁf3ﬁ§‘§35§crloer INLormation OLf Cthe CUSLOmers
~Tisted.

(U) Enclosed for I:I:ity Division are an
original and one copy of an NSL dated 04/05/2006, addressed to
|

| , [FRdan original
SIEC RS L :




NSL VIO-12427

SEé%ET

---- Working Copy -=--- Page 3

and one copy of an NSL dated 04/05/2006, addressed to |

requesting subscriber

ITILOITHIAU IO Ul LIS CUSLOINIEL S L L1L50CU.,

(U) Enclosed for:| Division are ra_nﬂj_g_j.ngll and

one copy of an NSL dated 04/05/2006, addressed to 02
b7E
111§ SU INLo (o) e 04
customers listed. 7D
e . b6
(U) Enclosed for Division are an original "o
and one copy of an NSL dated 0470572006, addressed to P
' |
TEQUESL 11 SUDSCr1Der
TNILOIMaC IOl OL CIlIE Ccusconers IISced.
Details; (s)
ol
o))
DiE
blA
Mo e P The approving Division substantive desk .
Supervisory Special Agent (SSA) approving this EC certifies this -
case is properly predicated and further certifies the following: b7E
the specific information on which this case was predicated/
approved and remains justified/approved has been, and continues to be,
thoroughly reviewed by a Division substantive desk
SSA, or an agent acting in that capacity, with the knowledge and
expertise on which to make that approval.
(S) bl

tm~~(§§ This electronic communication documents the SAC’s -
approval and certification of the enclosed NSL. For mandatory bZ
reporting purposes, the enclosed NSLs seek subscriber information

on |phone numbers.

(U) Arrangements should be made with the wire
communications service provider receiving the enclosed letter to
provide the records personally to an employee of your Division or

through usg of a ;ﬁstricted delivery service {(not routine mail) no

to the FBI Division, Attention: | | -

[ i | telephone number b7E
| Records should be produced within ten (10) b6

business days of receipt of this request. b7C

SE?RET
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gEéRET

---- Working Copy ---- Page 4

(U}  You should remind the wire communications service
provider that it should not utilize the name of the subject of
the request in any telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709(c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States; interfere with a criminal,
counterterrorism, or counterintelligence investigation; interfere
with diplomatic relations; or endanger the life or physical
safety of a person.

-

“Gﬁ A brief statement of the facts justifying the
certification suppoerting non-disclosure fcllows: disclosure may
prematurely disclose national security investigation to persons
affiliated with the target and/or the subject matter of the
national security investigation and cause them to change their
behavior patterns and circumvent scrutiny; and disclosure may
prematurely disclose national security investigation to the
target and cause him to change his behavior patterns and
circumvent scrutiny.

o | |

it is the responsibility of the cffice

|to advise FBIHQ. This may bz

be done by routing slip to the National Security Law Branch, bk
Office of the General Counsel, Room 7947, the FBIHQ entity

handling the operational legal needs of the Counterterrorism

Division. This reporting is necessary in order to provide

information to Congress regarding the FBIs use of this authority

as mandated by Congress.

() Information received from a wire communications
sexrvice provider may be disseminated to an agency of the United
States only if such information is clearly relevant to the WO
authorized responsibilities of such agency. E;P
(U) Any questions regarding the above can be directed b6
to Division, Attention: SA | | telephone b7C
numpe
LEAD (s) :

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

SECXET
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SECYST_

---- Working Copy ---- Page 5
Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

{(U) At ITOS I; Read and Clear.

Set Lead 3: (Action)

A |

—— b2
(U) Personally deliver the attached NSL as indicated. ;b?E
* Upon receipt of information from the wire communications service o3¢
provider, submit results to SAI b £ the[::::::::] B0
Division. '
Set Lead 4: (Action)
AT )
b2
{U) Personally deliver the attached NSL as indicated. DIk
Upon receipt of information from the wire communications_service hé
provider, submit results to SA| of the Ts
Division. o
Set Lead 5: (Action)
AT
(U) Personally deliver the attached NSL as indicated.
Upon receipt of information from the wire communications service
provider, submit results to SA| of the
Division.
Set Lead 6: (Action)
AT
. . b2
(U) Personally deliver the attached NSL as indicated. e
Upon receipt of information from the wire communications _gervice “{E
provider, submit results to SA of the 06
Division. L7
Set Lead 7: (Action)

sgggET
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S ET

aT| |

(U) Personally deliver the attached NSL as indicated.

---- Working Copy ---- Page 6
AT |
(U) Personally deliver the attached NSL as indicated.
Upon receipt of information from the wirs comminications service
provider, submit results to SA of the
Division.
Set Lead 8: {Action)
AT -
bz
(U) Personally deliver the attached NSL as indicated. LTE
Upon receipt of information from the wire communications service bo
provider, submit results to SA| bf the p7C
Division. g
Set Lead 9: (Action)
ar [ |
(U} Personally deliver the attached NSL as indicated.
Upon receipt of informaticn from the wire communications service
provider, submit results to SAI |of the
Division.
Set Lead 10: (Action)
AT
(U) Personally deliver the attached NSL as indicated.
Upon receipt of information fr i ications_service b2
provider, submit results to SA of the oo
Division. ) o/E
. Lo
Set Lead 11: (Action) B7C

Upon receipt of information from the wi mmunications gervice
provider, submit results to SAl |of the

Division.

Set Lead 12: (Action)

sEsﬂgT
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--~-- Working Copy ----

AT

(U) Personally deliver the attached NSL as indicated.

Upon receipt of information fr
provider, submit results to SA
Division.

Set Lead 13: {Action)

m_the wire commupnications

f the

AT

service

Page

(U) Personally deliver the attached NSL as indicated.
Upon receipt of information from the wire communications gervice

provider, submit results to S|

| of the

Division.

SEC}QT

7

oliediogioy
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0?2
From: | [icTD) (FBI) o
Sent: : 06 325 PM jee]
To: nao) (FBI) o7C
ce: lose) (Fa 0GC) (FBI) e
Subject: RE NSL ML
SECRET/ORCON.NOFORN
RECOR
(5] itis

Thank you

————— Orginal_ Message-----

From: (OGC) (FBI)

Sent: Wednesday, June 21, 2006 3:21 PM

To: lcTD) (Fa1)

Cc: Jcoce) (re1); | [cose) (rBY)

Subject: RE* NSL
SECRET//ORCON.NOFORN

RECORE I

b2
|:| b7E
er our telephonic conversation, NSLB will discontinue the outgoing EC in ACS, you will bé
discontinue or permanently charge out the requesting EC. There is no need to return any Syie
documents you may shred the EC and NSL However, | need to supply[_____ |vith the file # and
serial of the outgoing EC so he can take care of discontinuing the EC.

Paralegail Specialist
National Security Law Branch
Office of the General Counsel

Room 7975/ext|:|

From: | |ccTD) (FBI)
Sent: Wednesday, June 21, 2006 2:50 PM
To: [{QGC) (FBI)

Ce: (OGC) (FBI)

Suhjeu T T

SECRET/ORCON.NOEQRN

RECOR

[ONEONN &)
~ oy O
]

1 Do you want me to handwrite the notation on the NSL, the EC or both?
2 Since the EC 1s out of NSLB wiil you be discontinuing it in ACS or are you directing us to do it down here?

From: | |(OGC) (FBI)
Sent: ednesday, June 21, 2006 2:40 PM
CTD) (FBI)

ART (OGC) (FBI)




SECRET] - —
RECORD 315

[ ]

NSL VIO-12433

The EC also needs to be discontinued in ACS.

Paralegal Specialist

National Security Law Branch

Office of the Geperal Cou

nsel

Room 7975/ext]

----- Onginal Message-----

From; | | (CTD) (FBI)
Sent: nesday, June 21, 2006 2:22 PM

To: | YOGC) (FBI)
Cc: | kOGC) (FBI)
Subject: T
SECRETHORCONNSFORN

RECORD 315

Do you want me to just handwrite it on there?

From:

koac) (Fe1)

Sent: 2006 2:20 PM
To: ICTD) (FBI)
Cc: QGC) (FBI)

Subject: RE: NSL

SECRETHAORCONNOFORN-

RECORD 315

| | it needs to come back up here t:l with a clear notation that "request was

canceled before service"

From: |

] (CTD) (FBI)

Sent: IML&MMLLI_ZQQ&l 10.48 AM
To: (OGC) (FBI)

Subject: FW: NSL

SECRETHORCONNORORN-

RECORD]| ]

Sd  [shouid I just shred this thing or what?

—

----- Onginal Message-----

From:

CTD) (F8I)

25 PM
|(OGC) (F8I)

B2
]9
b7C
bé .
L7C
b6
b7C
b2
b7C

~

6
b7C
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(5] Regarding-one of the NSL-s-from yesterday,we received-a-cablg esterday after | got
the NSL from you asking that we discontinue all activity regarding e aceount. We will not serve
that NSL. s there something that needs to be done to withdraw it/purge it from ACS/other?

Let me know

1)
Thanks Dr
bo

[ 1 b7C

desk
cell.
fax:

secure fa

DERIVED FROM: Multipl¢/ Sources
LASSIFY ON: 20310616

DECLASSIFY ON: 70310616
SECRETIIORCQNOFORN

DERIVED FROM: tiple Sources
DECLASSIFY ON: 20810616
SECRET//ORC@N.NAFORN

DERIVED FRO} Multiple Sources

DERIVED FROM: Multiple Sourges
DECLASSIFY ON: 20310616
SECRET/ORCON,NOFORN

DERIVED A)M: Multiple Sources
DECLASSIFY ON: 20310616
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| | (OGC) (FBI)
From: FBl)
Sent: \MESTWJAM

To: {OGC) (FBI)
Subject: RE NOSL DATA

SBFERET
I:S:I RECORDO-

t checked and | have made a mistake Instead of "seeks financial records"” | have "seeks consumer identifying

information " Please let me know If | need to correct the EC | am requesting financial records as per 12 USC Sorry for the
goof It's nice to know that someone actually reads these since | have completely omitted the error

Thanks,

From: (OGC) (FBI)
Sent: aturoay, 2006 6:40 AM
To: FBI)
Subject: NSC DRTR
SECRET_

|: g :| -~ RECORI]

In ACS there is an EC drafted by you dated 5/31/06.-file 4 pertaining to an
NSL request being served upon Utah Credit Union. In the "synopsis™ it states you're requesting
"financial records," which falls under 12 U.S.C. However, third page first paragraph states,
"...For mandatory reporting purposes, the enclosed NSL seeks consumer identifying
information...,” which falls under 15 U.S.C. Seeing that Consumer identifying information is
requested only when records are being sought from a credit bureau, I'm not quit sure what type or
records you're requesting. Thus, in order to accurately fulfill congressional reporting requirements
would you clarify for me what type of records were requested from| Your
prompt attention to this matter would be greatly appreciated.

Paralegal Specialist

National Security Law Branch
Office of the General Counsel
Room 7375/ext.

DERIVED FROM: G-3 FBI Classific\at}r\Guide G-3, dated 1/
DECLASSIFICATION EXEMPTION 1
SECRET

Foreign Counterlntelligence Investigations

DERIVED FROM: G-3 FBI C!
DECLASSIFICATION £
SECRET

ification Guide G-3, dated\1/97, Foreign Counterintelligence Investigations
IN1




NSL VIO-12436

spfxeT

---- Working Copy ---- Page 1

Precedence: ROUTINE Date: 05/31/2006

To: General Counsel Attn: Julie Thomas

Deputy Geneg nsel, NSLB
Counterintelligence Attn: CD-2C, SSA

From:

Contact: SA Telephone Number

Approved By: SAC |
ASA
ChC
SsAa

~1 oy ~d PO
&

elielioley

@]

Drafted By: | | bl

b2
Case ID #: (S) (Pending) b7E

Title: (S) bo
h7C

e co:] | b7A

Synopsis{“”?é) Approves the issuance of an RFPA National Security
Letter (NSL) for financial records; provides reporting data; and, if
necessary, transmits the NSL for delivery to the financial
institution.

- ,
{}Q Derived F : G-3 hl
Declassgify O X-1 n2

bTE

oTA

) Administrativef‘“}gj FISA WARNING STATEMENT - STATUTORY RESTRICTION:
This report includes information that is Foreign Intelligence
Surveillance Act (FISA)-derived. Per 50 U.S.C. Section 1806(B) of the
Foreign Intelligence Surveillance Act, recipients are reminded that e
this information, or any information derived from it, may only be used ok
in a criminal proceeding with the advance authorization of the p7E
Attorney General. US person, FISA derived information may not be 4

disseminated to a foreign government without the authorization of the K70

Attorney General.

b

Enclosure(s): (U) Enclosed for] | is an NSL dated L7C
05/30/2006, addressed to B7A

| [requesting financial records of the customer listed.

(U) Enclosed for Deputy General Counsel, NSLB is an NSL
dated 05/31/2006.

__________________________________________________________________ Pl -
(81 65 1 , o
SFRET - oo

o

bh7A
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NSL VIO-12437 2

SETAET

--~-- Working Copy ---- ' Page 2

(U) Enclosed for CD-2C is an NSL dated 05/31/2006.

=2 |

o

e B
@]

=

oo

>
-

bl
(S)[ o

5TE
o

o)

'

To=d Oy =

o oo
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SBYRET
---- Working Copy ---- Page

(51

e e R This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks consumer identifying
information for one individual.

/- 2414 ()

(U) In accordance with 15 U.S.C. ? 1681lu{(d) I, the senior
official approving this EC, certify that a disclosure of the fact that
the FBI has sought or obtained access to the information sought by this
letter may endanger the national security of the United States,
interfere with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger the
life or physical safety of a person.

m WPg) Some of the information in this EC is FISA derived which
carries a Statutory Restriction therefore it is essential that none of
the information from this EC be disseminated outside the FBI and only
to the persons with the role.

(U)  Anv gquestions reqgarding the above can be directed to
the SA
LEAD(s) :
Set Lead 1: (Action)

GENERAL COUNSEL
AT WASHINGTON, DC

(U} NSLB is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.

Set Lead 2: (Info)
COUNTERINTELLIGENCE
AT WASHINGTON, DC

(U) At CD-2C Read and Clear

S%ET

bl
7R

00
DiC
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sadkar

-~--- Working Copy ---- Page 4
Set Lead 3: {Action)
AT | | ho
{U) Deliver the attached NSL as indicated above. Upon b7E

receipt of information from the banking institution, submit results to
I |case agent.

SE%&ET



Precedence: ROUTINE
To: General Counsel

Counterintelligence

From:

NSL VIO-12440

SERRET
---- Working Copy ---- Page
Date: 05/24/2006
Attn: Julie Thomas
Deputy General Counsel, NSLB
Attn: CD-2D/Rm 4844
Attn: SSA |

1

bZ
b7

Contact: SA|

| Telephone Number

Approved By: SAC!

o

AS
CDhC
SSA
Drafted By:
Case ID #: (S {(Pending)
(s) (Pending) .
bl
Title: (8) B2
g - b6
: b6
b7 1
00:
[T e , . .
Synopsis: "~ (X) Approves the issuance of an RFPA National Security

Letter (NSL) for financial records; provides reporting data; and, if
necessary, transmits the NSL for delivery to the financial

institution,
ay e DR) Derived om : G-3
Declagfify™On: X-1
Enclogure(s) . [ARA! Encloaged Fn'rl l'ic an NGT, Aated na/24/2n0048

addressed to

TCQUESCIIIg LIalltIal IeCcOoras OL Clle Customers ILIsced.

(U) Enclosed for Deputy General Counsel, NSLB is an NSL

dated 05/24/2006.

SE;?ET

k7

bl
h2
b7E
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QE&RET

)~

---- Working Copy ---- Page 2
(U) Enclosed for CD-2D is an NSL dated 05/25/2006.
Netaitla. (S) /
(S)
(s) |
() - m““““"@E% This electronic communication documents the SAC’s
approval and certification of the enclosed NSL. For mandatory

reporting purposes, the enclosed NSL seeks financial records for two
(2) individuals and their business.

(U) Arrangements should be made with the financial
institution to provide the records persocnally to an employee of the
Division within ten (10) business days of receipt of this
request. The financial institution should neither send the records
through routine mail service nor utilize the name of the subject of
the request in any telephone calls to the FBI.

C T
-1 N>

=3

(U) In accordance with 12 U.S.C. ? 3414(a) I, the senior
official approving this EC, certify that a disclosure of the fact that
the FBI has sought or cobtained access to the information sought by this
letter may endanger the national security of the United States,
interfere with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger the
life or physical safety of a person.

) ﬁﬁ The investigation and/or sources might be jeopardized or
hindered should the subjects learn of the FBI‘s inquiry.

(U) Information received from a financial institution may
be disseminated to an agency of the United States only if such
information is clearly relevant to the authorized responsibilities of
such agency.

(17} Any questiong regarding the above can be directed to SA
Telephone|

sﬁ?gm‘

b
b7E
bo
b7C

bl
b2
bi7E

bl
b2
b7E

b2
b6
b7C
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SBERET
---- Working Copy ---- Page 3

LEAD (s) :

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.

Set Lead 2: (Info)

COUNTERINTELLIGENCE
SECRET



SBERET

NSL VIO-12443

---- Working Copy =----

AT WASHINGTON, DC

(U} At CD-2D Read and Clear

Set Lead 3: (Action)

Page

(U) Deliver the attached NSL as indicated above. Upon

receipt of information from th
requested to submit results to

financial

sxa@ﬁ:‘r

institution,

S

4
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| koGC) (FBI)

From: (FBI)
Sent: 06 9 36 AM
To: QGC) (FBY)
Cc: (FBN -
Subject: FW. NSL DATA Do
b7C
SERET bi’
RECORDO: b2
|— b7A
(8 | the ACS text ornginally uploaded-for these two-seriais| |(EC)] were
Tncorrect  Senals 3 and 4 have been charged out, and the corrected text was upioaded as new senals 7 (letter) and 8 (EC)
- requested subscriber info only Can you please correct your stat's?
----- Onginal Message-----
From: | | (FB1)
Sent: 10:09 AM
To: FBI) jel)
Subject: TW. NSL DATA 157 O
' bl
(&4 RECOR} 2
E7E
o7A
See below
Thanks for heiping out
————— Onginal Messgge---—-
From: | (OGC) (FBI)
Sent: 40 PM
To: | {FBI)

Subject: RET NSL DATA .
ubject: Lo
SEURE ] b7

RECORI . ol
Thanks, no need to resubmit, but if you're using a pony please correct second page to reflect toll b7E
billing records. bT7A

Paralegal Specialist

National Security Law Branch
Office of the General Counsel
Room 7975/ex

----- Original ge-----
From: (FBI) bo
Sent: ‘Tuesday, June Ub, Z0 :30 PM B0
To: I PGC) (FBI) /o
Subject: T bl
“SECRET= ot
|: S :I .. .RECORI b7E
L7A




NSL VIO-12445

%uatchmg the error  The enclosure section should have inciuded both subscnber mformation and toll
records The NSL requested both

(8)

13)

ﬂgrze for any inconvenience Should | resubmit the EC?

-----Original Message-----
From: | Yosc) (Fan)

Sent: I_Iusday_lungnﬁ_zmﬁ_l.f:m AM
To: (FBI)

Subject: NSL DATA

SEERET—

R.E.CORDl

In ACS there is an EC drafted by you dated 5/16/06 ﬁle#l- pertaining to
an NSLU request. In the "enclosure” section it states you're requesting subscriber
information. However, on the second page last paragraph it states, "This electronic
communication documents..... For mandatory reporting purposes, the enclosed NSL seeks
both 1) subscriber information and 2) local and long distance toll billing records on one
phone..." In order to accurately record this information for congressional reporting purposes, |
need to know what type of record was requested, subscriber information or toll billing? Your
prompt attention to this matter would be greatly appreciated.

Paralegal Specialist

National Security Law Branch
Office of the General Counsel
Room 7975/ext

DERIVED FROM: G-3 FB] Classification Guide G-3, dated 1/97, Forei
DECLASSIFICATION EXEMPTION 1
SECRET

Counterintelligence Investigations

DERIVED FROM: G-3 FBI Classificatiyn Guide G-3, dated 1/97. Foreign Counterintelligence Investigations

DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM: G-3 FBI Classification Guide G-3)

ated 1/97, Foreign Counterintelligence Investigations

DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM: G-3 FBI Classification Guidg' G-3, dated 1/

, Foreign Counterintelligence Investigations

DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM: G-3 FBI Classific

DECLASSIFICATION EXEMPTION 1

SECRET
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| [{OGC) (FBI)
From: | !FBI)
Sent: nesaay, June 14, 2006 4 54 PM
To: | |JOGC) (FBI)
Subject: RE. NSL DATA

RECORa“

Heltrl |
The [ testing both subscriber information and electronic transactional records Thanks

(]

----- Onginat S
From: {OGC) {FBI)

Sent: Wednesday, June 14, 2006 4.45 PM
To: | |FBI)

Subject: NSL DATA

SECREF-

[5) RECORD] |

In AC% there is an EC drafted by you dated 5/31/06 file |- pertaining to an

{81 NSL request. 'Inthe "enclosure” section it states, "requesting the name, address, length of
service and electronic transactional records..." However, on the second page fourth
paragraph it states, “...For mandatory reporting purposes, the enclosed NSL seeks subscriber
information.." In order to accurately account for our stats to congress | need to know which type
of NSL are you requesting? Your prompt attention to this matter would be greatly appreciated.

Paralegal Specialist

National Security Law Branch
Office of the General Counsel
Room 7975/ext)

DERIVED FROM: G-1 FBI Classification Guide G-
DECLASSIFICATION EXEMP
SECRET

dated 1/99, Foreign Government Information

oGuideg

DERIVED FROM: G-1 FBI Classificati
DECLASSIFICATION EXEMPTION
SECRET

-1, dated 1/99, Foreign Government Information

Do
b7C
bl
b2
b7E
pTA

bo

b7C
bl

bh7E
b7A
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ABCRET

---- Working Copy ---- Page 1

Precedence: ROUTINE Date: 05/31/2006

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

Counterintelligence Attn: CD-3A, Room 4155
SSA | |
Attn:l |Resident Agency
ISS|
From; foipa # 1073946
Contact: SA b7E
Approved By: b6
& bIC

Drafted By: | | ?}
D
Case ID #: (S) Pending) n7E
be
Title: S
reies (8 b7C
55' i bT7A
Synopsis: (U) Approves the issuance of an ECPA National

Security Letter (NSL)for email subscriber information and
electronic communications transactional records; provides
reporting data; and, if necessary, transmits the NSL for delivery
to the electronic communications service provider.

5 3 Derived,From: G-3 ol
Declassi Oon: X1 ol
fﬁ§'~ DTE
DTA

Enclosures: (U) Enclosed forl Division | | Lz

RA, is an NSL dated 05/31/2006, addressed to | L7
!
requesting the name, address, bjr
Tengthl OL service and electronic transactional records for the e- s
mail address holder(s) listed. Lo
_ ”&ﬁ b7C
{n-Details: ™ FISA WARNING STATEMENT - STATUTORY RESTRICTIONS:
This information or document, or portions thereof, is derived
from a court-ordered FISA order and such information or any
information derived therefrom may only be used in a criminal or
other proceeding (including, but not limited to use in a b1
_____________ 52
4 Case ID-{ . b7E
|: :' SECKET ~ b7A
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SEéRET

---- Working Copy ---- Page 2

search/arrest warrant or affidavit or grand jury subpoenas and
proceedings) with the advance authorization of the Attorney
General. See 50 U.S.C. Section 1806(b), 1825(c).

(&9 EXTREME CAUT{OMN SHNIID BE UTILIZED IN THE HANDLING 07
(@} OF. INFORMATION PROVIDED BY SENSITIVE AND RELIABLE o
FEDERAL BUREAU OF INVESTIGATION SOURCE OF CONTINUING VALUE. D7t

INFORMATION DERIVED THEREOF SHOULD BE PROPERLY PARAPHRASED IN ALL b7/D
COMMUNICATIONS.

(w)J s

L L7E
b7a

(U) This electronic communication documents the SAC’s
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber information
on one (1) address.

(U) Arrangements should be made with the electronic b2
communication service ' ovide the rsonally nTE
to an employee of thel iDivision, iRA, n
within ten (10} business days of receipt of thIs request. The

electronic communication service provider should neither send the
records through routine mail service nor utilize the name of the
subject of the request in any telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709 (c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
safety of a person.

(W
"““Qﬁ Brief statement of the facts justifying my
certification in this case: Disclosure may prematurely disclose
a national security investigation to the target and cause him to
S%ﬁRET '
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SEC#%T

---- Working Copy ---- Page

change his behavior patterns and circumvent detection.

| [Tt 15 tre Tesponsibility Of The office
| to advise FBIHQ. This may
be done by routlng slip to the National Security Law Branch,
Office of the General Counsel, Room 7947, the FBIHQ entity
handling the operational legal needs of the Counterintelligence
Division. This reporting is necessary in order to provide
information to Congress regarding the FBI's use of this authority
as mandated by Congress.

(U) Information received from an electronic
communications service provider may be disseminated to an agency
of the United States only if such information is clearly relevant
to the authorized responsibilities of such agency.

(U) Any questions regarding the above can be directed
to SA| | telephone number

LEAD (s):

Set Lead 1: (Action)
GENERAL CdUNSEL
AT WASHINGTON, DC
(U} NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: (Info)
COUNTERINTELLIGENCE
AT WASHINGTON, DC
(U) At CD-3A. Read and Clear

Set Lead 3: (Action)

AT I

(U) Deliver the enclosed NSL as indicated above.
Upon receipt of the information requested,

i ion,[f::::::::]RA, is requested to subMIT TESUITS TO |
Division.
SEGRBT

L7E

()]
k2

b7E

B7A

oo o

3y I



