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Precedence: ROUTINE 

To: General Counsel 

Counterterrorism 

Attn: 

Attn: 

Date: 06/13/2006 
Julie Thomas 
Deputy General Counsel, NSLB 
TTOfi TT A 
ssaJ 
II 

Attn: 

ITOS I/CONUS II/Team 5 
SSA 
SIA 

b2 
b7E 
b6 
b7C 

From : 
Contact : SA 

foipa# 1073946 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL)for electronic communications transactional records; 
provides reporting data; and, if necessary, transmits the NSL for 
delivery to the electronic communications service provider. 

<U) Deriv^d</From : 
Declaâsifv On: 

G - 3 
06/13/2031 

is y ^ f 

Enclosure(s): (S) Enclosed forf 
nfi/1 ̂  .. addrPRRPri I 

Tare I ksL's dated 

requesting the 
names, addresses, lengths of service, and electronic transactional 
records for the e-mail address holder(s) listed. 

NSL 
VIO-12352 

bl 
"b2 
b7E 
b7A 

bl 
b2 
b7E 
b7A 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 



SECRET 
Working Copy- Page 

n^t-ailH- ffi' bl 
b7A 
b2 
b7E 

(Sii 
bl 
b7D 
b7A 

bl 

(Si/ 

b7C 
b7D 
b7A 

bl 
b7D 
b7A 

1SL bl 
b6 
b7C 
b7D 
b7A 

1 

-LS 7 

bl 
b2 
b7E 
b7A 

bl 

(V] This electronic communication documents the approval of 
SECRET N S L 

VIO-12353 

b7D 
b6 
b7C 
b7A 
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S^tRET 
Working Copy 

Division's Special Agent in Charge, 
Page 
and 

the certification of the enclosed NSL's. For mandatory reporting 
purposes, the two enclosed NSL's seek subscriber information on e-mail 

<S) addresses 
(U) Arrangements should be made with the electronic 

communication service provider to provide the records personally to an 
employee of the division within 10 business days of 
receipt of this request. The electronic communication service 
provider should neither send the records through routine mail service 
nor utilize the name of the subject of the request in any telephone 
calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact that 
the FBI has sought or obtained access to the information sought by 
this letter may endanger the national security of the United States, 
interfere with a criminal, counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger the 
life or physical safety of a person. 

(S) (S) 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 
b2 
b7E 

bl 

u > ( X ) If a 
1 i t - i n r h p r - M n n n q i h i h t v n t t " h p n m r p 

to advise FBIHQ. This may be done by 

General Counsel, Room 7947, the FBIHQ entity handling the operational 
legal.needs of the Counterintelligence Division. This reporting is 
necessary in order to provide information to Congress regarding the 
FBI's use of this authority as mandated by Congress. 

-OH. anv rnipgtinns regarding the above can be directed to SA 

b2 
b7E 

b2 
b6 
b7C 

LEAD(s): 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate information 

needed to fulfill the Congressional reporting requirements for NSL's. 

Set Lead 2: (Info) 

COUNTERTERRORISM 
AT WASHINGTON, DC 
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(U) ITOS Il| [is requested to read and clear. 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) ITOS I/CONUS II/Team 5 is requested to read and clear. 
Set Lead 4: (Action) 

(U) It is requested that 
s as indicated above. Upon receipt of information from attached NSL 

the electronic communication service provider, 
further requested to submit results to 

deliver the| | 

LS 
to tne attention of SA 

SEGJxET 



ï 

NSL VIO-12356 

From: 
Sent: 
To: 
Subject: 

-occncT 
(S)-RECORC 

(OGC) (FBI) 

:FBI) FnHa» hinp̂ n OOPR 7 n7 PM 
K t IMÒL U M I A 

(OGC) (FBI) 

Thanks for bringing that to my attention It is in fact transactional records I am seeking Thanks 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(S) 

(S) 

Original Message 
From: 
Sent: 
To: 
Subject: 

kiday. June JU.7ÜÜ5 

NSL DATA 

(OGC) (FBI) 
12:21 PM 

](FBI) 

SECRET 
RECOR 

in A C S there is an EC drafted by you dated 6/6/06 file numbel )ertaining to a 
NSL request. In the "enclosure" section it states, "requesting the names, addresses, lengths 
of service, and electronic transactional records for..." However, in the details it states, "For 
mandatory reporting purposes, the enclosed NSL seeks subscriber information on e-mail 
address ..." In order to accurately fulfill Congressional reporting requirements, I need to know 
what type of records were sought. If you are using a pony, please correct so that these two 
sections will agree in use of language. Your prompt attention to this matter would be greatly 
appreciated. 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext 

DERIVED FROM: 
DECLASSIFICATION EXEMPTI 
SECRET 

DERIVED FROM: G-1 FBI Classificati 
DECLASSIFICATION EXEMPTION 
SECRET 

-1, dated 1/99, Foreign Government Information 

ated 1/99. Foreign Government Information 

l 
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Precedence : ROUTINE 

To: General Counsel 

Counterterrorism 

Date: 06/06/2006 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

Attn: ITOS tt/I I 
SSA 
IA 
ITOS I/CONUS II/Team 5 

From : 

SSA 

Attn: SIA 

Contact : SA 

Approved By : 

Drafted By: 

Case ID #: W (Pending) 
(Pending) 

(Pending) 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL)for electronic communications transactional records; 
provides reporting data; and, if necessary, transmits the NSL for 
delivery to the electronic communications service provider. 

m M From : 
ify On: 

G-3 
06/06/2031 

(U) Enclosure (s) : Enc 1 osed for 
06/06/2006. addressed to [ 

is an NSL dated 

J requesting the names, addresses, lengths ot service, and 
electronic transactional records -for the e-mail address holder(s) 
listed. 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b7A 
b2 
b7E 
b4 
b7D 
b6 
b7C 
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/ 
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(S )/ 

bl 
b7A 
b2 
b7D 

bl 
b7D 
b7A 

(S) JXX 

bl 
b6 
b7C 
b7D 
b7A 

Ssf 
bl 
b7D 
b7A 

LS)i 
bl 
b6 
b7D 
b7A 

C 

(s) 7 

(S)/" 

bl 
b2 
b7E 
b7A 
bl 
b4 
b7D 
b6 
b7C 
b7A 



NSL VIO-12359 

(S) 

SECRET 
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This electronic communication documents the approval of 
Division's Special Agent in Charge, 

tne certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber information on e-mail 
address 

and 

(U) Arrangements should be made with the electronic 
communication service provider to provide the records personally to an 
employee of the division within 10 business days of 
receipt of this request. The electronic communication service 
provider should neither send the records through routine mail service 
nor utilize the name of the subject of the request in any telephone 
calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact that 
the FBI has sought or obtained access to the information sought by 
this letter may endanger the national security of the United States, 
interfere with a criminal, counterterrorisrrr, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger the 
life or physical safety of a person. 

LSjJ 

£83 If a 
1 iu is ine responsiDiiity or cne 

to advise FBIHQ. This may be done by 
1 

routing slip to the National Security Law Branch, Office of the 
General Counsel, Room 7947, the FBIHQ entity handling the operational 
legal needs of the Counterintelligence Division. This reporting is 
necessary in order to provide information to Congress regarding the 
FBI's use of this authority as mandated by Congress. 

(U) Anv questions regarding the above can be directed to SA 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

b2 
b7E 

bl 

b2 
b7E 

b2 
b6 
b7C 

LEAD(s) : 
Set Lead 1: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSL's. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

S E ^ E T 
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AT WASHINGTON, DC 

(U) ITOS IlJ ~|j-s requested to read and clear. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) ITOS I/CONUS II/Team 5 is requested to read and clear. 

Set Lead 4: (Action) 

b2 

(U) It is requested that 

b2 
b7E 

deliver the attached b6 
NSL as indicated above. Upon receipt of informat iorTTfrom the b7C 
electronic communication service provider, is further 
requested to submit results to to the attention of SA 

S ^ R E T 



From: 
Sent: 
To: 
Subject: 

SECRET 

(SJ 
RECORq 

|(OGC) (FBI) 

NSL VIO-12361 

Friday. June 30. 2006 11 44 AM 
(OGC) (FBI) 

FBI) 

KB NÒLUAIA 

BEiUQl; 1.4 (e) P[.mc.|...ft..e.exirw BIT« fl.fi.. 

Ser ia l 211 lumbers carriers') 

b2 
b7E 

b7C 

bl 
b2 
b7E 
b7A 

b2 
b4 
b7D 
b6 
b7C 



X NSL VIO-12362 

b2 
b4 
b7D 
b6 
b7C 

( S i 

(S) 

Original Messaos 
From: | |(QGC) (FBI) 
Sent: Wednesday, June 28, 2006 10.03 AM 
To: | KFBI) 
Subject: NSL DA'I A 

SECRET 

(S) RECORC 

[ 
In ACS there are two ECs drafted bv vou dated 

I Ipertaining to a NSL request. Sen 
different telenhorie companies totali 

6 and 6/15/06 file; 
i Jis requestimaubscriber information from 

numbers and seriaj js requesting subscriber 
different telephone companies totallyl |numbers. In order to accurately information from 

fulfill congressional reporting requirements I need to be provided with a break down of how many 
numbers were requested from eacl^ telephone company. Please supply this information in all 
future NSL requests. Your prompt attention to this matter would be greatly appreciated. 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ex 

bl 
b2 
b7E 
b6 
b7C 
b7A 

DERIVED FROM: G-1 FBI Classificatilo Guide G-1, dated 1/99. Foreign Government Information 
DECLASSIFICATION EXEMPTION 1 
SECRET 

1: G-1 rPI ^iaajyiftpatic DERIVED FROM: G-1 rp i ^^¿meation Guide G-1. dated 1/99, Foreign Government Information 
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Precedence: ROUTINE 

To: General Counsel 

Counterintelligence 

From: 

Contact: SA 

Drafted By: 

Title: (S) 

Attn: 

Attn: 

Attn 
Attn 
Attn 
Attn 
Attn 
Attn 
Attn 

Date: 06/19/2006 

Deputy General Counsel, NSLB 
Julie F. Thomas 
Room 794 7 
rn-TR /Pnrun ¿11 T. 

(S (Pending) 

00: 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL) for subscriber information and provides 
reporting data. 

(U) (X 
( S ) ( u ) 

D e r i v e d ^ ^ ^ ^ F B I SCG#3 , 10/01/1997 bl 
Declassi£y-lDn>\06/19/2016 fc)2 

' b7E 
b7A 

Enclosure(s): (U) Enclosed for receiving offices are NSL's as 
follows: 

I H L MST. Ĥ t-̂ rl nfi/lQ/7 nnfi ariHrpggpH t-nf 

lniuimuLiuii. 
requesting subscriber 

(U) 

(S) C a s e I D : 

.RA) - NSL dated 06/19/2006 

SECRET 

b2 
b7E 

b2 
b7E 
b4 
b7D 
b6 
b7C 

bl 
"b2 
b7E 
b7A 

b2 
b7E 
b6 
b7C 
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SECîfer 
Working Copy Page 

addressed tof 
requesting subscriber information. 

ill) - NST, dated 06/19/9006 addres.qpd to b2 
requesting subscriber b7E 

information. b4 
(U) 1 \ NSL dated 06/19/2006 addressed to b7D 

m . 

requesting subscriber information. 

- NSL dated 06/19/2006 addressed to 

requesting subscriber information. 
I L, M£I ^ ^ -irjrjv̂ norirj t-̂  f 

_ Q U E 1 

requesting subscriber information. 
• MfiT. d*tpd 06/1 Q / ? 0 0 6 sHHrP^sH tof 

requesting subscriber information. 

(U) NSL dated 06/19/2006 addressed to | 
1 

requesting sudscrioer mrormation. 

(U) NSL dated 06/19/2006 addressed to 

înroripation. 
Details: (S)f 

California, requesting subscriber 

IS) T 

b7C 
b7A 

b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(s)A 
bl 
b6 
b7C 
b7A 
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SECRET 
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(Sì 

(s) /" 

bl 
b6 
b7C 
b7A 

(s) r 

bl 
b6 
b7C 
b7A 

(s )/ 

bl 
b2 
b7E 
b6 
b7C 
b7A 

tU) This electronic communication documents the SAC's 
approval and certification of the enclosed NSL's. For mandatory 
reporting purposes. the enclosed NSL's seek subscriber 
information on| |phone number(s). 

(U) The enclosed NSL's have been delivered via 
restricted delivery service; therefore, no arrangements for 
personal delivery of the NSL to the service provider is 
necessary. Because the service provider has been given the 
option to return documents through restricted delivery service or 
through their local FBI Division, a courtesy copy is being 
provided to your Division. Please maintain a copy of this 
communication and NSL for a reasonable amount of time as a 
reference. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical safety 
of a person. 

b2 

(S) bl 
JiJHilJ 1 



NSL VIO-12366 

S) 
SEc)&r 

Working Copy Page 
bl 
b6 
b7C 
b7A 

m i 
11 i ̂  the rR.qnon.qi bi 1 i tv of the office 

:o advise FBIHQ. This may 
b2 
b7E 

be done by routing slip to the National Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterterrorism 
Division. This reporting is necessary in order to provide 
information to Congréss regarding the FBI's use of this_authority 
as mandated by Congress. 

to SA 
(U) Any questions regarding the above can be directed 

LEAD(s) : 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSL's. 

Set Lead 2: (Info) 
COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 3: (Action) 
ALL RECEIVING OFFICES 

(U) Maintain this EC and NSL for a reasonable amount 
of time as a point of reference. If the service provider 
requests the personal delivery of records, please make 
arrangements to receive such records. Upon receipt of 
infnrmafinn fmm t-hp service provider, submit results to SA 

of the | iDivision. 

b2 
b6 
b7C 

b2 
b7E 
b6 
b7C 

SETTLE: 
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Precedence : ROUTINE 
To: General Counsel 

Counterintelligence 

Attn: 

Attn: 

Attn 
Attn 
Attn 
Attn 
Attn 

Date: 06/15/2006 
Deputy General Counsel, NSLB 
Julie F. Thomas 
Room 7947 
CD-2B/Room 4134 
Penny T,. Green 

From 
Contact: SA 

Approved By: 

Drafted By: 
Case ID #: (S) 
Title: (S) 

b2 
b7E 
b6 
DlC 

ending) 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL) for subscriber information; provides 
reporting data; and transmits the NSL for delivery to the wire 
communications service provider. 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(U) (X) Derived Fròfix^ FBI SCG#3, 10/01/1997 
DeclassiJ<On:\Q6/15/2 016 

C S Ï rgc 

bl 
b2 
b7E 
b7A 

Enclosure(s): (U) Enclosed for receiving offices are NSL's as 
follows: 

(U) NSL dated 06/15/2006 addressed to 
requesting subscriber information. 

(U) - NSL dated 06/15/2006 addressed to 
requesting subscriber information. 

(SI CaseID 
"sr: 

b2 
b7E 
b6 
b7C 
b4 
b7C 

-.bl 
b2 
b7E 
b7A 
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SÈJRI 

(U) 

SECRET 
Working Copy 

- NSL dated 06/15/2006 addressed to 
Page 

T̂ T̂TSTdTTTT̂  SUn^TTTT^T nTTOrïïîcrrTCTT! 

illl - MST. rì^pH 06/1^/9006 aHHrPc^H t-n 
requesting suoscrioer inrormation. 

m 

n̂ i-a-i 1 g 

NSL dated 06/15/2006 addressed to 
requesting subscriber information. 

(S) 

b2 
b7E 
b4 
b7D 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 
b7A 

tp r 

bl 
b6 
b7C 
b7A 

bl 
b6 
b7C 
b7A 

bl 
b2 
b7E 
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(S) 

SECRET 
Working Copy Page 

(U) (X) This electronic communication documents the SAC's 
approval and certification of the enclosed NSL's. For mandatory 
reporting purposes. the enclosed NSL's seek subscriber 
information on phone number(s). 

bl 
b2 
b7E 
b6 
b7C 
b7A 

b2 

(U) Arrangements should be made with the wire 
communications service providers to provide the records 
personally to an employee of the FBI within 10 business days of 
receipt of this request. The wire communications service 
provider should neither send the records through routine mail 
service nor utilize the name of the subject- of the request in any 
telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical safety 
of a person. 

L£1L bl 
b6 
b7C 
b7A 

(u) r 
H E 1 .q the resngns i bi 1 i tv of the office 

to advise FBIHQ. This may 
be done by routing slip to the National Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterterrorism ' 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBI's use of this authority 
as mandated by Congress. 

b2 
b7E 

to SA 
ill] Anv questions regarding the above can be directed 

LEAD ( s) : 

Set Lead 1: (Action) 
GENERAL COUNSEL 

b2 
b6 
b7C 

S E S ^ T 
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AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSL's. 

Set Lead 2: (Info) 
COUNTERINTELLIGENCE 

AT WASHINGTON, DC 
(U) Read and clear. 

Set Lead 3: (Action) 

AT 

(U) Deliver the enclosed NSL as indicated above, 
receipt of requested information, 
submit results to 

is requested to 
Upon 

b2 
b7E 

Set Lead 4 : (Action) 

AT 
(U) Deliver the enclosed 

reciept of requested information, 
results to I I 

NSL 
is 

as indicated 
requested to 

above. 
submit 

Upon 

Set Lead 5 (Action) 

AT 

(U) Deliver the enclosed NSL as indicated above 
receipt of requested information, 
results to 

b2 
b7E 

Upon 
is requested to submit 

Set Lead 6: (Action) 

AT 

(U) Deliver the enclosed NSL as indicated above. Upon 
b2 
b7E 

receipt of requested information, 
results to 

is requested to submit 

SESRET 
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Set Lead 7: (Action) 

AT 

(U) Deliver the enclosed NSL as indicated above, 
receipt of requested information, 
results to 

is requested to submit 
Upon 

b2 
b7E 

SECRET 



NSL VIO-12372 

From: 
Sent: 
To: 
Subject: 

(OGC) (FBI) 

I uesaav. June i(. ¿OUi 
RL NSL DAI A 

5 
J 

FBI) 
10 19 AM 
OGC) (FBI) 

b2 
b7E 
b6 
b7C 

5ECRET 
(S) RECORC 

bl 
b2 
b7E 

I am trying to get the toll records for the phones I believe I already have the subscriber information. I was just using the 
ponies provided, so sorry I missed the inconsistency If there is anything else that is out of sorts, please let me know 
Sorry it took so long to get back to you, I was on A/L all week. 

(S) 

(S) 

Original Messaqe 
From: 
Sent: 
To: 
Subject: 

"rrnrT JLl/l iL. I 

rOGC) (FBI) 
lupcrlav/ li ino 'M 'JHflfi 9;42 AM 

(FBI) NSL DATA 

b2 
b7E 
b6 
b7C 

RECORD 

bl 
b2 
b7E 

In A C S there is an EC dated 6/5/06 that was drafted by you under file t 
pertaining to a NSL request. In the enclosure it states you're requesting "subscriber 
information." However, in the details it states, "...For mandatory reporting purposes, the 
enclosed NSL seeks local and long distance toll billing records..." In order to accurately fulfill 
mnnrpRsinnal reporting requirements, please indicate what type of records you requested from 

»'our prompt attention to this matter would be greatly appreciated. 

b6 
b7C 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

Paralegal Specialist 
National Security Law Branch 
Office of the fiqnpral Cnunpel 
Room 7975/ext 

DERIVED FROM: G-3 FBI ClassîTî 
DECLASSIFICATION EXEMPTION 
SECRET 

ide G-3. dated 1/97, Foreign Counterintelligence Investigations 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97, Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEWlP'NON 1 
SECRET r X 

1 
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Precedence: ROUTINE 

To: General Counsel 

Counterterrorism 

From: 

Attn: 

Attn: 
Attn: 

Date: 06/05/2006 

Julie Thomas, Deputy General 
Counsel, NSLB 
Counterterrorism Law Unit 
ITOS I/CONUS IV, Team 14 

Contact : SA 

bl 
b2 
b7E 
b6 
b7C 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL) for subscriber information; provides 
reporting data; and, if necessary, transmits the NSL for delivery 
to the wire communications service provider. 

(U) <X> Derived K^pm 
Declass-ff y 

G-3 
06/05/2016 

(S) >: 1 

Enclosure(s): (U) Enclosed for is an NSL dated 

33418, requesting subscriber 
information for the telephone number listed. 

lS: Details : 

b2 
b7E 
b6 
b7C 
EXC1ÏT 

bl 
b2 
b7E 

b2 
b7E 
b4 
b7D 

bl 
b2 
b7E 
b6 
b7C 

IS) Case ID "S^SEET 

bl 
"b2 
b7E 
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S ^ R E T 
-- Working Copy Page 

(S) 

(U) The 
their subject is 
communications. 
subject use the same 

investigation has revealed that 
extremely savvy and cautious in the use of 
It is plausible that others associated with this 

ubject. level of caution as the 

( 5 L 

(ITJ ' This electronic communication documents SAC 
approval and certification of•the enclosed NSL. 

For mandatory reporting purposes, the enclosed NSL seeks local 
and long distance toll billing records for one telephone number. 

(U) Arrangements should be made with the wire 
romrmirnnations service provider to provide the records through 
FedEx to 
request. 

within 20 business days of receipt of this 
communications service provider should neither The wire 

send the records through routine mail service nor utilize the 
name of the subject of the request in any telephone calls to the 
FBI . 

(U) In accordance with 18 U.S.C. Section 2709(c), I, 
the senior official approving this EC, certify that a disclosure 
of the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

IU1 (X) Brief statement of the facts justifying my 
certification in this case: 

LS) 

b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 

b6 
b 7 Cv 

b2 
b7E 

bl 
b2 
b7E 

b7C 

(U) Information received from a wire communication 
service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

(U) Any questions regarding the above_ can be directed 
to Special Agent 

b2 
b6 
b7C 
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Î.ET 
Working Copy Page 

LEAD(s) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Info) 

COUNTERTERRORISM 

AT WASHINTON, D.C. 

(U) Read and clear. 

Set Lead 3 : (Action) 

I I 

AT 

b2 
b7E 

(U) Deliver the attached NSL as indicated above, 
receipt of information from the wire communications servi ce 
provider, is requested to submit results to 

Upon 

SEQRET 
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S^ÌS^ET 
Working Copy Page 

Precedence: ROUTINE 

To: General Counsel 

Counterterrorism 

From: 

Contact : SA 

Approved By: 

Drafted By: 

Case ID 

Title: (S) 
— — y é 

Attn: 

Attn: 

Attn: 

Date: 06/02/2006 
Julie Thomas, Deputy General 
Counsel, NSLB 
Counterterrorism Law Unit 
ITOS I/CONUS IV, Team 14 

(Pending) 

H 

CLASSIFIED i¥ 151" 
REÀS0H: 1.4 (c) 
DECLASSIFY Oil; 0B-

bl 
b2 
b7E 
b6 
b7C 

b2 
b7E 
b6 
b7C 

(S) 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL) for subscriber information; provides 
reporting data; and, if necessary, transmits the NSL for delivery 
to the wire communications service provider. 

ro-

06/02/2016 
Deriv 
DecLarSsi 

. M . 

Enclosure(s): (U) Enclosed forf 
06/02/2006. addressed toi 

"lis an NSL dated 
1 

listed. 
<S) Details: 

requesting subscriber information for the telephone number 

bl 
b2 
b7E b2 

b7E 
b4 
b7D 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 

Case ID 
SEàpTT 

bl 
b2 
b7E 
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(U) The 

S^RET 
-- Working Copy 

investigation has revealed that 

Page 

their subject is extremely savvy and cautious in the use of 
communications. It is plausible that others, r j . ssnr i atpii, with this 
subject use the same level of caution as the subj ect. 

<s> 

(S) M f 

(U) ŷ i) This electronic communication documents SAC 
approval and certification of' the enclosed NSL. 

For mandatory reporting purposes, the enclosed NSL seeks local 
and long distance toll billing records for one telephone number. 

(U) Arrangements should be made with the wire 
communications service provider to provide the records through 
FedEx to within 20 business days of receipt of this 
request. The wire communications service provider should neither 
send the records through routine mail service nor utilize the 
name of the subject of the request in any telephone calls to the 
FBI . 

(U) In accordance with 18 U.S.C. Section 2709(c), I, 
the senior official approving this EC, certify that a disclosure 
of the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

Brief statement of the facts justifying my 
certification in this case: 

X S I 

b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 

b6 
b7C 

b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 

(U) Information received from a wire communication 
service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

(U) Any mipst- i nns rp-aarriinn thp Rlnrwp r̂ an be directed 
to Special Agent 

b2 
b6 
b7C 
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SS^ET 
Working Copy Page 

LEAD(s): 

Set Lead 1: (Action) 
GENERAL COUNSEL 

. AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 
COUNTERTERRORISM 

AT WASHINTON, D.C. 
(U) Read and clear. 

Set Lead 3 : (Action) 

AT 

(U) Deliver the attached NSL as indicated above, 
receipt of information from the wire communications service-
provider, is requested to submit results to 

Upon 
b2 
b7E 

S^g^ET 
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(OGC) (FBI) 

From: FBI) 

(S) 

Sent: 
To: 
Subject: 

Mnniiav .luna 9fi POOR 1 20 PM 
;OGC) (FBI) 

RE NSL DATA 

b2 
b7E 
b6 
b7C 

you are hereby directed to provide to the Federal Bureau of Investigation (FBI) the names, 
addresses, lengths of service, and all e-mail header information (not to include message content 
and/or subject fields), for the below-listed email address holder(s): 

This request didn't appear to fit neatly into either of the NSLB ponies, but it was the language I was told to use by the 
computer investigators to obtain the information I needed I hope this helps 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Original Message" 
From: I 
Sent: QahirHa» Inno 17 
To: 
Subject: NbL UAIA 

H|0GC) (FBI) ?r>nfi fi-np AM 
FBI) 

S) o c c n c T -
RECORC 

b6 
b7C 
b2 
b7E 
bl 
b7A 

(S) In A C S there are two ECs drafted by you dated 6/14/06, file t 
which pertains to an NSL request. In the "enclosure" it states 
address, and length of service for the email... 

you're requesting "the name, 
However, on the second page second 

paragraph it states, "...For mandatory reporting purposes, the enclosed....subscriber 
information and electronic transactional records for one internet account..." These two 
sections should agree in language and because they do not, I'm not quit sure what type of records 
were sought from espectively. In order to accurately fulfill 

bl 
b2 
b7E 
b6 
b7C 
b7A 

congressional reporting requirements, please clarity wnat type of records were sought. 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext.|~ 

SECRET 

DERIVED FROM: G-3 FBI Classifkugfon Guide G-3. dated 1/97, Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTI 

DERIVED FROM: G-3 
DECLASSIFICATION t A ĈÌvÌNl 

fication Guide G-3, dated 
ii>N 1 

7̂  Foreign Counterintelligence Investigations 

l 
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Working Copy Page 1 

Precedence: ROUTINE 
To: General Counsel 

Counterterrorism 

Attn: 

Attn: 

Attn: 

Date: 06/14/2006 

Julie Thomas 
Denutv Cenerai Counsel. NSLB 

SEE 
1 

From: 
Contact : SA 

Approved By: 

S y n o p s i s : W Approves the issuance of an ECPA National Security 
Letter (NSL) for email subscriber information; provides reporting 
data; and, if necessary, transmits the NSL for delivery to the 
electronic communications service provider. 

<U)- « 
(S) 

Derivaâ\From 
Declassify. On: 

G-3 
XI 

(U) 
Enclosure(s 
nfi /1 d /9no£ 

: (U) Enclosed for 
aHrlrpfigpH t-nl 

i s an NSL dated 

requesting the name, 
address, and length of service tor the email address holder(s) listed. 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b7A 

n̂ i-ai 1 F M 

b2 
b7E 
b4 
b7D 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(S) CaseID 
bl 
b2 
b7E 
b7A 
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S E ^ E T 
Working Copy Page 

121 

bl 
b2 
b7E 
b6 
b7C 
b7A 

bl 
b6 
b7C 
b7A 

This electronic communication documents the SAC's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks subscriber information and 

(S), electronic transactional records for two email addresses from internet 
^p^i^p nrnvirlprl 

(U) Arrangements should be made with the electronic 
communications service provider receiving the enclosed NSL to provide 
the requested records personally to an employee of the delivering 
division within 10 business days of receipt of this request. The 
institution should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

SAC's Certification: 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact that 
the FBI has sought or obtained access to the information sought by 
this letter may endanger the national security of the United States, 
interfere with a criminal, counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or, endanger the 
life or physical safety of a person. 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

bl 



NSL VIO-12382 

(S) 
S E ^ E T 

Working Copy Page 

bl 

<U)- ^ r 
it is tj:he responsibility of the office 

to advise FBIHQ. This may be done by 
routing slip to the National Security Law Branch, Office of the 
General Counsel, Room 7947, the FBIHQ entity handling the operational 
legal needs of the Counterintelligence Division. This reporting is 
necessary in order to provide information to Congress regarding the 
FBI's use of this authority as mandated by Congress. 

b2 
b7E 

(U) Any questions regarding the, a h n v p r a n h p directed to SA 
telephone number 

LEAD(s j : 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting requirements 
for NSLs. 

Set Lead 2 : (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) Read and clear. 

b2 
b6 
b7C 

Set Lead 3: (Action) 

AT 

(U) Deliver the enclosed NSL as indicated above 
receipt of the information requested, 
results to 

b2 
b7E 

Upon 
.s requested to submit 

SETSRET 
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SE^f^T 
Working Copy Page 

Precedence: ROUTINE 
To: General Counsel 

Counterterrorism 
Attn: 

Attn: 

Attn: 

Date: 06/14/2006 

Julie Thomas 
Dpnnt--̂  HpriPral CUILOSÈI , NSLB 

S SA | 
DISC 

From: 
Contact : SA 

Approved By : 

(U) 

DM 
Ell 
SIS01; 1,4 

Drafted By: 
Case ID #: (S) 
Title: 

Synopsis: (X) Approves the issuance of an ECPA National Security 
Letter (NSL) for email subscriber information; provides reporting 
data; and, if necessary, transmits the NSL for delivery to the 
electronic communications service provider. 

(U) -. ( X 

S) 
m 

Deriv^dJ^rom : G-3 
Decla^éi% On: XI 

Enclosure(s) 
addressed to 

IIH Enclosed for is an NRT. dated 06/14/2 006, 

the name, address, ana length ot service tor the email address 
holder(s) listed. 

requesting 

Details: (S 

(S): ase ID 

b2 
b7E 

—b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b7A b2 

b7E 
b4 
b7D 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 
b7A 
bl 
b2 
b7E 
b7A 



NSL VIO-12384 

SECSfeT 

(C) -

fai 
b2 
b7E 
b6 
b7C 
b7A 

bl 
b6 
b7C 
b7A 

Ç&3 This electronic communication documents the SAC's 
approval and certification of the enclosed NSL. For mandatory-
reporting purposes, the enclosed NSL seeks subscriber information and 
electronic transactional rp^orHs for one -internet anrrmnt from 

b4 
b7D 

internet service provider The name and 
number of the email account(s) is unknown and will be identified by 
the response to this NSL. 

, (U) Arrangements should be made with the electronic 
communications service provider receiving the enclosed NSL to provide 
the requested records personally to an employee of the delivering 
division within 10 business days of receipt of this request. The 
institution should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

SAC's Certification: 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact that 
the FBI has sought or obtained access to the information sought by 
this letter may endanger the national security of the United States, 
interfere with a criminal, counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger the 
life or physical safety of a person. 

(S) 
bl 
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(S) 

S ^ R E T 
Working Copy Page 

bl 

(D) •• 

I 
MlS 

it is the responsibility of the office 
to advise FBIHQ. This may be done oy 

1 b2 
b7E 

routing slip to the National Security Law Branch, Office of the 
General Counsel, Room 7947, the FBIHQ entity handling the operational 
legal needs of the Counterintelligence Division. This reporting is 
necessary in order to provide information to Congress regarding the 
FBI's use of this authority as mandated by Congress. 

(U) Any questions regarding the above can be directed to SA 
telephone number 

LEAD(s): 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting requirements 
for NSLs. 
Set Lead 2 : (Info) 

COUNTERTERRORISM 
AT WASHINGTON, DC 
(U) Read and-clear. 

b2 
b6 
b7C 

Set Lead 3 : (Action) 

AT 
(U) Deliver the enclosed NSL as indicated above 

receipt of the information requested, 
results to 

Upon 
is requested to submit 

b2 
b7E 

S E ^ E T 
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(OGC) (FBI) 

From: 
Sent: 
To: 
Subject: 

(FBI) htiflflv .luite.«] ̂IHIh 4H AM 

Kh NSL L)A IA 
(OGC) (FBI) 

b2 
b7E 
b6 
b7C 

(S) " S b L K H -
RECORÜ 

Should have been Tolls. These should have been corrected before they went out. I'll be checking into them today Sorry 
for the trouble 

(S) 

(S) 

Original Message-
From: 
Sent: 

[ 
Subject: NSL DATA 

(OGC) (FBI) 
Friday. June 30. 2006 6:26 AM 

l(FBI) 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b7A 
b6 
b7C 

SECRET 
RECORC 

In A C S there are two EC s drafted bv vou dated 6/29/Q6 and 6/26/06 file 
Respectively pertaining to a NSL. In the "enclosure" section It states that yOu'te 

requesting, "the name, address, length of service and local and long distance toll billing 
records..." However, in the "details" section it states, "...For mandatory reporting purposes, the 
enclosed NSL seeks subscriber information..." In order to accurately fulfill Congressional 
reporting requirements, please inform me as to what type of records were requested. 
In addition, if you are using a pony, please correct to reflect that in these two sections the 
language agree. Your prompt attention to this matter would be greatly appreciated. If you have 
any questions, please do not hesitate to contact me. 

bl 
b2 
b7E 
b6 
b7C 
b7A 

paralegal bpeciaust 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext 

DERIVED FROM: G-I^EBI Classification Gjjitie G-1, dated 1/99, Foreign Government Information 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-1 FBPClassificaftqn Guide G-1, dated 1/99. Foreign Government Information 
DECLASSIFICATIO^gXEMPTION 1 
SECRET ^ 

l 
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S È ^ E T 
Working Copy 

Precedence : ROUTINE 

To : General Counsel 

Counterintelligence 

Page 1 

Date: 06/26/2006 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

Attn: CD-2£ 
Attn: SSAI I 

SA 
IS£ 

From: £ 
SAC 
Contact: ISS 

Approved By: 

Drafted By: 

Case ID #: (S) 

Title: (S) 

(Pending) 

1U) -
00: 

Synopsis Approves the issuance of an ECPA National Security 
Letter (NSL) for toll billing records; provides reporting data; and 
transmits the NSL for delivery to the wire communications service 
provider. 

(U) 
Derived^jj^om : 
Declassify 

G-3 
06/26/2016 

i s > 
M 

Enclosures: (U) Enclosed for the 
an NSL dated 06/26/2006, addressed tc 3 

is 

]rëquëyLiny uië naihè, àddrèèè, ièriçcft ÔZ sêfvicê ana local 
and long distance toll billing records for the phone number listed. 

(SJ CaseID 
ShL^hl 

b2 
b7E 
b6 

bl 
b2 
b7E 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b7A 
b2 
b7E 
b4 
b7D 
b6 
b7C 

bl 
b2 
b7E 
b7A 

.bl 
b2 
b7E 
b7A 
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S ^ R E T 
-- Working Copy Page 

bl 
b2 
b7E 
b7D 
b7A 

( U ) 

K ) This electronic communication documents the SAC's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks subscriber information for 

phone number. 

(U) Arrangements should be made with the wire 
communications service provider to provide the records personally 
to an emnlovee 

of the Resident Agency, Division, within 
thirty business days of receipt of this request. The wire 
communications service provider should neither send the records 
through routine mail service nor utilize the name of the subject of 
the request in any telephone calls to the FBI. 

b2 
b7E 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact that 
the FBI has sought or obtained access to the information sought by 
this letter may endanger the national security of the United States, 
interfere with a criminal, counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger the 
life or physical safety of a person. 

S£$RET 
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LET 
Working Copy Page 

Disclosure may prematurely disclose a national security 
investigation to the target and cause him to change his behavior 
patterns and circumvent scrutiny. Such premature disclosure could 
also result in the creation of intentionally flawed (i.ecompromised) 
foreign intelligence. 

(U) Information received from a wire communication service 
provider may be disseminated to an agency of the United States only if 
such information is clearly relevant to the authorized 
responsibilities of-such agency?"~ 

SA 

(U) Any questions regarding the above can be directed to 
b2 
b6 
b7C 

LEAD (s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting requirements 
for NSLs. 

Set Lead 2 : (Info) 

COUNTERINTELLIGENCE 
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secret 
Working Copy Page 4 

AT WASHINGTON, DC 

(U)'At CD-3B, read and clear. 

Set Lead 3: (Action) 

AT b2 
b7E 

(U) Deliver the enclosed NSL as indicated above. Upon 
RA is requested to submit receipt of requested information, 

results to the| [Division1: 

SECRET 
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S^RET 
-- Working Copy Page 

Precedence: ROUTINE 
To: General Counsel 

Counterintelligence 

Date: 06/29/2006 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

Attn: CD - jLB_ 
Attn: SSAj_ 

SA 
Attn: IS£ Supervisor 

From : 

b2 
b7E 
b6 
b7C 

SAC 
Contact: ISS 

CttffSTFÏED BY 6'51797'dïïïb 
ÜI8ÖI: 1.4 (cl Approved By: 

Drafted By: 
Case ID #: 
Title: (S) 

S y n o p s i s : A p p r o v e s the issuance of an ECPA National Security 
Letter (NSL) for toll billing records; provides reporting data; and 
transmits the NSL for delivery to the wire communications service 
provider. 

ÍU) 
to 

si-. 
Derived 
Decla 

G-3 
06/29/2016 

Enclosures: (U) Enclosed for 
06/36/2006. addressed toi 

Division, is an NSL dated 

requesting the name, address, length of service and local and long 
distance toll billing records for the phone number listed, 
information. 

bl 
b2 
b7E 
b7A 

b2 
b7E 
b4 
b7D 
b6 
b7C 

Details: (S) 

L 
C a s e I D : 

¡sJijCKtli 

bl 
b2 
b7E 
b7A 

'bl 
b2 
b7E 
b7A 
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SECRET 
^ Working Copy Page 

bl 
b2 
b7E 
b7D 
b7A 

(U) 

M ) This electronic communication documents the SAC's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks subscriber information for 

phone number. 

(U) Arrangements should be made with the wire 
communications sery±c£_Drû.vider to provide the records personally to 

Division, within thirty business days of an employee of the 
receipt of this request. ihe wire communications service provider 
should neither send the records through routine mail service nor 
utilize the name of the subject of the request in any telephone calls 
to the FBI. 

b2 
b7E 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact that 
the FBI has sought or obtained access to the information sought by 
this letter may endanger the national security of the United States, 
interfere with a criminal, counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger the 

S^RET 
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SE£i^T 
Working Copy Page 

life or physical safety of a person. 

(UI K ) Disclosure may prematurely disclose a national security 
investigation to the target and cause him to change his behavior 
patterns and circumvent scrutiny. Such premature disclosure could 
also result in the creation of intentionally flawed (i.e.,compromised) 
foreign intelligence. 

(U) Information received from a wire communication service 
provider may be disseminated to an agency of the United States only if 
such information is clearly relevant to the~authorized 
responsibilities of such agency. 

(U) Any questions regarding the above can be directed to 

SA 

LEAD (s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting requirements 
for NSLs. 

Set Lead 2 : (Info) 

COUNTERINTELLIGENCE 

SECRET 
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SE^ftET 
Working Copy- Page 

AT WASHINGTON, DC 

(U) At CD-3B, read and clear. 

Set Lead 3 : (Action) 

AT 

(U) Deliver the enclosed NSL as indicated above. Upon 
receipt of requested information, 
results to the I I Division? 

lis requested to submit 

SECRET 



From: 
Sent: 
To: 
Cc: 
Subject: 

Y 
(OGC) (FBI) 

NSL VIO-12395 

FBI) 
Ihnrsriav .liinP̂y '/Mlllf-i M 'A7 PM 

K t N 5 L U M I A 

IQSÇMFBI) 
(FBI) 

b2 
b7E 
b4 
b7D 

SECACI 
(S) RecorI 

IZDf the numbers were a he • was at Sorry about that 

( S ) 

a 

Original fjtottanp 
From: 
Sent: 
To: 
Cc: 
Subject: 

Thursday, June 29, 2006 3.22 PM 
(FBI) 

NbLDAIA 

(OGC) (FBI) 
22 PI 
(FBI) 
FBI) 

b2 
b7E 
b6 
b7C 

S E C R E T 
RECOR 

(S) in a u s there is an EC drafted b\ 
to a NSL. It is stated in the EC 

[ 
.... , jDertaining 

Jtoll billing records are being sought from 
]ln order to accurately fulfill Congressional reporting requirements, please 

4 jated_6Z19/06 file numbe( 
that a total oil Itoll billing record 

provide me with a break down of how many records were requested from each telephone 
company. Your prompt attention to this matter would be greatly appreciated. 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

Classifica tic DERIVED FROM: G-3 FBI Classification Guide/G-3, dated 1/97, Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPT^ 
SECRET 

DERIVED FROM: G-3 FBI Classification 
DECLASSIFICATION EXEMPTION 1 
SECRET 

G-3. dated 1/97. Foreign Counterintelligence Investigations 

l 
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SEÇÏ&T 
Working Copy Page 

Precedence: ROUTINE 

To: General Counsel 

Counterterrorism 

Date: 06/19/2006 

Attn: Julie Thomas 
Deputy General Counsel 
Rm. 7975 

ITOS I, CONUS II 

From : 
contact : 

Approved By : 

Drafted By: 
Case ID #: (S 
Title: 

(U)
 7 

(Pending) 
UNSUB; 
SURSCRTRF.-R OF TFT.F.PHONF. NTTMRFR 

Synopsis,: ^)(D) Approves the issuance of two ECPA National 
Security Letters (NSLs) for subscriber information and 
telephone toll billing records; provides reporting data; and 
if necessary, transmits the NSLs for delivery to the wire 
service provider. 

IUI v v ^ (j&ĵ  DerivecKF^dm : G-3 
Declassify. On: 06/19/2016 

Enclosure(s): (U) Enclosed for 
06/19/2006. addressed toi 

is an NSL dated 
requesting the name, 

address, lengtn or service and local and long distance toll 
billing records for the phone number listed. Enclosed for 

is an NSL dated 06/19/2006. addressed tof 

(S) -Case ID 

requesting tne name, address, length of 

ytiyat:'!1 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b7A 

bl 
b2 
b7E 
b7A 

b2 
b7E 
b4 
b7D 

bl 
b2 
b7E 
b7A 
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(S) 

SECRET 
Working Copy 

service and local and long distance toll billing records for 
the phone numbers listed. 

Page 

bl 
b6 
b7C 
b7D 
b7A 

(S// 

Additional database checks, including 

r 
(S) 

provide no additional information on the above phone numbers 

(S) 

S E C ^ T 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

bl 
b2 
b7E 
b7A 
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S EGRET 
Working uopy Page 

This electronic communication documents the SAC 
Cincinnati's approval and certification of the enclosed NSLs. For 
mandatory reporting purposes, the enclosed NSLs seeks subscriber 
and local and long distance toll billing records for three phone 
numbers. 

(U) Arrangements should be made with the wire 
communications service provider to provide the records personally 
to a representative of the ~ ' '11 Divisions within 
ten business days of receipt ot this request. The wire 
communications service provider should neither send the records 
through routine mail service nor utilize the name of the subject 
of the request in any telephone calls to the FBI. 

(U) I, the senior-official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute. 

(U) Information received from a wire communication 
service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

b2 (U) Any questions regarding the above can be 

b7E 

directed to SA 
I I** 

Division, b7E 
b6 
b7C 

LEAD(s) : 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

COUNTERTERRORISM 
AT WASHINGTON, DC 

(U) ITOS 1, CONUS 2, read and clear. 
Set Lead 3: (Action) 

b2 
b7E 

AT 

(U) Deliver the attached NSL as indicated above. 
SE^feET 
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S È ^ E T 
Working Copy Page 

Upon receipt of information 
service provider 
results to| 

from the wire communications 
is requested to submit the 

J Attn.: SA 

Set Lead 4: (Action) 

b2 
b7E 
b6 
b7C 

AT 
(U) Deliver the attached NSL as indicated above 

Upon receipt of information from the wire communications 
service provider 
t o Attn.: SA 

is requested to submit the results 

sÈ^kç: 



X NSL VIO-12400 

From: 
Sent: 
To: 
Subject: 

l(OGC) (FBI) 

FBI) 
Thursday .luna?? 
Hb NSL DAI A 

2ÛQ6 7 57 PM 
(OGC) (FBI) 

b2 
b7D 
b6 
b7C 

(S) SECRET RECORD 

I am requesting subscriber information and telephone toll billing records from all three telephone companies 

If you need more clarification let me know 

Thanks] 

(S) 

—Or ig ina l Message 
From: [ 
Sent: 
To: 
Subject: 

seeRen 

^^(OGC) (FBI) 
Thi ircHav w r ? ?nnfi 3:34 AM 

l(FBI) NSL DATA 

RECORi 

[ 
(S) In A C S there is an E C drafted by you dated 5/18/06 file à 

bl 
b2 
b7E 

b6 
b7C 

bl 
b2 
b7E 

pertaining to a 
NSL request. In the enclosure on the second page three times it is stated that you're requesting 
"subscriber and telephone toll billing records" from and 

However, on the third page second paragraph it states, T o r mandatory reporting 
purposes, the enclosed NSL seeks subscriber information..." In order to accurately fulfill 
cong'ressional reporting requirements, please clarify what type or records were requested from the 
aforementioned three telephone companies. Your prompt attention to this matter would be 
greatly appreciated. 

Paralegal Specialist 
National Security Law Branch 
Office of the General Cpunsel 
Room 7975/ext. 

bl 
b2 
b7E 
b6 
b7C 

DERIVED FROM: G-1 FBI Classification Guide G-1. dated 1/99, Foreign Government Information 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-1 FBI Classification G 
DECLASSIFICATION EXEMPTION 1 
SECRET 

-1, dated 1/99, Foreign Government Information 



NSL VIO-12401 

SJEÌŜ ET 
NF 

Working Copy Page 

Precedence: ROUTINE 

To: General Counsel 

Counterterrorism 

Date: 05/18/2006 

Julie Thomas 
Deputy General Counsel 
ITOS1/CONUS4/TEAM13 
SSA 

(Pending) 
(Pending) 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 

Synopsis : & Approves the issuance of an ECPA National 
Security Letter (NSL) for subscriber information and telephone 
toll billing records; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the wire 
communications service provider. 

(U) M DerivWVFrom : G-3 
Declassisi y On: 05/18/2016 

n z 

Case ID : 
(S) 

bl 
b2 
b7E 
b7A 

R E T 

bl 
b2 
b7E 
b7A 
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NF 
Working Copy Page 

Enclosure (s) : (U) Enclosed for| One (1) copy of an 
NSL dated 05/19/06, addressed to SBC, Attn: I T. 

I billing records. ] requesting subscriber and telephone toll 

(U) Enclosed for 
dated 05/19/06, addressed to| 

One (1) copy of an NST. 
I Attn: 

requesting subscriber and telephone toll billing records. 
(U) Enclosed forf 

dated 05/19/06. addressed to I 
One (JJ rnnv of an NST 

"lAttn: 

requesting subscriber ana telephone toll billing records. 
p ^ h ^ - i l Q - fe//Mi? i 

(z) f 

b2 
b7E 
b4 
b7C 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 
b7A 

bl 
b6 
b7C 
b7D 
b7A 

^/HnFnRW/npmNii 
bl 
b2 
b7E 
b7D 
b6 
b7C 
b7A 

L 

( S / / N F \ ~ 

"SECRET 

bl 
b2 
b7E 
b7A 
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SEp&RET 
NF 

Working Copy- Page 

tSJ 

bl 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 
b4 
b7D 

JJsST This electronic communication documents the SAC's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks subscriber information 
on two telephone numbers associated withj bl 

b7D 
b6 
b7C 

(U) Arrangements should be made with the wire 
communications service provider to provide the records through 
use of a delivery service to J or personal delivery 
via the respective field office delivering the NSL within 30 
business days of receipt of this request. The wire 
communications service provider should neither send the records 
through routine mail service nor utilize the name of the subject 
of the request in any telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical safety 
of a person. 
(U) (X) Brief statement of the facts justifying my 

certification in this case: Disclosure may prematurely disclose a 
national security investigation to the target and cause him to 
change his behavior patterns and circumvent detection. 

b2 
b7E 

(U) 
SECRET 

b2 
b7E 



NSL VIO-12404 

SEÒ^ET 
NF 

Working Copy Page 

I it- i « the rpsnnnaihilify of the office 
to advise FBIHQ. This may 

be done by routing slip to the National Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterterrorism 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBI's use of this authority 
as mandated by Congress. 

b2 
b7E 

to SA 
LLÜ Atw mipst-innc! -œna_Q±j_pg the 

or at 
rected 
cell) . b2 

b6 
b7C 

Accomplishment Information: 

Number : 3 
Type: NSL TO COMMUNICATION CARRIER PREPARED & APPROVED 
ITU: NATIONAL SECURITY LETTER 
Claimed B p ^ 

SSN: b7E 
b6 
b7C 

Name : 
Squad 

LEAD(s): 
Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) AT ITOSl/CONUS4/Teaml3: Read and Clear. 
Set Lead 3 : (Action) 

AT b2 
b7E 

(U) AT Deliver the enclosed NSL as indicated 
above. Upon receipt of requested information.f 
requested to submit results to the 

SEQRET 
D i v i s i o n / 
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RA, Attn: 

Set Lead 4 : (Action) 

AT 

(U) AT 

SECRET 
NF 

Working Copy Page 

Deliver the enclosed—tlSlL, as indicated 
above. Upon receipt of requested information. 

Division/ to submit results to the 
| | Attn: 

is requested 
RA, 

Set Lead 5: (Action) 

AT 

(U) 
indicated above. 

AT AT Deliver the enclosed NSL as 
Upon receipt or rpqyp.gt-pd information, 

is requested to submit results to the 
Division! | RA, | Attn: ] 

S E ^ E T 



From: 
Sent: 
To: 
Subject: 

A 
NSL VIO-12406 

l(OGC) (FBI) 

Thursday .luna 7? ?nqfi 1 43 PM 
(OGC) (FBI) 

(OGA) 

RE NSLDATA 

;ak 
b2 
b7E 
b6 
b7C 

SblLKbl-

(S) 
RECORD 

Yes, you are correct, I did not indicate in that sentence that the NSL, was also seeking TOLL RECORDS for the single 
listed telephone number It SHOULD HAVE been mentioned/included in that sentence too Sorry 

—Or ig ina l Me s s age— 
From: I If OGC) (FBI) 
Sent: Th.ircriav inn? 77 
To: | | (OGA) 
Subject: NSL DATA 

-GCGRCTI 

IS) 
RECQRC 

bl 
b2 
b7E 
b7A 
b6 
b7C 

j g ) Irï A U b there is an EC drafted by you dated 6/15/06 file i »ertaining to a NSL 
request. On the first page in the enclosure it states you're requesting "...subscriber information, 
including name, address, and length of service as well as toll records for telephone 
number..." However on the third page it states, "For mandatory reporting purposes, the enclosed 
NSL seeks subscriber information .." In order to accurately fulfill co 

. ram iîraments, please clarify what type of records were requested from 
| |Your prompt attention in this matter would be greatly apprécia 

naressional reporting 

ed. 

bl 
b2 
b7E 
b7A 
'b4 
b7D 
b6 
b7C 

naraiegai bpeciansi 
National Security Law Branch 
Office of the General Counsel 
Room 7975/exlj 

DERIVED FROM: G-3 FBI ClassKjcation Guide G-3, dajjgQ 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTIOf 
SECRET 

DERIVED FROM: G-3 FBI Classfficatiop/GuidKG-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 
SECRET 

1 
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Working Copy Page 

Precedence : ROUTINE 

To: General Counsel 

Counterterrorism 

Date: 06/15/2006 

Attn: Julie Thomas 
Deputy General Councel 
NSLB 

(S) Attn; 

Attn: 

T T O Q T * / 
LX-1 Room 6S100 

|RS 
IT Supervisor 

From : 
SAC 
Contact 

Approved By: 

Drafted By: 
(S) C a s e I D # : ( 

Title: (S) 

loi 
b2 
b7E 
b6 
o7C 

(Pending) 

bl 
b2 
b7E 
b7A 
b6 
b7C 

il'MIi IS WCEISSIFIID EXCI 
H E R E S H O T oïiiRiïgi 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

Derived Prom : G-3 
DeclassiJySan: X25-1 

m . S 

Division, Enclosure(s): ¿¿Q Enclosed for 
IT Supervisor, is an original and a conv of a letter dated 
06/15/2006. addressed to 

RA, 

requesting subscriber information, including-
TT5TTT51—anfir^MM ^n^i Ipnath nf sprv|rp, as well as, toll records for 

Enclosed for General Counsel are (S) telephonenumber 
two copies of thfe-xercHT 

(U) Details: (X) FISA WARNING STATEMENT - STATUTORY RESTRICTIONS 
This document contains information that is Foreign Intelligence 
Surveillance Act (FISA) derived. Due to its sensitive nature, it 

bl 
b2 
b7E 
b7A 
b2 
b7E 
b4 
b7D 
b6 
b7C 
bl 

(3) 
Case ID 

SECRET 

bl 
•b2 
b7E 
b7A 
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Working Copy Page 

is essential that this information be protected to prevent 
unauthorized disclosures. This information should be used for lead 
purposes only and no references made to it during any 
investigative actions or interviews. This information, and any 
information derived from it, may only be used in a criminal or 
other proceeding (including, but not limited to use in 
search/arrest warrants or affidavits or grand jury subpoenas and 
proceedings) with the advance authorization of the Attorney 
General. (50 U.S.C., Section 1806(b), 1825(c)). 

LSJ_/ 

is) 

fs) 1 

(S) 

bl 
b2 
b7E 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b7D 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

bl 
b4 
b7D 
b7A 

bl 
b4 
b7D 
b6 
b7C 
b7A 

SECRET 
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SECRET 
Working Copy Page 

L • i 

Subscriber information, i n r l n H i n n namo—address and 
l| S J pnnt-'n o f s p f v i f s for telephone numb e î 

I I is -rprriiPc¡t-<=>H i n pr i r ln .gpH 

( S ) 
1-el e n h o n e ra-m-hm 

ZT77 
is of 

Toil records for the 
for the time period of 

are also requested in enclosed NSL. 

(U) This electronic communication documents the 
approval and certification of the enclosed NSL by 

For mandatory Special Agent in Charge, 
reporting purposes, the enclosed NSL seeks subscriber information 
on the single listed-telephone number. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the RA within twenty (20) days of 
receipt of this request. The institution should neither send the 
records through the mail nor utilize the name of the subject in 
any telephone calls to your office. The institution should not 
contact FBIHQ directly in any manner. 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the non-disclosure requirements under the applicable National 
Security Letter statute. 

bl 
3 b4 
b7D 
b6 
b7C 
b7A 

bl 
b6 
b7C 

b2 
b7E 
b6 
b7C 

b2 
b7E 

(U) Information received from a wire communication 
service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

b2 
b7E 
b6 
b7C 

S E C J ^ E T 
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SECRET 
Workifîçĵ  Copy Page 

LEAD(s) : 
Set Lead 1: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) At ITOS II / Iran-Hizballah-Syria, read and clear. 
No hard copy to follow. 

Set Lead 3: 

AT RA 
(U) Deliver the enclosed NSL as indicated above 

receipt of requested information, 
submit results to FBI 

Upon 
RA is requested to 

Division, attention TFA, 

b2 
b7E 
b6 
b7C 

SB&RET 
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P G C > (FB1> 

From: 
Sent: 
To: 
Subject: 

Ì F B I ) 
Thursday .lung 7? ?nf|R 10 13 AM 

|(OGC) (FBI) 
RE. NSL data 

b2 
b7E 
b6 
b7C 

SE&<ET 
RECORD 

We spoke about this on the telephone, and you decided to input e lec t ron ic c o m m u n i c a t i o n s t ransact iona l 

r e c o r d s , I thought. A m I correct? 

s/T 
desk) 
[cell) 

b2 
b7E 
b6 
b7C 
b7A 

Onginal fjlnrr-inn 
From: 
Sent: 
To: 
Subject: 

(OGC) (FBI) 
Thursday. June 22, 2006 7:07 AM 

(FBI) 
hW: NSL data 

SBè^ÉT 
RECORD 

Please see my e-mail below that was sent to you on 6/2, I need you to reply before 
this out. Thanks 

can close 

[ ] 
Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext 

b2 
b7E 
b6 
b7C 
b7A 

Original Message 
From: | 
Sent: Friday. June 02. 
To: I 
Subject: NSL data 

J OGC) (FBI) 
¿006 12:24 PM 
JWF ) (FBI) 

SEÒftET 
RECORD 

b2 
b7E 
b6 
b7C 
b7A 

in AUb there is an EC drafted by you under file t dated 5/22/06 
pertaining to an NSL request going to 1&1 Internet, Inc., in the "enclosure" section it states you're 
requesting "...names, addresses and length of service and electronic communications 
transactional records..." However, on the second page it states "...For mandatory reporting 
purpose, the enclosed NSL seeks subscriber information..." In order to accurately record for 
the congressional reporting requirements, please inform me whether electronic transactional 

l 
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records or subscriber information was requested. Your prompt attention to this matter would be 
greatly appreciated. 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext 

b2 
b6 
b7C 

DERIVED FROM: G-3 FBI Classification Guide G-3, dated t/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1N 

SECRET 

DERIVED FROM: G-3 FBI Classification Gu 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. 
DECLASSIFICATION EXEMPXON 1 
SECRET / 

dated 1/97, Foreign Counterintelligence Investigations 

n Counterintelligence Investigations 

1 
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Working Copy Page 

Precedence : ROUTINE 

To: General Counsel 

Cyber 

Date: 05/22/2006 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

Attn: SSA C3IU1 

Attn: SA 

Attn: RA 
IA 

From: 1 Field 

contact: : SÄ 

Approved By: 

Drafted By: 

Case ID 

Title : (S) 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL)for ISP subscriber; provides reporting 
data; and transmits the NSL for delivery to the electronic 
communications service provider. 

( U ) M Derived Fröga^TFBI SCG G-3 
D e c 1 a s s ii^O / 2 2 / 2 0 0 6 

( S ) * 

Enclosures: ¿¿TTPG//'N.EI Enclosed for, 
-i " O T n c / o n / n n n ^ t-

1 a r e t-wn 

( S ) . r p m 1 p g ^ ^ n ^ f - h p f n l I n w i n g i n t r i r m a h -j n n f n r T P a H r i r p g g 

names, addresses and length of service and 
electronic communications transactional records, to include 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b7A 

Case ID : Serial 14 bl 
( S i SEdiRET b2 

b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

b7E 
b7A 
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SE^ET 
Worj^ing Copy Page 2 

existing transaction/activity logs and all electronic mail (e-
mail) header information (excluding content and/or subject 
fields). l&l Internet is also requested to provide the physical 
address and location for the server using this IP address. 

IU1 Administrative: FISA WARNING STATEMENT - STATUTORY 
RESTRICTIONS. This document contains information that is 
Foreign Intelligence Surveillance Act (FISA) derived. Due to 
its sensitive nature, it is essential that this information be 
protected to prevent unauthorized disclosures. This information 
should be used for lead purposes only and no references made to 
it during any investigative actions or interviews. This 
information, and any information derived from it, may only be 
used in a criminal or other proceeding (including, but not 
limited to use in search/arrest warrants or affidavits or grand 
jury subpoenas and proceedings) with the advance authorization 
of the Attorney General. (50 U.S.C., Section 1806(b), 1825(c)). 

-L&J 

bl 
b4 
b7D 
b7A 

Details: (U) This electronic communication documents the WFO 
SAC's approval and certification of the enclosed NSL. For 
mandatory repontd_Q<a_QLLfposes, the enclosed NSL seeks subscriber 
information on Internet Protocol address 

(U) Arrangements should be made with the electronic 
communication service provider to provide the records personally 
to an employee of livision within five business 
days of receipt of this request. The electronic communication 
service provider should neither send the records through routine 
mail service nor utilize the name of the subject of the request 
in any telephone calls to the FBI. 

b2 
b7E 

bl 
b2 
b7E 
b7A 

( U i % 

BASIS OF SAC CERTIFICATION: 

A. Basis of Authorized Investigation 

15) L 
bl 
b7A 
b2 
b7E 
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S E p ^ T 
- Working Copy Page 

bl 
b7A 

bl 
b2 
b7E 
b4 
b7D 
b7A 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b4 
b7D 
b7A 

(S//OC//NF) I 

S ^ E T T 

bl 
b2 
b7E 
b4 
b7D 
b7A 
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S E C R E T 
Working Copy Page 

•g / /nr-/ /Mì?f 

bl 
b4 
b7D 
b7A 

(U) B. Description of the Requested Records 

r 7 7 V ' , " : ' / / l l l L - The attached NSL is to obtain 
( S ) r — r n g f n m p r information for its customer with IP address 

1—Thp NSTi requests the following information for 
IP address names, addresses and length of service 

(S) and electruuic communications transactional records, to include 
existing transaction/activity logs and all electronic mail (e-
mail) header information (excluding content and/or subject 

lis also requested to provide 
ana location Tor the server using this IP 

fields) 
address 

the physical 
address. 

(U) 

( U ) 

. C. Statement Describing why the Records are Relevant 

CS/ydCTyN^) It is believed that| |case targets are 
controlling this newly identified IP address. In identifying 
the customer for the new IP address, the attached NSL will 
either identify a new investigative target or another IP address 
controlled by known targets. It will help further determine the 
use for the monitored IP addresses and any other actors and 
domains running Internet traffic to,these known target IP 
addresses. It will also help| ~1 tailor an upcoming FISA 
application for full content monitoring for specific targets. 

(U) D. Statement Justifying Nondisclosure 
(U) In accordance with 18 U.S.C. 2709(c); I, the 

senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. 

bl 
b2 
b7E 
b4 
b7D 
b7A 

bl 
b2 
b7E 
b4 
b7D 
b7A 

b2 
b7E 

S E C R E T 
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seXET 
Working Copy Page 5 

K ) In particular, the premature disclosure of this 
national security request may jeopardize this intelligence 
investigation by alerting the subject or operatives working on 
behalf of the subject to the existence or focus of the 
investigation allowing the subject or operatives, both known and 
unknown: to destroy, alter or conceal information or evidence-; 
take actions or countermeasures to disguise or conceal their 
activities; or modify their future operational planning or 
activities in a manner which will thwart lawful efforts to 
detect, monitor or disrupt the operational activities of this 
subject. If the subjects received notice of this request, they 
might take countermeasures which would thwart this national 
security investigation. In fact, disclosure might cause the 
subjects to disconnect their Internet connection, monitored by 
Portland's FISA. 

iU) This electronic communication documents the 
approval and certification of the enclosed NSL by the approving 
official. For mandatory reporting purposes-, the enclosed NSL 
seeks electronic communication transactional records on one IP 
address. 

(U) Arrangements should be made with the electronic 
communications service provider to provide the records 
personally to an employee of the delivering division within 10 
business days of receipt of this request. The electronic 
communications service provider should neither send the records 
•through routine mail service nor utilize the name of the subject 
of the request in any telephone calls to the FBI. 

(U) Information received from an electronic 
communications service provider may be disseminated to an agency 
of the United States only if such information is clearly 
relevant to the authorized responsibilities of such agency. 

(U) IA has worked 
wi Ltlr] ~| on this investigative matter. Her contacts with this 
company may a.qwi.qr in nht-^ining results more quickly. The 
assistance of 
questions regarding the above can be directed to SA 

is greatly appreciated. Anv 

b6 
b7C 
b4 
b7D 
b2 
b7E 

LEAD(s): 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC \ 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. . 

SECRET 
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Set Lead 2 : (Info) 

CYBER 

AT WASHINGTON, DC 

(U) At C3IU1, Read and Clear. 

Set Lead 3 : (Action) 

AT 

(U) IA| 
attached NSL as indicated above. 

is requested to deliver the 
Upon receipt of information 

is recmested 
FIELD, SA 

b2 
b7E 
b6 
b7C 

SEQRET 
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(OGC) (FBI) 

From: 
Sent: 
To: 
Subject: 

I Iipgnau -lung 
RE NSL DATA 

(FBI) 
2 n ü a i 1 33 AM 

OGC) (FBI) 

b2 
b7E 

b7C 

bl 
b2 
b7E 

I'm confused It's for both toll records(verbatim) and subscriber. Is that not reflected in both documents? That is from the b 6 
standard pony our legal department uses when requesting both. Sorry, but I'm not sure I see what you're pointing out to bl C 
me 

SfeGRF l -
RECOR) 

(S) _ 

Original Message 
From: I I (OGC) (FBI) 
Sent: Tuesday. June 13. 2006 10.50 AM 
To: I I (FBI) 
Subject: NSL DATA 

seeRET. 
(S) RECORD 

)ertaining to an 
equesting ine name, kddress, length of 

( 3 ) In A C S there is an EC drafted by you dated 6/11/06 file 
NSL request. In the "enclosure" section it states you're 
service, and local and long distance toll billing records for..." However, on the second page 
second full paragraph it states, "...For mandatory reporting purposes, the enclosed NSL seeks 
both 1) subscriber information and 2) verbatim records on one phone number..." In order to 
accurately fulfill congressional reporting requirements, I need to know what type of records were 
requested toll billing or subscriber? Your prompt attention to this matter would be greatly 
appreciated. 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext. 

bl 
b2 
b7E 
b6 
b7C 

DERIVED FROM: G-3 FBI Classificatio 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification G 
DECLASSIFICATION EXEMPTION 1 
SECRET 

ted 1/97, Foreign Counterintelligence Investigations 

ed 1/97, Foreign Counterintelligence Investigations 
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Precedence: ROUTINE 

To: General Counsel 

Counterterrorism 
Attn: 

Date: 06/11/2006 

Julie Thomas 
Deputy General Counsel, NSLB 
ITOS I/CONUS II 
SSA 
SA 

From: 
SAC 
Contact : SA 

Approved By : 

Drafted By: 

Case ID #: 

Title: (S) 

b2 
b7E 
b6 
b7C 

(Pending) 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL) for subscriber information and toll billing 
records; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the telephone company. 

( U ) 

X> DerivedN^m : G-3 
DeclassirxyxOn : 06/11/2031 

(S) 
M 

Enclosure (s] (U) Enclosed for 

bl 
b2 
b7E 

ronv of an NSL dated 06/11/2006. addressed to 
is tb^ Qne 

J 
requesting the name, 

address, length of service, and local and long distance toll 
billing records for the phone number(s) listed (verbatim). 
n̂ t-̂ -i 1 s 

bl 
b2 
b7E 
b6 
b7C 

b2 
b7E 
b4 
b7C 
b6 
b7C 

C a s e I D : 
6 é P - C93281-SF2 1954 

SECRET 

bl 
b2 
b7E 

"bl 
b2 
b7E 
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(U) 

S P A R E T 
Working C O P Y Page 

bl 

bl 
b6 
b7C 

(S) 

tstf This electronic communication documents the SAC's 
approval and certification of"the enclosed NSL. For mandatory-
reporting purposes, the enclosed NSL seeks both 1) subscribe-
i n forma Fi on r̂id 2) verbatim records on one phone number(s) 

bl 
b6 
b7C 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the delivering division within ten (10) 
business days of receipt of the request. The institution should 
neither send the records through the mail nor utilize the name of 
the subject in any telephone calls to your office. 

(U) In accordance with Title 18, U.S.C., Section 
2709(c), I, the senior official approving this EC, certify that a 
disclosure of the fact that the FBI has sought or obtained access 
to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. 

(S) Brief statement of the facts justifying my 
certification in this case: Disclosure of the fact that the FBI 
has requested information concerning the subject's telephone 
account may alter subject's communication habits, thus 
jeopardizing a sensitive investigation. This subject is potentially 
dangerous, and compromise of the investigation may 
pose a danger to citizens of the United States. 

(U) Information received from a wire communication 
service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

it is the responsibility of the office 
to advise FBIHQ. This may be 

done by routing slip to the National Security Law Unit, Office of 
the General Counsel, Room 7975, the FBIHQ entity handling the 
operational legal needs of the National Security Division. This 
reporting is necessary in order to provide information to 

SESTET 

b2 
b7E 
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S Ç & R E T 
Working Copy 

Congress regarding the FBIs use of this authority as mandated by 
Congress. 

¿U) Any questions regarding the above can be directed 

Page 

to Attention: SA phone number 

LEAD(s): 

b2 
b7E 
b6 
b7C 

Set Lead 1 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. NSLB should note that the enclosed NSL 
seeks both: a) subscriber information and b) toll billing 
records. 

Set Lead 2 : (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) At ITOS I/CONUS II - Read and clear. 

Set Lead 3 : (Action) 

AT 

(U) Deliver the attached letter as indicated above. 
Upon receipt of information from the carrier, delivering division 
is requested to submit results to Attn: SA 

b2 
b7E 
b6 
b7C 

16CQ01.ec 

B I U R E T 
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](OGC) (FBI) 

From: 
Sent: 
To: 
Subject: 

(FBI) 
hursdav. June Ü1. 2UUB 1Z7TPM 

(OGC) (FBI) 
Kb NbL ISbUt 

(S) 
SECRET 
RECORDl 

b6 
Sorry I was not able to get to you sooner -1 was on leave last week and have been in trial this week. The breakdown is as b 7 c 
follows' n „ 

bl 
b2 
b7E 
b7A 
b4 
b7D 

Let me know if you need anything furtherl | 

(S) 

IS) 

-—Original flessane-
From: 
Sent: 
To: 
Subject: " NSL ISSUE 
Importance: High 

(OGC) (FBI) CahirHa» MJU 1(1 innfi B-dfi AM 
(FBI) 

SECRET. 
RECQRt 

phone companies. 
In A C S there is an E C drafted by you dated 4/5/06, for file, 
requesting subscriber information for a total of Q p h o n e numbers going to 
In order to adequately fulfill congressional reporting requirements I'm in need of a break down of 
how many numbers were requested per company which should be stated within the EC any time 
a request is being made to more than one entity. Thank you for your prompt attention to this 
matter. 

b7C 
bl 
b2 
b7E 
b7A 
b4 
b7D 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counse l 
Room 7975/ext 

DERIVED FROM: >,/ Ossification Guide G>t<6ated 1/99, Foreign Government Information 
DECLASSIFICATh TION * 

1 
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c (OGC) (FBI) 

To: 
Subject: NbL Ibbllt 

FBI) 

(S) i i iutiiy yumy n jnune companies. m 
In A C S there is an E C drafted by you dated 4/5/06, for file ? 
requesting subscriber information for a total ofj frhone n i 
order to adequately fulfill congressional reporting requirements I'm in neecToTa break down of how 
many numbers were requested per company which should be stated within the EC any time a 
request is being made to more than one entity. Thank you for your prompt attention to this matter. 

Paralegal Special ist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext 

b6 
b7C 
b2 
b7E 
'bl 
b7A 

-TkJ&^z, • L P 

X 

I 
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Working Copy Page 

Precedence: ROUTINE 
To: General Counsel 

Counterterrorism 

From: 
Contact: SA 

Approved By: 

Drafted By: 
Case ID #: (S 
Title: (S) 

Date: 04/05/2006 

Attn: Julie F. Thomas 
Deputy General Counsel, NSLB 

Attn: ITPS I/CONUS IV 
SSA 

Attn: SS£A 
SA 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(S) 
Case ID 

Sls^RET 
bl 
b2 
b7E 
b7A 
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¡S) 

\ 

S Ô ^ R E T 
Working Copy Page 

ECPA National Synopsis : M Approves the issuance of 
Security Letters (NSL) for subscriber information; provides 
reporting data; and, if necessary, transmits the NSL for delivery 
to the wire communications service provider. 

(U) Derived FC0fn : G-3 
Declass>fysQç: X-l 

(S) 

Enclosure(s) : (U) Enclosed for| ¡Division are an original 
and one copy of an NSL dated 04/05/2006, addressed to I 
I 

and an original and 
one conv of an NSL dated 04/05/2006 addressed to I I 

J 

listed. 
requesting suoscnoer iniormacion or tne customers 

(U) Enclosed for [ ] Division are an original 
and one copy of an NSL dated 04/05/2006. addressed to 

requesting subscriber information of the customers listed. 

(U) Enclosed for 
and one copy of an NSL dated 04705/2006, addressed to 

Division are an original 

New YorK, requesting sucscriper mrormation or 
the customers Tisted. 

bl 
b2 
b7E 
b7A 

b2 
b7E 
b4 
b7D 
b6 
b7C 

b2 

(U) Enclosed fo] Division are an original 
and one copy of an NSL dated 04/05/2006. addressed to 

subscriber information ot tne customers listed. 
requesting 

(U) Enclosed for Division are an original 
and one C O P Y of an NSL dated 04/05/2006. addressed toi 

requesting subscriber information ot the customers listed. 
(U) Enclosed for| pivision are an original 

and one copy of an NSL dated 04/05/2006, addressed to 

listed. 
requesting subscriber mtormation ot tne customers 

b2 
b7E 
b4 
b7D 
b6 
b7C 

(U) Enclosed for -ity Division are an 
original and one copy of an NSL dated 04/05/2006, addressed to 

and an original 
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Working Copy 

and one copy of an NSL dated 04/05/2006, addressed to 
Page 

l l i L U l l l l d L l U i l U L — L i l t ! U U S LU l l l f c ! ! S U S L t í U . 

requesting subscriber 

(U) Enclosed for 
one copy of an NSL dated 04/05/2006, addressed to [ 

Division are an original and 
T 

requesting suoscriper inrormacion or cne 
customers listed. 

(U) Enclosed for 
and one copy of an NSL dated 04 

Division are an original (U) Enclosed for 
and one copy of an NSL dated 04 /0b/2U06, addressed to 
1 

requesting sucscriDer 

b2 
b7E 
b4 
b7D 
b6 
b7C 

Details: (S) 
bl 
b2 
b7E 
b7A 

(U) £§3 The approving Division substantive desk 
Supervisory Special Agent (SSA] approving this EC certifies this 
case is properly predicated and further certifies the following: 
the specific information on which this case was predicated/ 
approved and remains justified/approved has been, and continues to be, 

b2 
b7E 

thoroughly reviewed by a î f Division substantive desk 
SSA, or an agent acting in that capacity, with the knowledge and 
expertise on which to make that approval. 

(S) 

(U) (M This electronic communication documents the SAC's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSLs seek subscriber information 
onj jphone numbers. 

(U) Arrangements should be made with the wire 
communications service provider receiving the enclosed letter to 
provide the records personally to an employee of your Division or 
through use of a restricted delivery service (not routine mail) 
to the FBl| ]Division, Attention: J 

L J telephone number 
Records should be produced within ten (10) 

business days of receipt of this request 

SECRET 

bl 

b2 

b2 
b7E 
b6 
b7C 
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SECRET 
Working Copy Page 

(U) You should remind the wire communications service 
provider that it should not utilize the name of the subject of 
the request in any telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States; interfere with a criminal, 
counterterrorism, or counterintelligence investigation; interfere 
with diplomatic relations; or endanger the life or physical 
safety of a person. 

(U) v / 

tSQ A brief statement of the facts justifying the 
certification supporting non-disclosure follows: disclosure may 
prematurely disclose national security investigation to persons 
affiliated with the target and/or the subject matter of the 
national security investigation and cause them to change their 
behavior patterns and circumvent scrutiny; and disclosure may 
prematurely disclose national security investigation to the 
target and cause him to change his behavior patterns and 
circumvent scrutiny. 

I 
it is the responsibility of the office 

~|to advise FBIHQ. This may 
be done by routing slip to the National Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterterrorism 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBIs use of this authority 
as mandated by Congress. 

(U) Information received from a wire communications 
service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

(U) Any questions regarding the above can be directed 

b2 
b7E 

b2 
b7E 

to 
number 

1 Division. Attention: SA telephone b7C 

LEAD(S): 
Set Lead 1: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

S E C R E T 



NSL VIO-12429 

S E C ^ F E I ^ 

Working Copy-
Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) At ITOS I; Read and Clear. 

Page 

Set Lead 3 (Action) 

AT 

(U) Personally deliver the attached NSL as indicated. 
Upon receipt of information from the wire communications service 
provider, submit results to SA 
Division. 

Set Lead 4: (Action) 

of the 

b2 
b7E 
b6 
b7C 

AT 

(U) Personally deliver the attached NSL as indicated. 
Upon receipt of information from the wire communications service 
provider, submit results to SA 
Division. 
Set Lead 5: (Action) 

of the 

b2 
b7E 
b6 
b7C 

AT 

(U) Personally deliver the attached NSL as indicated. 
Upon receipt of information from the wire communications service 
provider, submit results to SA bf the 
Division. 

Set Lead 6: (Action) 

AT 
(U) Personally deliver the attached NSL as indicated. 

Upon receipt of information from t-ĥ  w-i communi cations service 
provider, submit results to SA 
Division. 

Set Lead 7: (Action) 

of the 

b2 
b7E 
b6 
b7C 

SEp^ET 
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AT 

(U) Personally deliver the attached NSL as indicated. 
Upon receipt of information ft-nm fhe wirs ^ommnm' pat- i nnq service 
provider, submit results to SA 
Division. 

Set Lead 8: (Action) 

of the 

AT 

(U) Personally deliver the attached NSL as indicated. 
Upon receipt of information from the wire communications service 
provider, submit results to SA 
Division. 

Set Lead 9: (Action) 

of the 

b2 
b7E 
b6 
b7C 

(U) Personally deliver the attached NSL as indicated. 
Upon receipt of information from the wire rommnniratinns service 
provider, submit results to SA 
Division. 
Set Lead 10: (Action) 

of the 

AT 
(U) Personally deliver the attached NSL as indicated. 

Upon receipt of information from the wire communications service 
provider, submit results to SA 
Division. 
Set Lead 11: (Action) 

of the b2 
b7E 
b6 
b7C 

AT 

(U) Personally deliver the attached NSL as indicated. 
Upon receipt of information from the wire communications servi ce 
provider, submit results to SA 
Division. 

of the 

Set Lead 12: (Action) 

SECRET 
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AT 

(U) Personally deliver the attached NSL as indicated. 
Upon receipt of information from the wire communications servi ne 
provider, submit results to SA 
Division. 

3f the 

Set Lead 13: (Action) 

AT 

(U) Personally deliver the attached NSL as indicated. 
Upon receipt of information from the wire communications service 
provider, submit results to SA 
Division 

of the 

S E C ^ T 
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c (OGC) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

[ 
WPrtnocrtaw InnoTT 

(CTD) (FBI) 
2D06 3 25 PM 
Innq) (FBI) 

RE NSL 
(OGC) (FBI) OGC) (FBI) 

bl 
b2 
b6 
b7C 
b7A 

SECRET//ORCON.NOFORN 
R E C O R q ~ 

(S) l t IS 

Thank you 

Original Mes sage— 
From: I I m m f F R n 
Sent: Wednesday, June 21, 2006 3:21 PM 
To: fCTD) (FBI) 
Cc: I (OGC) (FBI); 
Subject: RE" NSL 

(OGC) (FBI) 

SECRET//ORCON.NOFORN 
RECORQ 

b2 
| b7E 

Per our telephonic conversation, NSLB will discontinue the outgoing EC in ACS , you will ¿>6 
discontinue or permanently charge out the requesting EC. There is no need to return any J^Q 
documents you may shred the EC and NSL However, I need to supply |with the file # and 
serial of the outgoing EC so he can take care of discontinuing the EC. 

Paralegal Special ist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/extJ 

](CTD) (FBI) 
Original Message 

From: | 
Sent: Wednesday, June 21 2006 2:50 PM 
To: 
Cc: 
Subjed 

liQSP) (FBI) 
(OGC) (FBI) 

SE 
RECORD 

RN 

b2 
b6 
b7C 

1 Do you want me to handwrite the notation on the NSL, the EC or both"? 
2 Since the EC is out of NSLB will you be discontinuing it in ACS or are you directing us to do it down here? 

Onginal Me s s age— 
From: | |(QGC) (FBI) 
Sent: Wednesday, June 21, 2006 2:40 PM 
To 
Cc 
Subject: X 

CTD) (FBI) 
lART (OGC) (FBI) 

1 
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SbCRET//OKLUN,NUH. :•>! 
RECORD 315 

The EC also needs to be discontinued in ACS. 

Paralegal Specialist 
National Security Law Branch 
Office of the GeperaLCnmrisel 
Room 7975/ext. 

b2 
b6 
b7C 

Original Message 
From: [ 
Sent: 

Subject: Kb: NbL 

l (CTD) (FBI) 
Wednesday, June '21* 2006 2:22 PM 

H k O G C ) (FBI) 
OGC) (FBI) 

b6 
b7C 

SLCKLU/ORCOH.NOrORN 
RECORD 315 

Do you want me to just handwrite it on there"? 

sŝ  —Or ig ina l Message 
From: 
Sent: 
To: 
Cc: 
Subject: 

J(OGC) (FBI) 
Wpdnp^v ii inp ?1 ?nnfi 2:20 PM 

|CTD) (FBI) 
OGC) (FBI) 

RE: NSL 

¿CCRCT//QRCOH.MOrOBN-
RECORD 315 b7C 

| | it needs to come back up here tc|_ 
canceled before service" 

with a clear notation that "request was 

(CTD) (FBI) 
Original Message 

From: | 
Sent: WpHnpeHav limp 71 7nnfi 10.48 AM 
To: | |(OGC) (FBI) 
Subject: FW: NSL 

SCCRn7/OnCOH.HOrORN-
RECORDI | 

So| |should I just shred this thing or what? 

Z Z I 
—Ong i na l Message 

From: 
Sent: 
To: 
Subject: 

utaav. June ib. 2uub' 
|(CTD) (FBI) 
2:25 PM 

NSL 

nCCRCTy/ORCOH^JOrORN 

b2 
b6 
b7C 

J(OGC) (FBI) 

b2 
b6 
b7C 

1 
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( S ) Regarding one of the NSL s from yesterday, we received a cabla yesterday after I got 
the NSL from you asking that we discontinue all activity regarding my yccui i i t . We will not serve 
that NSL. Is there something that needs to be done to withdraw it/purge it from ACS/other? 

Let me know 

Thanks 

desk 
cell, 
fax' 
secure fa> 

b2 
b6 
b7C 
bl 

DERIVED FROM: Multiple Sour/es 
DECLASSIFY ON: 20310616 
SBCRET//ORCON.NOFORN 

DERIVED FROM: Multipl/Sources 
DECLASSIFY ON: 20310616 
SEClRET//ORCON.NOF>ORN 

DERlVEdFROM: Multiple Sources 
DECLASSIFY ON: 20/10616 
SECRET//PRCON.NJDFORN 

DERIVED FROl 
DECLASSIFY 

Multiple Sources 
N: ¿0310616 

SECRET/ZORCQIyNOFORN 

DERIVED FROM:; 
DECLASSIFY Ot 

^tiple Sources 
$10616 

SECRET//ORC0N.NQFORN 

DERIVED FROM: Multiplefeources 
DECLASSIFY/ON: 20310616 
SECRET//ORCON.NOFOR1 

DERIVED FROM: Multiple Sources 
DECLASSIFY ON: 20310616 
SECRET//0RCON.NOFORN 

DERIVED/ROM: Multiple Sources 
DECLASSIFY ON: 20310616 
SECRE7//ORCON.NOFORN 

/ 
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C (OGC) (FBI) 

From: 
Sent: 
To: 
Subject: Kb NSL DATA 

FBI) 
AM Monday. June 19. Ü b/ 

(OGC) (FBI) 

(SÎ 

E 

•äbCKb r 
^ECORDl 

I checked and I have made a mistake Instead of "seeks financial records" I have "seeks consumer identifying 
information " Please let me know if I need to correct the EC I am requesting financial records as per 12 USC Sorry for the 
goof It's nice to know that someone actually reads these since I have completely omitted the error 
Thanks, 

b2 
b7E 
b6 
b7C 
b7A 

(3) 

Original Message-
From: 
Sent: 
To: 
Subject: 

SfeRTC 

(OGC) (FBI) 
baturday, June 1/, ¿Ü06 6:40 AM 

NbL UAIA 
}FBI) 

RECORC 

s j In A C S there is an EC drafted by you dated 5/31/06, file ^ pertaining to an 
NSL request being served upon Utah Credit Union. In the "synopsis" it states you're requesting 
"financial records," which falls under 12 U.S.C. However, third page first paragraph states, 
"...For mandatory reporting purposes, the enclosed NSL seeks consumer identifying 
information...," which falls under 15 U.S.C. Seeing that Consumer identifying information is 
requested only when records are being sought from a credit bureau, I'm not quit sure what type or 

uirements 
Your 

records you're requesting. Thus, in order to accurately fulfill congressional reporting rec 
would you clarify for me what type of records were requested from 
prompt attention to this matter would be greatly appreciated. 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext. 

b2 
b7E 
b4 
b7D 
b6 
b7C 
bl 
b7A 

DERIVED FROM: G-3 FBI ClassificatiofKGuide G-3, dated 1/97; Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3 
DECLASSIFICATION 
SECRET 

1/97, Foreign Counterintelligence Investigations 
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Working Copy - • Page 

Precedence : ROUTINE 

To: General Counsel 

Counterintelligence 

From: 

Date: 05/31/2006 

Attn: Julie Thomas 
Deputy General Counsel. NSLB 

Attn: CD-2C, SSA 

Contact: SA Telephone Number 

Approved By : SAC 
ASAC 
CDC 
SSA 

b2 
b7E 
b6 
b7C 

Drafted By: 

U) 

Case ID #: (S) 
Title: (S) 

00: 

bl 
b2 (Pending) 
b6 
b7C 
b7A 

Synopsis : H ) Approves the issuance of an RFPA National Security 
Letter (NSL) for financial records; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the financial 
institution. 

(TT) -
<X! Derived F 

Declass>fy 0' 
bl 
b2 
b7E 
b7A 

--Administrative: FISA WARNING STATEMENT - STATUTORY RESTRICTION: 
This report includes information that is Foreign Intelligence 
Surveillance Act (FISA)-derived. Per 50 U.S.C. Section 1806(B) of the 
Foreign Intelligence Surveillance Act, recipients are reminded that 
this information, or any information derived from it, may only be used 
in a criminal proceeding with the advance authorization of the 
Attorney General. US person, FISA derived information may not be 
disseminated to a foreign government without the authorization of the 
Attorney General. 

05/30/2006, addressed to| 
1 

requesting financial records of the customer listed. 

b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

(U) Enclosed for Deputy General Counsel, NSLB is an NSL 
dated 05/31/2006. 

CaseID 
S ^ R E T 

-bl 
b2 
b7E 
b7A 
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È^LE S E C R E T 
Working Copy Page 

(U) Enclosed for CD-2C is an NSL dated 05/31/2006. 
i P . IQ\ I 

(S)f 

I S ) / 

bl 
b7A 
b2 
b7E 
bl 
b2 
-b7E 
b6 
b7C 
b7A 

bl 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b7D 
b6 
b7C 
b7A 
bl 
b6 
b7C 
b7A 

(s) 
S ^ B R E T 

bl 
b7A 
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S E Î ^ E T 
Working Copy Page 

(S) 
bl 
b7A 

£80 This electronic communication documents the SAC's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks consumer identifying 
information for one individual. , , • \ 

jjL J-^cf(cJ) 

(U) In accordance with 15 U.S.C. ? 1681u(d) I, the senior 
official approving this EC, certify that a disclosure of the fact that 
the FBI has sought or obtained access to the information sought by this 
letter may endanger the national security of the United States, 
interfere with a criminal, counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger the 
life or physical safety of a person. 

':U:' X ) Some of the information in this EC is FISA derived which 
carries a Statutory Restriction therefore it is essential that none of 
the information from this EC be disseminated outside the FBI and only 
to the persons with the role. 

(U) Any questions regarding the above can be directed to 
the SA 

b2 
b6 
b7C 

LEAD (s) : 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSLs. 

Set Lead 2: (Info) 
COUNTERINTELLIGENCE 

AT WASHINGTON, DC 
(U) At CD-2C Read and Clear 
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S E C R E T 
Working Copy Page 

Set Lead 3 (Action) 

AT 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the banking institution, submit results to 

case agent. 

b2 
b7E 

ET 
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SEWET 
Working Copy Page 

Precedence: ROUTINE 

To: General Counsel 
Counterintelligence 

From: 

Approved By: SAC 
ASAT 

Drafted By: 
Case ID #: (S 

(S) 
Title: (S) 

TXTT 

(Ul 

Date: 05/24/2006 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

Attn: CD-2D/Rm 4844 
Attn: SSA 

Contact: SA Telephone Number 

(Pending) 
(Pending) 

0 0 : 

bl 
b2 
b7E 
b6 
b7C 

Synopsis: (X) Approves the issuance of an RFPA National Security 
Letter (NSL) for financial records; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the financial 
institution. 

(U) -
Derived/P^pm : G-3 
DeclaséifyX)n: X-l 

(S) 

Enclosure (s) LlD Fnr 1 n<apH—fnrT 
addressed to 

"h «T. =.!-. KTCT nK /o/i /onnc 

requesLiny iniaiiciai recuraü ÜL cne cuycornera iistea. 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 

(U) Enclosed for Deputy General Counsel, NSLB is an NSL 
dated 05/24/2006. 

b2 
b7E 
b4 
b7D 
b6 
b7C 
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n o ^ i 1 Q i â l 

(U) Enclosed for CD-2D is an NSL dated 05/25/2006. 

J 
bl 
b2 
b7E 
b6 
b7C 
bl 
b2 
b7E 

bl 
b2 
b7E 

psQ This electronic communication documents the SAC's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks financial records for two 
(2) individuals and their business. 

(U) Arrangements should be made with the financial 
institution to provide the records personally to an employee of the 

| ¡Division within ten (10) business days of receipt of this 
request. The financial institution should neither send the records 
through routine mail service nor utilize the name of the subject of 
the request in any telephone calls to the FBI. 

(U) In accordance with 12 U.S.C. ? 3414(a) I, the senior 
off icial approving this EC, certify that a disclosure of the fact that 
the FBI has sought or obtained access to the information sought by this 
letter may endanger the national security of the United States, 
interfere with a criminal, counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger the 
life or physical safety of a person. 

(17) 

b2 
b7E 

The investigation and/or sources might be jeopardized or 
hindered should the subjects learn of the FBI's inquiry. 

(U) Information received from a financial institution may 
be disseminated to an agency of the United States only if such 
information is clearly relevant to the authorized responsibilities of 
such agency. 

-OIL •Ao,y q u e s t i o n s r e g a r d i n g t-hp a h n v p can be directed to S A 
Telephone 

b2 
b6 
b7C 

S È ^ E T 
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LEAD (s) : 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate information 

needed to fulfill the Congressional reporting requirements for NSLs. 

Set Lead 2 : (Info) 

COUNTERINTELLIGENCE 
SECRET 
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AT WASHINGTON, DC 

(U) At CD-2D Read and Clear 

Set Lead 3 : (Action) 

(U) Deliver the attached NSL as indicated above, 
receipt of information from the financial _ i n s t i t - . n t . i o n , 
requested to submit results to 

Upon 
is 

b2 
b7E 

SEC^fcT 
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From: 
Sent: 
To: 
Cc: 
Subject: 

(S) 

CS) 

seeRCT 
RECORC 

](OGC) (FBI) 

mwrn̂ iiaw inrtA '1/1 ; if 

hW. NSL UAIA 

(FBI) 
r06 9 36 AM 
JûqC) (FBI) 

(FBI) 

the ACS text originally uploaded for these two serials] l(EC)l were 
incorrect Serials 3 and 4 have been charged out, and the corrected text was uploaded as new serials 7 (letter) and 8 (EC) 
- requested subscriber info only Can you please correct your stat's7 

b6 

b7C 
bl 
b2 
b7E 
b7A 

Original Message 
From: | 
Sent: Tiipçrlav 
To: [ 
Subject: 

3ECRET1 
g ) R E C O R 

](FBI) 
l i m p n . ?nnf i i n : n g AM 

FW. NSL bAÎÂ 
]FBI) 

b7C 
bl 
b2 
b7E 
b7A 

See below 
Thanks for helping out 

Original Message 
From: | 
Sent: 
To: 
Subject: 

J (OGC) (FBI) 
TiiP«y1av l i m p nfi. 7006 7 ;40 PM 

(FBI) 
Rh: NÜL I5AIA 

SECRET 

(SI 

RECORI 

Thanks, no need to resubmit, but if you're using a pony please correct second page to reflect toll 
billing records. 

b6 
b7C 
bl 
b2 
b7E 
b7A 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext 

(S) 

-—Original Message 
From: 
Sent: 
To: 
Subject: 

.(FBI) 
uesday, June Ub, 2ÜÜ6 /:30 PM 

bGC) (FBI) 
Rt: NSL UAIA 

sECKb-r 
RECORI 

b6 
b7C 
bl 
b2 
b7E 
b7A 
l A 



X 
NSL VIO-12445 

1 hanKs tor catching the error The enclosure section should have included both subscriber information and toll 
records The NSL requested both 

-Lamlcgize for any inconvenience Should I resubmit the EC? 

b6 
b7C 

IS) 

(S) 

Original Message 
From: |_ 
Sent: 
To: 

](OGC) (FBI) 
Tupgriav lnnpfifi ?nnf i in-7n AM 

|(FBI) 
Subject: NSL DATA 

QCCRCT 
RECORD 

In A C S there is an EC drafted by you dated 5/16/06 file # pertaining to 
an NSL request. In the "enclosure" section it states you're requesting subscriber 
information. However, on the second page last paragraph it states, "This electronic 
communication documents For mandatory reporting purposes, the enclosed NSL seeks 
both 1) subscriber information and 2) local and long distance toll billing records on one 
phone..." In order to accurately record this information for congressional reporting purposes, I 
need to know what type of record was requested, subscriber information or toll billing? Your 
prompt attention to this matter would be greatly appreciated. 

b2 
b7E 
b6 
b7C 
bl 
b7A 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext 

DERIVED FROM: G-3 FBJ Classification Guide G-3, dated 1/97, Foreiq/f Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3, dated l ^ y f o r e i g n Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3\jatetfl/97, Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guidj/G-3. dated 1/^, Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97, Foreig\Counterlntelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 



X 
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From: 
Sent: 
To: 
Subject: 

occrccTi 

(S) 
RECORl 

(OGC) (FBI) 

FBI) 
Wednesday, June 14~2006 4 54 PM 

I IOGC) (FBI) 
RE. NSL DATA 

b6 
b7C 
bl 
b2 
b7E 
b7A 

l̂fi Original ^pssane 
From: 
Sent: 
To: 
Subject: 

(OGC) (FBI) 
Wednesday. June 14. 2006 4.45 PM 

I "ran 
NSL DATA 

[ S ) RECORDI 

pertaining to an In A C S there is an EC drafted by you dated 5/31/06 file 
(S) NSL request. In the "enclosure" section it states, "requesting the name, address, length of 

service and electronic transactional records..." However, on the second page fourth 
paragraph it states, "...For mandatory reporting purposes, the enclosed NSL seeks subscriber 
information.." In order to accurately account for our stats to congress I need to know which type 
of NSL are you requesting? Your prompt attention to this matter would be greatly appreciated. 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext. 

b7C 
bl 
b2 
b7E 
b7A 

DERIVED FROM: G-1 FE^bla ssification Guide G-
DECLASSIFICATION EXEMPTION 1 
SECRET 

dated 1/99, Foreign Government Information 

DERIVED FROM: G-1 FBI Classificati 
DECLASSIFICATION EXEMPTION 
SECRET 

1, dated 1/99. Foreign Government Information 

L 
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S^RET 
-- Working Copy Page 

Precedence : ROUTINE 

To : General Counsel 

Counterintelligence 

From : 
Contact: SA 

Approved By: 

Date: 05/31/2006 
Attn: Julie Thomas 

Deputy General Counsel, NSLB 
Attn: CD-3A, Room 4155 

S SA 

Attn: 
ISS 

Resident Agency 

foi pa # 1073946 

b2 
b7E 
b6 
b7C 

(S) 

(S) 

Drafted By: 
Case ID #: 
Title: (S) 

bl 
b2 

Pending) b7E 
b6 
b7C 
b7A 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL)for email subscriber information and 
electronic communications transactional records; provides 
reportihg data; and, if necessary, transmits the NSL for delivery 
to the electronic communications service provider. 

DerivedxFrom: G-3 
Decl^^i^yOn: XI 

CS) - X) 

Enclosures: (U) Enclosed for 
RA, is an NSL dated 05/31/2006 

nivisinn. Enclosures: (U) Enclosed for 
RA, is an NSL dated 05/31/2006 addressed to 

requesting the name, address, 

mail address holder(s) listed. 
(U) D e t a i l s : ( X FISA WARNING STATEMENT - STATUTORY RESTRICTIONS: 

This information or document, or portions thereof, is derived 
from a court-ordered FISA order and such information or any 
information derived therefrom may only be used in a criminal or 
other proceeding (including, but not limited to use in a 

bl 
b2 
b7E 
b7A 

Case ID 
F T 

b2 
b7E 
b4 
b7D 
b6 
b7C 

bl 
Jd2 
b7E 
b7A 
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S ^ S E T 
Working Copy 

search/arrest warrant or affidavit or grand jury subpoenas and 
proceedings) with the advance authorization of the Attorney 
General. See 50 U.S.C. Section 1806(b), 1825(c). 

Page 

( S I -

(&) EXTREME C A U T f f f l S T ĤflTTT.D B^ UTILIZED IN THE HANDLING 
SENSITIVE AND RELIABLE ; g J OF INFORMATION PROVIDED -BY-

FEDERAL BUREAU OF INVESTIGATION SOURCE OF CONTINUING VALUE. 
INFORMATION DERIVED THEREOF SHOULD BE PROPERLY PARAPHRASED IN ALL 
COMMUNICATIONS. 

bl 
b2 
b7E 
b7D 

m 

(S) 

(U) This electronic communication documents the SAC's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks subscriber information 
on one (1) address. 

(U) Arrangements should be made with the electronic 
communication sprvirp nrnvidpr to R I ^ N V I T I P I-HPi r p r - n r H s n p r s n n a l l y 

Division, 
receipt of t c 

to an employee of the 
within ten (10) business days of receipt of tnis request 
electronic communication service provider should neither 
records through routine mail service nor utilize the 
subject of the request in any telephone calls to the FBI 

RA, 
The 

send the 
name of the 

b2 
b7E 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

!U) 
Brief statement of the facts justifying my 

certification in this case: Disclosure may prematurely disclose 
a national security investigation to the target and cause him to 

S f i ^ E T 
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SE^FDLT 
Working Copy 

change his behavior patterns and circumvent detection. 

Page 

( U ) -

it is the responsibility ot the ottice 
to advise FBIHQ. This may 

be done by routing s u p to the National Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterintelligence 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBI's use of this authority 
as mandated by Congress. 

(U) Information received from an electronic 
communications service provider may be disseminated to an agency 
of the United States only if such information is clearly relevant 
to the authorized responsibilities of such agency. 

b2 
b7E 
b7A 

to SA 
(U) Any questions regarding the above can be directed 

telephone number 

LEAD (s): 

b2 
b6 
]o 7 Cv 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 
COUNTERINTELLIGENCE 

AT WASHINGTON, DC 
(U) At CD-3A. Read and Clear 

Set Lead 3: (Action) 

Al 
(U) Deliver the enclosed NSL as 

Upon receipt of the information requested, 
indicated above 

b2 
b7E 

Di v i s i n n , 
D i v i s i o n . 

RA, is requested to su emit results to 

SE9&BT 


