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locc) (FBI)

be
From: kOGC) (FBI) b7C
Sent: Wednesday. August 02, 2006 10 '
To: THOMAS, JULIE F (OGC) (FBI),im-AM—lOGC) (F81),| |
(OGC) (FBI)
Subject: RE' OIG document request

UNCLASSIFIED
NON-RECORD_

PS Naturally, no sooner do | email you to say that | haven't heard from

From
Sept | , 10 06 AM
To

Hi | These are the three items that
advance of the next portion of her intervi

1. Emails or messages sent to field divisions asking for clarification of inf
_toissue NSLs and responses to these emaiis (problems are referenced in

2 Emails that would help establish the date of a meeting among

Cc homas, Jule F,
Subjec NEXT INLETVIEW

hgreed to identify and provide to us  We would like to obtain them in

eW.

b}

26
7
!

ot

C

rmation prov

bo

when | hear fron:| biC

problems with incomplete ECs requesting approvail to issue NSLs and any emails or other documents referencing the

meeting

3 The default settings for the OGC NSL database in effect duning the period CY 2003 - 2005, such as USPER status,

number of items)

Please let me know when these documents are furnished to SRRU |

Thank you,

[ ]

UNCLASSIFIED

1

NSL
VIO-12229

Lo
b7C
ded in the ECs requesting approval
4/11 12006 12 16 pm email to
| and| legarding
| 1834)
b7C
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Precedence: ROUTINE Date: 07/12/2006
To: General Counsel Attn: Julie Thomas,
Deputy General Counsel, NSLB
Counterterrorism Attn: SSA|
ITOS I, CONUS 2, Team 7/
Attn: _IA | | foipa#1073946
| Room 4318 =
Attn:
From: 4
bz
Contact: SA LTE

|
UJ A

Drafted By:| | (19 __p1.ec) bf;/
Case ID #: (Sﬂ |(Pending) ol ?3] ‘l
b2 O k

Title: (s) b?E

O N A ¢
OO| | DA Q)PP

Approved By:

L
Synopsislw”12§ Approves the issuance of an ECPA National Security
Letter (NSL) for subscriber information and toll billing records;

provides reporting data; and, 1f necessary, transmits the NSL for

delivery to the wire communications service provider.

tULMMWmummgﬁ Derive om: G-3
Decl 1f n: 05/31/2016

bl
X 078 o
O ]
(5] reference: | LA pZE'
L7E

Enclosures: ;K) Enclosed for] |is an NSL dated 07/12/2006, bhi
addressed to | |attn: o

| | requesting the name, address,

Tength or service and local and Iona distance tall billing records bg_‘
(Ejﬁorwcellularwcelephone numbex] b7C
bTA
Details: (Sﬂ .
bi
b2
b7E
b6
________________________ b7C
tgjucasemID'“ b1 |
SKCRET i b2 '
bUE
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SUBJECT:

TELEPHONE# :

CASE #:
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b2

(s b7E
b7D

b6

b7C

b7A

1

(s |

| 6
iy e , , _ . b7C
””"”&Q This electronic communication documents the SAC’s n7A
approval and certification of the enclosed NSL. For mandatory 55
reporting purposes, the enclosed NSL seeks subscriber information on j‘
one phone number. b7E

(U} Arrangements should be made with the wire
communications service provider to provide the records personally to 1%
Intelligence Analyst (IA)| | CTD] | within X
thirty {(30) business days of receipt of this request. The wire b6
communications service provider should neither send the records p7C
through routine mail service nor utilize the name of the subject of
the request in any telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709{c) I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information sought
by this letter may endanger the national security of the United
States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

i }%5 My certificaticn in this case is justified by the
following: Disclosure may prematurely disclose national security

investigation to the target and cause him to change his behavior
patterns and circumvent scrutiny.

A 1 e above can be directed to b2
SA ] 13

LEAD (S : h7C

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info)
Counterterrorism

AT WASHINGTON, DC

SECGRET
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(U) At ITOS I, CONUS II, Team 7, read and clear.

Set Lead 3: (Action)

COUNTERTERRORISM
AT WASHINGTON, DC
b2
(U) At | | 1A | |is requested to ;E
deliver the attached NSL to the wire communications sexvice provider /Q
D ~N

1dentified in this EC.

SEO%}E
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Precedence: ROUTINE Date: 07/12/2006
To: General Counsel Attn: Julie Thomas,
Deputy General Counsel, NSLB
Counterterrorism Attn: SSA
ITOS I, CONUS 2, Team 7
Attn: _IAl |
L | Room 4315
Attn:
From:
bz
Contact: SA h7E
Approved By: bo
b7C

Drafted By: (194::]05.ec)

Case ID #: (8) (Pending) bl
b2
Title: (S) LR
b6
p7C
Q0 ¥ B7A

-
Synopsis:“'ma§< Approves the issuance of an ECPA National Security
Letter (NSL) for subscriber information and toll billing records;
provides reporting data; and, if necessary, transmits the NSL for
delivery to the wire communications service provider.

H”““(X) Derivig:fiQﬁi:::G_3
Declagsify On—~05/31/2016 bl
81 ox| i

R h7E bl
b7E
Enclosures: Enclosed for is an NSL dated 07/12/2006, e
addresced to . s./ _]
| requesting the name, address, length of fJ'D
service and local—and lang distance toll billing records for cellular D6
iS)telephone“number b70
. D7AR"
Details: _(3) J N
oz
b7E
0o
oiC
[5) Case ID bl
bgﬂ@hw bz
b7E
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(s) b7E

pi7C

b7A
SUBJECT: TELEPHONE# : CASE #:
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LS l

{u -

(s) |

“ -8 This electronic communication documents the SAC’s
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber information on
one phone number. :

(U) Arrangements should be made with the wire
communications service prTxidgn to provide the records personally to
Intelligence Analyst (IA) , CTD within
thirty (30) business days of receipt of this request. The wire
communications service provider should neither send the records

through routine mail service nor utilize the name of the subject of
the request in any telephone calls to the FBI.

{U) In accordance with 18 U.S.C. 2709(c) I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information sought
by this letter may endanger the national security of the United
States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

m - -~ 08) My certification in this case is justified by the
following: Disclosure may prematurely disclose national security
investigation to the target and cause him to change his behavior
patterns and circumvent scrutiny.

(U) Any gquestions regarding the above can be directed to

'SA |
LEAD (s]:

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info)

Counterterrorism

AT WASHINGTON, DC
sgbﬁsT

b2
b6
L7C

C

ok
b7C
b7A
bz

b7E
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§g&RET

---- Working Copy ---~ Page
(U) At ITOS I, CONUS II, Team 7, read and clear.
Set Lead 3: (Action)
COUNTERTERRORISM
AT WASHINGTON, DC
{(u) Atl IAl |is requested to
deliver the attache 0 the wire communications service provider

identified in this EC.

oo o
\‘J [ AT
(@]
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1}

(OGC) (FBIY -
From: OGA)
Sent: li 152 PM
To: (OGC) (FBI)
Subject: Subscriber numbers and Entities
() SECRET bl

RECOR{- -
== be b2

"o DIE

2

| OIC T yn

The following 1s the break-down for the subscriber number and toli billing records for each entity If you have any more
guestions, | can be reached at the below numbers

Request for Subscriber Information

b4
b7D

Request for Local and Long Distance Toll Blling Records

b6
Desk 070
Cell M

DERIVED FROM: G-3 Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EX ON1
SECRET ‘ \
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---- Working Copy ---- Page 1
Precedence: ROUTINE Date: 05/30/2006 ZfT
,:' 4
To: General Counsel Attn: Julie Thomas b6
Deputy General Counsel, NSLB K0
Counterterrorism Attn: SSA
I0S

From: |

Contact: TFO

Approved By:

Drafted By: ?f
15} case 10 #:w | (Pending) p7E
‘ b6
Title: (S) b7C
b7A
U} = I ) R P
Synopsis: “P§) Approves the issuance of ECPA National D

Security Letters (NSLs) for toll billing and subscriber records;
provides reporting data; and, if necessary, transmits the NSL for
d&;ivery to the wire communications service provider.

.. (X) Deriv%om . G-3
Declassl Oon: X1 bl
5o o

Ni b7E
(Ul Enclosiire (8) 7 }é& Enclosed forl Iis an NSL, dated biE
12/15/2005, addressed to | _1Attn:| D4
- | p7D
| requesting subscriber i1nformation, name, o
address, and length of service and alternate phone numbers for bé ‘ oz
the number listed. b7C  pIE
b4
oo “”””&Q Enclosed forl Iis an NSIL, dated 5D
04/20/2006, addressed to[ ___ [Attn: | | ?é;’
Do
........................ 7C
[§)~Case IB 1o
SEZRET : b2
b7E

b7A
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| requesting subscriber information, name, address,

(U) e M

and length of service and alternate phone numbers fcor the numbers
listed.

|is an NSL, dated
| attn:|

Enclosed for|
addressed to |

04/20/2006,

|, requestlng subscriber 1nrormation, name, address,

and length of service and alternate phone numbers for the numbers
listed.

e

H”HHMMMQQ Enclosed for is a
addressed tol i Attn:

SUDSCI1DEI 10HLOLIMALIO0Il, lame, address, Tid IengEP

11

requestlng
of service and

alternate phone numbers for the numbers listed.

-0 _Enclosed forl |is an NSLs dated 04/20/2006,
addressed tol [Att

requestling the name, address, length of service and local and
long distance toll billing records for the phone number listed
and subscriber information, name, address, and length of service
and alternate phone numbers only for the numbers listed.

forl |is an NSL, dated 04/20/2006,
Attn: | I

mmwmwmuﬁé)r_Enclgsﬁd
addressed to

requesting subscriber 1nformation, name,
service and alternate phone numbers for

address, an eng
the numbers listed.

(&) Enclosed for] i I is an NSL, dated

04/20/2006, addressed tol | Attn:

Tequest 1llg SubDSCriDer 1nIormaciolnl, name, address, and lengcth ot
service and alternate phone numbers for the numbers listed.

Details: (s) f

2
b4

p7b

oo

oo ow
G S G RSN I NG
o xal

@

oo
~d s =0 DD

(>

o

Ty

b7E
b4
b7D

Ic\/

—

[

(S/FISA/OC/NF) [

{(S) A review of prior toll records for

|wab Ccolaucred.

Numerous numbers with unknown subscribers were encountered and a
request for subscriber information on;those numbers is 1nc1uded
SE
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in this NSL.
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) |
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be
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b6
() r b7C
DTA
bl
s/ b2
b7E
b6
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bo
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---- Working Copy ---- Page

(g

W - 32 This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks local and long
distance toll billing records for one phone number and subscriber
information on sixty four numbers.

(U) Arrangements should be made with the wire
communications service provider to provide the records personally
to an employee of the[ Division within 10 business days of

Peget ~

bl
LA

bl
b2
b7E

L7C
b7A

oo
~1 Mo

7]
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;ﬁﬁREr

---- Working Copy ---- Page 5

receipt of this request. The wire communications service
provider should neither send the records through routine mail
service nor utilize the name of the subject of the reguest in any
telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709(c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
gsecurity of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
safety of a person.

{(S)

bl
b6
bh7C
BTA

(U) Information received from a wire communication
service provider may be disseminated to an agency of the United
States only 1f such information is clearly relevant to the
authorized responsibilities of such agency.

(U) Anv guestions regarding the above can be directed bz
to TFO b
LEAD (S = b7
Set Lead 1: (Action)

. . GENERAL COUNSEL
AT WASHINGTON, DC

(U) NSLB is request to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info)
COUNTERTERRORISM
AT LX-1 VA

(U) ITOS 1/CONUS IV/Team 13: Read and clear.

Set Lead 3: {Action)

b2
W

(U) is requested to deliver the attached

s@p&ET :
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---- Working Copy ---- Page 6

letter as indicated abgve. Upon receipt of the information from
the telephone company,l is requested to submit the results

to | [Resident Agency, TFO
Set Lead 4: (Action)
bz
1| | b7E
. . b6
(u) | |is requested to deliver the attached -
" letter as indicated above. Upon receipt of the information from b7C
the telephgne companv,| is requested to submit the
results to esident Agency, TFO
Set Lead 5: (Action)
AT
(v | is requested to deliver the attached
letter as indicated ab ceipt of the information from
the telephone companv, is requested to submit the
results to Resident Agency, TFO I
b2
. b7E
Set Lead 6: (Action) be
b7C
AT
(0) | hs requested to deliver the attached letter
as indicated above. pon receipt of the information from the
telephons company is requested to submit the results to
esident Agency, TFO
Set Lead 7: (Action)
Kh7E
AT b7E
b6

(m E:::::]is requested to’ deliver the attached letter B7C
as indicated abovT___unQn1receipt of the information from the
telephone company is requested to submit the regults to

|[Resident Agency, TFO

SE%ZET
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Set Lead 8: (Action)

ATl

NSL VIO-12245

ﬁé;ET

ing Copy ----

Page 7

(U)[::;;::]is requested to deliver the attached letter
as indicated above. on receipt of the information from the

telephone company,' | is reques

|Resident Age

Set Lead 9: {Action)

AT

ted to submit the resnlts to
ncy, TFO

| [

| is requested to deliver the

attached letter as indicated above.

Upon receipt of the
information from the telephone company | | Field is

requested to submit the results to

Resident Agency, TFOl |
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Precedence: ROUTINE Date: 06/30/2006
b2
To: General Counsel Attn: Julie Thomas bTE
Deputy General Counsel, NSLB bi“
¢
Counterintelligence Attn: SSA biC

CD-3C Rm 4033

Attn: RA

From:

Contact: SA

Approved By:

Drafted By: g O/Q" CO/ 814' '
Case ID #: (Sl |(Pending) Lod /”?WVL’SS /@y/éu)ov

U‘G‘F\-~
B2 =

— biE
Title: (S) =" b6
00: 9*//' 3’?/% b7C
myMwm~mmWH L_J // DA
Synopsis:’ M Approves the issuance of an RFPA National
Security Letter (NSL) for financial records; provides reporting
data; and, if necessary, transmits the NSL for delivery to the
financial institution.
-
M Derived Frowmes G-3 51
: Declassif nn" 10 years from date of ECa" . ,
(8] C7E
| fo NN ("‘) s
b2  Enclosure(s): (U) Enclosed for| at the /éy/na, {
b7E < o b o1l
oY s
]’;7D requesting rinancial records OL the VY - Fer
D TUstomer riscea.
bé
p7C Details: (S) ]
bz
bz
b7A

tSj~CaSewID

SECRET



NSL VIO-12247

SECHET

---- Working Copy ----

Page

13)

FN&/
(8)f
(s)
{ -
sy |
I (s)
)

(}Q This electronic communication documents the
I:ISAC’S approval and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks financial

SESFET

2

bl
b2
L7E

L7C
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NSL VIO-12248

' SEEQET o1

---- Working Copy ---- Page 3bo6
: biC
b7A

(&)

‘informat ior [Any disclosure that the FBI has sought b7E

(U) ts should be made with the financial )
institution, to provide the ersonally to an b2
employee of the |Division, RA within fifteen b7k

(15) business days of receipt of this request. The financial hd
institution should neither send the records through routine mail S,
service nor utilize the name of the subject of the request in any ©7D
telephone calls to the FBI.

(U) In accordance with 12 U.S.C. 3414 (a) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere

with diplomatic relations, or endanger the life or physical safety
of a person. .

P Brief statement of the facts justifying my
certification in this case: Invoking the non-disclosure b1
requirement is necessar¥_because of the sensitivity surrounding
the method kv which the Division was able to obtain

or gainedl ]

(U) Information received from a financial institution
may be disseminated to an agency of the United States only if
such information is clearly relevant to the authorized
responsibilities of such agency. b2

(U) Any questions regarding the above can be directed Te
to SA| | telephone number: ~

s;CRET
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LEAD (s) :
Set Lead 1: {Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

«

Set Lead 2: (Info)
COUNTERINTELLIGENCE
AT WASHINGTON, DC

(U} At CD-3C Read and Clear

Set Lead 3: {Action)

b2
h7E

(U) Deliver the attached NSL as indicated above. Upon b6
receipt of information from the financial institution, e
|RA, 1s requested to submit results to S o

|Division.

S%&RET
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(OGC) (FBH) .
From: (OGC) (FBI) e
Sent: 4 58 PM
To: (FBI)
Subject: NSL DATA
[8)

s -
RECOR|-

(5]
In ACS there 1s an EC drafted by you dated 6/12/06-file {- pertaining to a NSL

request. In the "enclosure” section it states, " requestlng the name, address, length of service

and local and long distance toll billing records " However, in the "details" section it states,

"...the enclosed NSL seeks subscriber information on one phone number." In order to accurately

fuifil Congressional reporting requirements, please inform me what which type of NSL was

requested. In addition, if you're using a pony, please correct these to sections that the language isin bl

agreement. Your prompt attention to this matter would be greatly appreciated. 02
L7E
ml‘l b7C
National Secunty Law Branch Z,r;.;, ’

Office of the General Counsel

Room 7975/ext[ ]

DERIVED FROM: G-3 FBI Classifteation Gui -3, dated 1/97, Foreign Counterlntelligence investigations
DECLASSIFICATION EXEMPTONT

 fiafoc

bo
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o]

Enclosure (s) :

Precedence:

NSL VIO-12252

s E,&ET

---- Working Copy ---- ’ Page

ROUTINE

To: General Counsel

Counterterrorism

From:

Date: 06/12/2006

Attn: Julie Thomasg,
Deputy General Counsel,
NSLB

Attn: I1T0s II/ ILX—l, 65-100
SSA

Attn:

Approved By:

Drafted By:

PN kPending)

Contact: SA

.Mbgi

Q0: L__J

Approves the issuance of an Electronic
Communications Privacy Act (ECPA) National Security Letter (NSL)
for toll billing records; provides reporting data; and, if
necessary, transmits the NSL for delivery to the wire
communications service provider.

Derived Fref : G-3 bl
Declassify Omg X1 bz

bIE

b7A

06/12/2006,

(U) Enclosed for|

|is an NSL, dated

addressed tol

requesting the name, address,
long distance toll billing records for the below listed phone
number for the time period specified.

Details:

(S

length of service and local and

Case 1D

el oo O]
~1 o ~d i -0 DN
I

@]

s

bi7C

-

oo
NG NG
3

(O
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13}

181

) This electronic communication documents the SAC’s
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber information
on one phone number. .

(U) Arrangements should be made with the wire
communications serviceg provider to provide the records personally
to an employee of the| iDiVision within ten business days of
receipt of this request. The wire communications service
provider should neither send the records through routine mail
service nor utilize the name of the subject of the request in any
telephone calls to the FBI.

(U} In accordance with 18 U.S.C. 2709(c), I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information
sought by this letter may endanger the national security of the
United States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

jlst Brief statement of the facts justifying my certification
in this Fpace. Digolncnye nf e Fomt ol tha TRT oo =y

interest

{(U) Information received from a wire communication service
provider may be disseminated to an agency of the United States
only if such informaticon is clearly relevant to the authorized
responsibilities of such agency.

ECT

2
ol
n7A
bl
bt
. b7C
bl pyoa
b2
b7E
bo
b7C
b7A
bz
h7E
bl
o138}
b7C
b7A
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(1 anv guestions regarding the above can be directed to SA e
telephone number NN
B7C
LEAD(s) :
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: (Info)
COUNTERTERRORISM
’ b2
00

aT 1Tos TI[___ Jrx-1, 65-1

(U) Read and clear.

Set Lead 3: (Action)

:|_

(U) Deliver the enc
receipt of reqguested information,
results to the Division.

a1
SL as indicated above. Upon b7k
is requested to submit
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b2
(OGC) (FBI) b7E
D6
From: | (FBI) 7C
Sent; 2 2006 1101 AM
To: {OGC) (FBI)
Subject: RE NoL DATA
(Z) RECOR ol
o4
— o7
bd
hone numbers were requested frorrI | anﬂnumber was requested fron 57D
That one number was requested from both phone companies becauseg it was recently ported from -
and we are seeking subscriber information for the whole time frame, before and after the number was moved 0o
b7C
Thanks, D7A
bz
~~~~~ Onglnal Mogcan b7k
From: koce) (ren b6
Sent: IJudnﬁdaumuDﬂﬁ_m.i 3AM ~
To: FBI) b7C
cc: 1 G2}
Subject: NSL DATA
I. SECRET=
| o :l “"RECORI-
|: 5 :l | ;;; there'is-an EC drafted by you dated 6/27/06; T"Ie#l pertaining to a el
NSL'request. In order to accurately fulfill Congressional reporting requirements, please inform me "o
as to how many telephone numbers out of a total of five were requested from each phone Vﬂf}—
company. In addition, the name of the phone company located in was omitted. - 6 B
Please provide that information as well. Your prompt attention to this matter would be greatly . 7 .
appreciated. > ¢
ol)

::D'

DERIVED FROM: G-1 FBI CIaSSI
DECLASSIFICATION“ -1

Paralegal Specialist
National Security Law Branch
Office of the General Counsel

Room 7975/ext________ ]

DERIVED FROM:m!assiﬁcation Guide 541, dated 1/99, Foreign Government Information
DECLASSIFICATION EXEMPTION 1 .

SECRET

dated 1/99, Foreign Government Information

SECRET o
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Precedence: ROUTINE Date: 06/27/2006

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

Counterterrorism Attn: SSA| |

ITOS II X1
Attn: SSA|
SA bz
SA b7E
)6
e Attn: SsA| b6
From:
Contact: SA
Contact: &7
Approved By:
bl
Drafted By: (174:::P5,ec) jo¥
o7E
Case ID #: (8) (Pending) e
e
Title: (8) b7c
« bf] s

i I

Synopsiéﬁ”’}g) Approves the issuance of an ECPA National

Security Letter

(NSL) for subscriber information; provides reporting data; and, if
necessary, transmits the NSL for delivery to the wire communications
service provider.

m- -

bl

i (%) Derivei;?;gg;: G-3 b2
Declasgxfy X1 b7E
(81 | b'7A

strative: (U) An NSL dated 04/17/2006 was submitted tol
rs for t

o
o

requesting subscriber information for seven phone numbe he hiﬂ
captioned case. responded to the NSL j iding subscriber M
information for numbers and advising that f the requested b2

numbers had been ported to other phone companies. This EC serves to re-
request subscriber information for those [f::]numbers from the indicated

]
) Ia)
onr{n; 2




NSL VIO-12257

s5tr

\ --~- Working Copy ---- Page 2

phone companies. LZ
75

Enclosure (s) : (U) Enclased for | INivieion ie an NSI. datred :b“"

QF /2712006 addyessed ta b4
TEQUESCINg SUDSCLIDEr 1Nlormacion. p7D

Fnclosed 1torl I T sion 35 a5 NSL dated 06/27/20064. addressed taol |}}6
b7C
b7A

Tequesting SUDSCriber 1nLormacion.

(0}

(X) FISA WARNING STATEMENT - STATUTORY RESTRICTION: THIS DOCUMENT CONTAINS
INFORMATION OBTAINED OR DERIVED FROM AN ELECTRONIC SURVEILLANCE OR
PHYSICAL SEARCH CONDUCTED UNDER THE FOREIGN INTELLIGENCE SURVEILLANCE ACT
(FISA), 50 U.S.C. SECTION 1806 (B). SUCH INFORMATION SHALL NOT BE USED IN
ANY CRIMINAL OR ADMINISTRATIVE PROCEEDING, INCLUDING GRAND JURY
PROCEEDINGS AND WARRANT AFFIDAVITS, WITHOUT THE PRIOR WRITTEN APPROVAL OF
THE ATTORNEY GENERAL OF THE UNITED STATES. U.S. PERSON FISA DERIVED
INFORMATION MAY NOT BE DISSEMINATED TO A FOREIGN GOVERNMENT WITHOUT THE
PRIOR WRITTEN APPROVAL OF THE ATTORNEY GENERAL OF THE UNITED STATES.

Detajls. (QLl jeli

bE
bé

57C
b7A

=y

<] <3~ N B

B =R

oo oo o

v I | b1

b2 B
Pa
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(5[

bl
b2
pb7E
b6

b7C
A [

b7A

bl
S —————————————
b2
(S -
b7E
he
p7C

oA

“ (& This electronic communication documents the SAC' s jbiﬁ
approval and certification of the enclosed NSLs. For maT@ToTy Teporting bk

purposes, the enclosed NSLs seek subscriber information on[:]phone
numbers.

(U) Arrangements should be made with the wire communications

service provider to provide the rec%éég\ffrsonally to an employee of the
S T )
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SESRET

---- Working Copy ---- Page 4

appropriate Division or through use of a delivery service to b7E
within 15 business days of receipt of this request. The wire Y
communications service provider should neither send the records through

routine mail service nor utilize the name of the subject of the request in
any telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709(c) I, the senior
official approving this EC, certify that a disclosure of the fact that the
FBI has sought or obtained access to the information sought by this letter
may interfere with a counterterrorism investigaticn.

(sf |
bl
b7h

jkﬂ\ If a |is opened on the subscriber B2
identified it is The responsibility ot the office opening the ?:E
to advise FBIHQ. This may be done by routing slip toO CLe ;Ji

—National Security Law Branch, Office of the General Counsel, Room 7947, /A

the FBIHQ entity handling the operational legal needs of the

Counterterrorism Division. This reporting is necessary in order to

provide information to Congress regarding the FBI‘s use of this authority

as mandated by Congress.

{U) Any questions reg o)
Division, attention § BTE
o33
07C

LEAD(s) :
Set Lead 1: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

(U) At ITOS IIJ::::]Read and clear.

=

Set Lead 3: (Action}

et
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SEURET

---- Working Copy ---- Page 5

oo
N

~-J
=

AT|

(U) Deliver the enclosed NSL as indicated above. Upon
receipt of_reguested information, is requested to submit
results tg

SFXRET
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(OGC) (FBI) o
From: | [cocA) b7E
Sent: | .38 AM
To: OGC) (FBI)
Subject: RE. NSL DATA
8
-
RECORI - -
| am sorry for any confusion | am requesting both scriber and toll information  Thanks b7E
----Original bz b7A
From: b7E bo
Sent: bé b7C
To:
Subject: h7C
SEGREF
i: S :I """ RECORD
! |
I: S:| -In-ACS there-is-an EC that-was drafted by you dated 6/20/06; file 4 pertaining b1
to a NSL request, in the "enclosure” it states you're "...requesting subscriber and tol 5o
information..." However, in the "details” it states, "...seeks subscriber information on the ;
following phone number..." In order to accurately fulfill Congressional reporting requirements, b he
please inform me as to what type of records were requested fron1 DA
b6
p7C
Paralegal Specialist : L4
National Security Law Branch »7D

Office of the General Counsel

Room 7975/ext. 1]

DERIVED FROM: G-3 FBI Classification Guide G-3, date 7, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM: G-3 FBI Classification d 1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1

SECRET
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NSL VIO-12262

SE%@T

-~-- Working Copy ---- Page
Precedence: ROUTINE Date: 06/20/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel,
NSLB
Counterterrorism Attn: LX-1, ITOS IIA |
SSA | [
Attn: 584 I
TFO
SAl
Attn:
From:
Contact: TFO
Approved By:
Drafted By:
. o} 1
Case ID #: (S (Pending) 1o
Title: (S) L7E
bi7A
. 001 | ‘

Synopéfs{”%;§§ Approves the issuance of an ECPA National
Security Letter (NSL) for subscriber information; provides
reporting data; and, if necessary, transmits the NSL for delivery
to the wire communications service provider.

w0l Derived F : G-3
Declassi . 6/20/2016
'”&ﬂ"“ b2

| I— TE
Befarerce s M (Pendlng) ?"* 7
,,,,,,,,,,,,, e ) ending) 218

Enclosures: IH(' Enclosed forl |is an NSL dated 6/20/2006,

R Ta |

requesting subscriber and toll

infeormation on

S§<§ET

1
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SRERET

~--- Working Copy ~--- Page 2
Details: (S) (S//NOFORN) |
(S//NQFORN]| bl
b7C
b7A
nl
(s//nororn)| 2
Ny
b7E
bT7A
(w) | | show the number comes back to o4
| ists the possible service carrier as[::::::::] No 17D
subscripber i1nitormation was discovered. .
o | ol
b6
b7C
b7A
(a/ /l\mwnpm\l bl
| L6
b7C
B | BIA
53! hs:
(e | o1
bé
b7C
ol
b2
- b7k
{Q//OPPON//NOPORN)l o
p7C
b7A
Lot /nnmrxon\' )
bl
ho
L7C
b7A
}E) This electronic communication documents the SAC of FBI b2
-[:;:::::]approval and certification of the enclosed NSL. For =
mandatory reporting purposes, the enclosed NSL seeks subscriber b7E
tsjmiqﬁg;mq;ionmgnmphgmfollgwingwphonewnumber, [oNk
S?CRET X bé
b7C

b7A
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SEXRET

~~-~ Working Copy ---- Page 3

(U) Arrangements should be made with the wire communications
SerViCGZififiTer to provide the records personally to an employee
of the Division within 15 business days of receipt of this
request. The wire communications service provider should neither
send the records through routine mail service nor utilize the
name of the subject of the request in any telephcne calls to the
FBI.

~J1 DN

[

OO

(U) In accordance with 18 U.S.C. 2709{c) I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information
sought by this letter may endanger the national security of the
United States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

LU >§ Brief statement of the facts justlfylng my certification
in this case:

(s//0C/REL)
S
bl
B7A
Zﬁi\\lf al |is opened on the
subsctibeY identified, 1t 1s the responsibility of the office "
opening the [to advise FBIHQ. This may e
be done by routing sIip to the National Security Law Branch, b7E
Office of the General Counsel, Room 7947, the FBIHQ entity n7A
handling the operational legal needs of the Counterterrorism
Division. This reporting is necessary in order to provide
information to Congress regarding the FBI’s use of this authority
as mandated by Congress.
U) An uestions regarding the above can be directed Ff
to TFO OO
p7C

SEC}ET
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LEAD (s):
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: (Info)
COUNTERTERRORISM —
AT WASHINGTON, DC
(U) At ITOS II4::::]Read and Clear

Set Lead 3: (Action)

AT

(U) Deliver the enclosed NSL as indicated above. BT
Upon receipt of reguested inforwation,[::::::]is requested to
submit results to




(8]

b

NSL VIO-12266

(OGC) (FBI)
From: | I(OGC) (FBY)
Sent: nday, July 07, 26 PM bz
To: | JoGA) 7z
Subject: NSCUATA 6
b7C

AT L
RECORO

In ACS there is an EC dated 5/17/06, drafted by you pertaining to a NSL request, in the "enclosure" it
states you're requesting "...subscriber and toll records information," from| |
However, in the "details" it states, you're "requesting subscriber information..." In order to
accurately fulfill Congressional reporting requirements, please infoarm me as to what type of
information is being sought from these two telephone companies. Your prompt attention to this
matter would be greatly appreciated.

Paralegal Specialist
National Security Law Branch

Office of the Ge, el
Room 7975/ext.

DERIVED FROM: G-1 FBI Mwation Guide G-1, dated 1/99, Foreign Government Information
DECLASSIFIC EMPTIONS _

SECRET

b
w L

7 b6
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k1l
b2
b7E
bd
B7D
be
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---- Working Copy ---- Page 1

Precedence: PRIORITY Date: 05/17/2006

To: General Counsel Attn: Julie Thomas
Deputy General Counsel

Counterterrorism Attn: ITOS I/CONUS IV

SS5A
IA

[ 1 aten: | |
Attn:l I

IA
IA C
From:
RA
Contact: TFO
Approved By:
Drafted By:
| bl
(8) CaseID #: ) (Pending) b2
Title: (S) b7E
b6
oo 7C
.. | | b7C
Synopsis: '@BQ Approves the issuance of an ECPA Natiuiaad
Security Letter (NSL) for subscriber information; provides
reporting data; and, if necessary, transmits the NSL for delivery
to the wire communications sexvice provider.
- - “.3£Q Deriv om :, G-3 b1
Declasstfy On: 05/17/2016 52
N
(5] e | | b7E
| |  pia
Enclosure(s): (U) Encloged ford | is an NSL dated be
05/17/2006 . addressed tol | b7E
| b4
requesting supbscriber and toll records information. b7D
___________________ b
YT C
igj Case ID ~ 7 ol o}
SERIET ; [o )
DR
-~ N
R A et
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SébkET

NF

---- Working Copy ----

. (U) Enclosed for| lis an NSL dated

ns/172/9006 addreaced +o 1

requesting subscriber and toll records information.

Page

2

oo oo
~1 b
T

oy
~] o =
2

N

o

-

b2
b7E
b7D
bo
b7C
RTA

bl
bo
b7C
b7A

Details: (S) [
bl
2

b7E
b7D
b6
b7C
h7A

(S/NOFORN/ORCON)

(S//NF)|

sy

[ ) ) AWayy
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NSL VIO-12269

séﬁRBT
F

---- Working Copy ---- Page 3

R} This electronic communication documents the Special
Agent in Charge approval and certification of the enclosed NSL.
For mandatory reporting purposes, the enclosed NSL seeks

subscriber information on anv vhone numpers associated with bl

{U) Arrangements should be made with the wire communications b7C
service prqxidg;_;g_gvaide the records through use of a delivery b7A
service to or perscnal delivery via the respective
field office delivering the NSL within 30 business days of b2
receipt of this request. The wire communications service b7E
provider should neither send the records through routine mail

service nor utilize the name of the subject of the request in any
telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709 (c¢) I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information
sought by this letter may endanger the national security of the
United States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic

relations, or endanger the life or physical safety of a person. 51
(SA pz
L7E
ol
oD
6
b7C
oA
Ps)  If a]
I T T office B2
o advise FBIHQ. This may TR
€ don Y € National Security Law Branch, -
Cffice of the General Counsel, Room 7947, the FBIHQ entity L7A

handling the operational legal needs of the Counterterrorism
Division. This reporting is necessary in order to provide
information to Congress regarding the FBI‘s use of this authority
as mandated by Congress.

(JL_Anv acuestions regarding the above ¢ ] to b2
TFO | or at (cell). e

LEAD(s) :

Set Lead 1: (Action)

GENERAL COUNSEL

SEQRET
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SEERET
NF
---- Working Copy ---- Page 4

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: (Info)

COUNTERTERRORISM
AT WASHINGTON D.C.

(U) ITOS I; Read and clear. ——

Set Lead 3: (Action)
b7 L

(U) Facilitate shipment of NSL to[::::]per procedural b4
recommendations set forth in 319X-HQ-Al1487720-0GC Serial 215. 7D
Upon receipt of requested 1nformatlon,r____T:]ls_Iﬁauﬁsted to Sy
submit results to the| [DivisTon, ) RA.
Set Lead 4: (Action)

AT | | o2

. o7E

(U) Dellver the enclosed NSLs as indicated above.
Upon receipt of requeste . lis requested
to submit results to the Division, RA.

(137 D3 .ec) b6
b7C

SEC}ET
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(OGC) (FBI)
From: . I fOGC) (FBI)
Sent: PM
To: OGA)
Subject: NSL DATA
SECRET,
{3) RECOR(

(51 nACS there is an EC dated 5/17/06, drafted by you file # bertaining to a NSL
request, in the "enclosure” it states you're requesting "...subscriber and toll records information,"
from and However, in the "details” it states, you're "requesting subscriber
information..." Tn order to accurately fulfill'Congressional reporting requirements, please inform me

as to what type of information is being sought from these two telephone companies. Your prompt
attention to this matter would be greatly appreciated.

In addition, | e-mailed you e-mailed you earlier with the same issue, however, | forgot to include your
|: 8 :| file # which i{

Paralegal Specialist
National Secunty Law Branch
Office of the General Counsel

Room 7975/ext|:|

DERIVED FROM: G-3 FBI
DECLASSIFICATION EX
SECRET .

Bl
~J DN

(@)}

O«
g
)

YOO
0

J——
\

5

oo Uo T
RGN S

~J
!

o
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SYERET
NF

---- Working Copy ---- Page 1

Precedence: PRIORITY Date: 05/17/2006

To: General Counsel Attn: Julie Thomas
Deputy General Counsel

Counterterrorism Attn: ITOS _I/CONUS IV
SSA
IA|
Attn: Ii

Attn: | |
IA
IA
b2
b7k
From: bo
R_A b"‘?/\
Contact: TFO] |
Approved By:
Drafted By: ol
b2
(8l CaseID #+ Qﬁl“ |(Pending) DITE
Title: (S) e

~

D7{
—UUT1 nTA

Synbpéiéf”wa?{ Approves the issuance of an ECPA National
Security Letter (NSL) for subscriber information; provides
reporting data; and, if necessary, transmits the NSL for delivery
to the wire communications service provider.

W) Derive o G-3 ol
Declassi n: 05/17/2016 n2
n7E
{5} Yx‘" oA
IS}

Enclosure (s): (U) Enclosed forl | is an NSI dated b
05/17/2006, addressed tol |

b4
. . ! b7D
requesting subscriber and toll records information. b6
8¢
----------------- p7C ---
Zase IR~y /
(5 SEURET . bl
bZ
b7E
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SRQRET
NF

---- Working Copy ----

(U} Enclosed forl lic an N8I datred

o
b7E
Joli!
bi7b
bo

05/17/2006, addressed to]

L7C

requesting subscriber and toll records information.

Details: 182/

Page 2

bl
DbTE
b70
o
b7C

b7A

Ic/NnWORN/ORCONJ

(S//NF“

OO oCUT
~J o

.| -
e

s

D?.I‘.DJ.
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sgﬁggT

~-~--- Working Copy ---- Page 3
(&
bl
bo
2% This electronic communication documents the Special b7C
Agent in Charge approval and certification of the enclosed NSL. bh7A

For mandatory reporting purposes, the enclosed NSL seeks
Py subscriber information on any.phone numbepsmassocla&edwwitd[::::::::]
I

(U) Arrangements should be made with the wire communications
service provider to prgvide the records through use of a delivery

sexrvice to or perscnal delivery via the respective -
field office delivering the NSL within 30 business days of bz
receipt of this request. The wire communications service nh7E

provider should neither send the records through routine mail
service nor utilize the name cf the subject of the request in any
telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709(c) I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information
sought by this letter may endanger the national security of the
United States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person. bl

bZ
(}6 Brief sfa;gmgn; of ihe faT:s justifving mv cextification h7E

o in this case: has a 6
LN | Disclosure of this request would likely result in o
L realizing that the FBI is investigating his potential b7C
@y, 1nvolvement 1in terrorist activity. This could prompt him to DTA

change his communication habits and methods, thus interfering with
this counterterrorism investigation.

(U) If al | "o
| | 1t 1s the responsibility of the ocffice .
| | to advise FBIHQ. This may b7E
be done by routing slip to the National Security Law Branch, b7A

Office of the General Counsel, Room 7947, the FBIHQ entity
handling the operatiocnal legal needs of the Counterterrorism
Division. This reporting is necessary in orxder to provide
information to Congress regarding the FBI’'s use of this authority
as mandated by Congress.

(J)  Anvy guestions regarding the above can be directed to b2
TFO| or at | b6
bh7C
LEAD (s) :

Set Lead 1: (Action)

GENERAL CQUNSEL
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s=¥er
NF

---- Working Copy ---- Page

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: (Info)

COUNTERTERRORISM
AT WASHINGTON D.C.
(U) ITOS I; Read and clear.--—

Set Lead 3: (Action)

AT

(U) Facilitate shipment of NSL to:per procedural
recommendations set forth in 319X-HQ-Al1487720-0OGC Serial 215.

Upon receipt of requested infgzmaiion, is reguested to
submit results to the Division, RA .
Set Lead 4: (Action)

AT| |

b2

L6
biC

(U) Deliver the enclosed NSLs as indicated above. b7E

Upon receipt of requested information, ig reguested
to submit results to thel PlVlSlon, RA.

(137_p2.ec) D(’

n7C

SEPRET
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sé&aET

---- Working Copy ---- Page

(U) At ITOS I, CONUS 1I, Team 7, read and clear.
Set Lead 3: (Action)
COUNTERTERRORISM

AT WASHINGTON, DC

(uy  At] | 1a | is requested to
deliver the attached NSL to the wire communications service provider
identified in this EC.

SﬁéRET

oo o
[

~d
@]
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(OGC) (FBI)
n2
From: | [FBI) NTE
Sent: Wednesday, July 12,2006 9 03 AM h
To: (0GC) (FBI) Do
Subject: RE NSL DATA L7C
(&) SECRET
RECORD
in response to your email, we would request name, address, length of service, and local and long distance tolt bifling kbl
records, o)
Thank you, 71
b6
W7o
A F A
7R
~~~~~ Onginal Message-----
From: OGC) (F8I)
Sent: 06 PM
To: (FBI)
Subject: NSL DATA
SEERET=
(&) RECORI

(3]

In ACSthere is-an EC drafted by you dated 6/27/06, fi!e--l-~~- pertaining to a E}
NSL request. in the "enclosure” section it states, "...requeésting name, address, length of b;?
service, and local and long distance toll billing records..." However, in the "details" sectionit -~
states, "...each enclosed NSL seeks subscriber information on..."” In order to accurately fulfill o

Congressional reporting requirements, please inform me as to which type of NSL was requested. b7C

In addition, if you're using a pony please correct these two sections that they agree in language D74
usage. Your prompt attention to this matter would be greatly appreciated.

DERIVED FROM: G-1

Paralegal Specialist
National Security Law Branch
Office of the General Counsel

Room 7975/ext|:|

DERIVED FROM: G- [ Classification Guide G-1 ed 1/99, Foreign Government information

DECLASSIFICATION EXEMPTION 1
SECRET.

lassification Guide G-1, dated Foreign Government Information

DECLASSIFICAHON EYSMDTION {

SECRET




NSL VIO-12278

SEERET

---- Working Copy ---- Page 1

Precedence: ROUTINE Date: 06/27/2006

To: General Counsel Attn: Unit Chief, NSLU

From:

Contact: SAl

b2
Approved By: BTE
b6
biC
Drafted By: {(163cds0l.ec)
: . ol
Case ID #: (S)| | {Pending) oS
Title: (S) LVE
o1}
- Bic
LR ) B7A
Synopsis?w'fgs Approves the issuance of an ECPA National

Security Letter (NSL) for toll billing records; provides
reporting data; and if necessary, transmits the NSL for delivery
tc the wire communications service provider.

|:U:| O (X) Der ].V rom G - 3 b ]
Declas§l Oon: X1 b2

bT7E ,
LRl b 1
Enclosure(s): (U) Enclosed for] |is an NSL dated bjE
06/12/2006, addressed tof | o
|requesting name, ol
= address, length of service, and local-and lona distance toll 7D
billing records for telephone-number aT e
- b7C
Details:
sranee b7A
(s)f
bl
51 % — o2
S Lk
bo
_________ _ b7C
Case ID :| DTA

e v
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S ET
(8, ---- WorKing Copy ~---- Page 2
(5) v bl
| ko
b7C

iE'j:,'.-' K | b7A

, () |
i
b2

() b7E

b4
b7D
b6
bh7C
bTA
s [
/ (]

i/ nl
viC
n7A
bE

(8)

SPSRET
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---- Working Copy ---- Page
(s)J
sy /
(s) |
! (Q)/
@/
et
(S)
M- 0K}  This electronic communication documents the
[;::::::%SAC'S approval and certification of the enclosed NSL.
or mandatory reporting purposes, each enclosed NSL seeks

subscriber information on one phone number.

(U) Arrangements should be made with the
communications service provider to provide the records personally
to an employee of the|

business days of
service provider
mail service nor
in any telephone

[Division within 15

the receilpt of this request. The communications
should neither send the records through routine
utilize the name of the subject of the request

calls to the FBI.

SBI%ET

5
bl
b
b7C
h7A
bl
b2
b7E
b6
b7C
b7A
bl
b7A
bl
b2
b7E
619
B7C
L7A
b1
bo
bi7C
bR

b
b7k
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SMRET

---- Working Copy ----

(U) In accordance with 18 U.S.C. Section 2709%(c) I,
the senior official approving this EC, certify that a disclosure
of the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
safety of a person.

)Kﬁ Disclosure of the ongoing counterterrorism
investigation would hinder the ability of thel IFBI to

ismlwmwww l

(U)[:::::::]should remind the communications service
" provider that 1t 1s prohibited from disclosing that the FBI has
made this request.

(U) On 11/09/2001, the Director designated the
official signing the enclosed letter as authorized to make the
required certification.

_]) Any questions regard'nn the ohnve can he Sirectesd
to Division, Attention SA

e

Set Lead 1: (Action)

GENERAL COUNSEL
AT WASHINGTON, DC

. (U} NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs. NSLU should note that the attached NSL
seeks subscriber information for one phone number.

Set Lead 2: (Action) ’

(U) Deliver the enclosed NSL as indicated above.
Upon receipt of the requested information,[_____ Jpivision is
requested to submit results to[:::::::]Division.

Page

b2
b7E
bé
b7C
b7A

b2
bT7E

oo oo
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NSL VIO-12282

loGe) (FBI)
F | GED o2
rom: .
Sent: Uesday, July 17, 28 PM 2 E
To: [ |(0GC) (FBY) 06
Subject: RE NoL DATA n7C
. SEoom] bl
b2
. b7 E
Q
AN
NSLB_geturn subec 1Y
riber. e
It was actuallD Please see attached
----- OngtnaIIMmaahl—---—
From: OGC) (FBI)
Sent: :48 PM
Subject: RE:
—SEERET —
5] RECORD
bl
b
. . . . . /
'need the information for the below e-mail. You have aiready replied to the other one you just E hF
sent me. Thanks )
b7
Paralegal Specialist
National Security Law Branch
Office of the Geperal Counsel
Room 7975/ext.
----- Onqunal Message-----
From: fren) bl
Sent: 6134 PM o
To: iOGC) (F8I)
SubjectTRET b7E
SECRET b6
':S:I""m~ b7C
10- hat EC was a 'blanket EC' to cover| Jeads (1 |ﬁerent telecommunication companies) Obvicusly
th umbers are distributed among thd Ican pro ou with the details for each Also, | have two more
simar ECs coming down the pike, one of them is for about umbers In theses ECs, ! also did not break 57

down the numbers for each lead/company. What format do you recommend | use in the EC? Thank you for

bringing this to my attention  With so many peaple depending on wireless/cellular systems now, submitting this
type of EC/NSL request will grow more and more common  This is the first time | have submitted a subscnber ID

NSL for my cases

]

-----0Original S

From: 5o

AT Y

{OGC) (FBI)

O
~J N

™

o)
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=3}

Sent; Thyr L 22,2006 12.45PM
Tod i(FBI)

[N eNRONNG)
~1 Oy =1 B0

Subject: NSL DATA C =t

SECREF b2
|:S:| - ...RECORO p7E

In ACS there is an EC drafted by you dated 6/16/06; fild Jaenaimng
(3] toansL request. Within the EC it states that you are requesting a total of___numbers

fron:’elephone companies. In order to accurately fulfill congressional reporting
requirements, | need to have the break down of how many numbers were requested per
entity. Please include this in all future NSL requests when seeking records from more than

one entity. Your prompt attention in this matter would be greatly appreciated. E;
o7E

Paralegal Specialist o o1}

National Security Law Branch p7C

Office of the General Counsel

Room 7975/ext.

DERIVED F!\Q\&M: G-3 FBI Classification Guide G-3, dated 1197,//oreiqn Counterintelligence
Investigations

DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM: G-3 FBI Classification Guide G-3/dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION
SECRET

DERIVED FROM: G-3 FBI Classification
DEGLASSIFICATION EXEMPTION 1
SECRET

dated 1/97, Foreign CounterIntelligence Investigations

DERIVED FROM: G-3 FBI ClassHication Guide G-3, dated 1/97, Forei
DECLASSIFICATION EXEMPFION 1
SECRET

n Counterintelligence Investigations
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l(OGC) (FBI)
From: FBI) w
Sent: IMLHJHP 34 PM Cw/ 7 l/
To: OGC) (FBI) '
Subject: RE. NSL DATA
SEERET-
(5] REcoRI.
b7E
10-4 That EC was a 'blanket EC' eDleads (te | Ijlfferent telecommunication companies) Obviously thd:| hé
numbers are distributed among th can provide you with the details for each Also, | have two more similar ECs ’ O
coming down the pike, one of them s 1or aboqumbers In theses ECs, | also did not break down the numbers for b7C
each lead/company What format do you recommend | use in the EC? Thank you for bringing this to my attention. With
so many people depending on wireless/celiular systems now, submitting this type of EC/NSL request will grow more and
more common This is the first ime | have submitted a subscriber ID NSL for my cases
Thanks,
occ) (Fary
12:45 PM
: mltal)
Subject: NSC DATA
|: S :| "RECCORD

NSL request. Within the EC it states that you are requesting a 1otal o numbers from nl
telephone companies. In order to accurately fulfill congressional reporting requirements, { need to 1,2
have the break down of how many numbers were requested per entity. Please include this in all 67E
future NSL requests when seeking records from more than one entity. Your prompt attention in Zr) 6
this matter would be greatly appreciated. ;}7 o

(5 rrAcsmere-is-an EC drafted by-you-dated 6/16/06; file ; >ertainin? to a

Paralegal Spectalist
National Security Law Branch
Office of the General Counsel

Room 7975/ex‘:|

DERIVED FROM: G-3 FBI CIassifR:‘a(ion Guide G-3, datéd 1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM: G-3 FBI Classification Gu'ted 1/97, Foreign Counterintelli
DECLASSIFICATION EXEMPTION 1
SECRET




NSL VIO-12285

SEZ&ET
NF
---- Working Copy ---- Page 1
Precedence: ROUTINE Date: 06/16/2006

To: General Counsel Attn: Julie Thomas
Deputv General Counsel, NSLB

Counterintelligence Attn:
Attn:
Attn:
Attn: RA
Attn:
Attn: RA
Attn:
Attn:
Attn:
Attn:
Attn: _SSA
Attn:
Attn: RA
Field Office Attn:

—‘
1=
NCING)

3

oo o
(&)}

2
@

From:

Lollvaul s

Approved By:

Drafted By:

bl
Case ID #: (8) (Pending) ol
. b7E
Title: (S) b6
o)A
o :
'Q{) Deriwed From : G-3
Decl ify On: X1
(8 o0
tm"éyﬁopQISf““@é) Approves the issuance ofI IECPA 1
National Security Letters (NSL) for subscriber information; T
provides reporting data; and, if necessary, transmits the NSLs SR
for delivery to the wire communications service provider. LB
iSj'Refereneew»ng__ bz
b7y
Enclosures: (U) Enclosed forl Iis an NSL dated b
06/16/2006, addressed to| | -
[ b7D
requesting subscriber i1nformation. bé
ey _ b7C
Case ID™
o RET ; -
ﬁ? ki
b2

k7

]
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SEJRET

NF
---- Working Copy ---- Page
o)
(U)__Enclosed foi lis an NSL dated 06/16/2006, DYk
addressed to| | b4
requesting subscriber informatiomn. h7D
(U) Enclosed forl lac] |IRA, is an NSL
dated 06/16/2006, addressed tol
requesting
subscriber information.
(U Encloncad Fnrl Lc an NQT, dated 08/16£/200¢
addressed to
| X [celephone number
| | requesting subscriber information.
(U) Enclosed for| lat | |[RA, is an NSL = 2
dated 06/16/2006, addressed toO 7T
| |request1ng subscriber I1nformation. 54”
(U) Enclosed forl |is an NSL dated 06/16/2006, b7D

addressed to] |
[requesting subscriber information.

(U) Enclosed fod |are NSLs
requesting subscriber information, dated 06/I1572006, addressed
to:| I

. (U) is an NSL dated 06/16/2006,
addressed to

requesting subscriber 1nrformation.

(U) Enclosed forl |is an NSL dated 06/16/2006,
addressed to ] ]

requesting subscriber

LIILOLNAL LOIL.

subscriber information, dated 06/16/2006, addressed to:

(U) Enclosed foancwarxlarel |NSLs requestin%

(U) Enclosed for| s an NSL dated 06/16/2006,
addressed to

e

RA, is an NST, dated 06/16/20Q06,

for lat |

addressed to|

/
STARET

b2
b7E
bé
b7D
b6
b7C

)
[N

ry

o000 o
NS NG TN
o [

(_\') -
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SEEK?T
F

---- Working Copy ---- Page 3

requesting subscriber information.

(U} Enclosed for |Field Qffice is an NSL 52
dated 06/16/2006, addressed TO | .
requesting subscriber b7E
THLOLNGC IO, [oY/!
. k b7D
Details:  (S/NF/0OC)
bl
D2
o7k
ho
07C

e e “”W&Q This electronic communication documents the SAC’'s

approval and certification of the enclosed NSL. For mandatory A
reporting purposes, the enclosed NSLs seek subscriber information b2
on phone numbers. :

(U) Arrangements should be made with the wire
communications sexvice provider(s) to provide the records
personally to an employee of each delivering division within 30
business days of receipt of this request. The wire
communications service provider(s) should neither send the
records through routine mail service nor utilize the name of the
subject of the request in any telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709(c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by thig letter may endanger the national
security of the United States, interfere with a criminal,

s}%RET
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SEE&ET
NF

--~-- Working Copy ---- Page 4

counterterrorism, or counterintelligence investigation, interfere with
diplomatic relations, or endanger the life or physical
safety of a person.

(U) Facts justifying my disclosure certification
include the following: Disclosure of this request may
prematurely reveal the national security investigation to persons
affiliated with the target and/or the subject matter of the
national security investigation and cause them to change their
behavior patterns and circumvent scrutiny; and, disclosure may
encourage those engaged in questionable activities to aveid
patronizing the wire communications service providers listed in
this EC, knowing that they are subject to requests to reveal
account information and thus those persons may be able to
circumvent scrutiny.

() If al

ilt 1S the responsibillty of the oLIlce

|to advise FBIKQ. This may b7E

be done by routing slip to the National Security Law Branch,
Office of the General Counsel, Room 7947, the FBIHQ entity
handling the operational legal needs of the Counterterrorxism
Division. This reporting is necessary in order to provide
information to Congress regarding the FBIs use of this authority
as mandated by Congress.

(U) Any questions regarding the above can be directed b2
to Special Agent w%
LEAD (s): bo

[o WA

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: (Info)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) At CD-2D, read and clear.

Set Lead 3: (Action)
ALL RECEIVING FIELD OFFICES

(U) Deliver the enclosed\NSL as indicated above
SEERET
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SHARET
NF

---- Working Copy ----

Unon receipt ‘of requested information, submit results to
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(01/26/1998)

S

NSL VIO-12290

T /NOFORN/ORCON

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE
To: General Counsel

Counterintelligence

Field Office

From:

Attn:

Date: 06/16/2006

Julie Thomas
Deputy General Counsel,

NSLB

Attn:
Attn:
Attn:
Attn:

Attn:
Attn:
Attn:

b2z
RA b7E
b6

Attn: IA

! b7E

Attn:
Attn:

Attn: 3S3E]

Attn:
Attn:
Attn:

Contact:

Approved By:

Drafted By:

Case ID #: (S)

(Pending)

Title: (S)

tUjHHW_WMQQ éf:iiggzzi?m
De s83

On: X1

G-3

bl

b7E
be
biC

(8] ;W_giﬂ-

bz

SL}?&ET/NOFORN/OR‘CON

b7E
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NSL VIO-12291

SECRET /NOFORN/ORCON
To: Gep ral Crniineal f‘rnm:
Re: (S) 06/16/2006
Syﬁbﬁéié?“"?gi Approves the issuance of| ECPA

National Security Letters (NSL) for subscriber information;
provides reporting data; and, if necessary, transmits the NSLs
for delivery to the wire communicatiocns service provider.

Reféiéﬂééfww%xq/

Enclosures: (U) Enclosed forl |is an NSL dated
06/16/2006, addressed to] rJ

requesting subscriber information for

(U) Enclosed for| ]is an NSL dated 06/16/2006,
:xr-!r-lv—z:c~ed tol I
requesting subscriber information for telephone

number.

(U) Enclosed for | at] lis an NSL

dated 06/16/2006, addressed tol

| | requesting
subscriber information for telephone number.

(U} _Enclosed for [ lis an NSL dated 06/16/2006.
addressed tol _J

| |requesting subscriber information fon
telephone numbers.

(U) Enclosed for| | ad RA, is an NSL

dated 06/16/2006, addressed tof |
requesting subscriber information for

telephonevnumbers.

{(U) Enclosed forl ﬁs an NSL dated 06/16/2006,

addressed tol

[ requesting subscriber information

forl Felephone number.
{U) Enclosed for] |are| | NSLs dated

06/16/2006, addressed to: |

SE%%ET/NOFORN/ORCON

2

bl
b2
b7E

~
N

)
.
j
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S%RET/NOFORN/ORCON
To: General Counsel FErom: ' 51
Re: (5} 06/1672006 "o
b7E
I I
reguesting subscriber information forl lhumpers: II
| requesting subscriber
information forl Inumbers: andl |
[ requesting
subscriber information for number.
(U) Enclosed forI |is an NSL dated 06/16/2006,
addressed tol | Bo
AL
|requesting subscriber information for number, b4
. 7
(U) Enclosed for is an NSL dated 06/16/2006, L7D
addressed to| | bt
| b7
| requesting subscriber
informaticon for number.
(0) Enclosed forI | I INSLs requesting
dated 06/16/2006, addressed to: |
Attn: |r
subscriber information forl Tumber. ; and |
|
| irequestlng supbscriber 1nformation IOr
number. . -
« . bz.
(U Enclosed forl is 2o NSL dated 06/16/2006 b7E
addressed to b%
| [ 7 orma i T TS, b7D
Also enclosed for at RA, is & ed bo
06/16/2006, addressed to | b7C
requesting subscriber information for number.
A;#,df'”““””’f {(U) Enclosed for Field Office is an NSL
dated 06/16/2006, addressed toi
| |requesting subscriber 1nformation

fox numbers.

SE&ET/NOFORN/ORCON W\ m,O
3 \,bi}
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SEdbET/NOFORN/ORCON
To: General Counsel Erom:
Re: (S) 06/16/2006
Details: (S/NF/OCJ
m ““““(X) This electronic communication documents the SAC's

approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSLs seek subscriber information

on phone numbers.

(U) Arrangements should be made with the wire
communications service provider(s) to provide the records
personally to an employee of each delivering division within 30
business days of receipt of this request. The wire
communications service provider(s) should neither send the

L

SE?ET /NOFORN/ORCON
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O
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oo o
~1 @ ~d DN
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NSL VIO-12294

SEd&ET/NOFORN/ORCON
To: Genexral Counsel From:
Re: (S) 06/16/2006

records through routine mail service nor utilize the name of the
subject of the request in any telephone calls to the FBI.

(U) In accordance with 18 U.S.C. § 2709(c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
safety of a person.

(U) Facts justifying my disclosure certification
include the following: Disclosure of this request may
prematurely reveal the national security investigation to persons
affiliated with the target and/or the subject matter of the
national security investigation and cause them to change their
behavior patterns and circumvent scrutiny; and, disclosure may
encourage those engaged in questionable activities to avoid
patronizing the wire communications service providers listed in
this EC, knowing that they are subject to requests to reveal
account information and thus those persons may be able to
circumvent scrutiny.

. (U)y If al lon the
Lt is the responsibility of the office b2
H to advise FBIHQ. This may b7E
al Security Law Branch,
Office of the General Counsel, Room 7947, the FBIHQ entity
handling the operational legal needs of the Counterterrorism
Division. This reporting is necessarv in order tc provide
information to Congress regarding the FBI’s use of this authority
as mandated by Congress.
(U) Anv guestions regarding the above can be directed A
to Special Agent bf
bo
b7C

S¥CRET /NOFORN/ORCON

5

oo T

~3 D



NSL VIO-12295

SdeET/NOFORN/ORCON
To: Gengral Counsel Eram: |
Re: (S) D6/T6/2000

LEAD (s):
Set Lead 1: (Action)

GENERAL CQUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
1nformatlon needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

{U) At CD-2D, read and clear.

Set Lead 3: (Action)

ALL RECEIVING FIFELD QFFICES

(U) Deliver the enclosed NSL as indicated above.

Upon receipt of requested information, submit results to

*

SES%ET/NOFORN/ORCON

6

b7E



Precedence: ROUTINE

To: General Counsel

Counterintelligence

From:

NSL VIO-12296

2€ék£T
NF

- Working Copy ----

Date:

Attn: Julie Thomas

Page

Deputy General Counsel, NSLB

Attn: CD-2A

Attn: ]
Attn:

Contact:

Approved By:

Drafted By:

Case ID #: (8S)

(Pending)

Title: (S)

mymmwmwtgi Derive fom : G-3 ??h
Declaggl Oon: X1 lold

1

06/29/2006

bi7C
151 9¢ |
w-Synopsis: (¥ Approves the issuance of ECPA Naticnal b2
Security Letters (NSLs) for subscriber information; provides
reporting data; and, if necessary, transmits the NSLs for
delivery to the wire communications service provider.
bl
Administrative; Oﬁ) In agcordance wirh the new delivery B2
guidelines for| |and NSLs, the enclosed NSLs b7E
o are being re-submitted to The andi | Field =
(5 ices respectively. Previously, under| ol
| the aforementioned NSLs, dated 06/19/2006, were submitted to 07D
and ield Office and no
longer serve land| NSLs, and 21y rned the
unserved NSLs to This information is being
furnished so that NSLB can accurately record the appropriate b1
information needed to fulfill the Congressional reporting =
requirements for NSLs. o)
b7E bl
Reference: (S b2
Enclosures: (U) Enclosed for | lis an NSL dated ?;E
06/29/2006, addressed tol | b4
[ | b7k
b6
-3 I b7C

S§RRET
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SEE%%T
NF

---- Working Copy ---- Page 2

requesting subscriber information for [::] .

phone numbers. p?

n7C
(U) Enclosed forl lis an NSI dated

06/29/2006, addressed to | .-

- | -
| requesting subscriber b7E

information forl |phong numbers. b4
i b7D

bl

h2

b7E

b6

b7C

(- ~ P&y  This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory .
reporting purposes, the enclosed NSLs seek subscriber information b2
on phone numbers.

(U) Arrangements should be made with the wire
communications service provider(s) to provide the records
personally to an employee of each delivering division within 30
business days of receipt of this request. The wire
communications service provider(s) should neither send the
records through routine mail service nor utilize the name of the
subject of the request in any telephone calls to the FBI.

{U) In accordance with 18 U.S.C. 2709{(c) I, the
senior official approving this EC, certify that a disclosure of
SEfRET :
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SHSRET
NF
---- Working Copy ---- Page 3

the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the.United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
safety of a person.

(U) Facts justifying my disclosure certification
include the following: Disclosure of this request may
prematurely reveal the national security investigation to persons
affiliated with the target and/or the subject matter of the
national security investigation and cause them to change their
behavior patterns and circumvent scrutiny; and, disclosure may
encourage those engaged in questionable activities to avoid
patronizing the wire communications service providers listed in
this EC, knowing that they are subject to requests to reveal
account information and thus those persons may be able to
circumvent scrutiny.

(Y 1f al i |

| |]it 1s the responsibility of
the officel |

oo
1 N2

=

to advise FBIHQ. This may

be done by routing slip to the National Security Law Branch,
Office of the General Counsel, Room 7547, the FBIHQ entity
handling the operational legal needs of the Counterterrorism
Division. This reporting is necessary in order to provide
information to Congress regarding the FBIs use of this authority
as mandated by Congress.

o
(U) Anv guestions regarding the above can be directed b%
to Special Agent

LEAD (s): p7C

Set Lead 1: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: (Info)

COUNTERINTELLIGENCE
AT WASHINGTON, DC

(U) At CD-2A, read and clear.

s%ﬁgaT

Set Lead 3: (Action)
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é}tRET
NF

---- Working Copy ---- Page

AT

(U) Deliver the enclosed NSL
Upon receipt of requested information, submit

Set Lead 4: {(Action)

AT

(U) Deliver the enclosed NSL
Ufon receipt of requested information, submit

SECRET

as indicated above.

results to :l

as indicated above.
results to

4

L2
b7E

b2
Y7 E
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(OGC) (FBI)

From:

FBI) b

Sent: I_mama_mun_muh.l 052 AM b7k
To: (OGC) (FBI) bo

Subject: RE NSL DATA

b7C
SECRE .
RECORM bl
(5) 7 52
| | b7E
b4
[2) “The NSt servedon|— s requesting the the name, address . lenath of service, and b7D
i3} —lgcal-and long distance tolt brlhng records associated-with-the-following Telephone: Numbef|~- ime Period bé
| |I think | was using a pony | will correct this Thanks for the notification v :;(“
>7C
[ 1 b7A
----- Orniginal Message-----
Sent: yrday July 08 7006 8:46 AM
To: FBI)
Subject: NSC UATA
SECRET
RECOR(
, : , - bl
In ACS there js an FC drafted by you dated 6/19/06, pertaining to a NSL request under file # B2
(5] 1 n the "enclosure™ section it states, "...requesting telephone subscriber b7E
and toll billing information..." However, in the "details” section it states, "...the enclosed NSL bﬁ-
seeks subscriber information..." In order to accurately fulfill Congressional reportin 67D
requirements, please inform me of what type of records were requested froml_i[ Your

prompt attention to this matter would be greatly appreciated. In addition, if you're using a pony 0o
please change so that future requests would reflect language usage agreement in the two L7C
sections mentioned above. Thanks b7A

Paralegal Specialist

National Security Law Branch
Office of the General Counsel

Room 7975/ext.

DERIVED FROM: G-AC

assification G(fld/eG-‘i, dated 1/99, Foreign Government Information

DECLASSIFICATION EXEM

PIION 1

SECRET

DERIVED FROM: G-1 FBI Classi

ication Guide G-1, dated 1/99, Foreign Government Information

DECLASSIFICATION EXEMPTION 1
SECRET
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~--- Working Copy ----

Precedence: ROUTINE

Page

Date: 06/19/2006

To: General Counsel Attn: Julie Thomas-
Counterterrorism Attn: ITOS I/CONUS 1II
Attn: | I
From:
Contact: SA

Approved By:

Drafted By: I |(17d[:bl.EC)

' bl

Case ID #: (8) Pending) 2
Wi o (X) 66F-HQ-C1303375 (Pending) b;ﬁ

Title: (S) o33
bicC
bTA

(e

Security Letter (NSL)

S?hbbéié?““bﬁ) Approves the issuance of an ECPA National
for subscriber information; provides

reporting data; and transmits the NSL for delivery to the wire
communications service provider.

Derive row” : FBI 85CG G-3,Jan.1997
Declassi n: 06/19/2031

3] 5o [

bi
bz
b7E
bIA

“Administrativer - (SAHASCT THIS DOCUMENT CONTAINS INFORMATION

THAT IS FOREIGN INTELLIGENCE SURVEILLANCE ACT (FISA) DERIVED.

PER 50 U.s.C. S 1806

ACT, RECIPIENTS ARE REMINDED THAT THIS INFORMATION, OR ANY
INFORMATION DERIVED FROM IT, MAY ONLY BE USED IN A CRIMINAL
PROCEEDING, OR ANY QTHER PROCEEDING, WITH THE ADVANCE

AUTHORIZATION OF THE ATTORNEY GENERAL.

U.s.

MAY NOT BE DISSEMINATED TO A FOREIGN GOVERNMENT WITHOUT THE
AUTHORIZATION OF THE ATTORNEY GENERAL.

(B) OF THE FOREIGN INTELLIGENCE SURVEILLANCE

PERSON FISA DERIVED

Enclosnre{a) - {11} NST, dated 06/18/20068 addresaed fnl | bl
b4
1 7D
_ ‘ . | requesting telephone_subacyiber and toll 56
tsmmbllllngmlnformatlonmformtelephone number o be b7
isj'Cééé ID X

&66F-HQ-C1303375
SECRET

63845

1




NSL VIO-12302

SYERET

---- Working Copy ---- Page 2
delivered via Federal Express after approval.
Details: (S)[
bl
o2
b7E
p7C
b7A
bl
b7A
sl .
bl
b7A
()1(( on 06/15/2004 | (PROTECT SOURCE)was b1
|:S:| interz) c:mpd..ml b6
.~ biC
Bgif RELEVANCY STATEMENT: Subscriber and toll billing o AN
information for this t i i b7L
investigation bg
1 r 1ol Yecords are relevant 4
| b7E
| This
fSF.lnformatlon will 1dentify additional leads r__J

vujnik\



(8
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s}GRET
---- Working Copy ~--- Page 3

e

oo
=

[Preliminary analysis of subject’s former telephone

(&)

nunper toll records indicates contact with persons referenced in

(U}~ -

FBI counterterrorism investigations. b%
o & Acgarding tao the I| I b.-’-,,E

imbeqy- L arttil1ared with b6
Nnow Known as b7C
A
(U)_A gquery of internet site |indicates LTA

b2

b7k

b4

L7D

tm"m”'““m“mhﬁ This electronic communication documents the SACs

approval and certification of the enclosed NSL. For mandatory o

re i purposes, the enclosed NSL seeks subscriber information
on | phone number.

(U) Arrangements should be made with the wire
communications service provider to provide the records through
Federal Express service within 153 business days of receipt of
this request. The wire communications service provider should
neither send the records through routine mail service nor utilize
the name of the subject of the request in any telephone calls to
the FBI.

(U) In accordance with 18 U.S.C. 2709{(c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
safety of a person.

- &Q Brief statement of the facts justifying my
certification in this case: The accompanying request is for a
telephone number that may be subscribed to by subject.
Disclosure of this request, therefore, would be made directly to
the subject thereby notifying him of the FBI’'s interest in his
activities. Such a disclosure would have a significant negative
impact on FBI investigative efforts in this matter.

(U)  If al I b2

|l it is the responsibility of the office L7E

M

|to advise FBIHQ. This may

be done by routing SIip to the National Security Law Branch,

Office of the General Counsel, Room 7947, the FBIHQ entity

handling the operational legal needs of the Counterterrorism

Division. This reporting is necessary in order to provide

information to Congress regarding the FBI's use of this authority
T i



{81
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SERRET

---- Working Copy ---- Page 4

as mandated by Congress.

{U)  Any questionsg regarding the above can be directed

to SA | | ?;}
LEAD(s) : L7C

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

(U) At ITOS I/CONUS II. Read and Clear

Set Lead 3: (Action)
bl
AT b2
, b7E
M For information: wi vi deral b4
Expregs an NSIL dated 06/18/2006 addregsed to béf
D
b6
requesting telephone subscriber and toll biliing b7
information for telephone .numbey |has
been advised to send the requested records to] via
Federal Express. A FedEx billable stamp has been provided to
| | Reference number on NSIL is |

SEARET
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OGC) (FBI)
From: | | (Fa1)
Sent: 3 00 PM
To: (OGC) (FBI)
Subject: NSL DATA
(3] Recort
RECORD|
bl
Was this the information you were asking for? bz
b7E
Special Agent| | L6
Division o
: b7C
esident Agency L -
(office) b7A
(cellular)
-----0nginal Q0e-~---
From: |G
Sent: I_mmwne_za_zqos 3:47 PM
To: LOCCY (FBI)
Cc: {FBI)
Subject:
|: E :| RECOR}-

|5} “geseer

15

He s anon-U S person Sorry again.

F.

----- Qrnginal Message-----

From:
Sent:
To:
Cc:
Subje:

| | (0GC)
Thursday, June 29, 2006 3:3

(FBI)
8 PM

(FBE)

: NSLUATA

1)

In ACS there is an EC drafted by
a NSL. On the subject line it sta

dated 6/26/06 file| pertaining to

es that the subject is a "U.S. person,” however in the details

it states that subject is a "non U.S. person." In order to accurately fulfill Congressional

reporting requirements, please clarify what is the subject status. Your prompt attention in this
matter would greatly appreciated.

Faraegar Specianst

b2
b7E
b6
b7C



[OGC) (FBI)

From: | (OGC) (FBI
Sent: rnmmmu_nmgszmalmﬁﬁgg C:Lg4ﬂﬂg§7 2/07
To:

Ce: 1 IFBI)
Subject: NSLU DATA
~SECRET-
1) RECORY
I: : :I n ACS there is an EC drafted by .. dated 6/26/06 fleﬂ |per1aining to a NSL.

on the sub;ect line it states that he sub;ect is a"U.S. person," however in the details it states that
subject is a "non U.S. person.” in order to accurately fulfill Congressional reporting requirements,

please clarify what is the subject status. Your prompt attention in this matter would greatly
appreciated.

Paralegal Specialist

National Security Law Branch
Office of the General Counsel
Room 7975/ext.

DERIVED FROM: G-1 FBI Cla&ogtionﬁ@ G-1, dated 1/99, Foreign Government Information

DECLASSIFICATION EXEMPTION 1
SECRET

bl
b2
b7E
]
b7C
b7A
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SECRET

---- Working Copy ---- Page 1

Precedence: ROUTINE Date: 06/26/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel
Rm. 7975
Counterterrorism Attn: ITOS I, CONUS II
Attn:
From: b
Contact: SA b7E
b6
YT
Approved By: bt
Drafted By: bl
b2
Case ID #: (8 Pending) n7E
. b
Title: (S) 570
_— b7A
Synopsi&: s Approves the issuance of an ECPA National

Security Letter (NSL) for subscriber information and telephone
toll billing records; provides reporting data; and if

necessary,
provider.
Decla

G-3

1fy™~an:

06/26/2016

Enclosure (s) : {(U) Enclo

sed forl

|is an NSL dated

06/26/2006, addressed to
I

number listed.

requesting the name,
long distance toll billing records for the phone

address,

transmits the NSL for delivery to the wire service

oC oo
R IR B L ND A

T[T

length of service and local and

NE

SECKET

bZ
b7E
b4
b7D

bl

b7E
b6
b7C
bl -—~Db7A
b7E
b7A
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SEMRET

e ---- Working Copy ---- Page 2
bl
o4
b7
TN
(g//0Cc NF) | DR
rl
joli!
(S//QC . NF) | p7Dh
b6
—_ p7C
(57/0C NF)I b7A
(S)l bl
b2
(sy b7E
bo
bi7cC
o 0 This electronic communication documents the SAC b7EP£
| approval and certification of the enclosed NSL. For ok
mandatory reporting purposes, the enclosed NSL seeks local and
long distance toll billing records for one phone number.
’ (U) Arrangements should be made with the wire >
communications service provider to provide the records personally 3:
to a representative of the[  |Division within ten business pID

days of receipt of this request. The wire communications service
provider should neither send the records through routine mail service nor
utilize the name of the subject of the request in any

telephone calls to the FBI.

(U) I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation
of the nondisclosure requirements under the applicable National
Security Letter statute.

(U) Information received from a wire communication
service provider may be disseminated to an agency of the United
States only if such information is clearly relevant to the

, : LOI b2
authorized responsibilities of such agency. e
(U} _Any guestions regarding the above can be b7C

directed to S$a| |

LEAD(s) :

SECRET
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seCwET

---- Working Copy ---- Page

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC
(Uy ITOS 1, CONUS 2, read and clear.

Set Lead 3: (Action)

ATl |

{(U) Deliver the attached NSL as indicated above.
Upon receipt of information from the wire communications
service provider| Ls requested to submit the results
to | ] Attn: sh| | ra,

b7E
bo
b7C
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L [(0GC) (FBI)
From: [ [F8i)
Sent: 04 PM
To: OGC) (FBI)
Subject: RE. NSL DATA
()
SECRE :
RECORI b2
b7E
bo
| reviewed the EC and the Enclosure section should read that we are requesting TOLL RECORD INFORMATION | b7C
apologize for this administrative oversight, and will correct it If you have any more questions please let me know
-
----- Onginal
From: tOGC) (FBI)
Sent 6 1:46 PM
To: (FBI)
Subject:  NSL DATA
SECRET
|: S :l _RECORD
{531 In ACS there is an EC drafted by you dated 6/26/06 file 4 pertaining to a ~
NSL request. In the “enclosure” section it states, "...requesting toll records information.” bl
However, in the details section it states, "...the enclosed NSL seeks subscriber information...” b2

In order to accurately fulfill Congressional reporting requirements, please inform me of which type b 7E
of NSL was requested. [n addition, if you're using a pony please correct these two sections that 4

they agree in language. Your prompt attention in this matter would be greatly appreciated. 7C

I |
Paralegal Specialist
National Security Law Branch
Office of the General Counsel
Room 7975/ext

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM: G-3 FBI Classification Gui -3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1
SECRET




Precedence:

To:

ROUTINE

General Counsel

NSL VIO-12311

s}#m

---- Working Copy ---- Page 1

Date: 06/26/2006

Attn: Julie Thomas
Deputy General Counsel, NSLB

o

(5]

Counterintelligence Attn: Ssa| |
CD-3A
From:l |
ssa| |
Contact: SA| .
b2
Approved By: b7E
b7C
Drafted By: b1
Case ID #: (S) (Pending) b2
b7E
Title: (S }:]6
b7C

Synopsiéf”“@?ﬂ Approves the issuance of an ECPA National

Security Letter (NSL)
reporting data; and,

for toll billing records; provides
if necessary, transwmits the NSL for

delivery to the wire communications service provider.

in“ZBQ Derived : G-3 bl
Declass] ;25 X-1 b2

Q&. bTE o
p7D

Enclasnres: (D Enclased ig an NST, dated 068/28/200/ addressed ol ¢

£o I p7C

requesting toll record information.

Details: (8)| bl
D2
b7E
b6

— LiC
(5]
bl
b2
o7D
Do
p7C
_____________ bl
Case ID.|~ ) bz
- SEQRET b7E

T
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RET
---- Workinyg Copy ---- Page 2

——_(5)]
bl
(g |
bi
b
b7E
—T b4
7D
3
>
bl
b2
b7k
b7D
@) | b6
b7C
() f bl
b2
b7E
bo
h7C
(% This electronic communication documents the SAC’s Hl
approval and certification of the enclosed NSL. For mandatory 6
reporting purposes, the enclosed NSL seeks subscriber N
(8} information on the following . . olC
(U) Arrangements should be made with the wireless
communications service provider to provide the records via a
secure mail delivery service to the FBIl kield Office b2
within ten (10} business days of receipt of this request. The H7E

wire communications service provider should neither send the
records through routine mail service nor utilize the name of the
subject of the request in any telephone calls to the FBI.

SELRET
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SECKET

---- Working Copy ---- Page

(U} In accordance with 18 U.§.C. 2709 (c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person.

S} Brief statement of the facts justifying my
certification in this case: As this NSL is requesting
information relative to a foreign counterintelligence
investigation, any disclosure of the FBI‘s interest in this
phone line could cause this, and other such individuals, to
change their communications providers, communications security
practices, or phone numbers; thus interfering with a
counterintelligence investigation.

{(U) Information received from a wire communication
service provider may be disseminated to an agency of the United
States only if such information is clearly relevant to the
authorized responsibilities of such agency.

an___Anv guestiong regarding the above can be directed

to SA
LEAD (57 :

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
regquirements for NSLs.
Set Lead 2: (Info)
COUNTERINTELLIGENCE
AT WASHINGTON, DC

(U) At CD-3A, read and clear.

SEZRET

3

b2

bo

T~ Ty
IONAG
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(8)

OGC) (FBI)
b2
From: {OGA) D7E
Sent: uesday_July 112006 2 04 PM . .
To: (OGC) (FBI) bo
Subject: RE NSC DATA biC
SECRET]
RECORq--
t am requesting name, address, length of service and local and long distance toll biling records. | was using the pony and
though | had corrected all the "subscriber information” verbage in the EC
| apologize for the mistake -1
b2
Thank You 04
b7E
[ b6
TFQ Special Agent b7C
| bTA
Office
Cell.

15

15)

--RECORD

In ACS there aretwo ECsthat were drafted by you dated 7/3/086, file
| pertaining to a NSL request. In the "enclosure” section it siam—mm

----- QOrnginal

Fram: i |OGC) (FBD
Sent: Iluwu.l_mﬂz])l:59 PM
To: (OGA)
Subject: NSL DATA

SECRET

name, address, length of service and local and long distance toll billing records..."
However, in the "details” section, it states, "...seeks subscriber information..." In order to
accurately fulfill Congressional reporting requirements, please inform me as to which type of NSL
was requested in this two ECs. In addition, if you're using a pony please correct it to reflect
language agreement in these two sections. Your prompt attention in this matter would be greatly

appreciated. b1
| | et
Paralegal Specialist -
National Secunty Law Branch b 6
Office of the General Counsel b7C
Room 7975/ext NTA

DERIVED FROM: G-1 FBI Clggmxzﬁm Guide G-1, dated 1/99, Foreign Government Information

DECLASSIFICATION EXEMPTIONY
SECRET




Precedence: ROUTINE

To: General Counsel

I

NSL VIO-12315

SEdKET

---- Working Copy ---- Page 1

Date: 07/03/2006

Attn: Julie Thomas
Deputy General Counsel,

ITOS 2
From:
Contact: TFO S/A |
b2
Approved By: b7E
o33
‘ b7C
Drafted By: E}
Case ID #: (8) (Pending) biE
. bo
Title: (S) L7C
o DTA
Synopsis: ~{8&] Approves the issuance of an ECPA National
Security Letter (NSL) for toll records; provides reporting data,
and, if necessary, transmits the NSL for delivery to the wire
communications service provider.
oo PSS Derim}al SCG G-3, Jan 1997 b1
Decl y Oz 6/23/2016 o
Bl n7E
: BTR 0
« . Enclosure{s): 0§) Encloged for] lis an NSL dated bfﬂ
06/23/2006 addressed to | b7E
| requesting the name, address, length of jol!!
service and local and long distance toll billing recors for the b7D
phone numbers listed.. -
bo
etails: (S) b7C
bl
b2
_\'/E
bo
L7C
L7A
Case ID-f oY
(5] SN {
OWL bz
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(31

(n-

SEVRET
---- Working Copy ---- Page 2
(S>I&] This electronic communication documents the b1
SAC’s approval and certification of the enclosed NSL. For P
mandatory reportina nnrnases the ensclacsed NST, aseaks subscriber b?
information .onl phone numbers. b7C
b7A
“(§< Arrangements should be made with the wire

communication service provider to provide the records personally
to an employee of the delivering office within 15 business days
of receipt of this request. The wire communications service
provider should neither send the records through rcutine mail
service nor utilize the name of the subject of the request in any
telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709 (c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
Counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
safety of a person.

(U) The accompanying request is for the subject’s own
telephone records. Disclosure of this request, therefore, would
be made directly to the subject thereby notifying him of the
FBI‘s interest 1in his activities. Such a disclosure would have a
significant negative impact on FBI investigative efforts in this
matter.

(U) Information received from a wire communication
service provider may be disseminated to an agency of the United
States only if such information is clearly relevant to the
authorized responsibilities of such agency. .
)

(g An uestions regarding the abpve can he directed bhé
to TFO S/A telephone number h7C
SESRET
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SECRET
---- Working Copy ---- Page

LEAD (s) :
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(3} NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINGTON DC

(U) At Counterterrorism Read and Clear.

Set Lead 3: (Action)

ATl |

(U) Deliver the e SL as indicated above. Upon
receipt of requested information, is requested to submit
results to the Division.
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SECXET

---- Working Copy ---- Page
Precedence: ROUTINE Date: 07/03/2006
To: General Counsel Attn: Julie Thomas
Counterterrorism Deputy General Counsel,
| | ITOS 2/

From:

Contact: TFO S/A

Approved By:

Drafted By: I |

Case ID #: (8) (Pending)

Title: (S)

-

Synopsis: (>§) Approves the issuance of an ECPA National
Security Letter (NSL) for toll records; provides reporting data,
and, if necessary, transmits the NSL for delivery to the wire
communications service provider.

curﬂﬂﬂ~a§ Derived From :><¥BI SCG G-3, Jan 1997 bl
Declassify 1 08/23/2016 b2

8] < b7E 22
| b7E
bh7A b
my - Enclosure{s): - QQ Enclosed for is an NSL dated E;D
06/23/2006 addressed tol D7
, requesting € name, address, b6
Tength of service and local and long distance toll billing bi7C
records for the phone numbers listed.
Details: (SiJ ™

l: S:l Case ID ¢
bb% T

b2
b7E
b6
riC

bl
b2
b7E
bo
h7C
b7h

Yy

~s
~d DO
T3

oocoU
-3~ o

O

o

~
4

oo
-3 N b

J
>

Y o

-
C
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SERRET

---- Working Copy ---- Page 2

bl
b2
b7
bo
b7C
b7A
=S} This electronic communication dccuments the

SAC’'s approval and certification of the enclosed NSL. For

mandatory reporting purposes-the enclosed NST, seeks subgscribey b

information on-phone-numbers|- bé

e “"””"’)@5 Arrangements should be made with the wire biC

communication service provider to provide the records personally h7A

to an employee of the delivering office within 15 business days
of receipt of this request. The wire communications service
providexr should neither send the records through routine mail
service nor utilize the name of the subject of the request in any
telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709(c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the naticnal
security of the United States, interfere with a criminal,
Counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
safety of a person.

(U) The accompanying request is for the subject’s own
telephone records. Disclosure of this request, therefore, would
be made directly to the subject thereby notifying him of the
FBI's interest in his activities./ Such a disclosure would have
a significant negative impact on FBI investigative efforts int
his matter.

(U) Information received from a wire communication
sexvice provider may be disseminated to an agency of the United
States only if such information is clearly relevant to the
authorized responsibilities of such agency.

{(U)  Any guestions regarding the above can be directed
to TFO S/A| | telephone number ‘ .
SERRET b7C
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S%&@T
---- Working Copy ---- Page
LEAD(s) :
Set Lead 1: {Action)
GENERAL COUNSEL

AT WASHINGTON, DC

m. . .

m ”:3%§::NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: {Info)
COUNTERTERRORISM
AT WASHINGTON, DC

(U} For Information. Read and Clear.

Set Lead 3: (Action)

(U) Personally deliver the enclosed NSL as indicated
above. .
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(OGC) (FBI) b2
b7E
From: FBl) ~
Sent: PM bgﬁ
To: (0GC) (FBI) B7C
Subject: RE NSL Issue
-SEERET
{3) "RECORDY

Et'sl | apologize for the error (as you have seen, I've submitted in the past three weeks oveDNSLs
requesting subscriber info)

-----Oniginal Message-----

From; l ](0GC) (FBIY
Sent: Friday, July 07, 2006 2:18 PM
To: (FBI)
Subject: S5ue

{5) “RECOR-

There is an EC in ACS dated 6/29/06, drafted-by you under file # bertaining
|:5 :' to a NSL request. In the "enclosures" it states you're requesting subscriber information for

phone numbers, however, in the "details" it states you're requesting subscriber information on
phone numbers. in order to accurately fulfill Congressional reporting requirements, please inform

me as to how many numbers were requested from Your prompt attention in this matter
would be greatly appreciated.

Paralegal Specialist

Natidnal Security Law Branch
Office of the General Counsel
Room 7975/ext.

DERIVED FROM: G-3 FBI Classmmde G-3, dated 1197mounterlntemqence Investigations

DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM: G-3 FBI Classification Gui
DECLASSIFICATION EXEMPTION 1
SECRET

G-3, dated 1/87, Fo

52
b7E
b6
p7C
4

B7D
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SBIKRET
NF

---- Working Copy ---- Page 1
Precedence: RQUTINE Date: 06/29/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
Counterintelligence Attn: _CD-23
| Attn:
From:
Contact:
b2
Approved By: b7E
Drafted By: bl
. b2
Case ID #: (S) Pending) b7E
Title: (S) Lo
b7C i
tul“"”"””“)ﬁi Derixwed Ffrom : G-3
Decl ify On: X1 bl
b2
(8 X b7E

Synopsis:. - {¥) Approves the issuance of one (1) ECPA National

""" gecurity Letter (NSL) for subscriber information; provides

reporting data; and, if necessary, transmits the NSLs for
delivery to the wire communications service provider.

Administrative: N  In accordance with the new delivery )
guidelines for [ ]|ECPA National Security Letters (NSLs), the bl
Field Office. o)t

ESJ}gnglpggd NSIL, is heing re_cubmitired o the
Previously,” undef Emearorementioned NTE
NSL, dated 06/15[2006| was submitted to| [ no -
longer serves NSLs, and appropriately returned the 8;_
unserved NSL back to] | This information is being oD
furnished so that NSLB can accurately record the appropriate information
needed to fulfill the Congressional reporting nl
requirements for NSLs. o % ~
» ’)O 24
iSJ“Reférencer O o7k b7E
b4
Enclosures: (U) Enclosed forl s an NSU dated h7D
06/29/2006, addressed to| | 56
| 1 Do
requesting subscriber information for| | b7C
~ phIoIE NunMpers
_________________ bi ___ .
Case 1D bZ

iSj‘“~'“” AL SBCRET . L7E
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SBYRET
NF

---- Working Copy ---- Page

Detajls: {(S/NF/OC)

(0=

"”di) This electronic communication documents the SAC’s
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSLs seek subscriber information
on phone numbers.

(U) Arrangements should be made with the wire
communications service provider(g) to Q:gyﬁde the records
personally to an employee of the Division within 30 _
business days of receipt of this request. The wire b2
communications service provider(s) should neither send the b7E

records through routine mail service nor utilize the name of the
subject of the request in any telephone calls to the FBI.

{(U) In accordance with 18 U.S.C. 2709(c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life ox physical
safety of a person.

(U) Facts justifying my disclosure certification
include the following: Disclosure of this request may
prematurely reveal the national security investigation to persons
affiliated with the target and/or the subject matter of the
national security investigation and cause them to change their
behavior patterns and circumvent scrutiny; and, disclosure may
encourage those engaged in questionable activities to avoid
patronizing the wire communications service provider listed in
this EC, knowing that they are subject to requests to reveal
account information and thus those persons may be able to
circumvent scrutiny.

SE€§ET

bl
b2z
b7E
b6
b7C
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IxfreT ‘
NF

-~-- Working Copy ---- Page

(u)__If & |
| [ it is the responsibility of the office
fo advise FBIHQ. This may

De done by routing slip to the National Security Law Branch,
Cffice of the General Coungel, Room 7947, the FBIHQ entity
handling the operational legal needs of the Counterterrorism
Division. This reporting is necessary in order to provide
information to Congress regarding the FBIs use of this authority
as mandated by Congress.

(U) Any questions regarding the above can be directed
to Special Agent
LEAD (s):

Set Lead 1: {(Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: (Info)
COUNTERINTELLIGENCE
AT WASHINGTON, DC

(U) At CD-2A, read and clear.

Set Lead 3: (Action)
AT
(U) Deliver the enclosed NSL as indicated abové. o
b

Ufon receipt of requested information, submit results to[::::]

SE?RET

-3 Do
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OGC) (FBI)
From: | I(FBi)
Sent: Friday, July 07, 2006 1.23 PM
To: [ lioace) (FBIy
Subject: RE NOSL issue
RECORI-

W]
The records that were sought were both Subscriber and toll records  Sorry for the mistake, my pony will be changed to
reflect the same language

Thank you,

sal I

-----Oniginal Message-----
From: i IOGC) (FBI)

Sent: _Friday, July 07, 2006 6-49 AM
To: (FBI)
Subject:
Importance: High
(4 SECRER
RECORI
sAl ]
In ACS there is an EC drafted by you dated.5/24/06 file 4 [in the "enclosure"
is:l " it states, "...requesting subscriber and toll records information,” however, in the "details" it
states, "...the enclosed NSL seeks subscriber information on three phone numbers...." In

order to accurately fulfill Congressional reporting requirements, please inform me of what type of
records were sought. Your prompt attention to this matter would be greatly appreciated. In
addition, if you're using a pony, please correct to reflect the same language usage in both
sections mentioned above.

Paralegal Specialist

National Security Law Branch
Office of the General Counsel
Room 7975/ex

DERIVED FROM: G-3 FBI Classification Guide G-3, datemw. Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM: G-3 FBI Classification Guid
DECLASSIFICATION EXEMPTION 1
SECRET S

ted 1/97, Foreign Counterlintelligence Investigations

b2
b7E
b6
b7C
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b7E
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NSL VIO-12326

{Rev 01-31-2003)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 05/24/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel
Counterterrorism Attn: ITOS_I/CONUS TV
SSA
IA
k2
|::| Attn: RA SSA
b7k
From: b6
RA b7¢
—_ Contact: GA
Approved By:
Drafted By:
. K
(sj_gasg ID #: | Pendingl} '”%
Sl Pending) b2
(8 “{U) TBUUK|__ JAZ7Z8BI0  (Pending) h7E
be
Title: S -
itle (S) b7 C
. 00:] I
(S)
00:
W
Synopsi§f"“ag Approves the issuance of an ECPA National Security
Letter (NSL] for subscriber information; provides reporting data; and,
if necessary, transmits the NSL for delivery to the wire
communications service provider.
m)mm“cgi Derived m : G-3
Dec s1 On: 05/15/2016
bl
(8 pal D2
D7E

SEQRET
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NSL VIO-12327

SEXRET

To: General Counsel Fro | | -~

(80 - re: @l 572472006 bz

b7E

Enclosure(s): (U) FEnclosed forl |is an NSL dated 05/24/2006, b2

addressed tof b7E
|request1ng subscriber and toll records i T
TTOIMat Iom. b6

b7C
Details: (SLJ

bl
b2
D7E
Do
b7C
b7A

(s//NF))

{Q//NF‘)\

e N B o
=)

(Q\I |

b7E
b6
o7C

(S)] bTA

(X) This electronic communication documents the Special
Agent in Charge approval and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks subscriber

SI?@T
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NSL VIO-12328

SM ;

To: General Counsel From: | |

Re: P 05/24/2006 L7E .
o)
b7E

information on[:::::]phone numbers from wire communications companwy o

| and any other phone numbers associated.-with- b0

(U) Arrangements should be made with the wire communications
service provider to provide the records through use of a delivery 12
service to or personal delivery via the respective field S
office delivering the NSL within 30 business days of receipt of this  DVE
request. The wire communications service provider should neither send
the records through routine mail service nor utilize the name of the
subject of the request in any—telephone calls to the FBI,

(U) In accordance with 18 U.S.C. § 2709 (c) I, the senior
official approving this EC, certify that a disclosure of the fact that
the FBI has sought or obtained access to the information sought by this
letter may endanger the national security of the United States,
interfere with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger the
life or physical safety of a person.

(S) b1
b2
bTE
o
biC

(U If al |

| it is the responsibility of the office] [

[to advise FBIHQ. This may be done by

routing slip to the Natlional Security Law Branch, Office of the no
General Counsel, Room 7947, the FBIHQ entity handling the operational b 7E
legal needs of the Counterterrorism Division. This reporting is o

necessary 1in order to provide information to Congress regarding the
FBI's use of this authority as mandated by Congress.

(U) Anv guestions regarding the ahave can he directed to SA
or at Lo

bi7C

)
b2

SEQRET
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SEPRET

To: General Counsel From: | _J bl
Re: (U) D5/24/72006 12V

b7E

LEAD (s) :
Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

{(U) NSLB 1is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.

Set Lead 2: {Info)
COUNTERTERRORISM

AT WASHINGTON D.C.

{(U) ITOS I; Read and clear.

Set Lead 3: {Action)

AT |
b2
(U) Deliver the enclosed NSL as indicated above. Upon L7E
receipt of re ] nation, 1s reguested to submit
results to th DivisiSﬁﬂ RA.

¢

sz%sr
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(OGC) (FB)

From: r |(FBI)

Sent: 5 11 38 AM

To: _ (OGC) (FBI)
RE NSL DATA

“ubject:

SECRET,

RECORq

Ms|
Here's the data In compiling it | discovered that | had culated the number of subscribers requested This occurred
because | mistakenly forgot to count those on the nsi to

Here's the breakdown you requested

Sorry for the inconvience

_SEGRET
|: 5 :| RECORq-
; ;Z‘; tgere is an EC drafted by you dated 5/17/06 file {

C it sfates that you have requested sub
different telephone companies, in order to accurately fu

(3]

A, F
----- Onginal Message-----
From: (OGC) (FBI)
Sent: Iﬂummu 03 AM
To: (FBI)
Subject: NSL DATA

“a'NSL. Inthe
addresses from

he total should be[_Jaddresses

which pertains to

criper intformation on

J“I" congressional

reporting requirements, please provide me with a break down as to how many addresses were

requested from each telephone company. in addition, this information should be states within the
EC of all future NSLs requesting information from more than one entity. Your prompt attention to

this matter would be greatly appreciated.

Paralegal Specialis
National Security Law Branch
Office of the General sel
Room 7975/ext.

h2
L7E
b6

i ¥al
[

bl
b2
b7E
b4
7D
b6
b7C
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b]E
bo

b7C
bTA



NSL VIO-12331

(OGC) (FBI)
b2
From: |_ KMP) (FBI) nIE
Sent: Ilmfsdaauung’m_zoﬂﬁ 9 53 AM o
To: (OGC) (FBY) b6
Subject: RE NSL DATA b7E
SECKE
RECORI~
PEy
Ms
I'm sorry If | inadvertently left something out Qur SAC mandates that we send combined NSL ECs whenever possible so
he does not have to sign multiple ECs, hence, the numerous letters sent with one ec  Reporting requirements have been
mentioned but have fallen upon deaf ears bt
Since the NSLB website is supposed to be where we obtain the language for the vanous NSL requests, perhaps NSLB —~ D2
would be kind enough to put an EC on the site that covers multiple requests ¥'m not an attorney and, quite frankly, | don't R7E
have the time to sit down and figure out how the information, which you said is absent, should be cited in the ec, D6
Thank you b7C
b7Ah

----- Onginal Message--—---
From: OGC) (FBI)

Sent: :03 AM
To: (F8I)
Subject: TR

SFEREF—
| &) RECORT

|: S :I In.ACS there is an EC.drafted by you -dated 5/17/06 file 4 which pertains to b1
a NSL. Inthe EC it states that you have requested subscriber inormation on | S
addresses fro different telephone companies, in order to accurately fulfilTcongressional ” -
reporting requirements, please provide me with a break down as to how many addresses were - LE
requested from each telephone company. In addition, this information should be states within the °°
EC of all future NSLs requesting information from more than one entity. Your prompt attention to b7C
this matter would be greatly appreciated. b7A

Paralegal Specialist

National Security Law Branch
Office of the General Counsel
Room 7975/ext

DERIVED FROM: G-1 FBI Classification Goide G-1
DECLASSIFICATION EXEMPTION 1
SECRET

ted 1/99, Foreigqn Government Information

DERIVED FROM: G-1 G-1, dated /99, Foreign Government Information

1
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SEQKET

NSL VIO-12332:+

-~--- Working Copy ----

Precedence: ROUTINE

To: General Counsel Attn:

Counterintelligence Attn:

Attn:
Attn:
Attn:
Attn:
Attn:
Attn:

From:

Date: 05/17/2006

Julie Thomas,
Deputy Genexzl Counsel
CDh-3A,  SSA

Page

NSLB

Approved By:

Contact: SA|
\

Drafted By: | bl
Case ID #: (S) (Pending) L

M

Title: (S) Lo
b7
b7A

-

Synopsiéfh”;§3 Approves the issuance of an ECPA National

Security Letter

(NSL) for email subscriber information; provides

reporting data; and, if necessary, transmits the NSL for delivery
to the electronic communications service provider.

”;gi Derive o~ G-3
Declassi : 06/10/2016

1 I

(yy”

Administrative: (U) FISA WARNING STATEMENT- STATUTORY
RESTRICTIONS

Case ID |

(8)

This information or document,

bl
bz
b7E
bT7A

or portions thereof, is
derived from a court-authorized FISA order and such information
or any information derived therefrom may only be used in a

> c.>&<x

1

bl

>
DL

L7k
b7A



NSL VIO-12333

RET
---- Working Copy ---- Page 2

criminal or other proceeding (including but not limited to use in
search/arrest warrants or affidavits or grand jury subpoenas and
proceedings) with the advance authorization of the Attorney
General. See 50 U.S5.C. Section 1806(b), 1825(c).

Enclosure(s): (U) Enc1Qsﬁd_iQx[:::::::::Lis_an_NSL_daLed1 ' "
I05/17/2006, addressed to 2

| LTE
| lrequesting the name, address, and b4
length of service for the e-mail address holder listed. le
(U} Enclosed forl lis apn NSL dated o
05/17/2006, addressed to | b7C
: |
| requesting the name, address, and
length of service for the e-mail address holders listed.
(N Encloged forl lis an NQI. dared 0s8/17/20068 no
addressed t | EAE
l [requesting the name, o
address, and length of service for the e-mail address holders Loa
listed. ) 7D
. bo
(U) Enclosed forl is an NSIL dated N
05/17/2006, addressed tol M
| requesting the
name, address, and length of service Ior the e-mail address
holders listed.
(U) Enclosed farl lis an NSI. dated
05/17/2006, addressed tol |
| Tequesting € name, address, an eng OL Service b2
for the e-mail holders listed. bIE
£
(U) Enclosed forl bs an NSL dated bé?
05/17/2006, addressed to] | oIt
| | requesting the name, address, b
and length of service ror the e-mail holders listed. b7C
(U) Enclosed for| [Field is an NSL dated
05/17/2006. addressed tol |
requesting the name,
address, am (o) Vi T e-mai1l holders listed.
(U) Enclosed for] |Field is an NSL dated
05/17/2006 addressed tol II
Virginia, requesting name, address, and length of service for the
e-mail holder listed.
etails. (S} bl
b2
b7E
b7A




NSL VIO-12334

SEB%ET

i) ---- Working Copy ---- Page 3
()
bo
D7E
h7A
() ' ic communication documents the bj
approval of SAC and certification of the enclosed b7E

NSL. .For mandatory repor e enclosed NSLs seeks
subscriber information oﬂ ddresses.

(U) Arrangements should be made with the electronic
communication service provider to provide the records personally
to individuals from the aforementioned offices within fifteen
(15) business days of receipt of this request. The electronic
communication service provider should neither send the records

through routine mail service nor utilize the name of the subject
of the request in any telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709(c) I, the
senior cofficial approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with dipleomatic relations, or endanger the life or physical safety
of a person. :

()}

c o
2

SE;@ET



NSL VIO-12335

SEEkET

---- Working Copy ---- Page

J]1t 1s the responsibility of the office

Lo advise FBIHQ. This may

be done by routing slip to the National Security Law Branch,
Office of the General Counsel, Room 7947, the FBIHQ entity
handling the operational legal needs of the Counterintelligence
Division. This reporting is necessary in order to provide
information to Congress regarding the FBI’s use of this authority
as mandated by Congress.

{U) Any questions regarding the above can be difected

to SA|

LEAD (s) :
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: (Info)
COUNTERINTELLIGENCE
AT WASHINGTON, DC
(U) Read and clear.
Set Lead 3: (Action)

AT
Deliver the enclosed NSL, a8 indicated above. Upon receipt of

the information reguested is requested to submit
results to |

Set Lead 4: {Action)

AT

T

oy
[

4

oo
-1 S DN

@]
@

.;‘] £



NSL VIO-12336

SEPRET

~--- Working Copy ---- Page 5
» (U) Deliver the enclosed NSL as indicated above.
Upon receipt of the information requested, is b2
requested to submit results to B7E
Set Lead 5: (Action)
AT b2
DiE

receipt of the information requested is requested to

(U) Deliver the enClOTEA NST. as indicated above. Upon
submit results to the case agent.

Set Lead 6: (Action)

AT

* {(U) Deliver the enclosed NSL as indicated above.
Upon receipt of the information reguested, is requested to
submit results to

Set Lead 7: {(Action)

b
b7
AT
(U) Deliver the enclosed NSL as indicated above.
Upcn receipt of the information requested, fis
requested to submit results to
Set Lead 8: (Action)
AT
' (u) Deliver the enclosed NSL as indicated above.
Upon receipt of the information requested, | |is

requested to submit results toI |

Set Lead 5: (Action)

SEB%ET
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SEQRET

---~- Working Copy ----

AT r____________

{(U) Deliver the enclosed NSL as indicated above.

Upon receipt of the informatiopn recuested [ |Field is
requested to submit results to

SPERET

Page

6



(OGC) (FBI)

NSL VIO-12338

From:
Sent:
To:
Subject:

SECRET]
RECOR

Qops,

There waGlumber requested fro

Thanks

-----Original Message-----

From: l

[OGC) (FBI)

Sent: uly 25, 2006 $:15 PM
To: (FBI)
Subject: RE. NSL !

-SEGREF—=

(&) -RECORD

You provided' all but the [ for]

Thanks

Paraltegat Specialis

FBI)

AM
(OGC) (F8I)
V-UP

|second entity on second page.

National Security Law Branch
Office of the General Counsel

Room 7975/ext.
----- Onginal Message---—-
From: (FBI)
Sent: o 5:09 PM
To: (OGC) (FBI)

Subject: RE: NSL

SECRET

V-Up

i S :| RECORD

Ms:

Here I1s the information you needed | apologize for the delay |'ve been out of town

bl
02
D7E
o) %)
D7C
b

b7D

bl
bz
b7E
ot}
B7D
bo
b7C



NSL VIO-12339

b2
b4
b7D
Thanks b6
b7C
----- Onginal Message-----
From: (OGC) (FBI)
Serlt EE—E!—IMUIOG 11:30 AM
To: ‘FBI)
Subject: FW: NSL OLOW-UP
Impartance: High bl
b2
-SEGRETE -
-RECORI]- b7E
b6
Ms . b7C
The six month time period has closed for collecting NSL data, therefore, | am in need of
the below information | emailed you about on 7/12/06 as soon as possible that | may run
my reports for submission to congress. Thank you in advance.
Paralegal Specialist
National Security Law Branch
Office of the General Counse
Room 7975/ext
————— Onginal Message-----
From: 1 l(oGe) (Fan
. Sent: 12, 2006 5:43 PM
To BI) .
Subject: NSC DATA b1
........... RECORD TR
b6
Ms BiC
I'm sorry to bother vou again. however ['ve come across another EC in ACS drafted by you
...dated 6/21/06, filg requesting subscriber information for a total o
phone numbers from| Farlous felephone companies. Would you please provide a

break down of how many numbers were requested from each phone company listed in
your EC. | do appreciate your assistance in our Congressional reporting requirement
purposes.

Paralegal Speciaiist

National Security Law Branch
Office of the General Counsel
Room 7975/ext




NSL VIO-12340

S ET
---- Working ®opy ---- Page 1
Precedence: ROUTINE Date: 06/21/2006
To: General Counsel
Counterintelligence
Attn:
Attn:
Attn:
Attn:
Attn:
Attn:
Attn:
Attn:
Attn: g
Attn: )
Attn: .
b7
From: De
b7C
Tontace T SA
Approved By
bl
2
Drafted By bTE
Case ID #: (8) (Pending) oo
b7C
Title: (s
w Synopsis: BN Approves the issuance of an ECPA National
Security Letter (NSL) for subscriber information; provides
reporting data; and, if necessary, transmits the NSL for delivery
to the wire communications service provider.
M e , 1
m '”““““@ﬁ Derived om”: FBI SCG-3 bi
Declassif : 06/21/2016 bz
L7E
(8 @Q b7A
bz
Enclosure (s) : (U) Enclaosed fo ks an NSI dated h7F
N&/23/2006 addressed tal rJ b4
. . - b7D
requesting subscriber i1nformation. e
p7C
isj Case-ID - S bl
ka b2
b7
b7A
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SBARET

---- Working Copy
Enclosed forl l:ic -n

Page

(U) NS Aot ed
06/23/2006, addressed to
| requesting subscriber
inrormatcion.
(0) Enclosed forl |is an NS, dated
06/23/2006, addressed to |

regquesting subscriber information.

06/23/2006

(U}

Enclosed Fmr' |ic an NSI. dated

addressed to I

| requesting

subscriber information.

(U)

addresgsed to

l_mgm_tm_hﬂ_I&&LMMMM

requestlng subscriber 1nrormatlion.

(U)  Enclosed for | ard |NSLs dated
06/23/2006 [ Jaddressed tol |
landl laddressed tol
l Uesting T TIOn.
(u) Enclosed for] lard INSLs dated

06/23/2006] laddressed to

| an

di ]addressed toi

IGQUGSELDQ SUDSCrLDer 1Nrormacriont.

{u)

06/23/2006,

Enclosed forl |is an NSL dated
addressed tol |

(u) Enclosed forxl |l are | INSLs dated
06/23/2006, one addressed td| |
| and laddressed to
requesting subscriber informatiormn.
(113 Enclocad Fr\'r‘l Iw'c an NGI. addyacgad t+o
requesting subscriber intormation.
(U) Enclosed forl Iis an NSL dated 06/23/2006
addressed to
requesting SUDSCriDer 1NIOrmactloll.

seggET

b2
b7k
b4
b7D

ds

pi7C

b2
L7E
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b7D
be
b7C
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b7D
b6
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NSL VIO-12342

SECHT

---- Working Copy ---- Page 3

(U) Enclosed far| lic 20 NeI dared .
06/23/2006 addressed tq | b2

fequesting subscriber information. b4

37D
it (s | b7L

b
b7C

bl

““QS This electronic communication documents SAC

TN
pproval and certification of the enclosed NSL. Dj
Or manda orting purposes, the enclosed NSL seeks b7E
subscriber 1nformation<m3E:]phone numbers,

(U} Arrangements should be made with the wire
communications service provider to provide the records perscnally
to an employee of the respective delivering division within
fifteen {15) business days of receipt of this request. The wire
communications service provider should neither send the records
through routine mail service nor utilize the name of the subject
of the reguest in any telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709 (c) I, the
senior cfficial approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical safety
of a person.

[(S)

&)
E_I

(U) If al |

|1t 1s the responsibility of the office D2

to advise FBIHQ. This may b7E
Tonal Security Law Branch,

Office of the General Counsel, Room 7947, the FBIHQ entity

handling the operational legal needs of the Counterterrorism

Division. This reporting is necessary in order to provide

information to Congress regarding the FBI’‘s use of this authority
SE§QET ’



RET

NSL VIO-12343

~--- Working Copy -=---

as mandated by Congress.

{U) Any gquestions regarding the above can be directed

to SA
LEAD 57—

Set Lead 1: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U} NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting

requirements for NSLs.

Set Lead 2: (Info)
COUNTERINTELLIGENCE
AT WASHINGTON, DC

(U) Read and clear.

Set Lead 3: (Action)

AT

{(U) Deliver the enclosed NSLs as indicated above.

Upon receipt of requested information,

is requested to

submit the results to

Set Lead 4: (Action)

AT

(U) Deliver the enclosed NSL as indicated above.

receipt of requested information,

the results to

Set Lead S: (Action)

AT

SEXRET

is requested to submit

Page

Upon

4

b2
b7E



NSL VIO-12344

——

---- Working Copy ---- Page 5

(U) Deliver the enclosed NSL as indicated above. Upon
receipt of requested information, | |is requested to
submit the results to

Set Lead 6: (Action)

ATl

(U) Deliver the e as indicated above. Upon bi
receipt of reguested informatio Fs requested to submit B7E
results tol |
Set Lead 7: (Action)

AT | |

(U) Deliver the enclosed NSL as indicated above. Upon
receipt of requested information, is requested to submit
the results to| |

Set Lead 8: {Action)

AT

(U) Deliver the enclosed NSL as indicated above. Upon
receipt of requested information 1s requested to :
submit the results to 02

oiE

Set Lead 9: (Action)

L |
ATIi

(U) Deliver the encloged NSL as indicated above. Upon
receipt of requested information, is requested to
submit the results tol

Set Lead 10: (Action)

SE‘CFET
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o¥weT

---- Working Copy ---- Page 6

AT
b2
(11) Send enclosed NSL via FRD EX rnl I BTE
b4
b7D
‘ bé
Set Lead 11: (Action) Te
AT -
(U) Deliver the englaosed NST, as indicated above. Upon
receipt of requested information, is requested to submit
the results to .
Set Lead 12: (Action)
AT b7E

(U) Deliver the englosed NSI. as indicated above. Upon
receipt of requested information, i s requested to submit
the results to

Set Lead 13: {Action)

AT

(U} Deliver the englosed NSI. as indicated above. Upon
receipt of requested information, is requested to submit
the results to

Set Lead 14: (Action) [o )t
|:| D7E
AT

(U) Deliver the enclosed NSL as indicated above. Upon
receipt of requested information, is requested to submit

the results tol
saé%gr
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SB%RET

---- Working Copy ---- Page 7

Set Lead 15: (Action)

AT

(U) Deliver the e NSL as indicated above. Upon
receipt of requested information is requested to submit

the results to

Set Lead 16: (Action)

o5
e

AT

(U} Deliver the enclosed NST. as indicated above. Upon
receipt of requested informatiocn i s requested to submit
the results tol :

S/BSRET



l(oGC) (FBI)

NSL VIO-12347

From: (FBI)
Sent: 7 25 AM
To: OGC) (FBI)
Subject: RE NSC DATA
(8]
-SECRET,
RECORD

—_

Cell

(5]  -SECRET,
RECORI-
There arel __INSLsin ACS that you draftec

Sorry for the confusion | changed the pony | had created for myself 1 am requesting the electronic transactional
records as well as the subscriber information, which naturally comes with it Thanks for your assistance in this matter

--—--Onginal Message-----
From: | ](0GC) (FBI)

Sent: 06 8:42 AM
To: (FBI)
Subject:

-6/6/06 and-6/13/06 file

I

[respectively addressed tq

that pertains to a NSL

enclosure it states that you're requesting "e

of the third page it states that you're requesting “subscriber information on e-mail address..." In

ectron

¢ transactional records,’

' hov;/ever, at the top

order to'accurately fulfill congressional reporting requirements, | need to know what type of NSL
request are these for? In addition, it looks like you may be using a pony, if so please correct so
the language agree whether requesting electronic transactional records or subscriber records.

Your prompt attention in this matter would be greatly appreciated.
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Precedence: ROUTINE Date: 06/06/2006
To: Genexal Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
Counterterrorism Attn: ITOS II/l |
SSA |
IA

ITOS _I/CONUS II/Team 5
SSA foipa#1073946

Attn: SIA|

From: 2
b78
Contact: SA b6
Approved By b7C
Drafted By:
tmw.mwugg ' bl
Case 1D #: ( Pending) b2
8% (Pending) b7E
D Pending) -
e s ° b6
Title: (S) b7C
b7A
Synopsis: (U) Approves the igsuance of an ECPA National Security

Letter (NSL)for electronic communications transactional records;
provides reporting data; and, if necessary, transmits the NSL for
delivery to the electronic communications service provider.

W (%0 Derived E : G-3 1
Decla fy Om~_ 06/06/2031 52

e | p7E

b7A
muAEDClOSUKer%fw I Encl A farl lic 2n NG dated b2
06/06/2006, addressed toi | b7m
| | requesting the b4
names, addresses, lengths of service, and electronic transactional -
records Ior the e-mail address holder(s) listed. bTL)
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[;::::::]Division’s Special Agent in Charge, and
the certification of the enclosed NSL. For mandatory reporting kX

purposesthe encla S subscriber information on e-mail b2
address N7E

(U) Arrangements should be made with the electronic b4
communication service provider to provide the records personally to an b7D
employee of the| |division within 10 business days of hé
recelipt of this request. The electronic communication service b2 e
provider should neither send the records through routine mail service 7D o
nor utilize the name of the subject of the request in any telephone
calls to the FBI.

(U) In accordance with 18 U.S.C. 2709 (c) I, the senior
official approving this EC, certify that a disclosure of the fact that
the FBI has sought or obtained access to the information sought by
this letter may endanger the national security of the United States,
interfere with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger the
life or physical safety of a person.

8y _(S)

bl
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| it is the responsibility of the | |

[to advise FBIHQ. This may be done by

routing slip to the National Security Law Branch, Office of the

General Counsel, Room 7947, the FBIHQ entity handling the operational b2
legal.needs of the Counterintelligence Division. This reporting is b7E
necessary in order to provide information to Congress regarding the

FBRI's use of this authority as mandated by Congress.

_p—

(U) Any guestions regarding the above can be directed to SA

D
D

b6
LEAD(s} : B0
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSL’s.

Set Lead 2: (Info)
COUNTERTERRCRISM

AT WASHINGTON, DC

SEbﬁET
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. b2
(u) 1TOS II|:| is requested to read and clear.
Set Lead 3: (Info)
COUNTERTERRORISM

AT WASHINGTON, DC

(U) ITOS I/CONUS II/Team S is requested to read and clear.

Set Lead 4: (Action) )
: . bZ
(U) It is requested that deliver the attached TR
NSL as indicated above. Upon receipt of Information rrom the e
electronic communication service provider, ig fu Lo
requested to submit results to to the attention of SA& L7C




