
(OGC) (FBI) 
b6 
b7C From: 

Sent: 
To: 

Subject: 

If OGC) (FBI) 
Wednesday, August 02, 2006 10 i n AM 
THOMAS, JULIE F (OGC) (FBI), 
(OGC) (FBI) 
RE' OIG document request 

OGC) (FBI), 

UNCLASSIFIED 
NON-RECORD 

PS Naturally, no sooner do I email you to say that I haven't heard from ]wl hen I hear from 
b6 
b7C 

From 
Pi Wednesday Augusto? ?()dB Se 

To 
Cc 
Subject Kb 

10 06 AM 

next interview 
Jhomas, Julie F. 

b6 
b7C 

agreed to identify and provide to us We would like to obtain them in Hij |These are the three items that 
advance of the next portion of her interview" 

1. Emails or messages sent to field divisions asking for clarification of information provided in the ECs requesting approval 

b6 
b7C 

to issue NSLs and responses to these emails (problems are referenced in 4/11 /2006 12 16 pm email to 

2 Emails that would help establish the date of a meeting among|] and Regarding 
problems with incomplete ECs requesting approval to issue NSLs and any emails or other documents referencing the 
meeting 

3 The default settings for the OGC NSL database in effect during the period CY 2003 - 2005, such as USPER status, 
number of items) 

Please let me know when these documents are furnished to SRRU 

Thank you, 
b6 
b7C 

UNCLASSIFIED 

1 
NSL 
VIO-12229 
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Precedence: ROUTINE 

To: General Counsel 

Counterterrorism 

Date: 07/12/2006 

Attn: 

Attn: 

Julie Thomas, 
Deputy General Counsel, NSLB 
SSA I 
ITOS 1, C'ONUa '¿, Team 7 

( U ) -

Synopsis Approves the issuance of an ECPA National Security 
Letter (NSL) for subscriber information and toll billing records; 
provides reporting data; and, if necessary, transmits the NSL for 
delivery to the wire communications service provider. 

(UJ Deriveh^>rom : 
Declassi fVvOn : 

G- 3 
05/31/2016 

(S1 

( S ) Re f erence : M 

bl 
b2 
b7E 
b7A 

Enclosures : •to 
addressed to I 

Enclosed for is an NSL dated 07/12/2006. 
1 Attn: 

| requesting the name, address, 
ength or service and local a.nri 1 nfin distanrp tnl1.billing records 

l|CjJ for cellular telephone number 

Details: 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

< s > CaseID SECRET 
bl 
b2 
b7E 
b7A 

bl 
b2 
b7E 
b6 
b7C 
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Working Copy Page 

b7C 
b7A 
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S&^RET 
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This electronic communication documents the SAC's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks subscriber information on 
one phone number. 

(U) Arrangements should be made with the wire 
communications service provider to provide the records personally to 

(IA)[ Intelligence Analyst 
thirty (3 0) business days of receipt of thi's request. 

] CTD within 
The wire 

communications service provider should neither send the records 
through routine mail service nor utilize the name of the subject of 
the request in any telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

My certification in this case is justified by the 
following: Disclosure may prematurely disclose national security 
investigation to the target and cause him to change his behavior 
patterns and circumvent scrutiny. 

_LLU Anv q u e s tI on.q r e g a r d i n g MIP above can be directed to 
SA 
LEÄET rsT 

3 bl 
b2 
b7E 
b7D 
b6 
b7C 
b7A 
bl 

b7C 
b7A 
b2 
b7E 

b2 
b6 
b7C 

b2 
b6 
b7C 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Info) 

Counterterrorism 

AT WASHINGTON, DC 
SECRET 
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Working Copy Page 

(U) At ITOS I, CONUS II, Team 7, read and clear. 

Set Lead 3 : (Action) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) At IA is requested to 
deliver the attached NSL to the wire communications service provider 
identified in this EC. 

SECRET 
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Precedence: ROUTINE 

To: General Counsel 

Counterterrorism 

Date: 07/12/2006 

Attn: Julie Thomas, 
Deputy General Counsel, NSLB 

Attn: SSA 
ITOS I, CONUS 2, Team 7 

Attn: TAl 

Attn: 
Room 4 315 

From : 

Contact : 

Approved By: 

SA 
b2 
b7E 
b6 
b7C 

Drafted By: 

Case ID #: (S) 

Title: (S) 

( 1 9 Q 
(Pending) 

00 
(U) 

05.ec) 

bl 
b2 
b7E 
b6 
b7C 
b7A 

ÎBBSÏFÏED BY 6Si79/dMh> 

Synopsis: Approves the issuance of an ECPA National Security 
Letter (NSL) for subscriber information and toll billing records ; 
provides reporting data; and, if necessary, transmits the NSL for 
delivery to the wire communications service provider. 

(U) 
(Ä) 

( S ) (X 
( S )Reference : pfy 

DeriveS^FgßW^ G-3 
Decla-s-siTfyOrTi 05/31/2 016 

Enclosures : 
^HHrpggpH t-nf 

bl 
b2 
b7E 
b7A 

Enclosed for is an NSL dated 07/12/2006, 

requesting the name, address, length of 
service and loca 

(S)telephonenumber 
anH lnnn Hi st-anr<g toll billing records for cellular 

Details : (S) / 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A bi 

b2 
b7E 
b6 
b7C 

(S)CaseID 
ET 

bl 
b2 
b7E 
b7A 
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IS) 1 Ibi 
t>6 
b7C 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

SUBJECT : TELEPHONE#: CASE #: 

bl 
b2 
b7E 
b6 
b7C 
b7A 

_LS_L bl 
b6 
b7C 
b7A 

I f i J 

SECRET 

bl 
b2 
b7E 
b7D 
b6 
b7C 
b7A 
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SE&&ET 
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_L2_L 

bl 
b2 
b7E 
b7D 
b6 
b7C 
M a 
bl 

(S) 

(U) This electronic communication documents the SAC's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks subscriber information on 
one phone number. 

(U) Arrangements should be made with the wire 
communications service provider to nrnvide the records personally to 

b7C 
b7A 
b2 
b7E 

CTD/ Intelligence Analyst (IA) 
thirty (30) business days of receipt of thi's request. 

within 
~Tne wire 

b2 
b6 
b7C 

communications service provider should neither send the records 
through routine mail service nor utilize the name of the subject of 
the request in any telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

(U) My certification in this case is justified by the 
following: Disclosure may prematurely disclose national security 
investigation to the target and cause him to change his behavior 
patterns and circumvent scrutiny. 

(U) Any questions regarding the above can be directed to 
SA 
LE^D" 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

Counterterrorism 

AT WASHINGTON, DC 

b2 
b6 
b7C 

SEj^r: 
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(U) At ITOS I, CONUS II, Team 7, read and clear. 

Set Lead 3: (Action) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) At IA is requested to 
del iver the attached NSL to the wire communications service provider 
identified in this EC. 

RET 



A 
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From: 
Sent: 
To: 
Subject: 

1(OGC) (FBir 

(OGA) Ih.ircrlaw IH IWMH OAfffi 52 PM 
(OGC) (FBI) 

Subscriber numbers and Entities 

(S) 
SECRET 
RÊCORI 

[ ] 
b6 
b7C 

bl 
b2 
b7E 
b7A 

The following is the break-down for the subscriber number and toll billing records for each entity If you have any more 
questions, I can be reached at the below numbers 

Request for Subscriber Information 

Request for Local and Long Distance Toll Billing Records 

Desk 
Cell 

b2 
b6 
b7C 

DERIVED Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET ^ ^ 

1 
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Precedence: ROUTINE 

To: General Counsel 

Counterterrorism 

From : 

Contact: TFO 

Approved By: 

Drafted By: 

3 Case ID #:(U) 

Title : 

ÍU) 

Date: 05/30/2006 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

Attn: SSA 
IOS 

Synopsis : 

(Pending) 

bl 
b2 
b7E 
b6 
b7C 
b7A 

ECPA National 
and subscriber records; 

Approves the issuance of 
Security Letters (NSLs) for toll billing 
provides, reporting data; and, if necessary, transmits the NSL for 
d^1ivery to the wire communications service provider. 

( U ) ...... 

b2 

<X> Derive 
Decías. 

om : 
On: 

G-3 
XI 

b2 

bl 
b2 
b7E 

address, and length of service and alternate phone numbers for 
the number listed. 

(U) (X) Enclosed for 
04/20/2006, addressed to Attn: [ 

is an NSL, dated 

( S ) Case ID 

b2 
b7E 
b4 
b7D 
b6 
b7C 

bl 
b2 
b7E 
b7A 

b2 
b7E 
b4 
b7D 
b6 
•b7C 
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requesting subscriber information, name, address, 
and length of service and alternate phone numbers for the numbers 
listed. 

M Enclosed for 
04/20/2006, addressed to E 

is an NSL, dated 
I Attn:I 

,requesting subscriber information, name, address, 
and length of service and alternate phone numbers for the numbers 
listed. 

(U) 
Û6 _ Enclosed for 

addressed to| ~ 
is ap NSTi. dated 04/20/2006 

Attn: 
requesting 

subscriber inrormation, name, aaaress, ana length of service and 
alternate phone numbers for the numbers listed. 

ID) Enclosed for 
addressed to I ~ 

is an NSL- dated 04/20/2006, 
I Attn: 

requesting the name, address, length ot service and local and 
long distance toll billing records for the phone number listed 
and subscriber information, name, address, and length of service 
and alternate phone numbers only for the numbers listed. 

(U) 
Rnr-l oseri f o r 

a d d r e s s e d toi L ^ t t n T 
is an NSL, dated 04/20/2^006, 

requesting subscriber information, name, 
address, ana lengrn or service and alternate phone numbers for 
the numbers listed. 

|U1 . ; (X) Enclosed fori 
04/20/2006. addressed to 

is an NSLt dated 
Attn: 

requesting subscriber inrormation, name, address, and length ot 
service and alternate phone numbers for the numbers listed. 

Details : 's) r 

I g > { 

'S/FISA/OC/NF)f 

1£L A review of prior toll records for 
was CUlIUllULtiU. 

Numerous numbers with unknown subscribers were encountered and a 
request for subscriber information on»those numbers is included 

b2 
b7E 
b4 
b7D 
b6 
b7C 

b2 
b7E 
b4 
b7D 
b2 
b7E 
b4 
b7D 

b2 
b7E 
b4 
b7D 
b6 
b7C 

b7D 

bl 
b2 
b7E 
b7A 

bl 
b6 
b7C 
b7A 
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in this NSL. 

LSI 

bl 
b6 
b7C 
b7A 

isli 

bl 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Si^khl 

bl 
b6 
b7C 
b7A 
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SECRET 
Working Copy Page 

bl 
b6 
b7C 
b7A 

J 
bl 
b7A 

(S) M 

(S) M 

bl 
b2 
b7E 
b6 
b7C 
b7A 

|U1 Ifâ) This electronic communication documents the SAC's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks local and long 
distance toll billing records for one phone number and subscriber 
information on sixty four numbers. 

(U) Arrangements should be made with the wire 
communications service provider to provide the records personally 
to an employee of the Division within 10 business days of 

¿ET 

b2 
b7E 
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receipt of this request. The wire communications service 
provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

bl 
b6 
b7C 
b7A 

(U) Information received from a wire communication 
service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

to TFO 
LEAD (s 

(U) Anv questions regarding the above can be directed b2 
b6 
b7C 

Set Lead 1: (Action) 

. . GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is request to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Info) 

COUNTERTERRORISM 

AT LX-1 VA 

(U) ITOS 1/CONUS IV/Team 13: Read and clear. 

Set Lead 3 : (Action) 

AT 
b2 
b7E 

(U) is requested to deliver the attached 
SEj&ET 
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letter as indicated above 
the telephone company, 
to 

Upon receipt of the information from 
is requested to submit the results 

Resident Agency, TFO 

Set Lead 4 : (Action) 

AT 

(U) 
letter as indicated above. 
the <-P1 pphnne r.nmnanv . f 
results to 

is requested to deliver the attached 
Upon receipt of the information from 

"1 is requested to submit the 
Resident Agency, 

b2 
b7E 
b6 
b7C 

TFO 

Set Lead 5 : (Action) 

AT 

(U) 
letter as indicated abçaie-
the telephone company. 
results to 

is requested to deliver the attached 
nnnn receipt of the information from 

is requested to submit the 
Resident Agency, TFO 

Set Lçad 6: (Action) 

b2 
b7E 
b6 
b7C 

AT 

(U) 
as indicated above. 
1-plpnhnriP rnmnanvf 

is requested to deliver the attached letter 
Upon receipt of the information from the 

is requested to submit the results to 
Resident Agency, TFO 

Set Lead 7: (Action) 

AT 

(U) 
^ indicated above 
telephone company] 
as 

is requested to' deliver the attached letter 
JIûQn receipt of the information from the 

is requested to submit the results to 

b2 
b7E 
b6 
b7C 

Resident Agency, TFO 

SEQfRET 
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Set Lead 8: (Action) 

AT 

(U) 
as indicated above. 
telephone company,\ 

is requested to deliver the attached letter 
Upon"receipt of the information from the 

] is requested to anhmi t t-ĥ  rpsnl fs to 

Set Lead 9: (Action) 

jResident Agency, TFO 

Al 

b2 
b7E 
b6 
b7C 

(U) 
attached letter as indicated above, 
information from the telephone company, 
requested to submit the results to 
Resident Agency, TFO 

is requested to deliver the 
Upon receipt pf the 

Field is 

31pfr ET 
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Precedence: ROUTINE 

To : General Counsel 

Counterintelligence 

Date: 06/30/2006 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

Attn: SSA 
CD - 3'C km 4033 

b2 
b7E 
b6 
b7C 

From: 

Attn: RA 

Contact: SA 

Approved By: 

Drafted By: 

DATE; 08-10-200? 

CLASSIFIED BF S51"; 

HEÏS0IÏ; T"„"«4 FC"L" 

ALL IHF0RHÄ.TI0H CO] 
-• -HERE IM IS ULCLISSI; 

jot ^ y s / f 

Title: (SI 

(S (Pending) 

(U) OO: U 

S f 

[¿a* r - j ^ ' 

¡j^Mfi 

U 
bl 

b7E 
b6 
b7C 
b7A 

Synopsis:^S^ Approves the issuance of an RFPA National 
Security Letter (NSL) for financial records; provides reporting 
data; and, if necessary, transmits the NSL for delivery to the 
financial institution. 

M Derived Fror G-3 
Declassifying" 10 years from date of ECâ" 

(S) 

L 
b2 Enclosure(s): (U) Enclosed for at the 

bl 
b2 
b7E 
-b7A CIA) 

R p s i H p n t AoPnrv (RA), i s an MST, d a t e d Ofi / TO/2n0fi. aririrpsapri f p b7E 
b4 
b7D ¿uàtôrïiè̂  llSCêd. 
b6 
]q7 Q Details: (Si 

b / A , £ 
I / ¿ ^ / n f l - / r 

requesting financial records of the 
|> C j ^ 

V - f<L>r 

bl 
b2 
To7E 
b7A 

(S) C a s e I D 
SECRET 
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(S) 

SECHST 
Working Copy Page 

bl 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

M 

bl 
b2 
b7E 
b6 
b7C 
b7A 

:s) bl 
b7A 

(S) 

£ 1 

bl 
b6 
b7C 
b7A 

(X) This electronic communication documents the| 
SAC's approval and certification of the enclosed NSL. For 

mandatory reporting purposes, the enclosed NSL seeks financial 
SECj^ÇT 

b2 
b7E 
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(S) 

SEjẐ ET 
Working Copy Page 

r e c o r d s f o r one i n d i v i dua l : Name, 

Ï t-n n-rnvide the records personali v to an institution, 
employee of the |Division, 
(15) business days of receipt of this request. 

RA within fifteen 
The financial 

institution should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

(U) In accordance with 12 U.S.C. 3414(a) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical safety 
of a person. 

JrSs^Brief statement of the facts justifying my 
certification in this case: Invoking the non-disclosure 
requirement is necessary_h££aiL££ of the sensitivity surrounding 
the method >w whirh HIP 

( ̂  f informâtlor 
or a a i ned f 

1 Division was able to obtain 
Any disclosure that the FBI has sought 

(U) Information received from a financial institution 
may be disseminated to an agency of the United States only if 
such information is clearly relevant to the authorized 
responsibilities of such agency. 

(U) 
to SA 

Any questions regarding t 
telephone number: 

le above can be directed 

bl 
3b6 
b7C 
b7A 

b2 
b7E 
b4 
b7D 

bl 
b2 
b7E 
b6 
b7C 
b7A 

b2 
b6 
b7C 

SECRET 
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LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) At CD-3C Read and Clear 

Set Lead 3: (Action) 

receipt of 
(U) Deliver the attached NSL as indicated above 

information frçm the financial institution, 
"1RA, is requested to submit results 

Division. 

Upon 

to SA 

b2 
b7E 
b6 
b7C 

S^RET 
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SEè&ET 
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|(OGC) (FBI) 

From: 
Sent: 
To: 
Subject: 

(OGC) (FBI) 
WftrinfiSflav -Inly 17 ?nnfi 4 58 PM 

(FBI) 
NSL DATA 

(S) 

(S) 

ECSgp— 
RECORI 

pertaining to a NSL In ACS there is an EC drafted by you dated 6/12/06 file • 
request. In the "enclosure" section it states," ..requesting the name, address, length of service 
and local and long distance toll billing records..." However, in the "details" section it states, 
"...the enclosed NSL seeks subscriber information on one phone number." In order to accurately 
fulfill Congressional reporting requirements, please inform me what which type of NSL was 
requested. In addition, if you're using a pony, please correct these to sections that the language is in 
agreement. Your prompt attention to this matter would be greatly appreciated. 

paralegal specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/extj 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

DERIVED FROM: G-3 FBmasgl f rea^g^oki rcrSrdated 1/97, Foreign Counterintelligence Investigations 
DECLASSIFICATION E X E M C T e t T P 
SECRET 

'ql&fa 
b6 
b7C 

AA- / 

/¿e&r-Â 
fr 

1 
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Precedence: ROUTINE 

To: General Counsel 

Counterterrorism 

Attn: 

Date: 06/12/2006 

Julie Thomas, 
Deputy General Counsel, 
NSLB 

Attn: ITOS 11A lLX-1. 6S-100 
SSA 

Attn: 

From: 

<S) 

Contact : SA 

Approved By : 

Drafted By: 

Case ID 

Title : (S) 

(Pending) 

00: 
(U) 

bl 
b2 
b7E 
b6 
b7C 
b7A 

S y n o p s i s : A p p r o v e s the issuance of an Electronic 
Communications Privacy Act (ECPA) National Security Letter (NSL) 
for toll billing records; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the wire 
communications service provider. 
(U) 

M Derived F 
Declassify Ö 

(S) 

Enclosure(s): (U) Enclosed for 
06/12/2006, addressed to I 

bl 
b2 
b7E 
b7A 

b2 
b7E 
b6 
b7C 

is an NSL, dated 

requesting the name, address, length of service and local and 
long distance toll billing records for the below listed phone 
number for the time period specified. 

J 

b2 
b7E 
b4 
b7D 
b6 
b7C 

Details: 

Case ID 
SB^E ET" 

bl 
•b2 
b7E 
b7A 
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(S), 

(S) 

SB&RET 
Working COPY PAAE 

(S) 

(U) This electronic communication documents the SAC's 
approval and certification of the enclosed NSL. For mandatory-
reporting purposes, the enclosed NSL seeks subscriber information 
on one phone number. 

(U) Arrangements should be made with the wire 
communications service provider to provide the records personally 
to an employee of the| Division within ten business days of 
receipt of this request. The wire communications service 
provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c), I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information 
sought by this letter may endanger the national security of the 
United States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

Brief statement of the facts justifying my certification 

(U) Information received from a wire communication service 
provider may be disseminated to an agency of the United States 
only if such information is clearly relevant to the authorized 
responsibilities of such agency. 

bl 
b2 
b7E 
b6 
b7C 
b7A 

bl 
b7A 

bl 
b6 
b7C 
b7A 

b2 
b7E 

bl 
b6 
b7C 
b7A 

SE C ^ T 
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(IT) Anv rmeptions regarding the above can be_ directed to SA ^^ 
telephone number b7C 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Info) 

COUNTERTERRORISM 

AT ITOS II b2 LX-l, 6S-100 

(U) Read and clear. 

Set Lead 3 : (Action) 

AT 

receipt of req 
results to the 

(U) Deliver the enc 
lested information. 

ospd NST, as indicated above. Upon 
b2 
b7E 

Division. 
is requested to submit 



y 

](OGC) (FBI) 

From: 
Sent: 
To: 
Subject: 

werlnesriav" 

Kb NSLUAIA 

(FBI) 
.Inly V) 'Jim TT7T1 AM 

(OGC) (FBI) 

NSL VIO-12255 

b2 
b7E 
•b6 
b7C 

(S) 
"SbLRfe-t-T 
RECORC 

phone numbers were requested frorrj 
J That one number was requested from both phone companies becau 

and| [number was requested fmml J 
cause it was recently ported from to recently ported 

and we are seeking subscriber information for the whole time frame, before and after the number was moved 

Thanks, 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

Original 
From: 
Sent: 
To: 
Cc: 
Subject: 

(OGC) (FBI) wpHnPĉ v it iiv 1 y AM 
FBI) 

b2 
b7E 
b6 
b7C 

NSL ÒATA 
(FBI) 

i n i t ibUKCT-i 
I, D } RECORE 

( S ) In ACS there is an EC drafted by you dated 6/27/06, file # pertaining to a 
NSL request. In order to accurately fulfill Congressional reporting requirements, please inform me 
as to how many telephone numbers out of a total of five were requested from each phone 
company. In addition, the name of the phone company located in| |was omitted. 
Please provide that information as well. Your prompt attention to this matter would be greatly 
appreciated. 

bl 
b2 
b7E 
b6 
b7C 
b7A 

[ ] 
Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext.l I 

DERIVED FROM: G-1 FSt-Classification Guide 13*1. dated 1/99, Foreign Government Information 
DECLASSIFICATION EXEMfrElON 1 
SECRET 

DERIVED FROM: G-1 FBI Classilk?ation Guide GH. dated 1/99. Foreign Government Information 
DECLASSIFICATION 
SECRET 
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Precedence: ROUTINE 

To: General Counsel 

Counterterrorism 

Attn: 

Date: 06/27/2006 

Julie Thomas 
Deputy General Counsel, NSLB 

Attn: SSA 
11/ LX1 

Attn: SSA 
SA 
SA 

Attn: S SA 

b2 
b7E 
b6 

From : 

Contact: SA 
Contact: Si 

( 17£| [)5 . ec) 
bl 
b2 
b7E 
b6 
b7C 
b7A 

(U)- Synopsis: M i Approves the issuance of an ECPA National 
Security Letter 
(NSL) for subscriber information; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the wire communications 
service provider. 

( U ) - (X) Derived 
Declass^Ty 

G-3 
XI 

( S ) M 

bl 
b2 
b7E 
b7A 

Admi nl'strative : (U) An NSL dated 04/17/2006 was submitted to 
requesting subscriber information for seven phone number's for the 

captioned case. ^responded to the NSL provi d i rig subscriber 
information fori |numbers and advising that] |of the requested 
numbers had been ported to other phone companies. This EC serves to re-
request subscriber information for those | |numbers from the indicated 

b7D 
b2 

(S) ZaseID bl 
b2 
b7E 
b7A 
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phone companies. 

Enclosure (s) : (U) Enclqiaed—EmJZ 
ng /on /inns aiirlrpggpH 

~\ n-i I f i a -i nn i_s an XfQT, rlafpH 

Rncio.qpf-i t o r f 
requesting suDscriDer ìnrorraatiòn. 

1 D i v i s i o n i s an NfiT. HA t- PH 0 fi / 7 1 / ? 0 0 fi . aHrirPsspri t n f ± 
requesting sUBSCriDei iUEöimation. 

(U1 (&) FISA WARNING STATEMENT - STATUTORY RESTRICTION: THIS DOCUMENT CONTAINS 
INFORMATION OBTAINED OR DERIVED FROM AN ELECTRONIC SURVEILLANCE OR 
PHYSICAL SEARCH CONDUCTED UNDER THE FOREIGN INTELLIGENCE SURVEILLANCE ACT 
(FISA), 50 U.S.C. SECTION 1806(B). SUCH INFORMATION SHALL NOT BE USED IN 

--ANY CRIMINAL OR ADMINISTRATIVE PROCEEDING, INCLUDING GRAND JURY 
PROCEEDINGS AND WARRANT AFFIDAVITS, WITHOUT THE PRIOR WRITTEN APPROVAL OF 
THE ATTORNEY GENERAL OF THE UNITED STATES. U.S. PERSON FISA DERIVED 
INFORMATION MAY NOT BE DISSEMINATED TO A FOREIGN GOVERNMENT WITHOUT THE 
PRIOR WRITTEN APPROVAL OF THE ATTORNEY GENERAL OF THE UNITED STATES. 

D e t a i1 s _LSlX 

J_s_£ 

b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

ibi 
lb 2 
lb7E 
b6 
b7C 
b7A _J 

bl 
b2 
b6 
b7C 
b7A 
b7E 

xs bl 
b2 
b7E 
b6 
b7C 
b7A 

bl 
b2 
b7A 

(S/ 
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SECRET 
Working Copy Page 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(Ul- This electronic communication documents the 
For mahaar6r7~reporting approval and certification of the enclosed NSLs 

purposes, the enclosed NSLs seek subscriber information onl Iphone" 
numbers. ' ' 

SAC's b2 
b7E 

(U) Arrangements should be made with the wire communications 
service provider to provide the records personally to an employee of the 



NSL VIO-12259 

Page 
SlfeftET 

Working Copy 
appropriate Division or through use of a delivery service to 
within 15 business days of receipt of this request. The wire 
communications service provider should neither send the records through 
routine mail service nor utilize the name of the subject of the request in 
any telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact that the 
FBI has sought or obtained access to the information sought by this letter 
may interfere with a counterterrorism investigation. 

b2 
b7E 

£ 1 bl 
b7A 

b2 
b7E 
b7A 

1 Hg>nh ifipH 
If a 

i_L is 
fco 

tne responsibility ot the 
advise FBIHQ. This may be 

National security Law Branch, Office of the 
the FBIHQ entity handling the operational legal 

is opened on the subscriber 
office opening the 
done by routing slip 
General Counsel, 

needs of the 

T o c n e 
Room 7947, 

Counterterrorism Division. This reporting is necessary in order to 
provide information to Congress regarding the FBI's use of this authority 
as mandated by Congress. 

(U) Any questions regarding the ahove can be directed to 
Division, attention SA I or SA 

b2 
b7E 
b6 
b7C 

LEAD(S): 

Set Lead 1: (Action) 
i 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) At ITOS II/I I Read and clear. b2 

Set Lead 3: (Action) 

RET 
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SECRET 
Working Copy Page 

AT 
b2 
b7E 

(U) Deliver the enclosed NSL as indicated above. Upon 
receipt nf rpmipst-pH information, 
results tc 

is requested to submit 

£#\:RET 



X 
NSL VIO-12261 

(OGC) (FBI) 

(Si 

From: 
Sent: 
To: 
Subject: 

(.00 AM 
OGC) (FBI) 

(OGA) 

accrccTr 
RECORI 

am sorry for any confusion 

(S) 

(S) 

--—Original ¡Message 
From: 
Sent: 
To: 
Subject: 

cccncT 

Fnrtav. Inlv 07. 7ÖÖtH.4fi PM 
NbL DAI A 

am requesting both scriber and toll information Thanks 

b2 
|[OGC) (FBI) b7E 

(OGA) b6 
b7C 

b2 
b7E 
b6 
1 )7C 

bl 
b2 
b7E 
b7A 
b6 
b7C 

RECORD 

jertaining In ACS there is an EC that was drafted by you dated 6/20/06, file 
to a NSL request, in the "enclosure" it states you're "...requesting subscriber and toll 
information..." However, in the "details" it states, "...seeks subscriber information on the 
following phone number..." In order to accurately fulfill Congressional reporting requirements, 
please inform me as to what type of records were requested froml 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext. 

bl 
b2 
b7E 
b7A 
b6 
b7C 
b4 
b7D 

DERIVED FROM: G-3 FBI Classification Guide G-3, datecUf§7. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Gtffqe G-3. cftied 1/97, Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

X 
1 
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Precedence : ROUTINE 

To: General Counsel 

Counterterrorism 

Date: 06/20/2006 

Attn: Julie Thomas 
Deputy General Counsel, 
NSLB 

Attn: LX-1, ITOS II/ 
SSA 

Attn: S S A ^ 
TFO 

SA 

Attn: 

b2 
b7E 
b6 
b7C 

From: 

Contact : TFO 

Approved By: 

bl 
b2 
b7E 
b7A 

(U) Synopsis : & Approves the issuance of an ECPA National 
Security Letter (NSL) for subscriber information; provides 
reporting data; and, if necessary, transmits the NSL for delivery 
to the wire communications service provider. 

m - Derived F 
Declassi 

G-3 
: 6/20/2016 

( £ ) ( M 

(Si-
isi 

Ref erence : ~ W (Pending) 
ending) 

bl 
b2 
b7E 
b7A 

(S) 

(S) 

Enclosures: Enclosed for is an NSL dated 6/20/2006, 

requesting subscriber and toll 
informationon 

requesting subscriber and toll 

Case ID 
SJ^ÇRET 

bl 
b4 
b7D 
b6 
b7C 
b2 
b7E 

bl 
b2 
b7E 
b7A 



NSL VIO-12263 

Details : 

Working Copy - • 

:s//NOFORN) I 

Page 

bl 

(a/ / wnFnpw) 

:S//NOFORN) 

(U) show the number comes back to 
.ists the possible service carrier as 

suoscricer information was discovered. 
N o b7D 

f CM 

! g / /wnunPHl) 

bl 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b7A 

bl 
b6 
b7C 
b7A 

bl 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

bl 
b6 
b7C 
b7A 

H ) This electronic communication documents the SAC of FBI 
approval and certification of the enclosed NSL. For 

mandatory reporting purposes, the enclosed NSL seeks subscriber 
,, information on the following phone number, 
w ) SECRET 

b2 
b7E 
bl 
b6 
b7C 
b7A 
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(U) Arrangements should be made with the wire communications 
service r irnvi der to provide the records personally to an employee 
of the ¡Division within 15 business days of receipt of this 
request. The wire communications service provider should neither 
send the records through routine mail service nor utilize the 
name of the subject of the request in any telephone calls to the 
FBI . 

b2 
b7E 

(U) 

(U) In accordance with 18 U.S.C. 27( 
official approving this EC, certify that a 
that the FBI has sought or obtained access 
sought by this letter may endanger the nat: 
United States, interfere with a criminal, 
counterintelligence investigation, interfe: 
relations, or endanger the life or physica! 

Brief statement of the facts justifying my certification 
in this case: 

'09(c) I, the senior 
disclosure of the fact 
to the information 

;ional security of the 
counterterrorism, or 
:re with diplomatic 
il safety of a person. 

i g / / n r / P F T . \ [ 

bl 
b7A 

fen r 

If a is opened on the 
subscriber identified, it is the responsibility of the office 
opening the to advise FBIHQ. This may 
be done by routing slip to the National Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterterrorism 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBI's use of this authority 
as mandated by Congress. 

(U) Any questions regarding the above can be directed 
to TFO 

b2 
b7E 
b7A 

b2 
b6 
b7C 

SECRET 
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LEAD ( s) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) At ITOS 11 \ ¡Read and Cl b2 ear 

Set Lead 3 : (Action) 

AT 

(U) Deliver the enclosed NSL as indicated above. 
b2 
b7E 

Upon receipt of requested information. is requested to 
submit results to 

S Ê ^ E T 



V 
NSL VIO-12266 

|(OGC) (FBI) 

From: 
Sent: 
To: 
Subject: 

(S) 
3ECRET 
RECORC 

Friday, July Ü/. 2006 2 

N B L U A I A 

(OGC) (FBI) 
26 PM b2 
OGA) b7E 

b6 
b7C 

In ACS there is an EC dated 5/17/06, drafted by you pertaining to a NSL request, in the "enclosure" 
states you're requesting "...subscriber and toll records information," from 
However, in the "details" it states, you're "requesting subscriber information..." In order to 
accurately fulfill Congressional reporting requirements, please inform me as to what type of 
information is being sought from these two telephone companies. Your prompt attention to this 
matter would be greatly appreciated. 

Paralegal Specialist 
National Security Law Branch 
Office of the General Ominrel 
Room 7975/ext. 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

A 
l 
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Working Copy- Page 

Precedence: PRIORITY 

To: General Counsel 

Counterterrorism 

Attn: 

Attn: 

Attn: 

Date: 05/17/2006 

Julie Thomas 
Deputy General Counsel 

ITOS I/CONUS IV 
SSAl 1 
IA 

Attn: 
IA 
IA 

>7E 
b6 
b7C 

From: 
pa 

Contact: TFO 

(Pending) 

Approved By 

bl 
b2 
b7E 
b6 
b7C 

Synopsis: Approves the issuance of an ECPA Nati^^x 
Security Letter (NSL) for subscriber information; provides 
reporting data; and, if necessary, transmits the NSL for delivery 
to the wire communications service provider. 

m X ) Deriv 
Decla 

om :, G-3 
On: 05/17/2016 

( s ) 
I 
Enclosure (s): (U) Enclosed fori" 
05/17/2006. addressed toi 

lis an NSL dated 

requesting subscriber and toll records intormation. 

(S) C a s e I D : bl 
b2 
b7E 
b7A 

bl 
b2 
b7E 
b7A 

b2 
b7E 
b4 
b7D 
b6 
"b7C 
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SECRET 
NF 

Working Copy Page 

, (U) Enclosed for 
pç /I 1 / O n n g aH^r-oogo^ hr, F is an NSL dated 

requesting subscriber and toll records information. 

Details: (S) [ 

bl 
b2 
b7E 
b7D 
b6 
b7C 
b7A 

b2 
b7E 
b4 
b7D 
b6 
b7C 

iS/NOFOPN/ORCON) 

bl 
b2 
b7E 
b7D 
b6 
b7C 
b7A 
bl 
b6 
b7C 
b7A 

i s / 

bl 
b2 
b7E 

TTTTTprrrr 

b7D 
b6 
b7C 
b7A 
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SECRET 
NF 

Working Copy Page 

ISSCi This electronic communication documents the Special 
Agent in Charge approval and certification of the enclosed NSL. 
For mandatory reporting purposes, the enclosed NSL seeks 
riih.qrri h e r information on anv nhnnp nnmhpr.q associated with 

(U) Arrangements should be made with the wire communications 
service provider to provide the records through use of a delivery 
service to or personal delivery via the respective 
field office delivering the NSL within 30 business days of 
receipt of this request. The wire communications service 
provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information 
sought by this letter may endanger the national security of the 
United States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

bl 
b6 
b7C 
b7A 

b2 
b7E 

(S)\ 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

If a 
I 1 IL l i j Cftê r e s p o n s i b l l i c v 01 Cflëf 

:o advise FBIHQ, 
office 
This may 

oe aone oy routing s u p co cne National Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterterrorism 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBI's use of this authority 
as mandated by Congress. 

b2 
b7E 
b7A 

( m 
TFO 

Anv n u p s H n n s r p o a r d i n n Mip Above CctfL 
or at 

he d i r e c t e d to 
(cell). 

LEAD(s I 

b2 
b6 
b7C 

Set Lead 1: (Action) 

GENERAL COUNSEL 
SCJÉI SEQRET 
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secret 
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AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON D.C. 

(U) ITOS I; Read and clear. -— 

Set Lead 3 : (Action) 

AT 

(U) Facilitate shipment of NSL to 
recommendations set forth in 319X-HQ-A14 8772 0-OGC 

requested information, li s 
the iDivision, 

Upon receipt of 
submit results to 

per procedural 
Serial 215. 

requested to 
RA. 

b2 
b7E 
b4 
b7D 

Set Lead 4 (Act ion) 

AT 

(U) Deliver the enclosed NSLs as indicated above 
Upon receipt of r e q u e s t e d information.f 
to submit results to the Division, 

b2 
b7E 

lis requested 
RA. 

(13^ |j3.ec) b6 
b7C 

SECJ^T 



From: 
Sent: 
To: 
Subject: 

NSL V I O - 1 2 2 7 1 

l(OGC) (FBI) 

LOGC) (FBI) 
nHav/ liilw 07 90nfi 9 41 PM 

OGA) 
SL ÜAIA 

b2 
b7E 
b6 
b7C 

SbLKbl 
(S) RECORI 

r 
( S ) n ACS there is an EC dated 5/17/06, drafted by you file H )ertaining to a NSL 

request, in the "^odû^ure" it states you're requesting "...subscriber and toll records information, 
from[ and However, in the "details" it states, you're "requesting subscriber 

In order to accurately fulfiirCongressional reporting requirements, please inform me 
Your prompt 

information. 
as to what type of information is being sought from these two telephone companies 
attention to this matter would be greatly appreciated. 

(S) 
In addition, I e-mailed you e-mailed you earlier with the same issue, however, I forgot to include your 
file # which i; 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

l 
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Precedence: PRIORITY 

To: General Counsel 

Counterterrorism 

From: 

Attn: 

Attn: 

Attn: 

Date: 05/17/2006 

Julie Thomas 
Deputy General Counsel 

ITOS I/CONUS IV 
ssa I "I 
IA 

Attn: [ 
IA 
IA 

RA 
Contact : TFO 

bl 
b2 
b7E 
b6 
b7C 
b7A 

b2 
b7E 
b6 
b7C 

Synopsis Approves the issuance of an ECPA National 
Security Letter (NSL) for subscriber information; provides 
reporting data; and, if 

necessary, transmits the NSL for delivery 
to the wire communications service provider. 

<U) - X ) DeriveïKFpertn" : G-3 
Decla^siTy^Qn: 05/17/2016 

(S) 

bl 
b2 
b7E 
b7A 

Enclosure(s): (U) Enclosed forf 
05/17/2006. addressed toi 

1 -i s an NST, dated 

requesting subscriber and toll records information. 

b2 
b7E 
b4 
b7D 
b6 
•b7C 

(S> :ase ID SEQKET bl 
b2 
b7E 
3o 7 A 
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NF 
- Working Copy --

(U) Enclosed fon 
05/17/2006, addressed toi 

i.g ari NRT. Hat-pH 

b2 
b7E 
b4 
b7D 
b6 
-b7C 

Page 

/ 
requesting subscriber and toll records information. 

D e t a i l s : 

IQ /MnT7nT?M/Dffrr)M T 

bl 
b2 
b7E 
b7D 
b6 
b7C 
b7A 

(S//NF)f 
bl 
b6 
b7C 
b7A 

TTET 

bl 
b2 
b7E 
b7D 
b6 
b7C 
b7A 
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M This electronic communication documents the Special 
Agent in Charge approval and certification of the enclosed NSL. 
For mandatory reporting purposes, the enclosed NSL seeks 

bl 
b6 
b7C 
b7A 

.gj subscriber information on any phone numbers associated with 

(U) Arrangements should be made with the wire communications 
service prnvi dpr tn nrnvidp the records through use of a delivery 
service to or personal delivery via the respective 
field office delivering the NSL within 30 business days of 
receipt of this request. The wire communications service 
provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

b2 
b7E 

( S ) 

IS) 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information 
sought by this letter may endanger the national security of the 
United States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

(^ Brief statement of the facts 
in this case: has a 

Disclosure of 
realizing that the 

involvement m terrorist 
his communication 

instifvina mv certificati on 

change 
this counterterrorism 

this request would likely result I n 
FBI is investigating his potential 
activity. This could prompt him to 
habits and methods, thus interfering with 

i n v e s t i g a t i o n . 

(U) If a 
I it is the responsibility of the office 

to advise FBIHQ. This may 
be done by routing slip to the National Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterterrorism 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBI's use of this authority 
as mandated by Congress. 

(U) Any questions regarding the above can be directed to 
T F o l o r at 

bl 
b2 
b7E 
b6 
b7C 
b7A 

b2 
b7E 
b7A 

b2 
b6 
b7C 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 
SE 
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AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON D.C. 

(U) ITOS I; Read and clear. 

Set Lead 3: (Action) 

AT 

(U) Facilitate shipment of NSL tol Iper procedural 
recommendations set forth in 319X-HO-A14 8772Q-OGC Serial 215. 
Upon receipt of requested information. lis requested to 
submit results to the Division, RA. 

b2 
b7E 
b6 
b7C 

Set Lead 4 : (Action) 

AT 

(U) Deliver the enclosed NSLs as indicated above. 
[ is requested 

b2 
b7E 

Upon receipt of requested information, 
to submit results to t h e l D i v i s i o n , RA. 

( 137| p2 .ec) b6 
b7C 

SECRET 



NSL VIO-12276 

S ^ S ^ E T 
Working Copy- Page 

(U) At ITOS I, CONUS II, Team 7, read and clear. 

Set Lead 3: (Action) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) At IA is requested to 
deliver the attached NSL to the wire communications service provider 
identified in this EC. 

SECRET 



X 
NSL VIO-12277 

(OGC) (FBI) 

From: 
Sent: 
To: 
Subject: 

[ JFBI) 
Wednesday, July 12. 2006 9 03 AM 

(OGC) (FBI) 
RE NSL DATA 

b2 
b7E 
b6 
b7C 

( S ) SECRET 
RECORD 

In response to your email, we would request name, address, length of service, and local and long distance toll billing 
records, 

Thank you, 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Original Message 
From: [ 
Sent: 
To: 
Subject: 

TilPCrla» lilKT 

NSL DATA 

|(OGC) (FBI) 
32lLLf)6 PM 

(FBI) 

SECRET 
J S ) RECOR[ 

m ^ ^ (a) In ACS there is ari EC drafted by you dated 6/27/06, file pertaining to a 
NSL request. In the "enclosure" section it states, "...requesting name, aaaress, length of 
serv-ice, and local and long distance toll billing records..." However, in the "details" section it 
states, "...each enclosed NSL seeks subscriber information on..." In order to accurately fulfill 
Congressional reporting requirements, please inform me as to which type of NSL was requested. 
In addition, if you're using a pony please correct these two sections that they agree in language 
usage. Your prompt attention to this matter would be greatly appreciated. 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/extJ 

DERIVED FROM: G ^ F R I Classification Guide G-I^ckrtëd 1/99, Foreign Government Information 
DECLASSIFICATION EXEftftPTlQN 1 
SECRET 

DERIVED FROM: G-I^EBTClassification Guide G-1. dated" 
DECLASSIFICATION C V ^ P T I Q N 1 
SECRET 

Foreign Government Information 
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SE CRET 
Working Copy Page 

Precedence : ROUTINE 

Approved By: 

Drafted By: 

Case ID #: (S) 

Title: (S) 

7X77 
(U) 

Date: 06/27/2006 

(Pending) 

(163cds01.ec) 
bl 
b2 
b7E ; ™ 

b7C 
b7A 

Synopsis Approves the issuance of an ECPA National 
Security Letter (NSL) for toll billing records; provides 
reporting data; and if necessary, transmits the NSL for delivery 
to the wire communications service provider. 
(U) 

(S) 

De r i vfeâ jrr om 
Decla^siiv On: 

G-3 
XI 

bl 
b2 
b7E 
b7A 

Enclosure (s) : (U) Enclosed forf 
06/12/2006, addressed to| 

1 is an NSL dated 

• ,-j i address, length of service, and loca 
' 1 billing recordsfortelephone number 

requesting name, 
^and 1 n n n rl i g l - a n c c toll 

Details 

(S) 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

( S J , 

Case ID 
(S) "3T7t7frr7T 

bl 
b2 
b7E 
b6 
b7C 
"b7A 



NSL VIO-12279 

SAPFTET 
Wording Copy Page 

bl 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

-LSI 

_L£_L 

/ bl 
b6 
b7C 
b7A 
b2 
b7E 

' M 

ET 



NSL VIO-12280 

Spf̂ RET 
Working Copy Page 

IS) 

bl 
b6 
b7C 
b7A 

I S I 

bl 
b2 
b7E 
b6 
b7C 
b7A 

bl 
b7A 

W F 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(S) 

bl 
b6 
b7C 
b7A 

:'11 t̂ O This electronic communication documents the 
SAC's approval and certification of the enclosed NSL. 

for mandatory reporting purposes, each enclosed NSL seeks 
subscriber information on one phone number. 

(U) Arrangements should be made with the 
communications service provider to provide the records personally 
to an employee of the Division within 15 
business days of the receipt of this request. The communications 
service provider should neither send the records through routine 
mail service nor utilize the name of the subject of the request 
in any telephone calls to the FBI. 

SEB^ET 

b2 
b7E 



NSL VIO-12281 

(S) 

SÈS^RET 
Working Copy 

(U) In accordance with 18 U.S.C. Section 2709(c) I, 
the senior official approving this EC, certify that a disclosure 
of the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

Disclosure of the ongoing counterterrorism 
investigation would hinder the ability of the FBI to 

Page 

(U) should remind the communications service 
"provider that it is prohibited from disclosing that the FBI has 
made this request. 

(U) On 11/09/2001, the Director designated the 
official signing the enclosed letter as authorized to make the 
required certification. 

to 
LjJ) Any questions regard^ 
Division, Attention SA 

i k ra r* a T> 

bl 
b2 
b7E 
b6 
b7C 
b7A 
b2 
b7E 

b2 
b7E 
b6 
b7C 

LEAD(s) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. NSLU should note that the attached NSL 
seeks subscriber information for one phone number. 

Set Lead 2 : (Action) 

(U) Deliver the enclosed NSL as indicated above, 
Upon receipt of the requested information, 
requested to submit results toi bivision. 

b2 
b7E 

Division is 

SEC. 



NSL VIO-12282 

From: 
Sent: 
To: 
Subject: 

(SJ SEGRE' 
RECOR 

](OGC) (FBI) 

[ JFBI) 
uesday, July 11, 2ÜÜ6 3 28 PM 

(OGC) (FBI) 
Kb NÒLUAIA 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 

It was actualh] I Please see attached 

NSI Rj-ptnrn çnhy 
riber. b2 

(S) 

Original .Mpssanp 
From: 
Sent: 
To: 

Subject: 

-CECKEI' R~ 

OGC) (FBI) TuPcHav lnlv11 ?nnfi >4» PM 
(FBI) 

RE: NSL DATA 

RECORD 

I need the information for the below e-mail. You have already replied to the other one you just 
sent me. Thanks 

bl 
b2 
b7E 
b6 
b7C 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext. 

2ijr 

(S) 

—-Original Message-
From: 
Sent: 
To 

FBI) 

jecL 

Thursday. June 22. 7006 1 34 PM 
OGC) (FBI) 

Subject! Kt! NSL UAIA 

seeRET 
RECOR 

bl 
b2 
b7E 
b6 
b7C 

1-4 That EC was a 'blanket EC' to coverl leads (i e | different telecommunication companies) Obviously 
^ [lumbers are distributed among thej" |l can provide vou with the details for each Also, I have two more 
mnar t C 

103 
th ( . „ ,. 
similar t C s coming down the pike, one of them is for about| " lumbers In theses ECs, I also did not break 
down the numbers for each lead/company. What format do you recommend I use in the EC? Thank you for 
bringing this to my attention With so many people depending on wireless/cellular systems now, submitting this 
type of EC/NSL request will grow more and more common This is the first time I have submitted a subscriber ID 
NSL for my cases 
ThanUc 

b2 

Original 
From: (OGC) (FBI) 

b6 
b7C 

L 



V 
NSL VIO-12283 

Sent: 
Tot 

Thursday. K ¿2, 2006 12.45 PM 

(S) 

Subject: 

âEÇRÔF-
RECQRC 

NSL DATA 
JFBI) 

b2 
b7E 
b6 
b7C bl 

b2 
b7E 

, e , In ACS there is an EC drafted by you dated 6/16/06, filtj 
( o ) to a NSL request. Within the EC it states that you are requesting a total o{ 

fromf 
I IrTur 

ertaining 
Fmmbers 

¡telephone companies. In order to accurately fulfill congressional reporting 
requirements, I need to have the break down of how many numbers were requested per 
entity. Please include this in all future NSL requests when seeking records from more than 
one entity. Your prompt attention in this matter would be greatly appreciated. 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext.| I 

bl 
b2 
b7E 
b6 
b7C 

FR&M: r̂ oreiç DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97,/Foreign Counterintelligence 
Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3/flated 1/97, Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 
SECRET 

DERIVED FROM: G-3 FBI Classification 
DECLASSIFICATION EXEMPTION 1 
SECRET 

dated 1/97, Foreign Counterintelligence Investigations 

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPjiON 1 
SECRET 

X 
1 



X 

NSL VIO-12284 

(OGC) (FBI) 

From: 
Sent: 
To: 
Subject: RE. NSL DATA 

FBI) 
34 PM 

OGC) (FBI) 

SCCRET-
( S ) RECORE 

10-4 That EC was a 'blanket EC' tn rnveij |leads (i e | [different telecommunication companies) Obviously thd I 
numbers are distributed among th^ [ can provide you with the details for each Also, I have two more similar ECs 
coming down the pike, one of them is ror aboutj "[lumbers In theses ECs, I also did not break down the numbers for 
each lead/company What format do you recommend I use in the EC? Thank you for bringing this to my attention. With 
so many people depending on wireless/cellular systems now, submitting this type of EC/NSL request will grow more and 
more common This is the first time I have submitted a subscriber ID NSL for my cases 
Thanks, 

JJX 
b2 
b7E 
b6 
b7C 

(S) 

Original Message-
From: 
Sent: 
To: 
Subject: 

(OGC) (FBI) TWcHa» limp 77 7(W 17-dq PM 
NSL DAI A 

=BI) 

SECRET 
RECORC 

(S) in AUÒ m'ere is an EC drafted by you dated 6/16/06, file #| bertaining to a 
NSL request. Within the EC it states that you are requesting a total ot| |numpers from 
telephone companies. In order to accurately fulfill congressional reporting requirements, I need to 
have the break down of how many numbers were requested per entity. Please include this in all 
future NSL requests when seeking records from more than one entity. Your prompt attention in 
this matter would be greatly appreciated. 

bl 
b2 
b7E 
b6 
b7C 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ex 

DERIVED FROM: G-3 FBI Classification Guide G-3, da^d 1/97, Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Gu 
DECLASSIFICATION EXEMPTION 1 
SECRET 

ted 1/97, Foreign Counterintelligence Investigations 

X 
1 



NSL VIO-12285 

S EAE T 
NF 

Working Copy 
Precedence : ROUTINE 

To : General Counsel 

Counterintelligence 

Page 1 
Date: 06/16/2006 

Attn: Julie Thomas 
Deoutv General Counsel, NSLB 

Field Office 

Attn 
Attn 
Attn 
Attn 
Attn 
Attn 
Attn 
Attn 
Attn 
Attn 
Attn 
Attn 
Attn 
Attn 

1A. 

IA 

R A 

S SA 

b2 
b7E 
b6 
b7C 

R A 

From: 

L - U i i L d U L 

Approved By: 

Drafted By: 

Case ID #: (S 

Title : 

(U) 

bl 
b2 
b7E 
b6 
b7C 

Derived/From : G-3 
Declassify On: XI 

(S) (p 
ID)- EC PA Synopsis: Approves the issuance of 

National Security Letters (NSL) for subscriber information; 
provides reporting data; and, if necessary, transmits the NSLs 
for delivery to the wire communications service provider. 

bl 
b2 
b7E 

( S ) Reference : (^ 

Enclosures : (U) Enclosed forf 
06/16/2006, addressed toi 

1 is an NSL dated 

I 

( S ) 
Case ID 

requesting subscriber information. 

b2 
b7E 
b4 
b7D 
b6 
b7C 

bl 
b2 
b7E 



NSL VIO-12286 

SETJ^ET 
NF 

Working Copy 

(U)Enclosed for 
a d d r e s s e d to I 

is an NSL dated 06/16/2006, 
] 

requesting subscriber information. 

atl 

Page 
b2 
b7E 
b4 
b7D 

(U) Enclosed for, 
Harpd 0 6 / 1 6 / 3 0 0 6 . a d d r e s s e d t o f 

IRA, is an NSL 

subscriber information. 
TTn^l OQQ^ fr>T- T 

requesting 

(U 
addressed to 

1 = an KTQT. Hai-c^ n g /1 g / 9 n n g 

telephone number 
requesting subscriber mtormation. 

(U) Enclosed for 
dated 06/16/2006, addressed 

at RA, is an 
to 

requesting subscriber information. 

(U) 
addressed to 

Enclosed for is an NSL dated 06/16/2006, 

(U) Enclosed forj 
requesting subscriber information, dated 06/ 
to: | 

requesting subscriber information 

are 
1 6 / 2 U U 6 , 

NSLs 
addressed 

b2 
b7E 
b4 
b7D 

b2 
b7E 
b4 
b7D 
b6 
b7C 

I 
(Ul E n c l o s e d f o r 

addressed to 
is an NSL dated 06/16/2006, 

requesting subscriber information. 

is an NSL dated 06/16/2006, (U) Enclosed for 
addressed to I 1 

lIlLOIIlldLlUIi. 
requesting subscriber 

1 (U) Enclosed for1 mewaifJ are NSLs requesting 
subscriber information, dated 06/16/2006. addressed to: f 

b2 
b7E 
b4 
b7D 
b6 
b7C 

(U) Enclosed for 
addressed to 

is an NSL dated 06/16/2006, 

for_ 
addressed to 

r'ëquëijLinq ¿subscriber inrai'rt\àti6h. 
lat 

A I S O enciosea 
IRA, is an NSL dated 06/16/2006. 

RET 



NSL VIO-12287 

SEH^ÊT 
NF" 

— Working Copy Page 
requesting subscriber information. 

(U) Enclosed for 
dated 06/16/2006, addressed 

Field Office is an NSL (U) Enclosed for 
dated 06/16/2006, addressed to 

requesting subscriber 

n ^ t - ^ "I g ( S / N F / O C ^ 

b2 
b7E 
b4 
b7D 

bl 
b2 
b7E 
b6 
b7C 

(U) Çay This electronic communication documents the SAC's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSLs seek subscriber information 
on | |phone numbers. 

(U) Arrangements should be made with the wire 
communications service provider(s) to provide the records 
personally to an employee of each delivering division within 30 
business days of receipt of this request. The wire 
communications service provider(s) should neither send the 
records through routine mail service nor utilize the name of the 
subject of the request in any telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 

sJ&fcET 



NSL VIO-12288 

SECRET 
NF 

Working Copy Page 

counterterrorism, or counterintelligence investigation, interfere with 
diplomatic relations, or endanger the life or physical 
safety of a person. 

(U) Facts justifying my disclosure certification 
include the following: Disclosure of this request may 
prematurely reveal the national security investigation to persons 
affiliated with the target and/or the subject matter of the 
national security investigation and cause them to change their 
behavior patterns and circumvent scrutiny; and, disclosure may 
encourage those engaged in questionable activities to avoid 
patronizing the wire communications service providers listed in 
this EC, knowing that they are subject to requests to reveal 
account information and thus those persons may be "able to 
circumvent scrutiny. 

H Ü Tf J 
it is the responsibility ot the ottice 

to advise FBIHQ. This may 
b2 
b7E 

be done by routing slip to the National Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterterrorism 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBIs use of this authority 
as mandated by Congress. 

(U) Any questions regarding the above can be directed ^ 
to Special Agent 
LEAD (s): 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) At CD-2D, read and clear. 

Set Lead 3 : (Action) 

ALL RECEIVING FIELD OFFICES 

b6 
b7C 

(U) Deliver the enclosedyNSL as indicated above. 
S E ^ E T 



NSL VIO-12289 

NF 
Working Copy- Page 

TTnnn renei pt 'of requested information, submit results to b2 
b7E 

lisi •RET 
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(01/26/1998) 

SEÇRîiT/NOFORN/ORCON 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Counterintelligence 

Field Office 

From: 

Contact 

Approved By: 

Date: 06/16/2006 

Attn: Julie Thomas 

Attn: 
Attn: 
Attn: 
Attn: 
Attn: 
Attn: 
Attn: 
Attn: 
Attn: 
Attn :• 
Attn: 
Attn: 
Attn: 
Attn: 

RA 

RA 

IA 

SSA 1 

RA 

bl 
b2 
b7E 
b6 
b7C 

(S) 

b2 
b7E 
b6 
b7E 

bl 
b2 
b7E 

SEÇRËT/NOFORN/ORCON 



NSL VIO-12291 

SÉ&RET/NOFORN/ORCON 

To: 
Re: 

Genp-c-3J ELuorn: [ 
:s) 06/16/2006 ] 

(SI-
S y n o p s i s : A p p r o v e s the issuance of ECPA 
National Security Letters (NSL) for subscriber information; 
provides reporting data; and, if necessary, transmits the NSLs 
for delivery to the wire communications service provider. 

Reference: 

Enclosures: (U) Enclosed for 
06/16/2006, addressed to 

is an NSL dated 

r r requesting subscriber information for 

(U) Enclosed for E 
add ra? sed to 

~\is an NSL dated 06/16/2006, 

requesting subscriber information for 
number. 

telephone 

[U) Enclosed for at is an NSL 
dated 06/16/2UU6, addressed to| 

requesting 
subscriber information for telephone number. 

(U). Enclosed for f 
addressed to 

lis an NSL dated 06/16/7006 

requesting subscriber information for 
telephone numbers. 

(U) Enclosed for 

1 
telephone numbers. 

at RA, is an 
to | 

requesting subscriber information for 

(U) Enclosed for 
arldrPRSPd toi 

Ls an NSL dated 06/16/2006, 

for 
requesting subscriber information 

elephone number 

SE^ET/NOFORN/ORCON 

bl 
b2 
b7E 
b2 

bl 
b2 
b7E 
b2 
b7E 
b4 
b7D 
b6 
b7C 

b2 
b7E 
b4 
b7D 
b6 
b7C 

(U) Enclosed for are NSLs dated 
06/16/2006, addressed to: 

b2 
b7E 
b4 
b7D 
b6 
b7C 



NSL VIO-12292 

To: GenaraJ nnnnspi Elcpm: 
Re: (S) 06/16/2006 

SÇ^RET/NOFORN/ORCON 

¿/In 

rean e.stina suhsnr i her informât ion fori Innmhers: 

information fori Innmhers: and 
requesting subscriber 

subscriber information for 

(U) Enclosed for 

requesting 
number. 

is an NSL dated 06/16/2006, 
1 

requesting subscriber information for number. 

(U) Enclosed for is an NSL dated 06/16/2006, 
addressed to 

requesting subscriber 
information for number. 

(U) Enclosed for 
dated 06/16/2006. addressed to: f 
Attn: 

are NSLs requesting 

subscriber information for 
requesting 

number. ; ancj 

requesting subscriber information tor 
number. . 

(U1 F.ncl o.spd forf 
addressed to 

l i s an N.ST, d a t e d 0 6 / 1 6 / 7 0 0 6 . 

requesting suoscrinpr inrormarion ror 
Also enclosed for 
06/16/2006, addressed to 

at 
numoers.. 

RA, is all NoL dated 

requesting subscriber information for number. 

(U) Enclosed for 
dated 06/16/2006, addressed to 

1 Field Office is an NSL 

for 
requesting subscriber information 

numbers 

SEÇRËT/NOFORN/ORCON 
r 

1/ 
T) 



NSL VIO-12293 

SEÎ^ET/NOFORN/ORCON 

To: 
Re: 

nonoral P^iin^gl EijOm : | 
:s)l 06/16/2006 

bl 
b2 
b7E 

Details: (S/NF/OC) 

bl 
b2 
b7E 
b6 
b7C 

|U1 ( X ) This electronic communication documents the SAC's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSLs seek subscriber information b2 

[phone numbers. on 

(U) Arrangements should be made with the wire 
communications service provider(s) to provide the records 
personally to an employee of each delivering division within 30 
business days of receipt of this request. The wire 
communications service provider(s) should neither send the 

SE^ET /NOFORN/ORCON 

4 



NSL VIO-12294 

SE?§VET/NOFORN/ORCON 
To: 
Re: 

Gençxal 
(S) 

C n n n . q p l F r o m : 
D6/16/2006 

bl 
b2 
b7D 

records through routine mail service nor utilize the name of the 
subject of the request in any telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. § 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

(U) Facts justifying my disclosure certification 
include the following: Disclosure of this request may 
prematurely reveal the national security investigation to persons 
affiliated with the target and/or the subject matter of the 
national security investigation and cause them to change their 
behavior patterns and circumvent scrutiny; and, disclosure may 
encourage those engaged in questionable activities to avoid 
patronizing the wire communications service providers listed in 
this EC, knowing that they are subject to requests to reveal 
account information and thus those persons may be able to 
circumvent scrutiny. 

( u ; If a 
I t . 

on the 
is the responsibility of the office b2 

to advise FBIHQ. This may b7E 
bë a u n e uy l u m m y s u p IU m e Wdiiunal Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterterrorism 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBI's use of this authority 
as mandated by Congress. 

(U) Anv questions recording the abnvpL can be directed 
to Special Agent b2 

b6 
b7C 

SÎS^ET/NOFORN/ORCON 
1 



NSL VIO-12295 

SECXET/NOFORN/ORCON 

To: 
Re: 

Genpra1 
(S) 

T n n n g p l F r n m 
36/W7ÏÏÏÏF 

LEAD ( s ) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) At CD-2D, read and clear. 

Set Lead 3 : (Action) 

ALL RECEIVING FIELD OFFICES 

(U) Deliver the enclosed NSL as indicated above. 
Upon receipt of requested information, submit results to 

SÈ&RET/NOFORN/ORCON 
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NF 
Working Copy 

Precedence : ROUTINE 

To: General Counsel 

Counterintelligence 

From : 

Contact 

Approved By: 

Page 1 
Date: 06/29/2006 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 
CD-2A 

L 

Drafted By: 

Case ID #: (S) 

Title: (S) 

(Ü) 

b2 
b7E 

b7C 

(S) M 
b7C 

ECPA National mSynopsis: (X) Approves the issuance of 
Security Letters (NSLs) for subscriber inrormation; provides 
reporting data; and, if necessary, transmits the NSLs for 
delivery to the wire communications service provider. 

b2 

Administrative 
guidelines for 

In accordance with the new delivery 
and 

(S) 
are being re-submitted to the 
Off i r;Rs respectively. Previously, under 

NSLs. the enclosed NSLs 
and I 1 Fi p!d 

Jthe aforementioned NSLs, dated 06/19/2006, were_submitted to 
' iFi eld Office and 

longer se'rve 
unserved NSLs to 

land 

bl 
b2 
b7E 
b4 
•b7D 

and no 
NSLs, and appropriately returned the 

This information is being 
furnished so that NSLB can accurately record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Reference : (S 

bl 
b2 
b7E 

Enclosures : 
06/29/2006, 

(U) Enclosed for 
addressed to 

is an NSL dated 

(S) CaseID 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

RET bl 
b2 • 
b7E 
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phone numbers 

(U) Enclosed ÎQJC. 
06/29/2006, addressed to 

requesting subscriber information for | | 

i H an NST. d a t e d 

information for 
requesting subscriber 

phone numbers. 

Details : (S/NF/OC)/ 

b2 
b6 
b7C 

b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 

This electronic communication documents the SAC's 
approval and certification of the enclosed NSL. For mandatory 
rennriing purposes, the enclosed NSLs seek subscriber information 
on phone numbers. 

(U) Arrangements should be made with the wire 
communications service provider(s) to provide the records 
personally to an employee of each delivering division within 3 0 
business days of receipt of this request. The wire 
communications service provider(s) should neither send the 
records through routine mail service nor utilize the name of the 
subject of the request in any telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2109(c) I, the 
senior official approving this EC, certify that a disclosure of 

SECRET 
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the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the,United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

(U) Facts justifying my disclosure certification 
include the following: Disclosure of this request may 
prematurely reveal the national security investigation to persons 
affiliated with the target and/or the subject matter of the 
national security investigation and cause them to change their 
behavior patterns and circumvent scrutiny; and, disclosure may 
encourage those engaged in questionable activities to avoid 
patronizing the wire communications service providers listed in 
this EC, knowing that they are subject to requests to reveal 
account information and thus those persons may be able to 
circumvent scrutiny. 

i l l ] T f a T 
it is the responsibility of 

the offi ce I 1 
to advise FBIHQ. This may 

be done by routing slip to the National Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterterrorism 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBIs use of this authority 
as mandated by Congress. 

(U) Aqv niipsf.i'nns regarding the ahnvp can be directed 
to Special Agent 
LEAD (s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) At CD-2A, read and clear. 

Set Lead 3 : (Action) 

S ^ E T 
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b2 
b7E 

Set Lead 4: (Action) 

AT 

(U) Deliver the enclosed NSL as indicated above. 
Upon receipt of requested information, submit results to 

b2 
b7E 

SECRET 
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(OGC) (FBI) 

From: 

To: 
Subject: RE NSL DATA 

FBI) 
0 52 AM 

(OGC) (FBI) 

b2 
b7E 
b6 
b7C 

(S) 

SECRET 
RECORt 

<s) The NSL served on _ 
(s) local and long distance toll billing records associated with the following Telephone Number 

s requesting the the name, aridpss lennth nf servira, and 
Time Period 

think I was using a pony I will correct this Thanks for the notification 

Original Message' 
From: 
Sent: 
To: 
Subject: 

SECRET 
RECORC 

Sahirrlav. liiTvl 
(OGC) (FBI) 

8:46 AM 
FBI) 

NSL DAI A 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

In APS thprp is an FP drafted by you dated 6/19/06, pertaining to a NSL request under file # 
(£) [_ |n the "enclosure" section it states, "...requesting telephone subscriber 

and toll billing information..." However, in the "details" section it states, "...the enclosed NSL 
seeks subscriber information..." In order to accurately fulfill Congressional reporting 

Your requirements, please inform me of what type of records were requested from[ 
prompt attention to this matter would be greatly appreciated. In addition, if you're using a pony 
please change so that future requests would reflect language usage agreement in the two 
sections mentioned above. Thanks 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext.| 

DERIVED FROM: G-1 FBrçiassification Gtiide G-1, dated 1/99. Foreign Government Information 
DECLASSIFICATION E X E M T I O N 1 
SECRET 

DERIVED FROM: G-1 FBI Classification Guide G-1, dated 1/99. Foreign Government Information 
DECLASSIFICATION EXEMPTION 1 
SECRET / 
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Precedence : ROUTINE 

To: General Counsel 
C o u n t e r t e r r o r i s m 

Attn 
Attn 
Attn 

Date: 06/19/2006 

Julie Thomas -
ITOS I/CONUS II 

From : 

Contact: SA 

Approved By: 

Drafted By: 

Case ID #: 
IUI-

b2 
b7E 
b6 
b7C 

(17c| bl -EC) 

6 6 F-HQ-C1303375 
Pending) 
( Pending) 

IUI-

B L 'JHERE 2HCUE 

b2 
b7E 

Title: (S) b6 
b7C 

, b7A 
Synopsis:£§0 Approves the issuance of an ECPA National 
Security Letter (NSL) for subscriber information; provides 
reporting data; and transmits the NSL for delivery to the wire 
communications service provider. ^ 

^ \ - ^ - b2 
K ) Derive 

Declassi 

(S) CK; 

FBI SCG G-3,Jan.1997 
06/19/2031 b7E 

b7A 

Administrative: THIS DOCUMENT CONTAINS INFORMATION 
THAT IS FOREIGN INTELLIGENCE SURVEILLANCE ACT (FISA) DERIVED. 
PER 50 U.S.C. S 1806 (B) OF THE FOREIGN INTELLIGENCE SURVEILLANCE 
ACT, RECIPIENTS ARE REMINDED THAT THIS INFORMATION, OR ANY 
INFORMATION DERIVED FROM IT, MAY ONLY BE USED IN A CRIMINAL 
PROCEEDING, OR ANY OTHER PROCEEDING, WITH THE ADVANCE 
AUTHORIZATION OF THE ATTORNEY GENERAL. U.S. PERSON FISA DERIVED 
MAY NOT BE DISSEMINATED TO A FOREIGN GOVERNMENT WITHOUT THE 
AUTHORIZATION OF THE ATTORNEY GENERAL. 

R N R L N Q N R P ( S ) • (TTÌ NTST, H A H P H ni/lR/9nnfi S H H R P ^ P H F N 

requesting telephone 
Lfortelephonenumber 

Riihsrrihpr and toll 
o be -billing informatior 

requesting telephone 
Lfortelephonenumber 

toll 
o be 

(S) C a s e I D : 
6 6 F-HQ-C1303375 

SECpÇT 
63845 

bl 
b4 
b7D 
b6 
b7C bi 

b2 
b7E 
b7A 
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delivered via Federal Express after approval. 
D e t a i l s : (S! 

bl 
b2 
b7E 
b6 
b7C 
b7A 

bl 
b7A 

I S J bl 
b7A 

On 
l| g J I n f p r v i PMPfi 

RPPOTFPT ROT TP PR Ì WAS 

(S) 

RELEVANCY STATEMENT: Subscriber and toll billing 
information for this telephone number is relevant to this 
investigation 
subscribed to "nm s re i. ennorie nnmnpr. T o l l r e c o r d s a r e r e l e v a n t 

information will identify additional leads r-ä 
I I 

"I Thi 

bl 
b6 
b7C 
b7D 
b7A 
b2 
b7E 
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(S) 
S^RET 

Working Copy Page 

bl 
b7A 

Preliminary analysis of subject's former telephone 
numoer toil records indicates contact with persons referenced in 
FBI counterterrorism investigations. 

^ Acq-nrd-i nrr t n t h e I 

This electronic communication documents the SACs 
approval and certification of the enclosed NSL. For mandatory 
re^njitj-aa—purposes, the enclosed NSL seeks subscriber information 
or phone number. 

(U) Arrangements should be made with the wire 
communications service provider to provide the records through 
Federal Express service within 15a business days of receipt of 
this request. The wire communications service provider should 
neither send the records through routine mail service nor utilize 
the name of the subject of the request in any telephone calls to 
the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

^ (X) Brief statement of the facts justifying my 
certification in this case: The accompanying request is for a 
telephone number that may be subscribed to by subject. 
Disclosure of this request, therefore, would be made directly to 
the subject thereby notifying him of the FBI's interest in his 
activities. Such a disclosure would have a significant negative 
impact on FBI investigative efforts in this matter. 

(U) If a 
it is the responsibility of the office 

\to advise FBIHQ, 

b2 

b2 
b7E 

This may 
Pe done Py routing slip to the National Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterterrorism 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBI's use of this authority 

S ^ é R E T 
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as mandated by Congress. 

(U) Any questions regarding the above can be directed 

Page 

to SA 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) At ITOS I/CONUS II. Read and Clear 

Set Lead 3: (Action) 

AT 

For information: 
Express an NSL dated 06/18/2006 adcfressed to 

will send via Federal 

requesting telephone subscriber and toll billing 

via 
..information for telephone number 
been advised to send the requested records to 
Federal Express. A FedEx billable stamp has been provided to 

Reference number on NSL is 

has 

b2 
b6 
b7C 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

SÈ5&RET 
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From: 
Sent: 
To: 
Subject: 

(OGC) (FBI) 

(FBI) 
i i i f ts r iav .iniv 11 ?nnfi anrTPh/i 

(OGC) (FBI) 
RE NSL DATA 

b2 
b7E 
b6 
b7C 

(S) 
SECRET 
RECORD 

Was this the information you were asking for? 

Special Agent 
I |Division 

Resident Agency 
(office) 
(cellular) 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Original Messaae-
From: 
Sent: 
To: 
Cc: 
Subject: 

(FBI) 
Thursday Inns 79. PODfi 3:47 PM 

J LûGq (FBI) 
(FBI) 

ftt: NÜL DA IA 
-seeREf 

|| g J RECOR 

He is a non-U S person Sorry again. 

W i r f 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(3) 

] (OGC) (FBI) 
Original Message-

From: I 
Sent: Thursday. June 29. 2006 3:38 PM 
To: 
Cc: 

ject? Subject: NbL DAI A 

l ( F B I ) 
1*31) 

(S) -SECRET 
RECOR 

In ACS there is an EC drafted ty 
a NSL. On the subject line it sta 

dated 6/26/06 file|_ |pertaining to 
es that the subject is a "U.S. person," however in the details 

it states that subject is a "non U.S. person." In order to accurately fulfill Congressional 
reporting requirements, please clarify what is the subject status. Your prompt attention in this 
matter would greatly appreciated. 

bl 
b2 
b7E 
b6 
b7C 
b7A 

HarâlèQâl spèôlâllàt 



A 
NSL V I O - 1 2 3 0 6 

1(0GC) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

(OGC) (FBI) 
ThnrQHaw lnnp9Q 1 f̂i PM 

NSL DA IA 

FBI) 
ClaJlJ] if« 

FBI) 

(S) -SECRET REGORE 

n ACS there is an EC drafted by[ dated 6/26/06 file ? 
( S ) !)n the subject line it states that the subject is a "U.S. person," however in the de 

subject is a "non U.S. person." In order to accurately fulfill Congressional reporting requirements, 

pertaining to a NSL. 
:ails it states that 

please clarify what is the subject status. Your prompt attention in this matter would greatly 
appreciated. 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext.| 

L 
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Precedence: ROUTINE 

To: General Counsel 

Counterterrorism 

Date: 06/26/2006 

Attn: Julie Thomas 
Deputy General Counsel 
Rm. 7975 

Attn: ITOS I, CONUS II 
CLASSIFIED IT 651" 
REM OK: 1.4 (c) Attn: 

From: b2 
b7E 
b6 
b7C 

S y n o p s i s : A p p r o v e s the issuance of an ECPA National 
Security Letter (NSL) for subscriber information and telephone 
toll billing records; provides reporting data; and if 
necessary, transmits the NSL for delivery to the wire service 
provider. 

(U) - 0 6 Derivea^g^om : G-3 
DeclastìifyXìn: 06/26/2016 

bl 
b2 

requesting the name, address, length of service and local and 
long distance toll billing records for the phone 
number listed. 

Details: (S//OC.NF) 

Case ID 
(S) SECRET 

-bl 
b2 
b7E 
b7A 

b2 
b7E 
b4 
b7D 
bl 
b2 
b7E 
b6 
b7C 

" 'b7A 
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(S//OC.NFÌ T 

bl 
b4 
b7D 
b7A 

fs//nr.MFi f 

bl 
b4 
b7D 

rq//nr MF) 
b7C 
b7A 

_ ( s / 

(U)- fon) This electronic communication documents the SAC 
approval and certification of the enclosed NSL. For 

bl 
b2 
b7E 
b6 
b7C 
b7ib2 

b7E 
mandatory reporting purposes, the enclosed NSL seeks local and 
long distance toll billing records for one phone number. 

(U) Arrangements should be made with the wire 
communications service provider to provide the records personally 

Division within ten business 
The wire communications service 

to a representative of the 
b2 
b7D 

days of receipt of this request, 
provider should neither send the records through routine mail service nor 
utilize the name of the subject of the request in any 
telephone calls to the FBI. 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute. 

(U) Information received from a wire communication 
service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

(U) Any questions regarding the above can be 
directed to SA 

b2 
b6 
b7C 

LEAD(s) 
S ^ R E T 
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Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) ITOS 1, CONUS 2, read and clear. 

Set Lead 3 : (Action) 

AT] 

(U) Deliver the attached NSL as indicated above. 
Upon receipt of information from the wire communications 

Is requested to submit the results 
RA, 

service provider 
to | | Attn: SA 

b2 
b7E 
b6 
b7C 

ET 
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(OGC) (FBI) 

(S) 

From: 
Sent: 
To: 
Subject: 

I " I F B D 
TnocHou l , , l „ H PHOS 0 Q4 PM 

OGC) (FBI) 
RE. NSL DATA 

SECRET 
RECORt 

I reviewed the EC and the Enclosure section should read that we are requesting TOLL RECORD INFORMATION 
apologize for this administrative oversight, and will correct it If you have any more questions please let me know 
Thanks 

( S > 

-Original Message 
From: 
Sent: 
To: [ 
Subject: NSL DATA 

L(OGC) (FBI) Tnpcriav lniviTTm 1:46 PM 
J (FBI) 

SECRET 
RECORD 

Di 
b2 
b7E 
b6 
b7C 

(S 
[ ] 

In ACS there is an EC drafted by you dated 6/26/06 file A pertaining to a 
NSL request. In the "enclosure" section it states, "...requesting toll records information." bl 
However, in the details section it states, "...the enclosed NSL seeks subscriber information..." b2 
In order to accurately fulfill Congressional reporting requirements, please inform me of which type b7E 
of NSL was requested. In addition, if you're using a pony please correct these two sections that b6 
they agree in language. Your prompt attention in this matter would be greatly appreciated. q 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext 

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Gui 
DECLASSIFICATION EXEMPTION 
SECRET 

3, dated 1/97, Foreign Counterintelligence Investigations 

1 
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Precedence : ROUTINE 

To : General Counsel 

Date: 06/26/2006 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

(U) 
Synopsis Approves the issuance of an ECPA National 
Security Letter (NSL) for toll billing records; provides 
reporting data; and, if necessary, transmits the NSL for 
delivery to the wire communications service provider. 

(U) 
M Derived 

Declass 
bl 
b2 
b7E 

to 

requesting toil record information. 

Details: (S) 

Case ID 
S) 

SEÇéET 

b2 
b7E 
b6 
b7C 

b4 
b7D 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 

bl 
b2 
b7D 
b6 
b7C 

bl 
b2 
b7E 
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bl 

is: 

bl 
b2 
b7E 
' b 4 
b7D 

bl 
b2 
b7E 
b7D 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 

: s j 

This electronic communication documents the SAC's 
approval and certification of the enclosed NSL. For mandatory-
reporting purposes, the enclosed NSL seeks subscriber 
information on the followinc 

(U) Arrangements should be made with the wireless 
communications service provider to provide the records via a 
secure mail delivery service to the FBI I iField Office 
within ten (10) business days of receipt of this request. The 
wire communications service provider should neither send the 
records through routine mail service nor utilize the name of the 
subject of the request in any telephone calls to the FBI. 

bl 
b6 
b7C 

b2 
b7E 

SECRET 
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(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. 

" Brief statement of the facts justifying my 
certification in this case: As this NSL is requesting 
information relative to a foreign counterintelligence 
investigation, any disclosure of the FBI's interest in this 
phone line could cause this, and other such individuals, to 
change their communications providers, communications security 
practices, or phone numbers; thus interfering with a 
counterintelligence investigation. 

(U) Information received from a wire communication 
service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

LIU Ariv mip.qt i oris -r^aa-rdipg the above can be directed 
to SA 
LEAD T s T . 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) At CD-3A, read and clear. 

b2 
b6 
b7C 

SECRET 
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OGC) (FBI) 

From: 
Sent: 
To: 
Subject: 

(OGA) 
uesdav. July 11. PM . 

(OGC) (FBI) 
Kb NSLUAIA 

b2 
b7E 
b6 
b7C 

S) 
SECRETr 
RECORt 

I am requesting name, address, length of service and local and long distance toll billing records. I was using the pony and 
though I had corrected all the "subscriber information" verbage in the EC 

I apologize for the mistake 

Thank You 

TFO Special Agent 

Office 
Cell. 

(3) 

(S) 

bl 
b2 
b7E 
b6 
b7C 
b 7 A 

Original Message-
From: 
Sent: 
To: | 
Subject: NSL DATA 

SECRET 

T.mcHa» liilw 1 1 ?nn. 
OGC) (FBI) 
1:59 PM 
(OGA) 

RECORC 

In ACS there are two ECs that were drafted by you dated 7/3/06, file t 
bertaining to a NSL request. In the "enclosure" section it states, 

ran 
.requesung ine 

name, address, length of service and local and long distance toll billing records. . ." 
However, in the "details" section, it states, "...seeks subscriber information..." In order to 
accurately fulfill Congressional reporting requirements, please inform me as to which type of NSL 
was requested in this two ECs. In addition, if you're using a pony please correct it to reflect 
language agreement in these two sections. Your prompt attention in this matter would be greatly 
appreciated. ^ 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext 

b2 
b7E 
b6 
b7C 
b7A 

DERIVED FROM: G-1 FBI Class 
DECLASSIFICATION EXEMPTI 
SECRET 

àtion Guide G-1. dated 1/99. Foreign Government Information 

L 
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Precedence : ROUTINE 

To: General Counsel 
Count-f ir f- f irrori sm 

Date: 07/03/2006 

Attn: Julie Thomas 
Deputy General Counsel, 
ITOS 2] 

From: 

Contact: TFO S/A 

Approved By: 

Drafted By: 

Case ID #: (S) 

Title: (S) 

(Pending) 

bl 
• b2 
b7E 
b6 
b7C 
b7A 

S y n o p s i s : A p p r o v e s the issuance of an ECPA National 
Security Letter (NSL) for toll records; provides reporting data, 
and, if necessary, transmits the NSL for delivery to the wire 
communications service provider. 

(U)- > 5 3 Derive3~~F£Qro--: "FBI SCG G-3, Jan 1997 
Dec 1 asrffyOni^O 6 / 2 3 / 2 016 

3 ) 

Enclosure (s) : ) Enclosed forf 
06/23/2006 addressed to 

lis an NSL dated 

requesting the name, address, length of 
service and local and long distance toll billing recors for the 
phone numbers listed.. 

Details: (S) 

bl 
b2 
b7E 
b7A 

b2 
b7E 
b6 
b7C 

b2 
b7E 
b4 
b7D 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Case ID : 
rE^^r 

bl 
b2 
b7E 
b7A 
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(S) 

SECRET 
Working Copy Page 

bl 
b2 
b7E 
b6 
b7C 
b7A 

( S ) 

( U ) 

This electronic communication documents the 
SAC's approval and certification of the enclosed NSL. For 
mandatory repa,rt' ̂ n n tiâ  ONR-I R ^ O ^ MQT. GOOVA subscriber 
information on 

( X 

phone numbers. 

Arrangements should be made with the wire 
communication service provider to provide the records personally 
to an employee of the delivering office within 15 business days 
of receipt of this request. The wire communications service 
provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
Counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

bl 
b6 
b7C 
b7A 

(U) The accompanying request is for the subject's own 
telephone records. Disclosure of this request, therefore, would 
be made directly to the subject thereby notifying him of the 
FBI's interest in his activities. Such a disclosure would have a 
significant negative impact on FBI investigative efforts in this 
matter. 

(U) Information received from a wire communication 
service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

to TFO S/A 
(U) Any questions regarding the ahpvp r-an hp H-i-rp̂ t-prl 

telephone number 

b2 
b6 
b7C 

SÈ^I ET 



NSL VIO-12317 

S&CRET 
Working Copy Page 3 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
(S) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON DC 

(U) At Counterterrorism Read' and Clear. 

Set Lead 3: (Action) 

AT 

(U) Deliver the erylnqed NSL as indicated above. Upon 
receipt of requested information, 
results to the Division. 

is requested to submit b2 
b7E 



NSL VIO-12318 

SECRET 
Working Copy — Page 

Precedence: ROUTINE 

To: General Counsel 
Counterterrorism 

Date: 07/03/2006 

Attn: Julie Thomas 
Deputy General Counsel, 
ITOS 2/ 

From: 

Contact: TFO S/A 

Approved By: 

Drafted By: 

Case ID #: (S) (Pending) 

Title: (S) 

Synopsis Approves the issuance of an ECPA National 
Security Letter (NSL) for toll records; provides reporting data, 
and, if necessary, transmits the NSL for delivery to the wire 
communications service provider. 

!U) 

(S) 
Derived From 
Declassify 

FBI SCG G-3, Jan 1997 
US-/ 2 3/2016 

bl 
b2 

iU) 

( X b7E 
b7A 

Enclosure(s):(X) Enclosed for is an NSL dated 

, requesting tne name, address, 
length ot service and local and long distance toll billing 
records 

Details: 

records for the phone numbers listed. 

1SL 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 
b7A 

b2 
b7E 
b4 
b7D 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(g) CaseID 
S E ^ E T 

"bl 
b2 
b7E 
b7A 
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S^SßET 
Working Copy Page 

bl 
b2 
b7E 
b6 
b7C 
b7A 

This electronic communication documents the 
SAC's approval and certification of the enclosed NSL. For 
mandatory reporting purposes 

(S) informationon phonenumbers 

(U) 

t-h p P r i r l n .QpH TvT.qT, sppIt h B i i h B r r - i h p r bl 
b6 

^S) Arrangements should be made with the wire b7C 
communication service provider to provide the records personally b7A 
to an employee of the delivering office within 15 business days 
of receipt of this request. The wire communications service 
provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact, that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
Counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

(U) The accompanying request is for the subject's own 
telephone records. Disclosure of this request, therefore, would 
be made directly to the subject thereby notifying him of the 
FBI's interest in his activities./ Such a disclosure would have 
a significant negative impact on FBI investigative efforts int 
his matter. 

(U) Information received from a wire communication 
service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

(U) Any questions regarding the above can be directed 
to TFO S/A telephone number 

S£jg&ET 

b6 
b7C 



NSL VIO-12320 

Working Copy Page 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
iU1 NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) For Information. Read and Clear. 

Set Lead 3 : (Action) 

(U) Personally deliver the enclosed NSL as indicated 
above. 

^èsRET 



Sent: 
To: 
Subject: 

V 
|(OGC) (FBI) 

From: FBI) 
Hrirlav 

RE NSL Issue 

NSL VIO-12321 

b2 
b7E 

(OGC) (FBI) b7C 

-SECRET 
(S) RECORD 

It's I apologize for the error (as you have seen, I've submitted in the past three weeks oven NSLs 
rihor infn^ I 1 requesting subscriber info) 

—Original Message 
From; I 
Sent: Friday, July 07, 2006 2:18 PM 
To: | |(FBI) 

(S) 

](OGC) (FBI) 

bl 
b2 
b7E 
b6 
b7C 

IS) 

Subject: INÏ>L issue 

3CCRCJ 
RECORI 

)ertaìnìng There is an EC in ACS dated 6/29/06, drafted by you under file # 
to a NSL request. In the "enclosures" it states you're requesting subscriber information for 
phone numbers, however, in the "details" it states you're requesting subscriber information on 
phone numbers. In order to accurately fulfill Congressional reporting requirements, please inform 
me as to how many numbers were requested from 
would be greatly appreciated. 

Your prompt attention in this matter 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext. 

bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 

DERIVED FROM: G-3 FBI ClassificatidrsGuide G-3. dated 1/97,.Rfreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Gui 
DECLASSIFICATION EXEMPTION 1 
SECRET 

n Counterintelligence Investigations 

L 



NSL VIO-12322 

ÂB^RET 
NF 

Working Copy 
Precedence: ROUTINE 

To: General Counsel 

Counterintelligence 

Page 1 
Date: 06/29/2006 

From: 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

Attn: m-9A 
Attn: 

Contact : 

Approved By : 

Drafted By: 

Case ID #: (S) 

Title: (S) 

b2 
b7E 
b6 
b7C 

iCEPT 

Pending) 

bl 
b2 
b7E 
b6 
b7C 

iU) 
M Derìxed^From : G-3 

Declassify On: XI 

( S ) < K 

bl 
b2 
b7E 

Synopsis: ( X ) Approves the issuance of one (1) ECPA National 
Security Letter (NSL) for subscriber information; provides 
reporting data; and, if necessary, transmits the NSLs for 
delivery to the wire communications service provider. 

(S) 

Administrative : 
guidelines for [ 

-AT 
enclosed NSL is Ippinn rp-snhmift-pH tn t-ĥ f 
Previous!y,unde 

In accordance with the new delivery 
]ECPA National Security Letters (NSLs), the 

Field Office 

NSL, dated 06/15/2006, was submitted to^ 
longer serves I INSLs, and appropriately returned the 

Lftê àEòrémentioned 
no 

(S) 

unserved NSL back to This information is being 
furnished so that NSLB can accurately record the appropriate information 
needed to fulfill the Congressional reporting ĵ i 
requirements for NSLs. 

bl 
b2 
b7E 
b4 
b7D 

Re f er enc e : OK' blE 

X 

Enclosures: (U) Enclosed for 
06/29/2006, addressed to 

lis an NSL dated 

pnone numoers 
requesting subscriber information for 

b2 
b7E 
b4 
b7D 
b6 
b7C 

(S) 
Case ID. : 

S^ÇRET 

bl 
b2 
b7E 



NSL VIO-12323 

SEÎ^ET 
NF 

Working Copy Page 2 

D a t a i l s : ( f V N F / O C ) 

bl 
b2 
b7E 
b6 
b7C 

( U ) 

(X) This electronic communication documents the SAC's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSLs seek subscriber information 
on| | phone numbers. 

(U) Arrangements should be made with the wire 
communications service provider(p) to provide the records 

b2 

Division within 30 
The wire 

personally to an employee of the 
business days of receipt of this request, 
communications service provider(s) should neither send the 
records through routine mail service nor utilize the name of the 
subject of the request in any telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

(U) Facts justifying my disclosure certification 
include the following: Disclosure of this request may 
prematurely reveal the national security investigation to persons 
affiliated with the target and/or the subject matter of the 
national security investigation and cause them to change their 
behavior patterns and circumvent scrutiny; and, disclosure may 
encourage those engaged in questionable activities to avoid 
patronizing the wire communications service provider listed in 
this EC, knowing that they are subject to requests to reveal 
account information and thus those persons may be able to 
circumvent scrutiny. 

b 2 
b7E 

SEC^ÇT 



NSL VIO-12324 

^EjÊRET ' 
NF 

Working Copy Page 

(U) If a| 
I I it is the responsibility of the office b2 

b7E to advise FBIHQ. This may 
be done by routing slip to the National Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterterrorism 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBIs use of this authority 
as mandated by Congress. 

(U) Any questions regarding the above can be directed ĵ g 
to Special Agent 
LEAD (s) b7C 

b2 
Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) At CD-2A, read and clear. 

Set Lead 3: (Action) 

AT 

(U) Deliver the enclosed NSL as indicated above. 
Upon receipt of requested information, submit results to| 

b2 
b7E 

S E ^ E T 



X 
NSL VIO-12325 

From: 
Sent: 
To: 
Subject: 

OGC) (FBI) 

(FBI) 
Friday, July 07, 2006 1 23 PM 

I l(OGC) (FBI) 
RE NSL Issue 

b2 
b7E 
b6 
b7C 

(SJ 

I 

The records that were sought were both Subscriber and toll records Sorry for the mistake, my pony will be changed to 
reflect the same language 

Thank you. 
SAI 

bl 
b2 
b7E 
b6 
b7C 

Original Mp<;<;anp-— 
From: | [OGC) (FBI) 
Sent: Friday. July 07. 2006 6 49 AM 

(S) 

To: 
Subject: NbL UAUe 
Importance: High 

GCGRCT 
RECORI 

(FBI) 

(S) 
SA| J , 
In ACS there is an EC drafted by you dated 5/24/06 file j I in the "enclosure" 
it states, "...requesting subscriber and toll records information," however, in the "details" it 
states,."...the enclosed NSL seeks subscriber information on three phone numbers...." In 
order to accurately fulfill Congressional reporting requirements, please inform me of what type of 
records were sought. Your prompt attention to this matter would be greatly appreciated. In 
addition, if you're using a pony, please correct to reflect the same language usage in both 
sections mentioned above. 

bl 
b2 
b7E 
b6 
b7C 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext|ZZ 

ifìcàtion Guide G-3, dated/1/97. DERIVED FROM: G-3 FBI Classification Guide G-
DECLASSIFICATION EXEMPTION 1 
SECRET 

Foreign Counterintelligence Investigations 

DERIVED FROM: G-3 FBI Classification Guid 
DECLASSIFICATION EXEMPTION 1 
SECRET 

ted 1/97, Foreign Counterintelligence Investigations 



NSL VIO-12326 

(Rev 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 05/24/2006 

Attn: Julie Thomas 
Deputy General Counsel 

(S) 

(S) 

(U) 

b2 
b7E 
b6 
b7C 

( U ) 

(S) , W 

DerirvedEr6m : G-3 
D e ç i c K f s x f y ^ O n : 0 5 / 1 5 / 2 0 1 6 

bl 
b2 
b7E 
b6 
b7C 

Synopsis:(Xj Approves the issuance of an ECPA National Security 
Letter (NSL) for subscriber information; provides reporting data; and, 
if necessary, transmits the NSL for delivery to the wire 
communications service provider. 

bl 

b7E 

SECRET 



NSL VIO-12327 

SÇ^^ET 

S) 
To: 
Re: 

f u n e r a l C n n n s p l From- [ 
P5/24/2006 

Enclosure(s):(U) Enclosed forf 
addressed to 

l i s an NST, d a t e d 0 5 / 2 4 / 2 0 0 6 . 

inrormauion. 

Details: (S) \ 

requesting subscriber and toil records 

bl 
b2 
b7E 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 
b7A 

:S//NF) 

bl 
b6 
b7C 
b7A 

J-2-L 

If 

bl 
b2 
b7E 
b6 
-b7C 
b7A 

(£() This electronic communication documents the Special 
Agent in Charge approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks subscriber 



NSL VIO-12328 

To: GenexaJ rmm.qpl E M : 
( S ) H e : x 05/24/2006 

bl 
b2 
b7E 

information on 

(S) 
phone numbers from wire rnmrnnni rat i ons rnmnanv 

and any other phone. numbers associated with 

bl 
b2 
b7E 
b6 
b7C 

(U) Arrangements should be made with the wire communications 
service provider to provide the records through use of a delivery 
service tol T or personal delivery via the respective field 
office delivering the NSL within 30 business days of receipt of this 
request. The wire communications service provider should neither send 
the records through routine mail service nor utilize the name of the 
subject of the request in any—telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. § 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact that 
the FBI has sought or obtained access to the information sought by this 
letter may endanger the national security of the United States, 
interfere with a criminal, counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger the 
life or physical safety of a person. 

b2 
b7E 

b l 
b2 
b7E 
b6 
b7C 

I 
LUI If a 

1 it is the responsibility of the office^ 
to advise FBIHQ. This may be done by 

routing slip to the National Security Law Branch, Office of the 
General Counsel, Room 7947, the FBIHQ entity handling the operational 
legal needs of the Counterterrorism Division. This reporting is 
necessary in order to provide information to Congress regarding the 
FBI's use of this authority as mandated by Congress. 

b2 
b7E 

_LLD Anv q u e s t i o n s r e g a r d i n g t l y ahnvp r a n hp di r p r t p d t o 
or at 

SA b6 
b7C 
b2 

SEJ&ET 

3 



NSL VIO-12329 

To: 
Re: 

SECRET 

General Counsel From: 
35/24/2006 

bl 
b2 
b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSLs. 

Set Lead 2: (Info) 

CQUNTERTERRORISM 

AT WASHINGTON P.C. 

(U) ITOS I; Read and clear. 

Set Lead 3 : (Action) 

AT 

(U) Deliver the enclosed NSL as indicated above. Upon 
is requested to submit receipt of requested information. 

{results to the Division, 
îques 
"IRA. 

b2 
b7E 

S ^ E - ] SECRET 

4 



> 
NSL VIO-12330 

(OGC) (FBI) 

From: (FBI) 

(S) 

Sent: 
To: 
- ubject: 

SECRET 
RECORl 

Thursday 

RE NSL DATA 

IME_22_2Ü06 11 38 AM 
(OGC) (FBI) 

b2 
b7E 
b6 
b7C 

Ms 
Here's the data In compiling it I discovered that I had 
because I mistakenly forgot to count those on the nsl ti 
Here's the breakdown you requested 

miscall 

o 
culated the number of subscribers requested This occurred 
The total should be I laddresses 

Sorry for the mconvience 

I 
SA, FBI 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
lo 1A 

Original̂  Message 
From: 
Sent: 
To: 
Subject: 

(OGC) (FBI) 
Thursday. June 29. 2006 5:03 AM 

ZZI(FBI) 
NSL DATA 

REGRET 
J g J RECORD 

In ACS there is an EC drafted by you dated 5/17/06 file 
( S ) a NSL. In the FC it states that you have requested subscnoer inTormation on 

addresses frorr different telephone companies, in order to accurately fu 

which pertains to 

congressional 
reporting requirements, please provide me with a break down as to how many addresses were 
requested from each telephone company. In addition, this information should be states within the 
EC of all future NSLs requesting information from more than one entity. Your prompt attention to 
this matter would be greatly appreciated. 

Paralegal Specialist 
National Security Law Branch 
Office of the General Couqsel 
Room 7975/ext. 

bl 
b2 
b7E 
b6 
b7C 
b7A 

l 



X 
NSL VIO-12331 

From: 
Sent: 
To: 
Subject: 

(OGC) (FBI) 

](MP) (FBI) Thi irgrlau luna 9Q g 53 AM 

RE NSL DATA 
J(OGC) (FBI) 

b2 
b7E 
b6 
b7E 

(S] 
SHORE: 
RECOR 

Ms 
I'm sorry if I inadvertently left something out Our SAC mandates that we send combined NSL ECs whenever possible so 
he does not have to sign multiple ECs, hence, the numerous letters sent with one ec Reporting requirements have been 
mentioned but have fallen upon deaf ears 

Since the NSLB website is supposed to be where we obtain the language for the various NSL requests, perhaps NSLB 
would be kind enough to put an EC on the site that covers multiple requests I'm not an attorney and, quite frankly, I don't 
have the time to sit down and figure out how the information, which you said is absent, should be cited in the ec. 

Thank you 

SA, htC 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Original Message 
From: [ 
Sent: 
To: 
Subject: 

LOGC) (FBI) 
Thi irçrlav I i i h p 7Q 7006 S - n ? AM 

(FBI) 
NSL UAIA 

SECRET 
J G J RECORC 

r 
(S) In ACS there is an EC drafted by you dated 5/17/06 file t 

a NSL. In the EC it s 
addresses frorr 
reporting requiremen 

ates that you have requested subscrioer intormation on|~ 
different telephone companies, in order to accurately fulTi 
s, 

which pertains to 

congressional 
please provide me with a break down as to how many addresses were 

requested from each telephone company. In addition, this information should be states within the 
EC of all future NSLs requesting information from more than one entity. Your prompt attention to 
this matter would be greatly appreciated. 

bl 
b2 
b7E 

b7C 
b7A 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext 

DERIVED FROM: G-1 FBI Classification G 
DECLASSIFICATION EXEMPTION 1 
SECRET 

A 
DERIVED FROM: G-1 FBI Classification Gui 

ted 1/99, Foreign Government Information 

Foreign Government Information 



NSL VIO-12332 

S E C ^ T 
Working Copy Page 

iU) 

Precedence : ROUTINE 

To: General Counsel 

Counterintelligence 

From : 

Contact : SA 

Approved By: 

Drafted By: 

Case ID #: 

Title : (S) 

Attn: 

Attn 
Attn 
Attn 
Attn 
Attn 
Attn 
Attn 

Date: 05/17/2006 

Julie Thomas, 
Deputy General Counsel. NSLB 
CD-3A. SSAI 

"b2 
D7E 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Synopsis: ""i&J Approves the issuance of an ECPA National 
Security Letter (NSL)for email subscriber information; provides 
reporting data; and, if necessary, transmits the NSL for delivery 
to the electronic communications service provider. 

:sj 

(U) 

4 > 

Derive 
Declassi 

G-3 
06/10/2016 

bl 
b2 
b7E 
b7A 

Administrative: (U) FISA WARNING STATEMENT- STATUTORY 
RESTRICTIONS 

This information or document, or portions thereof, is 
derived from a court-authorized FISA order and such information 
or any information derived therefrom may only be used in a 

Case ID. 

(Si 
S f i a t i 

bl 
b2 
b7E 
b7A 



NSL VIO-12333 

SECRET 
Working Copy 

criminal or other proceeding (including but not limited to use in 
search/arrest warrants or affidavits or grand jury subpoenas and 
proceedings) with the advance authorization of the Attorney 
General. See 50 U.S.C. Section 1806(b), 1825(c). 

Page 

Enclosure(s): (U) Enclosed for 
05/17/2006. addressed tof 

is an NSL dated 

]requesting the name, address, and 
length of service for the e-mail address holder listed. 

~ I is an NSL dated (U) Enclosed f or f 
05/17/2006, addressed to 
I 
length of service for the e-mail address holders listed. 

(U)| f̂ 1-* 
addressed tc 

L 

requesting the name, address, and 
address holders listed. 
1 N O MCT. RIGORI FI Ç / 1 1 / O N C\ G 

J requesting the name, 
address, and length of service for the e-mail address holders 
listed. 

(U) Enclosed for 
05/17/2006. addressed toi 

is an NSL datec 

requesting the 
name, address, and length of service tor the e-mail address 

I 

holders listed. 

(U) Enclosed for. 
05/17/2006. addressed toi 

is an NSL dat.pd 
1 

requesting tne name, address, and length ot service 
for the e-mail holders listed. 

(U) Enclosed for 
05/17/2006, addressed toi 

"lis an NSL dated 

| requesting the name, address, 
and length ot service tor tne e-mail holders listed. 

(U) Enclosed for 
05/1 7/2006. addressed to l~ 

Field is an NSL dated 

address, and lèhgth of Sètviiè Eór thè e-ma 

(U) 

requesting the name, 
1 holders listed. 

Enclosed for 
a H H r p g g p r l t o i 

Field is an NSL dated 
1 

Virginia, requesting name, address, and length of service for the 
e-mail holder listed. 

SEPRET 

b2 
b7E 
b4 
b7C 
b6 
b7C 

b2 
b7E 
b4 
b7D 
b6 
b7C 

b2 
b7E 
b4 
b7D 
b6 
b7C 

bl 
b2 
b7E 
b7A 



NSL VIO-12334 

- Working Copy Page 

bl 
b6 
b7E 
b7A 

(U) This electroni.c 
approval of SAC 

communication documents the 
and certification of the enclosed 

NSL. .For mandatory report i nci~~burposes. the enclosed NSLs seeks 
subscriber information on addresses. 

b2 
b7E 

(U) Arrangements should be made with the electronic 
communication service provider to provide the records personally 
to individuals from the aforementioned offices within fifteen 
(15) business days of receipt of this request. The electronic 
communication service provider should neither send the records 
through routine mail service nor utilize the name of the subject 
of the request in any telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical safety 
of a person. 



NSL VIO-12335 

(S) 
S E ^ E T 

Working Copy Page 

If a 
I it is the responsibility of the office 

|to advise FBIHQ. This may 
be done by routing slip to the National Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterintelligence 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBI's use of this authority 
as mandated by Congress. 

to SA 
(U) Any questions regarding the above can be directed 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 3: (Action) 

AT 

the information requested. 
results to results to 

Upon receipt of 
is requested to submit b2 

b7E 

Set Lead 4 : (Action) 

AT 
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S È ^ E T 
Working Copy Page 

» (U) Deliver the enclosed NSL as 
Upon receipt of the information requested, 
requested to submit results to 

indicated above. 
is b2 

b7E 

Set Lead 5: (Action) 

AT 

(U) Deliver the PNR-1 NGPH MST. I_odicated above. Upon 

b2 
b7E 

receipt of the information requested, 
submit results to the case agent. 

is requested to 

Set Lead 6: (Action) 

AT 

' (U) Deliver the enclosed NSL as 
Upon receipt of the information requested. 
submit results to 

indicated above. 
is requested to 

Set Lead 7: (Action) 
b2 
b7E 

AT 

(U) Deliver the enclosed NSL as indicated above, 
Upon receipt of the information requested, Ls 
requested to submit results to 

Set Lead 8: (Action) 

AT 

(U) Deliver the enclosed NSL as 
Upon receipt of the"information requested,f 
requested to submit results to 

indicated above 
is 

Set Lead 9: (Action) 

RET 
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SE&ÌÌT 
Working Copy Page 

AT 

(U) Deliver the enclosed NSL as 
Upon receipt of the i n f n r m a H n n rpm iPg t - i aH C 
requested to submit results to 

indicated above. 
Field is 

b2 
b7E 

ET 



V 
NSL VIO-12338 

From: 
Sent: 
To: 
Subject: 

(OGC) (FBI) 

(FBI) 
\ l \ I M M Z n W .IhKWh 71 II IK HTy AM 

(OGC) (FBI) 
Kb NSL UA TA FOLÔW-UP 

-seeRETi 
RECORt 

(S) 
Oops, 

There wa^ [lumber requested from 

Thanks 

Original Message— 
From: I fOGQ (FBI) 
Sent: Tn^dav. July 25. 2006 5:15 PM 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

To: 

Subject: 

. c c c n E T , - . 

RE. NSL DATA FÖLÖW-UP 
(FBI) 

( S ) RECORD 

You provided all but the | | forf 
Thanks 

second entity on second page. 

Paralegal Specialis; 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext. 

Original Message-
From: 
Sent: 
To: 

n (FBi) 
i"PM 

(OGC) (FBI) 

(5) 

Subject: RE: NSL DATA FOLOW-UP 

oCORLI 
RECORC 

MsC ] 
Here is the information you needed I apologize for the delay I've been out of town 

> 

bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 
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Thanks 

b2 
b4 
b7D 
b6 
b7C 

(S) 

(S) 

15) 

—Original Message-
From: [ 
Sent 
To: I 
Subject: 
Importance: 

-SCGRCTr 

(OGC) (FBI) 
Ihursdav. Inly ¿0. 20Ì36 11:30 AM 

> B I ) 
FW: NSl 
High 

DATA FOLOW-UP 

RECORI 

Ms 
The six month time period has closed for collecting NSL data, therefore, I am in need of 
the below information I emailed you about on 7/12/06 as soon as possible that I may run 
my reports for submission to congress. Thank you in advance. 

bl 
b2 
b7E 
b6 
b7C 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/extl I 

Original Message 
From: 
Sent: WnHnacHa» lui ] (OGC) (FBI) 

To: 
Subject: 

12, 2006 5:43 PM 
FBI) 

NSL DA IA 

SECRET 
R E C O R D 

Ms 
I'm s o r r y to bother v o u anain h o w e v e r I 've come across another EC in ACS drafted by you 
dated 6/21/06, f i l | equesting subscriber information for a total o f I 

bl 
b2 
b7E 
b6 
b7C 

various telephone companies. Would you please provide a phone numbers from 
break down of how many numbers were requested from each phone company listed in 
your EC. I do appreciate your assistance in our Congressional reporting requirement 
purposes. 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext| 

1 
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Working copy Page 

Precedence : ROUTINE 

To: General Counsel 
Counterintelligence 

Date: 06/21/2006 

Attn 
Attn 
Attn 
Attn 
Attn 
Attn 
Attn 
Attn 
Attn 
Attn 
Attn 

From: 

LOIILdCL ! 

Approved B} 

Drafted By: 

Case ID #: (S) 

Title: (s; 

SA 

b7E 
b6 
b7C 

(Pending) 

(U) 

bl 
b2 
b7E 
b6 
b7C 

S y n o p s i s : A p p r o v e s the issuance of an ECPA National 
Security Letter (NSL) for subscriber information; provides 
reporting data; and, if necessary, transmits the NSL for delivery 
to the wire communications service provider. 

(U) <X) 

'S! X 

Derived 
Declassif, 

7" 

FBI SCG-3 
06/21/2016 

bl 
b2 
b7E 
b7A 

^ H T P ^ P H toi 

requesting subscriber information. 

(S) CaseID SECRET 

b2 
b7E 
b4 
b7D 
b6 
b7C 

bl 
b2 
b7E 
b7A 
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(U) Enclose^ fnrf 
06/23/2006. addressed to 

SECRET 
Working Copy 

I H o an MQT. Hat -oH 

Page 

mtormation. 

(U) Enclosed for 
06/23/2006, addressed to 

requesting subscriber 

is an NSL dated 

requesting subscriber information. 

(U) Enclosed £Q 
a d d r e s s p d toi 

i Ci a n N.QT, H ^ h p H 

requesting 
subscriber information. 

addressed to 
requesting subscriber mtormation. 

06/23/2006 J 
(U) Enclosed for 

laddressed to 
are NSLs dated 

I H H H addressed to 

requesting SUbèCflbèr1 îriromâClôïl. 

(U) Enclosed for ar £ INSLS dated 

and addressed to 

(U) Enclosed for 
06/23/2006, addressed to 

is an NSL dated 

b2 
b7E 
b4 
b7D 
b6 
b7C 

b2 
b7E 
b4 
b7D 
b6 
b7C 

(U) Enclosed forE 
06/23/2006, one addressed to| 

1 a r e I INSLs d a t e d 

anc addressed to ] 
requesting subscriber information. 

^ TT\ P n p l n o o r l foT- i c a n MQT, a H H - r a o o a r i f-

requestmg subscriber information. 

(U) 
addressed to 

E n c l o s e d f o r MST. d a f p d 

requesting suDscrioer mtormation. 

S & ^ E T 

b2 
b7E 
b4 
b7D 
b6 
b7C 
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secì?4T 
- Working Copy Page 

(U) Enclosed frr- f 
NFI /?^ ^ H T P S S P H tn 

Ti. HCT, r^lat-orl 

requesting subscriber information. 

- ^ ^ • i l (S) J 

b2 
b7E 
b4 
b7D 
b6 
b7C 

bl 

M This electronic communication documents SAC 
approval and certification of the enclosed NSL. ^2 

tor manaauory reporting purposes, the enclosed NSL seeks b7E 
subscriber information on | [phone numbers.-

(U) Arrangements should be made with the wire 
communications service provider to provide the records personally 
to an employee of the respective delivering division within 
fifteen (15) business days of receipt of this request. The wire 
communications service provider should neither send the records 
through routine mail service nor utilize the name of the subject 
of the request in any telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical safety 
of a person. 

ID 

bl 

(U) If a 
| it is the responsibility of the office 

to advise FBIHQ. This may 
b2 
b7E 

J5ë uorïê by roll L i l l y y lip to cnê Nâtional Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterterrorism 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBI's use of this authority 

SECRET 
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S&^RET 

Working Copy 
as mandated by Congress. 

(U) Any questions regarding the above can be directed 

Page 

to SA 
LEAD vs-n 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) Read and clear. 

b2 
b6 
. b7C 

Set Lead 3: (Action) 

AT 

(U) Deliver the e n c l o s e d NST.s a s 
Upon receipt of requested information, 
submit the results to 

indicated above 
is requested to 

Set Lead 4 : (Action) 

AT 
b2 
b7E 

(U) Deliver the enclosed NSL as indicated above. Upon 
is requested to submit receipt of requested information, 

the results to 

Set Lead 5 : (Action) 

AT 
SECRET 
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SEQ^ÇT 
Working Copy 

(U) Deliver the enclosed NSL as indicated above, 
receipt of requested information, V 
submit the results to 

is requested to 

Page 

Upon 

Set Lead 6: (Action) 

Al 

(U) Deliver the pnni ncoH m^i 
receipt of requested information 
results to 

i as indicated above. Upon 
s requested to submit 

b2 
b7E' 

Set Lead 7: (Action) 

AT 

(U) Deliver the enclosed NSL as indicated above. Upon 
is requested to submit receipt of requested information, 

the results to 

Set Lead 8: (Action) 

AT 

(U) Deliver the enclosed NSL as indicated above, 
receipt of requested information, 
submit the results to 

is requested to 
Upon 

b2 
b7E 

Set Lead 9: (Action) 

AT 

(U) Deliver the enclosed NSL as indicated above. Upon 
receipt of requested information, 
submit the results to 

is requested to 

Set Lead 10: (Action) 
SEtpe: 
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S ^ R E T 
Working Copy Page 

AT 

U H q^nH pnrlngpH MST, via PP.D FX f n 

Set Lead 11: (Action) 

AT 

(U) Deliver the encloa^d-JiSI 
receipt of rpqiipst-prl information, 
the results to 

as indicated above. Upon 
is requested to submit 

b2 
b7E 
b4 
b7D 
b6 
b7C 

Set Lead 12 (Action) 

AT b2 
b7E 

(U) Deliver the enclosed NSL as indicated above. Upon 
receipt of requested information, 
the results to 

Ls requested to submit 

Set Lead 13: (Action) 

AT 

(U) Deliver the enplosed 
receipt of requested information, 
the results to 

J ,SL as indicated above. Upon 
s requested to submit 

Set Lead 14 (Action) b2 
b7E 

AT 

(U) Deliver the enclosed NSL as indicated above. Upon 
receipt of requested information, 
the results to 

is requested to submit 

S E Ò ^ T 
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SECRET 
Working Copy Page 

Set Lead 15: (Action) 

AT 

(U) Deliver the ei 
receipt of requested information 
the results to 

NSL as indicated above. Upon 
lis requested to submit 

Set Lead 16: (Action) b2 
b7E 

AT 

(U) Deliver the pnrlnsprl Nfi 
receipt of requested information 
the results to 

as indicated above. Upon 
LS requested to submit 

S^fe^ET 
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(OGC) (FBI) 

From: 
Sent: 
To: 
Subject: Kb NSL DAI A 

(FBI) 
7 25 AM 
OGC) (FBI) 

IS) 
-secftET 
RECORE 

Sorry for the confusion I changed the pony I had created for myself I am requesting the electronic transactional 
records as well as the subscriber information, which naturally comes with it Thanks for your assistance in this matter 

SÄ 
1 — 

Desk 
Cell 

Original Message-— 
From: | 
Sent: c-.f. .rw-.,. 
To: 
Subject: 

J (OGC) (FBI) 
Inno ?«a ~?np6 8:42 AM 

(FBI) 
NSL UA IA 

( S ) -seeRÊr. 
RE CORI 

( S ) There are! iNSLs in ACS that vou drafted dated 
respectively addressed to 

3/6/06 and 6/13/06 file 
that pertains to a NSL «queai. mine 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext 

bl 
b2 
b7E 
b6 
b7C 
b7A 

enclosure it states that you're requesting "electronic transactional records," however, at the top 
of the third page it states that you're requesting "subscriber information on e-mail address..." In 
ordef to accurately fulfill congressional reporting requirements, I need to know what type of NSL 
request are these for? In addition, it looks like you may be using a pony, if so please correct so 
the language agree whether requesting electronic transactional records or subscriber records. 
Your prompt attention in this matter would be greatly appreciated. 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

DERIVED FROM: G-1 FBI Classi) :ation Guide G-1, dated 1/99, Foreign Government Information 
DECLASSIFICATION EXEMPTIO 

X 

SECRET 

DERIVED FROM: G-1 FBI Classification /Gùide G-1, dated 1/99, Foreign Government Information 
DECLASSIFICATION EXEMPTION 1 
SECRET 

1 
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S E ^ E T 
Working Copy- Page 

( S 

Precedence: ROUTINE 

To: General Counsel 

Counterterrorism 

Date: 06/06/2006 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

Attn: ITOS II/ 
SSAJI 
IA 
ITOS I/CONUS II/Team 5 
SSA foipa# 1073946 

Attn: SIA 

From : 

Contact : SA 

Approved By 

Drafted By: 
(si Case ID # 

b2 
b7E 
b6 
b7C 

(S1 : Pending) 
(Pending) 
Pending) 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL)for electronic communications transactional records; 
provides reporting data; and, if necessary, transmits the NSL for 
delivery to the electronic communications service provider. 

m- Derived 
Decla 

G-3 
06/06/2031 

M-

(U)- E n c l o s u r e ( s ) : E n c l n a ^ H fnrf 
06/06/2006, addressed to 

" 1 Ì g a n NTQT. r l a f p H 

requesting the 
names, addresses, lengths ot service, and electronic transactional 
records for the e-mail address holder(s) listed. 

bl 
b2 
b7E 
b7A 

b2 
b7E 
b4 
b7D 
b6 
b7C 
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Details: (S) [ 
SfcC^ET 

Working Copy Page 

bl 
b7A 

.(sf 

bl 
b7D 
b7A 

bl 
b6 
b7C 
b7D 
b7A 

bl 
b7D 
b7A 

( s / ~ 

:mf 

This electronic communication documents the approval of 
S£^RET 

bl 
b6 
b7C 
b7D 
b7A 

bl 
b2 
b7E 
b7A 

bl 
b4 
b7D 
b6 
b7C 
b7A 
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Working Copy Page 

Division's Special Agent in Charge, 
(S ) the certification of the enclosed NSL. For mandatory reporting 

purposes—the enclosed MST. qppfcs subscriber information on e-mail 

and 

address 

(U) Arrangements should be made with the electronic 
communication service provider to provide the records personally to an 
employee of the 
receipt of this"request. 

division within 10 business days of 
The"electronic communication service b2 

provider should neither send the records through routine mail service ]q7[) 
nor utilize the name of the subject of the request in any telephone 
calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify"that a disclosure of the fact that 
the FBI has sought or obtained access to the information sought by 
this letter may endanger the national security of the United States, 
interfere with a criminal, counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger the 
life or physical safety of a person. 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

(U) M if. 

bl 

I 
it is the responsibility of the 

]to advise FBIHQ. This may be done by 
routing slip to the National Security Law Branch, Office of the 
General Counsel, Room 7947, the FBIHQ entity handling the operational 
legal.needs of the Counterintelligence Division. This reporting is 
necessary in order to provide information to Congress regarding the 
FBI's use of this authority as mandated by Congress. 

(U) Any questions regarding the above can be directed to SA 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

b2 
b7E 

b2 
b6 
b7C 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSL's. 

Set Lead 2 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 
SE^é^T 
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g^ fcRET 
Working Copy Page 4 

(U) ITOS Il| ] is requested to read and clear. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) ITOS I/CONUS II/Team 5 is requested to read and clear. 

Set Lead 4: (Action) 

(U) It is requested that 
NSL as indicated above. Upon receipt o 

requested to submit results to 

information 
r, 
to 

deliver the attached 
rom the 

f 11 rfhpr 
the attention 

is 
of SA 

b2 
b7E 
b6 
b7C 

SpéçET 


