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To: * Office of the Deputy Attorney General
From: - Federal Bureau of Investigation -
' ~ Office of General Counsel
- National Security Law Branch
Date: 29 April 2005
 Re: National Security Letters Reportmg Requlrements -
’ v Cla.SSIﬁed Supplernental Materials )
Tab 1 .| Number of NSLs from 2000 to 2004 (with Charts)
Tab 2 FBI Semiannual Reports of requests for telephone subscriber
' .| or toll billing/electronic communication transactional
records covering 2004.
Tab 3 FBI Semiannual Reports of rcquests for financial records
- covering 2004. ’
;Tab 4 | FBI Semiannual Reports of requests for financial institution »i
’ | and consumer identifying mformatlon and consumer credlt
reports. '
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March 23, 2005

" MEMORANDUM FOR THE ATTORNEY GENERAL

- FROM: ,'DIRECTOR FBI

(V)

~ SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR TELEPHONE |

- SUBSCRIBER OR TOLL BILLING/ELECTRONIC COMMUNICATION
TRANSACTIONAL RECORDS MADE PURSUANT TO TITLE 18,
~ UNITED STATES CODE (U.S.C.), SECTION 2709, FOREIGN
COQUNTERINTELLIGENCE/INTERNATIONAL TERRORISM AR

() ritle 18 U S.C., Section 2709, requ1res a wire or
electronlc ‘communication Seerce provider to comply with a.
request for subscriber 1nformatlon, toll billing. record

- information, or electronic communication transactional records'
-in its custody or possession made- by the Director of the FBI, of
‘the Director's de51gnee*1n a position’ not lower than Deputy

' Assistant Dlrector at Bureau headquarters or - a Spec1al Agent in
- Charge in a Bureau field office. "Subsection 2709(e) requ1res
that, on a semiannual basis, -the Director of - the FBI. fully
'1nform the Permanent Select Committee .on Intelllgence of the

~ .House of Representatlves, the Select Commlttee on Intelllgence
“of the Senate, the Committee on the Judiciary- of - the House of

Representatlves and ‘the .Committee on the Judiciary of the -

- Senate, .concerning all requests made under Section 2709. The
attached list contains the number of requests made by the FBI

pursuant to Section 2709 during the semiannual- period of

. July 1, 2004 to December 31, 2004. Requests for information =
pursuant to the certification standard of paragraph 2709(b)(1),
ﬂwhlch may lnclude toll bllllng records, are listed first.

I'.

1 - 66F-HQ-C1303375- 43128 U1 - Mr. Szady
1 - 66F-HQ-A1255972- NSLPHONE—;lQ 1 - Ms. Thomas

.1 - Mr. Pistole . . 1 -

1 - Ms. Caproni .~ -~ ' .NSLB R

e EEE‘P?@ ,\Z"'I‘Oi"1411"1

b6
b7

- ELibac (9) ,v“} ',;j;_ - sEE NOTE PAGE 2 ;"'
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- Re:. Semiannual Report of Regquests for Télephone

',enclosure -

spseat

Memorandum for the Attorney General : Page 2

'Subscrlber or Toll Billing Information

Also, reflected are requeSts limited to subscribervlnfOrMation-”53
which were made pursuant to the certlflcatlon standard of
paragraph 2709(b)(2) ) -

) 1Two pOlntS should be noted for ease in understanding
the data. First, during a six-month period, more than one
request for the toll billing recqrds of a single subject may be
made. Thus, both the number of reqguests, as well as the number

of dlfferent persons or entltles to whlch such requests relate, o
are listed. P : : : '

B0 .Second' whén'réquestlhg only ‘subscriber ‘information
pursuant to paragraph 2709(b) (2}, the FBI does not: know - and -
may never learn - whether the subscriber was a "United States

- person" as that term is. defined in the Attorney General
" Guidelines for FBI Forelqn Intelligence Collection_ and For81qn

Counterintelligence Investhatlons ~This. fact is ncted on- the v»:‘*”*‘ﬁﬁ”

‘ Should your ataff require addltlonal lnformatlon } id.fb6 C
. regardlng the FBI's use of this authority, please contact . L7C.

| Office of the General Colnsel, at

‘Enclosure A = R
- ‘.”\PPROVED' son__sencant Vi
T ok e 0 R _(CECA -
o O, 2 _Poh -
Dmc‘ Calrterent OPR

, DoputyDiocwr . Foaren__ B

NOTE:- Thls communlcatlon is submltted to the Attorney General

j,ln accordance with the requ1rements of Tltle 18, USC,: Section-
- 2709, paragraph (e}. It provides the number of requests: for

mandatory production of local and long distance: ‘telephone toll
billing informatien, as well as. subscrlber information;- made ln

¢ - counterintelligence 1nvestlgatlons during the follow1ng
. semiannual period: ~July 1, 2004 to December 31,-2004- SOt Mo
jVAttorney General wlll forward thls lnformatlon to Congress ,ﬂtﬁ{{fszfj“”

}a@_ v10 14112
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EERE SHOVH OTHERVESE o L LA
| ‘ L S DECLASSIRY OF: 08-28-20%2

 NUMBER OF REQUESTS FOR T0LL BILLING/ELECTRONIC COMMUNICATION -
TRANSACTIONAL RECORDS MADE PURSUANT 70 THE CERTIFICATION SET
 __HORTH IN TITIE 18, USC. SECTION 20610 B

Total Number of . Tota] Nmber of
. AT Investlgatlons of . Investlgatlons of
. Relating'to Different Non-0.S. = o 1;::‘:'ﬁ Different U.S.
- Investigations - Persons or - Relating to = Persons or
‘of Non-U.§. © Organizations . Investigations  Orqanizations
~ Persans or . Predicating Such ~ of U.5. Persons Predlcatlng Such
- Organizations Requests . or OrganizatiOns Requests

© Third & Fourth
Quarters - 2004 X >< X

(S)

T b

X ?f:
[o» N )

"'1NUMBER OF REQUESTS POR SUBSCRIBER INFORMATION oy
' MADE PURSUANT TO THE CERTLFICATION SET FORTH IN
__ IITIE 18, USC, SECTION 27091bl(2) ~

Third & Fourth. o I a '», ,f' T
_\Qparters - 2004'. }' o 1’ (S)’ ) ',’ A f__ | R Y,

“NOTE: When the FBI requests subscriber 1nformatlon pursuant to the certlflcatlon of
Section 2709(b)(2), generally it js not known whether the subscrlber 15 al. S person or not.

nsLviodas
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IR R "Névemberg9, 2004
A_MEMORANDUM FOR THE ATTORNEY GENERAL

FROM () DIRECTOR FBI

SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR TELEPHONE o

o '~ SUBSCRIBER OR TOLL BILLING/ELECTRONIC COMMUNICATION
. TRANSACTIONAL RECORDS MADE PURSUANT TO TITLE 18,
"UNITED STATES CODE (U.S.C.}, SECTION 2709, FOREIGN

()
velectrdnlc communication. serv1ce provider to comply with a-

request for subscriber information, toll billing record
information, or. electronlc communication. transactional reco ds

"~ in its custody or posse551on made by the Director of the FBI or .

the Director's designee in a position not lower than Deputy
Assistant Director at Bureau headquarters or.a Spe01al Agent in
‘Charge in a Bureau field office. Subsection 2709(e) requires
that, on a semlannual basis, the Dlrector of the FBI fully
inform the Permanent Select Committee on Intelligence of the
"House of Representatlves, .the Select Committee -on Intelllgence
"~ of the Senate, ‘the Committee on the Jud1c1ary of the House of

L Representatlves and the Committee on the Judiciary of the-

- Senate, concerning all requests made under Section 2709. The
"~ attached list contains the number of requests made by the FBI
- pursuant to Section 2709 durlng the semiannual period of
- January- 1, 2004 to June 30, 2004. Requests for ‘information .

- pursuant to the certification standard of. paragraph 2709lb)(1).,fv1f

ﬂwhlch may include’ toll bllllng records, are 1lsted flrst

' COUNTERINTELLIGENCE/INTERNATIONAL TERRORISM R

“Pitle 18 U.S. C  Section 2709 .requires a’wiré drHvH

e e
;

- 66F-HQ- Cl303375 L 1 - Mr. SzadyA

- 66F-HQ-A1255972-NSLPHONE' z24’ 1 - Ms. Thomas
'~ Mr. Pistole =~ - , . 1 - Mr. -Bowman -.
- Ms. Caproni - . - :T‘ 1]

- Mr. Bald =~ | . ' QE?‘ NoLB

. ELibac (10 . ° " SEE NOTE PAGE 2

assmfy on:
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©

'Counterlntelllgence Investlgatlons This fact is noted on "t_h‘e -

Memorandum for the Attorney General - ~_ page 2
Re: Semiannual Report of Requests for Telephone ' '
~ Subscriber or Toll Billing Information

Also, feflected are requests limited to subscriber information
which were made pursuant to the certlflcatlon standard of

3 paragraph 2709(13) (2).

) Two points should be noted for ease in understanding
the data. First, during a six-month period, more than one .
request for the toll billing records of a single subject may be
made. Thus, both the number of requests, as well as the number -

. of different persons.or entities to which such requests relate,~

are listed. X

() Second when requestlng only subscrlber 1nformat10n

pursuant to paragraph 2709(b) (2), the FBI does not know - and

. may never learn - whether the subscriber was a. "United .States:
person“ as that term is deflned in the Attornev General

'enclosure uo >;%{ba -
bz

: Should your staff require addltlonal 1nformatlonv B . be
' regardlng the FBI's use of this authority, please contact R o W &
| office of the General Counsel,. B
[0 E | : | R
“Enclosure - , ‘ .
APPROVED: G . fes _Trag____
APPRW f] o Grim, dus. il Tnspaction_________Oficeof EE0
- , h Setve.__ Laboralory ' Altairs
~ Dbectw____ Floarce _ .2 Nationa) Sec. Office of Puble & .
- "Deguty Oirector,_____ &mmmm Pmmu,_____ Cong. Alats
(V)

NQTE: This communication is submitted to the Attorney General
‘in accordance with the reguirements of Title 18, USC, Section
2709, paragraph {e). - It provides the number of requests for
mandatory production. of local and long distance -telephone toll .
billing information, as well as subscriber information, made in
counterintelligence ‘investigations during the following

gvsemlannual period: . January 1; 2004 to June 30, 2004. | The- 7 L
~_ Attorney Qeneral:willtfo:wardithis information to Congress. {(8)

[ .
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AL THRORKATTON CONTATVED
SERETH 1% TBCLASIIFIED EXCERT
WHERE SHOWN OTHERVLSE

. DETE: D6--2007
‘mmmmﬁﬂﬂmmwu

- REASON: L4 ic)

 IRCMASSIFY OF: 06282032

NUMBERAOP'REQUESTS FOR TOLL BILLING/ELECTRONIC' COMMUNICATION
 TRANSACTIONAL RECORDS MADE PURSUANT 70 THE CERTIFICATION SET
PORTH IN TITLE 18, Uscl SECTION 2709(b)tl) |

‘Relating to

Investigations -

of Non-U.S..
Persons or

‘Qrganizations

First & Second
Quarters - 2004

9

First & Second
Quartérs - 2004

{

"Total‘Numbef of

Investigations o

- Different Non-U.

Persons or -
Organizations

} Predlcatlng Such'
. ggests

o o 71£'T0ta1 Number of |
£ - -Investigatiops of
s. . . Different U.S.
Relating to .  Persons-or ;'.“.;-V'ﬂ-
Investigations - Organlzatlons AR
~ of U.S, Persons = Predicating Such

- or_Organizations Requests s blr

X

-
- ks

NUMBER OF REQUESTS FOR SUBSCRIBER INFORMATION ONLY .
MADE PURSUANT 10 THE CERTIFICATION SET FORTH IN

TITLE 18, USC, SECTION 2703(bl (2]

R

LA - L v  | , ,, | b“ -

NOTE: When the FBI requests subscrlber 1nformat10n pursuant to the certlflcatlen of' .
generally it is ot known whether the subscrlber is a U S. person or not,?vﬁt

Section 2708(b) (2],

—

C
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November 9 2004

MEMORANDUM FOR.THE ATTORNEY GENERAL

'FROM: (“)‘DIRECTOR FBI
, U '
© SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL
: ~ RECORDS MADE PURSUANT TO TITLE 12, ~
_UNITED STATES CODE (U.S.C.), SECTION 3414,
PARAGRAPH (a) (5), NATIONAL SECURITY =
- INVESTIGATIONS/FOREIGN COLLECTION [R)

). - Tltle 12 . S C., Section 3414 paragraph (a) (5),
requires financial 1nst1tut10ns to comply with a request for a
customer’'s or entity’s financial records. Paragfébh a)(S)(C)

of Section 3414 requires that, on.a semiannual basis, the

' Attorney General - "shall inform the Permanent Select Committee

on Intelligence of the House of Representatives, and the Select
Committee on Intelligence of the Senate concerning all requests
made pursuant to this paragraph." The attached list contains
.the number of requests for financial records made by the FBI .
‘under this authority during the semiannual perlod from

‘ January 1, 2004 through June 30, 2004. It should be noted. that
a single investigation may require requests for records from
 numerous flnanCLal institutions. = I&{

- 66F-HO-C1303371 1 .- Mr. Szady

s b b e
‘

“EL:bac (10) L
o | * SEE NOTE PAGE 3

',5fDecla551fy on: l:Xli

ISSL VIO 14118
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Mr Pistole 1 - Mr. Bowman TR
- Ms. Caproni - -~ . 1 [ -
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Memorandum for the Attorney General S Page 2
Re: Semiannual Report of Requests for. Flnanc1al : -
"Records Made Pursuant to Title 12

(U)* The Intelligence Authorization Act For Fiscal Year 2004.
. requests information about the "process and standards for
approving National Security Letters” and a "description of
issues (if any) concerning the scope of such letters, or
~financial institution compliance with such letters." ¥

(U) In response to these questions, the FBI has, in general,
experienced some problems with non-compliance by companies
served with NSLs. There are currently no express enforcement
. provisions within the NSL statutes to remedy non-compliance. .
The FBI has experlenced non-compliance with requests for e-mail-
.records and credit card records. The FBI is aware of at- least
one instance where a bank served with a Right to Financial '
" Privacy Act {RFPA) NSL, contrary to the statute, notified its
“customer, the eubject'of»the FBI inqguiry, that the FBI had
requested the records gy : : IR
-(U) With regard to COmpllance by Credlt card companles, the -
November 2003 amendment to RFPA provided that the "operator of
a credit card system" is a covered financial institution. This
- change was intended to make clear that all major credit card -
~companies fall within the dictates of the RFPA . Nonetheless,
.since the November 2003 amendment, a major credlt card company
has advised the FBI through counsel, that the company still is
not covered by the statute because the:"financial records" that
are disseminable ‘pursuant to an NSL are records pertalnlng to
-~ a customer's relationship with the financial institution. ,
Accordlng to the company, its customers are the banks not - the
individual credit card holders. The credit card holders, ins
',turn,'are customers‘of the bahk "In short, its position is _

_that its ‘records are not: "flnanc1a1 records" protected by the
- RFPA and accordlngly not subject to productlon pursuant to an

NSL. The FBI. 1s,cont1nu1ng tovwork with this company to .

o7 NSLVIO-14119 -
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AMemorandum for the Attorney General

Re: Semiannual Report of Requests foerlnanCLal
’ Records Made Pursuant to Tltle 12

resolve thls issue in a manner that would result in the company

,complylng with .RFPA NSLS v ¢l

-Should yOur-staff require additional information

;jamazglgg_thghzﬁlﬁs use of this authority, please contact
Office of the General Counsel, at”

| (U)

Enclosure

'NOTE ThlS communlcatlon is submltted to the Attorney General_’

in accordance with the requirements of Title 12, USC, :
Section 3414, paragraph {a) (5){C). It provides the number- of

AttorneylGeneral_w111 forward this informationtto,Congress.f

et

wauvw F .

. Crim. Jus, Inf. Inspeclion
Dt B S Laboralory ______ Mfalrf 9
M Dlleabf B:\:N C:u Ptf_q::j&" ———— Office of Public 4
- ‘ vOmg@gtu;a

'Pogev3 .

»b2”‘

jo1¢

. b7C .

, requests for mandatory production of financial records made 1n¥7-”"'
_counterlntelllgence ‘investigations. during the following. R S
‘semiannual period: January 1, 2004 through June 30, 2004. ‘The



- .I'hTE 6626 03 PP
- CLASSIFIED EY 45179 dlek’lft’.,l ) .
- REARAN: 1.4 (o) ST

[.S£§SE83T‘ LU LS o e 'fffﬁ,}:ﬁéhﬂ

. ALL INFORMATION CONTAINED
HEREIN I% THCLASSIFIED EXCERT
- VHERE ZHCHI OTHERWISE

O s or REQUES’I‘S FOR FINANCIAL RECORDS
HADE PURSUANT 0 1178 12, 1 c SECTION 14, EARAGRAZE () 5)

FIRST AND SECOND QUARTERS 2004 Jzil

- Note: If subject S status as a Unlted States (U 5 ) person 1s unknown, subject 1s
'presumed to be a U.S. person 8 , , . SR

Total Number of . . - BRI
Investigations of P Total Number of Lo
! ~ Different Non-U.S. . ‘Investigation§ of
Relating to - DPersoms or _* ‘Relating to . Differemt U.S. o
Investigations of Organizations . Investigations of .,PerSQns,or*h‘fff'f;"
Non-U.S. Persons ~  Predicating Such = U.S. Persons or. ~ Organizations .= |
or Organizations =~ Reguests .~ . . Qrganizations = Predlcatlng Such B ~f;f

X ~ < X”

NSLVIO-14121
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. March 23, 2005

MEMORANDUM FOR THE ATTORNEY GENERAL

FROM: DIRECTOR "FBI -
) | | .
SUBJECT: SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL
‘  RECORDS: MADE PURSUANT TO.TITLE 12,
“UNITED STATES CODE. (U.S.C.}, SECTION 3414,
~ PARAGRAPH (a) (5), NATIONAL SECURITY ..
INVESTIGATIONS(FOREIGN COLLECTIGN _ PR}

v '1,(U)z Tltle 12, U S+ C - Section 3414, paragraph ( )(5),
requ1res flnanc1al lnstltutlons to comply with a request for a
- customer’s or entity’s flnanc1al records Paragraph )y (5) (C)
~of Section 3414 requ1res that, on a semiannual basis, the
~Attorney General "shall inform the Permanent Select Commlttee
~on Intelligence of the House of Representatives, "and the Select
" “Committee on Intelligence of the Senate concerning all requests
‘made pursuant to this paragraph." The attached list contains'
‘the number of requests for financial records made by the FBI
‘under this authority during the’ sémiannual period from .
~July 1, 2004 through December 31, 2004. It should be noted:
. -that a 51ngle investigation may ‘require requests for records

“»3from numerous financial institutions.

1 - 66F-to- c13o3371-/07¢3 -~ 1-Mr. szady
1 - B6F-HQ-A1255972- NSLBANK‘JLé’v "1 - Ms. Thomas R 56
1 - Mr. Pistole - . . 1 - | 20
©1- Ms. Caproni = R -ij} NSLB ’ --biC
~l‘fLMrh Bald .. .~ S G Lo

'#EL bac (9) {”

' SEE NOTE PAGE 3~ .
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>,Memorandum for the Attorney General S - Page 2
Re: Semiannual Report of Requests for FlnanCLal :
' ~ Records Made Pursuant to Title 12

(U)"The Intelligence Authorization Act For Fiscal Year 2004 -
,requests information about the "process and standards for
approving National Security Letters" and a "descrlptlon of
~issues (if any) concerning the scope of such letters, or
financial- lnstltutlon compllance wlth such letters ,PS)

. U) 1o response to these questions, the FBI has, in general,
experienced some problems with non- compliance. by companies

'~ served with NSLs. There are currently no express enforcement

N provisions within the NSL statutes to remedy ron- compliance.

o

(U) Wlth regard to- compllance by . credlt Card companies;, the
,November 2003 amendment to RFPA provided that the ”operator of

.a credit card system" i1s a covered financial 1nst1tutlon Thls,vv

~ change Was ‘intended to make clear that all major ¢redit card
© companies fall within the dlCtateS of the REPA. Nonetheless,
since. the November 2003 amendment, a major credit card company
has advised the FBI through counsel, that the company still is -
not covered by the statute because the ”flnanCLal records" that
5are dlssemlnable pursuant to an NSL are records "pertalnlng to -
. “a customer's’ relationship with the financial institution."
- According to the company, its customers are the banks not the
- individual credit card holders. The credit card holders, in .
-~ turn, are customers of the bank. - In short, . its .positien 1s
“that its records are not "financial records" protected by the
RFPA and accordingly not subject to productlon pursuant to an
NSL. The FBI is continuing to.work with this. company to
- resolve this issue in a manner that would result 1n the company
=-complyrng WLth RFPA NSLs ;}33 ‘
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"Memorandum for the Attorney General C . PageFB

Re: Semiannual Report of Requests for FlnanCLal
Records Made Pursuant to Title 12 ‘

_ .Shouldfyour staff'reddire additional information
regarding .the FBI's use of this authority, please contact
| office of the General Counsel, at {202} ~ b2
oy F S : o — b6

“Enclosure *. B T o S . Coa

e : ,.NOTE ThlS communlcatlon is submltted to the Attorney General
= in accordance with the -requirements of Title 12, UsC, . .
R . Section 3414, paragraph (a).(5) (C).. It provides the number of
requests for mandatory production of financial records. made 1n
- .counterintelligence investigations during the following ) '
- semiannual perlod July 1, 2004 through December 31, 2004. vTheﬂ
'Attorney General wlll forward thls 1nformatlon to Congress

=

APPHOVED M" Serv - - G"" rf’”“ N \’ N*lmal%-.c
Cnm five. w‘.’ in T—— 'Drr o,
e M e e UPC A

—~_..._.,._ Calnaror T i

Dnmmum Foange, e O
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- Relating to o Persons or f ~ Relating to - ' xPersons or

CMLTRRWATION CONTADND 0 e g T
HEREIN 15 UMCLAZAIFIED EVCET - L s abkes
VEELE S0 DTRERYLSE S SBERET . REANON: L4 (o) '
| | ' B BT TECLASSIFY O 05-28-2032

U NUMBER OF REQUESTS FOR FINRICTAL RECORDS o
 MADE PURSUANT 10 TITIE 12, usc SECTION 314, PARAGRAPH f2) (5)

THIRD AND FOURTH OUARTERS 2004 CK)

[0

Note 1f subject 5 status as a Unlted States (U S ) person 1s unknown, sub]ect 15

- presumed to be a. U.s. person. (X

otal bmber of . Total Number of -
a Investlgatlons of o v}Investiga;iOns'of,} B
Different Non.U,S.v R - Different U. S

Investigations of - Organizations ~  Investigations of . - Organlzatlons

~Noti-U.S. Persons - ‘Predicating Such. ° U.5. Persons or Predicating Such é

- or Organizations -~ BReguests Organizations” - ‘Reguests

O

X X X X
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November 9, 2004

MEMORANDUM FOR THE ATTORNEY GENERAL

FROM: = DIRECTOR, FBI
, ). . . S A
SUBJECT:  SEMIANNUAL REPORT OF REQUESTS FOR FINANCIAL -
: INSTITUTION AND CONSUMER IDENTIFYING INFORMATION,
AND CONSUMER CREDIT REPORTS, PURSUANT TQ TITLE 15,
UNITED STATES CODE (U.S.C.} SECTION 1681lu, FOR

£K)

Tltle 15, U.S.C. Sedt10ﬁ11681u(a requires consumer

and Urban ‘Affairs of the House of Representatives, and the .

f_;Select Committee on Intelligence and the Committee on . Bankihg)

Housing and Urban Affairs of the Senate concernlng all requests

’made pursuant to. subsectlons {a), (b) and (c). - {U)

‘Title 15 U s.C. Sectlon 1681u(b) requlres consumer

'reportlng,agenc;es to furnish identifying information about

consumers, limited to name, address, former addresses, places

~of employment, or former places of employment. The L
certification standard for obtaining consumer 1dent1fy1ng
information requires relevance to an authorized investigation
S 'to- protect against international terrorlsm or clandestlne

- FOREIGN COUNTERINTELLIGENQEZINTERNATIONAL TERRQRISM g

'reportlng agencies to comply with a request by the FBI for the
names and addresses of all financial institutions .at which a
. .consumer maintains or has - maintained an account. Paragraph (h)
- of Section 168lu requires that, on a semlannual baSlS, the

" Attorney General "shall fully inform the Permanent Select .
Committee on Intelligence.and the Committee on Banking, Finance

lntelllgence act1v1tles " (U) _
L 66F-HQ-C1213150 B -'Mr. szédy |
- 66F-HQ-A1255972-NSLFCRA - 1 - Ms. ‘Thomas o
Mr Pistole = - — 1 - Mr. Bowman

. Capron1 1 -

R 1 e

o6

bIC
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‘ Memorandum for the Attorney General

Re: Semiannual Report of Requests for Consumer Credit
Information Made Pursuant. to _T_lt,le 15, USC, 1681lu

_Page 2

Title 15, U.S.C., Section 168lu(c) requires consumer
reporting agencies to comply with an ex parte court order to .
provide the FBI with a consumer credit report. The current
‘standard for obtaining court-ordered credit reports is the ‘same

relevance“ standard requlred for NSLS lU)

: Slnce rece1v1ng authorlzatlon to use the
certlflcatlon procedures. and court orders to compel production
of consumer. information, the FBI has established procedures
that have been lmplemented to exercise.- thls authorlty '(U)

: The attached list 1nd1cates FBI use of thlS authorlty
durlng the most recent semi-annual perlod (U).

Should your staff requlre'addltlonal information

2004

 APPROVED:

PR

January' 1, 2004 through

o Res. . Traoig

©L Gl , IR,
. Grim, Jus. lnla. Inspaction _Oftfon ol EEO '
C Savs. g laboralory " Altairs
- Dhecter __ Fnarcs _ Naliona Sec. Office of Pubiic &
,Depuly L S _Gan, Cauns

- Fuserne] Ccm. Niail

.0

R o 2
: ~ regarding the FBI's use of this authorlty, please contact 6
| Offlce of the General Counsel,. at | -
.””‘ilb . 0] 7
T -'“y',EncloSure

, NOTE:I‘ThiS'communieation is submitted to the AttdrneY"Generai _ L

... in accordance with the reguirements of Title 15, USC, Section 'pf
 16Blufh). It states thatmre@ests b2

- (5)  for mandatory production oI consume €dlC 1NLormation were o

. ' made in support of. counterlntelllgence 1nvestlgat10ns during

the following semiannual perlod
June 30,

o Bowos



MLFENTIONCOTAIED 0 gher e asil

l [iATE: Ib 45-: f’l_lll,!

}mymmw@mm’ - "f,fﬂNw}ﬂmem
WEERE &HUNN UTifIERNéhE ‘ T v S : DECLASS—;IE";" I f6-28-2032

V)

, Note:
: presumed to be a U, S person o

-Financial ‘ 15 USC 1681u(b) 15 USC 168lu{c)  Total Number of 15.

(U)f NUMBER OF REQUESTS FOR FINANCIAL INSTI”UTIONS AD ;[; o

CONSUMER IDENTIFYING INFORMATION AND

 CONSWER CREDIT REPGRIS
1RDE PURSUAIT P T0 TITLE 15, USC, SECTION 1681

| FIRST AND SHCOND OUARTERS 2004 hﬁ

-If subject's status as a Unlted States [U S ) person is unknown, subject 1s

Institution - Consumer Identifying B Court Ordered ~ USC 168lu Requests

. Information - Information - = Information. . For Information =~
- USPER/Non-USPER

 USPER/Non-USPER - USPER/Non-USPER

USPER/Non-USPER

Det assmfy on

SE%BFT

}"X_l.. B
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* March 23,2005

MEMORANDUM FOR THE ATTORNEY GENERAL

"FROM: _ _  DIRECTOR, FBI.

(U)

- SUBJECT: - SEMIANNUAL REPORT OF REQUESTS FOR FINANGIAL

CINSTITUTION AND CONSUMER IDENTIFYING INFORMATION,
AND CONSUMER CREDIT REPORTS,” PURSUANT TO TITLE 15,
UNITED STATES CODE (U.S.C.) SECTION 1681u, FOR -

)

: Title 15, U.S. C Sectlon 1681u(a) requ1res consumer'_ o
v-reportlng agencies to comply with a reguest - by the FBI for the, S
- names and addresses of akl financial.imstitutioms™at which'a = =
- consumer malntalns or has malntalned an account (U)

i Tltle 15, U. S c. . Sectlon 1681u(b) requlres consumer,,
‘_reportlng agencies to furnish identifying information about -
consumers, limited to name,’address, former addresses, places
eof employment or former places of employment ~{U)

' The certlflcatlon standard for obtaxnlng flnanc1al

»1nst1tutlon information and consumer .ideéntifying information -
-requires relevance to an - authorlzed investigation "to protect

‘against international terrorism or clandestlne lntelllgence
‘vact1v1t1es " {U) : :

L 66F-HO-C1213150- 1396 1 - Mr. oszady -
- 66F-HQ-A1255972-NSLFCRA ~ /74 .1 - Ms. Thomas

- Mr. Pistole o -
- Ms. Caproni. o o - WSLB .
.= Mr. Bald T e , o -

; Cia
Reason L
,331fy On

x2s-1

o NSL VIO- 14130
o SESRET

‘ -v‘D .

FOREIGN_COUNTERINTELLIGENCE/INTERNATIONALVTERRQRiSMV"

'SEE NOTE PAGE 2 -~




- . Memorandum for the Attorney General . ‘ . "vPageHQF

Re: Semiannual Report of Requests for Consumer Credit
Information Made Pursuant to Title 15, USC, 168lu

‘Title 15, U.S8.C., Section 168luf{c) requires consumer
reporting agencies to comply with an ex parte court order to
provide the FBI with a consumer credit report. The current. =
standard for ‘obtaining court-ordered credit reports is the same
"relevance" standard required for NSLs. (U

, Since rece1v1ng'authorlzatlon ‘to use the -
certification procedures to obtaln consumer information i
~ pursuant to Sections-1681iu{a) -and (b), the FBI has establlshed

- procedures that have been lmplemented to exercise this
,authorlty (U :

: Paragraph (h) of Sectlon 1681u requ1res that, on a
semiannual basis, the Attorney General "shall fully inform the
. Permanent Select Committee on Intelligence and the Committee on . L
T - VBanklng, ‘Finance and Urban Affalrs of the House of -;umwa-wr»~-~rx;fvvrﬁ%
a - .’ARepresentatLVes : and the Select Committee on- Intelllgence and C
.the Committee on Banking, Housing and Urban Affairs of the

'~ -Senate concerning . all requests made pursuant to subsectlons_'"
C(a), (b),iand {c)y." (U) o

B The attached llSt 1nd1cates FBI use of thlS authorlty
-durlng the most recent semi- annual perlod (U)

.

Should your staff requ1re addltlonal information R

- _regarding the FBI's use of this authority, please contact .~ e 6 »
- ‘v| | OfflCE of the General Counsel, at| |j 070
:  ] I o) . o L

APPROVED M’“se“ C““W“f VC/  Nefongt S, _;},;#.'v R o

Enclosure oS
. ) : - .. G, i“'v._.,...,,.‘q_,,..,. ¥
mxu o Wme R I

'VUpmemf - Fance umabf'm

;NOTE' This communlcatlon is submltted to the Attorney General
L in accordance with the requirements of Title 15, USC, Section

ﬂﬁfnn'",51681u(h) ‘It states that eguests for
(S) -mandatory production of: cLﬁEUMEerf§UIC'I“IGZWECIC“ were made -

. .o in support of counterlntelllgence 1nvestlgat10ns durlng the

follow1ng*sem1annual perlod July 1 2004 through
‘December 31 2004 :&)

= ‘:iV10*14131f-;, .

) o



. BLL INFORMATIEN CONTAINED

- VEERE SHEVE OTEERWIE L R WET o

,vpresumed to be al, S person &

USPER/Non-USPER "VUWﬂNmUﬁﬁi'f” UW%NmﬂWW.AW%MMHWE,

ATE: 06-28-2007 R
- CLASSTFIED BY 68179 dabvkerjgcl -
- REAION: 1.4 o) AR

HEREIN I7% TMCLASSIFIEE EACEFT - e AT
- DECLASSIFY DN: 08-28-2032 Lt

V) NUMBER OF REQUESTSFOR FINANCIAL INSTITUTIONS AND o
CONSUMER IDBNTIFYING INFORMATION AND_vv
CONSUMER CREDIT REPORTS

MADE PURSUANT 70 TITLE 15 USC SECTION 1681u -

| -’,THIRD AD EOURTH QUARTERS 2004 Qﬂ |

(U3

Note: If SubjeCt s status as a Unlted States {U S ) peISOn'is unkho'wn,,-'subj‘é’ct"g:is,""

15 USC 1681u(a) L SR
Financial = 15 0SC 168lufb) .~ . 15 0USC 1681u(c) » Total Number of 15 o

(Institution . Consumer Identifying  Court Ordered . USC 1681u Requests

Information. . Information ' . Information . For Information " .-

X X X X
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“CP# ol Records

. TolalUSPER

'~ 2757 Different USPER
Total Non USPER
leferenl Non USPER
Total

Ecpf} Subscrlber Records

e 9TotatUSPER
Different USPER .
 Total Non USPER

Different Non USPER

' Toial '

ﬂm; F!nanclal Recbrds o
H‘ Total USPER - -

2 5‘9)‘7‘ Different USPER
CA)L:) Totat Non USPER

DifeertNon USPER

TOlB| o

”_ Fmanclal Instltutions o

~———s - Total USPER -

¢ /49/ Different USPER -
gy TotalNon USPER -

- Different Non USPER

’ Tolal '

p_ﬁz,ConsumarldenﬂfyingInfannaﬂon S
Total USPER -

)S” /u$" Different USPER

L4V TolalNonUSPER -

Different Non USPER
Tota .

. Court Order Information

. TowUSPERR
Different USPER
~ Total Non USPER .

DiferentNon USPER

ALL THFORNATION CONTAINED

HERETH I3 UECLASSIFIED EXCZFT

VHERE "GN (THERWIGE

2000

-0

DETE: 05-28- ..ElLa
© CLASSIFIED BV 65179 duhi/ksr/ qci
CPELTE 1.4 (g

DECLAAIFY ON: 0f-28-2032

2002 2003

2004

SinsE

roraL /7~
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—0GC - NSLU - National Secrity Letters

Page 1 of 2

CIONAL SECURITY LAY BRANCH

Directory (pdf)
l"Mission
" Library

E:] OGC Intranet

' NSLB Home | Branches!ﬁnits { OGC Homa | Search | Sitemap -

Natlonal Securlty Letters

‘As of April 2005, some FBI field dnws;ons are not fully complying w1th

PENTTBOMB
- National Security Letters
‘ FISAJn_ormatlon Sharing
“Mail Covers ,
USA PATRIOT Act
FAQ's

-congressional reporting requirements regarding the use of National
Security Letters (NSLs), as prescribed by law. .
~ All field divisions should ensure that when an NSL is utilized, a copy
~ of the EC is properly reported and uploaded via established FBIHQ
controi files:

e 66F-HQ-C1303375 - Subscnber and Toll B1Ihng Records
e 66F-HQ-C1303371 - Financial Records -

POC]

oo o
~1 o B

.

¢ 66F-HQ-C1213150 - Consumer Credit Records

In addition, for mandatory reporting purposes, it must be recarded in-
- the EC the actual number(s) and/ot accounts being sought. This
" information should be recorded on the second page of the £C. in the
first paragraph which starts with "Thls Electromc communlcatuon » '
. documents .

e Delegatlon of NSL Authorlty

~ AnEC of 10/26/01 explained the new legal standard for issuance ofa
“National Security Letter," i.e., that the records sought be “relevant" to ‘
.an authorized FCUIT 1nvestlgat|on Pursuant to section 505 of the o
Anti-Terrorism bill passed 10/26/01, an EC dated 11/09/01 delegates -. =
authority to sign NSL's o the Deputy Director; the ADIC'sandall
DAD's of the Nationa! Security Division and the Counterterrorism _
Division; the General Counsel and the Deputy General Counsel for
- National Security Affairs; -the ADIC's and all SAC's of the New York,
" Washington and Los Angeles field ofﬂces and the SACs in all other
~ field divisions. . :

" The Director's EC notes that the National Security Law Unit will issue-
comprehensive guidance on the preparation of NSL's, as well as the
_ relevant reporting requirements. On.12/11/2001 the Director . "
. approved the EC transmitting NSLU's guidance for implementing this
~ new NSL authority. Any questions regarding this communication or
~NSL's in general should be dlrected to Patnce Kop«stansky at (202) o
324-3951 . :

Note that the enclbsures to this EC are in WordPerfect' forrnat; this

- was in response to requests from the field for more user-friendly
 ponies. Your feedback as to the effectiveness of formatting them in

" WordPerfect would be appreciated. We have also had complaints
-from several people that they cannot access many of documents™ -

. ~ using Netscape Navigator, and they don't have Internet Explorer.

“There's not much NSLU can do about that, except forward your ,
g problems/comrnents to IRD for resolution. Your first — and probably o

NSL VIO 14134
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- ~+OGC - NSLU - National Securi*y Letters oy Page2of2

best — line of defense is your own computer specialists.
should be addressed are also provided, broken down by telephone

‘companies, financial institutions, Intemet service providers, and credlt
bureaus. v

: ‘ ‘ . Names and addresseé of appropriate offices/persons to whom NSL's

The NSL lists are sub;ect to revusron/correctnon from time to time. We '
have added the "last updated" feature so that in the future you will be -

~ able to tell when these lists were last modified. If you become aware’™
of changes to these lists, please forward that information to Barb
Colvin by e-mail. You may also cail her at 202-324-6651 although e-
mail is preferred. .

. Service on| | . I
. ‘ v , , b2
As ofl e
vill no longer 57D
. De ableTo process requests Tor any records. | T L7

TS

Tog‘of Page

Last Updated: Monday, Aprit 11, 2005

'NSLVIO-14135
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. Bttpﬁf/caseiaw.lp.ﬁndlaw.com/scripts/fs_search.pi?title=WW}]{)@B?'f o L 5212005

Section 2709. Counterintelligence access to telephone toll and transactional records Page | ot2

HERE

(Seaen | Twsis

o ‘United States Code
Lo TITLE 18 - CRIMES AND CR]MINAL PROCEDURE

s i PART L= CRIMES

TRANSACTIONAL RECORDS ACCESS

US Code as of: 01/06/03

Sectlon 2709. Countenntelhgence access to telephone toll and transachonal records ] Related Res

(a) Duty to Provide. - A wire or electronic communlcatlon service

- pravider shall comply with a request for subscriber information and. thaungllgg
toll 'billing records information, or electronic communication: )
transactional records in its custody or possession made by the QﬂHﬂDQLkQW.-
Director of the Federal Bureau of. Investlgatlon under subsection o and Docur
‘"{b) of this section. ) ' ,.

(b) Required Certification. - The Dlrector of the Federal Bureau . Federal Whit

of Investigation, or his designee in a position not lower than
Deputy Assistant Director at Bureau headquarters or a Special agent
in Charge in.a Bureau field office designated by the Director,” may

Crlmmal Law I

gt

lorg distance toll billing records of a person-or entity if the =~ = . f “ﬁFf?
Director (or his designes) certifies in writing to the wire or : o '
,electronlc communication service provider to which ‘the request is
made that the name, address, length of service, and toll billing
records sought are relevant ‘to’an -authorized investigation to
protect agalnst international terrorism or clandestine
intelligence act1v1t1es, provided that such an investigation of a
United States person is not conducted solely on the basis of
activities protected by the first amendment to the Constltutlon
of the United. States; and
(2). request - the name, address, and length of servxce of a .
s+ .person or entity if the Director for his de51gnee) certifies in-
-writing to the wire or electronic communication service provider
to which the request is made that the information sought is
relevant to an authorized investigation to protect against
international terrorism or clandestine intelligence activities,
. provided that such an investigation of a United States person is
- not conducted solely upon the basis of activities protected by °
. the first amendment to the Constitution of the United States..
cennlG) Prohibition of Certain Disclosure..x No, w.r,e..-o.r,.slact.:onmﬂ*..,.,..,

'w&}ﬁfequest~the<namey*addréss, length’of service rarid-ocalang e e s s

‘communication service prov;der, or’ offlcer, employee, or agent-
thereof, shall disclose to ‘any person that the Federal Bureau of
Investigation has sought or obtalned access to 1nformatlon or
.records under this section. o :

{d) Dissemination by Buraauﬂ:— The Federal Bureau of.
‘Investigation may disseminate information and records obtained
~under this section only as provided in guidelines approved by the’
Attorney General for foreign intelligence collection and foreign
counterintelligence investigations conducted bynthe.FederaléBuread

PR Y

e

o ate


http://caseiaw

SECHON £/UY. COUNLETINIEHIZENCE ACCEss 0 [EIEPNONE 011 and ransacuunal recoras Fage 2 or 4
i .
of Investigation, and, with respect to dissemination'to an agency
. of the United States, only if such information is clearly relevant

...to.the. authorized .responsibilities.of- SuCh -aG@RNCYtrmrrmrr—rmve-
" (e) Requirement That Certain Congressional Bodies Be Informed. -
On a semiannual basis the Director of the Federal Bureau of
Investigation shall fully inform the Permanent Select Committee on
Intelligence of the House of Representatives and the-Select
Committee on Intelligence of the Senate, and the Committee on the
Judiciary of the House of Representatives and the Committee on the
Judiciary of the Senate, concerning all requests made under
subsection (b) of this section. ' R

g A e a1 NI AN NPT N LT AT Ve

Previous _ INetes] 7 Next

e g e
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STUDTCULIE TINE 1250414 DPeCldl Proceaqures

LI

-~ legal information insatute.

Us CODE COLLECTION

_collection home , S search

" TITLE 12> CHAPTER 35 > § 3414

'§ 3414. Special procedures

(a)

b awee

traie
| .

ERNE)

(5

Release date: 2004-03-18

PtevA | Next .

- .} Search this title:

(I) Noth:ng in thlS chapter (except sect:ons 3415 3417 """

3418, and 3421 (1 of this title) shall apply to the product;on
and disclosure of financial records pursuant to requests from—

(A) a Government authority authorized to conduct
foreign counter- or foreign positive-intelligence activities.
-for purposes of conducting such activities;-‘ -

v (B) the Secret Service for the purpose of conductlng its
protective functions (18 U.S5.C. 3056; 3 U.s.C. 202 PUDIIC
Law 90 331 as amended), or

{C) a Government authority authonzed to conduct
~investigations of, or intelligence or counterintelligence
“ analyses related to, international terrorism. for the:
, p}urpose of:conducting such investiga'tions or analyses.

= _(2) In the instances specmed in paragraph (1), the
Government authority shall submit to the financial mstltutjon .
the certificate required in section 3403 (b) of this title signed .

by a supervisory official of a rank des;gnated by the head of
the Government authority.

(3) No financial mstltutlon, or offlcer, empioyee, or agent of
such institution, shall disclose to any person thata -+ -

‘Government authority described in paragraph (1) has’ sought
.or obtamed access toa customers financial records :

(4) The Governrnent authorlty speched in paragraph (1)
- shall compile an annual tabulation of the occasmns m whlch

this sectlon was used.

(A) Financial institutions, and officers, employees, and =
agents thereof, shall comply with a request fora =
customer’s or entity’s financial records made pursuant to
this subsection by the Federal Bureau of Investigation

... when.the-Director of the Federal Bureau of Investigation. - -af..--

(or the Director’s.designee in a position not lower than
Deputy Assistant Director at Bureau headquartersora

~ Special Agent in Charge in a Bureau field office designated

- by the Director} certifies in writing to the financial :
mstatutlon that such records are sought for forelgn counter ‘

NSL VIO 14140

LS

[ Search Title 12 ]

Notesb

-Updates

Parallel authorities . .

(CFR) .
~Your comments v

: --v.wme»l}ag-er.\:}rmi' 9\4?-‘.’-",%"‘-“.-(:

Soae 0
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US CODE: Title 12,3414, Special procedures | ~ Page2of3

¥

intelligence (2] purposes to protect against international

“terrorism or clandestine intelligence activities, provided
that such an investigation of a United States person is:not
conducted solely upon the basis of activities protected by
the first amendment to the Constltutlon of the United
States

, . {B) The Federal Bureau of Investlgatlon may dlssemlnate o . o r
o informiation obtained pursuant to this paragraph oty as e e mm———
' provided in guidelines approved by the Attorney Generai ' ' : :
for foreign intelligence collection and foreign
counterintelligence investigations conducted by the :
. Federal Bureau of Investigation, and, with respectto . -
- dissemination to an agency of the United States, only if
such information is clearly relevant to the authorlzed
responsibilities of such agency :

(C) On the dates provided in sectlon 415b of title 50, the
Attorney General shal! fully inform the congressional -
intelligence committees (as defined in.section 401a of title
50) concerning all requests made pursuant to this
‘paragraph. :

(D) No financial institution, or officer, employee, or .
agent of such institution, shall disclose to any person that -
the Federal Bureau of Investugatuon has sought or =~ -

.... obtained access to a customer’s or entity’s fmancmal
. records under thlS paragraph :

() | | | A | |
(1) Nothing in this chapter shall prohibit a Government
-authority from obtaining financial records from a financial
institution if the Government authority determines that delay

_in obtaining access to such records would create immment
danger of— : :

(A) physical |njury to any person,
_»-(B) serious. prope_rty damage; or

{c) flight to avoid prQsecutidn;‘

- (2) In the instances specified |nv paragraph (1), the ‘
© . ‘Government shall submit to the financial institution the - N
,-”certlﬂcate reguired in section 3403 (b) of this title signed by : a..

- supervisory official of a rank desrgnated by the head of the ‘
- “Government authority. : v

{3) within five days of obtain‘ing’ access to financial recordsl S IR
under this subsection, the Government authority shall file with’
.-the appropriate court a signed, sworn statementofa =~ |
" supervisory official of a rank designated by the head of the

" 'Government authority setting forth the grounds for the ‘
.emergency access. The Government authority shall thereafter B
- comply with the.notice prowsmns of sectlon 3409 (c) ofthis | .. -
' tltle ' : . N

L _ . NSL VIO 14141 » L L
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o InvestigatiVé Tools for |
Intelligence Investigations |

oty
o
O

, ational Security Law Branch
Federal Bureau of Investigation

SECRET

| National S,ecﬁfity: ‘L-e‘tt.érst L

» NSLs — administrative subpoenas that allow the
. FBI to obtain three types of information:

- -~ phone and email communication records from telephone ]
companies and internet service providers (Electronic

~ Comm. Privacy Act) (18 USC 2709) (same information -
" as gathered in pen register/TT except historic, not live) -

- financial institution records (Right to Fmanc1a1 anacy :
. Act) (12 USC 3414(a)(5)(A))

I - credit bureau info — 1dent1ty of ﬁnanczal mstltutlons -
~ " ‘where consumer maintains or maintained an account;
-, and consumer identifying information (includes names
.. -associated with person, current/former addresses and

" places of employment) (Fau' Credit Reportmg Act) ¢! 5

— —USCTo8TuTa), (b))

* NSL VIO-14150"



To: Office of the Depnfy Attdmey General

‘ From:  Federal Bureau of Investigation
' ‘ - Office of General Counsel
National Security Law Branch-

Date: 29 April 2005
‘-'Re: S National Security Letters - R;:porting Requireménts

Introduction'

The FBI submits classtﬁed reports regularly to Congress on the number of NSLS the FBI
issues under each NSL statutory- grant of authority, except as to 15 U. S.C. §§ 1681v (credlt
reports), Wthh does not include statutonly-mandated reportxng

- | *Telephone Subscriber . Semiannual Repoi'ting - Yes .
| «Toll Billing -1 Electronic Communications Privacy Act
| *Electronic Comm. = - | 18 U.S.C. §2709(e) - ' '
| Transactional Records - o B &
| «Financial Re_cor’ds‘ I Semiannunl Reporting S o Yes
' ‘ ' | Right to Financial Privacy Act - ‘
112 US.C. § 3414(a)(5)
| *Financial [nstitution I Semiannual Reporting'v o : o R Yes
«Consumer Identifying Fair Credit Reporting Act ' ‘ '
Information ' | 15U.8.C. § 1681uch)
“Full creditreports - | No reporting requirement under the Falr Credit . | N/A
‘ o e Reportlng Act. v '

N Subscnber records, Toll Bllhng Records, and Electromc Commumcatlon Transactlonal Record

- Pursuant to the Electromc Commumcatxons anacy Act (ECPA) 18 U.S. C § 2709(e)
- the FBI reports semiannually the number of NSLs issued for subscriber records and for toll
blllmg records. As to NSLs for toll billing records, the FBI reports the number of United States
- Persons (USPs) and non-United States Persons (non-USPs) to which these NSLs relate, as well
as-the total numbers of NSLs served for USP and non-USP records (1t is not unusual to serve
- multiple NSLs for one perSOn s records) : .



Due in part to the change of standard for obtaining NSLs (changed to relevance from
specific and articulable facts), the gross number of NSLs issued under ECPA for subscriber
information and for toll records has increased, although the totaj number of USPs whose toll
records we have obtained remains qulte small. :

.'Financial Records:

_ Pursuant to the Right to Financial Privacy Act, 12 U.S.C. § 3414(a)(5)(C), the FBI

" reports semiannually the number of NSLs served on financial institutions for financial ,
information on particular customers. As with toll billing records under ECPA, these numbers are
* broken down into the number of USPs and non-USPs to which they relate, and the total number

~ of USP and non-USP NSLs served. As with NSLs under ECPA, the number of NSLs rose after
the standard was changed to a relevance standard, but the overall number of persons as to whom
~ the FBI has obtained financial information pursu‘ant to an NSL remains quite small.

v Fmanmal Instltutlon and Consumer Iantl in Informatio :

. Pursuant to the Fair Credxt Repomng Act, 15 U.S: C. §§ 1681u(h) the FBI reports
semiannually the number of NSLs served on credit reporting agencies to obtaia a list of the -
financial institutions with which the person has a relationship and for consumer 1dentifying
‘information. As to these NSLs, the FBI is not required to separately report how many different
USPs’ and non-USPs” data is being obtained. The FBI does report the number of NSLs servcd
that relate to USPs and the numbér that relate to Non-USPs. As with the other types of NSLs,’
there has been an increase in usage in recent years, but the overall number of people affected is
very smail ’ :

&w&mg '

The FBI does not make the sermannual reports on thc actual number of NSLS 1ssued
available to the general public because the mformatlon is cIaSSIﬁed

© NSLVIO-14176






