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To: Couptertarrariem FErom: Counterterrorism bT
Re: (8) 2/13/2006 -

classification marklngs may not be 1ncorporated into any criminal
affidavit, criminal court proceeding or unclassified
1nvestlgat1ve file. The information in this document is intended
to be used for lead or background purposes only. No further
dissemination of the material classified ORCON in this document
may be made without prior approval of the originating agency

Some of the intelligence prov1ded in thlS communlcatlon has
been obtained by techniques authorized in the Foreign

- Intelligence Surveillance Act (FISA). Therefore, the

intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving adv1ce and consent
from FBI HQ. v

Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign
Intelligence Surveillance Act (FISA), recipients are reminded

"that there is to be no further dissemination or use of FISA-

derived. material in any criminal investigative activity, or
dissemination of U.S.- person FISA-derived information to any
foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation. .
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IEZ?BG;EEZ The Electronic Communications Analysis Unit (ECAU)

is part of the Communications Exploitation Section (CXS),
Counterterxorism Division. ECAU performs analysis on U.S.-based
e-mail accounts used by individuals suspected of involvement with
international terrorism. ECAU provides its analytic products to
Field Offices, LEGATS, and the U.S. intelligence community.

(s /00 NEDY

(S ‘ F) Due to the large number of NSL results to analyze and
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' To: Counterterroriasm From: Counterterrorism ‘Piﬂ
Re: (8S) 2/13/2006 hE

will be returned“to the field in multiplebECs rather than one (1)

large EC. ;

(S /700 NN | 1,;;
7L

6
L7C
VTA

(v} n . . .
““£§Z¢ee;ﬁﬁi Below is a de synopsis of the subscriber 1
information obtained from W i analysis v bﬁ

The email
S well a5 ECAU & associated

{5 derived by ECAU for the accoun
header information for each accou
analysis is also provided.

o - ’ |
M Thel lrmiridead cra

- following information for the emall addresg
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|: s :I T el AT ST ) The IP ad as noted ahove and itilized . ;
(17} at account creatidn resolves..to Ll
SN : ' b7A

“iszzaggﬂﬁi An gnglxgig of the IP historv shows the accouﬁt
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To: Counterterrmariam Fram: C
Re: (8) 2

W

RCON/NOFORN

ounterterrorism .
/13/2006 7 A

(Brteenr] |

(ol inn um\l

(U) Per open source

A [:::::] (inputted by user at acco

United States ZIP code.

(U} The below descfiptions; ex
describe the account's capabijli

rererences, the Zip/Postal code
unt creation) is not a valid

tracted fro Help Pages,
ies withini as notéed in the

: Mail: Mail is
you to send and receive email m
might have another email accocun
Mail allows you to send and rec
Internet access anywhere in the
Mail account comes with
Address Book.

an email application that allows
essages over the Internet. You

{ at werk or school, but

eive email from any computer with
world. In_addition, your
Calendar, Notepad, and

is a tool that allows you

to store I'ITES ONIINE and chnen

of it as an extra hard drive th
connected to the Internet. We

free, to get you started.

(S//0C,NF) A search for the e-mail address

within thel ldatabase reveale

access them from anywhere. Think
at you can use from any computer
give you 30MB worth of space for

T

o
=
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oo
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h

d this accouns
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To: Countextervariem Fram: Counterterrorism 1]

Re: (8)

2/13/2006

b7A

may provide pertinent information with regards
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T3 ) _Comment: This email WaS Sen
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(s8//0C,NF) lan NSIL was

served for this

81

(a//ac Nl lan NST
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To: Countertervorism From: Couriterterrorism U1 e
Re: (8) 2/13/2006 b7A S
e
_ - R b:A‘ 51
- (9) v}%raaanch;for the email address bwithin i
ACS ap<d datahase only producéd hNits which rererenced ECs 7D
. S
(S) A as=avyrh for vfh@ cmail :ur\]ri;“pqc‘.l L7C
the and . b
the Ve . Bl
(84 NE) _On 2/13/200& the header and tra tional'information'bf
forx as provided by was queried lo¥ab
- within the Bulk Email Addre Results b
. iS} 1 i ed-the-ematl—-addresd has communicatedvbjc
email addresses. After eliminating emaj ( s s
asgociated with | ;;b;;:
With no hits —tne—rorruwrngi:]—emart—auuresseé 1
were further reviewed: . : 1
. A ) - ‘}\J'— -
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To: Counterterraoriam From: Counterterrorism

Re: (8) 2/13/2006 1] ’
‘ - bl
T ' ba
' ciC
(5//0C, NF)| SO
AR o3 1
bz
b7k
(8//0C, NF)| s
et
B7D
as well. The email contains | [ - b&
and 1s marked 'Not Pertinent' by | ale
(5//0c Nel LA
oyt
biC
BTA

5770, NF1

o
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To: Cou xxaxdiem Eram: . Counterterrorism , : b
Re: (S) 2/13/2006 b1 °C

-
b7 A

15)

(8//70C NF)

(S//0C NEY

(S//QC NEY) N
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Td: - Cou tefterrorism From: Counterterrorism
Re: (8) 2/13/2006

bhi
b7A
LEAD(8) :

Set Lead 1l: _.(Info). .-
. ¢ ; . L,;‘-““

ALL RECEIVING OFFICES

(U) For information and action:as”deemed necessary.
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‘Attn: SA
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Approved By: Hulon Willie T
Lewis John E
Bennett Laurie J

Drafted By:

Case ID #: (8)
' (8)

o
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o
BIC
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Title: )
i Titl INTERNATIONAL TARGETS AND INTELLIGENCE
, " RESPONSE TO LEADS FROM FBI HEADQUARTERS/FIELD

IT - OTHER/GLOBAL

(8)
(I

iS} ______ WMSIDPRSiSE“:}Si: To document results of NSL's served pon

accounts “in- contact. with

(5) - ><

Reference:
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To: Counterterrorism From: Counterterrorism
Re: (8) 3/28/2006

(s

S (s

- (8

{UJwv. (s

Administrative: sgﬁ(:This document is classified

SECRET/ORCON/NOF Portions of this document carrying these

classification markings may not be incorporated into any crlmlnal

affidavit, criminal court proceeding or unclassified

investigative file. The information in this document is intended

to be used for lead or background purposes only. No further

dissemination of the material classified ORCON in this document

: may be made without prior approval of the originating agency.

Uj . S

' “::%§;: Some of the intelligence provided in this communication has
been obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent

from FBI HQ.

i[]) o Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign

v Intelligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S.- person FISA-derived information to any
foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of

Investigation.

tIIF“~\Bﬁ/ | ‘ § | R

(1T

(s ) The Electronic Communications Analysis Unit (ECAU)
is part of the Communications Exploitation Section (CXS),
Counterterrorism Division. ECAU performs analysis on U.S.-based:
e-mail accounts used by individuals suspected of involvement with
.international terrorism. ECAU provides its analytic productg to
Field Offices, LEGATS, and the U.S. intelligence community. -
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Counterterrorism From: Counterterrorism
Re: (8) 3/28/2006
[
Detalls - (STFeeNE) Per referenced serlal 371 sent ECAU the

,  results of a National Security Letter served to
(10}

following ten

for the

email addresses |

(51

(s) |

bl
I

(o)

SIS

(s//oc,NF) |

=
-1
A

b

U

it

IS ISENGIING
]

-

oo oIS
L (SR S A 5

w4

95

ooy
i

TS

S rovided approximately 100 pages of
header/transactional
in hard-copy form.

| information for the above ten (10) accounts

o
=~
I

[ 1] |

54
L D

Ll

iU)mww, D

'negative’
-only hits

hit 1n ACS or
in thege datahases referred to

has approved of this course

In the below
includes these

Comment:

iSJ"wwwwnumben“
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of action.

analysis, a
instances where the
documents under case
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To: Counterterrorism From: Counterterrorism
Re: (8) 3/28/2006

e : Comment: All of the email addresses bz

contained in this document (the glven ten (10) plns anv alternate
roduced negative results in thel

the idatabase
| and the

atapase on queries run 3/27/2006.

(8 //0C NE) 1

%f (S//0C,NF) A search for the email address
b2 ~ within thel Hatabase revealed this accoumTs
bR .
bil,_‘ gy
}'T) i Lt .
be .
h7C
h\‘,-?f‘l IR~ TaYallh N nk) I . 1
i
W7D
e
BLIC
(S) The accounf as well as all listed _
alternate accounts, were negacive 1n ACS,[::::]and the World Wide .

Web using the Google search All alternate accounts
produced negative results i

8

NI NG

11

~ oy

SESRET /ORCON/NOFORN
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-f)
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b7A
To: Counterterrariam From: Counterterrorism _ e
Re: (S) 3/28/2006 27D
: ' » jefe
(S//OC,NF) 2. | CTA
(8//0C,NF) ' A search for the email address within
the database revealed this account:
() .
(s//0c,NF) | |
kbl
h7E {S) The account s well as all listed alternate .
i accounts, were n | and the World Wide Web using
LD the Google, search tool. -All alternate accounts produced negative
{;“’ results in
93¢
(S//0C,NF) 3. o S bl
4
oY B
b6
Other Screen Names/Alternate Email addresses: none bic
. - h7A
(S//0C,NF}__A search for the email address
" within the| |database revealed this accotore
i j‘ bl
. SEDRET/ORCON/NOFORN o
Jin
5 ’ o T B
o o i
© NSL VIO-3664 '},_;’ r
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SESRET/ORCON/NOFORN |

To:  Counterterrorism From: Counterterrorism 1
Re: (S) 3/28/2006 1 172
L7E ,
LT bl
: o2
B7D
ter/n0 nml lﬁfﬁ
B7C
b7A
| ALL flA
emalls deal and are not relevantc. ' }Jﬁ
: : oXi
(S) The accound bas negative in ACS, and 7D
eb using the Google search tool. ' 6

the World Wide

($//0C,NF) 4.

Other Screen Names/Alternate Fmail addresses: none

v v bl
(S//OC,NF)r_A_Sﬁarch for the email address b2
within e atabase revealed this accOwmres N7k
(S//0C NEY
(3} The account was negative in ACS, and

‘the World Wide Web using the Google search tool.

(8//0C, NF)

5.

Other Screen Names/Alternate Email addresses:

|

'ggpﬂﬁi/ORCON/NOFORN
NN )

NSL VIO-3665

 b1
4
27D

ho



oy oy

o

C';.
=

.

ool

i

1l

L PR ‘bl
i SESRET/ORCON/NOFORN | b5
To: Cournpraxtarzariem Dram:  Counterterrorism
Re: (s) 3/28/2006
| 11
(3] b4
D7l
to
7C
(S/4L0c NF) A search for the email address within
thd database revealed this account: :
*
*
(S//0OC,NF})

(S) The account
were ndgdlee LI ALOS,

accounts,

las well as all listed alternate
and the World Wide Web using

4 ‘the Googlepsaaxab, tool. All alternate accounts produced negative
o results in

D :

70 (8//0C,NF) 6.

TA

tsl'x

Other Screen Names/Alternate Email addresses:

(S//0C,NF)
within the

A s

carch for the email address

atabase revealed this accounty

gy

s'l?.;@'r /ORCON/NOFORN
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b2
b7E
b4

b7
b

L7C
b7

g

i 'SEDRET/ORCON/NOFORN | bl

: " _ bR
To: Coungexterrorxrism _Erom: ounterterrorism :
Re: (S) 3/28/2006 ' b

|: S :l v D7A
f hl
(S//QC NF) 04
7L
ke
|alES
LA
(S} The account] s well as all listed
alternate accounts, were negacive 1n ACS, and the World Wide
Web using the Google search t All alrtermdte accounts
- produced negative results in] v v
- {(8//0C,NF) 7.
Other Screen Names/Alternate Email addresses:
2
(S//OC,NFQ__A_siarch for the email addresg :
-within th atabase revealed this account: bl
igh mmwhn:u TR
' . d
’ 7D
Lo
(S//OC,NF)l NTe
b7A

SM/ ORCON/NOFORN
R |
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Re:

To:

Cou
(S)

oy SMI‘/QRCON/NOFORN .

i - Count
3/28/

“(8)  The account

Il
bH7a

érterrorism
2006

alternate accouncss

(S//OC.

NE)

_Web using the Google search
produced negative results in

.

001,

aslwell as all listed
ACS,
All alternate accounts

and the World Wide

Other Screen Names/Alternate Email_addresses: none

(s//0cC,
within

* s o @

NF)
the

earch for the email
database revealed th

address

is accoTmTT

s t:‘_‘ .r:j, rjz ‘fr-j-' l':‘
]
2y

@)
o -

—_
/
4

(S//0C NFE}Y

-(8) The account was negative in ACS, and
the World Wide WepwsTImg TtIe Gooole search tool. '
(S//QC,NF) 9.
bl
hd
Other Screen Names/Alternate Email addresses: h7D
(&) - hé
e L7C
b7A
(S//QC . NF)
éggg?T/oncou/NOFORN
-9
NSL VIO-3668

i

ol
v 7
¥y
1 4
129
09D
e
0
Ly
D
.. T
L) L

1 -~

0 1

o

A G

1 Loy | 1

07k

IR

A ()

T

T,

T T

i~
s
N
b



(8]

(5

(8)

i gﬁbﬁé&/ORCON/NOFORN ) el

To: Counterterrorism From: Counterterrorism T
Re: (8) 3/28/2006
(S//0C,NF) _A search for the email address
within the database revealed this accodmrm
*

(S//0C NF‘\I

’ftaf(j

(S) ALl 1i
negative in

- Google sear

(s//0C,NF)

alternate accounts for] were
ACS, and the WorId Wide Web Using the
C ’ -

ocl.

10.

Other Screen Names/Alternate Email addresses:

I

éﬁkﬁé&/ORcon/Noponn'
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HE

- To: Coun rrorj
Re: (S)

%@ORCON/NOFORN )

From: Counterterrorism

B/28/2006 1

N R

)
L

(S) Arq]

(81 "Accordind to records provided bvl

(S) All 1li lternate accounts for
negative in ACS, | and the Wor Tde.
c : ,

%T/ ORCON/NOFORN

Google sear col.

11
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e

bl
] he
bi7C
L7A
V »vd Bl
D7A
(S//0C,NF) _A search for theveméil address -]
within thg database revealed this accoWmTs BN
. o3
. BLYE
: b4
b7
(s//oc, NF) 7A
ﬁ“j&ﬁ% Open-source searches for did not
reveal any new information not contained in e document
described above.

were



S%T /ORCON/NOFORN . |

~ To: Counterterrorism From: Counterterrorism .
Re: (8) 3/28/2006 bl

LEAD(s) :
Set Lead 1: - (Info)
ALL RECEIVING OFFICES

(U) For information and action as deemed necessary.
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FEDERAL BUREAU OF INVESTIGATION

8

Precedence: PRIORITY : Date: 5/20/2006
To: Counterterrorism Attn: ITO 15
' S8A
: , Attn: GSA
- IA

From: COUNTERTERRORISM ~
CTD ECAU/ROOM 4343 '

Contact: IA| |(202) 324{:::::]

Approved By: Hulon Willie T
. Lewis John E 1SV
Love Jennifer Smith

CRTE
bt
[oNaS
Drafted By: bl
bz
Case ID #: (S) Pending) -
(8) Pending) bi7E
. K hé
Title: (8) ‘ . b7
) hiA
(- - " INTERNATIONAL TARGETS AND INTELLIGENCE 1
RESPONSE TO LEADS FROM FRI HEADQUARTERS/FIELD ~
; ' IT - OTHER/GLOBAL b
(uy - ' . b7D
o_ynops'is':'“"' >‘)< To documant reasnlta af NST.'s goryes upon N
'(sj_WuaCcounts:inmcontactwwith ‘»;
{Ujmnw:gy<: i m : FBI G;3 S
: : i 1
(30 b2
Reference: (S) ‘ . ﬁ:%7é_
I:T'T:IW""Kclfr'i":i.n‘:i.§1:r:étt:i'.-vu=.e:--- This document is classified

SECRET/ORCON/NOFORN.™ Portions of this document carrying
classification markings may not be incorporated into any criminal
affidavit, criminal court proceeding or unclassified
investigative file. The information in this document-is intended

%EE;E@//ORCON/NOFORN/FISA//Z0310520
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SE><FT//ORCON/NOFORN/FISA//% 10520

. hl

To: | From: COUNTERTERRORISM -
Re: T(9J 5/20/2006 ; 5;?
| PR

to used for lead or background purposes only. No further‘
dissemination of the material classified ORCON in this document
may be made without prior approval of the originating agency.

(- Per 50 U.S.C. s 1806 (b) & 1825 (c) of the Foreign

ntelligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or

. dissemination of U.S. - person FISA-derived information to any
foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of

Investigation.
|:'|'J':| ,. 2 .
|:T'T:"”'~(S F The Flectronic Communications Analvsig [(init (ECAU) is Jo ¥
part of the BIE

CounterterrOrIsm DIVISIon. ECAU PErIOImMS analysis on U.S.-based
e-mail accounts used by individuals suspected of involvement with
1nternatlonal terrorism. ECAU provides its analytic products to
Field Offices, LEGATS, and the U.S. intelligence community.

_Details: (q)/nr“/m:‘\l

iUJ s F') Due to the large number of NSL results to analyze and
e priority nature of this investigation, analysis of the NSL's
will be returned to the field in multiple ECg_rather than one (1)
large EC. The NSL results for the following email
addresses were analyzed by ECAU in this. EC:

(31 | bl

k4

b7D
Lh

'TR-/20310520‘
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SES<JT//ORCON/NOFORN/FISA//Z )10520

To: | | From: COUNTERTERRORISM ©t
Re: (8 5/20/2006 e
L7E
7 A
(3]
(I L - ‘ : ‘ o
(S F) Comment: The follow1ng[:::::::] addresges are inactive
accounts and will not be analyzed by ECAU. These ek
r_acggunns_mexe_?lso gserved a NSL byl making a total o LR
: of which are active and will be analyzed as set
forth in the lead.
18—
. of!
tUj"“w» information detailed below is the "User Info" provided by [
- Also included below is the analy51s provided by ECAU
() regar ing these email accounts. ‘
: E BRREERE | ) Comment: In the below analysis, a 'negative' f}
hit in ACS, or other databases includes those jnstances Df
where the only hits in these databases referred tol documents ol
15]under case-numbex- or information found in those fo¥
documents.
(s//0c/NE)|
s}
D77
SEDRET/ /ORCON/NOFORN/FISA//20310520
3

NSL VIO-3674

o
i 1]
L

IH [T

k
»



jg;~<ﬁk//ORCON/NOFORN/FISA//Z 10520

To: | From: COUNTERTERRORISM hTE
Re: (S) 5/20/2006 LA
1. (S//0C/NFE)
bl
, bz
(S8//0C/NF). arch for the email address L7k
within th d thic acrTTITT k‘pi
* ~h7D
(5] .;_ n7A
: b1
. _ ’ Iz
(S) A search for the email addresd ithin ACS, b7E
thel IDW b4
database, the World Wide Web using the Google search tool, and -7
other databases available to ECAU were negatlve .
(C://O("/NF‘\ The IP add;egs as noted abave resolves to bl
o | BiA
(S7#ee#NE) Bn analysis of the IP history for this account shous
(8] ~nine (9)~Tog-ins between 12/22/2005 and 2/13/2006.]
el
(- | . . | . Do
- Bl on v/18/2006, the header anF_;xana;ﬁlonal information DA
isj“_”fo- ag provided bv was queried
withim| [ Results
indicated the emai] dress| as communicated

with the following|

é};aﬁi?/oRCON/NOFORN/FISA//Z0310520_

email FOOYEBSES:

4

NSL VIO-3675

bl '

\

T T O
-] J—~
o m

W,
2
T



| / /ORCON/NOFORN/FISA//2 10520

To: | | Erom: COUNTERTERRORISM — P1
Re: (S 5/20/2006 S
(3]
b1
b4
leNRE
Lo

=

7o

(U?"”*“wﬁizﬁxgmﬁj:None of the above list[:::::]email addresses warrant

e

further review. Al email addresses are either accounts with f<4
no hits in accounts dealing with administrative, sales, or b7E
product/sez? information, or accounts containing spam-like .
content. ' .

SEKET/ / ORCON/NOFORN/FISA/ /20310520

5

NSL VIO-3676,



%Eﬁ;é?//ORCON/NOFORN/FISA//Zﬂ~ﬂ0520 ‘ bl

To: | From. COUNTERTERRORISM b7
Re: (3) 5/20/2006 L

2.  (S//OC/NF)

(S//OC/NF)FA_siarch for the email address
within the databhase reovealed thig ac

e
(S//0C/NF
piA - ‘
(s//0c/NFY bl
hd
D
o6
bl
- - bh7a
(S) ~search for the email address within
ACS '
:I' atapase, Che Ide web using chie GOogle seatch tool,

and otber databases available to ECAU were n.egati-ve.1
sﬁengg//ORCON/NOFORN/FISA//z031052o
v 6 o

NSL VIO-3677 .




97941'/ /ORCON/NOFORN/FISA//2 10520

TO | From. COUNTERTERRORISM D} - “,' :
Re: I_rér)_ 5/20/2006 : L.
B7E
. o nZ
(S//0C/NF) The IP addregss as noted above, utilized at account b7E
.creation, resolves to The actual location of the -
user. can not be determined from this IP address.
l:U:I MAn analvsis aof the IP histarv for the acecannt
(5)
bl
bhé
b7D
b
h7C
7R
() :
S ?§7t§€iﬁ// On 5/16/2006., the header and trangiti information
i 3 | as provided by was gueried
w1tn‘m‘| l Results
“18) indicated the-email address| has
communicated with the fOllOWTﬂg-D-EIHdJ.J. JOOIESSES T 1
(5] b2
n7E
L7D
jole
L7C
b7A

__SwedET//ORCON/NOFORN/FISA/ /20310520
7 B

NSL VIO-3678



_SB<JT//ORCON/NOFORN/FISA//% 10520

To:l
Re: S

| From:  COUNTERTERRORISM |1
5/20/2006 .

-~
N

(5

Ll
DA

further review.

are associated with spam-like content.

None of the above list of[::]email addresses warrants

All accounts either produced no hits in or

’ Co3. (8//0C/NF)
NS, Results:
=
() -
La El B goar~h fry +1h emairl address
E } aLithin the database revealed this
t j . account: ,

-

o}l

L2 ‘

R7E (S} A search for the email address

f; within ACS, the

b i l datapase,TIE Wor I WIde WeD USINg CIe GUOgIe ‘
B SsTarcm tool, and other databases available to ECAU were negative.
bo : ’ ‘

T (S//0C/NEY  The TP address as noted above resolves tg

b7a |

_SEeRET//ORCON/NOFORN/FISA/ /20310520  ©1

LA

8

NSL VIO-3679

b2

h7E



SE><4//ORCON/NOFORN/FISA//2 10520 |
To: | Erom.  COUNTERTERRORISM LTA
Re: (5] £/20/2006
i | | | | bl
(9 E) An apalvsis of the IP historv for the account I
(&) B0
- 3 bo
L7C
b7 A
¢ M on 5/16/2006 . the header and transitiona j;ijformat'ion
': :' for as nrovided bv was
que | |
5 "Results indicated the email address
(5] has communicated with the following _I'Em'a'rl—aﬁ'd'rEsses:
(5] L1
‘: b2
L7E
b4
D
b

%T//ORCON/NOFORN/FISA//203 10520
9

NSL VIO-3680



To
Re

g;ﬁu&m//ORCON/NOFORN/FISA//z 10520

COUNTERTERRORISM

: | From:
: g) 5/20/2006

el e

b

m | | | o
(S Of the above list od::]accounts, only[:::::::]
‘produced a hit in that was not related to administrative,
sales, or spam-produclng accounts:
(S//0C/NFY
1
he
ol 4. .(S//0OC/NF)
DA

Device Information for Mobile Account

LDevice: 1

none

Carrier:

Device Addresst|

1-Way Messagingr

YZS

2-Way Messaging: No

Web: No

SERSET/ /ORCON/NOFORN/FISA/ /20310520

10

NSL VIO-3681
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Spi<<IT//ORCON/NOFORN/FISA//2 10520 bl

a3
To: | From: = COUNTERTERRORISM  F'l bTE
Re: (8) 5/20/2006 bz b
' - }bﬂ;E h70
I:U:I--._ , SEPAN | b6
;;;gZiQEiEEE;A_seaxch_ﬁax_:he email address ’ h7o
I:S:l" : within the|:|database revealed this L7
T . | ol
‘ %
S . o
3 ’ LYE
X k4
, . k7D
(S) A search for the omail addrecdl J ) bl(—J
ithin ACS, L7C
I_W [oatapase, T WoTr T WIde Web USINg The Google — RTE
search tool, and other databases available to ECAU were negative.
(S /0 /NEY The TP a_dd_:ﬂsg_as nated sheve reoanluece {4 bl
L7 A
l:s:l o7t IEY An analucis af the TP hiatoru of the accannt
bl
b4
[eNaN
8¢
NS
YA
—|—'rrrrs—sn'ggms1 -

w,eader and trangiiy information

, ':s:' forx as provided bvi | was queried
[ l sults

|8} indicated the email address ihas |
"communicated with the followIng ?

N

'SEPRET//ORCON/NOFORN/FISA//20310520.

11
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//ORCON/NOFORN/FISA//. 110520 }yq

To: | Erom: COUNTERTERRORISM e
Re: (8} 5/20/2006 bL7E

181

ihl
k4
B7D
k6

k —
[eWEN

ar B
}: LR

M/ /ORCON/NOFORN/FISA/ /20310520
12

NSL VIO-3683



(51

SEB<IT//ORCON/NOFORN/FISA//2 10520

To: | From: COUNTERTERRORISM
Re: — TS 5/20/2006
b1
b7D
be
M/ /ORCON/NOFORN/FISA/ /20310520
13
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To:
Re:

_SB><t/ /ORCON/NOFORN/FISA/ /% /10520

| £rom:.  COUNTERTERRORISM bl
5/20/2006 o

©

=[]

oot
J

4
R7D
e

SPSRET//ORCON/NOFORN/FISA//20310520
14 P
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_SE»<IT//ORCON/NOFORN/FISA//2 10520

To: | 2vom.  COUNTERTERRORISM o8
Re: —{SJ 5/20/2006 .

(3, - |

i
b4
b7
|S13
b7C

p7A

-

_SEDRET//ORCON/NOFORN/FISA/ /20310520

15
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§;§<j§//ORCON/NOFoﬁN/FISA//2{f&oszo

bl
To: | From: COUNTERTERRORISM o
‘Re: =157 5/20/2006 .
(8]
| . [
ﬂU3“~Z§Zjﬂ@¢ﬁEI:The above liSt[:::;;]email addy s was reduced by 7R
eliminating email accounts with no hits in and by .

eliminating email accounts dealing with administrative, sales,
product/service jinformation, or those containing spam-like
content. Of the emails, the following were deemed
appropriate for turther analysis: , :

(S//0C/NF is found on two (2)
isj files, on two [Z] pieces oI media associated with :

SERRET/ /ORCON/NOFORN/FISA/ /20310520

16
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(&1 [

cSﬁ,mun

b1

bd
7D
CLTA

/Eeiad&//onc'ON/NOFORN/FISA//z'r 10520

To: | | From: COUNTERTERRORISM -1
Re': 5/20/2006 b2

Both files contain COpleS of emalls

WIichl. do not proviae percinent information.

» | bl
(o //70C /NENY -
bz
b7E
T emall address was MosStiy o4
‘b7D
b7A
(I1Y Comment: An onen sonrce gearech indicates i—ha_];l The ol
S
b7 A
(g / /('“!h/NF‘\I
The emaills contained non-pertinent ?}
TITITOLImacIon., ”:
Lo/l /ine /mr\l k_
— biD
TTie I1les are elcner 1n slack space oL e
do not contain pertinent information on the account. p7A
o (U) Comment: The deflnltlon for File Slack is:
File slack potentially contains randomly selected bytes of data
from computer memory. If there is not enough data in the file to
. fill the last sector in a file, DOS/Windows makes up the
difference by padding the remaining space with data from the
memory buffers of the operating system. RAM slack can contain .
any information that may have been created, viewed, modified,
downloaded, or copied during work sessions that have occurred
_since the computer was last booted.
to//00 /MF‘l I
ol
b2
ol
R4
L7
and contained | br o
general messages (all non-pertinent). -

o

i

fan

SESRET//ORCON/NOFORN/FISA/ /20310520
| | 17 |
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‘b4
LD
ja3d

BIC

DA

§3b<ﬁ5//0RCON/NOFORN/FISA//25 10520

To: | From: COUNTERTERRORISM =+

Re: ST 5/20/2006 v
b7k
b7E

(Q//0C/NEY

Lellipolaly l1htclllel Llles WIILCH Contalll COples OL

not provide pertinent information.

‘The files are
emails that do

oo oo

LA

(s//0C/NF)|
|land
- ]
| ] The emails-contain forwarded non-pertinent
{C//ﬂF/MFI
and
[ hese bulk messages contain nol=Dert1nent
r;nigxmazlgn,
{Q//OF/MPJ
and

many otner accounts on anvema11|

u

5.  (5//0C/NF)

NSL Results:

(S//OC/NF) A search for the email address

within thel database revealed this accounc:

. Eﬁbﬁﬁi//ORCON/NOFORN/FISA//20310520 .

18
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bl
- To: | | Zxom: COUNTERTERRORISM 1 >
Re: (8) 5/20/2006 T
' bh7E
' b7E
IR Bl
. bl
’ b2
. —
. h7E
v b4
(S) B coarrh fayr the cemail ::ridrmccl Ir.n'f’h%n k\f‘E\'

CS: l’J
&

[::é:ijUEfHUHSe, THe WOL IO WIOE WeD USINng CIE GOOJlIe sedrcli tool, hﬁ,1

a other databases available to ECAU were negative. P

b7a
(e “ZSZ?@@Z&E) The IP ad as_nabtad ahava ot i) ] t :
creation, resolves to in This
does not signify the actual lpcation of the user (this is a
common default IP address for accounts) . ’ ' 2
(e , ,. » . . . - b7E
(STFOCNEL An analusis af the Tp history associated with the ,
q _.account |- bhowd lwhich b4
resolveé_fd | There is | b7D
ts:l |WH1CI1 1esolves L] Location 18
I_d.a;em;u.ed_f.r_am_r.m.s_LLalddress —l |

15

5}5{@://ORCON/NOFORN/FISA//Z031052o
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gxé:j?//ORCON/NOFORN/FiSA//25 L0520

To: | | From: COUNTERTERRORISM 1
Re: S 5/20/2006 bz
L7E
(o | O | b7A

() f,ane header and transiti
: forl as provided by

1 information
was queried

| Results
tg? ~indicated the-emall address _ has
communicated with the followrtg TMaIl a0dresses: 1
5 | b
t ji 2
| BE
cd
SoNah
( bo
L7C
c7A

U

(S F) The above list'of email -addresses was
eliminating email accounts with no hits in and

reduced by
by '

eliminating email accounts dealing with administrative, sales,
product/service jinformation, or those containinf spam-like

content. Of the emails, the following
appropriate for further analysis:

were deemed

(Q//ﬂF/NFJ

e lle 15 a emporary interne lle whilcC

~CONLains 1mages] ] The gile does. not produce
any relevant information on e account. ’ ' ‘

(8//0C/NF)

and several other accounts on an email |
. (53“ contains| — . I

| The emall

N

SPeRgT//ORCON/NOFORN/FISA/ /20310520
20
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Egﬁéi&//ORCON/NOFORN]FISA//QQu

I From:

L

S

,6‘ (S//OC/NF)

hos20
COUNTERTERRORISM 1
5/20/2006 N

b7E

b

—,SEERESY/ORCON/NOFORN/FISA//20310520

21

NSL VIO-3692

4
SN
L7E
b7D
(S//0C/NF) earch for the email address D
within the database revealed this accoUmmrTT
(8- .
. ol
. nd
.]'—; ")
(S//OC/NF) The account LT
) b et
and several oOther accounts on an email The
message appears to be spam,
(S) A search for the ~¢=m:-1'i] ar‘](*]'r‘qu:I Iwith‘ir ACS i
the| | bo
database, the World Wide Wweb using the Google search cool, and i)
other databases available to ECAU were negative. 51
(- | R
) The IP addre noted abov utilized at account ISR
creation, resolves to in This h7A
does not signify the actual Iqcafion of the user (this 1s a
f[])' common default IP address for accounts).
'u'(SZ¢e€¢PFilAn analysis of the IP history associated with the b
S oo oaant howel || R
. isjmwm [Vas
‘ i
Lz

h7E



Siézii//ORCON/NOFORN/FISA//2§-hOSZO

To: | | From: COUNTERTERRORISM -
Re: (8) 5/20/2006 ’
k1
_ bz
from IP addresses which resolve tol | - p7E
r7A

-

T 6, the header a itional information
|:I:'| _forl as provided bv E was gueried Q
| . [ Results indicat A
iSJ emall addresd |has communicated with the
following emaill a : o

15).

SESRET/ /ORCON/NOFORN/FISA/ /20310520
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_§§$<§?//ORCON/NOFORN/FfSA//ﬁ 10520
| bl

Erom: ~COUNTERTERRORISM -

To:
~Re: (8) 5/20/2006 o
5
(T = The above list of email addresses was reduced by
eliminating email accounts wi no hits in and by

eliminating email accounts dealing with administrative, sales,
product/service jinformation, or those containing spam-like
content. Of the emails, the following were deemed

appropriate for further analysis:

sgkﬁéT//ORCON/NOFORN/FISA//z0310520

23
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SED<T//ORCON/NOFORN/FISA//2 10520 Dl

‘ . O
To: | From: COUNTERTERRORISM . TR
Re: 15 5/20/2006 P
. Di
bl
(S//0C/NF o
Jl
h7E
| The email address was mostly found withinp 3 i
rextfile that gppears-to be-a-list of addregses-on al h7D
malilimg—TISC. },\—'y,a
~VaEny o The TIISF ars Temporary INTEINeT TTIeS with long lists of Vs

email addresses with no ¢lear indication as to the purpose of the
list. ‘

(S//0C/NF |

IR AR aYal /k'lt"\l

o

B I A

w] NG T
iy .

1
3

Oy oed s

(ONOEECIICRRO RO RO MR O}

1
:]‘;:J @)

.
[ShD)

(s//0c/NF)]

e
N
LJ

ooy

[
T~
A

(s//0c/NE) |

and numerous other hl

- b7E

24 ’ e bi
‘ 7D

' ] ) be

NSL VIO-3695 Te
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SE»<T//ORCON/NOFORN/FISA//2 10520

TO:l

Re: (S)

(Sng [

bl

| From: COUNTERTERRORISM .
5/20/2006 e
. b7 E
b7A

| ' I

Thiese DUIK emalls contarlll non-pertinént 1nrormation, sometlmes. %
religious in nature. ’ b
I
7.‘ (S//OC/NF)
(S//0OC/NF) arch for the email address
within thge database revealed this a3CcCOMT
TR
() D Segrﬁh for the oamail ndd#acd within ACS
database,. the wWorla Wide WebD usling the Google search tool, and
other databases available to ECAU were negative.
iy - ( F) The IP add:eaa_aa_ngtgd_abgzgh_util;zed at _account
: Creation,~ resolves to in This
does not signify the actual Ipcation of the user  (this is a
(1) common default IP address: for accounts) .

H,_(S

iS)_N

NEY An apalysis of the IP history associated with. the

accountyt

S T//ORCON/NOFORN/FISA//20310520
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§;§<§://ORCON/NOFORN/FISA//2? 10520

To: | | 2xom.  COUNTERTERRORISM | bf
Re: 5/20/2006 b
- h7E
b4
iSh'” were frofi IP sddresses which-resolvel J
bl
b2
L7E
b4
7D
7 A
gy - - [Sr46esNF] Comment: | |
7A
() -k ' ' : )
iﬂj - (B7EeesNTy Oon 5/17/2006. the header and transitional information
S e hs provided by was queried
IT the BUIR Emall Addregs Search TosTT Results .

wit

- with the following 18 email addresses:

(51

26
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sE><T//ORCON/NOFORN/FISA//Z /10520

To: | From: COUNTERTERRORISM L .
Re: (3) 5/20/2006 o
: : Bl f £
(&) \ o1 hTE

in TS F) The above list of[:] email addresses was reduced by
€liminating email accounts with no hits in and by
eliminating email accounts dealing with administrative, sales,

, product/service information, or those containin am-like '
content. Of the[::]emails, the following[:::::f:fj were deemed

appropriate for further analysis:

(Q//ﬁ{"/NF‘\I

The files are either
Il 51acK Space Or are temporary incernec rfiles which do not
provide pertinent information on the account (the files show
webmail inboxes). ,

(Q//ﬂ("/NF‘I I

(8) - - = Aand.SEevVeral OCLNEer acCounts on an email Sent B8/Z1/7Z003.  The email

contains an invitation to-join-thd.

(s//0C/NF)]

The
email address was mostly found within a text file that appears to

|: s :| B~ 1 1.8 - 0F -addresses on al I ‘

| mailing I1st. Many of the Iiles are
temporary internet files with long lists of email addresses with
~no clear indication as to the purpose of the list. 1y

g;pnﬁi//oncon/NOFORN/FIsA//z031052o'
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‘§§§<jT//ORCON/NOFORN/FISA//23 10520

To: | I From( ‘COUNTERTERRORISM b;
Re: (S) 5/20/2006 -
o ETE
b7A
3 P .
8. (S//0C/NF) | |
bl
bd
h7D
b6
ISHEN
bi7A
1
b2
h7E
o
b7l
36
(S//0C/NF) _ arch for the email address
within the database revealed this account:
.
d - |
S _(S//OC/NF)
b
b7 =TT bl
ClHAaLl Lo dLT lJG..Ll_ VL O UUL N lIldJ.J.J.lI\JD QI UL {ITUL CUITUa L1T LJCJ. _inent . b/
operational informatien. ’ ‘ . B7E
. N
(8) search for the email addresé IuiLhin hj
ACS, 57D
[[] Gatapase, the World Wide Web Using tne Google search tool, o3¢
and other databases available to ECAU were negative. - : oyi®
(T TR
{8 F) The IP address as noted above, ntijlized atr accpunt D7A
(&) -~-—Ereation, reselves tq

(- - i associated with the account v | b1
iSj - Ehowﬂ | ©»7Aa

[aIT from an 1P

address which resolves tq
L SESRET//ORCON/NOFORN/F15A//20310520
| 28 | 4
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ToO:
Re:
m o
(535jforl

M//ORCON/NOFORN/FISA//ZE 10520

ST

IFrom;

™

COUNTERTERRORISM

5/20/2006 be
. biE

= -
7 A
DA

) On 5/19/2006, the header and trapsiti iﬁformation
| as provided by was queried
|

| Results

(Sj indicated the -email address| Ihas
communicated with the follo T

(51

(Uj-wmjzzb%%#iﬂj:The above list of

eliminating email accounts with no hits in
-eliminating email accounts dealing with administrative, sales,
product/service information,
of the[]

content.

emails, the following
appropriate for further analysis:

email addre was reduced by L2

and by b7E

or those containing spam-like
were deemed

SBexET//ORCON/NOFORN/FISA/ /20310520

29
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o N R

&3

R
(SO

o)

bl
h4
b7D
b

T
i

b7A

lopNe)
N T
3

J o=
EAND]

Ta ¢

Rolier

SB»<[T//ORCON/NOFORN/FISA//2 10520 ' .
| b b4

To: | | Erom: COUNTERTERRORISM :
Re: (8 5/20/2006 oD
(RN Fala /mr‘\l 1
' L7D
_______ . _{S//OC/NF) Las served a NSL and 56
ECAU .analysis is- found -ig -
1 b7
(5//0C/NFY o h7A
> 7D
joT¢ L
‘ . p7c bl
(Q//OP/NF‘\I |wa<: inclinded in - the same ﬁ-: ja !
At
nd b70
T grlricerl accoulrics unEETl‘Bﬂ?l I L6
These bulk emails usually contaln jokes or some e
religious stories of non-pertinent quality. b7
(c//nr‘/mr\l o
(S//OC/NFJ oy
( k2
Most - b7E
ST the emails| and colntalned non-percinent k4
religious stories or sermons. : . b7D
(S//OC/NF) .
b iC
B7A
‘{Q//('\{"/N[F‘)I I
L k']
| Most of the files are temporary Y
internet files or text files with header information which .
includes the account. The files do not provide relevant RiE
information on the account. : : b4
’ ’ - 7D

(el /nc /MI:'\I

)
C”L'-’:L

and

many other accounts On an emall The email

R ’ bl
SERXET//ORCON/NOFORN/FISA//20310520 I,

T
J B3
rm

i
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<IT//ORCON/NOFORN/FISA/ /S 10520

. y
To: |Eram:  COUNTERTERRORISM Li
Re: (3) 5/20/2006 bz
- b7E o
bl : " b7 ~ j]'
- : I
ok S -
subiect is DiE
nd
P A ﬁl\vﬁ\l I b7r
TIer accouncs | ] b7C
These hnlk emails do not contain nertinent TR
informatrion I e
(5] - . S
hundreds Of OTher accouncs on an emall) WH1cC
contains non-pertinent information. : Bl
(/00 JNEY : bz
| } - h7E
b
h7D
eld
ok s/ sac el . TR
o7k @nd several octher
o FCCounts| The emails contain
oo . - - - .
. jokes or other non-pertinent information. _ bl
bTA (S//0C/NF) lias served a NSL and ECAU D4
analysis. is.found.in] : b7l
g | g
] : b6

A

NSIL Results:
ESI: User Info
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To: I From: COUNTERTERRORISM TR [o Y
Re: (8) 5/20/2006 o -
DA R
' 3%
(5] he email address
- within the database revealed this
accounc. ’*ﬁv>
ey b1
RN b
. b7E
¢ S
. 7D
. (S) A search for the email address| | e
. within ACS [ e
= T _ D USINg TNE GOOJIT IC
i[]) search tool, and other databases available to ECAU were negative. h7R
(S ') The IP ad as noted ahove, utili nt - ‘ -
creation, resolves to in This 72
does not signify the actual I I the user {this 1Is a bf
i[Ij common default IP address for accounts) . . v
(S F) The TP historv associated with the account
reh - hOWSL1 ]
|:S:| oooan LB dddrel S which.. TesoLves Lo |
The IP history then shows [ |
I |~Fv~nm IP =ddrescses which reanlve 0 varions ISP'g

(5

There was alsol Lrom an 1P address
reanlyving tol | |

3 i I

esults
(%) -indicated the-email address} |has
communicated with the following emall addresses: '

() ‘
! IEZFpeiﬁ?T'On 5/20/2006 .fhe_reader and trangitd information
iS} —for as provided bvy| was queried
I .
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To: | From- COUNTERTERRORISM b
Re: (9) 5/20/2006 :
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S
j= k]

(81

H

oy oo
o [S
o

P

JU [N B o Y
]

(o)
12
¥

, M None of the above I:l email a ses warrant further
review (either they produced no hits in Ior are administrative -
or spam accounts). ’
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To: | | Erom: COUNTERTERRORISM ho

Re: 5/20/2006 H7E
A

10. {8//OC/NF)

(S//0C/NF) A search for the email address

within the database revealed this accouni:

| iSj'”"”'v

.

(a//0c/NE)

and many other accounts on| [ emallsl
| L All messages are marked 'not pertinent" by

usually contain religious material.

IR
‘ Z§Z2ee¢ﬁEI The IP history associated with the account

and
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. . '
To: | | From: COUNTERTERRORISM i;
Re: g 5/20/2006 2~
}:.\1 .A"E
7R
-(S) A_search for the email addresg within
ACS
Ij‘ atapase, € WOrLld Wi1de WeDb Using the Google search tool,
g and other databases available to ECAU were negative. :
tsr}ﬁjiﬁﬂiﬁ?q’ﬁn 8/20/2006 the header and t?ansitimﬁal information
férL Las provided by was gqueried
1 Results
{5) Tindicated the email address. has

communicated with the followmmm.

5
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To: | Fvom:  COUNTERTERRORISM ©1
Re: 57 5/20/2006 Y
5] - ' . | pn
bhd
LD
be
b7C
LA o oz
D7E

() CTIS#HOANEY. The above list off |email addr was reduced by
O | |and by

I [ The rollowing were deemed joy!
appropriate for further analysis:

(S//0C/NF)| e

IR FaYal /ML"\I

(S//OF/NP]I

| E)
ES)“W .. numerous other . accounts on an emaidt| Il IThe email -
contains | T e
L
ol
/ h"

o
[
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COUNTERTERRORISM
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To:
Re: S) 5/20/2006 3
‘ 5711;
11 (S//OC/NF)
- (S//0C/NF) A search for the email address
within tha dataobhocos roygealed thig S-~SITRTES
Lil (s//0c/NFY
L7 | |
bé L [ |
bicC
YA ,
(8) search for the email address ithi
ACS
[::;J'a apase, € WOor T € search Ltool,
S and other databases available to ECAU were negative.
b4 | _SFFOCHNEL The IP address as noted above, utilized at account
7D creation, resolves to and geo-locates to
(I b A
LS/ Ll _Tha TP hictary associated with the account
|:S:| howe | I
TP address resolving to ,
1) ' é;ﬁ&g?//ORCON/NOFORN/FISA//20310520 : ha
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v o : bl
To: | | From: COUNTERTERRORISM , -,
Re: (8) 5/20/2006 e
) o
iS).v | lan 1o address resolving to
» The rest of the
—rp—m | —
(8- - e I
bz
(5)
gy e
|
. Kié;?ﬁ$§§}) On 5/20/2006. the header and traqsi:ignal information
|:S:| R | as provided byl was queried -
- | | [ Results
i: :I indicated” the email-address| has
communicated with the followIng €Mall addresscs.
(). —
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b7E
b4
7D
b
b7
b7ha
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To: | | From: COUNTERTERRORISM — ©1
Re: (8) 5/20/2006 P
h7E
b b7A
g g¢
(&) | o
: L7 )
() L F) Of the abovsg email addresses, only the following
was deemed appropriate for further review:
(S//OC/NF J
12. _(S//OC/NF)
Ll
b4
h7D
b
LIC
X L) -”;1;
(-

57#9€/NF) A search for the email address

iS)M“u

Wwithin the

atabase

revealed this

LSRN B i iy

e

*

*>
.
L]

($//0C/NFE]

S atom

nts or reilglous Jgreetings.
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SBw<{T//ORCON/NOFORN/FISA//2 L0520 DL

To: | Prom. COUNTERTERRORISM
Re: (5) 5/20/2006

) N
(S//OC/NFJ

4
L7
be
o i
DA b2
b7E
' ' L i
(S) A search_for the email address b7
within AC -
database, database, tThe World Wide Web using the Google be
search tool, and other databases available to ECAU were negative. [oNA®
iuj””~:15i#eeiﬂzz The IP address as nated ahave urilized at account -
: ‘creation, rescolves tog and geo-locates to
| | ~
8y —LEF £y Tha TD hiockaxa associated with the account
' how
iS} 1P address resolving. tol In The TIS (no city
given). | | ) lan IP=fddxeas
(g resolving- to |
B
1 fesolving to ISP's in the] |area )
fﬁj RI7D
(- ' . . . bé
E)l _On S/20/200A the header and tran information .
iS? ~~~~~~ forl las provided by was queried ik
| l_Rasults : O bTA
iSj indicated. the emall address} has
communicated with the folloWINg B3 emall addresses.
()
bl
b
bh7E
bd
b7D
b
b7
b7A
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| From:
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sBP<T//ORCON/NOFORN/FISA//2 10520

To: | | From: COUNTERTERRORISM 21
Re: (S 5/20/2006 bz
: 07E
bV A

-

bl
4

©7D
bo

L s

ini““:ISZ¢€@¢NEE:None of - the above listed[::]accounts warrants furth

review. The vast majority of the accounts had no hits in

and those that -did were administrative or sales accounts.

. :.j.
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I3

To: | I EFxrom:
Re: (8)
LEAD(s8) :

Set Lead 1.‘ {(Info)

ALL RECEIVING OFFICES

COUNTERT
5/20/2006

oA

ERRORISM b

(U) For information and action as deemed necessary.
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derived from techniques authorized in the Foreign Intelligence
Surveillance Act (FISA) .- Per U.S.C. 1806 (b) of the FISA, there
is to be no further dissemination or use of FISA derived material
in any criminal proceeding without prior approval of the Attorney
‘General. Furthermore, FISA derived intelligence concerning a
United States Person cannot be disseminated to a foreign
government without the prior approval of the Attorney General
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b1
To: Counterterrorism Fr m;l | b?
Re: . (8) 01712720086 ST E

ailg: - On 12/15/2005,

ES{: a series
searches were conducted to jdentif

v the oxtant and nariire

= a1l activity inveluvindg

oL

[@ Carget number ol

' aprromeTTvEETTOaTToT

The results of

searches were analyzed in an

of the call activity. in whie
initial analysis. As additio

was engaged. This is an

ormation is developed it will

effort to get an overall suriij:iijarding the extent and nature

be disseminated in subsequent communications.

{8) All of the call activity

i53”4

was obtained from TOLL records.

other phone numbers|

'he gearch results sh
t

[ AIT bu

of the[ ]
indicated,
this communication,

phone numbers were domestlc. Unless otherwise
the subscriberg to the telephone numbers analyzed in
domestic and foreign,

were UNKNOWN. .

(=3

Pertinent data

pertaining to any oI these numbers,

it found, was included.

Unless otherwise noted, the subscribers were UNKNOWN:
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To: Countertarrariom Eram: | bz
Re: (S) 01/12720086 h7E
" b7 A

' - olii

oy s

LTE

b

| L

h7Aa

. e
(m —_— M The fol]_ow1ng,| | phone numbers b7E

were linked :Lnl:l to other 1nvestlgatlons

':U:' ST e - As anticipated, the aTaJ_\_m_'c showed that all of b2

these tol -free numbers were linked to numerous FBI IR
. -investigations. -}.
J I
TARGET-CALLING-TARGET: ;
(s)] |
N m
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I _BmemEr s
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PR

" To: Counterterrorism From: 52 [

Re: (8) 01/T272006 big |

. = l.

’ b7n

|

COMMON D_REPORTS : _ S ; ,

o (S) As this analysij ' ' ‘

that| was _in contact with |

B pendlnq.f___T_I

Many, but not all, of these common-called numbers were toll-iree
numbers, however. o . : |

(S)

AFTER MIDNIGHT/EARLY-MORNING CALL ACTIVITY (Pertinent|items):

— {S) The analysis identified

I

3200 AM. ]

Targec numbe

UNKNOW BSCRIBER.

phone numbers between the hours of 1:

0 AM and

numbers were a mix of domestic, toll-free and

hl
bz

bh7F

bo

Vg
et

b

*“*ﬁj;atignaltmwThgwmostwfrequentlyWCOntaGtedwnumberw%as
This number was in contact  wiTmTme

the target numbei

times. Two other numbers were in contact with

or more times:
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To: Counterterrorigm From: | | e i
: o !
Re: _(S) 01/12/2006v b7E |
L7A |

187 [ there werel [[calls

only one minute.

[TRIs call lasted

. ,,,,\g(I

| there calls- from

(8 Theya were two eaylv-marninag ﬁ:11g_hmlaer‘l
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UNUSUAL (?)_CALLS: ' : :

(Sj I:I_s_h;med callo To an IO

—
(S) | also showed |calls Trom|

: ‘ pl
(S) UNKNOWN SUBSCRIRBER, o7A
was a Tally linked to: ' v
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LEAD(s) :

Set Lead 1: {Info)

ALL RECEIVING OFFICES

(Uy For information.
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"To: Counterterrorism Attn: ITO
| SA
TFOSTA]
Attn: SA
Attn: SA
Attn: SA
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Contact: I[A
2pproved By:
Drafted By:
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CLASSIFIED BY 65179 DHMH/KSR/ch
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terterrorism From: | b
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1

Re:

o
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P
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A

I
k

Administrative: (S) This document contains information that is
derived from techniques authorized in the Foreign Intelligence
Surveillance Act (FISA). Per U.S.C. 1806 (b) of the FISA, there

- is to be no further dissemination or use of FISA derived material

in any criminal proceeding without prior approval of the Attorney
General. Furthermore, FISA derived intelligence concerning a
United States Person cannot be disseminated to a foreign
government without the prior approval of the Attorney General.
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(S) NOTE:
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To: Counterterrorism Fragm:

Re: (S) 01/1572006 |
(s)
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b
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- 2§\ according ta fha_xésults_oi_a_ausxulmadé in the
on 1/19/2006,

(3]

SUMMATION/OBSERVATION:
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- tsd This communication identified
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SSA
Attn: SA| :
IA]
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’ CTD ECAU/RQOOM 4343 o2
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Drafted By: o
Case ID #: (S) YPending) L7E
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SB<FT//ORCON/NOFORN/FISA//% 110720 1]

To: | Exom: COUNTERTERRORISM bl
Re : LTET‘ 7/20/2006 | B7E
' T A

Administrativei””ZE(I This document is classified
SECRET//ORCON/NOFORN/FISA. Portions of this document carrying
classification markings may not be incorporated into any criminal
affidavit, criminal court proceeding or unclassified investigative
file. The information in this document is intended to used for lead

. or background purposes only. No further dissemination of the material

classified ORCON in this document may be made without prior approval
of the originating agency.

~:)£1;Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign Intelligence
S

urveillance Act (FISA), recipients are reminded that there is to be
no further dissemination or use of FISA-derived material in any
criminal investigative activity, or dissemination of U.S. - person
FISA-derived information to any foreign government without prior
approval of the Attorney General. This information may not be .
disseminated for any purpose without the prior approval of the Federal
Bureau of Investigation.
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Detallsf“~G§§5¥k&Ej;Per referenced |sent ECAU the
. results ofma Nationa Qecrritv Letter served Lol lfor email

oyl
b
BB
b4

oL

b

b7
b7 i

3

' Bk
{ ANEFT The Electronic Communications Analvsis Unit (ECAU) is part
of the Counterterrorism
Divisicon. ECAU performs analysis on U.S.-based e-mail accounts used by
individuals suspected of involvement with international terrorism.
ECAU provides its analytic products to Fleld Offices, LEGATS, and the
U S. intelligence community. .

addressesl

:Iﬁl?@@iﬁfz Due to the large number of NSL results to analyze and the
priority nature of this investigation, analysis of the NSL's will be
returned to the field in multiple ECs rather than one (1) large EC.
The NSL results for the following Jemail addresses were
analyzed by ECAU in-referenced] -

§Eéﬁﬁf//ORCON/NOFORN/FISA//20310720
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To:
Re:

sp< T/ /ORCON/NOFORN/FISA/ /%

From:

L

10720

COUNTERTERRORISM

7/20/2006

bl

C

P70
he
S piC

b7 A

g

)" The NSL results for the following
~addresses were analyzed. by..ECAU.in reference

s L
EERY

—
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N

[N
i
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b
.

! | email

M The NSL results for the foilowingl_

mail

bl
b
LD
b

Sl
DA

-
b72
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To: | | Evom.  COUNTERTERRORISM bl
Re: 7/20/2006 L2z
(8 7R
S L7A
b1
o}
7D
6
(- : v v
- (§77#0€4NF) The NSL results for the following ‘email

addresses were analyzed by ECAU in this commumicacion:

(8]

(-

e Y information detailed below is the "User Info" provided by b2
Also included below is the analysis provided by ECAU - BTE

regarding these email accounts. The IP histery for each account can.

be provided in spreadsheet format to 1f requested (in addition to bi

" the included IP history analysis provided in this communication). BL7L

Iy e o o (3 F) Comment: .In the below analysis, a 'negative' hit

in ACS or other databases includes those instances where the

only hitfs 3n these databases referred to documents under case

number or information found 1n those documents. ]

nh2
L7k

b72

ESJ‘ : ‘érﬂﬁgT//ORCON/NOFORN/FISA//20310720
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To: | | From:  COUNTERTERRORISM & ’
Re: (8 7/20/2006 b2 b1
ik “bUA
(S//0C/NF) Comment{
L I . '
jo 1&.@ Accounts found in are most commonly
BT associated with the followlng cases: :
(5))
1. (S//OC/NF
bl
bhd
7D
b6
sNAS
|SIEFEN

ggﬁdﬁr//ORCON/NQFORN/FISA//20310720
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SE>4T//ORCON/NOFORN/FISA/ /. 110720

‘ - bl
To: | | From: COUNTERTERRORISM -
Re: TS 7/20/2006 o=
- . o7E ’ -
o ' o obhTA
1 bl '
L oy LY o ont -l J
bz
b7E [ 1
YA 1
el 171 IrCgul res more Speclfic
w70 . i1nformation on | Ecau )
r7a - recommends contacting . b i
B v ’ o]
(S//CC/NF) A search for the email address L7E
within the atabase revealed this account: b a
. . Pa
. 7D
. be
. oAl
) b7A
(s//0c/NE/FTSn)
{S) Searchesg for the oemail Addf@q ithin ACS,
. the
,?1 datdBase,l i The World Wide Web using the Google
Z search tool, and other databases available to ECAU were negative.

o EEZPmiE§;T~An analysisc of the TP history for this achunL_ﬁths_an

IP address resolving to

To an TSP in ”

[TesoIve TIou
ISP'e in the [18 The majority Iresolve to

indicatingl ] |~

[8) —LSL/CC/NEL On 7/16/2006, the header and transactional information.jiji::]
| as provided by was queried within
' | RKesults indicated the emai
(&) — address} has communicated with the followingi:::::]

email abOTrEesSSEST

S | . S

02
‘ n7E

SEerET/ /ORCON/NOFORN/FISA//20310720 b4
6 ’ bj@

o
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To: | From: COUNTERTERRORISM
Re: (8) 7/20/2006

()

fﬁnggi//oRcon/NOFORN/FISA//z0310720
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To: | | From: COUNTERTERRORISM
Re: (8) 7/20/2006

(51,

hl
NGY!

NelAE

e

ol
VIR

]:f'? Ja
i

gPegET//ORCON/NOFORN/FISA/ /20310720
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SE><FT//ORCON/NOFORN/FISA//% 110720

Bl
To: | From: COUNTERTERRORISM 2
Re: —1S7) 7/20/2006 - - LR
(81 R | h7A
b4
BT
- b6
B
(- The above list of email add s was reduced by .
eliminating email accounts with no hits intfffj and by eliminating bf
“email accounts dealing with administrative, sales, product/gervice b7k

information, or those containing spam-like content. Of the
accounts, the following four (4) were deemed appropriate for further

analysis: ‘
_ (S//0C/NF/FISA)
bl
jok!!

2. (5//0C/NF]

SEPRET/ /ORCON/NOFORN/FISA/ /20310720
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SE><ET//ORCON/NOFORN/FISA//x 110720

b1
To: | From: COUNTERTERRORISM -
Re:  (8) 7/20/2006
(&) |
bl
7R
(S//OC/NF) A search for the email address
within thel atabase revealed this account:
o '(S//NF) Searches fdﬂ hn an ECAU database
R4 insioatodl )
7R . | Searches for The accounts
1 in the land inl| |were negative. All messages with the
T accounts were unless noted
it otherwise: :
o0& |
?ﬁt 50

W2 (S) Searches for the email addressl |within
p7E - ACS, .

v 4 " database, [ and The World Wide Web using the Google
R search tool were negative. , :
o1 "EEZIBeiﬁEZ The IP address as noted above and ytilized at account
K7 Creation resolves to in This is a
T R default IP address uSed in some accounts at registration and
e does not signify the actual lOCd;lon o; the user. . , :

sgpkﬁr//oRCON/NOFORN/FISA//z0310720
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sB><['T//ORCON/NOFORN/FISA//% 110720

‘ ' 1
To: | | From: COUNTERTERRORISM g
Re: (8) 7/20/2006 -
(. - - R7E
v | oMY
tsj,mLf’ analvsis of the IP history for this account show |
1P address resolving tol
(& and .o . ~{reselving-to 1
iSj“”Of these .ISP's The history has the following

preak-down:

iSj'“m : : > header and trapnsactiopal information for
”L as provided by was queried |
. ] ResUIts indicated the
ishm ______ Y 5 - has communicated with the
iemall e EEEER :

following

g;sﬁﬁT//oncon/NOFORN/FISA//2031072o
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SE><{T//ORCON/NOFORN/FISA//% /10720

Re 7

maZ§Z¥B€$N§I:The above list o

eliminating email accounts

To: |_<_)_ | Prom: . COUNTERTERRORISM bl
3

/20/2006

-
~ 7
}.»‘ £

N Rl

7
\ 3
Ll

7
7L

d:;Jemail addresses was reduce
wlth no hits in

accounts, the following

analysis:

email accounts dealing with administrative,” sales, product
information, or those containipg spam-like content. Of th
were deemed appropriate for further

d by BIE

and by eliminating

/ ice
e

a NST hvl and ECAU analysis

(S//0OC/NF) was serveg
of the resUITS arc. rouna In referenced|.
[l ¥aYal /mr'/t*TQn\' |
hnd several
OTNer acCOUNtsS on an enarl The content or the email
is not pertinent.
(e /e iNE/eTenn
dNld seveldl
~OCIIET accCourncts oIl an emarr e emall IS a non-
pertinent chain message. :
3. (S//0C/NF)
il
bd
b7
be
RIC
b74a
(S//0C/NF) arch for the email address
within the database revealed this acc
. bl
. 2
N.:~ =7 E
N3 IR 14
RTD
‘Wﬁﬁ_s ET//ORCON/NOFORN/FISA//20310720 é
D R
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SE><ET//ORCON/NOFORN/FISA//i 110720

I From: COUNTERTERRORISM bl

To:
Re: (8) 7/20/2006 b
' L7E
h7h
(s//0c/NF/EIsA)

(3//0C/NE/FISA

(S) Searches for the email address| lithin

SPEEET/ /ORCON/NOFORN/FISA/ /20310720
13 '
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ol
ACS, s
database, [The World wWide Web using Lhe Google bz
search todI, and other databases avallable to ECAU were negative. h7E
: ' 4
(S7#oc/NE) The IP address as noted above and utilized at account LT
,,,,,,, creation._resolves. . tol- et
: - 9]¢
"'-'IQ»././{".(“/_N_F‘\ An analvueieg af +the TP higirory for thig account chnmcl I n7c
e - L7A
1P addresses resolving to )
e header and & ctional information for
s provided by was queried
L | Results indicated the
. emall.-.address} |
following CMall addrcsses.
bl
L7E
4
b7l




SE><xT/ /ORCON/NOFORN/FISA/ /i 110720

To: | |erom:  COUNTERTERRORISM
Re: (8) 7/20/2006

(5]

bl
_ B7E
.(S//0C/NF) The above list of email addresses was reduced by
eliminating email accounts with no hits in and by eliminating
email accounts dealing with administrative, sales, product/sexuice
information, or those containing spam-like content. Of the
accounts, the following were deemed appropriate for further
analysis: ’ .
, bl
/ (S//OC/NF was served a NSL byl land FCAU bz
ch vanaiysisw@thne resulls.is round in referenced . TR
{8y (S//OC/NE} was served a NSL byl land Ecavu ?ir
' analysis of the results 1s round in referenced| Y
ol¢
: ~ (8//0C/NF) was served a NSL byl land ECAU h70
(5] ~analysis of the resulls is found in referenced biA

SER®ET//ORCON/NOFORN/FISA/ /20310720
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SE><IT//ORCON/NOFORN/FISA//Z 110720

b1 To: | | ©rom:  COUNTERTERRORISM gi

- Re: (S)° 7/20/2006 ‘ e

bz 07E

LiE ’ LTA

b4 ' ’

?;L' (s//0c ey ,

'J:ﬂ EEJ» pnd several other accounts on

L7 -\ oMEATTS] | The messages

a7 A have been reviewed by and marked 'not pertinent.' Usually the
emalls contain a religious story or statement. :

(Q//(\F‘/NF‘/F‘TQA\I

| |
| and numerous other accounts

- —on | Fontajins a religious story
A ang an announcement concerning RBoth -
IESRES ' messages are not relevant. : ’ '
ol (S//0C/NF)
!
L7D
e
L7C
o)
bl (S//0C/NF) was served a NSL hvl land FCAU
&% (&) analysis of Cheé results 1s round in referenced
L7E ' : '
b W3l f0e/NEN L L was served a NSL hul land ECAU
k”/ﬁ . analysis oT THE IESUICLS IS IOUT I referencedl
hé (S//0C/NF) vas served a NSL by and results are
n7C [8)--found in-rewerencel-
DA - (s//70c/nF)
ol
n7E
4 ' :
T T (S//OC/NF)I lw;lq served a NST. byl land Ecan
:'/,LJ ~—analvsis of The yesnlIfs Are Toun I:E:l
56
2o 1)
N7h " ies/nemeseren

and

SBe&ET/ /ORCON/NOFORN/FISA/ /20310720
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SES<ET//ORCON/NOFORN/FISA//: 110720
oy

| Erom.  COUNTERTERRORISM | -
ST [/20/2006 e

v(Q//hP/NP/PTQAJ

o1

bhd

b7D (8//0C/NF/FISA) |
be ] lindicates | | |
h7C §)- h . L |
7R |- DUE LU the Idrge Irumoel,” IToC JaIT messdges wWere

reviewed. However, a cursoryv inspection indjcates|

11T OT JVULN J.I_I.Q.L.LQ AU 1100 ClkJLJCClJ. LU Luolitalil
st of them containl

(S//0C/NF/FISA) ias seruad a2 wer hwl |
i53 and ECAU analys S U TOE TESUITS IS Toume— T reoerenced
h {S//0C/NF) the presence of this
|: S :l _ ..accou ntl ....... I I indi cates I I
b (5] JATTESS 15 UNKNOWN S1MCE CONntent 15 Not
ké avalla i results. ‘ Y
Hh7E (c//nh/mD/DTCA\I .
b4 , ‘ 1
LT [ The email contains a non-
B; percinent religlous Story. '
Do v
b7C
b7AE

_SBBRET//ORCON/NOFORN/FISA//20310720
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k4
7T
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70

b7A
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A

b2
6TE
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50

SE><T//ORCON/NOFORN/FISA//Z L0720

bl
To: | | ©rom.  COUNTERTERRORISM b2
Re: (8 p/20/2006 b7E
b7A
4. (S//0OC/NF
1
B2
E7E
b4
7D
jo1¢
b7
(8//0C/NF) A search for the email address DA

within the

vb%p isj.hw_wi;,%m

atabase revealed this acc

LI .

(Q//OF/NP/PTQAJ

1
pliid LDUMeloUs olllerl

accounts |
T new

Kcontains a 1link to a

story on|

presumably) .

|]emails contained -

the second contains

The first 1is

non-pertipnent message

(s//0c/NF/FIsa)

| —]

tm—_‘l

E

(S TR Comment : |

|INE

SETRET/ /ORCON/NOFORN/FISA/ /20310720 | s
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EEQ{&?//ORCON/NOFORN/FISA//i' 10720

fﬁﬁ“ll

(S//QC/NFY On 1/18/2006, the header and

15

|as provided

SAYA

4

15

email address|

following STMaIl adUrESSes,

(&)

- - .
SDRRRT//ORCON/NOFORN/FISA/ /20310720 54

18

Txansacijonal information for
was queried |

as

Resu

ts indicated the

communicated with the

NSL VI0-3756

kbl

2z
L7E

7D
813
B7C

e
Yy

L A

To: | | From: COUNTERTERRORISM bl
Re: (S 7/20/2006 b2
I E bl
win bTA
1) [
(S§//NF) Sparches farl bn an PCAU database b2
(glxindiéated i ' BIE
(3 | [ and it sent an i%r
ts:lemalII [N OOVOOHS I I-Other aCCOUntS. :‘ .,'m‘:_)
1 The content of the message 1s not avallable, and searches for the i o1
5 account in the and in were negative. n7C
B (S) Searches for the email'address| |within 2
4 ACS,
T database and the World Wide Web using the Google
P search tool were negacive. : ‘ :
7C (:2?661&: The IP address as noted above and utilized at account
TR creation resolves td
erbee ey A analvsis of fh‘p 1P historv for this account ‘thwa
' |
|



SE><tT/ /ORCON/NOFORN/FISA//: 110720

To: | | Exom: COUNTERTERRORISM O
Re: (5) 7/20/2006 e
' _ b7E
(3} | L7z

Ay

o L

bl
k4
7D
o153}

;§Ee¢ﬁi}/ORCON/NOFORN/FISA//z0310720
19

¢

~ NSL VIO-3757



SE><ET//ORCON/NOFORN/FISA//% 110720

To: | | Evom: COUNTERTERRORISM © .

b2

Re: (8) 7/20/2006 f:
- N :‘ l” E
{8) ’ h7A

ot ey
SRS
~3 D
]

Hij

- (STFSEINE) The above list of| | email addresses was reduced by
eliminating email accounts with no hits in and by eliminating
email accounts dealing with administrative, es, product/ ice
information, or those containing .spam-like content. Of the

accounts, the following were deemed appropriate for further
analysis: '
(S//0C/NF/ETSA] .
. ) |
H — | Tcontains a link to a
i8) -Tews _storv od

[ The account _also reFelved an affiliated email &l

isj' with

A
E O 4

(s//0Cc/NF/FIsAl |

I | bon
ig) [ I e, e ”Wwa
[ The email 1s marked 'not

PEITITTENC Y71 Cains a link to the website

(8|

W/ /ORCON/NOFORN/FISA//20310720 ;—
~ 20 L7E

: _ el
NSLVIO-3758 f D
b7C



_Sk<IT//ORCON/NOFORN/FISA/ /% /10720

To: | cvom.  COUNTERTERRORISM D1
Re: (8). 7/20/2006 ‘ b2
BYE . : v
R ’ 1
WANED 51 1’“\«*
| ‘ b7
@) _S//OC/NE _ | | -
: Comment: An open source search indicates that . bA
(S//0C/NE/FISA) | b
I 1 | k‘L]:
jcontains a link to a7
(3) news.story on| Bé
bl e/ /nm/ne/eran | 70
k2 | IThere 7 A
L7E 18 no content and they have been marked "not '
I _pertinent’' byl :
‘D (S//0C/NF/FISA
6 .
b1
S =4
5. _(5//0C/NF)l ’ » b7
Jold
bIC

A
DA

/EESRE?V/ORCON/NOFORN/FISA//Z0310720
| 21
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bl

fié { ;"MA
b7E sn

b4
b7 L
15
|oWAS

R

(I

- (8) Searches for the email addresdl

SES-<tT7 /ORCON/NOFORN/FISA/ /% 110720

To: | | From: COUNTERTERRORISM = nl
Re: (8) 7/20/2006 b2 .
bk b7E
b ITF“ I~ A
- ) o4
(S//0OC/NF) A search for the email addres; bL7D
within the atabase revealed this acCOURLT: 6

lithin ACS,

the ) 7
database [the World Wide Web using the Google
search tool, and other databases available to ECAU were negative.

L , : D
(§ZZB€¥KEI The IP address as noted above and ptilized at zccount iiv
creation resolves to in ~ This is a >~ '~
default IP address uSE OuUNts ar regrstration and pyy
does not signify the actual location of the user. ' 570

Esmmmmm

{P history for this account shows one
1P address resolving td

The history |

1P addresses resolving Lo

' ‘ the header and transactional information for
as provided byl | was queried[:::::::]
| .

| Results indicated the

.emall address
“following

ALk

(3

has communicated with the

emall addresses:

7D

b

k\ e
S AN
W70
P A

SESRET//ORCON/NOFORN/FISA/ /20310720
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SE><T//ORCON/NOFORN/FISA//% 110720

To: | | From: COUNTERTERRORISM M
Re: (5 7/20/2006 - b
. L7E

TS/70C/NF] The above I1St of email addr was reduced by bz
eliminating email accounts with no hits in and by eliminating DB7E
email accounts dealing with administrative, sales, product/g ice
information, or those couniainipng spam-like content. Of the]
accounts, the follcwing were deemed appropriate for further
analysis: '
IQ//OF/NP/PTQAJ' i

(C). I
There 1is no ..ftent to the message, and 1T appears LO be spam.
(S//0C/NF)
(S//0C/NF was served a NSL by and ECAU

analysis of the results 1s found earlier in this EC.
SERKET//ORCON/NOFORN/FISA/ /20310720
. : 3 :

NSL VIO-3761



_SB<T//ORCON/NOFORN/FISA/ /% /10720

To: | | =rom:  COUNTERTERRORISM Pl
Re: 7/20/2006 b2
- H7E
DA
6. (S//OC/NF)
ol
i |:|::|
b : :
bo '
e ED
TR
Kl
ol (s//0C/NF) arch for the email address
b2 within the databhase revealed this acclmm—
. b1
) b7E
_ b4
Searches for the email addrpqql ithin bhl_:'

dataﬁﬁ?@ﬂ rTﬁE'WBTIa'WTaé Web Uusing whne Google
search tool, and other databases available to ECAU were negative.

i
T {E74ee/NE) The IP s noted above resolves to
This is a default IP address used 1 -
accounts at registration and does not signify the actual o
location of the user. ' 5
, : ) o . hiD
I:T.T:I Y K NEY An sanalveice nf the TP higtoryv for thig accnnnt chnmel

18]

. s@gggz//oacon/NOFORN/FISA//z0310720
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To: I From:

SB><T//ORCON/NOFORN/FISA//2 10720

COUNTERTERRORISM | -

ol

Re: {5 7/20/2006 f”iE
. . |l
(e n7A
(8 _(S7reesT)_On J/18/2006 vhe header and tra ' 1 information for
- as provided bv , was queried
—1 | Results indicated
{8) ~ the email-address has communicated with
the following emall addresses: :
(31
bT7A
(1) -

(S F') The above list of

eliminating email accounts with

emall accounts dealing with administrative, sales, product/tfffjce

information, or those ¢
accounts, the following
analysis:

nptainin

email addr . was reduced by ' |

no hits ini and by eliminating
spam-like content. Of the

were deemed appropriate for further

(S//OC/NF

'(é//oc/NF)

was served a NSL and ECAU analysis

of the results 1s found earlier 1n this;EC.

SESRET//ORCON/NOFORN/FISA//20310720

25 b6
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(5

bl
bz
nT7E
jo¥!
Ny
93¢
p7C

-~ 77
.k, FaAY
AP

(S//CC/NF}) arch for the email addres | w2
within the database revealed this account.
(S//NF) Searches fo

indicated 1q aroounf had contaof wlth the

SES<(T//ORCON/NOFORN/FISA/ /% 10720

To: | | From: COUNTERTERRORISM ?%

Re: (8S) 7/20/2006 [oVi
v7E
OU7A

7. (S//OC/NF)

in an ECAU d )
below listed

S|

“I ------- e I The ’
- content Of the messages is avallable Searches € accounts
in the and in were negative. All emails were bulk
nessadSs ISenr T nomerous accounts: no direct communicationd -
(S) Searchag far the omaijl addrecd Im’thin ACS,
the IDW .
SECRET//ORCON/NOFORN/FISA/ /20310720 bl
b2
26 o7E
oY
NSL VIO-3764 orr
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§iéiET//dﬁCON/NOFORN/FISA//2‘

To

I FErom:

o

Re

10720

3]
COUNTERTERRORISM F;
7/20/2006 fir

BIEE N

LA
SRFEY

I
Yy

database,

-

ik

¥
0 )

search to

| (SZPOSAIL) The IP ad

~creation resolves.td

L welc Cydllve,.

‘and the World Wide Web using the Google =

dress 35 noted ahove and utilized at account o)

1P _addre

IP history for this account shows

1

IO NN

ss resnluing tol

wltll Liie JLOLIOWIL{! CALESPDLIOIS., .
|resolve td Iin
| Tt is unlikely]
IP address rPQOTVinﬁ>fﬁ[::::::]
| | :
— =1 | N1 Y ,—\v\l 2 1 A J 21103~ Lol O 2o ~1 [ =l T 2 N 2 3 e 'I |
I 1} I .
T | ——
on 7/18/2006, the header an

(S //QC/NF)

Ias provided bv

1
ras—con

email addresses:

~tional infor
was .queried
esults indicated th

e emall

unicated with the following 39

fgﬁmﬁg//ORcoN/NOFonN/FIsA//z0310720
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’gn?gﬁfy/ORCON/NOFORN/FISA//E }10720‘

To: | erom. COUNTERTERRORISM
Re: (5] //20/2006

Yooy o

m
A

tS}; - _ | b7

[

X

1y

Lz
(G- ! . , b7E
“IEZZD@#KEZZ?he above list of email addresses was reduced by g
eliminating email accounts with no hits in I and by eliminating
email accounts dealing with administrative, sales, product/ ice
information, or those containing spam-like content. Of the
accounts, the following were deemed appropriate for further
analysis:
bl
ba (5//0C/NF/FISA]
LD
bt
b7
7 (s//0C/NF/F1sa)l

The content OL Che messages 1S not
percinen mostly online petitions or religious stories):

(51
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b1

%E’(&T//ORCON/NOFORN/FISA//2A1ﬂ0720 e b1
L7E D

To: | | From: COUNTERTERRORISM LA b4
Re: 7/20/2006 , . b7D
(&) B | b6
: bh7C
h7A
bl
n7n {S//OC/NF/FISA)|
e
L7
b7A
(5//0C/NF
b1l v
2 :
kx”E [R=l A Fatal /mz:'/r"rcnl I
%jih The emails contaln non-pertinent
)¢ INIOIMaction, usdally Or ILeliglious nature. '
oA )
D'“'“;;_L S:l (S//NF) I I I'iQ find I I
. | e ) H ,
| | The account 1s mostly found withln temporary
internet—files which contain nortions of emails. These emails mostly
(51 di=scnss with some general discussion about b1
'ish - However, Lhese appear to be mass mailings and do not provide };4
gaartronal information on this account. : Wil
8. _(s//0C/NF Infe
h7C
b7A

S T//ORCON/NOFORN/FISA//20310720 4

: // / / . /1 hd
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' EgﬁxﬁT//ORCON/NOFORN/FisA//Z,.ho720

To: | | From: COUNTERTERRORISM Il
Re: (8S) 7/20/2006 2
LR
LA
(S//0C/NF) _A search for the email address
within th atalhaca raovaalaod +hig 20T
TR
.
(S//NF) Searches for Ln an ECAU database bl
(8) indicated thl nad contact with The Delow. liste ‘ b<
aceounts. 0 | =) bTE
content of the messageS 1S QOL alavallaDLe. SEarcnes ToT Uhe accounts 4
|:S:| in the land in ware nanativuss I | L r
et BH 1 07D
Ihe
Ilqll ........... k‘17l_
a3 b7a
{8y
bl '
jox!
7D
ol
bTA
(S) Searches for the email addressd lwithin ‘
ACS, ) | bl
B data‘oase,| | @and the World wide Web using the Google k2
1:;;./, search to0Il were negative. N7
o W An analysis of the IP history for this account shows p
I:S:I B E— |IP address resolving to an ISP in -
| ' The historv then| | i85
| TP addresses resolving to

S%ﬁl‘? /ORCON/NOFORN/FISA//20310720
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e

(5]

» ts email-addresq

e

%E§<§&//ORCON/NOFORN/FISA//Z 110720

ooy

To: | | From: COUNTERTERRORISM -
Re: 7/20/2006 sias
ols
|:S:|.fnnn'n | I -
. I I 7R
LS ZEWINEY Qn 7/1R/2006 the header and & ional information for

|:S:I rnc nyr~1rldadd was queried:
[ esults indicated the
has communicated with the

following [Email addresses.

€liminating email accounts with no hits in and by eliminating b7E
email accounts dealing with administrative, sales, product/service
information, or those containing spam-like content. Of the ‘

iUJ”“£§ZZ©e¢H31;The above list ofl Iemail addresffi was- reduced by hz

f}ﬁgﬁi//ORCON/NOFORN/FISA//Z0310720
| 31 o
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BT/ /ORCON/NOFORN/FISA/ /2 10720

To: | From: COUNTERTERRORISM ‘b}
Re: (57 7/20/2006 bz
' b7E
7R
accounts, the following were deemed appropriate for further
analysis: ‘ bl
rc/)mmﬂ hs founJ ) b%
ts:l I e The b7
account 1s found in a tempOrarvy internel file; however, tThe file 1s Db
not availablqwfo;mviewing“W.ﬁ B 170
| ! (5//0C/NF)] bR
bl
pPTA
T (S//NF) . is found | ]
 madis ATcerRr et el witnhl h\;
TRE email account . .
TS MUSTIy IOUNU IIT TEXT [IITS UL temporary Ircernet files which b7
contain long lists of email addresses. Some of the lists are not b6
tﬂj »»»»»»»»»»»»» labeled; some-are-from the emall list, and some . are R0
from mailing list. N7z
9. (S//OC/NF)
joul
‘ 4
o AR
jele
LiC
LA
(S/{LC/NF) A search for the email address within
the atabase revealed this account:
v bl
tsh mi_ e
l : v jeT!
SEPBKET/ /ORCON/NOFORN/FISA/ /20310720 A b7D
’ -y '7:‘\1
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SE><ET //ORCON/NOFORN/FISA//% 110720

To: | From: COUNTERTERRORISM bl
Re: (5] 7/20/2006 2
b7E : e
PLoey L7A b2
4
(S//NF) Searches for] lin an ECAU database n7D
(&) - indicated this accoult] | "
L. I I | Thice
o ]
-Searches for|— — 7 in the database and 1

produced negdCtIvVe resulrs.

(S) arches for the email addresd hithin ACS,
the .
dat 7 _ e Google

search to0Il were negaclve.

i
(S//0C/NF) The IP address as noted above and ntilized at account ha
|: g :|  _creation resolves to 57D
(S//OC/NFY An analvsis of the TP historv for thig arrnnnquhanl |b¢f{
. |: S :| lI P addresses resolving tOI I_l
-

- } the header and transactional information for
as provided by was queried

.I_
fsh“”“w”-j | [[ResuIts indicated the emaTi] ?%

“addresd has communicated with the following _
b7D

|:SJ email TOresseo .
el o
b7E
bd

SESRET//ORCON/NOFORN/FISA/ /20310720
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()

S%éxﬁT//ORCON/NOFORN/FISA//Z 10720

To: | From: COUNTERTERRORISM b2
Re: Lrgr 7/20/2006 : L7E
' BYA

o2
7 TR
f . OIS
=== " ' \".’4‘:‘* . .
(SIPPEANE) The above list of| |email Jullsaes was reduced by
eliminating email accounts with no hits in

and by eliminating
email accounts dealing with administrative, sales, product/service

information, or those containing spam-like content. Of theq
accounts, the following[::::::f] were deemed appropriate for further
analysis: : '

(s//0c/NF/Frandl EJ
nd
several other accounts I The email
"Wadvertises~anweventwatLEH€1 and is not
pertinent.

(S//O(“/NF‘/F‘TSA)I

L
|and several other

accountrsl

i The content of the messages has been reviewed by| Iand
marked "not pertinent.' :

IQ//O(‘/NF‘ll I

10.  (S//OC/NF)

- /
%;bQET//ORCON/NOFORN/FISA//Z0310720
- 34
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§§§<ﬁﬁ//ORcon/NOFORN/FIsA//z-}10720 b

To: | From: COUNTERTERRORISM o b2 ,
Re: (5) 7/20/2006 . L7E . h1
. ' ‘ - ) / b i/"»"—\'k ) ]C é.;',_
: - RTA

(S//OC/NF) A search for the email address

-iS?’“ﬁ” within the database revealed this account:
b1 .
bz :
bTE .
b4 ‘ .
D (8) Searrhesg far the amail addrqu It.if-h-]n ya)

b6 the
-~ datdpase;| [TIe WoTrTa WIte WeD USINg ThE Google
search tool, and other databases avallable to ECAU were negative.

B7A W S , .
i 7) The IP address as noted above and utilized at no
regolves to h7E

— b4

(S//OC/NF) An analvsis of the TP history ffr this account shows .
IP addrecsses regnlsri rﬁbl"D

(&)L |
. | Théeéxe 15 one (1)
(2 1 I Soress Teso vy To lin bl
o | L bia
|: S :I IP. .addresses. . .re r:n]_,V,.]_..ng...u.t..Q....Ava..];ui.g.us....AI.S.PA.'...S..i
isj»x (S//0C/NEY On 7/18/2006, the header an tional information for
: as provided hv was queried |
Results indicated the emarr
‘(Sj““"address“ as communicated with the following
| |emall addresses:
(5]
bl
04 '
n7D _ éteﬁﬁy//oncon/noyoan/FISA//20310720
iy : , ke N ,
L7C : '
n7A
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§3§gﬁi//ORCON/NOFORN/FISA//f'ih0720

' bl

To: | From: COUNTERTERRORISM ho
Re: 7/20/2006 -
b7 E
DA

2l

%r 7/ORCON/NOFORN/FISA//20310720
| 36 |
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To:
Re:

sﬁ?iiT//ORCON/NOFORN/FISA//2 110720

| Erom: COUNTERTERRORISM

(o)

7/20/2006

e

ool oNNe;
=1 B

18

:Eggzé&//ORCON/NOFORN/FISA//z0310720
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To: | From: COUNTERTERRORISM
Re: —13) 7/20/2006

gg§xﬁ://0RcoN/N0F0RN/FISA//E 10720

i

(5]

ngT//ORCON7NOFORN7 FISA//20310720
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| é?;ggh//ORCON/NOFORN/FISA//2 n7aa

'

To: | eran.  COUNTERTERRCRISM Il
Re: (S) 7/20/2006 bk
| b7a

15

mxsm/zouo 720

39
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(5]

To:
Re:

§g$;§E?/ORCON/NOFORN/FISA//Zi 110720

| oore COUNTERTERRORISM

(S)

7/20/2006

oo

~] el

[Ny e

tx)

SESRET//ORCON/NOFORN/FISA//20310720
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SM/ /ORCON/NOFORN/FISA//Z i10720 D1
v b2

To: L | oo COUNTERTERRORISM BTE
Re: (8) 7/20/2006 b7

(3]

SWT; 7ORCON7NOFORN7 FISA//20310720
| 41 bl
- hé
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To:
Re:

SE><ET//ORCON/NOFORN/FISA//Z 110720

| From: COUNTERTERRORISM

Lo}

7/20/2006

bl -

bZ
bR

- n
I
N Y

181

SESRET/ /ORCON/NOFORN/FISA/ /20310720 .
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15

To:
Re:

—Cxam. . COUNTERTERRORISM

{s)

7/20/2006

5T/ /ORCON/NOFORN/FISA//% 110720

1
bz
h7E

7R
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(5]

s%&(?T//ORCON/NOFORN/FISA//i 10720

To: |From:  COUNTERTERRORISM 1
Re: (S) /20/2006 N
b7E
SREKET//ORCON/NOFORN/FISA/ /20310720
44 bl
. bé
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SE>4T//ORCON/NOFORN/FISA//% 110720

o
To: | From: COUNTERTERRORTSM b7E
Re: (8] 7/20/2006 b7
&)
.s§§xzr//ORCON/NOFORN/FISA//z0310720
45
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‘To:
Re:

’§E$<$T//ORCON/NOFORN/FISA//Z. 10720

AL

| From: COUNTERTERRORISM oy

7/20/2006 ' b7E

L7A

18

46
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1
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15)

To:
Re:

—

| evom:.  COUNTERTERRORISM bl
7/20/2006 k2

L7E

k7R

%E;aaf}/ORCON/NOFORN/FISA//z0310720
o o
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(5]

TO:
Re:

SE><§T//ORCON/NOFORN/FISA//Z }10720

e

| From: COUNTERTERRORISM . ..
7/20/2006 ?;E

1T R
2in

?§§QET//ORCON/NOFORN/FISA//20310720
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SE><JT//ORCON/NOFORN/FISA//2 10720

To:| | From:  COUNTERTERRORISM -1
Re: S 7/20/2006 . ] L2
T E
| i::;"l’:lv&ﬁk
(5):

S}éﬂ@?//ORCON/NOFORN/FISA//Z0310720
' . 151
49 o be
o NS
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sﬁ{<1;:'.r/ /ORCON/NOFORN/FISA//4 110720

- i A_).l
To: | Erom. COUNTERTERRORISM o
Re: (8] 7/20/2006 e
‘ h7E
(5]
Sﬁ(éT//ORCON/NOFORN/FISA//Z0310720
50 ‘ bl
13
L7C
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sP<FT//ORCON/NOFORN/FISA//2 10720

To: | From: COUNTERTERRORISM i
Re:l TS, 7/20/2006

wJ

1

P
]
”

ot
GG N
4

Y

(5]

SE T//ORCON/NOFORN/FISA//20310720
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C3T//ORCON/NOFORN/FISA/ /2, 10720

To: From: = COUNTERTERRORISM Dz
Re: (85) 7/20/2006 ok
|
(2
EE;REEZ/ORCON/NOFORN/FISA//Z0310720
- bl
52 : |eJ53)
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., To:
Re:

(o)

/ /ORCON/NOFORN/FISA//Z 110720

COUNTERTERRORISM b}
7/20/2006 b
b7E

51

53
1
b
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(51,

To:
Re:

S§><§i//ORCON/NOFORN/FISA//Z 510720 .l

(S)

| From: COUNTERTERRORISM bZ
b /20/2006 B7E
S

éBSﬁ@T//ORCON/NOFORN/FISA//Z0310720
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ghﬁig;//ORCON/NOFORN/FISA//%/ o720

To: I Erom:- COUNTERTERRORISM Il
Re: ({9) 7/20/2006 bz
’ ‘b72
(8] : bR
b
B7C
k‘.'?‘ﬂ_
[ I o . .
:CSE@%%iﬁﬂ:The above list of email addresses was reduced by
eliminating email accounts with no hits in and by eliminating 2

email accounts dealing with administrative, sales, product/service nTE
information, or those containing spam-like content. Of the o
accounts, the followingl were deemed appropriate for

analysis: '

SEDRET/ /ORCON/NOFORN/FISA/ /20310720
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ggﬁﬁiT//ORCON/NOFORN/FISA//2?“l0720 oy

: b2
To | From: COUNTERTERRORISM g
Re: —TS7 7/20/2006 -
LA

(S//OC/NFEY

a3l (c//mh/mr/rTan

11.  (8//0C/NF)

(S/4

the database revealed this account

igj.””

e e e e o

(S//NF) S
indicated

within 21

F) A search for the email'addres1

earches forl in an ECAU database

b2
B7E
nd
7D

e
- AN

¥ Fil}
BN

............. | | The content of

(8)  Tostaces

T ot available. bearches Tor the accounts in the
and in [:::Pere negative.

SEZéE&//ORCON/NOFORN/FISA//Z0310720
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SEP<JT//ORCON/NOFORN/FISA//2 "1.0720

To: | | From: COUNTERTERRORISM
Re '7/240/2006‘
18 ]
el
b2
BiE
(S) Searches for the email addressl| ithin ACS, bf
the | - b7D
database, | [ and the World Wide Web using the Google ¢
search to0l were negative. ' : T
() - |
':Z§Z?EEZEEI:The IP addrass as noted ahave and utilized at account LA
‘ isj_Mgrgationmresolve5~to- v I
fU?‘““~-§SZ§§§2EEﬁ An analvsis of the IP historv for this aQCQ”DI»stmﬁl |
bl _ :
PT1A (8] | IP addresses which resolve to various ISP's| [
' k1
b7 E
(8 (S//QC/NEY On 7/16/2006, the header ?nd_ixanﬁactional,information for
as provided by was queried| |
[ Results indicated the emgil B

. -.-addres has communicated with the following
(S
email addresses. . :

13)

SEERET7 7URCON/ NOFORN/ FISA/ /2 0310720
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s;;(@r//oncon/NOFohN/FISA//zg”p0720

To: From: COUNTERTERRORISM .
Re: (5} 7/20/2006 ' ;;
'-, b7a

bl
' - b
(- : ‘ [SWRY;
| USALeerNF : nlv m which u
' I:S:l _were froml
18y - - '
) | All other messages were R
(5] TeCeIved] nd were not read by the user
' at the time the NSL data was-collected,| |
(Ujh":E;zRﬁSZﬁEI The above list of[::]email addrgsses was reduced by bz
- eliminating email accounts with no hits in .and by eliminating hiE
- email accounts dealing with administrative;—saztes, product/sg ice
information, or those containing spam-like content. Of the |
accounts, the following were deemed appropriate for further -
analysis: ' : '
(s/70c/NF/ETSA
(c) b1
: 4
b7l
b6
. hic
SEPKET/ /ORCON/NOFORN/FISA//20310720 b7A
| 58
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~ s8p<;T//ORCON/NOFORN/FISA//2 0720

To: | Erom:  COUNTERTERRORISM b
Re: (S) | 7/20/2006 oo
’ L7E
o bin
(&)
12 (8//0C/NEFY

e e

[

oo liolo ooy
- c

|

v
RN

b1
kZ
o}
7D
» ols
o ey BicC
(S//OC/NF) A search for the email address| within [~
‘the database reovyesaled thic account -  — bR
TS - -
1l o
bz .
575 .
(S) Searches for the email addresd within ACS, the
batabase,
| S WOT 1de Web using € Google search tool,
(Uj and other databases avalilable to ECAU were negative.
"“(S F') The IP ad as noted above and ntilized at account LA
creation resolves to —_— . This is ab-
default IP address used iIn some| [ accounts at registration and RJ/E
(g does not signify the actual location of the user. ' : ‘ nd

An analysis of the TP history for this apcount sboue | r_j‘[

--------------- 1P address-resolving|
The history then has the following

.
Tl R UOwWIL, bl

_—[:;TT' |IP addresses 17n
resolving to

: o0
sg;%g&//ORCON/NOFORN/FISA//20310720_ b7E
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See T/ /ORCON/NOFORN/FISA/ /27 0720

To:l | Bxom. COUNTERTERRORISMl.m
Re: S 7/20/2006 Bz
r7E
bTA
. IP addresses
|: S :I reSOl wino.otocosrariainng TQDLo 9N 1 | »

i | 1P address resolving to
| I
(o1 l1p

“hﬂﬂrﬁq&mqwresolvingi |

|1p addresses

resolving to various I15P's 1n the US.

\Sliéeiﬂf"On 7/16/2006, the header and transactional information for
ks provided by | l was queried

Results indicated the email

'”addressl [has communicated with the following
email a TS

L7A

A

 (SZ/#S6#NE]_None of the above list of[:] email addresses, with the
below listed exception, were deemed appropriate for further analysis.
All accounts either produced no hits in I or were associlated with
administrative, sales, product/serv1ce Information, spam, or otherwise
non-pertinent information. b

SE§E@T//ORCON/NOFORN/FISA//20310720 DTE
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&)
b
D
T~
A
&
8
nl
) 9
TR
b
|SWaN.
hé
niC
hTA

é§§<3;//ORCON/NOFORN/FISA//zf';0720

I Eyom -

To: COUNTERTERRORISM ©©
Re: (8] 7/20/2006 b
o)
(S//0C/NF/FISA) tias served a NSL by and ECAU
analysis of the resu T e this communication.
'13.  (S//OC/NF
1
il
7
7C
1A
bl
b2
hi7E
, : ieNa.
(S//OC/NF) . arch for the email address NG
within the database revealed this accommes e
. A
(S//QC/NEF/FISH .
| [ However,
“TNETE IS NC CONUENT [ and they have been marked
'not pertinent' byl i :
(S) Sesrches for the email addressd liithin ACS, b1
the N7
database,| € WoT Tde Web using the Google 97;
search tool, and other databases available to ECAU were negative. {4“
(e F) The IP ad gccount 7D
creation resolves to _— *This is a bh¢
default IP address used In some | [ accounts at registration and 17 C
does not signify the actual location of the user. 'g%g

’SPﬂiiy//ORCON/NOFORN/FISA//20310720
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spel T/ /ORCON/NOFORN/FISA//2( 0720

, B
To: | | From: COUNTERTERRORISM el
Re: (8) 7/20/2006 SR e
, » hlE
(I b7A
(S F) An analysis of the IP histoxry for this account showJ |
Zddresses Yesolving to| + D7D
| , | both resolvimal ¢ history~®
then shows | e addresses h70
[(&) ‘fesolving to ISP'Y | The history next shows , 7R
| IP addresses yresolving to o
. both resolving
'tSJ co oo ... [T The Tast entry provideq 1o The historvi |
IP address te&vlving
(5) - (S//QC/NF) Qn 7/16/2006, the header and L -ional information for
1 |as provided was queried within
the Bulk Emajl—liddraccs Taarsh Tanl af esults indicated the
ts email addresd Nas communicated with the
fﬂﬁ following emall addresses: '
jeyi
)
L7E
jol!
7D
bé
o NAS
b7A

§BE§E$//ORCON/NOFORN/FISA//Z0310720
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SES<{T//ORCON/NOFORN/FISA/ /21 }0720

To: | From: COUNTERTERRORISM 0o

Re: (9 7/20/2006 be
b b2
b7A ' : h7E

RN

°EEZ?©€1335 Ncne of the above list of email addresses, with the
below listed exception, were deemed-apptf:ffate for further analysis.

o All accounts either produced no hits in or were associated with
. administrative, sales, product/service 1miormation, spam, or otherwise
non-pertinent information.

(S//QC/NE)
bl
b7A
14. (S//0C/NF
bl
14
7D
|13
R7C
7R
(S//0C/NF) arch for the email address ?{
tsj within the database revealed this account: 182
e . b7E
\ e JoF!
¢ n7 D
L] R .‘ s
. 1:‘ (‘
hiC
(Sjv, (S//NF) Searches for in an ECAU database nin
. A ; : t .
— which 1s an account
fﬁj [0 NN R 0 W =3 (=T A vk o] " Oom27207Z006, CIiIs accodnt sent an emall to
i53,1~ ]and‘numerous other accounts. The content of
the message 1s not available. Searches for the account in :
database and in were negative. '
=1
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