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SÏJ^T/ORCON/NOFORNi 

To : COU 
Re : (S) 

i t - a r h o r r n r i a i r i E V n m . n m i n f O T - h o | " r - n r - j ctt] bl 2/13/2006 , ^ b/A 

classification markings may not be incorporated into any criminal 
affidavit, criminal court proceeding or unclassified 
investigative file. The information in this document is intended 
to be used for lead or background purposes only. No further 
dissemination of the material classified ORCON in this document 
may be made without prior approval.of the originating agency. 

Some of the intelligence provided in this communication has 
'been obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBI HQ. 

X Per 50 U.S.C. S 1806 (b) &. 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S.- person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

M 1 

TEZ^^^TSET The Electronic Communications Analysis Unit (ËCAU) 
is part of the Communications Exploitation Section (CXS), 
Counterterrorism Division. ECAU performs analysis on U.S.-based 
e-mail accounts used by individuals suspected of involvement with 
international terrorism. ECAU provides its analytic products to 
Field Offices, LEGATS, and the U.S. intelligence, community. 
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Jp^^IlF) Due to the large number of NSL results to analyze and 
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(U) 

( 3 ) 

will be returned to the field in multiple ECs rather than one (1) 
large EC. 

Below is a del-.ailed synopsis of the subscriber 
information obtained from| as well as associated analysis 
derived byECAUfortheaccount The emai1 
header information for each account as w e n as EL'AU 1 s associated 
analysis is also provided. 

The 4- V»̂  
following information for the emailaddress 

^XS/^ÖÜT^^) The IP a^rpqq a « nnfpH ahnvp anH ì ] t-i 1 j ̂ rj 
at account creationresolvesto 

An analvsis of the IP historv shows the account 
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gent11 pma i 1 s frnmTP addressee resolving 
the armiint-
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(U) Per open source references, the Zip/Postal code 
(inputted by user at account creation) is not a valid 

United States ZIP code. 
b2 
b7E 

(U) The below descriptions, extracted from I |Help Pages, b4 
describe the account's capabilities w i t h i n P |as noted in the b 7 D 

Mail: Mail is an email application that allows 
you to send and receive email messages over the Internet. You 
might have another email account at work or school, but 
Mail allows you to send and receive email from any r-nmpntpr with 
Internet access anywhpre in the world. _LQ_addiJ:ion, your 
Mail account comes with 

Address Book. 
Calendar, Notepad, aTuT 

is a tool that allows you 
to store fixes onnne ana cnen access them from anywhere. Think 
of'it as an extra hard drive that you can use from.any computer 
connected to the Internet. We give you 30MB worth of.space for 
free, to get you started. 

(S//0C.NF) A search for the e-mail address 
within the| ldatabase revealed this ancon 
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3 
I 
associated with \ 
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nounterterrori.sm From: Counterterrorism To: 
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LEAD(S): 
Set Lead 1: (Info).... 

ALL RECEDING OFFICES 
(U) For information and action as deemed necessary. 
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S^paK^T / ORCON/NOFORN 

To : Counterterrorism 
Re: (S) 

From: Counterterrorism 
3/28/2006 bl 

b7A 

(U) 

Administrative: fisi This document is classified 
SECRET/ORCON/NOFORN. Portions of this document carrying these 
classification markings may not be incorporated into any criminal 
affidavit, criminal court proceeding or unclassified 
investigative file. The information in this document is intended 
to be used for lead or background purposes only. No further 
dissemination of the material classified ORCON in this document 
may be made without prior approval of the originating agency. 

Some of the intelligence provided in this communication has 
been obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBI HQ. 

Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S.- person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

The Electronic Communications Analysis Unit (ECAU) 
is part of the Communications Exploitation Section (CXS), 
Counterterrorism Division. ECAU performs analysis on U.S.-based 
e-mail accounts used by individuals suspected of involvement with 
international terrorism. ECAU provides its analytic products to 
Field Offices, LEGATS, and the U.S. intelligence community. 
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Details: J^f^O^^lEX Per referenced serial 371 
results of a National Security Letter served to 
following ten (10). email addresses 

sent ECAU the 
for the 

Jj^T^^S^Eti^ brovided approximately 100 pages of 
header/transactional information for the above ten (10! 
in hard-copy form. [_ 

accounts 

(U) 
has approved of this course of action. 

(S) 

Comment: In'the below analysis, a 
'negative' hit in ACS or| | includes theism, instances where the 
only h.JJ"~ J-J.-1 -i ^-
number 

i-.q in t-hfacjp riafahaBPs referred to documents under case 
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(U) Comment: All of the email addresses 
contained in. this document (the given ten nni n]nc; ̂ nw an-prnafp 
accounts) produced negative results in j-hel 

~l- thpl 
LldLdJJdSfci 
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b7D 
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b7C 
b7A 

database on queries run 3/2//'¿UUb. 

ia//nr mpì l_ 

database 
and the 

the 

(S//OC,NF) -A search for the email address 

(S) The account as. well as all listed 
and the World Wide alternate accounts"; were negative in ACS, 

Web using the Google search tool. All alternate.accounts 
produced negative results in 

S|!SKE¡3V0RC0N/N0F0RN 
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To : Couijitprtprrnri ,sm Frnm• .Counterterrorism 
Re: (S) 3/28/2006 

(S//OC.NF) 2. 
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(S//OC,NF) A search for the email address 
nHal-ata.qp rpvealpd this r̂.nnnrit-

within 

( S) The account 
accounts, were r 
the Google 
results in 

. as well as all listed alternate 
eudLive 111 I and the World Wide Web using 
h tool. All alternate accounts produced negative 

(S//OC,NF) 3 

Other Screen Names/Alternate Email addresses: none 
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3/28/2006 fri (S) 
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t Q / /rsr MFi 

emails deal and are not relevant 

(S) The account i/as negative in ACS, 

Other Screen Names/Alternate Email addresses: none 
fs//nr.rNFì A search for the email addres 
within the. iatabase revealed this acccW 

(S) The account was negative in ACS, 
the World Wide Web using the Google search tool. 

(S//0C, NF) 5 

Other Screen Names/Alternate Email addresses: 
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/rin JjlF) A search for the email address 
^ ^ h a s p i-pvsalpH this arrnnnl-; 

within 

S//0C.NF) 

as well as all listed alternate 
and the World-Wide Web using 

(S) The account 
accounts, were negative 111 ALb, 
the Google, rn-i-rr-hj tool. All alternate accounts produced negative 
results in 

Other Screen Names/Alternate Email addresses: 

(S//OC.NF) A search for the email address 
within theT database revealed this account 
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All all Web using the Google search t 
produced negative results in|_ 
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.and the World Wide 
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Other Screen Names/Alternate Email addresses: 
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(S//OC,NF). 
within tha 

search for the email address 
Hatabase revealed thi.q accoutre 
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(S) 

(S) . The account 
alternate accour 

as well as all listed 
ACS,I and the World Wide res-,—writ; ntiyduivt;—n 

Web using the Google search ^ool. All alternate accounts 
produced negative results in 

Other Screen Names/Alternate Email addresses: none 

(S//OC,NF) 
within the f 
(S//OCr NF) A search for the email address 
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(S) All I I QI-PH alternate accounts for 
negative in 
Google search tool 
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Counterterrorism From: Counterterrorism 
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_LSJ ACS. 

LSJ "According to records provided hv 

(S//OC.NF) A search for the email address 
within thel I database revealed this accolnTr 

reveal any new information no 
described above. 

(S) All listfiri 
negative in 
Google search tool 

alternate 
ACS, I 

accounts for 
I and the World Wide 
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Re: 

SE^fC^T/ORCON/NOFORN ) 
r'nnnt-prfprmriam FVnm • Counterterrorism 
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LEAD(s): 

Set Lead 1: (Info) 

ALL RECEIVING OFFICES 

(U) For information and action as deemed necessary. 
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Reference : (S) 
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To: 
Re: 

1 COUNTERTERRORISM 
5/20/2006 

t)l 
b2 
b7E 
b7A 

( U ) 

ÍU) 

(U) 

(S) 

to used for lead or background purposes only. No further 
dissemination of the material classified ORCON in this document 
may be made without prior approval of the originating agency. 

Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
'Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

m 

V. 

ThP F.l pr-troni r. Cnnnnnn i ra t i on s Analysis Un 
part of the 

t (ECAU) is 
Counterterrorism Division. CjI.au perrorms analysis on u. S. -based 
e-mail accounts used by individuals suspected of involvement with 
international terrorism. ECAU provides its analytic products to 
Field Offices, LEGATS, and the U.S. intelligence community. 

b2 
b7E 

r i P h a i 1 <3 ; (cj//nr/vnf) 

{ST^&Q^F) Due to the large number of NSL results to analyze and 
le priority nature of this investigation, analysis of the NSL's 

will be returned to the field in multiple F.Cs rathpr than one (1) 
large EC. The NSL results for the following 
addresses were analyzed by ECAU in this.EC: 

bl 
b4 
b7D 
b6 
•b7C 

email 

/URCUJSI/NOFORN/:b7A /¿0310520 

NSL VIO-3673 



To: 
Re : rsy 

/ORCON/NOFORN/ FI SA/ / £ )10 5 2 0 
.bl 
b2 
b7E 

1 From- COUNTERTERRORISM 
5 / 2 0 / 2 0 0 6 

b' 
bl 
b4 
b7D 
b6 
b7C 
b7A 

Comment: The following 
accounts and will not be analyzed by ECAU. These 
accounts were 

Î 
lso served a NSL by 
of which are active 

addresses are inactive I 
making a total of 

forth in the lead. 
and will be analyzed as set 

b2 
b7E 

bl 
b4 
b7D 
b6 
b7C 

The<information detailed below is the "User Info" provided by 
Also included below is the analysis provided by ECAU 

rj 
regarding these email accounts. 

Comment: In the below analysis, a 'negative' 
hit in ACS7~1 | or other databases includes those instances 
where the only hi 
undercasenumber 
documents. 

g in <-ht Hat- bases referred to 
or information found 

documents 
in those 

b4 
b7D 

bl 
b2 
b7E 
b7A 

bl 

S^RÇT/ / ORCON/NOFORN/ FI S A/ / 20310520 

NSL VIO-3674 



Jpl><|j//0RC0N/N0F0RN/FISA//2; ¡10520 

TO: 
Re : 

From: COUNTERTERRORISM 
5/20/2006 

bl 
b2 
b7E 
b7A 

1. (S//0C/NF) 

'S//OC/NFV A search for the email address 
Irìat-ahacip revpalpH this arrluiHI within th 

bl 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b4 
b7D 
b7A 

(S) A search for the email addres-
the 

"i ihi n ACS, 
•I DW 

database, the World Wide Web using the Google search tool, and 
other databases available to ECAU were negative. 
rq//nr/MFM The TP aririrpss as nnteH a h n w rpsnlvps to bl 

b7A 
An analysis of the IP history for this armnnt shows 

nine(9)log-ins between12/22/2005 and2/13/2006. 

bl 
b2 
b7E 
b4 
b7D 
b7A 

"gj On 5/IS/? nnfi the header and transitional information 
as provided bv 

indicated the email address 
w ith the following email 

r 
auurüyuey: 

was queried 
Results 

Has communicated 

SÍJpRÍ^/ //ORCON/NOFORN/FISA//2 0 3105 2 0 

4 

NSL VIO-3675 

bl 
b2 
b7E 
b4 
b7D 
b7A 

bl 
b7A 



S ^ X ^ / /ORCON/NOFORN/ FISA/ / 2 ¡10520 

To: 1 From- COUNTERTERRORISM 
Re : (s) 5/20/2006 

b7A 

bl 
b4 
b7D 
b6 
b7C 
b7A 

{sZ^Q^^X^ None of the above list| email addresses warrant 
further review. All| |email addresses are either accounts with 
no hits in| ] accounts dealing with administrative, sales, or 
product/service information, or accounts containing s 
content. 

spam-like 

SBb^JST/ /ORCON/NOFORN/FI SA/ / 20310520 

5 

NSL VIO-3676, 



To 
Re 

From: 
(s) 

£T/ /ORCON/NOFORN/ FIS A/ / 2i )10 5 2 0 
COUNTERTERRORISM 

5/20/2006 

bl 
b2 
b7E 
b7A 

S) 

(S//OC/NF) A ssarrh for the email address 
within t'hpl lHal-ahago r-o-t̂oa 1 oH t±LJ_£ ar-A-

^//nr/MF 

(S) A search for the email address 
ACS 

within 

aaraoase, une woria wiae weo using rne boogie searcn tool, 
and other databases available to ECAU'were negative, 

SiSS^T//ORCON/NOFORN/FISA//20310520 

NSL VIO-3677 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b4 
b7D 
b6 
b7C 
b7A 



To : 
Re : 

1 F-RNM • 
SÏ><^T//0RC0N/N0F0RN/FISA//2; Ì1052 0 

bl 
b2 
b7E 
b7A 

COUNTERTERRORISM 
5 /20 /2006 

(S) 

S//0C/NF) The IP address as noted abover utilized at account 

(U) 

creation, resolves to 
user- can not be determined trom this 

The actual location of the 
IP address.. 

jqTZ^Prtg^tgF^ An analysis of t"hp TP history for the* arrniin)-

b2 
b7E 

bl 
b4 
b7D 
b6 
b7C 
B7A 

(U) 
-(Ü : or 
witTTTTT 

FM On the header and transitional information 
| was queried as provided by 

indicatedthe emailaddress 
communicated with the following 

-Results 
has 

email aaareyyyy: bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

ST//ORCON/NOFORN/FISA//20310520 

NSL VIO-3678 



/ORCON/NOFORN/ FI SA// 2 )l052 0 

TO : 
Re : 

"I E1^™ • COUNTERTERRORISM 
5 / 2 0 / 2 0 0 6 

<S) 

bl 
b2 
b7E 

(U) 

bl 
b7A 

None of the above list of | | email addresses priants 
further review. All accounts either produced no hits in 
are associated with spam-like content. 

or 

3. (S//OC/NF) 
NSL Results 

S) 

(U) 

(S) 

n vr-v̂  -Fr\ir tiua. email address— 
within the database revealed this 

account 

(S) 

bl 
b2 
b7E 
,b4 
b7D 
b6 
t) / C* 
b7A 

(S) A search for the email address 
within ACS, the 
yearcn LO 
^//nr/MF) 

£ d'atauase,—me wonu w±ue wieu us±ny—tue buuyiy 
and other databases available to ECAU were negative, 

Thp TP aHriross ag nntgH above•resolves to 

J5èR^T//0RC0N/N0F0RN/FISA//20310520 b l 

' ,b7A 

b2 
b7E 

b7D 
b6 
b7C 
b7A 

NSL VIO-3679 



àJ2>*^//ORCON/NOFORN/FISA//2 Ì1052I 

To: 
Re : 

1 
w 

COUNTERTERRORISM 
5 /20 /2006 

bl 
b2 
b7E 
b7A 

/ORCON/NOFORN/ FI S A/ / 20310520 

9 

NSL VIO-3680 



(U) 

To: 
Re : UTT 

G | £ > < Ì E L / / 0 R C 0 N / N 0 F 0 R N / F I S A / / 2 )1052 0 

From: COUNTERTERRORISM 
5 / 2 0 / 2 0 0 6 

bl 
b2 
b7E 

jjaZ^^e^dSj^ Of the above list of| | accounts, only, 
produced a hit in| |that was not related to administrative, 
sales, or spam-producing accounts: 

Device Information for Mobile Account 

(S) 

uevice : copile tenone 
Carrier : 1 
Device Address : 
1-Way Messaging!—TST3" 
2-Way Messaging: No 
Web: No 

b2 
b7E 

bl 
b4 
b7D 
b6 
b7C 
b7A 

/ORCON/NOFORN/ F I S A / / 2 0 3 1 0 5 2 0 

. 1 0 

NSL VIO-3681 



(U) 

(SJ 

(S) 

(S) 
(U) 

bl 
b4 
b7D 
b6 
b7C 
b7A 

(U) 

To: 
Re : 

¡¡J//ORCON/NOFORN/FISA//2< 11052 0 

From: . COUNTERTERRORISM 
5/20/2006 b2 

b7E 
b7A 

[f\ A—searrh—for t.he email address 
within the 

tOUUUlil. \ ' 
database revealed this 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

( S ) A search •F̂ T* t ' h o o r n a i 1 a H H r o c c 

w i t h i n ACS. 
]dàtabaàè,. thè Wórld Wìdé Web uéing the boogle 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

search tool, and other databases available to ECAU were negative 
t Q / /nr /MCI TKa TP a^raee a a n̂ -t-arl ahATfo ttoq £_q bl 

b7A 
Z\n ana 1 wo -i o t±L£ TP hi cfnru r\ € the ar-r̂ nnt-

Tnis suggests 

JFTZZttZatF) On 5/16/9006. the header and transitional information 
( S ) ^ fori 

|| ̂  J indicated the email address 

as provided bvT . _ _ _ _ , was queried 
I I Results 

has 
communicated with the followiridf s m a i i àddfèsséfe 

S^SSS^E//ORCON/NOFORN/FISA/ / 20310520 

11 

bl 
b2 
b7E 
b 4 

b7D 
bo 
b7C 
b7A 

NSL VIO-3682 



//ORCON/NOFORN/FISA//2 

To: 
Re: 

FVom: COUNTERTERRORISM 
5 / 2 0 / 2 0 0 6 

110520 
b2 

' hl\ 

. b7i 

bl 
b4 
b7D 
b6 
b7C 
b7A 

1//ORCON/NOFORN/FISA//20310520 

12 

NSL VIO-3683 



J g X f / / ORCON/NOFORN/ FI SA/ / 2| iL 0520 bl 
To: 
Re : T5" 

1 From- COUNTERTERRORISM b2 
5 / 20 / 2006 b 7 E 

b7A 

bl 
b4 
b7D 
b6 
b7C 
b7A 

SJSSMCC//ORCON/NOFORN/FISA//20310520 

13 
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To: 
Re : TïïT 

^ S È X ^ / / ORCON/NOFORN/ FI SA/ / 2 Ì10520 

1 Frnm• COUNTERTERRORISM 
5 / 20 / 2006 b 2 

' • b7E 
b7A 

bl 
b4 
b7D 
b6 
b7C 
b7A 

JÌ3SREJ/ / ORCON/NOFORN/ FI S A/ / 20310520 

14 

NSL VIO-3685 



T//0RC0N/N0F0RN/FISA//2v k0520 

TO: 
Re : TS71 

1 fîrnm- COUNTERTERRORISM 
5 / 20 / 2006 

bl 
b2 

•• b7E 
b7A 

bl 
b4 
b7D 
b6 
b7C 
b7A 

jlCRÌJ//ORCON/NOFORN/FISA//20310520 

15 

NSL VIO-3686 



TO: 
-Re : T57 

jpî*<|T//0RC0N/N0F0RN/FÏSA//2^ '10520 
'bl 
b2 
b7E 

1 From: COUNTERTERRORISM 
5 / 2 0 / 2 0 0 6 

b' 
(S) 

bl 
b4 
.b7D 
b6 
b7C 
b7A 

(U) The above list 
eliminating email accounts with no hits.in 

email addmssñs was reduced by 
and by 

b2 
b7E 

eliminating email accounts dealing with administrative, sales, 
product/service information, or those containing spam-like 

emails, the following content. Of the 
appropriate for further analysis: 

were deemed 

(S) 
(S//OC/NF| |LS found on two (2) 

files, ontwo(2)piecesofmediaassociated with 

SEèl^//ORCON/NOFORN/FI SA/ / 2 0 310 5 2 0 

16 

.bl 
b4 
b7D 
b6 
b7C 
b7A 

NSL VIO-3687 



SFE<DST/ / ORCON/NOFORN/ F I S A / / 2 À 0 5 2 0 

(S) 

(S) [ 

(S) 

bl 
b4 
b7D 

To: 
Re: 

From: COUNTERTERRORISM 
5 / 20 / 2006 b 2 

b7E 

Both .files contain copies of emails 
which, do not provide pèttlfiêht information. 

/ c / /r\n / u n 

'rne email address was mostly 
found within a text file that appears to be a list of addresses 

bl 
b7A 

bl 
b2 
b7E 
b4 
' b7D 
~i b7A 

JUJ Comment-: an nnpn gnnrpp qoarnli -i nH -i fa 1- oo hha^ 

IQ/ /nr-/MT7M 

The bl 

Tne emails contained non-pertinent 
I N I U I U I D L I U I F . 

. / c / /r\n /K i r 

ine rues are enner m siacK space or 
do not contain pertinent information on the account. 

(U) Comment: The definition for File Slack is: 
File slack potentially contains randomly selected bytes of data 
from computer memory. If there is not enough data in the file to 
fill the last sector in a file, DOS/Windows makes up the 
difference by padding the remaining space with data from the 
memory buffers of the operating system. RAM slack can contain . 
any information that may have been created, viewed, modified, 
downloaded, or copied during work sessions that have occurred 
since the computer was last booted. , 

bl 
b2 
b7D 
b4 
b7D 
b7A 

i G / /NR- /MTT 

general 
and contained 

messages (all non-pertinent 

Sj^B^T//ORCON/NOFORN/FI SA//20310520 

or 

bl 
b2 
b7E 
•b4 
b7D 
b6 
b7C 
b7A 

17 
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To: 
Re : W 

£0jD?><^T//ORCON/NOFORN/FISA//2; '1052 0 

Z Z L From : COUNTERTERRORISM 
5 /20 /2006 t)2 

b7E 
b7A 

/Q //NR/MTT\ 
The files are 

bl 
b4 
b7D 
b6 
b7C 
b7A 

not provide pertinent information. 
:S//OC/NF) 

several oLiiBi1 yccounm on emails 
1 The emails•contain forwarded non-pertinent 

and 

! C / /Or /MIT 

[ 
many utnei dcuuuiiLS uiiÇ ] eiuaiis S E I I L 

ana 
These bulk messages contain nori-bêïtmént 

intormatTon. 

5. (S//OC/NF) 
NSL Results 

(S) 

bl 
b4 
b7D 
b6 
b7C 
b7A 

(S//0C/NF) A search for the email address 
within the| ~|database revealed this account 

J//ORCON/NOFORN/FISA//20310520 

18 

bl 
b4 
b7D 
b7A 

(Q i/nr /NITTM 
and 

many otner accounLS on an email 

bl 
b2 
b7E 
b4 
b7D 
b7A 

bl 
b2 
b7E 
b4 
b7D 
b7A 

bl 
b2 
b7E 
'b4 
b7D 
b6 
b7C 
b7A 

NSL VIO-3689 



J3Ej><^i / / ORCON/NOFORN/FIS A/ / 2 )l 0 5 2 0 

To: 
Re : (S) 

1 FIVNM- COUNTERTERRORISM 
5 / 2 0 / 2 0 0 6 

bl 
b2 
b7E 
b7A 

( s ) £ for- t h o a m a i 1 a H H r o c o 

ACS. 
i.7i t-h i n 

aatauase,—me woriu wiae i/veu using liiu booyie searcn tool, 
and other databases available to ECAU were negative. 

The IF add.-— "" "^^ ̂ ^ tili 
in creation, resolves to 

does not signify the ar-i-nai lorai-inn of t-hp" user (this is a 

zed at account 
This 

common default IP address for accounts). 

account 
resolves to 

J-ELi—¡LD—analysis nf the—¡LP history associated with the 
how?! I which 

wnicn resolves 
Hpi-prminpii from this TP addressi . 

There is 
I (no location is" 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

b2 
b7E 
b4 
b7D 

bl 
b4 
b7D 
b6 
b7C 
b7A 

T//ORCON/NOFORN/FISA//20310520 

19 

NSL VIO-3690 



ÍU) 

(S) 

(S) 

To: 
Re : 

/ORCON/NOFORN/ FI SA/ / 2 IL 0 5 2 0 
bl 
b2 
b7E 
b7A 

From: COUNTERTERRORISM 
5 / 20 / 2006 

T S ^ ^ ^ Í f Í On 5/17/2006. t-.ha header and t 
for as provided by f 

ransitional information 

I I was queried 
1 .Results 

{Gj \ indicated the email address 
' { communicated with the following email aaarsssês: 

has 
•bl 
b2 
b7E 
b4 
•b7D 
b6 
b7C 
b7A 

b2 
b7 E 

The above list of 
eliminating email accounts with 

email addrg^s^s 
no hits in 

was 
and 

reduced by 
, ( by 

eliminating email accounts dealing with administrative, sales, 
product/service information. or those containing spam-like 
content. Of the| | emails, the followingl \ were deemed 
appropriate for further analysis: 

to./ /nr /MPM 

contains images^ 
any relevant information on tne account. 

m e t i l e is a temporary internet tile wnicri 
] The file does, not produce 

bl 
b4 • 
b7D 
b6 
b7C 
b7A 

rq//nr/NF^ 

and several other accounts on an email The email 
pont a i n s 

) 

T//ORCON/NQFORN/FISA//2 0310520 

bl 
b4 
b7D 
b6 • 
,b7C 
b7A 

20 

NSL VIO-3691 



bl 
b4 
b7D 
b6 
b7C 
b7A 

To: 
Re : 

6. 

(S) 

/ ORCON/NOFORN/ FISA/ / 2«. ¿0520 

1 FTT.TTI • COUNTERTERRORISM b l 

5/20/2006 b2 
b7E 
b7A 

(S//OC/NF) 
within th£ 

(S) 

database revealed this accoi'mr 

(S//OC/NF) The account 
and several otner accounts on an email 

message appears to be spam.. 

the 

The 

(U) 
other databases available to ECAU were negative, 

) The IP address as noted above, utilized at account 

bl 
b2 
b7E 
b4 
b7D 
b7A 

bl 
b4 
b7D 
b7A 

A sparrb fnr thp (annuii aHHrps? with-in A n.q. 

creation, resolves to 
does not signify the actual 1 
common default IP address for 

in This 

bl 
b2 
b7E 
b4 
b7D 
b7A 

t the user (TTTTs is a 
accounts). 

An analysis of the IP history associated with the —i /—' /—» ri I riViAt.TP I I 

^SE^^f//ORCON/NOFORN/FISA//2 031052 0 

21 

b4 
b7D 
bl 
b2 
b7E 
b7A 

NSL VIO-3692 



S J J Ì F ^ / /ORCON/NOFORN/ F I S A / / 2' K 0 5 2 0 

To: 
Re: (S) 

bl 
From ; COUNTERTERRORISM ^ 

5 / 2 0 / 2 0 0 6 . 

b7E 
b7A 

from TP addresses which resolve to 

bl 
b2 
b7E 
b7A 

(S) 
(U) 
(fi» 

(S) 

Ori 5/17/3006. the header and t--ran s 11- i orisi information 
fnr- \ as provided hvj 

emailaddres 
following email addresses: 

was queried 
"Results indicat'eu uië 

has communicated with the 

(S) 

bl 
b2 
'b7E 
b4 
b7D 
b6 
b7C 
b7A 

S^SÇÉT//ORCON/NOFORN/FISA//20310520 

22 • 
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To: 
Re : (S) 

/ORCON/NOFORN/FISA//2 

™ COUNTERTERRORISM Vr-om ' 
5 / 20 / 2006 

(S) 

110520 
bl • 
b2 
b7E 
b7A 

t) 1 
;b4 
b7D 
bo 
b7C 
b7A 

(U) The above list of email addre^s^s was reduced by 
eliminating email accounts with no hits inl and by 
eliminating email accounts dealing with administrative, sales, 
product/service in£prmati on, or those containing spam—like 
content. Of the 
appropriate for further analysis: 

emails, the following were deemed 

b2 
b7E 

T//ORCON/NOFORN/FISA//2 031052 0 
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S|ix^f//0RC0N/N0F0RN/FISA//21 il0520 

TO: 
Re : rsT 

From- COUNTERTERRORISM 
5/20/2006 

bl 
b2 
b7E 
b7A 

(S) 

bl 
b4 
b7D 
b6 
b7C 
b7A 

;S//OC/NF) 

The email address was mostly found within a 
t-e-x-t f i l e that annear.qto he a 1 i at: of addres.qep on a 

mailihy I I U L . 

Marly ot the rues are Temporary internet inea With long lists of 
email addresses with no clear indication as to the purpose of the 
list. 

(S//0C/NF) 

bl 
b2 
b7E 
b4 
b7D 
b7A 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

(s / / or. /NFI 
and numerous other 

gfi^R^f//ORCON/NOFORN/FISA//20310520 

24 

NSL VIO-36'95 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 



(S) 

To: 
Re : (S) 

SBH^T//0RC0N/N0F0RN/FISA//2: 11052 0 
Frnm: COUNTERTERRORISM 

5/20/2006 
bl 
b2 
b7E 
b7A 

a m o u n t s (via nrnnn arron nf.s simFi as 

I These bUlk SittailS Contain non-pertinent mtormation, sometimes 
religious in nature. 

(S//OC/NF) 

(S//OC/NF) _£L_search for the email address 
within the I ldataha.se revealed this ar.rWm 

(S) 

bl 
b4 
b7D 
b7A 

b7A 

s) 

_LSJ & c o a r o h f o r t h a a m a i 1 a H H r p g g 

database, the world wide weo using tne boogie searcn tool, ana 
other databases available to ECAU were negative. 

(Tj) The IP addp 
"creation^ resolves tof̂  

ess as noted above, utilized at account 
in This 

does, not signify the ar.rna i i pr.an on or rne user (this is a 
common default IP address for accounts). 
TgT̂ astfâ yFT AN ANALYSIS of the TP history associated with, the 
account 

SjBSR^T//ORCON/NOFORN/FISA/ / 20310520 
25 

NSL VIO-3696 

bl 
b4 
b7D 
b7A 

bl 
b2 
b7E 
b4 
b7D 
b7A 

b2 
b7E 
b4 
b7D 



To: 
Re : 

Ŝ ><1T//0RC0N/N0F0RN/FISA//2Ì ilo 52 0 

I Fr-nm- COUNTERTERRORISM 
5 /20 /2006 b2 

b7E 
b7A 

werefrom IPaddresseswhich resolve 

bl 
b2 
b7E 
b4 
b7D 
b7A 

b' 

TTnb^^rr) nn s/17/?nnfi. the header and transitional information 
for 
witftih thè Bulk Eiiiàil Ad'dre 

|'s || indicated the email address 
^gj with the following 18 email 

provided by w as queried 
Results 

s communicated ha 

as queried 
Results 

s communicated 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

SJSSMCC//ORCON/NOFORN/FISA//20310520 
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(S) 

(U) 

(S) 

(S) 

s|><|T//0RC0N/N0F0RN/FISA//2 Ì10520 
To: 
Re : (S] 

From: COUNTERTERRORISM 
5 / 2 0 / 2 0 0 6 

bl 
b4 
b7D 
b6 
b7C 
b7A 

bl 
h 2 

b7E 
b7A 

The above list ofI I email addresses .was reduced by 
eliminating email accounts with no hits in| "| and by 
eliminating email accounts dealing with administrative, sales, 
product/service information, or those containing spam-like 
content. Of thel I emails, the following| 
appropriate for further analysis: 

b2 
b7E 

were deemed 

( q / /nr /MF) 

amsiacK space or are temporary internet 
provide pertinent information on the account 
webmail inboxes). 

The tiles are either 
files which do not 

the files show 

ana several otner accounts on an email sent » / ¿ I / ^ U U J . ine email 
contains an invitationtojointhe 

:S//OC/NF)F 

The 
email address was mostly found within a text file that appears, to 
b e a l i s t ofaddressesona 

Ìmailing list 
no clear indication as to the purpose of the list 

Many or tne rues are 
es with long lists of email addresses with 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b4 
b7D 
b7A 

bl 
b4 
b7D 
b6 
b7C 
b7A 

SjpK^T//ORCON/NOFORN/FISA// 20310520 
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bl 
b4 
b7D 
b6 
b7C 
b7A 

IS) 
bl 
b4 
b7D 
b6 
b7C 
b7A 

To: 
Re: (S) 

SjXlT//0RC0N/N0F0RN/FISA//2; Ì0520 
' bl 
b2 
b7E 

1 FR-NM- COUNTERTERRORISM 
5 / 2 0 / 2 0 0 6 

b' 
(S//0C/NF) 

19,// CiC. /MF1) A sparrh for the email address 
within the database revealed this account 

enidxxb—DIE—PAL L—err—JJUI*. iiidixiiiyt—DNU UU—TTOT—uuiiLdin P E N 
operational information. 

inent 

IS) A search for the email addres; 
ACS, 

wi thi n 

(U) 

(S) 

(U) 

I I aataoase, tne worxa wxae weo using tne boogie searcn toox, 
and other databases available to ECAU were negative. 

T he IP add 
creation, resolves, tc 

as nnteH ahnvP. nti 1 i TPH at- ar-r-rmnt-

(S) 
rpT̂ feasfF)̂  The TP history associated with the account 

shows 
address which resolves to 

(S) 

all trom an IF 

SiZß&^T//ÒRCON/NOFORN/FISA/ / 20310520 

28 
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bl 
b4 
b7D 
b6 
b7C 
b7A 

b7A 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7 A 

bl 
b7A 



To: 
Re : (S) 

(U) 

(S) 

Sfe><fí,//0RC0N/N0P0RN/FISA//2¡ Í0520 
bl 
b2 
b7E 
b7A 

1 Frnm COUNTERTERRORISM 
1/20/2006 

for 
On 5/19/2006 r the header and trans 11 i nna 1, information 

as provided bvl 
I 

(S) 

|| 2 || indicated • the emai 1 address 
communicated with the following ju email addresses: 

J was queried 
1 Results 

has 

ÍU) 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

JJ^tè&ŒSX^ The above list of| email addresses was reduced by 
eliminating email accounts with no hits in and by 
eliminating email accounts dealing with administrative, sales, 
product/service information, or those containing spam-like 

b2 
b7E 

content. Of the I I emails, the following 
appropriate for further analysis: 

were deemed 

¡^SS^ST/ / ORCON/NOFORN/ FI SA//2031052I 
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(SÍ 

(Sí 

To: 
Re: 

SJ><|T//ORCON/NOFORN/ F I SA/ / X 

1 FRNM• COUNTERTERRORISM 
5 / 2 0 / 2 0 0 6 

ÌL052 0 
bl 
b2 
b7E 
b7A 

! c / /rr /MI 

(S//0C/NF) 
E CAU an alysis is found ir 

bl 
b4 
b7D 
b6 
b7C 
b7A 

vas served a NSL and 

was i nr 1 ìiHeH i n the same 
and 

bl 
b4 
b7D 
b6 
b7C 
b7A 

numeiuus ULiiei dut-uuiiLb un . t U L l d l J.S 

These bulk emails usually contain jokes or some 
religious stories of non-pertinent quality. 

/E: / /nr /MEM 

Most of the files are temporary 

includes the account. The files do not provide relevant 
information on the account. 

IQ / /nr /MEM 

many other accounts on an email The email 

bl 

ana 

30 
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b7E 
b4 
b7D 

NSL VIO-3701 b 7 A 

bl 
b4 
b7D 
b6 
b7C 
b7A 



b2 
b7E 

(S) 

bl 
b4 
b7D 
bo 
b7C 
b7A 
(S) 

To: 
Re : 

^jfc?<^T//ORCON/NOFORN/FISA//£ )l0520 
bl 
b2 
b7E 
b7A 

Fr-r.rn.-_ COUNTERTERRORISM 
5/20/2006 

subiect is 

ano many orner accounts [ 
Th^gp hill If ̂ ma-ilc! Ho not- rnnt-ain nprfinsnt-

i n -Formal- i on 

hundreds ot other accounts on an email 
contains non-pertinent information. 

which 

accounts 
and several otner 

The emails contain 
jokes or other non-pertinent information. 

(S//0C/NF) 
analysisisfound in 

9. (S//0C/NF) 

Iwas sprvpH a NfiT. and ECAU 

(SÏ 

NSL Results-
User Info 

SJSSMCC//ORCON/NOFORN/FISA//20310520 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

and • 

bl 
b4 
b7D 
k)6 
b7C 
b7A 

31 
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(U) 

( U ) 

fit 
(S) 
(S) 

To 
Re 

S|iK^T//0RC0N/N0F0RN/FISA//2i 10520 
From; COUNTERTERRORISM 

5 / 2 0 / 2 0 0 6 

bl 
b2 
b7E 
b7A 

ÍS//0C/NF) A search for the email address 
database revealed this 

bl 
b2 
b7E 
b4 
b7D 
b6 
b 7 C 

( S ) A s p a r r [ i f n r t h e e m a i l a d d r e s s 

w i t h i n A C S , 

] database, thè lAlórid Widè Wèb Uäing the boógiè 
search tool, and other databases available to ECAU were negative. 

The IF AHRFROAFI a s n n f p H a h n v p 

m creation, resolves to 
does not signify the actual location of the "user (this is a" 

i 1 ? p d a t a c c o u n t 

common default IP address for accounts) 

TsZ^^^fT The IP history associated with the account 
s h o w s r 

an lf aaaress wnicn resoives tol 
The IP history then shows I f 
I Ifrorn T P a H H r o g g p g i.rh i r-h r o a n l ' v o t-Q "tra r-i o n o T Q P ' g 

There was alsöf 
resol vi nrr tof 

"krom an IP address" 

T̂ Tpastfâ OÓFT On S/?n/?nn6 the ]neaHar a nd transitional information 
as provided by I 

indicatedtheemailaddress 
communicated with the following 

(S) 

was queried 
Results 

has 
email addresses: 

/ / ORCON/NOFORN/ FISA/ /20310520 

32 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b 7 A 

This b2 
b7E 
b4 
b7D 

bl 
b4 
b7D 
b6 
b7C 
b7A 
b2 
b7E 
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Jî><$ï/ /ORCON/NOFORN/ FI SA/ / 2; ÌL 0520 
TO : 
Re : 1ST 

Fr-̂ iìì. COUNTERTERRORISM 
5 / 20 / 2006 

bl 
b2 
b7E 
b7A 

bl 
b4 
b7D 
b6 
b7C 
b7A 

J) JLK/^Ç^SEI None of the above ̂  email add re s 
review (either they produced no hits in 
or spam accounts). 

ses warrant further 
or are administrative 

Jo 2 

b7E 

/ORCON/NOFORN/FISA//2 0 310 5 2 0 
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( 3 ) 

<U) 

(S) 

To: 
Re : 

1 0 , 

/ ORCON/NOFORN/ FISA/ / (10 5 2 0 
bl 
b2 
b7E 
b7A 

"I P r o m • COUNTERTERRORISM 
5/20/2006 

(S//0C/NF) 

(S//0C/NF) A search for'the email address 
within thel ldafaha.se revealed this account 

and many other accounts on 
All messages are marked 'not pertinent' by 

usually contain religious material. 

TsZ^Qg^gT The IP history associated with the account 

and 

bl 
b4 
b7D 
bo 
b7C 
b7A 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

S>8«^T//ORCON/NOFORN/FISA//2 031052 0 J0̂  
- b4 

34 b7D 
. b6 
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To: 
Re : 

£päK^T//0RC0N/N0F0RN/FISA//2 )l0520 
. bl 
b2 
b7E 
b7A 

From: COUNTERTERRORÌSM 
5 / 20 / 2006 

ACS 
A search for the email address with in 

aataoase, tne wor.ia wiae weo using tne uoogie search tool, 
and other databases available to ECAU were negative, 

(S) 
the header and transi ti on 

for 
[ 

as provided by 

(£) 'indicatedtheemailaddress 
communicated with the folloVing 

al information 
was queried 
Results 

has 
êïftâil âddlfèèèes 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

/ ORCON/NOFORN/ FI S A/ /2031052I 
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ÍU) 

S^X1ÍT//0RC0N/N0F0RN/FISA//21 )l052 0 
To 
Re : T37 

1 Fr-nm- COUNTERTERRÒRISM bl 
5/20/2006 b2 

• b7E 
b7A bl 

b4 
b7D 
b6 

b7A b2 
b7E 

The above list of| email addfPBSR^ was reduced by 
and by 

appropriate for further analysis: 

(S//OC/NF) 

j tne ioiiowmg 

numerous other accounts on an emailf fT 
containsT ' 

! 

b2 
b7E 
b6 
b7C 
b7A 

• 
were deemed 

and 
|The email 

bl 
b4 
b7 
b6 
b7 
b7 
b2 
b7E 

SÈ^ÉT/ /ORCON/NOFORN/FI SA/ / 2 0310520 
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(3) 
. I • 
bl 
b4 
b7D 
bo 
b7C 
b7A 

b4 
b7D 

To: 
Re : 

/ORCON/NOFORN/FISÀ//2 Ì10520 

1 Frnm• COUNTERTERRORÌSM bl 
5 / 2 0 / 2 0 0 6 b 2 

b7E 
b7A 

(S//OC/NF) A search for the email address 
within thai —L 

;//QC/NFÍ 

ACS. t search for the email address within 

(U) 

(U) 

(S) 

(S) 

1 database, tne woria wiae weo using tne boogie searcn tool, 
and other databases available to ECAU were negative. 

I^S^TiTC^S?^ The IP address as noted above, utilized at account 
creation, resolves to| and geo-locates to 

CNÌÌM̂  Tha—TP hi gtnr.y associated with the account 
|ghru.7Q I 

IP address resolving to 

sèpR^T//ORCON/NOFORN/FISA//20310520 

bl 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b4 
b7D 

b7C 
b7A 
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bl 
b4 
b7D 
b6 
b7C 
b7A 



SXjr//0RC0N/N0F0RN/FISA//2i ÌL052 0 

To: 
Re: (S) 

From: COUNTERTERRORISM 
5 / 2 0 / 2 0 0 6 

bl 
b2 
b7E 

(S) 

(S) 

M histnrv haS fhA tO I I OW1 hftf 

an TP aHrirpgg resolving to 
The rest of the 

1 

(S) 

bl 
b7A 
b2 
b7E 

IS) 

(U) 
On S/?n/?nnfi. the header and transitional information 

las provided hv I | was queried 
I I Results 

has 

IS) 
I (S) indicatedtheemailaddress 
communicated with the following 

i s > 
email addresses; 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

ST/ /ORCON/NOFORN/FISA//20310520 
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To: 
Re : (S) 

sjj><¿3T/ /ORCON/NOFORN/ F I SA/ / 2 11 0520 
bl 
b2 
b7E 
b7A 

From: COUNTERTERRORISM 
I 5 / 2 0 / 2 0 0 6 

email addresses, only the following 
was deemed appropriate for further review: 

(S//OC/NF bl 
b7A 

12. (S//OC/NF) 

bl 
b4 
b7D 
b6 
b / C 
b7A 

ÍU) 

( s j -

ISI 

A search for the email address 
en̂ uuuiiL , 

within the| [database revealed this 

•S//OC/NF 

ot- « snts or religious greetings. 

Á F I ^ Í / / ORCON/NOFORN/ F I S A / / 2 0 3 1 0 5 2 0 
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bl 
b4 
b7D 
b6 
b7C 
b7A 
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jJ><4T//ORCON/NOFORN/FISA//2; ji.052 0 kl 

To: 
Re : 

1 Prom• 
(S) 

COUNTERTERRORISM 
5 / 2 0 / 2 0 0 6 

b2 
b7E 
b7A 

bl 
b4 
b7D 
b6 
b7C 
b7A 

(S) A search for the email address 
within AC.S 
database I database, tne World Wide Web using .the Google 
search tool, and other databases available to ECAU- were negative. 

(U) The IP ad 
creation, resolves t 

(U) 

S n o t ori aKo-tro ]j_L lized at account 
and geo-locates to 

bl 
b2 
b7E 
b4 • 
b7D 
b6 
b7C 
b7A 

associated with the account 
TP address reso) vi nn H Z C 

shows 

given). 
gj resolving to 

"li n the IIS (no city 

b2 
b7E 
b4 
.b7D 

I 
jan TP| address 

1 Ï 
1 resolving to ISP's in the area 

) 
jBTp^ySrF^T Dn S/?n/?nnfì the header and transi ti onal 
for as provided by 

(U) 

( 3 ) r iCj \ indicated the email address 
* ' communicated with the following bi ¿mail aaar6SS6S: 
(S) 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

I r Pasults 
has 

information 
, was queried 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

SJSSMCC//ORCON/NOFORN/FISA//20310520 

40 

NSL VIO-3711 



^èt^JT//ORCON/NOFORN/ FI SA/ / 2 11 0 5 2 0 

To: 
Re : 

PVnm ' COUNTERTERRORISM 
/20/2006 

bl 
b2 
b7E 
b7A 

bl 
b4 
b7D 
b6 
b7C 
b7A 

^KfeüCUÍ//UKCUN/NUFUKÍJ/FISA//2 031052 0 

41 
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S | > < J T / / ORCON/NOFORN/ F I S A / / 2\ JL0520 

To: 
Re : 

1 From-
(s) 

COUNTERTERRORISM 
5 / 20 / 2006 b 2 

b7E 
•' ' b7A 

• bl 
b4 
"b7D 
b6 
b7C 
b 7 A 

J^SZ^^djFj^None of the above listedf | accounts warrants 
review. The vast majority of the accounts had no hits in 
and those that did were administrative or sales accounts. 

'nrthei 

b2 
b7E 

/ ORCON/NOFORN/ FISA//20310520 
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ST><3fr//ORCON/NOFORN/FISA//2( 10520 

To: 
Re: (S) 

Frnm. COUNTERTERRORISM 
5 / 2 0 / 2 0 0 6 

bl 
b2 
b7E 
b7A 

LEAD(s): 

Set Lead Is (Info) 

ALL RECEIVING OFFICES 

(U) For information and action as deemed necessary. 

SÌTgR^T/ /ORCON/NOFORN/ FI SA/ / 20310520 
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(Rev. 01-31-2003) 

BUREAU OF INVESTIGATION 

(S) 

(S) 

(U) 

Precedence: ROUTINE 

To: Counterterrorism 

Date : 01/12/2006 

Attn: ITOSI, GDNHSA. 
CAU, SA 
SA 

contact 

Prom: 

Approved By: 
Drafted By: 

Case ID #: (S~ 

Title: (S) 
«: T_T > . . . . . . 

Synopsis: ^ScJ^ To document the resul 
call activity (4,805 calls) involving 
number of captioned investigation. 

ts of- an analysis of the 
a ^target bl 

(U) 

X bl 
Administrative : ps^ This document contains information that is 
derived from techniques authorized in the Foreign Intelligence 
Surveillance Act (FISA). Per U.S.C. 1806 (b) of the FISA, there 
is to be no further dissemination or use of FISA derived material 
in any criminal proceeding without prior approval of the Attorney 
General. Furthermore, FISA derived intelligence concerning a 
United States Person cannot be disseminated to a foreign 
government without the prior approval of the Attorney General. 

Administrative: (S//NF) bl 
b7A 

NSL VIO-3715 



(S) 

(S) 

TO 
Re : 

) 

Poi ir] f. er terrori am 
(S) 

From: 
01/12/2006 

bl 
b2 
b7E 
b7A 

n a t a i l s : ^ ß ^ On 12/15/2005, a series 
searches were fnnHnnl-pH t-n identify thP avt-ent- a nrl nature nt-

m i s f a l l a r t- i v i t- v r i n v n l v i n n l 

captions^. investigation. 
a target number of 

The results of searches were analyzed in an 
effort to get an overall survey regarding the extent and nature 
of the call activityinwhia was engaged. This is an 
initial analysis. As additional TTTrormation is developed it will 
be disseminated in subsequent communications. 

(S) 1 

(S) All of the call activity 
was obtained from TOLL records. 

1 
The search results shqweH1 

and 
] XT1 but other phone numbers 

of the I ~1 phone numbers were domestic. Unless otherwise 
indicated, the subscribers to the telephone numbers analyzed in 
this communication, domestic and foreign, were UNKNOWN. 

ta\ 

Pertinent data 

Unless otherwise noted, the subscribers were UNKNOWN: 

bl 
b6 
b7C 
b7A 

bl 
b7A 

bl 
b7A 

NSL VIO-3716 



TO : rnnTjl-er-l-̂ rT-nr-i sui 
Re: (S) 

_ E r o m 

bl/T77"ZÏÏW 

bl 
b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 
b7A 

3 
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; 

To : rmmtprt-prrnri sin. 
Re: (S) 

_Exom: 
}l/Ï2/2UUb 

bl 
b2 
b7E 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

NSL VIO-3718 



T O : n m i n h p r t - p r r n r i gm 

Re: (S) 
From: 

01/' ,2/2006 

bl 
b2 
b7E 
b7A 

bl 
b6 
b7C 
b7A 

bl 
bo 
b7C 
b7A 

NSL VIO-3719 

bl 
b2 
b7E 
b6 
b7C 



r ' m i p h o r h o r y n r i a m 

(S) 
Frgm: 

01/12/2006 

NSL VIO-3720 



To : Coutìt-prt-prrnri qr 
Re : (S) 

-Esorti: 
01/Í2/2ÜÜ6 

bl 

b7A 

bl 
k) 6 
b7C 
b7A 

7 
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To : 
Re : 

! 

rniint-prt-.srrnri sm 
(S) 

Fr-nm • 
01/12/2006 

'bl 
b2 
b7E 
b7A 

b7A 

bl 
b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 
b7A 
bl 
b2 
b7E 
b6 
b7C 
b7A 

IS.1 

121 

NSL VIO-3722 

bl 
b2 
b7E 
bo 
b7C 
b7A 



To: 
Re : 

PAUrt-ort-arywi onV EXqm : 
(S) 01/12/2006 

bl 
b2 
b7E 
b7A 

following, ^ 
were linked m | |to other investigations: 

phone numbers 

bl 
b2 
b7E 
b6 
b7C 
b7A 
b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 
b7A 

^jtS^As anticipated, the anal yqj <=j showed that all of 
these toli-free numbers were linked to numerous¡FBI 
•investigations. 
TARGET-CALLING-TARGET : 

9 
bl 

NSL VIO-3723 



To: 
Re : 

Counterterrorism From: 
(S) 01/ 12/2UUb 

(S) 

bl 
b2 
b7E 
b7A 

bl 
b7A 

COMMON CALLED REPORTS : 

(S) 
that 

(S) 

(S) AS this a n a l y s i s p r o g r e s s e d . 

was in contact withl 
it became apparent 

Many, But: 
numbers, however. 

investigation,—tnrougn c a n at!tivir} 
not all, of these common-called numbers were toll-tree 

a pending, 

bl 
b2 
b7E 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

AFTER MIDNIGHT/EARLY-MORNING CALL ACTIVITY (Pertinent I items) 

IßL 

3:00 AM. 

The.analysis identified 
phone numbers between the hours o£ l :6o AM and 
numbers were a mix of domestic, toll - fjiee_ani± 

(S) 
i ntnr-raational. The most frequently contacted number wa 

UNKN0WN__S1IBSCRIBER. This number was in contact wi 
number Ldiye 

the target numbei 

rrrxns 
times. Two other numbers were in contact with 

or more times: i 

10 

bl 
b7A 
b2 
b7E 

NSL VIO-3724 



T.O : fniirit-prfprrnri am 
Re: (S) 

_ E r q m : 

01/T777ÏÏÏÏF 

bl 
b2 
b7E 
b7A 

(S) 

bl 
b7i 

bl 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 



SpHCfíi" 

TO : f n i i n f p r f p r r n r i g m Erom : | 

Re: (S) 01/12/2006 

bl 
b6 
b7C 
b7A 

í i n 
(0 

12 
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bl -
b6 
b7C 
b7A 



(S) 
(U) 

(S) 

(U) 

.(S) 

To : C n m p t e r t e r r o r i s m From 

Re : (S) 

- W 

only one minute. 

01/12/2006 

bl 
- b2 
' b7E 

, t h e r e were ¡ c a l l s 

'mis call lasted 

therecalls 

bl 
b6 
•b7C 
b7A 

bl 
b6 
b7C 
b7A 

bl 
b6 
b7C 

J-i 

_LSJ TVioro wore t- Mn oarl v-mnrni nrr nallc hotwor 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(U) 

(S) XI five-minute call trorr 
f.hpre was a 

13 

NSL VIO-3727 

bl 
b2 
b7E 
b6 
b7C 
b7A 



J 
To: 
Re : 

Counterterrorism From: 
(S) |01/.lS/20Ö6 

bl 
b2 
b7E 
b7A 

(U) 
I 

t h e r e was a two -'mi nil t e c a l l 

UNUSUAL (?) CALLS: 

bl 
b6 
b7C 
b7A 

bl 
b6 
b7C 
b7A 

showedf 1 nans no ana rromf 

bl 
b2 
b7E 
b6 
b7C 
b7A 

also showed calls tromf bl 
b2 
b7E 
b6 
b7C 
b7A 

bl 
b7A UNKNOWN SUBSCRIBER, 

.üü HölöpnüilKjJlly linked to: 



T O : P r v n r t l - ^ r t " p r r n r i Rin 

Re : ( S) 01/12/2006 

bl 
b2 
b7E 
b7A 

NUMBERS (pertinent findings): 

(S) 

bl 
b6 
b7C 
b7A 

(S) 

(s: 

SÈjpKjjJl 
bl 

15 ! b2 
I b7E 

NSL VIO-3729 j b 6 

' j b7C 
I b7A 



To: fniinfprt-pT-rnri gm From •• 
Re: (S) 01/12/2006 

bl 
b2 
b7E 
b7A 

(S) 

bl ' 
b2 
b7E 
b6 
b7C 
t) 7 .A. 

isj 

16 

NSL VIO-3730 

bl . 
b2 
b7E 
b6 
]o / Çx 



To: 
Re : 

SÈ&tfEI 
r n i i n f p r f p r m r i g m PVnrn • 

(S) D1/12/2ÜÜ5 

bl 
b2 
b7E 
b7A bl 

b2 
b7E 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

_LS_L 

bl 
b2 
b7E 
b6 
b7C 
•b7A 

NSL VIO-3731 



To: 
Re : 

Counterterrorism From : 
(S) \01/V¿/'2ÜÜ6 

bl 
b2 
b7E 
b7i t\ 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Iß.1 

bl 
b2 
b7E 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b6 

_LS. 

I J-Si . 

_LS_L 

bl 
b6 
b7C 
b7A 

ISI 

bl 
b2 
b7E 
b6 
b7C 
b7A 

18 

NSL VIO-3732 

bl 
b2 
b7E 
b6 
b7C 
,b7A 



To: Counterterrorism From: 
Re: (S) |01/l2/2UUb 

bl 
)b2 
b7E 
b7A 

(S) 

bl 
b2 
b7E 
b6 
b7C 
b7A 

_LSjJ 

_LS_L 

(S) showed 

bl 
b2 
b7E 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b 6 
b7C 
b7A 

19 
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TO : C o u n t p r t e r r n r i sm From : 

Re: ( S ) 0 1 / 1 2 / 2 0 0 5 

bl 
b2 
b7E 
b7A 

LEAD(s) : 

Set Lead 1: (Info) 

ALL RECEIVING OFFICES 

(U) For information. 

C -

P i 
i 

S^pHgi 

20 
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(Rev. 01-31-2003) 

SÈJS^ffif/ORCON/NOFORN 

FEDERAL BUREAU OF INVESTIGATION 

DATE; C7-26-2307 
CLASSIFIED BY 55179 DHH/KSR/cb 
PliSOl; 1.4 (c) 
DECLASSIFY 01: 07-26-2032 

kll IIFOKMTIQ» C0ÏÏTÀIHED 
BERIII IS UNCLASSIFIED EXCEPT 
VEERE mm ÛTKERUISE 

Precedence: ROUTINE 

'To: Counterterrorism 

From: 

Contact: ÏA 

Approved By: 

Drafted By: 

Case ID #: (S) 

Title: (S) 

Date: 01/19/2006 

Attn: TTOfil. rONTT.q4. TEAM 15' 
SSA| 

. TF( 
Attn: SA 
Attn: SA 
Attn: SA 

b6 

b7A 

Administrative: (S//NF) 
.bl 
b2 
• b7E 
b7A 

Ŝ p̂ ET/ORCON/NOFORN 

NSL VIO-3735 



To : Courut ert error ism 
Re: (S) 

S^SH^ET / ORCON/NOFORN 

From: 
01 / 19 / 2006 

bl 
b2 
b7E 
b7A 

Administrative: (S) This document contains information that is 
derived from techniques authorized in the Foreign Intelligence 
Surveillance Act (FISA). Per U.S.C. 1806 (b) of the FISA, there 
is to be no further dissemination or use of FISA derived material 
in any criminal proceeding without prior approval of the Attorney 
General. Furthermore, FISA derived intelligence concerning a 
United States Person cannot be disseminated to a foreign 
government without the prior approval of the Attorney General 

SEbj^feT/ORCON/NOFORN 

NSL VIO-3736 

bl 
b6 
b7C 
b7A 



SE^Rj^/ORCON/NOFORN 

To: rmint-.prterrorism Frnm 
Re: (S) 01/19/2006 

bl 
b2 
b7E 

bl 
b6 
b7C 
b7A 

bl 
b6 
b7C 
b7A 

Ifll al s o i H p n f i f i p r 

arrnrHinn 1- t-qoiiI t- g /-»f a mior-tr_ made in the 
on 1/19/2006, 

SUMMATION/OBSERVATION: 

This commnni nat.i on i ri'enti f i eril 

bl 
b6 
b7C 
b7A 

bl 
b6 
b7C 
b7A 

S^p^ET/ORCON/NOFORN 

NSL VIO-3737 



S^JS^ET/ORCON/NOFORN 
To : Pnii^.prf.errnr.ism From : 
Re: (S) 

LEAD(s): 

Set Lead (Info) 

ALL RECEIVING OFFICES 

(U) For information. 

bl 
O i / W M b2 

b7E 
b7A 

/ SÊ 5M6[T / ORCON/NOFORN 

4 

NSL VIO-3738 



(Rev. 01-31-2003) | 

SÌDSS^Jr// ORCON/NOFORN/ FI S A/ / 2 0 310 7 2 0 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: PRIORITY 
To: Counterterrorism 

Date: 7/20/2006 
Attn: ITOS 1/CONUS 4/TEAM 15 

SSA 
Attn: SA 

IA 

From: COUNTERTERRORISM 
CTD 
Contact: 

F.HÄU /ROOM 4 34^ 
IA (202) 324-

Approved By: Billy Joseph Jr 
Love Jennifer Smith 

Drafted By: 

Case ID #: (S) 
(S) 

T i t l e : 

(U) 

(S) 

X 

Pending) 
(Pending) 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(3) 

INTERNATIONAL TARGETS AND INTELLIGENCE 
RESPONSE TO LEADS FROM FBI HEADQUARTERS/FIELD 
IT - OTHER/GLOBAL 

^ S y n o p s i s: T o document results of NST.'s served upon 
accounts in contact witt 

(U) x 

b2 
b7E 
b6 
b7C 

(S) 

Reference : (S 
(S 
(S 
(S 

bl 
b2 

(S b7 
b7 

bl 
Jo 4 

b7D 
b6 
b7C 
b7A 

S^ÖR^T//ORCON/NOFORN/FISA//2 031072 0 

NSL VIO-3739 



(U) 

(U) 

(U) 

(U) 

< U ) 

bi ;S) 
b2 
b7E 
b4 
b7D 

b7C 
b7A 

(S) 

To: 
Re : W 

S^><$T//0RC0N/N0F0RN/FISA//2. J10720 

1 Frnm • COUNTERTERRORISM 102 
b7E 
••b7A 

Frnm• COUNTERTERRORISM 
7/20/2006 

Administrative: ¿Mv This document is classified 
SECRET//ORCON/NOFORN/FISA. Portions of this document carrying 
classification markings may not be incorporated into any criminal 
affidavit, criminal court proceeding or unclassified investigative 
file. The information in this document is intended to used for lead 
or background purposes only. No further dissemination of the material 
classified ORCON in- this document may be made without prior approval 
of the originating agency. 

-^ficT Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign Intelligence 
•^Surveillance Act (FISA) , recipients are reminded that there is to be 
no further dissemination or use of FISA-derived material in any 
criminal investigative activity, or dissemination of U.S. - person 
FISA-derived information to any foreign government.without prior 
approval of the Attorney General. This information may not be 
disseminated for any purpose without the prior approval of the Federal 
Bureau of Investigation. 

The F. 1 prt ron i c Commun i cat i on s Analv.s 

1 
b2 
"b7E 

of the 
Division"! ECAU performs analysis on u. tí, 

is Unit (ECAU) is part 
Counterterrorism 

based e-mail accounts used by 
individuals suspected of involvement with international terrorism. 
ECAU provides its analytic products, to Field Offices, LEGATS, and.the 
U.S. intelligence community. 

Details: Per referenced 
rpsnlts nf -a~ Nat i nnaT Security Letter served 
a d d r e s s e s l I 

sent ECAU tjie 
emai 1 

Due to the large number of NSL results to analyze ..and the 
priority nature of this investigation, analysis of the NSL's will be 
returned to the field in multiplexes rather_than one (1) large EC. 
The NSL results for the following 
analyzed by ECAU in referenced. 

email addresses were 

bl 

SpètfçT//ORCON/NOFORN/FISA//20310720 b 7D 
b7A 

NSL VIO-3740 



sj><)2T/ /ORCON/NOFORN/ FI SA/ / 2 )l 0 7 2 0 

To: 
Re : 

1 From: COUNTERTERRORISM 
7 / 2 0 / 2 0 0 6 

<S) 

(U) 

(S) 

bl 
b4 
b7D 
b6 
b7C 
b7A 

The NSL results for the following l_ 
addresseswereanalyzedbyECAUinreferenced! 

The NSL results for the following L-
addresses were analyzed by ECAU in referencedj 

bl 
b2 
b7E 
b7A 

ema i 1 

bl 
b4 
b7D 
b6 
b7C 
b7A 

ama il 

bl 
b4 
b7D 
b6 
b7C 
b7A 

SÈJ5<ET/ / ORCON/NOFORN/FISA/ / 20310720 

NSL VIO-3741 



S|XqîT//ORCON/NOFORN/FI S A//: 

To : 
Re : 

<S) 

1 From. 
(è) 

COUNTERTERRORISM 
7 /20 /2006 

0.0720 
bl • 
b2 
b7E 
b7A 

bl 
b4 
b7D 

b7C 
b7A 

(U) 

( S ) 
The NSL results for the fo 11 o w'ing 

addresses were analyzed by ECAU in this communication : 
email 

bl 
b4 
b7D 
bo 
b7C 
b7A 

(U) 

(U) 

The information detailed below is the "User Info" provided by 
^ Also included below is the analysis provided by ECAU 

regarding these email accounts. The IP history for each account can 
be provided in spreadsheet format to| |if reguested (in addition to 
the included IP history analysis provided in this communication). 

in ACS, 
only hi f s 
number 

Comment: In the below analysis, a 'negative' hit 
or other databases includes those instances where the 

I S ) 

n hhpgp 1 abases referred to documents under case 
or information found in those documents. 

J^S^tÉT/ /ORCON/NOFORN/FIS A/ / 20310720 

bl 
b2 
b7E 
b7A 

b2 
b7E 
b4 
b7D 

NSL VIO-3742 



To: 
Re: (S) 

S|><|T//ORCON/NOFORN/FISA//:; )l072 0 

1 Frnm • COUNTERTERRORISM Ĵj 
7 / 2 0 /2 006 

b7E 
' • b7A 

bl 
b7A 

(S//OC/NF) Comment: 

b2 
b7E 

(U) Accounts found in 
associated with the following cases 

are most commonly 

(S ) 

bl 
b6 
b7C 
b7D 
b7A 

1. (S//OC/NF 

bl 
b4 
b7D 
b6 
b7C 
b7A 

SÏJS^T/ /ORCON/NOFORN/ FI S A/ / 2 0 310720 

NSL VIO-3743 



¡?gp>^//ORCON/NOFORN/FISA//i: J10720 
Frnm: COUNTERTERRORISM 

7 /20 / 2006 

information on 
recommends contacting 

renin res more sppnitlr. 
ECAU 1 . bl 

(S//OC/NF) A search for the email address 
within thel Idatabase revealed this account 

( 5 ) 

bl 
b4 . 
b7D 
b6 
b7C (S) 
b7A 

database, tne world wide weo using tne boogie 
b2 search tool, and other databases available to ECAU were negative. 

(U)b7E 
b4 ^ 
b7D 

<S) b7A 

LS^yïïS^FiÎ^An anal vsi s nf the. IP history for this account show.q one 
TP address resolving toi 1 

L 
rééolVln TTo an ISP in 

T Q P ' e -ir. + V, ̂  H Q The .majorityJ 
i ndi cat innf 

resolví 
I resolve to 

rious 

t s i 

(Si-

tS) 

the header and transactional information 
was queried within 
indicated the email 

as provided hv 

address 
email aauitiyses: 

H dec 
Results 

has communicated with the following 

bl 
b6 
b7C 
b7A 

/ / ORCON/NOFORN/FI S A// 2 0 310 7 2 0 

NSL VIO-3744 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 



gJ^-^T//0RC0N/N0F0RN/Fl'sA//2 Í10720 

To: 
Re: (S) 

From : COUNTERTERRORISM 
7 /20 /2006 

bl 
b2 
b7E 
b7A 

bl 
b4 
b7D 

b7C 
b7A 

S|)S^ET//ORCON/NOFORN/FISA// 2 0 310 7 2 0 

NSL VIO-3745 



/ORCON/NOFORN/FIS A/ / ü >1072 0 

To : 
Re : (S) 

1 From: COUNTERTERRORISM 
7 / 20 / 2006 

bl 
b2 
b7E 
b7A 

bl 
•b4 
b7D 
b6 
b7C 
b7A 

S^ÉT//ORCON/NOFORN/FI SA// 2 0 310 7 2 0 

8 

NSL VIO-3746 



^Ì><|T//0RC0N/N0F0RN/FISA//2 )l 0 7 2 0 

To: 
Re: TST 

(S) 
1 From : COUNTERTERRORISM 

7/20/2006 
bl 
b2 
b7E 
b7A 

(U) jS^P^^ÉX^ The above list of email addresses was reduced by 

bl 
b4 
b7D 
k) 6 
b7C 
b7A 

K O 
and by eliminating 

sales, product/service b7E 
. Of thel ' 

eliminating email accounts with no hits in 
email accounts dealing with administrative," 
information, or those containing spam-like content 
accounts, the following four (4) were deemed appropriate for turther 
analysis: 

(S//OC/NF/FISA) 

S^pR^T/ /ORCON/NOFORN/F ISA/ /20310720 

b 1 
9 b4 

b7D 
NSL VIO-3747 b ( 

b7C 
b7A 



SĴ XjÉÍT/ / ORCON/NOFORN/ FISA// ¿. 110 7 2 0 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

TO : 
Re : T5T 

1 Pr-nm • COUNTERTERRORISM 
7 / 20 / 2006 

(S) 

bl 
b2 ' 
b7E 
b7A 

(S//OC/NF) A search for the email address 
within the I Idatabase revealed this account 

(S) 

bl 
b 2 (S) 
b7E 
b4 
b7D 
b6 

(S//NF) Searches fòi i -¡ -, 4- ̂ ^ I in an ECAU database 

L in the 
accounts were 
otherwise 

£ 1 Searches tor the accounts 
land in I I were negative. All messages with the 

unless noted 

b 7 A 
S) 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

,U) 

(S) ^Searches f o r t h e ema i l a d d r e s s 

ACS, 
w-i thi n 

database, 
search tool were negative, 

and the World Wide Web using the Google 

The IP adtirasH as rioted ahnvp and utilized at account 
creation resolves tol in I This i creation resolves to 
default IP address used m some 
does not signify the actual location ot 

This is a 
accounts at registration and 
the user. 

sJjÎJK^T//ORCON/NOFORN/ FI S A/ / 20310720 

10 
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SJ><£T/ / ORCON/NOFORN/ FI S A/ / : 

<U) 
To : 
Re : 

1 Frnm• 
(S) 

COUNTERTERRORISM 
7 / 20 / 2006 

/10720 
bl 
b2 
b7E 
b7A 

An analysis of the IP history for this account show 
IP address resoi vi nn r.ol 

oftheseISP's 
break-down 

"BoTTn 
history has the following 

7/1fi/?finfi the header and transact i ona 1 information for 
as provided hv 

ema i l a d f l p s f i 

following 
• 

was queried 

email addresses: 

Kesuits indicated tne 
has communicated with the 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
]o / .A. 

SpS^ST//ORCON/NOFORN/FISA//20310720 

11 
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bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

SJ£><£T//0RC0N/N0F0RN/FISA//2 )l072 0 

To: 
Re 

"I g-rnin. COUNTERTERRORISM 
7 / 20 / 2006 

(U) 

bl 
b2 
b7E 
b4 
b7D 
b7A 

bl 
b2 
b7E 
b7A 

iST^BCfii^CThe above list of email addraas^a, was reduced by 
eliminating email accounts with no hits.in 

b2 
b7E 

and by eliminating 
email accounts dealing with administrative, sales, product/service 

spam-like content. Of the| \ information, or those containing 
accounts, the following 
analysis : 

(S//OC/NF) 
of the res 

was sprvsH a N.qT. hv 
Viits a re rounct in referenced 

were deemed appropriate for further 

and ECAU analysis 

I g / / e n /MTT /TTTCTX \ 

orner accounts on an email 
is not pertinent. 

Thè Còfttèrtt ot 
m d several 
the email 

/ /OP /HF/FTCM 

orner accounts on an email 
pertinent chain message. 

ana y^vtiiai 
ine email is i non-

3 . :S//OC/NF) 

:S//OC/NF) _A search for the email address 
Mataha.qp revea 1 pri this a m within th 

bl 
b4 
b7D 
b6 
b7C 
b7 A 

{S > 

SpS^ET/ /ORCON/NOFORN/F ISA/ /20310720 

12 

bl 
•b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

NSL VIO-3750 



SB^CT/ /ORCON/NOFORN/ FI SA/ /1 il 072 0 

To : 
Re : 

From: 

(S) 

bl 
b4 
b7D 
b6 
b7C . 
b7A 

COUNTERTERRORISM bl 
7/20/2006 

' ,. b7E 
' 'b7A 

' S//OC/NF/FISA) 

bl . 
b4 
b7D 
b6 
b7C 
b7A 

S//OC/NF/FTSA^ 

(S) SP^rnhps for the email addrp.q.qf Iwi thj 

bl 
b7A 

(U) 

ACS, 
database,! Itne woria i/viae weo using tne boogi^ 
search tooTT ana orner databases available to ECAU were negative 

(S) 

The IP address as noted above and utilised at r̂.r.nnnt 
creation resolves to 

f Q-/V nr / M TP \ an amluc^c q_£ t±L£ TP hi o-ĥ -rw fnr -t-Vri g ^pnnnf JZZL 

bl 
b2 
b7E 
b4 
b7D 
b6 
•b7C 

bl 
b7A 

IP addresses resolving to (U) 
On 7/16/7006. the header and transactinna1 information for 

i^ f I ES provided bvl was Queried I 

SpS^ST//ORCON/NOFORN/FISA//20310720 

13 
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TO : 
Re : 

S|>^//ORCON/NOFORN/FI SA// i 
I From 

(S) 
(S) 

COUNTERTERRORISM 
7 / 2 0 / 2 0 0 6 

11072 0 
bl 
b2 
b7E 
b7A 

bl 
•b4 
b7D 
b6 
b7C 
b7A 

(S) 

.(£> 

(S) 

(S//0C/NF) The above list of 
eliminating email accounts witn no hits in 

email addresses was reduced by 
and by eliminating 

email accounts dealing with administrative) sales, product/service 
information, or those cpnt^ i n i ng spam-like content. Of the | | 
accounts, the following 
analysis 

were deemed appropriate for further 

was served a (S//0C/NF 
analysis or tne results is round in referenced 

3//0C/NF 

MSTi hv and ECAU 

was served ? m.̂ t, hwl UnH ECAU 
analysis ot tne results isfoundinreferenced 

(S//0C/NF) was served 
analysisoftneresultsisloundin referenced 

a NST. hv 

S5¡32R|T/ /ORCON/NOFORN/ FI SA/ /20310720 

nd ECAU 

b2 
b7E 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

14 
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sj^K^T/ /ORCON/NOFORN/ FI SA/ / £ }l 0 7 2 0 

bl 
b4 
b7D 
bo 
b7C 
b7A 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

To: 
Re: (ST 

1 f^m • COUNTERTERRORISM 
7 / 2 0 / 2 0 0 6 

bl 
b2 
b7E 
b7A 

io.//nr /»pi 

(C) 
yeverax cmany 

ana several other'accounts on 
The messages 

have been reviewed by and marked 'not pertinent.' Usually the 
emails contain a religious story or statement. 

on 
anc 

and numerous other accounts 
]:ontaj_ns a religions story 

an announcement concerning 
messages are not'relevant. 

Both 

bl :.S//OC/NF) was served a mst. hw 
b2 (S) analysis ot the results is round in referenced 

-ECAU 

(S//OC/NF) 
analysis c 

b7E 
b4 
b7D 
b6 (S//0C/NF) 
b 7 q (£ J found in referenced 

• i.s//nr/NF 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

i—ine leyuiLb is IUUIÌU in 
was .server! a NRT. hw 
referenced 

and ECAU 

«/as served a NSL and results are 

IS) 

(S//OC/NF) 
analysis nt the rpanlfs are tonno I 

La g sprvpd a M.qT, hw I I F.ran 
(C) 

I C / /nr-/MT?/ITTQn\ 

and 
/ / ORCON/NOFORN/ FIS A/ / 2031072 

15 
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bl 
b2 
b7E 
b4 
, Jo ! D 
b6 
b7C 
b7A 



To : 
Re : 

§ÌÈ<^T//ORCON/NOFORN/FISA//: ) 10720 
bl 
h 2 

b7E 
1 T?T-r\m . COUNTERTERRORISM 

'/20/2006 

(S) J~ 

uue—CTJ—me iaiye nuiiiuei,—IIUL a n messages were 
reviewed. However, a cursory inspection indicatesf 

mese J J U I K mans—uu I I U L appeal L U L,uiiLain~ 
.qf nf them conta iriT 

(S//OC/NF/FISA) 
g j a n d E C A U a n a 1 y s 

(S//0C/NF) 

was serp^d a MC;T ^^ 
,.s> ui uiy lesuius ii 1UU14U in ieierenced 

l| cj 'j accountf 

(S) 
bl 
b2 
b7E f b4 I 
b7D 
b6 
b7C 
b7A 

the presence of this 
11 ri H i r- a t e s I 

Thè hêW 
available with NSL results. 
/ c / / o o / M f / n c n N 

aaaress is unKnown since content is not 
A 

pertinent religious story. 
The email contains a non-

SpS^ST//ORCON/NOFORN/FISA//20310720 

16 
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/ ORCON/NOFORN/FISA// 2; )1072 0 

To: To: 
Re : (s) 

COUNTERTERRORISM 
1/20/2006 

bl 
b2 
b7E 
b7A 

(S//OC/NF 

bl 
b4 
b7D 
b6 
b7C 
b7A 

(S//OC/NF) A search for the email address 
within the Idatabase revealed this accOimi. 

. t o rwa rrled messages 
emails contained 

The first is a non-nerti nent message 
and the second contains 

presumably). 

bl 
'b4 
b7D 
b6 • 
b7C 
b7A 

S//OC/NF/FISA)f 
/ r \ 1 1 - 1 

\ ̂  i 

(U' ( KlZSPrtm^LS7\) Comment: , 

/ ORCON/NOFORN/FISA/ / 20310720 

17 

NSL VIO-3755 b7A 



To 
Re :s) 

(S)[ 

áE><| í / /ORCON/NOFORN/F ISA/ / ¿ Í1072 0 

bl 
b2 
b7E 
b7A 

1 From: COUNTERTERRORISM 
7 /20 /2006 

bl 
b7A 

( S / /NF ) S e a r c h e s f o r 

(2) i nrii c a t e d 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

ÍSJ 

(Sí email 

bl 
b2 
b7E 
b4 
Kin other accounts. u , u 

The content of the message is not aya ilahip, and searches for the b6 

1 

n an FÇAU database 

and it sent an 

account in the and in were negative. b7 

ACS, 

b'A Searches for the email address within 
1 

base, and the World Wide Web using the Google 
(U) 

search tool were negative. 

The I P a d d r e s s as n o t e d above and u t i l i z e d a t a c c o u n t 

c r e a t i o n r e s o l v e s tc 

iddre 
rC 

(S) 

(S) 

f l / û P / U ï ï M A n ^ a l w Q Í g o f t h e T P h i s t o r y f n r t h i s a r r n n n t - ^ n u c 

(S) [ 
t z / / n r / K i v ) n n 7/i«/?nn¿. t h e header and t r a n s a r á 

bl 
b4 
b7D 
b7A 
b2 
b7E 

as provided 

email address 
(S) following 

onal information for 

èïûâii âddï'eyyey: 

S p ^ g T / O R G O N / N O F O R N / F I S A / / 2 0 310 7 2 0 

18 

was queried 
Results indicated the 

as communicated with the 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A NSL VIO-3756 



To 
Re (s; 

S|?>«^fy/ORCON/NOFORN/FISA//¿ Ì10720 

1 Frnm• COUNTERTERRORISM 
7 / 20 / 2006 b 2 

b7E 
b7A 

bl 
b4 
•b7D 
b6 
b7C 
b7A 

JSJSS«|T/ /ORCON/NOFORN/FI SA/ / 20310720 

19 
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5Ì><2T//ORCON/NOFORN/FISA//: 

To 
Re 

From : 
(S) 

COUNTERTERRORISM 
7 / 20 / 2006 

(S) 

110720 
bl 
b2 
b7E 
b7A 

bl 
b4 
b7D 
b6 
b7C 
b7A 

(U) 

b2 
b7E 

•^S^^B^iSIX The above list of email addresses was reduced by 
eliminating email accounts with no hits in| | and by eliminating 
email accounts dealing with administrative, ^Tes, product/sm^d,ce 

Of the I information, or those containing . 
accounts, the following 
analysis: 

spam-like content 
were deemed appropriate for further 

ffiì 
(S) 

'S//nr/MF/FTSA 

news storv orT 
withl 

[contains a link to a 
The account also received an affiliated email 

1 

f 
(S//OC/NF/FTSAÌ 

cs> Lr 
X 

Tne email is marked 'not 
uei LineiiL—ETH Unu uun^ains a link to the website 

bl 
b4 
b7D 
b6 
b7C 

7/ORCON/NOFORN/FISA//20310720 
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bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 



To: 
Re: (S) 

j&<j2i//ORCON/NOFORN/FISA//2; )l072 0 

1 grnm, COUNTERTERRORISM 
7/20/2006 b2 

b7E 
b7A 

(S) 

(S) 
(S) 

(S//0C/NF) 

bl 
b6 
b7C 
:b7A 

- X 
\ r Comment; An open source search indicates that 

(S//OC/NF/FISA) 

i| g j news story on 
bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

contains a link to 

IQ / /rsr /MWFTQA \\ 
i 

is no content 
.pertinent' by 

and they have been marked 'r 
There 

bl 
b7 A 

bl 
b4 

ab7D 
b6 
b7C 
b7A 

(S//OC/NF/FISA 

5. (S//OC/NF) 

bl 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b4 
b7D 
b6 
b7C 
b7A 

//ORCON/NOFORN/FISA//20310720 
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To : 
Re : (S) 

| Î > ^ 7 / O R C O N / N O F O R N / F I S A / / : ) I 0 7 2 0 

bl 
b2 
b7E 

1 From : COUNTERTERRORISM 
7 / 2 0 / 2 0 0 6 

I JA 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

(S//OC/NF) A search for the email addres: 
within thel Idatahase revealed this account. 

'S) 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

(S).Searches for the email address 
the 

¿ithin ACS, 
database, 

(U) 

ua.tauase, 
the World Wide Web using the Google 

search tool, and other databases available to ECAU were negative. 
b2 it i 1 i 7Pii Pit r̂-conrit K T 

This is a 13 / E 
ration and 

b7D 

(S^^e?1®!!! The IP address as noted above and 
creation resolves to 
default IP address uèéU Ih ôôMè 

m 
amounts at rsgisr 

does not signify the actual location of the user. 
(S) (S / /OC./NFl An anal vsi s of the TP history for this accoimi—shows one 

I TP a d d r e s s resolving;.d 

bl (S) 
b4 
b7D 
b7A 

_Hie history 
IP addresses resolving to 

(U) 

IS) 
On 7/iR/?nn6. 

I 

the header and transactional information for 
as provided bvT 

ema i 1 addres 
following email addresses: 

was queried £ 
Results indicated the 

has communicated with .the 

SJJSRÇJ/ / ORCON/NOFORN/ F I S A / / 2 0 3 1 0 7 2 0 
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bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

NSL VIO-3760 



(S) 

bl 
b2 
b7E 
b4 • 
b7D 
b6 
b7C 
b7A 

To: 
Re : JST 

S^x^jT//ORCON/NOFORN/FISA//2í, 11072 0 
1 b1 1 From: COUNTERTERRORISM ^ 

7 / 2 0 / 2 0 0 6 b 2 

b7E 
b7A 

:a//0C/MF) The above list ot 

bl 
b4 
b7D 
b6 
b7C 
• b7A 

email addre^s^s, 
eliminating email accounts with no hits in 

was reduced by b2 
and by eliminating b7E 

email accounts dealing with administrative, sales, product/^ervi i7.e 
information, or those c o n t a i n i n g ^ p a m - l i k e content. Of the 
accounts, the following 
analysis: 

were deemed appropriate for further 

r .q / /nr/HF/.FTgai 
.(C), m e r e is no ^ntent to tne message, and it appears to oe spam. 

(S//0C/NF) 

was served a NSL (S//0C/NF 

analysis of the results is found earlier in this EC. 
£Efe!$5$T/ / ORCON/NOFORN/FISA/ / 20310720 
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and ECAU 
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To 
Re : 

1 

ST//0RC0N/N0F0RN/FISA//2 110720 
bl Pr-nm. COUNTERTERRORISM 

7/20/2006 b2 
b7E 
b7A 

bl 
b4 
b7D 
b6 
b7C 
b7A 

bl (S//0C/NF) A qparrh for the email address 

IS 
b2 within thu 
'b7E 
'b4 
b7D 
b6 
b7C 

Hat^hasm rpypalpH this arr 

(S) Sparrhpg fnr the pmai 1 address 
ACS, 

jithin 

(U) 

database,! | tft<S W6i-ld Wide W£b using the Loogl' 
search tool, and other databases available to ECAU were negative. 
^r^^feagyr^The TP aHrirflas a;s noted above resolves to 

This is a default IP address used in some 
accounts at registration and does not signify the actual 

location of the user, 
ÍU) 

IS) 

MFl An anal wo-i o nf fho TP hi g<-nri; fnr thi q jprniin)- ey-ir-ii-ToF 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7D 
b / A. 
b2 
b7E 
b4 
b7D 

SÉÔ^^/ /0RC0N/N0F0RN/ FI SA/ /2031072I 
24 

bl 
b7A 

NSL VIO-3762 



To: 
Re : 

SÍ2><£r / /ORCON/NOFORN/ FI SA/ / 2Ì ÍL 0 7 2 0 
bl 
b2 
b7E 
b7A 

Fr-nm; COUNTERTERRORISM 
7 / 20 / 2006 

TgT̂ Prf'qqr̂ r Pin 7 /I R /?nnfi—tii^-header and traî aanlj-QLiBl information for 
was quer'ied as provided bv 

£) ' t h e email a d d r e s s 

the following email addresses 
Results indicated 

has communicated with 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

F) The above list of • email addresses was reduced by 
and by eliminating 

iilce 
eliminating email accounts with no hits in 
email accounts dealing with administrative," sales, product 
information, or those containing spam-like content. Of the[ 
accounts, the following 
analysis: 
(S//0C/NF 

b2 
b7E 

were deemed appropriate for further 

bl 
b 7 A 

(S/./OC/NF) 
of the results is found earlier in this EC. 

S|D3R̂ f //ORCON/NOFORN/FISA//2 0 310 7 2 0 
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was served a NSL and ECAU analysis 

bl 
b4 
b7D 
b6 
b7C 
b7A 



SJ¡£<gT//0RC0N/N0F0RN/FISA//2; }10720 

To : 
Re : :s) 

From : COUNTERTERRORISM 
7/20/2006 

bl 
b2 
b7E 
• b7A 

7. (S//OC/NF) 

b4 
b7D 
b6 
b7C 
b7A 

ÍS//OC/NF) A search for the email addres 
within the database revealed this account 

(S//NF) Searches for| 
indicated f h i s a c c o u n t had c o n t a c t w i t h t h e 

in an ECAU d a t a b a s e 
">e1 ow 1 s t e d I 

content of the messages is not a v a i l a b l e .Searches 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7 t\ 

in the and in were negative 
The 

ior m e accounts 
All emails were bulk 

messages i s e n r r n numerous a c c o u n t s : no d i r e c t commim i c a t i on' 

(S ) cioa r-r-hes f r\r the oma i 1 jHHrpg 
the 

S^BKE^//ORCON/NOFORN/FISA//20310720 
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iifthin ACS, 
IDW 

bl 
b2 
b7E 

. b4 
b7D 
b6 
b7C 
b7A 



.To : 
Re : 

^S<CJT//0RC0N/N0F0RN/FISA//2 Í il 0 7 2 0 
bl 
b2 
b7E -
b7A 

"I EVnm- COUNTERTERRORI SM 
7/20/2006 

< U ) 

{S > 

database, 
search toüi were iiegauve 

and the World Wide Web using the Google 
b2 
b7E 

The IP aHH-r^gg a s nntpri aKnvP PinH nti 1 i 7pH xt arrnnnl- bl 
c r e a t ion resolves t b7A 

(U) analysis- of the TP history for this account shows 

bl 
b2 
b7E 
b4 
b7D 
b7A S) 

W-LLii Li ltd loiiowiiiu exceuLitrrn? 
|resolve tc 

1 It is unlikelvf 
xn 

(SI-

(S) 

J I r̂r-n ri 

TP a d d r e s s r e s o l v i n g t 

(3) 

1 1-

.q//or/NFM fin 7 / 1 8 / 7 0 fifi the header and t r a n s a c t i ona 1 i n f o r m a t i o n f o r 

( S H 
as provided h\, 

àddresS 

(S) 
email addresses : 

was.queried 
Results indicated the email 

ASs òòmmunicated with the following 39 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

J|®Í£|T/ / ORCON/ NOFORN/FI SA/ / 2 0 310 7 2 0 
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^P><^Î//ORCON/NOFORN/FISA//: )10720 

To: 
Re: T^T 

(S) 

vrnm• COUNTERTERRORISM 
7 /20 /2006 

bl 
b2 
b7E 
b7A 

bl 
b4 
b7D 
b6 
b7C 
b7A 

(C) 

bl 
b4 
b7D 
b6 
b7C 
b7A 

•••Ts22©e^aÊ)\The above list of|_ i i email addresses was reduced by 
eliminating email accounts with no hits in| | and by eliminating 
email accounts dealing with administrative, sales, product/s£X3iice 
information, or those containing spam-like content. Of the| 1 

b2 ' 
b7E 

accounts, the following 
analysis : 
is//OO/NF/FTSA 

were deemed appropriate for further 

The content of the messages is not 
pertinent (mostly online petitions or religious stories): 

NSL VIO-3766 



S^?<55T//ORCON/NOFORN/FISA/ / 2 }10 7 2 0 

1 From: COUNTERTERRORISM 

Th.e emails contain non-pertinent 
mrormation, usually or religious nature. 

: s j x (S//NF) 
Ï 

(Si 

(S) 

The account is mostly round within temporary 
interne^ f i l e s which contain nortipns of emails. These emails mostly 
rfi s m s s with some general discussion about b l 

However, these appear to be mass" mailings and do not provide b4 
additional information on this account. b7D 

bo 
b7C 
b7A 

S|ÏSÇ|T//ORCON/NOFORN/FISA//20310720 

29 . b7 D 
b6 
b7C 

NSL VIO-3767 



(S) 

(3) 

( 3 ) 

(3) 

bl 
b4 
b7D 
b6 
b7C 
b7A 

To: 
Re: (S) 

S^X^Í//0RC0N/N0F0RN/FISA//2Í )l0720 
F m m • COUNTERTERRORISM 

7 / 2 0 / 2 0 0 6 b 2 
b7E 
b7A 

ÍS//0C/NF) A search for the email address 
within th-ol Hnf -iK-ino VP"" ̂  1 ̂ ^ +- h -1 c- S_CLL 

(S//NF) Searches for| In an ECAU database 
indicated this account, had contact with the Oe1ow. 1 istedf 
accounts. 
content of the messages is nor a va i l a m e . searcnes 
in theL I a n H -i nl li.TQ-ro narrafi'ifa-

"TTTe" 
ror thé accounts 

bl 
b2 
'b7E 
b4 
b7D 
"b6 
b7C 
b7A 

(S) 

(S) S e a r c he s f o r t h e ema i l a d d r e s s 

ACS, ̂  
database, 

wi th in. 

( 3 ) 
The history then I 

bl 
and the world wide weo using the boogie b2 

b7E 
b 4 
b7D 
b6 
b7C 
b7A 

search tool were negative. 

F) . The ' IP ari^rass as n o t e d ahove and n t i l i ? e d at- ar-r-giint 

creation rfesolvesto 
An analysis of the IP history for this account shows 

IP address resolving to an ISP in 
1 TP a d d r e s s e s r e s o l v i n g Vn 

(S) 

>EtJP^T//ORCON/NOFORN/FISA//2031072I 
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NSL VIO-3768 

bl 
b4 
b7D 
b7A 



SJX|T//0RC0N/N0F0RN/FISA//2 )1072 0 

To: 
Re : rsr 

From: COUNTERTERRORISM 
7 / 20 / 2006 

bl 
b2 
b7E 
b7A 

(S) I n 
bl 
b7A 

(3) 

IS) 

s T y r f f ^ F ^ fin 7 / 1ñ / ?nn f í the header and t r a n s a d i ona 1 information for 

.email addres 
followinql Iemali addresses: 

was queried 
Kesuits indicated the 

has communicated with the 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b 7 A 

iS^^^SÇ^SF^ The above list of[ email addresses was reduced by 
eliminating email accounts with no hits in and by eliminating 
email accounts dealing with administrative) sales, product/service 
information, or those containing spam-like content. Of the • 

b2 
b7E 

SE^^ET/ /ORCON/NOFORN/ FI SA/ / 20310720 
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/ 



(S) 

(S) 

bl 
b7A 

(S) 

( 3 ) 

(S) 

To: 
Re: T^T 

ÎJT / / ORCON/NOFORN/ FI S A/ / 2< !L 0 7 2 0 
bl 
b2 
b7E 
b7A 

1 T̂ R-NM- COUNTERTERRORI SM 
7 / 20 / 2006 

accounts, the following 
analysis : 

were deemed appropriate for further 
bl 

i S fornir 
The b 7 D 

account is found in a temporary interne^ n i ~ However, the tile is b 6 
not available for viewing 

;S//OC/NF) 

;S//NF) oHi a a o cr\r* i aforl \,n 1- n I 
is found 

b7C 
b7A 

'ine email account 
is musiiy iuuiiu in Ltixu iiitib ui—ueiupuiaiy lULeinèt files which 
contain long lists of email addresses. Some of the lists are not 
labe 
from 

e d , s o m e a r e f r o m t h e 
mailing list. 

bl 
b4 
b7D 

;mail list,, and some.are b 7 C 
! JA 

9. (S//OC/NF) 

(S/ 
the 

/DC /N.F) A search for the email address 
r e v e a l e d t h i s a c coun t 

bl 
b4 
b7D 
b6 
b7C 
b7A 

IT/ /ORCON/NOFORN/ FI SA/ / 20310720 
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within 

bl 
b2 
b7E 
b4 
b7D 
b7A 

NSL VIO-3770 



S|bx3ÎT//ORCON/NOFORN/FISA//2 )l0720 

To : 
Re : T57 

.bl 
hli (3) 

Prnm- COUNTERTERRORISM 
7 / 2 0 / 2 0 0 6 b 2 

b7E 
b 7 A 

bl 
b2 
b7E 
b4 
b7D 
b7A 

(SJ-

(S) 

(SJ-

(S//NF) Searches for 
indicated this accouhr 

(S) 

(3) 

(U) 

S) 

l i n an F.r-An database 

Searchesfor 
produced negâtlVê results. 

in the database ana in 

bl 
b2 
b7E 
b4 
b7D 
b6 . 
"b7C 
b7A 

J 

( S ) dearr-hes for t"hp Pina i 1 aHHres.J" 
the 

aj,thin ACS, 

databàyë, 
search tool were negative. 

ana Lhë woi'ia WlUê Wèb using The Google G 

(S//0C/NF) The IP address as noted above a nd i i t i 1 i ? e H at a r-oonnt 

creation resolves to 
r.q / /nc/MF) An analysis of the TP history for this anrnnnt shews 

bl 
b4 
b7D 
b7A 

|IFaddressesresolvingto 

Dn 7/lfl/?nn6r the header and transactional information for 
as provided bvf 

addres 

1 
bl was queried 

• Results indicated the emai_L_. 
has communicated with the following b4 

U b7D 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

Sè^REl:/ /ORCON/NOFORN/FI SA/ / 20310720 
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(C) 

(U) 

bl 
b4 
b7D 
bo 
b7C 
b7A 
WÍ 

bl 
b2 
b7E 
b4 
b7D 
, b6 
b7C 
b7A 

To: 
Re : TXT 

S Epx^T / / ORCON/NOFORN/FISA/ / 2 )l 0 7 2 0 
I PVnrrv COUNTERTERRORISM 

7 / 20 / 2006 
b2 
b7E 
b7A 

-XS^Qe^Ni^ The above list of email 

bl 
b4 
b7D 
b6 
b7C 
b7A 

b2 
b7E 

eliminating email accounts with no hits in 
email accounts dealing with administrative^ ^T1 

s ses was reduced by 
and by eliminating 

res, product/service 
information, or those containing spam-like content. Of thef ' 
accounts, the following 
analysis: 

were deemed appropriate for further • or fi 

I Çj / / OC / M F / F T ^ B \ 

P d and 
several other accounts 
-advertises an event at tne 
pertinent. 

The emai T 
and is not 

19,// ClC. / M F / F T S A Ì 

and several other 
a c c o u n t s 1 

~ ! J The content of the messages has been reviewed by ~ ~ ,,-1- v, „ v, 4- 1 and 

SEptiET//ORCON/NOFORN/FISA//20310720 
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(S) 
bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A (U) 

ÍS) 

S) 

(S) 

(3) 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

To : 
Re : 

From: 
(S) 

T//ORCON/NOFORN/FISA//2 >10720 

COUNTERTERRORISM 
7/20/2006 

bl 
b2 
b7E 
b7A bl 

b4 
b7D 

(S//OC/NF) A search for the email address 
within the database revealed this account: 

(S) '¡"rrhoc fnr tho gma i 1 aHHres J 
the 

HJ^hin APS. 

datSbàSè, trie woria wiae wee using thè• bòogie 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

search, tool") and other databases available to ECAU were negative, 

là The IP address as noted above and utilised at 
resolves to 

b2 
b7E 

-b4 (S//0C/NF) An analysis of the IP history for this account shows 
I I TP aHH-resoas rocnlvinn r fi ' b 

I I H Atwr&ìiH r&snwuw 
•mere is one 

IP addresses resolving to various ISP1s 

U n bl 
b7A 

f.<=;//nr/nfm hn 7/iR/7nn6J the header and transactional information for 
as provided hv 

address 
email addresses: 

was queried 
Results indicated thè éftlàll 

las communicated with the following 

s£e£j2T/ /ORCON/NOFORN/ FISA/ / 20310720 
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/ORCON/NOFORN/ FI SA/ / Ú 

To : 
Re : 

From: COUNTERTERRORISM 
7/20/2006 

(10720 
• bl 
b2 
b7E 

SETZET//ORCON/NOFORN/FISA//20310720 
bl 

36 . b6 
b7C 

NSL VIO-3774 b 7 A 



sjàf^T/ /ORCON/NOFORN/FI SA/ / 2 jl 0 7 2 0 

To : 
Re : W 

1 Frnm• COUNTERTERRORISM 
7/20/2006 

bl 
b2 
b7E 
b7A 

J//ORCON/NOFORN/FISA//2 0 310 7 2 0 
37 , bl 

• b6 
NSL VIO-3775 



To: 
Re: IST 

[T//0RC0N/N0F0RN/FISA//2' »10720 
F-rnm : COUNTERTERRORISM b l 

7/20/2006 b2 
' b7E 

b7A 

SÉpRí¡.T/ /ORCON/NOFORN/ FI SA/ / 20310720 

38 • . bl 
b6 

NSL VIO-3776 b 7 C 
b7A 



To: 
Re : 

Fr-nm • 
(S) 

N/N0F0RN/FISA//2 J l ^ n bl 
COUNTERTERRORISM b2 

[7/20/2006' b7E 
b7A 

NSL VIO-3777 b 7 c 

b7A 



TO: 
Re: T5T 

SÈ><^r/ /ORCON/NOFORN/ FI SA/ / 2 

1 gT-nm. . COUNTERTERRORISM 
7/20/2006 

110720 bl 
b2 ' 
b7E 
b7A 

SjßR^T//ORCON/NOFORN/FISA//20310720 

40 
bl 

NSL VIO-377SÌ b /C 
b7A 



To : 
Re : (S) 

SÌ^x^//ORCON/NOFORN/FI SA/ / 1 >1072 0 

COUNTERTERRORISM 
7/20/2006 

bl 
b2 
b7E 
h7 A 

STS£JHST/ / ORCON/NOFORN/ F I SA/ / 2 0 3 1 0 7 2 0 

41 bl 
b6 

NSL VIO-37^9 c b7A 



Sj£><^//ORCON/NOFORN/FISA//i 110720 

To: 1 From: COUNTERTERRORISM 
Re: 7/20/2006 

b7A 

S^»^T//0RC0N/N0F0RN/FISA//2031072 0 bl 
42 b 6 

b7C 
b7A 

NSL VI03780 



ÖT//0RC0N/N0F0RN/FISA//1 

To : 
Re : 

1 TT-t-̂rr» ' COUNTERTERRORISM 
7/20/2006 

11072 0 
b l 

• b2 
b7E 

NSL VIO-3781 



JT//ORÇON/NOFORN/FISA//2 110720 

To: 
Re : TST 

COUNTERTERRORISM 
/20/2006 b2 

b7E 
b7A 

(S) 

/ORCON/NOFORN/FISA//20310720 

44 . bl 
.••,'• b6 

NSL VIO-3782 b 7 C 

' b7A 



SE]>^T//ORCON/NOFORN/FISA//i >1072 0 

To : 1 From COUNTERTERRORISM b7E 
Re : (s) 7/20/2006 b7A 

S Ê JKJST// ORCON/NOFORN/ FISA//20310720 
45 bl 

b 6 
NSL VIO-3783 t)7C 

b7A 



To: | 
Re : 1ST 

/ORCON/NOFORN/ FI SA/ / 2. )l 0 7 2 0 

I From- COUNTERTERRORISM 
¡7/20/2006 

46 

NSL VIO-3784 

bl 
b6 
b7C 
b7A 



SE 

To : 
Re : 

Ì3T//ORCON/NOFORN/FISA//2 Ì10720 
] Fi-nm . 

Tsy 
COUNTERTERRORISM bl 
|7/2 0/2 006 b2 

b7E 
_ b 7 A 

SÎÏGRSÎT//ORCON/NOFORN/ FI SA// 2 0 310 7 2 0 

47 b l 

b6 
b7C 

NSL VIO-3785 b 7 A 



To: | 
Re : 

SB><iïT//ORCON/NOFORN/ FISA/ / 2 
From : COUNTERTERRORISM 

17/20/2006 

)10720 
bl 
b2 
b7E 
b7A 

SÈ^ET/ / ORCON/NOFORN/ FI S A/ / 20310720 

48 bl 
b6 

NSL VIO-3786 b ; C 
• b / A 



SEjX^T / / ORCON/NOFORN/ FIS A/ / 2| )l 0 7 2 0 

To: | 
Re : 

1 From: COUNTERTERRORISM 
[7/20/2006 

bl 
b2 
b7E 

SB^fiT//ORCON/NOFORN/FIS A// 2 0 310 7 2 0 

49 

NSL VIO-3787 

bl 
h6 
hlC 
b7A 



§&K^T//ORCON/NOFORN/FISA//¿ >10720 
To : 
Re : 

From- COUNTERTERRORISM 
7/20/2006 

bl 
b2 
b7E 
b7A 

SJJHQÉT/ /ORCON/NOFORN/ FI S A/ / 20310720 

50 bl 
b6 
b7C 

NSL VIO-3788 b 7 A 



S^XCJt / / ORCON/NOFORN/ FISA//2 J10720 

To: | 
Re : 

From: COUNTERTERRORISM bl 
7/20/2006 

b7E 
• b7A 

SE^R^//ORCON/NOFORN/FISA//20310720 

51 ' bl 
b6 

NSL VIO-3789 b l C 
b / A 



!T//ORCON/NOFORN/FISA//2| VL0720 

To 
Re 

From: COUNTERTERRORISM 
17/20/2006 

.bl 
b2 
b7E 
b7A 

?//ORCON/NOFORN/FISA//20310720 
bl 

52 b6 
b7C 

NSL VIQ-3790 b 7 A 



SE^TT/ /ORCON/NOFORN/ FI SA/ / 2, ¡10720 

To: 
Re : 

•Q-V-̂tvi . COUNTERTERRORISM / 

7/20/2006 b2 
b7E 

' b 7 A 

^ 
53 

bl 
b6 

NSL V I O - 3 7 % c 

b7A 



S|><^T//ORCON/NOFORN/FISA//;: }10720 T 
To: | 
Re : 

From: COUNTERTERRORISM 
¡006 J / 2 0 / 2 I 

bl 
b2 
b7E 
b7A 

S^3^ET//ORCON/NOFORN/FISA//2 031072 0 
. 54 bl 

b6 
b7C 

NSL VIO-3792 ki?. 



^<fT//ORCON/NOFORN/FI SA/ / % )l 0720 

To: 
Re: Is! 

COUNTERTERRORISM 
7/20/2006 

bl 
b2 
b7E 
b7A 

bl 
b6 
b7C 
b7A 

U) -J^X^r^^Ei^ The above list of email addresses was reduced by 
eliminating email accounts with no hits in| | and by eliminating 
email accounts dealing with administrative, sales, product/service 
information, or those containing spam-like content. Of the 
accounts, the following! |were deemed appropriate for 
analysis: 

rtrrrrr̂  

s|i3K^T/ /ORCON/NOFORN/ FI SA/ / 20310720 

55 

NSL VIO-3793 



S^><i^T//0RC0N/N0F0RN/FISA//2 )l0720 

To: 
Re: T 5 T 

Prnir: COUNTERTERRORI SM 
7/20/2006 

bl 
b2 
b7E 
b7A 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b4 
b7D 
k) 6 
b7C 
b7A 

is / /or./NFM A search for the email' addres: 
the | | database revealed this account: 

IS) 

(S//NF) Searches for 
i ndi cated I 

within bl 
b2 
b7E 
b4 
b7D 
b7A 

lin an F.CAtl database 

(S) messages is not available. Searches tor the 
and in | [were negative. 

The content of 
accounts in the 

Jafi. 

T//ORCON/NOFORN/FISA//20310720 
56 

bl 
b2 
b7E 
b4 
b7D 
b7A 

NSL VIO-3794 



To: | 
Re : 

ß&^^T//ORCON/NOFORN/FISA// 2f |L 0 7 2 0 ^^ 

"I Prom- COUNTERTERRORI SM b2 
7/2.0/2006 b 7 E 

b7A 
(SJ 

bl 
b4 
b7D 
b6 
b7D 
b7A 

(S) Searches for the email address 
the 

ÍU) 

ÍSJ 

database, 
search tool were negative. 

bl 
b2 
b7E 
b4 
b 7 D 

and the World Wide Web using the Google kg 
b7C 

mithin ACS. 

^/^©C^iii^ The IP addrft«a<a as noted ahnve and utilized at' account 
"creation resolvesto 

bl. 

<U) An analysis of the IP history for this account shows 
bl 

ÍS) 1 IP addresses which resolve to various ISP's 
bl 
b7A 

(g) ÎS//OC/NE1 On 7/16/7006. the header and transactional.information for 
I as provided by 

S) address 
email addresses : 

was queried' 
Results indicated the ema_i_L 

(3) 
has communicated with the following 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

"^3BK^77UKCÖN7TIÜFDKN7TT5Ä7 / 2 0 310 7 2 0 

si-

NSL VIO-3795 



SÈ£<|T//0RC0N/N0F0RN/FISA//2; jL072 0 

To: 
Re : 1ST 

From: COUNTERTERRORISM 
7/20/2006 bl 

b2 
b7E 
b7A 

bl 
b4 
b7D 
b6 
b7C 
b7A 

JÏ 

bl 
b4 
b7D 

Comment: The only messages which were rp^H in t-hp a r m n n t b 6 
were froml ^ 

All other messages were 
b7C 

T\ Jr\ b77x 
ceceiveai 
at the time the NSL data was collected, 

"|and were not read by the user 

The above list of • email addresses was reduced by 
eliminating email accounts with no hits in and by eliminating 
email accounts dealing with administrative;—narres, product/service 
information, or those containing spam-like content. Of the| | 

b2 
b7E 

accounts, the following 
analysis: 

(S//OC/NF/FTSA) 

were deemed appropriate for further 

(C) 

SÈp^T//ORCON/NOFORN/FISA//20310720 

58 

bl 
b4 
b7D 
b6 
b7C 
b7A 

NSL VIO-3796 



bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

(3) 

(U ) 

(S) 

To: 
Re : 

1 TPr-nm • 
(s) 

SÈ^|T//0RC0N/N0F0RN/FISA//2 ]L0720 
^ bl 

b2 
b7E 
b7A 

COUNTERTERRORISM 
7/20/2006 

12 ., ^ / /or /MFII bl 
b4 
t) t D 
b6 
b7C 
b7A 

(S//0C/NF) A search for the email address the Hatahagp rouoa 1 pH thi g ar-poiint-
within 

bl 
b2 
b7E 
b4 
b7D 
k)6 
b7C 
b7A 

_SJ Sparrhps for ' the erta il address within ACS, [the 
database, 

tne woria wiae weo using tne uoogie search tool, 

(U) 
and other databases available to ECAU were negative. 

F) The IP aHrfrass as noted ahnvp and ntili7pH at 
creation resolves to 
default IP address used m some 
does not signify the actual location of 

account 
This is a b 2 

accounts at registration and b7E 
the user. 

analysis of the IP history for this arcnnnt—shoi.rs; f 
~~ "I TP ADDRESS resolving 

b4 
"b7D 

The history then has the following 
i-IJ-CdA. kJ-UWli. 

resolving to 
bl 

IP addresses 

S / ORCON/NOFORN/ FI SA/ / 20310720 

59 

b2 
b7E 

NSL VIO-3797 



(S) 

To: 
Re: (S) 

ßSXfC j1// ORCON/NOFORN/FISA/ / 2 ' }. 0720 
1 From• COUNTERTERRORISM bl 

7/20/2006 ' b2 
b7E 
.b 7 A 

IT B S 01T r H r̂  rr ± vr a r l̂ -i ì o - • T..Q.P..!...c!. j.. 1 
IP addresses 

(bl .. 
b4 
b7D 
b7A 
'b2 
(b-7.E E" 
(S) 

^rid^^gQ^g r-Pgolv-ing 

IP address resolving to 

IP 

resolving to various ISP's m the US, 
IP addresses 

TSZ^^^SSg^ On 7/16/2006, the header and transactional information for 
I s provided hy_ 

address 
email aüdrssses: 

£ was queried [ 
Results indicated the email 

has communicated with the following j j 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

of the above list of | | email addresses, with the 
below listed exception, were deemed appropriate for further analysis. 
All accounts either produced no hits in| or were associated with 
administrative, sales, product/service intormation, spam, or otherwise 
non-pertinent information. 

S È^ÉT//ORCON/NOFORN/FISA//20310720 b7E 

60 

NSL VIO-3798 



bl 
b4 
b7D 
b6 
b7C 
b7A 

(S) 

bl 
b2 
b7E 
b4 
b7D 
bo 
b7C 
b7A 

( U ) 

To: 
Re : 

T//0RC0N/N0F0RN/FISA//2 }.0720 
]_„ ^ T ^ ™ ' ™ ™ ™ bl Frnnv. COUNTERTERRORISM 

7/20/2006 t>2 
b7E 
b7A 

(S//OC/NF/FISA) 
analysis of the results is concainea in' 

was served a NSL 
this communication .l 

bl 
b4 
b7D 
bo 

. b7C 
b7A 

and ECAU 

13. ' S//OC/NF 

(S//OC/NF) search for the email address 
within the database revealed this accouiiL 

Í.S//OC/NF/FTSA« 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

théïé ié no ¿ontent \ 
'not pertinent' by 

however, 
, and they have been marked 

(S) ̂ Searches for the email address 
the 
database, 

ri t- h • ACS, 
tne world wiae wee using tne boogie 

search tool, and other databases available' to ECAU were negative. 
The IP address as noted ahove and ntiliypd at ¿¡cronnt 

creation resolves to ' This is a 
sed in some accounts at registration and 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

/ORCON/NOFORN/ FI SA/ / 20310720 
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To: 
Re: 

JT/ /ORCON/NOFORN/FISA/ / 2 f " j. 072 0 
bl From: COUNTERTERRORISM 

7/20/2006 

(U) 

b2 
b7E 
b7A 

An analysis of the IP history for this account showsl 

"11F aggresses resolving-to 

(S) 
then shows 

1 both resolving 

bl 
b2 
b7E 
b4 
b7D 

ine mstorybo 

resolvingtoISP* £ 1 The history next shows 
P aHHi 

1 TP addresses- resolving rn 

(S) 1 The last entry provide^ in the history^ 
IP addressresolving 

sses b7C 
, b7A 

oth resolving 
] 

(S) £//or./NF^ On 7/1 6/2006. the header and, transactional information' for 
lb las provided h 
the Bulk Emni 1 "H^VOC^ I 

(S) 

ij £ J email addres 
following email addresses: 

was queried within 
Results indicated the 

las communicated with the 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

SpeégT//ORCON/NOFORN/FISA//2 0 310 7 21 

62 

NSL VIO-3800 



Sir^Cp/ /ORCON/NOFORN/ FI SA/ / 2 T 0720 

To: | 
Re : (S) 

From: COUNTERTERRORISM 
7/20/2006 

bl 
b2 
b7E 
b7A 

b2 
b7E 

(U) 
J^J^QST^f] None of the above list of| | email addresses, with the 
below listed exception, were deemed appmoriate for further analysis. 
All accounts either produced no hits in or were associated with 
administrative, sales, product/service intorr 
non-pertinent information. 

:ormation, spam, or otherwise 

bl 
b7A 

bl 
b4 
b7D 
b6 
b7C 
b7A 

(S) 

(3) 

(S): 

(S//OC/NF) 
within th database revealed this account. 

;S//NF) Searches fori in an ECAU database 
indicated this account had contact with the account 

which is an account 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

»1 1 n I1. fi re .ni, i o uri 4/^:u/2uub, 
and 'numerous other accounts. 

the message is not available. Searches for the account in 
uus account sent an email to 

The content of 
database and in were negative. 

Sg&ggT// ORCON/NOFORN/ FI S A/ / 20310720 
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NSL VICK3801 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 



ÍU) 

(S) 

( 3 ) 

(S) 

(U) 

(S) 

(S) 

( 3 ) 

(U) 

To: 
Re: 

Sjjk^jT/ /ORCON/NOFORN/ FI SA/ / 2 : J. 0720 
bl 
b2 
b7E 
b7A 

From: COUNTERTERRORISM 
7/20/2006 

(S) Searches for the email•address 
ACS, 

thi n 

database, 
search tool were negative, 

bl 
b2 
b7E 
b4 
b7D 

and the World Wide Web using the Google 
hi A 

IP address as noted above and utilized at account 
creationresolvest 1 

bl 
b7A 

! q / /or /MF\ An analw^i; of the TP history for this aCCOUnt sjiows 
EPaddresswhichresolvesto 

TÏ ÏFTTR 
Î he. history then shows 

IP addresses which resolve to various bl 
b7A 

On 7/16/2006. the header and transacti ona 1 information for 
as provided bvl was queried within 

the Bulk F.rnai 1 Address Search Tool off 
email address 
following email aauress^y 

Results indicated the 
has communicated with the . 

None of the above list 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

email addresses were 

r 
(S) 

léemed appropriate" for further analysis. TTTl accounts either produced 
no hits in | "| or were associated with administrative, sales, 
product/service information, spam, or otherwise non-pertinent' 
informati on. Additionally, there werd 

15 (S//OC/NF) 

bl 
b4 ' 
b7D 
b6 
b7C 

.bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

Sß&g$T// ORCON/NOFORN/ FISA//20310720 
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NSL VIO-3802 



To: 
Re: 

(C) 

SÈB^yr/ /ORCON/NOFORN/ FI SA/ / 2 

I Frnm • COUNTERTERRORI SM 
7/20/2006 

f- 1 1.0720 
bl 
b2 
b7E 
b7A 

bl 
b2 
b7E 

(S)b4 
b7D 
b7A 

bl 
b4 
b7D 
b7A 

bl 
b4 
b7D 
•b7A 

S//OC/NF) A search for the email address 
.he database revealed this account: 

within 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

'MIMI 

bl 
b2 
b7E 
b4 
b7D 

b7C 
b7A 

(S) 

m 5iacK space.—T 
The account is 

(S//OC/NF) 

ie / 

searches for 
iPfiaH ve • 

The content ot the messages is not available 
the accounts in the database and in 

and 
were 

' (S) Searches for the email addres: 
the 

¿ ¿ t h i n A C S , 

database, 
search tool were negative. 

and tne world wide web using the Google 

SE^B^ST/ /ORCON/NOFORN/ FI SA/ / 20310720 
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bl 
b2 
b7E 
b4 
b7D 



SÈJX^T//0RC0N/N0F0RN/FISA//2 j.0720 

To: 
Re : "ST 

(U) 

1 Frnm: COUNTERTERRORISM b l 

7/20/2006 • b2 
b7E 
b7A 

address as noted above and utilized at account 
|| 2 || creation resolves to 

bl 
b7A 

(U) T^&GSiTT An analysis of the IP history for this account shows 
IP address whicTT 

(3) 

ì 

(U) 

5) 

3) 

(3) 
-rpcnl tof 

rpsnlvP to v^ltV.i*I K M ' 4-ÌiOf^r^; YH 
•TP 

The history then shows 
^Hrp^pg wh-i oh 

to 
IF aaaiens WHICH r ^ m v f e 

bl 
b4 
b7D 
b7A 

b7E 

On 7/16/2006, the header and transactional i riforma t i 
"I as provided bw 

J address 
emai1 addresses : 

t 
cn for 

was queriec 
Results indicated tn^ emai 

has communicated with the following 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

^^¿¿QQ^SZJ^ None of the above list of email addresses were deemed 
appropriate for further analysis. All accounts either produced no 
hits in| ] or were associated with administrative, sales, 
prndnrt/ssrvir.P information, snam. or othanHcp^nn-nnrHnon^ 
i nformafi on. 

SjUeéET / / ORCON/NOFORN/ FI S A//2 0310 7 2 0 
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bl 
b2 
b7E 
b4 
b7D 
b6 
,b7C 
b7A 



§ï><!f / / ORCON/NOFORN/ FI SA/ / 2 f-0720 
To: 
Re : 

1 Fr-nm • COUNTERTERRORISM 
7/20/2006 

LEAD(s): 
Set Lead 1: (Info) 

COUNTERTERRORISM 
AT WASHINGTON, DC 

bl 
b2 
b7E 
b7A 

J (U) FOR ITOS 1/CONUS 4 / T ^ . ¿ S ^ e a d and clear , 

Set Lead 2: (Info) 

AT 
(U) For information. b7E 

jn^gS^ET/ /ORCON/NOFORN/FI SA/ / 20310720 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
To: Counterterrorism 

From: 
contact : FA 

Approved By: 
Drafted By: 
Case ID #: (S) 

(S) 

Attn: SS&I 
SA 
IA 

Date: 02/03/2006 

I 

TFOS/RFFIU-1/LX-1/5W-109 
Attn: SA 

SA 
SA 
SA 

Synopsis : 
accounts belonging to 

(S) 

b2 
b7E 
b6 
b7C 

(Pending) 
(Pending) ^ 

b7E 

b7C 
b7A 

J^S^Schedule and financial analysis of checking 

(U) ^ 
Enclosures : 

S^R^T^ 

NSL V I 0 3 8 0 6 



ET 

To: 
Re : 

Count,erf i 
(S) 

J_am Ejianu 
Ö2/Ö3/2ÜÖ6 

bl 
b2 
b7E 
b7A 

(S) 

bl 
b6 
b7C 
b7A 

_LSJ AHH-ifinnal WST. 'q were also -i .q.qned ori 

bl 
b6 
b7( 

1S1 

bl • 
b6 
b7C 

NSL VIÖ-3S07 



To: 
Re : 

Count|Prt-f 
(S.) 

-SUS T?vi->m • 

[¡'2/UJ/2UUb 

(S) 

bl 
b2 
b7E 
b7A 

bl 
b6 
b7C 
b7A 

bl 
b6 
b7C 
b7A 

(S) 
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ŝ jasî T 
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