ECPA NSL Definitions Proposal

Section 1. Counterintelligence and counterterrorism access to electronic
communication service and remote computing service records.
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Analysis

Section 1. Counterintelligence and counterterrorism access to electronic
communications service and remote communications service records

This proposed revision clarifies the scope of the Electronic Communications
Privacy Act’s national security letter provision. 18 U.S.C. § 2709, by specifically listing
the tvpes of records and information that the FBI may obtain pursuant to an ECPA
national security letter (NSL).

The list of items contained in this proposal parallels that in 18 U.S.C. § 2703(¢c)(2)
— which identifies the records and information that may be obtained by administrative or
grand jury subpoenas — with one exception. In addition to the records and information
that may be obtained under section 2703(c)(2), the proposed revision would permit the
FBI to obtain “records identifving the origin, routing or destination of electronic
communications” using an ECPA NSL. This change would not expand the categories of
records and information that may be obtained by an ECPA NSL. but rather would clarify
what records or information are obtainable — a change that was suggested by the
Department of Justice’s Inspector General in his recent report on the use of NSLs by the
FBI

The proposed revision also clarifies the types of providers covered by the ECPA
NSL statute by using the language of § 2703(c)(1) to indicate that providers of electronic
communication services (which, under the definition contained in § 2510(13), also
includes providers of wire communications services) and remote computing services are
covered by this provision.

Section 2. Technical and Conforming Changes

The proposed revision changes the table of sections for chapter 121 of title 18 of
the United States Code to account for the new title of section 2709.
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UNCLASSIFIED

REPORTING REQUIREMENTS UNDER

THE USA PATRIOT IMPROVEMENT and REAUTHORIZATION ACT of
2005 (Public Law 109-177).

&

THE USA PATRIOT Act Additional Reauthorizing Amendments Act of 2006
(Public Law 109-178).

FISA BUSINESS RECORD CHANGES

Sec. 106. Access to Certain Business Records Under Section 215 of the USA PATRIOT
Act,

. Attorney General will report on an annual basis (April of each

| ‘R.eponing.Cycle: o

House Permanent Select Committee on Intelligence
House Judiciarv Committee

Senate Select Commuttee on Intelligence

Senate Judiciary Committee

Congressional Committe

1 (1) Total number of applications for FISA Business Records.

1 (2) Total number of orders granted, modified. or denied.

{ (3) Total number of orders granted, modified, or denied for the
| special categories of tangible things.

|+ Library circulation records. library patron lists. book sales

{ records, or book customer lists.

* Firearms sales records.

*T'ax return records.

*Educational records.

{ * Medical records containing information that would identity a
| person.

1 Annually (April of each year), the Attorney General shall make an
{ unclassified report on the total number of FISA Business Records
applications, and the total number of orders granted, modified. or
| denied.

O COWTATHED

UNCLASSIFIED |
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UNCLASSIFIED

Sec. 106A Audit ou Access to Certain Business Records for Foreign Intelligence
Purposes.

_ | The IG will perform a comprehensive audit of the effectiveness and
use, including any improper or illegal use, of the investigative
1 authority.

For 2002, 2003, and 2004. the audit should be completed within
1 one year of enactment (March 9, 2007).

For 2005 and 2006. the audit should be completed by December
131.2007.

{ The IG shall submit the audit reports to —

1 « House Judiciary Committee.

* House Permanent Select Committee on Intelligence.
* Senate Judiciary Committee.

1 ¢ Senate Select Committee on Intelligence.

Report results tc

1 Audit will look at the following for effectiveness —

* Catogorics of records obtained.

* The importance to the FBI and the IC of the information
obtained.

* The manner in which the information is collected. retained.,
analyzed, and disseminated by the FBI (this will include an

| examination of the access to “raw data™ provided by the FBI to

1 other agencies of the Federal, State, local, or tribal governments, or
| private sector agencies).

* The minimization procedures adopted by the AG.

* Whether, and how often, the FBI used information to produce

{ analytical intelligence products for the FBL, the IC, or other

1 Federal. State. local, or tribal government agencics.

| » Whether, and how often, the FBI provided the information to law
-1 enforcement authorities for criminal proceedings.

Examine effectivencss
thetool: '

UNCLASSIFIED 2
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UNCLASSIFIED

1 The audit process will look at the following:

» How often the FBI requested DOJ to submit an application and

| the request was not submitted to the court (including the basis for
| the decision).

* Whether the court granted. modified, or denied the application.

* The justification for the failure of the AG to issue implementing
procedures governing the requests in a timely fashion, including
whether the delay harmed national security.

* Whether bureaucratic or procedural impediments prevent the FBI

-4 from fully using the authority.

FISA ROVING SURVEILLANCE CHANGES

Sec. 108. Multipoint Electronic Surveillance Under Section 206 of the USA PATRIOT

Act,

- Reporting cycle: -

The Attorney General will report on a semi-annual basis.

Congressional Comunitt

* House Permanent Select Committee on Intelligence
+ Senate Select Committee on Intelligence
+ Senate Judiciary Committee

‘Reporting categori

» Total number of applications made for orders and extensions.

+ Each criminal case in which information has been authorized for
use at trial, during the period covered by such report.

+ Total number of emergency employments and total number of

- 1 subsequent orders approving or denying surveillance.

FISA OVERSIGHT CHANGES

Congressional Reporting on FISA Physical Search authority:

1 Attorney General will report on a semiannual basis.

* House Permanent Select Committee on Intelligence
* House Judiciary Committee
s Senate Select Commiittee on Intelligence

"1 » Scnate Judiciary Committee

UNCLASSIFIED
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UNCLASSIFIED

1 Report the following regarding emergency physical searches —

* Total number of applications.

* Total number of orders granted. modified, or denied.

| « Number of physical searches involving the residences, offices, or
personal property of U.S. persons, and the number of occasions the
AG provided notice.

* Total number of emergency authorizations, and total number of
©1 subsequent orders approving or denying the physical searches.

Congressional Reporting on FISA Pen Register and Trap and Trace authority:

Attorney General will report on a semiannual basis.

* House Permanent Select Committee on Intelligence
* House Judiciary Committee

+ Senate Select Committee on Intelligence

* Senate Judiciary Committee

Report the following regarding pen registers/trap and trace —

» Total number of applications.

» Total number of orders granted. modified, or denied.

* Total number of emergency authorizations, and total number

subsequent orders approving or denying the pen registers/trap and
trace.

" Reporting categort:

FISA PEN REGISTER/TRAP AND TRACE CHANGES

Sec. 128. PATRIOT Scction 214; Authority for Disclosure of Additional Information in
Connection with Orders for Pen Register and Trap and Trace Authority
under FISA.

1 Attorney General shall report on a semiannual basis.

* House Permanent Select Committee on Intelligence
* House Judiciary Commitiee

* Senate Select Committee on Intelligence

* Senate Judiciary Committee

{ Use of pen registers and trap and trace.

UNCLASSIFIED 4
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UNCLASSIFIED

EMERGENCY DISCLOSURES

Sec. 107 Enhanced Oversight of Good-Faith Emergency Disclosures Under Section 212
of the USA PATRIOT Act.

If the provider, in good faith, believes that an emergency involving
danger of death or serious physical injury to any person requires
disclosure without delay.

Attorney General shall report on an annual basis.

* House Judiciary Committee
* Senate Judiciary Committee

* Number of accounts from which voluntary disclosures were
received.

+ Summary of the basis for disclosure where the investigation was
closed without criminal charges.

NATIONAL SECURITY LETTERS

Sec. 118. Reports on National Security Letters.

* AG reports on a semi-annual basis.

Current NSL Reports
D * Reports will now also be made to the House Judiciary
Committee, the House Permanent Select Committee on

Intelligence, the Senate Judiciary Committee, and the Senate Select
-] Commuttee on Intelligence.

‘Enhanced Oversight | * AG reports on a semi-annual basis.

US.C ’

* Reports will now also be made to the House Judiciary
Committee, the House Committee on Financial Services, the
House Permanent Select Committee on Intelligence, the Senate
Judiciary Committee, the Senate Housing and Urban Affairs

| Committee, and the Senate Select Committee on Intelligence.

Aggr Reporto ‘NISva -1 ¢ AG reports annually (April).

requests:

UNCLASSIFIED 5
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UNCLASSIFIED

|1 » Total number of NSL (excluding NSLs for subscriber

information) requests for information concerning different U.S.
persons.

- * Unclassified report.

Sec. 119. Enhanced Oversight of National Security Letters.

Comprehensive audit of --

* Use of NSLs for 2003 through 2006.

* Description of noteworthy facts/circumstances, including any
tmproper or illegal use of NSLs.

» For 2003 and 2004, must be completed not later than one year
after enactment (March 9, 2007).

+ For 2005 and 2006, must be completed not later than December
31, 2007.

Examine Effectivencss of
NSLs: .

The audit will examine:

* Importance of the information acquired by DOJ to the
intelligence activities of DOJ and other members of the IC.

» How information is collected, retained, analyzed, and
disseminated (including access to raw data) to members of the IC
community, and other Federal, State, local or tribal governments,
or private sector entities.

* How oflen NSL information was used to produce an analytical
intelligence product for distribution to the IC community, and to
other Federal, State, local or tribal governments.

» Whether, and how often. NSL information was provided to law
enforcement authorities for use in criminal investigations.

* Following enactment of the USA PATRIOT IRA, the number of
NSLs issued without the certification necessary to create a
nondisclosure obligation.

* Types of electronic communications and transactional
information obtained under § 2709, and the procedures DOJ used

4 if content information is obtained.

| *Not later than February 1, 2007, or upon completion of the
1 2003/2004 audit, the Attorney General and the Director of
{ National Intelligence shall jointly submit a report on the feasibility
1 of applying minimization procedurces to protect the constitutional
1 rights of U.S. persons.

UNCLASSIFIED
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UNCLASSIFIED

1 » Report goes to the House Judiciary Committee. the House
Permanent Select Committee on Intelligence. the Senate Judiciary
Committee, and the Senate Select Committee on Intelligence.

DELAYED NOTICE SEARCH WARRANTS

Sec. 114, Delayed Notice Search Warrants.

| Annual reporting to Congress by Court (starting with the fiscal
{ year ending September 30, 2007).

DATA-MINING ACTIVITIES

Sec. 126. Report on Data-Mining Activities.

This section requires the Attorney General to report to Congress on any initiative of the
Department of Justice (including the FBI) that it uses or is developing for pattern-based data-mining.
Among several topics, the report is to explain how any pattern-based data-mining initiatives collect,
review, gather, and analyze information, and how the initiatives will ensure the accuracy of
information and protect the privacy and due process rights of individuals.

The statute defines pattern-based data-mining as follows in section 126(b)(1):

(1) Data-Mining. The term “data-mining” means a query or search or other
analysis of one or more electronic databases, where

(A) at Icast onc of the databascs was obtained from or remains under the
control of a non-Federal entity, or the information was acquired initially by another
department or agency of the Federal Government for purposes other than intelligence
or law enforcement,

(B) the search does not use personal identifiers of a specific individual or
does not utilize inputs that appear on their face to identify or be associated with a
specified individual to acquire information; and

(C) a department or agency of the Federal Government is conducting the
query or search or other analysis to find a pattern indicating terrorist or other
criminal activity.

UNCLASSIFIED 7
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In preparing your response to this request, you should determine whether your company maintains
the following types of information which may be considered by you to be an electronic
communications transactional record in accordance with Title 18 United States Code Section 2709.

Account information to include:

b7E

We are not requesting and you should not provide information pursuant to this request that would
disclose the content of any electronic communication as defined in Title 18 United States Code
Section 2510(8). Subject lines of e-mails are content information and should not be provided
pursuant to this request.

If the records provided are particularly large we request that you provide this information in
electronic format preferably on a CR-ROM.

NSLB 8-11-05

ALL’ FEI INFORMATION CONTATNED
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: FPRIORITY Date: 1J/02/2006
To: All [Fie=ld Cffirces Attn: ADIC
am
f\wa
211l Legats Attn: Legats
Counterterrorism Attn: 2/2D Jusepn 2il1ly, Jr.
Criminal Investigazive Attn: 2D James H. Surrus
Tvrer Attn: 20 Janmess F. Finch
Counterintelligence Attn: 2D Tinothyv D. Bereznay

From: Office of the G
Investigativ
Contact: 33

eneral Counsel
e Law Unit
A

Approved By: Caproni Valerie E
Lammert Elaine N
Tlogngs Jylje

Drafted By:

Case ID #: SGEF-HQ-1085159 (Fendirnyg)
SOF-HQ-1085165 (Pending)

Title: N=ZW | NHUAL REZORTING REQUIKEMENT
FMERGZNCY DTSCTOSURES TINDER 18 U.S.C. 2700 () (&)

Synopsis: To advise TEI Headquarters Divisicns and Field Office

>f thes annual reporting requirement recarding voluntary
disclcsures made by service providers to the FEI pursuant to

emergsncy disclosure provision of Title 18, Jnited States Code,
Section 2707 (b)(8), and —o set forth kl_ﬂydures for facilitating

the ganes.

Enclosure(s): Enclosed is a <oopy oI a mencrandurm from the
Departnent of Justice (DOJ), dzted July 10, 2006, and sntitled
"Keworting Requirenent Under Section 107 of the 1USA PATRIOT
nproverent and Reauthorization Act o 200&."

Details: On March 2, 2006, the U3A PATRIOT Incrovemsnt and
Reanthorization Act of 2005, (1L
Law The UZA PATRIOT IRA mads
criminal lawes, including 1z U.3.
sletronic nummunirati;n; service provider fo voluntarily
dicclcoco to law enforcement the cortent -f customwer

czmeaanications if the providers, "irv goond faith, belisves fhats
emergency involving danger of dezath or sericus phvsical injury

eral changss to various

CONTAIRED
WCLASSIFIED
(~%007 BY 6517% DMH/RZR/JB
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211 Fi=sld Cffices

Re: @6F-40O-1793139, 10/072/

any porcon requircs digclos
re_ating Lo fLhe emergency.™
can bes used in koth
Invezstigations.
emergsncy disclosure provis
(EC)fron. OGC to
entitled
Service

Prow 1d9Ls undel l&

—~

12 11.23.C

DOJ reportlng

o
P

2()
following

From:

criminal o
For further legzl guicance

ALl Field offices,

OfZice of the Genesral Counsel

T006

ure without de_ay of commanications
The emergency dis-losars provision

ard national security

on e of the

the Electronic Communicazion

dated August 25, z00L, and

Provizion for Information from

U.J.,. S _YuZ{k)™ (beF-HQ-10&85159,

IseS

L3

ion, ses

(2) was amerded to inclade the

i~ "ILll rements:

"Iection 107. ENHAMNCED OVERSIGHT OF GOOD-FAITH
EMEXRGENCY DISCLOSURES UNDER SECTION 212 OF THE USA
FATRICT ACT

(&) ENHAMNCED OVERSIGHT-Secti-n 2702 of title 13,
United States Code, 1s amernded by adding at the end
the following:

(d) REPCRTING O= EMERGENCY DISCLOSJRES-On an annual
bhasis, the AtZorney General sha’l sucmit to the

Committee on —he

Judiciary of the llouse of

Representatives and the Committee cn the Judiciary

of thes 3Senaze a report contalining-
(1) the number of zccounts Zrom which the Lepartment
of Justice has received volurtary disclosures undsr
cabsection (k) (8); and
(Z) A Jmmdry of the bzgig Zor digclogure in thoge
insztances where-
(&) vflnnrdry digcloguregs unzer surngsection (k) (&)
were made to The Department of Justice; and
(Z) the inves—igation pertairing tc those
disclosures was closed without the filing of
criminal charges."
Thiz recorting rejuirement wzs intenzec to allay concerns raised
darirg the 11532 PATRTOT ACT reanthorizat!-n pro~eass tnat the nse
of the voluntary discclocure provisior. lacked adeguate overcighz
and that dizclosures were beirng male ir siftuations which were nos
truly erergency situacions.
Receiving offices zre remirded that fthe emergency
_cesure provision under 18 U.S.C.0 2702 (b){g) 1s limited zo
sitaaticons where —he service provider, in good faith,

that an emergency

b any perasn

fnjnry
communications relating o

=
O

provider is responsibile for

e

invalvirg death or serious physical

Aigoclosnre withont delay of

the ocmergency. While the seorvice
Jetermininy the spmoant ~f information

=5
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T 211 Fiesld Cffices From: OfZice -f the Gensral Counsesl
Re: @©O6F-HQ-1785159, 10/02/2006

it neodzs to reach this "good fzith” belicf, it ic pocoikle thaz
they -an reacn this determination zolely based on a ztatement
from the FBI or ancther entity that such an sensrgency =zists.
Ayents should seerz the advice of fheir Chief Division Counsel
DT, the Investigative Law Unit, or the WNaticnal Sescurity Law

a
Branch, 1f they have a egardingy whether the facts of a
parti-ular case create y gituation supporting the use
ot the emergency disclosure p”””lulﬁﬁ.

Erergency disclosures may alzo ke made in regard to <he
records associated wiTh the commnications.  However, the
reporting regqiirement is limited to those cases where the conten

~nf -omnunications is discloged.?

DOJ will be responsikle for reporting the akove
nformation fo Congress. To ensure corsistency in component
rep-crting, LOJ created a single form Zor all conponents to
utilize Lo capture and —rack information re_ating to this
repoerting reqguairement. The form, a3 zample of which is included
s wart of the enclosure —o this EC, contains the following
ficldz which muct be completed for cvery case where a provider
vo_untarily discloses conzZent of ar electrocnic compunication
purzuant to Section 2702(b) (8):

1) of Disclosure

Z) Account

3 : for Disclosure

4] Infesfigation Opened (yeg/nci
5) LCale Invest_igalion Open=d

6) Casze File Humber

)

)

)

)

)

)

) Investigation Clogsed (ves/n:z)
8) LCate Inves—-igation Closed

)

J

1

Criminal Tharges Filez (yes/nc)
j1Charges Ziled
J=ntity Bringing Charges

For purposes of completirng the form, the following
cidelines shennld be followed:

‘11 The disclosures should ke oogarizes by account. Typically,
whern ths FDI informaticon from an electronic service
prﬁv dﬂr or conputing service {usually an ISE) pursuant

t- Zection 2 ), —he FBI informs the provider that the
requ est iz d aT a speclific zccount or an online identity,

IThe Act alsc modifisd the emergency s—andard for the
disz_csure of records to wirror that uszed for the dizclosure of
content.
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T 211 Fiesld Cffices From: OfZice -f the Gensral Counsel
Re: @©O6F-HQ-1785159, 10/02/2006

such as a gcorocen nane.  When the ISP provides the information =—o
the FEI, the FBI may receive information thdt a2 aukbscoriber has
mi_tiols accoants or —hat an accoourt has malticle identitiss.
”heuM 1 ccounts should ke reported zeparately.  For ezample, 1f an

ZF pruvlde~ information —hat three e-mail addresse=s are h=ld by
one Individuaal, the FEI will report that 1t received information
on thres acoouants;

(217 A suruwrary of the kasis for the disclisurs aust be
The surwrary soould contain sufficient information ¢
Individual anfamiliar with the thPOTludtluh to asz

1Z) Disclosures made pursuant teo 1€ T.35.C. 2702(k; (2) and
subzedqu eut investigations must be tracked to determine whether an
nvestigation was closed without the Ziling <f criminal charges;

41 Althougn recipients shcould provice the nuncer of accounts
that discleosures were recelved from within a given yesar, a
sumnary of tho bagsis for disclosurce chould not be reported unleooss
and until the investigazZion is clogeZ withcut the filing of
criminal charges; and

force situazions where the FEI Zs the lead agency, 1=
Fle for making the report. _n thcse task force

= where the ZBI is not the lead agency kut neverthe
: r the disclosure directly Zrom the ISE, then the FEIL
shouZd alzo make a reporl. I wore Lliarr cne DOT enliby on Lhe
task force receives a disclosure direct’ly frem the I3, the =
ahen’d coordinate with —“hose other DOJ fagk force entities to
ensurs that only one report is made.

DOJ's first report will cover ths veriod from July 1,
ZC0¢ throagn December 31, 20060 For subsequent vears, the
reperting period will cover the period from January 1 through
Decezmoer 21. Zach field office and FEIEQ Division will he
resvonsible for dmmedia-ely maintainin: the information set forth
‘n the attached form in an appropriate office control file. A
separate control file will ke necesgsary for zny ~classified
material. In order to avoid duplicate repeorting, an entity —hat
subnits a request for an emergency dlo___ sure is responsible for
reccerding tne informa=zion. The forms will be transmitted by the
field and F=z1H4Q Divisions to the lrwvestigyative Law Unit (1LUY,
Office of tne General Counse=l, on an arnual oasis. ILU will
advise the fi=zld offices and FELIHQ Divisions by EC as to the
dead ins for transmitoal =anh Tte firat deadlines [or
trancmittal will ke January 2
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To: All Fiesld Cffices Frowm: OfZice of the Genesral Counssl
Re: @©6F-HQ-1785159, 10/02/2006

Eacn Ficld Office and FEIHQ Divicion chall designaze a
P-int of Contact (POT) for ocompilirg the arnnual report fo ILT and
shal’ notify ILU via =sleczronic communication (EZ) of that TPOC on
or pefore December 8, 2006. Further, all Field Office Squad
Supervisors whose Agents receive emergency disclosures subject to
this reporting requirement are responsible for providing the
requested information to the Field Office POC.

Finally, it should ke notez that all of the information
2ontained in the form will not be tranznmitted v DOJ f£o Congress.
The forn sinply provides a uniform method for tracking
nfermation so that if lazer questiorns are r=ceived by the
Lepartnent relating to the report, fthere 15 a wechanism in place
t- identify the case in which the <Ziszclosure was received.

Any Juestions should be directed teo th= Investigative b2
Lz Hnit{ff:fjfi} 334{:::]v)r the Naticna. Security Law bBranch az
vz0z1 324
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o 211 Fi=ld Cffices From: OfZice -f the Gensral Counsesl
Re COF-HO-1785159, 10/02/2006
LEAD (s) :

Set Lead 1: (Action)

AL XECETIVING OFTCES

Facnh Field Office and FBIHQ [Divisicn shall designate a
P-int of CTontact (POC) for ocompeiling the anmual Field Cffice
repcrt to ILU and shall notify ILU via electronic communicaticon
{EC) «of tnat POC on or before December 8, 2006.

Set Lead 2: (Action)

ALL RECETIVING OFZICES

Please distrikuze to all employess., EBach Field Office
and FEIHQ Division shall provide the Zirst annual report to the
nvestigative Law Unit by January 31, 2007.

+*
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Outside the Scope 4/4/07 email

SEC

----- T
From: (CTD) (FBI)

Sent: Tuesday, February 27, 2007 9:33 AM
Subject: Additional CAU capabilities

SECRET//OR
RECOR

b6
b7C

bl

b6
b7C
b4
b7D
b5
b2
b7E



Good luck on your investigations and let me know if you need anything else. :)

nteligence Analys
CTD/CXS/CAl
- m 4512
i i
(202) 32

“Be the change you wish to see in the world..." - Gandhi

DE : i oulces

SECRE 0-34793
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SECR]

_DECLEASSIFICAHONEXEMPT[ON 1
SECRET//ORCON,NOFORN

D : Muylti ces
D ION

SECRET//ORCON,NOFORN

DERIVE : Multiple-$eurces
D 10 1
SECRET//ORCON,NOFORN

DE - Muylti ces
DE 10 1
SECRET//ORCON,NOFORN

SECRET//ORCON,NOFOR

DE -
FICATION 1
SECRET//ORCON,NOFORN

“D‘ERWEB-E_ag%: Mul%'mm’ai
_DECLASSIPICATIO 1

SECRET//ORCON,NOFORN

D : Multi ces
D 10 1
SECRET/ORCON,NOFORN

DE : Muylti fces
DE 10 1
SECRET//ORCON,NOFORN

D : Multi es
DE! 10
SECRET/QRCON,NOFORN

ja

SETREL_

NSL VIO-34794



From: OGC)(FBI) bé

Sent: ' 7 3:14 PM .
To: (OGC) (FBI) 0GC) b7C
(FBI)
Subject: RE: NSL for electronic communications provider
ET
R N
LAM NOT SURE WHO WROTE THIS B%ﬂl |
USE QUR PONY ON THE WER SITE WHICH AMROTE AND MY

{iRA

LALJELINL A

[(SR/TB hE
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-1
2

Assistant General Counsel
National Security Law Branch

Office of Counsel FBI
I.mzméml Voice
Pager
202-324 Secure Fax
202-324 Fax

----- Original
From:
Sent:

ke To:
b7¢C Subject:
“erener

Duplicate 1/26/07 email/Email of OGC Employee No. 74
—

oo o
R
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Duplicate

'DERIVED+<RON: G-3 FBI Classification Guide G-3, dated.+He87-Foreian

Counterintelligence In
DECLASSIFICATIO

Investigations
DECLASSIFICATION EXEM

SECR

NSL VIO-34797



From: l Jloco)Fe)

Sent: Monday. April 10, 2006 5:49 PM bé
To: [QGC) (FBIL loc ); L7C
(OGC) (FBR 0GC) -
= GC) (FBI) [OGC) (FBI)
Subject: RE: vvepene o
S

RECORD 197-C841-A2

:3@ [recall was =I Iiias asked this guestion before] ] be

b7C
b5
b2
b7E
mmml b6 DECLASSIFTED BY (65179 DMH/KER/TE
National Security Law Branch Y7 o e Al i
Office of ounsel FBI :b 1C e altl
Vaice b2
Pager
202-324 Secure Fax
202-324 Fax
----- Original
From: OGC) (FBI) bé
Sent , 2:0 ',b 6
To: ;  (FBI); locc) b7C
; (oGc) (FBY; I(OGC)
(FBI) ,
Subject: RE: Website info
RECORD 197-C841-A2
bb
----- Origi
From: JOGC) (FBI)
Sent: Monday, April 10, 2006 1:53 PM b 6
To: [ koco crend Loso) een | ] j
(OGC) (FBI); (OGC) (FBI); b7C
OGC) (FBI
Cc: I PGC) (FBI
Subject? T 0
SEsRET
RECORD 197-C841-A2
Al
See the emails bellow. Here is the issue. b5
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My view is]

My recommendation was i

o submit it as a potential 108, Once we get e ST 1hen OGO
IMMTYT\@F it was an OB violation.  As you can see, the field
J

Please el me Know what you think so that | can give a final answer {|

might have 1o run i by Julie first), Thanks for your thoughts in advance.

be

b7C .
..... - b6
ol — — b7C
Sent: i 1, 2006 12:09 PM PN
To: 0GC) (FEI) bz
Subject: FW: Website info b7E
RECORD 197-C841-A2

fiscussed below

:I understargdbalaithough he originally suggested the issus ¢
was an 108 violation, has now deferred (o NSLEB gn the matier {and yvou are the
fucky alty assighed to i), 1 sent the below g-mail {o Lo relay thzl COC's

E‘fosition on the matter and 1o request further informatior
b6 Sent: rida arc 11:49 AM

’ To: DY (FRT)
‘.b7C Cc: 1 lFBI)
b2 Subject: Webs|te mio
DTE SECRET
RECORD 197-C841-A2
H | hope vou are doing well. | wanted to let vou know that | am th ADC
bé
b7cC
bb
b2
b7E

NSL VIO-34801
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Please let me know the status so we can take appropriate action. Thanks.

****This Document Contains Attorney Work Product and Attorney-Client Privileged

Communications*** bo
b7C

SSA b2

sounsel b7E
"DERIVEB-FRQM: G-3 FBI CIassnflcatlon Guide G-3, dated-+H97 Foreign

Counterintelligence In

DECLASSIFICATION 1

SEC

DERIVEDFROM:_G-3 FBI Classification Guide G-3, dated-+87 Foreign

Counterintelligence Investi
DECLASSIFICATION 1
SECR
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DER!w; G-3 FBI Classification Guide G-3, d:
Counterintelligence gt

-3 FBI Classification Guide G-3, dated 1/97, Forei

Investigations
DECLASSIFICATION EXEMPTI

SECRET
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D. C. 20535.0001

[DRAFTING DIVISION]
[STREET ADDRESS]

[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

[MR. /MRS./MS.] [COMPLETE NAME OF POC]
[TITLE, IF AVAILABLE]

[NAME OF COMPANY ]

[PHYSICAIL STREET ADDRESS - NO P.O. BOX]
[CITY, STATE - NO ZIP CODE]

DEAR [MR./MRS./MS.] [LAST NAME]:

Under the authority of Executive Order 12333, dated
czmoer 4, 19281, and pursuant fto Title 18, Jnifed States Code
ar.E.T0y, B=cticon 2709 (Section 201 oI the Eleztronic
Communicaticons Frivacy Act of 1986) (as= amended), yoi1 are hereby
dirzcted to provide Lo " he Feder=z1 Burean of Tovestigatico (FRT)
the namns, address, leng-h of sezvice, and local and long diszances
£:21 £illing records associated with fthe following:

. COMTAINED
IFIED
¥ A5179 DHH/KER/TB

[NAME, IF KNOWN]

[ADDRESS, IF KNOWN]
[TELEPHONE NUMBER(S), IF KNOWN (000) 000-000]:
[RELEVANT TIME PERIOD]: [ON SPECIFIC DATE(S)]

>r [FROM [SPECIFIC DATE] to [[SPECIFIC DATE]
or [PRESENT]]

Flease see the attachmert Zo_lowing this letter
the tTyp=s of information —hat yvou wmizht consider fo ke a toll
bi’ling re=cord.

If the time pericd noted akbove 1z to the "present,"
that terr iz intended to dircect prodoction of information £o the
datz cof the processing of this letter. If providing informazZion
t2 the date of processing is not Zeasikle, plessge provide
nfermation to the da<e of receipt of this _=ztter.

In accordance with Title 15, U.3.C., S=ction 2703(k), I
certify fhat the information sought is re’evant to an authoric-ed

-

3
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against irterraticnal fterrorism or
clandsst ine iatelTigence activities, ard that soch an
investigation of a United 3tates percor ic not conducted golely
on the rasis of activities protected by the First Amendment —o
the Conztitation <«f the Inited States.

[Certification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement) then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 18 U.3.C. § 2708(=2,(1), I certify
that =2 disclosure of the fact that the FEIZ has scught or obtained
access to the informaztion scought by this Zetter ray endangesr the
national security of tThe United States, interfesre with a
~rimninal, counterterrcorism, or courterintel’ligence investigazion,
; :rfere witnh diplomatic relaticns, or endanger the life or

: safety of a person. Accordinzly, 25 J.3.C. 5 2703(2) (1)
and {Z} proalkits vyou, or any ctfficer, employes, <or agent of
vours, from Jdisclosing Zhis letter, other than to those Lo whom
disc.ocsure is necessary to comply with the _stter or to an
attorney to obtain legal advice or legal assistance with resp
tz this lotter.

In acoordance with 18 U.3.C. § 2708i(7,(3), vou are
Jdirected to notify any persons ta whom you have disclosed this

requirexent and are therefore zlso prohibited from disclosing —he

_etter to oanyone else.

I accordance wilh 18 11.8.2.0 § 2709 (-, (4), 1L Lhe ZEI
azkz for the information, vou shcould icentify any person to whom
anch diaclozure hag been made or» to whom guch dizcloaure will he
mads. In no instance will you be recuired tco identify any

attorney to waom disclosure was mace or wil_ be wade in order =2

[Include the following language in all NSLs.]

In accordance with 12 17.3.20 § 3%210=) and (b)) (1), you

have a right to challenge this letter if comoliance would be
unreaszonakls, oppressive, or otherwise un_awful, and you have The
right to challenges the nondisclosurs regquirenent, 1if one is5 se=

1ln accordance with 12 U.3.2.0 § 382102, an unlawful
faiTure Lec comply with “his Tetter, inoinding any nondisclosure
regquirerent, may result in the Unitez States bringing an
enfrroexent action.
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Tioar o Are directed oo poroyide records responsive o s hiis
_ctter [persconally to a representative of the [DELIVERING
DIVISION] Ox through use of a delivery service to [OFFICE OF
ORIGIN] OX through secure facsimile] within [:1x::2] busine=ss days
of receipt of this le<ter.

Any questicns you have regarcing this letter should be
dirscted only to the [[DELIVERING DIVISION] COR [OFFICE OF
ORIGIN],_ _depending on whether service is personal or through a
delivery servicel]. Due to as=curity corsiderations, you should
nether send the reccrds —hrcugh routire mall service nor non-
securs fax, nor disclose The substance of this letter in any
telephone conversation.

Your cooperation in this matter is greatly appreciated.
Sincer=ly yours,
[ADIC/SAC NAME]

[ASSISTANT DIRECTOR IN CHARGE/
SPECIAL AGENT IN CHARGE]
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ATACHMENT

In preraring your recponce to thizs HMational Socurity Lezter,
v-u shonld determine whether your company maintainzs the following
types of information which 1 e corsidered by voa to bes toll
hilling records in accordance i, United 3ftates Code,

Secticn Z2709:

e not requesting, znd you should net provide,
n piarsuant —o this regu=st that would disclose the

ar
Infermatio
czntent of any wire communicztion as “oontent” is defined in

Title 1%, United 3tates Codes, 3=ctior. 2510(8).

e
b2
b7
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Untitled. txt

MessageFrom: (0GC) (FBI)
Sent: Frida 2:26 PM
To: (oGC) (FBI)
;)6 UNCLASSIFIED
b7C NON -RECORD
132 ALL INFORMATION CONTAINED

HERETH 1§ UNCLASSIFIED
DATE 11-20-2007 BY 65179 DMH/E

Assistant General Counsel
National Security Law Branch
office eral Counsel FBI
voice

Pager

Secure Fax

Fax

202-324

UNCLASSIFIED

Page 1
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UNCLASSIFIED

USA PATRIOT IMPROVEMENT and REAUTHORIZATION ACT of 2005
(Public Law 109-177).

& DATE 11-20-2007 BY 65179 DMH /KER/TB

USA PATRIOT Act Additional Reauthorizing Amendments Act of 2006
(Public Law 109-178).

Chart Summaries of recent changes to national security legal authorities as
a result of the “USA PATRIOT Improvement and Reauthorization Act of
2005" and the “USA PATRIOT Act Additional Reauthorizing
Amendments Act of 2006.”

. Title I - USA PATRIOT Improvement and Reauthorization Act

Title I makes most of the original sunset provisions of the original USA PATRIOT
Act permanent, though it creates new sunsets for the authorities in section 206 (FISA
roving authority) and section 215 (FISA access to business records) of the USA
PATRIOT Act, and section 6001 (Lone Wolf provision) of the Intelligence Reform
and Terrorism Prevention Act of 2004. It also extends the duration of several FISA
tools. Additionally, it makes significant changes to the National Security I etter
statutes. Finally, the USAPA IRA requires new Congressional reporting of the use
of national security tools.

. Title 11 - Terrorist Death Penalty Enhancement
This portion of the USAPA IRA entitled the “Terrorist Death Penalty Enhancement
Act of 2005" makes adjustments to the death penalty procedures for federal cases,
including certain air piracy cases.

. Title 111 - Reducing Crime and Terrorism at America’s Seaports Act of 2005

This Title amends certain criminal statutes to strengthen maritime and seaport safety.

. Title IV - Combating Terrorism Financing Act of 2005

UNCLASSIFIED |
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TITLE I-

UNCLASSIFIED
This Title increases the penalties for terrorisim financing, and adds new terrorism-
related provisions to the specified unlawful activities that serve as money laundering

predicates (including operating an illegal money transmitting business, such as the
common “hawala™ network).

Title V - Miscellaneous Provisions
As recommended by the WMD Commission, this Title crcates a National Security
Division within the U.S. Department of Justice, which is to be led by an Assistant

Attorney General for National Security.

Title VI - Secret Service Authorization and Technical Modification Act of
2005

As the Title suggests, it modifies certain authorities of the Secret Service.
Title VII - Combat Methamphetamine Epidemic Act of 2006

This Title creates regulations for the control of precursor chemicals and enhances the
criminal penalties for methamphetamine production.

USA PATRIOT IMPROVEMENT and REAUTHORIZATION
ACT of 2005.

SUNSET PROVISIONS

Sec. 102. USA PATRIOT Act Sunset Provisions.

Section 102 repeals section 224 of the USA PATRIOT Act, making most of the original
sunset provisions permanent. This section adopts a new 4-year sunset (December 31, 2009) for
sections 206 (roving authority) and 213 (business records) of the USA PATRIOT Act. The now
permanent provisions of the USA PATRIOT Act are the following:

Sections 201 & 202 (Expanded Title III predicates).
Section 203(b) & (d) (Information sharing for foreign intelligence obtained in Title III and

criminal investigations),

Section 204 (Clarification of Intelligence Exceptions from Limitations on

Interception and Disclosure of Wire. Oral and Electronic
Communications);

Section 207 (Extended duration of certain FISAs),
Section 209 (Seizure of voice mail with a search warrant),
Section 212 (Emergency disclosures of e-mail and records by ISPs);
Section 214 (FISA pen/trap authority);
UNCLASSIFIED 2
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UNCLASSIFIED

Section 217 (Interception of computer trespasser communications),

Section 218 (Change in the probable cause (““significant purpose’™) standard of
FISA);

Section 220 (Nationwide search warrants for electronic evidence);

Section 223 (Civil hability for certain unauthorized disclosures); and,

Section 225 (Immunity for compliance with FISA wiretap).

FISA Roving Authority December 31, 2009

FISA Business Records Authority December 31, 2009

Sec. 103. Extension of Sunset Relating to Individual Terrorists as Agents of a Foreign
Power.

FISA “Lone Wolf” December 31, 2009

FISA DURATION CHANGES

Sec. 105. Duration of FISA Surveillance on Non-United States Persons under Section
207 of the USA PATRIOT Act.

Electronic Surveillance 120 days 1 year
Physical Search 120 days 1 year
Pen register/trap and trace 1 year 1 year

“- - USP Initiations

Electronic Surveillance 90 davs 90 days

Phvsical Search 90 davs 90 days

Pen register/trap and trace 90 davs 90 days
UNCLASSIFIED 3
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UNCLASSIFIED

FISA BUSINESS RECORD CHANGES

Sec. 106.

Access to Certain Business Records Under Section 215 of the USA PATRIOT
Act.!

1+ This authority may be used to obtain “any tangible things
1 (including books, records, papers, documents, and other
1 items).” This authority is broad, similar in scope to a criminal
1 grand jury subpoena.
1 * This authority requires additional procedures for certain special
~..| categories of records (see below).

f- Congress designated particular categories of records for special

procedures and approvals. The FBI will adjust procedures to

| account for the special designation.

1 Library circulation records, library patron lists, book sales records,
1 book customer lists, fircarms sales records, tax return records.

educational records, and medical record containing information
that would identify a person.

« Approval Level for
special categories:-

The Director of the FBI may delegate the authority to either —
* the Deputy Director of the FBI: or

» the Executive Assistant Director (EAD) for National
Security (or any successor position).

No further delegation is allowed.

» Congressi
of special ¢:

Attorney General must provide annual report (April) to the House

1 Judiciary Committee (HJC), the House Permanent Select
4 Committee on Intelligence (HPSCI), the Senate Judiciary
1 Committee (8JC), and the Senate Select Committee on Intelligence

1(ssc.

* Number of FISA business record orders granted, modified, or

| denied for the special categories of tangible things.

U This information also

includes the changes made by sections 3 and 4 of the “USA

PATRIOT Act Additional Reauthorizing Amendments Act of 2006.™

UNCLASSIFIED
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UNCLASSIFIED

- v':RE;Qord»
‘Standard- Relevance:

The FBI’s facts must show that there are “reasonable grounds to

| believe that the tangible things sought are relevant to an
| authorized investigation.”

The tangible things are presumptively relevant if the facts show
they pertain to —

(1) a foreign power or an agent of a foreign power;

(i1) the activities of a suspected agent of a foreign power who is the
subject of such authorized investigation; or

(111) an individual 1n contact with, or known to, a suspected agent
of a foreign power who is the subject of such authorized

~| mmvestigations.”

FISA Business Recor
Order; . . -

| * The order must describe the tangible things with sufficient

particularity to permit them to be fairly identified.

* Date for return - the order will contain a date on which the
tangible things must be provided.

* Recipient must have a reasonable period of time to produce.

* The Order may only require production of tangible things that
would be available with a grand jury subpoena or a District Court
order (in other words, privileges under the law will apply to
Business Record orders).

FISA Business Recor

No person shall disclose the fact that the FBI has sought tangible
things.

disclosure:

 Non-Disclosure |

+ Exceptions

A recipient may disclose a FISA Business Record Order to —

(1) persons to whom disclosure is necessary to comply;

(2) an aftorney to obtain legal advice or assistance with respect to
the production;

(3) a person as permitted by the FBI Director (or designee).

» If the recipient discloses to another person (see exceptions above).
the recipient shall notify the person of the nondisclosure
requircment.

* 'The person to whom disclosure is made shall be subject to the
nondisclosure requirement.

* The FBI director (or designee) may ask the recipient to identify
the other persons to whom disclosure of the Business Record order
will be made (except that the recipient does not have to

{ identify the attorney).

UNCLASSIFIED
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UNCLASSIFIED

Tug hallenge of FISA -
BusinessRecord authority:

The recipient of a FISA Business Record order may challenge the

| legality of the order in the Foreign Intelligence Surveillance Court.

| * Recipient may move to modify or set aside the order.

* FISC may grant the motion only if the order does not meet the
requirements of FISA or is otherwise unlawful.

disclosure provision

* Not less than 1 vear after the order, the recipient may move to
modify or set aside the nondisclosure order.

* FISC may grant such a motion only if there is no reason to
believe that disclosure may endanger the national security of the
U.S.. interfere with a criminal. counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of any person.

* The FISC will treat as conclusive a certification by the Attorney
General, Deputy Attorney General, an Assistant Attorney General,
or the Director of the FBI that a disclosure may endanger the
national security of the U.S. interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical safety of
any persor.

« Security:

» Filings shall be under seal
*Chief Justice of the U.S., in consultation with the AG and the
DNI, will establish security measures.

Minimization Pro
for FISA Busi

Within 180 days of enactment, the Attorney General shall adopt
specific minimization procedures governing the retention and
dissemination of FISA Business Record information.

The minimization procedures should minimize the retention, and
prohibit the dissemination, of nonpublicly available information
concerning unconsenting U.S. persons consistent with the U.S.
intelligence community need to obtam. produce and disseminate
foreign intelligence information.

The procedures should allow for the retention and dissemination of

information that is evidence of a crime.

{ Attorney General will report on an annual basis (April of each

year).

UNCLASSIFIED
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UNCLASSIFIED

{ *House Permanent Select Committee on Intelligence
| *House Judiciary Commiittee

{ *Senate Select Committee on Intelligence

| *Senate Judiciary Committee

1 (1) Total number of applications for FISA Business Records.

1 (2) Total number of orders granted, modified, or denied.

- (3) Total number of orders granted, modified, or denied for the
1 special categories of tangible things.

» Library circulation records, library patron lists, book sales

! records. or book customer lists.

* Firearms sales records.

*Tax return records.

*Educational records.

* Medical records containing information that would identity a

1 person.

‘Additional unél:»

Annually (April of each year), the Attorney General shall make an
1 unclassified report on the total number of FISA Business Records
{ applications, and the total number of orders granted. modified. or

denied.

Sec. 106A Audit on Acces
Purposes.

s to Certain Business Records for Foreign Intelligence

Scope of Audit:

> The IG will perform a comprehensive audit of the etfectiveness and
;f use, including any improper or illegal use, of the investigative
1 authority.

For 2002, 2003, and 2004, the audit should be completed within
1 one year of enactment (March 9, 2007).

: | For 2005 and 2006, the audit should be completed by December
1 31.2007.

UNCLASSIFIED
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UNCLASSIFIED

The IG shall submit the audit reports to —
* House Judiciary Committee.

1 * House Permanent Select Committee on Intelligence.

* Senate Judiciary Commuittee.
* Senate Select Committee on Intelligence.

Audit will look at the following for effectiveness —

» Categories of records obtained.

* The importance to the FBI and the IC of the information
obtained.

* The manner in which the information is collected. retained.
analyzed. and disseminated by the FBI (this will include an
examination of the access to “raw data” provided by the FBI to
other agencies of the Federal, State, local, or tribal governments, or
private sector agencies).

* The minimization procedures adopted by the AG.

» Whether, and how ofien, the FBI used information to produce
analytical intelligence products for the FBI, the IC, or other
Federal, State, local, or tribal government agencies.

» Whether, and how often, the FBI provided the information to law
enforcement authorities for criminal proceedings.

~Examine the process;

The audit process will look at the following:

» How often the FBI requested DOJ to submit an application and
the request was not submitted to the court (including the basis for
the decision).

» Whether the court granted, modified, or denied the application.

* The justification for the failure of the AG to issue implementing
procedures governing the requests in a timely fashion, including
whether the delay harmed national security.

» Whether burcaucratic or procedural impediments prevent the FBI

| from fully using the authority.

FISA ROVING SURVEILLANCE CHANGES

Sec. 108. Multipoint Electronic Surveillance Under Section 206 of the USA PATRIOT

Act,

UNCLASSIFIED
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UNCLASSIFIED

1 » The FISC must find the possibility of the target thwarting

surveillance based upon specific facts.
* The order must describe the specific target in detail when

| authorizing a roving surveillance for a target whose identity is not

4 known.

| +Presumed 10 day notice — the FBI (applicant) must provide

notice to the court within 10 days unless the court finds good cause

to justify a longer period of up to 60 days.

The FBI must inform the court:

* The nature and location of new facility.

* The facts and circumstances relied upon by applicant.

* Any new minimization procedures.

* The total number of electronic surveillances that have been or are

-+ being conducted under the roving authority.

REportillg‘cyele:"" : f

The Attorney General will report on a semi-annual basis.

Congressional ¢ 01mriittp

* Housc Permancent Sclect Committee on Intelligence
» Senate Select Committee on Intelligence
* Senate Judiciary Committee

Reporting categori

» Total number of applications made for orders and extensions.

+ Each criminal case in which information has been authorized for
use at trial, during the period covered by such report.

» Total number of emergency employments and total number of

| subsequent orders approving or denying surveillance.

FISA OVERSIGHT CHANGES

| Attorney General will report on a semiannual basis.

* House Permanent Select Committee on Intelligence
* House Judiciary Committee
* Senate Select Committee on Intelligence

| * Senate Judiciary Committee

UNCLASSIFIED
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UNCLASSIFIED

1 Report the following regarding emergency physical searches —

| * Total number of orders granted. modified, or denied.

| personal property of U.S. persons, and the number of occasions the

1| subsequent orders approving or denying the physical searches.

+ Total number of applications.
* Number of physical searches involving the residences, offices, or

AG provided notice.
+ Total number of emergency authorizations, and total number of

| Attorney General will report on a semiannual basis.

1 « Senate Judiciary Commitiee

* House Permanent Select Committee on Intelligence
* House Judiciary Committee
* Senate Select Committee on Intelligence

'; Report the following regarding pen registers/trap and trace —

trace.

+ Total number of applications.

» Total number of orders granted. modified, or denied.

» Total number of emergency authorizations, and total number
subsequent orders approving or denying the pen registers/trap and

FISA PEN REGISTER/TRAP AND TRACE CHANGES

Sec. 128. PATRIOT Scction 214; Authority for Disclosure of Additional Information in
Connection with Orders for Pen Register and Trap and Trace Authority

under FISA.

UNCLASSIFIED 10
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UNCLASSIFIED

| Information available through PR/TT:

1 « Name of the customer or subscriber.

| * Address of the customer or subscriber.

1| * Telephone or instrument number, or other subscriber number or

identifier. of the customer or subscriber, including any temporarily
assigned network address or associated routing or transmission
information.

* Length of service.

* Types of service.

* Any local or long distance telephone records of the
customer/subscriber.

* Records reflecting period of usage.

» Mechanisms/sources of payment. including the number of any
credit card or bank account used.

‘Customer/subsert

incoming or oulgoing
communications to/fron:
-the service covere

Information available through PR/TT:

» Name of customer/subscriber.

* Address of customer/subscriber.

* Telephone or instrument number, or other subscriber number or
identifier, ... including any temporarily assigned network address
or associated routing or transmission information.

* Length of service.

* Types of service.

1 Attorney General shall report on a semiannual basis.

Reporting cycle:

Congressional

* House Permanent Select Commitiee on Infelligence
* House Judiciary Committee

+ Senate Select Committee on Intelligence

* Senate Judiciary Committee

Reporting cat gorle

- Use of pen registers and trap and trace.

EMERGENCY DISCLOSURES

Sec. 107 Enhanced Oversight of Good-Faith Emergency Disclosures Under Section 212

of the USA PATRIOT Act.

UNCLASSIFIED 11
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UNCLASSIFIED

| If the provider. in good faith. believes that an emergency involving
danger of death or serious physical injury to any person requires
| disclosure without delay.

1 Attorney General shall report on an annual basis.

+» House Judiciary Committee
* Senate Judiciary Committee

* Number of accounts from which voluntary disclosures were
received.
+ Summary of the basis for disclosure where the investigation was

-4 closed without criminal charges.

NATIONAL SECURITY LETTERS

Sec. 118, Judicial Review of National Security Letters.

Judicial review of NSL
' {Recipient may challen

» Jurisdiction: In the U.S. District in which the recipient resides or
does business.

the request):

* Recipient may ask court to set aside or modify request.

+ Court will grant motion it NSL is unreasonable, oppressive, or
otherwise unlawful.

Tudi
non-di o

* Jurisdiction: In the U.S. District in which the recipient resides or

-+ | does business.

(Recipient may challenge
the non-disclosure
provision):

UNCLASSIFIED
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UNCLASSIFIED

1 » Filed within one year of NSL request —

* Court may modify/set aside the non-disclosure it... “no reason to
believe that disclosure may endanger the national security of the
U.S., interfere with criminal, counterterrorism, or

| counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of any person.™

+ Certification/Authority level: Court will treat as conclusive the
certification by the Attorney General, Deputy Attorney General, an
{ Assistant Attomey General, or the Director of the FBI that

| disclosure may endanger the national security of the United States

| or mterfere with diplomatic relations (unless made in bad faith).

* Filed one year or more after the NSL —

| * Within 90 days of recipient s petition, designated government

1 officials must either terminate the nondisclosure requirement or

1 recertify that the disclosure “may result in a danger to the national
security of the U.S., interference with a criminal, counterterrorism,
| or counterintelligence investigation, interference with diplomatic

{ relations, or danger to the life or physical safety of any person.”

* Termination/Recertification Authority level: The Attorney
General, Deputy Attorney General, an Assistant Attorney General,
or the Director of the FBI, or his designee in a position not lower
than Deputy Assistant Director at FBI headquarters or a SAC in an
{ FBI field office designated by the Director.

|+ Certification that disclosure may endanger the national security

1 of the United States or interfere with diplomatic relations

| conclusive (unless made in bad faith).

| *» The Attorney General may invoke the aid of a Federal District

| Court.

1+ Jurisdiction: U.S. District in which the investigation is carried on,
| or the person or entity resides or does business or may be found.

» Court may compel by ordering person‘entity to comply.

1 * Failure to obey is punishable by contempt.

UNCLASSIFIED 13
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UNCLASSIFIED

1 » Court must close hearings to the extent necessary to prevent an
unauthorized disclosure of NSL.

» Petitions, filings, records, orders, and subpoenas must be kept
under seal to the extent and as long as necessary to prevent
unauthorized disclosure.

+ At government s request, ex parte and in camera review of

| government s submissions which may contain classified material.

Sec. 116. Confidentiality of National Security Letters.’

* FBI certification: There may result a danger to the national
security of the United States, interference with a criminal.
counterterrorism, or counterintelligence investigation, intetterence
with diplomatic relations, or danger to the life or physical safety of
any person, if a recipient discloses that the FBI has sought or
obtained access to information or records under NSL statutes.

Nondmloslure‘ activated b
FBI Ceﬂlﬁc:‘ tio

* Authority level: Director of the FBI, or his designee in a
position not lower than DAD at FBI headquarters, or a Special
Agent in Charge in a Bureau field office designated by the
Director.

' Exceptions - Re‘cipielﬁ iid
disclose NSL reques

* Recipient may disclose to persons necessary to comply with NSL
request.

+ Attorney: Recipient may disclose to an attorney to obtain legal
advice or legal assistance regarding any NSL request.

Notice: « The NSL shall notify the recipient of the nondisclosure

requirement.

» Recipient disclosing NSL to an individual necessary to comply or
an attorney shall inform them of the applicable nondisclosure
requirement.

[ { » Only activated at the request of the FBI Director or Director’s
| designee.

’plans o dlsclvos'evNS'L -

? This information also includes the changes made by sections 4 and 5 of the “USA
PATRIOT Act Additional Reauthorizing Amendments Act of 2006.™
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| * Recipient of NSL shall identify the persons to whom disclosure

will be made or was made.

+ EXCEPT: Nothing requires the person to identify an attorney to
whom disclosure was made or will be made to obtain legal advice

1 or legal assistance.

Sec. 117, Violations of Nondisclosure Provisions of National Security Letters.

1 + Individual must have been notified of the nondisclosure

provision.

» Individual must knowingly and with the intent to obstruct an
investigation or judicial proceeding violate the nondisclosure
provision.

1 » Punishable by up to five years imprisonment, a fine, or both.

Sec. 118, Reports on National Security Letters.

* AG reports on a scmi-annual basis.

Current NSL Reports:

‘| Committee on Intelligence.

» Reports will now also be made to the House Judiciary
Committee. the House Permanent Select Committee on
Intelligence, the Senate Judiciary Committee, and the Senate Select

Enhanced O

‘1 * AG reports on a semi-annual basis.

1 Committee. and the Senate Select Committee on Intelligence.

* Reports will now also be made to the House Judiciary
Committee. the House Committee on Financial Services, the
House Permanent Select Committee on Intelligence, the Senate
Judiciary Committee, the Senate Housing and Urban Affairs

|« AG reports annually (April).

1 information) requests for information concerning ditferent U.S.
| persons.

» Total number ot NSL (excluding NSLs for subscriber
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1 » Unclassified report.

Sec. 119, Enhanced Oversight of National Security Letters.

Comprehensive audit of -

* Use of NSLs for 2003 through 2006.
» Description of noteworthy facts/circumstances, including any
improper or illegal use of NSLs.

» For 2003 and 2004, must be completed not later than one year
after enactment (March 9, 2007).

* For 2003 and 2006, must be completed not later than December
31.2007.

“Examine Eff' ,
NSLs: - -

1 1f content information is obtained.

The audit will examine:

» Importance of the information acquired by DOT to the
intelligence activities of DOJ and other members of the IC.

» How information is collected, retained, analyzed. and
disseminated (including access to raw data) to members of the IC
community, and other Federal, State, local or tribal governments,
or private sector entities.

» How often NSL information was used to produce an analytical
intelligence product for distribution to the IC community, and to
other Federal, State, local or tribal governments.

» Whether, and how often, NSL information was provided to law
enforcement authorities for use in criminal investigations.

» Following enactment of the USA PATRIOT IRA, the number of
NSLs issued without the certification necessary to create a
nondisclosure obligation.

*» Types of clectronic communications and transactional
information obtained under § 2709, and the procedures DOJ used

{ +Not later than February 1, 2007, or upon completion of the

2003/2004 audit, the Attorney General and the Director of
National Intelligence shall jointly submit a report on the feasibility
of applying minimization procedures to protect the constitutional
rights of U.S. persons.

- * Report goes to the House Judiciary Committee, the House

| Commttee, and the Senate Select Committee on Intelligence.

Permanent Select Committec on Intelligenee, the Scnate Judiciary
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DELAYED NOTICE SEARCH WARRANTS

Sec. 114 Delayed Notice Search Warrants.

No more than 30 days (or a later date certain if facts justify).

90 days (unless the facts justify longer)--
sgranted upon an updated showing of the need for further delay.
sundue delay of trial is not a basis for a delayed notice.

Annual reporting to Congress by Court (starting with the fiscal
| year ending Scptember 30, 2007).

DATA-MINING ACTIVITIES

Sec. 126. Report on Data-Mining Activities.

This section requires the Attorney General to report to Congress on any initiative of the
Department of Justice (including the FBI) that it uses or is developing for pattern-based data-mining,.
Among several topics, the report is to explain how any pattern-based data-mining initiatives collect,
review, gather, and analyze information, and how the initiatives will ensure the accuracy of
information and protect the privacy and due process rights of individuals.

The statute defines pattern-based data-mining as follows in section 126(b)(1):

(1) Data-Mining. The term “data-mining” means a query or search or other
analysis of one or more electronic databases. where

(A) at least one of the databases was obtained from or remains under the
control of a non-Federal entity. or the information was acquired initially by another
department or agency of the Federal Government for purposes other than intelligence
or law enforcement,

(B) the search does not use personal identifiers of a specific individual or
does not utilize inputs that appear on their face to identity or be associated with a
specified individual to acquire information; and

(C) a department or agency of the Federal Government is conducting the
query or search or other analysis to find a pattern indicating terrorist or other
criminal activity.
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