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To: 

ROUTINE Date: 12/12/2 
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"Tit-le: y^) INTELLIGENCE OVERSIGHT BOARD 
h 2 

INTELLIGENC 
MATTER 2006 

Fj OVE Ri 

Counter' Intelligence Attn: S SA C3IU-1 

Inspect' Lon Division Attn: IIS , CRS 

""Synops-i-s--:- The[ ]office I jrequested that 
the Office of rhe General Counsel (OGC) review an incident and 
determine whether it warrants reporting to the Intelligence 
Oversight Board (IOB). It is the opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the IOB. 

fssify On : 

(U1 Adffii-n-i-s-t-r-at-ive-:- This electronic communication (EC) contains 
information from: the EC dated 10/25/2006 from | |to OGC 
reporting a potential IOB matter. 

Reference :...--)̂  27 8-HQ-C122 9736-VIO 

m-

HEREIM IS UNCLASSIFIED EXCEPT 

â-G-3-2-0-07 
S E C R E T REASON; 1 . 4 ( c ) 

IN: 1 2 - 0 3 
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To: 
Re: 

SE^^T 

From: Office of the General Counsel 
27 8-HQ-C122 97 36-VIO, 12/12/2( 

b7E 

b7E 

bl 
b7A 
h 2 
b7E 

h 2 
b7E 
bl p 
b7A 

J) 

b7D 
(U) 

b2 
b7E 
b4 
b7D U) 
b6 
b7C 

--De-ta-iis-:- By EC dated 10/25/2006, requested that OGC 
review an incident and determine whether it warrants reporting to 

requesting names, addresses, length of service and electronic 
communications transactional records, to include existing 
transaction/activity logs and all electronic mail (e-mail) header 
information ( excluding 

x ; The _ 
then transmitted toi 

NSL to| 
FBI with a response on CD-ROM 
SA I I reviewed the CD fromf 

MST, W3 s ^np rnvpfi ^ H R / 9 9 / 9 
I Division,I I 

On 06/12/2006,1 ¡delivered the 
¡provided the ] On 06/20/2006,[ 

[ 

in the email addresses and would prepare another CD-rom for 

Due to numerous delays, including the \ 

finally provided a second CD-ROM to[ 
along with an EC dated 09/25/2 

the second CD-rom on 10/25/2006 arid discovered r.nat, in addition 
to the requested email addresses,| | provided a ZIP 
file that contained some e-mail content. This content was not 
requested bv SA 

ring the week ot July 10, 20^, 
I and noticed that they 

had forgotten to complete the section relating to a d d i ti o n a 1 
email addresses. During the week of 07/17/2006, SA | \ called 

[directly and notified them of the missing data. I I 
SA | |that they had inadvertently forgot to nut 

] 
I which was provided io 

S A ! I f i r s t reviewed 

nor authorized by the NSL. Upon discovering 
error, SA| "|returned the second CD-ROM NSL 

response to its envelope and ceased his analysis of the material. 
SA| then reported the matter to| |SSA| | who then 
sealed the envelope containing the second CD-ROM and placed it in 
the safe in the SSA office. 
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b7E 

SEC: 

To: From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 12/12/2( 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG), or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

(U) On 03/28/2006, the FBI's National Security Law 
Branch (NSLB) sent a letter to the Counsel for the IOB requesting 
their concurrence to treat third party errors as non-reportable, 
though NSLB would still require the field to continue to report 
any improper collection under an NSL as a potential IOB matter. 
By letter dated 11/13/2006, the Counsel to the IOB agreed that 
third party errors in the collection of information pursuant to 
an NSL must be reported to the FBI OGC, but are not reportable to 
the IOB. 

(U) In the instant case the collection of information 
by the FBI was not the fault of| | Once the case agent 

b2 discovered that he had received information beyond the scope of 
b7E NiSL, request, the case agent immediately sequestered the 

information, placed the information in a secure safe and reported 
the matter to OGC. 

S E C R ^ 
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h 2 SEck*^ 
To: | I From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 12/12/2006 

ta 2 
ta7E 

LEAD(s): 

Set Lead 1 : (Information) 

INSPECTION 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 2: (Information) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 

AT 

For action deemed appropriate, 

cc : .- Ms. Thomas 

b7C l-| 
1- IOB Library 

SÉO^ET 

4 
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SECRET 
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Precedence : ROUTINE 

To: 

Date: 02/05/2007 

Attn: IIS 
A/CDC c ïïci 

b7E 
b6 
b7C 

(U) 

Counterintelligence 

Inspection 

Attn: CD-2 

Attn: IIS, CRS 

From: Office of the General Counsel 
NSTiR/CTTiU/Room 7 947 
Contact : AGC 202-324' 

Thomas Julie F 

(U) 

(U) Tit'l 

Drafted By: 

Case-TD-f-:--£>^ 27 8-HQ-C122 97 36-VIO Serial 2037 (Pending) 

.b2 M -F OVFRP 
u n 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-

h 2 
b7E 
bl 

(U) 

"Synopsis": ^ ^ It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) 

..Adm-i-nis-trat-iv-e--: This electronic communication (EC) contains 
information from the EC dated 01/04/2007 from the | | 
Office to OGC reporting a potential IOB matter. 

Reference : (S) \[ 
(U) Details: By EC dated 01/04/2007, reguested that 

OGC review the facts of the captioned matter and determine whether 
it warrants reporting to the IOB. As explained below, in our 
opinion, the FBI is not reguired to report this matter to the IOB. 

SEbj^ET 
HEFEIM IS UNCLASSIFIED EXCEPT 

2 - 0 3 - 2 0 0 7 
CLASSIFIED BY 65179 DHM/KSR/JE 
REASON: 1.4 (c) 

i l : 1 2 - 0 3 - 2 0 3 2 
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SECRET 
b7E To: I I From: Office of the General Counsel 

Re: 27 8-HQ-C122 97 36-VIO, 02/05/2 007 

I J_£_L 

Jn 11/30/2006,[ I dratted an NSL pursuant 
to 18 U.S.C. § 2709 seeking subscriber information for a 
telephone number that was beli eved to be used by subj ect. The 
NSL was sent to 

' 2 
via Federal Express on 

(UJ On 12/26/2006, I | received the requested Êrern ip.qt pri 
I 

toll records pertaining to the requested number. The disk 
containing the toll records was immediately turned over to the 
Acting Chief Division Counsel for sequestration. 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 

SECRET 

2 
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b7E 
From: Office of the General Counsel To: 

Re: 27 8-HQ-C122 97 36-VIO, 02/05/2 007 

nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

(U) On 03/28/2006, the FBI's National Security Law 
Branch (NSLB) sent a letter to the Counsel for the IOB requesting 
their concurrence to treat third party errors as non-reportable, 
though NSLB would still require the field to continue to report 
any improper collection under an NSL as a potential IOB matter. 
By letter dated 11/13/2006, the Counsel to the IOB agreed that 
third party errors in the collection of information pursuant to an 
NSL must be reported to the FBI OGC, but are not reportable to the 
IOB. 

(U) In the instant case the collection of toll record 
,b2 information was not the fault of| | Once it was 

discovered that the information was beyond the scope of the NSL 
request, the information was immediately sequestered and the 
matter was reported to OGC. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

SECRE«^ 

3 
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SC^T SEC: 

•b7E To: I I From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 02/05/2 007 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 

AT 

(U) If deemed relevant to the investigation, 
should submit the appropriate NSL reguesting the toll records or 
return the disk to| I If the information is not relevant 
or | |does not seek their return, then the disk should be 
destroyed with appropriate documentation placed in the file. 

cc: Ms. Thomas 

b7C IOB Library 

SECR: 

4 
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Precedence : 

To: 

IMMEDIATE Date: 03/22/2007 

Attn: SAC 
ASA' 
S ST* 
SA 
SA 

Counterintelligence 
Inspection 

Attn: 
Attn: 

CDC 
CD-I 
IIS, CRS 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact: 

Approved By: 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending; 

<Ul T i t l e : X INTELLIGENCE iT'TfîS,IGHT BOARD 
MATTER 2007-

( U ) Synopsis : The Field Office 
requested that the Office of the General Counsel (OGC) review an 
incident and determine whether it warrants reporting to the 
Intelligence Oversight Board (IOB). It is the opinion of OGC 
that the incident does not need to be reported to the IOB. 
Rather, this electronic communication (EC) should be maintained 
in the control file for periodic review by Counsel to the IOB. 

(U) 

b7E 

(U) Th i .q EC Hont ̂  i ri .q information from the EC 
:rom 

Administrative: 
dated 2/21/2007 
TOB mRjiter, a phone conversation between author and SSA 

on 3/13/2007 and an email dated 3/15/2007 from SA 

to OGC reporting a potenti 
t 
a T 

il 

(S) Reference : 

¡III 
coroiiEP 
SIFIED EXCEPT 12-03-2007 

CLASSIFIED ET 65179 DHM/K3 
REÀS0H: 1.4 (e) 
DE C Ï.ÀS SI FY Oli : 12-03-2032 

b2 
b7E 
b6 
b7C 
bl 
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h 2 

To: 
Re: 

From: Office of the General Counsel 
(U) 27 8-HQ-C122 97 36-VIO, 03/22/2 007 

( 3 ) 

Details: By EC dated 2/21/2007, | |requested 
that OGC review an i nr-jHpnf a^H Hg-t-g-rm-i t-.̂  whether it warrants 

i ri i i~ i 3 i~ pH " r epo rt" i ng- -1 o - t-h e -. .LOB. -I 
mnntpri ntplligence investigalion""Dn 

la non-U.S. person. As pari! oT its investigation, 
1 I sought transacti onal i nformati on pursuant to 18 IJ.g.C. • 

e i bvL 1 
which [ §2709 for telephone number 

reason to believe was used bv, 
Letter (NSL) was prepared by ̂  
via NSL dated 5/17/2004. The NSL requested the 
length of service, and local ^nH innn Hi.qtanrp toll billing 

had 
^National spnnri tv 
_Jand served on I 

name, address, ] 
records associated with (emphasis added) 

( U ) Upon review of the documents 
2004, it was learned that the information 

provided to 
m ^ u. j. _y v v i , J-i- vvao icaj-iicu 

I fprovided, pursuant to the NSL, included information 
concerning an associated telephone number. | | 
reported that they did not upload nor analyze the results for the 
associated number because the association alone was the immediate 
intelligence value and thus there was no further reason to upload 
the information at that time. 

(UJ The association was the fact that both numbers 
were subscribed to by the same individual. Thereafter, since the 
associated number was provided in the same report as the 
rpniiP.gtPii niimhpr. the entire report was placed in the file. 

I I determination at the time was that since the 
additional number was clearly "associated" with the requested 
number, the acquisition of this information was entirely lawful 
and therefore no further action was necessary (i.e. reporting or 
seguestering).2 

(U) -X the Tnsnectoi 
Thereafter, the Department of Justi^ 

[General (OIG) conducted an NSL audit 
The audit called into g^iest i on 

the associated number. At that time, 

A-F-F-i ^ 

¿jijguisition of 
discussed 

1It should be noted that this submission was at the request of OGC in 
response to the OIG report on the FBI's use of national security letters 
wherein they reference 22 instances where the^^^^^y^^^^Ji^tential IOB 
submission was in order. As discussed infra, I i^as not 
otherwise required to submit a potential IOB EC to OGC. 

Since that time, on 3/13/2007, author advisee 
sequester the records, out of an abundance of caution? 

to 

3&SÇET 

bl 
h 2 
b7E 
b4 
b7D 
b6 
b7C 

h 2 
b7E 
b4 
b7D 

h 2 
b7E 
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h 2 
hi E To: 

Re: 

SECR: 

From: Office of the General Counsel 
(U) 27 8-HQ-C122 97 36-VIO, 03/22/2 007 

this with the OIG "during which it was agreed that the second 
telephone number was associated with the subject telephone 
number. 1,3 

(U) The plain language and legislative history of 
§2709 supports the position that the FBI is permitted to acquire 
information on associated numbers attributable to the same 
account. The plain language of §2709 allows the FBI to "request 
. . . toll billing records of a person." (emphasis added) 
Thereby allowing the FBI to acquire the records for all numbers 
subscribed to by the "person." Additionally, the legislative 
history of §2709 defines "toll billing records" and states: 

As used in this section, toll billing records 
consist of information maintained by a wire or 
electronic communication service provider 
identifying the telephone numbers called from a 
particular phone or attributable to a particular 
account for which a communication service provider 
might charge a service fee. H.R. REP. 103-46, 1993 
U.S.C.C.A.N. 1913. (emphasis added) 

(U) Read together, §2709 and its legislative hi 
clearly contemplate the acquisition of "associated" numbe 
use of the word "person" by Congress in section 2709 indi 
that it did not seek to limit the acquisition of records 
particular number. The legislative history itself support 
interpretation by defining "toll billing records" as numb 
called "from a particular phone" or "attributable to a pa 
account." Thus, Congress seemingly contemplated that a s 
subscriber ("person") might have multiple numbers in his/ 
name . 

s 1 
rs. The 
cates 
to a 
s this 

ers 
rticular 
ingle 
her 

: s ) Here, had reason to believe that 
-/as used by the subj ect of an open investigation, 

thereby making the number relevant to said investigation as 
required by statute. As a result, | |issued an NSL 
requesting the "name, address, lengtn ot service, and 1 oca 1 and 
long distance toll billing records associated with . . I 

T (emphasis added) In response, Cingular provided 
with the subscriber name and toll records for 

bl 
h 2 
b7E 

3 EC froml ] to General Counsel dated 2/21/2007 

SEC: 

3 
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SECRET 
b2 

je^E1: 

b7E To: I I From: Office of the General Counsel 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/22/2 007 

as well as the toll records for the other number subscribed -b7C 
to by the subscriber (i.e. the "associated" number). 

(U) To prohibit the acquisition of this information 
would not only contravene the plain language and legislative 
history of §2709, but would also impede investigations by 
limiting the information that can be lawfully obtained. 

(U) Although the attachment was not provided in this 
case it i s nonetheless instructive on the point of whether | | 

| |should have reported this as a potential IOB. The 
attachment lists several items that can be considered "toll b2 
billing records" to include: b7E 

All telephone numbers associated with the 
targeted account or account-holder in this 
letter, to include any and all of the above 
information [the toll billing records] for any 
secondary or additional telephone numbers 
identified by you as belonging to the targeted 
account or account-holder. 

(U) This attachment language mirrors the types of 
records contemplated by Congress and otherwise comports with the 
mandates of §2709. 

(U) Moreover, although released after the acguisition 
of information in this case, the official OGC IOB guidance 
released on 11/16/2006 is instructive. This guidance does not 
require reporting in the situation at hand and states in relevant 
part " . . . conduct that must be reported as potential IOB 
violations" include situations where, "[A] carrier providing 
information beyond the scope of the FISC order or other relevant 
legal authority resulting in the unintentional acguisition of 
data." This, however, is inapposite to the situation at hand. 
Here, as discussed above, the associated number was not "beyond 
the scope of the . . . relevant legal authority," nor did it 
result in the "unintentional acquisition of data," because the 
NSL expressly requested "associated" records. Therefore, there 
was neither a carrier error nor an unlawful request. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/ 

SECRÌFT 
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To: 
Re: 

SE^ET 

From: Office of the General Counsel 
27 8-HQ-C122 97 36-VIO, 03/22/2 007 

when the IOB was known as the President's Intelligence Oversi 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG), or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

b7E 

In the instant case, the collection of information 
* ' in July 2004 by the FBI was lawful. The plain language of §2709 

and the accompanying legislative history allow for the 
acquisition of records for multiple numbers attributable to the 
same account. Here, both the requested number and the associated 
number were attributed to the same .nrrnnnt md rrnr.e relevant to 
an ongoing investigation. In fact,| |had open 
investigations on all three individuals (the user of the 
requested number, the user of the associated number, and the 
subscriber). 

(U) Therefore, the acquisition of toll records for the 
associated number was entirely lawful and did not require 
reporting to OGC and subseguently does not need to be reported to 
the IOB. 

NSL VIO-30945 



To: 
Re: 

From: Off 
27 8-HQ-C122 97 36-VIO, 

SE^ET 

ice o£ the General Counsel 
03/22/2007 

h 2 
b7E 

LEAD (s) : 
Set Lead 1 : 

AT 

b2 
hi E 
bl 

X T h e rRr-orrLq received pursuant to the 5/17/2004 NSL 
i^r re"qu"e"s"t"""""perfa 1 nirag---11e--\ |and the associated number, do not 

require further sequestration ana can be analyzed and uploaded as 

b e 
b7C 

appropriate per logical investigation. 
(u; In addition, [ ] is advised to include the 

attachment (found on the OGC/NSLB website) along with every NSL sent 
to each carrier. 
Set Lead 2: (Info) 

INSPECTION 
AT WASHINGTON, DC 
(U) For information. 

Set Lead 3: (Info) 
COUNTERINTELLIGENCE 

AT WASHINGTON, DC 
(U) For information, 

cc: 1 - Ms. Thomas 
1-
1-
1- 10b Library 

SE^fcEl 
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h 2 
b7E 

Precedence : ROUTINE 

To: 

Date: 2/21/2007 

Attn: 

Counterintelligence 

Inspection Division 

From: Office of the General Counsel 
NSLB/CILU/Roorg_ 
Contact : AGC 202-324 

b7E 

(U) 

Drafted By: 

Case 
X 

Title: X ) 

278-HO-C1229736-VIO 
62 F| I-A8 94 55-IOB 

! Pending) 
L J 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2 006-1 

(X The[ Field Office reguested that Synopsis: 
the Office of the General Counsel (OGC) review an incident and 
determine whether it warrants reporting to the Intelligence 
Oversight Board (IOB). It is the opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the IOB. 

(U) 

(U) """Adrninl'stratl've'T This electronic communi 
information from: the EC dated 2/01/2007 from 
reporting a potential IOB matter. 

a t i on lEC 1 contains 
:o OGC 

( T J J Re-f e-r-enc-e-:-- ) 278-HQ-C1229736-VIO 

I IS UNCLASSIFIED EXCEPT 
SHOOT OTHERWISE 

SEC 
DâTE: 12-03-200? 

? T CLASSIFIED BY 6517« 

DECLASSIFY" 12-03-2032 

NSL VIO-30957 



SEbsÇT SEC 
b 2 

To : I I From: Office of the General Counsel b7E 
Re: 2 7 8-HQ-C122 97 36-VIO, 2/21/2007 

b l 
h 2 
hl E 
b 4 
b7D 

' S ì , 

h 2 
hl E 
b4 
b7D 

Details : 
review an 
the IOB. 

X By EC dated 2/01/2007, 
i rini rìprit and Hp^prmi tip whpf 

requested that OGC 
pr it warrants rpnnrti nn to 

J AS part, or iti _gation,i I souqnt 
relevant to the 

or TTs r nvesi 
transactional information for an email account 
ongoing i nvpatination a Nati ona1 Seen ri tv Letter (NSL) was 
prepared by| | and served or] | The NSL requested only 

f oj^^^^^^ transactional information 
NST. rp.qn 1 t_.q were provided 

later. 

slevant email account. 
in an email by thel 

The 

Division on 1/11/2007, with the CD-ROM to be sent 

<U) On 1/16/2007, the[ ] case agent reviewed the 
email and discovered that i n ^ddi ti ori to the requested 
transactional informationP \ had provided information that 
appeared to be content. For example, some of the information 
appeared to originate from the subject line of the email. The 
case agent i mm^/n y ceased the review and reported the 1" 

I Division Counsel. On 1/17/2007 the case agent 
contacted the| jpoint of contact (POC) for the NSL. The POC then opntant^o the appropriate! I representative and 
confirmed that| r^d nrovided the information in error. 
Subsequently, the| 
deleted all emails regarding this message. 

irk 
JPOC destroyed the CD-ROM and 

On 1/22/2007 the 
case agent similarly deleted the relevant email. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG), or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 

'sÈÇÇE'I 

NSL VIO-30958 



b2 

b7E 

S^S^E *ET 

To: | |Frora: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 2/21/2007 

maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

(U) On 03/28/2006, the FBI's National Security Law 
Branch (NSLB) sent a letter to the Counsel for the IOB requesting 
their concurrence to treat third party errors as non-reportable, 
though NSLB would still reguire the field to continue to report 
any improper collection under an NSL as a potential IOB matter. 
By letter dated 11/13/2006, the Counsel to the IOB agreed that 
third party errors in the collection of information pursuant to 
an NSL must be reported to the FBI OGC, but are not reportable to 
the IOB. 

(U) In the instant case t h^ miiprtinn of information 
by the FBI was not the fault of FBll I Once the case agent 
discovered that he had received information beyond the .qnonp oi 
the NSL request, the case aaent immediately notified the I 
CDC and notified| | Thereafter, all copies and 
emails regarding this request were deleted and or destroyed. As 
a result, this matter does not need to be reported to the IOB. 

3 
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•b7E To ¡From: Office 
Re! 27 8-HQ-C122 97 36-VIO, 

SEC: 

of the General Counsel 
2/21/2007 

LEAD(s): 

Set Lead 1: (Information) 

INSPECTION 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 2 : (Information) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 

AT 
h 2 
b7E 
b 4 
b7D 
b 6 
b7C 

ensure thaF[ 
is requested to coordinate with 
~~Jhas the appropriate protocols m .acetoprevent 

similar typesofdisclosures in the future. 

cc: 1- Ms. Thomas 

1- IOB Library 

NSL VIO-30960 



ta 6 
hlC 
ta 2 
ta7E 

[ From: 
Sent: 
To: 
Subject: 
SECRET 
RECORD xxxxxxxx 

|(OGC) (FBI) 
Thi ircHav/ Marrh 9HH7 Q-AD AM 

I ESI) 
RE: IOB QUESTIONS 

ta 6 
ta7C 
ta 2 

ta7C 
ta 2 
ta7E 

Thanks. 

Assistant General Counsel 
National .Snn irity Law Branch 
202-324-I | 

iSSâflâii Original 
From: 
Sent: 
To: 
Ce: 

Subject: 

SECRET RECORD xxxxxxxx 

JFBI ) 
Wednesday. March 14. 2007 4:47 PM 
I t o m fFRTÌ 

Kt: iUb yUtb I lUIMb SOGC)i£ 
(FBI)£ ](FBI[ FBI) 

I believe 
this NSJ 

i >|L 
ust sent you the EC, and in response to question 2, yes, the CDC reviewed 

ta 6 
ta7C 
ta 2 
ta7E 

Thanks 

ta 6 
ta7C 
ta 2 
ta7E 

nub gubbiiuNb 
Importance: High 

SECRET 
RECORD xxxxxxxx 

A couple more questions regarding this potential IOB. 

1. Could you please send me the EC that requested the NSL? 

Alt INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
MHERE SHOOT OTHERWISE 

iìi (ìli 

DàTE'i 12—D3-2-007-
CLASSIFIED BT 65179 DHK/KSR/JB 
REASON: 1.4 ( c) 

NSL V5ÊH3Ô96ÊY oil: 12-03-2032 



ECUFT 

2. Did the CDC/ADC review this NSL? 

Thanks, hopefully I will have my EC finished by the end of the week. 

Assistant General Counsel 
National Sp r i i r i h / I aw Branch 

202-32^ 

Original 
fro From: | t FBI) 
" ~ " iiaf Thnrrrl-nfr March 08, 

I J (OGC) (F£I 
::1 ^ ^ , C D r J 

Sent- Thiirrdaa, March 08, 2007 7:50 PM 
T o t J(OGC)(F^LL 

fr7E I rFB1T 
Subject: kt: 10B ^UtyilONy 

SECRET RECORD xxxxxxxx 

JFBI); (FBI); 

b7C 
b2 
b7E were placed in the file. I would appreciate knowing if/why anyone in OGC thinks the 

b7C 
h 2 
b7E 

Original Messaa 
From: i 
Sent: —Z 
To: L 
Subject: RE: IOB QUESTIONS 

SECRET 
RECORD xxxxxxxx 

loGC) (FBI) 
EZ,9:50 AM 
J F B I ) 

b7C 
b2 

What did we do with the results from the second number? Did we 
sequester them with the CDC? 

Assistant General Counsel 
National Security Law Branch 
im.-wA I 

'K c Original Mesj 11 • 
. From: | |FBI) 
b 7 C Sent: Thursday, March 08, 2007 12:43 PM 

b2 
b7E 

NSL VIO-30962 



b7C To: 
Subject: RE: lôB QUE5TIÔN5 

KOGC) (FBI) 

S E C R E T 
R E C O R D x x x x x x x x 

b7C 
b2 
b7E 

Original Messs 
From: 
Sent: 

2; 1 
Subject: 
Importance: 

S E C R E T 
R E C O R D x x x x x x x x 

] (OGC) (FBI) 
Tiipcrlav March Ofi 7007 1 :07 £M 

IOB QUESTIONS 
High 

¡¡¿_l:07p 

ÏTDGC)^ 
FBI) 

Could you please provide the answers to the following 
questions, thanks. I need to submit this by COB Thursday. 
Please call if any questions. 

J ^ - By EC dated 2/21/2007 
requested that OGC review an incident and 
determine whether it warrants reporting to 
the IOB.| ~~|initiated a 

|| jjj J • - - fnnnt-.̂ ri nt~.fi 11 "i ĝ nn.ê  i nvreifci <ta f.j on nn 
] on [DATE], a non-U.S 

person. As part of its investigation, 
| |sought transactional information 
pursuant to 18 U.S.C. §2709 for a telephone 
belonging to| | [TRUE? Or did we only 
s e e k subscriber info]. A National Security 
Letter (NSL) was prepared by | | 
and served on [PROVIDER] on 

[DATE OF SERVICE]. [WHAT DID THE NSL 
REQUEST? Please provide the exact language 

NSL VIO-30963 



CRET 

in the NSL réouest] 

Assistant General Counsel 
National Security Law Branch 

DECkA8SrFigATION^ËXEMPTiOJSIjL 
SECRET 

ÜEO=ASSTFÏCATION E3CEMFROMJ, 
SECRET 

DERIV 
J^ECëASSTrïCATION DCEMPTtOtU, 
SECRET 

"BERIVEB-ERQiyMyiujiî ^ 
DECLASStPtCÂTÎOKTEXEMWUQM. 
SECRET 

DË 
Dg 

: Mujtiptê onfces 
TIOTT^xemtoon 1 

SECRET 

SECRET 

^ERÏ\7ED-FRQM: 
^CI^S&ti^tCT^IOKTEXEMCXLON 1 
'SECRET ^ 

NSL VIO-30964 



b7C From: | |(FBI) 
Sent: Wednesday March 91 9007 10:15 AM 
To: I IOGC) (FBI) 

hlE Subject: RE: NSL Audit-CDC Role in Potential IOB Matters 
UNCLASSIFIED 
NON-RECORD 

h 6 
hlC 
h 2 
hlE 

|OGC) (FBI) 
Original | 

From: 
Sent: WpHnp«;Hav March 71 7007 Q-51 AM 
To: I |FBI)| 
Subject: RE: NSL Audit-CDC Role in Potential IOB Matters 

UNCLASSIFIED 
NON-RECORD 

(FBI) 

b7C 

I will get this question to Julie Thomas ASAP and get you an answer by COB 
today. How long b/f they finish the audit? 

Assistant General Counsel 
National Security Law Branch 
202-324 I 

b7C 
h 2 
b7E 

Oriqjml Mnrr-irin 
From: I 
Sent: Wednesday. March 21. 2Q07 9:0g 
To: I 

:FBI) 
¿007 9:0SJ 
• ( F B I ) ; F 
Potential ID Subject: NSL Audit-CDC Role in Potential IUB Matters 

Importance: High 

UNCLASSIFIED 
NON-RECORD 

JOGC) (FBI) 

wnuld like to have a little clarification on precisely what the CDCs rnle 

Please respond as soon as possible as I need an answer before the inspectors leave, 
have made a couple of phone calls to others in NSLB about this and have not received a 
response. 

T h a n k \/ni i vpr\/ mi i r h 

HEREIN I S UNCLASSIFIED 
DATE 12-03-2007 BY 65179 DHH/KSR/JB 

UNCLASSIFIED 

NSL VIO-30965 



UNCLASSIFIED 

UNCLASSIFIED 
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(Rev. 01-31-2003) 

J E @ R E Ï 

FEDERAL BUREAU OF INVESTIGATION 

h 2 
hlE 

Precedence : ROUTINE 

To: 

Date: 2/21/2007 

Counterintelligence 

Inspection Division 

Attn: 

Attn: 

Attn: 

S SA 
SA 
CDC 

CD-4 

IIS, CRS 

From: Office of the General Counsel 
NSLB/CILU/Roorr^ 
Contact : AGC 202-324 

Thomas Julie F 

Drafted By: 

(U) -Casë-TD-f-:--)x( 278-HQ-C1229736-VIO (Pendi 

(UJ Title: )>x 

ng; 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-

(U) ""Synopsis":"" X The 
j 

Field Office requested that 
the Office of the General Counsel (OGC) review an incident and 
determine whether it warrants reporting to the Intelligence 
Oversight Board (IOB). It is the opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the IOB. 

(U) 

(U) 

(U) 

• • Ad-mi -n- i s t- r -a-t i ve -: 

Deriv 
:y On: 

This electronic communi f a r i r~ìr~ì 

information from: the EC dated 2/01/2007 from 
reporting a potential IOB matter. 

EC) contains 
to OGC 

--Re-f e-r-enc-e-:--- 27 8-HQ-C122 97 36-VIO 

(U) Details: By EC dated 2/01/2007, requested that OGC 
review an incident and determine whether it warrants reporting to 

65179 DEH/KSR/JB 

NSL VIO-30973 



To: | | From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 2/21/2007 

b2 
b7E 
b4 
b7D 

thp TOR 2 6/2006, 
As part of 

transactional 
ongoing i nvpst i nati on. 
prepared byl 

investigation, I 
information for an email account 

p I SO I )ught 
relevant to the I.on. A NationaJ •̂ pr'nri 

and served on[ 
nformation foj^JJ^a 

y Letter (NSL) was 
The NSL reguested only 

tfilevant email accouni—__The transactional 
NST, rPsI11 ts were provided to| 

| |Division on 1/11/2007, with the CD-ROM to be sent 
in an email by the 

_ ater. 

(U) ""^C 0 n 1/22/2007, the 
email and discovered that in add 
transactional information,! "" 
appeared to be content. For exa 
appeared to originate from the subject line ot the ema: 
case agent i mmpdi atpl v ceased the review and reported the 
incident tol I Division Counsel. On 1/22/2007 the case agent 
contacted the| |point of contact f POC) for the NSL. 
The POC then cotiiari^d the appropriateT I representative and 
confirmed thatl _ lhad provided the information in error. 

case agent reviewed the 
tion to the reguested 
"]had provided information that 
"e, some of the information 

'ne of the email. The 

Subseguently, the|_ fOC destroyed the CD-ROM and 
deleted all emails regarding this message. On 1/31/2007, 
provided the reguested i nfnrmati nn in r.nmpl i ̂ rir.p with the init: 
NSL reguest. On 2/01/2007, the 
deleted the relevant email. 

case agent similar] 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG), or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is reguired, however, to 

NSL VIO-30974 



h 2 I 1 
•u-yg To: I ¡From: Office of the General Counsel 

Re: 27 8-HQ-C122 97 36-VIO, 2/21/2007 

maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

(U) On 03/28/2006, the FBI's National Security Law 
Branch (NSLB) sent a letter to the Counsel for the IOB requesting 
their concurrence to treat third party errors as non-reportable, 
though NSLB would still require the field to continue to report 
any improper collection under an NSL as a potential IOB matter. 
By letter dated 11/13/2006, the Counsel to the IOB agreed that 
third party errors in the collection of information pursuant to 
an NSL must be reported to the FBI OGC, but are not reportable to 
the IOB. 

(U) In the instant case the collection of information 
by the FBI was not the fault of FBI] | Once the case agent 

•b7E discovered that he had received information beyond the snoop of 
the NSL request, thp o^sp ^gpnt immediately notified thel I 
CDC and notified I I Thereafter, all copies and 
emails regarding this request were deleted and or destroyed. As 
a result, this matter does not need to be reported to the IOB. 

3 

NSL VIO-30975 



h 2 
hl E To: 

Re: 

12B=eRËÎ 

From: Office of the General Counsel 
z'l 8-kQ-C122 97 36-VIO, 2/21/2007 

LEAD(s): 

Set Lead 1: (Information) 

INSPECTION 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 2 : (Information) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 

AT 

(UÌ G iatj_ 
requested to coordinate with 

has the appropriate protocols in place to prevent ensure th 
similar tvpes of disclosures in the future. 

cc: 1- Ms. Thomas 

1- IOB Library 

NSL VIO-30976 



h 6 
b 7 C From: | | (OGC) (FBI) 
h 2 Sent: .Thursday Marrh^ Î I W 9:40 AM 
b7E To: (FBI) 

Subject: ' RE: IÛB QUESTIONS 
SECRET 
RECORD xxxxxxxx 

b6 
b7C 

b7C 
b2 
b7E 

Thanks. 

[ 
Assistant General Counsel 
National Security I aw Branch 
202-324-

Original Mpccanp 
From: I iFBn 
Sent: Wednesday, March 14, 2007 4:28 PM 
To: J linijC) (F£1L 
Cc: 

Subject: RE: IOB QUESTIONS 

SECRET RECORD xxxxxxxx 

J ' linijC) (FBJJ 
' >FRn pi) RF- TOR nilFÇTTDNC; i 1 

« File: NSL.F'C » 
Serial 325 

b6 
b7C 
h 2 
b7E 

Qrinjnfll MfìSfìflfifi" Orioij 
I ][OGC) (FBI) From: 

Sent: _ Wednesday. March 14. 2007 12:22 PM 
To: 
Cc: 
Subject: RE: IOB QUESTIONS 
Importance: High 

•(FBI) -
3(FBI);|_ 

SECRET 
RECORD xxxxxxxx 

(FBI) FBI) 

'Duplicate 3/14/07 email this file 

Original Message 

ALL IHF0RHÂTIOH C0HTÀIHED 
HEREIK IS UNCLASSIFIED EXCEPT 

\ m m OTHERWISE NSL 

DATE': 12-0'5-2007 
C LÄS SIFIED' ' ' ' BY' ' ' 6'S'l 79"" DHM /KSR/íTB 
REASON: 1.4 (c) 
DECLASSIFY ON: 12-05-2032 33if Ï 

mi 



ET 

be 
b7C 
h 2 
b7E 

From: 
Sepü. 
Tor 
Senji 

Subject: 

S E C R E T 

l(FBI) 
Thursday March 08, 2007 7:50 PM 

1 
J(FBI); 

Kb: iUb yuhbl iONb 
[FBI) 

Duplicate 3/8/07 email this file 
R E C O R D x x x x x x x x 

b7C 
h 2 
b7E 

S E C R E T 

Original Mes^flg 
From: 
Sent: 
To: 
Subject: 

_ _ |(OGC) (FBI) 
Thi irçrlav March OR 7007 9:50 AM 

I I' (FBI) 

R E C O R D x x x x x x x x 

RE: IOB QUESTIONS 

'Duplicate 3/8/07 email this fil« 

b7C 

Original Message-
From: | 
Sent: _ 
To: I 
Subject: RE: IOB QUESTIONS 

J B I ) 
T > — 1 2 : 4 3 PM 

l(OGC) (FBI) 

S E C R E T 
R E C O R D x x x x x x x x 

Duplicate 3/8/07 email this fili 

NSL VIO-30982 



RET 
Duplicate 3/8/07 email this file 

b6 
b7C 
h 2 
b7E 

Original Mesi 
From: | 
Sent: 
To: 
Ce: 1 
Subject: 
Importance: 

S E C R E T 
R E C O R D xxxxxxxx 

|OGC) (FBI) 
Tuesday. March Ofi. 7007 1:07 I 

IOB QUESTIONS 
High 

JOGC) (FBI) 
•(FBI) 

Duplicate 3/6/07 email this fil* 

(S 

X 



SEch^r 

^iclÀSglBgCTOffEXEMllìONT 
SECRET 

DERIVEP-ERaMHyiuJiU^^ 
DECJ^SStHCTTngìrE^EMglION 1 
SECRET 

"pgRlVEB-FRQM: lyjumpte-SotrfciT 
DECLASStFTC^ION^XEMPTiQiy 1 
SECRET 

ÌERÌVEP-fROM^ Mujtipte~ST5tfi£esT^ 
DEGLASQtFICflTION'EXEMgllQN 1 

SECRET ^ 

^ÈRÌVEB-FRQM: MujJtUate-SgQrciŝ  
DEGJJ^SQfflCOTIORTìXEMEIlQN 1 
SECRET 

^ERÌVEP^RQfl/LJVliiijjg^ 
DECLASSIFICATION ̂ XEMFRQJ^I 
SECRET 

SECRÈ% 
NSL VIO-30984 



b7C 
h 2 
b7E 

From: 
Sent: 
To: 
Cc: 

Subject: 

Importance: 
SECRET 
RECORD xxxxxxxx 

(OGC) (FBI) 
Wednesday March 14 9007 3:22 PM 

"FB" 

WL: IUU UULy I lUMS 
} w 
ns 

] (FBI) 

High 
Duplicate 3/14/07 email this fili 

b7C 
b2 
b7E 

Original 
From: 
Sent: 
To: 
Cc: 

Subject: 
l - c 

IFBI) 
ffl/7:50 PM 
inr.n frtm 

FBTJ ] (FBI); 

RE: IOB QUESTIONS 

Duplicate 3/8/07 email this fili 
RECORD xxxxxxxx 

lOGC) (FBI) 
Thursday, March 08, 2ÔÔ7 9:50 AM 

NSL VIO-30989 



ble 
b2 

ble 
b2 
b7E 

To: 

Subject: kb: 1UB OUtü 110NÜ 

SECRET RECORD xxxxxxxx 

(FBI) 

T 

Duplicate email this fil< 

[FBI) 

If' 
| (OGC) (FBI) 

RE: IÒ6 QUESTIONS 
SECRET 
RECORD xxxxxxxx 

Duplicate 3/8/07 email this fili 

b7C 
b2 
b7E 

Original Mess. 
From: 
Sent: 
To: J 
Ce: [ 
Subject: 
Importance: 

SECRET 
RECORD xxxxxxxx 

[OGC) (FBI) 
L U M Y . M H ub. m ) I:07 PM 

m í̂ ubyiiüNy 
High 

^f i f i f i ) (FBI) 
JFBI) 

Duplicate 3/6/07 email this file 

NSL VIO-30990 



(S) 

D ECLASStFTCÄT IO NEXEMFTiQJSl"l 
SECRET t 3/6/07 _ 

T)ERÏVEP-FRQM: MiUügte-SPÜfceŝ  
DEC4=ASSTFíCATION^XEMPTIONJ. 
SECRET 

SECRET 

"DERIVEP-FRQ§; IMtipte-SotTfciT" 
QECÛ 6StFiĈ I0N~BCEIVHaTtQJlJ 
SECRET 

NSL VIO-30991 

S E C R E T 



From: 
Sent: 
To: 
Subject: 
SECRET 
RECORD xxxxxxxx 

|(OGC) (FBI) 
Thursday. March 08. 2007 12:50 PM 

» IFBH 
RE: IOB QUESTIONS Duplicate >/07 email this file 

b7C 
b2 
b7E 

Original y " " ™ -
From: | 
Sent: 
To: 
Subject: RE: IOB QUESTIONS 

SECRET 
RECORD xxxxxxxx 

] (FBI) 
Thursday, March 08, 2007 12:43 PM 

I KOGC) (FBI) icate 3 LI this fili 
co: 

HEBEJM IS UNCLASSIFIED EXCEPT 

Jri» aaL̂ AfiuoAHHbi 

ubject: 

I uesrlav. Marrh t)7T7fflft_ 1:07 PM 
(FBI); PIERCE, ANDREW J. (SF) (FBI) 

Ori 
From 
Sent: 
To 

Subject: 1UU 0UW1« 
Importance: High 

SECRET 
RECORD xxxxxxxx 

](OGC) (FBI) 
¡7 1:0 

KOGC) (FBI) 

Duplicate 3/6/07 email this file 

TJSL VIO-30992 



SECRET 

'DER1VEPH=RQM¿lyMttptê smrfcëT" Duplicate 3/6/07 email this fili 
DECLASQtnCÄTION^XEMPTlQM-1 
SECRET 

: Multiple Settrcgg 
DECJ-ASS^CÄTTOTTEXEMTOON 1 
SECRET 

NSL VIO-30993 



h 6 
hlC 
h 2 
hl E 

From: 
Sent: 
To: 
Subject: 
SECRET 
RECORD xxxxxxxx 

Thursday. March 15. 2007 11:57 AM 
I I (FBI) 
1 l O y O U t y i l O N y 1 

b7C 
h 2 

h6 
blC 
h 2 
hi E 

My UC and DGC, Julie Thomas. 

Assistant General Counsel 
National Security Law Branch 
202-32^ 

ial Security I 

I jk Original l̂pgganp. 
From: 
Sent: 
To: 

Subject: 

SECRET RECORD xxxxxxxx 

] F B I ) 

Thursday. March 15. 2007 11:17 AM 
I |OGC) (FBI) 
•ftEiïôBQUESIkM 

be 
blC 
h 2 
hi E 

be 
b7C 
h 2 

b 6 

iu're welcome. Could 1 

sM I 

be on the approval 

](OGC) (FBI) 
Oricjnfll Mflfiffflflfl 

From: I 
Sent: Thursday, March 15, 2007 6:40 AM 
To: I If FBI) 
Subject: RE: IOB QUESTIONS 

SECRET 
RECORD xxxxxxxx 

Thanks. 

1 assist IL uei leiai uuiflisel 
National Security Law Branch 
2 0 2 - 3 2 4 | ~ | 

Original Messa 
From: [ 
Ser 
To: 
Cc: 

ALL IMF0RMTI0M C01TAI1ED 
HEEEIM 13 UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

ÏÏKTEÏ 12-05-2007 
CLASSIFIED BY 65179 DHH/KSR/JB 
REASON: 1 . 4 (c) 
DECLASSIFY OH: 12-05-2032 

] ( F B I ) 

Ï 
WpHnPcHpv March 14, 2007 4:47 PM FRn 

Subject: 

SECRET 
RECORD xxxxxxxx 

(y, March 

- ( F B I ) ! " 
QUESTION 

RE: IOB QUESTION 
] ( F B I ) [ ] (FBI) 

NSL VIO-30994 



Duplicate 3/14/07 email this file 

b6 
b7C 
h 2 
b7E 

-Original Messia 
From: 
Sent: 
To: 
Cc: 

loGC) (FBI) 
WpHnPcH^v Marrh 14 9007 12:22 PM 

I IfFBn, 

Subject: 
Importance: 

SECRET 

I JBÎT 
(FBI)|_ ] (FBI)Q 

RE: IOB QUESTIONS 
High 

Duplicate 3/14/07 email this file 
RECORD xxxxxxxx 

be 
b7C 
b2 
b7E 

Original Messia 
From: 
Sent: 
To: 
Cc: 

Thnrsíiñv MñrrhOfí 
3FBI) 
p7 7:50 PM 
(OGC) (FBÜ. 

Subject: 

SECRET 
RECORD xxxxxxxx 

JFBIT 
"GC) (FBI) 

RE: IOB QUESTIONS 
yw 

](FBI)| 

SECRET 
NSL VIO-30995 



icate 3/8/07 email this file 

b7C 
b2 
b7E 

Original Mes: 
From: | 
Sent: jTur^da^^arrh 
To: [ 
Subject: 

L(OGC) (FBI) 
3007 9:50 AM 

¡FBI) 

S E C R E T 
R E C O R D x x x x x x x x 

wrmwmm 
Duplicate 3/8/07 email this file 

b7C 
b2 
b7E 

Original Messayg 
From: I 
Sent: 
To: 
Subject: 

Thursday. March 08. 20. 

RE: IOB QUESTIONS 

]FBI) 
12:43 PM 

|(OGC) (FBI) % 
S E C R E T 
R E C O R D x x x x x x x x 

Duplicate 3/8/07 email this fili 

'u c Original Meŝ  
From: | LOGC) (FBI) •b7C 1 * i i 

^ ^ g ^ E I ^ NSL VIO-30996 



Sent: » ^ n c ^nn7-i ;07 
To: 

r 1 

T..̂ », M^nc inm i-mmi 
I IFBHQ / i-ri T \ 

T^GC) (FBI) 
Subject: 11UB QUbbllUNb 
Importance: High 

Duplicate 3/6/07 email this fili 
S E C R E T 
R E C O R D x x x x x x x x 



¡ K 

_DEa=ASSTFiÜÄTION IXETCIPTIQMJL 
SECRET 

pECLASQtFlCÂTION~ËXEMPTlQM. 1 
SECRET 

ÜECfcASSIfïCATION EXEMPTtOtU 
SECRET 

DECLAQStFlCRT¡0Ñ^XEMPTlQM-1 
SECRET 

J)ECUVS9tFTCÁTI0Ñ~EXEMWlQM 1 
SECRET 

ÎjERÎVED-fROM^MiitMerSGwces^ 
DECUV6StFTCÂfioN~ÊXEMPTtQtJJ 
SECRET 

^ERÏVEaFRgMJMtmte^ 
DECLASStFTCATION^ÊXEMTOQM 1 
SECRET 

NSL VIO-30998 



b G From: I |(OGC) (FBI) 
; b 7 c Sent: Friday March 18 9007 9:59 AM 

To: | |) (OGC) (FBI) 
Subject: FW: INSD/IIS NSL Compliance Checklist - Potential lOBs 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b7C 
b2 

b7C 

Assistant General Counsel 
National Security Law Branch 
202-324 

Original M o c t j n ° 
From: I liOGC^ (FBI) 
Sent: ThnrcH^ Marrh 1 g onny 2:24 PM 
To: | loGC) (FBI) 
Subject: FW: INSD/IIS NSL Compliance Checklist - Potential IOBs 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b7C 

This is I 

Original Message 
From: MILLER, DAVID IAN (INSD) (FBI) 
Sent: Wprinpsriav. Marrh 14. 2007 2^ 
To: I I (FBI);|__~ 
Cc: THOMAS IUI IFF (r>C,n (FWj 

fTW 

Subject: 

mi r ÖFBI); I 
.(IN*)(FBI);[ 

vim (FBi), I 
C. (INSD) (FBI)-I 

1 ÎINSD) (FBI) 
IÜ5Ü (FBI), -Î TMcm ftRTM 

INSD/IIS NSL Compliance Checklist - Potential iDBs SDB 

mm (i-uuf 
msD) 

J 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

¡11111111111:111111111111111111111 
INSLIOBChecklist.w 

pd 

b5 
b6 
b7C 

Continued from yesterday. 

Editorial: 

After various conversations this morning, the attached works for IIS, and hopefully for you all. 

Under Inspector^ Itasking. SSAl 

SC Have Fvans si innestar 

NSL VIO-30999 



b5 
b6 
b7C 

Thanks. 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-31000 



From: 
Sent: 
To: 
Subject: 

(FBI) 

[ 
Wednesday March 91 9007 10:14AM 07 10: l i 

] (FBI ) ; [ 
FW: NSL Audit-CDC Role in Potential IOB Matters 

](OGC) (FBI) 

b 6 
b7C 
b2 
b7E 

Importance: High 
UNCLASSIFIED 
NON-RECORD 

1 
Julie Thomas has been kind enough to call me and give me an answer to my question. 
Thanks, [" [ 

b 6 
b7C 

FBI) 
Original Messs 

From: | 
Sent: WpHnPsHav M*rrh 71 . ? r p 9 : ( ^ M 
To: I 
Subject: 
Importance: 

¿007 9:0a 
" kFB I ) ; L 
'Stential IC NyL Audit-iJL3iJ Hole in Potential IOB Matters 

High 

UNCLASSIFIED 
NON-RECORD 

TOGC) (FBI) 

b 6 
b7C 
b2 
b7E 

1 would like to have a little clarification on precisely whatÇ 

Please respond as soon as possibleL 
made a couple of phone calls to others in NSLB about this and have not received a response. 
| Thank vm i very mnnb—| 

h€ 
hlC 
b5 

UNCLASSIFIED 

UNCLASSIFIED 

ALL • • • HF0BJÏÂTIÛM • • • C OlffAIMED 
HEREIM IS tWC LAS SIFIEB 
DATE 12-05-2007 BY 65179 DHH/KSR/JB 

NSL VIO-31001 



be 
b7C 

I , (pGC) 
PriHav/ Marrh 1R 9007 g'5g AM 

I f f O G O (FBI) 
FW: NSL Checklist Audit 

(FBI) 

be 
b7C 

b 6 
b 7 C Assistant General Counsel 
b 2 National Security Law Branch 

202-324-j"* | 

-Original Messa 
From: I IOGC) (FBI) 
Sent: Thnrsrlfw Mnrrh 1S ?niU 2:24 PM 
To: lOGC) (FBI) 
Subject: 1 l-W: NbL Checklist Audit 

'tEeRBJIIQBGOrT 

be 
b7C 

Original Messafla 
From: I 
Sent: 
To: 
Cc: 
Subject: 

Tiffifìflnv. Nfìrrb is, 2007 6 : y . m . 
li TI 

N̂ L Checklist Audit 

](OGC) (FBI) 

iiiiauuFBDi 
J>GC) (FETT 

D x> 

T(INSD) (FBI) 

pEC-taSS-IlIED,, , B Y 5 1 7 9 . . . DHH/KS R / JB 
ON 1 2 - 0 5 - 2 0 0 7 

b6 
b7C 
b5 

be 
b7C 

See attached yoiJchecklist with changes. I would like to take another look at it tomorrow 
morning and have my Deputy take a look as well. I think it looks good but I will need to look at it 

JI 

Someone from your office had contacted someone else from my office on a similar issue (I think 
NSL lOBs). I wanted to make sure you were aware of that and we are not all doing double work. 

Again - sorry it took so long to get back to you. 

Thank ynu 

NSL VIO-31002 



NSL Audit 
Form.wpd 

DERlVEDTReiVb-G^LFBI^Iassification Guide G-1, datedJg9,_E0JBWHr907Sfnme^ 
Information 
DECLASSIFICATION B 

-1 FBICI ass ifi cation Guide G-1, dated 1/9& ForP'qa-GovgrfTfnenr" 
Information 
DECLASSIFICATION EXEfl 
SECREI//ORCOIT 

"DERiVED-FRQIVLIa -1 FBICIassification Guide G-1, dated 1/99, FfljBjqfhQpvgrrfirient" 
Information 
DECLASSIFICATION EXEI\ 
SECRETE 

NSL VIQ-31003 



" ^ S E b ï ^ T S E C R E T 

FEDERAL BUREAU OF INVESTIGATION 

h 2 
b7E 
b 6 

b7C 

Precedence : ROUTINE 

To: 

Date: 3/8/2C 

Attn: 

Inspection Division 

Counterintelligence SSAl 
CD-3B 

From: Office of the General Counsel 
National Security Law Branch/CILU/Room 7975 

202-324-Contact: 

Thomas Julie F 

<U) 

Drafted By: 

"Casë-TD" 

(TJ) -Title-t X 

27 8-HQ-C122 97 36-VIO 

INTELLIGENCE OVERSIGHT BOARD MATTER 2006 h 2 

(U) ,:y:. ••:"• i :"•: °pini°n °f the Office of the General 
Counsel ("OGC") that this matter must be reported to the 
Intelligence Oversight Board (x'IOB"). OGC will prepare a cover 
letter and a letter head memorandum to report this matter to the 
IOB. Our analysis follows. 

b l 

b7A 
h 2 
b7E 

(U) X 

Reference: (S' 

HEFE IM IS TJMC LAS SIFIED EXCEPT 
S E ^ R ^ T ^ 

I ; 12-0'5 
CLASSIFIED BY 6517 
REASON: 1.4 (e) 
DECLASSIFY ON: 12-05-2032 

/K 3b?./,. 

NSL VIO-31004 



SECRÊT 
To : I I h2 
From: Office of the Générai Counsel .b7E 
Re: 27 8-HQ-C122 97 36-VIO, 3/8/2 C 

;••••• ; : . : X B y e l e c t r o n i c communication (EC) dated 12/19/2005, 
lûivision requested OGC review of a possible IOB error in 

conj unction with an ongoing counterintelligence investigation. 
The following facts are derived from this EC. 

On 9/9/2 005, FBI )ared a National Security 
Letter (NSL) to obtain subscriber information for telephone 
n.umb-erl The NSL was served toi 

on 9/28/2005 by FBI 

On 12/15/2 005, FBI discovered that the 
original NSL dated 9/9/2005 inadvertently requested information 
..fo.rythe wrong telephone number. Subscriber information was 
requested for f 
telephone number was 

however, the correct 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive order or Presidential 
directive." This language was adopted verbatim from E.O. 12334, 
dated 12/04/1981, when the IOB was known as the President's 
Intelligence Oversight Board. 

(U) By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General's foreign counterintelligence 
guidelines or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, if such provision 
was designed in full or in part to ensure the protection of the 
individual rights of a U.S. person. Violations of provisions 
that are essentially administrative in nature need not be 

2 

NSL VIO-31005 



I C R ^ f SECR: 
T ° l I b7E 
From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 3/8/2 

reported to the IOB. The FBI is required, however, to maintain 
records of such administrative violations so that the Counsel to 
the IOB may review them upon request. 

(U) • X in this case, this matter must be reported to the IOB 
because FBI | | requested information on a number that had no 
relevance to an ongoing investigation as required by statute. 
This error was compounded by the fact that the results from this 
NSL were documented in an EC and subsequently entered into the 
FBI' sI Idatabase. 

(U) Based upon these facts, in accordance with the NSIG and 
the terms implementing the reporting requirements of Section 2.4 
of EO 12863, it is our opinion that this error must be reported 
to the IOB. 

b7E 

SEC: 

3 

NSL VIQ-31006 



To : 
^ S E C Î Î f i « ^ 

-, ™ From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 3/8/2 C 

Lead(s): 

Set Lead 1: 

(U) Implement procedures to ensure the accuracy of 
information contained in NSL requests. Sequester all information 
from this NSL with T I Chief Division Counsel, and purge all 
information from FBI databases. NSLB will provide further 
guidance to the CDC regarding the sequestered information. 

Set Lead 2: 

COUNTERINTELLIGENCE DIVISION 

AT WASHINGTON, DC 

(U) Coordinate with Division to ensure that 
appropriate procedures are in place to ensure the accuracy of 
information contained in NSL requests and that the information is 
properly sequestered and purged. 

h 2 
hi E 

1 - Ms. Thomas 

NSLb Liorary 

b 6 

b7C 

SECRET 

NSL VIO-31007 



SEC 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER D z 

I IDTVTSTQM b7E 
IOB MATTER 200(1 III) 

(U) Th j [Division of the Federal Bureau of Investigation has reported a possible b 2 
violation in conjunction with an ongoing counterintelligence investigation. By electronic b 7 E 
communication (EC) dated 12/19/20051 Requested FBI Office of General Counsel review of 

b 1 this possible IOB error. The following facts are derived from this EC. 
b7A j 1 
b2 c; 9/9/2005, FBI] | p r e p a p d ^ a t o a i ^ f i f u r i t y Letter (NSL) to obtain 
k - j g" r subscriber information for telephone number! |The NSL was served t | 
b 4 | [on 9/28/2005 by FBI| |' 
b7D 

( S ) 
12/15/2005, FBj discovered that the original NSL dated 9/9/2005 

inadvertently requested information for the wrong telephone number. Subscriber information was 
requested for telephone number however, the correct telephone number was 

b2 
b7E 
bl 

(U) JS^In this case, this matter must be reported to the IOB because FBI requested 
information on a number that had no relevance to an ongoing investigation as required by statute. 
This error was compounded by the fact that the results from this NSL were documented in an EC b 2 

^database. b7E and subsequently entered into the FBI's 

(U) Based upon these facts, in accordance with the NSIG and the terms implementing the 
reporting requirements of Section 2.4 of EO 12863, it is our opinion that this error must be reported 
to the IOB. 

HEREIM IS UNCLASSIFIED EXCEPT 

T 

12-05-2007 
lllilllillllllllllli 
REASON: 1.4 (c) 

NSL VIO-31008 



U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

March 8, 2006 

Mr. Stephen Friedman 
Chairman Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Friedman: 

This letter forwards for your information a self-explanatory 
p n r l o ^ n r p entitled "Intelligence Oversight Board (IOB), Matter 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

2 0 0 6 | I il ( U ) 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

DECLASSIFIED BY 65179 DHH/KSR/J: 
OH 12-05-2007 

NSL VIO-31009 



Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Very truly yours, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

2 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

2 

NSL VIO-31010 



(Rev. 01-31-2003) 

ŜÎÎISÇET 

FEDERAL BUREAU OF INVESTIGATION 

b 2 

b7E 
b 6 

b7C 

Precedence : ROUTINE 

To: 

Date : 

Attn: 

b7E 

Counter' Intelligence Attn: S SA 

Inspect' Lon Division Attn: IIS, CRS 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact : 

(U) 

iU) 

Drafted By: 

'""Case-TD-f-:--

-Ti-ti-e-:- ^X^ 

202-324 

27 8-HQ-C122 97 36-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-

(U) —Synopsi-s •: The 
the Office of the General 

Field Office requested that 
counsel (OGC) review an incident and 

determine whether it warrants reporting to the Intelligence 
Oversight Board (IOB). It is the opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the IOB. 

(U) 

( U ) 

(U) 

(U) 

from 
Administrative': This electronic communication ( EC ) contains 
information from: the EC dated 10/30/20 
reporting a potential IOB matter. 

to OGC 

""Refer'ence": jjŝ  2 7 8 -HQ-C12 2 97 3 6-VIO 

"Detai-ls-: X EC dated 10/30/2( requested that OGC 
review an incident and determine whether it warrants reporting to 

HEFEIM IS UNCLASSIFIED EXCEPT 
12-05-2007 

CLASSIFIED BY 65179 
REASON : 1.4 (c) 
DECLASSIFY OT: 12-05-2032 

NSL VIO-31011 



b 2 
•n 1 To: I I From: Office of the General Counsel b7E 
: Re: 27 8-HQ-C122 97 36-VIO, 10/30/2 
•JD / 

b 2 

b7E _ the TOR 
b6 (g) -I- j— | I Part- or irs 

• ' T n i m o r i T ^ l ^ r v n I I ctm î r f h f c i î h c n r î k-, ¿zi -i r~i r r̂  Tm -d •!- i "F^v^ -=3 b7C 
b 4 

nvestigation,| ffouaht siibscri ber information for a 
telephone belonging to| | A National Security Letter (NSL) 
was prepared by Newark and served on| | The 

b7D M.qT, rpgnp.qtpH nnl v .qiih.qrri hpr information t n r t h p t i m p period 
I I On 10/20/2006, | Responded to 
this request and in addition to the basic subscriber information, 
also provided toll record information. 

(U) " Upon review of the documents provided to 
was learned that the information | "*| provided, pursuant to 

the NSL, exceeded that which was requested. The error by | 
was apparently a misunderstanding on its part as to the nature of 
the request, since requests for toll billing information and 
subscriber information are requested separately by the FBI. 

reported that they returned the toll record 
on 10/26/2006. 

( U Î 
information to 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/li 
when the IOB was known as the President's Intelligence Oversi 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG), or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

(U) On 03/28/2006, the FBI's National Security Law 
Branch (NSLB) sent a letter to the Counsel for the IOB requesting 
their concurrence to treat third party errors as non-reportable, 
though NSLB would still require the field to continue to report 

SECRËÏ 

NSL VIO-31012 



b2 
b7E To: 

Re: 

^SESEET 

iFrorn: Office of the General Counsel 
2 /y-kQ-C1229736-VIO, 10/30/2006 

b2 
b7E 
b4 
b7D 

any improper collection under an NSL as a potential IOB matter. 
By letter dated 11/13/2006, the Counsel to the IOB agreed that 
third party errors in the collection of information pursuant to 
an NSL must be reported to the FBI OGC, but are not reportable to 
the IOB. 

(U) In the instant case the collection of information 
by the FBI was not the fault of FBH^ | Once the case agent 
discovered that he had received information beyond the scope of 
the NSL request, the case agent immediately sequestered the 
information, returned said information tc 
matter to OGC. 

and reported the 

SE^RfiO;^ 

3 

NSL VIQ-31013 



To: From: Office of the General Counse' 
Re: 27 8-HQ-C122 97 36-VIO, 10/30/2 

h 2 
hl E 
b 4 

b7D 

LEAD(s): 

Set Lead 1: (Information) 

INSPECTION 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 2: (Information) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 

AT 

(UÌ l is requested to contact to ensure that the 
appropri^l^ pfULU'cols are in place to prevent similar types of 
disclosures in the future. 

cc : 

h 6 
hlC 

1- Ms. Thomas 

1 -

1- IOB Library 

4 

NSL VIO-31014 



blC 
h 2 
hi E 

[ From: 
Sent: 
To: 
Cc: 
Subject: 

Importance: 
SECRET 
RECORD xxxxxxxx 

](OGC) (FBI) 
TiiPsrlav Marnh DR 9007 4'07 PIUL 

IOB QUESTIONS 

High 

4 0 7 PM 
-J(FBI)| 
JOGC) (FBI) 

J ( F B I ) 

Duplicate 3/6/07 email this file 

SECRET CLASSIFIED BY 65179 liHH/KSR/.j 
FEAS OU: 

EChÇ T 

NSL VIO-31023 



From: 
Sent: 
To: 
Subject: 

Importance: 
UNCLASSIFIED 
NON-RECORD 

Wednesday March 91 9007 9:02J1 
(FBI) 

¡07 9:0S_ 
](FBI)| 
rtentiarïï NSL Audit-CDC Role in PotentiaNUbJ Matters 

High 

(OGC) (FBI) 

b7C 
b5 

I l would like to have a little clarification on precisely wha l 

made a couple of phone calls to others in NSLB about this and have not received a response. 
Thank you very much 

UNCLASSIFIED 

ALL TMrORÏÏÀTIQN CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 12-05-2007 BY 65179 BHH/KSR/JB 

NSL VIO-31024 



•JJJ 

...12~.QS-.21II 
IFIED ET¡11111 
i : 1 . 4 (c) 

DECLASSIFY Oil: 12-0f 

SECfcB^ ALL IHFOPJI&TI'OM" 
IS 

W k ! ¿ m m GTHER¥I?i 
NSL ViroiOZ^^^^^ 
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( S ) 

bl 

NSL VIO-31027 



( S ) YM?W vvnpi 

bl 
b5 

NSL VIO-31028 



NSL VIO-31029 



( S ) RET 

'b'l 
fo5 

NSL VIO-31030 



(S) ET 

bl 
b5 

NSL VIO-31031 



h 6 

b l C 

From: 
Sent: 
To: 
Subject: 
UNCLASSIFIED 
NON-RECORD 

Wednesday. March 21 
[ 

(OGC) (FBI) 
2007 9:18 AM_ 

]( INSD) (FBI) 
RE: Another PIOB question ï (OGC) (FBI) 

Probably answered already, but this would be beyond the scope of the request, 
carrier error PIOB. 

Assistant General Counsel 
National Security Law Branch 
202-324I I 

b6 
h l C 

Original, 
From: 
Sent: 
To: [ 
Subject: Another PIOB question 

(INSD) (FBI) 
Mnnrlav. Marrh TTlmi 1:41 ̂  

J (OGC) (FBI)[ OGC) (FBI) 

UNCLASSIFIED 
NON-RECORD 

Hi 

I have another PIOB question: 

NSL requested toll and subscriber records from 8/25/2005 to present. Provider records were 
sent from 8/1/2005 based on billing cycle. In 8/1/2005's bill there were 6 calls from 07/2005. 

Please advise if this is "carrier providing information beyond the scope" of the NSL resulting 
in unintentional acquisition. Thank you. 

S S j 
Inspection Division" 
desk: 2 0 2 - 3 2 ^ | M M | 

ÂLL-ÏHPOMI&T IßM-CßWF&imir 
ffiREÎBi " I S - IWChàS SïFIEB 

12-05-2007 BY 65179 DHH/K5R/JB 

UNCLASSIFIED 

UNCLASSIFIED 

NSL VIO-31032 



From: 
Sent: 
To: 
Subject: 

(OGC) (FBI) 
Cririn, 0007 AM 

GC) (FBI) 
RE: IOB 200 î 

h 6 

h l C 

IOB200 IOB200 

Assistant General Counsel 
National Security Law Branch 
202-32^ | 

Original ^ 
From: L 
Sent: 
To: [ 
Subject: IOB 2007 

h 2 

IfOGCÌ (FBI) 
FriHav Fphrnaru 70Q7 10:23 AM 

l /nr .n (FBI) 

UNCLASSIFIED 
NON-RECORD 

i i i i i i i i i i i i i i i i i i i i i 
OH 12-05-2007 

/KSR/JB 

Julie has signed these lOBs. Please submit to me all necessary electronic copies for 
uploading into ACS. Thanks. 

2/23/2007 

UNCLASSIFIED 

^ D È R I V Ë D L E R O M : MultjDte-Soflfces^ 
DECLASSIFÈ2PH€CÉXEMPTION 1 
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S) 

From: 
Sent: 
To: 
Ce: 
Subject: 
SECRET 
RECORD 

DGC) (FBI) 
WoHnocHflv/ Marnh 07 9007 -in-OQ AM 

RE: IOB QUESTIONS b l 

b7E 

(FBI) 

b7C 
b2 

b7C 
b2 
b7E 

One more question. What did we receive? The EC states "another telephone 
number," did we receive transaction records on different number than what we 
requested or did we receive transaction records "related" to the number we 
requested only? Thanks. 

Assistant General Counsel 
National Security Law Branch 
202-324| I 

nrijinal Marrana 
From: I 
Sent: t i iocHj» M^hnf i ?nrv7 fl-ai F'M 
To: \ IpGC) fFRn 
Cc: J |FBI);I 
Subject: RE: IOB QUESTIONS • 

]FBI) 

: s > 
SECRET 
RECORD b2 

b7E 

-2032 

(FBI) 

ZD 
HEFEIN IS UNCLASSIFIED EXCEPT 

(S), 

>> 

By EC dated 2/21/2007, | | requested 
that OGC review an incident and determine whether it 
warrants reporting to the IOB. | initiated 
a connterintel1igence investigation on| 

la non-U.S. person. As part of its 
investigation, 
information [T: 
telephone 
Letter (NSL) 

pu: 
I sought transactional 

•snanh ho 1 Ft U.S.C. §2709 for a 
A National SecuxiiiL. 

was prepared by 
nd served on I 

c f z z 
I 

pnri 1-.tr ̂  
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he 
hic 
h 2 

he 
hlC 
h 2 

hi E 

Original Mpgganp-
From: | 
Sent: 
To: 
Cc: 

™T(OGC) (FBI) BŒtl:07£ÈL 

Subject: IOB QUESTIONS 
Importance: High 

SECRET 
RECORD xxxxxxxx 

(FBi)r 
B C O W 

](FBI) 

Duplicate 3/6/07 email this file 

^ERÏVED'fRQWLMj^ 
DEClJVS8fflCTflOÌyrEXEMW4QN 1 
SECRET 

:ATION E X E M P T O N S 
SECRET 
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DERÌVED-fRQj^iyi^i^ 
DECLAS8tFTCÄTI0NEXEMPnQM_1 
SECRET 

NSL VIO-31036 



b7C 
h2 
b7E 

From: 
Sent: 
To: 
Subject: 
UNCLASSIFIED 
NON-RECORD 

(OGC) (FBI) 
OH ONNVN.C^ A JJ 

FBI); 
RE: NSL Audit-CDC Role in Potential IOB Matters 

JBI) 

b6 
b7C 
b2 

I will get this question to Julie Thomas ASAP and get you an answer by COB 
today. How long b/f they finish the audit? 

Assistant General Counsel 
National Spm iritv I aw Branch 
202-3241 

ll .qpnnrih/ I 

o 

be 
b7C 
b5 

|BÄ) (FBI) 
Original H 1 « " " " 

From: | 
Sent: 1 W P f W W Marrh IH . %\ \ I V .mjw. 
To: I iFBIVl 
Subject: NSL Audit-CDC Role in PotentialTOFTOTrSTr 
Importance: High 

UNCLASSIFIED i 

NON-RECORD 

> 0 (FBI) 

DATE 1 2 - 0 5 - 2 0 0 7 BY 65179 Dlffl/KSR/JE 

would like to have a little clarification on precisely wha t f 

Please respond as soon as possible^ 
have made a couple of phone calls to others in NSLB about this and have not received a 
response. 

Thank vou very much 

UNCLASSIFIED 

UNCLASSIFIED 
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From: 
Sent: 
To: 
Cc: 
Subject: 
UNCLASSIFIED 
NON-RECORD 

(OGC) (FBI) 
2007 10:46-ML \A/oHnocHa\/ Marrh 91 

lûGC) (FBI 
l( 

RE: NSL Questions 

IGGGIIEBI) b7C 
OGC) (FBI) 

In addition to the dozens of the most basic questions concerning NSL/IOB/AGG, 
here a few of the more substantive questions I encountered: 

i.l 
I lis this a PIOB? Answer: Yes, per mv 

discussion with| | Julie, Valerie. 

2 [ 
on this on CZ1 I ]Not sure 

JThey should be able to confirm this by looking in the case file. 

Assistant General Counsel 
National Security Law Branch 
202-3241 I IS UNCLASSIFIED 

12-0 5-2007 BY 65179 DHH/KSR/0 

b7C 

iî  pccanp-Original J 
From: 
Sent: 
To: 
Subject: " ims>l questions 

JOGC) (FBI) 
, 2007 2:53 

|(OGC) (FBI);F" ](OGC) (FBI) 

UNCLASSIFIED 
NON-RECORD 

When you get a chance could you send me some of the issues you encountered over the 
weekend (and probably last night if you're like me) regarding NSLs? I'd like to put together a 
list of FAQs regarding NSL lOBs to put out and hopefully clarify the issues for everyone and b 6 
save us from continuing to get calls over dinner. b 7 C 

ThanUc 

UNCLASSIFIED 

UNCLASSIFIED 
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From: 
Sent: 
To: 
Subject: 
UNCLASSIFIED 
NON-RECORD 

Wednesday 

RE: PIOB Question 

IfOGCl (FBI) 
Mamh 2007 9:16 M l . 

JlNSD) (FBI)J_ ] 0 G C ) (FBI) 

just returned to the office today. Has this question been answered? 

b6 
b7C Assistant General Counse 

National Security Law Branch 
202-324] | 

b2 

Original Moccano 
From: I 
Sent: Sunday. Marrh IB. 7007 10:46 PM 
To: I 

Subject: PIOB Question 

UNCLASSIFIED NON-RECORD 

JlNSD) (FBI) 
7 10:46 PM 
](OGC)(FBlf OGC) (FBI) b7C 

¡1111:11 DHH/KSR/JB 

believe I have a PIOB if I have boxes unchecked in the EC form. I wanted to confirm: 

is it an PIOB 1. If 
viole 
2. II 

lonv 

is it a PIOB violation? 

b7C 

Please advise. Thank you. 

>1 SS _ 
Inspection Division 
desk: 202-32 t = i b2 

UNCLASSIFIED 

UNCLASSIFIED 

NSL VIO-31039 
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