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b2
0 -2itler-- &) INTELLIGENC SIGET BOBRKD
MATTER 2006
(U avrepeiss. B85 Thel Joffice E::::]requested “hat

the Office 5f Yhe General Counsel (OGC) review an incident and
determine whether it warrants reporting to the Intelligence

b2 Oversight Board (IOE). I= 1s the opinion of O5C that the
bIF ncident doss not need —o ke reportec to the IUE. Rather, this
' E7 =zhould be maintained in the contral file for reriocdic review

by Counszel to the 10B.

fIUJ U M

mywmmﬁdmiﬂistfaﬁiverwmbﬂ e
infcrmation from: the EC date
reporting a potential IOE matte:.

—ion (EC) conTains
J/ wOC fbl‘[::]thCGC

- DATE ;. L2 ~03~2007
CLASSIFIED BY 65179 DEMIESR/TE

ALL INFORMATION - ormnmxs SEORET RE&50N: 1.4 (¢}
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T Fron: Off'
Re: S -HO-Cl2io7 3010, 12712

General Counsel

b2
PTE Ty betaties—IR] By BC dazed 10/25/200 e - on
review an incident and dezermine whether it AerdIté reporting to

) the ZOE.
bl ' ] |

b7A
b2
b7E

\25;, —ring the investiqation.l Iissued an ST to[::;--1

o) requesting names, addresses, length of servize and electronic

5E c:mmuni:atiqns ftransacticonal records, to include existing
v transaction/activity logJgs and 21l electronic nail (e-mail) header
bl Ej nformation (sxucluding Lonbent and/cr spbd=act ficlde) for fhe
b'?A b R PN T e S B S Ve o B e =W e e

iU:I ...................... >:< Th'-?l I]\]‘q'I Lo nr‘.provcd i1~ Bk Wat tata B LR N LW ) ’2(]06'
ther trapanitted ol Division,l
: | On CGo/12/72006.1 Id=liver=sd the
oL to [ on o6/20/2006, ] jrovided the
FEZ with a response on CD-ROM,.___Duripdg the week of July 10, 20006,
SL Ireviewed the CD from] and noticed that they
had forgott

&)

2nal s qjjr@sses During —he week o 07/17/2C0&6, =2A call

to compleste the section relating to aqﬁfffinal

cLly and nobtified Llem -f Lhe nLHsing dat a.

. lre
jb2 told SA tha- they haz inadvertently forgot to LUz

n the ermail addresses and would prepare another Ch-rom for
b4

b7D ) o DS Sue to numerous delaye, fncoluding e | |
b6 |

B Iinzs 1y provided a second CD-ROM To| | which was provided To

- 3long with an EC dated 09/25/2006. 32 first reviewsd
the sezcond CD-rom on 10/25/2006 zpo Sisc-ver =S that, in addizion
t- ths remqiested email addresses, |provided a AT7
filc that contained come co-wzil content. This content was not
reciezted By SR' Inor authorizes by the MNSL. Upon discovering

I =rror, SAl | =t -3 the second CZD-RCM ML

regsoonss Lo 1Ls envelope and oease 1o ana_vsis of the material.
&RE:::] toen repurf@d the matter tol |zsn who then
sealed The envelope conTaining Tke secxnd CD-ROM and placed 1f in
the saf= in the S33A office.

SECNET
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T Fromwm: Office of the Gensral Counsel
Re: TTE-HO-Cl2I9T7 36=-V10, 1271272006

() Section 2.4 of Erecutive Order (E.O.) 1287
dated 09/13/1992, manda-es that Inspectors General and Ger
Cocunsels of the Intelligence Commurity components (in the
the Assistant Director, IN3D, and the Zeneral Tounsel, 0OGC,
regoectively) report Zo the IOE Y“ooncerning intelligence
activities that they have rezson to hellieve may Le unlawful or
contrary to Executive order oz Freszizertial directive.” This
languzags was adopted verbatim from BELO. 12234, dated 12/04/1581,
when the IO0Z was <nown as the Fresident's Intelligence Oversight
E:ard {(FIOR). Ry longstanding ajreemert betwesn the FRI and the
OB and its predecesscor, the PIOB), thiz language has been
Intercreted to mandate the reportirg of any viclaticn of a
provision of the Attorney General Guidelines for Maticonal
Security Investigations and boreiqr Ilntelligence Collection
S3IG), or cotnhner guldelines oz regulations acproved Ly the
Attorney Seneral in accordance with E.O. 12223, dated 12/704/19%1,
2f such provision was Jdesigned in full or in part Lo ensure —he
protostion of the individual zights of U.S. zersons,  Violationos
of wrovisions that are essenticelly azministrative in nature need
n-t b= reported to the IOE. The I'BI is required, oowever, to
maintzin records of such administrative vic_ations so that the
Couns=sl to thes IOE may review them upon regquest.

(1Y  Cn 03/28/2006, the FBI's Waticnal Security Law
Eranch (HELZ) zent a letter to the Ccurnee’ fcor the ICE requesting
Lhelr concurrence Lo _reat Lhird parly errcrs as non-reporlable,
though MSLE would ztill requirze the field to continue to repors
any Iwproper oollecticon under an NSL as a potential IOER matter.
By lettesr dated 11/13/2006, the Councsel to the IODB agresed that
third party errcrs in the collection of information pursuant to
an M3L wust be reported to the FBI OGC, but ars not reportable to
the ZOB.

D]

(1) In the inszant cgge fre co’llection of informazion

Iy the FBT waz nnot the fanlt of Onme the cases agent
dizcovered that he had received information oeyond the socope of
the MNSL redqaeszt, the case agent immezZizately sejuestered the

nfecrmation, placed the informatior. in a secure safe and repor-ed
the matter to OGC.

SECR
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To:

LEAD(= 1

o

Set

Leac

(U}

HO-—1. 007 36-VIO, 12/12/°006

1: (Information)

INSEPESTTION

A WASHINGTON, DO

For infornmatio:n.

Set Lead Z: (Infvrmat ion)

COUNTERINTELL - GENCE

(1)

Set Lead

b2

h7E
b6
b7¢C
*

AT WASHINGTON, [DC

For information.

3: (Botizon)

(1)

AT

For actiorn deemed arpropriate.

1- Ms. Thomas

1

14

1- IOB Likrary
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SECRET

FEDERAL BUREAU OF INVESTIGATION

Frecedence: ROUTIME Date: 02/05/2007
s Attr: TIZ:= I
D‘/J |: |';
b2 Tonnterintelligence Attr: =°D-=-7
b7E
be
WiC Inspection Atftr: %, CRS

From: Office of the General Counsel
NSL=/ClLU/Room 2947
Contact:  AGC S0l =3244

Approved Sy ThomAas Jiulie F

4

Draft=d By:

(N cage-1D #: 03 276-HO-C1229736-VIO Serial 2037 (Pending)

() -=it1=- D&  INTELLIGENCE_QUERSIGET BOARD
b2 MATTER 200

iU]“““Syﬁtpﬁi?f““Eﬁi It i the copinion ¢ the Office of fhe General
Counzsl (0OGT) that this matter 1s rot reportable to the

_nte_ligence Cversight Bocard (IOB). Rathesr, it should ke
maintzined in the conTrel file for periodic review by Counsel o
the ZOBE. Ouir analysis follows.

(113
EUj“mAdministLati¥%+w ~~~~~ This electroric communicaticon (EC) conzains
b2 information frow the EC dated 01/04/2007 from thel |
b7E Office to OGC reporting a potential IO0= matter.

bl Reference: |:S:| N

(U} Detarlss 3 By EC dazed 01/04/2007, Irﬁjqested tha=
(N

D= eview the facts of the captiorez matter and determine whether
it owarrants reporting to ~he IOBE. As sip_ained kelow, in our
opinicn, tho FBI ig not required to report this watter to the IOB.

SEMRET DATE: 12-03-2007
CL&SSIFIED BY 651792 DHEN/ESR/TE

PEASON: 1.4 (o)

CECLASSTRY iy 12o03ssuas
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1Y, SECRET
b7E

Offiwa of the

T /U5 2007

(senera. Counsel

bl | rmwwacuzasisicrs I 1 vy = w=vewwi et EIVEEIE
T to I8 ULS.Co S 2709 geeking supscriber Information for a

e telzphone namber_thgt wag belieoved to be used v sibject. The
jb7E NeL was sent to via Federal Express on

bd 12/15/2005.

b7D

|:U:| ----------- >< Cn 12 " 26 " 00 L\ | | preecpppes et el
subzcrirer informaticon alonq with a zisgk centaining |
£:21 rezords pertaining to the requezsted numoer. The disk
~-ntaining the toll records immeziate_y turned over to the
Acting Chief Civision Counsel for secuestration.

received tag

WS

{U) The President, by Executive Order 12334, date
12/04/71931, estaklished the President's Intelligence Oversight
B-ard (FIOB). Cn 03/13/1993, by Executive Order 12853, the

= idenl. renamed Tt he Tnlelligercs Oversight Poard (TCR) aned
ztablizshsd the Board as a standinc committes of the President's

F-r
the

tan Intelligence Advisory Boar:z.
Z0OB has been given authority to

Arntng 1ts

review the FEI’s

and procedures

relating to foreign irte_ligence

responsikilizies,
practices
and fareign

ctuntzrintelligence collection.
4 of Executive Order 12303 mandates
eral and Generzl Ccursel of the Intelligence
conponents (in “he FBI, Lhe Assistant Director,
voestion Divisgsion (INSD), and the Gerneral Councel, Office
Gzneral Counsel fOGC), regpectively] report to the ICE
ﬂ*y_lquJF; activities that they have reason to believe may
un_zwiul or contrary Ezecutive OrZer -r Presidential
Dirsctive. Tnis language has been lnterpreted to mandate the
repfrfing of any viclation of z provision cf The Attorney

3l's Guidelines for =BT NWNatioral Securitv Tnvestigaticons and
an thclllqenCs Collection (WSLG), effective 10/31/2003, or
cth=r gnidelines or reqmlations :pprnvpd by the= Attorney General
in accordance with EO 12333, dated 12/0472¢21, 1if such provision
wq: dzgigned to ensure —he protestior »f ‘ndividonal rights.

olations of provisions —hat merely are administrative in

(17}

) tha=-
ctors GSen

Section Z.
1’1"“,’“.3

u_mﬂunity

o f

ke

—o

Ge

koo
VB

nature

and nct deewxed to have been degigned to ensure the protection of
ndividnal rights are generally not reported £2 the IOE. The ZZBI
“nspection Division 1s required, however, Lo maintain records of

such adriniztrative vicla-ions for three years so that the
Czunsel to the LOB wmay review them upor rr:mjuuu . The
detsraminaticn as to whe-hsr a2 matter is "adwinistrative in

SECRET

2
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b2 o b'rom:  Office of the (enera’ Counsel
b7E Re:  278-HQ-C1729750-VT0, 07/08/7007

naturs" nmust ke made by O3C. Therelore, such adwinistrative
vinlaticns wust be reparted zs potentizl ZOE natters.
(U) ¢Cn 03/28/2006, the FEI's Maticnal Security Law

EBranch (NZLZ) sent a le-fer fo the Coursel for the ICB requesting
their concurrence to Treat third party errcrs as non-reportable,
though NSLR would still requirs the fise’d to continue Lo repors
any Zmpropcer collectinn undesr zn H“L ac 2 potential IOE matter.

Ry letter daled 11/13/7°006, the Tonnzel 1o the TOB agreed that
third party errors in the collection uf information pursuant to an
HSL must ke reported =o the FRI OGZ, hut are not reportakle <o the

—OB.
(1Y In the ins-ant case the c-_le-tion of toll reoord
b2 information was not the fault off | orice it wras
b7E dizzovered that the information was beyond the soope of the WNIL
re the information was immediately sequestersd and the

Al tber wazs reported Lo OGC.

(1)  PBased upon these facts, in aczordance with the
terns iaplenenting the reporting regquirements of Z=ction 2.4 of
EQ 12263, 1t 1s our opinion that this error is not reportable <o

the ZOE. A rescord of this decision should bes maintain=d in the
czntrcl file for future review by the Counsel to the IGE.

SE&B{
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Re:  278-HQ-C17297

LEAD (=) :

Sel Ti=ad 1 {Act i
IHSPZCTICHN

AT WASHT

SE&RT

I Qffice <f the

[
G0=VTO, 07/08/7007

i

l‘\]l)

NSTON, DO

(U)y INSC sho
potential IOR matt

for prssible revie

uld retain a3 recorsz

(senera. Counsel

er, as well azs a copy - f the OGC opinion
c-nzuding that ICE notification iz rot regquired, for

w by “he Cohunsel o

Set Lz=ad Z: (Info)
COIMTERINTELLIGENCE
AT WASHIMGTON, DC
(1) For informa=-ion.
Set Lzad = (Action)

AT

(U) If deemed relevant to the irvestigation,

a?fro?riate NSL recuesting the TOIT

If tle irfzrmaticon is

should sukmit the
retirn the diszk to

Phe TOR.

threes vyears

ljr[::::::::]does not seelk their return, then the disk
destroyved with appropriate documentation placed in the file.

o Mz. Thomas

1OZ [ibrary

+*

SEC}MK

4
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FEDERAL BUREAU OF INVE TION

Precedence: IMMEZIATE Date: 03/22/2007
To: Attn: SAT
LOnc
b2 =57d |
b7E 22
hé oR
b7C e
- Counterintelligence Attn: CZD-_
Inspection Attn: TIIZ, CRG

From: Office of the General Counsel
NSL=/ClLU/Room 7947
Contact: AGC

Approved By: _[hongdo Julic [

Drafted By:

Case ID #: (U) CZ78-HQ-Cl229736-VIO (Fending)

o b2
() Tifléf“‘)X( INTELLI GENC ik GET BOARD
MATTER 2007

() synopsis: - Ys&~ The Ficld Off:cc
recquested tTat "the Office of the Genera. Counssl (OGC) review an
ncident and determine whether it warrants reporting to the
nte’ligence CversighT Board (IOE). It 1g the opinion of O
that ths incident does no- need to be reported to the IOE.
Rather, thiz electronic communicztior. (ECT should ke maintained
in the —ontrol file for perindic review hy Counsel to the IOER.

D i On:

b2
b7E

...... e . . , .. . - b2
() Administrative: - Thiz BC coptairns ‘nformation from the EC jbu
dated 2/21/2027 from] |t ocz regcorting a pofentis b7E

b6
b7C
bl

b uotrter, a phone conversation between author and 33A

on 3/13/2007 and an email dated 3/°5/72007 from 22

igj’mRefEuﬂencet“““)ﬁjm~

al ITRINED L
HERETHN I ASSIFIED EXCEFT SECRET PaTE: le-03-2007 o
WEERE “SEOWH. OTHEETTSE CLASSIFIED BY 65172 DEM/KERAIE

DECLASIIFY OM: 12-013-2032
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b7E

General Coansel

- _ From:
Re: (U) 2Ae-He-12297

9736-V10, Uh,

Details: [X{ Py EC dazed 2/21/00G7, requested :bl
that OG5 review an 1nv'n‘1mfr sod _defeormnine whether if warrants b2z
""" repsrting ~te-the IOE. - —_ liritiared o b7E
b o iniel ligence investigﬁfibﬁmbnl I b4

|2 non-U.S. person. As part ol 1Ls 1nvestlJation, 17D
ﬁuth transacticpal Jdposormat-n pursygapt to 1= U o, 0. o
Sz7C9 for telephone number whZ zh |haj jb6
reaszon to kbelieve wags used b L llaticonal ceturpilisl b7cC
ztter (M3L) was prepared bV] |arad served on
via NZL dated 5/17/2004. The W3L recusested the "name, address,
—ength of service, and local agod lono Sostgncte £oll killing
reccrds aSS“pldfcd wizh . . . " Jlenghasis added)

s ')8{ Upon review of the Zocumentz crovided fo

in July Zu0d, it wzs learned that the information 12
provided, pursuant to the NSL, incjud;d iﬂformafion jb7E

(T e

concerning an associated Telephone nunker. _
reported that they did not upload ror ana_yze the results for “he Db
accoclated numbeor becausce the cesoclation alcone was the immcdiate 7D
nte’ligence value and “hus there was ro further reason to upload

the Inforration at that time.

e m)x( The association was the fact that both nunnbers
surscribed to by the same individual. ‘'lhereafter, since —The

: vi
clated number was provided in the same report as the
2olo anber, the entire repcort was p_aced in the file. [::::]

Adelerminaion al Lhe Lime was Lhal since Lhe

additional number was clearly "asscociated" with the rejquested
numger, the acquisiticon of this information was entirely lawful
and therefore o further action was recessary (i.e. reporting or
sequestering).

‘ES( Theresafter, the Department cf Justipamffdoo o £
the —porestor General (OIG) conductez an NSL audit I

| The audift called into owestondtlhosogisition of

. : - . 1A
the assmciatred maoher. A7 that fime, diaansaed b2

It zhould ke noted that this submiszion wasz at the regquest of 2GC in
s= of natioral security letters

Iresponss to tnes -
thev oy a9 notential LR

wherein they r=f =4 . =
cucmizsion was i I cussod infra,l ha: not
otherwise required fo subnif a potential 10z EC fo Dnal.

2. . .

Since that tiwe, <n 2/13/2007, author adviased to

sequeszter the records, out of an aLundance of cauticzh.

sE‘sQT

2
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S Fromwm:  Office of the General Counsel
Re: {uU) DTE-HO-C12297 3610, D2/22/2007

with tne OIC "during which it was agreed that the second
rhone namber was asscociated with the subjezt telephone
nunoer. "

(1Y The plain language anz legis_ative nistory of
$Y09 supports the position that the FEI i3 p%Lmltted to acquire
nformaticon on associated nukbers attributable to the same
accocunt.  The plain languags of 5 )9 a’lows the F=I to "request
. . . toll killing records of 2z person.” (enchasis added)
Therepy allowing the TBI = aﬂquire the records for zall numbers

sukbscriced to by the "p@r son. " Adzitionally, the legislative
historv of 82702 defines "toll billirg reccrds" and states:

As used in this section, toll billing records
consist of information malintained by a wire o
electronic communication service provider
identifving the te_ephone numbers called from
particular phone -r attrikutalldle To a particular
account Zor which a communication cervice provider
might charge a service fee. H.R. REP. 103-46, 1993
U3, 0,0 AN. 1913, (exphasis added)

i

(J) Read togeZher, $2709 arnd _ts _egislative history
~lezarly contemplate the acquisitior ¢f Massociated" nunkers.  The
uze of the word "person" by Congress irn section 27239 indiczates
that it 4did not sees Zo limit the accuisition of records Lo a
partZoular swber.  The legislative history iftselfl sapports “hils
nterocretation by defining "toll billirg reccrds" as numbers
called "frow a particular phone" or "attributarle fto a partioular
accocunt."  Thus, Congress seemingly cortemp_atad that a single
subzecrizer ("persen™) might have multip_e nuwubers in his/her

rnams .
{3) Here, baz rezs-n to keliesve that[:::::]

wvas us=d by “he subject of an open investigation,

vy naking the munber relevant toosajd fnvestigarion as
recuired by ctatute. Az a recult, izosacd an NSL
recueszting the "name, address, lTn: servl e, and local and
~-ng distance toll billing _cuijs saciated with . . bl
(erprnasis added) In response Zingu_ar provided | — b2
witn the subscriber name dnd t-21 records for bR

therer

i

—r
o}

RO frv.:aml l o =ensral Coungel dated Z/I21/2007

SEéks{\
3
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T From:

Re: (U) J?E—Hg—'l'”'7ib—\io X,
[::::]as well as the toll fcuu;jo Ior

t: ov the subscrikber (1. the "zszoco

(1)
would not
]’liStOf}v’ of w27

_imiting the information

(11}
~ose it = non
Al achnent. 1is

To> prohibkit the zcoquisition
only contravens the plairn
would

02, but

Although
ethel

2953

kbhoald have reported thiz

s severa

“hat can ke
~he attzachment
instructiv

1 ilems that

billing records" to include:

All t=

Gener

the other
iated" nu

-f t

Lawful _y

wWas not

ke oo

_zphone numkers assoclazed with
targeted accouant or account-holder in
, tc inclade any and all of the

letter
inforrmaticn

()
reccrds contem
mAarndates of 27

................... - \J
oof dinformat ion
re_cazsed on

part .o,

vimlations™ in

i fied
iuc:unt or

This
pl ated b_
9.

Moreover,

i this

11/16/2006 is
rejquire reporting in —<he

clude sit

atzac

[the toll kbilling records]
~ondary or additiconal telephone numbers
Yy you as belonging to
accodant-holder,

the

hment languace mirrors

Congress anrd uthelw-uc

although released after the

CAse, lhe ol i
in

situaticn at

nations where,

structive.

cial OGT
This
hand and

"R

al

Crunsel

nuarler

subscribed

Ther).
his information

chbtained.

vrovided in

as a poctential ICD.
Al

sidered

the

this

above
Ioroany

targeted

TOR

states 1in

cuidaree
gquidance does not

e or. the point of whether

larguage and legislative
zlso impede investigations by

The

o

"1,“]]

acjuisition

relevan—

conduct that must be reported as potential ICE
carrier providing

information beyond the scope of the FIQp order or other relevant

This,

=

[l T G A O]
D

(U)
dated 09/132/19
Cruns=sls of to
the Asgistant
rescvectively)
activities tha
contrary to Ex
_anguage was

dizcussed abﬂva
Ofth . e .

"aninternt
recuested
carrier e
Secticon

103,

e Iutelll
Director

report <o
t they ha
ecutive o

Ve re

dutluthy resul-ing in the urnirntenticonal acgaisition of
owever, 1is

5 inapposite to the situation at hand.

rclc vant legal
1Al
"qo -.(—“—.lqta-.ll
rror nor
2.4 of Erecrti
Jende
IMSD, znd the
the IOE ™

Ty

T

rder

s;;EET

4

the zssociated

belleve
Presizertial
adopted verkatim from E.O.

ramoe
autheorits

d'qu“l'lWH of data,

~ecords.

ve Order
manda<es that Inspectﬁrﬁ GbnvLal
Coraroar. ity

Seneral

na
i
10254,

r was not

v," nor
" obheoans

Theretore,

zn urlawful reguest.

(E.C
(1

vouhsel,

v
rective.

77

o

1

"oeyond
did it

bhie
there

FBI,

QGZ,
concerning intelligence
Fe unlawful or
This

dated 12/v4/1921,

NSL VIO-30944
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SECRET

T Frowm: Office

T the Gensral Counsel
Re: (U} DTC-HC-C1229T7 2610, 03/l2/2007

when the I0Z was <nown as the [resident's Intelligence Oversight
B-ard (FIOR). By leongs-anding ajreemnert betwesn the FBRI and the

“OR {and its predecessor, the PIOR), thiszs language has keen
ntereoreted Lo mandats —he zeportirg of any violation of a
provision of the Attorney General Guidelines for Mational
Security Investigations and Foreiqgr. Intel_igence Collectian
‘NSIG), or other guidelines or regulations aoproved by the
Attorney General in accordance with E.O. 22323, dated 12/04/1931,
2f such provision was designed in full or in part Lo ensure —he
protecticon of the individual =zights oI U.S8. oersons. Violaticns
of vrovisions that are essentially azZwministrative in nature need
n-t bs reprorted to the TOR. The FET iz reqmired, &nowever, to
mzintain reccrds of such administrative viclations so that the
Zounssl to the IOE may review them upor. reqguest.

........ -mmw~~MEXQ In the inszant case, the ccl_sction of information
n Julv 2204 by the FEI was lawful. Tre plain language of £2709
and the accompanying legislative history al_cw faor tne
acquiszsition of records for multiple rumbers attribatable to The
came xooouant.  Here, bhoth the requestecd numbeor and the associazed
numoer were atbttributed —o the sane pecddecse——— ] evant Lo
an cngoing investigation. In fact, nad open
nvestigaticns on all three indivicual:z (the user -f the
regquest=d namker, the user of the assoclated nurker, and the
subescrirer) .

S ~mwmmm;§( Therefore, the acquisition cf toll reccords for —he
agsscclated runber was enlirely lzawlul zand did nob requlire
reporting to OGC and subsequently coes nct need to ke reported to
the ZOD.

SECRRT

NSL VIO-30945



b2
b7E
bl

b6
b7cC

130 a5

SECQRET 1o

= b7E
To: roea: OZfice oY the General Counsesl D
Re: {1} 2T7&8-HQO-CLI2G736-YTO, O3/70/2000

l

1

ZC

LEAD(s) :

Set Lead 1: (Info)

AT

) The recgrds received cursuant o the 5/17/2004 H2L

= and the associazed numker, do not
rezuire further segquestraticnll and can be analyzed and uplozded ac
Aapproprizate per logical investigation.

(1) Tn addi#iﬁn,l Iis advised Lo include the
attachment (found on the OGC/NSLB webszsite) along with every H3IL sert
o eazach carrier.

Set Lead 2: (Info)
SNEFECTION

AT WASHINGTON, DG

(1 For information.
Set Lead 3: (Info)

ZOUNTERINTSLL L GENCE

AT WASATNGTON, DC

(1) For iaforma: ion.

i 1- M _Tholiag
l_
14
1- 1TOB Licrary
*

NSL VIO-30946



(Rev. 01-31-2003)
SE;;iaL

FEDERAL BUREAU OF INVESTIGATION

Frecedence: ROUTINE Date: 2/21/2007
T Attr SEE
5DC
“Tonnterintelligence Attr: D=4
P Tnspection Division Attr: 125, CRS
b7E F '
bt
b7C From: Office of the General Counsel
NaL=/ClLU/Rnomn 2947
Contact:  AGC Sl =3241

.“HE‘-IL‘-I'(‘-\.-"Hd =y Thomds Juljie [

b2
b7E  Case.ID-#: P 279-HO-C1229736-VIO  (Pending)

2 o K] 62 AR2455-T0F

Title: »&)  INTELLIGENCE OVERSIGET BOAKD
(o MATTER 2006

Syncpsié?““@?ﬁ Th4 | Field Office rejquested that
the Office of the General Counsel (OGC) Tev-ew an incident and
deteriine whether it warrants reportincg to the Intelligence

Oversight Board (IOE). I- is the opinion of OGC that the
necident does not need —o ke reportes to the IOE. Rather, this

EZ zhould be maintained in the control file for pericdic review
by Counszel to the 10B.

(1)

i[IjWﬁdmihistrativeT““ﬁﬁﬂ This electroric communicafion (FC) conTains
infermation from: the EC Jdated 2/01/2007 from F o CGC
repcrting a potential IOE matter.

(U} ~ReterencerD&)  275-HQ-C1l29756-VI0

o
ALL T MATION CONTAINED SE o CLASSIFIED BY 65179 DEM
HEREIN 15 UDMCLASSIFIED EXCEFT REAZ0H: 1.4 {c) -
WHERE - SHOWN OTHERWISE DECLAYSIFY ON: 12-0%-2032

NSL VIO-30957



b2
b7E
b4

b7D

b2
b7E
b4

b7D

bl E :l

;EEREE

Toe From: Office f the Gens
Re: 2y R-HQ-ClZ220756-YIO, Z/- /200

De~ails: }}(: Ev ECZ Jated “fflf””f. ‘ Irequested ~hat OGC

review an dooidept ans cer it ssrronts reporting to

~he TOD. |

~al Chounse

i 4]

SO L

T—ransacticnal 1h:31mdt;t' for an email account relevant to the
onyoing inves 1o, Hatiorng ceoyrity Letter (MN3L) was
prepared by ans served o The WAL reqgquested only
Transacticnal IrnZormat o n [opdd =levanl email acccoupz.  The
LS cegnlls were provideod €2 in an cmail by —he

);l

v

Divisiorn on Z/21/2007, with the T2-ROM to be sSent

la-er.

:R?: Or. 1/16/2C07, the Icase agent reviewed the
sizcovered that dn gddificn to the requested

~al information nad provided information thzat
ce content. F'or exanple, scwe of the information
criginate from the subject line of fThe email. The
Nt mediofely ceased the review and repor.ed Lhe
incident fc Division Tounsel. Cn 1/17/2007 the case agent
contacted the |point of contact (2OC) for the N3
The FOC thon callaolod The acpropriate representative z=nd
confirmed thad ad _crovided the informazion in error.
Sukbsequently, thel FOC destroyed —he CO-ROM znd
delefed =11 emzils regarding tails message. On l/i:/’nﬂ' the

=
1
5 -
'_l

-+ 3
=

D]
"1

AT (]
by
I
O S
YU O U )]
et}

D@
[ORRON

)

¢

m

oty oty
W
T

o+

o of
5
o

O«

}_L‘
el
T T

4]

o

=

]

L—‘ |

Cage azent similarly deleted the relevanst email.

(171 Section 7.4 of Exzecutive Order (F.O.) 17363,
dated 09/13/299%, mandates thal Ingpeclors General and General
PmunsL]= ST be niz]liqeﬁce Community components (in the FEI,
thﬁ Azscistart Dircetor, INSD, and the General Counsel, O5C

spect 1fal3| repcrt to the I0B “eoncerning intelligence
dutlxltl&l that fth have reason to believe mayv ke unli”ful ST
contrary to Executive order or Presidential directive.” This
lanjuazge was ad-pted verbatim from E.C. 12334, dated 12/0G4/16931,
when the IOE was known zs the President's Intelligence Oversight
Board (PIOB). By _cngstanding agreement between the FBI and the
IOE (=nz its predeces=zor, the PTOR), this language has been
interpreted to mandate the r“puLflnq of any violation of a
proviciorn of the Attorvey General Gnidelines for NMational
Security Investigaticons and Foreign Inzelligence Collection
(H3IG), or other guidelines cor rejqulations approved by the
Attorney General in accordance with E.O. 12333, deted 12/04/1951,
if such provision was designed in full or in part to ensure the
protection of the individual rights of U.3. persons. Violations
o provigiznz that are essentially administrative in nature neec
not ke repcrted to the IOB. The FEI is rejquired, however, to

1§Ee35?

2

NSL VIO-30958
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L7E



b2
b7

b2
b7E

”‘:[:::::::]FrHM' Office of the Genseral Counss

Re: Z72-H0-Cl2l9735-v10o, /2172007

maintain records of guch administrative wvic_zations go that the
Counsel to the IOR may review them upor. rejusst.

(1Y  Cn 03/28/2006, the FBI's Haticnal
Branch (N3L=) g=2nt a le-ter to the Coursel for the
their concurrence to —reat third party errtrs as
fthough NSLB would gtill require the fie_d fo continue to repors
any mproper collecticon under an HIL as a potential I0OB matter.
vy letter dated 11/13/2006, the Counzel to the IOB ajreed that
third party errors in the collection of information pursuant to
an NSL nrust be reported to the FEI OLC, kbut ars not reportable to
the ZOR.

(1 In the ing<ant case e oo le-tion of informaztion
by thz FBI was not the faulf of FBI Once the case agent
diszovered that he had received information Deyond the sogine i
the MNIL reguest, Lhe case ducuf immesiatesy notified the
CDC and notified| | Trereatter, all copies am
emal s rejgarding this redquest were delsted and or destroyvaed. As

a rogult, thizs matter docs not nced to be reoorted to the

SECR

NSL VIO-30959



b2 SEC}i\T

b7E T From:  Office of the General Counesesl
Re: "/ 2—-HO-ClI29735-v10, /2172007

LEAD =)
Szt Lead 1: {(Informaz-ion)
TMNSPECTICN

Al WASHINGTON, DC

(U) For informazion.

3¢t Load 2o (Informa-ion)

€]

COMNTERINTELLIGENCE

AT WASHIMNGTOM, DC

() For informa=-ion.

Sel Lead 3 (AcLion)

b2 .
b7E ()
- ensure that a
:b4 gimi_zr types < lsc
b7D
b6
b7C oo 1- Mz. Thomwas
l_
l_
1- IOR Library

is requested to ccordinate with to
s ~he appropriate proto-ols 15 laze o prevent
losures in the future.

*

gECRQE\‘
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b6
b7cC
b2
b7E

be
p7C
b2

be
b7C
b2
b7E

b6
b7C
b2
b7E

bé
bh7C
b2
b7E

SEBRET

From: I J©OGC) (FBI)

Sent: A0 AM
To: BI)
Subject: RE: IOB QUESTIONS

SECRET

RECORD XXXXXXXX

Thanks.

Assistant General Counsel

National & &y Law Branch
202-324

----- Original cacaa

From: FBI)

Sent: Wednesday, March 14, 2007 4:47 PM

To: OGC) (EBD

Cc: | (FBI) | (FBI FBI)
Subject: H

SECRET

RECORD XXXXXXXX

I believe ust sent vou the EC, and in response o question 2, yes. the CDC revievied
this MSL
Thanks

----- o '
From: (OGC) (FBI)
Sent 007 12:22 PM
To: FBI)
Ce: FBI) (FBI) (FBI)
Subject. T
Importance: High
SECRET

RECORD XXXXXXXX

A couple more questions regarding this potential IOB.

1. Could you please send me the EC that requested the NSL?
i DATE: -12-03-2007
ALL INFORMATION CONTAINED CLASSTFIED BY 65179 DHI/EIR/IB
HERETN I3 UNCLASSIFIED EXTEPT REASON: 1.4 (c] o
WHERE SHOUN OTHERWISE NSL VIE-3096r om: 12-03-2032




Sa}h&T

2. Did the CDC/ADC review this NSL?

Thanks, hopefully | will have my EC finished by the end of the week.

b2 Assistant General Counsel
Nationa ] aw Branch
202-32

o -----Original Messageazz
be From: I I FBI)

b7c Serpk March 08, 2007 7:50 PM
y To (0GC) (FRL
bTE l ITFB‘ T
Subject: .
SECRET

RECORD XXXXXXXX

:b7C t believe Ian&we.red this question earlier an via e-mail g The
b2 resuits Rom he associated number were a part of the same account and all records
b7E were placed inthe file. | would appraciate knowing ifiwhy anyone in OGC thinks the

records should be sequestered.

Thanks

s |

be Original Message-----
7 From: 0GC) (FBI)
‘b = Sent: 9:50 AM
oy To: — FBI)
bTE Subject: RE: 10B QUESTIONS

SECRET

RECORD XXXXXXXX

‘ What did we do with the results from the second number? Did we
be sequester them with the CDC?

Assistant General Counsel

National Security Law Branch
202-324¢.

e Original Mes

. From: T FBI)
bic Sent: Thursday, March 08, 2007 12:43 PM
b2

b7E

NSL VIO-30962
SECREN



SECRET

bé Ti OGC) (FBI)
- . [.H
bic Subject: RE: TOB QUESTIONS
SECRET
RECORD XXXXXXXX
bam now back in the office. | rug has satisfied your inguines, but if not
bé please do not hesitale 1o reach oul (o me directly by phone.
g X
b e ;Q_ﬁ»al"d('\
b2
b7E

- Original Messaitasass
be From (oGe) (FBI)
b 7 C Sent 1:07 I
) To: FBI) FBI)
b2 CC: GC) Lol)
b7E Subject: IOB QUESTIONS
Importance: High
SECRET
RECORD XXXXXXXX
bé
b7C

Could you please provide the answers to the following
questions, thanks. | need to submit this by COB Thursday.
Please call if any questions.

By EC dated 2/21/2007,
requested that OGC review an incident and
determine whether it warrants reporting to

the IOBRB. | [initiated a
|:S:| ------- jpteripntelligence-investigation--on} |
on [DATE], a non-U.S.
1D Eerson. As part of its investigation, D

sought transactional information

b7E pursuant to 18 U.S.C. §2709 for a telephone

bl belonging to [TRUE? Or did we only

jb6 seek subscriber 1nfo)J. A National Securit

biC Letter (NSL) was prepared byI I
and served on [PROVIDER] on

[DATE OF SERVICE]. [WHAT DID THE NSL
REQUEST? Please provide the exact language

NSL VIO-30963
SEC\RN\



CRET

in the NSL r est].

jb6 Assistant General Counsel

:b7C National Security Law Branch

SECRE
DERIV " ' ources
E CATION
SECRET
DERI : t ources
_DE CATION EXEMPHON.1
SECRET
WRM¥: Multiple Seurcés
D CATIO 1
SECRET
DE : Mylti ces
D TIO 1
SECRET
DE - urces
D ATION 1
SECRET
DERI : i ources
DEC TIO ON 1
SECRET T

NSL VIO-30964
SECRET~



bé
b7C
b2
b7E

b6

b7cC

b2

be
b7cC
b2
b7E

bé
b7¢C
b5

From: | =20
Sent: 7 10:15 AM
: — CGC) (FBI)
Subject: RE: NSL Audit-CDC Role in Potential IOB Matters
UNCLASSIFIED
NON-RECORD

Julie giready given me an answer

-—---Original pé
From: 1 IOGC) (FBI)

Sent: AM
To: IFBI)! |(FBI)
Subject: RE: NSL Audit-CDC Role in Potential IOB Matters

UNCLASSIFIED
NON-RECORD

| will get this question to Julie Thomas ASAP and get you an answer by COB
today. How long b/f they finish the audit?

Assistant General Counsel
National | aw Branch
202-32

From: 1 IFBI)

Sent: 07 9:0
To: (FBI), OGC) (FBI)
Subject: NSL Audit-CDC Role in Potential atiers

Importance: High

UNCLASSIFIED
NON-RECORD

is] I ‘ ‘ Lo . |

Flease respond as soon as possible as | need an answer before the inspectors leave. |
have made a couple of phone calls to others in NSLB about this and have not received a

response.
Thank vol very much

ALL "INFORMATION CONTAINED
HEREIN 15 UNCLASSIFIED )
DATE 12-03-2007 BY 65179 DHM/KER/JIRE

UNCLASSIFIED

NSL VIO-30965



UNCLASSIFIED

UNCLASSIFIED
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(Rev. 01-31-2003)

SEERET
FEDERAL BUREAU OF INVESTIGATION

Frecedence: ROUTINE Date: 2/21/72007
T Attr: ZI32
2 ~DrC
TbF?E Tonnterintelligence Attr: ~Th-4
b6
b7cC Inspection Division attr.: IZZ, CRS
From: ©Office of the General Counsel
NSL=/C1LLU/Roomelady
Contacts:  AGC 2C0-3244
Approved Sy Thomas Julie F
Draft=d By:
(U} case-1o 4+ D& 270-HO-C1229736-VIO  (Pending)
(M) mirler—P&  INTELLIGENCE OVERSTGET BOARD 2
MATTER 2006

':U:I:_'T>o< The Fiecld Office recacsted thaz
the Offices of the General Counsel (OGC) revisw an incident and
detzrmine whether it warrants reportinc to the Intelligences
("‘)\‘sruith Board (IOE). I is the opinicon cf OGC that the
_nn ident does not need <o be zeportez to the IOB. Rather, this

2 zhould bz maintained in the contrcol fi_e for periodic review
2 “ounszel to the IOB
b7E
(1)

() Administrativer (>< Thiz =slectroric commnunipaddcaLFC) contains
nformation from: the EC dated 2/01/2007 fron Lo CGC
repcrting a potential IOBR matter.

|:'|'_'|':| ------ R%-f-—’:ﬁf-%ft{.’-&"z“““>< 278-HQ-ClZ29736-YVIO

EU:' ~Petallss >< By EC Jdazed Z/01/2007 r=questsd that OGC
review an incident and jc:c.:tnlne ”hethcr it warrants reporting to

DECLASSIFIED BY 65179 DHM/KSR/TH SpeRET

NSL VIO-30973



b2
b7E

bl
b2
b7E
b4
b7D

b2
b7E
b4
b7D

SEeRET

T [:::::] From:  Office of the Gensral Couneesl
Re: CTe-HO-ClIo97 36-V10, /2170007

e

of its investization, rg;ught
Cransaco ormmation for zan email acocunt relevant to the
ongcing inveagtd 'T‘un. A Mationsgl Secigdty Letter (N3L) was
precared by and served on The MNSL rejuested only

transacticna

nfcrmation fo s | 2vVANT emaill accour The
ﬂ;s were provided fo |in an email Ly the

lDivision con 171172007, with the CD-ROM to ke sent
_ater.

»m~:§§( Cr 1/22/2Q00%, the case
emal_ and discovered That in addition To the
transactional information,[::::::]had pr-ovided information tha=
ared to be content. For example, some of the information
appzared to originate from the subject Zine <f the email. The
case agent loedigtrely cCeased the review and reported the
incident tol Dl!l sici Counsel, On Z/22/2007 the case ajent
contacztsd tael | point ¢z cgptgcot (FOZ) for the M3L.

The POC then CTDLAGLaf “he appropriate representative and
confirnmed that baod poovided the Information in error.

Subsequently, thel fDC Zegtroyed the CD-ROM and

e_ezted all emails regarding this message. On 1/31/2007,[:::;::;]
avider = rejuested informaticopn Jr _compliance with the 1nitila

Oon 2/01/2007, the case agent similarly

agent reviewed ~he
recuested

- '_'—\.')

(1) Section Z.4 of Executive Order (E.O.) 1x8ibs,
G/13/1992, manda_ez Lhat Ingpzclors General and General
~f the Intelliqence Commurity ccmponents (in the FEI,

Jdal=ed O

Couns hls

the A.:lgt*w# Director, INSD, z2nd the Seneral Counael, OG0,

resy e'ti ely) report —o the IOB “concerning intelligence

at they have rezgon to believe wmay ke unlawful or
cecutive order or Presizential directive.” This

_anguage was adopted verbatim frem E.O. 12234, dated 12/04/13281,

J)

VE
,_nflary to Bz

when ths I0Z was <nown as the President's Infelligence Oversight
E-ard (FIOE). By longsztanding agreement between the FBEI and the
TOR {and itz predecegsor, Thp FTOR), this Tangnage has been
ntororotod to mandate <he pu_*qu of any violation of 2
provizicon of the Attorney wenelal Suide’ines for Mational
Security Investigations and Foreign Intelligence Collection
(NEIG), or cther guidelines - =jlations acproved by the
Attcrney General in accordancs with E.O. 22323, dated 12/04/1931,
f =zuch provisicon was designed in full or in part £o ensure the
proteztion of the individual sights o2 U.3. versons.  Viclations
of orocvisions that are essentizlly azZministrative in nature need
nol be reported e the TOR. The FRET s vemirsd, however, Lo

SEERET
2

NSL VIO-30974



T [::::::]From: Office of the General Crunse

Re: C72-HO-Cl229735-V10, /2172007

maintain records of guch administrative wic_zations go that the
Cocunsel to the IOR may review them upor. rejuest.

(1Y  ©n 03/2G/2006, the FBI's Waticonal 3ecurity Law
Branch (N3LZ) sent a letter to the Course. for the ICR requesting
their concurrence to —reat third party errcrs as non-reportable,
fthough NSLB would still require the fie_d to continue to repors
any mproper collection under an HIL as a potential I0B matter.

v letter dated 11/13/2006, the Counzel to the IOB ajreed that
third party errors in the collection of information pursuant to
an NSL rust be reported to the FEI OLC, kbut ars not reportable fto
The ZOR.

(1 In the insg—<ant casge the cc’_ lection <of informaztion
by ths FBI was not the fault of FBﬂ:::::::] Once the case agent
diszovered that he had received information Deyond the sogine of
the NEL reguest, Lhe odsc ggent jmmetiate.y notified the[:tf::f]
cheC and notiiiedl Thereafter, all coples and
emal s regarding this request were deleted and or destrs
a rogult, this matter docs not nced to be recorted to the

NSL VIO-30975



b2
b7E

b2z
bH7E
b4
bh7D

SEERET

T From:  Office of the Gensra. Ciunsel
Re:  T/=-H0O-Cl229730-V10, Z/21/2007
LEAD =)
Szt Lead 1: {(Informaz-ion)
IMNSPCTTICN
Al WASHINGTON, DC
(U) For informazion.
Sct Leoad (Informa-ion)
COMNTERTINTELLIGENCE
AT WASHIMGTOM, DC
(U) For informa=zion.
Sel Lezad (AcLion)
ﬂlx___
(U)l I' requestad to ccordinate ithl

crnsnres

*

that has
simiZar types of o)

dis

D—‘ 4]

Ito

dhh appropriate proto:zols
es in the future.

U)

1- Mz. Thowas
l_

l_

1- IOR Library

NSL VIO-30976

in place to prevent



SEDRET

bo
bic From: (OGC) (FBI)
b2 Sent: 79:40 AM
b7FE To: (FBI)
Subject: :
SECRET
RECORD XXXXXXXX
, Thanks.
bé
b7C | ]
b2 Assistant General Counsel
National Secyrity L aw Branch
202-324
be Original S
: From: FBI)
b?C Sent: \Wednesday, March 14, 2007 4:28 PM
b2 To: 1 mrir) (FBL)
Ay Cc: FBI) BI)
b7E Subject: RE: IOB QUESTIONS f
SECRET
RECORD xxXXXXXX

<< File: NSLEC »>
Serial 328

N — Original Message-----

lbb From: | lOGC)(FBI)
h7C Sent: _ Wednesday, March 14, 2007 12:22 PM

2 o ee—

: Ce: G| | G FBI)

b7E Subject: RE: 108 QUESTIONS
Importance: High
SECRET

RECORD xX00000(X Duplicate 3/14/07 email this file

DATE: 12052007 -
CLASSIFIED BY 65172 THMFKZR;
REASON:

&L1 INFORMATION CONTAINED
HEREIN I% UNCLASSIFIED EXCEPT
WHERE SHOUN OTHERWISE

1.4 ()
YO
1

JE-BE-203E

NSL VIO-4068



E;ESQET

b6 From: I_ I(FBI)

. Sept: Thursdav. March 08, 2007 7:50 PM

b7 C To %I\(‘t‘\ Fa=*3AY

b2 ce: Jren);
. IFBI)
b7E Subject: B

SECRET Duplicate 3/8/07 email this file
RECORD XXXXXXXX

----- Original Mes aamam
From: l I( OGC) (FBI)

. Sent: 9:50 AM

b6 To: (FB1)

L7C Subject: RE: 10B QUESTIONS

b2 SECRET Duplicate 3/8/07 email this file
b7E RECORD XXXXXXXX

From: L FBI)
Sent: 7 12:43 PM
To: (OGC) (FBI)
}- p Subject: RE: IOB QUESTIONS
EOAS]
b7C %SERB oo DUPLicate 3/8/07 email this file
b2 RECORD xxxxxxxx
b7E

NSL VIO-30982




\SEQRET

Duplicate 3/8/07 email this file

----- Original Mes:
From: I IOGC) (FBI)
Sent: _Tuesday, March 06, 2007 1:07 PM
To: JcFBI)
Cc: JOGC) (Fe1)
Subject: IOB QUESTIONS
Importance: High
Duplicate 3/6/07 email this file
SECRET

RECORD XXXXXXXX

DERIZEM’ i ources

SECR\E\ NSL VIO-30983




DE N1

SECRET
D Mul ces
DEC | E N 1
SECRET

SECRET

DERIVE . i tirces

D ATION 1

SECRER

NSL VIO-30984



bo
b7C
b2
b7E

b6
b7cC
b2
b7E

bo
b7C

From: (CGC) (FBI)
Sent: Wednesday, March 14,2007 3:22 PM
To: (FBN
Cc: | (&)
a=)))
Subject: RE. 108 QUES ITONS
Importance: High
SECRET Duplicate 3/14/07 email this file
RECORD XXXXXXXX

----- Originaj
From: FBI)
Sent: 7:50 PM
To: QGO (FRTY

ce: | | reD);
1 ITBT)
Subject: RE: IOB QUESTIONS

Duplicate 3/8/07 email this file 175 DN /KSR A IR

RECORD XXXXXXXX ﬁ
D
_____ 0[ H | R4
From: OGC) (FBI)

Sent;:  Thursday, March 05, 2007 9:50 AM

NSL VIO-30989




bé
b7C
b2
b7E

b6
b7C
b2
b7E

b6
b7C
b2
b7E

To:

%cﬁq

(FBI)
sub;eclz'mmmz— Duplicate 3/8/07 email this file

SECRET

RECORD xxxxxXxX

----- Original Me
From: T FBI)
Senk ulagiay, March 08, 2007 12:43 PM
To! I (OGC) (FBI)
Subject: B QUESTIONS
SECRET ; < - - . . .
RECORD XXXXXXXX Duplicate 3/8/07 email this file

----- Original Messg

From: [OGC) (FBI)
Sent: ' 1:07 PM
To: | GG:)9)

Cc: | | (e9) TBL)
Subject:

Importance: High
SECRET Duplicate 3/6/07 email this file
RECORD XXXXXXXX

NSL VIO-30990
SECREL_




SECRE

T

SECRET , ) ) , ,
Duplicate 3/6/07 email this file
DE| : rces
ATION
SECRET
DE ; i urces
D TIO 1
SECRET
DER : i Tces
ATION 1
SECRET
DER : urces
D TION 1
SECRET
SECRET

NSL VIO-30991



be
b7cC
b2
b7E

b6
p7C

)

5 s

b7E

SECHE

file

From: | I(OGC) (FBI)
Sent: Thursday, March 08, 2007 12:50 PM
To: FBI)
g;‘é’;g.r RE. 0B QUESTIONS Duplicate 3/8/07 email this file
RECORD XXXXXXXX
----- Original SRS
From: (FBI)
Sent: Thursday, March 08, 2007 12:43 PM ) . R . .
To: OGC) (FBI) Duplicate 3/8/07 email this
Subject: RE: 10B QUESTIONS
SECRET
RECORD XXXXXXXX

L1

----- Origh
From: (
To:

Cc: (
Subjec

Importance: High
SECRET

RECORD XXXXXXXX

OGC) (FBI)

1:07 PM

(FBI); PIERCE, ANDREW J. (SF) (FBI)
OGC) (FBI)

Duplicate 3/6/07 email this file

SER&N
SL VIO-30992




ol % i O 3 -

T

fces Duplicate 3/6/07 email this file

DE .
S TION EXEf 1
SECRET
M: Multi
DE W 1
M
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30993



b6

bhic From:
b2 Sent: Thursday_March 15 2007 11:57 AM
b7E To: (FBI)
Subject: RE OB QUESTIONS
SECRET
RECORD XXXXXXXX
bé )
| Myuc[____ Jand DGC, Julie Thomas.
k7C
b2 | |

Assistant General Counsel

National ity Law Branch
202-32 |

b © Original Message----.
b7C From: i Jrer)
b2 Sent: Thursday, March 15, 2007 11:17 AM
bTE To: | Josc) (ren)
: Subject: R

SECRET

RECORD XXXXXXXX

You're welcome. Could you tell me who will be on the approval line of the EC?

ssq |
. M CONTAINED
§ol) LASZIFIED EXCEPT
b7C HERUISE
P — Origingl Message---—-
§b2 From: I I(OGC) (FBI)
bT7E Sent: Thursday, March 15, 2007 6:40 AM
To: — (FBI)
Subject: RE: IOB QUESTIONS
SECRET
RECORD XXXXXXXX
Thanks.
Nol2)
BIC TR TN sl
tb’:‘ - National Security Law Branch
M 202-324

----- Original Messrabl
From: (FBI)

SenNl——1dladnasday, March 14, 2007 4:47 PM

bhé To: 0GC) (EBL)
BIC Ce: (FBI), e | (G2s)
g Subject: RE: I0B QUESTIONS
b2
N7E SECRET
RECORD xXxxXXXX

SECKRMN NsL vio-30994



N
Duplicate 3/14/07 email this file

----- Original Messpa

v From: foac) (Far)
bé Sent: 07 12:22 PM
- To: (FBI)
bic Ce: (D] | G2 ]
b2 FBI)
- Subject: RE: TOB QUESTIONS
b7E Importance: High ‘ . ) ‘
SECRET Duplicate 3/14/07 email this file
RECORD XXXXXXXX
————— Original Me
From: I_ FBI)
Sent: 07 7:50 PM
To: (OGC) (FBL)
\ Ccc: PGC) (FBI) Jran)f |
o1 | [G3Y | Ga)
b7 C Subject: RE: IOB QUESTIONS
b2 SECRET
bR RECORD XXXXXXXX

SECRET
NSL VIO-30995



Duplicate 3/8/07 email this file

bé
b7C
b2
b7E

b6
b7C
bZ
h7E

b6
b7C

----- Original Mes

From: (OGC) (FBI)

Sent: ursda arc 7 9:50 AM

To: FBI)

Subject: .

SECRET Duplicate 32/8/07 email this file

RECORD XXXXXXXX

----- Original Mes: o

From: Sfﬁ JreI)

Sent: 7 12:43 PM

— ST

Subject: RE: IOB QUESTIONS

SECRET Duplicate 3/8/07 email this file
RECORD XXXXXXXX

————— Original Mesatae—as
From: | OGC) (FBI)




Sent: IJ.nsm‘_Mamh.né_lell 07
To: FBI)

{FRI)

Ce: | PGC) (FBI)
Subject:

Importance: High

SECRET
RECORD XXXXXXXX

Duplicate 2/6/07 email this file

e

DER ; i urces
D ATION 1
"SECRET
DER : i Ices
D TION 1
SECRET

SE%T NSL VIO-30997



sgc\m\

DERI : i ources
CATION EXE

SECRET

DERI : i ources
DECLASSIFICATION 1

SECRET

DER'VED-FWR&% i ources
DE CATION EXEMPHON 1

SECRET

DE : i rces
D ATION 1

D TION 1

A

SECRE

NSL VIO-30998



b6 From: I I!OGC) (FBI)

' Sent: ' 007 9:59 AM
Subject: . Compliance Checklist - Potential IOBs

SENSITIVE BUT UNCLASSIFIED

NON-RECORD
b6
b7C
b2 Assistant General Counsel

National ity Law Branch
202-324
----- Original Mesgagaszzz
bé From; i IOGC) (FBI)

B Sent: 2:24 PM
R7C —
Subject: FW: INSD/IIS NSL Compliance Checklist - Potential IOBs

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

This is the |OB one.

From: MILLER, DAVID IAN (INSD) (FBI)
b 6 Sent: 4, 2007'&-‘_—“-|
Do To: (FBI); INSD) (FBI)
B7C ce: THORES JULEE 0G0 L) qq(FBI)l Losso)
1

) )
(FBI) (INSP) (FBI)]
FBI); F. (inNsD) (FBI);
%. (INSDYTFEI ] (INS
ecklist - Potential

Subject: INSD/IIS NSL Compliance Bs

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

1NSLIOBChecklist.w
pd

Continued from yesterday.

Editorial:
) After various conversations this morning, the attached works for 1S, and hopefully for you all.
b5
bé Under Insgectord Itgskino ssal
b7C =

_SC Dave Evans suggested

NSL VIO-30999



b5
b6
b7C

Thanks.

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-31000



From: | I (FBI)

Sent: IJA@D@@LM@&D.ZJ.&?? 10:14.AM
To: (FBI); koce) (Fa))

Subject: FW: NSL Audit-CDC Role in Potential OB Matters
Importance: High
UNCLASSIFIED
NON-RECORD
|

Julie Thomas has been kind enough to call me and give me an answer to my question.
Fhanks,

----- QOriginal Me:
From: r FBI)
Sent: 07 9: E-AM—_I
Subject: udit- ot In Potential 10B Matters
Importance: High
UNCLASSIFIED
NON-RECORD
] would like to have a little clarification on precisely whatl
Please respond as soon as possible] ]l have

made a couple of phone calls to others in NSLB about this and have not received a response.
—hankuauyery mich

UNCLASSIFIED

UNCLASSIFIED

ALL. INFORMATTON.
HEREIN I3 UNCLASSIF
DATE 12-05-2007 BY

5179 DHM/KSR/ TR

NSL VIO-31001
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From: | loce) (Fai)

e Sent: ' 007 9:59 AM
ele To: (OGC) (FBI)
hd Subject: FW: NSL Checklist Audit

S /] N
D X

b6
:b7C Assistant General Counsel
b2 National Security Law Branch
202-3241
————— Original Mess g
From: koso) (Fen)

: To: OGC) (FBI)
e Subject: : ecKlIst Audi

b7C )
"REGORD xxs~_

----- Original Messaggaooc

From: L koac) (Fa1)
bé Jent: S—— YA (INSD) (FBI)
- R i
s /]
D xX
|

See attached your checklist with changes. | would like to take another look at it tomorrow

b6 morning and have my Deputy take a look as well_| think it | will need to look at it
b7C _svatermatically tomorrow with fresh eves

b5
Someone from your office had contacted someone else from my office on a similar issue (I think
NSL IOBs). | wanted to make sure you were aware of that and we are not all doing double work.
Again - sorry it took s long to get back to you.

hE Thank vou,

b7C

NSL VIO-31002



C

NSL Audit
Form.wpd

DERIVED

Information
DECLASSIFICATION
N

=1_FBI Classification Guide G-1, dated 1/99

=1 FBI Classification Guide G-1, dated 1/99, Fo

-1 FBI Classification Guide G-1, dated 1/99, F

Information
DECLASSIFICATION EXEI
SECRE

NSL VIO-31003



(01/26/1998)

b2
b7E
b6
b7C

bl
b7A
b2
b7E

-

(-

m-

SE T

FEDERAL BUREAU OF INVESTIGATION

Frecedence: ROLUTINE D: 3/6/2006

w
Ims
@

o Ettn:

=]

W

(3 oo
[l

=
()

“nscection Division

Counterintelligence

(1 (N
1€p]
=

From: Office of the General Ccunsel
National Securizy Law Branch/CILU/Raoomn 7975
Contact:l |202—324-

Approved Zvyv:  Thomas Julie F

Lraftzd ERy:

r:jo—It#y\{ 278-HQ-C1229736=-VIO

it les DX INTELLIGENCE OVERSIGET EBOARD MATTER 20361::::] b2

SWHCPSTSTw“EX< It is the opinion o the Office of the General
Crunssl [("OGC™) that —his matter must ke reported to the
nte_ligence CversighT Board (YIOE”). OZ2 will prepare a cover
etter and z letfter head memorzndum to repcrt this matter to the

Fdob et

OB, Our analysis follows.

m

TE e 2*3

o - ‘ . SE T CLASZIFIED BY Gél?gfbﬂﬂﬁﬁﬁﬁ?JH
ALL:IHEHRMATIOH ONTATHEL FEASOH: 1.4 (o)

IED EXCEPT DECLASSIFY ON: 12-05-20732

NSL VIO-31004



b2
b7E
bl
b7A

=3

b7D

bl ': S :l
b7A

b2

b7E

SECRET

b2

From: ©Offizce of the “ﬁunqil b7E

Q7 35=Y

2006

Re: 7=2-H0-Cl2C

Civision rejuested OGT review of z oo

conjunctlion with an ongolng counterinte 17

“E}Q: By elerronio v i oAt ion (BT

gere

daled 12/19/2005,
saible ICE error in
investigation.

The frllowing facts are derived fron this FOL

wrong ftelephone numnbe:r.

1o ake.s

recqnestesd for FETERHS

Lelephone nunkber was

{(17) Qectirmn 2.4 of Executive Order

(09/15/1993

F.

dated , mandaes that. Tnsp=ctors
Connae]
the
rest
‘nte’
1wfu1
clive. This language was adopled verka
dated 12/24/1981, when —he IOB wzs krown Aas

“nte’_ligence CverzighT Board.

~f the Trntelligence Comminity
INSD, znid the
reporh Lhe IOB 211 informat
antivities that they bave

Azsistant Director, Fenera
=

= t_l'\"—‘l )

)

'=Aaso

oy Fxeont ive oraer 1 P

1rs

v amnrrary

(1Y Py lTongs-anding agreemer.d bet
OB land ils predecessor, Lhe FIOB), Lils la
ilernireted Lo mAnddate che vepenct ity of  Any
provizsicon of the Afttorney General's foreign
guidelinez or other guidelines or renlaticon
Attrrney General 1n accnrdance with BoO. D233
was designed in [ull or in pasl Lo ersors Lh

‘trdividnal cights of 4 17030 Violat

pre st

fhat, are egszent ially adinistrat ive o natoar
SEEREE\

NSL VIO-

General

compT ns

wesn o

tﬁ( O 9/a/2005, FRT prrepared A Halt ional Seocnricy
Tetter (M3T) Lo obdain sibworiber information for telephone
vggggefl L _The N3L was servad t-] |
on 9/23%/2005% by TEI
\iﬁﬁ(iﬁn 12715720058, FRT disreovered thal e
riginal NST dated 9/9/2006h inadvertsant vy requested informatiomng
dIir the Suhscriber information was

hrwever, rhe moprpresns

19353
’ .3y,

0.)
Generdl
FRT,

]

(30,

A
the=
1 CTounsel,
ior
rnto bhelieve

nts (in
‘\scﬂltwetrlLrwJ

may ke
resident ial

i from BE.O. 12334,
the Fresident's

e FRT And
tiguayge has been
of oA
counterintelligence
s aprroved by the

2 if

2 probection

t e

viclation

sch provision

of

-
Ty

“he

s oof provisions

= nes=d not. bhe

31005



SE& B2

b7E

M

PR

From: Offizce of the Gensral Counas
Re: CTE-HO-ClIO9T7 36-V10, 37872006

reperted fo thne TOR. The FRT is reqguired, hrwever, to maintain
records of such admindis rat ive vialat ns s that, the Connsel o
fhie TOR may review bhem uper repnest

fUJ“““meXi In Lais case, “his watler mugt be reported Lo Lhe IOE
hecsise FRT reqies-ed informatin o on & madbher that had no
an ongoing investigatior as reqgquired by statiute.
ls o 2rror was compounded by the Tacts that, the resalts from his
Jocnent ed inoan EC oand sibse aient Ty o=ntered into fhe

|database-

(m Rased upon ~hese facts, in ase-rdances with the HNITG and
Lhe Lzruas
of FEO 17284

- the TOZ.

inplementing “he reposling regulremnents of Secbicon 2.4
3, it is onr opinion that this error st e repea o

shq

NSL VIO-31006



From: Offizce of the
Re: S -HO-Cl2 0T 30V 10

b2
b7E

i

Teadis!):

Sel Tead 1

SIVISION b2

L

b7E

(11 Tuplemen! procedinires (o ensure the acogracy of
‘nformaticon contained in NST, requests.  Sedqusster all information
from this MIL witk1E:::::::]Chief Divisicn Counsel, and purge all

‘nformation from FRT da—abases. NSIE wil. provide farther

guidances Lo Lhe COC reqgarding the secusstered Informatlon.

Sel Tead 7

COUNTERIMTE S LIGENCE DIVISTON

AT WASHTNGTON, DC

(11 Coordina.e wilh Division Lo 2nsure bLhas
approoriate procedures are in place to ensuars the aocouracy of

information contained in NSL requests and that the information iz
proverly serqmestered and paraged.

- Mz, Thowaz )
- I be
- b7cC

Z NoLE Lifrary
¢

\
SECRET

NSL VIO-31007

b2



bl
b7A
b2
b7E
b4
b7D

(3]

(-

S F

SEC

INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER E%

M Th

IOB MATTER 200d

ivision of the Federal Bureau of Investigation has reported a possible
violation in conjunction with an ongoing counterintelligence investigation.

conununication (EC) dated 12.="'19.:"200:'beq11ested FBI Office of General Counsel review of

DIVIS

Elm

h2
h7E

By electronic

this possible IOB error. The following facts are derived from this EC.

_ S 99,2005, 35|

prepe‘ll.:d.aM.ima.l.Sﬁﬁ_urity Letter (NSL) to
he NSL was served t

of telephone numbe

on 9/28/2005 by FB

)6’011 12/15/2005. FBI___ Jdiscovered that the original NSL dated 9/9/2005
madvertent

requested informa

s requested for telephone number

tion for the wro

b2

ng telephone number.  Subscriber information was b7 E
however, the correct telephone number was b1l
b7n

In this case, this matter must be reported to the IOB because FB: requested

mformatlon on a number that had no relevance to an ongoing investigation as required by statute.
This error was compounded by the fact that the results from this NSL were documented in an EC b2

and subsequently entered into the FBI's

b7E

database.

(17) Based upon these facts, in accordance with the NSIG and the terms implementing the

reporting requirements of Section 2.4 of EO 12863

to the IOB.

ALL INFORMATION -CONTAINEL

FIED EXCEPT

, it is our opinion that this error must be reported

DATE; ‘1

T CLASSIF o DHIN/KSR/TE
REASON: 1.4 (c)
DECLASSIFY ON: 12-05-2032

NSL VIO-31008



U.S. Department of Justice

Federal Bureau of Investigation

Washington, D. C. 20535.0001

March 8, 20006

Mr. Stechen Friedman

Chairman Intelligence Oversight Eoarz
Hew Executive Office Fuilding
Washington, D.C.

Dear Mr. FKriedman:
This letter forwards for your inZormaticn a solf-cxzplanatory
e

Cr
enclozyre entitled "Intelligence Oversight Board (I0z2), Matter
ZCoe ")

[

Thz enclosure sets act
whizh the k-1l has determined wzs <—oncucted ccntrary tco the
Attorney General’s Guidelines for FBI Naticonal Security
nvestigaticns and Foreign Intellicence Col_ection and/cr laws,
Fxe it ive Orders, or Presidential Directives which govern FRT
forolgn counterintelligence and international terrorism
Investigations. (17)

Enzclozsure

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

TED BY G517 DHN/KSR/TE

NSL VIO-31009



SEERET

Should vou or any menber of your staff requires additional
nfermvation concerning This matter, an <cral griefing will be

Aarrvamged for yvonr ab yvoarr onnvenisnoe. e

Very truly ycours,

cuuli=z F. Thowas
Deputy Generzal Couns=l

_ - The llonorable Albesr-o K. Gonzales
Attorney General
U.3. Cerartment of Justice
koo 5111

2 = Mr. Jamzo AL Bager

Counsel, Cffice of Intelligence Pollcy and Review
U.S8. [Cepartment of Justice

Reooq 2180

NSL VIO-31010



(Rev. 01-31-2003)

\EESEET

FEDERAL BUREAU OF INVESTIGATION

Frecedencs: ROUTINE Date: 12/12/2006

e e
bh7E Y

J:-l
‘e
—
N
E
Pl

b6
b7C Tonnterintelligence Attr: 3E32

Inspesction Division Attr: IZZ, CRS

Fromw: Office of the General Counsel
NaL=/ClLU/Room 7947
Contact:  AGC SCC=-3241

Approved Sy Tlogngs Jylje

Draft=d By:

) cige-1p 400 279-HQ-C1229736-VIO (Pending)

(U) =itles— -)ﬁj INTELLIGENCj.nuEESIGET BOARD

MATTER ZQUe

&5
[\

cU?"SVHEpﬂiST““EXi The Ficld Officcl reqaested thas
the Office of the GEnerarl Lounsel (OGC) Teveoegw an incident and
detzrmine whether it warrants reportinc to the Intelligences
Oversight Board (I0B). I is the opinicon cf OGC that the
ncident does not need <o be Zeportez to the IOB. Rather, this
EZ zhould be maintained in the contrcol fi_e for periodic review
vy Tounzel to the I0B.

b2 (1)
b7E

Admihiéﬁfﬁﬁi?%?mng( This electroric communicaticn (EZ) contains
nformation from: the EC dated 10/30/200& frem to QOGC
repcrting a potential IOB matter.

U} “Refersmme:  DRQ 278-HO-Cl229736-VIO

(T} petasler— By EC dazed 10/30/2006, rejqussted that OGC
iew an 1ncident and de-cermine whether 2t warrants reporting to

ALL TNFORMATION CONTAINED W DATE: 12-05-2007 .. ...
: CLASSIFIED BY 55179 THM/ESR/TE

TED EXCEPT "
REASON: 1.4 (o}

NSL VIO-31011



bl
b7a
b2

\S'BSEET\ :
b2z
T [::::::]FrHM' Offize of the General Crunsel b7E

Re: CTE-HO-CL2ZOT735-Y10, 107307200

b7E the —om |
bé tSh"l AZ LalL OL 105
BIC —nvestlgatlorn, S L subscrifer Information for a
'bé te_ephone belonging to A Hationa. Sscurityv Lettfer (HN31L)
it wag precared by Newark and served on] | The
b7D Mol vegpestad oply subsoriber information for the tine period
I I On 1lu/_u/zune, ! responded <o
this rejquest and in addition to the baslic suos-riber informazion,
alsc crovided toll record informstior.
(T o ~32q Upon review of the Zgcuments orovided o
1t was learned that the informztior provided, pursuanz —.o
_ the NSL, exceeded thaz which was requested. The error by |
b2 was avparently a misunderstanding on ifts part as to the nature of
b7F the regquest, since reques=s for toll billing information and
b4 subzcocricer information ares requested separately Ly the FBL.
b7D . Ny . . e , e
(U) reported that they returned the tcll record
Information to on 10/26/72006.

]

(1J) Section 2.4 of Executive Order (E.OQ.) 12&0

20y
dated 0%/13/1293, manda-es that Inspectors General and Gen=ral
Cr el” -f the Intelligence Commurity cZmponents (in the FET,
t istant Director, IN3D, and the General Counsel, Q5C,
= ively) report Zo the 10OE “concerning intelligence
':5 yhat they have reason to belleve may ke unlawful or
to Executive order or Prezicerntial directive.” This
e waz adopted verbatim from E.O. 12334, dated 12/04/19%1,
wher I0z was 7nown as the President's Intelllq;nﬁe Overs 1ﬁht
Brard [EIOB). By leoenge-anding agreemert bhetween the FRI and the

OB {and its predecesscor, the PIOB), this language has keen
nterorefted fo mandate —he reportirg of any viclation of a
provizion of the Attorney General Guideliness for Naticonal
Security Investigaticns and Foreiqr Intel_igence Collecticon
(HM3IG), or otner guidelines or regulations asproved by the
Attcrney Seneral in aceoordance with E.O. 173323, dated 12/04/1921,
f o snth provision was designed in full or in part to ensure —he
protection of the individual rights of U.S. versons. Violations
of orovisions that are egsentizlly azministrative in nature need
n-t bese reported to the IOL. The LI is reguired, however, to
maintain records of such administrative viclations so that the
Counsel to the IOE may review them upor. reguest.

(Uy Cn 03/28/2005, the FBEI'=z lMatlonal Secuarity Law
Branch (M3LZ) sent a letter to fthe Course’l for the 1CE requesting
Lheir crnimrrernce oo rea third party errors 28 non-reportable,
though MNSLE would gtill regquirce the to continue to repor:

sﬁ'r

2

NSL VIO-31012



b7R To: From: Offize of the Zene
Fe:  C/H-HO-C1279736-VIO, 1u/50/2006

any imcroper collection under ar. N3L as a potential TOB matter.
By _etter dated 11/13/2006, the Couns=1l to the IOBR agreed that
third rarty srrors in —he collection of information pursuant tao
an NEL must be repor=ed to the FBI OGT, bt are not reportzble to
the IOFE
i) Tn the instant caszse the ccllection of information
b2 by the FBI waz not fthe faull of FRI Once the case agent
b7E dis~overed that he had reccived information Leyond Lhe scoope of
b the NZL reguest, the case agent immedizately ccguostcered Zhe
. irfcrmation, returned said informaticon e and reported the
b7D matter to OGC.

NSL VIO-31013



SECR

‘b;E T From:  Office of the General Counesesl
’ Re: CTE-HO-C1I9T736-V10, 1073072006

LEAD =) :
Set Lezad 1: (Informazion)
INSP=ZCTICHN

AT WASHINGTON, [

() For informazZion.

Set L

D

ad (InformazZion)

f

COJNTERINTELLIGENCE

AT WASHIMGTOM, DC

() For informa=-icroi.

T2 S=t L=ad 3: (Action)
b7E
b4

b7D AT

{11 is requested to contact to ensure that the
approcriareproreocols are in place to prevent similar tyvpes of
disz_cgures in the fuzure.

(e 1- M=z. Thowmas

b6 14
b7cC 1- IOB Library

*

NSL VIO-31014



hE From: L _loce) (Fai)
L7C Sent: _Tuesday March 06 2007 ﬁOY P

B To: ==1) Il JFBi)
s ce: OGC) (FBI)
b7E Subject: IOB QUESTIONS

Importance: High Duplicate 3/6/07 email this file
SECRET
RECORD XxXXXXXXX

DERI : i ources
DE ATION 1_ -
SECRET O BHM/EARSTE

DECLAZSIFY OH:

1240842032

SEONET

NSL VIO-31023



bé
b7¢
b2
b7E

I(FBI)

From:
Sent: 07 9:08=idd
To: (FBI) (OGC) (FBI)
Subject: NSL Audit-CDC Role in Potential TOB WMatters
Importance: High
UNCLASSIFIED
NON-RECORD
)1 would like to have a little clarification on precisely whaf
Please respond as socon as possible] |l have

made a couple of phone calls to others in NSLB about this and have not received a response.

Thank you very much

UNCLASSIFIED

NSL VIO-31024




5] P

0872007 SECRR_ ALL TNFORMATTON CONTATNED
FIED BY 55179 DUH/KSR/TE HEREIN 13 UNCLASSIFIED EXCEFT
REASON: 1.4 {zg) 1 SHOWN OTHERWISE
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From: (OGC) (FBI)

Sent: Wednesday, March 21, 2007 9:18
To: [ (INSD) (FBI); (OGC) (FBI)
Subject: RE: Another PIOB question

UNCLASSIFIED
NON-RECORD

Probably answered already, but this would be beyond the scope of the request,
carrier error PIOB.

Assistant General Counsel

National Security Law Branch
20 324

----- Original S

From: (INSD) (FBI)

Sent: 007 1:41

To: I(OGC) (FBI) IOGC) (FBI)

Subject: Another PIOB question

UNCLASSIFIED
NON-RECORD

Hi

| have another PICB question:

NSL requested toll and subscriber records from 8/25/2005 to present. Provider records were
sent from 8/1/2005 based on billing cycle. n 8/1/2005's bill there were 6 calls from 07/2005.

Please advise if this is "carrier providing information beyond the scope" of the NSL resulting
in unintentional acquisition. Thank you.

SS‘ I
Inspection Division 19 TN RS TR

UNCLASSIFIED

UNCLASSIFIED

NSL VIO-31032



From: (©GC) FBIy  P°©
Sent: ps5AM  P7C
To: (OGC) (FBI)
Subject: RE: 10B 2007| )
S ' b2
XXX
}] bo
lOBZOO?prd 10B200
- bé
Assistant General Counsel b7C
National Security Law Branch : - -
202-324 b2
DECLASSIFIED BY 65179 UHM/KSR/TE
----- Original pd ) 0 52007
From: Joce) ren "

Sent: i 7 10:23 AM
To: OGC) (FBI)
Subject: IOB 2007

UNCLASSIFIED
NON-RECORD

Julie has signed these [OBs. Please submit to me all necessary electronic copies for
uploading into ACS. Thanks.

2/23/2007

UNCLASSIFIED
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(3)

(FBI)

From: DGC) (FBI)
Sent: 0:29 AM
To:

Cc: (FB
Subject: RE! OB QUESTIONS 11

SECRET b2

RECORD M

- | b7E

One more question. What did we receive? The EC states "another telephone
number,” did we receive transaction records on different number than what we
requested or did we receive transaction records "related" to the number we

requested only? Thanks.

Assistant General Counsel
National Security Law Branch

202-324
“““ Or'glnal%
From: FBI)
Sent: mlioaday March 08 2007.6:41 PM
To: GC) (EBIY
Cc: FBI); I(FBI)
Subject: RE: IOB QUESTIONS
SECRET ibi
bB7E
Altacheg g the actial NSL, which gives the exact language of the reguest
<< File el phone NSLwpd =»

I have answered your red questions in blue below:

£ By EC dated 2/21

/2007,

requested

that OGC review an incident and determine whether it

warrants reporting to the IOB. }
|: S :|| a_counterintelligence investigation -on}

2.non-U. S, De)

investigation,

]initiated

Fson.

information [True] pu

rsuant

el |

telephone utilized by

Letter (NSL) dated 05/17/2004

on

As part of its

sought transactional

U.S.C. §2709 for a

A National Seg
ua.s_nrsnars'g blz
v

nd served
I I provided|

| the results in summary

format in a communication dated 07/13/2004, which

stated that a 1A envelope was attached with the reply

from|

| The actual DATE OF SERVICE is

unknewn, since the 1A envelope could not be located.

[See actual WSL above for exact language in the

request. ]

SECRLT

NSL

VIO-31034
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----- o% .
. From: (OGC) (FBI)
be Sent: :Z|1:07 PM
B7C To: (FBI) J(FBI)
; Cc: OGC) (FBI)
b2 Subject: TOB QUESTIONS
b7F Importance: High
, ) . . . ‘
SECRET Duplicate 3/6/07 email this file
RECORD XXXXXXXX
SECRET
DERIV : i ources
CATION EX
SECRET
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b7C From: (OGC) (FBI)

b2 Sent: Mladoacco Mazab 01 D007 Q.01 LA

LIE To: FBI); | 3=1)
Subject: RE: NSL Audit-CDC Role in Potential IOB Matters
UNCLASSIFIED
NON-RECORD

| will get this question to Julie Thomas ASAP and get you an answer by COB
today. How long b/f they finish the audit?

bé

b7C

b2 Assistant General Counsel
National Securibelaw Branch
202-324

----- Original e
. From: BA) (FBI)
b6 Sent: % ﬁ |
b7¢C To: FBI);| GC) (FBI)

T Subject: NSL Audit-CDC Role in Potential
b2 Importance: High

b7E
UNCLASSIFIED

NON-RECORD

. COMTATIHED
179 DMH/KSR/TR

II would like to have a little clarification on precisely whaﬂ

b6
b7C
b5
Please respond as soon as possible] _ [
have made a couple of phone calls to others in NSLB about this and have not received a
response.

Thank voy very muc

UNCLASSIFIED

UNCLASSIFIED

NSL VIO-31037




From: (OGC) (FBI) )
Sent: IJNed.nsdaLMamh.?lt 2007 10 46.AM bo
To: QGC) (FB loco) (Ep)y B7C
Ce: 1 l(oGe) FBN). IOGC) (FBI)
Subject: RE: NSL Questions

UNCLASSIFIED
NON-RECORD

In addition to the dozens of the most basic questions concerning NSL/IOB/AGG,
here a few of the more substantive questions | encountered:

1. | |

|Is this a PIOB? Answer: Yes, per my

discussion with Julie, Valerie.

2. | Not sure

on this ond |

< |
|

Ii hey should be able to confirm this by looking in the case file.
b6
Assistant General Counsel .bZC

National Security L aw Branch b2
202-324 |

----- Original =

s e— ST bé
Sent: ), 2007 2:53 P =
To: | (OGC) (FBI); Jocc) creny bicC
Subject: testons

UNCLASSIFIED
NON-RECORD

1179 DMH/KIR,/JB

| |
When you get a chance could you send me seme of the issues you enccuntered over the
weekend (and probably last night if you're like me) regarding NSLs? I'd like to put togethera
list of FAQs regarding NSL 10Bs to put out and hopefully clarify the issues for everyone and b6
save us from continuing to get calls over dinner. h7c

Thanks )

UNCLASSIFIED

UNCLASSIFIED

NSL VIO-31038
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From: [ loco) Fai) bé
Sent: 2007 9:16 AM b7C
To: INSD) (FBI); |OGC) (FBI)
Subject: RE: PIOB Question
UNCLASSIFIED
NON-RECORD
| just returned to the office today. Has this question been answered?
b6
ssistant General Counsel 1b7C
National Security Law Branch b2
----- OriginaIrMessaa_I----
From: INSD) (FBI) 5
Sent: Sunday. March 18 ZQQi 10:46 PM b6
To: (OGC) (FBI OGC) (FBI) h7C
Subject: PIOB Question
UNCLASSIFIED
NON-RECORD
CEEL7G 1M ARER/TE
| believe | have a PIOB if | have boxes unchecked in the EC form. | wanted to confirm: b6
1.1 I Jis it an PIOB iﬁgL
violguon? :
2.1 ]

is it a PIOB violation?

Please advise. Thank you.

b6
SSA ;b7C

Inspection Divisi
desk: 202—321 I b2

UNCLASSIFIED

UNCLASSIFIED

NSL VIO-31039
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