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AN DY CHalaLee IDEORMK '

SELECT COMMITTEE O INTELLIGENCE
B, SRR TTRNEZSXE X OISO WASHINGTON, O£ 20510-£475

HARRY RELD, NEVADA, KX DFTCIO |

| .
L q.mNmE GYARF DIRECTOR AND CHIEF COUNSEL | SECI  #2006-0898

TW W, JCIHNTON, MINORITY ITAFF IRECTOR .
nmrrzw MEGHEE, qmsr CLERE I

February 17, 2006
The Honorable Robert S. Mutlfller, I
D rect
F¢dersl Bureau of Invesugatlon
935 P nnsylvania Avenue,
W

'The ongoing debate over the reauthorization of the USA PATRIOT Act has
foeused attention on National Security Letters (NSLs) as a tool for intelligence
cdllecfion. Additionally, press reports last November raised questions about the
nymber of NﬁLs and the ovcrrlght of their use

After the appearance 07‘ these press reports, the Senate Select Committee on
elligence conducted a sinch off-the-record staff briefing. Your office also
p ovmjid the Eommlttee with documents to assist in understanding the format of
Ls, I understand the bncﬁng and materials have been helpful to the staff and I
:k you forfyour cooperanoxn I still have, however, many outstanding questions
reflated to the fBI’s use of NSL’s and their value to the intelligence process.

Therefd'we I ask that you provide a written response to the attached questions
d m:formanpn requests. Thts information will greatly assist me in evaluating the

effectiveness pf this important intelligence collection tool.

Thank you for your atténuon to this matter.

o4

I

[ John I¥. Rockefeller IV
| Vice Chainman
|
|
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|

Request for Information Reljated to the National Security Letters

| I
e total number of NSLS issued by year and by type for each of the past five
cars.
A statistical breakdown!of the types of investigations {counterintelligence,
terrorism, or other) for which NSLs have been used.
h statistical breakdown of the specific types of records requested.
t supporting material is available for review by the Committee to
etermine if the NSLs hfave been used in accordance with existing statutes
and regulations? ‘%
at sort of review does the FBI conduct to verify the compliance with the
fequirement that the investigation of a U.S. person 1s not based on First
C;mendmem activities? ' What have the findings of these reviews been?
What measures are avai}ablc to Judge the efficacy of the NSL authority and
the importance of the records obtained to the intelligence process?
en information ﬁomj an NSL is used in disseminated intelligence, what
procedures are in place fto minimize any U.S. person data?
What are the criteria for sharing information from NSLs with criminal
investigators? How oftgn does this sharing take place?
Where are records obtained under NSL authority retained and stored? How
long are the records retained? When and how are they destroyed?
WWho has access to thesé records?
Under what circumstanees is person specific information obtained using
NSLS shared with other agencies?
What procedures are in place to prevent unauthorized use or disclosure of
ﬁ.ufonnanon from \TSLSP
e there currently any, criminal investigations or IG-related inquiries related
to the misuse of NSLs?|
How does the FBI decide to use an NSL rather than another investigative
echnique, such as a FISA warrant or a request that the record holder
voluntarily provide access to particular records?
Does the FBI routinely noufy NSL recipients that compliance is voluntary?
oes it tell them that re|c1plents are permitted to discuss the letter with an
Eattomey? Have there been any instances in which this notice was not
provided? How many?
‘How often do the rec1pients of NSLs decline to comply with them? How
often are requests for voluntary access, excluding NSLs, complied with?
Does the FBI issue NSLs at the request of other IC elements? Which
elements? How often?

NSL VIO-28631




From: THOMAS, JULIE F. (OGC) (FBI)

Sent: ; " 920 AM be
To: OGC) (FBI) b7C
Subject: ) er with 13 Qs
UNCLASSIFIED

NON-RECORD

HEREIN.. I3 .[THC]

Lets discuss tasking this, - W B
DATE. 11-27:20

5173 DHH/KSR/TE
Julie F. Thomas

DGC, National Security Law Branch

Office of the General Counsel

Room 7924
202-321 ,
200-324 fax) b2

----- Qriginal Message-----

From: CAPRONI, VALERIE E. (OGC) (FBI)
Sent; Wednesday, March 21, 2007 8:17 PM
To: THOMAS, JULIE F. (OGC) (FBI)
Subject: FW: Conyers' 3/20/07 Letter with 13 Qs
UNCLASSIFIED

NON-RECORD

Flease task out as appropriate.

----- Original Messaleezzz:
From: I Joca) (Fe1)

Sent: Wednesday, March 21, 2007 4:01 PM

To: CAPRONI, VALERIE E. (OGC) (FBI) b6
Cc: BEERS, ELIZABETH RAE (OCA) (FBI) :
Subject: Conyers' 3/20/07 Letter with 13 Qs b7C
UNCLASSIFIED

NON-RECORD

Valerie:

Beth indicated that she has spoken to you about Chairman Conyers' 3/20/07 letter asking 13
questions relating to the 3/20/07 NSL hearing. As you know, we will be handling those as QFRs.

I've attached the questions in WordPerfect format so you or your folks can fill in the responses.
I'll rely on you to task these out to your folks as appropriate. VWhen you have answers, please
forward them to me for provision to the Committee through the normal

QFR process.

Thanks. Let me know if you have questions.

Onice o1 ongressional Affairs bé
JEH Building Room 7252 [
(Send mail to Room 7240) bicC

NSL VIO-28639



202-324 b

:

aaCaproni_032007
_OCAResp_03210...

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

NSL VIO-28640



From: THOMAS, JULIE F. (OGC) (FBI)

Sent: Friday, March 09, 2007 8:59 AM

To: HQ-DivOS-NSLB

Subject: FW: Key excerpts

UNCLASSIFIED — , -
NON-RECORD _ ALL INFORMATION CONTATINHED

HEREIN I3 UNCLAIS )
DATE 11-27-2007 BY: 65179 D

Fond for thought

Julie F. Thomas

DGC, National Security Law Branch

Office of the General Counsel

Room 7923

202-324 :
2

202-324 ax) b2

----- Original Me aaca
R S— Y

Sent: Thursday, March 08, 2007 8:36 PM

To: PISTOLE, JOHN S. (DO) (FBI); CAPRONI, VALERIE E. (OGC) (FBI); MILLER, JOHN J. (OPA) (FBI);
KORTAN, MICHAEL P. (OPA) (FBI); BEERS, ELIZABETH RAE (OCA) (FBI); KALISCH, ELENI P. (OCA)
(FBI); THOMAS, JULIE F. (OGC) (FBI)

Subject: Key excerpts

UNCLASSIFIED
NON-RECORD

All -- attached is a document worked up by Val's folks with a few additions by me with key quotes

NSL quotes unclass

report.wpd ...
from the report. The boss will have it in the am.

UNCLASSIFIED

UNCLASSIFIED

NSL VIO-28641



From: THOMAS, JULIE F. (OGC) (FBI)

Sent: HMWJI 2007 9:31 Add
oce) Fei) lioca) (Fai);

To:
| (OGC) (FBI) |(OGC)
1]
Cc: l Joce) (FBI)
Subject: FW: NSL Audit - Manner of Rebuttal for matters characterized as Potential
IOBs
UNCLASSIFIED , o
NON-RECORD ALL-T ED
HERE
TATE LRSS IMH/RSRSTE
Julie F. Thomas
DGC, National Security Law Branch
Office of the General Counsel
Room 7975
202-324 ]
202-324 faxl b2
----- Original Messangzzzz hé
From: (INSD) (FBI) .
Sent: Wednesday, March 21, 2007 9:17 AM b7C
To: CAPRONI, VALERIE E. (OGC) (FBI)
Ce: THOMAS, JULLE F. (OGC) (FBI)
Subject: RE: NSL Audit - Manner of Rebuttal for matters characterized as Potential IOBs
UNCLASSIFIED
NON-RECORD
You are corect. | l
b5

From: CAPRONI, VALERIE E. (OGC) (FBI)
Sent: Wednesday, March 21, 2007 8:52 AM
To: INSD) (FBI) he
Ce: THOMAS, JULILE F. (OGC) (FBI) -
Subject: PW: NSL Audit - Manner of Rebuttal for matters characterized as Potential IOBs bh7C
UNCLASSIFIED
NON-RECORD
| thought we had decided that l 15
I .
OUn [ have this wrong?
----- Original Message-----
From: THOMAS, JULIE F. (OGC) (FBI) ‘
Sent: Tuesday, March 20, 2007 6:58 PM be
To: GNP | (oG (Fa1) B
Cc: , . "
Subject: RE: NSL Audit - Manner of Rebuttal for matters characterized as Potential IOBs bz
b7E

NSL VIO-28642
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UNCLASSIFIED
NON-RECORD

You can sitect vour guestions 1o my attention.

T

Thanks,

Julie F. Thomas

DGC, National Security Law Branch
Office of the General Counsel

Room 79735

202-324 .
202-324 fax) b2

Sent: 135 PM

b6 To: (OGC) (FBI)
b7C Cc:  THOMAS, JULIE F. (OGC) (FBI)
. Subject: NSL Audit - Manner of Rebuttal for matters characterized as Potential IOBs
bz Importance: High
hE
UNCLASSIFIED
NON-RECORD

| do not know who the OGC point of contact for the audit]
could you please forward this to whoever is as soon as possible|

bé
bic Thank
b5 ank you
| |
UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED
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b6
b7C
b2
b7E

b5

b6
b7C
b2
b7E

b5

bé
b7C
b2
b7E

From: THOMAS, JULIE F. (OGC) (FBI)

joce) (Fai)

Sent: IJN&WZJ_EOOT 4:33 PM

To: OGC) (FBI)

Subject: FW: Over Collection Question

UNCLASSIFIED ALL TNFORMATION CONTAINED
NON-RECORD HEREIN IS UNCLASSI '

DATE 11-27-2007 BY. &

{ dont have a problem with this. | do you?

Julie F. Thomas

DGC, National Security Law Branch
Office of the General Counsel

Room 79/8

202-324- '

2023244 [4723%) b2
-----Original Me:

From: bao) (1)

Sent: Wednesday, March 21, 2007 4:29 PM

To: THOMAS, JULLE F. (OGC) (FBI)
Cc: BI)
Subject: T over Collection Question

179 DHH /KSR ATE

Another guastion for vour consideration on 108 matéem.l—l_

----- Original Messat@as
From: (FBI)

Sent: riiesnssda Harch 21,2007 5:17 71
To: OGC) (FBI)
Subject: RE: Over Collection Question

UNCLASSIFIED
NON-RECORD

L nses oning gudance |

----- Original &
From: | foac) (FBI)

Sent: 1, 2007 4:13 PM
To: FBI)
Subject: + Over Collechon Question

Unfodunately, ves.

Stay uned

NSL VIO-28646
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b6

Ve e OrirmaLMmae__I‘ -----
jb /C From: BI)

D2 Sent: _ Wednesday, March 21, 2007 2:09 PM

E To: OGC) (FBI)
UNCLASSIFIED
NON-RECORD

| know you are very busy, but | was asked another guestion regarding

unintentional over collection todav]

bhé
b7
b5
oo Thanks.
cncl |
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

NSL VIO-28647



be
b7C

From: THOMAS, JULIE F. (OGC) (FBI)

Sent: 071231 P
To: [ iPLfD) (FBI) linsD (EBI)
|
O

=

Cc: H NSP) (FBI) OGC) (FB;
- GC) (FBI)

Subject: Guidance to Field on Reporting Results from Inspection

UNCLASSIFIED

NON-RECORD

G DHHAERR AT

Deal ]

We are getting innundated with calls from the field on how to report the results of the NSL review.
On Friday, you indicated you were going to send out guidance to the field stating one EC would
be used to report those found not to be potential IOBs, one EC to report those previously reported
and multiple Ecs to report those the CDC is reporting now as potential IOBs. Could you move
this to the top of what | know is an overflowing in-box? If you already sent this out and | missed it
from my in-box, | apologize but could you shoot it to me again?

Many thanks!

Julie F. Thomas

DGC, National Security Law Branch
Office of the General Counsel

Room 794
202-324
202-324 fax]

UNCLASSIFIED

NSL VIO-28649



1

U.S. Department of Justice

Federal Bureau of Investigation

LCLASSIFT

Washington. D. €. 20535-0001
BEY TOURIER

Mr. Sterhen Friedman

Chairman

“nlzlligence Cversight Board
Rzom E0Z035

Hew Executive Office Building
TC5 7Y Street, Northwest
Washington, D.C.

Dear Mr. Friedman:
FEnclosed for your informatiorn ig a self-syplanatory

memcritjj] entitled “Inzelligence Oversight Board Matter
ZUDE— (1))

The memorandum sets forth cetai’s cf investigative

ity whicn the FRI haa determirez was conducted ~ontrary Lo

~rney General Guidelines for FBI Foreign Intelligence
ion and Foreign Counterintelligence nvvufquflmn and/or
_awsz, Bzecutive Orders, or Presidertial Directives waich govern
foreign counterinzelligence znc internaticnal terrorisn
Investigaticnz.,  This matzer has alsos be=sn r=fsrred to cur
rnal Investigations Section, Irspection Division, for a
crominaticon of whether any administrative acticon is warranzed.

0

Enclosure

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

Der rom.: =3
Dec \'% > 1

SgeRel_

NSL VIO-28703



SzeRel

Mr. Sterchen Friodman

vyou or any memkber of your staff require additional
zn oral priefing will ke
(U)

Zhould
nformation concerning This matter,
arranged for yvou at your oonvenience.

Julie F. Thomas
LCeputy Gereral ZTounsel

. = The Hdonorakle Alkertco R. Gonzalss

Lttorney Genesral
J.3, Department of Justice

Koo 5111

. - Mr. Jawes Bacer
C“ounzsel, Office of Intelligence Folicy and Review
' Department of Justice

Roorn 61570

St

NSL VIO-28704



1

U.S. Department of Justice

Federal Bureau of Investigation

SRTEL

LCLASSIFT

Washington. D. €. 20535-0001

BY TOURIER

Mr. Sterhen Friedman

Chairman

“nlzlligence Cversight Board
Rzom E0Z035

Hew Executive Office Building
TC5 7Y Street, Northwest
Washington, D.C.

Dear Mr. Friedman:
FEnclosed for your informatiorn ig a self-syplanatory

IS ey 2112101 ed Y InTelligence Overs. ght Board Mattsr b2
sond (1))

The memorandum sets forth cetai’s cf investigative

vity which the FRI haa determirez was conducted ~ontrary Lo
Attorney General Guidelines for FBI Foreign Intellig=nce
e:tion and Foreign Counterintelligence nvvufquflmn and/or
_awsz, Bzecutive Orders, or Presidertial Directives waich govern
foreign counterinzelligence znc internaticnal terrorisn
Investigaticnz.,  This matzer has alsos be=sn r=fsrred to cur

rnal Investigations Section, Irspection Division, for a
crominaticon of whether any administrative acticon is warranzed.

Enclosure

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

Derx romes -3
D ify On: 1

Spseel

NSL VIO-28705



SReRET

Mr. Sterchen Friodman

Zhould vou or any memkber of vour staff regquire additional
nfocrmation concerning <his matter, zn oral oriefing will ke
arranged for yvou at your oonvenience. (U)

Julie F. Thomas
LCeputy Gereral ZTounsel

. = The Hdonorakle Alkerto R. GonzZales
Lttorney Genesral
J.3, Department of Justice

Koo 5111

Olsen

) v Azsistant A-torney General
Waticnal Security Division

J.3. Department of Justice

SpeREL

NSL VIO-28706



U.S. Department of Justice

Federal Bureau of Investigation

Washington, D. C. 20535.0001

Marol, 258, 2006

. . . -
Kathryn Lotrianti, Counsel SRSIE

Hew Executive Office Fuilding - Room S502C
7rh Z7th Street, NW
shington, DT 20203

Near Ma. Totrianti:

NSL VIO-28707




b5

Please Jdo not h
SER 1L you have a esti

Sincerely,

culie F. Thowas

Depuly Generzal Coungel

NMaticnal Security Law =Zranch
Federal Eureau of Inveatigation

NSL VIO-28708
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b7A
b2
b7E
b4
b7D

(Rev. 01-31-2003)

SECR

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 5/05/2006
To ] Attn: SAC
LSAP
s3al |
Sk
Counterintelligence Attn: Ch-Z2B, 338A
Inspection Attn: 113, ©CR3

From: Office of the General Counsel
NSL=/CLLU/ RO
Contact: AGC

Approved By: Thongs Juljie

Drafted By:

“Cééé”ID“#TWEBQ ZT78-HQ-C1l229736-VIO 3eria. 2289 (Pending)

Title:- >< INTELLIGENCE _OVERSTGET BOARD
MATTER 20061

“SYnOpsiST““EK( It i the opinion o the Office of the General
Counssl (QGZ) that this matter must be reported to tne
_nte_ligence CversighT Board (IOB). OIZC will cvrepare and deliver
the necessary correspondence to the IOE. : i

ae

O COHTAINED
SIIFIED EXCEPT
TRERWISE

(1) Derid rom -
D 1fy On:

Reference: (3)

Details: - Py electronlc of ke ———m——— - dated 03/25/°006,
Field Office regiested thazt OGC
of the captioned matfter and deterwine whether i=

corting to the IOE. In our opinicn, it dees. Our

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ Cn 11/23/-00d, a case agent
submittzd a Mational Security Letter (Lall @scking telsphone toll
billing rocecords of a cortain ftarget to Cuc to a

NSL VIO-28718



b2
b7E

b2
b7E

sgéth

T | Fromwm:  Office of the General Counsel
Re: 7= -HO-Cl229735-V10, 057057 200¢

[

typograrhical error, —he —elephone nudber -n the HN3L was
errcnecusly transcrikbed.! On 02/04/2005, the telephone records

: ‘p~n~d aad it wos devermined that they were not the ftargez's
'rds. | |1mm~d1~f -1y ~eased review of the

(J) The President, by I Order 123324, dated
12/04/71931, estakblished the Preszsident's Intelligence Oversight
Board IEIUB) Cn 09/13/1993, by Executive Order 12853, the

")

Preszdent renamed it the Intellijer.ce Oversight Eoard (ICE] and
eztablizhed the Board as a standing Culi*f\ of the Preszsident's
Frr=2gn Intelligence Advisory Eozrz. Aming 1t5 responsikili<ies,
the ZOB has besen given authority to review the FEI's practices
and procedures relating to foreign irftelligence and foreign
countezrintelligence collection.

(1 Section 2.4 of Executive Qrder 12263 mandates thaz
“neswectors seneral and Generzl Ccounsel of the Intelligsnce
Commanity components {(in the FBI, the Assistant Director,
“nowestion Divicion (INSD), and the Gerneral Councel, Office of
the Geznerzl Counsel (0OGC), respechtively)] report to the ICE
nte_ligence activities that they have reason to believe may be
un_zwiul or contrary o Executive OrZer -r Presidential
Directive. Tnis language has been interpreted to mandate the
reporting of any violation of =z provision cf The Afttorney
Genszral's Gaidelines for =BT Niatioral Securiftv Investigaticons and
Frreign Iatzlligence Collection (HWSIG), effective 10/31/2003, or
clhizr guldelines or reqgqulallons #pprmvud by Lhe Attorney General
in acoordance with EO 12333, dated 1Z2/04/2281, 1if zuch provision
was degigned tTo enaure —he protectior 2f ‘ndividual rightse.

(U)  Viclatiocns of provisgsions that nerely are
administrative in naturese and not deemes to havs keen designed =o
engure the protection of individual richts are generally not
repeorted fo the ICE. The FBI Inspection Division is required,
h-wever, to maintain records of such acministrative violations

1(U) In order to avold any further dissewination of this
inecrrect telephone manker, the maaber s not reing listed in
thiz doourent.

-------------------- L. on 03/z27/0006, | |realized that this
ncident constituted an IOB violatiorn and prormectly reported —he
matter to OGC, the Inspec-ion Diviszion, and ths
Counterintelligence Divisicon.

SECRET

2

NSL VIO-28719
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b7E

bl

2

()

1 ST

e

T I I From:
Re: _79-HO-Cloo9736-V10,

General Couansel

]

7

i

bt

for three ars so that fhe Tounsel to the ZOR nay review fhem
upon request. The determination as whether a matter is
"aduwinistrative in nazure"™ must ke mﬂda oy OZC. Therefore, such
administrative viclations must ke reported as cotential IO0OB
mnatters.

(o)}
[_f'
|_|'

----------------------------------- x NSLs are a specitfic type -f Znvestigative ftool
that zallows ftoe FBI to obzain certair lindited types of
nfermation without court intervention: ‘11 telespnone and email
comuini tation records from t@lf—pl’mrQ companiss and internet
service providers (Elec-ronic Communications Privacy Act, 18
.5« § 27098y, (2) records of financial Instituticons (which iz
very proadly defined) (Right fo Firarcial Privacy Act, 12 U.3.C.%
34240a;()y{Aa)Y); (2) a liszT of finar.cial institutions and consumer
dentifyving informaticon from a credit reporting company (Fair
Credit Kkeporting Act, 15 U.3.C.8% 16cluia) and (k;); and (1)

full -cr=dit repeort in an international terrorism case (Fair
Credit Keporting Act, 1b U.S.C. & 1loglvi. NEls may be issued in

nfermity with statucory requiremants, inc_uding 18 T.5.0. 8
2702, MSIG

e ~}>Q: In this sizuation, cue to the incorrect numkber
stated in Tne H3L, the BRI receivel telephcne toll billing
records pertaining to a telephone rnumber that was neither under
nvestigation nor related to an investigation. Therefore, the
nformation was improperly collected, a_though unintentionally
27, In viclation of the NSIG and ECPA.

-------------- v]}n:HPr the target's rights were not viclated because
he waz not the zukject of the improperly co_lezxted iaformation.

£ is unknown whether the erronecus information received

ertainsed teo a United S—tazes Persor., irasmuch as there has keen
n: revisw of the information. Nonetheless, pased apon the fac=
that information which may be zbcut a USPE was inproperly,

although inadvertently, c¢ollected, ard in ac-ordance with the
repcrting requirements of Section 2.4 of Evecutive Order 12863,
DEC will yprepare a coover leffer ans 3 memorandom to repart this
natter to the ICB.

SECR

NSL VIO-28720
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b7E

b2
bh7E
b4
b7D

b6
b7C

SECRET

Office o thk
U5/05/72006

T From:
Re: R =HJO-CI2 0 5=V 10,

LEAD (s) :
Set Lead 1: (Action)
INZDECTICHN

AT WASHINGTON, DC

(U) For action deemed

Set Lead 2: (Information)

COJNTERINTELLIGENCE

AT WASHIMNGTOM, DC

() For informa=-icroi.

Set Lead 3: (Information)

R
T

(T

(U) ¢ Field
and ask wnethsT The 1mpropesly or
nformation should be returned or
d-cumentation to the file.

ce: 1]~ T4~ rn

IOz Likrary

*

SEORET

e Gensral Counsel

appropriate.

OzZfice should contact[::::::]

tnintentionally acguired
zestroyed with appropriate

NSL VIO-28721



U.S. Department of Justice

Federal Bureau of Investigation

_Sbest]_

LCLASSIFT

Washington. D. €. 20535-0001

BY TOURIER

Mr. Sterhen Friedman

Chairman

“nlzlligence Cversight Board
Rzom E0Z035

Hew Executive Office Building
TC5 7Y Street, Northwest
Washington, D.C.

Dear Mr. Friedman:
FEnclosed for your informatiorn ig a self-syplanatory

e geadudigr =ntitled “Intelligence Oversight Board Mattesr
qavlc to(1)

The memorandum sets forth cetai’s cf investigative

ity whicn the FRI haa determirez was conducted ~ontrary Lo

~rney General Guidelines for FBI Foreign Intelligence
ion and Foreign Counterintelligence nvvufquflmn and/or
_awsz, Bzecutive Orders, or Presidertial Directives waich govern
foreign counterinzelligence znc internaticnal terrorisn
Investigaticnz.,  This matzer has alsos be=sn r=fsrred to cur
rnal Investigations Section, Irspection Division, for a
crominaticon of whether any administrative acticon is warranzed.

0

Enclosure

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

Deri From; =
De 3% > X1

SzsRel

NSL VIO-28722

b2



SR

Mr. Sterchen Friodman

vyou or any memkber of your staff require additional
zn oral priefing will ke
(U)

Zhould
nformation concerning This matter,
arranged for yvou at your oonvenlience.

Julie F. Thomas
LCeputy Gereral ZTounsel

. = The Honorakle Alkertco R. Gonzalss

Lttorney Genesral
J.3, Department of Justice

Koo 5111

. - Mr. Jawes Bacer
C“ounzsel, Office of Intelligence Folicy and Review
' Department of Justice

Roorn 61570

SERRe_
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INTELLIG HT BOARD [IOB) MATTER
FIELD OFFICE

IOE MATTEK LUUBJ ey

f) e 'WN“NW:D<Z Ry elect ponde oo ioat Do dated March 29, 2006,
the Faderal Dureau of Investigatior. (FEI)| Jri=1d
Office reported that, on Hovenbeor 235, Z0cd, the FBI cubmitted a
Maticnal Security Letzer (NEL) seekirg te_sgphone toll billing
records relating tooa cer—ain targst o e froooa
typcgrachical errcor, —he =—Zelephone nuwker <on the N3IL was
orroncously transcribed.  On February 4, 200%, the telephonc
reccrds were opened and 1t was deftermired that they were not the
tarjyet's records. inmediately ceased review of —he

zphone records.

(1) - mwmwmmm~m38< Zue to the incorrect rumber stated in the MEL, <he
FEZ 1« ived felephone =—oll billinzy records wertaining to o3

_zphone mamkber that was neither under investigation nor relazed
o an investigation. The error was cCizccvereaed upon receiph of
the nforration, and —he records were reither reviewed nor used
cr any investigative purpose. Desplte the inadvertent nature of
ke, the fact remains that irZzrmatilcon was improperly

71 a telephons number unrelated to an dnvestigation.
lection wags a violaticon |of The
Seneral's Guidelines for FRT Naticnal Security

r=stigaticns and Foreign Intellicerce ZTol_=cticon.  Thus, the
matter is being repor-ed <o the IOBL.

(5)

NSL VIO-28726
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(Rev. 01-31-2003)

SECQkE

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/15/2006
To: Attn: TAT
T D7
EASON: an
DECLAZSIFY ‘ON: " 11-08-2052
Counterintelligence Attn: TD-2ZA,
b2 1
b7E faley:
bé
bh7C Inspecticn Attn: IZ:Z, CRS

i)

(-

From: Dffice of the General Counsel
NSLZ/CILU/Rocom f947
Contact: AGC

Approved By: Thowss Jiljie F

‘COMTATHED
*SIFIED EXCEFT
. UTHERWISE

Drafted By:

case 1D #: X 278-HQ-C1229736-VIO Serial 1424 (Pending)

e

ritle:r —{x{  TNTEILTGRNCE_QUERSTGET BOARD b2
MATTER 2006

é&hdpéiST““ES( It is the opinion of the Office of the CGeneral
C-unsegl (0GC) that this matter is roft reportable to fhe
_nte_ligence Cversight Board (IOB). Rather, it should be
maintzined in the con-rol file for periodic review by Counsel —o
the Z0OB. Ouir analysis follows.

(1) Dérd From : =
Dec Tty ~. 25¥X1
Administrative: - { Thiz electroric communicaticn (EC) contains

nformaticon from The following documents: 1, a e
|

Hational Secyrity Jet-er

: {

:bi I ; qf) z copy of the EC dated 0172077006

: /D f:rwarding the N3L to |Field Division to bs served on
be tho corpiczr; and (3) a gopy of the FC dated 06/01/2006 from the
b7C | Field Cffice to 0OGT revorting a potential

_0OB matter.

“SPosgr
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b7E
b4
b7D

1 —

SE&{T
b2

o From:s Office of the seneral Counsel BIE
Re:  278-HO-CT729730 G/ 2006 bl ‘
b2

b7E

Reference: (3)

Details: ™ ')2§( Ly EC dazed 06/01/2006,] | requested =hat
OZC review the facts of fhe captiore matter and determine whether

It warrants reporting to —he IOB. Ag =xp_alined kelow, in our

opinicn, the EBI is not required to report this natter to the IOB.

-wmwmmi?( cn 0l/20/2006, | Jdrafted an HSL pursuant
e 18 UoR.C0 % 2700 geeking subsoriber and 1011 Billing records
for two telepnone numbers. SpeciZically, the HN3L =zouaght "the
namz, address, length of service, an2 a_l lozal and long dis-ance
t-21 21lling records asscciated" with the twe telephones numbers
from "[i]nception of Zhe account to the present."™ By EC dated
01/20/2000, pawm ISl wass forwarded to the Civision to ke
de’ivered to

T Crn 02/15/2006,| | received the results of
fLhie MET, cor 5 disk.  The case agenl reviewed bthe reanlias from bhe
HNZL on U2/22/2006. With respect toe cne telechons aumber,

received information pertairing sclely fo the targez.

-ES(’ With respect to the second telechone numker,
received N3L results pertaining to two

SECR\E\
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i)

o Eron Office 2of the seneral Counsel
Re: O a7 3=V T0O, 06/15/70046

subscrirers: the targes and another irdividual.! The case agent
brought £his to the aztenzion of both bFer sucerviscr and the
Chief Division Counsel (CDC). The case agent alzsco sequestered
the telephone records of —he individual whet was not the subject

of the investigation.

(1Y The President, by Exsoutive Order 12334, dated
Lhjud /1Ay cctabliched the Precident'c Intclllqoncc Ovcrsiqht
Roard [FTDP). Cn 09/13/1993, bw Fxecut 've Order ]2863, P he
[resident renamsd it The Intelligerce Oversight Ecoard (ICB) and
stakblished thne Board as a standing committes of fne President 's

[oreiqgn Intelligence Adviscry Boarz. Amcng its responsibilizies,
the ZOR has been Jiven authority to review the FEI’s practices
and procedures relating te foreign irte_lXigence and foreign

counterintelligence conllecticon.

(113 Section 2.4 of Executive Order 12363 mandates tha-
Tnsrelors General and Generzl Cours=l of bhe Tntelligenoe
Comuunity components (in —he FRI, the Assistant Cirector,

nsoection Division (INSD), znd the Sereral Counsel, Office of
the Gsnsral Counsel (OGC), respectively] repcrt to thne ICR
nte_ligence zctivities that they have reason to bDllD/ﬂ may ke
un_awful or contrary —o Executive OrZer cr Fresidential

Directive. Tnls language has been irterpretsd to wandate the
repeorting of any violation of 2 provision of The Attorney
General's Gaidelines for =BI Hestioral Security Investigations and
Forzlgn Inb=lligence Collection (NSIG), =[ffective 10/31/2003, v
nthor guidelines or regulations zpproved by the Attorney Gencral
in oacordance with EO 12333, dated 14/04/;9nl if such provision
w33 designed To ensure The protection of ndividual rights.
YViolaticns of provisicns —hat merely are administrative in nature
and n-t deered to have been designed o ensure the protection of
individnal rights are generally not reported to the TOR. The FEI
“nawvestion Diviszion is chuired however, to maintain records of
such zadrinistrative viclazions for three vyears so that the
Crunssl teo the TOR may review them upor requsst. The
detzrmination as Lo whether 3z matter is "administrative in
5 ore, such administrative

naturs" rast ke made oy OGO
olations must be reported sz potential ZOB natters.

(&)

) With respect to this telephone number,

ved telephcone records dated Zrom ko ]
at were assccolated with the target. W1th respect Lo this same b2
Lo erbone somber | BRI records dated b7E
to “hat were as: “1nt~d with ancther
ndividual uanrelated Zo the investi

NSL VIO-28738



SRR | | trom:  Office of the Seneral Counsel ib7E
Re ST E—HO-C 1 2 9730=-VTO, 0G/15/72006 '
|:U:| -------------------------------- ey NSLS are A2 E]}_’D@':iti': t}’p@ ff iI“l‘J%Eitigati’v’@ tOC'J— ':hat

Al Tvws the FRT boo ol gin cert gine Tilwdfbad 1y of inforueat.ion
without court interventicon: (1) telephone and erail communicazion
reccrda frow telephone companies ard irternet serviece providers
(E_ectronic Communicazions Privacy A-t, 18 U.S.C. % 2709); (2)
reccrds of financial institutions (which 1s very broadly defined)
‘Right to Financial Privacy Act, 12 LU.3.72.5 Z2414(a)j (S5)Y(A))Y; (3) a
~igt of financial insTizuticons and consumer identifvyving
nformaticon from a credit reporting company (Fair Credit Repor-ing
Act, 15 U.3.C.8% 1681u{a) and (b)}; an= (4) full credift repcocrz in
An internalional terrorisin cAase (Fair Tredit Reporting Act, 15

(S) U.3.C. § 16231v). N3Ls may be issued ir. conforrity with statutory »
recuirerents, including 18 U.S.C. § Z705. bl

&

(I e m““%mm)X( Here, during zn auttorized investigaticn,? the FBI

proverly served an N3L on a telephone carrier. In response —o
the prorerly served N2L, the FRI obtaired informaticn regarding

ancthe=r sakbscriker's records that were n:t relsvant to the

) R 2 e Ebl

R b2

b7E
SENT\
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SEOR&T B2

b7E

o Eron Office 2of the seneral Counsel
Re STE-HO-C1 29T 30V T0, 067157720006

‘nvestigation.® I< appears that this information, al-hough
_awtiully obtained, is not relevant to the investigation and
shon”d e gegregated ~o prodect the potepntial vrivacny interests
of United States perscns. Once information not relevant £o an
authorized investigation is received, the fleld should contact
the carrier and ask whe<her the unintertionally acguired
nfermation saould be returned or z2estroyed with appropriate
documentation toe the file.

(1Y Rased upon thess facts, in aczordance with the
terms irplementing the reporting requirements of S=ction 2.4 of
FO 17263, it is onr opdnion that this srror is oed reportable oo
the ZOB. A record of this decisior. ghould be wxaintainsd in <he
contrel file for future review by the ZTounsel to the ICE.

""""""""" 1)XQ The tardge-'s ~ioghts were n-f violated Fecause he was
n-t the subject of the improperly collected information. It is
unknowr, oW , who-her the information agsscoziated with the
otheor cubsori portained to o United States Fersoninasmuch as
there has besen no review of The informatiorn

SEER{
5
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SEé&(T

N
- T: From:  Office of the General Tounsel
PTE  ReTTTOmOSCIL9736-VIO, 06/15/0006
LEAD(s) :
Set Lead 1: (Action)
INSEFECTION
AT WASHINGTON, D
{17} INSD should retain a record of the report of the
potertial IOB wmatter, as well as a copy of the OGC cpiniorn
coenelnainy that TOR neotification is not required, for threes vears
for poscikle revicw by the Counsel to the TOB.
Set Lead 2: (Info)
COUHTERINTELL - CGENCE
AT WASHINGCTON, DC
(1) For Znfermation.
Set Lead 3: (action)
A L

ZEZE (1) Thel |Field Office should conzact znd

ask whether the 1mpr.perly or unintentionally acaginired

b7D informatior. chould be returned or destroyed wizh appropriate
bé dooumentatior To The file.
b7C

ce: Mz . Tromas

1Ok Likrary

*"

SEB{
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From: THOMAS, JULIE F. (OGC) (FBI)

Sent: Friday, September 22, 2006 5:07 PM

To: e Wi==1\ |

Cc: bE
b7C

|OGC) (FBI)

Subject: IOB internal guidance

s CON

RECO X

internaliobJFTchang
es.wpd (89 ...

Attached are my edits for discussion.

Hit document then review to view. {SIFIED BY 65179 DUMH/KSR/TE

Julie F. Thomas 2007

DGC, National Security Law Branch

Office of the General Counsel

Room 7973

202-324- ,

202-3244  lifax) D2

NSL VIO-28765



From: THOMAS, JULIE F. (OGC) (FBI)

Sent: Friday, September 22 2006 5:07 PM
To:
Cché
h7C
[[OGT) (FEN

65179, IMH /KSR, TR

Subject: OB internal guidance
s RCO N
REC XXX

internaliobJFTchang
es.wpd (89 ...
Attached are my edits for discussion.
Hit document then review to view.
Julie F. Thomas
DGC, National Security Law Branch
Office of the General Counsel
Room 7975
202-324 ‘
202-324 ax) b2
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GC Caproni:

I have reviewed vour proposed change to the IOB policy,

09/22:2006

DECLASSIFIED BY 6!
aN 11-28-2007

Julie F. Thomas

NSL VIO-28891
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bo
biC

bé

w7
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b5

b5

be
b7C

b5

b5

b6

b7C

Message.txt

MessageFrom: THOMAS, JULIE F. (0GC) (FBI)

EBL

Sent; Tuesday, August 16, 2005 5:06 PM
Io- I__'J"_?_mg\ d=:5au |
q_ (0GC) (FBL);

CT b

Cc:
(06C) (OGA);
Subject: RE: I

0GC FBI

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

I am persuaded by | Jand | ] comments.
respect for ASACs so let's go with them. Julie

From: (oGc) (FBT)

Sent: tuesday, August lo, 2005 5:

] (0GC) (FBI);
0GC) (FBI); J

Likewise, I have the utmost

| (oGo) (FBI) | ]

To: THOMAS, JULIE F. ) (FRD i
c. (oGc) (FBI);
oL (FBD)

Cc: 0GC) (FBI) ;
(OGC
Subject: RE "

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

we understand the concerns with using this provision,

(0GC) (FBI);

(0GC) (FBI);

‘BY §5179 [MH /KSR TE

It is a powerful tool.

HQuevar,

----- original Message-----
JULIE F.

From: THOMAS, (oGc) (FBI)

6, 2005 4: 47 PM

(o

06e) (FBD):l ]
FBL);

(0GC) (0GA);
Subject: RE:

H CONG))

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

GC FBI
CC;HA—; Yocc) (grT) : | lOGC) (FBI);I I

ink it should be
Any problems wil that? Julie

----- original Message-----
From:l (oGcC) (FBI)

Page 1
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b6
b7c

b5

b5

bé
b7C

[
o

be
b7C

£
o

bé
b7cC

b5

b6
b7C

b5

Message.tTXt

SmF;LmﬂhL_mmm?]ﬁ,KMS4M2PM
10. {OGC) (FBI); THY C) (FBI);

(0GC) (FBI); (ctp) (FBI);

=

| I(OG
Subject: RE:

(oGC) (FBI)
0GLYCERTY T _J(oco) (FBI):

(0GC) (FBI)

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

The drafjmbi-atonosesd ]

I concur

Julie -"do you concur?

————— original Message-----
From: #ﬁ (0GC) (FBI)
Sent: Tuesday, ugus 16, 2005 4 %Z_EM

: (oec) (FR& 4(0GC) (FBI);
I{rTD) (FBI): (oGC) (FBI)
ﬁrr. JoGCYCERTY - 06C) (FBI): |

LT___T_T (0GC) (OGA); [oGC) (FBI) ; r
0GC) (FBI)

subject: RE:|

SENSITIVE BUT UNCLASSIFIED

NON-RECORD
has written an EC for the GC's signature on thj
SUDJECT. alied through NSLE land is now with 1
1 I
| || Jcan address the recommended approval procedure.
----- Ooriginal Message-----

From THOMAS,

JULIE F. (oc;c) (FBI)

Sen ( 5 4:16 PM\ |

T RT

O '(OG(i.\.LE& i (oGO (mﬂ-"ﬁuﬁ‘n—]
|_|(ocq (0GA) ; J(OGC) (FBI);

(0GC) (FBI): KOGCT) (FBI)

Subject: RE: I

SENSITIVE BUT
NON-RECORD

This issue als
the email, Ju

UNCLASSIFIED

o needs to be vetted with ILU; hence the forwarding of
Tie

(0Gc) (FBI)

t 10, 2005 9:40 AM
(cTD) (FBI)

JULIE F. 3 CerTY- loco) (sl |
A [ (06C) (0cA);

{(FRT)

(occ) (FBI)
(oGC
Subject: RE:

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Page 2
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Message. txt

This issue ofl

p.s. if anybody on the copy count disagrees, please let me know.

From (ctD) (FBRI) b6
Sent. 005 9:24 AM .

To: (0cC) (FBI)  b7C
Subject: RE: 5

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Hello again,

I just reached out to my colleague again, and he now has a more

specific question regarding

BY _the way, I Ve _got apout tour people cHecE1ng on tnis:

I NO ONE KNOWS! Wwhat's the deal?

Any thoughts? Thanks again for the help,

(oGC) (FBI)

Subject: RE:|

Sen""nu=ikng.Aunuﬁt ) 9:03 AM
To: (CID) (FBI)

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

From:

(ctp) (FBI)

Sent: Tuesday, Auqust 16, 2005 8:50 AM
To:|[ ] (0GC) (FBI)

Subject: RE:

Page 3
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b5
be
b7C

b5
b6
b7C

bé
b7C
b5

be
b7C
b5

o)
L

b7E
bé
b7cC
5

Message. txt
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

H1
o asked was interested 1
I did some res
sized
asxau eoxnlalned L ithanicl 1

When 1 told my colle

] Howver, 1t
ere are any| J7ssues you think I
should forward to him for his own edification, please let me
know.

»

----- rininal —
From | (0GC) (FBI)

Sen'mwft 16, 2005 7:59 AM
To: (CTDY (FBI)

Subject: RE1

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

please clarify. and sorry for taking so long to respond.

From (CTD) (FBI)

Sengg 2005 10:25 AM
To: (oGC) (FBI)
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

H.i ﬁl
Ahco Teaque 1r| Iasked me _to see if I could find out
what

el he vanta o kooul 1

Page o
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b5

Message. txt

b6 E I have been told that you are the NSL guru. I'd
h7c appreciate any feedback you can provide, even if you can
PN just point me in the right direction. I have found plenty
bz info/guidance regarding NSLs, but much less regarding

202-324| I

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

Page 5
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Key Excerpts from the Unclassified IG Report

The FBI self-identified the inaccurate reporting, and told Congress a year ago

(pg. xviiand 33) : In March 2008, the FBI acknowledged to the Attorney General
and Congress that NSL data in the semiannual classified reports may not have been
accurate and stated that the data entry delays affected an unspecified number of
NSL requests. After the FBI became aware of these delays, it took steps to reduce
the impact of the delays to negligible levels for the second half of CY 2005.

The IG Found No Criminal Misconduct

(pg. xviil, fn.26) : In this report, we use the terms "improper or illegal use" as
contained in the Patriot Reauthorization Act. As noted below, the improper or illegal
uses of the national security letter authorities we found in our review did not involve
criminal misconduct. However, as also noted below, the improper or illegal uses we
found included serious misuses of national security letter authority.

No deliberate or intentional violations; but rather, good faith mistakes; confusion

(pg. xxx). Our examination of the 26 possible 0B violations reported to FBI OGC
did not reveal deliberate or intentional violations of NSL statutes, the Attorney
General Guidelines or internal FBI policy. Although the majority of the possible
violations - 22 of 26 - arose from FBI errors, most of them occurred because of
typographical errors or the case agent's good faith but erroneous belief that the
information requested related to an investigative subject.

(pg. xxxiii:) Our review did not reveal intentional violations of national security letter
authorities, the Attorney General Guidelines or internal FBI policy. Rather, we found
confusion about the authorities available under the various NSL statutes.

IG found in most cases we sought information we were entitled to

(pg. xlviii and 124). Finally, in evaluating the FBI's use of national security letters, it
is important to note the significant challenges the FBI was facing during the period
covered by our review and the major organizational changes it was undergoing.
Moreover, it is also important to recognize that in most cases the FBI was seeking to
obtain information that it could have obtained properly if it had followed applicable
statutes, guidelines, and internal policies. We also did not find any indication that
the FBI's misuse of NSL authorities constituted criminal misconduct.

ALE - THFORMATIC LINED
HEREIN 18 UNCLASSIFIED
FBI seeking information to which it was entitled DATE 11-28-2007 BY¥-631785 TR/ KERALB

(pg. 67): In evaluating this matters, it is important to recognize that in most cases,

NSL VIO-28897



the FBI was seeking to obtain information that it could have obtained properly if it
had followed applicable statutes, guidelines, and internal policies. We also did not
find any indication that the FBI's misuse of NSL authorities constituted criminal
misconduct.

Errors were not deliberate attempts to circumvent statutes

(pg. 77). While the errors resulted in the acquisition of information not relevant to
an authorized investigation, they did not manifest deliberate attempts to circumvent
statutory limitations or Departmental policies and appropriate remedial action was
taken.

(pg. 103 ) (control file issue) We believe that the CAU officials and the EOPS Unit.
Chief concluded in good faith that the FBI had sufficient predication either to
connect these national security letters with existing investigations or to open new
investigations in compliance with the Attorney General's NSI Guidelines.

FBI has now provided the needed guidance

(pg. 107): Overall, we believe that the FBI has now provided needed guidance and
support to field personnel to facilitate production of approval documentation
compliant with statutory requirements, Attorney General Guidelines and internal FBI
policies. Nonetheless, we believe the FBI should improve its compliance with the
internal controls governing its exercise of national security letter authorities. .

(pg. 126) We believe that these recommendations, if fully implemented, can

improve the accuracy of the reporting of the FBI's use of national security letters and
ensure the FBI's compliance with the requirements governing their use.

NSL VIO-28898



From: THOMAS, JULIE F. (OGC) (FBI)

Sent: Wednesday, March 21, 2007 2:24 PM

To: HQ-Div09-NSLB .

Subject: Please await an all CDC email ALL- IHFORMATLAN -COMTAINED
UNCLASSIFIED HEREIH. L5 UNCLAGGIEIER
NON-RECORD DATE 11-%-2007 BY 45175 DIH/KIR/JIE

We are getting a tremendous amount of questions from the CDCs reflecting confusion about the
ongoing NSL audit in the field offices. | have met with Inspection Division and will shortly send
out an all CDC email giving some additional guidance regarding the reporting of potential IOBs.
Please wait to read that advice before answering questions that are not clearly set forth in the
November 2006 external guidance.

Julie F. Thomas

DGC, National Security Law Branch
Office of the General Counsel

Room 79Z3,

202-324
202-324 ax)

b2

UNCLASSIFIED
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From: THOMAS, JULIE F. (OGC) (FBI)
Sent: Thursday, March 22, 2007 9:.07 AM

bb To! [ERIALL S, HG OV0S NSLE
b7C Cc: (INSD) (FBI); CAPRONI, VALERIE E. (OGC) (FBI)
Subject: Receipt of Information in Response to NSLs
UNCLASSIFIED e e
NAN BEAADR ALL INFORMATION CONTAINELD
NOR-RECCRD HEFEIN FIED
NETE 31 P 03 K {stJE

UNCLASSIFIED

Duplicate 3/22/07 email in volume 1 of this file
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From: THOMAS, JULIE F. (OGC) (FBI)

Sent: Monday, March 26, 2007 12:47 PN

To: ly; (CGC)
(FBI) GC) (FBI)

Subject: RE: IOB Issues Relating to the Inspection Division's Audit

UNCLASSIFIED

NON-RECORD

Julie F. Thomas

DGC, National Security Law Branch
Office of the General Counsel

Room 7975

202-324- b
202-324 fax)

[

----- Criginal I‘imagg_l-—---
From: OGC) (FBI)

b.BY. 65178 DI/ EIR/JB

Sent: Monday, March 26, 2007 12:40 BM
To: THOMAS, JULIE F. (OGC) (FBI) Jcocc) (Fan)
(FBI)
Subject: FW: IOB Issues Relating to the Inspection Division's Audit
ET
R B
CDA raises a valid point regarding

----- Original =
Sent: Monday, March 26, 2007 12:32 PM
Subject: : JOB lssues Relating to the Inspection Division's Audit

S T
R

0GC)

sal 1

1Diyision

cell)

Sent: Wednesday, March 21, 2007 3:22 PM
To: HQ-Div0S-NSLB; FBI_ALL CDCs; CAPRONI, VALERIE E. (OGC) (FBI)

Subject: IOB Issues Relating to the Inspection Division's Audit

NSL VIO-28905
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s

As a result of the Department of Justice. Office of the Inspector General's
recent report relating to the FBI's use of National Security Letters, the Inspection
Division currently is auditing several field offices regarding the FBI's use of
NSLs. The Office of the General Counsel has been receiving many questions
regarding whether errors identified during the audit should be reported to OGC as
potential Intelligence Oversight Board (I0B) matters. In light of these questions,
a copy of the November 16. 2006 "Revised Procedures for the Submission of
Reports of Potential Intelligence Oversight Board Matters" is attached to this
email for your convenience. Further, additional guidance is listed below.

The AlIPs are directed by the Inspection Division to note any deviation or
error. Then, this information is passed to the CDC to determine if a matter should
be reported to OGC as a potential IOB matter. It is expected that the AIIPs will
note many more issues than the CDCs will report to OGC for adjudication as
potential IOB matters. Even so, OGC 1s encouraging overreporting of errors as
potential IOB matters. If you have anf' ?ucstions about OGC's guidance relating

to [OB matters. please contac or

In addition to the November 16, 2006 IOB guidance, OGC has highlighted
the following issues based upon conversations with CDCs from around the
country.

The following incidents are reportable as potential [OBs matters for
adjudication by OGC:

NSL VIO-28906
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‘DERIVED-FROM; G-3 FBI CIassuflcatwn Guide G-3, dated-+97- Foreign

Counterintelligence Inv
DECLASSIFICATIO 1
SE

PAY

DERI FBI Classification Guide G-3, M

Counterintelligence nves
DECLASSIFICATION 1

SEC

UNCLASSIFIED

NSL VIO-28907
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bé
b7C

bé
b7C
b2

b7E

From: THOMAS, JULIE F. (OGC) (FBI)

Sent: Thursday, March 22,2007 8:56 AM

To: | J(OGC) (FBI)

Cc: | JOGC) (FBI)

Subject: RE: IMPORTANT -- NSL Guidance

UNCLASSIFIED

NON-RECORD ALL IHFARMATION CONTRIZHED
HEREIH I3 UR
DATE 11-28-2007:1

Pwant the “all COC emails™ to go through me. S | will lock at this.

Julie F. Thomas

DGC. National Security Law Branch
Office of the General Counsel

Room 7975 )
202-32 ’
2020-32 axl

----- Original rassaaa——l
From: OGC) (FBI)

Sent: _Thursday, March 22, 2007 8:52 AM
To: C) (FBI)
Cc: GC) (FBI)

Subject: FW: IMPORTANT -- NSL Guidance

o~

Fthink the below is fine and | was inclined to copy all CDCs becsuse | think alt COCs could
use something worded this well. Any obiections?

----- Qriginal ge-—---

From: JFBI)

Sent: Thursday, March 22, 2007 7:38 AM
To: GC) (FBI)

Subject: IMPORTANT -- NSL Guidance

Can you take a look at this before | send it to our people? Thanks

NSL VIO-28908

b5



b5

Additional guidance regarding toll record NSLs is likely to be forthcoming. If you have any
guestions, please cail me.

UNCLASSIFIED

NSL VIO-28909



From: THOMAS, JULIE F. (OGC) (FBI)

Sent: [hursday March 22 2007 859 AM
be To: (OGC) (FBI)
; Cc: | [(OGC) (FBI)
bic Subject: RE. IMPORTANT - NSL Guidance
UNCLASSIFIED

ALL THFORMATI i i i

NON-RECORD

Al CDCs and SACs were nglifled by DD Pistole of the necessity 1o review documents received in
response o NELs. The ] is working on says the same thing. it will be sent out shaortly.
As 1o the subscriber info, P willl send out a quick netification about 1t

Julie F. Thomas
DGC., National Security Law Branch
Office of the General Counsel

Room 79 b2
202-32
202-39 fax)

----- Original
bé From: l I(OGC) (FBI)
e Sent: Thursday, March 22, 2007 8:52 AM
b7cC To: THOMAS, JULLE F. (OGC) (FBI)
Cc: [ Joce) (reD)

Subject: FW: IMPORTANT -- NSL Guidance

Duplicate 3/22/07 email this file

e o Original plassanszc

;b 6 From: (FBI)
b7cC Sent: Thursday, March 22, 2007 7:38 AM

ib 2 To: OGC) (FBI)

Subject: IMPORTANT -- NSL Guidance

b7E

Duplicate 3/22/07 eN8EiVIO-PBHOfile



UNCLASSIFIED
Duplicate
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From: THOMAS, JULIE F. (OGC) (FBI)

Sent: hursday, March 22,2007 9114 AM

To: (OGC) (FBI) 0OGC)
(FBI)

Subject: RE: IOB Issues Relating to the Inspection Division's Audit

UNCLASSIFIED

NON-RECORD

Jhankg we are discussing with]

Julie F. Thomas

DGC., National Security Law Branch
Office of the General Counsel

Room 7975 .
202-324 b2

202-324 fax)

----- Originall.Masma-—l
From: OGC) (FBI)

Sent: Thursday, March 22, 2007 7:55 AM

To: OGC) (FBI)

Cc: LI'F!UMTGﬁUﬂ'E‘F.‘{'AGC) (FBI)

Subject: RE: IOB Issues Relating to the Inspection Division's Audit

How does it qo. Every action brings an equal and opposite reaction?

i

f think we need to think this one through.

————— Oriﬁjug Mgssage———
From: OGC) (FBI)

Sent: Wednesday, March 21, 2007 3:22 PM
To: HQ-Div09-NSLB; FBI_ALL CDCs; CAPRONI, VALERIE E. (OGC) (FBI); INSD) (FBI)
Subject: [0OB Issues Relating to the Inspection Division's Audit

S E
R B

Ag a result of the Department of Justice, Office of the Inspector General's
recent report relating to the FBI's use of National Security Letters, the Inspection
Division currently is auditing several field offices regarding the FBI's use of
NSLs. The Office of the General Counsel has been receiving many questions
regarding whether errors identified during the audit should be reported to OGC as

NSL VIO-28912
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b7¢C

potential Intelligence Oversight Board (IOB) matters. In light of these questions,
a copy of the November 16. 2006 "Revised Procedures for the Submission of
Reports of Potential Intelligence Oversight Board Matters" is attached to this
email for your convenience. Further. additional guidance is listed below.

The AlIIPs are directed by the Inspection Division to note any deviation or
error. Then, this information is passed to the CDC to determine if a matter should
be reported to OGC as a potential IOB matter. It is expected that the AIIPs will
note many more issues than the CDCs will report to OGC for adjudication as
potential IOB matters. Even so, OGC is encouraging overreporting of errors as
potential IOB matters. If you have any questions about OGC's guidance relating
to [OB matters, please contact

In addition to the November 16, 2006 IOB guidance, OGC has highlighted
the following issues based upon conversations with CDDCs from around the
country.

The following incidents are reportable as potential [OBs matters for
adjudication by OGC(':

NSL VIO-28913
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UNCLASSIFIED
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bE From: THOMAS, JULIE F. (OGC) (FBI)
- Sent: 41 PM
b7C To: OGC) (FBI) (OGC)
==
Cc: | [OGC) (FBI (OGC) (FBI)
Subject: RE: IOB [ssues Relating to the Inspection Division's Audit
UNCLASSIFIED
NON-RECORD

b‘-

it
peg
@

P

Iy
P

0

s
=
S

R
I
O

Julie F. Thomas

DGC., National Security Law Branch R e ¥ VR RAT CTE
Office of the General Counsel " -

Room 7975

202-3241 b2
202-3244 fax)
----- Original p— ‘
From: OGC) (FBI)
Sent: Thursday, March 22, 2007 4:14 PM
bé o [ lgoo e, Fe1)
. Ce: OGC) (FBI OGC) (FBI)
lb?‘: Subject: RE: IOB Issues Relating to the Inspection Division's Audi

b5

Loouidnt anroo marg I

----- origj
be I —

Sent: Thursday, March 22, 2007 2:40 PM

b7C To: THOMAS, JULIF F. (OGC) (FBI)
ce: | Yoce) (a1 JOGC) (FBI)

Subject: FW: IOB Issues Relating to the Inspection Division's Audit

S E
R B

Juthig,

i realize hov husy you are, but wanted to bring two reoccuiting issues 1o your

attention.
1. GET/CI |raisec§ an interesting point as stated below | |
bé
b7C
b5

NSL VIO-28915



b5

bé
b7cC
SQ yOu tm“ kH‘m}
i
Thank you,
bo
‘. . mmm OrI " | KA
fb 7C From: FBI)
b2 Sent: 7007 6:08 PM
bTE To: | (OGC) (FBI)
’ Subject: RE: IOB Issues Relating to the Inspection Division's Audit
S ET
RE OB
e gestion conf-emmd J
b5
b6
bic What are vour thoughts? Thanks.
-----Original Messaaasazas
From: (OGC) (FBI)
Sent: Wednesday, March 21, 2007 4:22 PM
bé To: HQ-Div09-NSLB; FBI_ALL CDCs; CAPRONI, VALERIE E. (OGC) (FBI) I(INSD) (FBI)
‘b7{_‘ Subject: 10B Issues Relating to the Inspection Division's Audi
S ET
R B

As a result of the Department of Justice, Office of the Inspector General's
recent report relating to the FBI's use of National Security Letters, the

NSL VIO-28916



Inspection Division currently is auditing several ficld offices regarding the
FBI's use of NSLs. The Office of the General Counsel has been receiving
many questions regarding whether errors identified during the audit should be
reported to OGC as potential Intelligence Oversight Board (I0B) matters. In
light of these questions. a copy of the November 16. 2006 "Revised
Procedures for the Submission of Reports of Potential Intelligence Oversight
Board Matters" is attached to this email for your convenience. Further,
additional guidance is listed below.

The AIIPs are directed by the Inspection Division to note any deviation or
error. Then, this information is passed to the CDC to determine if a matter
should be reported to OGC as a potential IOB matter. It is expected that the
AlIPs will note many more issues than the CDCs will report to OGC for
adjudication as potential IOB matters. Even so, OGC is encouraging

overreporting of errors as potential IOB matters. It you have questions e
about OGC's gmdance relating to [OB matters. please contact ©

I bh7C

In addition to the November 16, 2006 IOB guidance, OGC has highlighted
the following issues based upon conversations with CDCs from around the
country.

The following incidents are reportable as potential IOBs matters for
adjudication by OGC:

b5

NSL VIO-28917
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Counterintelligence Tnvestiga
DECLASSIFICATION EXEME
SECRET

DERIVEB-ERQM: G-3 FBI Classification Guide G-3, dated 1.97—FoTeign

Counterintelligence igations
DECLASSIFICATION E

SEC

DERI : G-3 FBI Classification Guide G-3, date
Counterlintelligence igations

DECLASSIFICATION E

UNCLASSIFIED

NSL VIO-28918
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b5

bhé
b7cC
b2
b7E

b5

b€
b7C
b2
b7E

bé

h7C

bhé
b7C
b2
b7E

From: THOMAS, JULIE F. (OGC) (FBI)

Sent: _ELIdaLMa.mD.B_ZD.D.Lﬂ.Qﬁ.f

To: OGC) (FBI I(FBI)

Cc: [OGC) (FBI (INSD) (FBI); FBI_ALL
~CDCs

Subject: RE: IOB Issues Relating to the Inspection Division's Audit

UNCLASSIFIED

NON-RECORD

Julie F. Thomas
DGC, National Security Law Branch
Office of the General Counsel

Room 79
202-32 b2
202-32 ax]

----- Original
From: I I(OGC) (FBI)

Sent: Fri M 02 AM
To: FBI)

Ce: THOMAS, JULLE F. (OGC) (FBI){ JoGc) (FBI)
Subject: RE: IOB Issues Relating to the Inspection Division's Audit

Correct] |

Jutie . this point needs 1o be made {g 8l CHCs oka‘-;‘?l I

From: FBI)
Sent: Thursday March 22, 2007 3:44 PM
Subject: : ssues Relating to the Inspection Division's Audit

E
R B

What is your take on my guestion tg s

Thanks,

————— Oriihd-Mﬂﬁﬁiﬂh_
From: FBI)
Sent: Thursday, March 22, 2007 4:42 PM
Tor moeq (Fe)

Subject: RE: ssues Relating to the Inspection Division's Audit

NSL VIO-28919




b6
piC
bb
b2
b7k
Thanks.
cocl ]
----- Original Messiabl
From: OGC) (FBI)
Sent: Wednhesday, March 21, 2007 4:22 PM
bhé To: HQ-Div09-NSLB; FBI_ALL CDCs; CAPRONI, VALERIE E. (OGC) (FBIi IINSD) (FBI)
: - Subject: IOB Issues Relating to the Inhspection Division's Audi
b7C
E
R B

As a result of the Department of Justice, Office of the Inspector General's
recent report relating to the FBI's use of National Security Letters, the
Inspection Division currently is auditing several field offices regarding the
FBI's use of NSLs. The Office of the General Counsel has been receiving
many questions regarding whether errors identified during the audit should be
reported to OGC as potential Intelligence Oversight Board (IOB) matters. In
light of these questions, a copy of the November 16, 2006 "Revised
Procedures for the Submission of Reports of Potential Intelligence Oversight
Board Matters" is attached to this email for your convenience. Further,
additional guidance is listed below.

The AlIPs are directed by the Inspection Division to note any deviation or
error. Then, this information is passed to the CDC to determine if a matter
should be reported to OGC as a potential IOB matter. It is expected that the
AlIPs will note many more issues than the CDCs will report to OGC for
adjudication as potential [OB matters. Even so. OGC is encouraging

b6 overreporting of crrors as potential IOB matters. If you have any questions

:b7C about OGC's ﬁuidancc relating to IOB matters, please contactr

In addition to the November 16, 2006 10B guidance, OGC has highlighted

NSL VIO-28920



the following issues based upon conversations with CDCs from around the
country.

The following incidents are reportable as potential IOBs matters for
adjudication by OGC:

<< File: IOB Attachment #1--Nov162006POLICY .wpd >

DERIV . sification Gui oreign
Counterintelli igations
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Counterintelligence

DECLASSIFICATION
SEC

UNCLASSIFIED
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From: THOMAS, JULIE F. (OGC) (FBI)

b6 Sent: 007 4:36 PM
b7C To: [QGC) (FBI)
Cc: | [OGC) (FBI)
Subject: RE: IOB Issues Relating to the Inspection Division's Audit
UNCLASSIFIED
NON-RECORD

i think we need to reformat infto a2 more readable, stand alone version. . such as!
We have received additionat questions. ..

Julie F. Thomas DECLASSTFIE
DGC, National Security Law Branch T
Office of the General Counsel

Room 7975

202-32 b2
202-32 ax)

D BF £5175 DI/KSR/TE

————— Original Ihhmﬂe_l-----
From: OGC) (FBI)

b6 Sent: Monday, March 26, 2007 3:55 PM
' To: Ilﬁmmumafo (FBI)
b7C Cc: OGC) (FBI)
Subject: RE: IOB Issues Relating to the Inspection Division's Audit
ET
R B
Julie,

I ade the changes that you noted. Do you want me to send a copy of this email
to all COCs? Thank you.

b6
b7cC
b5

NSL VIO-28926
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ET
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----- Original Mess
From:

OGC) (FBI)
ion's Audit

(0GC) (FBI)

NSL VIO-28927
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b5

Sent: Wednesday, March 21, 2007 4:22 PM

To: HQ-Div09-NSLB; FBI_ALL CDCs; CAPRONI, VALERIE E. (OGC) (FBI:
?xmso) (FBI)

Subject: ssues Relating to the Inspection Division's Audit

As a result of the Department of Justice, Office of the Inspector
General's recent report relating to the FBI's use of National Security
Letters, the Inspection Division currently is auditing several field offices
regarding the FBI's usc of NSLs. The Office of the General Counsel has
been recerving many questions regarding whether errors identified during
the audit should be reported to OGC as potential Intelligence Oversight
Board (IOB) matters. In light of these questions, a copy of the November
16, 2006 "Revised Procedures for the Submission of Reports of Potential
Intelligence Oversight Board Matters” is attached to this email for your
convenience. Further, additional guidance is listed below.

The AIIPs are directed by the Inspection Division to note any
deviation or error. Then, this information is passed to the CDC to
determine if a matter should be reported to OGC as a potential [OB matter.
It 1s expected that the AIIPs will note many more issues than the CDCs
will report to OGC for adjudication as potential [OB matters. Even so.
OGC is encouraging overreporting of errors as potential [OB matters. If
vou have any guestions about OGC's guidance relating to IOB matters.
please contac

In addition to the November 16. 2006 IOB guidance, OGC has
highlighted the following issues based upon conversations with CDC's
from around the country.

The following incidents are reportable as potential IOBs
matters for adjudication by OGC:

NSL VIO-28928
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: G-3 FBI Classification Guide G-3, dated
Counterintelligence igatijons
DECLASSIFICATION
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ROM. G-3 FBI Classification Guide G-3, date
Counterintelligence Investis
DECLASSIFICATION

SECR '

UNCLASSIFIED
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- From: | | (&=

e Sent: Friday, March 23, 2007 12:57 P\
b7E To: I (FBI) loce) FBIy;
be FBI)
B7C Cc: oGO (FBI) (INSD) (FBI)
Subject: RE: 1OB [ssues Relating to the Inspection Division's Audit
UNCLASSIFIED
NON-RECORD

From: THOMAS, JULIE F. (OGC) (FBI)
Sent: i 05 AM
B2 To: ocey(eaIl krsn
. cc: | Jocar (ren KinsD) (FBI); FBI ALL CDCs
b7E Subject: : ssues Relating to the Inspection Division's Audit
be
bc UNCLASSIFIED Duplicate 3/23/07 email this file
NON-RECORD
b7E
e e Originallessageea: , , ) , , ,
b6 From L(OGC) Duplicate 3/23/07 email this file
b 7 C Sent: :02 AM
To: FBI)
Cc:  THOMAS, JULIE F. (OGC) (FBI} foccey (reny

Subject: RE: IOB Issues Relating to the Inspection Division's Audit

----- Original Message-----
T From: I !FBI)
L Sent: Ursday, March 22, 2007 3:44 PM
. iay, [l
b7E To: OGC) (FBI)
; Subject: FW: TOB Tssues Relating to the Inspection Division's Audit
b¢
R -

b7C E
R

NSL VIO-28931



Duplicate

:b ) ----=0riginal Mes

e From; krer)

b7E Sent: Thocsday, March 22, 2007 4:42 PM

b € To: GC) (FBI)

b7(" Subject: : TOB Issues Relating to the Inspection Division's Audit

E
%Duplicate 3/22/07 email this file

----- Original Mesaanassass
b2 From: :loeq (FBI)
. Sent: Wednesday, March 21, 2007 4:22 PM

b7E To: Hi-DivOQ-NSLB; FBI_ALL CDCs; CAPRONI, VALERIE E. (QGC) (FBI)

b6 (INSD) (FBI)
307 c Subject: ssues Relating to the Inspection Division's Audit
o= Duplicate 3/21/07 email this file
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Duplicate

<< File: IOB Attachment #1--Nov162006POLICY .wpd >>

Counterlntelligence
DECLASSIFICATION EX
SEC

DERIVED-FRQM: G-3 FBI Classification Guide G-3, da
Counterintelligence igtati

DECLASSIFICATION

FBI Classification Guide G-3, date

m G-3 FBI Classmcatlon Guide G-3, datm
Counterlntelligence

DECLASSIFICATION E
SECRE

UNCLASSIFIED

UNCLASSIFIED
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b6 From: THOMAS, JULIE F. (OGC) (FBI)

b7C Sent: arch 26 2007 11:09 AM
b2 To: OGC) (FBI
b7E = (OGC) (FBI OGC)
bl i 5 :l “sibject; RE-NSL fo
UNCLASSIFIED
NON-RECORD

Yes. mope to have answers foday.

Julie F. Thomas

DGC, National Security Law Branch
Office of the General Counsel

Room 7923

202-324
202-324 {fax)

b2

jb 6 e Original Message:----
bh7C From: [ Joce) (ke

Sent: .
2 To: | I(FBI) 0GC) (FBI)I 0GC)

Glaa

g TFET)
D7E ce: THOMAS, )
bl |: g :| - Subjectz - RE:-NSL fo| |

| think we are still debating this one, per our roundiable on Friday. s that correst, Julie?

S Original Messadaa22
: Sent: i 45 PM
bH7C To: — (OGC) (FBI) (OGC) (FBI

b2 [JaYTavi=TaY —
b7E Subjes{:ﬂEW;_ ANSL-fti s ;:CEEETAI.NED
bl 5] secren
b4 RECORL
b7D
is this a reportable PIOE.
----- Original Mess
From: I I(FBI)
STI‘_E:i.daAhMar.h.ﬂlmm 2:46 PM
T FBI)
o] | ERL)
b6 I: o :I Subject: ... NsLfeg |
b7cC SECRET.
b2 RECORq
b7E
bl
b

SE’C&ET NSL VIO-28935



bl
b7E
b4
b7D
io15
b7C

|

Standing by,

"DERIVE

DE
SECRET

"DERI

SECRET

UNCLASSIFIED

: 20320323

FBI Classification Guide G ted-+97 Foreign

Counterintelligence Investj

; Bl Classification Guide G T Foreign
Counterintelligence Investi

: 20320323

SE&ET

NSL VIO-28936




bé
be From: | koce) (Fa)
b2 Sent: plaaday March 202007 1113 A
bIE  To! ==) | Jioce
bl (FBI); OGC) (FBI); (OGC)
(FBI)
igj ------- Subject: - RE:NSLfo
UNCLASSIFIED
NON-RECORD
b6
b7C
b5
Julie F. Thomas TS
DGC, National Security Law Branch ARRSBARAE
Office of the General Counsel S yimgeanay
Room 7975 2 Toaemees
202-324
202-324 fax)
----- Original rmaa—---
. From: FBI)
be Sent: oy, o 26 Q007 £ A
h7C To: OGC) (FBI); |
. (OGC) (FBI)
b2 ce: THOMAS, JULLE E. {OGC) (FRI
bL7F Subject: _RE: NSL for

ST -

b5
be
b7C
b2
b7E
bl

(8

b6
h7C
b2z
b7E
bl

SECRET
RECORd

Sent:. Monday, March 26, 2007 7:43 AM
To: I I(FBI) (OGC) (FBI); (OGC)

TreD) _ , - . : ,
cc:  THomas, JulEEfocoueRrDuplicate 3/26/07 email this file
Subject: RE: NSL fo}-

----- Original Messaa
From: l’FBI)
Sent: Fridav, March 23, 2007 3:45 PM
To:| _L_IPGC)(FBI);OGC) (FBI);
(OGC) (FBI)
iSJ ..... Subject: .. Fw:NSL fol
SECRET,
RECORL

§E‘3QI"ZT|\|SL VIO-28937



SEE;%R Duplicate

L Original Me:

b6 From: BI)

b 7 C ?’:nt ' ﬁ(FBI)
b2 Cc: ) | ra==ran

hTE i o :I  Subject: . NSl for |

b1l SECRET,
RECORﬂ

Duplicate 3/23/07 email this file

mve ; Bl Classification Guide G oreign
Counterlintelligence Investi

; 20320323
SECRET

DERIVED : lassification Gum

Counterintelligence Investi

D : 20320323
SECRET

, Foreign

SECRET
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b2
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be
b7cC
b2
b7E

b2
b€
b7C
b7E

b5

From: THOMAS, JULIE F. (OGC) (FBI)

Sent: 1, 2007 9:23 AM
To: | j 0) e Jecoran ]

1 | V= )
Cc: OGC) (FBI) I(OGC) (FBI;
LOGC) (FBI);'I 10GC)

(FBIY (OGC) (FBI) |
(OGC) (FBI); LAMMERT, ELAINE N. (OGC) (FBI)

Subject: RE: NSL info

UNCLASSIFIED '

NON-RECORD

7 BY 55173 DIGH/KSR/JE

Thanik yout.

Julie F. Thomas
DGC, National Security Law Branch
Office of the General Counsel

Room 79, .
202-324 bz
002-324 ax)

----- Original
From: (OGC) (FBI)
Sent: Wednesday, March 21, 2007 9:20 AM
To: (\(‘(‘\IWAQ PUIEE (OGCY) (ET\'I l\(‘(‘\ IEI\
Cc:
OGC) (FBI); LAMMERT, ELAINE N. (OGC) (FBI)
Subject: RE: info

UNCLASSIFIED
NON-RECORD

Access to the NSLs 'meas shut down two days ago. We $en‘i|

back. Everything regarding MSLs s on hold..

From: %OGC)(FBI)

Sent: _ Tuesday, March 20, 2007 7:21 PM
To: _uﬂnrr\ LERD: THAMAS JUIE £ (Nar) (EBI\-I | LERD)

Cc:
1 J(OGC) (FBI); LAMMERT, ELAINE N. (OGC) (FBI)
Subject: RE: NSL qu I
UNCLASSIFIED
NON-RECORD
My opinion ofl bias cha mmrj

NSL VIO-28939
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b5
bt

b7¢C .

. Assistant General Counsel
b2 National Security Law Branch
unsel FBI

Voice
Pager
Secure Fax
Fax

-—---Original Message--__.
From: | — Y

Sent: Monday, March
: To: GC) (FBI L(FBD)
;b 6 cc| i?)GC)\({FRT)ﬂ - ]
b7C ]
12 - OGC) (FBI); LAMMERT,
. ELAINE N. (OGC) (FBI
b7E Subject: RE: NSL inﬂﬁ

UNCLASSIFIED
NON-RECORD

The FC does require]

b5

b2

;bb Sigee { don't s fill o ' defer to NSLB regardingwhether information
b7C f've advised to hold|

pencmg IUTher guitanse.

From: THOMAS, JULIE F. (OGC) (FBI)
] Sent: 2007 11:48 AM
.:b 6 To: Lo Loor
}:'7(-: Cc:
b2
b7E Subject: I_RE: NGL infc1|I ]
UNCLASSIFIED
NON-RECORD
bbb
bé o
b7C My recollection ig |
e i dight of the OIG repoft, the ongoing INspactions in the Naid gifice and othar

9]
issues, | recommend] ko
-y

YOU CONCUr?

Julie F. Thomas
DGC, National Security Law Branch

NSL VIO-28940



Office of the General Counsel

Room 79784
202-324 b2
2()D_394 fuxl
----- Original Mes oo
o E— Y
Sent: Monday, March 19, 2007 11:38 AM

To: Iﬁ.QMAﬁ.JHLLLL(IOGC) (FBI)
Cc: OGC) (FBI II

be (FBI) (OGC) (FBI)
b7C Subject: NSL iw
N
fbé' SENSITIVE BUT UNCLASSIFIED
b7E NON-RECORD
Julie |

b5

b2

b7E

Assistant General Counsel
National Security Law Branch

bé Office of General Counsel, FBI
b'?(-« 202-32
b2

SENSITIVE BUT UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

NSL VIO-28941



b6

b7C From: I - IFB')
- Sent: Wednesday, March 28, 2007 11:34.40
:bZ To: I&.C}.I\d.A.‘S_MJJ.I.ELLDKSC‘.\.L7BI) (OGC) (FBI;
b7E (FB
b4 ce: L|_|_|(OGC\ SR\ @@= |
b7D ©oGC) (Fail | oce) (Fa))
' ’ Subject: RE: NSL Results from R
UNCLASSIFIED
NON-RECORD
b5 Thanks - pis view our guestion as
be Original Message----
. . From: THOMAS, JULIE F. (OGC) (FBI)
b7 C Sent: 13 A
b2 To: (FBI); J (06¢) (FBD){
b7 FBI
: E Ce: QGC) (FBI) (OGC)(FBI)l | (OGC) (FBI);
b4 | FaYataa v BL)
7D Subject: RE: NSL Results fronf ; i TAINED
' UHCLASSIFIED. EXCEPT
UNCLASSIFIED OTHEFRWIZE
NON-RECORD o
I am asking for a policy call from the GC who is on the Hilt with the DD.
Julie F. Thomas
DGC, National Security Law Branch
Office of the General Counsel
Room 7975 B2
202-324 e
bé 202-324 fax)
p7C
TN
_‘bL ----- Original NMecsans e .
b7E From: i I(FBI)
- Sent: ) ‘03 AM
b4 To: (0G ~ | =08
7D cc: YOTTT (FBI); GC) (FBIY;
THOMAS, JULIE F. (OGC) (FBI); OGC) (FBI
Subject: RE: NSL Results fromI
: SECRET
bl |: S :l '""RECORDI
b2
b7E
b5
————— Original Messade—_
~ From: | JoGc) (FBI)
b 6 Sept: \Wednes h 28, -
: To I[ FBI]'ii l FB1)
:b7C Cc: 0OGC) (FBI) GC)(FOI OGC) (FBI);
b2 THOMAS, JULIE I
b7E Subject: RE: NSL Results from
b4
- SBERRET
h7D



b6
b7cC
b2
b7E
b4
h7D

bé
b7C

b7
b4
b7D

bé
b7C
b2
b7E
b4
b7D

bl
b2
b7E
b5 SECRET|
b4 o) RECORd
oD

SECRET

s

--==-Original Meisaah -----

From: Irar)

Sent: W 9:12 AM

To: oca) (rend | (259)

Cc: GC) (FBI)] _J(0GC)(FBI); ]
(OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI);E hOGC) (FBI)

Subject: RE: NSL Results from:

SECRET

REG'OR—% .

b7E N ' ,
b4 So the current NSLB guidance ig] |
b7D
bS ----- Original Messa@eazzaz
From: I Joac) (FBI)
Sent: Tuesday, March 27, 2007 4:01 PM
To: [ FBI)
ce: IToG0) (Feld J(FBI);
(0G ; (OGC) (FBI)
Subject: RE:"NSL Results from _I
S SECRET
bl l: :I "”RECORQI
e
P OFa
: TE We haven't made a determination but for tha time beir‘aql I
b5
----- Original Messada
From: (FBI)
Sent: I&;WOW 1:13
To: 0Ge) (FBI bae)
l | Za¥elaiVi-yy1
Cc: I (FBI)
(FBI)
o Subject: FwW: NSL Results from
bl SECRET
E%E |: g :| - -RECORD
Has NS R made g final determinatins rp’mrdinfl I

bb
b4
b7D
b6
b7C
b2
b7E

lbl‘.(ichnl.Division Counsel

SESP@

NSL VIO-28948




bl
b2

b7E

b4

07D

be

b7C

bl
b2
b7E
b¢
b7cC
b4d
b7D
b5

b6
b7C

- ~

b7E
b4
b7D

bé
b7C
b2
b7E
b4
b7D
b5

bl
b2
b7E

18) - Recon:

----- Original Mes. e
From: I FBI)

Sent: :gndiv March 26. 2007 12:25 PM

To: FBI)

cc: | [(OGC) (FBl); 0GC)
G| Ioccyren)

Subject: RE: NSL Results from

""RECORDY

Ihe plerm WMelh DDUf‘-\s‘JSj ]

----- Qriginal Mess,
From: Ta [ FBI)

Sent: IMmMamh.z&.sz‘i:OG A
To: (FBI);

(FBI)
Subject; FW: NSL Results frorl

I: S :I SECRET,

~RECORH

Libat | sent to you last week ab@ut:

Padll not review the data unti! we get word
from OGO on how {o handle this issue.

Thank

----- Original Me aaaa

From: i IFBI)

Sent: \Wednesday, March 21, 2007 1:1

To: I_—x—hl(FB])‘ |

(ren
Subject: FW: NSL Results fron
SECRET
[S) REcory
Fiust reoeivef;il
Vhat should | do

SEN NSL VIO-28949

bé
b7C
b2
b7E
Iok
b7D



b6
b7C
b2
b7E
b4
b7D
bl

b7C

SBRRET

Thank

----- Original Mespadaa
From: r (FBI)

Sent: e T
To: FBI)
Subject: NSL Results frorrI

SECRET
|: 5 :| - RECORD

Hi

I've attached a copy of the information obtainel
following my delivery of your NSL request. | will forward the
CD containing this same information with my outgoing FD542

responding to your lead. Please let me know if you need any
additional information or have any questions.

: 20320320
SECRET
DERIVED-F - G-3 FBI Classification Guid
Foreign Counterintelli ns
D - 20320320
SECRET

DERIV ;
Foreian Counterint

R N: 20320320
SECRET

"DERIVEDFROM:.G-3 FBI Classification Gui —dated 197,
Foreign Counterintelli ns
DE 50320320
SECRET
sﬁﬁ
L VIO-28950

Bl Classification




DERIVED FROM:-G-3 EBI Classmcatlo ated 1/97,

Foreigh Counterintelli
DEC : 20320320
SECRET

DERIVED FROM:-G-2 EBI Classification Guide m

Counterintelligence Investi

D : 20320320
SECRET
"DERIVED FROM:-G.3 EBI Classification Guide G —Foreign
Counterintelligence Investi
DECL ASSIFY-ON? 20320320
SECRET

DERIVED . lassification Gui
Counterintelligence In
D : 20320320

SECRET

Classification Guide

Counterintelligence Inv
; 20320320

SECRET

UNCLASSIFIED

UNCLASSIFIED

SML VIO-28951



b6
b7cC
b2
b7E

bé
b7C
b5

b6
b7cC
b2
b7E

b5
b2
b7E

From: THOMAS, JULIE F. (OGC) (FBI)

Sent. IJN&W_ZQQLZ@ AM
To: Bl

Cc: | [OGC) (FBI) DGC) (FBI)
Subject: RE: Receipt of Information in Response to NSLs

UNCLASSIFIED

NON-RECORD

Dea

Thanks for vour comments. | am copying the persons who are working these issues for me.

Due to the CIG repg,ﬁ;. QG s Bolnrg aciosr tog eesdpnes all cpiraneo i g rpcenrd oiicaoet

eiotidaniohangage el I

laav‘e been very difficult for us in tight o

YVe are working these 1ssues nlently.

one TavE paTeTee,

Julie I’ Thomas

DGC, National Security Law Branch
Office of the General Counsel

Room 7973

202-324- b2 |
202-3244 fax) F IWNTAINED
] FIEL
FOBY 55179 DMH/KSR/TE
----- Original
From: FBI)
Sent: Monday, March 26, 2007 12:36 PM
To: THOMAS, JULLE F. (OGC) (FBI)
Subject: RE: Receipt of Information in Response to NSLs
UNCLASSIFIED
NON-RECORD

Julie: | arn sending this message to you directly don't wish to engage inan "ALL

g

i
in reqard tof

3
COC" forum. but | am curious as fo OGC's reasoning

NSL VIO-28952



b5
b2
b7E
bé
b7C

b6
b7cC

| do hope this opinion some thought. | am also curious as td |

Respectiully,

CDCI

From: THOMAS, JULIE F. (OGC) (FBI)
Sent:  Thursday, March 22, 2007 8:07 AM

To:

: HQ-Div09-NSLB

Cc:
Subject: Receipt of Inf

UNCLASSIFIED
NON-RECORD

. (INSD) (FBI); CAPRONI, VALERIE E. (OGC) (FBI)
ormation in Response to NSLs

Duplicate 3/22/07 email this file

NSL VIO-28953




UNCLASSIFIED
UNCLASSIFIED

Duplicate
UNCLASSIFIED

NSL VIO-28954



bé
b7cC
b2
b7E

b5
b6
b7cC
b2
bHTE

bé
b7cC
b2
b7E

From: J Bl)

Sent: Wednesday, March 28, 2007 11:02 AM

TO: Tilasance L [ [ GC) (FB|)

Cc: | (OGC) (FBI) DGC) (FBI)
Subject: RE: Receipt of Information in Response to NSLs

UNCLASSIFIED

NON-RECORD ALL IHFORMATION CONTAINED

HEREIN 15 UNCLASSIFIED
DATE -11-30~2007 B €5179 DiH

i Jdudis,

Thanks for your response.

| T you want perspective rom the field, T would be

nappy o provide same. Lel me KRGy 11 oan hE‘ip in any yiay.

Best
|
Chieblhdelono ol
FB
----- Original Message-----
From: THOMAS, JULIE F. (OGC) (FBI)
Sent: 149 AM
To: FBI®
Cc: | IOGC) (FBI)l hGC) (FBI)
Subject: . Receipt of Information in Response to 3
UNCLASSIFIED ‘
NON-RECORD Duplicate 3/26¢/07 email this file

NSL VIO-28955



----- Oriri.aal.M
From: BI)
Sent:  Monday, March 26, 2007 12:36 PM
To: THOMAS, JULIE F. (OGC) (FBI)

Subject: RE: Receipt of Information in Response to NSLs

UNCLASSIFIED Duplicate 3/26/07 emall this file

NON-RECORD

NSL VIO-28956




Duplicate

From: THOMAS, JULIE F. (OGC) (FBI)

Sent: Thursday, March 22, 2007 8:07 AM
bé To: EBL ALL CDC<: HQ-Div09-NSLB
. Cc: INSD) (FBI); CAPRONI, VALERIE E. (OGC) (FBI)
bicC Subject: Receipt of Information in Response to NSLs

UNCLASSIFIED . . . .
NON-RECORD Duplicate 3/22/07 email this file

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

NSL VIO-28957



From: THOMAS, JULIE F. (OGC) (FBI)

Sent: Thursday, March 22, 2007 12:27 PM

To: FBI_ALL CDCs

Cc: CAPRONI VALERIE E. (OGC) (FBI); HQ-Div09-NSLB
Subject: Response to Guidance

UNCLASSIFIED ALL INFORHATION CONTAINED
NON-RECORD HEREIN I5 UNTLASSIFIED

DATE 11-30-2007 BY 65178 DHH/KIR/IB
Thank you to all for the responses we have been receiving to interim guidance we have been
giving. | look forward to those responses but, unfortunately, the press of business will not allow
me to respond individually to each. They are being reviewed and will assist us as we craft
permanent guidance going forward.

| know this is an extremely difficult and uncertain time. OGC/NSLB is doing everything humanly
possible to respond to Congress, the OIG, and the field's concerns about the use of NSLs and
our other national security tools.

Thank you for your patience.

Jufie ¥. Thomas

DGC. National Security Law Branch
Office of the General Counsel

Room 7975

202-324 )
202-324 ax) b

o

UNCLASSIFIED

NSL VIO-28958



bé
b7cC

bé
b7C
b5

b6
b7C
b2
b7E

b6
b7C
b2
b7E

From: THOMAS, JULIE F. (OGC) (FBI)

Sent: 00 PM

To: (OC(‘\ ER1Y

Ce: | H [<9) (FBIL OGC) (FBI)
Subject: RE: Subscriber NSL attachment - =11

UNCLASSIFIED

NON-RECORD ALL INFORMATION COMTAINED

HEREIN IS UNCLAS
DATE- 11 ~30-2007

Hlease don't expect an answer any time soon )

Julie F. Thomas
DGC, National Security Law Branch
Office of the General Counsel

Room 7943 b2
202-32
D) D-3 i)

----- Original TR
From: (OGC) (FBI)
Sent: Wednesday, March 21, 2007 4:59 PM

To: GC) (FBI)
Ce: OGC) (FBI)I IOGC) (FBI)
Subject: FW: Subscriber NSL attachment - FYI

S0 you Know, the advice we just gave out on subscriber informatiuz‘l

s differert from what we have been saving before | had this issye come tp iasl year

and gave the advice below

[ don't have any record of & TeSPONSE TTOM yOU. UL T KNOW S 1N agfeement and was
agreement with this advice. And | didn't think it was controversial. | understand how
circumstances change. But | just wanted you to be forewamed that you may receive some
emalls about this.

----- Original PEE

From: FBI)

Sent: 3:35 PM
To: OGC) (FBI)
Subject: FW: Subscriber NSL attachment

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Here it is.

----- Original I\rri.isaaa.-_l
From: (OGC) (FBI)

Sent: Thursday, September 28, 2006 4:43 PM

To: FBI)

Ce: GC) (FBI)} 0GC) (FBI);
(FBI)

Subject: Subscriber NSL attachment

SENSITIVE BUT UNCLASSIFIED

NSL VIO-28959



b5

RIS
b7E
bé
b7¢

NON-RECORD

Juli= - T just approved an affac-hment, sef forfn below,

for a sukscriker M3L. This irformaticon is rcoatjipgels
Jiven ky the company to whom the K3L was =zent.

Eny problem with this as an attachment to a sabscriber
NaL | |

In preraring vour response to this Haticonal Becurity
Letter, vou should determine whether yvour company
maintaines the following types of information which may ke
onslidered by you o be subscriker records:

I amn going through the form N3ZL3 for the last time before
I relingaish my HSL duties, so I would like to got some
ot ny ideas through beto:e[::::] fas to deal with these
issues. So if you could let me krow abcout this, as we

s tne RFPAR issue —hat I mentiores Lo you concerning

T wonld appresiate it.

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-28960




From: THOMAS, JULIE F. (OGC) (FBI)

Sent: Tuesday, December 05, 2006 2:59 PM

To: HQ-Div09-NSLB

Subject: Use of NSLs in Criminal Cases

UNCLASSIFIED

NON-RECORD ALL INFORMATION COMNTALINEL

HEFEIN I3 UNCLASSIFIED
DATE 11-30-2007 BY 85179 DMH/ESE/TI

The General Counsel has deoidecj

June . 1nomas
DGC. National Security Law Branch
Office of the General Counsel

Room 79 -
202-324 bz
202-324 fax)

UNCLASSIFIED

NSL VIO-28961

b5






