ALL INFORMATION CONTAINED

HEREIN 1% UMCLASSIFIED EXCEPT DATE: 11-27-2007
WHEFE SHOWN OTHERWIZE CLASSIFIED BY £5179 DMH /KSR ch
(01/26/1998) BEASONG 104 (E]
DECLAZAIFT Ny 11-29720%8
SESRET - 220
#1082884
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTIHNE Date: 0L/11/05
To: [Director's Office Attn: OFR
Counterintelligence Attn: 2D
From: Seneral Counsel
- National Securizy Law EBranch/Rm. 7275
be Contact: -
b7cC )
b2 Approved By: Thomas Julie F
Drafted By:
o) Case ID #: v~-tj><278—HQ—C1229736—VIO
m T1tle>< INTELLIGENCE OVER3IGET BOARD  _
(Tor) MATTER 2005{___] b2
Synop3181~;)£i; It is the copinion ¢z the Office of General
Counssl [0GC) That the above referencec matter nust ke reported

tz thes I0Z znd to the FBRI's Office of Fr:fessicnal Responsibility
COPKRT . O5C will prepare and deliver the required correspondsence
t: ths I0Z. OCur analysis follcows.

Referéﬁceyn:gﬁ: 27B-HQ-C1229726-VIO Scrial 794

Administrative: (IJ) This commouni-atizn ccntains one or more
footrnet=za. To read Lhe footinotes, Jdowe” 2ad =and print, the
d-cunent in Corel WordPerfect.

"
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o Counterintelligence Trom: Gerocral Touncel
(T pes g ‘78—Hg—'1:'M356—VIO, 08/11/05
Details: 2) By electronic communication (B April 4, 2005,

(3
icited celow)®, =he Counterintel’ligence Divisjop (NCD™) reportod
l: s :I CRER ST E=1s el I =S I Y= T =1 Sl ol s B o TS ] o i 1 N e A GOl il o M = I

T Lhic bl
redgar reported Thzt, ~0 JLhe 10, 2004, Tre onited ba

States Forelyn Intelligence Survelllance Court (FTISC) aubthorlizced b7C
electronic surveillancel

i S :I | ................... E— I

The original authorization wag ggede o parl, on “he bl
resu_ts of a Nationagl Secyrifty Jettier to | wtich b4
verified that gs of — o I 7D

b7C

Sabsequent electronic surveil_ance of the numkber

oo rr-]zd g was The Jeer ard or Qctorer =, 00l 1L was

bic
iSj ...... e EB=cause alectronln surveillance for the cellular
= ;[hﬁnp reards T

—+
Bl

bl

Activity on the cellular te_ephone nunber resumned on

I the activity
igj I oL dioCern o

I Jdue to the
and mininal content of <he

request ot the FEI,
iSﬁ .current subscriker of cellul

vague

Or. Decambar 1. 2004, at <—he lii
2 that 8= BT e Tk al all a T =) o
cpb.ore nuncer jizc
b7D

1 (1)  S=e B fromn the Tounterintelligence Division to the Gensral

Cour.cel, dated 04,04/705 oo IDE Z72-HQ-I122972348-VIO Sorial 794, titled
"Tulelligence Overs=ight tald Matter.”

Sééhi&;
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o Counterintelligence ?Lon Gereral Tounczel
“Refwwz§{i 0TE-HEG-C1225736-VIO, 05/11/05
On Decexkber 17, Zo0d, electronic surveillances of thiz cellular
te_ephone was dquOthhH@d at 10:5% a.m. EST.
CC is providing OILR] |
1 |

bl
b2

Fetalned Dl ke,

|-re oriqinal in the field. I

iz being crovided to OIZR.

B Az required by Fxeacntive Order (F.O.) 178053 and

Section Z-5% of “the Mational Foreign Irte_ligence Frogram Manual
MEIEM, OGC was tasxed Zo determine whether the scurveillance
errcr described here is a matter which must e reported to the
_OR. It ie.

(U)  Section 2.4 of E.O. 128€3, dated 09/13/1993,
mandates that lnspectors Generzl ard Genera’. Counsel of the
nte’ligence Cormunity components (ir. the FBI, the Aszsistant
Dirsctor, Inspection Division, and the General CCUJsel, oG,
resovectively) report —o the IOB z11 information Yooncerning
nte_ligence activities that they have reason to bal ieve may

be unlawfal or contrary to Executive order or Fresidential

dirsctise 2 Tn thizs instance, the FISA col_=sction on telephone bl
T was dons without the authorization required hé

by law. Conssquently, in accordznce with E.O. 122863 and Seczion h7C

Z2-5e¢ cof the MEIPM, the error must e rep-rted to tne ICE, which

thiz Office will do.

Lead(s) :

Set Lead 1: (Action)

DIRZCTOR’ S CI'FICE

sgshnm\

NSL VIO-34029
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Ger.eral CTouncel
05/11/05

AT CPR, FO, D

(1) For review and action deemed aprropriate.
Set Lead 2: (Action)

COUNTSRINTELLIGENCE DTVISTOLN

AT WASHINGTON, DC

(1) CD-33A 1s rejqueste Lo ensurs Lhatl I b2
|GD'S EC Z7S5-HQ-Clz229736-V>0, 3erial 794, has
beern zucmitted to the Office of Intelligence Policy and Review,
Departnent of Justice.

I - Mz, Thowas .
T - 1 b6
- b7C

_ - MSLE IO= Library

*

SECRET

NSL VIO-34030



ALL INFORMATION CONTAINED
HFERETIN I3 UHCLASSIFIEDR ENCEPT

DATE: 11-27-2007
CLASSIFIED BY ©5172 DMH/KESE/ ch

REASDN: 1.4 (£}

WHERE. . SHOWH. OTHERWISE

SNI‘

INTELLISENCE OVERSIGHT EOARD {[IOE;
COUMTERLIATSLLLGENCE 213 151 ON
IOE MATTER =005 gy

MATTER

:DK{ The Coun=zerintelligence Division ("™CZD") of the
dreald of Invesztigation ("EBL"™) has recorted an

isj - T Cc surveillance error in conjurcticon with that division's
Tr. LHils fedJard, oL
June 10, Z0ud, the United Stzates Foreicon Intelligence

P

Several

[=1
iSjA..wsﬂfveiQLancemGQuLtmau:hori_ed _____ electronic surveillance cp
“;}

J..Suksegaent invesTigation revealed fhat this

cellular
On December 17,
digcontinued at
il licence Polioy

surveillance of this rumber was
the O Tice ol

electronic

ALt CD s poroviding ard

["OTFR") Cerartment of Justice

— —

(UJ)y Thigc matzZcr has becern reported to the
of Frofesszional Responsibility for agppropriate acti

Der rom =3
sify on:

SE&K

NSL VIO-34031
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ALL IMNFORMATION CONTAINEL
HEPEIN IS UHCLASSIFIED EXCEPT

WHERE SHOWN OTHERWISE DATE: 11-27-2007
(01/26/1998) ELASSTFIED-BY 55179 DHH H3R/ ol

REASON: 1.4
SE T DECLASSIFT. O

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 1/06/006
To: [irector's Office Attn: OFK
b 2 Attn: —Dr
b7E
Zb6ﬂ From: Seneral Counsel
bic National Becyuri-v [aw Eranch/Rm AN ES)
Contact:
Approved By: Thomas Julie [
Drafted By:
in"“””éasé“ID“#rmmf_) 278-HQ-C1229736-VIO

(T . —Title: >“< INTELLIGENCE OVERSIGET BOARD
(IOR) MATTER 2006

|:U:| R

Synéﬁgisf“:béi It is the cpinion ¢ the Office of Censral
Crunsel [(0GC2) that the above referencec matter nust ke reported
tz thes IOZ and to the FBI's Office of Fr:ofessional Responsikbility

VOPKRY . OGBC will prepare and deliver the required correspondsnce
t: ths I0Z. OCur analysis follows.

TOX EEEEREC
Sify on:
i
Reference:’*;g( 278-HQO-C1229736-VIO Serial 704

Administrative: (1J)  This communic-cation ccntains one or more
frotnoctes To read the footnotes, dowr_zad and print the
dzcumznt in Corel WordbPerfect.
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bl
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b7E ish

bl
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b7C
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b7E

b2
b7E

SE&ET

o From: Generzzl Courool
R D( STE-HQ-C1209736-VIO, 1/06/06

Details: i By electronic communication (B} Octoker &, 2005,

ioited below)ﬂl Ireport%d a possikle IOB error

[

In June 2005, the caze agent ed the

ashk
Tnvezstlgative Supporl Speclallst (ITZ) Lo crzale MNatlonal
Security Letters (ME3Ls) for two telephone numb rz that belonged
t- the sukiect of the above-refererced matter.

Tre case agen™ provides the T75 with two telephone
numoers: one nunber was correct ans no prok_ems arocse with
resoest to that telephone number.  The gscocond nurker was
_ncorrect——the telephone number provided ky the case agent was

when in fac, the correct numbsr was

In Scptember 2005, the casc agent reccived the
resu’ts of the NSL and made zn immediate wcrking copy of the
Information and placed the original in a ZA znvelope and
submitt=d it fto the file. No information from the original N31

7as uslocaded.

On 10/03/05, The case agent started working with the
wrrking copy and lepU\FLFd that the name -f the subscriker was
n-ct the namsz of The zsubject ¢f the akbove-referenced matter. The

case zgent checrzed in ACS to ascertain what telephone number was
_ist e

3
ed on the MSL and realized 1t was an ‘ncocrrect numkber. Th
ag=nt then contacted his supervisor and hs and the
supsrvisor then contacted the Chief [Divisicn Counsel.

caas

Ho perscnzal or identiZyirg infocrmation on the
ncorrect namker was uploaded into ACS3 from ths N3L return.
Additicnally, no subscriber informatiorn was added fo the

te_gphone applications. Mo ACS checks,| |
|data bzse ~hecks were run on tnhe
1 (1) S=e Bl fLQmI Ito the zen=zral “ounsel, dated

10/05/0% Cace IDE Z72-HQ-I1224725-VID Scrial 105C, titled “Foocikle
Intelligence Overzight Board Matter.™

SEéEﬁT;
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b7E

i) -

3

b2
b7E

SECRET

o Frcom: Generzzl Coursol

-NRémeE§<: 2TE-HO-01229736-VIO, 1/06/06

nfermation. Mo open source or internet checks were done,
either. The coriginal MN3L, as well as the responsive informazion
whizh consisted of sukscriber information and toll records, was
turned over to the CThief Division Counzel and 15 secured in his
safe.

iy
“;EF(: As required by Executive Order (E.O.) 128063 and

b

1\
Secticn 2-5& of the Naticnal Forxeizn Irte_ligence EFrogram Manual
‘NFIPM, O5C was tas<ed <o determine whether the ccllection error
degzribsed here

(U) Section 2.4 of E.O. 128¢3, dated J9/13/1993,
mandates that Inspectors Generzl ard Genera’ Counsel of the
_nt=_ligence Community components (ir. the FBI, the Assistant

Dirsctor, Inspection Division, and the General Counsel, OGC,
regoectively) report o the IOR z11 information “econcerning

nte’ligence activities that they have reason to believe may
L unlawlal or conlrary to Execullive ordzr or Fregidential

dirsective.” In this instance, the collection on telephone nunber

pursuant to the NSL was dcne without the

authorization required by law. Corsequently, in accordance wizth
F.O. 12265 andd BEeclion 72=-h6 o0 the NETPM, the =srror wiat be
reported to the ICB, which this OZfice will do.

Lead(s) :

Set Lead 1: (Action)

(1J) Coordinatze with FEIEQ, the Counterinte=lligence
Division, to esnsure that all information ccllected pursuant o
the MSL i3 sejuestered, sealed and delivered to the
Counterintelligence Division for scbmission tn the Office of
nt=_ligence Policy and Review, Department of Justice, for
destruction.

SECRET

NSL VIO-34034

is a matzter which must be repcorted to the IOE. I
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SECRYT

et To From: Genezzl Cournsel
""" PQN 278-HG-C1229736-VIO, 1/06/06

Set Lead 2: (Discretionary)
INSEECTION

AT WASHINGTON, DIv7

{11}y For appropriate actior.

Set Lead 3: (Info)

Counterintelligence

AT WASHINGTON, D.C.

{1 For information orly.

*

. = Mz. Thomas

- | (

bé

) [ 1—
b7C

T

ng 1JC)

]

. - MNZLE TO Librar

Sh&
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ALL INFARMATION CONTAINED
HEREIN I3 UMCLASZIFIED EXCEFT o
WHERE SHOUN OTHERVISE DATE: 11-Z7-Z007

INTELLIGENCE OVERSICGHT BOARD (IOE; MATTER
e | JE1ELD ORELCE
CIGBRTMETTER Cotsd—] O3

el
&

b7E

() -

the tederal Bureau of Investigatior ("ERI") Dhas reported an error
in zonjunction with thaz division'sl investigation of a
Unted States person. In this regarz, two Hational Fecurity

"“~:;x(: The| | Fiels Office v

igj.mmmeﬁffgrs THNSL)  We I kit & L2l ephone nunmkers. Cnes Ry
phone numggg=: was incorrect; the correct number b7F
7253, 1n fact,. Subscriber information and toll Bl

ism,m“m$€ﬁf?dgA cre ol lected Tor The incorrest mnomer parsiant to —he BE
H3L. Wherd Jrealized ite error, -t szsecured the records ) ©
produzed for the incorrect numcer in fhe safe of b7C
Chief Divigion Counsel. | |wil; provide fthese records
o the Office of Tnlelligence Policy and Review [("OTPR™),
Departrnznt ~f Justice.

(U) This matzer hzs beer. reported tc the EEI's Office
of Frofeszlional Responsiblility [or approprialte actlon,

Déri from . =
Dec ity o X1

SECNET

NSL VIO-34036



ALL INFORMATLON CONTAINEL DATE: 11-27-2007

HEREIN I3 WHMCLAZSIFIED EXCEPRT CLASSIFIED EBY 55179 LMH/ESR/ch
(01/26/1998) VHERE SHOWHM OTHERWISE REASUN: 1.4 (=) .

DECLASSTFY ON: 11-27-2032

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTTHE Date: 3/74/06
To: [Director's Office

- Inspection Attn: IIs
b | | Attn: CDC
b7E
b6
b7C From: General Counsel
National Sccurizy Affairs/Rosm 774
Contact: Julie F. Thomas

Approved By: Thomas Julie F

Drafted By:

Th1
b2 Case ID #: (X C78-HO-C1200736
b7E (2 I |

0.
Title: 7' Y& POSSIECE INTELLIGENCE OVERSIGHT EOARD MATTER
o AEE

J

Synopsis: It is the copinion ¢z the Office of tnce General
Counssl [(0GC) that the above-referencec matter nust ke reporTed
t- ths I0Z and to the FRI's Office of Pr:fessicnal Responsibility
(OPRY . OGC will prepare and deliver the required correspoindence
t: ths I0Z. OCur analysis follows.

(U :
iuj"w_\v sify OnT

Referencéi:gﬁi CTE-HO-C1229736

s noted in the =lectronic corvnunicaticon (EC),
thi=z matter has ariszen as a result of a Naticonal Security Lezter
(M3L) discued by Baltimore in a full fie d counterintelligence
nvestigation.

NSL VIO-34037
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b2
b7E o-° I I Erom: Genhral Councel
RQ’N:><Z PTI-HO-C1729738, 3/72/2006
b2 L/
' ) As par- of this investization, an NIL was sent =92
bh7E
bl the] 7 Field office | ] -n February 16, 2075, to
. de_iver to "for the nams, address, length of
b4 .
s=rvize, and electronic communicztior. transacztional records, to

b7D

nclude existing transaction/acz
‘nfeormation (not to include mes:
~fieldsi-for emaill. address . holde:

divity logs and all email header
sage cortent and/or sabject

h o- —+

WhHer fheyv arrived in

whIxh were
."3 ” [::::::::: __________

::S{:Sn April 1, “OOQJ Iforwaljej fhe rezults to iBI

he 1 € Jent quickly reviewed
the documents and did not see header irf-rmaticn for the
sabject's emall address. The agent did not fully
at that fime that no information regarding the
subject's erall address had been incluced in the documents.

------------ e PR In Getober of the same year, the case ajent
regquested toe aesistance of azncther agent whe had keen assigned
al £o assist in reviewing tne records to
zraine what information the documents had provided.  Upon

it wasz discovered that the Jdocuments provided no

iew

m‘hf:rmatle“fOlu L but rather provided killing and

<) The mat-er was referrez to the CLC, who advised

iUJtﬁafwit anoald be direczed to FBIHQ, ard that the documents in

b7D
b4
bl

queztion zhould be sealed.

T
G
I’l._,l
o

[ -:ﬁ§{<mq Cctokber 26, 2006, the d:cumsnts were seale
plazed in the file pending further irstructicns.

U e -:)XQ: As r&quired by Execufive Order (E.O.) 12533 and
Section 22L0 nE Mational Foreion Trts_ 1l gence Program Manual

the
MEIDM:, OGCGT was tasked to determire whether the erronesous
producting bWI | 2= records unrelated to the
subjezt bat pertaining —aolf | is a natter which
st e reported Lo Lhe IOB.  IL 1s.

-

“

NSL VIO-34038
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E.O. 123

SEAQ:T

I From: General Councel

Re- ><< ZT3-HQ-C1229736, 3/2z/2006

Secticn 2.4 of E.O. 17863, dated 9/13/1%93.
ndates that Tnspectors General arcd Genera. Ooonsel of Lhe
telligence Community components (in the FBI, the Assistant
rector, Inspection Division, and the Goncoral Councel, CGE,
scectively) report o the IOB z11 information "concerning
Le_ligence activities Lthal they bave reason to believe may be
_awful or contrary -o Executive OrzZer -r Presidential
rective." In this instance, the err-neous production by
ftwork Soluticons of records unrelated f£- the sukject, but
fta$niﬂﬂwtqmmmmwwwmwmw was 2one without the

icn Lequired oy law.  norssguently, in accordance wizh
and fecticn 2-56 of the NFIPM, the =rror must be

0

()
+ oot

repcrted fo the 1¢RB, which this OZfice will do.

Set Lead 1: (Action)

Ul
iD

PP o

N

*

I

Al

Ketarn zealed documents to

(ma
=
i
w
O
|

(Discretionary)
TNSPECTTON

AT WASHINGTON, D.C.

(1) For approprizle action.

Ms. Thomas

b7cC

ITOE Likrary

SE T

[Wa]

NSL VIO-34039
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DECLASSIFIED BY 65179 THH KSR Y
OB L T2 P30T

GHT BOARD (IOE;} MATTER |

Ea)
FIELD OFFLCE b2
TOR "M‘_.E;TTER~~-£~+:+@6 bHTE

(Uj" """""" T -~ ) The [F'ield Office of the [ederal DBureau )
3 b2

stfgation has reported zn srror in conjuncticn with a

res to 3 Naticnal Secur-ity Letter [(NSL) to b7E
r- purscart t£: the NSL, Jdid not b7D

prov.de records which were related to the zucject'zs email b4
address, as requested, but rather, erronecusly provided records
pertaining to the domain.

(1Y This mat-er has beer reported to thes FBI's Office
of Frofessional Responsibility for appropriate action.

Yy on:

SEERET—

NSL VIO-34040



ALL INFORHATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPRT

; . _3T_TO07
WHERE SHOWN OTHERVISE e rrimy o]
(01426/1998) CLASS

SEéﬁs( LE

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTTHE Date: 7/10/06

To: Director's Office Attn: OPR

Attn: TDC

From: OCeneral Counsel
e National Securizy Affairs/Rosm 1974
jb;C Contact: Julie F. Thomas

Approved By: Thomas Julie F.

Drafted By:

m-

Case ID #: - X[ ~70-HO-Cl2°0736-VIO-11"2
(b2 ~Title: - "‘”“:>{i FOSSIELE INTELLIGENCE OVERSIGHT POAXD MATTER
2006

I17) - Synopsis:- - )ﬂ( It is the opinion oI the Office of tne General
Coungol (OFT) Mhat the above-zcferencea matter nust ke repor-od
£z the IOz and to the FBI's Office of Prcfessicnal Responsibility
(OPKI L 050 will prepare and deliver the reqnired ~orrespondernse
t- ths I0z. OCur analysis follows.

(11) ived from -

“”"“ﬁéféféncep:pgi 278-HO-C1225736-VI0O-1113

o L . _ . . . . . .

bl J Detalls:“MwE}<i As noTZed in the slectrinic comrunication (EC),
b7A Thos gatter has ardzsen a5 & presgli of a5 povestigation tifled
b2 ) L |
‘b7EJ | | 22 part of Zhils
4 ‘nvestigation, waddlatdcnal Secprity Tetior (ST was Jdosied
e | ]|

7D

This MZL sought

NSL VIO-34041
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b2

Do | | From: Genezal Courseol b7E

RET Do Z79-HQ-C1029735-VIO-1113, 2/10/2006

subzcrirer and Toll Tocordd T tortelephrie nunor
erved the MN3L and, via an EC dated _2/30/2005, returned

to] | a paczage of material provided byl

“ncoluded in the EC from was the name and address of the
subzcrircer to this telephone numker.

i R

i E—

R = When the case ajent recelved the waterial, he
n-ted that the telephone numkber sukbscriber was unknhown to hino.

He checked the telephones nunkber oI the subject and determnined
fhat the telephone number had keen errcnecusly transposed when

_the MEL was drawn up from his rejuest: the ccrrect telephone

nucer on Hig reguest. was

T -wwixé Ihe pacliage of material froml I
recslved frod | has not bkeen opered and will ke stored in a

e

seours location pursuant —o instructiors given in an emall of AGC

to all CDCs datecd 1./22/2005.1

() - .
RO ¥ As required by Fxecutive Order (F.O.) 178053 and

Secticn 2€5%°2f the Mational T'oreicn Irte-ligence Erogram

Moanual i NFIPM), CGZ wag Tasked to determine whether the production

nf dosurents byl Ipursua. o L o ronenls
fe” =pbone romkber in Lhe NSTD drawn op by | 401 served by

iz a matter which must be reported to the I0B. It is.

.m%m”mmm;§<: Section 2.4 of E.O. 12863, dated 9/13/1293.
warndates thatl " Thnspectors Generszl and General Couns=1 of the

_nte_ligence Tommunity components (in the FBI, the Assistant
Director, Inspection Division, and the General Counsel, CGC,
resowectively) report —o the IOE z11 information "concerning
inte’ligence activities that they have reason to believe may be
un_awful or contrary =—o Executive Orzer -r Presidential
dircctive." In Lhdo dootopcoc . the procuction of subscriber and
tz21 reczords by of an errcneous subscriber
telzphone namkber was done without The aathorizztion required by
—aw. Conszequently, in accordance with E.O. 12203 and Section
5¢ of the NFIEM, the corror must ke reported to the ICE, which
this Office will do.

-~

'This cmail instructed the CDCs in Ficld Offices to scal and sequester information
improperly received from a carrier pursuant to an NSL

SEEEEH;

“

NSL VIO-34042
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:QNQET

T F 3 1 o B b2
i rom:  General Coursel
Z. - - Yy
Re: ><K_ o0 C1 2287 36-YVIO-111%, 2/2C/Z006 DTE
(-
Set Lead 1: (Action)
A b2
= b7E
Return sealed documen=ts to 3b4
b7D
Set Lead 2: (Discretionary)
TNSPECT - ON
AT WASHIMGION, D.C.
(U) For appropriate action.
1 - e Thoms o
1 - l(zctirg vc) bE
- _ ' b7C
1 - IOE Library

é}QE?T

(W]

NSL VIO-34043



ALL INFORHATICON CONTAINED
HEREIN I5 UNCLAS3IFIED EXCEPT
WHERE ZHOWN OTHERWIS

(01/26/1998)
SECRET
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTTHE Date: 7/06/06
To: Director's Office Attn: OPR
Attn: TDC
b6 From: GCeneral Counsel
bhIC National Securizy Affairs/Rosm 1974

Contact: Julie F. Thomas

Approved By: Thomas Julie F.

Drafted By:

m
) Case ID #:. >< 272-HQ-C1l229736-VIO

(- Titleh2 mmm}><: FOSSIELE INTELLIGENCE OVERSIGHT BOAXD MATTER
2008

(UJNWSYnopsisl ;}Qi It is the opinion oI the Office of tne General
Counscol (0GT) that the above-rzeterencec matter nust ke repcocrzed
£z the IOz and to the FBI's Office of Prcfessicnal Responsibility
TOPR . OG0 will yrepare and deliver the reqnired ~orresgpondence
t- ths IO0z. Cur analysis follows.

(113 ; s
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Reference;\z;*<:279—HQ-01229736—XIU'C78

Detaiié?““w3§<: Az no-ed in the slectronic comrunication (EC),
. ] -------- Ahlg matterhas arisen as a gesult of o Nato-onal Secaprdty Lecter
o7a) AL teied pof
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w SECRRY

k2 - - :
ij EEE | | From:  General Course
bTE Re: ~ 0S¢ 273-HQ-C1020736-YI0O-57%, 10/7/2008

i

"i}{: As par— of this investization, an MN3IL dated
G/2%/C5 was issued tal |
I Jfcr financlizal rec--rds pertalining To The 1~
subje-t. Tnhne NSL was transmitted kv B2 taof | for e
gervice. By 3C dated 3/02/05, | transgitted the jb7E
5 of the NSL received foom to b7D

resu_ts

b4

(P8 The case agent kegar. reviewing the documents and
in Decerxkber noticed thaz| | had crovided two
d-cunments wnich were unrelated to the sukject of the NSL: one is

Letter of Authoricaticn Zor | | the zecond
ls oz letter from an individusl who appears tc cel |
customer regquesting thaz Inoted in

the first docuament. The case agent assumed that this customer
wzs a lUnited States perscon. He mace no usze of theze documen—ts; .

n:thing fror them has been uploadez into any database or stored :b4
‘noany file. The case agent informed the Chisef Division bz

b7D

C-uns=z1(CC), who requested that the acent fecrward the documents P7E
£t him. The CDC hac sgecured these documcnts purcuant to be
nstructionz Jiven by iXelsl | |inn an email to all bh7¢
ChCs dated 11/772/05.1 [ tes that there is nothing in
the MNZL which should have lead to prcduce those two
dccucnts.

>< As reqguired by Fxecnltive Order (F.OJ) 17803 and
Section 255 Sf the Maticonal Foreicgn Irnte_ligence Frogram Manual
MEIEM), OGC was tasked to determire whether the erroneous
production Ly | | of twe cocuments unrelated to the b7D

subje-t of the NSL 1s a matter which must be reported to the IOE. 14

-M;}EQ: Section 2.4 of E.O. 12863, dated 9/13/1993.
mandates tvhatMnspectors Generzal arad Gensera” Counsel of the

“nte_ligence Community components (in the FBI, the Assistant

Dircctor, Ingcpcction Divigion, and the General Counceol, CGC,
resovectively) report —o the IOE z11 information "concerning

! This email instructed the CDCs in Ficld Offices to scal and sequester information
improperly received from a carrier pursuant to an NSL.
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el I I From: Gencezil Courscl

{01

Rcba;)ﬁilz?3—HQ—C1:29735—VIQ—578, 10/7/2008

nte’ligence activitiss that they have reason

to believe may be

un-Aawfoal or o contrary oo Breontive Orizer o President ial
directive.” In this instance, the err-nsous production by

14
of two documents corcerring an

most orokably a United 3States person was dons
authorization reguired by law.  Corsequently,
E.O0. 12262 and 3ection Z-56 of the MNEIEM, the

individual who iz
without the

in acceordance wih
error must be

repcrted to the ICB, which this OZfice will do.

Set Lead 1: (Action)

AT

Retarn sealed documents to

U
Y
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(Discretionary)
INSEECTION

AT WASHINGTON, D.C.

(J) Feor approprizte acticn.

Ve, Thomas
- | (Aoting UT)
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ALY, INFORMATION CONTAINED
HEFEIN I3 WMCLASSIFIED EXCEPT
WHERE ZHOWN (THERMWIZE

(U}

DATE:

L1-27-80u7

“INTELLIGENCE OVERSIGHT BOARD (IOL) MATTER

I S |FTETF)()FFICE
IOE ]InTTEr\ SIS S ><

the [ Fie14 orfice of the

, ield OZffice of the
of Iu\est;%zgg;n haz reported an ersor ir conjunct

divigismt

Federal Bureau
ion with tha-=

in respons

P

aticnal Security Letter (HET) to

cneously provided two docunients which were

dbject of “he M3L, which were ass

sociated with

[::::::]customer who is probably a United States person.
(U) This matter has been reported to the FEI'Ts Qffice

of Professional e

sponzsikili-y for zppropriate action.

Deri I + -3
Ssify on?

SEéRFT

NSL VIO-34047

In this regard,

CLASETFIED - BY 65179 DMHAKSR ok
RE&GGH 13-

DECLASBIFY. Mz 1127
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE 5HOWH OTHERWISE DATE:
CLA
FEA3ON: L.4.{c)
SEC DECLASSIFY ON: 11-27-2032

b2
INTELLIGELCE OVERISZEHT EOARD (ICE) MATTER b7E
FIELD OFFIC
() o TOB MALZE R 20 G ><

T Thef JField Office of the ¥
i5?~mwmprTnvmsfidafiﬁn has repcrted an error in conjunction with that
divistartd- | 1n this
regard, o telephone ramber p (2= | |was
erronecusly transposed, and produced sukscriber and toll
records for z cuztomer who was not the subject of —he N3L.

(U) Tris matter has bheen reported to —he TEI's Office
of brofessicnal Responsikbility for appropriate ac-ion.

Der from - -3
Dec y orrs: 5X1
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(01/26/1998)

ALL INFORMATION CONTAINEL
HEREIN IS WMNCLASZIFIED EXCEPT

WHEFRE SHOWN OTHERWISE DATE: 11-a7-2007

‘LLAL.'.»IFIED BEY 65175 DMH/FER; "".h

DEkawHIF? i B

C11-27-20%

s}G@T

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTTHE Date: 2/27/(0
To: Director's Office Attn: OPR
Attn: TDC
b2
b7E From: GCeneral Counsel
bé National Securizy Affairs/Rosm 1974
b7¢C Contact: Julie F. Thomas
Approved By: Thomas Julie F
Drafted By:
i

i

CTitlePZ | NG POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER
20064
Synopsisr It is the opinion oI the Office of tne General
Counsol (0G2) that the above-rzcfcorcencec mattcr nust ke repocr-ed
t- the I0Z and to the FBI's Office of FPrcfessicnal Responsibilit
VOPRITL OG0 will prepare and deliver the reqnired morrespandence
t- ths I0z. Cur analysis follows.
(11) d from
iUJ"“wwu D 1ty
Refereﬁé‘é‘:'-v.% 27%-HO-C1225736-VIO-1159
in"""'Detalls’- --------- ( Az noTZed in the eslectronic conmmunication (EC)H,
thiz matter has arisen as a result of 3 Natlconal Security Letter

=3

HESL1 i3

“:Eﬁi: ZVE-HO-C1229736-VIO-115¢

sued byl
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From:  General Councel b7E
—HQ-C1229736-YVIO=-115%9, 2/14/2006

(-

(-

‘””:Diz As parT of this investizaticon, an HSL dated
2/9/2C0G was issued tol b7D
fecr financial records pertaining to ] .
prov.ded with the full legal name <
birth, social security nuwaber znd adsz

() e :}{iUpun reviewing the documents provided by[::::::] in Hh7D
té the NSL, learned that the material provided by 14
7as that of a completely different ndividaal, bearing 12
the samz namwe. This unrelated persin may be a Inited States

perzon. i P7E

m

() e :§<§ No data regarding the firancial records received in

errcr was U haded in—o FRI indices ror any <ther investigative
database. The Chief Division Cocunsel has sealed these Jdocuments
and will mwaintain them. [vill ke notified of their error.

iU) Mmm%m““Mw~[f As required by Fxecutive Order (F.OJO) 17805 and ;37D
Secticn 255 ™ the Mational [oreicn Irte_l:gence Frogram Manual b
(NEIEM), OGT was taskoed to determine whether the erroncous
produstion by of financizl recsrds unrelatad t£o the
snkbdjest of the NST is A matier which nist be reported b the TOR.
_t ois.

X Section 2.4 of E.O. 12863, dated 9/13/1993.
(- iandat es At Tnspeciors General and Genera. Counsel of he

_nte_ligence Tommunity components (in the FBI, the Assistant
Director, Inspection Division, and the General Counoel, cGe,
resoectively) report —o the IOE zl1ll information "concerning
inte_ligence activities that they bave reason to believe may be
un*wwful or contrary —o Executive Orzer -1 FPresidential -
Lootive. In thizs inctance, the erronccus production by jb’D
-f financial records concernirg an individual who may be a b4
IImited States person, was done without the anthorization required

by law. Conseguently, in accordance with E.O. 12833 and Sec-ion

2=-5¢ of tfhe MEIEM, the orror must ke reported fo the ICE, which

this Office will do.
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From: Seneral Counsel H7E
CTE-HO-C1 2087 3R-VIO-1159, /14720006

Set Lead 1: (Action)
b2
1| b7E
ar b7D
=1 b4
Return sealed docunmen—s tol
Set Leaz Z: (Discretionary)

INSPECT 20N

Al WASHINGTON, D.C.

(U) For appropriate action.

Ma. Thomas

1 _

1 - I | NV uc b6
1 - b7C
1 - IOE Likbrazry
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ALL INFOFMATICON CUNTAIMED
HEREIN I3 UNCLASIIFIEDR EXCEPT
WHERE 5SHOWN CTHERWISE

v 11-87-2007 ‘
IFIED BY obh179 DMH/ESRoh

BECLASSTET U L1-57-20%2

SEB’QJT #1082884

INTELLIGENCE _OVEESIGHT BOARD {IOE; MATTER bo
- Lo JFIELD OELCE

" IOB VATTER _1r>< b7E

isﬁx““- :;?(:“ﬁﬂ%[:::::]?ield Of<ice ~f the Federal Durean of
;hVGstigation hasg reporZed an erxror in cznjunction with that

divisionts| | 1n this -
Legard, 1o response to oa National Security Letter (HEL) by[:::] bl
erronecusly provided Zinanclal records which were ;b7A>
Unlec_aced to che subjsct of the MSL, which were asscciated with a :b6
castomer who may e a United 3tates cerscn. b7C
b2
() This mat=-er has beer reported toc thes FBI's Office b7E
ot Frofeszional Responsibility for appropriate action. b7D
b4

assify on:
}Bc{ET

NSL VIO-34052



