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WHERE SHOOT OTHERWISE CLASSIFIED BY 65179 DHH/KSR/cb 

m K m m i;-4 i;c;( 
DE'CIJtS'SI Ff" "OF: II-27-2Q32 SECRET 

FEDERAL BUREAU OF INVESTIGATION #1082884 

Precedence: ROUTINE Date: 05/11/05 

To: Director's Office 

Counterintelligence 

Attn: OPR 

Attn : AD 

ta7C 
ta 2 

( U ) 

( U ) 

(U) 

( U ) 

From: General Counsel 
National Security Law Branch/Rm. 7975 
Contact: 

Approved By: Thomas Julie F 

27 8-HQ-C122 97 36-VIO 

INTELLIGENCE OVERSIGHT 
(IOB) MATTER 2005-

Synopsis: It i s the opinion of the Office of General 
Counsel (OGC) that the above referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

(Ü) x 
Reference : X 2 7 8-HQ-C12 2 97 3 6-VIO Serial 794 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

NSL VIO-34027 



SE^Ä^T 

To: Counterintelligence From: General Counsel 
:v : 21 8- HQ-Cl22 97 3 6-VIO, 05/11/05 

Details : (S) By electronic communication (EC) April 4, 2 0 05, 
(cited below)1, the Counterintelligence Division ("CD") reported 
3 nn.q.qihl p T OR prror in rnninnrti nn with i t .<=: I 

regard,[ 
In this 

]reported that, on June 1U, 2UU4, the United 
States Foreign Intelligence Surveillance Court (F1SC) authorized 
electronic s u r v e i l l a n c e ! I 

1 

b7C 

Because electronic surveillance for the cellular 
:elephone number was""|"""""""" 

bl 

..CQ.u_L.a...no.r-ai-S-C-errr 

Activity on the cellular telephone number resumed on 
|the activity 

í 
Jdue to the vague 

) 
and minimal content of the calls. On npnpmhpr 17 2004, at the 
request of the FBI,| |advised that| ^ ^ ^ nnt th^ 

—--current subscriber of cellular telephone number 

bl 
b6 
b7C 
b4 
b7D 

(U) See EC from the Counterintelligence Division to the General 
Counsel, dated 04,04/05 Case ID# 278-HQ-C1229736-VIO Serial 794, titled 
"Intelligence Oversight Board Matter." 

SEC: 

NSL VIO-34028 



SE^ET 

(U) 

( S ) 

To: Counterintelligence From: General Counsel 
"Re-: -^X^ 27 8- HQ-C122 97 3 6-VIO, 05/11/05 

On December 17, 2004, electronic surveillance of this cellular 
telephone was discontinued at 10:55 a.m. EST. 

CD is providing OIPR[ 

h i 

(U) 

(S) 

etamec 
~|the original in TTie field. 

r fhp L'U I 

is being provided to OIPR. 

As required by Executive Order (E.O.) 12863 and 
Section 2-56 of^the National Foreign Intelligence Program Manual 
(NFIPM, OGC was tasked to determine whether the surveillance 
error described here is a matter which must be reported to the 
IOB. It is. 

(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 
Hi rpptivp " Tn thi g i n.gtannp; the FISA collection on telephone 
"ntimb-e-r-J |was done without the authorization reguired 
by law. Conseguently, in accordance with E.O. 12863 and Section 
2-56 of the NFIPM, the error must be reported to the IOB, which 
this Office will do. 

b7C 

Lead(s): 

Set Lead 1: (Action) 

DIRECTOR'S OFFICE 

NSL VIO-34029 



(U) 

SE 

To: Counterintelligence From: General Counsel 
- 2 7 8-HQ-C12 2 9736-VI0, 05/11/05 

AT OPR, FO, PC 

(U) For review and action deemed appropriate. 

Set Lead 2 : (Action) 

COUNTERINTELLIGENCE DIVISION 

AT WASHINGTON, DC 

(U) CD-3A is requested to ensure that 
CD's EC 2 7 8-HQ-C12 2 2 97 3 6-VIO, Serial 7 94 , has 

been submitted to the Office of Intelligence Policy and Review, 
)artment of Justice. 

h 2 

1 - Ms. Thomas 

b7C 
1 - NSLB IOB Library 

NSL VIO-34030 



ALL IIFORHATIOI CONTAINED 
HEREIM IS UNCLASSIFIED EXCEPT 
SEERE SHOOT' • • • OTHEFSI SE-

DATE: 11-27-2007 
CLASSIFIED BY 65179 DHH/KSR/cb 
REASÜH:1. 4 |c| 
DECLASSIFY OH: 11-27-2032 

SE^ET 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
COUNTERINTELLIGENCE DIVISION 

IOB MATTER 2005| ](U) 

T h e Counterintelligence Division ("CD") of the 
Federal Bureau of Investigation ("FBI") has reported an 
electronic surveillance error in conjunction with that division's 

rn tmsregard, on 
June 10, 2004, the United States Foreign Intelligence 
••S-u-r-ve-i-1-l-a-nGe....CQ.ur.t. authorized electronic surveillance on several 
tpi pnhnnp numbers, including ceirüTär"TeTeptione---mimfeer-j-

J.....S.ubseguent investigation rpypal pd that thi .q cellular - | .S.u b.seg uent investigation reveal« 
telephone number was not being utiTizecf 
2004, electronic surveillance of this ni 

On December 17, 
electronic surveillance of this number was discontinued at 

:55 a.m. CD is providing the Office nf Tntpl1igpnrp Pnlirv ^nH 
Rpvi pw ("OTPR'M. npn^rtrnprit nf Iii.qti r.p . 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

b2 

bl 

NSL VIO-34031 



II 
HEREIN IS UNCLASSIFIED EXCEPT 

DATE; 11-27-2007 

REASON: Iv4 (c) 
SECÄET DEGLÀSS-I-FT--ÔS-Ï 11-27-2Q32 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: '06/06 

ta 2 
ta7E 
ta 6 
ta7C 

(U) 

To: Director's Office Attn: OPR 

Attn: CDC 

From: General Counsel 
National 
Contact : 

Approved By : T h o m a s J u l i e E 

Drafted By: 

Case ID #: 

Title : x 

27 8-HQ-C122 97 36-VIO 

INTELLIGENCE OVERSIGHT BOARD 
(IOB) MATTER 2006' 

(U) Synopsis": It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter must be r 
to the IOB and to the FBI's Office of Professional Respons 
(OPR). OGC will prepare and deliver the required corres 
to the IOB. Our analysis follows. 

ibi1ity 
enee 

CTJ) X 
(UK 

Reference : 2 7 8-HQ-C12 2 97 3 6-VIO Serial 794 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

SECRfe^ 

NSL VIO-34032 



icfê 1] 
ta7E 

(ü) 
To : 

SEC: 

From: General Counsel 
^ 27 8-HQ-C12 2 97 3 6-VI0, 1/06/06 

Details: J&T By electronic communication (EC) October 5, 2005, 
(cited below) , | ¡reported a possible IOB error 

ta7E 
(SiE In June 2005, the case agent asked the 

Investigative Support Specialist (IIS) to create National 
Security Letters (NSLs) for two telephone numbers that belonged 
to the subject of the above-referenced matter. 

The case agent provided the IIS with two telephone 
numbers: one number was correct and no problems arose with 
respect to that telephone number. The second number was 
incorrect--the telephone number provided by the case agent was 

when in fact, the correct number was 

In September 2005, the case agent received the 
results of the NSL and made an immediate working copy of the 
information and placed the original in a 1A envelope and 
submitted it to the file. No information from the original NSL 
was uploaded. 

On 10/03/05, the case agent started working with the 
working copy and discovered that the name of the subscriber was 
not the name of the subject of the above-referenced matter. The 
case agent checked in ACS to ascertain what telephone number was 
listed on the NSL and realized it was an incorrect number. The 
case agent then contacted his supervisor and he and the 
supervisor then contacted the Chief Division Counsel. 

ta 2 
b7E 

No personal or identifying information on the 
incorrect number was uploaded into ACS from the NSL return. 
Additionally, no subscriber information was added to the 
telephone applications. No ACS checks ,| | 
| |data base checks were run on the 

ta 2 (U) See EC the General Counsel, dated 
10/05/05 Case ID# 278-HQ-C1229736-VIO Serial 1050, titled "Possible 

ta7E Intelligence Oversight Board Matter.1 

S E C R ^ 

2 

NSL VIO-34033 



b7E 
(U) 

SECRET 

To : From: General Counsel To : 
: 2 7 8-HQ-C12 2 9736-VI0, 1/06/06 

information. No open source or internet checks were done, 
either. The original NSL, as well as the responsive information 
which consisted of subscriber information and toll records, was 
turned over to the Chief Division Counsel and is secured in his 
saf e. 

(U1 •••••-•-
'"'LŜL As reguired by Executive Order (E.O.) 12863 and 

Section 2-56 of the National Foreign Intelligence Program Manual 
(NFIPM, OGC was tasked to determine whether the collection error 
described here is a matter which must be reported to the IOB. It 
i s . 

(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may 

i rj i te unlawful or contrary to Executive order or Presidential 
M directive/' In this instance, the collection on telephone number 

'I'- Ipursuant to the NSL was done without the 
authorization reguired by law. Consequently, in accordance with 
E.O. 12863 and Section 2-56 of the NFIPM, the error must be 
reported to the IOB, which this Office will do. 

bl 
he 
hlC 

Lead(s): 

Set Lead 1: (Action) 
b2 
b7E 

(U) Coordinate with FBIHQ, the Counterintelligence 
Division, to ensure that all information collected pursuant to 
the NSL is sequestered, sealed and delivered to the 
Counterintelligence Division for submission to the Office of 
Intelligence Policy and Review, Department of Justice, for 
destruction. 

SECRET 

3 

NSL VIO-34034 



IW 

SECk^T 

To : 
:v~<: 27 8- HQ-C122 97 3 6-VIO, 1/06/06 

From: General Counsel 

Set Lead 2: (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) For appropriate action. 

Set Lead 3: (Info) 

Counterintelligence 

AT WASHINGTON, P.C. 

(U) For information only. 

•• 

Ï 

Ms. Thomas 
I(Acting UC; 

•b7C 
1 - N SLB 10B Library 

NSL VIO-34035 



ALL IMPOMATI ON CONTAINED 
HE FIE IN IS UNCLASSIFIED 
WHERE SHOOT.... ÛTHERII SE. 11-27-2007 

SEC: 

CLASSIFIED BY 65179 

illllllllllllll 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
Jttl I I FIELD OE^IC^ -b2 

(U) 1 ' ""lOB'"MATTER""2t)-Q6---i |(XT b7E x The Field Office of 
the Federal Bureau of I nves t. i a a t. i o n ( " FBI" ) has reported an error 
in conjunction with that division's! I investigation of a 
United States person. In this regard, two National Security 
.Letters (NSL) ŵ r-̂  rrpatpH fnr twn telephone numbers. One 
telephone ni"1 riibe" --I [was incorrect; the correct number b7E 
was, in fact-,-I ISubscriber information and toll 

1 \ ..........records were collected lor the incorrect number pursuant to the 
'r NSL. Wher]T~ Irealized its error, it secured the records 

produced for the incorrect number in the safe of| | 
Chief Division Counsel. | | will provide these records 
to the Office of Intelligence Policy and Review ("OIPR"), 

artment of Justice. 

(U) This matter has been reported to the FBI's Office 
)f Professional Responsibility for appropriate action. 

NSL VIO-34036 



ALL IiJFORI'IATlUiJ COHTAIBED DATE: 11-27-2007 
HEREIN IS UNCLASSIFIED EXCEPT CLASSIFIED BY 65179 DMH/KSR. 
WHERE SHO¥I<I OTHERWISE REASON: 1.4 (c) 

DECLASSIFY"oi: 11-27-2032 
SEckfc^ 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE Date: 3/24, 

h 2 
b7E 
b 6 
b7C 

i^bl -
h 2 
b7E 

To: Director's Office 
Inspection 

I I 
Attn: 
Attn: CDC 

IIS 

From: General Counsel 
National Security Affairs/Room 797' 
Contact: Julie F. Thomas 

Approved By : Thomas Julie F 

Drafted By: 

Case ID #: 

Title: 

X (S) 
(UKX 

HQ-Cl2 2 9736 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-

Synopsis: ^ ^ ^ I t is the opinion of the Office of the General 
Counsel (OGC) that the above-referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

(U) 

(U) 
Reference : 2 7 8-HQ-Cl2 2 9736 

Details: noted in the electronic communication (EC), 
this matter has arisen as a result of a National Security Letter 
(NSL) issued by Baltimore in a full field counterintelligence 
investigation. 

NSL VIO-34037 



ÇET 

To: I I From: General Counsel 
iv: 2 7 8-HQ-C1229136, 3/22/2006 

b2 (U) 
yC^ As part of this investigation, an NSL was sent to 

the| ' Field Office I 1 on February 16, 2005, to 
deliver to| |"for the name, address, length of 
service, and electronic communication transactional records, to 
include existing transaction/activity logs and all email header 
information (not to include message content and/or subject 

|| 2 || -fi-e-l-d-s--) for--eroai-l--ad-dr-e.as....hQl.der.: 

bl 
b4 
b7D 

(U) April 1, 2005,1 H forwarded the results to FBI 
, ,, , I r ^ ^ w e r ^ nla.cad—l-rit-oj | 
\ '""""""""Wh'erT'they arrived inl I the case agent guickly reviewed 

the documents and did not see header information for the 
reguested subject's email address. The agent did not fully 
understand at that time that no information regarding the 
subject's email address had been included in the documents. 

b2 
b7E 

Û) ------ """" October of the same year, the case agent 
requested the assistance of another agent who had been assigned 
to a I 1 to assist in reviewing the records to 
determine what information the documents had provided. Upon 
review, it was discovered that the documents provided no • -____, — , >_• -^.-l-l-J - w W V _l_ -L J. l̂ L J. J. 1 1 W 

bl 1 r informatiö'n-f'0-rj- but rather provided billing and 

(S) 
o t h e r _ _ _ c_ o mp_ a n y... re coras... r or] 

Ĵ  The matter was referred to the CDC, who advised 
(U) that it should be directed to FBIHQ, and that the documents in 

guestion should be sealed. 

(U) ----- On October 26, 2006, the documents were sealed and 
placed in the file pending further instructions. 

b7D 
b4 
bl 

As reguired by Executive Order (E.O.) 12863 and 
Section 2^56 "bf the National Foreign Intelligence Program Manual 
(NFIPM), OGC was tasked to determine whether the erroneous 
production by| I of records unrelated to the 
subject but pertaining to| | is a matter which 
must be reported to the IOB. It is. 

NSL VIO-34038 



SĈ Ç'] SEC! 

To: General Counsel 
6 , 3/22/2006 

Section 2.4 of E.O. 12863, dated 9/13/1993. 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
directive." In this instance, the erroneous production by 
Network Solutions of records unrelated to the subject, but 
- -p e -r-t- a -1-n -i- -n-g - - - t-oj jwas done without the 
authorization required Dy law. Consequently, in accordance with 
E.O. 12863 and Section 2-56 of the NFIPM, the error must be 
reported to the IOB, which this Office will do. 

b2 
b7E 

hi 

Set Lead 1 : (Action) 

AT 

Return sealed documents to 

Set Lead 2: (Discretionary) 

INSPECTION 

AT WASHINGTON, P.C. 

(U) For appropriate action. 

h 2 
b7E 
b4 
b7D 

1 - Ms. Thomas 

1 -
1 - IOB Library 

b6 
b7C 

NSL VIO-34039 



DECLASSI FI'EB' ' ' BY ""65179' ' ' 'DHH'/KSR'/ cB' 
OH-11-27-20-07 

^SECRB^^» 

,TT, INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
" I FIELD OFFICE b2 

IOB ""FFITTER""2E-G6-4 IFEX b 7 E 

(U! \<Q The| |Field Office of the Federal Bureau 
of Investigation has reported an error in conjunction with a b2 
response to a National Security Letter (NSL) to| | b7E 

pursuant to the NSL, did not b7D 
provide records which were related to the subject's email b4 
address, as requested, but rather, erroneously provided records 
pertaining to the domain. 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

OECRET 

NSL VIO-34040 



HEREIN IS UNCLASSIFIED EXCEPT 
TJHERE SHOOT OTHERWISE DATE; 11-27-2007 CtASSIFIED BY 65179.. BHH/XSR/cb 

REASOW: 1.4.Jcj 
SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 2, 

To: Director's Office Attn: OPR 

Attn: CDC 

From: General Counsel 
National Security Affairs/Room 7 97< 
Contact: Julie F. Thomas 

<U) 

Approved By : Thomas Julie F. 

Drafted By: 

Case ID #: (X) 278-HQ-C1229736-VIO-1113 

tb2 Title; ----- ^ ^ POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2006' 

(U) --Synopsis-:- It is the opinion of the Office of the General 
Counsel ( OGjC ) that the above-referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

Reference : 278-HQ-C1229736-VIO-1113 ( U ) 

bl Details: n°ted in the electronic communication (EC), 
a this matter has arisen as a result of an investigation titled 

b2 J -
b7E As part of this 

i n vps t i c a t i o n a N a t i o n a l S p m i r i t v L e t t e r fNST, l wa s i s s i l p d b y 

b7D I t o J 
This NSL souqht 

i 

NSL VIO-34041 



(U) 

(S) 

(U) 

(S) 

(U) 

ïcfeŝ T 

.To : 
Re":" 

SEC: 

From: General Counsel 
ta 2 
ta7E 

27 8-HQ-C122 9736-VIO-l113, 2/10/2006 

2005, returned 
subs crib"e"r""and"" "t "oT 1"" Tecor cts""f"or""t"e'l"ephi one'"""numb'e"r" 

| Served the NSL and, via an EC dated 12/30 
to| | a package of material provided by f 
Included in the EC from|~~ | was the name and address of the 
subscriber to this telephone number. 

""" When the case agent received the material, he 
noted that the telephone number subscriber was unknown to him. 
He checked the telephone number of the subject and determined 
that the telephone number had been erroneously transposed when 
..the NSL was drawn up from his reguest: the correct telephone 
number on"""hl"S"'"""req-u-es-t--wa.s.. 

received frorr[ 
The package of material from. 

1 has not been opened and will be stored i n a 
secure location pursuant to instructions given in an email of AGC 

to all CDCs dated 11/22/2005.1 

Section 2-̂ 56 
As required by Executive Order (E.O.) 12863 and 
f the National Foreign Intelligence Program 
, OGC was tasked to determine whether the production 

of documents by| pnr.gn^pt tn thp prrnnpnii.g 
one number in the NSL drawn up by| I and served by 
_s a matter which must be reported to the IOB. It is. 

Manual(NFIPM) 

:el er 

(U) Section 2.4 of E.O. 12863, dated 9/13/1993. 
mandates tliat̂  Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
directive." In this i n s t a n r- p . t h p production of subscriber and 
toll records by I I of an erroneous subscriber 
telephone number was done without the authorization required by 
law. Consequently, in accordance with E.O. 12863 and Section 2-
56 of the NFIPM, the error must be reported to the IOB, which 
this Office will do. 

tal 
ta 7 A 
ta 2 
ta7E 
ta 4 
ta7D 

ta7E 
ta 6 
ta7C 

ta 4 
ta7D 
ta 2 
ta7E 

ta 4 
ta7D 

1This email instructed the CDCs in Field Offices to seal and sequester information 
improperly received from a carrier pursuant to an NSL 

SECfcs^ 

NSL VIO-34042 



To : 
Re 

( U ) 
: x : 

ET 

From: General Counsel 
2 IU-HY-ul2 2 9736-VIO-1113, 2/10/2006 

h 2 
b7E 

Set Lead 1 : (Action) 

AT 

Return sealed documents to 

h 2 
b7E 
b4 
b7D 

Set Lead 2: (Discretionary) 

INSPECTION 

AT WASHINGTON, P.C. 

(U) For appropriate action. 

1 - M.q Thnm^.q 
1 -
1 -
1 - IOB Library 
•• 

(Acting UC; he 
b7C 

SECRET 

3 

NSL VIO-34043 



HEREIN IS UNCLASSIFIED EXCEPT 

FEDERAL BUREAU OF INVESTIGATION 

DATE; 1 1 - 2 7 - 2 0 0 7 
£ LÀS.S IF IE D... BY.... 6 51.7 9... BHH./K5 R/ cb 
REASON: 1...4 tel. 

hlC 

( U ) 

Precedence: ROUTINE 

To: Director's Office 

Date: 2/06/( 

Attn: OPR 

Attn: CDC 

From: General Counsel 
National Security Affairs/Room 797' 
Contact: Julie F. Thomas 

Approved By : Thomas Julie F. 

Drafted By: 
( U ) Case ID #: 2 7 8 " H Q _ C 1 2 2 9 7 3 6 " V I 0 

(U) Title ta2 POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2006 

Synopsis: ) It is the anion of the Office of the General 
Counsel (OGC) that the above-referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

(U).... 

Reference 
(U) 

27 8-HQ-C122 97 36-VIO-57 8 

Details: no"t=-eĉ  ^he electronic communication (EC), 
b l } ..th.i.s.__matter has arisen as a result of a National Security Letter 
b7A _fNSTh i s si ]"ed"""'bvt"""""" 

b7C 
b2 
b7E 

SEC: c k s ^ 

NSL VIO-34044 



(U) 

h 2 
b7E Re : ' 

SE 

From: General Counsel 
27 8-HQ-C122 9736-VIO-57 8 , 10/7/2005 

(UK 

IU) 

( U ) 

irt of this investigation, an NSL dated A s P a 

6/23/05 was issued to [ 
I I tor trnancral records ertarnrng toThe 

t. The NSL was transmitted by EC tol 1 for 
e. By EC dated 8/02/05, | I transmitted the 

subj e 
servie 
results of the NSL received from 

( U ) The case agent began reviewing the documents and 
in December noticed that|"" H had provided two 
documents which were unrelated to the subj ect of the NSL: one is 
I | Letter of Authorization for | the second 
is a letter from an individual who appears to be| | 
customer reguesting that | noted in 
the first document. The case agent assumed that this customer 
was a United States person. He made no use of these documents; 
nothing from them has been uploaded into any database or stored 
in any file. The case agent informed the Chief Division 
Counsel(CDC), who reguested that the agent forward the documents 
to him. The CDC has secured these documents pursuant to 
instructions given bv AGCI |in an email to all 
CDCs dated 11/22/05.1 I _ I notes that there is nothing in 
the NSL which should have led 
documents. 

to produce those two 

As reguired by Executive Order (E.O.) 12863 and 
Section 2-56 bf the National Foreign Intelligence Program Manual 
(NFIPM), OGC was tasked to determine whether the erroneous 

by | | of two documents unrelated to the .on 
subject of the NSL is 
It is. 

a matter which must be reported to the IOB. 

Section 2.4 of E.O. 12863, dated 9/13/1993. 
mandates fhatNInspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 

h 2 
hl E 
b7D 
b 4 

b7D 
b 4 
h 2 
b7E 
h 6 
hlC 

hlD 
b 4 

1 This email instructed the CDCs in Field Offices to seal and sequester information 
improperly received from a carrier pursuant to an NSL. 

SECRÌÌS^ 

NSL VIO-34045 



(U) SEC 
b2 From: General Counsel b7E 

Re:\>&f 27 8- HQ-C122 9736-VIO-57 8 , 10/7/2005 

intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
directive." In this instance, the erroneous production by 'FO7D 
| | of two documents concerning an individual who is 
most probably a United States person was done without the 
authorization reguired by law. Conseguently, in accordance with 
E.O. 12863 and Section 2-56 of the NFIPM, the error must be 
reported to the IOB, which this Office will do. 

Set Lead 1 : (Action) 

AT 

Return sealed documents to 

Set Lead 2: (Discretionary) 

INSPECTION 

AT WASHINGTON, P.C. 

(U) For appropriate action. 

b2 
b7E 
b7D 

1 - Ms. Thomas 
1 fAnting UC) 

1 - IOB Library b7C 

NSL VIO-34046 



ALL INFORMATION CONTAINED 
HEREIW IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE Dills 11-27-2007 

G LAS SIFIEB- • • • BY- • • • 6-517 9 • • • DfDH /KSR/eia 
RE-&SOH-: !••;•• 4 (-e)-
DE-G-LASS-Ï-FY-OH-Ï M-27~2fK33 

(U) 
-1NT-ELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

I LD OFFICE 
IOB MATTER 20061 

The Field Office of the Federal Bureau 
of Investaqatron has reported an error in corn unction with that 
divisTdh"''s--| I In this regard. 
in response to a National Security Letter (NSL) to 

I I erroneously provided two documents which were 
unrelated to the subject of the NSL, which were associated with a 

I ""[customer who is probably a United States person. 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

Del 
îssify on: 

ta 2 
ta7E 

tal 
ta 2 
ta7E 
ta7D 
ta 4 
ta 6 
ta7C 
ta 7 A 

NSL VIO-34047 



ALL INFORMATION CQHTAIMED 
HERE III IS UNCLASSIFIED EXCEPT 
H8EBE s mm.... qxseeiisi; 

SEcks^ 

DATE': 11-27-2007 

PEAS ON i 1...4 (-G)-
DECLASSIFY ON; 11-27-2032 

INTELLIGENCE OVERSIGHT BOARD 
I I FIEL 

(U) T O B- M A T T E R- - -2- -0- 0 € 

IOB) 
ICE. 

MATTER 

iField Office of the Federal Bureau 
.of Investigation has reported an error in coni unction with that 
division-*-̂ -- 1 In this 
regard, a telephone number in an NST, to | | was 
erroneously transposed, andl Inroclncecl suhsnnhpr and tol] 
records for a customer who was not the subject of the NSL. 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

h i 
h7A 
h 2 
h 7 E 
h 6 
h7C 
h 4 
h7D 

NSL VIO-34048 



II 
HEREIN IS UNCLASSIFIED EXCEPT 

SE^ET 

FEDERAL BUREAU OF INVESTIGATION 

DATE: 11-27-2007 
CLASSIFIED BY 65179 DIffl/ESR/cb 
REASOM: 
DECLASSIFY""OH: 11-27-2032 

Precedence: ROUTINE Date: 2iT 

To: Director's Office 

b2 
b7E 
b6 
b7C 

(U) 

(U) 

(U) 

Attn: OPR 

Attn: CDC 

From: General Counsel 
National Security Affairs/Room 7 97< 
Contact: Julie F. Thomas 

Approved By : Thomas Julie F 

Drafted By: 

Case ID 

Titleb2 . x 27 8-HQ-C122 97 36-VIO-l15 9 POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-

Synopsi"s":"-'-̂ JX̂  It is the opinion of the Office of the General 
Counsel (OGC) that the above-referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

<TJ) 

Reference 27 8-HQ-C122 97 36-VIO-115 9 
<U) 

(S) 

Details : "^^C ^ S no"t="eĉ  "t="̂ ie electronic communication (EC), 
this matter has arisen as a result of a National Security Letter 
(NSL) issued bvf I 

b7A 
h 2 

b7E 

NSL VIO-34049 



c^KT 
(U) 

SEC: 

From: General Counsel b7E 
278-HQ-C122 97 36-VIO-115 9, 2/14/2006 

(U) 

As part of this investigation, an NSL dated 
1/9/2006 was issued to | g | b7D 

I was b4 for financial records pertaining to the subj ect. 
provided with the full legal name of the subject, his date oT 
birth, social security number and address. 

^ "" j^X^ : : reviewing the documents provided by | . _. 
response to the NSLf|"" I learned that the material provided by 

lwas that of a completely different individual, bearing 
the same name. This unrelated person may be a United States 
person. 

(U) y v data regarding the financial records received in 
error was 'uprbaded into FBI indices nor any other investigative 
database. The Chief Division Counsel has sealed these documents 
and will maintain them. will be notified of their error. 

di recti ve . " In this instance, the erroneous production by | **| 
I of financial records concerning an individual who may be a 

b7D 
b4 
h 2 
b7E 

V reguired by Executive Order (E.O.) 12863 and . 
Section 2^56 oi the National Foreign Intelligence Program Manual 
(NFIPM), OGC was tasked to determine whether the erroneous 
production by | |of financial records unrelated to the 
subject of the NSL is a matter which must be reported to the IOB. 
It is . 

Section 2.4 of E.O. 12863, dated 9/13/1993. 
(U) •-""""'""'mandates that Inspectors General and General Counsel of the 

Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential b7D 

b4 
United States person, was done without the authorization reguired 
by law. Conseguently, in accordance with E.O. 12863 and Section 
2-56 of the NFIPM, the error must be reported to the IOB, which 
this Office will do. 

NSL VIO-34050 



SECRÌÌS^ SE 
(U), ! b2 

To : I I From: General Counsel b7E 
Re: ^^^78-HQ-C1229736-VIO-1159, 2/14/2006 

Set Lead 1 : (Action) 
b2 
hi E 
hlD 
b4 

AT 

Return sealed documents toi 

Set Lead 2: (Discretionary) 

INSPECTION 

AT WASHINGTON, P.C. 

(U) For appropriate action. 

1 - Ms. Thomas 
1 -.1 I i Act i rug U C ) J ^ 

1 - 1 I b 7 C 1 - IOB Library 

SECK 

3 
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ALL IiJFORI'IÀTIOiJ COHTAIBED 
HEREIN IS UNCLASSIFIED EXCEPT 

S E & ^ E T 

DATE: 11-27-2007 

CLASSIFIED BY 65179 
REASON: I"." 4 (cj 
DEULMSTFTBl: n'-2'?-2ö'3'2 

#1082884 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
(U) - I 1 FIELD OFFICE 

IOB 'MATTER"""2"Q'Q-61 

Field Office of the Federal Bureau of 
In ve-s-ti_gation "has reported an error in conjunction with that 
division's'"! | In this 
regard, in response to a National Security Letter (NSL) to | 

erroneously provided financial records which were 
unreiarea 10 the subject of the NSL, which were associated with a 

customer who may be a United States person. 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

b7E 

b l 
b7A 
b 6 
b7C 
b 2 
b7E 
b7D 

[assify on: 

^b^ret 

NSL VIO-34052 


