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INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-

Synopsis: It is the opinion of the Office of the General Counsel 
(OGC) that this matter must be reported to the Intelligence Oversi 
Board (IOB). OGC will prepare and deliver the necessary 
correspondence to the IOB. 

(u: Derr^Sd^CQffi^-r G- 3 
ïssify On: 

Reference: 

By electronj c communi cati on (EC) dated 03/27/2006, the 
Jreguested that OGC review the Field Office [ 

tacts of the captioned matter and determine whether it warrants 

SE^Ï^T 
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To: 
Re: 27 8-HQ-C122 97 36-VIO, 04/18/2 

SECK 

From: Office of the General Counsel 

reporting to the IOB.1 In our opinion, 
follows. 

)es . Our analysis 

bl 
b7A 
b2 
b7E 

_L£J Tn the FC. I reported that. 

(U) 

b7D 

( U ) 

(U) 
h 2 
b7E 

On 02/09/2006, during the course of the investigation, 
a case agent forwarded an email to an investigative support specialist 
(ISS) asking the ISS to create National Security Letters (NSL) for two 
telephone numbers that were associated with the subject of the 
investigation. On 02/13/2006, the ISS created NSLs for the two 
telephone numbers. Due to an inadvertent error, however, one of the 
telephone numbers was erroneously t r^nsnri bed .3 The NSL witl^ the 
erroneous telephone number was forwarded to X On 03/23/2006, the case agent received the toll records on a CD. On 03/24/2006, the case agent opened the toll records and 
immediately noticed the discrepancy in the telephone number. The case 
agent promptly notified his supervisor and placed the original CD in a 
CD box. The CD box was sealed and submitted to the custody of the 
Chief Division Counsel. 

Nothing from the original NSL was uploaded. 
Specifically, "ho personal or identifying information on the incorrect 
telephone number was unloaded into ACS from the NSL return. Further, 
no ACS checks,| |data base 
checks were performed on any information from the NSL return. 

(Ul-

fe 2 
b7E 
b6 
b7C 

- X EC from ]to OCG dated 03/27/2006 and 
titled "Possible Intelligence Oversight Board Matter, (IOB) SA 

I SSA 
2 (U) A "United States person" (USP)is defined in Section 

101(i) of FISA (codified at 50 U.S.C. § 1801 et seq.) as "a 
citizen of the United States [or] an alien lawfully admitted for 
permanent residence (as defined in section 101(a)(20) of the 
Immigration and Naturalization Act) . . . ." 

(U) In order to avoid any further dissemination of this 
incorrect telephone number, the number is not being listed in 
this document. 

SE&ÄJj^ 
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SECRÈ*^ h 2 
b7E To: From: Office of the General Counse; 

Re: 27 8-HQ-C122 97 36-VIO, 04/18/2 

(U)-

Finally, no open source or internet checks were conducted on the 
information. 

" A copy of the original NSL and the information received 
are being maintained by the Chief Division Counsel in his safe. 

(U) Section 2.4 of Executive Order (EO) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsel of 
the Intelligence Community components (in the FBI, the Assistant 
Director, INSD, and the General Counsel, OGC, respectively) report to 
the IOB intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential directive. 
This language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight Board 
(PIOB). 

(U) 

bl 

(U) 

( u ; 

(and its prede 
mandate the 
General's Guid 

By longstanding agreement between the FBI and the IOB 
cessor, the PIOB), this language has been interpreted to 

ng of any violation of a provision of The Attorney 
elines for FBI National Security Investigations and 

Foreign Intelligence Collection (NSIG), or other guidelines or 
regulations a 
12333, dated 
part to ensure 
persons. Viol 
in nature need 
however, to ma 
the Counsel to 

pproved by the Attorney General in accordance with EO 
4/1981, if such provision was designed in full or in 

the protection of the individual rights of U.S. 
ations of provisions that are essentially administrative 
not be reported to the IOB. The FBI is reguired, 
intain records of such administrative violations so that 
the IOB may review them upon reguest. 

obtain three 
communi cation 
providers (Ele 
§ 2709); (2) f 
Act) (12 U.S.C 
(Fair Credit 
U.S.C. § 2709, 
from telephone 
Q ^ n i i r - i j- \ i -j 

(S) 

NSLs are administrative subpoenas that allow the FBI to 
es of information: (1) telephone and email 

records from telephone companies and internet service 
ctronic Communications Privacy Act (FCPA)) (18 U.S.C. 
inancial institution records (Right to Financial Privacy 
. § 3414(a)(5)(A)); and (3) credit bureau information 
orting Act) (15 U.S.C. § 1681u (a), (b)). ECPA, 18 

provides that the FBI may seek toll billing information 
carriers that is relevant to an authorized national 

In this situation, the information obtained by the FBI 
was not relevant to an authorized national security investigation. 
Due to the incorrect number stated in the NSL, the FBI received 
telephone toll billing records pertaining to a telephone number that 
was neither under investig2>£ion nor related to an investigation. 

NSL VIO-31310 



¡RET 

!b7E To: | | From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 04/18/2C 

(U)-

b7E 

Therefore, the information was improperly collected, although 
unintentionally so, in violation of the NSIG and ECPA. 

It should be noted that | |response in 
receiving the''erroneous information was commendable. Upon receiving 
the incorrect toll records, the case agent immediately noticed the 

'j-)2 discrepancy, notified his supervisor, and placed the original CD in a 
CD box. Proper procedures were then undertaken by sealing the CD box 
and submitting the box to the Chief Division Counsel's custody. No 
personal or identifying information on the incorrect telephone number 
was uploaded into ACS from the NSL return. Further, no ACS checks, 

jdata base checks were 
performed on any information trom the NSL return. Finally, no open 
source or internet checks were conducted on the information. 

(U) Here, the target's rights were not violated because he 
was not the subject of the improperly collected information. It is 
unknown whether the erroneous information received pertained to a 
United States Person, inasmuch as there has been no review of the 
information. Nonetheless, based upon the fact that information which 
may be about a USP was improperly, although inadvertently, collected, 
and in accordance with the reporting reguirements of Section 2.4 of 
Executive Order 12863, OGC will prepare a cover letter and a 
memorandum to report this matter to the IOB. 

4 
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b7E 
To: 
Re: 27 8-HQ-C122 97 36-VIO, 04/18/2 

SECRET 

From: Office of the General Counse' 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

h 2 
b7E 
b6 
b7C 

Set Lead 3: (Action) 

AT 

(U) The CDC should continue to retain custody of the improperly 
received information. This information should continue to remain 
sealed and sequestered in the CDC's safe until further direction from 
OGC. 

cc : Ms. Thomas 

IOB Library 

.ET 

5 
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(S) 

h 2 
b7E 

SEC: 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
f IFIELD OFFICE 

IOB MATTER 2006-| "|u) 

(S) Field Office f 

MATTER 

electronic communication (EC) dated March 27, 
Federal Bureau of Investigation (FBI) 

that,f 

during the course of £ 
_ I On February 2 r 

] investigation, an FBI case agent 
3 

forwarded an email to an FBI investigative support specialist 
(ISS) asking the ISS to create National Security Letters (NSL) 
for two telephone numbers that were associated with the subject 
of the investigation. On February 13, 2006, the ISS created NSLs 
for the two telephone numbers. Due to an inadvertent error, 
however, one of the telephone numbers was erroneously 
transcribed. The NSL with the erroneous telephone number was 
forwarded to| 1 

Due to the incorrect number stated in the NSL, the 
FBI received \elephone toll billing records pertaining to a 
telephone number that was neither under investigation nor related 
to an investigation. The error was discovered upon receipt of 
the information, and the records were neither reviewed nor used 
for any investigative purpose. Despite the inadvertent nature of 
the mistake, the fact remains that information was improperly 

gation . 
1 T~|The 

Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection.1 
matter is being reported to the IOB. 

ALL INFO REATI OH 
HEREIN. ..IS... UMCLâS 5IFIED. • • EXCEPT 

Thus, the 

...11.-19.-200.7 
CLASSIFIED BY 65179/DHH/KSR/ 
REASON: 1.4 (c) 
DECLASSIFY" ON: 11-19-2032 

(U) 1 Section V.12. authorizes use of National Security 
Letters in conformity with 18 U.S.C. § 2709 (relating to 
subscriber information, toll billing records, and electronic 
communication transactional records). The statute reguires that 
information sought is relevant to an authorized national securit 
investigation. 

NSL VIO-31313 
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INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

-Administrative": This electronic communication (EC) contains 
information from the following documents: (1) a copy of the 
National Security Letter (NSL) dated 12/07/2005; (2) a copy of 
the EC dated 12/07/2005 forwarding the NSL to the| Ifield 
Division to be served on the carrier; (3) a copy of the EC dated 
12/21/2005 delivering the results of the NSL to the| | 
Field OfficeT b and (4) a copy of the EC dT 1 

02/10/2006 fr^l 
mal :er. 

Reference : 

. G J _ C O U . _ L L . C J L J J _ L I L C I N O - U L . L J L I L C 

l and (4) a copy of the EC dated 
to OGC reporting a potential IOB 

(Pending) 

sfeçÇET 
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!RET b2 
To: | | From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 05/22/2 

b7E 

Details: By EC dated 02/10/2006, | |requested that 
OGC review trie facts of the captioned matter and determine whether 
it warrants reporting to the IOB. As explained below, in our 
opinion, the FBI is not required to report this matter to the IOB. 

On 12/07/2005,1 | drafted an NSL pursuant 
to 28 U.S.C. § 2709 seeking toll billing records for a cellular 
telephone number. Specifically, the NSL sought "the name, 
address, length of service, and all local ^nd Innn di.qt^ngp toll 
records for the following telephone_n-umbe-r-:---"l |from 
date of inception__ EC dated 12/07/2005, 
was.-f-orwarde'd""to the I I Division to be delivered to 

On 12/21/2005, the| | Division forwarded the 
results of A NSL to I | Upon receipt of the 
informationJ |reviewed the NSL results and learned that 
the records included not only the billing records for the 
subject, who was the current subscriber for the number. but a 1 so ur^ 
the billing records for the two prior subscribers 
subsequently sealed and seguestered the telephone records of the 
two prior subscribers. 

(U) Section 2.4 of Executive Order (EO) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsel 
of the Intelligence Community components (in the FBI, the 
Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. This language was adopted 
verbatim from EO 12334, dated 12/04/1981, when the IOB was known 
as the President's Intelligence Oversight Board (PIOB). 

(U) By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of The Attorney General's Guidelines for FBI National 
Security Investigations and Foreign Intelligence Collection (AG 
Guidelines), or other guidelines or regulations approved by the 
Attorney General in accordance with EO 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

SECkE^ 

2 
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(U) 

(U) 

SE^R^T 

To : | | From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 05/22/2 

NSLs are a specific type of investigative tool that 
allows thé Fl3T to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). ECPA, 18 U.S.C. § 2709, provides that the FBI 
may seek toll billing information from telephone carriers that is 
relevant to an authorized national security investigation. 

| [the A G Guidelines bl 
provides that NSLs may be issued in conformity with statutory 
reguirements, including 18 U.S.C. § 2709. 

Here, during an authorized investigation,1 the EBI 
properly served an NSL on a telephone carrier. In response to 
the properly served NSL, the FBI obtained information regarding 
prior subscribers' records that were not relevant to the 
investigation.2 It appears that this information, although 
lawfully obtained, is not relevant to the investigation and 
should be segregated to protect the potential privacy interests 
of United States persons. As already accomplished in this 
matter, once information not relevant to an authorized 
investigation is received, the field shall seal and seguester 
such information. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting reguirements of Section 2.4 of 
EO 12863, it is our opinion that this error need not be reported 
to the IOB. A record of this decision should be maintained in 
the control file for future review by the Counsel to the IOB. 

(S) 

2 The target's rights were not violated because he was not 
the subject of the improperly collected information. It is 
unknown, however, whether the information of prior subscribers' 
records pertained to a United States Person inasmuch as there has 
been no review of the information. 

SEÏtS^E^ 

bl 
b2 
b7E 
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To : | 1 From: Office of the General Counsel 
•b7E Re: 27 8-HQ-C122 97 36-VIO, 05/22/2 006 

LEAD(s): 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 

b2 
b7E m 

(U) With respect to the information that was improperly 
received from the carrier, please seal it and sequester it within 
the CDC s safe. The information should continue to remain sealed 
and sequestered in the CDC's safe until further direction from 
OGC. 

cc: Thomas 

b6 
b7C 

IOB Library 

4 
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( U ) 

(U) 

Precedence : 

To: 

ROUTINE Date: 05/19/2006 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: 

S£ I 3 

CD-2C, SSA 

IIS f CR 

From: Office of the General Counsel 
MQT.R / fTTJl / Pn rym 7 Q/I 7 
Contact : AGC 

Approved By: Thnmaq ,Ti 1 1 ^ ïï1 

Drafted By* 

ALL IKF0P1IATI0K CÛKTÀBJEB 
HEEE1S IS UNCLASSIFIED EXCEPT 
TMERE " " S'HO TO' ' ' OTHEOTI S'E 

case ID # : 27 8-HQ-C122 97 36-VIO Serial 1254 (Pending) 

.Title: W INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-

( U ) 

(U) 

Synopsis: 0\) It is the opinion of the Office of the General 
-••Co-unsel (O^C) \hat this matter need not be reported to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

Administrative: This electronic communication (EC) contains 
information fromMiher following documents: (1) a copy of the 
National Security Letter (NSL) dated 10/25/2005; (2) a copy of 
the EC dated 10/25/2005 forwarding the NSL to the! Ifield 
Division to be served on the carrier; (3) a copy or r.ne EC dated 
02/01/2006 del i veri no the results of the NSL to the| | 
Field Office | I and (4) a copy of the EC dated 
03/13/2006 from] |to OGC reporting a potential IOB 
matter. 

Reference : Pending) 

Hill 
(c) 

sètSÇET 

NSL VIO-31324 
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bl 
(Ub2 

lb7D 

^SSGBS^ 

To:l 1 From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 05/19/2 006 

(Tl'i v 1 
,b2 Details: "">$0 By EC dated 03/13/2006,| |requested that 
b7E OGC review the facts of the captioned matter and determine whether 

it warrants reporting to the IOB. As explained below, in our 
opinion, the FBI is not reguired to report this matter to the IOB. 

On 10/25/2005,| |drafted an NSL pursuant 
o 28 U.S'TC. ^ 2709 seeking toll billing records for a cellular 

•b7E telephone number. Specifically, the NSL sought "the name, 
address, length of service, and thereafter, all local and long 
distance toll biLl i no rarnrrls ag^ociated with the following 
te 1 ephone'"numb'e'rJ prom date of inception to 
present." By EC dated 10/25/2005, the NSL was forwarded to the 

Division to be delivered to I 

(U) > < 02/01/2006. thef | Division forwarded the 
k2 results of the NSL to| 1 The results arrived in two 
•, _ formats, paper and CD. Upon receipt of the information, 

I Irevi ewed the paper format. The paper copy detailed the 
subject's telephone records and identified the subi ect as the 
user of the cellular telephone number. I l a s s u m e d that 
the CD contained the same information. 

(U) 'yt&C However, on 03/13/2006| |viewed the 
contents from the CD and learned that the CD contained more 
information than the paper copy. The information contained in 
the disk included the records of prior subscribers for that same 
telephone number. Upon the discovery of this additional 
information not relevant, although lawfully obtained, the case 
agent sealed the disk in an envelope and informed her supervisor 
and the Chief Division Counsel (CDC) of the incident. Currently, 
the disk remains in a sealed envelope. 

(U) Section 2.4 of Executive Order (EO) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsel 
of the Intelligence Community components (in the FBI, the 
Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. This language was adopted 
verbatim from EO 12334, dated 12/04/1981, when the IOB was known 
as the President's Intelligence Oversight Board (PIOB). 

(U) By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of The Attorney General's Guidelines for FBI National 

NSL VIO-31325 



To : | | From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 05/19/2 006 

Security Investigations and Foreign Intelligence Collection (AG 
Guidelines), or other guidelines or regulations approved by the 
Attorney General in accordance with EO 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is reguired, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon reguest. 

..xf'Ŝ s, NSLs are a specific type of investigative tool 
that allows the FBI to obtain certain limited types of 
information without court intervention: (1) telephone and email 
communication records from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709); (2) records of financial institutions (which is 
very broadly defined) (Right to Financial Privacy Act, 12 U.S.C.§ 
3414(a)(5)(A)); (3) a list of financial institutions and consumer 
identifying information from a credit reporting company (Fair 
Credit Reporting Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) 
full credit report in an international terrorism case (Fair 
Credit Reporting Act, 15 U.S.C. § 1681v). ECPA, 18 U.S.C. § 
2709, provides that the FBI may seek toll billing information 
from telephone carriers that is relevant to an authorized 
national security investigation. | | bl 

| the AG Guidelines provides m a r M^rs may oe issued 
in conformity with statutory reguirements, including 18 U.S.C. § 
2709. 

v 
SI Here, during an authorized investigation,1 the FBI 

properly served an NSL on a telephone carrier. In response to 
the properly served NSL, the FBI obtained information regarding 
prior subscribers' records that were not relevant to the 
investigation.2 It appears that this information, although 
lawfully obtained, is not relevant to the investigation and 
should be segregated to protect the potential privacy interests 

2 The target's rights were not violated because he was not 
the subj ect of the improperly collected information. It is 
unknown, however, whether the information of prior subscribers' 
records pertained to a United States Person inasmuch as there has 
been no review of the information. 

^secEb«. 
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b2 
h7E 

SEC: 

To \ | From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 05/19/2 006 

of United States persons. As already accomplished in this 
matter, once information not relevant to an authorized 
investigation is received, the field shall seal and seguester 
such information. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting reguirements of Section 2.4 of 
EO 12863, it is our opinion that this error need not be reported 
to the IOB. A record of this decision should be maintained in 
the control file for future review by the Counsel to the IOB. 

NSL VIO-31327 



b2 
•b7E 

h 2 
blE 

b2 To :| 1 From: Office of the General Counsel 
k7E Re: 27 8-HQ-C122 97 36-VIO, 05/19/2 006 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 

m [ 
(U) With respect to the information that was improperly 

received from the carrier, please seal it and sequester it within 
the CDC s safe. The information should continue to remain sealed 
and sequestered in the CDC's safe until further direction from 
OGC. 

cc: Ms. Thomas 

IOB Library 

NSL VIO-31328 



Ij&eSBSSCI 
b 2 INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

(U) 
rTF,LP OFFICE 

IOB MATTER 2006 

By electronic communication dated March 29, 2 ( 
the Federal Bureau of Investigation (FBI)| |Field 
Office reported that, on November 23, 2 004, the FBI submitted a 
National Security Letter (NSL) seeking telephone toll billing 
records relating to a certain target to | | Due to a b2 
typographical error, the telephone number on the NSL was .b7E 
erroneously transcribed. On February 4, 2005, the telephone '3̂ 4 
records were opened and it was determined that they were not the b7D 
target's records. | immediately ceased review of the 
telephone records. 

Due to the incorrect number stated in the NSL, the 
(U) """"""""""""""FBI recei^a\telephone toll billing records pertaining to a 

telephone number that was neither under investigation nor related 
to an investigation. The error was discovered upon receipt of 
the information, and the records were neither reviewed nor used 
for any investigative purpose. Despite the inadvertent nature of 
the mistake, the fact remains that information was improperly 
collected on a telephone number unrelated to an investigation. 
The overcollection was a violation of Section V.12. of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection. Thus, the 
matter is being reported to the IOB. 

DECLASSIFIED BY 65179/DHH/KSR/RW 
01 12-03-2007 
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U.S. Department of Justice 

Federal Bureau of Investigation 
SÏWet 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chai rman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-e 
memorandum entitled "Intelligence Oversight Board Matter 
2006-1 I (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 
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Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

NSL VIO-31331 
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bl 
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Precedence: ROUTINE 

To: 

Date: 05/05/2006 

Attn: SSS-C 
SA 

1 

Counterintelligence 

Inspection 

Attn: CD-2B, SSA 

Attn: IIS, CRS 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact : AGCI 

Approved By : Thomas Julie F 

Drafted By: 

Case ID #: ßi) 278-HQ-C1229736-VIO Serial 128 9 (Pending) 

ĴJJ •• Title: (X) INTELLIGENCE OVERSIGHT BOARD b2 
MATTER 2006-

Synopsis f /f^) It is the opinion of the Office of the General Counsel 
(OGC) that this matter must be reported to the Intelligence Oversi 
Board (IOB). OGC will prepare and deliver the necessary 
correspondence to the IOB. 

(U) 

Reference : 

Details: 

Pending) 

By electronic communication (EC) dated 03/29/2006, the 
-j-- "yield Office | | reguested that OGC review 
' Liie lacLS ui Lne captioned maner ana aeuermine whether it warrants 

Our analysis reporting to the IOB.1 In our opinion, it 
follows. 

)es . 

1 EC from I _ |to OGC dated 03/29/2006 and 
b7E --"titled " S ^ A ^ fsÄl 
b6 Division; icfer 
b7C 

12-03-2007 S E 

REASON.: 1...4 WHERE SH0.1H... OTHERWISE 
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h 2 

( U ) 

h 2 
h7E 
h 4 
h7D 

To: 
Re: 

From: Office of the General Counse' 
27 8-HQ-C122 97 36-VIO, 05/05/2 

case aaent submitted a On 11/23/2( 
National Sfecû frity Letter (NSL) seeKrng telepnone toll billing records 
of a certain target to | Due to a typographical error, the 
telephone number on the NSL was erroneously transcribed.2 On 
02/04/2005, the telephone records were opened and it was determined 
that they were not the target's records. The telephone records were 
destroyed without further review.3 

(U) Section 2.4 of Executive Order (EO) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsel of 
the Intelligence Community components (in the FBI, the Assistant 
Director, INSD, and the General Counsel, OGC, respectively) report to 
the IOB intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential directive. 
This language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight Board 
(PIOB). 

(U) 

(and its prede 
mandate the 
General's Guid 

(U) By longstanding agreement between the FBI and the IOB 
cessor, the PIOB), this language has been interpreted to 

ng of any violation of a provision of The Attorney 
elines for FBI National Security Investigations and 

Foreign Intelligence Collection (NSIG), or other guidelines or 
regulations a 
12333, dated 
part to ensure 
persons. Viol 
in nature need 
however, to ma 
the Counsel to 

pproved by the Attorney General in accordance with EO 
4/1981, if such provision was designed in full or in 

the protection of the individual rights of U.S. 
ations of provisions that are essentially administrative 
not be reported to the IOB. The FBI is required, 
intain records of such administrative violations so that 
the IOB may review them upon request. 

NSLs are administrative subpoenas that allow the FBI to 
obtain th/fee\types of information: (1) telephone and email 
communication records from telephone companies and internet service 
providers (Electronic Communications Privacy Act (ECPA)) (18 U.S.C. 
§ 2709); (2) financial institution records (Right to Financial Privacy 
Act) (12 U.S.C. § 3414(a)(5)(A)); and (3) credit bureau information 

2 (U) In order to avoid any further dissemination of this 
incorrect telephone number, the number is not being listed in 
this document. 

' u 1 03/27/2006T "[realized that this incident constituted an IOB violation 
^ and promptly reported the matter to OGC, the Inspection Division, and the Counterintelligence 

Division. .b7E 

NSL VIO-31333 



To: 
Re: 

From: Office of the General Counse' 
27 8-HQ-C122 97 36-VIO, 05/05/2 

bl 

(U) 

(Fair Credit Reporting Act) (15 U.S.C. § 1681u (a), (b)). ECPA, 18 
U.S.C. § 2709, provides that the FBI may seek toll billing information 
from telephone carriers that is rpl pv̂ irit tn an ^lithnri 7pri n a t i nn a 1 
security investigation. | | 
the NSIG provides that NSLs may be issued in conformity with statutory 
requirements, including 18 U.S.C. § 2709. 

In this situation, due to the incorrect number stated 
in the NST,, the FBI received telephone toll billing records pertaining 
to a telephone number that was neither under investigation nor related 
to an investigation. Therefore, the information was improperly 
collected, although unintentionally so, in violation of the NSIG and 
EC PA. 

(U) Here, the target's rights were not violated because he 
was not the subject of the improperly collected information. It is 
unknown whether the erroneous information received pertained to a 
United States Person, inasmuch as there has been no review of the 
information. Nonetheless, based upon the fact that information which 
may be about a USP was improperly, although inadvertently, collected, 
and in accordance with the reporting reguirements of Section 2.4 of 
Executive Order 12863, OGC will prepare a cover letter and a 
memorandum to report this matter to the IOB. 

NSL VIO-31334 



h 2 
blE To: 

Re: 
From: Office of the General Counsel 

27 8-HQ-C122 97 36-VIO, 05/05/2 006 

h 2 
b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

Set Lead 2: (Information) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Information) 

AT [I 

(U) In the future, when improper data resulting from an NSL is 
received, the data should be seguestered and given to the CDC. The 
information should remain sealed and seguestered in the CDC's safe 
until further direction from OGC. It is anticipated that OGC will 
provide guidance regarding improperly collected NSL information in the 
near future. 

CC: M.c; . Thorns 

b7C IOB Library 
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(U) 

(U) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
|FIELD OFFICE hlE 

I OB MATTER 2006-1 |(U) 

b7D 

, _ By electronic communication dated April 27, 
2 006, the Federal Bureau of Investigation (FBI) ,1 I 
Field Office, reported a possible Intelligence Oversight Board Jq7E 
(IOB) matter. The FBI reported that, on November 16, 2005, the 
FBI drafted a National Security Letter (NSL) pursuant to 18 
U.S.C. § 2709 seeking electronic communication transactional 
records from the internet service provider| The 
NSL reguested the name, address, length of service, and email 
header information for the subi ect of the investigation. The 
NSL specifically directed thatT" "|not include 
message content or subject fields in its response. 

(U) The FBI served the NSL on I 1 and 
| ^ ^provided the results to the FBI. On April 26, 
2006, the FBI reviewed the results of the NSL. Upon review of 
the NSL results, the FBI learned that T Iresponse 
exceeded the scope of the NSL. .qppri fi p i 1 v. in aHHitinn to ; 1 
providing the email header information, | | 
improperly provided the "subject" field of each email 
transaction. The FBI immediately sealed and seguestered the 
information and placed it in a safe. The FBI did not enter any 
information into the case file. Moreover, the FBI plans to 
notify the internet service provider of its error to avoid 
future mistakes. 

'b4 

Here, an error on the part of 
resulted in the unintentional acguisition of information 
through an NSL. Based upon our analysis, in accordance with 
the reporting reguirements of Section 2.4 of Executive Order 
12863, the carrier's mistake must be reported to the IOB. 

DECLASSIFIED BY 65179/DHH/KSR/RW 
01 12-06-2007 DerivSti^£jserrrT~ 3 

fassify on: 

NSL VIO-31336 



U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chai rman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-e 
memorandum entitled "Intelligence Oversight Board Matter 
2 (u; 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

DECLASSIFIED BY 65179/DHH/KSR/RW 
01 11-19-2007 
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Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

NSL VIO-31338 
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( U ) 
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Date: 

Attn: 

Counterintelliaenee 

Inspection 

Attn: CD-4 , A/SC 

Attn: IIS, CRS 

From: Office of the General Counsel 
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Contact: AGC 

Approved By : Thomas Julie F 
HEREIN IS UNCLASSIFIED EXCEPT 
MHEFE SHOW OTHERWISE 

Drafted By: 

Case ID 27 8-HQ-C122 97 36-VIO Serial 1363 (Pending) 

Title: INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006' 

Synopsis-: (tyf It is the opinion of the Office of the General 
Counsel (OGC/) uijat this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

Reference :s: Pending) 

Details: L ^ ^ B y electronic communication (EC) dated 04/27/2 
thej "" j Field Office | *| reguested that OGC review the 
facts of the captioned matter and determine whether it warrants 

12-03-2007 SEC^BO^ 
CED BY 6! 
...!•,-4 {.|| 

b l 
b2 
b7E 
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h 2 
blE To: 

Re: 27 8-HQ-Cl2z ^'i 3b-

SECfes^ 

From: Office of the General Counsel 
VlO, 05/25/2( 

(U) 

(U) 

reporting to the IOB.1 As explained below, in our opinion, the 
FBI is required to report this matter to the IOB. 

On 11/16/2005) |drafted a National Security 
Letter (N££) ^jrsuant to 18 U.S.C. § 2709 seeking electronic 
communication transactional records from the internet service 
provided "1 The NSL reguested the name, address, 
length of service, and email header information for the subi ect 
of the investigation. The NSL specifically directed that 

| [lot include message content or . G N H I P R T fi PIH ? 

response. The NSL was forwarded to the 
] to be delivered 

m its 
Field Office 

Jserved the NSL on 
I On 01/03/2 006, 

\ On 03/02/2006, 
forwarded the results of the NSL to 

) On 04/26/2006, 1 I reviewed the results of the 
NSL. Upcfi reView of the NSL results, WFO learned thatl 

| |response exceeded the scope of the NSL. Specifically, 
in addition to providing the email header information,I I 

I ¡improperly provided the "subject" field of each email 
transaction.! limmediately sealed and seguestered the 
information and placed it in a safe. | | did not enter any 
information into the case file. Moreover, | | throuahl I 

plans to notify the internet service provider of its 

b7E 
b4 
b7D 

error to avoid future mistakes. 

(U) 

(U) Section 2.4 of Executive Order (EO) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsel 
of the Intelligence Community components (in the FBI, the 
Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. This language was adopted 
verbatim from EO 12334, dated 12/04/1981, when the IOB was known 
as the President's Intelligence Oversight Board (PIOB). 

EC from| ]to OGC dated 04/27/2006 and titled 
"PoteivfialXlntelligence Oversight Board Violation Regarding an 
Internet Service Provider (ISP) National Security Letter (NSL)." 

Slte^ET 

h 2 
hl E 
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To : I I From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 05/25/2 006 

(U) By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of The Attorney General's Guidelines for FBI National 
Security Investigations and Foreign Intelligence Collection (AG 
Guidelines), or other guidelines or regulations approved by the 
Attorney General in accordance with EO 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is reguired, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon reguest. 

NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). ECPA, 18 U.S.C. § 2709, provides that the FBI 
may seek toll billing information from telephone carriers that is 
relevant to an authorized national securitv_investigation. 

the AG Guidelines bl 
provides that NSLs may be issued in conformity with statutory b4 
reguirements, including 18 U.S.C. § 2709. b7D 

b2 
Here, an error on the part of I I b7E 

resulted a.n trfoe unintentional acguisition of information. It 
should be noted that["" |response in receiving the unsolicited 
material was commendable. Upon learning that 
provided information beyond the scope of the NSL,| |sealed and 
seguestered the excess information. Moreover,! I then undertook 

SE 

3 
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ET 
•b7E To: From: Office of the General Counsel 

Re: 27 8-HQ-C122 97 36-VIO, 05/25/2( 

steps to prevent this mistake from reoccurring by notifying 
b7D I error-

Based upon our analysis, in accordance with the 
reporting reguirements of Section 2.4 of E.O. 12863, the 
carrier's mistake must be reported to the IOB. OGC will prepare 
a cover letter and a memorandum to report this matter to the IOB. 

LEAD (s) : 

SECRHfl^ 

4 
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ŝfeçpET 

To: 
Re: 

From: Office of the General Counse' 
27 8-HQ-C122 97 36-VIO, 05/25/2 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 

AT 

(U) With respect to the information that exceeded the scope 
of the NSL, please seal it and sequester it within the CDC's 
safe. The information should continue to remain sealed and 
sequestered in the CDC's safe until further direction from OGC. 
cc: Ms. Thomas 

b7C 
IOB Library 

NSL VIO-31343 



b2 

(U) 

INTELLIGENCE OVERSIGHT BOARD MATTER-b7E 
I I FIELD OFFTCF, 

I) 

IOB MATTER 2006 

_^ electronic communication dated April 19, 2 
eau of Investigation (FBI), \ \ the Federa 

Office, reported a possible Intelligence Oversight Board (IOB) 
matter. The FBI reported that, pursuant to 28 U.S.C. § 2709, it 
drafted a National Security Letter (NSL) seeking toll billing 
records for a certain telephone number. The NSL also listed an 
address and reguested records from a specific date to present. 
The FBI served the NSL onl 

Y 
J, and £ )rovided the result to the FBI. 

s ) TTpnn review of the NSL results, the FBI learned 
that| | response exceeded the scope of the NSL. The 
target's telephone number is owned by the target's employer,T 

[ I ? 
The target's employer owns multiple 

telephone numbers managed under one account number. In addition 
to providing the target's telephone records,| |erroneously 
provided the FBI with records relating to all of the employer's 
telephone numbers managed under the one account number. The FBI 
sealed and seguestered the additional information that exceeded 
the scope of the NSL and placed the excess information in a safe. 

b7E 
b4 
b7D 

b7C 

, Here, during an authorized investigation, an error 
on the part of I Iresulted in the unintentional acguisition 
of information. Based upon our analysis, in accordance with the .b4 
reporting reguirements of Section 2.4 of Executive Order 12863, b7D 
the carrier's mistake must be reported to the IOB. 

DECLASSIFIED BY 65179/DHH/KSR/RW Derî^e^^entT^G-3 
12-03-2007 Dsei^ssify on: 
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U.S. Department of Justice 

^Federal Bureau of Investigation 
ET 

t eaerai ¿si 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chai rman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-e 
memorandiiri] entitled "Intelligence Oversight Board Matter 
2 (u; 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

DECLASSIFIED BY 65179/DHH/KSR/RW 
01 11-19-2007 
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Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

NSL VIO-31346 
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b 2 

Synopsis-:"" y rS j It is the opinion of the Office of the General 
Counsel ((3GC) rhat this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

Reference: :s: ! Pending) 

Details 
thel 

Deriv&d-^ExQjiL—r^ 3-3 
D e c l a ^ i f y O n ^ ^ ^ X l 

By electronic communication (EC) dated 04/19/2 
Office reguested that OGC review the 

facts of the captioned matter and determine whether it warrants 
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SE^ET 

To: 
Re: 

From: Office of the General Counsel 
27 8-HQ-C122 97 36-VIO, 05/23/2 

reporting to the IOB.1 As explained below, in our opinion, the 
FBI is required to report this matter to the IOB. 

On 09/29/2005,| |drafted a National Security 
Letter (NSL) pursuant to 28 U.S.C. § 2709 seeking toll billing 
records for a certain telephone number. The NSL reguested the 
name, address, length of service, and local and long distance 
toll billing records for certain individuals who were likely 
related to a specific telephone number. The NSL also listed an 
address and reguested records from r 
NSL was forwarded to the| |Division to be delivered to 

The 

dated 10/04/2005, the 
the NSL to 

By EC 
Division forwarded the results of 

Upon review of the NSL results, • learned that 
response exceeded the scope of the NSL. The target's 

r 
telephone number is owned by the target's employer, 

[ The target's employer owns multiple telephone numbers 
managed under one account number. In addition to providing the 
target's telephone records,| | erroneously provided| 
records relating to all of the employer's telephone numbers 
managed under the one account number. | |sealed and seguestered 
the additional information that exceeded the scope of the NSL and 
placed the excess information in a safe. Currently, the excess 
information remains sequestered in a safe until further direction 
from OGC. 

h 2 
hi E 
b4 
b7D 
b7A 

h 2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

(U) Section 2.4 of Executive Order (EO) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsel 
of the Intelligence Community components (in the FBI, the 
Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 

EC from| lto OGC dated 04/19/2006 and titled 
'National Security Letter Matter; Overproduction by Telephone 
Company Personnel; Notification of Potential IOB Matter." 

ET 

h 2 
b7E 

2 
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EC^T SECI 

To: | | From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 05/23/2 

Order or Presidential Directive. This language was adopted 
verbatim from EO 12334, dated 12/04/1981, when the IOB was known 
as the President's Intelligence Oversight Board (PIOB). 

(U) By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of The Attorney General's Guidelines for FBI National 
Security Investigations and Foreign Intelligence Collection (AG 
Guidelines), or other guidelines or regulations approved by the 
Attorney General in accordance with EO 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

X NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). ECPA, 18 U.S.C. § 2709, provides that the FBI 
may seek toll billing information from telephone carriers that is 
relevant to an authorized national security investigation. 

the AG Guidelines 
provides that NSLs may be issued in conformity with statutory 
reguirements, including 18 U.S.C. § 2709. 

SE^ST 
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h 2 
SECRE 

To: I 1 From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 05/23/2( 

^IDre, duri na ar 
error on the part of| | resulted in the unintentional 
acquisition of information. It should be noted thatf" I '̂ 2 
response in receiving the unsolicited material was commendable. 'b7E 
Upon learning that T H provided information beyond the scope '̂ 4 
of the NSL,|"" I sealed and seguestered the excess information.3 b7D 

i1 TT'1 b7A 
T-SJ Béeed upon our analysis, in accordance with the 

reporting reguirements of Section 2.4 of E.O. 12863, the 
carrier's mistake must be reported to the IOB. OGC will prepare 
a cover letter and a memorandum to report this matter to the IOB. 

LEAD (s) : 

( U ) 

(U) 
he target's rights were not violated because he was not 

the s\*>6j of the improperly collected information. It is 
unknown whether the information received pertained to a United 
States Person, inasmuch as there has been no review of the 
information. 

'b7A 

b7E 

SECR5LT 

4 

NSL VIO-31350 



h 2 
From: Office of the General Counsel b7E To: 

Re: 27 8-HQ-C122 97 36-VIO, 05/23/2 006 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 

(U) With respect to the information that was improperly 
received from the carrier, please seal it and sequester it within 
the CDC s safe. The information should continue to remain sealed 
and sequestered in the CDC s safe until further direction from 
OGC. 
cc: Ms. Thomas 

FIELD OFFICE 

h 2 
hi E 

AT 

b7C IOB Library 

SECRET 
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Jo 2 

( tJfol 
b2 
b7E 
b6 
b7C 
b4 
b7D 
b7A 

(U) 

b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

(U) 

b7D 

T M T F. T, T, T (C F. M C F 

the Federa 

OAAF.F.qTnFT BOARD MATTER 
FTETjD OFFTCF, 

U) IOB MATTER 2006 

By electronic communication dated June 8. 2( 
ureau of Investigation (FBI), I 1 Field 

Office, reported a possible Intelligence Oversight Board (IOB) 
matter. The FBI reported that, on April 27, 2006, during an 
authorizedT I investigation, the FBI issued a National 
Security Letter (NSL) pursuant to 18 U.S.C. § 2709. The NSL 
was issued to| | and reguested the subscriber, 
address, length of service^ 
associated with US person | 
telephone numbers from 

and toll record information 
pnd two 

On June 5, 2 I ] received the 
requested information, along with the telephone records of a 
previously unknown individual. Upon receiving the information 
concerning the previously unknown individual, the case agent in 

performed preliminary checks in ACS and open 
source internet gueries in an attempt to ascertain the 
relevance of the information. However, all such checks were 
negative, and it was later determined that I lerroneously 
provided thp nnknnwn iridi^idn^l ' .g information in the same 
package asl I The unknown individual's information 
was later seguestered in the Chief Division Counsel's safe, and 
no personal identifying information concerning her was ever 
entered into ACS. 

resulted Here, an error on the part of 
in the unintentional acguisition of information through an NSL. 
Based upon our analysis, in accordance with the reporting 

reguirements of Section 2.4 of Executive Order 12863, the 
carrier's mistake must be reported to the IOB. 

DECLASSIFIED BY 65179/DHH/KSR/RW 
01 11-19-2007 
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U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chai rman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-e 
momr~iranHiirm entitled "Intelligence Oversight Board Matter 
2006- " (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/o 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted 
(U) 

Enclosure 

DECLASSIFIED BY 65179/DHH/KSR/RW 
01 11-19-2007 

NSL VIO-31354 



Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

s: 

NSL VIO-31355 
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h 2 
hl E 
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( U ) 

(U) 

(U) 

(U) 

(U) 

Precedence: ROUTINE 

To: 

Date: 

Counterintelligence 

Inspection 

Attn: 

Attn: 

CDC 
S SÄ 
SA 

CD-2 , 

Attn: IIS, CRS 

From: Office of the General Counsel 
NSLB/CILU/Room__mAi 
Contact: AGC 

Drafted By: 

Case ID #: 278-HQ-C1229736-VIO Serial 13i 

ALL IIFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

Title; TNTETIiTGENCE OVERSIGHT BOARD 
MATTER 2006-

. Synopsis--:-- (M It is the opinion of the Office of the General 
Counsel (0(̂ C) \jriat this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

Reference : :s: 

Details: By electronic communication (EC) dated 05/16/2006, 
the I x x Field Office f |reguested that OGC 
review the facts of the captioned matter and determine whether it 

b2 
b7E 

lililiilill 
...!•,-4 

.ET 
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SECRE1] 

To: 
Re: 

From: Office of the General Counsel 
27 8-HQ-C122 97 36-VIO, 06/12/2 

warrants reporting to the IOB. As explained below, in our 
opinion, the FBI is reguired to report this matter to the IOB. 

<U) 
On 04/14/2005, during an authorized 

investigation,the FBI issued a National Security Letter (NSLJ 

1 f s ) r b l 
b7A 
b2 

(conimuea... j 

SEÎ 

NSL VIO-31357 



SECÈE«^ 

To: From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 06/12/2( 

pursuant to 18 U.S.C. § 2709. The NSL was issued to 
I and requested the subscriber, address, length of 

service, and toll record information for a telephone number for 
the perioi 

• X received a disk containing the NSL 
results in July 2005. In April 2 006, when the NSL results were 
being uploaded into the FBI application system 
learned that|~~ |response exceeded the scope of the NSL. 
Specifically, while the NSL reguested i nfgrmati on 

the NSL results dated back to 
rom C 

The case 
agent i mmedi atelv advi sed that on!v the information from the time 
period o| | as reguested by the NSL, should 

The NSL results prior toi Iwere be uploaded into the system, 
neither reviewed nor uploaded. A copy of the NSL results that 
exceeded the scope of the NSL are being maintained in the Chief 
Division Counsel's safe. 

b7E 

(U) Section 2.4 of Executive Order (EO) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsel 
of the Intelligence Community components (in the FBI, the 
Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. This language was adopted 
verbatim from EO 12334, dated 12/04/1981, when the IOB was known 
as the President's Intelligence Oversight Board (PIOB). 

(U) By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of The Attorney General's Guidelines for FBI National 
Security Investigations and Foreign Intelligence Collection (AG 
Guidelines), or other guidelines or regulations approved by the 
Attorney General in accordance with EO 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 

V.. .continued̂  
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To: 
Re: 

SE 

From: Office of the General Counsel 
27 8-HQ-C122 97 36-VIO, 06/12/2 

protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon reguest. 

X NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). ECPA, 18 U.S.C. § 2709, provides that the FBI 
may seek toll billing information from telephone carriers that is 
relevant to an authorized national security investigation. 

the AG Guidelines 
provides that NSLs may be issued in conformity with statutory 
requirements, including 18 U.S.C. § 2709. 

Here, an error on the part of| "| resulted in the 
unintentional acguisition of information. It should be noted 
that j jresponse in receiving the unsoli ci ted 
material was commendable. Upon learning thatj I provided 
information beyond the scope of the NSL,|~~ Isequestered 
the excess information and placed it in the CDC's safe. 

b7E 
b4 
b7D 

Based upon our analysis, in accordance with the 
reporting requirements of Section 2.4 of E.O. 12863, the 
carrier's mistake must be reported to the IOB. OGC will prepare 
a cover letter and a memorandum to report this matter to the IOB. 

NSL VIO-31359 



b 2 
To: From: Office of the General Counsel b7E 
Re: 27 8-HQ-C122 97 36-VIO, 06/12/2006 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

5 
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h 2 
b7E To: 

S 

From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 06/12/2006 

(U) For action deemed appropriate. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3 : (Action) 

(U) With respect to the information that exceeded the scope 
of the NSL, please seal it and sequester it within the CDC's 
safe. The information should continue to remain sealed and 
sequestered in the CDC's safe until further direction from OGC. 

h 2 
b7E 

FIELD OFFICE 

AT 

cc: Ms. Thomas 

b 6 
b7C 

IOB Library 

SECSy^T 
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SECRÈ*!^ 

FEDERAL BUREAU OF INVESTIGATION 

CU) 

Precedence : 

To: 

ROUTINE Date: 

Attn: 

Counterintelligence 

Inspection 

Attn: 

Attn: 

From: Office of the General Counsel 
NST.R / f!TT,T T / "Rnnrri 7Q47 
Contact : AGC 

Approved By : Thomas Julie F 
HEREIK IS UNCLASSIFIED EXCEPT 
»HEBE SHOOT' • • • OTHEROi I5® 

27 8-HQ-C122 97 36-VIO Serial 1424 (Pending) 

INTELLIGENCE OVERSIGHT BOARD Uo 
MATTER 2006-1 

..Synopsis: ) It is the opinion of the Office of the General 
Counsel >^<5GC)Nthat this matter need not be reported to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

Derive? 
fssify On: 

-3 (U) 

Administrative: This electronic communication (EC) contains 
information from/theS^following documents: (1) a enrw nf thp 

g ^ n v - i t (NSL) dated 01/20/2006 tc| | 
| (?) a coov of the EC dated 01/20/2006 

forwarding the NSL to the| |Field Division to be served on 
the carrier: and (3) a copy of the EC dated 06/01/2006 from the 

Field Office 

b7E 

matter. 
to OGC reporting a potential 

ill!!!!!! 
ililil! 
1..4 {.|| 

^S^^ret 
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SE 

To: 
Re: 

From: Office of the General Counsel 
27 8-HQ-C122 97 36-VIO, 06/15/2 006 

Reference: 

bl 
b2 
b7E 

By EC dated 06/01/2006,[ ] requested that Details: 
OGC review the facts of the captioned matter and determine whether 
it warrants reporting to the IOB. As explained below, in our 
opinion, the FBI is not required to report this matter to the IOB. 

On 01/20/2006, drafted an NSL pursuant 
U.S.^.N^ 2709 seeking subscriber and toll billing records 

for two telephone numbers. Specifically, the NSL sought "the 
name, address, length of service, and all local and long distance 
toll billing records associated" with the two telephone numbers 
from "[i]nception of the account to the present." By EC dated 

b2 
b7E 
b4 
b7D 

01/20/2006, th^ MST, 
delivered to 

forwarded to the -̂ ĥ  MST, wqcj 

On 02/15/2006, [ 

Division to be 

received the results of 
the NSL oh avdisk. The case agent reviewed the results from the 
NST, nn P)?/?8/7006- With respect to one telephone number, 
| | received information pertaining solely to the target. ,b2 

b7E 
With respect to the second telephone number, 

however, I X received NSL results pertaining to two 

sËtsyj^ 

2 
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To: 
Re: 

From: Office of the General Counsel b7E 
278-HQ-C1229736-VIO, 06/15/2 

subscribers: the target and another individual.1 The case agent 

3 
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To: 
Re: 

ŜEÎbî ET 

27y-HQ-C122 
From: Office of the General Counsel 

9736-VIO, 06/15/2( 

b 2 
b7E 

( U ) 

1 (V) With respect to this telephone number, 
h 2 
blE 

(continued...) 

SE 

NSL VIO-31365 



To: 
Re: 2/U-H^-Ul 

From: Office of the General Counsel 
77*Ì736-VIO, 06/15/ 2 ( 

b 2 
•b7E 

^...continued) 
received telephone records dated from 

SÏîtS^T 

h 2 
hi E 

(continued...) 
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To: 
Re: 

From: Office of the General Counsel 
b 2 
b7E 

27 8-HQ-C122 97 36-VIO, 06/15/2 

^...continued) 
that were associated with the target. With respect to this same 

(continued...) 

6 
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To: 
Re: 

From: Office of the General Counsel 
97 36-VIO, 06/15/2( 

b 2 
b7E 

^...continued) 
telephone number, 

h 2 
also received records dated b 7 E 

(continued...) 

S E Ì ^ T ^ 
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SE^RiJT 

To | I From: Office of the General Counsel 
Re: Z7«-HQ-C!1Z29736-VIO, 06/15/2 ( 

b 2 
b7E 

V.. .continued) b2 
that were associated with another b7E 

(continued...) 
se£rsi 
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To: 
Re: 

From: Office of the General Counsel 
27 8-HQ-C122 97 36-VIO, 06/15/2 

brought this to the attention of both her supervisor and the 
Chief Division Counsel (CDC). The case agent also seguestered 
the telephone records of the individual who was not the subj ect 
of the investigation. 

(U) Section 2.4 of Executive Order (EO) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsel 
of the Intelligence Community components (in the FBI, the 
Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. This language was adopted 
verbatim from EO 12334, dated 12/04/1981, when the IOB was known 
as the President's Intelligence Oversight Board (PIOB). 

(U) By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of The Attorney General's Guidelines for FBI National 
Security Investigations and Foreign Intelligence Collection (AG 
Guidelines), or other guidelines or regulations approved by the 
Attorney General in accordance with EO 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is reguired, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon reguest. 

""" Js&k. NSLs are a specific type of investigative tool that 
allows tire FBr^to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). ECPA, 18 U.S.C. § 2709, provides that the FBI 
may seek toll billing information from telephone carriers that is 
relevant to an authorized national security investigation. 

^...continued) 
individual unrelated to the investigation. 
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To :| From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 06/15/2 006 

b 2 
b7E 

bl 

( U ) 

the AG Guidelines 
)rovides that NSLs may be issued in conformity with statutory 
requirements, including 18 U.S.C. § 2709. 

Here, during an authorized investigation,2 the FBI 
properly /ervted an NSL on a telephone carrier. In response to 
the properly served NSL, the FBI obtained information regarding 
another subscriber's records that were not relevant to the 
investigation.3 It appears that this information, although 
lawfully obtained, is not relevant to the investigation and 
should be segregated to protect the potential privacy interests 
of United States persons. Once information not relevant to an 
authorized investigation is received, the field shall seal and 
seguester such information. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting reguirements of Section 2.4 of 
EO 12863, it is our opinion that this error need not be reported 
to the IOB. A record of this decision should be maintained in 
the control file for future review by the Counsel to the IOB. 

ÍU) 
bl 
b2 
b7E 

The target's rights were not violated because he was 
not the subject of the improperly collected information. It is 
unknown, however, whether the information associated with the 
other subscriber pertained to a United States Person inasmuch as 
there has been no review of the information. 

SEC: 

10 
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S] 
h 2 
hi E 

To: | | From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 06/15/2 006 
To: 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3 : (Action) 

(U) With respect to the information that was improperly 
received from the carrier, please seal it and sequester it within 
the CDC's safe. The information should continue to remain sealed 
and sequestered in the CDC s safe until further direction from 
OGC. 

cc: Ms. Thomas 

h 2 
hi E 

hlC 
IOB Library 

CgET 

11 
NSL VIO-31372 



(Rev. 01-31-2003) 

SECRETS 

FEDERAL BUREAU OF INVESTIGATION 

b7E 
b6 
b7C 

h 2 
b7E 

Precedence: ROUTINE 

To: 

Date: _0/04/2006 

Attn: 

Counterterrorism 

Inspection 

Attn: ITOS I/CONUS IV, 

Attn : IIS, 

From: Office of the General Counsel 

(U) 

I requested that the 01lice ol the Genera_ 
(OGC) review several incidents and determine whether they warrant 
reporting to the Intelligence Oversight Board (IOB). It is the 
opinion of OGC that two of the incidents do not need to be 
reported to the IOB. Rather, this EC should be maintained in the 
control file for periodic review by Counsel to the IOB. The 
remaining incidents, however, must be reported to the IOB. OGC 
will prepare and deliver the necessary correspondence to the IOB. 
Our analysis follows. 

(U) 

Admini strativé: 
information frort/: 
from [ 

This electronic communication (EC) contains 
,1) the ECs dated 05/18/2006 and 06/23/2006 

]to OGC reporting a potential IOB matter; and (2) 
automated case support (ACS). 

lililí!!! 
Hill 
lililí 

sbs^ET 

MfiiFoittTioftoirriiro 
HEREIN IS UNCLASSIFIED EXCEPT 
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h 2 

bl 
h 2 
hi E 
b7A 

bl 
b7A 
b2 : 
b7E 

b7C 

bl 
b7A 
h 2 
hi E 

To: 
Re: 

From: Office of the General Counsel 
27 8-HQ-C122 97 36-VIO, 10/04/2 

Reference : 
27 8-HQ-C122 97 36-VIO Serial 1446 
27 8-HQ-C122 97 36-VIO Serial 1482 

Details: ^ ^ By ECs dated 05/18/2006 and 06/23/2006, 
requested that OGC review several incidents and determine whether 
they warrant reporting to the IOB. | I 

requesting £ 
îe case agent s ed an 

Due 
.to...an_a_dministrative oversight, however, ^ p p r n v ^ l f m m thp A n t i n g 

---

(S) I 
On 0 5 / 1 1 / 2 the case agent noticed that the 

I The 
r̂ gp- anpnt immPfiiatpiv rRpnr-j-.ed the issue to the I I I iiely report 
and to the I ¡Division \ I CDC. In addition, the case 
agent expeditiously contacted OGC to discuss this matter. The 
case agent also seguestered all of the improperly obtained NSL 
results, and forwarded them to the| |CDC. Finally, the 
'CH'S'R-'a'gp-n-t s-rTiig-ht---SAC--a-i-;i-t-he)-F--i-t-v-I-j ^^^^^ j 

' S 1 I 

(S) 

(S) 

[ ]dìvìsì ion 
served a National Security Letter (NSL) on | |on 
04/28/2006 seeking subscriber information for telephone 
numbers | | 

II The NSL had been drafted and delivered to 
I bv I I nri orl I 

I The results from this NSL 
were opened I I 

| | However, 
the NSL results were not analyzed, copied, or entered 
into any databases. The NSL results were sealed and 
seguestered by t h e | | C D C . 

(?) ThpI _ |Division served an NSL on 
Ion 0 4/28/2006 seeking subscriber 

mtormarion tor teiepnone numbers I | 

drafted and delivered to 
1 The NSL had been 

)rior 
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•b2 
b7E 

To: 
Re: 

From: Office of the General Counse' 
27 8-HQ-C122 97 36-VIO, 10/04/2 

b 7 E 

b 7 D 

(S) 

bl 
b7A 
b2 
b 7 E 
b4 
b 7 D 

(S) 

lbl 
[b7A 
h 2 
b 7 E 

stated thatit wasnotthe 
carrierfor thenumber requested and no results were 
returned. 

: :3) received NSL results from the 
¡Divisions . 

The results were provided in response to NST,s seeking 
subscriber information for telephone numbers | | 
I I The NSLs 
had all been served prior I 
I I 

] 
on 

served an NSL on 
4/2006 seeking subscriber information tor 

telephone numbers I 
I I Thg NSL h^H hppn drafted and 
"delivered to 
C 

_ arai 
" |by | I p r i o r i I 

3 ~ 
results from this NSL were not reviewed, analyzed, 
copied, or entered into any databases. The NSL results 
were sealed and seguestered by the I ICDC; 

] served ar (5) Thel | Division | 
NSL on| | on 05/02/2006. The NSL had been 

•. drafted and delivered ~~|prior| ^ I 

"| | stated that it was not the carrier for the 
number requested and no results were returned; and 

C 
I ] received NSL results from the 

jDivisions. The results 
were provided in response to NSLs seeking subscriber 
'information for telephone numbers I I 

been served prior 

(U) Section 2.4 of Executive Order (EO) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsel 
of the Intelligence Community components (in the FBI, the 
Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. This language was adopted 
verbatim from EO 12334, dated 12/04/1981, when the IOB was known 
as the President's Intelligence Oversight Board (PIOB). 

SE^R^T 

3 
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h 2 
To: 
Re: 

SE^R^T 

From: Office of the General Counsel 
27 8-HQ-C122 97 36-VIO, 10/04/2 

(U) This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is reguired, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon reguest. 

(U) in the ab 
the NSIG provi 

With regard to conducting investigative activities 
nc&j~~ ̂  ^ |investigation,| | 

bl 
b2 
b7E [ 

n pertinent part: 

The FBI mav. I 
[engage in the following igate or collect activitiesto 

information relating to threats to the national 
security, including information on individuals, 
groups, and organization of possible 
investigative interest, and information 
concerning possible targets of international 
terrorism, espionage, foreign computer 
intrusion, or other threats to national 
security: 

2 . 

fs) 

SECRET 

4 

NSL VIO-31376 



b 2 
b7E To: 

Re: "" 27B-HQ-

SECR: 

From: Office of the General Counsel 
22 97 36-VIO, 10/04/2006 

b7E 

c there was no violation of the NSIG when 
I ThusT 

Íreceived and analyzed NSL results from other divisions where the NSLs had been 
properly served prior tol I 

results | 1 is not reportable to the IOB. 

<s,l 1 
1 1 
1 1 Due to an 
administrative oversigl" it, I i ] The FBI served NSLs for 
toll billing records on 04/28/2006, 05/02/2006, and 05/04/2( 
| | It was improper for 
the FBI to serve the NSLs on these dates. Because | I 
investigation is reguired bef ore an NSL may be served, serving 
these NSLs in the absence of| |investigation must be 
reported to the IOB. The information that was received in 
response to the 04/28/2006, 05/02/2006, and 05/04/2006 NSLs has 
been sealed and seguestered within the CDC's safe. 

^t once the case (S) It should he noted 
agent recognized that I I 
| | his response was commenctaoie. xne case agent 
immediately reported the issue to the | ISSRA and to the 

| ICDC. In addition, the case agent expeditiously contacted 
OGC to discuss this matter. The case agent also seguestered all 

(S) Nevertheless, the NSLs that were served on 
04/28/2006, 05/02/2006, and 05/04/2006 in the absence of a 

investigation contravened the NSIG 
and must be reported to the IOB. In accordance with the 
reporting reguirements of Section 2.4 of Executive Order 12863, 
OGC will prepare a cover letter and a memorandum to report this 
matter to the IOB. However, reviewing the NSL results obtained 
from properly served NSLs is not reportable to the IOB. A record 
of this decision should be maintained in the control file for 
future review by the Counsel to the IOB. 

síte^ET 

5 
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EC^T SEC! 

b2 To :| 1 From: Office of the General Counsel 
k7E Re: 27 8-HQ-C122 97 36-VIO, 05/19/2 006 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. Additionally, INSD 
should retain a record of the report of the potential IOB matter, 
as well as a copy of the OGC opinion concluding that IOB 
notification is not reguired for certain incidents, for three 
years for possible review by the Counsel to the IOB. 

Set Lead 2: (Information) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) For information. 

b7E 

Set Lead 3: (Information) 

AT 

(U) As already accomplished, the information that was 
received in response to the NSLs that were served on 04/28/2( 
05/02/2006, and 05/04/2006 should be sealed and seguestered 
within the CDC's safe. The information should remain sealed and 
seguestered in the CDC's safe until further direction from OGC. 

cc : Ms. Thomas 
b6 
b7C 

IOB Library 
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.b2 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER '̂ -yg 

| IFIELD OFFICE 
IOB MATTER 2006-1 |(U) 

(IT) Y I I 
/(SJ By electronic communications dated May 18, 2( 

and June 23, 2006, the Federal Bureau of Investigation (FBI), 
| |Field Office, reported | 
• . . I Due to 
an administrative oversight, I {investigation was 
not| | Believing that| | 
investigation had been properly! ""{The" FBI served four 
National Security Letters (NSLs) on April 28, 2006, May 2, 2006, 
and May 4, 2006. The results from these NSL were not analyzed, 
copied, or entered into any databases. Further, the NSL results 
were sealed and seguestered by the FBI. 

(U) """" Under the Attorney General's Guidelines for FBI >̂2 
National Security Investigations and Foreign Intelligence -b7E 
Collection, effective October 31, 2003, | | 
investigation must be initiated before an NSL may be served. 

I J H e r e ' I | 

investigation had| the FBI served four 
NSLs on April 28, 2006, May 2, 2006, and May 4, 2006. It was 
improper for the FBI to serve the NSLs in the absence of a 

| and thus, this matter is being reported 
to the IOB. 

DECLASSIFIED BY 65179/DHH/KSR/RW 
01 11-19-2007 
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U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chai rman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-e 
memo roridi im entitled "Intelligence Oversight Board Matter 
2 (UÎ 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

DECLASSIFIED BY 65179/DHH/KSR/RW 
01 11-19-2007 
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Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

NSL VIO-31381 



(Rev. 01-31-2003) 

SECXET E C ^ E I 

FEDERAL BUREAU OF INVESTIGATION 

h 2 
b7E 

(U) 

Precedence : 

To: 

ROUTINE Date: 08/31/2006 

Attn: 

h 2 
b7E 
b6 
b7C 

Counterterrorism 

Inspection 

Attn: 

Attn: 

CDC 
S SP A 
SA 

1 
ITOS I/CONUS IV,I 

IIS, 

From: Office of the General Counsel 
NSLB/CILU/Room 
Contact : AGC 

Approved By: , Tll̂ lTl̂  1 e F 

^yj Drafted By: 

Case ID #: 
T i t l e : 

(U) 

27 8-HQ-C122 97 36-VIO 

OVERSIGHT BOARD INTELLIGENC. 
MATTER 200 

C* OVF.R̂ l b2 

The I I Field Office, Ireqbested that the Office of the General Counsel 
(OGC) review several incidents and determine whether they warrant 
reporting to the Intelligence Oversight Board (IOB). It is the 
opinion of OGC that two of the incidents do not need to be 
reported to the IOB. Rather, this EC should be maintained in the 
control file for periodic review by Counsel to the IOB. The 
remaining incidents, however, must be reported to the IOB. OGC 
will prepare and deliver the necessary correspondence to the IOB. 
Our analysis follows. 

(U) 

"Administrative": This electronic communication ( EC ) contains 
information from: (1) the ECs dated 05/18/2006 and 06/23/2006 
fromf" I to OGC reporting a potential IOB matter; and (2) 
automated case support (ACS). 

12-07-2007 
CLASSIFIED BY 65179/DHH/KSR/RW 
REÄS0»: JU-4 
DECLASSIFY..01: 12.̂ 07-2032. 

^̂ sfeÇRET 

ALL IIFOBlÄTM-GQlITAIlffiD' 
HEFEIN IS UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE 

NSL VIO-31382 



h 2 

To: 
Re: 

sfes^ET 

From: Office of the General Counse' 

(U 

b l 
b2 
b7E 
b7A 

27 8-HQ-C122 97 36-VIO, 08/31/2006 

Reference: 
27 8-HQ-C122 97 36-VIO Serial 1446 
27 8-HQ-C122 97 36-VIO Serial 1482 

bl 
b7A 
b2 ) 
b7E 
b6 
b7C 

Details: By ECs dated 05/18/2006 and 06/23/2006, 
requested 'that OGC review several incidents and determine w h e t h e r 
they warrant reporting to the IOB. I 

l 

(S 

O n 0 4 / 9 1 / 9 0 0 (n _ t h P r ^ . g p ^ n p n t .gnhTni t t p H V C 

requesting 1 | Due 
to an administrative oversight, however, approval from the Actir 
Special Aae""nt"""i"h""""C"har"ae"'was--no-t--o-bt-a-i-ned-̂  and 

1,-j* ^ n^ riR/i 1 / 9 nng; nnH. 0H the 
taiy r „ r , _ , n The 

caseagent immediately reported the issue to the| I 
and to the | [Division | |CDC. In addition, the case 
agent expecfi ' 

(S) 

agent expeditiously contacted OGC to discuss this matter. The 
case agent also seguestered all of the improperly obtained NSh 
re-s-ult-s-r-.and....forwarded them to the | ¡CDC. Finally, the 
case agent sought SAC""authoxlt-y---t-o-j 

( Q \ r 

(S) 
|Division. 

served a National Security Letter (NSLjon^^^^T on 
1/28/2 006 seeking subscriber information for telephone 

bl 
b7A 
b2 
b7E 
b4 
b7D 

numbers 

L a c 
1. TÎp- MST, Jaad been drafted and delivered to 

\ pri_or[ 

were opened beforeT 
] tïï e resu Its from this NSL 

J However, 
the NSL results were not analyzed, copied, or entered 

5L results were 
CDC. 

(S) 

seguestered by the 

(?) The 
1 |on 0 
- miormation lor tei ephone : 

Division served an NSL on 

drafted and delivered to 
The ¿id been 

>rior 

ECRET t̂ EC 
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bl 
To: 
Re: 

SECR: 

From: Office of the General Counse' 
27 8-HQ-C122 97 36-VIO, 08/31/2006 

b2 
b7E 
b4 
b7D 

(S) 

bl 
b7A 
b2 
b7E 
b4 
b7D 

(S) 

(S) 

(S) 

(S) 

[stated that it was not the 
carrier tor the number requested and no results were 
returned. 

[ f -7 ) I 1 rpr.pj vpfi MST, rp.siilt.s from the 
J Divisions. 

The results were provided in response to NST,s seeking 
subscriber information for telephone numbers I I 

I I The NSLs 
had all been served priori 

[ ] served an NSL on £ ] I on 05/04/2006 seeking subscriber information for 
telephone numbers| 

delivered t J 
I The NSL had been drafted and" ; NSL had been draf 

T bvl I prior f 
| " " " | The 
results from this NSL were not reviewed, analyzed, 
copied, or entered into any databases. The NSL results 
were sealed and sequestered by the| |CDC; 

NSL on[ 
'51 The I I Division | |served an 

Ion 05/07/7006 The NSL had been 
drafted and delivered tol I b v T I priorT 

y 
t tated that it was not the carrier for the 

number requested and no results were returned; and 

C 
I 1 received NSL results from the 

J Divisions. The results 
were provided in response to NSLs seeking subscriber 
'information for telephone nnmbersi _ I 

been served prior I The NSLs had all 
(U) Section 2.4 of Executive Order (EO) 12863, dated 

09/13/1993, mandates that Inspectors General and General Counsel 
of the Intelligence Community components (in the FBI, the 
Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. This language was adopted 
verbatim from EO 12334, dated 12/04/1981, when the IOB was known 
as the President's Intelligence Oversight Board (PIOB). 

NSL VIO-31384 



Icfeŝ T 

b7E To: 
Re: 

SEC: 

From: Office of the General Counsel 
27 8-HQ-C122 97 36-VIO, 08/31/2006 

(U) This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is reguired, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon reguest. 

(S) 

¡ { J ) - - Witt r p n a r H t n r n n H n f t i n n investigative activities 
in the al^enc« ofl I investigation, 

.bl the NSIG provide in pertinent part: 
b2 I 1 . _ Tho FRT m a w I I b7E : tt m : 1 

engage m the following 
activitiestoinvestigate or collect 
information relating to threats to the national 
security, including information on individuals, 
groups, and organization of possible 
investigative interest, and information 
concerning possible targets of international 
terrorism, espionage, foreign computer 
intrusion, or other threats to national 
security: 

2 . 

(S) 

NSL VIO-31385 



Ick^T SEC: 

To : | | From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 05/19/2 006 

bl 
b7A 
b2 
b7E 

I the FBI is permitted to analyze 
its own records, including properly received NSL results. Thus, 
there was no violation of the NSIG whenT I received and 

nthpr rii vi .qi nn.q wh p r p thp N S T, s h^d hppri analyzed NSL results from 
erly served prior tol )roi f ] Accordingly, reviewing these legally obtained NSL 

in the absence of a preliminary investigation is not results 
reportable to the IOB. 

1 1 Due 1 :o an 
admi ni strati ve o vers i at t. 1 l 

1 | The FBI served NSLs for 

the 
the 
inve 
thes 

billing 
absence 
FBI to serve 
stigation is 
e NSL in 

reco rd s on 04/?8/?006. 
fI I investigation, 

the NSLs on these 

05/02/2006, and 05/04/2006 
It was improper for 

dates. Because[ 

n 

respe 
been 

reguired before an NSL may be served, serving 
the absence of| |investigation must be 

the IOB. The information that was received in 
nse to the 04/28/2006, 05/02/2006, and 05/04/2006 NSLs has 
sealed and seguestered within the CDC's safe. 

] (S) It should be noted, however, that once the case 
agent recognized that | 

| his response was r-.nmmpnHahl p The case agent 
immediately reported the issue to theI I SSRA and to the 

| |CDC. In addition, the case agent expeditiously contacted 
OGC to discuss this matter. The case agent also seguestered all 
of the improperly obtained NSL results, and fnrwarHpH t h p m tn fhp 
CDC. Finally, the case agent sought SAC authority! 

(S) Nevertheless, the NSLs that were served on 
04/28/2006, 05/02/2006, and 05/04/2006 in the absence of a 

investigation contravened the NSIG 
and must be reported to the IOB. In accordance with the 
reporting reguirements of Section 2.4 of Executive Order 12863, 
OGC will prepare a cover letter and a memorandum to report this 
matter to the IOB. However, reviewing the NSL results obtained 
from properly served NSLs is not reportable to the IOB. A record 
of this decision should be maintained in the control file for 
future review by the Counsel to the IOB. 

5 
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•b7E 

To : | | From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 05/19/2 006 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. Additionally, INSD 
should retain a record of the report of the potential IOB matter, 
as well as a copy of the OGC opinion concluding that IOB 
notification is not reguired for certain incidents, for three 
years for possible review by the Counsel to the IOB. 

Set Lead 2: (Information) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Information) 

b2 
b7E AT 

(U) As already accomplished, the information that was 
received in response to the NSLs that were served on 04/28/2006, 
05/02/2006, and 05/04/2006 should be sealed and seguestered 
within the CDC's safe. The information should remain sealed and 
seguestered in the CDC's safe until further direction from OGC. 

cc: Ms. Thomas 

IOB Library 

6 
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(Rev. 01-31-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(U) 

Precedence: ROUTINE 

To: 

Date: 09/06/2 

Attn : SAC 
CDC 
S SA 
SA 

Counterintelligence 

Inspection 

Attn: CD-1A, 
CD-ID, 

Attn: IIS, CR; 

From: Office of the General Counsel 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) rhat this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(UI 

This electronic communication (EC) contains Administrative: 
information from': 

| |Field Office 
1UB IViSfrêP, (2) automated case support (ACS); and (3) email 

1) t_ĥ  EC d^t^d p7/m/?nn6 from the 
I to OGC reporting a potential 

communications between 
08/31/2006; and 09/05/: 

and OGC dated 30/2 
b2 
b7E 
bl 

Reference : :s: 

liliiiil SECR. 

(c) 
II: 12-.07-

NSL VIO"-, 

ALL IMFORÎiÂTIOM C0FTÄI1ED 
S UNCLASSIFIED EXCEPT 



h 2 ^ÏÎS^ET 

To: 
Re: 

From: Office of the General Counsel 
27 8-HQ-C122 97 36-VIO, 0 9/06/2( 

"J ) 

b l 
b2 
b7E 
b6 
b7C 

bl 

b7E (Si 

bl 
b2 
b7E 

Details": By EC dated 07/03/2006, | | requested that 
OGC review the facts of the captioned matter and determine whether 
it warrants reporting to the IOB. As explained below, in our 
opinion, the FBI is not required to report this matter to the IOB. 

i .q Ì I 
i nvest i cat i on 

] Fo "I "I nwi nrr th^ initiation off 
ï V , 

., ,conducted | | with the 
I to determine the target's telephone number. 

J the case agent wrote down the 
t e 1 ephd"he""""humbe r"""" "as"""""f"0l"l'0ws-t | | 

P 
During £ 

jased upon the telephone number written down 
pursuant to li _ _ U.S. C. § 2709(c), 

J served a National Security Letter (NSL) dated 
04/27/2006 reguesting the name, address, length of service and 
local and long distance toll billing records for telephone number 

I | Upon receipt of the telephone records, 
determined that they were unlikely associated with the s 

was 
ec 

we 
After it was determined that the telephone records 

re not associated with the target, I [compared the 
telephone number in the NSL with the telephone number that had 
been written on a piece of paperl |. The 
telephone number obtained | | was the same 
as the telephone number in the NSL. I I does not know 
whether the wrong telephone number was given to the FBI, or 
whether the case agent wrote the i nr.nr re of telenhone number on 
the piece of paperl | A subsequent 
L I established that the correct 

l| g J Vtel.ep.hQne...numb.er.---Qt---±he---S-ubg--e-ct----i-s-J 

(U) Section 2.4 of Executive Order (EO) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsel 
of the Intelligence Community components (in the FBI, the 
Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. This language was adopted 
verbatim from EO 12334, dated 12/04/1981, when the IOB was known 
as the President's Intelligence Oversight Board (PIOB). 

(U) This language has been interpreted to mandate the 
_ng of any violation of a provision of The Attorney 

SÊ RÏjJT̂  

NSL VIO-31389 



SE 
h 2 

SE^t^T 
b7E To: | | From: Office of the General Counsel 

Re: 27 8-HQ-C122 97 36-VIO, 0 9/06/2( 

( U ) 

(U) 

(U) 

<TJ) 

General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is reguired, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon reguest. 

The standard for issuing an NSL is relevance to an 
authorized^ in\^estigation to protect against international 
terrorism or clandestine intelligence activities provided that 
such an investigation of a United States person is not conducted 
solely on the basis of activities protected by the First Amendment 
of the Constitution of the United States. The subject of the NSL 
does not need to be the target of the investigation, provided that 
the information is relevant to an authorized investigation. 

NSLs are a specific type of investigative tool that 
allows th"e FB"! to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C. §§ 1681u(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). 

ECPA, 18 U.S.C. § 2709, provides that the FBI may 
seek toll/biXLing information from telephone carriers that is 

•bl relevant to an authorized national s eci i r i t v i nves t i na t i on . 
I Ithe AG Guidelines 
provides that NSLs may be issued in conformity with statutory 
reguirements, including 18 U.S.C. § 2709. 

Here, during an authorized investigation, the FBI 
obtained a^tel^phone number| I that was 
believed to be the telephone number of the target. In other 
words, the telephone number received was believed to be relevant 
to an authorizedT ¡investigation. Based upon the 
information obtained the FBI served 

NSL VIO-31390 



b7E 

(U) 

b 7 E 

SEC: 

From: Office of the General Counsel To: 
Re: 27 8-HQ-C122 97 36-VIO, 0 9/06/2 

an NSL requesting information about such telephone number. At 
the time that the NSL was served, the FBI believed that it was 
seeking information that was relevant to an authorized 
investigation. Upon receipt of the telephone records, the FBI 
learned that it received information unlikely associated with the 
subj ect. 

Although the FBI learned that the telephone number 
was not as'isô iated with the target, the FBI had, in fact, 
reguested information through an NSL that was believed to be 
relevant to an authorized investigation based upon information 

bl received during a lawful| | Although lawfully 
b 2 obtained, because the information o b t a i n e d through the NSL is not 

associated with the target, if not already accomplished, the 
information should be seguestered to protect the potential 
privacy interests of United States persons. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error need not be reported 
to the IOB. A record of this decision should be maintained in 
the control file for future review by the Counsel to the IOB. 

SECRS^ 

4 
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ECkŝ T SEC: 
b>2 To: From: Office of the General Counsel 
b7E Re: 278-HQ-C1229736-VIO, 0 9/06/2( 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3 : (Action) 

AT 

(U) With respect to the information obtained through the 
NSL that is not associated with the target, if not already 
accomplished, please seal the information and seguester it within 
the CDC s safe. The information should continue to remain sealed 
and seguestered in the CDC s safe until further direction from 
OGC. 

cc: Ms. Thomas 

be 
b7C 

IOB Library 

NSL VIO-31392 



(Rev. 01-31-2003) 

S E CRI 

FEDERAL BUREAU OF INVESTIGATION 

h 2 
b7E 
b6 
b7C 

(U) 

(U) 

(U) 

(U) 
bl 
b7A 
h 2 
b7E 

(U) 

Precedence: ROUTINE 

To: 

Date: 12/14/2 

Attn: SAC 
z\.qz\r 

SS£ 
SA ? 

Attn: CDC 
ADC 

Inspection Attn: IIS, 

From: Office of the General Counsel 
M Q T . R / f T T . I T / R n r i r p 7 Q / I 7 
Contact: AGC 

Approved By : Thomas Julie F 

Drafted By: 

278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-| | 

DATE:11-21-2007 
CLASSIFIED BY 65L79/DHH/KSR/RW 
REÄS0M: 1.4 (c) 
DECLASSIFY OH: 11-21-2032 

Synopsis: pC It is the opinion of the Office of the General 
Counsel (OGC) rhat this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) 

Reference: 

rvaf^Tic- X 
27 8-HO-C122 97 36-VIO Serial 1633(Pending) 

Jending) ) 

By EC dated 08/14/2006, the 

|( Pehdlhg ) 
Pending) 
Pending) 

Field Office 
reguested that OGC review the facts of the captioned 

matterand determine whether it warrants reporting to the IOB. As 

sfe^ET 
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To: I "1 From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 12/14/2006 

(U) 

b 4 
b7D 

explained below, in our opinion, the FBI is not required to report 
this matter to the IOB. 

On 08/02/2 006, during the course of authorized foreign 
counterintelligence investigations,1 the FBI served three 
National Security Letters (NSLs) pursuant to the Fair Credit 
Reporting Act iFCRA). 15 N.S.C.^ 1681nia1 and th) . The FRT 
s e rved t h e NST,s on I I 

] In the NSLs, the FBI 
reguested consumer identifying information and financial 
institution listings. 

On 08/03/2006,1 1 provided the results of the NSLs 
e\pBI. In response to the NSLs,I I provided complete 

r< r p H i t r p p n r t regarding the subjects of the investigations. 
I |Division Associate Division Counsel | 
became aware of the NSL result. | |informed the case 
agent that section 1681(v) of the FCRA permits the FBI to serve 
NSLs on credit reporting companies reguesting complete credit 
reports only in counterterrorism m^ttpr.q. hut nnt in 
counterintelligence investigations. further 

(S) 

(2: 

( 3 ; 

(S) 
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To : I I From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 12/14/2006 

(U) 

explained that the FBI properly served the NSLs and requested 
lawful information. x In response to the properly served NSLs, however, erroneously provided information beyond the scope of the NSLs. 
Through no fault of the FBI, the FBI obtained complete credit 
reports pertaining to subj ects of foreign counterintelligence 
investigations. When the case agent received the NSL results, he 
immediately sealed and sequestered them. This excess information 
currently is sequestered in the safe of the 
Counsel. 

Chief Division 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with Executive Order 12333, dated 12/04/1981, if 
such provision was designed to ensure the protection of 
individual rights. 

(U) Violations of provisions that merely are administrative 
in nature and not deemed to have been designed to ensure the 
protection of individual rights are generally not reported to the 
IOB. The FBI Inspection Division is required, however, to 
maintain records of such administrative violations for three 
years so that the Counsel to the IOB may review them upon 
request. The determination as to whether a matter is 
"administrative in nature" must be made by OGC. Therefore, such 

sfeSÇET 
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To: | | From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 12/14/2006 

administrative violations must be reported as potential IOB 
matters. 

(U) NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email 
communication records from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709); (2) records of financial institutions (which are 
very broadly defined) (Right to Financial Privacy Act, 12 U.S.C.§ 
3414(a)(5)(A)); (3) a list of financial institutions and consumer 
identifying information from a credit reporting company (Fair 
Credit Reporting Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) 
full credit report in an international terrorism case (Fair 
Credit Reporting Act, 15 U.S.C. § 1681v). In addition to FCRA, 
15 U.S.C. §§ 1681u(a) and (b) information (financial institutions 
and consumer identifying information), under 15 U.S.C. 1681u(c), 
if certain factors are met, the FBI is able to obtain full 
consumer reports in both counterintelligence and international 
terrorism investigations by an ex parte court order. 

Here, during the course of several authorized foreign 
counterintelligence investigations, the FBI served three NSLs. 
The NSLs requested lawful information and were properly served. 
In response,! |provided the FBI with information outside the 
scope of the NSLs and with information that was not permitted 
under 15 U.S.C.§§ 1681u(a) and (b). In other words, an error on 
the part of| I resulted in the unintentional acguisition of 
information by the FBI. 

^ ^ ^ The carrier's mistake is not reportable to the IOB as 
the FBI nas not acted unlawful 1v or contrary to Executi ve Order 
or Presidential Directive. | \should contactl land ask 
whether the unintentionally acguired information should be 
returned or destroyed with appropriate documentation to the file. 

(U) Based upon these facts, in accordance with the terms 
implementing the reporting requirements of Section 2.4 of EO 
12863, it is our opinion that this error is not reportable to the 
IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

SECT 
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•b2 To :| I From: Office of the General Counsel 
b7E Re: 27 8-HQ-C122 97 36-VIO, 12/14/2006 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

Set Lead 2: (Info) 

AT 

(U) Foj1 _iiJ_OJ_ilLa L_LOii . 
b2 
b7E Set Lead 3: (Action) 

All 

(UÎ should contact the carrier and ask whether the 
unintentionally acguired information should be returned or 
destroyed with appropriate documentation to the file. 

cc: Ms. Thomas 

b7C IOB Library 
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U.S. Department of Justice 

Federal Bureau of Investigation 
ĝggggrf̂  

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chai rman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-| |(U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

DECLASSIFIED BY 65179/DHH/KSR/RW 
01 11-19-2007 
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s: 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 
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