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b7E facts of the capticned ma=-ter znd zetermine whether it warrants
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( on 03/23/2006, the =2ase ajent received the toll reoords

SEC}BK

T From:  Offis
Re: CIE-HO-Cl2Z97365-V10, 0d/7132,

of the Zeneral Coanael
SO06

=

reporting to the IOB.- In -ur opinien, it dees. Our analysis

= z
follows.

erronzous telephone numker was forwarded o

on o CD. 01 J3/24/°006, —he czsc agent cpened the toll records and

mmediately noticed the discrepancy in the telephone rnuamkber. The case

ayent pronptly notified his superviscor and placed the original CD in
CD zox.  The CD box was sealed and stbmitted to the custody of the
Chizf Division Counsel.
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Lelephione namber swas Jnlagded jnto A Crom the NST rotyrn. Furthe
n- RCI chechs, |data kase
cheska were performed on any informatin from fthe NSL return.

SRS “m;jﬁﬁ::\kﬁhing from the o2rigina’ NZL was ugloaded.
Specificdlly, ho pereonal or 1danf1*”1rg nfecrration on the incorrect
er,

---------------------------- 1>< EC from] lto 0C dated 23/27/2006 and
titled "bossible Intelligence oversight koard Matter, (l1CB) 24
3SA d

P (U)y A “nited Statesz persor” (USC)is defined in Secticn
2Ly of FISA (codified at 50 .30, § 18CL et segq.) as Ya
citizen of the United Stazes [o0] an allen _awfully admitted for

ined in zecti-n ZC1(a)20) of the

permanent residence {(as Jd=fin
_mmigration and Maturalizaticon Act) . . . .7

S (1) In order to oavoid any further diszenination of this
inccrrect telephone nunber, the ruanber iz not rfeing listed in
t

thiz docurent.
sRsa{

2
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(3) In the me | boepoptes srae, | ]
ST “%w?ﬁ(% Cr 02/06/2006, durirg the course of the invesTigazion,
a case ageht Yforwarded an cmgll fLo ar. investigative support specialist
{I3%) asking the IS3 o creafte Hzatioral Security Leftfers (MSL) for two
tel=zp nanbers tha- were associated with the suk’=ct of the
investigation. On 03f13/2006, the IZS created HN3Ls for the —wo
te_ephone namkbers. Due o an inadvertent srror, however, one of the
telephone numbers was erronecusly transcribegdl e Ho with the

on
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""""""""""""""" - A copy of —he origiral 3L and the informatio

Sﬁ’l\

T | From:  Office
Re: CR=HO-C1l2Z9736=-V10, 047132,

of the Zeneral Couanael
SO06

Finz_1ly, no open source or internet eckg were condacted on the
Information.

< received

I
are being maintained by the Chief Divizi-n Ccunsel in his safe.

> on 2.4 of Executive Order (EO) 12=z63, dated
Q/13/1993, mande s ~hat Insp=ctors Genera. and General Counsel of
the “nte lllqe_ ce Community componerts (in the FBI, the Aszsis—ant
Director, INSE, and the General Counsel, OEC, respectively) repaort to
the ZOB lﬁtglllQCDpQ acTivities that they have reaszon to believe may

e unlawfal or contrary to Executive order or Fresidential direczive.
Thiz langiage was adopted verbatim Zrom EO 12334, dated 12/04/193

when the I0OZ was znown as the President's Intelllgence Oversight EBoard
JEIOE).

(1) By longstanding zgreement betw=zsen the FBI and <“he IOB
vand itz predecessor, the PIOB), this language has been interpret-ed to
mandate the reporting of any violation of a wrovision of The A-torney
Genoral's Guaidelines for BT Notioral Sccurity Investigations and
Frrefogn Intelligence Collection (NSIG), -r other gaidelines or
ations approved by the Attorney Genera. in accordance with EO

: : f,ﬁ4/l%31 if such provisicn was designed in full or in
the protecZion of the individual rights of U.3.
Vinlations of provisiongs that are essentially administrative
n=zed not ke reported to the IOE. Thes FBI is rejquired,

: Lo maintain records of such acministrative violations so that
cuns=2l Lo Lhe TOB may review Lhem uporn request.

"""" A N3La are administrative subposnas that allow —he ZBI to
okbtain thres types of information: (1) televhone and smail
comeninication records from telephore companies and internet gervice
providers (Zlectronic Commmunicatiors Privacy Act (ZCPAY)Y (12 1I.3.7C.

S 270%; (2) financial instituticn records (Right to Financial Frivacy

Act)y (12 U.3.00 5 3414 (a)(S)y(AY); an3 (3) cr=adit buareauw information
‘Fair Credit Reporting Acz) (15 U.3.C. § Ze8lu {a;, (k)). ECFA, 12
n.3.C. & 72709, prevides that the FET may s=ek toll billing information
from telephone carricrs thot dic relevart o an authori-cd na-ional
ety investicgation | J

In this sizuaticon, the information obtained by The FEL
was not refleant to an authorized rational security investigation.
bue teo the incorrect number stzted ir the N3L, the F=l received
fLelzphone Lol 1 BT Tirey records pertaining to a telephone number ~hal
wis noitheor under invesZTigayion nor related to an investigation.

NSL VIO-31310
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S I IFrom: Offize of the Zeneral Coanael
Re: CTE-HO-ClII97 36-V10, Ud/18/2006

Therefore, the infcormation was improper_.y ccollected, although
un-ntenticonally o, in viclation of the N3TIG and ECPA.

T e 'é:)ég: It should e noted that response in
rece.vind the s erronecus informztiorn was -ommendakle.  Upon receiving

the Zncorrect toll records, the case azent lansdiately noticed the
discrepancy, notified his superviscr, and placed the original €D in a
CD oox. Froper procedures were then urdertalken ky sealing the CD baox
and subritting the box —o the Chief Divisicn Counsel's custody. Ho
perszonal or identifying informaticr on the Zncorrect teleghone number
was o loaded into ACS fromg the HSL re=tign.  Further, no AC3 chechs,

data rase checlks were

performed on any 1ntormation from the 3L return.  Finally, no open

s-urco or internet chocoks wore concucted on the information.

(1Y Here, the target's rights were nct viclated lbecause he
was not the subject of the inmproperly col_ected information. It is
unknown whether the errcneous information received pertained to a
United States Person, inasmuch as there has oZezsn no review of —he
nformation.  Monetheless, based upon the fazt that information which
nzy bz about 3 USE was improperly, although inadvertently, collected,
and Lnoaocorndance wilh “he reposbing requirenents of Secticon 2.4 of
cecutive Order 12863, OCC will prepare a cover letter and a
=i rande to report This matter to the IOE.

EEQEE?

NSL VIO-31311
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h2 T From:  Offize of the Zeneral Couansel
b7E Re: CTE-HO-CL2I9T735-V10, 04718/2006

LEAD (s) :
Set Lead 1: (Action)
INZDECTICHN

AT WASHINGTON, DC

(U) Feor action deemed appropriate.

Set Lead 2: (Info)

COJNTERINTELLT GENCE

AT WASHIMNGTOM, DC

() For informa=-icroi.

Set Lead 3: (Action)

‘ AT
b2
b7E (U) Tne CZC should continue to retain custocdy of the impropersly
b6 reczived information. This informatiorn shculd continue to remain
b7C sealed and zequestered in the CDC's safe until further direz-zion foom

O=0C.

cc: Mz. Thomag

10z Likrary
*

‘;ESRET

NSL VIO-31312
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ALL INFORMATION
HEREIN. L5 UHCLAS

WHERE .

SECRYT

B7F INTELLIGENCE OVERITGHT BOARD [IOE; MATTER

IFIELD OFFICE
0B MATTEX ;uubl )

::}ﬁi; Ry elect rondo cvaquuinioat 0o [FEO) dated Marel 27,
2C0¢, thé€ Fed:ral Bursau of Investigation (FEI)' I

Ficld Office | | reported trhat, |

On February 2, 2006,
during the course of | |investigation, an FBI case agent
forwarded an cmail to an FBI investigative supcort specialic=

35) asking the IS3 Zo create MNzatloral Security Letters (NSL)
for two telepnone numkers that were asszoclated with the subject
of ths investigation. ©On February 13, 200¢, the I33 created M3Ls
for the two telephone numbers. Due to an inadvertent e=rror,
however, one of the telephone numbers was erronesusly
trans-ribed.  The N3 with the erroncous ephone namber was
f-rwardesd tcl

(X Zue to the incorrect rumber stated in the N3L, —he
FEZ rescezivéd Yelephone Zoll billiny records wertaining to a
tz_=zphone numkber that was nelther unter investigat

ion nor related
t- an investigation. The error was clsccvered upon receipt of
the Znforraticn, and The reccorxds were neither reviewed nor used
frr any investigative purpose. Degpite the inadvertent nature of
the mistake, the fact remains that iriormaticon was improperly
et ed o s telepborne b e e e st i gation.
| The
Lttorney GSeneral's Guidelines for FRI Nat-cnal secUurlity

bl

stigaticns and Foreign Intellicerce Zol_=cticn.! Thus, the

mﬂtt er is being repor-ed —o the I0B.

IED: EXCEET

i —

ST Seczion V.12, authoriczes
Letters in conformity with 18 U.3.C. § 2702 (r=1
subszsecricer informaticn, toll billirg reccrds, = lect
cormeadnication transac-ional records) . The statute regqui
nformation sought is relevant to oan acthorized i
Investigation.

NSL VIO-31313



(Rev. 01-31-2003)
SE;;h(

b2
b7E
b6
b7C

i

b2
b7E

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 0&5/22/2006
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. ] ALL - THFORMATT ON- CONTAINED
Title: X INTELLIGENCE _OVERSTIGET BOARD Hho HEREIN IS 1RICLASSIFIED -EXCEPT
MATTER 20064 ’ WHERE . SHOWH  OTHERWISE
Synopsis: N It is the c¢pinion ¢z the Office of tnhe General

Conmasl [(0G0) that this matter neez rot he reported o0 the
_ntc_ligence CversighzT Board (IOR). Rather, it should ke
maintzined in the conzrol file for periodic review by Counsel o
the ZOB. Our analysisz follows.

-Administrativef“izgi: This electronic communication (EC) conzains

nformation from the following dococuments: ‘1) a copy of the
Haticnal Security Letzer (MNSL) dated 1Z/C7/2005; [(2) a copy of

the EC dated 12/07/2005 forwzrding the NSL to the] Field
Division to be szerved on —he czrrier; (3) 3 zocy of the BEC dated
Ty /2008 delivering the results of the NEL to the
Field Office] L and (4) =z copy of the EC date
02/10/2006 from to OGC reporting a potential ICE
matter.
Reference: ;bl {3) (Pending)
L]
b L
(Ub7E Der® rom .- =
Decl o T2 X1

NSL VIO-31320



\SEQRET b2
T I IFE”m‘ ﬂffil b7E

Re: Z7=-HO-Cl229735-V10,

b2
g b D'ét‘ai'l's-:“--~-->§ By
OZC review the fac
or
I

the Gensral Counse=l
06

tha=

EC da-ed
‘ts of the

;jp+lur63 . dete whe-her
it warrants reporting to The IOR. Az erp_ained kelow, in our
opinicn, thes FBEI is not rejuired to report this matter to the IOB.

b2
b7E
bl

2 Cn 13/07/2005,[::::::::]-jrafted an H3L pursuanc
U.S.C. % 2709 seeking £oll billing recocrds for a cellular
ohone namker.  Specifically, the HNSL scught "the name,

b4 'SS, length of service, and =211 local andelona dictance —oll

b7D crds for the following telephoine ruumber: Ifrﬁm
e of dnception to mreagenr.™ B T cated 1270772005, Lhe 1S
5 forwarded to +h9| Divizion £ be deliversd to

5

R mmw~*”“;>5<; Crni 12/21/2005, tkel IDiVision forwarded =he
iuj”mm results of tid pNsl tol Lpcn receiot of the
information |reviewed the N3L results and learned zhat
B2 the rescords included not only the killing records for the
sukjest, who was The current subscriber for the nugher, it 3ls0
p7E the billing reocords for the two prior cubscribera. |
subsequently sealed and sequesterez the telechonse records of the

two pricor sabacribers.

(11 Section 2.4 of Executive Order (EOQO) 12263, dated
08/13/19%%, mandates —hat Ilnspectors Genera. and General Counsel
of ths Intelligence Community components [(in the FzI, the

Azsgistant Dirsctor, IMNSED, and the Gereral Counsel, O5C,

eclively) Lepart o Lhe TOB intelligence activities Lhal Lhey
reagon to belisve may be unlawZul or contrary to Exscutive
Order or Fregidential Directive. This _anguags was qjul_ed
vercatin, from BC 12334, dated 12/04/19&2, when the ICDE was hknown
3z the Fresident's Inzelligence Oversicht Eoard (PIOB).

(U) By longstanding zgreement kbetween the FEI and —he

OB {and itz predecessor, the FIOB), this language has been

creted £o mandate —he zeporting of any violation of a
proviszion of The Attorney General's Guide. inss for FRT National
Scourity Investigations and Foreigrn Intel’ligence Collection (AG
Guidelinez), or other guidelines cor rexulaticons zpproved by The
Attcrney General in accordance with EO 17323, dated 12/04/1931,
2f =zuzh provisicn was designed in full or in part f£o ensure —he
protection of the individual rsights 22 U.3. persons. Viclations
of opreovisions that are essentizlly azZministrative in nature need
n-t b=z reported to the IOBE. The FEI i= r“]uirﬁd nowever, to
nzintzin records of such administrztive vic_ations so that the
Crnnssl e the TOR way review them npor regqusst.

sm

2

i
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T From: Offil"a of fthe Gensral Counsel
Re: CIR-HO-Cl2 297 325-V10, 5y 2272006

N M2Ls are a specific type of investigative tool tha=
al_ocws the FET to okbtain cerxtain limited tyvpes of information
without court intervention: (1) telepltone and ewxail communicazion

reccrds from telephone oompanies ard irternet zervice providers
tE_ectronic Communications Frivacy Act, 12 U.S.C.0 § 2709); (2)
reccrds of financial institutions (which 13 very broadly defined)
{kight to Financial Privacy &ot, 12 U.3.7.8 24l4(a)is)(B)); (3) a

Zist of financial inszTizuzions d“d conEuer identifyving
nfermation from a credit reporting company (Fair Credit Repor—ing
Lot, 15 UL3.C.88 1e3lufa) and (b)), ani (4) full credit reporT in
an international terrorism case (Falr Zredit Reporting Act, 15
U.3.C. § 1631v). ECPA, 18 U.3.C. § 2709, provides that the FEI

~ seek toll billing information from telephone carriers that is
cvapt to 39 suthori—ed pationel cecoorito investigation.

fche 2G Guidelines bl

-3

prﬁVides that NSLs may be issued irn corformity witnh statutory
requirerents, including 18 U.3.C. § 2709

Here, during an auttorized investigation,! the FEI
proverly servoed an NSL on a telephone carricr. In regsponse —o
the proverly served NSL, The FBI aobtaired information regjarding
pricr subscribers' records that were not relevant to the
investigaticon.® It appears that this inforwation, al=zhough
_awfully obtained, is not relevant to the investigation and
shonZd e ngrogjfed o protect the potential crivacy interests

of Jnit=d Jtates persons. As zlready accomplished in this
natter, oncz information not relevant to an authorized

Investigation 1s received, Lhe [ield shall s=zal and segueghter
such information.

(UJ) Dased upon these factse, n accordance with the
terms ixplexenting the repo ~ting requirements of Section 2.4 of
EO 12062, it is our opinion that this error ne~d not be reported
t- thes I02. A record of —his decisicn shou’ld re maintained in
the cintrol file for fusure review by the Cout%el to the IOE.

M | 11

! The target's rights were rot vi-Tated becanzse he was not
the subject of the inproperly collected information. It is
unknown, nowoever, whoe-her the information of priocr giabocribers!
> 2 United States Porgoninacmuch as there has

£

reccrds portained ¢
been no review of the information

S ET

NSL VIO-31322
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To: | | mrrm: offic
Re: 278-HC-T1229736-VIO, 05

LEAD (s) :
Set Lead 1: (Action)
INSEPEZCTICN

AT WASHIMNGTOM, DO

() For action deemed

Set Lead 2: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DO

o For information.

Set Lead 3: (Action)

=

(U)y With respect =—o the information
carrier, please seal It

recelved from the

TR

N

= of the
VAR ASI Y

seneral Counsel

zppropriate.

the CDO'z zafe. The information shourd continus to
safe until further direction

a1l secu=zstered in the COC's
O=C.

cc: Mz . Thoras

IOB Likrary

144

SECR

NSL VIO-31323

remain

that was improperly
and sequester it within

sealed

from
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Title: Y INTELLIGENCE OVERSIGET BOARD
MATTER 2006+

It is the cpinion ¢ the Office of tne General
=1 (O Tat this matter neez rot he reported o the
_ntc_ligence CversighzT Board (IORB). Rather, it should ke
maintzined in the conzrol file for periodic review by Counsel o
the ZOB. Our analvysiszs follows.

Administrative: This electronic comuunication (EC) conTains
nformation from/thed following documents: ‘1) a copy of the
Haticnal Security Let—-er (MSL) dated 10/25/200%; (2) a copy of

the EC dated 10/23/2005 forwzrding the NSL te the Field
Division to be sgerved on ~he czrrier; (3) 3 -Tory OL_Lne LRC dated
07/C2/2006 deldivering the results of the N3L to the
Field Office and (4) a -copy of the EC dated
0z/13/2006 fror to OGC reporting a potential ICE jb2
matter. :b7E
bl
Reference: {3) (Pending)
(1) Deri O; > -3
Dec y on- 1

sksgr

NSL VIO-31324
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r7E T::I I From: Office of tlhe Genseral Counsel
Re: Z78-H0-ClIoa735-v10, 05/1%/2006

My ,
Lb2 Detaiis: PN By BT da=ed 03/13/2006,] =log tha-
7E DZC review the facts of the capticrez marrs efe whe<her
it warrants reportingy to —he IOB. Az =iy lQJ our
opinicn, the ERI is noft recuired to report this natte o the IOR.

bl wmmwmmm~w~~”“:;2§::im 1U/2b/:UUb,I Idraited an N3L gursuan<
(Tpo 23 37C. 2709 seeking toll killirg reccrds for a cellular

SoZe ULaTC. % seeking for a
b7E e_ephone number. Specifically, the HNIL scught "the name,
b4 . s length of service, and thereafter, all local and long
|b7D oodis L0011l bl ] e 521 3t ed with the following
phMHﬁ‘nJmL@r' from date ©of inception to

2y EC dated 10/25/2005, the NIL was forwarded to —he

[::::::]Division ta pe delivered to

cuﬁmmmmmm“mmmmmmmm::><i: Cn 02/0l/2000, tfer---1ECVision forwarded the

ho esu_ts §f the N3L tof The results arrived in two
>b;E foroats, paper and CD. Upcon receipt of the infornation,
' L Jreviewed the paper format. The paver copy detailed -he

cubjozt's teleophone reocords ond identificed the cubject as the
user of the cellular —elephone number. [ assuad that

e N — s L - _
the CD zontained the same informatior.
tT-T:I .................................... Howevef, on OB/]_B/QOOGI I‘v’ie*,-'u'elij the

c-ntentz from the CO and learned that The CD contained more
nformation tLhan the paper copy. The information oontained in
Tho disk incluaded the records of pricr subscrirers for that sane
Lelzphone namber.  Upon Lhe digcovery of Lhls additicnal
_nf_Lmatlfr not relevanzZ, althcugh lawfully chtained, the case
ajyent sealed the dizk in an envelope ard ‘nforved ner aupervisor
and the Chief Division Counsel (CDC) of the incident. Currently,
the disk rewainz in a sealed envelope.

(1Jy Section 2.4 of Executive Order (EQ) 17363 dated

]

/1371993, mandates —hat Inspectors Gensra. and Gensral Couns

of the Intelligence Community components {in the F=I, the
stant Director, THN3ID, and the Gereral Tonnsel, OGC,

=ly) report <o the IOE intelligence activitics that they
rezscn Lo khelieve may ke unlawZul or contrary to Executive
OLd I or Fresidential Directive. This _anguags was adopted
verpatiy from EC 12334, dated 12/04/1%922, when Tk% ILB was Known
az the Fresident's Inzelligence Oversizht Board (P

1

iD

(UJ) By longstanding zgreement betw=en the EFBI and —Zhe
~0B {and its predecesscr, the PLOR), this language has been
‘oleroreted teo mandate S he repecctiing of any vicedlation of A
provizsicon of The Attorney General'sc Guidelines for F3I Naticonal

s‘mgg

2
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T [:::::::::] From: ﬂffiwt of the Gensral Counsel
er  UTE-HO-CLZ2I297356-Y10, 0571972006

Security Investigaticns and Foreigr Intelligence Collection (AG
Cuidelines), or other guidelines or rezulations approved by —he
Attcrney General in accordance with EO 17323, dated 12/04/1931,
~f =uch provision was designed in full or in part to ensure —he
protection ﬁf the individual rights <-I U.2. persons. Violations
of orovisions that are essentizlly azministrative in nature need

)

not be re}orted £> the IOE. The FEI iz required, nowever, to
mantain records of such administrative vic_ztions so that the
Counsel to the IOR may review them upor requss

[

-------- :;ﬁ;: NSLs are a specific type -f investigative tool
that allows tne FBI fo obTtain certair limited types of

nfoermation without court interventian: 'l telepnone and email
communication records from telephore companZes and internet

<

SFIVi”E providers (Electronic Comnunications Privacy Act, 10
.30, 58 2709)y; () records cof financial institutions (which is

?fly croadly defined) (Right to Firancial FPrivacy Act, 12 U.3.C.%5
3424023 (b)(A)); (3) a list of finarcial institutions and consumer
dentifying information from a crezit reporting conpany (Fair

Crodit Reporting Act, 15 U.S.C.8% 16&luial and i(ki); and (4)

ful zredit report in an 1nte_nat1undl terrorism case (Fair

Credit KRerorting Act, 15 U.S3.C. § 16&lvi. LTPR, 13 U.3.C. 5§

270%, provides that thQ FBI may seek to”l billing information
telerhone carriers that 1s relevant te an authoriczed

patdopgl cooyupity investigation. | bl

| the AG Guidelines Provices TIaT ToLo T e losu=d

=W
n confornity with statutory requiremerts, Zncluding 1% U.S.C.0 8§

~

2T0G

D

'““:kgz Here, during an authorized investigation,! the FEI
proverly Served an HZL on a telephone carrier. In response <o
the prorerly served MSL, —he FEI obtaired information regarding
pricr subscrikers' records that were not re_svant to the
‘nvestigation.? I< appears that this infermation, al-hough
_awfully cbtained, is not relevant to the investigation and
shou”d rce gegrejated —o protect the potential crivacy interests

The target's rights were rot vi-7atsd because he was not
the subject of the improperly collected informaticn. It is
unknown, oowever, whe-her the 1nrﬁrmd+1ﬁn -t prior subscribers!
reccrds pesrtained to a United Stzfes Personinzasmuch as there nas
been no rsview of the informztion

NSL VIO-31326



R | | Frow: Office o Gensral Counsel

Re: 272-H0-Cl2l9735-v10, 065/1%/C

|—|'
i
1))

of United States persons. Az already acoongplished in this
matter, onoes iIf rreation ot relevant tooan authorized
Investigation is received, the field shal_. z=al and sejuester
such information.

.|—f

i in aczordance with the
Juirements of Section 2.4 of

(m Rased upon these fac

terms inxplementing the reporting re

EQ 12863, it is our opinion that this error need not be reported
to> the IOz, A record of this dezigicon should e maintained in
the control file for future review by the Counsel Lo the 1OB.

SECR

NSL VIO-31327



\;EEQET

b2 Toof | From: office ~f the General Crounce
bTE  Re: C78-HQO-01279736-VIO, 0571972006

LEAD (s) :
Set Lead 1: (Action)
TN=SPECT ZON

AT WASHINSTON, [

(1)  For action deenmed appropriacte.

Set Lead 2: (Info)

COUNTERINTELLIGENTE

AT WASHONGTON, DT

(1 For irnformat iomn.

Set Lead 3: (Action)

>
I

b7E

LT

{11y  With respe~t t+ the intormation that was lwgproperly
received from the carrier, pleases szeal it and gscguester it within
the CDC's safse. The infcrmation should continue to remzin cealed
and sequesterez in the CLOC's safe until further directicon Zrom

OGC.

ce: Ms. Thomas

IOB Library

**

NSL VIO-31328



_sEorET_

b7E INTELLDIQENCE OVERITCHT BOARD [(IOE) MATTER
' P TELD QII'TCE

in“" 1OE MATTERK Zo00g) el
‘ A By elect rondo cvaonou oAt Do d«tbed Marote 2%, 2006,
the [Federal DBareau of Investigatior. (FEI)| |ri=1d

e

Office reported that, on Hovemnber 25, Z0cd, the FBI cubmitted a
Mational Security Letzer (NMEL) seekirg te_sephone toll billing
records relating tooa cer—ain targst o e froooa
tyvpograchical errcr, —he —Zelephone nuwmker <n the MN3L was
crrencously transcribed.  On February 4, 200%, the telephonc
reccrds were opened and 1T was deftermired that they were not the
target's records. | |imm%diately cegazed review of —he
celephone records.

“ue to the incorrect rumber stated in the MZEL, —The
p felephone Zoll billinz records wertaining to a
te_=zphone hlm]er that was neither under investigation nor relazed
o an investigation. The error was cCizccveresed upon receipt of
the Inforration, and —he reccorxds were r.either reviewed nor used
frr any invsstigative purpose. Dﬂcpite the inadvertent nature of
= 10 g, the fact remains that irZzrmaticn was improperly
on a telephone number unrclatcd to an investigation.
rcollection wag a violation of Section V.12, of The
Attcrney Seneral's Guidelineg for FRT Natienal Security
_nvestigaticns and Foreign Intellicerce ZTol_=cticon.  Thus, the
matter is being repor-ed <o the IOL.

DELL. RIFIEB BY 65173/ DM /KSR /R

NSL VIO-31329
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U.S. Department of Justice

Federal Bureau of Investigation

SESeET

DECLAS
on 11

VAR
Washington. D. €. 20535-0001

BY TOURIER

Mr. Sterhen Friedman

Chairman

“nlzlligence Cversight Board
Rzom E0Z035

Hew Execsutive Office Building
TC5 7Y Street, Northwest
Washington, D.C.

Dear Mr. Friedman:
Enclosed for your informatiorn ig a self-syplanatory

e randr =ntitled “Intelligence Oversight Board Matter
2006 (1))

The memorandum sets forth <etali’s cf investijative
whicn the FRI hdb determirez was conducted ~ontrary Lo
~mey General Guidelines for FBI Foreign Intelligenc
ooand Foreign Counterintelligence nvvufquflmn and]or
S cutive Orders, or Presiderntial Directives wnich govern
FEZ. foreign counterinzelligence znc international terrorism
Investigaticnz.,  This mat=zer has also be=sn r=fsrred to cur
rnal Investigations Section, Irspection Division, for a
detzruminaticon of whether any administrative acticon is warran-ed.

0

Enclosure

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

ARIFIED BY 65173/ DM AKSR/RU

NSL VIO-31330
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SRR

vyou or any memkber of your staff require additional
zn oral oriefing will ke
(U)

Mr. Sterchen Friodman

Zhould
nformation concerning This matter,
arranged for yvou at your oonvenlience.

Julie F. Thomas
LCeputy Gereral ZTounsel

. = The Honorakle Alkertco R. Gonzalss

Lttorney Genesral
J.3, Department of Justice

Koo 5111

. - Mr. Jawes Bacer
C“ounzsel, Office of Intelligence Folicy and Review
' Department of Justice

Roorn 61570

g
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(Rev. 01-31-2003)

;EBRQT

FEDERAL BUREAU OF INVESTIGATION

Date:

5/05/2006

Precedence: ROUTINE
To: Attn: s
b2 t intelli Att
: Counterintelligence n:
b7E - -
bt Inzpection Attn:
b7C
From: Office of the General Counsel
N3L=Z/CILU/Rnom 7947
Contact: AGC
Approved By: Thomas Julie F

Drafted By:

278-HO-C1229736-VIO Serza’ 1Z89

(Pending)

INTELLIGENC

QVERSIGET BOARD

MATTER 20064

b2

CONET

It 1s the c¢pinion ¢z the Office of
that this matter must be reportez to the Tont=lligence Oversight

tne General Counsel

Brard (I0Z). OGC will preparc and deliver the necessary
correspondence to the IOB.
(1) DerY - -3
Sify On:
) Reference: (3) (Pending)
bl
b2 Depgils%~t>§z By electronic commurication (EC) dated 03/23/2006, the
(Eb7E [ ] 'ield Office requestad that OCGC review
: e captioned MRTLELD St sererinine whetner 1t warrants
repcrting to the IOE.- In cur 2pinion, it doess. Our analysis
f- lows.
b2 ) 1>< EC fron] to OZC daxted 03/29/°006 and
b7E Ttit1ed ma3n BA
bo Divisicn; IOB.
h7C

174D KSR /BN

S=03-2032

éﬁbﬁﬂ{\\

ALL INFORMATION CONTAINED
HEREIN I35 UNCLAZSIFIEDR ‘EXCEFT
VEERE . SHOWN OTHERWIZE

NSL VIO-31332



b2
b7

-

b2
b7E
b4
b7D

E

skm'r

T From: ﬂffiWC ot fthe General Couansel
Re: "7=2-HO-CLZZ9735-V10, 0by05/2006

ajgent subni<ted a
. toll kbilling recoxzds
Due to a typograpghical error, ~he
cn the M3L was errcoresus.y transcribed. On
*1@ *alofhﬁnﬂ records were opened and 1t was determined
- . thev weres not the ,aL1c+'3 EG’ULd- The teleghone records weze
destroved without further revie

ction 2.4 of E:xecutive Order (EO) 2363, dated
(19/13/19%3, mandates <hat Inspectors Gensra_ and General Counsel of
the ntelligence Community componerts (in the FRI, the Assis—ant
Dir%c*ml, INSL, and the General Counsel, OZC, respectively) report to

g 0B intelligence ac-ivities that they have reason to believe may
e unlawfual or contrary to Executive order or Eresidential direczive.
Thisz language was adopted verbatim from EO 12334, dated 12/04/1931,
when the LOZ was Znown as the President's Llntelligence Oversight EBoarxd
VEZOB),

(1) By longstanding agreement betwsen fthe FBI and —he TOB
iand itz prodecoscor, the PIOB), thic language has booen interprezed to
mandate the reporting of any violation of & wrovision of The A-ftorney
Genzral's Guidelines for BT Netioral Secur:ty Investigations and
Foreion Intelliqence Collection (MNSIG), cr other guidelines or

] i roved by the Attorney Genera. in accordance with EO
323, dated 1 /04719381, if such provisicn wag designed in full or in
part to ensuare the protecTtion of the individual rights of U.
perzons.  Vinlationg of provicionge that are egcsentially adminigstrative
Inonature need nob e reported Lo Lhe IOE.  The FRI 1lsg required,

r, Lo maintain records of such acministrative viclaticns so that
the Coungel o the TIOR may review them upon rejuest.

)v

NSLs are administrative subpoenas that allow —he BRI to
types of information: (1) televhons and email
records from telephore companies and internet ser”lce
LLuv’ché (Zlectronic Commounicatior.s Ty (ZSCRAYY (18 11,

g, ) financial instituticn records {kRight f£o Financial Erlfaﬁ?
Adfﬂ (17 .3.00 % 3414 (a)y(5) (AR)); anz (3) ~r=adit barean inforwmation

2

“ (U) In crder to avoid any further dissemination of this
ncorrect telephcnQ numpper, the number s not reing listed in
thiz docurrent

""""""""""" 3Mn 03/27/ 2006:rcalizcd that this meident constituted an [OB violation

and promptly réported the matter to OGC, the Inspection Division, and the Counterintelligence

Division.
shm\

2
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b2
b7E

bl

S T

T From:

Re: 77=-HO-Cl229735-V10,

{Fair Credit Reporfting Ac—) (15 113,70 § Zas8la (a), (b)l). ECPA, 18
U.s.C. § 2708, provides that the FEI way seek toll billing information

from teleprhone carrviers fhaf Jdo releard to sn opnf-ocorized na—ions]

security investigation. I |
fthe MNSIG provides thaz 1 1 y
regusrerents, including

In this sizuation, Zus Lo the incorrect nudkber stated
FRI received teleplore t2 1 £illing records pertaining
number that was neither under investigation nor relat

t i igation. Therefore, the irf-ormation was ilmproperly
o2 lected, although unintenticonally so, in violaticn of the HSIG and
EZFPA.

(U) Here, the target's rights were nct violated because he
wzs nct the suabject ¢f the improperly col_ected infcormation. Lt iz
unbnown wihether the erroneous information received pertained to a
United States Perscon, inasmuch as there has Zezn no review of The
nformation.  Nonetheless, based upor. the faz-t that information which
may bo about 3 USE was improperly, alrkouqh inadverteontly, collcococted,
and n accordance with The reportirg requirenents of Section 2.4 of
Lxzesutive Order 128053, OGC will prepare a cover letter and a
mems randue. o report This matter to the IO0OE.

—

SECR

NSL VIO-31334
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b7E T::l |From: Office oI the General Counsel
Re: C72-HO-Cl2C29735-V10, 0by0L/2006
LEAD (s) :
Set Lead 1: (Action)
AT WAZSIIMGTOM, DC
(U) For action deemed appropriate.
Set Lead 2: (Information)
COINTERINTELLIGENCE
AT WASHIMNGTOM, DC
(U) For informa=ion.
. Set Lead 3: (Information)
b2
b7E
AT |
(U) In the future, when improper Jdata resulting from an W31 is
“ved, tnhe data should be sequestered and given to the CDIZ.  The
nformation should remain sealed ard sequestsrad in the CDC's safe
until further direction from OGC. 1t is anticipated that OGC will
prrovide gaidance regarding improperly ol lected NST inforvwat ton in the
ncar future.
cc: e Thomas
b6
b7C

1Oz Library

*

NSL VIO-31335
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ZCoeg,

Ficld Office,
natter.
drafted a National
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(]

b2
b7E

~

Fy

elert prorie

the Federal B

ol oAt

13t e

AL il

i

z

& 270

O

T

[#]

ureau of In

VeSS

tigation

(FLI),

(IR

reported a poss

Secnrity
9 seexing electronic

Tetter
SOOI T &

n HNevencer 16,
(NET pnrsiant

o

trraqsactio

2000,
to 1R
ral

f

the intecrnet service provider

T

b2

ikble Intel_oigence Overgcight Board 1Rog
The FEBI repcrzted that,

b7D
he

Qo
._Q

€3]}

L"Ab‘(ﬂL—'

'D

and email
The

I

ice,
sestigation.
ot include

1ested the name, address, lencth -f s
nformation for —he subiject of The
sifically directed that

content or subiject fields

\:?(7 The FEI served the N3L -n|

provided —he zesults to the FBI.
Z00E, the FZI reviewed —he results of the LSL.
the M2L resalts, the ¥Rl learned that | |response
exczeded the scope of the NSL. Speciii addifion to
prov_ding the email header information, I
“nproverly provided the "subject" fielc of each enail
transzcticn. The Bl immediztely sealed and sequestered the
nformation and placed it in a3 szfe The FBEI did not enter
nformaticon into the case file., Moreover, the FEI plans to
n-tify the internet service provider of its error to avoid
future mistalkes.

-

srv
nves

)
4]
i

A

PN R

ir

Mm N

3

| ard
On April
Uporn review of

~ -
tay

oo 1oy ip

any

L7D

(N Here, an error on the part -of
resu_ted in the unintenTional acquisition of Information
thrcugh an NSL.  Based upon cur znalysis, in accordance with
the reporting requirements cof Sectior Z.4 c¢f Executive Order
_z8&3, the tarrier's miztake muzst be reprrted to the ICB.

Deriv T G-3

assify on:

S
NSL VIO-31336



U.S. Department of Justice

Federal Bureau of Investigation

el ~

Washington. D. €. 20535-0001
BEY TOURIER

Mr. Sterhen Friedman

Chairman

“nlzlligence Cversight Board
Rzom E0Z035

lew Lxezutive Office Bullding
T3t Street, Northwest
shington, D.C.

Wi
Dear Mr. Friedman:
Enclosed for your informatiorn ig a self-syplanatory

e randigr =ntitled “Intelligence Oversight Board Matter
2006 (1))

h

Tne memorandum sets forth cetai’s cf investigative

ity whicn the FRI has determirez was conducted ~ontrary to
yttorney General Guidelines for FBI Foreign Intelligence

‘fion and Foreign Counterintelligence “nvestigations and/or
Fxzecutive Orders, or Presidertial Directives wnaich govern
FE_ foreign counterinzelligence znc international terrorism
‘nvsstigaticnz.  This mat-er has also besn r=fsrred to cur
“nternal Investigations Section, Irspection Division, for a

=terninaticon of whether any administrative acticon is warran-ed.

+

(

Enclosure

SSIFIED WHEN

G517 DMH KRR

B
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SEC
Mr. Sterchen Friodman

Zhould vou or any memkber of vour staff regquire additional
nfocrmation concerning <his matter, zn oral oriefing will ke
arranged for yvou at your oonvenience. (U)

Julie F. Thomas
LCeputy Gereral ZTounsel

. = The Hdonorakle Alkerto R. GonzZales
Lttorney Genesral
J.3, Department of Justice
Koo 5111

. - Mr. Jawes Bacer
C“ounzsel, Office of Intelligence Folicy and Review
J.3. Department of Justice

Roorn 61570

e
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(Rev. 01-31-2003)

b2
b7E
b6
bicC

SE T

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 5/25/2006

To: Attn:

i)

[P FIN =¥
=R
)

Counterintelligence Attn: <~D-d, A/SCI

Inspection Attn: I-Z, CRD3

From: Office of the General Counsel
MN3L2/CILU/Rcom 7947
Contact: AGC

Approved By: _Thomas Julie F ALL TNFOREATION CONTAINED
HEREIN 15 UNCLASSIFIED EXCERT
WHEFE ZHOUN OTHERUISE

Drafted By:

Case ID #: J)&) 278-HO-C1229736-VIO Seria’ ~263 (Pending)

ATitle;m:E}*i::INTELLIGENCE OVERSIGET DBOARD b2

MATTER Z00D6-

Synopsis:....(5 It is Lhe opinion oI Lhe Office of Lue General
Counssl (0G%) DNuat this matfer must be reported Lo the

nt=z_ligence CversighT Board (IOQE). OZFC wi_l crepare and deliver
the necesszary correspondence to the IOE.

Reference; (3) Pending)

bl
b2

~DetaiIST”>Z§?<Tg; electronic commuricati-n (EC) dated 04/27/2006, b7E

.

the Field Office resuested that O5C review =he
facts of the capticned maz-ter and Zeterminse wheather it warrants

SEERBQ

NSL VIO-31339
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b7E

U

(-

m-

SEC

T srom: QOffice of the Zerneral Counsel
Re CUR-HO-Cl2I9TE5-V10, 0572572006

reporting to the IOR.-

FEZ s

comnunization

regquired to repcocrt this

transac-ional racords

Az

evplained

araft
2.2, 0§ 27

fro

prov;dcd

Theo NSL reguec

_ength of
of the
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investigation.
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The NSL
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resconse. wWa s

forwarded
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opinion,

Mational Security
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ally directed that
b=t fields it 1its

Field

to
in

On
03/ 7

of the N3

O4/26f2006,E::]reviewed the resalts of

ok review of “he NSL results, WFO learned that[:::::::]

exceeded the scope of the

"sukbjeoct
sezled an

Lt

The

NSL. Specifically

providing —he email heacer infornaticn,
[:::::::]impropcrlv provided the

immediazely

" fiecld of =2ach cmail
d sequeztered the
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b2
b7E

(-

SECR

T I | Srom: Office of the Gereral Councsel
Re: TTE-HO-Cl2I9T7 36-V 10, Uby/25/2006

(U) By longstanding zgreement betwsen the EFBI and —he
Z0OE {and its predecessor, the FIOR), tThis language has kbeen
nteroreted Lo mandate ~“he reportirg of any viclation of a
provsicn of The Attorney General's Suide’ines for F3I Mational

Security Investigations and Foreigrn Intel_igence Collection (ARG
Guidelinez), or other guidelines or rozulatieons approved by —he
Attcrney GCeneral in accordance with EO 12323, dated 12/04/1981,
2f such provision was designed in full or in part to ensure =<he
protection of the individual rights <Z U.3. cersons. Violations
of wrovisions that are essentially aztministrative in nature need
n:t ke reported to the IOB. The FBI is required, oowever, to
mAa*ntain records of auch adwinistrative viclations so that the

Counssl to the IOR may review them upor. requsst.

“m“:>§i NSLs are a specific type of investigative tonl that
alZcws the FRI Lo obtaln certain limited types of information
without court intervention: (1) telephone and ermail comnmunicazion
reccrds from telephons companies ard internet servicp pr‘”ldar,
‘E_ceotronic Comounicazions Privacy Act, 18 U.S.C. 5 2709); (2)
reccrds of financial instituticns (which 1z very kruadl" defined]
(Kight to Financial Privacy Act, 12 U.3.C.§8 Z2dld(a) (A)); (3) a
~ist -f financial ins=Zizuzions and consumer 1dent1fylng
nformation from a credit reporting congany (Fair Credit Reporzing
Act, 1b U.35.C.8% 16381uia) and (b)) anz (4) full credit repors in

Aan internalional terrorism cAase (Fair Tredit Reporting a0t, 15
.5, % 1621v). ECPA, 13 U.S.C. § 2709, provides that the =EI
v osezek toll billing 1nfmrmﬁrion from tﬁ"ﬁphone carriers that is
c_cvant to an suthorized nationzl sceourity investigation.
| the G Guidelines bl
provides that H3Ls may be issued irn corformity with statutory b4
rejquirerents inciudinq 15 U.3.C. 5 Z709, b7D
b2
""""""""""""""""""""" Here, an error on thre part of | | bTE

rezu’ted An twe unintenzional zoguiszition of information. I
should e noted that[:::::]:esponse in reczlving the unsclicited
material was commendalkle. Upon learring thatl |
sealed and

zred e excess inlarmat o, Moreover, tern undert.ook

S,

3

provided informaticn kbeyond the

Sec]lies

NSL VIO-31341
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bTE

e

S Srom: Office of the Gereral Councsel
Re: C7=-HO-Cl220736-V10, 0U5/25/2006

T
(T

steos to prevent this mistake fzom recccurring by notifving

Iot its esrror.

:>§1 Pased upon cur znzlysis, in actcordance with the
repecrting reguairements of Section 2.4 -f E.0. 1235632, the

carrier's mistaxe musT ke reported to the IOE. OGT will prepare
a oover letter and a memorandum to report this nmatter t£o the IOEB.

LEAD (s) :

SE&Q'\

NSL VIO-31342
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b2 - Srom: Office of the Gereral Councsel
:b7E e: CTE-HO-ClII9735-V10, 05,25/2006

Set Lead 1: (Action)
INSESCTICN

AT WASHINGTON,

DC

(uU) For action

Set Lead 2: (Info)

COJINTEXINTELLIGENCE

Al

WASHINGSTON,

deemed

appropriate,

e

(1J) For informazion.

Set Lead 3: (Action)
b2
7
b7E AT
(J)  Witn respect Zo the information that evceeded the scope
of thes MN3L, pleass 523l 1T and sequester t within the CIZ's
s3afz. 'The= information should continue to remain

sequeszstered i the CDCT

=
]

cc: Mz . Thomac

bé
b7C

IOB Library
+*

safte until further

sealed and
direction from OGC.

SECR

5
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g b2

THTELLIGENCE QVERSIGHT EORRD VATTERD7E
FIELL_QEFT7E

i TOE MATTER 006 )
5 Fy elect rondoe cvaquncieat bonodgted April 19, ~006,
the I'edeTal DBuareau of Investigatiorn (FEI) |

r
Office, reported a pocgsikle Intelligence Overcight Board (IOE)
matter. The FRI reported that, purscart teo 22 U.S.C. § 2704, it
draftsd a Mational Secnri-y Tefter (KN3L) seeking to11 Fi1T1ing
records for a certain telephone numbesr. The N3IL also listed an
address and reguected records from a gpec i fo—- datce To prosont.
The FEI served the NSL on |

| b andl Iprovided the result to the FBI.

Upon review of the NSL results, the Fz2I lesarned
response evceeded the scope of the HSL. The
farget's telephone number is owned by the farget's emplover,

| | The target's employer owns multiple
Le_ephone nuamlbers managed under cne account nurber. In addizion

o wroviding the target's telephone records,[:::::::]erroneously
prov_ded the FBI with records relating tz a_l of the emplover's
te_zphone numkers managed under the cne account nurker. The FBI
cealed and zejuestered The additioral information that exceeded

—+

the gzore of the NSL and placed the evcess nformation in a safe.

in-w~ ----- s TN llere, during an authorized investigaticon, an srror
on the cart of resulted in the unintentional accuisition

of information. PBased upon our znalysis, 1in accordance with the
repcrting regiairements of Section 2.4 of Exe-utive Order 12863,
the carrier's mistaxe muss be reported to the IOE.

DECLASSI

FIED. BY '65173/DHH /KSB/RY
2506 Ssify on:

_Swest_

NSL VIO-31344
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U.S. Department of Justice

Federal Bureau of Investigation

SECRET

Washington. D. €. 20535-0001
BEY TOURIER

Mr. Sterhen Friedman

Chairman

“nlzlligence Cversight Board
Rzom E0Z035

lew Lxezutive Office Bullding
T3t Street, Northwest
shington, D.C.

Wi
Dear Mr. Friedman:
FEnclosed for your informatiorn ig a self-syplanatory

s panduy =ntitled “Intelligence Overs. ght Board Mattsr o
2C06 (U] |

h

The memorandum sets forth cetai’s cf investigative
ity whicn the FRI has determirez was conducted —oontrary to
yttorney General Guidelines for FBI Foreign Intelligence
‘fion and Foreign Counterintelligence “nvestigations and/or
Fxzecutive Orders, or Presidertial Directives wnaich govern
FE_ foreign counterinzelligence znc international terrorism
‘nvesstigaticnz.  This mat-er has also besn r=fsrred to cur
“nternal Investigations Section, Irspection Division, for a
=terninaticon of whether any administrative acticon is warranzed.

+

(

Enclosure

DECLASSIFIED. BY 85173/ DM /KER/RY
AN 15-03-2007

NSL VIO-31345
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vyou or any memkber of your staff require additional
zn oral oriefing will ke
(U)

Mr. Sterchen Friodman

Zhould
nformation concerning This matter,
arranged for yvou at your oonvenlience.

Julie F. Thomas
LCeputy Gereral ZTounsel

. = The Honorakle Alkertco R. Gonzalss

Lttorney Genesral
J.3, Department of Justice

Koo 5111

. - Mr. Jawes Bacer
C“ounzsel, Office of Intelligence Folicy and Review
' Department of Justice

Roorn 61570

NSL VIO-31346



(Rev. 01-31-2003)
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 5/23/2006
To: Attn: ADT
fepeyil
b2 4
N7
iaiE Tonnterintelligence Attn: 7n-"
Do
1477
bic Inspection Attn: I3-3, CRS

From: Office of the General Ccounsel
NaL=/CILU/Rocm 79417
Contact: AGC

Approved By: Thomas Julie I’

Drafted By:

in ................ Case. ID #: §><i TTE-HO-C1229736-VTO Seria. ~3205 (Ferdingg)

fII?“““W“?;Flgf 1Y)/ INTELLIGENCE_QVERSTGET BOARRD B
MATTER 2006

Synopsis: 1t is the cpinion < the Office of tnhe General
iII?“ww~w””ﬁ:unss (2GC) That this matter must ke repcrted to the
_ntz_ligence Cversight Beoard (IOB). OIC will creparese and deliver

the nsc=ssary correspondence ta the IOL.
Reference: (3) (Fending)

bl
DTA

in”“ """ Détéilé?”::z<f Ey electronic commurication (EC) dated 04/19/2006, k2
thel | office [:::] rezuested that Q52 review zhe b7E

facts of the captioned matter znd Zetermine whether 1t warrants

sEEknm‘

174 DM KSR /R

O GE5-205
ALL INFORMATINN CONTAINED
HEFEIN IS UNCLAZSIFIED ENCEFT

NSL VG384 oTHERWISE



SECRET

b2 T ?rfm: Office of the General Counszel
b7E Re: C72-HO-Cl2297365-V10, 065/23/2006
reporting to the IOB.- As evplained pelow, in cur opinion, the
FEZ 1s reguired to repcort this maztter to the I0E.

/29f2005,[:::]j12ft 2d a3 Maticnal Security
suant to 28 U.=2.C, § 2709 zesking tcll killing
reccrds for a certain telephone number. The N3L requested the
namc, addrezss, length of cervice, anz local and long distance
t>21 2illing records for certain irdividuals who were lizely

re_ated to a specific telephone nunber. The MNZL also listed an
address and requested records from | ] The
HNZL was forwarded to thel IDlVl imn tc pe delivered to
| |. Bv EC
dat=d 10/04/°005, the Nivisior forwarded the resiults ~f

the HNSL tfo

Upon review of the NSL results, learned tha=
;Qkon e exceeded the scepe of the MN3L. The tardge-'s
te_zphone nuamber is cowned ky the tarcet's emglover,

I | Tae target's cmployer owrg mu_tip_c tclephone numbers
managsd under one account number. In additicn to providing che
target's telephone records,E::::::]elruanUCI) provide =d| Iwith
records relating to all of the employer's telechone nunkers
manzagsd under the one account number. E::] aled and seqgu=s-ered
the additicnal information that exceedsd the stope of the NSL and

prlased the ervens informAa ton in a sAale. Il'?ut”r'%nl.]y, the einegs

,_L"

UJ

Information remzains sequestered in a safe until further direction

from QGZC.

(U) Secticn 2.4 of Evecutive Order (EQ) 17363, dated
1S/ 13/1993, mandates —hat Inspectors Genera. and Gener Counsel

r
al
2t the Intelligence Community components {in the F=I, the
Acgigtant Dircctor, IMSD, and the Gereral Counsel, 05C,
resvectively) report —o the IOE intelligence activities that they

have reason to believe may be unlawiul or contrary to Executive

':U:' """"""""""""""" T" EC from to OGC dated 04/19/7- 005 and titled

"Naticnal Security LeTter Matter; Overproduction by Telephone
Commany Personnel; N i CioAat bone o7 Potent ia7 TOR Matter, "

SRQT

2

] 0

agen

NSL VIO-31348
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SEégT

T‘:I Frfm: ﬂffi*' of the Zerneral Counael
Re: 7=-HO-Cl229735-V10, 05/23/2006

Order or Fresidential Directive. This _anjuags was adopted
vergcatiy, from EC 12334, dated 12/04/19%22, when the ICB was known
as the Fresident’'s Intelligence Oversizht EBEoard (PIO3).

(U} By longstanding zgjreement ketwesen thes EBI and =he
OB {and its predecesscor, the FIOB), thiszs language has been
nteroretod to mandate The reportirg of any violation of a
prov.sion of The Attorney General's Cuide’liness for F3I MNational
Security Investigations and Foreigr. Intel_igence Collection (AG

Guidelines), or other guidelines or reculaticnz aprproved by —he
Attcrney seneral in accordance with EO 12333, dated 12/04/1981,
_f zuch provisicon was designed in full or in part £o ensure =Zhe
prote-tion of the individual ~ights ~7 TJ.350 versons.  YViclations
cvigions that are essentizlly aiministrative in nature need
n:t ke reported to the IOB. The FBI is reguired, nowever, to
maintzin records of such adwministrative viclaticns so that the
Crunisel to the IOE may review them upor reguest.

¢ N3Ls are a specific type of investigative tool tha=z
allocwzs tho FBI to obtain certain limited types of information

without court intervention: (1) telephone and erail communica=zion
reccrds from telephones companies and irternet service providers
Elzctronic Communicazions Privacy Act, 18 U.3.C. § Z2729); (2)

records of financial institutions (which s very broadly defined)
‘Right to Financial Privacy Act, 1z 1U.S8.72.8 2414 (a) (S)y(A)); (3) a
Tiato o Tinancial insiooardons and oonsumer identd fylng

informaticon from a credif reportingy company (Fair Credit Reporzing

Act, 15 1. .C.§§ 1631ufa) and (b)), anz (4) full credit repor- in

an internat 1 terrcrism case (Falr ZTredit KReporting Act, 105

.5.Cc. § 1 Blv). ECPA, 13 U.3.C. § 2709, prcovides that the ZBI

nay szek toll billing informztion from te_ephone carriers that is
Lo g authorized pati-pel secirlty investigation.,

bl

bhc AG Guidelines

provides that M3Ls may be issued ir corformity with statutory
regquirerxents, including 12 U.3.C. % 2709,

NSL VIO-31349



SECR

:I I srom: Office of the Zerneral Counsel
TTE-HO-ClII9T7 36V 10, Uh/23/72006

:>$;1 iggre, during sn autkorized investigaticn,< an

srrcr on the part of resultez in the unintentional
acquizition of information. It chould be noted that

resoonse in receiving the unsclicitez material was commendable.
Upon learning thatl Iprovidej information keyond the scope
of the NSL,' |sealed and seguestersd the excess information.’

b2
b7E N
R

(T

M

T)"“Eubed upon our analvais, in azeordance with the
.4 oo FLOL 17863, the

carrisr's mistaxe mast be reported to the TOR., OG0 will prepars

a cover letter and a wmemorandum to report this matter to the IOE.

reperting requirements of Section 2

LEAD (s) :

e he farget's righ-s were not violated Detanuse ne was nob

i[]}”w”w'fhe s ext of the improperly collectez information. It is
unknown wahether the information received pertained to a3 United
Statez Ferscon, inasmuch as there has bheen no review of the
ofermat der

SECRYT

NSL VIO-31350
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b2

b7E T Trom: Office of the General Counsel
Re: 7=-HO-Cl2297356-V10, 05/23/2006

Set Lead 1: (Action)

INSTECTICN

AT WASHINGTOM, D

=

Ny
s

(U)  For action deemed zppoopriz

Set Lead 2: (Info)

COJNTEXINTELLIGENCE

AT WASHINGTON, DC

(U) For informazion.

Set Lead 3: (Action)

FIELD OZFICE

. AT
b7E T

(1J)y  Witn respect —o the information that was improperly
received from the carrier, plezse seal 1t and segquester it within
the COC's sate. The infcormation shoulc continue to remain sealed
and soquesteoraed in the CDC's sofe until further dircction from

O,

cc. Ms. Thomas
bé IOE Likbrar:
b7C - hraty

*

sm\b@.'r

o]

NSL VIO-31351
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b2

INTELLIGENUCE QUEESTGHT BOBRD MATTER bR
FIELD QIFFICE
IOE MATTER Zo00n64 e
™R} Ry electrondie cvaquouiocat oo odated Jane 8, 2006,
the FedeTal Buareau of Investigation (FE:),' [ri=13

Office, reported a pocgikle Intelligence Oversight Board (IOE)
matter. The FRI reporfed that, on April 27, 20056, duaring an
anthorized inveatigati~on, the FRT isaned a Hational
Security Letter (N3L) pursuant to 13 U.3.C. § 2709, The H3L
_coued to | = requested the csubscriber,
address, length of service,zspd toll re--pd Jpformation

soclated with US personl hnd Ly
. mambers from

s

(

N Cn June b, SOOG,I Ireceiv.d he
[~y

information, along with the ftelephones records of a
previcusly anknown individual. Upon recelving the information
concerning the previously unknown incividual, the casze agent in

7B

performed preliminary checks in ACTS and cpen

b4
b7D
b6

bh7¢C
b7A

source infternest queries in an zftfempt to ascsrtain the

re_=zvance of the information. However, all_suzh cohechs were
negative, and 1t was lazer determirec that erronscusly
provided the anzpouwn Jodividual's information in the same
package as The unknown irdividonal's information

was _atesr ssguestered in —he Chiel Division Tounsel's safe, and

n: overscnal identifying information concerning her was ever
enter=d intc ACS.

A Here, an error on the part of resulted
n the umintentional acguiszition of informaticon throagh an M3L.
Eazed upon oar analysis, in accorcance with the reporting

requirerents of Secticn Z.4 of Executive Order 12583, the
carr-=r's mistake must ke reported to the IOE.

NSL VIO-31352
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U.S. Department of Justice

Federal Bureau of Investigation

s

Washington. D. €. 20535-0001

BY TOURIER

Mr. Sterhen Friedman

Chairman

“nlzlligence Cversight Board
Rzom E0Z035

lew Lxezutive Office Bullding
T3t Street, Northwest
shington, D.C.

Wi
Dear Mr. Friedman:

FEnclosed for your informatiorn ig a self-syplanatory

s padadi. #ntitled “Intelligence Oversight Board Matter 2
ZU0E6S ")

h

The memorandum sets forth cetai’s cf investigative

ity whicn the FRI has determirez was conducted —oontrary to
yttorney General Guidelines for FBI Foreign Intelligence

‘fion and Foreign Counterintelligence “nvestigations and/or
Fxzecutive Orders, or Presidertial Directives wnaich govern
FE_ foreign counterinzelligence znc international terrorism
‘nvesstigaticnz.  This mat-er has also besn r=fsrred to cur
“nternal Investigations Section, Irspection Division, for a

=terninaticon of whether any administrative acticon is warranzed.

+

(

Enclosure

DECLASSIFIED. BY 85173/ DM /KER/RY
AN 15-03-2007

NSL VIO-31354
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Zhould vou or any memkber of vour staff regquire additional
zn oral oriefing will ke

Mr. Stechen Friodman

nformation concerning This matter,
arranged for yvou at your oonvenience. (U)

Julie F. Thomas
Ceputy Gereral Zounsel

. = The Hdonorakle Alkertc R. GonzZales
Lttorney Genesral
J.3, Department of Justice

Koo 5111

. - WMr. Jarwes Bacxer
Counzel, Office of Intelligence Policy and Review

J.3. Department of Justice
Koo 61570

SECRER
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Smeagr

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/12/2006

To: Attn:

[
i)

RO R
]

T 00

bz Tonnterintelligence Attn: ~n-7,

Inspection Attn: I-:, CRS

From: Office of the General Ccounsel
NELZ/ CILU/ ROC ik
Contact: AGC

AppPproved BY : peedi——m—— In

ALL INFORMATION CONTAINED
HEREIN T8 UNCLASSIFIED EXCERT
WHERE SHOWN OTHERWISE
Drafted By:

Casémiﬁw#;>X€i TTE-HQ-C1229736-VTO Seria. ~ 394
|:T_'[:| ------------------- Title:

INTELLTIGENCE _OVERSTGET BOARD 2
MATTER 2006+

EU}“meSYDQPSiSJ 1t is the cpinion o the Ofifice of the General
Counssl (0G4 1at this matter must ke repcrted to the
_ntz_ligence Cversight Becard (IOB). OIC will creparese and deliver

the n=scessszary correspondencs ta the IOL.
Reference: (3)
bl

bh7Aa
b2
h7FE

in“ AAAAAA meetailsajﬁyég Ey electronic commurication (EC) dated 05/15/72006,
the | 7N Field Officel Irequested that 0OGC

review the facts of the captioned matter and determine whether iz

174 DM KSR /R

2032032

NSL VIO-31356



T Eromme:
= HO-Cl2 29T 5=V 10,

warrants reporting to
the FEI is

opinicorn,

—he FEI 1

the IOE. Ag
recuired fo o r

Cn 04/14/2005,

[CR=1 N~ 0

SECRE

Offine of the
Q671272006

b2
b7E

Zeneral Coanael

in our
the IOER.

explained helow,
port this mattsr to

1%

durirg ar. autheorized

3 Maticnal Security Lezter (HSL)

b7
b2

(eontmued. ..

b7E

NSL VIO-31357
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T Eromme:
Re: CTE-HO-Cl229T735-V10,

Zeneral

pursuant to 13 U300 & 27050 The HNEL was lssued to
| ana requested the subscriber, addrsss
g

service, and toll record crmation Zor o3

fLhe psriod

-
(S
b

received a disk containi

e s

el

enngyth of

numicer for

ng the NSL

resu-ts in July Zo0o. I Hpril 2006, when the N2L rogults wore
being urloaded into the FBEI applicatior. systen
_earnsd tha response exceeded the scopme OL Lhe WoL.
Spe-ifizally, while the NSL requestes information froml|

I the NSL resul=-s dated bach t- The case

ayent imgedigtely

reriod o as
The N3L results
L copy of the

resuested ry fne

nploaded into the system. vrior

neither reviewed nor uploaded. NSL re
exceeded the

Diviginon

sCope
Coanzel's zafe.

(1) Secticn 2.4 of Executive Order
0%/13/1%95, mandatces —hat Inspectorg Goneral
nf ths Intelllqpnﬂe Community compcnents {in

(EO) 1=

Assistant Director, INSD, and the Gereral Counsel, O
‘fively) report —o the IOB intelligence activit

son Lo believe may be unlawIul or

3
Ordzr or Fresidential Directive. This _anguags was

roat in frem RCO12334, dated 12/04/1987, when the T
as the Fregident's InTelligence Oversizht Board (PIO

(U) Ry longstanding zqgreement between the
the PIOR),
Interoreted £o wmandate reportirng of any
provisicon of The Attorney General's
Scourity Investigations and Foreigr
Guidelinesz), or other guidelines or rezulaticns app
with EO 1103323, Jdated
was designed in full or in part to

iand its predecegsor, this language h
violatio
Guide_ineg for F

Intel’ igcnce Col

~—he

Attcrney General in accordance

2f =zuzh provision

L continued)

of the NSL zre kbeinz maintained in

a
contrary to

only the information from the times
aberarld

to Iwere

3T,

that
Chief

sultc
the

0

dated

363,

and Goneral Counsel
the FZ=I,

the

OFR wAas
=)

FETI and —he
as hbeen

n ot oa

=I National
lection (AG

oved by the

12/04/198
ensure —he

SEORET_

3

NSL VIO-31358

ko

b2
b7E

b4
b7D
b2
7E
b7A



b2
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SE T

T From:  Office of the Zeneral Toanzel
Re: TTE-HO-C1LI9T7 36=-V10, U6/12/72006

protection of the individual zights -2 U.S. wersons.  Violations
of vrevisions that are esgsgentizlly azcministrative in nature need
ncot be reportoed to the IOE.  The FEI ic required, aowever, to
maintain recorde of such administrative viclations so that the
Counsel to the IODR may review them upor. redqusst.

alows the FRI to obtain certain limited typ=ss of information

witbont court. Iintervent ion: (1) teleptone And enall acmunimioa 1o

records frow telephone coompanies ard irterner service providers
t, 183 U.5.C. § 2709); ()

{Elszctronic Communications Privacy Ac
reccrds of financial institutions (whi
U

very broadly defined)
‘Right teo Financial Privacy Acot, 172
“ist of financial insTizuzions and ccnsumer identifying

nfcrmation from a credit reporting company (Fair Credit Reporzing
Act, 15 1J.35.C.88 16S1lu(a) and (b)l; anc (4) full creodit report in

an international terrorism case {(Fair Credit Reporting Act, 15
U.3.C. % 16=1lv). ECPA, 18 U.S.C. § 2709, prcvides that the LI

may szek toll billing information from telephone carri=rs that is

- ant to o an authorized national security investigation.

Ithe AG Guidelines

provides Lhal MNSLs may be lssued i corfirmiby wibin statuabory
recquirerents, inclading 18 U.s5.C. § 2709,

Here, an error con thke part cf resulted in the

unntenti’nal) acquisition of information. Zt should be noted

that respcnse in receiving the_ypsolicited
material was commendalle.  Upon learrning that rrovided
nfermation bevond thoe zoope of the NSL,I Isoquostorod‘

the excess

information and placed it in the CDC's safe.

N FEased upon our znzlysis, in acoordancs with the
reporting reglirements of Section 2.4 2f E.O. 12262, the
carri=r's mistace must be reported to thes IOE.  OGD will prepare
a coyver lelbter and a mewmcrandun Lo report Lhis natter Lo thie IOE.

SE T

NSL VIO-31359

":>§<:NSLS are a specific type of investigative tool thas

LTLS 2414(2)(5)(R)); (3) a

b2
b7E
b4
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TSRRET b2

. From:  Office of the Zeneral Counsel b7E
Re: TTE-HO-ClI9T7 3610, U6/12/72006

LEAD (s) :

Set Lead 1: (Action)

INSPZCTICH

AT WASHIMGTOM, 2

SE’{
3

NSL VIO-31360
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From:  Office of the

2
b7E T-
Re: CUE-HO-Cl2 o7 30-V10, 0671272006

Zeneral Coanael

(U) For acticn deesmed zppropriate.

Set Lead 2: (Info)

COINTEIINTELLIGENCE

AT WASHIMNGTON, DC

{11 Feoy information.

Set Lead 3: (Action)

FIESD OFFICE

el
p_:‘

Witnh respect —o the information that excseded the scope
please seal 17T and sequester 1t within the CIZC's
should continue t: remain s=aled and
until further direction

(U)
of the H3L,
Th= information
""" -3 i1 Lhe CDC's sale

sequezslere

aafs=.
Lo OGT.

cc: Ma. Thomas

be
b7C

IOE Library

144

S‘EQD.ET\
6
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(Rev. 01-31-2003)

S;;EETs\

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/15/2006
To: Attn: ZAT]
D]
Rayeys |
RN
;bE Counterintelligence Attn: TD-22,
b7E 110
bé =54
bic Inspecticn Attn: II35, CRS3

From: Dffice of the General Counsel
NSLZ/CILU/Roomfody
Contact: AGC

Approved By: Thomas Julie F FORMATTON CONTATNED
URCLASSIFIEL EXCEFT

WHERE - SHOWN. OTHERUIZE

Drafted By:

(U) ~case 1D #: (X 278-HO-C1229736-VIO Seria. ~424 (Pending)
cIIj ,,,,, . Title THTETTLTGENCE OVERSTGET BOARD B2
MATTER 20067 '
iIIjmmmwmwSynopsis: It is the opinion o the Office of the General
C-unsegl A hat this matter neez rot ke reported to the

Intelligelce Cversigh- Board (IOB). Rather, 1t should be
mantzined in the con-rol file for periodic review by Counsel —o
the ZOB. Ouir analysis follows.

(1) Derive : -3
Ssify On:

______ This electroric communicaticn (EZ) contains
nfocrmaticon from dhp following documents: (l} ERatatant;
Motdcr ol ool Toboor (M3L) dzted 01/20/2C06 tc
(2 g c-py of the EC dated 01/ U/ o006
f:rwarding the N3L to t]el IFl =1d Division to bs served on
the carprizr;  and (3) copy of the EC dated 06/0l/2006 from the
| IField cffic Lo 067 revorting a potential

|:]‘_'[:| ~ Administrative: -

-t

MW

WT

NSL VIO-31362
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Reference: (

SECR

To:l | Frow:  Cffice b The Generxl Counsel
Re: 27S-HO-T1Z20736-VIO, 06/15/7004 bl

b2

b7E

[£5]

)

Details: AN By EC dated 05/01/2006,] | requested that
OGC review the fa-ts of the captioned mat-er and determire whethe
it warrants repeorting to the IOE. As explained below, irn our

opinion, the FBI ig not reqguaired Lo repors —his matter fo the TOE.

................................. N On 01/z0/7003, drafted an WN3L pursiant
ton 18 DS 20Ny 2709 sseking subscrikber and <oll killing records
for two telephone nurncers. Specifically, the H3L sought "the
nzme, acdress, length of service, and all local znd lorg distance

from "[ Jrnceptiyn of the account te the present." By EC dated
01/20/: 2006, the Mol oo torwarded to the Nivigion ta ke
deliverez to

t2ll killing records associated" with the two telephone rumkers

S On C2/1B/2006, received the results of
the N3L onh a disk. The case agent reviewed —he results Irom the
=

e a
Mol o Q2 /23/°00e,  with respect to one telephone numker,
rece.ved informatior

| pertaining solely to the targst. b2

b2

b4
b7D

b7E

e () Will, respsct to the gsecond Zelephone munber,
hiowever, 1 /7 N\ reccived N3L resnlls per-aining to twa

NSL VIO-31363



the targe=

and another irdividual.!l

NSL VIO-31364

rons Office 2of the seneral Counsel
o e /-

The



SECGRET e
1o

rons Office 2of the seneral Counsel b7E
S50 sy /7

N b2

b7E

LX) With respect to this telephone number,

(continued...)

NSL VIO-31365
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: I Office 2of the seneral Counsel b7E
Re: T o a7530=-y10, 0O06/15/7

!(...continued) b2
received telephone records Jdated Zrom b7E

(continued...)

-

5
NSL VIO-31366



that

!(...continued)
were associated wizh

\mgnT\ T
ISR

b7E

rons Office 2of the seneral Counsel
35 G/ -

the target. With respsct tco this same
(continued...)

NSL VIO-31367



m 1
B s

b7E

I Office 2of the seneral Counsel
A sy /7

!(...continued) k2
te_zphone nuamber, alzo received rzcords dated L7E

(continued...)
SN

7

NSL VIO-31368



ST (ST IR

'(__continued)

SE}‘WE 12

bh7E

ns Office 2of the seneral Counsel
.

D
hat were associated with ancother b7E

(continued...)

SECRET

8
NSL VIO-31369



o Frons: Office of the seneral Counsel
Re: 2 78-dAQ-C1..29730=-YT0, 06/15/7006

brought this to the aZften-ion of kboth ber suocervisor and the
Chief Division Counsel (CDC). The caszse agent 3lso sequestersd
Lhe t=lephone records of " he Tnedividial whe o was nnt the anlijen
of the invesztigation.

993, mandates —hat Inspectors Genera’l and G 1l O
Intelligence Community compeonsnts (in the FZI, the
ant Director, INSD, and the Gereral Counsel, OEC,
r=ly ) report o the IOE intelligence acstivities that they
ave gon to believe may be unlawIul or contrary to Exescutive
Ordsr or Fresident ial Directive.  This TAarguage was adopt ed
verpatin from EC 12334, dated 12/04/19%82, when the ICE was lnown
as the Fresident's InTelligence Oversizht Board (PIO=).

(1Y Section 2.4 ~f Lre-utive Order (EO) 1

(U) By longstanding zgreement between the FRI and —he
pradecessor, the PIOB), this language has b=en

. £o mandate Zhe reportirg of any vioclaticn of a
provzzion of The Attorney General's Guide_ines for Fz2I Hational
Security Investigaticns and Foreigr Intel_igence Collecticon (&G
Guzdelines), -r other guidelines or rezulations approveaed by “he
Attcorney Gencral in accordance with EO 172323, dated 12/04/1931,
1f =surth provizion was desigqned in full or in part £o ensure The
proteztion of the individual zights o U.S. gersonz. Vioclations
of crovisions that are essentizlly acministrative in nature need
n-t ke reportad to the IOE. The FBI is required, nowever, to
maintzin records <f such administrative vic_ations so that the
Couns=zl fo the IOE may review them upor requsst

N\ MSLe are a specific type of investigative tool tha=
allcwzs the FBIMNto obtain certain limited types of information
Wwithout court intervention: (1) teleptone and enall communicazion
records from telephons companies and internet ::ervicQ providers
Electronic Communicaticons Privacy Act, 18 U.S.C. s 2709); ()
records of financial institutions (which s very broadlv defined)
{Right to Financizl Privacy Act, 12 U.S.C.§ 2d414(a)(5)(A)); (3) a

_ist of financial inszTizuzicons and consumer identifving
nfermation from a credit reporting company (Fair Credit Reporzing
Act, 15 U.3.C.58% 1631lufa) and (kL)); anz (4) full credit report in
an internaticnal terroricm case (Falir Credit Reporting Act, 1b
17.53.C. § 1s21v). ECPA, 13 11.5.0. § 2708, preovides that the BRI
may s=el toll billing ithlmqtluH from te_ephone carriers that is
re_evant to an authorized nationzl security investigation.

'(...continued)
ndividual unrelated —o the investigation.
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>f the seneral Counsel b7E

the AG Guidelines
prov_dez that NZLs may be issued ir corf-rmity with statutory
redqulreregta,  incehirding 13 110300 § 2706,

Here, during an autkerized investigation,? the FEI
progerly #erved an NSL on a telephonse carrier. In response <o
the procverly served NSL, The FEI oktaired information regarding
another sabscriker's records that were ntt relevant to the
investigation.® It appears that this information, alzhough
_awfully chtained, is not relevant to the investigation and
shoud re segregated —o protect the potential crivacy interests
of TInited States persons.  Once informat ton ot relevant. to an
tholl ed 1nvcc+1q1+lun is received, the fi=1d shall =eal and
acn information.

?‘T‘

Al

[
i+

U\

(1) Based upon these facts, in aczordance with the
s 11plcneﬁf1ng the reporting reguirements of S=ction 2.4 of
- - N [=}

= e 2

it is our opinion thet this error need not ke repcorte
: A renoLd of Zhis decision should te maintained in
llnfr‘l file for future review by the Counsel to the IOE.

othor cubscori
[

there has bee

2 ol
iu‘ ~ e
-bl]“- ------------ s A The tardge-'s ~iohts were n-f violated Fecause he was
:bZ n-t the subject of the impropserly collected information. It is
) unknowrn, nowoever, whoether the information acoocziated with the
b7E bor pertained to 2 Unifted 3ftates Forson inasniach ag
inn

1 no review of the informati

SE@B:K
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‘ : To: I From: ©Office of the General Counsel
b7E Rc:  27S-HQO-C1203736-VI0, Ua/lh/l00a

LEAD(s) :
Set Lead 1: (Action)
INSFECTION

AT WASHIMGTON, D7

(U) For action deemed appropriate.

Set Lead 2: (Info)

COUNTERINTELLIGENCE

AT WASHIMGTON, DC

o For information.

Set Lead 3: (Action)

b2
b7E AT

(01 With respect to The informaticn that was improperly
received frox the carrier, please seal it and sequester 1T within

the ZDZ-'=s =zafe. The information should continus to remain sealed
Ana sequestered in the CDC's safe untii further directicon from
O,

cec: Ms. Theonas

b7C

IOE Licrary

*
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(Rev. 01-31-2003)
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/04/2006
To: Attn: I
23Ra] |
b2 2R
ZﬁZE Counterterrorism Attn: ITO3 I/Ccors IV,
Do
b7c Inspection Attn: 173,

From: Office of the General Counsel
NaL=/ClLU/Rnom 7947
Contact: AGC

Approved By: THonas Jiuljie F

Drafted By:

W cage to#: ] 270-Hp-C1229736-VI0
Title: * )  INTELLIGENCEmQUERSIGET BOARD D2
Uy MATTER 20U6-

The VA

ecuested Thaw Lhe OILZ1ce oI the General Counsel
LUGC T review several incidents and determine whether they warran-=
reporting to the Intelligence Oversicht Ecoard (IOE). It is —he
opinicn of OGT that two of the incidents deo not ne=d to ke
reported to the ICE.  Kather, this EC shculd be waintained in —he
crntrol file for periodic review by Counsel to the ICB. The
remzining incidents, however, must be reported to the [OB.  OGC

o

~

b2 wi.l wrepare and deliver =he necessary c-rrespondence to the IOB.
IR Our analvsiszs follows.
()
in‘”AdminiEtrativéf """ ) This electroric communication (EC) conzains
‘nforpaticn frond ‘1) =<he ECs dated 05/13/2C0C and J6/23/2006
from Lo OGZ reporting z potertial TIOE watter; and ()

autcated case suppors (AC3).

sbs&u:'r

—05-2032 KLL THFORMATTON E.- N
HEREIN I8 UNCLASS
WHEFE SHOWHN OTHERWISE
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From: Office of tlhe Gensral Counsse

Re: T To—d0-Clooa736-v10, 10704/2006

Reference: (3)

---------- 5 2UB-HQ-CLlI29736-YIO Serial 1446

> 2TE-HQ-T1229736-VIO Serial 1487
Details: ‘:3 Eyv ECs dated 05/18/2006 and 0&/23/2005,
requested that CGT review several incicents and determine whether
they warrant reportinq ~c the IOE. | |
| The ~oze goont gt ted A1 Fo

reqUE“tinwl ] Du=

however, approgal from fhe Zoting

)E@: Cn 05/11/2006, the case agent noticed that

2

th
| The

D

T'}1~

S, 3
R V8 o Y

oo ol ely reported the jssue to thel |

Division | ZDZ. In addition, the Zase
cdItlouoly conzactoc > Lo digcuss thic matter. The

alsn sequestered 2ll oI the ‘mprowverly obtained MSL
nd forwarded <hem to thel chC. Pinally, the
b LS N T A S S S R a TSk IR v [ |

bl
b7n
b2
b7E
b4
b7D

e

(1) | Io: v sion | |
s=rved a MHazional Security Letter (NZL) onl | o
Gd4/28/°006 seeking subscriber information far wlahhmnm
rnankers | |

| The HSL hed beepr drafted and deliverad —o

| R | | RTEed | |

| The results from this M3

were cpened | |

| | However,
Te MIL nl—-s were nit aralyzed, oopled, or entered
into any da abases The FMNIL resu_ts were sealed and
se=cuestered by —he oDz,
(23 1rel |Division served an NJSL on
o D4/28/200C seeling sulbscriber

o lalolinartlon o Telarnhone I'.Lll'l'lb%]‘.‘ii;l I

I ‘T‘}" NST, ]‘P—]Lj t:'e'ﬁ'“

drafted and delivered to by pricr

sEORQ
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b1 T From:  Office of the Genseral Counsel

1A Re: DZ72-HO-Cl229735-V10, 1070472006

b2

bTE &

b4 ! T

b7D carrler for the numbe
~etarned.

igj S | leloluﬂo.

The results were providel in response to N3Llsg_geelilng

9]

“gubzscrikber information Zor te_ephone nunkers

had all lbeen served prior | |

iSh , (4) |Served an 3L onl !
" [::::::]on 05/0472006 seekirnyg subscrirer information Lor

Bl . _telephcone nunpers | ]
: R | The NSLbad been drafted and
_'b7A ‘delivered tof oy crior
2 | 1 The
b7E rosalts from —his NSL were not revicwed, analyzed,
b4 coplied, or enZtered into any catakases.  The NSL results

17D were sealed and sequesterez by the[::::::]CBC;

iS} (5) Thel IDivisicnI Ise‘ved arn
e 5 o

rve
H3L orf | cn 05/02/2C06. _The B3l had hes

l
| |staled Lhal 1L was rol Lhe carrier [or Lhe
nmber rejues-Zed and no results were returned; and

(5] I I].C" e’ved NS
-

. drafted and delivered tol - | priorl I
|
e

results from the

bl .

tb7 | |o:visicns. The results

; A _were provided in response to NELs sesking subscriber
b2 “iaformation for felephcne rumbers | |

b7E l | The NaLs had 411
pboen served prior

ficn 2.4 of Erxerutive Order (EO) 12363, dated

3/1J9d, marj tes *ha* Inspectors Genera. and Ge n~Lal Counsel
ce Copmaunity conponents (in the F2I, the

cant Dlr f or, INUD and the Gereral Counsel, QOGC,

tively) report o the ILOB intelligence activities that they

- reascn to believe wmay be unlawiul or contrary to Executive

Order or Fresidential Directive. 'This language was adopted

veroat o from RCGO12334, Adated 1°/04/71957, when the TOR was known

as the Frogident's Inztcelligence Overcizht Eoard (PIOS).

sm
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sﬁERQ?

S From: Office of the Gensral Counsel
Re: CTE-HO-ClII9T7 36=-V10, 1070472006

(1) This language hasg beer interpreted to mandate the
reporting of any violation of 2 provision of The Attorney
Genesral's Guidelines for BT HNaticoral Security Investigations and

Foreign Intelligence Collection (H3IG), effective 10/31/2003, or

other guidelines or regulations approved by the Attorney Gcncral
‘n acocordance with EO 123 dzted 12/04/2¢581, if zuch provision

‘r

was designed to ensure -he protectilior -f ndividual rights.
Violations of provisgions that merely are administrative in nature

and nct deered to have been designed £ ensure the protection of
individual rights are generally not repocrted to the LOB. The *EL
“nave-tion Divisicon is required, however, f£o maintain records of
such adwinistrative viclations for fthree ;eqro 5o that the
Czunszl to the IOR may review them upor. regusst.

= |

N_Z
{ With reqsrd to conductirg ‘nvestigative activities

abaéncks | inves flqarlur |

Frovide 1n perTtinent part:

The FEL may, | I
I engAge in the foTTowing
GCLlvitloo Lo lhveotigate or collcc
informzation relazing to threats to hu tational
security, including information on individuals,
groups, and corganizztion of possikle
invesztigative inzerest, ard irformation
concerning possible tzrgets of international
terrcrism, esplonage, foreign computer
intrusgion, or other threats to naticnal
securlly:

e

)

SECRET

4

NSL VIO-31376



Lb’?E

bl
b7A
b2
b7E

SECR\

T From: Office of tLe Gensral Counsel
Re: TR HO-CIII9736-V10, 1070472006

| Thusz,

there was no violaticn of the N3IG wherl] received and
analvzZed NSL results from cther divizi-nzs where the HNSLs had been
Sroverly served prior to ]
E— — . . -
Accordingly, —eviewirg these legally obtained NGL
Tesu_Cs | lis not

repcrtacle to the IO0EB.

()
] |
l | Due to an
adiinistrative oversigh=z, | |
| ] The FBI served M3Ls fop
f--1 pilling records on 04/28/2006, 05/02/2006, and 25/04/20006] I
| It was improper for

the FEl T serve the NiLs on these dates. Bccause |
Investigation is rejuired before gr bSl gy oe served, serving
these MN3Lz in the aksence off I nvestigation must be

'Lth to the 1CRB. 'The informztior. that was received in
Lhe 04/28/2006, 0b/02/20086, and C5/04/2036 HNALs has
and sequestered within the CDC's safe.

(3) It shoyldd be noted, however, that oace the ~o=e
ajent recognized that

his Lespolise waec Collleloaole.  Tle -ase agelin
e dlqraiv reported The issue tc the SERA and to The
[ Jcr In addi<ion, the case agent = usly ocontaczed
O=C to dizcass this mat—er. ''he case agent alo questered all
of the Trpreperly obtained NST resiclbs, =and (orwarded thew to - he

CDo.  Finally, the case agent sought SAC authority

(3) HNeverthelegs, the NSLs that were szerved on
04/23/2005, 05/02/2006, and 05/04/°2006 In the absence of a
| |investigation contravened the NSLis
and must ke reported —o the IOB. In accrrdancs with the

repocrting requairements of Section .4 of Evecutive Order 128063,
O=ZC will prepare a cover leller snl 3 neworandune Lo report this
nmatter to the ICB. However, reviewirq The NSL results obtained
from vroperly served NSTs is not repertal’ s fo the TOR. A record
o>f thiz decision should bes maintzirez in the control file for
future review by the Counsel to the IOE.

s}sgm'

NSL VIO-31377



SE&{T

2
‘b;E T From: Office of the Genseral Counsel
’ Re: CTE-HO-C1II9T7 36-V10, 1070472006

LEAD (s) :
Set Lead 1: (Action)
INZDECTICHN

AT WACSHINGTON, DC

(U) For acticon deemed appropriate.  Additiconally, IN3D
shouZd retain a record of the report of the ootential 1OBE matter,
az well as a copy of —he OGC opinion -

corezouding that ICE
n:tification i1s not required for certain Incidents, for three
years for possible review by the Course’ to the I0=Z.

Set Lead 2: (Information)

2O TERTSRRORT EM

T WASHIMNGTON, DC

T

{11) For informa_ion.

Set Lead 3: (Information)

b2
b7E

AT
(1Y Az already acoonplished, e ‘ofornation that was
reccived in reogponge —o the NELs that were gcorved on 04/28/720006,
e/ 0A&, and 03/04/2006 should be sealed and segquestered

within the CDC's safe. The informatiorn sheould remain sealed and
sequestered in the COC's safe until further direction from OGI.

ce: Mz. Thomas

b6
b7C

IOz Likbrary

+*

SECRRT
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SPerey
b2

INTELLIGEMZE OVERITGHT BOARD [IOE; MATTER L7F
FIZLS OFLICH
IOER MATTER Z0U61 ey

(Uj“%mnu
N Ry electrondie cvqunou.ioat b ons Jdated May 18, 2006

and Junes -3, 006, the rederal Buresas -f “pvestigation (FBT),

Ficld Otfice, reportedl] |
| Due to
an administrative overaight,| Jinvestigation was
n-t| | Believing that) |
nvestigation had becn proporly' |the FEl ccrvod four
Mational Security Letzers (NS8Ls) or. ARpril 2=, 2006, May 2, 20005,
and May 4, 2026. The results from these MNEL were ot znalyzed,
coipled, or entered inTo any Jdatabases. Further, the NEL resulzs
wers zealed and sequestered by the FEI.

bl

i[Ij """""""""""" ) Under —he Attorney Gereral's CZuldelines for FPEI ; 2
Hational fecdrity Investigations and Foreign Intelligencs b7E
Czlleztion, effective October 31, 2003, | |

nvestigaticn must be initiated kefore ap NSL 13y e served.

| |Here,|
[ L el T

nvestigation had the FBI szerved four
Melbs on April -8, 2006, May &, 2Z200¢, ard May 4, 20736, 1t was
lmprover for the FRI To serve the NSLs In the absencs of a

| | and thus, this matter is b=ing reporzed

tTZ thsz 10O,

FIED BY 65173/DMH/KSR/RY
-2007
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U.S. Department of Justice

Federal Bureau of Investigation

SRR

Washington. D. €. 20535-0001
BEY TOURIER

Mr. Sterhen Friedman

Chairman

“nlzlligence Cversight Board
Rzom E0Z035

lew Lxezutive Office Bullding
T3t Street, Northwest
shington, D.C.

Wi
Dear Mr. Friedman:
FEnclosed for your informatiorn ig a self-syplanatory

reso madin =ntitled Y“Intelligence OversZ ght Board Mattsr b2
2006 (1))

h

The memorandum sets forth cetai’s cf investigative
ity whicn the FRI has determirez was conducted ~ontrary to
yttorney General Guidelines for FBI Foreign Intelligence
‘fion and Foreign Counterintelligence “nvestigations and/or
Fxzecutive Orders, or Presidertial Directives wnaich govern
FE_ foreign counterinzelligence znc international terrorism
‘nvesstigaticnz.  This mat-er has also besn r=fsrred to cur
“nternal Investigations Section, Irspection Division, for a
=terninaticon of whether any administrative acticon is warranzed.

+

(

Enclosure

ived From: G-3
Declass - 5X1

ES
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sseREE_

vyou or any memkber of your staff require additional
zn oral oriefing will ke
(U)

Mr. Sterchen Friodman

Zhould
nformation concerning This matter,
arranged for yvou at your oonvenlience.

Julie F. Thomas
LCeputy Gereral ZTounsel

. = The Honorakle Alkertco R. Gonzalss

Lttorney Genesral
J.3, Department of Justice

Koo 5111

. - Mr. Jawes Bacer
C“ounzsel, Office of Intelligence Folicy and Review
' Department of Justice

Roorn 61570

SEC

NSL VIO-31381
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 083/31/2006
To: Attn:l |
IRl
SER4A
SN
Courterterrcris Attn: ITOZ I/CoNIsS IV,
Inspection Attn: II3,

From: OZfice of thes General Coansel
NSLE/ZIZLU/Roog 2947
Contact: AZC

Approved By: _howacz Julje F

Drafted By:

( Z73-HQ-T1229736-VIO
FrEla s DK . B OURRATEST RO b2
Title: _ INTELLIGENT SIGAT BOARD

MATTER 2006

Ficld office,] |
the Office of the General Counsel

(O5C) revliew s£vVera ents and determine whether they wzrrant
reporting to the Inte’liyg 2 Oversight Roard (IOR). It is the
cpinion of O5C that twe of the incidents do not need to be
reported to the IOE. Rather, thig EC should ke mainzained in the
control file Zor periodiz review by Counsel to tThe IOE. The
remaining incicerts, however, wust be reported t£o —he TOB.  OGC
will prepare ard de_ivsr the necessary correspondence to The Lok,
Our znalysis Zzxllows.

(11 i From _
y OnT
() e Administrative: - Thiz glectronic communication (ECY) contains
information Zrom: () the EC=z dated 075/13/2006 and 06/23/2006
fromE::::::::]to OZC reporting a potential ICB matzer; and (Z2)

auzcmated czse zupport

ALL INFORMATION CONTAINED
HEPEIN 1§ TMICLASSIFIED EXCEFT
WHERE SHOWH OTHERWISE

NSL VIO-31382



2
b7E
b1
b2
(Uh7E
b7A

bl
b7n

b7E
be

b7cC I:S.I

bl
b7A
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b7E

bl

;b7A
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&

b4

b7D

b7E

T From: Office of t
Re CTE-HO-ClI0T735-V 10, 'U/dl/

Counsel

. Reference: (3)
ST F CU8-HO-ClIZGT36-VIO 3erial 1446
R 2TR3-HQ=-Z12297Z26-YIO Serial 1487
Details: :}{g Ey ECs dated 05/18/2006 and 06/23/200%,
requestad ‘that OGC review several incidepts apd deterpllie—Tmerner
they 'qLLant LDPOLt Do =< Lhe TOE, |
................... ] |
I O gl 2] /s 00n The roce Aot el it e ar bl
requeatingﬁ Due
t: 2n qdminiotrqfivp oversight, however, approval from tlhe Lotdipg
Srie ClE s was and)

oot cktainad, .

>

[ A A B BV AT A TA T e e o e s ol ot thHe
L
ZaASET Jz=n 1T lnl]ne.jlatolv fepo:t%d The 1szue TO Thel I
g Division ZDZ. In addition, the oase

7

v oconzTactoed OGC

sequestered 211 oI
ed —“hem to the

C U duthority-to

TA1L10OUs
3lzo

to digcucs thic watter. The
the Zmproverly cbhtained M3EL

. JCLOC. T'inally, the

()]

|

(81

served a
Gd/za/

nankers )

Ha-icnal Security Letter (N3ZL) onf Jon
oh0n sealing subsoriber informagtioy for telaenbane

vere cpened helore]

@T;Jﬁﬂ_bfd heer drafted and delivered —o
Ly prior |
| The results from this He.

However,

Tre 1oL Lecll-S Were not aralyzed, coplied, or entered
into any Jdazabazes. The HNSL resu.ts wers sealesed and
szcaestered by The Dz,
(23 The Divigion served an N2SL o on
iSh I on 04/28/2006 seeking subscriber
e ILOIMAR LN Inf rtelephone rumbers |
| The NS 1ad been
drafted and delivered to rby pricr

QESRET
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b7F

bl
b7A
b2
b7E
b4
b7D

bl
b7A
b2
b7E
b4
b7D

T From:  Office
Re: CTE-HO-Clio9730-V10, 08,3172

c~ Gensera. Counsel
-
l

: at it was not the
ezted and no results were

mALrIel IoL The rnper re
~etarned.

il | L ece:ved sl resnlts from the

r IEiVisions.

iSj‘““w The results were provideZ in response to MHNilsg _geeling
" gubacriber information Zor te_ephone nurkers |

The MN3L:
had all been served prior] I

i

(d) L |Served an 3L on

on OB/04/2006 seekirng subscrirer information for
|:S:| telephone numbers | |

R | | The NSL _lad been drafted and
“delivered td |0y lcricr

| | The

rogalts from —his NSL were not revicewed, analyzed,
copied, or entered into any catakases. The NSL results

were sealed and sequesteres by the:CBC;

(5) Thel IDivisicn [:::::::]served an
iSh T HaL onl lon 05/ 02/2C06.  The 3L had been
o drafted apnd delivered tol janvd | 11y

FLaLed Lhal 1L was rob Lhe —carrier [or Lhe
namber rejues-ted and no results were returned; and

(61 |received NSL results from the
S | |D:visicns. The results
i h e were provided 1in response to NSLs_sesking subscriber

- forpation for telephope rumpbes]

| The N3Ls had all
beern served priorl I

(1) Se
0%/13/1993, mand

cticn 2.4 of Eresutive Order (EO) 12363, dated
atez —hat Inspectors General and General Counsesl
rice

nf the Intellige Community components (in the F2I, the
Assistant Director, IMN3D, and the Gereral Counsel, Q35C,
ectively) report <o the IoOBE intelligence activities that they

have reascon to kelieve may be unlawiIul or contrary to Exescutive
Order or kresidential Directive. 'This language was adopted
veroat bw frome FGO12334, dated 1°/04/71957, wh=n the TOR was known
as the Frogcident's Inztcelligence Overcizht Eoard (PIOS).

SEORET
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T From: Office of the Gensral Counsel
Re: TTE-HO-ClII9T7 36V 10, 0873172006

(U) Thizs language hzas beer. interpreted tco mandate the
reporting of any violation of 2 provision of The Attorney
General's Guidelines for TET HNaticoral Security Investigations and
Foreign Intelligence Collection (H3IG), effective 10/31/2003, or
other guidelines or regulations approved by the Attorney General
in accordance with EO 12333, dated 12/04/2¢581, if zauch provision
was designed to ensure ~he protecticr. »f Zndividual rights.
Violaticns of provisions that merely are administrative in nature
and nct deered to have been designed to ensure the protection of
ndividual rights are generally not reported to the L[OB. 'The :EL
“nsve-tion Divisicon is required, however, to maintain records of
such adwinistrative viclations for three years so that the
Czunszl to the IOR may review them upor. regusst.

95

L2
ms
'_l
(‘::
.
ms
'_l
(D
IS

With regard fo conductirg ‘nvestigative ac
, of investigationd
the HEIG provide 1n pertlinent part:

RS T S R I I

engAge in the foTTowing
activitics to 1nveatigate or collcct
informzation relaZing to threats to the national
security, including information on individuals,
groups, and corganizaztion of possikle
investigative inzerest, ard irformation
concerning possible tzrgets of international
terrorism, espiconage, foreicn computer
intrasion, or other threats to naticnal
securlly:

7.
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_ From:  Offics

: of fthe Gensral Counse=l
Re: CUR-HO-Cl229735-V10, 0373172006

=) I
| | the FBL 1s pernittsd £o analyze
its own records, including properly received MNoL results. Thus,
there wzas no violation of the NI3IG wher received and
analyzZed NSL results frogecther disd=dons wibere the Mol bad beern
proverly served prior to
| ] Accordingly, reviewirg these lega
resu’ts in the absence of a preliminary investiga
repcrtacle to the IOE.

v obtained WN3L
~ ol . .. t

(2 |

H | e to a1

adiginigstrative oversigho, | |

| | The FBI served N3Ls faor

t-o_1 pilling records op 04/7°8/77006, (05/02/20C6, and 25/04/2006 in
the acssznce of investicati-n. It was imnproper for

the FEI to serve the NSLs on these dates. Because
nvestigation is rejuired before ar. NSL may pe served, serving
these N3L in the absence of| i“VE%tlJﬂTlHM must e
repocrted to the 1CE.  The informztior That was received in

resuongse Lo Lhe 04/28/2006, 05/02/2006, and C5/04/20036 HNELs has
been =zeal=sd and sequestered within the CDC's safe.

(3) It should be noted, however, that cnce the ~ase

| his response was Co

ajent recoqguized that | |
nda he case agent

“nunsdiately reported The issue tce the SERA and to —The
CDC. In addi-ion, the case agent suvediticusly ocontasted

O=C to dizcass this mat-er. 'The case agent also seqguestered all

of the Trpreperly obtained NST resclbs, =and (orwarded e do e

CD.  Finally, the case agent sought SAC authority

(3) NQJQLThﬂlehu, the NSLs that were served on
04/23/2005, 05/02/2006, and (05/04/2006 Zin the absencs of a
1 |investigation contravened the NSlis
and must ke reported —o the IOB. In accrrdancs with the

repcrting requairements of Section Z.4 of Evecutive Order 128063,
O=ZC will prepare a cover leller snl 3 newmorandun Lo report this
matter to the ICB. However, reviewirqg Thﬂ NSL results obtained
from vroperly served NSTs s not repertal’ s fo the TOR. A record
>f thiz decision should be maintzirez in the control file for
future review by the Counsel to the IOE.

SEQNET
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Gensral Counsel

B2 T From: Office of tle
b7 Re: S -HO-Cl2io730-V10, U‘/Jl/ W5
LEAD (s) :

Set Lead 1: (Action)
INZDECTICHN

AT WACSHINGTON, DC

(U) For acticon deemed appropriate.  Additiconally, IN3D
shouZd retain a record of the report of the ootential 1OE matter
as well as a copy of —he OGC copinion conez_uding that ICE
n:tification i1s not required for certain Incidents, for three
for possible review by . Lo the I0zZ.

Years the Coursel

Set Lead 2: (Information)

2O TERTSRRORT EM

T WASHIMNGTON, DC

T

{11) For informa_ion.

Set Lead 3: (Information)

b2
b7E

|5

‘oformAat ion toat was
—c¢ the NSLs that were scrved on 04/28/70085,
0A&, and 03/04/2006 should be sealed and segquestered

CDC' s gdfe. The informatior sheculd remain sealesd and
the CDC's safe until further direction from O35,

(1Y Az already acoonplished, {le

rezcived in recponge
it/ _

within the
sequestered in

ce: Mz. Thomas

b6
b7cC

IOz Likbrary

*
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FEDERAL BUREAU OF INVESTIGATION

Precedence: =ROUTINE Date: 0%/06/2006
To: Attn: =AT
o
TSR
A
Tonnterintelligence Attn: ~D-"Z%,
~D-_10,
Inspection Attn: %, CRJ

From: Office of the General Counse
NSLZ/CLLU/Z RO i

=l

Contact: AGC

Approved By: Thomgs Tyl je [

Drafted By:

c"a'éé""i‘b“'#'z"--x>< 279-HQ-C1229736-VIO (Fending)

'WTitlef“m>XQ INTELLIGENCE _OQVERSTIGET BOARD b2

MATTER 2006+

_MSynopsisT“:>§<; It i the copinion o the Office of the General
JC) m T

Counssl (o0 1at this matter i1s rot reportable to the
_nte_ligence Cversight Bocard (IOB). Rather, it should ke
maintzined in the contrel file for periodic review by Counsel o
the ZOBE. Ouir analysis follows.

(11 DerT : -1
D ify one 1

Adminigtrativeé: :}é; This electrornic communication {(EC) conzalns
nformwation from: (1) —he Bl dates 07/02/2006 fronm the

l Field Cffice I to OCT revorting a potential
oD e eer, (2) autcmated case support (ACS); and (3) email
comunications between anz OGZ dated 08/30/2006;
OE/32/720058; and 059/ 00 ) e—
Reference: (3)

SEéEEQ\

174 DM KSR /R

2072032

ALL INFORMATION CONTAINED
2 UMCLASSIFIED EXCEPT
NSL VI WL 2H0WN OTHERWISE

b2
b7E
bl
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o From: ©Office 2 the Seneral Counsel
Re: 2 E=AO=-C1 297 30=VT0O, 05%/06/70040
"Details: AN) Ey EC da-ed 07/03/2006, rejquested <hat

OZC review tThe facts of the captiorez matter and determine whether
it warrants reporting to -he IOE. Az =xplained kelow, in our

opinicn, the FRI isg not required to report this watter to the IOE.

[ 2 | I_I

[Follouins T initiztion o1

rvestioatien If‘(‘\rlv'il.l".‘i e | | wilth the
] Lo determine the target's telephone number.
Luring | | the cace a-apt yrote down the

te ephone mankber gz follows

)é) Pased upcn the telephons nunber wri

tten down
o } prursuart to 18 U.S. . § 2703(2),
|served a Mational Security Letter (N3L) dated
U4/ 7/‘H'. rejuesting the name, zdcress, _ength o ervice and

e and Jeng distance Loll bhilling recrrds for ). todtnkae v
Upon receipt of the felephone records, it was
Aetzrmined that they were unlikely associated with fhe subject.

After it wag defermined fhat the telephone records
wele not as*oh13+cd with =he tazget, | |-cwpared the
:_ephone numker in the NSL with the te_ephcone nunkber that had
n written on a piece of_pape-| The
gphone numker uhtq1nad| | was the same
= Lhiz Lelephone nunber in Lhe NSL. | ] Joes nob kneow
whothor f£he wrong telephone number wags given to the FEI, or
hether the case agent wrobe fhe Jrcorro-i L= 1~p101@ numer on
A subsequent

|
esT bl:shed fths t fThe correcz

= |

(1] Section 2.4 of Executive Order (EQ) 123063, dated
0%/13/199%, mandates —hat Inspectors General and General Counsel
of the Tntelligence Comminity components {(in the F=T, fthe
Asgicstant Director, IHNSD, and the Gerneral Counsel, 0OGC,
lvube_tlJPlU) report —o the TIOE intelligence a_t1x1ties that they
rezson to believe may be unlawiIul or contrary Lo Executive

nr EFresidential Direotive. This _anguage was adopted
catin from EC 12324, dated 12/04/19%2, when the ICB was known
he Eresident's InTelligence Oversizht Board (PIOR).

4,-\._'
[
)
¥
N
=

i
Qs

ﬁ?‘ﬂ)m’

1O

(U) This language has er. interpreted tco mandate the
reporting of any violation of 2 provision of The Attorney

SE T
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b7E

‘Tons Office 2f the seneral Counsel
504 SV Y%

General's Guidelines for BT Hatioral ZFecurity Investigations and
Fer=ign Intelligence Collection (HMSIG), effective 10/31/2003, or
nther guidelines or rejulations approved by the Attorney General
in accordance with EO 12333, dated 12/04/22381, if such provision
was designed to ensure —he protectiorn. -f ndividual rights.
Violations of provisions —hat merely are administrative in nature
and not de=erxed to have been degsigned to snsure the protection of
ndividual rights are genecrally not regported to the IOB.  The FBI
Tnrpeclion Division is required, however, o maintain reooprds of
such adwinistrative viclazions for three : 50 that the
Counsel to the IOR may review them upor.

The standard for is

= an HM3L 15 relevance —o an
stigation =—o protect

a‘a_lof international

e a vitieg provided that
=rzon 1s not conducted
s2lely on the bagis of aczivities profecfej oy the First Amendment
of the Tenstituation of “he United Staltes.  The sabject. of the WST
does not need to be the target of the investigaticn, provided —hat
the Znforyxation 1s relevant to an authorized investigation.

authorized inve

57

S NSLg are a specific type cf Investigative tool —hat
allocws the FEI to obtain certain limifted ftypes of information
without court intervention: (1) telephone and erxail communicaztion
records frow felephons companies ard internet H@L\l e providers

cfronic Communications Privacy Act, 18 U.S.C. s Z27a9); ()
records of financlial Institutions (which s veLy broadly deflined)

ght £ Financial Privacy Act, 12 U.S8.C.§ 2414 (a)i(S)(A)); (3) a
~ist cf financial insTizutions and congsumer identifving
nfcrmvation from a credit reportinc company (Fair Credit Reporzing
Azt, 15 U.3.C. 5% 163lu(a) and (b)); ard [d1 full credit repor- in
an internaticonal ferrorism case (Falr Credit Reporting Act, 15
U.3.C. § 1e3lv).

: ~w:;y<i BECPA, 18 U.S.C. § 2709, provides that the EBL may
tollLiNing informa=ion f-om telsphone carriesrs that is

Lo aa authorized maticone]l gecirity investigation.

]

|th“ AT Guldelines

provides that N3Lz may be issued ir cornformity with statutory
requirerentsz, including 13 U.S.C. & 2709,

----------- (3> Here, 4during =n authkorized investigation, the FERI
obtained chone nudeer | | that was
be_ieved fto b~ the ftelephone nuker - The Target. 1n cther
wirds, the telephone numker received was be_ieved to be relevant
t- an authorized] |investication.,  EBasod upon the
information obtained the FBI served

SE}RQ
3
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o From Office 2f the seneral Counsel
Re: 27E-HO-C1 297 50— A

an N3L reguesting inforwation zkbout such telzphone namkber. At
the tine that the NSL was served, the FBI kelisved that it was
seeking Taformat ion thia was relevant tooan anb hier i sed
nvestigation. Upon receipt of the telephones recordz, the FBI
_earned that it received information urlikely agsociated with —he
subject.

e E&i Althcugh the FEI learrez that the telephone number
was nct asSodiated with the target, the FBI had, in fact,
’~queat =d informaticon through an HEL that was rseliseved to ke
re_svant to an authorized invesgtigatior kas ed upon informatic
recetved during a lawful I Althongs Tawlfnlly
oktained, bescause the inforatioll cbtained through the N3L is no=
asacciated with the targeT, if not already azoornplisned, fhe

cre
privaczy interests of United Stzazteg persons.

(U) Eased upon these facts, n accordance with the
terms ixplerenting the reporting reguirements of Section 2.4 of
EQ 1226z, 1t 1s cur cpinicon that this error need not ke reported
£: the IOz, A record of =Zhis dtulwluﬂ should fte maintained in

the contrel file for future revicew by the Counsel to the IOB.

=
('[1

—+
-
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SE}RRT

Eron Office 2of the seneral Counsel
Re: 2 i8—-dQ-0C1. 29730-¥T0, 0%/ 0&/2006

PRI o

LEAD (s) :
Set Lead 1: (Action)
INSPZCTICHN

AT WASHINGTON, Do

(U) INSC should retain a recorzs 5f the report of the
potential IOR matter, as well a3 a copy - f the OGC opinion
c-nzuding that ICE notification iz rot regquired, for threes vyears
o possible review by “he Chunsel to the TOR.

Set Lead 2: (Info)

COIMTEIINTELLIGENCE

AT WASHIMNGTONM, DC

(1) For informa=-ion.

Set Lead 3: (Action)

A

(U) With reszspect —o the information cbhtained torcough the
HZL that is not associaZed with the target, if not alre=ady
acoonolisned, please seal the information and seguester it within
the CDC's safe. The informaticn shoulc continue o remain sealed
and sgquestered in the CDC's szfe until further direction from

O=C.

cc: Ms. Thaomas

10z Likrary

+
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FEDERAL BUREAU OF INVESTIGATION

Precedence: =ROUTINE Date: 12/14/2006
To: Attn: ZSAT rJ
. |
b2 .:.,"17\,1
. WD i
b7E &y
hé
HL7C Attr.: ~D7]
&0
Inspection Attn: I-:Z,

From: vffice of the General Ccunsel
N3LZ/ CILU/ Ko i
Contact: A4AGC

Approved By: Thomas Julis F

moo

2T8-HQ-C1229736-VIOQ (Pending) DATE: 11-21-2007
CLAZIIFIED BY oL173/PMH/ESR/RU
RE&SDH: 1.4 {g)

Title: Ny}  INTELLIGENCE_QVEKSTGET BOARD | Pl . N
|:'L'|':| ..... T MATTER 2006 12  DECLASSIFY OM: 11-21-2033

B N It is The opinion oI the Office of the General
iU?“'WM'C:unse (OFC) Yhat this matter is not reportable to the
“nte’ligence CversighT Board (IOR). Rather, it should ke
nmaintzined in the con-rol file for periodic review by Counsel —o
the ZOR. ©Ouiar analysis follows.

() Derive T G-3
ssify On:

T Rafarenaat T B 27R3-—HO="17207536=-VIO S=ria 5633 (Fending|
(J) ReE ) _273-HO=C12°G VIO 1 1633 (Pending)
bl (3) ending)
bTA (3) Sesnnseg
) (3) Pending)
:b7E {3) (Pending)

() By EC dazed ux/l1/zi0é&, the Field CGffice

regquested that O3C review the facts of the cagtioned
mitter and deteoermine whether it warrants repcrting to the IOB.  As

s}c{ET
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b2
bIE Pibeg: [::::::] Erom: Offiﬂﬂ of the sereral Counsel

Re: DTE=HO-CI 29T 56-YT0, 17/14/2000

explained below, in our opinion, the FEIZ 1z not rejuired to report
this matter to the IOB.

1L I D o On 2870272006, during the course of authorized foreign
counterintelligence inves=-igaticns,?! the FEI served three
MNational fecurity Letzers (MN3Ls) pursuant to the Fair Credit
b4 Reporting Act (FCRAL. 10 1.3 . Cc 898 166l ‘a1 apd i1 The TRT
"D crved Fho NSLe opl

| =TT, TTc T
regquested consumer idenzifving inZormati-n and financial
nstiftution listings.

b4

'bHDV% e O J8/03/2006 E::::]Imrﬂldﬂ“ the results of fthe MZLs
i}
> t

BI. In response =Zo the NoLb,E::::]}iuVld%d complete

beé akal=ta b erortz regjarding —he subjects of the dnvestigations.

b7c Division Associale Divisior Coinsel | I

b2 becamsz zwares of the NSL r_uult. | informed TChe case

b7E ajgent that zection 1831 (v) of the FCRA permits the F2I Lo serve

: HZLs on credift reporting companies reguesting —onplete credi=
reports o*ly in counterTterrorism matiers Ll oot in
ctunterintelligence inveszigations. rﬂ further

(3 ‘ L)

bl
b7A
b2

b7E

b7cC |

(5]
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'b7E T::[:::::::] From: ©Qffice of the sereral Counsel

Re:  278=-HQ-C1729730=-¥T0, 17/14/20046
explained that the FBI properly ssrved the N:Lz and rejuested

_awful information.

S In response to —he properly served MN:ILs, however,
errcnsonsly provided information kbeyvons the scope of the HSLs.

“hrcugh no fault o»f the FEI, the FEI »okbtained —onplete credi=
—pcrte pertaining to sukjects of foreiqgn counterintelligence
nvestigations.,  When the case agert rocecived the HNEL recults, he
‘mmzdiately sealed and seqguestered fhem.  Thisg exaesss informat.ion
currently is sejuesstered in the safe of the Cnisf Division
Counsel.

(U) The Fregident, ky Executive Order 22334

_23%4, ec
L2/0C4/1981, established the President's Intelligence Oversight
B-ard (FIOB). Cn 0%/132/1933, by Executive Order 128532, the
FPre=azident renamsd it <he Intelligerce Oversight BPoard (ICE) and
eztablizhed the Board ag a standing committes of the Precident's

Froreiagn Tolelligence Advisory Boari.  Amrreg ita responsibdli-ies,
the ZOB has been Jgiven authority to review the FEI‘s practices
and proredures relating to foreiqgn irte’ligencs and foreign
counterintelligence collection.

(U) Bection 2.4 of Executive Order 22863 mandates that
“nspettors GeJeral and Generzl Courcel of the Intelligence
Community components (in -~he FEI, the Assistant Director,
Inegwection Division (INSD), =nd the Gereral Counsel, Office of
Lhie Gzn=zral Counsel (OGC), respeclively] rgport Lo thie ICE
nto’ligence activitices that they have rcagon to belicve may be
un_zwinl or contrary o Executive OrzZer :fr Presidential
Directive. Tniz language has kbeen interpreted to mandate the
reporting of any viclation of & provision ¢f The Attorney
General's Guaidelines for TBT Netioral Securify Investigations and
Foreign Iatelligence Collection (H3IG), effective 10/31/2003, or
othezr guidelines or regulations approved by thes HTTuLn~y General
in accordance with kExecutive Order 12333, dated 12/04/1981, if
snch vrowviaion was designed o ensiire the protsction of
ndividual riaghtes.

(U) Viclations of provisions that merely are administrative
n nature and not deemed —o have beer fesigned to ensure the
protection of individual rights zre Zererally not reported fo <he
“OB. The F2I Inspection Division is required, however, to
maintain records of such adwinistrative vic_ations for three
vears g2 that the Counsel tﬁ the 1OR may review them upon
requezt. The determinazion as to whetlher a matter is
"aduwinistrative in nazurce" mu:t ke made by OZC. Thcrefore, such

s}c@'r
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R [::::::] From:  Office of the Gereral Counsel

Re: DTE=HO-CI 297536V T0, 17/14/2000

administrative violations must be reported as potential IOR
matters.

(U)y NZLsg are a specific type of inveztigative tool tha=

al_cws the FRI to obtain certain limited typzes of information
without court intervention: (1) teleplone and erail
c:mmunlcatlon records from telephore companiss and internet
service providers (Elsctronic Commounications Privacy Act, 18
U.s.Cc. § Z738), (2) records cof financial Institutions (whi“h are
very oroadly Jdefined) (Right to Firarcial Privacy Act, 12 UJ.53.0 S
3424723 (5)(R)); (3) a list of finarcial instituticns and consumer
Cdent i fyiag iaformation fromw g crelit report iteg conpany (Faie
Cradit Reporting Act, 15 U.S.C.85 162luia) and (k}); and (4)

full -redift report in an international terrorismn case (Fair
Credit Reporting Act, 15 U.S.C. § 16&lvi. In addition to FCRA,
TEOIVEVDL 8S 1681ufa) and (k) infeormation (finanﬂial in stitu-ions
and consurer identifying information), under 15 U.3.C. 16031u{o)
if certzin factors are mez, the FBI is able to aktain full
conEumer reports in both counterintelligence and intsrnational
fterrorizn investigations by zn ex parte court order.

) Hore, during the ccourgse o scveral authcorized forcign
counterintelligence investigations, the FBI served fhree MNSLs.
The HNZLsz requested lawful informztiorn and were properly servad.
n response, provided the FBI with Infcruxation ocutside the
soove of the HNZLs and with information that was not permitted
under 1% U.3.C.58% 168lu(a) and (k). 1Ir cther words, an error on
the part ~f[____Jresul-ed in the unintentional acquisition of
nfocrmation by the EBL.

A””““::}<ﬁ; The carrier's mistzke is nct repcrtarcle to the IOE as
the” FET has not acted unlawfylly or —ortrary o BEvecgtive Order

o i Ny A~ =
or Presidential Direc=tive. shou’ld contact[::j:ijand ask
whether the unintenticnally "ﬁquirad irformation P‘_Jld ke
refturned or destroyed with appropriate documsntation to the file.

(U) Based upon —hese facts, in accrrdances with the terms
mpleventing the reporting requiremertz of Section 2.4 of EO
_z8€3, 1t iz cur opinion <hat this errar 23 not reportable to <he
_OB. A reocord of this decision chould be maintained in the
cxntrecl file for future review by the ZTounsel to the ICE.

SECRET__
4
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2f the iserneral

10714720046

Counsel

Office

Erom:

e
o
2TE-HO-C1029730-YT0,

b7E
LEAD (s) :

Set Lead 1: (Action)

INSP=ZCTICN

L

5f the report of the
ST opinion

AT WASHINGTON,
-t the OGC
for threse

recor

SOy
years

(U) INSC should retain a
potential IOR matter, as well as A
cznz_uding that ICE notificaticn is rot required,
prssible review by che Cohunsel to the TOR.

Set Lead 2: (Info)

T

g

LTTIT UL TUTT

() Fo

Set Lead 3: (Action)

~he

whether
or

AT
() should contact the carrier and ask
unintenticnally acquired informaticn should e retuarned
appropriate documentation to the filed

deztrocvyed witn

cc: Ms. Thomas
bé
1O= Library

bicC

144
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U.S. Department of Justice

Federal Bureau of Investigation

“SeereT

/

Washington. D. €. 20535-0001

By

Mr. Sterhen Friedman

Chairman

“nlzlligence Cversight Board
Rzom E0Z035

lew Lxezutive Office Bullding
T3t Street, Northwest
shington, D.C.

Wi
Dear Mr. Friedman:

Enclosed

2006

)

TOURIEK

for your informatiorn ig 3 self-=yplanatory
e randur =ntitled “Intelligence Overss

Jht Board Matter Hho

The memorandum sets forth cetai’s cf investigative
ity whicn the FRI has determirez was conducted oontrary to

crney General Guidelines

Executive Orders, or Presiderntial

s=atigaticons.  This matzer has also
“nternal Investigations Section,

Enclosure

for FBI Foreign Intelligesnce
ion and Foreign Counterintelligence
Directives wnich
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