e
b7cC
b2
b7E

bl
b2
b7E
b7ha

hé
h7cC
b2
h7E

bé
b7cC
b2
b7E

b6
b7cC

b7D

SECNRET

From: FBI)
Sent: 007 10:03 AM
To: GC) (FBI)
Subject: RE: NSL Credtt report response
NSRS HHED

NON-RECORD

Agre sl woridng wﬁhl

b&
b4
b7D
b2

----- QOriginal
From:

Sent: Tuesday, March 13, 2007 9:35 AM
To: l l FBI)

Subject: RE: NSL Credit report response
NSRS OH-HED-
NON-RECORD
bé
b7¢C
Arw uck with Couid you double-checi th umber? it does not seem to be b4
COMINgG up. b7D
Thanks Ib6
b7E
----- Original Message-----
From: FBI)
Sent: 48 PM
To: C) (EBI
Ce: | BI) Jcoce) (reD)
Subject: RE: redit report respoTse
WUNCLASSHHED-
NON-RECORD
I Fhad left a voice mail message forl li’?\, but haven't heard baok from
2t e |
NSL VIO-33731 ALL INFORMATION CONTAINED

HEFEIN IX UNCLASZIFIED EXCEPT

WHERE  5HOWN. OTHERWISE
pg-1
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81

bl
b2
b7E
b7A

b6
b7¢C
b2
b7E

S%T

will sttt need |yt these particuiarly
should be looked at. twill let vou know after | hear back from| gain.

————— Original Mess

From: 1 lOGC) (FBI)

Sent: Fricay, March 09, 2007 8:50 AM

Td ‘)Gc) (ERI)

(o2 | JrsD) J(FBI)

Subject: RE: NSL Credit report response

NSL VIO-33732

\s o2
SECRKRT

b4
b7D
b2



SEDQET

UNSEASSHED-
NON-RECORD

this is the email that { sent tom this matter.
bé 1 another attomey i our oﬁ'ér:‘a: will be graduajiudakin

b7C over WSL meatlers and s gaigg lo be handiing this matter, specifically. & can
B2 o maintain contact witl Feal free 1o copy e so i can be kept inthe loop but
ing will he the lead
Thaﬁksl |
-----0Qriginal Mes
From: Joce) (FeD)
Sent: I_mwwmuﬂw 4:22 PM
o To: (FBI)
jb'~ Ce: 1 [(FBD)
b7E Subject: RE: NSL Credit report response
bo UNGHEAGSHED-
b7C NON-RECORD

b5
b4
b7D
be
bi7c
————— Original Messgage-———
hé From: ﬁ fFBI)
A Sent: :02 PM
b7C To: 0GC) (FBI)
12 Ce: l FED)
b7E Subject: RE: NSL Credit report response
NON-RECORD
I just spoke by teloal with} foc explained the
racent problems which had been discovered. and she advised
b6

b7cC
b4
b7D
b5

NSL VIO-33733

MT pg-3



SECRET

o}
b7D
be
b7C
B2
B
b7E Therefore, we will ad\f'mI:mv oan resume seméaniih
b5 these NSLs. M*!}"mmhy wie will instruet them, hat when they serve a
16314 request, they should take speeial care 1o checl that the reply is
apps'opﬂate;y redacted before they forward any resuits to issuing offices.
Let me know if you need anything further re this,
bé
g — Original Mess
b7C From: kocc) (ren)
b2 Sent: I.mm:;hm.mz' 1:13 -
) To: FBI); I(FBI)
b7E Cc: THOMAS, JULIE F. (OGC) (FBI); CAPRONI, VALERIE E. (OGC) (FBI)
Subject: RE: NSL Credit report response
HUNGEASEHFED
NON-RECORD
be
b7C . N . .
bi goyoiibein here, since i thini ||s in Denver. We needthe
: P00,
b7D | Message-----
g
From: CAPRONI, VALERIE E. (OGC) (FBI)
Sent: Thursday, March 08, 2007 1:04 PM
heé To: THOMAS JULIE E (oeoy reen g ]
. )
(Fnd [OGC) (FBI);]
b7c TTEED] FBI)
b2 Cc: ] FBT)
= Subject: : Tedit report response
b7E
UNSHASSHHED
NON-RECORD
i someons will get me the name and number, ' reach out for
hirm/her today
----- Original Message-----
: From: THOMAS, JULIE F, (QGC) (FBI)
bé
) ! Sent: Thursday, March 08, 2007 12:58 PM
b7C To: e ]
b2 fren;
) ( FEYT
b7E Ce: (FBI); CAPRONI, VALERIE E.
Subject: RE: NSL Credit report response
HHCEASSH-HE=D-
NON-RECORD
b5 My recommendation 1o thelanaml Counsel is that we cease
j sending such requests 1 Lintiy |
b4 regarding this issue
b7D

NSL VIO-33734



SECRR]

b6
b7C
b2

b7E

bé
b7¢
b4
b7D
b2
b7E

bo
b7cC

~

b7E

b6
bh7C
b4
b7D

b6
h7C
b2
b7E

Julie . Thomas

DGC, National Security Law Branch
Office of the General Counsel

Room 7973

202-324
202-324

----- Original Mess aagaaza
From: E lFBI)

Sent:
To:

Cc: FBI); CAPRONI, VALERIE

. ; , JULIE F. (OGC) (FBI)
Subject: RE: NSL Credit report response

SECRET
RECORD NON RECORD

Bot] bre attending the forfeiture
conference in Denver this week.

Dma‘y implernent its own stop order rg Iif HQ

does not.
----- Original Messq
From: (OGC) (FBI)
Sent: “.EE:
To:
| G | (FBI

Cc: FU; CAPRONL,

" VALERIE E. (OGC) (FBI), THOMAS, JULIE F. (OGC)

(FBI)

Subject: RE: NSL Credit report response
SECRET

RECORD NON RECORD

I I we need o deal with this now. Please gel in
touch wéﬂl |

Walene/Julie - should we send oul an ordsr 1o stop using
for 168107

Cc: I '( FBI)
Subject: - e

SECRET
RECORD NON RECORD

NSL VIO-33735
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b6
b7C
b4 As noted below - we recently éc‘;eﬁti?ia:as
7D providing full eradit reports indashagee o 16811
' requests.  Is our liaison witt puich that we
cart have them address this issue?  Given the (G
conocerns re over collection - it mey g negegearny to
address this foday of cease using
bo
Ve~ e Original Mes:
;b7 C From: lFBI)
b2 Sent: LS AM
: To: (FBI)
bT7E Cc: FBI)
Subject: : redit report response
SECRET
RECORD NON RECORD
' Lis the second response ?m.ﬂ [hat
b has received in two weeks wherein |
b7C appears %haiE:s sending oradi
bd information which exceeds the scope of the
j reguest. The response 9 usiess ¢ }siszce
:b7 D we need 10 sequester the infquuaation and rapont
b2 it a3 a potential 1OB vio.ieztionl |
b7E
b5
l OGC should
also contact a representative af )
attempt to expeditiously rescive this matier.
Lel me know what you think
SS
on Counsel
----- Original Me;
From: I IFBI)
b7C Sent: Wednesday, March 07, 2007 3:28 PM
o To: FBI)
o ce: FBI)
bZ Subject: redit report response
b7E SECRET

RECORD NON RECORD

NSL VIO-33736

-6
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b5

b4

b7D

b6

b7C
>

b7E

SECRET

We have a 65 case in which the case agent
used an NSL to request credit report identifying
info and identity of financial institution data for
ject. We received a response from
hich appears to be a complete credit
repo Iso returned the original NSL
which specifies it's not requesting the complete

aadit roanadl A counla af cauoctione.

| have secured the material froml In my
safe; it has not been put into any file pending
guidance from you.

Thanks

-

Pffice)
Cell)

SECRET
M: Multi
10N EXEMPHORMN.1
SECRET

10 EMPHON 1

SECRET
DER‘NE%M: Mg!%’ e-Sources
ATION
SECRET
CATION EX

NSL VIO-33737
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SEBRET

b6
h7C From: L FBI)
b2 Sent: Liesday March 13 2007 9:22 AM
BT To: | [OoGC) (FBI)
; Subject: RE: NSL Credit report response
SECRET
RECORD xxxx
[ D6 ot —_— )
h7C When i {ried to look ¢ ' m:‘rh@rl lset out in your
bl e-mail below), the féiejl came up instead and there were only two serials in the file.
TR Can you chealc on this file number to determine whether {'s correct”
:bZ Thanks
TE
COC ]
----- OriginiLM.ﬁsaa_I---—
From: QOGC) (FBI)
P Sent: i
b ‘0 To: /tcn\l l
b7C
b7E
| I 5
Ce: | J(OGC) (FBI)
Subject: FW: NSL Credit report response
SECRET
RECORD XXXX
All,
. For a yet unknown period this year, in some caseq provided full credit reports in
b4 response to 1681u (a) or (b) NSL requests. We are trying to get an understanding of the
7D problem at this point. See below for a list of case numbers associated with requests
b2 addressed tt‘and served throug___]Note some of these requests may not be
i NSLs. Please review the information provided in response to these requests to determine if
b7E any contain information exceeding the information requested and authorized under 1681u (a)
or (b),:has not yet been able to narrow the timeframe so these records date back to
the beginning of the year. Please let me know if you find any instances where information
b6 was over-collected so we can have a better idea of the scope of the problem.
b7cC
Thanks for your help,
bl
(53) ~bIA
b2
b7E

Z007
a5

179dmh ks sinf

ALL THFORMATION CONTATHED
NSL VIO-3373GEREIN I5 UNCLASSIFIED EXCEPT
VHERE $HOUM OTHERWISE
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(5)-

()

(8

(8-

(8

(3

8y

(8-

15)

S,Ec,;:&s(

NSL VIO-33740
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(5

bl
b7A
b2
b7E

(&)

bé
b7cC
b2
b7E

b6
b7C
b4
b7D
b2
b7ER

SECRET

_____ Opjpes Lb4

From: I_ IFBI)

Sent: 02 PM
To: bec) (FBI)
Ce: [lFBI)

Subject: KE: redit report response

ONCHASEIRIEE.
NON-RECORD

| just spoke by telcal with| 1500 i entainad tho racont nrobioros

which had beer digeoyar 10} Ghe aovign

Therefore, we will ac "‘SEDD rsonnel they can resume sevin C‘:W*th these

NSLs. Additionally. we will instruct ¢ hen‘ that when they serve a 1081u request, they
should take spacial care to ¢ uckfraf the reply is appropriately rec%af"edo fore they
forward any results 1o issuin

Let me know if you nead anything further re this,

NSL VIO-33741
Pg-3




b6

NEARMATION CONTAIMEL

b7C From: (OGC) (FBI)
b2 Sent. March 08,2007 1:13 PM
G —— o
- Cc: THOMAS, JULIE F. (OGC) (FBI); CAPRONI, VALERIE E. (OGC) (FBI)
Subject: RE: NSL Credit report response
UNCLASSIFIED
BE NON-RECORD
b7C
oY
b7D Can you help here, since | thind is in Denver. We need thg POC
----- Original Message-----
From: CAPRONI, VALERIE E. (OGC) (FBI)
. Sent: Thursday, March 08, 2007 1:04 254
bo To: 81| ks
h7¢ i 0GC) (FBI)] (FBI);
bz ce: | IFBI)
b7E Subject: B redit report response
UNCLASSIFIED
NON-RECORD
i someone vall get me the name and number, i reach out for himfher today.
o Original Message-----
o From: THOMAS, JULIE F. (OGC) (FBI)
b7c Sent: Thursday, March 08, 2007 12:58 PM
; To: [ I L FBI)].I Joae)
b2 I_LEB“ J¢Fa1) kren)
H7E Ce: KFBI); CAPRONI, VALERIE E. (OGC) (FBI)
-~ Subject: RE: NSL Credit report response
UNCLASSIFIED
NON-RECORD
b4 My recommendation to the General Coun s,gvl .s that we cease sending such
b7D requests t until wie can contact the General Counsel regarding this
ssug
Julie F. Thomas
om DGC, National Security Law Branch
e Office of the General Counsel
Room 7975
202-324
202-324 fax)
b Original Messateazo
) From: JF8I)
b7C Sent: Thursday, March 08, 2007 10:26 AM
b2 To: 0GC) (FBI
. TFED)] FBI)
b7E Cc: (FBI); CAPRONI, VALERIE E. (OGC) (FBI);
THOMAS, JULIE F. (OGC) (FBI)
Subject: RE: NSL Credit report response

HEEEIN I35 UHCLASIIFIED
DEATE 12-17-23007 BY. 8517%duh/karslut

pg-1
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b6
‘b”/’ C
2

b7E
b4
b7D

b6
b7C
b4
b7D

be
b7C
b2
b7E

be
b7C
b4
b7D

b6
b7C
b2
b7ER

SEGRET
RECORD NON RECORD

Bothy

bre attending the forfelture conference in Denver

this weeK.

|m-za‘y‘ implement its own stop order re { HG does not.

----- Original Mes oo

From (OGC) (FBI)

Sent AM

To: FeD)|
(FB1)] (FBI

Ce: (FBI); CAPRONI, VALERIE E. (OGC)
(FBI); THOMAS, JULIE F. (OGC) (FBI)

Subject: RE: NSL Credit report response

SESRET

RECORD NON RECORD

we need to deal with this now.  Flease get in touch with

Valerig/dulie - should we send out an order to stop using for

18317

-----Original Mes

From: L _I(FBI)
Sent: I_T.hundaLMa;m.QB_ZmLa :52
To: FBI) JFen);

|.| GC) (FBT)
Cc: FBI)
Subject: RE: NSL Credit report response
SEORET™

RECORD NON RECORD

As no‘sed below - we recantly identified as providing
full ¢ orts in response (o 18810 reguests. 18 our lialson
wiit uch that we can have them address this %ssue G

Given the 1G concems re over collection - it may be necessary {o
address this today of cease using

----- Qriginal Mes

From: I I(FBI)
Sent: Thursda arch 08, 2007 9:45 AM
To: FBI)
Ce: )
Subject: FW: NSL Credit report response
SECRET—

RECORD NON RECORD

NSL VIO-33743
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b4
b7D
b2
b7E

b6
b7C
b2

b7E

bé
b7cC
b2
b7E
b4
b7D
b5

bhé
b7cC
b2
b7E

This is the second ree,r\\,r‘s o lha |7

“

raceived in t‘*m weeks whe tappear <= that =
swomc credlit :f"s"O!"’T‘(aT:Ot" whic h OyoRals tne scope of the
mm est. The response is usless since we need {o

er the information and reporl it ag a potential 10B
i S ("D"lf" this ft\ri they are probably
s the entive FBL 1 suggest that OGC contact

ision gnd have whoever s getling this information
Jriot accept anything from
JFihich exceads the scope of the

L OGO should also contact a represaentative at

to attempt o expediliously resolve this matter,

L.et me know what you think.

-----Original Me

From: 1 IFBI)

Sent: 3:28 PM
To: I)

Cc: FBI)
Subject: redit report response
SeRET

RECORD NON RECORD

We have a 65 case in which the case agent used an NSL to
request credit report identifying info and identity of financial
institution data for the subject. VWe received a response from
which appears to be a complete credit report
Iso returned the original NSL which specifies it's
not requesting the complete credit report). A couple of
mClioctions,

| have secured the material fron:n my safe; it has
not been put into any file pending guidance from you.

IThanks

ssal

NSL VIO-33744
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DERIVED . 4 S

DECLASSI XEMPTION 1

DECLASSE%EMPTION 1
—_——

SECRET
DERIV Pt s
DECLASS EMPTION 1
SECRET
DERWER-FROM-M 5
DECLASS EMPTION 1

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

DERIVE ;
Counterintelligence Tn
DECLASSIFICA E

DERIYE:

Investigations
DECLASSIFICATION

NSL VIO-33745
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(Rev. 01-31-2003)
;EEQET

o

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2007

To: fzeneral Counsel Attn: Ju_ie Thonras
Deputy iGeneral Ccocunsel, MNSLE

[ COUNTERTERRORISM/ Attn: [UNIT]
COUNTERINTELLIGENCE/CYRER]

[REQUESTING OFFICE] Attn: 352 [SQUAD SUPERVISOR]
32 [CASE AGENT]
[OFFICE OF ORIGIN] Attn: 32 [CASE AGENT]
[Squad] [X]
[DELIVERING DIVISION] Attn: SZA [SQUAD SUPERVISOR]
(i asing personal service) [Squad] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME (IF APPLICABLE) ]
[SAC NAME]
[ASAC NAME]
[CDC NAME]
[SSA NAME]

Drafted By: [LAST FIRST MIDDLE NAME: INITIALS]

Caé'é'"‘lﬁ'“#:-v»--;s< [CASE FILE NUMBER]  (Pend:ng)

T1tle>< [ SUBJECT]

[A.K.A.] [ALIAS (IF APPLICABLE) ]
[IT/FCI - FOREIGN POWER]
00: [OFFICE OF ORIGIN]

-Synopsisa::ﬁ%t: (HSLCOM) Approves the issuance of 3 Fair Credi-=
Reporting "Act (FCRA) Secticns 168lu{z) and (o) conkination
Hational Zecurity Let—er (M3L) for financial institution lis<ings
and consurer identifying information; provides reporting data;
and, if neces=zary, transmits the N3IL Z:1r Jde_ivesry to the credi=
reporting company.

HEREIN 1% UN FIEL
WHERE SHOWN OTHERUISE

pg-1
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(U -

N

()

Séék@T

ST [DELIVERING DIVISION] From: [DRAFTING DIVISION]

Ré?xm)ﬁi [CASE FILE NUMBER, 00/00/2007]

......... .mmmmmwm)gq Derived From : G-3
Declassify On: [10-25 years based on
information in the EC]

[FULL/PRELIMINARY] Investigation Instituted: {3, [00/00/2007]

Reféreﬁcérwm;&( [CASE FILE NUMBER Serial XXX]

Enclosure(s) : (U) Enclosed for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is personal or through
restricted delivery service or fax] is an H3L dated [00/00/2007],
addresged to [COMPANY POC NAME], [TITLE (if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP

CODE if using personal service], requeszting the names and
addresszs of [inancial institutions al which Lhe listed consuuer
maintzins or nhas mainTtained an accourt and reguesting consumer

dent i fying information relatiing to Lhe consunsr.

Detaiiér«mggf A [FULL/PRELIMINARY] [FOREIGN
COUNTERINTELLIGENCE/INTERNATIONAL TERRORISM] investigation of
subject, & [U.S. PERSON/NON-U.S. PERSON], was authorized in
accordances with the AZtorney General Guidelines kecauss [Give a
full explanation of the justification for opening and maintaining
the investigation of the subject; barebones facts will not
suffice and will cause the request to be rejected for legal
insufficiency.] This flinancial institoction inforuation and
conzumer identifving information arc bcecing rcquested Lo [Fully
state the relevance of the requested records to the

investigation].

:IS(: This electronic communicatZon docunents the
[APPROVING OFFICIAL's] approval znd certification of the encl
MEL.  For mandatory repor-ing purposes, the =n2losed MNSL s=e)k
the financial instituZion listings Zor [NUMBER OF] individual
frem [eredit reporting company #1]; [NUMBER OF] individual (s)
from [eredit reporting company #2], etc. [If there are redquests
from multiple reporting companies for the same person, please
state. Provide the USP status of all the persons about whom the
requests are seeking information, including the subject of the
investigation. In other words, do your best to give as much
information as you can, for congressional reporting purposes.] In
addition, for mandatory reporting purposes, the enclos=d NMoL
zeeksz the consumer idenzifving inZormaticn for [NUMBER OF]
individual (2) f[rom [eredit reporting company #1]; [NUMBER OF]
individual (z) from [credit reporting company #2], ctc. [If there
are requests from multiple reporting companies for the same
person, please state. Provide the USP status of all the persons
about whom the requests are seeking information, including the

sﬁngT

2
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SESEE?

B [DELIVERING DIVISION] From: [DRAFTING DIVISION]

RGM [CASE FILE NUMBER, 00/00/2007]

subject of the investigation. In other words, do your best to
give as much information as you can, for congressional reporting
purposes. ]

(U} Arrangements should ke made with the credit
repcrting company Lo povide the reonsras [personally to an
employee of the DELIVERING DIVISION -r through use of a delivery
service or secure fax to OFFICE OF ORIGIN] withir [NUMBER OF]
business days of receip= of this rejgueszt. The credit reporting
comoany saould neither send the records throngh routine mail
de_ivery nor atilize —he name <of the sibject of the rejuest in
any telepnone calls to —he FRI.

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a Naticnal Security Letter from disclesing that the
FBI has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Option 1 below and include in the EC (but not in the NSL) a brief
statement of facts that justify the nondisclosure requirement.
Option 2 is to be used in all cases where Option 1 is not used.]

[Cption 1 - Invoking Nondisclosure Redquirement]

(U) In accordance with 15 U.3.2. § léslu{d), I, the
senior official approving this EC, certify that a disclosure of
the fzct that the FBI has sought or cbtained access to the
nformation sought by this letter may endangsr the national
security of the United States, interfere with 3 criminal,
c-unterterrcrism, or coun—erintelligente ‘nvestigaticon, interfere
with diclomatic relations, or endarger the _ifs or pnysical
safzty of a person.

I 1
i

Brief s-a-ement <f ftle
certifi-ation in this case:

acts justifving my

[Cpticn 2 - Declining to invoke the nondisclosure requirement]

(Uy I, theo scenior official approving thiz =C, have
deztzrmnined that the fao-s of this age - not warrant activazion
>

of the nondisclosure rejuiremsnts unZer the aprlicabkle National
Security Letter statuze.

SEORET

3
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[DELIVERING DIVISION] From: [DRAFTING DIVISION]

] Re(){) [CASE FILE NUMBER, 00/00/2007]

[Include the next 2 paragraphs in all ECs.]

(11) Tnformation receives terein frow a oredit
repeorting company may ko disseominatez in accordances with the
Attrrney General Guiidelines for FRT Nati-na. Seonrity
“nvestigations and Foreign Intellizerce Zollechtion, sub’e=scht Zo
the focllowing statutory limitation. Digsendination of such
information is limited —o other FeZeral agsnti=ss as may be
necesgsary for the approval or conduct 2f a foreign
crunterintelligence inves-igation, or, where the information
2Inzerns a person sukbject to the Uriform Codes of Military
Justl je, Lo appropriate invesligzlive authoritles within Lhe
mi_itzary Jdepartment concernsd =g may ke necesgary for the conduct
of 5 Joint. foreign counterintelligence nvestigation.

(U) Any questions regarcirg the apove can be directed

[CASE AGENT, telephone number (000) 000-0000.]

ot

(]

sﬁ:&
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SEQRET

7-: _[DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: I [CASE FILE NUMBER, 00/00/2007]

LEAD(s) :
Set Lead 1: (Action)

EENBE=AL COUNSEL

AT WASHINGTOM, DC

(Y HNSLB is reguested to record the appropriate
nfocrmation needed to fulfill the Corgressional repgorting
reguirerents for HNSLs.

Set Lead 2: (Info)

[ COUNTERTERRORI SM/COUNTERINTELLIGENCE /CYBER]

AT WASHINGTON, DC

(1Y At [Unit] Read and Clear

Set Lead 3: (Action)

[DELIVERING OFFICE - if using perschnal service]

[AT CITY, STATE]

(U Zeliver —he attachec NSL as ndicated akove. Upon
receot of informzation from the credit repcrting company,
[DELIVERING DIVISION] is reguested to subnit r=sults to [DRAFTING
DIVISION] and [OFFICE OF ORIGIN, if applicable].

(U)y Fleasze take sgpecizl note that the reply to this
recquest sn011d not qgenerase receipt o7 a full ~redit repeort oand
that only a summary or redacted credit repcrt should be acceptad.

+*

NSL VIO-33750



(Rev. 01-31-2003)

SEé‘ET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2007

To: fzeneral Counsel Attn: Ju_ie Thonras
Deputy iGeneral Ccunsel, MNSLE

[ COUNTERTERRORISM/ Attn: [UNIT]
COUNTERINTELLIGENCE/CYRER]

[REQUESTING OFFICE] Attn: =32 [SQUAD SUPERVISOR]
32 [CASE AGENT]
[OFFICE OF ORIGIN] Attn: 352 [CASE AGENT]
[Squad] [X]
[DELIVERING DIVISION] Attn: SZA [SQUAD SUPERVISOR]
(i asing personal service) [Squad] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME (IF APPLICABLE) ]
[SAC NAME]
[ASAC NAME]
[CDC NAME]
[SSA NAME]

Drafted By: [LAST FIRST MIDDLE NAME: INITIALS]
()~ case-ID #: T3¢ [CASE FILE NUMBER]  (Pend:ing)

Title: >< [SUBJECT]
(I [A.K.A.] [ALIAS (IF APPLICABLE) ]
[IT/FCI - FOREIGN POWER]
00: [OFFICE OF ORIGIN]

Syncpsis: (Jy (MSLCII) Approves fthe issuance of an Falr Credicz
Repecrting Act (FCRA) Secticon 1631u(b) Waticnal Security Letter
(M3L) for consumer idenTtifyving inZormati-ong crovides reporting
datz; and, if necesszary, —ransmits the NEL for delivery to the
credit reporting company.

im'wwm“jﬁq: Perrred—From——=e—3
ALL INFORMATIOH: CONTAINED
\SF‘C\RET HERETH 15 UNC VENCEPT

WHEPE SHOWH OTHERWISE

pg-1
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T [DELIVERING DIVISION] From: [DRAFTING DIVISION]

Declassify On: [10-25 years based on
i information in the EC

Enclosure(s) : (1Y FEnclmsed for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is personal or through
restricted delivery service or fax] is an NSL dated [00/00/2007],
addresssd to [COMPANY POC NAME], [TITLE (if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP
CODE if using personal service], r=eguesting -consumer identifving
EU} nfocrmation relating o the consumer listed.

DetéiISY“MEB( A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/
INTERNATIONAL TERRORISM] inveslijal.inn of sunje=ct, a4 [U.S.
PERSON/NON-U.S. PERSON], was authorizecd in a-zcordance with the

i Attorney General Guidelines because [Give a full explanation of

. the justification for opening and maintaining the investigation

“on the subject; barebones facts will not suffice and will cause
the request to be rejected for legal insufficiency]. This
cinzumer ldentifying informaticn is keing regussted to [Fully
state the relevant of the requested records to the
investigation].

(UJ )3( This c¢lectronic commuricaticn docurients the
[APPROVING OFFICIAL’'s] approval znz certification of the enclosed
HZL. For mandatory repor-ing purpcses, the enclosed HN3L s=eks
conewner identifying information Zor [NUMBER OF] individual (s)
from [credit reporting company #1]; [NUMBER OF] individual(s)
from [eredit reporting company #2], etc. [If there are requests
from multiple reporting companies for the same person, please
state. Provide the USP status of all the persons about whom the
requests are seeking information, including the subject of the
investigation. 1In other words, do your best to give as much
information as you can, for congressional reporting purposes.]

(U) Arrangements should ke made with the credit
reperting company to provide the recorcs [personally to an
employee of the DELIVERING DIVISION .r through use of a delivery
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF]
busingss days of receipz of this request. The credit reporting
cormatty shoald neither send Lhe records through roatine mail

crvice nor utilize the name of the cubkijoect of the requecst in any
=z _zphone calls to the TEI.

0

SEC
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[DELIVERING DIVISION] From: [DRAFTING DIVISION]
[CASE FILE NUMBER, 00/00/2007]

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a National Security Letter from disclosing that the FBI
has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Option 1 below and include in the EC (but not in the NSL) a brief
statement of facts that justify the nondisclosure requirement.
Option 2 is to be used in all cases where Option 1 is not used.]

[Cption 1 - Invoking Nondisclosure Requirement]

(U) In accordance with 15 U.S.Z
senicr of ficial approving this FEC, certily
fact that the FBEI has sought or cbrdlned acce
szught £y this letfter may endanger fthe natio curity of The
United ZStates, interfere with & criminal, <ounterterrorism, or
czunterintelligence investigzation, irterfere with diplomatic
re_ztions, or endanger —he life or phyvsical zafety of a person.

dizalosnre o ~he

o the informa<ion
Q

l Z .

5 16%1u(d), I, the
thiat A
t

“%““”;EFQ:Rrief s-a-ement of thke Tacts justifying my
certifizatlon™in this case:

[Cption 2 - Declining to invoke the nondisclosure requirement]

(U) I, the senior official approving this =2, have
detzrmined that the facts of this case do not warrant activazion of
the nondiszclosure redquirements under the applicakle National
Security Letfer statu-e.

[Include the next 2 paragraphs in all ECs.]

(U} Information receiveZ herein rcn a
comoany nay be disseminated in acoorZarce with the
Gensral Guidelines for ZBI National Security Inves
Foreign Intezlligence Collection, schiject to the f
statutory limitation. Dissemination of such info
_imited to other Federal agencies as nzay be ne:essari tor the
approval or conducl of a4 forelgn counterintelligence
nvestigation, or, where —he information cocncerns a person
subjec-t fo the Uniformn Code of Military Justics, Lo appropriate
investigative authorizies within the military department

éEGEEE
3
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SECRKT

A [DELIVERING DIVISION] Fr-ri: [DRAFTING DIVISION]
Re% [CASE FILE NUMBER, 00/00/2007]

conzerned as may be necessary for the condunct of a “oint foreiqgn
counterintelligence invesTigation.

(1) Any gques-icns Tsgarsing the acove can be directed
t> the [CASE AGENT, telephone number (000) 000-0000.]

SECR
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SEEQFT

T [DELIVERING DIVISION] Fr-om: [DRAFTING DIVISION]

Re: ] [CASE FILE NUMBER, 00/00/2007]

LEAD (s) :
Set Lead 1: (Action)

SENERAT. COUNSET,

AT WASHINGTON, Do

{U) NSLBR is requested to record the agpropriate
nformation needed to fulfill the Cordgressional reporting
requirerents for NESLs.

Set Lead 2: (Info)

[COUNTERTERRORISM/COUNTERINTELLIGENCE /CYBER]

AT WASHINGTON, DC

(U) At [Unit] Read and Clear

Set Lead 3: (Action)

[DELIVERING OFFICE -if using personal service]

[AT CITY, STATE]

(1) Zeliver —he attzchez NSL as ndicated above. Upon
receovt of information from the credit reporting company,
[DELIVERING DIVISION] iz redquested to zukmit results to [DRAFTING
DIVISION] a~nd [OFFICE OF ORIGIN, if applicable].

(I} Please take specizl note that the reply to this
regquest zhould not generate receipt of a full credit report and —hat
only a summary or redacted credit report should ke accepted.

+*

NT
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(Rev. 01-31-2003)

 synopsis: IRC

%ET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2007

To: eneral Counsel Attn: Ju_ie Thonras
Deputy iZeneral Counsel, MNSLE

[ COUNTERTERRORISM/ Attn: [UNIT]
COUNTERINTELLIGENCE/CYRER]

[REQUESTING OFFIE] Attn: S52 [SQUAD SUPERVISOR]
32 [CASE AGENT]
[OFFICE OF ORIGIN] Attn: 32 [CASE AGENT]
[Squad] [X]
[DELIVERING DIVISION] Attn: SZA [SQUAD SUPERVISOR]
(i asing personal service) [Squad] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME (IF APPLICABLE) ]
[SAC NAME]
[ASAC NAME]
[CDC NAME]
[SSA NAME]

Drafted By: [LAST FIRST MIDDLE NAME: INITIALS]

"“é'ﬁa'"s'é"‘ID'-'#--:u.>T< [CASE FILE NUMBER]  (Pend:ng)

Title:)X( [ SUBJECT]

[A.K.A.] [ALIAS (IF APPLICABLE) ]
[IT/FCI - FOREIGN POWER]
00: [OFFICE OF ORIGIN]

(MSLFIL) Ppplow;s the issuance of an Fair Credit
Reporting Act Becticon 1681u(z) HMaticral Security Letter (NSL) for
finanzi3sl institution llodlth; znz, 1f necessary, transmits the

MEL for delivery to the credit reportirg ccmoany.

SECRET ALL INFORMATT
HEREIN I% UN IFIEL EXCEFT

WHERE SHOWH OTHERWISE
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T [DELIVERING DIVISION] From: [DRAFTING DIVISION]
e:m;j§i:[CASE FILE NUMBER, 00/00/2007]

Declassify On: [10-25 years based on
information in the EC]

Enclosure(s) : (1Y  FEnclmsed for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is personal or through
restricted delivery service or fax] is an NSL dated [00/00/2007],
addresssd to [COMPANY POC NAME], [TITLE (if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP
CODE if using personal service], r=qguesting the nanes and
addresses <f financial instituticonzs at which the listed consumer
alnbalins or fias wailntalned an accouar .

DetallS‘“w)ﬁi A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/
INTERNATIONAL TERRORISM] investigaticn <f sukpject, a [U.S.
PERSON/NON-U.S. PERSON], was authorizez in azoordance with the
Attcrney General Guidelines because [Give a full explanation of

“-._the justification for opening and maintaining the investigation

of the subject; barebones facts will not suffice and will cause
the request to be rejected for legal insufficiency.] This
finan-izl inatitution information is being rsquests=d to [Fully
state the relevance of the requested reccords to the
investigation].

- ]ﬁd: This electronic commuricaticn documnents the
[APPROVING OFFICIAL's] approval and certification of the GDLlHJGd
FeL.  For mandatory reporTting purposes, the enclosed M3L seels
the financial institu-ion listings Zor [NUMBER OF] individual(s)
from [eredit reporting company #1)]; [NUMBER OF] individual(s)
from [eredit reporting company #2], =t-. [If there are requests
from multiple reporting companies for the same person, please
state. Provide the USP status of all the persons about whom the
requests are seeking information, including the subject of the
investigation. In other words, do your best to give as much
information as you can, for congressional reporting purposes.]

(U} Arrangements should ke made with the credit
reporting conpany to provide the recorcs [personally to an
employee of the DELIVERING DIVISION -1 through use of a delivery
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF|

businzsszs days of recelp. of Lhis reguest.  The credib reporting
comeany snacoald neither send the records through roatine mail
delivery nor atilize —he name of the sukhject of the regquest in

any tzlespnone calls to —he FEI.

SM

2
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T [DELIVERING DIVISION] From: [DRAFTING DIVISION]
{1} Res. Y [CASE FILE NUMBER, 00/00/2007]

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosure Redquirement:
There is no longer an automatic prohibition that prevents the
recipient of a National Security Letter from discleosing that the
FBI has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Option 1 below and include in the EC (but not in the NSL) a brief
statement of facts that justify the nondisclosure requirement.
Option 2 is to be used in all cases where Option 1 is not used.]

[Option 1 - Inveoking Nondisclosure Requirement]

(1Y I accordance with 15 17.3.2. § 1e81lu(d), I, Lhe
zenior official approving this EC, certify that a dizsclosure of
fhie fact that Lhe FRT has sought or obtainsd atcesas to the
nformation sought by this letter may endangser the national
security of the lnited States, interfere with a criminal,
countaerterrorism, or counterintelligence Investigation, interfere
with dirlcmatic relations, or endarger the _ife or paysical

t safety of a p=srson.
wwmmw:Pgi Brief s-a-ement of fthe Tacts justifying my
certifization in this case:

[Cption 2 - Declining to invoke the nondisclosure requirement]

(U) I, the senior cofficial approving this =2, have
detzrmined that the facts of this case do not warrant activazion
of theg nondisclosure requirements unZer the aprlicable MNational
Security Letter statuze.

[Include the next 2 paragraphs in all ECs.]

(1) Information receives Ferein frow a credi

porting company may be disseminatez in accoordance wit

ey General Guidelines for FRI MNaticna. Securi
stigaticns and Foreign Intellicernce ZToll_=sctis

foellowing statutory limitation. Diszsemninatic
nformation 1z limdted o other Feleral agsncizs as way be
ncoozscary for the approval or conduct of a foreign
countzrintelligence inves-igation, or, where the information
cocncerns a person sukject to the Uriform Cods of Military
Justize, Lo appropriaTte investigative authorifies within the

SEQ{
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To [DELIVERING DIVISION] From: [DRAFTING DIVISION]
 Re:--DC [CASE FILE NUMBER, 00/00/2007]

military department concerned as may ke necesgszary for thne conduct
of 3 Joint ZIorelqgn counterintelligence investigation.

(11 Any cme=sticons regazding the above can be directed
v [CASE AGENT, telephone number (000) 000-0000.]

S%ET
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SEERET

T-: _ [DELIVERING DIVISION] From: [DRAFTING DIVISION]
e [CASE FILE NUMBER, 00/00/2007]
LEAD(s) :

Set Lead 1: (Action)

EENBE=AL COUNSEL

AT WASHINGTOM, DC

(1Y HNSLB is regquested to record the appropriate
nformation needed to fulfill the Corgressional repgorting
reguirerents for NSLs.

Set Lead 2: (Info)

[ COUNTERTERRORI SM/COUNTERINTELLIGENCE /CYBER]

AT WASHINGTON, DC

(1Y At [Unit] Read and Clear

Set Lead 3: (Action)

[DELIVERING OFFICE - if using perschnal service]

[AT CITY, STATE]

(U Zeliver —he attachec NSL as ndicated akove. Upon
receot of informzation from the credit repcrting company,
[DELIVERING DIVISION] is reguested to subnit r=sults to [DRAFTING
DIVISION] and [OFFICE OF ORIGIN, if applicable].

(U)y Fleasze take sgpecizl note that the reply to this
recquest sn011d not qgenerase receipt o7 a full ~redit repeort oand
that only a summary or redacted credit repcrt should be acceptad.

+*

SECR
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(Rev. 01-3

1-2003)

SE\&ET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2007

To: fzeneral Counsel Attn: Ju_ie Thonras
Deputy iGeneral Ccunsel, MNSLE

[COUNTERTERRORISM] Attn: [UNIT]
[REQUESTING OFFICE] Attn: =3

2 [SQUAD SUPERVISOR]
£ [CASE AGENT]

€)]

[OFFICE OF ORIGIN] Attn: 32 [CASE AGENT]

[Squad] [X]
[DELIVERING DIVISION] Attn: S:EA [SQUAD SUPERVISOR]
(i asing personal service) [Squad] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME (IF APPLICABLE) ]
[SAC NAME]
[ASAC NAME]
[CDC NAME]
[SSA NAME]

Drafted By: [LAST FIRST MIDDLE NAME: INITIALS]

case ID #:»<] [CASE FILE NUMBER]  (Pend:ng)

Titles: ){ [ SUBJECT]
[A.K.A.] [ALIAS (IF APPLICABLE) ]
[IT/FCI - FOREIGN POWER]
00: [OFFICE OF ORIGIN]

Syncpsis: (lJy (MSLECR) Approves tlhe issuance of an Falr Credicz
Repcrting Act (ECRA) Section 1651w National ZSecurity Letter (M3SL)
fzr a full credit repocrTt in zn interrati-na’ terrorism
nvestigaticon; provides reporting Zata; and, 1f necessary,
ftransyits tne HSL for delivery to the credit reporting company.

SEN ALL INFORHATIO

HEREIN 1% UNCLASYIFIED.
WHERE - SHOWH - STHERVTSE
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T [DELIVERING DIVISION] Fr-w: [DRAFTING DIVISION]

~Ret - D [CASE FILE NUMBER, 00/00/2007]

Declassify On: [10-25 years based on
information in the EC]

[FULL/PRELIMINARY] Investigatish Instituted:- s [00/00/2007]

—Reference:... "Iﬁq:[CASE FILE NUMBER Serial XXX]

Enclosure(s) : (U) Enclcsed for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is personal or through
restricted delivery system or fax] ic an M3L dated [00/00/2006],
addresssd to [COMPANY POC NAME], [TITLE (if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.,0O, BOX], [CITY, STATE - NO ZIP

CODE if using personal service], requesting a full consuner

credit report and all information in its files relating to the
conzuner listed.

'“Detaiis:wmlgq A [FULL/PRELIMINARY] international terrorism

investigatlon of sukbdect, a [U.S. PERSON/NON-U.S., PERSON], was
authioriced in accordance with the Attorney Gensral Guidelines
becauze [Give a full explanation of the justification for opening

. and maintaining the investigation on the subject; barebones facts

will not suffice and will cause the request to be rejected for
legal insufficiency]. This full crecdit report iz keing rejuested
t- [Fully state the relevance of the requested records to the
investigation].

""" ‘EF( This electronic commuriczaticn docunsnts the
[APPROVING OFFICIAL's] approval znc certification o»f the enclosed
MSL.  For reporbing purposes, Lhe enclogszed NSL seeks Lhe consunsr
credit report of [NUMBER OF] individuali{=) fror [credit reporting
company #1]; [NUMBER OF] individual(s) from [eredit reporting
company #2], =tc. [If there are requests from multiple reporting
companies for the same person, please state. Provide the USP
status of all the persons about whom the requests are seeking
information, including the subject of the investigation. 1In
other words, do your best to give as much information as you can,
for congressiocnal reporting purposes.]

(U) Arrangements should ke made with the credit
reporting company to provide the recorcs [personally to an
employee of the DELIVERING DIVISION -1 through use of a delivery
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF]
businsszs Jdays of receip- of this reguest. The credit reporting
czmoany snouald neither send the records through routine mail
delivzry nor 1tilize —he name of the subject of the request in
any telepnone calls to the FEL.

“BRSRET
2
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T [DELIVERING DIVISION] From: [DRAFTING DIVISION]
e:”M)ﬁi [CASE FILE NUMBER, 00/00/2007]

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a National Security Letter from disclosing that the FBI
has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Option 1 below and include in the EC (but not in the NSL) a brief
statement of facts that justify the nondisclosure requirement.
Option 2 is to be used in all cases where Option 1 is not used.]

[Option 1 - Inveoking Nondisclosure Requirement]

(U) In accordance with 15 U.3.2. & 1le8lvi(c), I, the
senicor official approving this EC, certify that a disclosure of —he
ot that the FBI hags sought or cbralncd accoss to the informazion

_ught ry thnis letter may endanger the national security of —he
United States, interfere with a criminal, counterterrcorism, or

P'unf zrintelligence investigztion, irterfere with Jdiplomatic
re_ations, °r endanger —he life cor physical safety of a person.

tj T >§6 Brief s—ZazZement of the Zacts justifving my
certification in this case:

[Option 2 - Declining to invoke the nondisclosure requirement]
(U} I, the senicr official approving this =2, have
determined that
l

the faC“u of this cacse d_ nuf warrant 3cfi”q-ion ot

[Include the next 2 paragraphs in all ECs.]

(U) Information receilved herein from a cradit
reporting conpany may be disseminatez in acccrdance with fthe
Attcrney General Guidelines on Hztioral Security Investigations
and Foreign lntelligence Collectior.

(U)  Any JquesTtions regzriirg the acove can be directed
.- th= [CASE AGENT, telephone number (000) 000-0000.]

SEC}E{
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T::  [DELIVERING DIVISION] Frow: [DRAFTING DIVISION]
Re: ..{X{ [CASE FILE NUMBER, 00/00/2007]
(o

SE&T
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T [DELIVERING DIVISION] From: [DRAFTING DIVISION]
,,,,, Re: 0¥ [CASE FILE NUMBER, 00/00/2007]

LEAD (s) :

Set Lead 1: (Action)

SENEXAL COUNSEL

AT WASHINGTON, DC

{(U) NSLE is requested to record the agpropriate
Information needed to fulfill the Corgressional reporting
rejuirerents for NSLs.

Set Lead 2: (Info)

COUNTSRTERKRORLEHM

AT WASHINGTON, DC

() At [Unit] Read and Clear
Set Lead 3: (Action)

[DELIVERING OFFICE- if using personal servicel]

[AT CITY, STATE]

(11) Celiver “he altzches NSL as Zndicated abwveo  Tpon
receivt of information from the credit repcrting company,
[DELIVERING DIVISION] iz requested fo submit results to [DRAFTING
DIVISION] and [OFFICE OF ORIGIN, if applicablel].

124

sﬁq
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S}RRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: (02/20/2007

To: Inspechtion Attn: IZ7, Room 113961
Zeneral Counsel Attnh: MNSLE, Koo 7975

From;]

Contact: SA

Approved By

Drafted By:

T S-HO-C1229736-Y IO ‘Pending;
(Perding]
(Ferdirn gl
(Perding]
(
(

»]
Y
10}
®
H
o
3=
)

Uy U

Ty )

Ferdiny]
Perding]

Title: i)y XEPORT Oz A ZOTENTIAL IOB MATTER

-Synepsisi-- (¢ To report a potential I0B matter.

mo B e

Reference: 27S-HC-C1229736 Serizl 2570

nte_ligerice Lversight Eoard (IOE] matter when reviewing
crunterintelligence case files in the process of izsiing
Mational 3ecurity Let-Zers (HMSLs). Urder the Fair Credit
Azt, Title 15, United STazes Code, Bscti-ns 1631uia) and
can optain a list of financizal instituticns and consaner

'Détailsfm:DK; Cn 02/15/2007, the writer discovered a potential

several
additional
Repor—ing
(), —he FEI
identifving

nformwation from a credit reportins company.  Inder Section 1631y,

however, the FBI can obzain a full crecit revcort cnly in an
internaticnal ferrorism case. In five separate cases, the

FEZ Z=sued MNELs under SecZions 1621ula) for lists of financial

‘nstitutionzs with which the subjects had busines:

elationships.

fthree providers.
ires, tlhe wij-el was

3 r

“nstead of these limized reports, the FBI received full
credift reports from sometimes zs many s Tw T the

Theze are provider =rrors.  During all re ti

the cace agent and the writer's cuperviscr was S3A

NSL VIO-33766
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Thlice NoLo
rﬂprrting 3
_2/22/200¢6,

IR = -Cll I L.l€ Lhlce ClLedlt
E:f:::f:jreturned a regponge.  On

on 12/11/2006, |

re-uarne:

LetULned a3 result
the writer nad
NSLzs pased
additional N3Ls,
credit report.

.

sufficient time for
on the resulzs.

th

FD-240 (1A) were filed until
and furtnher produczzion of
revyicw cp Oz/1%/2007 to issue

foeund to be a full

in
review
During g

=y =
These materizls an

Corespahnss from WS

| thres NSLs

dated 11/15/72000

We

re 1ssued to each of the three credlt rﬁpor*inq

ajyencies. oOn 1Z2/721/-u0c | Jreturned a response.
on 12/12/2006, | Jretuznex a result. These mthLlﬁlo in a 1A
were filed until the writer had sufZicient time for review and further
produztion of MSLls kased on the results, During a reviegol
UL/ Lokt @ 1 s50€ @additicnzl NSLs, the responses from |
and were found To be full credit reports.
= |
| -hiree N3Ls
ed 1171572700 each of the three credit repor-ing
‘Utlc- Or oL /ZO(D,[:;::::::]returned a response.  On
S0/ Hﬂm,[i:i:f:j returned a resporse. On 1z/12/2005,]| |
urned a result. These materizls in a A were fil=d until the
writer had sufficient time for review and further production of NoLs
Piased on Lthe resulls. During 2 revigw op C2/185/72007 40 jaqpe
additional MSLs, the responses from1_u were found
t> pe full credift repor=e.
[ 2] I
TlLce NoLo
/1572000 were 1s3sys . ch of the three credit rapmr*inq
Ory 1//77:”OOG,t:f:ff:fTLctULn—d a L=sponses.,  Cn 10/°1/2008,
returned a respconse. On 12/11/70C6, | recurned a
resnn.t. Theses waterials in 2 1A weres filed unt1] fhe writer had
cuffizcicont time for review and further producticon of N3Lz based on the
resu_ts. During a review or 02/15/°007 to fssue additional NSLs, the
rescons=s from Iwere found tco ke full credit
reports.
Can |
~hree NS3Ls
TETeA 1707200 wele TEoher To saen »T thne Thres Credrt TepeorTing
: i Ore 01 /1172007, retiurned A peglorse cn 1t/ /2006,
returned a rﬁ’pcn;e. Orn lZ/li/iOQG,l rezurned a
Theses materials in o a 1TA wers filed Nt 11 The writer had

NSL VIO-33767



b2

b4
b7D

b7E

Ty Inspeo

sutfizient time for reoview and further production of M3Lso basced on
0o /15/°007 to fasue additional
were found to be full credit

regu_ts. Dari
onses from

r
rep

crts.

Thisz

approvriate.

- “ticnm
Res. JRY 278-HE-C12297 36-V1O,

1 3 review on

0Z/20/2007

communication,
referen-ed communication,
poctential I0OB provider err

Y

stert with the

NSL VIO-33768

directives
information to repors
ever achtion iz

the

the



SEehET
2
Ty Inzpection Frooaw: I -

Res D] 278-HE-C1229736-V10, 00/_0/2007

LEAD (s) :
Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*

NSL VIO-33769



SE{:&I

From: | Jrai)
be Sent: _M.ondaM_MamM.LiOOT 8:03 PM
i To: (OGC) (EBN)
bic Cc: 1=z | 2l | |
b2 (FBY)
b7F Subject: FW: NSL Credit report response
SECRET
RECORD xxxx

|

42418_07.wpd (12
KB)

raft

Hiei

Higan BEC we d

ad repoiting

ey

the

these errors as potential IOR matters not only for the two

inieresting

Pl

|l A

only I_‘SLE

the

v ali ive OF these cases aist nvoive( Jsupplying a il credit
1581V when only 1881u{a) was requested. Actua

iy _for the case you cite t’)saiow:
incorrect report whi supplied the correct version.

ding

Jihat serial was regarding the ssuance olthige NSLs, one

yel been received. Hopeiul

0 iy they will
cail with any questions

s

Rl S raiasr

b £8 ]
bTE TDesk)
(Ceily
(Fax)
4~ e Original Messagaazaza
:b 0 From: iﬂé  f
b7C Sent: Monday, March 12, 2007 2
b 2 To: . . (FBD)
- Subject: : NSL Credit report res
b7E
SECRET
RECORD xxxx

Could you took below for
mare info than reguestied

he credit reporting agencies under 1681ula), but the response fro

and speak w

Fachy

Per O sUDm

has not
provide the correst information. Thank you, and please
¢ ¥ i

FBI)

P

ith the case agent to delermine if we received

Htted NSL | believe we just received bank identifiers and

not content. Please advise, Thanks

-840
ON: 12-20-2032

SECRET

ALL INFURMATION CONTAT
IH I5 UNCLASZIFIED -
NSL VIO-337¢0s snowm orserv1se

pg-1




From: (OGC) (FBI)

Sent: rMQndauManhﬂ_Zﬂﬂﬂf 01 AM
To: 0GC) (FBIL Joso)ran;

(OGC) (FBI); OGC)(FBI)
Subject: nformation for etention Group
SEeREY
RECORD xxxx
All,

Could you please take a quick look at the attached? The DOJ/DNI NSL Retention Working group
has asked for a description and chart of NSL analysis/retention and a description of the effect of
closing a case in ACS. Let me know if anything is wrong or missing. | will send this to UCs later
today but wanted you to have a look first.

Retention
Paper.doc (41 KB)

ASSIFICATION EXEMPTION

SEeRET

NSL VIO-33778

pg-1

~J1

2



SEEQET

From: | =D

b6 Sent: Monday, March 12_2007 9:31 PM
: To: l OGC) (FBI)
ibYC Subject: RE: NSL Credit report response
bz SECRET

b7E RECORD xxxx

b4

b7D [ ¥ greetings from :& puiled thDﬁie in question and we requested

the consumer identifying information | 13 credtl bureaus. As of today, on%ylﬁhas
crovided us with the records apd § wags NOT g iyl credit report. | will keep you posted when the
|mf<'; arrives, Thanks,

“““ Original %
From: OGC) (FBI)

Sent: Mondazi March 12i 2007 10:2_2 AM
To:

Cc:
Subject: PW: NSL Credit report response

Duplicate 3/12/07 email this folder

SECRET
RECORD xxxx
1a) -
[F R E—
8
ALL THFORMATION CBI‘
S o~ A HEPEIN IS MICLAGSIFT]
SSIFIED BY 65179dmh/ksr/luf NSL VIO-33785HERE SHOWY (THERWISE
SON: 1.4 (C) pg-1

DECLASSIFY. MM 12-31-2032

SECRET



bé
b7C

o

b7E

b6
b7C

b7A

SECRR]

From:

Sent:

To:

Subject:
SECRET
RECORD xxxx

(FBI)

7 528 PM
[ EGC) (FBI)

RE: NSL Credtt report response

reported they had no records

Re the case listed fo
FESPONSivVE 10 OUY request

ot Lhave dentified three othgr FORA N&I
Im‘ those three instances ey
dadit recorty We are still atternpting to locals

e_ihe third N&L to

5 t<t| | Iyt

ided more than we requesied (n one INsSance a

----- Original
e I Y
Sent: -
To:

L
Ce: J(OGC) (FBI)
Subject: FW: NSL Credit report response
SECRET Duplicate 3/12/07 email this folder
RECORD xxxx

ALL THWFORMATION CONTATWEL
pg-1 NGEAIOr 338a==1r1ED BXCEPT

WHERE. SHOWN . OTHERWISE




SECRET

b6 I
Te From: i Bl)
j Sent: Monday,_March 12,2007 5:13 PM
oy To! QGC) (FBI)
b7E Cc: JoGC) (FBI)
Subject: RE: NSL Credit report response
SECRET
RECORD xxxx
;b © il received full credit reports from cradit reports in response to 16815
bC NSLs,
(gbl e ) . . . .
‘ Tinder recelved a redacled oredit report. Accordingly, we did
‘ not report this gg an 108
jb7E Under] Jreceived a redacted
(S]‘b7A - gredit report. Again, no I0R in my opinion
b4 ~ Undsi keod a il
( b7D - ——credit report that was no redacted. |iearned about this today. Thisis an 10B tha il
s report to NSLR

bbb imihkdaina

----- Original e
From: OGC) (FBI)
Sent: arc 007 1.22 PM

To:

Ce: JOGC) (FBI)

Subject: PW: NSL Credit report response

SECRET

RECORD XXXX Duplicate 3/12/07 email this folder

~oty7 gﬂiés INFORMATION CONTAINED

Y £51780un kst Luf NSL VIO-338dfe v 15 wncLassIFIED EXCERT
Ty WHERE ZHOWH -OTHERWISE

SRTFY O 12-20-2032 SECRET pg-1



SECRET

B From: I FBI)
57 Sent: I.M.mdaLMa.th.Q.IZUW 11:41 Afd
brc To: [0CE) (RRA I G0
b2 Cc: 1 | =] FBlI)
bTE Subject: FW: NSL Credit report response
Follow Up Flag:  Follow up
Flag Status: Flagged
SECRET
. RECORD xxxXx
b6
b7¢C
b4
b7D Fjust received my NSL fron for cassa:
bl »
b7A They sent me his crecl report.
o , ‘
b2z FYi- This NSL result was received b" ?’TDﬁ'(’@ awhiie back, however It was never
b7E forwarded ¥ o w e Around March 8ith, | contacted th @I |office to ask if they had received the

NSL result ia:h“a yst said mai she had receveqiiand had sent it on through her fieid
office PIOCess. App wently i was never sent to me here it |She did some tracking
and | received the NEL sometime last week while | was in fralning.

s Original Messatazazs
:11::;'}(‘ From: I :D (FBI)

Sent: 22007 5:03 PM
b2 To: OGC) kL
‘ Ce: J(re1) | s (FBI)
b7E Subject: FW: NSL Credit report response

SECRET

RECORD xxxx

Duplicate 3/12/07 email this folder

42418_07.wpd (12
KB)

ALL INFORMATION CONTAINED

NSL WI3382 ZTME LASSIFIED EMCEPRT

WHERE SHOUM OTHERWISE

SECRET Pg-1



b2
b7E
b6

b7C

b2
b7E
bé
b7C

bé
b7¢C
b2
b7E

DATE::
CLAS
REAZON

2= 2SIy
FIEDL BY. 651 73dub/kar 1wk WHEDRE SHAVN OTHERWTSE
AL pg-1

SECRET

From: I(FBI)

Sent: ﬁwuﬁ) 2007 2:26 PM
To: GC) (FBI)
Subject: RE: NSL Credit report response
SECRET

RECORD xxxx

Thaned ]
-----Original Massage-———-
From; OGC) (FBI)

Sent: 007 1:00 PM
To: FBI)
Subject: . redit report response

SECRET
RECORD xxxx

Yes - it should be reported as a "potential” 108 even though it isn't our fault.

Mo, unforiunately that EC s not mooted. The audit s looking 8f onily & subset of NSLs and
NGB and OGO needs a look at all instances where full credit reports were acquired in CD
investigations. Sorry about that. P'm hoping alt these emails and ECs will all die down over
the next few weeks.

Sent: 4, 2007 1:51 PM
To: OGC) (FBI)
Subject: RE: NSL Credit report response
SECRET
RECORD xxxx

| | NS {below) was an over collection as ve received the full oredit repart.
Is this a reportable potential OB violation even though we asked for only the financial
institutions™?

Alsg, Is the lead from your 3/5/07 EC mooted to any extent because of the Bureauwide
NG audit that is being conductad this weekend?

‘Thanks)l

n Caunse

----- Original Message-----
From: I IOGC) (FBI)

Sent: [ FaYaiwiie Bo ke M Y]

To

“Duplicate 3/12/07 email this folder NSL VI%égggﬁ?meﬂ CONTAINED

UNCLASSIFIED EXCEPT

DECLASZIFY. OH:. 12-20-2032 SECRET



SECRET

n2
b7E
bé From: (FBI)
BIC Sent: I_‘LhunsdaaddamhﬁfOO? 1:13 PM
; To: OGC) (FBI)
cc: FBI)
Subject: RE:NSL Credit report response
SECRET
. RECORD XXXX
be
bic
(b2

b7E Re:l st

b4

b7D :hzas not vet received & response ?s‘o.mE with raspect to our NSL. | contacted the
b

bl Case Agent, SE\:‘\;m will contast to ensure that we don't get a fuli credit

TA
i
-----Original
. From: (OGC) (FBI)
bt Sent: 07 9:05 AM
- To: (FBI)
ﬁ; ¢ Subject: - Esponse
b7E SECRET
bl RECORD xxxx
b7A i S :|
tFBI)
7 9:22 AM
OGC) (FBI)
Sub]ect RE: NSL Credit report response
be SECRET
bicC RECORD XXXX
b2
bl S _____________
b7A i J When | tried to iook up 1Fd r set out

in your e-matl below), the filg sarne up instead and there were only iwo
serials in the file. Can you check on this file number {0 determine whether t's cofrect?

Thanks

(“T‘\(\I I

NSL VIO-%%%%FHRHATIQH CONTAINED
HERETN T% UNCLASSIFIED EXCEPT

pg-1 WHERE -#HOWN OTHERVISE




SECRE

From: | IFBI)

Sent: —\Wednesday March 14 2007 1:51 PM

To: DGC) (FBI)

Subject: RE., NoL a0t TepoTt response

SECRET Duplicate 3/14/07 email this folder
RECORD xxxx

----- Original
From: OGC) (FBI)
Sent: 0z 2:22 0i

To:

Ce: (OGC) (FBI)

Subject: TV oL LTCOILTEPOIL TESpLNSE

SECRET Duplicate 3/12/07 email this folder

RECORD Xxxxx

ALL INFORMATION CONTAINED
NSL VIO-33848E1 I3 UNCLASSIFIED ENCERT
WHERE YHOWN OTHERWISE

pg-1




SECRET

From: I FBI)
Sent: 14, 2007 1:33 PM
To: (OGC) (FBI)

b2 Subject: RE: NSL Credtt report response

BIE SECRET

l RECORD xxxx

b6

b7C

{asked our case agent and 88A {0 review this as soon as the yc n and get back to you, They
are l““‘”? o ﬁ of ii e office this weelk and the ESA Is on the NSLs sojourn. You may not get 3
response until the end of next week.

Ch

----- Origina'.Mﬂaa—I-----
From: OGC) (FBI)

Sent: —Monday March 12 2007 3:22 DM
To:

Cc: ] (OGC) (FBI)
Subject: T redit report response

SECRET Duplicate email dated 3/12/07 this folder
RECORD xxxX

ALL TNFORMATION CONTAINEDR
a REm 18 UNCLASSIFIED  ERCEDT
T 6517%duh ks S luf NSL VIO-3385 SHOWH OTBERUIZE

SECRET pg-1



b6
b?c

9]
&L

b7E

(8
b 6
b7¢
b4
D7D
bl
b2
b7E
b7A

be
b7cC
b2
bL7E

SECRET

From: FBI)
Sent: 2007 4:41 PM
To: [0 IFB|)
Ce: i Fa)
Subject: RE: NSL Credit report response
SECRET

RECORD xxxx

| personally e

viewed t.‘zl |dﬁcui'ne s from the I*‘fosasesl |

e oo !
financial inst
status of acc

|this afiernoon._in poth cases, where one was ain NoL
ga; ana me Other Lnaer 1831 (U provided the identity of the subjects’
on 50 8 1&!;*;or|@= accourt information to include: date of account opening,

e

egmg*: high credit amount, cuirent balance, last activity date, and terms.

The case axzema are currently preparing 10B referrals.

i you need further information, then please feel free to contact our legal unit at
Thanks
ADC |

----- Origingh=sd

From: FBI)
Sent: |?EEMEM+2:S3 PM
To: FBI)

Subject: FW: NSL Credit report response
SECRET
RECORD XxXXX

Please havel pull the serials from the listed tw 4 -0 cases and detenmi ’"&
i i

was an improper collection of credit report infor

ton it esponse 1o our NSL. |

know your findings. Thanks,

----- Original p&

From: DGC) (FBI)

Sent: wmﬂ 1.22 PM

To:

Cc: OGC) (FBI)
Subject: —mmmwmm[ se
SECRET

RECORD xxxx

All

70'6

ALL INFORMATION £OI

pg-1 NSLVIO-33863  werrin 13 tMcLASSTFIEL

WHERE - SHOWN. OTHERUISE

SECRET

JCEPT



DEE
o

L
o

From: | foco) FB))

Sent: j 30 PM
To: QGC) {FBI)I |(OGC)
== JOGC) (FBI)
Cc: | |(OGC) (FBI)
Subject: Comprehensive EC and Issue List
“SESRES
RECORD xxxX
All,

In case it comes up while I'm out, attached is the latest version of the Uber EC and the
preliminary NSL issue list. The EC definitely needs to be tightened up and certain issues will
need to be inserted once the shorter ECs go out. Hopefully that won't need to happen until |
come back.

Zomprehensive NSL National Security
EC.wpd (65 K... Letter Cheat...

: : rrEounterintettigence

Investigations

ASSIFIED BY :65179dub/kar/ luf
1-0E-2008
pg-1

NSL VIO-33875

bé
b7C



DEE
o

L
o

From: I_ OGC) (FBI)
Sent: IJEQELM&.LQD.ZQ_ZDDZ'Q:% AM

To: [OGC) (FBI): _Joce)
(FBI)| OGC) (FBD); (OGC)
(FBI)] (OGC) (FBI)

Subject: Document for L Retention Working Group

“SEOREF

RECORD xxxx

All,

Pat Kelley and | are in a DOJ/DNI working group examining the FBI's retention of NSL-derived
information. The group has asked that we provide a chart outlining how NSL-derived information
is used and where it is stored. They also asked us for a description of what effect closing a case
has on the accessibility of the case. Please take a look at the attached and let me know if you
have any comments. If you would like to run this by operators, feel free. The group is composed
of DOJ/DNI and other intelligence agencies, and is cleared at least to the Secret level.

If you have any comments, please get them to me by 2pm tomorrow.

Retention
Paper.doc (42 KB)

DERIVED FROM:-G=S-FiRi-Classifieationm Suide-S-9—dated-49F=Foreimn Counterinteltiqgehce
Investigations

DEGLASSIFICATION EXEMPTION 1

SRCRET

AARIFIED BY 6517 %duhkar/ Lt
A-1E~20b0E

pg-1

NSL VIO-33890
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(01/26/1998)

(1T}

QEBEES\

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTTHNE Date: 00/00/2007

To: Ceneral Counsel Attn: Julie Thorasz
Deputy General Ccounsel, N3LE

[ COUNTERTERRORI SM/ Attn: [UNIT}
COUNTERINTELLIGENCE/CYBER]

[REQUESTING OFFICE] Attn: =84 [SQUAD SUPERVISOR]
S2 [CASE AGENT]
[OFFICE OF ORIGIN] Attn: 35 [CASE AGENT]
_SQUAD] ([X]
[DELIVERING DIVISION] Attn: SZA [SQUAD SUPERVISOR]
(if sing personal service) [SQUAD] [X]

From: [DRAFTING DIVISION]

[APPROVING OFFICIAL]

Contact: [CASE AGENT, telephone number (000) 000-
0000 ]

Approved By: [ADIC NAME (IF APPLICABLE) ]
[SAC NAME]
[ASAC NAME]
[CDC NAME]
[SSA NAME]

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS]
CasewIBw#ewmm)ﬂq [CASE FILE NUMBER] (FPending)

Title:- (X  [SUBJECT]
[AKA] [ALIAS (IF APPLICABLE) ]
[IT/FCI - FOREIGN POWER]
00: [OFFICE OF ORIGIN]

Synopsis: (U) (MSLESI) Approves the lgssuancs of an Zlscbronic
Communization Privacy At (ECPA) Mational 3Sscurity Letter (N31L)for
cmall gubscriber information; provides repocrting data; and, 1if

ALL THFORIATION CONTATHED
SEQRET HERETIN 15 UNCLA

WEERE SHOWY. OTHERWISE

NSL VIO-33891

pg-1



(-

;;Bhum\

Tc: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
~Re+-- <] [CASE FILE NUMBER, 00/00/2007]

necessary, transmits —he NSL for delivery to the electronic
cormunications service provider.

,,,,,,,,,, Amwmewixi Derived Erom:  G-3 B
Declassify~OhT [10-25 years based—on—_
information in the EC]

FULL/PRELIMINARY Investigation Instituted: (3. [00/00/2007]
AReference%mCS( [CASE FILE NUMBER Serial XXX]

Enclosures: (u) Enclcged for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is perscnal or through a
restricted delivery service or fax] is an N3L dated [00/00/2006],
addresszs=d to [COMPANY POC NAME], [TITLE (if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP
CODE if using personal servicel, reguesting the nare, address,
and _zngtn of service for the e-mail acdress holder(s) listed.

_Details: - PR{ A [FULL/PRELIMINARY] [INTERNATIONAL/FOREIGN
COUNTERINTELLIGENCE] investigation of the supi=sct, a [USPER/NON-
USPER], was aiathorized in accordance with the Attorney General
Guidelines kecause [Give a full explanation of the justification
for opening and maintaining an investigation of the subject;
barebones facts will not suffice and will cause the request to be
rejected for lack of legal sufficiency]. This elestranis
subscrircer information is being recuested to [Fully state the
relevance of the requested records to the investigation].

(J) This electronic commuricaticn documents the
[APPROVING OFFICIAL’'s] approval znz certification of the enclosed
HZL. Feor mandatory repor-ing purposes, the enclossd N3L s=eks
subzcrirzer information on [NUMBER OF] [e-mail/IP address(es)]
from [ISP #1]; [NUMBER OF] [e-mail/IP address(es)] from [ISP #21],

eto.

(1J) Arrangements should ke made with the electronic
comminication service provider to provide the records [personally
to an employee of the DELIVERING division OR through use ©of a
delivery service or secure fax to OFFICE OF ORIGIN] within
'NUMBER OF] business dayg of receipt of this request. The
elestronic communication service provicer =hould neithesr send -he

SESRET

NSL VIO-33892



P MWWMES( Brief stzazement of the Zacts

;EBRET

Tco: [DELIVERING DIVISION] From: [DRAFTING DIVISION]

~~~~~~ Res-- ] [CASE FILE NUMBER, 00/00/2007]

reccrds thrcugh routine mail service nor utilize the name of the
subject of the request in any telephone cal_.s to the FEI.

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a National Security Letter from disclosing that the FBI
has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Option 1 below and include in the EC (but not in the NSL) a brief
statement of facts that justify the nondisclosure requirement.
Option 2 is to be used in all cases where Option 1 is not used.]

[Option 1 - Invoking Nondisclosure Requirement]

(1Y In accordance with 1& U.3.2. %
nifficial approving this EC, certiZy that 3 di ogare of the facs
that the FRI nas sought or obtzinez acc i he information sought
by Lhis lelbter way endanger Lhe nabtional s=zceurity of the Unioed
State=, interfere with a criminal, counterterrcrismr, or
counterintelligence inveszTigstion, irterfere with diplomatic
relztions, or endanger the life or physical safety of a person.

2709iz) I, the senior
szl

7
T

ustifving my

[

certificaticon in this case:

[Cption 2 - Declining to invoke the nondisclosure requirement]

(U) I, the senior cfficial approving this =ZC, have
determined that the facZs of this case d: not warrant activazion of
the nondizaclozure reguirements under the appli-akls Naticonal
Security Letter statuze.

[Include the next 2 paragraphs in all ECs]

(1) Information receivez from an slectronic
communicaticons service provider may ke disseminated in accordance
with tThe Attorney General Guildelines or Natlionzal Security
_nvzstigations and Foreign Intelligerce Tol_=zction and, with
reszoect Lo dissemination —o an agercy of the United 3tates, only

sﬁbnqz

=

NSL VIO-33893



szﬁw
To: [DELIVERING DIVISION] Fror:  [DRAFTING DIVISION]
Ret-PK{ [CASE FILE NUMBER, 00/00/2007]

if such information is clearly relevant to the authorized
responsibilitics of &

(1)

to> [CASE AGENT, telephone number (000) 000-0000].

SECRE{

NSL VIO-33894



SEehﬂ?

T-: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
....... Re)aQ [CASE FILE NUMBER, 00/00/2007]

LEAD (s):

Set Lead 1:

SENERAL COUNSELRL

AT WASHINGTON, DO

(U) MNELE is requested to reccrd the appropriats
Infermation needed to fulfill the Corgressiconal reporting
requirerents for NSLs.

Set Lead 2: (Info)

[COUNTERTERRORISM/COUNTERINTELLIGENCE /CYBER]

AT WASHINGTON, DC

(1J) At [Unit] Read znz Clear
Set Lead 3:

[DELIVERING DIVISION - fif using persohal service]

AT [CITY, STATE]

(U) Deliver the enclased NEL az indicated above.
Upon rezeipt of the information recuested, [DELIVERING DIVISION]
iz rejquested fLo submit results to [DRAFTING DIVISION] and [OFFICE
OF ORIGIN, if applicable].

*

SECRE

NSL VIO-33895



U.S. Department of Justice

Federal Bureau of Investigation

Washington, D. C. 20535.0001

[DRAFTING DIVISION]
[STREET ADDRESS]

[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

[MR./MRS./MS.] [Complete name]

[TITLE, IF AVAILABLE]

[NAME OF COMPANY ]

[PHYSICAL STREET ADDRESS - NO P.0O. BOX]
[CITY, STATE - NO ZIP CODE]

Dear [MR./MRS./MS.] [LAST NAME]:

Under the authority of Executive Order 12333, dated
Decencer 4, 1981, and pursuant tce Title 18, Jnited States Code

rLE.T.Y), Secticon 2709 (Section 201 of the Electroni
Cormuuni zaticons Frivacy Act of 1986) (as amended), yoi1 are hereby
dirscted to provide fo —he Federzl Bureau of Investigation (FETI)
the nans, address, and length cof service with respsct to the
f"Towing enail /TP accoun (&) :
[provide either or both - 1) person(s) to whom the email/IP
address (es) is/was registered and/or 2)the email/IP address(es)
[NAME OF PERSON(S) ]
[E-mail/IP ADDRESS(ES) ]
[ON A SPECIFIC DATE]

or

[FOR THE PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE]

or [PRESENT] ]

If the time period noted akbove 5 fto the "present,
that ferm iz intended o Jivest prodhict: -n of information fo fhe
date cof tne processing of this letter. If providing informazion
> the date of processing 1s not Zeasibhle, plezse provide
‘nfcrmation t£o the dazZe of receipt of this _sffer.

In accordance with Title 10, U.3.C., 3=c
cert:fy f£hat the information sought iz re’evant to
Investigation to protect against irterraticonal ter
clandestine 1Jttlligence activities, ard that such

[

o 2709(k), I
1 authorized
rism or

NSL VIO-33896

ALL - THFORMATTON COMTAINED
HEREIN T3 UNCLASSIFIED
DATE 01+-02~E008 BY 65178dub/ks v/ 1nf pg-1



[MR./MRS./MS] [COMPLETE NAME)]

nvestigation of a United
on the rasiz of activities
Lhe ornmstitation o the TInitfes

ot conducted solely
First Amendment <o

[Certification: The nondisclosure requirement is not an automatic
feature of the NSL. TIf the supperting EC for this NSL included
Option 1 (Inveoking the Nondisclosure Requirement) then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 1% U.3.2. % 2709ic,(1), I —cer-ify
that 3 disclosure of The fact that the FEZ hau 5 ughf or obtained
Atc=ss to toe informa-ion sought by this " etter ray endanger the
national security of Zhe United States, interfere with a
crininal, counlerterrorism, o2 counterintel lgence invegsbiga_ion,
nte Lfere with Jdiplomatic relations, or endanger the lifs or

safety of a person. Accordinz’y, 28 J.35.C. § Z703(2) (1)
pronikits vou, or any cfficer, employee, or agent of
vours, from digcloging thig letter, other than to those to whom
disz_csure is necessary to comply with the _etter or to an
attorney f£o obtaln legal advice c¢r legal assisftance with respect
Lo Lhis l=tter.

Tn accordance with 18 12.5.7. & 270%0~1(3), vl are
dirscted to notify any persons to whom you have dizsclozed this
_ftter that they are also subject to the ncndisclosure
rejquirerent aﬂd are therefcre zlso prohibited from disclosing <he
_etter to anyons else.

1n accordance with 18 C.3.C2. § 270%(c; (4), 1f the ¥EL
azkas for the information, vyou should icentify any pperson fo whom
zuch disclozure has been made or to whom such disclcozure will ke

mad=. T instance will you be recuired to ident iy any
attorney to whom disclosure was mace or will be made in order —o
cbtain legal advice or legal assilstarce with respect fto this

_etter.
[Include the following language in all NSLs.]

In accordance with 13 1J,.3.C., § 2511(a) and (b) (1),
vou have a right to challenge this letter if conpliance would be
unreazsonakle, oppressive, o wtherwise un awful, and you have —he
right to challenge the nondicsclosure roguircunent sot forth above.

In accordance with 15 U,3.C. % 2511(c), an unlawful
fazlure to comply with Zhis letter, incinding any nondisclosure
regquirerent, may result in the UnitezZ 3tates bringing an
enforoevent action.

NSL VIO-33897



[MR./MRS./MS] [COMPLETE NAME)]

You are direc-zed to provide records responsive to Zhis
_etter [personally to a representative of the [DELIVERING
DIVISION] Ox through use of a delivery service to [OFFICE OF
ORIGIN] OX through secure fax] withir [:u:xul] business days of
receivt of this Tetter.

Any guestions you hive refarding this letter should ke
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN],_ depending on whether service is personal or through a
delivery service]. Due to security corsiderations, vyvou should
ne:ther send the reccrds —hrough routire mall service nor non-
seonrs fax, noor disclose —he substance of this letter in any
te_ezphone conversation.

Your cooperation in this matter is greatly
appreciated.

Sincerely yours,

[ADIC/SAC NAME]
[ASSISTANT DIRECTOR IN CHARGE/
SPECIAL AGENT IN CHARGE]

NSL VIO-33898



From: I IOGC) (FBI)
bé Sent: 8:53 AM
b7C To: OGC) (FBI)I
o Subject: FW: IMPORTANT GUIDANCE

UNCLASSIFIED

NON-RECORD

(OGC) (FBI)

oy g 51 P i syt Cm ™ 0 i b In
soclonvaaansainn regarding 10B's. Do you know ifwe have a pom:y|

3 =

Thanks

S Original Mes yaaaassss .
b6 From: INSD) (FBI)
b?p Sent: Sunday, March 18,2007 6:07 PM
- he To: JoGC) (FBI)
Ce: sy (e JcFBD); THOMAS, JULIE F. (0GC)
TFET)
Subject: RE: IMPORTANT GUIDANCE

UNCLASSIFIED
NON-RECORD

Flease see the guestion below. Can you provide guidance to us on this question? Thank

e e Original Message .o
bt From: FBI)

b7cC Sent: Sunday, March 18, 2007 5:18 PM
b2 To: I KINSD) (FBI)
: Cc: (INSD) (FBI)
b7E Subject: NCE

UNCLASSIFIED
NON-RECORD

Would appreciate clarification on something | am seeing a good deal of |

b5

ALL INFORMATION CONTAINED NSL VIO-33899

HERETN T3 UNCLASSTFIED pg-1
DATE OY<0z2<iale BY ©81Todumk /A sY V1 mE

b5



(INSD) (FBI)

D17 2007 2-19 PM

keend

(FBI);l

pg-2

NSL VIO-33900

b6
b7cC
b2
b7E



b

bic
1 (FBI); OC) (FBI)
b7E Subject: FW: IMPORTAN
UNCLASSIFIED
NON-RECORD
----- onrau: -
From: I(INSD) (FBI)
Sent: Iﬁmmmllmm kid
o ol | nmi_l'
(FRI Y JERD
b6
b7C
o
do 4
b7E
| 1 | aainm
ce: | [(FeD ] Janso) (rery
Subject: IMPORTANT GUIDANCE
UNCLASSIFIED
NON-RECORD
We have received many calls asking for clarification of issues. Thank you for being
conscientious and thorough in your review. Your positive attitude and patience with this
process is greatly appreciated by all of us at HQ.
Here are some of the commonly asked questions with guidance:
b5
b2
R7E
ALL INFOURMATION COMTAINED NSL VIO-33901

HEFEIN. I3 UNCLASSIFIED
DATE. 01-03-2003 BY £517%duh/kX2r/1nl pg 1



b5
b6
b7

NS| B Attornevs are available to vou for guidance.

Please continue to call to resolve issues as they arise.

Thanks.

work: 202-324

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

cell:

NSL VIO-33902




SEORET
b6
:bZC From: I I(FBI)
Mo Sent: I_IDMMD.'E 2007 3:23 PM
b7E To: (OGC) (FBI)
Ce: L FBI)
Subject: FW: NSL Credit report response

SECRET
RECORD XXXX

Ploase see below fo resolution of this Issus.

b7E
b6 Original Mess g
L e,

Sent: Thursday, March 15,2007 1:50 PM
To: EFBI)
Subject: . esponse

SECRET
RECORD xxxx
bé
jb7c i spoke to an Agent iri:hat is handiing the lead. She indicated tha:mmcf 0o
b4 records on my subjiect, so nothing will be returmed, and we will not get a oredit report | hope this
b7D resolves the issue. Let me know if you need anything else.
. laailes
do4
b7E
e Original Massades oo
bé o s—
bh7C Sent: ursday, March 15, 2007 1:13 PM
1o To: | OGC) (FBI)
e Ce: FBI)
h7RE Subject: Tedit report response
SECRET
RECORD xxxx
b7C B
bl I has not yaksacaiady response from with respect to cur NSL. | contacted the
b2 Case Agent, SA who will contact to ensure that we don't get a full oredit
h7E repot,
b4 I
b7D i | |

ALL INFORMATION CONTAINED
NSL @E?S%@ IINCLASSIFIED EXCEPFT
E SHUWE OTHERWISE

SE{?{&I PG-1



bé
b7C

hé
h7C

b6
b7C
b2

be
b7C

From: OGC) (FBI)
Sent: 007 4:21 PM

To: OGC) (FBI)
Subiject: FW: Telephone EC and NSL

Importance: High
SESRET/NOFORN
RECORD Xxxx

At the bottom is the banner we added on March 8 10 assure that everyone knew the changes
wore effective immediatiey

----- Original Me sacae
From: (OGC) (FBI)

Sent: ﬂ&dﬂﬁdﬂiﬁh&&ﬂ.ié 9:33 AM
To: (OGC) (FBI)
Subject: Telephone EC and NSL

Importance: High

SEGREFH/NOFORN
RECORD xxxx

Assistant General Counsel

National Security Law Policy and Training Unit
National Security Law Branch

Office of neral Counsel, FBI, JEH, Room 7947
202-324

This is a Privileged Attorney-Client/Attorney Work Product Communication

----- Original Message-----

From: | — S

Sent: w 2006 3:20 PM

To: QGC) (FBI)j : KITOD)(CON
(FBI)

Cc: J(oce) (OGC) (FBI) koco)
(FBIL)
Subject: RE: URGENT OGC NSLB Revisions - New EC and NSL ponies and Banner for posting on OGC website
Importance: High
“SESRET/NOFORN
RECORD xxxx

you have it correct.

d 7 {Teiephone Subscriber EC and
Telephone Subscriber sm_} have also mr% ed the EC just approved by the Director that
delegeates signature authorties |

Attached are the two missing documents far links 1 ang
P b
s for NSLs. Thers is no sxisting link for this document. Please add
it to the other 16

PECLASSIFIED BY 65179dub/kst/luf NSL VIO-33913

Pg-1



) t]

NSL delegation EC telephone telephone
approved by ... 1bscriber EC.wpd (1ubscriber NSL.wpd (.

Finally, please edil the banner for this foider to delete the iasl sentence. "NOTE: NEW NSLs
SHOULD NOT BE APPROVED UNTIL THE DIRECTOR HAS DELECATED THE SIGNING
AUTHORITY.” - as that has now occurred in the document you are posting.

Thanks 1o you both for your WONDERFUL HELP on this on such shott notice.

b6
;b7C

Assistant General Counsel

National Security Law Policy and Training Unit
National Security Law Branch

Office of the General Counsel, FBI, JEH, Room 7947
202-32
Unclassified email:|

This is a Privileged Attorney-Client/Attorey Work Product Communication

b6 From: 0GC) (FBI)

3 Sent: rﬂ;mrch 09, 2006 2:38 PM
b7cC To: ITOD)(CON)
Cc: l JOGC) (FBI)
Subject: FW: URGENT OGC NSLB Revisions - New EC and NSL ponies and Banner for posting on OGC website

Importance: High

SESRETNOFORN
RECORD XXxXXXx

Thank you. This is my best interpretation of what NSLE needs.

bh& First, please disable the links for the model EC and NSLs listed about three-fourths of the
Te way down the National Security Letters webpage (http /] {20 NOT

DELETE the files on yvour end as t dont know if NSLEB will nged them in the fulure.

b2
At the top and bottom of the NSL webpage please post the following notation - in boldicaps,
ele.

The President will be signing the USA PATRIOT
Improvement and Reauthorization Act at approximately 3
p.m.(EST) today, March 9, 2006. At that point, all NSLs

NSL VIO-33914

Pg-2



b6
b7C
b2

L7C

must comply with the new law. FBI OGC NSLB has
posted new NSL forms on this website. The new law
makes adjustments to the Director's delegation authority.
Under the new law, FBI HQ Section Chiefs do not have
the authority to approve NSLs. NOTE: NEW NSLs
SHOULD NOT BE APPROVED UNTIL THE DIRECTOR
HAS DELEGATED THE SIGNING AUTHORITY.

After that notation at the top of the page, please insert the following and link to the documents
referenced below {feel free {o modify the filenames as you desm appropriate in order to
gifferentiate them from the existing flenames). These documents should all stay in the Word
Perfact formatl as they are ponies/samples to be used by Field Cffice personnel.

Model ECs ana NSLs {as at March 8, 2008}

1. Telephone Subscriber £C [ink o follow by separate e-mall when received from NSLB]
2. Telephone Subscriber NSL [linic o follow by separale e-mail when received from NSLE]
3 Tol Record EC flink to toll record BC 2006.03 09 wpd]

4. Toll Record NSL {link to toll record NSL 2006 03,08 wpd]

5. E-Mail Subsoriber BEC {link to emall BEC 2006.03 .08 wod]

8 E-Mail Subscriber NSL [link to emall N&L 2006.03.09. wpd]

7. Transactional Record EC {link 1o transactional record BC 2006 03.09 wpd)

g Transactional Record NSL {link fo ransaciional record NS 2006.03 08 wid]

8. RFFA EC finkio RFRFA EC 2006.03.08 wpd)

10 REPANSL [link to RFPA NSL 2006.03 09 wod]

11 1881u(s) EC [link o 1881u{a)y EC 2006.03.09.wpd]

12 1687Tu(a) NSL [link to 1681u{a) NSL 2006.03.08.wpd]

13, 18810y EC [link to 1881ulb) £C 2006.03.09 wpd]

14 1881u(by NSL [ink to 1681u{b) NSL 2008 03 09 wpd]

15 1881v EC {link to 1681y EC 2006.03.08 wixd]

15 1881y NSL [link to 1681y N8L 2008 03 09 wpd]

A thousand Thank Yous for your help with this. Please call if any of this is confusing

I IOGC

262'
----- Original e
From: OGC) (FBI)
Sent: Imwmhﬂ% 2006 1:03 PM
To: OGC) (FBD)
Cc: 1 1
]
e JOGC) (FBI); THOMAS, JULIE F. (OGC) (FBI)} PGC)
(FBI)
(OGC) (FBY)
Subject: New EC and NSL ponies and Banner for posting on OGC website

P93 \sLvIO-33915



Importance: High

-SESRETYNOFORN
RECORD Xxxxx
|
b6 . v _
We have 14 documents that need to be posied to our website this afterncon if at all possible,
pic The President is sigring the PATRIOT Act renewal at about 300 pr today and it changes
the rules rﬁ-ga:d ng NATIONAL SECURITY LETTERS. There are seven different t types of
NSLs. The attached documents are 7 ECs and the co orresponding 7 NSL forms.
Please post them under the Banner below in the email froml I
<< File: ransactional record v\ISL Tz"sn 3.03.0% wpd »> << File 1687u{a) NSL

2006.03.00 wpd »» << Filg! 1 0y EC 2006.03.09 wpd »»> << Filer 1681u(b) NSL
2006.03.00wpd »> << File: '563‘% / EC 2006.03.09 Gwpd > << File 1681v NSL
20086.03.08 wpd »» << File: emal EC 2006.02.08.wpd »> << File: email NSL
2006.03.00 wpd »>> << Filer RFPA e¢ 2008.03.00.wpd »> << File: RFPA NSL

2006.05.08 wpd »> << Filg toll record £C 2008.02.00.wpd »> << File! toll record NS
2006.03.09.wpd >> << File: transactional record FC 2006 03 09 wpd »>> << File: 1681u(a)
EC 2008.02 00, wpd >

Please et us know when they are available on the website.

Many thanks

bhé - Assistant General Counsel
bHIC National Security Law Policy and Training Unit
1 National Security Law Branch
e Office c}m&iueral Counsel, FBI, JEH, Room 7847
202-32

Unclassified emaill |

This is a Privileged Attorney-Client/Attormney Work Product Communication

----- Qriginal e
From: EOGC) (FBI)
Sent: 6 12:50 PM
To: OGC)
e Ce: FBI);m(OGC) (FBI) 0GC) (FBI);
6 (0GC
b7C Subject: Banner Tor webpage re new NSLs.
UNCLASSIFIED
NON-RECORD

pg-4
NSL VIO-33916



The new NSL forms should be posted with this banner prominently displayed at the top and
bottom of the page.

The President will be signing the USA PATRIOT
Improvement and Reauthorization Act at approximately 3
p.m.(EST) today, March 9, 2006. At that point, all NSLs
must comply with the new law. FBI OGC NSLB has
posted new NSL forms on this website. The new law
makes adjustments to the Director's delegation authority.
Under the new law, FBI HQ Section Chiefs do not have
the authority to approve NSLs. NOTE: NEW NSLs
SHOULD NOT BE APPROVED UNTIL THE DIRECTOR
HAS DELEGATED THE SIGNING AUTHORITY.

Assistant General Counsel bé
National Security Law Palicy and Training Unit 7¢
Z5 :
| b2

Unclassified Fax: 202) 324
Secure Fax:

Privileged Attorney-Client/Attorney Work Product Communication

UNCLASSIFIED

DECLASSIEY-ON=ZT160309
T//INOFORN

DECL

DECLASSIEY-ON 309
SECRET/NOFORN

“BERIVER-FROM~-Multiple-Gonrees

N V10-33017



o '
%;‘%OFCRﬁ @

D FROM: Multiple
DECLASS . 309
ET//NOFORN

Pg-6
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From: (OGC) (FBI)

Sent: Monday, March 19, 2007 11:01 AM

To: [ loco) el (OGC)(FaI):
| OGC) (FBI); (OGC) (FBI)

Subject: niormation 1or etention Group

SEeRET-
RECORD xxxx

All,

Could you please take a quick look at the attached? The DOJ/DNI NSL Retention Working group
has asked for a description and chart of NSL analysis/retention and a description of the effect of
closing a case in ACS. Let me know if anything is wrong or missing. | will send this to UCs later
today but wanted you to have a look first.

T?anks

Retention
Paper.doc (41 KB)

Investigations
DECLASSIFICATION

ASSIFIED BY (651 79duh/ kar/ lus
V32008 pg-1
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From: (OGC) (FBI)

bé Sent: ' 41 PM
bIC To: [ Imsf:) ==0 | foco)
(EBL] OGC) (FBI)

Cc: l [oGC) (FBI)

Subject: Latest Version of ECs

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

All,

Attached are the latest versions of the other ECs I've been working on, in case action is required
b2 while I'm out. You probably already have these, but | wanted to make sure. They i
be | If you need to contact me, | will have my cell
b7C Thanks,

CD - Full Credit ~ NSL Retention EC NSL C of S.wpd (7
EC.wpd (15 KB...  (with edits).... KB)

SENSITIVE BUT UNCLASSIFIED

pg-1
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From: l foce) (FBi)

Sent: Monday, March 12, 2007 3:05 PM

To: l JINSD) (FBI)

Cc: THOMAS, JULIE F. (OGC) (FBI) (OGC) (FBI)
Subject: NSL Checklist for INSD

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Attached is the checklist we discussed. As | said, it has not been approved by the General
Counsel. | will go about putting together another checklist to meet your needs but any input on
what you are looking for would be appreciated.

Thanks,

NSL REVIEW
1ECKLIST.doc (74 K

SENSITIVE BUT UNCLASSIFIED

ALL TUEORHMATION (CONTATHED
- FIED Pg-1

~EhlTRdah/ker AlnE

NSL VIO-33923



From: l _ oca) (FBy  Pb
Sent: Monday_February 26 2007 219PM ~ D7C
To: GC) (FBI)
Cc: loGe) (FBIy
Subject: RE: Date of DOJ NSL Semiannual Report
UNCLASSIFIED
NON-RECORD
Cn March 28, 2008 DOJ reported on ol biliingfransactional records tor the periods 1/1 - 6/30/05
and 7/ - 12431108, .

b

— b7e

Office of Congressional Affairs bz

202-324

-----Original Message-----

From: ﬁ:mq(m |
Sent: Monday February 26, 2007 2:08 PM bé
To: ](oca) (Fe1) :

Ce: peo) (Fen) b7C
Subject: ate o emiannual Report

UNCLASSIFIED
NON-RECORD

| am a colleague oi Ilvho happens to be immersed in briefing papers at the
moment. | am trying to track down one bit of information on a report submitted to Congress.
We need the date DOJ submitted this report to Congress. It is a Corrected Semiannual
Report Regarding Requests for Telephone of Subscriber Toll Billing/ Electronic Transaction

hé Records for the semiannual period of January 1, 2005 to June 30, 2005. We sent the report
b7 to DCJ February 23, 2006, but do not have the date DOJ transmitted it to Congress. [f you,
legje or a DOJ contact would have this information, could you please provide it to me. This date

needs to be included in the Director's letter to the |G going out today so could you please
provide the information as soon as you have a chance.

Thapkyou,

UNCLASSIFIED

UNCLASSIFIED

ALL: THEARMATION [CONTAIUED
Y. 5517 2dah/ksr A LnE

pg-1
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SECRET

From: | | ==D)
Sent: wmﬁfom 4:59 PM
To: (OGC) (FBI)
Cc: SD) (FBI)

b6 Subject: RE: NSL Credit report response

B0 SECRET

e RECORD 65a

b2

b7E

Just E’oaav ot

baok the response 1o our NBL - needless to say that with the
full i t

b6
b7C |
T Qrigina rﬂﬁaa._l
b2 From: (FBI)
b7E Sent: ~Thirsday March 152007 11:07 AM

To: 1 | i)

L Cc: | Krel)
bl Subject: RE: NSL Credit report response

b7A SECRET
b2 RECORD 65a
b7E

[5] ps

Case D I{aita ched) stales a 1A envelope with
b7D " ‘ | ' t N
c the credit reporn was oniained §om have not yel recelved the resulis
:b - in the mail
h7C

' << File 159 WP »=

b6

o — Orig

b7C § E—

b2 Sent: T 7 7:56 AM
, To: | i(FBI)
:b7E SubjecE T TeaILTepoTt Tesponse
b4
7D SECRET

RECORD xxxx

Also, hag Ir@s;r;@ndeo o this? #was only send in January.

----- Origipal Message-----
S —

b6 Sent: :33 AM
" T H FA==1 A
b7¢ o G2

b2 Subject: RE: NOL Credit report response

bE SECRET
RECORD xxxx

L INFORMATION CONTAIREDR
NSL VIO-339%%REIN 1% UNCLASSIFIED EXCERT

WHEERE - SHOWH OTHERWISE

pg-1




be

b7C

b2

PTE | believe this case is assigned 10 § My recoliection is that

they are aiready aware of this issue and are handing approprialely.

----- Original Me
From: i krsn)

:b ) Sent: Thursday, M 4
b7cC To: J(Fa1); 8I)
- Subject: FW: NSL Cre

bIE SECRET
RECORD xxxx
Guys,

Fdomt know who has the case listed Delow. Could you check in accordance vath the
E-Mai?

b6 Thanks
b7cC
]32 """ Original MCSS%
- From: FBI)
b7E Senk Mondav, Mareh 12, 2007 2:11 PM
To: G | ] (FBI)
Subject: FW: NSL Credit report response
SECRET
RECORD xxxx
fyl
----- Original Message--——-
From: me
. Sents March 12,2007 12-22 PM
b6 To:
b7¢C
b2
b7E
| FTED
Cc: JoGC) (FBI)
Subject: FW: NSL Credit report response
SECRET
RECORD xxxx
All

NSL VIO-33935
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b6
b7C
b4
b7D

b6
b7C
b4
b7D

b6
b7C
bb

bé
b7C
bd
b7D

b6
b7cC
b4
b7D
b2

From: OGC) (FBI)
Sent: arch 16 2007 817 AM
To: [ e'eawi==1| loce)FBi
Subject: RE: NSL Response byl |info
SECRET
RECORD €5
be
- can we talk o dulie when she gets back about this? p7cC

——---Origina‘I.M.ﬁsaa—l -----

From; 0GC) (FBI)

Sent: i 07 7:49 AM

To: GC) (FBI);| (OGC)(FBI)

Cc: I CO) (FB

Subject: FW: NSL Response En&)

~SaCREL.
RECORD €5

I think vou guys need 1o run this by Julie and | think we need 1o start reporting these as
PIOBs unless we think we can gel some answers and quick as 1o how the carriers are
the info.

- we are awara that there are several carriers providing whal may b L,el I

getting

niorraation. You can hold off now iiling a PIOB]

We nesd more information. Bul certainly keap it

sequesiered and aont use i

IﬁuMMALi:SS PM
To: OCC) (FBD)

Subject: RE: NSL Response b;l nfo
SEeRET
RECORD 65
Have you seen a similaLigsles v ithl Irespo nses to NSLs? One of our Agents
sent @ CD he received fror pursuant 1o an NEL 1o his S8A because he was
d tthv Agent made no use of the

concermnad i containad "content | was advised th
nformation and only retained the
o) review and safe kesping.

tedl for sure what | was locking at and at first hafl ook at it She

=

> routing information.

POV 10 e

P ocouidm't
was unsure what it was so we sent it td |vho reviewed i wit
l o g of the
opinion that it contains content. |iefl a message for this Agent to seal the CD and return itio
roe.

Have you seen this before and do [ treat it as a possidie ICB7? Thanks for the help.

NSL VIO-33944
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b6
b7C
b4
b7D

b6
L7C
b2
b7E
b4
bh7D

b6

b7C

b2

bTE
bé
b7C
b2
b7E
b4
b7D

bé
b7C
b4
b7D

bé
b7C
b2
b7E

----- Orirmal.Massaa_I‘
From: GC) (FBI)

Sent:  Tuesday, February 27, 2007 7:49 AM

To:

Cc: (0
Subject: FW: NSL Response b
Importance: High

SESRET
RECORD 65

FBI)

Flease foéiox.-’::Isugges‘{ion V
ef

vy i sex F FAiey
mine where it came from within

GC)(FBIL); THOMAS, JULIE F. (OGC) (FBI)
info

/e do need to hold this information back until we

records and whether it is content or not.

Sent: _Tuesday, February 27,2007 7:05 AM

To: OGC) (FBI)
Cc: ER]
Subject: FW: NSL Response b

Importance: High VI_
SECRET

RECORD 865

info.

=i and awaiting OGC's formal word as 1o what, if anything, to do with the

Sent: 007 1:49 PM

To: L
Cc:
Subject: FW: N5L Response b
Importance: High

SEORET
RECORD 65

Y ~-| Il_egai Unit is helding replies from the field SAs in a seperajass

| have received 2 NSL responses from that containe information,
 have pulled these volumes froim the rotor, and will awad Turther Legal Unit mstrustion as

to how {o proceed.

----- Original Message-----
Sent: onday, February 26, 11:20 AM

NSL VIO-33945

pg-2



-

bhé

bh7C
b2
b7E To: FBL);
b4 L
. BI)
D7D Subject: FW: N;IFRWF ]
Importance: High
SEGREI-
‘ RECORD 65
b4
b7D . . . .
1o Plegge review any info you may have obtained from and advise me

Eb’?E and tegal ASAP,

k -~ aseel Orﬁm.:ee:n
b6 From: I(FBI)

b7c Sent: utival il ool

b2 To: | feedd

b7E

b4

b7D

J(Bl)
Cc: [ FBI)
Subjec‘:'m:'mm'q_l
SECRET
RECORD 65
bé

7c Flease review closely - thanks. :

————— Orig«'m Message-————-
- From: FBI)
lb 6 Sent; i 23,2007 1-:44 PM
b7C To: krsn;

:b2 1(FBD)
bT7E ce | JFay;
:b 4 Subject: FW: NSL Response b ml)
b7D 1
SECRET
RECORD 65

it appears that in regponse to M ‘;L_s! |mav have provided the FBI with information
under the heading which may not be pennissible for us {0 cellsct pursuant
to an NSL According t s information appears io be a description of the

bé communication in the e-mail (e, it may be g summary/description of communication
b7D content - which may not be oblained via NSL}

b2 Brease d » T .

: icase disse gopropriate and request t 31 employses raview

bT7E ‘

results foi information. Any Lm loyee that recei

information fromn I response o an NSL should set that infe
advise thq Legal Unit asap for further instruction.

NSL VIO-33946



b6 From:l IOGC) (FBI)
Sent:  Thursday, February 22, 2007 7:40 AM

b7c To:  FBLALLCDCs
b4 Subject: FW: NSL Response b
b7D SECRET
RECORD &5
b4
b7D Fwanted o bring this issue to your altention. | think you need to forward it to the
L2 operationgliolice invour fieid gffice who may have received information from We
B will try fo Jout in case some NSL return information was sent

directly 1o the field, or came 1o the held before we were aware of this problem, | think this

Lb & matter neads {o get wide circulation.
b7C
be
b7C : FBI)
. Sent: I.Wﬁdnﬁdﬁhﬁﬁhn.ﬁnm_iow 4:23 PM
b2 To: QGC) (FRI)] (oGexren|
b7E (0G0 (F [EED

Ce: =am | Jesnl | G

b 4 X I( FBI)I (FBl)

b7D Subject: NSL Re

SaCRET-
RECORD 65

has learned that in at least one case, a small percentage of thD\lSL

b& response seems to contain what could be interoreied as.cagtent. (n particular, the NSL
hic response bDinoludes a field entitled which appears to provide a
b4 description of the matter contained in the underlying communication.

:b7D est that FBDCDC and NSLB review this matter and determine whether

b2 s providing information that could be construed as content in response to an
b7E NSL response.

T case agent reported that s aware of the issue| |

@ill sequester the NSL response in this matter pending resoluticn by FBIDand

DERI : ssification Gui eign
Lountexl t vestigations
DECLASSIFIED BY 65179duh /ksr fluf NSL VIO-33947

P 01-0Z-Z00

pg-1



W

DE : et i -—F&5reign
Counterintelligence Inv
DECLASSIFICATION EXEMPTION 1

Counterintelligence Inv.

ION EXEMPTION 1

SEGRET™

=d-FEiCiassificatiomenite98=d n
Counterintelligence Inve
N EXEMPTION 1

SEGRE-

DER! ¢ laswification-Suide-S-3r d
Counterintelligence Inve

ON EXEMPTION 1
SEGRET

DE : et e ®-3 - n
Counterintelligence | i
ATION EXEMPTION 1

BERIVED EROM: G-3 FBI Classiflcation Gulde G-3,_dated i
Counterintelligence Inv:
BEetkSSII-’Ié%

TION EXEMPTION 1

SECR&L

DERNEDERON: € ifheati i date t
Counterlintelligence Inves

DECLASSIFICATION EXEMPTION 1

SEORET—

NSL VIO-33948
Pg-2



DERIVED FROM: S=-BRretresifiemtiomamtea=s—rmtet-e?— orsign. CountermtaNligence

Investigations
DECLASSHFCATION EXEMPTION 1
SECRET

NSL VIO-33949

pg-3



SEBRET

bhé
b7C
b2
bIE From: | Joce) FBI)
ID Sent: v _March 28 2007 1016 AM
b4 To: FBI); loco)
b7D S| p— WIS
Cc: | [CGO) e OGC) (FBI):
THOMAS, JULIE F. ( (OGC) (FBl) 11
Subject: RE: NSL Results frol bTA
SECRET 2
bE RECORD b
;b 4 Pe:l Iaas stated they will begir ln fuiture
b7D TeSpONSes. | |s§'u3u'zd be in place py Friday of this week.
o e e Original Message ..
be From: lFBI)
bh7¢ Sent: 10:12 AM
—r To: OGGLLERD kren)
:ba Cc: I OGC) (FBI) BI);! I(OGC) (FBI);
b7F THOMAS, JULI Ephmbaciiy® 0GC T’
‘b 4 Subject: RE: NSL Results fror;l f%A
. £
b7D SECRET b2
So the current NSLB guidance is fo make the recuest but immediately sequester upon
e b4 receipt and report g FIOB???
b7cC b7 L Original Message:---
R From: 0OGC) (FBI)
S Sent: ‘01 PM Yy
b7E To: FBI) nl
ha Ce: JOCGCY (Fa1) | GV OGC)(FBI); bIA
: (CTTY (FED) !
7D Subject: RE: NSL Results from b~
b7E
SECRET
RECORD

We haven't made a determination but for the time being, this hastebe reporied as a

jb © potential OB and the information sequestered,
bicC
br Original Messad@asss
bIE From: kFBI)
: . -
b Sent uesday, Marci el
b4 Tof ] (0GC) (F8I) koacc) (rarf |
’ . LOGCVERD bl
b7D ce: G | | G bIA
Su T T from| I sz
SECRET h7E
RECORD
: Has NSLEB made z final determination reqarding whether or not this is ;f
bé qarding
7D got do you have an idea as {6 how long this vail take? Should we not go Nols to

N the interim?

F AN z-ze0s ALL INFORMATION CONTAINED
CLASZIFIED BY 65179duh/kst/Lluf NSL VEEEBBIB(NCLASSIFIED EXCEFT
REASOH: 1.4 .00} WHERE SHOWN GTHERWISE
DECLASSIFY. OM: 01-02-2033

SE&T pg-1



b6
b7C
b7E
b4
b7D

b6
b7C
b2

b7E
b4
b7D

be
b7C
b4
7D

b6

b7C

b2

b7E

jay:!

b7D

b4
b7D
b2
b7E
b5
b6
bicC

SECRRT

b6
b7cC
b2
Dffice of Division Counsel b7E
----- Original Me e
From: I (FBI)
se . 2007 1220
To: FBI)
Cc: KOGC) (Fel) OGC) (FBI);
(OGC)(FBI) bl
Subject: RE: NSL Resullts from .

j b7
SECRET, b2
RECOR b7E
The interim NSLB policy is that thel I info is an overproduction that the
FBI must sequester. Pls make arrangements v o sequester w him

----- Original Mess.

From: FBI)

Sent: 5 AM

To: | (539

Subject: 2Sults Trom b1l

SECRET bR

RECORD b2
b7E

this s the emall that | sent to you iast week about th

suue

ang I will not review the data until we get word from
handle this issue.

GG on Now o

kreD)

Thank
----- Original Messagaaazs

From: I | [5:39)

Sent: .

To:

Subject: D

SECRET b7A

RECORD| L2
b7E

[ ]

I just received this response fion or a NSL served on G
t
¢

H
&.r?yrw Slnany review of & T
{not attached to my email 1o voul sent & ndisated that some of
{00 alachned 10 My eMai o YoUl Sent NCHCaeG INAL 30Me O

yehich | ellove coriaing

transactional records on my subject.

the email records contgined |

of the attachsd fiie

the NSL is i the matl zcl | Yhat should | do with the

Thankg

NSL VIO-33951

IT-?*.e. CD containing the resulls of

recOrds’?



b6
b7C
b2
b7E
b4
b7D
bl
b7

sgc\r\T

----- Qriginal Mes

From: LL_IFBI)
Sent: o5 PM
To: (FBI)

Subject: NSL Results from

SECRET
RECORL

Hi

I've attached a copy of the information obtained from:following my
delivery of your NSL request. | will forward the CD containing this same
information with my outgoing FD542 responding to your lead. Please let
me know if you need any additional information or have any questions.

investigative Support Specialist

SECRET
DERIVE
Counterintelligence In

N: 20320320
SECRET

SECRET

DERIVEDFREM: ificati i ; Forelgh
Sotmterimteliigence Investigations

NSL VIO-33952

pg-3




DECLASSIFY ON: 20320320
SECRET

Investigations

DEGLASSHY ON' 20320320 —_
SECRET

Pg-5

NSL VIO-33953



bé
b7cC
b2
b7E
bl
b7A
b4
b7D

b6
b7¢
bz
b7E
bl
b7A

bl
b7A
b2
b7E
bé
b7C

From: | Joce) (FBI)
Sent: Eriday March 30 2007 4:55 PM
To: QCCYV (RN
Cc: |(FBI) (CGC)(FBI)
Subject: RE: NSL results, serial 26
SECRET
RECORD
:has advised that they have begun filterdng that feld. We have reached ouf to oihe
providers to iny 1o avoid the problam with glher (GHe
----- Original [
From: koGo) (Fe1)
Sent: rmmw 4:40 PM
To: QGC) (FBI)
Cc: I [‘ FBI)
Subject: H TESUILS, seral 26
SECRET,
RECOR
3 nov handling this issue. | Know he recognizes the problem.
————— Original Message-—--—
From: 1 [ FBI)
Sent: Friday, March 30, 2007 2:44 PM
To: I_y"_'_ JOGC) (FBI)
Subject: PW: NSL results, serial 26
SECRETy
RECORE
Please see the e-mail below. Can this be addressed by HQ or by the U8, Attorney's Office

s

Thanks

Flease advise

----- Original

From:
Sent:
To:

Cc:
Subject:

SECRET

Lt

PW: NSL results, serial 26

RECORD

DATE: f1-02-2008

FIED BY &5179dmh/ker/lnf
! R A S
ﬁEE’LA'%..sIF’Y RilH

DE=N2=2

we received anothe

033

Pg-1

b7E
b6

b4

ALL INFORMATION CONTAINED
NSL VIO-3326% 15 UNCLASSIFIED EXCEFT
HTHERWISE

WHEERE . SHOWH ..

bl
b7R

-

e Pt

b7D



bb
b2
b7E

SEORN_

overed a lead set by OGO <§irectémd:lo rRgLest Itake appropriate
action vis-a-vis the service providers 1o make sure they do not proviae us with information we
didit ask for.

bé
b7¢C
b2
b7E

b4
b7D
b2
b7E
b6
b7C

bé
b7C
b2
b7E

O
i
e
g
o]
b
22
L
53
3
0
-
oy
a2
a3
[<¥]
e
o

ppropriate communication 1o the relevant legal entities at HG o

----- Original 4

From: I(FB[)

Sent: w;m_a' 2007 23220
To: LERT) IBI) bl
Cc: (l 17 .
Subject: RE: NSL results, serial 26 b7A

b2

SECRET] :
RECORq b7E

Plgase note f;haE:mformaizim was included in the results provided by

This is an unacceptable praciice for service providers to continue,

15 taking steps to gvoid these problems, please advise,

Thanks.

Sent: 'Mmdawamh.m.zmli:% PM
To: FBI)

Subject: NSL results, serial 26

pg-2

NSL VIO-33955




SW

_ SECRET,
bl RECORq
b2
b7E ‘ . . ,
BTA | am enclosmg the FD 542 in response to your NSL rquest: serial 26. As acoess in ACS
- has been denied, please ask your SST to upload doc. directly, once you receive the hard
bé copy.
b7C

<< File:

ISS

Off.

Cell

rorr@uide-enddatar 1,87 Foreia

Counterlintelligence Inv

: 20320326

SECRET
Dmlw' twﬁ" i i f%&l?n
Counterintelligence i

N: 20320326

SECRET

RO
elligence In

BERIED ERQM, T3 FEITIassITIcaton GUNE G=3, 0aet- 197 FoTeiin Counterlntellistence
Investigations
DECGLASSIFY ON: 20320326
SECRET
Pg-3

NSL VIO-33956

SECRET



b6 From: OGC) (FBI)
b7cC Sent: 11:51 AM
TO: aaIalWin{w]h
Cc: OGC) (FBI)
Subject: RE. Prelm Response Re Questorn 10 NoC garu
“SNGEASSHHEEr
NON-RECORD

‘ As with the prior noﬁc'
17D P

Thanks

----------- It is attached.

7w
)
0
8}
=
D
o
7-..;
=
=
=t
=
©h
(o]
e
d
42

Email NSL.wpd (39
KB)

b‘: ----- Original Message-----
b6 O — ST
bJcC Sent: Wednesday, January 24, 2007 11:19 AM
To: —— S G | foco) (Fen;

- ﬁocm (e

Subject: : Prelim Response Re "Question to NSL guru”
UNCEASSIFED

NON-RECORD

£b6
e L1

B0 As our next NSL guru, please coordinate respaiiding tothis equest w
Thanks
----- Origl'na Messade--.-.
o From: 0OGC) (FBI)
bo Sent: 2007 11:16 AM
T To: GC)
b7C Cc: OGC) (FBI) tOGC)(FB[)
Subject: . Prelim Response Re "Que u"
UNCEASSHED
NON-RECORD
ish T eesinceloontacisd vailabout this on January 3rd, 've received several calls from the
bl e asking how soon they can expect an answer. I'd be grateful f this
b7D request Couwa be sent up the chain for review/approval as was done with the eariier
' request. ppracialad our assistance with the last pony and they hope we can

provige one 1or egnails, as well

20003 ALL INFORNATION
'BY 65179dmb/kst/luf NSL VIO-33957 HEFEIH I3 UNCLASSTFTE
Fodo (o) VHERE SHOWH DTHERWISE

L ESE
DECLASSIFY ON: 01-02-2033 SEChE WL pg-1




SEBRET

bé .
b7 c Thanks
----- Or | gk
From: ] I)GC) (FBD)
Sent: 2007 11:05 AM
Subject: RE: Prelim Response Re "Question to NSL guru”
UNCEASSIFED
bé NON-RECORD
b7C
(5]~ bl
b7D

s very pleased with the assistance we provide (sending them an
wnciassified national securnity letter for telephone subscriber records) that they have
contacted me to askfor a similar unclassified national securily letter for e-mails (the NSL
letter atiached).

<« File: email_nsi1lwpd >>

F think we can do this based on the guidance we sought earlier, but perhaps that was
hE meant on a case by case basis. I'd be grateiul for your thoughts.

----- Original Messiﬂbl
From: OGC) (FBI)

Senlr Thursdmmiger 26, 2006 7:35 AM
To: - GC) (FBI)

Subject: FW: Prelim Response Re "Question to NSL guru”
=SNSASSRIED.

NON-RECORD

Wow - went all the way to the top. Here's your answer.

b6
bicC |
b2
Unit Chief
Counterterrorism Law Unit (I
Tl R oo o a4 A

Privileged Attorney-Client/Attorney Work Product Communication

bé
hC From: THOMAS, JULIE F. (OGC) (FBI)

Sent; nesday, October 25, 2006 6:24 PM
To: DGC) (FBI)

NSL VIO-33958
SEER&T Pg-2




e
b7C

ey
pl e

b7D

bé
b7C
b2
b7E
bé
b7C
bé
b7C
5
b7D

S?I\@%ET

cd koce) (rar I(OGC) (FBI)
Subject: RE: Prelim Response Re "Question to NSL guru”
UNCEASSIMED

NON-RECORD

OK by me.

----- Original Messatgzzz
R S—CSY
Sent: Wednesday, October 25, 2006 2:41 PM

To: (FBI)
Ce: 0G) (FeD)| bae) (ren)
Subject: : Prelim Response Re "Question ta NSL guru®

UNCLASSIFIED
NON-RECORD

vould like a copy of our UNCLASSIFIED

Nationai Security Letter for Telephone Subscriber Records which we issue to
carriers,

They are re-warking their faws and would fike to see what we jssue under our

it
statute.

Evenihing is public in this letter, so | have no objection, but | wantedto run it b
youl before 1 taig s release
Unit Chief

National Secunity Law Policy and Training Unit
I'BI 113 Room 7975
STU 1H: (282) 324
Unclassified Fax: I
Secure Fax;

From: l bae) (FB1)

Sent: Wednesday, October 25, 2006 1:59 PM

Ser ey, Odober 25, {006 1:29

Ce: I Joc0 (rei Jcosc) (reD)
Subject: Prelim Response Re “Question to NSL gurd”

ENOHASSIEIRD.-
NON-RECORD

.. I simply cant comprehend any problem whatsoever with our

n;'ore{éi'{ﬁ'ng our UNCLAS tempilate for the NSL (in contrast to

the template Tor its EC, which is SECRET).

NSL VIO-33959

SEHQ[\I pg-3



b6
b7cC
b2

bé
b7cC

151

bl
b7D

b6
b7C
b2

S‘ECQET

But, having said that, let me check with when he returns to
his desk--just in case I'm overlooking something that should be
obvious (e.g., whether such a release would require the approval of
some other entity or person.

it do my best to get back to you ASAP.

http:

----- Original Mesl
From: IOGC) (FBI)

Sent: 2006 12:01 PM
To: 0GQC) JEB
U\.—’ \I IJJ’

ce: oGO (k8D fosc) (reny;

Subject: Question to NSL guru

“UNCEASHHED-
NON-RECORD

I would like a copy of our

NSL template for telephone subscriber records (18 usc 2709) since

|:| is revising its own procedure e no problem sharing a
hard copy of the NSL template with but | wanted to get

approval from the NSLPTU NSL po¢ Tirst.

Thanks,

Unit Chief
Counterterrorism Law Unit ||

FBI HQ Room 7947
STU I

Privileged Attorney-Client/Attorney Work Product Communication

ONCEASSIFED

“WHNCLASSIEIRD

NSL VIO-33960
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From: l __locco) Fe)

Sent: i 07 11:28 Al
To: OGC) (FBI)] (OGC) (FB);
1 (OGC) (F
Cc: (OGC) (FBI)
Subject: RE RO T (REVISED Caproni Testimony)
UNCLASSIFIED e
NON-RECORD ol
h7cC
i'm forwarding this 19 wh is compifing comments for NSLE. he
. b7C
----- Original Message-----
From: 0GC) (FBI)
Sent: 007 11:27 PM__l
To: QGC (FBI); (OGC) (FBI)
Cc: l JoGc) TFB1)
Subject: RE: HOT!II' (REVISED Caproni Testimony)
UNCLASSIFIED
NON-RECORD
You are right. The most recent B rrzl | | Tekitenes
2005, which sets the policy says | |
b5
b €I
b7C
can you forward my email to whomever is responsibie for providing comments about
this testimony.
----- Original Message-----
From: mOGC)(FBI)
Sent: ursday, March 15, 2007 11:00
To: | 'x“_n_(____"'oeq (FBI)bOGC) (FBD)
Subject: FW; HOT!IT (REVISED Caproni Testimony
Importance: High
UNCLASSIFIED
o NON-RECORD
be
o7 L —
Bloace goo ottachad deoft W toatipnm o RSl o Thors o o Sootion bB
Thanks,
ALL INFORMATION CONTAINED NSL VIO-33961
HERETH 15 UNCLASSTFIED

2008 BY.o510gdmh fkar Sl p g . 1



----- Original Message-----
. From: QOGC) (FBI)
bb sent: me 51 AM
h7C To: GC) (FBI) —_KOGC) (FBI

(OGC) (FBI)] OGC) (FBI (OGC) (FBI)
Subject: HOT!!! (REVISED Caproni [estimony)
Importance: High

UNCLASSIFIED
NON-RECORD

ALL -

As you review GC Caproni's testimony, PLEASE use the version
{attached) that she distributed this morning {vice last night's). I's different
in several respects.

Thanks!

Wayne

From:  CAPRONI, VALERIE E. (OGC) (FBI)

Sent: lIhHM" 2007 8:37 AM

To: 0CA) (FBI);1 bae) (reI)
WH, ELENI P. (OCA) (FBI); MONACO, LISA (D g

Subject: Judiciary

GC) (FBI)
bé
h7c UNCLASSIFIED

NON-RECORD

Very rough draft attached. |not ready for DodJ -- still too rough.

Looking for factual corrections, tone, etc.

<< File: housejudiciaryig2007.001 wpd >>

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

ALL TNFQPMATION CONTAINED
HERETH 15 UNCLASSIFIED NSL VIO-33962

DATE §1-02-2003 BY ASL79%dwh karfinf

pg-1



(Rev. 01-31-2003)

SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2007

To: fzeneral Counsel Attn: Ju_ie Thonras
Deputy i3eneral Ccunsel, MNSLE

[ COUNTERTERRORISM/ Attn: [UNIT]
COUNTERINTELLIGENCE /CYBER]

[REQUESTING OFFICE] Attn: S32 [SQUAD SUPERVISOR]
SA [CASE AGENT]
[OFFICE OF ORIGIN] Attn: 32 [CASE AGENT]
_SQUAD] [X]
[DELIVERING DIVISION] Attn: S:4 | SQUAD SUPERVISOR|]
(i asing personal service) [SQUAD] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME, IF APPLICABLE]
[SAC NAME]
[ASAC NAME]
[CDC NAME]
[SSA NAME]

Drafted By: [LAST, FIRST MIDDLE: INITIALS]

W case 1D #:-]X] [CASE FILE NUMBER]  (Pend:ng)

Title: {X) [ SUBJECT]
[AKA] [ALIAS, IF APPLICABLE]
[IT/FCI - FOREIGN POWER]
[OO: OFFICE OF ORIGIN]

T} e

Synopsis: (U)y (M2LFR) Approves the issuance of an Right to Financial
Privazvy Act (XFPA) NazZicnal Security Letter (MNSL) for financial
reccrds; provides repor-ing data; anz, 1f necessary, transmizs the H3L
for delivery to the financial institution.

rom :@: G=3-
Declassify On: €ars based on
information I

SEBkE?

ALL INFORMATION CONTAINED

NSL VIO-3 39@&1& 15 UMCLASSIFIED EYCEPT
WHERE ZHOWN OTHERWIZE

pg-1



(T) e

:;ESQFT

~-: [CTD/CD] Frem:  [DRAFTING DIVISION]
Rev- T3¢ [CASE FILE NUMBER, 00/00/2007]

[FULL/PRELIMINARY] Investigation Instituted: (3! 00/00/2007

"R&ference:}X{ [CASE FILE NUMBER SERIAL XXX]

Enclosure(s) : (U) Enclcosed for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is personal or through restricted
delivery service] is an MN:ZL dated [00/00/2006], addressed to [COMPANY
POC NAME], [TITLE (if available)], [COMPANY NAME], [COMPANY ADDRESS -
NO P.O. BOX], [CITY, STATE - NO ZIP CODE if using personal service],

requesting financial records of the custimer listed.
Details;mwiiﬂ A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/
INTERNATIO TERRORISM] investigaticon of sukpject, a [U.S. PERSON/NON-

U.S. PERSON], was authcrized in zccordance with the Attcrney General
Guidelines kecauss [Give a full explanation of the justification for

. ©opening and maintaining the investigation on the subject; barebones
‘facts will not suffice and will cause the request to be rejected for

legal insufficiency]. These finzncial reccrds are being requested to
[Fully state the relevance of the requested records to the
investigation].

s el D) This electronic communicaticn documents the [APPROVING
OFFICIAL's] approval and certification of the enclosed MN3L.  For
mandatory reporting purposes, the enclosed NZL seeks financial records
f-r [NUMBER OF] [individual(s)/account(s)] froxr [financial institution
#1]; [NUMBER OF] [individual (s)/accounts] frrri [financial institution
#2], =zt-. [In the case of multiple accounts to the same financial
instituticn, if you know how many different persons attach to those
accounts, please state. DProvide the USP status of all the persons
about whom the requests are seeking information, including the subject
of the investigation. 1In other words, do your best to give as much
information as you can, for congressional reporting purposes.]

(U) Arrangements should ke made with the financial
nstitution to provide <he records [personally to an employee of the
DELIVERING DIVISION OR through use of a delivery service or secure fax
to OFFICE OF ORIGIN] wi-hirn [NUMBER OF] husiness days of receipt ~f
thiz reguoct. The financial incgtitution should neither sond the
records Through routine mail sesvice nor utilize f£he name of the

DISCLOSURE PROVISIONS
[Option 1 - Invoking Nondisclosure Requirement]

EEERET

2

NSL VIO-33974



(7]

-

S;éhET

T-: [CTD/CD] From:  [DRAFTING DIVISION]
Re:..- D [CASE FILE NUMBER, 00/00/2007]

{(J) In accordance with 12 U.3.7. % 2414i2)(b)(2), I, the senior
official approving thigs EC, certily that a dig-logars of the fact that
the FEI has sought or obtained acd to the inforration soughs by this
_eftfter way endanger the nationzl security of the United 3ftates, interfere
with 3 criminal, counterterzosism, or counterintelligence investigation,
nterfere witnh Jdiplomatic relaticonszs, or endanger the life or physical
safety of a person.

(A Brief szazement of the Zacts justifving my cer-ification in
thiz casze:

[Option 2 - Declining to invoke the nondisclosure requirement]

(U) I, the senior officizl appreoving this =2, have determined
that thes facts of this case do not warrant acttivatiocn of the
nondizcloszure requirements under the applicasle Hational Security Letter
statute,

[Include the next 2 paragraphs in all ECs.]

(U) Information receivecd from a financial institu-ion may
be disszninatzd in accordance with fthe Afttcrney General Guidelines for
FEZ National Jecurity Investigations and Feoreign Intelligence
Cz_lez-tion, and, wilth respect to disseminaticn to an ajency of the
UnZted States, only 1if such information is clearly resle=vant -
authorized responsibilities of such agency.

t
o
D

(J) Any Jues”ions regzrcing the apove can ke directed o
_CASE AGENT, telephone number (000) 000-0000].

SECRET
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To: [CTD/CD] Fraras: [DRAFTING DIVISION]
Reemm)ﬁ( [CASE FILE NUMBER, 00/00/2007]
LEAD (s) :

Set Lead 1: (Action)

CENERAI, COUNSEL

AT WASHINGTON, DC

(J)  MNSLE ig requested to reccrd tne appropriate information

reeded tc fulfill the Congressional repcrting requirements for HiLz.

Set Lead 2: (Info)

[ COUNTERTERRORISM/COUNTERINTELLIGENCE/CYBER]

AT WASHINGTON, DC

(J, At [Unit] Read and Clear

Set Lead 3: (Action)

[DELIVERING DIVISION - if using persohal servicel]

[AT CITY, STATE]

(U) Deliver the attached NSL as Indicated above. Upon
receipt of inforrmaticon from <he financial institution, [DELIVERING
DIVISION] is r=guezted to submit results to [DRAFTING DIVISION] =nd
[OFFICE OF ORIGIN, if applicable].

*

SE T
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(01/26/1998)

SE}H

FEDERAL BUREAU OF INVESTIGATION

Precedence: RCUTINE Date: 00/00/2007

To: Zeneral Counsel Attn: Ju_ie Thonras
Deputy General Counsel,
NSLE

[ COUNTERTERRCRISM/ Attn: [UNIT]
COUNTERINTELLIGENCE/CYBER]

[REQUESTING OFFICE] Attn: S:A [SQUAD SUPERVISOR]
SE [CASE AGENT]

[OFFICE OF ORIGIN] Attn: 32 [CASE AGENT]
[SQUAD] [X]

[DELIVERING DIVISION] Attn: S32 [SQUAD SUPERVISOR]

(1f 1asing personal service) [SQUAD] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME (IF APPLICABLE) ]
[SAC NAME]
[ASAC NAME]
[CDC NAME]
[SSA NAME]

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS]

Casé ID #:- Y [CASE FILE NUMBER] (Fending!

[AKA] [ALIAS (IF APPLICABLE) ]
IT/FCI - [FOREIGN POWER] ;
0O0: [OFFICE OF ORIGIN]

Synopsis: (U) (MSLT3I) Approves the lgssuancs of an Zlscbronic
Communization Privacy Act (ECPA) Naticoral Security Lestter
MSL) for telephone subseriker information; provides reporting

}'Iﬁ.{ ALL INFORMATION CONTAINED

HEREIN I3 UNCLASSIFIED. EXCEPT
WHERE SHOWH OTHEEWISE
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]

CRe %] [CASE FILE NUMBER, 00/00/2007]
X

data; and, if necessary, —ransmits thke NZL for delivery to the
wire cormunicaticons service provider.

R A o= o
t sify On: 5 years based on

information in the EC]

Enclosures: (U)  Enclcged for [DELIVERING DIVISION of OFFICE OF
ORIGIN, depending on whether service is perscnal or through
restricted delivery service or fax] is an NSL dated [00/00/2006],
Aaddress=d Lo [COMPANY POC NAME], [TITLE (if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP
CODE if using personal service], reguecsting teleghons subscrikber
nformation.

”Details%m)ﬁj A [FULL/PRELIMINARY] [INTERNATIONAL

TERRORISM/FOREIGN COUNTERINTELLIGENCE] :‘nvestigaticn of sukjez—,
a [U.S. PERSON/NON-USPER], was authorized in accordance with
Attorney Gencral Guidelines kbecausce [Give a full explanation of

.. the justification for opening and maintaining the investigation

on the subject; barebones facts will not suffice and will cause
the request to be rejected for legal insufficiency]. This
te_=zphone sabzcerikber information is beingy requssted to [Fully
state the relevance of the requested records to the
investigation].

»w:uzi This electronic commur.icaticn Jdocuments the
[APPROVING OFFICIAL’'s] approval anz certification of the
HSL. For mandatory repor-ing purposes, the enclos=d NS
gubzoricer informaticon on [NUMBER OF] tclephcone nuwber (s
[telephone company #1]; the [NUMBER OF] telechone numker
[telephone company #2], =-c.

(U) Arrangenents should ke made with the wirs
communications service provider to provide the records
[personally to an employee of the DELIVERING DIVISION CR through
use of a delivery service or secure fax to OFFICE OF ORIGIN]
with:n [NUMBER OF] lkusiness days of receipt of this request. The
wire zZonmanicaticons service provider should neither send the

SEm\
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T2: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
() e R «] [CASE FILE NUMBER, 00/00/2007]

reccrds tarcugh routine mail sexzvice nor utbtllize fhe nams of the
subject of the rejuest in any telephone cal_=z to the FBI.

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a National Security Letter from disclosing that the FBI
has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Option 1 below and include in the EC (but not in the NSL) a brief
statement of facts that justify the nondisclosure requirement.
Option 2 is to be used in all cases where Option 1 is not used.]

[Option 1 - Invoking Nondisclosure Requirement]
(U) In accordance with 1lg U.3.C2. & 2709ic) I, the zenior

nfficial approving thisg EC, certify that a digclogure of the facs
Lhiat the FBRI has soughl or oblalnes access Lo Lhe Informabtion sought

by this letter may endanger the national security of the Uni=zed
Statesz, interfere with a coriminal, ccocurterterrorisi, or

)

cunterintelligence investigation, irterfere with diplomatic
re_sbicns, or endanger “he life o1 plyslical safely o 4 person.

fUT”““””“”mm““MNEX< Brief sTazement of the Zacts justifving my
certifization in this cage:

[Cption 2 - Declining to invoke the nondisclosure requirement]

(1} I, the senicr official approving this =, have
determined that the facts of this case d- not warrant activazion of
the nondisclosure requirements under the applicakle National
Security Letter statuze.

[Include the next 2 paragraphs in all ECs]

(1) Information reccived from a wire commanication
servize provider may ke disseminzted ir. zaczordance with the
Ativrney General Gnidelines on Nalbioral Sernviby Tovest igat ions
and Focre=ign Intelligence Collectiorn and, with respsct to
dicsemination to an agjoency of the United 3tates, only 1f such

SE(\:kQ

=
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]

~Rer--(X] [CASE FILE NUMBER, 00/00/2007]

informaticon 1z olearly relevant to the authoriczed
responsibilities of such ageoncy.

(I} Any Juestions regarding tre akbove can be directed
o [CASE AGENT, telephone number (000) 000-0000].

SECRYT
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]

Pew [CASE FILE NUMBER, 00/00/2007]

LEAD (s):
Set Lead 1:

CENERAT. COUNSET,

AT WASHINGTON, L2

(LY MNSLE 1is rejquested to reciprd the appropriate
nformation needed to fulfill the Corgressional reporting
requirerents for NSLs.

Set Lead 2: (Info)

[ COUNTERTERRORI SM/COUNTERINTELLIGENCE /CYBER]

AT WASHINGTON, DC

(U) At [Unit] Read and Clear
Set Lead 3:

[DELIVERING DIVISION - if using peresonal service]

AT [CITY, STATE]

(11  LDeliver the encloged HSL as indicated akbove.
Upery receipt oof reqguested informstior, [DELIVERING DIVISION]
requestad to sukmnit resul=s to the [DRAFTING DIVISION] and
[OFFICE OF ORIGIN, if applicable].

*

SECZA

=
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(01/26/1998)

SE;;;?N\\

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTTHFE Ate: 00/00/2007

To: Ceneral Counsel Attn: Julie Thorasz
Deputy General Ccounsel, N3LE

[ COUNTERTERRORISM/ Attn: [UNIT]
COUNTERINTELLIGENCE/CYBER]

[REQUESTING OFFICE] Attn::zS [SQUAD SUPERVISOR]
SA  [CASE AGENT]
[OFFICE OF ORIGIN] Attn: 32 [CASE AGENT]
[Squad] [X]
[DELIVERING DIVISION] Attn: S:A [SQUAD SUPERVISOR]
(1f 1ging personal service) [Squad] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME (IF APPLICABLE]
[SAC NAME]
[ASAC NAME]
[CDC NAME]
[SSA NAME]

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS]

“CaSEMID-#+m:>&i [CASE FILE NUMBER] (Pending)

,mIitle:wm)gﬁ [SUBJECT]

[AKA] [ALIAS IF APPLICABLE]
[IT/FCI - FOREIGN POWER];
[0O: OFFICE OF ORIGIN]

Syncpsis: (J)y (MSLTTR) Epproves the izsuance

o
Cormeouni caticon Privacy Act (ECPA) MNaticoral Se-uri >
3L for toll billing records; provizes reporting data; and, if

HEREIN T3 UWHCLASIIFIED EXCERT
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Ton [DELIVERING DIVISION] Fr-m: [DRAFTING DIVISION]
ReZ}Q [CASE FILE NUMBER, 00/00/2007]

necessary, transmits —he NSL for delivery to the wire
clrmunications service provider.

Ssify On: =25 years based on

information in the EC]

‘Refererice: X [CASE FILE NUMBER Serial XXX]

Enclosures: (U) Encloeged for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is personal or through
restricted delivery service or fax] is an N3L dated [00/00/2006],
address=d to [COMPANY POC NAME], [TITLE (if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP
CODE if using personal servicel], recuesting the nam=s, address,
_ength of service and l1local znd lorg distance toll billing
reccrds for the phone number{s) licsted.

Details: D% A [FULL/PRELIMINARY] [INTERNATIONAL
TERRORISM/FOREIGN COUNTERINTELLIGENCE] :nvcstigaticn of sukieccs,
a [USPER/NON-USPER], was authorizZecd in acccrdance with the
Attcrney seneral Guidelines pecause [Give a full explanation of
the justification for opening and maintaining the investigation
on the subject; barebones facts will not suffice and will cause
the request to be rejected for legal insufficiencyl]. These —all
billingy rococords arce being requestec to [Fully state the relevance
of the requested records to the investigation].

"""""" ”38( This electronic commnur.icaltZon Jdocusnls Lhe
[APPROVING OFFICIAL’s] approval and certification of the enclosed
HZL. For mandatory repor-ing purpases, the enclosed N3L s=eks
~oog” oand long distance toll billirg reccrds for [NUMBER OF]
tz_ephone nunker(s) from [telephone company #1]; [NUMBER OF]
fel=phone romber{s) fron [telephone company #2], eto. [In the
case of multiple phone numbers to the same telephone company, if
you know how many different persons attach to those phone
numbers, please state. Provide the USP status of all the persons
about whom the requests are seeking information, including the
subject of the investigation. In other words, do your best to

;;;Ehg\\\
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Tc:  [DELIVERING DIVISION] Froim: [DRAFTING DIVISION]
(X{ [CASE FILE NUMBER, 00/00/2007]

give as much information as you can, for congressional reporting
purposes. ]

(U) Arranjgements should ke made with the wire
comenund cations service provider to provide the records
[personally to an employee of the DELIVERING DIVISION CR through
use of a delivery service or secure fax to OFFICE OF ORIGIN]
within [NUMBER OF] business days of receipt <f this request. The
wirs zcowrnunications service provider should neither send the
crds torough routine mail se=rvice nor utllize toe name of the

Snbje:t of the reguest in any telephone <alls to the FEI.

DISCLOSURE PRCOVISIONS

Tertification and Activazion of the Nondiscloszure Reguirement:
There iz no longer an automatic preohibition that prevents the
recipient of a3 National Security Letter frcm disclosing that the FEI
has reguested the informaztion. To activats the nondisclosure
requirerent, the senicr FBI official approving this ZC must use
Option 1 kelow and include in the EC (kut not in the MSL) a brief
gtatement of facts that justify the rordiscicesure rejuiremen=.
Option 2 is to be used in all cases where Opticn 1 iz not used.]

[Option 1 - Invoking Nondisclosure Requirement]

(1) In accordance with 1€ U.S.2. § Z70%i2) I, the senior
official appyreving this RC, certi’y that a diszlosars of the fas--
that th=z FRI nas sought or obtaines access to the information sought
by this lestter may endanger the naticna. security of the Uni-zed
Stateszs, interfere with a criminal, courterterrcorisw, or

“nnterint el Tigence inves Tgation, irterfere with diplomatin
re_aticons, or endanger —he life or physical safety of a2 person.

S Brief sTazZement of flhe Zacts justifving my
cert ficaticon in Lthis case:

[Option 2 - Declining to invoke the nondisclosure requirement]
ricr frl izl approving this =C, have
d: not warrant activazion of

(1) I, the se
r z A
irements under the applicakle National

termined tha
the cndizsclosu
Jalb| J_lT' Flette

o
F
I_'-
o
'_l
0

ﬂ."

A
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SECRET

Ton [DELIVERING DIVISION] From: [DRAFTING DIVISION]

PG'N [CASE FILE NUMBER, 00/00/2007]

[Include the next 2 paragraphs in all ECs.]

(U} Informaticon receivel from 3 wire conmunication
crvice provider may e digseminzted i accordance with the
Attorney General Guidelines on MHatioral Security Investigations
and Feoreign Intelligence Collectior and, with reszpect to
digszemination to an agjency of the nited States, <nly 1f such
Informaticon is olearly relevant to fthe anthorized

g

resvonsibilities of such agency.

(U) Any Juestions regjzrz2irg the apove can be directed
T [CASE AGENT, telephone number (000) 000-0000].

SEC
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To [DELIVERING DIVISION] Fr-m: [DRAFTING DIVISION]
UER “Rev--- I3 [CASE FILE NUMBER, 00/00/2007]
LEAD (s):

Set Lead 1:

GENZRAL CCUNSEL

AT WASHINGTON, M7

(U) MNSLE is requested to rec-rd the aprropriate
nformation needed to fulfill the Corgressiconal reporting
rejquirerents for NELs.

Set Lead 2: (Info)

[COUNTERTERRORISM/COUNTERINTELLIGENCE /CYBER]

AT WASHINGTON, DC

(U) At [Unit] Read znd Clear

Set Lead 3:

[DELIVERING DIVISION - if using personal service]

[AT [CITY, STATE]

(U) Deliver the attached NIL as indicated akove.
Upon receipt of informazion froem the wire comnunications service
provider, [DELIVERING DIVISION] is requested to sukbmit resulzs to
the [DRAFTING DIVISION] Aand [OFFICE OF ORIGIN, if applicable].

*

s&n\

=
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(Rev. 08-28-2000)

SECR{T

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2007

To: fzeneral Counsel Attn: Ju_ie Thonras
Deputy iGeneral Counsel, MNSLE

[ COUNTERTERRORISM/ Attn: [UNIT]
COUNTERINTELLIGENCE/CYRER]

[REQUESTING OFFICE] Attn: 3SA [SQUAD SUPERVISOR]
3 [CASE AGENT]
[OFFICE OF ORIGIN] Attn: 32 [CASE AGENT]
[Squad] [X]
[DELIVERING DIVISION] Attn: SZA [SQUAD SUPERVISOR]
(i asing personal service) [Squad] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000)000-0000]

Approved By: [ADIC NAME (IF APPLICABLE) ]
[SAC NAME]
[ASAC NAME]
[CDC NAME]
[SSA NAME]

Drafted By: [LAST, FIRST, MIDDLE: INITIALS]

"Case ID“#:- &) [CASE FILE NUMBER] (Pending;

_Title:--¥{  [SUBJECT]
[AKA [ALIAS] (IF APPLICABLE)
[FCI/IT - FOREIGN POWER]
[00: OFFICE OF ORIGIN]

Syncpsis: (J) (MSLETR) Approves the issuance
Coimmunication Privacy Act (ECPA) Natioral Se
eleztronic communications transactioral reco
Jdatz; and, if necessary, —ranswmits the NEL £
electronic communications service provider.

ALl IHFGRH&TIEHEEBNTKSMEﬁ
HERETH 1% UHCLASSIFIED
WHEFE SHOUN OTHERUISE

SEC
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SECRET

T [DELIVERING DIVISION] Frome: [DRAFTING DIVISION]

‘“Re#~m§§( [CASE FILE NUMBER, 00/00/2007]

(- o Sify » -25 years based on

() o

information in the EC]

[FULL/PRELIMINARY]. .Investigation Instituted:-Tx{ [00/00/2007]

_Reference: -] [CASE FILE NUMBER SERIAL XXX]

Enclosure(s) : (U)y Enclosed for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is personal or through
restricted delivery service or fax] is an [SL dated [00/00/2006],
address=d (o« [COMPANY POC NAME], [TITLE, (if available) ], [COMPANY
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP CODE if
using personal service], requestini the namnes, addresses, lenjyths of
servize, and =lectronic ftransacticoral records for the [e-mail/IP]
addrezs holderis) liszed.

Details:mmisq: A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/
INTERNATIONAL TERRORISM] investigaticon of =sucijesct, a [U.S.
PERSON/NON-U.S. PERSON], was authorizec in accordance with the
AtLorney General Guldellines because [Give a full explanation of the
justification for opening and maintaining the investigation on the

“"subject. Barebones facts will not suffice and will cause the request

to be rejected for legal insufficiency]. Thezse =lectronic
comnund aticons transactional recorzZs are being rejgaested to [Fully
state the relevance of the requested records to the investigation].

o PRI This electronic comnunicatien documsnts the [APPROVING
OFFICIAL’s] approval and certificaticn of the enclosed MZL. FPor
marndatory reporting purposes, the enclased N1 seeks electronis
comunication transacTional records on [NUMBER OF] [e-mail/IP
address(es)] f(rraun [ISP #1]; [NUMBER OF] [e-mail/IP address(es)] [
[ISP #2], etc. [In the case of multiple addresses to the same ISP, if
you know how many different persons attach to those addresses, please
state. Provide the USP status of all the persons about whom the
requests are seeking information, including the subject of the
investigation. 1In other words, do your best to give as much
information as you can, for congressional reporting purposes. ]

(U} Arrangements should ke made with the electronic
conemlind calbiions servicoe provider to o poovide the reocords [personally to
an employee of the DELIVERING division OK through use of a delivery
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF]
businsss days of receip=T of this request. The electronic
comndni cations service provider should neither send the records
threugh routine mail service nor utilize the nams of the sukject of
the requeszt in any telephone czlls to the FERI.

SACRET
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7-: [DELIVERING DIVISION] Frome: [DRAFTING DIVISION]
Re. ”I*O [CASE FILE NUMBER, 00/00/2007]

[Certification and Activation of the Nondisclosure Requirement: There is
no longer an automatic prohibition that prevents the recipient of a
National Security Letter from disclosing that the FBI has requested the
information. To activate the nondisclosure requirement, the senior FBI
official approving this EC must use Opticon 1 below and include in the EC
(but not in the NSL) a brief statement of facts that justify the
nondiseclosure requirement. Option 2 is to be used in all cases where
Option 1 is not used.]

DISCLOSURE PROVISIONS

[Cpticn 1 - Invoking Nondisclosure Requirement]

(U) In accordance with 1€ U.3.Z. 270%iz) I, the senior
sfficial approving this EC, certiiy that a disclosare of the fac— that
the FEI has sought or obtained access to the information sough=t by this
_etter may esndanger the national security -f the United States, intezfere
with = -riminal, counterterrcrism, or counterintelligence investigation,
ntzrfere willy diplomatic relabtlons, or gndangsr Lhe life oo physical
safsty of a person.

%]

------------------------- ~mmmmw;§i Brief s—a—Zement of the Zacts justifying my cer-ification

n this case:

[Cption 2 - Declining to invoke the nondisclosure requirement]

(1Jy T, the zsenior H~ffi-ial approving this =C, have Jdeterminesd
that the facts of this case do not warrant activation of the
nonrdlacloanre regqiirensnt s andes the applioanl= Nat ional Secnvity Tettber
statute.

[Include the next 2 paragraphs in all ECs.]

(1) Information receivel from an zlsctronic communicaztions
‘7e provider may be disseminzted ir accordance with the At-orney
2l Guidelines for ZBI National Security Investigaticons and
iogn Intelligence Collection, ard, with rescect to dizgemination
Arc Aagency of the TIniced States, oo ly 07 sach informal.ion is
2learly relevant to the authorized responsibilities of such agsncy.

(U)  Any gues<ions regarz2irg the apove can bes directead to
"CASE AGENT, telephone number (000) 000-0000].

éﬁgﬁET
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T-: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
........ ...Re:r 0] [CASE FILE NUMBER, 00/00/2007]

LEAD (s) :

Set Lead 1: (Action)

SENEXATL COUNSEL

Al WASHINGION, DC

(U) NELE is requestod to reeord the appropriate information
nezeded to fulfill the Congressional reporting reguirements for M3Ls.

Set Lead 2: (Info)

[ COUNERTERRORISM/COUNTERINTELLIGENCE /CYBER]

Al WASHINGTON, DC

(U) At [Unit] Read and Clear.
Set Lead 3: (Action)

[DELIVERING DIVISION - if using personal service]

[AT CITY, STATE]

(11) Teliver —he attachez NSTL o as ‘ndicatsd abewvel Tpenm
recsivt of information from the electronic cerrrunication service
prrow iider, [DELIVERING DIVISION] is reqguested too submit resnl s to
[DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable].

*

SEM

4
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FEDERAL BUREAU OF INVESTIGATION
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Page 1386 ~ Duplicate
Page 137 — Duplicate
Page 138 — Duplicate
Page 139 ~ Duplicate
Page 140 ~ Duplicate
Page 141 — Duplicate
Page 142 — Duplicate
Page 143 ~ Duplicate
Page 144 — Outside the Scope
Page 146 — b5



Page
Fage
Page
Page
Fage
Page
Page
Page
Page
Page
Page
Page
Face
Page
Page
Face
Page
Page
Fage
Page
Face
Fage
Page
Face
Page
Page
Fage
FPage
Face
Fage
Page
Face
Page
Page
Fage
FPage
Page
FPage
Page
Page
Page
Page
Page
Page
Page
Face
Page
Page
Fage
Page
Page

147 ~ bs
148 ~ b5
149 — bs
150 ~ b5
151 ~ b3
152 ~ bs
153 — b3
154 — b5
155 ~ b3
156 ~ b5
157 ~bs
158 ~ bs
159 ~ b3
174 ~ Duplicate

175 — Duplicate
176 ~ Duplicate
177 ~ Duplicate
178 — Duplicate

179 ~ Duglicate
180 ~ Duplicate

181 ~ Duplicate

182 ~ Duplicate
191 — b5

192 ~ b3

194 — b3
195 ~ b3

196 ~ b=
197 — bs
198 ~ b3

199 ~ b3

200 ~ b5
201 ~ b5

202 — Outside the
207 ~ Duplicate
208 ~ Dugplicate
209 — Duplicate
210 ~ Duplicate
211 ~ Duplicate
212 ~ Duplicate
213 — Duplicate
214 — Duplicate
235 ~ Duplicate
2368 — Duplicate
237 — Cutside the
238 ~ Outsade the

239 ~ Cutside the
240 ~ Cutside the

241 — Outaade the

242 ~ Cutside the
243 ~ COutsade the

244 — Outside the

Socope

Scope
Scope
Scope
Scope
Scope
Scope
Scope
Scope



Page 263 ~ Outside the Scope
Page 264 ~ Outside the Scope

Page 265 — Outside the Scope



