
b l 

b2 • 
b7E 
b7A 

b6 
b7C 
b2 
b7E 

b6 
b7C 
b2 
b7E 

From: 
Sent: 
To: 
Subject: 
U N O L A O Q i n e f r 
NON-RECORD 

FBI) 
TiiPsrlaw Marnh 9007 10:03 AM 

I b e o (FBI) 
RE: NSL Credit report response 

](OGC) (FBI) 
Original Mfccanp 

From: 
Sent: Tuesday, March 13, 2007 9:35 AM 
To: I KFBI) 
Subject: RE: NSL Credit report response 

UNOLAOOIREB-
NON-RECORD 

corning up. 

Original Message-;ric| 
From 
Sent: J-ndav. M a r c h é 
To: 
Cc: 

Ì 
FBI) 

TJÜ73:48 PM 
±nGC)ŒZlj_ 

respoTl Subject: RE: NSL Credit report respoTTSS1 

UNCLASSIH6P-
NON-RECORD 

b 7 D 
b 2 

b7C 
"iej [ i 

b7E 

] (OGC) (FBI) 

b6 
b7C 
b4 
b7D 
b2 
b7E 

12-31-200? 
SSIFIED BY 65179dmh/ksr / lmf 

1 . 4 ( C) 
5SIÏT""0H: 12-31-2032 

NSL VIO-33731 
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pg-l 

is 
IiMERE • • • • SHO ¥If • • QTHER¥I SE 



Original Messcy™ . 
6 From: I KOGC) (FBI) 

Sent: Friday, March 09, 2007 8:50 AM Sent: Friday, March 
, 0 Toi bGC) ™ 
•DZ c d IFBDJ |(FBI) 

Subject: RE: NSL Credit report response 

NSL VIO-33732 



UNOLAOOiriEfr 
NON-RECORD 

b7C 
b 2 

•b7E 

b 2 

b7E 
b 6 

hlC 

¿007 4:22 PM 
T ( F B I ) 

Original Mesi. 
From: I 
Sent : ( Thursday. Marrh 
To: L — 
Cc: \ [(FBI) 
Subject: RE: NSL Credit report response 

UNOLAOOinEB-
NON-RECORD 

(OGC) (FBI) 

b 5 

b 4 

b7D 
b 6 

b7C 

b 6 

b7C 
b 2 

b7E 

Original Message 
From: I IFBI) 
Sent: " » ^ n a ->nn7 ¿-m pM 

To: J IOGO (FBI) 
Cc: | J FBI) 
Subject: RE: NSL Credit report response 

UNOLAOOiriCD 
NON-RECORD 

recent problems which had been discovered, and 

b7C 
b 4 

b7D 
b 5 

NSL VIO-33733 



b6 
b7C 
b2 
b7E 

Therefore, we will advise! they can resume servind Iwith 
these NSLs. Additionally, we will instruct them, that when they serve a 
1681u request they should take special care to check that the reply is 
appropriately redacted before they forward any results to issuing offices. 

Let me know if you need anything further re this. 

Original Messaoa 
From: | |OGC) (FBI) 
Sent : Thursday Marrh flR 7007 1-1 "3 PM 

To: I IFBI);| l(FBI) 
Cc: THOMAS, JULIE F. (OGC) (FBI); CAPRONI, VALERIE E. (OGC) (FBI) 
Subject: RE: NSL Credit report response 

UNOLAOOiriEB 
NON-RECORD 

b7C 
b 4 

b7D 

b7C 
h 2 
b7E 

Message-
From: 
Sent: 
To: 

Cc: 
Subject: 

CAPRONI, VALERIE E. (OGC) (FBI) 
Thursday, March 08, 2007 1:04 £ t L 
TMflMAQ II || IFF fnfZr} fFRTvl 

j m l 

Kt: NbL créait report response 

loGC) (FB I )T 
I I FBI) 
{FETT 

UHOLAOOiriCD 
NON-RECORD 

b7E 

-Original Message-
From: 
Sent: 
To: 

Cc: 

Subject: 

THOMAS, JULIE F. (OGC) (FBI) 
Thursday, March 08, 2007 12:58 PM _ 

1 l f m f JFBI) ; 

1 (FBI); CAPRONI, VALERIE E. 
TOTO 1 

RE: NSL Credit report response 

UNOLAPOIBEB-
NON-RECORD 

NSL VIO-33734 



SEC 

b 2 

Ò7C 
b 2 

b 7 E 

b6 
b7C 
b4 
b7D 

Julie F. Thomas 
DGCNational Security Law Branch 
Office of the General Counsel 

202-324-
202-324-

Original Messane 
From: | 
Sent: 
To: 

3FBI) 

Cc: 

Subject: 

S E C R E T 
R E C O R D N O N R E C O R D 

Thnrcr lav Marrh HR 1007 1JV7R AM 
^PWFRTV PAVIAK 

JFBI) 

E. (ö<5fi) (l-yi); IHÜMAÜ, 
RE: NSL Credit report response 

i(FBI); CAPRONI,"VALERIE 
LIE F. ( . (OGC) (FBI) 

B o t i 
con fe rence in Denver th is week . 

J re a t tend ing t he for fe i ture 

does not. 
m a y imp lemen t its if H Q 

b 6 

b7C 
b 2 

•b7E 

b6 
b7C 
b4 
b7D 

b7C 
b2 
b7E 

Original Mess. 
From: 
Sent: 
To: 

f Cc: 

Subject: 

S E C R E T 
R E C O R D N O N R E C O R D 

t m L 

!
(OGC) (FBI) 
i U U M i— 

bsd— 

J l j ; lAPkUNr, 
s 

VALERIE E. (OGC) (FBI); THOMAS, JULIE F. (OGC) 
(FBI) 
RE: NSL Credit report response 

Valer ie /Ju l ie - shou ld w e s e n d out an order to s top us ing 
f o r i 881 u? 

Original Mess. 
From: 
Sent: 
To: 

Cc: 
Subject: 

S E C R E T 

l(FBI) 
kl. in jl li sun i epui l i espuifse 

R E C O R D N O N R E C O R D 

N S L V I O - 3 3 7 3 5 



SEOBET 

b 6 

b7C 
b 4 

b7D 

b e 

b7C 
b 2 

b7E 

As noted below - we recently identi f iecT las 
providing full credit reports io jssaaase to 1881U 
requests, is our liaison w i t l kuch that we 
can have them address this issue? Given the IG 
concerns re over collection - it mav he necessary to 
address this today or cease using! I 

t Original Mes: 
From: 
Sent: 
To: 
Cc: 

Subject: 

SECRET RECORD NON RECORD 

I ™ 
"hi i r r r ln f M- i r rh Off 7007 t l - r l ^ M i U I 

• ( 
JFBI; 

FW: NSL Credit report response 

(FBI) 
FBI) 

b 6 

b7C 
b 4 

b7D 
b2 
b7E 
b5 

b7C 
b 6 

b2 
b7E 

0the second response frorrj jhat 

as received in two weeks wherein it 
appears thatl I s sending credit 
Information which exceeds the scope of the 
request. The response is usless tci ¡since 
we need to sequester the information and renorf 
it as a potential IOB violation.! I 

1 OGC should 
. representative at| |o 

resolve this matter. 

you think. 

SS 
TTIfiè ÖT Division Counsel 

IFBI) 
Original Messa 

From: | 
Sent: Wednesday, March 07, 2007 3:28 PM 
To: I FBI) 
Cc: I KFBI) 
Subject: NbL credit report response 

SECRET 
RECORD NON RECORD 

NSL VIO-33736 

pg-6 



e c H Ç T 

We have a 65 case in which the case agent 
used an NSL to request credit report identifying 
info and identity of financial institution data for 
the subject We received a response from 

Ivhich appears to be a complete credit 
report! klso returned the original NSL 
which specifies it's not requesting the complete 
r\ r#-> #-J ¡4- ft »ni nf ni I nnt inr ,^ • 

I have secured the material froml In my 
safe; it has not been put into any file pending 
guidance from you. 
Thanks. 

ssi 

Office) 
Oeil) 

PERt¥ED-ERQjyi: Multmlg-Sgwcgs^ 
D E C f c A 8 3 t F T C A T Î O F r E X E M P T t O R 4 , 
SECRET 

PERt¥EO-EBQ!yi: Multml&Sowegs^ 
DB̂ LASetFtUTrriOISTEyEMPq̂ QtlJL 
SECRET 

PER4VED-ERQM: MuMplf^Sowees--
DECI=A3StFTCÂTÎOKrEXEMPTtQI4-l 
SECRET 

PERIVEQ-ERrm M̂ jgpî SotTTCeŝ  
DECfcASSÎFTCÂTION^CEMPHQM-l 
SECRET 

PERtVE&-FROM; Mî ltmte-SottrceS-' 
PEet^SSTfìCATION"EXEMPTtONH~ 
SECRET 

CREI 

NSL VIO-33737 
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Èb^E ET 

b7C 
b2 
b7E 

b7C 
bl 
b7A 
b2 
b7E 

From: 
Sent: 
To: 
Subject: 
SECRET 
RECORD xxxx 

FBI) 
TiiPgrlaw M a r r h 1 3 2007 9:22 AM 

[OGC) (FBI) 
RE: NSL Credit report response 

O 

Origina 
From: | 
Sent: 
To: 

](OGC) (FBI) 
Monday. Marrh 17. 7007 ! i :77 PM _ 

Cc: I 
Subject: FW: NSL Credit report response 

SECRET 
RECORD xxxx 

](0GC) (FBI) 
[(FBI) 

b7D 
b2 
b7E 

b7C 

(S) 

( S J 

A"' J L 
For a yet unknown period this year, in some casea provided full credit reports in 
response to 1681u (a) or (b) NSL requests. We are trying to get an understanding of the 
problem at this point. See below for a list of case numbers associated with requests 
addressed t | land served througlT" ¡Note some of these requests may not be 
NSLs. Please review the information provided in response to these requests to determine if 
any contain information exceeding the information requested and authorized under 1681 u (a) 
or fbVI " " h a s not yet been able to narrow the timeframe so these records date back to 
the beginning of the year. Please let me know if you find any instances where information 
was over-collected so we can have a better idea of the scope of the problem. 
Thanks for your help 

1 2 - 1 4 - 2 0 0 ? 
3Y 65179diah/ksrj 

„•4 (•€}• 
SC3LÄSSI.F?....0S: 12-14-2.032. 

NSL VIO-

pg-1 

iU: TTJFfiKMiTTnrJ -r:?:n> 
I S UNCLASSIFIED 
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(S ) 

(3) 

(S) 

( S ) 

(S) 

(S ) 

( s ) 

( S ) 

(S) 

(S) 

( S ) 

( S ) 

(S ) 

bl 
b7A 
b2 
b7E 

NSL VIO-33740 
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From:!"""" IFB I) 
Sent: ThnrsHav March OR 7007 4-07 PM 
To: L FCIGC) (FBI) 
Cc: | [FBI) 
Subject: Kt: imsl ureait report response 

U N C L A O G I R » 
NON-RECORD 

Therefore, we will aclvisd IpersonneI they can resume servind Iwith these 
NSLs. Additionally, we will instruct them, that when they serve a 1681 u request, they 
should take special care to check that the reply is appropriately redacted before they 
forward any results to issuing offices. 

Let me know if you need anything further re this. 

Original Message 

NSL VIO-33741 
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he 
h i c 
h 2 
hl E 

h 6 
hlC 
• b 4 

b 7 D 

From: 

S3 

(OGC) (FBI) 

ï 
Thlir^flY, Marche 

] ( F B I ) [ _ 
C) (FBI); ( 

7007 1 - n P M 
]FB I ) 

Cc: THOMAS, JULIE F. (OGC) (FBI); CAPRONI, VALERIE E. (OGC) (FBI) 
Subject: RE: NSL Credit report response 

UNCLASSIFIED 
NON-RECORD 

h S 
hlC 
h 2 
hl E 

Can you help here, since I thin 
Original Message' 

From: 
Sent: 
To: 

s in Denver. We need th POC. 

CAPRONI, VALERIE E. (OGC) (FBI) 
Thursday, March 08, 2007 1:04, 

c 
THOMAS HJITFF mGrUFRTi[ 

IfOGCl (FBI)J 
I Ê B I ) ; 

I (FBI); 

Cc: 
Subject: 

I I FBI) 
RE: NSL Credit report response 

UNCLASSIFIED 
NON-RECORD 

h 6 
hlC 
h 2 
hl E 

If someone will get me the name and number I'll reach out for him/her today. 

Original Message 
From: THOMAS, JULIE F. (OGC) (FBI) 
Sent: _ Thursday, March OS, 2007 12:58 PM 
To: 

Cc: 
Subject: 

ÏfbdC 
J(FBI)1 

i P 
f r e i ) 

;OGC) 

RE: NSL Credit report response 
FBI); CAPRONI, VALERIE E. (OGC) (FBI) 

UNCLASSIFIED 
NON-RECORD 

b 4 

b7D requests t 
issue. 

! is that we cease sending such 
luntil we can contact the General Counsel regarding this 

h 2 

b 6 

b 7 C 
h 2 
hl E 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel 
Room 7975 
202-324\ 
m-314- (fax) 

Original M e s s a ^ 
From: I 
Sent: 
To: 

Cc: 

Subject: 

] F B I ) 
Thursday, March 08, 2007 10:28 AM r -

[OGC) (FB|_ 
/FBIT 

THOMAS, JULIE F. (OGC) (FBI) 
RE: NSL Credit report response 

ÌFBI) 
(FBI); CAPRONI, VALERIE E. (OGC) (FBI); 

ALL IMFOPIiàTIOÏÏ C0MTÀIMED 
HEBEIM IS UNCLASSIFIED 
DÄTE 12-17-2007 BY 65179dJttlx/3isr/lmÊ 

NSL VIO-33742 
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RECORD NON RECORD 

b7C 
b4 

th 
this weeR 

are attending the forfeiture conference in Denver 

Original Mes^üfi 
From: 
Sent: 
To: 

Cc: 

Subject: 

OCORCT 
RECORD NON RECORD 

I (OGC) (FBI) 
M ^ h n o AM 

I ! * F B I ) l 

(FBI); THOMAS, JULIE F. (OGC) (FBI) 
RE: NSL Credit report response 

[(FBI) 
(FBI); CAPRONI, VALERIE E. (OGC) 

• I 

b6 
b7C 
b2 

Original Messala 
From: | |(FBI) 
Sent: 
To: J 
Cc: 
Subject: 

<CORET" 
RECORD NON RECORD 

RE: NSL Credit report response 

LS:52 AM 

4 F B I ) C Z 
• iÛGC) (FBI) 

I FBI) 

]FBI) ; 

b7C 
b4 
b7D 

b7C 
b2 
b7E 

Original Mesa-inn . 
From: | ¡(FBI) 
Sent: Thursday, March 08, 2007 9:45 AM 
To: • . [FBI) 
Cc: I ITET) 
Subject: FW: NSL Credit report response 

O C f t R E T 
RECORD NON RECORD 

NSL VIO-33743 
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b7D 
h 2 
b7E 

This is the second response fro rrl I t 

request. The response is usiess 

' . ftivis 
f r o r j 

ince we need to 

b7C 
I loffine nf Division Counsel 

Original 
From: | ¡FBI) 
Sent: Wednesday. Marrh 07.7007 3:78 PM 
To: 
Cc: 

Subject: 

.S6GRET RECORD NON RECORD 

NSL Credit report response 

I) 
FBI) 

b7C 
b2 
b7E 

We have a 65 case in which the case agent used an NSL to 
request credit report identifying info and identity of financial 
institution data for the subject. We received a response from 

Iwhich appears to be a complete credit report 
J l s o returned the original NSL which specifies it's 

not requesting the complete credit report). A couple of 
m i p c t i n n c 

have secured the material f r o n ^ ^ ^ ^ T n ^ r i v s a f e ; it has 
not been put into any file pending guidance from you. 
Thanks. 

SS I 

NSL VIO-33744 
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DERIVED PROM. MuIIUjIo Aaurn?s 
DECLASSjFlCtfHeirEgEMPTION 1 
SEGRET^ 

"DERIVED EgQM; MHltijilaeSftUfees-
DECi^SSJBCffTtOW^XEMPTION 1 
•SECRET " 

DERIVED rROMi Multiplfljtotrces 
DECI^SSlglCSTOa^EMPTION 1 
SECRlT ' 

DERIVBB_FRgMi Multiplies purees 
DECLj^SI£i£ffTOCEXEMPTION 1 
SECRET — — 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

DER1VEB^ERQM:ggrDI Classification OuiUi OK),jJuleiLiiQfr, rurglun 
Counterintelligence"^ 
DECLASSIFICAllQM-EXEMPTi5N 1 

DERtVED-FnOMi C 3J"DI Classification Guide G 0, dated 1/07, Tereie 
Investigations 
DECLASSIFICATION 

NSL VIO-33745 
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(Rev. 01-31-2003) 

SECRET SE^E 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 00/00/2007 

To: General Counsel Attn: Julie Thomas 
Deputy General Counsel, NSLB 

[COUNTERTERRORISM/ Attn: [UNIT] 
COUNTERINTELLIGENCE/CYBER] 

[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 
[Squad] [X] 

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [Squad] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE)] 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

Drafted By: [LAST FIRST MIDDLE NAME: INITIALS] 

Case ID #: • ¿X^ [CASE F I L E NUMBER] (Pending) 

•. Title: [ SUBJECT ] 
i1 ^ ^ [A.K.A.] [ALIAS (IF APPLICABLE) ] 

[IT/FCI - FOREIGN POWER] 
OO: [OFFICE OF ORIGIN] 

F) Synopsis: (NSLCOM) Approves the issuance of a Fair Credit 
Reporting Act fFCRA) Sections 1681u(a) and (b) combination 
National Security Letter (NSL) for financial institution listings 
and consumer identifying information; provides reporting data; 
and, if necessary, transmits the NSL for delivery to the credit 
reporting company. 

03-2008 SE&R^T 
iY 65179tibaii/k s r / lmf 
(C) 
il: 01.~03~2-0.33. PQ~ 1 

I.JHEPE iKÛUiï 01. 

NSL VIO-33746 



scHf] SEC: 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
iv: [CASE FILE NUMBER, 00/00/2007] 

Derived From : G-3 
Declassify On: [10-25 years based on 

information in the EC] 
X 

[FULL/PRELIMINARY] Investigation Instituted: (S) [00/00/2007] 

Reference: [CASE FILE NUMBER Serial XXX] 

Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 
ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated [00/00/2007], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting the names and 
addresses of financial institutions at which the listed consumer 
maintains or has maintained an account and requesting consumer 
identifying information relating to the consumer. 

Details: A [FULL/PRELIMINARY] [FOREIGN 
COUNTERINTELLIGENCE/INTERNATIONAL TERRORISM] investigation of 
subject, a [U.S. PERSON/NON-U.S. PERSON], was authorized in 
accordance with the Attorney General Guidelines because [Give a 
full explanation of the justification for opening and maintaining 
the investigation of the subject; barebones facts will not 
suffice and will cause the request to be rejected for legal 
insufficiency.] This financial institution information and 
consumer identifying information are being requested to [Fully 
state the relevance of the requested records to the 
investigation]. 

This electronic communication documents the 
[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
the financial institution listings for [NUMBER OF] individual(s) 
from [credit reporting company #1]; [NUMBER OF] individual(s) 
from [credit reporting company #2], etc. [If there are requests 
from multiple reporting companies for the same person, please 
state. Provide the USP status of all the persons about whom the 
requests are seeking information, including the subject of the 
investigation. In other words, do your best to give as much 
information as you can, for congressional reporting purposes.] In 
addition, for mandatory reporting purposes, the enclosed NSL 
seeks the consumer identifying information for [NUMBER OF] 
individual(s) from [credit reporting company #1]; [NUMBER OF] 
individual(s) from [credit reporting company #2], etc. [If there 
are requests from multiple reporting companies for the same 
person, please state. Provide the USP status of all the persons 
about whom the requests are seeking information, including the 

e^; SECRET 
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SECRET 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re":'- [CASE FILE NUMBER, 00/00/2007] 
subject of the investigation. In other words, do your best to 
give as much information as you can, for congressional reporting 
purposes.] 

(U) Arrangements should be made with the credit 
reporting company to provide the records [personally to an 
employee of the DELIVERING DIVISION or through use of a delivery 
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF] 
business days of receipt of this reguest. The credit reporting 
company should neither send the records through routine mail 
delivery nor utilize the name of the subject of the reguest in 
any telephone calls to the FBI. 

DISCLOSURE PROVISIONS 

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the 
FBI has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC (but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 15 U.S.C. § 1681u(d), I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure reguirements under the applicable National 
Security Letter statute. 

SECRET 

3 
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SECRRT 

To: [DELIVERING DIVISION] Frc 
Re: [CASE FILE NUMBER, 00/00/2007] 

From: [DRAFTING DIVISION] 

[Include the next 2 paragraphs in all ECs.] 

( U ) Information received herein from a credit 
reporting company may be disseminated in accordance with the 
Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection, subject to 
the following statutory limitation. Dissemination of such 
information is limited to other Federal agencies as may be 
necessary for the approval or conduct of a foreign 
counterintelligence investigation, or, where the information 
concerns a person subject to the Uniform Code of Military 
Justice, to appropriate investigative authorities within the 
military department concerned as may be necessary for the conduct 
of a joint foreign counterintelligence investigation. 

(U) Any questions regarding the above can be directed 
to [CASE AGENT, telephone number (000) 000-0000.] 

S 

4 
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SE^ET 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
- [CASE FILE NUMBER, 00/00/2007] 

LEAD (s) : 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

[COUNTERTERRORISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON, DC 

(U) At [Unit] Read and Clear 

Set Lead 3: (Action) 

[DELIVERING OFFICE - if using personal service] 

[AT CITY, STATE] 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the credit reporting company, 
[DELIVERING DIVISION] is requested to submit results to [DRAFTING 
DIVISION] and [OFFICE OF ORIGIN, if applicable]. 

(U) Please take special note that the reply to this 
request should not generate receipt of a full credit report and 
that only a summary or redacted credit report should be accepted. 

NSL VIO-33750 



(Rev. 01-31-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 00/00/2007 

To: General Counsel Attn: Julie Thomas 
Deputy General Counsel, NSLB 

[COUNTERTERRORISM/ Attn: [UNIT] 
COUNTERINTELLIGENCE/CYBER] 

[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 
[Squad] [X] 

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [Squad] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE)] 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

Drafted By: [LAST FIRST MIDDLE NAME: INITIALS] 

(U) Case ID #: ^X^[CASE FILE NUMBER] (Pending) 

T i t l e : [ S U B J E C T ] 
(U) / X [A.K.A.] [ALIAS (IF APPLICABLE) ] 

[IT/FCI - FOREIGN POWER] 
OO: [OFFICE OF ORIGIN] 

Synopsis: (U) (NSLCII) Approves the issuance of an Fair Credit 
Reporting Act (FCRA) Section 1681u(b) National Security Letter 
(NSL) for consumer identifying information; provides reporting 
data; and, if necessary, transmits the NSL for delivery to the 
credit reporting company. 

(D ^ ^ B u i m a rium . a 3 
ALL INFORMATION CONTAINED 

DATE: 01 -03 -2008 ^ & 5 £ R E T HEREIN IS UNCLASSl 
IY 65179 tib&ii/k s r / lm f 
••ill 1 
H: 01-.03-2033. P 9 " 1 
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SECR. 

(U)-

< U ) 

(U) 

<U) 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
( U ) ^ [CASE FILE NUMBER, 00/00/2007] 

Declassify On: [10-25 years based on 
information in the EC 

[FULL/PRELIMINARY] Investigation Instituted: [00/00/2007] 

Reference:^X*^ [CASE FILE NUMBER Serial XXX] 

Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 
ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated [00/00/2007], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting consumer identifying 
information relating to the consumer listed. 

Details: A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/ 
INTERNATIONAL TERRORISM] investigation of subject, a [U.S. 
PERSON/NON-U.S. PERSON], was authorized in accordance with the 
Attorney General Guidelines because [Give a full explanation of 
the justification for opening and maintaining the investigation 
on the subject; barebones facts will not suffice and will cause 
the request to be rejected for legal insufficiency]. This 
consumer identifying information is being requested to [Fully 
state the relevant of the requested records to the 
investigation]. 

This electronic communication documents the 
[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
consumer identifying information for [NUMBER OF] individual(s) 
from [credit reporting company #1]; [NUMBER OF] individual(s) 
from [credit reporting company #2], etc. [If there are requests 
from multiple reporting companies for the same person, please 
state. Provide the USP status of all the persons about whom the 
requests are seeking information, including the subject of the 
investigation. In other words, do your best to give as much 
information as you can, for congressional reporting purposes.] 

(U) Arrangements should be made with the credit 
reporting company to provide the records [personally to an 
employee of the DELIVERING DIVISION or through use of a delivery 
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF] 
business days of receipt of this request. The credit reporting 
company should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

NSL VIO-33752 
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To: v [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: • •>¿0 [CASE FILE NUMBER, 00/00/2007] 

DISCLOSURE PROVISIONS 

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the FBI 
has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC (but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used.] 

(U) 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 15 U.S.C. § 1681u(d), I, the 
senior official approving this EC, certify that a disclosure of the 
fact that the FBI has sought or obtained access to the information 
sought by this letter may endanger the national security of the 
United States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

Brief statement of the facts justifying my 
certification^in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation of 
the nondisclosure requirements under the applicable National 
Security Letter statute. 

[Include the next 2 paragraphs in all ECs.] 

(U) Information received herein rom a credit reporting 
company may be disseminated in accordance with the Attorney 
General Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, subject to the following 
statutory limitation. Dissemination of such information is 
limited to other Federal agencies as may be necessary for the 
approval or conduct of a foreign counterintelligence 
investigation, or, where the information concerns a person 
subject to the Uniform Code of Military Justice, to appropriate 
investigative authorities within the military department 

3 

NSL VIO-33753 



SECRXT 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
V : [CASE FILE NUMBER, 00/00/2007] 
concerned as may be necessary for the conduct of a joint foreign 
counterintelligence investigation. 

(U) Any guestions regarding the above can be directed 
to the [CASE AGENT, telephone number (000) 000-0000.] 
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SE^ET 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
-Re--:-- [CASE F I L E NUMBER, 00/00/2007] 

LEAD (s) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
reguirements for NSLs. 

Set Lead 2: (Info) 

[COUNTERTERRORISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON, DC 

(U) At [Unit] Read and Clear 

Set Lead 3: (Action) 

[DELIVERING OFFICE -if using personal service] 

[AT CITY, STATE] 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the credit reporting company, 
[DELIVERING DIVISION] is requested to submit results to [DRAFTING 
DIVISION] and [OFFICE OF ORIGIN, if applicable]. 

(U) Please take special note that the reply to this 
reguest should not generate receipt of a full credit report and th 
only a summary or redacted credit report should be accepted. 

^SlitS^ET 
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(Rev. 01-31-2003) 

SÌÌS^E 

FEDERAL BUREAU OF INVESTIGATION 

(J) 

Precedence: ROUTINE Date: 00/00/2007 

To: General Counsel Attn: Julie Thomas 
Deputy General Counsel, NSLB 

[COUNTERTERRORISM/ Attn: [UNIT] 
COUNTERINTELLIGENCE/CYBER] 

[REQUESTING OFFIE] Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 
[Squad] [X] 

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [Squad] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE)] 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

Drafted By: [LAST FIRST MIDDLE NAME: INITIALS] 

Case [CASE FILE NUMBER] (Pending) 

Title: p C [SUBJECT] 
[A.K.A.] [ALIAS (IF APPLICABLE) ] 
[IT/FCI - FOREIGN POWER] 
OO: [OFFICE OF ORIGIN] 

SynopsiS":---jkfî ' (NSLFIL) Approves the issuance of an Fair Credit 
Reporting Act Section 1681u(a) National Security Letter (NSL) for 
financial institution listings; and, if necessary, transmits the 
NSL for delivery to the credit reporting company. 

( U ) . 

03-2008 
Bill 
•••ili 

Dij.iuia riunì • a 3 

c k ^ 
./iisr/. 
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( U ) 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
(U) R&: X ^ [CASE FILE NUMBER, 00/00/2007] 

Declassify On: [10-25 years based on 
(U) information in the EC] 

[FULL/PRELIMINARY] Investigation Instituted: ^X^ [00/00/2007] 

Reference : [CASE FILE NUMBER Serial XXX] 

Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 
ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated [00/00/2007], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting the names and 
addresses of financial institutions at which the listed consumer 
maintains or has maintained an account. 

(IT) . 
Details: A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/ 
INTERNATIONAL TERRORISM] investigation of subject, a [U.S. 
PERSON/NON-U.S. PERSON], was authorized in accordance with the 
Attorney General Guidelines because [Give a full explanation of 

, the justification for opening and maintaining the investigation 
of the subject; barebones facts will not suffice and will cause 
the request to be rejected for legal insufficiency.] This 
financial institution information is being requested to [Fully 
state the relevance of the requested records to the 
investigation]. 

(U) This electronic communication documents the 
[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
the financial institution listings for [NUMBER OF] individual(s) 
from [credit reporting company #1]; [NUMBER OF] individual(s) 
from [credit reporting company #2], etc. [If there are requests 
from multiple reporting companies for the same person, please 
state. Provide the USP status of all the persons about whom the 
requests are seeking information, including the subject of the 
investigation. In other words, do your best to give as much 
information as you can, for congressional reporting purposes.] 

(U) Arrangements should be made with the credit 
reporting company to provide the records [personally to an 
employee of the DELIVERING DIVISION or through use of a delivery 
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF] 
business days of receipt of this reguest. The credit reporting 
company should neither send the records through routine mail 
delivery nor utilize the name of the subject of the reguest in 
any telephone calls to the FBI. 

S E c k i ^ 
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SECRET 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
-Re-; [CASE FILE NUMBER, 00/00/2007] 
DISCLOSURE PROVISIONS 

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the 
FBI has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC (but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 15 U.S.C. § 1681u(d), I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute. 

[Include the next 2 paragraphs in all ECs.] 

(U) Information received herein from a credit 
reporting company may be disseminated in accordance with the 
Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection, subject to 
the following statutory limitation. Dissemination of such 
information is limited to other Federal agencies as may be 
necessary for the approval or conduct of a foreign 
counterintelligence investigation, or, where the information 
concerns a person subject to the Uniform Code of Military 
Justice, to appropriate investigative authorities within the 

SE 
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SS^RET 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
v.: [CASE FILE NUMBER, 00/00/2007] 
military department concerned as may be necessary for the conduct 
of a joint foreign counterintelligence investigation. 

(U) Any questions regarding the above can be directed 
to [CASE AGENT, telephone number (000) 000-0000.] 

SECRET 
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SECRET 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
R e : j ^ C [CASE FILE NUMBER, 00/00/2007] 
LEAD (s) : 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

[COUNTERTERRORISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON, DC 

(U) At [Unit] Read and Clear 

Set Lead 3: (Action) 

[DELIVERING OFFICE - if using personal service] 

[AT CITY, STATE] 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the credit reporting company, 
[DELIVERING DIVISION] is requested to submit results to [DRAFTING 
DIVISION] and [OFFICE OF ORIGIN, if applicable]. 

(U) Please take special note that the reply to this 
request should not generate receipt of a full credit report and 
that only a summary or redacted credit report should be accepted. 

SECR^^ 
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(Rev. 01-31-2003) 

SE^ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

[COUNTERTERRORISM] 

Date: 00/00/2007 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

Attn: [UNIT] 

[REQUESTING OFFICE] 

[OFFICE OF ORIGIN] 

Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

Attn: SA [CASE AGENT] 
[Squad] [X] 

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [Squad] [X] 

(U) 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE)] 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

Drafted By: [LAST FIRST MIDDLE NAME: INITIALS] 

Case ID #:><J [CASE FILE NUMBER] (Pending) 

(U) Title; [SUBJECT] 
[A.K.A.] [ALIAS (IF APPLICABLE) ] 
[IT/FCI - FOREIGN POWER] 
OO: [OFFICE OF ORIGIN] 

Synopsis: (U) (NSLFCR) Approves the issuance of an Fair Credit 
Reporting Act (FCRA) Section 1681v National Security Letter (NSL) 
for a full credit report in an international terrorism 
investigation; provides reporting data; and, if necessary, 
transmits the NSL for delivery to the credit reporting company. 

PQjpjTuTQd F r o m i 
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SE 

To: [DELIVERING DIVISION] Fro 
R e : [ C A S E FILE NUMBER, 00/00/2007] 

From: [DRAFTING DIVISION] 

Declassify On: [10-25 years based on 
information in the EC] 

[FULL/PRELIMINARY] Investigation Instituted: [00/00/2007] 

Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 
ORIGIN, depending on whether service is personal or through 
restricted delivery system or fax] is an NSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting a full consumer 
credit report and all information in its files relating to the 
consumer listed. 

D e t a i l s : A [FULL/PRELIMINARY] international terrorism 
investigation of subject, a [U.S. PERSON/NON-U.S. PERSON], was 
authorized in accordance with the Attorney General Guidelines 
because [Give a full explanation of the justification for opening 
and maintaining the investigation on the subject; barebones facts 
will not suffice and will cause the request to be rejected for 
legal insufficiency]. This full credit report is being requested 
to [Fully state the relevance of the requested records to the 
investigation]. 

[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For reporting purposes, the enclosed NSL seeks the consumer 
credit report of [NUMBER OF] individual(s) from [credit reporting 
company #1]; [NUMBER OF] individual(s) from [credit reporting 
company #2], etc. [If there are requests from multiple reporting 
companies for the same person, please state. Provide the USP 
status of all the persons about whom the requests are seeking 
information, including the subject of the investigation. In 
other words, do your best to give as much information as you can, 
for congressional reporting purposes.] 

reporting company to provide the records [personally to an 
employee of the DELIVERING DIVISION or through use of a delivery 
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF] 
business days of receipt of this request. The credit reporting 
company should neither send the records through routine mail 
delivery nor utilize the name of the subject of the request in 
any telephone calls to the FBI. 

Reference; [CASE FILE NUMBER Serial XXX] 

This electronic communication documents the 

(U) Arrangements should be made with the credit 

2 
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ECÏÏS^ SEC: 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: ^¿f [CASE FILE NUMBER, 00/00/2007] 

(U) ^ 

DISCLOSURE PROVISIONS 

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the FBI 
has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC (but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 15 U.S.C. § 1681v(c), I, the 
senior official approving this EC, certify that a disclosure of the 
fact that the FBI has sought or obtained access to the information 
sought by this letter may endanger the national security of the 
United States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

"" "" Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation of 
the nondisclosure reguirements under the applicable National 
Security Letter statute. 

[Include the next 2 paragraphs in all ECs.] 

(U) Information received herein from a credit 
reporting company may be disseminated in accordance with the 
Attorney General Guidelines on National Security Investigations 
and Foreign Intelligence Collection. 

(U) Any questions regarding the above can be directed 
to the [CASE AGENT, telephone number (000) 000-0000.] 

SECK! 
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SECRET 

[DELIVERING DIVISION] From: [DRAFTING DIVISION] 
[CASE FILE NUMBER, 00/00/2007] 

IC^T SECRET 
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SECFEFÎ T 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
[CASE FILE NUMBER, 00/00/2007] 

LEAD (s) : 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) At [Unit] Read and Clear 

Set Lead 3: (Action) 

[DELIVERING OFFICE- if using personal service] 

[AT CITY, STATE] 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the credit reporting company, 
[DELIVERING DIVISION] is requested to submit results to [DRAFTING 
DIVISION] and [OFFICE OF ORIGIN, if applicable]. 

5 

NSL VIO-33765 



FD-962 (Rev. 03-21-2005) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE Date: 20/2007 

b6 
folC 
fo2 
b7E 

(U) 

( U ) 

To : Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

Contact : sa| 

bl 
b2 
b7E 
b7A 

Approved By 

Drafted By: 

rase ID #: HQ-C122 97 3 6-VIO 
Pend 
Pend 
Pend 
Pend 

(Pending) 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

Synopsis: To report a potential IOB matter. 

(u) - (>( 

(U) 

b7C 
h 2 
b7E 

Reference: 278-HQ-C1229736 Serial 2570 

Details: " ^ x T On 02/15/2 007, the writer discovered a potential 
Intelligence Oversight Board (IOB) matter when reviewing several 
counterintelligence case files in the process of issuing additional 
National Security Letters (NSLs). Under the Fair Credit Reporting 
Act, Title 15, United States Code, Sections 1681u(a) and (b), the FBI 
can obtain a list of financial institutions and consumer identifying 
information from a credit reporting company. Under Section 1681v, 
however, the FBI can obtain a full credit report only in ^n 
international terrorism case. In five separate cases, the I | 
FBI issued NSLs under Sections 1681u(a) for lists of financial 
institutions with which the subjects had business relationships. 
Instead of these limited reports, the| | FBI received full 
credit reports from sometimes as many as two of the three providers. 
These are provider errors. During all relevant times, the writer was 
the case agent and the writer's supervisor was SSA 

1 . 4 iC) secKJLT 
AIL IIFOPliATIOS CÛÏ'JTÀIIED 
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b7 E 
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SE^R^ 

To: Inspection From: 
--R-e-: 27 8-HQ-C122 97 36-VIO, 02/20/2007 

IS I 

additional NSLs, the response from 
credit report. 

was found to be a full 

dated 11/15/2006 were issuec 
agencies. On 1 2/21 /2006. 
On 12/12/2006, Q 
were filed until 

:ion of NSLs based 
5/?nr17 to issue additional NSLs, 

to each of the th 
jth 

ree credit 
J returned 
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ree NSLs 

ng 

and 

were 
s. On 17/71/? 
006,| \ 

ssued to each of the three credit 
| jreturned a response. On 

returned a response. On 12/12/2006,T 
These materials in a 1A were filed until 

1 - ree NSLs 
ng dated 

agencies 
12/20/2 
returned a result. These materials in a 1A were filed until the 
writer had sufficient time for review and further production of NSLs 
based on the results. During a review on 07/1.5/7007 to i.q.qnp 
additional NSLs, the responses 
to be full credit reports. 

from Iwere found 

' s ì 

dated 
agencies 

2006 were -i ssiipH tn of the three 
. On 12/27/2006,1 |returned a response 
Jreturned a response. On 12/11/2006, | 
These materials in a 1A were filed until the 

for review and further production of NSLs 

tnree Nbts 
credit reporting 

On 12/21/2 
I returned 

writer had 
based on 

a 
resuJ 
sufficient time for review and further production of NSLs based on the 
results. During a review on 02/15/2007 to issue additional NSLs, the 
responses from | | were found to be full credit 
re s . 

_ I ] 
a r r p r i m 

three NSLs 
ua Leu n/io/zuuo were issueu LO eacn oi Liie Liiree creui L reporting 

On 01/11/2007,| |returned a response. On 12/21/2006, 
returned a response. On 12/12/2006,| 1 returned a 

result. These materials in a 1A were filed until the writer had 

SEteR^T 
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] rnree nüls aarea n/iö/zuub were i ssuea r.o eacn or fTTe rnree creaä 
reporting agencies. On 01/08/2007,1 Ireturned a response. On 
12/21/2006,| | returned a response. On 12/11/2006, 1 
returned a result. These materials in an FD-340 (1A) were filed until 
the writer had sufficient time for review and further production of 
NSLs based on the results. During a review on 02/15/2007 to issue 

a response. 
returned a result. These materials in a 1A 

the writer had sufficient time for review and further 
on the results. During a revi ew on 

the responses from 
were found to be full credit reports. 
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b7E 
b4 
b7D 

SE&^ET 

To: Inspection From: 
-Re-: ^ f 27 8-HQ-C122 97 36-VIO, 02/20/2007 

sufficient time for review and further production of NSLs based on the 
results. During a review on 02/15/2007 to issue additional NSLs, the 
responses from 

s . 
were found to be full credit 

This communication, consistent with the directives in the 
referenced communication, provides this information to report these 
potential IOB provider errors for whatever action is deemed 
appropriate. 

SEÎ3RÇT 
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SECRET 
. 1 : b 2 To: Inspection From: | | >%7f 

--Re--:- 27 8-HQ-C122 97 36-VIO, 02/20/2007 

LEAD(s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SECRET 
4 
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b7C 
h 2 
b7E 

From: 
Sent: 
To: 
Cc: 

Subject: 
SECRET 
RECORD xxxx 

(FBI) 
Mnnrla\/ Marrh 19 9007 8:03 PM 

IfOGCUFBh 

](fbIT 
Jfbi£ ] (FBI)I 

FW: NSL Credit report response 

be 
b7C 
bl 
tb2 -
b7E 
b4 
b7D 
b7A 

(S) 

42418_07.wpd (12 
KB) 

-Attached is an EC we drafted reporting these errors as potential iQB matters not only for the two 
• i you mehtiorf I 

J interestingly all tive or these oases also invoiveq_ IsuPDivma a tull 

C 
1661 v) when only 1681 u(a) was requested 
' only | ¡supplied the incorrect report whil 

for the :e beiow[ 
- correct version. 

that serial was regarding the issuance of three NSLs. one 
"to each of the credit reporting agencies under 1681 u(a), but the response froml I has not 
yet been received. Hopefully they will provide the correct Information. Thank you, and please 
call with any questions. 

isards. 

b6 
b7C 
b2 

Poligf fii mpn/icnr 
FBI 

b7E (Desk) 
(Cell) 
(Fax) 

be 
b7C 
h 2 
b7E 

t Original Mess. 
From: 
Sent: 
To: [ 
Subject: 

SECRET 
RECORD xxxx 

](FBI) 
Monday, March 12, 2007 

3fbi)] 
port resplii ise FW: NSL Credit report respc 

](FBI) 

be 
b7C 
b2 
b7E 
l i l i l l l i i i 
¡IIIIIÜII 
3FŒÀSOH: 1. 
DECLASSIFY 

Could you look below for| 
more info than requested per our su 
not content. Please advise, Thanks 

0-2007 
BY 65173dmli/]c3r/lMf 
4 (c;t 
' OH: 12-20-2032 

SECRET 

and speak with the case agent to determine if we received 
pmifted NSL. I believe we just received bank identifiers and 

NSL VIO-33 
ALL INFORMATION" CONTAI] 

UNCLASSIFIED 
SHOOT OTHERWISE 

pg-1 NSL VIO-33863 



From: 
Sent: 
To: 

nnnnnaw nnarnn im /imi/ iiiii am | — 

LQGC) ( F B I ) | r 
|(OGC) (FBI); 

Information tor NSL Retention Group 

MnnHaw IWIarrhlO 0007 11 ;01 AM 
(OGC) (FBI) 

](OGC)(FBI) 
OGC)(FBI) 

Subject: 

RECORD xxxx 
b6 
b7C 

All, 
Could you please take a quick look at the attached? The DOJ/DNI NSL Retention Working group 
has asked for a description and chart of NSL analysis/retention and a description of the effect of 
closing a case in ACS. Let me know if anything is wrong or missing. I will send this to UCs later 
today but wanted you to have a look first. 

Retention 
Paper.doc (41 KB) 

DERtVEDJ"ROM. Q-0 rpi QlimtfiiuUtfli Guide. 0 0, dated 1/07, l~ereiqn Countorlntolligoi» 

Thanks 

InvestigatiQDS^^^^ 
PECCflisiFICATION EXEMPT^ 
OCQRCT 

DECLASSIFIED BY 65179dmli/]*3 r/lrnf 
01 12-31-2007 

NSL VIO-33778 
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From: 
Sent: 
To: 
Subject: 
SECRET 
RECORD xxxx 

(FBI) 
Monday, March 12, 2007 9:31 PM 

I (FBI) 
RE: NSL Credit report response 

EZZJ nel Hil le in 

nfo arrives. Thanks. 

SECRET 

FW: NSL Credit report response 

Duplicate "12/07 email this 
RECORD xxxx 

ÍS) 

( S I -

ISI-

ALL INFORMATION CONTAINED 

DITE; 12-31-2007 HEREIN IS TJMCLÄSSTFIED EXCEPT 
CLASSIFIED BY 65179diall/*3r/laf NSL VIO-3378S*THERE SHOOT OTHERWISE 
PEÀSON: 1...4 (£.). pg-1 
DECLAS.SI.Ff....Ol: 12-31-2.0.32 



b2 
b7E i 
b l 

b7A 
b4 
b7D 

From: 
Sent: 
To: 
Subject: 
SECRET 
RECORD xxxx 

(FBI) 
MnnHaw Marrh 19 9007 5:28 PM 

I tGC) (FBI) 
RE: NSL Credit report response 

rovided more than we requested (in one instance 
full credit report). We are still attempting to locate the third NSL. tc 

? 
Original 

From: 
Sent: 
To: 

Cc: 

I |OGC) (FBI) MnnHaw Mal-rh 11 dOI DM 

(OGC) (FBI) 
Subject: FW: NSL Credit report response 

SECRET Duplicate 
RECORD xxxx 

email this folder 

(S) 

DATE; 12-20-2007 ALL INFORMATION CONTAINED 
CLASSIFIED BY 65I79dff i l i /ks j : / imf pg_l l^bMQr 338SQ ASSIFIEE- EXCEPT 
REASOM: 1 , 4 tCi MHERE.... SHOOT... .OTHERIiI.SE 
I)ECMSSI.FY....OM: 12-20-2032 



• I l l 

ble 
b2 
hi E 

From: 
Sent: 
To: 
Ce: 
Subject: 
SECRET 
RECORD xxxx 

JFBI) 
Monday. March 12. 2007 5:13 PM 

ÌOGCA ÍFRh 
lOGCl (FBI) 

RE: NSL Credit report response 

(S) 

(S) 

b6 
b7C 
gbl ... 
b2 
b7E 
b7A 

b7D 

:)rr[ 

received a redacted credit report. Accordingly, we did 

Original Mggggflg 
From: Í 
Sent: 
To: 

Cc: 
Subject: FW: NSL Credit report response 

SECRET 
RECORD xxxx Duplicate 3/12/07 email this folder 

12-20-200? 
BY 6 5 1 7 9 d m h / k s r / I m f 

4 ( t f 
C M S S i F F " « : 1,2-2Ö-'2'Ö3'2' 

NSL V I O - 3 3 1 

pg-1 

HFORHATION COHTAIfJID 
SIN I S UNCLASSIFIED EXCEPT 



SECRET 

be 
blC 
b2 
blE 

From: 
Sent: 
To: 
Cc: 
Subject: 

Follow Up Flag: 
Flag Status: 
SECRET 
RECORD xxxx 

[ ]fbi) MnnĤ w M^h 10 0007 1 1 ;41 AM. 
, LQG£) ([jUliL-

FW: NSL Credit report response 

Follow up 
Flagged 

(FBI) 
FBI) 

b7D 
bl 
b7A 
b2 
b7E 

b6 
b7C 
b2 
b7E 

I just received my NSL irorrl I f o r case£ 

They sent me his credit report. 

FYI- This NSL result was received by thq bffice a while back, however it was never 
forwarded to me Around March 8th, I contacted thej I office to ask if they had received the 
NSL result. Th^ t n a l y s t said that she had rece i vedJ i ^M iMLsen t it on through her field 
office process. Apparently it was never sent to me here inl I She did some tracking 
and I received the NSL sometime last week while I was in training. 

sŝl ^^(FBI) Original Mesŝ  
From: _ 
Sent: MnnHa» Marrh iT^nri7 5:03 PM 
To: ] frpf^ j 
Cc: 
Subject: 

J(FBI)| 
FW: NSL Credit report response 

(FBI) (FBI) 

SECRET 
RECORD xxxx 

Duplicate 3/12/07 email this folder 

42418_07.wpd (12 
KB) 

IS) 

DÄTE; 12-20-2007 
CLASSIFIED BY 65I79dali/ksr/laf 
BEáñmii X.,..4...|Ci 
DE C L AS SI FY... OS: 12-20-2032 

ALL INFORMATION CONTAINED 

2mzLkS s 1 F I E D E X C E P T 

WHERE SHOOT OTHERWISE 

pg-1 NSL VIO-33863 



• I l l 

b2 
blE 
b6 
b7C 

From: 
Sent: 
To: 
Subject: 
SECRET 
RECORD xxxx 

\A/aHnacHaw Mar̂ h 1 t 
(FBI) 
2007 2:26 PM 

GC) (FBI) 
RE: NSL Credit report response 

Original Mpssanp-
From: 
Sent : Wprlnpsrlav March 14 7007 1:00 PM 
To: | ¡FBI) 
Subject: 

SECRET 
RECORD xxxx 

HOGC) (FBI) 

Rf̂ Ŝ nscü̂ p̂ö̂ response 

though i 

5 lookinc 

ECs will all die down over 

b7C 
ta 2 
hl E 

nHrinal 
From: I IFBP 
Sent : \A/pHnp<;Hav Marrh 14 2007 1 :51 PM 
To: I IfOGC) (FBI) 
Subject: RE: NSL Credit report response 

SECRET 
RECORD xxxx 

it 
Is this a reportable potential IOB violation even though we asked for only the financi; 

NSL audit that is being conducted this weekend? 

Original M e s s a a ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ 
From: | |OGC) (FBI) 
Sent; n m m o . n nM 

plicate 3/12 
-zu-zuuv 

i; 
m*. 1...4 to 

email this folder nsl ORIàTIOI C0HTÀIBED 
IS UNCLASSIFIED EXCEPT 

I pg-l 



11 
ta 2 
ta7E 
ta 6 
ta7C 

ta 6 
ta7C 
(ta2 -
ta7E 
ta 4 
ta7D 
tal 
ta 7 A 

From: 
Sent: 
To: 
Ce: 
Subject: 
SECRET 
RECORD xxxx 

(FBI) 

1 
Thi ircHav/ M a r r h l * 9007 1 ;13 PM 

[OGC) (FBI) 
FBI) ? fF 

Kb: NSL Credit report response 

ta 6 
ta7C 
ta 2 
ta7E 
tal 
ta7A (£) 

with respect 
to ensure 

the 

ta 6 
ta7C 
ta 2 
ta7E 
tal 
ta 7 A (S) 

SECRET 
RECORD xxxx 

There was a mistake" 
Sorry 

-OriGwas 
m: L 
t: 3 

FBI) 
OriguaaLbdAfifiaaA 

From 
Sent: 
To: 
Subject: RE: NSL Credit report response 

SECRET 
RECORD xxxx 

M ^ r r U S 9:22 AM 
I JOGC) (FBI) 

I I 
When I tried to look up th 
in your e-mail below), the 

Ç itpTiirrrĥr-
Jiame up instead and there were only 

set out 
two 

serials in the file. Can you check on this file number to determine whether it's correct? 

r-nr-l 

-Original Message-

DÀIE; 12-20-2007 
C LÄS SI.FIED. ...BY... 6.5.17 | É M l .E / laf 
REASON.: 1.4 (Ç).. 
DECLASSIFY ON: 12-2G-2032 SECRET 

NSL V I O - 0 P 1 I A T I O H CONTAINED 
HEKE'IH" " IS " • 'ÔÏÏC'IiÀS'S'I FIED • • • E'XCE PT 

pg-1 iJHERE-SHONM-OTHER¥ISE 



From: I IFRH 
Sent: \A/oHnocHav/ Mamhid 2007 1:51 PM 
To: DGC) (FBI) 
Subject: 1 — K b . NSL UUUIllUpOlf response 
S E C R E T Duplicate 3/14/07 email this folder 
RECORD xxxx 

Original 
From: 
Sent: 
To: 

JOGC) (FBI) 

Cc: 
Subject: 

SECRET 
RECORD xxxx 

|(OGC) (FBI) 
FW! NbLlltìUllltìpUIL Isp inse 

Duplicate 3/12/07 email this folder 

( S ) 

( S ) . I 

lllillllllillllilliiiilli| 
NSL VIO-SSS^^11'1 IS UNCLASSIFIED EXCEPT 

IJHERE SHOOT OTHERWISE 

- 0 2 - 2 0 0 8 

x.h.,4 m. 
,/issr/„ 

01-02-2033 
i 

pg-l 



• I l l 

b2 
b7E 
b6 
b7C 

From: 
Sent: 
To: 
Subject: 
SECRET 
RECORD xxxx 

JFBI ) 
\A/aHnacH3w M. r rh 1 4 ¡ 2007 1 i33 PM 

J (OGC) (FBI) 
RE: NSL Credit report response 

response until the end of next week. 

SECRET 

|-w: NbL credit report response 

Duplicate email this folder 
RECORD xxxx 

<S) 

(S) 

(S) 
-02-2000 

BY 65179dmii/ksr/-
n'4 (cy 

¡I: ÖI-02-2Ö33 

NSL V I O - 3 3 8 5 

AT T. Trj-np^TTn?.! m?-p. 
HEREIH IS UNCLASSIFIED 
WHERE SHOOT 0 T H E R ¥ I S £ 

pg-1 



•Ill 

hic 
ta 2 
ta7E 

From: 
Sent: 
To: 
Ce: 
Subject: 
SECRET 
RECORD xxxx 

[FBI) 
Tnacrlaw MarHTl 1 0007 /1-/H R[Vl 

Luucufb i ) 
FBI) 

RE: NSL Credit report response 

hlC 
b4 

b l 
b2 
b7E 
b7A 

unaer i otn (ujiaj ana ine oiner unaer 1881 (u) 

• 

The case agents are currently preparing IOB referrals. 

crtav MarrhTT FBI) 
12:53 PM 

0rigin|J- t4 

From: I 
Sent: 
To: [ 
Subject: FW: NSL Credit report response 

SECRET 
RECORD xxxx 

JCFBI) 

our legal unit < 

b7C 
h 2 
hl E 

I I 
lings. n 

b7C 
ta 2 
ta7E 

Original 
From: 
Sent: 
To: 

} 20! •GC) (FBI) 
'007 1 -77 PM 

Cc: 
Subject: 

SECRET 
RECORD xxxx 

IOGC) (FBI) 
l-W! NbL Lfédllf fêSPmse 

All, 

01-02-2008 

..».4....Î.CJ. 
JM: 0 1 - 0 2 - 2 0 3 3 

pg-1 NSL VIO-33863 
WHSFH SHOIffl-OTHSFBISE 



From: I liOGC) (FBI) 
Sent: Friday Marnh 07 7007 fi-30 PM 
To: | IfOGC) fFRh| | (OGC) 

lOGC) (FBI) 
Cc: I I (OGC) (FBI) 
Subject: Comprehensive EC and Issue List 

RECORD xxxx 

All, 
In case it comes up while I'm out, attached is the latest version of the Uber EC and the 
preliminary NSL issue list. The EC definitely needs to be tightened up and certain issues will 
need to be inserted once the shorter ECs go out. Hopefully that won't need to happen until I 
come back. 

Comprehensive NSL National Security 
EC.wpd (65 K... Letter Cheat... 

65179dffili/Jcsi/ln.f 
01-02-2008 pg-1 
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From: 
Sent: 
To: 

Subject: 
OCORCT 
RECORD xxxx 

Tuesday Marnh 70 
|OGC) (FBI) 
2ÛÛZ,9:50 AM -

I p G C ) (FBI ) l 
OGC) (FBI);] 
(OGC) (FBI) 

Joe 
OGC) 

|(OGC) 

Document tor UOJ/UNI NSL Retention Working Group 

All, k 6 
Pat Kelley and I are in a DOJ/DNI working group examining the FBI's retention of NSL-derived b 7 C 
information. The group has asked that we provide a chart outlining how NSL-derived information 
is used and where it is stored. They also asked us for a description of what effect closing a case 
has on the accessibility of the case. Please take a look at the attached and let me know if you 
have any comments. If you would like to run this by operators, feel free. The group is composed 
of DOJ/DNI and other intelligence agencies, and is cleared at least to the Secret level. 

If you have any comments, please get them to me by 2pm tomorrow. 

Thanks 

Retention 
Paper.doc (42 KB) 

D b k l V E L ) T R O M . ( V * F '- ISMRIIAUUII OuiUe O O , UUILU </D7T R«IRÇJ||N PRIUIILEIlnlullig^JTÏCÊ" 
Investigations 

^ E X E M P T I O N 1 
ftRPFEI 

DECLASSIFIED BY 65179dmîi/JcsE/lmÊ 
01 01-02-2008 

pg-1 
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(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 00/00/2007 

To: General Counsel Attn: Julie Thomas 
Deputy General Counsel, NSLB 

[COUNTERTERRORISM/ Attn: [UNIT} 
COUNTERINTELLIGENCE/CYBER] 

[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 
[SQUAD] [X] 

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [SQUAD] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-

0 0 0 0 ) ] 

Approved By: [ADIC NAME (IF APPLICABLE)] 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS] 

<T-T> Case ID #: ^ f [CASE FILE NUMBER] (Pending) 

(U) Title: [ SUBJECT ] 
[AKA] [ALIAS (IF APPLICABLE)] 
[IT/FCI - FOREIGN POWER] 
OO:[OFFICE OF ORIGIN] 

Synopsis: (U) (NSLESI) Approves the issuance of an Electronic 
Communication Privacy Act(ECPA) National Security Letter (NSL)for 
email subscriber information; provides reporting data; and, if 

DATE; 01-03-2008 SECRET HERETH IS U N C L A S S I F I E D 

f f 65179t ib&ii /k3r/ l f f l f \ WHERE SHOOT OTHERWISE 

•••*<• 

NSL VIO-33891 
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SEC: 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
R e : [ C A S E FILE NUMBER, 00/00/2007] 

necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

J ) i r l ^ ' l i [ i n I'1 i i h n i >11 " 

information in the EC] 

FULL/PRELIMINARY Investigation Instituted: (S) [00/00/2007] 

R e f e r e n c e : [ C A S E FILE NUMBER Serial XXX] 
Enclosures: (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 
ORIGIN, depending on whether service is personal or through a 
restricted delivery service or fax] is an NSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting the name, address, 
and length of service for the e-mail address holder(s) listed. 

Details: A [FULL/PRELIMINARY] [INTERNATIONAL/FOREIGN 
COUNTERINTELLIGENCE] investigation of the subject, a [USPER/NON-
USPER], was authorized in accordance with the Attorney General 
Guidelines because [Give a full explanation of the justification 
for opening and maintaining an investigation of the subject; 
barebones facts will not suffice and will cause the request to be 
rejected for lack of legal sufficiency]. This electronic 
subscriber information is being requested to [Fully state the 
relevance of the requested records to the investigation]. 

(U) This electronic communication documents the 
[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
subscriber information on [NUMBER OF] [e-mail/IP address(es)] 
from [ISP #1]; [NUMBER OF] [e-mail/IP address(es)] from [ISP #2], 
etc. 

(U) Arrangements should be made with the electronic 
communication service provider to provide the records [personally 
to an employee of the DELIVERING division OR through use of a 
delivery service or secure fax to OFFICE OF ORIGIN] within 
[NUMBER OF] business days of receipt of this request. The 
electronic communication service provider should neither send the 

SECRET 

2 

NSL VIO-33892 



To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
R e : [ C A S E FILE NUMBER, 00/00/2007] 

records through routine mail service nor utilize the name of the 
subj ect of the request in any telephone calls to the FBI. 

DISCLOSURE PROVISIONS 

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the FBI 
has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC (but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation of 
the nondisclosure requirements under the applicable National 
Security Letter statute. 

[Include the next 2 paragraphs in all ECs] 

(U) Information received from an electronic 
communications service provider may be disseminated in accordance 
with the Attorney General Guidelines on National Security 
Investigations and Foreign Intelligence Collection and, with 
respect to dissemination to an agency of the United States, only 

NSL VIO-33893 



S E c f e ï ^ 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: [CASE FILE NUMBER, 00/00/2007] 

if such information is clearly relevant to the authorized 
responsibilities of such agency. 

(U) Any questions regarding the above can be directed 
to [CASE AGENT, telephone number (000) 000-0000]. 

SECÏ 

4 
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SECRET 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re:>>^5 [CASE FILE NUMBER, 00/00/2007] 

LEAD (s): 

Set Lead 1: 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

[COUNTERTERRORISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON, DC 

(U) At [Unit] Read and Clear 

Set Lead 3: 

[DELIVERING DIVISION - fif using personal service] 

AT [CITY, STATE] 

(U) Deliver the enclosed NSL as indicated above. 
Upon receipt of the information requested, [DELIVERING DIVISION] 
is requested to submit results to [DRAFTING DIVISION] and [OFFICE 
OF ORIGIN, if applicable]. 

SE 

5 

X 

NSL VIO-33895 



U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

[DRAFTING DIVISION] 
[STREET ADDRESS] 
[CITY, STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 

[MR./MRS./MS.] [Complete name] 
[TITLE, IF AVAILABLE] 
[NAME OF COMPANY] 
[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 

Dear [MR./MRS./MS.] [LAST NAME]: 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 18, United States Code 
(U.S.C.), Section 2709 (Section 201 of the Electronic 
Communications Privacy Act of 1986) (as amended), you are hereby 
directed to provide to the Federal Bureau of Investigation (FBI) 
the name, address, and length of service with respect to the 
following email/IP account(s): 

[provide either or both - 1) person(s) to whom the email/IP 
address(es) is/was registered and/or 2)the email/IP address(es) 

[NAME OF PERSON(S)] 

[E-mail/IP ADDRESS(ES)] 

[ON A SPECIFIC DATE] 

or 

[FOR THE PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE] 
or [PRESENT]] 

If the time period noted above is to the "present," 
that term is intended to direct production of information to the 
date of the processing of this letter. If providing information 
to the date of processing is not feasible, please provide 
information to the date of receipt of this letter. 

In accordance with Title 18, U.S.C., Section 2709(b), I 
certify that the information sought is relevant to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities, and that such an 

ALL IMF ORMATI OH C0NTAIHEL 
HEBEÎ«f'T3""ïï!ÎCI,&SSIFIED 

NSL VIO-33896 
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[MR./MRS./MS] [COMPLETE NAME] 

investigation of a United States person is not conducted solely 
on the basis of activities protected by the First Amendment to 
the constitution of the United States. 

[Certification: The nondisclosure requirement is not an automatic 
feature of the NSL. If the supporting EC for this NSL included 
Option 1 (Invoking the Nondisclosure Requirement) then include 
the language in the following 3 paragraphs in the NSL.] 

In accordance with 18 U.S.C. § 2709(c)(1), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. Accordingly, 18 U.S.C. § 2709(c)(1) 
and (2) prohibits you, or any officer, employee, or agent of 
yours, from disclosing this letter, other than to those to whom 
disclosure is necessary to comply with the letter or to an 
attorney to obtain legal advice or legal assistance with respect 
to this letter. 

In accordance with 18 U.S.C. § 2709(c)(3), you are 
directed to notify any persons to whom you have disclosed this 
letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 18 U.S.C. § 2709(c)(4), if the FBI 
asks for the information, you should identify any person to whom 
such disclosure has been made or to whom such disclosure will be 
made. In no instance will you be required to identify any 
attorney to whom disclosure was made or will be made in order to 
obtain legal advice or legal assistance with respect to this 
letter. 

[Include the following language in all NSLs.] 

In accordance with 18 U.S.C. § 3511(a) and (b)(1), 
you have a right to challenge this letter if compliance would be 
unreasonable, oppressive, or otherwise unlawful, and you have the 
right to challenge the nondisclosure requirement set forth above. 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 

2 
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[MR./MRS./MS] [COMPLETE NAME] 

You are directed to provide records responsive to this 
letter [personally to a representative of the [DELIVERING 
DIVISION] OR through use of a delivery service to [OFFICE OF 
ORIGIN] OR through secure fax] within [xxxx] business days of 
receipt of this letter. 

Any questions you have regarding this letter should be 
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN],_depending on whether service is personal or through a 
delivery service]. Due to security considerations, you should 
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any 
telephone conversation. 

Your cooperation in this matter is greatly 
appreciated. 

Sincerely yours, 

[ADIC/SAC NAME] 
[ASSISTANT DIRECTOR IN CHARGE/ 

SPECIAL AGENT IN CHARGE] 

3 

NSL VIO-33898 



b7C 

F r o m : 
Sent : 
To : 
S u b j e c t : 
U N C L A S S I F I E D 
N O N - R E C O R D 

[ O G C ) (FBI) 
Mnnr ia i / M a r r h l Q 9007 8 :53 A M 

I | O G C ) (FBI) 
F W : I M P O R T A N T G U I D A N C E 

( O G C ) (FBI) 

b6 
b7C 

Original Mess 
From: 
Sent: 
To: 
Cc: 

Subject: 

] lNSD) (FBI) 
Sunday. Marrh 1R. 7007 6:07 PM 

In fiC) (FBI) 
I (INSD) (FBI^ 
• m 

RE: IMPORTANT GUIDANCE 

] (FBI ) ; THOMAS, JULIE F. (OGC) 

U N C L A S S I F I E D 
N O N - R E C O R D 

b7E 

• Z l 

Original 
From: 
Sent: 
To: 
Cc: 
Subject: 

3fbd 
Sunday, March 18, 2007 5:18 PM 

I IfTNSmfFRTi 
|_ I (INSD) (FBI) Hb: IMPÜklANI ÜUIUARICE 

U N C L A S S I F I E D 
N O N - R E C O R D 

b5 

INJFOJRHATION CONTAINED 
H""I'S""DirCLÄS'SIFIED 
0'1 - '0 2 ~2 '0 Ö 8" " B Y" "S' 

NSL VIO-33899 
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Ofjninal Mgccang. 
F r o m 
Sent : 
To: 

Orif l i 
1 : [ |(INSD) (FBI) 

ÇaH.rHav Marrh 1 7 "7007 -1 Q PIV 

S m t 

b6 
b7C 
b2 
b7E 

pg-2 
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b 2 1 . . l(FBI)j l(INSD) 
(FBI); I [OC) (FBI) 1 1 

b 7 E Subject: FW: IMPORTANT UJlUANlt r 

UNCLASSIFIED 
NON-RECORD 

h 6 
hlC 
h 2 
hi E 

Ori 
From: 
Sent : Saturday M a r r h 1 7 7flf l7 1 7 - n i . a 
To: [ 

J(INSD) (FBI) 

Cc: 
Subject: IMPORTANT GUIDANCE 

UNCLASSIFIED 
NON-RECORD 

We have received many calls asking for clarification of issues. Thank you for being 
conscientious and thorough in your review. Your positive attitude and patience with this 
process is greatly appreciated by all of us at HQ. 

Here are some of the commonly asked questions with guidance: 

b5 
b2 
b7E 

NSL VIO-33901 
HERE.IS....IS....UKC.LÀSS.IFIED 
DÂ1E.... 01. -.0 2 -. 2.0.0 3... BY.... 6,517. S.dmh./k.s x / I m f 

pg-1 



b5 
b6 
b7C 

o NSLB Attorneys are available to vou for guidance. 

Thanks. 
Please continue to call to resolve issues as they arise. 

— o ' 
work: 2 0 2 - 3 2 4 cell: 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

pg-2 
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be 
b7C 
b2 
b7E 

From: 
Sent: 
To: 
Cc: 
Subject: 
SECRET 
RECORD xxxx 

(FBI) 

• i 

Thursday. March 15 ,2007 3:23 pm 
(OGC) (FBI) 
FBI) 

FW: NSL Credit report response 

b2 
b7E 
b6 
b7C 

Original Mess' 
From: 
Sent: 
To: 
Subject: 

SECRET 

'fo resolution of this 

r n d 
Thursday, March 15f 2007 1:50 PM 

[ _ _ _ > ! ) 
kL. NAL LIyUll lb!|JUI L lesponse 

RECORD xxxx 

b6 
b7C 
b4 
b7D 
b2 
b7E 

I spoke to an Agent inI lhat is handling the lead. She indicated tha[ 
records on my subject, so nothing will be returned, and we wi" 
resolves the issue. Let me know if you need anything else. 

lound no 
not get a credit report, I hope this 

b6 
b7C 
b2 
b7E 

Original Mfisgaaa 
From: i 
Sent: 
To: 
Cc: 
Subject: 

SECRET 
RECORD xxxx 

] (FB I ) 
Thursday, March 15, 2007 1:13 PM 

OGC) (FBI) 
|FBI) 

Rt: NSL Credit report response 

' í Ì 
b6 
b7C 
bl 
b2 
b7E 
b4 
b7D 

Re: 

| f ias not 
(Jase Agent SA 
report. 

a response from! 
who will contact! 

with respect to our NSL. 1 contacted the 
to ensure that we don!t get a full credit 

2 E E 

01-02-2008 
C L A S S I F I E D BT 6SI79dmlì/ksr/la£ 
FEAS Olí i i-i-4-fG-î-
BEGLÂS-SI-FÏ-OSi Ql-O-2-2-0-33 

NSL 
ALL II'JFOPIIÀTIOI'J COÏJTÀOIED 
TÌESEA^RÌISOTJNCLASSIFIED EXCEPT 

MEERE SHOW OTHERWISE 
PG-1 



h 6 
b l e 

be 
blC 

be 
b i e 
h 2 

From: 
Sent: 
To: 
Subject: 

Mnnrlaw Marnh 05 9007 4:21 PM 
I |OGC) (FBI) 

FW: Telephone EC and NSL 

lOGC) (FBI) 

Importance: High 
OCORCT//NOFORN 
RECORD xxxx 

At the bottom is the banner we added on March 9 to assure that everyone knew the changes 
were effective immediatley 

T Original Me^aa 
From: 
Sent: 
To: 
Subject: 
Importance: 

] (OGC) (FBI) 
Wprinpsriav. Marrh 15. 7006 9:33 AM 

1 (OGC) (FBI) 
Telephone EC and NSL 
High 

¿FPRFT/ZNOFORN 
RECORD xxxx 

Assistant General Counsel 
National Security Law Policy and Training Unit 
National Security Law Branch 
Office nf the General Counsel, FBI, JEH, Room 7947 
2 0 2 - 3 2 4 ^ ^ J . 
I Ir.^t^ifiorl Qnnoill 

This is a Privileged Attorney-Ciient/Attorriey Work Product Communication 

Original Messaggi 
From: 
Sent: 
To: 
Cc: E 

](OGC) (FBI) 
, 2006 3:20 PM 

7 m 

jflYi Mnrrh n • _ 
IQGC) f F B n r -

I(OGC) ( f b i ) L t'rroDXcoNL. (OGC) (FBI)]_ JoGC) 
Subject: RE: URGENT OGC NSLB Revisions - New EC and NSL ponies and Banner for posting on OGC website 
Importance: High 

-9COrcei//NOFORN 
RECORD xxxx 

b6 
b7C • have it correct. 

I are the two missin^ 
! Subscriber NSL)" I 

delegates signature authorities 
it to the other 16. 

1 and 2 (Telephone 
the EC just approved fc 

is no existing iink for this 
that 
lease add 

DECLASSIFIED BY 6 5 1 7 9 d m h / k s r / I m f 
OH 01-02-20 08¡ 

NSL VIO-33913 
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b7C 
h 2 

NSL delegation EC telephone telephone 
approved by ... ibscriber EC.wpd (ljbscriber NSL.wpd (. 

Finally, please edit the banner for this folder to delete the last sentence: "NOTE: NEW NSLs 
SHOULD NOT BE APPROVED UNTIL THE DIRECTOR HAS DELEGATED THE SIGNING 
AUTHORITY." -- as that has now occurred in the document you are posting. 

both for your WONDERFUL HELP « 

Assistant General Counsel 
National Security Law Policy and Training Unit 
National Security Law Branch 
Office of the General Counsel, FBI, JEH, Room 7947 
?0?-3?4i I . 
Unclassified email:! 

This is a Privileged Attorriey-Client/Attorney Work Product Communication 

he 
hlC 

-Original Message-
L ](OGC) (FBI) 

m 

S 
Thiir^Y. March 09. ?m 2:38 PM 

JrroD)(coN) 
JÖGC) (FBI) 

From: 
Sent: 

£ \ 
Subject: FW: URGENT OGC NSLB Revisions - New EC and NSL ponies and Banner for posting on OGC website 
Importance: High 

OCCRCT//NOFORN 
RECORD xxxx 

b7C 
h 2 

This is my best interpretation of 

disable the links for the model EC « 
the National Security Letters webpac : (ht tp: / [ 

•fourths of the 
DO NOT 

DELETE the files on your end as I don't know if NSLB will need them in the future. 

At the top and bottom of the NSL webpage please post the following notation - in bold/caps, 
etc. 

The President will be signing the USA PATRIOT 
Improvement and Reauthorization Act at approximately 3 
p.m.(EST) today, March 9, 2006. At that point, all NSLs 

NSL VIO-33914 
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must comply with the new law. FBI OGC NSLB has 
posted new NSL forms on this website. The new law 
makes adjustments to the Director's delegation authority. 
Under the new law, FBI HQ Section Chiefs do not have 
the authority to approve NSLs. NOTE: NEW NSLs 
SHOULD NOT BE APPROVED UNTIL THE DIRECTOR 
HAS DELEGATED THE SIGNING AUTHORITY. 

After that notation at the top of the page, please insert the following and link to the documents 
referenced below (feel free to modify the filenames as you deem appropriate in order to 
differentiate them from the existing filenames). These documents should all stay in the Word 
Perfect format as they are ponies/samples to be used by Field Office personnel. 

b 6 

b7C 
h 2 

:lp with this. P! 

-Original Mgggga^ 
From: 
Sent: 
To: 
Cc: 

Subject: 

I t o G O (FBI) 
Thursday Marrh OQ 2006 1:03 PM 

I liOGC) (FBI) 

" E 
(FBI) 
E ¡cfi 

ÜOGC) (FBI); THOMAS, JULIE F. (OGC) (FBI);|I : E G O 

(OGC) (hBl) 
New EC and NSL ponies and Banner for posting on OGC website 

NSL VIO-33915 



Importance: High 

OCQRET//NOFORN 
RECORD xxxx 

We have 14 documents that need to be posted to our website this afternoon if at all possible. 
The President is signing the PATRIOT Act renewal at about 3:00 pm today and it changes 
the rules regarding NATIONAL SECURITY LETTERS. There are seven different types of 
NSLs. The attached documents are 7 ECs and the corresponding 7 NSL forms. 

Please post them under the Banner below in the email from 

« File: transactional record NSL 2008.03.09.wpd » « File: 1681u(a) NSL 
2008.03.09.wpd » « File: 1881 u(b) EC 2008.03.09.wpd » « File: 1881 u(b) NSL 
2008.03.09.wpd » « File: 1681v EC 2008.03.09.wpd » « File: 1681v NSL 
2008.03.09.wpd » « File: email EC 2008.03.09.wpd » « File: email NSL 
2008.03.09.wpd » « File: RFPA ec 2008.03.09.Vi/pd » « File: RFPA NSL 
2008.03.OS.wpd » « File: toll record EC 20Q8.03.09.wpd » « File: toll record NSL 
2006.03.09.wpd » « File: transactional record EC 2Q0S.03.Q9.wpd » « File: 1881 u(a) 
EC 2008.03.09.wpd » 

Please let us know when they are available on the website. 

Many thanks 

b 6 Assistant General Counsel 
j ^ ç National Security Law Policy and Training Unit 

National Security Law Branch 
Office of the General Counsel, FBI, JEH, Room 7947 
707-374 I . . 
I Innlassi f iPr l Pimai l l J 

This is a Privileged Attorney-Client/Attorney Work Product Communication 

he 
hlC 

Original Message-
From: [ 
Sent: 
To: 
Cc: 

r I hursday, harcn w 
j o GC) 

r m e 12:1 

'iHQMAfUUIIhh 

(FBI) 
. :50 PM 
]OGC) /FRTÌ |OGC) M 1 L _ 

¿FBI ) ; | 
J ( O G C f t l W 

Subject: Banner ror weDpage re new NSLs. 

UNCLASSIFIED 
NON-RECORD 

] (OGC) (FBI) KOGC) (FBI); 

pg-4 
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The new NSL forms should be posted with this banner prominently displayed at the top and 
bottom of the page. 

The President will be signing the USA PATRIOT 
Improvement and Reauthorization Act at approximately 3 
p.m.(EST) today, March 9, 2006. At that point, all NSLs 
must comply with the new law. FBI OGC NSLB has 
posted new NSL forms on this website. The new law 
makes adjustments to the Director's delegation authority. 
Under the new law, FBI HQ Section Chiefs do not have 
the authority to approve NSLs. NOTE: NEW NSLs 
SHOULD NOT BE APPROVED UNTIL THE DIRECTOR 
HAS DELEGATED THE SIGNING AUTHORITY. 

Assistant General Counsel 
National Security Law Policy and Training Unit 
FRI M D P n n m 7Q7R 

Unclassified Fax 
Secure Fax: 

( m 5241 fcn 

Privileged Attorney-Client/Attorney Work Product Communication 

UNCLASSIFIED 

-PERmEP PROM. MulUyteJSottrCës 
DEC LASS (ES^ON^Sl603Ö9 
-SECRÉT//NOFORN ^ ^ ^ 

L S f r w c e S 
DECLASSIËS33Nr^P3l03Q9~ 
-SECRÊT//NOFORN ^ 

4MÍUEJJJ-KUM! Multiple bombes 
DECLAS5lE3&QN^2Qie5309 
«ECRÊT//NOFORN 

DERIVED l~ROM. Multiple, Gourees 

Isis?. V IO-33917 



PECbASSgy 0 ^ 3 0 4 6 0 3 0 9 
SEGRET77ÑOFOKÑ — H 

DERIVED FROM: Multiple^Sources 

SECFTÉT//NOFORN ^ — — 

pg-6 
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From: 
Sent: 

To: 

Subject: 

RECORD xxxx 

(OGC) (FBI) 
Monday. March 19. 2007 11:01 AM | — 

(FBI);|_r 
JOGC) (FBI); 

intormation tor NSL Retention Group 

](OGC)(FBI); 
(OGC) (FBI) 

b7C All, 
Could you please take a quick look at the attached? The DOJ/DNI NSL Retention Working group 
has asked for a description and chart of NSL analysis/retention and a description of the effect of 
closing a case In ACS. Let me know if anything is wrong or missing. I will send this to UCs later 
today but wanted you to have a look first. 

Thanks. 

Retention 
Paper.doc (41 KB) 

DERtVE&^KUML^-^J^I UD^>llltdlluil QuiUu Q-3, U j I lU 1/0?H=we*f 
Investigations 
DECLASSIFICATION 

DECLASSIFIED BY 65179dmli/]*3 r/lrnf 
01 01-02-2008 pg-1 
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From: | l(OGC) (FBI) 
b S Sent: Friday March 0? 9007 5-41 PM 
blC T o : 1 . l n r f (FBI);| [OGC) 

^RIVl IOGC1 (FBI) 
Co: | IOGCHFBI) 
Subject: Latest version or bus 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b2 
be 
hlC 

All, 
Attached are the latest versions of the other ECs I've been working on, In case action Is required 
while I'm out. You probably already have these, but I wanted to make sure. Thev are also in the 

| I ^ you need to contact me, I will have my cell | 

J h a r i k s 

CD - Full Credit 
EC.wpd (15 KB... 

NSL Retention EC 
(with edits).... 

NSL C of S.wpd (7 
KB) 

SENSITIVE BUT UNCLASSIFIED 

ALL IMFOMfATIOI CONTAINED pg-1 
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From: 
Sent: 
To: 
Cc: 
Subject: 

I I ( F B I ) 
Monday, March 12, 2007 3:05 PM 

I \\NSD) (FBI) 
THOMAS, JULIE F. (OGC) (FBI) 
NSL Checklist for INSD 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

(OGC) (FBI) 

he 
hlC 

Attached Is the checklist we discussed. As I said, it has not been approved by the General 
Counsel. I will go about putting together another checklist to meet your needs but any input on 
what you are looking for would be appreciated. 

Thanks. 

NSL REVIEW 
HECKLIST.doc (74 K 

SENSITIVE BUT UNCLASSIFIED 

ALL I M F O M f A T I O I CONTAINED 
pg-1 
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From: I HoCA) (FBI) : b 6 

Sent: Monday, February 26 2007 2:19 PM b 7 C 
To: J ran (FBI) 
Cc: I lOGCI (FBI) 
Subject: RE: Date of DOJ NSL Semiannual Report 
UNCLASSIFIED 
NON-RECORD 

] 
Office of Congressional Affairs 
202-3241 

or L o n g r e s 

o 
»1 Mpssanp ( 

I I (OGC) (FBI) 
Onninal_Mpssanp-

From: 
Sent: Monday, February 26, 2007 2:08 PM 
To: I I (OCA) (FBI) 
Cc: 1 pGC) (FBI) 
Subject: Date of DOJ NSL Semiannual Report 

UNCLASSIFIED 
NON-RECORD 

b7C 

Jwho happens to be immersed in briefing papers at the am a colleague o j 
moment. I am trying to track down one bit of information on a report submitted to Congress. 
We need the date DOJ submitted this report to Congress. It is a Corrected Semiannual 
Report Regarding Requests for Telephone of Subscriber Toll Billing/ Electronic Transaction 
Records for the semiannual period of January 1, 2005 to June 30, 2005. We sent the report 
to DOJ February 23, 2006, but do not have the date DOJ transmitted it to Congress. If you, 
or a DOJ contact would have this information, could you please provide it to me. This date 
needs to be included in the Director's letter to the IG going out today so could you please 
provide the information as soon as you have a chance. 

Thank vou. 

UNCLASSIFIED 

UNCLASSIFIED 

ALL IMFOMfâTIOI CONTAINED 
HEREII I S UNCLASSIFIED 
DATE 0 2 - 02 -2.0.0.8... .BIT... 6 5.17 9 rimh./fc. sx. / im f i 
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b7C 
b 2 
b7E 

From: 
Sent: 
To: 
Cc: 
Subject: 
SECRET 
RECORD 65a 

| (FBI) 
Monday March 19 ?007 4:59 PM 

k0GC) (FBI) 
JSD) (FBI) 

RE: NSL Credit report response 

b 6 
b7C 
b 2 
b7E 

(S) 

b l 
b7A 
b 2 
b7E 
b 4 -
b7D 
b e 
b7C 

(FBI) 
Original M a s s a a ^ ^ ^ ^ ^ ^ 

From: 
S e n t : ThnrsHav M a r r h 1 5 7007 11 -07 AM 

Cc: I t m 
Subject: RE: NSL Credit report response 

SECRET 
RECORD 65a 

CaselD 

in the mail 

> i ) 

'y.-Jf Origini hilafra/ia 
D ! ~ From: | |FBI) 

rwiqir^l Maprana 

« = I 
Sent: Thursday. Marrh 15. 7007 7:56 AM 
To: | ¡(FBI) 
Subject: rw : NbL credit report response 

• b 7 E - J I ™ 

b 4 
b7D ^ECRFT 

RECORD xxxx 

Original Message 
From: I I FBI") 

K ¡.: sent: ThnroHa» M ^ h n : A M 

b7C To: J "FRn 

b 2 
b7E 

Cc: | |(FBI) 
.fc)2 Subject: RE: NSL Credit report response 

SECRET 
RECORD xxxx 

0 1 - 0 2 - 2 0 0 0 
!T....6.S179.diBh/k| 

« « i m nn . rn no ono<: 

NSL VIO-339: 
LL IHFORMATIOH C0HTÀI1ED 
SREIK I S UNCLASSIFIED EXCE 

pg-1 



Original M e s i a o ^ ^ ^ ^ ^ — ^ ^ ^ ^ ^ ^ ^ — 
. ^ From: | |(FBI) 
b 6 Sent; Thursday, M*rrh IS. ?NN7 7-7FI AM 

b 7 C T o : 1 ^ ( F B I ) ; | |=BI) 
Subject: FW: NSL Cre<3lf Y l ^ l WSPfiftSfi 1 

b2 
b 7 E SECRET 

RECORD xxxx 

b6 
b7C 
b2 
b7E 

Original Messa 
From: [ 
Sent; 
T o : C Subject: 

SECRET 
RECORD xxxx 

itfh 12, 2 
] ( F B I ) [ 
edit repor 

DCFBI) 

NSL Credit report response 
• (FBI) 

b7C 
b2 

Original Mess^fl^ 
From: 
Sent 

Subject: 

•KTBT) 
TOGC) (FBI) 

FW: NSL Credit report response 

SECRET 
RECORD xxxx 

All, 

NSL VIO-33935 



b7C 

b6 
b7C 
b4 
b7D 

From: 
Sent: 
To: 
Subject: 
SECRET 
RECORD 65 

IfOGC) (FBI) 
Fr iday M a m h l f i 9DD7 ft"17 A M 

| I r n p r ^ f F R h l 
RE: NSL Response byl I info 

• 
Original M̂ccanp. 

From: 
Sent: 
To: 
Cc: 
Subject: 

Friday March 7007 7:49 AM 
JOGC) (FBI) 

?GC) (FBI);| 
RCOHFBU 

FW: NSL Response b' 

RECORD 65 

h 6 
hlC 

(OGC)(FBI) 

nfo 

J(OGC)(FBI) 

I think you guys need to run this by Julie and I think we 
PIOBs unless we think we can get some answers and c 

b6 
b7C 
b5 

b6 
b7C 
b4 
b7D 

intern 

I I -Original Mfi 
From: 
Sent: 
To: 
Subject: 

n p p [-> i—r 

RECORD 65 

]FBI) 

] We need more information. But certainly keep : 

M^hic pM lnm fpHi 
RE: NSL Response b' nfo 

b6 
b7C 
b4 
b7D 
h 2 message for this Agent to seal the CD and return it to 

NSL VIO-33944 
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he 
hic 
h 4. 
b7D 

he 
hic 
h 4 
b7D 

b7C 
h 2 
b7E 
b4 
b7D 

]0GC) 
Original Moccano. 

From: I 
Sent: Tuesday, February 27, 2007 7:49 AM 
To: FRT ¿1 I r n r c 
Cc: I 
Subject: FW: NSL Response by| 
Importance: High 

(FBI) 

]<0C rFfaJ - t> 
iyl linfo 

'GC)(FBI); THOMAS, JULIE F. (OGC) (FBI) 

^ E Q f t B T 
RECORD 65 

I 1 uqqestion. We do need to hold this information back until we 

Original Message 
From: 
Sent: 
To: 
Cc: , 
Subject: FW: NSL Response byl 
Importance: High 

](FBI) 
Tuesday. February 77. 7007 7:05 AM 

J(OGC) (FBI) 
h J ^ n 

SECRET 
RECORD 65 

he 
hlC 
h 2 
hl E 

hlC 
h 2 
hl E 
b4 
b7D 

man foirier and awaiting OGC's formal word as to what, if anything, to do with the 
• Legal Unit is holding replies from the field SAs in a separa le^ 

—OrigjaaLLlfissaflfi i i i i 
From: 1 
Sent: 
To: 
Cc: 

] (FBI) 

Subject: FW: NSL Response b} 
Importance: High 

OCORCT 
RECORD 65 

Ì007 1:49 PM 
l c p T> 

•u c O r i a i n a ^ e s s a g ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ 
J J D From: I " N i ) 
b 7 C Sent: Monday, February 26, 2007 11:20 AM 

b2 
b7E 

NSL VIO-33945 
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b7D 
b2 
b7E 

b6 
b7C 
b2 
b7E 
b4 
b7D 

To: 

Subject: FW: NbL Response D' 
Importance: High 

O E G R E T 
RECORD 65 

e z r J b î T 

'""-j^.ir,^! 
From: 
Sent: 
To: 

Subject: i-w: NbL Response DyJ 

RECORD 65 

he 
hlC 

h6 
hlC 
b2 
b7E 
b4 
b7D 

Original Message-Oriqi 
1 3FBI) From: 

Sent : ' Fririav. Fphmarv 33. ?fìfì7 1:44 1 
To: 

Cc: C t 

TFBI ) ; 

LMIL 

Subject: FW: NSL Response by^ 

S E C R E T 

mw 
] F B I ) ; 

RECORD 65 

•Original Message-

NSL VIO-33946 
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b 6 From:I fOGrt (FBI) 
Sent: Thursday, February 22, 2007 7:40 AM 

D To: FBI ALL CDCs 
Subject: FW: NSL Response b' 

RECORD 65 

b7D 
b2 
b7E 
b 6 

b7C 

b7C 
b 2 

b7E 
b 4 

b7D 

operational folks in vour field office who may have received information from[ 
will try to| \but in case some NSL return information was sent 
directly to the field, or came to the field before we were aware of this problem, I think this 

Subject: NSL Re 

RECORD 65 

|has learned that in at least one case, a small percentage of t h j |\ISL 
b 6 response seems to contain what could be INTPMRPTPRI AG MNTPNT IN particular, the NSL 
fo7C response b\l " Inc ludes a field entit led Iwhich appears to provide a 
k ^ description of the matter contained in the underlying communication. 

b 7 D We request that F b I ICDC and NSLB review this matter and determine whether 
b 2 I Is providing information that could be construed as content in response to an 
b 7 E NSL response. 

Tbl " " l ease agent reported that^ |s aware of the issue| | 

| frill sequester the NSL response in this matter pending resolution by FBll end 
N y L y 1 — 1 

? 
UhklVfcD TROM. f * E P I Classification ^••¡HQ q dated 1/9/, T6leiun 

•OniintorlnLill i i iuMCb investigations 

DECLASSIFIED BY 65179dmh/k?" NSL V I O " 3 3 9 4 7 
•••01-Û-2-2008 

pg-1 NSL VIO-33863 



PERtVE9-FRCWlLa=8-FW OlaAAiriiuUuii Oui^O<fc i la te^9?r^grerqn 
Counterintelligence Inves 
DECUV8StFtCgTT5N EXEMPTION 1 
SCORST 

D E R t ¥ E Q - F R Q M r g » P W e>iai>i>iriLdUuii b u m y b - ^ r r r a i 
Counterintelligence Inves 
PEGfcftSSIFTCTTriON EXEMPTION 1 
3 C 0 R W 

DEGfcAQStFlCSTlON EXEMPTION 1 
wCvTTCI 

DEa=A60tFtC?mgNEXEMPTI0N 1 
A C f i D E T J L U T W * 

DERIVEP-ERQMLC ^ FBICIassificatien Cuida C ^-DG 
Counterintelligence Invest 
DEGkASStFTCTrnoKT EXEMPTION 1 
v C O W B T 

DERtVEDH=ROMUl3LrD^OIajjiriLjUuii QuiUuQ-3L 
Counterintelligence Ir 

NATION EXEMPTION 1 
SFPPET 

PERtVEO-ERQM: Classifieatien Guide O^, datfifLU»7rFoTgtqn 
Counterintelligence invesT 
DECLASSti=tCjnTOTTEXEMPTION 1 
SECRET 

pR9|\fl- fi-a f r i Classification Guide G-3 HatPri 1/97, F~Mr |n~ 
Counterintelligence Invf 
fcHzCLA^IHCAMON bXEMPTION 1 
SgORCE. 

Pg^VEO-ERQM: 0 0_rDIGIoaoifioat;— ^^^datejji iaZ^Pefekm^ 
Counterintelligence investic 
DECfcASStFtC7nT5FTEXEMPTION 1 
OCORCT 

NSL VIO-33948 
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be 
b7C 
h 2 
b7E 
b4 
b7D 

be 
b 7 i 

b4 
b7: 

be 
b7C 
h 2 
b7E 
b4 
b7D 

T 

From: 
Sent: 
To: 

Cc: 

Subject: 
SECRET 

] 0 G C ) (FBI) 
\A/prlnocHa\/ M a r r h 9 f l 9007 10-1« AM 

IfFBh: 
(PRIVI 

THOMAS, JULIE F. 
RE: NSL Results fro 

3oGC)(FBI)[ 

lOGC) 
imi. 

miEßi 
lOGC) (FBI); 
l(OGC) (FBI) 

RECORD 

b7C 
b2 
b7E 
b4 
b7D 

b4 
b7D 

4 
]should be in place by Friday of this week. 

Original I 
From: 
Sent: 
To: 
Ce: I 

Subject: 

SECRET 

JFBI ) 
W e H n ^ v . Marrh 7R. 7007 10:17 AM 

J ( O G g i £ ß ü L 
|0GC) (FBI) 

THOMAS, JULI E» fi r n r r u 
RE: NSL Results froi ï 

I B M 
[oGCf 

WL 

TFETT 
] (0GC) (FBI); 

RECORE 
b2 
b7E 

• 
OrigiûaL^ÊSSaflÊûû^— 

From: | |OGC) (FBI) 
Sent: / t m p c ^ m^ ~>i ?nn7 4-m F'M 
To: 
Cc: 

T 
Subject: RE: NSL~Results frorr^ 

SECRETi 
RECORD 

FBI) 
I0GC1 (FBI)l 

1(3 «5SC7TFBTT 
JFBI); > •GO(FBI); 

bl 
b7A 
b2 
b7E 

b6 
b7C 
b2 
b7E 
b4 

Original Messs 
From: [ 
Sent: 

C c l L _ SubiBCTT 

SECRET 
RECORC 

IFBD Ü n Ti ipcrlay Marrk 3iV)7ì-1 ? PM 
(OGC) (FBI) 

l(FBI)J \-\ir. NbL kyyUILk fromr 

](OGC) (FBI) [ 

|FBI) 

C Z 3 

:: 0 1 - 0 2 - 2 0 0 0 
ISiriED BY 6 5 I 7 9 d m h / k s r / l m f 
iOIJ: 1 .4 (.0). 
,ÀSS.I.FY....0H: 0.I.-Q2-2.Q3.3. 

pg-1 
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b7C 

I bffice of Division Counsel 

b7C 
b2 
b7E 

Original Mpyanp 
From: I 
Sei 
To 
Cc Ì 

•(FBI) 

Subject: 

SECRET, 
RECORE 

(OGCXFBI) 
RE: NSL Results froi 

J(OGC) (FBI)£ 

"C 

_ FBI) 
OGC) (FBI); 

b l 
b7A 
b 2 
b7E 

b7C 

b7D 

b7C 
b2 
b7E 
b4 
b7D 

I 
Original Mesŝ  

From: 
Sent: Mnnrlav. Marrh Jh. AWU 
To: [ 
Subject: 

SECRET 

FBI) 

TWT NbL Results trom| 
FBI) 

RECORD 

bl 
b7A 
b2 
b7E 

C Z 1 this is the email that I sent to you last week about the 
! will not review the data until we get word from OGC on how 

• 
Original Messaflfi 

From: | 
Sent: 
To: 
Subject: 

]FB I ) 
Wprlnpcrlav Marrh 71 7flf l7 1 -1SPM 

TW: NbL Results from 
o 

] [FBI) 

SECRET 
RECORD 

i — r 
jFi he CD containing the results of 

NSL VIO-33951 



CRET 

Original Mess 
From: | 
Sent: 
To: 
Subject: 

J IFBI) Ti lacHa» Marrh "?n ~?nri7 ç pM 
I j J(FBI) 

1 I NSL Results froi 

RECORC 

Hi 

I've attached a copy of the information obtained f rom 
delivery of your NSL request. I will forward the CD 
information wi th my outgoing FD542 responding to your 
me know if you need any additional information or have 

ollowing my 
this same 

. Please let 

ronarriQ 

Investigative Support Specialist 

"BERTVEP^RWLQjO rDHSUj^iriuiUuil IjUlUëlaa^-dateé-t/97rForiign 
Counterintelligence Irmg 
BEGfcft3StrrÖfsir2032032Ö~ 
SECRET 

P H ^ V E & ^ E R Q f i O r r F g ^ l a ^ l f i L d U u i i QuiU^O 0, j t f l t f rl I f f iTrForei tm 
Counterintelligence Inve 
PEGfcftSSTFrgNr20320320 
SECRET 

DERtVES-FRCMT F R I ^ 1 — ^ . . ¡ h ^ T ^ f t f & U J & T + v x z m ' 
Counterintelligence ln\ 

20320320 
SECRET 

DERtVED-ERQM: 0 Oj^D^OIaaaificatieii Guide 0 Qr<MedJL/9Z^efetcrrr 
Counterintelligence Inveg 

JT2Q32Q32Q 
SECRET 

D E R I V E D F R O M ; G 3 TP 1 ^ ' " " " ¡ m î h n ^ d a t e d 1 /97, F u i ë l g i i ' 
C u u n i h i l I n t e l l i g e n c e i n v e s t i g a t i o n s -

NSL VIO-33952 
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DECLASSIFY ON: 20320320 
SECRET 

"PERJYKP FRI Ml! 
Counterintelligence In 
-BECtffSSTFTON: 2 0 3 1 v ^ v 
SECRET 

DEfm/aLEHQJVL r,.? FRIThrr i f i r i t inn G A i i d o C J , - * ^ i /Q7rcefettrn 
Counterintelligence ii||M iii|illnii' 
BECLAòòlhTÓN: 20320320 

i l l itiwi i) r r o M ^ i i n r n i o iumìì ì i hiìwh ohìhe n n rmn i i i i i n i mi m< >i h mi 'inn 

SECRET 

SECRET 

pg-5 
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T 

b7C 
b2 
b7E 
bl 
b7A 
b4 
b7D 

From: 
Sent: 
To: 
Cc: 
Subject: 
SECRET 
RECORD 

[ (OGC) (FBI) 
Fr iday Marnh 7 0 0 7 4-f i f i P M 

I R N N N CFRH 

I I f F B h l 
RE: NSL results, serial 26 

(OGC)(FBI) 

has advised that they have begun filtering that field. We have reached out to other 

Original ^essflf la 
From: 
Sent: 
To: 
Cc: 
Subject: 

Friday. Marrh 30.7007 4:40 PM 
t O C p (FBI) 

|(FBI) 
l-W: NÜL results, serial 26 

](OGC) (FBI) 

RECORE 

| now handling th 

Original M e s s a c j ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ 
From: I fFBI) 
Sent: Friday, March 30, 2007 2:44 PM 
To: I l(OGC) (FBI) 
Subject: FW: NSL results, serial 26 

SECRET 
RECORE 

Original Message 
From: | HFBI) 
Sent: Frlrlav. Marrh M . M M A M 

E •• n C 
Subject: FW: NSL results, serial 26 

SECRET 
RECORD 

0 1 - 0 2 - 2 0 0 8 
3 S I F I E D B Y 6 S 1 7 9 d m h / k s r / l m f 

f i l " , "4"" fCt 
DEC LàS'S 1 FY " ' 'ÖH; 0 1 - 0 2 - 2 0 3 3 

J 

Jpn 

pg-1 

] (FBI) 

bl 
b7A 

ALL H F O m r i O M COI'JTÀII'JED 
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i l evant legal en t i t ies at I 

b 7 C 

b 2 

b 7 E 

Original 
From: 
Sent: 
To: 
Cc: 
Subject: 

IfFBIi 
Thursday. Marrh 79, 2007 J ^ R PM 

if<£ 
RE: NSL results, serial 26 

S E C R E T 
R E C O R C 

Th i s is a n u n a c c e p t a b l e p rac t i ce for se r v i ce p rov ide rs to con t i nue . 

b4 
b7D 
b2 
b7E 
b6 
b7C 

M^^^ 
From: | ¡FBI) 
Sent: Mnnrlav Marrh 76 7007 7-44 PM 
To: I iFBn 
Subject: NSL results, serial 26 

pg-2 
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s 

hl 
h2 
hl E 
hl A 
he 
hie 

SECRET. 
RECORt 

I am enclosing the FD 542 In response to your NSL request, serial 26. As access in ACS 
has been denied, please ask your SST to upload doc. directly, once you receive the hard 
copy. 

DERtVEP-FROHLa-3 Fmeiassir iLaUuii OuiüLOj), liSLZ-Forgmrr 
Counterlntelligence Inves 
DfiGfcA3STrrOFJr20320326 
SECRET 

"DERiyEP-FROMaa^-PPI^IdbbiriLdUuil QuiUg Q 
Counterintelligence Invj 
•PEGtASSTFTgN: 20320326 
SECRET 

DERtVEgH=ROM^»FD[ClQooifiootion guidaC ij_datnri 1/07,-Foreign 
Counterintelligence Ir 

SECRET 

SECRET 

l imi QUÌUP n r t , 'IJ'^FL 1H7 rniercyn 

SECRET 

n r n i v m rPQM: 5-3 FBI Classification bUldé üaUiU I Ml. Pumlün Cniint-rlnt-|lir|-n— 
Investigations 
PCGLAOSirY UN: 2032U326 
SECRET 

pg-3 
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T 

he 
hlC 

(S 
b7C 
bl 
b7D 

From: 
Sent: 
To: 
Cc: 
Subject: 
UNOLAQOIFtgP 
NON-RECORD 

i z n 

|OGC) (FBI) 
Wprlnpsrlav .lamían/94 9007 11'51 AM 
-I tOi^lIkUi 

K t : Kreiim Kesponse Ke "uuesnon 10 NÖL guru" 
](OGC) (FBI) 

I In 

Email NSL.wpd (39 
KB) 

3>GC)(FBI) 
Original Message-

From: I 
Sent: Wednesday, January 24, 2007 11:19 AM 
To: C rnnn f FRTÌ 

! ! ±± ,±Z> ni I _ 

]OGC) (FBI ) f 

Cc: I KOGC) (FBI) 
Subject: Kt: Prelim Response Re "Question to NSL guru" 

UNCLAOOIHfiB 
NON-RECORD 

^OGC) (FBI); 

( 5 ) 
b6 
b7C 
bl 
b7D 

b7C 

]uru, please 

Orí ni nal Melane-;rig|ü 
JOGC) (FBI) From 

Sent: Wednesday. January 24 2007 11:16 AM 
To: | JOGC) jFñn 

Q (FBI)I 
le "Que^l 

Cc: . . . 
Subject: RJT^relírrn^espoñse Re "QuesllUM LU Ni>L yui 

UNeLAOQines 
NON-RECORD 

I Request 

OGC)(FBI) 

(S) Äinnp 1 onnfanfpri \/ni 
>king how soon • 

request couia pe senfup the chain for review/approval as was done with the earlier 

provide one for e-mails; as well 

01-02-2008 
BY 65179dmh/ksr/Imf 
•4-fCt 

e£AS-S-IF¥-OHi 0M2-2033 

NSL VIO-33957 
Ii!HE3RE • • • • SUO BU- • • .OTHER¥I SE 
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From: 1 " BGC) (FBI) 
Sent: WpHnpd w i ^ ^ n ^ 2007 11:05 AM 
To: | |OGC) (FBI) 
Subject: RE: Prelim Response Re "Question to NSL guru" 

(SI 

h 6 
b 7 C 
. b l 
b 7 D 

UN&LA33irtED 
NON-RECORD 

b 7 C 

« File: email_nsl[ 

I think we can do ti 

Original Messe 
From: | 
Sent. 
T o r 

](OGC) (FBI) 
ent: 
o :L 

Subject: 

Thursday. Ortnher 26, 2006 7:35 AM 
JOGC) (FBI) 

FW: Prelim Response Re "Question to NSL guru" 

U N O L A C s i n g g 
NON-RECORD 

Unit Chief 
Counterterrorism Law Unit II 
FRI H O R n n m 7Q47 

Privileged Attorney-Client/Attorney Work Product Communication 

Original Message 
From: THOMAS, JULIE F. (OGC) (FBI) 
Sent: Wednesday. October 25, 2006 6:24 PM 
To: | |3GC) (FBI) 

NSL VIO-33958 



T 

b7C ](OGC) ( F B l £ (OGC) (FBI) 
Subject: RE: Prelim Response Re Question to NSL guru" 

U N C L A S S I F I E D 
NON-RECORD 

b7C 

SŜ J Original Mess, 
From: 
Sent: 
To: r Cc= r 
Subject: FW: Prelim Response Re "Question to NSL guru" 

lOGQ (FBI) 
Wednesday, October 25, 2006 2:41 PM 
THOMAS 1UITF F iOGfUFRn _ 

|OGC) (FBI)|__ pGC) (FBI) 

M 
b7D 

UNCLASSIFIED 
NON-RECORD 

b 7 E 

b7C 

Everything is public in this letter so I have no objection, but I wanted to run it by 

Unit Chief 

Original MessaflÊ 
From: | 
Sent: 
To: 
Cc: 
Subject: 

Q . 

> C ) (FBI) 
Wednesday, October 25, 2006 1:59 PM 

I l G C V S i n 
| |OGC) (FBI| 

Prelim Response Re "Question to NSL guru 

UNOLAGSinCO-
NON-RECORD 

I(OGC) (FBI) 



S Ì ^ R E T 

But, having said that, let me check with| |when he returns to 
his desk-just in case I'm overlooking something that should be 
obvious (e.g., whether such a release would require the approval of 
some 

b7C 
h 2 

http: 

b6 
b7C 

(S) 

bl 
b7D 

Original Mes 
From: 
Sent: 
To: 
Cc: 

|OGC) (FBI) 
WPfJnPCfW f i r t n h p r ^ ^ n n f i 12:01 PM fFRn 
r 

Subject: Question to NSL guru 

UNeLAOQirtee-
NON-RECORD 

3 O G C ) ¿E 
]0GC) (FBI); 

would like a copy of our 
NSL template for telephone subscriber records (18 use 2709) since 

|is revising its own procedures_JJiaMe no problem sharing a 
hard copy of the NSL template with but I wanted to get 
approval from the NSLPTU NSL poc first. 

h 6 
b7C 
h 2 

Thanks, 

Unit Chief 
Counterterrorism Law Unit II 
FBI HQ Room 7 M L 
STU III: 

Privileged Attorney-Client/Attorney Work Product Communication 

UNeLAOOiriEfr 

UMgLAgyiSIED 

NSL VIO-33960 



From: 
Sent: 
To: 

Cc: 
Subject: 
UNCLASSIFIED 
NON-RECORD 

IfOGC) (FBI) 
Thursday Marrh 15 7007 11:28 AM 

I lOGC) (FBI); 
» <CXfC\ (F̂ T] 

|(OGC) (FBI) 
K t : HUM!! ( K t v i b t u uapronl Testimony) 

(OGC) (FBI); 

I m i this t 1 I who is compiling comments for NSLB. 

Original Message-
From: | 
Sent: 
To: C 
Cc: \ 
Subject: 

•b6 
hlC 

he 
hlC 

•ilUHiEMQETÌSieK 
lo 
"70 

(OGC) (FBI) 
:007 11:27 i 

l ü G C H f 
11:27 AM 

JOGC) (FBI) 
] (OGC) (FBI) 

RE: HOT!!! (REVISED Caproni Testimony) 

UNCLASSIFIED 
NON-RECORD 

You are right. The most recent PH frnml 
2005, which sets the policy says| 

1 _ 

b5 
b6 
b7C 

i you forward ! to whomever i for about 

he 
hlC 

Original Message-
From 
Sent: 
To: [ 

Origin; 
r 

l i n i r a w a 
|OGC) (FBI) 

arch 15. 2007 11:00 m . 
]OGC) ( F B I ) ^ 

Subject: FW: HOT!!! (REVISED Caproni Testimony) 
Importance: High 

UNCLASSIFIED 
NON-RECORD 

] o G C ) (FBI) 

1 = 1 Plooea OOP attar>horl riraft »ocWrxm/ on MQI e Thorp .c a oaMinn I •b5 

IirOEIiàTION CONTAINED 
•RE I I - -Ï -5 - -UICG -LÂS-S-I-FIED 

0-1 ~ 0 2- ~ 2 -OOS- BY- • • -6-5 i 7Sdmïi / l ì -s E- /IBLÊ 

NSL VIO-33961 
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Original Message 
, From: | 1QGC) (FBI) 
•bb sent: ' Thnr.rUv U^TTM? Q-SI AM 

: b 7 C T0: 1
 IUGCI ii-blil C> <FBT l o u . , , ^ fcoscxmi) 

Subject: HOT!!! (REVISED Caproni Testimony) 1 
Importance: High 

UNCLASSIFIED 
NON-RECORD 

ALL --

As you review GC Caproni's testimony, PLEASE use the version 
(attached) that she distributed this morning (vice last night's). It's different 
in several respects. 

Thanks! 

Wayne 

Original Message 
From: CAPRONI, VALERIE E. (OGC) (FBI) 
Sent : ThnrcHs»/ M . r r h i q W R-^7 i M 

To: I lOCA) (FBI);| , hGC) (FBI) 
fOGCUFBI)-. KALISCH. ELENI P. (OCA) (FBI); MONACO, LISA (D' 

| |0GC) (FBI) 
Subject: Judiciary TSStinflOny 

b 7 C UNCLASSIFIED 
NON-RECORD 

Very rough draft attached. jnot ready for DoJ -- still too rough. 

Looking for factual corrections, tone, etc. 

« File: housejudiciaryig2007.001.wpd » 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

ALL INF0F1IA.TIOH CONTAINED 
HEREIN IS DECLASSIFIED 
DATE 01-02-2008 BY 6 517 9 dmlx/1: s r / lrnf 

NSL VIO-33962 
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(Rev. 01-31-2003) 

S E C R E T E ^ E 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

[COUNTERTERRORISM/ 
COUNTERINTELLIGENCE/CYBER] 

[REQUESTING OFFICE] 

[OFFICE OF ORIGIN] 

Date: 00/00/2007 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

Attn: [UNIT] 

[DELIVERING DIVISION] 
(if using personal service) 

Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

Attn: SA [CASE AGENT] 
[SQUAD] [X] 

Attn: SSA [SQUAD SUPERVISOR] 
[SQUAD] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: 

Drafted By: 
lLT' Case ID #:•••• 

Title; 
(Ui 

Synopsis: 

[ADIC NAME, IF APPLICABLE] 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

[LAST, FIRST MIDDLE: INITIALS] 

[CASE FILE NUMBER] (Pending) 

[SUBJECT] 
[AKA] [ALIAS, IF APPLICABLE] 
[IT/FCI - FOREIGN POWER] 
[OO: OFFICE OF ORIGIN] 

(U) (NSLFR) Approves the issuance of an Right to Financial 
Privacy Act (RFPA) National Security Letter (NSL) for financial 
records; provides reporting data; and, if necessary, transmits the NSL 
for delivery to the financial institution. 

!U) X Trom 
Declassify^OnT^Îi^âS^Sêl^® based on 

information in 

0 3 - 2 0 0 8 
¡ ¡ ¡ ¡ ¡ 1 
• • • i l i 

SEC: i c k s ^ r 

s r / . 

ALL INFORMATION CONTAINED 

NSL VlO-SSÖyS^11 '1 1 3 l î M C L À S S I F I E D EXCEPT 

pg-1 NSL VIO-33863 



's^s^i ET 

To: [CTD/CD] From: [DRAFTING DIVISION] 
X [CASE FILE NUMBER, 00/00/2007] 

[FULL/PRELIMINARY] Investigation Instituted: (S) 00/00/2007 

Reference: [CASE FILE NUMBER SERIAL XXX] 

Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 
ORIGIN, depending on whether service is personal or through restricted 
delivery service] is an NSL dated [00/00/2006], addressed to [COMPANY 
POC NAME], [TITLE (if available)], [COMPANY NAME], [COMPANY ADDRESS -
NO P.O. BOX], [CITY, STATE - NO ZIP CODE if using personal service], 
requesting financial records of the customer listed. 

D e t a i l s : { V f A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/ 
INTERNATIONAL TERRORISM] investigation of subject, a [U.S. PERSON/NON-
U.S. PERSON], was authorized in accordance with the Attorney General 
Guidelines because [Give a full explanation of the justification for 
opening and maintaining the investigation on the subject; barebones 
facts will not suffice and will cause the request to be rejected for 
legal insufficiency]. These financial records are being requested to 
[Fully state the relevance of the requested records to the 
investigation]. 

— -- This electronic communication documents the [APPROVING 
OFFICIAL'S] approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks financial records 
for [NUMBER OF] [individual(s)/account(s)] from [financial institution 
#1]; [NUMBER OF] [individual(s)/accounts] from [financial institution 
#2], etc. [In the case of multiple accounts to the same financial 
institution, if you know how many different persons attach to those 
accounts, please state. Provide the USP status of all the persons 
about whom the requests are seeking information, including the subject 
of the investigation. In other words, do your best to give as much 
information as you can, for congressional reporting purposes.] 

(U) Arrangements should be made with the financial 
institution to provide the records [personally to an employee of the 
DELIVERING DIVISION OR through use of a delivery service or secure fax 
to OFFICE OF ORIGIN] within [NUMBER OF] business days of receipt of 
this request. The financial institution should neither send the 
records through routine mail service nor utilize the name of the 
subject of the request in any telephone calls to the FBI. 

DISCLOSURE PROVISIONS 

[Option 1 - Invoking Nondisclosure Requirement] 

NSL VIO-33974 



SECRET 

To: [CTD/CD] From: [DRAFTING DIVISION] 
¡v.-: X [CASE FILE NUMBER, 00/00/2007] 

(U) In accordance with 12 U.S.C. § 3414(a)(5)(D), I, the senior 
official approving this EC, certify that a disclosure of the fact that 
the FBI has sought or obtained access to the information sought by this 
letter may endanger the national security of the United States, interfere 
with a criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or physical 
safety of a person. 

j/^ Brief statement of the facts justifying my certification in 
this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have determined 
that the facts of this case do not warrant activation of the 
nondisclosure requirements under the applicable National Security Letter 
statute. 

[Include the next 2 paragraphs in all ECs.] 

(U) Information received from a financial institution may 
be disseminated in accordance with the Attorney General Guidelines for 
FBI National Security Investigations and Foreign Intelligence 
Collection, and, with respect to dissemination to an agency of the 
United States, only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

(U) Any questions regarding the above can be directed to 
[CASE AGENT, telephone number (000) 000-0000]. 

SECRET 
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SECRET 

To: [CTD/CD] From: [DRAFTING DIVISION] 
iv-: [CASE FILE NUMBER, 00/00/2007] 

LEAD (s) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSLs. 

Set Lead 2: (Info) 

[COUNTERTERRORISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON, DC 

(U) At [Unit] Read and Clear 

Set Lead 3: (Action) 

[DELIVERING DIVISION - if using personal service] 

TAT CITY, STATE] 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the financial institution, [DELIVERING 
DIVISION] is requested to submit results to [DRAFTING DIVISION] and 
[OFFICE OF ORIGIN, if applicable]. 

NSL VIO-33976 



SE CRI 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE Date : 00/00/2007 

To : General Counsel Attn : Julie Thomas 
Deputy General Counsel, 

NSLB 

[COUNTERTERRORISM/ Attn: [UNIT] 
COUNTERINTELLIGENCE/CYBER] 

[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 
[SQUAD] [X] 

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [SQUAD] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE)] 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS] 

Case ID #: ^ [CASE FILE NUMBER] (Pending) 

(U) Title: [SUBJECT] 
[AKA] [ALIAS (IF APPLICABLE)] 
IT/FCI - [FOREIGN POWER]; 
OO: [OFFICE OF ORIGIN] 

Synopsis: (U) (NSLTSI) Approves the issuance of an Electronic 
Communication Privacy Act (ECPA) National Security Letter 
(NSL)for telephone subscriber information; provides reporting 

-03-2008 
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SEC: 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
--R-e-:- [CASE FILE NUMBER, 00/00/2007] 

data; and, if necessary, transmits the NSL for delivery to the 
wire communications service provider. 

25 years based on 
information in the EC] 

[FULL/PRELIMINARY] Investigation Instituted: [00/00/2007] 

R e f e r e n c e : [ C A S E FILE NUMBER Serial XXX] 

Enclosures: (U) Enclosed for [DELIVERING DIVISION of OFFICE OF 
ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting telephone subscriber 
information. 

Details: ><: A [FULL/PRELIMINARY] [INTERNATIONAL 
TERRORISM/FOREIGN COUNTERINTELLIGENCE] investigation of subject, 
a [U.S. PERSON/NON-USPER], was authorized in accordance with 
Attorney General Guidelines because [Give a full explanation of 
the justification for opening and maintaining the investigation 
on the subject; barebones facts will not suffice and will cause 
the request to be rejected for legal insufficiency]. This 
telephone subscriber information is being requested to [Fully 
state the relevance of the requested records to the 
investigation]. 

This electronic communication documents the 
[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
subscriber information on [NUMBER OF] telephone number(s) from 
[telephone company #1]; the [NUMBER OF] telephone number(s) from 
[telephone company #2], etc. 

(U) Arrangements should be made with the wire 
communications service provider to provide the records 
[personally to an employee of the DELIVERING DIVISION OR through 
use of a delivery service or secure fax to OFFICE OF ORIGIN] 
within [NUMBER OF] business days of receipt of this request. The 
wire communications service provider should neither send the 

S E c f e i 
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SECR: 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
[CASE FILE NUMBER, 00/00/2007] 

records through routine mail service nor utilize the name of the 
subj ect of the request in any telephone calls to the FBI. 

DISCLOSURE PROVISIONS 

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the FBI 
has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC (but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

j)^ Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation of 
the nondisclosure requirements under the applicable National 
Security Letter statute. 

[Include the next 2 paragraphs in all ECs] 

(U) Information received from a wire communication 
service provider may be disseminated in accordance with the 
Attorney General Guidelines on National Security Investigations 
and Foreign Intelligence Collection and, with respect to 
dissemination to an agency of the United States, only if such 

S E C k ^ T 
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SE' 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
( U j R e : X [CASE FILE NUMBER, 00/00/2007] 

information is clearly relevant to the authorized 
responsibilities of such agency. 

(U) Any questions regarding the above can be directed 
to [CASE AGENT, telephone number (000) 000-0000]. 

NSL VIO-33980 



^ S E b s ^ ' ] 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
!U) i : y ^ [CASE FILE NUMBER, 00/00/2007] 

LEAD (s): 

Set Lead 1: 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

[COUNTERTERRORISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON, DC 

(U) At [Unit] Read and Clear 

Set Lead 3: 

[DELIVERING DIVISION - if using peresonal service] 

AT [CITY f STATE] 

(U) Deliver the enclosed NSL as indicated above. 
Upon receipt of requested information, [DELIVERING DIVISION] is 
requested to submit results to the [DRAFTING DIVISION] and 
[OFFICE OF ORIGIN, if applicable]. 
•• 
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SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 00/00/2007 

To: General Counsel Attn: Julie Thomas 
Deputy General Counsel, NSLB 

[COUNTERTERRORISM/ Attn: [UNIT] 
COUNTERINTELLIGENCE/CYBER] 

[REQUESTING OFFICE] Attn:SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 
[Squad] [X] 

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [Squad] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE] 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS] 

Case ID #: [CASE FILE NUMBER] (Pending) 

[SUBJECT] 
[AKA] [ALIAS IF APPLICABLE] 
[IT/FCI - FOREIGN POWER]; 
[OO: OFFICE OF ORIGIN] 

Title: 

Synopsis : (U) (NSLTTR) Approves the issuance of an Electronic 
Communication Privacy Act (ECPA) National Security Letter 
(NSL)for toll billing records; provides reporting data; and, if 

-03-2008 
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SECR. 

To: [DELIVERING DIVISION] E 
Re- ^ [CASE FILE NUMBER, 00/00/2007] 

From: [DRAFTING DIVISION] 

necessary, transmits the NSL for delivery to the wire 
communications service provider. 

(U) X •tÔ̂ -25 years based on 
information in the EC] 

[FULL/PRELIMINARY] Investigation Instituted: ^ [00/00/2007] 

R e f e r e n c e : [ C A S E FILE NUMBER Serial XXX] 

Enclosures: (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 
ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting the name, address, 
length of service and local and long distance toll billing 
records for the phone number(s) listed. 

Details: ^ X ^ A [FULL/PRELIMINARY] [INTERNATIONAL 
TERRORISM/FOREIGN COUNTERINTELLIGENCE] investigation of subject, 
a [USPER/NON-USPER], was authorized in accordance with the 
Attorney General Guidelines because [Give a full explanation of 
the justification for opening and maintaining the investigation 
on the subject; barebones facts will not suffice and will cause 
the request to be rejected for legal insufficiency]. These toll 
billing records are being requested to [Fully state the relevance 
of the requested records to the investigation]. 

[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
local and long distance toll billing records for [NUMBER OF] 
telephone number(s) from [telephone company #1]; [NUMBER OF] 
telephone number(s) from [telephone company #2], etc. [In the 
case of multiple phone numbers to the same telephone company, if 
you know how many different persons attach to those phone 
numbers, please state. Provide the USP status of all the persons 
about whom the requests are seeking information, including the 
subject of the investigation. In other words, do your best to 

This electronic communication documents the 
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
R e : [ C A S E FILE NUMBER, 00/00/2007] 

give as much information as you can, for congressional reporting 
purposes.] 

(U) Arrangements should be made with the wire 
communications service provider to provide the records 
[personally to an employee of the DELIVERING DIVISION OR through 
use of a delivery service or secure fax to OFFICE OF ORIGIN] 
within [NUMBER OF] business days of receipt of this request. The 
wire communications service provider should neither send the 
records through routine mail service nor utilize the name of the 
subject of the request in any telephone calls to the FBI. 

DISCLOSURE PROVISIONS 

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the FBI 
has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC (but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation of 
the nondisclosure requirements under the applicable National 
Security Letter statute. 
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Rer ^Xj [CASE FILE NUMBER, 00/00/2007] 
[Include the next 2 paragraphs in all ECs.] 

(U) Information received from a wire communication 
service provider may be disseminated in accordance with the 
Attorney General Guidelines on National Security Investigations 
and Foreign Intelligence Collection and, with respect to 
dissemination to an agency of the United States, only if such 
information is clearly relevant to the authorized 
responsibilities of such agency. 

(U) Any questions regarding the above can be directed 
to [CASE AGENT, telephone number (000) 000-0000]. 

SECI 
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
;<•-•: [CASE FILE NUMBER, 00/00/2007] 

LEAD (s): 

Set Lead 1 : 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

[COUNTERTERRORISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON, DC 

(U) At [Unit] Read and Clear 

Set Lead 3: 

[DELIVERING DIVISION - if using personal service] 

[AT [CITY, STATE] 

(U) Deliver the attached NSL as indicated above. 
Upon receipt of information from the wire communications service 
provider, [DELIVERING DIVISION] is requested to submit results to 
the [DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable]. 

NSL VIO-33986 



(Rev. 08-28-2000) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel Attn: 

[COUNTERTERRORISM/ Attn: 
COUNTERINTELLIGENCE/CYBER] 

[REQUESTING OFFICE] Attn: 

[OFFICE OF ORIGIN] Attn: 

[DELIVERING DIVISION] Attn: (if using personal service) 

Date: 00/00/2007 

Julie Thomas 
Deputy General Counsel, NSLB 

[UNIT] 

SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

SA [CASE AGENT] 
[Squad] [X] 

SSA [SQUAD SUPERVISOR] 
[Squad] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000)000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE)] 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

Drafted By: [LAST, FIRST, MIDDLE: INITIALS] 

Case ID # : X [CASE FILE NUMBER] (Pending) 

Title: •><£ [SUBJECT] 
[AKA [ALIAS] (IF APPLICABLE) 
[FCI/IT - FOREIGN POWER] 
[OO: OFFICE OF ORIGIN] 

Synopsis : (U) (NSLETR) Approves the issuance of an Electronic 
Communication Privacy Act (ECPA) National Security Letter (NSL)for 
electronic communications transactional records; provides reporting 
data; and, if necessary, transmits the NSL for delivery to the 
electronic communications service provider. 

pg-1 
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To 
- R e 

CTJ) - DeeteSsTfyUTT:—E4rQ-25 years based on 
information in the EC] 

[FULL/PRELIMINARY]Investigation Instituted: [00/00/2007] 

Reference: X [CASE FILE NUMBER SERIAL XXX] 
Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 
ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE, (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP CODE if 
using personal service], requesting the names, addresses, lengths of 
service, and electronic transactional records for the [e-mail/IP] 
address holder(s) listed. 

D e t a i l s : A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/ 
INTERNATIONAL TERRORISM] investigation of subject, a [U.S. 
PERSON/NON-U.S. PERSON], was authorized in accordance with the 
Attorney General Guidelines because [Give a full explanation of the 
justification for opening and maintaining the investigation on the 
subject. Barebones facts will not suffice and will cause the request 
to be rejected for legal insufficiency]. These electronic 
communications transactional records are being requested to [Fully 
state the relevance of the requested records to the investigation]. 

-JŜ C This electronic communication documents the [APPROVING 
OFFICIAL'S] approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on [NUMBER OF] [e-mail/IP 
address(es)] from [ISP #1]; [NUMBER OF] [e-mail/IP address(es)] from 
[ISP #2], etc. [In the case of multiple addresses to the same ISP, if 
you know how many different persons attach to those addresses, please 
state. Provide the USP status of all the persons about whom the 
requests are seeking information, including the subject of the 
investigation. In other words, do your best to give as much 
information as you can, for congressional reporting purposes.] 

(U) Arrangements should be made with the electronic 
communications service provider to provide the records [personally to 
an employee of the DELIVERING division OR through use of a delivery 
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF] 
business days of receipt of this request. The electronic 
communications service provider should neither send the records 
through routine mail service nor utilize the name of the subject of 
the request in any telephone calls to the FBI. 
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[DELIVERING DIVISION] From: [DRAFTING DIVISION] 
[CASE FILE NUMBER, 00/00/2007] 
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SË\RET 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: Ĵ T) [CASE FILE NUMBER, 00/00/2007] 
[Certification and Activation of the Nondisclosure Requirement: There is 
no longer an automatic prohibition that prevents the recipient of a 
National Security Letter from disclosing that the FBI has requested the 
information. To activate the nondisclosure requirement, the senior FBI 
official approving this EC must use Option 1 below and include in the EC 
(but not in the NSL) a brief statement of facts that justify the 
nondisclosure requirement. Option 2 is to be used in all cases where 
Option 1 is not used.] 

DISCLOSURE PROVISIONS 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact that 
the FBI has sought or obtained access to the information sought by this 
letter may endanger the national security of the United States, interfere 
with a criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or physical 
safety of a person. 

Brief statement of the facts justifying my certification 
in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have determined 
that the facts of this case do not warrant activation of the 
nondisclosure requirements under the applicable National Security Letter 
statute. 

[Include the next 2 paragraphs in all ECs.] 

(U) Information received from an electronic communications 
service provider may be disseminated in accordance with the Attorney 
General Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and, with respect to dissemination 
to an agency of the United States, only if such information is 
clearly relevant to the authorized responsibilities of such agency. 

(U) Any questions regarding the above can be directed to 
[CASE AGENT, telephone number (000) 000-0000]. 

^ R E T 
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SEC^T 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
¡JJ|l Re: X [CASE FILE NUMBER, 00/00/2007] 

LEAD (s) : 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSLs. 

Set Lead 2: (Info) 

[COUNERTERRORISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON, DC 

(U) At [Unit] Read and Clear. 

Set Lead 3 : (Action) 

[DELIVERING DIVISION - if using personal service] 

[AT CITY, STATE] 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the electronic communication service 
provider, [DELIVERING DIVISION] is requested to submit results to 
[DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable]. 
•• 
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P a g e 3 2 — D u p l i c a t e 
P a g e 3 4 — D u p l i c a t e 
P a g e 3 5 — D u p l i c a t e 
P a g e 3 6 — D u p l i c a t e 
P a g e 3 7 — D u p l i c a t e 
P a g e 3 8 — D u p l i c a t e 
P a g e 3 9 — D u p l i c a t e 
P a g e 4 0 — D u p l i c a t e 
P a g e 4 1 — D u p l i c a t e 
P a g e 4 2 — D u p l i c a t e 
P a g e 4 3 — D u p l i c a t e 
P a g e 4 4 — O u t s i d e t h e S c o p e 
P a g e 4 6 - b 5 



P a g e 1 4 7 - - b 5 
P a g e 1 4 8 -- b 5 
P a g e 1 4 9 -- b 5 
P a g e 1 5 0 -- b 5 
P a g e 1 5 1 -- b 5 
P a g e 1 5 2 -- b 5 
P a g e 1 5 3 -- b 5 
P a g e 1 5 4 -- b 5 
P a g e 1 5 5 -- b 5 
P a g e 1 5 6 -- b 5 
P a g e 1 5 7 - - b 5 
P a g e 1 5 8 -- b 5 
P a g e 1 5 9 -- b 5 
P a g e 1 7 4 -- D u p l i c a t e 
P a g e 1 7 5 -- D u p l i c a t e 
P a g e 1 7 6 -- D u p l i c a t e 
P a g e 1 7 7 - - D u p l i c a t e 
P a g e 1 7 8 -- D u p l i c a t e 
P a g e 1 7 9 -- D u p l i c a t e 
P a g e ISO -- D u p l i c a t e 
P a g e 181 -- D u p l i c a t e 
P a g e 1 8 2 -- D u p l i c a t e 
P a g e 191 -- b 5 
P a g e 1 9 2 -- b 5 
P a g e 1 9 4 -- b 5 
P a g e 1 9 5 -- b 5 
P a g e 1 9 6 -- b 5 
P a g e 1 9 7 - - b 5 
P a g e 1 9 8 -- b 5 
P a g e 1 9 9 -- b 5 
P a g e 2 0 0 -- b 5 
P a g e 2 0 1 -- b 5 
P a g e 2 0 2 -- O u t s i d e t h e S c o p e 
P a g e 2 0 7 - - D u p l i c a t e 
P a g e 2 0 8 -- D u p l i c a t e 
P a g e 2 0 9 -- D u p l i c a t e 
P a g e 2 1 0 -- D u p l i c a t e 
P a g e 2 1 1 -- D u p l i c a t e 
P a g e 2 1 2 -- D u p l i c a t e 
P a g e 2 1 3 -- D u p l i c a t e 
P a g e 2 1 4 -- D u p l i c a t e 
P a g e 2 3 5 -- D u p l i c a t e 
P a g e 2 3 6 -- D u p l i c a t e 
P a g e 2 3 7 - - O u t s i d e t h e S c o p e 
P a g e 2 3 8 -- O u t s i d e t h e S c o p e 
P a g e 2 3 9 -- O u t s i d e t h e S c o p e 
P a g e 2 4 0 -- O u t s i d e t h e S c o p e 
P a g e 2 4 1 -- O u t s i d e t h e S c o p e 
P a g e 2 4 2 -- O u t s i d e t h e S c o p e 
P a g e 2 4 3 -- O u t s i d e t h e S c o p e 
P a g e 2 4 4 -- O u t s i d e t h e S c o p e 
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