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DECLASSIFIED BY £5179dnh ksr /uaj
Ot 12-05-2007

From: I I(OGC) (FBI)
Sent: 17, 2007 10:4
To: (QGC\ (FR |
bt
b7C
b2
b7E
Cc: (OGC) (FBI; EGC) (FBI)
Subject: FW: Frequently Asked Questions about the New |OB Policy
RECORD IOB

if you have any exgipies o inciude o the OB Frequently Asked Guestions” list, please
forward them 1o ang Thanks!

Here is ong--

Guestion-

erd |

----- Original Messgge-----
From: b(OGC) (FBI)
Sent: Monday, February 05, 2007 2:55 PM
To: FBI_ALL CDCs; HQ-Div039-NSLB
Subject: Frequently Asked Questions about the New IOB Policy

RECORE:OB

NSL VIO-31094
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The EC describing the Revised Procedures for the Submission of Reports of Potential
IOB Matters was uploaded into ACS on November 28, 2006, 278 HQ C1229736 Serial 2570. An
electronic copy of this EC is attached for your convenience. In light of this recent guidance, itis
clear that OGC/NSLB needs a continuing dialogue with all of the field offices regarding 1OBs.
Within the next few weeks, NSLB hopes to establish a frequently asked question list about IOBs
on the OGC website.

If you have any questions about the new policy or IOBs in general, or if there_are any

reoccurring issues that you would like included in this list, please feel free to contac

ar me.
|

National Security Law Branch
Office of the Geperal Counsel
(202) 32

s
CORD 10B

)

10B External
Suidance.wpd (37 ..

OM: G-3 FBI Classification Guide G-3, dated 1/97, Forej elligence

Investigations
DECLASSIFICATION E

ffication Guide G-3, dated 1/97, Forei

Investigations
DECLASSIFICATION EX N4

S

DERBR.ERQN. G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterlntelligengg

Investigations ———

DECLASSIFICATION EXEMPTIQN 4
)
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(Rev. 01-31-2003)
CLASSIFIED BY 6
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ALL INFORMATION CONTAINED
HEREIN 1S UNCLASSIFIED EXCEPT
VHERE HOWM OTHERVIZE

DATE: ~12-05-2007

DECLASSIFY -0M: 12-05-5032
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/15/2006
To: Counterterrorisam Attn: Aszsistant Director
Inspection Attn: Tilernal Investigablon

Section

Attn: BARC, CDC

From: Seneral Counse
National Secupioy law Franch
Contact: =3

Approved By: Thomas Julie F

Drafted By:

iWCase“IDm#meEi CTRE-HQ-C1229736-VIO (Pending)

COUNTERTERRORLSM DIVISLON
INTERNATIONAL TERRORISM OPERATIONS SzCTICH

SEA
DIVISTON
I:;'Liﬁ?ml;oo T INTELLIGENCE OVERSZCHT EORRD MATTER
b2 ICE £2006

Synopsis: () Teo reporZ opinicon of the Office of the Genersal
Cruns=zl [(0OGT) that this matfer must bhe reported Lo ftne
_nte’ligence Cversight Becard (IOR) ard to the FBI's Inspection
Divigion. OGZT will prepare znd deliver the requirsd
correspondence. Cur analysis follows.

{m f>< DerT om : =

Decl i n: =

Reference:‘_,,><) CB=HO-C120 97 36-VIO Seria. 04

SEEN'\

-

NSL VIO-31102




RET

T ‘.'_TC‘JI_.IIH'E‘Lt'ﬂrr"tri'*ITI From: General Counzel
Re DX 278-HE-C1229736-V10, 03/15/2006
DetéiIsr~:)€E The referenced electroric -communication (EC) from
CTD, ITOS 1, “CONUS 1, reported 2 S0-day Letterhead
Memc randun (LAM) may no- have hee ~ted to OIFR as reguired
by Bttorney General Guidelines in eZfect at the tine pericod in

Jquestion.

4

(S) Accorgdipng to acs  Trvestiogative Taze Mapagoener s

Ll R 50-day

Letterhead Memorandum (ZHM) for USPER' |was uploaded
t- RACS on| | within the ¢0=Jay Line Lericd regquired
fzr this LHM reporting. However, in| O5CTs Mational
Security Law 1Init (N3LU) noticed that 1T did not have a copy of
the
t

he %C0-day LHM, thus NSLU was unsure whether the 9J0-day LHM was
crwardsed to CIFR as regquired by Attorrney General Guidelines.

17 R ’_.” Although ACS indicates fthat an LHM was uploaded
within theo days of the case initiation, there 1s no record
verifying traJsmlttal »f —he LHM to N3LUJ or OIER.-

O} o N7 On 03/13/2ﬂ06 OIPR reported that they had no
LECFLj o f rec*1v1nq a 90-day LHM. However, OIFR did locate <wo
annual noticeg 2 da_edE::::::]ani recejved gt OIFK
and one ddtfd] Iand received at OIPR

(11} There is no indicabtion why Lhls IOR was received
for kv M3LE on February 14, 2006, when the ZC reporting
the fle IOR viclation was dated and uploaded a=
that

ANALY3TS
(U)o =5 O5C to determine

;rted o

IR :>2§ Secticn 2-56 of the NFIPM rejquirss OGC L
thfL—L tAe Tacts related above zre recuired to ke rep

the TOR.

' Although ACS,l |the opening EC was
serialized on 03/08/2002,7and e EC reporting this potentia mdicates the case was opened on

06/12/2002.

* During the time period in question, LHMs were provided to NSLU in hard copy. and
NSLU forwarded a hard copy to OIPR. There was no cover EC used to document transmittal.

sm\o@.'r

2
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shm'r

Qopterterraoriasm rom: General Zounzel
UL DTC-HC-C12297 3610, 03/165/2006

oA
(-]
vd ee

(M Secticn 2.4 of Executive Order (E.0O.) 12863,

dated 06/13/1933, recquires Inspectors Seneral and General Counsel
of Intelligence Communi-y <omponsents t- report to the I0B
“ooncerning intelligence activities that they have reason to
believe may be unlawful -r contrary to Exe-utive order or
Preszs_dential directive.” Ey jstardingy agreenent between <he
FEZ and the ICB (and its predecessor, the PZOB), toiz language
has been interpreted —o mandate the reporting of any viclation of
a provisicon of guidelines or regulatiors approved

kv the Attorney Ceneral in accordance with E.O. 12333, dated
22/0d4/1981, if such provision was Zfeszizned in full or in parT o
ensure the protecticon of —he individual rights of U.3. persons.
Yiolations of provisions tThat zre essertially adwinistrative in
naturs need not be reported to the IOB. The FEI is regquired,
hiwever, Lo malntalin records of such acministrative violations so
that tThz CTounsel Lo the IOB may review them upon reguest.

3

PR Cection IX.C of the Attornsey Gensral Guaidelinses for
FEZ Forcign Intelligence Collection anc Forecign
Crunterintelligence Investigations (in effect in 2702) rejquired

reporting to OIFR on Zhel
: FaZlure to adhere tno —Zhe
["as @ reportaple 10D violatien (under ocurrent
ALz, zuidelin=s, this 1s no longer a repcrtaple [0z vinlation).

TB*:EH thig insZance, the available informaticon
pdioates toat o THM wae pol [jles with OTPR] |

| | 3= required
by the Rttorney General Guidelines. ATZS ‘ndicates a THM wrag

"""" precared and Cipleadsdwithin the-requisitel] |
However, neither NSLUoor QOIPR Loyc = record of receliving the _HM
within the regquisite Thus, this incident mus= be

repcrted to the ICB, which thsail cZfice will do.

SECRET~

NSL VIO-31104



Tos Touantercerrorism Fro

i) - 2e>< Z75-HQ-Cl1220

1

LEAD(s) :
Set Lead 1: (Info)

COUNTERTERRORT SM

AT FETHQ

(1 For information only.

Set Lead 2: (Info)
IHMSFPECTION

AT WASEINGTON, DU

(1J) or Information only.,

Set Lead 3: (Info)

b2
b7E

(L) For inferrnation only.

*

SEC
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DATE: 12-05-2007
CLASSIFIED BY 55179dmh/kar mad ALL INFORMATICN CONTAINE
REASON: 1.4 (o} HEREIN I8 UNCLASS T

(Rev. 01-31-2003) DECLAZSTFY ON: 13-05-2032 WHFRE 4HOWH OTHER

wRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 12/20/2006
To: Counterterrorism Attn: I705 1, TONUZ 4, TEAM 15

2 |
&

Attn: =

b2
b7E
be
b7C Inspecticn Attn: 122

Attn: SA

From: Dffice of the General Counsel
N3L=/CTLUL/ 3l Boom =38110
Contact: UC' |

Approved By: Thomas Julie F

Drafted By:

L

ZTe-HQ-Clz292736-VIQO (Pending)

b2 Title: W) ITELLIGENCE _OVERSIGET BOAKD
'IU?>< MATTFR 20061

EUT“gynopsis;f~ES<; It is_the opinign of the Office of the General

Counsesl [(0OGC) that this matter is not reportiable to the
ntelligence Cversight Board (IOE). Rather, it should ke
nmaintained in the con-rol file for periodic review by Counsel <o
the ZOR. ©Ouiar analysis follows.

() - {X DerY om =

Declassi n: 220
{1} "'"‘"'Reference-z»---~--->7<) 272-HQ-C1229736-VI0 serial 1167
Deta;;s:w;EB(; The referenced serial Zrom Counterterrorism
iUthiVision cquasted that OGC review the facts of the captioned

matter and deternine whether it warrants repcrting to the TIOER. As
explain=s=d below, in our opinion, the FEI 12 not required to report

thiz matter to the IOE.
sm
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SECRET

o Counterterrorism  Froms: ©Office <of the Ceneral Counsel
Re:  278-HQ-C10297306-VT10, 17/70/20046
(2) Fursuant to anl |

| | 3 Naticonal Security Letter (NIL) was

zerved for electroninc
communications transactional information re_ated Lo emall account

| sugpectaed of belonging to F2T subject

| On or about 1o/04/2005, | | received

the regsults of this NSL fblm[:::::::] However, dpn addition —o
prov.ding hecader and cubscriber intormation,[t::ti:j accidenzally
prrovided Jroll cordent T emaioa i bala acaoun.
This was discovered by SA IDjyjﬁjQﬁ) only after
exanining the CI2-ROM received frogl o cozioyad the
test of arproximately 2-3 emails

realiced thatl |1dd mistakenly provided the full

c-ntent of the emails, and then immeziately ceased reviewiny any
furthesr erails., It should khe notezc that, kecause all of the
egail s that aal reviewed werel|

lmistaxe did mot cause the FBI to gain any additional

(3]

bl Tigence information.

(11} The President, by Executive Order 12334, dated
S0/ C4/1%981, established the President's Intelligence Oversight
EBcard (FIOR). ¢Cn 09/13/1293, by Executive Order 12833, the

~

Prezident renamsd it <he Intelligence Oversight Foard (ICE) and
eztablishesd the Board as a standinc committes of the President's
Foreign Intelligence Advisory Boarz. Aming its responsikilizies,
the ZOB has besen given authority tc review the FEI’s practices
and procedures relating to [orelgn irtelllgencs and Lorelgn
countorintelligence collecticon.

(1) oection 2.4 of Executive Order 123863 mdndat:g tha=

components (in —he FBI, the Assistant Director,
Civisicn (IMSD), znd the Gereral Counsel, Office of
Counsel (0OGTZ), respectively)] report Lo the ICB

Jence activities that they have reason to belleve nay ke
- awful or contrary o Exerutive Orzer -r Presidential
Dirsctive. Tnis language has keen interpreted to mandate the
reporting of any viclation of 2 provision of The Attorney
Censral's Cuaidelinezs for BT Mzatioral security Investigations and

Forelon Ilt:lliQane Collection (HNSIG), effective 10/31/2003, or
othzr guidelines or regulaticns zpproved by the Attornesy General

SEC?&Q

2
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AN

uoun*@r*orrﬁrlum Zrom: QLfice of the iZeneral Counsel
S2O9TAA=VTO, 10h/00/2000
in accordance with EO 12333, dated 12/04/208 if zuch provision
-

was designed to ensure The prmte;tion of ;1d1V1dual rights.
YViolations of provisions —hat merely are administrative in nature
and nct deenxed to have pbeen designed to ensure the protection of
ndividual rights are Jenerally not repurted to the IOEB. The ZBI
“nspection Division is required, however, tTo maintain records of
Quch sdministrative vicolazions for three vears go that the

cungscel to the IOK may review them upor request.  The
d—4 srminAat fon as Lo whe her 2 matler (s "adninistrative in
naturs" must be made by OCC. Thersiaore, such adwinistrative
vinlaticons wust be reported as poftentiz’ ZOR natters.

|_|'

Ei

NSLs are a specific type -f investigative focl <hat
allcws the FBI to obtain certain limited types of information
without court interventicon, including electronic commounication
transacticnal records in ~“he custozy of s _ectronic communicazions
servioe prO‘ljer {(Elecz-ronic Communications Privacy Lot, e

3 N3Ts may be issnes in o nformity with statirory
1ncludinq 18 U.s.C. § Z2709. MN=2IC, section V.12.

] Here, Jduring an authorized investigation, the FBEI
procerly served an NSL on an electroric communicaticons service
provider for transactional records. In respcnse to *hr L operly

g M3L, tne FBI inadvertently cbtained Znformaj Zond ~he

: of the N3L (email content information). FEI

identitied the problem, and properly sequestered tne emnal
contenl information.

(1Y  PBased upon these facts, In acrordance with the
fLerns inplenenting the repoz .lng requirements of Section 2.4 of
EOQ 1226Z%, it i1s our opinion that this error is not reportable —o
the Z0B. A record of this decision ghould be maintained in <he
contrecl file for future review by the Counsel fo the ICE.

(1J) should contact the carrier (or coordinaze
through | and ask whethe=r the Taproyerly or
unintentionally acquired information shou_d e returned or

destroyed with appropriate documentatizn to the file.

SECRYT

NSL VIO-31108
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T Zounterterrorism From:  Office of the General Counsel
Ro:  Z79-HQ-C1229735-VIC, 1Z2/Z20/72004

LEAD(s) :

Set Lead 1: (Info)

COUNTERTERRORT SM

AT WASHINGTON, D.C.

(U) For inforrmation.

Set Lead 2: (Action)

A

(L should contact the carrier (or coordirate
th:oughl and ask whether the inproperly oz
unintentizna_ly acguired information should be returned or
destroyed will, apurcpriate documentation te the file.

Set Lead 3: (Action)

L,

(1) For ‘nformation.
Set Lead 4: (Action)
INSPECTION

AT WASEZMNGTON, D.C.

(U) IM3D shonld retain a record of the report of the
po-entizl IOB matter, az well az a3 cory of the OGC ospinion
concluding that IOB notificzation is not required, for three years
for poszsikle review by ths Tounzel to the IOCB.

cc: Mz, Thomas

IOC Library

+*

Sm

4
NSL VIO-31109
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Y,Sy,n_ops.is»;m.M The Division
requested vnaththe Office of General Counse_ (0UGC, review 3

ALL INFORMATION CONTAINED

HEREIN I3 UHCLASSIFIED EXCEPFT DATE: 12-03-2007 N
VHERE SHOWH OTHERWISE CLASSIFIED EBY S517%dnb/ksr/mna)

DECLAZSTFY ON: 12-0

“SSQRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/18/2006
To: Attn: AT
D
32
Zh

Counterterrorism Attn: IT03 I/CONUS 2/Te=am 7
Inspection Attn: II:

From: wffice of the General Ccunsel
M3L=
Contact: A4ASC

Approved By: Thomas Julis F

Drafted By:

“Case ID #: [ CTE-HO-C1l229736-VIO (Pending)

()] | (Penzirg)
T1t1e>< THNTRTLTTGRENCE OVERSLGET ROARD b2

(IOB) MATTER 20064

potential TIOB error and determine whether it is reportable to —he
OB, It ig the opinion of the OGC that this matter need pot ke
reported to the ICB.

() ><)

“Réference{><§) 079-HO-C1220736-VIO Seria. - 225

Administrative: (UYy This communication contains ons or mors
footnotes. To read the footnotes, dowr’:-ad and print the
d:cumsnt in WordPerfect.

Details:— X&) Pv ele-tronic oommaricati-n(ET) dated May 105,

2C06, the Office reported a poszsicle I0Z2 error in

SEC}S{

NSL VIO-31121



CRET

b7E RO L . |F'rm: Offize of the Zeneral Tounzel
Re/(\Q 2T8-HO-U1229736-V10, 12/18/2006

condnnorion 1fh ite crgsing countertérf*iisa investigation of

I , 2 Non-lUnited States Ferscn as that term
s used 1n The Attorney Seneral's Guide_ines for FZT Mational
Security Investigations and Foreigr. Intel_igenge Collection
n’

"NSTE" or "the Guidelines™).! T this regard, | |initiat6n A

bl

bé | 2 request] |waz zubmitted via 2C on
b7C OE/C02/0006. No investigative activity was jmuﬂ[:::::::::]dnrlng
b2 | — |pezween and recorting of the
BTE error on Jh/1n/Zude.
(INIEEEE Ag required by Executive Order (E.Q.) 12883 and
Secticon Z2=5% o the Maticnal Foreicn Irtelligepce Frogramg Manual

DMELPM), 06U was tasked to Jdetermire whether
failure tof I is a matter which must ke
reperted to the ICE. 1T 1s not.

(U) Secction 2.4 of E.O. 128€3, dated 09/13/1925,
mandates that Inspectors Generel ard Genera. Couns<l of the
z_ligence Community components (in the BRI, the Assistant
egctor, INSLE, and the General Counsel, OGC, respectively)
report to toe ICB Y“concerning intelligence activities that they
have rezcon to believe may be unlawZul or contrary to Executive
ord=sr or Fresidential directive.” This language was adoptes
verpatiny from E.O. 12324, dated 12/04/1982, when the ICE was
kncewrn a= Lhe Presiden.'s Inlelligerce Oversighl Board (FIOEB). By
_ongstanding agresment beTween the FBI and the IOR {and its
prede-ezzor, the PIOR), this language has beesn interpreted f£to
mandate tne reporting of any violation of a3 orovisicon of the
HEZEs, or other guidelines or regulations aporoved by the
Atteorney Seneral in accordance with E.O. 127323, dated 12/04/193
-f zuzh provision was designed in full or in part to ensure —<he
proteztion of the individual sights o2 U3, wersons. Viclations

e "i::}gi: A “United Statesz perscn” iz defined in secticn I.C.1l.a. of

Lhiz Guidelines as “an individual who 1s a United States cltlizen or an allen
lawfully admitted for perrmansnt reszidence(.]” Thisz rejulatcry deZinition is
bqucd cn the definition of & “United States person” as that term is usad
101(1) of the For=sign Intelligencs Surveillarce Act (FISA), 50

1801 ¢t seg. The latter szates, in pertinsrt vart, that a “‘Urized
craon’ means a clticen of the United States [or] an alien lawZully
:d for l“Prmar_ent 1~-1d~nm=- 3 defined in s=ection 101 (a) (20) of tle

(=
ot

. . .

SEBM\T
2
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QSQT

From:  Office of the Zeneral Touanzel
FTe-HO-TC1229736-V10, 12/18/2006

of orovisions that are =ssentizlly azministrative in nature need
nct be rerorted to the IOER.

5%
b7E

RS

e W:Dg<:pithough these provisiors are primarily

administrative in nature, they were Zec-Jped, Jpn part, fo prote-—

b2

h7E

the rights of U.3. perscnzl

(3) Based on the facts preserted for our congiderazion,

t i grparent thot

welre joth

= romzs and 1nadvertent, especilally since no investigative
activity oeocurred.

(1) EBased upon these facts, n accordance with the
=rms inplenenting the reporting reguirements of 3scotion 2.4 of
D 1r=6%, it iz our opinion that this error need not ke reported
Lhiz TOZ., B record of “hig decisgion ghou_d e maintained in
the control file for fuZure review by the Counsel to the IOE.

"2
—
—

193]

i

I

953

I: Section

Ses HSIG Secticon IILD.1. The pertinent circamstance for this matter
> he suzject 13 "[a]ln individuzl 1= or may be an international
t ¢f an ajyesnt of a foreign powsr." M3IS S=ctizn IILE.l.a.

SE‘&Q

3
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SBCRET

To: Froar:  Cffice of =he Gensrzl

LEAD (s) :
Set Lead 1: (Action)
INSEPECTZON

AT WASHINGTON, DC

Coaresl

en INZD should retain a record of the report of the
potential ZOEB matter, as well as a copy of —he OGC opirion
concluding that ZI0B notification is neot required, for thres

for possikle review by the Counsel to the IOE.

Set Lead 2: (Info)

i&&. T

(U) For infecroxation.
Set Lead 3: (Info)

COUNTERTERKOK - SM

AT ITOS T/CoMIsS 2/TEMAM 7

{17 For information.

Mo Thomas

D]
)

IOBR Library

*»

SECRRT
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ALL INFORMATION CONTAINED DATE: 12-07-2007

HEREIN 15 UMCLASSIFIED EXCERT CLASSTFIED EY 65179duh/k oy /med
WHERE SHOWN OTHERGISE FEASON: 1.4 (o)
(Rev. 01-31-2003) DECLASSTFY DN: 120

b7RE
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 12/23/2006
To: Attn: SAT
oD
Counterterrorism Attn: IT0OE8 1, CZOHMUS3 4, TEZM 16
Inzpesction Attn: IZ=2

From: Seneral Counsel
N3LZ/ Cownter—erprorign Taw Ur-t #- /771 -23119
Contact: 1IC

Approved By: Thomas Julie |

Drafted By:

'WC5§émID“#T”E§( C7E-HO-C1l2209735-YIO {Pending;

(5) (Penzdirqg)
LTitle: . N/ FPOSSIEBELE INTELLISENCE OVERSZGEHT EBOARLD (ICE) .
MATTER 2006- bz
ﬁYnOpsisr”:kg) Tt is the »opinion »7 thke Office of Gensral
Councol (OGT) that the above zcferencec matter necd not ke
reported Lo the ICE.  Our analysis Zollows.
iy - mw:)B(: Derive
Declassi
Reference: Z276-HC-C1229726-VIO Serial _206%
Administrative.. - This document contains information obtained

conducted under the Foreign Intelligence Surveillance Act
("FISA"), 50 U.S8.C. Section 1806(b). Such information shall not
be used in any criminal or administrative proceeding, including
grand jury proceedings and warrant affidavits, without the prior
written approval of the Attorney General of the United States.
U.S. Person FISA derived information may nct be disseminated to a
foreign government without the prior written approval of the
Attorney General of the United States.

SECRET/RREARN,
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2
b7E e From:  General Counsel

"RéT“~j>Q\;!ﬁ—HQ—ClBZQ?SB—VlO, 12/27/72006

Thizs communication cortaing one or rnore footbtnotes.
7o read the footnotes, download znz print the docurent in Corel
Wordlerf

[Ty} - Details: -

\ = iy T T L Ca S don (RO _dated May <4,
ZC0e (cited Pelow), Zvisi

reported 3

prtential IOB invcelvin etter, sent by
) requesting a Internet I E] D pressrve
b2 subscricrer information, in anticipatior - zequently sending a
b7E Mational Security Let—zer (NEL). In respon fhe provider

-
D o=

i rovided ftwo (21 compact discs corneanications

T T U p—
c.
Crl_f“

scntent fo Al-hough fﬁe caze ajgents did not view the
Chs, they believe, based on subsequert FISAE coverage, that the
CDs contained IP addresses and comnuricaticns of persons using an
nternet forum.
=8
bl
b2
b7E
b7A
b4
b7D
(3//ME) LEg —he cage zgentg in anticipated
serving o HNEL, Lhey prepared a preserval lol Ler.  The
prez ﬂrvafluﬁ letter was provided fo the Divisicn
| | and] gerved the letter via 2-waill on bebriapy
e L UC Opece served with the preservaticn letter,
I hot cnly preserzved the information

| |:ut alzo recorded —he comnmurications sevidence on two (o)
Chz and delivered this —o the[[_____] Ugpeon receipt of the two
z

2 Chisy Llaced —he CDs in a 1A enve_cp=z and forwarded it
| |ro-ified FBIHQ on March 23, 2008 by e-mail
that it hgd received evidence in resporss Fo a Prese !l e
_ctte haz no=T recmcved the lctters frow the 1A
28 sod the e yrresent 1oy beg riogeeasd oy ¢

(1) See EC from thei IDl” izion to the InGpD“ ion DivZaion and

b2 General Counsel, deated May 4, 20026, Tase ID# Z73-HD-C1lZZ97 C—”IO Serial
}57E 126, titled "INTELLISENCE OVEESDSHT BOAED =“EREOE " hereinatfter cited as

T T TECRETANOFORN._
2
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SECRE

From:  General Counsel
—HO-C1229736=-Y10, 12/27/.006

Ag required by Enccutive Order (E O.) 12863 and
“he Maticnal Foreion Trte 11gencse F ~opram Manual
’NFIPY', OCC was tasled to determire whether the error described
herz is a3 matter which wust be reportez to the IOEB. We kbelieve
that the reported activity does not rezulre IOF notification.

(1) Section 2.4 of E.O. 1238G3, dated 09/13/1993,
mandates that Inspectors Generzl ard Gensra. Couns=l of the

“ntelligences Community compeonents (i the FBEI, the Aszsistant
Director, Inspection Division, and the Genera l Counsel, CGC,
resoertively) report Zo the IOB zl11 information “oconcerning
nte_ligence activities that they have reascon to believe may
e unlawfual or contrary to Executive order or Fresidential
diresctive.” This has been interpreted t2 intlude violations of
the Attorney General's Guidelines for FBEI MNational Security

nvestigations and Furtign Intelligerce Toll=cticn ("Attorney

zenzral's Guldelines™), the ilmplementaticn <f which i1s mandazted

Ly Eizcutive Crder 12333,
(-

) As set forzh in | | the Attorney
Genoral's Guaidelines, usc of NSLS in conformity with 13 UJ.3.C.
St o d= suthoriced when cerftain recorcs are SﬁUth as part of a

|Tnves s—igation. 18 U.S.C. %2709 authorizes
the FEI to ohtain cerzZain records (ircluding Sub crikber records)
from a wire or =lectronic communication ssrvice provider when

thoze records "are relevant to an authorized investigation to
protezt agjainst international ferrorism —r clandestine
Intelligences activitieg.”

oo

~] D

{u - instance, pursuant to an authori

zed
nveatigation, properly gerved a pregervation letfer
regquesting an IZP to preserve subscriber Infermation, in
anticipation of subsequently servirg ar. NSL for that subscriber
nformation.  In response to this properly ssrved pressrvation
request, the provider erronecusly provided two (2, CCs containing
cintents of communicazions to | | roperly
=d tniz inadvertently obtairec information. did
any manthorized actiosns or oary astions oataide the
tho investigation under EO 1233%.

(J) Lased upon these facts, in accordance with the
teras ixplerxenting the reporfting requirements of Section 2.4 of
EQ 12862, it is our opinion that this error is not reportable —o
the _OB. A r=zcord of this decisior sh-uld be waintained in —he
contrel file for future review by the Tounsel fo the ICB.

SECRET

3
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“SECRETANQEQRN

S From:  General Counsel

R (>< JTE-HO-CLleraT36-Y10, 12/27/2006

(1) should contact the carricr and ascs whether
the Zwproperly or uninten-ionally acouired inforwation should ke
returned or destroved with appropriate d-ocumentation to the file.

SECRETNOFORN———

NSL VIO-31128
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SE FORN

T Y
BO ¥R
b7E T- From:  General Counsel

M Ry JT3-HO-Cl2raT36-Y10, 12/27/.006

LEAD (s) :

Set Lead 1: (Action)

b2 AT
b7E

(1 should contact the carrier and ask whezher
the Zmproperly or unintentionally aciuired Inforwation should ke
returned or destroyed with appropriate d-ocoumentation to the file.

Set Lead 2: (Action)

COJHTEXTSRKORISM

AT WASHINGTON, DC

{(J) TI'or informazion.

Set Lead 3: (Info)
IHSEECTIOH

AT WASHINGTON, DC

() IMZ2Z should retain a record cof the report of the
prtential IOR matter, as well zs a copy of the OGC opinion
cono_uding that ICB rnotification ise rnot requirsd, for thres vyears
for poesikls review by —he Counsel fo the IOE.

ce: Mz . Thomac

be
b7C TO= Library

*

SEC N
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ALL INFORMATION CONTAINED

EERETN I% UNCLASSIFIED EXCEFT DATE: 12-07-2007 S
_ WHEDE SHOUN OTHERWTSE CLASSIFIED BY 55179dub/két/mad
(Rev. 01-31-2003) RERSONE T4 (&Y

b7E
b6
b7C

-

(I}

TRCRET : DECLASSIFY ON: 10070032
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/21/2206

To: Attn:

] p‘]

-

RO

[

Counterterrorism Attn: ITOS I/ CcHMUs 2, TEAM 7

Inspection Attn: 113

From: vffice of the General Ccunsel
N3L=2/CTLUL/ LX1 Room 33119
Contact: U

Approved By: Thomas Julis F

Drafted By:

Case ID #>< 2TE-HQ-C1229736-VIQ (Pending)

mmitle;m:jﬁi: INTELLIGENCE _OVERSTIGET BOAKD 1Y,
MATTER 720061 '

Synopsis:..- ) It is the opinion oI tle Office of the General
Counssl (0OFC) Mhat this matter must ke repcrted to the

ntelligence CversighT Board (IOR). O5C will crepare and deliver
the n=sc=ssary correspondence to the IOEB.

(1) Der : =
D i On:

~Reference: DX 278-HQ-Cl220736-VIO Serial 1284

Administrative: . This document contains information obtained

or derived from an &lectronic surveillance or physical search
conducted under the Foreign Intelligence Surveillance Act
("FISA"), 50 U.S.C. Section 1806(b). Such information shall not
be used in any criminal or administrative proceeding, including
grand jury proceedings and warrant affidavits, without the prior
written approval of the Attorney General of the United States.
U.S. Person FISA derived information may not be disseminated to a

— SR CRE Pk ORI HOES R
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T SECRET/VORCONNGREORI__

bTE ARl | From: Office of the Zereral Counsel
JTE-HO-Cl2I9T735-V10, 12720/2006

™

(VI

foreign government without the pricr written approval of the
Attorney General of the United States.

_Details: (2

S D

b7A | S [Tarrner,
b6 ST S s | | ISV | cte ¢

b7C _
A would cease as schedulec
F
~
/B (3) Thoughl

Eb4 ceased on o schedule, the telephone

| | ncnetheless sent]

(U”““512§:/Th9 cage dgept immeziately notifisd thoe

i - n 05/05/20C6 tc ocontact the

“o enapre Lbal oo more | WS
sent to | Tre cass agent then sesaled
in an envelope to be gent fto the Office of

crow Dder

-
£

b7E

_nte_ligence Policy and Review via [IQ Counterterrcorism Division.
On CB/16/2096,| sent ar EC forwarding the sealed

enve_cps contaliningl to HO. OIFR has confirmed for
the writer that the sealed envelope cortainingl| fas

Lbeen received by CIPR and is being IZorwardsd to the FISC for
sequestration.

b1 (3//0C/HF)  The case agert has confirmed that none of

- the ftelepnone contactal] |
bz
bé |nave been stored in 1ts databases and indilices.
b7C Mzreover, according to Zhe FEL, nore of the above-mentioned dazta

1

= (=)
cer; 1sed in any other FEI investizationzs and no copies of
nformation are keing stored ky ary means by the FEL.

b7A he

SECRET

2
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SECRET//ORCON/ NOFORMN

T I I From:  Office of the Zerneral Touanzel
Re: TTE-HO-Cl2I9T7 36-V10, 12/20/72006

(1 Secticon 2.4 of Eiecutive Order 172263 mandates tha=z
vectors General and General Coursel of the Intelligenc
Community components (in —he FEBI, the Lgzliatant Direct
“ngoection Division (IMNZD), and the Sereral Counsel, QOffice of
the Genesral Counsel (OGT), respectively! report to the ICE
nte_ligence activities that they btave reascn to kbelieve may ke
s awful or contrary —o EBiaecutive OrZer -r Presidential
Directive. Tnhiszs language has keen irnterpret=d to mandate the
reporting of any violation of z provision of The Attcorney
Ceneral's Caidelines for FBT Natioral Secur-ty Investigations and
Fore‘gn Iatelligence Collection (HSIG), sffec-tive 10/31/2003, or
othzr guidelines or regulaticns approved by the Attorney General
in zccordance with EO 12333, dzted 12/04/2221, if such provision
w3as designed to ensure ~he protectior. -f individual rights.

B

() Viclations of provisions that mersly are
administrative in nature and nct deemec to have kesn designed o
ensurs the protection of individual rizhts are generally not
reported to fhe ICBE.  The FBI Incpection Divicion ic required,
however, to maintain records of such acministrative vioclations
for thr=e vears 50 that the Counsel to the Z0D may review them
upon request.  The determination as Lo whether a matter is
"aduinistrative in naZure" must be made by OzC. Therefore, such

administrative violations must be reported as cotential L[OE
lnatters.

Uy -
i In this situalion, the FBI revelved FR/TT daba
that waz Z“ollected by the telecommunications ssrvice provider
after the expl ~a3tion of the FISC authority. Conseguently,
although unintentional and in spite of the diligent =fforts by
the case agent, unauthorized interception cf PR/TT data of U.S.
ons occarred.  This incident must be repcorted to the IOE.  In
accoordancs with the repor-ing requiremnents of Section 2.1 of
Exezutive Order 12853, OGZ will prepare a cover lett=r and a
nem: randunr. Lo report This matter to the IOE.

N

[ Eccauge <“he unauthorized FR/TT data material has
alrezady been collected, sedquesteres, sealed and delivered to OIFK
for filing with the FI““ there zre ro action leads to the field
or ZTD.

SECRET/ FORN
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b7E

b2
b7E

b6
b7C

SECRET QOFORN

To:l | Froam: ©Oiffice -f the General
Fe: 278-HQ-T1279736-VIO, 12/70/72006
LEAD (s) :

Set Lead 1: (Info)

| T

iUy For informaticon.

Set Lead 2: (Info)

COUNTERTSRROKT SM

AT WASHINGTON, D.C.

(1J)  For informazion.

Set Lead 3: (Action)
THIFECTTON

AT WASHINGTON, D.C.

(J)  IFor acticon deemed zppropriate.

cc: e Thioras

IOE Licrary

*

SECRET/ /O,

4

Tounsel
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DATE: 1&-07-2087

CLA3SIFIED BY 65179duhikst mal ALL IHFORMATION CUNTAINER
(Rev. 01-31-2003) BEASON:. 1.4 (o) HEREIN 15 UNCLAZISIFIEL 'EXCEPT
' DECLASSIFY OH: 13-07-2032 WHEFE SHOWN OTHERWISE

ET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/28/2006
To: Attn: CAT
Do
Counterterrorizsm Attn: TI70g8 1, COMUZ 4, TELM 13
"
Eb;E Inzpection Attn: I-:

ﬁb6 FProm: General Counsel
bicC NSLR/Counterterioricm —aw Jiendt #1 /7571 ~o- 10
Contact: UC

Approved By: Thomas Julie F

Drafted By:

i[IJ.Case&)Z #:.0 §EQ—H‘—012
hIE -

.TitlePZ N¢f POSSIELE IN GFNCE OVERSIGHT BORRL (ICE)
{1
MATTER 2006

9736-VIO (Pending)
0372 (Pending)

() --Synepsis:- M) Tt 1s the opinion »7 the Officse of Genesral
Councol (OGT) “that the above zcferencec matter necd not ke
reported Lo the ICE.  Our analysis Zollows.

Administrative: (U)y This comnmunication containg one or more
frotnotez. 1o read the footnotes, dowr_cad and print the
droumznt in Corel WordPerfect 2.

Reference: J75-HQ-C1225736-VI0O Serizl Z4°C

iUT““MDetails:M;>%{ By elec-rocnic communication (ECE _dated May 12, ~0006
'oited ce¥owh, ! thel ] Division

2
[

b7E

! (1) See EC trom thz JDhivision te the Inspecticn

Divizicn and General CZTounzel, dated May 16, 2005, Casze ID# J70-HQG-C1Z22273c-
VIT Serial 1425, titl=d "THTELTLTSRHNCE OYVERSTSHT BOARD (TOR) RRROR™

s?cmk

NSL VIO-31134
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b7E

bl
bé
b7C
b2
b7E
b4
b7D

be
b7cC
b2
b7E
b4
b7D

-

LR

m

::I | From: Genesral : L=
Re*>< 2TC-HC-0C12297 3610, 12/.8/2006

repecrted a potential TOP dinvolving a National ZFecurity Letter
INSL} issued byvl| | #hi-t, tkr-ugh an srror on the
of the cvrovider, yvislded cellular teleph-ne sucscriber
nfermation belonging to —he wrong nuker, a nunker which was no=
the subject of an FBEI nati-onal security investigation.

= |

par‘:

|
S

| op pqeat =%, 2005, | | served
an MNSL on an smployee of the <cel’ular telesphone
provider, to obtain toll reoogdo gid cibscoritmer information far
ce_lular telephons number | which were relevanz =—o
|complied wifth the MNSL kut provided
subzoricer inrtormation ror anotbther telephone nurmker which is not
the subject of a national security investigation.
e o August 23, 200b, SA rade telephonic

contast wits lenployee to obtair. Lhe -correct subscriker

nformation. then gent the corrcct subsoriber iaformmatic
via facsinile tol | IERA | | RA. SA|

shredded the incorrect subscriber information on Aagust 23, 2005
and subsequently no information was uploaded into FEI databhases.

required by Executive Order (E.0.) 1z&gnd and
T Mational Foreicn Irte  l:gence EBrovgram Manwal
(MEIEM,, OGZ was taskaed to determire whether the error desgscriked
hers is a4 maller which musb be reporlec Lo Lhie TOB.  We believe
that tThes reported activity dces not recuire IOE notification

(J) Section 2.4 of E.0. 12863, dated 098/13/1933,
mandates that Inspectors Generzl ard Genera_ Counsel of the
_ntz_ligence Community components (in the FBI, the Assistant
Director, Inspection Division, and the General Counsel, CGC,
resvectively) report —o the IOB 211 information “concerning
intelligence activities that they have reason to believe may
e anlawfal or contrary to Ezecntive ordsr or Fresidential
dircctive.” Thic hac becen interpreted to include violations
the Afrleﬂy Sereral's Guidelines for FBI Naticnal Security
_nvestigationz and Foreign Intelliger.ce Collection ("Attorney

)
Hh

NSL VIO-31135



b2
b7E

Ceneral's Cuidelines"
by Exscutive Crder 12

the implementati-n of whicn is manda=zed

B B ~~:h§: As set for=h inl hhe Attorney
ucucLal's Gaidelines, use of H3Ls in conformity with 13 U.3.C.
St o J= suthorized when cerfain recoras are sought as part of a

| |Irnves-igaticon. 13 U.5.C. 82709 zauthorizes
the FBI to obtain cerzain subscrziber ard tecll £illing records
from = wire communication service provider when those records
"are relevant to an authoriced investigaticn to protect agains-—

internaticonal terrorism or clandestire Zntelligence activities.™

iUI““:I><::In this instance, pursuant to an authorized
linvestigation, |procerly served an MHSL
regquezstlng relevant subscriber 1nZormatZ-n and toll Killing

reccrds from a wire communicstion service provider. In response
tz this properly served NSL, the provicer rronecusly provided
cubzscrirer information for an unrclatec telechone oumloeor which

wWas pet reciested in The NSL and was not Lc;chntl

contacted the provider, then shredded the inadvertently

obtained information.

(UJ) EBased upon these facts, n accordance with the
s inplemnenting the reporting reguirements of Sesotion 2.4 of
v 12eE6Xx, it i1g our opinion thst this error ig not reportable —o
Lhe TOR. A reccrd of Lhis ducisiou chould be raintained in _he
contreol file for future review by the Counsel to the ICE.

(1) Sincel Ialready contacted the provider
and shredded the inadvertently obtairec material, there is no
_cnger 3 nee=d for an action lead to

NSL VIO-31136



SE}&T

b2

b7E nJ__“T:: From:  General Course
© O Rewe R ZTY-HE-UIIIET36-VI0, 12/08/2006
LEAD (s) :

Set Lead 1: (Info)

b2 AT
b7E

(U)  For information.

Set Lead 2: (Info)

COUNTERTSRRORT SM

AT WASHINGTON, DC

(11) For information.

Set Lead 3: (Action)
THSP=CTICH

AT WASHINGTOM, DC

(U} IM3D should zetain a record of the report of =he
prtential IOR matter, as well zs a copy of the OGC opinion
cont_uding that ICB rotification ise rnot required, for thres years
frr poszikle review by —he Counsel to the IOE.

oo Mo, Thomas

bé
b7C

IOE Likrary

*

SECR

4
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(Rev. 01-31-2003) WHERE. .. 3HEOWH. QTHERWIZE CLASSTFIED BY §5179d

b2
b7E
b
b7C

(U3

-

b2z
LTE.

ALL INFOPHATION CONTAINED

HEREIN I3 UNCLASSIFIED EXCEPT DATE: 12-07-2007

REASTH: 1.4 (cy
T SECRET/NORARIL DECLASSTIFY IH: 1
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/20/2006
To: Attn: SAT
oD
Counterterrorism Attn: I70S 1, COoHMU:s 2, TEZM b
Inzpesction Attn: IZ°=2

From: Office of the General Counsel
NSL=/CTLUl/_X]l Koom 23113
Contact: UC |

Approved By: Thomas Julie F

Drafted By:

Case ID-#:. O] Z78-HQ-C1l229736-VIO {Pending)

Title: >< INTELLIGENCE OVERSTGET BORRD b2
MATTER 2006

Synopsis:. .. | It is the opinion oI the Office of thne Gensral
(Ssea bt (OF2) tThat this matter must ke repcrted to the
ntelligences Gveraigh= Roard (TOB). OFC wi'l vrepars and deliver
tho nocooszary correspondence to the IOE.

>< Dert om : G-3
Declasgsi : 0

Referen_gg;_u,_% 278-HQ-C1229726-YIO gerial 1454

Administrative: )( This document contains information obtained

or dérived from an electronic surveillance or physical search

conducted under the Foreignh Intelligence Surveillance Act
("FISA"), 50 U.S.C. Section 1806(b). Such information shall not
be used in any criminal or administrative proceeding, including
grand jury proceedings and warrant affidavits, without the prior
written approval of the Attorney General of the United States.
U.S. Person FISA derived information may not be disseminated to a
foreign government without the prior written approval of the
Attorney General of the United States.

The referenced u~L11l Irom |reques:ed
7 the faczo of the captioned mattor and Jdetermine
SEC
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b2
b7E

bl
bé
b7¢C
b2
b7E

bé
b7C
bl

Ero
304

RS UL DGR IVIN

o Office o
|—/T()

SEC

oI the fGensral Counsel
170/ 2006

whether 1f warrants reporTing to the IOB. Az =z:plained below, in
our ooinicn, the FBI is rejuired to report this watfter o the
—JbB.
2
(3) sS4 and Si were working closely
wil g JTTO3 T CONIJS TT 1o oblain = emergere:y FT3A search warvanth
f:rl | The followinc is the chain of events in
whioh an IOZ srror may have occurred:
(U)““”>38(; At 3:4 p.m.l l IA
| “) 170z I, CcoNU3 II, contactec ZA] TRl
te_cphope, to 3dvise authorizaticon had bee cbtainedl

(3] I

ot - AT 43120
from 1A indicatin

p.im., SA] receivad a pnoone call
g authorization of the FISA search warran-«

had been a wiza-comminication between her_aod the OTPR attorney,
and 1t was not yet fully approved. IA was advised the
search had already conducted _Zodlowing the verkbal approval

een
she had previousls i

[ T ‘HE) AL
SE From SS4&
veroal authorization

vell. SE

immediately telephonically

call was
11,

received by
indicating

NSL VIO-31139
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18]

o I I troms: QEffice o the fGensral Couns=l
Re:  278-HQ-C17297306-VT10, 17/70/20046
' I i) i['LStL'L.lCtEdI IT‘."'. do = at _this
timz. | advised FRI HQ thrig]
| FEI HO
‘nsisted | | and at 7:27 p.n., |
lias termin=ted, as
(2/1F) |
1Y The Fresident, by Executive Order 12334, dated
TTjid/1468 l eztablished the Presgident's Intelligence Oversight
B ard LEIOB,. Cn 09/13/1993, by Executive Order 12853, th~
22 dent renam=sd it the Intelligerce Oversight Ecard (I ) and
i=h=d e Roard Aas a standin: commitbes of the Presis jArll s
~gn Inteslligence Adviscry Rozrc. Amcng its responsikili-i ’

ZOR has been given authority to review the FBI’s practice
and procedures relating to foreign intelligence and foreign
countzrintelligence collection.

(1) Secticon 2.4 of Executive Order 12863% mandates thaz

“nsvestora General and General Coursel of the Intclll : -
C:mmunlty components (in the FBI, the Assistant Dlr@ﬁtmL,
Tnsve cLic Divigion (IN3SD), and the Gereral Tounsel, Office of

the Gonoral Councel (OGZ), zegpectively)] repert to the ICR
nte’ligence activities that they have reason to beslieve may be
un_awiul or contrary —o Executive OrZer cr DPresidential
Directive. Tnls language has been irterpreted to wandate the
reporting of any vioclation of & provision -f The Attorney
Generzal's Guidelines for BT Netioral Secur’ty Investigations and

Forelgn Intelligence Collection (NSIG), =ffec-tive 10/31/2003, or
other gunidelines or regulations zpproved by the Attorney General

‘nroactordare with FEO 12333, dated 12/04/7081, if such provisiom
was desgsigned to ensure —he protection of Individual riaghts.

Violaticons of provisicons —hat merely are administrative in nature
and nct deemned ta have been Jdesigned to ensure the protection of
ndividnal rights are generally not reported to the IOR. The =ZRI
_nsoection Diviegion iz reguired, however, tTo maintain records of
such adrinistrative viaelaTZions for three years so that the

C:uns=l to the IOR may review them upor requsst. The
determination as to whether z matter iz "administrative in
natur=" rmast ke mades by OGC. Tthc-uL— such adiilnistrative

vionlations must ke reported s potentizl ZOB nmatters.

SE N

NSL VIO-31140
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bl
bé
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the Gensral Couns=2l

2

) “;Eﬁi;The HaIs prewvide that investigative tefhn;ﬂusa__1
b rd o St opant oot dgatdion dnolido .

b2
b7E

(UTMZJEﬁ: In this instance, duriny an anthorized

bl

-

chbtained em=rgency cral authority from the Attorney Genera
such a zearch, pursuant _fo the provizions of FISA.

investigaticn, EBI | | c-rsusted a physical seacen
l Joased upon an erroresus kbelief that the FBI had
1

for

Since a phyaical searchl |vas conchucted withont, FTSA
R R Rk I | I
the

phvz-al search was a viclation o the N:-_T. Accordingly, this
necident wust be reported to the IOB. In accordance with the
reporting regairements of Section 2.4 of Executive Order 12863,
OZC will prepare a cover leffer znd a memorandun t©o report this
matter to the ICE.

(U)o e should ensure that zll inadvertenzly
b7 captured Tnformation is collected, scquectered, scalaed, and
nIE d=z_iv=r=d to the EFBIHQ substantive uriit to bz sukbmitted £ OIFR

for acpropriate disposizion by the FISC.

LEAD (s) :

Set Lead 1: (Action)

Iﬂmm%aﬁm to indicate thaj |
as applicable in this case.

l ] In this case. the

subsequent ﬁSA warrant |

I

SECRERAIQEQRN

NSL VIO-31141
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o &

~d D

b6
b7C

2 t'rcom:  Qffice oI the General Counssl
Re SAE=HQ-C1 P97 A30-VTO, 1/00/20046

A

(1) should ensure that all inadvertenTly
captured information is collected, seguestered, zealed, and

de_iversed to the FRIHQ substzntive urit to be suknitted to OIPK

for acpropriate disposizicon by the FIST.

Set Lead 2: (Action)

COJINTEXT=ZRRORT SM

AT WASHINGTON, D.C.

(1Y The FBIHQ substantive urit =hculd ensare that all
nadvesrtently captured informaticn is collected, sequestered,
szaled, and Jdelivered to OIPR for appropriates disposition by the
FI3C.

Set Lead 3: (Action)
IHSpPZCTICH

AT WASHINGTON, D.C.

(U) For ac-ion deemed appropriate.

ce: =) T}~ 10 o =

IOF Likrary

*

SECRET N
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Sé}KéT
o
g INTELLI
b7E

SENCE OVERSIGHT EBOARD (IOE! MATTER
|FIEL> orricE
TOE LVATTZR 2 J06
-

I( 1J)
Ry elert pornie o
the Iederal Buresau of Investigatiorn

cronndl oAt
Office reported that,

1o dated Jun= 21, 2006,
(FEI) Jcie1d
during an zuthoriczed “nvestigation of a
ncn-U.S. Ferson, the BRI conducted a physical searckl[::::::::]
| |pased uprn an errore-ns helief fnat the FRT had
obta_ned emergency cral authorzity from the Attorney Seneral for
b1 zuch 3 cearch, pursuant to the provicions of TISA.
:b2 im'k”:hi{ The Attorney Generzl's Guidelines for FBI MNational
b7E Security Investigations and Foreigr. Intel igence Collection
MEIG) crovide that invesTigativerledhr - oyec antborized pyroyant
- invegtigation include: |
]

JTrn th:
phys2-al searchl] |
cotpepit

—

inztance,
wzg concucted without
— — —

since

Floa

Iv1]

phyzizal

zearch was a vioclation
being reported to the 10E.

| the
¢z the NZIZ. Thus,
{1 [

the matter

is
= The inadvertently obtaired material was
zred and will be filed with the Icreign Intelligencs
ance Court.
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Declassif
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DECLASSTFIED BY ah17%uh/kar ma]
O 12-07-2007

U.S. Department of Justice

Federal Bureau of Investigation

-
Washington. D. €. 20535-0001

BY TOURIER

Mr. Sterhen Friedman

Chairman

“nlzlligence Cversight Board
Rzom E0Z035

lew Lxezutive Office Bullding
T3t Street, Northwest
shington, D.C.

Wi
Dear Mr. Friedman:
FEnclosed for your informatiorn ig a3 self-syplanatory

e pagdiug =ntitled “Intelligence Oversight Board Matter
Zine ™oy

h

The memorandum sets forth cetai’s cf investigative
ity whicn the FRI has determirez was conducted oontrary to
yttorney General Guidelines for FBI Foreign Intelligence
‘fion and Foreign Counterintelligence “nvestigations and/or
Fxzecutive Orders, or Presidertial Directives wnaich govern
FE_ foreign counterinzelligence znc international terrorism
‘nvsstigaticnz.  This mat-er has also besn r=fsrred to cur
“nternal Investigations Section, Irspection Division, for a
=terninaticon of whether any administrative acticon is warran-ed.

+

(

Enclosure

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE
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S

vyou or any memkber of your staff require additional
zn oral priefing will ke

(U)

Mr. Sterchen Friodman

Zhould
nformation concerning This matter,
arranged for yvou at your oonvenience.

Julie F. Thomas
LCeputy Gereral ZTounsel

. = The Hdonorakle Alkertco R. Gonzalss

Lttorney Genesral
J.3, Department of Justice

Koo 5111

. - Mr. Jawes Bacer
C“ounzsel, Office of Intelligence Folicy and Review
' Department of Justice

Roorn 61570

SEcReR
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(Rev. 01-31-2003) DECLASSIFY ON: 12-07-2032

(m -

() o

REASON: 1.4 (o) HEREIN I3 UHCLASSIFIER: EXCERT

WHERE SHOWN OTHERWISE

—SECRET,LAIQEQRN.
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/22/2006
2 To: Attn: SAC
. o
b7E
bo Counterterrorism Attn: ITOS 1, COMUS 2, TEAM '/
b7C
Inzpesction Attn: 113
From: Office of the General Counsel
NIL2/CTLUL/, Ll Room 35119
Contact: UC
Approved By: Thomas Julis F
Drafted By:
41 IR Cavse--uI-D--u#v:..A>)<278—HQ—(31229736—\/’10 (Pending)
““WTitle;~::Bik=::;NTELLIGENCF OVERSTGET BOARD ba
“—” . MATTER 2006
Rif] _.Syncpsis.:.. _Eﬁﬂ; It is the cpinion ¢z the Office of The General
Conmasl (064) Yhat this matter must be reprrted to the

_ntc_ligence CversighzT Beard (IOB). OGC will crepare and deliver
the nescessary correspondence to the IOB.

(1) eri rom : G-=
Declassi N 1222

ﬁéféféﬁéét“m)%ﬁ 278-HO-C1229736-VI0 serial 1490

Administrative:’ This document contains information obtained
or derived from“an™electronic surveillance or physical search
conducted under the Foreign Intelligence Surveillance Act
("FISA"), 50 U.S8.C. Section 1806(b). Such information shall not
be used in any criminal or administrative proceeding, including
grand jury proceedings and warrant affidavits, without the prior
written approval of the Attorney General of the United States.
U.S. Person FISA derived information may not be disseminated to a
foreign government without the prior written approval of the
Attorney General of the United States.

“BECREFAAIQEQRN
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Re: Z7=-HO-Cl2Z8726-V10, 12/22/C

our opinion, the FEI

T SECRET/ANGERQRIN.

T From:  Office of the Zeneral Toanzel
/e

OINES

enced serial
that Ubu revisw the faczs of the capti-ned

whether 1f warrants repor-ing to the IOR.

Zrom hequested

atter and determine

i

=xplained kelow, in

It
e
is rejquired to report this matter to the

_OR.
(3)
|
| JFursuant t€o
1 |- =gsued an HMaL for accounts
asscclated withi] |to| el
regoongs Lo fthe NSL, an e-mall address asscolated with
| was ldentified kvl
1 [ dowever, resulte from another HN3L redquesting
sub=zcricer 1ntformation for that e-mail addresg reyegled fhat the
e-mzxil addresz did nez kelong to the subjectl |

Aczcopdingly, o further investigation

addrezs.

OIFR Atto

was Jdone on that e-mail

2/NF) Zuring the FISA agplicaticn proccogfor

rney |

|requ¢sted|

[responced withl|

e-masl addyregzes from the o-9qgipnz] ST, ~nd dinaduertent s

“noluded

[S/NE) _Sevy

ol oo o e

e F-ci order aathoriczi

was inplemsnted,

o on ara dlarovered that]

Jras not assoclated with Tne FISA target

I l Upon dis
n-tTille: 035 I, COH

(U)o PR Az dir
thot s—radl addreas
I komwutc

covering the error, TEFO imuediatel v

J5 IT and OIPR Attorney

ected, all hzrz
has been deat)

copy inferration concerning

ayed oand remcwved from oall FRT

rc. Onc compact digk containing all files

el

was forwardsd Lo S5A

or 1TOS

(UJ) The Pr
_2/04/19%21, esztablis
B-ard (EIOCE). Cn 03
President renamsd it
eatAabT iahaed e Roar
Foroign Intzlligence

L, CONUSZ I1.

ezident, b

D )

/13/13%3, by E=x
~he Intelligjer.
doAas A nﬁdndlh;

ot bt e

Advisory Bozarz.

“SECRET7-ANOFQRIL

2

. ;tive Order 12334, datsd
hed the Pregident!

telligence Oversight

: Ord=r 12853, the
Oversight koard (LCE) and
of the President's
hmong 1ts recponcibilizies,

NSL VIO-31147



o
b7E

SECRE

T:J | From:  Office of the Zerneral Toanzel
Re: CTE-HO-ClI9T7 36=-V10, 122272006

the ZOR has been Jiven authority to review the FEI’s practices
and procedures relating to foreign irte’lligence and foreign

counte Llu*ﬂlllqeuhﬂ collection.
{(U) Secticn 2.4 of Executive Order 12563 mandates that

“napectors General and Ge Intelligence
C:mmunlty components (in rauf Director,
“nswection Division (INSDY), and the General Counsel, Office of
the General Counsel (OGC), respectivelyl repcrt to the ICR
int=s_ligence activities that they have reason to believe may be
un_awful or contrary Zo Executive OrZer <-r Presidential
Dirzctive. Tnils language has been irnterpreted t£o mandate the
reporting of any viclation of a provision cof The Attorney

ral's 3uidelines for TBI NWNztieoral Security Invegtigations and

.—r

]

Intelligence Collection (N3IG), effective 10/31/2003, or
nther guidelines or requlaticns zpproved by tThe Attcrney General
in ozccordance with EOQ 12333, dated 12/04/2981, if such provision
was dzsigned to ensure The protectiorn of Individual rights.

(1) Violations of proviciconc that merely are
administrative in nature and not deemez to have kLeen designed —o
ensurs the protection of individual richts are generally not
repocrted to the ICB.  The FBI Inspection Division is regquired,

: 1", to maintain records of such acministrative vioclations
for threze yzars go that the Counsel to the _UB nay review them
weon requesst.  The determination as to wheth=sr a matter is
Jduniniztrative in naZure™ nust kbe made by O:C. Tnherefcre, such
adiinislrative viclalions mushl be reporled as colenlial IOR
natters.

(-

techniques

The HZIG provide that acthorized inves
naticonal security investigations

0/
for

(1T e mmw;>{; In this sizuaticon, the FRI and OIER inadvertently

relnded aft enail account ot ssosociated witlh the FRT =subdec— i

4 FISh ~pplicaticn. | I
|

l ir. voc_oaticon of the N3IG.
TTio= 1lloldent MUst Le reporred Lo the IOE. In accordance wizth

the LepFLTqu requirements of Zecticr. 2.4 cof Executive Order
12863, OGC will prepare a cover letfer and a nenorandum to reporc
thiz matter to the IOE.

Feranse “he inadvertently captared informat.ion has
~1lected, coquesteorez, ccaled and delivered to CTD,

BECRET7/7NOFORN e
3

alrcady bfen o

NSL VIO-31148



SEC ORN

T From:  Office of the Zeneral Touanzel
Re: " /E-HO-CLZC9735-V10, 12/722/2006

“TOSZ, there is no ac-ion lead to the fied. If not already
done, CTD, ITC31 should ensure that all inadvertently captured
nfcrmation is delivered —o OIPR Zor appropriate disposition by
the FISC.

LEAD (s) :
SECRE RN

NSL VIO-31149
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b7E

ol
b7cC

SE NOFORN

To: From:  Office of tne Gensral Counsel
Re: LCJO0-HO-LIZ°9:36=-YVIOQ, 1./22/21006

Set Lead 1: (Info)

AT

(uU) For information.

Set Lead 2: (Action)

COUNTSRTERRCRISM

Al WASHINGTON, [+.C.

(J) The FEBIHQ substazntive unit should ensure that all

inadvertently captured information s delivered to OIFR for
appropriate disposition by the FISCT.
Set Lead 3: (Action)

INSEECTTON

LT WASHAINGTON, D.C.

(J)y  Frr action deemed zppropriate.

cc: Ms. Thcoras

1OE Ligcrary

124

SECRET/ /NOFURN~———.
5
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(Rev. 01-31-2003)

b2
b7E
bé
b7¢C

-

) R

(-

ALL INFOFMATION COMNTAINED DATE: 12-07-2007
HEREIN 1% UNCLASSIFIED EXCEPT CLASSIFIED BY 651 7%dnm %
WHERE SHOWH OTHERWISE '

SECKRET/7NMOFORN—
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/22/2306
To: Attn: SAC
o
Counterterrorism Attn: ITOs 1, CoMus 2, TEAM 7
Inzpesction Attn: 113

From: Office of the General Counsel
NIL2/CTLUL/ IxXl Roomp 335119
Contact: uc

Approved By: Thomas Julis F

Drafted By:

_%casemlnm#;mz§j><§z?—HQ—Clzz9736—V10 (Pending)

(-

Title: . >g{) INTELLIGENCE_QUEESTGET BOARD b2
MATTER 2006

MSYnstisaw:hﬁi It is the cpinion ¢ the Office of the General
Conmasl (0G0) that this matter must be reprrted to the
_ntc_ligence CversighT Beard (IOB). OGC will crepare and deliver
the nescessary correspondence to the IOB.

(1) DertT m : G-
Decl i :

ReferenéérwwEQ( 278-HQ-C1229736-VIO serial 1490
Administrative:.- This document contains information obtained
or derived from ‘an electronic surveillance or physical search
conducted under the Foreign Intelligence Surveillance Act
("FISA"), 50 U.S8.C. Section 1806(b). Such information shall not
be used in any criminal or administrative proceeding, including
grand jury proceedings and warrant affidavits, without the prior
written approval of the Attorney General of the United States.
U.S. Person FISA derived information may not be disseminated to a
foreign government without the prior written approval of the
Attorney General of the United States.

SECRET

NSL VIO-31151



SECR N

T::I |F‘ﬁm: Offir
Re: 272-HO-Cl229735-V10, 12,2

of the Zeneral Coanael
SO06

b1 Details: ()] |

b2 |
bTE I

Pursuant to
sued an M3L for accounts

bé asscoiated withl | =ddresze |

bh7C resoonss o the ST, ap e-mail ajdLe.' ; I
b4 Iwas identiZiec

bID However, resulfi from another NSl requesting

e subzcrircer information for that e-mail address revealed that the

e-mz’l addresz did not bhelong rm fkp subiect |
Acceordingly, no further investigztior was done on that e-mail
address.

{S/NF) Zuring the FISA applicaticon pro s for

ces
H I(?IPR F‘xttOJ‘_‘DE‘V I I rchl M
| responced with

| I from the original NSL, and inadvertently
—=T1117-1

bl

3
e
bTE — - - - —
beé (3/HI) Several days after the FZSA order authorizing
:b- l | was implemented,
b7C | [TTscovered that] |
| ]
| [wvas not associated with toe FISA target
| Jpon discovering the errcr, TFO lnediatel
nolilled TTOS I, CONUS IT and OIPR ALlorney
:bZ iU}“““;Xs Az directed, all harz copy inforvation concerning
b7E that =—uai ddress has been destroyed and renoved from all ZLI
e computers.  One compact disk containing all files
h7C ]r=lating to the e-mail address was forwarded to 33A
of ITOS I, CONUS IT.

(UJ) The President, by Executive Order 172331, dated
“r/r4/1981, established the Fresident's Tnrtelligence Oversight
B-ard (FIOB). Cn 0%/13/15%%3, kv Exccutive Order 12283, the
Prezident renamed it —he Intellijerce Oversight Board (ICE) and
=stablished the Doard as a standing conmittees of the President's
Foreign Intelligence Advisory Eozarz. Amcng 1ts responsibilities,
the ZOB has bsen gJiven authority to review the FEI's practices
and prozedures relating to foreign irtelligence and foreign
countzrintelligence c¢ollection.

~ 2

mandates tha-
lliqence

(17) Sect ion D04 of Fraenitive Order 17
“nowectors General and Gencerzl Courccl of the In

SECRE

2

qr
te
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“SECRETY/NOFCRM.____

T From: Offis Zeneral Counse

Re: CE=HO-CLIZR 30-V10, 1272

Comnunity components (in —he FEI, the Assistant Director,
nsoection Division (IM3D), and fh’ CSereral Tounzel, Office of
the General Counsel (O3C), respectivelyl repcrt to the ICE
nte_ligences activities that they have reascon to believe may be
un_awful or contrary —o Exzecutive OrzZer -r Presidential
Directive. Tnis languages has keen irnterpreted fto mandate the

repcrting of any vioclaticon of =z provisicon <f The Bftorney
Gens

J
ral's Guidelines for “EI Haticral Security Tnvestigat

i
Foregn Intelligence Collection (H3IG), effettive 10/31/200%, or
cther guidelines or rejulations 2pf”mv&d by the Attorney General
n accordance with EO 10333, dated 12 /04/L58 , 1f =zuch provision
was designed to ensure The protectiorn 2f individunal rights.

(U) Violations of provisions that nerely are
administrative in nature and not deemec to have keen designed —o
ensure the protection of individual rizhts are genesrally not
repcrted to the ICB., The FBI Inspection Division is required,
howzver, to maintain records of such acministrativs vioclations
for three years so that the Counsel to the ZOB niay review them
upon roguost. Thoe deZerminaticon az to whetheor a matter is
"adwinistrative in nature" nust be made by OzC.  Thnerefore, such
administrative viclations must be reported as cotential IOD
mnatters.

(U}~~:;§<: lhe NSIG provide that avthorized investigative
teohnigues for national security investigations includse

mm“mmm“mmi)ég In this situation, the FRI and OIFR inadvertently
included #n *mail account not associated with the I'BI sukbject in
a FIZE zpplication. This resulted irn] -1

I rI that was
N.L. Acooclared Wikl Lhe Fol subject, 1L vVoc-oaLlonll or the NEIG.
Thiz inzident must be reported to the IOE. In accordance wizh
the reporting requirements of Section 2.4 cf Evecutive Order

SRE O will prepare a acover letter and a mancorandiin fo reper-
this matter to the IOE.

captured information has

already bee led znd delivered to CTD,

TTORT, there is v a0 ion ]qui o t]|~ fileld, T notl already

dzone, CTD, ITCS1 zhou ld cnoure that zll inadvertently captured
SECRET/

3
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T Eromme:
Re: - HO-C12 297 35-V10,

‘nformation is delivered
the FISC.

LEAD (s) :

“SECRETY-AEQRN

Offize of the Zeneral Coanael
1272272006

—o OIPR Zor appropriate digposition by

NSL VIO-31154



b2 SE ORN
b7E

ol Fremm:  Office of the General Courssl
ke: C2J/8-HQ-T1Z"G736-VIO, 12/022/2006

Set Lead 1: (Info)

gb 2
b7E AT

o For information.

Set Lead 2: (Action)

COUNTERTEKRORTISM

AT WASHINGTON, D.C.

(UY  The FBIHQ substantive unit should ensure fThat ail
inadvertently captured information is delivered to OIPKR for
appropriate dispositicn by the FISC.

Set Lead 3: (Action)
INSFECTTION

AT WASETINGTON, D.C.

(1)  For action deened appropriate.

, ce: Mz . Thomzs

b6

b7cC : TOTELY
L 2

SECRET/7NOPORN
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INTELLIGENCE OVEESTIGHT EOARD (IOE! MATTER b2

IFIELD OFFICE b7E
IOE MATTER 006 258
we

' By elect oo cvaqumin ieat 1o dated Jaly 5, 20006,
the Iederal DBuareau of Investigation (FBi)l |Field
Office reported that tThe FRI and the Office of Tntoliigcnco
Po_icy and Review [(OIZR) inadvertertly Included an email account
n-t asanciated with the FRT subjent in a Frreign Totelligence
surveillance Act (FISA) applicaticor.., This resulted in

Liag pot _gssocizted with the FBEI sukject.  The
Imaterial was sequestered and will be bl
fi_=d with the Foreign Inzelligence 3urvell_ance Court. Wo

] The Lttorney Generzl's Guidelines for FBEI Hatimnal

curity Investigations and Foreiqr. Intel_igenze CTollection
M3IG) wrovide that authorized investizative technigies for
natiopal zecypity inves~jigations |

hat was nIt asscciated witth the FEI
subjest violated the NSIGC. Thus, the matter is keing repcorted to
the _uUB.

e i ved

DECLASIIFIED BY 65179 duh kst /ma)
AN 15-15-2007

NSL VIO-31156



DECLASSIFIED BY £517%dmh/ksr/ma)l
0r 12-07-2007

U.S. Department of Justice

Federal Bureau of Investigation

Washington. D. €. 20535-0001
BEY TOURIER

Mr. Sterhen Friedman

Chairman

“nlzlligence Cversight Board
Rzom E0Z035

lew Lxezutive Office Bullding
T3t Street, Northwest
shington, D.C.

Wi
Dear Mr. Friedman:
FEnclosed for your informatiorn ig a3 self-syplanatory

s pagdugr =ntitled Y“Intelligence Overs. ght Board Mattsr h2
ARG ()

h

The memorandum sets forth cetai’s cf investigative

ity whicn the FRI has determirez was conducted oontrary to
yttorney General Guidelines for FBI Foreign Intelligence

‘fion and Foreign Counterintelligence “nvestigations and/or
Fxzecutive Orders, or Presidertial Directives wnaich govern
FE_ foreign counterinzelligence znc international terrorism
‘nvsstigaticnz.  This mat-er has also besn r=fsrred to cur
“nternal Investigations Section, Irspection Division, for a

=terninaticon of whether any administrative acticon is warran-ed.

+

(

Enclosure

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

ived From: G-3
Declassi

ey
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_SEwer—__

vyou or any memkber of your staff require additional
zn oral priefing will ke

(U)

Mr. Stechen Friodman

Zhould
nformation concerning This matter,
arranged for yvou at your oonvenience.

Julie F. Thomas
Ceputy Gereral Zounsel

. = The Hdonorakle Alkertco R. Gonzalss

Lttorney Genesral
J.3, Department of Justice

Koo 5111

. - Mr. Jawes Bacer
C“ounzsel, Office of Intelligence Folicy and Review
' Department of Justice

Roorn 61570

T
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(Rev. 01-31-2003)

b2
b7E
bé
b7C

(-

EI]thﬁ

o

(7

b2
b7E

bl
b2
b7E
b6
b7C

-

“ounisel (0GT)

ALL INFORMATION CONTAINED DATE: 12-07-2007

HEREIN I% UNCLASSIFIED EXCEFT CLASSIFIED BY 55179dmh/ksr/maj

WHEPE SHOWH OTHERWISE REAZON: 1.4 (o)

LECLASRIFY OH: 12-07-
thET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/20/2006
To: Attn: SAT
oD
Counterterrorism Attn: I70g 1, COoMU:s 2, TEZM &
Inzpesction Attn: II=2

From: Office of the General Counsel
NSL=/CTLUl/.X]l KRoom 23119
Contact: UC

Approved By: Thomas Julie F

Drafted By:

”CiéémIDm#fm;kgk ZTE-HQ-C1229736-VIO (Pending)

INTELLIGENCE OVERSIGET BOARD
MATTER 20064

Title: !

Syncopsis: . S It is the opinion oI the Office of ftihe Gensral
3 *hat this matter is rot reportable to the

“ntel ligence Cveraigh= Roard (TOB). Rather, 1t shonld be
maintained in the conzZrol file for periodic review by Counszel —o
fhe ZOB. Our analysis follows.

>‘< Dery om : =
e Declassify—OR 1220

Referencef”:>§z 278-HO-C1229736-VIO serial 1505

_DetailSé~~EE<: The referenced serial IZrom rejquested

that OGZ review the faczs of the capticned matter and determins
wheth=zr it warrants repcr-ing to the IOB. Ag explained below, 1in
our ozinion, the FBI is not required to report this matter to <he
ZOB.

SQQET

NSL VIO-31159
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b2
b7E
b4
b7D

hd
b7D

b4
b7D
bé
b7cC

b4
b7D

5]
7
e

b7E
b4
b7D

SE T

o Frcoms Qffice of the fenera’l Counsel
Re: SIE=HQ-CT 2975300, 10 /00

0O/c0006

Securita Tetter (MHATN dated 12/01/2005 I was submited
t:l rejuesting the —Jentlirileoarlion of any e-
maZl addresses used Ly —he subject (sukscriber doformation] iRl
addition to the e-mail subscriber 1nfmrmqr1ﬁn,|

provoded naistory logs, whl,h wers not rejuested 1in Lhe original
NSL dated 17/31/°003 (electronic oconmuricaticn transactional

rdg). The losge zgent corferred with the €20 and i=
docided gt |:houLd inc_ude in thelr regpongso
wlllingly provizdes the hilistory Togs.

M. s o - . . .
( T Two NSLs were subsecuent_y issusd for informazion
Lere

that was frovided on —he history laogg eres were no responsive

S Tolmiaan fi ot NIl _Jicsiled to In resgonse to the
cnd NSL, was able t- previde information
_zting to tne TE address. The results of this N3L were stored
in 3 1-2 =nvelope and were not uploazezs into ATS.

(m~WMWm:}§(: Tn May 7006, Lhe case azent was fofopued that Hhe
history logs were an over collection of records.

[::::::]history logs were Zurned over tTo CDCI |on OR/ 20/ 2008

Jueztered. Only —he subscriber sccount Jdrfcormation —hat

ztzd in the original NSL to was copled
2 logys and placed in a 1-A enveldpe.

") The case agent believed that ths results re-ceived
from thes 1ssMance of the previcusly mgetdsoned MSLs to

alss pezdsd Lo e sequestered.  Since Ald ot have aly dala
for the pnone number —hat was requestec, ncthing necded to ke
gequestersd regarding that NSL. | | did provide
nfcrmvation pertaining <o the cne 1D acdress thatl was collected
from the nistery logs. The original resu_ts were removed from
the _-A and copied, with Zhis second IF address Ilacked out. The
first IF address information is beinc stopred jp the 1-A.  The

original results were turned over to CDC on AT/07/720006,

LSy llone of the HNST results that wers acoquired fron
oI were uplozded inta ACS cr any other FBEI
databases.

() 728 Since electronic comminication transactional
reccrds can lawfully be cbfained with an N3L, served an
NEL, dated J4/11 /2006, —~ redquestling Lransactional
datz | Trhe second IF
address that was provided 1nj ﬁthat 1o Leing
sequest=zred) was provided in These resi_ts. may submiz

SE&&K
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b7E

b4
b7D
b2
b7E

(senera. Counsel

Re:  278-HQ-C1"

another NZL i ap attempt to gzin ID irformatdon lelabing o this

address. sukmi-ted znother N3L to dazed
05/16/2006 requesting tranzsac-tional lozs fromw the date of
nception tdrmuth |qnd arti-irates that the first
e_=zphone namber mentioned 1n| w.l_ be provided within
these ressults At that time another Mol wi’l e gubmitted to —he
crmnunication carrier to whom the runber was resold.

(11) The President, by Foeontive Order 12334, dated
Z2/04/1%81, established the Dresident's Intelligence Oversight
B-oard (FIOR). Cn 09/13/1943, vy Erxecutive Order 12883, the

FPre=zident renamesd 1t =~he Intelliger.ce Oversight Loard (ICE) and
eztablished the Board as a standing committes of the President's
Foreign Intelligence Advisory Boarz. Amtng its responsibilizies,
the ZOB has keen gJiven authority to review the FEI's practices
and procedures relating to foreign irnte’ligence and foreign
counterintelligence collecticon.

(1) Section 2.4 of Executive Order 12363 mandates tha=
nswectors General and Generzl Cournsel of the Intelligence
Comvanity components (in —he FRI, the Assistant Director,
“nsoeztion Division (INSD), znd the Gereral Counsel, Office of
the Gzn=ral Counsel (OGC), zespectivelyl repecrt to the ICE
intelligence zactivities that they have reason to kelieve may ke
un_zawful or contrary —o Executive OrzZer -r Presidential
Directive. Tnls language has keen interpreted to wandate the
repcrbing of o any violatlion of & provision of The Attorney
Genoral's Guaidelines for BRI Naotioral Sccurity Inveshtigations and
F: qn Intelligence Collection (NSIG), =ffe-tive 10/31y 33, or
other guldelines or regulaticns zpproved by the Attcrney General
in zccordance with EO 12333, dated 12/04/.931, if such provision
was designed fo ensure —he protecticon of individual rights.
Violations of provisicns —hat merely are administrative in nature
and nct deerned to have been designed t2 ensure the protection of
ndividual rights are generally not reported to the LOB. The *EL
Tnanestion Division is required, however, fo maintais records of
cuch adrinistrative violaztions for three vyears so that the
Crunszl to the I0OER way review them upor. regqusst.  The
detzrmination as to whether 3z matter is "administrative in
nature" rast ke made by OGZ.  Ther 2, such adwinistrative
violaticnzs rmust be reported zs potentizl ZOB natters.

iUI““;ﬂi N3Ls are a specific type f Investigative tool zhat
al_cws thz FBL to okbtain certain limited types of information
without court interventicon, including sukbscribsr information and
clectronic communication —ranscctional reccrds in the custody of
eleftronic communications service providers (Electronic

SE}RﬂL
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b2
b7E

b2
b7E

(senera. Counsel

Communicaticons Privacy Acz, 13 1103 C 5 27 VWJ N:Lls may be i1ssued
In conforrwity with statutory rejuiremertz, —ncluding 1z U.S.C0 %
2F0C, NRTG, aect o Vo170,

(- Here, during zn autkorized investigation, the FRI
progerly ferved an NSL on an electrorils communications service
provider reguesting subscriber informatizn. In response fo <he
proverly served NSL, =<he Bl inadvertertly ogtained information
beyend the scope of the NSL fadaciooris communication
transacticnal records). BT dentified the problen,
and procerly seguestered the elecfroric communication
I ransact ional records.

|~ .
D .
T

1)  Based upon these factsz, in actordance with the
terms iTple16ﬁt1hq the reporting reguirements of Zection 2.4 of
2, it ig our opinion thzt this error is not reportakle <o
A record of this decisior. gshould be maintained in Zhe
ile £

or future review by the Counsel fto fhe ICE.

(1J) should cor.tact the slectronic
comenunl caticons service pLU\leL znz ask whether the imgpropsrly or
unintonticonally acgquired informaticon should pe retuarnced or
=d with appropriate documentatizn fo the file.
Alternatively, =ince slec=ronic communication
rds can lawifully be obtained with an ISL,
13L for the electronic communicaticon transactional records
:ved from the electronic commuricaticns service provider.

LEAD (s) :

Set Lead 1: (Action)

AT

[U}l Iuhuulj corntact the = .
comauni caticons zervice provider znd ask whether the improperly or
unintenticnally acguired information shou’d e retarned or
destroved with appropriate documentation to the file.

ESQQET

NSL VIO-31162



%ET
b2

B7E To: Eroam: Otticeﬂ?iﬁ?he izensral Counsel

Fo: C7S-HO--I1_o09736-VI0, 1z/z0/200&

Alternatively, cince electr@onis oommni aticn _transactional

o records can lawfully ke obtiirned with an NST, may serve
D an NZL for the electrondic commar.ioatlon trangactlional rocords
b7E received from the elec-ronic communications service provider.
Set Lead 2: (Info)
DO JINTERTSRRORT SM
AT WASHTNGTOM, D.C.
() For information.
Set Lead 3: (Action)
ZHSFECTION

AT WASHTINGTON, D.C.

(U) INSD should retzoin 2 record of the report. o “he
potertial IOF natter, as well as z copy of the OGZ opinicon
corcluding that IOB notification is not reguired, for three vears
for possible review by the Counsel to the IOD,.
ce: MNea Jhonas

;b6 OB Library

+*
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(Rev. 01-31-2003)

ALL THFORMATION CONTATHED
HEREIN 1% VHCLAXSIFIED EXCEPT [ATE: 12-07-2007 -
WHERE SHOWN OTHERWISE CLASSIFIED BY 65173dmh/kst/ma)

REASON:. L. 4. (T}
SEQBET

DECLASSIFY ON: 12-07:2032
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/20/2006
To Attn: SAT
D
b2 Counterterrorism Attn: IT0& 1, CONUZ 2, TERM 6
b7E
bE Inzpection Attn: I-:
bic From: Office of the General Counsel
N3SL=/CTLUl/_X1 Room 35;;9

Contact:

Approved By:

Drafted By:

uc

Thomas Julie F

N} ©TE-HQ-C1229736-VIO (Pending)

Title:- >< INTELLIGENCE_QUERSTGET BOARD b2
MATTER 2006
(Il sSynopsis: - . It is the opinion oFf the Office of the General
Counse iOG2) Tthat this matter is rot regortable to the
“ntel ligence Cveraigh= Roard (TOB). Rather, 1t shonld be
maintained in the conzZrol file for periodic review by Counszel —o
fhe ZOB. Our analysis follows.
(U:l x ) rom G-
Declassi 220
(Uj---~~--~~Reference--:—-~~--->< 278-HQ-C1229736-YIO gerial 1506 b2
(U} Details: - The referenced serial Irom requested b7E
that OGT 1w the facts of the capticned matter and determins
whethzr it warrants repcr-ing to the IOB. As =yxplained below, 1in
our ogoinion, the FBI is not reguired to report this matter to <he
ZOB.

15 b1
bZ
b7E
b6
bh7C
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b2
b7E

bl
or 151
b7c
b4
b7D
b2
b7E

OO
~1 DO

)

Qm

N ca: Office of the General Zounsel
Re:  Z27S8-HQ-C1ZC29736-YVIO, 12/20/2006

Se;u;iix_Litter VASLY dated 058/08/20006 was submizted
~C for toll records relating to one felevhone number,

L Jho_supscriper jpformation relating to another
—elpmhons 'umber,l Tho zcoults were received from
“he fie'd ~ffice with an B dated 08/29/2006., Included in
the resultc were toll reoands (ol for a time period
that was not_Jreqguested, TIn addition, r@rovided toll
records for| |vhen only sukscriber information was
requesteg Qu L/ L/ 005 the additional toll records were given
to CDCI to ke sejuestersed. Thre subscriber
informnatiorn and toll records that were recuested in the 2L, are
stored 1 a 1-A.

¢

2 Noge of the af-crepeptinred toll records were
enlered inteo lcr 2223 The additional taoll
records that were provided for | o |were already
seqested o3 crevious N3L, Therefore they were already entered

01 The President, by Executive Order 12334, dated
12/04/19%2, =staklished the Presidert's Zntslligence Oversight
Eoars (FIOR). On 09/13/1993, by Excecutive Order 175863, the
Frezident renaned 1L the Intelligence Oversignt Board (IOE) and
zstaklished the Zoard as a standing committece of the President's
Forecigr. Intelligence Advisory Beard. Among its responsikilities,
the IOE has oesn given authority to review the FEI‘s prac-ices
and procedurss relating o foreign intelligence and foresign
courterintelligence collecticn.

(1) Section 7.4 7 Executive Order 128383 mandztes that
Inzpectors General and General Zocngel of the Intelligence
Commnity components (in the FBT, the Assistant Dirsotor,
“nespection Civisicn (IMZD), anc the Seneral Counsel, Qffice of
the Gensral Counse=l (OGC), respectively) report —o the IOR
intelligence activizies that they have reason to kelieve may ke

SEC}FT\
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SM

oL the Genera. Couns=l
S0/ 7006

un_awful or contrary —o ExXecutive OrzZer -r Prezidential
Directive. Tnhnis language has been irterpreted to wandate the
repcerting of any vioclation of a2 provision -f The Attorney
General's Guidelines for TET Matioral Securify Investigations and
Foreign Iatelligence Collection (M3IG), sffective 10/31/2003, or
other guidelines or regulaticns ;pproved by the Attorney General
in oactordance with EOQ 12335, dated 12/04/72981, 1if such provision
was degsigned to engure The r*;te:tion -t Individual rights.
Violations of provisions “hat merely are administrative i natare
and nct deered to have been designed to ensure the protection of
ndividual rights are generally not reporfted f£o the IOB. The =BI
nspection Division is regquired, however, to maintain records of
such adwinistrative viclations for three years so that the
Cruns=1l to the IOR may review them upor. regqusst., The
determination as to whether 2z matfter iz "administrative in
naturs" mast ke made by O5C. Thereilore, such adrinistrative
vinlatiocnzs must be reported zg potential ZOB natters.

L R, HNSLs are a specific type cf investigative tocl —hat
al’cws the FEI fo obtain certain limited types of information
without ocourt interventicon, including subscriber information and
t-21 billlng records in the custody oI wire coxrunication service
provoders (Zlectronic Communicsetiors Privacy Act, 10 U.3.C. %
2709|. HZLs may be issued in conZcormity with otatutory
requirerents, including 18 U.S.C. & 2709, N&ls, ssction V.12,

- . | | o L

fS) Here, during an authorized investigation, the FBI
proverly served an HSEL on a wire commurnicatlcn gervice provider
requesting subscriber information anz tol_ billing records. In
resoonss to the properly serzved NSL, the FBEI inadvertently
obtzined information keyond the scope of the NSL (toll billing
records for a period of time not reguested, and toll killing _
reccrds 10 response i lest Zor ﬁr'y sugscriber b2

nformation).  EFBI identifies the wrobler, and properly  b7E
sejuestered tLhe Lol 1ng zecorls.

() ased upcn these facte, n accordance with the
Lermns l@n@ﬂflng fLhe reporting reguirements of Section 2.4 of
ED 11863, it is our opinion that this error is not reportable Zo
the ZOB. A record of this decisior. should bz raintained in —he
contrcl file for future review by the Counsel to the LCE. b2

\ . . . "7

(1) should cortact the wire communication b7E

zervice provider and ashk whethes the lwmproperly or

NSL VIO-31166
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b7E

b2
b7E

b2
b7E

P chm Qffice <f the Genera’l Couns=l
Re: 2IE=HO-C1 29T 530V T0, 10/00/00040

unntentionally acquired information stould De reftarned or
destroved with ALPr opriate documehtatllu to the tile.
Hll—rh%fIUH]V Silee iporecords way lawlally be
obtained with an NSL, may zerve an MN3L for the toll
hiZling records 1if they relevant to the authorized investigazion.

LEAD (s) :

Set Lead 1: (Action)

L

AT

SE&{
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s

b7E

bé
b7C

T::| | Froms  Office of the General Counsel
Re ATE=AQ=CI 29T 50-VTO, 10/00/2006
(U)I Ishould corntact the wire oommunication
cserv.ce provider and ask whether the inproperly or
i nte=nt ienally acrmiired infoomat o oabon™d e refiarned or

destroved with appropriate documentation to the file.
Alternatively, since Zoll dlling records may lawfally bhe
obtained with an NSL, may serve an MNIL for the toll
biZling records if they relevant to the authocrized investigazion.

Set Lead 2: (Info)

COMTERTARRORTSM

AT WASHINGTON, D.C.

(1) For information.

Set Lead 3: (Action)
IHSP=CTICH

AT WASHINGTON, D.C.

(11 INSZ should retain a record cf the report of the
potential IOE matter, as well &5 a copy of the OGC opinion
cznz_uding that ICE notification is rot reguired, for three years
for poszikles review by —he Counsel to the IOE.

cc: Ma . Thomas

I0= Likbrary

*

B8
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ALL INFUPMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWH OTHERUIZE

(Rev. 01-31-2003)

SRCRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/20/2006
To: Attn: TAT
. Do
b2z
b7E Counterterrorism Attn: IT0g8 1, COMUS 4, TEAM 16
b6 _
n7c Inzpection Attn: IZ=2

From: Office of the General Counsel
NSL=Z/CTLULl/ N1 _Room 23110
Contact: UC |

Approved By: Thomas Julie F

Drafted By:
iU:lc'ééé""ID‘ #>< ZTR-HQ-C12298736-VIO (Panding)

Title: N  INTELLIGENCE_QVERSIGET BOARD b2
iy MATTER 2006

(7)) -Synopsis: (2 It is the opinion of the Office of the General
Counse iOG2) That this matter is rot regortable to the
“ntel ligence Cveraigh= Roard (TOB). Rather, 1t shonld be
maintained in the conzZrol file for periodic review by Counszel <o
fhe ZOB. Our analysis follows.

(1) >~< M

(T} Reference: >< 278-HO-C1229736 erial 1548

NI Detalls, )ﬁ? The referenced serial froml jrequested ~hat
it

H2 OZ2 review the facts of the captiornez matter and determine

b7 whethzr it warrants repcr-ing to the IOB. As =yxplained below, 1in

D7E our ozinion, the FBI is not required to report this matter to <he
ZOB.

(3) 1

bl

b7E

f

RET
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b2

b7E

o
bl
b2
bT7E
b4
b7D
b6
b7C

bl
be
b7cC
b2
LTE
b4
b7D

he
h7C
b2

o [::::::] From:  ©Office of the r‘@ner:—a; Ccungel
/ e

Re: 278-HO-C17297530-YT10, 17/

g

| on 0o/ 06/2006, a Mational Secyurity Tetter (ST wWas
ssued Ty tLhe Division directirng |

orovide "to the Federal Dureau oI Irnvestligation (FBI) the

ﬁnames, addresses, and length of service and slectronic

crmnuni cations tranoautlunal recoris, to lnclude existing

EtLanbautlon/activity lags and 211 electronic nail (e-mail) header
information (mot to include messzge cortent and/or

sabject
).

(] \’rl 1

figldoi, for tho boloy ligrad cmail adarces holder(s

(3) On 03/17/2006,

provided accouant records and two CD-homs containing copies of —he
filzg pertaining to the ub1ﬂﬁt’ o)
N

A Divisl-n, which he forwarded to

Sz oo od/ s/ 006, o&| loept = 1ead and forwarded
fhe data contained in the two CD's +.-] |

1zf Hoaf&

T cI4T 3 T o g ST Al ] ulle .)TIIL)U[.HI”I

Fen |

I e rernalhlreg Jdata wWas

T -n TIae Tandalone Computer | Eecause

el
the excesgg o Gecontained informaTilor. | Iit kelieved
that thes Imav have providez cortent inforrmation, which

Wwas not and gpecificzlly excluded in the MN3L.
I:U:I><m Di/14/2006, I B l
Jdiscovered Lhe oversight and nolilies il chi=1l | o
07/17/2005, 1JC conzacted ITOS 11 [ortt
Chilsf o dr —yrn gotified] Divislon. Eased on
ths di VELY, |SSA| rLas indicated that

it
o
D
@

5 dafa will ke removed Ifrom the standalcone computer,
zred, and stored pending further determination.

M oo
e

D)
IR O]

SeJues

(J) The Fresident, by Executive OQOrder 12334, dated

T/04/1981, established the President's I[ntelligence Qversight
B-ard [FTOR). Crn 03/13/1993, by Fxe-utive Ord=r 178723, the
Fresident renamed it —he Intelliger.ce Oversight Fcoard (ICB) and
ot abhlished the Board as a standinz comnittes of the President's
Forzign Intelligence Adviscry EozrzZ. Amcnd 1ts responsibilizies,
the ZOB hzas been given authority to review the FRIfs practices
arnd prozedurez relating to foreign irte’lligencs and foreign
counterintelliqgence aollection.,

(1J}) ection 2.4 of Erecttive Order 172263 mandates thaz
“nsvectoras General and Generzl Course]l of the Intelligence

ET
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b2
b7E

in e . MBLE are a specific type cof investigative tool that
allcws thg FBI to obtain certain limited types of informaticon

(0] e

skng

Froms Qffice of Tha renera. Couns21
TE-HQ-C1 29750V T0O, 10 /00

Comuunity components (in —he FEI, the
_nswection Division (IN3D), zand the
the Gensral Counsel (OGT), respective epcrt fo the ICDE
_nr¢_111Dﬁco activities that they have reason to kelieve may ke
un_awful or contrary —o Executive OrzZer -r Presidential
Directive. Tnis languagje has keen irnterpreted to wandate the
reporting of any violation of 2 provision of The Attorney

sz_=ztant Director,
.eral Zounsel, Office of

General's Guidelines for BI Hatioral Sccurity Invegtigations and

Frreiogn Talelligence Collect inng (N3TG), =ffextive 10/31/2003, or
other guidelines or regulaticons approved by the Attorney Cenesral
in zccordance with EO 12333, dated 12/04/2981, if such provision
designed to ensure =~he protectior. of Individual rights.

YViolations of provisions that merely are administrative in nature

and nct deened to have keen designed to ensure the protection of

‘ndividual rights are generally not reported to the IOB. The FEI

“nasvestion Division is required, however, to maintain records of
such zdrinistrative viclazions for three vears so that the
Crnnssl b the TOR may review bLhem upor. regqpusgst. The
determination as to whether a matter iz "adwministrative in
natur=s" rast ke made by OGZ. ThereZoare, such adrninistrative
violaticns nmust be reported as potential ZOB matters.

without court intervention, including subscriber iaformation and
electronic communication c—ranszcticnal reccrds in the custody of
chrondie commmunicabions service providers (BElectrondo

cle

Coronunications Frivacy Acz, 18 U.S.C. § Z7C9). NSLs may ke iszued

I ronforpity with statutory requiremerts, Including 13 U.3.C.0 §
270, MNgIG, =zection V.1Z2.

e S Here, during an authoricZed investigaticon, the FEI
pros erl“ Ferved an MN3L on an electroric communications service
provoder requesting subscriber inZormatio-n and electronic

=

=
._C‘.

comuunication transactional records.  In reswonse o tThe properly
served N3T, the FRT inadvertently obtained ‘nfoowation beyveond —he
soove of tThe MNSL (email content informationi. The F2I identified

the proclem, and properly sequesterez the content information.

(U) Based upcn these facte, in accordance with the

fLerms irplernenting the reporting reguirements of 3S=cticn 2.4 of
EDQ 12863, 1t 1s our apinion that this error is not reportable zo
t Z

OB. A record of this decisiocor =hould bs raintainsd in —he
rcl file for future review by the Counsel to the 1CE.

() should contact the ¢lcocotreonic

.

comenini cations zervice provider an: ask whether the inproperly or

sﬁm\
3
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e Froms Office of
Rer  2io-AQ-C1 0247 530-YTO, 17/0

he General Counssl

unntentionally acquired information stould De reftarned or
destrcoved with appropriate documentation to the file, and
crordinats with FCPs acvordinegly.

LEAD (s) :

Set Lead 1: (Action)

b2

b7E AT | |

(U‘):lsh-:n_lld contact
35

D
|_.
|_|‘

!

crmani cations service provider and

(')

e e ro
] % }-l = r
sko

1
tle tle improperly or
un:ntenticnally acquired info:mation _d e retarned or

sm@'r
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b2 To: From:  Office of the General
CUg-HQ-C1229736-VIO, 12/20/72006

Counzel

b7E Re:
destroyed with aprropriate docuwmentation to the [ile, and
coordinate with EOPs accordingly.
Set Lead 2: (Info)
TOUNTERTERRORT SM
AT WASHONGTON, D.C.
(117 Fer information.
Set Lead 3: (Action)
THNIPECTTON
AT WASHINCZTON, D[D.C.
a record of —he report oI tle

(I} INSD shculd retain
potentizl IOE matter, as well as a copy of —he OGC opinion
is not required, for thres yes

concluding that 0B netification
iikle review by the Counsel to the IOB.

taor poss

Mo Thomas

b6 CC:
»7C [

Lo Library

*

SECRQ
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ALL INFNRMATION CONTAINED
HEREIN I3 MICLASSIFIED EXCEPT

WHERE ZHOWN OTHERWISE

(Rev. 01-31-2003)

b2
b7E
be
h7C

(T

inmI;tle;w

SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

To:

Counterterrorism

Inzpesction

Date:

Attn:

Attn:

Attn:

From: Office of the General Counsel
N3L2/CTLULl/ Txl Roompn 35119

DATE: 12-07-2007

CLASHIFIEL BY &5179dmh/kar/maj
FEAS0M:. 1.4.{z) ,
DECLASESIFY DM: 12-07-2032

ITOoS 1, ConuJs 4, TEAM 12

IIS

Contact: uc

Approved By: Thomas Julis F

Drafted By:

)

MATTER Z00¢

_ntc_ligence CversighzT Board (IOB).

2T78-HO-C1229736-VIO (Pending)

INTELLIGENCE OVERSIGET BOARD

the nscessary correspondence to the IOB.

(1) DerT :
De i on:

Synstis:meXQ It i1s the c¢pinion ¢ the Office of the General
Conmasl (0G0) that this matter must be reprrted to the
05C will

crepare and deliver

Reference)v’\f 278-HO-C1229736-VIO serial 1648

Administratrver:hﬁ: This document contains information obtained

or derived from an electronic surveillance or physical search
conducted under the Foreign Intelligence Surveillance Act

. Such information shall not
be used in any criminal or administrative proceeding, including
grand jury proceedings and warrant affidavits, without the prior
written approval of the Attorney General of the United States.
U.S. Person FISA derived information may not be disseminated to a
foreign government without the prior written approval of the
Attorney General of the United States.

("FISA") , 50 U.S.C. Section 1806 (b)

SEC
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b7E

bl
b6
b7C
b2
b7E

bl
b2
b7E

SECRET

T::I I Fromwm: Office o: tl General Counsel
Re: TTE-HO-Cl2I9T7 36V 10, 12/20/72006

Details: (S/NF)' |
sal lconzacted] personnel
nmediately. [thhen zought con-act

with aprropriate personnel

(1Y The President, by Executive Order 12334, dated
_Z/0d4/1981, established the Pregident's Lntelligence Oversight
Brard (EIOB). Cn 09/13/1993, by Executive Order 128063, the
Frezident renamed 1t the Intelligerce Oversight Ecard (ICEB) and
~ctaklished the Board as a standing committes of the President's
Foroign Intelligence Adviscory BozrZ. Mcng its responsikbilizics,
the ZORB has been given authority to review the FEI's practices
and procedures relating to foreign inte’ligence and foreign
counterintelligence collection.

(1) Section z.4d of Executive Order 12363 mandates tha—
nesvectora seneral and Generzal Counsel of ths Intelligence
Comnunity components (in the FBEI, the Agsistant Director,
“neoeclicon Division (INSD), and Lhe Gereral Tounsel, Office of
the Genesral Counsel (0OGZ), reaspectivelyl repcrt to tnhe ICE
nte’ligence activities that they have reason to bhelieve may be
un_awful or contrary —o Executive Orcer cor Presidential
Directive. Thiszs language has bheen irterpreted to wandate the
reporting of any violation of a provision of The Attorney
Gensral's Gaidelines for SBT Hatioral Secur-sty Investigations and
For=:2ogn Int@lliqence Collection (NSIG), =effe-tive 10/31/2003, or
other gquidelines or requlaticns zpproved by the Attorney General
‘roactordance with RO 12333, dated 12/04/7°2381, if such proviasionm
was dogigned to cencure —he protectiorn of Individual rights.
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S OFORN

- Fromwm: Office o: tle General Couansel
Re: CTE-HO-Cl2I07 36V 10, 12/20/7200

(U)y  Viclations of provisions that nsrely are
administrative in nature and not deemes to have keen designed =o
engsure the protection <of individuzal rizhts are gsnerally not
repcrted to the ICBE. The FBEI Inspection Division is reguired,
however, to maintain records of such acministrative violations
f-r *hl.e vears s¢ that the Counsel to the Z0OB may review them
ugpon request. The dezZermination as Lo whether a nmatter iz
"administrative in nazure" must ke made by OzC.  Thnerefore, such
administrative violations nust be reported as cotential IOBE
matters.

(UyMM“m%w%ng’ In this situatiocng the FRI imnolenented court-
ordsred ] 7 and inadvertently 2
informatidn LAt was nob asscociated with BIE
creclfied in the court order, thereby ezceeding

bl

1

\[J

e sZoce oL The court order. This incident rust ke reported =o
he ZOB.  In accordance with the reporting reqguirenents of
secticn 2.4 of Executive Order 12363, OGT willl prepare a covar
tter and a memorandum to report This matter Lo the ICE.

l‘(u‘l‘f'

b2
411 1 HjJArTPn_l/ bh7E

E

. | | should ensure
cd 1fu mation is collected, segueste
:’~d o the FBIHQ substzntive urit to b

avpropriate disposiZion by the FISC.

Q
..L]
[
)
I}
(b ()
[o))

[\

N
|8

[

LEAD (s) :
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Do From: Counsel b7E
Re: 7=2-HO-ClZZ9735-V10,
Set Lead 1: (Action)
b2
(113 should ensure that all inadvertenzly
captured informacion 1s collected, seguestered, sealed, and
de_ivered t£o the FRIHQ substantive urit f£o be sukbnitted to OLPR

f:r avpropriate disposizion by the FIST.

Set Lead 2: (Action)

COMNTERTERRORT EM

AT WASHIMGTOM, D.C.

(11)  The FBIHQ substantive ur.t should ensare that all
nadvertently captured infaormaticn is col_ected, sequestered,
segled, and delivered Lo OIPR for approprlalte dispogition by Lhe
FISC.

Set Lead 3: (Action)
THSPSCTICH

AT WASHINGITOM, D.C.

(U) For aczion decmed approgpriate.

ce: Ms. Thomas b6
| | b7cC

LO= Library

*

SECRE

4
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DECLASSIFIED BY o517%dmh/ /K3t /maj
0. 12-07-2007

_swerst_

INTELLDTQENCE _OVEESTCHT BOARD [IOE; MATTER

FIELZ OFFICE h2
TOE ATTSR 2 JUbA () H7F
N yoelect oo oo oAt Do dated Seplenber 13,
2006, thé Federal Dureau of Investigation (FEI)| |7ie1d
Qffice reported that —be oSBT dmpelemesrtod court—orderodl I 1o

anz inadvertently okbtained j
(5) e e T o: not asscaiated with I jb7E
~he court order, thereby =zceeding the sczope bl
c oourt order. Theo inadverzterntly Interccecctcd material was
sequestered and will be filed with fthe Foreign Intelligence
illance Court.

olation of The Attorney
urity Investigations and
he matter iz keing

(Uﬁwwwzﬁﬂiihe cvercollection was a vi
Genersl's GuiMelines for =BT HNetioral Sec
Foreiogqn Intelligence Collection. Thus, t©
reported to the ICB.

NSL VIO-31178



DECLASSIFIED BY 6517%duh kar ma)

ON 12-07-2007

U.S. Department of Justice

Federal Bureau of Investigation

“Srrwer

—

Washington. D. €. 20535-0001
BEY TOURIER

Mr. Sterhen Friedman

Chairman

“nlzlligence Cversight Board
Rzom E0Z035

lew Lxezutive Office Bullding
T3t Street, Northwest
shington, D.C.

Wi
Dear Mr. Friedman:
Enclosed for your informatiorn ig a self-syplanatory

e randir =ntitled “Intelligence Oversight Board Matter
Ziny ™oy

h

The memorandum sets
ity whicn the FRI has de
yttorney General Guidelines for FBI Foreign Intelligence
fion and Foreign Counterintelligence —

orth cetailszs cf investigative

+

(

FE_ foreign counterinzelligence znc international terrorism
‘nvestigaticonz.,  This mat=er has als: besn refsrred to our
“nternal Investigations Section, Irspection Division, for a

Enclosure

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

NSL VIO-31179

smires was conducted contrary to

nvestigations and/or
Fxzecutive Orders, or Presidertial Directives wnaich govern

zroinaticon of whether any administrative acticon is warranzed.

b2



Mr. Sterchen Friodman

vyou or any memkber of your staff require additional
zn oral priefing will ke
(U)

Zhould
nformation concerning This matter,
arranged for yvou at your oonvenlience.

Julie F. Thomas
LCeputy Gereral ZTounsel

. = The Honorakle Alkertco R. Gonzalss

Lttorney Genesral
J.3, Department of Justice

Koo 5111

. - Mr. Jawes Bacer
C“ounzsel, Office of Intelligence Folicy and Review
' Department of Justice

Roorn 61570

S
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(Rev. 01-3

b2
b7E
bé
b7C

(0] -

I

L

() -

Synopsis.i.--

ALL INFORMATION CONTAINED
HEREIHN I5 UHCLASSIFIED EXCEPT
WHERE SHOWN OTHERWIZE

LATE: 12-97-IZ007
CLASSIFIED BY 55179dmh,

1-2003)
RFEASON: 1.4 i{c)
SECRET LEC] IFY OM: 12-07-2)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 01/10/2907
To: Attn: SAC
sl
Counterterrorism Attn: ITO: 1, CoMUs 1, TEAM =
Inzpesction Attn: 113
From: Office of the General Counsel
N3L=/CTLULl/ Ll Room 35119
Contact: UC
Approved By: Thomas Julis F
Drafted By:
Case ID- #N 278-HQ-C1229736-VIO (Pending)
Title:wwiﬁ( INTELLIGENCE _OVERSIGET BOARD b2

MATTER 2007

-~

It i1s the c¢pinion ¢ the Office of the General
Conmasl (0G8) that this matter must be reprrted to the
_ntc_ligence CversighzT Board (IOB). OGC will crepare and deliver
the nscessary correspondence to the IOB.

(1) Derl m :
Dec . On: 10

Reféféiiée:'--~~»--~(>< 278-HQ-C1229736-VIO serial 2572

Administrative:-- This document contains information obtained
or derived from an electronice surveillance or physical search
conducted under the Foreign Intelligence Surveillance Act
("FISA"), 50 U.S8.C. Section 1806(b). Such information shall not
be used in any criminal or administrative proceeding, including
grand jury proceedings and warrant affidavits, without the prior
written approval of the Attorney General of the United States.
U.S. Person FISA derived information may not be disseminated to a
foreign government without the prior written approval of the
Attorney General of the United States.

SEC ORN
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b7cC
b2
b7E
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L

b7E

m

SECRE RN

T From:  Offis
Re: C72-HO-Cl229735-v10, 0l/10;

of the Zeneral Coanael
NI

=

Detadls: (2//1F

failed to advise

)

there wags an over conllectionl] I

Howevez, none ol Thls over collectlon

wids LTviewed ol dhidlyzZed.

- No personal or identifying inforngida s

U -aj j into ACS. Additiconzlly, no ACS chezhks, |

data base checks were run on any <of this

_nICcIrnmatlioT.

(11)

(UJ) The Precident, by Executive Order 12334, datesd
12/04/71981, ezlablished Lhe Pregidenl's Intelligence Overgsight
Ecard (FIOB). Cn 03/13/1993, by Executive Order 12853, the

Prezident renamed it —he Intelligerce Oversight Board (ICE) and
sztaplizshed the Doard as a standing committes of the President's
Frreign Intezlligence Advisory BEozro. Ancng 1its respo ﬂwlLlll ies,
the ZOE has besen given au-hority to review the FEI’s practices

and procedures relating to foreign inte’ligence and forelgn
counterintelligence collection.

(11) Section 2.4 of Frerntive Order 17263 mandates tha-
s General and General Cournscl of the Intelligencc

s or
mnnrlty components (in —he FEI, the Assistant DlLe_tor,
_nsl:'tion Civision

> (INSD), and *hc

the General Counsel £
inte_ligence activ 1r1
un_zwiul or contrary —o Erxecu
Dirsctive. Tnis lcmqllcuc has
repcrting of any violation o

f 2z provision - . 2
Gensral's Gaidelines for PRT Watioral Secenvity Tovestigatb ions and

Foroign Intolligence Collection (H3IG), cffective 10/21/2003, or

RET / /NOFORN

2
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SECRE ORN

T::I From:  Office of the Zeneral Counzel
Re: CUE-HO-CL2297 35-V10, 0ly10/2007

othesr guidelines or requlationg zpproved by fhe &t

Lftorney General
srdance with EO 123323, dated 12/04/2¢81, if zuch provision
degigned to ensure —he proftectior. 2f Individual rights.

(U)y W¥inlaticns of provisions that nerely are
administrative in nature and noft d=emez Lo have keen designed —o
ensure the protection <of individuzal rizhts are gensrally not
reported to the ICEB.  The FBRI Inspecti-n Division 1s required,
however, to maintain records of zuch acnministrative vioclaticons
f:r three years so that the Counsel to the ZO0OB nay review themn
upon request. The determination aszs fo whether a matter is
"administrative in nature" nust be made by OZC. Therefore, such
administrative viclations nust be reported asz cotential IOEB
natters.

(3) In this s1TUalll it —mar o o o A= SRl =T-Ds L=To!
The sooce of 3 FISA court o-der

T

This incidenT must ke reported to the IOB.  In

T raanee with the reporting reguiremsnts of Section 2.4 of
Lxzezsutive Order 128053, OGC will prepare a cover letter and a
mem- randur. to report This matter to the IOE.

(T el should ersure that all inadvertently

captured information is collected, sequestsred, seal=d, and
de_iversd to the FEIHQ substzntive urit to be submitted to OIPK
for acpropriate disposision by Lhe FIST.

LEAD (s) :

SECR ORN

3
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| T SECEETTYHNeRQRIL_
b2

b7E lo: From:  OfZice =f the Gzneral Counsel
Re: 278-HQ-C1225736-VIO, 0Ul/10/2007

Set Lead 1: (Action)

i
e AT
b7E =
(U)I |should engsuure th nadvertently

D w

at all
captured information is collectesz, ssgquestered, se
deliver=sd to the FBIHQ substantive unit to be sukid
ZIor approcriate disposizticon by the FIST.

i
aled, and
itted =—o OIFK

Set Lead 2: (Action)

COINTEXTIRRORT SM

AT WASHINGTOM, D.C.

{1J) Tnhe FEIHQ substantive unit should ensure tha—- all
inadvert=ntly captured informztion ie ccllected, sequestered,
zezxled, and delivered Lo OIFR [or appropriate digpocsition ky the
FI=C.

Set Lead 3: (Action)
_HEFECTION

AT WASHTINGTOM, D.C.

i1, For action deomed appropriate.

cc. e, Thoss
b6 |
n7c IOE Licrary
*

SECR OFORN

4
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ALL INFORHATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPRT
WHERE ZSHOWH OTHERWIZE DATE: 1Z2~11~E2007
(Rev. 01-31-2003) CLASSIFIED BY £5L79DNHESR/NAT

REASD w3t}
?EGRQ nﬁ;gms,_.... TN

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 12/08/2006
To: Attn: SAT
ZRE
:bZ Inspection Attn: TIZ:3, CKS
b7E
b6 FProm: 0Office of the General Counsel
bh7C N3SL2/CTLULl/ YL Room %3118
” Contact: UC
Approved By: Thomas Julie F
Drafted By:
“H”éééé“IDW#?NBX< STE-HQ-C1229736-VTO (Peridng)
el TTitle:. Y™  INTELLIGENCE OVERSIGET BOARD
MATTER 2006-
l:m_.E'»y,_n_C>p.s:L,s“ ~~~~~ > It is the opinion oI the Office of the Gensral
Counsel [(0OGT0) That this matter is rot reportakle to the
nte_ligence Cversight Board (IOB). Rather, it should be
naintzined in the control file for periodic review by Counsel —o
the TOR.  Oar analysis follows.
,m:ﬁit i om : G-
Declassi : 8
11 R e N
Reference: >< 278-HQO-C1229736-VIO serial 1806
~amy . Details:.. . NI T'he referenced serial Zrom rejquested —hat
b2 OZC review’the facts of the captiorex matter and determine whether
b7E it warrants reporting to The IOB. As explained kelow, in our
opinicn, the FBI is not required to report this matter to the IOB.
(23 Cn 10/ 03/ 2006, TFOI Isgrvaﬂ I
‘ |
;be | 2 NM3L for| | e-rail account
b7C regquezting =l= pfrunlp communicztiorns tragsactional information.
bl Uporn viewlos information provizez by in response to the
b7D M3L, TFOl determin=1 that the content of the =-mail

ncscadges was included with the heazer and focteor information.  TZO

e
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b2
b7E

SECEN\

vor [ ] brom: Office of the General Counsel

Re:  27S=-HO-C1729755=-VT0, 17/08/2006
sdvis=d gza] I‘f the situatfion Copntact was made wizh
JDivision Counsell Iwho provided

detalls on how Lo report —The incident and handle the material.

(1Y  There were no reports written or leads set as a
resu_t of oktaining these recoLdu. EZforts are currently underway
to separate the header and footer Informaltl g ﬂ’“*‘“‘. The
orig-nal dizk will then be forwarded to the Jivicicn

Crungsl o or FRTHQ as direced.

(U) The President, by Ervecitive Order 12334, dated
Z2/C4/1981, established the FPresident's Intelligence Oversight
Board (FIOR). Cn 0%/13/1293, by Ezecut: Order 12853, the
Pre=:dent renamed it =<he Intelligence Oversight Foard (ICB) and
ezt bllﬁhod the Roard asz a standing commlttec of the President's
Forelogn Intelligence Advisory BoarzZ. Awming its responsikilizies,
the ZOR has been Jiven authority to review the FEI‘s practices
And procedures relating Lo [oreign intel 1 lgences and [oreign

~unterintelligence collecticon.

(1)  Section 2.4 of Executive Order 12563 mandates tha-z
“nsoettors General and Generzl Cournsel of the Intelligence
Cormuniity components (in —he FBI, the Assistant Director,
Inspection Civision (INSD), and the General Counsel, Qffice of
the Counsel (OGC), respectivelyl report to the ICB

inte;llgence activities that they have reason to believe may ke
un_awful or contrary o Execulive Orzer -r Presidential
Dircotive. Thiszs language has becn intcerpreted to mandate the
reporting of any viclation of z provision -f The Attorney
Gensral's Guidelines for TBT Nstioral Securify Investigations and
Foreion Intelligence Collection (NSIG), effective 10/31/2003, or
othzr guidelines or regulations approved by tThe Attorney General
in zccordance with EO 12333, deted 1270472981, if such provision
was designed Lo ensure —he protection 2f Zndividual rights.
Vinlations of provisions —hat merely are administrative in nature
and et deered to have been designed £ ensure the protection of
ndividual rights are generally not reported t£o the IOE. The EI
nswestion Division is redquired, however, to maintain records of
such adwministrative wioclazions for three yvears so that the
Counsel to the IOE way review them upor reguest.  The
detzrmination as to wheTher z matter 1z "administrative in
nature" rmast be made by OGC. - such adwinistrative
violaticons nmust be reported as poter OB matters.

SECR®T

2
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b7E

SEORET
o From:  OIffice of the Genera. Counsel
Re O P97 30V TO, 1/08/20046
E )-WMMM””““EEQ; HN3Ls are a specific types -f Investigative tool That
al_cws the I to obtaln certain limited typss of information
without court intervention: (1) telephone and erail communicazion

reccrds from telephone conpanies ard irternet service providers
‘E_ectronic Communicazions Frivacy Act, 18 U.S.C. § Z2709); (2)
reccrds of financial institutions (which Zs very broadly defined)
‘Right to Financial Privacoy Act, 12 U.3.2.8 24140a) (5 (A, (3) a
_lgt of financial ings=Tizuzions and ooncumcer identitying
‘nfermation from a oredit reporiing comnpany (Fale Credit, Repor: ing
Act, 15 U.S.C.88 1681u(a) and (b)); anz (4) full credift reporT in
an internaticnal ferrorism case (FPair ZTredit Reporting Ao, 15
U.3.C. & 1621v). MNZLs may be issued in et —— ) 1",/
requirerents, including 18 UJ.3.C. § Z709.

77a}

d

Here, during zn authorized inve St n, the FEI
proverly served an NS on an electrornic comoauni at ions service
provider. In regponge -—o the properly Cer"ej X8L, the FEI
cbdiained informal Do L 4 Lhe scrpz f the HIT Zenuai 1 onterns
nformation). identiZiec the prcbler, and gproperly
seduesters : ent information. There were no reports
written or leads set as a result of the emall —ontent
nformaticon.

l__‘\

(U) Eased upon these facts, In accordance with the
terms l}er,JflUg the repor ting chulLemen*H of Ssction 2.4 of
ED 1Ze63, it 1s cur opinion that this error is not erorfﬂkiD e
Lhe ZTOR. A record of Lhis declblo[ should bz waintaln=id in “he
contreol file for future review by the Councel fo the ICE.

(1) The[::::::]Field OfZice shculd contact the
provider and asz whether —he unintentiona_ly azquired information

shou_d ce returned or des-troyved with appropriate docuamsntation to
the file.

SEE&'(

NSL VIO-31187
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SEGESQ

b2
b7E PR From:  OILffice of the (Genera. Counsel
Re: o011 729730=-YT0, 17/08/72006
LEAD (s) :
Set Lead 1: (Action)
INSPZCTICN
AT WASHINGTON, D7
(U) INSC should retain a recorzs 5f the report of the
potential TOR matter, as well zs a copy f the OGC opinion
c-nzuding that ICE notification iz rot regquired, for threes vyears
o possible review by “he Chunsel to the TOR.
Set Lead 2: (Action)
b2 AT
b7E

(1)) The[::::::] Ficld Office should rcturn the impropcerly
cr unintenticnzally acquired informatior. to the pravider, or
Jdestrocy the information with appropriate deccumentation to the

file.
cc. Mo, Thomss
b6
1Oz Likrary bIC
*

s%&n'r
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ALL INFORMATION CONTALNED DATE: 12-11-2007

HEREIN IS UNCLASSIFIED EXCEPT CLASARIFIEDL BY £5179DMHRAR/MAS
WHEFE SHOWN OTHERWISE REAZON: 1.4 {c)
S;ékET

b2
bTE
b6
b7C

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/13/2006
To: Attn: SAT
oD
Counterterrorism Attn: IT0& 1, CZOHMU3 2, TEZRM ¢
Inzpection Attn: IZI=

From: Office of the General Cocunsel
NSLZ/CTLUL/ L it LG
Contact: UC

Approved By: Thomas Julie F

Drafted By:

(0

m -
(1) -

Casé 'ID-#:. N ~78-HQ-C1229736-VIO (Pending)

Title: .. >< INTELLIGENCE OVERSIGET BOARD b2z
MATTER 20067

SYHOPSiST“:>§i It is the opinion oI the Office of ftne Gen=ral
Counse iOG2) that this matter is rot regportable to the

“ntel ligence Cveraigh= Roard (TOB). Rather, 1t shonld be
maintained in the conzZrol file for periodic review by Counszel <o
fhe ZOB. Our analysis follows.

............ >< Derive rope: G-3
Declassi Oon: 20311213

..Reference»--m>< Z7B8-HQO-C1229736-VIO s=rial 1668

_Details:. .. -)ﬁ( The referenced serial IZrom IreqUEbted ~hat
OZ2 review the facts of the captiorez matter and determine whe-her

(U:' ........
b2 it warrants reporting te —he IOB. As explained kelow, in our
B g 2
b7E opinicn, the FBI is not required to report this matter to the IOB.
bl .
Db — [
bic [ i fi-ation of the 1 ]
|1-vestigazion Wzs de Jout was not
provoded ancil | ] The delay 1In the notification was due
tc cveorcsight by tThe ascigned case ayent. The authorization period

SECRET
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S}QRET

o Froms Qffice <«f the (GGeneral Ccunsel
Re: SIE-HQ-CI 29736V TO, 10/15/72006

l lapsedl | was re—autborized )

|ty the SAL exterding it untill | 1o

Investigative activity coocurred durirng the Zapse of authorization

© period. | authcrizztion for onded,  FETHC
‘extanded | on | | for the pericd
| on] FEIHQ cxtended aJdtnollza.lomn

| [A cneck of ACS on

|indicated =hat no investigative activity occocurred

cdiurinig =any of these lapses.]

(U) The Fresidenz, by Executive Order 22334, dated

_2/C4/1981, established the FPresident's Ihtclllgelce Oversight
Board (FIOB). Cn 0%/13/1293, by Ezecut: Order 12853, the
Pre=ident renamed it =<he Intelligernce O Sight Eoard (ICEB) and
eztz bllﬁhod the Roard ags a standing commltte: of the Pregident's
For=ign Intelligence Advisory BoarzZ. Awming its responsikilizies,
the ZOB has been Jiven authority to review the FEI‘=s practices

And procedures relabing Lo (oreign intel 1T igences and [oreign
~unterintelligence collection.

(U) Section 2.4 of Executive Order 228€3 rmandates that
nsgectors General and Generzl Counsel of the Intelligence
Comuniity components (in -“he FBI, the Assistant Director,
Inspection Civision (INSD), and the General Counsel, Qffice of
the Gen=zral Counsel (OGC), respectively)] report to the ICB
inte_ligence activities that they have reason to believe may ke
unZawful or contrary o Execulive Orser r Presidential
Dircotive. This language has becn intcerpreted to mandate the
reporting of any viclation of z provision -f The Attorney
Gensral's Guidelines for ZBT Nstioral Securify Investigations and
Foreion Tatelligence Collection (HNSIG), effective 10/31/2005, or
othzr guidelines or regulations approved by the Attorney General
in zccordance with EO 12333, deted 12/04/2981, if such provision
was designed to ensure —he protectior. 2f Zndividual rights.
Vinlations of provisions —hat merely are administrative in nature
and et deered to have been designed £ ensure the protection of
ndividual righte are generally not reported to the IOE. The FEI
newestion Divisicn is required, however, to maintain records of
such adwinistrative viclazZions for three vears so that the
Counsel to the I0OB way review them upor reguest. The
detzrmination as to whether z matter is "Hleﬂlntratl”I in
nature" mast be made by OGT. - such adrinistrative
vicolations nust be reported as pu,ential OB matters.

NSL VIO-31190



[3)

é;bQFT

o [:::::::] Froms Qffice <of The General Ccunsel
Re: 2TE=-HO-C1029730=-VT0O, 17/13/70048

tUi““:}%ﬂ::jkf provided inl |the Ma3Is, a "field
nffice shall notify FEI Headjuzrters [ERIHO withio ten working
days of the initiation by the fielz =Z|

nvestigation."™ After receiving the natice from the field
office, F2IAQ shall provide notice to the Office of Intelligence
Po_icy and Xeview (OIZR) and fc the Crimina’l Divisicon. CIFR
ghall then notify the A<tornsy Gensral and Deputy Attorney
General.  Tnae FERI shall algo prov1de the nctice of initiaticn =o
any relevant Inited S a-es Atdlornieyts of[oe, subjeal b
anthorization by the Criminal DlVl:lOﬂ, in an ssgionage

—“ase.

This regquirement applies —o both U.3. perscns and non-=-1J03.
persons.

egard | |
bf the I provides in pertinencz 1o

[£5)

All ex-engilonsg shaell ke "N wrilting and
include the jus-ificatiorn for the =xtension.

(Zrphasis added.)

2}(; In this inszance, there are several issues to consider.
Firzt, the initial nozZice of czge initiaticn was filed

approzirately 60 dayvs late. Although late, this initial notice
did afford the ZTepartment of Justice apportunity fo evercise
oversight of the investigati-n. | ]
were lacssg in time |

bl
b2
b7E

SEEREEL
3
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SEC1¥T

o Froms Qffice of tThe fseneral Ccunsel
Re: SIE-HQ-CI 29736V T0O, 10/153/72006

H:wsvsr, no investigazive activity ooourred during tne lapses of
authorization.

(U) Based upon —“hese facts, in accrrdance with the terms
mpleventing the reporting requiremertz -f Section 2.4 of EO
2863, 1t iz our opinion That this err-r 1z not
ZO0R. A record of this decision should be mai
contrel file for future review by the ZTounsel

NSL VIO-31192



i
Lo

b7E

b2
b7E

bé
b7C

émET

Tos Frows: Cffice of _lie Generzal Course’

e:  CTE-HO-ClZ29732-VIC, 12/13/2006
LEAD (s) :

Set Lead 1: (Info)

AT

(Ul For information.

Set Lead 2: (Info)

COUNTERTERRORT SM

AT WASHONGTON, D.C.

{17} For informnation.

Set Lead 3: (Action)
IHSFECTION

AT WASETIIGTON, D.C.

(Uy INSD #huld restain a record of =—he report oI the
potential IOB matfer, as wel. as a ropy of the 0GC opiniaon
concluding that IOR notification is not required, for three vears
for pozsible review by the CTounsel Lo the IOB.

cc: Mg . Thomas

1OE _ibrary

124

SECR
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&LL INFORMATION CONTAIKED
HEBEIN IS IMNCLASSIFIED EXCEPT

DATE: 1&-11-2007
CLAZSIFIED BY 6517%dmh/Kar/mad

(Rev. 01-31-2009) WHERE SHOWN OTHERWISE FEASOH: 1.4 (o}
DECLAZSIFY OMN: 12-11-29032
SE T
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 12/13/2006
To: Attn SAT
DT
Counterterrorism Attn I708 1, ZOMUS 3, TERM 12
Inzpection Attn I-=
From: 0Office of the General Counsel
N3L=/CTLUl/.X1 Room 231138
Contact: UC
Approved By: Thomas Julie F
Drafted By:
{m case Io#r )&)  CTR-HQ-C1229736-VIO (Pending)
() ~ritie 3 INTELLIGENCE OVERSIGET BOARD 02
MATTER 20061
HmSYhopsisi“ (34 It is the opinion oI trhe Office of the General
Counse QTN that this matter is rot regortable to the
’nf;fliqurP Cveraigh= Roard (TOB). Rather, 1t shonld be

maintained in the conzZrol file for periodic review by Counszel <o
) - fhe ZOB. Our analysis follows.
>< Derived From G-3
Dec i
|:U:| '"""”Réferen-ce-:—-~--j>“.<>’( -HQO-C1229736-VIO gerial 1806

.......... Details:. {3) The referenced serizl frow[::::::] requested —hat
OZ2 review sacts of the captiorez matter and determine whe=zher
it warrants reporting to —he IOB. As evplalined Felow, in our

b7E
bl
b6
b7C
b7D

opinicn, the FBI is not required to report this matter to the ICOE.
(3 Furayuant fml

|
| DA | | IEPETETSE |

II

|a Naticnal

S=curity Letter (NSL)
roeqguesting clectronic

tor |

COMMUITL TZT 10T

Sﬁ&&fT

-
v

[z-mrail account
trancacticonal information.
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b7D

bhe

b7C

b2
b7E

EBRET

o Froms Qffice <of the General Ccunsel
Re: 278-HQO-C1729736-VT10, 17/13/70046

1nf~rmaf1un plu111 in responss to the
determined that ftre cenL of The e-mail

uded with the hc azer and focter information. TIZO
of tThe sitigtion Ceptact wags made with

[TTvicion Counsel | who provided

detaills on now Lo report —he incident and handle the material.

(J) There were no reports written or leads sct o ags a
resi bt obtaining these reconrds.  Eif{orts are ourrently nnderway
t: separate the header and footer informaticgp frop coptfent. The
or2g:nal disk will then be forwarded to thel Iﬁivision
C-ounsel or FBINHC as direczed.

{(J) The President, by Execitive Order 12334, dated
I2/04/1981, estabklished the President's Intelligence Oversight
B:ard LEIOB,. on 09/13/1993, by Executive Order 128503 th~

< 14
Frezident renamed it —he Intelligerce Oversight Ecard (I ) and
eatabdished the Roard as a standing commitbes of fhe Plfﬁnlvjﬁrﬂv'ﬁ
Foreign Inteslligence Adviscry Rozrc. Amceng its responsikili-zies,
the ZOR has been given authority to review the FBRI’s practices
and procedures relating to foreign intelligence and foreign
ccuntzrintelligence collection.

(1) Secticon 2.4 of Executive Order 12863% mandates thaz
“nsvestora General and Generzal Coursel of thes Intelligens
C:mmunlty components (in the FRI, the Assistant Dlr@ﬁtmL,

Tnsve cLic Divigion (IN3SD), and the Gereral Tounsel, O0fice of

the Goncoral Councel (OGZ), zegpectively)] repert to the ICRE
nte’ligence activities that they have reason to believe may be
un_awiul or contrary —o Executive OrZer cr DPresidential
Directive. Tnis language has been irterpreted to wandate the
reporting of any violation of & provision of The Attorney
Genesral's Gaidelines for FET Netioral security Investigations and
= gn Intelligence Collection (NSIG), =ffec-tive 10/31/2003, or
other guidelines or ragularions zpproved by the Attorney General
‘toactordaree with RO 12333, dated 12/04/7¢81, if suwch provisicon
was desgsigned Lo ensure —he protection of individual riaghts.
Violations of provisicons —hat merely are administrative in nature
and nct deerned to have been designed T2 ensure the protection of
ndividnal rights are generally not reported to the IOR. The =ZRI
_nsoection [Diviegion iz reguired, however, fo maintain records of
such adrinistrative viclaTions for three years go CThat the
C-uns=l to the IOR may review thewn upor requsst.  The
determinaticn as to whether z matter iz "administrative in

}sQET

2
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b2
b7E

()

SECRET

o Froms Qffice <«f the (General Ccunsel
Re: SIE=HQ-C1 2973610, 10/15/72006

naturs" nust ke made by O3C. Therelore, such adwministrative
vinlaticns wust be reported zs potentiz’l ZOB natters.

() NSLs are a specific type -f Investigative tocol —hat
allrows the FBI to obtain certain limited tyvpes of information
without court intervention: (1) telepltone and erail communicazion
records from telephone companiss ard irnternet service providers
tE_cctronic Communicazionge Frivacy Act, 18 U.S.C. % 2709); (Z)
records of [isancial instituticns (which s very broadly defined)
‘Right to Financial DPrivacy Act, 12 LU.3.7.5 2d1d(a)(5)(A)); (3) a
Zist cf financial instiztutions qnd consumer identifving
nformation from a credit reporting company (Fair Credit Repor<zing
Act, 15 U.S.C.8% 1631lula) and (k)); ans (4) full credif reporT in
an in#ernatlqul terrcrism case (lalr Zredit Reporting Act, 15
UJ.3.C. § 1631v). NSLs may be issued ir. conforaity with statutory
recquirerents, including 18 U.S.C. & 2709. NZIG, s=ection V.1Z2.

N Here, during an anlborized invest igat.ion, the FRT
proverly “ssrvaed an NS on an electrornic communications service
provider. In response To the properly served NSL, the FEI
obtained informaticg AV the scope of the MNIL i(=mail conten=
nformation) . ERI identiZiez the prchklen, and frﬁpcrr
sequestered the emz con-ent information. There were no reports
writften or leads set as a result of the emall content
nformation.

(1Y Bazed upon these faclsg, 1n accordance witli the

foerme iaplenenting the repeorting requircrments of Section 2.4 of
EQ 1226%, it i1s our opinion that thig error is not reportakle o
the ZOBE. A record of this declision ghould be maintained in the
contrcl file for future review by the CTounsel to the ICE.

(U} should contact the carrier and as< whether

the mprorerly ol unintentionally acfuired nforraticon should ke
refturned or destroved with appropriate documentation to the file.

smﬁl\

3
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b2
b7E

b6
b7cC

the fGenera. Cocuns=2l
3/7000

o Froms Office of
Re: CIE=HQ-C1 297500, 1071

LEAD (s) :

Set Lead 1: (Info)

AT
() should contact the carrier and ask whether the
mproverly or unintenziconally aoquired Infornaticon snould e

returned or destroyed with appropriate documentation to the file.

Set Lead 2: (Info)

SOINTEXTSRRORT SM

AT WASHINGTON, D.C.

(1J) For information.

Set Lead 3: (Action)
IHZP=CTICN

AT WASHINGTON, D.C.

(U) 1MSZ should retain a record cf the report of the
potential I0B matter, as well 3 a copy -f the 03C opinion
conZ_nding that ICB notification iz not reguired, for three vears
frr possikle review by —he Counsel fLo the IOE.

ce: 1~ T}~ 0~

1= L1orary

+

}CBE'\I'
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(Rev. 01-31-2003)

DATE: 12-11-2007 &LL INFORMATLON CUNTAINER
CLASSIFIED BY 65173dubi/kar/mal HEREIN IS MHCLASSIFIED EXCEPRT
REASON: 1.4 () VHERE SHOWN OTHEFUISE

PCLAS ST Y B LS TS

FEDERAL BUREAU OF INVESTIGATION

Precedence: =QOUTINE Date: 10/2/200C7
To: Attn: S AL
Counterterrorism Attn: 1105 _/CONUs 1/Team 2
12 Irnspection Attn: Internal Joyoobigofive scctbion
: Arlne Feyorm 11265
b7E
b6 From: General Counsel
b7C National Qe dt-- T o Doac~F/CTTI] 1 /771 25-100
Contact: rE

Approved By:

Thomas

Julie F

Drafted By:

(U} ~case ID #: PXX) 278-HQ-C1229726-VIO
Title: (U Intelligence Oversight 2oard b2
(IOE) Matter 2006
(o Synopsis: It is the opinion of the Office of the General
Counsel (OGTH) 12t the above referenced matter need noft he reported
£ ~“he Intelligerce Oversight Zoard (IOB). Our analysis follows.

i )X(

W

. Reference: DX ZUg-HO-C1200/26-VI0O  Sepial 1255 (Pending)
jbl U}”“" (=) (Fending)
b2
b7E Administrative: (J) Thiz comounication contzins ong or more
f"o*nofeJ. T read the footnotes, download and print the document
n Corel WordbPerfecl
“”_Details#- By electrondic comuunication (B =~ch 24, 2004
. and reference above, the Yivision reparted Lo
bl the Countertferrorism Division and the Office of the Ceneral”
b2 Counsel’s National Security Law Branch (NSLB) this prtential IOB
1T rnat-er.
bL7E B
bé (5] |
bic

NSL VIO-31249



b2
b7E

18]

{bl
b7E
bé

bic

ﬁb7E
b4
b7D
bl
bo
bicC

T From:  Gensral Courssl
“Reﬂmnjﬁzl 27E-HE-C1209736-VI0, 10/2/2007
antrharized in aconrdance with the Artorney Gereral Gnidelines.

57

5 |

Idraftec 3 Nationzal

on February 7, 2006 tof fhie Zcllowing

the Federzl Burezu of Investigaticn (ZBI), na
of zervice, _ong distance provider and t,ll record
nonths which are 3ssociated with the tollow1ng tel

(3) I Ireceived resyults on Marc

ndicating
e

Loleplonc numborl i
And subhsclo e Lo

(N3L)
ides to
5, length

R

| In additilion toiho

in oot S on

soecizfically reguested for te_e

hone nudber

tonk 3 bhroacs reading o2 thne NSL ard provided inIorgatlon redard pd
three additicnal teleph-ne nuabers associated with

azcount nuwakber fnc provided toll record INIormation Ior
Two oI those three Telephone nambers.  All of the informatlon
roceived wars reloxant Lo an suthorized naticnal security
‘nvestigation. will iasns a3 s=cond NST for fhe Aaddirional

nformation.

(-

ANALYSIS

a“:>ﬁﬁ: As reguired by Executive Ord=sr (E.O.) 12363
- - : .

(Sept. 13, 1%23) and Section 2-54 of the National Foreign
ntelligence Frogram Manual (NEIFM), OGC was tashked to determine
whe-her the suarveillance errors descrikbes here are matters that

SEEREL
2
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(1)

bl

“

b7E

bl
b2
b7E

Rer LT CTe- Homc 2757 3¢

PR From:

should be reper-ed to the TOE. W= relieve that the reporfed
activity does not reguire IOE noziZication.

(U  Sec=-ion 2.4 of E.0. 12863 mandates that the h=ads <f
ntelligence Community components report all information to the IOR
tha- it deems necessary to carry out its responzibilities. That
section requires Inspectors seneral and Feneral Counsel of the
ntelligence Community to report "intelligence activities thas they
have reason to helieve may be anlawful or contrary ts Executive
order -r Presidertial directive." This lanjuage has been
Interpreted to mandate the reporzing 2of any viclazion of gquidelines
oLl Lregulallons appLoved by Lhe ALborney Genera., 1he aceoriance with
E.O0. 12333, if such provizion was designed in full or in part to
procect the fndividnal rights of a lnites Sfates person. Tols
ncludes viclationz of agency procedurces izsucd under ELOL 1233533,
unless they nvolve puresly adninistrative matters.! For the FBI,
the OZfice of the Lcnclal Counzel (0GC) =ubmits reports te the IOB.?

(- The BRttorney General's Culdelines for FBI Zoreign
Intelliqenr* Collection and Foreign Counterintelligence

nvestigationzs (NSIG) Zide that "all lawful investigztive
t:phn14u%a may ke used investigations." NGIZ (Introduction)
at 4. Section Z-bo of the NFIFM identifiez as repcrtable to —he IOE
oAt horiced investigalions, Lhe use of nnlawlinl netleods aned

fechnijues, =iceeding the authorized scope of permitted activities,
and failing Lo adhere to mininmizaticn rezuirements.’

1 >’

[TV ~::b<£: See EC Zrow Ingpection Divizion £o 221 Divisgionsz;

Tl‘rl~ Revlsed FPreocedures for the Submission of Reports of
Fotential Intelligence Overs 1q1t Board (I02) Matters, Casc ID # €62-
HU-A12475863 Serizl 172 at b-¢ (2/10/2005). The Inspection Division

s orecqnired foomaintain for three vears records of administra-ive
violations, for possible review by the Counsel to the I0B, together
with a copy oL Zhe opinion concerr.ing the basis tor the
dztermination that IOE notification was not required. Id. at &

(o >< Sce id. at 4.
(- S B e alaso id. at 5, identifying reportable matters as

kelieved to ke unlawful or contrary to

o \ D
ncluding: (1) activities
=I's

Executive Orders or 2Zresidential directives; (2) suspectec
violations of the Tonstitat tony (31 nnantherized invest igations; (4)
use oI methods or technigques other than those authorized in the
conduct off investigaticnsz; (%) initiating a form

aﬁ&g

3
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From:
Ho-io0120 57

S T ~his dpstance, dne t- a3 broad readirg of an NSO
by the tolefhdne company roceived information on several

b2 telephone nunbers associated gl .o cubjesct of —“he N5SL (all on the

b7E same account), eve though[f:fiff:fifdid not specifically request

ven
‘nformation for these nunlerz. A11 of the informati-n received was
relevant to an actthorized national security irvesZigation.
viZl issue =z second NSL Zor the additional records. The
broad reading of the NSL by the <Zslephons company doss not need e
reported to the 1OE.

b

T D

[TI) o o 3¢C UGC requests that the lnspection Diviszicon retain a

soord of Ahe eport ol a potentizl IOE maller [or Lhiree years,
~gother with a cooy o this opinion for possible review by the
Cramsel fo Fhe TOR.

bt

of electronic surveillance or a search without authorizztion f
the FLSC, or failing to terminate an authorized surveillance a
Lime prescribed by the Toart; and (6) failinwg to adhere 1o the
nminimization or dissemination rejquirements specified in a FISC
Order.

NSL VIO-31252
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Trom: Gereral Connael

SRVASYASIVI

Ebg oy To:l\
PTE “Rew. }@( TTU-HO-C1I20736-VI0,

LEAD (s) :

Set Lead 1: (Discretionary)

b2 —J
b7E AT |

(U) For review and action deocicd appropriate.

Set Lead 2: (Information)

COUNTEXTERRCRIGM

Al WASHINGTON, D

(1) Read and cl=zar.

Set Lead 3: (Action)
AT WASHINZTON, DC

a1y As provided in the Revised Prccedures tor the

Aukmission of Reports of Potential Intelligence Oversight Zoard
(IOR) Matters, retain z recori of the repcrt of a potential IOB
matter for =hree years —or pocsible review hy the Counsel to the
IOE, tojgether wizh a copy of Lhe OGC opinicn cincerning the bhasis
for the deterninaticn that IOB nctificabion is not rojuired.

*

th
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ALL INFORMATION CONTAINEL
HEREIN I3 UNCLASHIFIED
DATE 12-11-2007 BY 55179dmh /ksy /ma)

Message.txt ,
MessageFrom: | (oGc) (FBI) be
Sent: 4, 2004 11:18 _AM

, Ekf?C
To: 0GC) (FBI); ITD) (FBI);
e R m—

S

ubject: Fw: 207208 letter

UNCLASSIFIED
NON-RECORD

my comments, for info of TLU

From: (oGc) (FBI)
Senf;.Iuesdax..Decemhei 14, 2004 11. ‘
19: (0oGC) (FBI): | be
I (FBT);: THOMAS, JULTE F. (0GC) (FBI): KELLEY. PATRICK W. (OGC) BIC
(FBI) R

Subjeét: RE: 207208 Tetter

UNCLASSIFIED
NON-RECORD

b5
b2
b7E

Page 1
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Message. txt

b5
bé
b7C

T“anEs.

From:i ] (oGC) (FBI) bé
Seniy r 10, 2004 9:45 Aam .7 _
To:%(mc) (FBI) b7C
Subject: Fw: etter

UNCLASSIFIED
NON-RECORD

From [ inaltiessadest L) ren) »
Sent: Monday, Novembei 15, 2004 8:0E;f; be
To: (0GC) (FBI); (0GC) (FBI); THOMAS, b7C

JuLl b _L0GCO (EEID; KELLEY, PATRI
ce:] | (ITD) (FBI)
Subject: RE: Tetter

UNCLASSIFIED
NON-RECORD

ear back otherwise, given everyone’ '

aAttor
b5
be
PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT :kf?C
PRIOR OGC APPROVAL -
b2
I 1- . hief
From: (0GC) (FBI) b6
Sent: Monday, November 15, 2004 11:43 AM bIC
P 4
Page ?
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bé

Tn'l

Message. txt
] (0cc) (FBI); THOMAS, JULIE F. (0GC) (FBI)

| (ITD) (FBL)
Subject: RE: 207208 letter

b7C

UNCLASSIFIED
NON-RECORD

Since the pony] sent refers to:j let me see what I can find out

from my end.

From: w;(mc) (FBI)
Sent: Monday, November , 2004 1Q- 464K
, JULIE F. (0GC) (FBI); (oGC) (FBI);
iﬁ(ﬂo) (FBI)
ubject: Fw: 207208 letter

b6
b7C

bhe
bh7C

UNCLASSIFIED he
NON-RECORD e

b7C

I 'qorpments.
_____ o —————
From: ] (oGc) (FBIL)

To:

15, 2004 10:35 AM 5b6
(060) (FBI) b7C

Subject: RE: 207208 letter

UNCLASSIFIED
NON-RECORD

ithl 11

b6
b7C
b5

Sents r 15, 2004 9:10 aMm 1§
To: (OGC) (FBI) 7
subject: etter bi7C

UNCLASSIFIED
NON-RECORD

what

do you think?
original Message-----

From: THOMAS, JULIE F. (0GC) (FBI)
Senty 15, 2004 8:36_AM
To: (0GC) (FBI); I (oGC) (FBI)
Subject: FWw: etter
UNCLASSIFIED
Page 3

NSL VIO-31256
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Message.txt
NON-RECORD

b6
b’7 C Dear

Please note the attachments froml | Is this letter one we have
approved 7?7 Please advise,

Julie

From: (ITD) (FBI)

Sent: Friday, November 12, 2004 4:01 PM -
To: (0GCY (FBI bo

Cc: 06C) (FBI)A (06C) : BIC
LRI TEV_TRIBICR W (0GC) (FBI) TTD) (FBI)

(06C) (FBI)
ubject: . 207208 letter

UNCLASSTIFIED
NON-RECORD

Aarrached is a.convaf a fomn datier sent o mel ]

b5
bé
b7C
b2

Is this an OGC/NSLB approved letter?

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI
WITHOUT PRIOR OGC APPROVAL

eral counsel - Unit Chief

(CoN)
Sent. r 12, 2004 8:59 AM )
To; (o) (FBI) bho
Subject: etter b7C
Page 4
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UNCLASSIFIED

NON-RECORD

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

Message. txt

Page 5
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DATE: la-11-2007 ALL INFORMATION COMTATHED
e SE 1 CLASSIFIED BY 53178duk/Rsr maj HEREIN I3 THCLASSIFIED. EXCEPT
:b 6 REA3ON: 1.4 {2} WHERE “SHOWN OTHEESTSE
h7C DECLASSIFY ON: 12-11-2032 o
b4
' m: CTD) (FBI)
b7£)c-it: i r 08, 2006 10:19 AM
To: cTo)(Fe) ] Yoso Fren[_____|
OGC) (FBI)
Ce: CTD)(FBI) (CTD) (FBI)
b1l bT7A Subject: RE NSL
by SECRET/NOFORN
~RECOR! ]
b7E t :|
b5
bé Thanke for the input | | wit
b7¢C advise ]
e oo Original Message-———
be From: &GD)(FBI)
bicC Sent: Fri 8 2006 9:2
14 To: GC) (FBI)] an) (FBI);:(QGC) (FBI)
. Ce: CTD)(FBI) (CTD) (FBI)
b7D Subject: RE
SECRET//NOFORN
. |: g :| RECORD
bl b7A
b2
L7E Fdon't know if this helps youl mwl I
bd
b7D
b5
b6
b7C
ommunications Analysis Unit (CAU)
FBIHQ Room
. Office: 20
bé
b7C - S Se—
. From: {OGC) (FBI)
b4 Sent:  Eila Delenber (p, 2008 304N —
7D To: £TD) (FBI) 0GC) (FBI)
Ce: D)(FBI); (CTD) (FBI CTD)(FBI)
Sub]ect L
SECRET//NOFOR
|:S :| --------- RECOR _u_|
i é b7A The problam i
b7E
b4
b7D
b5

NSL VIO-31259
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bl
b2
b7E
bTA
b6
b7C
b4
b7D
b5

bl
b7A
bé
b7C
b4
b7D

SECEF\T

----- Original Mesianh_l----
From: CTD) (FBI)

Senga sday, Decel
To:

Cc:

Subject: FW:| N5C

SECRET//NOFORN

(8} RECORT

Alfache

33.PM
0GC) (FBI) |hsul_|m ioqc FBI .
(CTD)(FBI) CTD) (FBI) bao)(m) 7D

bé
b7C
b4

is an NS that HO drefled from OTD website |

(21 E  E———

| it was served

by i3]

1Division

After review gf the

results of the N8I

lplease advise]

-

iy

< Fijgr NBY

FY@:D.&S -

—

|§-1‘ave we addressed this issue beforg

[

b6
----- Original Message----- h7C
From: |£ ¥ FBI) ST
Sent: Thursday, Decel 07.2006.4-04 DM o
To! CTD) (FBI); fosn bR
Subject: NSL 4
SECRET//NOFORN b7D
IR - Record
| hope this makes sense... call me if you have questions.
NSL VIO-31260




1] S

bl
b7A _
b&
YCEENT-1
b4
b7D
oY)

b7E
M_lust got_off the phone witl |she saiol I

Thank you,

Qi) jgernce Ana VSE

"DERIVEDFROM:-G-3 FBI Classification Guide G-3, dated-4/87Foreign

Counterintelligence Investi
DEC : 11207
SECRET/NOFORN

"DERIVEDFR

DERIVED :
Counterintelligence |
N: 20311207
SECRET//NOFORN

NSL VIO-31261




8&@
igations

DE 7
SECRET//NOFORN
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B Ares)
)

oo

b5
bé
b7¢C

bé
b7

b5
bé
b7cC

b6
L7

b5
b6
b7C

DECLASSIFIED BY 6517%danh /k=sr/ma)
ON 12-11-2007

koGe) (FBI):

From: | oGe) (FBI)
Sent: puesday March 20 2007 12:50 Py
To: OGC) (FBI):
| (OGC) (FB
Subject: RE: IOB Example
—SEeRET—
RECORD IOB

Per Julig {this am.) this needs to be reported as a polential 108 and records sequestered

Sent: 7 12:03 PJ
To: GC) (FBI
Cc: OGC) (FBI)

(OGC) (FBI)

Subject: RE: IOB Example

This is a difficult issus_ My understanding of the issud] |
1 1 L acreawitt Llininkl L
1 ] | thinic that this is a poiisy issue thoudh, and that Julie should make the final
caiil
----- Origi
From: OGC) (FBI)
Sent: 007 11:23 AM
To: 0OGC) (FEL
Cc: (OGC) (FBL tOGC) (FBI)
Subject: RE: IOB Example
TESECRER..
RECORD I10B
| thini]
| 4o you NAave any Inougnis on this’y
----- Origrnal.hhﬁﬁaﬁ_l
From: OGC) (FBI)
C Sent: _Monday, March 19, 2007 12:21 PM
To: | 0OGC) (FBI)
Cc: GC) (FBI)
Subject: RE: IOB Example
SECREF—
RECORD |OB
[ | oo you bellevy]
| |$or;v for s¢ many guestions., | |
----- Original Megpaaa
b6 From: OGC) (FBI)
; Sent: Monday, March 19, 2007 10:36 AM
b7C

NSL VIO-31263



v Tol focc) (ren)
bic Subject: 10B Example
“SEGREL
RECORD 108

<< File: 2003-56.wpd >> << File: 2003-56LHM.wpd >> << File: 2003-56ltr.wpd >>

NSL VIO-31264



ALL INFOURMATION CONTAINED
HEREIN I3 UNCLASZIFIED
DATE 12-11-2007 BY A517%duh/kzr/ mal

bE From: DGC) (FBI)
; - Sent: 1hursday Jdanuany 11 2007 1:27 PM
b7C To: l FBI)
b2 Subject: RE: NSL Overcollection?
b7E SENSITIVE BUT UNCLASSIFIED
NON-RECORD
b5

""" Original Message-----

ib 6 From: FBI)

) Sent: 11, 2007 1:21 PM

b7C S S—

:b 2 Subject: NSL Overcollection?

b7E SENSITIVE BUT UNCLASSIFIED
NON-RECORD

L]

bhé
h7C

b5

he | do not believe there has been an |OB violation, but the SA wants to knowl

b7C Please advise.
b2

b7E

Thanks

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-31265



be
b7C

From: (OGC) (FBI)

Sent: Friday,_February 09, 2007 8:47 AM

To: | bGC) (FBI)

Subject: Response to OIG request re item #5-- FBI's decisions whether to report 10Bs
(some attachments are classified SECRET)

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

|_! these are IOB documents-- but the best thing to do would be to download all serials in the

OB subfile from ACS rather than collect these piecemeal from the lawyers, because the drafts
we have may have been changed befre being uploaded into ACS as finals. Make sense?

108. 2006|:|wpd I0B. 200prd 10B.2006.dj OB 2006.dj p

(27 KB) (27 KB) rial. 1668 rial. 1670.

108.2006.djf_]se10B.2006.4)

0B.2006. d]DOB 2006.dif_J0B.2006.dif| ]

rial. 1678.wp... rial. 1688..T... rial. 1688.wp... rial.1690..1... rial. 1690.LH...

108.2006.dif[_e108.2006.cif[Je108.2006.dif[e10B.2006.di 08.2006.dif |]082006 d]rD
rial.1690.wp... rial. 1691.wp... rial. 17161, rial. 1716.LH... rial. 1806.wp... rial. 1716.wp...

N

10B.2006.djf.wpd 10B.2006] Jrev. 10B.200d__Jec.wIOB.2006
(28 KB) difwpd (%8 K...  pd (24 KB) (29 KB

b2
b7E

IOB. 2004 !hm.[oa.zooqawm 10B.2006]__Jvpd 10B.2006_Jwipd 10B.2006 [ _Jwpd IOB.2006QWpd
2

wpd ( 3 (22 KB) (23 KB) (27 KB) (24

108.2006_Jlette1oB.200d_JLHM10B.2006-f_Jvpd 108.2004_llettel0B.200¢] HMIOB.2006QWpd
r.awpd (35 KB... wpd (10 KB) (32 KB) r.wpd (35 KB... wpd (10 KB) (28

wpd IOB.2OOHetteIOB ZOODLHMIOB 2oo%wpd

108.2006_Jwpd [OB.ZOOGQWpd 10B.2006
wpd (9 KB) 2

(32 KB) (30 (30 KB) rwpd

¢

A1 1od Jwpd (20
)OGﬂwpd (30 Kt KB)
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SENSITIVE BUT UNCLASSIFIED

NSL VIO-31267






