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RECORD IOB 
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To: FBI_ALL CDCs; HQ-Div09-NSLB 
Subject: Frequently Asked Questions about the New IOB Policy 
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The EC describing the Revised Procedures for the Submission of Reports of Potential 
IOB Matters was uploaded into ACS on November 28, 2006, 278 HQ C1229736 Serial 2570. An 
electronic copy of this EC is attached for your convenience. In light of this recent guidance, it is 
clear that OGC/NSLB needs a continuing dialogue with all of the field offices regarding lOBs. 
Within the next few weeks, NSLB hopes to establish a frequently asked question list about lOBs 
on the OGC website. 

b7C 
b2 

If you have any questions about the new policy or lOBs in general, or if there are anv 
reoccurring issues that you would like included in this list, please feel free to contact| 
or me. 

1 
National Security Law Branch 
Office of the General Counsel 
(202) 32̂  

ORD IOB 

IOB External 
Buidance.wpd (37 .. 

DERIVED I"™"" ~ " fiiflc^jfi/^tion Guide G-3, dated 1/97, Foreic 
Investigations 
DECLASSIFICATION EXE 

H: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterlntelliqer 
Investigations 
DECLASSIFICATION EXEMPTS 
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Precedence: ROUTINE 

To: Counterterrorism 

Inspection 

Date: 03/15/2 

Attn: Assistant Director 

Attn: Internal Investigation 
Section 

Attn: SAC, CDC 

From: General Counsel 
National Security Law Rranch 
Contact: SSA 

Approved By: Thomas Julie F 

Drafted By: 

H)Case ID #: 27 8-HQ-C122 97 36-VIO ( Pending ) 

T t r :
 X 

CoUNTEkTEkkOklSM DIVISION 
INTERNATIONAL TERRORISM OPERATIONS SECTION 

SSA 
TRA 

DIVISION 

h 2 

POSSIBLE INTELLIGENCE OVERSIGHT ROARD MATTER 

I OR #2006' 

Synopsis: (U) To report opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Roard (IOR) and to the FBI's Inspection 
Division. OGC will prepare and deliver the reguired 
correspondence. Our analysis follows. 

(U) 

Reference: 

CJ) 

27 8-HQ-C122 97 36-VIO Serial 104 
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™ To : Count e rt erro ri sin From: General Counsel 
- X 27 8-HQ-C122 97 36-VIO, 03/15/2( 

( U ) 

Details: X ; Th e referenced electronic communication (EC) from 
CTD, ITOS "1, CONUS 1, reported that a 90-day Letterhead 
Memorandum (LHM) may not have been submitted to OIPR as required 
by Attorney General Guidelines in effect at the time period in 
question. 

ÎS1 According to ACS. WRRtiaativR C^SP M^n^gpmprit 

I 
System, 

(U) 

(U) 

Letterhead Memorandum 
to ACS on [ 

[LHM) for US PER 
] within the 

for this LHM reporting. However, in J 

r P 
A 90-dav 

was uploaded 
90-day time period required 

JOGC's National 
Security Law Unit (NSLU) noticed thatit did not have a copy of 
the 90-day LHM, thus NSLU was unsure whether the 90-day LHM was 
forwarded to OIPR as required by Attorney General Guidelines. 

'Although ACS indicates that an LHM was uploaded 
within the ^CNdays of the case initiation, there is no record 
verifying transmittal of the LHM to NSLU or OIPR.2 

.... --^f On 03/13/2 006, OIPR reported that they had no 
record of receiving a 90-day LHM. However, OIPR did locate two 
annual notices. One_datedl land received at OIPrT I 
and one dated and received at 01 PR 

(U) There is no indication why this IOB was received 
for action by NSLB on February 14, 2 006, when the EC reporting 
the possible IOB violation was dated 
that time. 

and uploaded at 

bl 
h 2 
b 7 E 

(U) 
whether " 
the IOB. 

ANALYSIS 

Section 2-56 of the NFIPM requires OGC to determine 
Te f̂ acts related above are required to be reported to 

1 Although ACS, 
serialized on 03/08/2002 
06/12/2002. 

the opening EC was 
ana tne ne reporting mis potential luts indicates the case was opened on 

2 During the time period in question, LHMs were provided to NSLU in hard copy, and 
NSLU forwarded a hard copy to OIPR. There was no cover EC used to document transmittal. 

SE^ET 

h 2 

NSL VIO-31103 



SECk^I SEC: 
To : ^^oup'tert error ism From: General Counsel 

(U)-- R-e-r i&C 27 8-HQ-C122 97 36-VIO, 03/15/2C 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, requires Inspectors General and General Counsel 
of Intelligence Community components to report to the IOB 
"concerning intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive order or 
Presidential directive." By longstanding agreement between the 
FBI and the IOB (and its predecessor, the PIOB), this language 
has been interpreted to mandate the reporting of any violation of 
a provision of guidelines or regulations approved 
by the Attorney General in accordance with E.O. 12333, dated 
12/04/1981, if such provision was designed in full or in part to 
ensure the protection of the individual rights of U.S. persons. 
Violations of provisions that are essentially administrative in 
nature need not be reported to the IOB. The FBI is required, 
however, to maintain records of such administrative violations so 
that the Counsel to the IOB may review them upon request. 

X ^Section IX.C of the Attorney General Guidelines for 
FBI Foreig'n Intelligence Collection and Foreign 
Counterintelligence Investigations (in effect in 2002) required 

f CJ \ reporting to OIPR on the| I 
i "-1 r I | Failure to adhere to the 

•bl I |was a reportable lOb violation (under current 
A.G. Guidelines, this is no longer a reportable IOB violation). 

T^^In this instance, the available information 
indicates that an LHM was not filed with OTPRl I 

I I as required 
fr* \ by the Attorney General Guidelines. ACS indicates a LHM was 
\ ¡I1 } prepared "afid""""up 1 o"ad"ed""wi"th±rr-t h e- - r eq-u i -s- it&| *| 

However, neither MST.TT nnr OTPR h^vp ^ record or receiving the LHM 
within the reguisite | | Thus, this incident must be 
reported to the IOB, which thsi office will do. 

NSL VIO-31104 



SECRET 

To: Counterterrorisrn From: General Counsel 
(IT) iv- : ^ 27 8-HQ-C122 97 36-VIO, 03/15/2 006 

LEAD (s) : 

Set Lead 1: (Info) 

COUNTERTERRORISM 

AT FBIHQ 

(U) For information only. 

Set Lead 2: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) For information only. 

Set Lead 3: (Info) 

b2 
b7E AT 

(U) For information only. 

4 
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REASON: 1 . 4 ( c ) HEREIN I S UNCLASSIFIED 

àï^RET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Counterterrorism 

h 2 
b7E 
be 
b7C Inspection 

Attn: 

Attn: 

Attn: 

Attn: 

Date: 12/20/2C 

ITOS 1, CONUS 4 , TEAM 15 

SSA 
SA 
CDC 

SA 
CDC 

IIS 

From: Office of the General Counsel 
M.qT.R/CTT.TTI /T.Y1 Rnnm .̂qilQ 
Contact: UCI 

Thomas Julie F 

27 8-HQ-C122 97 36-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-1 

It is the opinion of the Office of the General 
Counsel (OGC) \hat this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

( U ) 

( U ) 

(U) 

Jn:—20311220 

Reference: 278-HQ-C1229736-VIO serial 1152 

Details: V^x referenced serial from Counterterrorism 
--Di"vision requested that OGC review the facts of the captioned 
matter and determine whether it warrants reporting to the IOB. As 
explained below, in our opinion, the FBI is not required to report 
this matter to the IOB. 

NSL VIO-31106 



ECÎkET SECI^ 

To: Counterterrorism From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 12/2 0/2( 

bl 
h 2 
hi E 
he 
hlC 
h 4 
b7D 

I (S) Pursuant to an| 

I a National Security Letter (NSL) was served for electronic 
communications transactional information related to email account 

I suspected of belonging to FBI subi ect 
I On or about 10/04/2005, I I received 

the results of this NSL from I I However f in addition to 
providing header and subscriber information,| 
provided'l | full 
This was discovered by Sa|"" r 
examining the CD-ROM received frnrnl -
text of approximately 2-3 emails | | 
I | realized thatj"" "1 had mistakenly provided the full 
content of the emails, and then immediately ceased reviewing any 
further emails. It should be noted that, because all of the 
ema i 1 s th^t SA I I reviPWPH were T I 

] accidentally 
content of emails in this account. 

Divisioni only after 
^ J Z 3 r p v i p1JpH. the 

mistake did not cause the FBI to gain any additional 
intelligence information. 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(S) 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 

bl 
h 2 
hi E 
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SECRET 

To: Counterterrorism From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 12/2 0/2006 

in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 

^ violations must be reported as potential IOB matters. 

NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention, including electronic communication 
transactional records in the custody of electronic communications 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709). NSLs may be issued in conformity with statutory 
requirements, including 18 U.S.C. § 2709. NSIG, section V.12. 

^ Here, during an authorized investigation, the FBI 
properly served an NSL on an electronic communications service 
provider for transactional records. In response to the properly h2 
served NSL, the FBI inadvertently obtained information beyond the b7E 
scope of the NSL (email content information) . FBll I 
identified the problem, and properly sequestered the email 
content information. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

(u: should contact the carrier (or coordinate 
through I | and ask whether the improperly or 
unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 

h 2 
hi E 

NSL VIO-31108 



SEC: 
To: Counterterrorism From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 12/20/2006 

LEAD (s) : 

Set Lead 1: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, P.C. 

(U) For information. 

Set Lead 2 : (Action) 

AT 
nn I I shm11H contact the carrier (or coordinate 

through | | and ask whether the improperly or 
unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 

Set Lead 3 : (Action) 

AT 

(U) For information. 

Set Lead 4 : (Action) 

INSPECTION 

AT WASHINGTON, P.C. 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

Thorns | 
IOB Library 



ALL INFORHATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT DATE; 12-05-2007 
WHERE SHOOT OTHERWISE CLASSIFIED BY 65179dati/3isr/ma5 

(Rev. 01-31-2003) W^M- 1,4 (c) D E C L A S S I f Y ..OH: 12-05-2032 
^ISsqRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Attn: 

Counterterrorism 

Inspection 

Attn: 

Attn: 

Date: 18/2 

ITOS I/CONUS 2/Team 

IIS 

From: Office of the General Counsel 
NSLB 
Contact : AGC 

Approved By: Thomas Julie F 

(U) 

requested triat̂  the Office of General Counsel (OGC) review a 
potential IOB error and determine whether it is reportable to the 
IOB. It is the opinion of the OGC that this matter need not be 
reported to the IOB. 

(Ü) 

Reference; 

8/2031 

) 27 8-HQ-C122 97 36-VIO Serial 1385 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect. 

Details: - V L By electronic communication(EC) dated May 16, 
(U) '-""2 006, the- Office reported a possible IOB error in 

SECR 

NSL VIO-31121 



bl 
he 
hlC 
h2 
b7E 

.To: 
Re":'-" 

From: Office of the General Counsel 
27 8-HQ-C122 97 36-VIO, 12/18/2( 

(S) r.nrii l lrint i nn i tq nnan i ng count e rt error ism"" i nve s tigation of 
a Non-United States Person as that term 

is used in The Attorney General's Guidelines for FBI National 
Security Investigations and Foreign IntelligenceOollection 
("NSIG" or "the Guidelines").1 In this regard. o initiated a • L 

J a reguest t I was submitted via EC on 
05/02/2006. No investigative activity was donel"" ¡during 
| |between | | and reporting of the 
error on 05/16/2006. 

(U) required by Executive Order (E.O.) 12863 and 
Section 2-56 oi the National Foreign Intelligence Program Manual 
(NFIPM), QGC was tasked to determine whether I I 
failure to| Y is a matter which must be 
reported to the IOB. It is not. 

(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, INSD, and the General Counsel, OGC, respectively) 
report to the IOB "concerning intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
order or Presidential directive." This language was adopted 
verbatim from E.O. 12334, dated 12/04/1981, when the IOB was 
known as the President's Intelligence Oversight Board (PIOB). B̂  
longstanding agreement between the FBI and the IOB (and its 
predecessor, the PIOB), this language has been interpreted to 
mandate the reporting of any violation of a provision of the 
NSIGs , or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 

(U)-- A "United States person" is defined in section I.C.I.a. of 
the Guidelines as "an individual who is a United States citizen or an alien 
lawfully admitted for permanent residence[.]" This regulatory definition is 
based on the definition of a "United States person" as that term is used 
section 101(i) of the Foreign Intelligence Surveillance Act (FISA), 50 
U.S.C. § 1801 et seq. The latter states, in pertinent part, that a "^United 
States person' means a citizen of the United States [or] an alien lawfully 
admitted for permanent residence (as defined in section 101(a)(20) of the 
Immigration and Naturalization Act) . . . ." 

SEC^JT 

2 

NSL VIO-31122 
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« « b 2 -To : L y I From: Office of the General Counsel k - 7 t? % b7E 

of provisions that are essentially administrative in nature need 
not be reported to the IOB. 

(pi 

- Although these provisions are primarily 
administrative in nature, thev were designed, in part, to protect 
the rights of U.S. persons I I 

(S) Based on the facts presented for our consideration, 
_it is apparent that I t | 

Jwere both 
de minimis and inadvertent, especially since no investigative 
activity occurred. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error need not be reported 
to the IOB. A record of this decision should be maintained in 
the control file for future review by the Counsel to the IOB. 

h 2 
b7E 

See NSIG Section 

b l 
b2 
b7E 

See NSIG Section II.D.l. The pertinent circumstance for this matter 
is whether the subject is "[a]n individual is or may be an international 
terrorist of an agent of a foreign power." NSIG Section II.B.l.a. 

S E ^ R ^ T ^ 
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b 7 E 

( U ) - -

To: 

:RET 
From: Office of the General Counsel 

27 8-HQ-C122 97 36-VIO, 12/18/2006 

b2 
b7E 

LEAD (s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

Set Lead 2: (Info) 

^ I 
(U) For information. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT ITOS I/CONUS 2/TEAM 7 

(U) For information. 

be 
hlC 

cc : Ms . Thoma s 

IOB Library 
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h 2 
b7E 
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b7E 

(U) 

Precedence: ROUTINE 

To: 

Date: 28/2 

Counterterrorism 

Inspection 

Attn: SAC 
CDC 

Attn: ITOS 1, CONUS 4, TEAM 1( 

Attn: IIS 
From: General Counsel 

NSLB/ Connterterrori sm Taw Unit # 1 / T.X1 -3S1 1 ( 
Contact : UC I f 

Approved By : Thomas Julie F 

Drafted By: 

( U ) 

Case ID 

Title: 

#: K 278-HQ-C1229736-VIO (Pending) 
^ Pending) 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD (IOB) 
MATTER 2006- b2 

Synopsis: It is the opinion of the Office of General 
(U) Counsel (OGC) that the above referenced matter need not be 

reported to the IOB. Our analysis follows. 

<U) - X Derive 
Declassi 1228 

Reference: 278-HQ-C1229736-VIO Serial 1365 

Administrative: ^ ^ ^ This document contains information obtained 
or derived from an electronic surveillance or physical search 
conducted under the Foreign Intelligence Surveillance Act 
("FISA"), 50 U.S.C. Section 1806(b). Such information shall not 
be used in any criminal or administrative proceeding, including 
grand jury proceedings and warrant affidavits, without the prior 
written approval of the Attorney General of the United States. 
U.S. Person FISA derived information may not be disseminated to a 
foreign government without the prior written approval of the 
Attorney General of the United States. 

filili ITnFnïïiT _ 
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(ü) 

h 2 
b7E 

To: 
T ! 

From: General Counsel 
•HQ-C122 97 36-VIO, 12/27/2 

(U) This communication contains one or more footnotes. 
To read the footnotes, download and print the document in Corel 
WordPerfect 8. 

Details: ps^' ) By q1 ^ ^ ' ̂  r^-M nn (v.r.] H^tpH May 4, 
2006 (citéa Delow) the | | Division | | rennrt pd a 
potential IOB involving a Preservation Letter, sent by 
reguesting a Internet Service Provider (ISP) to preserve 
subscriber information, in anticipation of subseguently sending a 
National Security Letter (NSL). In response, the provider 
provided two (2) compact discs ("CDs")of the communications 
content to | | Although the case agents did not view the 
CDs, they believe, based on subsequent FISA coverage, that the 
CDs contained IP addresses and communications of persons using an 
internet forum. 

(S) 

b7E 

As the case agents in 
serving a NSL, they prepared a preserva1_j_QLu_Le 
preservation letter was provided to the 

| | and | |served the 

t i on 1 pt1 
I I 

anticipated 
er. The 

that i 
letter 
envel OOP 

Division 
etter via e-mail on Fphrmrw 

MH)b- Ono.p served with the preservation letter, | | 
pot only preserved the information | 

recorded the communications evidence on two (2) 
to the I I Upon receipt of the two 
the CDs in a 1A envelope and forwarded i 

¡notified FBIHQ on March 23, 
ad rpr.pjvpd evidence in response to a 

also 
CDs and delivered this 
12) CDs. I lolaced 
to[ 

H Ihas not removed the letters from the 
^ CDC presently has oosspssion of it. 

2006 by e-ma 
preserv^ti on 

1A 

]üivision to the Inspection Division and (U) See EC from the| 
General Counsel, dated May 4, 2006, Case ID# 278-HQ-C1229736-VIO Serial 
1365, titled "INTELLIGENCE OVERSIGHT BOARD ERROR " hereinafter cited as 

NSL VIO-31126 



b 7 E To i From: General Counsel 
( U ) • : 27 8-HQ-C122 97 36-VIO, 12/27/2 

(U) ---- As required by Executive Order (E.O.) 12863 and 
Section 2-56 of the National Foreign Intelligence Program Manual 
(NFIPM), OGC was tasked to determine whether the error described 
here is a matter which must be reported to the IOB. We believe 
that the reported activity does not require IOB notification. 

(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 
directive." This has been interpreted to include violations of 
the Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection ("Attorney 
General's Guidelines"), the implementation of which is mandated 
by Executive Order 12333. 

set forth in I I the Attorney 
General's Guidelines, use of NSLs in conformity with 18 U.S.C. 
^?709 is anthorized when certain records are sought as part of a 
I I Investigation. 18 U.S.C. §2709 authorizes 
the FBI to obtain certain records (including subscriber records) 
from a wire or electronic communication service provider when 
those records "are relevant to an authorized investigation to ,b2 
protect against international terrorism or clandestine b7E 
intelligence activities." 

^ ' Tn thi s i nstance. pursuant to an authorized 
investiga€ron7t Iproperly served a preservation letter 
requesting an ISP to preserve subscriber information, in 
anticipation of subsequently serving an NSL for that subscriber 
information. In response to this properly served preservation 
request, the provider erroneously provided two (2) CDs containing 
contents of communications to | jproperlv 
sequestered this inadvertently obtained information. | |did 
not take any unauthorized actions or any actions outside the 
scope of the investigation under EO 12333. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

NSL VIO-31127 



" l'i I I I l'nnrnrìT _ 

To: 
CU) -

From: General Counsel 
i; : ^ 27 8-HQ-C122 97 36-VIO, 12/27/2 

( u ; should contact the carrier and ask whether 
the improperly or unintentionally acquired information should be 
returned or destroyed with appropriate documentation to the file. 

b 2 
b 7 E 

NSL VIO-31128 



b7E To: I I From: General Counsel 
lVl X 27 8-HQ-C122 97 36-VIO, 12/27/2006 

LEAD (s) : 

Set Lead 1 : (Action) 

b 2 
b7E 

AT I 

(U) should contact the carrier and ask whether 
the improperly or unintentionally acquired information should be 
returned or destroyed with appropriate documentation to the file. 

Set Lead 2: (Action) 

CQUNTERTERRQRISM 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

cc: Ms. Thomas 

b 6 
b7C IOB Library 

5 
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(Rev. 01-31-2003) 

ALL IMFORHATIOH CONTAINED 
HERE I B I S UNCLASSIFIED EXCEPT 
WHERE SHOWS OTHERWISE 

"*l i I i i ' i nrnnn/nnrnrill 

FEDERAL BUREAU OF INVESTIGATION 

DATE: 1 2 - 0 7 - 2 0 0 7 
CLASSIFIED BY 6Ï 
REASON: 1"."4 ( c ) 
DECUSSI'FT" "01: 12-07-2032 

Precedence: ROUTINE 

To: 

Date: 

Attn: 

Counterterrorism 

Inspection 

Attn: 

Attn: 

ITOS 1/ CONUS 2, TEAM 

IIS 

(U) 

(U) 

(U) 

From: Office of the General Counsel 

(U) Case ID #: 278-HQ-C1229736-VIO ( Pending) 

(Ü) Title - X 
INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006 b2 

Synopsis: ĵ xQ It is the opinion of the Office of the General 
Counsel (0£c) Tihat this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

(u: Deri 
Dj On 

-Reference-:- 278-HQ-C1229736-VIO Serial 1384 

Administrative: This document contains information obtained 
or derived from 'an electronic surveillance or physical search 
conducted under the Foreign Intelligence Surveillance Act 
("FISA"), 50 U.S.C. Section 1806(b). Such information shall not 
be used in any criminal or administrative proceeding, including 
grand jury proceedings and warrant affidavits, without the prior 
written approval of the Attorney General of the United States. 
U.S. Person FISA derived information may not be disseminated to a 

SECRET / / 0R001T/NOFOIUT 

NSL VIO-31130 



To: From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 12/2 0/2 

foreign government without the prior written approval of the 
Attorney General of the United States. 

b 7 E 

would cease as scheduled 

(S) Though 

. . . *T~ Further, 
I SA I I rnnt^tpH thP 

land confirmed thatl I 

ceased on schedule, the telephone service provider, 

''T-T'' ^ X T ^ " • case aaent immediately notified the 
I ' ~ bn 05/05/2006 to contact the 

ensure that no more I I )rovic 
I sent to 

was 
] The case agent then sealed 

in an envelope to be sent to the Office of 
lntel1rgencePolicy and Review via HQ Counterterrorism Division. 
On 05/16/2006, | ^ Isent an EC forwarding the sealed 
envelope containing! Ito HQ. OIPR has confirmed for 
the writer that the sealed envelope containingT has 
been received by OIPR and is being forwarded to the FISC for 
seguestration. 

The case agent has confirmed that none of 
the telephone contacts | "1 

have been stored in its databases and indices. 
Moreover, according to the FBI, none of the above-mentioned data 
has been used in any other FBI investigations and no copies of 
such information are being stored by any means by the FBI. 

NSL VIO-31131 



SECRET//ORC 

To: I I From: •b7E Re: 27 8-HQ-C122 97 36-VIO, 
Office of the 
12/20/2006 

General Counsel 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 

(U) Violations of provisions that merely are 
administrative in nature and not deemed to have been designed to 
ensure the protection of individual rights are generally not 
reported to the IOB. The FBI Inspection Division is required, 
however, to maintain records of such administrative violations 
for three years so that the Counsel to the IOB may review them 
upon reguest. The determination as to whether a matter is 
"administrative in nature" must be made by OGC. Therefore, such 
administrative violations must be reported as potential IOB 
matters. 
(U) V / 

"" -]>\) In this situation, the FBI received PR/TT data 
that was collected by the telecommunications service provider 
after the expiration of the FISC authority. Consequently, 
although unintentional and in spite of the diligent efforts by 
the case agent, unauthorized interception of PR/TT data of U.S. 
persons occurred. This incident must be reported to the IOB. In 
accordance with the reporting reguirements of Section 2.4 of 
Executive Order 12863, OGC will prepare a cover letter and a 
memorandum to report this matter to the IOB. 

^ """" "" Because the unauthorized PR/TT data material has 
already been collected, seguestered, sealed and delivered to OIPR 
for filing with the FISC, there are no action leads to the field 
or CTD. 
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h % To: I I From: Office of the General Counsel 
•b7E Re: 27 8-HQ-C122 97 36-VIO, 12/2 0/2006 

LEAD (s) : 

Set Lead 1: (Info) 

AT 

(U) For information. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, P.C. 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, P.C. 

(U) For action deemed appropriate. 

b7C 
cc: ^ Ms. Thc^g^ 

IOB Library 
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12-07-2007 
C L A S S I F I E D BY 6 5 1 7 9 d f f i l i / f e S r / m a j ALL IHFORHMTQff COHTAIBED 

(Rev. 01-31-2003) BEASOK: 1. 4 ^ ^ 1 3 CLASSIFIED EXCEPT 
DECLASSIEY...8H: 12-03-2.0.32 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date: 28/2 

h 2 
b7E 
b6 
b7C 

Counterterrorism 

Inspection 

Attn: SAC 
CDC 

Attn: ITOS 1, CONUS 4, TEAM 13 

Attn: IIS 
From: General Counsel 

2 7 8-HQ-C12 2 97 3 6-VIO (Pending) 
278-TT-C136372 ( Pending) 

•ITEhhTGEI 
\ I 

POSSIBLE TNTETiTiTGENCE OVERSIGHT BOARD (IOB) 
MATTER 2006-

(U) Synopsis: It is the opinion of the Office of General 
Counsel (OCfC)^that the above referenced matter need not be 
reported to the IOB. Our analysis follows. 

(U) X 
Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect 8. 

Reference: 278-HQ-C1229736-VIO Serial 1425 

3y electronic communication (EC) dated May 18, 2 (U) Details-: 
(cited beïowrv1 the 

h 2 
b7E 

Division 

1 (U) See EC from theQ ]üivision to the Inspection 
Division and General Counsel, dated May 18, 2006, Case ID# 278-HQ-C1229736-
VIO Serial 1425, titled "INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR" 

SE 
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s^ç: :RET 
To: I I From: General Counse 

b7E ÎUl : 27 8-HQ-C122 97 36-VIO, 12/2 8/2 

b l 
b 6 
b7C 
h 2 
b7E 
b 4 
b7D 

b 6 
b7C 
h 2 
b7E 
b4 
b7D 

reported a potential IOB involving a National Security Letter 
(NSL) issued by| | which, through an error on the part 
of the provider, yielded cellular telephone subscriber 
information belonging to the wrong number, a number which was not 
the subject of an FBI national security investigation. 

1 
1 On , 23, 2005, I I served 

an NSL on 
provider, to obta _n toll records ai 

the cellular telephone 
. subscriber information for 

cellular telephone number | | which were relevant to 
| |complied with the NSL but provided 
subscriber rntormatron for another telephone number which is not 
the subject of a national security investigation. 

(U) SA made telephonic On August. 23, 2005, 
contact witH I employee to obtain the correct subscriber 
information. | I then sent the correct subscriber i nformat i on 
via facsimile to I I at| | RA. SA| | 
shredded the incorrect subscriber information on August 23, 2005 
and subseguently no information was uploaded into FBI databases. 

(U) As reguired by Executive Order (E.O.) 12863 and 
Section 2-56 of the National Foreign Intelligence Program Manual 
(NFIPM), OGC was tasked to determine whether the error described 
here is a matter which must be reported to the IOB. We believe 
that the reported activity does not require IOB notification 

(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 
directive." This has been interpreted to include violations of 
the Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection ("Attorney 

hereinafter cited as EC. ' 

(S) 
SBeSFT 

2 
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"silfcR̂ T 

To: I I From: General Counsel 
(U) : X 

27 8-HQ-C122 97 36-VIO, 12/28/2006 

General's Guidelines"), the implementation of which is mandated 
by Executive Order 12333. 

.'TT1, X As set forth in| ¡the Attorney 
' ' General's Guidelines, use of NSLs in conformity with 18 U.S.C. 

^2709 is authorized when certain records are sought as part of a 
| |Investigation. 18 U.S.C. §2709 authorizes 
the FBI to obtain certain subscriber and toll billing records 
from a wire communication service provider when those records 
"are relevant to an authorized investigation to protect against 
international terrorism or clandestine intelligence activities." 

b7E 
^ : this instance, pursuant to an authorized 

| "1investigation,| |properly served an NSL 
requesting relevant subscriber information and toll billing 
records from a wire communication service provider. In response 
to this properly served NSL, the provider erroneously provided 
subscriber information for an unrelated telephone number which 
was not requested in the NSL and was not relevant | | 

I Icontacted the provider, then shredded the inadvertently 
obtained information. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting reguirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

(U) Since I I already contacted the provider 
and shredded the inadvertently obtained material, there is no 
longer a need for an action lead to 

NSL VIO-31136 



h 2 
b 7 E 

Ecfes^r 

u)--. To: •v : X 

SEC: 
From: General Counsel 

1 8-HQ-Ci'22 97 36-VIO, 12/28/2006 

LEAD (s) : 

Set Lead 1: (Info) 

h 2 
b7E 

AT 

(U) For information. 

Set Lead 2: (Info) 

CQUNTERTERRQRISM 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not reguired, for three years 
for possible review by the Counsel to the IOB. 

cc: Ms. Thomas 
be 
b7C IOB Library 

4 
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HEREIH I S UNCLASSIFIED EXCEPT 
(Rev. 01-31-2003) 

: 12-07-2007 

" 11 ii rT/nnFnïïiL 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 20/2 

b 2 
b 7 E 
be 
bic 

To: 

Counterterrorism 

Inspection 

Attn: SAC 
CDC 

Attn: ITOS 1, CONUS 2, TEAM 5 

Attn: IIS 

From: Office of the General Counsel 
NST ,R / CTT ,T T1 /T.X1 Room 3S1 1 9 
Contact: UC 

(U) 

CU) -

(U) 

(U) 

Approved By: Thomas Julie F 

Drafted By: | 

Case ID 

Title: INTELLIGENCELJJVERSIGHT BOARD 

# : ^x^f 2 7 8 - HQ-C12 2 97 3 6-VIO (Pending) 
b 2 

MATTER 2006-

S y n o p s i s J ^ C ^ It is the opinion of the Office of the General 
•-Counsel (Ot̂ C) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

(U) 

<U) 

Reference 

•x 
• x 

27 8-HQ-C122 9736-VIO serial 1454 

b 2 
b 7 E 

Administrative:^®^ This document contains information obtained 
or derived from an electronic surveillance or physical search 
conducted under the Foreign Intelligence Surveillance Act 
("FISA"), 50 U.S.C. Section 1806(b). Such information shall not 
be used in any criminal or administrative proceeding, including 
grand jury proceedings and warrant affidavits, without the prior 
written approval of the Attorney General of the United States. 
U.S. Person FISA derived information may not be disseminated to s 
foreign government without the prior written approval of the 
Attorney General of the United States. 

J| |reguested Details : 
" T h a t T o G C 

The referenced serial froml 
^evi^w the facts of the captionec matter and determine 

NSL VIO-31138 



h 2 
To : From: Office of the General Counsel 
Re: 2 ! ¡d-Hy-Cl^ 3136-VIO, 12/2 0/2 ( 

b l 
b e 
b7C 
b 2 
b7E 

b7C 
b l 

b 6 
b7C 
b 2 
b7E 
b l 

whether it warrants reporting to the IOB. As explained below, in 
our opinion, the FBI is reguired to report this matter to the 
I OB. 

SA [ ] and SA were working closely 
with TTOS T. CONIJS TT to obtain an emergency FISA search warrant 
for| | The following is the chain of events in 
which an IOB error may have occurred: 

(U) -----
from IA 

At 4:20 p.m., SA 
indicating authorization 

received a phone call 
if the FISA search warrant 

had been a mis-communication between her and the OIPR attorney, 
and it was not yet fully approved. IA | I was advised the 
search had already been conducted, following the verbal approval 
she had previously given. SA | | immediately telephonically 
advised A/SSA I I who reported the error to 
Executive Management. 

Í U J -
SA 

/NF) At 7:10 p.m., a telephone call was received 
rom SSA| \ ITOS I, CONUS II, indicating 

verbal authorization had been granted 

NSL VIO-31139 



To: From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 12/2 0/2 

b 2 
b 7 E 

time.r 
and i nstrnctedL 
Hadvised FBI HQ thisl 

tn Hn qn at thig 

C _nsis ted | land at 7:27 p.m., [ 
Iwas terminated, as 

1 FBI HO" 

:S/NF) F 

bl 
b6 
b7C 
h 2 
b7E 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

" " i I 'I I m i T n r n p T _ 

3 
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To: I 
Re: 27 8-HQ-C122 97 36-VIO, 12/2 0/2 

] From: Office of the General Counsel b2 
b7E 

a i it hn ri 7prf niiV.̂ i 1 a ri i~ f 
The NSIG provide that investigative TPNHNI MI P.G 

li nvp.qt i NATI NN i nnl HHP - Î 

Jbased upon an erroneous belief that the FBI had 
obtained emergency oral authority from the Attorney General for 
such a search, pursuant to the provisions of FISA. 
Since a physical search| ]was conducted without FISA 
2ii lfKri ri 

the 
cordingly, this physical search was a violation of the NSIG. 

incident must be reported to the IOB. In accordance with the 
reporting reguirements of Section 2.4 of Executive Order 12863, 
OGC will prepare a cover letter and a memorandum to report this 
matter to the IOB. 

iu) X 
captured 

|should ensure that all inadvertently 
collected, seguestered, sealed, and _nformation is 

delivered to the FBIHQ substantive unit to be submitted to OIPR 
for appropriate disposition by the FISC. 

b l 
b 2 
b 7 E 

LEAD (s) : 

Set Lead 1 : (Action) 

"*"' I fl,1 Li There is no information to indicate thaj 
|was applicable in this case. 

1 

~| In this case, the 
b l 
b 2 
b 7 E 
b 6 
b 7 C 

subsequent FISA warrant | ' 

~T I III "MirIH ll I M J_L 

4 
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SECRET 
h 2 
b 7 E To: From: Office 

Re: 27 8-HQ-C122 97 36-VIO, 12/2 
General Counsel 

b7E 

Set Lead 2 : (Action) 

COUNTERTERRORISM 

AT WASHINGTON, P.C. 

(U) The FBIHQ substantive unit should ensure that all 
inadvertently captured information is collected, sequestered, 
sealed, and delivered to OIPR for appropriate disposition by the 
FISC. 

Set Lead 3 : (Action) 

INSPECTION 

AT WASHINGTON, P.C. 

(U) For action deemed appropriate. 

AT 

(U) I I should ensure that all inadvertently 
captured information is collected, sequestered, sealed, and 
delivered to the FBIHQ substantive unit to be submitted to OIPR 
for appropriate disposition by the FISC. 

CC I M e Thrima <. 

IOB Library 

5 
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b7E 

S E O K T 
b2 
• INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
•D E | | FIELD OFFICE 

IOB MATTER 2006| ~|(U) 

By electronic communication dated June 21, 2 
the Federal Bureau of Investigation (FBI) I [Field 
Office reported that, during an authorized investigation of a 
non-U.S. Person, the FBI conducted a physical search | | 

| ""[based upon an erroneous belief that the FBI had 
obtained emergency oral authority from the Attorney General for 
such a search, pursuant to the provisions of FISA. 

^ The Attorney General's Guidelines for FBI National 
Security Investigations and Foreign Intelligence Collection 
(NSIG) provide that invp.g^inativp tprhninnp.g anthnri 7 p H ruir.diiant 
o| ¡investigation include:! ^ I 

physical search!"* 
authori tv.I 

|ln this instance, since a 
"lwas conducted without FISA 

the 
physical search was a violation of the NSIG. Thus, the matter is 
being reported to the IOB. 

i d X The inadvertently obtained material was 
seguestered and will be filed with the Foreign Intelligence 
Surveillance Court. 

Derived^^om: G-3 
Declassifi/onV 2031122( 

65179 DHH/KSR/I1ÀJ 
¡III!!! 

NSL VIO-31143 



DE CLASS I EI EB BY 65179dati/Ite s r /aaj 
ON 1 2 - 0 7 - 2 0 0 7 

U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chai rman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006] (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 
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Mr. Stephen Friedman 

s: 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

s: 

NSL VIO-31145 



(Rev. 01-31-2003) 

DATE; 12-07-2007 
CLASSIFIED BY 6.5 
REASON: 1.4 (c) 
DECLASSIFY^« 12-07™2033 

ALL INFORMATION CONTAINED 
^HEREIN IS UNCLASSIFIED EXCEPT 

I.JHERE SHOOT OTHERWISE 

cirr-T^m / /-MmrnPTJ 

FEDERAL BUREAU OF INVESTIGATION 

b 2 
b 7 E 
b 6 
b 7 C 

Precedence: ROUTINE 

To: 

Counterterrorism 

Inspection 

Date: 

Attn: 

Attn: 

Attn: 

SAC 
CDC 

ITOS 1, CONUS 2, TEAM 

IIS 

(U) 

IUI 

(U) 

(U) 

From: Office of the General Counsel 
NSLB/CTLU1/ hX1 Room 3S119 
Contact: UC 

Approved By: Thomas Julie F 

Drafted By: 

Case ID #: 7 8-HQ-CI22 97 3 6-VIO (Pending) 

T-i hi fi.t.-^^TKTTFTJ.TmKTnF, OVR.R T GHT BOARD 
MATTER 2006-

..Synopsis..: ^Vf It is the opinion of the Office of the General 
Counsel (OGC) Nihat this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

(U) 

(U) 
1222 

Reference: 278-HQ-C1229736-VIO serial 1490 

Administrative: This document contains information obtained 
or derived from^an^electronic surveillance or physical search 
conducted under the Foreign Intelligence Surveillance Act 
("FISA"), 50 U.S.C. Section 1806(b). Such information shall not 
be used in any criminal or administrative proceeding, including 
grand jury proceedings and warrant affidavits, without the prior 
written approval of the Attorney General of the United States. 
U.S. Person FISA derived information may not be disseminated to a 
foreign government without the prior written approval of the 
Attorney General of the United States. 

"""I I I I I iVtTnrmr _ 
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02 
b7E 

b l 
b2 
b7E 
b6 
b7C 
b4 
b7D 

bl 
b2 
b7E 
b6 
b7C 

b6 
b7C 
b2 
b7E 

To: 
Re: 

" I I I |i I / / H l D F n ï ï U , 

From: Office of the General Counsel 
27 8-HQ-C122 97 36-VIO, 12/22/2 

CU) - Details: The referenced serial from I Irequested 
that OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. As explained below, in 
our opinion, the FBI is reguired to report this matter to the 
IOB. 

\ ""[Pursuant 
tissued an NSL for acco 

associated with C 

o 
unts 

Tin 
response to the NSL, an e-mail address associated with| 

was identified by|~ 
J however, results from another NSL request' I 

subscriber information for that e-mail addrp.ss rpyp^lpH th^ 
e-mail address did not belong to the subject [ | 

ng 
the 

Accordingly, 
address. 

no further investigation was done on that e-mail 

1S/NF) During the FISA application nrocess for 
01 PR Attorney | |reguestedl I 

Iresponded with I 
e-mail addrpssps frnm the nri ni rial NST,. and i narlve rt pnt 1 v 
included I I 

f S / N F 1 S e aap ra 1 dav.q after the 

reviewed 

order authorizing 
Jwas imp1emented,| | 

1 information and discovered that| 

|was not associated with the FISA target 
Upon discovering the error, TFO I I immediately 

notllled 1T0S I, CONUS II and OIPR Attorney 

(UJ- As directed, all hard copy information concerning 
that p-mai 1 ^Hrp.q.q has been destroyed and removed from all FBI 

ï 
1 o f " o s T, Cc m i s TT. 
was forwarded to SSA 

] 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 

" " I i I l1 I / / i T o r r i T i i L 

2 
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h 2 
b7E To:[ I From: Office of 

Re: 27 8-HQ-C122 97 36-VIO, 12/22/2 
the General Counsel 

the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 

(U) Violations of provisions that merely are 
administrative in nature and not deemed to have been designed to 
ensure the protection of individual rights are generally not 
reported to the IOB. The FBI Inspection Division is reguired, 
however, to maintain records of such administrative violations 
for three years so that the Counsel to the IOB may review them 
upon reguest. The determination as to whether a matter is 
"administrative in nature" must be made by OGC. Therefore, such 
administrative violations must be reported as potential IOB 
matters. 

(U1 I n this situation, the FBI and OIPR inadvertently fol 
included an email account not associated with the FRT subject in 
a FISA application. 

_n violation of the NSIG. P b7E 
This incident must be reported to trie IOB. In accordance with 
the reporting reguirements of Section 2.4 of Executive Order 
12863, OGC will prepare a cover letter and a memorandum to report 
this matter to the IOB. 

(U) J ^ V Because the inadvertently captured information has 
already been collected, seguestered, sealed and delivered to CTD, 

T i n n i m T 
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SECB&TJSéwqeorn 

•b7E To : 
Re: ' y -kQ- (J 1 

From: Office of the General Counsel 
TT^TTò 6-VIO, 12/ 22/ 2 ( 

ITOSI, there is no action lead to the field. If not already 
done, CTD, ITOSI should ensure that all inadvertently captured 
information is delivered to OIPR for appropriate disposition by 
the FISC. 

LEAD (s) : 
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To: 
Re: 2/'y-kQ-(JÌ22y 

NOFORN 

From: Office of the General Counsel 
36-VIO, 12/22/2006 

b2 set Lead 1: (Info) 
b7E 

AT 

(U) For information. 

Set Lead 2 : (Action) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) The FBIHQ substantive unit should ensure that all 
inadvertently captured information is delivered to OIPR for 
appropriate disposition by the FISC. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, P.C. 

(U) For action deemed appropriate. 

cc: Ms. Thomas 
I I 

b7C IOB Library 
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ALL INFORHATION COMTAIMED DATE: 1 2 - 0 7 - 2 0 0 7 
CLASSIFIED BY 65 
REASON: 1 . 4 ( c ) 

HEFEIN I S TJMCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

(Rev. 01-31-2003) 

"binJkET / /I'l lUHMJl n I -

FEDERAL BUREAU OF INVESTIGATION 

T:FrT.A:"'":TFT ur i : 1:"' 

b 2 
b7E 
b 6 
b7C 

Precedence: ROUTINE 

To: 

Counterterrorism 

Inspection 

Date: 

Attn: 

Attn: 

Attn: 

SAC 
CDC 

ITOS 1, CONUS 2, TEAM 

IIS 

(U) 

(U) 

From: Office of the General Counsel 
NSLB/CTLU1/ TjXI Room 3S1 1 9 
Contact: UC 

Approved By: 

Drafted By: 

(U) Case ID #:.. 

(U) T i t l c : X 

Thomas Julie F 

8-HQ-C12 2 97 3 6-VIO (Pending) 

INTELLIGENCE^m^IGHT BOARD 
MATTER 2006 

(U) Synops-is: ^ ^ It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

(u: g-: 

Reference: 

DerìT 
Deci; 

27 8-HQ-C122 97 36-VIO serial 14' 

Administrative: f̂firf This document contains information obtained 
or derived from an electronic surveillance or physical search 
conducted under the Foreign Intelligence Surveillance Act 
("FISA"), 50 U.S.C. Section 1806(b). Such information shall not 
be used in any criminal or administrative proceeding, including 
grand jury proceedings and warrant affidavits, without the prior 
written approval of the Attorney General of the United States. 
U.S. Person FISA derived information may not be disseminated to a 
foreign government without the prior written approval of the 
Attorney General of the United States. 
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To: I I From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 12/22/2( 

Details : 
I 

1 

associated with| . ^ . 
response to the NSh. an e-mail address associated with| 
Ol Pursuant to 

issued an NSL for accounts 
J addressed to I I 

wai , identified by | l~ 
I However, results from another NSh requesting 

subscriber information for that e-mail address revealed that the 
e-mail address did not belong to the subject | "| 
Accordingly, no further investigation was done on that e-mail 
address. 

b l 
b 2 
b 7 E 
b 6 
b 7 C 

b 2 
b 7 E 
b 6 
b 7 C 

During the FISA application process for 
OIPR Attorney I | r e q u e s t e d ^ ^ ^ 

J responded with 

id pd r I from the original NSL, and inadvertently 

Several da ̂s after the FISA order authorizing 
was implemented,I I 
avered that| | 

notilied 1 
(U) 

that p-ma i 

)on 
was not associated wi th the FISA target 

limmediatelv discovering the error, TFO f. 
OS I, CONUS II and OIPR Attorney 

J As directed, all hard copy information concerning 
address has been destroyed and removed from all FBI 
Jcomputers. One compact disk containing all files 

~| relating to the e-mail address was forwarded to SSA 
lof ITOS I, CONUS II. 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
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~ 11 I |i I I I'unrnnT 

To: 
Re: 

From: Office of the General Counsel 
27 8-kQ-(Jl22^736-VIO, 12/ 22/ 2 ( 

Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 

(U) Violations of provisions that merely are 
administrative in nature and not deemed to have been designed to 
ensure the protection of individual rights are generally not 
reported to the IOB. The FBI Inspection Division is required, 
however, to maintain records of such administrative violations 
for three years so that the Counsel to the IOB may review them 
upon reguest. The determination as to whether a matter is 
"administrative in nature" must be made by OGC. Therefore, such 
administrative violations must be reported as potential IOB 
matters. 

techniques fori I 
The [TSTG provide that authorized investigative 

national security investigations include 

In this situation, the FBI and OIPR inadverter 
included ^n ^mail account not associated with the FBI subject in 
a FISA application. This resulted i n T I 
| | that was 
not associated wrth the hbl subject, rn violation ot the NSIG. 
This incident must be reported to the IOB. In accordance with 
the reporting reguirements of Section 2.4 of Executive Order 
12863, OGC will prepare a cover letter and a memorandum to report 
this matter to the IOB. 

(IT) •• w 
Because the inadvertently captured information has 

already been collected, sequestered, sealed and delivered to CTD, 
ITOS1, there is no action lead to the field. If not already 
done, CTD, ITOS1 should ensure that all inadvertently captured 
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I I I I i' ifiTnrnni 

To: 
Re: 

From: Office of the General Counsel 
27 8-HQ-C122 97 36-VIO, 12/22/2 

information is delivered to OIPR for appropriate disposition by 
the FISC. 

LEAD (s) : 

SECRET//ITORORAT 
4 
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h 2 ^ E g R B ^ / U Q g O R N 

To: From: Office of the General Counsel 
Re: _ 6-VIO, 12/22/2006 

Set Lead 1: (Info) 

h 2 
hl E AT 

(U) For information. 

Set Lead 2 : (Action) 

COUNTERTERRORISM 

AT WASHINGTON, P.C. 

(U) The FBIHQ substantive unit should ensure that all 
inadvertently captured information is delivered to OIPR for 
appropriate disposition by the FISC. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, P.C. 

(U) For action deemed appropriate, 

cc: Ms. Thomas 
b 6 
b7C iu j=5 LiDrary 

SECRET/ y'WUf UKN 

5 
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SEbj^T 

T M T F, T, T, T R F, M H F, OVF.R^TnHT BOARD (IOB) MATTER b2 
I IF TFT, Fi OFFTCF b 7 E 

IOB MATTER 2006-1 (U) 
(U) -—___ 1 — 1 

By electronic communication dated July 5, 2 006, 
the Federal Bureau of Investigation (FBI)| Field 
Office reported that the FBI and the Office of Intelligence 
Policy and Review (OIPR) inadvertently included an email account 
not associated with the FBI subject in a Foreign Intelligence 
Surveillance Act (FISA) application. This resulted in T I 

Twas not associated with the FBI subject. The 
(material was seguestered and will be ĵ i 

filed with the Foreign Intelligence Surveillance Court. 

^^"""""^j^L^The Attorney General's Guidelines for FBI National b7E 
Security Investigations and Foreign Intelligence Collection 
(NSIG) provide that authorized investigative technigues for| I 
national security investigations I \ 

Jhat was not associated with the FBI 
subject violated the NSIG. Thus, the matter is being reported to 
the IOB. 
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DECLASSIFIED BY 6 5 1 7 9 d m h / k s r / m a j 
OS 1 2 - 0 7 - 2 0 0 ? 

U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chai rman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2 006-1 I (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 
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Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

s: 
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(Rev. 01-31-2003) 

ALL IWFORHATIOH CONTAINED 
HERE IB IS UNCLASSIFIE: 
BHEFE SHOWS OTHERWISE 

SfcS^ET 

FEDERAL BUREAU OF INVESTIGATION 

1 2 - 0 7 - 2 0 0 7 
C L A S S I F I E D BY 6 5 1 7 9 d m h / k SE 
REASOH: 1 . 4 {c) 
Ë5Ë C LAS S I FY ÖM : 1 2 - 0 7 - 2 0 3 2 

Precedence : 

To: 

ROUTINE Date: 20/2 

Counterterrorism 

Inspection 

Attn: SAC 
CDC 

Attn: ITOS 1, CONUS 2, TEAM 6 

Attn: IIS 
From: Office of the General Counsel 

NSTiR/CTTiIJI /TiXI Room 3S1 1 9 
Contact: UC 

(U) 

Thomas Julie F 

(U) 
(U) 

Synopsis : 
--Counsel ( 

2 7 8-HQ-C12 2 97 3 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-1 

It is the opinion of the Office of the General 
)"that this matter is not reportable to the 

<U) 

in-

intelligence Oversight Board (IOB). 
maintained in the control file for 
the IOB. Our analysis follows. 

(U) 

Reference: 

Rather, it should be 
)eriodic review by Counsel to 

) 27 8-HQ-C122 97 36-VIO serial 1505 

requested 

b7E 
Details: The referenced serial from 
that OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. As explained below, in 
our opinion, the FBI is not required to report this matter to the 
IOB. 

à^CR CRET 

b 2 
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SE 
To: I I From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 12/2 0/2( 

b 7 E 
b 4 

b 4 
b 7 D 

b 4 
b 7 D 
he 
hlC 

b 7 D 

.qpHiritv T.pttpr iNSTD d a t e d 12/01/2005 | | was submitted 
to | | requesting the laentincation of any e-
mail addresses used by the subject ( s u b s c r i t i p r i n t n r m a h i n n ' i Tn 
addition to the e-mail subscriber information,| | 
provided history logs, which were not requested in the original 
NSL dated 12/01/2005 (electronic communication transactional 
records) . The | lease agent conferred with the CDC and it 
was r j p r . i ded that! ^should include in their response 
that willingly provided the history logs. 

(U) Two NSLs were subseguently issued for information 
that was provided on the history 1oas. There were no responsive 
records ^ ^ fi T-Q+- MQT M O Q U Q H fp| | In response to the 
second NSL,| |was able to provide information 
relating to the IP address. The results of this NSL were stored 
in a 1-A envelope and were not uploaded into ACS. 

( U p - — I n May 2006, the case agent was informed that the 
hi story logs were an over collection of records.1 I 

| I hi story logs were turned over to CDC | |on 06/20/2006 
to be seguestered. Only the .qnh.qr.rihpr annnnnh i n f o rma h i ori that 
was reguested in the original NSL to I Iwas copied 
from these logs and placed in a 1-A envelope. 

The case agent believed that the results received 
ance of the previously m^nt i rjmed NSLs to 

(U) 

from the iss 
also needed to be sequestered. Since 
for the phone number that was requeste 
sequestered regarding that NSL. | 
information pertaining to the one 1P 
from the history logs. The original results were removed from 
the 1-A and copied, with this second IP address blacked out. The 
first IP address information is being stored i n the 1-A. The 

did not have any data 
nothing needed to be 

~| did provide 
address that was collected 

)riginal results were turned over to CDC 

y . 

on 07/07/2 

or I 
databases. 

J Mnnp nt the NSL results that were acquired from 
were uploaded into ACS or any other FBI 

h 2 
b 7 E 
b 4 
b 7 D 

(U) •• -^tS^^ Since electronic communication transactional 
records can lawfully be obtained with an NSL, | | served an 
NSL, dated 04/11/2006, toi I requesting transactional 
data I b I The second IP 
addressthat wasprovidedin| 
sequestered) was provided in these results. 

[that i s bei ne 
may submit 

SEC: 
2 
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b2 s ^ E T 
b7E To:| | From: Office of the General Counsel 

Re: 27 8-HQ-C122 97 36-VIO, 12/2 0/2006 

another NSL in an attempt to gain IP infnrm^tinn rpl^tinc tn this 
address. | |submitted another NSL to| [ dated 
05/16/2006 rpqiip.qtinrr tr̂ ri.q̂ rti nn^l logs from the date Ol 
inception through | I and ant i ci pates that the first 

b7E telephone number mentioned in| [will be provided within 
these results. At that time another NSL will be submitted to the 
communication carrier to whom the number was resold. 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is reguired, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon reguest. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

(U) NSLs are a specific type of investigative tool thai 
allows the FBI to obtain certain limited types of information 
without court intervention, including subscriber information and 
electronic communication transactional records in the custody of 
electronic communications service providers (Electronic 
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h 2 
hl E 

SECRET 

To: From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 12/2 0/2006 

Communications Privacy Act, 18 U.S.C. § 2709). NSLs may be issued 
in conformity with statutory requirements, including 18 U.S.C. § 
2709. NSIG, section V.12. 

Here, during an authorized investigation, the FBI 
properly Served an NSL on an electronic communications service 
provider reguesting subscriber information. In response to the 
properly served NSL, the FBI inadvertently obtained information 
beyond the scope of the NSL f ^ ^ ^ communication 
transactional records). FBI I [identified the problem, 
and properly seguestered the electronic communication 

'b>2 transactional records. 
to 7 E 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting reguirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

(U) should contact the electronic 
communications servrce provider and ask whether the improperly or 
unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 
Alternatively, since electronic communicati on transactiona1 
records can lawfully be obtained with an NSL,| |may serve 
an NSL for the electronic communication transactional records 
received from the electronic communications service provider. 

LEAD (s) : 

Set Lead 1 : (Action) 

AT 

(u; [ |should contact the electronic 
communications service provider and ask whether the improperly or 
unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 

^KÇRET 

4 
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h 2 
b7E 

SE^ÄE1] 

To:l I From: Office of the General Counsel 
Re : 2 / ö-Ho-(Jlz2 97 36-VIO, 12/2 0/2006 

Alternatively, since electronic communication transactional 
records can lawfully be obtained with an NSL,|~~ I m a Y serve 

b2 an NSL for the electronic communication transactional records 
b7E received from the electronic communications service provider. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, P.C. 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, D.C. 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

cc: 
b 6 
b7C 

I Mp. Tliofaa^ 
IOB Library 

SE1 

5 
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A I L ISFOPmTIOH C OBTAINED 
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TjJHERE SHOOT OTHERWISE CLASSIFIED BY 65179dmh/ks r 

KEASOM; 
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SECRET S ^ R I 

FEDERAL BUREAU OF INVESTIGATION 

h 2 
b 7 E 
b 6 
b 7 C 

Precedence : 

To: 

ROUTINE 

Counterterrorism 

Inspection 

Date: 12/20/2006 

Attn: SAC 
CDC 

Attn: ITOS 1, CONUS 2, TEAM 6 

Attn: IIS 
From: Office of the General Counsel 

NSLB/CTLU1/LX1 Room 3S119 
Contact: UC 

(TT) 

(U) 

<U)-

Approved By: 

Drafted By: 

Case ID #: 

Title: 

Thomas Julie F 

) 278-HQ-C1229736-VIO (Pending) 
TMTFU.T.TGF.MGF1, OVRR T GHT BOARD 
MATTER 2006 

Synopsis: It is the opinion of the Office of the General 
Counsel (OC?C) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) 

( U ) Reference -:- 27 8-HQ-C122 97 36-VIO serial 1506 

(U) requested Details: The referenced serial from 
that OGC revrfew the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. As explained below, in 
our opinion, the FBI is not reguired to report this matter to the 
IOB. 

b 7 E 

(S) b l 
b2 
b7E 
b6 
b7C 

NSL VIO-31164 



h 2 
hlE 

^SEC^E1] 

To: I I From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 12/2 0/2006 

b l 
b 6 
b 7 C 
b 4 
b 7 D 
b 2 
b 7 E 

a 
.gppnri tw T.pttpr (NSL) dated 06/08/2006 was submitted 
;to| I for toll records relating to one telephone number, 

hd subscriber inform^ticn relating to another 
i~p 1 pnhnnp number,| | The results were received from 
the| [field office with an F.r HatpH n^/?Q/?nn^ Included in 
the results were toll records fori for a time period 

Jo that was not requested. 
records for| 

provided toll 

requested. On 

In addition,^ 
Hwhen only subscriber information was % / 10/yotTC the additional toll records were given 

to CDC | | to be seguestered. The subscriber 
information and toll records that were reguested in the NSL, are 
stored in a 1-A. 

b l 
b 2 
b 7 E 

(Si 
entered into 
records that 
requested in a previous NSL, therefore they were already entered 

we 

Jone of the aforempnti oned toll records were 
lor ACS. The additional toll 

J were already re provided for 

(U) The 
12/04/1981, establ 
Board (PIOB). On 
President renamed 
established the Bo 
Foreign Intelligen 
the IOB has been g 
and procedures rel 
counterintelligenc 

President, by Executive Order 12334, dated 
ished the President's Intelligence Oversight 
09/13/1993, by Executive Order 12863, the 
it the Intelligence Oversight Board (IOB) and 
ard as a standing committee of the President's 
ce Advisory Board. Among its responsibilities, 
iven authority to review the FBI's practices 
ating to foreign intelligence and foreign 
e collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 

SEC 

2 
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h 2 
SECÎtE^ 

To: 
Re: 

To : I I From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 12/13/56 

unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is reguired, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon reguest. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

T-T!• ^¡^ NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention, including subscriber information and 
toll billing records in the custody of wire communication service 
providers (Electronic Communications Privacy Act, 18 U.S.C. § 
2709). NSLs may be issued in conformity with statutory 
requirements, including 18 U.S.C. § 2709. NSIG, section V.12. 

^ Here, during an authorized investigation, the FBI 
properly served an NSL on a wire communication service provider 
requesting subscriber information and toll billing records. In 
response to the properly served NSL, the FBI inadvertently 
obtained information beyond the scope of the NSL (toll billing 
records for a period of time not reguested, and toll billing 
records in response to a reguest for only subscriber -b2 
information). FBI | | identified the problem, and properly .b7E 
seguestered the toll billing records. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

(U) | |should contact the wire communication 
service provider and ask whether the improperly or 

SECki^ 

b2 
h7E 
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b7E 
R E X 

To: 
Re: 

SECRE 

From: Office of the General Counsel 
27 8-HQ-C122 97 36-VIO, 12/2 0/2( 

b 7 E 

unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 
Alternatively, since tol 1 billing records may lawfully be 
obtained with an NSL,| |may serve an NSL for the toll 
billing records if they relevant to the authorized investigation. 

LEAD (s) : 

b 2 
b 7 E 

Set Lead 1 : (Action) 

AT 

S E ^ K J ^ 
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h 2 
hl E 

SE^Ä^T 

To : I I From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 12/2 0/2( 

h 2 
hlE 

( u ; should contact the wire communication 
service provider and ask whether the improperly or 
unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 
Alternatively, since tnil hilling records may lawfully be 
obtained with an NSL, may serve an NSL for the toll 
billing records if they rerevanr to the authorized investigation. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, P.C. 

(U) For information. 

Set Lead 3 : (Action) 

INSPECTION 

AT WASHINGTON, P.C. 

(IJ) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

6 cc : Ms. Thomas 
hlC * IOB Library 

5 
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CLASSIFIED BY 6 5 llill 

(ci 
FEDERAL BUREAU OF INVESTIGATION iiiiiii 

Precedence : 

To: 

ROUTINE Date: 20/2 

h 2 
b 7 E 
b6 
b 7 C 

Counterterrorism 

Inspection 

Attn: SAC 
CDC 

Attn: ITOS 1, CONUS 4, TEAM 16 

Attn: IIS 
From: Office of the General Counsel 

NST.R/CTT.TII /T.Y1 Rnnm ^ 1 1 9 
Contact: UC 

Approved By: 

Drafted By: 

Thomas Julie F 

(U)case ID #: [ft 278-HQ-C1229736-VIO (Pending) 

Title: (U) TNTFTITITGFNCF, OVERSIGHT BOARP 
MATTER 2006 

b2 

(U) Synopsis: "D^C It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

<U) 

( U ) 

in»-

reference 

Details: 
= x 

)n:—20311220^ 

27 8-HQ-C122 97 36-VIO serial 154 i 

h 2 
b 7 E 

bl 
h 2 
b 7 E 

The referenced serial from requested that 
OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. As explained below, in 
our opinion, the FBI is not reguired to report this matter to the 
IOB. 

»BÇRE^ 
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th 
Re: 27 8-HQ-C122 97 36-VIO, 12/2 0/2 

SECRl 
b2 | 1 
'b7E * * * From: Office of the General Counsel 

bl ' S F 

b7E 
b4 
b7D 
b6 
b7C 

b7E 

b7C 
b2 

on n? / nfi / a National Secnri tv tetter J Div. Division directing 
f N S T, wa s 

issued by the 
to provide "to the Federal Bureau of Investigation (FBI) the 
names, addresses, and length of service and electronic 
communications transactional records, to include existing 
transaction/activity logs and all electronic mail (e-mail) header 
information (not to include message content and/or subj ect 
fields), for the below 1i sted email address holder(s) : 

(S) On 03/17/2 
provided account records and two CD-Roms containing copies of the 
files pertaining to the subiectI J:o 
SA R 
SAQ" 

i 
] On 04/03/2006, Sa[ 

two 
1 I * ! , e computer I 

i vi si on. which he forwarded to 
I sent a 1 pad and forwarded 

the data contained in the two CD' s toj I I 
Loaded 

Liie uaia OIILO a SLanaaion 
"Tthen I 

L L 

1 Trieremaining aara was 
ecause lett on tne sranaaione computer| I 

the excess data contained information | 
that thel I may have provided content information, which 
was not requestecr and specifically excluded in the NSL. 

Jit believed 

(U) 
07/14/2006,| SSA[ 

discovered the oversight and notified Uni t Chi eft 
07/17/2006, UC I jcontacted ITOS_l\ 

On 
Unit 
Based on Chief^ t whn in turn notifiedf I Division, 

the discovery,! |SSA| fnas indicated that 
the excess data will be removed Irom the standalone computer, 
seguestered, and stored pending further determination. 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 

.ET 
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SE 

hl E To: 
Re: 

From: Office of 
27 8-HQ-C122 97 36-VIO, 12/2 ( 

the 
'/2 

General Counsel 

Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General1s Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is reguired, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon reguest. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

-- -J^>)<^NSLs are a specific type of investigative tool that 
' ' allows the FBI to obtain certain limited types of information 

without court intervention, including subscriber information and 
electronic communication transactional records in the custody of 
electronic communications service providers (Electronic 
Communications Privacy Act, 18 U.S.C. § 2709). NSLs may be issued 
in conformity with statutory requirements, including 18 U.S.C. § 
2709. NSIG, section V.12. 

(TJJ - Here, during an authorized investigation, the FBI 
properly slTrvfed an NSL on an electronic communications service 
provider requesting subscriber information and electronic 
communication transactional records. In response to the properly 
served NSL, the FBI inadvertently obtained information beyond the 
scope of the NSL (email content information). The FBI identified 
the problem, and properly sequestered the content information. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

(U) should contact the electronic 
communications service provider and ask whether the improperly or 

S E C k B ^ 
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SE^Ä^T 

To 
Re 

h 2 
From: Office of the General Counsel 

-H0-(Jl229736-VI0, 12/2 0/2 ( 

unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file, and 
coordinate with EOPs accordingly. 

LEAD (s) : 

Set Lead 1 : (Action) 

h 2 
hl E AT 

(U) should contact the electronic 
communications service provider and ask whether the improperly or 
unintentionally acguired information should be returned or 

SÈSÇET 

4 
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S^SÇEI 

h 2 
Ò7E 

To: 
Re: 

From: Office of the General Counsel 
27 8-HQ-C122 97 36-VIO, 12/2 0/2006 

destroyed with appropriate documentation to the file, and 
coordinate with EOPs accordingly. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, P.C. 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, D.C. 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

;b6 cc: HP. Tll^m^s 
•b7C I I 

IOB Library 

SECRET 

5 
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FEDERAL BUREAU OF INVESTIGATION 

ta7E 
ta 6 
ta7C 

IU)-

(IT) 

(IT) -

Precedence : 

To: 

ROUTINE 

Counterterrorism 

Inspection 

Date: 

Attn: 

Attn: 

Attn: 

20/2 

SAC 
CDC 

ITOS 1, CONUS 4, TEAM 13 

IIS 

From: Office of the General Counsel 
NSLB/CTLU1/ TiXI Room 3S1 1 9 
Contact: UC 

Thomas Julie F Approved By: 

Drafted By: 

Case ID #: ) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006| 

Synopsis : ) It is the anion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

(u: 

Reference: 

^DerrTSdr-Eçoffi^j^^û-a 

27 8-HQ-C122 97 36-VIO serial 164: 

Administrative: ̂ tsj^ This document contains information obtained 
or derived from an electronic surveillance or physical search 
conducted under the Foreign Intelligence Surveillance Act 
("FISA"), 50 U.S.C. Section 1806(b). Such information shall not 
be used in any criminal or administrative proceeding, including 
grand jury proceedings and warrant affidavits, without the prior 
written approval of the Attorney General of the United States. 
U.S. Person FISA derived information may not be disseminated to a 
foreign government without the prior written approval of the 
Attorney General of the United States. 

""SKCKM'L,» / I IUI'LU III -
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b2 
To:I I From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 12/2 0/2006 

b l 
b 6 
b 7 C 
b 2 
b 7 E 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 

b l 
b 2 
b 7 E 

(S) 

tJEUkET//MOFOkW 

2 
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SECRBS^TOFORN 

To: | | From: Office of the General Counsel •b7E Re: 27 8-HQ-C122 97 36-VIO, 12/2 0/2 ( 

(U) Violations of provisions that merely are 
administrative in nature and not deemed to have been designed to 
ensure the protection of individual rights are generally not 
reported to the IOB. The FBI Inspection Division is required, 
however, to maintain records of such administrative violations 
for three years so that the Counsel to the IOB may review them 
upon reguest. The determination as to whether a matter is 
"administrative in nature" must be made by OGC. Therefore, such 
administrative violations must be reported as potential IOB 
matters. 

^ """""""""- In this situationé_y^£-J^I implemented court-
ordered | ^ x J | and inadvertently 'j-̂  (. |information that was not associated with b7E 

I specified in the court order, thereby exceeding ' 
the scope of the court order. This incident must be reported to 
the IOB. In accordance with the reporting requirements of 
Section 2.4 of Executive Order 12863, OGC will prepare a cover 
letter and a memorandum to report this matter to the IOB. (TJ) . / « « 

vj^ | | should ensure that all inadvertently 
captured information is collected, sequestered, sealed, and 
delivered to the FBIHQ substantive unit to be submitted to OIPR 
for appropriate disposition by the FISC. 

b7E 

LEAD (s) : 

SECRET//HOFORH 66 
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SECRETTTftOPOBIi 
h 2 

To : From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 12/2 0/2( 

Set Lead 1 : (Action) 

AT 

(u; should ensure that all inadvertently 
captured informarion is collected, sequestered, sealed, and 
delivered to the FBIHQ substantive unit to be submitted to OIPR 
for appropriate disposition by the FISC. 

h 2 
b7E 

Set Lead 2 : (Action) 

COUNTERTERRORISM 

AT WASHINGTON, P.C. 

(U) The FBIHQ substantive unit should ensure that all 
inadvertently captured information is collected, sequestered, 
sealed, and delivered to OIPR for appropriate disposition by the 
FISC. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, P.C. 

(U) For action deemed appropriate. 

cc: Ms. Thomas 
I " I IOB Library b7C 
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DECLASSIFIED BY 6 5 1 7 9 d i a h / k s r / m a ) 
OK... 12 -0 .7 -2 .007 

(S) 

TMTFTJ.TGFMGF OVF.R S T ÇHT BOARD (IOB) MATTER 
| |FIELD OFFICE b2 
IOB MATTER 2006-| (U) 

^^ By electronic communication dated September 13, 
2 006, the Federal Bureau of Investigation (FBI)I iFi eld 

ce reported that the FBT i mnlemented court-ordered| ^ | 
- a n r~i o H 

b 7 E 
b l 

and inadvertently obtained 
Intormation that was not associated with 

the court order, thereby exceeding the scope 
of the court order. The inadvertently intercepted material was 
sequestered and will be filed with the Foreign Intelligence 
Surveillance Court. 

(U) "----(̂ ¡¡Q The overcollection was a violation of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection. Thus, the matter is being 
reported to the IOB. 

NSL VIO-31178 



DECLASSIFIED BT 6 5 1 7 9 d t t h / S s r / a a j 
ON 1 2 - 0 7 - 2 0 0 7 

U.S. Department of Justice 

Federal Bureau of Investigation 
^SgÇRgÇ^ 
Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chai rman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-e 
memorandum entitled "Intelligence Oversight Board Matter 
2007 (u; 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

U N C L A S S I F I E D WHEN 
DETACHED FROM 
C L A S S I F I E D ENCLOSURE 

NSL VIO-31179 



Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

NSL VIO-31180 



All I S F O P m T I O H C OBTAINED 
HEREIN I S TJNCLASSIFIED EXCEPT 
TJHERE SHOOT OTHERWISE 

(Rev. 01-31-2003) 
1 2 - 0 7 - 2 0 0 7 

Ç LAS S I F IE D BY 6 5 1 7 9 dmh / k s 
REÂSOW: 1.4 Jcj 
Dtl-CLkZz-n-" UÎJ ; ix-

FEDERAL BUREAU OF INVESTIGATION 

h 2 
b7E 
he 
hlC 

(U)-

(U)-

Precedence : 

To: 

ROUTINE 

Counterterrorism 

Inspection 

Date: 

Attn: 

Attn: 

Attn: 

01/10/2007 

SAC 
CDC 

ITOS 1, CONUS 1, TEAM 2 

IIS 

From: Office of the General Counsel 
NSLB/CTLU1/ TjX 1 Rnnm 1 
Contact: UC 

Approved By: 

Drafted By: 

Case ID #: 

Title: ]><< 

Thomas Julie F 

2 7 8-HQ-C12 2 97 3 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007 

It is the 

h 2 

anion of the Office of the General |IJ: Synopsis:. 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

(u: 

(U) 

(TT> -

Reference: ' K 27 8-HQ-C122 9736-VIO serial 2572 
Administrative: ^S^ This document contains information obtained 
or derived from an electronic surveillance or physical search 
conducted under the Foreign Intelligence Surveillance Act 
("FISA"), 50 U.S.C. Section 1806(b). Such information shall not 
be used in any criminal or administrative proceeding, including 
grand jury proceedings and warrant affidavits, without the prior 
written approval of the Attorney General of the United States. 
U.S. Person FISA derived information may not be disseminated to a 
foreign government without the prior written approval of the 
Attorney General of the United States. 

ÏORN 
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h 2 
b7E To: 

Re: 
From: Office of the General Counsel 

27 8-HQ-C122 97 36-VIO, 01/10/2007 

Details: 

b l 

b7C 
b 2 
b7E 

h 2 
b7E 

(S) 1 1 fai led to advise | r 
1 1 Therefore, 
there was an over col led :ion | 1 

However,none ofthisover collection 
wasreviewed or anaiyzea. 

. . . . . . . . p e r s o n a l or identifying informatiutLjaa^.. 
fTTl •--•'•Uploaded into ACS. Additionally, no ACS checks, 

data base checks were run on any of this 
.nrormation. 

(UÎ 

(U) The President, by Executive Order 12334, dated 
, established the President's Intelligence Oversight 

Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 

fl'F.rP'F.T //NOFORN 

2 
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h 2 
hi E 

SECRET 

To:| | From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 01/10/2007 

other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 

(U) Violations of provisions that merely are 
administrative in nature and not deemed to have been designed to 
ensure the protection of individual rights are generally not 
reported to the IOB. The FBI Inspection Division is reguired, 
however, to maintain records of such administrative violations 
for three years so that the Counsel to the IOB may review them 
upon request. The determination as to whether a matter is 
"administrative in nature" must be made by OGC. Therefore, such 
administrative violations must be reported as potential IOB 
matters. 

( S ) In this .qitiiatinn. t h PP.T i naHvprtpntl V ^ ^ P P H P H 
the scope of a FISA court orderl I b l 

I This incident must be reported to the IOB. In b7E 
a(J(Joidah(Je with the reporting reguirements of Section 2.4 of 
Executive Order 12863, OGC will prepare a cover letter and a 
memorandum to report this matter to the IOB. 

i > I "lshould ensure that all inadvertently 
captured information is collected, seguestered, sealed, and 
delivered to the FBIHQ substantive unit to be submitted to OIPR 
for appropriate disposition by the FISC. 

LEAD (s) : 

NSL VIO-31183 



h 2 
b7E 

""ni1"r 1 ''m ibi il 

To : From: 
Re: 27 8-HQ-C122 97 36-VIO, 

Office of the 
01/10/2007 

General Counsel 

Set Lead 1 : (Action) 

h 2 AT [ 

(U)I I should ensure that all inadvertently 
captured information is collected, sequestered, sealed, and 
delivered to the FBIHQ substantive unit to be submitted to OIPR 
for appropriate disposition by the FISC. 

Set Lead 2 : (Action) 

COUNTERTERRORISM 

AT WASHINGTON, P.C. 

(U) The FBIHQ substantive unit should ensure that all 
inadvertently captured information is collected, sequestered, 
sealed, and delivered to OIPR for appropriate disposition by the 
FISC. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, P.C. 

(U) For action deemed appropriate. 

cc: Mf. Tll^m^f 
h 6 I 
•ĵ -yç lOb Library 
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(Rev. 01-31-2003) 
REASOH-ï L-n-4 ÇG}-
DECLÂSSIFÏ....OK: 12-11-2032. 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE Date: 

Attn: SAC 
S RA 

b2 
b7E 
b6 
b7C 

Inspection Attn: IIS, CRS 

From: Office of the General Counsel 
NST ,R / CTT ,T T1 / T .X1 Room 3S1 1 9 
Contact: UC 

( U ) 

<U>-~ 

( U ) 

Approved By: 

Drafted By: 

Case ID #: 

Title: 

Synopsis : 

Thomas Julie F 

2 7 8-HQ-C12 2 97 3 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-

It is the opinion of the Office of the General 
Counsel (OGt)) "that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel 1 
the IOB. Our analysis follows. 

(U)- X Decla 

(U) Reference: 

fjj\ M . 
X 27 8-HQ-C122 97 36-VIO serial 1É 

The referenced serial from 
1er and J requested that etermine whether 

Details: 
OGC review'tPie facts of the captioned matter and 
it warrants reporting to the IOB. As explained below, in our 
opinion, the FBI is not reguired to report this matter to the IOB. 

b7C 
bl 

(Si On 10/03/2006. TFO s e rve £ 
J an NSL for [ e-mail account 

reguesting electronic communications transactional information. 
Upon vi pwi ria thp information provided by| in response to the 
NSL, TFO I [determined that the content of the e-mail 
messages was included with the header and footer information. TFO 

SHC^ET^ 
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hlC 

SECR: 
To: From: Office of 
Re: 27 8-HQ-C122 97 36-VIO, 12/ 

the 
2 

General Counsel 

•b6 
hlC 
h2 
b 7 E 

a ri Ari seri ARA I lof the si 111at i 
J Division Counsel 

Cent a ct was made with 
Jwho provided 

details on how to report the incident and handle the material. 

(U) There were no reports written or leads set as a 
result of obtaining these records. Efforts are currently underway 
to separate the header and footer information from contnnt. The 
original disk will then be forwarded to the Division 
Counsel or FBIHQ as directed. 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

S E c f e f t t 

2 
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b 7 E 
^SEÎXÇET 

To: 
Re: 

From: Office of the General Counsel 
-Hy-C,122 97 36-VIO, 12/08/2 ( 

(U) 

(U) 

NSLs are a specific type of investigative tool that 
allows the' FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v) . NSLs may be issued in ^^r^^mn-Hw uifh 
reguirements, including 18 U.S.C. § 2709. 

Here, during an authorized investigation, the FBI 
properly served an NSL on an electronic communications service 
provider. In response to the properly served NSL, the FBI 
obtained i n f o rm^t i nn hpvnrid the scope of the NSL (email content 
information). FBI I [identified the problem, and properly 
seguestered the email content information. There were no reports 
written or leads set as a result of the email content 
information. 

h 2 
b7E 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

(UÌ The Field Office should contact the 
provider and ask whether the unintentionally acquired information 
should be returned or destroyed with appropriate documentation to 
the file. 

h 2 
b7E 

SEC: 
3 
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h 2 
hi E 

SEC: 
To : From: Office of the General Counsel 
Re: 2 ! 8-Ho-CP122 97 36-VIO, 12/08/2006 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

Set Lead 2 : (Action) 

AT 
b7E (u; The Field Office should return the improperly 

or unintentionally acquired information to the provider, or 
destroy the information with appropriate documentation to the 
file. 

C C I M s . T h o r n s s 

IOB Library 

SEC^I 
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ALL INFORHATION COMTAIMED DATE: 12-11-200? 
HEREIN I S TJMCLASSIFIED EXCEPT CLASSIFIED BY 6 5 
WHERE SHOOT OTHERWISE REASON: 1 . 4 ( c ) 

(Rev. 01-31-2003) v BEClASS'TfY-QSF: 12-II-203 
SEC^T 

FEDERAL BUREAU OF INVESTIGATION 

( U ) 

( U ) 

(U) 

( U ) 

(U) 
h 2 
hl E 
hl 
h 6 
hlC 

Precedence : 

To: 

ROUTINE 

Counterterrorism 

Inspection 

Date: 

Attn: SAC 
CDC 

Attn: ITOS 1, CONUS 2, TEAM 8 

Attn: IIS 
From: Office of the General Counsel 

M.qT.R/CTT.TTI /T.Y1 Rr^m ^ .q 1 1 
Contact: UC 

Approved By: 

Drafted By: 

Case ID #: 

Title: 

Thomas Julie F 

2 7 8-HQ-C12 2 97 3 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006] 

Synopsis: 5*0 It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

Derive ecKçrojj^: G-3 
Declassy^SPn : 20311213 

27 8-HQ-C122 97 36-VIO serial 1 

Details: The referenced serial from[ ]requested that 
OGC review the facts of the captioned matter and determine whether 
it warrants reporting to the IOB. As explained below, in our 
opinion, the FBI is not reguired to report this matter to the IOB. 

:s: _r 
at.i on of the I 

1 •Ipti f i cati on of the I "| 
J Investigation I jwas dug |but was not 

provided until | |"T^e delay in the notification was due 
to oversight by the assigned case agent. The authorization period 

SECRET Ò^E1 
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S ^ F JRET 

To : I I From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 12/13/2 

I 1 a p g p H | | w a s r p - a n t h n r i 7 P H nn 
|by the SAC| |extending it until I 1 No 

, investigative activity occurred during the lapse of authorization 
\ period. I [authorization for| I ended. FRTHO 
'extendedl I on I I for the period| | 
| | On| | FBIHQ expended authorization 
I I [A check of ACS on 
| |indicatedthatnoinvestigativeactivity occurred 
during any of these lapses.] 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is reguired, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon reguest. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

S E ^ ^ T 
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To: 
Re: 

SEbi^ET 

From: Office of the General Counsel 
27 8-HQ-C122 97 36-VIO, 12/13/2 

( U ) X As provided in| |the NSIG, a "field 
office shall notify FBI Headquarters [FRTHOI withi n ten w o r k i n g 
days of the initiation by the field of| | 
investigation." After receiving the notice from the field 
office, FBIHQ shall provide notice to the Office of Intelligence 
Policy and Review (01 PR) and to the Criminal Division. 01 PR 
shall then notify the Attorney General and Deputy Attorney 
General. The FBI shall also provide the notice of initiation to 
any relevant United States Attorney's office, subject to 
authorization by the Criminal Division, in an espionage case. 
This reguirement applies to both U.S. persons and non-U.S. 
persons. 

N>^T/iith reca 
stigation, I 

] 
m v e 
part that: 

J f the NSIG provides in pertinent h 2 
ta7E 

X ^ ) 

"ftll extensions shall be in writing and 
include the justification for the extension. 

H t, tru 

(Emphasis added.) 

In this instance, there are several issues to consider. 
Firsts t'he initial notice of case initiation was filed 
approximately 60 days late. Although late, this initial notice 

NSL VIO-31191 



h 2 
SEC: r 

•b7E To: From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 12/13/2006 

However, no investigative activity occurred during the lapses of 
authorization. 

(U) Based upon these facts, in accordance with the terms 
implementing the reporting requirements of Section 2.4 of EO 
12863, it is our opinion that this error is not reportable to the 
IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

4 
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From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 12/13/2006 

LEAD (s) : 

Set Lead 1: (Info) 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, P.C. 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, D.C. 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

h 2 
b 7 E 

( U ) For information. 

b 6 
b7C 

cc: Ms. Thomas 

T U B h T b r a r y 

SECRBrç^ 
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ALL I l ' j ru ru ' i f i i i u a uur j i ¿ij.rjx,i.' DATE' l ? - 1 1 . - 2 0 0 7 
HEREIN I S UNCLASSIFIED EXCEPT C L A S S I F I E D BY 6 5 1 7 9 « ! / ^ 

_ «iUiiM •jixuwxy u i ±.jìl. T-.TT J, an»,T. i /t / \ 

(Rev. 01-31-2003) REAS.QH.: l . „ 4 {.c.y 
V ÜÜ; id- j 

SECRET 
FEDERAL BUREAU OFÌNVESTIGATION 

(U) 

<U) 

<U) 

(U) 

(U) 

(U) 
h 2 
hl E 
hl 
h 6 
hlC 
hlD 

Precedence : 

To: 

ROUTINE 

Counterterrorism 

Inspection 

Date: 

Attn: SAC 
CDC 

Attn: ITOS 1, CONUS 3, TEAM 12 

Attn: IIS 
From: Office of the General Counsel 

NSLB/CTLU1/LX1 Room 3S119 
Contact: UC 

Approved By: 

Drafted By: 

Case ID #: 

Title: XS, 

Thomas Julie F 

) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-1 

Synopsis: XiJ^ It is the opinion of the Office of the General 
Counsel (Gsf/K that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

X Derived From 
"Dec! 

G-3 

a_ Reference: - HQ-C1229736-VI0 seri 

-Details.:- {S^S/The referenced serial frorrl I requested that 
OGC review J?ne iacts of the captioned matter and determine whether 
it warrants reporting to the IOB. As explained below, in our 
opinion, the FBI is not reguired to report this matter to the IOB. 

' S Ì Pi i r si i a n t t n 
"It̂ HI I OOR-TT-oH R 

Security Letter (NSL) for [ 
a National 

I e-mail account 
reguesting electronic communicationstransactional information. 

SE^ET 
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>SEÏÏ3RI ¿ET 

To : I I From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 12/13/2 

_n response to the Upon vi pwi nrr the information prbvïded""by--
NSL, TFO | | determined that the content, of the e-ma: 
messages was i hcl iided wi th the header and footer information. TFO 
advised SRA I j | of the si tiiati on . Contact was made with 

\Division Counsel | | who provided 
details on how to report the incident and handle the material. 

(U) There were no reports written or leads set as a 
result of obtaining these records. Efforts are currently underway 
to separate the header and footer information from content. The 
original disk will then be forwarded to thel I Division 
Counsel or FBIHQ as directed. 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon reguest. The 
determination as to whether a matter is "administrative in 

^¡à&ÇRET 
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S^RET 

To: | | From: Office of the General Counsel 
•b7E Re: 27 8-HQ-C122 97 36-VIO, 12/2 0/2 ( 

nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

(S) NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). NSLs may be issued in conformity with statutory 
reguirements, including 18 U.S.C. § 2709. NSIG, section V.12. 

^ ^ ^ ^ Here, during an authorized investigation, the FBI 
properly served an NSL on an electronic communications service 
provider. In response to the properly served NSL, the FBI 
obtained information beyond the scope of the NSL (email content ,fo2 
information). FBI I [identified the problem, and properly b7E 
sequestered the email content information. There were no reports 
written or leads set as a result of the email content 
information. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

(U) I Ishould contact the carrier and ask whether .b7E 
the improperly or unintentionally acquired information should be 
returned or destroyed with appropriate documentation to the file. 

SECRETS. 
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S E ^ E T 

b 7 E To: 
Re: 

From: Office of the General Counsel 
27 8-HQ-C122 97 36-VIO, 12/13/2 

LEAD (s) : 

Set Lead 1: (Info) 

AT| 

(U) should 
improperly or unintentionally acquired information should be 
returned or destroyed with appropriate documentation to the file. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, P.C. 

(U) For information. 

Set Lead 3 : (Action) 

INSPECTION 

AT WASHINGTON, P.C. 

(U) INSD should retain 
potential IOB matter, as well as 
concluding that IOB notification 
for possible review by the Couns 

a record of the report of the 
a copy of the OGC opinion 
is not required, for three years 
1 to the IOB. 

b 6 
b7C 

cc : Mg Thr^mag 

1UB rrorary 
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DATE: 1 2 - 1 1 - 2 0 0 ? ALL IHFOFÜIATIOII COBTÄHED 
C L A S S I F I E D BY 6 5 1 7 9 d m ! i / J c 3 J : / m a j HEREIN I S UNCLASSIFIED EXCEPT 
REASON: 1 . 4 ( c ) 

^ 0 1 " 3 1 - 2 0 0 3 ) DECLASSIFY ON: 1 2 - 1 1 - 2 0 3 2 

SEcMl^NLWURW 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Counterterrorism 

Date: 

Attn : SAC 

Attn: ITOS I/CONUS 1/Team 3 

h 2 
b7E 
h 6 
b7C 

Attn: Tn 1~e rna 1 Invest i rra 1~ i ve Section 
Attn: Room 11865 

From: General Counsel 
National ^nirifw T.aw Rranrh/rTT.Tl 1/T.Y-1 ^-IDD 
Contact : 

Approved By : Thomas Julie F 

Drafted By: 

(U) Case ID #: 

Title: (U) 

(U) Synopsis : 

2 7 8-HQ-C12 2 97 3 6-VIO 

Intelligence Oversicfht Board 
(IOB) Matter 2006-1""^ | 

It is the opinion of the Office of the General 
Counsel (OCJC) Dhat the above referenced matter need not be reported 
to the Intelligence Oversight Board (IOB). Our analysis follows. 

•bi gj 
b2 
b7E 

(U) 

Reference : 

D€ 
iom 

rrfŷ 'un : 

2 7 8-HO-C1 229736-VTO Seri al 1255 (Pending) 
(S) 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the document 
in Corel WordPerfect. 

bl 
h 2 
b7E 
•b6 
b7C 

and refefence^ above, the[ 
electronic communication (ECU dated March 24, 2006 

I reported to 
jj j Details: 

the Counterterrorism Division and the Office of the General 1 rvision ï 
Counsel's National Security Law Branch (NSLB) this potential IOB 
matter. 

LSJ 

ÎjjLltLljjl̂ Ul'UlOT 
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To : From: General Counsel 
- : J X ^ 27 8-HQ-C122 97 36-VIO, 10/2/2 007 

authorized in accordance with the Attorney General Guidelines 

(S) 
b l 
b 2 
b7E 
b 6 
b7C 

on February 7, 2006 to[ 
|drafted a National Security Letter (NSL) 

J:he following verbiage: "provide to 
the Federal Bureau of Investigation (FBI), the name, address, length 
of service, long distance provider and toll records for the last 12 
months which are associated with the following telephone number: 

receivec 

R 

indicating telephone number [ r 
numberl I and subscribed to hv I 

results on March 21. 
n - . - - H - • 2 0 0 6 

[ specifi 
took a 
three a 
account 
two of 
receive 
investi 
informa 

J In addition to thp infnrnipj-inn ? 
cally reguested for telephone number | | 
broad reading of the NSL and provided information regarding 
dditional telephone numbers associated with| | 
number[ fcnd provided toll record information lor 
those three telephone numbers. All of the information 
d was rpipyant- to pn authorized national security 
gation. 
tion. 

will issue a second NSL for the additional 

ANALYSIS 
(U) As reguired by Executive Order (E.O.) 12863 

(Sept. 13' 1953) and Section 2-56 of the National Foreign 
Intelligence Program Manual (NFIPM), OGC was tasked to determine 
whether the surveillance errors described here are matters that 

2 
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h 2 
b7E 

(U) 

citer SEC 

To: From: General Counsel 
iv-: 27 8-HQ-C122 97 36-VIO, 10/2/2007 

should be reported to the IOB. We believe that the reported 
activity does not require IOB notification. 

(U) Section 2.4 of E.O. 12863 mandates that the heads of 
Intelligence Community components report all information to the IOB 
that it deems necessary to carry out its responsibilities. That 
section requires Inspectors General and General Counsel of the 
Intelligence Community to report "intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
order or Presidential directive." This language has been 
interpreted to mandate the reporting of any violation of guidelines 
or regulations approved by the Attorney General, in accordance with 
E.O. 12333, if such provision was designed in full or in part to 
protect the individual rights of a United States person. This 
includes violations of agency procedures issued under E.O. 12333, 
unless they involve purely administrative matters.1 For the FBI, 
the Office of the General Counsel (OGC) submits reports to the IOB.2 

Attorney General's Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations (NSIG) provide that "all lawful investigative 
technigues may be used | |investigations." NSIG (Introduction) 
at 4. Section 2-56 of the NFIPM identifies as reportable to the IOB 
unauthorized investigations, the use of unlawful methods and 
technigues, exceeding the authorized scope of permitted activities, 
and failing to adhere to minimization reguirements.3 

h 2 
b7E 

ĵj See EC from Inspection Bivision to All Bivisions; 
Title: Revised Procedures for the Submission of Reports of 
Potential Intelligence Oversight Board (IOB) Matters, Case ID # 66F-
HQ-A12 4 7 8 63 Serial 172 at 5-6 (2/10/2005) . The Inspection Division 
is required to maintain for three years records of administrative 
violations, for possible review by the Counsel to the IOB, together 
with a copy of the opinion concerning the basis for the 
determination that IOB notification was not reguired. Id. at 6. 

jjj a. See id. at 

(U) 3 al s o id. at 5, identifying reportable matters as 
including: (1) activities believed to be unlawful or contrary to 
Executive Orders or Presidential directives; (2) suspected 
violations of the Constitution; (3) unauthorized investigations; (4) 
use of methods or techniques other than those authorized in the 
conduct ofl |investigations; (5) initiating a form 

S E b R ^ 
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b2 
b7E 
•i i' 

S E C f c ^ 

General Counsel 
27 8-HQ-C122 97 36-VIO, 10/2/2 007 

(U) 

b2 
b 7 E 

(U) 

In this instance, due to a broad reading of an NSL 
the teLe^hoHe company,! 1 received information on several 

telephone numbers a cĉ r-i a-t-gH wi fh fhp subject of the NSL (all on the 
same account), even though. I I did not specifically request 
information for these numbers. All of the information received was 
relevant to an authorized national security investigation. 

^ Iwill issue a second NSL for the additional records. The 
)road reading of the NSL by the telephone company does not need b 
reported to the IOB. 

OGC reguests that the Inspection Division retain a 
record of "lihe Report of a potential IOB matter for three years, 
together with a copy of this opinion for possible review by the 
Counsel to the IOB. 

of electronic surveillance or a search without authorization from 
the FISC, or failing to terminate an authorized surveillance at the 
time prescribed by the Court; and (6) failing to adhere to the 
minimization or dissemination requirements specified in a FISC 
Order. 

4 
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SEfcRÇT^ 

To: L . 1 From: General Counsel 
. b 7 E ( U ) - 2 V Ö-HQ-C122 97 36-VIO, 10/2/2007 

LEAD(s) : 

Set Lead 1: (Discretionary) 

h 2 1 

b7E AT 

(U) For review and action deemed appropriate. 

Set Lead 2: (Information) 

CQUNTERTERRQRISM 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) As provided in the Revised Procedures for the 
Submission of Reports of Potential Intelligence Oversight Board 
(IOB) Matters, retain a record of the report of a potential IOB 
matter for three years for possible review by the Counsel to the 
IOB, together with a copy of the OGC opinion concerning the basis 
for the determination that IOB notification is not reguired. 
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ALL IMFOBIÎÀTIOH CONTAINED 
HEREIN I S UNCLASSIFIED 
DATE 1 2 - 1 1 - 2 0 0 7 BY 6 5 1 7 9 d m h / k s r / m a j 

II Message.txt 
I (OGC) (FBI) b 6 

Sent: Tuesday. December 14. 2004 1 1 : 1 8 ^ . . h 7 p 
To:!1' • " " " " " PrOGC-l (FBI);P^ (ITD) (FBI); | D 7 L 

I ICOGC) (FBI) 1 1 1 1 

Subject: FW: 207208 letter 
UNCLASSIFIED 
NON-RECORD 

my comments, for "info of TLU 
I (OGC) (FBI) 

Qonj-- Tn 0d av noromhor ±4 f 2004 11•1fi AM 
T n : l I C O G r t ( F R T V l I b 6 

I CFBI^I THOMAS. JULIE F. (OGC) (FBI): KELLEY. PATRICK W. (OGC) i- 7 r tmiJ:l „„ I (FBI) D ! 
Subject: RE: 2U72U8 letter 

UNCLASSIFIED 
NON-RECORD 

b5 
b2 
b7E 

Page 1 
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Message.txt 

b5 
b6 
b7C 

Thanks. 

J (OGC) (FBI) 
Fri liav. n> P r P , n h f r "in. 2004 9:45 

~>r~i rri n a l M P i ^ a n o -
From: SPnt: Fnriav. nPrPtnhPr TO. 2004 9:45 AM 
TO: I I (OGC) (FBI) 
Subject: FW: 207208 Ietter 

UNCLASSIFIED 
NON-RECORD 

FYI pri rri nal Mpssanp--
From:I IClTD) (FBI) 
Sent: Monday. November 15. 2004 8:05_EU . -bo 
To: | | (OGC) (FBI) ;| | (OGC) (FBI); THOMAS, 'klr 
in. Jp P IWI / CRT \ • K-FI • FV PATRlck W. (A5CJ (FBI) ' 
Cc:l I (ITD) (FBI) 
Subject: RE: 207208 1etter 

UNCLASSIFIED 
NON-RECORD 

I Unless T Jiear back otherwise, given P W P r v n n p ' < j r n i m n p n t ^ T w i l l r p n l v h a r k -l-n 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT 
PRIOR OGC APPROVAL 

b5 
be 
blC 

From _ 
Sent: Monday, November 

• (OGC) (FBI) 
Î5, 2004 11:43 AM 

Page 2 
b7C 

NSL VIO-31255 



[ 
Tn • 

] (ITD) (FBI) I
Message.txt I" 

(OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI) 

b6 
J b7C 

Subject: RE: 207208 letter 

UNCLASSIFIED 
NON-RECORD 

Since the ponyl I sent refers tof" 
from my end. ' ' 

pri ni nril Mpssanp 
From:L -jJ(OGC) (FBI) Sent: Monday, November !!>, 2004 lQ-flfi m 

• Tn- THOMAS, JULIE F. (OGC) (FBI); 
I |(ITD) (FBI) 

J let me see what I can find out 

I (OGC) (FBI);I 

h 6 
hlC 

Subject: 207208 letter 

h 6 
hlC 

UNCLASSIFIED 
NON-RECORD 

b7C 

From 
Sen 
To •E 

7t 

comments. 
i ni rirai Mfì̂ fltKV ] (OGC) (FBI) 

Mnndiu Mnunmhnr .15, 2004 10:35 AM 
J(OGC) (FBI) 

Subject: RE: 207208 letter 

he 
b7C 

UNCLASSIFIED 
NON-RECORD 

-UHdlhai M5555dg 
From: [ 
Sen 
Subject: FW: li)/m letter 

] (OGC) (FBI) 
nt- MnnHnv Nrwamhar 15, 2004 9:10 AM b 6 
: I J(OGC) (FBI) 

be 
hlC 
h S 

hie 

UNCLASSIFIED 
NON-RECORD 

What do you think? 
Original Message 

From: THOMAS, JULIE F. (OGC) (FBI) 
Sent; MnndflY. Nnvpmhpr,15, 2004 8:36 
To: I I (OGC) (FBI); | 
Subject: FW: ± U / m letter L 

] (OGC) (FBI) 
he 
hie 

UNCLASSIFIED 
Page 3 
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NON-RECORD 
Message.txt 

h 6 
hlC Dear 

Please note the attachments from£ 
approved ? Please advise, 
Julie 

] Is this letter one we have 

Ori ni nal Messane-----
From:! IClTD) (FBI) 
Sent: Friday, November 12, 2004 4:01 PM 
To- TMflMA Ç Till TP F (0GC) (FELL 
Cc :| IQGC) (FBl)JT ircî Ev y. {c • •• • nAlMCk WTTogc) (FBI) 

l(OGC) (FBI) 
1 Subject: l-W: 207208 letter 

(OGC) RI=RT>T • 
ÏTD) (FBI)I 

h 6 
hlC 

UNCLASSIFIED 
NON-RECORD 

b5 
he 
hlC 
h 2 

Is this an OGC/NSLB approved letter? 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI 
WITHOUT PRIOR OGC APPROVAL 

From:P ^TlTOD) (CON) 
<;Qn1-- E n H a w NnupmEpT n, 2004 8:59 AM 
Toil IflTD) (FBI) 
Subject: lettkr 

r H n H n a l M P ^ a n P -

b6 
b7C 

Page 4 
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UNCLASSIFIED 
NON-RECORD 

Message.txt 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

Page 5 
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b7C 

12-11-2007 
J CLASSIFIED BY 65179dmh/ksr/maj 

• • i c Ì 
IN: 1.2-11-203-2 

ALL IUFOPllATION C0BJTÄI1IED 
HEREIN IS UNCLASSIFIED EXCEPT 
UHEEE SHOOT OTHERWISE 

b l b7A 

b7E (S) 

m: CTD) (FBI) 

To: 

Co: 
Subject: 
SECRET//NOFORN 
PFrnpnl 

Friday Dpngnnhpr 08, 2006 10:19 AM 
I J(CTD)(FBI) ; [ 

IOC"" 

s 
[OGÇWFBI) 

|CTD)(FBI) 

JOGC) (FBI) [ 

m: 
(CTD) (FBI) 

b7C 
b4 
b7D 

bl b7A 
b2 
b7E 
b4 
b7D 

b7C 

b7C 
b4 
b7D 

b7E 
b4 
b7D 

Original 
From: 
Sent: 
To: 
Cc: 
Subject: 

^rrnvFRn 
Friday, December 08, 2006 9:75 AM 

Î P G C ) (FBI)] 
|CTD)(FBI)I (CTD) (FBI) 

L O I ) ) (FBI); (OGC) (FBI) 

NSL 

(Si 
SECRET//NOFORN 
RECORD 

communications Analysis Unit (CAU) 
FBIHQ Room p 4315 
Office: 20 

T1 
c 

Ori Œ 
1: L 

—OriaiaaLüfissaciei 
From 
Sent: 
To: 
Cc: 

] (OGC) (FBI) 
Friday Dprpmhpr DR 2006 Q'04 ÛM 

Subject: RE] [ 

-j)Bf : 
JLCID) (FBI)I 
_JTD) (FB I ) ; | 

•QGCÌ f FBTÌ 
J(CTD) (FBI) CTD)(FBI) 

(S) 
bl b7A 

SECRET//NOFORN 
REGORH 

NSL VIO-31259 



C ^ T 

b7E 

Original Mesa 
From: | 
Sent 
T O : ( Cc: 

^CTD) (FBI) 

Subject: 

u p 
__LOGC) (FBI)J— 

jirTni i FR.nl FW:| In5T 
"I * ICTD)(FB 

OGC) (FBI) 
(FBI)| ICTDXFBI) 

b7C 
b4 
b7D 

SECRET//NOFORN 

Tĥ rikc: 

(S) 

3FBI ) 
Original Message 

From: ^ 
Sent] Thursday, NPRPMHPR N7 4-N4 PM 

Subject: 

nursday, Decern 
Ü(CTD) (FBI) J 

INSL 1 

SECRET//NOFORN 
RECORD 

JOGA) 

•lo 7 C 
b2 
b7E 
b4 
b7D 

I hope this makes sense... call me if you have questions. 

b l 
b7A 
b6 
b7C 

NSL VIO-31260 

i: 



Thank you, 

~DEfflVED~FRQM^G^_FB^C[assifi cation Guide G-Z, 
Counterintelligence Investic 

_pECLASS4F¥-QNr205TÌ207 
SECRET//NOFORN 

~DERÌVÈDTROIVh-G^£BLC lassiti cation Guide 

SECRET//NOFORN 

^DÈRìVEP-FReiVM5=3JBI Classification GuideJ3-3, dalfid4^87rForeign " 
Counterintelligence Investii 
D£CJ-ASStFY-QNr^Ö311207 
SECRET//NOFORN 

Counterintelligence In 
JDEGhfiSS\FTÖÜ: 20311207 

SECRET//NOFORN 

ÜhkIVhU I-RUM. (¿-3 rPI CluiA5tfi€€rtî fl=SuidejaA-daied-4j87. folcimi Couiil̂ lIntelligence 

NSL VIO-31261 





D E C L A S S I F I E D BY 6 5 1 7 9 d m f a / ^ s r / m a j 
OK 1 2 - 1 1 - 2 0 0 7 

F r o m : 
Sent : 
To : 

S u b j e c t : 
AE&UBT 
R E C O R D IOB 

] 0 G C ) (FBI) 
Ti iPsr lav M a r r h 9 0 9007 12:59 P M 

J LpGC) (FBI);!" 
( O G C ) (FBI) 

RE: IOB E x a m p l e 

] ( O G C ) (FBI); 

b7C 

OriginaLM, 
From: I 
Sent: -
To: _L 
Cc: 
Subject: 

][OGC) (FBI) 

L 
RE: IOB Example 

Th is is a dit 

(OGC) (FBI) 

b5 
b6 
b7C 

" I I I t h i nk ! 

l ink tha t th is is a pol icy Issue, though , and tha t Jul ie shou ld m a k e the f inal 

Origjflĝ ĝSSgfl̂ ^̂ ^̂ ^̂  
From: I |OGC) (FBI) 
Sent: TMPCHW M^rrh ?n ?nn7 11:23 AM 

b7C To: J tJQGC) (FEU 
b6 

b7C 

- - - . J O G C M F B I 
Cc: I |(OGC) (FBI! [OGC) (FBI) 
Subject: RE: IOB Example 

R E C O R D IOB 

thinkl"" 

b 6 From: | |(OGC) (FBI) 
h 7 r Sent: Mnnrlav. Marrh 19. 7007 12:21 PM 
u ! - To: I LOGC) (FBI) 

Cc: H ROKN (FBI) 
Subject: RE: IOB Example 

b5 
b6 

AE&RCT 
R E C O R D IOB 

C Z L 
Original Meomnn . 

From: | |OGC) (FBI) 
Sent: Monday, March 19, 2007 10:36 AM 

NSL VIO-31263 



blC Subject: IOB Example 

- s r c n n -
RECORD IOB 

« File: 2003-56.wpd » « File: 2003-56LHM.wpd » « File: 2003-56ltr.wpd » 

"DERIVED PROM: Multiple 
DECLASSI FVTMdi-20355319 

^DERWED FROM: Multiple S o u r c e s ^ ^ 

NSL VIO-31264 



ALL INFORMATION CONTAINED 
HERE I B I S TJMC LAS SIFIED 
DATE 12-11-2DO7 BY 65179<Mh/Ji3J:/aaj 

bGC) (FBI) 
Thnrer law Janua ry 11 9007 1 ;27 P M 

tFBI) 

From: 
Sent: 
To: | | 
Subject: RE: NSL Overcollection? 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b6 
b7C 
b2 
b7E 

JFBI) 
Original Mp<=<=anp 

From: | 
Sent: Thursday. January 11. 2007 1:21 PM 
To: I l(OGC) (FBI) 
Subject: NSL Overcollection? 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b7C 
b5 
b6 
b7C 
b2 
b7E Thanks. 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-31265 



From: 
Sent: 
To: 
Subject: 

(OGC) (FBI) 
Friday, February 09, 2007 9:47 AM 

J)GC) (FBI) 

b6 
b7C 

Response to OIG request re item # 5 - FBI's decisions whether to report lOBs 
(some attachments are classified SECRET) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I I these are IOB documents-- but the best thing to do would be to download all serials in the 
IOB subfile from ACS rather than collect these piecemeal from the lawyers, because the drafts 
we have may have been changed befre being uploaded into ACS as finals. Make sense? 

IOB.2006̂ ŵpd IOB.200̂ ^wpd IQB.2006.djf| |OB.2006.djl| [oB.2006.djf |OB.2QQ6.djf| 
(27 KB) (27 KB) rial. 1668. v^TT—1 rial. 1670J|J... 1 rial.1671.vSp... rial.1672.wp... 

•2QQ6.djinseIOB.2006.djq fOB.2QQ6.dj 
al.1678.wp... rial.1688.il... rial. 1688. 

IOB _ 
rial.1678.wp, 

QB.2006.difT IOB.2QQ6.di1 |OB.2QQ6.djf. 
rial.1688.wp... rial.1690.T7 rial.1690.LH 

IOB.2006.c 
rial.1690.wpT 

djfn5eIOB.2OO6.djfrT5eIOB.2OO6.djf l fceIQB.2006.djl | IOB.2006.djfr~| lOB.2QQ6.djf | I 
O.wp... rial.1691.wp... rial.1716.iTT rial.1716.LH... rial.1806.wp... rial.1716.wp... 

IOB.2006.c _ 
rial.1807, /p.. 

IOB.2OO1 
wpd ( 

IOB.2OO6.djf.wpd IOB.2006 
(28 KB) djf.wpd Brev. I O B . 2 0 o C 3 c . w I O B . 2 0 0 6 - Q T v P d IOB.2Qod llette 

pd (24 KB) (29 KB) r.wpd (7 KB)... 

hm.IQB.2006r~|wpd IQB.2006I l/vpd I O B . 2 0 0 6 ^ 3 w p d I Q B . 2 0 0 6 n w p d IOB.2006^Hwpd 
(32 7B) (22 KB) (23 KB) (27 KB) (24Ygf 

TOR 7NNFIR~LIPHPROR ?nr¥L LLHMIQB.2006 -nvpd IOB.200J~~lletteIQB.2006| LHMJQB.2006| Iwpd 
r.wpd (35 KB... wpd (10 KB) (32 KB) r.wpd (35 KB... wpd ( 1 M B ) (28 kE) 

b2 
b7E 

Kv 
IOB.2006-TTwDd IOB.2006-TTwpd IOB . 2 0 0 6 L J w p d IOB.200 j~ | le t te IQB.200^ lLHMJQB.200j |wpd 

(30 m y (30 KB) r.wpd p ™ . . . wpd (9 KB) (27FE) (32 KB) 

ÖBl 1 I 0 j ~ T w p d (29 

wpd (30 KE KB) 
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SENSITIVE BUT UNCLASSIFIED 

NSL VIO-31267 




