ALE INFORMATION CONTAINEL
HERETIHW I3 UMCLAZSIFIEPR EXCEFT

DATE: 12-05-2007
WHERE SHOWH OTHERWISE e
(Rev, 01-31-2003) ¥ CLASSIFIED. BY 65179 DMH/ESR/Gh

REASON: 1.4 ic)
SEC DECLASIIFY. OH:. 12-05-2032

FEDERAL BUREAU OF INVESTIGATION #1082884

Precedence: ROUTINE 12/29/2006

To: Attn: &7
iy
1
: 2 counterterrorism Attn: ZTD/ITOS IZ/FPRGU
b7E
e Inspecticn Attn: Internal Jpvestigative Sectlon
b7C Aftn: Foom 11265

Prom: Oftice of Genersl Connsel
NSLR/CTLU-2/1¥-1, 25-100
Contact:

Approved By: Thomas Tulie

() .. Drafted By:

Case iﬁ“#rw:pk<:279—HQ—CL229736—V10 Seria (Pending)

b2 Title: }ﬁq:wu”IHTELLIGEN?F QUERSTGET BOARRL
| MATTEER 2006

L SYnopsiSfmmziﬂ: It is the opinion <f the C

i t
Counsel (OGC) thzt the abhove referenced matte
the Intellicence Oversight DBcard (IOB). Our ana

>< =i m _
51ty On:

héféiéﬁcerw:><i 2i9-HQ=C1229756-VIO Serixl 10549

of the General
st ke reported to
vsils follows.

(

-

tU,mmwm99331154”“”;S<: By electropic compupivat ion (B2 dated July 17, 2006
" and referenced above, the Divizion | regiest =d
He that O3C review the facts of the captioned matter and detcrminc
b7E whether it warrants reporting to —he IOB. We believe 1z dzes and

cur analysis follows.

NSL VIO-34580



7E

L1

(I

FEES T B V=N P o =t Sl = N A A —r—'.ml Iru"‘ A r = &) = I b 1

H b2
............ :Mmmwmmwmmmmmmmmmmm“mm o ] T

wag and renans a TUnited bTates person” as that el 15 used 1n be
Section 101 ¢ of the F;re ijgn Inzelligence Surveillance Act of 2978 -
'FISA).C b7C

During the crurse of Zhe investigaticn,
Issued Naflunal Sesurity ers (N=L) pursuart t£o the Electroric
Communications Privacy Act, 18 U.8.7. § 2709, That statute permits
the FBLl ftc regquest sukscriker inforrwation and telephone toll billing
1 hat are "relevsnt Looan authorized lives_igablon Lo protect b2
aJainst intcrnazional terrorism or clandestine inzelligence b7E
aAstivities, provided that such an investigatisn of a United S-ates
porson iz not corducted solely on the kasziz of activitics prozcocted
v “he first amerdrnent to the Constitutizn of the lnited States.”

%
s
c
.

o e -:Ijﬁ::?he error in thig instance OCC I I ee—edde LD
after the initidl toll recorcs were received frono The .
results listed a telephone nunber ending with the digits >ing bd
subzcribed todes fthe tai-cet Jongerer ghen fthe MNol leoplt Je-ter b7D
was scanned an b2
errant spreadzheet was produced. 7The spreadsheet 1ndicztsed that the
farget had sukscriced Tq seven SunDntlal felephone nunmkers. The

Thadvertent resuld o Dod oo cae srea cose and it ol tloo Jloits,

but ended with
M follow-up NSL dated 10/17/2005 was addressed to[:::::]

1 redquesting subscriber information for -he seven

Inadvertently added telsphone numbers On 11,/07/:00%,

U NG/ 278-HO-C1229736-VIT  Serial 1549.

¢ a3y A “nited Statez person” (USE)is defined in Section l)l(i) of
the Foreign Intelliqence Surveillancz Act (FISA) (codified at S50 .5.C. S
1801 et z=g.) &z “a citizen of the United States [or] an alien ldwfully
adwnitt=d for permarent residence (a3 defined in section 101 (a) (Z0) of the
Tinigration anc Naturalization Act) . . . .7 See also Section II.W o The
A-torney General's Guidelines for FET Foreign Intelligence Collecticn ard
Foreiqn Connterintelligqence Tnvestigations.

(11, Tn order to avoid any farthsr Haa=wdaation of the incorvect
telephcne nunbers, the phone numllers refsrenced in thisz EC will only list
laszt four cigits.

@

P gses, id.

SE T
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; SEERE?
b7E

ntformglicn Th, uuhublth: oo ult: ehas 1u1t_all{ uploaced irnte
ATS by | ©
(IT] e Iy In zle course of perforning telephone analysiz in

e e e e it = /2 T2 2313 remedied by
point of contact ac FRTIHQ was ashked
oo the inadvertently uploaded nudbers In additicn,
remnoved 3ll references to_fhe Jjpadvertently uploaded
nunkbers from FBI recorde dnco gdinc Automa== ase o pport
SYIEN I addi:ionl jcoordinated with the] Division

s

Lo remove Lhe EC docuwnentiug Lhe subscrilwer Jnlorugl Lo
belonging to the soven crrant numkbcers provided oy

directlyv coordingfes toll record N5Ts remests for the FBT wi-hb

(U)y To prevent future errcrs, zdditional guality control

have keen added to the telephcne record szanning process. The
-f scanning phone records peceedmaaed o hand-entering the
rmzticn was conly initiated in earlier in ZOCE. The
e-referenced telephone records were some of the first scanred
rdz.  5ince that tiwe, control/qualizy
azsurance has improved and 15 only cerrormed by tralned psrsonrel.

H1) Fectiion 204 o0 Fxecalive Order (FO) 1728673,
dated 09/13/.993, rnandates that Inscectors Gereral and General
Coungel of the Irtelligence Commarity conpenerts (in the FBI,
the Asziztant Dircctor, INSD, and the Genceral Counscel, OGZ,
respectively; report to the I03 concerning intelligence activities
tha< they have reason to believe may be unlawful or contrary —o
Evecutive order or Presidential directive. This lanjuage was
adopted verbatim from EO 123324, dated 12/04,1981, wh=n the IOB was
known zg the President's Inte’ligence Qversighbt Board (PIOE). By
_ongstanding agreerent hetwesn the FBI and the IOB {(and its

predecessor, the PIOE), tnhis _anguage has been interpretec to
nandzte the reporting of any viclation of a provision of the NSI:Z,

-\ or other gquidelires or regulations approved by the Attorney Gereral

{/ ‘noacerdance with FO 12323, dated 12/04/19381, if such pAuvisimn Was

docigned in fall or in part teo cnsure the protection <f the
ndividual righzs of 1.8, pers

5 e
/}-h- 7oz pormancntly charged out in Deconkcor

ZD06 =Gy 1y Lhie lash Leleleuls Lo Llhess sirrant Lelcihuue ninwosts i ACS.

ms. Violations of provisions that

L
The charged-oat zerial 12 heing tforwarded tron

o]

sﬁggr

3
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b7E
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SE&ET

are essentizally adeinistrative in nature need not be reported fo the
ZCB. The FEI iz required, however, to maintain records of such
adninistrative violations so that the Tounzel to —he IOB may review
them upon request.

T ““:kﬁ: S=czion ¥V.1ll., Inveszigative Techniques, of The
Attorney General's Guidelines for FEI National Security
nvestigations and Foreign Intelligence Tollection (N3IG) provides
that Nationa. security Letters may e iszued in conZzrmity wizh
stazut-ry regqiiremsnts, including 12 U.5.C. % 2709, Title 173,
U.g.C. § 2709 provides that the FEL may zeek toll killing

i w_oevanh Lo an
authcorized natioral zcocurity Znvestigation. ~arly, the
‘nfermation olhtained by the FRT was not relevant an authorized
naticnal securizy investigation becauszse there was an crrant rejquest
for unsubstantiated telepnonse numbers. Thus, the FBI recelived
telephons toll billing recorcs concerning telephone nunkbers that
We n-t under investigation nor related to ar investigztion.
ThereZ-re, the infcocrmation was imprcperly collected, although
unintenticna’ly so, in vielatZon of the NSIG and ECPA.

J

(U) Clearly, the rights of the target were rot infringed
bezcausz he waz not the sub ect of the improper’ly collectes
ntormaticn. I2 iz unknown whether this informaticn was Jathered
Avont TIited States Persons o notb, inasmuch As Lhers has been e
review of the information. Nonetheless, based on the fzct that
nformation whick way bz about United States persons was
Smpropzrly, although inadverztently, collccted, and in acc
with the reportirg recquirements of Sectizn 2.4 of E.O. 12
will prepars a cover letter and an memcorzandum to repcort this matter
to —he IOE.

srdance

s
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SEBRQE
To:: From: General Tounsel
Re: Z72-HO-CLI2G736-YTO, 12/25/2006
LEAD (s) :
Set Lead 1: (Discretionary)
INSEESTION

AT WASHINGTON, DT

{U) For action de=emed appropriate.

Set Lead 2: (Information)

COUNTERTERRORTSM

AT ITOZ TT/FPRGU

(U) For review and action deemed acpropriate.

Set Lead 3: (Discretionary)

AT

(1) For review ard acticn deemed appropriae.

co: _Ms, Tlonas

-

-

Lt

IOE _ibrar

SECRE™N
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DECLARSIFIED BY &8517% LMH/VSR/ch
O 12-05-z007

U.S. Department of Justice

Federal Bureau of Investigation

s&h@T
N

Washington. D. €. 20535-0001

BY TOURIER

Mr. Sterhen Friedman

Chairman

“nlzlligence Cversight Board
Rzom E0Z035

lew Exezutive Office Bullding
T3t Street, Northwest
shington, D.C.

Wa

Dear Mr. Friedman:

Enclosed for your informatiorn ig a3 self-syplanatory

memcqiffiy zntitled “Inzelligence OversZght Board Mattsr
ZUDE

T
The memorandum sets forth <etali’s cf investijative
whicn the FRI has determirez was conducted o—ontrary to
ey General Guidelines for FBI Foreign Intelligence
o oand Foreign Counterintelligence nvvufquflmn and/or
Fxzecutive Orders, or Presidertial Directives wnaich govern
FE_ foreign counterinzelligence znc international terrorism
‘nvestigaticonz.,  This mat=er has als: besn refsrred to our
“nternal Investigations Section, Irspection Division, for a
=terninaticon of whether any administrative acticon is warranzed.

Encloszsure

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

Deri :
D Y On: 7

arcrET
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Mr. Sterhen Friedman

Should you or any memker of your staff rejquire additional
nfervation concerning ~“his matter, an oral opriefing will be
arranged for you at your convenience. (1)

Sincerely,

Julie F. Thomas
Deputy Gereral Tounsel

2 Honorable Alberto R, Gonzales
torney General

3. Department of Justice

5111

- Fr. Janes LDaxer
Counsel, Office of Intelligence Po_icy and Review

HJational Security Division

2. Department of Justice

J.3

Koo €157

NSL VIO-34586



DECLASSIFIED BY 65179 DMH/HSR/ch
ar 1z-05-z007

ection 2.4 of Executive Order (EO) 122062,

Ci /1993, mandazes that lnspectors Gensral and General
the Intelligence Community components iin the FERI,

nt Director, INSD, and the ?Pnpral Counsel, OGC,

v) report —o fthe IOE corcerring inteslligence

that they have rezason to kelleve may ke unlawful or
Executive corder or PreszizZertial directive. This
Zanguags was adopted verkatim from EO 12234, dated 12/04/19%1,
when the I0Z was <nown as the Fresident's Intelligence Oversight
Brard (FL1OB). Ry longs—anding agreemert between the FBL and the
ZOR {and its predecegsor, the FIOR), this languagje has been
intezrorsted to mandate ~“he reporting of any viclation of a
provision of the NSIG, or other Juidelines or rejulations
approved by the Attorney Generzl irn accordante witn O 12232,
dated 12/24/71981, 1if such provisior. was designed in full or in
At to o ensare the pootec—ion of the irdividoal rights of 1T03.
perzons. Violations of provisions that are essentially

administrative in nature nesd not ke rep-rted to tnhe ICEB. The
FEZ 1= reguired, however, to mzintair. records of suach

achinindiatrative viclalions so that, bhe ZTonnsel Lo e TOR may
review them upon reguesc.
i 7y Section V.11l., Investigative Te“hnlqqu, of The
AtLorney General's Guldelines for FBI Nallonal Secaritsy
Z stigations and Eoreiqn Intelligerce Col_ection j]oIG)
22 tThat Mational Security Lettcrc may oe iscaed in
confornity with statuztory requirements, incinding 18 U.sS.o
ST0e. Title 18, UTLE.C. § 2709 provizes that the F2I may ==
t221 oilling information from telephone carriers that is relevants
- an anthorized national security irvestigation. Clecarly, =he
nfocrmaticn okbtained by the FRI was rot relevant to an authorized
naticrnal zecurity invesTigation becauss thers was an error in zhe
HEL -n transmitting the appropriate telephcons nurb=r. Thus, the
FEZ received telephone Zoll billing records concerning a
fLe_ephone number that was not under investigation nor related —o
an investigation. Therefore, the information was improperly
) , although unintentionally o, in violaticon of the N3IG

t

and E”Pﬁ

(1) Tlezarly, —he rights 2 ftlhe target were not
nfring=z=d becausze he was not the subiject of the inproperly
cz_lected 1nformation. It 1s UDIDHWR whether this information
wze gJathered about a United Stztes berson or not, inasmuch as
there has been no review «f the information. Nonetheless, based
on the fact that information which way be about a UUSE was
tmprocerly, although inadvertently, collected, and in accordance
with fthe refortlng rejuirements 2z Sectizn 2.4 of =5.C. 1lZeod, OGC
will orep cover letter and an mem>randum Lo report this
matter Lo the ICB.

F‘m

NSL VIO-34587



LEAD (=) :

Set Lead 1: (ACTION)

b2
AT b7E
(U) For review and action de=med appropriaze.
Set Lead 2: (ACTION)
COUNTERTERRORT SM
AT WASIINGTCN, DT
(U) Read and Clear.
Set Lead 3: (ACTION)
INSFEZTION
AT WASHINGTCN, DT
(U) For review and action deemed appropriaze.
- . bé
Mo oy as I b

_OF Library

*
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ALL INFORMATION CONTATINED

HEREIN I3 UMCLASSIFIED EXCEFT DETE: 12-05-2807
WHERE SHOUN OTHERWISE CLASSIFIED BY 6517% LMH/ESR cb

OL26:1998) s TR RREREERER e

(1) -

(-

}CRS ST DECLAZSTIRY ON: 12-058-2032

FEDERAL BUREAU OF INVESTIGATION

Precedence: KOJITINE Date: 00/00/2006
To: Genera. Counsel Attn: Julie Thconas
Depuly General Counsel, MN3LEB
[COUNTERTERRORISM/ Attn: [UNIT}

COUNTERINTELLIGENCE/CYBER]

[REQUESTING OFFICE] Attn: =32 [SQUAD SUPERVISOR]
Sf& [CASE AGENT]
[OFFICE OF ORIGIN] Attn: 32 [CASE AGENT]
"SQUAD] [X]
[DELIVERING DIVISION] Attn: SZA [SQUAD SUPERVISOR]
tif uzing porconal service) [SQUAD] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-

0000)
Approved By: [ADIC NAME (IF APPLICABLE) ]
[SAC NAME]
[ASAC NAME]
[CDC NAME]
[SSA NAME]

“Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS]

~ Case ID"'#‘:~-\.§<[CASE FILE NUMBER  {Pending)

Titléf“a)§< [ SUBJECT]
[AKA] [ALIAS (IF APPLICARLE) ]
[IT/FCI - FOREIGN POWER]
00: [OFFICE OF ORIGIN’

Synopsis: ()  Approves the izsuarce of an ZCEFA Naticnal
Security Letter (MSL)for emzil zubscribzsr information; provides

T~

SECRET
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‘*naﬁbksm‘

-\T:; DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: [CASE FILE NUMBER, 00/00/2006]
rep:rting data; and, if necessary, trarsmits the NZL for delivery
> the electronic communications service provider.
Deriv ' G-3
Declassif H vea ate of EC]
FULL/PRELIMIﬁARY Iﬁﬁégfigatlén Instituted: [00/00/2006]

‘"'Reference_:_>< [CASE FILE NUMBER Serial XXX]

Enclosures: (U) Enclosed for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is personal or through a
restricted delivery service or fax] is an NSL dated [00/00/2006],
addrezgsd to [COMPANY POC NAME], [TITLE (if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP
CODE if using personal service], reguesting the nare, address,

anj _engtna of service for the e-mall acdress holder{z) listed.

Detalls :}{I A [FULL/PRELIMINARY] [INTERNATIONAL/FOREIGN
COUNTERINTELLIGENCE] investigabion ol Lhe supjech, a [USPER/NON-
USPER], was auathorized in accordance with thes Attorney General

_GCuidelinsz. kecause--[Give a full explanation of the justification

for opening and maintaining an investigation of the subject;
barebones facts will not suffice and will cause the request to be
rejected for lack of legal sufficiency]. This electronic
snbacriver information is being resusested to  [Fully state the
relevance of the requested records to the investigation].

(1) This electronic commuricaticon docunents the
[APPROVING OFFICIAL's] approval enz certification of the enclosed
HEL.  For mandalory repor.ing purpos=s, Lhe gnclosed NSL seehs
subscricer information orn [NUMBER OF] [e-mail/IP address(es)]
from [ISP #1]; [NUMBER OF] [e-mail/IP address(es)] from [ISP #2],

oo,

(11) Arrangenent.s shoonld be made with the electronio
cormunication service provider to provide the records [personally
to an employee of the DELIVERING division OR through use of a
delivery service or secure fax to OFFICE OF ORIGIN] within
‘NUMBER OF] husiness days of receipt of this request. The
ele-tronic communication sesvice provicer should neither send The

reccrds through routine mail sezvice nor utbtilize fhe name of the
subject of the regquest in any telephone calls fto the FEI.

NSL VIO-34623
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Tc: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Pe>< [CASE FILE NUMBER, 00/00/2006]

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an autcmatic prohibition that prevents the
recipient of a National Security Letter from disclosing that the FBI
has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Option 1 below and include in the EC (but not in the NSL) a brief
statement of facts that Jjustify the nondiscleosure requirement.
Option 2 is to be used in all cases where Option 1 is not used.]

[Cpticon 1 - Invoking Nondisclosure Requirement]

{(U) In accordance with lg U.3.C2. & 270%(z) I, the senior
nfficial approving this EC, certify that a disclocsure of the fac:
that th= FBI nas sought or obtzinel access to the information sought
by this lestter may esndanger the naticnal security of the Unized
States, interfere with a criminal, ccunterterrorism, or
counterintelligence investigation, irnterfere with diplomatic
re_aticons, or endanger “he lifle or plyslical safely of a4 person.

Brief s-ZaZement cf the Zacts justifving my
in this case:

[Option 2 - Declining to invoke the nondisclosure requirement]

(U) I, the senior official approving this =Z, have
determined that the facts of this case d: not warrant activazion of
the nondisclosure requirements under the applicakle National
Security Lettfer statuze.

[Include the next 2 paragraphs in all ECs]

(U)y Information reczived fram an electronic
conraunl Taticns service provider may be disseminated in accordance
with th=s Attorney Genesral Guidelines or. Naticnal Sscuarity
_nvestigations and Foreign Intellicerce Tollection and, with

respect to disseminatiocn o zn ajercy -f the United 3tates, only
2f zuth informaticon is clearly zelevant Lo the anthorized

resoonsibilities of such agsncy.

SRGRET
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.. To: [DELIVERING DIVISION] From:  [DRAFTING DIVISION]
'“Ré:wmz§<:[CASE FILE NUMBER, 00/00/2006]

(U)  Any guesticns regarding the above fan ke directed
t¢  [CASE AGENT, telephone number (000) 000-0000].

SE T
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(yy J°¢ [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Pe>< [CASE FILE NUMBER, 00/00/2006]

LEAD (s):

Set Lead 1:

SENERAL COUNSELRL

AT WASHINGTON, DO

(U) MNELE is requested to reccrd the appropriats
Infermation needed to fulfill the Corgressiconal reporting
requirerents for NSLs.

Set Lead 2: (Info)

[COUNTERTERRORI SM/COUNTERINTELLIGENCE /CYBER]

AT WASHINGTON, DC

(1J) At [Unit] Read znz Clear
Set Lead 3:

[DELIVERING DIVISION - fif using persohal service]

AT [CITY, STATE]

(U) Deliver the enclased NEL az indicated above.
Upon rezeipt of the information recuested, [DELIVERING DIVISION]
iz rejquested fLo submit results to [DRAFTING DIVISION] and [OFFICE
OF ORIGIN, if applicable].

*

SM
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ALL INFOPMATTON CONTAINED
HEREIN I8 UNCLASSIFYED B
DATE 1Z-05-E007 BY #5175 DMH/F3R/ ek

From: HQ_OFFICE_OF PUBLIC_AFFAIRS

Sent: Friday, March 08, 2007 10:40 AM

To: FBI_HQ AND FO PCCS

Subject: Inspector General Report on National Security Letters
UNCLASSIFIED

NON-RECORD

This message is being sent to: All employees at Headquarters, Field Offices, and Legats.
Please check with the appropriate authority prior to dissemination of this message to all
employees within your division to avoid duplication.

Today the DOJ Inspector General released a report on the FBI's use of National Security Letters.
You may see a number of media stories regarding this report and the Director will be conducting
a press availability at 11:30 AM EST today to further discuss the report and the FBI's response.
So that you can be knowledgeable about the report and the FBI's response, we have collected
resources for you on the FBI Intranet homepage and will be updating the story throughout the
day.

FBI ort on NSLs
htt
[Currently includes: FBI press release, FAQs, and |G Report]

John J. Miller
Assistant Director
Office of Public Affairs

UNCLASSIFIED
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ELL INFORMATION CONTAINED

HEREIN I35 HHCLASSIFIED EXCEFT DATE; lZ—BS—EDD?
WHERE. - SHOWH. OTHERWISE CLAZS
QEERQT
INTELLIGENCE OVERIIGHT DBOARD (IOL) MATTER :]02
[ |FIELD OFFICE b7E
IOE MATTER 20064 f

Ly Electronic Communication (EC)' dated July 17, 2006,

Divisicn] | notitied FRI Headquarters (F3IHQ! ot
ati-inadvertent acquisition of £oll record informazion associazed
with nnlnnqulnd1v1dnrla i fhe coyrae of a9 pationsl secyrdty
R RNk ol W B nl ."\1'|\>--I" I

a5 and remains 3 “United States persor” as that ferm 13
uzed in Section 101{(1) 2f the Foreign Intellizence Surveil’ance Act
of 1972 (FISR).'

"""""""" ““Zb(i urinc the ccourse of the investigatl un,l |

Commounications Privacy Act, 18 U.S.C. & 2709, That statut
the FEI to regquest subscriber 1ntoLHdrlon and telephzne £
records that are "relevant fo an authorized investigation Lo protect
aqainst international terrorism or oslandestine inzelligence

Lzsned National Sezsurity Letters (NSL) pursuart to the Electroricz
t

ctivitiss, providesd that such an investigation of a United States
perzon iz not conducted solely on the baszis of aczivities prozected
by the first amerdrent to the Constitution of the United States.”
""""""""""""" - The error in this instance occurzsd in July 2000,
after the frnitial tcll recorcs were received froml ! The
resultz listed 3 tzlephonsz numnber ending with the digitsL____JEeinq
subscribed to by the target. However, when the NSL result letter
WS
scanned | | an errant
sorezdsheet was produced. The spreadsheet indiczated that the target

Bertred—Forer—ta——-
R 1~~:)Sq:Z’J._V-Z—IQ-CI’”9”<f~- 10 Serial 1549,
C (JYy A “nit=d States perzon SFyiz ined in Szcticn 101(1) of
the Foreign Intelliqence Survsillancs Ac QA ,odified at S50 .3.0. §

1801 =t =z=g.) az “a citizen
adnitted for permarent res

; an alien lawfully
idence (a3 defined in ction 101 (a) (20) of the
Tnigration and Maturalization Act) R Egg also Section II1.W o The
A-forney seneral's Guidelines for FBI FuLtlJH Inte

Foreldn Counfterint=lligenas Investigations.

l—‘..LJ

ligence Zollecticon and

() In =2rder to avold any furzher dizzsninatisrn of the incorrsct
telephcne numlkers, the phone nubers referenced in this EC will only list
2t four digits

.

LXI10-34628
SEC)
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b2
b7E
b6
b7C

b2
b7E

b4
b7D
b2



sg%\

had sukscriked o =zeven sequential telephone rumkers. The
Inadvertent regulis Dod toe cowe Sreoo coce ond dndtigl three digits,

bt ended wilh

Rifpe

3(:A follow-up NSL dated 10/17/200% was addresced to

/:equesting subzscriber information for —be sever b4
padverteptlyv added telsphons ﬂnmh@roi On 11/07/2005, 7D
| kesponded with sulrscrirer printouts for the requested
‘nforgaddon 4L~ cubscriber regsults weze initlally uploaced intc

t—h

iUImmmmm“wmm“m““:)SQ: In zhe course perforrcing telephone analysis in
Junes 2006, the errcrs ware jl cveLed an< remedied by

| | point of contact az FETHQ was asled 332
fo remzve the inadvertently uploaded numbers In addition, h7E
| removed all references to fhe inadvertently uploadec al!

nunkers from FBI records nd Autcmazed Case Support b7D

AN, In addizion, coordinated with the |Jivision
Newzrk) to remove the EC documenting the subscriber information

belonging to the seven =rrant aunbers provided o |
directly coordinates toll record NSL reguests IOL the Bl with

() To prevent futur-=e erprors, =dditjiopal guality conbrol

steps have keen added to |p‘ﬂgess. The
> 55 i I o2
| |vas only initiated in Jearlier in 20C5.  The
acove-reterenced telephine records were sowe of the first' |
records,  Since that tlme,| |controlfquall“”
azsurance has imprcved and 1= only certormed by trained personrel.

() Section 2.4 -f Ex=cutive Order (EQ) 1286

- permanently charged cut in Decewnber Z00¢

. removing the s rerence Lo Lhs rrant tfelsphons numbers in ACS.  The
JJZ chargsd-out zerial iz keing forwardsd fLVmI ItJ
b7E

i =

T
"

-
> See, Id.
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dated 09/13,/.2%3, randates that Irstectors Gereral and General
Counsel of the Irtelligence Commurity componerts (in the FEI,

the Assistant Director, INSD, and the Zeneral Counsel, OGZ,

respect fvely) report oo tie TOR concerning iutelligence Aactivil ey
that they have reason tz lhelieve may ke unlawful or contrary —ao
Exccutive order cr Pregidential directive Triz lanquage was
adopted verkatim from EO 12324, dzted 12/04/1521, when the IOBE was
Friown zs the Fresident's Tnte ligense Overaiqgbht Board (FTOR) . By
_ongstanding agreement between the FBI and the IOB (and its
proedccessor, the PIOE), this _angdguade has beern inzerpretec to
nandzte the reporting o»f any viclation of a provision of the N3IEZ,
1 gquidelires or regulations approved by the Attornsy Gereral
in cordance with EQ 12333, dated 12/04/139%1, if such pzovision was
designsd in full or in part to ensure ths protection of the
ndividual righzts of U.S. persons. Viclztions of provisions tnat
are esgentia’ly adrinistrative in nature need not be reported to the
CB. The FEI is requirsd, however, to maintain records of such
adminiztrative violations so thaz the Counsel to —he IOBE may review
them ugpon request.

WWNWWMMWMMWijﬁﬁi:SE”*ion V.11l., Investigative Techniques, of The

Attornzy General's Guidelinez for FEI National 3ecurity
nvestigations ard bForeign [ntelligence Collection (NSlG) provides

National Security Letters may e issued in conZormity with
sta-ut:ry reqiuirensnts, including 13 U.S.C. 5 2709, Titles 12,
U.5.C. & 2709 provides that the I'BI may seek toll killing
Intormaticon trom feleghone carriers that is re_evant £o an
authorized naticral security Investigation. ©Clearly, the
nformation obtained by the FBI was not relevant —o an zuthorized
naticnzl securizy investigation because there was an errant request
for unsubstantiated felspnone numkers. Thus, the FBI received
telephzne toll killing recorcs corcerning telephone numbers that
wers nth unzer investigatlon nor related to an investigation.
TherezZ-re, the irfecrmation was lmproperly collected, although
unintenticna’ly =0, in "l)lat_uh o2 fhe NSIG and ECPA.

() Zlearly, the rights of the Largel were rol Inlringed
becauss he was not the =ubtect of the improperly collected
‘nformation. I- is unknown whether this informaticn was Jathered
aocnt Unitec States ZPerscns or nmt inzsmuch as there hzs bheen nc
review of the informat oo, Nu"nu'lwlzua‘ s, based rn bhe fact that
information waick ray b2 akout United States persons was
fmpropzrly, although inadvertentlsy, eolleocted, and in accordance

NSL VIO-34630



SECR

with the reportirg rejquirements cof Jecti-n 2.4 of E.0. 125632, this
natzer is being to the I03.

s}sw
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ALL THFOPMATION CONTAINED DATE: 1Z-05-3007
HEFEIN I35 IMCLASSIFIED EXCEFT CLAZZIFIED BY 55179 DYH/RER/ cb

WHERE. SHOWN. OTHERWISE

(-

{m-

SEQRET
INTZLLIGENCE OVERSIGHT LBOARD {(IOE] MATTER b2
l FIELD QFFICE b7E
IOE MATTER 2006 (]

iviZicon |notitiﬁd FEI Hecadguarters (F2IHQD ot

an inadvertent acquisition of toll recorz informazion associa-zed

\ﬁt_}i 1“1]]]”\\”] '1“11\!1 o PR N SN o P R R S Vo SN SRS TSRO o IR SR B PV o L Rt ok V)

Gy Electronic Communication (EC) dated July 17, 2006,

‘nvestigaticns-

b7E

was and remains a “United States persor” as that term is
uzed 111 Section 101(1i) 2f the Foreign Intellicence Survell_ance Act
of 1972 (FIGA).?
""" "mmmmmwmmm:}gf iszued a National Security Letter (NEL)
rursuant to the Electronic Communications Privazy Act, 18 TT.S.0. §
2709 for toll record information associated with the target s

=1r1rolr cccurred after the initial records were received fron

The alzs listed a telephone number ending with the dicits
bein; subscribed to by the target. However, when the HSL
result lettsr was scann=sd with new software, an eLLdnt spreadshest

was produced.

”EE(iThe spreadsheet indicated that the target had
subzscribed to seven sequential telechone numbers.  The inadvertent

Der . -

1 (Uy & “Jnited Stats rzon” (USP)is defined 1in Secticon 101(1) o
th= Foreiqn Tntelligence Surs llanc= Act (FTSA) (codifi=d at &0 U.8.0.
1801 ot zeg.) az Mo citizen of the United States [or] an alicn lawfully
admitted for permarent residence (a3 defined in section 101 (aj (20) <of thre
lmnigration and MNaturalization Act) . .7 ¥es alsgo Section LL.W oI The
A-toraney General's Guidelinesz for FBI Fthlqn Intelligence Ceollecticn ard

Forelgn Counterintellidgence Investigat  ons.

T ~—

sukrecriber infarmation ana

"L“IE"anf £ an authorizec

sorian or clandestinz

rnch All 1nv.:tigation of a United

hr Lasziz »f activities protestec
of the United States.™

> ot
telephcne toll
investigation to
inte_ligence activiti
S—ates person iz not conduc

by the first awendient Lo

() In 2rder to avold any furzher dizzzninatisn of the incorr=ct
telephcne numlkers, the phone numbers referenced in this EC will only list
2t four digits

.

NSL VIO-34632
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6]

results hag the same . _Slea coze and initial three digits, kbut erded
with I A tzllow-un NGL

was then adcressed rejquesztingy tcoll hillind
uformation Tor these seven =srrant teleplhioae ranbers. I b4
provided the requested informaticrn which was initially uploaded into BID
FEI corputer zystoms
b2
(1L Trmwediately npen atizscovery, the errors were reqedied b7E
bd[::::::::f] All references to the errant te_ephone nuwrkers have

boen removed from FBI computer systoms. To prevent futuze orrors,
additicnal cuality contreol steps and scoftware training have been
added to the telephone recors scarning process. The
amove-referenced telephone records were zome of the first scanred
r=cord

D

0

1 JEE—

““””www;:uzi; Section V.11., Inveszigative Technigues, of The
Attornesy General's Guidelines for FEI National Security
nvestigations ard Foreign Inteslligence Collection (NQIG] provides

that National Security Letters may ce issued in conZ-crmity wizh
staztutory regalremsnts, including 12 U.5.C. § 2703, Title 14,
U.a.C, 5 2709 provides that the FBI may seek toll killing
nformation from telephone carriers thet is relsvant to an
authorized natioral security Iavestigation. <C_early, the
nformation okfained by the FBI was not relevant —o an zuthorized
national security investigation hecause there was an errant rejquest
for unsubstantiated telephone nurkers. Thus, the FBI recslived
tzlephine to_l billing recorcs corcerning telephone nuwakbers that
were n-t under irvestigation nor related to ar investigation.
ThereZ:re, the irfornation was improperly collested, although
unintentiona’ly so, in violatZon oI the NSIG and EKPA

(U) Zlearly, the rights of the target were rot infringed
hecausz he waz not the suli-ect of the improper’ly collecten

ntormation. It is unknown whether this information was gathered
acout Unitec States Zerszons or not, inzsumuch as there has been ne
review of the information. Nonezlheless, based on the fact that

Informabtion wilcl, nay bz about United States persons was
lrproperly, although inadvertently, collscted, and in accordance
with the reportirg requirements of Section 2.4 of E.O. 12563, ti
rmatzer is beling to the I0Z3.

is

—

(Ul See, 1d.
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ALL INFORMATION CONTAINELD
HERPEIN IS TNCLASSTFIED

DATE 12-06-2007 BY 65172 DHMH/ESR ok

Key Excerpts from the Unclassified |G Report

The FBI self-identified the inaccurate reporting, and told Congress a year ago

(pg. xviiand 33) : In March 20086, the FBI acknowledged to the Attorney General
and Congress that NSL data in the semiannual classified reports may not have been
accurate and stated that the data entry delays affected an unspecified number of
NSL requests. After the FBI became aware of these delays, it took steps to reduce
the impact of the delays to negligible levels for the second half of CY 2005.

The IG Found No Criminal Misconduct

(pg. »xviii, fn.26) : In this report, we use the terms "improper or illegal use" as
contained in the Patriot Reauthorization Act. As noted below, the improper or illegal
uses of the national security letter authorities we found in our review did not involve
criminal misconduct. However, as also noted below, the improper or illegal uses we
found included serious misuses of national security letter authority.

No deliberate or intentional violations; but rather, good faith mistakes; confusion

(pg. xxx). Our examination of the 26 possible 0B violations reported to FBI OGC
did not reveal deliberate or intentional violations of NSL statutes, the Attorney
General Guidelines or internal FBI policy. Although the majority of the possible
violations - 22 of 26 - arose from FBI errors, most of them occurred because of
typographical errors or the case agent's good faith but erroneous belief that the
information requested related to an investigative subject.

(pg. xxxiii:) Our review did not reveal intentional violations of national security letter
authorities, the Attorney General Guidelines or internal FBI policy. Rather, we found
confusion about the authorities available under the various NSL statutes.

IG found in most cases we sought information we were entitled to

(pg. xlviii and 124). Finally, in evaluating the FBI's use of national security letters, it
is important to note the significant challenges the FBI was facing during the period
covered by our review and the major organizational changes it was undergoing.
Moreover, it is also important to recognize that in most cases the FBI was seeking to
obtain information that it could have obtained properly if it had followed applicable
statutes, guidelines, and internal policies. We also did not find any indication that
the FBI's misuse of NSL authorities constituted criminal misconduct.

FBI seeking information to which it was entitled

(pg. 67): In evaluating this matters, it is important to recognize that in most cases,

NSL VIO-34635



the FBI was seeking to obtain information that it could have obtained properly if it
had followed applicable statutes, guidelines, and internal policies. We also did not
find any indication that the FBI's misuse of NSL authorities constituted criminal
misconduct.

Errors were not deliberate attempts to circumvent statutes

(pg. 77). While the errors resulted in the acquisition of information not relevant to
an authorized investigation, they did not manifest deliberate attempts to circumvent
statutory limitations or Departmental policies and appropriate remedial action was
taken.

(pg. 103 ) (control file issue) We believe that the CAU officials and the EOPS Unit.
Chief concluded in good faith that the FBI had sufficient predication either to
connect these national security letters with existing investigations or to open new
investigations in compliance with the Attorney General's NSI Guidelines.

FBI has now provided the needed guidance

(pg. 107): Overall, we believe that the FBI has now provided needed guidance and
support to field personnel to facilitate production of approval documentation
compliant with statutory requirements, Attorney General Guidelines and internal FBI
policies. Nonetheless, we believe the FBI should improve its compliance with the
internal controls governing its exercise of national security letter authorities. .

(pg. 126) We believe that these recommendations, if fully implemented, can

improve the accuracy of the reporting of the FBI's use of national security letters and
ensure the FBI's compliance with the requirements governing their use.
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DECLASSTFIED BY £5179 L,
of 12-06-2007

(- |
b1

p]
£
Det As d1~_u?sed in conanicaticon (BC) b7E
frox cited
| of and remalns a
Ynited Ftates person” iz 5o fection lO i) of
the Fereign Intelligence Sursveillarce Act ff 1973 (FISR),®
31—
"""" “EXi During =—he ccourse -I fthe Investigatiorn,
Zzsued a NMational Security Letter (I:L) pursuant to the
Eleztronic Comnmunications Frivzey Act, 28 U.S.C. § 2709, That
statute permits the FRT to request sibascriber information and
te_zphone toll killing records that are "re_evant to an
authorized investigation —o protect against international
terrorizmn or clandestine intelligerce activities, provided tha=-
sncty wn invest igation of a United States person is oot cwqedineted
322y on the basis uf acTivities protected ov the first
ion of the Urnited Ztates The
() e
:><I The errcr in this irnstance rrad in July, 2005,
the phone records were receivel frowm Tne M:aL
2 demcnztrated one number beiny subscribed Lo ol the
. This number had <Zhe last four digits of Hiwever,
thez HSL rezult let-er was scanned with cptical character
cognition (OCR) sof-ware, zn errant spreadsheet was produced.
soreadsheet indicated that the tarzet had sukbscribed to seven
nential numbers. The lnadverfent results had toe sape apres b2
c-ds and initial three digits, but ernded with
in.mM
, b2
S () R M™iri-zed States psreson” S5F)is defined ir Secticn 1C1(1) of b7E

the Forecign Intelligencs Survoeillancs Aot SA) (codificd at 50 U.3.C. 8
1801 gb sed.) as Ve citlcen of tie United Statesz [vrl] au alien lawlfully
aduitted for permarent residence (az detfined in cection 1lul(a) (zL0) <r thre
Ticnigration and HNaturalization Act) . . o .7 See alszo Section ITVW o The
ATtorn=y General's Guidelines for FBI Forelgn Intelligence Zoll=ction and
Fore:qn Counterintelligence Investigationg.

SHEREF-AIQEQRN
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b7E

(U) then rezuested and initiated an M3 datec
Octoger 17, Z005% for the subscriker results of <hese seven
errant telepnone nunkers. Th~ ”ubulllb~1 information re

i1y  In the course of perf:ruing telephone analysis on
June -3, 2006, the erroarg were Jdiscovered and szpeditiously
rcmcdicd oy The Field Intel_igente Group. The
l | point of contact _at FBIHQ was ashked to
remn-ve the 1nadvertenTly uplcoaded [umb—r-‘[:::::::j By July 13,
2006, alll Divisicn references to the inadverzently
up_caded num were removed [rom FEI records, |
ALt-omated Case Suppors (AC3). SBubseguently, contlrmed

that 221 references to ~he seven errant felerhone rnunbers has
- a4 5
been remcvaed from Automazed Czse Maragement 3System (ACS) 7.

(U)y To prevent future errors, additional quali=zy

cortrol staps nave been added tol
IS NI H .
[them was iniziated in the IDivigion in b2
Zoub by 3 group of analysts, including i | The b7E
wwve-referenced telephone recordg were cope of toe Fi<~+[::::::::3 b6
records. Since that time, I b7C
cor.trol/quality assurance hasz 1nmprovec and 135 only performed by z

dedicated and experienced s_alfl.

(1) sSectizn 2.4 of Zxecutive Order (FO) TE03,

dated 0%/13/19%3, mandates —hat Inspectors Gsnzsral and General
Cour.sel of the Tntelligence Comnunity components iin the FRI,
the Azsistant Director, IN3D, and the Gereral Counszel, OGC,
respectively) roport to thoe IOB onncerring ‘ntelligence
activities that they have reason To believe may ke unlawful or

b6
h7C

SECREILNOEORN-
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SBORETAIQGRORN

conbrary Lo Brecublve oprder or Pregllertlal directive., This
_anguage was adopted verbatim from BEO 12234, dated 12/04/1381,
when the IOZ was s<nown as the FPrezident's Intelligence Oversight
Ezard (FICE). By longstanding ajreenert betwesn tne FEI and the
TOR Tand ils predecessor, the FTOR), 11 i1s lAangnage has been
_nteroreted to mandate —he reportirg of any viclation of a
provicion of the NSIG, or other guidelincs or regulations
approved ky fne Afttorney isenerzl in accordance with =0 12333,
datzd 12/04/71981, 1f anuch previsior was destgned in full or in
part to ensars the protection 2f the irdividual rights of U.3.
pcrcons.  Violations of provisions that arce cocentially
administrative in nature need not ke rep-crted to the ICE. The
FEZ 1s reguired, however, to mezintair records of such
administrative viclations so that the Zounzel to the ICB may
review them upon requesz.

Section V.11., Investigative Technigques, of The
al's Guidelines for FBI Naticnal Security

and Foreign Intellicgerce Col_=sction (MN3IG)
ational BSecurity Letters may oe issied in

provid -
conformity with statuzory rmqnl ements, incinding 18 T.S.C00 §
2709, Titles 16, U.5.C. § 2709 provices that the FZI may ssek

t-21 2illing information from telephone carriers that i3 rele

VAT
- an aunthorized national security irnvestigation. <learly, =he
nformation oktained by the FRI wag rot relevant to an authorized
national zecurity inves=-igation because thers was an error in =he
M2 L n transmitting the appropriate telephcne nuwber. Thus, the
received telephone Zoll billing records concerning a
hione namker that was not under investigation nor related <o
an invesztigation. Therefore, the information was impropesrly
-2 lezted, although unintentionally o, in viclation of the N3IG
and BETPA.

(J) Clearly, =—he rights oI the targef were not
nfringsd because he was not the sitbiject of the inpropsrly
22 lected information. IT is unknown whether this information
was gathered about a United Stztes Person cr not, inasmuch as
Lhere has been no review of Lhe Information.  Noneltheless, based
onnt the fact that information which wmay be about 2 USE was
mprocverly, although inadvertently, coll_ected, and in accoordance
with the reporting redquirements o2 Secti-n .4 of Z.C. 128063, OGC
will vrepare a oover leter and Ao memorancdice oo report this
natter to tne ICB.

SECRETAFOFRORN
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LEAD (s) :

Set Lead 1: (ACTION)

b2
AT] b7E
(U) For review and action cde=smed aprropria-e.
Set Lead 2: (ACTION)
COUNTERTERRORT SM
AT WASHINGTCN, D&
() Read and Clear.
Set Lead 3: (ACTION)
INSFPETTION
AT WASHINGTCON, DT
(U) For review and zction deemed appropriaze.
e b6
| b7C

ZOR Library

*

FREREF/AHOPORN
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ALL INFORMATION CONTATNED DATE: 12-85-2007

HEREIN I% UNCLASSIFIEDR EXCEPT CLARSIFIED BY a&17% DMH/ESR/ch
(Rev. 01-31-2003) VHERE SN e TR pﬁj&a?“ : Lod- {C} )
DECLAREIFY A¥: - 32-85-2032
SECRET

~

b7E
bé
b7cC

(-

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/17/2006
To: Inspscticon Attn: I°°%
Fra. 11261
Ceneral Counsel Attn: N3LB

From:

Contact:

Approved By

Drafted By:

-~ Case ID #: (% 27C-HO-C1229736-VIO (Pending)
& o7E Cz6391 gPendin;)
Title: i) INTELLIGENCE OVERSIGET BOARD MATTER
SSA
IA
Synopsis: (U) Division rcports a potential ICE mat—-er
Involving inadvertent and unzuthorized recelot of telephone

subzacrircer information.

.
ssify :

Details: (1) Divisicn reportes a potential
intz_ligence oversighT board (IOB) matter involving inadvertent
reczivct of unauthorized telepghopne subscriber information.

“ntz’ligence Analyst (IA) |iracveptorntly addad nhone
puoers to toll records that entered

In zZhis 1 ance, the FEI sougat Telephone
sub=cricer records for —elepho nunbers be’lieved to be usead by
the Znvestigative subject due electronic data errors.
.................... .mww:Dgi: The error occurred Zurirg Ju_y, Zulb, atter phone

recerds received viag Nastional Secuyrity Letter (MNSL) were scoanned

s\bsgr
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-E—Hg—'l'”“TBC

sééhQT

E -

SIS

VIO, 07/

17/2006

ouf‘uf fu Microsoft Excel, where a series of seven additional
r@latad to —he case were iradvertently added fo —<he
uploaded. he telephine pugbers created were
original. tasget runber,

condusted by IA did nof iritially catch the errors.

(1)  Subsequently, subscriber infornation for the seven
‘nadvertently added phone nunkbers was requested via an MN3L dated
Oztcber 17, 20035 The subscriber information received for these

A roubtine guality

control chechk

nunoers uao assoclated with presumed U.3. Perscns.

b2
b7E

bl
be
b7cC

(1)  In the course of periorming telephone analysis on
Juns 23, JUV0, e, Wore digcovered and sypeditiously
remedied v foe | Field Intelligence wroup. The :
| | pcint of contac [0 was achked to ij
el VE L p—————tbade 1~ 1 7 Uploaded numb;LbI =y July 13, b7E
-Cne, all Division references to the ipadvertently
uplcaded nurchers were removed frow FEI reccrds,
Autcnated Ca SupporT (AC3). Only one related record from —he

1viz
trhe

icn remains in ACS,
wauthorized

zZnc
supscriber

this

will ce
information.

e rnodified to

(11) Ty I'_'JJ’_'\':‘"JEIIL fubure el add i b ol e ] it

2ontrol steps have been added tol
Lo ess Toe nroceass of a

| Iwas initiated 1ir. the 1v1sion 1n
CU0E oy oa group of analysts, incluzirg }31:::::::Efj The b2
above-referenced telephone records were some of the first béE
reccrds.  Since that Zime,| uality h7C
contrel/gaality assurance Tas Llnploved and -= ctnly performed by oa o
dediczated and eryperienced stzff.

SECSQEL
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Epection From: PIE
5 DTC-HC-C12297 3610, 07/17/2006

l:Uj T .:.

LEAD (s) :
Set Lead 1: (Action)
INSPZCTION

AT WASHINGTON, vt

(L)  Request IIS tale zppropriate acticn as

b2

necssaaiy Jdn response —o this potential ZOB matter reported by s
the Jpivision. It is further requested that the b7E
s

resu_ting IOB matter ke counted as core potential violation.

Set Lead 2: (Action)

SENBEXATL COUNSEL

AT WASHINGTON, DC

(1) Regques—- NSLB take approgriate attion as .
necegsarv, in response —a this potentia’ ZOB matter reported by jb2
thﬂ |Division. It is further regquested that the b7E
recu_ting l1OE matter be counted zs ore pctential viclation.

*

Q.‘m'r
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b2
b7E
bé
b7cC

(-

ALL INFORMATION CONTAINED
HEFEIN I3 UCLASSIFIED EXCEFT
WHERE SHOWN OTHERWISE DATE: 12-05 Z:E

i
BEAZON: 104 (o
SECR BECLASY H"f Ny

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 07/17/2006
Teo: Inspscticon Attn: IZ°%
Fra. 11261
Ceneral Counsel Attn: N3LB

From:

Contact:

Approved By:

Drafted By:

“Case-ID #: N3 278-HQ-C1229736-VIO  (Pend:ng)
AN T LC26391  (Perding]

&
Title: iy INTELLIGENCE OVERSTGET BOARD MATTEK
357 l
1A |
Synopsis: (U) Division rcports a potential ICE mat—-er
InvoZving inadvertent and unzuthorized recelot of telephone

subzacrircer information.

ssify On:

Details: (U)I IDivision reporte a potential
intz_ligence oversighT board (IOB) matter involving inadvertent
reczivot of unauthorized telephone sukscriber information.
ntz’ligence Analyst (IA)E::::::::]itadV%rtentlv Adi=d phone

nucers £o foll records that were entered
| In —his instzancze, the FEL sougnt felephone
SuLS_-rLloel records for —elephones nunkbers bc-lc"e' to ke usad by

the Znvestigative subject due to @l@ fLronic data errors.

The error occurred zZurirg Ju_y, ZuUlb, atter phone
records received via NazZional 3ecurity Letfter (NSL) were scanned

| b2
SE?CRET\
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SEcﬁq‘ ,
b2

iSj L Tos Jrepection Frome: b7E
Ré;mzz§<:::7g_HQ_c1:29736-710, 07/17 /2006

output t- Microsoft Zucel, where a series of seven adoitisnal
numbers not related to the case were inadvertently adcec to the

iSh Loll records Lo e upleoaded.  The =“elephope pumbers crogfed wore 'b%
. cooportiol to the origioal taraet pmber | be
| b7C
| A routine Jquality contraol chechk
conducted Dy LA did not initially catch the errcrs.

(U1 Supsequently, sukscriker information for the zeven
lnadverterntly added phone numbers was rejuested viz an NSl dated
October 17, 2005, The subscriber informazion received IZor these
rmbers was assoclatod with progumed LS. Persons.

(J)  In the course of performing telephonc znzlysis on
June 23, 2006, the errcrs were discovered and sxpeditiously
repedied by thel F&eld Intelligence Grougp. The

| point of contacz at FBIHQ was asked to
remove the irnacvertently uplcaded numbers:] By July 13, 2

Znoe, =11 Division references to the inadvertently bR
wers reroved from FEI records,r__ Y
Automates Tase Support [(AC3, . Only cne rela ed r=2o2d ftron the

Divigion remains in ACS, and this will be madified to
exizlude the uracthorized sucscriber information.

uplozded nunkors

1

(1} To prevent future errgorg, addi-ional quslity
control steps have been added to thel rJ

elMaYar=Sors e TR Qfl — B2
| was initiated in Lhe 'ivision 1n :

Z00L kv oa group of analysts, inctluding The
abve-referencec telephcone records were gope TTe first | I

r

ol

records.  Z2ince that time,l |quality
control/qguality assurarce has imcroved and is only performed by a
dedicated and ezperienced ztaff.

SECR\m\

2
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T-:  Inapscticon Eroom: | b7E
Ré?w:ﬁﬂiz278—HQ—C1229756—VLO, 07/17/2006

LEAD (s) :
Set Lead 1: (Action)
INSEZCTICN

AT WASHINGTON, vt

(1)  Request II3 tale zppropriate zction as

neceszary, in response —o this potential OB matter reported by
thel ivigion. It is further redquestsed that the
reso-rImo oo matter e counted as ore potential violation.

Set Lead 2: (Action)

SENBEXATL COUNSEL

AT WASHINGTON, DC

(1) Regques—- NSLB take approgriate attiocn as
necegsarv, in response o this potentia’ ZOB nmatter reported by
the |Division. It is further reguested that the
recn_ting I10E matter be counted zs ore pctential viclation.

*

SE}AQ

NSL VIO-34678
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DATE: 12-05-2007

ALL IHFORMATION CONTAINED CLASSIFIED BY 65179 DMH/KSR/ch

(01/26/1998) HEREIN 13 UNCLASSTFIED EXCEPT i
SECRXT DECLAISIFY ON: 12-05-2032
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTIHNE Date: $2z2/09/2006
To: Attn: AT, CLC
Counterterrorism Attn: AD
Inspection Attn: I_3

B2 From: Geleral Counsel

b7E Counterrorism Law Unit TT/TX-" 33°C0

b6 Contact:

b7C ,
Approved By. lhonsc.  Jilic

EUJ Drafted By:

Case 1D #: CH-HQ-CL1229736=-V10O

UR T1tle>“< sh|

INTELLIGELCE OVFRSIGET BOAKD MATTEER,
ICR 2006

Synopsrs*~;)§<; It ig the opinion o the Office of the General
Counssl (0OC hat this matter must ke repﬁrtej to thne
_ntelligence Cversight Board (1OR). O5C will vrepare a cover
_etter and a letterhead memorandum Zor the Gzneral Counsel and
the Azsistant Director, Inspection Division (INSD), for

-

subunission to the IOB. Submissicn of this matter to the OLR 15 a
matter within the cognizance of the 1[3.

>< ived from :
De o $72 3 -1

Administrative: (17 This commingi oAt ior.
f-otnct=s. To read the footnotes,
dzcumznt in WordPerfect 6.1

contains one or more
down_tad and print the

Detailg: (11} Referenmed
Offics ’

from the
t=d that

commanication
Ja-ed 12/14/2005,

“Sesay

redues HE

NSL VIO-34679
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b2 Ty

b7E
bé
b7C

SE}GQET ‘
b2

b7E

From: Gericeral Counoa
IEVIO-1093 Ny , 01/09/2008

the facts of the captioned matter anz Setermine whether 1t

warrantzs reporting to the IOE. In our opinicn, it docs. Our

analysis follows.

bl
X Lo disrussed o the elest eyt - ~onrggndeation (RO bF
. ! e

B N e pee | I BIC

who was 1~
and r=naing a “nited STateg persor”  ag that fern 1z used in e
Section l?l(i cf e Fogedogn Jrtellicence Syyryed]]la-ce At of b7E
_87g (FI
‘:!<:Dnring ~he cour oI the investigation,l I

se

Zesned a Nationzl Security Letter (N3ZL) pursunant to the
Electronic Communicaticons Privacy Act, 15 U.3.C. § Z70%. That
statute perwits the FBI to request stbscriker information and
_=zphone toll killing recozds that are "re_svant to an
anthorized investigation —o protect against internaticnal
terrorisn or clandestine intelligerce activitises, provided thaz
such zan investigation of a United States person is not conducted

—

b2

sil=_y on the bhasis of activities protected oy the first ,
amendrent to the ConsTizuzion of the Urofed States ™ The W37, Zb7E
dated March 12, 2005, was addressec tol land bd

-d whnat was inzTended to bgmsllbccriber Jdofornration and the b7D
wwhe rechrds oTTTHE AT ety i bl
hone meamk as _helieved. to-bel ~he  heg
mifdcer Wwas nis takehlv written with ore number :hanged, 5o that h7C
the HZL was issued for the wrong telepltone nuncer.” Records for

17‘ EC rl IL.o DCG dated 22/14/2005 and titled "Sp=clal

Agart (SX N | Pozzible Intelligence Oversight Board
(ITEYMatter - International Terrorism Related.™

- () A ™Wulit=d States persou” (USE)is defined 1u Szoticn lOl(i) of
ths Foreiqn Intelliqence Surveillancs Beot (FISA) (codifisd at 50 U.3.C. S
1801 et zegq.) a3 “a citizen of the United States [or] an alien lawtully
adnitred for permarent recsidence (aa defined in section 101 (a) (20) «f frhe

Ticvigration and Maturalization Act) . .o . . S2e alse Section IILW o The
Atourney Seneral's Guidelines four FBET Furelugn Tutelligence Jollection and
Foreigqn Counterintelligence Investigations.

3 . - . — . .

2 (U} In wrder to avold any fur-her diszzninatiszr of this incorrect
teloephene nuwaber, the nwaber iz net eing lizted in this decument.  Since
th= EZ approving tlhe HSL and the FSL its=1f include the incorrect bLeleohons

SE&EK
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Doy L From: <Gengral Counosal
Re: 27! 3G—HIO¥IO93:>8(TI 02 /06/2008

SECRRT

thy =lerhones nunber were provided by tle telephone company to
thi Division of the FBI, which Zorwarded the information to
| via an EC dazed 6/23/7005.0 Upon receipt of the
=Tel <, The case agent realized hig mistake. The records fron
were destroyved.  Further, ssrials created before the
mistake was discovered and which referenced the incorrect phone

nuncer and informaticn have keen peLmaranrlv charged cut of —hﬂ
FEZ's AButcmated Case Support system Ry FC dated 07/01/2005, thi
matter was reported to OGC and the DlVlSlOH and notice was
given of the destructicn of the H3L return “nforraticon.” It was

repcerted as a possible 1OB violation by EC dated 12/14/2005

is)

(1) Secticn 2.4 of Executive Ordesr (EO) 12363,
datsd 09/13/19932, manda=es that Inspectors General and General
C-uns=sl of the Intelligence Community compcnents {(in the FEI,
i INSD, znd the 3ﬂnﬂral Counsel, OGT,
report —o the IOB corcerring ntelligence
z that they have reascn tco kelleve may ke unlawful or
to Executive order or Presicential directive. This
was adopted verbatim from EO 12234, dated 12/04/1321,
IOz was <nown as the FPresident's Intelligence Oversight
E-ard (FIOE). Eyv longs-anding agreemert between tne FEI and the
OB {and its predecescscr, the PIOB), this language has kbeen
nteroretsd £o mandate The reportirg of any viclaticn of a
provision of Lhe N3IG, or olher guidslines or regulations
approved by the Attorney General ir accordance with ZO 12333,
dated 17/024/1%%1, if such provisior. was designaed in full or in
part to ensure the protection of the irdividual rights of U.

muer, these cdocuments
Caze Support (RCS) systen.

Ll SAEoUNo 1203375, Serial 53874;
Since this doom=ant contains tha Tnacorvect tel;phdn~
TG Er ang the hawe of the sukzcriker of that telephone numker, these thres f

cosles of the document have been permansntly charged out of ACS.

'i:}{i Ses aor—H
1303375, "Thic document includes the inceorrocctly writzen teleophons nuwnbcer.

However, thils document has not Lecen deleted from ACS because the documsnt 1tself
reveals the micstaken nature of tihe Z=lephons number, and providesz a record ror

the fact that ths information was clhtained and then destroyed.

() Ses Z73-HO-CL2I%736-VICO-10%23, addreszed to O3C.

SECR
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SEéRFT

| From: _Geoeneral Counseal
36-VIO=1093 O2/08/2008

Re: Z73-HQ-0C1

14

persons., VYiolations of provisions that are essentially
administrative in nature neoed not be reoeported € ac ICB.  The

FEZ s reguired, however, to maintair. records o
administrative viclations so that the Tounsel £o the ICE may
review them upmon reduesT.

"""""""""""""" e Section V.11l., lnvestigative 'lTezhnigues, of The

Attorney Ger @rql'q Guidelines for FRI Naticnal Secarity
nvestigaticns and Foreign Intellicerce Tol_=sction (HN3IG)
prov_dez that Naticnal Security Letters may ce isgsuaed in

confornity with tatu ory requirements, inc_uding 18 U.S.C. §
S7o2. Title 1s, U.3.C. § 2709 praovizes that the FzI may seek
t-21 gilling informatlon from telephone —carriers that is relevan-

t- an authorized national security irvestigation. Clearly, =he

nfocrmation oktained by the FBI was rot relevant to an authorized
national security investigation because there was an error in zthe

HEL in transmitting the approprizte telephons nurbesr. Thus, the
LD received telephone —oll billing records <oncerning a
te_gphone numpber that was not under investigation nor related —o
an investigation. Therefore, the information was improperly
:_lect=d, althcough unintentionally so, in violation of the NIIG
and ECPR.

() Clearly, zZhe rights of the target were not
Infring=d because he was nol Lhe scbject of Lthe lnprop=rly
>2lezted information. IZ is5 unknowr. whether this information
wag Jathered about a United St=teg Perzon cr not, inasmuch as
there hzas been no review of the information. MNonetheless, kased
o1 the= fact that informat ion which may be abent s 1T1SFP wAas
mprocerly, although inadvertently, collected, and in acoordance

with the reporting reguirements of Sceotion 2.4 of Z.C. 12863, OGC

will orepare a cover leZter znd zn memorandun to report this
matter to the TOB.

SE T
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MET

P e From: (Gengral Councol
Re: _Z/8-HQ-_1Z2%73 6‘2'\;?"Ir:,>=-1-@93»>< , 02 /0a/o00e

LEAD (s) :

Set Lead 1: (ACTION)

Al

(U) For review and action de=smed appropriac

Set Lead 2: (ACTION)

COUNTERTERKORT SM

AT WASHINGTCN, DI

(1Y Read and Cl=ar.
Set Lead 3: (ACTION)
INSEEZTION

AT WRSHINGTCN, DC

(U) For review and achblon Jdeened appropriac

*

SRI&K

NSL VIO-34683
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B2
b7E
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b7D

b2
b7E
bé
b7C

Detailgg gy _Referenced ocommunication from the Field
Office= o odazed 12/14/2005, requestsd that OGO review
the facts of the Taptioned matter anz Setermine whether it
warrants reporting tc the IOE. In our opinion, 1t does. Our
analysis follows.

N D‘S disl:‘LlSSe‘qj ‘;T’A +}-|I;‘- l;‘--l I;‘-’i_ I‘—"‘?’n-. hand "‘"’Tl’"’l'1"'|‘; ‘—‘,——I"_‘; il ":‘I’-‘\
tronJ Icited belOW,q

|'7h- wwas and remains a

“inited States person”  as that tern e ased o Section 100 of

S T T ] ] T FER I I N S - e L R e SR AR ok ol sS4

---------------------------------- E}(:During ~he course oI the investigation,

Zooued o National Seocurity Letter (NEL) purscuant to the
Eleztronic Communicaticns Privaey Ecot, 18 U.S.C. § 2709, That
statute pernits the FBRI to request stbscriber information and

te_sphone toll illing recoxds that are "re_evant to an
authorized invectigation —o protect against internaticonal
terroriszn or clandestine intelligerce activities, provided thaz
such an investigation of a United States psrson 1s not conducted
ey on the baQis of acTivities protected ny the first
ﬂndmﬂnf Lo the ConsZituZion Cf the Ul ———c——— ,
zd March 12, U”o, was addregsec to and
nested whnat was inTtended to be subscriber infeormation and the
vhone records of —he —arget, XEXKX. His t=lephone nunber was
believed to be (¥30) 700K, However, the nunker was
mistakenly written with one number charged, sc that the HSL was
lgsued for the wrong -“elepheone number.?® Records for that

' namkber were provided by the telephonz comrpany Lo the

m

=

o

+ Q‘m
ey

T S EC froml Ito OCG dated 12/14/72005 and titled "Special
Ag=srt ( B _r?ossible Intelligence dversight 3carc

SA)
(IDE)Matter - Intcrnatlonal Terroriou Related.™

2 (”) E "Iniled Stales person” (USF)is defioed 1n S=otion 1F1(') of

the Foreign Intelligence Surveillancs Act (EI?Q)(codified at 50 U.3.C. S
001 =t s5=2q.) a3 “a citizen of tihe United States [or] an alien lawrully
adoitt=d for permarent residsnce (a3 defined in section 101(aj (20) of tlre
Tinigration and Maturalization Act) o . . .7 8=g alsc beCthh IT.W o= The

Astorasy Seneral's Guidelines for FEI Forsigu Intelligences Jollecticon and
Foreign Ceounterintelligence Investigationsa.

s (U) 1r. order to avold any funrther dizs=znminzation of this incorrect

telophene numcr, the nwakcor iz noet ooing listed in this decument.  Sinco
the EC approving the NSL and the NSL itself include the incorrect telephone number, these documents have been
permanently charged out of the FBI's Automated Case Support (ACS) system,

NSL VIO-34684



Disdzion of the FBRI, which Zorwarded the information to

via an EC dazed 6/23/2005.% Upcn receipt of the

i’ N2 TAa5e ajent realized his mistake. The records from

14
red.  Further, ssrials created before the

L_;

14y

were destro eria
mistake was discovered and which reZerenced thes incorrect phone
ently charged cut of —he

nuncer and informaticon have keen perma

FEZ's Automated Case Support syster o odated 07/01/20035, this
matter was reported to O30 and the| Division and notice was
given of the destructicon of the HM3L return nforraticon.” It was
a possible 1OE violation by EC dated 12/14/2003.°

i)
i

@,

repcrted as

6F-HQ-C1303375, Serial 53874

Since this document contains the incorrect telephone number and the name of the subscriber of that telephone

bl number, these three file copies of the document have been permanently charged out of ACS.
b2 {8y - ‘
b7E Se 66F-HG-C1303375. This document

includes the incorrectly written telephone number. However, this document has not been deleted from ACS because
the document itself reveals the mistaken nature of the telephone number. and provides a record for the fact that the
information was obtained and then destroyed.

=)

(U) See Z73-HQ-Cloo92736-VIC-1292, addressed to O30,

NSL VIO-34685
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DECLAZSIFIED BY 65179 DFH/EER

Ol - 1205~ 2007

U.S. Department of Justice

Federal Bureau of Investigation

Washington, D. C. 20535.0001
SECRET

BT TOURIER

Mr. Sterhen lriedman

Chalirunat, Intlezlligence Oversighl Board
HNew Executive Office Ruilding
Washington, DUC.

Lear Mr. Friedman:

Enclosed for your informatior is a self-explanatory

Leworandun, entitled "Intelligence Ovadmas ht Board (IOE) Mat-er,

Civision, IOB Matter 2Z0006H (U

Tais memorandum sets forth detals of investigative
Achivily which the FBT has delermives was coonducted contrary b
the Attorney Gencral Guidelines for FBI Forcign Inftelligencce
C-Zleztion and Foreign Counterintelligence nvestigations and/or
_awz, Executive Orders, or lPresidential Directives wnich govern
FEZ feorsign counterinzelligence znd international terrorism
nvestigations. (U)

Enclosure

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

NSL VIO-34686
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Mr. Stechen Friedman

Saculd you or any member of your statf requaire

additlional informat bon ooreerningg

this watter,

will pe arranged for you at your converlencte.

Sincerely,

culis F. Thomas
Deputy Genera. Counsel

U.3. Detartrent of Justice
Rzoom B111

. - Mr. Jamesz A. Baker
C-ounss1,
U.3. Derartment of Justice
Room 43003

NSL VIO-34687
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ALL INFURMATION CONTAINED DATE: 12-05-2007

HEREIN I s U'KCLA’:.‘:'SI FIEI-’ E}‘:CEPT CLASSIFIED BY o5179 DMH/ESRch
(0126/1998) ~ WHERE SHOWN OTHERWISE REASON: 1.4 (T) ...

Jife

TTUSTCRER
FEDERAL BUREAU OF INVESTIGATION
Precedence: RCUTINE Date: 00/00/2006
To: Zeneral Counsel Attn: Ju_ie Thomras
Deputy General Counsel,

N:LE

[ COUNTERTERRCRISM/ Attn: [UNIT]
COUNTERINTELLIGENCE/CYBER]

[REQUESTING OFFICE] Attn: S22 [SQUAD SUPERVISOR]
[CASE AGENT]

€5}
=

[OFFICE OF ORIGIN] Attn: 32 [CASE AGENT]

[SQUAD] [X]
[DELIVERING DIVISION] Attn: S32 [SQUAD SUPERVISOR]
(1f 1using personal service) [SQUAD] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME (IF APPLICABLE) ]
[SAC NAME]
[ASAC NAME]
[CDC NAME]
[SSA NAME]

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS]

Ca'é.’é”"i‘b“#-:~--~>< [CASE FILE NUMBER] (Fending!

T1t1e>‘< [SUBJECT]
[AKA] [ALIAS (IF APPLICABLE) ]

IT/FCI - [FOREIGN POWER]
0O0: [OFFICE OF ORIGIN]

Synopsis:

( Approves “he lgsuart.ce of an ECEFA Mational
Security Let

)
er (H3L)for =elephone scbhscriker information;
SE\RQ

NSL VIO-34688
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() -

snﬁm

Tc: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
RET )( [CASE FILE NUMBER, 00/00/2006]

providez reporting Jdaza; and, 1f necesszary, transmits the N3L for
de_ivery to the wire conmmunications service orovidser,

111) JEE— .W:Eﬁi: Derived——Erom:- G-3

Declassify~On: [10 years from date—ef-EC]

Enclosures: (U) Enclosed for [DELIVERING DIVISION of OFFICE OF
ORIGIN, depending on whether service is personal or through
restricted delivery service or fax] is an ISL dated [00/00/2006],
addresssd to [COMPANY POC NAME], [TITLE (if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP
CODE if using personal service], requesting telephone sukbscriber
nformation.

(-

(-

NS A [FULL/PRELIMINARY] [INTERNATIONAL
TERRORISM/FOREIGN COUNTERINTELLIGENCE] “nvestigaticon ~f asuljen-

a [U S. PERSON/NON-USPER], was authorized in azcocrdance with

...............................

Attcrney SeqEFEl GUideTtres ecause-[Give a full explanation of
the justification for opening and maintaining the investigation
on the subject; barebones facts will not suffice and will cause
the request to be rejected for legal insufficiency]. This
Lelzphone cubzorilber informalion is being regquested Lo [Fully
state the relevance of the requested records to the
investigation].

: "m:)Si; Thisg electronic commuricaticn deocurients the
[APPROVING OFFICIAL’'s] approval znz certification <«f the enclosed
HNEL. For mandatory repor-ting purposes, the =nclosesd NSL s=els
cubscricer information on [NUMBER OF] telephcns nurker(s) from
[telephone company #1]; thce [NUMBER OF] tclevhone number(s) from
[telephone company #2], e-c.

() Arrangements should ke mades with the wire
comminications service provider to provide the records
[personally to an employee of the DELIVERING DIVISION CR through
use of a delivery service or secure fax to OFFICE OF ORIGIN]
within [NUMBER OF] bIusiness Jdays of receipt of this request. The
wirs comrmanications service provider should neither send the

e,

NSL VIO-34689



CRET

{U}- ... To: [DELIVERING DIVISION] From:® [DRAFTING DIVISION]
}ee>< [CASE FILE NUMBER, 00/00/2006]

reccrds tarcugh routine mail serzvice nor utbtllize fhe nams of the
subject of the rejuest in any telephone cal_=z to the FBI.

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a National Security Letter from disclosing that the FBI
has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Option 1 below and include in the EC (but not in the NSL) a brief
statement of facts that justify the nondisclosure requirement.
Option 2 is to be used in all cases where Option 1 is not used.]

[Option 1 - Inveoking Nondisclosure Requirement]
(U) In accordance with 1lg U.3.C2. & 2709ic) I, the zenior

nfficial approving thisg EC, certify that a digclogure of the facs
Lhiat the FBRI has soughl or oblalnes access Lo Lhe Informabtion sought

by this letter may endanger the national security of the Uni=zed
Statesz, interfere with a coriminal, ccocurterterroriswx, or

)

cunterintelligence investigation, irterfere with diplomatic
re_sbicns, or endanger “he life o1 plyslical safely o 4 person.

tuh ”“”%w“wm%»MD)QiBrief gZazZement of the Zacts justifving my
certifiza®iom™din this cage:

[Cpticn 2 - Declining to invoke the nondisclosure requirement]

(1} I, the senicr official approving this =, have
determined that the facts of this case d- not warrant activazion of
the nondisclosure requirements under the applicakle National
Security Letter statuze.

[Include the next 2 paragraphs in all ECs]

(1) Information reccived from a wire commanication
servize provider may ke disseminzted ir. zaczordance with the
Ativrney General Gnidelines on Nalbioral Sernviby Tovest igat ions
and Fcre=ign Intelligence Collectior and, and, with respect to
dicsemination to an agjoncy of the United 3tates, only 1f such

sTonag,
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]

information is =—l=arly relevant to fthe authoriczed
responsibilities o2 such agenoy.

(U} Any Juestisns rejJarding the above can be directed
> [CASE AGENT, telephone number (000) 000-0000].

SN
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]

Re>< [CASE FILE NUMBER, 00/00/2006]

LEAD (s):

Set Lead 1:

GENERAL COUNSEL

AT WASHINGTON, CC

(U1 NSLB 1s reguested fLo record Zhe appropriate
information needed to fulfill the Congressional reporting
recquiremerts for NSLs.

Set Lead 2: (Info)

[ COUNTERTERRORI SM/COUNTERINTELLIGENCE /CYBER]

AT WASHONGTON, DC

{U) At [Unit] Read and Clear
Set Lead 3:

[DELIVERING DIVISION - if using peresonal service]

AT [CITY, STATE]

(1) Deliver the enclosed N5SL as indica—-ed akove.
Upon receipt of reguested informat ion, [DELIVERING DIVISION] is
recuested to submit results to the [DRAFTING DIVISION] and
[OFFICE OF ORIGIN, if applicable].

*

SECRER.

n

NSL VIO-34692



(o

4LE THFORMATION CONTAINED

HEREIN 15 THCLASSIFIED EXCEFT DATE: 12-05-2007
(01/26/1998) WHERE.. SHOWH.. OTHERWLSE CLASSIFIED. BY.-£5179. DHMH/KSR /ol
FEASON: 1.4 (¢}
SEQRET DECLASSIFY.OM:. 12-05-2032

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTTHFE Ate: 00/00/2006

To: Ceneral Counsel Attn: Julie Thorasz
Deputy General Ccunsel, N3LE

[ COUNTERTERRORI SM/ Attn: [UNIT]
COUNTERINTELLIGENCE/CYBER]

[REQUESTING OFFICE] Attn: S [SQUAD SUPERVISOR]
SA  [CASE AGENT]
[OFFICE OF ORIGIN] Attn: 52 [CASE AGENT]
[Squad] [X]
[DELIVERING DIVISION] Attn: S:A [SQUAD SUPERVISOR]
(1f 1sing personal service) [Squad] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME (IF APPLICABLE]
[SAC NAME]
[ASAC NAME]
[CDC NAME]
[SSA NAME]

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS]
CasémiD“'-#vzn._\X [CASE FILE NUMBER] (DPend:ng)

Ti‘l:‘._]v_g;_“___>< [SUBJECT]
[AKA] [ALIAS IF APPLICABLE]

[IT/FCI - FOREIGN POWER];
[0O: OFFICE OF ORIGIN]

Syncpsis: () Approves —he issuarce »f an ECEA National
Security Letter (NSL)for —oll killinz records; provides reporting

data; and, if necessary, —ransmits the WNEL for delivery to the
wire cormunications service provider.

SE

NSL VIO-34693



‘~§ECREI-

(.

() -
_ TERRORISM/FOREIGN COUNTERINTELLIGENCE] ‘nvestigaticon of subject,

Té}\ [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: (X [CASE FILE NUMBER, 00/00/2006]

x>< G-3 —
(- Reclassify ON: [10 years Irom Gate—ef EC]
[FULL/PRELIMINARY] Investigation Instituted: X [00/00/2006]

Reféfénce;m:§Q<jCASE FILE NUMBER Serial XXX]

Enclosures: () Enclosed for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is personal or through
restricted delivery service or fax] is an N3L dated [00/00/20061,
addrezsed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP
CODE if using personal service], recuesting the nawme, address,
Zenyth of service and local zand lorg distance £oll billing
records for the phone numker(s) listed.

ﬁétailsrw;zx<; A [FULL/PRELIMINARY] [INTERNATIONAL

Att-orrney Seneral Guidelines béddtuse [Give a full explanation of
the justification for opehing and maintaining the investigation
on the subject; barebones facts will not suffice and will cause
the request to be rejected for legal insufficiency]. These =cll
hiZling records are bheing requestez to [Fully state the relevance
of the requested records to the investigation].

""""" ““:Dii This electronic commuricaticn docunents the
[APPROVING OFFICIAL's] approval znc certification of the enclosed
HeL. For mandatory reporTting purposes, the enclosed NSL seels
Zoeal and long dislance Loll billing reecrds [0 [NUMBER OF]
te_esphone rnanker(s) from [telephone company #1]1; [NUMBER OF]
telzphone number{s) from [telephone company #2], etc. [In the
case of multiple phone numbers to the same telephone company, if
you know how many different persons attach to those phcone
numbers, please state. If request is for person(s) other than
the subject of the investigation or in addition to the subject of
the investigation, please state USP status of those persons. 1In
other words, do your best to give as much information as you can,
for congressional reporting purposes.]

NSL VIO-34694
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A“»:g: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Rei~. N/} [CASE FILE NUMBER, 00/00/2006]

(-

(1) Arrangements should ke made with the wire
clomuwinications service provider to provide the records
[perscnally to an employee of the DELIVERING DIVISION CR through
use of a delivery service or secure fax to OFFICE OF ORIGIN]
within [NUMBER OF] hkusiness Jdays of receipt of this reqguest. The

wire cormanications service provider stould neither send the
reccrds tarough routine mail service no»r utilize tfhe name of the
subject of the reguest in any telephone calls to the FBI.

DISCLOSURE PROVISIONS

Jlertification and Activation ¢f the Hondisclosure Requirement:
There is no longer an automatic prohibhition that prevents the
"ipient of a Naticnal Security Letter from disclesing that the FBI
reguested the informa-ion. To activate the nondisclosure
‘_1irement, the senior KBl cfficial approving thiszs =C must use
“tion 1 kelow and include in the EC (but not in thne MEL) a brief
statement of facts that justify the rordisclosure regulremenc.
Option - 15 to ke used in all casesz where Cpticn 1 iz not used.]

O]

re
h.
I

1{\ Il

._J

)

,__.-

[Cption 1 - Invoking Nondisclosure Requirement]

(1) In accordance with 1& U.3.C2. § 270%i<) I, the senior
nfficial aprproving this EC, certiZy that a discloguare of the face
that the FBI nas sought or obtzined access tc the informaticon sought
by this latter may endanger the nationa. sscnrity of the lni-ad
States, interfere with a criminal, cournterterrcrisic, or
ccuntorintelligence invesTigation, intcerfere with diplomatic
re_stions, or endanger the life cor phkysical safety of a person.

oy “%mwmw;>§z Brief s-—a-ement of the Zacts justifving ny
certificzation in this case:

[Option 2 - Declining to invoke the nondisclosure requirement]

0‘

(Uy I, the senior cfficial approving this ZC, have
Jdetermined that the facts of this case do not warrant activazion of
the ncndizcloszsure requirements under the applizakle National
Securily Tetier statinre.

[Include the next 2 paragraphs in all ECs.]

M
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e [DELIVERING DIVISION] From: [DRAFTING DIVISION]

T

|
D

SEéEﬁQ

Re: N [CASE FILE NUMBER, 00/00/2006]

(M Information receivez from a wire cornmianication
v_.CZe provider may be disseminzted ir. accordancte with the
\ttcocrney General suidelines on Hztioral Security Investigations

and Fereign Tautelligence Collect ions are:, with reapsat b
disseminaticon to an agency of the United 3tates, only 1f such
nfcrmation iz clecarly relevant to the anthorized
resconsibilities of such agency.

(1Y  Any gques-ions regardirg the apove can be directed

t> [CASE AGENT, telephone number (000) 000-0000].

SECR
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T [DELIVERING DIVISION] Fr-m: [DRAFTING DIVISION]
}ee% [CASE FILE NUMBER, 00/00/2006]

LEAD (s):

Set Lead 1:

GENZRAL CCUNSEL

AT WASHINGTON, M7

(U) MNSLE is requested to rec-rd the aprropriate
nformation needed to fulfill the Corgressiconal reporting
rejquirerents for NELs.

Set Lead 2: (Info)

[COUNTERTERRORISM/COUNTERINTELLIGENCE /CYBER]

AT WASHINGTON, DC

(U) At [Unit] Read znd Clear

Set Lead 3:

[DELIVERING DIVISION - if using personal service]

[AT [CITY, STATE]

(U) Deliver the attached NIL as indicated akove.
Upon receipt of informazion froem the wire comnunications service
provider, [DELIVERING DIVISION] is requested to sukbmit resulzs to
the [DRAFTING DIVISION] Aand [OFFICE OF ORIGIN, if applicable].

*

SEN

=

Wl
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(Rev. 08-28-2000)

ALL INFORMATION CONTAINED
HEFEIN IS ONCLASZIFIED EXCEPT
WHERE SHOWN OTHEREISE

:EERE?

DATE; la-05-2007

DECLASSIFY ON: 1z-05-2032

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIME
To: General Counsel
[COUNTERTERRORISM/

From:

Approved By:

(U

tU?”M”

Drafted By:

case 1D #:.

Attn:

Attn:

COUNTERINTELLIGENCE/CYBER]

[REQUESTING OFFICE]

[OFFICE OF ORIGIN]

[DELIVERING DIVISION]
(if uzing personal

[DRAFTING DIVISION]

Attn:

Attn:

Attn:

servioes)

[APPROVING OFFICIAL]

Contact:

[SAC NAME]
[ASAC NAME]
[CDC NAME]
[SSA NAME]

[SUBJECT]

[LAST, FIRST, MIDDLE:

[CASE FILE NUMBER]

[0O: OFFICE OF ORIGIN]

Synopsis: ‘J) Aprroves th
Letter (N3L)for szlectreonic
provides repcrting data; an
delivery t- the slectronic

(1) ><

Pl

[Squad]

, 1f necessary,

Date: 00/00/2006

Julie Thomas
Leputy General Counsel,

[UNIT]

SA [SQUAD SUPERVISOR]
A [CASE AGENT]

10

C

AT
WD

[CASE AGENT]
[Squad] [X]

S3A [SQUAD SUPERVISOR]
[X1]

[CASE AGENT, telephone number (000)000-0000]

[ADIC NAME (IF APPLICABLE) ]

INITIALS]

(Pending)

[AKA [ALIAS] (IF APPLICABLE)
[FCI/IT - FOREIGN POWER]

o
or
—ransmits the N3L

cnununications service provider.

SSCRET

NSL VIO-34698
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~.._7-: [DELIVERING DIVISION] JRRIE [DRAFTING DIVISION]
Re >< [CASE FILE NUMBER, 00/00/2006]

Declassify On: [10 Years from date of EC]

[FULL/PRELIMINARY ] mInvestiéﬁfib’ﬁ"“Instituted-:u..><[ 00/00/2006]

_mReference;:E§<:}CASE FILE NUMBER SERIAL XXX]

Enclosure(s) : () Encloged for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is personal or through
restricted delivery service or fax] is an NSEL dated [00/00/2006],
address=d tc [COMPANY POC NAME], [TITLE, (if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.0O. BOX], [CITY, STATE - NO ZIP CODE if
using personal service], reguesting the nanes, addresses, leng- hs of
sorvize, and cleoctronic transactioral recordszs for the [e-mail/IP]

_address holder(z) lis—zed.

Detaiié'i"”"~~(§‘é A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/
INTERNATI TERRORISM] investigation of suniject, a [U.S.
PERSON/NON-U.S. PERSON], was authorized in azcordance with the

TAtTITTEY GEneEralGuidelines because-[Give a full explanation of the

Justification for opening and maintaining the investigation on the
subject. Barebones facts will not suffice and will cause the request
to be rejected for legal insufficiency]. These clectronic
coaemind At iens bransactional recnrds Are belng reqguested to [Fully
state the relevance of the requested records to the investigation].

;}Xg; This electronic commuricaticn docurients the [APPROVING
OFFICIAL’ Nproval and certification of the enclosed N3L. For
mandatory reporting purposes, tThe enclosed NZL seeks electronic
comnunl caticon transacTional records on [NUMBER QOF] [e-mail/IP
address(es)] frrm [ISP #1]; [NUMBER OF] [e-mail/IP address(es)] from
[ISP #2], =tc. [In the case of multiple addresses to the same ISP, if
you know how many different persons attach to those addresses, please
state. If request is for person(s) other than the subject of the
investigation or in addition to the subject of the investigation,
please state USP status of those persons. In other words, do your
best to give as much information as you can, for congressional
reporting purposes.]

(J) Arrangements should bhe made with the electronic
comminications service provider to provide the records [personally to
an employee of the DELIVERING division OR through use of a delivery
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF]

businsss days of receipzt of this redquest. The electronic
cormunizations service provider should neither send the records
through routine mail service nor utilize the name of the subject of

the r=guest in any telephons czlls to the FBI.

SESEE{\
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Ty %IVERING DIVISION] From: [DRAFTING DIVISION]
-

Re: " [CASE FILE NUMBER, 00/00/2006]

[Certification and Activation of the Nondisclosure Requirement: There is
no longer an automatic prohibition that prevents the recipient of a
National Security Letter from disclosing that the FBI has requested the
information. To activate the nondisclosure requirement, the senior FBI
official approving this EC must use Option 1 below and include in the EC
(but not in the NSL) a brief statement of facts that justify the
nondiseclosure requirement. Option 2 is to be used in all cases where
Option 1 is not used.]

DISCLOSURE PROVISIONS

[Cpticn 1 - Invoking Nondisclosure Requirement]

(U) In accordance with 1€ U.3.ZC. 270%iz) I, the senior
sfficial approving this EC, certiiy that a disclosare of the fac—- that
fthe FEI has sought or obtained access to the information sough=t by this
_etter may sndanger the national security -f the United 3States, intesfere
with =z -riminal, counterterrcrism, or counterintelligence investigation,
ntzrfere willy diplomatic relabtlons, or gndangsr Lhe life oo physical
safety of a person.

%]

th

e :)S(:Brief s—a-ement of the
n this cise:

acts justifying my cer-ification

[Cption 2 - Declining to invoke the nondisclosure requirement]

(1Jy T, the zsenior H~ffi-ial approving this =C, have Jdeterminesd
that the facts of this case do not warrant activation of the
nonrdlacloanre regqiirensnt s andes the applioanl= Nat ional Secnvity Tettber
statute.

[Include the next 2 paragraphs in all ECs.]

(1) Information receivel from an zlsctronic communicaztions
vi7e provider may be disseminzted ir accordance with the At-orney
=nzral Guidelines for ZBI National Security Investigaticons and
reign Intelligence Collection, ard, with rescect to dissemination
Aagency of Ahe TInied States, orly i sach informat ion is
2learly relevant tfo the authorized responsibilities of such agency.

(U)  Any gues<ions regarzirg the aopove can bes directed to
‘CASE AGENT, telephone number (000) 000-0000].

SECRKT
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~“.7:: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re>< [CASE FILE NUMBER, 00/00/2006]

LEAD (s) :

Set Lead 1: (Action)

SENEXATL COUNSEL

Al WASHINGION, DC

(U) NELE is requestod to reeord the appropriate information
nezeded to fulfill the Congressional reporting reguirements for M3Ls.

Set Lead 2: (Info)

[ COUNERTERRORISM/COUNTERINTELLIGENCE /CYBER]

Al WASHINGTON, DC

(U) At [Unit] Read and Clear.
Set Lead 3: (Action)

[DELIVERING DIVISION - if using personal service]

[AT CITY, STATE]

(11) Teliver —he attachez NSTL o as ‘ndicatsd abewvel Tpenm
recsivt of information from the electronic cerrrunication service
prrow iider, [DELIVERING DIVISION] is reqguested too submit resnl s to
[DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable].

*

SECR
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