(01/26/1998)

}BC&ET

FEDERAL BUREAU OF INVESTIGATION

Precedence: <OUTTHE Date: 0r”/30/7004
To: Lirector's Office Attn: OPR
Counterterrorisn uc, CoHuUs
SR, CDC

PR,
SAC, Chdc

From: Seneral Counsel

2
:b' National Security Law Eranch
b7E Toanterterrorism Taw Init T/Room 7975
bo Contact: (202) Z24
bh7C
Approved By: Curran John F DATES® 111952007
BY aS179/DMH/KSR/RY
4 ter
Drafted By: FY 0N 111952032
iU)_meCasewIDm#e ------- ) ZT8-HO-C1229736-V1O (Pending)Serial 502

b2 Title: >< TNTRET.TL.TGRNCF,_QVERSTGET BOARD
o MATTER 20044

i Synopsis*““z}(; It ig the opinion ¢ the Office of the General
Couns=]l (OGT)Y that the above referenced matter does noft need to
e recorted to the Intelligence Oversicht Board (IOB). Our
analyszi=z follows.

|:U:|>< Derived FY T 7 Cber 1, 19927
Dec i T June 29, 20

(7] ““"""'References-:»----r.j>< 975-HO-C1229736-VIO Serial 401
b2 Details: (X)) A&s discussed in the reifsrep-ed slectropgic
b7E oot catdon (RCY, on 2/13/2003, the Diviaion

bl L _ '

bhe | 7 "Jnited States person” as that ferm 1s defined in Secticon 1201 (1)
B7C nf the Foreiqgn Intelligence Surveillance Act of 1978, 50 U.sS.C.
Seotlon 1201 enggﬁfwl |
W T | Due to administrative cackloy and the
iS? “ub:e4u Tt Lhrec day heliday weelkerd, capticoned watter was not
administratively closed in ACS until | |
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e ﬁi‘c*t*r's Offices  From: Senceral Counscl
= 1) TR-HQ-C1I29736-YI0, 06/30/77004

T (™ on 1170772005, [ ] cet

lead to the

IDiVlblUﬂI ] - Waticonal Security
Letter (N&L) in this case. rerved fhe M3L to the
telephone provider <yl ll/llijVE byt Jid no=
provide the requested felephine records td until
02/27/2004, after the | | 2dministrazive
~lo=ure of —his investigation.

AN <z

Jrorisied] |-

on u?/@;/ﬁo@4,|

b2
b7E
b4
b7D

received the telephone toll records regquested by

had closed the
Icrwarded tnhe collected

but a chec} of ACS revealed that
|subsequently

ol | Without reviewing the tele [lc 12
: : ed the telephone rezords in an =envelope and
archived the sealed envelope within the <lcsed investiga t 1on
fi_ =,
-------------- Section 2-06 of the National Foreiqgn Tntelligsnos

Frogram Mg (METFM) reguires OGC to determine wnether the
facts rolated above are requized to ke reperted to the ICE.

For the reasons discussed below, this matter need not be reporzed
i the TO=.

(1) Socticon 2.4 of Exccutive Order (E.QL) ounz, dazed
S ptembesr 13, 1293, nmandates that Inspectors General and General

—~

= oof the Tnlelligence (€ (in the FET,
the Azsistant Director, Inspection Division, and tLhe Gensral
C-cunsel, 0OGC, respectively) report to the IOE “concerning
nte’ligence zctivities that they bave reason to kbelieve may ke
un_awful or contrary —o Executive orzer -r FPresidential
dirsctive”. This language was adoptes verbatim frow =Z.C. 12334,
dated Doccnkor 4, 1381, when the IOB wags known as the
;ntz'ligence Cversigh= Board (PLOR). Ey _cngstanding agreement
the F2I and the IOB (and its predecesscr, the PICE),
_anguags nas keen interpreted to manzate the reporting of any
violation of a provision of the Attorncy General Guaidelincs for

ClNEE
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FEZ Foreign Intelligence Collectior ans Foreidgn
Counterintelligence InvesTigations (FCIGY,! or other Jquidelines

The FOTG
eral's Suidelines

superseded o Ot eber 31, i he

for FET Mati-onal 3e=c

SECRET

2003, by
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or regulations approved by the Attorrey Zeneral in accordance
with E.0. 12333, dated Decewmper 4, 1931, 1f surh provision was
designed in full or in part to ensure the protecticon of the

ndividual rights of 1J.3. persons. Viclations of provisions thaz

are esgentially adminis<rative in rature nsed ncot ke reported =o
the ZOR. The FRI is reguired, however, to maintain records of

such adwinistrative viclazicons =20 that the Couns=l to the IOB may

review them upon regues=.

The

. NYadls Guidelines for FBI atlcpal Security
thdtlﬁhﬁ and Foreigi Totellig cerce Tol_=sctiopn (NITGI

1Thﬁr1 e the use of National Security letterszin

EnrcuAIf fn this

authority, on 1170772003 I Ilam Llly Zssued a N3L for

that requested telephone records in thisg case, oOp 1171477200232,

properly served the NSL on

subzequent failure to cancel this lead at The Tine They closed

the oI was an adminis-rative error that d:d oot affest the
_awfuln=szs of the previously served NSL. Eroperly s=aled
and archived the telephone rocords recclvao Ton the NSL becaupo

the ocass was no longer open zt the time cf their receipt.

/N The late receipt of the telephcns re
cazo oonstitutes an administrative crror, not a cuk
violaticn of law cr regulaticon desigrec fo protect

rights of .5, persons.  As discunsses above, under Tongstanding

aqr ent between the FEI a 0 B, administratis Errors are
n-t reportakles to the IOB. i [slow response in this case
did nct affect the lawfulness of the HSL. [::ft:]kﬁs already

zealed and archived fthe records in qLeftlmT: Additicnally, none

) 1
tanT1'P

1]

of these records were reviewed or used by in its
nvestigation.  Under these circumstances, -t is O5C's opinion

thne individual

that _the late receipt of —hese telephone reccrds by | |
g Fenalf is noT an error That mast pe reported to the
IOE.

(Uy A copy of cur opinior should be retained in the
Counterterrorisin Zivision control file for review by Counsel to
the 0B, if reguested.

_nvestigations and Foreign Intelligerce Tol =ction (W3IG).
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To Fron: Sereral TCouanzel
ke 2T 36-VIO, O&/30/2004

LEAD (s)

Set Lead 1: (Action)

DoRBCTOUR'™S OFFICE

AT OFR, =0, DT

(U) For acticon deemed approcriate.
Set Lead 2: (Action)

COUNTESTORRORTISM

AT WASHINGTON, DC

(1) Read and clezr.

Set Lead 3: (Action)

AT
(1J) Read and clezr. 02
Set Lead 4: (Action) L7E

(J)  Kead and -«

L

1

D
o

T - Mr. “nrran ]

1 - bo
1 - b7¢C
*
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b5t1e>< TNTETLTTGRNCE_QURRSTGET BOARD
- MATTER 20044

Synoﬁéiéf::kﬁz; It is the opinion ¢f the Office of the General
Counsel (0G52) Tthat the above references matter nmust be repor-ed
ice O

(I

&

t: thsz Intelliger versight Boarz (IOB). 0OGT will prepare and
deliver the necessary correspondence to the IOE.

[ — ><) Der:Lved : Oober 1, 1997
(o Declas :
i[Ij """"""" mReferendé§”:>§i 27B-HO-C12208736-YIO Serial 401
iS)’Details: ;EB(: As digcussed in the referenced electronic
At o (F I

S RS INOPISR IS (oD I 1ivis]on

bl ) I [

b‘) ‘I a ) o

TR "UI1lLEG oLaLec perloolll a6 Lhalt Lelli 1o dellned 1N secctlion 1av0l (i)
o) ¢ Foreiqn Intelligence Surveillance Act o 975, 5 LS. C.

S f th F Jgn Intelli S 11 Act of 1978, 50 U.S3

pe | :' TR o e T O | ]

b7C Pue to administrative racklog and the
subscquont | | copticoned watter wags not

administratively -losed 1n ACS until

SEQEE?
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Toe Director's Office From: Seneral Counsel

36-Y10, 06/C

G200

e ’“i}éﬁ On 11/O7f2033.| Iset a routine lcad to thre

77 Pivizion | [t zerve a National Security

Letter (NSL) ‘n this_caas. | |served the NSL to the

Leleph ne provider o 1171472003, butl Idid ot

provide the requested telephone reccrds -~ | | until
w2/oi/ovd, atter | |administrative
clasure ol Thlsg 1nvestlgatlon.

"""" o mmwm““;}ﬁi\ On 03/03/72004, notifiedl I that
t

epnone toll records requested by

0
they haz Teceived t :
f aCS revealed that[::::] had closed the

MNSL, but a cheok

inveatisati-n. subzequently forwarded the collected
telephone records to Without reviewing =—he telephone
records, z=a’ed Lhe Lelephone records in an envelope ard
archived the sea’ed envelope within the closed investigation

[ile.

...................... - Section 72-5%6 of the National Foreign Intelligence

Erogrzin Maneal™ (WEZPM) requires OGC to determine whether the
fAarnts related above Are required to be reported to the TOE.
They must.

(11) Secticn 2.4 of Zxecutive Crder (E.O.) 12863, dzted

Reptenber 13, 1343, mandates that Inspectors General and General
Counsels of the Intelligence Community components (in the FEI,
the Ascictant Director, Tnspszceticon Division, and the General
Counsel, ©OGC, respectively) report to the IOE “concerning
intelligence activities that they nhave reascon o helieve way e
unlawful or cortrary to Erecutive order or Presidential
directivel.

(s The
Attorney General's Guidelines for FBI National 3ecurity
ey

Investigations anc Foreigrn Infelligqen~e Collect (NSIG)

authorize the use of MNaticnzl S=curity Letters

------- vm~m““;)X(;In this cazez, 3L withl |should have
been rescfrnded on| for on

[::::::::]vﬁ@n the investigaticn was ~losed. However, due to

administrative oversizht, was not notified —hat

NSL VIO-34294
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From: Seneral Counsel

36-Y10, 06/157 2008

lhaz cloised the investigation and that N3L should ke
rezcincec. The FEI's receipt of telephone recoxds in this case
from on 0X/27/2004 was unauthorized kecause there was 1o

open irvestigaticn on the zuk’esct at that Zime. Consequertly, in
zeovcordance willhh E.0O. 12853 and Section 2-56 of the HFIPM, this
error must be reported to the IOE, which this office will d=.
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LEAD (s)

Set Lead 1: (Action)

DIRECTOR'S OFFICE

AT OPR, =0, DC

(IJ) For action deemed appropriate.
Set Lead 2: (Action)

SOINTEXTSRRORTSM

AT WASHINGTON, DC

(11} Read and clear.

Set Lead 3: (Action)

(1T Read ana clear.

Set Lead 4: (Action)

b2
b7E
AT
(U) Read and clear.
_ _ - Mr. Curran
beé o
b7C 2
*¢
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INTELLIGENCE QUEESICHT EOARKD [IOE; MATTER HIE
DLV LS LON

2004 4 (179

Iavestigation of this IOE matter has determined that,

L oivicion | |

a3 "United ZStates
person’ as that fterm 1s Jdefined 1n Sect’-n 20101, of the Foreilgn
‘nfe-llqeﬁcg Surveillance Act of 197°, 5 J. 2.2, Section 1301 et

e to administrative backlog and the subsequentl |

weesend, ~he investigative case was notb

administratively olosged until | on Movember 07,
Sz, g=t a routine lezsd tc the | [bivision

| I to serve a National Security Leftfter (MH3L) in this
case. | Isen“veui Lhe NST, Lo Lbe felephione proviide:

o November 14, 2003, Lut [ 14:3 riot crovide the
requezted telsphope locordo ol wotdl february 27,

Ziod, ai;&rl . !adminicfrqtive

closure k;;ﬁ_ﬁwia Investigation.  ©n March 3,

3(04] Inotified that theyv had rece=ived the

toe_cphone toll recorde requested byl | NSL, bat that I
‘:l

had zuksequently digscove-ed thF3 [ad cloged the
stigation. | The
Attorney General's Guidelines for FBI Naticnal Sec
_nvestigations and Forcign Infcllicernce Tol_ cction

authorize the use of Maztional Security Lettersl I

Inve

| Thus, the EFEI's receij:

OL telerliole LecoLds 11 LH1o Case LrIom) J-rn February 27,

2004 was anauthorized because there was no oven investigation on
the sgubject at that time. As corrective action,

sukbzequently forwarded —he collected ftel_ephone records to

Without reviewing the telephone records, sealed the
te_zphone records in an envelops ard archived the zealed envelope
within the closed inves—igation file. ”11* matter has been

Responsibility for

referred to the FEI's Offige of Froless
aztion deemed appropria:e%}%{i

ALL INFORMATION

NSL VIO-34297 HEREIN I3 THCL

WHERE SHOWN OTHERWISE
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=1 COURIEK

Genesral Brent Scowcroft (USAF Retired)
Chairman

nte’ligence Cversight Board

Hew Executive Office Building
Washington, D.C.

Dezar General ScoworolT:

Fraolosed for your informatior is a s=lf-ersplanatory

coclosure entitled “Intelligence Oversight Bcard (I0z) Matter, b2

Divisicn, Zous[ T o7

Taia enclosure sels forth sSetail s of dfovestigative
activity whicnh the FBI has determirnez was conducted contrary to
the Attorney Seneral Guidelines for EFBI Foreign Intelligence
Czlleztion and Foreign Counterintelligence “nvestigations and/or
laws, Execubllve Orders, or Presider:tial Dlirectlives which govern
FEZ fror=ign counterinzelligence anc international terrorisim
nvestigations. (U

Enclo=sure

- Mr. Carran

bbb b
|
o
~J O
®

- 278-HQ-C1225736-VIO

CLASSIFIED WHEN

NSL VIO-34298
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Gen=ral Brent Sooworoft (UISAF Retirez)

Snould you or any member of your statf reguaire
additiconal information concerning this matter, an oral kriefing

will me arranged for you at oy oonvert ence. AN

John E. Curran
Deputy General Counsel

~ - The Honorable John D. Ashcroft
Attorney General

J.3. Department of Justice
Reom 5111

- Mr. Jamss DRalker
Ccunsel, Cffice of Intelligence Policy and Review

1J.53. Department of Justice
Rowomw 5150

SR
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Precedence: <OUTTHE Date: 0n/30/7004
To: Lirector's Office Attn: OPR
Counterterraorism 1C, COoHuUs ITT
SAT oo
coe TFIED EXCERT

¢ SHAWY. DTHERNTSE

From: General Lounce
National Security Law Branch

Tonterterroriasm Law IInit T/Room 7975
Contact: (202) 2244

Approved By: Curran John F

Drafted By:

ZT8-HO-C1229736-V10 (Pending)Serial 502

THNTET.TLTGENCE _OVERSTGET BOARD
MATTER 2004

S It is the opinion ¢ the Office
Couns=s]l (OGT) that the above referenced matter o

e recorted to the Intelligence Oversizht Board (IOB). Oour
analyszi=z follows.

_____ ) DerT :FBI SCG G-1 7 7
Declassi - ne 29,

References: V=) 27E-HO-Clz2208736-YIO Serial 401

Ag discussed in the refsrenced electro;L;___1
ircy, | IDivision bl

Details:
SRS TNOPITHIEN

B BSOS e a R
"United States person’ asg that fterm 1s defiilined 1n S@‘Tl(! 1201 (1 EE7E
nof the Foreiqgn Intelligence Surveillance Act of 1975, 50 U.S.C. Ny
3ol Ll 1%0l~gﬁ~§§grl ] ibo

3 [Due to administrative facklog and the 07C
cubsegueont woeelkerd, capticned watter was not

administratively olosed In ACSI until

SE\QET
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Senceral Counscl
06/ 30/7004

-r's Office  From:
_{(x)_r 10297 36— ,rI()

""""""""""" "””>§Xé; Cn 11/07/7°00% I Iset 4 rontine lead teo the
4 ivision Lo cerve 3 daticnal Security
= ; i

Frogran Mﬂl_'

e =
Letfer (NzL) in thig case. |Qerv,d|1h§_ﬂﬁﬁ i)
felzphone prov 1jDr| con 1171472002, byt Aid no=
provide the requested Telephone records tol I
0z/27,

/o004, after|

~lo=zure
N4

Oof Thls 1nvestlgatlon.

/N ©n 03/03/2004,|

they had received the teleplhone toll rec-rds regueste
H3L, out a chece of ACS revesled that S
sukeequertly forwarded tn
Without reviewing the te
lephone rezords in an =envelope and
within the <_cszsed investigation

Il

1vestigation.|

~

Section 72-06 of the National Foreiqgn Tntelliqgenos

. (METEM) reguires OGC to determine whether the
tacts related above are required to ke reperted to the ICE.
For the reazong discussed bhelow,
i the Tof.

=

.4 of Exccutive Order (E.OQO.) 1285z,
mandates that Inspectors General and General
e Tnlelligence Commuriity oo
the Assistant Di ctor, Inspection Division, and the Gensral
C-unsel, 0OGC, respectively) report to the IOE “concerning
nte’ligence zctivitieg that they Fave reason to kbelieve may ke
un_awful cor contrary —o Executive orzer -r Pregidential
dirsctive”. Tnisz language was adoptes verbatim from =Z.C. 12334,
dated Doccenkor 4, 1381, when the IOB wags known as the
_nte_ligence Cversigh= Board (PLOR). By _cngstanding agreemen=
Letw
_anguags nas keen interpreted to naniate the reporting of any
violation of a provigsion of the Attorncy General Guaidelines for
FE-Z Foreign Intelligence Collectior anc Foreign
Counterintelliqgence InvesTigations (FCIGY,! or other Jquidelines

mponent.s (o the FRT,

The FOTS wis superseded o Ooteber 31, 20053, by T he
vieral's Guidelines for FBT Maticonsl Security

RET

NSL VIO-34301

this matter need not ke reported

da=zed

Fresiden—z's

ezn the F2ZI and the IOB (and its predecessor, the PICE), this

b2
b7E
b4
b7D
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o Circoctor's Office From: Senceral Counscol

Re.>< SHR=HQ-C1Z29736-YI0, D6/ 30 YAMVIAE:!

or regulations approved ky the Attorrey Zeneral in aczcordance
with E.0. 12333, dated December 4, 1931, 1f surh provision was
designed in full or in part to ensure the protecticon of the
ndividual rights of 1J.3. persons. Viclations of provisions thaz
are esgentially adminis<rative in rature nsed nct ke reported =o
the ZOR. The FRI 15 required, however, to maintain records of
such adrinistrative vioclaz-icons 32 that the Counsel to the IOB may
review them upon regjues=.

iU

N ——
Attorney General's Guidelines for FBT baticnal Secarity
—nvestigations and Foreign Intellicerce Tol_ection (NSTG)
authorize the usze of National Security Letters |
I Pursuant teo this bl

aathority, on I1T/70777003,] Jlaw>ully Zssued a N3L fuL[::::::] b2
fhat reqgpezsted telephone recoxds in this cass.  On 11/14/72003, b7F
properly served the NSL on I b
supzejuent fallure to cancel this lead at the fine tney closed b7D
the wcasgs waa an adminis-rative error that d:d not affest the

_awfuln=sa of the previously served NSL. [;:;::]properly s=aled
and archived the telephone reccords recclvo romn tnhc NSL becausc

the ocass was no longer open a2t the time cf their receipt.

The late receipt of the telephcnes records in this
cazo congtitutes an administrative crror, not 2 cukbstantive
vieolaticn of law or regulation desigrec to pl tect the individual
rights of .5, persons.  As discusses abe under Toregstandineg
ent betwee=n the FEI and the IOE, ddmlnl strative =rrors are

n-t reportakle to the IOB. [:::;:;;] slow response in this case
did not affect the lawfulness HsL. E:ft:]has already

zealed and archived the records in question. Additicnally, none
of these records were rev1cwcd or used by[::::] in its

nvestigation. Under these circumctances, 2t i1s OSCLo _cindnicn

that the late receipt of zhese ftzlephore reccrds byl I.12
iy Fenalf is noT an error That must pe reported to the j3_
e h7E

(U) A copy of cur opinior. should be retained in the
Counterterrcrism “Sivision control file for review by Counsel to
the 0B, 1if reguested.

_nvestigations and Foreign Intelligerce Tol =ction (W3IG).

NSL VIO-34302
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To: \Diregtor's Office  From: General Counsel
ke Yy oTE-HO-CT1229736-VT0, 0a/40/2004

LEAD (s)

Set Lead 1: (Action)

DIRECTOK'S OFEICHE

AT OPR, Fu, DO

{J; For action deemed appropriate.

Set Lead 2: (Action)

COUNTERTERKOKI EM

AT WASHINGTON, DC

(U1 Recad zand oclear.

Set Lead 3: (Action)

AT

(J) kead and clear.

Set Lead 4: (Action)

1 - Mr., Curran

1 - bé
1 - b7¢C
*¢

5 NSL VIO-34304

b2z
b7E



(01/26/1998)
SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: <OUTTHE Date: 0O-R/729/7004

To: [irector's Office Attn: OrK ALL: TNFORMATTON CONTAINED
Counterterrorisn uc, <SOoXUs III}E ‘ FIFD-EXCEFT

SAT, CDC

inTa
SAC; CDC

b2
;b7E From: General Ccunsel
b6 Natieonal Security Law Branch
b7c Tointerterscord s Toaw T L JRoaom 7975
Contact: (202) =224
Approved By: Curran John F T
PP Y bé 1=19-2007
C IED B" 65179 /DMH /KRR SR
|:'[_'|':| Drafted By: 11-18-2032
Case ID #¥: >< 279-HQ-C1229736-V10 (Pending)
iUJM““fMTitle: P2 TNTETTLTGENCE OVERSTGET BOARD
b2 >< MATTER 2004
Synop51§* w) It is the opinion o the Office of the General
Counsesl  (AGT at the above referencez matter nust ke reporze

J —
t: fd' In+cl igen Oversight Boarz (IOB). 0OGT will prepare and

e

ary correspondence to the IOE.

¥

References: (X) 278-HO-C1220736-VIO Serial 401

Details: J As discussed in the referenced electrO?Lﬁ__'1
SINAPITRIY: ihn (RC), | lnivision

(2] ”"I ~~~~~~~~~~~~~~~~~~~~ e — -

"Jnitea States person’ ags That term 1s deflned 1In section 180l(1 bl
of the Foreign Intelligence Surveillance Act of 1978, 50 U.S5.C. B2
Sool o n 1201 el codi 2| ) BIE
|:S:| B B [T T° ainistrative tachlog and The lb6
CubDCCoUCTIL |wcekend capticped gratter was not I -
administratIively —losed 1n A5 until bic

SECQQT
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o Dir”ﬁfﬁr's Offices  From: Sencral Counscl
TX- _{(x)_r 1m /QTIJ(-\_,I'I() ||{—\/ /u/ IR

b2

. b7E
' >%i Crno 11/07 /70003 I Iset 4 rontines lead to the b4

e

3

Division | | to cerve a National Security . op

Letter (N&L) in thic | erved [3], to the /
alp) ll/ll/;uu< hn+| Iﬁid ne=

te_ephone provider

provide the requeste ephone records fo until

02/27/°004, after] |administrative

~lo=zure O Thls 1nvestlgatlon.

R— e 03/03/2004, notified hao—

they hdd reeived the telephone toll [gc-rds regquested by -

H3L, out a chege of ACS revesled that had clos=d the -

nvestigation. sukesequertly Icrwarded the collected fb7E

ftelephone records to) Without reviewing the telephane ﬁb4
’ sealed the telephone records in an envelope and b7D

archived the sealed envelope within the <lcsed investigation

~

Section 72-06 of the National Foreiqgn Tntelliqgencs
Frogran Mﬂhld (METFM) reguires OGC to determine wnhether the
facts rolated above are requirzed to ke reperted to the ICE.

They muast.

(1) Section 2.4 of Executive Order (E.O.) 12853, dazed
Scptenbor 13, 1393, manda—cs that Incpcoctors General and General
Ccunsesls of the Intelligence Commur.ity ccmponents (in the FEI,
ssiatant. Director, Tnspechion Division, and the General

I he A
Counsel, 0GC, respectively) report to the IOE “concerning
nte_ligence activities that they have reason to kelieve may ke
un_zwiul or ocontrary —o Erzecutive crcer ¢r Presidential
dirsctive”

.......... e The

3 al's Guidelineg for FRI Naticnal Security Bl
and Foreiqn Intellizerce Tol_=cficn (NSIE) 2

uze of Naziocnal Security Letters in jb;E

b4

11 A

In thig cace.| | S w‘rhl | should have b7D

oI O O

E;;::::;:]vﬁ@n the investigaticn However, due to
adminlistrative oversighz, notified that
SEC?REI‘

NSL VIO-34306



() e

SEORET

Cotor's Office From: Gencral Counscl
ZTR-HQ-C1229736-VI0, 06/247 7004

151

had cleosed the investigation and thag 3L should ke
resrinded. The FEI's receipt of telephine re-ords in this case
from[:::::] on N2/Z2772004 was unauthorized because there was no
open inveztigation on the sukbject at that time. Conzejguently, in
accordance with E.O. 12563 and Section 2-5¢ of the MEIEM, this
errcr nust ke reported o the IOE, which this office will do.

SECR

NSL VIO-34307

b4
b7D
b2
b7E



Sreg

To: Dirgctor's Office  From: Seneral Counsel
ZTS-HQ-C1Z29736-VT0, 06/29/72004

LEAD (s)

Set Lead 1: (Action)

DIRECTOR'S OFEICE

AT OPR, Fu, DU

(U) For acticn deemed agpropriate.
Set Lead 2: (Action)

COUNTERTERKOKI EM

AT WASHINGTON, DC

(U1 Recad zand oclear.

Set Lead 3: (Action)

AT |
(1) kead and clear. b2

bL7E
Set Lead 4: (Action)

1 j My, Currarn e
] b7C
*4

4 NSL VIO-34308



13)

SEéé%F

INTELLIGENCE QUEESICHT EOARKD [IOE; MATTER

bZ
b7E

D1V IS1TON
o0 [j:|4D (1]
Toazbiuasion, of i TOE mattarbos detorpired that,
Diﬁiéiﬂn-m~wW.m
= | JUT LA T RO
person™ as that term is Jdefined in Secti-n 220111, of the Foreign b1

‘nfe-ll ence Zurveillance Act of 197¢, 5C 1J,3,7. Section 1801 =t

-1
I /.
P Sy

| Cue to adminiszrative backlaog and the subsequentl I b7E

weesend, ~he investigative cass was not :b6
adninlstratively closed until | |  On MNovember 07, bh7C
L), | sc2t a rouzine lezd to thd |Division bhd
| to serve a National Security Letter (H3L) in this 7D
served Lhe NST Lo Cephone provider
on Novemboer 14, 2003, but d:d not provide the

zt=2d felephone records fo until February 27,
2c0d4, afterld |adminicfrqti”%
closure | | of this invesligalion. ©n March 3,
~co4, | Jriotified] |that thev had r=c=ived ths

te_ophone toll recordes regueosted by |NSL, bt that[:::::::]

had suksequentla discove —od T | N oloced the
%tigation‘ t-

Attcrney General's Guidelines for FBI Naticnal Secarity
_nvestigqations and Forcign Inftcllicernce Tol_ eoction (NSTIG)
authorizZe the use of MNazZional Security Letters in | I

Trve

The

] Thus, the FEI's recelp:

ol telerhcones records 1n Lhils case Lrog] | -m February 27,
2004 was uanauthorized because there was NO 008N eaiCeseeeeiie e 11
the sgubject at that time. As corrective action,

sukbzsequently forwarded —he collected telgphope records to

Without reviewing the telephone records, sealed the
te_zphone records in an envelops ard archived the szealed envelope
within the 2losed inves—igation file. “his wmatter has been

referred to the FEI's Office of Profes:

aztion deemesd appfopria:e:ﬁ§(i

=2na’ Responsibility for

S INCLASSIFIED ,EXCEP‘T
WHEEE | SHO W OTHERWIZE

NSL VIO-34309



=1 COURIEK

Genesral Brent Scowcroft (USAF Retired)
Chairman

nte_ligence Cversight Board

Mew Executive Office Building
Washington, D.C.

Dezar General ScoworolT:

Fraolosed for your informatior is a s=lf-ersplanatory
enclozure entitled “Intelligence Oversight Bcard (I0z) Matter,

b2
b7E

Civizicon, Z0U4

Taia enclosure sels forth sSetail s of dfovestigative
activity whicnh the FBI has determirnez was conducted contrary to
the Attorney Seneral Guidelines for EFBI Foreign Intelligence
Czlleztion and Foreign Counterintelligence “nvestigations and/or
_aws, Execubllve Orders, or Presider:tial Dlirectlives whlcoh govern
FEZ fror=ign counterinzelligence ans international terrorisim
nvestigations. (U

Enclo=sure

- Mr. Carran

N
|
N

Lerived from

Leclaazi

NSL VIO-34310



Gen=ral Brent

will

Sooowo ot

e

(LJSAF Retirez)

Snould you or any member of your statf reguaire
additiconal information concerning this matter, an oral kriefing
pe arranged for you o at o yonr ooonvertence. AN

The Honorable John
Attorney Seneral
J.3. Department of
Reom 5111

Mr. Jamess Daler
Counsgel, Cifice of
1.3, Department of
Roow 2150

John E. Curran
Deputy General Counsel

D. Ashcroft

Justice

Inzelligence Policy and Review
Justice

NSL VIO-34311



(Rev. 01-31-2003)
\EspRET

“Case ID #i | <

Title: (N S3L
3A |

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/04/2004
To: Counterterrorism Attn: I70 st ———— eam 12,
29n
Office of General Council Attn: USIB, Rgor 1975,

WATION CONTAINED
MCLA%STIFIED EXCEPT

Attn: ZDC WHERE SHOVH OTHERUISE
Fron
Contact: SAl
. DAT] 4007
Approved By: L B5LI%/DMH/ESRRT

Drafted By:

T8-HQ-1229736-VIO (FPending,

| IDIVISION;

1ICK
~~~~~~ Synopsis+m;EX(; Repor—ing of possible vic_ation of the Attorney
Genzral Gu¥deldnes (AGGs) for FBI National Sescurity
“nvestigations and Foreiqgn Intellicerce Col”_ection, which may be
a rerportakle vicolation <o the Intelligence Oversight Board (IOB).

Details: (3]

|ivision

b1

o
| adminlistratively H7F
clozed ol cose agent, via Flectoopdc Coguuinl caticonn (SC) Jdated
| on I Sue -0

adiministrative ooty S e onseanene |
woekoend, captioned mazZter was not cdmirictratively closed 1 ACS

\EQSFET

NSL VIO-34343



S}SRET

Tor Dounterterrorism From:

Re: Z72-H0O-Cl229735  03/04/2004

unti’ I Di”ision,l I
regoonsible for FlﬁSlan dligoovered the
‘nvestigation had one oULSLATIGLIN: to |
Division for service of a MNaticonzl Security Letter (HSL) Ior

subscricer information and t

Divigion crior to drafting —he

elephore t2.1 records.

(1 Zue to administrative oversight [::]Iﬂ\luluﬂ,
failed to disconztinus this uututdndlng lead to th:[:::]
~losing EZ.  On 02/18/2004, the

outztanding lead tol Division was dizcontinusd dn AC3 by

Livision, but no fur
made. At that time,

he

bheen discontinued an
conducted.

P

Crn 03/03/2004
1ofitiod tha*

direct

notification to Division was
Divisicon incorrectly assuned the lead had
no further investizatizocn was being

Division uufa t;j Division,
they had =erved an SL Tmr sugport of
of teleplore t:ol1 re,ordo, bhut a

check uf AC3 nqj rc-calﬁd PN the matter had oeon

aoministratively closed byl

Division.

i[]hmmeWWWW““ """"" (N,  Subsequent checks of ACS revealed that a routine
) Zivision to Divisigon t~ ser the N3L on
=t 1n ACS), and asslqgned af[::]Lf‘dsiwh Jaha)
(routine lead coverage within L0 davs) Division
NSL to the telephcne E”Ovldell |ﬁn 11/14/200%,
did nol provide e __quebL~d Le_ephone records unt il

The date thaz

Divisicn obta-ned the records was

| z2dvministrative

closzure of this investigazion

wllected ftelepnaope reccrds

irformaticn from

review the enclosed material.

ivision 1s forwarding the
ivision. Jpon receipt of
Ipersonnel will open and/or

The mzterial will renain in a
sealed =znvelope and be archived within the closed investigative

s}o@'r

NSL VIO-34344
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b4
b7D

>
£

b7E

b2
b7E

b2
b7E

~
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SENRET

To: Counterterrorism  From: b7FE
Re: 278-HQ-C1200736  03/04/7°003

LEAD (s) :
Set Lead 1: (Info)

TOMTEXTZRRORT SM

AT WASHINGSTON, Wt

inwm%m“'““MMu:E§<::Eor ITOZS 1, Conug 3, Team 12: Read and clear.

Set Lead 2:

COUNTERTEXRCRISH

AT WASHINGTOMN, DC

(- e &7 For Office of General Council {(0OGC), NSLE:
Referrec &5 pNgsikle IOB violaticn, for approcpriate action.

Set Lead 3: (Info)

| b2
b7E

SECQE‘

NSL VIO-34345



From: (OGC) (FBI) b7C
Sent: Thursday, March 09, 2006 4.02 PM
To: HQ-Div09-OGC; FBI_ALL CDCs; FBI_SAC's; HQ-DIV05-ALL EMPLOYEES;
HQ-DIV13-ALL EMPLOYEES; HQ-DIV16-ALL EMPLOYEES
Subject: New National Security Letter Signature Delegation Authority and new

EC/NSL ponies

: Importanie: High

RECORD 319X-HQ-A1487720-0GC

The Director approved an EC this afternoon delegating new signature authorities for National
Security NSLs implementing the reauthorized PATRIOT Act. The EC is on the NSLB website
along with new ponies for ECs and NSLs. THE PRIOR EC FORMATS AND NSL
FORMATS SHOULD NO LONGER BE USED.

See attached link.

Please disseminate as appropriate.

Assistant General Counsel

National Security Law Policy and Training Unit

National Security Law Branch bé
Office ofl*.naﬁenfral Ceunsel, FBI, JEH, Room 7947 '
202-324 :bZC
Unclassified emai e
SIPRnef 1

This is a Privileged Attorney-Client/Attorney Work Product Communication

DE : i urces
D N: 2
SECRET

DECLASSIFIED BY (65173 DI /KSR /RU
AN 11-15-2007

NSL VIO-34346



U.S. Department of Justice

Federal Bureau of Investigation

Washington. D. €. 20535-0001

EY TOURIER

Genseral Brent Scowcroft (USAF Retirez)
Cliairnan

_nte’lligence Cversight Board

Hew Executive Office Building
Washington, D.C.

Dear Ceneral 3Scowcrofo:

w1 re entitled M ligence Oversight Ecard i(10zZ) Matter,
Divisico, 2004 !

Tniz enclosure sets forth zetalls of Investigative
activity which the FBI has determirez was conducted contrary to
The Attorney General Guidelines for FBI Naticnal Security
nvestigations and Foreign Intelligernce Col_ection and/cr laws,
Exe-utive Orders, or Zresidential Directives which govern FEI
foreign counterintelligence and international terrorism
nvestigations. (1)

Enclozure

AZIIFIED BY 65179/ DMH /K3R/RY

NSL VIO-34347

b2

7E



D -
General Brent Scowcroft (USAF Retirez)

Snould you or any member of your statf requaire
additional information comncerning this matter, an oral briefing
will pe arranged for you at your converlence.

Sincerely,

Johr F. Curran
Deputy Seneral Tounsel

_ - The Honorable John D. Ashcroft
Attorney General
U.3. [Department of Justice
koo 5111

- Mr. Janssz Baler
Counsezl, Cifice of Intelligence FPolloy and Review

U.S. [epartment of Justice
Koo 2150

NSL VIO-34348



SENT

REPossibleIOBvViolation.txt

MessageFrom: |

Sent: Friday., June 25, 2004 10:47 AM
subject: T POssiDle IOB Violation

RECORD 278-hq-c1229736 Serial 401

(FBI) bz

bh7E
b6
b7C

~ Yes, the information was sent toI I
information was not reviewed. The

be archived.
Thanks for your help.

----- original Message-----
F.«om:ﬁmi; (06C) (FBI)
Sent: Friday, June , 2004 9:35 AM

To: (FgI% )
Sub Vviolation

SEC
::;;EE§E<§§;;;;:CIZZ9736 Serial 401

I'm following up on my email to you earlier this week.

to
seale

bo
b7C
b2
h7E

.he
in order to

At that pogint

up and sent to

ALL INFORMATION CONTAINED

HEREIN I% UNCLASSIFIED EXCEFT

WHERE 3SHOWN OTHERWLIE

I would appreciate it if you,

or someone else on your behalf, can answer the question below so that I can close this

I0B,

Thanks

Assistant General Counsel

Counterterrorism Law Unit I
National Security Law Branch
office ¢

202-324

Sent. 2004 2:50 PM
To! (FBI)
SubjJecT: Possible IOB violation

:%Egggg:;78-hq-c1229736 serial 401

eral Counsel, FBI, JEH, Room 7975

Can you please verify for me that

did fo

Page 1

. ! 1-19-3007%
b6 :

IFIED BY 65179/DMH /SR TH
b7¢C L4 {c)
b2
b7E

bl
bé

oy notified HQ of in case ID ;)7C
copy attached. b2

b7E

rward the information collected

NSL VIO-34384



SEQEET

ibleIOBviolation.txt ) ]
from the NSL to[::::]and that has in fact sealed and archived the NSL info as
you stated that you planned to do 1n the last paragraph of you EC?

Thanks
b2
. L7E
Assistant General Counsel b
Counterterrorism Law Unit I Db
National Security Law Branch b7C
gg§1§§4of the General Counsel, FBI, JEH, Room 7975

DERIVED FROMT Classification Gui
CounterIntelligence Investi
DECLASSIFY ON:

ated 1/97, Foreign

E 4+ G-3 FBI Classification Guide G- 97, Foreign
CounterIntelligence ions
DECLASSIFY ON: 20290

SECRET

DERIV :

Investigations
DECLASSIFY ON: 20290621
SECRET

FBI Classification Guide G-3, dated 1/97, Forei ntelligence

Page ?

NSL VIO-34385




U.S. Department of Justice

Federal Bureau of Investigation

7 N

Washington. D. €. 20535-0001

EY TOURIER

Genseral Brent Scowcroft (USAF Retirez)
Cliairnan

_nte’lligence Cversight Board

Hew Executive Office Building
Washington, D.C.

ernpclosure entitled “tfffffigence Oversight Bcard (10z) Matter,

[:::::]Division, cN0d

Tniz enclosure sets forth zetalls of Investigative
activity which the FBI has determirez was conducted contrary to
The Attorney General Guidelirnes for FBI Naticnal Security
nvestigations and Foreign Intelligernce Col_ection and/cr laws,
Exe-utive Orders, or Zresidential Directives which govern FEI
foreign counterintelligence and international terrorism
nvestigations. (1)

Enclozure

CLA,

Dery
Declassi

AZIIFIED BY 65179/ DMH /K3R/RY

NSL VIO-34386



General Brent Scowcroft (USAF Retirez)

Snould you or any member of your statf requaire
additional information comncerning this matter, an oral briefing
will pe arranged for you at your converlence.

Sincerely,

Johr F. Curran
Deputy Seneral Tounsel

= The llonorable John D. Ashcroft
Attorney General
U.3. [Department of Justice
kKoox 5111

- Mr. Janssz Baler
Counsezl, Cifice of Intelligence FPolloy and Review

U.S. [epartment of Justice
Koo 2150

NSL VIO-34387






