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C Cc: Ca;roni Valerie E. (OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI) (OGC) (FBI);

Message - Page 1 of 2

(OGC) (FBI)
From: | kOGC) (FBY)
Sent:  Friday, December 02, 2005 2:30 PM
To: | Lncevean I

[T

|, THOMAS _JULIE F. (OGC) (FBI)]
(OGC)FBI); CTD) (F8I)

Subject: FW. N5Ls

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

FY! - these are the NSL topics that | will be (VERY) briefly discussing on Monday at the meeting.

1) per the below, putting into our website some general policy as to scope of NSLs.

2) drafting policy as to classification of NSL material (see draft document attached)

3) drafting policy for uniform treatment of ECPA payments (see draft document attached)

4} issue of whether NSLs in which we get the wrong material from the carrier because of carrier mistake should
be reported as a potential 10OB

- B) issue as to what we should do with wrong material obtained from carrier (either by our mistake or carrier

mistake) - whether FBI has a document destruction policy allowing us to destroy the documents, should they be
returned to carrier, should they be sealed, etc.

6) drafting policy re serving NSLs by non-secure fax - Security Division says that, in addition to federal
expressing NSLs, which has been allowed since spring, they will approve EC authorizing non-secure fax of NSLs
by the FBI but will not authorize non-secure fax of the return information by the recipient.

If you ¢an think of any other NSL issues you would like raised, please let me know.

----- Original Message----- : .
Froni I(OGC) (FBI)

Sent: Thursday, November 10, 2005 12:22 PM
To: FBI_ALL CDCs

(OGC) (FBI)
ubject: NSLs

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

NSL VIO-19823
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Please help me again. We are getting pummeled with questions here in D.C., in light of a newspaper article, as to
the scope of NSLs, and people are bandying about this idea that we get the records of people who were in touch
with people who were in touch with people. . . We would like to combat this notion with a fair explanation as to
how we generally perceive the scope of telephone NSLs.

So | am trying to see if there is some sort of consensus as to the breadth of telephone NSLs that we issue., The
advice | generally give, and am wondering if it applies to you as well[ |

o
(Sl

That's how | generally see relevance, although obviously in certain cases, there may be reasons to vary the
breadth of the reguest. | |

[But as far as being able to say

that XYZ is generally the policy of the FBI with respect to the scope of telephone NSLs, anyone have any major
issues with what is set forth above? '

thanks

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-19824
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| [0GC) (FBI)

From: BEERS, ELIZABETH RAE (OCA) (FBI) -

Sent: o Monday, November 28, 2005 2:08 PM

To: Do VALERIE E., . LIE F. (OGC) (FBI);|:|
bH7C QG (EB); (OGC) (FBI)

Cc: |(0L:b) (FBI}

Subject: DOJ Ltr re NSLs

UNCLASSIFIED

NON-RECORD

These letters went to the Hill last week and are provided FY). Thanks for your efforts on this issue.

FOF :
P i

NSL.Sensenbrenner NSL.Specter.11.23.
.11.23.05.pdf... 0S.pdf (526 ...

Beth Beers
Special Counsel
Office of Congressional Affairs

202-324:| o

UNCLASSIFIED

1 NSL VIO-19838
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, Message

Page 1 of ‘Z 4

IOGC)(FBI)

From:

0GC) (FBI)

Sent: _Thursday, August 04, 2005 8:40 AM

To:

0GC)(FBY)

(OGC) (FBI
Cc:  BOWMAN, MARION E. (Ol) (FB)
Subject: FW: 2709 Attachment -

UNCLASSIFIED
NON-RECORD

(CTD)(FBI)

OGC)FBI)

as take a crack at defining “electronic communications transactlonal records "which we request
and which is not defined in any way, shape or form i in the legislation.

Let me know if you have any comments.

Thanks.lZl

“Unit Chief

National Security Law Policy and Training Unit

FBI HQ Room
STU IIL: (202) 3
Unclassified Fax: (202) 324
Secure Fax: (202) 3244

2]

-----OrjnmaLMms;l
From OGC)(FBI)

Sent: Wednesday, Aug

To:

Subject: 2709 Attachment

UNCLASSIFIED

NON-RECO

FYIl

D

Assistant General Counsel

ust 03, 2005_11:10 AM

(OGC) (FBIL)

National Security Law Branch
Office of General Counsel FBI

202-324 Voice
ager

202-324

202-324 Fax

8/4/2005

Becure Fax

(OGC) (FBI)

NSL VIO-19859



In preparing your response to this request, you should determine whether your company
maintains the following types of information which may be considered by you to be an electronic
communications transactional record in accordance with Title 18 United States Code Section

-2709.

We are not requesting and you should not provide information pursuant to this request that would
disclose the content of any electronic communication as defined in Title 18 United States Code
Section 2510(8). Subject lines of e-mails are content information and should not be provided

pursuant to this request.

If the records provided are particularly large we request that you provide this information in
electronic format preferably on a CR-ROM.

NSLB 7-28-05
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RFPA National Security Letter (NSL) Checklist
Financial Records (12 U.S.C. § 3414(a)(5))

Electronic Communication
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ECPA National Security Letter (NSL) Checklist

Subscriber Information, Toll Billing and Electronic Communication Transactional Records (18 U.S.C. § 2709)
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» FCRA National Security Letter (NSL) Checklist
ldentity of Financial Institutions or Consumer ldentifying Information (15 U.S.C. § 1681u{a) & (b))

Electronic Communication

g
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RFPA National Security Letter (NSL) Checklist
Financial Records (12 U.S.C. § 3414(a)(5))

Electronic Communication

NSL VIO-19864
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National Security Letter (NSL) Checklist
Identity of Financial Institutions (15 U.S.C. § 1681u)

NSL VIO-19865

Rev. 4/01
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Ny NATIONAL SECURITY LAW BRANCH

Directory (pdf)
Mission T
Library

PENTTBOMB

National Security Letters
FiSA/information Sharing
USA PATRIOT Act

FAQ's

324

— o> & S5Aqex . OGC INTRANET
NSLB Home | Branches/Units | OGC Homa | Search | Sitemap }

National Security Letters

The moment's hottest issue in national security law is that the
issuance of NSL's just got easier. Section 505 of the Anti-Terrorism
Bill enacted 10/26/01 (PL 107-56, or the "USA PATRIOT ACT")
changed the legal standard for issuance of a National Security Letter
to "relevant to an authorized investigation to protect against

_international terrorism or clandestine intelligence activities.” In

addition, the bjll authorized delegation of authority to sign NSL's to

‘the SAC level. (See below.)

Delegation of NSL Authority

An EC of 10/26/01 explained the new legal standard for issuance of a
“National Security Letter,"ji.e., that the records sought be "relevant™to.

, an authorized FCIT investigation.” Pursuant to section 505 of the

Anti-Terrorism bilt passed 10/26/01, an EC dated 11/09/01 delegates -

- authority to sign NSL's to the Deputy Director; the ADIC's and all

DAD's of the National Security Division and the Counterterrorism

Division; the General Counsel and the Deputy General Counsel for
National Security Affairs; the ADIC's and all SAC's of the New York,
Washington and Los Angeles field offices; and the SACs in all other

field divisions.

‘The Director's EC notes that the National Security Law Unit will issue

comprehensive guidance on the preparation of NSL's, as well as the
relevant reporting requirements. On 12/11/2001 the Director
approved the EC transmitting NSLU's guidance for implementing this
new NSL authority. Any questions regarding this communication or

~ NSL's in general should be directed t at (202)
Y — i '

Note that the enclosures to this EC are in WordPerfect format; this
was in response to requests from the field for more user-friendly
ponies. Your feedback as to the effectiveness of formatting them in
WordPerfect would be appreciated. We have also had complaints

from several people that they cannot access many of documents b7C

using Netscape Navigator, and they don't have Internet Explorer. no
There's not much NSLU can do about that, except forward your =
problems/comments to IRD for resolution. Your first -- and probably
best — line of defense is your own computer specialists.

Names and addresses of appropriate offices/persons to whom NSL's
ided| ]

The NSL lists are subject to revision/correction from time to time. We

NSL VIO-19866
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OGC - NSLU - National Security Letters _ Page 2 of 2

have added the "last updated” feature so that in the future you will be
able to tell when these lists were last modified. If you beco
of changes to these lists, please forward that information t

y e-mail. You may also call her at 202-324 , although e-

mail is preferred.

Service onI I

(2

As of 7/28/04
l lis going out of business and will no longer

be able to process requests for any records.

oo ocU
N T A N B )Y

o

Top of Page

Last Updated: Thursday, August 05, 2004

NSL VIO-19867
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OGC - NSLU - FAQ's . Page 1 of 1

NATIGNAL SECURITY LAY BRARCH

OGC INTRANET

NSLB Home | Branches/Units | OGC Home | Search | Sitemap

Directory (pdf)

Mission Frequently Asked Questions
Library

Q: Can an Acting SAC sign NSL's?
PENTTBOMB No. We are awaiting a formal opinion from the Office of
National Security Letters Legal Counsel on this subject, but an oral report of their
FISA/Information Sharing review of this issue is that OLC has determined that
USA PATRIOT Act allowing an "acting” SAC to sign NSL's is inconsistent

with the congressional intent that such delegation go
FAQ's "not lower than" a Special Agent in Charge of a field
office. What appears to be the linchpin of their opinion
is their view that an "acting" SAC, who is not subjected
to the same selection process as the SAC, is lower than

b6 Pl the SAC.
biC
b2 Watch this space. Additional details should be
' forthcoming once we receive OLC's formal opinion on
this matter.

Last Updated: Monday, June 28, 2004

NSL VIO-19868
http:/ 2/17/2005
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,nslchanges.htm . ‘ Page 1 of 7

OGC INTRANET

NSLB Home | Branches/Units | OGC Home | Search | Sitemap
NSL > EC-NSL Changes '

FEDERAL BUREAU OF INVESTIGATION
Precedence: | IMMEDIATE Date:  10/26/2001
To: All Divisions ‘ Attn:  ADIC, SAC, CDC
From: Office of the General Counsel

NSLU/NSLB, Room 7975
- Contacf 202-324

Approved By: Mueller Robert S llI
Pickard Thomas J
Parkinson Larry R

C Steele Charles M

Case ID #: 66F-HQ-A1247863 (None)

Title:  NEWLEGISLATION
: REVISIONS TO FCIAT LEGAL AUTHORITIES
- NATIONAL SECURITY LETTERS

Synopsis: Summarizes recent changes to FCI/IT legal authorities relating to NSLs, and describes
implementation procedures.

Details:
Background

On October 26, 2001, the President signed the "Uniting and Strengthening America Act” which significantly
revises many national security legal authorities. In particular, the Act changes key features of existing National
Security Letter (NSL) authority. This communication summarizes the changes to NSL authorities; related serials
describe other changes effected by the Act. A separate EC of this same date addresses various other FISA-
related provisions of the Act.

NSL are issued in FCI/IT investigations to obtain telephone and electronic communications records from
telephone companies and Internet Service Providers (pursuant to the Electronic Communications Privacy Act, or
ECPA), records from financial institutions (pursuant to the Right to Financial Privacy Act), and information from
credit bureaus (pursuant to the Fair Credit Reporting Act). Delay in obtaining NSLs has long been identified as a
significant problem in FCI/IT investigations. Two factors have contributed most prominently to this delay: the
complexity of the standard predication for NSLs and the requirement that signature authority be restricted to
officials no lower than Deputy Assistant Director. intending to streamline the investigative process, the new Act
addresses both of these issues. Section 505 of the Act changes the standard predication for all three types of
NSLs to simple relevance and allows the Director to delegate signature authority to SACs.

2/17/2005

ttp:




b2
DIE

‘nslchanges.htm - Page 2 of 7

New Standard Predication

Under the new law, all three NSLs are now available when the signature authority certifies that the information
sought is "relevant to an authorized investigation to protect against international terrorism or clandestine
intelligence activities, provided that such an investigation of a United States person is not conducted solely on the
basis of activities protected by the first amendment of the Constitution of the United States." Prior to the Act, the
statutes required both relevance and "specific and articulable facts" giving reason to believe that the subject is an
agent of a foreign power (or, in the case of subscriber requests, had been in contact with such an agent). This
"agent of a foreign power" prong of the standard made it necessary to collect and document specific facts
demonstrating that the standard had been met. This requirement and the complexity of the standard itself often
led to extensive delays in generating NSLs. The new law makes the NSL standard roughly analogous to that for a
criminal subpoena.

The new standard requires that the information sought be relevant to an "authorized investigation to protect
against international terrorism or clandestine intelligence activities." This meansﬁmgs_tigm properly
authorized under the Attorney General Guidelines for FBI Foreign Intelligence Collection and Foreign
Counterintelligence Investigations ("FCI AGG"). Although the language differs somewhat from that used in the
previous versions of the statute, OGC and DOJ take the position that all investigations authorized pursuant to the
FCI AGG are "to protect against international terrorism or clandestine intelligence activities.”

The Act also inserts the language "provided that such an investigation of a United States person is not
conducted solely on the basis of activities protected by the first amendment of the Constitution of the United
States." Congress inserted this to indicate that the techniques will not be used against U.S. persons who are
merely exercising constitutionally protected rights. However, it is highly unlikely, if not entirely impossible, for an
investigation to be authorized under the FCI AGG that is "solely” based on protected activities. In other words, all
authorized investigations of U.S. persons wil! likely involve some allegation or possibility of illegal activity (e.g.,
terrorism, espionage, clandestine intelligence activities, etc.) which is not protected by the First Amendment.

Finally, the new standard does not mean that NSLs are available only on the subjects of full investigations. An
NSL is available when the information sought is "relevant" to the investigation, as described above. For exampie,
information concerning apparent associates of, or individuals in contact with, the subject of a full investigation,
may be relevant.

Signature Authority
The Act allows the Director to delegate signature authority down to Deputy Assistant Directors at FBIHQ and
SACs in "designated" field offices. The current statute allows only for delegation to DADs. Thus, NSL authority
now is delegated to only the ADs and DADs in NSD and CTD, and to the ADICs at LA, NY, and WFO.

The new legislation allows delegation to the SACs in field offices "designated by the Director." This language
reflects Congress' intention that the delegation not occur automatically, but that the Director choose which offices
needed, and were properly prepared to exercise, delegated authority. The Director saon will make initial
delegations to field offices in a separate communication. Field offices with delegated authority will receive
detailed instructions on the process of preparing and issuing NSLs. SACs should not sign NSLs until they
have been properly designated by the Director. Offices not receiving delegated authority should continue to
submit NSL requests through the relevant units in NSD and CTD at FBIHQ. NSLU will continue to prepare these
letters. :

Changes in Statutory Language

What follows are the actual changes in the three statutes governing NSLs. A "redlined" version showing
additions and deletions is given first. A clear copy of the new version then follows.

1. Electronic Communications Privacy Act (ECPA) U.18 U.S.C. § 2709: (S. 1510 Sec. 506)

"Redlined" Text Key: New text Rermevedtext

NSL VIO-19870
http bz 2/17/2005
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§ 2709. Counterintelligence access to telephone toll and transactional records

http:

(a) Duty to provide.--A wire or electronic communication service provider shail comply with a
request for subscriber information and toll billing records information, or electronic communication
transactional records in its custody or possession made by the Director of the Federal Bureau of
Investigation under subsection (b) of this section.

(b) Required certification.—-The Director of the Federal Bureau of Investigation, or his‘ designee ina
position not lower than Deputy Assistant Director at Bureau headquarters or a Special Aqent in
Charge in a Bureau field office designated by the Director, may—

(1) request the name, address, length of service, and Iocat and long distance toll
billing records of a person or entity if the Director (or his designee-r-a-pesiien-pet
towor-then-Beputy-fosistant-Birester) certifies in writing to the wire or electronic
communication service provider to which the request is made that the name, address,
length of service, and toll billing records sought are relevant to an authorized
investigation to protect against international terrorism or clandestine intelligence
activities, provided that such an investigation of a United States person is not
conducted solely on the basis of activities protected by the first amendment of the
Constitution of the United States; and made-that—

Ao-the-ramereddrecerlength-of-aervieeand-tol-billing-recorde-cought
e&&;elevenbte—en—eu&he&eed#emgn—eeuntem&e&bgeneeme&geﬁen—
and

B)-there
the-pefemewhmhemetmeughﬂeéemogn
-defmed-m-eeet@en-m-ef-the

. power-or-or-agent-of-a-feroigh-poweras

(2) request the name, address and Iength of service of a person or enttty |f the
Director (or his designee-h-a-pe : :
certifies in writing to the wire or electronlc communlcatlon service prowder to whlch the
request is made that the information sought is relevant to an authorized investigation

to protect against international terrorism or clandestine intelligence activities, provided
that such an investigation of a United States person is not conducted solely on the

basis of activities protected by the first amendment of the Constitution of the United
States meade-that—

ythe-informat . . .
: ”"'.'at'e" Soughtic-Fe 'e;'e“::e af-autherzed-foreign

eommunicatien-factities-rogistorod-n-the-pame-e-tho-peresh-orentity
heve-beep—u_eedﬁh&eagh—he—eeweee—eﬁ-eueh-pmder—m

NSL VIO-19871 -
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invel iAvel olationokit irinal ¢

(Remainder of statute unchanged)

New Version of 18 U.S.C. § 2709 (without redlining} |

§ 2709. Counterintelligence access to telephone toll and transactional records

(a) Duty to provide.—A wire or electronic communication service provider shall comply with a
request for subscriber information and toll billing records information, or electronic communication
transactional records in its custody or possession made by the Director of the Federal Bureau of
Investigation under subsection (b) of this section.

{b) Required certification.—~The Director of the Federal Bureau of Investigation, or his designee in a
position not lower than Deputy Assistant Director at Bureau headquarters or a Special Agent in
Charge in a Bureau field office designated by the Director, may--

(1) request the name, address, length of service, and local and long distance toll
billing records of a person or entity if the-Director (or his designee) certifies in writing
to the wire or electronic communication service provider to which the request is made
that the name, address, length of service, and toll billing records sought are relevant
to an authorized investigation to protect against international terrorism or clandestine
intelligence activities, provided that such an investigation of a United States person is
not conducted solely on the basis of activities protected by the first amendment of the
Constitution of the United States; and

(2) request the name, address, and length of service of a person or entity if the
Director (or his designee) certifies in writing to the wire or electronic communication
service provider to which the request is made that the information sought is relevant to
an authorized investigation to protect against international terrorism or clandestine
intelligence activities, provided that such an investigation of a United States person is
not conducted solely on the basis of activities protected by the first amendment of the
Constitution of the United States.

(Remainder unchanged)

2. Right to Financial Privacy Act

“Redlined" version of 12 U.S.C. § 3414(a)(5)

(8)(A) Financial institutions, and officers, employees, and agents thereof, shall comply with a
request for a customer's or entity's financial records made pursuant to this subsection by the
Federal Bureau of Investigation when the Director of the Federal Bureau of {nvestigation (or the
Director's designee in a position not lower than Deputy Assistant Director at Bureau headguarters or
a Special Agent in Charge in a Bureau field office designated by the Director) certifies in writing to
the financial institution that such records are sought for foreign counterintelligence purposes to
protect against international terrorism or clandestine intelligence activities, provided that such an
investigation of a United States person is not conducted solely on the basis of activities protected by
the first amendment of the Constitution of the United States. seughi-for-foreigr-eeunierirteligense

. - > . |

mmm%WWMcMWMi

{(Remainder unchanged)

New version of 12 U.S.C. § 3414(a)(5)

NSL VIO-19872
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(5)(A) Financial institutions, and officers, employees, and agents thereof, shall comply with a
request for a customer’s or entity's financial records made pursuant to this subsection by the
Federal Bureau of Investigation when the Director of the Federal Bureau of Investigation (or the
Director's designee in a position not lower than Deputy Assistant Director at Bureau headquarters or
a Special Agent in Charge in a Bureau field office designated by the Director) certifies in writing to
the financial institution that such records are sought for foreign counterintelligence purposes to
protect against international terrorism or clandestine intelligence activities, provided that such an
investigation of a United States person is not conducted solely on the basis of activities protected by
the first amendment of the Constitution of the United States.

(Remainder unchanged)
3. Fair Credit Reporting Act
"Redlined" Version of 15 U.S.C. § 1681u
§ 1681u. Disclosures to FBI for counterintelligence purposes

(a) Identity of financial institutions. Notwithstanding section 1681b of this title or any other provision
of this subchapter, a consumer reporting agency shall furnish to the Federat Bureau of Investigation
the names and addresses of all financial institutions {as that term is defined in section 3401 of Title
12) at which a consumer maintains or has maintained an account, to the extent that information is in
the files of the agency, when presented with a written request for that information, signed by the
Director of the Federal Bureau of investigation, or the Director's designee in a position not lower
than Deputy Assistant Director at Bureau headquarters or a Special Agent in Charge in a Bureau
field office designated by the Director, which certifies compliance with this section. The Director or
the Director's designee may make such a certification only if the Director or the Director's designee
has determined in writing, that such information is sought for the conduct of an authorized
investigation to protect against international terrorism or clandestine intelligence activities, provided
that such an investigation of a United States person is not conducted solely on the basis of activities

protected by the first amendment of the Constitution of the United States. inwriting-thet—

£h-such-information-ie-necescarr-ferthe-oondust-of-an-autherized-foreign
eeaatenﬂelhgeaee—mveeﬂgaﬂea—aad

(b) Identifying information. Notwithstanding the provisions of section 1681b of this title or any other
provision of this subchapter, a consumer reporting agency shall furnish identifying information
respecting a consumer, limited to name, address, former addresses, places of employment, or
former places of employment, to the Federal Bureau of Investigation when presented with a written
request, signed by the Director or the Director's designee in a position not lower than Deputy
Assistant Director at Bureau headquarters or a Special Agent in Charge in a Bureau field office
designated by the Director, which certifies compliance with this subsection. The Director or the
Director's designee may make such a certification only if the Director or the Director's designee has
determined in writing that such information is sought for the conduct of an authorized investigation
to protect against international terrorism or clandestine intelligence activities, provided that such an
investigation of a United States person-is not conducted solely on the basis of activities protected by
the first amendment of the Constitution of the United States. inwriting-that—

NSL VIO-19873
http:{ | - 2/17/2005
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{c) Court order for disclosure of consumer reports. Notwithstanding section 1681b of this title or any
other provision of this subchapter, if requested in writing by the Director of the Federal Bureau of
Investigation, or a designee of the Director in a position not lower than Deputy Assistant Director at
Bureau headquarters or a Special Agent in Charge in a Bureau field office designated by the
Director, a court may issue an order ex parte directing a censumer reporting agency to furnish a
consumer report to the Federal Bureau of Investigation, upon a showing in camera that the report is
sought for the conduct of an authorized investigation to protect against international terrorism or
clandestine intelligence activities, provided that such an investigation of a United States person is
not conducted solely on the basis of activities protected by the first amendment of the Constitution
of the United States. ir-eamere~that—

Eihe-senenmerropere-noccseary-forihe-sondueelan-autherzed-lereign
eeuntefrtoliigonce-Rvestigation-ard

Wwheeo-00Remer-Fopert-ie-cotght—

A  o-forei _and
{BHe-engaging-or-has-ongaged-in-an-actotinterrational-orersm-(ae
thet o dohrod on-+80-Heyoi-Fitle-50) andosk
etatutos-efthe-Unitod-Siatee-

The terms of an order issued under this subsection shall not disclose that the order is issued for

purposes of a counterintelligence investigation.

(Remainder unchanged)

New Version of 15 U.S.C. § 1681(u)

§ 1681u. Disclosures to FBI for counterintelligence purposes

http:

(a) Identity of financial institutions. Notwithstanding section 1681b of this title or any other provision
of this subchapter, a consumer reporting agency shall furnish to the Federal Bureau of Investigation
the names and addresses of all financial institutions (as that term is defined in section 3401 of Title
12) at which a consumer maintains or has maintained an account, to the extent that information is in
the files of the agency, when presented with a written request for that information, signed by the
Director of the Federal Bureau of Investigation, or the Director's designee in a position not lower
than Deputy Assistant Director at Bureau headquarters or a Special Agent in Charge in a Bureau
field office designated by the Director, which certifies compliance with this section. The Director or
the Director's designee may make such a certification only if the Director or the Director's designee
has determined in writing, that such information is sought for the conduct of an authorized
investigation to-protect against international terrorism or clandestine intelligence activities, provided
that such an investigation ofia United States person is not conducted solely on the basis of activities
protected by the first amendment of the Constitution of the United States.

(b) Identifying information. Notwithstanding the provisions ofi section 1681b of this title or any other
provision of this subchapter, a consumer reporting agency shall furnish identifying information
respecting a consumer, limited to name, address, former addresses, places of employment, or

NSL VIO-19874 :
o 2/17/2005
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former places of employment, to the Federal Bureau of Investigation when presented with a written
request, signed by the Director or the Director's designee in a position not lower than Deputy
Assistant Director at Bureau headquarters or a Special Agent in Charge in a Bureau field office
-designated by the Director, which certifies compliance with this subsection. The Director or the
Director's designee may make such a certification only if the Director or the Director's designee has
determined in writing that such information is sought for the conduct of an authorized investigation
to protect against international terrorism or clandestine intelligence activities, provided that such an
investigation of a United States person is not conducted solely on the basis of activities protected by
the first amendment of the Constitution of the United States.

(c) Court order for disclosure of consumer reports. Notwithstanding section 1681b of this title or any
other provision of this subchapter, if requested in writing by the Director of the Federal Bureau of
Investigation, or a designee of the Director in a position not lower than Deputy Assistant Director at
Bureau headquarters or a Special Agent in Charge in a Bureau field office designated by the
Director, a court may issue an order ex parte directing a consumer reporting agency to furnish a
consumer report to the Federal Bureau of Investigation, upon a showing in camera that the report is
sought for the conduct of an authorized investigation to protect against international terrorism or
clandestine intelligence activities, provided that such an investigation of a United States person is
not conducted solely on the basis of activities protected by the first amendment of the Constitution
of the United States. The terms of an order issued under this subsection shall not disclose that the
order is issued for purposes of a counterintelligence investigation.

{(Remainder unchanged})

Questions and Additional Information

The National Security Law Unit (202-324: is available to answer questions about this legislation. In
addition, materials relating to the new legislation will be posted on the NSLU FBI Intranet website, which can be
found httg:l or through the OGC page.

LEAD(s):

Set Lead 1: (Adm)
ALL RECEIVING OFFICES

Disseminate to personnel involved in FCI/IT operations and to other
division personnel as appropriate. »
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FEDERAL BUREAU OF INVESTIGATION
Precedence: IMMEDIATE 'Date: 11/09/2003
To: All Divisions Attn.  ADIC; SAC,; CDC

From: Office of the General Counsel
NSLU/NSLB, Room 7975

Contac 202-324
Approved By: Mueller Robert S III bE
Pickard Thomas J o
Parkinson Larry R b7C
* Steele Charles M : b2
Drafted By:

CaseID#: 66F-HQ-A1255072 (None)  [Ser 15]

Title: NATIONAL SECURITY LETTERS
DELEGATION OF SIGNATURE AUTHORITY

Synopsis: Delegate signature authority for National Security Letters to SACs and FBIHQ officials.

Details: Public Law 107-56 (the "USA PATRIOT Act"), which the President signed on October 26, 2001 Friday,
significantly changes National Security Letter (NSL) authority. Specifically, it reduces the standard for issuing an
NSL to one of simple relevance (analogous to a criminal subpoena) and it allows delegation of signature authority
to SACs (the current delegation level is no lower than Deputy Assistant Director).

Therefore, in order to enhance the efficiency of NSLs as investigative tools in FCI/IT investigations, | am
delegating signature authority for NSLs to the SACs and selected FBIHQ officials. The National Security Law
Unit, OGC, will be in charge of implementing the delegated authority, and will provide instructions on issuing
NSLs in a separate communication.

This delegation gives field offices an enhanced ability to use NSLs in active investigations. However, it also

- imposes on field offices a number of legal obligations. Since the FBI is required to report NSL activity to Congress

semi-annually, the field will be responsible for timely statistical reporting to NSLU. SACs and other field office
supervisors will also be responsible for ensuring that the authorities are used appropriately. The NSL delegation
authority, like many of provisions of Public Law 107-56, will expire in four years. The FBIi's use of these new, and
more broadly available, national security authorities doubtiess will be scrutinized by Congress when the law
comes up for re-authorization.

Effective immediately, | am delegating the authority to sign National Security Letters issued pursuant to the
Electronic Communications Privacy Act (18 U.S.C. § 2709), the Right to Financial Privacy Act (12 U.S.C. § 3414
(a)(5)(A}), and the Fair Credit Reporting Act {15 U.S.C. § 1681u) to the following officials:

SVIOTIORTE
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1. The Deputy Director;

2. The Assistant Directors in charge, and all Deputy Assistant Directors, of the Counterterrorism
Division and the National Security Division,;

3. The General Counsel and the Deputy General Counsel for National Security Affairs;

4. The Assistant Director in Charge, and all SACs, of the New York, Washington, D.C., and Los
Angeles field offices;

5. The SACs in all other field divisions.
The National Security Law Unit will issue comprehensive guidance on the preparation of NSLs and the

relevant reporting requirements. Field divisions that do not already issue NSLs should await this guidance before
issuing their own NSLs.

LEAD(s):
Set Lead 1: (Adm)

ALL RECEIVING OFFICES

Read and clear.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE Date: . 12/11/2001

To: All Field Offices . Attn:  ADIC; SAC; CDC
. FCIIT Supervisors
Counterterrorism AD Watson; DADSs
Section Chiefs
National Security AD Gallagher; DADs
Section Chiefs

From: General Counsel .
National Security Law Unit, Room 7075
Contact 202-324|

Approved By:  Mueller Robert S Ili

Pickard Thomas J . Lo
Parkinson Larry R b7C
Bowman M E : . 1o

Drafted By:

Case ID#: 66F-HQ-A1255972 |

Title: 'NATIONAL SECURITY LETTER MATTERS

Synopsis: Provides guidance on the preparation, approval, and service of National Security Letters (NSLs).
Reference: 66F-HQ-A1255972 Serial 15

Enclosure(s): 1) Subscriber Information NSL Model
2) Toll Billing Records NSL Model
3) Electronic Subscriber Information NSL Model
4) Electronic Communication Transactional Records NSL Model
5) Financial Records NSL Model
6) ldentity of Financial Institutions NSL Model
7) Consumer identifying Information NSL Model
8) Subscriber/Electronic Subscriber (EC) Model
9) TolifTransactional Records EC Model
10) Financial Records EC Model
11) Financial Institutions/Consumer Identity EC Model|
12) ECPA NSL Checklist
13) REPA NSL Checklist
14) FCRA NSL Checklist
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Details: In the referenced communication, dated 11/09/2001, the Director of the FBI delegated the authority to
certify NSLs to the following officials: (1) the Deputy Director; (2) The Assistant Directors (ADs) and all Deputy
Assistant Directors (DADs) of the Counterterrorism Division (CTD) and the National Security Division (NSD); (3)
the General Counsel and the Deputy General Counsel for National Security Affairs (DGC), Office of the General
Counsel (OGC); (4) the Assistant Director in Charge (ADIC), and all Special Agents in Charge (SACs), of the New
York, Washington, D.C., and Los Angeles field divisions; and (5) the SACs in all other field divisions. The purpose
of this electronic communication is to provide comprehensive guidance on the preparation, approval, and service
of NSLs.

1. Introduction to National Security Letters

NSLs are administrative subpoenas that can be used to obtain several types of records. There are.three
types.of NSLs. First, pursuant to the Electronic Communications Privacy Act (ECPA), 18 U.S.C. § 2709, the FBI
can issue NSLs-for: (1) telephone subscriber information (limited to name, address, and length of service); (2)
telephone local and long distance toll billing records; and (3) electronic communication transactional records.
‘Second, pursuant to the Right to Financial Privacy Act (RFPA), 12 U.S.C. § 3414(a)(5), the FBI can issue NSLs to
obtain financial records from banks and other financial institutions. Finally, pursuant to the Fair Credit Reporting
Act (FCRA), 15 U.S.C. § 1681y, the FBI can issue NSLs to obtain consumer identifying information and the
identity of financial institutions from credit bureaus.

NSLs are tools available in investigations conducted under the Attomey General Guidelines for FBI Foreign

 Intelligence Collection and Foreign Coupterintelligence Investigations (FCIG). The FCIG currently provide that an
"NSL can be issued during the course o

international terrorism or foreign counterintelligence investigation.
NSLs cannot be used in criminal investigations unrelated to international terrorism or clandestine
intelligence activities. Given the new statutory language, the OGC and DOJ have taken the position that NSLs

C may be authorized in foreign counterintelligence (FCI) and international terrorism (1T} ]
with prior coordination through the relevant NSD or CTD unit a Q. This position is based on the
conclusion that all investigations authorized under the FCIG, includin are to "protect against international

terrorism or clandestine intelligence activities," as required by the NSL statutory authorities. At present, however,
issuing an NSL in the context of d_]will require a waiver or modification of the FCIG. Obtaining such a waiver
currently is possible only in international terrorism cases. The FCIG are being revised, but this revision may take
some time. Thus, whenever the information sought is relevant to an established | the field likely
will find it more efficient to issue an NSL out of the relate4 Ithan to request one inl I

2. General Policy on the Use of NSL Authority

~ NSLs are powerful investigative tools, in that they can compel the production of substantial amounts of
relevant information. However, they must be used judiciously. The USA PATRIOT Act greatly broadened the FBI's
authority to gather this information. However, the provisions of the Act relating to NSLs are subject to a "sunset"
provision that calls for the expiration of those provisions in four years. In deciding whether or not to re-authorize
the broadened authority, Congress certainly will examine the manner in which the FBI exercised it. Executive
Order 12333 and the FCIG require that the FBI accomplish its investigations through the "least intrusive” means.
Supervisors should keep this in mind when deciding whether or not a particular use of NSL authority is
appropriate. The greater availability of NSLs does not mean that they should be used in every case.

In addition, the removal of any requirement for FBIHQ coordination in the issuing of NSLs creates the
possibility of duplicate requests for the same information by different field offices. Field offices must take steps to
avoid this. In particular, the field should check FBI databases (ACS, Telephone Application, etc.) and open
sources to see if the information sought has already been obtained by the FBI or whether it is publically available.
This is particularly important when considering issuing NSLs for telephone or electronic communications data
under the Electronic Communications Privacy Act (ECPA). Unlike the criminal authorities in ECPA, the NSL
authority does not require the government to reimburse carriers or Internet Service Providers (ISPs) for the cost of
producing the requested information. A dramatic increase in duplicate NSLs will only augment existing pressure to
require governmental reimbursement.

Individual field offices have the responsibility for establishing and enforcing an appropriate review and
approval process for the use of NSL authorities.

3. The Mechanics of Producing NSLs

NSL VIO-19879 :
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For all types of NSLs, the issuing office needs to prepare two documents: (1) the NSL itself, and (2) an EC
approving the NSL and documenting the predication. Model NSLs and ECs for all variations of the three types of
NSLs are included as attachments to this communication. These maternials will also be placed on the NSLU
Intranet Website and will be distributed by GroupWise e-mail. Once the initial implementation of these new
authorities is accomplished, NSLU will work to develop a macro or form to further streamline the NSL process.

A. The NSL

There are presently seven variations of the three NSL types: 1) subscriber information; 2) toll billing
records; 3) electronic subscriber information; 4) electronic communication transactional records; 5) financial
records; 6) identity of financial institutions; and 7} consumer identifying information. This section will discuss the
features that these variations share in common and highlight the differences.

All NSLs must be addressed to an appropriate company point of contact. NSLU will place a list of known
points of contact on its intranet website. However, the responsibility for ensuring that the company point of contact
is up to date belongs to the drafting field division. Field divisions should advise NSLU of any new points of
contact, or when a particular point of contact is no longer valid. Please note that the company point of contact
address does not include a zip code, because NSLs must be hand-delivered.

The first paragraph of every NSL provides the appropriate statutory authority for the request, identifies the
types of records requested, and provides available identifying information so that the company can process the
NSL request. It is this first paragraph that contains the differences that warrant the seven NSL varieties.

Subscriber and electronic subscriber NSLs should have a specific date for each of the phone numbers/e-
mail addresses requested. Typically, the specific date is going to be the date that the phone number or e-mail
address was used in communication with the subject of the investigation. Any phone numbers identified in a
subscriber request should contain all ten digits of the phone number, including the area code.

Toll billing record and electronic communication transactional record requests should have a range of dates
for each of the phone numbers/e-mail addresses requested. The date range may be from inception to present, or
some other specified date range relevant to the investigation. Any phone numbers identified in a toll billing record
request should contain all ten digits of the phone number, including the area code.

Financial record requests should include all available identifying information to facilitate the financial
institution's records search. Typically, such identifying information includes: name, account numbers, social
security number, and date of birth. The time period for financial record requests is typically from mceptlon of
account(s) to present although a more specific date range may be used.

Credit record requests are similar to financial requests in that they should include available identifying
information to facilitate the credit agency's records search. Typically, such identifying information includes: name,
social security number, and date of birth. There is no need to specify a date range for credit record requests
because these requests seek all records where the consumer maintains or has maintained an account.

The second paragraph of every NSL contains the statutorily required certification language. The
certification language is virtually identical for every NSL. However, please note that the certification language
used in the financial records NSLs is slightly different than the others in that it states "the records are sought for
foreign counterintelligence purposes . . . ." Financial records also contain an additional certification that the FBI
has complied with all applicable provisions of the RFPA. Use of the model NSLs will ensure that the proper
certifications are made.

The next paragraph contains an admonition for the phone company, ISP, financial institution, or credit
agency receiving the NSL. The paragraph warns that no officer, employee, or agent of the company may disclose
that the FBI has sought or obtained access to the requested information or records.

The last substantive paragraph instructs the company point of contact to provide the records personally to a
representative of the delivering field division. It also states that any questions should be directed to the delivering
field division. This last paragraph requires the persan preparing the NSL to input the appropriate delivering field
division in two places.

: . NSL VIO-19880
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The model NSLs for financial records and electronic communication transactional records each have a
separate attachment. These attachments provide examples of information which the company might consider to
be flnan0|al or electronic comrnunlcatlon transactional records.

Finally, the NSL is an unclassified document because it does not detail the specific relevance of the
requested records to an authorized FBI investigation. There is no need to classify the NSL when attaching it to the
cover EC.

B. The Cover EC

The Cover EC serves four essential functions in the NSL process: (1) it documents the predication for the
NSL by recording why the information sought is relevant to an investigation; (2) it documents the approval of the
NSL by relevant supervisors and the legal review of the document; (3) it contains the information needed to fulfiil
the Congressional reporting requirements for each type of NSL; and (4) it transmits the NSL to the requesting
squad or delivering field division for delivery to the appropriate telecommunications carrier, ISP, financial
institution, or credit agency. There are four varieties of model ECs provided with this communication: (1)
subscriber/electronic subscriber information; (2) toll billing/electronic communication transactional records; (3)
financial records; and (4) credit information. When preparing an NSL request, the field should use one of these
model ECs, giving special consideration to the elements discussed in this section.

1) Field Descriptors

This section will generally explain how most of the EC field descriptors should be completed. The
"Precedence" descriptor will typically be "ROUTINE." The "Date" descriptor should reflect the date the NSL and
the EC were approved. The "To" descriptor will always include "General Counsel" and the requesting squad's
field division. It may also inciude the name of the delivering field division (always] fin the case of
FCRA NSLs) and the office of origin, if applicable. The "Attn" descriptor should include the name of the Chief,
NSLU, and the squad supervisors and case agents from the requesting squad, delivering field division, and office

of origin, if applicable and if known. The credit mode! EC identifies the FBI personnel working oﬁ |
[ iwho are currently responsibie for the service of FCRA NSLs. The "From" descriptor should identify the

certifying official's field division, and include the title of the certifying official. The "Contact" descriptor should
reflect the name and phone number of the requesting squad case agent. The "Drafted By" descriptor should
reflect the name of the person who prepared the NSL package. The "Case ID #" descriptor must contain the case
file number relevant to the request, and the case file numbers indicated in the model EC. The "Title" descriptor
should list the subject’s name, any known aliases, whether the investigation is an FCI or IT investigation directed
at a particular foreign power, and identify the office of origin, e.g., WILLIAM BADGUY, AKA BILL BADGUY, FCI-
IRAQ, OO: NEW YORK. The "Synopsis" descriptor should use the standard boilerplate contained in the

appropriate model EC. The "Derived From" dJasmnmLshmﬂd.ba_Gﬁhn_bnld.htypeface The "Declassify On"
descriptor should be "X1" in bold typeface. th escriptor should contain

Jhe subject and indicate whether the subjectis a U.S. person.
Please note that the word "Field" has been deleted from the field descriptor contained in the standard EC macro.
In the unlikely hat an isis with prior FBIHQ approval, the field descriptor should be
edited to stat ' The remaining descriptors can be filled in according to the model
EC being used:

2) Predication and Relevance

The USA PATRIOT Act has greatly simplified the NSL process. The FBI official authorizing the issuance of
an NSL is no longer required to certify that there are specific and articulable facts giving reason to believe that the
information sought pertains to a foreign power, or an agent of a foreign power. NSLs may now be issued upon a
certification of relevance to an authorized investigation to protect against international terrorism or clandestine
intelligence activities.

Accordingly, the first paragraph in the "Details" section of the EC should contain the predication for the full
investigation and identify the relevance of the requested records to the investigation. Both the predication and
relevance should be stated clearly and concisely. The predication should track with the predicates contained in
FCIG, Section lIl.C.1. For example, the predication might state]

subject, a Non-U.S. person, was authorized in accordance with the Attorney General Guidelines because he ma
be a |" Another example might state,l |
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terrorism investigati ‘ thorized i '

Guidelines becauss
v The relevance requirement ties the requested records to the appropriate|:l For example,
b2 relevance couid be established by stating, "This subscriber information is being requested to determine the

BTE Another example
B might state, "The subject’s financial records are being requested to determme'

3) Approval

The second paragraph in the "Details” section and the "Approved By" descriptor field of the EC should
reflect the level of the official approving the issuance of the EC and signing the NSL'’s certification. Prior to
certification, every NSL and cover EC issued by the field division should be reviewed by the squad supervisor, the
Office of the Chief Division Counsel, and the ASAC. Lawyers reviewing NSL packages should use the checklists
provided with this communication to ensure legal sufficiency. The last step in the approval process occurs when
the certifying official (Deputy Director, ADs, General Counsel, ADICs, DADs, DGC, or SACs) personally signs the
NSL and initials the EC. Certifying officials may not further delegate signature authority.

4) Reporting Requirements

NSLU will continue to prepare the mandatory reports to Congress required for each NSL type. To ensure
that NSLU receives sufficient information to prepare these reports, it is critical that the person preparing the NSL
package follow the NSL and EC models very carefully. The second lead in every model EC requests NSLU to
“record the appropriate information needed to fulfill the Congressional reporting requirements for NSLs.” NSLU
will be able to compile the reporting data provided that the cover EC includes the case file number, the subject's
U.S. person status, the type of NSL issued, and the number of phone numbers, e-mail addresses, account
numbers, or individual records being requested in the NSL. Once NSLU has entered this reporting data into its
NSL database, it will clear the lead set in the cover EC.

5) Transmittal

Often, the squad requesting the NSL will be able to hand-carry the NSL locally to the appropriate company
point of contact. However, in many situations, the field division drafting the NSL will have to get it delivered by
another field division. In these situations, the drafting division should attempt to identify the squad and personnel
at the delivering field division who will be responsibie for delivering the NSL. In the event that the office of origin is
different than either the drafting division or delivering division, the person drafting the NSL package should ensure
that the case agent from the office of origin receives a copy of the package. The first lead in the model ECs
should direct the requesting squad or delivering field division to deliver the attached NSL. If the delivering division
is different than the drafting division or the office of origin, then this first lead should also request the delivering
division to submit the results to the drafting division and/or the office of origin.

4. NSL Preparation Assistance

Some field divisions may, for a variety of reasons, opt not to exercise their delegated authority to issue
NSLs. Other field divisions may exceed their capacity to issue NSLs and seek assistance in handling the
overflow. NSLU will continue to process any NSL request that it receives. Field divisions should send their
requests directly to NSLU, with information copies to the FBIHQ substantive unit. Such requests must contain all
the information identified in this communication as necessary to prepare the NSL package. NSLU antmpates that
it will be able to process such requests within one to three business days.

né Any questio ing this cdmmunication may be directed ta NSLU,
70 NGC, at (202) 324
©Z  LEAD(s):

Set Lead 1: (Adm)
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ALL RECEIVING OFFICES

Distribute to all supervisory personnel involved in the National Security Letter process.
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