
Message Page 1 of 6 
ILL IHI ttlHIJ) 

O G C ) (INT) 

From: (OGC) (FBI) 

Sent: Monday, August 15, 2005 8:19 AM 

(OGC) (FBI) To 

Cc: 
(FBI) 

Subject: RE 

(FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

(OGC) (FBI) (OGC) 

b6 
b7C 
b2 
b7E 
b5 

b 5 

Original Messaae-
From ](OGC) (FBI) 
Sent: Thursday, August 11, 2005 11:43 AM 
To: I \(OGC) (FBI); 

IfQGQ fFBTT 

b 6 
b7C 

(OGC)(FBI) b 5 

Subject: RE: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

6/21/2007 N S L V I O - 2 2 8 2 4 



Message Page 2 of 6 

b 5 

-Original Messaqe-
From|_ ](OGC) (FBI) 
Sent: Thursday. August 11, 2005 9:32 AM 
To: 
Subject: FW: 

bGCXFBDf (OGC) (FBI) 

b6 
b7C 
b5 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

-Original Messaqe-
From{_ (OGC) (FBI) 
Sent: Thursday, August 11, 2005 10:22 AM 
Tol K Q G C ) (FBI); 
Subject: RE: 

b 6 
b7C 

(OGC) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 5 

Original Message 
Fromd 

t :W Sent: 
(OGC) (FBI) 

ednesday, August 1U, 2UÜ5 12:52 PM 

b 6 
b7C 

N S L V I O - 2 2 8 2 5 

6/21/2007 



Message Page 2 of 3 

To: 
Sulijeii: 

(OGC) (FBI) DGC) (FBI) b 6 
b7C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 5 
b 4 
b7D 
b 6 
b7C 

nrin inal Mpccanp 

From:| |(OGC) (FBI) 
Sent: Wednesday. August 03. 2005 6:28 AM 
To[ |(QGQ fFBD 
Cc I OGCYFBD; 
Subject: i-w: biigntiy revised 

OGC) (FBI) 

b6 
b7C 
b4 
b7D 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I meant to include you on this discussion thread. I'm Acting UC while| ~fs on AL, 
and I have sign-off authority for this EC. I hope to get this out of STLU toaay. 

I 1 
Original Message 

Fromf 2°GC) (FBI) 
Sent: Tuesday, August 02, 2005 6:14 PM 
To:l ~ l(OGC) (FBI) 

fOGCXFBI) 
Subject: RE: Slightly révisée EC 

(OGC) (FBI); 

b 6 
b7C 

b 6 
b 7 C 
b 4 
b7D 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

just two comments: 

6/21/2007 



Message Page 2 of 6 

b 5 
b 4 
b7D 

f lnn ina l Mpccanp-

T u p ç H a v . Aiinuçt' fV 

From: 
Sent: 
ToJ_ 
Cq l(OGC) 
Subject: RE: Slightly revised! 

(OGC) (FBI) 
2005 4:36 PM 
(OGC) (FBI)j 
FRT1 1 

(OGC)(FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b7C 
b 4 
b7D 

b 5 
b 4 
b7D 
b 6 
b7C 

b 5 
b 4 
b7D 

6/21/2007 
N S L V I O 2 2 0 2 7 



Message Page 2 of 6 

I hope these comments are helpful. Thanks for the advance copy and 
opportunity to comment. Let me know what you think. -

Original Mescanp 

From (OGC) (FBI) 
Sent: " I uesday, August U2, ¿005 1 PM 

(Fff (FBH 
Cc 

(OGC)(FBI); 

m m 

(OGC) 

Subject: Slightly revisi 
J0G£ 
iseq_ EC 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

As I discussed in my last email, here is the same EC revised slightly at 
the front end and the back end. 

b 5 
b 4 
b7D 
b 6 
b7C 

h 6 

b7C 
b 4 
b7D 

T h a n k s 

b 6 
b7C 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

( 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
N S L V I O - 2 2 8 2 8 

6/21/2007 



(OGC) (INT) 

From: 
Sent: 
To: 
Cc: 
Subject: 

SENSITIVE BUT UNCLASSIFIED 

\6c 

J 
RE: NSL -

](OGC) (FBI) 
i.56 £ M 

ìC) (FBI); 
;CO) (FBÎ  

FBI) 

b 6 
b7C 
b2 
b7E 
b 4 
b7D 

NON-RECORD 

always secondj [on these issuesJ~ | 
b 6 
b 7 C 

Original Mp^anp-— 
From: | (OGC) (FBI) 
Sent: Wednesday, April 18, 2007 3:53 PM 
To: 
Cc: 
Subject: ' RE: NSL -| 

; |OGC) (FBI), 
PJIFBI) 

(FBI) 

b 6 
b7C 
b2 
b7E 
b 4 
b7D 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b5 
b 4 
b7D 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 

Assistant General Counsel 

Tel: 
Fax 
Cell 

b 6 
b7C 
b 2 

OFFICE OF THE GENERAL COUNSEL 

-—Original Msssaas—-

From: | |0GC) (FBI) 
Sent: Wednesday, April 18, 2007 2:34 PM 

b 6 

B 7 C ! N S L V I O - 2 2 8 2 9 



To: U f m - r 
Cc: (FBI) 
Subject' Kb: NbL ] | 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

] (OGC) (FBI) 

b 6 

b7C 
b 2 
b7E 
b 4 
b7D 

I'm okay with thisl Isincp you do know more than I do about this - would vou be more comfortable if firstj | Jo 5 
checked witl 

—Original Mes^aoe 
From: 
Sent 

Cc: 

per your earlier email, 

IFBI) 
Wednesday April 18, ?nn7 771 PM 

J (OGC) (FBI) J 

Subject: RE: NSL 
LEBIL 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 6 
b 7 C 

}oGC)(FBI) b 2 

b7E 
b 4 
b7D 

,b6 
b7C 
b4 
b7D 

Based on your input, I completed the attached NSL to 
change in red. 
Thanks for all the assistance, 

I 1 
b 6 
b7C 

« File:| "¡NLS.wpd » b7D 

—Original Mei 
From: 
Sent: 
To: 
Cc: 
Subject: 

ssjae-— 
40GC) (FBI) 

Wpdnp^v Anril 1R 7(J07 12:30 PM 
' (FBI) 

FW: : NSL 
loGC) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b7C 
b 2 
b7E 
b 4 
.b7D 

T h p nurii nf tprhnnlnnv in O ñ C . anrppsl 

b 6 
b 7 C 
b 5 

—Original Messaoa 
From: I 
Sent: 
To: 
Cc: 
Subject: 

loGC) (FBI) 
Wednesday. Anril 1R. 7007 J7:1B PM 

OGC) (FBI) 

RE: NSL bGC)(FBI 

b6 
b7C 
b4 
b7D 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

A t t a c h e d is a sarrmlp 

(below is an excerpt from that sample). As described, the 
b 6 
b7C 
b 5 

N S L V I O - 2 2 8 3 0 



under Title 18, 
United States Code, Section 3127. 

Hope that is helpful. 
PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT 
PRIOR OGC APPROVAL 

Tel: 
Fax 
Cell 

b 6 
b7C 
b 2 . 

OFFICE OF THE GENERAL COUNSEL 

—Original Message 
From: I 
Sent: 
To: 
Subject: 

JOGC) (FBI) 

4 FW: NSL 
loGC) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 6 
b 7 C 
b4 
b7C 

I hate to bother you butl Is out of town and I'd really like to help answer this question since it's 
hPPn arnnnH awhilP f 

3 N S L V I O - 2 2 8 3 1 



Thanks, as always] | 

—Original Message 
From: \ 
Sent: 
To: 
Cc: 

_pGC) (FBI) 
Tnptylav. Anril 17. 2007 10:53 AM 

ImmrFRTi 

Subject: RE: NSL 
EEEZEBIJ; 

£EBD£ ÌFBI); 
OGC) (FBI) 

(FBI);[ 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

b 6 
. b 7 C 
b 2 
b7E 
b 4 
b7D 

P R O P O S A L : 

b 5 
b 6 
b7C 

SŜ ifc: 
Any other ideas are welcome. Thanks 

—Original Mes: 

From: 
Sent: WnHnocHa» Anril 11 
To: I 
Cc: 
Subject: 

• 
T3ST 

•(FBI) 
2flQZ 3:05 PM 

(OGC) (FBI) 
(FBI); 

UNCLASSIFIED 
NON-RECORD 

}FBI) 

b 6 
b7C 
b 2 
b7E 
b 4 
b7D 

i nave a quick question regarding an NSL to 
lis out of pocket this week. I am sending 

l As vou mavbe aware, our CDC. 

Thank you in advance, 

4 N S L V I O - 2 2 8 3 2 



Î ° G C > " N T > 

From: 
Sent: 
To: 

Cc: 
Subject: 

1 (OGC) (FBI) 
Wprinfisrlav Nnv^mhpr 15, ?ffflfi ft-7fi A M 

(OGC) (FBI); I 
i E E l l 

(CTD) (FBI) (OGC) 

RE 
\OGC) (FBI) 

UNCLASSIFIED 
NON-RECORD 

b 5 

b 6 

b7C 

I am fine with this 
—Original Message-

From: [ 
Sent: 
To: 
Cc: 
Subject: 

"tOGC) (FBI) 
Tuesday, NovemBer 14, 2006 4:45_EM_ 

tCTDI ( F B I ) ; | _ _ 
kOGC) (FBI) 

](OGC) (FBI) }0GC)(FBI) )5 
ÏÏF b7C 

UNCLASSIFIED 
NON-RECORD 

b 5 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 

Assistant General Counsel 

b 6 

b7C 

Fax 
Cell 

- OFFICE OF THE GENERAL COUNSEL 

—Original Message 
From: [ 
Sent: 
To: 
Cc: 
Subject: 

JCTD) (FBI) 
TuocHaw Mnwomhorld Onnfi 3 ;29 PM 

J(OGC) (FBI)j; 
l O G C H F B n 

30GC)(FBI) (OGC) (FBI) b 5 

b 6 

b7C 
UNCLASSIFIED 

N S L V I O - 2 2 8 3 3 



NON-RECORD 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

N S L V I O - 2 2 8 3 4 



O G C ) ( I N T ) 
•65X79 p .MH/ 'KSR/cb 

From: OGC) (FBI) 
Sent: 
To: 
Subject: 

Tiipsriav May 2 0 0 6 3 : 1 0 P M 

(OGC) (FBI) 
RE: Issue regarding NSLs to| |for Telephone Toll Records 

b 6 
b 7 C 
b 4 
b7D 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I've heard about this problem at some point, and I can't remember the context or what I advised! 

flriginalMpqqanp 
From: 
Sent: 
To: 
Subject: 

(OGC) (FBI) 
Tuesday. Mav 23. 2006 3:03 PM 

I KOGO (FBI) 
Issue regarding NSLs tc| for Telephone Toll Records 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b6 
b7C 
b 4 
b7D 

b 6 

[ j\n issue was raised to me recently that appears to fall within your area of expertise. (He was referred to me ^ ^ 
| [jut it doesn't appear to have anything to do with because someone I work with thought it might be a b 5 

b 5 
b 2 
b7E 
b 4 
b7D 
b 6 
b7C 

" S T E H 

SENSITIVE BUT UNCLASSIFIED 
X N S L V I O - 2 2 8 3 5 



Message Page 1 of 1 

}0GC) (INT) 

From: 

To: 

(Div09) (FBI) 

(Div09) (FBI); 
: 

b 6 
b7C 

)ìv09) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b5 

)5 
b 6 
b7C 

SENSITIVE BUT UNCLASSIFIED 

N S L V I O - 2 2 8 3 6 

6/21/2007 



r (OGC) (INT) 

From: 
Sent: 
To: 
Cc: 
Subject: 

I u f i i a aOZa i Z2O003 3:28 PM 
b6 
b7C 

RE: RE: NSL Request 

Sure, we do it here at NSLU when there is no SAC. 
can help you. 

is a legal tech here who 

b 6 
b7C 

J will you respond to| ~| and let him know how this process works. Thanks 
1 )riainal Messaae-

From: 
q c n t - T n ^ H a v Maw 90 ZQjD 3 3 : 1 1 PM 
To: 

3j33 3 : ; b7C 
Subject: Re: RE: NSL Request-

I have one other issue related to this request. We have no SAC in at present, 

Your thoughts? 

J b6 
b7C 
b5 
b2 
b7D 

The introductory paragraph of Section 2709 allows for us to get "electronic rnmmnni nai-i nr 
transactional rsr.nrds. " in addition to ".subscriber and toll billing records."f 



b 5 

If you have any questions, feel free to call 
a phone call only because I thought it would "tie better it. you 
advice. 

I didn't convey this through 
had a written record of this 

Spike, I prepared this with 
or disagree, please let us know. 

assistance and concurrence - if you have any thoughts, 

b 2 

b7C 

From:[ 
Original Message 

T n a g H a w Maw 90 2J}03 1 : 1 1 PM 

To: 
Subject: NSL Request 

Thanks for your help. 

1 
(J1XJ, 

NSL V IO-22838 



O G C ) (INT) 

From: 
Sent: 
To: 
Cc: 

n.no rth« ' b 6 
From: 
Sent: 
To: 
Cc: 

l iifisrtav M a v 'A , ¿ u u o z . z o rivi 
b 7 C 

Bowman, Marion E. 
Subject: RE: NSL Request 

: : b 6 

b 7 C 
b 5 

b 2 

b 7 D 
i 

The introductory paragraph of Section 2709 allows for us to get "electronic communication 
transactional records," in addition to "subscriber and toll billing records."| | 

b 5 

If you have any questions, feel free to call I didn't convey this through 
a phone call only because I thought it would be better if you had a written record of this 
advice. b 2 

Spike, I prepared this with 
or disagree, please let us KftOW. 

b 6 

b 7 C 
assistance and concurrence - if you have any thoughts, 

b 6 Original Message K 7 P 
From:| I 
Sent: Tuesday, May 20, 2003 1:11 PM 
To: 
Sub; ucl: NbL Ryquyyi 

1 NSL VIO-22839 



Thanks for your help. 

1 
uuu, 

b 6 

b 7 C 

b 5 

b 2 

b7E 

NSL V I 0 2 2 8 4 0 



) 

From: 
Sent: 
To: 
Subject: 

r (OGC) (INT) 

J (OGC) 
Thi irerlaw Maw 11 Onnfi 2:31 PM 

(FBI) 
b 6 
b7C 

RE: Toll Billing Records 
J(CTD) (CON) 

SECRET 
RECORD 315 

Thanks^ 

—Origina^Massaaa 
From: 
Sent: 
To: 
Subject: 

Thi irc/iaw May 11 
IJcTD) (CON) 07 PM 

(OGC) (FBI) Kt: ion Bluing Kecoras 
SECRET 
RECORD 315 

b 6 
b 7 C 

Looks good to me 
Thanks 

b 6 
b7C 

-Original Message-
](OGC) (FBI) From: [ 

Sent: Thursday. May 11, 2006 12:45 EM 
: | . /cpn-l To 

i m i 
Subject: FW: Toll Billing Records 

](tTD)(CÖN); CTD) (OGA); 
(CTD) (CON) 

}CTD) (CON)£ ICTD) b7C 

SECRET 
RECORD 315 

b 5 
b 6 
b7C 

So take a look and make sure this is okay. Thanks] | 

« File: tollbillingattachmentcaumay2006.wpd » 
-—Original MpqqaaP-— ( 

From: | [CTD) (FBI) fo 6 
Sent: Tuesday, May 02, 2006 4:21 PM 
To: | | (OGC) (FBI) 
Subject: Kb: loll Billing Records 

SECRET 
RECORD 315 

b7C 

Thanks 

—Original M e s s e d 
From: (OGC) (FBI) 

b 6 
' NSC V I O - 2 2 8 4 1 



Sent: 

i 
Tuesday. May 02, 2006 4:08 PM 

Z Z L C T D ) (FBI) • 
( C T D ) ( 0 £ A l d 

Subject: 

OCCRCT 
RECORD 315 

I^fD) (CON)i 
RE: Toll Billing Records 

]CTD) (CON) 
](CTD) (CON); ](CTD) (FBI) b7C 

I don't think I responded to this. Here is the standard form NSL for toll billing records. So this NSL and the 
attachment, which you have sat forth helow, should be the procedure by which we get telephone records from 
the carriers at HQ. Thanks. 

« File: tollbillingNSL2006withoutattachment.wpd » b7C 
—Original Message— 

From: | 
Sent: . Mnnrlav flnril 74 
To: 
Cc: 
Subject: 

_JCTD) (FBI) 
2flflfi_LL09 AM 

RE: Toll Billing Records Attachment 

](OGC) ŒBI1 
CTD) (OGA) £ 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

JCTD) (CON); CTD) (FBI) b7C 

b 4 

Attached is an updated version with nput. ^ ̂  ^ 

« File: telcom.nsl.verbiage.wpd » 
Could I get a copy of the standard NSL toll billing records model? I'd like to shod" 
the NSL request will look like when we add the attachment. 
T h a n k s 

and low 

b 6 
b7C 
b4 
b7D 

—Original Message 
From: I 
Sent: 
To: 
Cc: 
Subject: 

Friday. April 21. 2006 7:42 AM 
I - — J C T D ) (FBI) 

J(CTD) (FBI) 

][OGC) (FBI) 

RE: Toll Billing Records Attachment 

" V t ^ in •ON); 
I CTD) tCUNT 

ITD) (OGA) 
b 6 
b7C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 5 
b 4 
b7D 

—Original Message 
From: 
Sent: 
To: 
Cc: 
Subject: 

tCTD) (FBI) 
Frirlav Anril 7:39 A M _ 

tCTD\ (CON);L_r 
JCTD) (FBI); 
rk Toll Billing Records Attachment 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

l a 
(OGC) (FBI) 

b 6 
b7C 

N S L V I O - 2 2 8 4 2 



b 6 
« FIIP- t p l r n m ng l y p r h i a g p w p r i » b 7 C 

b5 
Thanks 

Communication Exploitation Section, 
Communications Analysis Unit, Room 4315 

b6 
b7C 
b 2 

(w) 
(c): 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

DERIVED FROM: 0-3 TBI Classification Guide Q"3. dated 1/97. Fciieiun Cuunleiliitelliumiue 
Invcotigations 
DECLASSIFICATION EXEMPTION I 
•SECRET 

DERIVED FROM; G 3 FBI Classification Guido G 3. datod 1/971 Foreign Counterintelligence Invootigatiens 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED fROM: GO TBI Classification Guide C-3. datod 1/07. Foreign Countorlntolligonoo Invootigatienfr 
DECLASSIFICATION EXEMPTION 1 
v>Cl»Kt I 

DERIVED FROM: G.3 FBI Classification Guido G 3. datod 1/97, Foroign Countorlntolligonoc Invcotigntiono 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM. Q-3 l~DI Classification Guide G-3. datod 1/07. Foroign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 

"SECRET 

NSL V I O - 2 2 8 4 3 



From: 
Sent: 
To: 
Cc: 

Subject: 

UNCLASSIFIED 
NON-RECORD 

(OGC) (INT) 

OGC) (FBI) 
Wednesday. February 08. 2006 3:42 PM 

I toTP) (CON) 
1/ rTnw 

FW: 
rraan 

Legal Guide 

fBI); 
l(CTl!)) (hBI) 

(FBI) 

b 6 
-b7C 
.b2 
b7E 
b 4 
b 7 D 

b 5 
b 6 
.b7C 
b 4 
b7D 

loGC/NSLB 
—Original Messanp— . 

From: | [CTD) (FBI) 
Sent: WpdnpgHav. Fphnian/ OR. 7finfi 3:35 PM 
To: I [OGC) (FBI) 
Subject: RE:| [.egal Guide 

UNCLASSIFIED 
NON-RECORD 

b 6 
b7C 
b 4 
b7D 

b 7 C 
b 5 
b 4 
b7D If you have any other questions, please let me know. 

—Original 
From: 
Sent: 
To: 
Cc: 
Subject: 

M P T O H P -

JOGC) (FBI) 
Wprfnpcriav Fphmarvn« inflf. 3:25 PM 

RE 
Jrä) 

Û06 3:2 
ÌEBI1. 

.egal Guide 
}CTD) (FBI) 

b6 
b7C 
b 2 
b 7 E 
b4 
b7D 

UNCLASSIFIED 
NON-RECORD 



b 5 
b 6 
b7C 
.b2 
b7E 
b 4 
b7D 

n 
OGC/NSLB 

-Original Message— 
(FBI) From: \ 

Sent: Wednesday, February 08,"5006 11:00 AM 
To: I IfOGCUFBn 
Cc: 
Subjec ].egal Guide 

PBI ) 
Be 

UNCLASSIFIED 
NON-RECORD 

b 6 
b7C 
b 2 
b 7 E 
b 4 
.b7D 

Just warated-taiollfw up on the email I sent you earlier (see below) to see if you had a chance to review it. q 
Thanks 

—Original Messaqe-
From: | ]FBI) 
Sent: FriHav lannarv 77 IMF, Q-4? AM 
To: I KOGC) (FBI) 

Subjec ' —-
c: I • I V 
ubjecfTFra ppTGi i ide 

UNCLASSIFIED 
NON-RECORD 

](CTD)(FBI) 

b6 
b7C 
b2 
b7E 
b4 
b7D 

b 5 
b 6 ( 

b 7 C 
b 4 
•b7D 
b 2 
b7E N S L V I O - 2 2 8 4 5 



—Original Messaae-
From: L ]CTD) (FBI) 
Sent: Friday lannary 77 7f>nfi7-1Q AM 
To: I ICFBI) 
Subjeq | Legal Guide 

UNCLASSIFIED 
NON-RECORD 

« File: Law Enforcement Guide May 11 2004.doc » 
Hi 

Attached is a legal compliance handbook that 
pass this along to you for your information. [ 

Items in parenthesis describe what is included under the specific requests. 

I wanted to 

b 6 
b 7 C 
b 2 
b7E 
b 4 
b7D 

snä 

uounterterrorisr i Division i Division 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

N S L V I O - 2 2 8 4 6 



(OGC) (INT) 

From: 
Sent: 
To: 
Cc: 

Subject: 

]0GC) 
TiiPsrlav Fshri iarv 14 2006 4:43 Pl^ 

1 (CTD) (CON) 
01 

(FBI) 

TFBI) 
R 

IkiüiiL 
.. QGuy 

RE: Revising standard NSL forms used at 
Fc 

i n 
E B E L 

D) (FBI) 
FBI); 

b7C 
b 2 
b7E 

UNCLASSIFIED 
NON-RECORD 

b5 
b 6 
b 7 C 
b 4 
.b7D 

ThanksP | 

—Original 
From: 
Sent: 
To: 
Cc: 

(CTD) (CON) 
Wednesday, February 08. 2006 5:57 PM 

BD_ 

Subject: 
(FBD 

RE| [Legal Guide 

• (OGC) (EE 
CTD) (FBI)I FBI); (FBI) 

UNCLASSIFIED 
NON-RECORD 

[CTD) 

b6 
b7C 
b2 
b7E 
b4 
b7D 

If you have any other questions or concerns, please feel free to call me at 

—Original Message-
N S L V I O - 2 2 8 4 7 



UNCLASSIFIED 
NON-RECORD 

b 6 
b7C 
b 2 
b7E 
b 4 
b7D 

-uriqinaiMessaqe— 
From: | | (CTD) (FBI) 
Sent: Wednesday, February 08, 2006 3:35 PM 
To: I _ |(OGC) (FBI) 
Subjecti~Kl] | Legal Guide 

b7C 
b 4 
b7D 

UNCLASSIFIED 
NON-RECORD 

If you have any other questions, please let me know. 

—Original Mes^aoa 
From: 
Spp; 

(OGC) (FBI) 

ccT 
Subject: 

WpdnpgHav Fphmary 08, 2006 3:25 PM 

"'CTD) (FBI) 
"RE: 

HZËBÎï 
egal Guide 

UNCLASSIFIED 
NON-RECORD 

b6 
b7C 
b2 
b7E 
b4 
b7D 

b 5 
b4 
b7D 

N S L V I Q - 2 2 8 4 8 



b 5 
b 6 
b7C 
b 4 
b7D 
h 2 

b7E 

J>GC/NSLB 

TW 

UNCLASSIFIED 
NON-RECORD 

, I (FBI) 
|egal Guide 

-Original Message--— 
From: | ](FBI) 
Sent: c^h .̂̂ r., no n W n : o o AM 
To: J loGC) (FBI) 
Cc: 
Subject: 

b 6 
b7C 
b2 
b7E 
b 4 
b7D 

b 6 
Just wanted to follow up on the email I sent you earlier (see below) to see if you had a chance to review 7 q 
it. Thanks f 

—Original Message 
From: 
Sent: 
To: 
Cc: 
Subject: 

l-ndav. January ')!. MJb M i AM R 

FW Legal Guide 
ÎCFBÏ); 

JOGCIIEBII. 
(CTD) (FBI) 

UNCLASSIFIED 
NON-RECORD 

b6 
b7C 
b2 
b7E 
b4 
b7D 

•Original Message-

N S L V I O - 2 2 8 4 9 



From: 
Sent: 
To: 
Subject: 

leCTDI (FBI) 
Frirlav lannarv 77 ?ntlfi 7-1Q AM 

I k F B i ) 
egai buias 

UNCLASSIFIED 
NON-RECORD 

« File: Law Enforcement Guide May 11 2004.doc 
H L _ J 

» 

Attached is a legal compliance handbook tha 

Items in parenthesis describe what is included under the specific requests. 

b 6 

b 7 C 

b 2 

b7E 
b 4 

b7D 

b5 
b6 
b7C 
b4 
b7D 
b2 

sul 

( :rtiirtK»rrisrri">riftm i II\/ sion sion 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

4 N S L V I O - 2 2 8 5 0 



r (OGC) (INT) 

From: 
Sent: 
To: 
Subject: 

T u e s d a y M a v 02 2006 4:33 P M 

(CTD) (FBI) 

(OGC) (FBI) 
b 6 
b7C 

K b : I oil bil l ing K e c o r d s 

SECRET 
RECORD 315 

You're welcome 

Original Messaae-
From: £ 

To: 
Subject: 

— 

RECORD 315 

Kb: lóll BillitïQ KèdôrdS 

CTD) (FBI) 
1 PM 
[OGC) (FBI) 

b 6 

b7C 

Thanks 

—Original Message-
From: I JOGC) (FBI) 

To: 
Cc: 

(CTD) (CON);[ 
Subject: RE: Toll Billing Records 

SECRET 
RECORD 315 

oc 
lCTD) (FBI) 
KCTD]_[OGA£ 

](CTD) (CON) 
1 (CTD) (CON); (CTD) (FBI) 

b 6 

.b7C 

I don't think I responded to this. Here is the standard form NSL for toll billing records. So this NSL and the b 6 
attachment, which you have set forth below, should be the procedure by which we get telephone records from the ^ q 
carriers at HQ. Thanks] 

« File: tollbillingNSL2006withoutattachment.wpd » 
—Original Mess^aa 

From: 
Sent: 

SSJUL 

}CTD) (FBI) 

To 
Cc: 
Subject: 

MnnHaw Anril 24, 2006 11:09 AM 
(OGC) ŒED 

(CTD) (OGA)]_ 
Rt: Toll Billing Records Attachment 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

J CTD) (CON); 

input. 

b 6 

b7C 
b 4 

b7D 

[CTD) (FBI) 

b 6 

b7C 

Attached is an updated version with 

« File: telcom.nsl.verbiage.wpd » 

Could I get a copy of the standard NSL toll billing records model? I'd like to showj |and| ~[iow the 
NSL request will look like when we add the attachment. 

N S L V I O - 2 2 8 5 1 



Thank-c 

—Original Message-
From: 
Sent: 
To: 
Cc: 
Subject: 

lOGC) (FBI) 
Jb / 'A2 AM ! 
(CTD) (FBI) 
(CTD) (FBI) 

] m i i C O N ) J 

RE: Toll Billing Records Attachment 
CTD) (TOTTT 

](CTD) (OGA) 

b 6 
b7C 

h 6 

b7C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b7D 
b 5 

-Original Mess^ 
From: 
Sent: 
To: 
Cc: 
Subject: 

(CTD) (FBI) 
Friday. April 21. 2006 7:39 AM 

l e m * (CON)| ^ ( C O N ) P ~ : 
JCTD) (FETT, 

Toll Billing Records Attachment 

"Fr-rr^ mr. 

GC) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b7C 
b 5 

h 2 

Thanks, 

Communication Exploitation Section, 
Communications Analysis Unit, Room 4315 
(w)T 
(c) 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

DERIVED FROM; G-3 TBI Classification Guide GO. dated 1/97. Fuieiun Cuuiiteiliilelllueiiuu lnvesliuatluns 
UbOLASSIHCA I ION EXEMPTION I 
SECRET 

DERIVED FROM: G 3 FBI Claocification Guido G 3. dated 1/97. Foreign Counterintelligence Investigations. 
DECLASSIFICATION EXEMPTION 1 

2 N S L V I O - 2 2 8 5 2 



r (OGC) (INT) 

From: 
Sent: 
To: 
Cc: 

Subject: 

|(OGC) (FBI) 
Tuesday, May 02, 2006 4iÜ8 PM 

pTD) (FBI) 
(CTD) (OGA): 

](CIU)(hBI); 
RE: Toll Billing Records 

b6 
b7C 

CXDi iCQML 
(CIL)) ((JON); (CTD) (CON) 

r r r t n w T 
OLUI\C I 
RECORD 315 

I don't think I responded to this. Here is the standard form NSL for toll billing records. So this NSL and the attachment, 
which ypu havp set forth below, should be the procedure by which we get telephone records from the carriers at HQ. 
Thanks b 6 

b7C 

:ollbillingNSL2006wit 
houtattac... 

—Original Messaoe-
From: 
Sent: ' 
To: 
Cc: 
Subject: 

TD) (FBI) 
zznk-LL: fi_l_L£|9 AM 

PGC)( 
pT3JtOGA); 

RE: Toll Billing Records Attachment 

( p i L 
](CTD) (CON) [CTD) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Attached is an updated version witf_ nput. 
b 4 
.b7D 

« File: telcom.nsl.verbiage.wpd » 

Could I get a copy of the standard NSL toll billing records model? I'd like to show| ~~|ancl| [low the NSL 
request will look like when we add the attachment. 
Thanks. 

b7C 

nrininal Mp^ane-

From: |_ 
Sent: 
To: 
Cc: 

OGC) (FBI) 
Friday. Anril 21. 2nnfi 7:42 AM 

NR>) (FBI) 
ZTD) (FBI) 

Subject: RE: Toll Billing Records Attachrrtenr 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

lCTD) (CON)f 
n u r 

TD) (OGA) 

b 6 
b7C 
b 5 

^ NSL V10-228W 



—Original Message-
From: 
Sen; 
To: 
Cc: 
Subject: 

(CTD) (FBI) 
Friday, April¿HTffllfi 7-yi AM 

k H M (CON) 
l(CTD) (FBI) 

I c i D l i û G A ) 
:OGC) (FBI) 

Toll Billing Records Attachment 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

« Fila- tfllrnm.nsl.verbiage.wpd » 

Thanks. 

Communication Exploitation Section, 
P .n r pm i in i r .at inn^ Anajy^i«^ Unit, Room 4315 
(W) 

(c): 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

DERIVED TROM: GO TBI Classificatimi Guide Q-3. dated 1/97. Toieiun Cuunleiliitelliiniiice Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET" 

2 N S L V I O - 2 2 8 5 4 



From: 
Sent: 
To: 

Subject: 

r (OGC) (INT) 

Thursday. May 11. 2006 2:52 PM 
KCIDLIEBLLE 

}0GC) (FBI) 

C I P ) ( C U N i f 
\C1D) (CON) 

RE: Toll Billing Records 

] C T D ) (FBI); 
] £ I D U Ü G A l I 

(CID) ((JON); 

b 6 
b7C 

SECRET 
RECORD 315 

Thanks! 

—Original Message— 
From: | |CTD) (FBI) 
Sent: Thursday. Mav 11. 7006 7:f) PM 
To: 

(CTD)(FBl£ 

49 PM r 

lOGC) (FBIi 

Subject: RE: Toll Billing Recoros 

SECRET 
RECORD 315 

CIU)(LUNj[ 

"Irm IPGA' 
CTD) (CON) 

(CTD) (CON), 

b 6 

b7C 

Looks good. I'll make sure everyone in CAU uses the updated attachment. 
Regards, 

Original Message-Oriqi 
n; [ From 

Sent: 
To: [ 

}OGC) (FBI) 
Thursday, May 11^2006 12:45 E H 

\ ÌFRDJ 
T F B D T 

Ke 

n i L I D U 

Subject: FW: Toll Billing Records 

term coGAij 
|CTD) (CON)| |(CTD) (CON) 

CTD) (CON) 

b 5 

b 6 

b7C 

(CTD) b6 b7C 

SECRET 
RECORD 315 

So take a look and make sure this is okay. Thanks.| | 

« File: tollbillingattachmentcaumay2006.wpd 
Original Message-— ( 

From: \_ t C T D ) (F B I) 
Sent: T.^RIAV. MA» n?. ?nnfi 4-71 PM 
To: I |(OGC) (FBI) 
Subject: Kt: loll billing Records 

S b L K E I -

RECORD 315 , ^ b6 
b7C 

Thanks [ 

» 

N S L V I O - 2 2 8 5 5 



—Original Messasi 
From: | 
Sent 
To: 
Cc: 

bGG (FBI) 
Jlifisday, May 02, 2006 4:08 PM 

Subject: 

SECRET -
RECORD 315 

JTD) (FBI) 
(CTD) (OGA) 

(CTD) (CON)[ 
RE: Toll Billing Records 

JZTD) (CON 
(CTD) (CON), 

I r lnn ' t th ink I r p s n n n r l p r l tn t h i s f 

CTD) (FBI); 

b 5 

b 6 

b7C 

1 
Thanks. 

« File: tollbillirigNSL2006withoutattachment.wpd » 

—Original Message-
From: [ 
Sent: 

I 
Cc: [ 
Subject: RE: Toll Billing Records Attachment 

(CTD) (FBI) 
Monday. April~2?~2006 11:09 AM 

I kOGQIFBIL 
ICfD)( ' (OGA£ 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

]CTD) (CON); [CTD) (FBI) 

Attached is an updated version with nput. 

Could I get a copy of the standard NSL toll billing records model? I'd like to show 
the NSL request will look like when we add the attachment, 

is , 

—Original Message-
From: [_ 
Sent: 
To: 
Cc: 
Subject: 

Friday Anril 71 70nfi 7:42 AM 
CTD) (FBI) 
CTD) (FBI); 

JOGC) (FBI) 

RE: Toll Billing Records Attachment 

JCTDliCON) 
(CTD) 

b 2 

b 6 

b7C 
b 4 

b7D 
how 

(CÖNT 

b 6 

ITD) (OGA) b7C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b5 

—Original Message 
From: 
Sent: hriaay, Apm zi , ¿ui 
To: lCTDI CCQNl 
Cc: 
Subject: 

"TCTD) (FBI) 
06 7:3 39-AM-

FCOL 
CTD) (FBI); 

I on billing Kecoros Attachment 

• CTD^ (OGA^ 
3GC) (FBI) 

b 6 

b7C 
SENSITIVE BUT UNCLASSIFIED 

N S L V I O - 2 2 8 5 6 



NON-RECORD 

« Filfv telnnm nsl verb iage wpri » b6 
b7C 
b5 

Communication Exploitation Section, 
Communications Analysis Unit, Room 4315 
(w): 
(c): 

b2 
b 6 

b7C 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

DERIVED hkUM: G-3 hbl Uasslflidtiun Quide 0-3. dated 1/07. Foreign Co-ntarintoiiipa^^ 
limnbUudtions 
DECLASSIFICATION EXEMPTION 1 

DERIVED FROM; G 3 FBI Classification Guido G 3, datod 1/97, Foroign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G 3 FBI Classification Guido G 3, datod 1/97, Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED TROM: G-3 TDI Classification Guido G 3. datod 1/97, Foroign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guidfe b- i . flatttd I/97. Fumiun Counterintelligence Invootigatienfr 
DECLASSIFICATION EXEMPTION 1 
SECRET 

SECRET 

N S L V I O - 2 2 8 5 7 



r (OGC) (INT) 

From: 
Sent: 
To: 

Subject: 

Thursday M a y 11 POOR 12:45 P ty 

iCTD) (FBI): 

](OGC) (FBI) 

| /nr\K 

CTD) (CON) 
FW: Toll Billing Records 

J J I U J ( I - B I ) ; 

CTD) (OGAY 

b 6 
b7C 

(JIÜ) (UUN); 

SECRET 
RECORD 315 

So take a look and make sure this is okay. Thanks • 
b 5 
b 6 
b7C 

tollbillingattachment 
caumay200... 

—Original Message-
From: 
Sent: 
To: 
Subject: 

SECRET 
RECORD 315 

ICTD) (FBI) 
lupgffav. May 07~7nnfi4:71 PM 

lOGC) (FBI) 
Kb: Toll Billing Records b 6 

b7C 

Thanki 

Original Messane-
From: (OGC) (FBI) 
Sent: Tuesday, May 02, 2006 4:08 PM 
To: [TD) (FBI) 
Cc: (CTD) (OGA) 

(CTD) (CON);| 
Subject: RE: Toll Billing Records 

SECRET 
RECORD 315 

CTD) (CON) 
TTD) (CON); CTD) (FBI); 

I 
I don't think I responded to this. 

,b6 
b7C 

b 5 
to 6 
b7C 

JThanks. 

File: tollbillingNSL2006withoutattachment.wpd » 
-Original Message-

From: [ 
Sent: 
To: 
Cc: 

J C T D ) (FBI) 
2ÜÜ£_LLI09 AM 

"troj (OGC) (FBI) 
(OGA)j 

Subject: RE: Toll Billing Records Attachmen 
(CTD) (CON) CTD) (FBI) 

N S L V I O - 2 2 8 5 8 

b 6 
b7C 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

« File: telcom.nsl.verbiage.wpd » b 5 
b 4 
b7D 
b 6 
b7C 

b 6 
b7C 

Than S E 

—Original Message— 
From: | |(OGC) (FBI) 
Sent Friday. April 21. Vflllfi AM 
To 
Cc: 
Subject: 

CTD) (FBI) 
JÌCTD) (FBI)T 

illing Rei 

CTD) (CON]| 
(CTD) (CÖN) 

RE: Toll Billing Returns Mudumieiii 

]cTD) (OGA) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

-Original Message-
From: [_ JCTD) (FBI) 

To: 
Cc: 
Subject: 

r 

[CTD) (CON 

Toll Billing Records Attachment 
J CTD) (FBlJ; 
ÄI 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

ICMILDGA) 
(OGC) (FBI) 

« File: telcom.nsl.verbiage.wpd » 

b 2 
b 5 
b 6 
b7C 

Thanks. 

Communication txploitation 
Communications Ana 
(w): 
(c): 

Section, 
ysis Unit, Room 4315 

SENSITIVE BUT UNCLASSIFIED 

N S L V I O - 2 2 8 5 9 



Message Page 2 of 6 

O G C ) (INT) 

From: 
Sent: 
To: 
Cc: 

(OGC) (FBI) 

Monday, November 22, 2004 10:05 AM 

jCTD) (FBI)j^~~ 

(CTD) (CON) 
(OGC) (FBI) 

Subject: RE: ECPA NSLs 

(CTD ' (FBI) 

(OGC) (OGA); 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

thanks. 

Original Message 
From:| I(CTD) (CON) 
Sent: Monday, November 22, 2004 9:31 AM D K ) 

Tn^ ~KOGC ) (FBI) b 7 C 
Cc 
Su 

J C T D H F B I ) 
jject: RE: ECPA NSLs 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Listed below is an example of the wording used in Subpoena's issued to telecommunications companies 
to request call records: 

Hope this satisfies your request. If you have any questions or need additional information, please contact 
me a| ' 

Thank you, 

N S L V I O - 2 2 8 6 5 

6/21/2007 



Message Page 2 of 3 

b6 
b7C 

-—Original Message 
From 

T 

(OGC) (FBI) 
Friday. N n v e m h e r 19. 7004*17 PM Sei 

To 
Subject: FW: ECPA NSLs 
Importance: High 

CTD) (CON) 

b 6 

b7C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

(CTD) (FBI) 
?nfi4 12:13 PM 

DGC) (ÇBÛ 
J T D H C 

Subject: RE: ECPA NSLs 
Importance: High 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 5 

b 6 

b7C 

b 6 

b7C 
ICTD) (FBI) 

Regarding the wording for NSL's, I should have this to you shortly. 
b6 
b7C 
b5 
b2 

If you have any further questions please let me know. 

Communications Analysis Unit 
FBIHQ - Room 4315 

(work) 
(SkyTel pager) 
(Non secure fax) 
f c " ' " • ax) 

0 

From 
irtinal Mpccanp- b 6 

(OGC) (FBI) b 7 c 

N S L V I O - 2 2 8 6 6 

6/21/2007 



Message Page 3 of 3 

Sent: Friday, November 19, 2004 11:16 AM 
To: 
Subject: ECPA NSLs 

(CTD) (FBI) 
b6 
blC 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 5 

b 6 

b7C 

thanks. 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

6/21/2007 
N S L V I O - 2 2 8 6 7 



Message Page 2 of 6 
A L L I l f F O S M â T I O B CONTAINED 

HEME I f IS ^ C L A S S I F I E D 

( O G C ) (INT) 

From: 
Sent: 

[OGC) (FBI) 

To: (CTD) (FBI) DTD) (FBI) 

Cc: (FBI; 

Subject: NSL from 

FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 6 

b7C 
b 2 

b7E 
b 5 

S E C Ì ^ T 

b 5 

b 2 

b7E 

So please let me know if that is so. 
b 5 

' b6 
b7C 

Please let me know what vou thinkJ 

Mayoe tnis one is a piace to start. 

thanks.| | 

11 recently had discussions witH |and 

b 5 

h 6 

b 7 C 

b 4 

N S L V I O - 2 2 8 6 8 B 7 D 

6/21/2007 



Message 

SENSITIVE BUT UNCLASSIFIED 

Page 2 o f2 

b 5 
b4 
b7D 

6/21/2007 
N S L V I O - 2 2 8 6 9 



Message Page 1 of 1 

}0GC) (INT) 

From: OGC) (FBI) 

Sent: Thursday, November 10, 2005 12:33 PM 

To: 
Subject: RE: NSLs 

FBI) 

U L II 

IEEE II 

r o u t t T i o s r c o i n U S E D 

b 6 

b 7 C 

b 2 

b7E 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I agree 

Original Messaae-
From£ > B I ) 
Sent: Thursday. November 10. 2005 12:32 PM 
To: | tOGC) (FBI) 
Subject: RE: NSLs 

b 7 C 

b 2 

b7E 

b 6 

b7C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Looks good to me. I gotta tell you 
b 5 

figure. 
Go 

-—Original Messaoe-
From: (OGC) (FBI) 
Sent: Thursday, November 10, 2005 10:22 AM 
To: FBI_ALL CDCs 
Cc: r*nrnni x/aiprip F (nrf) (FBI); THOMAS, JULIE F. (OGC) (FBI); 
(FBI); 
Subject: NSLs 

(OGC) (FBI) 
;OGC) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Please help me again. 

b 6 

.b7C 

b 5 

The advice I generally give, and am wondering if it applies to you as well, is that[ 

N S L V I O - 2 2 8 7 0 

6/21/2007 



Message Page 2 of 6 

thanks. 

b 5 

b 2 

b7E 
h 6 

b7C 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

6/21/2007 
N S L V I O - 2 2 8 7 1 



r (OGC) (INT) 

From: 
Sent: 
To: 
Subject: 

OGC) (FBI) 
Thursday. February 08 2007 8:27 AM 

OGC) (FBI) 

b 6 
b7C 

FW: Toll billing record NSLs 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

fyi 
Original Messaaa 

From: L I 
Sent: 
To: 
Subject: 

Tuesday, May 09, 2006 1:48 PM 
| |OGC)(FBI) 
FW: Toll billing record NSLs 

](OGC) (FBI) b 6 

b7C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Please use this version of the attachment. Thanks.| | 
—Original Message— 

I | (OGC) (FBI) 
33ZJ 

From: 
Sent: 
To: 
Cc: 
Subject: 

Tuesday. May 09. 2006" 
FBI ALL CDCs;[ 

_EH. 

L JOGC)(FBI) 
J B I ) 

RE: Toll billing record NSLs 

b 6 

b7C 
b 2 

b7E 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

presen 
I understand why 
time.l 

However, at the 

J I can't c h a n g e that policy instantly. I 

tollbillingattachment 
3.wpd (5 ... 

-Original Message— 
From: I ~I(FBI) 
Sent: Turedav. May 09. 7006 1:78 PM 
To: 
Subject: Kt: ion Dining recora NSLS 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

OGC) (FBI) 

b6 
b7C 
b 2 

b7E 

I N S L V I O - 2 2 8 7 2 



b 5 
b 6 
• b 7 C 
b 2 
b7E 

—Original Message— 
From: I I (OGC) (FBI) h c. 
Sent: Tuesday, May 09, 2006 12:50 PM u u 

To: FBI_ALL CDCs b 7 C 
Subject: Toll billing record NSLs 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Any and all thoughts are appreciated. 
• 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

2 N S L V I O - 2 2 8 7 3 



(OGC) (INT) 

From: 
Sent: 
To: 
Subject: 

Thursday August 31 2 0 0 T T 5 L „ . 

I TOGCi (FBI) 

OGC) (FBI) 
25 PM 

FW: ECPA NSL - Non-response fran-

to 6 
b7C 
b 4 
b 7 D 

UNCLASSIFIED 
NON-RECORD 

I think we might consider an NSL enforcement action against 

Therefore -1 want to send an email to all CDCs as follows: 

There has been a reoccurring issue withT 
NSL. If you've had experience with|_ 
forward an email that I just received fron 

|as to the amount of information we get (or don't get) in response to an 
Pleas* e let me know. I'd like to know if the problem set forth below [and I'd 

oday recapitulating this problem], namely only getting phone numbers 
that are actually on the customer's bill, is consistent with other field office experiences. I'd also like to know the names of 
other companies which also take that same position. 

b 5 
- b 4 

b7D 
b 2 

b7E 

Thanks for your help. 

—Original Message— 
From: 
Sent: 
To: 
Cc: 
Subject: 

wpnnpcnav n nv 
(CTD) (CON) 
2ÛÛÛ.6 :07 PM 

OGC) (FBI) 
]CTD) (FBI){_~ 

RE: ECPA NSL - Non-response from 
(CTD) (FBI);[ ](CTD) (FBI); (FBI) 

UNCLASSIFIED 
NON-RECORD 

h 6 

blC 

h 2 

b7E 
b 4 

b7D 

b 5 
b 4 

b7D 
b 6 

b 7 C 

1 N S L V I 0 2 2 8 7 4 



—Original J^occano-
From: 
Sent: 
To: 
Cc: 
Subject: 

t 

luesdav. July 2b. 20Ub b:4b 
(CTD) (COI 
CTD) (FBI) 

DGC) (FBI) 
AM 

RE: ECPA NSL - Non-response from L ~i 

CTD) (FBI); }CTD) (FBI); 

UNCLASSIFIED 
NON-RECORD 

—Original Message 
From: I 
Sent: 
To: 
Cc: 

]CTD) (CON) 

(FBI) 

b 6 

b7C 
b 4 

b7D 
b2 
b7E 

Monday, lulv 74. 7006 10:18 AM 
H D L FBI) 

(OGC) (FBI); 
Subject: RE: ECPA NSL - Non-response from [ 

UNCLASSIFIED 
NON-RECORD 

(CTD) (FBI) CTD) (FBI) 

b 6 

b7C 
b4 
b7D 

The message stated below is correct 

b 5 

b 4 

b7D 
b 6 

b7C 

Office should be contacted and a Supervisor or Manager will be able to assist. Hope this helps 

—Original Messpaa 
From: 
Sent: 
TOrJ-
Cc[ 

tcTD) 
Monday, July 24, ¿006 9:-

IrrrnucoN) 
] (OGC) (FBI) 

(FBI) 
48 AM 

Subject: FW: ECPA NSL - Non-response iron 

UNCLASSIFIED 
NON-RECORD 

(CTD) (FBI);! ](CTD) 

b 6 

b7C 
b4 
b7D 

FYI.. Please clarify the issue below from[̂  
Thanks. 

b 6 

b7C 
b 2 

b7E 
N S L V I O - 2 2 8 7 5 



h 6 
—Original Message— b 7 P 

From: | |(OGC) (FBI) D U 

Sent HMSday, July 20. 2006 7:43 AM b 2 
To. l IfCTD) (FBI)| |(CTD) (FBI) 7 g 

Subject: FW: ECPA NSL - Non-response from b 4 

UNCLASSIFIED b 7 D 

NON-RECORD 

Thanks.|~ | 
—Original Message-

From: | |(FBI) b7C 
Sent Wednesday. July 19. 2006 5:14 PM 
To:l I (OGC) (FBI) b 2 
Cc:l l(FBI) h 7 

Subject: ECPA NSL - Non-response from ^ '111 

b4 
UNCLASSIFIED h 7 n 
NON-RECORD 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

N S L V I O - 2 2 8 7 6 



From: 
Sent: 
To: 
Cc: 

Subject: 

(OGC) (INT) 

Thi ircHav Max/ 17 9fip7 8:45 AM (OGC) (FBI) 

[ 
( O G C ) ( F B I L 

RE 

. OGC) (FBIIL 
r & G c r / F B n r 

3 0 G C ) (FBI) 
J (OGC) (FBI) 

OGC) (FBI 
TFOGCHFBI); 

] (OGC) (FBI); 

b 6 
b 7 C 
b 4 
b7D 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 5 

-Original Message-
From: 
Sent: 
To: 
Cc: 

I |(OGC) (FBI) 
WPHNP^V MA\/ 1 H 2007 5:00 PM 

_kOGC) (FBI)£_Z_ 
BUI 

Subject: RE: 
m£ 

1(OGC) (FBI): fOGCTOW 
I (OGG (FBI1 

[ÖGQ(FBI);| (OGC) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 6 
b7C 

OGC) b 4 

b7D 

Thank^ | This is in line with what both | jand I believe to be the case. 
b7C 

—Original Message— 
From: | |(OGC) (FBI) 
Sent: Wednesday. May 16. 2007 4:39 PM _ 
To: I KOGC) (FBI]| 
Cc: | FOGO f F B n r 

Subject: RE 
TFBTTT jnccjTFBir 

tOGQIEBIL 
J (OGC) (FBI) ] (OGC) (FBI); 

.b7C 
(OGc;b4 

b7D 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 5 

N S L V I O - 2 2 8 7 7 



b 5 

b 4 

b7D 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 

Assistant General Counsel 

Tel 
Fa> 
Cel 

b6 
b7C 
b2 
b7E 

OFFICE OF THE GENERAL COUNSEL 

—Original Message-
From: 
Sent: 
To: 
Cc: 

|(OGC) (FBI) 
I uesday, May lb, ¿W/ PM 

Subject: RE:j| 
ZEßi j f 

; (FBI) 
|r/-w-/~N itTPTN.I I (OGC) (FBI);I IOGC) (FBI); 

{UUL) ( m i ) r |Ò6Q (FBll 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

}0GC) 

b 6 

b7C 
11)4 
b7D 

essai —Original Messina 
From: 
Seijt 
To: 
Cc: 

bee; 
Tuesday. May 15. 2007 4: 

Subject: 

, f o G C U F B D f 
foGC) (FBI)|_ 

iGC) (FBI) 
16 PM 

J (OGC) (FBI) 
OGC) (FBI) 

](OGC) (FBI); 

] N S L V I O - 2 2 8 7 8 

b7D 
b 6 

• b7C 
(OGC) 1: . 

b7D 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I don't think we can afford to be wishy-washy on this issue. 
b5 
b4 
b7D 

—Original Messaoa 
From: | 
Sent 

]0GC) (FBI) 
Tuesday. May 15, 2007 4:01 PM 

Subject: 
(FBI1 
RE:F 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

—Original Message-
From: 
Sent: 

OGC) (FBI) 

To: (nnn (FRI 
Cc: OGC) FFBI) 

(FBI 
Subject: RE] 

]0GC) (FBI) (OGC) (FBI)£. 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 6 

l o G C ) b 7 C 
b4 
b7D 

—Original Messaaa 
From: 
Sent: 
To: 
Cc: 
Subject: 

DGC) (FBI) 
Tuesday, May 15, 2007.3:09 PM 

;OGC 
I) (FBI) 

T H ( O G C ) (FBI) 
JOGC) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 6 
b7C 
b 4 
b7D 

N S L V I O - 2 2 8 7 9 



Thanks. 
Unit Chief 

CLSU/NSLB 
Jo*) 

mer) 
THIS IS A PRIVILEGED ATTORNEY-CLIENT WORK PRODUCT/COMMUNICATION AND IS NOT TO BE 
DISTRIBUTED OUTSIDE OF OGC WITHOUT PRIOR APPROVAL 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

4 N S L V I 0 2 2 8 8 0 



\ 
r (OGC) (INT) 

From: 
Sent: 
To: 
Subject: 

FriHai/ Anril 77 

RE: NSL help 

?nn7 9:45 AM 
OGC) (FBI 

](OGC) (FBI) 

(OGC) (FBI) 

b6 
b7C 

UNCLASSIFIED 
NON-RECORD 

b 5 

Original Message 
From: 
Sent: 
To: 
Subject: NSL help 
Importance: High 

UNCLASSIFIED 
NON-RECORD 

(OGC) (FBI) 
Thursday. Anril 76. 7007 11:74 AM 

I (OGC) (FBI); OGC) (FBI) 
b 6 

b7C 

« F i l e : 104.NSL » ] |and[ 

bo I thought vou mav have son-e 
helpful insights. 

The text in red is what we are interested in. Thanks. 

b6 
b7C 
b5 
b4 
b7D 

(S) Please provide any and all call detail records related to: 

b l 

to 6 
tolC 

b 5 

N S L V I O - 2 2 8 8 1 



Unit Chief \ 
CLSU/NSLB 

N 
syager) 

Jo 6 
b7C 
b2 

THIS IS A PRIVILEGED ATTORNEY-CLIENT WORK 
WITHOUT PRIOR APPROVAL 

PRODUCT/COMMUNICATION AND IS NOT TO BE DISTRIBUTED OUTSIDE OF O G C 

UNCLASSIFIED 

UNCLASSIFIED 

N S ^ V I O - 2 2 8 8 2 



From: 
Sent: 
To: 
Subject: 

O G C ) (INT) 

CLASSIFIED BT 651" 
P22S0Ï: 174 fc')'" 
DECLASSIFY OB; CK-

JHHe'IS l i 

"'éU'bl'L! 

] (OGC) (FBI) 
W p H n p s H a v M a r r h 07 2007 8:53 AM 

(OGC) (FBI) 
RE: NSL questions 

b 7 C 

(S) SECRETI 
RECORt 

I think that is good advice. 

b l 
b 2 
b7E 
b7A 

cs> 

-Original Message-
From: 
Sent: 
To: 

Subject: 

SECRET, RECORt 

: ] (OGC) (FBI) 
Wednesday. March 07. 2007 8:52 AM 
I I (OGC) (FBI) 
FW: NSL questions 

b l 
b 2 
b7E 

. b 7 A 

b 6 
b7C 

b 5 

( S ) 

—Original Message— 
From: I IfOGC) (FBI) 
Sent: Friday, February 23, 2007 3:00 PM 
To: I (OGC) (FBI)! 
Cc: |(OGC) (FBI) 
Subject: RE: NSL questions 

SECRET-
RECORI 

r kCG ) (FBI) 
OG 

b 6 
b7C 

JGC) (FBI) bl 
b 2 
b7E 
b7A 

b 6 
b7C 
b 5 
b 4 
b7D 
b 2 

Please do not hesitate to contact me if you have any questions relating to this matter. 

Assistant General Counsel 
Office of the General Counsel 
Counterterrorism Law Unit I 

I I 
A T T O R N E Y / C L I E N T P R I V I L E G E D C O M M U N I C A T I O N 

! N^LVIO-22883 



X 
CHAPTER 121-STORED WIRE AND ELECTRONIC COMMUNICATIONS AND TRANSACTIONAL RECORDS 
ACCESS 
Chapter 121. Stored Wire and Electronic Communications and Transactional Records Access (Refs & Annos) 
§ 2709. Counterintelligence access to telephone toll and transactional records 
(a) Duty to provide.~A wire or electronic communication service provider shall comply with a request for subscriber information 
and toll billing records information, or electronic communication transactional records in its custody or possession 
made by the Director of the Federal Bureau of Investigation under subsection (b) of this section. 
(b) Required certification.~The Director of the Federal Bureau of Investigation, or his designee in a position not lower than 
Deputy Assistant Director at Bureau headquarters or a Special Agent in Charge in a Bureau field office designated by the 
Director, may--
(1) request the name, address, length of service, and local and long distance toll billing records of a person or entity if the 
Director (or his designee) certifies in writing to the wire or electronic communication service provider to which the request 
is made that the name, address, length of service, and toll billing records sought are relevant to an authorized investigation 
to protect against international terrorism or clandestine intelligence activities, provided that such an investigation of a 
United States person is not conducted solely on the basis of activities protected by the first amendment to the Constitution 
of the United States; and 
(2) request the name, address, and length of service of a person or entity if the Director (or his designee) certifies in writing 
to the wire or electronic communication service provider to which the request is made that the information sought is relevant 
to an authorized investigation to protect against international terrorism or clandestine intelligence activities, provided 
that such an investigation of a United States person is not conducted solely upon the basis of activities protected by the first 
amendment to the Constitution of the United States. 

(S) 

( S ) 

( S ) 

Original Messaqe-

JOGC) (FBI) 
I5aâaëEôiâ5Z22-2007 2:15 PM 

(OGC) (FBI) 

From: 
Sent: 
To: 
Subject: i-w: NbL questions 

SECRET 
RECORI 

b 6 
b 7 C 

b l 

b 2 
b7E 
b7A 

Would appreciate if you could address this issue for SA Thanks. 

b 6 
b7C 

—Original Message— 
From: | |(FBI) 
Sent: Friday, February 23, 2007 1:39 PM 
To: | JOGC) (FBI) 
Subject: NSL questions 

SECRET 
RECORD 

b6 
b7C o bz 
b7E bl 

b2 
b7E 
b7A 

S A E 
m 
jfTTE 
Desk: 
Cell: 
Fax: [ Jnon secure) 

b6 
b7C 
b2 
b7E 

DERIVED TROM. GO TDI Classification Guido G 3, datod 1/87. Foreign Conntorintaiimonro inwstinatinns 

, N S L V I O - 2 2 8 8 4 

b 5 

b l 
b 2 
b7E 
b7A 
b 4 

b7D 

SECRET 



(OGC) (INT) 

From: 
Sent: 
To: 
Subject: 

(OGC) (FBI) # 1 0 8 2 8 8 3 
Monday, November 06, 2006 8:34 AM 

I l(OGC) (FBI) 
RE: 

b 6 
b 7 C 

UNCLASSIFIED 
NON-RECORD 

inanKs 

b5 
b4 
b7D 
b6 
b7C 

—Original 
From: 
Sent: 
To: 
Subject: 

/Ipcranp-
JDGC) (FBI) 

-RC:— 

UNCLASSIFIED 
NON-RECORD 

Wednesday, November 01, 2006 10:10 AM 
~| (OGC) (FBI) b 6 

b7C 

Here ya go. 

« File: .pdf » « File:| ]2.pdf » « File: In Re 

—Original Message— 
From: | |(OGC) (FBI) 
Sent: Wednesday. Nnvemher 01, 2006 8:08 AM 

b 6 

3df>> ^7 C 
b 2 
b7E 

To: 
Subject 

3GC) (FBI) 

b 6 
b7C 

UNCLASSIFIED 
NON-RECORD 

If you could pull ott some miracle and find these, I would appreciate it. I nanKs 

b5 
b6 
b7C 
b4 
b7D 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

J N S L V I O - 2 2 8 8 8 




