Message Page 1 of 2

DGC) (INT)

fols
From: (OGC) (FBI) [e¥ie
Sent: _Thursday, October 13_2005 6:13 PM 1o
To: Fei) b7E

Subject: RE: NSL Question

UNCLASSIFIED
NON-RECORD
bh
bhé
7D
thanks. bo
|:| b7C
----- Original Message-----
From (FBI) .
Sent: Thursday, October 13, 2005 6:02 PM b2

Tol |(OGC) (FBI) P7E
Subject: RE: NSL Question :

b6
UNCLASSIFIED b7C
NON-RECORD

Here is the NSL.

--—Original Message----- o
From: OGC) (FBI) O

@

Sent: Thursday, October 13, 2005 3:38 PM C7E
To| _ | (FBI) 06
Subject: RE: NSL Question Pele
UNCLASSIFIED

NON-RECORD

o)
[

NSL VIO-22559
6/21/2007
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----- Original Message---—--

From: [FBI)
Sent: Mursda 05 5:36 PM
To (OGC) (FBI)

Subject: N5L Question

UNCLASSIFIED
NON-RECORD

[ lrecentivserved an

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

6/21/2007
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Page 1 of 4

(OGC) (INT)
From: OGC) (FBI)
Sent:  Monday, November 14, 2005 9:39 AM b2
7
To: (FBI) : ,éE
ce: | FBI) Do -
Subject: RE: NSLs — Thoughts from | ’
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
b2
Db
b2
bb
b2
b
jof3)
B7C

6/21/2007

NSL VIO-22564
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-----Or ainal Messaae .....
From: FBI) ‘
Serr'_ 005 9:19 AM D2
To (OGC)(FB PIE
Subject: FW:NSLs -- Thoughts from b6
SENSITIVE BUT UNCLASSIFIED bic
NON-RECORD
b5
bo
b7C
|
b2
biE
I I b2
Division e b2
b7E
b6
: b7C
To| IOGC) (FBI); FBI_ALL CDCs
Cc: Caproni, Valerie E. (OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI); | locc) (Fen);
| pGC) (FBI)
Subject: RE: NSLs
SENSITIVE BUT UNCLASSIFIED hé
NON-RECORD NN
b7C
| agizemuhxauusj.essment onl | Generally in] |wmul.d_155uiau_u.§L
far
b5
b2
bh7E

I also wanted to touch on the articles that prompted your email to the field. Neither article mentioned that
the U.S. Supreme Court and most of the circuit courts have clearly stated that a person does not hold a
privacy interest in their telephone records.

NSL VIO-22565
6/21/2007



Message ' | " Page 3 of 4

Persons calling to and from a telephone number do not have a Fourth Amendment privacy interest
regarding their subscriber information. United States v. Fregoso, 60 F.3d 1314, 1321 (8th Cir. 1995)
(rejecting defendant’s challenge to court order permitting phone company to supply subscriber information
“for the telephone numbers obtained from the pen register and the caller identification service," holding,
"We agree with the magistrate judge’s assessment that because this information is listed in phone books
and city directories, and at a bare minimum revealed to the phone company to obtain telephone service,
there can be no expectation that this information will remain private.")..

Smith v. Maryland, 442 U.S. 735, 742-43 (1979) (internal quotations and citations omitted). Moreover, in
Smith, the Court stated that it “consistently has held that a person has no legitimate expectation of privacy
in information he voluntarily turns over to third parties.” Id. at 743-44. See also Katz v. United States, 389
U.S. 347, 361 (1967) (holding that this expectation is not "one that society is prepared to recognize as
‘reasonable.™).

‘In the Post article, the author minimizes the comparison of NSLs to grand jury subpoenas
because subpoenas are backward looking and at [east ha ' Bh
complains that NSLs have no independant judicial review. ‘

Fection 3122 "was not mten u ] v
relevance; rather, the reviewing court need only verify the completeness of the certification." In re United
States, 10 F.3d 931, 935 (2nd Cir. 1993) (citing S. Rep. No. 541, 99th Cong., 2d Sess. 47 (1986), reprinted
in 1986 U.S. Code Cong.& Admin. News 3555, 3601), cert. denied, 513 U.S. 812 (1994); see also United
States v. Fregoso, 60 F.3d 1314, 1320 (8th Cir. 1995) (holding that the judicial role under Section 3123(a)
is ministerial in nature because a proper application under Section 3122 mandates entry of the order).

Anyway, | hope this helps as you battle calls from the media and others.

ADQ| | bo
b7C
----- Oridi ssage-----
From:i OGC) (FBI)
Sent: Thursday, November 10, 2005 9:22 AM . e

To: FBI_ALL CDCS

Ce: i C) (FBI); THOMAS, JULIE F. (OGC) (FBI),| Ich) o7
(FBI (OGC) (FBI)
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

NSL VIO-22566
6/21/2007
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Please help me again. We are getting pummeled with questions here in D.C., in light of a

newspaper article, as to the scope of NSLs, and people are bandving about this idea that we get the

b5
b2
b6
b7C

thanks‘|:|

SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-22567

6/21/2007



Message . Page 1 of 4

OGC) (INT)
: oo
From: (OGC) (FBI) n7C
Sent:  Tuesday, October 05, 2004 10:27 AM nd
To: l KOGC) (FBI); DGC) (FBI) piD

Subject: FW:|:|

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

For newcomers to this issue - this should give you some of the flavor of what's been going on.

----- Orjai |
From OGC) (FBI) )
Sent: Frida ober 01, 33 PM b6

Tof J0GC) (FBI)

L7C
%&N, MARION E. (OGC) (FBI); 0GC) (FBI),{ |0GC);| | b4
OGC) (FBI) z
Subject: R____] » oL
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
b5
bz
|19)
oW @
b4
b7D
e Ofrﬂmﬂﬂﬂim—l' i = Y b6
From 0GC) (FBI) , b’:" ~
Sej:.t:.EnidaL.Qcmher.Di, 2004 12:05 PM : iC
To 0GC);| . LaGe) (FBIY b4
Cc: BOWMAN, MARION E. (OGC) (FBI)} OGC) (FBI) (0GC) Db7D
(FBI) '
Subject: RE{____]
SENSITIVE BUT UNCLASSIFIED héE
NON-RECORD -
b i C
proposes to use National Security Letters under PMWMWM
electronic communication transactional records” from -
[ e COTRedton TEreetiong] FRers b5
3 __|[Therecords that w'o_rﬁl'rmrlu € sought through the b4
are the name, address, length of service, and toll-billing records of the user. b7D
1332
Section 2709 requires electronic communication service providers to comply with duly authorized requests E: e
‘. =

NSL VIO-22568

6/21/2007
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for subscriber information aqd.al;uﬂarac communication transactional records. The proposal by the|:| b2

raises one main question: i an "electronic communication service provider"? n7E

| notes that the electronlc ?mmmmmmmww[v ot
T mondi lonbmod omp sl mpes b 7 D

b
— |
t b6
b7C
b4
7D
b2
b7E
in 1986, ECPA amended the wiretap statute by adding the concept of electronic communication, which is
much broader than wire communication. According to ECPA, electronic communication means "any
transfer of . . . data ... of any nature transmitted in whole or in part by a wire, radio [or other] system
[etc.]" 18 USC 2510(12). An electronic communications system is “any wire, radio, electromagnetic,
photooptical or photoelectronic facilities for the transmission of electronic commumcaﬂons" and an
electronic communications service is "any service which provides users ngmn&anuusgmm_l
_receive wire or electronic communications.” 18 USC 2510 {14) and {15)
is not carried by sound waves and cannot fairly be characterized as containing the human voice.
Communications consisting solely of data, for example, . . . are electronic communications." S.Rep. No.
99-541, at 14, reprinted in 1986 USCCAN at 3568. Communication in this context merely means moving
data from one place to anaother
p4
b7D
b5
b2
b7C

----- Orjgi oo
From 0GC) b7C
Sent: Thursday, September 30, 2004 7:26 AM .
~ NSL VIO-22569

6/21/2007



Message

Page 3 of 4

To{ [0GC) (FBI) b6
Subject: FW] b7C
SENSITIVE BUT UNCLASSIFIED ba
NON-RECORD 1D
18
fyi. pi7C
-—-Origi ,
From: |coGe) (rey ) vb§ i
Sept: ber 29, 2004 3:45 PM b7C
To 0GC) (FBI); BOWMAN, MARION E. (OGC) (FBI)j | bz
(OGT) , b7D
Subject: FW:
SENSITIVE BUT UNCLASSIFIED
NON-RECORD -
022

| didn't realize you were all on the copy list for a 9/7/04 EC from |in| koncernin an ;b o

i | b7C

| [So here is the message that | sent tq pnd blind copiec‘ | 4

----- Oriai Ssage-----
From| losc) (FBI) "2 o z b
Sent: Wednesday, September 29, 2004 3:41 PM :7 - b2
To: FBI) Din b7E
Su T D6
nic
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
| |I have read your EC orf
b5
b/)
oY
D7D
| — ,bb
| b7C

Thanks[ ]

SENSITIVE BUT UNCLASSIFIED

- 6/21/2007

NSL VIO-22570



Message ‘ Page 1 of 6

OGC) (INT)
From: | (0Go) (FBY)
Sent:  Tuesday, October 05, 2004 12:23 PM :b 6
To: | —lneevicand locoyeey ] b7C
YoGT (FBI); [(OGC) (FBI); BOWMAN, MARION E. (OGC) (FBI); b4
OGC) [OGC) (FBI) b7D
Subject; RE:
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Sent: , 2004 12:22 PM 2

To: (0GC) (FBIy; | Joce) (FaI); b7D

(OGC) (FBI); |(0GC) (FBI); BOWMAN, MARION E. (OGC) (FBI) 06
e

(0GC) I0GC) (FBI) 'S
Subject: RE
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
biC
1 - :‘y—\ 4
| | It makes sense fo| [o do the EC since >~
Iﬂﬂrked the issue to this point. 7D
----- Original Message-----
From | (0GC) (FBI) b6
Sent: Tuesday, October 05, 2004 12:00 PM i
To (OGC) (FBI) koae) (rend | 4
(© . N E_(OGC) (FBTY] (0GC) | h70
(OGC) (FBI) [cocey (FaD) |
Subject: R|
SENSITIVE BUT UNCLASSIFIED 1
NON-RECORD Vj; N
We sh nd back in a Eithemcan draftit-itis Sicasebutl ©bo
defer t if she want |to respond. Tas well do not concur wit position. n7C
----- Original Message--——- ‘ b6
From (OGC) (FBI) b7 C
Sent: Tuesday, October 05, 2004 10:26 AM D7
1q | (0GC) (FR]) koo cerny | | b4
OGCY{FBTY; EoxGE fose);] | fouas,
(OC rars=meoinn | [OGC) (FBI)
ubject: RE:

NSL VIO-22571
6/21/2007



Message Page 2 of 6

SENSITIVE BUT UNCLASSIFIED

NON-RECORD
 ALL-
b5
b2
b7E
bhe
b7C
Spike

..... O i ———

Fromj bGC) (FBI) '

- Seqt: Eij 12:37 PM b6
To 0GC) (EBLY GC) (FBI) DIC
Cc: BOWMAN, MARION E. (OGC) (FBI) [oGe),; | b4
(OGC) (FBI)

Subject: RE[ | L/D

SENSITIVE BUT UNCLASSIFIED

NON-RECORD bfj
b2
' IJ b6
pIc
Spike:| [ b
-----Original Message----- b7D
From PGC) (FBI) -
Sent: Friday, October 01, 2004 12:33 PM oo
To{ 0GC) (FBI) L7C
Cc: BOWMAN, MARION E. (OGC) (F8I)| (OGC) (FBI); o4
I0GCY [OGC) (F81) b7D
Subject: RE: :

SENSITIVE BUT UNCLASSIFIED -
NON-RECORD

b

b4
7D

RLCL _AJTA Y77
NOL VI 22072

6/21/2007
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b
b6
----- OrJimnaLMe:sanml o7
From OGC) (FBI)
-Sent: Friday, October 01, 2004.12:05 PM
Toi| 0GC) [oGe) (FBI) e
Cc: BOWMAN, MARION £, (OGC) (FBI); DGC) yie
(FBI); OGC) (FBI] _ I}: .
Subject: RE(| | };“
b7D
SENSITIVE BUT UNCLASSIFIED
NON-RECORD Bé
et al. R
| proposes to use National Security Letters under 18 USC 2709 to b2
obtain subscriber informati "el nic communication o
transactional records” fromi LTE
bé
u b7D
NE TECOoTas hat wou be sougnuuwougn e
NSL are the name, address, length of service, and toll-billing records of bb
the user.
Section 2709 requires electronic communication service providers to b f
comply with duly authorized requests for subscriber information and b7E
onic communication transactional records. The proposal by the b4

raises one main question: is[_____an "electronic communication 11,
service provider'?

| Jnotes that the electronic communications in this instancel_,_l_I
I b5

b
6
h7C
>4
b7D

The case cited b me_l
point, noting that
Rh7E
b5
RICIL VIO DI

W VAU Lo J7J

6/21/2007
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Page 4 of 6

I~
e

b5

In 1986, ECPA amended the wiretap statute by adding the concept of

electronic communication, which is much broader than wire

communication. According to ECPA, electronic communication means

"any transfer of . .. data ... of any nature transmitted in whole or in part
by a wire, radio [or other] system [etc.]" 18 USC 2510(12). An electronic
communications system is "any wire, radio, electromagnetic, photooptical

or photoelectronic facilities for the transmission of electronic

communications" and an electronic communications service is "any
service which provides users thereof the ability to send or receive wire or

electronic communications.” 18 USC 2510 (14) and (15).

Ic—l_l_*l_l

'"As a general rule, a

ommunication 1S an electronic communication protected by federal
wiretap law if it is not carried by sound waves and cannot fairly be
characterized as containing the human voice. Communications

consisting solely of data, for example, . . .

are electronic

communications." S.Rep. No. 99-541, at 14, reprinted in 1986 USCCAN

at 3568. Communication in this context merely means moving data from
one place to anaothej |

b4
b7D
b5

bo

----- Original M (S

From: 0GC)
Sent: Thursday, September 30, 2004 7:26 AM

To: 0GO)

(FBI)

Subject: FW:|

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

[ ] —

-----Original Message-----

oo
~1
]

NSL VIO-22574

6/21/2007
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Message

6/21/2007

Page 5 of 6
From{ (OGC) (FBI)
Serlmmmm ber 29, 2004 3:45 PM
To [OGC) (FBI); BOWMAN, MARION E.
(OGC) (FBI); [OGC)
Subject: FW

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

! didn" ize you were all on the copy list

i concerning an analysis 9

[Sohere is the message that | sent to
and blind copied| i
_____ Oriai — “
Froml | (0Ge) (Fa) b2
sﬁnmansdmsmmbe_- 29, 2004 3:41 PM T E
T FBI) b6

Subject: b7C

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

cCoTCoCUToUoT
s

~J o =g

xal

I have read your EC or

Thanks.lZl

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-22575
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o eNNe)

N

OGC) (INT)

~J W=

From: (OGC) (FBI) b2
Sent: 57 E
To: FBI) S
Cc: KOGC) (FBI); THOMAS, JULIE F. (OGC) (FBI) , b4
Subject: RE S5 57D
b6
UNCLASSIFIED b7iC
NON-RECORD
| II discussed this issue with the deputy General Counsel| J
b5
bo
b7C
Thankslo:l , 2 n4
----- ngina r&aae----- iy 7D
From: OGC) (FBI) b7E ’
sent: Eridang M h 24 2006 -3 A P
To: FBI) :b 0
Cc: ; THOMAS, JULIE F. (OGC) (FBI) bh7C
Subject: RE oy
UNCLASSIFIED b7D
NON-RECORD
Nothing has really happened because we don't really have a leg to stand on| [ ,
us. b5
b7C

----- On% v
From: (FBI)

Sent: I_IhuﬁdaLMamh.LLZﬂﬂﬂ.IG:M PM -
To: (OGC) (FBI) biC
Subject: FW] rlSLs nd
UNCLASSIFIED n7D
NON-RECORD

Any latest word on the atter or is it still status quo?

----- Origj Y. b6
From: (FBI) VFT §
Sent: ursaay, ; 116 AM o7

. NSLYIO-22576

[y
|G



(G2}

~

P

To:
Subjects TS b7E
UNCLASSIFIED o0
NON-RECORD' i p7C
oo o)
i n7C b7D
—— w'

UNCLASSIFIED

b5

bo
UNCLASSIFIED b7C

b4

UNCLASSIFIED 7D

UNCLASSIFIED

2

NSL VIO-22577
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| | (OGC) (INT)

B2
From: 0OGC) (FBI) o
Sent:  Wednesday, July 20, 2005 12:09 PM -
To: FBI) U 7
Subject: RE: NSL Question
UNCLASSIFIED
NON-RECORD
B5
b5

As to the ponies, | am not sure when they will get on the website, but if you tell me what ponies you most often
use, I'll send you my updated copy, which | haven't proofed yet, and you can work with it, review it to make sure it
is okay, and then use it yourself until the formal ones come out. '

-]

o

have a copy

NSL VIO-22578
6/21/2007
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From: (FBI)

Sept: 5 11:45 AM no

To! [(OGCY (FRIN b7

Cc (FED)] Far) ne

Subject: NSL Question >~
bi7C

UNCLASSIFIED

NON-RECORD

Hello from:| Our AD has noticed the following language being included in the ECPA

NSLs here: the agents are re -
DIE
b6
b7C
b

Also, any news on the finalized version of NSL ponies, to include the new delivery options, coming out?

UNCLASSIFIED

UNCLASSIFIED

NSL VIO-22579
6/21/2007
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bé
piC
'OGC) (INT)
From: | loce) (FBi)
Sent: Wednesday, June 09, 2004 9:22 AM
To: | loGe) (FBI)

Subject: RE: Answer to questions posed b)l

SENSITIVE BUT UNCLASSIFIED
NON-RECORD
Yes, they are suggested categories that may be considered to fit within the NSL. If you need a copy, let me e
know. Lo
. p7C
-----Original Message----- . L
From: [(0GC) (FBI) 00

Sent: Tuesday, June 08, 2004 5:04 PM n7C
Tol | (oGe) (FBI); (OGC) (FBI)

Subject: RE: Answer to questions posed b ,

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Just checking to see if either of you know the answer to my question re the attacments. Thanks.

----- Qriginal Message-----

From| bGC) (FBI)
SePn_I!IQ.u.daLJ.un:_QZ..EQ:\jF% PM

To OGC) (FBI)

Subject: RE: Answer to questions posed by,

0]
(o))

oo
-]
]

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

you reference in #6 the page Iisting| |
fit is something else, can | please geta copy. Thanks.

—~
i

Soue)
~3

I'¢
\

0o
From: |(OGC) (FBI) b7C
Sent: Monday, June 07, 2004 11:01 AM
To{ |(OGC) (FBI)
Subject: Answer to questions posed by

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

6

E'L\ere are the answer to questions that were posed by the AUSA: [oNAS:

nd myself have agreed to this.

o
(@3

NSL VIO-22580

6/21/2007
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6/21/2007

Page 2 of 3

b
b2

Under ECPA, the person whose toll billing records were sought had to be a foreign power or
agent of a foreign power (AFP) as defined in FISA. This means that for a US Person (USP),
there did need to be suspicious conduct, inasmuch as a USP AFP is defined to require that
the person is involved in clandestine intelligence activities that may involve a violation of US
criminal statutes (50 USC 1801(b)(2)(A), (B)); engaged in sabotage or international terrorism
(1801(b)(2)(C); had entered US fraudulently for or on behalf of a foreign power (1801(b)(2)
(D); or aiding and betting persons described above (1801(b)(2)(E). For the second subset of
the definition of non-USP AFP, 50 USC 1801(b)(1)(B), there was also “individualized
suspicion” involved, inasmuch as it includes persons engaged in or aiding persons engaged
in clandestine intelligence activities contrary to the interests of the US on behalf of a foreign
power. Under ECPA, the telephone for which subscriber information was sought had to have
been in communication with persons engaged in international terrarism or clandestine
intelligence activities that may involve a criminal law violation or had been in communication
with an agent of a foreign power wherein the communication concerned international
terrorism or clandestine intelligence activities that may involve a criminal law violation. Under
the FCRA, the person whose finangial institution information was sought had to be a foreign
power or a non-USP official of a foreign power or an agent of a foreign power engaged in
international terrorism or clandestine intelligence activities that may involve a criminal law
violation. Under the FCRA, the person about whom identifying information was sought
needed to be in contact with a foreign power or agent of a foreign power, as defined in FISA.
Under the RFPA, the person whose records were sought needed to be a foreign power or an
agent of a foreign power a defined in FISA.

b5

NSL VIQ-22581
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Page 3 of 3

hope this helps.

SRNe)
~J3

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-22582

6/21/2007
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Message Page 1 of 2

OGC} (INT)
From: OGC) (FBI)
Sent: —Aandav lune 07 2004 11:01 AM
To: CGC) (FBI)

Subject: Answer to questions posed by AUSA Meredith Kotler

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

[—Jhere are the answer to questions that were posed by the AUSA] bnd myself have
agreed to this. :

Under ECPA, the person whose toll billing records were sought had to be a foreign power or agent of a foreign
power (AFP) as defined in FISA. This means that for a US Person (USP), there did need to be suspicious
conduct, inasmuch as a USP AFP is defined to require that the person is involved in clandestine intelligence

activities that may involve a violation of US criminal statutes (50 USC 1801(b)(2)(A), (B)); engaged in sabotage or

international terrorism (1801(b)(2)(C); had entered US fraudulently for or on behalf of a foreign power (1801(b){2)
(D); or aiding and betting persons described above (1801(b)(2)(E). For the second subset of the definition of non-
USP AFP, 50 USC 1801(b){(1}(B), there was also "individualized suspicion" involved, inasmuch as it

includes persons engaged in or aiding persons engaged in clandestine intelligence activities contrary to the
interests of the US on behalf of a foreign power. Under ECPA, the telephone for which subscriber information was
sought had to have been in communication with persons engaged in international terrorism or clandestine
intelligence activities that may involve a criminal law violation or had been in communication with an agent of a
foreign power wherein the communication concerned international terrorism or clandestine intelligence activities
that may involve a criminal law violation. Under the FCRA, the person whose financial institution information was
sought had to be a foreign power or a non-USP official of a foreign power or an agent of a foreign power engaged
in international terrorism or clandestine intelligence activities that may involve a criminal law violation. Under the
FCRA, the person about whom identifying information was sought needed to be in contact with a foreign power or
agent of a foreign power, as defined in FISA. Under the RFPA, the person whose records were sought needed
to be a foreign power or an agent of a foreign power a defined in FISA.

NSLVIQ-22523

6/21/2007

bo

S AL

b5



Message Page 2 of 2

b5
o
ho
b7C

hope this helps:|

SENSITIVE BUT UNCLASSIFIED

NSL VIO-22584
6/21/2007



kOGC)‘(INT)

From: |

OGC) (FBI)

Ce:

Bl

o —
LT T

2006 2:09 PIM

OGC) (FBI); o) (Fenl

GC) (FBI)

Subject: FW|

- in repsonse to email thal just sent.

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Just s0 everyone knows,l

| per the below, and]

From L Joao) (Fa)

Sent: Monday, May 08, 2006 4.:28 PM 'b 6
To: I l0GC) (FBD)] Fs1) 0
ce FBD[ FOGTy (FED) Li7C
Subject: RE: (oY,
SENSITIVE BUT UNCLASSIFIED b7E
NON-RECORD

oD o
=

o

I
2

SR O

oo
DS N

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC

APPROVAL

Assistant General Counsel
Science & Technology Law Unit
Engineering Research Facility

o

[

o

|

O

-y NSL VIO-22585



Bldg. 27958A Room A-207B
Quantico, Va. 22135

EZ' b2
page |
SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL
-——Original pronc © f
From: | [(oGe) (FEIY b7C
Sent: ‘Mondav, Mav 08, 2006 3:20 PM b2
To: FBL) -
Cc: [0GE (Fe)) coGc) (Far) h7E
Subject: RE ]
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
bb
b2
o))
b7C
Thanks|:|
----- Qriginal Message----- 02
From: 0GC) (FBI) L7y
Sent: ' 7:25 AM 1or
To: FRL
cc: 0GC) (FBI Joac) (FBD) b7C
Subject: RE|
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
Dn the other hand, | think if you ask Julig]
b5
b2

, NSL VIO-22586



----- Original Mesgage-----
From: iaae

BI)
Sent: Tuesday, April 11, 2006 7:02 AM
Ta\c OO LERTN
C lace e 1)
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

b2
pb7E

b6
b7C

N
D]
[

-1

oo T o Do
Jd oy DO

~1 -

t

[ 1

****This Document Contains Attorney Work Product and Attorney-Client Privileged

Communications****

. [rITamR yoU ToT your ConSIaTatoN:

bo
SSA b7C
Associate Division counsel Zb 5
b7E
- I'm not sure i ut you in the loop on this one, but you probably should be in the loop since you
andle the NSL issues field.
b2
BTE
SENSITIVE BUT UNCLASSIFIED CS )
pi7C

SENSITIVE Ble UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-22587



OGC) (INT)

From: OGC) (FBI) b2
Sent: AM T
To: (FBI) -7
Cc: , =) (FBI); 06
FBI} b7C
Subject: : oll billing records
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
o))
b7C
----- Original Message----- ~
From: [ l|(FBI) bz
Sent: Friday, March 24, :52 AM b7E
To: ) (FBD) -
cc | (FaD)| ] cren)| G2 bo
Subject: : olt billing records 7C
SENSITIVE BUT UNCLASSIFIED '
NON-RECORD
| | Because we've always wanted to be careful to stay within the scope of what the statue authorizes[ ]
b5
b2
b7E
be
b7C

cc. SSA
SSA
1Sq |
----- Origi be
From: } (FBI) b7C

Sent:  Friday, March 24, 2006 7:27 AM

To: I.EN_ALI_CM_k
Cc: 0GC) (FBI); THOMAS, JULIE F. (OGC) (FBI
¢ NSL VIO-22588

1




Subject: NSL toil billing records

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Thanks|

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

ENSITIVE BUT UNCLASSIFIED

——

2

NSL VIO-22589

b7

(82

Il
[



Message Page 1 of 7
I l(oGC) (INT)
From: I I[OGC) (FBI)
Sent:  Tuesday, September 06, 2005 4:40 PM
To: | (Fei) |FB1)
Ce: (FBIY;| [FBI)
Subject: REL___|
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

-—---QOriginal Message-----

From: (FBI)
Sent: Tuesday, September 06, 2005 3:21 PM
To |¢FB1L] lcqee) (Fan)

cc: |(FBI);| (FBI)
Subject: RE: .

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

0T
-3 DO
b

bé
b7C
b4

o)
NG|

-

-

One of our ISS's had some background on this topic. Thought | would pass it along just in case it

helps. I've copied it below.

[

Fedede

NSL VIO-22590
6/21/2007

oy

feou

RIS I NI N
1]

Cle ooy

S

e ec eI o)
-1 Oy 1 s (0
o

2

b6
b7C
b4
b7D

b7E



. Message

Page 2 of 7

Alsn just tn further clarifyl nh
Hope this helps.”
----- Original Message---—-- b2
From kFBI) b7E
Sent: Tuesday, August 30, 2005 1:38 PM bé
To! (OGQ) (FBIN ‘ ”;
cc: FBI) |¢FBI) b7C
Subject: RE! i - _ b4
b7D
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
ve asked th b6
B7C
b4
b7D
5
| am on my way out the door to one of our RAs to conduct legal instruction, and will be back in the
office on Thursday morning. | will check voice mail regularly while t am gone, so please don't
hesitate to call me if you have any questions.
Thanks,
----- Original Message----- n2
From; koGc) (FBI) .
Sent: Friday, August 26, 2005 6:41 AM )
To: FBI) Do
Cc: (FBI){ |(FBI) b7C
Subject: RE:| | b4
: p7D
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
b2
thank Z
| bTE
_____ Odal — b6
Fromi (FBD) b7C
Sent: Thursday, August 25, 5:29 PM b4
To: OGC) (FBI) b7
Cc: (FBI) [FBI)
Subject: RE;
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
I'll be happy to handle this. | will get with in either later today or in the morning to h7C

6/21/2007

review this with him. I'll be certain to coo

te wit

NSL VIO-22591



Message

6/21/2007

Page 3 of 7

Thanks for your help. o
Do
b7 C
bz
----- Original Message----- - pIE
From (OGC) (FBI) b6
Sent: Wednesday, August 24, 2005 1:41 PM e
To KFBI) b7C
Cc: [FBI); (FBI) b4
Subject: FW:| | 7D
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
b5
b6
b
ol!
b7D
..... Oriai S b;:?'
“ From:l |(Fe1) b/E
Sent: Wednesday, August 24, 2005 12:04 PM b6
To] 0GC) (FBI) b7
- Ccff [(FBD) |(FBI) n4
Subject: RE: ~
I—l b7D
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
b5
k4
7D
_ b6
| talked witH] bi[™ Jin regards to your second question| | b7C

NSL VIO-22592



Message

6/21/2007

Sept: 2005 10:01 AM
To 0GC) (FBI)

NSL VIO-22593

Page 4 of 7
b5
b4
b7D
bo
bi7C
in regards to statute 2709] |
——-Original Message----- b2
From:lg' [(OGC) (FBI) b7E
Sel‘1t:JL\Lef.‘lJJﬁldmL_Al.lsu.lsLZﬁ’zP 2005 9:12 AM 06
Cc (FBI); (FBI) © '
Subject: b
b7D
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
b5
b
b7D
bo
biC
thanks.
b2
_____ Original —— . :b “?‘E
From (FBI) b6
b7C



Message

6/21/2007

b7E

‘be

o7C
b4

W7D
A LS

Page 5 of 7

Cc (FBI)
Subject:

- SENSITIVE BUT UNCLASSIFIED
NON-RECORD

bh
b4
b7D

NSL VIO-22594



Message

Page 6 of 7

From:|

kOGC) (FBI)

Sent: Wednesday, August 24, 2005 6:52 AM

To.l

YFBI)

(ol

leBD: ]

I
h

[ren; ] |(FBTY;
FETY] Fsrhl

I
Subject:|

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

If you have any questions about this, please direct them to
Mho brought this to my attention, although I'd
Ike to be kept in the loop.

o
2

thanks for your help.

P
oo

biC

SENSITIVE BUT UNCLASSIFIED

6/21/2007

NSL VIO-22595

b2
b7E
b7C

b4
b7D

NS
oa

b2

b7E

b4
bTD



|§0GC) (INT)

From: | I(OGC) (FBI)
Sent: _Thursday December 21, 2006 12:08 PM
To: (FBI) b6
Cc: (FBI) |¢oGC) (FBI OGC)(FBI) | -~
Subject: < b7C
bz
7
SECRET ]E -
|5) RECOR( 1
b5
----- Original Message-----
From: [FBI)
Sent: 6 12:05 PM hé
To: GC) (FBI) D0
Cc: FBI) L7C
Subject: b2
I:S:I SECRET [N
RECORd b1
Do
o7C
OGC's thoughts, please?
b6
Original L7C
----- rigina ?ﬁﬁiﬁﬂﬁ“m
From: (FED) b2
Sent: Ij::mim., 2006 11:54 AM bT7E
To: FBI) :
Subject: : bl
SECRET
18- RECORq
|
b5
bo
b7C
| Any suggestions on

how to proceed?

[ ]

-----QOriginal Message-----




From: FBI)

Sent: 6, 2006 3:46 PM
To: BI)

Cc: (FBI)

Subject: FW:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

o

ooy
-1

O
@]

I.‘Lhuemmmeudaﬁm_a.nd_me to

----- Original Message----- .
From: C) (FBI)
Sent: , 2006 3:36 PM
To: FBI)
Subjectre:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

5]

£

bT7E

bicC

~J
3

b5

From: | (3:19)

Sent; ay, December 06, 2006 3:23 PM
To (OGC) (FBI)
Subject: RE:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

™1

U o
~J oy ~I N3

o)

(@)

Any ideas how to proceed?

b5



-----Qriginal M [P ;
From: essim koce) (rBY)

Sent: Wedn 06, 2006 3:04 PM
To: FBI)

Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

|Ijot your voice mail. | am not sure how to address this.| |

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

DERIVE G- assifi ide G-3, dated 1/97, Forei i nvestigations

DECLASSIFY

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign-Counterintélligence Investigations
DECLA ON: 203
SECRET

,  NSLVIO-22598

b2
bTE
b6
b7C



(OGC) (INT) frj?f‘-’
From: [ [(0GC) (FBI) B7C
Sent: 06 3:13 PM hd
To: FBI) T
Subject: : M
SECRE
(%) ‘RECORI

The answers are yes, yes.

If you desperately need the info,

o}
';I [\\

b7E
----- Original rfessagg--—-- pé
From: FBI) e
Sent: 1:50 PM p7C
To: GC) (FBI) 1
7D bl
SECRET .
(3] Record b2
b7E
bT7A

b7
b6
b

This is getting todbe a big problem

----- Original Tﬂaﬂ_l“-- b6
From: (FBI) . b7C
Sent: 006 1:35 PM -
To: | i(FBI) b2

Ce: | coce) (ra)] | G2 ' b7E
Subject: bl b4
SECRET b2 : B7D
(5] - RECORD| b7E
h7A

I

Per our conversation earlier|

guess | should feel special, at least this time they sent a letter instead of just replying with no info at all........

Ihi g is | . Lorohlem |

biC
b4

biD

NSI. ¥10-22599



(21

bl
[ e e bTE
o e
b7C
bb

RN
oiA

G-3, dated 1

DECLASSIEY ON-: 20310831
ECRET ‘

G-3, dated 1/97

DERIVED FROM: G=3 FB}-€l

5 NSL VIO-22600



From: (OGC) (FBI}
Sent: il ﬁ_AM
To: FBI); FBI) N
Ce: | [TOGC) (F ] C)(FBI); b2
(FBI)] |(CD) (FBI) b7E
Subject: : ~
0o
b7C
SECRET 01
{5)  RECORD
That looks like it should help our| | b5
| | 06
----- Original Message-——-- b7C
From FBI)
Sent , 2006 1:41 PM -
To: lFBI) C) (FBD) o
cc: (FBIy GC)(FBI) FFBI);I DD 1R
Subject: N 6
I:S:I 'SECRET b7C
RECORED b1
How about:
IS
-----Original Message----
From: FBI b2
Sent: | 2006 1:05 PM i
To? GC) (FBI lern b7E
Ce: H:’mmlxo OGCHFED |Fen] |y (FeD) 1
Subject . _, )
b7C
SECRET, ’
(5] 2EZREL bl

RECORL




i~
19N

~

s

7=
R |

b6
b7C

----- Original Message-----
From: rﬂ (0OGC) (FBI)

Sent; y, December 21, 2006 12:08 PM :
To: (F8I) '
Ce: i(FBI I:l(OGC) (FBI) 0GC)(FBI)
Subject: RE:

SECRET
{531 - RECORI

]

~J

i

oo oo o
'®)

Oy

----- Original Messaaa
From: BI)
Sent: I 6 12:05 PM
To: OGC) (FBI)
Cc: FBI
Subject:

SECRET i

(5) MREGORq~

£

)

3

~]
72

oo Do
[}

—

OGC's thoughts, please?

FBI)
, 2006 11:54 AM
FBI)

2



b5
bo

| Any suggestions on how to 70

proceed?

From: (FBI)

Sent: 06, 2006 3:46 PM
To: FBI)

Ce: {FBI)

Subject: :

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

b6
1:)7(3‘
b2

o7E

The recommendation, and | concur, is to
]

o
L1 =

----- Original Message-----
From: | [OGC) (FBI)

Sent: 06, 2006 3:36 PM
To: FBI}

Subject: RE:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

bé

b7C

b2

TE

From: | |(FBI)

Sent: 2006 3:23 PM
To: 0OGC) (FBI)

Subject: RE:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Their points were two:

oo oo
N G IR B
x|

@




J
{51

Any ideas how to proceed?

----- Original Message---—- "o
From: | ©0Ge) (FeN) S
Sent: r 06, 2006 3:04 PM oT7E
To: | i (F8I) ne
Subject: T

n7C
SENSITIVE BUT UNCLASSIFIED
NON-RECORD,

jo)S!

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

DERIVED

r ification Guide G-3, dated 1/
Investigations

jfication Guide G-3, dated 1/97

Investigations ]
DEC

SECRET

DERIV

Investigations .
DECL.

assification Guide G-3, dated 1/97

SEGRET
DERIVED FROM: G-3 FBI Classification Gui ign-Counterintelligence Investigations.
DECLASSIFY ON: -




(OGC) (INT)

@)

From: | (OGC) (FBI)

Sent: I_ELid.aLADL'LLZJ_ZO.Q.G.f:Q PM
To: (OGC) (FBI)

Subject: FW: Revision of standard attachment to toll billing record NSL

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

You have everything, here. No revisions, yet on the transactionai record attachment. Awaiting input from the field.

----- Original Messagesz---
From: Ssrp foce) (Fal) o
Sent: Friday, April 21, 2006 12:05 PM : bé

To: FBI _ALL CDCs le
Cc: :IOGC)(FBI) i _ {OGC) (FBI) o
Subject: Revision of standard attachment to toll billing record NSL

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

We are in the process of replacing the standard aftachment to telephone toll billing records on our website. The document
is attached below.

TTOT
-~ ™ O

,  NSL VIO-22605



R

tollbillingattachment
april21,2...

N

£

transactionalrecord
nslattachme...

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

,  NSL VIO-22606



Message Page 1 of 6
(OGC) (INT)

From: OGC) (FBI)

Sent: Wednesday, October 06, 2004 9:05 AM

To: | loGe) (FaIy

Subiject: FW:| |
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
Per your email to me, | had already sent this around volunteering to do it if you say it's okay, which | gather it is.
So lwill do it. ;
----- Qriginal Message-----
From:| [(OGC) (FBI)

: 05, 2004 12:23 PM

Subject: RE| |

SENSITIVE BUT UNCLASSIFIED

NON-RECORD L
bo

willdo, i Jokay with it ] B7C

-----Qriginal Message----- :
From| | (OGC) (FBI)

[OGC) (FBI) |(OC’(‘\ (ERIY- | 0GC
1); BOWMAN, MARION E. (OGC) (FBI), [OGC)

Sent: T October 05, 2004 12:22 PM
-roi koGc) (FBI)

(0GC) [OGC) (FBI);
(0GC) 0GC) (FBI)
Subje

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

(0GC) (FBI); |
. (OGC) (FBI)

I've read the EC, discussed the matter with|

|it makes sense fo‘ ro do the EC since

Es eswoiﬂ'fh_l_ﬂTe € ISSUE to this poInt.
----- Original Message-----
F,rom| |0GC) (FBI)
Sent: luesda ober 004 12:00 P

Td (OGC) (FBI) lcoce) (Fai| |
(OGC) (FBI); BOWMAN, MARION E. (OGC) (FBT) bGc)]

(OGC) (FBI); (0G

Subject: RE:

. SENSITIVE BUT UNCLASSIFIED
NON-RECORD

6/21/2007

NSL VIO-22607

oo o
(@)
(@)

o ~3

bo
b7C

b5

~1 ™
@

5o

n

,,,,,

b6
b7C
b5



Message

6/21/2007

Page 2 of 6
We sho d back in an EC. Fither |can draftit - itis an ITOS | case but |
defer td she wants|:| to respond. Tas well do not concur wit{—_position.
OGC) (FBI)
j Laco) ceany; |
OGC) (FBI); BOWMAN, MARION E, (OGC) (FBIY] (SGCS;l |
OGC) (FBI): |(0GC) (FBI)
ubject: RE: | o
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
ALL-
and Spikg

[

-----Original Message-——-
From: |(OGC) (FBI)

Sent: Friday, October 01, 2004 12:37 PM b
Toj | (060) (FBD)| (OGCLLERD) b6
Cc: BOWMAN, MARION E. (OGC) (FBI); (0GC) | b7C

(OGC) (FBI) b5

Subject: RE:I::|

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

| conenr with I_L,na_l,\sjs lronically I |

¥]]
From 0GC) (FBI) ,
Ser‘n_tmn,‘mﬁaa PM
To: (OGC) (FBI) . b
: NE. f_o_es)_tﬂam_b_ﬂ_k(OGC) (FBI); b
| BGC): GC) (FBI ’
ubject: RE:

: b

SENSITIVE BUT UNCLASSIFIED
NSL VIO-22608



Message Page 3 of 6

R

NON-REC

(o]
o

-
S

y o
=2y DN (R
@

o

..... Oriai S

From| | (0Gc) (FBI)

Ser;,mm&i 2004 12:05 PM b6
To ocle) I GC) (FBI) 17
Cc: EQAMMAN.MABJQN.E..G&GC) (FBD); (0GC) "5
(FBL) OGC) (FBI) : Lo
Subject: RE:| |

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

[ Fta

| ‘proposes to use National Security Letters under 18 USC 2709 to b5
obta i b

n subscriber informa:li'rn.andielentmmammﬁm s
transactional records" fro | b6

-2

b7C
D
[Vhe records that would be sought through the ‘b:
NSL are the name, address, length of service, and toli-billing records of bT7E
the user.
Section 2709 requires electronic communication service providers to b6
comply with duly authorized requests for subscriber information and BIC

electronic communication transactional records. The proposal by the
aises one main question:if _____|an "electronic communication -
Service provider"?

E\otes that the electronic communications in this instance are
"simply a way of paying for a non-communications related service."| ] b5

bo
L7C
Thecasecited by  |n support of its proposal addresses a related
point, noting that ] b2
b7E
b5

NSL VIO-22609
6/21/2007



Message

6/21/2007

Page 4 of 6

b2
Db
According to ECPA, electronic communication means
... data ... of any nature transmitted in whole or in part
" by a wire, radio [or other] system [et¢.]" 18 USC 2510(12). An electronic
communications system is "any wire, radio, electromagnetic, photooptical
or photoelectronic facilities for the transmission of electronic
communications" and an electronic communications service is "any
service which provides users thereof the ability to send or receive wire or
electronic communications." 18 USC 2510 {(14) and (15).
Rs a general rule, a
communication is an electronic communication protected by federal
wiretap law if it is not carried by sound waves and cannot fairly be
characterized as containing the human voice. Communications
consisting solely of data, for example, . . . are electronic
communications.” S.Rep. No. 99-541, at 14; reprinted in 1986 USCCAN
at 3568. Communication in this context merely means moving data from
one place to anaother| |
b
b7C
bo
b4
b7D
o
b2
b6
b7C

0
(@)

N
2

----- OfiainaLMessaaub ¥
From: GC)

Sent: Thursday, September 30, 2004 7:26 AM
NSL VIO-22610




Message

Page 5 of 6

Tol !fOG,C) (FBI)

Subject: FW

SENSITIVE BUT UNCLASSIFIED bé
NON-RECORD - o
b7C
bh

-----Original Messaqe----- bo

From | coGe) (FBI) b7C

Sent: Wednesday, September 29, 2004 3:45 PM jols)

To:| (QGC) (FBI); BOWMAN, MARION E.

(0GC) (FBI)‘ PGC)

Subject: FW]|

SENSITIVE BUT NCLASSIFIED

NON-RECORD L
b5

| didn't realiz?_ﬁmiwere all on the copy list for a 9/7/04 EC from bo

i lconcerning an analvsis of p7C
O nere 1s the message mat I sent 1) jb% ‘

and blind copie bR

----- Original Message-----

From |(OGC) (FBI)

Sent: 29, 2004 3:41 PM b2

To: FBI) b7E

Subject: - b 6

SENSITIVE BUT UNCLASSIFIED p7C

NON-RECORD '

II havs read vaur F(‘I I

bhh
02

—y

[(per the case you cited|

6/21/2007

NSL VIO-22611



Message , , Page 6 of 6

Tnanks|:| ' bb

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIE

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

| NSL VIO-22612
6/21/2007



Message | Page 1 of 6

|(OGC) (INT)
From: | [oGe) Fay -
Sent:  Monday, May 16, 2005 1:11 PM . 7 .
To: | |oGe) (FBI) OGC) (FBI); THOMAS, JULIE F. (OGC) ~ é“
FBI o
red b7C
bk
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
[}
Do
b6

e
N

NSL VIO-22613
6/21/2007



Message ' : : ' g Page 2 of 6

-——--Original Message-----

From |(oGe) (FBI)
Sele:_MmdaLMayJ.ﬁ_ZmS_lz:% PM ~ . . ‘
T (OGC) (FBI) ‘ : o)

Cq ToGt, (FBI); THOMAS, JULIE F. (OGC) (FBI (0GC) (FBI); bL7E
: (OGC) (FBI) loGe) (FBI); [oee) (Fa1) e
ubject: roposal to amend ECPANSL To gef

SENSITIVE BUT UNCLASSIFIED : ' b5
NON-RECORD ,

o
(2]

‘PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBi WITHOUT
PRIOR OGC APPROVAL

Associate General Counsel - Unit Chief

-——--Original Message-----

From| PGC) (FBI)

Sent: Monday, May 16, 2005 10:23 AM o bo

OGC) (FBI) b7C

[(0Gey (FBI); THO C) (FBI);__ 4OGC) 1o
(0GC) (FBI)J (OGC) (FBI); (06C) | oo

(FBI) !

Subject: REDroposal ta amend ECPA NSL to gef : b5

SENSITIVE BUT UNCLASSIFIED )
NON-RECORD be

biC

Thanks

NSEVIO22614—

6/21/2007



Message | Page 3 of 6

b2
thanksl
----- Original Message-----
From:|_ [OGC) {FBI)
Sent: Monday, May 16, 2005 9:28 AM .
To [OGC) (FBI) o
Cc: (OGC) (FBI); THO 2C) (FBI GC) -
(FBI) |(OGC) (FBI); (OGC) (0OGC) jb /B
(FBI) : b6
Subject: RE|:| Proposal to amend ECPA NSL to get b7C
Importance: High b5
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
bb
b2
| b5
|the 2

order requirements of section 2518(1)(b) to indicate "the nature and type of wire or electroni
communications services"

(3

NSL VIO-22615
6/21/2007



Message

Page 4 of 6

o
G

STLU will draft such a statute to have it standing on the shelf.

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI

WITHOUT PRIOR OGC APPROVAL

Associate General Counsel - Unit Chief

..... Origi S
Fromj |0GC) (FBI)

Sent: Thursday, May 05, 2005 5:24 PM

To:[ [(OGC) (FBI)

eyl {OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI);
| [(OGTYTEET)

Subject: FW:|_[Proposal to amend ECPA NSL to ge

SENSITIVE BUT UNCLASSIFIED ‘

NON-RECORD

thanks.[ | ‘

----- Original Message-----
From| | (OGC) (FBI)

Ser_t:_ﬂednsdax._ﬂay 04, 2005 5:02 PM
To OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI

| ﬂGC) (FBI)
ubject: roposal to amend ECPA NSL to get

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

I have to respond to an EC from|:| about issuing an amended form ECPA NSL in

NSL VIO-22616
6/21/2007

b6
b7cC
b2

oo oo
~J A3 -1 O
HoO

[&x

b5
bo
b7
D27
h7E



Message

6/21/2007

Page 5 of 6

cerain circumstanoes.l I

I:lsays that it often needs to find out what type of service is provided by a telephone
comopany, in order to be able to apply for a FISA. It wants to amend the standard
ECPA NSL to a telephone company to include a request for the type of service
provided by the provider:

"Under the authority of Executive Order 12333, dated December 4, 1981, and
pursuant to Title 18, United States Code (U.S.C.), Section 2709 (Section 201 of the
Electronic Communications and Privacy Act of 1986, as amended), you are hereby
directed to provide to the Federal Bureau of Investigation (FB!) the names, addresses

f the person or
entity to wnom tne rollowing telepnone numper was registered on [insert date].”

lenaths of service and electronic communication transactional records, to includd | :

Please give me your thoughts.

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED |

SENSITIVE BUT UNCLASSIFIED

NSL VIO-22617
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Message ' Page 1 of 5

(OGC) (INT)

From: | kose) (FBY |

Sent:  Tuesday, October 05, 2004 10:26 AM o b6

To: | | (oGe) (FBl);I—ﬁ_mm% ' !
(OGC) (FBI); BI) ) | b5
(OGC) (FBI)| locTyren

Subject: RE[ | |

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

ALL-

b5
b2
b7E
be
. b7C
Iand Spikd |
[ ] e
----- Ciumnal_Ma:aa%l b7C
From OGC) (FBI) b
Sent: Friday, October 01, 2004 12:37 PM :
Tof | (0GC) (FBI] IOGC) (FBI)
Cc: BOWMA E. (OGC) (FBI) (0GC) |(oGC) (FBI)
Subject: RE: ‘
® SENSITIVE BUT UNCLASSIFIED
NON-RECORD
. . . bb
| concur with nalysis. lronically ‘
|Spike: Lo
| b7C
-----Qriai mooes
From |oae) (FeI)
Sent; Fridav, October 01, 2004 12:33 PM
T (OGC) (FBI) v
Cc: B C) (FBI) (OGC) (FBI); b6
(OGC); OGC) (FBT} B0
Subject: RE WE

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

pl jols

NSL VIO-22618

6/21/2007



MeSsage

Page 2 of 5
bb
- bo
b7C
-----Original Message-----
From| loce) (FBI) A
Sent: Friday, October 01, 2004.12:05 PM .
To| 0GC) L (oGC) (FBI) : b6

ff: ?%WM,AN, MARION E. (OGCY (FBI};| (0GC) (FBL); b7C

koco) (FaI -
Subject: RE b5

SENSITIVE BUT UNCLASSIFIED .
NON-RECORD D

Iet al. -
roposes to use National Security Letters under 18 USC 27r03_tn.ﬂh.tamju.bsm.bﬂl
% ? | "eloctroni LY tional reconds

T b7E
| !The records that would be sought through the NSL are the name, address, length of b5
, and toll-billing records of the user.

b2

Section 2709 requires electronic communication service providers to comply with duly

authorized requests for subscriber information and electronic communication transactional b2
records. The proposal by thd:lrasses one main question: if ____Jan "electronic hTE
communication service provider'? b
notes that the electronic communicﬁigng_mmgmam;ﬂmp_m&ff paying 7D
_for a non-communications related service. o
kb
o7C
b2
DTE
bb

NSL VIO-22619
6/21/2007



Message : - Page 3 of §

D5
bz
| | According to ECPA,
electronic communication means "any transfer ot . . . data . . . of any nature transmitted in
whole or in part by a wire, radio [or other] system [etc.]” 18 USC 2510(12). An electronic
communications system is "any wire, radio, electromagnetic, photooptical or photoelectronic
facilities for the transmissuon of electronic communications" and an electronic
. communications service is "any service which provides users thereof the ability to send or
_recaive wire or electronic communications ™ 18 LISC 2810 (14) and (15} | |
]
[As a general rule, a communication is an electronic
communication protected by federal wiretap law if it is not carried by sound waves and cannot
fairly be characterized as containing the human voice. Communications consisting solely of
data, for example, . . . are electronic communications." S.Rep. No. 99-541, at 14, reprinted in
1986 USCCAN afsammmmmmmm_mmmmﬁ
place to anaothe
b5
p2
bo
b7C
----- Original Message-----
From:| J(OGC) .
Sent: mber 30, 2004 7:26 AM ;»O?
To GC) (FBI) ’ biC
Subject: FW i
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
fyi.
boé
.......... 76
(0GC) (FBI) D i
72004 3:45 PM B2

(OGC) (FBI), BOWMAN, MARION E. (OGC) (FBI)|:|

SENSITIVE BUT UNCLASSIFIED
NSL VIO-22620

6/21/2007



Message Page 4 of 5

"NON-RECORD

| didn't realize you were av.an.the.mny_ljst.lona.aﬁlﬂd EC from Inl | »
i vsis nf | bE

[So here is the message that | sent to foYe)

Thd copie B0
----- riginal Message----- '
From [(coGe) (FBI) . ' o
Sent: Wednesday, September 29, 2004 3:41 PM : fﬁ
To:| | (FBI) , bTE
Subject: b6

n7C
SENSITIVE BUT UNCLASSIFIED
" NON-RECORD
have read your EC or] |
15
hZ
06
the case you cited| " b7C
Thanks

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-22621
6/21/2007 '



(OGC) (INT)

From: | lioce) (Fei) b2
Sent: Friday, March 23, 2007 8:02 AM b7E
To: (FBI) 06
Cc: THOMAS, JULIE F. ZUGE!) (FBI)| {OGC) (FBI) -
Subject: RE: IOB Issues Relating to the InsSpection Division's Audit b7C
bh
----- Original M
From: [ FBI)
Sent: mﬁ:« PM
To: (OGC) (FBI) [
Subject: T U g 10 the Inspection Division's Audit b /_E
i ET 0o
R B | p7C
- ‘ jo13)
What is your take on my guestion to| bh7C
Thanks,
b2
b7E
bo
b7C
1) - ET
RE B a6
n7C
b5
Thanks,
b2
b6
b7C
----- Original
From: GC) (FBI) bé
Sent:  Wednesday, March 21, 2007 4:22 PM o
To: HQ-Div09-NSLB; FBI_ALL CDCs; CAPRONI, VALERIE E. (OGC) (FBI) (INSD) (FBI) bh7C
NSIEo-2262

1



Subject: 10B Issues Relating to the Inspection Division's Audit

m.s T
RE B

b5
be
biC
The following incidents are reportable as potential IOBs matters for adjudication by OGC:
b
The following incidents are NOT reportable as potential IOBs matters. However,
the error will be noted by the AIIP:
b5

RLCL MTIO 1146710
Vi NI VIO Z2UZ0




<< File: IOB Attachment #1--Nov162006POLICY .wpd >>

DERIVED FROM:-G-3-FBl Clas ' sification Guide G'3f dated “975 Foreign Counterintelligence tnve estigations
DECLASSIFICATION EXEMPTION 1 '

SECRET

DERIVED FROM: ification Guide G-3, dated 1/97. Foreign
DECLASSIFICATION EXEMPTION 1
SECRET

DERIV ROM:-G-3-FBI sification Guide G-3, dated 1/97, Foreign Cou
DECLASSIFICATION EXEMPTION
SECRET

estigations

3 NSL VIO-22624



Message ' Page 1 of 4

b2
b7
OGC) (INT) b4
From: | locc) (Fay) b7D
Sent:  Monday, November 14, 2005 10:27 AM :kk;76C
To: KFBI) '
Cc: kFBI); THOMAS, JULIE F. (OGC) (F8BI {OGC) (FBI)

Subject: RE::sue specifics

UNCLASSIFIED
NON-RECORD

b5
b4
pih

b2

----- o v . S s - »
From| |(oGe) (FBI) - . b7k
Sent: 2005 9:47 AM b6

T 1 |(FBI)| (OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI) 17C

Cq (FBI) b4
Subject: RE| [ssue specifics | b7D
UNCLASSIFIED
NON-RECORD
bt
bb
b4
7D
b4
bi7D

NSL VIO-22628
6/21/2007



Message

All the more reason for a legislative amendment to 2709.
PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE QUTSIDE THE FBI WITHOUT
PRIOR OGC APPROVAL '

Assistant General Counsel

Page 2 of 4

D2
Tel: bé
FaJ—Jﬁ p7C
page —| ol
DFFICE OF THE GENERAL COUNSEL
----- ‘Q.I.[Iﬂ Message----- bz
From: | (FBI) b7E
Sent: Thursday, November 10, 2005 2:27 PM b6
To (OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI) e Te
Cci (FBI); OGC) (FBI) b4
Subject: issue specifics .
b7D
UNCLASSIFIED . o
NON-RECORD bo
b7C
7 —
b5
b6
p7C
4
b7D
b7
PSICNOCA b E
bé

il
e

6/21/2007

~

----- Original Message-----

From| (OGC) (FBI)

Sent: Thursday, November 10, 2005 12:16 PM
To (FBI)

Subject: RE: issue specifics

UNCLASSIFIED
NON-RECORD

oo

o]
[ S U o A N B LN
]

)

eal

[oNEoaNel
{ =3

NSL VIO-22629



Message ' _ Page 3 of 4

b5
Lo
b7C
b4
b7D
fhfnks, ’ ‘ ‘
: ’ b2
————— Original Message--—-- b Z E
Froml FBI) bo
Sent: Thursday, Novermber 10, 2005 1:25 PM bIC
To: (OGC) (FBI) b4
Subject:| Issue specifics ' b 7D
UNCLASSIFIED - ) b6
NON-RECORD : © pIC
b5
o¥i!

RE: our last e-mail traffic aboutl | ‘ © b7D

s it time to get Julie Thomas or{ |at NSLB involved, or do you still want
the chance to go through your e-mails to her? '

e
b7C

UNCLASSIFIED

UNCLASSIFIED

NSL VIO-22630
6/21/2007



KOGC) (INT)

From:

Subject: RE:

UNCLASSIFIED
NON-RECORD

| am awaiting a call back from|:|and I will confirm etc.

Assistant General Counsel

National Security Law Branch

Office of General Counsel FBI
Voice
Pager
Secure Fax
Fax

----- Original Message-----
From: l JOGC) (FBI)

Sent: ﬂ& 7007 3:01 PM bo
To: OGC)(FBI) i
Subject: b7C

UNCLASSIFIED
NON-RECORD

| !(OGC)(FBI)
Sent: 52 PM
To: (OGC) (FBI}

oo

UNCLASSIFIED

UNCLASSIFIED

b5
b6

picC

NSL VIO-22631
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