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(OGC) (INT) 

From: THOMAS, JULIE F. (OGC) (FBI) 
Sent: Monday. May 16. 2005 5:12 PM 
To: 

(UUU) (l-BI) 
(OGC) (FBI); 

Subject: R^ proposal to amend ECPA NSL to ge 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Original Message 
From:I |(OGC) (FBI) 
Sent: Monday. Mav 16. 7005 lTTT PM 
To: (OGC) (FBI); 

(OGC) (FBI); 

Julie 

Subject: RE:| ¡Proposal to amend ECPA NSL to get 
OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 6 
b7C 
.b2 
b7E 
b 5 

b 5 

b 7 C 
b 2 
b7E 
b5 

" b 5 

6/21/2007 
NSL VIO-22371 
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b 5 
b 6 
b 7 C 

Drininal Mpqsanp-
From 
Sent: Monday, May 16, 2005 12:03 
To 
Cc 

(OGC) (FBI) 
PM 

(OGC) (FBI) 
(OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI)i 

|(OGC) (FBI)] (OGC) (FBI)] 
SuDiect: Kbl Ik ro posa I to amend tLPA NbL to ge 

b 6 
b 7 C 

JOGC) (FBI); b 2 
OGC) (FBI) b 7 E 

b 5 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 5 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI 
WITHOUT PRIOR OGC APPROVAL 

Associate General Counsel - Unit Chief 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg 27958A, Room A-207 
Oiiantipn. VA b6 

b7C 
b2 

6/21/2007 

NSL VIO-22372 
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-Original Message-
From:[_ J>GC) (FBI) 
Sent: Monday. Mav 16. 2005 10:23 AM 
ToL , jOGC) (FBI) 
Cc: 1 m m fFRTV,THOMAS, 1IJITFF rnnrUFR 
(OGC) (FBI) OGC) (FBI); 

bUDjecr: 
OüC) (hBl) 
REip^roposal to amend ECPA NSL to get type 

) 
(0ÜC) (HBi);| 

b 6 
b7C 
b 2 
b7E 
b 5 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 5 
b 6 
b7C 

thanks. 

-Original Messaqe-
From{_ 
Sent: Monday. Mav 16. 2005 9:28 AM 

](OGC) (FBI) 

Tol 
Cc[ 

(OGC) (FBI) 
IQGQÎEBÛLTHOMAS, IMI TF F ( n a n î f r t v 

OGC) (FBI) /OGC) (FBI)J 
I IfOGCHFBn 
Subject: REj [Proposal to amend ECPA NSL to get type 
Importance: High 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

OGC) (FBI); b 6 
b7C 
b 2 
b7E 
b 5 

I note that the NSL Letter's criminal law administrative subpoena counterpart in ECPA, 
Section 2703(c)(2), is broader than 2709 in that the criminal version was expanded to 
include methods of payment. Since both provisions were amended by the USA Patriot 
Act (USPA) (Section 2703 by USPA Section 210, and Section 2709(b) BY USPA 505), 
a traditional statutory interpretation of parallel provisions would support the inference 
that Congress intended the limitation on 2709 to be purposefull I 

b 5 
NSL VIO-22373 

6/21/2007 
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STLU will draft such a statute to have it standing on the shelf. 

I 
PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE 
THE FBI WITHOUT PRIOR OGC APPROVAL 

Associate General' Counsel - Unit Chief 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg 27958A, Room A-207 
Quantico, VA 22135 

h 2 
b 6 
b 7 C 

b7D 
b 5 

b 5 

b 5 

Original Message-
Fromf ]OGC) (FBI) 
Sent: Thursday, May 05, 2005 5:24 PM 
Toj , |(OGC) (FBI) 

J(0GC) (FBI); .Cc 
{OGC) (FBI) 

THOMAS, JULIE F. (OGC) (FBI); 

Subject: FW: Proposal to amend ECPA NSL to get 

NSL VIO-22374 

h 2 
b7E 
b 6 
b7C 
b 5 

6/21/2007 
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SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

-Orininal Mpçcanp-
Froml (OGC) (FBI) 
Sent: Wednesday, May 04, 2005 5:02 PM 
To:l If OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI) 

JfOGC) (FBI) 
Subject: Proposal to amend ECPA NSL to get 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I have to respond to an EC froml labout issuing an amended form FCPA NSL 
in certain circumstances. I 

b 6 
b 7 C 
b 2 
b 7 E 
b 5 

b 2 
b7E 
b 5 

"Under the authority of Executive Order 12333, dated December 4, 1981, and 
pursuant to Title 18, United States Code (U.S.C.), Section 2709 (Section 201 of 
the Electronic Communications and Privacy Act of 1986, as amended), you are 
hereby directed to provide to the Federal Bureau of Investigation (FBI) the 
names, addresses, lengths of service, and electronic communication ' 
transactional records! I^ 

| of the person or entity to whom the 
toiiowing teiepnone numoerwas registered on [insert date]." 

b 5 

In fact, apart from the opening 
wire or electronic communication paragraph of 2709, wherein it states that1 

service provider shall comply with a request for subscriber information and toll 
billing records, or electronic communication transactional records," neither of 
the paragraphs under (b) "required certification" even deal with transactional 
roonrrlc Tho ctati ito Hoarlw ic inartfiillw HraftoH I 

6/21/2007 

NSL VIO-22375 
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SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

6/21/2007 

NSL VIO-22376 
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(OGC) (INT) 

From: THOMAS, JULIE F. (OGC) (FBI) 
Sent: Thursday, May 05, 2005 1:45 PM 

(OGC) (FBI To: 
Cc OGC) (FBI) 

OGC) (FBI) 

Subject: RE:| proposal to amend ECPA NSL to gel 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

.b7C 
b 2 
.b7E 
b 5 

Please coordinate this with UC unit. 

Julie 

-—Orlninal Message-— 
From| |(OGC) (FBI) 
Sprit: Thnrerlav Mav OR 7005 1:10 PM 
To] 
Cc OGC) (FBI) 

AU I l f û l l àT IO l C0IJTII11I 
HERE IÜ IS IMCLAS81FIED 

j. ; iu rm 
](OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI) 

Subject: RE 3roposal to amend ECPA NSL to ge 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

-Original Message-
From:[_ J (OGC) (FBI) 
Sent: Thursday, May 05, 2005 8:38 AM 
To. THOMAS. JULTF F. (OGC) (FBI) 

OGC) (FBI)[ Cc 
Subject: RE Proposal to amend ECPA NSL to get 

1(OGC) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I rinn't really see why 

b 6 
b7C 
b 2 
b7E 

b 6 
b7C 
b 2 
b7E 
b 5 

02 doubl 
Trhere 

1 T 

^ iere is 
lis within ECPA -

b 5 
b 6 
b 7 C 

b 5 
b 6 
b7C 

b 6 
b7C 

Original Message 
From: THOMAS, JULIE F. (OGC) (FBI) 
Sent: Wednesday, May 04, 2005 6:25 PM 

NSL VIO-22377 

6/21/2007 
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To: (OGC) (FBI); 
(OGC) (FBI) 
Subject: RE:| proposal to amend ECPA NSL to get 

(OGC) (FBI); 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Isn't this something that UC| [needs to weigh in on? Julie 

b 6 
b 7 C 
b 2 
b7E 

-Original Message-
Fromj_ ](OGC) (FBI) 
Sent: Wednesday, May 04, 2005 5:02 PM 
Tn< |(OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI)£ 

b«c) m) 
subject] roposal to amend ECPA NSL to gel 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

h 6 
b7C 
b 2 
b7E 
b 5 

I have to respond to an FC frnml lahout issninn an amended form FCPA NSI in 
certain circumstances. I 

b 2 
b 7 E 
b 5 

"Under the authority of Executive Order 12333, dated December 4, 1981, and 
pursuant to Title 18, United States Code (U.S.C.), Section 2709 (Section 201 of the 
Electronic Communications and Privacy Act of 1986, as amended), you are hereby 
directed to provide to the Federal Bureau of Investigation (FBI) the names, addresses, 
lengths of service, and electronic communication transactional record j I b 5 

of the person or 
entity to whom the following telephone number was registered on [insert date]." 

b 5 

| In fact, apart from the opening paragraph of 2709, 
wherein it states that "wire or electronic communication service provider shall comply 
with a request for subscriber information and toll billing records, or electronic 
communication transactional records," neither of the paragraphs under (b) "required 
certification" even deal with transactional records. The statute clearly is inartfullv 
rlroftoH I 

NSL VIO-22378 

6/21/2007 



Message Page 1 of 6 

Please give me your thoughts. 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

6/21/2007 

NSL VIO-22379 



Message Page 1 of 4 

(OGC) (INT) 

From: THOMAS, JULIE F. (OGC) (FBI) 

NON-RECORD 

Isn't this something that UC eeds to weigh in on? Julie 

Original Messane-
From: (OGC) (FBI) 
Sent: Wednesday. Mav 04, 2005 5:02 PM 
To V 

I e 
OGC) (FBI); THOMAS, JUIJE F. fOGG (FBnf 

Subject^ proposai to amend ECPA NSL to get[ 

b6 
b7C 
b2 
b7E 
b5 

OGC) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I h a \/p t n rpsnnnrl tr> an F P. frnml I ahm it iggninn an ampnrlprt fnrm FHPA NISI in rprtain Hrnimgtanr.PG 

b 6 
b7C 
b2 
b7E 
b 5 

b 2 
b7E 
b 5 

"Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to Title 18, United 
States Code (U.S.C.), Section 2709 (Section 201 of the Electronic Communications and Privacy Act of 
1986, as amended), you are hereby directed to provide to the Federal Bureau of Investigation (FBI) the 
names, addresses, lengths of service, and electronic communication transactional recordsl 

telephone number was registered on [insert date]." 
of the person or entity to whom the following 

Jd5 

b 5 

[ 
In fact, 

apart rrom tne opening paragrapn or ziwd, wnsrsin it states tnat wire or electronic communication service 
provider shall comply with a request for subscriber information and toll billing records, or electronic 
communication transactional records," neither of the paragraphs under (b) "required certification" even 
deal with transactional records. The statute clearly is inartfullv drafted. I I 

NSL VIO-22380 

6/21/2007 



Message 

Please give me your thoughts. 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

Page 1 of 6 

b 5 
b 6 
b 7 C 

6/21/2007 

NSL VIO-22381 



](OGC) (INT) 

From: 
Sent: 
To: 
Subject: 

JN) (FBI) 
Unrr-V, 37 ^flffft g-OQ PM 

Kt: NSL toll billing records 
(OGC) (FBI) 

b7C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

The email responses I received were negative for any problems^ 

-—Original Message 
From: | 
Sent: 
To: 
Cc: L 
Subject: NSL toll billing records 

Friday, March 24, 2006 7:27 
cor AI I rnrv 

OGC) (FBI) 
AM 

](OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 6 
b7C 

b 5 
b 6 
b 7 C 

Thankq 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

1 NSL VIO-22382 



From: 
Sent: 
To: 
Subject: 

Wftfinftsriav NnvfimhsH 

SE 

(FBI) 
ZÖÜT12:54 PM 

(OGC) (FBI) 

b 2 
.b7E 
b 4 
.b7D 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 5 
b 6 
b7C 

From: 
Sent: 
To: 
Subject: 

Original Message-
I 

kt: 

l(OGC) (FBI) 
12:43 PM 
FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b6 
b7C 
b 2 
b7E 
b4 
b7D 

b 5 

—OriflioaLMfissaflfii 
From: 
Sent: 
To: 

Cc: 

weanesaay, iNovemper uo, zuuo" 
- ICQGCÌ 

I (FBI) 
TOGC) (FBI) 

FBI) 
12:38 PM 

Subject: RE 
¿OGCWPBli 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

¡ALERIE E. (OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI) 
h o : ) (FBI) 

(OGC) (FBI) ;OGC) (FBI); 

b7C 
b 4 
b 7 D 

b 5 

—Original Messaoa 
From: [OGC) (FBI) 

! NSL VIO-22383 b 6 
.b7C 



b 6 
b7C 
b 2 
b7E 
b 4 
b7D 

Sent: Wednesday, November 08, 2006 12:12 PM 
To: CAPRONI, VALERIE E. (OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI); 

COGQIEBI) 
Cc: I • • |(OGC) (FBI) 

PGC) 
Subject: 

¿FBI) 
(OGC) (FBI); 

OGC) (FBI); 

[FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b5 
b 6 
b7C 

Can I find out who is interested in attending and when you are available? 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-22384 



](OGC) (INT) 

From: 
Sent: 
To: 
Subject: 

L 

(FBI) 
Wednesday. April 19. 2005 1-3TPM 

](OGC) (FBI) 
RE: NSL lOBs - rewording the attachmen 

b 2 

b 7 E 

b 6 

b7C 
b 5 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Not often that I am aware. 

—Original Message 
From: | 
Sent: VA/oHnoĉ v Anril 1Q 
To: 

](OGC) (FBI) 
PM 

FBI) 
Subject: RE: NSL IOBs - rewording the attachment 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 6 

b7C 
b 2 

b7E 
b5 

—Pri?'"3' Mnccana.. 
From: 
Sent: 
To: 
Cc: 

FBI) 
Wednesday. April 19. 2006 12:18 PM 

OGC) (FBI) 
(FBI) JöGcj ( 

Subject: RE: NSL IOBs - rewording the attachment 

b2 
b7E 
b6 
b7C 
b5 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 5 

—Original Messaaa 
From: | 
Sent 
t o r 
Cc:[ 

3 ° G C ) (FBI) 
Wednesday, April 19, 2006 12:12 PM 

~ (FBI) 

Subject: "EE: 
•OGC) (FBI) 
NSL IOBs - rewording the attachment 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b2 
b7E 
b 6 

b7C 
b5 

b 5 

b5 

NSL VIO-22385 



b 5 
b6 
b7C 

—Original Message-
From: |_ 
Sent: 
To: 
Cc: 
Subject: 

> B I ) 
\fl/0HnocHaw Anril 10 imfi 11-çr; AM 

[OGC) (FBI); FBI_ALL CDCs 
(OGC) (FBI) 

Rt: NSL 10BS - rewording the attachmen 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b7C 
b 2 
b7E 
b5 

b 5 

—Original Message 
From: 
Sent: 
To: 
Cc: 
Subject: 

OGC) (FBI) 
11:38 AM weunesuay, Aprii iy, ¿uub 

PRT an rnrc 
''OGC) (FBI) 

FW: NSL IOBs - rewording the attachment 
b7C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 5 
b 6 
b7C 

From: 
Sent: 
To: 
Subject: 

Original Message-
r H (OGC) (FBI) 

738 PN Monday, April 17, 2006 2 
THOMAS, JULIE F. (OGC) (FBI);[ 
NSL IOBs - rewording the attachment ' t i achment 

l i - o ^ /cpn.r r]0GC)(FBI) 

b 6 
b7C 
b 5 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 5 

NSL VIO-22386 



b 5 
b 6 
b7C 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

3 NSL VIO-22387 



](OGC) (INT) 

From: 
Sent: 
To: 
Cc: 
Subject: 

intofinaertow ani-ilTTT [FBI) 
VI II IH VA Ati 3M 

Kh: NSL lUBs - rewordi I 

(OGC) (FBI) 
GC) (FBI) 

g the attachmen 

b 6 

.b7C 
b 2 

.b7E 
b 5 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

-Original Message 
From: 
Sent: 
To: 
Cc: 
Subject: 

]oGC) (FBI) 
Wednesday, April 19, 2006 12:12 PM 

I I (FBI) 
MOYER, SALLY ANNE (OGC) (FBI) 
RE: NSL IOBs - rewording the attachment 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 5 

b6 
b7C 
b 2 

b7E 
b5 

b 5 

b 6 

b7C 

Original Message-
From: 
Sent: 
To: 
Cc: 
Subject 

|FBI) b 6 
Wednesday, April 19, 20üb l l :b5 AM b 7 C 

ÖOGC) (FBI); FBI_ALL CDCs , j-

(FBI) b O I RE: NSL IOBs - rewording the attachmen| | b 2 

SENSITIVE BUT UNCLASSIFIED b 7 E 

NON-RECORD 

-Original Message-
From: 
Sent: 

KOGC) (FBI) 
Wednesday, April iy, 2UUb 11:38 AM 

b 6 

b7C 
NSL VIO-22388 



T o : FRT ¿11 r n r c h r 
Cc: I HOGC) (FBI) £ ° _ 
Subject: FW: NSL IOBs - rewording the attachment D / 

b5 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 5 
b 6 
b7C 

Monday, April 17 2006 2:38 PM 
3OGC) (FBI) 

—Original Message 
From: 
Sent: 
To: THOMAS, JULIE F. (OGC) (FBI)f 
Subject: NSL IOBs - rewording the attachment 

TOGO CFBIV InGrvFBn 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b6 
b7C 
b 5 

b 5 

b 5 
b 6 
b7C 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

2 NSL VIO-22389 



](OGC) (INT) b 6 
b7C 
b 2 
b7E 
b 5 

From: 
Sent: 
To: 
Cc: 
Subject: 

WpHnP^Hav Anni HQ U-ZZ 
(FBI) 
AM 

J (OGC) (FBI); FBI_ALL CDCs 
OGC) (FBI) 

RE: NSL IOBs - rewording the attachment 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 5 

—Original Message 
From: 
Sent: 
To: 
Cc: 
Subject: 

](OGC) (FBI) 
Wednesday, April 19, 2006 11:38 AM 
FRT AN rnrc , 

KOGC) (FBI) 

b 6 
b7C 
b 5 

FW: NSL 1UBS - rSwöVding the attachment 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 5 
b 6 
• b 7 C 

—Original Message 
From: [ 
Sent: 
To: 
Subject: NSL IOBs - rewording the attachment 

l(OGC) (FBI) 
Monday, April 17, 2006 2:38 Pff 
THOMAS, JULIE F. (OGC) (FBI) IfOGG (FBI)f OGC)(FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 6 
b7C 
b 5 

.b5 

I NSL VIÜ-22J9U 



SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 



](OGC) (INT) 

From: 
Sent: 
To: 
Cc: 
Subject: 

_ _ _ _ (F B | ) 
Mnnriav January OH 700K 10 tlV AM 

OGC) (FBI) 
THOMAS. JULIE F. (OGC) (FBI) 
FWj 

b 6 
b7C 
b 2 
b7E 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b7D 

FYI 

—Original Message-
From: | 

b 6 Sent: 

b 7 C To : 

b4 ' Cc: 

b 7 D Subject: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I (CTD) (FBI) 
Friday laniian/nfi PM 

FW 

Greetings, 

b 5 
b 4 
b7D 
b 6 
b7C 
b 2 

If you have any questions, please don't hesitate to call. 

S 
s s 
CT 
Communications Analysis Unit (CAU) 
LX-1 1S-425 
Office" 
Pagei 
"You don / know tne power of the Dark Side..." 

Original Message-
From: I 
Sent: ThnrcHaw lani iar\/ HR ?nnfi q-^fi PM 
To: 

ICTD) (CON) 

Subject: 

b 6 
b7C 
b 4 
b7D 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

1 NSL VIO-22392 



Hello there CAU 

b 5 
b 6 
b7C 
b 4 
b7D 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

2 NSL VIO-22393 



Message Page 1 of 6 

OGC) (INT) 

From: 
Sent: Monday, June 27, 2005 5:47 PM 
To: |(OGC) (FBI) 

(OGC) (FBI) 

Subject: FW: 

b2 
b7E 
b 6 
b7C 
b6 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b5 
b6 
b7C 

From a 
Sent: Monday. June 27. 2005 2 
To: 
Subject: 

• ( O G C ) (FBI) 
•17 PM 

m11 ;FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

6/21/2007 

NSL VIO-22394 
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(OGC) (INT) 

From 
Sent: Monday, May 09, 2005 8:29 AM 
To: |(OGC) (FBI) 

(OGC) (FBI) 

Subject: RE| Proposal to amend ECPA NSL to gel 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 6 
b 7 C 
b 2 
b 5 

Original Message-
Fromi ](OGC) (FBI) 
Sent: Friday. May 06, 2005 9:07 AM 
To: 
Subject: Rl 

(OGC) (FBI) 
'roposal to amend ECPA NSL to get 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

to 6 
b7C 
to 2 
b7E 

I agree with your analysis, but what is the game plan now? 

Unit Chief 
National Security Law Policy and Training Unit 

Unclassified Fax: (202) 324 
Secure Fax 

b 6 
b7C 
b 2 

Original Messaqe-
From: ]OGC) (FBI) 
Sent: Wednesday, May 04, 2005 5:02 PM 
To: | pGC) (FBI); THOMAS, JULIE F. (OGC) (FBI); 

Subjed| |Proposal to amend ECPA NSL to get 

(OGC) 

b6 
b7C 
b2 
b7E 
b5 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I have to respond to an EC from |^]about issuing an amended form ECPA NSL in certain 
circumstances. Before I draft an EC, I wanted to make sure everyone is on board with this. It is not 
a problem in my mind, and I want to make sure you concur before I start on this. to 2 

toi E 

"Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to Title 18, 

NSL VIO-22395 

6/21/2007 
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United States Code (U.S.C.), Section 2709 (Section 201 of the Electronic Communications and 
Privacy Act of 1986, as amended), you are hereby directed to provide to the Federal Bureau of 
Investigation (FBI) the names, addresses, lengths of service, and electronic communication 
transactional records, to include type of service being furnished, (e.g. Voice Over Internet Protocol 
line, Digital Subscriber Line, Cable Television, internet access, regular telephone line, etc.), of the 
person or entity to whom the following telephone number was registered on [insert date]." 

b5 
b 6 
b7C 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

6/21/2007 

NSL VIO-22396 



Message 

> 1 
Page 1 of 5 

OGC) (INT) 

From: 
Sent: TnpgHav Dpr.pmhpr 14 2004 12:35 PM 

(OGC) (FBI) 

To: OGC) (FBI) 
Subject: RE: ECPA NSLs 

b 6 
b7C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

— O r i qinal Messaqe-
FromJ ~ lOGC) (FBI) 
Spnt: TiiPsrlav NnwmhPr 7 T 7004 8:02 Al^ 
To J [OGC) (FBI) 
Cc: BOWMAN, MARION E. (OGC) (FBI) 
Subject: RE: ECPA NSLs 

b 6 
b7C 

)GC) (OGA) 

b l 
b 5 
h 6 
b 7 C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 5 

Original Message , 
Fromj |(OGC) (FBI) 
Sept: Monday. November 22, 2004 10:37 AM 

OGC) (FBI); | T l 
Subject: FW: ECPA NSLs 

b 6 
b7C 

(OGC) (OGA) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

per my discussions with 
range ot information provided byf 

Itwo weeks ago, thev explained^ me the b 5 
b 4 
b7D 
b 6 
b7C 

6/21/2007 

NSL VIO-22397 



Message 

> 
Page 1 of 6 

b 5 
b 6 
b 7 C 

your thoughts are welcome, j | 

Original Message 
From:I tCTD) (CON) 
Sent: Mnnrlav, November 7?. ?CiM 9:31 AM b 6 
Toil bGG (FBI) b 7 C 
Cc\ p-DKFBI) 
Subject: RE: ECPA NSLs 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 6 
b 7 C 
b 5 

6/21/2007 

NSL VIO-22398 
A 



Message 

V 
Page 1 of 6 

Hope this satisfies vour request. If you have any questions or need additional information, please 
contact me at 

Thank you, 
b2 
b 6 
b7C 

Original Message-
From (OGC) (FBI) 
Sent: Friday, November 19, 2004 12:53 PM 
Tod i c i m (CON) 
Subject: FW: ECPA NSLs 
Importance: High 

b 6 
b7C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

thanks 
-Original Message 

Fromj tCTD) (F B I ) 
Sent: Friday. November Î9. 2004 12:13 PM 
To HI ~](OGC) ( FBI) 
Cc: (CTD) (CON) 
Subject: RE: ECPA NSLs 
Importance: High 

b 5 
h 6 
blC 

h 6 
b 7 C 

(CTD) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Regarding the wording for NSL's, I should have this to you shortly. 

If you have any further questions please let me know. 

b7C 
b 2 
b5 

CôWmUniôâtlôhS Analysis Unit 
_EaiUÛ_Baam.4315 

work) 
Sky Tel pager) 
Non secure fax) 

6/21/2007 

NSL VIO-22399 



Message 

—OriainaLMessaofîi 
From: (OGC) (FBI) 
Sent: Friday. November 19. 2004 11:16 AM 
To: 
Subject: LCPA NSLs 

JTD) (FBI) 

Page 4 of 5 

b 2 

b 6 

b7C 

b 6 

b7C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 5 

b 6 

b7C 

thank! 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

6/21/2007 

NSL VIO-22400 



Message Page 1 of 6 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

6/21/2007 

NSL V I 0 2 2 4 0 1 



Message Page 1 of 6 

OGC) (INT) 

(OGC) (FBI) From: 
Sent: Monday, November 22, 2004 10:37 AM 
To: OGC) (FBI); 

Subject: FW: ECPA NSLs 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

(OGC) (OGA) 

b7C 

per my discussions with 
information nrnvirlpri hvl 

two weeks ago, thev explained to me the range of 

b5 
b4 
b7D 
b 6 
b7C 

b 5 
b 6 
b7C 

your thoughts are welcome.. | | 

-Original Message-
Fro m J tCTD) (CON) 
Sent: Monday, November 22, 2004 9:31 AM 
To:l 
Cc[ 
Subject: RE: ECPA NSLs 

](OGC) (FBI) 
J(CTD) (FBI) 

b 6 
b7C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 5 
b 6 
b7C 

NSL VIO-22402 

6/21/2007 



Message Page 3 of 7 

b 5 

Hope this satisfies your request. If you have any questions or need additional information, please contact me at 

Thank you, b 2 
b 6 
b7C 

-—Ordinal Messaae-
From: (OGC) (FBI) 
Sent: Friday. November 19 
A 

2004 12:53 PM 
TD) (CON) 

Subject: FW: ECPA NSLs 
Importance: High 

b 6 
b7C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Sent: Friday, November 19, 2004 12:13 PM 
Toi I (OGC) (FEIL 
Cc: | |CTD) (CON); 
Subject: RE: ECPA NSLs 
Importance: High 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

CTD) (FBI) 

b6 
b7C 

6/21/2007 

NSL VIO-22403 
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lAJitimuiiiUcUiuiis Analysis Unit 
FBIHQ - Room 4315 

work) 
Sky Tel pager) 
Non secure fax) 
Secure fax) 

b6 
b7C 
b 2 

Original Messaae-
Froml 
Se 
To 

(OGC) (FBI) 

£ FriHaw Mr»\/omh<*i 19, 2004 11:16 AM 
(CTD) (FBI) 

b6 
b7C 

Subject: ECPA NSLs 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

thanks 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-22404 

6/21/2007 



Message Page 4 of 5 

(OGC) (INT) 

From: 
Sent: 
To: 

(OGC) (FBI) 

Wednesday, May 04, 2005 5:02 PM 

;OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI); 
TFBTT 

OGC) 

Subiectl I Proposal to amend ECPA NSL to ge 

b 2 

b 7 E 

b 6 

b7C 
b 5 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I have to respond to an EC from| |about issuing an amended form ECPA NSL in certain circumstances. Before 
I draft an EC, I wanted to make sure everyone is on board with this. It is not a problem in my mind, and I want to 
make sure you concur before I start on this: b 2 

b7E 
b 5 

"Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to Title 18, United States 
Code (U.S.C.), Section 2709 (Section 201 of the Electronic Communications and Privacy Act of 1986, as 
amended), you are hereby directed to provide to the Federal Bureau nf Investigation (FFtn the names addresses 
lengths of service, and electronic communication transactional records! 

[ 
dàtêj." 

of the person or entity to whom the following telephone number was registered on [insert 

b 5 

in tact, apart tram 
Vice provider shall trie opening parayrapri oi ¿/uy, wriereiri il siaies mai wiie oi eieuiumc cummunicauuri sen 

comply with a request for subscriber information and toll billing records, or electronic communication transactional 
records," neither of the paragraphs under (b) "required certification" even deal with transactional records. The 
statute clearly is inartfully drafted.| I 

b 5 

b 6 

b7C 

Please give me your thoughts. [ | 

SENSITIVE BUT UNCLASSIFIED 

IIFOEUiTIOI CÜHTAIHEI) 
III 13 DECLASSIFIED 

NSL VIO-22405 

6/21/2007 



Message Page 1 of 6 

(OGC) (INT) 

From: (OGC) (FBI) 
Sent: Tuesday Mav 17 9005 8:2 6 AM 
To: (FBI) FBI) 
Subject: FW: Proposal to amend ECPA NSL to gel 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

-uriginai message 
From: THOMAS, JULIE F. (OGC) (FBI) 
Sent: Monday, May 16, 2005 5:12 PM 
To 
Subject: kb 

OGC) (FBI) 
Proposal to amend ECPA NSL to get 

(OGO fFBn OGC) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Original Messaae-
FromJ (OGC) (FBI) 
Sent: Monday. Mav 16. 2005 1:11 PN 
Toj |(OGC) (FBI) 
Subject: RE: Proposal to amend ECPA NSL to get 

T o m rFRTV THOMAS IMI TF F. (OGC) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 6 
b 7 C 
b 2 
b7E 
b 5 

b6 
b7C 
b 2 
b7E 
b5 

b 5 

b 6 
b7C 
b2 
b7E 
b 5 

b 5 

6/21/2007 

NSL VIO-22406 



Message Page 1 of 6 

b 5 

b 6 

b7C 

-—Original Messaae-
Fromi (OGC) (FBI) 
Sent: Monday. Mav 16. 2005 12:03 PM 
To J , ~ K O G C ) (FBI) 
Cc [ÖÜQ (FBI); THOMAS, JUIJE F. (OGC) (FBJ 

I . " frOGO (FBI), 
Subject: RE I proposal to amend ECPA NSL to get 

T n n n c f r t v 
(OGC) (FBI); 

JOGC) (FBI) 

b7C 
b 2 

b7E 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 5 

6/21/2007 

NSL VIO-22407 



Message Page 3 of 7 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI 
WITHOUT PRIOR OGC APPROVAL 

Associate General Counsel - Unit Chief 
Science & Technology Law Unit 
Engineering Research Facility b 6 
Bldg 27958A, Room A-207 b 7 C 
Quantico, VA 22135 b 2 
Tel.I 
Fax 

—Original Messaae-
FromJ ](OGC) (FBI) 
Sent: Monday, May 16, 2005 10:23 AM 
To:l |(OGC) (FBI) 
Cc:l I r O G C U F B n : THOMAS, IMI TF F. r n n n rFRTY 
(OGC) (FBI)] 

_l(OGC) (FBI) 
Ci! 

JOGC) (FBI); (OGC) (FBI); 

Subject: RE| proposal to amend ECPA NSL to get 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 6 
b7C 
b 2 
.b7E 
b 5 

Thanks, \ 

b6 
b7C 
b 5 

thanks. 

Original Message-
Froml 
Sent: Monday, May 16, 2005 9:28 AM 
T o t 
Cc: 

](OGC) (FBI) 

(OGC) (FBI); 

I IOGC) (FBI) 
I (OGC) (FBI): THOMAS, JULIE F. (OGC) (FBI); 

b6 
b7C 

j(OGC) (FBI) (ÓGC) (PBl) 

NSL VIO-22408 

6/21/2007 



Message Page 3 of 7 b 2 
b 7 E 
b 6 
b7C 
b 5 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I note that the NSL Letter's criminal law administrative subpoena counterpart in ECPA, 
Section 2703(c)(2), is broader than 2709 in that the criminal version was expanded to 
include methods of payment. Since both provisions were amended by the USA Patriot 
Act (USPA) (Section 2703 by USPA Section 210, and Section 2709(b) BY USPA 505), 
a traditional statutory interpretation of parallel provisions would support the inference 
that Congress intended the limitation on 2709 to be purposefulf 

b 4 
b 7 D 
b 5 

]of Section 211 of the USA Patriot Act which nrnhihits the 
provider's disclosure of a subscriber's video programming. 

intent under 2709. 
] ot uongress' 

Jhe order requirements of section 2518(1)(b) to indicate "the nature and 
type of wire or electronic communications services" 

b 5 

STLU will draft such a statute to have it standing on the shelf. 

T* 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE 
THE FBI WITHOUT PRIOR OGC APPROVAL 

Associate General Counsel - Unit Chief 
Science & Technology Law Unit 
Engineering Research Facility 

b6 
b7C 

NSL VIO-22409 

6/21/2007 
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Bldg 27958A, Room A-207 
Quantico, VA 22135 
Tel. 
Fax. 

h 2 

Original Messaqe-
From:| ] (OGC) (FBI) 
Sent: Thursday, May 05, 2005 5:24 PM 
To,l l(OGC) (FBI) 
Ce 

, - 4 
Subject: FW:| p 

OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI); 
(OGC) (FBI) 
roposal to amend ECPA NSL to ge 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 6 
b 7 C 
b 2 
b7E 
b 5 

b 5 
b 6 
b7C 

thanks. 
OrjainârMessaae-

From: (OGC) (FBI) 
Sent: Wednesday, May 04, 2005 5:02 PM 
To: | [OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI) 

I tOGCHFBI) 
Subject:|~ foposal to amend ECPA NSL to gel 

b 2 
b7E 
b 6 
b 7 C 
jo 5 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I have to respond to an EC froml labout issuing an amended form ECPA NSL b 2 
in certain circumstances. b 7 E 

b 5 

"Under the authority of Executive Order 12333, dated December 4, 1981, and 
pursuant to Title 18, United States Code (U.S.C.), Section 2709 (Section 201 of 
the Electronic Communications and Privacy Act of 1986, as amended), you are 
hereby directed to provide to the Federal Bureau of Investigation (FBI) the 
names, addresses, lengths of service, and electronic communication 
traneartinnal rofnrHc tninHiirld I 

of the person or entity to whom the 
following telephone number was registered on [insert date]." 

b5 

6/21/2007 

NSL VIO-22410 



Message Page 4 of 5 

] ln fact, apart from the opening 
paragraph of 2709, wherein it states that "wire or electronic communication 
service provider shall comply with a request for subscriber information and toll 
billing records, or electronic communication transactional records," neither of 
the paragraphs under (b) "required certification" even deal with transactional 
records. The statute clearly is inartfullv drafted. I 

b 5 

h 6 
tolC 

Please give me your thoughts. | | 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-22411 

6/21/2007 
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SENSITIVE BUT UNCLASSIFIED 

6/21/2007 

NSL VIO-22412 



Message 

(OGC) (INT) 

From: pGC) (FBI) 
Sent: Monday. June 27. 2005 2:17 PM 
To: 
Subjectl 

(FBI 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Page 1 of 4 

(FBI) 

b6 
b7C 
b 2 
b7E 
b5 

Jd5 
b 6 
b7C 

SENSITIVE BUT UNCLASSIFIED 

6/21/2007 

NSL VIO-22413 



(OGC) (INT) 
b6 
b7C 

From: 
Sent: 
To: 
Cc: 

Subject: RE: NSL Hypothetical 

UNCLASSIFIED 
NON-RECORD 

-Original Mpccanp' 
From: 
Sent: 
To: 
Cc: 
Subject: RE: NSL Hypothetical 

UNCLASSIFIED 
NON-RECORD 

_ )CA) (FBI) 
Wprlnpçrlav. Decpmhpr 07, 7Q0S 11:56 AM 

rOGCVFBIV. 
([OGCJ (.l-BIj; I HUMAS, JUUb h 

. (OGC) (FBI); CAPRONI, VALERIE E. (OGC) (FBI) 
(OGC) (FBI) b6 

b7C 

I was hoping to be able to provide the ISP transaction record attachment (guidance) to DOJ to assist in responding to 
their query { |The document below called "transaction record attachment" is 
the document mar is currently on me I N S L H wensite as the current pony. The description of what's responsive on this 
doc is different than the attachment being circulated bj ["attachment II" Both include 

get[ 
Thanks, 

] Please let me know which is the current attachment and which "types of information" category allowed us to 
] in the instance we obtained it. If this is easier to do via phone or in person, please reach out. 

.b7C 
b7D 

« File- Attar, h ment ll.wpd » « File: transaction record attachment web.wpd » 

Special Counsel 
Office of Congressional Affairs 

b2 
—Original Message-

From: 
Sent: r 

To: \ 
Cc: | 
Subjert: RE: NSL Hypothetical 

UNCLASSIFIED 
NON-RECORD 

"bGC)(FBI) 
°rnhpr 07 ,2005 11:27 AM 

5 JG( 
_ OGC) (FBI); CAPRONI, VALERIE E. (OGC) (FBI); 
GC) (FBI); THOMAS, JULIE F. (OGC) (FBI) 

OCA) (FBI) 

b 6 
b7C 

b5 



Renardinn the miestinn ahnutf 

File: Attachment II wpd 

ASSIStani USneral Counsel 
National Security Law Branch 
Office of General Counsel FBI 

Voice 
Pager 
Secure Fax 
Fax 

J o 7 C 

b 2 

Original Message-
From: 
Sent: 

b7C 
(OGC) (FBI) 

Wednesday, NPRPMHPR m ?nns 11 -n? AM 
To: CAPRONI. VALERIE E. (OGC) (FBI);|_ 
C c : [ 
Subject: 

JOGC) (FBI); 
RE: NSL Hypothetical 

](OCA) (FBI) 
OGC)(FBI); THOMAS, JUUE F. (OGC) (FBI) 

UNCLASSIFIED 
NON-RECORD 

-Original Message-
From: 
Sent: 
To: 
Cc: 
Subject: 

CAPRONI, VALERIE E. (OGC) (FBI) 
Wednesday. December 07. 2005 10:58 A£4_ 

] (OGC) (FBHj__ 

Rb: NSL Hypothetical 
"f0GC) (FBI); 

]0CA) (FBI) 

b5 
b 2 

b7E 
b 4 

b 7 D 

b 5 

OGC)(FBI); THOMAS, JUUE F. (OGC) (FBI) 
b 6 

b7C 

UNCLASSIFIED 
NON-RECORD 

b 5 

—Original Message 
From: 
Sent: 
To: 
Cc: 
Subject: 

(OGC) (FBI) 
Wednesday, December 07, 2005 10:47 AM 
rflPPHMT UAI FPTF F fn^r) (FBI)] 

RE: NSL Hypothetical 
JOGC) (FBI1 

k. 
1AE (OCA) (FBI) 

JOGC)(FBI); THOMAS, JUUE F. (OGC) (FBI) 

b 6 

b7C 

UNCLASSIFIED 
NON-RECORD 

The website needs to be updatedf 
b5 
b 2 

2 NSL VIO-22421 



-Original Message-
From: 
Sent: 
To: 
Cc: 
Subject: 

CAPRONI, VALERIE E. (OGC) (FBI) 
Wednesday. December 07. 2005 10:43 AM 

IfOCM (FBI)f 

kb! NbL HyjJóthétO 

T)GC) (FBI) 
>GC) (FBI); WALSH, SEAN M (0<5C)(PßI); THOMAS, JULIE F. (OGC) (FBI) 

fc>6 
b7C 

UNCLASSIFIED 
NON-RECORD 

—Original Message 
From: [ 
Sent: 
To: 
Cc: 

KOCA) (FBI) 
WoHnocHaw rWomhor H7 7nm; 10:34 AM 

[ÜG( 
Subject: 

TH5Ï3 
RE: NSL Hypothetical 

OGC) (FBI); CAPRONI, VALERIE E. (OGC) (FBI) 
C) (FBI) JOGC)(FBI); THOMAS, JULIE F. (OGC) 

UNCLASSIFIED 
NON-RECORD 

b 6 
b7C 

This is the NSL pony (with attachment) that is currently on the NSBL website f 
b 2 
b 5 

« File: transactional record.wpd » 

Special Counsel 
Office of Congressional Affairs 

I I b 2 

] (OGC) (FBI) 
—Original Message— 

From: | 
Sent: Wednesday, December 07, 2005 10:32 AM 
To: CAPRONI, VALERIE E. (OGC) (FBI) 
Cc: "lOGC) (FBlJ 

3MAS, JULIE F. KAt (ULA) (FBI); I HUN 
Subject: RE: NSL Hypothetical 

UNCLASSIFIED 
NON-RECORD 

(OGC) (FBI) 

b 6 
.b7C 

]0GC)(FBI) 

No. 1 think it's the latest 

—Original Message— 
From: CAPRONI, VALERIE E. (OGC) (FBI) 
Sent: Wednesday. Decemher 07. ?005 10 :28^ 
To: [ OGC) (FBI 

Cc: 
Subject: 

THOMAS IL IL TF F (nnr) (FBI) 

Kb: NSL Hypothetical 
OGC) (FBI); 

b 2 
b 5 

[OCA) (FBI); 

DGC)(FBI) 
h 6 
b7C 

3 NSL VIO-22422 



UNCLASSIFIED 
NON-RECORD 

Isn't this the old attachment? It talks abou "IAS I recalf 

b 5 
b 4 
b7D 
b 2 

b 6 
b7C 

] - let's talk. I think 

—Original Message 
From: 
Sent: 
To: 

(OGC) (FBI) 
weanesaay, uecemner uy," 2005 io,"?n am 
CAPRONI, VALERIE E. (OGC) (FBI); 
THOMAS. JULIE F. fOGQ (FBI) 

Cc: | |(OGC) (FBI) 
Subject: RE: NSL Hypothetical 

UNCLASSIFIED 
NON-RECORD 

DCA) (FBI); 

DGC)(FBI) 

Interesting that you should raise this question, because Julie is about to discuss 
with vni I I 

ü ä £ opinion was 
agreed, and Julie was going to raise the issue with you. 

b5 
b 4 I , I 

I |i usually refer those Questions td |So while I cannot answer 
' the Deiowquestion, I thinlj >robably can. He was charged wit! 

b 6 
b7C 

—Original Message— 
From: CAPRONI, VALERIE E. (OGC) (FBI) 
Sent: WaHnacHa» noromhor (]7 2005 10: | 1 AM 
To: 

Cc: 
Subject: 

1(OCA) (FBI)] 
I m i l : IHOMA î- mCTFTv (OGC) (FBlV 

JOGC) (FBI) 
Rb: NbL Hypothetical 

(OGC) 
b 6 
b7C 

UNCLASSIFIED 
NON-RECORD 

My recollection is that I chased this tail for awhile several months ago. As I 
rorall nn nnp rpralld 

b5 
b 6 

7} tolC 

s tnat your recollection/ 

—Original Mespanp-
From: 
Sent: 
To: 

Wprinesrlav. Dprpmhpr 07 

Cc: 
Subject: 

rFBn: THOMAS. JULIE 

NSL Hypothetical 

OCA) (FBI) 
2005 10:07 AM 
(OGC) (FBI); CAPRONI, VALERIE E. (OGC). 

rTOGC) (FBI) 
(OGC) (FBI) b 6 

b7C 
NSL VIO-22423 



UNCLASSIFIED 
NON-RECORD 

Please call if you want to discuss. Thanks, 

Special Counsel 
Office of Congressional Affairs 

b 2 
b 6 
b7C 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

5 NSL VIO-22424 



From: 
Sent: 
To: 
Subject: 

](OGC) (INT) 

(OGC) (FBI) 
Wednesday. November 23. 2005 1:33 RM 

b 6 

b 7 C 

RE: Legislative Priorities 
J>GC) (FBI); (OGC) (FBI) 

UNCLASSIFIED 
NON-RECORD 

I think the changes are critical 

-Original 
From: 
Sent: 
To: [ 
Subject: FW: Legislative Priorities 

UNCLASSIFIED 
NON-RECORD 

National Security Law Policy and Training Unit 
FBI HQ Room 7975 
STU III: I 
Unclassified Fgx 
Secure Fax: 

b 6 

b7C 
b 2 

Privileged Attorney-Client/Attorney Work Product Communication 

—Original JYlPssanp-
From: 
Sent: 
To: 
Cc: 
Subject: 

DCA) (FBI) 
Wednesday, November 23, 2005 1:00 PM 
TunMflc il M i ce mm (FBI); Caproni. Valerie E. (OGC) (FBI 

Legislative Priorities 
OGC) (FBI) DGC) (FBI) 

b 6 

b7C 

UNCLASSIFIED 
NON-RECORD 

b 5 

b 6 

b7C 
b 2 

J)OJ OLP, is pmnarinnl 1 In resnnnse tn his renuest WP advisgrl 

Your input is appreciated. Thanks, 

! NSL VIO-22425 



Special Counsel 
Office of Congressional Affairs 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

b 2 
b 6 
b7C 

2 NSL VIO-22426 



Message Page 1 of 6 

(OGC) (INT) 

From: (OGC) (FBI) 
Sent: 
To: 

Friday, October 01, 2004 3:37 PM 
BOWMAN, MARION E. (OGC) (FBI) 

Subject: RE 

b7C 
b 5 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Original Message— 
From: BOWMAN, MARION E. (OGC) (FBI) 
Sent: Friday, October 01, 2004 2:08 PM 

(OGC) (FBI)| To 
(FBI] 
Cc£ 
Subject: RE: 

JOGC) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

No, I rather like thel Analysis -T 

Original Messaqe-
Froml 

(OGC) (FBI) OGC) 

OGC) (FBI) 

A T T Till W n i R M A ITriiil r i l r i i T Ä f 

HEREIÏÏ 13 UHCLÀS.SXFIEE 

(OGC) (FBI) 
Sent: Friday, October 01, 2004 12:37 PM 
To:| |(OGC) (FBI) 
Cc: BOWMAN, MARiUN h. (UGC) (FBI)J 
(FBI) 1 

Subject: RE: 

[ÖGC); 
OGCIXEED-

OGC) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

—Original Message-
From:| (OGC) (FBI) 

NSL V I O - 2 2 4 2 7 
b 6 

b7C 

b 6 

b 7 C 

3 
b 2 

b7E 
b 5 

b 6 

b7C 
b 5 

1 concur witH lanalvsis 
Spike: 

b 5 

b 2 

b 6 

b7C 

6/21/2007 
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goni-- FriHav Ortnhpr 01 2004 12:33 PM 
To: pGC) (FBI) 
Cc: BOWMAN, MARION E. (OGC) (FBI);[ 
E (OGC);C 
Subject: RE 

fa GC) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

](OGC) (FBI)[ 
b 6 

b7C 
b 5 

b 5 

b 2 

b 6 

b7C 

b 5 

b 2 

b7E 

—Original Messaqe-
Froml ]OGC) (FBI) 
Sent: Friday. October 01. 7004 17:05 PM 
To (OGC) 

MMWMfN MJT7TTW F (OGC) (FBI 
OGCÌ fFBD 

IÇGC) (FBI) 
(OGC) (FBI); 

Subject: RE 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 6 

b7C 

et al. 

proposes to use National Security Letters under 18 USC 2709 to obtain 
subscriber information and "electronic communication transactional records" from 

The records that would be sought through 
the NSL are the name, address, length of service, and toll-billing records of the user. 

Section 2709 requires electronic communication service providers to comply with duly 
authorized requests for subscriber information and electronic communication^ 
transactional records. The proposal by th^ 
an "electronic communication service provider"? 

aises one main question: is 

notes that the electronic communications in this instance are "simply a way of 
navinn for a nnn-rnmmiininatinns rplater) sprvinp '1 I 

The case cited by| jin support of its proposal addresses a related point, noting that 

NSL VIO-22428 

b 6 

b7C 
b 5 

b 6 

b7C 

b 5 

b 6 

b7C 

b 2 

b7E 

6/21/2007 
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b 5 
b 2 

In 1986, EC PA amended the wiretap statute by adding the concept of electronic 
communication, which is much broader than wire communication. According to ECPA, 
electronic communication means "any transfer of. .. data . . . of any nature 
transmitted in whole or in part by a wire, radio [or other] system [etc.]" 18 USC 2510 
(12). An electronic communications system is "any wire, radio, electromagnetic, 
photooptical or photoelectronic facilities for the transmission of electronic 
communications" and an electronic communications service is "any service which 
provides users thereof the ability to send or receive wire or electronic 
communications." 18 USC 2510 (14) and (15). These definitions, which were added in 
1986, are much broader than the 1968 definition of wire communication (which was 
itself loosened in the 1986 act to eliminate the common carrier requirement). 

C 
b 6 
b7C 
b 5 

b 5 
b 6 
b7C 

•Original Message 
]DGC) From: b 6 

b7C 
b 5 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-22429 

6/21/2007 
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N O N - R E C O R D 

fyi. b 6 
b 7 C 

Original Messaqe-
Froml ](OGC) (FBI) 
Sent: Wednesday, September 29, 2004 3:45 PM 

JLfiJ 

Subject: FW: 
T- " 'h' J 

(OGC) (FBI); BOWMAN, MARION E. (OGC) (FBI); 
b 6 
b7C 
b 5 

b 2 
b7E 
b6 
b7C 

S E N S I T I V E B U T U N C L A S S I F I E D 
N O N - R E C O R D 

I didn' 
r _ _ L 

t realize you were all on the copy list for a 9/7/04 EC from 
/-m^aminn an analwcie nj 

the message that I sent tc 
Original Message 

From! 

and blind copied 

in 

So here is 

J (OGC) (FBI) 
Sent: Wednesday. September 29. 2004 3:41 PM 
To:| 
SUBJECT: 

FBI) 

S E N S I T I V E B U T U N C L A S S I F I E D 
N O N - R E C O R D 

b 5 
b 6 
b7C 
b 2 
b7E 

have read your EC onf 

b 5 
b 2 
h 6 
b7C 

n 

Thanks| | 

SENSITIVE BUT UNCLASSIFIED 

6/21/2007 

NSL VIO-22430 
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(OGC) (FBI) 

to 6 
b7C 
b 4 

.b7D 

Message 

(OGC) (INT) 

(OGC) (FBI) From: 
Sent: Thursday, June 17, 2004 1:21 PM 
To: BOWMAN. MARION E. (OGC) (FBI) 
Cc: 
Subject: RE: 

(OGC) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

" Any thoughts? 

p.̂  | expect you to do some work on this assignment. 

Original Message 
From: BOWMAN, MARION E. (OGC) (FBI) 
Sent: Thursday, June 17, 2004 1:13 PM 

b 5 

to 2 
to 6 
tolC 
to A 
b7D 

To: 
Subject: RE: 

lOGC) CFBI) 

b6 
b7C 
b4 
b7D 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

have no problem with it 

-Original Messaqe-
Froml 
Sent: Thursday, June 17, 2004 1:11 PM 
To: BOWMAN, MARION E. (OGC) (FBI,1 
Ccj " 
Subject: FW: 

](OGC) (FBI) 

1 (OGC) (FBI); [OGC) (FBI) 
b7C 
b 4 

b7D 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

SEC 

Spike, I sent out an email awhile ago about a cell phone company not providing incoming calls when 
an NSL is issued. I have since learned that this is the norm, that for wire or wireless calls, we 
generally only get incoming calls, as those are "billed" to the customer and are thus "toll billing 
records." Incoming calls are not billed to the customer, so they are not "toll billing records." And, in 
fact most companies don't even keep records of incoming calls I I 

h i 

3 

NSL VIO-22435 

b 5 

to 2 
b 4 

.b7D 
b 6 

b7C 

6/21/2007 
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• 

b 5 
b 2 
b 4 
b 7 D 

b 6 
b 7 C 

Original Messaqe-
From: 
Sei f k . . „A^ . 1. -WWM -l.HH nU 

(FBI) 

b2 
b7E 
b 6 
b7C 
b4 
b7D 

CE: F 

Subject: 

S E N S I T I V E B U T U N C L A S S I F I E D 
N O N - R E C O R D 

FBI Ireports that 
provide information identifying! 

conducts a of a phone number that will 

[ 

b 2 
b7E 
b4 
b7D 
b 5 

Attached are new interim ponies that could be used to access thii 
that OGC will render more formal guidance and samples at a future date. 

service. We anticipate b 4 
b7D 

NSL VIO-22436 

6/21/2007 



Message 

SS/T 
J_egal Unit : 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

Page 1 of 6 

b 2 
b 6 
b7C 
b7E 

6/21/2007 

NSL VIO-22437 
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(OGC) (INT) 

(OGC) (FBI) From: 
Sent: Thursday, June 17, 2004 1:11 PM 
To: BOWMAN, MARION E. (OGC) (FBI) 
Cc: (OGC) (FBI; 

Subject: F\A 

(OGC) (FBI) 

b7D 
b6 
b7C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

SECR 

Spike, I sent out an email awhile ago about a cell phone company not providing incoming calls when an NSL is 
issued. I have since learned that this is the norm, that for wire or wireless calls, we generally only get incoming 
calls, as those are "billed" to the customer and are thus "toll billing records." Incoming calls are.not billed to the 

b 5 

b 2 

b 4 

b7D 
b 6 

b7C 

b 5 

b 2 

b 4 

b7D 
b 6 

b7C 

Original Message— 
From] [FBI) 
«tont-ThurcHav InnPlO 7004 7-11 PM 
j J 

z z i 

b 2 

b7E 
b 6 

b7C 
b 4 

b7D 

sirojBci 

6/21/2007 

NSL VIO-22438 
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SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

FB| L-eports tha[T 
information identifvinnl 

"fconducts of a phone number that will provide 

b 2 
b7E 
b 4 
b7D 
b 5 

Attached are new interim ponies that could be used to access this 
render more formal guidance and samples at a future date. 

service. We anticipate that OGC will 
b7D 
b 4 
.b7D 

SS/s 
]Legal Unit 

SENSITIVE BUT UNCLASSIFIED 

b 6 
b7C 
b 2 
b7E 

SENSITIVE BUT UNCLASSIFIED 

6/21/2007 

NSL VIO-22439 
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(OGC) (INT) 

From: 
Sent: 
To: 

(OGC) (FBI) 

I uesdav. October rz. 2PÜ3~9:20 AM 

Subject: RE 

(OGC) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

THANKS VERY MUCH!!!! She is seated next to 
Thanks, again! 

Original Message-
Fromi IOGC) (FBI) 
Sent: Tuesday, October 12, 2004 9:19 AM 
To:| |(OGC) (FBI) 
Subject: RE 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

've got it. Will deliver to 

• 
—OdoioaLMessaofì: 
From 

b 6 

b 7 C 
b 5 

J(at ?| [town the next hallway from you. 
b 2 

b 6 

b7C 
b6 
b7C 

'S 

b6 
b7C 

(OGC) (FBI) 
Sent: Tuesday. October 12, 2004 9:16 AM 
To: 
Subject: R ^ 

]OGC) (FBI) 

b6 
b7C 
b5 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Is that a few pages that you would have a copy of? We don't have a library here, and if it is just a 
few pages and you have it, could you make a copy and give it td |who is over there 
right now awaiting a 9:30 meeting with Julie, before she heads back here? (If you don't have a 
copy, I'll go through 

If this is doable, I'd appreciate it. Thanks) | 

—Original Message 
From 
Sent: 
T < r 

OGC) (FBI) 
I uesdav, October 12, 2004 9:14 AM 

(OGC) (FBI) 
Subject: RE 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b6 
b7C 
b5 

b 6 

b7C 

NSL VIO-22440 

6/21/2007 
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Sorry, I was out Friday. The legislative history, Senate Report 99-541, is at 1986 US Code 
Congressional and Administrative News at around page 3568. 

.b7C 

Original Messaqe-
FromJ 
Sent: hriday, October 08, 20U4 l : 
To| r I rpGC) (FBI) 

;OGC) (FBI) 
2 PM 

Subject: RE 
tfjC 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

can you tell me where you got the legislative history from? I"d like to get a copy 
or take a look at what you looked at, since I am writing the OGC reply to| f 

Thank: €3 

b6 
b7C 
b5 

b 2 

b7E 

b7C 

b 5 

b 6 

b7C 

-—Original Message-— 
From] |(OGC) (FBI) 
Sent: Friday, October 01, 200fi n -nc "m 
Toi TOGC)| 
Ce: BUWMAN. MARION E. (OGC) (FBI);|_ 

Subject: RE 
Tronc (FBI) 

[OGC) (FBI) 
_[OGC) (FBI); 

b6 
b7C 
b 5 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

st al. 

b 6 

b7C 

proposes to use National Security Letters under 18 USC 2709 to obtain 
subscriber information and "electronic communication transactional records" 
fror! 

] ne recoras tnat wouio 
be sought through the NSL are the name, address, length of service, and toll-
billing records of the user. 

Section 2709 requires electronic communication service providers to comply 
with duly authorized requests for subscriber information apdjeifictronic 
communication transactional records. The proposal by thj I raises one 
main question: i a n "electronic communication service provider"? 

b2 
b7E 
b5 

jnotes that the electronic communications in this instant arA "gimniv a 
way of paying for a non-communications related service."| b5 

b6 
b7C 

The case cited b' 
noting thatf 

in support of its proposal addresses a related point, 

NSL VIO-22441 

b 2 

b7E 
b 5 

6/21/2007 
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b 5 
b 2 

In 1986, ECPA amended the wiretap statute by adding the concept of electronic 
communication, which is much broader than wire communication. According to 
ECPA, electronic communication means "any transfer o f . . . data . . . of any 
nature transmitted in whole or in part by a wire, radio [or other] system [etc.]" 18 
USC 2510(12). An electronic communications system is "any wire, radio, 
electromagnetic, photooptical or photoelectronic facilities for the transmission of 
electronic communications" and an electronic communications service is "any 
service which provides users thereof the ability to send or receive wire or 
electronic communications." 18 USC 2510 (14) and (15). These definitions, 
which were added in 1986, are much broader than the 1968 definition of wire 
communication (which was itself loosened in the 1986 act to eliminate the 
common carrier requirement). 

b 6 
b7C 
b 5 

b 5 
b 2 
b6 
b7C 

Sent: Thursday. September 30, 2004 7:26 AM 
From[ 

•Original Message 
](OGC) 

b 6 
b7C 
b 5 

To: (OGC) (FBI) 
Subject: l-W: 

NSL VIO-22442 

6/21/2007 



Message Page 1 of 6 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

] fy i b 6 

b7C 

Original Message 
Froml KOGO (FBI) 
Con«- \A/pHnocHaw Qonfrom|-.or 29, 2004 3:45 PM q 
n 

To 
(FBI 
Subject: FW 

(OGC) (FBI); BOWMAN, MARION E. (OGC) 
(OGC) 

b 6 

b7C 
b5 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I have read your EC or| 

b 5 

h 2 
b 6 

b7C 

Thanks. 

NSL VIO-22443 

6/21/2007 
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SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

6/21/2007 
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(OGC) (INT) 

From: 
Sent: 
To: 

(OGC) (FBI) 

Tuesday, October 12, 2004 9:16 AM 

(OGC) (FBI) 
b7C 

Subject: RE 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Is that a few pages that you would have a copy of? We don't have a library here, and if it is just a few pages and 
you have it, could you make a copy and give it to| |/vho is over there right now awaiting a 9:30 
meeting with Julie, before she heads back here? (IT you aon'T nave a copy, I'll go througl 

If this is doable, I'd appreciate it. Thanks) | 

-—Original Messaae-
From JOGC) (FBI) 
Sent: Tuesday. October 12. 2004 9:14 AM 
T<J |(OGC) (FBI) 
Subject: Kfc:| I 

I I I I l F Ö H l l f l 

b 6 

b7C 

b6 
b7C 
b5 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Sorry, 1 was out Friday. 
- .b7C 

b 5 

From|_ 
-Original Message-

Sent: Friday, October 08, 2004 1:22 PM 
]OGC) (FBI) 

To: 
Subject: RE 

][OGC) (FBI) 
b7C 
b 5 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 6 ;an you tell me where you got the legislative history from? I"d like to get a copy or take a look 
at wnat you looked at, since I am writing the OGC reply to NY. b 7 C 

Thankij | 

Original Message-
Froml 
Sent: Friday. Ortnher 0 
To: 

Subject: RE 

IAN, MARION 
(OGC) (FBI) 

_pGC) (FBI) 
2004 12:05 PM 

OGCll 
E. (OGC) (FBI); 

^GC) (FBI) 
(OGC) (FBI); 

b 5 

b 6 

b7C 

NSL VIO-22445 

6/21/2007 
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SENSITIVE BUT UNCLASSIFIED b 6 
NON-RECORD . b 7 c 

st al. 

proposes to use National Security Letters under 18 USC 2709 to nhtain snhsrrihpr 
irtfAWiatinn anH "olootrnni^ <Timmi inir-atir.n tranca^innal rornrHc' 

b 5 
b 6 
b7C 

Section 2709 requires electronic communication service providers to comply with duly 
authorized requests for subscriber information and electronic communication transactional 
records. The proposal by th^ |raises one main question: is an "electronic 
communication service provider"? 

to 2 
toi E 

notes that the electronic communications in this instance are "simply a wav of paying 
tor a non-communications related service." I I 

b 5 
to 6 
b7C 

The case cited b̂  In support of its proposal addresses a related point, noting tha 

to 2 
b7E 
b 5 

In 1986, ECPA amended the wiretap statute by adding the concept of electronic 
communication, which is much broader than wire communication. According to ECPA, 
electronic communication means "any transfer o f . . . data . . . of any nature transmitted in 
whole or in part by a wire, radio [or other] system [etc.]" 18 USC 2510(12). An electronic 
communications system is "any wire, radio, electromagnetic, photooptical or photoelectronic 
facilities for the transmission of electronic communications" and an electronic 
communications service is "any service which provides users thereof the ability to send or 
receive wire or electronic communications." 18 USC 2510 (14) and (15). These definitions, 
which were added in 1986, are much broader than the 1968 definition of wire communication 
(which was itself loosened in the 1986 act to eliminate the common carrier requirement). 

6/21/2007 

NSL VIO-22446 
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b 5 

b 2 

b 6 

b7C 

—Original Message 
From 
Sent: 
T C 

O G C ) 
nursaay, septemoer 30, 2004 7:26 AM 

Subject: FW: 
JOGC) (FBI) 

b 6 

b7C 
b 5 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 6 

b7C 
fyi. 

—OçiniaaLMessaoÊ 
From (OGC) (FBI) 
Sent: Wednesday, September 29, 2004 3:45 PM 
To:l | VOGC) (FBI); BOWMAN, MARION E. (OGC) (FBI); 

m 
'FW 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I didn't realize you were all on the copy list for a 9/7/04 EC frorrJ 
nnnr.prninn an analysis nl ~ 

and blind copied 
—Original Messaqe-
From: (OGC) (FBI) 
Sent: Wednesday, September 29, 2004 3:41 PM 

TO-I 
suhl jscrr 

FBI) 

liH 1 

bo nere is ins message mat i sent to 

b 6 

b7C 
b 2 

b7E 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

NSL VIO-22447 

b 6 

b7C 
b 5 

b5 
b6 
b7C 

6/21/2007 
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E z r 

Thanks 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

6/21/2007 
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(OGC) (INT) 

From: (OGC) (FBI) 

Sent: Friday, October 08, 2004 1:22 PM 

To: b G C ) (FBI) 

Subject: RE 

b 6 

b 7 C 

b 5 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

|san you tell me where you got the legislative history from? I"d like to get a copy or take a look at what you 
looked at, since I am writing the OGC reply tol I 

Thanks. 

-Original Message-
Fronj 
Sent: Friday, October"? 
To 
Cc: BOWMAN, MARION 
(FBI) 
Subject: RE 

(OGC) (FBI) 
2004 12:05 PM 

OGC) 
E. (OGLJ (FBIJ 

lOGC) (FBI) 
(OGC) (FBI) 

b 2 

b7E 
b 6 

b7C 

b 6 

b7C 
b 5 

(OGC) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

et al. 

iroposes to use National Security Letters under 18 NSC 2709 to ohtain subscriber information and 
"piomrnnir rnmmi ininatinn trancgrtinnal rprnrHc" frnml I 

he records that would be sought through the NSL 
are the name, adoress, length or service, ang ton-Dining records of the user. 

Section 2709 requires electronic communication service providers to comply with duly authorized requests 
for subscriber information and electronic communication transactional records. The proposal by the| | 
raises one main question: î  ' 

b 5 

b 6 

b7C 

to 2 
toi E 

an "electronic communication service provider"? 

botes that the electronic communications in this instance are "simply a way of paving for a non-
communications related service.1 I 

6/21/2007 
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b 5 
b 2 

In 1986, ECPA amended the wiretap statute by adding the concept of electronic communication, which is 
much broader than wire communication. According to ECPA, electronic communication means "any 
transfer o f . . . data . . . of any nature transmitted in whole or in part by a wire, radio [or other] system 
[etc.]" 18 USC 2510(12). An electronic communications system is "any wire, radio, electromagnetic, 
photooptical or photoelectronic facilities for the transmission of electronic communications" and an 
electronic communications service is "any service which provides users thereof the ability to send or 
receive wire or electronic communications." 18 USC 2510 (14) and (15). These definitions, which were 
added in 1986, are much broader than the 1968 definition of wire communication (which was itself 
loosened in the 1986 act to eliminate the common carrier requirement). 

b7C 
b 5 
b 2 

—Original Messaqe-
From OGC) 
Sent: Thursday. September 30, 2004 7:26 AM 
To i 
Subject: FW 

OGC) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 6 
b7C 
b5 

y-
b 6 
b7C 

-—ur i 
From] I (OGC) (FBI) 
Sent: Wednesday, September 29, 2004 3:45 PM 

Orininal Messane-

To 
(OGC]" 
Subject: FW: 

}GC) (FBI); BOWMAN, MARION E. (OGC) (FBI); b 6 
b7C 
b 5 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

NSL VIO-22450 

6/21/2007 



Message Page 4 of 5 

I didn't realize you were all on the copy list for a 9/7/04 EC fromf 
analysis o< 

I n i koncerninq an 

So here is the message that I sent tc| |and blind copied 
urioinai Message 

From:| (OGC) (FBI) 
Sent: Wednesday, September 29, 2004 3:41 PM 
To: I |FBI) 
SUDTCCU: 1 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 2 

b 7 E 

b 6 

b7C 

b 5 

b 6 

b7C 

I II hawa raaH \/mir F r r.rT 

Iper the case vou cited 

b 5 

b 2 

b 6 

b7C c 

Thanks. 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-22451 

6/21/2007 
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(OGC) (INT) 

From: 
Sent: 
To: 
Cc: 

(OGC) (FBI) 

Friday, October 01, 2004 12:33 PM 

OGC) (FBI) 

BQWMfM MAPiriM g ÎFBI) 
(OGC); 

Subject: RE 

DGC) (FBI) 
OGC) (FBI); 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Original Message-
(OGC) (FBI) From: 

Sent: Friday, October 01, ?nri4 PM 
TO=L |fQGC);| 
Cc: BOWMAN, MARION E. (OGC) (FBI) 
(FBI) 
Subject: RE: 

(OGC) (FBI) 
(OGC) (FBI); OGC) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 6 

b 7 C 

>t al. 

proposes to use National Security Letters under 18 USC 2709 to obtain subscriber information and 
"alo^trrmi,- wmmi inii"atir.n trancarfinnal rofi-irrlc" frnrnf 

b 6 

b7C 
b 5 

b 6 

b7C 
b5 

he téôords that wôuld bê sought thtàu^n the NbL 
are the name, address, length of service, and toll-billing records of the user. 

Section 2709 requires electronic communication service providers to comply with duly authorized requests 
for subscriber information and electronic communication transactional records. The proposal by the 
raises one main question: h 

ÌDICC 
_pn "i electronic communication service provider"? 

b 5 

b 2 

b7E 

b 2 

b7E 

notes that the electronic mmmuniratinnc in thic inctanro ara "cimnlx/ a wau nf navinn fnr a nrm-

NSL VIO-22452 

6/21/2007 



Message Page 1 of 6 

The case cited bj [n support of its proposal addresses a related point, noting that 

b 2 
Jo 7 E 
b 5 

In 1986, ECPA amended the wiretap statute by adding the concept of electronic communication, which is 
much broader than wire communication. According to ECPA, electronic communication means "any 
transfer o f . . . data . . . of any nature transmitted in whole or in part by a wire, radio [or other] system 
[etc.]" 18 USC 2510(12). An electronic communications system is "any wire, radio, electromagnetic, 
photooptical or photoelectronic facilities for the transmission of electronic communications" and an 
electronic communications service is "any service which provides users thereof the ability to send or 
receive wire or electronic communications." 18 USC 2510 (14) and (15). These definitions, which were 
added in 1986, are much broader than the 1968 definition of wire communication (which was itself 
loosened in the 1986 act to eliminate the common carrier requirement). 

b 5 
b 2 
be 
blC 

•Original Message' 
b 6 
b7C 
b 5 

Sent: Thursday, September 30, 2004 7:26 AM 
Fromj |(OGC) 
Sent: 
Tof To! lOGC) (FBI) 
Subject: FW 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

] fy 
b 6 
b7C 

NSL VIO-22453 

6/21/2007 



Message Page 1 of 6 

-—Or 
From 
Sent: 
Tot 

/-linai Macfann. 
(OGC) (FBI) 
2004 3:45 PM 

(OGC) 
Subject: FW 

Wednesday, September 29, 
lOGQ (FBI); BOWMAN, MARION E. (OGC) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I didn't realize vou were all on the copy list for a 9/7/04 EC from 
analysis d 

in concerning an 

So here is the message that I sent to |and blind copied 
Original Message-

Fromj |(OGC) (FBI) 
Sent: Wednesday, September 29, 2004 3:41 PM 
To 
SuBJêtt! 

(FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

fc>2 

b7E 
b6 
b7C 

have read vour EC oif 

b 6 

b 7 C 

b 5 

b5 
b6 
b7C 

"liner the rase vnu rtteri 

b5 
b2 
b 6 

b7C 

Thanks 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-22454 

6/21/2007 



](OGC) (INT) 

From: 
Sent: 
To: 
Cc: 
Subject: 

] ( O G C ) (FBI) 
MnnHa» Maw fifi OOOR PM 

(FBQ_ 

RE 
l O G C l i F B I ) ; ! J>GC) (FBI) 

b 2 
b 7 E 
b 6 
b7C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 6 
b7C 
b 5 
b 2 

Thanks 

b 6 
-Original Message b 7 C 
From: | |(OGC) (FBI) 
Sent: Tuesday, April 11,2006 7:25 AM D Z 
To: I I (FBI) b7E 
Cc: I tOGC) (FBI)r |OGC) (FBI) 
Subject: RB 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

! NSL VIO-22455 



Original Mpc<anp-
From: |_ FBI) 
Sent: , Tiiasrlav ûnril, n , 2006 7:02 AM 
To: 
Cc : 
Subject^ 

\'r\r.r\ rcm\ _ 

? OGC) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

.b7C 
b 2 

b 7 E 

Tor your consideration. 
Thank you 

b 5 

b 2 

b 6 

b7C 
b 4 

b7D 

"This Document Contains Attorney Work Product and Attorney-Client Privileged Communications* 

ss/£ ] 
Associate Division Counsel 

b7C 
b 2 

b7E 
- I'm not sure ifl |put you in me loop on this one, but you probably should be in the loop since you 

handle the NSL issues with the field. 

SENSITIVE BUT UNCLASSIFIED 

b 6 

.b7C 
b 2 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-22456 



](OGC) (INT) 

From: 
Sent: 
To: 
Subject: 

OGC) (FBI) 
WpHnPsHav AnriMfl 9ffflfi 9-Afl PM 

(FBI) 
RE: NSL lOBs - rewording the attachment 

b 6 
b 7 C 

b 2 
b7E 
b 5 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 5 

HFBI) 
—Original Message 

From: | 
Sent: WPrinPcday. Anril 1Q 7006 7-77 PM 
To: 
Subject: 

VoGC) (FBI) 
th Kh! NbL 1UBS - rewöraing the attachment 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 2 
b7E 
b 6 
b7C 

b 5 
b 2 

-—Original Messaoe-
From: 
Sent: 
To: 

(OGC) (FBI) 
WpHnPcria» Anril 1Q 7nnfi 2:07 PM 

FBI) 
Subject: Kb: NbL iUbs - rewording the attachment 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b2 
b7E 
h 6 
b7C 
b5 

b 5 
b 2 

-Original Message 
From: 
Sent: 
To: 

Wednesday. AWT? 
(OGC) (FBI) 

• (FBI) 
r * 0 6 1:21 PM 

b 6 
b7C 

VIO-22457 
b7E 



Subject: RE: NSL IOBs - rewording the attachment 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 2 
b7E 
b 6 
b7C 
b 5 

—Original Message— 
From: | |(OGC) (FBI) b 6 
Sent: Wednesday, April iy, ¿UUb 11:38 AM h 7 P 
To: FBI ALL CDCs ,JJ 

Cc: | |OGC) (FBI) b 5 . 
Subject: FW: NSL IOBs - rewording the attachment 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b5 
b2 

—Original Message-
From: | 
Sent: 
To: 
Subject: 

](OGC) (FBI) 
Monday, April 17, 2006 2:38 PI 
THOMAS, JULIE F. (OGC) (FBI);| 
NSL IOBs - rewording the attacnrnerr 

loGCI fFBnf 

b 6 
b7C 

~ |OGC)(FBI) 

b 6 
b7C 
b 5 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 5 
b 2 

NSL VIO-22458 



b 5 
b 2 
b 6 
b7C 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

3 NSL VIO-22459 



](OGC) (INT) 

From: 
Sent: 
To: 
Subject: 

] 0GC) (FBI) 
Wednesday, April 19, 2006 2:07 PM 

Kb: NbL IUB5 - rewarcilhg the attachment 
(FBI) 

hq the 

b 6 

b 7 C 

b 2 
.b7E 
b 5 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 5 
b 2 

—Original Message 
From: 
Sent: 
To: 
Subject: 

FBI) 
££4:21 PM 

|OGC) (FBI) 
RE: NSL IOBs - rewording the attachmenl 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b7C 
b 2 
b7E 

b 2 
b7E 
b 6 
b7C 
b 5 

OGC) (FBI) 
11:38 AM 

—Original Message— 
From: | 
Sent: Wednesday, April 19, 2006 
To: FBI_ALL CDCs 
Cc: | |(OGC) (FBI) 
Subject: FW: NSL IOBs - rewording the attachmen 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 6 
b7C 
b 5 



—Original Message— 
From: I 
Sent: Monday, April 17, 2006 2:38 PI 
To: THOMAS, JULIE F. (OGC) (FBI) 
Subject: NSL IOBs - rewording the attachment 

lOGC) (FBI) 

I icni 
"LNR;N Ì F R T V T >GC)(FBI) 

b 6 
b 7 C 
b 5 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 5 
b 2 
b 6 
b7C 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-22461 



](OGC) (INT) 

From: 
Sent: 
To: 
Cc: 
Subject: 

Tuesday. April 11.2006 7:25 AM 
I l(FBIL 

(OGC) (FBI) 

RE 
[OGC) (FBI) (OGC) (FBI) 

h 2 
b 7 E 

b 6 

b7C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Thank you for your consideration. 

SS/> 

This Document Contains Attorney Work Product and Attorney-Client Privileged Communications* 

NSL VIO-22462 

b 5 

b 2 

b 6 

Jo 7 Cv 
b 4 

b7D 



AssnriatP niviginn (Vmnspl 

I'm not sure ¡1 )ut you in the loop on this one, but you probably should be in the loop since you handle 
the NbL issues with the I IUIU. 

b 2 

b 7 E 

b 6 

b7C 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-22463 




