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,;Uyng gv ; {U) =~ 0GC- manddten Lepurt ot potentldl IOB v1olut*nn -
” preVlOuSLy resolved durlng June 19-30, 2006 OIG ‘audit. o

‘Referemce: (U) 278-HQ-C1229736 Serial 2570
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.Precedence- ROUTINE I -‘ Date- 02/21/2007

To: Inspectlon S . Attn: Internal Investlgatlons'

S S ; - o . Section, Room 3041
~ General Counsel " Attn: National Securlty Law Branch o
' : ' : o E Room 7947 / ’

Contact: SSA

A “rovéa‘B‘:- V : o : S V L : '
»PP o Y o - ‘ . b7E]

Case ID #., 278-HQ-C1229736-VIO  (Pending)- szq'
27a f12£279 (Pending) S .
sy (Pending) ' - bib

Tltle " (U)  REPORT OF A POTENTIAL 'IOB MATTER;

bl
b2
R7E

(S}-
(S)
(S)

'b‘b‘b‘_
N

-]

-
jal

RN
Il el

(U) ThlS spec1f1c issue was. addressed during .
June 19-30, 2006 OIG- audit, and determined not to ~D/E

‘be,an»IOB violation. .,Reference-OGC‘s'04/26/2006 IOB. Guide, which
“ specifically states under the heading "What is an ICB violation?"
“‘on-page 2, Paragraph 8: "Improper NSL Collection: If we receive’

".1nformatlon pursuant to an NSL that was not sought by the NSL,

due to an error by the recipient, the improper collection should
be reported as a potrential T0oR. | ]

iefff590705315Wpd,Zfe;gfj>ﬁ.,ff3;7e ve,is#QRETjj ‘

“NSL VIO-24177
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{0l To: Ims ection From: . I e
o Re?-:}aip 278-HQ-C1229736-VI0, 0272172007 o K - biE

Enclosure(s): (U) For all recipients: 278-HQ-C1229736 Serial
2570, dated 11/16/2006; and OGC's 04/26/2006 IOB Guide with
. reference to OGC's 4/7/2006 Email regardlng assoc1ated account
-1nformatlon contalned 1n NSL results. . ’

-1 O

[

AfDetallsg (U)j The purpose of this. EC is to report a prev1ously—'
cleared potential IOB matter involving a National Security Letter
- requested by SA |FB1 as well as to satisfy the
. new requirements set. forth by referenced serial 2570, dated -
. 11/16/2006, regarding the revised procedures for the subm1ssmon
- of potentlal IOB reports ’

‘zftfﬂj}tm

[

co oo .

~J
(2

:&H: 1. Identlflcatlon of the- substantlve b

lnvestlgatxon in which the potential questionable activity : T
occurred,; including the names of relevant personnel including the b2

o case a ic | z - — 1 ‘b/L
. . Case Agent;r;:i | . - . .»-V'¥ o~
. 8u 150 he time i tiie then- suspected ICB Lo D
o *#cﬁwﬁsnpgrxligx_at_ﬁ(retlred O;/JA/°OG{);“fv e s T Rl el :
- Supervisor at the time of the June 19-30, 2006 0IG audit which
I 3rda:a:m;nad_thaT no I0B v101at10n had occurred: SSAItfif:fiifj

o e (o 2. Ident;f;catlon of the subject’s status as an;l--
V_USPer or. non-USPer ‘Non- USPer v :

o (U). 3- A complete and thorough explanation ‘of the
rpotentlal error belleved to have been commltted and: all zelevant

“'facts The explanatlon should ;nclude
. (U) ‘3(a). ‘A statement regardlng whe the potent1a1
C o error occurred (including, in instances of delayed b
‘fﬁj&%wexplanatlon for the-delayed repqrtinagl: R erence R )
o dated 07/13/2004, and.referencegq dated 07/2&/72004, .
“ {81 advised of the results of the inItial NSL (referenced| I'”b’E
: tsi © dated 05/17/2004}). - Per the 0GC guidance at the time ( ‘ogCTs =

04/26/2006 IOB Gulde, based on OGC's 4/7/2006 Email), E:;;'
determined that the NSL results, 'which contained a secon o

- .associated telephone number, did not constitute an ICB v1olatlon,

'~thus reportlng of a potentlal IOB was not 1n1t1ated ’ s L

s;em o
»'ﬁ;é S

©NSLVIO-24178
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To . Inspection From: | |
}% 278-HQ- -C1229736-VIO, 02/21/2007

(U) 3(b). A statement concernlng the controlllng law,
regulatlon or NSIG provision that pertains to the potential

~violation: Under the authority of EO- 12333, dated December 4, o
11981, and pursuant to ‘Title 18, U.S.C., §2709 (Section 201 of the.
_ECPA of 1986) (as amended), a communicatlons carrier was directed

to provide to the FBI the name, address, length of service, and

- local and long distance toll bllllng records associated w1th a.
telephone number . o v

. (U)‘v 3(cy. A complete statement of the status of the
1nvest1gatlon or matter including, if applicable, when it was
initiated, when it expired, when it was renewed, and whether it

currently is opened or closed: During an OIG audit of FBi:::hSLs
- from June 19-30, 2006, the results of the subject NSL were called
.~ into gquestion by’the,IG as’ a potential IOB violation, since a
. second telephone number was identified by the communications
‘carrier 'in their reply. The Case Agent was interviewed by the
- IG, during which it was agreed that the second telephone number
‘was associated with the subject telephone number, which at the
‘time, per OGC's 04/26/2006 IOB Guide, based on.OGC's 4/7/2006
Email, was allowed, as it was a =ituation where the rec1p1ent

took.a broad reading of the NSL-_and provided infgrmatioen on-

i dgsociated accounts as-is-conmonly:done.imn. bhe-crlmlaal aLEd.«"
.. Per the OGC. Email dated 4/7/2006, "There are no problems with
.+ that."” Current OGC guidance on IOB violations (see referenced

- serial 2570, dated 11/16/2006),'supercedes the April 2006 OGC
; 5,guidance,»and does not specifically comment on associated :
' -accounts. However, this issue was addressed and cleared of any

; jpotentlal IOB violations by OIG auditors back ‘in June 2006. This
. report is being submitted with the understandlng that this matter

"was prev1ously resolved by 0IG auditors in June 2006 using the

OGC guidance in effect at the time,.thus the status of this .

_matter is conSL%ered to have been resolved in June 2006 and 1s‘

considered by to be closed

Vx th s

bZ

b7E

 BIE
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CTLEAD(S)
'Set Lead 1 (Infb)

INSPECTION
'.(U) ‘For lnforﬁation,  : : S . o L
"Set Lead 2: (Info) -

- GENERAL COUNSEL

AT NSLB, pe

Uy For,information.'f  T . b2
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(Rev. 01-31-2003)

'~ FEDERAL BUREAU OF INVESTIGATION

 Precedence: ROUTINE . Date: 02/22/2007

vToE .Generai Counsel = .~ Attn: SSA o
- o T - ‘ ' ‘NatidnaT security Law Branch
Counterintelligence Law Unit .

‘ Frem;

Contact: | ;, T o
) ‘ o ‘ : : o - DbIE
‘.Appreved By: o : : o b6

R s |
D0

lfDrafted By

B tﬁfeECase ID # 278-HQ=C1229736-VIO L Afb7E
o Ay (U) 62F 97317 . .

#ifIU)f Potentlal IOBs

ANSLB rev;eu/document requeqt made by, OFC

_‘.on 02/7-0/2 07
m >

i[]j -EnClOSﬁ?é(sf*i%E}{i Documents respon31ve “to. 'NSLB request T e

iIJhHnm"lDet&ilSTTﬁzB§<:The enclosed documentatlon oV {o the MMAB as V’E
=0 7 requested in the 02/20/2007 e-mail to the| D1v331on .

(8) A

'."(S) 100

'IUII bl

"4

tsj - "2. . Potential IOB error: The Natiopal Segurity Lefter was 1ssued

without approvalu 7

‘UJ

( b :)&i;3. Descr1r+1nn af notential TOB error: | IDivision_.
fSh . Zsubmitted an-EQ to Countererrorism, ITOS I, on
10/21/2003 requestlng Headquarters approval for a six month exten51on

. NSL VIO-24190
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fﬂ:inr*;;“ﬁ
e :Eig%unlcatlon dated 04/11/2005 requested the issuance of three FCRA
Natlonal Securlty Letters pursuant to Title 15, USQ _sect;on 1681u( )

Iujmm

Td:' Gen'ral:Counéel ”Frbm: ) ‘ I S A o o A 1b2h
~R81M{E§<f-278—HQ-C1229736—VIO, 0272 007 o : o o ‘b7m

‘7,Title'15['USC,fsection‘1681v.p This is the legal provision allowing.
“for full credit. reports in terrorlsm_matters In counterlntelllgencekD/D
matters, under Title 15, USCM1681u(a); agents are entitled to credit:

jﬁi:?,,~Potentlal IOB error: A Natlonal SePJrlty Letter requestlng;;f}r”'

“FCRA~ consumer full :credit report‘data Mas 1qsued dnga o R
couhte 1nteirlgence case R : v L = o
ZB(:3 Descrlptlon of potentlal I0B error: In this case, two
1al Security Letters wer ssued for financial data, one to .
and the other to[::::f:f:ﬁ The National’ Securlty Letter siteés .174

listings (information pertaining to financial institutions, addresses

. of those 1nst1tutlons, places of employments,. etc.), but not to a full
o credlt report S : . . S , : :

(S)

[SY 1

- ~f§3(*2.' Potential IOB ‘error: The National: Security Letter contaiﬁed a
yp . L - e e

ographlcal error.

30 Descrlptlon of potentlal IOB error: -An electronlc

..‘}: ._sE‘ Ti?}grbr“r

2

UNSLVIO-24191



Re>< 278-HQ-C1229736-VIO, 02/22/2007

To: General Counsel ‘Frdm:l l

oo
RGN

@
=

© and 168lu(b). The Natienaleecurity Letters, also dated 04/11/2005

contained the language that, pursuant to Executive Order 12333, dated

- 12/04/1981, and Title 15, USC, section 168lv. There was a
"typographical error on the part of the drafter of the National

;m .

_potentlal I0B v1olatlon

BT ]

Security Letter who, instead of properly drafting 168lu(a) and

1681u(b), drafted 1681v on all three Natlonal Securlty Letters

4. The Office of General Counsel guldance per EC dated 11/16/2006
provides that a typographical error of this type must be reported as a

(s) .

N NS

|

Lo oo

2; Potential IOB error The information obtalned was not

- “relevant- to an authorized Natlonal Securlty 1nvest1gat10n as. 1t was-a

thlrd party error.

Descrlptlon of potentlal IOB ‘error: . The Spec1flc'reqﬁeet'wasv* :
or subscriber information from 01/01/2003 to the present.. b2

w of the response from :I:evealed that there’ were .to’l .-".’:*'b’?E
(11/22/72002 - 04/15/2003) mixed in with the package of f}b,

- subscriber results prov1ded to th Division of the FBI

-~ .The -amount of material received from was voluminous. As such b7D
- the case agent did not catch this as it appears to be an over-

| collection. None of this information was indexed and no follow up

o flnvestlgatlon was conducted on the toll record 1nformatlon :

W(S)i'E;

2. Potential IOB. error: Carrier error in prov1d1ng agent w1th
1nformatlon not authorlzed by Natlonal Securlty Letter

'A'3: Descrlptlon of potentlal IOB error: In accordance w1th an -

- “approved ECPA NFI;Qnal_SﬁsnIfty Letter dated 09/26/2005, [::::::]

© _retnrned to the

Division records for e-mail

[for January, 2008 to the nresent. Addltlonally,

' TTecords Were also provided to the ivision from - >
'ge3w10/12/2004 ‘to 12/31/2005 Thls error was.on the part of[:::::];and not -

~NSL VIO-24192
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(W) Re: T 278-HQ-C1229736-V1O, 02/22/2007 SRS g

-

-~ the case agéhf."'The Nétiohal”Sécurity Letter specifically requested
~records.for the»e-mail account from'01/01/2005'to the present. =




. To:  General Counsel From: [ -
Re: . ¥ 278—HQ—C1223736—VI$T‘UZ72277UU7—J
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LEAD(s):
‘ Se‘t; Lé.ad 1: (Action) |

 GENERAL COUNSEL

AT WASHINGTON, DC -
() For;agtionvdeemed'apb:bpriate.




Mr.

Stephen Frledman

Chairman
Intelligence Over51ght Board
New Executive Offlce Bulldlng

Washlngton, D.C.
Dear Mr. Frledman:
(-

i

entitled "Int

ThlS LHM sets forth

2006

February 24,

BY COURIER

Enclosed for your information is a self-explanatory
- memorandum,
Indianapolis Field Office,

elligence Oversight Board (IOB) Matter,

IOB Matter zdosi"“w~~};qi

detalls of 1nvest1gat1ve act1v1ty wnlch

the FBI has determined. was conducted contrary to The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection and/or laws, Executive Orders, or -
Presidential Directives which govern FBI feoreign :
counterlntelllgence and lnternatlonal terrorism 1nvest1gatlons

.

Enclosure

I e
i

Dep. Dir.
Chief &I
Statf_-
Oft. of Gen.
Counse!
Asst. Oir,
Cnm. inv.
Cns
Finance
Info. Res.
insp.
Lab.
National Sec. ___
- Personne!
Training
Of. ot EEOA __
Ol ol Public
& Cong Alls.____

|

|

Ms.

Thomaa'
Mr. Eirinberg:
278-HQ-C1228736-VIO~—

Inspection Division (

Mr. Hulon

11l
I0B 2006+

UNCLASSIFIED WHEN
DETACHED FROM A
CLASSIFIED. ENCLOSURE

e

D §ify onmr¥*=

k
g

GPEsTOR06 (Q&*@QEOG)-IT#3

SEERE®-

SECRET- : v -

NSL VIO-24198 . :
‘ FBIO000153
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‘Mr.'Stephen Friedman:

v»Should you or ény member of your staff require
additional information concerning this matter, an oral briefing

will be arranged for you at your convenience.

. Sincerely,

Julie F. Thbmaé

.

(U)

Deputy General Counsel

1 - The Honorable Alberto R. Gonzales

Attorney General _
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker

Counsel, Office of Intelligence Pollcy and Rev1ewl

U.S: Department of Justice

~-Room 6150
AP?E@%gﬁ vWHW_____" spection_____~ Training '
: w-ws Laboratory_ 4. of EEQ .-
Dt Finance X Vational Sec______ Aftairs v'%
] D____Gen uOUf‘SE% PR Ott.of Public &
epuly Director____Infp, Res._ Personné| CﬁgMS' -
= : . . .
- -~ s SESRET._ B

OIG-IOBOE (12-19-06) ~ITE3

NSL VIO-24199

FBIO000154



Dep. Dir._

1 - 278-HQ-C1229736-VIO~ (LO7

AuguétIBO, 2006 -~
BY COURIER.

Mr. Stephen Friedman
Chairman-

Intelligence Oversight Board
Room 50208 '

New Executive Office Building
725 .17%" Street, Northwest

‘Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter , h
2006 (U) . _ . _ b2

- The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to.
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

.FBI foreign counterintelligence and international terrorism

investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a v
determination of whether any administrative action is warranted.
() : . ' ‘

Enclosure

UNCLASSIFIED WHEN
DETACHED FROM v
CLASSIFIED ENCLOSURE

Chiel 6t
Stal

Oft. of Gen.
Counsel
Assi,.Dir.;

v Yy On: _

Caim, Inv.

Training

SECRET

Off. ot EEOA

oHopme T | ' NSL VIO-24202

- Directar's Office __ MAIL ROOM [T

FBI/ bQJ

FRIC000105

mAam smA . AD_NEY _TTER



Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral brleflng will be
arranged for you at vyour convenlence (U)

“Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S5. Department of Justlce
Room 5111

‘'l - Mr. James Baker

Counsel, Office of Intelligence Policy and Rev1ew
. . U.S. Department of Justice -
Room 6150

i Train'mn'
“erm v Inspection
’ ﬁPPRﬁVEB. oNs_ Laboraiory__— Oft.of 23]
Finance. ational Sec Ahautsp — -
 Director _Gen. Counsel oM %ﬂénog Al;is |
Deputy Director Info. Res. Personnel Affs.

SECRET

, :  NSL VIO-24203 :
OIG-IOBOE (12-19-06)-IT#3 ~ FBRIQOQOL06
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. . ‘ . ‘ -
To: All Divisions From: General Counsel
Re: 66F-HQ-A1247863 , 04/18/2002

_ {U) 'In addition to the foregoing, on a quarterly
basis, 'each field office and FBIHQ division is required to submit

~ to FBIHQ (Attn: IMU, INSD), an EC certifying that all employees

of the office or division were contacted concerning the
requirement to report possible IOB matters.

T “::?gi: Regortable Matters. Examples of potentlal ICB
matters which should be reported include:

a. (U) Investlgatlon of persons or organizations before an
--lnvestlgatlon has been authorized. (See Part I, Section 1,
NFIPM.) . :
bt“;ES<: Conducting a preliminary inquiry in excess of 120 days
witHout "an approved extension. (See Part I, Section 1-2.4,
NEIPM.) o
’F—-‘ )

C“‘:)%(: Falllng to submlt to the Headquarters substantive unit a
90-day and/or an annual letterhead memorandum (LHM) for each full

- investigation of a U.S. person within the periods prescribed by

Mdr‘">XQ: Use of methods or techniques other than those authorized

regulation. (See Section XI.C of the Attorney General

in the tonduct of preliminary inquires or full investigations.
{See Sections III.B and C of the Attorney General Guidelines.)

e. {U) Initiating a form of electronic surveillance or a search
without authorization from the ‘Foreign Intelligence Surveillance
Court, or failing to.terminate an authorized surveillance at the
time prescribed by the Court. (See 50 U.S.C. §§ 1805, 1824.)

f. (U) Failing to adhere to the minimization requirements or

dissemination limitations prescribed by the FISA Court. (See
. Al

50 U.s.C.-§ 1806.)

@

(U} This list of examples is not all-inclusive of
intelligence activities which may be deemed illegal or improper.
The examples, however, do illustrate areas where tralnlng and
field office supervision are essential.

-/

NSL VIO-24253
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To: All Divisions From: General Counsel

"~ Re: 66F-HQ-A1247863 , 04/18/2002

v(U) A551stance Avallable Questlons concernlng this

" EC or other aspects of the IOB process may be addressed either to

the National Security Law Unit, OGC at | for 1MU, . bz
INSD atl ‘ . L or to Chief Division Counsel in the field

offices.

(U) No manual changes are required.

LEAD(s);

Set Lead 1: (Adm)

ALL RECEIVING OFFICES -

Thls communlcatlon should be made avallable to all FBI
personnel upon recelpt

1 - 7129 Lo
1 - Rm. 7129 e
1 - Rm. 7128
1 - Rm. 7427
1 - . 7974
1 - Rm. 7837
1 - Rm. 7975
1 - 5223
1 - Manuals Desk (Attn:
1 - NSLU IOB Library

*
R 4

NSL VIO-24254



(Rev. 08-28-2000)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ‘ A Date: 10/29/20d1

‘To: Information Resources Attn:

From: Inspection

Qffice of Inanectinonga TInsnection Management Unit - -
- Contact: Ext | : 0
, . : ‘ b6
-Approved By: . ' » I : b7C

(Drafted By:

Case ID #: 278—HQ-C1229736

Title: OPENING OF SUBFILES/CLOSURE OF SUBFILES
INTELLIGENCE OVERSIGHT BOARD (IOB) .

~Synopsis: To request the opening/closure/consolidation of IOB
subfiles. ' : L ‘

‘ o ' ‘ . o o ‘ , bo
Details: | | Information Resources. Division (IRD), b7C
"is requested to: ; : .

(1) open subflles for each specific IOB violation
reported and assigned a number by the Inspectlon Management Unlt
(IMU) ;

(2) close the IOB field office/FBI Headquarters
divisions subfiles, with consolidation of all IOB violations
assigned a number in 2001, and located in these subfiles, to the
newly created IOB violations subfiles; -

.(3) open subfiles for each calender year, starting with
calender year 2001, for Quarterly Reports (QRs) sent to IMU;

C o (4) consolldate all 2001 QRs located in the main IOB
file into the newly created QR subfiles.

As advised in the Natlonal Foreign Intelllgence Program

Manual, reports of potential IOB matters detected by field
offices or FBI Headquarters (FBIHQ) divisions are to be reported

" to the IMU, INSD, by electronic communication (EC) within 14 days
of the discovery of the possible viclation. Presently the IMU
assigns a number to each reported violation based upon the order o
it is received during the calender year. Each numbered violation L6
is then recorded in a log maintained by IMU Management and - b7C
Program Analyst Each document associated with a

* NSL VIO-24255



To: Information ..csources From: Inspectioi»
Re: 278-HQ-C1229736,‘10/29/2001

particular IOB violatiom, referencing it's assigned number, is .
then placed in the appropriate IOB field office cor FBIHQ subfile..

This present method for flllng does not allow for the
efficient or ready retrieval of all documents associated with a
particular violation, as documents from different IOB violations
are crossed filed within each respective field office subfile.
In addition, the QRs presently filed to the main IOB file have
swelled this particular file to over 600 serials, resulting in an
inability to easily withdraw for review QRs from any particular
quarter. The establishment of new subfiles by specific IOB
violations, and the creation of new Subfiles by year for. QRs
‘will allow for the easy retrieval of thlS information.

© NSLVIO-24256



To: Information ...sources From:  Inspectioi
Re: 278—HQ—C1229736,‘10/29/2001 ' : '

- LEAD(s) :
Set Lead 1:
INFORMATION RESOURCES

AT WASHINGTON, DC

consclidate subriles as set forth in this EC.

R 2/

 NSLVIO-24257

|IRD, is réquested to open, close, and
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Memorandum

To DGC Julie F. Thomas Date 04/06/2006
From AGC
AGC
Subiect IOB Policy Issues
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Memorandum from AGC | |to DEC Julie F. Thomas
Re: IOB Policy Issues, 04/06/2006
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‘Memorandum from AGC to DGC Julie F. Thomas
Re: IOB Policy Issues, 04/06/2006. ' :
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Memorandum from AGC to DGC Julie F. Thomas bgﬁ
Re: IOB Policy Issues, 04/06/2006 “ o b7C
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Page 1 of 3v

Message
(OGC) (FBI)
From: | [INSP) (FBI) .
Sent: __Tuesdav Qctober 25 2005 6:53 AN R ¢
To: (OGC) (FBI) OGC) (FBI) "

Subject: We made it to the NY Times today. . . .




Message Page 2 of 3

law. lntemal reports of suspected V|olat|ons have drop'
sald It saxd the Iapses 0|ted in: the mternal reports reﬂected: not

' NSL VIO-24264
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‘Message  Page 3 of3
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‘Total Potential IOBs

SE¥RET
IOB - Total Numbers for FY 2004 and FY 2005

* Reported -

| * Pending

no
lo¥

1 .

SEC?E{ S

NSL VIO-24266
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SPCRET

Categories - Reported IOBs:

reported

Reported errors in the use of FISA tools.
« FBI Errors ‘

&

Reported FBI errors in the usé of National
~ Security investigative tools (i.g., mail =~ ||
covers, NSLs, and 2.5 authority).

Reported Third-Party or Technical errors
-in the use of National Security
investigative tools.

Miscellaneous administrative errors
resulting in unauthorized investigative

activities (Reported and unreported).

* Reported |

“« Unreported

herer

NSL VIO-24267
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- SECERET-

IOB - Total Numbers for FY 2004 and FY 2005 “

Total Potential IOBs

* Reported

* Not Reported | | | b2

* Pending

P | |
’}Jp Categories - Reported IOB:s:

1-  FBIl errors in FISA ELSUR and FISA PS.

2-  FBI Error in the use of National Securityv
investigative tools (i.e., mail covers and"
‘NSLs).

3- Thlrd-Party or Technical errors in the use
of FISA ELSUR. ‘

4-  Third-Party or Technical errors in the use
of National Security investigative tools.

5- Miscellaneous administrative errors -
resulting in unauthorized 1nvest1gat1ve
activities. v :
/nS/(c/itﬂ ] Siace Lox (som?—ooz o> ‘CS)

206804 50 old ne /n4 Hﬁb/o(
2005 letlrfo FO
—no open ,,,,y-g,_(éj‘z,/-zanr’

: 0/&— th/'Va,s/c% (ON) |

apf ¥ .S'{jnﬁ 9

Wy o " o(
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pexc: 7 <.
| ?f/ o~
e

ﬂ
om
| aufhoriZacion can be segregated from thy data that was properly ﬂzed As soon as this issue Y
1S rcsolved OIPR wﬂl noufy the Coun ab % . : [oNAD
iT.TJ e Asaresult of thlS mc1dent Lhe SperaJ/ﬂ\ ent n Charce of the *ield Office

M . IDENTIFYING AND' CORRECTING SYSTE[‘{?@ PROBLEMS ]}z&(

iy A. Identifying the Systemic Problems}!Q

TheIZlcompliance incidents discussed in this report can be broken into six broad
categories. In three of those categories, an FBIerror led to the unauthorized collection.

Category 1:  The FBI con-ducted collection activities hefore or after the date specifie
' in-the order issued by the Court| incidents fall into this

..carego
oy ‘ ':U? [ W}{

&

(U Category 2: ~ The FBL wtilized an unauthonzed surveillance technique against a target
- against whom the Court had authorized ather types of surve;llance('}&{(

' ,EU:'_ Cateoones 1 and 2 oenerally describe a failure to correctly understand or follow an order issue

by the Court. E&){

Categog st lThe: FBI conducted survexllance of the wrong party or the wrong locatzon
either because the agent was not aware that the target had moved or th
agent did not verifyv information containgd in the application for

e o surveillance. incidents fall into this category ‘

- Category 3 generally describes a failure to propcrly verify information whﬂe preparing an -
T T- plication for surveillance or effecting surveillance authorized by the Court. A total 0f|:|
bl f the compliance incidents resulted from Category 1-3" ErTors. @a\< S
b2
IIT.T'II | ‘

Ih the remammg three catcgones, elther a third party made an error or thcre were

) : :
Categog 4: There were tcchnicai and Iogistica! problems involved in setting

surveillance of e-mail accounts. :'incidents fall into thi
category §< : : L ’

s

1 ;
DL




d party/ such 25 telephogé company, condugfed su .eillancjé'fi the
Lot

gindhs

2il e oulide of the Court uthori e%/ '

survelllanCe period.

Category 6: _ Miscellaneous administrative errors resulted {a una
1. \Incidents Described in thd ——|Senfi-Annual Renger
overing the Period e ><

In wdents initially renorted in thd Semui-Annual Repo[[

(I
i

o covering the period|

i - company madd - >E =

e ‘ . . ! . A'
Category 1:"]' o e FBI c\}rznue 4 surveillance beyond the expiration
’ ( o

~date of the Cos.m: oxder?-

- Category 2:

- lecnnique.”. % v

e
_ o ,Categ ory 3v§ -
(U:I . : the target had moyéd from the lod tiod being survetlled * }%
‘ Category 4: There were
: ‘ ‘ involved in fetting
. Category S:
' - . Tmade ghierror by imtiating a wire communicationg surveillance of a new
. , telep one number being used by the new occupant of the target s former
: I:U:' N : resj ence.’

Category 6: _/There wer{

¥ See 99-1-3. (U)”
¥ See 99-1-1; 99-1-5. (U)
¥ See99-1-2. (U)

NSL VIO-24270
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Intelllgence Over51ght Board (IOB) Matters

The President by Executlve Order 12334 of December 4, 1981,
established the President's Intelligence Oversight Board (PIOB)'..
- On September 13, 1993, by Executive Order 12863, the President
renamed it the Intelllgence Oversight Board and establlshed the
Board as a standing committee of the President's Foreign
Intelligence Advisory Board. . The IOB is charged with reviewing
“activities of the Intelligence Community and informing the -

_ President of any activities that are in violation of the

Constitution, the laws of the United States, Executive Orders, or . -

Presidential Directives. Among its other respon31b111t1es, the
I0B has been given authority to review the FBI’s practices and
procedures relating to foreign 1nte111gence and forelgn
counterlntelllgence collectlon :

" In this regard, -the Board receives and considers reports of

. Inspectors Generals and General Counsels of the Intelligence
Community (including the FBI) concerning any intelligence
activities of their organizations that they have reason to
believe may be unlawful or contrary to the Constitution, U.S.
laws, Executive Orders, Presidential Directives, or other
guidelines or regulations approved by the Attorney General, in
accordance with Executive Order 12333. Counsel for Intelligence
Policy, Office of Intelligence Policy and Review (OIPR), .
Department -of Justice, has further maintained that the words “may
be unlawful” in the Executive Order should be interpreted to
include violations of agency procedures if: such provisions were
intended to protect the individual rights of a United States
person, unless they 1nvolve purely admlnlstratlve matters

, All FBI employees have an obllgatlon to report potentlal IOB‘
matters to the Office of the General Counsel (OGC) and the ;
Inspection Division within 14 days of discovery of the potential
error or violation.. In addition to the foregoing, on a quarterly
basis, each field office and FBI Headquarters division is

- required to submit to OGC a document certifying that all
employees of the office or division were contacted concernlng the
requlrement to report potentlal IOB matters.

OGC reviews the reports to- determlne if the potentlal error
or violation. requires notification to the IOB based on the -
- requirements of E.O. 12863 and the guidance previously provided’
'by the IOB and OIPR. If OGC determines that the reported matter
requires notification to the IOB, OGC prepares the necessary
correspondence to the IOB setting forth the basis of the
notification. OGC,will also notify CIPR and the FBI's Inspection
Division. If OGC determines that the reported matter does not
require notification to the IOB, OGC will maintain a copy of the
report of the potential IOB matter together with a statement

| 1 NSL V10¢24271



concerning the basis for the determination that notification was
not required for possible review by the Counsel to the IOB.

" If the IOB violation involves the unintentional acquisition
of information under the Foreign Intelligence Surveillance Act
(FISA), that information is sequestered with OIPR for eventual
destruction by the Foreign Intelligence Surveillance Court
pursuant to Section 106(i). of the Act. If the IOB violation
involves the unintentional acquisition of information unrelated
to a FISA court order, the FBI will take appropriate remedial
action and take steps to obtain the information correctly.

NSL v1’o-24272‘ |



Intelligence Oversight Board (IOB) Matters

The President, by Executive Order 12863 of September 13,
1993, established the Intelligence Oversight Board as a standing
. committee of the President's Foreign Intelligence Advisory Board.
. The Board is charged with reviewing activities of the :
Intelligence Community and informing the President of any
activities that any member believes are in violation of the
Constitution, the laws.of the United States, Departmental
. guidelines, Executive Orders, or Presidential Directives. Among
~its other reSpOHSlbllltleS, the IOB has been given authority to
review the FBI’s practlces and procedures relatlng to forelgn
1ntelllgence and forelgn counterlntelllgence collection.

- In this regard, the Board will receive and con51der reports
of Inspectors Generals and General Counsels of the Intelligence
Community concerning any intelligence activities of their .
organizations that they have reason to believe may be unlawful or
contrary to Executive Orders, Presidential Directives, or other
guidelines or regulations approved by the Attorney General, in
accordance with Executive Order 12333, if such provisions were
lntended to protectvthe 1nd1v1dual‘r1ghts of a United States
‘person. Counsel for Intelligence Policy, Office of Intelligence
Policy and Review, Department of Justice, has further maintained
that the words “may be unlawful” .in the Executive Order should be
interpreted to include viclations of agency procedures issued
under the Executive Order, unless they involve purely
administrative matters. :

. The following attached materials provide guidance regarding

IOB matters: (1) February 10, 2005 electronic communication (EC)
advising of the changes to the IOB procedures; (2) March 18, 2005
EC implementing the new changes in the National Foreign
Intelligence Program Manual (Section 2-56) and Manual of
- Administrative Operations And Procedures (Part 1, 1-22); v

. (3) Executive Order (EO) 12334 (December 4, 1981) establishing
- the President's Intelligence Oversight Board (predecessor to the
. current Board); (4) EC 12863 (September 13, 1993) establishing
the current President's Foreign Intelligence Advisory Beoard; and
(5) booklet explaining the purpose and implementation of a macro
that may be used to simplify the reporting process of potential
I0B matters. : ; ' -

B |
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R Drafted By
e

e
» Titlé:w:p&{: INTELLIGENC]

- B \ - MATTER 2007
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FEDERAL BUREAU OF INVESTIGATION

‘,Precedencef' ROUTINE.

 ;To?£_f m— \Vb.

vCountérihtelligence”

‘InSpéction:

: From:_ Office“of'the Géﬁeral Counsel.*»
NSLB/CILU/Room 7947 .|

Date: 12/27/2006
Attn: ASAC| |
T enc —
. ssa
- sA

~ Attn: CD-2A, SSA

Attn: 1IS, CRS|

-2
DI

Contact: AGC[

‘l Appro‘red BY: Thomago T‘111n F‘m}\j

9,09@ b2

vCase ID- # :ﬁgi 278~ ~HQ-C1229736~ VIO’T;endlng) L7k

629{::]A89455 0B — (4

. appropriate . documentatlon

' |:T_T:| L

) Reference: N§)' 278-HQ-C1229736-VIO Serial 1825
T X 62P[ff}A89455—IOB, serial 7

(U) .
o 51 y»On:
AﬂminiStiaﬁiﬁeE"fzﬁz This elec“ronic;*ommunication~(EC)'ContainS'w
information from f£he referenced EC to OGC reporting. a-

potentlal ICB matter.

%:@MEFSIGHT BOARD VAR

: SynoPéiwaéEE{iéIt is the oplnlon of the Office of the General
. Counsel (OGC) that this matter is not reportable to the. '
-Intelligence Oversight Board (IOB) as the information was
facqu1red by third party- error ‘Rather, it should be maintained

. in the control file for. ic review by C ‘to' the IOB'and‘ 
~ the |F1eld Office should ask whether the =~ . .
unrequested information shou € returned OT estroyed and B

should be made in the, flle

¥
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-}t-fTOTA ‘From:.' Offlce of the General Counsel 5“71t“€73 e
| Re: TZTEeMU-C1228736-V10, 12/27/2006 o

 Details: x By EC dated 11/06/2006, requested OGC Teview
- the facts“of the captioned matter ‘and defermine whether it =~ R
- warranted reporting to the IOB. As explained further below,jin RN
: . our. opinion, the FBI is not- requlred to report this matter to. the :be -
tIIi“' IOB as it was thlrd party error E o - ;f7bVE,

. >‘<§ on 07/18/2006, ql'drafted an NSL pursuant to
‘ 18 U.S.C..§ 2709 seeking name, ress, length of service and = °
electronic communication transactional records, to include - '

existing transaction/activity logs and all email header .- - .
~information- (not to include message content and/or subject '

—fields) for three email addresses. The NSL was served by the[:::]V~f

o Division to via. emall

fiU}w-- ; On 10/05/2006,. recelved the results of the
. NSL. to via email. -On IU7T772006, a preliminary review C e
' revealed that seven of the e?gil_tggngggtggnﬁ provided by |_ bz

~ included information labeled which appeared to = DJ/E
~  be possible subject line content or simildr information nect - . b4 ..
requested by the FBI. -As such, the CDC was given the. information. . 9p
for sequestering. Addltlonally, this information was not S

utlllzed by the case :agent in any analy51s nor was 1t documented
‘in the case Llle : v : : v oo

' v \U) The - Pre51dent by Executlve Order (EO) 12334 dated
12/04/1981 established the President's Intelligence Over51ght ‘
" Board (PIOB). On 09/13/1993. by EO 12863, the President renamed .
it the Intelligence Oversight Board (IOB) and established the

. Board as a standing committee of the President's Foreign
Intelllgence Advisory Board. Among its responsibilities, - the IOB
“has been given authority to review the FBI's practices and .
procedures relating to foreign- 1ntelllgence and forelgn
counterlntelllgence collectlon : .

(U) Sectlon 2 4 of EO 12863 mandates that the
Inspectors General and General Counsel of the Intelligence
Community components (in-the FBI, the Assistant Director,
Inspection Division (INSD), and the General Counsel, Office of -
‘the General Counsel {OGC), respectively) report to the IOB
intelligence activities that they have reason to. belleve may be -

~unlawful or contrary to EO or Presidential Directive. .This-
language has been interpreted to mandate the reporting of any
violation of a provision of The Attorney General's Guidelines for
FBI National Security Investigations and Foreign Intelligence

B 55&@1‘
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"5collectloh (NSIGI effectlve“10/31/2003 ‘or other guldellnes or'ﬁ

SEckfi

"FrOﬁ Offlce of the General Counsel
278 HQ C1229736 VIO, 12/27/2006 S

‘flregulatlons approved by the Attorney General in accordance with .

.~ E0 12333, dated 12/04/1981, if such provision was- designed to.

:c;ensure the protection of individual rights. Violations of

-. provisions that merely are administrative in nature and not -

-deemed to have been designed to ensure the protection of

individual rights are generally not. reported to the IOB, . The FBI
Inspection Division is reguired, however, to maintain records of

-such administrative’ v1olatlons for three years so that the

Counsel to the IOR may review them upon request . The

‘determination as to whether a matter is admlnlstratlve ‘in:

_nature" must be made by OGC. Therefore, such admlnlstratlve e

v1olatlons must be reported as potentlal IOB matters

' ‘UTV“"TjMMMEE{g NSLs are a spec1f1c type of 1nvestlgat1ve tool that
h»allows the FBI to obtain certain limited types of information =
~without court intervention: - (1) telephone and emall communication

- Tine content or similar 1nformat10n not requested by the FBI.

_(Right to Financial Privacy Act, 12 U.S.C.§ 3414.(a) (5) (B)); (3) a'f-

- information from a credit reporting company (Fair Credit Reportlng "
Act, 15 U.S.C.S§S 1681lula a) and (b)); and (4) full credit report in  °

. U.S8.C. § 1681v). NSLs may be issued in conformity with'Statutoryht

- records from telephone companies.and 1nternet 'service. prov1ders

(Electronic Communications Privacy Act, 18 U.S.C. § 2709), (2) -
records of financial 1nst1tut10n3v(wh1ch is very .broadly deflned)

list of financial institutions and consumer identifying

an international terrorism case‘(Falr Credit Reporting Act, 15 -

requlrements, 1nclud1ng 18 U. S C. § 2709 | | ]
o 1’”W‘”‘;E§<: Here, durlng an authorlzed 1nvest1ga ! the FBI. - 7p
properly Served an NSL on 1nternet service prov1der| 'In...,',jg_'.

response to the properly served NSL,[___ Jprovided the FBI =~ . = °
information which appeared to be pos‘sible‘subjecta"-'O7D

‘This is an error on the part of a third party, which

resulted. in unintentional acquiSITI of unrequested information

by the FBI. BAs such, it is not reportable to the IOB. It should

- be noted that the FBI's response in receiving the unsolicited

material was commendable. Upon learning that provided-

-information beyond the scope of the NSL, the Sequestered the
~excess information; did not utilize it in any analy51s and- did
not document it .in the case file. The only remalnlng step to be .

~initiated on 11/15/2004 and extensions were properly authorized

' (U) A preliminary 1nvest1gatlon in this matter was

until 11/12/2006; the investigation was converted to

T . SE&ET' | e . ~" b1
" NSL VIO-24276. - BB
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'h:TQ:[::::::]VFfeh Offlce of the General Counsel
f!”Re;] 278 HQ C1229736 VIO 12/27/2006 EE R

f_performed isﬁforl to'contact and aSk whether the~..w,ﬂu“’§b
. - unrequested info should be returned or ‘destroyed and T e
’*_approprlate documentatlon should be made 1n the flle : B

, : (U)v Based upon these factsr the lnternet prov1der s
-mlstake is ‘not reportable to the IOB as the FBI has not acted’
unlawfully or ‘contrary to Executive Order or Presidential * A' o

~Directive. ' A record of this decision should be maintained in the .

control flle for future rev1ew by the Counsel to the IOB

NSL VIO-24277



,"’-?}Re;; 278-H- -C1229736-VI0, 12/27/2006 ¥

'To}“[::::::]'?rom Offlce of the General COunself

afLEAD(s)

-'Set Lead 1 (Aétidny“'

INSPECTION S
AT WASHINGTON, DC- I |
~(U)' ~INSD should retain a record of the report of the
potentlal I0B matter, as well as a copy of the 0GC opinion |
-concluding that IOB notification is not requlred for three years
.for possrble review by the Counsel to the IOB. ‘
'Set Lead 2: ‘ (Info)’
COUNTERINTELLIGENCE
. AT'WASHINGTON. nc
(U) For 'info“rmvvatj‘.On.»‘
- Set Lead S:fl(Action), A
S T ',.'1»'ﬂrfijﬁb7E o
B , T o . W7D
S (u) The[::::::]Fleld Offlce should contacq[:;::;gand ask : PN
n_snou - ‘-ﬂ‘j“

whether the unintentionally acquired informatio be -
treturned or destroyed w1th approprlate documentatlon to the flle

‘ec:  Ms. Thomas;

i tj‘

o
S
)

SN2

‘IOB Library'

*”
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() - o  INTELLTGENCE OVERSTGHT BOARD (IOB) ERROR ‘ - v':bo
. . i ' : E /\,

,SynéééiSYZEB{i To report p0531ble IOB error.

Details: _ . v : ) v ‘ B . :bl
. ' b2
(s) 1. LTE
s : b6
b7C

(- '
: ‘"~E§{i 3. ‘Possible IOB Error:

‘.:jﬁgi 4. . Descrlptlon of IOB Error. (1nclud1ng any reportlng
delays). .
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"Re:“

sndﬁﬂT//203111os

TO

address, length o

_Iheieetien From: .! ] Ca
IS 278-HQ-C12297 —VIO /06/2006

fﬁm”ff*;E&(e’Oﬁf07/18/2006' ‘a National’ Securlty Letter
" the fame,

(NSL) requestlng

f service, and electronic communication

transactional records.|

kﬁ6t*t6‘IﬁtTﬂﬁ§r_______TTJE:iiih

~accordance wil

served by the

y General Guidelines.
Field Office and on

provided the resul

Offlce via emall

ts of the NSL to the

was prepared-and approved in

"The NSIL was

10/05/2

06,

‘Fie

?\,I)_.

o =

| This information was not

-utilized by the case agent 1n any analy31s nor was. 1t documented in

the case flle
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f:eLEAD(s) |
ASet Lead 1 (Actlon)
INSPECTION o
AT WASHINGTON‘ e
(U) For actlon deemed approprlate'
-_Set Lead 2: (Act:.on) | v
| GENERAL COUNSEL )
AT WASHINGTON, DC .

- (U0) For actlon deemed approprlate.:

Y
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