
(01/26/1998) 

SE^ET , 

FEDERAL BUREAU OF INVESTIGATION 

Precedencê: ROUTINE 

To: Director's Office 

Counterintelligence 

.Attn: OPR 

Attn: AD 

Date: 05/11/05 

(U) 

(U) 

(U) 

(U) 

(U) 

From: General Counsel 
National Security Law.Branch/Rm. 7975 
Contact: I Ext. 

Approved By: Thomas Jul 

Drafted By! 

Case ID#: 

Title: 

278-HQ-C1229736-VIO 

INTELLIGENCE OVERSIGHT-^) ARD 
(I,OB) MATTER 2005 

b2 
b6 
b7C 

h 2 

S y n o p s i s : I t is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter must be reported 
to the IOB and to the FBI's Office of.Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the.IOB. Our analysis follows.. 

<X> 

Reference: £g() 278-HQ-C1229736-VIO Serial 794 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print, the 
document in Corel WordPerfect. 
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SE^ET 

Counterintelligence From: General Counsel. 
278-HQ-C122 9736-VIO, 05/ll/0'5 

To : 
Re: 

Details: (S) By electronic communication (EC) April 4, 2005, 
(cited below)\ the Counterintelligence Division ("CD") reported 
a possible IOB error in conjunction with its' ongoing counter-
intelligence investigation 

regara, 
In this. 

reportea tnat,. on June iu, TOUT) t.ne united U 
States Foreign Intelligence Surveillance Court (FISC) authorized 
electronic surveillance on several telephone numbers, including 

The original authorization was based, in part, on the 
results of a National Security Letter to 

bl . 
b2 
b7E 
b7A 

bl 

bl 

bl 
b4 
b6 
b7C 
b7D 

1 (U) See' EC from the Counterintelligence Division to the General. 
Counsel, dated 04,04/05 Case .ID# 278-HQ-C122 9736-VIO Serial 794, titled . 
"Intelligence Oversight Board Matter." 

.SE^K&T 
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(U) 

(S) 

(5) 

SEJ^ET 

To: Counterintelligence From: General Counsel 
Re: 278-HQ-C122 973 6-VIO, 05/11/05 

CD. is providing .01 PR 

'bl 
•b2 ; 
• b7E 

(S) 

(Uj-

ISJ 

includes ail calls intercepted during.-the authorized electronic 
surveillance referenced above and all other calls intercepted 
pursuant to other authorized surveillance of this target. 

As required by Executive Order (E.O.) 1286.3 and 
Section 2-56 of the National Foreign Intelligence Program Manual 
(NFIPM, OGC was tasked to determine whether the surveillance 
error described here is a matter which must be reported to the 
IOB. It is. . : , 

S e c t i o n 2-4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community.components (in the FBI, the Assistant -
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information."concerning 
intelligence activities that they have reason to believe may 
be unlawful r>r- mnt-rarv t-n T?ye>r<i 11 i irr* nrrW or PTP.C i rî nf 1 a 1 
directive." 

• bl 

/ Consequently, in accordance with E.O. 12863 and Section 
2-56 of the NFIPM, the error must be reported to the IOB, which' 

bl 
b6 
b7C 

this Office will do. 

Lead(s): 

Set Lead 1: (Action) 

DIRECTOR'S OFFICE 

SÊ Ŝ SI 
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SE^ET 

To: Counterintelligence From: General Counsel 
(U) Re: 27 8 - HQ-Ci 2 2 973 6 -VIO, 05/11/05 

: AT OPR, FO, DC 

(U) For review and action deemed appropriate. 

Set Lead 2 : (Action) 

COUNTERINTELLIGENCE DIVISION ' : • 

AT WASHINGTON, DC . 

• (U) CD-3A is requested to ensure that the original 
MOD described in CD's EC 278-HQ-C12229736-VIO, Serial 794, has 
been submitted to the Office of. Intelligence Policy and Review, 
Department of Justice. 

1 - Ms. Thomas. 
• ' b 6 

1 -.NSLB IOB Library 
• • 

b7C 

SECRET 
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June 9, 2005 

BY COURIER 

Mr., James Langdon 
Chairman 
Intelligence : Oversight.Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Langdon: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
( I OB) Matter, IOB 2005[ 1 (U) - ' 

b2 

- • The enclosure; sets forth details of investigative, 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations .and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) . . . 

Enclosure 
UO I - I 
b7C 'i ' -VIO •8W 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

Dep. Dir. : 
Chief of S l a f f _ 
Off . of G e n . 
Counse l 
Assl. I'):: Admin. Ser._ Cnm inv. C.IIS 

Finance 
Info. Res. 
Lab. 
National Sec. 
O P R J 

O f f . of Public 

Deriyedr-ixsmj^ Multiple Sources 
Declassify onTHKay^-13, 2030 

NSL VIO-23968 



Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely 

Julie F. Thomas 
Deputy_General Counsel 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice . ' 
Room 5111 

.1 - Mr. James A.. Baker III ? v 

Counsel for Intelligence.Policy and Review 
U.S. Department of Justice 
Room 6000 

Crim. Inv. Inspection Training 
L a b o r a t o r y ^ Off. of EEO 
" ':ooalSec._ Affairs 

: Off. of Public & 
personnel Cong. Afis._ 

. CJIS 
Finance -

Director Gen. Conn: 
Deputy Director Info. Res. 

N S L V I O - 2 3 9 6 9 



(01/26/1998) 

S^ÇET 

FEDERAL BUREAU OF INVESTIGATION 

Î U ) 

Precedence: ROUTINE 

To: Director's.Office 

Date: 2/10/2006 

Attn: OPR 

Attn: CDC 

From:. General Counsel. 
National Security Affairs/Room 7947. 
Contact: Julie F. Thomas ' }j2 

Dm\ b 7 E 
Approved By: Thomas Julie Fl^Kr " 

.. b7C 
Drafted By: 

Case ID #: 278-HQ-C1229736-VIO— [ f ^ 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER I"! Title: 
2006- .b2 

jj-Synopsis: It is the opinion of the Office of the General 
Counsel (OGC)^:hat the above-referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

(U) 

Reference: (0. 278-HQ-C12297 36-VIO-l 113 

Details:. J^^s. As noted in the electronic communication (EC) , 
this inatl-pr ha^ ar-jg^n a rpsnlf- of an i nvpat i nat i nn' tiHpH 

(S) As. part , of this 
investigation, a National Securi'tv Letter (NSL) "was . issued by 

,b4 
b7D 
' b 6 
' b7C 
.bl . 

N S L V I O - 2 3 9 7 4 



To : 
Re: 

From: 
: 

General Counsel 
278-HQ-C1229736-VIO-1113, 2/10/2006 

1 served the NSL and, via an EC dated 
rnnhor 1 

returned 

was the name and address of the 
to 
Included in the EC. from 
subscriber to this telephone.number. 

When the case agent received the material, he 
noted that the telephone number subscriber was unknown to him. 
He checked the telephone number of the subject and determined 
that the telephone number had been erroneously transposed when 
the NSL was drawn up from his rpmiest: t̂ he; correct telephone 
numberonhisrequest was 

bl 
",b2 • 
b4 
•b7D 
b6 . 
• b7C 
•b7E 

The package of materialfrom 
received from | ~| has not been opened and will be stored in a 
securelocation pursuant to instructions given in an email of AGC 

to all CDCs dated 11/22/2005.1 

bl 
b6 ' 
• b4 "• 
b7C 
b7D 

As required by Executive Order (E.O.) 12863 and 
Section 2-56 of the National Foreign Intelligence Program 
Manual(NFIPM), OGC was tasked to determine whether the production 

NSL drawn 
which must be 

to the erroneous 
land- served 

reported to the IOB. It is. 

pursuant 
by • up by 

ofdocumentsby 
telephone number in the 
I ~|is a matter 

Section 2.4 of E.O. 12863, dated 9/13/1993. 
mandates that Inspectors.General and General Counsel of.the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively); report to the IOB all information."concerning 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
directive." in. 1-hi s—i nttanra—tlje production of subscriber and 

by 

bl • 
b2 . 
b4 
b7D 
b7E 

bl 
b4 
b7D 

toll' records 
telephone numbe 
law. Consequently, 

W do UUI ic W X LUUUl 
of an erroneous subscriber' . 
the authorization required by 

in accordance with E.O. 12863 and Section 2-

1This email instructed the CDCs in Field Offices to seal and sequester information 
improperly received from a carrier pursuant to an NSL ~ 

SECRET 

. 2 
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(U). 
To: 
Re 

S^S^ET 

From: General Counsel 
278-HQ-C122973 6-VIO-1113, 2/10/2006 

b2 
b7E 

56 of the NFIPM, the error must be reported to the JOB, which 
this Office will do. 

Set Lead 1 : (Action) 

at r 
Return sealed documents to 

Set Lead 2: (Discretionary) 

INSPECTION 

AT WASHINGTON, P.C.-

(U) For appropriate action. 

b2 • 
b4 
b7D 
.b7E 

1 - Ms. Thomas 
1 " 1 
1 -

liActing UC) 

1 - IOB Library 
• • 

b6 
b7C 

SEjgjRET 

3 
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February 24, 2006 

• BY COURIER 

' . • : \ '.'. . • : BY 65179dah/k a e /ma j 

Mr.. Stephen Friedman 
Chairman 
Intelligence Oversight Board V 
Room. 5020 
New Executive Office Building 
725 17th Street, N.W. . 
Washington, D.C. 20503 

Dear Mr. Friedman.: ' . 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board " . 
( I OB ) Matter, ÏOB 2006. (U) 

The enclosure sets,forth details of investigative 
activity, which the FBI has determined was.conducted contrary to 
the Attorney General Guidelines for FBI Foreign, Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or. Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure . . 

1 - 278-HQ-C1229736-VIO— /(<fO. 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

Dep. Dir. 
Chiel of 

Staff 
Off. of Gen. 

Counsel 
Asst. Dir.: 

Crim. Inv. _ 
CJIS 
Finance 
Inlo. Res. _ 
Insp. 
Lab. 
National Sec. 
Personnel ; 
Training 

Off. o fEEOA 
Off. of Public 

& Cong. AHs. 
Director s Office MAIL ROOM • 

N S L V I O - 2 3 9 7 7 



" "Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice. 

/ Room 5111 

1 - Mr. James A. Baker III 
Counsel for Intelligence Policy and,Review 
U.S. Department of Justice 
Room 6000 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

Personnel 

!nspeciiof)_ 
Lat'0i3i0ry_ 
Nuionsl Seä 

Training_ . 
Off. of EEO 
Affairs 
Off; of Public & 
Cong. Affs. 

•2 
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SEÌSMI 

bl 
b2 
b4 ' 
b7A 
b6 . 
b7C 
b7D 
b7E 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
FIELD OFFICE 

MATTER 

(T.T) IOB MATTER 2006-f | t^C 
b2 . 
b7E 

(S) The Field Office of thè Federal Bureau 
of Investigation has reported an - error, in conjunction with that . 
division's investigation of | |. In this 
regard, a telephone number in an NSL to| | was 
erroneously transposed, and I Iproduced subscriber and toll 
records for a customer who was not the subject of the NSL. . 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

N S L V I Ö - 2 3 9 7 9 



(Rev. 01-31-2003) 

SJŜ RET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence:. ROUTINE 

To: 

Date: 03/07/2006 

Director's Office 
/ General Counsel 

Attn: ISS Unit. 
ISS 

Attn: OPR ; 
Attn: AGC 

From: ] Legal Unit 
Contac t: CDC| 

Approved By: 

Drafted By: 

Case ID #: (S) 
(S) 

( U ) ; TTFTHZ 
(Pending) 
(Pending) 
(Pending) 

bl 
b2 
b6 
b7A 
b7C 
b7D 

( U ) 
Title: POSSIBLE INTELLIGENCE OVERSIGHT 

BOARD MATTER 
2006 J b2 

Synopsis: To return, material provided pursuant to an. NSL 
î J to the electronic service provider. 

(U) DSitvedLPram 

( U ) 
Reference : 
Enclosure(s) 
bv I 

) 278-HQ-C1229736-VIO-1113 Serial 1179 

(S) Enclosed for is material provided 

(JMbLj lSSUèd ay 
"| pursuant to a National Security Letter 

Details: . (S) | 
investigation titledf 

lissued an NSL as part of an 
J to 

subscriber information and| 
number |. By EC dated 12/3U/200b 

1 or 
torwaraea' 

SE^ET 

b2 
b6 
b7C 
b7E 

: bl 
b2 
b4 
•b7D 

. b7E 
bl' 
b2 
b4 . 
b6 
b7A 
b7C 
b7D 
b7E 
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JEJ&̂ ET 

To: 1 From: 
Re: (S) 33/07/2006 

bl 
b2 
b7A 
b7E 

documents responsive to this NSL to 
of the documents the [ 

Upon receipt 
]case agent noted that the 

(£)telephone number was not the subject's 
• The records were not reviewed and were secured Dy tilt! cuu 
pending notification of a possible Intelligence Oversight 
Board (IOB) Matter. General Counsel, i-n the referenced EC, 

' directed [ 

b2 
b6 
b7C 
b7E 

to return this material to 
return to the electronic service provider. 

for 

Sf^E SECRET 
2 

N S L V I O - 2 3 9 8 1 



03/07/2006 
bl 
b2 
b7A 
b7E 

LEAD(s): 

Set Lead 1: (Action) 

AT 

(S) Return the enclosed documents to 

• 

•b2 
b4 
.b7D 
b7E 

( U ) 

Set Lead 2: (Info) 

DIRECTOR'S OFFICE 
AT OPR 

Read and clear. 
Set Lead 3: (Info) 

GENERAL COUNSEL 

. AT WASHINGTON. DC 

Read and clear. 
(U) 

SECRET 

3 
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(01/26/1998) 

Precedence: ROUTINE Date: 3/24/06 

To: Director's Office 
Inspection Attn: 

Attn: 

From: General Counsel 
National Security Affairs/Room 7974 
Contac t : Julie F. Thomas 

Approved By: Thomas Julie Fit 

(UJ 

' (U) 

(U) 

Drafted By: [ 

Case ID # : 2 7 8 - H Q - C 1 2 2 9 7 3 6 - - l t o - l^lS 
(S) 

h 2 
b6 
b7C 
b7E 

Title:: X 
.•• : . bl 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER b 2 

. b7A 
• ' .b7E 

2006 

Synopsis: - Xb) It is the opinion of the Office of the General 
Counsel (OGCr that the above-referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. • ' 

(U) 

(U) Reference 2 7 8 - HQ -C1229736 SwutS • À S Zfa 

Details.: ^s noted in the electronic communication (EC) , 
this matter has arisen as a result of a National Security Letter• bl 

in a .(S) , ' ; (NSL). issued by r b2 
b7E 

S E ^ E T 

NSL VlO-23983 



SE^ET 

To:.. .1 I From: General Counsel. b2 
Re: 278-HQ-C1229736-VIO, 3/24/2006 . b7E 

.bl 
b 2 

b7D 
b7E 

forwarded the results to S) On April 1, 2005, 
which were placed into| 

in the case agent guickly reviewed 
did not see header information for the 

FBI ] 
When they arrived 
the1 documents and 
requested subject's email address. The agent'did not fully 
understand at that.time that no information regarding the 
subject's email address had been included in the documents. 

. . ^T&^'ln October o.f the same year, the case agent 
requested the assistance of another agent who had been assigned 

to assist in reviewing the records to 
the documents had provided. Upon 

to a 
determine what information 
revi sw. it was discnvpred that the documents provided no 

b l 
b2 
b7A 
b7E 

b l 
b 2 
b7E 
b 4 
.b7D 

(U) (Vf The matter was referred to the CDC, who advised . 
that it should be directed to FBIHQ, and that the documents in 
question should be sealed. 

>§3 On October 26, 2006, the documents were sealed and 
placed in the file pending further instructions. 

. (S) As required by Executive Order . (E.O.) 12863 and 
Section 2-56. of the National Foreign Intelligence Program Manual bl 

production bv b4 
is a matter which b7D 

se^E: 

N S L V I O - 2 3 9 8 4 



To: 
Re: 

SEj&^ET 

From: General Counsel 
21 8.-HQ-C122 973 6-VIO, . 3/24/2006 

b2 
b7E 

^ L Section 2.4 of E.O. 12863, dated 9/13/1993. 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, . Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
^ -j - V T r ^ t-lii nî/-•/•> "t-^Q QY-v-^y^^^n c- v-v y ^ i •,/-.+• -i ̂  ̂  K w bl 

b2 
rfas done without the 

authorization requirea oy law. "Consequently, in accordance w i t h b7D 
E.O. -12863 and Section•2-56 of the NFIPM, the error must be , 'b7E 
reported to the IOB," which this Office will, do. 

3 

N S L V I O - 2 3 9 8 5 



se^E: 

To : From: General Counsel 
(U) Re: 278-HQ-C1229736-VIO, 3/24/2006 

Set Lead 1 : (Action) 

AT 

b2 
b7E 

Return sealed documents to 

Set Lead 2 : (Discretionary) 

' INSPECTION 

AT WASHINGTON, D.C. : 

(U) For appropriate action. 

b4 
b7D 

1. -
1 -
1 -
1 -
•• 

Ms. Thomas 

IOB Library 

b6 
b7C 

SE^E^l 

N S L V I O - 2 3 9 8 6 



March 30, 2006 

BY COURIER 

Mr. Stephen Friedman . 
Chairman , • 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 
This letter forwards for your information a self-

explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2006 (U) b2 

The enclosure sets forth details of. investigative . 
activity which the FBI has determined was conducted.contrary, .to 
the Attorney General'Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives.which govern 
FBI foreign counterintelligence and international.terrorism 
investigations.. (U) 

Enclosure . 
1 - 278-HQ-C1229736-VIO— /^(Q? 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

Dep. Dir. 
Chief of 

Staff 
Off. of Gen. 

Counsel 
Asst..Dir.: 

Crim. Inv. _ CJIS 
Finance _ 
Info. Res.. 
insp. lab. 

sii : Marc 

National Sec. _ 
Personnel „ 
Training ntf ol EEOA 

N S L V I O - 2 3 9 8 7 



" : " Should you or' any member of your staff require 
additional information concerning .this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzalez 
. Attorney General 
U.S. Department of Justice 
Room . 5111 : ". 

1 - Mr. James A. Baker III 
Counsel for Intelligence Policy, and Review 
U.S. Department of Justice 
• Room 6000 ' 

CJIS 
Crlm.Iiiv. I 

Labor2tory_ 
National Sec. 
OPR. 

Training. 

Director 
Deputy Director. Info. Res, 

Finance. 
Gen. Cou 

Personnel 

Off. of EEO-
Affairs 
Off. of Public & 
Cong. Affs. 

•2. 

NSL VÎO-23988 



T 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2 
, I {FIELD OFFICE . b l E 

VJi ; IOB MATTER 2006-' " " 

hi i^C The\ 1 Field Office of the Federal Bureau 
of Investigation has .reported an error in conjunction with a . 
response to a National Security Letter (NSL)I \ . 

(S) I pursuant to the NSL, did not J d 7 d 

' 'provide records which were related to the subject's email . 
address, as requested, but rather, erroneously provided- records 

. pertaining to the domain. . 
(rJ) This, matter has been reported, to the FBI' s Office 

of Professional Responsibility for appropriate action. 

NSL VIO-23989 



(01/26/1998) 

FEDERAL BUREAU OF INVESTIGA" 

Precedence: ROUTINE 

To: Director's Office 

Date: 01/18/06 

Attn: OPR 

Attn: CDC' b2 
b7E 

From : General Counsel 
National Security Law B^arfTch/Rm. 
Contact : 

Approved By: Thomas Julie F̂  m r 

7975 
Ext. 

b2 

Drafted By: 
( U ) 

b7C 

Case ID # : y » ^ 278-HQ-C1229736-VIO-

(U) Title: INTELLIGENCE OVERSIGHT BOARD 
(IOB) MATTER 2006-| ~ 

Synopsis: It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
-to the IOB. Our analysis follows. 

(U> 

(U) Reference 

¡sify on: 

: 278-HQ-C1229736-VIO Serial-7orcs 

Administrative: (U) This communication contains one or more 
..footnotes.. To read the footnotes, download and print the • 
document in Corel WordPerfect'. . 

SEjg^ET 

N S L V I O - 2 3 9 9 0 



(U) 

(S) 

<S) 

General Counsel To: | I From: 
Re: J ^ 278-HQ-C1 229736-V10, 01/18/06 

Details [S) By.electronic communication (EC). October 5, 2005, 
frifpri hplnwl1 1 rpnnrt-pd' a N N G G I H L P TOR PI 

.bl 
b2 . 
b7E 
b7A 

trie case agent askea tns 
Investigative Support Specialist (IIS) to create National 
Security Letters (NSLs) for two telephone numbers that belonged 
to the.subject of the above-referenced matter. 

The case agent provided the IIS with two telephone 
numbers: one number was correct and no problems arose with 
respect to that.telephone number.. The second number was 
incorrect--the telephone number provided by the case agent was. 

In September 2005, the case agent received the 
results of the NSL and made an immediate working copy of the 
information and placed the original in a 1A envelope and ' 
submitted it to the file. No.information from the original NSL 
was uploaded. 

On 10/03/05., the case agent started working, with the 
working copy and discovered that the name of the subscriber was 
not the name of the subject of the above-referenced matter. The 
case agent checked in ACS to ascertain what telephone number was 
listed on the NSL and.realized it was an .incorrect number. The . 
case agent then contacted.his supervisor and he and the . 
supervisor then contacted the Chief Division Counsel. 

. No • personal, or identifying information. on the"-, 
incorrect number was uploaded into ACS from the NSL return, 

•bl 
b2 
b7E 
b7A 

bl 
b6 
b7C 
b7A 

b2 
b7E 

1 (U) See EC from| ~| to the General Counsel, dated 10/05/05 b 2 
Case ID# 278-HQ-C1229736-VIO Serial 1050, titled "Possible Intelligence . 
Oversight Board Matter." ' 

S^lg^ET 

' '2 • 

N S L V I O - 2 3 9 9 1 



SI^EI] 

iti) 
To: 
Re: 'y From: General Counsel b2 

27 8-HQ-C122 97 3 6-VIO, 01/18/06 :-Jo7E 

( U ) . 

(S) 

The original NSL, as w e n as tne responsive lntormation 
which consisted of subscriber information and toll records, was 
turned over to the. Chief Division Counsel and is- secured in his 
safe 

As required by Executive Order (E.O.) 12863 and 
Section 2-56 of the National Foreign Intelligence Program Manual 
(NFIPM, .OGC was tasked to determine whether the collection error 
described here is a matter which must be reported to the IOB. It 
is. 

Section 2.4 of E.O. 12863, dated 09/13/1993, 
Inspectors General and General Counsel of the 

Community components (in the FBI, the Assistant 
pection Division, and the.General Counsel, OGC, 
report to the IOB all information "concerning 

activities that they have reason to believe may 
r contrary to Executive order or Presidential 

mandates that 
Intelligence 
Director, Ins 
respectively) 
intelligence 
be unlawful^) 
, directive. 

J 
E.O. 128 63 and Section 2-56 of 
reported to the IOB, which this Office will do 

Consequently, in accordance with 
the NFIPM,. the error must-be 

bl 
b6 
b7C 
b7A 

Lead(s): 

Set Lead 1: (Action) 

b2 - , ' / • • • • - • 
: — • ' b7E 

(U) Coordinate with.FBIHQ, the Counterintelligence 
Division, to ensure that all information collected pursuant to 
the NSL is sequestered, sealed and delivered to the 
Counterintelligence Division for submission to the Office of 
Intelligence Policy and Review, Department of Justice, for . 
destruction... 

3 
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,To: I I From: -General Counsel b2 
Re:. 27 8-HQ-C12297 3 6-VIO, 01/18/06 b7E 

( U > 

Set Lead 2 : (Discretionary) 

INSPECTION 

AT WASHINGTON. DC 

(U) For appropriate action. 

Set Lead 3: (Info) 

Counterintelligence .• 

AT WASHINGTON, D.'C." 

(U) For information only. 

• • 

1 - Ms. Thomas 
"(Acting UC) 1 -

1 - .b6 
1 - NSLB IOB Library .. . b7C 

SE 

« 

N S L V I O - 2 3 9 9 3 



January 18, 2006 

BY- .COURIER 

Mr. Stephen Friedman 
Chairman 
•Intelligence Oversight Board 
Room 5020 . . ' ; ' 
•New Executive .Office Building 

. '725 ,17th Street, N.W. 
•Washington, D.C. 20503 , 

Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
( I OB) Matter, IOB 20061 I (U) / ' b2 

The enclosure sets forth details of investigative 
activity which the.FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and.Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism, 
investigations. (U) 

Enclosure ' 

- Ms. Thomas 
(Action UC) 

b6 
- 27B-HC-C1229736-VIO~ 1(42- b7C 

Dep. Dir. ; 
Chief of 

Staff 
Off. of Gen. 

Counsel 
Asst. Dir.: 

Crim. Inv. _ 
CJIS 
Finance _ 
Info. Res. . 
Insp. 
Lab. 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

National Sec. _ 
Personnel 
Training 

Off. of EEOA _ 
Off. of Public 

& Cong. Alls. 
Director's Office MAIL ROOM Q 
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Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at•your convenience. 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel.' 

1 - The.Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 .;.'•. 

1 - Mr. James A. Baker III. 
Counsel for Intelligence Policy and Review 
U.S.. Department of Justice 
Room 6000 

Director 
Deputy Director , 

CJIS / 
f inance ^ 

.Gen. C o u n s ^ / j J/Ü 

. In fo .Res. X 

p e c t i o i L 
(laboratory 
Matisr.al Sec 
OPR 

.Trainino 

. G i f . of EEO 

. Affairs 

Personnel 
. Off. of Public & 
. Cong. Alfs. ; 

N S L V I O - 2 3 9 9 5 



INTELLIGENCE OVERSIGHT. BOARD (IOB) MATTER 

( U ) 1UB MATTER 2006-

(S) The 

•b2 

Office 

h 2 
b 7 E 

of 
the Federal Burean of Tnysstination ("FBT"1 has renorfpd an Prrnr 

] in this regara, -two. National. Security 
Letters (NSL) were created for two telephone numbers. One 

^Subscriber mlormation and toll 
records were collected for the incorrect number pursuant to the 
NSL. When ' |realized its error, it secured the rRnnrd; 
produced for the incorrect number in the, safe of| 
Chief Division Counsel . I will provide these .records 
to the Office of Intelligence Policy and Review ("OIPR"), 
Department of Justice.. 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

bl 
b 2 
b7E 

b 2 
b7E 

s è ^ E T 

'P 

. Director. 
Deputy Di rector . 

Crim.lnv. Inspection 
CJ!S laboratory.. 
Rriance w w f m t i o n a l S e c , 

. G e n . C o u n s s U i W t k 
Info. Res. U Personnel 

.Train ing 

. Off. of EEO 
Affairs 

.Of f . of Public & 

. C o n g . A f 1 s . _ 

N S L V I O - 2 3 9 9 6 



(01/26/1998) 

SE^ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedénce: ROUTINE 

To: b2 
b7E 

Date: 10/7/05 

Attn: SAC, CDC 

From: General Counsel 
National Security Affairs/Room 7974 
Contact: Julie F. Thomas 

Approved By ; 

Drafted By: 

Thomas Julie F 

iU) 

(U) 

(U) 

to 6 
b7C 

CaseID#: 

Title: 

278-HQ.-C1229736-VIO— 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2 005 -| | b2 > 

- S y n o p s i s : . I t is the opinion of the Office of the General 
Counsel (OGC) that no error was committed in this matter, and 
therefore nothing need be reported to the IOB. A record of this 
decision should be maintained in the investigation control file 
for review by the Counsel to the IOB. \ 

(U) 

(U) Reference.: 

Details: (S) 

2 7 8 - HQ - C12 2 9 7 3 6 - VI0 - 1 

As noted in the electronic, communication • (EC) , bl 
b2 
b4 
b7D 
b7E 

ET 
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To: 
Re : 

| From : General Counsel 
2 78 -HQ-C122 973 6 -VIO - 578 , 10/7/2 00.5 

b2 
b7E 

(S) 
time, drafted 
and uploaded, 
inherited the 
that the 
a verbal 

Although SA 
a| [extension request • ^ l i i 

the case agent at the 
ich was forwarded to FBIHQ 

the 
casW" T T 

was not 
om SA 

extended. SA who 
determined on. August 8, 2005", 

had not been extended and-contacted FBIHQ.to request 
extension. 

|S) However, took no action in this matter 
except for the receipt, of the billing information from 
pursuant to the NSL which had been issued during the pènaency or 
thel 

(S) Therefore, all of the investigation in this matter 
was legitimateily conducted 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/1.3/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD,.and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence. 
activities that they have reason to believe may be unlawful or , 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 1233.4, dated.12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the.FBI and the 
IOB, this language has been interpreted to mandate the reporting 
of ,any violation of a provision of The Attorney.General1s 
Guidelines for FBI National Security Investigations and.Foreign 
Intelligence collection (NSIG), or other guidelines or 
regulations approved by the Attorney General in accordance with 
E.O. 12333, dated 12/04/1981, .if such provision was designed in 
full or in part to ensure the protection of the individual rights 

bl 
b4 
b7D • 

bl 
• b6 
' ' b7C 

bl 
b2 -
b4 
7b7D 
b7E 

•bl 
b2 
b7E 

bl 
b4 
b7D 

N S L V I O - 2 3 9 9 8 



S.^RET 

TO; 
Re ; M " 

h 2 From: .General Counsel 
2 78 - HQ-C122.973 6 ~ VIO - 578 , 10/7/2005 b 7 E 

(S) The NSIG provide that " 
including 

II.C.3. . These techniques include the issuance of National 
Security Letters. NSIG, Section V.12. 

(S) Since this NSL was issued 
tfhich was then pending/ we do not 

believe that the belated receipt of the billing records from 
due only to its.lateness in responding to the NSL, 

bl 
b2 
b7E 

constitutes a violation of the NSIG or any other guidelines or 
regulations approved by the Attorney General in accord with E.O. 
.12333 . : 

bl 
b2 
b4 
b7D 
b7E 

. (U) . Based upon these facts,, in accordance- with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12 8 63, it is our opinion that there was no error committed and 
thus nothing should be reported to the IOB in this matter. A 
record of this decision should be maintained in the control file 
for future review by "the Counsel to the IOB. 

SÈ^ET 

' 3 
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To: 

' SE^ET 

From: General Counsel 
Re:(U) r^278-HQ-C1229736-VIO-578, . 10/7/200.5 

Jd2 , 
b7E 

Set Lead 1': (Info) 

1 -
1 - IOB Library 

b6 
b7C 

SE^Ï(ÉT 

N S L V I O - 2 4 0 0 0 



FD-962 (Rev. 05-02-2003) 

FEDERAL BUREAU (OF INVESTIGATION 

Precedence : ROUTINE 

To: General Counsel 

Date : 09/12/2005 

Attn; National Security. Law Branch 
Room 7975 

Drafted By: | |:kpr 

(U) Case ID #: 278-HQ-C122 973 6-VIO - c n 2 -

^ Title: y ^ ) INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

S y n o p s i s : P o s s i b l e IOB error for non-compliance with a 
(U)requirement of the Attorney General. 

(U) Î X 

Details: 

(S) 1. 

(S) 

(U) 

2 . 

3 . 

(S) 

Possible IOB Error: 

bl 
b2 
b6 
•b7C 
b7E 

S E t ^ l 

N S L V I O - 2 4 0 0 1 



' S^RET 

(U) To Re: 
General Counsel From: 

278-HQ-C122 973 6-VIO, 09/12/2 005 

4. Description of IOB Error (including any reporting 
delays). 

(ÜA) L 
03/29/2005> Special Agent 

I captioned case agent, drafted a 
forwarded it to FBIHQ. The EC stated request and 

Communication uploaded into ACS only. No hard copy to 
follow." Due to a pending TDY assignment to FBIHQ, on 

îxtension 
Electronic 

05/18/2005, SAl requested captioned investigation be 
reassigned. On 05/26/2005, captioned matter was reassigned to 
writer. In July 2005, writer received results of a National 
Security Letter (NSL). NSL was drafted 12/30/2004 and 
forwarded to | | I Hid not provide NSL results to 
FBI until 05/05/2005. The NSL results contained no toll 
records, only billing information. informed writer 
that captioned subject maintained a basic service plan and as 
such, carrier was not responsible for maintaining toll records 
for telephone line. Other_than the receipt of the billing 
information from I 1| |took no other action in this 

I las noted above. On 
rTTy 

matter after the expiration of the 
08/08/2005, while attempting to ve Ty the date for a 
communication for the file, writer determined ^BIHO had never' 
responded to the lead set b y i n the extension 
request dated 03/29/2005. Writer contactedl-FFiHQ and was 
granted a verbal extension. On 08/31/2005, FBIHQ informed 
writer of potential Intelligence Oversight Board (IOB) 
violation due to an 

bl 
b2 
b6 . 
b7C 
b7E 

bl 
b2 
•b4 
b6 
b7C 
b7D 
b7E 

While | "I is reporting this as a possible IOB, 
~l questions whether the receipt of such records after bl 

th^ | expiration, based on a lawful—aiitiinrazed request, b2 
|Moreover, again calls. . b7E 

attention to its earlier attempt to secure a more timely 
extension. 

,ET 

N S L V I O - 2 4 0 0 2 



w4 «I 
To: General Counsel From:»"':! 

(U) Re: 278-HQ-C1229736-VIO, 09/12/2005 ¿37g 

LEAD(s): " 

Set Lead .1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate ; 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information only. 

j 

SEJ&^ET 
3 

5 J 
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(01/26/1998) 

- SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence:• ROUTINE 

To: Director's Office 
h 2 
b7E 

Attn: OPR 

Attn: CDC 

Date: 2/06/06 

( U ) 

(•u) 

From: General Counsel 
National Security Affairs/Room 7974 
Contact:. Julie F. 

Approved By : Thomas Julie F, b6 ' 
b7C 

Drafted By: 

(U) Case ID #: 278-HQ-C1229736-VIO—¡[l'î 

Title: POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER ' 
2006-1 | b 2 . , \ 

Synopsis-: It is the opinion of the Office of the General 
Counsel (OGC) that the above-referenced matter must be reported 
to the IOB ..and .-to'the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

( U ) 

(U) Reference: 278-HQ-ei229736-.VIO-lllL( 

Details: (S) As noted in the electronic communication (EC), 
this matter has arisen as a result of a National Security Letter 

b7C 
b7E 

SE^ET 

N S L V I O - 2 4 0 0 4 



;RET 

To: 
Re: 

From:, General Counsel ' 
27 8-HQ-C12297 36-VIO, 02/06/200,6 b7E 

;S) As part of this investigation, an NSL dated 
6/23/05 was issued tof 

subject. The NSL was transmitted by EC to 
service. By EC dated 8/02/05,Q 
results, of. the NSL received from 

for financial records pertaining to the 
for 

transmitted the 

(S) The case agent began reviewing the documents and 
in December noticed that had provided two 
documents which were unrelated to the subject of the NSL: one is 

Letter of Authorization for a wire transfer; the second 
is a letter from an individual who appears to be a 
customer requesting .thai make the wire trans.ter noted in 
the first document. The case agent assumed that this customer . 
was a United States person. He made no use of. these documents; 
nothing from them, has been uploaded into any database or stored 
in any file.. The case agent informed the Chief Division 
Counsel(CDC), who requested that the agent forward the documents 
to him. The CDC has secured.these documents pursuant to 
instructions given by AGC i CDCs dated 11/22/05 
the NSL which should have led 
documents. 

in an email to all 
1 notes that there is nothing in 

to produce those two 

(S) As required, by Executive.Order (E.O.) 12863,and . 
Section 2-56 of the National Foreign Intelligence Program Manual 
(NFIPM) , OGC was tasVari tn determine whether the erroneous 
production by of two documents unrelated to the . 
subject of the. NSL is a matter which must be reported to the IOB. 
It is. 

Section 2.4 of E.O. 12863, ..dated 9/13/1993. 
mandates tfia\ Inspectors General and General Counsel of the 
Intelligence Community components (in the. FBI, the Assistant 
Director, Inspection-Division, and the General Counsel, OGC, 
respectively) report to the IOB all•information "concerning 

1 This email instructed the CDCs in Field Offices to seal and sequester information 
improperly received from a carrier pursuant to an NSL. 

SE 
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SEj^ET 
b2 To : From:' General Counsel 

Re>--^S<j78-HQ-C1229736-VIO, 02/06/2006 . 

intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
directive." In this instance, the erroneous production by 

of two documents concerning an individual who is 
most probably a United States person was done without the ; 
authorization required by law. Consequently, , in accordance with 
E.O. 12863,and Section 2-56 of,the NFIPM. the error must be 
reported to the IOB, which this Office will do. 

SE^SfiT 

. ' 3 

N S L V I 0 2 4 0 0 6 



(U) To: ] From: . General Counsel 
Re: y<&) 278-HQ-Ç122 97 36-VIO, 02/06/200.6 

Set Lead 1: (Action) 

at r 
Return sealed documents to 

Set Lead 2 : (Discretionary) 

. INSPECTION' : 

AT WASHINGTON. P.C. 

(U) For appropriate action 

b2 
b4 
b 7 D 
b7E 

and Company, 

1 -
1 -
1 -
1- -

Ms. Thomas 
] (Acting UC) 

IOB Library 1 
• b 6 
b7C 

SEp^ET 

4 
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February 24, '2006 

BY COURIER 
raiJuli/lfesi/mal 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board '•"'". 
Room 5020 " ; 
New Executive Office Building 
725 17th Street, N.W. 
.Washington, D.'C. 20503 

Dear Mr. Friedman: 

• : This letter forwards for your information a self-
explanatory enclosure entitled',' "Intelligence Oversight Board 
;iOB) Matter, IOB 2006 (U) b2 

The enclosure sets forth details of investigative 
activity, which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence • 
Collection and Foreign Counterintelligence Investigations and/or 
laws,•Executive Orders, or Presidential Directives which govern ' 
FBI foreign counterintelligence, and international,terrorism, ' 
investigations. (U) ... 

Enclosure 

1 - 278.-HQ-C1229736-VIO — //7<f, ' 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

Dep. Dir._ 
Chief of 

Staff 
Off. of Gen. 

Counsel 
Assi. Dir.: 

Crim. Inv. _ 
CJIS ~ 
Finance 
Info. Res. _ 
Insp. 
Lab. 

. National Sec. . 
Personnel 
Training 

CW.olEEOA 
Off. of Public 

N S L V I O - 2 4 0 0 8 
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Should you or any member of your staff--require • 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

1- - The Honorable Alberto R. Gonzalez 
Attorney General., 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker III 
Counsel for Intelligence Policy and Review 
U.S. Department of Justice. 
Room 6000 . , 

-Sincerely 

Julie F. Thomas 
Deputy General Counsel 

. . - rmam>v_ujL j< 

O i r e c t o r _ _ _ _ _ - j L G e n . C o i ) 0 e i . 
Deputy Director Info. R e s . _ _ 

! n s p e e t i o n _ 
l a b o r a t o r y . 
National Sec. 

, QPR _ _ 
Personnel. 

Training 

, Off. of EEQ 
. Affairs . . 
.O f f . of Public & 
. Cong. A f f s . _ 

.- -2- -

NSL VIO-24009 



b 2 

b 7 E 

S E ^ E T 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
FIELD OFFICE 

( U ) : IOB MATTER 2006-| | ^ 

r.--
I 

5 517 9 cfih/k s E /m 
08-22-2032 

(S) The Field Office of the Federal Bureau 
of Investigation has reported an error in conjunction with that 
division's 

mi) to 
::n this regard. investigation of 

in' response to a National Security Letter 
\erroneously provided two documents which were 

unrelated to the subject of the NSL, which were associated with a 
customer who is probably•a,United States person. 

(U) This matter, has been reported to the. FBI's Office 
of Professional Responsibility for appropriate action. 

bl 
b 2 

' . b 6 

, b 7 A 

b7C 
b7E 
• b4 • 
' b 7 D 

SEÌ8RET 

NSL VIO-24010 



(Rev. 01-31-2003) 

SE 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Director's Office 
general Counsel 

b2 
b6 
b7C 
b7E 

Date: 03/31/2006 

Attn: CDC 
Squad 1, Legal Unit 

Attn: OPR 
Attn: AGC 

From : £ 
ISS Unit 
Contât: ISS 

Approved By: 

Drafted By: tdv 
(U) CaseID #: (S) / V (Pending)/ 1er 

(U) Title; ( 

Synopsis: (S 
institution, 

278-HQ-C1229736-VIO (Pending)/ 

POSSIBLE INTELLIGENCE OVERSIGHT 
BOARD MATTER 
2 0 0 6-| | 

NSL material returned to financial 

bl 
b2 
b6 
b7A 
b7C 
b7E 

( U ) M issify On: 

Reference: (S) 

Details (S) • "On 03/31/06, 
in error. returned documents that were provided to 

by I in response to an NSL to 

(U) Lead 1, 

b4 
b7D 

bl 
b2 ; 
b6 ' 
b7A 
b7C 
b7E 
b4 
b7D 

S E ^ E Ï 

NSL VIO-24011 



: [ 
i U ) 

To _ , 

T 

From: 
, 03/31/2006 

bl 
b 2 

b7A 
b7E 

LEAD (s) : 

Set Lead 1: (Info) • b 2 

i 

AT 

. . . (U) For information only, 

Set Lead 2 : (Info) 

DIRECTOR'S OFFICE 

AT OPR 

(U) Read and clear. 

Set Lead 3: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, P.C. • 

. (U) Read and clear. 

SECRET 

2 

NSL VIO-24Ö12 



(01/26/1998) 

SBKBET 

FEDERAL BUREAU OF. INVESTIGATION 

( U ) : 

Precedence: ROUTINE 

To: Director's Office 

Date: 2/27/06 

b2 
Jo7E 

Attn: OPR 

Attn: CDC 

From: General Counsel 
, National Security Affairs/Room 7947 

Contact: Julie F. Thomas 

Approved By: Thomas -Jul i p 

Drafted By : 

M K 

C a s e I D # : 

: Ï Ï)Title: 

to 2 . 
b6 • . 

Hb b 7 c 

278-HQ-C1229736-VIO —• 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2 0 0 6 - 1 

(U) Synopsis: It is the opinion of the Office, of the /General • 
Counsel (OGC) that the above-referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to .the IOB. Our analysis follows. .. 

( U ) 

(U) Reference': ( ^ 278-HQ-C1229736-VIO-1159 

bl Details: (S) As noted in the electronic communication.(EC), 
b2 this matter has arisen as a result of a National Security Letter 

,.b7C 
•b7E 

SE^E: 

NSL VIO-24013 



To: 
Re: 

SÈJBĴ ET 

From: General Counsel 
(S) 27 8-HQ-C1229736-VIO, 2/27/2006 

to 2 
tolE 

(S) As part of this investigation, an NSL dated 
1/9/2006 was issued to 

| | for financial records pertaining to the subject, 
provided with the full legal name of the subject, his' 
birth, social security number and address.-

"ïïât 
was 

e 03 

1o2 
b4 
b7D 
b7E 

(S) Upon reviewing the documents provided by 
response to the NSL, 

m 
learned that the material provided by 

was that of a completely different individual, bearing' 
the same name. This unrelated person may be a United States 
person. 

'ID X 
No data regarding the financial records received in 

error was uploaded into FBI. indices nor any other investigative 
database. The Chief ni vis inn r.nnnspl has sealed these documents 
and will maintain them. will' be notified of their error. 

As required by Executive Order (E.O.) 12863 and <U) 

Section .2^56 ."bf the National Foreign Intelligence Program Manual 
(NFIPM), OGC was tasked to determine whether the erroneous 
production by of financial records unrelated to the 
subject of the NSL is a matter which must be reported to the IOB. 
It is. 

(U) Section 2.4 of E.O. 12863, dated 9/13/1993. 
mandates that Inspectors General and General Counsel of.the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning, 
intelligence activities that.they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
directive." In this instance, the erroneous production by 

b7D 

of financial records concerning an individual who may be a 
United States person, was done without the authorization reguired 
by law. Consequently, in accordance with E.O. 12863 and Section 
2-56 of the NFIPM, the error must be reported to the IOB, which 
this Office will do. 

b7D 

SE^S^T 

2 

NSL VIO-24014 



T o : H. 1 From: General Counsel 
Re: /fB^ 2 7 8-HQ-C12 2 9 7 3 6-VI0, 2/27/2006 

Set Lead 1: (Action) b2 

If not already done so, sequester the documents at issue 
with the CDC and await further instructions regarding disposition 
by NSLB. 

Set Lead 2: . (Discretionary) 

INSPECTION . ; 

AT WASHINGTON. P.C. • 

• (U) For appropriate action. 

1 - Ms. Thomas 
1 -
1 -

(Acting UC) 

1 - IOB Library b7C 

SECRET 

3 .. 

NSL VIO-24015 



March 15, 2006 

BY COURIER 
0 1 0 8 - 2 2 - 2 0 0 7 • 

Mr. Stephen Friedman 
Chairman: . 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington,. D.C. .20503 

Dear Mr. Friedman: 

This letter forwards for your information a. self-, 
.explanatory enclosure entitled.. "Intelligence .Oversight Board 
;iOB) Matter, / IOB 2006 (U) • b 2 

The enclosure sets forth details of investigative 
activity which the FBI has determined was. conducted , contrary to 
the Attorney General Guidelines for. FBI/.Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and./or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism . . .. 
investigations. (U) 
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Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 

.. Room Sill . 

1 - Mr. James A. Baker III 
Counsel for Intelligence Policy and Review 
U.S. Department of. Justice 
Room 6000 

Sincerely 

Julie F. Thomas. 
Deputy General Counsel 
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Atis'irs 
Off. of Public & 
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SE 

(Ul-

iS) The 
Investigacinn h 
division' 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
FIELD OFFTCF. 

IOBHATTER2006 

MATTER 

- b2 

.b6 
b7E 

Field Office of the Federal Bureau of 
irte.d an error in conjunction with that 
linvestigation oJ I In 

ponse to a National Security Letter-. (NSL) . to L 
erroneously provided financial records which were 

nnrplat^ri to the subject of the NSL, which were associated with 
customer who may be."a United States person.. 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

, bl 
7b 2 
/b7E 
7b 4 
'• b7D 
•b6 
b7D 

/ m a j 
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(01/26/1998) 

SEÖFEET 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

<U) 

(U) 

Precedence; ROUTINE 

To: 

Date: 3/6/07. 

b 2 

b7E 

Counterintelligence 

Inspection 

Attn: SAC, CDC 
SSA I 
SA I 

Attn: CD-3A 
SSA 

b 6 

b7C 

Attn: IIS, CRS 

From: General Counsel .. 
National Security Affairs/Room 79.74 
Contact: Julie .F. Thorn 

Approved By: Thomas Julie F, 

A L L IlFOBIttTIQlI C Q H T A I H E D / . 
HSKEII IS UNCLASSIFIED EXCEPT 
MERE I I O Ü OTffiiwISE' . 

Drafted By: 

(U) Case ID #: 
/ I 

•bG 

21Q-HQ-C122 973 6 -VIO 

5 5 l17 9 dmh/k s z /ma j 

0 8 - 2 2 - 2 0 3 2 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2006] b 2 

Title: 

Synopsis : This Electronic Communication (EC) contains a 
revision of c5ur "Initial, conclusion (EC dated 11/03/06) that there: 
had been an error reportable to the Intelligence Oversight Board 
(IOB) in this matter. 

This case involved a cellular telephone number. . 
subscribed t6 by"the. subjectof .the investigation, who later 
terminated the coverage (see discussion infra). That same 
telephone number, unbeknownst to the FBI, was subsequently ;• . 
reassigned to an unknown United States ("US") person. FBI OGC 
was initially under the misimpression that there had been 
electronic surveillance of this cellular telephone' number, but 
there was not. In fact, the FBI was in receipt only of telephone 
toll records for that number, pursuant to a legitimate National-
Security Letter; there was no unauthorized.FISA take on this 
cellular telephone number, as originally thought. ̂ ¿¡^ -I: 

NSL VIO-24019 



(U) 

To: 
Re: 

S^RET 

I From: General Counsel ]q2 
27 8-HQ-C122 97 36-VIO, 3/06/07. b 7 E 

Thus, it is the current opinion of the Office of. the General 
Counsel (OGC) that' no error was committed in this matter, and 
therefore nothing need be reported to the IOB. A record of this 
decision should be maintained in the investigation control file 
for review by the Counsel to the IOB.. .' 

( U ) 

(U) Reference 27 8-HQ.-C12297 36-VIO 1851 

Details: (S) The referenced.electronic communication'(EC) from 
thel I. . reflects that 

prepared for 
information 

• —LS_L 

A National. Security Letter (NSL) was 
on May 9,. 2005 requesting subscriber 

•bl 
b 2 ••• 

b 6 

b4 . 
•b7C 
• b 7 D 

•fa7E 

•bl 
'b2 : 
: b 6 

b7C 
b7E 

(S). A review of source' reporting from on 
npt- nhpr 9 8 9 n n R r o i r o a 1 a H t-h a f- 1- hp rp wa ^ _a QOi-ial r h n n o r i - i n n 
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m.-

To: 
Re: 

SE^ET 

From: General. Counsel 
278-HQ-C1229736-VIO, 3/06/07 

b 2 . 

b7E 

records from 
On SA received toll 

via the Field.Office in response to 
the May 19 NSL. The 
subscribers: those oJ 
subscriber. The records from 

records received- were divided between two 
and those of a second 

termmac-ea 
account on 
presumed U.S. person, were provided by 

A new auLsycriuyr look over tne 
Records for this subscriber', a 

from 

b l 

b 2 : 

,b4 ; 
• b 6 

b7C 
• b 7 D 

: b 7 E 

(Ijj The President, by Executive Order. 12334 ( 
dated 12/04/1981, established the President's Intelligence. 
Oversight Board (PIOB) . On 9/13/1993, by^Executive. Order 12863,' 
the .' President renamed, it the- Intelligence ' Oversight Board (IOB) 
and established the. Board as a standing committee of the 

*'. President's Foreign Intelligence Advisory Board. Among its — 
.responsibilities, the IOB has been given authority to reyiew thé 
•FBI's practices and procedures relating' to foreign intelligence 
and foreign counterintelligence collection. '' : / . ..7; 

(U) Section 2.4 of Executive Order (E.O.) .12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the. FBI, 
.the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 

•'.; activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential Directive." ..This 
language has been interpreted to mandate the reporting of any 
violation of a provision of The Attorney General's Guidelines 
for FBI National Security Investigations and Foreign •. 

. Intelligence Collection (NSIG), effective 10/31/2003, or other 
guidelines or regulations approved by the Attorney General in 

; accordance with E.O, 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights.'. 
Violations of provisions that merely are administrative in 

••'•. nature and not deemed to have been designed to ensure the 
protection of individual rights are generally not reported to 
the IOB. The FBI Inspection Division is required, however, to 

S E ^ E T 

3 .• . 

NSL VIO-24021 



(ïï> 

To: 
Re : 

' S ^ R E T •'.'• 

From: General Counsel -b2 
..2 7 8- HQ -C1229736-VIO, 3/06/07 b7E 

III) -

maintain records of such administrative violations for three 
years so that the Counsel to the IOB may review them upon: 
request . , The determination as to whether .a matter is . 
"administrative in nature" must be made by OGC. Therefore, such 
administrative violations must be reported as potential IOB 
matters. 

; ^ f NSLs are a. specific type of.: investigative, 
tool that allows the FBI to obtain certain limited types of. 
information without court intervention: (1) telephone and email 
communications record from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 v 
U.S.C. § 2709; (2) records of financial institutions (which is 
very broadly defined)(Right to Financial Privacy Act, 12 U.S.C.S 
3414(a) (5) (A) ; (3). a list of financial institutions and consumer 
identifying information from a credit reporting company (Fair 
Credit Reporting Act, 15 U.S.C. §§n 1681u(a) and '(b); and (4) 
full credit report in an international terrorism.case (Fair 
Credit Reporting Act, 15 U.S.C.- § 168v) . vNSLs may be issued in . 
conformity with statutory requirements, including 18 U.S.C. § 
2709. NSIG, Section V.12. 

(S) Here, during an authorized investigation, the 
a cellular telephone. FBI properly served an NSL on 

provider, and received telephone toll records for the requested 
cellular telephone number 
to the FBI, the'subject. 
to this number 

However, unbeknownst . 
terminated his subscription 

and a new subscriber, a 
presumed US person, took over the account 
Thus, the FBI received information--toll records for this 
subscriber from 
what it was legally authorized to receive. 
sequestered the 

beyond 
has 

records for this period. 

'••••• Jo 1 
•Vib 4 
. V - , b 7 D 

' ; b 2 

• , b 7 E 

(U) - J ^ C By agreement with the Counsel to the IOB, it 
is our opinion that this error.is not reportable to the IOB.. A 
record of this decision should be maintained'in the control file 
for future review by the Counsel to the. IOB. 

SE^ET 
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(U) 

To: 
Re:. 

S I ^ R E T 

From: General Counsel 
27 8-HQ-C122 97 36-VIO, 3/06/07 

• b 2 

b7E 

Set Lead 1 : (Action) b 2 

, " b 7 E 

AT 

(S) | |is " requested to return, to 
the sequestered toll records of telephone numberf 

Set Lead 2 : ., (Info) 

77 COUNTERINTELLIGENCE ' 

, A T WASHINGTON, DC 

•"'..' (U). Read and clear. 

Set Lead 3: (Info) 

INSPECTION-

AT WASHINGTON, DC 

(U) Read and clear." 

CC: - Ms.' Thomas 

IOB Library 

' b 6 

•• ' ;b7C 

•7b 2 ;: 
;:-b4 i 
7 : b 6 > 

7b 7 C 
b7D 
7.b7E 

• • 

SECRET 

. 5' . 
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'D ieaSSï 'F IED BY iSl'IS'dmlt/teBï/Maj' 
' O l 0 8 - 2 3 - 2 0 0 7 ' . • ' " ' V •' . ' 

April 5, 2007 

BY COURIER' . 

Mr.. Stephen,Friedman ' 
Chairman,. 
Intelligence Oversight Board 
'•. Room . 5020 
-New; Executive Office Building 
725 17th Street, N. WV ... 
Washington,; D,C. 20503 . 

Dear Mr. Friedman: 

Dep. Dir. 
Chief ÓI . 

Start 
Oil. ol Gen. 

Counsel 
Assi. Dir.: . 

Crlm. Inv. . 
CJIS 
Finance 
Inlo. Res . . 
Insp._ 

.; Ub. . 

This letter contains a revision of our initial 
conclusion that there had been investigative activity conducted.. 
contrary to the Attorney .. General. .Guidelines .for. FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations;and/or laws, Executive Orders, or Presidential 
Directives which govern FBI.foreign, counterintelligence and . 
international terrorism investigations, with respect to .., 
"Intelligence Oversight Board (IOB) Matter, IOB 2006] I (U) ;;.: ' 

This case involved a cellular telephone, number 
subscribed .to by the subject of. the investigation, who later . 

• terminated the coverage. That same telephone number, unbeknownst, 
to the FBI, • was subsequently reassigned to an unknown United •.-
States ("US") person. The FBI.was under the misimpression that i 
there had been electronic surveillance of.this cellular telephone 
number, but there was not. In fact, the FBI was in receipt only 
of telephone toll records for that number, pursuant to a,:.. 

••.' legitimate National Security Letter; there was no unauthorized . 
FISA.take on this cellular telephone number, as originally 

;' ' thought V ' 

_1. - 278- HQ-C1229736-VIO 

National S e c . . 
Personnel 

'. Training _ 
OH. ol EEOA 
CM. ol Public 

& Cong. A its. 
(Director's Ortica WAIL ROOM • 

NSL VIO-24024 



Thus, we erroneously reported this aa an error reportable to the 
IOB, when, it was not., (U) 

Sincerely,". 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzalez 
Attorney .General 
U.S. Department of,Justice ' 
Room 5111 

1 - Matt Olsen 
Deputy. Assistant Attorney General 
National Security Division 
U.S. Department of Justice 
Room 2200 C . ' 

Acting Counsel . ' .•'•••''••'... 
Office of Intelligence Policy - a n d R e v i e w , b7 C 
U.S. Department of Justice 
Room 6150 

Crirn. tnv._ 

Director : 
Oeputy Otrector_ 

•inance_ 
.Gen. Council 
.Info. Res.. 

. lnspection__ 

. Laboratory _ 
National Sec. 

. OER • 

. Personnel 

.Training__ 
_ Off. of EEO 
. Affairs 
. Off. of Public & 
. Cong. Alls. 

-2-, 

NSL VIO-24025 



Title: (U) POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2007-1 1 •••••; b2 

Synopsis: JSQ It is the opinion of the Office of the General 
Counsel (OGC) that no error was committed in this matter, and 
therefore nothing need be reported to the '.I.OB. A record of this 
decision should be maintained in the investigation' control file., 
for review by the Counsel to the IOB. : 

• (U) 

Reference : 
(U) 

n̂ t-a-i 1 «=. L£J_ 

278-HQ-C1229736-VIOjr<jtM( ¿1-
62F A 8 9 4 5 5 - - J Ä & JeAîA-l Zf 

noted in the electronic communication (EC) 

On 8/28/2006, a National'Security Letter (NSL) was 

bl . 
b2 
b6 
b7C 
b7E 

S ^ R E T 
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ET 

S ) 

(S) 

T O : 
Re : 

From:' Office of the Çeneral Counsel b2 
278-HQ-C1229736-VIO, 3/19/07 - ;b7E 

-i Qciiii^rl r> f o r financial r e n o r d s . 

The .NSL reauested records of transactions 
through Office reported 

delivery of the NSL on 10/24/2006 and retrieval of the requested, 
documents on 12/06/20.06. 

When the reviewed the 
iat occurred 

Field Office 
records on 2/^)9/2 007, there were nine transactions t 
in December 2004, which, was prior .to the time period requested in 
the NSL. •'••'•' 

(U) CsV The original documents reflecting the information 
v-,̂. 4- * r*. -, i— ̂  1—, —, ̂  v ' V-\ /-s >-» ^ -v-r. r —i /—\ 4— CiX~lCl which was not requested have been forwarded.to 

sequestered. Redacted copies which only reflect information 
-requested by. the NSL will be retained, for . the case f ile. 

" b l 

'2b 6 
,"b7C 
' b 4 

•;-.b7D 
•b2 

,b2 b7E 
b7E .' 

b 2 

,b7E 

(ui • £ s < The. President, by Executive. Order 12334, dated 
. 12/04/1981, established the President's Intelligence Oversight 
. Board (PIOB) . On.9/13/1993, by Executive Order 1286.3, . the 
' President renamed it the. Intelligence Oversight Board (IOB). and 

established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. .Among its responsibilities, 
the IOB has been.given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General. 
Counsel of the Intelligence Community components (in the FBI, 
.the Assistant Director, INSD, and the General Counsel, ..OGC, 
respectively^ report to the IOB. "concerning intelligence 
activities•that they have reason to.believe may be unlawful or 
contrary to Executive order, or Presidential. Directive." This 
language has been interpreted to mandate the reporting of any 
violation of a.provision of The Attorney General's Guidelines for. 

T h e 

SÈJa^ET 
• b 7 D 

NSL VIO-24027 



To: 

RET 

From: Office of the General Counsel,;, \ b2 

( U ) 

Re:";; 278 -HQ-C122 973 6 -VIO, ; 3/19/07 " 7:,. .V:-',':\b7E b.^' 

FBI National Security Investigations and Foreign-Intelligence 
Collection- (NSIG), effective 10/31/2003, or other guidelines or 
regulations approved by the Attorney General in accordance with 
E.O. 12333, dated 12/04/1981, if such provision was designed to 
ensure the protection of individual rights. Violations of . 
provisions that merely are administrative in nature and not 
deemed to have been designed to ensure, the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to,maintain records of 
such administrative violations for three years so that the 
Counsel.to the IOB may review them upon request. The . 
determination as to whether a matter is "administrative, in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

^ ^ NSLs are a specific type.of investigative tool ;...'• 
that allows the FBI. to obtain certain limited types of-
information without court intervention: , (1) telephone and email 
communications record from telephone companies and internet 
service providers (Electronic Communications Privacy.Act, 18 
U.S.C. § 2709; (2) records of financial institutions (which is; 
very broadly defined) (Right ,to Financial Privacy Act, 12 U.S.C.§'.. 
3414(a)(5)(A); (3) a list.of financial institutions.and consumer 
identifying information from" a credit reporting company. (Fair 
Credit Reporting Act, 15 U.S.C. §§n 1681u(a).and (b); and (4):" 
full credit report in an international terrorism case (Fair 
Credit Reporting Act, 15 U.S.C.,§ 168v). NSLs may be issued in 
conformity with statutory requirements, including 18 U.S.C. § 
-2709. .NSIG, Section V.12. 

(S) Here, during an authorized investigation, the FBI 
properly served an NSL on In response to 
the properly served NSL', the FBI obtained financial records . . 
containing information beyond what it is legally authorized to 
receive. The FBI, having ascertained that nine transactions for . 
December 2004 were beyond the scope of the NSL, forwarded the b7D 
unasked for information to the CDC for sequestering and redacted 
their files to reflect only information responsive to the NSL. 

By agreement with the Counsel to the IOB, it is 
our opinion that this error is not,reportable to the IOB. - A 
record of this decision' should be maintained in the control file 
for future review by the. Counsel to the IOB. ., 

S^S^ET 

NSL VI024028 



SËSRET. 

From: - Office of the General • Counsel. To: 
Re: 27 8-HQ-C12297 3 6-VIO, 3/19/07 

Set Lead 1 : (Action) b2 
b 7 E 

AT MASSACHUSETTS 

(S) 

Return original documents.which reflect.. 
'information beyond the scope.of the NSL to b7D 

Set Lead 2 : (Info) 

7 COUNTERINTELLIGENCE . 

AT WASHINGTON, DC • 

(U) Read and clear. 

Set Lead 3: (Info) 

INSPECTION . .. 

AT WASHINGTON, DC 

. (U) Read and clear. 

1-Ms. Thomas 
l l 

1--IOB Library 
: b 6 

b7C 

SECRET 

4 

NSL VIO-24029 



(01/26/1998) 
CLASSIFIED BT 65179d*h/ksr/^a] 

DECLASSIFY 01; 08=23-2032 S E ^ E T 

FEDERAL BUREAU OF INVESTIGATION 

( U ) 

Precedence : 

To: 

ROUTINE 

• Counterintelligence 

Inspection 

From: General Counsel 
National Security Aff 
.Contact: . Julie F. 

• Approved By:. Thomas Julie 

; Date: 12/05/06 

• Attn:' SAC, CDC ." ' 
b6 V Attn: CD-2'F, Room 8672'. 
b7C OS / IA' 
b7E ' Attn: IIS- • 

s/Room 7974 
as 

Drafted By: 

Case ID #: (U) 
(U) 
(S) 

(U) 

fur 

Ti tle: -X 

2 78-HQ-C122 973 6-VIO-— 
278-1 IC761Q4 — M 

b l . 

b 2 . 

b6 
b7C 
b7E 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
.2007- b 2 

S y n o p s i s :W f It is the opinion of. the Office of the General 
Counsel (OGC) that no error was committed in this matter, and 
therefore- nothing need.be reported to the IOB. A record of this 
decision should be maintained in the investigation control file . 
for. review by the Counsel to the .IOB. 

(U) 

Reference 278-HQ-C122973 6-VIO-1787 

Details: (S) As noted in the electronic communication (EC) 
A , 1 n / m / n n n c T 

NSL VIO-24040 



(U) 
To: 
Re : X 

S3ÇRET 

From: General Counsel"; 
A 7 H -'HQ-C122 973 6-VIO, 12/05/06 

b 2 • 

b 7 E 
( S ) -

bl 
b2 
b6 (s) initially requested NSL subscriber and toll 
b7C billing information for a telephone number belonging 
b7E 

b7D 
b 6 

-b7C 
b 2 

b7E 

the subject of the investigation. 

(S) Based upon the information obtained from that NSL, 
then requested subscriber information •foj | telephone 

numbers belonging to 1 subscribers that • 
Ireceived the 

results.of that subscriber NSL from on 
approximately 9/21/2006. After viewing the compact disc provided 
M l learned that on 9/22/06, 

had included subscriber information for a telephone 
number that.was not•asked for. Consequently,- this telephone 
number and associated subscriber information have not been 

is uploaded and no record'of them exists within ACS. 
maintaining the results of this particular NSL (including the 
incorrectly provided.. subscriber information) on a compact disc, 
which was provided by 
in the case file. 

Corporation, in a 1A envelope 

[ 
Ç&F This NSL. was issued during a legitimate 
investigation, and the error 

g '. was the provision, of one erroneous subscriber information by the 
Ithat was not asked.for. This erroneous 

telephone number and associated subscriber information have not 
been uploaded and no record exists within ACS. . " 

(U) Section 2!4 of Executive Order (E.O.) 12863; 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI,, 
the Assistant Director,. INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from. E.O. 12334, dated 12/04/1981, 
when the IOB was known as the President1s.Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the' 
IOB, this language has been,interpreted to mandate the reporting 
of any violation of a provision of The Attorney General's 
Guidelines.for FBI National Security Investigatipns and Foreign 

NSL VIO-24041 



<U) 

SJ^RET 

To: 
Re : y 

From: General Counsel 
2 78-HQ-C122 97.3 6-VIO, 12/05/06 

• ; b 2 

" b 7 E 

Intelligence Collection (NSIG), or other guidelines or. 
regulations approved by the Attorney General in accordance.with 
E.O. 12333, dated 12/04/1981,.if such provision was designed in 
full or.in part to ensure the protection of the individual rights 
of U.S. persons. On 3/28/2006, NSLB sent a letter to'the Counsel 
for the.IOB requesting their concurrence to treat these third 
party errors as non-reportable, though we. will require the field 
to continue to report any improper collection under an .NSL as a .. 
potential IOB matter. By letter dated-11/13/2006, the-Counsel to 
the IOB agreed that third'party errors, in,the collection of 
information pursuant to-an NSL must be reported to OGC, but are 
not reportable to the IOB. ' • • ' - . ' . ' . ' 

is) Here, an error on the part of 
resulted in the unintentional acquisition or 

It should be noted that the FBI information. It should. £>e noted that the FBI's response in 
receiving the unsolicited material was commendable. Upon viewing 
the compact disc provided by and 
realizing that subscriber information ror a telephone number that 
was not been asked for had been included, has maintained 
the results in a 1A envelope in the case file, and no results of 
this'NSL have been uploaded and no record exists in ACS. 

¡y, Based upon our analysis, the carrier's mistake is 
not reportable to the IOB as the FBI has not acted unlawfully or 
contrary to Executive Order or Presidential Directive. •'.'-' ' 

b 2 

b4 
b 7 D 
b7E 

SS6ÊÉT 

3 

NSL VIO-24042 



To 
!U) Re 278-HQ-C1229736-VI0, 12/05/06 

Set Lead 1 (Action) 
b 2 

b7E 

AT 

(S). Return compact diac with erroneous subscriber 
information to. and 

. arrange for delivery of correct information 
in response to previously issued NSL. 

Set Lead 2 : (Info) 

. COUNTERINTELLIGENCE 

b AT .WASHINGTON, -DC 

(U) Read and clear 

Set Lead 3 (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) Read and clear 

1-Ms. Thomas 
1 

1 
b 2 

b7E 1-IOB Library 

NSL VIO-24043 



(01/26/1998) , ;03<d . • 

S E ^ E T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE Date: 1/18/07 

Counterintelligence 
Inspection 

b2 -
b 6 

b7C 
b7E 

Attn: SAC, : CDC, 
Attn: AD - , 
Attn: IIS, CRS 

From: General Counsel 
National Security Affairs/Room .7974' 
Contact: Julie F. Thomas 

Approved By: Thomas Julie F 

Drafted By: 

Case ID #: 

b 2 
b 6 

"b7C 
b7E 

(U) 

<UlTitle: 

(U) . 278-HQ-C1229736-VIO— 
y & C 62P| [A89455— /¿)Q 'b 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2007 b 2 

( U ) 
Synopsis ) It is the opinion of the Office .of the General 
Counsel (OGC) that no error.was committed in this matter,. and 
therefore'nothing need be reported to the IOB. A record of this 
decision should be maintained in the investigation control file 
for review by the Counsel to the IOB., 

(U) TJ^rived^roju. 
ssify On: 

) 278-HQ-C122 973 6-VIO-1808 (U) Reference : 

Details: (S) As nnfpH "in thp pTprfmni r crimmi in i r-̂  f i on £_EHL 
dated 10/31/2006, ; b l • 

b 2 ' 

b7E 

SÈ^ET 

NSL VIO-24047 



sßf^ET 

( S ) 

( S ) 

TG :' 
Re : 

.From:. Office of the .-General Counsel 
2 7 8-HQ-C122 973 6-VIO, 1/18/07 , ; b 7 E 

( S ) 

(NSL) to 
ML initially sent a National Security Letter 

requesting the name., address, length of service, and 
electronic communication transactional records, to include 
existing transaction/activity logs and all email header 
information (not. to include message content and/or subject 
fields), for the address holder oi| 
The NSL was served by the [_ 
10/17/2006, t h e Q 
of the NSL to the 

]j?'ièia urricé. and òn 
Field Office provided the results 

Field Office via email.. 

, - b l • 

•.. b 2 • 

- b 4 : 

-, b7D 
' b 7 E 

of this NSL revealed thatT 
transactions that included 

On 10/24/2006. a preliminary review of the results 
had supplied thirty (30) email 

This information appeared, to be possible subject line content or 
similar information. This information was not utilized by the 
case agent in any analysis nor was it documented in the case 
file.. As of the date of this EC, the |Field Office was 
still awaiting the physical results of the NSL. Subsequently,-

produced a CD-ROM with thè all Of the information. This 
CD-ROM has been stored in a 1-A envelope", and sequestered with 
the" CDC. 

" b 2 

• b 4 • 

••7b 7 D 
b7E 

( U i 
X<S) . The President, by Executive Order 12334, dated. .. . 

12/04/1981, established the President's Intelligence Oversight 
Board .(PIOB) . On 9/13/1993, by .Executive Order 12863., the 
President renamed it .the Intelligence Oversight Board . (IOB) and 
established, the Board as a.standing committee of the President's • 
Foreign/Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and.procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive.Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors. General and General . 
Counsel of the Intelligence Community.components • (in the FBI, . 
the .Assistant. Director, INSD, and the General Counsel, OGC, 
respectively) report, to the IOB "concerning intelligence. .. 
activities that they have reason to believe may be unlawful or 
contrary, to Executive order or Presidential Directive." This 
language has been interpreted to mandate the reporting of.any . 

SE^I ET 
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s^s^E': 

To: From: Office of the General Counsel : b 2 
: Re : . 2 78- HQ - C122973 6.-- VI0, . . 1/18/07 "'". :;ry..7;b7E 
.violation of ..a provision of The Attorney General's Guidelines for-
FBI National Security Investigations and Foreign Intelligence 
Collection (NSIG), effective 10/31/2003, or other guidelines or 
regulations.approved by the Attorney General in accordance with . 
E.G. 12333, dated 12/04/1981, if such provision was designed to 
ensure the protection of individual rights. Violations of 
provisions that merely are administrative in nature, and not 
deemed to have been.-designed, to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of : 
such administrative violations for.three years so that the 7 
Counsel to the IOB may review them upon request. The. 
determination as to whether a matter is "administrative in • 
nature" must.be made by OGC. Therefore,, such administrative 
violations must be reported as potential IOB matters. 

(tJ) D ^ C NSLs are a specific type of investigative . tool 
that allows the FBI to obtain certain limited types of 
information without court intervention: (1) telephone and.email 
communications record from telephone companies .and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709; (2) records of financial institutions (which is 
very broadly defined) (Right to Financial Privacy .Act, 12 U.S.C.§.. 
34.14 (a) (5) (A) ; (3) a list of financial institutions and consumer • 
identifying information from a credit.reporting company (Fair, • 

. Credit. Reporting Act, 15 U.S.C. §§n.. 16.8 lu (a) and (b) ; and (4) 
full credit report in an international terrorism case. (Fair . 

...Credit Reporting Act, 15 U.S.C. § 168v) . NSLs may be issued in 
conformity with statutory requirements, including 18 U.S.C. § 
2709. -NSIG, Section V.12. 

(S) Here,•during an authorized investigation, the FBI 
properly served an NSL on an internet service provider, 

b2 
In response to the properly served NSL,' the FBI obtained email . 
transaction information beyond.what it is legally authorized to 
receive, i.e. content information. It should be noted that the 
FBI's response in receiving the unsolicited material was b4 
commendable. Upon reviewing the information in email that had b7D 
been provided by the Field Office, |quickly . b7E 
concluded that some ot it was not Information that had been 
requested.| |has maintained the CD-ROM with.all.of the 
information in a.lA envelope with the CDC, and no results of this 
NSL have been uploaded.and no record exists in ACS. ..'• .: . . 

NSL VIO-24049 



S^ET SE 

: By agreement with the Counsel to the 103, it. is 
our opinion that this error, is not. reportable, to. the. IOB. •^AbV ' 
record of., this, decision should ..be maintained in the control file 
for future review by the Counsel to the IOB. 

NSL VIO-24050 



SE^ET 

Set Lead 1: (Action) 

(S) Return original CD-ROM to 
./replacement which contains only • the 
\ information' responsive to the. NSL 

Set Lead 2: (Info) 

' COUNTERINTELLIGENCE. • 

AT WASHINGTON, DC 

(U) Read and clear. : 

Set Lead 3: (Info) 

' . INSPECTION ' 

AT WASHINGTON, DC 

(U) Read and clear. 

and ..request a. 
;'J3 ID 
b7E 

1-Ms. Thomas 

1-IOB Library 

b6 
b7C 
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(Rev. 01-31-2003) „. • r " 

S E ^ E T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To : 

ROUTINE Date: 07/03/2006 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn :-

SA 
CDC 
SSA 
CD-LA" 
IIS 

b2 
b6 • 
b7C 
b7E 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact : AGC 

Approved By: - Thomas Julie FS 

Drafted By: :1k , h ù î 

be 
blC 

Case ID # : (U) 278-HQ-C1229736-VIO^ fPending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
2006 

b 2 

< u ) S y n o p s i s : I t is the opinion of the Office of the General 
Counsel (OGC) that this matter be reported to the Intelligence 
Oversight Board (IOB). OGC will prepare and deliver the 
necessary correspondence to the IOB. . 

(U) 

Reference : (U) 2 78.-HQ-C12 2 973 6 ( a « K Ì Ì . 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

The referenced electronic communication (EC) from 
], dated 04/18/2006, requested Division 

•that OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. As explained below, 
the FBI is required to report.this matter to the IOB. 

JO 2 
b7E 

S E ^ E T 
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se)^ET 

To: 
Re : (U) 

From: Office of the General 
2 78-HQ-C12 2 973 6-VIO, 07/03/2006 

Counsel to 2 
toi E 

As indicated in the referenced EC, the subjects, 
Investigation utilize a 

nublicallv accessible website 

b l 

b 2 

b7E 

Although the website , is publically available, 
Ï did not want due to the extreme sensitivity of the case, 

to access the website directly, as it-might have alerted the 
subjects to excessive visits to the website. 

(U1 X)-
Letter (NSL) 
from the service provider 

H O T - I I 

requested, via the National Security 
pursuant to 18 U.S.C. 2709, transactional records 

meeting with the service 

occasions, 

<U) : At a later date, the service prrwiHpr rpmiPsfpH 
t-hat- t-he> FRT gnpfi fi ral ly document the request 

Pursuant to this request, on tnree 
submitted NSLs requesting:"the names, 

addresses, and.length of service and electronic communications 
transactional records, to include existing transaction/activity 
logs and all images uploaded".. The service provider submitted 

b 2 

b7E 

pursuant, to the NSL requests. 

(U) Section 2 .4 of Executive Order (E.O.) 12863., dated 
09/13/1993, mandates that Inspectors General and General Counsels 
of the Intelligence Community.components (in the FBI, the 
Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. This language was adopted 
verbatim from EO 12334, dated 12/04/1981, when the IOB was known 
as the President's.Intelligence Oversight Board (PIOB). 

A "United States person" is defined in Section 101(i) of the 
Foreign Intelligence Surveillance Act (FISA), 50 U.S.C. § 1801, et 
seq., as "a citizen of the United States [or] an alien lawfully 
admitted fgr permanent residence (as defined in section 101(a)(20) of 
the Immigration and Naturalization Act). '. . ." See also Section I.C. 
of the Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG) (2003) . 

SE^ET '. 
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To: 
Re : ( U ) 

SECRET 

From: Office of the General Counsel b2 
278 -HQ-C122 973 6-VIO, 07/03/2006 j^g 

tU) By longstanding agreement between the FBI and the 
IOB (and its predecessor,, the PIOB) , this language has been 
interpreted to. mandate the reporting of any violation of a 
provision of the Attorney General's Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG) or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

(U) ^S^ NSLs are a. specific type of investigative tool that 
allows the F3T to obtain certain limited types of information, 
such as: (1) subscriber information, toll billing records,'and-
electronic communication transactional records (Electronic 
Communications Privacy Act (ECPA), 18 U.S.C. 2709); (2) financial 
records (Right to Financial Privacy Act, 12. U.S.C. 
3414(a)(5)(A)); and (3) consumer information(Fair Credit 
Reporting Act, 15 U.S.C. 1681u.and 1681v). Title 18, U.S.C. 
2709, provides that the FBI may seek transactional records from 
service providers that is relevant .to an authorized national 
security investigation. Section V.12., Investigative Techniques, 
of the NSIG provides that the NSLs may be issued in conformity 
with statutory requirements. 

(U) In this instance, because received the 
copies of I Ivia' two different avenues, first by. simply t)2 
asking and later pursuant to an NSL, we need to b7E 
address the appropriateness of each of the avenues. 

(TT) -

[ 
• As stated above, 

T Ï Ï T 

first obtained copies of 
"Twheh they simply asked tne service provider to give the 

copies[ A question 
We conclude that 

b 2 . 

b7E 
arises whether -this" "asking" violated the ECPA 
it does not. According to 18 U.S.C. 2511, Interception of. 
Disclosure of Wire, Oral or Electronic Communications, it i s not 
unlawful to "intercept or access an electronic communication made 
through an electronic communication system that is configured so 
that such electronic communication is. readily accessible to the 
general- public", 18 U.S.C. 2511(g). . In this instanceP ' 

Jv. ]requested from the service provider were publicaliy 
accessible, thus no violation of ECPA has occurred. 

C^E SECRET 
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S^^IËT 

To: 
Re: 

From: Office of the General Counsel' 
(U) . 278-HQ-C122973 6 -VIO, 07/03/2006 

b2 
b7E 

(DT-
forf 

Next, we address the issue of whether, it was proper 
NSL in order to document the FBI's 
The information that can be provided 

tn alfpr th<=> 

request foi 
pursuant to an NSL is very specific and it is enumerated in the 

Jo 2 
b7E 

appropriate U.S..' Code. In this instance, issued the NSL 
pursuant to 18 U.S.C. 2709. As noted above, the NSL requested: 
"the names, addresses, and length of service and electronic 
communications transactional records, -to include existing 
transaction/activity logs and all images uploaded". The "names, 
addresses, and length of service and electronic communications 
transactional records" are all specifically allowed pursuant to 
18 U.S.C. 2709.. 

( U ) 
This section does not have a "catch-all" 

authority^, nor does it allow for "all images uploaded" as . 
requested in the NSL submitted by | Thus, the additional 
information, "all images uploaded", requests information that is 
beyond the scope of 18 U.S.C.2709. Accordingly, it was improper 
of to alter the NSL in order to obtain the informat 
RPf^iisP nn f'hrPP s P r a , r a l " p n r p a . q i n n s , from 

the 

ron. 
to 

office inappropriately utilized 
tne JSiSLi, it is required that any information received from the. 
service provider that is beyond the scope of an NSL, be 
sequestered. Only the information that was provided that .was 
beyond the scope of the NSL, specifically the images uploaded, 
need to be sequestered. The information should continue to 
remain sealed and sequestered in the CDC's safe. 

1 U i ' B a s e d upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error needs to be reported 
to the IOB. OGC will prepare a cover letter.and a memorandum to 
report this matter to the IOB. 

b2 
b7E 

SECRET 
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To: 
Re : 

From : Office of the General Counsel 
(ÏÏJ 218-HQ-C1229736-VIO, 07/03/2006 b7E 

LEAD(s): 

Set Lead 1: (Action) 

b 2 

b7E 

(U) With respect to the information that was improperly-
obtained, please seal it and sequester it within the CDC's safe. 
The information should continue to remain sealed and sequestered 
in the CDC's safe until further direction from OGC. 

Set Lead 2 : (Info) 

COUNTERINTELLIGENCE -7 k 
AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For.action deemed appropriate. 

CC: Ms.. Thomas 

IOB Library 
b 6 

b7C 

SECRET 
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August 31, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
.Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a. self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-1 " (Ü) . b2 

• The memorandum sets forth details of investigative 
activity which the.FBI.has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/o 
laws, Executive Orders, or Presidential Directives'which govern 
FBI foreign counterintelligence and international terrorism 
investigations.. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted 
(U) 

Enclosure 

1 - 278-HQ-C1229736-VIO — ( b O ^ 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

Dep. Dir._ 
Chief óf 

OH. of Gen. 
Counsel 

Asst., Dir.: 
, Crim. Inv. _ 

CJIS 
Finance 
Info. Res. lisp-
Lab. 
National S e c . . 
Personnel 
Training _ 

Ott. o tEEOA 
, Off. ot Public 

• & Cong. Afts _ 
Director's Office UA.IL ROOM • 
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SE^E1; 

.Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The•Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 

' '' Room.5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room- 6150 

AÎIl'i, 

Director ; 
Deputy Di rector , 

CJ!S 
Finance 

.Gen. Counsel , 

. In fo. Res. 

. I n s p e c t i o n ^ 

. l a b o r a t o r y . , 
l int icn al Sec. 

. 0 P R _ 
. Personnel 

. M i i n g _ _ 

. Oft. of EEQ 

. Affairs 
, Off. of Public & 
, Cong.Affs. 
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INTELLIGENCE OVERSIGHT BOARD 
FIELD OFF 

10B MATTER ,2006-

(IOB) 
CE 

( U ) -

MATTER 
. b 2 

• b7E 
(U) 

By electronic communication dated April 18, 2006, 
the Federal Bureau of Investigation (FBI 
reported that on three separate occasions' 
of to 

Field Office 
f 1 ) i r 1 n n ~ ' t h P t j m ^ period 
the Field 

Office inappropriately utilized a National Security Letter (NSL). 
T h d ] Field Office drafted an NSL requesting transactional 
records and all images uploaded E 

b 2 

b7E 
owever, Because tne mtormation 

that is allowed to be obtained pursuant to an NSL is very -
specific, and "all images uploaded" is not specifically allowed. 

Field Office erroneously pursuant to an NSL, "the 
utilized the NSL. The information that .was obtained beyond the 
scope of the NSL shall be sequestered. The inappropriate 
utilization of the.NSL was in violation of V.12. of The Attorney 
GeneraJJ.s Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection.1 

reported to the IOB. 
Thus, the matter is being 

'Section V. 12 .. authorizes, use of National Security 
Letters in conformity with 18 U.S.C. 2709 (relating to subscriber 
information, toll -billing records,;'• and electronic. communication 
transactional records). The statute requires-that, information ; 
sought is -relevant to an authorized national security. .' 
.investigation-/' . • -",;..•• -••",'••„ ' 

NSL VIO-24059 



From: 
Sent: 
To: 
Cc: 

Subject: 

#770ZA)ev OJOKK f & o b ü e n 
(OGC) (FBI) . 

OGC) FBI) 
PM 

(OGC) (FBI); C 

(OGC) (FBI) 
RE: Response to potential IOB 

J(OGC) (FBI); 
ZI(OGC)(FBi]_ 
(OGC) ( F B l j _ 

b 6 
b 7 C 

QCCRCT 
RECORD xxx 

SECRET 
RECORD xxx 

-urigmai Hêâsagê 
From: ,1 
Sent: 
To: 
Cc: 

"IrnmrFRn 

[ 
tfÖGC) ( FB I } J 

JOGC) (FBI); 
Subject: RE: Response to potential IOB 

SECRET 
RECORD xxx 

ÎOGQ (FBI) 
JOGC) (FBI) 

b 5 

Assistant General Counsel 
National Security Law Branch 
Office of General Counsel FBI 

Voice 
Pager 

] Fax" 

h 2 
b 6 
b 7 C 

-Original Message 
From: (OGC) (FBI) 

NSL VIO-24060 



Sent: 
To:|Z Cc:: 
Subject: 

] (UbLJ (FBI 
ÏOGO(FBI) ; 
RE: Response to potential IOB 

SECRET 
RECORD xxx 

loGC) (FBI)£ ][OGC) (FBI) b 7 C 

—Original Message 
From: I |(OGC) (FBI) £ , 5 
Sent: f ' I 
To: I l(QGC) (FBI)j | (OGC) (FBI) b b 
Cc: | [OGC)(FBI);] [(OGC) (FBI) 
Subject: RE: Response to potential IOb 

CECRET 
RECORD xxx 

b5 

-Original Messaqe-
From: 
Sent: 
To: 
Cc: [ 
Subject: 

S E 6 R E L 
RECORD xxx 

l(OGC) (FBI) 

ÜÜL.L) (l-Bl) 
RE: Response to potential 

|OGC)(FBI)l~ 
to potential IOB" 

(OGC) (FBI); (OGC) (FBI) 

b5 
b6 
b7C 

b5 
h 6 
b7C 

From: 
Sent: 
To: 
Cc: 
Subject: 

Original Message-

J = I n m iFBTi 

loGC) (FBI); 
Response to potential IOB 

] 
OGC) «=BI);C 3OGC)(FBI); 

OGC) (FBI) 
(OGC) (FBI) 
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•SECRET-
RECORD xxx 

h 2 
hi E 
b5 
b6 
b7C 

Ali, ¿0 \rnn 1/nnuJ V>i it ̂J 

Thanks in advance for all your help on this tricky issue. 

« File: 2006-305opn.wpd » 

DERIVED FROM: Multiple Sources 
DECLAS§TFY-QMe26yr0502 

DERIVED FROM: Multiple Sources 
DECLAÎ 

¿ED FROM: Multiple Sources 
DECLAS? 

D FROM: Multiple Sources 

: Multiple Sources 

DERIVED FROM: Multiple Souses 
DECLÂSstF^ûJ^aeynrëo2 

DERIVED FROM: Multiple Sowces 
DECLÂ55iFr-eNfe2Qaig^qr 
SECRET 
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(Rev. 01-31-2003) 

SE^ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE Date: 08/30/2006 

Counterintelligence 

Inspection 

Attn: 

Attn : 

Attn: 

SA 
S SA 
CDC 

UC CD-2A 

IIS 
. / 

From: Office of the General Coufnsel 
NSLB/CILU/Room 7947- / 
Contact: AGC 

Approved By: Thomas Julie 

Drafted By: 1^51 
b7C 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) 

( U . ) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-|~^ • b2 • ! 

Synopsis: It is the opinion of the Office of the General 
•Counsel (OGC) that this matter be reported to the Intelligence 
Oversight Board-.(IOB) . OGC will prepare'and deliver the 
necessary correspondence to the IOB. 

(Ü) « 
Reference: (U) 278-HQ-C1229736-1558 

Administrative: (U) This communication contains one or more 
footnotes. To read the' footnotes, download and print the • 
document in Corel WordPerfect. . 

b2 
b6 
b7C 
b7E 

(U)- Details 
the 

The - referenced electronic communication (EC) from 
Division I dated 07/28/2006, requested that 

OGC review the facts o£ tne captioned matter and determine b2 
whether it warrants reporting to the IOB. As explained below, b7E 
the FBI is required to report this matter to the IOB. 

Ŝ jĴ ET 
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to 2 
•hl E 

S E ^ E T 

To: 
Re : (U) 

From: Office of the General Counsel 
278-HQ-Cl22 973 6- VIO, 08/30/2006 

!S) As' indicated in the referenced EC, initiated 

On 05/31/2006, issued a 
requesting subscriber information 

However, 
National security better USISL.; 
.for three telephone numbers relating to the subject, 
the service provider responded by providing subscriber 
information for four telephone numbers. After a review, 
determined that the subscriber information that was provided for 
the fourth telephone number was not related to the three 
telephone numbers listed in the NSL and was not related to the 
subject. Accordingly,I Iseparated, segregated and sealed 
the unsolicited records that did not pertain to the subject 
None of the records have been uploaded to the ACS. Records 

•bl 
to 2 
tolE 

uploaded were deleted on 07/20/2006. 

(U) Section 2.4 of Executive Order (E.O.) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsels 
of the Intelligence Community components (.in the FBI, the 
Assistant Director, INSD, and' the General Counsel, OGC, 
respectively) report to the IOB intelligence activities that .they, 
have reason' to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. This language was adopted, 
verbatim from EO 12334, dated 12/04/1981, when the IOB was known 
as the President's Intelligence Oversight Board .(PIOB). 

"JÊB̂ C By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
.provision of the Attorney General's Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG) or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are., essentially administrative in nature need 

A."United States person" is defined in Section 101 (i) of the 
Foreign Intelligence Surveillance Act (FISA), 50 U.S.C.- § 1801, et 
seq., as "a citizen of the United States [or] an alien lawfully 
admitted for permanent residence - (as defined in section 101(a) (20) of 
the Immigration and Naturalization Act) . . . " See also Section I.C. 
of the Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG) (.2003) . 

s i ^ E T 
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ET 

b2 
b7E 

To: 
Re : (U) 

From: Office of the General Counsel 
278-HQ-C1229736-VI.O, 08/30/2006 

not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative.violations so that the 
Counsel to the IOB may review them upon request.• • . 

ijTJJ ^fcS^NSLs are à specific type of investigative tool that 
allows the FBI to obtain certain limited types of information, 
such as : (1) subscriber information, toll billing records, and 
electronic communication transactional records • (Electronic 
Communications Privacy Act ( E C P A ) , . 18 U.S.C. 2709); (2) financial 
records (Right to Financial Privacy Act, 12 U.S.C. 
3414(a)(5)(A)); and (3) consumer information(Fair Credit . 
Reporting Act, 15 U.S.C. 1681u and 1681v) . Title 18, U.S.'C. • 
2709, provides that the FBI.may seek-subscriber .information from 
service providers that is relevant to an authorized national 
security investigation. Section V.12., Investigative Techniques, 
of the NSIG provides that the NSLs may be issued in conformity . 
with statutory requirements.. " 

issued a lawful NSL to the In this instance, 
service provider, and received in response information both 
within and beyond the scope of the NSL. | |requested 
subscriber information for three ^telephone numbers. However, 
to service provider error, subscriber information for four 

due 

determined that the . telephone numbers was provided. 
fourth telephone number was not related"to the subject and was 
,provided in error by the service provider. Upon noticing this 

b2 
b7E 

error, 
unso1icited inform^tion 
service provider.. 

correctly separated, segregated and sealed the 
The error was committed solely by the 
committed no erroi substantive, 

administrative, or otherwise. Nevertheless,! |came into. 
possession of material that the service provideiL_Siias_LLnauthorized 
to provide to the FBI under the ECPA. Although committed 
no error itself, the mere receipt of unauthorized material 
pursuant to. a lawfully issued NSL must be reported to the IOB. 
Further, the unauthorized material, the subscriber'information 
for the fourth telephone number that does not relate to the 
subject, must remain sealed and sequestered in the CDC's safe. 

(U) is\ Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
E.O. 12863, it is our.opinion that this error needs to be 
reported to the IOB. OGC will prepare a cover letter:and. a 
memorandum to report this matter to the IOB. 

SE^IET 

7 3 
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To: 
Re: 

RET 

From: Office of the General Counsel 
(U) 2 7 8 - HQ-C1.229736-VIO, 08/30/2006 

b 2 

b7E 

LEAD(s): 

Set Lead 1-: (Action) 

MA 

b 2 

b7E 

(U) The unsolicited subscriber information for the 
fourth telephone number that does not relate to the subject must 
remain sealed and sequestered within the CDC/s safe until further 
direction from OGC. • 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE . 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

' (U) For action deemed appropriate. 

CC: Ms. Thomas 

IOB Library 
b6 
b7C 

SECRET 

. 4 : 
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August 30, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725. 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a • self-explanatory 
'memotandum, entitled "Intelligence Oversight Board Matter 
2006 [u; b 2 

• The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive'Orders, or Presidential Directives'which govern. 
FBI foreign counterintelligence and' international terrorism 
investigations.. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) . ' . ... 

' Enclosure 

1 - 278-HQ-C1229736-VIO—I l o S ^ 

Dep. Dir. 
Chief of 

Staff 
Off. of Gen. 

Counsel 
Asst., Dir. : _ 

Crim. Inv.. 
. CJ1S 
j; Finance _ 
. Info. Res.. 

Insp. 
. Lab. 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

•National Sec. _ 
Personnel 
Training _ 

Off. of E EOA 
Ott. of Public 

& Cong. AHs. 
- .Director's Office _ MAIL ROOM 
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Mr.. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, -

Julie F. Thomas 
Deputy General Counsel 

1 -. The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111. 

1 - Mr. James Baker 
Counsel, Office.of Intelligence Policy and Review 
U.S. Department.of Justice 
Room 6150 

APPROVED: 
Finance 

: Director Gen. Counse l 
• Deputy Director Into. Res . 

Inspection Training 
Laboratory Off. of E £ 0 . 
National Sec Affairs 
riPR Off. of Public & 
Personnel Cong; Atfs, 
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[RET 

INTELLIGENCE OVERSIGHT BOARD (IOB 
FIELD OFFICE 

(U) 

MATTER 

IOB MATTER 200 6 b2 
b7E 

fU) By electronic communication dated July 28, 2006, 
Field Office the Federal Bureau of Investigation (FBI] 

reported.that they came into possession of unauthorized material. 
On May 31, 2006, the 

\b2 
b7E 

Field Office issued a National 
Security Letter seeking subscriber information, pursuant to 
Electronic Communications Privacy Act (ECPA), 18 U.S.C. 2709. 
The Field Office sought subscriber information for three 
telephone.numbers. However, the service provider issued 
subscriber information for four telephone numbers. Field 
Office determined that the fourth telephone number was not 
related to the subject and was provided bv error by the service 
provider. Upon: noticing this error, Field Office 
correctly segregated and sealed the unsolicited information. . The. 

Field error was committed solely by the - service, provider. [ 
Office -committed no error. Nevertheless,! Field Office 
came into possession of material that the service provider was 
unauthorized to provide to the FBI under the ECPA. Although 

Field Office committed no error itself, the mere receipt 
of unauthorized material pursuant to a lawfully issued National 
Security Letter is a violation that must be reported to the 
•Intelligence Oversight Board. 

.Derived from: G-3 
Declassify on: X-l 

SE^ET 
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(Rev. 01-31-2003) 

Precedence: ROUTINE Date: 12/18/2006 

(U) 

(U) 

( U ) 

T o : Attn: SAC 
CDC 
SSA[ 
SA\ 

Counterintelligence 

Inspection 

Attn: 

Attn: 

UC CD-2C 

IIS 

b 2 . 

b 6 

b7C 
b7E 

From: Office of the General Counsel 
. NSLB/CILU/Room 7947 / 
Contact: AGCf I 

Approved By: Thomas Julie MJj 
Drafted By: 

C a s e I D # : 

b2 
b6 
b7C 

2 78-HQ-C122 973 6-VIO(Pending) 

T i t l e : INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006' b 2 

Synopsis: It . is the opinion of the Office of.the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our .analysis follows. 

(U) DerivedFrom 
Dec_lassïïy=~' 

G-3 

'•Ul Administrative: This electronic communication (EC) contains 
informat jinn fi-or̂  thè following sources: (1) EC dated 09/11/2006 . b2 

to OGC reporting a Field Office from the 
potential IOB matter; (2) National security Letter issued by 

SA 
dated 4/17/2006and (3) telephone conversations between 

on 10/22/2006 and 12/15/2006. and AGC 

b 6 

b7C 
b7E 

Reference : 
(U) 

' 278-.HQ-C1229736 Serial 1629 

S^S^ET 
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S E ^ E T 

I From: Office of the General . .Counsel b2 
Re: 278-HQ-C1229736-VIO, - 12/18/2006 b7E 
To: [ 

(U), Details: j X l By EC dated 09/11/2006, requested that OGC . . 
review the facts of the captioned matter and determine whether it b2 

.warrants reporting to the IOB. As explained below, in our . b7E 
opinion, the. FBI is not required to report this matter to.the IOB. 

(U) 
On. 04/17/2006, I issued an National Security 

Letter (NSL) pursuant to 18 U.S.C. §. 2709 seeking subscriber . , ~ 
information for a telephone number relating to a subject of an 
investigation. On 09/0.6/2006, obtained the NSL results ' b7E 
from the service provider. After a review, on. 09/11/2006, 
determined that the service provider not only provided the 
subscriber information as requested pursuant to the NSL, 'but also 
provided additional information, such as, all outbound telephone 
calls placed through the service provider's system, 
not review or listen to the unsolicited, records. 

did 

. (U). The President, by Executive Order 12334, dated 
.12/04/1981, established the President's Intelligence Oversight. 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of' the President's 
Foreign Intelligence Advisory Board. Among its responsibilities,, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to' foreign intelligence and foreign 
counterintelligence collection. 

(U) Section .2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director-, 

. Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report'to the IOB 
intelligence activities that they have reason to believe may be 

.' unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision, of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003,.or ' 
other guidelines or regulations approved by the Attorney General 
in accordance with-EO 12333, .dated 12/04/1.981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and.not deemed to have been designed to ensure the protection of 
individual rights are generally' not reported to the IOB. The FBI 
Inspection Division is required/however, to maintain records of 

.-such administrative violations for three years so that the 

S ^ ^ E T 
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S^Î^ET 

To: From: Office of;the General Counsel b2 
Re: 278-HQ-C122973 6-VTO, 12/18/2006 b7E 

Counsel to the IOB may review them upon request. The 
determination as to whether.a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must.be reported as potential IOB matters. 

(U) X ) NSLs are a specific type of investigative tool that 
allows the FBI, to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 1681u (a) and (b) ) ; and (4): full credit report in 
an international terrorism case (Fair Credit Reporting Act., 15 
U.S.C. § 1681v). NSLs may be issued in conformity with statutory 
requirements, including 18 U.S.C. § 2709. NSIG, section. V. 12. , 

issued a lawful NSL (U) ^ s ^ In this investigation 
to the service.provider, and received in response information b2 
both within and beyond the scope of the NSL. requested b7E 
subscriber information for a telephone number relating to . the 
subject. However, due to service provider error, additional 
information was provided. quickly determined that the 
additional information was beyond the scope of the NSL. 
,did not review or listen to the unsolicited records erroneously 
provided by the service provider. .The erroneously•provided 
information should be segregated to protect, the potential privacy' 
interests of United States persons. Further, should 
contact the service provider and ask'whether the unintentionally 
acquired information should be returned or destroyed with, 
appropriate documentation to -the file. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4.of . 
EO 12863, it is our opinion that this error is not reportable to 
the IOB1. A record of this, decision should be maintained in the 
control file for future - review by the Counsel to the IOB. 

( ï ï ) i It is noted that in' the past third-party'errors were 
reported to. the'IOB. However, by letter dated 11/13/2006, the Counsel 
to the IOB agreed that third party errors in the collection of 
information pursuant to an NSL must be' reported to the OGC,-but are 
not- reportable to the IOB. , 

ET 
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ET 

To: | | From: Office of the General Counsel; ^2 
Re: 2 78-HQ-C122 973 6-VIO, 12/18/2006 b7E 

LEAD(s): 

Set Lead 1: (Action) 

ATI ~1 • 

(U) | should contact the service provider and ask • b2 
whether the improperly or unintentionally acquired information b7E 
should be returned or destroyed with appropriate documentation to. 
the file. ' 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC . 

(U) For information. . 

Set Lead 3: (Action) 

INSPECTION - - ; -

. AT WASHINGTON, DC • 

(U) INSD should retain a record of the report of the 
potential; IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. . , 

cc: Ms. Thomas 
" ' b 6 

IOB Library b7C 
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b 6 
b 7 C 

Presented by: 

National Security Law Unit 
O f f i c e o f the General Counse l 

Presentation Overview 
-missm 

• N S L Types 

• Certif ication Standards 

• Package Preparation 

• C D C R e v i e w 

• Authorization 

• Quest ions 

1 

NSL Types NSL Types 

• ECPANSLs 18 USC 2709 ~ 
- S u b s c r i b e r i n f o r m a t i o n t e l e p h o n e 

E lec t ron ic c o m m u n i c a t i o n s u b s c r i b e r i n f o r m a t i o n 
- Loca l & L o n g D i s t a n c e Toll b i l l i ng r e c o r d s 
- E lec t ron ic c o m m u n i c a t i o n t r ansac t iona l r e c o r d s 

• RFPA NSI.s 12 USC 3414(aX5) 
- F inanc ia l r e c o r d s 

• FCRA NSI.s 15 USC 168lu & v 
- C o n s u m e r Iden t i fy ing i n f o r m a t i o n 
- Ident i ty o f f inanc ia l in s t i tu t ions 
- C red i t R e p o r t 

EC PA NSLs 

• Subscriber & Electronic Subscriber 
- name, address, and length of service 

• Toll bi l l ing 
- name, address, length of service, and local and 

long distance toll billing records 

• Electronic communicat ion transactional 
records 
- name, address, length or service, and whatever 

the electronic communication service provider 
considers to be a transactional record 

RFPA NSLs 

Financial records 
- any record held by a financial institution 

pertaining to a customer's relationship with the 
financial institution 

NSL VIO-24078 



FCRA NSLs 
* M>MZiiS%< 

• Consumer Identifying information 
- n a m e , a d d r e s s , f o r m e r add r e s se s , p l a c e s o f 

e m p l o y m e n t , or f o r m e r p l ace s o f e m p l o y m e n t 

• Identity of financial institutions 
--- n a m e s and a d d r e s s e s o f all f i nanc i a l in s t i tu t ions at 

w h i c h a c o n s u m e r m a i n t a i n s or h a s m a i n t a i n e d an 
a c c o u n t 

• Credit Report 
- C o n s u m e r repor t and all o the r i n f o r m a t i o n in 

c o n s u m e r ' s f i le I 5 U . S . C . 1681 v 
••• C o u n t e r t e r r o r i s m on ly . 
- Not d e l e g a t e d - D o not u se unt i l a d v i s e d by N S L U 

NSL Certification Standards 

NSL Certification Standards 

• E C P A & FCRA Certif ication Standards 

• R F P A Certification Standard 

ECPA &FCRA 
Certification Standard 

• the FBI must certify that: 

- the records sought are relevant to an authorized 
investigation to protect against international 
terrorism or clandestine intelligence activities, 
provided that such an investigation of a United 
States person is not conducted solely on the 
basis of activities protected by the first 
amendment to the Constitution of the United 
States 

RFPA 
Certification Standard 

• the FBI must certify that: 

- the financial records are sought for foreign 
counterintelligence purposes to protect against 
international terrorism or clandestine 
intelligence activities, provided that such an 
investigation of a United States person is not 
conducted solely on the basis of activities 
protected by the first amendment to the 
Constitution of the United States 

NSL Package Preparation 

2 
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NSL Package Preparation 

• Package consis ts o f t w o components : 
- NSL (8 types) 
- EC (4 types) 

• Before preparation is undertaken, try to 
ensure that this N S L will not duplicate 
another already del ivered by the FBI or that 
the information sought is not public ly 
available 

The NSL: 

• Structure of the NSL consists of: 
- po in t o f con tac t a d d r e s s b lock 

- r e q u e s t p a r a g r a p h 

- ce r t i f i ca t ion p a r a g r a p h 

- w a r n i n g p a r a g r a p h 

- d e l i v e r y p a r a g r a p h 

- c o o p e r a t i o n p a r a g r a p h 

- s i gna tu re b lock 

- a t t a c h m e n t (if a p p l i c a b l e ) 

The NSL: Address Block 

• Field Div i s ion drafting N S L is responsible 
for identi fying the proper point o f contact 

• N S L U has provided a list o f 
te lecommunicat ions carriers, internet 
service providers, and financial institutions 
on its intranet site 

• Note : N o z ip code needed because N S L s 
must be hand-del ivered 

The NSL: Request Paragraph 
* "^MHSB* 

• First paragraph identifies the records or information 
sought, provides identifying information on the subject 
to the carrier, financial institution, or credit agency, 
and cites the statutory authority for issuing the NSL 

• Only subscriber and electronic subscriber NSLs need a 
specific date for the subject, the rest can use a date 
range or "from inception of account to present'" 

The NSL: Certification 
Paragi aph 

• Contains one o f the t w o certif ications 
previously d iscussed 

• RFPA N S L s require an additional 
certification that the FBI has compl ied with 
all applicable provis ions o f the RFPA 

The NSL: Warning Patagi aph 

• Cautions the N S L point o f contact not to 
d i sc lose that the FBI has sought the 
requested information 

• Cites the relevant statutory authority for the 
warning 

3 
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The NSL: Delivery Paragraph 
-â ialÂ  

• Directs the recipient not to del iver requested 
information or records through the mail, but 
rather del iver them personally to the 
del ivering Field Div i s ion 

The NSL: Cooperation 
Paragraph 

• Thanks the point o f contact without say ing 
''thank you" 

The NSL: Signature Block 

• On 11 /09 /2001 , the Director delegated the 
authority to certify N S L s to the fo l lowing 
FBI o f f i c ia l s 

- Deputy Director 

- ADs and DADs of CTD and NSD 

- General Counsel and DGC for National 
Security Affairs 

- ADICs and SACs 

The NSL: Attachment 

• R F P A N S L s have an attachment that 
describes the types o f information that the 
financial institution might consider to be 
financial records 

• Transactional Record N S L s have an 
attachment describing what might constitute 
electronic communicat ion transactional 
record 

The EC 

• Performs at least three, i f not four, 
important funct ions 

- documents the predication for issuing the NSL 

- records the certifier's approval of the EC and 
CDC review 

- provides NSLU with reporting data 

- transmits the NSL to the appropriate field 
division for delivery (if necessary) 

The EC 

• The structure o f the EC consis ts of: 

- field descriptors 

- details 

- leads 

4 
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The EC: Field Descriptors The EC: Details 
b 2 

b7E 
Fol low the ponies 

The word "Field" has been removed from 

Investigation Instituted'" 

descriptor ^ ^ ^ ^ ^ 

U S person status indicated in 

Investigation Instituted" descriptor 

First paragraph contains the predication for 
relevance o f the requested 

records 

Second paragraph documents approval and 

contains the reporting data 

Fo l low the ponies for the rest 

The EC: Leads CDC Review 

Should a lways be at least three, poss ib ly 
four leads: 

- Del iver ing Divis ion 

- OGC 

- FBIHQ substantive unit 

- Office of Origin (if different) •öS.« K-i&jr 

CDC Review 

• U s e the appropriate checklist 

• Ensure that N S L is not be ing used in a 
criminal investigation unrelated to 
international terrorism or clandest ine 
intel l igence activit ies 

NSL Authorization 

NSL VI024082 



NSL Authorization 

• The certifying official must personally sign 
the N S L and initial the EC 

• Certifying off ic ials may not further delegate 
this authority 

• Acting SAC may not certify N S L s even in 
situations where FBI approval of the acting 
SAC. DO.I verbal opinion 

Questions? 




