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‘ Approvéd By:

“Case ID #:vgyé 278~HQiC1229736?VIO” gﬁib

Title: (X  INTELLICENCE OVERS OARD o
~ (1I0B) MATTER 2005 o

’FSynGPSisvm'Eéivllt is the bpinlon of the Office of General

FEDERAL BUREAU OF INVESTIGATION

Precedencé: ROUTINE . = .  Date: 05/11/05
To: -Director's Office - Attn: OPR.
Counterintelligence " Attn: AD

From: General Counsel : :
National Security Law Branch/Rm. 7975
Contactvl Ext.

BI0D

Drafted By:

Counsel {(OGC) that the above referenced matter must be repofted
to the IOB and to the FBI's Office of Professional Responsibility
(OPR) .. OGC will prepare and deliver the requlred coxrespondence

. to the IOB. Our analysis follows..

'(>O: dl eri from :
- De ify ont— -1

Reference: [&) 278-HQ-C1229736-VIO Serial 794
Adﬁinistrative (U) This communicationbcohtains one or ﬁore'

footnotes. To read the footnotes, download and prlﬂt the
document in Corel WOrdPerfect

SE%ET
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To: ﬁCountefintelligenee From: = General Counsel

e:l,}ﬁ( ‘278-HQ~C1229736»VIO 05/11/65

Details: (8) By electronic communlcatlon (EC) April 4, 2005,
(cited below)!, the Counterintelligence Division ("CD') reported

a possible IOB error in conjunction with its ongoing counter-

intelligence investigation |

Tegard,| [Feportead that, on June 10, 2004, the United

States Foreign Intelligence Surveillance Court (FISC)

“electronic surveillance on several telephone numbers,

‘The original authorlzatlon was based, in part, on the”‘

authorized
including .

results of a National Security Letter to] |

[Tn this. -

oW See EC from the Counterlntelllgence Division to the General

Counsel dated 04,04/05 Case ID# 278-HQ- C1229736 -VIC Serial 794,
"Intelllgence Over51ght Board Matter."
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' To: Counterintelligence From: General Counsel

Ats)"i\

{3y

(5

{m

sékééw

e: I 278-HQ-C1229736-VIO, 05/11/05

E bl i ¥>

b2

pIE

CD is providing OIPR| |

- error described here is a matter whlch must be reported to the ‘

rncludes all calls intercepted during-the autnorized e€lectronlc

. surveillance referenced above and all other calls intercepted

pursuant to other authorized surveillance of this target.

:Réi As requlred by Executive Order (E.O. ) 112863 and

Sectlon 2-56 of the National Foreian Intelligence Program Manual
(NFIPM, OGC was tasked to determine whether the surveillance

T0B. It is.

b e Section 2.4 of E.0. 12863, dated 09/13/1993

: mandates that Inspectors General and General Counsel of the

Intelligence Community components (in the FBI, the Assistant -
Director, Inspection Division, and the General Counsel, 0GC,
respectively) report to the I0B all information. “concerning

‘intelligence activities that they have reason to believe may

be unlawful ogrcontyarv +o FEvecentive order Oy Presidential

- ; bl
directive." { :
Cl H - bé
N / Conseqguently, "in accordance with E.O0. 12863 and Sectioni'ﬂf b7C

2-56 of the NFIPM, the error must be reported to the I0B, Whlch
thlS Offlce w111 do. .

‘Lead({s):

Set Leéd 1: {Action)

DIRECTOR'S OFFICE

sEEr
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To: Counterintelligence From: General Counsel

Re: I 278-HQ- Cl229736 VIO, 05/11/05

AT opR. Fo,'nc

(U} For review and action deemed appropriate.
Set Lead 2: (Action)

COUNTERINTELLIGENCE DIVISION

AT WASHINGTON, pls) f

. : (U)' CD-3A is requested to ensure that the orlglnalj'”ngS
MOD .described in CD's BC 278-HQ-C12229736-VIO, Serlal 794, has .. - :

been submitted to the Office of Intelligence Pollcy and Rev1ew;’q f R

- Department of Justlce i : » S S

1 - Ms. Thomas

-1 ~ NSLB IOB Library

+
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o Dep. Dir.

June 9, 2005 

BY COURIER

"Mr. James Langdon
- Chairman :
.~ Intelligence: Over31ght Board
" Room 5020
New Executive Office Bulldlng
- 725 17th Street, N.W. .
. Wash;ﬂgton, D. C 20503

Dear Mr. Langdon

This letter forwards for your 1nforma;10n a self~
- explanatory enclosure entitled, "Intelllgence Oversight Board
(IOB) Matter, IOB 20057 () ' :

o

. The enclosure sets forth detalls of 1nvest1gat1ve
’act1v1ty which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence :
Collection and Foreign Counterintelligence Investigations and/or ..
-laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterlntelllgence and 1nternatlonal terrorlsm‘ S
1nvest1gatlons Uy . . o

. Enclosure  .- I
B7C 1 —,%mew%-vzo»-g‘bq
,UNCLASSIFIED WHEN

. .DETACHED FROM
: CLASSIEIED ENCLOSURE

Chief of Staf,

Off, of Gen.’

Counse!

Asst. Dir:
Adnun, Ser.

Multiple Sources

Crim.. . ) o . . o } o o
Finance ) ' s ' i L o
info, Res. - . ) S Tl ) SN .

Lab. . : o o C . i

" Nationat Sec. = o o

OPR _
OIf. of Public




1 Mr. James A. Baker G

" Should you or any memper of your staff requlre

) ~additional information concerning this matter,
will be arranged for you at your convenience.

Sincerely,

an oral brleflhg‘

. Julle F. Thomas .
- Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez-
~ Attorney General
U.S. Department of Justlce
‘Room 5111

Counsel for Intelllgence Policy and Revlew»

U.S. Department of Justlce
- Room 6000_

_ Training

APPR@%‘E ;i ——

_ .~ Finance Hational Sec.__
Dtreclor e Gen. Cnﬁ@_@ aPR__
. Deputy Director___ '

Info, Res,

Jif. of EEQ
Altairs

_. Personnel

l’;::ggéﬁiji;::::¥‘ 

'.‘ = -2— .

. of Public &
Cong. Affs._____
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(01/26/1998)

RV

' FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE - . S Date: 2/10/2006

To: Director's.Office Attn: OPR pj

Attn: CDC

From: General Counsel
National Security Affalrs/Room 7947

-

Contact _ Julle F Thom 4 bzb
. ’ b7E
App;oved»By: Thomas Julie F b6
- - b7C
Drafted By o '
- Case ID ey M 278-HQ-C1229736- VIo-ﬂ//’ZC]
thle)ﬁ( POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER - &

AU

- Counsel .

2006 Cp2

HSynopsis;;:}si; It is the opinion of the- Offlce of the General
(OGC)

hat the above- referenced matter must be reported.

to the IOB and to the FBI's Office of Professional Responsibility

' (OPR). OGC will prepare and deliver the. required correspondence
to the IOB - Our analy51s follows.

-Refere'npe'- vps;m 278-HQ- C1229736 -VI0- 1113

BNt

Details:. Léf\ As noted in the electronlc communlcatlon (EC),
this matter has arisen as » rean- of an investication 1'11"10:\"1»
As part of thls o4
investigation, a Natjonal Securitv Letter [NSL] was issued by = B7D
. bo
b7C

e

NSL VIO-23974
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A SE%I‘

~To: | l‘From: General Counsel

bl

directive. Inthic dinctanca the production of subscriber and
toll” records by of an erroneous subscriber
- telephone numbe! the authorization required by

ij ' e“‘~§&('278—HQ—01229736—V1011113,’2/10/2006r . :
o 1| | This NSL sought ‘ 'gz
~subscriber and toll records for telephone rumher l‘ ) E
served the NSL and, via an EC dated returned“-_]db D
to 2 package material provided by | | bé .
Included in the EC. from was the name and address of the - . b7C
subscrlber to thls telephone number ' h7E
When the case agent recelved the materlal he
o noted that” the telephone number subscriber was unknown to him.
: . He checked the telephone number of the subject and determined o
o that the telephone number had been erroneously transposed when ’”bl
- - the NSL was drawn up from _his reguest: the correct telephone ihﬁ
I:S:I ~~~~~ number-on his -'-re-ques.t; was) k;fl)
o Ps( The package of. materlal from biC .
" received from[____ ] has rnot been opened and will be stored in a b7D
tS? _secure-location pursuant to . 1nstruct1ons given in-an email: of AGC ,_v”'
. to all CDCs dated 11/22/2005 ! o a
}ﬁj’ As requlred by Executive Order (E O 12863 and o
o Sectlon 2-56 of the National Foreign Intelligence Program ‘ bl
o Manual(NFIPM) OGC _was tasked to determine whether the productlonf‘bg
iS?’“ """ of ~documents-by pursuant to the erroneous ' -
. telephone number in the NSL drawn up by | l]and. served by b4
'[::::ﬁ::bs a matter whlch must be reported to the IOB It is. 7D
- bYE -
Sect1on 2.4 of E.O. 12863 dated 9/13/1993. S
‘mandates that Inspectors General and General Counsel of the o
Intelligence Community components (in the FBI, ‘the Assistant - .
‘Director, Inspectlon Division, and the General Counsel, 0OGC, o
respedtivelyl report to the IOB all information. "concerning -
intelligence activities that they have reason to believe may be D4
“ unlawful or'contrary ‘to Executive Order or Presrdent1al

“law. Consequently, in accordance with E.O. l2863‘and Section 2- ‘,.-~‘

Lo

'This emaﬂ instructed the CDCs in Fleld Ofﬁccs to seal and sequester mformatlon

'1mpr0perly recelved from a carrier pursuant to an NSL

,S%ET'

.2
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”'Sﬁ&éETA .
To | . | From: General Counsel: giE
;&( 278-HQ-C1229736-VIO- 1113 2/10/2006

56 of the NFIPM, the error must be reported to the IOB, wthhi~

this Office w1ll do.

Set Lead 1:  (Action) |
. ' S PP - b2 -
- - IiD
Return sealed documents tol L : hh ‘
. , - b7E
Set Lead 2 . (Dlsc:etlonary) - RS
 INSPECTION

. AT WASHINGTON, D.C.

(U)‘:Fer appropriate actiénft

Ms. Thomas

. l _ . . ‘ i
1 -] l(acting vC) D6
1 - | [ - pIC
1 - 10B Library '

Ak
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“February‘24, 2006

- BY COURIER

Stephen Frledman

-’Mr
, _Chalrman

" Intelligence: Over31ght Board
~Room 5020 = -

New. Executive Office Bulldlng
725 17th Street, N.W.
‘ Washlngton, D.C. 20503

Dear Mr. Friedman:

.o

This letter forwards for your information a self-

explanatory‘enclosure'entitled; "Intelllgence Over51ght Board
(IOB) Matter, IOB 2006 ———I(U) Y

The enclosure sets forth details of 1nvest1gat1ve

activity which the FBI has determined was conducted contrary to -
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
- laws, Executive Orders, or Presidential Directives which govern.
FBI foreign counterlntelllgence and 1nternatlonal terrorism
. 1nvestlgatlons (U)

.+ Directat's Office _

,Enclosurev )
- 278 —HO- C1229736 VIO—— M’O
VUNCLASSIFIED WHEN -
' DETACHED FROM
CLASSIFIED ENCLOSURE
Ot . Derive :
afl -
ot ~ Declassi :
Counsel . - . .
. Asst. Dir:_ . . »
Crim, inv, . . o
C.'JIS C ‘ o
i, hes. “SEGRET
Insp. : : . )
(b
National Sec., __
Pearsonnal
Training
Off. of EEOA
Off. of Public : SR
& Cong. Alis.___ . - . FBI/DOJ
MAIL ROOM T . :

'NSL VIO-23977



additional information concerning this matter,

':w1ll be arranged for you at your convenlence

Slncerely,;

-VJulie'F.fThomés-

"Should you or any member of your ‘staff requ1re ‘
an oral brleflng '

‘Deputy General Counsel

'l - The Honorable Alberto R Gonzalez
" Attorney General
U.s. Department of Justlcev
'1Room 5111 S

-1 ?kMr James A. Baker T11

'~ Counsel for Intelllgence Pollcy and Rev1ew'

- - U.S. Department of Justlce‘
. Room 6000

E?'H‘}F}ﬁ 5} ”uﬂ'mriﬂ‘i / Insnocnon ‘-

Training____

ERUY JB

‘WmmL____“wmidw,‘

. of E60

_ Affairs

ety Drector____ o fes. " Personne]

EN
x

»_;2_
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER = . =
4 | FIELD OFFICE T ipy
-I:U.:I -TOB MATTER- 2006{:3{ L nTE

. (S)  The [:::::::::]Eield Offlce of the Federal Bureau
of Investigation has reported an-error in copijupnction with that .
division's linvestigation of | L _In this
regard, a telephone number in an NSL to | was
erroneously transposed, andl| produced subscriber and toll
records for a customer who was not the subject of the NSL.

(U) ThlS matter has been reported to the FBI'S Offlce
of Profe881onal Respon51blllty for approprlate actlon

NSL VIO-23979
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© (Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/07/2006
: [ 1  Attn: ISS Unik b2
) . _ _ o ' 188 b6
Director's Office Attn: OPR eyie
/ General Counsel . Attn: AGC HTE
From: | | v
. Legal Unit : :
- - Comntact: CDC |
-Approved By: / '
o ol
Drafted By: N L=
. feld)
Case ID #: (S) (Pending) pIA
‘ - (8) (Pending) oiIc
(e e U3 278-HQ-C1229736  (Pending) w7
yy Titles N . POSSIBLE INTELLIGENCE OVERSIGHT
I: BOAR R :
_ 2006 b2
(Uhv,m”SYnOpSlS‘m G?F: To return material prov1ded pursuant to an NSL
to the electronic service prova.der
o | K) Be From .
. o : . : ‘Decl $ 1
i Reference.><) 278- -HQ-C1229736-VIO-1113 Serial 1179 i
Enclosure(s).v (8) Enclosed forl |1s materlal prov1ded : o)
- by | | b4
. | | pursuant to a National Security Letter 7D
o TT- : T DY | N ' [ o v ‘ - ,v_j-vafE ‘_
Details: (S) [ " lissued an NSL - as paxrt of an bl
investigation titled| o
[ to] Y
ﬁor‘vrffb4
subscriber information and)] | b6 .
number - By EC dated 1273072005 |Torwarded ChTA
' — ‘ . R - Lo B YA O
L ’ N - = ‘v . ‘ N . b ‘/Er

“NSL VIO-23980
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sDefET

To:| | From: | | .

) b2
Re.» (S) O3/Q7/2Q0§ b7A 
BIE
-doCuments‘respbnsiVe to this NSL to]| ‘ | Upon receipt

~of the documents the | | case agent noted that the -
-~ telephone number was not the subject'si |
- The records were not reviewed and were - T DYy CIE COC

pending notification of a possible Intelligence Oversight
Board {IOB) Matter. General Counsel, in the referenced EC,.

 directed [ |to return this material to for
- return to the electronic service provider.

' sm?@'r '

NSLVIO-23981°
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To: From: | —— o |
Re: (ST [03/07/2006

LEAD(s):
"Set Lead 1l: (Action)

L1

AT |

1

(s) _Return the enclosed documents tof I

O C

‘SetiLead'2: '(Info)
DIRECTOR'S OFFICE
AT OPR

Set Lead 3: (Info)

| GENERAL COUNSEL

. AT _WASHINGTON, DC

) Read and clear. .

T 'Read and clear.

,v”‘ B

's§9£ET_. ‘

NSL VIO-23982
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" (01/26/1998)

FEDERAL BUREAU OF INVESTIGATION
,Precedenée; ROUTINE o | o o o - Date: 3/24/06
To:_‘Director's Office.‘

_Inspection - - . Attn:
' Attn: CDC

From: General Counsel

National Securlty Affajrs/Room 7974 . b2

- Contact: Julie F. Thgmas oL C b6
Approved By: Thomas Julie F . b7E
° Drafted By:
tUh__w_;WHM’A o — : —— R
 case ID #: (3 278-HQ-C1229736-VIO - [AUS S
. & | | b1
A pierer . Ngf POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER B2
2006{:::::] o L L b QX
I,IU?‘”synopsi84m“2€) It is the opinion of the Office of the General
. Counsel (OGC) that the above-referenced matter must be reported
to the IOB and to the FRI's Office of ‘Professional Respon31b111ty
“ (OPR) . 0OGC w1ll prepare and deliver the requlred correspondence
to the IOB Our analysm follows : -
(U)
(T ""Refe-renciez,>< 278- HQ 01229736 S“eml 252.&:

o Details: ‘\jﬁq’ As noted in the electronlc communication (EC), v
- this matter has arisen as a result of a National Securityv Letter bl
18). (NSL) issued by in a b2
R o7E

- spker

NSL VIO-23983



'lsg‘éﬁ. :n:.r :
: . To: | | From:. Genetal‘éounsel ne
©qmy - Ret X§) 278-HQ-C1229736-VIO, 3/24/2006 . pIE

)

bl
o

b4
7D
b7k

(3) Cn Aprii 1, 2005 | Iforwarded the results to FBI b1l

1 | which were placed 1nfa | K?

. When they arrived in [f:::::::],the case agent quickly reviewed o :K
"~ the documents and did not see header information for the b;{f
- !requested subject's email address. The agent did not fully - L7E

understand at ‘that time that ne information regarding the
vsubject's email address had beenfincluded in the documents.

: \TsﬁfIn October of the same year, the case agent
v requested the assistance of another agent who had been - assigned
to a | to assist in reviewing the records to

o

‘ﬁﬂSj%' determlne what lnformatlon the documents had prov1ded Upon ﬁbé
T o7E
- b4
L ' : ; : » ; -_. b7D
e e mwggg Thé matter was referred to. the CDC, who advised . '
- ‘that it shduld be directed to FBIHQ, and that the documents in
Questlon should be sealed : - o ‘
jﬁﬂ On October 26 2006 the documents were sealed and
in placed 1n the flle pendlng further 1nstructlons
’(S)* As requlred by Executive Order . (E O ) 12863 and
Sectlon 2-56 of the National Foreign Intelljdgence Program Manual ‘bl
(NFIPM) OGC isked t0 determine whethe? the erronenns bj
* production bd | Jo¥/!
o lisva’matter which ﬁb/I’
_ MUST D& Leported to tne IUB. It 15. . : : D7E

- "’SE/G‘@T
2

NSL VIO-23984
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'3:i'fTQ: ¥ From: General Counsel 'g:F -
~ Rei =C1229736-VI0, 3/_24/2,006 - j' o

TS{ Sectlon 2 4 of E O 12863 dated 9/13/1993

'ﬂ;mandates that Inspectors General and General Counsel of the

Intelligence Community components (1n‘the EBI che Ass1stant__j 
- Director, Inspection Division, and the General Counsel, OGC,

i respectively) report to the.IOB all information "concerning

_Q1 }fs?f

_:1ntelllgence activities that they have reason to believe may’ be
‘unlawful or contrary to Executive Order or Pre51dentlal

Adyartiua ! Tn thic dmotranmems +Ho crranasile nrodnetisan by

vas done without the

autnorization required by law. Consequently, in accordance w1th¢

E.O0. 12863 and Section 2-56 of the NFIPM, the error must. be

. reported to the IOB, 'whlch thls Offlce w1ll do.

 NSL VIO-23985

bl
b2
b4 -
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b7k



S m

'V;Tb:ij  From;; General Counsel
Re - 278-HQ—C1229736—~V-IO,, 3/24/2006

Set.Lead 1:  (Aection) . . g

[
I T T -

T O
oLz

—
BENVE|

-, Return Séaled docﬁmeﬁts'to

- Set Lead 2:- (DiscretionarY)'

- INSPECTION

AT WASHINGTON, D.C.

(U) For appropriate .action..

:f  Ms. Thomas R
- |  be
b7C

~ IOB Library.

'NSL VIO-23986
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* March 30, 2006 ~

BY COURIER

“Mr. Stephen Friedman -
Chairman :
Intelligence Over51ght Board
‘Room 5020 a
New Executive Office Bu1ld1ng
725 17th Street, N.W. :
Washington, D.C. 20503

Dear Mr. Friedman-

This letter forwards for your lnformatlon ‘a self=
explanatory enclosure entitled, “Intelligence OverSLght Board
(I0B) Matter, 10B 200q:|(0) h2

. The enclosure sets forth details of 1nvest1gat1ve
'act1v1ty which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or

". laws, Executive QOrders, or Presidential Directives which govern
VFBI foreign counterlntelllgence and 1nternatlonal terrorlsm
lnvestlgatlons (U) - :

‘-Enclosure

1 - 278- HQ C1229736 VIo_;&t(o

. UNCLASSIFIED WHEN
DETACHED FROM
" CLASSIFIED ENCLOSURE

Dep. Dir.___

Chiefdf

Staff

Off. ol Gen.

. Counze! .

Asst.Dir..
Cam. Inv.

CIIS -

Finance
.Infa. Res.

A Na!lonal Sec.
Pearsonnel —
Training

oW olEEGA__ T h - >N5L>VIO'23‘987'




‘ : " Should you or any member. of your staff requlre :
addltlonal information concerning. thls matter, an oral brleflngi-
will be’ arranged for you at your convenlence o '

Slncerely,

Julle F Thomas | .
Deputy General Counsel,

1 - The Honorable Alberto R. Gonzalez
Attorney General :
U.S. Department of Justlce
-Room 5111 : .

Co1 - Mr. . James A. Baker IIT

Counsel for Intelllgence Policy and Rev1ew -

- U.S. Department of Justlce
“Room 6000 ' o

1nspeehon‘

. Training__

 IPRROVED: 22—

5 Laboratory_______ oif of FFQ.
o Financa_ Hational Sec______ Af
Dlrlor________gen, Coundf] OPR___ 'w?;wm&'
waomam mmﬁu Y _ Personnel Cﬁng '

NSL VIO-23988
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

- N

o

FIELD OFFICE

ol

o

- TOB MATTER- 200613}‘“:»4( |
A Thé\ lFleld Offlce of the Federal Bureau b
S of Investigation has reported an errof in conjunction with a . h4
" _response to a National Security Letter (NSL) [ - g
LR | pursuant to the NSL, did not “U/9

- TpTTVIdE records which were related to the subject's email
address, as requested, but rather, erroneously prov1ded records

. pertalnlng to the domaln

- v (U). This. matter has been reported to the FBI's Offlce"'
of Profe551onal Respon51blllty for approprlate actlon '

'NSL VIO-23989




i

(01/261998)

: | ,‘ S’PRQT

‘13Precedence: ‘ROUTINE :'” : o | ' Date: 01/18/06

m -

()

-

To: Director's Office - o 'Attnf--OPRv-

Attn: CDC-

From: General Counsel _ : ‘ :
 National Security Law B;aﬁch/Rm 7975

ACOntact | |Ext.
Approved By: Thomas Julie F 40
) | 0.2

, — ‘ : , ‘ b6
Drafted By: o v b7C
Case ID #: j}{: 278- HQ 1229736~ VIO"b“u
WTitleTVM;§<: INTELLIGENCE OVERSIGHT BOARD
S (IOB) MATTER 2006~
Synopsxs »»»»» €) It is'the,opinion of the.Office of General

Counsel (OGC) that the above referenced matter must be reported

to the IOB and to the -FBI's Office of Professional Responsibility.
(OPR). OGC will prepare and deliver the required correspondence

‘~to the IOB.  Our analy81s follows.

.tuy

D
m %M

Réference:w:)éj 278-HQfC12297364VIO‘Serial—'MDS‘CD-

-Administrative: '(U) This communication cbntaihs}one or more
footnotes. To-read the footnotes, download and print the .

document in Corel WordPerfect.

Coaps v

‘SERRET |

NSL VIO-23990
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sgeger

To: [0 - | From: General Counselt_ - L ' ;
er- P8 278-HQ-C1229736-VIO, 01/18/06 . =~ = . b1

"Details: (S) By electronic communication (EC) October 5, 2005, ’ bZ

“f(cited helowi?!, | |l renorted a possihle TOR error in ' - bhUE

bh7A

, LII€ Cdo5C dgelil doked LIc ) . N bj

Tnvestigative Support opecialist (IIS) to create National o b7E

) Security Letters (NSLs) for two telephone numbers that belonged T piA

to- the subject of the above referenced matter.

' ‘The case agent provided the IIS with two telephone
numbers: one number was correct and no problems arose with .

- respect to that telephone number. The second number was

incorrect--the telephone number provided by the case agent was. bl

b6

— — piC
'In September 2005, the case agent recelved the B7A

‘results of the NSL and made an immediate working copy of the

information and placed the original in a 1A envelope and’

submitted it to the file. No information from the original'NSL

was uploaded.

. On 10/03/05 the case agent started working with the_

| worklng copy and discovered that the name of the subscriber was

not the name of the subject of the above-referenced matter. The

“case agent checked in ACS to ascertain- what telephone number was
listed on the NSL and. realized it was an .incorrect number. ' The .
. case agent then contacted his supervisor and he and the .

. supervisor then contacted the Chief Division Counsel.

No- personal or 1dent1fy1ng 1nformatlon on the "

'1ncorrect number was uploaded into.  ACS from the NSL return.

9

b7E

a

1 (U). See EC from| ] to the General Counsel, dated 10/05/05
Case ID# 278-HQ-C1229736-VIO Serial 1050, titled "Possible Intelligence .

Over51ght Board Matter.™
SPERET

2

-1 D

e

oo

NSL v10-239'§1



e

‘qlTo: From: General.Counseli b2 .
Re: (. 278-AQ-C1229736-vIO, 01/18/06  “17p

- | ‘The original NSL, as well &s Che responsive iniormacion
" which consisted of subscriber information and toll records, was

- turned over to the Chlef DlVlSlon Counsel and- 1s secured in his.

‘ safe ‘ : S

: M”'E}{i As requ1red by ‘Executive Order (E 0.) " 12863 and
’Sectlon 2-56 of the National Foreign Intelligence Program Manual

,'”(NFIPM ‘OGC was tasked to determine whether the collection error
;'descrlbed here is a matter which must be reported to the IOB. It
Codis. RN

Lo T ';:}gi: Section 2.4 of E.O. 12863, dated 09/13/1993,
'mandates that Inspectors General and General Counsel of the

~Intelligence Communlty components (in the FBI, the A551stant

Director, Inspection Division, and the . General Counsel, OGC,
respectively) report to the IOB all information “concernlng

3'-1ntelllgence activities that they have reason to belleve may

'ﬁzbe unlawful - jve- o
directive.” ’

I .
» Consequently, in accordance with
E.0. 12863 and Section 2-56 of the NFIPM, the error must-be
reported to the IOB, which this Offlce w1ll do.

1 Lead(s):f

'Set Lead 1: (Action)

‘bz
bTE

(U) Coordinate with.FBIHQ, the Counterintelligence

- Division, to ensure that all information collected pursuant to

‘the NSL is sequestered, sealed and delivered to the

* Counterintelligence Division for submission to the Office of
- Intelligence Pollcy and ReVLew, Department of Justlce, for

»destructlon

or

NSL VIO-23992

bl

JJ6

b7C
b7A



;S%%%FT‘
':.To:.l "~ |From:‘tGéneral Counsel bz

" Re: IR] ZT8-RO-C1229736-VIO, 01/18/06 bTE -

'Sgt Lead 2: (Discretionary)

* INSPECTION

AT WASHINGTON, DC

(0) AForvappropriate‘actién.

Set Lead'3:. ,(quo)‘

'CounterintelliQence;

" AT WASHINGTON, D.C.

(U) For information only.

*"

- Ms. Thomas . C
- |(Acting UC)

e

NSLB IOB Library]w'lf,’ bﬁC

nE

NSL VIO-23993



S Staf_
© o Off.of Gen.

‘ Assi. Dir.:

January 18, 2006

BY COURIER .

Mr. Stephen Frledman '
Chairman S
~Intelligence Overs1ght Board
Room 5020 N .
New Executive .Office Bu1ld1ng'v
725 17th Street, N.W. '
~~:Wash1ngton, D.C. 20503

" Dear Mrijriedman-

- Thls letter forwards for your 1nformat10n a self—'
-'explanatory enclosure entitled, "Intelllgence Oversrght Board
(IOB) Matter, I0B 2006 (U) N o

e ' The enclosure sets. forth detalls of 1nvestlgat1ve
.activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence _
Collection and Foreign Counterintelligence Investigations and/or -
- laws, Executive Orders, or Presidential Directives which govern
.- FBI foreign counterlntelllgence and 1nternatlonal terrorlsm
E-lnvestlgatlons (U)- :

'Enclosure i
 ,1 ;'Me.'Thehae f
1 - |(Act10n UC)
:%.:—ZTE:HQ:CT?7973£—VIO-LU42~ n7
- UNCLASSIFIED WHEN

 DETACHED FROM
: CLASSIFIED ENCLOSURE

Dep. Dir,
Chiet &1

Counsel

_ Crim. lav, ’ . ‘ . i . L
; cuts . o _ o
" Finance . ' I . o e . .
.. info.Res.___ ' o . M
© . Insp, —_ . : - : ‘
 Lab. . . .
" National Sec. __
Personnal

———

Training _-
Ofi. ol EEDA
- Off. of Public - - : : )
& Cong. Affs.___ : . : . ' ’ v . FBI/D0S
- Direclor’s Office . ©  MAlL ROOM () : o : L o

NSL VIO-23994



- Should you ‘or any member of your staff require
. additional information concernlng this matter,vanAoral briefing -

""{_w1ll be arranged for you at- your convenierice.

| Slncerely,

Julie F. Thomas
Deputy General Counsel

. f;,- The' Honorable Alberto R. Gonzalez

Attorney General : ,
" U.S. Department of Justice ce
,vRoom 5111 . :

.1 -~ Mr. James A. Baker III . .

- ~»Counsel for Intelligence POlle and Rev1ew«’ .
U.S.. Department of Justice e L
Room 6000 o &

betion Training___
aboratory____ . Off of EEO

T —

S Finance lationglSeo_____ Alfairs___
Director____-____ Gen. Souns 7 M. of Public &
Deputy Director_____ Info. Res, Personnel Cong. Affs,

NSL VIO-23995



INTELLICENCE OVERSIGHT BOARD (IOB) MATTER

FIE D ORFICE

o 2006- o2 b2
(S)  The | | Field office of ’
. 1 e n
| In this regard, two. National Security bl
Letters (NSL) were created for two telephone numbers. One - b2
] | bIE
I PubsSCriber information and toll -
records were collected for the. incorrect number pursuant to the '
'NSL. When |realized its error, it se S ho
produced for the incorrect number in the. safe of SRS
‘Chief Division Counsel. | |w11l provide these records' bk

to the Office of IntelllgenCe Pollcy and Review ("OIPR"),
Department of Justlce _ . . .

i (U) Thls matter has been reported to the FBI's Offlcef
of ProfeSSLOnal Respon51blllty for approprlate action.

RPPROVED: SR eyt 0
o 7 Fidance_ tignal Bec, Affairs

Director______Gen Sounse I it of Public &
- DepubjD]{edor (nfo. Res. :Personnel Cnng.Aﬁs. ‘

s

=

' NSL VIO-23996



(01726/1998)

. syéé:‘r

FEDERAL BUREAU OF INVESTIGATION

precedence: ROUTINE ' o ~ DAate‘: 10/7/05 -

 To: o ?f) - ~ Attn: SAC, CDC

From: General Counsel
- National Security Affalrs/Room 7974

“'Contact: Julie F. Thomws e
. - Y
| :0/// }

approved By: Thomas Julie F
' s |

R

| Drafted By: | _
B #: 3= 278-HQ-C1229736-VIO— Oa’{‘{

Wuﬁ'w“Title}"'E§<i POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER

2005:] C b2

(Uj@,synopsis:w-bé) It is the opinion of the Office of the General
Counsel (OGC) that no error was committed in this matter, and
therefore nothing need be reported to the IOB. A record of this
decision should be maintained in the investigation control flle

for review by the Counsel to the IOB. \
(U) . Deri rom -3
De ify Onz
i) reference:- >< 278-HQ-C1229736- VIO- 61’[?—
Detalls: (S) As noted in the electronlc,communication-(EC),‘ Cp1
o)
- bid
b7D
b7E

NSL VIO-23997



)

| -1

- To: N - From: General Counsel T wTE
' fRetw~ 278-HQ-C1229736-VIO-578, ;O/?/20Q5 o

sgbﬁgT-

h]}-e

»

dated 09/13/1993, mandates that Inspectors General and General
~Counsel of the Intelligence Community components

_respectively)

‘contrary to Executive order or Presidential directive.”
. language was adopted verbatim from E.O.

‘Board -
“IO0R,

‘"Intelligence Collection

"regulatlons approved by the Attorney General in accordance W1th
"E.O.

;iSlmw

» ($) Although SAl the case[egenﬁ at the L
time, drafted 4 lextension request which was forwarded to FBIHQ bl
and uploaded, the was not extended. - SA who- S hé

inherited the case—Trom SA determined on August 8, 2005, nh7C
that the had not been extended and -contacted FBIHQ to request .
a verbal extension. o S
: _ (S) However, took no action in this matter b2
- except for the receipt of the billing information from 4

pursuant to the NSL which had been 1ssued during the pendency oL .
the:I » . - .. o , T RTD

- . R . Db7E
» (s) Therefore 'all . of the investigation in this matter .
was legltlmately conducted| o ‘E;
. (U) Section 2.4 of Executive Order (E.0.) 12863 - bT7E

{in the FBI,
INSD, and the General Counsel, OGC,
report to the 10B “concerning intelligence: ,
activities that they have reason to believe may be unlawful or
. This
12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight -
(PIOB). By longstanding agreement between the FBI and the
this language has been interpreted to mandate the reporting
of any violation of a provision of The Attorney.General's
Guidelines for FBI National Security Investigations and. Forelgn.
(NSIG), or other guidelines or

the- Assrstant Director,

12333, dated 12/04/1981, if such provision was designed in
full or in part to ensure the protectlon of the 1nd1v1dual rlghts

"of U. S persons

1The NSL results contamed no toll records only bilﬁn’g rcéords; since the squect of the - bl
NMAmWHmmmeabmmsmwwphnmﬂl was not responsible for maintaining toll ~ 104

rccordsforthe[:::::::]hne . - b7D
e

2.

NSL VIO-23998



[1i0)

To: | From: General Counsel ' b;
Re: 278-HQ-C1229736-VI0-578, 10/7/2003 bk

(S) The NSIGFprovide that "

bl
b2

‘fl | including
the techniques Iisted in Far [0] €se Guidelines. " Section

I1.C.3.  These technlques include the issuance of Natlonal
Securlty Letters NSIG, Sectlon V. 12 '

(S) _Since this NSL was issued

hich was then pending, we do not

believe that the belated receipt -of the billing records from
due only to its lateness in responding to the NSL,
constitutes a violation of the NSIG or any other guidelines or

-regulatlons approved by the Attorney: General in accord with E.O.

12333 B

_ '(U) Based upon these facts, in accordance with the
terms lmplementlng the reporting requlrements of Section 2.4 of

b7E

4

ﬁb2
b4
b7D
b7E

EC 12863, it is our opinion that there was no error committed and -

thus nothlng should be reported to the IOB in this matter. A
record of this decision should be maintained in the control file
for future review’ by the Counsel to the IOB.

NSL VIO-23999



vao:fi[::::::] From: -General Counsel

- Reum [S¥ 278-HQ-C1229736-VIO-578,

Set Lead 1% (Info)

@
~J O

. t}" -

1 - 1I0B Library

KX

bo

b7C

sgbgé?

‘sWT .

10/7/2005

NSL VIO-24000
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FD-962 (Rev. 05-02~2003)

SMET
E EDERAL BU REAU OF. INVESTIGATION

, Rrecedence: ROUTINE , ~ Date: 09/12/2005
To: General Counsel Attn: Natlonal Securlty Law Branch\////.
: - “Room 7975
Counteriﬁtelligence ” ~ Attn: CD-2C Unit
: i : - . Ssa
From: , k : . -
Contact: SAl | b2 :
: ‘ - ) ’ — - _bo -
~ Approved By: | N o - biC
R ", r"N’ | E b7E

{7

(- =

o Synopsls. ]>S;i Poss:Lble I0B error for non- compllance w1t:h a

e

| 0?&) 1‘\{ fwckd‘* C'jw.u

' ’ - fpz

Drafted By:  | t kpr IQC»

Case ID #: M 278- -HQ-C1229736- VIO~C(7?—

requlrement of the Attorney General.

o

'D'eta:i;‘ls :
(s) 1.
(8) 2.

18{ 3. Possible IOB Error:

b6
'b/C
b7E

bl

b2

(S),'

NSL VIO-24001



W

To General Counsel TFrom: |

Eg{i 278- HQ -Cl1229736- VIO 09 12 2005
8L 4. Description of_IOB Error (1nc1udihgvany reporting -
~delays) . ' . o : x c . :

g .‘S}QRET

03/29/2005, Special Agent

. 05/18/2005, SsA . '
reassigned. On 05/26/2005, captioned matter was reassigned to

SAT | | captioned case agent, drafted a xtension .
request and forwarded it to FBIHQ. The EC stated, "Electronic

Communication uploaded into ACS only. No hard copy to

follow." Due to a pending TDY assignment to FBIHQ, on
[:::;ﬁ requested captioned investigation be

- writer. 1In July 2005, writer received results of a National

Security Letter (NSL). NSL was drafted 12/30/2004 and
forwarded to | | | Hid not provide NSL results to
FBI until 05/05/2005. The NSL results contained no toll

records, only billing information;[;;::::::]informed'writer

"that captioned subject maintained a basic service plan and as .
such, carrier was not responsible for maintaining toll records

for telephone linp than the receipt of the billing
information from | |took no other action in this

matter after the expiration of the as noted above. On
08/08/2005, while attempting to verITy the[ ]date for a
n:

communication for the file, w termi BIHQ had never
responded to.the lead set by |in the extension ;
‘request dated 03/29/2005. Writer contacted"rm1HQ and was ’

- granted a verbal extension. On 08/31/2005, FBIHQ informed

writer of potential Intelligence Oversight Board (IOB)

O'ﬁ;‘
wd e Y DD

© ot
R ]

(s) | |

oo

violation due to an "

While | | is reporting this as a possible IOB,

questions whether the receipt of such records after bl
th expiration, based on a lawful 1zed'request, o)

attention to its earller attempt to secure a more timely
exten81on :

| s}(gm' |
SHR

NSL VIO-24002

oN

N

Siolio ik e}

SIS IR O]
~d 3 =0 Gy
I A !

|Moreover, |again calls p7E



A 3
g ot o
&

‘ To: eneral Counsel From:r, : b2
A0 - Re: 278-HQ-C1229736-VIO, 09/12/2005 1R

LEAD (s) : - S
| Set‘ Lead 1l: (Actiom)
GENERAL COUNSEL
AT WASHINGTON, DC

- (U) For actién deeméd apprbériaté; :
‘sétlnééa 2:  (Info) |

. COUNTERINTELLIGENCE
AT WASH?NGTON,'DC 

(U) - For information only.

-

NSL VIO-24003



(01/26/1998)

w -

(-

W counsel (06C) that the above-referenced matter must be reported

S

To: Director's Office o ; . “Attn: OPR

Approved By: Thomas Julie F. - be

' Drafted By - — |J¢15
-mcase ID-#: :)s(: 278-HQ- C1229736 v10—~lV7’7

 Details:  (S) As noted in the electronic communication (EC),
.this matter has arisen as a result of a National Security Letter

SRR ' sgﬁﬂ@w » T

FEDERAL BUREAU OF INVESTIGATION

Precedence: - ROUTINE : *"»D6t35 2/06/06 ..

bZ . aten: cDC
b7E A '

From: General Counsel
National Security Affalrs/Room 7974
Contact: Julie F Thomd’s

VagnhAEEy iuad

E;tle;-#w~q~( ' POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER
S 20064 | b2z

Syngpsisam:)ﬁiv It is the oplnidn of the Office of the General

to the IOB.and to the FBI's Office of Professional Responsibility -

" (OPR). OGC will prepare and deliver the requlred correspondence
" to the IOB. Our analysis follows

~Reference: S 278-HQ-C1229736-VI0411H

oy
~d )

oo o o
RN PSS
=0

ssyﬁéw R

" NSL VI0-24004



ﬁ«ﬁﬁ

To ’[:::::::::] From: General‘Counsel bq

' (S)’ s part of this investigétion, an NSL dated
6/23/05 was issued tol |

[for financial records pertaining to the

“subject. The NSL was. transmitted by EC to] | for
~service. By EC dated 8/02/05,| [transmitted the
: results:of.the NSL received from|

. (S) The case agent began rev1ew1ng the documents and
in December noticed that| Ihad prov1ded two
"~ documents which were unrelated to the subject of the NSL: one is

a[::::::]Lettér'of Authorization for a wire transfer; the second
is a letter from an individual who appears to be aI

customer requesting tha1 |make the wire transfer noted in o

the first document. The case agent assumed that this customer

was a United States person. He made no use of these documents;

nothing from them has been uploaded into any database or stored
in any file. The case agent informed the Chief Division

Counsel (CDC), who requested that the agent forward the documentsf

to him. "The CDC has secured these documents pursuant to

instructions given by AGC | in an email to all
CDCs dated 11/22/05.1 [ | notes that there is nothing in’
the NSL which should have led to produce those two =
documents o ' :

(S) As required by Executive Order (E.0.) 12863 and

Sectlon 2-56 of ‘the National Foreign Intelligence Program Manual-t

(NEIPM}, OGC ypas—taskad tao determine whether the erroneous
production by of two documents unrelated tc the

subject of the NSL is a matter which must be reported to the IOBL
It is. o . ‘ ‘

o | t}{ Section 2.4 of E.O. 12863, dated 9/13/1993
mandates a

Inspectors General and General Counsel of the

- Intelligence Community components (in the FBI, the ASSlStant o
‘Director, Inspection.Division, and the General Counsel, 0GC,

respectively)‘report to the I0B all -information "concerning

1 This email instructed the CDCs in Fleld Offices to seal and scquestcr mformatlon
1mproperly recelved from a carrier pursuant to an NSL '

M

* NSL VIO-24005
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‘To: From: General Counsel “ )
Re: - 278—HQ—C1229735-VIO,'02/06/2006
l:S.:l‘gintelligem‘:e'ac:tivities that ﬁhéy‘have'féaSOn»to'believe may be

‘unlawful or contrary to Executive Order or -Presidential
.. directive.” In this instance, the erroneous production by

(7}

oo
NN

i

L Jof two documents concerning an individual who is . o4
‘most probably a United States.person was done without the - o QH“?7B

authorization required by law. Consequently, in accordance with
- E.O. 12863 and Section 2-56 of the NEIPM, the error must be
reported to the IOB, which this Office will do.

NSLVIO-24006°



. S%Béﬁf o S .-" ;_‘ ST
imipr:"Lf ] From: General Counsei SR o
Re ><‘:~) 278~HQ-C1229736-VIO, 02/06/2006

(A

Set Lead 1: (Action) -

s

-] =l

Mmoo

ol eedioy

a7 — —] '

. Return sealed documents to

7 and Compaﬁy.b'"

'SetvLéad'Zf_f :(Di5creti6na:y)g'
. INSPECTION

AT WASHINGTON, .D.C.

- {U) For appfopriate action.

- Ms. Thomas . -
7 (Acting UC) -
- \ T be
To0§ Library . - . PJC

[ 7
1 . ) .

wl

NSL VIO-24007



" Off.ot Gen,
. Asst. Dir.:

Coons

February 24, 20061

BY COURIER

Mr. Stephen Frledman'
Chairman - o v . » L S
» Intelllgence Over51ght Board R S S R
“Room 5020 . ’ v ST o
New Executive Offlce Bulldlng
725 17th Street, N.W.
Washingten, D.C. 20503

‘-Dear’Mr;bFriedmanf:

Thls letter forwards for your 1nformatlon a self—vv
vexplanatory enclosure entitled; "Intelligence Over51ght Board
(I0B) Matter, ‘0B 2006|:] (U) b2 | | |

: " The enclosure sets forth detalls of 1nvest1gatlve E
‘act1v1ty which the FBI has determined. was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence InvestigationS'and/or
laws, Executive ‘Orders, or Presidential Directives which govern
FBI foreign counterlntelllgence and 1nternatlonal terrorlsm ’
.1nvestlgatlons (U) : :

;Enclosure

1 - 278- ~HQ-C1229736- vzo—{[fz(g?

...fﬁNCLASSIFIED WHEN -
' 'DETACHED FROM -
 CLASSIFIED ENCLOSURE

Oep. Dic_
Chief o
Statl__.

Counssl,

Crim, Inv.

- . Finance : . . : L - » . . . .
|l'\SPA = x . . : B . .. - i -
Lab. o o . S .
.. National Sec. ___
Personnel _
Training
ON.oVEEDA____

. Oﬂ af Public

can ' o B o : o B R T eBIDOS

" NSL VIO-24008



i Should you or any member of your staff requlre :
additional information concerning this matter, an oral brleflng
will be arranged for you at your convenlence ' R

wslncerely,

Julie F. Thomas ,
Deputy General Counsel o

1 ~ The Honorable Alberto R. Gonzalez o
Attorney General .

U.S. Department of Justlce

Room 5111 ,

1 - Mr. James A. Baker III _ : o
" Counsel for Intelligence Pollcy and Review
U.S. Department of Justlce T

: Room 6000 . ' :

- (3‘l~,l'nv.;
PRRONED: S5

Inspection Tratning

Laheratory . Off. of EE0
: . Fiaeg Natiendl $50. . Aflars__
Dtuctor____;.__Gﬂn £oUgels L OffofPublick

Depuv,mrecior lnto ﬂes — Pers(onnvel______ Covng.Aﬂs;___,v___-.._;

NSL VIO-24009 -




F:S%;gggr: 

: INTELLIGENCE OVERSIGHT BOARD (IOB):MATTER
b2 _— ] FIELD OFFICE

w7F . .- I0B MATTER- 2006 :Ib%

(5) Thé:] Field Office of the Federal Bureau

- of Investigation has reported an error_in conjunction with that
, lelSlOﬂ si |1nvest1gatlon ofg:::;;;i;] In this regard,,na

in response to a National Security Letter to] ‘
Ierroneously prov1ded two documents which were

unrelated to the subject of the NSL, which were associated w1th a.*

customer who is probably a Unlted States person

: (U)' Thls matter has been reported to ‘the FBI 8 Offlce»
of Profe551ona1 R85p0n51b111ty for appIOprlate actlon

-
EY

_NSLVIO-24010

b1

12y
N2

- b6
“bIRA

S cRiol
L bTE
*b4 g
S b7D




R
T

(Rev. 01-31-2003)

FEDERAL BUREAU OF !NVESTIGATION

' Precedence: ROUTINE . Date: 03/31/2006

: . ) . b2 ‘ 'v, o - : . )

be  Atta: CDC |

. _ : S - Squad 1, Legal Unit

: irector's Office biC Attn: OPR '
Jgeneral Counsel b7E ‘Attn: AGC

Toil

From: | ‘ |
ISS Unit

Cont§\c\t 1SS

Approved By:

A : bl
Drafted By: | |tdv 970) %é 02

oo

mJNCase...ID_F#: (8) | ] (Pendlng)/ \ b6
C P 278-HQ-C1229736-VIO  (Pendingy/ niA
. R o b7C
(. Title: {;i POSSIBLE INTELLIGENCE OVERSIGHT = nTE
. : BOARD MATTER . : : :
2006 ]
Synopsis: (S) NSL material returned to financial
“institution,
) - TS _‘ ‘Dev i G
E&( ssify On:
Referenée:'(S) _
Details: (S) - On 03/31/06, | ' ' | fb}
returned documents that were provided toI in errx b2
by | | in response to an NSL toi |_ bo
bTA
LiC
: : A - - —1 bTE
" (U) Lead 1, | ‘ |- Eb4
: o : o b7D

SE){QT

NSL VIO-24011
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Séké?T' R
From: | | b2

- To: | |
- _;i-Ui--;Be'“:(S)ﬂ | _ .;-Y-I"' 03‘/31‘/2()06‘ T Lia

R b7E

'LEAD(s): '

. Set Lead,l:']IInfo)v'”' b2
o ' b7E

AT '". ST

{U) Fo;vinfOrmafioniqniy,
”Sét té;d‘Z; (Ipfo)i v
| ;DIREQTOR'élbeICE g

(U) ‘Read”and cléar;’ 

| Set Lead 3: (Info)

GENERAL COUNSEL
AT WASHINGTON, D.C.

f(U) Readvand'cléar.

e

SECRET

NSL VIO-24012



oo

oot
g

-

{m

',_..l

[

(@)

I

e e

' FEDERAL BUREAU OF . INVESTIGATION

‘Precedence: ROUTINE o L Date: 2/27/06
. To: Director's Office - R 'httn:-OPR.'

b2 - Atta: CDC

b7E -

Frbm: General Counsel
‘ National Security Aff rs/Room 7947
‘Contact:: Julie F. Thpmas

Approved By: Thomas Julie ‘ Ai, o :bg-

N | Ok pe
) L N

Drafted By 1 |3%15' f '?

Case ID #:° 3 278’;HQ*C12“2‘9‘7'36—VIO-—' /Ra‘i

jTitleT““‘ “liggl POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER

2006—|:|

- BYyNnopsis T {@ﬁi It is the oplnlon of the Office. of the General

Counsel  (OGC) that the above-referenced matter must be reported
to the IOB and to the FBI's Office of Profess1onal Responsibility .
(OPR) .  OGC will prepare- and deliver the requ1red Correspondence

' to the IOB. © Qur analy51s follows

()

Reference: - (5 27 8-HQ-C1229736-VI0-1159

1Detalls A (S) 'As noted in the electronic communication (EC),

this matter has arisen as a result of a National Security Letter

; s;r.}é:r -

' NSL'VIO-24013




To: [::::::] From: General Counsel . P2 S
- Re: - (S) 278- HQ Cl229736-VIO, 2/27/2006 b7E

v

' (S} As part of thlS investigation, en NSL dated _ SER
1/9/2006 was issued to | | - b2

[ ] for financial records pertaining to the subject. | was - pa
provided with the full legal name of the subject, his date of - pID

birth, soc1al securlty number and address. b7E

, (S) Upon rev1ew1ng the documents provided by[:::::::]in .
_response to the NSL,l learned that the material provided by
| was that of a comnp! etely different individual, bearing
the same name. This unrelated person may be a Unlted States :
person.

- iUh“:}Si:NO data redgarding the financial records received in
.error was uploaded into FBI indices nor any other investigative
database. The Chief Divjsion Counsel has sealed these documents
and will maintain them. will be notified of their error.

‘Uﬁ'»ﬂjﬁﬁi; As required by Executive Onder (E.O.) 12863 and ETT)
Section 256 of the National Foreign Intelligence Program Manual — =
(NFIPM), OGC was tasked to ‘determine whether the erroneous

production by of financial records unrelated.to the

subject of the NSL 1s a matter which must be reported to the IOB

It is.

EUJ >< Section 2.4 of E.O. 12863, dated 9/13/1993.
.mandates that Inspectors General and General Counsel of. the
Intelligence Community components (in the FBI, the Assistant
‘Director, Inspection Division, and the General Counsel, '0GC,
respectively) report to the IOB all information "concerning.
‘intelligence activities that they have reason to believe may be
" unlawful or contrary to Executive Order or Presidential
- directive. In this instance, the erroneous production by - o
of flnanc1al records concerning ‘an individual who may be a . 4 .

United States person, was done without the authorization requlred . b7D -
by law. Consequently, in accordance with E.O0. 12863 and Sectlon

2-56 of the NFIPM, the error must be reported to the IOB whlch

this Office W1ll do : , : L

o+

" NSL VIO-24014



pler

To: | From:’ GéneralbboﬁhSel'b' o
({0 Rre:- 278-HQ~C1229736-VIO, 2/27/2006

Set Lead 1: ‘KAcﬁion) '”’vb i "o A’ ;

 If'not élréady done so, sequesterbthe documents-at:iésué;

.. with the CDC and await further instructions regarding disposition
- by NSLB. ’ - S : . v ST

‘ \Sét Lead 2: A(Disc:etipnéry)' -

'INSPECTION

AT WASHINGTON, D.C. -

(V) For apprOpriate'agtion. _~1f

Ms. Thomas R
- | [(Acting UC) _
1 | - bt
" I0OB Library . .u:' ~ biC

N :
| _

Y S

SECRET

© NSL VIO-24015



- Chief 6t

© Asst.Dir:

1Maroh 15;'2006 _fh-“

.~ BY COURIER

Mr Stephen Frledman
Chairman: o
Intelllgence Over51ght Board
-~ Room 5020
New Executive Offlce Bu11d1ng
- 725 17th Street, N.W. '
. Washington, D. C. 20503

’Dearer. Frledman

.

This letter forwards for your lnformatlon a self-
‘explanatory enclosure entitled, "Intelllgence Over51ght Board
(1I0B) Matter, IOB 2006 (U) DY .

S A The enclosure sets forth details of 1nvestlgatlve’ e
~activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelllgence _ —
Collection and Foreign Counterintelligence Investigations and/or =
. laws, Executive Orders, or Presidential Directives which govern'
- FBI foreign counterlntelllgence and 1nternatlonal terrorlsm
'1nvest1gatlons (U) : .

o Enclosure R

“1 - 278-Ho- C1229736 VIO— [RZ\O

,.,uucmssrr?'mb' WHEN -
 DETACHED FROM . .
©CLASSIFIED ENCLOSURE

Dep, Dir.

. Staf__.
Off, of Gen.
Counsel

Crim. Inv.
- SIS

Finance
" info. Res.

nsp.,

~ Leb.
National Sec. _
' Personnel
Training
Off. of EEQA
. Off. of Public -
& Cong. Alis,

. o . ) - Feubos
* Disector's Office __ MAIL ROOW () - - T

NSL VIO-24016



Should you .or ‘any- member of your staff requlre

~additional information concerning this matter, an oral brleflngg>;f""'

will be arranged for you at your convenlence

Slncerely,_

Julie F. ‘Thomas.
: Deputy General Counsel

1 - The Honorable Alberto R Gonzalez
Attorney General
- U.S. Department of Justlce
Z:Room 5111 ' :

1~ Mr James A. Baker IIL , :

- Counsel for Intelligence Policy and Rev1ew o
U.S. Department of Justlce"- o .
,Room 6000 ' . S '

[ PR

DA% MLdED |
Y'MVB‘E AT e
3§, of Public &

Dicactol___ cmums____;

>

" NSL VIO-24017



| s@@’l‘,

INTELLIGENC ' STGHT BOARD (IOB) ‘MATTER - b

FIELD QEFICE LT g
{m “10B MATTER AAAAAA 2006 — - IS( ) bj - o

» - (8) The [::::]Eleld Offlce of the Federal Bureau of
" Investigatdan-hag reported an error in conijunction with that -

division'sg linvestigation of ~ In Tfffj

pl

xaocard io¥ESBOnse to a National Security Letter (NSL) to B
erroneously provided financial records which were,»[f.f D2
unrelated to the subject of the NSL, which were associated w1th a " pE
customer who may be ‘a Unlted States person.. "_ o P
{(U) This matter has been reported to the FBI s Offlce fff}ﬂ7D
of Profe581onal Respon51b111ty for approprlate actlon I ._w‘: ‘b6

- b7D

~NSL VIO-24018



A v

ST {D1126/1998)

B}

FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE . . . . pate: 3/6/07
ST . bI7E o ssA] . b6
Counterintelligence » o fAttn:_CD'BA 5 2
- ‘Imspection - . Attn- 118, CRS| |

‘»'Approvéd_By: 'Thomas Julie’F

m

. revision of r initial conclusion (EC dated 11/03/06) that there
" had been an error reportable to the Intelllgence OverSIght Board
' (IOB) in thIs matter

I ”"“*””hm ““r;ES(:Thls case lnvolved a cellular telephone number
© - subscribed td b

lFrom;' General Counsel

.;DrEfted By:‘: '
‘Case ID #: }s{ ~278-HQ-C1225736-VIO— 545 ;{

o LTitle: &) POSSTBLE INTELLIGENCE OVERSIGHT BOARD MATTER

- National Security Affalrs Room 7974
Contact Julle F Thom

l |

,,F

2006: bz

Syn0p51s~ ;éjﬁig ThlS Electronlc Commun1cat10n (EC) contalns a
u

Yy the subject of .the. investigation, who 1ater4~»ulﬁ

‘terminated the coverage (see dlscuSSIOn infra). "That same

telephone number, unbeknownst to the FBI, was subsequently l,7'”

' reassigned to an unknown United States ("US”) person. . FBI OGC

was initially under the misimpression that there had been

’electronlc survelllanoe of this cellular telephone: number, but
- there was not. ' In fact, the FBI was in receipt only of telephone_
‘toll records for that number, pursuant to a legitimate NatIonal

Security Letter; there was no unauthorlzed FISA take on thlS

‘ cellular telephone number 'as orlglnally thought :y%tim

NSL VIO-24019



N U»:r"y. A»ﬂlf »[ff“'” ; :A ’s?&?gT ,-"-_j N
R  To: ] ~From: Generai'Cthself;bz -
L tUi"9Re‘“” ) 278- HQ C1229736 v10 3/06/0?4 TR

Thﬁs,‘lt is the current opinion of the Offlce of the General
- Counsel {OGC) that ne- error was committed in this’ matter,,and

‘therefore nothing need be reported to the IOB. A record of thlsiﬁib
decision should be maintained in the 1nvestlgatlon control flle :

*;3for review by the Counsel to the I0B. ,7

”,iUItf“Reference 3§<: 278-Ho- C1229736 ~VIO 1851

”Detalls v-3(S)' The referenced electronlc Communlcatlon (EC) frbﬁf?ff}]}f
b “

. thel L _reflects that

T

- I National Security Letter (NSL) was ' '~

~prepared for on May 9, 2005 requesting subscriber. .

o 1nformatlon - — S s

1q1’

(S) ‘A review of source reportlng fronlt:::::::]'OhV"‘""A

Octaoher 28 2008 reusaled that fhnre was a sarial connection

1] Ul Mgy 1J7, £UVO, dll (Nolh Was DIEDdIed Te(ueosSt 111J

»h%éggﬁT‘f"

-'v21

* NSL VIO-24020

b2
b6

jar:

prc

7D
b7E

bl
b

bIC
DTE

bl

b2

"::;*)6
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b7D
b7E

b6 ¢
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oo

~1 o0

— .

's%}éET,'

T e o,  r
- To: E;;;:::::] From: . General. Counsel D: e
Re: - BB 278-HQ-C1229736-VIO, 3/06/07 PTE

B

.b.-‘

51|

(S)”fOnl — IISAI v |rece1ved:to11

‘records frou| [via the | !Fleld Office in response to - .=
‘the May 19 NSL. The ' ved were divided between two - . 701
. subscribers: those oﬂ gnd those of a second -~ - D2
' subscriber.- The records from| | .~ b4

E_| b6

K TEW SUDSCIIDEY TOOK OVETL T T

account on| | Records for this subscypiber. a ’-<1;~;b7D

- _presumed U.S. person, were prOVldEd by from ﬁ'gmb7ﬁ

-tf e B ;}ﬁif ThevPres1deht; by'Exeohtlve Order'12334 .if,{if 
‘s»fdated 12/04/1 81, established the President's’ Intelllgence‘f"

~ and established the. Board as.a standing commlttee of the
'fPre51dent s Poreign Intelllgence Adv1sory Board. Among. 1ts
. responsibilities, the IOB has been given authority to reyiew the
. FBI's practlces and procedures relatlng to forelgn 1nte111genc
'v‘and forelgn counterlntelllgence collectlon SR .

- . the Assistant Director, INSD, and the General Counsel, OGC
- respectively) report to the 10B " “concernlng intelligence

‘°f;f;1anguage has been interpreted to mandate the reportlng of . any'5’
" violation of a prov151on of The Attorney General's Guldellnes

'dated 09/13/1993 mandates that - Inspectors General ‘and General

Oversight Board (PIOB). On 9/13/1993, by Executive Order 12863
the: Pre91dent renamed it the Intelligence "Oversight Board: (IOB)"

(U) Sectlon 2 4 of Executlve Order (E O')'12863

Counsel of the Intelllgence Communlty components (in the FBI

'act1v1t1es that they have reason to believe may be unlawfui or f;
contrary to Executive order or Presidential Dlrectlve 7. - This -

for FBI National Security Investigations and Foreign:

;_IntelllqenCe Collection (NSIG), effective 10/31/2003,- or otherllf?ffﬁ”vvh
~-guidelines or reguldtions approved by the Attorney General in =
- accordance with E.O. 12333, dated 12/04/1981, if such provision -

was designed to ensure the protectlon of ‘individual rights. T
Viclations of provisions that merely are administrative in = = = -
nature and not deemed to have been designed to ensure’ the"
protection of 1nd1v1dual rights are generally not reported to

'?l'the IOB. The FBIL Inspectlon D1v151on is requlred however, to\s‘ffﬂ o

_sﬁ;@sT
.-3

NSL VIO-24021



S To: [:::::::::] From{deGenerallcouhsel;1b9
_fwmgaRea;->g?,278;HQ—c12397355VIo,_3/06/07:_ﬁb7E

.

R malntaln records of such admlnlstratlve VlOlatlonS for three'"”
© . years so. that the Counsel to the I0B may review them upon: '
.. request. The determlnatlon as to whether .a matter is = L
. "administrative in nature" must be made by OGC. - Therefore, such@'g~~‘“"
*'admlnlstratlve v1olatlons must be reported as potentlal IOB '
A,matters : :

B ' ~+»)§Q 'NSLs are a. spe01f1c type of. 1nvest1gat1ve
’ ;w“tool that allows the FBI to obtain certain limited types of . _ 5
" information without court intervention: (1) telephone and emallt“l*
‘ communlcatlons record from telephone companies and internet -
';hserv1ce prov1ders (Electronlc Communications Privacy Act, 18v"1>.
. U.S.C. § 2709; *(2) ‘records of financial institutions (which is = = 7
‘very broadly deflned)(nght to Financial Privacy Act, 12 U.S.C.§ ‘
. 34l4(a a) (5) (A); (3) a list of flnanc1al institutions and consumer .
-identifying 1nformatlon from a credit reportlng company . (Fair f;if”"”
Credit Reporting Act, 15 U.S.C. §§n 168lu(a) and (b); and {4)
“full credit report in an international terrorlsm case (Fair '
Credit Reporting Act, 15 U.S.C. § 168v). NSLS may be 1ssued in-
. 'conformlty with statutory requlrements, 1nclud1ng 18 U. S C § .
' 2709. 'NSIG, Sectlon v.12. . -

(S) Here, durln an authorized investigation, the = = -+

FBI properly served an NSL on a cellular telephone. *
- provider,- and received telephone toll records for the requested
.- cellular telephone numbex ] | However, unbeknownst - .
_to-the FBI};the“Subiect,| |term1nated his subscrlptlon:fg"'fV,
 to.this number| [and a new subscriber, a - Dbl
"~_presumed Us person, took over the account | | b4
Thus,; the FBI received information--toll records for this. .‘fgx,j”b7g
fsubscrlbervfrom| beyond vfﬁjﬁﬁsho
- what it was legally authorized to receive. has - e FZ:P
- seqguestered the records for thisg perlod LT
(W j}ﬁ: By agreement with the Counsel to the I0B, it

is our opinion’that this error is not reportable to the IOB.. A m;;f
record of this decision should be maintained'in the control flle
for future review by the Counsel to the I0B.

SEXET

NSL VIO-24022



,“§9<§ET4‘ SRR
.. To: =~ From: - General Counsel™ - B:E
"Re: Xg) 21B-HQ-C1229736-VI0, 3/06/07  °'F

| " v-'Sé.‘t Lead 1: ",_fs,(AéAt'icn') . bglnb’Z-

) S ’.C[:::::::::]*'ﬂ‘ o U BTE e

 ‘~AiJ : — | } ‘ ¢>4‘  ﬁW  S
(S)[::::::::]iSTréquestéd‘toﬁfeﬁurﬁlto

" the seguestered toll records of telephone number]

:”Séttieath: . {Info) -

. COUNTERINTELLIGENCE . . -

' AT_WASHINGTON, DC
v"'(U):Rgéd andﬂéleap;>3f;
Set Lead 3:  (Info) -

' AT WASHINGTON, DC -

" (U) Read and clear.’

,!ACC:ﬁMS.‘Thomas S S
o b6
- I0B Library = ' :

: SECRETviliAJI .

NSL VIO-24023



&’hAprll 5 2007u%f.hfhh£'

| ?“',BY COURIER TSN

~ Mr. Stephen Frledman__""'
“Chairman. . L
‘vIntelllgence Oversrght Board
- ~Room. 5020 a
~New’ Executlve Offlce Bu11d1ng
© 725 17th Street, N.W. =~ -
frWashlngton, D C. 20503 f:~f7

";ﬁ_Dear Mr Frledman

o *FTkThls letter contalns a rev151on of our 1n1t1a1 :
;f;conclu51on that there had been investigative act1v1ty conducted
' contrary to the Attorney. General Guidelines for FBI Foreign:: .
TIntelligence Collection’ and Foreign’ Counterlntelllgence ?,‘v=~5
Investigations: and/or laws, ‘Executive Orders, or Presidential-”
;'%Drrectlves ‘which- govern FBI® forelgn counterlntelllgence and o
fv;ﬁlnternatlonal terrorism 1nveqt1gat10ns, w1th respect to . .. B
;5."Intelllgence Oversrght Board (IOB) Matter, IOB 2006[:::],(U)b2 . i

. wahlS case 1nvolved a cellular telephone number
fvg,subscrlbed to by the: subject of the 1nvest1gat10n, -who - later o
“Eugtermlnated the coverage - That - same telephone number, unbeknownst
" to ‘the FBI,.was. subsequently rea331gned ‘to.an unknown . United
5{States,("US"} person. . The FBI was~ under the m131mpre531on that
- .there had been electronlc survelllance of .this’ cellular telephone
© . number, but there ‘was not. In- fact “the FBI .was in recelpt only‘
oof telephone toll records for that number, pursuant to a: P
" legitimate National Security Letter; there was no . unauthorlzed
- FISA. take .on thls cellular telephone number, as orlglnally

. ( ithought M l:U:I ety
oapm,‘ 1-~ 278 HQ C1229736 VIo-——-;Zggg

’ Chiefot -
C Saf__
Off. of Gen.
_ .. Counsel__
T Asst Dl
oo Cmnv.
Lcas__
. Flnance C
" Anfo. Res. .~
L. nsp.
" Lab,
. Nallonal Sec. ___
. Persannel
© . UTrainlng
. Ofl.of EEOA _
Qft. of Public

& Cong. Afts.

S A v :‘F‘BUDQJ.E'
“ Diector's Office __ + MAIL ROOW [T o

wsviozies



Thus, we erroneously reported thls as, an’ error reportable to the
IOB when 1t was not (U) I C T

- f:js_i,ricéiely, e

Julle F. Thomas "
‘ Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez'=
) vAttorney General L ‘
 U.S. Department of Justlce T
Room. 5111 o ol

-1 »_Matt Olsen - e ’ ‘ e
' Deputy. Assistant Attorney General
Natlonal Securlty Division: E P
U.S. Department of Justlce ;J~'f.~hﬂf-ﬁ' I
Room 2200 c T

Acting Counsel lﬁ? IR
,Office of Intelllgence Pollcy and Rev1ew o
- U.S. Department of Justlce S
, -'Room 6150 :

DR nnaﬂr_n_‘,f h._ hﬁf‘ul?“c __ Afairs,
CDiegtor - Gen Comnsilddd R Off. of Public k
_ Depuw Dwec Inlo Res e Persomnel ______ Cong. Afls.___

APPROVED 5 bt —— T

NSL VIO-24025



-

. From: General Counsel

‘ApprovedtBy: Thomas'Julle Fd(

-National Security Affal s/Room 7974
COntact. ‘Julie F. Thonas

‘-‘fD:;afted."‘B):r»:' ' - 3’{?«9 o bg

Case ID #: }\g{ | 278-HO-C1229736- VIO**"SL@@ D’C S R .

- 62F—|:|-A89455 -> ok

”ritle_:cm-gs(, POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER e

00 ] . vz

- Synopsis:s- I8} It is the oplnlon of the Offlce of the General

- Counsel (OGC) that no error was committed in this matter, and .
‘therefore nothing need be reported to the IOB. A ‘record of this

" decision should be maintained in the 1nvestlgatlon control flle‘
for review by the Counsel to the IOB : :

(U‘)

62F A89455—-I66 Jen-q\ Zl

| .'Reference. (§< 278 -C1229736- VIo.S‘at!a( Zlf‘f

, . - bl

,_De:aals - AS noted in the electronlc communlcatlon (EC) -bZ
On B8/28/2006, a Natiomal Security Letter [NSL) was gj(«
: . . o ' . . ' . o TE

‘ ~S§<RET -

NSL VIO-24026

(01/26/1998) -
' FEDERAL BUREAU OF INVESTIGATION

.Precedence: RQUTINE' o o o  .' . » FDate:33/19/07vf v

To: P2 o Attn: asa I
- SDTE . ' CDC'| | : o 7
. R - 0

Counterlntelllgence'“j' - Attn: AD g : o

Inspectlon : . Attm: IIS, CRS| |

& IR oo

Ne



:}ﬂ}To&?L[:::::::j”Frem} Offlce of the General Counsel ba

Re:  278- HQ C1229736 VIO, 3/19/07 R o b7E
I:S:I icened +-n| |1°nr ‘f'inanr‘-i al reoords I » A .
| The NSL requested records of transactions '“;_:JDG
through |cffice reported CbicC
delivery of the NSL on 10/24/2006 and retrleval of the requested '"T{b4
vdocuments on 12/06/2006 L . P §
: o When the [::::::]Field‘Office 'reviewedvthe‘“%ﬁ;dﬁé
'»ij*wrecords on 2/99/2007, there were nine transactions that occurred —~7 7E
" in Decemberx2004 which was prior to ‘the -time perlod requested in: ;8'E ;
' the NSL. : : ' _ R
| . }&( The orlglnal document s reflectl e information =
o gwhlch was not" requested have been forwarded to CDC and 'irbr ,
- seqguestered. Redacted copies which only reflect information B

requested by. the NSL w111 be retalned for the case. flle

LM ]S{: The Presrdent by Executive. Order 12334 ‘dated
- -'v12/04/1981 established the Pre51dent's Intelllgence Over81ght
‘Board {PIOB). On 9/13/1993, by Executlve Order 12863, the
President renamed it the Intelligence Oversight Board (IOB) and
- established the Board as a standing committee of the: President's
Foreign Intelligence Advisory Board. Among its: responsibilities,
. the IOB has been given authority to review the FBI's practices
- and procedures relating to foreign 1ntellloence and forelgn :
counterlntelllgence collectlon

: {U) Sectlon 2 4 of Executlve Order (E O ) 12863,
dated 09/13/1993, mandates that Inspectors General and General
,~'¥Counse1 of the Intelligence- Communlty components {in the FBI
- the Assistant Dlrector, INSD, and the General Counsel, OGC,
,;respectlvely) report to the IOB “concerning intelligence
~activities- that they have reason to believe may be unlawful or
contrary to Executive order or Pr951dent1a1 Directive.” This
‘language has been interpreted to mandate the reporting of any
violation of a provision of The Attorney General's Guidelines_ for. .

aThd | bd

NSL VIO-24027



jTO:-f :'From Offlce of the General Counsel 'b"3
Re:"j; 278-HQ-C1229736-VIO, . 3/19/07 b/E

ff FBI National Securlty Investlgatlons and Forelgn Intelllgence ]
" Collection (NSIG), effective 10/31/2003, or other guidelines or y»g‘

regulations approved by the Attorney General in accordance with

- B.O. 12333, dated 12/04/1981, if such provision was de81gned to
‘ensure the protection of individual rights. - Violations of '
‘provisicns that merely are- admlnrstratlve in natureﬁand not
‘deemed to have been designed to ensure the protection of LT
individual rights are generally not reported to the IOB. The FBI

Inspection Division is required, however, to maintain records of

- such administrative violations for three years so that- the
_Counsel to the IOB may review them upon reguest. The .
- determination as to whether a matter is "admlnlstrative in-

" nature"® must be made by OGC. . Therefore, such admlnlstratlvev

1MV1olatlons must be reported as potentlal IOB matters

,.that allows the FBI to obtain certain limited types of o .
_slnformatlon without court intervention: (1) telephone and email
xjcommunlcatlons record from telephone companles and internet I

NSLs are a spec1flc type of 1nvest1gat1ve tool‘_a“

service providers (Electronic Communications Privacy .Act, 18

- U.8.C. § 2709; (2) records of financial institutions (Which is: .
© - very broadly defined) (Right to Financial Privacy Act, 12 U. S.C.§8 .

3414 (a)(5) (A); (3) a list of financial 1nst1tutlons and consumer

sldentlfylng information from a credit reporting company (Fair

Credit Reporting Act, 15 U.S.C. §8n 168lu(a).and (b); and (4)
full credit report in an 1nternat10nal terrorism case (Fair

" Credit Reporting Act, 15 U.S.C. § 168v). NSLs may be issued in

conformity with statutory requ1rements, including 18 U.S.C. §

:2709 NSIG Sectlon V.1l2.

' o (S) Here, during an authorized investigation, the FRBI
'properly served an NSL onl | In response to -
~the properly served NSL, the FBI obtained financial records - . '
-.containing ‘information beyend what it is legally authorized to
- receive. The FBI, having ascertained that nine transactions for
.December 2004 were beyond-the scope of the NSL, forwarded the -
unasked for information to the CDC for sequestering and redacted’

their flles to reflect only information respon51ve to the NSL

tm}x: By agreement with the Counsel to the IOB -1t'is
our opinion that this error is not . reportable to the IOB A

record of this decision should be malntalned in the control flle‘j‘
; for future review by the Counsel to the IOB. :

SMET

'3

- NSL VIO-24028
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To: "

'Af;Set Lead 1

o Toir ‘“%rdﬁb Offlce of the General Counsel
- ;Re'~ 278 HQ—L1229736 VIO,'Z3/19/07 i

o ~L’a¢-~¢{7 ﬁbZ' |
(Actlon) v7  7t‘.;¢jfp%:b7?

AT ’MASSACHUSETTS3'"

EB( Return orlglnal documents whlch reflect;

'tSJaa“ 1nformatlo lbeyond the scope‘of the NSL to

e Set Lead 2

(Info)

COUNTERINTELLIGENCE

E;Séﬁ Lead 3:

AT WASHINGTON DC R

:‘“{U)- Read and clear .

(Info)

' INSPECTION

7f AT WASHINGTON Dc'

1-Ms. Thomas -

'{U}’ Read and cleaﬁf

A‘Jl
1

b6

TS

. 1-I0B Library

s
2
@]

" SECRET =

NSL VIO-24029

e

@EYD“



(01/26/1998)
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. From: General Counsel

biApprovediBy:' Thomas Julie

FEDERAL BUREAU OF INVESTIGATION

FFPrecedence:-‘ROUTINE R E~¢E S :‘.-Datéﬁjlz/OS/OGf”
To: o L2 - attnr sac, CcDC ,
' - Counterintelligence oo Attn: CD-2F, Room 8672
S } : ’ -biC . os/1An
Inspection - b7E "~ Attn: IIS

National Security Affair&/Room 7974
" Contact: Julie F. Thofas. :

R

‘Drafted;By: . éﬂm& - be
Case ID #: (U) 278- ~HQ-C1229736- VIo—-[WZ—- E”fL

) 278 Jc76104~HE
(8)

‘Title: ')B(: POSSIBLE. INTELLIGLNCL OVERSIGHL BOARD MATTER

2007 b

fSYﬁbpsiséw"gﬁé It is the oplnlon of the Offlce of ‘the General
- "Counsel (0GC)

that no error was committed in this matter and
therefore nothing need be reported to the IOB. A record of this

 decision should be malntalned in the investigation control file

LU ‘Réference: IRJ 278-HQ-C1229736-VIO-1787

Details: (S) As noted in the electronic communication gEcz -
Aatad 1n/az/a2nng

for rev1ew by the Counsel to the IOB.

m)

. NSL VIO-24040
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To: J ?fom;f[GéhefalfCoﬁﬁéel”}h fb? o
Re: - TERHQ-C1229736-VIO, 12/05/06 7.

. (S)’[::::::]initially'requested NSL subscriber and toll °
billing 1pformatlon for a telephone number belong

the subject of the 1nvestlgatlon S

-{S) Based upon the information obtained f»
[:::::::]then requested subscriber information fo

1ng|

numbers belonging tol

|received the

results. of that subscriber NSL from|

| on

~in the case file.

number and assoc1ated subscriber information have
uploaded and no record of them exists within ACS.

not bee

[l

is

maintaining the results of this particular NSL {including the
incorrectly provided subscriber information) on a compact disc,

which was provided by Corporation,

B Thls NSL was issued during a leglt

1mate

linvestigation, |

| and the errcr

13 ~-|

that was not asked for.

been uploaded and no record exists within ACS.

(U) Sectlon‘2.4 of Executive Order (E.O.)

was- the provision of one erroneous subscriber informatlonAby the

This erroneous
Telephone number and associated subscriber information have not

N

12863,

dated 09/13/1993, mandates that Inspectors General and General
(in'the'FBIy
the Assistant Director, INSD, and the General Counsel, -0GC,

Counsel of the Intelligence Community components

respectively) report to the IOB “concerning intel

ligence

activities that they have reason to believe may be unlawful or-

contrary to Executive order or Presidential directive.”

" This -

language was adopted verbatim from E.O. 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight

‘Board . (PIOB). By longstanding agreement between the FBI and the

I0OB, this language. has been. interpreted to mandate the reporting
of any violation of a provision of The Attorney General's
Guidelines for FBI National Security Investigations and Foreign

iﬁ&%ET'

2j

NSL VIO-24041

com that NSL,.

telephone -
|subscribers that -

‘approximately 9/21/2006. After viewing the compact disc provided .

bv | | on 9/22/06| learned that - =
had included subscriber information for a telephone -

TTUmber that was not - asked for. Consequently,Athls telephone

in a 1A envelope




S K N From: Gereral Counsel 'f?fin e
- oqm)s Res - 278-H_Q-C12297V3v6 ‘V_IO 12/05/06 T b7E

tIntelllgence Collectlon (NSIG), or other gu1de11nes or .

regulations approved-by the Attorney General in accordance. w1th

. E.O0. 12333, dated 12/04/1981, ‘if such provision was designed 'in

full or in part to ensure the protection of the individual rights

~ of U.S. persons. On 3/28/2006, NSLB'sent a letter to’'the Counsel.
for the IOB requesting their concurrence to treat these third

party errors as non-reportable, though we will require the field
to continue to report any improper collection under an NSL as a

potential IOB matter. By letter dated 11/13/2006, the  Counsel tot»
the IOB agreed that third party errors in the collection of

information pursuant to.-an NSL must be reported to OGC but are
not reportable to the IOB. : : .

(8) Here, an error on the part of

esulted in the unintentional acdUIZICION O -

.information. - It should be noted that the FBI's response in

receiving the unsolicited material was commendable. Upon viewing

~the compact disc provided by and
realizing that subscriber information ror_a telepnone number that -

was not been asked for had been included, has maintained
the results in a 1A envelope in the case file, and no results of

‘this’ NSL have been uploaded and no record ex1sts in ACS

i O Based upon our analysis, the carrier's mistake is
not reportable to the IOB as the FBI has not acted unlawfully or
contrary to Executlve Order or Pre51dent1a1 Dlrectlve

 SEERET

NSL VIO-24042

cliolen
—~ =J

o1

RO

[N



| setiesal:  (Aetiom)

From: General Counsel ~
278-HQ-C1229736-VIO, 12/05/06

>
7

[

oot

. arrange for delivery of correct information:
in response to previously issued NSL.

Set Lead 2:  (Info)
| v ,'COUNTERfNTﬁLLiGEﬁéE‘-
BT WASHINGTON, DC
_ Vt,thiIRéaa and-éléa;;
Set Lead~3: A (Iﬁfo)"“
| i INS?ECTION‘

AT WASHINGTON, DC

v&U) 'Read and clear.

1-Ms. Thomas
1
1
1-I0B Library.
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FEDERAL BUREAU OF INVESTIGATION

}préCédénce:;iRoUTiNE»"ﬁg%? o fﬁ\”g]g7g7 §1f.; j17pate; 1/18/o7“lf

I ounterlntelllgence
',Ffbmk' General Counsel

prproved By. Thomas Julie F

Y
NG

O\D

_Attn: SAC, CDC..
- Attn: AD -
Attn: IIS, CRS

m O

Inspectlon

ool cex

R N |

‘National Security Affa'rs/Room 7974
Contact., Julle F. »Th mas

o
AL L

c6
C

v"‘?";ift'ea..ﬁ?’ ) — ‘, IM ©7E |

. Case ID H#: (U) 278~ ~HQ-C1229736- vzo—-—a'\’(5(0

3sr szpDA89455—~(©O

Title:- (8] . POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER

2007[::::] b4

V;Synopsxs 2%)” It is the oplnlon of the Offlce of the General
" Counsel (OG )

~ that no.error . was committed in this matter cand - ¢ -
therefore nothing need -be repoxted to the IOB. -A. record of thlS' R

s»dec1olon should be maintained in the 1nvestlgatlon control flle

for rev1ew by - the Counsel to the TOB

.f(Uy 

“Reﬁérendé;,>§?‘:é784HQ—CiZ29736—VIO¥1808 .

‘Details: v(S)' = ﬂnfeﬂ in.fhp‘éTmhfrnﬁih commuinication (FCY

* dated 10/31/2006, bl

bz

T8
Fe )

NSL VIO-24047



1{»fT05t,[::::::]';From” Offlce of the General Counsel b“ e
Re:  278-H0-C1229736-VIO, 1/18/07 ;_,,:.._ ;-.,,vb'h R

”3¢3??L

;electronlc communication transactlonal records, to include

Q§f| |1n1t1allv sent a National Security Letter»ffﬂ”.*’

(NSL) tol

frequesting the name, address, length of service,tahd'vﬁff o

. - existing transaction/activity logs and all email header - e bl
- inforxrmation (not to include message content and/or subject R 2
- fields), for the address holder o l, b4
.The NSL was served by the]| [FIeTa OITICE and on . K7D -
10/17/2006, the| [Field Office provided the resulte‘ bTE

“fisﬁf

"

'of ‘the N‘L to th | |F1eld Office via emall

. On 10/24/2 06, a prellmlnary review of the results:

of thls NSL revéaled that | |had supplied thirty (30) email -

. transactions that included | w2
‘This information appeared to be possible subject line content or b
“similar information. This information was not utilized by the . —D
case agent in any analysis nor was it ‘documented in the.case - [“?; o
"flle As of the date of this EC, the[ __ |Field Office was - ©O/E

awaltlng the physical results of the NSL. Subsequently,.‘ﬂ o
produced a CD-ROM with the all of the information. This =
-CD-ROM has been. stored in a 1-A envelope, and sequestered w1th -

the CDC

XG) The’Preqident  by'ExeCUtlve'Order 12334, dated
12/04/1981 established the President's Intelligence Over51ght

' ‘Board (PIOB). On 9/13/1993 by Executive Order 12863, the .

‘President renamed it .the Intelllgence Oversight Board (IOB) and
 established the Board as a standing committee of the President's
-Foreign- Intelllgence Advisory Board. Amonq its” respon81b111t1ee,; o
- the IOB has been given authority to review the FBI's practlces

* and procedures relating to forelgn 1ntelllgence and Lorelgn

counterlntelllgence collectlon

H{u) - Sectlon 2 4 of Executlve Order (E 0. ) 12863

dated 09/13/1993, mandates that Inspectors General and Generai

Counsel of the Intelllgence Community ¢omponents (in the FBI,
the Assistant Director, INSD, and the General Counsel 0OGC,

‘respectively) report.to the IOB “concerning- 1ntelllgence

' activities that they have reason to believe may be unlawful or

contrary to Executive order or Presidential Directive.” This -

- language has been interpreted to mandate the reporting of any

NSL VIO-24048



jl’fTé: ‘[:::::](VFrom' Offlce of the General Counsel.O? B
 Re: | 278- HQ C1229736 VIO L 1/18/07 ” r

'_Vlolatlon of a prov151on of The Attorney General s Guldellnes for -
~FBI National Security Investigations and Foreign Intelllgence "._5’a, -
Collection (NSIG), effective 10/31/2003, or other guidelines or = ... -

- regulations approved by the Attorney General'in'aCCordance with
E.O. 12333, dated 12/04/1981, if such provision was designed to. L
‘ensure the protection of individual rlghts Violations of B

- provisions that merely are administrative in nature and- not .
deemed to. have been designed to ensure the protectlon of -

- individual rights are generally not reported to the IOB. The FBIIi
- Inspection Division is regquired, however, to maintain records of
~ such administrative violations for three years so that the
Counsel to the IOB may review them upon request. ' The. -

~ determination as to whether a matter is “admlnlstratlve in ‘

» nature" must be made by OGC. Therefore,;such admlnlstratlve o
-v1olat10ns must be reported as potentlal IOB matters. :

e NSLgs are a spec1f1c type of 1nvestlgat1ve tool
‘that allows the FBI to obtain certain limited types of T s
~information without court’ intervention: ’ (1) telephone ‘and emall
‘ communications record from telephone companles and internet =
 service providers (Electronic Communications. Privacy Act, 18

U.S.C. § 2709; (2) records of. ‘financial 1nst1tutlonu (which is .
very broadly deflned)(nght to Financial Privacy Act, 12 U.S.C.§ .
1 3414(a) (5) (A); (3) a list of financial institutions and consumergg

. identifying 1nformatlon from a credit reporting company . (Fair. -

'l_FBI S response in rece1v1ng the unsolicited material was = od

Credit Reporting Act, 15 U.S.C. §8n. 1681u(a) and (b); and (4)
.- full credit report in an 1nternatlonal terrorism case (Fair = . -
~,fCred1t Reporting Act, 15 U.S.C. § 168v). NSLs may be issued 1n I
-~ conformity with statutory requlrements, 1nclud1ng i8 U. S c. §.-
‘j2709 - NSIG, Sectlon V 12 IR '

- (S) Here, durlng an authorlzed 1nVestlgatlon, theﬂFBI.;
'Jproperly served an NSL on an internet service provider,| |
In response to the properly served NSL, the FBI obtained email
- transaction information beyond what it is legally authorized to.
"recelve,:l’e content information. It should be noted that the' s

commendable. Upon reviewing the information in at had b7D

‘been provided by the | Field Offlce,fffif:fﬁqulckly p7E

" concluded that some of it was not information that had been -

. requested. [::::::]has maintained the CD-ROM with all of the = A
‘information in a 1A envelope with the CDC, and no results of thls

©  NSL have been uploaded and no record ex1sts 1n ACS

'NSL VIO-24049



v - W,S‘:P§(: By - agreement with the Counsel to the IOB lt is
our ‘opinion that this error is not: reportable to the IOB AL TR
record of. this decision should be maintained ln the control flle”flt;'
for future reV1ew by the Counsel to the IOB ’ L o

'NSL VIO-24050 -



(Actiom) .

" (S) Return original CD-ROM to ,andf}équéSt“af3b7D‘ {_
. replacement which contains only the - j,wu=v{»'fjqu"jﬁ
information responsive to the NSL. . - . = T

S MT—E-MMM o
-u"' ?Uff Réad.éndzplear;f;,ﬁ”
{ Sét1L9ad:3: i  (ngg)A;‘ S Sear:

~ _INSPECTION -

AT _WASHINGTON, DC

) (U)L'Readbandlgléér,  ”

1-Ms. Thomas .  }'?

- 1-I0B Library .
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IEL EXCEFRT

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ) N Date: 07/03/2006
To: B ~ attn: SA D2
: - ‘ CDC 06 -
Counterintelligence © Attn: SSA | 070
| L SDiA | DE
Inspection : Attn: IIS- '
From: Offlce of the General Coun lb
: NSLB/CILU/Room 7947
Contact: AGC | |
Approved By: . Thomas Julie F ‘
I b6
Dfafted By: ‘ c 1k b7C
. a . (bbg
Case ID #: (U) 278- HQ C1229736-VI0~ (Pending)
- Title: (U} INTELLIGENCE OVERSIGHT BOARD MATTER
U e
vy -Synopsis: ¥&} It is the opinion of the Office of the General
" Counsel (OGC) that this matter be reported to the Intelligence
Oversight Board (IOB}. OGC will prepare and dellver the
necessary correspondence to the IOB. ,
{m { Deri om. -+ =
. g&( D ity Om: : -
, vab
Reference: (U) 278- -HQ-C1229736-1345 Chu.w@bu.l bl{ M)
Administrative: (U} This communication contains one or more
footnotes. To read the footnotes, download and print the
document in Corel WordPerfect. ' :
iy Detadlss o The referenced electronic communication (EC) from p»
the Division| [, dated 04/18/2006, requested b7E

that OGC review the facts of the captioned matter and determine
whether it warrants reporting to the IOB. As explained below,
the FBI is required to report.this matter to .the IOB.

'SE}@T

. UNSL VIO-24052
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To: From: Office of the General Counsel D2 ,
Re: (U)~ 278-HQ-C1229736-VIO, 07/03/2006 b7E B
(8) As indicated ipn the referenced EC, the sﬁbjects, . bl
| Envestigation utilize a 2
_publicallv accessible webgitel bIE

| Although the website 1s publically available,
due to the extreme sensitivity of the case,[::::::::idid not want

" to access the website directly, as it -might have alerted the

subjects to exce551ve v151ts to the website.

:(m““:hg)[::::::::]requested via the National Securlty
Letter (NSL) pursuant to 18 U.5.C. 2709, -transactional records

from the service EFQdeg:, Io a3 meg;jng with the service --ﬁb?

nravides Ve

[::] b7
bl

- »€] At .a later date, the service prqouider reguested

that the FRT smecifically document the reguest
Pursuant to this request, o three

occasions, submitted NSLs requesting:”the names, bz
addresses, and.length of service and electronic communications b7E
transactional records, to include existing transaction/activity '
logs and all images uploaded”. The service provider submitted

pursuant to the NSL requests.

. (U) Section 2.4 of Executive Order {E.O.) 12863, dated
09/13/1993, mandates that Inspectors General and General Counsels
of the Intelligence Community components (in the FBI, the
Agsistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB intelligence activities that they
have reason to believe may be unlawful or contrary to Executive
Order or Presidential Directive. This language was adopted
verbatim from EO 12334, dated 12/04/1981, when the IOB was known
as the President’s Intelligence Oversight Board (PIOR).

! A "United States person" is defined in Section 101(i) of the
Foreign Intelligence Surveillance Act (FISA), S0 U.S.C. § 1801, et

. seqg., as "a citizen of the United States [or] an alien lawfully

admitted for permanent residence (as: defined in section 101l(a) (20) of
the Immigration and Naturalization Act). . . ." See also Section I.C.
of the Attorney General's Guidelines for FBI National Security .
Investigations and Foreign Intelligence Collection {(NSIG) (2003). -

-S%ET‘ R
"W2 o

NSLVIO-24053
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To: From: Office of the General Counsel D2
Re:  (U) 278-HQ-C1229736-VIO, 07/03/2006" 1
(e -8 By longstandlng agreement between the FBI and the

I0B (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any viclation of a
provision of the Attorney General's Guidelines for National
‘Security Investigations and Foreign Intelligence Collection
(NSIG) or other guidelines or regulations approved by the

-Attorney General in accordance with E.O. 12333, dated 12/04/1981,

if such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Violations
‘of provisions that are essentially administrative in nature need
not be reported to the IOB. The FBI is required, however, to
maintain records of such administrative viclations so that the
Counsel to the IOB may review them upon request

{u : , ) T4k ) . ;

allows the I to obtain certain limited types of information,

such as: (l) subscriber information, toll billing records, 'and
electronic communication transactional records (Electronic

Communications Privacy Act (ECPA), 18 U.S.C. 2709); (2) financial

- recoxrds (nght to Financial Privacy Act, 12 U.S.C.
3414 (a) (5) (7)) ; and (3) consumer information{(Fair Credit

. Reporting Act, 15 U.S.C. 1681lu.and 1681lv). Title 18, U.S.C.
2709, provides that the FBI may seek transactional records from
service providers that is relevant .to an authorized naticnal

security investigation. Section V.12. Investigative Techniques,

.of the NSIG provides that the NSLs may be 1ssued in conformity
w1th statutory requlrements . .

iy - &Y In thls ‘instance, becausez[:::::::]‘receiveddthe

copies of | lvia two different avenues, first by simply o

asking| | and later pursuant to an NSIL, we need to b7

 address the appropriateness cof each of the avenues.

' As stated above, first obtained Copies'of

E;;;:::::]when they simply asked The service provider to give the
copies | | A guestion - :

arises whether thie ‘asking” violated the ECPA. We conclude that

it does not. According to 18 U.S.C. 2511, Interception of = -
Disclosure of Wire, Oral or Electronic Communications, it is not

unlawful to “intercept or access an electronic communication made

through an electronic communication'system that is configured so
that such electronic communication is. readily accessible to the
general public”, 18 U.S.C. 2511(g) "In this 1nstance| Do
requested from the service prov1der were pub 1cally
accessibLe, thus no v1olatlon of ECPA has occurred o

SE§<ET

“NSL VIO-24054

NSLs are a.specific type of investigative tool that
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To:[::::::] From: Office of the General Counsel- D2
‘Re: Y(U) - 278-HQ-C1229736-VIO, 07/03/2006 o h7E

-

- “$g] Next, we address the issue of whether it was proper
for to alter the NSI, in order to document the FBI's
request fo | The information that can be provided
pursuant to an NSL iIs very specific and it is enumerated in the
appropriate U.S. Code. 1In this instance,[::::::::]issued the NSL
pursuant to 18 U.8.C. 2709. As noted above, the NSL requested:
“the names, addresses, and length of service and electronic
communications transactional records, -to include existing
transaction/activity logs and all images upleocaded”. The “names,
addresses, and length of service and electronic communications
transactlonal records” are all spec1flcally allowed pursuant to
18 U.5.C. 27089.

NES
=

oo

iUJ'"» - This section does not have a “catch-all”
authority, does 1t allow for “all images uploaded” as
. reguested in the NSL submitted by[::::::fj Thus, the additional
information, “all -images uploaded”, requests information that is
beyond the scope of 18 U.S.C.2709. Accordangly, it was 1mproper
of] to alter the NSL in order to oh on. b2

Because on three gepaxate occasions, from to b7E
the| office inappropriately utilized

the NSL, 1t 15 required that any information received from the.
service provider that is beyond the scope of an NSL, be
sequestered. Only the infeormation that was provided that was
beyond the scope of the NSL, specifically the images uploaded,
need to be sequestered. The information should continue to -
remain sealed and seguestered in the CDC’s safe.

W g) Based upon these facts, in accordance with the
terms implementidg the reporting requirements of Section 2.4 of
EO 12863, it is our cpinion that this error needs to be reoorted
to the IOB. OGC will prepare a cover letter and a memorandum to
report this matter to the IOB. -

SECRET

4
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%ﬁkgéT
To: From: Office of the General Counsel P2
Re: (U) 278-HQ-C1229736-VIO, 07/03/2006 . b7E

C e

A‘LEAD(S):

Set Lead l:_,(Action)

b2
b7E

(U) With respect to the information that was improperly
obtained, please seal it and sequester it within the CDC’s safe.
* The information should continue to remain sealed and sequestered
“in the CDC's safe untll further direction from OGC.

- Bet Lead 2 (Info)

' COUNTERINTELLIGENCE

AT WASHINGTON DC

(U) For 1nformatlon.
. Sef'Lead 3: {Action)
INSPECTION

AT‘WASHINGTON' DC

(U) For action deemed approprlaee

CcC: Thomas o
| b6
OB Laibrary - b7C

*"”

. . SECRET

“.5'.

O NSLVIO-24056



. Chief of

P Jraining

August 31, 2006 -~
BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Over51ght Board
. Room 50209 g

New Executive Office Building
725 17 Street, Northwest
Washington, D. C :

Dear Mr. Friedman:
Enclosed for your information is a self- explanatory'

memorandum entitled “Intelligence Oversight Board Matter
2006- |(U) b2

: - The memorandum sets forth details of 1nvestlgatlve
activity which-the FBI has determined was conducted contrary to
-the Attorney General Guidelines for FBI Foreign Intelligeénce
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

. FBI foreign counterintelligence and international terrorism
investigations.. This matter has also been referred to our
Internal Investigations Section, Inspection -Division, for a
‘determination of whether any administrative action is warranted..

—

':Enclosurej

1 - 278-HQ- C1229736 vIo..(eoC?

'UNCLASSIFIED WHEN ST
DETACHED FROM o S
CLASSIFIED ENCLOSURE :

. Dep. Dir.

. Stafl
Off. of Gen. -
- Counsel____
" Asst.Die.:
. CAm, Inv:

oS
- Finanoe __
. Info. Res. S

T b ‘ T e N
“Nationat Sec. b o T e DL T T e g .
- Personnel A SR

Oft. of EEQA

",.Oﬁ.anublic T e o . - . - . . .-
.. aCongAlts. ..o T sl L A ' o e e e FBi/DOJ

.+ Directoc’s Qffice

" NSL VIO-24057 -
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Should you or any member of .your staff require additional
information concerning this matter, an oral brleflng will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The. Honorable Alberto R. Gonzales
. Attorney General
U.S. Department of Justice
' Room 5111‘ :

1 —"Mr. James Baker

Counsel, Office of Intelllgence Pollcy and Review
U.S. Department of Justice

Room- 6150
1 .' Srim Inv,_ = !ﬁspection . Tralning
ﬂppggggg.&% Lahoratory Ot of EEQ
: - Finance__ Histional Sec Affairs____ ,
Director__________Gen, Counsel R_ Off. of Public & -
Depu[yDirecEqr~ Info. Res _ Per;onnel Cong, Affs,




INTELLIGENCE OVERSIGHT BROARD (IOB)»MATTER

FIELD OFFICE 12
- TOB MATTER 2006+ U)o

- . : :
o TH8Y By electronlc communlcatlon[fszf:fjril 18, 2006,
the Federal Bureau of Investigation (FBI) Field Office
réported that on three separate occasions Urjnoa the time period.
of | | tol ~ the Field _
Office inagﬁropriately.utlllzed’a National Security Letter (NSL). b2

Th Field Office drafted_an NSL uesting tr Lonal b7E ‘
‘records and -all images uploaded.

| However, because the intormation.

"jzlnvesngaulon

~that 1s allowed to be obtalined pursuant to an NSL is very .
specific, and “all imag d” is not specifically allowed.
pursuant to an NSL, the Field Office erroneocusly -
utilized the NSL. The information that .was obtained beyond the
scope of the NSL shall be sequestered The inappropriate
utilization of the NSL was in violation of V.12. of The Attornev
General's Guidelines for FBI National Security Investigations and
Foreian Intelligence Collection.! Thus, the matter is being.
reported to the IOB. o S . C '

_ t@ﬁ:cﬁectlon v.12. authorlzes use of- Natlonal Securlty -
"Letters in conformity with 18 U.S.C.. 2709 (relatlng to subscriber
information, toll billing records,'and electronic communication o
transactionalArecords) The statute requires that. lnformatlon'-f"
sought is relevant to. an- authorlzed natlonal securlty PRI

©NSLVIO-24059°
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(OGC) (FBI)
From: | loge) (kB o
Sent: PM b6
To: OGC) (FBI):| OGC)FBLY N yie
Cc: ] (OGC) (FBI);| |(OGC) (FBI |
) (OGC) (FBI)
Subject: RE: Response to potential IOB
SESRETF
RECORD xxx
I bb
e do] e ;
| Thanks again for all of your put pIC
----- Qriginal Message-----
From: | ] (OGC) (FBI)
Sent: | fo)e)
To: [TOGCHTBI) ‘ .
ce: 0GC) (FBI); 0GC) (FBI): (OGC) (FBI) b7C
Subject: RE: Response to potential IOB = .
SEGRET—
RECORD xxx
bR
b
b7C
..... m
From: [ YOGQIFRN ' :
Sent: I |
To: | |(CGC) (FBI); I IOGC) (FBD)
Cc: | [(OGC) (FBI), 0GC) (FBI)
Subject: RE: Response to potential 10B I_I ’
SECRET
‘ b5

RECORD xxx

Assistant General Counsel
National Security Law Branch

Office of General Counsel! FBI b ~
Voice =
Pager bhe

| p7C

| Fax L7c

(OGC) (FBI)
1

----- QOriginal Messggg-——
From: r

NSL VIO-24060



Sent: | | b6 '

To: TOGCT (el 1 ~
Ce: OGC)(FBI); koco) re) koG ke ©7C
Subject: RE: Response to potential 10B

—SECRET

RECORD xxx

----- Original Message---—-
From: OGC) (FBI) b5
Sent: ] : oA
To: [ J(oGC) (FeD] Jcoco) (FB)  0©
Cc: | [OGC)(FBI);] r(OGC) (FB) K70
Subject: RE: Response to potential [OB
SEGRET—
RECORD xxx
b5
----- Original Message-----
From: | J(0GC) (FBI)
Sent: [
To: . : o -
Cc: OGC)(FBI): (0GC) (FBI| [oco) (ke L6
Subject: RE: Response to potential 10! =
b s (/
SECGRET.
RECORD xxx
----- Qriginal Message-----
- From: [ koGo) (EBD
b5 Sent: |
o1 To: - ‘ 0GC) (FBI); OGC)(FBI) (OGC) (FBI)
5 Cc IGGES (FBY); OGC) (FBI)
o) Subject: "~ Response to potential IOB

NSL VIO-24061



SECReT-

RECORD xxx
All,
Acvni bnaal | N
b2
bR
bh
bo
b7C

Thanks in advance for ail your help on this tricky issue.
<< I;| e: 2006-3050pn.wpd >>

D FROM: Multiple S S
DECLAS 02

ED FROM: Multiple Sources
DECLA
S

ED FROM: Multiple Source
DECLAS
D FROM: Multiple Sources
DECLASSI y
SECR
: Multiple Sources
DECLASSIFY ON;

ED FROM: Multiple S es
DECLA 02

NSL VIO-24062
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FEDERAL BUREAU OF INVESTIGATION

-

Precedence: ROUTINE R Date: 08/30/2006
To: | . Attn: sa] | b2
' ~ ’ SSAI | bt
»CDC . — Db7C
: . R : . b7E
Counterintelligence _ Attn:,‘UC CD 2A
Inspection .~ Attn: IIS
. _ o i : o
. From: Office of the General Co?hsél ' o :
- NSLB/CILU/Room 7947 L
' - Contact: AGCI | '
' Approved By: Thomas Julie ngigq ‘ o b(l .
Drafted By: | llk ) [66/ '
‘Case ID #: (U) 278-HQ-C1229736- VIo”Tpending)'
Title:  (U)  INTELLIGENCE OVERSIGHT BOARD MATTER
2006{::]_ B2 :
Syﬂ6p515. }§3"It is the opinion of the Office of the General .
Counsel (OGC) that this matter be reported to the Intelligence
Oversight Board. (IOB). OGC will prepare and dellver the '
necessary correspondence to the IOB o ,
Reference:fv(U) 278-HQ-C1229736-1558
Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the
document in Corel WordPerfect. . S
Det. o The.referencedﬂelectronicvcommunication_(EC)'from' ,
the Division , dated 07/28/2006, requested that -
OGC review the facts o e captioned matter and determine . b~
whether it warrants reporting to the IOB. ' As explained below, b7E

the FBI is required to report this matter to the IOB.

,S%ﬁf%T
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[::::::] From: Office of the General Counsel
(Uy 278- HQ Cl229736 VIO ‘08/30/2006

(8) As indicated in the referenced EC, initiated

6n 05731/2006,| issued a

for three telephone numbers relating to the subject. However,
the service provider responded by providing subscriber ‘

- information for four telephone numbers. After a review,[;:;:;:] , .
determined that the subscriber information that was provide or-

the fourth telephone number was not related to the three
telephone numbers listed in the NSL and was not related to the
subject.  Accordingly,[___ ]separated, segregated and sealed

"the unsolicited records that did not pertain to the subject.
" None of the records have been uploaded to the ACS. ' Records

uploaded| |were deleted on 07/20/2006

I (U) Section 2.4 of Executive Order (E.O. ) 12863, dated
09/13/1993, mandates that Inspectors General and General Counsels
of the Intelligence Community components f{(in the FBI, the
Assistant Director, INSD, and the General Counsel, OGC,

respectively) report to the IOB intelligence activities that. they

have reason to believe may be unlawful or contrary to Executive
Order or Presidential Directive. This language was adopted

verbatim from EO 12334, dated 12/04/1981, when the IOB was known -

as the Pre81dent s Intelllgence Over51ght Board (PIOB)

Esii By longstandlng agreement between the FBI and the .

) -
- I0B (and its predecessor, the PIOB), this language has been

interpreted to mandate the reporting of any violation of a
provision of the Attorney General's Guidelines for National

Security Investigations and Foreign Intelligence Collection

(NSIG) or other guldellnes or regulations approved by -the

'Attorney General in accordance with E.O. 12333, dated 12/04/1981

if such provision was designed in full or .in part to ensure the
protection of the individual rights of U.S. persons. Violations

of provisions that are essentially administrative in nature need .

'~ A "United States person" is defined in Section 101(i) of the
Foreign Intelligence Surveillance Act (FISA), 50 U.S.C.-§ 1801, et -
sedg., as "a citizen of the United States {or] an alien lawfully- ’
admitted for permanent residence {as defined in section 101({a) (20) of
the Immigration and Naturalization Act). ." See also Section I.C.

- of the Attorney General's Guidelineg for FBI National Security -

Investigations and Foreign Intelligence Collection (NSIG) (2003).

%T_' .

2
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tTo{:::::::] From: Office of the General Counsel

Re: {(U) 278-HQ-C1229736-VIO, 08/30/2006

not be reported to thke IOB. The FBI is reguired, however, to
maintain records of such administrative violations so that the
Counsel to. the IOB mnay rev1ew them upon request

:ﬂ;k:NSLs ‘are a spec1f1c type of 1nvest1gat1ve tool that
allows the FBI to obtain certain limited types of information,

"such as: (1) subscriber information, toll billing records, and

electronic communication transactional records {(Electronic

‘Communications Privacy Act (ECPA), 18 U.S.C. 2709); (2) financial R

records (Right to Financial Prlvacy Act, 12 U.S.C. :

3414 (a) (5) (A)); and (3) consumer information(Fair Credit
Reporting Act, 15 U.S.C. 168lu and 1681v). Title 18, U.S.C.
2709, provideg that the FBI may seek-subscriber,information from
service providers that is relevant to an authorized national

‘security investigation.. Section V.12. Investigative Techniques,

of the NSIG provides that the NSLs may be issued in conformlty
with statutory requlrements v .

e

In thlS 1nstance,| |issued‘a lawful NSL to the

service provider, and received 1n response information both -

within and beyond the scope of the NSL. [ |requested

subscriber information for three telephone numbers. However, due:

to service provider error, subscriber information for four -
telephone numbers was provided. determined that the b2
fourth telephone number was not related to the subject and was. kf?F-

‘provided in error by the service provider.  Upon noticing this

error, correctly separated, segregated and sealed the

“‘unsolicited information The error was committed soclely by the»

service provider.. ‘commltted no- erro ntive, e
administrative, or otherwise. Nevertheless, came intof

N pOSSESSlOH of material that the service provid nauthorized
to provide to the FBI under the ECPA. Althouga committed
ze ' ‘

no error itself, the mere receipt of unauthori material
pursuant to a lawfully issued NSL must be reported to the IOB. .
Further, the unauthorized material, the subscriber information
for the fourth telephone number that does not relate to the
subject -must remain sealed and sequestered in the CDC’'s safe

(o) ;§< Based upon these facts, in accordance with the
terms lmplementlng the reportlng requirements of Section 2. 4 of
E.Q. 12863, it is our .opinion that this error needs to be o
reported to the IOB. OGC will prepare a cover letter and a

.memorandum to report this matter to the IOB
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To: From: Office of the General Counsel D2
Re: (U) 278-HQ-C1229736-VIO, 08/30/2006 IR
LEAD (s) :

.~ Set Lead 1: (Actlon)

.b7m

(U) The unsollc1ted subscrlber information for the
fourth telephone number that does not relate to the ‘subject must
remain sealed and sequestered within the CDC’'s safe untll further
»dlrectlon from OGC. : :

Set»Lead 2: Info) 

- COUNTERINTELLIGENCE

AT WASHINGTON,'DC ;

(U) For 1nformatlon
_}Set Lead 3: (Actlon).
INSPECTION

AT WASHINGTON DC

:(Uf For actlon deemed approprlate

. €C: Ms. Thomas

~] oy

«

oo

TI0B Library @

Rod

* SECRET

‘t t‘4,:i‘

nsLviodiss



August 30, 2006 -
'BY COURIER

~Mr. Stephen Frledman
Chairman
Intelligence Overs;ght Board
- Room 50209 '
New Executive Office Bu11d1ng
725 17" Street, Northwest ,
Washington, D.C. L S

Dear Mr. Friedman:
Enclosed for your information is a self- explanétory'

‘memoyrandum entitled “Interlgence OverSLght Board Matter
2006 (g) . OZ

- The memorandum sets forth details of 1nvestlgat1ve
act1v1ty which the FBI. has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence '
Collection and Foreign Counter;ntelllgence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern.

. FBI foreign counterintelligence and international terrorism
" investigations.. This matter has also been referred to our
" Internal Investigations Section, Inspection Division, for a
‘determination of whether any administrative action is warranted.
- (U) : S S o . : _

"Enclosure

1 - 278- HQ Cl229736 v10-\‘95&

vUNCLASSIFIEDeWHEN
" DETACHED FROM
‘CLASSIFIED ENCLOSURE

- Dep. Dir____
* Chief 6f
" Statt
Off. of Gen. -
Counssl,
. AssL.Dir;
_ Cdm, lnv
cyis )
.. Finance
" . lato. Res.
‘. nsp_
. Lab

SwmewSe o .o 0 SEeRmees

Personnel
-+ Training __
~ L Off. ot EEOA
-+ Off. of Public R
<0 & Cong. AHs_*

) FBl/D0J
..-.Directors Office 7 Ay ROOM (" ¢
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Mr.. Stephén Friedman

Should you or any member of your staff reguire addltlonal-
, lnformatlon concerning this matter, an oral brleflng w1l1 be
arranged for you at your convenlence (U)

o Sincerely, -

Julie F. Thomas
Deputy General Counsel

1 - " The Honorable Alberto R. Gonzales -
: Attorney General ’ ' '
U.5. Department of Justlce
* Room 5111

1 - Mr. James Baker ‘ ‘ -
' Counsel, Office of Intelllgence Pollcy and Revvew
U.S. Department. of Justice

Room: 6150
A Crim. . fnspection_ Tralalng
RPPROVED: cis — Lavoraow 3, of EEQ
< Finance__ National Sec, - Affairs
" Director_______ Gen. Counss PR off. of Public & -
- Depuy Director____lnfo. Res_______ Personnel, Cang: Affs e

NSLVIO-24088



%;EgET
INTELLIGENCE QOVERSIGHT BODARD (IOB) MATTER
' FIELD OFFICE -

'IOB MATTER 2006{:::](0)'b7E.

fUT"“~n;§§g‘By electronic communication_dated July 28, 2006,
the Federal Bureau of Investigation (FBI) Field Office
reported that they came_into possession of unauthorized materlal
On May 31, 2006, the Field Office 1ssued a National
Security Letter seeking suDscrlber information, pursuant to
Electronic Communlcatlons Privacy Act (ECPRA), 18 U.S.C. 2709.
The[::::::]Fleld Office sought subscriber information for three'
telephone numbers. However, the service provider issued _
subscriber information for four telephone numbers. [:::::] Field

‘Office determined that the fourth telephone number was not

related to the subject and was provided bv error by the serv1ce
provider. Upon noticing this error, Field Office

- correctly segregated and sealed the unsolicited information. The<
error was committed solely by the service_provider. [::::::]Field'
~Office committed no error. Nevertheless, Field Office

came into possession of material that the service provider was
unauthorized to provide to the FBI under the ECPA.  Although

.[;::::]Field Office committed no error itself, the mere receipt
~of u

nauthorized material pursuant to a lawfully issued National
Security Letter is a Vlolatlon that must be reported to the

“‘Intelllgence Over51ght Beoard.

" Derived from: G-3 -
" Declassify on: X-1 -~ - = .
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Qdm.hfkszfna]

FEDERAL BUREAU OF INVESTIGATIY

Precedence: ROUTINE . . Date: 12/18/2006 -
Tos . attn: SAC
» - . CDC 5
. 8sA| b2
‘SA b6
"Counterintelligence .. Attn: UC CD-2C  bIE
Inspection v R Attn: IIS |

'From:'iOffiCe of the_Generai’Counsel
 NSLB/CILU/Room 7847 [
Contact: ~AGC]| |

Approved By: Thomas Julie #GZZFD

Drafted ij.| ‘ : vl L [qcfl

‘Case ID #: [N 278- ~HQ-C1229736- VIo’Tbendlng)

oo
-] [
(@]

"tU)“b Title: &y INTELLIGENCE OVERSIGHT BOARD

""" MATTER 2006[:::::], . b2

'"_QSYnOpSiS{”:}gi Itvis the opinion of the Office of the General -
- Counsel (OGC) that this matter is not reportable to the ’
' Intelllgence Oversight Board (IOB). Rather, it should be
- maintained in the control file for perlodlc review by Counsel to
the IOB. Our analy31s follows AR

(U)- L ived From

,(U?“’A&ministrativéifzﬁg;‘ This electronic communication (EC) contains
: t

informati he following sources: (1) EC dated 09/11/2006  bZ
from thei ield Office[::::;;;]to OGC reporting a né
-rQQLgnLﬁal IOB matter; (2) Nationa ecurity Letter issued by R Yie
dated 4/17/2006; and (3) telephone conversations between
: jSAI |and AGC on 10/22/2006 and 12/15/2006. DTE
o o S e v,ugb- S
Reference: - ' . & 278-HQ-C1229736" Serial 1629

o

’gﬁBgET’,-

NsLvio2wor
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To: - "Frem: "Office of the General Counsel b2

Re: 278-HQ-C1229736-VIO,  12/18/2006 - DTE

»

Detailsé"wigi, By EC dated 09/11/2006;[::::::]reqﬁested that OGCi]

review the facts of the captioned matter and determine whether it

© . warrants reporting to the IOB. As explained below, in our

opinion, the FBI is not required to report this matter to. the ICB.

o WM;‘;“"M'*§§< On 04/17/2006 [:::::]1ssued an National Securlty’lb
W~ fetter (NS P

ursuant to 18 U.S.C. § 2709 seeking subscriber
information for a telephone number relating to a subject of an
investigation. On 09/06/2006, obtained the NSL results

from the service provider. After a review, on 09/11/2006,

determined that the service provider not only provided the
subscriber information as requested pursuant to the NSL, but also
prov1ded additicnal information, such as, all outbound telephone

“calls placed through the service provider's system. ' did
- not review or ‘listen to the unsolicited records. - :

(u). The'Presideﬁt' by Executive Order 12334, dated

.,12/04/1981 established the President's Intelligence Over51ght
‘Board (PIOB). On 09/13/1993, by Executive Order 12863, the

President renamed it the Intelligence Oversight Board (IOB)‘andf
established the Board as a standing committee of the President's
Foreign Intelllgence ‘Advisory Board. Among its responsibilities,
the IOB has been given authority te review the FBI's practices
and procedures relating to foreign lntelllgence and forelgn
counterlntelllgence collection.

_ (U)r Sectlon 2.4 of Executlve Order 12863 mandates that
Inspectors General and General Counsel of the Intelligence

Community components (in the FBI, the Assistant Director,

. Inspection Division (INSD), and the General Counsel, Office_of

" the General Counsel (OGC), respectlvely) report to the I0R

-1ntelllgence activities that they have reason to believe may be
~unlawful or contrary to Executive Order or Presidential

Directive. This language has been 1nterpreted to mandate the
reporting of any vicolation of a provision. of The Attorney

General's Guidelines for FBI National Security Investigations and
. Foreign Intelligence Collection (NSIG), effective 10/31/2003, .o
" other guidelines or regulations approved by the Attorney General'
in accordance with EO 12333, dated 12/04/1981, if such provision
was designed to ensure the protection of individual rights.

Violations of provisions that merely are administrative in nature

~and not deemed to have been designed to ensure the protection of
~individual rights are generally not reported to the IOB. . The FBI .

Inspection Division is required, however, to maintain records of

zsuch admlnlstratlve v1olatlons for three years so that the

aQS@§Q%Tm'”..‘
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-both within and beyond the scope of the NSL. [:::::]:requested
- subscriber information for a telephone number relating to the

" subject. However, due to service provider error, additional -
information was provided. quickly determined that the
'additional information was beyond the scope of the NSL.

\did not review or listen to the unsolicited records erroneocusly

)

§§u£%T

TO’[:;;;:QA‘Prom: Office of the General Counsel b2
Re: Z7EB- 5C1229736—VIO, 12/18/2006 o : b”“

Counsel to the IOB may review them upon request The
determination as to whether a matter is "administrative in
nature" must be made by OGC. Therefore, such administrative

- violations must be reported as potentlal ios matters

' (UJ*';:}éi; NSLs are a spe01f1c type of investigative tool that
allows tHe FBI to obtain certain limited types of information

-without court intervention: (1) telephone and email communication
- records from telephone companies and internet service providers

(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2)
records of financial institutions {(which is very broadly defined) - =
(Right to Financial Privacy Act, 12 U.S8.C.§ 3414 (a) (5) (A)); (3) a.
list of financial institutions and consumer identifying : R
information from a credit reporting company (Fair Credit- Reportlng
Act, 15 U.S.C.§§ 1681lufa) and (b)); and (4) full credit report in
an international terrorism case (Fair Credit Reporting Act, 15
U.S.C. § 1681lv). NSLs may be issued in conformity with statutory
requirements, 1nclud1ng 18 U.5.C. § 2709. NSIG, section V.12.  °

- 'wr'*"~:18{: In this 1nvest1gatlon£::::::]issued a'lawful_NSL"
to the service provider, and received 1in response information

provided by the service provider. .The erroneously provided

information should be segregated to protect the potential privacy’
interests of United States persons. Purther,[::f:::]should' o

-contact the service provider and ask whether the unlntentlonally :

acguired information should be returned or destroyed Wlth
approprlate dOCUmentatlon to the file. -

(U) Based upon these facts,‘in aecordance with the

‘terms implementlng the reportlng requlrements of Section 2.4 of

EO 12863, it is our opinion that this error is not reportable to

- the IOB!. A record of this decision should be malntalned in the

control file for future review by the Counsel to the IOB.

M-l Xg) It is noted that in the past third-party errors were
reported to the IOB. - However, by letter dated 11/13/2006, the Counsel
to the IOB agreed that third party errors in the collection of

information pursuant to an NSL must be reported to the OGC but are 1”

 not. reportable to the IOB.

N6 Io 20T
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- To:[::::::ijrom" Office of the General Counsel o

‘Re: 278 HQ Cl229736 VIO 12/18/2006 o i b
LEAD(S) :

-,Set»Lead 1: (Action)

oA 1 | |
_ () | | should: contact ‘the service prov1der and ask . - b2
whether the improperly or unintentionally acquired information »n7E

should be returned or destroyed- w1th approprlate documentatlon to.
the flle : : : :

Set Lead 2: (Info)

" COUNTERINTELLIGENCE

AT WASHINGTON, D¢
.r(ﬁ)-,ﬁor‘infqrmation. |
fset Leed 3:r:(ActiQn) :
<+ INSPECTION m~.51»~~1

AT WASHINGTON, DC ‘

S)) INSD should retaln a record of" the report of the
~potential IOB matter, as well as a copy of the OGC opiniom - o
- concluding that IOB notlflcatlon is not requlred for three years - -
“for p0551ble rev1ew by the Counsel to the IOB.

cc:-ef'Ms. Thomas . ,_
' b6
: _ . b7C
- IO0B Library -
.- B .

NSL VIO-DAGTT s e



Presentation Qverview

* NSL Types
 Certification Standards
National ty Law Uni » Package Preparation
Oftfice ol the General Counsel . CDC Review
* Authorization
* Questions

NSL Types

+ ECPANSLs 18 USC2709
Subscriber information telephone
- Electronic communication subscriber information
— Local & Long Distance Toll billing rccords
-- Elcetronic communication transactional records
* RIFPA s 12 USC 3414(a)(5)
- Fin s
"RANSLs [SUSC 1681u & v
~ Consumer Identifying information
- Identity of financial mstitutions

- Credit Report

RFPA NSLs

» Subscriber & Electronic Subscriber « Financial records
- name, address, and length of service — any reeord held by a financial institution
« Toll bilting pertaining to a customer’s relationship with the
h . {inancial institution
— namg. address, length of service, and local and
long distance toll billing records
« lilectronic communication transactional
records
— namc. address, length or service, and whatever
the elcctronic communication service provider
considers to be a transactional record

NSL VIO-24078



NSL Certification Standards

« Consumer ldentitying information
- name, address, former addresses, places of
employment, or former places of employment
« tdentity of financial institutions
- names and addresses of afl financial institutions at
which a consumer maintains or has mantained an
account
« Credit Report
-~ Consumer report and all other information in
consumer’s file S.C. 1681y
- Counterterrorism only.
- Not delegated- Do not use until advised by NSLU

ECPA & FCRA
NSL Certification Standards Certification Standard.

o the FBI must certify that:

« ECPA & FCRA Certitication Standards - !hc rcujord.s sought are relmiam toan al{th()rizcd
e investigation to protect against international

° RFPA Certification Standard terrorism or clandestine intelligence activities,
provided that such an investigation of a United
States person is not conducted solely on the
basis of activities protected by the tirst
amendment to the Constitution of the United
States

RFPA

Certification Standard NSL Package Preparation
» the FBI must certity that: ‘
— the financial records are sought for foreign

counterintelligence purposes to protect against

international terrorism or clandestine

intclligence activitics, provided that such an

investigation of a United States persan is not

conducted solcly on the basis of activitics

protected by the first amendment to the

Constitution of the United States

NSL VIO-24079



NSL Package Prepar

+ Package consists of two components:
— NSL (8 types)
—-EC (4 1ypes)
Before preparation is undertaken, try
ensure that this NSL will not duplicate
another already delivered by the FBI or that
the information sought is not publicly
available

The NSL: Address Block

+ Field Division drafting NSL is responsiblc
for identifying the proper point of contact

» NSLU has provided a list of
telecommunications carriers, internet
service providers, and linancial institutions
on its intranct site

» Note: No zip code needed becouse NSLs
must be hand-delivered

The NSL: Certification
Paragraph

+ Contains one ol the two certifications
previously discussed

« RFPA NSLs require an additional
certitication that the FBI has complied with
all applicable provistons of the RFPA

+ Structure of the NSL consists of:
- point of contact address block
- request paragraph
- certification paragraph
— warning paragraph
- delivery paragraph
- cooperation paragraph
- sigaature block
- attaclunent (if applicable)

The NSL: Request Par

+ First paragraph identifies the records or information
sought, provides identitying information on the subject
Lo the carrier, financial institution, or credit agency,
and cites the statutory authority for issuing the NSL

* Only subscriber and clectronic subscriber NSLs need a
specific date for the subject, the rest can usc a date
range or “from inception of account to present”

The NSL: Warning Paragraph

* Cautions the NSL point of contact not to -
disclose that the FBI has sought the
requested information

* Cites the relevant statutory authority for the
warning

NSL VIO-24080



The NSL. Cooperation
Paragraph

The NSL. Delivery Paragr

« Directs the recipient not to deliver requested
information or records through the mail, but
rather deliver them personally to the
detivering Ficld Division

 Thanks the point of contact without saying
“thank you™

The NSL: Signature The NSL: Attaclu

* On 11/09/2001, the Director delegated « RFPA NSLs have an attachment tha
authority 10 certify NSLs to the following describes the types of information that the
"Bl officials financial institution might consider to be

- Deputy Director financial records

- ADs and DADs of CTD and NS

— General Counsel and DGC for National
Security Afl

— ADICs and SACs

Transactional Record NSLs have an
attachment deseribing what might constitute
electronic communication transactional
record

Performs at least three, if not tour,
important functions
— documents the predication for issuing the NSL

- records the certifier's approval of the EC and
CDC review

The structure of the EC consists of:
— field descriptors

— details

— leads

— provides NSLU with reporting data

— transmuts the NSL to the appropriate ficld
division for delivery (if necessary)

NSL VIO-24081



The EC: Field Descriptors

AR
¢ Follow the ponics
+ The word “Field” has been removed from
_Field Investigation Instituted™
descriptor
+ US person status indicated in -

Investigation Instituted” descriptor

The EC: Le

Should always be at least three, possibly
four leads:

- Delivering Division

- 0GC

— FBIHQ substantive unit

— Office of Origin (if different)

CDC Review

» Use the appropriate checklist

* Ensure that NSL is not being used in a
criminal investigation unrelated to
international teerorism or clandestine
intelligence activitics

The EC: Details

raph contains the predication for
he relevance of the requested
records
» Second puragraph documents approval and
contains the reporting data
+ [Folfow the ponies for the rest

CDC Review
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NSL Authorization

+ The certifying official must pcr:sona]li_v sign QUC)SU‘O”S?
the NSL and initial the EC
« Certifying officials may not further delegate
this authority
+ Acting SAC may not certify NSLs even in
situations where FBI approval of the acting
SAC. DOI verbal opinion
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