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MATTER 2001{::::]

ounsel . (OGC). review an incident and .;b;

-

f,‘OVerSJght Board (IOB). - It is the opinion of OGC. that the. - .
- incident does not need. to be ‘reported to the IOB. ‘Rather, thls'

‘p,fby Counsel to the IOB

1 I
. information from:
. »reportlng a potentlal IOB matter

{ﬂirf

EC should be malntalned in - the control flle for perlodlc rev1ew

(U)

Admlnistrative )ﬁ%; ThlS electronlc communlcatlon {EC) contalns
the EC dated 2/01/2007 from[::::::]to 0oGC

‘“jReference :)si: 278 HQ C1229736 v10¢meJ$1 le&) f't»;; '7'_]:}525 fﬁ;"

. By EC dated 2/01/2007 [::::::]requested fhat 0GC
‘inc dent anq determlne whether ;t warrants reporting to.

. NSLVIO-23816

review a



‘(Ul”gf"w;ﬁr'mam
. transactional information,[ _ ]had provided information that

re;jgappeared to be content.. For example, some of.the. 1nformatloni- 4
< appedred to originate from the subject llne of the email. The'e,t

»gﬁﬁ%jm;ff

'f“xevong01ng investd ion. A Nation; ity Letter (NSL) was -
" .prepared by| nd served on . The NSL reqguested only "'
a

th PT(’)R I

S@EgET jniv-?  2

, | SR
From ' Offlce of ‘the General Counsel kfFJYM

[ s part of its 1nvest1gatlon,i [scught .~ -
“transactional information for an email account relevant to the N

. transactional information for the relevant email account. | The .~

NSL ‘results were provided to[:::::jln.an email by the

|D1v151on on 1/11/2007 with-the‘CDfRQM'tQ be sent

B

v 0n'1/22/2007vlthe[::::::]case agent rev1ewed the
overed that in addition to the requested R

-‘3f;case agent immediately ceased the review and reported the -

- NSL:reguest:

l;1n01dent td |D1v1510n Counsel.  .On 1/22/2007 the case agent
. contacted the] | point of contact (POC)" for the NSL.
- ‘The POC, then. cont.acted the approprlate[::::::]representatlve and

confirmed thaﬂ |had provided the information in error.

- Subsequently, The | rOC destrﬂyed the ‘CD-ROM and
" deleted all emails” regarding. thls’ message On 1/31/2007,
“prov1ded the requested information in compllance with the Initial S
D2 /0142007, tue[::::::]cabe agcnt Q1mllarly ggmegﬁi R

7ideleted the rolevani~°mall I : i .

(uy- Sectlon 2 4 of Exocutlve Order-(E O ) 12863

'°7jdated 09/13/1993 ‘mandates that Inspectors-General and Generé]

. Counsels of the InLelllgence Communlty components (in the FBI,
. ..the Assistant Director, INSD, and the General Counsel, 0GC,
‘”frespectlvely) ‘report to the IOB “concerning 1ntelllgence ‘ oo
““activities that they have reason to believe may be unlawful or» :
"~ contrary to Executive order or. Presidential directive. This.
- language was adopted verbatim from E.O. 12334, dated 12/04/1981 L
- .when the IOB was known as the. President's InLelllgence Over51ght s
. "7 Board- (PIOB). By longstandlng agreement between the FBI and the
.- . I0B- {and its predecessor, the PIOB), this language has been-
”vlnterpreted to mandate the reporting of any violation of a

provision of the Attorney General Guidelines for National -

'1fSecur1ty Investigations and Foreign Intelllgence Collectlon
" (NSIG), or other. gu1de11nes or regulations approved by the
“Attorney. General in accordance with E.O0. 12333, dated 12/04/1981,

if such provision was designed in full or in part to ensure the

protectlon of-the individual rights of U.S. persons. Violations

of provisions that are essentially administrative in nature need-

: not be reported to the IOB The FBI 'is requlred however,.tqv'r
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"though NSLB would still require: the field to continue to ‘report

:To [::::::]frem Offlre of the . ’cneral Cnunsel bé :
Re: ~278- HQ C1229736 VIO, 2/21/30 T U BTE

_malntaln records of such admlnlstratlve v1olat10ns SO that the
- Counsel to the IOB may rev1ew them upon request ) :

S (U) On 03/28/2006 the FBI s Natlonal Securlty Law fiff7“t°L"'
‘Branch (NSLB) sent a letter to the Counsel’ for the IOB requesting .
‘their concurrence to treat. third party errors as non- reportable,_:;

“any improper collection under an NSL as a potentlal IOB matter.

.-- By letter dated 11/13/2006, the Counsel to the IOB agreed that -
" third party errors in the collection of information: ‘pursuant to
-~ ~an NSL must be" reported to. the FBT OGC, but are. not reportable to
. the IOB e T ST o = AT R

‘ - (U) In the 1nstant case the » ectibn”of”infarmatlédf .
- by the FBI was not ‘the fault- of FBI Once. the case agent -
" discovered that he had received lnformation beyond the scope of

“3;the NQT request, > ca. t immediately: notified the
CRa o “otlfled . Thereafter, all copies. an

--lwemalls regarding this request were deleted and or destroyed. | Aﬁ;‘
a reault ths matter does not need to be reported to the IOB

CONSLVIO-23818
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' INSPECTION o

AT WASHINGTON DC

"i(U) For 1nformatlon
:Set Lead 2 (Info

‘ COUNTERINTELLIGENCE

AT WASHINGTON DC *",‘j{,ﬂ\{f' L
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"To; -Inspection l ;"-' ' .'EAttnE_3IIS Room 11861“3?,,
' General Counsel S "j - Attn: - NSLB, Room 7975'

. Attn: ASAC

From:

~I oy o

oot T

g

. e Contact '/‘1‘
'“.f;fAPProved By S— e/a, ,
. _Drafted By: | - N — Ijgw |
e T , 278—H 1229736~ VIO’}\QO‘
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© Title: (U) SA 1
INTELLIGENCE OVERSIG{T’BOARD (IOB)VERROR -

EfUlff'sﬁnepsis::>QiE To report p0551ble IOB error

15) 12;“

ng\ 3._l P0551ble IOB Error E mall content prov1ded

(s)

ZE&t<:?-5 Description of I0B Error (including any reporting
‘delays): T

, l-j;,mw;gmegg:?Q: on 11/06/2006 ‘a National Security Letter (NSL). . -
‘iUh“‘ requesting Ah name, address, length of serv1ce,'and electtonie?r.‘ﬁ;
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'sﬁxé%T//éoszqzol
imy . To: Inspection From: [:::::::]- R
| .Re:u:>§§%_278—HQ-C1229736—VIO; 02/01/2007

communication transactionallrecords,rto‘include-exiSting
transaction/activity logs and all email header information (not to

~include messagdge content and/or subject fields), for the address ,,Dl
[B) - holder off from D2
[ | was prepared and approved inm . b4
accordance with the Attorney General Guidelines. The N S
served by the Division and on 01/11/2007, ; L&w,‘?
provided the results of the NSL to the Field ~DIC B
o Office via e-mail as a courtesy, noting that a‘har ~copy of the'7f;b71)f
‘iUJ 1nformatlon was in tran51t to[f::::]. IR o : R N
B L X8} A review of the results of the NSL revealed that»" -
[:::::] upplied what the case agent determined to be message T o Y
content and/or subject fields. Specifically, the term "Subject:" - -
was identified one time followed by a message tOplC Also, thef T
- term "Thread Topic" was identified three times, followed by - o
.information indicative of correspondence subject matter. This o
., - information was not utilized by the case agent 1n any analy51s nor e
. was lt documented in the case flle ' : 4 . oS
A0 e S e " The case agent flrst rev1ewed ‘the 01/19/2007 e- mall 59
from| | Division on 01/22/2007. [ ]Division. Counsel g
was contacted on 01/22/2007 to advised of the problem A : R
1 iu_uvm,u_mmv:;*§i on 01/22/2007, case-agent contactedl [~
(i rDiMi&an :stigative Support Specialist (ISS)| |y‘”fﬂ;;.
- as she was the sender of the soft copy content material. b2
ISS]| |was advised. of the situation and verified that b4
* she did not save a copy of the material on her computer. 1SS '-,
o |noted that the information was only.sent to SA ~;b
J the case agent who submitted the NSL and write ~ o bIC
- correspondence. ISS| | agreed to query her '”b/B
- contact regarding the information prov1ded as a means fo

~ explain why the information was provided, or to identify that an"
- error was made. Case agent requested that ISS| |-

permanently delete any copies of the e-mail transaction, which ,

included the content materlal that was p0551bly stlll malntalned ‘

- " within her e-majl. S - _ By
‘vtﬁjtwwumwwﬂw,u;wgzgf<i2n 01/25/2007 case agent received an e-mall from »;}34

bfe j:

ISS | regarding this matter. 1ISS ”‘bSF
-explained that]| [of |was contacted regarding -hls b7C
error.,! |noted that he could not explain’ why thls error . .. " b7D
- occurred, yet, he almed to correct the problem ‘ o . ,'“~’ SR
e On 01/31/2007 case agent received an’ e-mail message b@ 1ﬂ
- (I from ISS |not1ng that she destroyed the CD-R'which- , . =
g contained e-mail content, per the request of lof © Tf;c"
_ Ad 1ly, 1SS ted that ' Lt

_'s;}éET//20320201
- 2 ‘
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. To:- Inspectlon? From: ' B
" Ret >j§z 278- HQ C1229736- VIo,,02/01/2007

“prov1ded a new CD R- whlch contalned the approprlate 1nformatlon o “2 dﬂ
~ that was orlglnally requested by the NSL. served on[:::::]; *f,‘fx¢b6
CoAme e ”’;:kgi; on 02/01/2007 case agent permanently deleted the e- b4 o
~ mail mesfage Yeceived from ISSl |wh1ch contalned the,;b?b RS
- content lnformatlon L T T T ,”:g& pID

_,:} / bl G
o . (U) (Note Thls was the second p0551b1e I0B error that '>g~.-*‘“
. resulted from the same request. Both errors were identified as e
‘separate incidences. .These comments are provided to clarify any -

confusion associated with the two extremely 51mllar 1nc1dencesv

. ‘occurrlng in an extremely close t1me perlod ) L

T//20320201 . . -
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AT WASHINGTON, DC
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. FEDERAL BUREAU OF INVESTIGATION

" Precedence: ROUTINE -~ . . .. Date: 12/12/2006

Tot Field .~ ° . ' Attn: -SAC
-»SAf

a%?_.
“boe oo o 5 o e
b7C Inspection Division: - Attn: IIS, CRS
. DPIE S L e P

' Counterintelligence - - Attn: SSA[ CD-22

‘From Offlce of the General Counsel
-  NSLB/CILU/Room 2847 |
Contact: AGC

. Ap_pr'obvved'»By':_ Thomas Julie F@@) Qg

a,"+ﬁ>»mlbrafted‘By- | ot 61%§§ ":

" case ID #: :}é: 278 HQ C1229736vVIO’(?§ending)i'

{b7C ngtle }g( ‘INTELLIGENCE OVEQSiGHT BOARD
o ' MATTER zoon R

: ﬂUi“ﬁfj“Synop51s :}é;::The ‘Field Office requested that: ;bi

the Office of the Gemeral Counsel (OGC) review an incident and ~O/E

_ determine whether it warrants reportlng to the Intelligence.

 Oversight Board (IOB). It is the opinion of OGC that the o

- “incident does not need to be reported to the IOB. Rather, this
_-"EC should be maintained in the control flle for perlodlc rev1ew 2
'{”ﬁby Counsel to the IOB

(U) ;

‘U?Q -"Admlnlstratlve - ThlS electronlc communlcation»(EC) contains
' information from: the EC dated 10/30/2006 from to .OGC -
reporting a’ potentlal I0B matter S ) o R

ML

() Refererice: ::?§;: 278-HQ-C1229736-VIO fla-?:'fa‘ o e

o % MDeta1isf :}§§: By EC dated 10/30/2006,[::::::]requested that 0GC
M-~ . review an incident and determine whether it warrants reporting to-

© NSLVIO-23824



- 01/01/2001 to the present. On 10/20/2006,| ‘responded_to';J\°
‘subscri

. 'this request and in addition to the basic
- also provided toll record 1nformatlon

j"f“;,wﬁE;;Xéi Upon review of - the documents provrded to ,ﬁwa
it was ledrned. that the information[  Jprovided, pursuant o ..

eETb:c[::::::]Frbm : OfflCe of the General Counsel t?Qe?fﬁ o
~ ‘Re: 278 -HQ- C1229736 VIO, 12/12/2006 ’ , L

thé?fCBT%

- telephone belonc_,,;~-~

A ional "url‘i.u&.t.tﬁ.rl (NSL)
was- prepared by | |and served on | dba . The_'

~AS pdrt OL ICS
formation for a’

NSL requested_only subscriber information for the time period .

- the NSL, exceeded that which was requested. The error by

was apparently .a misunderstanding on its part as to the nature of
the request, since requests for toll billing information and-

_subscrlber 1nformatlon are - requested separately by the. FBI

:; S (U) reported that they returned the toll record »
ilnformatlon to on’ 10/26/2006 = v' . f«' I Y‘_i_Ln

(U)i Sectlon 2 4 of Executlve Order' E.O. ) 12863

fdated 09/13/1993 mandates that Inspectors: General and General

Counsels of the Intelllgence Community components (in the FBI

"~ the Assistant Director, INSD; and the General Counsel, OGC,
‘respectlvely) ‘report to the IOB “concernlng 1ntelllgence . T
- activities that they have reason to believe may-be unlawful or -
. contrary to Executive order or Presidential dlrectlve This
. language was adopted verbatim from E.O. 12334, dated 12/04/1981,
" “when the-IOB was known as the President's Intelllgence Over81ght D e
'Board (PIOB). .By longstanding agreement between the FBI and thevhj o
~I0B (and its predecessor, the PIOB), this language has been el Ty
*;1nterpreted to mandate the reporting- of any violation of a

provision of the Attorney General Guidelines for National

~Security Investigations and Forelgn Intelligence Collection .-

- (NSIG), or other gu1dellnes or regulatlons ‘approved by the o

,~Attorney General in accordance with E.O. 12333, dated 12/04/1981
.if such provision was designed in full or in part to ensure the. .
protectlon of the individual rights of U.S. persons. VlOlathHS;f;

of provisions that are essentially admlnlstratlve in nature need

not be reported to the IOB. The FBI is required, however, to

maintain records of such-administrative Vlolatlons so that the
Counsel. to the IOB may rev1ew them upon reqaest

V(U) On 03/28/2006 the FBI's Natlonal Securlty Law

‘Branch . (NSLB) sent a letter to the Counsel for the IOB requestlng:

their concurrence to treat third party errors as non-reportable,

'vthough NSLB would Stlll requ1re the field to contlnue to report

. sgﬁéET

NI

NSL VIO-23825

oer'information]_




- To: E::::::]FTCh Offlce of the General Counsel bé t;u_ P
’ Re 278 HQ C1229736 VIO, 12/12/2006 ] f4? f' b/” Ll

1‘any 1mproper collectlon under an’ NSL as a potentlal IOB matter
By letter dated 11/13/2006, the Counsel to the IOB agreed that . - |
third party errors in the collection of 1nformatlon pursuant to AN

an NSL must be reported to the -FBI OGC but are not reportable to

o the IOB

(U) CIn the 1nstant case the collectlon of 1nformatlon

‘by the FBI was not the fault of FBI[:::;:];. Once the case agent
.- discovered that he had received information beyond ‘the scope of
. the NSL request, ‘the case agent immediately sequestered the )
‘information, returned sald 1nf0rmatlon totE::fE]
"_matter to OGC o - :

© NSLVIO-23826
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“LEAD(S)

tSet Lead l

o "(U.)

:1 Set Lead 2

.;ch;'ﬂ

From ;
278 HQ C1229736 VIO,

(Informatlon)-.lh'L”

INSPECTION o

f] AT WASHINGTON, Dc -

For lnformatlon

(Informatlon)yff'

a COUNTERINTELLIGENCE fx*‘

. AT WASHINGTON, DC

'LKUY

:‘ Set Lead 3

For lnformatlon :

-

‘AT

l’ ‘(':Ni) i

, "7appropr1a e pro ocols are in place to prevent 31m11ar types of
"f;dlsclosures in the future S : : : :

(Actlon) ‘

Ms.

Thomas

1

Ll;

~ 1- I0B Library

- NSLVIO-23827.
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' FEDERAL BUREAU OF INVESTIGATION

":'P:ecédengé: ROUTINE _"a. e E“Jtif;Dé£e§] 12/12/2006_g‘35’“

o

b 7
biC

b7E

'.WULW'?~SynOp51s~ :}éi; The | - IFiéid Office l-requested that bél
- the Office’of

- To: - Fleld Offlce ;H‘AAttnf“

ifiApproved By ‘Thomas Julle FCZkaﬂ )  : :,f: ‘fb2 V

S  ;Drafted By ' r | rsmti‘; L&ig kJ“
tUl,_mW”f 7
» v .Case ID # 278 HQ 01229736 VIO (Pendlng)

Counterlntelllgence o . Attn: SSA

Inspectlon DlVlSlon ~ 'Bttn: IIS, CRS

From:‘iOfine of the Géneral,COuns¢17
C NSLB/CILU/Room 7947 - /.
Contact AGC

I — : t("" be

'Titie:-l 5 INTELLIGENCE OVERSIGHT BOARD

MATTER" 2@07

he General Counsel (OGC) review an .incident and
determine whether it warrants reportlng to the Intelligence.

..-Oversight Board (I0B). It is the opinion of OGC that the

in}j;::

fAdmlnlstfatlﬁe ‘:biir ThlS electronlc communlcatlon (EC)'ContéiEE; Qbﬁl
"information from? the EC dated 10/25/2006 from[:::]to'OGC - L T

incident does not need to be reported to the IOB. Rather, this
© 'BEC should be maintained in the control flle for perlodlc review
ﬁ:Oby Counsel to the, IOB_" . :

(U)

assify-On'

-
b

reportlng a potentlal IOB matter oo . .-E‘ o ‘itwjbf“.

 Reference:. >< 278- HQ ~C1229736- ~V10 J‘e/u o 11 ?k(

NSLVIO-23831
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. ‘T0= Field From: Offlce of the General Counsel}3 E .
B Re?‘ﬁ278fHQfC1229736—VIQ 12/12/2006 |

S petails: By EC dated 10/25/2006 requested that 0GC «
' ~ review arf 1n01dent and determlne whether 1t warrants reportlng to
“the TOR : ,

b/

-~ )  During the investigation,] ki ssued an NSL. tol

.~ requesting names, addresses, length ol service and electronic . - L

- .communications transactional records, to ‘include ex1st1ng .

'itransactlon/act1v1ty logs and all electronlc ‘mail (e-mail) header .

information (excluding content and/or subject fields) for the ]
igifollow1n and = ;

Was also_reguested to Droxide;thef}'ff

physmcal 'ddresses and locattons forl

~ Reside
- 'NSL to

ﬂyf;f;:v (X" The] |NSL was aaproved and si ned on 05 22/2006,fof?
'itlj Wbﬂuthen trans itked _to Division, :

TR 06/20/2006, | provided the

L SA‘ |rev1ewed the CD froml and noticed that they
-had forgotten to complete the T ating to additicnal -

71272006, | [Gelivered the ‘:?'t};'ﬂ5*

e'FBI with a response on CD-ROM. . During the week of July 10, 2006'f1§§ T
. PID

L - b7E
-rgmail_gQQLgﬁses - During the week of 07/17/2006 SA| |called
directly and notified them of the missing data. | |

b6

| [ told SA[:::f]that they had 1nadvertently forgot. to. f 55,{-h,i

in the emgil ddresses and would prepare another CD-rom for

( Due to numerous delays, 1nclud1ng thel

S 1lly provided a second CD-ROM tof [ which was provided to .
L [i;fT along with an EC dated 09/25/2006.  SA first reviewed -
€ second CD-rom on 10/25/2006 and discovered that,' in. addition:

to the requested email addresses, | | provided a zIP
file that contained some e-mail content. This content was not - v
requested by SA |nor]authorized by: ‘the NSL: - Upon dlscoverlng

| |lerror, SA returned the second CD-ROM NSL-
- response to its envelope and cedsed nalysis of the material.
SA ‘then reported the matter to A/SSA 'who then .

b6 L
pIC

S
DL

oY/

[DTD

sealed the- envelo?e containing the_secoud CD ROd and placed it 1n ;d;*eeV“

the safe in the SSA offlce

NSL VIO-23832
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”fVZ‘ReL:_278—HQ—C1229735_Vro 12/12/2006

Toif| ‘ [Pleld From Offlce of.the General Counsel

s (u) Sectlon 2 4 of Executlve Order E O ) 12863

- dated 09/13/1993, mandates that Inspectors’ General and General
Counsels of the Intelligence Community components (in the FBI
‘the Assistant Director, INSD, and the General .Counsel, '0GC,

o respectively) report to:the IOB “concernlng 1ntelllgence

activities that they have reason to believe may be unlawful: orbif;“A“

V}fcontrary to Executive order or Presidential dlrectlve ” . This

‘language was adopted verbatim from E.O. 12334, dated 12/04/1981
when the IOB was known as the President's Intelllgence Over51ght
Board (PIOB). By longstandlng agreement between. the FBI and .the-
_I0OB (and its predecessor, the PIOB), this language has been

" interpreted to mandate the reporting of any violation of a °

.{-prov151on of the Attorney General Guidelines for National -
_v5:Secur1ty Investigations and. Foreign Intelligence Collectlon
- - (NSIG), or other guldellnes or. regulatlons ‘approved by thé’

Attorney General in accordance with E.0.- 12333, dated 12/04/1981
. if such provision was-designed in full or in part to ensure the'wa'”
E protectlon of the individual rights of U.S. persons “Violations’

o of provisions, that are essentially administrative in. nature need

. 'not be reported to the I0B. The FBI is reguired, however, to e
ffmalntaln records of such administrative violations so that the.ch:

':.Counsel to the IOB may rev1ew them upon request

R (U) On 03/28/2006,_the FBI s Natlonal Securlty Law -
;iBranch {NSLB) 'sent a letter to the Counsel for. the IOB. requestlngf'
,.thelr concurrence to treat thlrd party €rrors as non- reportable,,
j-though NSLB ‘would still require the field to continue to report
“any improper collection under an NSL as a potential IOB matter.
By letter dated 11/13/2006, the Counsel to the IOB agreed that
third party errors in the ‘collection of information pursuant to - R
an NSL must be reported to the FBI OGC, but are not reportable to”f_iﬁ?*ﬂ“

xf_ffthe IOB

_ () In the instant case_the COllection'of information‘~'

. by the FBI was not the fault of Once the case agent . b2

. ‘discovered that he had: received 1nformatlon beyond the. scope of }37E"
~the NSL request, the case agent 1mmed1ately sequestered the B

Ainformation, placed the 1nformatlon in a secure safe and reported

. the matter to OGC.

;FSEagéélptaufb
, :5’ . .

 NSLVIO-23833



278 HQ C1229736 VIO 12/12/2006

i"LEAD( ) I
liSet Lead 1 (InLormation)
INSPECTION . » | |
AT WASHINGTON, De f,flf;:Q
‘ L.LU)' For. 1nformatlon
i_Set Lead 2 (Informatlon)‘fVALVv
Le COUNTERINTELLIGENCE

AT WASHINGTON DC

(U)" For 1nformat10n

:;LSet Lead 3 ; (Actlon)

AT | d ' be L

(U)]fFor actlon deemed approprlate

o cer 1~ Ms;QThemas” N

o 1- b6
1= - b7
- 1- IOB Library

Coee

©UNSLVIO-23834

IFleld‘From Offlce of the Gwneral Counsel RL;




‘Message S ‘ - ) Page 1 of 2

(OGC) (FBI) ggc _
From: CTD) (FBI) -
Sent:  Tuesday, March 08, 2005 5:25 PM . :
To: 0GC) (FBI] —__]cTD) (FB))
Ce: - CTD) (FBI); (OGC) (FBI);
OGC) (FBI) ' : : T

Subject: RE: CAU telephone NSLs -

| SENSITIVE BUT UNCLASSIFIED
m&m_o_ :

I'd like to visit with you some time this week. I'l give you a call to schedule. b2

Thanks | - L - b7C

CAILL

M Rm 2310

»-----Orlglnal Message-----

From{ | (OGC) (FBL) ;

Sent: Monday, March 07, 2005 11:18 AM S

To: (CTD) (FBI);| |cTD) (FBT)

Cc: (CTD) FBI)I [0GC) (FBI);

| OGOy (P
ubject: CAU telephone NSLs

SENSITIVE BUT UNCLASSIFIED
ON-REC RD

At the CDC conference, | informed the CDCs that they should encourage people to route NSLs for
telephone_numbers through your unit. But when | went on your website, the link to "What CAU can do for
~You," theI uggests that you don't want all NSLs to go to you but| |
| JIs that true, or do you want all

phone NSLs to go to you? :

Also, the [ '

Please give me your thoughts. -

thanks. ' ' : , - .

OO

I‘IDL VI.U FAToY

3/26/2007

b6

b7C



Message Page2o0f2

=~

rr

o oW

(Y

SENSITIVE BUT UNCLASSIFIED

- SENSITIVE BUT UNCLASSIFIED

NSL VIO-23872

3/26/2007



__Meséageu _ o o : o CL Pagello’f'z_"

(0GC) (Fbl) '; ; |

~ From: (OGC) (FBI)
Sent: ‘Tuesday, April 26, 2005 10:06 AM
To:  THOMAS, JULIE F. (OGC) (FBI) N :
ce: | loco) (FBY (OGC) (FBY)
- Subject: FW: Emergency NSLs R

be
viC

 SENSITIVE aur UNCLASSIFIED
'NON-RECORD

| Julie,|

o}

~J ~J Oy N2

MmO

o

oo

The enclosed EC hasn't gone through: yet but you had approved the |dea of dding it, so I am sendlng .,bg_,
you a copy FYI. . ‘ ' _ .b‘ 7C

:l f forgot to cc you on the beiow but you need to be aware of it, as well

' From'I kOGC) (FBI)
- Sent: Tuesday, April 26, 2005 9:57 AM .
- Toi| I(CT D) (FBL) b 7C
, Subject. Emergency NSLs S

§ENSITIVE BUT UNCLASSIFIE

N N-RE RD
. 1 b7C
_Thanks, ' }:)7E .

'NSLVIO-23881

. 3/26/2007



© Message U I R .?'.'.Page_:zofjlz-' -

SENSITIVE BUT UNCLASSIFIED

' SENSITIVE BUT UNCLASSIFIED

| - NSLVIO-23882
372612007 . S



© FD-962 (Rev. 03-21-2005).

biC
b7E

(-

i

l:Ub:l

. sE&kET '
FEDERAL BUREAU OF INVESTIGATION

 Precedence: 'ROUTINE - - ~ Date: 03/15/2007

- o o p
To: Inspection -~ Attn: IIS, Room 11861y
General Counsel ‘ Attn: NSLB, Room’ 7975@%
‘| | X Attn: Legal Unit
From: | . ’ ,
, | ‘.r
Approve | E ’ ; ;
I(P‘Vg%”/ ‘
Drafted By: :kaég// ' ' ,"Z;a
" Case ID #r 278-HO-C1229736-VIQ  (Pending)” zl—L
’ ' (8) L
(9) ¥
- bTE
) Tltle. _ REPORT OF A POTENTIAL ICB ERROR bl
uwSynepsls-_ To report p0391ble IOB erroxr.
Der1 aun s i
On: 032
Enclosures.: ‘For the Chief Division Counc1l of the Office, b2
copy of RFPA National Security Letter {NSL), and orlglnal credlt _ biFE
" report recelved therefrom for purposes of sequestratlon o :
Detalls:'
S (s) 1.
' . e
3. P0851ble I0B Error: A carrier prov1d1ng information beyond ©7C
the scope of the FISC order or other relevant legal authorlty o7E
resulting in the unlntentlonal acquisition of data. SR

(8)-

o sﬁbﬁgT

e S "NSL VIO-'2389:1-A

”’Z, /70/ i




o

SEREET oz

To: _Ingpection From: | ] b/E
Rew~:}6§? 278-HQ-C1229736-V10, 03/15/2007

)X( 4. Descrlptlon of: IOB Error (1nclud1ng any reportlng delays)

on or about May 26, 2004, an REDA National Security Letter
(NSL) was served tq |of|

requesting the name, address and

~.all financial institutions (aa detined in titie 12 1T § Section

g [AIC e “pd
2401) relatina tal _
Do
- - - - o ’ ’ b)\.) /Lz
f)%éi The NSL, submitted pursuant to 15 U, 1581(u)(a); wag D7D
drafted by Case Agent] ] of squad which is N oui

»tgih;

supervised by SSA | The NSL specifically requested
the names and addresses of all financial institutions (as defined in
Title 12, U.S8.C., Section 3401) at whlch the below named consumer
malntalns oY has malntalned an account . :

On-May 26, 2004, the NSL was . executed by[::::] In executing
provided the subject's entire credit report, as opposed

e requested record of just financial institutions. Therefore, :

erroneously provided additional information that was over-and- bé

above that. which was requested by the NSL. The NSL clearly requested 2

financial institution records under 15 U.S.C. § 1681 (u) (a). Case. Agentb
discovered this problem on March 14, 2007, and took immediate action

to report the incident and submit the full credit report to the Chief k3“D
Division Council of the |Off1ce for sequestratlon on March 15,
2007. No coples of the report remain in case flle

The p0591b1e v1olat10n was not reported in 2004 because case
Agent was not aware, at the time, that receiving a full credit hlstory

_was beyond the scope of authorization.

s@kégT

NSL VIO 23892



e

To: _ Inspection From: I::l b2
,Re,::ﬁaiffzvsfHQ-C1229736—VIo, 03/15/2007 | 1y7F

LEAD (s) :
Set L‘ea‘\dv 1: (Action)

 INSPECTION

| AT WASHINGTON, DC

» ' (u) - f‘oi action vdeemeﬂd“appirOPriété.. ‘
éeﬁ.Lead 2: (Action) o .
| GENERAL COUNSEL S

AT WASHINGTON, DC

(u) For act;iori"deemed appropriate.

*

e

| NSL VIO-23893



(Rev, 01-31-2003) ©

b2

beé

“bicC

b7E

'qﬁxg%r

' FEDERAL BUREAU OF INVESTIGATION

precedence: ROUTINE

To: General Counsel

b2

p6 . Date: 04/05/2004

- biC

Attn: Squadl

~ .o attn: Unit Chief o
. DIE LT r"""_gi____l CTLU 1
- -

- SSA| |
Attn:  Squad | | [
. . SA
~ From: | o
- SAC | |
» Contact: |
Apprdvéd By:
Drafted By: | ] o
khl ase ID #(s) (Pending) (;'i
{(Pending) - -~ ‘

e o (8)
. bIE o

b6 itle: (S)
- bIC |

"HBbF-HQ-CI303371 = (Pending)

Synopsis: (U) Approves the issuance of an RFPA National
~Security Letter (NSL); provides reporting data; and, if
NSL for-delivery to the financial

. necessary, transmits the

institution. ‘

d From :

‘Enclosure(s): (U) thClosed'Eor[:::::::]Division is a

and a copy of a letter dated 04/05/2004, addregsed to

tuec.wpd '

_Custodian of Records,|
| requesting fimancial records.

Ag;bﬁ%f-v ‘gsjﬂ

1

. b2
o 4
n original -}
. 7C
7D
_bTE

D6

-

R I

© NSL VIO-23894 .

'&.2:- o
v/// b6 '
by b7C




SE)@T . b2
: S v oIE
To: General Caonnsel Fram: I ol
Re: (S) 04/05/2004

S ilg: ‘v) .“,Nth‘: A
. | En accordance with the Attorney General Guidelines. On b2 .
~January 16, 2003, United States Attorney General John Ashcroft,.,’»b7E;
~via a memorandum to FBI Director Robert S. Mueller, III,

.~ _authorized the use of National Security Letters in.al ' [;3‘;_;
'(Sj~" to obtain telephone, financial and credit records. = . . =

bl
- b6 )
pIC -
BID

NSLVIO-23895



;Uﬁ;o

approval and certlflcatlon of the enclosed NSL. For mandatory

rflnanc1al 1nst1tut10ns records for: one {1) individual.

_ llalson with the consumer reportlng agency should dellver the. -~ S
letter to[:::::::::], v 4 L : b7D

. o - - Sébfii

"To: General Counsel From: | I .Ol

- Re: (8) 04/05/2004 b2

¥ ”h

ThlS electronic communication documents the SAC s

reporting purposes, the enclosed NSL seeks the identity of -

U A re resentatlve of the £ffi w
() p [::::::]o ce who has h4

: L BTE
(U) . On 11/09/2001 ‘the Dlrector de51gnated the
off1c1al signing the enclosed letter as authorlzed to make the

requlred certification.

SERR S M— L
+15, United States Code, Section 1681u ; 1t 1s prohibited from - D2

. Bureau communication.:Subsequent dissemination of such

- military investigative entities as may be necessary for the -

~discloging that trhe FBI has made this request. In addition, - "4 ¢
[is prohlblted from including in any consumer report  :‘fb7ry“"

any information that would 1ndlcate that the FBI has sought or"- -

obtained such 1nformatl0n , - _ o biE

_ (W) Arrangements should be made w1th |to

provide the records personally to a representative of your . D4

‘office.| |should neither send the records through the . 17

‘mail nor utilize the name of the subject in any telephone calls

to your office. should not contact FBIHQ directly in
anymanner_ - ' . ) R - L

(U) Consumer reports received. from a consumer
reporting agency must be clearly identified when reported in any

information is prohibited, except to other Federal agencies or

approval or conduct of a forelgn counterlntelllgence

.1nvestlgatlon
: (U) Any questlons regardlng the above can be dlrected
toI IAttentlon SA| | phone number
: L c
- E

Tooo
3305 0 S

T

CA\® oL L
' gl5§§:_ o
o 'm S

© NSL VIO-23896 -



SEREET

To:v General Cdunsel Frbm: L;;;;;;;] k‘bi'
“Re: (S) 04 IO%

: T b2
" b7E

'LEAD(s)

Set Lead 1: _(Action)

GENERAL’COUNSEL

AT WASHINGTON, DC

{U) * CTLU is requested to record the approprlate
- information needed to fulflll the Congre591onal reportlng
_Yrequlrements for NSLs.

 Set Lead 2: (Action)

AT

(U) . Deliver the‘attached letter as indicated above. Dk
Upon receipt of information from the carriar,l Division '
is requested to submit results to B - i

CNSLVIO-23897



» U.S. Department ()f’ Jtlstice v

Federal Bureau of Investigation L

in Reply. Plu\e Rerer W

File No.
. April 5,.2004
b4
b"’l
— B b7
Dear B

o o Under the authorlty of Executlve Order 12333 dated .
December 4, 1981, and pursuant to Title 15, United States Code

~ (U.8.C.), Section 168lu(a) of the Fair Credlt Reporting Act (as
‘amended on October 26, 2001}, you are hereby directed to provide -

~the Federal Bureau of Investigation (FBI) the nameées and addresses
‘of all financial ‘institutions (as defined in Title 12, U.S.C. o
Section 3401) at which the below named consumer. malntalns or. has

maintained an account:
o ) b6
b7
- bTE

: In accordance w1th Tltle 15 U S C., Section 1681u(a)
1 certlfy that such information is sought for the conduct of an
,’authorlzed investigation to protect against international
‘terrorism or. clandestlne intelligence activities, and that such -
- an investigation of ‘a United States person is not conducted
~ - 'solely on the basis of activities protected by the flrst
amendment of to Constltutlon of the United States

S Please be adv1sed that Tltle 15 U S.C. Sectlon
o 1681u(d] prohibits any consumex reportlng agency, or offlcerv T
" from disclosing to any person that the FBI has sought or obtained
. access to information or records under these provisions.. In’
. .addition; no consumer reporting agency, or offlcer(vempIOYee or .-
agent of such consumer reporting agency, may.include in any o
. ‘consumer report .any information that would: 1ndlcate that the FBI .
has sought or obtalned such 1nformat10n S

'NS:LjVIO_-2389‘8 o



You are requested to prov1de records responsive to this .. -

request personally to a representative of the field

office of the FBI. Any questions you have regarding this request,_b2
should be directed only to Acting Supervisory Special Agent - b6 .
[ I of the |fie1'd office. p7C
‘Due to security considerations, you should neither send the R N

records thlough the mail nor disclose the substance of thlS
request in any telephone conversation.

Your cooperatlon in thls matter is greatly appre01ated

Sincerely,

o2
Special Agent In Charge - D7E
. o

oo



b2
"bE

bi7C

- b7E

--Dréftéd Byrj

(Rev.01:31:2003) e S%ET

FEDERAL BUREAU OF INVESTIGATION

{cedence: ROUTINE .+ * Dpate: 03/13/2007

: INSD - . Attn: 1IIg
ocC Attn: [SLB
lcéunterintelligencev . Attn: CD-2R

S T - A/uc

From:

: . SA

case D #: 278-Ho- C1229736 VIO (Pendmg)-'Z}LZq

Title: REPORT OF A POTENTIAL IOB MATTER

v_Syhopsis:> {U) To- report a‘potentlal Intelligence Oversight

Board (IOB) matter in the case of financial National Securlty

bl,‘Letter (NSL) results

bl

.~
N
4

b4
':S:l A)/

L’T

T”{Sj_wgi
- tS?HW

"‘Reference 278-HON-C122973A Serial 2570

o Administrathnni 7ﬁ{i'T“FﬁY ation'provided‘to the FBI by

contained i

serial 54 have been provided To tne

CDC. }
Details: (5) | | ol
land g gt 11 rmendine N
|1s currently b%
l | The case agent. foﬂ 18 EYsTel 4
the. squad supervisor is| — : — b6
' ' b7C

) On 12/20/2006 an NSL was drafted to be dellvered LD
obtain the names and addresses of all financial -
institu ions at WthhI |maintains accounts pursuant to 'be

seper

NSL VIO-23900 -



~ To: INSD From: : a bz

'Re: 278-HQ-C1229736-VIO, 03/13/2007 =~ b7E

15 U.S.C. 168lu(a). On or about 3/3/2007, the results of the NSL

..-where provided ¢ iter and reviewed. Upon review, it was
~ determined that provided an entire credit report on the

- target. _ » 04
(U) Based on what the NSL gpecifically requested from -
it clear that more 1nformatlon was prov1ded beyond the
request of the wrlter o . .
(U) The results have been prov1ded to the[:::]CDC for b2

‘sequestratlon pending final guidance from OGC upon review of thlS B7E
- matter. No use of the 1nformatlon has been made. v

e

~NSLVIO-23901



" To: INSD - From: [::::::::]':” b2

- Re:’ 2735HQ-01229736-VIO,;03/13/2007', S b7E

: 'LEAD(S)§

'  Set Lead 1: (Actlon)

GENERAL COUNSEL

: AT WASHINGTON, DC

appropriate body to gatigfy the neccessary reporting

- requirements. Advise as to the final disposition of"
results. S _ S o o

BT

SLVIO-23902

S ;{lrequests OGC to rev1ew the potentlal 0B
-violation and 1 eemed approprlate, pass the 1nformat10n to the N

bf\
D7E



o (Rev. 01:312003) o
B ssﬁ@r

'FEDERAL BUREAU OF INVESTIGATION

Precedence:” ROUTINE .~ ° Datei 03/16/2007.
' To: Counterintelligence Attn: CD-| ssa
L ' Ggger%%mCounsel R - Attn: NSLE — .

R Inspection . ' : Attn: Internal Investlgatlve Sectlon
- b2 L - S
. b6 From: _ S
.‘ "'7»“1 ’ _
» ﬁ;: Co a‘ct: -~ SA

o~

Approved

Drafted By° ‘

o Case ¥ >><” 278-HO-C1229736 VIO (Pending) - 238! bl
R (S) B 0
o - (8) ‘ ~ b7A

. , . BIE
tUJ ”Tltle‘» ) REPORT OF A POTENTIAL IOB MATTER : oo e .

""Synops:r.r?@i( ‘To report a potentlal IOB matter 1nvolv1ng an
overproduction™by a carrier. , .

Detaiis': (S) ‘ - v | \ e} |
| (PendIm ase Agen gIscove T

potential 1OB v:.olatlon 1nvolv1ng an o uction by a carrier *: .
that i i the D
(8 easa | , ' © b6
S ;l | The Supervisory Special = 17C
‘Agent for this investigation is SSAl | o v ‘ B7E
() SA the previ 1
. agent, requested through ap NSI dafed 04/12/06 from | o
o gsubscriber information for on date 08/2005, a = <%
_ e . gyl
SEQK?T" o :

'.-'Upho}\bED \/ - i ) R

;wn'HOUTT%n . o kN
'BY e NSL VIO-23903
DATE o T T



e

N ra mbAteiephone line believed to-beused by on .

: I: :I .,10/16/2006 a as rersived 'F'r‘nml Iidenf-i fyrina the -

subscrlber asl e_]:
[

e>ff3hlg;“08/2005 ' response, included in EC dated 03/09/2007

'va)"Tthe NSL to seek subscrlber 1nformat10n for on

TE R 12/20/2005 to present." This information was included |

S ET

To: Gen ral Counsel Attn:‘ NSLB Inspectlon From
:)ﬁif 2784HQ«C1229736—VIO,u03/16/2007

v

- The . response TITIICAI LT CIIa T Tl

LGS LIL UL Tl VALICS L LULH

| The request form was never converted to a
. Declaration and thus the over-produced- 1nformat10n was never
: submlttedl | -

585 As'of‘EC’dated 10/20/2006, the case was reassigned

- to sa| | upon - s transfer to another squad.
In preparation for a re-submittal oI |»SA
_| sent another NSL dated 02/12/07 to for the same

in ormatlon subscrlber informatien- foﬂ |as of

. and recéived on 03/14/07, was negative. On 03/16/07, SA
- - attempted to determine the cause of the discrepancy in the result
~despite the fact that the same informaticn had been requested. in.
the previous NSL. Upon comparing the results, SAl::::f]noticed
that though the subscrib tion was requested as of
08/2005, the results fro did not conform to the date
) [requested but were from 12/20/2005 to present

>ﬁzf Upon thlS dlscovery, SA| then consulted with-
‘ SSA/ADC| | Legal Department, who advised that this
.- was a possible 10B violation due to over-production by carrier.
~SA[__ "]advised that the over-production be sealed and .

" .sequestered with the CDC. SAl sealed the over-production on
03/16/07 and gave it to Legal Unit on 03/21/2007. The Legal Unit

 was-also provided with the FISA request form and coples of samev
Acontalned 14::::]f11es ‘ o :

v - The FBI-origipally“liétéd aS'the'ﬁumber for
- which subsecriber information was sought and subseguentlvy amended

: 8/2005

2 -

- NSL VIO-23904

P7E

bl
- b2
b6 -
b7A

.

bl
b4
[o1)
©IC

b7h
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~
MmO
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b2



lﬁﬁ}iwfm

;lﬁuﬂﬁwli

ﬂ{U} m;;,;->

‘ Set Leéd;B: (Info)  

.SeffLeédllzv (Info)

;s%ﬁ?ﬁr'v

‘To: '@General Counsel Attn:. NSLB Inspection From:
~~Re: - M) 278-HQ-C1229736-VIO, 03/16/2007

 q]iLEAD(s)}," 

. COUNTERINTELLIGENCE

AT WASHINGTON, DC

D >< Read and clear .,

Set Lead 2: (Info)

»-INSPECTION’
AT WASHINGTON, DC -

_Read_and”clear;

GENERAL COUNSEL

AT WASHINGTON, DC

;%w¢@ygim:;>x§z Read and clear.

NSL VIO-23905




' 4/02/2007 o
Bt : _ 04/02/2 p7C
'{gf« . X SER/CILU/Room 7947

PG
[

NGRS
1 O

]

b2

- Office of General

erial 2199. : bl

. , ’ - b2

Ad  |received the above L
cernied a nonreportable ’ ~
b7
b7E

| Isubmirfpr’an NSL
.ephone| - '
- O 1277672007, |

BRI TETSk to Fal | | thae
TR ing records. The disk was

 NSL VIO-23906
BEST COPY AVAILABLE



SEXﬁET

. To: Offlce of the General Counsel ’From{

Re: ' (8S) 04/02/2007
immediately prov1ded to A/CDC
sequestratlon. ‘ :

bllllng r

for-

believed thegltoll
ovided were relevant to e above

investigation and a NSL will be submitted to request the

prev1ously prov1ded toll billing records.

S}Q{ET

~

NSL VIO-23907

con51ders this lead covered

bl
2

b7E
s A




S ET

: - Offi ral Counsel .From:
: o (8) 04/02/2007

LEAD(S):

Set Lead 1: (Info)

OFFICE OF THE GENERAL COUNSEL

AT WASHINGTON, DC

qm e ‘W?:}Qi 'Infdrmafion‘bnly.b

*"




(Rev. 01-31-2003) - o
- ;;Béér

'FEDERAL BUREAU OF INVESTIGATION

' Precedence: IMMEDIATE - - Date: 03/22/2007
 To: ‘ ~ Attn: SAC
' ~ ASAf
SSA
SA
- SA
‘ : ole
Counterlntelllgence Attn: CD-1
52 Inspection N ~Attn:  IIS, CRS
b6 From: Office of the General Counsel |
“b7C : NSLB/CILU/Room 7947
n7E N Contact: AGC
- Approved By: thQmas_Julis_E_;1 - ba
.- | b6
- e p7C
- Drafted By: | E smt HID
'~ case ID #: (U) 278-HQ-C1229736-VIO  (Pending)
U c ‘ -
Al Title:  INTELLIGENCE OVERSIGHT BOARD
o MATTER 2007 | '
M gynepsisi AZ5w The | [Field Office Y

-requested that the Office of the General Counsel (OGC) review an Qi
incident -and determine whether it warrants reportlng to the
Intelligence Oversight Board (IOB). It is the opinion of 0GC
that the incident dces not need to be reported to the IOB.

_'Rather, this electronic communication ({(EC) should be maintained

" in the control file for periodic review by Counsel to the IOB.

.

: tUJ;QWAdministrativei This EC contains information from the EC jon!

"dated 2/21/2007 from|[ | to OGC reporting a p 2
.. _IOB matter, a phone conversation between author and SSA %E
. |on 3/13/2007 and an email dated 3/15/2007 from SA »;?;ﬂ

g meferences f><)‘ | - T

sﬁ;ﬂhm

NSL VIO-23922



‘.:fU?{_”?*

LU

- To: | | From: Office of the General Counsel DZ
- Re: (U) 278-HQ-C1229736-VIO, 03/22/2007 : LTE
' C o ' . ' : bl
. ’ : : ‘ bz
" Details:’ :}giz By EC dated 2/21/2007, requested b4
that OGC review an 1ni1dsnL4mMi4kﬂxnmEﬁE:ﬁEEEEEZ:IE_maIIaan_1». b6
i he IOB., ~
| b7C
AS part Or 1Cts investigacion/ |‘b7'
___________ |sought transactional infnrmarion.purauan;_xg_lﬂ_u_ﬁhc. bT7E
52709 Tor telephone number| which ad
~ reason to believe was used DY A National Securitwy
. Letter (NSL) was prepared by pnd served on |
" via NSL dated 5/17/2004. The Te €d the "name, address,
" length of service, and local_and lonag distance toll billing
, records assoglated with . - {emphasis added)

" Upon review of the documents provided Uj[:::::] - be
|in July 2004, it was learned that the information b4
provided, pursuant to the NSL, inc i b7D

concerning an associated telephone number. H7E
" reported that they did not upload nor analyze the results for the‘ -
associated number because the association alone was the immediate
“intelligence value and thus there was no further reason to upload
- the 1nformat10n at that time.
- T '~ The association was the fact that both numbers
".were subscribed to by the same individual. Thereafter, since the -
" associated number was provided in the same report as the- s
requested number, the entire report was placed in the file. ';bﬁ
| determination at the time was that since the - - b7E
“additional number was clearly "associated"™ with the requested
number, the acquisition of this information was entirely lawful
and therefore no further action was necessary (i.e. reporting or
sequestering) . o ,
:IEi: Thereafter, the Department of Justice, Offlce of o
the Inspector General (OIG) conducted an NSL audit between June ng'
. 19-30, 2006.  The audit called into question the acquisition of *~
‘the associated number. At that time, discussed b7E
It should be noted that this submission was at the request of OGC in
. . response to the OIG report on the FBI's use of national security letters
" . wherein they reference. 22 instances where they thought a potential IOB ‘
‘»submission was in oxder. As discussed»infra,i |was.not otherwise b2
‘required to submit a potential IOB EC to OGC. - )

’Since that time, on 3/13/2007, author advised o
sequester -the records, out of an abundance of cautiom. ~ i

sp(@

~.NSL V10-23923
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“"TOrﬁl | From: Office of the General: Counsell b2

. Re: (U] 278 HQ-C1229736-VI0, 03/22/2007 © R

”.

this with the OIG “durlng which it was agreed that the second
telephone number was a85001ated with the subject telephone
number

(U) The plaln language and leglslatlve hlstory of

:v§2709 supports the position that the FBI is permitted to acqulre
. information on associate numbers attributable to the same

account. - The plain language of §2709 allows the FBI to "request
toll billing records of a_person. " (emphasis added) ,

'Thereby allowing the FBI to acquire the records for all numbers

“subscribed to by the "person." . Additionally, the legislative

- history of §2709 defines “toll billing records" and states:

s

iSII

" As used in this section, toll billing records
consist of information maintained by a wire or
‘electronic communication service provider
identifying the telephone numbers called from a
particular phone or attributable to a particular
account for which a communication service provider.
might charge a service fee. H.R. REP. 103-46, 1993
U.S.C.C.A.N. 1913. (emphasis added) - .

(U)s Read together, ‘§2709 and itsilegi91a£ive history
clearly contemplate the acquisition of *associated" numbers. The
use of the word "person" by Congress in section 2709 indicates

“that it did not seek to limit the acquisition of records to a

particular number. The legislative history itself supports this ;
interpretation by defining "toll billing records" as numbers
called "from a partlcular phone" or "attributable to a particular

- account." Thus, Congress seemingly contemplated that a single

: subscrlber ("person") might have multiply‘numbers in his/herxr

:P§i'Here;! had reason to beligve that e .
[::::::::]vws‘used b ) of an open investigation, .- —

: 5

name

" thereby making the number relevant to said investigation as - = b2
‘required by statute. As a result, | |issued an NSL = Dbi
‘requesting the "name, address, 1ength of serv1ce, and local and _ b6

... long distance toll b1111ng records as Fwith — 'b”C '

[J(emphasis added) In response, rOV1de | Sl

I |w1th the subscrlber ‘name. an records fon. 7D

________ . R A b7E

*EC froml I»to General Co'unsel‘dated‘2/21/'2007

3
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_AToél From: Office of the General Counsel b2
' Re:';(U) 278-HQ-C1229736-VIO, 03/22/2007 . ’ o b7E

L]

hs well as the toll records for the other number subscribed

- to by the subscrlber {(i.e. the "ass001ated“ number}

bl
’ To prohlblt the acquisition of this information would ij
not only contravene the plain language and legislative history of k)

.. §2709, but would also impede investigations by 11m1t1ng the
gxlnformatlon that can be lawfully obtalned

Although the attachment was not provided 1nlfhff:fa5e

Tit is nOnetheless instructive on the point of whether

should have reported this as a potential IOB. The’

. attachment lists several items that can be considered "toll-
.billing records“ to include: :

© All telephone numbers assoc1ated w1th the
targeted account or account-holder in this
"letter, to include any and all of the above
. information ([the toll billing records] for any
- secondary or additional telephone numbers
“identified by you as belonglng to the targeted
:‘account ‘or account-holder. ".. .

'This attachment language mirrors the types of records

E "contemplated by Congress and otherw1se comports w1th the mandates
- of §2709.

Moreover although released after the acqulsltlon of
information in this case, the official OGC IOB guidance released

~.on 11/16/2006 is instructive. This guidance does not require
;. reporting in the situation at hand and states in relevant part

conduct that must be reported as potentlal IOB violations"

,,include situations where " [A] carrier providing information -

- beyond the scope of the FISC order or other relevant legal

“ authority resulting in the unintentional acquisition of data."
_This, however, is inapposite to the situation at hand. Here, as

discussed above, - the associated number was not "beyond the scope
of the . . . relevant legal authority," nor did it result in_ the

- "unintentional acquisition of data," because the NSL expressly
‘requested, "associated" records. Therefore, there was neither a -
' carrler error nor an unlawful request. :

(U) Section 2.4 of Executive Order (E.O0.) 12863,

‘dated 09/13/1993 mandates that Inspectors General and General
" Counsels of the Intelllgence Community components {in the FBI,
. the Assistant Director, INSD, and the General Counsel, OGC,

- respectively) report to the IOB "concerning intelligence

activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive." This
language was‘adopted verbatim from E.O. 12334, dated 12/04/1981,

©NSL VIO-23925



'*y;_\i°Toi1 ‘Frem: Offige-of'the General Counsel o2
-~ Re: (p) 278-HQ-C1229736-VIO, 03/22/2007 : b?

sBeReT

L«‘J

-

- when the IOB was known as the President's Iritelligence Oversight
" Board (PIOB). ' By longstanding agréeement between the FBI and the
- IOB (and its predecessor, the PIOB), this language has been
~interpreted to mandate the reporting of any violation of a
< ‘provision of the Attorney General Guidelines for National
- .. Security Investigations and Foreign Intelligence Collection

(NSIG), or other guidelines or regulations approved by the

. Attorney General in accordance with E.O. 12333, dated 12/04/1981,

if such provision was designed in full or in part to ensure the

~ protection of the individual rights of U.S. persons. Violations

of provisions that are essentially administrative in nature need

" not be reported to the IOB. The FBI is required, however, to

maintain records of such administrative violations so that the

“"Counsel ¢ the IOB may review them upon ‘request.

( "In the instant case, the collection of 1nformatlon

“in July 2004 by the FBI was lawful. The plain language of §2709

and the accompanying legislative history allow for the

acquisition of records for multiple numbers attributable to the

same account. Here, both the requested number and the associated

number were attributed to the same z e relevant to o
an ongoing investigation. In fact, had open . ' 7E
investigations on all three individuals (the user of the , b7E

b'requested number, the user of the associated number, and the

subscriber);

':V(Uit*‘wt — ;;xi;b?herefore, the acquisition of toll records for the
vff'nf*'-”aSSOClate

..-‘reportlng to OGC and subsequently does -not need to be reported to
'.the I0B. : .

er was entirely lawful and did not require

- spdger
)

©NSL VI0-23926
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‘Toﬁ [ | From: Office of the General Counsel b2

" Re: (@) 278- HO- C1229736-VIO, 03/22/2007 - LI
| LEAD(s):

. Set Lead 1: (Info)

. . N n X . N - . N - /7
PR The refg:dﬂ.IﬁCﬁiMﬁdbpursuant to the 5/17/2004 NSL P<
";.request ‘Pertaining-to nd the associated number, do = D€

‘not require further sequestration and can be analyzed and ‘ B0
uploaded as appropriate per logical 1nvest1gatlon , BTE
A

. Set Lead 2: (Info)

INSPECTION
AT WASHINGTON, DC

(U) For information.

'*-1set Lead 3: (Info)

f; :CC: 1- Ms. Thomas

R

KCOUNTERINTELLIGENCE
AT WASHINGTON, DC

'(U) For- 1nformat10n§

- (@)

ooy
N
A

- 1- I0B Labrary

 een
>

NSL VIO-23927



| |soecl gFBI)

From: . | kOGO)(®¥B e
- Sent: . ’I_'Lhu[id.a!_Mﬂ.Lch_lilQOﬁZ 24 PM p7C
To: (06C) (FBI) o
Subject: - o FW 'NSL Checklist Audlt ‘
- SECRET//ORCON
.- RECORD xxxx

- -----Original Message-——.

From: I I(OGC) (FBI} ' o ‘
-Sent:, , March 13, 2007 G)F'EM_I ' bé
To: o (INSD) (FBI (INSD) (FBD) -~ ~

£

ce foGe) {FB) . picC
Subject: - NSL Checklist Audit 2 s
; ' ' bo

BIC

b7E

S fand ' '
" Settached your checklist with changes |

Again.- sorry it took so Iong to get back to you -
- 'Thank)-gouj ‘

- NSL
"orin.wpd {

If)ERIVE R OM: G-1 FBI Classmcatlon Gmde G-1, dated 1199, Forel n Government Informa
. DECLASSIFICATION-EXEMPTION 1 a :
' SECRET//QRCON_

DERIVED FROM: G-1 FBI Classificatie
- DECLASSIFICATION EXEMPTION 1
SECRET//ORCON ,

hidevG'-1' date‘d 1199, Foreign Government lnformatioh

, NSL VIO-23950



* From: - N Jocc) (B
) sent»‘__ - 24PM
To: OGC) (FBI)

L fiSubJect

FW: INSD/IIS NSL Compliance Checklist - Potential IOBs

SENSITIVE BUT UNCLASSIFIED

o NON-RECORD

T This is thé IOB one.

R — Orlglnal Messimgl ST
o From: INSD) (FBI)

o -

b
b7C

. Sent: ©°  Wednesday, March 14, 2007_z.qn_m_| o
STer L] EBS) (FBD); | (INSD) (FBI)*
C . THOMAS, JU

Cc: )
(INSP) (FBI);

L Subject: . INSDJIS N&L Co

0GC) (FBI); 0GC) (FBI I(msm (F
INSD) (FBD)] T
INSD) (FBI) INSD) (FBI)

mpllance Checkllst Potential I0Bs ] -

SENSITIVE BUT UNCLASSIFIED

- NON- RECORD

. 1NSLIOB
Nlist.wpd (*

Cor_xtin‘ued from yesterday. ’

bt
b7C
bTE

(INSD) (FBI)1 |

N5L VIO-25951




. Th‘ah‘k's. s

_ SENSITIVE BUT UNCLASSIFIED

_ SENSITIVE BUT UNCLASSIFIED

,  NSLVIO-23952 .



(Rev. 01-31-2003) [
FEDERAL BUREAU OF INVESTIGATION
Precedehpe: ROUTINE L bt o  " t»'j' . Date: t02/05/2007tt’
To: ‘ L S TR | pp—
a . . ...Aa/CiC
:?% . ‘,Counterintelligence '-A .tAttn: cp-2
Inspection S v'-‘Attni-'IIS; CRS|
 From: Office of the General Counsel A '
B . ~:  NSLB/CILU/Roor 7947 L.
T S Contact AGC
b2 ',[' 'Approved By Thomas Julie FGQ(”!Z
be - . {
b7 _"'f;‘ﬂlafted By:- ' ' -
o Case ID #: >(X< 278 -HQ- ~C1229736- VIO Serlalo’{ ({Of Pendmg)
iﬁJ. A SR INTELL{GENCE. OVERSIGHT iﬂUARD o ST T
o L v MATTER 2007+ "‘.\V”f S o.on ¥
in;:”,.QnSyn0p51s ;)8(; It is—the oplnlon of the Offlce of the Generdl | .
* . .Counsel (0GC) that this matter is not reportable to the .
fIntelllgence Oversight Board (IOB). Rather, it should be ‘ L
‘maintained in the control file for perlodlc rev1ew by Counse] to o
- the IOB. Our analy31s follows : o
IR §5ify On: _ .J
iUJJ_WM;Admlnlstratlve :>¥§£ ThlS electronlc Communlcatlon (EC) cortains‘: il\
. " information from the EC dated 01/04/2007 from the Field
- Office to OGC reporting a potential IOB matter. 1
" Reference: S » e S ;"' 02
| N I 1

"‘uv,l_-;Detalls~::}Si: By EC dated 01/04/2007 [:;::::::g requested that -
A1 0GC reviéw thé facts of the captioned matter and determine whether

. it warrants reportlng to the IOB. As explained below, in our
"oplnlon,,the FBI 13 ‘not- requlred to report thls matter to the IOB

sx}x@r .

Xm .
. NSL »VIQ+'23953'




-To:'[:::::::::jf'From Offlce 5 the General Counbtl b2

*i?i:f': Re: 278 HQ C1229736 ~vio, 02/05/2007 G b7Edj:iﬁ;jdf
. On 11/30/2006, ] [ drafted -an NSL pursuanta :b2
o to TE U.S.CL§ 2709 .seeking subscriber informaticn for a : ¢?b’ ’
o ‘vtelephone number'tha:»nas believed to be used by subject.  The t“jkwﬂ) -
- NSL was sent to via Federal Express‘on S o A
-12/15/2006.“‘ , R B L R ‘- : A-vtu‘.- CoEAT
e ‘;M;» gﬂm:}§i; On 12/26/2006 | |rece1ved the requested 7,52““”'
?.tql'f subscrlber information.along with a disk containing 140 pages of -

“toll records pertaining to the requested number. The disk
. containing the toll records was immediately turned over: to the
Actlng Chlef D1v131on Counsel for- sequestratlon :

o ( ) The Pre51dent by Executlve Order 12334 dated
=112/04/1981 established the President's. Intelligence’ Oversight'
- Board (PIOB). O©On 09/13/18927%,. by Executive Order 12863, the .~
- 'President renamed it the Intelligence Over31ght ‘Board (IOB) and - -
‘established the Board as a standing commlttee of the President's - .
‘Foreign Intelllgence Advisory Board. Among its. responsrbllltles,‘f.-’
“the IOB has been given authority'to review the FBI's practices. o
- and procedures relating to foreign- 1nte111gence and forelgn
'j_cnunter1ntelllqence collectlon

a»-;w.';- " . 1.‘ RS ,u:‘:.],wn RS TRERE ..—'J.;,~ e .

.o (U; Sectlon 2 4 of Exéecutive Order 12863 mandates that
»Inspectors General and General Counsel of the Intelligence
-~ Community components {(in the FBI, the Assistant Dlrector,; L
- Inspection Diwvision (INSD), and the General Counsel, Office of.
"~ the General Counsel (0GC), respectlvely) report to the I0B°
. intélligénce activities that they have reason to believe may be
- unlawful or contrary to Executlve Order or Presidential
‘Directive. This language has been 1nterpreted to mandate the’
‘reporting of any violation of a provision of The Attorney L
General's Guidelines for FBI National Security Investigations and v
- ‘Foreign Intelligence Collection (NSIG), effective 10/31/2003, or
/»A’other guidelines or regulations approved by the Attorney General -
. in accordance with EO 12333, dated 12/04/1981, if such provision .
~ .was designed to ensure the protectlon of individual rlghts
-Violations of provisions that merely are administrative in nature _
-~ and not deemed to have been designed to ensure the protectlon of - .
- -individual rights are generally not reported to the IOB. - The FBI
~-Inspection Division is required, however,_to maintain records of
'such administrative violations for three years so that the = .
. Counsel to the IOB may review them upon request. The
" determination as to whether a matterrls "admlnlstratlve in

2

| NeLvio- 23954



b

jf{To [::::::::] “From:’ Ottrce of the General Counsel b2 .-

278-HQ- C1229736- VIO !02/05,/.2007 RENTEE DfE‘H‘ L e

"'ffinature" must be made by OGC Therefore, suchxadmihlstrative” '
"T:v1olat10ns must be reported as potentlal IOB matters

(U) On 03/28/2006 the FBI's Natlonal Securlty Law

Branch (NSLB) sent a letter to the Counsel for the IOB requestlng:

their concurrence to treat third" party errors as non- reportable,.

. though NSLB would still require the fleld to continue to report -
.. “any improper collection under an NSL as a potential IOB matter.

©. By letter dated 11/13/2006, the Counsel to“the IOB. agreed that.
" third party errors in the collectlon of information pursuant to an’ - .-
,";NSL must be reported to the FBI OGC but are- not reportable to the., R
*~“"IOB T : o , , o o

;Tlh- - ' fv (U) In the 1nstant cas he 'ectlon of toll record' q'ff'-d
. information was-not the fault’ of _ Once it was C b2
- ‘discovéred that the information was beyond the 'scope of the NSL biE

.. .request, the information was 1mmed1ately sequestered and the
"ﬁ-matter was reported to. OGC B : : o

(U) Based upon these facts,-ln accordance w1Lh the

.,:;fterms 1mplement1ng the reportlng requlrements of Section 2.4 of ? o
. EO .12863,. it is our .Opinion that this error ‘is not reportable to
" the I0B... A.record of this de0151on .should.be maintained: 1n the

'~~fcontrol flle‘ror ruture rev1ew oy t\e Coansel to the IOB

3
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AR JE

"JvJRe;l ZT8=HO- =CI229736- VIO 02/05/&007 B b/

"rLEAD(s)

v:d‘Set Lead 1 (Actlon)

° cci”:"Ms. Thomas

.

saer

Tofl vlvFrdm Offlce ok the General Counsel Dr

INSPECTION ‘
AT WASHINGTON, DC

'(U)' INSD should retaln a record of the report of the

. potential IOB matter, as well as a copy of the OGC opinion, - T
vf~conclud1ng that ‘IOB notification is not. requlred for three years j_*“*"*
- for p0551ble rev1ew by the Counsel to. the IOB ST :

'f'Set Lead 2: : (fnfo)~f"

COUNTERINTELLIGENLE

AT WASHINGTON, Dc;,j; |

f{U) For 1nformatlon

(U] If deemed relevant to the 1nvestlgatlon,| If-:b2 |

should submit the appropriate NSL requesting the toll records or‘fb4

return the disk to "~ 1f the information is not relevant 7D

~or[____]does not Seek their return, then the disk should be " 7p
~destroyed with appropriate documentation placed in the file. -

IOB Library P!

"”a”ESEbﬁET{Ei':T
-+ NSL VIO-23956




a

(Rev. 01-31-2003) '

séﬁ%pm

FE-ERAL BUREAU OF INVESTIGATION

Precedende: ROUTINE =~  .».TDate{ 01/04/20071

‘To: Ifepection  © . Attn: ITS, Room 11861
JGeneral Counsel - . ’ “ Attn: -NSLB, Room 7975

2]

From: | | -
‘ Squad '
antac ISS

o eNEe)

[ EXENEN

- \.J ] o

.Apprévealﬁyi

, c . — |
 Drafted By: | Lksh

Case ID #: (U) 278-HO-C1229736-VIO (Pendlng%-Aazq
' (U)y _278 C26391 (Pending) =494
(8)

Title: (U) INTELLIGENCE'OVERSIGHT'BOARD[(IOB)b}
' SUPERVISORY SPECIAL AGENT - - b2

SPECIAL AGENT — '_f' bIC
DIVISION - BT
REPORT OF A POTENTIAL IOB MATTER'

- SW°P31S‘MO report a posmble 10B v:l.olatlén nvolvips o '
I:U:lﬁ unsoiicited telephone toll records from| |

. bl
 b7D
DTE

;QEgE

(U) .~ 278-HQ- C1229736 berlal 25 /0

()= - Detalls“:>¥§z In accordance with reportlng requlrements relatlng

" to known or suspected Intelllgence Oversight Board (IOB) o
- violations, per reference 2, notification is being made to the‘“;
 Office of General Counsel regarding unsolicited telephone toll

- SE}éT’

-

NSL'_ViO'-Z3957 |



To: _Ihspection From: |
- Re: . (U) _278—HQ7C1229736;VIO,

gﬁ&ﬁET

2

01/04/2007”

b2
b7E

bl

records received from .
2ive A b
. Referenced EC, dated 11/30/2006 directed” biD
Di ision to send a National Security Letter (NSL) to p7E
in| via Fed-ExX. :

requesting subscriber iInformation for.

elephone numbexr
This NSL was sent via Fed- -Ex on’ 12/15/2006

©On 12/26/2006 | IDlVlSlon recelved thev 

'requested subscriber information from|

along bl

with a disk containing 140 pages of telephone toll records. L2

- These toll records were not requested in the NSL. b
A - PPy o — 1] ’ b7D
It is a pending . bUE

,:anesElgaElon .

ThC (A/CDCT |

- m'f“;EE¥<:%he,disk‘containin ~the toll records, along with

the Respors over Sheet from| f

I | have been turned over to the

| pending a response
Security Law Branch regarding this matter. : A/CDC
~the toll records within his office safe.. .

' SECRET |

2

~ NSLVIO-23958

! IActing ;
rom the National-
|secured

NGNS

T

oo
NG

.\
Ty




To:. Inspection From: B bgﬁv
Re: (U} 278-HQ-C1229736-VIO, 0170472007 D7E

. LEAD(B):
l.settLead 1: (Action)t
| INSPECTION = -‘
AT WASHINGTON, D

() Request IIS take approprlate actlon as necessary
Jin response to thlS potentlal IOB matter S I

A'Set_Lead 2: _(Act;on)
_ GENERAL COUNSEL'

AT WASHINGTON DC

: (U) At NSLU rev1ew 1nformat10n prov1ded hereln and
'act as deemed approprlate : o S

R 1

 NSL VIO-23959-



U mev.01312003)

' Precedence: - ROUTINE = . ... o Date 2/21/2007

To: i ffif~“:E‘.f’“Q]‘Atth!’_SSA

b2

i»b6 ,ffl,

AEprDroved By ThnmaJ.Julle

T A

©bé

KL

| l:-l"’:b 7C
o .'-l: ]_'[»:.;

o

'tU1:;

fi?jﬁj;;_wm

:ESYﬁQpSiSY;:Egi; The[::::;:gFleld Offlce[:::::::].requéstéd‘that'“,i.
the Office” of the Genera ounsel (OGC) .reviliew.an incident and

iiDrafted By

. N, S’%‘ AA ;J;‘T‘ »'

FEDERAL BUREAU OF INVES!E ATION

"~ SA
_.cDC

Counterlntelllgence_? - :Afthﬁj CD*4EA:

Inspectlon T J'Attn:;'IIs,;CRs

.Fiom; Offlce of the General CouniglE

-NSLB/CILU/Room 7947

Contact ] AGC

Case LD _____ # N} 278-HO-C1229736- vzo”?Pendlng)
, ASN 6??{::]A894%5 I0B c}él o

INTELLLGENC"OVEQSIGHT BOARD‘;-‘{
MATTER 2007 . S

. determine whether it warrants. reportlng to the Intelligence
.. “Oversight Board (IOB). -It is the opinion of OGC that the .-
. incident does not need to be .reported to the IOB.
" EC should be maintained in the control flle for perlodlc review
o 1by Counsel to the IOB. : : :

Sy ed From : G=3 -

»f%AdmlhiStrativec:>7§1: This -electronic communication
~information from: the EC dated 2/01/2007 from

vEreportlng a’ potentlal IOB matter..*

_‘,__'E‘Reference :;Mﬁi,278 HQ- C1229736 VIO‘JE444{ RH?

_Rather, thlS

EC) contains

o OGC. -

.*'D‘!ﬁ-IfI’ﬁF #Ruj_{ B

b2
bTE



s orreview a

’ TIOm, sougne -
“fransactional information for an email account relevant to the~

::transactional 1nformatlon, had prov1ded 1nformat1on that

'a;To:f[::::::]rt__ Offlce ;f th General- Counsel ﬁbZ

cthe JOB.J

,'jSEbérT"7?‘

Re:  278-HQ-C1229136-VIO, 2/21/2007 .. .. = . 0.~ D7E

)[ﬁBy;EC}dated 2/01/2007;” ‘requested that 0GC
inci ' ine ‘ 1ng to

Details:

e

.prepared by

= PO

3
R

ooy tj;'t) '

ongoing investigation. A National. Securlty‘Letter.(NSL) was
[:::%:] and served on The NSI requested only

¥

~transactional information foyp the felevant email accou : — -;73
NSL results were provided to in an email by’ the SR

Tlater.

.~ appeared to originate from the subject line of the email. ‘The f"
" case ‘agent ;mmedlately ceased the rev1ew and reported the - .
“.incident tol . Counsel. ~ On- 1/17/2007 ‘the case agent
. contacted the point of contact {(POC)- for ‘the NSL..
" The POC then contacted the approprlate[::::::]repreqentafjve and
* confirmed thaﬂ | had provided the information’ in error.
"Subsequently, the. | POC destroyed the CD-ROM. and
wodeletad” all, emails regerdlnq this

IDivieiopwon-llll/Z 07, with the CD-ROM to be Sen

- “'t On- 1/16/2007 the‘ |case agent rev1ewed thev:iﬁplfwﬁf
‘disspvered that in addition to the requested .~ = - RS

appeared. to be content. FOT example, some of the information

U‘cﬁ“[
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sTmeéssage.  -on’ 1/22/2007 the

case agent s1m31arly deICuedﬁrhe relevant emall

(U) Sectlon 2 4 of Executlve Order (E O ) 12863

< "dated 09/13/1993, mandates that Inspectors General and. General
o Counsels of the Intelligence Community components (in the FBI,

~ the Assistant Director, INSD, -and the General Counsel, 0GC,

frespectlvely) report to the IOB “concerning 1ntelllgence

~activities that they have reason to believe may be unlawful or

- contrary to Executlve order or Presidential directive.” This .
- language was adopted verbatim from E.O.. 12334, dated 12/04/1981,

- .when the IOB was known as the Pre51dent's Intelllgence Over31ght

Board (PIOB). By longstanding agreement between- the FBI and the -

-I0B (and its predecessor, the PIOB), this 1anguage has been
vlnterpreted to mandate the reportlng of any violation-of a
~provision of the Attorney General Guidelines for National

Security Investigations and Foreign Intelligence Collection
(NSIG), or other guidelines or regulations approved by the -

' Attorney General in accordance with E.O. 12333, dated 12/04/1981, = .
"if such provision was designed in full or in'part to ensure the .-
'protectlon of the individual rights of U.S. persons. Violations’

of provisions that are'essentially administrative in nature need -
not be reported to the IOB. The FBI is requ1red however, to :
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TO E:::::jrroc Offlce of the General Couno-
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;A]malntaln records of such admlnlstratlve v1olatlons so that the
LJCOunsel to the IOB may revrew them upon request < v

SR (U) On 03/28/2006 the FBI'S Natlonal Securlty Law i[w“ .
Branch "(NSLB) ‘sent a letter to the Counsel for the IOB requesting
“their concurrence: to treat -third party errors as non-reportable, -
though NSLB would still require the field toc continue to report . -
~any improper collection under. an NSL- as a potential IOB matter.

"By letter dated 11/13/2006, the Counsel to the IOB agreed that

. the NSL request, the case agent immediately notified. the

. lemails. regarding this request- were deleted and or destroyed s”tt~“

hfthlrd party. errcrs:in the collection of information pursuant to;kf’757"fw
- an NSL must. be reported to. the FBI OGC but are. not reportable to
: the IOB. ‘ . . _ H : S .

T - {U) In the 1nstant case the collectlon of 1nformat10n
,by the FBI was not the fault of 'FBI{__]  Once the case agent )
"discovered that ‘he ‘had received information beyond the scope of: .

ni

. CDC and. notified]| | . Thereafter, all copies a

"ja‘result, thls matter does not need to be reported to the IOB
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of “the vGene 3 Counsel b?

;"2/21/2007

“;iLEAD(s):'

b’iSet Lead 1 (Info)'
- INSPECTION

AT WASHINGTON, DC

rt(U) For 1nformatlon
7“*Set Lead 2 - (Info)

COUNTERINTELLIGENCE

: AT WASHINGTON DcL}“

;o o ':(U) For 1nformatlon
: kaet Lead 3: (Actlon},f;:ef,t, Lo , A S T

'wﬂi

S (U) — Jis requested to coordlnate w1th |to'."5b£ -
- ensure that] has the approprlate protocols in place to- prevent b7D -

"v'51m11ar types of dlsclosures in- the future R b/

T

Ccer "ia Ms. Thomas .
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