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m 

Drafted By: 

Cäse ID #: ( 

Title-

: smt 
278-HQ-Cl22 9736-VIO/"(Pending) 

WÌZ/ "'INTELLIGENCE OVERSIGHT BOARD. ' 

• h 2 , 

to 6 
' - t o l C 

b7E 

MATTER 200 T-

The 
E C L A S S I I T 01 

requested that Synopsis: The Field Office 
the Office of the General Counsel,(OGC). review an incident and 
determine whether it warrants.reporting to,the Intelligence 
Oversight Board (IOB) It is the opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in -the, control file for periodic review 
by Counsel to the IOB.. 

(U) • 

to 2 = 

b7E 

••A-<±nifl-i-s-t--r-at-i-ve--:----:--.--:-- This electronic communication .(EC): contains 
information from^fte EC da-ted 2/Ö1/2007 - from|~~~ 
reporting a potential IOB matter. 

]to OGC 

Reference: 
Details : 

278-HQ-C1229736-VIO 2.1 ZG 
'b2 
:b7E 

By EC dated 2/01/2007, requested that OGC 
review an incident and determine whether it warrants reporting to 

NSL VIO-23816 



Èjfĉ ET 

To: 

SE. 

From: Office of the General Counsel 
278-HQ-C122 9736-VIO, 2/21/2007 

b2 
b7E 

(Si thPTOR 
As part ot its investigation, sought . 

ongoing invsst-iaaticm. A National Security Letter (NSL) was 
prepared by and served on The NSL requested only 

1 information for the relevant email account. The transactiona 
NSL results were provided to[ 
later. 

in an email by the 
Division on 1/11/2007,'with the CD-ROM to be sent ] 

' b2 . 
' b4 
:'b7D 
:.b7E 
:bl . 

(U) On 1/22/2007, the case agent reviewed the 
email aner dis-covered' that. in addition to the requested 
transactional, information, \ |had provided information that 
appeared to be content.. For example, some of.the. information, 
.'•appeared to originate from the subject line of the' email. . The 
. case agent immediately ceased the review and reported the 
incident1 to 
contacted the[ 

Division Counsel. On 1/22/2007 the case agent 

•The POCthen contacted the appropriate 
] point of- contact (POC) for -the NSL. 

confirmed that 
representative and 

had provided the information in error.; 
POC destroyed the CD-ROM and 

On 1/31/2007, 
Subsequently, the 

'. deleted .all emails•regarding. this message 
provided the requested information in compliance with the initial 
NSL request... • OjV 2/C1/2007, .the 
'deleted thè' relevant email. "• 

ease.agent, simila r 1 y 

,b2 : 
:'b4 ; 
,.b7D 
b7E 

(Uj- Section 2.4 of. Executive Order (E.,0.) 12863, 
.dated 09/13/1993, mandates that Inspectors-General and General 
Counsels of. the Intelligence .Community components (in the FBI, 
the Assistant Director,. INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have' reason to believe may be unlawful or 
contrary to Executive order or. Presidential, direct ive." • This ... .. 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
.when the IOB was known as the. President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB- (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National • . 
Security Investigations and- Foreign Intelligence Collection' 
(NSIG), or other guidelines or regulations approved by the 
Attorney.General in accordance with E.O. 12333, dated 12/04/1981, . 
if such provision was designed in full or in part to ensure.the 
protection of - the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative' in nature need 
not be reported to the IOB. The FBI is required, however,.to 

. SEjg^ET 
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SKJZRET 

To:. 
Re: 

From:. Office of. the General' Counsel; -'b2 
278-HQ-C1229736-VIO, 2/21/20u7 . ;:./.'b7E 

maintain records' of such administrative violations so that the 
Counsel to the. IOB may review them upon request. 

(U) . On 03/28/2006, the FBI's National Security Law 
Branch (NSLB) sent a letter to, the Counsel for:'the IOB requesting 
.their concurrence to treat third party errors as non-reportable, 
though NSLB would still require' the field to continue to report . 
any improper collection under an .NSL as a potential. IOB matter. . . 
By letter dated 11/13/2006, the Counsel to the IOB agreed that 
third party errors in the collection of information-pursuant to 
an NSL must be reported to the FBI OGC, but are .not reportable to' 
the'IOB. • 

(U) In the instant case jJa£_callection of information 
by the FBI was not the fault of FBl| |. Once, the case agent 
discovered that he had received information beyond the scope of 
the.NSL request,.the case acrent immediately notified the 
CDC. -.and notified , Thereafter, all copies, and 
emails regarding this request were deleted and'or destroyed. As 
a result, this matter does not heed to be reported, to the 103. 

b2 
; b 7 E 

NSL VIO-23818 



To; 
Re : 

SEjîŜ ET 

] From: .'•• Office of the General-Counsel 
•279-HQ-C1229736-VIO, .2/21/2007 b7E 

LEAD ( s ) : ..' 7 , 

Set Lead 1: (Info) 
INSPECTION 

AT WASHINGTON, DC-

• . (U) , For . information.. 
Set Lead.2 : (Info) . 

• COUNTERINTELLIGENCE ... 
7 AT WASHINGTON, DC 

(U) For information. 
Set Lead' 3: : • (Action): \7. 

A T 

' (U) •—i—r ensure that[ 
b2 is requested to. coordinate with to 

^has the appropriate protocols in place to prevent 
similar types of disclosures in the "'future: b7D 
' • • . . ..• '•/'••'• ••• ..... •:•'••..• • - .•.•'•• ;:.;•'. •./ ; . ;•/:. •" .. -, " b7E 

cc: 1- Ms. Thomas. 
• 1-

1- IOB Library 
b6 
b7C 

SE T 

74 

NSL VIO-23819 



FD-962 (Rev. 03-21-2005) 

Sçè^ET/ /20320201 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: . 02/01/2007 

Attn: IIS, Room 118 61 
Attn: NSLB, Room 7975 

b2 
b6 
•b7C 
b7E 

Attn : ASAC 
CDC 

From : V 

(U) 

Contact: SA 

Approved By: 

Drafted By: 

Case ID #: 

y 
j g ^ 

27 8-HO-Ç122 97 3 6-VIO-
) 62 F| I-A89455-I0B 

Title: (U) . SA_ 
. • SSA 

b2 
' b6 -
:.b7A 
b7C 
.b7E 

(U) 

(U) 

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

is: ) To report possible IOB error. . • 

Details 

(S) 1. 

; bi : 
• b2 
• b7E 'S) 2. 

3. Possible IOB Error: E-mail content-provided. 

(S) 

••j, • Description of IOB Error (including any reporting 
'delays): 

. ; On 11/06/2006, a National Security Letter (NSL); 
C-') requesting/¿h\ name, address, length of service, and electronic 

SÊ^I^ÉT//2 032 02 01 
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r ) 

s£fc^ET//20320201 

To: 
Re: 

\Inspection From: E ] 
278-HQ-C1229736-VIO, 02/01/2007 

communication transactional records, to include existing 
transaction/activity logs and all email header information (not' to 
include message content and/or subiect fields), for the address 
holder of 

[ 
3 from ]was prepared ana approved m 

accordance with the Attorney General Guidelines. The N$L was 
served by the Division and on 01/11/2007, 

provided the results of the NSL to the 

bl 
b2 
b4 

Office via e-mail as a courtesy, 
information was in transit toP^ 

jField. 
noting that a hard copy of the 

A review of the results of the NSL revealed that 
su^pl'ied what the case agent determined to be message 

content and/or subject fields. Specifically, the term "Subject:" 
was identified one time followed by a message topic. Also, the 
term "Thread Topic" was identified three times, followed by ' 
information indicative of correspondence subject matter. This 
information was not utilized by the case agent in any analysis nor 
was it documented in the case file. 

b7C 
b7D 
b7E 

;b2 
,b7E 

The case agent first reviewed the 01/19/2007.e-mail v^ 
Division on 01/22/2007. I I Division Counsel from 

was contacted on 01/22/2007 to advised of the problem. 
On 01/22/2007, case-agent contacted[ 

as she was t 
ISS was advised-of the situation and verified that 

copy of the material on her computer. ISS 
] noted that the information was only sent to SA 

the case agent who submitted the NSL and writer, of this 
J agreed to query her correspondence. ISS 

contact regarding the information provided as a means for 
explain why the information was provided, or to identify that an 
error was made. Case agent requested that ISS | 
permanently delete any copies of the e-mail transaction, which • 
included the content material, that was possibly still maintained 
within her e-mail. 

;to: 

b7E 

; b2 
b4 

.. to 6 
':b7C 
•'b7D 
vb7E 

ISS [ 
Ôn 01/25/2007, case agent received an e-mail from 

explained that! 
1 regarding this matter. ISS 

error. 
of was contacted regarding Ihi: 

noted that he could not explain why this error 
occurred^ yet, he aimed to correct the problem. 

b4 
b6 ' 
•b7C 
b7D 

from ISS \ / 
5d e-containe 

On 01/31/2007 case agent received an e-mail message ]q4 
noting that she destroyed the CD-R'which-

mail content, per the request of 
Additionally, ISS noted that 

sÈ)^ET/ /20320201 

of b7C 
b7D 

NSL VIO-23821 



(U) 

SE)S£ET//20320201 

To : Inspection - From: I ~| 
Re: ̂ T f 27 8-HQ-C1229736-VIO, 02/01/2007 

provided a new CD-R which contained the appropriate Information v.. b2 
that was. originally requested by thé NSL served on | [ hi 

b4 
;b7C 

content information. . , . ' ~ . : , ; . b7D 
. ; • . ."" '' . •. - : • ' . . .7 7.7,.b7E 
(U) (Note: This was the second possible IOB error that 

resulted from the same request. Both errors were identified as 
separate incidences. 7 These comments are provided to clarify any 
confusion associated with the two extremely similar incidences 
occurring in an extremely close time period.) 

( U ) O n 02/01/2007 case agent permanently deleted the e 
mail message received from ISS| |which contained the 

SMRET//20320201 
/ \ 3 

NSL VIO-23822 



( U ) 

SEp^ET //2 032 02 01 
To: Inspection From: | | Jo2 

278-HQ-C1229736-VIO, 02/01/2007 b 7 E 

LEAD (s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC . 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

' AT WASHINGTON, DC 

(U) For action deemed appropriate. 

S$8^ET//20320201 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
To: Field. 

Date: 12/12/2006 

b2 
b6 
b7C 
b7E 

Counterintelligence 

Inspection Division 

Attn: 

Attn; 

Attn; 

SSA CD-2A 
. IIS, CRS 

From: Office of the General Co/unsel 
- NSLB/CILU/Rooip l^M 
Contact: AGC 

Approved By: Thomas Julie » 
smt Drafted By: 

Case ID # : 27 8-HQ-C122 973 6-VIO"^(I^ending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER. 200^ 

The 1 Field Office requested that 
the Office of the General Counsel (OGC) review an incident and 
determine whether it warrants reporting to the Intelligence 
Oversight Board (IOB). '. It is the opinion of OGC that the : 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control filé for periodic review 
by Counsel to the IOB. 

7- (U) . 

b2 
b7E 

(U) 

(U) 

Administrative: xfo)\ This electronic communication 
information from: the EC dated 10/30/2006 from 
reporting a potential IOB matter. 

EC) contains 
"to OGC: 

Reference : 
Details : 

J) 

27 8-HQ-C12297 36-VIO 
By EC dated 10/30/2006, 

'b2 ' 
b7E 

requested that OGC 
review an' incident and determine whether it warrants reporting to 

NSL VIO-23824 



(St 

(SI 

(Uî 

To : 
Re: 

S^^ÇET 

From: Office of the General Counsel 
278-HQ-C122 97 36-yiO, 12/12/2006 • " • 

the IOB. 

•invesiigaiion, £ p n n n n r 

telephone belonging to 
was prepared by"[ 

Ay pari 01 its 
SUôSôtibèi information for a 
A National/ Security •Letter (NSlV 

and served on dba The 
NSL requested only subscriber information for the time period 
01/01/2001 to the present. On 10/20/2006,| ~| responded to . 
this request and in addition to the basic subscriber information, 
also provided toll -record information. ' 

!) Upon review of the•documents provided to 
irried. that the information provided, • pursuant to 

The error by 
it was 1 
the NSL, exceeded that which was requested, 
was apparently a misunderstanding on its part as to the nature of 
the request, since requests for toll.billing.information and 
subscriber information are requested separately by the FBI. 

•bl ; 
b2 ' 
,b7A 
;b4 • 
b6 
b7C 
b7D 
b7E 

'b2 
;b4 : 
b7D 
b7E 

• (U) J 
information to 

]reported that:they returned the toll record 
on 10/26/2006. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates- .that Inspectors General and General ... 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel,. OGC,. 
'respectively) .'report to the IOB "concerning, intelligence. .. 
activities that they have reason to believe may be unlawful or 
contrary to Executive' order, or Presidential directive." This, 
language was adopted verbatim from -E. 0.12334,' dated 12/04/1981, 
when the"IOB was known as the President's Intelligence Oversight 
Board (PIOB). .By longstanding agreement, between the FBI and the 
IOB (and its predecessor, the PIOB), this, language, has been 
interpreted to mandate the reporting of any violation, of a \ 
provision of the Attorney General Guidelines for National 
.Security. Investigations and Foreign•.Intelligence Collection '. ' ,. / 
(NSTG), or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in . full or in. part to ensure the . 
protection .of the individual rights of ,U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not bé reported to the IOB.- The FBI' is required, however,, to 
maintain records of such administrative violations so that the 
Counsel.to the IOB may review them upon request. 

(U) On 03/28/2006, the FBI's National Security Law 
Branch (NSLB) sent a letter to the Counsel for the IOB requesting 
their concurrence to treat third party errors as non-reportable, 
though NSLB would still require the field to continue to report 

. SECRET 
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To: 
Re: 

: ] Fr.om:~: . Office 
278-HQ-C122 97 36-VIO, 

of the General 
1 2 / 1 2 / 2 0 0 6 

Counsel "b2 
•b7E 

any improper collection under an NSL as a potential IOB matter'. .7.--
By letter dated 11/13/2006, the Counsel to the IOB agreed that 
third party errors in the collection of information pursuant to : 

an NSL must be reported to the FBI OGC, but are not reportable, to-
the IOB'. . 

• (U) " In the instant case the collection of.information 
by. the FBI was not the fault- of FBI .- . Once the case agent 
discovered that he had received information beyond the scope of 
the NSL request, the case agent immediately sequestered the 
information, returned said information to 
matter to OGC. 

•b2 --
:b4 
• b7D 

and reported the b7E 



To: I TFrom: Office of the General Counsel • ]j2 
Re: 278-HQ-C1229736-VIO, 12/12/2006 '. ' V • b7E 

LEAD(s): 

Set Lead 1: .(Information) • 

INSPECTION ' 

.' AT WASHINGTON, DC 

(U) For information. 

Set Lead 2: (Information) 

- COUNTERINTELLIGENCE V 

AT WASHINGTON. DC 

(U) -For information. 

Set Lead 3: . (Action) 

AT-
" b2 

(U) is requested to contact to ensure that the ' b4 
appropriate protocols are in place to prevent similar types of b7D 
disclosures in the future. b7E 

cc: 1- Ms. Thomas 
1-

' 1 
1- IOB Library 

b6 
b7C 

NSL VIO-23827 



" (Rev. 01-31-2003) 

çèté^ET ; 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b6 . 
b7C 
b7E 

(U) 

(U) 

Precedence: ROUTINE 
To: Field.Office 

Date:. 12/12/2006. 
Attn: 

From: 

Counterintelligence . Attn : S'SA 
Inspection Division Attn:. IIS( CRS 

Office of the General Counsel FIED EXCEPT 
NSLB/CILU/Room 7 947 
• Contact: AGC 

Approved By: Thomas Julie F 

278-HQ-C122 9736-VIO (Pending). 
INTELLIGENCE OVERSIGHT BOARD 
MATTER 2GO'" 

The Field Office 
he General Counsel (OGC) review an incident and 

requested that. •Synopsis: 
the Office''of 
determine whether it warrants reporting to the Intelligence 
Oversight Board. (IOB). It is the opinion of OGC that the 
incident does not.need to be reported to the IOB. Rather, this 
EC should.be maintained in the control file for periodic review 
by Counsel to the,IOB. 

,b2 
b7E 

( U ) G-3 Derive 
.assify On: 

Administrative:J^t This electronic communication (EC) contains 
information from: the EC' dated 10/25/2006. fromf |to OGC 
reporting a potential IOB matter.. 

b2 
b7E 

Reference : 27.8 -HQ-C12 2 97 3 6-VIO M ('l 

- se^ET 

NSL VIO-23831 



SjS&^ET 

To: 
Re: 

Field From: Office of.the General Counsel 
27 8-HQ-C122 97 36-VIO, .12/12/2006 

b2 ' 
b7E 

' ÍU) 

(U) 

(U) 

'Detaiis : /f&T By - EC .dated 10/25/2006, I I requested that OGC : ; ; . b 2 i 
review arT incident and determine whether it warrants reporting to b7E 
•tho TOR ; - ; , __ ; •:- -:. ; 

S E •/N During the investigation,' issued an NSL to 
...,Vb2 requesting names, addresses, length ol service and electronic 

• •communications transactional records, to Include existing \ . D4t 
transaction/activity logs and all.electronic mail.(e-mail) header. b7D 
information (excluding content and/or subject fields) for the' b7E 

Tbl ; Í 2 ) f ollowincf and 
was also requestea to provide the . 

"physical addresses and locations for 

The 
then transpríirfced toT 
Resident Änenr.v Í 

>L 

NSL was approved and' sighed on 05/22/2006, 
1 Division,I I U i V X O l W U l 

On 06/12/2006,1 
ün 06/20/2006, • NSL . to 

FBI with a response on CD-ROM_. 
reviewed the CD from 

[delivered the '.'•. 
provided the 

During the week of July 10, 2006, 
and noticed that they SA 

had forgotten to complete the section relating to additional 
email addresses. . During the week of 07/17/2006, SA | |called 

directly _ and notified them of the missing data. | | 
( told SA| [that they had inadvertently forgot, to _ put 

in the einail/Addresses and would-prepare another CD-rom. for | 

b2 

b7D 
;b7E 
b6 
b7C 

I / \ 
•Due to numerous delays, including the[ 

finally provided a second CD-ROM to [which was provided to 

TTIe 
to the requested email addresses, 
file that contained some e-mail content. 

nor authorized by the NSL. 

first reviewed along with an EC dated 09/25/2006. SA 
second CD-rom on 10/25/2006 and discovered that,- in addition 

provided, a. ZIP 
This content was not 

Upon discovering requested by SA 
Jerror, SA returned the second CD-ROM NSL 

response.to its envelope and ceased his analysis of the material. 
SA[ j then reported the matter to A/SSA who then 

b2 -: 
b4 
b6 
b7C 
.b7D 
,b7E 

sealed the envelope containing the second CD-ROM .and placed it- in 
the safe in the I SSA office. 

se^E: 

NSL VIO-23832 



To : I Field From: Office, of thé Generar Counsel 
Re: 278-HQ-C1229736-VI-0, 12/12/20.06 ; .''••."; -.7 V-

b2 -
b 7 E 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence ; 
activities that they have reason to believe may be.unlawful or 
contrary to Executive order or Presidential directive." - This 
language was adopted verbatim from E.O. 1-2334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between.the FBI and' the . 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for. National ; 
Security Investigations and.Foreign Intelligence Collection 
(NSIG), or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was-designed in full or in part to ensure the 
protection of the individual rights of U.S. persons.. Violations 
of provisions that are essentially administrative in- nature .need. 
not be reported to the IOB. The FBI is required, however, to ; 
maintain, records of such "administrative violations so that the 
-Counsel to the; IOB may review them upon request. 

(U) On 03/28/2006, the FBI's National'Security. Law. 
: Branch (NSLB) sent, a letter to the Counsel for the IOB requesting 
their concurrence to tieat third party errors , as non-reportable, 
though NSLB would.still require the field to continue to report 
any improper collection under an NSL.as a potential IOB matter. 
By letter dated.11/13/2006, .the Counsel to the IOB agreed that 
third party errors in the collection of information pursuant to ' 
an NSL. must ' be reported t o the FBI OGC, but are not reportable to 
the IOB. 

(U) --In'the instant case the collection of information. 
by the FBI was not the fault of Once the case agent . . b2 
discovered that he had received information beyond the. scope -o'f ]q7e 
the NSL request,7 the case agent immediately sequestered the 
information, placed the information in' a secure safe and reported 
the matter to OGC. 

SE 
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•To 
Re::-

sè^ET 

Field From: '.Office of the General' Counsel ..b2 
278-HQ-C1229736-VIO, 12/12/2006 v7b7E 

LEAD(s): 

Set. Lead. 1: (Information) 
INSPECTION 

AT WASHINGTON, DC 
(U) For information. 

Set Lead 2 : (Information) ':.. 
COUNTERINTELLIGENCE ' '*.',.' 

AT WASHINGTON, DC 
' (U) For information. 

Set Lead 3: • (Action); 

: 1'|- ; ' .b2 
.'• ^ H J "•'.-• ' ' ; b7 

. . (U) For action deemed appropriate. 

cc : 1- Ms.' Thomas -"'. 
• 1-1 ' .'b6 ".-.;•' 

1"| .. 7b7C ' 
.... 1- I OB Library 

NSL VIO-23834 



Message Page 1 of 2 

(OGC) (FBI) 

From: CTD) (FBI) 

b6 : 
b7C 

Sent: 

To: 

Ce: 

Tuesday, March 08, 2005 5:25 PM 

OGC)(FBI)[ 

JCTD) (FBI); 
T)GC) (FBI) 

JCTP) (FBI) 
|(OGC) (FBI); 

Subject: RE: CAU telephone NSLs 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I'd like to visit with you some time this week. I'll give you a call to schedule. 

Thanks 

b2 
b6 
b7C 

XALL 

HU Km 431b »1/11 

-Original Messaqe-
] (OGC) (FBI) From{ 

Sent: Monday. March 07. 2005 11:18 AM 
1 c r rn ] (FBI);[ To: 

Cc: 

Tub 
OGC) (FBI) 

Ubject: CAU telephone NSLs 

(CTD) (FBI) 
ICTDICFBIÌ 

OGC) (FBI); 
b6 
b7C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

At the CDC conference, I informed the CDCs that they should encourage people to route NSLs for 
telephone numbers through your unit. But when I went on your website, the link to "What CAU can do for 
You," the| ""[suggests that you don't want all NSLs to go to you butl 1 
I lis that true, or do you want all 
phone NSLs to go to you? 

Also, the [ 
b2 
'b7E 
' b5 
b6 •. 
b7C 

Please give me your thoughts, 

thanks. 

3/26/2007 

NSL VIO-23871 



Message Page 1 of 2 

b 2 
' b7E 

. . . . ' b5 
SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-23872 

3/26/2007 



Message Page 1 of 2 

(OGC) (FBI) 

From 

Sent: Tuesday, April 26, 2005 10:06 AM 

To: THOMAS, JULIE F. (OGC) (FBI) 

(OGC) (FBI) 

b7C 

The enclosed EC hasn't gone through yet, but you had approved the idea of doing it, so I am sending 
you a copy FYI. 

b6 
b7C 

-1 forgot to cc you on the below, but you need to be aware of it, as well. 

-Original Messaae-
From:| |(OGC) (FBI) 
Sent: Tuesday, April 26, 2005 9:57 AM b 6 
To: 
Subject: Emergency NSLs 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

(CTD) (FBI) b7C 

••b2 
b6 
b7C 
:;.b7E 

Thanks. 

,b2 
•b6 
b7C 
:b7E 

3/26/2007 

NSL VIO-23881 



Message Page 1 of 2 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

3/26/2007 

NSL VIO-23882 



FD-962 (Rev. 03-21-2005) 

SggRET 
FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

(U) 

Precedence: ROUTINE 

Tò: Inspection 
General Counsel 

Date : 03/15/2007 

IIS, Room 11861 
NSLB, Room 7975 
Legal Unit 

Title: (U) 

Synopsis : ( 

Enclosures : 

REPORT OF A POTENTIAL IOB ERROR 

To report possible IOB error. 

b2 
b7E 
bl 

For the Chief Division Council of the Office, b2 
copy of RFPA National Security Letter (NSL), and original credit b7E 
report received therefrom for purposes of sequestration. 

Details: 

(S) 1. 

2 . 

3. Possible IOB Error-. A.carrier providing information beyond b7C 
the'scope of the FISC order or other relevant legal authority b7E 
resulting in the unintentional acquisition .of data. bl 

CS) 

/ NSL VIO-23891 



To: 
Re : 

] 
b2 
b7E .Inspection From: 

278-HQ-C122973 6-VIO, 03/15/2007 

4. Description of IOB Error (including any reporting delays). 

On or about May 26, 20 04, an RFPA National .qprnrihv T.pf>p.r 
(NSL) was served tc of 

J requesting the name, address and 
all t manciai insfifnt-mnB las rlpt iripri in |-i p AO TT Q P 

'I >-oTaFi nnf hn 
Qiafl- -on 

The NSL, submitted pursuant to 15. U.'£L*£L__S. 1681 (u) (a) , was 
drafted by Case Acrentf 
supervised by SSaX 

1 of squad which is 

b4 
b6 
b7C 
b7D 
bl 

The NSL' specifically requested 
the names and addresses of all financial institutions (as defined in 
Title 12, U.S.C., Section 3401) at which the below-named consumer 
maintains or has maintained an account: 

bl 
b6 . 
b7C 

On May 26, 2004, the NSL was.executed by| ~| In executing 
this I provided the subject's entire credit report, as opposed 
to the requested record of just financial institutions. Therefore, 

erroneously provided additional information that was over-and-
abo.ve that which was requested by the NSL. The NSL clearly requested 
financial institution records under 15 U.S.C. § 1681(u)(a). Case Agent 
discovered this problem on March 14, 2007, and took immediate action' 
to report the incident and submit the full credit report to the Chief 
Division Council of the loffice for sequestration on March 15, 

b4 
b2 
b7E 
b7D 

2007. No copies of the report remain in case file. 

X The possible violation was not reported in 2004 because case 
Agent' was not aware, at the time, that receiving a full credit history 
was beyond the scope of authorization. 

SÈJS^ET 
2 

NSL VIO-23892 



ET 

i t t i To : .Inspection From: b2 
Re: J & f 2 78 - HQ - C122 973 6 - VIO, 03/15/2007 j^g 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

se)ïret 
'• 3 -

NSL VIO-23893 



(Rev. (11-31-200.1) 

S^S^ÉT 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 04/05/2004 

Unit Chief 
CTLU 1 

b2 
b6 
b7C 
b7E 

From: 

-bl as e ID # ̂  (S ) 
(U) b2 (S), 

b7E ; - ^ 
b6 itie : (S) 

. b7C ' •• •'•• 

Synopsis: (U) Approves the issuance of an RFPA National 
Security Letter (NSL);' provides reporting data; and, if 
necessary, transmits the NSL for delivery to the financial 
institution. 

(U) "Deri^te^From^:—0^3r 

(S) 
Enclosure(s): (U) Enclosed for Division is an original 
and a copy of a letter dated 04/05/2004. addressed tof 

| | Custodian of Records, 
J requesting financial records. 

tuec.wpd SEJZJLET !S) 

\bl : 
b2 
:b4 
:b6 : 
b7C 
:b7D 
b7E 

c 
NSL VIO-2389^ 

z ; 

b6 : 
'.b7C 



SE^S1] 

TO: 
Re: 

General. 
(s: 

fnnngol Prnm: 
04/05/2004 

b2 
b7E 
bl 

nohanH- LS) 
Ln accordance with the Attorney General Guidelines'."' On 

January 16, 2003, United States Attorney General John Ashcroft, 
via a memorandum to FBI Director Robert S. Mueller. Ill, 

b2 
b7E 

(S) 
authorized the use of National Security Letters in .a 

to obtain telephone, financial and credit records. 

bl 
;b2 
to 6 
tolC 

'b7D 
b7E 

NSL VIO-23895 



SEèé ET 

To : General Counsel From: 
Re: (SI 04/05/2004 

bl 
b2 
b7E 

X This electronic communication documents the SAC's approval 'and certification of the enclosed NSL. For mandatory-
reporting purposes, the enclosed NSL seeks the identity of 7 -
financial institutions records for- one (1) individual. 

(U) A representative of theJ office who has 
liaison with the consumer reporting agency should deliver the 
letter to 

(U) On 11/09/2001, the Director designated the 
official signing the enclosed letter as authorized to make the 
required certification. 

b2 
:.b4 -
•b7D 
b7E 

( U ) that, under Title should remind 
15, United States Code, Section 1681u(d), it is prohibited from 
disclosing that the FBI has made this request. In addition, 

| |is prohibited from including in any consumer report 
any information that would indicate that the FBI has sought or 
obtained such information. 

b2 
7' b4 ' 
' b7D 
' b7E 

(U) Arrangements should be made with to 
provide the records personally to a representative of your . b4 
office.| |should neither send the records through the b7D 
mail nor utilize.the name of the subject in any telephone calls 
to your office 
any manner 

should not contact FBIHQ directly in 

(U) Consumer reports received from a consumer 
reporting agency must be clearly identified when reported in any 
Bureau communication. Subsequent dissemination of such 
information is prohibited, except to other Federal agencies or 
military investigative entities as may be necessary for the 
approval or conduct of a foreign counterintelligence 
investigation. 

to[ 
(U) Any questions regarding the above can be directed 
] Attention : SA ] phone number 

b2 -
b6 
b7C 
•b7E 

j 

NSL VIO-23896 



SE^ET 

TO: General Counsel Emm: 
Re: (S) O47Û5/2Û04 bl 

b2 
'b7E 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) CTLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for. NSLs. 

Set Lead 2 : (Action) 

AT : ' / • ' •, ' ','b2 
(U) . Deliver the attached letter as indicated above. "̂715 

Upon receipt of information from the carrier, |Division 
is requested to submit results to 

SÊ Ẑ ET 
4 

NSL VIO-23897 



X 
U.S. .Department of Justice 

Federal Bureau of Investigation 

IFT 

•to 2 
toi E 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 15, United States Code 
(U.S.C.), Section ; 1681u(a) of the Fair Credit Reporting Act (as 
amended on October 26, 2001), you are hereby directed to provide, 
the Federal Bureau of Investigation (FBI) the names and addresses 
of all financial institutions (as defined in Title 12, U.S.C., 
Section 3401) at which the below-named consumer maintains or has 
maintained an account: - '•'.,'. . : - . • 

(S) 

In accordance with Title 15, U.S.C., Section 1681u(a), 
I certify that such information is sought for the conduct of an 
authorized investigation to protect against international 
terrorism or clandestine intelligence activities, and that such 
an investigation of a United States person is not conducted 
solely on the basis of activities protected by the first 
amendment of to Constitution of the United States. 

Please be advised that Title 15, U.S.C., Section -
I681u(d), prohibits any consumer reporting agency, or officer 
from disclosing to any.person that the FBI,has sought or obtained 
access to information or records under these provisions. In. 
addition, no consumer reporting agency, or officer, employee or . 
agent of .such consumer reporting agencymay. include, in any 
consumer report any information ! that would indicate that the FBI 
has sought or obtained such information.... 

NSL VIO-23898 



X 

You are requested to provide records responsive to this 
field 
lis' request 

request personally to a representative of the 
office of the FBI. Any questions you have regarding t 
should be directed only to Acting Supervisory Special Agent 

of the field office 
Due to security considerations, you should neither send the 
i'ecords through the mail nor disclose the substance of this 
request in any telephone conversation. 

Your cooperation in this matter is greatly appreciated. 

b2 
b6 . 
b7C 
b7E 

Sincerely, 

Special Agent m Charge 
b2 
b7E 



(Rev. 01-31-2003) S E / ^ I E T 

FEDERAL BUREAU OF INVESTIGATION 

to 2 . 

to 6 
tolC 
tolE 

bl i 
; " to 2 
. Jo4 
( S ) t) 7 D 

.b7E 

cedence: ROUTINE 

INSD 

OGC 

Counterintel1igence 

Date: 03/13/2007 
Attn: IIS^ 

Attn: l^SLB 

Attn: CD-2& 
A/UC 

From: 

Approve 

tact: SA 

à t ì T ì -

DATE: 0 3 - D 7 - 2 0 C 7 
CLASSIFIED I T 6 5 1 7 9 / M H / 1 
HEAS0ÏÏ: 1 . 4 í c J . ' • ' . ' f 

of¡— Drafted By: 

Case ID #: 278-HQ-C1229736-VIO (Pending)-

Title: REPORT OF A POTENTIAL IOB MATTER 

Synopsis: (U) To report a potential Intelligence Oversight 
Board (IOB) matter in the case of financial National Security 
Letter (NSL) results. 

Reference 

Adm i n i s t r a t ijû i 
contained in| 
CDC. 

faxi Tnfn-rmation provided to the FBI by 
serial 54 have been provided Cô thè 

Details: 

(S) T 
J is currently]. 

~\ io 11 nanriinn" 

J The case agent for 
(S) 

fs: 

thesquadsupervisor is 
is ana 

to 
institutions at which 

On 12/20/2006 an NSL was drafted to be delivered 

.bl 
b2 

• b7C 
' td- obtain the ,names and addresses of all financial ^ 

maintains accounts pursuant to b/h 

NSL VIO-23900 



S I ^ E T 
To : INSD From : \ \ b2 
Re: 278-HQ-C122 9736-VIO, 03/13/2007 b7E 

15 U,S,C. 1681u(a). On or about 3/3/2007, the results of the NSL 
where provided ^o the waiter and reviewed. Upon review, it was 
determined that 
target. 

provided an entire credit report on the 

(U) Based on what the NSL specifically requested from 
it clear that more information was provided beyond the 

b4 
b7D 

request of the writer. 

(U) The results have been provided to the| ] CDC for 
sequestration pending final guidance from OGC upon review of this b7E 
matter. No use of the information has been made. 

SECRET 

NSL VIO-23901 



To : INSD From : 
Re: 278-HQ-C122 973 6-VIO, 03/13/2007 

SE b2 
b7E 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

requests OGC to review the potential IOB 
and if deemed appropriate, pass the information to the violation 

appropriate body to satisfy the neccessary reporting 
requirements. Advise 
results 

as to the final disposition of 
h 2 

hi E 



(Rev ,01.-31-2003) 

S E ^ E T 

FEDERAL BUREAU OF INVESTIGATION 

b 2 
b 6 
b7C 
b7E 

(U) 

(UJ 
( U ) : 

(U) 

(S) 

(U) 

Precedence: ROUTINE 

To: Counterintelligence 
General Counsel 
^••BMitmiKmt^i^^watmeiism Inspection 

Attn: CD 
Attn: NSL'K 

Date:. 03/16/2007 

S SA 

Attn: Internal Investigative Section 

From: 

1 Con£äct: SA 1 

Approved 

Drafted By: 

CaseID#: 
T 

(S)W 
(S) 

Title •X 
278-HO-C1229736-VIO (Pending) w 2 3 ff I b l 

' ,b2 
b7A 
.b7E REPORT OF A POTENTIAL IOB MATTER 

S y n o p s i s : T o report a potential IOB matter involving an 
overproduction^by a carrier. 

Details: 

— — — 

Deciass4Ïp:Ônî<ëS/l£/2032 

;s) 
(Pending), Case A$ent SA discovered a 

potential IOB violation involving an overproduction by a carrier 
that had occurred in 2 006. prior to SA 
r1.? <7'Q I 

Agent for this investigation is SSA 

> C 

1 being assigned^the 

The Supervisory Special 

SA the previous case 
agent, requested i-h-rongh an nst. riafpri 7)4719/06 from 
subscriber informationfor on date 08/2005, a 

bl ' 
b2 
b7A 
b 6 
b7C 
b7E 

(S) 

" Î 

SE^ET 

bl 
b 4 
b 6 
• b7C 
• b7D 

NSL VIO-23903 



SEJ&^ET 

(U) To: 
Re : 

General Counsel Attn: NSLB Inspection 
J^g^ 278-HQ-C122 9736-VIO, 03/16/2007 

From: b 2 
.b7E 

(s: 

(S) 

(S) 

(U) 

telephonelinebelievedtobeusedfc 
10/16/2006, a rpsnnnsp was rpppivpH from 
subscriber as 
The response aibu—niuiudiLeu—crrax—cttc—nerrgm—or—bt;i v xue 
12/20/2005 to present." This information was includedT 

On 
-i Hprif -i f nrr Mip 

LI Ulli 

J The request form was never converted to a 
Declaration and thus the over-produced-information was never 
submitted! I • 

• b l 
b2 

' b 6 •' 
b 7 A 
b7C 
b7E 

to SA 
As of EC dated 10/20/2006. the case was reassigned 

upon Si transfer to another squad. 
re-submittal of SA In preparation for a __ __ 

sent another NSL dated 02/12/07 t^J 
subscriber informationfoi 

1 for the same 
as of information 

08/2005 . | |response, included in EC dated 03/09/2007 
and received on 03/14/07, was negative. On 03/16/07, SA I 
attempted to determine the cause of the discrepancy in the result 
despite the fact that the same information had been requested in 

b l 
b 4 
b6 
b7C 
b7D 

the previous NSL. Upon comparing the results, SA noticed 
that though the ffnhRrrihpr -i r\formai-.-i on was requested as of 
08/2005, the results fron did not conform to the date 
requested but were from 12/20/2005 to present. 

SSA/ADC -hsL / \ 
Upon this discovery, SA 

Legal Department, 
] then consulted with 
who advised that this 

was a possible IOB violation due to over-production by carrier. 
,SA| |advised that the over-production be sealed and 
sequestered with the CDC. SA| sealed the over-production on 
03/16/07 and gave it to Legal Unit on 03/21/2007. The Legal Unit 
was also provided with the FISA request form and copies of same 
contained irj Jfiles. 

b 2 
b 6 
b7C 
b7E 

(S) 
(S) 

'The FBI originally listed as the number for b l 

whichsubscriberinformation was sought and subsequently amended b2 
the NSL to seek subscriber information for on 
8/2005. 

ET 

NSL VIO-23904 



SEKRET è t f R l 

To:. \General Counsel Attn:. NSLB Inspection From 
R e : V ) 278-HQ-C1229736-VIO, 03/16/2007 • 

LEAD(s) : 

Set Lead 1: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

Set Lead 2 : (Info) 
• INSPECTION 

AT WASHINGTON, DC 
Read and clear. 

Set Lead 3 : (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
Read and clear. 

Read and clear 

Ŝ JSjRET 
3 

NSL VIO-23905 



b7C 
b7E 

was 

NSL Vl0-23906 
BEST COPY AVAILABLE 



S I ^ E T 

To: Office of the General Counsel From: 
Re: (S)| 104/02/2007 

b l • 
• b2 
b7E 

1U) 

(U) 

immediately provided to 
sequestration. 

A/CDC 

believed thef 

for 

^ toll 
billing recibrds^pixovided were relevant to the above 
investigation and a NSL will be submitted to request the 
previously provided toll billing records. 

considers this lead covered. 

b2 
b4 • 

. b 6 . 
• b7C 
. b7D 
• b7E 



To: nffirp nf fhp Rpnfiral Counsel -From 
Re: (S) 0 4 / 0 2 / 2 0 0 7 

LEAD(s): 

Set Lead 1: (Info) 
' OFFICE OF THE GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) Information only. 



(Rev. 01-31-2003) 

Sj j î ^ lE SJj/O^lET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: IMMEDIATE Date: 03/22/2007 

To: Attn: SAC 
ASAP 
S SA 
SA 
SA 
CDÛ 

h 2 

'•be 

"hlC 
hl E 

Counterintelligence 
Inspection 

Attn: 
Attn: 

CD-I 
IIS, CRS 

From: Office of the General Counsel 
N f i T i R / CTT.TÌ / R n n m 7 Q 4 7 
Contact: AGC 

Approved By: Thomas Julie F 

Drafted By: 

Case ID #: (U) 

smt 

b2 
b6 
b7C 
b7D 

(U) Title: 

278-HQ-C122973 6-VIO (Pending) 

(U) Synopsis : 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007[ 

A^yC Thè Field Office b 2 
requested that the Office of the General Counsel (OGC) review an b7E 
incident and determine whether it warrants reporting to the 
Intelligence Oversight Board (IOB). It is the opinion of OGC 
that^the incident does not need to be reported to the IOB. 
Rather, this electronic communication (EC) should be maintained 
in the control file for periodic review by Counsel to the IOB. 

(U) 

( U ) 

: 
Administrative: ./̂ ¡H. This EC 
dated 2/21/2007^froin£ 
IOB matter, a phone conversation 

on 3/13/2007 and an email 

contains 
to 

information from the EC 
OGC reporting a patenid-al. 

Eetween author and SSA L 
dated 3/15/2007 from SA 

b l 
h 2 

"(S) Reference: 

.b7C 
b7E 

SE^fC^T 

NSL VIO-23922 



(S) 
(S) 

i s ) 

(ur 

m 

(U) 

To : 
Re: (U) 

S^RET 

From: Office of the General Counsel 'b2 
278-HQ-C122973 6-VIO, 03/22/2007 b7E 

Details : X By EC dated 2/21/2007, requested 
that OGC review an incident and dettarmins wnsr.hp.r i r. warrants 
reportingtotheTOR. 

] AS pare or .ics invescigatxon£ 
sought fransartinnal information pursuant to 1ft IT. fi f 

Es[ 
which 

T A National Security 

bl • 
b2 
b4 
b6 
b7C 
b7D 
b7E 

had §2709 for telephonenumber 
reasontobelieve wasused 
Letter (NSL) was prepared by fend served on 
via NSL dated 5/17/2004. The NSL requested the "name, address, 
length of service, and lor-a^anH lonrr Highanr-P toll billing 

i £) 
records associated with (emphasis added) 

Upon review of the documents provided to 
|in July 2004, it was learned that the information 

^provided, pursuant to the NSL, included information 
concerning an associated telephone number. 
reported that they did not upload nor analyze the results for the 
associated number because the association alone was the immediate 
intelligence value and thus there was no further reason to upload 
the information at that time. 

b2 
b4 
.b7D 
b7E 

The association was the fact that both numbers 
were subscribed to by the same individual. Thereafter, since the 
associated number was provided in the same report as the 
requested number, the entire report was placed in the file. 
| |determination at the time was that since the 
additional number was clearly "associated" with the requested 
number, the acquisition of this information was entirely lawful 
and therefore no further action was necessary (i.e.' reporting or 
sequestering).2 

b2 
7b 7 E 

-X Thereafter, the Department of Justice, Office of 
the Inspector General (OIG) conducted an NSL audit between June 
19-30, 2006. The audit called into question the acquisition of 
the associated number. At that time, [discussed 

b2 
b7E 

*It should be noted that this submission was at the request of OGC in 
response to the OIG report on the FBI's use of national security letters 
wherein they reference.22 instances where they thought a potential I0B 
submission was in order. As discussed infra, 
required to submit a potential IOB EC to OGC. 

was not otherwise 

' b7E 
Since that time, on 3/13/2007, author advised 

sequester the records, out of an abundance of caution. 
to 

NSL VIO-23923 



To : 
Re: 

SE^ET 

From: Office of the General Counsel t)2 
(U) 278-HQ-C1229736-VIO, 03/22/2007 . b7E 

this with the OIG "during which it was agreed that the second 
telephone number was associated with the subject telephone 
number."3 

(S) -
(S) 

(S). 

I S ) 

(U) The plain language and legislative history of 
§2709 supports the position that the FBI is permitted to acquire 
information on associate numbers attributable to the same 
account. The plain language of §2709 allows the FBI to "request 
. . . toll billing records of a person." (emphasis added) 
Thereby allowing the FBI to acquire the records for all numbers 
subscribed to by the "person." Additionally, the legislative 
history of §2709 defines "toll billing records" and states: 

As used in this section, toll billing records 
consist of information maintained by a wire or 
electronic communication service provider 
identifying the telephone numbers- called from a 
particular phone or attributable to a particular 
account for which a communication service provider 
might charge a service fee.. H.R. REP. 103-46, 1993 
U.S.C.C.A.N. 1913. (emphasis added) 

(U)^Read together, §2709 and its legislative history 
clearly contemplate the acquisition of "associated" numbers. The 
use of the word "person" by Congress in section 2709 indicates 
that it did not seek to limit the acquisition of records to a 
particular number. The legislative history itself supports this 
interpretation by defining "toll billing records" as numbers 
called "from a particular phone" or "attributable to a particular 
account." Thus, Congress seemingly contemplated that a single 
subscriber ("person") might have multiply numbers in his/her 
name. . 

X Here, had reason to believe that 
was used by thê subjèût of an open investigation, 

thereby making the number relevant to said investigation as 
• required by statute. As a result, I ~1 issued an NSL 
requesting the "name, address, length of service,- and local and 
long distance toll billingrecordsassociated-with.. 

](emphasis added) In response provided! 
with the subscriber name and toll records for 

1 

bl . 
b2 • 
'b4 
b6 
b 7 C 
b 7 D 
b 7 E 

3EC from to General Counsel dated 2/21/2007 

SEjè^ET 

3 

NSL VIO-23924 



SEJJ^ET 

To: From:. Office of the General Counsel b2 
Re: (U) 278-HQ-C1229736-VIO, 03/22/2007 b7E 

(S) 
to by 

as well as the toll records for the other number subscribed 
the subscriber (i.e. the "associated" number). 

. • , . • ' ' • • • • . bl 
To prohibit the acquisition of this information would b2 

not only contravene the plain language and legislative history of b7E 
§2709, but would also impede investigations by limiting the 
information that can be lawfully obtained. 

Although the attachment was not provided in this pase 
it is nonetheless instructive on the point of whether 
I | should have reported this as a potential IOB. The 
attachment lists several items that can be considered "toll' 
billing records" to include: 

All telephone numbers associated with the 
targeted account or account-holder in this 
letter, to include any and all of the above 
information [the toll billing records] for any-
secondary or additional telephone numbers 
identified by you as belonging to the targeted 
account or account-holder. . 
This attachment language mirrors the types of records 

contemplated by Congress and otherwise comports with the mandates 
of §2709. 

Moreover, although released after the acquisition of 
information in this case, the official OGC IOB guidance released 
on 11/16/2006 is instructive. This guidance does not require 
reporting in the situation at hand and states in relevant part 
". . . conduct that must be reported as potential IOB violations" 
include situations where "[A].carrier providing information • 
beyond the scope of the FISC order or other relevant legal 
authority resulting in the unintentional acquisition of data." 
This, however, is inapposite to the situation at hand. Here, as 
discussed above, the associated number was .not "beyond, the scope 
of the . . . relevant legal authority," nor did it result in the 
"unintentional acquisition of data," because the NSL expressly 
requested,"associated" records. Therefore, there was neither a 
carrier error nor an unlawful request. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 

SE^ET 
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RET 

To: From: Office of the General Counsel b2 
Re: (U) 278-HQ-C1229736-VIO, 03/22/2007 b 7 E 

when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG), or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full" or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI. is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request., 

(S^ In the instant case, the collection of information 
in July 2004 by the FBI was lawful. The plain language of §2709 
and the accompanying legislative history.allow for the 
acquisition of records for multiple numbers attributable to the 
same account.. Here, both the requested number and the associated 
number were attributed to the same qricmmt and w s p relevant to f € an ongoing investigation. In fact, I | had open kit? 
investigations on all three individuals (the user of the D/E 
requested number, the user of the associated number, and the 
subscriber). 

Therefore, the acquisition of toll records for the 
associatela number was entirely lawful and did not require 
reporting to OGC and subsequently does not need to be reported to 
the. IOB. 

S^l^ET 
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RET 

To : 
Re: (U) 

From: Office of the General Counsel b2 
278-HQ-C1229736-VIO, 03/22/2007 b7E 

LEAD(S): 

S e t Lead 1 : ( I n f o ) 

AT 
,e, r^C-^rds received pursuant to the 5/17/2004 NSL 
(?) request pertaining tol land the associated number, do 

not require further sequestration and can be analyzed and 
uploaded as appropriate per logical investigation. 
S e t Lead 2 : ( I n f o ) 

INSPECTION : 
AT WASHINGTON. DC 
(U) For information. 

S e t Lead 3 : ( I n f o ) 

COUNTERINTELLIGENCE 
AT WASHINGTON. DC 
(U) For information. 

1- Ms. Thomas 

bl 
b2 
b6 
b7C 
,b7E 

C C : 

1- IOB Library 
b6 
b7C 

SE^ET 
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(OGC) (FBI) 

From: 
Sent: 
To: 
Subject: 

(OGC) (FBI) b 6 
Thursday. March 15. 2007 2:24 FM b 7 C 

(OGC) (FBI) 
FW: NSL Checklist Audit 

SECRET7/ORCON 
RECORD xxxx 

-Original Message-
From: 
Sent: 
To: 
Cc: 
Subject: 

I KOGC) (FBI) 
Tuesday. March 13, 2007 6:^1 PM 

I ''TNSI 
NSL Checklist Audit 

I FINSD) (FBI)^ 
jOGC) (FBI) 

](INSD) (FBI) 

h 2 . 

b6 . 
b7C 
.b7E 

h 6 

b7C 

land p.. I V I I _ 

See attached your checklist with changes;! 

Again - sorry it took so long to get back to you. 

Thank vou. 

NSL 

orm.wpd 

DERIVEtTFROM: G-1 FBI Classification Guide G-1, dated 1/99. Foreign Government Inform; 
DECLASSIFICATIOfTEXEMPTION 1 
SECRET//ORCON 

DERIVED FROM: G-1 FBI Clas^fic^tieirGuide G-1. dated 1/99. Forëmfl-Government Information 
DECLASSIFICATION EXEMPTION 1 ~~ 
SECRET/ZORCefr" 
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- ; b6 
(OGC) (FBI) b7C 

From: 
Sent: 
To: 
Subject: 

(OGC) (FBI) 
Thnrd.v M » ^ ^ ?nn7 7-7d PM 

J< OGC) (FBI) 
FW: INSD/IIS NSL Compliance Checklist - Potential IOBs 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

This is the IOB one. 

-—Original Messpe 
From: | 
Sent: 
To: 
Cc: 

JINSD) (FBI) 

b6 
b 7 C 

3/KSR/RII ' 

Wednesday, March 14, 7007 7:00 PM 
I KBS) (FBI); | 
THOMAS, JULIE F. (OGC) (FBÜT 

' Kir 
(INSD) (FBI) r 

l(ÓGC) (FBI)J 
(INSP) (FBI);| KINSD) (FBI):I 

I I1NSD) (FBI);| KINSD)(FBI) 
Subject:. INSD/IIS NSL Compliance Checklist - Potential IOBs 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

2HsnnEBm 
IrTNsnuFRTy.f 

INSD) (FBI) 
(INSD) (FBI);|_ 

1 N S L I O B 

list.wpd (' 

Continued from yesterday. 

b2 
b6 
b 7 C 
'b7E 

; NSL VlU-23%1 



Thanks. .,. 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date: 

Attn: IIS 

.02/05/2007 

I 

:b2 
b7E 

Counterintelligence 

b2 
b6 
b7C 

(U) 

(U) 

m 

(U) 

(U) 

Inspection 

A/CDC 

Attn: CD-2 

Attn: IIS, CRS 

From: Office of the General Counsel 
NSLB/CTLU/Room 7 947 / 
Contact: AGC 

Approved By: Thomas Julie F< 

Drafted By: 

Title: 

m 
.Case ID # : j x f .27 8-HQ-C122 9736-VIO Serial^^f ( Pending) 

INTELLIGENCE 
MATTER 2007-

iliiilELSIGHT . BOARD 

-Synopsis: jxf It is 'the opinion of the Office of the General 
Counsel (06C) that this matter is not reportable, to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) Derive 
r̂ sifŷ  On: 0̂  

Administrative: This electronic, communication. 
infnrmaHnn from >]tp EC dated 01/04/2007. from the 
Office Î !EC] contains 

Field 
to OGC reporting a potential IOB matter. 

Reference: <S) 

Details: By EC dated 01/04/2007, 

bl . 
b2 
b7E 

requested that 
OGC review thè facts of the captioned matter and determine whether 
it warrants reporting to the IOB. As explained below, in our 
opinion, the FBI is not required to report this matter to the IOB. 

SEp^ET 

X 7 ; 
NSL VIO-23953 



SE. E^E^ 

To: | | From: Office of the General Counsel b2 
Re: 278-HQ-C1229736-VIO, 02/05/2007 . , . • ' ;b7E 

t ri \ 

On 11/30/2006, 1 l-drafted an NSL pursuant 
V̂ N-/ J- VJ . W . . . J d. ! \J S • D O U / Y X i i y J U V J U i X W U l J - i i J. V J. 1UO. L X V 1 1 XV-/X CI 

telephone number that was believed to be used ' by-;-subject.. 7 The 
NSL was sent to 
12/15/2006. 

via Federal Express on 

On 12/26/2006, received the requested 
subscriber information along with a disk containing 140 pages of 
toll records pertaining to.the.requested number. The disk 
containing the toll records was immediately turned over to the 
Acting Chief Division Counsel for sequestration.;-

(U) .The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence'Oversight 
Board (PIOB). On 09/13/199?, by Executive. Order 12863, the 
President .renamed it the Intelligence Oversight Board (IOB) and -
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board.; Among its responsibilities, 
the IOB has been given authority to review.the FBI's practices, 
.and procedures relating'to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel .of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel,.Office of ~ 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities'that they have reason to believe may be . 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted' to mandate the 
reporting of any violation of' a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are. generally not reported to the IOB. The FBI 
Inspection Division is.required, however,, to maintain records of 
such administrative violations.for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 

•bl 
b2 .. 
"b4 -

V b 7 D 
; 7b7E 

•b2 
b7E ; 

NSL VIO-23954 



SECRET 

To:. From: Office of. the General'Counsel b2 .,..•• 
Re: 27 8-HQ-C122 97 36-VIO, '« 02/05^007 "b7E 

nature" must be made by OGC. .Therefore, such administrative 
violations must be reported as potential IOB matters. 

(U) On 03/28/2006, the FBI's National Security Law 
Branch (NSLB) sent a letter to the Counsel for the IOB requesting 
their concurrence to treat third party errors as non-reportable, 
though NSLB would still require the field to continue to report ' 
any improper collection under an NSL as a-potential IOB matter. 
By letter dated 11/13/2006, the Counsel to the JOB.agreed that . 
third party, errors in the collection of information pursuant to an 
NSL must be reported to the FBI OGC, but are not reportable to the 
IOB. ./-• '•• ; 

(U) In the ins,tant case the collection of toll record . -
information, was • not the fault of I Once it.was • 
discovered that the. information'was beyond the scope of the NSL' b7E 
-request, the information was immediately sequestered and the •. 
matter was reported to OGC. 

' , ' (U) • Based upon these facts, in accordance with .the 
"terms implementing the- reporting.-requirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not .reportable to 
the IOB.. . A-record of this decision should be maintained in the:.. . . , 
. control file- for future review by the. Counsel.to. the IOB. :• " 

NSL VIO-23955 



To ï" 
Re: 

From: .Office of the General Counsel. b2 
2 / b-HQ-C1^2 9736-VIO, 02/05/2007 . , b7E 

LEAD (s) : 7.'7'. 7/ •.;. 
Set Lead 1: (Action) 

INSPECTION ' :• 

AT WASHINGTON, DC 

(U) : INSD should retain a record of the report of the , . 
potential IOB matter, as well as a copy of the OGC opinion,, 
concluding that IOB notification is. not required, for three years 
for possible review by the Counsel to the IOB. 

Set Lead 2 : (Info) 7 . 

• COUNTERINTELLIGENCE : : 7 . , : 

.AT WASHINGTON, DC . 

(U) For information. ; 7 '. 

SetLead 3; •• (Action) 

AT 

(U) If deemed relevant to the investigation, 

return the disk to 
or [ 

b2 ' 
.. b4 • 

If the information is not relevant ' b7D 
]does nbt seeK tneir•return, then the disk should be ' 

should submit the' appropriate NSL requesting, the toll records or .. 

destroyed with appropriate documentation placed in the file. 

CC: _ Ms- Thomas 

IOB Library b7C 

SE^lET 
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(Rev. 01-31-2003) 

SE^ËT 

FEDERAL BUREAU OF INVESTIGATION 

Precedence:. ROUTINE 
To: Inspection 

General Counsel 
b2 • 
b6 F r o m : 

b7C . . • 
b7E • : 

Squad 
ContacTT ISS 

Approved By: 

Drafted By! 

Date: 01/04/2007 

At til: IIS, Room 11861 
Attn: NSLB, Room 7975 

ksh 

Case ID #: (U) 278-HO-C1229736-VIO (Pending) -%031 
(U) 278 
(S) 

C26391 (Pending)- Û^M 

Title: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) 

SUPERVISORY SPECIAL AGENT 

SPECIAL AGENT 
,DIVISION 

REPORT OF A POTENTIAL IOB. MATTER 

bl 
b2 
b6 
b7C 
b7E 

Synopsis: JXT To report a possible IOB violation-involving 
recei nt- n n i t.pii telephone toll records from 

(S) 

(S) 

(U) 

Reference : 
(U) 

b7D 
b7E 27B-HQ-CI22y7J& Serial 2b7U 

Details: In accordance with reporting requirements relating 
to known or suspected Intelligence Oversight Board (IOB) 
violations,, per reference 2, notification is being made to the 
Office.of General Counsel regarding unsolicited telephone.toll 

NSL VIO-23957 



ET 

To.: Inspection From: _ 
Re: (U) 278-HQ-C1229736-VTO, 01/04/2007 ] b 2 

b7E 

(S) 

m 

records received from 

Referenced EC, dated 11/30/2006, directed 
Division to send a National Security Letter (NSL) to 

' via Fed-Ex. m 
.xeaiiEqting subscriber information tor telepnone number 

This NSL. was sent via Fed-Ex on 12/15/2006. 

On 12/26/2006, Division received the 
along 

bl 
b2 
b4 ; 
.b7D 
b7E 

requested subscriber information from 
with a disk containing 140 pages of telephone toll records. 
These toll records were not requested in the NSL. 

n „ i . J J 

It is a pending 

bl 
b2 
b4 
b7D 
b7E 

The .disk containing the toll records, along with 
the Response Cover Sheet from_ 

have been turned over to the Ac t i ng 
pending a response from the National CDC (A/CDC) 

Security Law Branch regarding this matter. A/CDC 
•the toll records within his office safe. 

secured 

b4 
•b7D 
•b6 : 
b7C 

SECRET 
2 
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• ' "h? To: Inspection From: 1JZ-
Re: . (U) 278-HQ-CI229736-VIO, 01/04/2 007 b7E 

LEAD(s): 

Set Lead 1: (Action) 

. INSPECTION . 

AT WASHINGTON. DC . 

(U) Request IIS take appropriate action as necessary 
in response to this potential IOB matter. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

. AT WASHINGTON. DC 

(U) At NSLU, review information provided herein and 
act as deemed appropriate. . 

* S^£ET 
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(Rèv. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

b 2 . 
b 6 .. 
b 7 C 
•fa 7 E 

Counterintelligence 

Inspection 

Attn: 

Date: 2/21/2007 

From:. Office of the General Counsç-1 
, N S LB/CILU/Room 7 947 
. Contact.: AGC 

Approved By: Thomas Julie 

v^g Drafted By 
' .vb7C 

(U) 

(IT) 
(U ) ; 

(U) 

Case ID # 

Title.: 

mn 
278-HQ-C122 9736-VIO' 
62 Fj ^ A 8 94 55-1 OB -

(Pending) 
e 

) ••' INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-1 ~| 

Synopsis: 
the Offic 

The 
•he General Cou 

Field'.Of fice 
ounsel (OGC) 

requested that 
review an incident and 

determine whether it warrants reporting to the Intelligence 
Oversight Board (I.OB) . . . It is the opinion of OGC.that the , 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the IOB. 7. 

b 2 
b 7 E 

(U) 

A d m i n i s t r a t i v e T h i s -electronic communication 
information from:, the; EC dated 2/01/2007 from| 
reporting a potential IOB matter. 

EC) contains 
to OGC 

Reference: 
m : 

b 2 
b 7 E 

278-HQ-C1229736-VIO ^ f U * ! ¿1(9 

SE^ET 
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(ü) 

(U) 

SE 

To: 
Re:. 

• Office j/f the General Counsel 
278-HQ-C1229736-VIO,. ,2/21/2007 ,;..,: 

h 2 -

b7E 

Details: fŜ ) By EC dated 2/01/2007, (requested that OGC 
review anA'n^ident and Hetgrm.ine whether 3t warrants reporting to 
the IOB-. 

as parr or its investigation, | jsougnt 
transactional' information for an email account relevant to the 
ongoing investigation. A National Security Letter (NSL) was 
prepared by[ ] and served on The NSL requested only 
transactional information for the relevant email account. • The 

•bl : 
:b2 • 
:b4 
b7D 
"b 7 E 

NSL results were provided to 
iDivision on 1/11/2Ò07, wi 

in an email by'the 
th the CD-ROM to be sent: 

later'. 
On:1/16/2007, the case agent reviewed . the 

email and/ais^pvered that in addition to the requested 
transactional information, 
appeared.to be content. 

had provided information • that .7 
For example, some of the information 

appeared to. originate from the subject line of the email. The 
case agent immediately ceased the review and reported the 

1 Division Counsel. On 1/17/2007.the case agent 
point of contact (POC) for the NSL. 

]representative and 
incident to 
contacted, the 
The POC then contacted the~~appropriate [ 
confirmed that I had provided the information in error.: 
Subsequently, the | |POC destroyed the CD-ROM and. 
deleted' all emails regarding th.t'3 ."message. . On 1/22./2C07 the 

case ¿gent similarly d'elo'tad...the. relevant email. " •' 

b2 
•b4 
•b7D 
b7E 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and.General . 
Counsels of the Intelligence Community components (in the FBI, : 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to.the IOB "concerning intelligence 
activities that they have'reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between.the FBI and the . 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation-of a 
provision of the Attorney General Guidelines for,National 
Security Investigations and Foreign Intelligence Collection 
(NSIG), or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, .dated. 12/04/1981, 
if such provision, was designed in full or in'part to ensure the •'.. 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need, 
not be reported to the IOB. The FBI is required, however, to 

SÊ Ŝ El 
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To:' f From: Office of thé General Coùnsei-";. • 7 ^ v."'-
Re : • 278-HQ-C1229736-VIO, 2/21/2007 : - b 7 E X^-:^:.^¡¿Xfe'X/ 

maintain records of such administrative Violations; so that the 
Counsel to the IOB may review them upon1request. 

(U) On 03/28/2.006, the FBI's National Security Law 
Branch (NSLB) sent a letter to the Counsel for .the- IOB requesting 
their concurrence to treat. third, party errors as non-reportable, 
though NSLB would still require the field to continue to report 
any improper collection under an NSL as a potential IOB matter. .. 
By letter dated 11/13/2006, the Counsel to the IOB agreed that 
third party errors in the collection of information pursuant to 
an NSL must be reported to the FBI OGC, but are not reportable to 
the. IOB. 

(U) . In the instant case the collection of information 
by the FBI was not the fault of. FBI-J |. Once the case agent 
discovered that he had received information beyond the scope of 
the NSL request, the case agent immediately notified the . b2 
CDC and, notifiedP I- Thereafter, all copies and : ~ :'".b7E 
emails., regarding this request were deleted and or destroyed. As 
a result, this matter does not need to be reported to the IOB. 

SECRET 

• 3 ••••', • 
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To: 
Re: 

From:- ." î5J:f; ce of tir:-. Genera'-I,Counsel vb2 ; 
2 7 8 - H Q - C12 2 9 7 3 6 - V T 0,. 2/21/2007 ... 

LEAD. ( s ) : , V/' 

Set Lead ' 1 : (Info) ";; 

" INSPECTION . : 7 , 

- AT WASHINGTON, DC • 

(U) .. For ; information. 

-Set Lead 2 : (Info.) . 

; • COUNTERINTELLIGENCE. '. " 

, AT WASHINGTON, DC 

. (U) For information. 

Set Lead 3 : (Action) 

, .. .. ' AT ;""';• Od 2 

(U) 
ensure ..that,|_ 

t o |ls requested to coordinate with 
I has the appropriate protocols in place to prevent' b7D 

similar types of disclosures in the future. b7E 

cc: 1- Ms. Thomas 

1- ..IOB Library 

b 6 
, b 7 C 

SË^^ET 
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