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Precedence: ROUTINE Date: 12/01/2004
" To: Director’s Office Attn: OPR
Counterterrorism AD
SAC
CDC

From: General Counsel .
National Security Law Branch/Room 7978

Contact: b2
Approved By: _Thomas Julie F géE

bi7C

Drafted By:

) rage 1D #: LB 278-HQ-C1229736-VIO (Pending)

Title: (U) POTENTIAL INTELLIGENCE OVERSIGHT BOARD o
{IOB) MATTER 2004 |:| <

Synopsis: :}ﬁi It is the opinion of the Office of the General
Counsel (OGC) that this matter should not be reported to the
Intelligence Oversight Board (IOB). With respect to these
matters, a record of this decision should be maintained in the
investigative control file for review by the Counsel to the IOB.

(- §ify On: -

Details: ) As discussed in the reﬁexencfd electropic
| communicatfion (EC), on 2/13/2003, the Division
(511 ]
"United States person" as that term 1s defined i1n Section 1801 (i)

of the Foreign Intellicence Snrvueillance Jot of 1678 =~ a T & S~ I e

S Qer\fj on 1201 aob gec..

(5] Due to adminlstrative packiog and the
subsequent three day holiday weekend, captioned matter was not
administratively closed in ACS until 02/18/2004.
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o e on 11/07/2003. [ ]set a routine lead bTE
to thel | ivisionl | to serve a National Security Iy
Letter (NSL) iIn this cgge. served the NSL j
to the telephone provider on 11/14/2003, but[::::::]did b7D
not provide the regquested telephone
records to| luntil 02/27/2004, after the expiration
(02/13/2004) and administrative closure (2/18/2004) of this
investigation.
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}2{ on 03/03/2004, notified

that thev had received the telephone Toll records

Ssted b NSL, but a check of ACS revealed that
l had clcsed the investigation. | lsu sequently
)

reviewing the telephone records, sealed the telephone
records in an envelope and archived the sealed envelope within
the closed investigation file. ,

rwarded the collected telephone rffords to Without

S :}éi Section 2-56 of the Naticnal Foreign
Intelllgence Program Manual (NFIPM) requires OGC to determine
whether the facts related above are regquired to be reported to
the TOB. For the reasons discussed below, this matter need
not be reported to the I0B.

(U) Section 2.4 of Executive Order (E.O.)
12863, dated September 13, 1993, mandates that Inspectors
General and General Counsels of the Intelligence’ Community
components {(in the FBI, the Assistant Director, Inspection
Division, and the General Counsel, OGC, respectively) report
to the IOB concerning intelligence activities that they have
reason to believe may be unlawful or contrary to Executive
order or Presidential directive. This language was adopted
verbatim from E.O. 12334, dated December 4, 1981, when the IOB
was known as the President’'s Intelligence Oversight Board
(PIOB). By longstanding agreement between the FBI and the IOB
(and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the Attorney General Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence
Investigations (FCIG),il” or other guidelines or
- regulations approved by
the Attorney General in accordance with E.O.
12333, dated December 4, 1981, if such provision was designed.
in full or in part to ensure the protection of the individual
rights of U.S. persons. Violations of provisions that are
egssentially administrative in nature need not be reported to
the IOB. The FBI is required, however, to maintain records of
such administrative violations so that the Counsel to the ICB
may review them upon request.

1

Paragraphs II.C.3., II.D.3., and V.12,
of The Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection (NSIG)
authorize the use of National Security Letters in a
prellmlnary or full national security investigation. Pursuant D2
ority, on 11/07/2003, awfully issued a NSL 57E
hat requested telephone records in this case. On a
properly served the NSL o e
| subsequent Failure to cancel this lead at the time 7D

ey closed the case was an administrative error that did not
affect the lawfulness of the previously served NSL.
properly sealed and archived the telephone records receive
from the NSL because the case was no longer open at the time
SEPRET
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of their receipt.

The late receipt of the telephone
records in this case constitutes an administrative error, not

.a substantive violation of law or regulation designed to

protect the individual rights of U.S. persons. As discussed
above, under longstanding agreement between the FBI and the
IOB, administrative errors are not reportable to the:IO0B.
slow response jn _fhis case did not affect the

. lawfulness of the NSL. ‘has already sealed and archived

the records in question. Additionally, none of these records
were reviewed or used by[ ____ lin its investigation. Under

these circumstances, it is OGC's opinion that e receipt
of these telephone records by| on behalf is

not an error that must be reported to the IOB.

(U) A copy of our opinion should be
retained in the Counterterrorism Division control file for
review by Counsel to the IOB, if requested.

LEAD (s)
Set Lead L1l: " {Action)
DIRECTOR’S OFFICE
AT OPR, FO, DC
(U) For action deemed appropriate.
Set Lead 2: (Action)

COUNTERTERRORISM
AT WASHINGTON, DC
(U) Read and clear.

Set Lead 3: {Action)

AT

(U) Read and clear. no

Set Lead 4: (Action) piE

sE}rgET
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(U) Read and clear.

Ms. Thomas

**FOOTNOTES* *

Ciiv The FCIG was superseded on October 31, 2003,

the Attorney General s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection (NSIG) .
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Drafted By:
|~
- Case’ 'I‘D’“"#’>s<f 278-HO-C1229736-VIO  (Pending)
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Precedence: ROUTINE . Date: 10/21/2004
To: Director’'s Office Attn: OPR
Counterintelligence Attn: AD
Attn: SAC
cDC

From: General Counsel
NSLB/CILU/Raoom 7975 ,
Contact: ext.

Approved By: Thomas'Julie

(s) Pending) ' ' ol
‘ . bz
Title: INTELLIGENCE OVERSIGHT BOARD MATTER 7 E
U IOB 2004 ’ :
(1) ‘
Synqpsisfﬂ:kgi The Office of the General Counsel (OGC) considers
iy -that this matter must be reported to the Intelligence Oversight
Board (IOB) and to the Office of Professional Responsibility
(OPR). OGC will prepare an appropriate cover letter and a
memorandum to the IOB. Our analysis follows. '
o >< Det Fro 3
EU}MMM De v b1
Dot ool o LY | | b:
b7E
L b6
| court- hie
authorized electronic surveillance under e Foreign
Intelligence Surveijllance Act (FTSA). SA is a
| assigned to here she
has _responsibility for case. SA upervisor is
:}Si: On 6/22/2004, SSA determined during the
course of "a file review that S ad used information
(8 derived from the electronic surveillance.to access I
Specificallv, § btained information about
(3] ) =TereyonTT ol
surveillance. | | né
: o7C
(8o e o2
Case ID : _278-HO-C1229736-VIO Serial : 600 1 o7E
(@]
(8 V:,L.H‘ , 02
‘ B7E
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transactions. The information that SA[_____ Jobtained was never
memorialized in any FBI document other than the file’'s case
review sheet as of the 6/22/2004 file review. SSA e
informed SA[______ ]| who was not previously aware of the fact, that -
a National Security Letter (NSL) was the appropriate method for b7C
obtaining banking information in a foreign counterintelligence

investigation. SSA[___ promptly reported the matter to the

Office of the General Counsel (OGC). An NSL was subsequently

issued in this case to obtain the subject’s bank information,

which is clearly relevant to a foreign counterintelligence

investigation.

(U} The Right to Financial Privacy Act (RFPA), Title
12, United States Code, Section 3401 et seqg. (12 USC 32401 et
seq.) states in 3402 that "ie“xcept as provided by section
3403 (c) or (d), 3413, or 3414 of this title, no Government.
authority may have access to or obtain copies of, or the
information contained in the financial records of any customer
from a financial institution . . .."

(U) 12 USC 3414 provides in part:.

(a) (1) Nothing in this chapter (except sections 3415,
3417, 3418, and 3421 of this title) shall apply to the
production and disclosure of financial records pursuant
to requests from--
(A) a Government authorlty authorized to
conduct foreign counter- or foreign positive-
intelligence activities for purposes of
conducting such activities; or
(B)

(2) In the instances specified in paragraph (1), the
Government authority shall submit to the financial
institution the certificate required in section 3403 (b)
of this title signed by a supervisory official of a
rank designated by the head of the Government
authority.

(U) Section 2-17 of the National Foreign Intelligence
Program Manual (NFIPM) lists the FBI officials who can request financial
records under the foregoing section of RFPA. According
to section 2-17 of the NFIPM, such requests must be made by an
Assistant Special Agent in Charge or a more senior official.

(U) 12 USC 3417 provides for civil liability of an
agency or department of the United States that obtains financial
records or information in violation of the RFPA. The same
section deals with "disciplinary action for wilful or intentional
violation" of these RFPA provisions by agents or employees of the
government.

@]
~J

"

In this instance, the conduct of SAI | was
wilful and intentional, even though she did not realize that she

- had acted in contravention of the RFPA and Bureau policy. It

SXRET
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should also be noted that SA[:::::]was at the time a probationary

agent. Inasmuch as her actions neverthelegs amount to
"intelligence activities that . . . may be unlawful or contrary
to Executive order or Presidential directive" they are reportable
to the Intelligence Oversight Board (IOB) under the terms of
section 2.4 of Executive Order 12863. OGC will therefore prepare
a cover letter and a memorandum to report this matter to the IOB
and to advise that it has been referred to the Office of
Professional Responsibility.

LEAD(s) :
Set Lead 1: (Action)
DIRECTOR’S OFFICE
AT OPR FO, DC
(U) For action deemed approﬁriate.
Set Lead 2: (Action)
COUN%ERINTELLIGENCE
AT WASHINGTON, DC

(U) Please read and clear.

Set Lead 3: {(Action)

b2
b7E

AT|

(U) For action deemed appropriate.
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Precedence: ROUTINE o Date: 09/15/2004
To: Director's OCffice Attn: OPR Voo
Counterintelligence Attn: AD :bé
Attn: SAC i 4] 4 bT7E
Attn: SAC Bé
CDC :

bicC

From: Office of the General Counsel
NSLB/CILU/Rm 7975
Contact:

Approved By: Curran John F

Drafted By: | |

bi
Case ID #: (U) _278-HO-C122973-VIO (Pending) o)
: (s) (Pending) b7E
Title: (U) INTELLIGECR OVERSIGHT BOARD MATTER . o
I0B 2004 D

Synopsis: (U) The Office of the General Counsel considers that
this matter warrants a report to the Intelligence Oversight Board
and to the Office of Professional Responsibility. Our analysis

follows.
~~:}éi Derl rom +—G-3
Declassify X1

Netrails: (8) l

bl

in December 2002-January 2003. A polygraph oI the B7E
subject was inconclusive in on ection but showed decention in :
another: The | -~ |field" offlcg

() -

I conformity with Che
% Security
Investigations.

w;>€§; On 5/21/2004, the SAC authorized the issuance of

Natlonal ity Letters (NSLsg) seeking credit reports about the subject
from the three major credit reporting companies. The

letters, which cited Title 15, United States Code, Section 1681lv

{15 USC 1681v), requested "a copy of a consumer report and all

other information contained in your files for the below listed

congumer ii.e., the subject”." All three NSLs included a

- e e e e e e e S e R M R e o e R . e e M A . e — - e
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certification by the SAC, purportedly "in accordance with 15 USC

'1681v(b)," that "the information sought is relevant to an

authorized investigation to protect against international

terrorism or clandestine intelligence activities ietc.”." : PN
"W:a§<: The letters were duly delivered to two of the b7k
three companies, both of which provided the requested credit b4
information. The third letter, which had been sent to the | , b7D
ffice for deliver tol was returned unexecute
to by a intelTigence analyst who noticed that

it reterred to 15 USC 1681v instead of 15 USC 1681u.

, _;zg{;;After learning of the error, the[;::;:]office
determined-th the two credit reports had already been
disseminated to a member of the Foreign Counterintelligence
Task Force in connection with the investigation. The reports
were retrieved, sealed, and forwarded to Headquarters together
with a report of the incident. (See 278-TR-C1229736-VIO, serial
573.)

3]

SNl

1B

e

(U} The section of law cited in the three NSLs, 15 USC
1681v, was added by the USA Patriot Act, P.L. 107-56. It
provides in part that "a.consumer reporting agency shall furnish
a consumer report of a consumer and all other information in a
consumer’'s file to a government agency authorized to conduct
investigations of, or intelligence or counterintelligence
activities and analysis related to, international terrorism when
presented with a written certification by such government agency
that such information is necessary for the agency’s conduct of
such investigation, activity or analysis." (Emphasis added.)

(U) By way of contrast, 15 USC 1681u is an older
statute that applies to both counterintelligence and
counterterrorism investigations. In connection with an
authorized investigation of such cases, the FBI may use an NSL to
obtain the names and addresses of all financial institutions at
which a consumer maintains or has maintained an account. If
additional information is needed, such as a consumer report, a
designated Bureau official is required to seek an ex parte court order
directing the consumer reporting agency to furnish the
report to the FBI.

(U) To obtain the. ex parte order, the FBI must show
"that the consumer report is sought for the conduct of an
authorized investigation to protect against international

‘terrorism or clandestine intelligence activities, provided that

such an investigation of a United States person is not conducted
solely on the basis of activities protected by the first
amendment to the Constitution of the United States.”

oy - - :}ﬁi The Office of the General Counsel issued

instructions regarding the differences between 15 USC 1681lu and
15 USC 1681v, together with sample formsg, in an EC dated
10/1/2003. (See 66F-HQ-A1255972, serial 32.)

SE§KET
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(U} The office cited the wrong section of the f;ﬁ

Fair Credit ReportiIng ACt in three NSLs that requested credit
reports of a U.S. person in connection with a counterintelligence
investigation. Moreover, the letters included a certification
that was misleading although not untrue. (The certification
stated, correctly, that the information was needed in connection
with an authorized investigation to protect against international
terrorism or clandestine intelligence activities. Section 1681v,
however, refers only to international terrorism.) Two of the
three letters resulted in the production of credit information
that would not have been available solely through an NSL if the
correct section had been cited.

(U) In weighing the gravity of this matter, the Office

of the General Counsel notes that citation of 15 USC

-1681v does not appear to have been a deliberate effort to

circumvent the requirements of section 168lu. Once apprised of )
the error,[:::::]immediately took appropriate action to recover o
and seal the information that it obtained based of the error and O

to report the matter to Headquarters. The question of intent is
relevant because 15 USC 1681u(j)suggests that Congress did not
consider disciplinary action by an agency to be warranted unless
"the circumstances surrounding the violation raise questions of
whether or not an employee of the agency or department acted
wilfully or intentionally with respect to the violation. . .."

(U) We are also mindful of the fact that the

office could have obtained exactly the same result (i.e., the
subject’s credit report) if it had followed the two

step process set forth :

in 15 USC 1681u, namely, an NSL followed by an ex
parte application for a court order. The proof required for suc
an order is minimal and the facts in this case would have '
justified it.

NN
e

oo

(U} Nevertheless, in preserving a distinct provision
for obtaining credit information in counterintelligence cases,
Congress apparently intended to apply a different standard to
this type of case. By using Section 1681 than Section
1681u for a counterintelligence case, the| ffice
contravened the intent of Congress, albeit inadvertently. The
matter should therefore be referred to the Intelligence Oversight
Board and to the Office of Professional Responsibility. 0OGC wild
prepare a cover letter and a memorandum to report this matter to
the IOB.

B2

oo
-J
=

(U) The action of Intelligence Analyst | b
in detecting this error and calling it to the attention of the 0

office is to be commended. _ b7C

~D

i

b7E

LEAD(s) :
s
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Set Lead 1: (Action)
DIRECTOR‘S OFFICE
AT OPR FO, DC

(U} For action deemed appropriate.

Set Lead 2: (Action)
COUNTERINTELLIGENCE
AT WASHINGTON, DC
(U) Please read and clear.
Set Lead 3: (Action)

[ ]

AT

(U) For action deemed appropriate

Set Lead 4: (Discretionary)

b7

AT RA

(U) For action deemed appropriate.

NSL VIO-23453
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Precedence: ROUTINE Date: 01/31/2005
To: _Director's Qffice Attn: OPR
Attn: SAC
ADC
SSRZ

From: Office of the General Counsel
National Security Law Branch

Contact: | ’ h2
Approved By: —Thamag Inlie ¥ v b7k
Drafted By:
Case ID #: \¥) 278-HQ-C1229736-VIO
Oy ©A%)  278[_}65943-280
Title: INTELLIGENCE OVERSIGHT BOARD (IOB) s
- MATTER 2004 b2

g Synopsis:-;gs{::lt is the opinion of the Office of the General
Counsel ("@GC")>that this matter must be reported to the IOB. -
OGC will prepare a cover letter and a letter head memorandum to
report this matter to the IOB. Our analysis follows.

(1) - :}}(:: Deriv¥
Decl
(]} Reference: >< 278-HQ-C1229736-VI0-632

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the
document_ into Corel Word Perfect.

[T} betails: By electronrs_cgmmuniga;fon (EC) dated December 6,
2004 (cfted below)il”, the Division d h
reported
a possible IOB error in conjunction with an on-going
foreign counterintelligence investigation. In short, the
recipient of a National Security Letter ("NSL") provided
uriresponsive, unsolicited material on a compact disc ("CD")to
l together with material responsive to the NSL

=
~A
3N

,__.
e
-

bl
b2

On or about September 27, 2004, | ~ [Tssued a b7E

e e dm e 4 e e e = e e e Ae Em e G M e e M ey o e e it e = T = A e e e W W W A o e =

Case ID : 278-HQ-C1229736-VIO Serial : 803
278 65943 288

NSL VIO-23454
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NSL, pursuant to the Electronic Communications Privacy Act
{("ECPA"), 18 U.8.C. 2709, to | |
| The NSL 1ncluded a request for "the
name (8], addressies), length of service, and local and long
distance toll billing records" associated with a call back 800

telephone number related to thisg| |
1 R

_ "“%“-Sisf/ On November 27, 2004, the case agent received a CD
from| |]in response to the NSL. The CD
contained information both responsive and non-responsive to the
NSL. The non-responsive information included content information
in the form of images of faxes and voice messages transmitted to
the 800 number. Thig non-responsive information was voluntarily
provided by| but was beyond the scope
of the information requested in the NSL.i3~

(my - - o Tkéj The case agent. immediately turned this CD over to

i)

review tQ:;é;Pon request.
AtUJ I S8) In this ihqrarcel

the| | Associate Division Counsel ("ADC") upon
recognizing the unresponsive material as such. No copies of the
CD were made, and the ADC continues to safeguard it.i4”

e As required by Executive Order (E.O.) 12863 and
Section 2-56 of the National Foreign Intelligence Program Manual
(NFIPM), OGC was tasked to determine whether the receipt of
unsolicited material described herein is a wmatter which must be
reported to the IOB. It must.

(U) Section 2.4 of E.O. 12863, dated September 13,
1993, mandates that Inspector Generals and General Counsel of -the
Intelligence Community components (in the FBI, the Assistant
Director, INSD, and the General Counsel, 0OGC, respectively)
report to the IOB concerning intelligence activities that they
have reason to believe may be unlawful or contrary to an EO or
Presidential Directive. This language was adopted verbatim from
EO 12334, dated December 4, 1981, when the IOB was known as the
President’s Intelligence Oversight Board (PIOB). By longstanding
agreement between the FBI and the IOB (and its predecessor, the
PIOB), this language has been interpreted to mandate the
reporting of any violation of a provision of the Attorney
General’s Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG), or other guidelines or
regulations approved by the Attorney General in accordance with
EO 12333, dated December 4, 1981, if such provisions were
specifically intended to ensure the protection of the individual
rights of U.S. persons. Violations of provisions that are
essentially administrative in nature need not be reported to the
IOB. The FBI is required, however, to maintain records of such
administrative violations so that the Counsel to the IOB may

| issued a lawful NSL
to and received in response
information both within and beyond the scope and description of
that requested by the NSL. The error here was committed solely
by | | which was not acting as agents for

SEDRET
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| | or the FBI as a whole. | | committed no
error, substantive, administrative, or otherwise, and did not
itself impinge on the rights of any known U.S. person. L2
Nevertheless, | came into the possession of material b7E
that | |was unauthorized to provide to the nE
FBI under ECPA. Though] |committed no error itself, e
the mere receipt of unauthorized material pursuant to a lawfully b/D
issued NSL sghould be reported to the ICB, in accordance with the
reporting requirements of Section 2.4 of E.O. 12863.
**FOOTNOTES* *
(-

i1”: '”;>ﬁ§: See EC from the Division to the
General Counsel, dated
December 6, 2004, Case ID # 278-HQ-C1229736-VIO :

Serial 632, titled ‘ : : b2
"Intelligence Oversight h7E
Board (IOB) Matter," hereinafter c1ted as EC."

i27s (S EC.
ig”: (8 Id.

LEAD (s) :
Set Lead 1: (Info)

DIRECTOR’S OFFICE
AT OPR FO, DC

(U) Read and clear.

Set Lead 2: (Action)
| BTE
AT | | o4
The CD provided by| must Mo
be forwarded to the appropriate FBI Headquarters Section with 0o
oversight of this case, or if none, to the author of this EC for b7C

forwarding to OIPR and the FISA Court.

CC: Ms. -
SSA

|
WSLE I0B Library

NSL VIO-23456
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10B - Total Numbers for FY 2004 and FY 2005

Total Potential IOBs

* Reported D

* Not Reported

* Pending

Categories - Reported 10Bs:

1./ FBIl errors in FISA ELSUR and FISA PS.

2 - FBI Error in the use of National Security
investigative tools (i€}, mail covers/and-
NSLs). ey,

\,9 Third-Party or Technical errors in the use
T~ of FISAELSUR.

4-  Third-Party or Technical errors in the use b2
of National Security investigative tools.

5-  Miscellaneous administrative errors

v resulting in unauthorized investigative
v activities.
: Cam L‘:he, y/ vl 2y f\elao,,% 2 /9 __)_Lh_:( s ‘Z’h;}j - i
i /S rpn taill :
B T _ b2
|
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IOB Categories:

1- FBI errors in FISA ELSUR and FISA PS.

2. FBI Error in the use of National Security
investigative tools (i.e., mail covers and NSLs).

3- Third-Party or Technical errors in the use of

) FISA ELSUR.

4- Third-Party or Technical errors in the use of
National Security investigative tools.

5- Miscellaneous admim'strativé errors resulting in
unauthorized investigative activities.
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SEQRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE - Date: 06/01/ 2005
To: Inspection Attn: IIS
Counterterrorism "Attn: AD

:| Attn: SAC, CDC

From: General Counsel
Counterterrorism Law Unit II
Contact:

Approved By: Thomas Julie F

Drafted By:

Case ID H#: 278-HO-C1229736-YI0-869
(s)

.Tit.le:m---»% SA | Do
SSA _ bé

POSSTBLE INTELLIGENCE OVERSIGHT BOARD MATTER r7C
IOB 2005 '

“wSynopsiSE;>}§z; It is the opinion of the Office of the General
GC).

Counsel ( hat this matter need not be reported to the

" Intelligence Oversight Board (IOB), but, rather, that a record of

this decision should be maintained in the investigative control
file for review by the Counsel to the IOB.

:ga: Derive +—G-3
' D ify On: =25=

Reference:. >¢< 278-HQ-C1229736-VIO Serial 823

Administrative: (U) This communication contains one or more bl

footnotes. To read the footnotes, download and print the n2
document in WordPerfect 8.0. 7E

e bo
Details: (S) biC
bIA

S?C\RET

NSL VIO-23507



{7l

(&) |

[5)

iy

SEQEET

To:  Ingpection From: General Counsel

.. Rex 278-HQ-C1229736-VIO, 05/10/2005
" ) bl
bo
bicC
DA
b4
7D
X N
jo]¢
L7C
oY)
“wm'““"”)}étlmmediatel upon reviewing the subscriber
information, Sﬂgzz:zg;fjdiscontinued his review of the records. -
At no time did he or his supervisor,.SSA| view the :bb
contents of the CD or any of the toll records. Rather, he has b7C

submitted the results of the NSL to OGC, for final disposition.

(U} Section 2.4 of Executive Order (EO) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components {(in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive. This
language was adopted verbatim from EO 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
IOB (and its predecessor, the PIOB)}, this language has been
interpreted to mandate the reporting of any violation of
guidelines or regulations approved by the Attorney General in
accordance with EO 12333, dated 12/04/1981, if such provision was
designed in full or in part to ensure the protection of the
individual rights of U.S. persons. Violations of provisions that
are essentially administrative in nature need not be reported to
the IOB. The FBI is required, however, to maintain records of
such administrative violations so that the Counsel to the IOB may
review them upon request.

sgBkET

2

NSL VIO-23508



SECKET

To: j;gispection From: General Counsel

‘Re:. ) 278-HQ-C1229736-VIO, 05/10/2005

T W:}éi In the instant matter, SA:::::::::]erroneously bSﬂ
issued an

NSDh for an incorrect phone number. However, he did so -
in good faith, while relying upon an investigative source for his
information. Further, immediately upon reviewing the subscriber
information, he discontinued his review of the records and
properly sequestered the information.

"“;>¥§; Consequently, based on the above analysis, this
matter will be treated by OGC as essentially administrative in

nature. In accordance with the above guidance, OGC will maintain
a record of this matter for possible future reference by the
Oversight Board and forward the CD-ROM to OIPR to be sequestered.
Inspection is also reguested to maintain a copy of this opinion,
documenting the nonreportable nature of this issue.
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To: nsp ction From: General Counsel
“"Rezm“E>*<§78—HQ-01229736—VIO, 05/10/2005

LEAD (8}):
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Action)
COUNTERTERRORISM-
AT_WASHINGTON DC
- (U) Read and clear.

Set Lead 3: (Action) , b2
h7E
L6

At 1 | b7C

(U) For action deemed appropriate.

*
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BY COURIER

General Brent Scowcroft (USAF Retired)

Chairman - ~
Intelligence Oversight Board ‘

Room 5020

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503

Dgar'General Scowcroft:

This letter forwards for your information a self-explanatory. jolts

énclosur itled, "Intelligence Oversight Board (IOB) Matter, N
IOB 2004 {U) :

The enclosure sets forth details of investigative activity
which the FBI has determined may have been contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

DATE: 08-15-2005 °
SIFIED BY 65179/DMH/JW/

ALL INFORMATIO
HEREIN IS

s SIFIED
DETACH
c ED ENC

1 - IOB Library

1 I~ 278-HQ-C1229736-VIO ‘ bé
1 - ' n1C
De Yomas =

De 3 y Ofr: -1
§"‘§S§§§
Z2- .
. i
Case ID : 278-HQ-C1229736-VIO Serial : 601
. sﬁr .
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' General Brent Scoﬁcroft (USAF Retired)

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.

Sincerely,

Julie Thomas
Deputy General Counsel

Enclosure

3 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S., Department of Justice
Room 6150

, - 'qug§T
# o -

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
I0B 2004-77 (U)
ggdng

Page
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N TY
{s¥ Investigation of this IOB matter has determined that| | Fﬁ( {m

)

CS( Such 1nformatlon is relevant in natlonal securlty investigations
of this type.
However, the proper method for obtaining bank records is through a National
Security Letter
under Title 12, United States Code, Section 3414(a)(1)(A) Access to
" financial recordsa by
government authorities through means noc provided by law is prohxbzted
under Title 12, United
States Code, Section 3402. v)

hod| — — ]

(my ,
b7A

(U} This matter has been referred to the FBI's Office of Professional
Responsibility for
such action as may be appropriate.

Deri from:
Declasgsi ()¢ p- 5-1
s%‘r
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ALL INFORMATION CONTAINED
HEREIN I§ UNCLASSIFIED '
DATE 08-10-2005 BY 65179/DMH/JIW 0S-CV-0845

Fﬂv‘u&v TO F/ct’ﬁ 70 DAY Ly

 ANNJIRL LHw7 AT SHOLD HNE B&n
F@d%cxov FOL WheD € &Y Hetos wpS W1
"fA{c'D T fo/?“)o.? . A 28m Wi

PECPdR 0N 2 (igley | BuT NOT YPLopokl,

f\DTEKT
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Precedence: ROUTINE

Date: 06/11/04

To: Director’s Office Attn: OPR
Counterterrorism Attn: AD

Attn: SAC

cDC

From: General Counsel
National Security Law Branch/Room 7947

Bo
Contact: | | ext. [ ] f;ﬁ

ol
Approved By: Curran John F .

~
0
A

p7C

Drafted By:

(ij-case“ID #:o( 278-HQ-C1229736-VIO {(Pending)

iU]waitler‘:}éi INTELLIGENCE_OVERSIGHT BOARD ho
MATTER 2004

LSYHOpsiS:”éikii It is the opinion of the Office of the General
(U} Ccounsel (0GC) that this matter must be reported to the

Intelligence Oversight Board (IOB) and to the Office of

Professional Responsibility (OPR)., OGC will prepare and deliver
the required correspondence to the IOB. Our analysis follows.

[T} References: (1) 278-HQ-C1229736-VIO Serial 419
Administrative: {U) This communication contains ohe or more

footnotes. To read the footnotes, download and print the
document in WordPerfect 8.0.

e "_:>§z Bzrive P

ify Onz =25

N
Lau.i.].:l@c’nhal lndzricinn ] L

(3] b2
| on TU7U3TUTﬂ rT§§ﬁ€H_3_Nafionai
Security Letter (NSL) to an internet service provider requesting
the name, address, length of service, and electronic
communication transactional records for a website The NSL
authority did not include a request for email content.
- u~~w~w}>*<:The FBI investigation revealed that potential-

Case ID : 278-H(Q-C1229736-VIO Serial : 503
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- - SECRET

---- Working Copy --~-- Page 2
kﬁﬁ—ﬁﬁfﬁsT—aErner_lf
located at | Fn| On ‘
October 3, 2003, | |1ssued a National Security Letter bl
to Pegasus requesting € rollowing: b2
. , b7E
Name, address, length of service, and electronic i”L
communication transactional records, to include existing M
transact10n/act1v1ty logs and all e-mail header information b7D
(not t; ge content and/or subject fields), for bhé
domaint Emphasis added). b7C
(&) :}Si The NSL contained the appropriate warning to
Pegasus:

This National Security Letter does not request. and you
should not provide, information pursuant to this request
that should disclose the content of any electronic
communications as defined in Title 18, United States Code,
Section 2510 (8).

ij'hw~mM_wm_£$) The Dﬁxisign delivered the NSL to
"and subseduently forwarded response (1 CDROM) no

HEEEEEEEEi]on 2/11/04. Upon review, discovered that bTE
' response appeared to go beyond the NSL request by
including content. | |extracted, and saved to_a b4
separate CDROM, the website logs authorized by the NSL. b7D
then sealed the original CDROM and forwarded it to

Cyber, FBI Headquarters for delivery to the Office of
Intelligence Policy and Review.

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OCC,
regpectively) report to the IOB all information concerning .
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive order or Presidential
directive. This language was adopted verbatim from E.O. 12334,
dated 12/04/1981, when the IOB was known as the President’s
Intelligence Oversight Board.

(U) Title 18, United States Code, Section 2709, -
provides the mechanism for obtaining counterintelligence access
to transactional records. It states in part that a wire or
electronic communication service provider shall comply with a
request for subscriber information and ... electronic
communication transacticnal records in its custody or possessgion
made by the Director of the Federal Bureau of Investigation
The production of email content by the serv1ce provider is not
authorized under the statute.

e In this instance, as a result of the errors by the

communications carrier, 1t appears the FBI unintentionally
SEQﬁ@T ’
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obtained email content. Thus, the information was not authaorized
under Title 18, United States Code, Section 2709. Although

[cook the appropriate preliminary steps to sequester the

unauthorized information to prevent its use or further
dissemination, in accordance with the reporting requirements of
Section 2.4 of E.O. 12863, the matter must be reported to the
IOB. OGC will prepare the correspondence required to report this
matter to the IOB.
LEAD (s)
Set Lead 1: (Action)
DIRECTOR’'S OFFICE
AT OPR FO, DC
(U} For action deemed appropriate.
Set Lead 2: (Action)
CYBER DIVISION
AT WASHINGTON, DC
mu””“\>é§ If it has not already accomplished, coordinate
with the | N |Division, to ensure that all information
related to the unauthorized production is collected, sequestered,

sealed and delivered to FBIHQ for submission to the Office of
Intelligence Policy and Review, Department of Justice.

Set Lead 3: (Action)

R
I

e ";;}glé Coordinate with FBIHQ, to ensure that all
information related to the unauthorized production is collected,
sequestered, sealed and delivered to FBIHQ for submission to the
Office of Intelligence Policy and Review, Department of Justice.

l

Mr. Curran -

- 1IUDB Llbhlialy

sy
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Message : _ " Pagelof2

From: | |iDivos) (FB1)
Sent:  Tuesday, April 27, 2004 2:16 PM

To: [ lipivog) (F : Curran, John | i : BOWMAN, MA :
Div09) (FB)] Div09) (FBI); Div09) (FBI)

" Subject: RE: Reporting Carrier Errors

SIFI |
NON- :

--.-'-O - . A enane .. N
Fromi kpivo) (Fer)

Sent: Tuesday, April 27, 2004 12:55 PM -

To: Curran, John F. (Div09) (OGA); B | =_(Div09) (RBI); 1(Div09)
- (FBI) [Div09)'(FBI)i (Div09) (FBI);

Subject: Reporting Carrier Errors

:ﬁmssmgi, ‘

Yy
I

oy
~1 oy (7

Y

.

Historically -- i.e., for at least two dozen years -- we have reported such errors.  The reason for this lies not
- s0 much in the requirements found in the language of Executive Order 12863 -- which requires that
Inspectors General and the GCs of the Intelligence Community to report "intelligence activities that they
have reason to believe may be unlawful or contrary to Executive order or Presidential directives” -- but,
rather, in the interpretation of the words "may be unlawful” by Mary Lawton, former Counsel for Intelligence
Policy, OIPR, whose opinions were generally held in very high regard In her touchstone 1983
_memorandum whlch became departmental poncy, she said: ’ o :

The more difficult area of mterpretatlon concerns activities that “may be unlawful." The very language
incorporates an element of uncertainty and indicates an intention to encompass situations where there
exists some doubt as to the legality of an activity. Iti is, accordingly, not possible to-establishin -

the abstract ,
and in advance a clear standard that must be adhered to in every cwcumstance. ‘Some reasonable
sense of discretion and judgment is expected on the part of reviewing officials. v

o

[Th such cases, we chose 10 err -- I that's The correct word -- on the
side of caution, and thus have opted to advise the Board of essentially all errors involving intelligence
operations unless, in Ms. Lawton's words, “[such errors] involve purely [minor} administrative errors .

" In the two decades since Ms. Lawton first addressed this issue, we have sought to temper her "When-
in-Doubt-Report rule” in only two instances: viz., we do not report violations of security regulations for

_ which there exists another prescribed departmentat or FBI-reparting mechanism; and we do not report

- errors involving court orders where the court itself has prescribed a notification requirement. (The filing

412712004 :
NSL VIO-23587
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of late search returns would be an example of the latter. In such cases, the overSIght mechanism for error
reporting is the FISA Court itself.) ‘ v

. O—‘
U

00
~] oy Ut

¥
oy
]

'UNCLASSIFIED

4/27/2004 : - | ,
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OFFICE OF THE GENERAL COUNSEL
INSPECTION INTERROGATORY -

 DATES OF INSPECTION: 04/04/2005 - 04/15/2005
- INSPECTION PERIOD: 10/14/2000 - 04/15/2005
This responds to the "Field Division Interrogatory” for the poﬁods listed above.
FIELD DIVISION INSPECTION

FIELD DIVISION INTERROCATORYY

INTELLIGENCE OVERSIGHT BOARD (IOB)

The I0B process is the means by which the FBI reports
to the Board intelligence activities conducted by the FBI which
may be unlawful or contrary to Executive Orders,,Presidentia1 
Directives, Departmental guidelines or the investigative v
procedures and technlques set forth in the National Foreign
Intelligence Program Manual (NFIPM). The I0B procedures outlined
in the NFIPM are unique unto themselves and only apply to the
FBI's intelligence activities. That uniqueness, when combined
with personnel transfers, inter-divisional reassignments and the
integration of new agents and support personnel into the FBI's
intelligence programs and operations, creates the potential for
recurring errors which must be reported to the Board. Many of
‘those errors can be anticipated, and thus avoided, by IEVlerng
certain fundamental aspects of the IOB: process

Background. The Intelligence Oversight Board was
established as.a standing committee of the President’s Foreign
Intelligence Advisory Board by Executive Order (EOQ) 12863 dated
9/13/95. Among its other responsibilities, the IOB is given
authority to review the FBI's practices and procedures relatlng
to foreign intelligence and foreign- counterlntelllgence
collection. Such activities, of course, must be conducted in
accordance with the applicable EOs, Presidential Directives,
rules, statutes, Departmental guidelines and'the investigative
procedures and techﬁiques set forth in’the NEIPM.

Section 2.4 - of EQ 12863 further requlres that the
Inspectors General and General Counsel of the Intelllgence

NSL VIO-23589




Community components {(in the FBI, the Agsistant Director,
Inspection Division (INSD), and the General Counsel {OGC),
respectively) report to the IOB concerning intelligence :
activities that they have reason to believe "may be unlawful or
- contrary" to Executive order or Presidential directive. This
‘language was adopted verbatim from E.O. 12334 when the IOB was
known as the President's Intelligence Oversight Board (PIOB). By
longstanding agreement between the FBI and the IOB (and its:
predecessor, the PIOB), this language has been- interpreted to -
mandate the reporting of any viclation of a provision of the
foreign counterintelligence guidelines or other guidelines or
regulations approved by. the Attorney General, in accordance with
0. 12333, if such provision was designed in full or in part to
ensure the protection of the individual rights of a U.S. person.
 Counsel for Intelligence Policy, Office of Intelligence Policy
and Review {OIPR), Department of Justice (DOJ), has further
opined that the words "may be unlawful" in the Executive Order
“should be interpreted to include "violations of agency. procedures
issued under {the Executive Order], unless they 1nvolve purely
administrative matters." :

Reporting Procedures. The Inspection Management

‘Unit (IMU), Inspection Division .(INSD), is responsible for
coordinating the procedures relating to the reporting and
collection of information pertaining to all possible violations
of law, Executive Orders, Presidential Directives or other
regulations which require. reportlng to the IOB. FBI Headquarters
_ (FBIHQ) divisions and field offices, in turn, are responsible for
monitoring . 1ntelllgence act1v1t1es and reporting violations to
IMU upon detectlon

Most potentlal IOB matters are detected by unit and
field office supervisors. Reports of potential IOB»metters
detected by field offices or FBIHQ divisions are to be reported
to 'IMU, INSD, by electronic communication (EC) within. 14 days of
discovery of the possible violation. ‘The reporting requirements
- are stated in Section 2-56 of the NFIPM. A copy of the
communication should also be directed to OGC. = ’

In addition to the foregoing, on a quarterly basis,
each field office and FBIHQ division is required to submit to
FBIHQ (Attn: IMU, INSD), an EC certifying that all employees of
the office of division were contacted concernlng the requlrement
to’ report possible IOB matters.

Reportable Matters. Examples of potentlal IOB matters
which should be reported include:

NSL VIO-23590
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a. Investigation of persons or organizetionS’before an
investigation has been authorized. (See Section 2-56 NFIPM.)

N
N/

b2
DR ‘ : . b7E
' c. ‘Failing to submit to the Headguarters’ substantive unit
a 90-day and/or an annual letterhead memorandum (LHM) for each
full investigation of a U.S. person within the periods prescribed
by regulation. (See Section XI.C of the Attorney'General
Guidelines.) -
bl
e. Inltlatlng a form of electronic survelllance or a search

w1thout authorization from the Foreign Intelligence Surveillance .

:Court, or failing to terminate an authorized surveillance at the

time prescribed by the Court. (See 50 U.S.C. §§ 1805, 1824, )

£. . Falllng to adhere to the mlnlmlzatlon requirements or

~dissemination limitations prescribed by the Court. (See

50 U.S.C. § 1806.)

This list of examples is not all-inclusive of
intelligence activities which may be deemed illegal or improper.
The examples; however, . illustrate areas where tralnlng and fleld
office superv151on are essentlal

In order to ‘assist the Inspector in the review of IOB
matters in your lelSlon you are requested to respond to the

following questlons

1. Identify your IOB control file.
278-HQ-C1229736-VIO
2.  Describe the administrative procedures end

controls employed by you to ensure that any
intelligence activity reportable under EO 12863 is
 'identified and reported to INSD, FBIHQ.

As required by the Part 1, Section 1-22, of the Manual of Administrative Operations
and Procedures (MAOP), and Sectmn 2-36 of the National Forelgn Intelhgence Program

NSL VIO-23591



Manual (NFIPM), on a quarterly basis, each person in OGC is directed by e-mail to report
any known or suspected IOB errors reportable under EQ 12863. Individual responses are
provided to the unit chiefs who, in turn, report their canvassing results to the Chief of
Staff, OGC. A consolidated response is then submitted to INSD. The responsibility to -
monitor OGC's IOB reporting requirements has been assigned to an NSLB Paralegal
- Specialist, who has a data base dedicated to that purpose. A

3. Identify specific training which has been provided
to Agents, supervisors, and staff regarding
their responsibilities in complylng with
established IOB reporting p011C1es and procedures

Background: By memorandum from the Deputy Director titled "Intelligence
Oversight Board," dated 07/01/1982, the FBI's Office of Professional Responsibility (OPR)
was assigned responsibility for all administrative procedures, including training and
notifications, related to the FBI's IOB reporting requirements. (See, Part I, Sec. 6-7.3, of
the National Foreign Intelligence Program Manual (NFIPM)(1995). On 04/18/1997,

- responsibility for the collection of IOB documentation was transferred to the Compliance -
- Management Unit (later the Inspection Management Unit [IMU]), INSD, where it remained
~until 03/08/2004. (Id.) {Until March, 2003, the NFIPM required allegations.of IOB errors -

detected by field offices and-FBIHQ divisions be reported to INSD, which was responsible
forp ‘preparing a memorandum.to OGC to request a determination as to whether the

questionable activity was a matter required to be reported to the IOB. Except for the
preparation of that advice and, when necessary, the preparation of correspondence to the
10B, all other administrative matters, including training responsibilities regarding the IOB
process, remained matters solely within the cognizance of INSD. (See Sec. 6-7.3(1) of the

NFIPM.) These responsibilities included the requirement that IMU, INSD, solicit reports

~of potential IOB matters FBI-wide on a quarterly basis. (Id.) As noted in our response to
'Questlon 2, above, the IOB reporting requirements stated in the MAOP and NFIPM are

promulgated to all OGC personnel by e-mail on a quarterly basw :

. In addition to soliciting reports of potential JOB matters within OGC, the NSLLB
has for years taken an affirmative role in providing legal advice and assistance to IMU
personnel in the administration of the IOB process. For example, beginning in 2001, the
National Security Law Unit prepared ECs to field and FBIHQ divisions '"to remind all
divisions concerning the responsibility to report IOB matters promptly and to provide

- guidance concerning the reporting procedures.” (See, e.g., OGC ECs to All Divisions,

~ titled "Intelligence Oversight Board (I0OB) Matters," dated 04/16/2001 and 04/11/2002.)

" That practice was discontinued ia 2003 at the request of the Unit Chief, IMU, INSD, who

‘advised NSLB personnel that he wanted his unit to be the sole source of guidance
concerning 10B reporting requirements. NSLU personnel continued to provide perlodlc
instruction to the Chief Division Counsel regarding reporting procedures during annual

tramlng sessions conducted at the Academy and FBI HQ. NSLB also prepared and -
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maintains, a.current PowerPomt presentatlon for trammg purposes.

03/08/2004, responsnblilty for the FBI's IOB process was transferred from IMU,
“INSD, to NSLB, OGC. (See, All Division EC from OGC to Records Management Division -
(Attn: Manuals Desk), dated 03/08/2004, titled " Proposed Changes in the National Foreign
‘Intelligence Program Manual (NFIPM) and Manual of Administrative Operations and

‘Procedures (MAOP), 66F-HQ-A1247863 Serial 150. The referenced EC provided
" notification of the changed procedures and provided IOB guidance to all field office and
FBI Headquarters personnel conducting counterintelligence and counterterrorism
investigations. It and Part 1, Section 1-22, of the Manual of Administrative Operations
and Procedures (MAOP), describe the authorized practice and procedures for complying

- with EO 12863. These two sources of instruction were prepared, and have been kept

current, by NSLB. Consistent with its new responsibilities, OGC began issuing ECs
soliciting quarterly reports of potential reports of I0B errors FBI-wide beginning in June,
2004. :

: On 02/10/2005, the JOB process was changed again, this time to require the
submission of initial reports of potential IOB errors to the FBI's Internal Investigations
Section (IIS), INSD and NSLB, OGC. (See All Division EC from Inspection Division (Attn:
ADIC/SAC; Chief Division Counsel; and FBIHQ, Manuals Desk), dated 02/10/2005, titled
"Revised Procedures for the Submission of Reports of Potential Intelligence Oversight
Board (IOB) Matters.") The requirement to SOllClt reports of potential IOB errors on a
quarterly basis has not changed and rests with NSLB

Addltlonal comments: In preparing this response to INSD's OB interrogatory, we
noted that the interrogatory's paragraphs titled "Reporting Procedures' and "Reportable
Matters' are not current. More specifically, these portions of the interrogatory do not ‘
conform to either the 2003 or 2004 changes to Part 1, Section 1-22, of the Manual of -
Administrative Operations and Procedures (MAOP), or Section 2-56 of the National
Foreign Intelligence Program Manual (NFIPM). The current manual provisions also list
"non-reportable matters" which we believe should be included in a separate section of
INSD's interrogatory to provnde additional guidance to those bemg 1nspected NSLB will
assist IIS, INSD, in updatmg the JOB lnterrogatory :
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. Message B : - : » : - Pagelofl

(OGC) (FBI)

From: OGC)(FBl) 3 S
Sent: -~ Tuesday, February 15, 2005 10:31 AM ' o
To: HQ-Div09-NSLB

‘ Subject: Chenges_ in OB Processing

REC -HQ=61384970

Morning all:

" In May of last year, the Department's Associate Deputy AG John Davis met with representatives of OIPR the

Dept's OPR, FBI OGC (Mr. Curran), FBI OPR, and Inspection Division personnel to dnscuss the procedures the

FBI had adopted for handling Intelltgence Oversxght Board matters.

.Davig' s paramount concern was that no component of the Department was analyzing the reports
tematically to determine whether they showed any patterns which should be addressed by the Departrent.

- Additionally, while there was a general consensus that the great majority of the reports involved "management”

issues, there was concern that — owing to the changes the changes the FBI had put in place in 2003 - there was
no apparent means of assessing potentlal d|sc:|plmary matters which mlght arlse

s a result of subsequent discussions with INSD, it was decided in October 2004 that the FBl would return to the.
basic procedures for. the review of IOB matters that the Bureau had observed for approximately two decades. To
that end, a new entity was created within INSD, the Internal Investigations Section (II1S), which is responsibility for
the review of OB reports for "overall trends.” IS is alsc a component of cur OPR. The revised procedures for

handling OB matters were promulgated by INSD by EC last week. A copy of that EC is attached here.

| suggested to the UCs that it might be helpful if { discussed the EC on Friday following our Branch ‘meeting, and
they've taken me up on the offer. This shouldn't take more than 10-15 minutes. If you download the EC, you'll

see that it was prepared in "line-in, line out” fashion. (Actually, | sent it to INSD that way as a draft. They opted to

publish it that way, which is fine; it actually makes it easier to foIIow the changes ) I'll try to answer any questlons

~you have on Friday. .

Sources

3/17/2005
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