March 8, 2006
BY COURIER =

Mr. Stephen Friedman
Chairman

- Intelligence Oversmght Board
New Executive Office Building
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
letterhead memorandum (LHM), entitled "Intelligence Oversight
Board {(IOB) Matter, Counterterrorism Division, IOB Matter 2006- .
(U) . ) ‘ : ’ S

"This LHM sets forth details of investigative activity which
~the -FBI has determined was conducted contrary to the Attorney -
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection, and/or laws, Executive Orders,
or Presidential Directives that govern FBI foreign
counterlntelllgence and international terrorism 1nvest1gatlons
(0}

Enclosure
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Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing . will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
: Attorney General

U.S. Department of Justice

Room 5111

1 - Mr. James A. Baker o
Counsel, Office of Intelligence Rolicy and Review
'U.S. Department of Justice C
Room 6150
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' -s‘}ftRET ,

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

Aij ) . | v bIVIQIO : H2
‘ 10B MATTER 2006 U) B ' ‘ - kR
x Thq Division reported this potential IOB matter involving unauthorized
surveillanc ' ‘ '
bl
(S who was and b7
remains a “United States person” as that term is used in Section 101(1) of the Foreign Intelligence h E :
l: 5 :I ~ Surveillance Actof 1978(FISA). During the course of the investigationl lssued two NSLs, ],'
B ursuant to the Electronic Communications Privacy Act, 18 U.S.C. § b (
2709. The subject NSL requested subscriber and transactional records for email account: h
| } I, e ”
®| kesponded to the two NSLs by transmitting :2
_information responsive to both on a single compact disk (CD). Subsequently etermined ' b‘.:)'z B
] contained full email content for both accounts. Pursuant to the direction of NSLB, SA - ﬁ -
| sealed and sequestered in Al envelopes the CD, along with all paper copies of its D .
contents. ’ ' ’ b
, (S) dvised regarding -
overproduction and requested verification of compliance with the limits of National Security Letters. :
(&)  Inthe interest of administrative purity, on December 10, 2004 |served ith E
: another NSL, requesting subscriber and transactional records for email accoun =
| | On January 3, 2006 ransmitteda CDtothe FBL______ | . . k oo
Office. Once again information responsive to multiple NSLs was included on the CD. B
L) (SxOn January 6, 2006, after havine the information separated by email accountyNSL, 11
E etermined that.once again ad provided full email content. Based upon 818
advice of CDq |and NSLB SS and SAl:I took corrective action and L7 C
ensured that the CDs, along with all paper coplcs of their contents, were sealed and sequestered in b2
1A envelopes. . o b7E
U)

T espite the fact that limited the scope of the subject NSL to subscriber ‘
information rovided content information concerning an e-mail account. Thus, the "l

FBI unintenfionally teceived that content information not contemplated by the NSL. Such viewing no
of stored electronic communications and/or electronic surveillance was not authorized under the - ; ©
Electronic Communications Privacy Act, Foreign Intelligence Surveillance Act and/or E.O. 12333.
Under these circumstances, it is OGC’s 0p1mon that the error, although inadvertent, must be reported
to IOB.

(U) OGC has referred thls matter to the FBI s Inspectlon Division for action deemed
appropriate.

ert From7{;-3
(U) 1)) 1 nr ‘

SESRET\ 6| vI0-23340



" March 15, 2006 -~

BY COURIER

Mr. Stephen Friedman
Chairman
‘Intelligence Over51ght Board.
Room 5020
New Executive Office Bulldlng
725 17th Street, N.W.

- Washington, D.C. 20503

Dear Mr. Friedman:
' This letter forwards for your information a self-

explanatory enclosure itled, "Intelligence Oversight Board 12
- (10B) Matter, I10B 2006i (U) - » o &

: The enclosure sets forth detalls of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Forelgn Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterlntelllgence and international terrorlsm
1nvestlgat10ns (U)
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* Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General
.U.S. Department of Justlce
Room 5111

1l - Mr. James A. Baker 111
Counsel for Intelligence Pollcy and Review
U.S. Department of Justice
Room 6000
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SE®RET

- - S - ;
INTELLIGENE=—QUERSTGHT BOARD (IOB) MATTER ‘

| FIELD OEEICE ) ‘ o
i[]j o - (&) - 10BTETTER 2006~ kg{:-’ H7E

::?§;:;The[::::]Fielq Office of the Federal Bureau of

Investigation has reported an error in_coniunction with that

division's full field investigation of Iin Tfff .

regard, in response to a National Secufrity Lerter [NSL) to o3
erroneously provided financial records which were LTE

unrelated to the subject of the NSL, which were associated with a - 1

customer who may be a United States person. 4
(U) This matter has been reported to the FBI's Office BvD

of Professional Responsibility for appropriate action. je1d
' ' ' ' k7
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February 27, 2006
'BY COURIER

Mr. Stephen Friedman
Chairman
Intelligence Oversight Board
Room 5020

New Executive Office Bulldlng
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
letterhead memorandum (LHM entitled "Intelligence Oversight e
Board (IOB) Matter, DIVISION, IOB Matter 2006| " L7E

(U)

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection, and/or
laws, Executive Orders, or Presidential Directives that govern
FBI foreign counterlntelllgence and international terrorlsm
investigations. (U)

Yrector

pyyie

e
oty Enclosure
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Mr. Stephen Friedman |

Should you or ény_member of your staff require additional
information concerning this matter, an oral briefing will be N
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas }
Deputy General Counsel

Enclosure

1 - The Honorable Alberto Gonzales
'Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker ,
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice ‘
Room 6150 ’

- NSL VIO-23345



December 29, 2006

BY COURIER

Mr. Stephen Friedman
Chairman
Intelligence Oversight Board
Room 50209 ‘
. New Executive Office Building .
© 72517 Street, Northwest.
1Wash1ngton, D. C

Dear Mr. Friedman:

. "Enclosed for your information is a self explanatory
memorandum entitled “Intelligence Over51ght Board Matter
2006 " o{U) -

‘ The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
_the Attorney General Guidelines for FBI Foreign Intellidence :
Collection and Foreign Counterintelligence Investigations and/or

- laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
‘Internal Investigations Section, Inspection Division, for-a
determlnation of whether any administrative action is warranted. i
A(0)
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Mr. Stephen . Friedman |

Should you or any member of your staff requiré additional
information concerning this matter, an oral briefing w1ll be
arranged for you at your 001ven1ence (U) : :

Sincerely,

-Julie F. Thomas
- Deputy General Counsel

1 - The Honorable Alberto R. Gonzalés
Attorney General -
U.S. Department of Justice
Room 5111

1 - Mr. James Baker ‘
Counsel, Office of Intelligence Pollcy and Review .
National Security Division
U.S. Department of Justice
Room 6150
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- INTELLIGENCE T BOARD (IOB) MATTER
= ﬂfltw OFFICE -
, I MATTER 20061 (0) :
Electropic Coammunication {(EC) dated July 17,
2006, Division notified FBI Headguarters
(FRIHQ) of an inadvertent acquislition of toll record information

associated with unknown individials in the course of a3 natianal
security investigation:

=

" that term is used in Section 101 (i) of the Foreign Intelligence

Surveillance Act of 1978 (FISA).}

_ (ﬁ][:;;::;::]issued a National Security Letter (NSL)
pursuant to the ectronic Communications Privacy Act, 18 U.S5.C. §

27092 for toll record information associated with the target.  The

“error occurred after the initial records were received from

The results listed a telephone number ending with the

|being subscribed to by the target. However, when the

NSL result letter was scanned with new software, an errant
=preadsheet was produced

(S) The spreadsheet indicated that the target had‘

'subscribed to seven sequential telephone .numbers. The inadvertent

eri roj

ooy
SO I A

sl edEe)
] (5‘\ | 3
rrl

SN

—
tJ
D]

ot {U) A “United States person” (USP)is defined in Section 101(i) of the
Foreign Intelligence Surveillance ‘Act (FISA) (codified at 50 U.S.C. § 1801 et
seqg.) as “a citizen of the United States [or] an alien lawfully admitted for
permanent residence .{as defined in section 10l (a) (20) of the Immigration and
Naturalization Act) . . . .” See also Section II.W of The Attorney General's
Guidelines for FBI Foreiqn Intelligence Collection and Foreign
Counterintelligence Investigaticns..

2 The-statute permits the FBI to reqﬁest subscriber information and
telephone toll billing records that are "relevant to an authorized
investigation to protect against internaticnal terrorism or clandestine

intelligence activities, provided that such an investigation of a United

States person is not conducted solely on the basis of activities protected by
the first amendment to the Constitution .of the United States."”

3 (U) In order to avoid any further dlssemlnatlon of the intorrect
telephone numbers, the phone numbers referenced in this EC will only list the
last four d;glts .

e spene -

NSL VIO-23349
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A follow-up- 7o
7ET Then S0dTEsEea T5 [reawesToo b1l billing _ pa
information for these seven errant telephone numbers. o
provided the requested information which was initially uploaded ISHAN
into FBI computer systems. ‘ : :

(U) Immediately upon discovery, the errors were remedied
oyl | All references to the errant telephone numbers have ho
been removed from FBI computer systems. To prevent future errors, 15;E
additional quality control steps and software training have been '
added to the telephone record scanning process. ' The ‘
above~referenced telephone records were some of ‘the first scanned
records. o

Section V.11. Investlgatlve Techniques, of The
Attorney General's Guldellnes for FBI National Security
Investigations and Foreign Intelligence Collection (NSIG) provides
that National Security Letters may be issued in conformity with
statutory requirements, including 18 U.S5.C. § 2709. Title 18,
U.S8.C. § 2709 provides that the FBI may seek toll billing
information from telephone carriers that is relevant to an
authorized national security investigation.  Clearly, the
information obtained by the FBI was not relevant to an authorized .
national security investigation because there was an errant reguest
for unsubstantiated telephone numbers. Thus, the FBI received
telephone toll billing records ccncerning.telephone numbers that
were not under investigation nor related to an investigation.
Therefore, the information was improperly ccllected, although
unintentionally so, in V1olatlon of the NSIG and ECPA

(U) Clearly, the rights of the target were not infringed
because he was not the subject of the improperly collected
information. It is unknown whether this information was gathered
about United States Persons or not, inasmuch as there has been no
review of the information. Nonetheless, based on the fact that
information which may be about United States persons was
improperly, although inadvertently, collected, and in accordance

‘with the reporting requirements of Section 2.4 of E.O. 12863, this

matter is being to the ICOB.

4 (u) see, id.

NSL VIO-23350



November 3, 2006

BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Over51ght Board
Room 5020

‘New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Friedman:

This létter forwards for youf information a self-
explanatory enclosure itled, "Intelligence Oversight Board R
(IOB) Matter, IOB 200 () o - Lz

- The enclosure sets forth detalls of investigative
.activity which the FBI has determined was .conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence '
‘Collection and Forelgn Counterintelligence ‘Investigations and/or
laws, ‘Executive Orders, or Presidential Directives which govern
FBI foreign counterlntelllgence and international terrorism
1nvest1gatlons (U}
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' Should you or any member of your staff requlre A S
additional information- concerning this matter, an oral brleflnqj.‘
will be arranged. for .you atvyour_ponvenlence

‘Sincerely, .

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker III
Counsel for Intelligence Policy and Review
U.S. Department of Justlce
~Room 6000

i ~_ Irfspagtion __Trelning
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- . INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
(I L FIELD OFFICE | B
IOB MATTER 2006{ _ J(S)

» B>< The [ | Field office of the
Federal Bureau of Investigation has reported an unintentional
acquisition of FISA take on the wrong target, after learning
through the issuance of a legitimate NSL of a change in
‘subscriber. In this regard, unknorn_tn_Lhe1FBI'at the time, the
target terminated his account with
Thus, between
continued to erroneously monitor this accounc although a new,
presumably U.S. person, had taken ovexr the account.

(U) This matter has been reported to the FBI's
Inspection Division for appropriate action.

NSL VIO-23353
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Mr. Stephen Friedman

Chairman

‘Intelligence Oversight Board

"Rocem 50209
New Executive Office Building.

725 17" Street, Northwest
Washington, D.C. :

Deer Mr. Friedman;,

memo
20061

investigations.

—

Enclosed for your information i5'a self-explanatory
randum entitled “Intelligence Oversight Board Matter

" The memorandum sets forth details of investigative
‘activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism

This matter has also been referred.to our .
Internal Investigations Section; Inspection Division,
determination of whether any

Enclosure
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" October 3, 2006 o

.BY COURIER

administrative action is warranted.

NSL VIO-23354

o

FBI/DOJ



Mr. Stephen Friedman

Should you or any member of your staff reqguire addltlonal
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

“Julie F. ThomaS»
Deputy General Counsel

1" - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111 :

1 - Mr. James Baker

Counsel, Office of Intelllgence Pollcy and Review
U.S. Department of Justice .

Room 6150
aueEn, Cinln, Inzpection Training
BPPRGVED: o Labesslary M. of EEO
' Fipancs__ - Malional Se6. Affgis__ ...~ ~
mmm%ﬁ__ﬁmwmﬂ 3R M. of Public &
Deputy Direclor Info. Res Personnel Cong. Affs,

NSL VIO-23355



'SEZSBET

INTELLIGENCE OVERSIGHT BOARD MATTER
FIELD QFFICE
IOB MATTER 2006{  |(U)

(5

| (U)$4. By electronic communication dated Au%ust 19

2006, the Federal Bureau of Investigation (FBI) |Field

Office,r:enQ:Ied_a_nn5a1ble_lnLell;gsnsa_gzﬁcaighh_agaﬁd (I0B)
matter. ,

}ﬁj‘ On 08{1652005, after receiving the requested

(S)'- information from the case agent noticed a
T jcal erroyr i he issuance of the NSL. - The NSL
: | As a result of The Typographical 7D
error, the agent received information for an individual other _e
ST — | ‘ et
(U) o ! . . NN )

Upon discovering the error, the case agent

d destroyed the CD of information Ve
After attending NSLB training D
she reported the incident and requested a

immediately

" submitted by
earlier this year,
legal review.

EUJM

””““:%ﬁizﬂere, a2 typographical error on the FBI resulted
in an accidental overcollection of information. Based upon our
analysis, in accordance with the reporting requirements of
Section 2.4 of Executive Order 12863, the carrier's mistake
must be reported to the ICB.

S INSL VIO-23356



February 27, 2006j

BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Boaxrd
Eisenhower Executive Office Bulldlng
Washlngton, D.C.

Dear Mr. Friedman:

Enclesed for your informaticn is a self- explanatory
letterhead memorandum (LHM}, entitled “Intelllgence QOversight
Board (IOB) Matter, Washington Field Office, 2006{::::} (U)

This LHM sets forth details of investigative actrvrty
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence

Collection and Foreign Counterintelligence Investigations and/or’

- laws, Executive Qrders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. {(U) '

Enclosure

1 = Ms, Thomas .
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o smw' .
ZNCE OVERSIGHT BOARD (IOB)
FIELDI%EE

. IOB MATTER 2006 )

INTELLIG

N ) R :}K;:The Federal Bureau of Investigation
determlned that |
|

(I MATTER

Iz
h7E

("FBI") has

| the FBIl improperly used a
National Security Letter (NSL)to obtain subscriber information
and telephone toll billing records on a telephone number which
was not related to. the 1nvestlgatlon ~ The overcollection was due
to a mistake in the NSL in identifying the telephone number of
whose number was ‘intended to be the subject of the
request. The overcollection was a violation of Section V.11. of
The Attorney General's Guidelines for FBI National Securit
Investigations and Foreian Intelligence Collection (NSIG).
this regard ’

(8T bl

1

In

(&1

e

During the course of the investigation, issued a
National Security Letter (NSL) pursuant To the EIlectronhic

- Communications Privacy Act, 18 U.s.C. § 2709, to a telephone
carrier -for the telephone subscriber and toll billing records of
a telephone number intended to be identified as that of the
target.  ‘Instead, one of the numbers within the telephone number
was incorrectly written, thus, the information returned from the
carrier was subscriber information and the telephone toll billing
records of a wholly unrelated telephone number. The error was

discovered upon receipt of the information, and the

not reviewed nor used for any investigative purpose.

inadvertent nature of the mistake, the fact remains

information was improperly collected on a telephone
unrelated to an investigation. Thus, the matter is
-reported to the I0B.
Deri fr -3
Dec Iy X-1
SECRET

mERAUER. ofim v Inapett 1on Training
é?ﬁﬁ%ﬁ&é.cus ALy i
Finzace i
iUL Director Gen. (ot hmhm&
Deputy Diractor {nfo. Res. Fnrw inEl_ Ceng. Affs,

T Section V.11.

conformity with 18 U.S.C. § 2709

.records were
Despite the

that

number

being

gﬂ‘b 7/0

authorizes use of National Security Letters ln
(relating to subscriber 1nformatlon, toll
bllllng records, and electronic communication transactional records).

The

statufe requiressthat 1nformatlon sought is relevant to an authorized national

security investigation.

NSL VIO-23370
OIG-IOB06 (12-19~06)-IT§3 :
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FEDERAL BUREAU OF INVESTIGATION
FOIPA

DELETED PAGE INMFORNLATION SHEET

Mo Duplhcation Fees are charged for Deleted Page Information Sheet{s).

Total Deleted Page(s) — 85
Page 10 — Duplicate
Page 22 ~ Duplicate
Page 23 — Duplicate
Page 24 — Duplicate
Page 25 ~ Duplicate
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Page 30 ~ Duplicate
Page 31 — Duplicate
Page 32 ~ Duplicate
Page 33 ~ Duplicate
FPage 36 — Duplicate
FPage 37 ~ Duplicate
Page 38 — Duplicate
Page 3% ~ Duplicate
Page 40 — Duplicate
Page 41 — Duplicate
Page 42 ~ Duplicate
FPage 43 ~ Duplicate
Page 44 ~ Duplicate
FPage 45 ~ Duplicate
Page 46 ~ Duplicate
Page 47 ~ Duplicate
Page 48 — Duplicate
Page 4% ~ Duplicate
Page 50 ~ Duplicate
FPage 51 ~ Duplicate
Page 52 ~ Duplicate
Page 53 ~ Duplicate
Page 54 ~ Duplicate
Page 55 — Duplicate
Page 56 — Duplicate
Page 57 ~ Duplicate
Page 58 — Duplicate
Page 59 — Duplicate
Page 60 ~ Duplicate
FPage 61 ~ Duplicate
Page 62 ~ Duplicate
Page 63 — Duplicate
Page 64 ~ Duplicate
Page 45 ~ Duplicate
Page 66 — Duplicate
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