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) -+ -Synopsis:- }{) It is the oplruon of the Off:.ce of. the General
‘Counsel (OGC) that this matter is not reportable to the
Intelligence Oversight Board (IOB). Rather, it should be

.maintained in the control file fox perlodlc rev1ew by Counsel to
o the IOB.  Our analys:.s follows Co

Administrative: :?< .This electronic communication (EC) contains.
information frorn hes following documents: . (1) a copy of the o
: Letter (NSL) dated 01/20/2006 to[%f;:;;::]"‘ljﬂﬁ

I i |; (2)_a copy of the EC dated 0172072006 o4
~forwarding the NSL to. the|j

o
Field Division to be served on . D7D
b7]

 -the carrier; " and (3) a co EC dated 06/01/2006.from t:he-'
FFleld Office to OGC reportlng a potentlal

matter.
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To: | | From: Office of the General Counsel
Re: 278-HQ-C1229736-VIQ, 06/15/2006 .

9]
e IR

e b
1
.

' ﬁeference: (8 | 'lbl

o Details: By EC dated Oo/01/2006 | |requested that
OGC review the facts of the captioned matter and determine whether p?2
it warrants reportlng to the IOB. As explalned below, in our - nTE .
opinion, the FBI is not required to report this matter to the IOB. '

(-

On 01/20/2006 | |drafted an NSL' pursuant
_to 18 U.S.C. § 2709 seeking subscriber and toll billing records
for two telephone numbers. Specmflcally, the NSL sought "the :
name, address,- length of service, and all local and long distance
- toll billing records associated" with the two telephone numbers .
from "[ilnception of the account to the present." By EC dated = 1,7
. 01/20/2006, Lhe NSL was forwarded to the Division to be =
. delivered to o : , ' o )

NNG
&3]

j‘b’o o

=
-
AN

(- . on 02/15/20086, | |rece1ved the results of 2
' the NSL én a disk. The case agent reviewed the results from the 7 o
‘NSL om 02/28/2006. With respect to cne telephone number, . j”?”E :

| |recelved 1nformatlon pertalnlng solely to the target

EU’. - f""»”j“f“‘Zﬁi With respect to the second telephone . number, o o
however, received - 'NSL results. pertaining to two. .. - °° »

L subscribers: the target and another individual.! The case agent>\7? '
brought thls to the attention of both her supervisor and the. .

" Chief Division Counsel (CDC). The case agent also sequestered

"the telephone records of the 1nd1v1dual who was not the- subject :
-of the lnvestlgatlon .

(U) The PreSLdent by Executlve Order 12334 dated ,
12/04/1981, established the President's Intelligence Over81ght"
‘Board (PIOB). Omn 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB) and -
~established the Board as a standing committee of the President's . .
Foreign Intelllgence Advisory Board.” Among its responsxb111t1es,,~
the IOB has been given authority to review the FBI's practices

'¢UJ e .wémwi;>€€; With respect to this telephone number,
‘ . receivéd t@lephone records dated from 08/04/2004 tc 09/15/2004 b2
L " that were associated with the target. With respect to this same 'D/F :
- telephone number, also received records dated - = - L
'01/31/2005 to-01/18/2008 that were associated with another o '.”vug
‘ g,lnd1v1dual unrelated to. the 1nvestlgatlon v .
o

Lo wsLviod7i2
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" To: | |~From: Cffice of the General Counsel b2
Re: 278-HQ-C1229736-VI1O, 06/15/2006 . : . b/E

and procedures relatlng to forelgn lntelllgence end forelgn
counterlntelllgence collection. ' N
(U) Section 2.4 of Executive Order. 12863 mandates. that
' Inspectors General and General Counsel of the Intelllgence
Communiity components {in'the FBI, the Assistant Director,
Inspection Division (INSD), and the General Counsel, Office of
the General Counsel (0GC), respectively) report to the I0OB . .
" intelligence: activities that they have reason to believe may be
unlawful or ceontrary to Executive Order or Presidential
Directive. This language has been 1nterpreted to mandate the
reportlng of any violation of a provision of The Attorney C
Geperal s Guidelines for FBI National Security Investigations and ..
Foreign Intelligence Collection. (NSIG), effective 10/31/2003, or
other guidelines or regulations approved by the Attorney General @ - -
in accordance with EQ 12333, dated 12/04/1981 1f such provision. .. -
was designed to ensure the protection of individual rights. '
Violations of provisions that merely are administrative in nature
and not deemed to have been designed to ensure the. protection of. L
“individual rights are generally not reported to the IOB. The. FBlvﬁj,T'
Inspection Division is required, however, to maintain records of
such administrative violations for three years so that ‘the
Counsel to the IOB may review them upon request. The
determination as to .whether a matter 4is "administrative in ,
nature" must be made by OGC. Therefore, such. admlnlstratlve'
violations must.be reported as potent1a1 'I0B matters.

M e *”*)E(; NSLs are a spec1f1c type of lnvestlgatlve tool that
-~ i-allows the FBI to obtain certain limited types of information = .
without court intervention: (1) telephone and email communication
records from telephone companies and internet service providers:
(Electronic Communications Privacy Act, 18 U.S.C. § 2709);.(2).
‘records of financial institutions (which is very broadly deflned) R
(Right to Financial Privacy Act, 12 U.S.C.§ 3414 (a) (S)(A)); (3) a.
- 1list of financial institutions and consumer identifying :
information from a -credit reporting company (Fair Credit Reportlng
‘Act, 15 U.S.C.§8§ 168lu(a) and (b)); and (4) full credit report in -
an 1nternatlonal terrorism case (Fair Credit Reporting Act, 15 “bl

~ U.S.C. § 1681lv). NSLs may be 1ssued ‘in. canfaormity with ST I

- requirements, 1nclud1ng 18 U.S.C. § 2705: |i bz
: C T Here durlng an authorlzed 1nvest3.gatlon,2 the FRI
e properly’eerVe an NSL on a telephone carrler T

In response to

,’b2
w7
‘:A_JI
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 “other subscriber pertained to a United States Personlnasmuch asf},f5
there. has been no revmew of . the 1n£ormatlon )

S %ET

To: I | From: Office of the General Counsel ?%
Re: 278- HQ -C1l22%736-VIOQ, 06/15/2006 - oA

the properly served NSL, the FBI obtalned 1nformatlon regardlng

another subscriber's records that were not relevant to the
investigation.’ It appears that this information, although -
lawfully obtained, is not relevant to the investigation and ,
should be segregated to protect the potential privacy interests
of United States persons. Once information not relevant to an
authorized investigation is received, the field should contact

‘the carrier and ask whether the unintentionally acquired

‘information should be returned or destroyed w;th approprlate
- documentation to the file.

" (U) Based upon these faCte,>in accordance with the .

_terms implementing the reporting requlrements of Section 2.4 of

"EOQ 12863, it is our opinion that this error is not reportable to. -
~the IOB. A record of this decision should be maintained in the
control flle for future review by the Counsel to the. IO0B.

N\ ya

o ;}égﬁbThe target's. rights were not violated because he'wes ¥ L
not tHe subject of the improperly collected information. It is = -~
unknown, however, whether the 1nformatlon a38001ated with the

4NSL v10 24734
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To: | From: Offlce of the General Counsel

~ Re: 278-HQ- C1229736 -VIO, 06/15/2006

»,LEAD {(s):

Set Lead 1: (Action)
 INSPECTION
AT'WASHINGTON( DC

- A{U) INSD should retain a record df the. report of the
potential ICB matter, as well as a copy of the 0OGC opinion

.concluding that IOB notification is not required, for three Years
: for possible review by the Counsel to the IOB

‘Set Lead 2 » (Info)

COUNTERINTELLIGENCE
. AT WASHINGTON, DC

(U ‘For informationm.

,setjﬁegd”a{ﬁ:(Actioﬁi; S ".i’f:‘?:4“ " AR

‘AT PENNSYLVANIA

(U) . The| Field Office should contact| ____ Jand b4

. ask whether the improperly or unintentionally  acquired . pTD
“information- should be returned or destroyed with approprlate R
documentation to the file. o ‘ S bn

cc: _Ms. Thomas

IOB Library

1
]
‘Jl
¥
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SE ET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE . o -~ .Date: 05/05/2006 ' ’;b7t

To:  p2 . Attn: sac |

SSAl I

- SA

Counterlntelllgence L - ”JAttni CD-ZB,TSSA

Inspectlon Lo o o "vAttnz IIS, CRS|

'»From: Offica of the General Counsel
' . NSLB/CILU/Room 7947

Contact‘ AGC | |‘

Approved By Thomas Julie F

- BiC
Drafted By o
gy Case. ID. #: >{ 278-HQ- C1229736 VIO Serlal 1289 (Pendlng)
o ;r‘_:.t;g,-__ - 18y INTELLIGENCE .OVE?.SVIGHT,BOARD . o |
(w7 N MATTER ~2006- B b2 . v
- SynOpSLS. Igf::It is the oplnlon of the Office of the General
”iUl-”‘“f ‘Counsel (OGC) that this matter must be reported to the.

..Intelligence Oversight Board (IOB) » OGC will prepare. and dellver.'

-the necessary correspondence to the ICB.

()
keference}* (S) (Pendingy b?
S NG . n7E

_review the Lacts of .the captloned matter and determine whether it
. warrants reportlng to the IOB.  In our opiniecn, it. does. Our
analys;s follows. S . ' ‘

{U)'_ ' - "5:251: On 11/23/2004 a| ] |case agent
: ‘ submltted ‘a Nitional Security Letter (NSL)_ seeking-telephone- toll
bllllng records of a certaln target tol Due to a

-jNSL VIO-24737
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By electronic communication (EC) dated 03/29/2005'~
Field Office | Irequested that OGC
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S%T
To: L | '?rom: Qffice of the General Counsel

Re: 278-HQ-C1229736-VIO, 05/05/20086 o b2
. ' bTE

typographical errdr, the telephone number on the NSL was
_erroneously transcribed.!  On 02/04/2005, the telephone records
were opened and it was determlned that they were not the target's.

reccrds. | Ilmmedlately ceased review of the
telephone records.

(U) The PreSLdent by Executlve Order 12334, dated
12/04/1981 established the President’'s Intelligence OverSLght
" Board (PIOB): On. 09/13/1993, by Executive Order 12863, the .
President renamed it the Intelligence Oversight Board (IOB). and: .
established the Board as a standlng committee of the President's
Foreign Intelligence Advisory Board. ‘Among its responsxbllltles,:
- the IOB has been given authority to review the FBI's practices '

and procedures relating to foreign intelligence and foreign
counterlntelllgence collectlon

(U) Sectlon 2.4 of Executive Order 12863 mandates that,'
- Inspectors General and General Counsel of the’ Intelllgence
Community components (in the FBI, the Assistant Director,
Inspection Division (INSD), and the General Counsel, Office of
" the General Counsel (OGC), respectively) report to the IoOB .
1ntelllgence activities that they  have reason to believe may be
~unlawful or contrary to Executive Order or Presidential T
‘Directive. This language has been 1nterpreted to mandate the' ‘ o
reporting of any violation of a provision of The Attorney- s
General's Guidelines for FBI National Security Investigations and - = °
~ Foreign Intelligence Collection (NSIG), effective 10/31/2003, or -
- other guidelines or regulations approved by the Attorney General -
- in accordance with EO 12333,  dated 12/04/1981, if such provision
‘""was designed to ensure the protectlon of 1nd1v1dual rlghts :

(U) Vlolatlons of prQV1310ns that merely are o
admlnlstratlve in nature and not deemed to have been desmgned to S
‘ensure the protection of individual rights are generally not :
reported to the IOB. The FBI Inspection Division is requlred _
“however, to maintain records of such admlnlstratlve v101atlons

I (U) In order to aveoid any further dissemiﬁationiof this
incorrect telephone number, the number is not being listed in -
this document. - : : B : ,

L ~ ' : ST N o S CTI
S 2?% On 03/27/2006, realized that this uZ
_ incidefit constituted an I0B violation and promptly reported th 7
matter to OGC, the. Inspectlon DlVlSlon,'and the
Counterlntelllgence DlVlSlon,*‘

S e sgkém

NSL VIO 24738
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To: | | From: Office of the General Counsel "fb2
Re: ‘278—HQ-C1229736-VIO 05/05/2005 o fb7E

for three years so that the Counsel to the IOR may review them
upon request. The determination as to whether a matter is
vadministrative in nature" .must be made by OGC. Therefore, such

administrative violations must be reported as potential .IOB
matters. : o

iU3“5w~m-ww mw‘;gﬁg; NSLs are a SpElelC type of 1nvest1gat1ve tool -
- that allo e FBI tc obtain certain limited types of

"information without court intervention: (1) telephone and emall
communication records from telephone companies and internet
- gervice prov1ders (Electronic Communications Privacy Act, 18
U.S.C. § 2709); (2) records of financial institutions (which is
very broadly deflned) (Right to Financial Privacy Act, 12 U.S.C.§
3414(a)(5) (A)); (3) a list of financial institutions and .consumer
" identifying information from a credit reporting company (Fair
Credit Reporting Act, 15 U.S.C.§§ 168lu(a) and (b)); and (4)
full credit report in an international terrorism case (Fair
_Credit Reporting Act, 15 .U.S.C. § 168lv). NSLs may be -issued. in
conformitv with statuto:x_requxrements, including. 18 U.S.C. § -

2709.

! : bl
- —_ ~:>ua: In thls SLtuatlon due to the incorrect number. -b2
stated il the NSL, the FBI received telephone toll.billing . BIE
‘records pertaining to a telephone number that was neither under ~'° .-
investigation nor related to an. lnvestlgatlon. Therefore, the -
information was improperly collected, although unlntentlonally
so, in violation of the NSIG ‘and ECPA. =’

(U) Here, the target s rights were not v101ated because”
<**he: was .not the subject of the improperly collected 1nformatlon
It is unknown whether the erroneous information received- A
pertained to a United States Person, inasmuch as there has beenf
no review of the information. Nonetheless, based upon the fact
that informaticon which may be about a USP was impreperly, .
although inadvertently, collected, and in accordance. with the
reporting requirements of Section 2.4 of Executive Order 12863,

OGC will prepare a cover lettexr and a memorandum to report thlS: 
matter to the IOB.

o NSLV1024739 L

- FBI0000051 .
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To;v| | From: Office of the Generail Counsel B2
Re: 278-HQ- 2 6-VIO 05/05/2006 , o

p7E

LEAD(s) :
Set Lead 1: (Actiom)

INSPECTION

' AT WASHINGTON, DC
~(U) For actiongdeemed,appropriateﬁ
Set_ﬁead 2;‘ (Information)

. COUNTERINTELLIGENCE

AT WASHINGTON, DC
(U) For informatiom. . - -
 Set1Léad 3: A(Infqrmation)' ;

AT

(U)‘ The |F1e1d Offlce should contact
- and ask whether the improperly or. unintentiodnally acquired

information .should be returned oxr destroyed with approprlatef. 

documentatlon to the file.

cc: __Ms. Thomas
3‘ "IOB Library
KAl

NSL VIO 24740
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U.S. Department of Justice

. Federal Bureau of Investigation-

SpeET

Washington, . C.. 2053‘5-0001

BY .COURIER

Mr. Stephen’Friedman‘
-Chairman '
Intelligence. 0vers;ght Board
‘'Room 50208 :
New Executive Office Bulldlng
725 17" Street, Northwest
Washlngton, .D. C

' Dear Mr Frledman

Enclosed for your 1nformatlon i% a self explanatory

A memc:andum_entltled “Intelllgence Over51ght Board Matter
2006 (U} ‘

2N
- P

The memorandum sets forth detalls of lnvestlgatlve'
act1v1ty which the FBI has. determined was’ conducted ‘contrary to.-
‘the Attorney General Guidelines for FBI Foreign Intelllgence -
Collection and Foreign Counterlntelllgence Investigations and/or -
laws,. Executive Orders, or Presidential Directives which govern

*"*FBI. foreilgn counterintelligence and international terrorism
. investigations.. This matter has also been referred to our
- Internal Investigations Section," Inspection’Divisicn, for a

‘determination of whether any admlnlstratlve .action is warrantéd.”
L) ‘

Enclosure

" . oIe I0BO6 . (12/19/06)-IT #1. - ' FBI0000053



 Mx, Stephen Frledman

Should you or any member of your staff requlre addltlonal ‘
information concerning this matter, an oral brleflng will be
- arranged for-you at your convenience. (U)

Sincerely,

Julle F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
" - Attorney General
.U.S. Department of Justlce
'.Room 5111

1 - Mr. James Baker

Counsel, Office of Intelllgence Pollcy and Revxew .
_U.s. Department of Justlce , . ’
Room 6150 .

et ®

" NSLVIO-24742
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U.S. Department of Justice

Federal Bureau of Investigation

" Washington, D. C. 20533-0001

March 28, 2006

Ms. Kathryn Lotrianti, Counsel
Intelligence Oversight Board

New Executive Office Bulldxng - ‘Room 5020
725 17th Street, NW - -
Washlngton -DC 20503

CHEREIN T8 T
ESR/RY

Dear Ms. Lotr-n.antl- :

. I am wrltlng to requeat your . agreement'regarding the -~ .
, reportlng of third party errors in the. collectlon of lnformatlon
pursuant to a Natlonal Securlty Letter (NSL) .

The FBI issues NSLs pursuant to the Fair Credit
Reportlng Act (FCRA), 15 U.S.C. §§ 168Iu and- 1681lv, the -
Electronic Communications Privacy Act {(ECPA), 18 U.S.C. § 2?09 e
- and the nght to Flnanc1al Prlvacy Act (RFPA 12'U S'C -§. 3414;.f¥vf

. On occasion, the FBI receives lnformatlon to whlch lt
is not entitled because of a mistake by the recipient - -of an NSL .
in prov1d1ng the information in ' response to the NSL.- Therefore,g-g
‘if the FBI sends an ‘accurate and. legal NSL request to an interriet -
prov1der and the provider misreads or misinterprets the letter =~ " -
- and prov1des -additional unauthorized information in response, thej,z'“
FBI agent must report that error.to the Office of the General
Counsel (OGC)" and the Inspectlon Division as a potentlal 10B.
For ‘example, the ‘FBI may request the identifying infermation. of
“an email (to, from, subjéct lines) under the ECPA, but the | o
internet provider mistakenly sends the full content of the email.
" Even after determining that any overcollection was the result of -
third party error, FBI OGC currently reports these violations to-
- the IOB despite the fact that the FBI has not violated any
statutes, Executlve orders, or Pre51dent1al dlrectlves )

.

, FBI OGC seeks your concurrence to ‘treat these thlrd o
party errors as non- reportable offenses. to the IOB. ‘The . ; o
‘improperly collected material would be sealed and returned to the' o

. office of ‘the Chief Division Counsel (CDC) who would be _ o
responsxble for returning the material te the. recxplent ' The CDC-% '
'would return. the material to the NSL recipient with a'cover = =
- letter. explalnlng why ‘the. material is: being returned and how the

érec1plent_cam-av01d the problem in’ ‘the: future. . The_FBI would .

Stlll requlreAthe fleld offlce to report any lmproper collectlon.,,_”e

FBIOOOOOOI

o NSL VIO 24744
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: under an NSL to both the Inspectlon Division and OGC as a
potential I0B matter. The reporting document would have to
explain the circumstances of the improper collection, the

- disposition -of the improperly tollected material, as well as th=
steps taken to assure that the lmproper material is not
searchable or retrievable or in any way available for use or

‘dissemination by the FBI. However, if OGC determines that the

~ improper collection was attributable to an error on the part of -
the third party recxplent of the NSL, OGC would decline to report.

the matter to the IOB. As with all other non-reportable IOB.

matters, OGC will keep a record of its determlnatlon for your
" review for three years :

We belleve that thls new polxcy conforms with our.
obligations under Executlve Order 12863. In these instances of
.third party error, the FBI is not acting unlawfully or contrary:

- to Executive order or Presidential directive. Therefore, we
believe that it is no longer necessary to report these types of .-
third party errors to .the IOB.. We seek your concurrence in this
determipation. Please do not hesitate to contact me at (202) hE
324 1 if you have any questions.

bsincereiy;‘

{ JAlie F. Thomas

“Deputy General Counsel . = - -

 National Security Law Branch - -
_Federal Bureau of Investlgatlon'=“

R R T TP T NSLVIO 24745
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.‘ : THE WHITE ﬁoﬁsg . .

WASHINGTON -

Intelligence
Oversight Board

: November ,13,2006 |

‘ Dear Ms. Thomas

. Thank you for your Ma:ch 28, 2006 letter to the prevmus Intelhoence Oversx,ht Boa.rd (IOB) ’
- counsel seeking agreement on reporting procedures for third party errors in the collection of

.information pursuant to a National Security Letter (NSL).- As you may know, a response to your -_ -

- proposal was placed on hold pending refinements to the IOB process. While fmal decisions are -
- still pendmg, We are now able to reSpond to your proposal

We agree that the thlrd party errors you descnbe should contmue to be reported to your ofﬂce o
. and effectively immediately, they do not have to be reported to. the IOB. The procedures
“described in your letter for handling errors made by recipients in responding to NLSs are - :
. acceptable. Thank you for suggestmo this unpona.nt process change whlch 1s not. contrar" tntha
: 'letter or sPLnt of the Executwe Order .

i 'Please ,do not hesnate to contact me al 1f you have any quesnons b o
‘ b / C

f.l,;Smcer:ly,v vl

Darlene M Connelly
Genera.I Counsel

'Z‘w

Ms. Julie F. Thomas
- Deputy General Counsel
_-National Security Law Branch-
- Federal Bureau of Invesnoatlon- '
935 Pennsylvania Avenue, NW
- Washington, D.C...20535- 0001 -

:NSL VIO 24746
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THE WHITE HOUSE
WASHINGTON

August 18, 2006

MEMORANDUM FOR THE SECRETARY OF STATE
'~ THE SECRETARY OF THE 'I‘REASU'RY
'THE SECRETARY OF DEFENSE K _
. THE ATTORNEY GENERAL - L R
* THE SECRETARY OF ENERGY _ ‘
. 'THE SECRBTARY OF HOMELAND SECURITY
- DIRECTOR OF NATIONAL INTELLIGENCE

SUBJECT: - -Intelligence Oversight Board Reporting

The Intelligence Oversight Board- (IOB) of the President’s - ,
Foreign Intelligence Advisory Board (PFIAB) has an important -

role in keeping the President informed of issues arising from R
intelligence activities, as provided in Executive Order 12863. - @ .
Executive Order 12863 requires each Intelligence Community (IC) °~ =
‘General Counsel and Inspector General to report to the IOB
' regarding intelligence activities they have reason to believe

may be unlawful or contrary to Executive Order or any other

© ‘Presidential directive. The IOB, in turm, reports any such
' uac:ivities to the President. - L

To assist the IOB in fulfilling 1ta responszbllltlee and- the R
DNI' s related oversight obligations, the Office of the Director 7__-,
of National Intelligence (O/DNI) will assume an enhanced role in .
the reportlng process, 1nclud;ng by analyzing reports for the
I0B, identifying trends or patterns warranting further action,
.and ensuring remedial actions are carried out. The O/DNI will -
provide analyses on a quarterly basis to the IOB, as well as
interim reports on sxgnlflcant issues, as approprlate

Consistent with any reporting cntena developed by the IOB and f.

_the DNI, the following new procedures wlll take effec: on.
fSeptember 15, 2008: : : .

. IOB reports prepared by General Counsels under E 0. 12863
- shall be transmitted to the General Counsel of the PFIAB for
sharlng wlth the OIDNI. and c

e et NSLVIO 24747
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*» 10B reports prepared by Inspectoxs Generalland any others
under E.O. 12863 shall be transmitted to the General Counsel
of the PFIAB for sharing with the O/DNI. '

Nothing in this effort to improve IOB reporting procedurss:
should be construed as altering the scope of IOB reporting under
E.C.- 12863. The IO0B will continue to have full access to any
relevant reports in the custody of the O/DNI, as well as the

authority to secure information directly from IC General
. Counsels and Inspectors Genexal. -

- I have also asked the IOB to propose any appropr;ate amendments‘
to E.O0. 12863 to clarify the procedural and substantive aspects
of I0B reporting and to reflect the IRTPA and establishment of
the post of the DNI and the O/DNI. - The O/DNI will work closely

+~ with the IOB to develop standardized, consistent reporting

- guidelines to improve this important oversight function. ' In o
this regaxd, I ask that you provide the PFIAB's General Counsel' &
with copies of your department s internal guidelines, practlces,.,»

and procedures for complylng wlth the requirements of
E.0. 12863.

Stephen - J. Hadley
Assistant to the Pres;dent
for NaCLonal Security Affairs

NSL VIO-24748



. May 2, 2006~
‘BY COURIER

- Stephen Friedman
Chalrman
Intelligence Over51ght Board
Room 50209
New Executive Office Building
725 17" Street, Northwest ‘
Washlngton, D C. ,

Dea:‘Mr. Friedman:

: ~ Enclosed for your information is a self-explanatory
“memorandum entitled “Intelligence. Over51ght Board Matter
2006 (U) b2

. The memorandum sets forth detalls of lnvestlgatlve
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or

- laws, Executive Orders, or Presidential Directives which govern
. «FBI foreign counterintelligence and international terrorism
" investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
‘determination of whether any administrative action is warranted.
(U) o » ' -

Enclosure
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g =
Mr. Stephen Frledman

Should you or. any member of your staFf ‘require additional
information concerning this matter, an oral brleflng Wlll be
arranged for you at your convenience. ({U)

Sincérely,‘

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
' ' Bttorney General

U.S. Department of Justice

Room 5111 @

1 - Mr. James Baker
Counsel, Office of Intelllgence Policy and Review
U.S. Department of Justice
‘Room €150

AP P R m!ED :j;rsn lnv___*__' ﬁspection____ Trammg

u Laboralury o of
- Director______ .ET:nf;uns JionalSi__ hfiare 0
Deputymrecm ——Info. Res . of Public &

—
Pers.onnel.___ Cong. Atfs,

5
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SE>(§T
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

FIELD OFFICE o
IOB MATTER 2006{_J(U) BIE

:Xéé 'By electronic communication (EC) dated March 27,
2006, thé Fe Investigation (FBIH |
it

Field Office reported that, in |

bl

b

| an FBI case agent }J’Lv

forwarded an email to an FBI investigative support specialist
"{ISS) asking the ISS tc create National Security Letters (NSL)

for two telephone numbers that were associated with the subject

of the investigation. On February 13, 2006, the ISS created NSLs
for the two telephone numbers. Due to an inadvertent error,
however, one of the telephone numbers was erroneously -
transcribed. _The NSL with the erroneous telephone number was 04
forwarded to | ' ‘ - b7D

. : . I . .

“““”~~~~;;X§Z - Due to the incorrect number stated in the NSL, the
FBI receis telephone toll billing records pertaining to a :
‘telephone number that was neither under investigation nor related
~to an investigation. The error was discovered upon receipt of

the information, and the records were neither reviewed nor used

for any investigative purpose. Despite the inadvertent nature of
the mistake, the fact remains that information was improperly
collected on a telephone number unrelated to an investigation.

The overcollection was a violation ©f The L
Attorney General's Guidelines for FET National Security bl
Investigations and Foreign Intelligence Collectlon Thus,. the b2
-matter 1s being reported to the IOB. bR

| Der '~fr M- =3
»1 De ify om—Xzl
b2 , s 7
b7

NSL VIO-24751
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Mr. Stephen Friedman
Chairman

May 16, 2006

BY COURIER

‘Intelligence Oversight Board

Room 502089

New Executive Office Building
725 17%" Street, Northwest -

~ Washington, D,C.

Dear Mr. Friedman:

Enclosed for your information is a self- éxplanatoryv
memorandum entitled “Intelligence Oversight Board Matter

2006 :|"

b2

- ' The memorandum sets forth details cf 1nvestigat1ve
activity which the FBI. has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence

- Collection and Foreign Counterintelligence Investigations and/or

laws, ‘Executive Orders, or Presidential Directives which govern

'FBI foreign counterintelligence and interm&tional terrorism

‘investigations..

Internal ‘Investigations Section,
~determination of whether any. administrative action is warranted.

(0

Enclosure

1 - 278-HQ-C1229736-VIO— (3]
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Counsel
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B

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. .(U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
© Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James Baker
' Counsel, Office of Intelligence Pollcy and Review
- U.5. Department of Justice
Room 6150

_ . TraiNinG e
i OSSO

| e Lepfrator ——— '
R?P?‘%gﬁﬁ :"‘: Htional St —— gga;s W

Dlrtc\m________ A o, Al »
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b
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
I | FIELD OFFICE b2

I0B MATTER 2006{  |(U) b6

By electronic communication dated March 29, 2006,
the Federal Bureau of Investigation (FBI) Field o
Office reported that, on November 23, 2004, The FBI submitted a ?*
National Security Letter (NSL) seeking telephone toll billing Is¥
records of a certain target to Due to a typographical L7D
error, the telephone number on € NSL was erroneously 78
transcribed. rhe telephone records were bl
opened and it wWas UETEIMINET TIZC They were not the target's 2%,
records. The telephone records were destroyed without further ,
review. ' ' : !

m

: ,“N::?gii;bue to the incorrect number stated in “the NSL, the
{UJ~“”FBI recelved telephone toll billing records pertaining to a

telephone number that was neither under investigation nor related
to an investigation. The error was discovered upon receipt of
the information, and the records were neither reviewed nor used
for any investigative purpose. Despite the inadvertent nature of
the mistake, the fact remains that information was improperly
collected on a telephone number unrelated to an investigation.
The overcollection was a violatior of The .
Attornev General's Guidasliras for rit

~ Investigations and Foreign Intelligence Collection.* Thus, the.
matter is belng reported to the 10B. '

: . : » bl
~ | | o o DTE

NSL VIO-24754 |
FBI0C00026
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June 16, 2006 -
BY COURIER

Mr. Stephen Friedman
Chairman -

Ingelllgence OverSLght Board
Room 5020 :

New Executive Office Building
725 17*" Street, Northwest
Washington, D.C. :

Dear Mr. Friedman:

Enclosed for your 1nformatlon is a self-explanatory
memorandum entltled MIntelligence Over51ght Board Matter

2006_]" e

" The memorandum sets forth details of lnvestlgatlve
act1v1ty which the FBI has determined was conducted contrary to
the Attorney General Guldel;nes for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
. *FBI foreign counterintelligence and international terrorism
~investigations.. This matter has also been referred to our:
Internal Investigatlons Section, Inspection Division, for a -
determination of whether any administrative action is warranted.

Enclosure
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Mr. Stephen Friedman

Should you'orlany member of your staff reguire additional
information concerning this matter, an oral briefing will be
arranged for you ‘at your convenience. (U).

'Since;ely,x

Julie F. Thomas
‘Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111 '

1 - Mr. James Baker

Counsel, Office of Intelligence Pollcy and Rev1ew |
U.s. Department of Justice
- Room 6150

APPR{WE Crim. v Inspection _ Training

o OIS___ . taboratory_____ = Off of EEO
Finance_____ Natioaal Sec, Affairs

Director______ Gen. Counsel PR____ 3. of Public &

Oepuly Director_____lnfo. Res, Pessonnel_______ Cang.Aff.
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INTELLIGENCE OQVERS T BOARD (IOB) .MATTER ..
FIELD OFFICE b2

' ' TOB MAITER ?_OOGD (U) L7E
' :>¥g; By eiectronic communication dated April 27, 2006,
the Federal

gy

ureau of Investigation (FBI),| | Field

Qffice reported that a

o

RN

=

oo

~~~~~~ oo } Believing that investigation had
been extenhde the FBI issued @ National security Letter (NSL)
dated February 6, 2006 for local and long distance toll billing
records. The results of the NSL were not reviewed and were

sequestered.

S ::;§i;;Under the Attorney General's Guidelines for FBT
Natlonal Security Investigations and Foreign Intelligence o

"~ Collection, effective October 31, 2003, a preliminary

investigation must be initiated before an NSL may be issued.

investigation

n NSL on

| It was lmproper for the FBI to 1ssue the NSL

and thus, the matter is being reported to the IOB.

Derived-from>G-3
Decl rfy om X1l

. SECRET

NSL VIO-24757




Mr. James :Langdon

. Chairman

Intelligence Over51ght Board

Room 50209

New Executive Office Building
- 725 17%® Street, Northwest

Washington, D.C.

Dear Mr. La.ngdon:

December 20,

'BY COURIER

2005

Enclosed for your lnformatlon is a self- explanatory

memorandum entitled “Intelligence Oversight Board (IOB)

Matter | | Division, atl

IOB Matter 20064 r U)

|[Resident Agency, E7£5

Thls memorandum sets forth details of investigative.
‘_activity which the FBI has determined was conducted contrary
“to The Attorney General's Guidelines for FBI National Security
" Investigations and Foreign Intelligence Collection and/or

laws, Executive Orders,

or Presidential Directives which

govern FBI foreign counterintelligence and international

terrorism 1nvestlgatlons (U)

Enclosure

1 - Mr. Hulon

'l - Inspection (IOB 20061 I
1 - |

1 - 278-HQ-C1229736-VIO-}0§7]
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Mr. James Langdon.

et

Should you or any member of your staff 'réquire
additional information concerning this matter, an oral
- briefing will be arranged for you at your convenience. (U)

" Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honora.ble Alberto Gonzales

’ Attorney General

U.S. Department of Justice

Room 5111

1 - James Baker

Counsel ‘Office of Intelllgence Pollcy and Review

U.S. Department of Justice

Room 6150

APPROVED:

Diregtor____ - Gen. Goun

Deputy Director

2] 2
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SE>(§ET

bZ INTELLIGENCE OVERSIGHT BOARD !IOB) MATTER
b7E DIVISION, AT RESIDENT AGENCY
b7E TOB MATTER ,20061 |(U) b2
v - The Fede ' i ic "FRI®
determined that in
(81 bl
’ e
o7C
“The Overcollecrtion was & violation of sectioln V.lx. of The
Attorney General's Guidelines for FBI National Security
‘ Investigations and Foreign Intelligence Collection (NSIG)
(%) . In.this regard, on 10/01/2004, the IRe51dent '
- bl
[ | —.  DbTE
Security Letter was issued to a telephone carrier for the . o6
" telephone toll billing records of a phone number intended to b7C

be identified as that of the target Instead, the area code
was 1ncorrectly identified; thus, the information returned
from the carrier was the telephone toll billing records of a
wholly unrelated telephone number. The error was discovered
uponi receipt of the information, and the records were not

- reviewed nor used for any investigative purpose. Despite the
"inadvertent nature of the mistake, the fact remains that
information was improperly collected on a telephone number
unrelated to an investigation. Thus, the matter is being v
reported to the IOB. (S) ‘

from:
" Dec. ify on—Xc-1

' Srim spec Training
T ot TR L — nspection _
secrer [PPRUVED: s

’ : [ o B i l \ Lﬁbﬂfalﬂ" i ot EED
i - ) - ' o ' - Finance 4 nal 5ac Alfairs____
Dep. Dk ' Director Gea. Dours 55- e ol Public &
Chiet ol . |

San___. ' Deputy Director____Info.Res. Personne! Cong. Alts.

Off. of Gen. .

Covor | ‘ o i i

A&cm..onl;___ﬁi:l ke Section V.1ll. authorizes use of National Security Letters in QL‘NJK
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cus _____conformity with 18 U.S5.C. § 2709 (relating to subscriber information, toll . = .

-‘;::?“;S-—bn.lllng records, and electronic communication transactional records). The
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Naxm’_“_grsﬁ ecurity investigationm.
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Dep.Ow._______

Chief 6
Staff

Oftt.ol
Cou

October 11, 2006
BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Over81ght Board
Room 50209 :

New Executive Office Building
725 17 Street, Northwest
Washlngton, D C. : ‘

Dear Mr. Friedman: - o ' : B . s ~

Enclosed for your information is a self- explanatory
memorandum entitled “Intelllgence Oversight Board Matter

2006 T (V) b2

" The memorandum sets forth detalls of investigative
act1v1ty which the FBI. has determined was conducted contrary to .
the Attorney General Guidelines for FBI Foreign Intelligence .
Collection and Foreign Counterintelligence Investigations and/or
.laws, Executive Orders, or Presidential Directives’ which govern
FBI foreign counterintelligence and international terrorism
investigations.. This matter has also been referred to our
Internal Investigatlons Section,. Inspection Division, for a-
determination of whether any admlnlstratlve action is warranted.

(0)
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:; : .ig ,
Should you or any member of your staff requlre addltlonal

information concerning this matter, an oral briefing will be
arranged for you at your convenlence (U)

Mr. Stephen Frindman

Sincerely,

Julie F. Thomas :
Deputy General Counsel

.

"1 - The Honorable Alberto R. Gonzales
- Attorney General
U.S. Department of Justlce
Room 5111

1 - Mr. James Baker ‘
Counsel, Office of Intelllgence Pollcy and Review
U.S. Department of Justice
Room 6150 :

erim. Inv________ Inspection Training

RPPROVED: ois orslory_____ O of EED L

Finance tianal Sec. __ Aitairs

Director Gen. Coun P Ofi. of Public &
Deputy Director___infe. Res, personnel_____ Cong. Afts

[
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SERRET
INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER

[ IFIELD QEFICE b2

- j}gi By electreonic communications dated
and | the Federal Bureau_of InvestigaT on TFRTY
tSj, ' [Field Office. reported that al

| The FBI served four D
National Securlty Letters (NSLs) on |
The results from these NSL were not analyzed,
copied, or entered into any databases. Further, the NSL results
were sealed and sequestered by the FBI.

Under the Attoiney'General's”Gdidelines for FBI

oo

National Security Investigations and Foreign Intelligence 1
Collection, effective October 31, 2003,| - 2
I hust be initiated before an WSL mav b v - BIE
| | Here, the o
T [[ Believing t;ati i g
investigation had been pr 1 xtended, the FBI served four A
NSLs on It was . DZ
improper for the FBI to serve the NSLs in the absence of a = . DbTE
"preliminary injunction, and thus, this matter is being reported

to the IOB. »

4
M
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‘Mr. Stephen Friedman
Chairman

June 12, 2006
BY COURIER

Intelligence Oversight Board.

Room 5020

‘New. Executive Office Bulldlng
725 17" Street, Northwest

Washlngton, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memo randum entltled “Intelllgence Oversight Board Matter

2006 I" ()

b2

" The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence-
Collection and Foreign Counterintelligence Investigations and/or

~laws, Executive Orders,

or Presidential Directives which govern

‘FBI foreign. counterintelligence and international terrorism

investigations.

Internal Investigations Section,

This matter has also been referred to our
Inspection Division, for a

determination of whether any administrative action is warranted.

{U)

Enclosure
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INTELLIGENCE OVERSIGHT BOARD MATTER
FIELD OFFICE
TOE METTER 2006{:::](U)

11} R ‘ ‘ » . - b7E :
LT ) By electronic communication dated May 16, 2006,
" the Federal reau of Investigation (FBI),| iField

Office, reported a possible Intelligence Oversight Board (IOB)

b2

matter. The FBI reported that, on April 14, 2005, 'during an - IJf
authorized investigation, the FBI issued a National Security - - b7E
Letter (NSL) pursuant to 18 U.S.C. § 2708. The NSL was issued b4 .
to| | and requested the subscriber, address, b7D
lengtl‘ aof service  and toll yerord information for = ro]ephone
numbeHx '
. //:E§;J | received a disk containing the NSL
' results-in July~2005.  In April 2006, when the NSL results were v
' " being uploaded into the FBI application system, | | bz
learned that response exceeded the scope of the NSL 4
. Specifically, while the NSL requested information f KD
[ ] the NSL results dated back tol r'J T
' The. case agent immedi formation b7E
from the time period , as
requested by the NSIL, should be uploaded into the system. The
NSL results prior were neither reviewed nor uploéded.
Here, an error on the part of[:::]resulted in 4y
(Ui~ " the unint al acquisition of information through an NSL. - .
Based upon cur analysis, in accordance with the reporting b7D

requirements of Section 2.4 of Executive Order 12863, the
carrier's mistake must be reported to the IOB. : '

DerX —G-3
De ify on: X1

NSL 4768
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becémber 19,n2QOG

- BY COURIER.

Mr. Stephen Frledman

Chairman

Intelligence Over51ght Board -
- Room 50209

. New Executive Office Bulldlng
725-17% Street, Northwest -
Washington, D.C.

Dear Mr. Friedman°

: Enclosed for your “information is a self- explanatory
memorandunm’ entitled “Intelllgence Over51ght Board Matter‘ :
“20061 U p2 :

SRR - The memorandum sets forth detalls of 1nvest1ga;1ve
act1v1ty which the FBI has determlned was conducted contrary to .
the. Attorney General Guidelines for FBI Foreign Intellidgence
Collection and Foreign Counterlntelllgence Investigations and/or
.laws, Executive Orders, or ‘Presidential Directives which govern
"FBI foreign. counterlntelllgence and international terrorism
1nvest1gatlons This matter has also been referred to our

Internal Investigations Section, Inspection Division, for-a o
- determination of whether any administrative action is warranted. -
(U). : ' . : S : S

Enclosure
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Mr. Stephen Frledman o |

Should you or any member of your staff requlre addltlonal
information concerning this matter, an oral briefing w1ll be .
arranged for you at your. convenience. (U}

Sincereljg

JuliebF‘ Thbmés .
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales.
: Atteorney General

U.S8. Department of Justice

Room 5111

1 - Mr: Jameé Baker
Office of Intelligence Policy and Review
U.S. Department of Justlce

~=. - Room- 6150 S - - "
wr M. IV ‘Inspection __Training
ﬁp ﬁﬂﬂs@. Qs Laboratory_______ Off of EEO
: Finzace hational Sec.__ MMSv_r
Director_________ Gen, Counse! i) 9t. of Public &

Deputy Director Info. Res____ Personnel_ . Cong. Affs.
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e

(g

- )&g An analvst in ECAU prepared an NSL for information -
‘regardi

o : ﬂ;égaégT'; o _'-.', =
 INTELLIGENCE - , _BOARD (IOB) MATTER
S IVISION . .5
' zooe{ )y -
v ‘ o , b7E

( ) The Electronic Communications Analysis Unit (ECAU) of

" the” Federal Bureau of Investigation {FBI) reported a potential

IOB invelving a National Security Letter (NSL) requested by ECAU
which, through a transcription error, sought information about an
email address belonglng to a person who was not the subject of an
FBI naticnal securley lnvestlgatlon

>

g.thy Shortly after
"sending the T y SErIvice, € analyst received an b
email from the| | Fipld Office indicating that the b2
subject of FBI case and the | . | e
no | Upon realizing the -
€error, immediately notified his supervisor. and took ‘

the proper steps to seguester the information provided in
response to the NSL. Nothing from the original NSL results was -
uploaded into the FBI computer systems, nor was any investigative.
action taken based on the NSL results. ' . -

Due to inadvertent -typographical error based on the -

- confusion -between the-typed letters "1" and "I," FBIHQ received '

NSL results for an email address that was not relevant to a -
counterterrorism investigation. = Therefore, the issuance of the
NSL was neither authorized by law nor by the Attorney General

~Guidelines for National Security Investigations and Foreign
"Intelligence Collection (NSIG). Due to the fact that there was.

an unauthorized collection, the error is a reportable matter

- under Section 2.4 of Executive Order 12863.

€& Sources
9

Derived fro
De

For ease of reference, the email address

is typed with a capital "L," while the emall ‘bl

addresg Fs typed with a lowercase "i." Note 2
that the CoONrusion Detween the typed letters "1" and "I may have 17y

been what led to the error in the first place.

SL VIO-24771
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May 23, 2006 = ~ Lo
BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
Room 50209 '

New Executive Office Building
725 17t Street, Northwest
Washington, D c. o

Dear Mr. Friedman:

: .~ Enclosed for your information is a self-explanatory
memorandum entitled “Intelllgence Over51ght Board Matter
2006 " (v >

* The memorandum sets forth details of investigative -
activity which the FBI. has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelllgence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and“international terrorism
investigations.. This matter has also been referred to our .
Internal Investigaticns Section, Inspection Division, for a
.determination of whether any administrative action 1s warranted.
(0) : '
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Mr. Stephen Friedman

. Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R Gonzales
Attorney General
U.S. Department of - Justlce
Room 5111 .

1 - Mr. James Baker

Counsel, Office of Intelligence Pollcy and Review
U.S. Department of Justice
Room 6150
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- INTELLIGENCE OVERSIGHT BOARD MATTER

[ | FIELD OFFICE
ICB MATTER 2006{ [(0)

() 'Egg' By electronic communication_dated April 19, 2006,
: - the Federa ureau of Investigation (FBI),| |Field
-~ Office, reported a possible Intelligence Oversight Board (IOB)

matter. The FBI reported that, pursuant to 28 U.S.C. § 2709, it b2
drafted a National Security Letter (NSL) seeking toll billing )
‘records for a certain telephone number. The NSL also listed an D4
address and requested records from a specific date to present. hb7D
The FBI served the NSL on] i n7E
[ ), and |provided the result to the FBI.

Upon review of the NSL results, the FBI learned
response exceeded the scope of the NSL. The
target's telephone number is owned by |

N

OwWns muitlple‘
Telepholie NUNDELS Manaded Uunder one account 1) er. In addition

~to providing the target's telephone records lerroneansly
provided the FBI with records relating to

| ~The FBI
exceeded

‘the scope of the NSL and'piaced the excess information in a safe.

oo

5
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]

LR o mw;>g( Here, during an authorized investigation, an error
‘ on the part of resulted in the unintentional acquisition |4
of information. Based upon our analysis, in accordance with the b7D
reporting reqguirements of Section 2.4 of Executive Order 12863, !
*the carrier's mistake must be reported to the IOB. /
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Mr. Stephen Friedman -
Chairman

Intelligence Over51ght Board

Room 5020

May 25, 2006 -~
'BY COURIER :

New Executive Office BUlelng
725 17" Street, Northwest

Washlngton, D.C.

- Dear Mr. Friedman:

. Enclosed for your information is a self- expianatory
memorandum entitled “Intelllgence Over81ght Board Matter

2006 I (U) b2

- The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
“the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
or Presidential Directives which govern
+FBI foreign counterlntelllgence and international terrorism
-investigations.’ This matter has also been referred to our

laws, Executive Orders,

Internal‘lnvestigatlons

Section, Inspection DlvlSlon,

for a

determination of whether any admlnlstratlve action is warranted.

(U)
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Mr. Stephen Friedman

-Should you or any member of your staff reqﬁire additional
"information concerning this matter, an oral briefing will be
arranged for you &t your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelllgence Pollcy and Review
U.S. Department of Justice .
Room 6150
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INTELLIGENCE QUVERSIGHT BOARD MATTER

FIELD OFFICE . 12
20081 u) b7E

() - _

. o ‘ By electronic communication dated April 27,
2006, the Federal Bureau of Investigation (FBIY,|
Field Office, reported a possible Intelligence Oversight Board
(IOB) matter. The FBI reported that, on November 16, 2005, the
FBI drafted a National Security Letter (NSL) pursuant to 18
U.5.C. § 2709 seeking electronic communication transactional
records from the internet service provider| _1 The
NSL reguested the name, address, length of sService, and email
header information for the subject of the investigation. The
NSL specifically directed that | not include
message content or subject fields i1n 1its response.

.- - - - 2 The FBI served the NSL on | and
| Iprovided the results to the F3T. On April 26, '
2006, the FBI reviewed the results of the NSL. Upon review of
~he NSL results, the FBI learned that]| response -
exceeded the scope of the NSL. Specificall in addition to
providing the email header information,
improperly provided the “subject" field ©I each emazil
transaction. The FBI immediately sealed and sequestered the
information and placed it in a safe. The FBI did not enter any’
information into the case file. Moreover, the FBI plans to
notify the internet service provider of its error to avoid
future mistakes. ’ - ' '
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"'::?S;: Here, an error on the part of]

~resulted in the unintentional acguisition of 1information , '
"through an NSL. Based upon our analysis, 'in accordance with b4
the reporting requirements of Section 2.4 of Executive Order D7D
12863, the carrier's mistake must be reported to the IOB. ‘
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(12-19-06) —IT #6

10B Chart o
Attorney work product
[0BNo.  [Date FISAissue | Service | 10B Notes
Completed _ | Provider's | violation
error
2009 12/14/05 Yes Yes Target's phone line was accidentally shared
' | with other person
2006 12/02/05 || No |
06 1212105 NSL No Yes NSL - error on letter - wrong email
005 121105 No Yes Wrong phone number ’
2006 L1/08/05 | extension
2005 11/09/05 exfension
2006 11/02/05 Exlension |
2003 1072505 No No AG authority to use FISA
2005 10/13/05 extension
2005 10/7/05 NSL TNo
2005 10/07/05 Yes | Did interview after
2005 10/04/05 AG exempt No AG exemption violation - exceeded limit
2005 10/03/05 bias not renewed
2005 9227105 Yes No
20051 976105 AG exempt . |No AG exemption violation ~ deposit overage
054 8/26/05 Yes | Yes Provider gave wrong phone numbers
051 716005 Yes Yes provided another persor
20051 115105 No Pen register/T&T - improperly served -
service provider niot cleared - security issue
20051 71105 No Failed to complete timely search retun
20031 6/1/05 No Yes No renewal authority for fax number
20054 5/18/05 Ves Yes Over-collection
20054 5/16/05 Ves Yes Over-collection
2005 5111105 Yes Target was no fonger using the phone,
somebody else was

ALL THFIRHATION CONTAINED |

HERETH I3 UNCLASSIFIED. .

DATE =3?—N'-‘g‘[ﬁ’\?%s‘ﬁ%ﬁ'_:’I'I'E‘I_.f}iSR,.f?}JJ
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10BChart

FBIX0000002

{(12-19-06) —-XIT #6

Attorney work product
IOBNo. | Date FISA issne | Service 10B Notes |
Completed ' Provider's | violation
. error - :
000 || /605 | Yes Target was no longer using the phone,
| } somebody else was
00 53105 NSL Yes Typo on phone on NSL
0] 4/14/05 Yes Target was no fonger using the phone,
| somebody else was ~
2003 330/05 Yes Contacted
200 3129/05 Yes Yes =
2005 1105 Yes "No anntal LHM
2004 2024105 Yes Late 90-day and annual LHM
2003 17105 Yes  Yes Collection on wrong email
2003 210005 Yes Late 0-day LHM
2004 2/16/05 Yes | FBI accidental Bearch results
00 (205 Yes  [mosvrmymam -
2009 317105 Yes Contacted
Q@ 315105 id physical surveillance
02 S contacteq
200§ 31105 NSL but it did not (new AG
guidelines)
2005 220105 No Yes | Inadvertent recording
2004 14005 |
2003 2/14/05 investigative activity
- . took place while | “
2003 211105 No Yes. {
]
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NSL VI0-24780

10B Chart
Attorney work product
IOBNo. | Date FISAissue |Service  [IOB | Notes
Completed Provider’s | violation
error i
200] 2/9/05 No .Did.iumirgative activity ;
te
004 23105 No Teerviewl___ -
1 1131105 NSL Yes | Yes Provider gave more info than
" requested/authorized - gave content
2004 1/19/05 No | Target moved
2004 1/10/05 Yes Yes- Service provider provided
2004 1/10/05 No  |Ves phone used by a |
| person that was not the target
00 (105 Ve |Ves ;L—ﬁ] |
' ' was not the target
12004 1/6/05 | Yes
longer used the phone
2004 114105 Yes Yes - | Service provider gave more than authorized
and gave to another investigation -
f 10721104 NSL Yes | Obtained banking info without NSL
04 915004 NSL Yes | Field cited 1681v instead of 1681u
2004 8127104 Yes
2003 8127104 AG exemp No Needed exemption for 3 items, only got
exemption for 2items |
2004 8/26/04 Yes | Agents thought thag
[ |
200 315106 NSL No Yes Phone number typo on NSL

(12-19-06) ~IT #6
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" TOB Chart

Attorney work product
I0BNo. | Date FISAissue |{Service | IOB Notes
Completed Provider's | violation
| | | error :
2006 | | NSL No Yes Phone number typo on NSL
006 | NSL No Yes Requested more from NSL than legal can
2006 NSL Yes Yes Provider gave more than we asked for
061 Yes Yes Provider intercepted the wrong number
006 NSL Yes Provider gave more info (other than subse-
| riber info) than we asked for - same person
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U.S. Department of Justice

Federal Bureau of Investigation

SESRET

Washington, D. C. 20535-0001
BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17%" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter .

2006 (0) | o

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and internatiocnal terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
(U) . '

Enclosure
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_SEenst_

'Mr. Stephen Friedman

- Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U) '

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
" Attorney General
U.S. Department of Justice
‘Room 5111 ‘

1 - Mr. James Baker : ‘
' Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room &150 ' :
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