. the Premdent may designate.

EX'ECUTIVE ORDER NO 12334 OF PRESIDENT'S INTELLIGENCE
OVERSIGHT BOARD : :

(December 4, 1981, 46 F.R. 59955)

! By the authority vested in me as President by the Constitution and statutes of the-
¢ United States of America, and.in order to enhance the security of the United States

by assuring the legality of activities of the Intelhgence Community, it is hereby or-
dered as follows:

Section 1. There is hereby estabhshed within the Whlte House Office, Executive Of '
fice of the President, the President’s Intelligence Oversight Board, which shall be

t composed of three members. One member, appointed from among the membership

of the President’s Foreign Intelligence Adwsory Board, shall be de51gnated by the
President as Chairman. Members of the Board shall serve at the pleasure of the
President and shall be appointed by the President from among trustworthy and dis- -
tinguished citizens outside the Government who are qualified on the basis of
achievement, experience and independence. The Board shall utilize such full-time
staff and consultants as authorized by the President.

Sec.’2. The Board Shall: -

(a) Inform the President of intelligence activities that any member of the Board be-
lieves are in violation of the Constxtutlon or laws of the Umted States. Exetutive
orders, or Presidential directives;

(b) Forward to the Attorney General reports received concermng mtelhgence activi-
ties that the Board believes may be unlawful;

¢) Review the internal guidelines of each agency within the Intelhgence Com_mumty
concermng the lawfulness of intelligence activities;

—

(d)° Review the ‘practices and procedures of the Inspectors General and General

¢ Counsel of the Intelligence Community for discovering and reporting intelligence ac-

tivities that may be unlawful .or contrary to Executive order or Presidential dn'ec—
tive; and

{e) Conduct such investigations as the Board deems necessary to carry out its func-
tions under this Order.

Sec. 3. The Board shall, when reqmred by this Order; report dn'ectly to the Presi--
dent. The Board shall consider and take appropriate action with respect to matters
identified by the Director of Central Intelligence, the Central Intelligence Agency or

" other agencies of the Intelligence Community. With respect to matters deemed ap-

propriate by the President, the Board shall advise and make appropriate rec-

. ommendations to the Director of Central Intelligence, the Central -Intelligence Agen-
: CY, and other agencies of the Intelligence Commumty :

E Sec. 4. The heads of departments and agencies of the intelllgence Community shall,

to the extent permitted by law, provide the Board with all information necessary
to carry out its responsibilities. Inspectors General and General Counsel of the In-
telligence Community shall, to the extent permitted by law, report to.the Board con-

' cerning intelligence activitiés that they have reason to believe may be unlawful or
; contrary to Executive order or Presidential dlrectlve ’

Sec. 5. Information made available to the Board shall be given all necessary security
protection in accordance with applicable laws and regulations. Each member of the
Board, each member of the Board’s staff, and each of the Board’s consultants shall
execute an agreement never to reveal any cl { oUBARon obtained by virtue
of his or her service with the Board except. :ﬁ%‘l resuien or to such persons as
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EXECUTIVE ORDER NO. 12334

- Sec. 6.- Members o serve without compensation, but may recef
transportation expense, and per diem. allowance as authorized by law. Staff and o3
sultants to the Board shall receive pay and allowances ag authorized by the Preg
dent. o ' Co . '

RONALD REaGaN




EXECUTIVE ORDER NO. 12863, PRESIDENT’S FOREIGN. INTELLIGENCE
ADVISORY BOARD :

(September 13, 1993 58 F.R; '48441)

By the authority vested in me as President by.the Const1tut1on and the laws
the United States of America, and in order to enhance the security of the United

mted States, and to assure the legality of act1v1t1es of the Intelhgence Commumty,‘
is ordered as follows: o :

Part 1. Assessment of Intelhgence Actwltzes :

. Section L1. There is hereby established within the W'hlte House Oﬁice Execu-
tive Office of the President, -the President’s Foreign :Intelligence Adwsory Board
(PFIAB). The PFIAB shall consist of not more than 16 members, who: shall serve
at the pleasure of the President and shall be appointed by the  President from
among trustworthy and distinguished citizens outside the Government who.are
ualified on the basis of achievernent, experience and independence. The President
qhall establish the terms of the members upon their, appointment. To, the extent
practicable, one-third of the PFIAB at ‘any one time shall be comprised of members -
‘whose term of service does not exceed 2 years..The President shall designate a
hairman and Vice Chairman from among the members. The PFIAB:shall utilize -
full-time staff and consultants as authorized by the ‘Président. Such staﬂ' shall be
beaded by an Executlve Director, appointed by the Pre51dent

Sec. 1.2. The PFIAB shall assess-the quahty, -quantity, and adequacy of 1nte‘l-'
ligence collection, of analysis and estimates, and of counterintelligence and other in-
telligence activities. The PFIAB shall have the authority to review continually the

erformance of all agencies of the Federal Government that are engaged in the col-
Fctmn evaluation, or production of intelligence or. the execution of; mtelhgence pol-
1€y The PFIAB shall further be authorized to assess the adequacy: of management,
personnel and organization in.the intelligence agencies. The, heads. of departments
and agencies of the Federal Government, to the extent. permltted by law; shall pro-
. vide the PFIAB with access to all mformatlon that the PFIAB deems neceseary to
¥ carry out its responsibilities.

Sec. 1.3. The PFIAB shall report du'ectly to the PreSIdent and adwse ‘him ¢oti-

ties of the agencies. of the Intelhgence Community..The. PFIAB shall .report- ‘periodi-
cally, but at least semiannually, concerning its findings and appraisals-and, shall
make appropriate recommendations for the 1mprovement ‘and enhancement of .the
mtelhgence efforts of the United States.

Sec. 1.4. The PFIAB shall consider and recommend appropnate actlon w1th re-
spect to matters, identified to the PFIAB by the Director of Central Intelligence, the
Central Intelhgence Agency, or other Government agencies engaged in intelligence.
or related activities, in which the advice of the PFIAB will further the effectiveness
of ‘the national mtelhgence effort. With respect to matters deemed appropriate by
the President, the PFIAB shall advise and make recommendations to the Director
of Central lntelhgence the Central Intelhgence Agency, and other Government
agencies engaged in intelligence and related activities, concerning ways ‘to achleve
increased effectlveness in meeting natlonal mtelhgence needs

Part 1L Over51ght of I.ntelhgence Activities ‘.

Sec. 2.1. The Intelligence Over51ght Board (IOB) is hereby estabhshed as a
standing committee of the PFIAB. The IOB shall consist of no more than four mem-
bers appointed from among the membership of the PFIAB by the Chairman of the
PFIAB. The Chairman of the IOB shall be appointed by the Chairman of the
PFIAB. The Chairman of the PFIAB may also serve as the Chairman of the IOB.
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EXECUTIVE ORDER NO. 12863

The I0B shall utilize such qu-txme staﬁ and consultants as authonzed by the
Chalrman of the PFIAB.

Sec. 2.2. The I0B shall: ’ ’

- {a) prepare for the President reports of mtelhgence actlvmes that the I0B .
believes may be unlawful or contrary to Executive order or Presidential direc-
tive;

(b) forward to the Attorney Genera_l reports received concerning intelligenge
activities that the IOB believes may be unlawful or contrary to Executive order
or Presidential directive;

(¢) review the internal guidelines of each agency 'mtbm the Intelhgence
Community that concern the lawfulness of intelligence activities;

(d) review the practices and procedures of the Inspectors General and Gen-
eral Counsel of the Intelligence Community for discovering and reporting int
ligence activities that may be unlawful or contrary to Executive order or Presi!

" dential directive; and - :
" (&) conduct such mvestlgatlons as the IOB deems necessary 1o carry out its
functions under this order.

Sec. 2.3. The 1I0B shall when required by this order report to the President
through the Chairman of the PFIAB. The IOB shall consider and take appropriate
action with respect to matters identified by the Director of Central Intelligence, the
‘Central -Intelligence Agency or other agencies of the Intelligence Community. Wit
respect to matters deemed appropriate by the President, the I0B shall advise: and
make appropriate recornmendations to the Director of Central Intelligence, the Ce
tral Intelligence Agency and other agencies of the Intelligence Community.

" Sec. 2.4. The heads of departments and agencies of the Intelligence Commu
to the extent permitted by law, shall provide the I0OB with all information that
IOB deems necessary to carry out its responsibilities. Inspectors General and (
eral Counsel of the Intelhgence ‘Community, to the extent permitted by law, 5
report to the IOB, at least om a quarterly basis and from.time to time as necessi
or appropriate, concerning intelligence activities that they have reason to béli&
may. be unlawful or contrary to Executive order or Pres1denmal darectwe

Part ITL Genera.l Prowsmns

Sec. 3.1. Information made available to the PFIAB, or members of the PFIA
acting in their IOB capacity; shall be given all necessary security protection in
cordance with applicable laws and regulations, Each member of the PFIAB,
member of the PFIAB’s staff and each of the PFIAB’s consultants shall execut
agreement never to reveal any classified information obtained by virtue of his orhéx
services with the PFIAB except to the Pre51dent or to such persons as the Pre51
may designate.

Sec. 3.2. Members of the PFIAB sha]l serve without’ compensatmn but may?
ceive transportation expenses and per diem allowance as authorized by law.
and consultants to- the PFIAB shall receive pay and allowances as authonzed b
President.

Sec. 3.3. Executive Order No. 12334 of December 4, 1981, as amended
ecutwe Order No. 12537 of October 28, 1985 as amended are revoked

WILLIAM J CLINT )
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SR S - F’RESIDENT'S FOREIGN INTELLIGENCE ADVISORY BOARD
LT Executive Order 12863 of September 13, 1993
58 Fed Reg 48441

By the authority vested in me as President by the Constitution and the iaws of the

United States of America, and in order to enhance the security of the United States by -
improving the quality and effectiveness of intelligence available to the United States, and
- to assure the legality of activities of the intelligence Community, it is ordered as follows:

: ~ Partl. Assessment of tnteliigence Activities‘
- SectiorT 1. 1. Thereis hereby established within the Whlte House Of‘ﬁce Executive
. Office of the President, the, President’s. Forergn lnteihgence Advxsory Board: (PFTA%T he
PFIAB shall consist of not more than 16 members "who shall serve at the pleasure of the
President and shall be appointed by the President from among trustworthy and
distinguished citizens outside the Government who are qualified on the basis of
achievement, experience and independence. The President shall establish the terms of
~ the members upon their appointment. To the extent practicable, one-third of the PFIAB at
any one time shall be comprised of members whose term of service does not exceed 2-
years. The President shall designate a Chairman and Vice Chairman from among the:
- members. The PFIAB shall utilize full-time staff and consultants as authorized by the
President. Such staff shall be headed by an Executive Director, appointed by the President.

b

Sec 12 The PFIAB shall assess the quality, quantity, and adequacy of intelligence
" collection, of analysis and estimates, and of counterintelligence and other intelligence
activiies. The PFIAB shall have the authority 1o review continually the performance of all.
-agencies of the Federal Government that are engaged in the collection, evaluation, or
production of intelligence or the execution of intelligence policy. The PFIAB shail further
be authorized to assess the adequacy of management, personnel and organization in the’
intelligence agencies. The heads of departments and agencies of the Federal Government,
to the extent permitted by taw, shall provide the PFIAB with access to all information that '
the PFIAB deerns necessary o carry out 1ts re5p0n51brhtres

Sec. 1.3. - The PFIAB shall report d:rectly to the Presrdent and advise him concerning
the objectives, conduct,. management and coordination of the various activities of the
agencies of the intelligence Community. The PFIAB shall report periodicaliy, but at ieast
semiannually, concerning its findings and appraisals and shall make appropriate

- recommendations for the 1mprovement and enhancement of the- !ntelllgence efforts of the'
 United States. .

Sec. 1.4. The PFIAB shall consider and recommend appropriate action with respent
to matters, identified to the PFIAB by the Director of Central Intelligence, the Central -
Intelligence Agency, or other Government agencies engaged in inteliigence or related
activities, in which the advice of the PFIAB will further the effectiveness of the national |
intelligence effort. - With respect to matters deemed appropriate by the President, the

NSL VIO-24650



S ) \7 'PFIAB shall advise and make recommendations to the Director of Central lntenigence, the
S ' Central intelligence Agency, and other Government agencies engaged in intelligence and

related activities, concerning ways to achleve increased effectiveness in meetmg national
: mtelilgence needs

Part 1. Oversight of lnte!hgence Actlvmes

: o’z-! ."iﬁﬁ-g,\s hereby established as a
standing committee OF. the PFIAB-ThE 10B “shall consist ofno more than four members

appointed from among the membership of the PFIAB by the Chairman of the PFIAB. The
Chairman of the 108 shall be appointed-y the Chairman of the PFIAB. The Chairman of
the PFIAB may alsc serve as the Chairman of the 10B. The 10B shall utilize 'such full-time.
staff and consultants as authorized by the Chairman of the PFIAB.

Sec 2.2. The IOB shal[

(a) prepare for the President reports of intelligence activities that the IOB believes
may be unlawful or contrary to Executive order or Presidential directive; '

(b) forward to the Attorney General reports received bconceming intelligence
activities that the 10OB beheves may be unlawful or contrary to Executive order or
' -Presxdentlai directive;

(c) revrew the internal gwde!mes of each agency within the lmelllgence Communlty
that concern the !awfulness of intelligence actwstnes :

(d) review the practices and procedures of the Inspectors General and General A
- Counsel of the Inteliigence Community for discovering and reporting intelligence activities
‘that may be unlawful or contrary to ‘Executive order or Presidential directive; and

(e) conduct such lnvestlgatlons as the 10B deems necessary to carry ‘out its
functions under this order.

Sec. 2.3 The IOB shalf, when required by this order, report to the President through
the Chairman of the PFIAB. The 10B shall consider and take appropriate action with
respect to mafters identified by the Director of Central intelligence, the Central Intelligence
Agency or other agencies of the Intelligence Community. With respect to matters deemed
appropriate by the President, the I0OB shali advise and make appropriate recommendations

* to the Director of Central Intelligence, the Central Intelllgence Agency and other agencies
of the Intelligence Commumty '

‘Sec.2.4. The heads of departments and agencies of the }ntelhgence Commumty
- to the extent penmtted by law, shall provide the IOB with all information that the IOB deems
necessary o camy out its responsibilities. lnspecto ::Generai and Géneral Counsel-of the
intelligence Community, to the extent perml’ﬁ'ed by law: shall report to'the 10B, at least on
a quarterly basis and from time to time as necessary or appropriate, concerning intelligence
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."

activities that they have reason to belleve may be’ﬁ'ﬁrev»{f', ror. contrary to Executlve ‘order

' .or Presudentlal durect:ve

Part lll. General Provisions

Sec. 3.1. Information made available to the PFiAB or members of the PFIAB acting

'b in their IOB capac1ty, shall be given all necessary security protection in accordance with _
~ applicable laws and regulations. Each member of the PFIAB, each member of the PFIAB's -

staff and each of the PFIAB's consultants shall execute an agreement never to reveal any
classified information obtained by virtue of his or her services with the PFIAB except to the
President or to such persons as the PreSIdent may desugnate

Sec. 3.2 32 Members of the PFIAB shall serve without compensation but may receive
transportation expenses and per diem aliowance as authorized by law. Staff and

‘ oonsuitants to the PFIAB shall receive pay and allowances as authorszed by the Pres:dent

Sec, 3.3. Executive Order No, 12334 of Decembek‘ 4, 1981 [note to this section] as
amended, and Executive Order No. 12537 of October 28, 1985 [50 USCS § 403] as
amended are revoked. '
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' ';YTHE WHITE HOUSE

WASH.INGTON -
| ~;ntéﬂigcncé- : S
7 Oversight Board™ ~
- November 13,2006 . . . -
Dear Ms Thomas

o Tha.uk you for your Mareh 28 2006 Ietter to the prevmu.s Intelhoence Overs1=,ht Board (IOB)
~ counsel seeking agreement on reporting procedures for third party errors in the collectlon of S
- m.formatlon pursuant to'a Na‘uonai Security Letter (N SL).- As youmay know, a respoase to your' e
proposal was placed on hold pending refinements to the [OB process. WhJ.le ﬁnai dECISIOnS are: e
- still pendmo we are now able to reSpOnd to your proposal : I

‘ :~We agre° that the tl:urd party eI70rs you descnbe should cormnue to be reported to your ofﬁce R
. and effectively immediately; they do not have to be reported ta.the JOB.  The procedures
- described in your letter for handling errors made by recipients in responding to NLSs are o
_ acceptable.. “Thank you for'sug gesting ﬂll.S mpoﬁant process chance wmch isoot, contra.ry to the: B
o ;'1erter or spmt of the E‘cecu‘nve Order : S s

"‘Plea.se do not hesrtate to contact me at (207) :.-95-9173 1f you have any quesnons , SRS

| '-',-i:;;-smcerely,_,_ s

Darlcnc M Conneﬂy /
Genera.l Coun.se]

. 1'.‘& :

Ms JuheF Thomas

- Deputy General Counsel
S :\Ianonal Secu.nty La.w Bra.nch

- Federal Bureau of I_nvesuoanony e
- 935 Pennsylvania Avenue, NW_ -

Washmcrton D C ’)0333 0001 IR



May 2, 2006. ~
‘BY COURIER "

" Mr. Stephen Friedman
Chairman :
Intelligence Over51ght Board
Room 50209 :
i New Executive Office Building
| 725 17t Street, Northwest
i  Washington, D.C. :

Dear Mr. Friedman:

| : Enclosed for your information is a self- —explanatory . o2
memorandum entitled- “Intelllgence Oversight Board Matter
2006 (U)

, .~ The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations.. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted
(0)

Enclosure

1 - 278-H0-C1229736-vio— (347

Derive - G-3
D §sify On 1

Dep. Dir,
Chief B

Stafi,
Off. of Gen.

Counsel
Ass\..Dir.;

Cam. try.

cJIs

Finance .

info. Res. i - -

insp., i . N _
Lab. - : - '

National See. ___ S

Personnel . ) .

Training ) ) . )
b | | , NSL VIO-24655
& Conp. Affs,____ . ’ ‘ Fel/Doy

'\oi:oaw-’s Ofice __ MAIL ROOM [0)




ShOuld-you'or aﬁy'member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincérely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111 )

1 - Mr. James Baker :
Counsel, Office of Intelligence Policy and Review
U.8. Department of Justice
Room 6150

APP R&y * Erim""“-;— ﬁsoection oot '
ED. ":';iuasﬂce ] Labffamr?——— a?fa."l?gea
' e Affairs

Director__ en.
Deputy Oirector____ info, Res

‘. i M1, of Public &
Peram;nel_____~ Cong, Affs.

T :
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Mr. Stephen Friedman
Chairman
Intelligence Oversight Board

New Executive Office Building

Washington, DC

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
letterhead memorand

Board (IQB) Matter,

E—

June- 29, 2006
BY COURIER

entitled "Intelligence O

rersight

b2
i~ 7
NS

- {(U)

¥ kol
Y oS
L]

DIVISION, IOB Matter 2006

The LHM sets forth details of investigative activity which
the FBI has determined was conducted contrary to the Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection, and /or laws, Executive Orders,
or Presidential Directives that govern FBI foreign

counterintellig

(0)

Enclbsures

1 - Ms, Julie F, Thomas

% :|278—HQ~C1229736—VIO—- {
1

Dep. Di.

Chief 6t
Stall,

Off. of Gen.
Counsel

Asst..Dir.:
Crim. lnv.
[oll 1y
Finance
inio. Res.

Training
Ofl. ol EEDA
Ofl. of Public

& Cong. Atts.____
- Director's Office ___

- Inspection {(IOB 2006

HAIL ROOM [

K}

ence and international terrorism investigations.
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Should you or any member of your staff require additional
information concerning this matter, or oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas .
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General.
US Department of Justice
Room 5111

1 - Mr. Jame$ Baker
Counsel, Office of Intelligence Pollcy and Review
Us Department of Justice
Room 6150

Hshection Training

apsratory 2t of £EO

ationat SC. Afiairs

PR 21, of Public &

_ Pérsonnzl Cong. Afis. A

APPROVED: S ——

‘ Finance
Director___ .. Gen.Gouns
Deputy Direclor Into. Resw

}lr
r
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INTELLIGENCE QVERSIGHT BOARD (IOB) MATTER -
IVISIpN
I0B MATTER 2006

bl

The Federal Bureau of Investigation's Division b?
ronnrtoen thig natgntigl TOR matt+aor 1’1voljing b I)E

()| e
(Sj% | bl

~T

b7E
bé

>< b7C

151

‘bl

- b7E
b4
b7D

. bb
b7C

18]

h'd

From June 2, 2005 thru October 4, 2005, I:Id‘id not have -
a LS for the covered FISA account, because FBI Language Services bz
was unable te-find a sufficient number of LSs who understood the — D/E
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"iS:la.
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SA transferred squads andrsal____T_____ﬂ_Jbecame the
new races agent On Qctnhey & 20058 o Was adviged thot bl

(sj, b2

Ntin
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A
e
e

p7C
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be
(3) b7C
: TSI NE]
Joii
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k\fl

(5]

><

_0GC ‘has referred this matter to the FBI's Inspectlon
DlVlSlon for7attion deemed. approprlate (U)
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er.
Chai

Stephen Friedman

rman

May 16, 2006

BY COURIER

Intelligence Oversight Board
Room 50209 '

New Executive Offlce Building
725 17" Street,
Washington,

Dear

memo
2006

laws

"investigations.
Internal Investigations Section,
determination of whether any administrative action is warranted.

(V)

Enci

Mr.'Friedman:

- Enclosed for your information is a self-explanatory
andum entitled “Intelllgence Oversight Board Matter

, Executive Orders,

osure

D;C.

(U)

Northwest

1 - 278-HQ-C1229736-VIO— ,{3’7‘—[

. Dep. Ou.
Chief 6f.
Staft
Off. of Gen.
Counse!
- Asst.Dir.:
Cam. Inv.
cJIs
-Finance
Into. Res.

Insp.
© Lab.
National Sec. ___
Personne!
Training
Oft. of EEDA
Oft. of Pubiic:
& Cong Afts__
: Director's Office ___

MAIL ROOM [}

Deri rOm.: -3
D 5ify On:
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~

" The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
or Presidential Directives which govern
FBI foreign counterintelligence and intern&tional terrorism

This matter has also been referred to our
Inspection Division,

bz

FBI/DOJS



Should you or any member of your staff require additional

information concerning this matter, an oral briefing will be
arranged for you.at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

1

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General :
U.5. Department of Justice
Room 5111

‘1 - Mr. James Baker
‘ Counsel, Office of -Intelligence. Pollcy and Review
" U.S. Department of Justice
Room 6150

Trai0iNG e
Ol {nspeguion _
p.??%@‘jiﬂ ccr;{g.mv I‘:;?‘Syey Q:ﬁ:fm
ot L oyt o pudic &

Gen. Coun

Tong. Afts. e
\nifo.Res. :

Directdl e
Deputy AT L ——

PR Y . . —

SESRET =
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(0} |

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2

FIELD OFFICE ’ b7E
IOB MATTER 20061 hU) ' ‘

_ “”“;ggi; By electronic communicatiop-dared March 29, 2006,
the Feder Bureau of Investigation (FBI) Field
Office reported that, on November 23, 2004, the FBI submitted a

National Security Letter (NSL)[f:ffiE? telephone toll billing
T

bl

23 Es 3 N
i‘:}

O

records of a certain target to Due to a typographical
error, the telephaone pumber on NSL was erroneously
transcribed. On the telephone records were
opened and it was determined that they were not the target's

oo oo

¢

~records. The telephone records were destroyed without further

review.

wﬁﬂ”,_w;2§<;lpue to the incorrect number stated in the NSL, the
FBI receiwved telephone toll billing records pertaining to a

telephone number that was neither under investigation nor related
to an investigation. The error was discovered upon receipt of
the information, and the records were neither reviewed nor used

for any investigative purpose. Despite the inadvertent nature of

the mistake, the fact remains that information was improperly
collected on a telephone number unrelated to an investigation.
The overcollection was a violation of Section V.12. of The
Attorney General's Guicdealir=se for FBI National Securitv
Investigations and Foreign Tntelll ence Collectlon Thus, the .
matter is being reported to tne I0B.

(Uh“w_wuwmﬁﬂ
~ Letters in conformity with 18 U.S.C. § 2709 (relating to

! S Section V.12. authorizes use of National Security .

subscriber information, toll billing records, and electronic
communication transact:ional records). The statute reguires that
information sought is relevant to an authorized national. security
investigation. .
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June 16, 2006  ~
BY COURIER

Mr. Stephen Friedman
Chairman ‘ .
Intelligence Oversight Board
Room 5020 ' S
New Executive Office Building
725 17" Street, Northwest
Washington, D.C. -

Dear Mr. Friedman:

memo
2006

Enclosed for your information is a sélf—explanatory no
Tiffffjentitled “Intelligenc¢e Oversight Board Matter
(4) :

' The memorandum sets forth details of investigative

activity. which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
- laws, Executive Orders, or Presidential Directives which govern
' FBI foreign counterintelligence and international terrorism
~investigations. This matter has also been referred to our-
Internal Investigations Section, Inspection Division, for a

determination of whether any administrative action is warranted.
( : _

Enclosure

1 - 278-HO-C1229736-VIO=

Dep. Dir.

Chiet of
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Counsel

Asst..Dir.:
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Off. of EEQA
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et
Should you or any member of your staff require additional

information concerning this matter, an oral briefing will ke
arranged for you at your convenience. (U).

r. Stephen Friedman .

Sincerely,

Julie F. Thomas v
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
" Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150
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é@XET

INTELLIGENCE. OVERSTGHT BOARD (IOB) MATTER . C%

FIELD OFFICE : o7k
IOB MATTER 2006+ (U) ' '
bl
b2
b7E
b7A
bIA
;)Si; Under the Attorney General's Guidelines for FBI
National Security Investigations and Fgreiaon Tntelligence
Conllertinn effective Octrnher 37 2003 et
IR . DA
D=V S = =S 5 J e MY~V B ¥ 20 W M ¥ reI'
f53”'“”m“"wm'mwuﬂnwmwwmA“N" and the FBI issued an NSL on
Fepruary o, ZuUo. 1T was Improper for the FBI to issue the NSL

and thus, the matter is being reported to ;he I0B.
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August 31, 2006 -~
BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
"Room 50209 ) ,

New Executive Office Building.

725 17" Street, Northwest - '
Washington, D.C. S ' S

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory 1?0
memorandum entitled “Intelligence Oversight Board Matter
2006 (0)

: " The memorandum sets forth details of investigative
act1v1ty which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Countérintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations.. This matter has alsc been referred to our
Internal InvestigationS'Section, Inspection Division, for a

‘"determination of whether any administrative action is warranted.

- (0) : :
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Should you or any member of your staff reguire additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

“Mr. Stephen Fﬁiedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honcrable Alberto R. Gonzales
Attorney General
U.5. Department’ of Justice
Room 5111

1 - Mr. James Baker v
' Counsel, Office of Intelligence Pollcy and Review
U.S. Department of Justlce
‘Room 6150 -

'ED Crim. Inv,_ Inspection Training ~
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INTELLIGENCE OVERSIGHT BORRD (IOB) MATTER b2

FIELD QFEEICE o . B7E

IOB MATTER 20061 (U) : -

1 , » ‘ ) .
“:}ﬁi:By electronic communication_dat i1 18, 200¢,
the Federal Bureau of Investigation (FBRI) Field Office

reparted that on fThyee Separate occasions, durlndg the time period
of tol | the Field

- HOWEVETr, because the 1nformation

that 15 allowed TO D& ObTZined pursuant to an NSL is very .
specific, and “all images uploaded” is not specifically allowed:
pursuant to an NSL, the Field Office erroneously
utilized the NSL. The information that was obtained beyond the
scope of the NSL shall be sequestered. The inappropriate
utilization of the NSL was in violation of V.12. of The Attorney
General's Guidelines for FBI National Security Investigations and

Off; in opriately utilized a National Securrity Letter (NSL).
The IField Office drafted NSIL reguesti L3 ional
- records and all images uploaded. :

Foreign Intelligence Collection.' Thus, the matter is being

" reported to the IOB.

Derive : G-3
Deetdssify on:

M;:&ﬁ:QSection V.12. authorizes use of Nationa1‘Security
Letters in conformity with 18 U.S.C. 2708 (relating to subscriber
information, toll billing records, and electronic communication

transactional records). The statute requires that information

sought is relevant to an authorized national security
nvesblgaélon
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(Rey 01-31-2009)

3 :
‘ SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE - Date: 02/10/2006
To: Counterintelligence 17 Attn: CD-2C, SSA
General Counsel nIE Attn: NSLB
Inspection . Attn: IS
Do
From: b7C
Contact: SA
Approved By:
Drafted By:
bl
Case ID #:/(s) D2
I 278-HQ-C1229736-Vi0 (Pending) ,V*¥' | oo
Title: (S) jb6
' . b7C
‘ “— _ hiA
(U}~ Synopsis:- To advige FBIHQ of facts that could
conceivably be“xreportable to the I0B. The Division 1o

sent an NSL requesting billing and subscriber records for a
cellular phone believed to be owned by the subject, however in

addition, the company returned the records of_the tw 2)
prior subscribers for that telephone number.l is
forwarding the facts surrounding this incident To to
determine whether there is a reportable IOB violation.

(T :}Q{ Deriv 3
~ Dec ify On: 031 b1

(5 | w2

b7E

L7E
EUhmm_wEnclosure%s)f’;>§i; A copy of the driginal‘National Security ]
Letter cover EC; a copy of the National Security Letter; and a o4

c f records from b7D
and submission of .

results tO The I1le.
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To: CounLexinLelliaence_1From: | bh7E

Re: (S) 02/10/2006 57A

Details: :>§1v On 11/14/2005 SA |requested a National
rte ]

Security Letter (NSL) to be drat or the "subscriber name,
—addregs " tensth -f geruice  and.-Incal and

;P%g On 12/0FL2Q25__an_NSL_was sent tol |
Division fo deliver to |

The NSL advised "Under the authority of Executive
Order 12333, dated December 4, 1981, and pursuant to Title 18,
United States Code (U.S.C.), Section 2709 (as amended, October
26, 2001), you are hereby directed to provide the Federal
Bureau of Investigation (FBI) the name, address, length of
serv1ce, and all local and long distance toll records for the

oo
I=J oy
o (7

b,; .C). Gt g
~d
L.
3

bl

>y 21, 2005,

forwarded the
whlch were plac nto

Upon e records‘ arrival to Division,
reviewed the cover EC and the documents and
discovered that the records included not only the billing
records for the subject, who was the current subscriber for
the number, but also the billing records for the two {2) prior

subscribers.

. . Ww_w:kgi SA[;::::]consulted with CDC
who adv1sed that the records of the previous two subscribers

should be sealed in an envelope until determination was made -
as to whethe is needed to be referred to FBIHQ. On January
20, 2006, SA ealed the documents in an envelope.

SSA '

Subsequently, [advised s that CDC
| had recommended that this matter should be
referred to FBIHQ to determine if this is an IOB v1olatlon and

that the documents in question should be sealed.

e o This sealed envelope will be placed into the
file pending rther instructions.

&y@

2

NSL VIO-24672

oo

b2
b7E

b7D
bi7A

bl
b2

bTE
b6

Yoy TF Y
A s

LTA

-1 &
(@)



W é;;aﬁ%

LEAD(8) :
Set Lead 1: (Info)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

“:>Q§: Read and clear.

Set Lead 2: (Action)

(-

GENERAL COQUNSEL

AT WASHINGTON, DC

e -
MW_“M;>SE; NSLB is requested to advise
appropriafe ndling procedures of the records received that

were outside the scope of the NSL.
Set Lead 3: (Info)

II

AT INSD

wmww;>g( Read and clear.
-

+¢
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To: Cou i i From: | |
Re: (S) 02/10/2006
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U.S. Department of Justice

Federal Bureau of Investigation -

- In Reply, Please Refer to
- File No.

December 7, 2005

..... - Under the authority of Executive Order 12333
dated December 4, 1981, and pursuant to Title 18, United
States Code (U.S.C.), Section 2709 (as amended October 26,
2001), you are hereby directed to provide to the Federal
Bureau of Investigation (FBI) the name, address, length of
service, and all local and long distance toll records for the
following telephone number:

bl
8y
_ (U) In accordance with Title 18, U.S.C., Section
2709(b), I certify that the name, address, length of service,
and local and long distance toll information sought are
relevant to an authorized investigation to protect against
international terrorism or clandestine intelligence
activities, and that such an investigation of a United States
person is not conducted solely on the basis of activities
protected by the first amendment to the Constitution of the
United States.
jexl
1 - _Addressee bfﬁ
] - b /7511
«s)- D7A 2957
- 66F tC101278-ECPA NSLS~ DeTr From: =
Decl £y + X1
KAM: kam ' '
bl
SEDRET - Y
’ b7E
b7A
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(U) You are further advised that Title 18, U.S.C.,
Section 2709(c), prohibits any officer, employee or agent of
yours from disclosing to any pérson that the FBI has sought or
obtained access to information or records under these
provisions. . : :

(U) You are reduested to provide records to the

Field Office of the FBI within five business days from 1

the date of receipt of this letter. Any questions yo S
regarding this request should be directed only to the | bTE
Field Office. Due to security considerations, you shou

neither send the records through the mail nor disclose the

substance of this request in any telephone conversation.

, (U) Your cooperation in this matter is greatly’
appreciated. -

Sincerely,

kN

plE

pecial Agent In Charge

SBSRET2
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(Rev. 01-31-2003) : :
FEDERAL BUREAU OF INVESTIGATION
Precedence: PRIORITY  Date: 01/18/2007

To: Inspection Attn: _Chief Inspector

From: Office of the General Counsel , _
National Securitv Law Branch/CILU/Room 7947
Contact: AGC 202-324

Approved By: Caproni Valerie ;z;;g
_Thomas Inlie B

ooo
~J Oy b

@

Drafted By:

Case ID #: 278-HQ-C1229736

Title: RESPONSE TO THE REQUEST FROM THE INSPECTION DIVISION,
' OFFICE OF INSPECTIONS, TO UPDATE THE INSPECTION
'DIVISION'S "INTELLIGENCE OVERSIGHT BOARD" AUDIT PLANS

Synopsis: The attachments to this electronic communication (EC)
include revisions to the Inspection Division's (INSD's)
Intelligence Oversight Board (IOB) audit plans. These revisions
were made in response to a request from INSD for the Office of
the General Counsel (0OGC) to update INSD's IOB audit plans.

Details: On 07/13/2006, INSD, Office of Inspections, sent a
memorandum to the Office of the General Counsel. In the .
memorandum, INSD stated that on an annual basis, INSD reviews and
updates all audit plans.  INSD requested that OGC review the

audit plans relating to the IOB process and make appropriate
changes. Specifically, INSD requested that OGC revise the
following three documents: {1) Field Division Inspection, Field
Division Interrogatory, Intelligence Oversight Board; (2) Field
Division Inspection, Intelligence Oversight Board, Audit Program;
and (3) Field Division .Inspection, Intelligence Oversight Board, .
Checklist (INSD documents).

IFIED
DETAC
SIFIED ENCLOS

assify On:
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To: .Inspection From: Officé of the General Counsel
Re: 278-HQ-C1229736, 01/18/2007 g

Because OGC was in the process cf revising the procedures
for the submission of reports of potential IOB matters, OGC
requested that it respond to INSD's request after the new IOB
procedures were finalized. INSD agreed that the IOB policy
should be completed before the INSD documents were revised.

On 11/28/2006, the revised IOB policy was finalized and
uploaded into ACS as Case Identification Number 278 HQ C1229736,
Serial 2570. Based upon the new IOB policy, OGC revised the INSD
documents. Both the original and revised INSD documents are
attached to this EC.

NSL VIO-24720
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To? Inspection From: Office of the General Counsel
Re: 278-HQ-C1229736, 01/18/2007 '
LEAD (s) :
Set Lead 1: (Action)
INSPECTION
AT WASHINGTON, DC

For action deemed appropriate.

ce: Ms. Caproni
Ms. Thomas
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FEDERAL BUREAU OF INVESTIGATION
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Page 2 ~ b2, b5 ba, b7C, b7E
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