MNO. 269 P.2

pont I Olé MHP&QQ(L{L JﬁBs E
| w» "f ﬁ«.(.ﬁ 0%@:

= FEB. 7.2007 12:43m D7 11120261 |

mproper Authorization

(/9*90'7 lfzsjoé R

.t

b2 Improper Re@ests Under Perfm :nal Security Letter Statute

& Issumg natmnal sccurlty letter for subjeCt' Whmh consntutcs T
7 C Prohib1tcd content under ECPA o » Q;odj’- t’ ZW{ |

(20071 w

. f{ssumg na‘tlotzal secunty letter citing CPA statute that rcquests RFPA
:f: ﬁnanmau records aswcnated w1th e- ma11 accounts S S

kot 45

(Approvgl EC W

~included certification lan a>f° for RFPA ﬁnanczal records
EU (— ; AO& F\C‘QA

O

O

“a countermtelhaence casc -

b7
9 o13)
N e¥i

Issumg natmnal security, letter requestmg F‘CRAV corisumer full credlt report o :* o
. when SAC approved national security letter for consumer 1dent1fy1ng R
i mformauon or Lden‘uw of fmanc1a1 tnsmtumons under FCRAu _.:f .

b NS susmleio|__Beled reee
or NSL Subfile) (7607 RN

wplo T

DI’ NSL Qﬂhf‘lP\(#&O’? - N . .

5 '”Uns.uthorized Collection (T]:urd Partv Erro__l

. -,.A;A.‘(, o

-Obtalmng mformatlon not relevant to a.n authonzed natmnal secunty‘
: "--mvestxgatlon ' : : " T S

NSL VIO~24535

Issmng natlonal secun*-} letter for FCRAIWW:'&J.H crecht rep@fc th? S




pTE ‘Obtaining ihfofmatxon bE}'ond thc tune penod requested in’ the na dons

S s 27'?(-' Ha*'*/cu 173 A
R ((o* Z?-ZoM)

© NSLVIO-24536 -




(5]

SEGQET, |

‘As a result of the Department of Jlistice, Office of the Inspector General's recent rep—en '

- relating to the FBI's use of National Security Letters, the Inspection Division currently is auditing ‘

several field office regarding the FBI's use of NSLs. The Office of the General Counsel has been
receiving many questions regarding whether errors identified during the audit should be reported
to OGC as potential Intelligence Oversight Board (IOB) matters. In light of these questions, a
copy of the November 16, 2006 "Revised Procedures for the Submission of Reports of Potential
Intelligence Oversight Board Matters" is attached to this email for your convenience. Further,

* additional guidance is listed below. OGC is encouraging overreporting of errors as potential 0B -

matters. If you have any questions about OGC's guidance relating to IOB, please contact an
A551stant General Counsel in the National Secunty Law Branch to dlSCl.lSS the issues.

In addmon to the November 16 2006 IOB gu1dance OGC has h1ghl1ghted the followmg

issues.

The following incide‘nts‘are reportable as potential IOBs matters:

_ ® A carrier providing information beyond the scope of the NSL whether the
" information is relevant or not to the investigation. Examples of the carrier providing
~ information outside the scope of the NSL include: (1) information provided beyond the
date range; (2) information that we did not ask for (i.., content); and (3) date of blrth and
social security niimber information for ECPA subscriber NSLs;
® ECs and/or NSLs 1nterna11y inconsistent and cites two different authontles or no
legal authorities; :
' -~ @ Substantive typographical errors that result in an overcollectlon such as an’
incorrect telephone number; :
' ® No SAC signature (Acting SACS cannot sign NSLs) o S
~ @ If the EC does not cite the appropnate statute or if the EC and NSL cite
different statutes; =
¢ If the EC does not contain telephone number/account number and S
e If the NSL requests tolls and subscriber information on subject for period from .
7/16/03 to present, and receives 1nf0rrnat10n ona thlrd party durmg that time penod who . "
is not relevant. to the mvestlgatlon : . o

The followmg mcrdents are NOT reportable as potentlal 1OBs matters
‘However, the error should be noted and’ corrected .

. USPER/non—USPER is not 1dent1ﬁed in the EC; ' :
® Using an a¢ronym without explaining it (i.e., saymg ECPA mstead of the ’
. Electronic Commumcatlons anacy Act);
. ® The CDC or ASAC did not review the EC or NSL. As Iong as the EC or NSL E
was srgned by the SAC then it is not reportable as a potential IOB matter; : '
: T There are no NSI. or NSI, results in file: :
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| . | Wasit |-
- Factsas | { Did | Shouldit | sequestered?
| reported for ADC/ | bavebeen | -Isit | LIMIT
| A | POB- | | CDC | reported as | reportable | ANSWERS
described by | - Valerie’s | Instance | | review | apotential | tothe | . TO: Yes,
18 Yo e , -
~" " Issuing NSL. | Comphieated- | 1 outof | - drafter thatissued | Yes | Yes Yes N/A
T b 11 NSLwas confused on multiple | |
Bt 1 dates in the case file, Case had If they
¥ | ﬂ S actually expired at the time the | would have
,0(\ - |t K NSL was issued. Even though realized the |
p o |issued no documents were sent by the lcasewas |
- | Violation ‘party that was served, the | expired.
issuance of an NSL onan | o
[dueto expired case 1sareportable e
R drafter's error. | matter. - o | . qﬁE
| Issuing NSL | Occurred - we | 1 out of —onthesetwoNSLs Yes |Yes  [Yes Vs DIk
v /é:kingfull issued 1681v |2 issued a CT NSL on a Cl case. N bo
Yjcreditreport | ingteadof | The FBI requested a full credit i€
- (S:llﬂ,CI case- 168111NSL. | .I'CpOI't, WhiCh WaS'IIOt an Optl o, e . - :
| | | 20utof | Yes [Yes  |Yes - |Ves
i G
ALL THFORHATION CONTATHED
' N ,, FEFETH 1§ INCLASSIFIED EXCET
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Did | Shouldit | | sequestered?
| ADC/ | havebeen | Isit | LIMIT |
| CDC | reported as | reportable | ANSWERS
. I review | apotential | tothe | TO: Yes,
NSLB'scomments | NSL? | I0Bmatter?| JOB? | NoNA. |
__Fissuedthree proper | Yes | No N/A
NSLsinaCT case requesting | -~ |
full credit reports, ‘The cover EC
used the language for a Cl case.
This was an oversight, ortypo |
mistake on the part of the drafter | -
of the EC, The FBI was entitled
tothe information provided
pursuant to the NSL. -
1 Yes “/No |NA
| Yes No

Factsas |-
| reportedfor |
| As | PIOB-- o
| described by |  Valerie’s | Instance |,
8- L G | notes | f
|Issuing NSL | Bl SAC ~ | L out of
| seekingfull |signedthe |3
. ereditreport |NSLfor -
- Xf681v) | broader info, |
o |/ whenEC. | quamelwith |
_‘\_, {authorizes - |ideaitwasnot |
N only limited | authorized, |
" { data (1681u) | Sloppy
o |paperwork. |
© [NSLswere
- | good asking
| for 1681, EC
asked for
1681u (v
L, wong). - ;
t\L/'»" | .gout.of
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Factsas | Did | Shouldit | | sequestered?
| reported for | ADC/ | havebeen | Isit | LIMIT
A} PIOB- || | CDC | reportedas | reportable | ANSWERS |
described by | Valerie’s - | Instance | N | review | apotential | tothe | TO: Yes,
L I6 notes | # | LaselD NSIB'scomments - | NSL? [IOBmatter? | 10B? | No,NiA.
(8] |Received |Infowas [ Toutof -an NSLwasissued | Yes - | Yes No  |Yes
. |imelevant | releant, but {1 - { fortoll records foraselecttme |~ | ‘ |
5 /'mfo i |exceeded time | period. The company sent the
\ \/ftesponseto | period we records, but included additional
. (NSL requested; weeks that were not requested.
5 | thirdparty | ,
o emor.
Overeollecti | Relevantinfo | 1 out of -anNSL wasissued | Yes | Yes Noo | Yes
| %f’ | fortimethat |1 | for email information. The |
B (- |frelevantinfo | exceeded | | company provided records fora |
. intesponse | what we | longer time period than that
C{toNSL . [requested. - which was requested,
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| fnancial | -
o |records |
. |requirng | -
[RFPANSL |

Should it

Wasit

RFPA in part.

Did | § | sequestered?
C | reported for ADC/ | havebeen | Isit | LIMIT
| As .| PIOB- | |- CDC | reportedas | reportable | ANSWERS |
| described by | Valerie’s | Instance | - - | review | apotential | tothe | TO: Yes, .
L I6G | ‘moes | # |CaelDl  NSLB'scomments NSL? | 10B matter? | 10B? | No,NiA,
Issuing NSL | Tllegality of {1 out of - This is being reported | Yes | Yes | Yes |
this isunclear; |1+ bout of an abundance of caution. :
no date o |
/' ] ~ | actually o o
obfained. | -
' D bnd the agent got the -
approval of legal .
Gounsel. Bul we are sending this
through because we can not
efinitely say that this was not o
o s content information. B - |blE
ECPANSL | 1 out of  EC citationwasin | Yes. |Yes | Yes
seeking I error (ECPA not RFPA) and did | | ’
th 16 | ot describe supporting facts, |
helieves are NSL was reference ECPA and -
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| Further (and this was the
| mistake that the 10B EC picked |
| upon, which OIG had not; the -
10B EC does NOT reflect the

mistake that the OIG found), EC

| synapsis stated NSL was isstied
| under RFPA but rest of EC was

accurate and reflected IT nature

of the case and the request for a

I8I0NSL.

. R ‘ Wasit |
Factsas | Did | Shouldit | | sequestered? | -
reported for | ADC/ | havebeen | Isit | LIMIT
1 A PIOB- ' “CDC | reported as | reportable | ANSWERS
| described by | Valerie’s | Instance . |review | apotential | . tothe | TO: Yes,
| IG nofes # " NSLB’s comments NSL? | 10B matter? | 10B? | No,NA. -
FCRANSL [Actl | Loutof NSLwasimed  |YES | |NO _-M‘
' use‘v's_""" - |lenguage {3 uhdgr 1681v but certification - o | N/Af
| certification | differences | used RFPA language (which
| lnguage | are minor; no allows for NSL in both IT and C1 |
| from RFPA | individual | case); since case was IT, the
o lhghs | RFPA language citing both IT
affected. and C1 had no legal impact.
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A
described by

Factsas |-
| reported for |
PIOB- | |
Ingtance |

~ Valerie’s
notes

£

NSLR's comments

Ie

| 2outf

Did

ADCY
(e

| review

NSL?

‘have been
teported as -
a potential

St |

it
reportable

fothe

108!

Was it
sequestered?

LIMIT
ANSWERS

T0: Yes, |

No, N/A.

NSL was issued

Joutof

used RFPA language (which
allows for NSL in both IT and CI
case); since case was IT, the -

and CI had no legal impact. The
EC reflected the IT nature of the
- S

RFPA language citing both IT - |

YES
under 1681 but certification |

[0B matter?

i

b

- NSL vas ssued.

used RFPA language (which -

case); since case was IT, the

EC reflected the IT nature of the

cse. .

allows for NSL in both IT and C1 |

RFPA language citingboth 1T ||
and Cl-had no legal impact. The | |

, VS |
under 1681v but certification ~ |-
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Did.

Should it

| Wasit

| bl

 Factsas |
| reported for
0 A | POB-
described by.;  Valerie’s | Instance
G | notes .|  #
Received | Mischaracter | | outof
irrelevant. | zed ag- e
~linfoin - |imelevant, |
"éapﬁnsem' info was
SL ..~ |relevantand
© - (promptly
covered with | -
- JanewNSL. -
~ | Overcollecti | Loutof
on of |

i response |

/| toNSL

from the provider information
that covered two weeks prior fo
the beginning of the request.
That period was consistent with
the billing cycle. OIG had stated
in report that overruns due fo the
billing cycle did not even need 1o
be reported as PIOBs. Carrier
error/choice involved: not FBI.

error.

. .| sequestered?
| ADC/ | havebeen | Isit | LIMIT
CDC | reported as | reportable | ANSWERS
I | review | apotential | tothe | TO: Yes,
Casel | NSLB'scomments | NSL? | IOBmatter? | IOB? | No,NA |
mistakenly cited one NSLas /\/ 0 N/ A, '
source for subscriber - | o
information pertaining to 4
particular telephone number in
an EC to file, when in fact a |
second NSL was the source for e
the subscriber information. Both
INSL's were properly issued and |
there is o [0Bviolation. |- | R
received | YES | NO - NO NO
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. Wasit

Facts as | Did | Shouldit | | sequestered?
| ‘reported for | ADC/ | havebeen | Isit | LIMIT |
| As. PIOB- | CDC | reportedas | reportable | ANSWERS
" | described by | Valerie’s | Instance © |review | apotential | tothe | TO: Yes, |
G| nmotes | # - NSLB’scomments - | NSL? | IOB matter? | [OB? | No,N/A.
g " | 2outof receivedfom | YES. |YES ~ [NO  |NO

Issuing NSL

| creditreport
(1681v)
| whenEC
6{ authorizes

——/ only limited

data (1681u)

BleSAC

NSLfor

broader info,
| quarrel with
|ideait wasnot |

authorized.
Sloppy

| peperwork. :

the provider information that

covered two months prior to the |

g of the request,

had issued an earlier

NSL which covered more than a

monthof the overrun. Carrier

error involved, not FBI error,

- Although EC

Cilafion was in error, records

were properly described and
FCRAv was referenced in NSL

which was also signed bythe | -
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. Factsas Did | Showldit | | sequestered? |
| reportedfor ADC/ | havebeen | Isit | .LIMIT-
A PIOB - o CDC | reported s | reportable | ANSWERS,
described by | Valerie’s " | Instance. review | apotential | tothe | TO: Yes,
06 | motes | # [ CaelD ents | NSL? | I0Bmatter? | 10B? | No,N/A.
Received | [loutof | |requestedtoll billing | YES |NO -~ INO
e i I - ey e N/ b
infoin . | received information foran o
Tesponse o | associated mumber. Both the
requesied number and the

NSL.

Wasit

associated mumber were
subscribed to by the same
individual. This is why the
associated mimber was

issued and there is no 0B
violation.

provided. The NSL was preperly |

M
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_ Facts as

oo IDY

w NSLB’s comments

| In response -

ENSL |

: | reported for
As PIOB - :
| described by | Valerie's | Instance
16 mtes | #
o | Doutof
[
Toutof

Did
ADC/
e

L review

NSL?

Should it
“have been
reported as

apotential
10B matter?

- Isit

reportable

tothe
10B?

sequestered?

Wasit

CLIMIT

ANSWERS |
T0: Yes, |
No,N/A. . N

- NSL served upon
provider contained two correct

error with respect fo one of the
numbers. Not reportable: the
fact that the authorizing EC
contained an apparent
typographical error neither -
resulted in the issuance of an
erroneous NSL, noran ,
unauthorized collection in

telephone rumbers. Authorizing |
EC contained typographical |

violation of the NSIG and ECPA, |

| Yes

No

I No

received <
records beyond the scope of the
NSL, but since it was carrier
mistake, it is not reportable

Yes

Y'es

»‘No

N

R
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Factsas Did | Shouldit | | scquestered?
| reported for ADC/ | havebeen | Isit | LIMIT
As PIOB- e CDC | reported as | reportable | ANSWERS
described by | Valerie's | Instance . |review | apotential | tothe | TO: Yes,
G notes | 4 NSLB'scomments | NSL? | [OBmatter? | 10B? | No,NiA.
| Received * |CDC/ADC | 1outof requested | | | o
imglevant | reviewed; |2 subscriber information from | No |
|itoin | matter should | and received | | N / A/
\fesponseto | nothave been |  number that was not assigned .
(NSL reported,; | fo an individual, but wasan |
o © |matterwas | infernet access mmber. The NSL |
~ | notan [0B. was properly issued and there is
B BT R no [0B violation, - | N | B
Received | . [Doutof requested specific | Yes | Yes R
nfomation | |2 financiolinformation fom | - (Now Y D?
outside the h fiancial and 1
scopeof the | received information that was -
SL. outside the scope of the request
request/ | - from| The NSL was
ol properly issued, however at the
time of the overcollection there
would have been an I0B
violation.
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HE

Case Number - | Claimed Reportable or Brief Description
- | Infraction - Non Report. ' o ’
Improper . . |
Authorization '
Improper ‘Reportable - | This is being reported ant of a
Request under . S abundance of caution. e |
Pertinent NSL- i
seekin o
I !'and the agent got the ||
approval o egal counsel.
But we are sending this through
because we can not definitely say -
that this was not content .
- | information.. '
citing ECPA but | Non Reportable ' | although EC citation was in error,
requesting - - ‘ records were properly described -
RFPA and RFPA referenced in NSL .
citing FCRA | Non Reportable | NSL was issued under 1681v but o
including RFPA - | certification used RFPA language. || =
- | (which allows for NSL in both IT

certification

and CI case); since case was IT, the

- | RFPA language citing both IT and ||
| CI had no legal impact. Further

| (and this was the mistake thatthe || - -

IOB EC picked upon, which OIG © || |

had not; the IOB EC does NOT
reflect the mistake that the OIG

| found), EC synopsis stated NSL. o
was issued under RFPA but rest of ||

EC was.accurate and reflected IT
nature of the case and the request . -

CLASSTFIED ENCERT

OTREEWIGE

for a 1681v NSL.
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Non Reportable -

NSL was issued under 1681v but

citing FCRA - : .
including RFPA . certification used RFPA language ||
certification (which allows for NSL in both IT
S " | and CI case); since case was IT, the
RFPA language citing both IT and
CI had no legal impact. The EC -
: _reflected the IT nature of the case.
citing FCRA = | Non Reportable | NSL was issued under 1681v'but .
including RFPA | = -+ | certification used RFPA language
certification. (which allows for NSL in both IT "
' ’ | and CI case); since case was IT, the
-t RFPA language citing both IT and
CI had no legal impact. The EC
| reflected the IT nature of the case. -
seeking FCRA
1681vin CD
case . ‘
seeking FCRA
1681vin CD '
case R
seeking FCRAv .
when SAC. '
approved only
FCRA 1681u
seeking FCRAv
when SAC -~
approved only -
FCRA 1681u .
seeking FCRAv
when SAC v
approved only
FCRA 1681u
seeking FCRAv | Non reportable. | Although EC citation was in error, |
when SAC~ " | " | records were properly deéscribed . |
approved only and FCRAv was referericed in NSL

FCRA 1681u-

SW

NSL VIO-24550
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| SECRET

3d Party Error-

not reportable | mistakenly.cited one NSL |

co oo
N
=

oy

—d

)

Obtaining info | as source for subscriber
not relevantto - information pertaining to a
authorized particular telephone number in an
investigation | EC to file, when in fact a second -
o - | NSL was the source for the -
| subscriber information. Both NSL's
were properly issued and there is
_ no IOB violation. '
| 3d Party Error not reportable ,‘,:lrequested subscriber
Obtaining info - |information from|
not relevantto - and received a number that
authorized - was not assigned to an individual,
investigation | but was an internet access number
S | The NSL was properly lssued and
, | there is no IOB violation. =~
3d Party Error
Obtaining info -
not relevant to
authorized
investigation -
3d Party Error -
Obtaining info
not relevant to
authorized o R ol
investigation - . B
3d Party Error | not reportable requested toll billin o
Obtaining info = | - T information fr0m|__L|zmd =
not relevant to received information for a number
authorized that was not requested in the NSL.
investigation The NSL was properly issued and

there is no IOB violation.

- NSL VIO-24551
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| 'SMT'

3d Party Error | Not Reportable | NSL served upon provider
Obtaining info | : ‘contained two correct telephone
not relevant to .- | numbers. Authorizing EC
authorized - " | contained typographical error with
investigation ‘respect to one of the numbers. Not
= reportable: the fact that the - '
authorizing EC contained an
| apparent typographical error .
neither resulted in the issuance of
| anerroneous NSL, noran
‘| unauthorized collection in e
v wviolation of the NSIG and ECPA.
results exceed -~ | Not Reportable .

date scope of
request '

two weeks prior to the beginning

| of the request. That period was :
-consistent with the billing cycle. .

OIG had stated in report that . -

R ovérruns due to the billing cycle
| did not even need to be reported as

PIOBs. Carrier error/choice
involved; not FBI ertor. -

:lfeceivéd from the
provider information that covered

results exceed *
date scope of -
request

Not Reportable I:

rec";eived-from the
_provider information that covered -
two months prior to the beginning

of the request. I;lmad issued
an earlier NSL which covered

more than a month of the overrun. ||
.| Carrier error involved, not FBI -
| error. -

results exceed

date scope of *
| request .

vrésults exceed,

date scope of

-request

Not Reportable [ : ,
. - | scope of the NSL, but since it was

|r,eceived records.beyond the

~ NSL VIO-24552

carrier mistake, it is not reportable.
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g Issui_n%NSL Competed || outof

e | omvon — 1
expired e\ﬁeﬂstehs—[

Facts as
| reportedfor |
Asdescribed | PIOB- | Instance | S
biG - | Valerie'snotes | # - | CaseID | NSLB'scomments

Did | -
ADC/ | Shouldithave | -
CDC | beenreported |- Isit
| review | asapotential | reportable to
| NSL?

10B matter? | the PIOB? |

wasopenat | (0]

. tiF.iENS; o

| Violation

had expired n1
duetodraflers | 0
error.

‘Issui'ng'NSL} Qccurred - we | L out of
- {secking full | issued 1681v {2
creditreport | insteadof |

Dik

inClease | 168fuNSL. |
- 2 out of

 ALL THPORIGTION CONTATNED
EEREIN I3 UICLASIIFIED EXCERT
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Pactsas © | ADC/ | Shouldithave |
1 | reportedfor | - | CDC | beenreported | - Isit
| Asdescribed | PIOB-. |Instance | | | review | asapotential | reportableto |
bylG | Valerie'snotes | ~# | CaseID | ~ NSLB’scomments NSL? | I0B matter? | the PIOB?
- |IssuingNSL | BcSAC | Loutof | |
| secking full | signedtheNSL |3 .
-~ |oreditreport | forbroader |
1(1681v) | info, quare]
whenEC . | withideait
| authorizes | wasnot
~ | onlylimited | authorized.
| data (1681u) | Sloppy
| paperwork,
NSLs were
I good asking
for 1681v, EC
o laskedfor |
Die8tupwes
~|wong. ] -
| | 20utof
]
- | 3outof
3
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Did

| .Fact’s,a»s’ - H . - | ADC/ Shoﬁldithave -
| reported for S | CDC | beenreporied | Isit
Asdescribed | PIOB- | Instance N | review | asapotential | reportableto

o CbylG | Valerie'snotes|  # | CaseID | NSLB’scomments | NSL? | IOB matter? | the PIOB?
(S) ~ |Received  |Infowas | loutof | I » |

- imelevant | relevant,but 1
\  |infoin | exceeded time |
responsefo - | periodwe - |
NSL | requested; "
. . | third party

| error. |
| Overcollectio | Relevant info - | I out of
| nofrelevant |fortimethat - 11

) ﬂ infoin | exceeded what |~
© |responseto | werequested.

INSL
Issuing NSL - | llegality of | I out of This is being reported out of an o
o (fp || thisisunclear; +1-- - abundance of cau'tibn[l__Ll S
| ety | _
~{obtained. 1} ardihe .-
| B /A agent got the approval of - o
BE | egal counsel. Butwe |

are sending this through because |
we can not definitely say that
| this was not content information. | -
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- Factsas | [ | ADC/ | Shouldithave | |
| mporedfor | | | | CDC | beenreported | Isit -
Asdescibed | PIOB=  |hstmce| | | review| asapotential | reportableto
| bylG | Valerie'smotes| # | CaselD|  NSLB'scomments | NSL? | IOBmatter? | the PIOB?
8. |ECPANSL | - [loutof EC citation was inerror (ECPA | Yes |Yes | Yes |
| seckingwhat | 1 not RFPA) and did not describe | -
16 belioves | supporting facts, NSL was |
i | ] reference ECPA and RFPA in
rcords | ) part. |
requiing. | |
- C|RFPANSL | | . |
- |FCRANSL |Actial  [loutof - NSL was issued under 1681v but
ses language |3 certification used RFPA
certification | differencesare | language (which allows for NSL
lnguage  [minormo | "~ linboth IT and C1 case); since |
| fromRFPA | individual | | case was IT, the RFPA language

| rights affected. - | citing both IT and CI had no
B || |legal impact. Further (and this
was the mistake that the 108 EC
| picked upon, which OIG had
nof; the IOB EC does NOT ~ |
reflect the mistake that the OIG |
Jound), EC synopsis stated NSL |
- | was issued under‘RFPA butrest |
| of EC was accurate and ‘
reflected IT nature of the case
and the request for a 1681v NSL. |
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Did |

NSL's were properly issued and

Facts as | ADC/ | Shouldithave|
| reported for | 1 CDC | beenreported | Isit
Asdescribed | PIOB- | Instance o ._ review |- asa potential | reportable to
byIG | Valerie'snotes | # | CaseID|  NSLB'scomments | NSL? | JOBmatter? | thePIOB? |
| 2outof -NSL was issued under 1681vbut | | - |

I cerfifcationwsed RFPA |
L language (which allows for NSL. |
in both IT and Cl case); since
case was [T, the RFPA language | |
citing both IT and CI had no :
legal impact. The EC reflected
3 the IT nature of the case.
Joutof NSL was issued under 1681y but
3o certification used RFPA o
| language (which allows for NSL | 1
in both IT and C1 case); since
case was IT, the RFPA language
citing both ITand C1 hadno |
legal fmpact. The EC reflected |-
I the [T nature of the case.
Received | Mischaracteriz | 1 outof Imistakenly cited one
o |imelevant  |edas |1 NSL as source for subscriber -
©linfoin. [imelevant;imfo | information pertaining fo a
[ responseto | was relevant - particular telephone number in
/- |NSL - | and promptly an EC to file, when in facta
| covered witha second NSL was the Source for-
| newNSL, the subscriber information. Both

CoNeLvioMss

| there s no 0B violation,
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As described |-

bylG -

 Fatses
-~ reported for
PIOB -

| Instance

¢

Case D |

~NSLB’s cdmm'ents ,

- Did

ADC/
CDC

| review

Should it have

as a potential

been reported |

Isit
-teportable to

| Overcollectio
“Inof relevant

mfoin-

B responseto |
| NSL

- Valeries notes

| Toutof
|y

| 2outof
I

received from the

provider information that
covered two weeks prior to the

beginning of the request. That

petiod was consistent with the
billing cycle. OIG had stated in

report that overruns due fo the |
| billing cycle did not even need o |

be reported as PIOBs. Carrier

error.

error/choice involved; not FBI .

NSL?

10B matter?

the PIOB?

received from the

provider information that
covered two months prior fo the
beginning of the request.

~errorin

month of the overrun. Carrier
volved, not FBl error.

Ve
R

CNLVIOMs

had issued an earlier - |
NSL which covered more than a
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| Factsas - ADC/ | Shouldithave | |
| reported for | CDC | beenreported | Isit
Asdescribed | PIOB- | Instance | | review | asapotential | reportable to
CbylG | Valerie'snotes | # NSLB’s comments NSL? | IOB matter? | the PIOB?
IssuingNSL |B/cSAC | Toutof. Although EC citation wasin-~~ |~ | | -
{secking full | signedtheNSL {1 error, records were properly
-~ loreditreport - | forbroader | described and FCRAvwas
| (1881v) | info, quare] referenced in NSL which was
whenEC | withideait also signed by the SAC.
- |authorizes | wasnot - | -
only limited - | authorized. |
data (1681u) | Sloppy
- paperwork.
Received ! out of Drequested foll billing | YES |YES =~ INO -
| imelevant | /. | information from and | | ’
- (infoin - I received information foran
response o associated number. Both the
requested mumber and the

Dd |

s

| associated number were. -

subscribed fo by the same

| individual, Thisis why the - :
| associated number was

provided. The NSL was properly
issued and there is no o

| violation.
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Cue D

oINS

Facts as
| reportedfor |
Asdescribed | PIOB- | Instance
bylG | Valerie'snotes | #.
| 2outof
Overcollectio [ loutof
n of relevant L
infoin o
Tesponse fo b

Did.

ADC/ | Should it have | -
CDC | beenreported | Isit
: | review | asa potential | reportableto | -
~ NSLB’scomments - | NSL? | IOB matter? | thePIOB? |
SL served upon provider ~ | Yes [ No I No-

ontained two correct telephone
umbers. Authorizing EC

conlained typographical error

ith respect fo one of the

umbers. Nof reportable: the :

act that the authorizing EC
contained an apparent
typographical error neither
resulted in the issuance of an
erroneous NSL, nor an
uriguthorized collection in

cope of the NSL, but since it
was carrier mistake, it is not .

CNvioss




8

| As described

bylG

}v Fats as }
- eported for
PIOB- .

Valerie's notes |

Insfance
#o

Case D

' NSLB's comments.

ADC/
CDC
review
NSL?

Td |

Should it have
been reported
as a potential
10B matter?

ks 1t
reportable to
_ the PIOB?

| Received

imelevant
infoin
esponse o

INSL

CDC/ADC
reviewed,

| matter should |
nothave been |
reported; |
 matter wasnot | -
~al0B.

L'outof
2

requested subscriber

and received a

| mumber that was not assigned to

an individual, but wasan

internet access number. The NSL
| was properly issued and there is |

- Zoutof

no IOB violation.
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U.‘S. De-partment. of Justice

' Federal Bureau of Investigation -

~Washington, D, C. 20535-0001

. March 28, 2607

Ms. Darlene Connelly, General Counsel
President's Foreign Intelligence Adv1sory Board
" New Executive Office Bulldlng - Room 5020
© 725 17th Street NW _
Washlngton, DC 20503

Dear Ms. Connelly

o As you know, in March 2007 the Department of Justlce, E
Office of the Inspector General (OIG) issued a report entitled, A ;
" Review of the Federal Bureau of Investigation's Use of National

" Security Letters. In Chapter Six of this report, the CIG -
‘identified 22 potential Intelligence Oversight Board (IOB)
matters relating to national security letters. (NSLg) in its
‘review of a sample of investigative files in four FBI field

- offices. Enclosed, you will find five (5) summaries of - :
-reportable IOB matters. The Office of the General Counsel (OGC)

" has determined that the other 17 matters are not reportable. As
'always, the FBI will retaln coples of those dec181ons for your

- review upon request ' .

‘ The OIG d1v1ded the 22 potent1al IOB matters 1nto three‘
- categories: improper authorization (1), improper. requests under .
~ the pertlnent NSL statutes (ll), and unauthorlzed collectlons
' (10). : S '

: Imprqper author;zatzon OGC has determlned that the L
one 1nstance of improper - -authorization should be reported as{af:]'

o IOB matter Please see enclosed summary for IOB Matter 2007

N Improper requests under pert.u:ent NSL statutes OGC :

Ahas determined that four of the instances noted by the. OIG should
be reported as IOB matters. Please see enclosed summaries for
- IOB Matters, 2007- (1ssu1ng an NSL for | [ 2007-
(issuing an NSL regquesting financial records but citing the
Electronic Communications Privacy Act (ECPA), among other T o
administrative errors); and . 2007{::] (issuing NSLs for full _ b2

‘. credit reports in counterintelligence cases.(2 instanCes))

‘ OGC has. determlned that the other seven 1nstances are
not reportable IOB matters. In three instances, the FBI field

© NSLVIO-24563



offlce 1ssued an NSL requestlng a: full credlt report under the
"Fair Credit Reporting Act (FCRA), 15 U.S.C..1681v, however,.
certification language from the Right to'Flnanc1al Privacy Act
(RFPA), 12 U.S8.C. 3414 (a) (5) (A) was used later in the NSL. " All
three are .international terrorism cases, and therefore, the FBI
- was lawfully authorized to request and obtain the full credit .
‘reports. As the RFPA applies to both international terrorism and
countintelligence cases, citing the certification language from.
"that statute had no legal impact. ‘The information provided in
~ response to ‘these NSLs was not sequestered because the FBI had
'1ssued lawful NSLs for that information.

In the remalnlng four 1nstances, the ‘FBI fleld offlce

issued an NSL requesting a. full credit report under FCRA, 15
U.S.C. 1681lv, but the accompanying electronic communication (EC)
mistakenly included language  requesting consumer 1dent1fy1ng
information, 15 U.S.C. 1681lu, instead. The mistake in the EC,
though sloppy, did not alter the investigation in any way, and
this scrivener's error, citing 1681u rather than 1681v, did not . °
violate any law.. As these.were all international terrorism
- cases, the FBI field office had the proper legal authority. to

request full credit reports, and, therefore, this information was. -
‘not sequestered , : ot '

: Unauthorized collections: OGC has determined that none
" of the ten instances noted by the OIG are reportable ICB matters.

 Six of these instanceg involved third-party errors in which the

- carrier provided information beyond the scope of what was asked
for in the NSL. Five times, the carrier provided .information -
beyond the date range requested in the NSL presumably to comply»
its own billing cycle: In one instance, the carrier, a financial
services provider, provided information beyond the v
names/addresses of financial institutions as requested by the
'NSL. By letter dated. 11/13/2006 the Counsel to the IOB agreed
that these third-party errors in the collection of 1nformatlon
_.pursuant to, an NSL are not reportable to the IOB. ) :

In one lnstance, in an 1nternal EC documentlng the

‘results of NSL requests, the FBI field office mistakenly cited an . .

NSL issued on 12/21/2004 as the source of the subscriber :
- information in the file when, in fact, that information came. from -
an NSL.issued on 12/29/2004. 'As both NSLs were lawfully issued,

. there was no unauthorized collection. The mistake, if any, was_a
*'scrlvener s error in documentlng the 1nformatlon in the file.

: : In another scrivener's error, the accompanylng EC v
contalned a typographlcal error with respect to one of the phone
--numbers being.requéested in the NSL. The NSL actually served on
the provider contained two correct phone numbers therefore

- there was no unauthorlzed collectlon

~

'NSL VIO-24564



One FBI field offlce served an NSL requestlng ,
subscrlber ‘information for a partlcular phone number that was
‘associated with the target of an authorized investigation. In

_response, the provider indicated that the number was actually an i,.if‘: N

Internet Access Platform used to log on to the internet. When

-~ the NSL was sent, the number was relevant to an authorized , o
© investigation. The fact that it turned out to be something else ..
does not make this an unauthorlzed collectlon (or any error at

‘f_all)

Flnally, one FBI field office requested toll bllllng
_records "agsociated" with a particular phone number. In-
response, they received information for an associated number.
Both the requested number and the associated number were
subscribed to by the same individual. The plain language of ECPA

"and the legislative history support the position that the FBI is -

permitted to request and acquire information cn associated

. numbers attributable to the same account. Therefore, the NSL was

" lawfully issued and the results should not be considered an\
_unauthorlzed collectlon :

: Please flnd enclosed summaries of the five I0OB matters‘
identified by the OIG report that OGC has determined are, indeed,
-reportable. Hopefully, the brief explanations above will satlsfy

you .that the remained of the 17 potential IOB matter identified - '

by the OIG report were not, in fact, reportable. The FBI has,
however, retained coples of those dec151ons 1f you choose to
review them. : : A

: Please don't hesitate to contact me if you have
questions about any of these IOB matters. :

SinCerely:v

' Julie F. Thomas ‘
Deputy General Coumnsel
‘National Security Law Branch .

NSL VIO-24565
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AL THPURMATIEH CONTAINED
IFIED |
 DATE 07-26-2007 B 85179/DHESH/R

HEREIN I3 TNCLE

, FBI Nationa Security Lelterllritellige'nce OVersighi Board Maters (2001-2006)

il UM
201 {incorrect form used|Unknown. Training regarding ~ [NSL form rather
fo request (difference in forms;  [than SAC request
information ~|CDC review for proper {form used to obtain| -
' . |use guaranteed prior to|information
Issuance
- 2003 CD o] ECPA  |Information - {Unknown ~ INSL training provided [Case agent
- ' provided by source . [and related NSL issued|obtained
{withou! NSL (when | ~[forinformation ~ [information from -
lonewas ’ ’ source rather than
v b |mecessany) utiizing NSL
2004 ¢ib 1 - “IECPA/  [NSLsissued after |Unknown NSLs issued after
S - |RFPA l wpied | » v xpired
2004 CiD 1 - |EcPA  INSL drafting error- [Unknown | . - Recordswerenot - (Incorrect identifiers|
- . ; : : . -|uploaded into ACS |used within NSL
2004 #) 1 - |ECPA [incorrect Unknown . (Recorded forwarded to {Third-party error
' 1 information A
A - . . - |provided- . B ‘
2004 ¢D . 1| . . [ECPA  |NSLdrafting érror [Unknown {Records forwarded to [Typographical |0
_ ) ' I FBIHQ . [emorwihinNSL |
2004 D - 1 '|ECPA  |NSL drafting esror - {Unknown . " |Records sealed ~ (Typographical
L 1B - o ' ‘ .- |emorwithin NSL
2004 o | 1t ECPA  {ncorect + {Records forwardedto (Third-party eror - |
o - | linformation - |FBIHQ ST
: L - Clprovided o N
- 2004 0 1 © . |FCRA_{Incorrect request . {Unknown - {Records sealed and - {NSLs issused
' (1681v)  {for information C forwarded to FBIHQ  |using incorrect
A B - |section {1681y
used rather than
. . : o -. 16811)
2004 CTD T |ECPA received after {Unknown {Records sealedand  INSL information
- o . ' ﬁ-bsed,(third archived - |received afte
E e arty late) ‘ " |closed
2004 CTD 1o |ECPA  INSL received after {Unknown Records sealed and - {NSL information
= | Tlosed third archived. " |received afte
3 o : Tperylate) N - |closed
2004 - ) 1| CIRFPA. [information”  [Unknown Case agentverbally  (Case agent utiized|
" R - |obtained priorte | counseled electionic
~INSL drafting o surveillance
o - |methods to obtain
information (rather
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B! Natinal Securly Leter neligence Oversght Board Malters (2004-2006)

- |provided

Incorrect.
information

Record CD and hard
copies of excess
information were

- |sealed and

sequestered

9 A i ;
2004 o ECPA  {Incorrect Unknown Sought additional ~ {Third-pary error
‘ ' information - |quidance from FBIHQ |(case classified as
provided © - [Cyberwith threat)
2005 ¢ ECPA-  {Incorrect Unknown | Third-party error
’ [information
1 - |provided ' v |
2005 an; ECPA  (lncorrect ..~ - |Unknown [Records forwarded fo [Reporting source
' ‘ ~[subscriber FBIHQ for destruction jerror
| : _ , information L '
2006 o ECPARRF |Concern regarding [Unknown NSL information
. PA  ‘lcollectingNSL. '} collected under
~information without offcial
an official investigations
1 » Linvesfigation , . lawful
2005 D ECPA | Pot  [Unknown Records secured not
o ' requested using Tequested using -
properAG proper AG
‘| Guidefines; NSL - *|Guidelines; NSL ~ !
information could . information could 0
i : . ~_ [not be used - doatheused . 17T
2005 ch - ECPA  [NSLszeceived  |Unknown
afte ' NSLs recenved
|(third-party Tate) thereater (third-
- . ’ natverod
2005 0 - IECPA  [NSLs received - [Unknown
. o afte ' -[NSLs received .
S -~ {{thirg-party late)  [thereafter {third-
| - 1 ’ N o |paryerror)
2005 1D ECPA - INSL drafting error {Unknown Records sealedand  |Telephone
‘ - ' forwarded to FBIHQ ~ |numbers appended
© . lintoincorrect NSL |
number

Third-party error
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2006

7 - FBI National S‘ec@]fit)« Letter Intelligence Oversight Board Matters (2001-2‘00

0%

206

2006

30

o
3

206

- 2006

2006

2006

AN
& e i
C1D 1 {ECPA  lincorrect - Unknown |- . Record CD and hard. | Third-party error
: * linformation E copies of excess « :
provided information were
- . [sealed and
sequestersd
¢1D 1 ECPA - |information found |Unknown Records sealed and | Telehopne number
o | jtobeunassocialed | - notuploaded ~  |notassociated with
~ |with subject or ' - |subjector temorism
" |terrorism activity activity
cm | { JECPA™ [NSLssued aftef  fikaown |- " |Administratve
v ' oversight
(ase
agent unaware and
o S - ~ {served NSLs)
¢ 1 |ECPA  (Improper Unknawn - {Third-party error.
' " |dissemination of . Carrer forwarded
information informationto
' ' _ : wrong location
1D 1 ~ [RFPA Unknown ' IReg-]uest for
" [was senttowiong
o , _ - |dwisionatHQ
D 1 - ECPA |Incorect . |Unknown | |Records sealed . (Third-party error
' o information -~ | s L
- provided R I L
0 - -1 |ECPA  jlncorrect  jUnknown Record CD contairing | Third-party error
’ 1 [infosmation - excessinformation |~
. |provided  \remaing in COC safe
D, 1 |[ECPA lincorect - JUnknown " |Records sealed Third-party error
' linformation .~ ' -
-~ Jprovided . - |-
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0%

006

2008

2006

206

2006

Incorrect
information

provided

FBi National Securly Leter nteligence Oversight Board Maters (2001-2006)

" Unknown

‘1sequester records

| provided by the
- |carrier was within
-~ {the scope of the

o
ITor.
Not necessary to

because the
excess information

| Third-party e

o o : e
CD ECPA |Incorrect Unknown | CDCholding . [Third-party error
information - information i safe S
-~ |provided _ o ' :
cD 1 ECPA  [Incorrect Unknown Records were - Third-party error
information |destroyed
provided : . h?
D . 1 ECPA [Incorrect request ~ |Unknown Incorrect NSL 'bw
’ Yfor information |served (post USA ¥
o . o |Patrit IRA)
CTD 1 |ECPA  |Incorrect telephane [Unknown |Records sealed and  |Subscriber
-~ |subscriber g forwarded 1o ADC -~ |cancelled
e S ' ~|telephone service
CID 1 |RFPA  |Incomect. Unknown Excess records were  (Third-party error
. |information segregated and sealed| - :
provided - in Springfield RA
CD ECPA  |Incorrect request  [Unknown RecordCDwas  NSL Drafting error
 lforinformation | destroyed :
D ECPA  {Incorrect - Unknown o * (Third-party error
. |information but information
- |provided - . |provided still falls |
o within investigative
{ime frame and FO
plans to re-issue
. e 3 v » ' an NSL
D -1 |EEPA Incorrect telephone Unknown  [Records were Third-party error
subscriber : destroyed N
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B 8l ‘Naiionval Security Leter Jn!,elligence'OverSigzht Board Matters (2001-2006)

Numbers .

2006

2006

2008

. 2006

2006

2006

2008

2006

2006

%0

2006

ECPA  |Incorrect Unknown ~ |Records secured by . ‘
. [information ‘ ‘1coc ~ |iransposed by third
: o provided L . pady
0 1 - [RFPA [Extraneous Unknown - [Records secured by . | Third-party error-
h information ' e
. : __ |provided : . e
) -1 {RFPA tincorrect Unknown | * |CDC holding Third-party error
- ~ linformation . ' informationinsafe | .
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subscriber informationinsafe |
D -|ECPA _ |Extraneous Unknown  |Third-party error-
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(OGC) (FBI)

| Ce:

. From: ! I lOGC) (FB’) ) r /r ~
_ Sent: : 2007 1:31 PM A )
To: (OGC) (FBI , o
{OGC) (FBI _ (OGC) (FBI};
, o [(OGC) (FBJ [OGC) (FBl); THOMAS, JULIE F. (OGC) (FBI)
) Subject: o : ] ese are the outstandlng |ssues fhat I can remember . . o
= : SENSITIVE BUT UNCLASSIFIED
NON RECORD N
- Issues-
] overcollectlon covered by an NSL
~ - 2)can
 3)whatrules apoly| lPer email to Julie rd
: , : — b5
-4) can similar PIOBs be reported in one EC; our response can be one EC if the same response or multiple responses if Reld
. not similarly handled. Inspection talked t about this today and they are okay with one PIOB and one response when n70
~ all similar issues (they will still count these as multiple PIOBs and quI make copies of our responses so there will not be
cooany |ssue as to accurately reportlng the extent of the problem.) - bz
b7E

"~ 5)dowe need to revisi|

» 6) this is one she hasn't seen but came to me today and that | sent to you,

‘ 7) confirm

~ SENSITIVE BUT UNCLASSIFIED

1.

;
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