
rEB.. 7.2007 "l2:-43PM'k2 111202-6 1G[ HO.259 P 2 
( U c ÌX&S 

(Sì 

• Improper Authorization. 

. c u ( w o l c 

Improper Requests Under Pertinent Matena! Security L e t t e r Statute 

which' • constitutes 

• « i t> .. : 

( S ) f ^ 4 

Issuing national security letter for subject' 
prohibited content under ECPA 
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Issuing national security letter citing ¿CPA s ta tute tha t requests RFPA 
financial records associated, with, e-mail accounts 
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full credit report that Issuing national security letter for FCRAv consumer 
included certification language ¿or RFPA financial records ^ ^ 
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Issuing national security 1 W e r requesting FCRAv consumer full credit report in 
a counterintelligence case - •. : 

J 0 - 6 . . ; " ' B H E E E SHOIH o t h e r w i s e ' . . •• • 

' Issuing national security, letter requesting FCRAv consumer full credit report 
when. SAC approved national security letter for consumer identifying 
information or identity of financial institutions under FCRAu 
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Unauthorized Collection (Third Party Error} 

Obtaining information not relevant to an authorized national security 
investigation 
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Obtaining Information beyond the * n e period requested in the national 
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SECRET 

As a result of the Department of Justice, Office of the Inspector General's recent report 
relating to the FBI's use of National Security Letters, the Inspection Division currently is auditing 
several field office regarding the FBI's use of NSLs. The Office of the General Counsel has been 
receiving many questions regarding whether errors identified during the audit should be reported 
to OGC as potential Intelligence Oversight Board (IOB) matters. In light of these questions, a 
copy of the November 16, 2006 "Revised Procedures for the Submission of Reports of Potential 
Intelligence Oversight Board Matters" is attached to this email for your convenience. Further, 
additional guidance is listed below. OGC is encouraging overreporting of errors as potential IOB 
matters. If you have any questions about OGC's guidance relating to IOB, please contact an 
Assistant General Counsel in the National Security Law Branch to discuss the issues. 

In addition to the November 16, 2006 IOB guidance, OGC has highlighted the following 
issues. 

The following incidents are reportable as potential IOBs matters: 

• A carrier providing information beyond the scope of the NSL whether the 
information is relevant or not to the investigation. Examples of the carrier providing 
information outside the scope of the NSL include: (1) information provided beyond the 
date range; (2) information that we did not ask for (i.e.. content); and (3) date of birth and 
social security number information for ECPA subscriber NSLs; 

• ECs and/or NSLs internally inconsistent and cites two different authorities or no 
legal authorities; 

• Substantive typographical errors that result in an overcollection, such as an 
incorrect telephone number; 

• No SAC signature (Acting SACs cannot sign NSLs) 
• If the EC does not cite the appropriate statute or if the EC and NSL cite 

different statutes; 
• If the EC does not contain telephone number/account number; and . 
• If the NSL requests tolls and subscriber information on subject for period from 

7/16/03 to present, and receives information on a third party during that time period who . 
is not relevant to the-investigation. 

The following incidents are NOT reportable as potential IOBs matters. 
However, the error should be noted and corrected: 

• USPER/non-USPER is not identified in the EC; 
• Using an acronym without explaining it (i.e.." saving ECPA instead of the ' 

Electronic Communications Privacy Act); 
• The CDC or ASAC did not review the EC or NSL. As long as the EC or NSL 

was signed by the SAC then it is not reportable as a potential IOB matter; 
• T h e r e a r e n o N S T . c r N S T r e s u l t s i n file- ; ; . ! 
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As 
described by 

Facts as 
reported for 

PIOB-
Valerie's Instance 

Timm? 

Did 
ADC I 
CDC 

review 
"MPT 0 

Should it 
have been 
reported as 
a potential 

mn .if „1 

Is it 
reportable 

to the 
m m 

Was it \ 
sequestered? 

LIMIT 
ANSWERS 
J O : Yes, 

"h T • u u 

(3! 

Issuing NSL 
/seeking full 
credit report 
injZII case 

7 

drafter's error. 
Occurred-we 
issued 1681v 
instead of 

l out of 

2 out of 
2 . 

NSL was confused on multiple 
dates in the case file, Case had 
actually expired at the time the 
NSL was issued, Even though 
no documents were sent by the 
party that was served, the 
issuance of an NSL on an 
expired case is a reportable 
matter. 

-on these two NSLs, 
issued a CT NSL on a CI case. 
The FBI requested a full credit 

. report, which was not an option. 

Yes 

Yes 

Yes 

Yes 

If they 
would have 
realized the 
case was 
expired. 

Yes 

Yes 

Yes 

Yes 

Yes 

N/A 

Yes 

•:bi 
b2 
•b7E 
b7A 
b6 
b7C 

Yes 
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As 
iribe 
Ì G 

Issuing NSL 
seeking full 
credit report 

/ f l l i v ) 
when EC 

data (1681u) 

Facts as 
reported for 

PIÓB- ' 
Valerie's 

notes ' 

signed the 
NSL for 
broader info. 

idea it was not 

Sloppy 
paperwork. 
NSLs were 
good asking 
for 1681v, EC 
asked for 
1681u (was 
wrong). • 

Instance 

lout of 

2 out of 
. ! : • - -

3 out of 
3 

I k l ü NSLB's comments 
-issued three proper 

NSLs in a CT case requesting 
full credit reports. The cover EC 
used the language for a Cl case. 
This was an oversight, or typo 
mistake on the part of the drafter 
of the EC. The FBI was entitled, 
to the information provided 
pursuant to the NSL. 

Did 
ADC/ 
CDC 

review 

Yes 

Yes 

Yes 

Should it 
have been 
reported as 
a potential 

IOB matter? 

Is it 
reportable 

to the 

No 

No 

No 

Was it, 
questere 
LIMIT 

ANSWERS 
TO: Yes, 
No, N/A. 

N/A 

•hi 

b7E 

b7C 
N/A 

N/A 
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As' 
described by 

IG 

Facts as, 
reported for 

PIOB-
Valerie's 

notes 
Instance 

I — — N j S L B ' s comments 

Did 
MCI 

CDC 
review 
NSL? 

Should it 
have been 
reported as 
a potential 

IOB matter? 

Is it 
reportable 

to the 
IOB? 

Was it 
sequestered? 

' LIMIT 
ANSWERS 
TO: Yes, 
No,N/A, 

Received Info was lout of . -anNSL was issued Yes Yes No Yes 
irrelevant 
hrfoin • 
response to 
NSL 

exceeded time 
period we 
requested; 
third party 
error. 

for toll records for a select time 
period. The company sent the 
records, but included additional 
weeks that were not requested. 

Yes Yes No Yes 

Overcollecti 
on of. 

Relevant info lout of 
1 

- an NSL was issued 
for email information. The 
company provided records for a 
longer time period than that 
which was requested.. 

Yes Yes No, Yes • 

relevant info 
in response 
to NSL . 

exceeded 
what we 
requested. 

- an NSL was issued 
for email information. The 
company provided records for a 
longer time period than that 
which was requested.. 

Yes Yes No, Yes • 

bl 
b7i 
b2 
b7E 
b 6 
b7C 
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As -
described by 

IG 

/ 

V 

Issuing NSL 
fo 

ECPA NSL 
seeking 
whatIG 

Relieves are 
financial 
records. 
requiring 
RFPANSL 

Facts as 
reported for 
. PIOB-

Valerie's 
notes 

Illegality of 
this is unclear; 
no date 
actually 

Instance 

1 out of 

lout of 

NSLB's comments 
This is being reported 

hut of an abundance of caution. 

mdtkmnl lot the 
legal approvaloj 

counsel But we are sending this 
through because we cannot 
definitely say that this was not 
content in formation, 

•ECcitation was in 
fiWMjPA notRFPA) and did 

M was reference ECPA and 
RFPAinparL , 

Did 
ADC/ 
CDC 

review 
NSL? 
Yes 

Yes 

Should it 
have been 
reported as 
apotential 

IOB matter? 
Yes 

Yes 

Is it 
reportable 

to the 

Yes 

Yes 

Was it 
sequestered? 

LIMIT 
ANSWERS 
TO: Yes, 
No, N/A. 

b l 
b2 
b7E 
b7A 
b6 
b7C 
b5 

NSL VIO-24541 



(S) 

Was it • 
Facts as Did Should it- sequestered? • 

reported for ADC / have been Is it LIMIT 
As. PIOB- CDC reported as reportable ANSWERS 

described by Valerie's Instance review a potential to the TO: Yes, 
IG notes # r v a m , NSLB's comments NSL? IOB matter? IOB? ' No, N/A. ' 

FCRANSL Actual lout of NSL was issued . YES NO x t f 1 
uses . language 1 ••• under 168Iv but certification , 

4 certification differences used RFPA language (which 4 

language are minor; no allows for NSL in both IT and CI 
from RFPA 

/ 

individual 
rights 
affected. 

case); since case was IT, the 
RFPA language citing both IT 
and CI had no legal impact 
Further (and this was the . 
mistake that the lOB EC picked 

V 
upon, which OIG had not; the 

V IOB EC does NOT reflect the 
mistake that the OIG found), EC 
synopsis stated NSL was issued 
under RFPA but rest of EC was 
accurate and reflected IT nature 
of the case \ and the request for a 
mivNSL. 

bl 
b2 
b7E 
b7A 
b6 
b7C 
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As. 
described by 

IG 

Facts as 
reported for 

PIOB-
Valerie's 

notes 

/ 

/ 

Instance 
1 

2 out of 
r 

3 out of 

r w i n NSLB's comments 
M was issued 

under 1681v but certification 
usedRFPA language (which 
allows forKSL in both IT and CI 
case); since case was IT, the 
RFPA language citing both IT 
and CI had no legal impact. The 
EC reflected the FT nature of the 
case. 

under 1681v 
> WL was issued 
but certification 

allowsforMinboth IT and CI 
case); since case was IT, the 
RFPA language citing both IT 
and CI- had no legal impact. The 
EC reflected the IT nature of the 
case. . 

ADC I 
CDC 

review 

YES 

YES 

Should it 
have been 
reported as 
a potential 

IOB matter? 

Is it 
reportable 

to the 
IOB? 

NO 

NO 

Was it 
sequestered? 

LIMIT 
ANSWERS 
TO: Yes, 
No, N/A. 

ine -

m 

w 

•bl 

•b7E 

b7C 
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As 
described by. 

10. 

Received 
irrelevant 
info in 
respinse to 

NSL :, / 

/ 

Overcollecti 
on of 
relevant info 
in response 
to NSL 

Facts as 
reported for 

PIOB-
Valerie's 

notes 
Mischaracteri 
zed as : 
irrelevant; 
info was 
relevant and 
promptly 
covered with 
a new NSL. 

Instance 
j k m 

out of 

lout of 
2 ' 

NSLB's comments 

as 
source for subscriber 
information pertaining to a 
particular telephone number in 
an EC to file, when in fact a 
second NSL was the source for 
the subscriber information. Both 
NSL's were properly issued and 
there is no IOB violation. 

mived 

that covered two week prior to 
the beginning of the request. 
That period was consistent with 
the billing cycle. OIG had stated 
in report that overruns due to the 
billing cycle did not even need to 
be reported as PIOBs. Carrier 
error/choice involved; not FBI 
error. 

Did 
ADC/ 
CDC 

review 

YES 

Should it 
have been 
reported as 
a potential 

IOB matter? 

NO 

Is.it 
reportable 

to the 

NO 

Was it 
sequestered? 

LIMIT 
ANSWERS 
TO: Yes, 
No, N/A. . 

m 

NO 
bl 
b7A 
b2 
' b7E 
b6 
b7C 
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Facts as Did Should it 
. Was it 
sequestered? 

reported for ADC/ have been Is it L IMIT, ' 
•As, PIOB- CDC reported as reportable ANSWERS 

described by Valerie's Instance review a potential . to the TO: Yes, 
IG notes t Case-ID' NSLB's comments NSL? IOB matter? IOB? No, N/A. 

2 out of receivedfrom YES YES NO NO 
the provider information that 

/ covered two months prior to the 
/ k m i m of the request 

¡had issued an earlier 
» NSL which covered more than a 

month of the overrun. Carrier 
error involved, not FBI error. 

1 
Issuing NSL B/c SAC 1 out of •Although EC Kin 

Peeking full signed the . . . 1 citation was in error, records NU 
r i 

credit report NSL for were properly described and m 
(1681V).' .broader info, FCRAv was referenced in NSL 

11 

when EC quarrel with which was also signed by the 
authorizes idea it was not SAC 
only limited authorized. 
data (1681u) Sloppy 

paperwork. 
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Was it 
Facts as 

reported for 
• . 

Did 
ADC / 

Should it 
have been Isit 

sequestered? 
T T\ fTT 

Facts as 
reported for 

Did 
ADC / 

Should it 
have been Isit .LIMIT 

As PIOB- CDC reported as reportable ANSWERS, 
described by . Valerie's. ' Instance. review a potential to the TO: Yes, 

IG notes t Case ID ;nts NSL? IOB matter? IOB? No,N/A. 

(3) Received 1 out of | requested toll billing YES NO NO 
n f o ; 

(3) 
irrelevant 2 - information from land n f o ; 
info in received information for an 

t 

response to associated number. Both the 
NSL, requested number and the 

associated number were 
subscribed to by the st me 
individual This is why the 
associated number wa s 
provided. The NSL was properly 
issued and there is no IOB 
violation. 

IS] 
irrelevant 
info in 
response to 
NSL, 

1 out of 
2 -

;nts 
| requested toll billing 

information from 
received information for an 
associated number. Both the 
requested number and the 
associated number were 
subscribed to by the same 
individual This is why the 
associated number was 
provided. The NSL was properly 
issued and there is no IOB 
violation. 

Did 
ADC I 
CDC 

review 
NSL? 
YES 

Should it 
have been 
reported as 
a potential 

IOB matter? 
NO 

Isit 
reportable 

to the 

NO 

Was it 
sequestered? 

.LIMIT 
ANSWERS. 
TO: Yes, 
No,N/A.. 

bl 
b7A 
b2 
b7E 
b6 
b7C 
b4 
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As 
described by 

IG 

Overcollecti 
ojfof 
Televant info 
in response 
toNSL 

Facts as 
reported for 

PIOB-
Valerie's 

notes 

1 out of 

NfSLB's comments 
NSLserved upon 

provider contained two correct 
telephone numbers. Authorizing 
EC contained typographical 
error with respect to one of the 
numbers. Not reportable: the 
fact that the authorizing EC 
contained an apparent 
typographical error neither 
resulted in the issuance of an 
erroneous NSL, nor an 
unauthorized collection in 
MllmdMSIGandECPA. 

jeceived 
records beyond the scope of the 
NSL, but since it was carrier 
mistake, it is not reportable 

ADC I 
CDC 

review 
NSL? 
Yes 

Yes 

Should it 
have been 
reported as 
a potential 

IOB matter? 
No 

Yes 

Isit 
reportable 

to the 

No 

Was it 
luestere 
LIMIT 

ANSWERS 
TO: Yes, 
No,N/A. 

No 

m 

b l 
b7A 
b2 
b7E 

No 
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As 
described by 

IG 
Received 
irrelevant 
ijtfoin 
response to 
NSL 

Received 
information 
outside the 
scppe of the 

M ; 
request/ 

Facts as. 
reported for 

PIOB -
Valerie's 

notes 
CDC/ADC 
reviewed; 
matter should 
not have been 
reported; 
matter was. 
not an IOB. 

Instance 

lout of 

2 out of 
2 

ÇaseJD NSLB's comments 
requested 

subscriber information from 
and received 

a number that was not assigned 
to an individual, but was an 
internet access number. The NSL 
was properly issued and there is 
no IOB violation. 

financial in 
requested specific 

ormation from 
financial and ' 

received information that was 
outside the scope of the request 
from The NSL was 
properly issued, however at the 
time of the overcollection there 
would have been an IOB 
violation. 

Did 
ADC I 
CDC 

review 

Yes 

Should it 
have been 
reported as 
a potential 

IOB matter? 

Yes 

Is it 
reportable 

to the 
IOB? 

M 

Was it 
sequestered? 

LIMIT ' 
ANSWERS 
TO: Yes, 
No,N/A. 

m 

bl 
b7A 

b7C 
b4 
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Case Number Claimed 
Infraction 

SEC 

Reportable or 
Non Report. 

Brief Description 

Improper . 
Authorization 

Improper 
Request under 
Pertinent NSL-
seekin 

Reportable This is being reported .ouLaLan 
abundance of caution. 

citing ECPA but 
requesting 
RFPA 

Non Reportable 

citing FCRA 
including RFPA 
certification 

Non Reportable 

and the agent got the 
approval o| legal counsel. 
But we are sending this through 
because we can not definitely say 
that this was not content 
information.. 

although EC citation was in error, 
records were properly described 
and RFPA referenced in NSL 

NSL was issued under 1681 v but 
certification used RFPA language 
(which allows for NSL in both IT 
and CI case); since case was IT, the 
RFPA language citing both IT and 
CI had no legal impact. Further 
(and this was the mistake that the 
IOB EC picked upon, which OIG 
had not; the IOB EC does NOT 
reflect the mistake that the OIG 
found), EC synopsis stated NSL. 
was issued under RFPA but rest of 
EC was accurate and reflected IT 
nature of the case and the request 
for a 168 lv NSL. 

SEC 

P/DUH/KSE/KW 
26-2032 
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SECI 

citing FCRA 
including RFPA 
certification 

Non Reportable NSL was issued under 1681 v but 
certification used RFPA language 
(which allows for NSL in both IT 
and CI case); since case was IT, the 
RFPA language citing both IT and 
CI had no legal impact. The EC 
reflected the IT nature of the case. 

citing FCRA 
including RFPA 
certification 

Non Reportable NSL was issued under 1681 v but ; 
certification used RFPA language 
(which allows for NSL in both IT 
and CI case); since case was IT, the 
RFPA language citing both IT and 
CI had no legal impact. The EC 
reflected the IT nature of the case. 

seeking FCRA 
1681v in CD 
case 

seeking FCRA 
1681v in CD 
case 

seeking FCRAv 
when SAC. 
approved only 
FCRA 168 hi 

seeking FCRAv 
when SAC 
approved only 
FCRA 1681u 

seeking FCRAv 
when SAC 
approved only 
FCRA 1681u 

seeking FCRAv 
when SAC 
approved only 
FCRA 1681u 

Non reportable. Although EC citation was in error, 
records were properly described 
and FCRAv was referenced in NSL 
which was also signed by the SAC. 
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3d Party Error 
Obtaining info 
not relevant to 
authorized 
investigation 

not reportable mistakenly, cited one NSL 
as source for subscriber 
information pertaining to a 
particular telephone number in an 
EC to file, when in fact a second 
NSL was the source for the 
subscriber information. Both NSL's 
were properly issued and there is 
no IOB violation. 

3d Party Error 
Obtaining info 
not relevant to 
authorized 
investigation 

not reportable requested subscriber 
information from 

and received a number that 
was not assigned to an individual, 
but was an internet access number. 
The NSL was properly issued and 
there is no IOB violation. 

3d Party Error 
Obtaining info 
not relevant to 
authorized 
investigation 

3d Party Error 
Obtaining info 
not relevant to 
authorized 
investigation 

3d Party Error 
Obtaining info 
not relevant to 
authorized 
investigation 

not reportable requested toll billing 
information from ffld 
received information for a number 
that was not requested in the NSL . 
The NSL was properly issued and 
there is no IOB violation. 

SECRET 
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3d Party Error 
Obtaining info 
not relevant to 
authorized 
investigation 

S E b R Ç T 

Not Reportable NSL served upon provider 
contained two correct telephone 
numbers. Authorizing EC 
contained typographical error with 
respect to one of the numbers. Not 
reportable: the fact that the 
authorizing EC contained an 
apparent typographical error 
neither resulted in the issuance of 
an erroneous NSL, nor an 
unauthorized collection in 
violation of the NSIG and ECPA. 

results exceed 
date scope of 
request 

Not Reportable received from the 
provider information that covered 
two weeks prior to the beginning 
of the request. That period was 
consistent with the billing cycle: 
OIG had stated in report that 
overruns due to the billing cycle 
did not even need to be reported as 
PIOBs. Carrier error/choice 
involved; not FBI error. 

results exceed 
date scope of 
request 

Not Reportable received from the 
provider information that covered 
two months prior to the beginning 
of the request. lad issued 
an earlier NSL which covered 
more than a month of the overrun. 
Carrier error involved, not FBI 
error. 

results exceed 
date scope of 
request 

results exceed 
date scope of 
request 

Not Reportable received records.beyond the 
scope of the NSL, but since it was 
carrier mistake, it is not reportable. 
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As described 
hvl f i 

Facts as 
reported for 

PIOB-
Valerie's notes 

Instance 
1 Case ID . . NSLB's comments 

Did 
ADC / 
CDC 

review 
NSL? 

Should it have 
been reported 
as a potential 
IOB matter?' 

Is it 
reportable to 
the PIOB? 

1 1 f," 

. Issuing NSL 
wheif | 
expired 

PArvinUnn+a/l lout of 
1 

ISI; 

f 

. Issuing NSL 
wheif | 
expired 

history on 
pvtptr i inni 

/U lout of 
1 

ISI; 

f 

. Issuing NSL 
wheif | 
expired CAlCUolUlla 

t 

I 
ier's 

lout of 
1 

ISI; 

f 

. Issuing NSL 
wheif | 
expired 

time NSL 
icciuul ILJJUVU 
Violation 
had expiree 
due to drafl 
error. 

t 

I 
ier's 

lout of 
1 

ISI; 

f 

Issuing NSL 
seeking full 
credit report 
in CI case 

Occurred - we 
issued 1681v 
instead of, 
1681uNSL. 

lout of 
2 , 

2 out of 
2 

all ¡ m i l l i o n c o m m i • 
E m i IS UICLÀ33IFIED EXCEPT' 
UBERE SHOW OTHERUSE' . • • 

DATE: 07-26-2007 
CLASSIFIED BY S5179/DHE/ER/RU 
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.DECLASSIFY 01: 07-26-2032 
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As described 
bylG 

Facts as 
reported for 

PIOB-
Valerie's notes 

Instance 
* : Case ID 

1 ' . 1 

NSLB's comments 

Did 
ADC / 
CDC 

review 
NSL? 

Should it have 
been reported 
as a potential 
IOB matter? 

Isit 
reportable to 
the PIOB? 

Issuing NSL 
seeking full 
credit report 
(1681v) 
when EC .: 
authorizes 
only limited 
data (1681u) 

B/c SAC 
signed the NSL 
for broader 
info, quarrel 
with idea it 
was not 
authorized. 
Sloppy 
paperwork. 
NSLs were 
good asking 
for 1681v, EC 
asked for 
1681u(was 
wrong). 

lout of 
3 . 

2 out of 
3 
3 out of 
3 



As described 
... bylG 

Facts as 
reported for 

PIOB-
Valerie's notes 

Instance 
t Case ID NSLB's comments 

Did 
ADC/ 
CDC 

review 
NSL? 

Should it have 
been reported 
as a potential 
IOB matter? 

Is it 
reportable to 
thePIOB? 

Received 
irrelevant 
info in 
responseto 
NSL 

Info was 
relevant, but 
exceeded time 
period we 
requested; 
third party 
error. 

l out of 
1 

i • 

; Overcollectio 
n of relevant 

• info in 
responseto 
NSL 

Relevant info 
for time that 
exceeded what 
we requested. 

lout of 
1 . 

: 

Issuing NSL Illegality of 
this is unclear; 
no date 
actually 
obtained. 

lout of 
-1- ; 

b l . ; 
b2 •. .. 
b7E 

This is being reported out of an Yes 

b5 

Yes . Yes 
fo 

Illegality of 
this is unclear; 
no date 
actually 
obtained. 

lout of 
-1- ; 

b l . ; 
b2 •. .. 
b7E 

abundance of caution] 1 
Yes 

b5 

Yes . Yes Illegality of 
this is unclear; 
no date 
actually 
obtained. 

lout of 
-1- ; 

b l . ; 
b2 •. .. 
b7E 

Yes 

b5 

Yes . Yes Illegality of 
this is unclear; 
no date 
actually 
obtained. 

lout of 
-1- ; 

b l . ; 
b2 •. .. 
b7E 

and the 

Yes 

b5 

Yes . Yes Illegality of 
this is unclear; 
no date 
actually 
obtained. 

lout of 
-1- ; 

b l . ; 
b2 •. .. 
b7E 

agent got the approval of 

Yes 

b5 

Yes . Yes Illegality of 
this is unclear; 
no date 
actually 
obtained. 

lout of 
-1- ; 

b l . ; 
b2 •. .. 
b7E fegalcounsel But,we 

Yes 

b5 

Yes . Yes Illegality of 
this is unclear; 
no date 
actually 
obtained. 

lout of 
-1- ; 

b l . ; 
b2 •. .. 
b7E 

are sending this through because 
we can not definitely say that 
this was not content information. 

Yes 

b5 

Yes . Yes 

NSL VIO-24556 



, • 1 -
Facts as 

Did 
ADC / Should it have 

As described 
by IG 

reported for 
PIOB-

Valerie's notes 
Instance 

I - ' Case ID NSLB's comments 

CDC 
review 
NSL? 

been reported 
as a potential 
IOB matter? 

Is it 
reportable to 
the PIOB? 

ECPANSL l out of EC citation was in error (ECPA Yes Yes Yes 
seeking what 
IG believes ! 
are financial 
records 

1 not RFPA) and did not describe 
supporting facts, NSL was 
reference ECPA and RFPA in 
part.: 

requiring 
RFPA NSL 
FCRANSL Actual l out of NSL was issued under I681v but ] 

uses 
certification 

language 
differences are 

3 certification used RFPA 
language (which allows for NSL 

language 
from RFPA 

minor; no 
individual 
rights affected. 

i • 

in both IT and CI case); since 
case was IT, the RFPA language 
citing both IT and CI had no 
legal impact. Further (and this 
was thé mistake that the IOB EC 
picked upon, which OIG had , 
not; the IOB EC does NOT 
reflect the mistake that the OIG 
found), EC synopsis stated NSL • 
was issued under RFPA but rest 
of EC was accurate and 
reflected IT nature of the case 
and the request for a I68IvNSL. 

À NSL VIO-24557 



As described 
bylG 

Facts as 
reported for 

PIOB -
Valerie's notes 

Instance 
f Case ID NSLB's comments 

Did 
ADC/ 
CDC 

review 
NSL? 

Should it have 
been reported 

• as a potential 
IOB matter? 

Isit 
reportable to 
the PIOB? 

2 out of 
3 . 

NSL was issued under l6SIv but 
certification used RFPA 
language (which allows for NSL 
in both IT and CI case); since 
case was IT, the RFPA language 
citing both IT arid CI had no 
legal impact. The EC reflected 
the IT nature of the case. 

i 

3 out of 
3 

NSL was issued under I6SIv but. 
certification used RFPA 
language (which allows for NSL 
in both IT and CI case) ¡since 
case was IT, the RFPA language 
citing both IT and CI had no 
legal impact. The EC reflected 
the IT nature of the case. . 

Received 
irrelevant 
info in 
response to 
NSL • 

Mischaracteriz 
ed as . 
irrelevant; info 
was relevant; 
and promptly 
covered with a 
new NSL 

1 out of 
1 

mistakenly cited one 
NSL as source for subscriber 
information pertaining to a 
particular telephone number in 
an EC to file, when in fact a 
second NSL was the .source for 
the subscriber information. Both 
NSL's were properly issued and 
there is no IOB violation. 



As described 
by IG 

, Facts as 
reported for 

PIOB -
Valerie's notes 

Instance 
. r Case ID NSLB's comments 

Did 
ADC / 
CDC 

review 
NSL? 

Should it have 
been reported 
as a potential 
IOB matter? 

Is it 
reportable to 
the PIOB? 

Overcollectio 
n of relevant 
info in 
response to 
NSL ' • v.. • • 

1 out of 
2 

received from the Overcollectio 
n of relevant 
info in 
response to 
NSL ' • v.. • • 

1 out of 
2 provider information that 

covered two weeks prior to the 
beginning of the request. That 
period was consistent with the 
billing cycle. OIG had stated in 
report that overruns due to the 
billing cycle did not even need to 
be reported as PIOBs. Carrier 
error/choice involved; not FBI 
error. 

b2 
b7E ' 
bl 

2 out of 
2 . provider 

covered 
berné 

received from the 
information that 

two months prior to the 
if> of the request. 

< •1 b2 
b7E ' 
bl 

2 out of 
2 . 

|iad issued an earlier < •1 b2 
b7E ' 
bl 

2 out of 
2 . 

NSL which covered more than a 
month of the overrun. Carrier 
error involved, not FBI error. 

< •1 b2 
b7E ' 
bl 

2 out of 
2 . 

NSL which covered more than a 
month of the overrun. Carrier 
error involved, not FBI error. 

< •1 

• IflHS i H M « • 

NSL ViO-24559 



As described 
by IG 

Facts as ' 
reported for 

PIOB-
Valerie's notes 

Instance 
Case ID NSLB's comments 

Did. 
ADC/ 
CDC 

review 
NSL? 

Should it have 
been reported 
as a potential 
IOB matter? 

Is it 
reportable to 
thePIOB? 

Issuing NSL 
seeking full 
credit report 
(1681v) 1 

when EC 
authorizes 
only limited 
data (1681u) 

B/cSAC 
signed the NSL 
for broader 
info,quarrel 
with idea it 
was not > 
authorized. 
Sloppy 
paperwork. 

loutof 
1. 

Although EC citation was in 
error, records were properly 
described and FCRAv was 
referenced in NSL which was 
also signed by the SAC. 

Received 
irrelevant 
info in 
response to 
NSL 

loutof 
2 • 

\~\requested toll billing 
information from and 
received information for an 
associated number. Both the 
requested number and the 
associated number were 
subscribed to by the same 
individual This is why the 
associated number was 
provided. The NSL was properly 
issued and there is no IOB 
violation. 

YES YES NO 

bl 
b2 
b7E 
b4 
b7D 

NSL VIO-24560 



As described 
by IG 

Facts as 
reported for 

PIOB-
Valerie's notes 

Instance 
" . # ' Case ID NSLB's comments 

Did 
ADC / 
CDC 

review 
NSL? 

Should it have 
been reported 
as a potential 
IOB matter? 

Isit 
reportables 
the PIOB? 

i 

2 out of 
2 

NSL served upon provider 
contained two correct telephone 
numbers. Authorizing.EC 
contained typographical error 
with respect to one of the 
numbers. Not reportable: the 
fact that the authorizing EC 
contained an apparent 
typographical error neither 
resulted in the issuance of an 
erroneous, NSL, nor an 
unauthorized collection in 
violation ofthe NSIG and EC?A. 

Yes No No 

Overcollectio 
n of relevant 
info in 
response to 
NST 

1 out of 
1. 

b2 
b7E ; 

received records beyond the: 

scope of the NSL, but since it 
was carrier mistake, it is not, 
reportable 

r ' ^ • A H 

NSL VIO-24561 



As described 
by IG 

Facts as 
reported for 

P IOB- . 
Valerie's notes 

Instance 
r Case ID NSLB's comments 

Did 
ADC/ 
CDC 

review 
NSL?. 

Should it have 
been reported 
as a potential 
IOB matter? 

Is it 
reportable to 
thePIOB? 

Received 
irrelevant 
info in 
response to 
NSL 

CDC/ADC 
reviewed; 
matter should 
not have been 
reported; 
matter was not 
an IOB. 

lout of 
2 

"^requested subscriber 
infQrmtionirom\ 

pnd received a 
number that was not assigned to 
an individual, but was an 
internet access number. The NSL 
was properly issued and there is 
no IOB violation. 

2 out of 
2 

NSL VIO-24562 



U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

March 28, 2007 

Ms. Darlene Connelly, General Counsel 
President's Foreign Intelligence Advisory Board 
New Executive Office Building - Room 5020 
725 17th Street NW 
Washington, DC 2 0503 

Dear Ms. Connelly: 

As you know, in March 2007, the Department of Justice, 
Office of the Inspector General (OIG) issued a report entitled, A 
Review of the Federal Burea:u of Investigation's Use of National 
Security Letters. In Chapter Six of this report, the OIG 
identified 22 potential Intelligence Oversight Board (IOB) 
matters relating to national security letters (NSLs) in its 
review of a sample of investigative files in four FBI field 
offices. Enclosed, you will.find five (5) summaries of 
reportable IOB matters. The Office of the General Counsel (OGC) 
has determined that the other 17 matters are not reportable. As 
always, the FBI will retain copies of those decisions for your 
review upon request. 

The OIG divided the 22 potential IOB matters into three 
categories: improper authorization (1), improper requests under 
the pertinent NSL statutes (11), and unauthorized collections 
(10) . 

Improper authorization: OGC has determined that the ' 
one instance of improper authorization should be reported as-an— 
IOB matter. Please see enclosed summary for IOB Matter 2007J 

Improper requests under pertinent NSL statutes: OGC 
has determined that four of the instances noted by the OIG should 
be reported as IOB matters. Please see enclosed summaries for 
IOB Matters, 2 007-j ¡(issuing an NSL for ? 2007-1 I 
(issuing an NSL requesting financial records nut citing the — (issuing an NSL requesting financial records nut citing 
Electronic Communications Privacy Act (ECPA), among other 
administrative errors); and 2007] | (issuing NSLs for full 
credit reports in counterintelligence cases (2 instances)). 

OGC has. determined that the other seven instances are 
not reportable IOB matters. In three instances, the FBI field 

h 2 
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office issued an NSL requesting a full credit report under the 
Fair Credit Reporting Act (FCRA), 15 U,S.C..1681v, however, 
certification language from the Right to Financial Privacy Act 
(RFPA), 12 U.S.C. 3414(a)(5)(A) was used later in the NSL. All 
three are international terrorism cases, and therefore, the FBI 
was lawfully authorized to request and obtain the full credit 
reports. As the RFPA applies to both international terrorism and 
countintelligence cases, citing the certification language from 
th.at statute had no legal impact. The information provided in 
response to these NSLs was not sequestered because the FBI had 
issued lawful NSLs for that information. 

In the remaining four:instances, the FBI field office 
issued an NSL requesting a full credit report under FCRA, 15 
U.S.C. 1681v, but the accompanying electronic communication (EC) 
mistakenly included language requesting consumer identifying 
information, 15 U.S.C. 1681u, instead. The mistake in the EC, 
though sloppy, did not alter the investigation in any way, and 
this scrivener's error, citing 1681u rather than 1681v, did not 
violate any law. . As these.were all international terrorism 
cases, the FBI field office had the proper legal authority to 
request full credit reports, and, therefore, thisinformation was 
not sequestered. ' • . 

Unauthorized collections: OGC has determined that none 
of the ten instances noted by the OIG are reportable IOB matters. 
Six of these instance^ involved third-party errors in which the 
carrier provided information beyond the scope of what was asked 
for in the NSL. Five times, the carrier provided information 
beyond the date range requested in the NSL, presumably-to comply 
its own billing cycle. In one instance, the carrier, a- financial 
services provider, provided information beyond the 
names/addresses of financial institutions as requested by the 
NSL. By letter dated 11/13/2006, the Counsel to the.IOB agreed 
that these third-party errors in the collection of information 
pursuant to an NSL are not reportable to the IOB. 

In one instance, in an internal EC documenting the 
results of NSL requests, the FBI field office mistakenly cited an 
NSL issued on 12/21/2004 as the source of the subscriber 
information in the file when, in fact, that information came from 
an NSL issued on 12/29/2004. :As both NSLs were lawfully issued, 
there was no unauthorized collection. The mistake, if any,, was. a 
scrivener's error in documenting the information in the file.. 

In another scrivener's error, the accompanying EC 
contained a typographical error with respect to one of the phone 
numbers being,requested in the NSL. The NSL actually served on 
the provider contained two correct phone numbers, therefore, 
there was no unauthorized collection. 

2 
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One FBI field office served an NSL requesting 
subscriber information for a particular phone number that was . 
associated with the target of an authorized investigation. In 
response, the provider indicated that the number was actually an 
Internet Access Platform used to log on to the internet. When 
the NSL was sent, the number was relevant to an authorized 
investigation. The fact that it turned out to be something else . 
does not make this an unauthorized collection (or any error at 
all) . 

Finally, one FBI field office requested toll billing 
records "associated" with a particular phone number. In 
response, they received information for an associated number. 
Both the requested number and the associated number were 
subscribed to by the same individual1. The plain language of ECPA 
and the legislative history support the position that the FBI is 
permitted to request and acquire information on associated -
numbers attributable to the same account.. Therefore, the NSL was 
lawfully issued and .the results should not be considered an 
unauthorized collection. 

Please find enclosed summaries of the five IOB matters 
identified by the OIG report that OGC has. determined are, indeed, 
reportable. Hopefully, the brief explanations above will satisfy 
you that the remained of the 17 potential IOB matter identified 
by the OIG report were not, in fact, reportable. The FBI has, 
however, retained copies of those decisions if you choose to 
review them. 

Please don't hesitate to contact me if you have 
questions about any of these IOB matters. 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 
National Security Law Branch 

NSL VIO-24565 



Percent Total of FBI National Security Letter Intelligence Oversight Board Matters 

90-

8 0 -

7 0 -

6 0 -

Number 

4 0 -

3 0 -

2 0 -

Year *Tota! number includes identical NSLIOB matters documented twice 

AIL INFORMATION COHTAIHED ' /. ' • . , • 
• HEREIH IS UNCLASSIFIED',, . . " ' '' • 
DIE 07-26-2007 SI 65179/M/K5R/R1' ' ' MCI V I O - 2 4 5 6 6 



Percentage of Reportable vs. Non-Reportable 
FBI NSL IOB Matters (2001-2006) 

B Reportable . 
• Non-Reportable 

ALL IIFOPMTIOI COHTAIEED 
HEBIII IS UÏCIAS5IFIED . . ^ . 
DATE 07-26-200? BY 6S179/MI/KSRPJ. 

NSL VIO-24567 



Percentage of Third-Party Errors vs. Non-Third-Party Errors 
FBI NSL IOB Matters (2001-2006) 

I Non-Third-Party Error 

ALL IIFOPJiTirjI COHTAIEED ' 
HERE IK IS UICLASSIFIED '" '' . 
DI1 07-26-2007 BY 65179/li/KSl/lj' 

NSL VIO-24568 



Number of FBI National Security Letter Intelligence Oversight Board Matters 
By Program (2001-2006) 

ALL m m m u m C O S T ™ . 
HEREIN IS UNCLASSIFIED ' ' , 

• D A I 0 7 - 2 6 - 2 0 0 7 B Y 6 S 1 7 9 / D I I H / K S 1 / R I 

NSL VIO-24569 



Number of FBI National Security Letters 
Requested Pursuant to Each Statute (2001-2006) 

91 

ALL IHFOBI4TIOK COSTAIHED \ 
HEPEII is d i c l i s s i f i e d : ' • • 
D i l l 0 7 - 2 6 - 2 0 0 7 B Y 6 5 1 7 9 / l i / K S l / l I 
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Total Number of FBI National Security Letter Intelligence Oversight Board Matters 

90-

80: 

7 0 -

6 0 -

5 0 -

Number 

4 0 -

3 0 -

20-1 

0 -
2001 , 2002 , 2003 . . . . 2004 , 

/ . - . .. / 
2005 \ 2006 

•Non-Reportable 
-

i Reportable 
-

a h n F o m n o u c o s t a i » 
BEREIS IS tWCLASSIFIED 
DATE H7-26-2007 BY 6 5 1 7 9 / M / K S R / R I 

Year 'Total number includes identical NSLIOB matters documented twice 

N S L V I O - 2 4 5 7 1 



Percent Total of FBI National Security Letter Intelligence Oversight Board Matters 

Percent Total 

ALL I I F O M à T I O l C O N T A I E B 
HEREIK IS UNCLASSIFIED • 
DITE 07-26-2007 BY 6 5 1 7 9 / D I l / K S l / I f 

To ta l number includes identical NSL IOB matters documented twice 

NSL VIO-24572 



Total Number of FBI National Security Letter Intelligence Oversight Board Matters 
(Field Offices with Above-Average Number of lOBs*) 



Total Number of FBI National Security Letter Intelligence Oversight Board Matters 
(Field Offices with Above-Average Number of lOBs*) 

I Reportable • Non-Reportable 

Note |data contains one IOB that was both reportable and 
non-reportable. Field Office/HQ Unit 

NSL VIO-24574 

•ALL IIFOffliTIOI CÖUTII1ID 
HEK1I IS M C L A 5 S I Ï I E D ; 
Dil 07-26-2007 BY 65I79/M/KSR/W 



Total Number of FBI National Security Letter Intelligence Oversight Board Matters 
(Field Offices with Above-Average Number of lOBs*) 

0 Third-Party Error I Non-Third-Party Error 

*Where the total number of lOBs is greater than 3.25 Field Office 

NSL V I O - 2 4 5 7 5 

. m m i l l i o n c o m i ® • . 
'HEMI IS M C L A S S I F I E D 1 , 
u m 07-26-2007 BY 65179/M/KSI/II 



Non-Third-Party Errors Attributable to Program Type 
(2001-2006) 

b2 
b7E 

I Third-Party Error 
I Non-Third-Party Error 

AIL IlFOlIiTlLl CÛFFÀI1D 
HEREII 15 UNCLASSIFIED • . . 
DATE 07-26-2007 ET 65173/MH/KSE/ll 

NSL VIO-24576 



AIL HJFQPHÀTM COFTÀINED 
H E R E U IS IfELASSIFIED' ' , 
DATE 07-26-2007 if 6 5 1 7 5 / M / E E / l l FBI National Security Letter Intelligence Oversight Board Matters (2001-2006), 

10B # Year • FoSquad/HQ 
Division 

Program NSL-
Reportable 

• 

NSL-Non 
Reportable 

Act Violation Subject 

• 

CDC/ADC 
Review 

Sequestered Reason/Remedy Misc. Notes 

•• -

Year Program NSL-
Reportable 

• 

NSL-Non 
Reportable 

Act Violation Subject 

• 

CDC/ADC 
Review 

Sequestered Reason/Remedy Misc. Notes 

•• -

Year 

CTD , 1 RFPA Incorrect form usee 
to request 
information 

Unknown, Training regarding 
difference in forms;, 
CDC review for proper 
use guaranteed prior to 
issuance 

NSL form rather ' 
than SAC request 
form used to obtain 
information 

2 0 0 3 CD 1 ECPA Information ..•• 
provided by source 
without NSL (when 
one was 
necessary) 

Unknown NSL training provided 
and,related NSL issued 
for, information 

Case agent 
obtained 
information from 
source rather than 
utilizing NSL 

2 0 0 4 CTD , 1 ECPA/ 
RFPA •. 

JjSLs issued after 
pxpired . 

Unknown 
• . f 

NSLs issued after 
pxpired 

2 0 0 4 CTD 1 ' ECPA NSL drafting error1 Unknown Records were not 
uploaded into ACS 

Incorrect identifiers 
used within NSL 

2 0 0 4 CD . 1 ECPA . Incorrect 
information 
provided 

Unknown X Recorded forwarded to 
ADC . .. 

Third-party error 

2 0 0 4 CD . 1 , ECPA, NSL drafting error Unknown1 X Records forwarded to 
FBIHQ 

Typographical . 1 
error within NSL j 

2 0 0 4 CD 1 ECPA . NSL drafting error • Unknown x ; Records sealed Typographical 
error within NSL 

2 0 0 4 CTD . . 1 ECPA Incorrect 
information 
provided 

Records forwarded to 
FBIHQ 

Third-party error. 

2 0 0 4 CD . 1 FCRA . 
( 1 6 8 1 V ) 

incorrect request. 
for information . 

Unknown X Records sealed a n d . 
forwarded to FBIHQ 

NSLs issused 
using incorrect 
section (1681 v , 
used rather than 
1 6 8 1 u) > 

2 0 0 4 CTD 1 . . ECPA NSL received after 
J o s e d , (third 
party late) 

Unknown X Records sealed and 
archived 

NSL information 1 
received afte| j 
closed 

2 0 0 4 CTD 1,1 ' ECPA 

[ 
NSL received after 

j o s e d (third 
party late) 

Unknown X Records sealed and 
archived 

NSL information 
received after 
closed ; 

2 0 0 4 CD 1 .. RFPA Information 
obtained prior to'. 
NSL drafting , 

Unknown Case agent verbally 
counseled. 

Case agent utilized 
electronic 
surveillance 
methods to obtain 
information (rather 
than NSL) 

2 0 0 4 CD 1 .. RFPA Information 
obtained prior to'. 
NSL drafting , 

Unknown Case agent verbally 
counseled. 

Case agent utilized 
electronic 
surveillance 
methods to obtain 
information (rather 
than NSL) 

NSL VIO-24577 



FBI National Security Letter Intelligence Oversight Board Matters (2001-2006), 

IOB # Year FoSquad/ HQ 
Division 

Program NSL-
Reportable 

NSL-Non 
Reportable 

Act Violation Subject CDC/ADC 
Review 

Sequestered Reason/Remedy Misc. Notes IOB # 

2004 CTD 1 ECPA Incorrect 
information 
provided 

Unknown Sought additional 
guidance from FBIHQ 

Third-party error 
(case classified as 
Cyber with threat) 

IOB # 

2005 CTD . 1 ECPA Incorrect 
information 
provided 

Unknown Third-party error 

IOB # 

2005 CTD •1 . ECPA Incorrect 
subscriber 
information 

Unknown X Records forwarded to 
FBIHQ for destruction 

Reporting source 
error 

IOB # 

2005 CD 1 . ECPA/RF 
PA ; 

Concern regarding 
collecting NSL. 
information without 
an official 
investigation 

Unknown NSL information 
collected under 
official 
investigations 
(lawful) 

IOB # 

2005 CD . 1 ECPA lot Unknown X Records secured not 

IOB # 

2005 CD . 1 
requested using 
proper AG 
Guidelines; NSL 
information could. 
not be used 

Unknown X 

requested using • 
proper AG 
Guidelines; NSL 
information could 
nnt hp lisAfi 

IOB # 

2005 CD y ECPA NSLs received Unknown 

IOB # 

2005 CD y ECPA 
aftej | 
(third-party late) 

Unknown 
NSLs received 
thereafter (third-
nartYfirrnr) , 

IOB # 

2005 CD, 1 ECPA. NSLs received Unknown 

IOB # 

2005 CD, 1 ECPA. 
afte 
(third-party late) • 

Unknown 
NSLs received . 
thereafter (third- • 
party error) 

IOB # 

2005 CTD . 1 . ECPA NSL drafting error Unknown X Records sealed and 
forwarded to FBIHQ 

Telephone 
numbers appended 
into incorrect NSL 
number, 

IOB # 

' 2 0 0 6 CTD ECPA Telephone records 
requested under 
TA 

UnknoAn X Records destroyed 

IOB # 

2006 CTD .. 1 ECPA Incorrect. 
information 
provided 

Unknown x . Record CD and hard 
copies of excess 
information were 
sealed and 
sequestered 

Third-party error 2006 CTD .. 1 ECPA Incorrect. 
information 
provided 

Unknown x . Record CD and hard 
copies of excess 
information were 
sealed and 
sequestered 

Third-party error 

NSL VIO-24578 



FBI National Security Letter Intelligence Oversight Board Matters (2001-2006), 

IOB # Year FoSquad/HQ 
Division 

Program NSL-
Reportable 

NSL-Non 
Reportable 

Act Violation Subject Sequestered Reason/Remedy Misc. Notes 

2006 CTD 1 . ECPA Incorrect 
information 
provided 

Unknown X Record CD and hard 
copies of excess ^ 
information were 
sealed and 
sequestered 

Third-party error 

2006 CTD 1 ECPA. Information found 
to be unassociated 
with subject or 
terrorism activity 

Unknown 

h 

x Records sealed and 
not uploaded 

Telehopne number 
not associated with 
subject or terrorism 
activity 

2006 CTD . 1 ECPA NSL issued afteij Unknown Administrative 
oversight 

lease 

2006 CTD . 1 Unknown 

agent unaware and 
served NSLs) 

2006 CTD 1 ECPA Improper 
disseminata 
information 

)n of 
Unknown Third-party error. . 

Carrier forwarded 
information to , 
wrong location 

2006 CTD 1 RFPA Unknown Request for 2006 CTD 1 RFPA Unknown 

was sent to wrong 
division at HQ 

2006 CD 1 ECPA Incorrect 
information 
provided 

Unknown x Records sealed Third-party error 

2006 CD 

V 

•• 1.: ECPA Incorrect 
information 
provided 

Unknown x Record CD containing 
excess information 
remains in CDC safe 

Third-party error 

2006 CD, . 1 . ECPA Incorrect 
information 
provided 

Unknown x Records sealed Third-party error 
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FBI National Security Letter Intelligence Oversight Board Matters (2001-2006), 

IOB# - Year. , FoSquad/HQ 
Division 

Program NSL-
Reportable 

NSL-Non 
Reportable 

Act Violation Subject CDC/ADC 
Review 

Sequestered Reason/Remedy Misc. Notes 

2006 CTD 1 . ECPA Incorrect 
information. 
provided, 

Unknown Third-party error. 
Not necessary to 
sequester records 
because the 
excess information 
provided by the 
carrier was within 
the scope of the 
N S L ; 

2006. CTD 1 ECPA Incorrect telephone 
subscriber 

Unknown X Records set aside and 
were not used 

2006 CTD , r 1 ECPA_ Incorrect request 
for information 

Unknown NSL Drafting error 

. 2006 CD ! . . 1 ECPA Incorrect 
information 
provided 

Unknown X CDC holding 
information in sa fe . 

Third-party error 

2006 CD 1 ECPA Incorrect 
information 
provided 

Unknown x Records were 
destroyed 

Third-party error 

•'••" ' • : ] 

2006 CD . 1 ECPA Incorrect request 
for information 

Unknown X Incorrect NSL , 
served (post USA 
Patriot IRA) 

2006 CTD 1 ECPA Incorrect telephone 
subscriber 

Unknown X Records sealed and 
forwarded to ADC 

Subscriber . 
cancelled . 
telephone service 

2006 CTD 1 RFPA Incorrect . 
information 
provided 

Unknown X Excess records were 
segregated and sealed 
in Springfield RA 

Third-party error 

'i , 
2006 CD 1 •'. ECPA. Incorrect request 

for information 
Unknown X Record CD was 

destroyed 
NSL Drafting error 

•2006 CD 1 . ECPA , Incorrect -
information 
provided , 

Unknown Third-party error 
but information . 
provided still falls 
within investigative 
time frame and FO 
plans to re-issue 
an NSL 

2006 CD 1 ECPA Incorrect telephone 
subscriber 

Unknown X Records were 
destroyed 

Third-party error 

NSL VIO-24580 



FBI National Security Letter Intelligence Oversight Board Matters (2001-2006), 

IOB # Year FoSquad/ HQ 
Division 

Program NSL-
Reportable 

NSL-Non 
Reportable 

Act Violation Subject CDC/ADC 
Review 

Sequestered Reason/Remedy Misc. Notes 

2006 CD 1 ECPA Incorrect 
information 
provided 

Unknown X Records secured by . 
CDC 

Numbers . . 
transposed by third 
party 

2006 CD 1 . RFPA Extraneous 
information 
provided 

Unknown X Records secured by. 
CDC 

Third-party error 

2006 CD • 1 RFPA Incorrect 
information . 
provided 

Unknown X CDC holding 
information in safe 

Third-party error 

2006 CTD . 1 ECPA : Incorrect' . 
information 
provided . 

Unknown x Records sealed and 
forwarded to CDC 

Third-party error 

. 2006 : CTD ' 1 ECPA Incorrect 
information . 
provided 

Unknown X Record sealed and 
forwarded to CDC 

Third-party error 

. 2006 CID 1 ECPA. Incorrect request 
for information 

Unknown X Record sealed and, 
forwarded by CDC .. 

NSL Drafting error 

2006. CTD • 1 ECPA Incorrect request 
for information • 

Unknown X Records were sealed 
by CDC and deleted 
from ACS , 

NSL Drafting error 

2006 CTD 1 ECPA Incorrect 
information 
provided 

Unknown X CDC holding 
information in safe 

Third-party error 

2006 CTD 1 , ' ECPA Incorrect 
information 
provided 

Unknown 
i . 

X CDC holding 
information in 
safe/uploaded records 
permanently charged 
out 

Third-party error 

2006 CTD 1 ECPA Incorrect 
information 
provided 

Unknown x CDC holding . 
information in safe 

Third-party error 

2006 CTD . 1 ECPA Incorrect 
information 
provided 

Unknown X CDC holding 
information in safe 

Third-party error 

2006 CTD . 1 ECPA Incorrect 
information 
provided 

Unknown X CDC holidng 
information in safe 

Third-party error 

2006 C'D • 1 ECPA Outstanding NSL Unknown Case agent , 
change causeq 

2006 C'D • 1 ECPA Unknown 

| before 
|NSL served 

NSL VIO-24581 



FBI National Security Letter Intelligence Oversight Board Matters (2001-2006), 

IOB # Year FoSquad/HQ 
Division 

Program NSL-
Reportable 

NSL-Non 
Reportable 

Act Violation Subject CDC/ADC 
Review 

Sequestered Reason/Remedy Misc. Notes 

2006 CD . 1 FCRA 
(1681 u) 

Incorrect 
information 
provided. 

Unknown " X CDC holding 
information in safe 

Third-party error 

2006 CD . 1 ECPA Incorrect telephone 
number 

OGC 
recommended 
records to be 
sequestered i 

2006 CD . 1 ECPA Incorrect telephone 
subscriber 

Unknown Not necessary to 
sequester 
information 
because records 
were publicly 
available 

2006 CTD 

« 

1 ECPA I |not Unknown X lot 2006 CTD 

« 

1 
linked with subject 
or terrorism 
activities 

Unknown X 
linked witn subject 
or terrorism 
activities 

2006 CTD ' . '1 ; * RFPA Unknown X Records forwarded to 
OGC 

2006 CD 
) 

1 . 1 ECPA Unknown X Results of erroneous 
NSL were not reviewed 
and were sequestered 
in CDC safe 

Multiple NSL's . 
were requested, 
and only one of the 
violations was . 
reportable 

2006 
w 

CTD 1 ECPA Case not 
opened/converted 
to 315 matter 

Unknown 

2006 CTD 1 ECPA Incorrect telephone 
subscnber 

Unknown X Records set aside and 
were not used 

Third-party error 

2006 CTD 1 ECPA Incorrect telephone 
number 

Unknown X Records forwarded to 
mm 

2006 CTD 1 ECPA FBI quality control 
error resulting in 
incorrect 
information, 
provided 

Unknown Electronic record. 
information was 
removed, but 
unknown if hard 
copy record was • 
sequestered and/or 
destroyed 

2006 CTD. 1 ECPA Incorrect 
information . 
provided 

Unknown Third-party error 

NSL VIO-24582 



FBI National Security Letter Intelligence Oversight Board Matters (2001-2006), 

IOB # Year FoSquad/HQ 
Division 

Program NSL-
Reportable 

NSL-Non 
Reportable 

Act Violation Subject CDC/ADC 
Review 

Sequestered Reason/Remedy Misc. Notes 

2006 CTD ECPA Incorrect.telephone 
subscriber 

Unknown 
' ' x Records not utilized or, 

uploaded, 
Subscribers 
changed during 
time period 
considered 

2006 CTD 1 ECPA , Incorrect telephone 
subscribers 

Unknown x Subscribers 
changed during 
time period ' 
considered 

2006 CD • , 1 ECPA Incorrect request 
for information 

Unknown Improper, 
altercation of NSL 
to obtain 
information. OGC 
recommended 
records to be 
sequestered 

2006 CD 1 ECPA Incorrect 
information 
provided 

Unknown X CDC holding 
information in safe 

Third-party error 

2006, CD .1 ECPA Incorrect 
information <• . 
provided 

Unknown X CDC holding 
information in safe 

Third-party error . 

2006 CD 1 ECPA Incorrect request 
for information 

Unknown X Record CD containing 
excess information, 
remains in CDC safe 

NSL Drafting error 

2006 CD 1 ECPA, . Incorrect . 
information 
provided 

Unknown X Records sealed and 
forwarded to CDC 

Third-party error 

1 2006 CD 1 ECPA Incorrecf Unknown X ^DC holding ADC contacted 

• • 1 
S l l i l i l l l 

information in safe upon notification of 
violation 

2006 CD. , , 1. : ECPA Case closed before 
NSLs returned 

Unknown X CDC holidng 
information in safe 

Expired; related 
NSL results. , 
sequestered 

2006 

• « • 

co v 1 ECPA Incorrect telephone 
number ' 

Unknown v t x r " - - CDC holding 
information in safe 

CDC contacted 
upon notification of 
violation „ 1 

2006 CTD. . ' , 1 ECPA Administrative •. • 
oversight regarding 

Unknown : x Records sealed and 
forwarded to CDC 

Administrative 
oversightl | 

|and ;ase 
NSLs served agent unaware anc 

served NSLs) 

NSL VIO-24583 



FBI National Security Letter Intelligence Oversight Board Matters (2001-2006), 

IOB# Year FoSquad/HQ 
Division 

Program NSL-
Reportable 

NSL-Non 
Reportable 

Act Violation Subject CDC/ADC 
Review 

Sequestered Reason/Remedy Misc. Notes 

2006 ITD ; . ,1 ECPA Incorrect . 
information 
provided 1 

Unknown X. Third-party error 

• 2006 ;td ,1 ECPA Incorrect telephone 
subscriber ' 

Unknown X CDC holding 
information in safe 

Third-party error 

2006, ;td. , 1 . : ECPA . . Extraneous 
information 
provided 

Unknown x Third-party error . 

2006 ;d • 1 ECPA . Incorrect request 
for information 

Unknown X Records were 
destroyed .. 

NSL Drafting error 

2006, ;D 1 ECPA Incorrect telephone 
subscriber 

Unknown X Subscribers 
changed during 
time period 
considered 

' 2006 • :td •B • 
H H B 

1 • H 
WIlsÊm r , à ^ 

, . „ 
• H H H i HH •HI •Ht 

ECPA 

IHH • • 
• M B f l t t R 

Incorrect telephone 
number 

. 

Unknown 
• • 

• 1 
Records 
destroyed/permanently 
charged cwlof ACS 

• N B H M H • H M H H M v H H 
2006 ;td 1 / ECPA/RFF NSL issued afte| ¡Unknown X Adminis rative • 

oversiah 
lease 

2006 ;td 1 / ECPA/RFF ¡Unknown X 

agent unaware and 
served NSLs) 

2006 ;td 1 ECPA ' Incorrect request 
for information 

Unknown X Records forwarded to 
F.BIHQ for appropriate 
action/uploaded 
records permanently 
charged out 

NSL drafting error 

2006 ;d 1 ECPA Incorrect 
information 
provided 

Uhknown Incorrect telephone 
number acquired 
and used within 
NSL 

2006 id 1 ECPA Incorrect request 
for information 

Unknown X Records were 
destroyed 

2006 ;td 1 ; 

. V 

ECPA Incorrect request 
for information 

Unknown NSL drafting error 

NSL VIO-24584 



FBI National Security Letter Intelligence Oversight Board Matters (2001-2006), 

IOB # ; Year 

s-

FoSquad/HQ 
Division 

Program NSL-
Reportable 

NSL Non 
Reportable 

Act - Violation Subject CDC/ADC 
Review 

Sequestered Reason/Remedy Misc. Notes IOB # ; 

2006. CTD 1 ECPA. Incorrect 
information 
provided 

Unknown X Records were 
destroyed. 

Third-party error 

IOB # ; 

2006 CTD 1 ECPA . Extraneous 
information 
provided . — 

Unknown X Third-party error 

IOB # ; 

2006 CTD . 1 RFPA ' Unknown 
;
 t 

Administrative 
oversight 

lease 

IOB # ; 

2006 CTD . 1 RFPA ' Unknown 

agent unaware and 
served NSLsj 

IOB # ; 

2006 CTD . 1 ECPA Incorrect request 
for information 

X Awaiting guidance from 
carrier . 

Telephone number 
obtained from 
source was 
incorrect. OGC 
recommended 

IOB # ; 

2006 CD 1, 
. I 

RFPA Incorrect 
information 
provided 

Unknown X Records sealed and 
forwarded to CDC 

Third-party error 

' ' ' } 

IOB # ; 

2006 CD 1 ECPA Incorrect, 
information 
provided 

Unknown X Excess records were 
placed in safe 

Third-party error ' 
t 

IOB # ; 

2006 CD 1 ECPA Incorrect 
information • 
provided 

Unknown X Excess records were 
placed in, s a f e , 

Third-party error 

IOB # ; 

2006 CD : ' 1 ECPA Incorrect 
information . 
provided 

Unknown X Records placed in safe Third-party error 

IOB # ; 

.2006 CD 1 . RFPA Incorrect 
information 
provided 

Unknown x Awaiting guidance from 
carrier 

Third-party error 

IOB # ; 

. 2 0 0 7 C D . 1 ' ECPA Incorrect . 
information 
provided 

Unknown X Third-party error 

IOB # ; 

• 2 0 0 7 CD . 1 ECPA Incorrect 
information 
provided 

Unknown X CD of records was 
sequestered with the 
CDC 

Third-party error ' 

NSL VIO-24585 



FBI National Security Letter Intelligence Oversight Board Matters (2001-2006), 

IOB # Year FoSquad/H 
Division 

Q Program NSL-
Reportable 

NSL-Non 
Reportable 

Act Violation Subject CDC/ADC 
Review 

Sequestered Reason/Remedy Misc. Notes 

2007 CD 1' . ECPA Incorrect 
information 
provided 

Unknown Third-party, error 

2007 CTD , 1 ECPA Incorrect 
information 
provided 

Unknown X Third-party error' 

2007 CD 1 ECPA . Incorrect 
information 
provided 

Unknown x Records returned to 
provider 

Third-party error 
. • • bz 

. : bi 

2007, CD 1 ECPA Incorrect 
information . 
provided 

Unknown x Third-party error 

.2007 CTD 1 ECPA Incorrect 
information 
provided 

Unknown X Records destroyed Third-party error 

NSL VIO-24586 



(OGC) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

] 0 G C ) (FBI) 
Thnrgriav Marrh 99 0007 1:31 PM 

(OGC) 

b 6 
b 7 C 

(OGC) (FBI (OGC) (FBI); 
|(OGC) (FBj |(OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI) 

I hese are the outstanding issues that I can remember 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Issues -

1) overcollection covered by an NSL 

2) can 

3) what rules apply 

4) can similar PIOBs be reported in one EC: our response can be one EC if the same response or multiple responses if b 6 
not similarly handled. Inspection talked to| |about this today and they are okay with one PIOB and one response when q 
all similar issues (they will still count these as multiple PIOBs and will make copies of our responses, so there will not be 
any issue as to accurately reporting the extent of the problem.) b z 

b7E 

6) this is one she hasn't seen but came to me today and that I sent to you, 

7) confirm 

HH/KSR/RIJ 
SENSITIVE BUT UNCLASSIFIED 

NSL VIO-24587 
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