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' Precedence: ROUTINE

Drafted By°

FEDERAL BUREAU OF INVESTIGATION

\

Date: 11/09/2005

A

Tor - ;:' : _;'.wAtth  sal |

| : Reive
Counterlntelllgenc © . 'Attn: SSsA

Inspectlon' o o . Attrv‘ IIS

Ffom: "Office of the Gereral Counsel
B ’ NSLB/CILU/Room 7947 - :
Contact' | =324

& bZ
DT

Approvengy:v

~ "7"}[tfffsf

‘*Case D #: (U) 278 ~HQ-C1229736- JIO//—(Pendirg)

m T1t1e1WW)XiAﬂ INTELLIGENCE . OVER: [GHT BOARD MATTER

2005 Bo

syﬁdps1s'”«)2(:'lt 1s‘the'op1no of the Office of the General

‘Counsel (OGC)} that this matter need not be reported to the.
Intelligence Over51ght Board (IOB). A copy of this opinion

. should be retained in the contral file for review by Counsel to

"the I0B.

: P(ﬁiﬁ

'Reference: (U) 278-HQ-C122973'1VIo-seria1 973"

~the v
“that OGC rev1ew the facts of ths:captioned matter and determine p7F

’AaminiStrat1Ve U Thls comn: 11catlon contains one or more
footnotes. To read the footnomi
‘document - in Corel_WordPerfect

AT

s, download and prlnt the

. ‘ : ' '~$ - v S T
3 The referencec electronic communication EC) from
Division | [[ dated .09/12/2005, requested . b2

Details: o

whether it -warrants reporting to; the IOB. In cur cpinion,- it

- does not. Our analysis follows.:

‘(5)

bl
I>2

,ts /

NSLVIO-24360 - P7C




;Siggﬁi;

CTdf Frdm:3 Offlce of - the General Counsel Q-
" Re: (U) 278-H0-C1229736- VIO, ¢1/09/2005 S b7E

15111 el
Izuzsaaﬂt T SeCtion IT. U370 1yp -

 the Attorney General's Guidelines for FBI National Security . - B7E
Investigations and Foreigrn Intelligence Coliection (NSIGfi o PiE

i ineeded approval from FBI #Headquarters - (FBIHQ) 4 - bo

Ira A C

i53| | 2 03/29/2005, the case agent d

L7C
'EC requesting the | ¢ The EC explicitly stated .
"Electronlc communIcation upioa ed into ACS only - No.hard cecpy @
to follow ' - : : o L - T
(S) The EC'wasvactuéi* | ' into ACS on
04/08/2005 . seven days after the "However, CD- 2C the

substantive unit at FBIHQ resporsible for Che case, dld _not i
" receive a hard copy of the requist, and it, therefore, went , BN
unaddressed. On 08/08/2005, the case agent assigned to the case TP2_~
‘after the| [was requeted determined that FBIHQ Ei: C DB

respond .to the <dlead set by regarding the
- N Th . .‘j N N - -

(éfj.oh 12/30/2004} méhthS»beforejthe bik

‘gsent an National Securify Leétter (NSL) ' SR
requesting toll records. did not provide with | Lz
the NSI, vesults until 05/ T approximately one month after  DVE

" th | The NSL result ‘contained no toll records’ only b4

- billing information, because of the target's spec1f1c service. BT

~plan. Because there was no repcrtable information, there was nc

-analysis and‘nothing further u done w1th the NSL results ‘

: : (8) Othervthan the recelpt of the blillng 1nformatlon : bl

 from| |took no o:tier action on this case from the . b2
- p7E
b
7D

. \11 . '

! A "Unlted States LErson 1s deflned in Sectlon 101 (1) of the :
Foreign Intelligence Surveillel: § 1SA), 50 U.S.C. § 1801, et seg., as "a
citizen of the United States: | en lawfully admltted for permanent
‘residence (as deflned in sectich 20) 'of the Immi gration and
Naturalization Act) . . .". Bee also Section I.C fo the Attorney General s .

Guidelines for FBI Natlonal Securltx i esthatlons anf Foreign Intelllqence
Collectlon (NSIG) (2003) . L e . . o .

=
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.‘,'.;

To: [ From: Offlce of the General Counsel b%
Re: (U -HQ- C1229736¢VIO, 11709/2005 bIE

Hl

DT

A, ;‘?(.E

: ; "utlve Order (E 0. ) 12863,
dated 09/13/1993 mandates that' spectors Ge=eral and General
Counsels of the Intelligence Com nity comporents (in the FBI,
-the Assistant Director, INSD, ann the General Counsel, 0OGC,

‘(Uf' Sectlon 2.4 of

'r.;respectively) report to the I0B. “concerning 11telllgence

activities that they have reasor to believe may be unlawful’ or
contrary to Executive order or iresidential directive.” By
longstanding agreement between - *he FBI and the IOB (and its
predecessor, the PIOB), this lerguage has been 1nterpreted to
~mandate the reporting of any violation of a provision of. the
Attorney General Guidelines for National Security Investigations
and Foreign Intelligence Collecrlon (NSIG) or other guidelines or .
regulations approved by the Attfrney General in . accordance with-
E.0..12333, dated 12/04/1981 18 such provision was designed 1n_
full or in part to ensure the protection of the individual rights
of U.S. persons. Violations of:provisions that- are essentially
administrative in nature need po§.be reported to the ICB. . The
FBI is required, however, to mazltaln records of such-. o
~ administrative violations so that ‘the Counsel to the IOB may
*rev1ew ‘them upon request. - : - '

(s) In thls 1nstance;‘és a COnséquénCe'Ff'a'dElgyed‘f,

. response. on the part of a compunications carrier |

~received the results of an NSL after the IR bT'

. Bowever, todk rio_affirmative steps tTo analvee The . 'é
~ information or use it to ] "EWLV
\,11

s=—=oom =T

Tequest ror g [was not F=Ssed by Headquarters :
] ook 31T Tnecessary stepns to gar thel |

- Thus, we perceive .
SO Error reporcaplre o Gl IOD e I )

1 NSLVIO-24362

——



b2

B Tb;;[::;::::];From : Offlce of the General- Cc&nsel g : ?:
"Re: (UF 278-HQ-C1229736-VIO, *‘/09/2005 .- . hIE

. LEAD(s): -

‘Set Lead 1: (Info)

S
e

AT

bTE

 (U}"Read?and»cleét;

 "§et~Lead‘2‘ (Ihfo)

.

5i]f COUNTERINTELLIGENCE

f AT WASHINGTON DC

,,.(U)} Readrandwclear;f'éu

Set Lead 3: (Info)

INSPECTION

AT WASHINGTON DC R R

'»(U)' Read and clear

,’CCE  Ms. Thomas

Neolle)
-3

)

.~ TOB Library -

"

- NSL VIO-24363



2+ FD-962 (Rev: 05-02-2003)

FEDERAL BUREAQ OF :smvss_:nemzlon

'Precedence' ROUTINE , -~ ‘Date.. 09/12/2005
A‘To:’ General Counsel/ S Aftné Natlonal Securlty Law Branch
o o ‘ Room '7975

| Counteriﬁtelligenée: . .Attn: CD-2C Imit
- : : : -~ 8SA

. From:

Contact: SA

O

ooy o
-l =1 Do

- Approved By:

R

]

UDfafted'Byff

. 'iUJ;‘Case ID #+ M 278-HQ-C1229736- VIO—°I73 |
o "T:.tle §< INTELLIGENCE OVERSIGHT BOAR.D (IOB) MATTER

‘ i:T_TJ Synops:Ls- " Possﬂ:le IOB error for non- compllance w1th a
C vreq-ulrement the Attorney General

;; *iUh“f : Se rom s _ .
S :ﬁ{i .~ De Yy Ont =Xl

"Detalls._

(s) 1.

'(é)'-

>< 3. Possiple*IOB Exror:

mh -4

"csj o

oy
s%{'r o b2

o BIC
NSLVIO-24364

fﬂﬂvyﬂpp: . "
Ch;"}"",} k'f«""‘"’f‘ !: {} % ' c}\:‘“ 2



' 05/18/2005, SA

. To:. General Counsel From: [::::;::; bIE
(U) Re: - I&) . 278-HQ-C1229736-VIO, 09/12/2005 .
(-
' - delays).

4. De3cription of IOB Erfor’(including aﬁyfreporting‘

requested captioned 1nvestlgatlon be

. follow." Due to a Eending TDY assignment to :FBIHQ, -

- Security Letter (NST.) NQT
. forwarded to
FBI until 05/05/2005

reassigned. = On 05/26/2005, captioned matter was reassigned te

writer. -In July 2005, writer received results of a National

drafted 12/30/2004 ang -
|d3d not prov1de NSL results to

reco

S {8) mrl
' "U372972005, opecial A -
(SR [captioned case agent, drafted a |
. request and torwarded it to FBIHQ. ' The EC stated, ectronic,

‘Communication uploaded into ACS only. . No hard copy to

: , sul 31 oll o
, ! ion. informed wrlter ‘7‘
“that. captloned subject maintained a basic service plan and as

such, carrier was not responsible for maintaining: toll recoxds:

" for telephone line. Othexr than the receipt of the bllllng

- information from | took no other actlon in thls

matter after the above. - On . -
08/08/2005, while attempting Lo VeriLy date for a -
communication for the file, writer determined FBIHQ had never

- responded to by 'in| ‘extension .
_request dated WIITer contacte 1THQ and was’

granted a verbal extension. On 08/31/2005, FBIHQ .informed

:3'wr1ter of potential Intelligence Oversight Board (IOB) -

12

-authorized request,
" - constitutes investigation. Moreover,l |again calls
attention to 1ts earller attempt to secure a more tlmely

violation due to an “1nvestlgatlon actlon conducted while the

:case was not open."

ile is- reportlng this as a possible IOB,
questions whether the receipt of such records after
thePI"sexpiration;based on a lawful

exten51on

-

NSL VIO-24365

bz
"bTE

bl
T b2
- b7E

b4

b7D
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o To: . -éﬁ ¥él éoﬁﬁéélQ~Fr;%;>
'iU:u Re: %(e 278-HQ-C1229736-VIC,
LEAD(s) | | | | i .
Set Lead l- (Actlon)
GENERAL COUNSEL

AT WASHINGTON DC

  (U)’ For actlon deemed approprlate
Set Lead '21 (Info) ‘

COUNTERINTELLIGENCE

AT WASHINGTON DC

( ) For 1nformatlon only

YO




| (Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

- Precedence: ROUTINE ~ ~ -~ - -~ Date:  11/09/2005 :
To: . attn: SA | o
Counterintelligence .. Attn:  SSA CD-2¢ M=
Inspectionv T “vAttn- IIs—m S 07E
From: . Offlce of the General Counsel _ L I R
NSLB/CILU/Room 7947 - S - - M
_ Contact: 202-324 -

T — 1 \5/D —
A'APPrQVed By: Thomas'Julie'Féjgg) ‘j) 35( -
S ‘ 140

@{Enfeftéﬂvﬁy;v | ‘ltf(fse

‘Case ID #: (U) 278-KQ-C12297 ;fé*lcv/’(Pending)

'f(UIpTitle:lm};(:v INTELLIGENCE OVERSIGHT BOARD" MATTER
L © 2005- 2 o _

{1J} . Synopsis: :EQ: It is the opinoﬂ;of thejOffice of the General
- Counsel (OGC) that this matter need not be reported to the
" Intelligence Over81ght Board (IOE). . B copy of this opinion
should be retained in the control fllr for review by Counsel to :
the IOB S oo o - ’

' Reference: (0 278~HQ~01229735?VIO.Serial 973

:Administratlﬁe.‘k(U) This commJnlcetlon contains one or more
footnotes. To read the footnotaé download and print the ‘
,document in Corel WordPerfect )

() Detad

.;;5@(; The referenced electronic communication (EC) from -
D

‘the vision ' dated 09/12/2005, requested . h2'
. that T review the facts of thz captloned matter and determine  C -
- whether it warrants reporting to the IOB In our oplnlon, it - DB
‘does not. Our analysis follows ’ . o :
'fS)I
bl
b2
o . S - ; ' - . b6
o SRR ’ c Y 70

' NSL VIO-24367



. To: | From: Office of- Lne General Counsel ~
Re: (U] 278-HQ-C1229736-VIO, 11/09/2005 ~ - . DP7E

r/

i

eccaon I1.C.4 or © bl

The Attorney CGeneral's Goidelings for FBI Natlonal Securltx : b2

- to follow. " o

ations and Foreign Intelligence Collectlon,(NSIG bIE
needed approval from FB#.Headquarters (FBIHQ) to '

| On 03/23/2005, the case agent d b6
"EC requesting the | The EC exp11c1tly stated- - biC
"Electronic. communlcatlon uploacﬂd 1nto ACS- only v No hard copy ‘

P

(S)- The EC was actuzllyv uploaded into ACS on

1 04/08/2005, seven days after the However, Cszc,‘the e'

ﬁ;'substantlve unit at FBIHQ respon;IDTE—TUT—tnu case, did not
receive a hard copy of the request, and it, therefore, went

‘unaddressed. On 08/08/2005, the'case agent ‘assigned to the case ekq

~after the as requésted ned that FBIHQ o ij;
failed to respond- to the rlead set. by[fffffff]regardlng the ";bé
equest. This case agent, therefore, contacted FBIHQ bR
and was| | o

TTegquesting toll records.
‘the_NSIL results until’ 05/0%
the - The NSL results

. (8) on 12/30/2&04 months before the B "
sent an National Za - Letter (NSL) o) , bT
did not provide with . 5
.approx1mately one month after <
ontained no toll records only D7E

'~ bilIing information, because of /ghe target's specific :service -

‘plan. Because there was no repvrtable information, there was rio
-~ analysis and nothing further was done w1th the: NSL. results

(s) Other than the re *elpt of the billing 1nformatlon

- Guidelines - for FBI Natlonal Securit
Collectlon (NSIG) (2003) v -

- 1
from| [took no.other action on this case from the D1
bIE
b A "United States person"'é deflned in Sectlon 101(1i) of the )
: Forelgn Intelligence Surveillance Act {FISA), 50 U.S.C.- § 1B0l, et seg., as "a’
citizen of the United States [or] an alien lawfully admitted for permanent
_residence (as deflned in sectlon 101(z}-(20) of the Immigration and
Naturalization Act). . ." See alsc mection I.C fo the Attorney General's

rnvestlgatlons and Forelgn Intelllgence

;ZﬁéT
i

- . - - V-

* NSL VIO-24368



,iTOg. From: Offlce of Vhe General Counsel :
‘Re: (UF -HQ C1229’736 VIO, :fv/o9/2005 S

O"

O
S
e

: (u) Sectlon 2.4 of E{pcutlve Order (E o. ) 12863
dated 09/13/1993‘ mandates that"Tnspectors Genieral and General
_Counsels of the Intelligence Cotmunity componerits (in the FBI;
‘the Assistant Director,  INSD, spd- the General Counsel, OGC,

_ respectively) report to the IGs: “concernlng 1nte1119ence ’
activities that they have reason;to beliéve may be unlawful or
contrary to Executive order or. Presidential directive.” . By
longstanding agreement between the FBI and the IOB (and. its-

 predecessor, the PIOB),.this language has been interpreted to
mandate the reporting of ‘any.violation c¢f a provision of the

- Attorney General Guidelines for Nationzl Security Investlgatlons
"and Foreign Intelligence Collectlon (RSIG) or other guidelines or
 regulations approved by the Attorney #eneral in accordance with
E.O0. 12333, dated 12/04/1081 .1f such provision was designed in
‘full or in part to ensure the protectlon of the individual rights
of U.S. persons. Violatipns of ‘provisions that are essentially
administrative in .nature- “eed no" be reported to the IOB. The
‘FBI is required, however, to maintain records of- such >V “
administrative violations so that the Counsel to the IOB may -

'rev1ew them upon request - . ' o :

4 (S In thlS 1nstance;-a; a consequence of a delayed
: response on the part of a communrcatlons.carr1er
- - received: the results of an NSL dfter the . v o
However, took no affirmescive steDs T analvze The bl

infoyrmatian Ar g 3+ I

took all necessary steps’ to get thel

I —

no error reportabie to the 10B.

. [ =S Soon &5 fealized that its - v be
~ request for g |was not addressed by Headdquarters, : LT

'NSL VIO-24369

N S




v,-z.To:_I "Fromr-fOffiéeﬂof‘ 3e General . Counsel e
 Re: (UOT 3—HQ—c122973s—v10 1;/09/2005.~ o b7E

LEAD(S)

. set Lead 1: . (Info) - .

(Uj Read and c¢»ar

Set Lead 2 ‘ (Info)

COUNTERINTELLIGENCE

AT WASHINGTON DC

"(U)b Read and clear
. Set Lead 3: (Info)
 INSPECTION

' AT WASHINGTON, DC %%

cC: . Ms. Thomas . - e

 ~IOB Library ~» ‘.» :‘v*‘ ”'

© NSL VIO-24370



U Rev.ol3l200n L o
I S o %Egng'

FEDERAL BUREAU OF INVESTIGATION

- Precedence: - ROUTINE = = - o i Date: 03/07/2006
. To: . Attn: SA |
o o . . 88§
' : L CDC
Counterlntelllgence .. -~ Attm: CD-3E }
Inspectlon v ~ Attn: IIS. .
} . L . , n2
'fFrom: Offlce of the General Counsel U o 2
' NSLB/CILU/Roop—21942 L o D6
" Contact: "AGC 202-324 T p7C

f;VEbprcvedABy: ThOmaSLJuiie'Fﬁng

":Drafted By'

'iULMCase ID #+ )g(' 278-HA-C1229734-VTO~" arpending)
B S (8)

M titles }s( INTELLIGENCE _QVERSIGHT BOARD |
R : MATTER.ZOOS I

'iUIfSynop51s’~m " It is the opinion of the Office of the General
 Counsel  (0G€) “that this matter must be reported to the- ' .
Intelligence Over51ght Board (IOB). OGC will prepare and dellver :
the necessary correspondence to the ICB.

.iUT$REfereﬁce$““£B<: 278-HN-C1229736-VTO Qﬂf'al-1201,’

by

oo
Iad DO

ASIE

Administrative. (U) This communication contains one or more
.- footnotes. To read the footnotes, download and prlnt the
'jdocument in Corel WordPerfect .

'TiUIWDetalls+- ?25/ The,referenced electronic'communication’(Ec)fromﬁ

thel Division { |, dated 02/16/2006, A
requested that OGC review the fatts oL the captiOhed matter and b2
determine whether it warrants reporting to the IOB. .In our b/E

oplnlon, it does. Our analy51s follows.

NSL VIO-24371



e

To: | From' Offlce of ‘the General Counsel bIE

, 0

Re-”wﬁﬁi; 278 HQ—L1229736 -VIO, 03/07/2006

(s | |-

bl
02
b7k
'*finV?ww~w~mszq: on 01/16/2006 ‘the case agent dlrected the -
investigative support specialist (ISS) to draft a National ‘Bl

Security Letter (NSL) requesting 1nformatlon regarding the

" _gubiect phone number.. The EC had the subject telephone number as b2
jlfgj I however, due to .an administrative oversight, the - . pKh7F

ie- telephone company had the telephone number as

The case agent's telephone extenSLOn in

o
N

1# |

‘viuif; o

"”57*““E§( """ On 02/10/2006 the case agent opened ‘the NSL

_results and noticed the discrepancy in the telephone number. ‘The

.case agent,lmmedlatelyvnotlfled his supervisor and put the

- ~original results in a sealed envelope for sequestration. with the

Chief Division Counsel (CDC). Nothing from the original NSL was

‘uploaded into ACS nor were any searches.or database checks rurn on
any Ainformation from the NSL results : :

(U) Section 2.4 of Executive Order (E.O0.) 12863,

v”fdated 09/13/1993 mandates that Inspectors General and General .

Counsels of the Intelligence Community components {(in the FBI,

‘the Assistant Director, INSD, and the General Counsel, O0OGC,

'flrespectively) report to the IOEF“concerning intelligence

activities that they have reason to believe may be unlawful or.
contrary to Executive orxder or Presidential directive. By -

longstanding agreement between the FBI and the IOB (and its
predecessor, the PIOB), this language has been lnterpreted to.
mandate the reporting of any violation of a provision of the
Attorney General Guidelines for National Security Investigations

v © and Forelgn Intelllgence Collectlon (NSIG) or other guidelines or .

! A."Unlted States person" is deflned in Sectlon 101 (1) of the

rForelgn Intelligence Surveillance Act {FISA}, 50 U.S.C. § 1801, et _seq., as "a

citizen of the United States [or] an alien lawfully admitted for permanent
residence {(as defined in section 101{a)(20) of the Immigration .and- ;

* . Naturalization Act). . ." See also Section I.C fo the Attorney General' -

: Collectlon [NSIG) (2003)

Guidelines for FRBI Natlonal Securit - Investi at1ons and Fore1 n Intelll ence

'eﬁ;ﬁﬁi S e 'llb"v

2

-NSL VIO-24372



© - -‘ - v-. : L. N v’. (J

.bTo:| B From: - Office of the Geéneral Counsel ’;
1T Re: m}x<_:4/a-nQ-t1229736—VIO,;03/07/2006 - S =b4Ev:

regulations approved by the Attorney General in accordance with -

- E.O: 12333, dated 12/04/1981 if such provision was designed in
o full or in part-to ‘ensure the protectlon of the individual rights“
_ of U.S. persons. Violations of provisions that are essentlally

fadmlnlstratlve in nature need not be reported to the IOB. The‘
"“FBI is requlred however, to maintain records of. such- .

" administrative v1olat10ns so. that the Counsel to the IOB may
' ,rev1ew them upon request : : S

» : ~(8) - As set forth in Sectlon V.12 of the Attorney .

' General's Guidelines, use of NSLs in conformity with 18 U.S.C.
2709 is authorized.when records of electronic communications are’
‘sought as part of a Prellmlnary or Full Investigation. 18 U.S. C.

2709 authorizes the FBI to seek relevant records from a wire or

- electronic communication service provider when those records "are .

- relevant to an authorlzed investigation to protect against’

. international terrxorism or clandestine intelligence. activities.® ol
Here, issuance of an NSL which’ requested records for telephone no
tsh numbez as- nelther authorized by_law,,nor was it “h7E
authorized by the Attorney General's Guidelines, since telephone R
“numbex] |1s not relevant to a counterlntelllgence
EEI ‘investigation. . : . ’
A(UJ¢3~¢v~f~%i~W§Q/ Due to 1nadvertent typographlcal error,

Vvl |rece1ved NSL results on a telephone number that was'uj
- Tot associaced with 'the subject of an authorized investigation. bz
Upon realizing the error, the case agent immediately notlfled hlS DIE
~ supervisor and tock the proper steps to sequester the. . -
" .information. Nothing from the or191na1 NSL results was uploaded
.~ into the FBI computer systems, nor was any investigative action
. taken based on the NSL results. ~However, due to the fact that
- there was an unauthorized collectlon of: presumed U.S. person
1nformat10n, we must report thlS to the IOB. '

NSL VIO-24373



SESRET
Tor, v From: Offlce of the General Counsel k?,
() Re: U 2Z7B-HQU-T1229736-VIO, 03/07/2006 Lo s bTE

'"i:\LEAD(s); =

. Set Lead 1: (Info) . -

Rellied
RGN

AT

N i  ﬁkU) HRééafand,c1eaf}
{_Set Lead 2' (Info) -

COUNTERINTELLIGENCE

: AT WASHINGTON, DC

| "'i'_('L_I') Read and clear

S ;Set Lead 3: | (Info) o
" | INSPECTION

AT WASHINGTON} DC

(UV~vRead_and clear.

i  .¢¢€1l; Ms Thémasi- ;;b6v
bT7C

108 leraryfi;

.; "

" NSL VIO-24374



C - Crim. Inv. _

Marchig;?ZOOG"'

Mr Stephen Frledman, Chalrman

. Intelligence Oversight Board

New Executive Office. Bulldlng - Room 5020
Washlngton, b.C. 20503 L

Dear Mr Frledman

o : | ThlS letter forwards for- your 1nformatlon a self explanatory b2
- _enclosure entitled "Intelllgence Oversi Board (IOB), , : bR
RS | D1V131on,_IOB Matter- 2006 v (U) o 3'-Q”;o S

: - The enclosure sets forth detalls of 1nvest1gat1ve act1v1ty
whlch the FBI has determined was conducted contrary to the
Attorney General'’s Guidelines for FBI National' Security '
‘Investigations and Foreign Intelligence. Collection and/or laws,vfbf
“Executive Orders, or Presidential Directives which govern FBI
foreign counterlntelllgence and 1nternatlonal terrorism

'1nvest1gatlons (0)

Enclosure

1 - 278 HQ C1229736 VIO—QL[B

. UNCLASSIFIED WHEN
' DETACHED FROM - - :
' CLASSIFIED ENCLOSURE

Dep. Dir.
Chiet 6
Staff
Off, of Gen. S

Counsel,
Asst.,Dir.:

CHs
Finance

© .. Info. Res.

insp.
Lab;
" National Se¢. ___
Personnel
" Jraining . . . . ) L
. Ofi. ol EEOA . : S ) o ) : C o C ) o : o
- . Off. ol Public . : . B . : T : :
. & Cong. Als.__ - L o - NSL VIO-24375 . _ - - Fauooy

. Direcior's Oftice __ MAIL ROOM [T .




‘Should you or any member of your staff requlre addltlonal

- information concerning this matter, an oral. brleflng wn_ll be‘
tarranged for. you at your convenlence ,(U) ' '

L Very'trpIY‘youré}*'

Julle F Thomas
Deputy General Counsel

R

'il;—»The Honorable Alberto R Gonzales
'~ Attorney General
S U.S. Department of Justlce
- Room 5111 o

-2 = Mr. James A Baker : : B ’ '
' Counsel, Office of Intelllgence Pollcy and Rev:Lew .
- . U.S. Department of Justlce : .
“Room 6150 B

C . pnEBAUCR. Ciniw____/ Inspertion_ Training...
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: }}ﬁ: The| |pivision of'the Federal
Bureau of Investigation (FBI). reporté@ a pojeliia 7R”?1volv1ng a:

A ‘National Security Letter (NSL) requested by which, through

‘a transcription error, .sought information about a telephone number
-belonging to a person who was not. the subject of an FBI natlonal
ﬁsecurlty 1nvest1gatlon ' : : :

(Q¥ The 1S person who isg thp qnbﬂert of thel

~Oon.

o._however, due to an administrative oversight, e
telephone company had the telephoné number a The case.

~01/16/2006, the case agen € 1NVESCL1gative suppor spec1allst

(ISS). to draft an NSL requesting information regarding the subject phone
number. The. request had the subject telephone number as

agent s telephone extensron in i

1

. : ' 2
L. 08 On 02/10/2006 the case agent opened the NSL results and TE
noticed the discrepancy in the telephone number. The case agent

1mmed1ately ‘notified his supervisor and put the orlglnal results in a’

fo*ecr

. sealed envelope for sequestration with the Chief Division Counsel . (CDC).
- Nothing from the ~original NSL results was. uploaded into the FBI computer-.

systems, nor was any 1nvest1gat1ve actlon taken based on- the NSL
results. : . _ . :

(U) " Due to inadvertent typographlcal error, |received

"'NSL-results on a telephone number. that was not associated with. the

sub]ect of an authorized investigation. However, due to the fact that

_there was an unauthorized collection of presumed U.S. person - .

information, the error is a reportable matter under Sectlon 2.4 of bbz

Executive Order 12863 Co S ) T L BTE

. NSLVIO-24377
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FEDERAL BUREAU OF INVESTIGATION

VPr‘ec'ed‘encve‘ ROUTINE . Dpate: 02/16/2006
| Toée Inspectlon - . Attn: IIS
. .General Counsel . Attn: NSLB
‘From: . o
- ' —TCHI&r DIV sion Couhsel v . : N
‘ Contact: o b7E
VApproved By ‘ 06
) Twﬁ[
fe-Drafted Byf
R o bl
Y_Case ID # (- (
LA 2T8-RO-C12Z9736-VI0 ’("Pending)""‘ao . b2
S , o L7E
(U} Titler | POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER (IOB) ‘he
SSA N ool o AN
ftH?fSthpsiS*~ KB( NSL dlrected at 1ncorrect telephone number
o o
;‘i' bl
L) D2
 _Details: ()| b7E
[ R weﬁﬁwwwwzxi’ Durlng the week of 01/16/2006 case agent‘aSked
-the Investigative Support Specialist (ISS) to.create a Natlonal
E Securlty Letter (NSL) for ~telephone number ‘information.
{Q\l I _ )
bl
5o
-4 IIT 'DU.LJJU\.'L
Telephone number was 1ncorrectly transcribed rrom the ECPA EC b7E
request to the ECPA_NSI request. The ECPA EC had ‘subject : b
telephone number as however, due ‘to _an : " B7D

adminiStrative OvVersI ' NSL dlrected at[::::::]had aj

s}wﬁr
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: o LT ‘ . ‘ bl
© To:  Inspection From: | _J [o )
Rer (8) DB
D : . ‘ B bl
‘telephone numher off -CaSeragent’s telephone b2
exten51on i8] . . - ,': S o . o b7E

ey

’;Inlvwf
. agent recelved the NSL response. On February 10, 2006 the case

mzbqi Durlng the week of February 6 2006 the case :

- agent opened the results and immediately noticed. the dlscrepancy

in the telephone number. The case agent immediately notified his

.supervisor and put the orlglnal in-a sealed envelope and
Csubmitted it to the Chief Dlvl51on Counsel Nothlng from the

'orlglnal NSL was uploaded

e No personal or 1dent1fy1ng lnformatlon on- the

_incorrect felephone number was uploaded into ACS from the NSL
Ieturn.

=3

oo
QR0

= : CA copy of - the orlglnal NSL as well as the resultant
1nformatlon is. belng malntalned in the Chief DlVlSlon Counsel s

'gsafe

cmatter. . . T wY

'?S( As nothing from“the NSL has'been-reViewed; SAC -
recommends no administrative action be taken in this

L4
o7E
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To: - Ins ectinn: F‘r'(’:'n'rﬁ-:' [
-Re: - (8)

 Set Lééd'lké-(Iﬁfb)":li
‘1:,,iNSPECT;oﬁ;:T:>

AT WASHINGTON, DC

_ (U) Revad‘;"and;‘cl'e'arl. .
: §ét'Lead 2;"(Info)

v‘ifthENERALvCOﬁﬁSﬁL_

AT WASHINGTON, bc‘:

(U} Read and clear.

“’ e
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JP;ecedeneeﬁh:ROUiINE;e"y”!k;;J~Th‘ A”‘¥-f ﬁate:v 12/19/2C06":u

S8

< pgs TR, :”"AttﬁigwsAL ﬂ;”

" Prom: Offlce of the General Counsel -:f-f' L bbb
”-}Approvédtsyév.Thoﬁasvdnlie A.VN)dfh

'f“tnféfﬁéd.sy#'v ,Zigf)j;fv
”fh'Case ID #: (U) . 278-HO- 01229735 VIO” (Pendlngy

~InspeCtion,ﬂ; o . »>"Attn§i‘113' — ~ob2
ST T cms . pIE

I
¢ded

" NSLB/CILU/Room 7947 : e e . . piC
" Contact:’ 202 324- ’ S

'5‘Tlt1e.,f(Uin" INTELLIGENPP'OV?RSIGﬁ: ROARD —

- “Counsel  {OG
. Intelligence- Over51ght Board (IOB). A copy of this opinion

© - should be retained-in the control file for rev1ew by the Counsel
-*_to ‘the IO0B. - a - - .

i MATTER 2006

Synbﬁéisé5¥§3( It is” the oplnlon of the Offlce of the. General
)] that this matter need not be reported to the -

o

| Refefence;:[(U)‘ 278-Ho- €1229736-VI0 Serlal 1469

'Admlnlstratlve._ (uy Thls communlcatlon contalns one .or more

.. -footnotes. . To read the footnotes, download and prlnt the -
C document in- Corel WordPerfect .

;meetalls.u.Tgi' The r Ce electronlc communlcatlon (EC) from"lfﬁ
- the Division - , dated 06/27/2006, requested that
o ' v

| 0GC Teview the facts the captloned matter and determine-

fwhether 1t warrants reportlng to the IOB ~In our opinion,. it
L does not. Our analy51s follows S

N

L7E

NSL VIO-24393



rerégpxﬁ@fj.
, ‘?rom Offlce ‘of the General Counsel
~{0) 278~ HQ c1229736 VIO 12/19/2006 ’

~I bBo

R

4 tj‘ (5;

R (S) On 03/01/2006 prepared a Natlonal Securlty
‘Letter - (NSL #1) for the subscriber, toll, and billing rec for

believed to belong to the. subject of a '
This NSL was prepared in

~] RO =

o

ocoo

“accordance with the USA PATRIOT. ACT of 2001 and contained the-
appropriate non-disclosure warning. NSL- #l was transmltted to

v‘f'another field office for service.

:‘}iﬁjg;h,;;xu

. other field office for service but before it.was served, the ' »
President’ 81gned the USA- PATRIOT Improvement and Reauthorization -
"Act of 2005 (USA PATRIOT IRA) which, among other thlngs, changed
;the non dlsclosure procedures for NSLs i : . ,

™ a v learning of the change in the 1aw, on

'_03/13/2006 contacted the other field office and told them o

‘not to serve 1. brepared a new NSL -(NSL #2) for the , ..
2 :‘I .

3¢ on 03/09/2006 after NSL #1 had been sent to the

~n;e*same.1nformatlon NS Included the non-disclosure procedures
" set-forth in the USA PATRIOT IRA 'NSL #2 was transmltted to the
:.‘other fleld offlce for service.

elﬁj'm.wu o
. "‘;served NSL #1 NSL #2 was. served on 03/28/2006
(7fEQ£U1'”"‘ _ |

o ‘responded to NSL #1 by providing subscriber information. The

;)g(' on.. 03/21/2006 the other fleld offlce mlstakenly

On 05/24/2006 the telecommunications prov1der

- provider noted that it had received NSL #2 for the same. telephone

* . number and indicated that it would prOV1de toll and- bllllng
’~records in its response to: NSL #2. _

m

N

L #1 upon recelpt on 06/20/2006

,tytf"_

.f'*wfﬁ"f )Sg |sequestered the information prov1ded in .
response t S : '

: (U) SeCthn 2.4 of ‘Executive Order (E.O.) 12863,
dated 09/13/1993 mandates that Inspectors General.and General

.Counsels of the Intelllgence Community  (in the FBI,

“the Assistant Director, INSD, and the General Counsel OGC,

‘respectively) repcrt to the IOB “concernlng 1nte111gence

'dJ'act1v1t1es that they have reason to believe may be unlawful or
- contrary to Executive order or Presidential directive.” This
. language has been 1nterpreted to mandate the reporting of any.

”iv1olatlon of a provision of the Attorney General Guidelines for
‘National Security Investigations and Foreiqn Intelligence.

" Collection (NSIG) or other guidelines or regulations approved by
- the Attorney General in accordance with E.O. 12333, dated
v”12/04/1981 if such prov151on was de51gned 1n full ox. in part to ,

'1pSEEQE?'

.2:

'NSL VIO-24394
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";VTo: ?Ffom:‘ Offlce of the General Counsel b -
. Re: I;U TZ78-HQ-C1228736-VIO, 12/19/2006 . . b/s

fifensure‘the'protection'of;theuindiViduai“rights' Vlolatlons of B
~. provisions that are- merely administrative in nature need not be .

‘reported to the IOB..  The FBI is required, however, to. malntaln_,
' records. of such admlnlstratlve viclations so that the Counsel to
”the I0B: may rev1ew them upon request ;

(U) Under the Electronlc Communlcatlons Prlvacy Act -

“t(ECPA) the FBI may. seek telephone and email communication-

f'yrecords from telephone companies and internet service prov1ders

18 U.S.C. § 2709.  Moreover, under the NSIG, NSLs are an

‘authorlzed technique and may be issued in conformity with
- ‘statutory requlrements durlng a prellmlnary ox full
'~*;1nvestlgat10n NSIG V 12 v .

'~ provisions of these two NSLs were dlfferent However, the .
“language of the non-disclosure provisions’ does. not effect the

legality of the NSL. . Both NSL #1 and NSL #2 were properly-and ..

tf“legally served under an authorized 1nvestlgatlon - Therefore, the _
- FBI has not violated the law.and is permitted to keep and use. the.>

«flinformatlon prov1ded in response to both of these NSLs

o -;23263 Based upon these facts,'ln accordance with ‘the
reportlng ‘requirements of Section 2.4 of EO 12863, it is- our .

oplnlon that this erroxr 1s not reportable to the IOB

NSL VIO-24395

Here, durlng an authorlzed 1nvestlgat10h 1 the FBI\‘
‘u’properly served two (2) NSLs on a telecommunications provider.
- ‘Due to a change in the USA PATRIOT Act, the non- ~disclosure

o

o
. \_J
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bfyjfof_ Frém Offlce of the General Counselfﬂ

Re: (0T Z78- -HO- C1229736 vIo, 12/1s/2006 <.~ . = DB o

M"fSet Lead 1- ;jfnfof”""

’f(ﬁ)d Read.and‘eleei.:‘ '

'»Set Lead 2 (Actlon)
INSPECTION S
AT WASHING‘I‘ON, DC

; (U) INSD should retaln a record of the report ofethe
’:potentlal I0B matter, as well as a copy of the OGC opinion = -

'*)concludlng that IOB notlflcatlon is not required, for three yearsm'g*"

"_for p0551b1e rev1ew by the Counsel to the I0B. -

cc: o _Thomas

()
~3 Oy

)

3ef:IDEfET5fEfoJ"
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- Approved By
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'Drafted By

T//M S :
FEDEFIAL BU EAU OF INVESTIGATION

-‘Precedendé: ROUTINE : . _> - S ,' 'Déte: '06/27/200€f

‘To: ‘Inspection Attn: IIS, Room 11861

v General Counsel - Attn: NSLB, Room 7975‘]f;v

Contact: . SA

“Case ID #: 278-HO-C1229736-VIO
Tltle R (U). .
R INT_,ou.un,wk.,n. UVERS G T BOARD (IOB) ERROR‘
ﬁ;! Synopszs )B(: To report p0551ble IOB error
_Detailsz
18) 1
sy 2. bl
. ] . R
‘I'-T - e en Ry
t}A:qu: 3.  Possible IOB Error: S7E
- (8) :?§
EUlﬁ:DK( 4. Description of IOB Error (1nclud1ng any . reportlng
o delays) ' ‘ S S v

S = %2( on 03/01/20086, |preparéd a Nétiohal‘Security‘ :
Letter (NSL #1) directed to a Iarge telecommunications company -

- 'requesting subscriber, toll and billing records for a telephone

. number believed to belong to above listed individual. NSL #1 was
prepared according to the then-current PATRIOT Act provisions, and

contained the then-current non-disclosure warning. NSL.#1 was
approved- ‘and transmltted to .another field office for service.

NSLVIO-24397
\15hrol AL
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- b7E
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C e . b2
. To: ‘InSPECtiOH' From E;:;;;] LTE
“ﬂ"RE?J“CY( 278—HQ C12297 = v'06/27/2006 S

‘. |:'L'|':| : .p&{ On or about 03/13/2006 " and after the transmlttal of

" NSL #1 to the other fleld office, but before it was served, the .
* PATRIOT Act was. revised, 'changing, among other. thlngs, the.law~’ . ’bZ

telephonlcally notified the other field office not .to- serve

7. and ‘a new NSL (NSL #2) complylng with the rev1sed Act w1th
a new non- dlsclosure provision was prepared for the same i :
“information.  NSL #2 was approved and transmltted to the other o

fleld offlce for servrce

‘ reiardlng the non- dlsclosure procedures for NSLs. ©On 03/13/2006, bTE t

1 ES(: on 03/21/2006 the other field office. mlstakenly
- .served NSL #1 on the telecommunications prov1der NSL #2 was
- served on 03/28/2006. On 05/24/2006, the telecommunlcatlons
- - provider- responded to NSL #l,rprov1d1ng subscrlber information. on
' the: ‘telephone number, but noted that it had received NSL #2 for the
same telephone number, and indicated that it would prov1de toll and.
,fbllllng records in 1ts response to NSL ¥2.

{UI5"?*‘ 5 became- aware of the issue upon rece1V1ng the ,
informaticn -regarding the response to NSL #1 on 06/20/2006 The
vresponse to. NSL #1 has been sequestered L , : o

b2

*NSLVIO-24398



. To: Inspection From:

I Res -38( 278-HQ-C1229736-VIT, 6/27/2006 D’

LEAD(s)

o
NEN O

B

Set Lead 16"(Actlon)

INSPECTION

AT WASHINGTON DC

J(U) For -action deemed approprlate

. Set Lead 2 (Actlon)

v GENERAL COUNSEL

AT WASHINGTON _DC

(U)'.For_actlonvdeemEd appropriate.r

_i¢9l

NSL VIO-24399
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FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE ‘ Date: 3/16/2006
" To: All Field Offices "Attn: ADIC;
R ‘ .8AC;
CDC; -
o FCI/IT Supervisors
" . Counterterrorism o v AD Hulon; :
: : v ' '~ DADs;
o ' , Section Chiefs
. Counterintelligence Acting AD Bereznay;
: DADs;
Section Chiefs
Cyber o ‘ _ AD Reigel
: ’ : - DADs

Section Chiefs

From:  General Counsel. S o : A
National Securityv Taw Branch, TX-1 Room 35100 02
Contact: o

. Approved By: Caproni valerie E
’ : Thomas Julie F

Drafted By: pik

Case ID #: 319X-HQ-Al1487720-0GC.

Title:  LEGAL ADVICE AND OPINIONS;
- NATIONAL SECURITY LETTERS
" IMPROPER COLLECTION

'éynopsis} ‘Provides guidance as to the procedurés that should be
filed in the event that the issuance of a National Security
Letters (NSLs) results in the improper collection of information.

Details:
~ BACKGROUND :

) The FBI issues NSLs pursuant to the Fair Credit -
Reporting Act, 15 U.S.C. §§8 1681lu and 1681v, the Electronic
Communications Privacy Act, 18 U.S.C. § 2709, and the Right to
Financial Privacy Act, 12 U.S.C. § 3414. .

On ocgasion, an NSL requests information to which the
FBI is not entitled. The cause is most often a mistake in the
information that is presented by the FBI to the recipient, by way
of ‘a mistake in the writing of the telephone number or financial

NSL VIO-24400



To: All Field Offices ' From: General Counsel

Re: 319X-HQ-A1487720-0GC 3/16/2006

account ‘number. It may also be because the information presented
to the recipient was stale and not sufficiently verified in a
timely manner prior to issuance of the NSL. Whatever its
.miscue, the FBI occasionally obtains information in response to

. an NSL ("NSL return information") that is not relevant to an
'authorlzed national securlty 1nvestlgatlon, ‘as required by the
NSL sStatutes. C

It also may happen that the FBI receives information to
which it is not entitled because of a mistake by the recipient in
providing the NSL return information. The mistake may take the
form of NSL return information concerning a telephone number,
account number, or subject which is different from that which was.
the subject of the request. ' .

'To date, there has not been a consistent policy as to
"how to handle situations in which the FBI obtains NSL
information to which it is not entitled (hereinafter "improper
collections") under the operative statute. Some field offices
‘have returned the information to the recipient, some have
destroyed the information, some have sealed the information and
held onto it, and some have sealed the information and
transmitted it to OIPR.

'PURPOSE OF - NEW PROCEDURES

~ Through this EC, the Office of The General Counsel,
National Security Law Branch (OGC/NSLB) will attempt to define a
consistent policy. as to how these matters should be handled.

Flrst it should be noted that all of the above-
described methods of handling improper collections are 1egal
There are no constraints imposed by the law as to how this
information should be handled, except for the obvious fact that
the information should not be used or disseminated.

Second, the procedures that we are adopting are :
designed for two purposes. One is to assure that the improperly:
collected material is not subject to being searched or retrieved
or in'any other way used or disseminated by the FBI. That would
mean that the material is not searchable or retrievable or in any
way available for use or dissemination unless the material is in
a form which makes it clear that it was not properly obtained.
‘The second purpose is to assure that there is a record of what
occurred.!? :

' While complete destrucﬁion of all documents might seem to be the best

way in which to overcome the improper collection problem, in that it rids all
. systems of any indication tha; the information ever existed, it also leaves no

2
NSL VIO-24401



To: All Field Offices From: General Counsel

Re: 319X-HQ-A1487720-0GC '3/16/2006

- PROCEDURES TO BE FOLLOWED RE: IMPROPER‘COLLECTION

The following procedures ‘should be adopted in the event
that the FBI obtains material pursuant to an NSL that is not
relevant to a national security 1nvestlgat1on .

1) The improperly collected materlal should be"
sealed 1mmed1ately upon discovery.

2) The 1mproperly collected material should be sealed
and returned to the office of the Chief Division Counsel (CDC).
It is the responsibility of the CDC to dispose of the material.
The CDC should return the material to the NSL recipient with a
cover letter explaining why the material is being returned.  If
the recipient was at fault, the letter should make that clear so
that the re01p1ent can avoid the problem in the future -

3} If the problem arose from 1nformatlon mlstakenly
used in the NSL, the documents that were generated in issuing the
NSL, including the approving EC and the NSL itself,? should not
be uploaded into any database. “If uploaded, they should be
permanently charged out of the database. None of the documents
created prior tco the discovery of the error should be searchable
or retrievable, or in any way available for use or dissemination,,
if they contaln the information that was mistakenly used in the
NSL. :

4) The NSL return information .- e.g., toll records,

email records, subscriber information, financial records, credit
report information, credit reports - should not be input into

any database. If input, the information should be deleted from
those databases.. None of the return information. should be
searchable ox retrlevable ‘or in any way available for use or
dlssemlnatlon ' o . :

_ 5) There must be a document generated that explains the
‘circumstance of the improper collection. Regardless of whether
the improper collection arose from an FBI error or recipient
- errxor or a combination of the two, the documentation should take
the form of an EC reporting a possible IOB violations. That

record of what happened and raises susp1c1ons that will generally be far worse
than what actually happened :

I 1n addition, there may be an EC generated by the field office which
received the information and transmitted it to the requesting office, and that
~ EC may contain the mistaken telephone number, email account, financial account

number, subscriber information, toll records, financial records, and/or credit
1nformat10n That EC must also be permanently charged out of any database.

.
NSL VIO-24402



TO: All'Field Offices From: General Counsel

Re: 319X-HQ-A1487720-0GC 3/16/2006

document should explain the circumstances of the improper
collection, the disposition of the improperly collected materlal
as well as the steps taken to assure that the improper material
is not searchable or retrievable or in any way available for use
or dissemination by the FBI. This document may contain the
telephone number or account number mistakenly used in the NSL,
since that document will serve as a record of the improper

. collection. If this document is uploaded into a database, a
search using the mistaken information as the search term will
only reveal the mistaken information in the context of this |
document, which will set forth the fact that the information was
mistakenly used in the NSL. So persons who access the
information will be on notice not to use the information but
there will be a record of the improper collection. :

, If the CDC concludes that the improper collection was
not due to any negligence, fault, mistake, etc. of the FBI, and
OGC concurs, then OGC will decline to report the matter to the
~IOB. Per an agreement with the IOB, a record of (non-FISA}NSL-
related improper collections not the fault of the FBI will be
maintained by OGC in the form of the EC reporting a possible
violation and an OGC declination. Obviously, if there was some
malfeasance by the FBI, then the matter will be reported to the -
IOB. : o ' :

There is not necessarily a bright line test as to
whether there was any fault at issue that caused an improper
collection or to whom to attribute such fault. For instance,
'the information in the NSL may be somewhat dated - there is no
defined test as to how near in time to issuance of an NSL that
the information contained therein should have been checked or:
rechecked. . Thus, if NSL return information comes back on an
account that, as it turns out, no longer belongs to the target,
there may be some question as to whether the FBI was at fault.
In such questionable situations, OGC will look at all the
- .circumstances to determine whether to report the collection to
the IOB. On the other hand, if information is received through

* an NSL that does not belong to the presumed account holder but

the FBI took all possible steps to assure that the information
was accurate and updated, the collection should be reported as a
possible IOB but OGC will likely decline to report it. :

There are situations in which the FBI may receive more
information than it requested in its NSL but which receipt need
not be reported as a possible IOB violation. For instance, an
NSL recipient may deem it more efficient, in terms of manpower
devoted to producing the information, to provide information over
a longer period of time than requested. Or an NSL recipient may
deem it wmore efficient to provide information about the requested

NSL VIO-24403



To: All Field Offices ‘ From: General Counsel

- Re: 319X-HQ-A1487720-0GC 3/16/2006

account and related accounts than to segregate information about
the one requested account. In those situations, if the case
"agent is able to assert the relevance of the additional
- information, he or she should send an NSL to the recipient to
cover the additiocnal information.  If the case agent is unable to
assert the relevance, the additional material should be returned
to the provider with a cover letter of explanation. However, an
EC reporting a possible IOB violation is not necessary.

USE OF NAMES OF PERSONS IN EC

‘Lastly, in an EC reporting a possible IOB violation it
is not necessary to name the involved persons in the title of the-
document. Further, if the CDC concludes that there was no error
by the FBI, there is no need to name the involved persons in the
document . If OGC disagrees with the CDC, it may ask for the
~additional information. But if it concurs, there will be no need
for the persons to be named at ‘all. ‘ - '

CONCLUSION

' Any questions regarding this communication may be R
directed to Assistant General Counsel at D2
L - bo
b7C
5

NSL VIO-24404



To: All Field Offices From: General Counsel ~

Re: 319X-HQ-A1487720-0GC  3/16/2006

LEAD(s) :

Set Lead 1: {(Adm) .

ALL RECEIVING‘OFFICES

Distribute to all supervisory personnel involved in the
-investigation of international terrorism, counterintelligence,
and cyber cases. . '

- Ms. Caproni

1

1 -_Ms. Thomas

1 A b6

1 7C
R 2 2

NSL VIO-24405



(Rev. 01-31-2003)

- FEDERAL BUREAU OF INVESTIGATION

‘Precedence: ROUTINE

Daté:

To: Difector's Office Attn: OPR

From:‘ General Counsel

- Counterintelligence N Attn: AD

Attn: SAC/CI
coc

Counterintﬁlligﬁngﬁ_Lau_Unlt Room 7947

Contact'

5/ |2>5

oo

bfbi
~1

@]

-Approved By: _Thomas Julie F ”ﬁRLLl

Drafted By:

‘Case ID ¥: (uU) 218 =HO=-C 1229736V (] (Pendinal

{8).

(U)- Title: (S INTELLIGENCE OVERSIGHT BOARD MATTER -

10B 2004

Synop513 ..... Eg(

'- follow5

05/03/2005

~J3 DD

=]

The Office of the General Counsel (OGC)

considers
that thls matter must be reported to the Intelligence Oversight

‘Board (IOB) and to the Office of Professional Responsibility
(OPR). A summary of the facts and an analysis of the situation

Details- (S
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sﬁbﬁém
To: Director's Office From: General Counsel
Re: - (U) 278-HQ-C1229736-VIO, 05/03/2005

iUT“ """ R ~)B§ ~On 07/06/04 the inadvertently obtained material
was segregat and forwarded to FBIHQ for sequestration. At no
tlme was any. further investigative action faken with respect to
ived pertaining to the
- No written summaries 0T COMMUNICALIONS Were

ool
,b

3

made .

(O] i .-THe foregoing information Qas obtained from ECs
_ drafted by S on 7/06/04 (see 278-HQ~C1229736,

serial 5353).

O
~d o
(]

Lo

: - (U) Pursuant to the Electronic Communications Prlvacy
Act (ECPA), 18 U.S.C. §§ 2709, the FBI can issue National
Security Letters (NSLs) for: (1) telephone subscriber
information {(limited to name, address, and length of service);
. {2) telephone local and long distance toll billing records:; and
(3) electronlc communlcatlon transactional records :

. (S) Under the authority of Executlve Order 12333,
dated December 4, 1981, and pursuant to Title 18, United States
Code (U.S.C.), Section 2709 the FBI intended to request the
telephone and long distance toll billing records of a non-USPER,

the subject of 3 When the NSL wWas
drafted, however, 'a typographical error resulted in the
reguesting of information derived from number belonglng to the

Y O
> =

b
{
LA

@]
~1
)

(U) Section 2.4 of Executive Order 12863 (September
13, 1993, 58 F.R. 48441) requires Inspectors General and General
Counsel of the Intelligence Community, including the FBI, to
report to the IOB concerning intelligence activities that they
have reason to believe may be unlawful or contrary to Executive
order or Presidential directive. .This language has been
interpreted to mandate the.repbrting of any vielation of law or
pertinent Attorney General guidelines that are specifically
intended to ensure the protectlon of the lnd1v1dual rlghts of
U.S. persons. - :

furwww wwwEB(r In this case, the inadvertent issuance of én NSL

_requesting billing information for a phone number utilized by JoY!

| |constitutes a reportable p7D
violation. Consequently, OGC will prepare a cover letter and C

“memorandum to report this matter to the IOB. That correspondence

2
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To: Director's Office From: General Counsel
Re: (U) 278*HQ-C1229736—VIO( 05/03/2005

will also inform the IOB that this matter will be referred to
FBI's Office of Professional Responsibility. ’

| LEAD(;):l
Set Lead 1: A(Actipn);
© INSPECTION
AT WASHINGTON, DC
(U) Fér éction &eemed appropriate.
Se£ Lead 2: (Info) | -
 COUNTERINTELLIGENCE
| 1>AT WASHIN¢TON;‘DC
W vPlease rééd and clear.

' Sét‘Léad 3: (Action)

oo
IO

=)

AT

(U) For action;deeméd'appropriatet

cc: Ms. Thomas .

- 1I0B Library

144

NSL VIO-24408



(Rev, 01-31-2003)

(-

Y

FEDERAL BUREAU OF INVESTIGATION

»fPreéedénce:' ROUTINE ;f*_u | ' ‘ Date: 12/2/2005

To: . - Attn:_ CDC
‘ Counterihtelligence' o Attn:  CD-4B
Inspection L . Attn: Inspection Division %3%5
_From: General Counsel o ; o . ' 0o
o National Securitv Law Rranch/CTITIT1/ HQ room 7975 070
. . Comntact: UQ (202) 324
' ;Api:’roved By: _Thomas Julie Fm) i'b{b 0‘6 :17-2007
Drafted By: DX
‘ . ’ » ,,tg ' b2
‘Case ID-#: 278-HO-C1229736-VI0~" [Pending) HTE
(S) b7A

-

i

Sy

~-Details: M By electrrnhﬂ communication (EC) dated Qctoher §

Titlé:“:hgi . POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER (IOB)

Synop313° }S( It is the opinion of -the Offlce of General
Counsel (0OGC) that the above referenced matter must be reported -
to the IOB and to the FBI's. Inspectlon Division. OGC will
prepare and deliver the required correspondence to the IOBR. Our
analysis follows. -

‘Ijxi

Administrative: .(U) This communication contains one or more
footnotes. To read the footnotes, download and print the

document in Corel'WordPerfect 8.

2005 (cited below), the Division D
L - : : pTE
b ﬁ EC from thel JDivisioﬁ to the Inspection Division
-and General Counsel, dated MIZY 5, 2005, Case ID# 278-HQ-C1229736-VIO Serial

2514, titled "POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER (IOB)" hereinafter

NSL VIO-24409



To: | |'From: General Counsel

Re--:m...j)si~ Z278-8BD-C1229736-VIQ, 12/2/2005

- reported a potential i ihg a National Security Letter
(NSL) - requested b which, through a transcription
error, sought info¥mation UC a e-mail address belonging to a

person who was not the subject of an FBI national securlty

investigation.

<) The IS nersan wha is the enhiect nf the

ihad-an e-mail address ofi ' The

tinHfﬁ

(1T}

.case agent sent his Investigative Support Specialist (IIA) the

310
=

ooo

above mentioned correct e-mail address with which to draft an

(@)

NSL. The IIA then drafted the NSL with the incorrect address of

oouU

.

O

NG NG

L During the week of September 2, 2005, the case v
agent received the NSL response from the communications provider
and noticed the error associated with the e-mail address. The

~case-agent immediately notified his supervisor and put the

-original in the 1A envelope. The case agent then contacted the

Associate Division Counsel who took possession of the
unauthorized 1nformat10n and is presently holding the information

in his safe

_______ . The case agent reports that nothlng from the .

'response © this NSL has been reviewed. The agent also reports
that no personal or identifying information from the NSL return

_has been uploaded into acs. | ] RN

lolEe]

=3

As required by Executlve order (E 0.) 12863 and

Section 2-56 of the National Foreign Intelligence Program Manual
(NFIPM), OGC was tasked to determine whether. the errors described

‘here are matters which must be reported to the IOB. They must.

(U) Section 2:4 of E.O. 12863, dated 09/13/1993,

‘mandates'that Inspectors General and General Counsel of the

‘Intelligence Community components (in the FBI, the Assistant

Director, Inspection Division, and the General Counsel, OGC,
respectively) report to the IOB all information “concerning
intelligence activities that they have reason to believe may

" be. unlawfullor contrary to Executive order or Presidential
directive.’ ThlS has been interpreted to 1nclude vioclations of

cited as EC. "

b2
LTE

%T

2
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To: From: General Counsel’ i E
Re v - B '8-HQ- 229736—VIO,'12/2/2005 , A

| e

N

oo
N

the Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection ("Attorney

" General's Guidelines"), the 1mplementatlon of whlch 1s mandated

(8-

LR

"electronic communication service provider when those records "are

by Executlve Order 12333.

. | As set forth in Section V.12 of the Attorney
General's Guidelines, use of NSLs in conformlty w1th 18 U.8.C.
2709 i i ations are
sought 18 U.s.C. -
2709 authorizes the FBI to seek relevant records from a wire or

relevant to an authorized investigation to protect against , :é
international terrorism or clandestine intelligence-activities." o
Here, .issuance of an NSL which requested records for e-mail ol
address was neither authorized by law, nor was it
authori AETTOIney General's Guidelines, since e-mail

- address is not relevant to a counterintelligence

investigacrom:

(U) Consequently, in accordance w1th E. O 12863 and

Section 2-56.of the NFIPM, the error must be reported to the 10B,
Wthh thlS Office w1ll do.

LEAD(s) :

Set Lead 1: F(Info)'

pZ
- RIUE

(Uy Read.end clear.

Set Lead 25 (DiScretidnary).

- INSPECTION
AT WASHINGTON, DC

(U) For rev1ew and actlon deemed approprlate

- Set Lead 3: (Info)

COUNTERINTELLIGENCE

N
AT WASHINGTON, DC-

3
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To: From: General Cdunsel
(1) Re(/so\ Z78-HQ-C1228736-VIO, 12/2/2005

*

(U} Read and clear.

Y

SEPRKET

NSL VIO-24412



"(Rev. 01-31-2003)

'FEDERAL BUREAU OF INVESTIGATION

b2
b7E

Precedence: ROUTINE o ~Date: 02/21/2005
. To: .~ Attn: ASAC - CI
: _ o Squad .
'ssal |
T SA |
Counterlntelllgence Attn: CD-I '
Inspectlon : Attn: Inspection Diyiéidn

From: General Counsel o S ’
National Secux] U/ HQ room 7975
Contact: UC (202) 324 |

Approved By: Thomas Julie #QZEEZL/ EwT/;ﬁ;

‘1Dtaft9d By:

(o Case ID #: 278-HO-C1229736= VIO” (Pendjnal

iUI“'Eiﬁie:V-Esi_ ----- ssal r_J~-

[Division

TOB

(g vsynopsisgmw)g(: It is the opinion of the Office of General

b6
b7C

Counsel (OGC) that the above referenced matter must be reported

to the IOB and to the FBI's Inspection Division. OGC will

prepare and deliver the required correspondence to the I0B.
analysis follows.

tUIwm" mw>%i

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.
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To: ‘ from: ‘General,CouDSel  b2 A
Re: - TAG-T1229736-VI0, 02/21/2005 ~ D7E

‘Details: ZB( By electronic communication (EC) dated Mav 12,
2004 (cited below),? the| Division
' ‘reported a potential IOB involving a National Security Letter - b2
{(NSL) requested byl hhiChf through typographical H7E
error, sought informacion aooutLf_fﬁg_gﬁﬁ_{telephone number ‘
belonging to a person who was no ject of an FBI national
security investigation. ‘
™ |
—TIST_JUENT S reores e v —
-%tele_ml

DUE LU & LCYypogrdpnIitdl ©Xrror, CIE NoL,

—which was prepared at the !DlVlSlOn and signed by '
" the Special Agent | , rds for cellular bl
~_telephone number By EC dated| | b2

_ — : | o

N That EC UDJECt ' & , >
:tememtl but [ |NsSL. b4
'Icontalne the incorrectly typed]| elephone number.> - bHb7D

. . . b6
received the results of the NSL request] | C bIC
; . , A " b2
{U) See EC from thel |Divisi0n to the Inspection Division
and General Counsel, dated May 12, 200f. Case Tn# 278-HQ-C1220736-VI0 Serial O/
464, titled "SSA] lsd Division; b6
'IOB" hereinafter c1§e as | IR . - _ 70
2 (U) see |ec. | -
Py See| |EC. It is unclear from the'info;métion
" submitted whetheT this typographical error was contained in the case agent's -
request for the NSL, or if it was first made in the preparation of the NSL bz

itself. Since it was the.ca ; or accuracy b7k
prior to his sending the NSL this fact is

of no consequence to this opinion.

¢ sl
*(v) 1d. : bl
: . . oY)
/Sﬁ'r, L7E
b7C

NSL VIO-24417
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SE\?(T

To: From: General’Counsel‘ b7
Re:‘»---/XL 278-0Q-C1229736-VI0, 02/21/2005 BIE

The results of the NSL include

dnvestigation.  Upon receipt of the. results of the NSL,

person who is not the subjec an hational security’

o
O 0T D0
G I N

discovered the error.

..... e As required by Executive. Order (E.0.) 12863 and
Section 2-56 of the National Foreign Intelligence Program Manual
(NFIPM), OGC was tasked to determine whether the errors described
here are matters which must be reported to the IOB. They must.

(U) Section 2.4 of E.0. 12863, dated 09/13/1993,

.mandates that Inspectors General and General Counsel of the

Intelligence Communlty components {in the FBI, the Assistant
Director, Inspection Division, and the General Counsel, OGC,
respectively) report to the IOB all information “concerning
intelligence activities that they have reason to believe may

be unlawful or contrary to Executive order or Presidential’
directive.” This has been interpreted to include violations of
he Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection ("Attorney
General's Guidelines"), the implementation of whlch is mandated

by Executi;z(?rder 12333 o . ‘
| | | |

bl
bk
b6
Here, jssua ‘ ST -which-requested-records. for — n7C
number was neither authorized by law,—Tmor—was—TT :
authorize Y =) orney General's Guidelines, since that
telephone number is not relevant to a counterlntelllgence :
investigation.
ol
: : v b2
6 ol b7E
el
S, ‘ b7C
(U) Ses EC.
shfer

3
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sﬁ{zr"
To: ' From: General Counsel b%
IUJ“R&&-;}ﬁl 278-HQ-C1229736-VIO, 02/21/2005 - bTE

(U) Consequently, in accordance with E 0. 12863 and
'Sectlon 2-56 of the NFIPM, the error must be reported to the IOB
whlch thlS Offlce will do.

NSL VIO-24419



Spefer
To: P ﬂ:J‘Fromil General Counsel  bZ
EU3~MRe:wv)x{\,4/u—ng- 229736-VIO, 02/21/2005 b7E

'.b LEAD(S):

Set Lead 1: {Info)

AT|

(U) ‘Read and clear.
" Set Lead 2: {(Discretionary)

INSPECTION

AT WASHINGTON, DC
'(U) For review and action'deemédvappropriate.
Set Lead 3: (Info)

- COUNTERINTELLIGENCE

AT WASHINGTON, DC

{U) Read and clear.

*

NSL VIO-24420 - -



Dep. Dir.
Chief of Staff
Off. of Gen. .
Counsel
Asst. Dir:
Admvin. Ser,
Crim., lnv.
Cls
Finance
Info. Res.
Lab.
National Sec.
OPR _
. Off. of Public
& Cong. Afls.
Traiming
Off. of EEOA
Director's Olfice

‘explanatory .enclosure

- March 1, 2005

BY COURIER

General Brent Scowcroft
Chairman
Intelligence Over31ght Board
New Executive Office Building
Washlngton,vD C.

(USAF'Retiredy:f

Dear General Scowcroft:

b2
b7E

This letter forwards for youf.informétion a self-
entitled “Intelligence Oversight Board
Division, IOB Matter 2004 {0)

(IOB) Matter,

The enclosure sets forth details of inveétigative

Aactivity which the FBI has determined was conducted contrary to

the Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence. and internaticnal terrorism

1nvestlgatlons (U) -
Enclosure

1 - AD Szady . be
1 - DGC_Thomas o bC

UNCLASSIFIED WHEN
DETACHED. FROM
CLASSIFIED ENCLOSURE

ucC
- 27

I-H0-CI229736-vIo- (90O

NSL VIO-24421
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General‘Brent Scowcroft (USAF‘Retiréd)i

: ‘Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. {U)

Sincérely,

~Julie F. Thomas _
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General :
U.S. Department of Justice
Room 5111_, ;

1 - Mr. James A. Baker: :
Counsel, Office of Intelllgence Pollcy and Review
'U.S. Department of Justice
- Room 6150 -

APPH@”ED Crim. Inv; Inspection_ Training__
fhbs CJIS___  Laboratory _ Jff.of EEQ -
o © . Finange —_ Nationald@3 Mairs___ o
Director_____Gen.Counsel___—_ PR Jif. of Public &
Deputy Director____Info.Res______ Personnef Cong. Affs.

- 2 -

NSL VIO-24422



INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER L7
. - DTVT‘%ION b?:’: .
IO'B MATTER 20041 {U)
(S) The Division of

the Federal Bureau of Investigation ("FBI") has reporce

NSL) for records for

. issued a National Security Letter (
The FBI served that N
and received the resulits of the NSL, including

> 1

the. name, bl
address, length of service, and local and long distance toll - b2
billing records associated with the | LTE
Due to a typographical error, the NSL was 1ssued tor the jol4
telephone records of a telephone that is neither relevant To an. 07D

‘authorized investigation to protect against international .
terrorism or clandestine intelligence activities, nor that is
related to the subject of a national security investigation.

(m*““*ZBf: Issuance of this NSL was not authorized by law,

" since 18 U.S8.C. 2709 only authorizes the FBI to seek relevant
records from a wire or electronic communication service provider
when those records "are relevant to an authorized investigation
to protect against international terrorism or clandestine

. intelligence activities." 1In addition issuance of this NSL was
~not authorized by the Attorney General's Guidelines since Section
V.12 of the Attorney General's Guidelines authorizes use of NSLs -

only in conformity with 18 U.S.C. 2

709, and when the te

records are sought as part of a Prellmlnary or Full

Investlgatlon

lephone -

(U) ThlS matter has been reported to the FBI s
Inspectlon Division for approprlate action.

Defr from :—G-3
Dec ify oms+— X1

* APPROVED:

Director

Deputy Director

~Crim. v, {nspection

Training

s - Laborato 7
Finance, Hationa @’f T
Gen. Counsel___ O

info. Res. Personnel,

NSL VIO-24423

Jff. of EEQ
Affairs

3t of Public &
Cong. Affs.



(01/26/1998)

(U

-

()

‘case ID#: DS 278—{Q-C1229736—W&07f;

- v-""‘,“:{ ;
o X S .

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ‘ ‘ : Date: 03/23/2004
To: | Attn: AsAd
a ' SSA
SA I
AC
Cyber Divisien o Attn: C3IU
Director's Office Attn: Office of Professional
: ‘ Responsibility B2
From: General Counsel v . o  E{E
: National Secnrity Taw Rranch/Rm, 7974 ) ) ’*”_6
.Contact: Ext . o

Approved By: Curran John FX$b5L4L27f"

Drafted By:

my,umm_>4§) 288B 227337-. {4

Tiple:meS( INTELLIGENCE OVERSIGHT BOARD
(IOB) MATTER 2004[:::] ‘

‘ | , . ‘ . , By
‘Synopsis: WES( It is the opinion of the Office of General . bVE

Counsel. (OGC) that the above referenced matter must be reported
to the IOB and to the FBI's Office of Professional Responsibility

- (OPR) . OGC will prepare and deliver the required correspondence

to the IOB. Our analysis follows.

iUﬁ”“:bii DerX ff .; G-3

De sify omr—X-1

“’Egs#gi

. NSLVIO-24424
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SM

To: From: General Counsel bg_
“Re-r-- ng 278-HQ-C1229736-VIO , 02/24/2004- bi/E
‘Reference: - 278-H0-C1229736-VIO Serial 370 b2

iU)mmw '288B 227337 Serial 7 , ‘ﬁb7E
Administrative: {U) This communication contains one or more

footnotes. To read the footnotes, download and print the.

" document in Corel WordPerfect.

Details: (S) By electronic communication (EC) dated 02/10/04

(cited below)?', the reported a
possible IOB error In conjunctlﬁn_wltn 2o ongoing Cvybexr .
inveatigation on e-maijl address J bl
b2
pIE
p4
Omf UCtober 16, 2003 & . v - B7D
; sent to This NSL
requested subscriber information records for the target’s e-mail
address. Due to delavs in processing the NSL, the results were
not received from until late January.
tUlwmwmmwwmww While reviewing response to the NSL, b4
SA[:::::::]discovered that, in additiom to the requested b7D
transactional data, some e-mail content, i.e. message text, was he
included by[:;;;:] Upon discovering | Ierror, SA b0
returned the o

-

response to its envelope, and ceased
analysis of the material. S

- On February 25, 2004, a leﬁterhead‘memorandum was

sent to the Office of Intelligence Policy and Review (OIPR),
Department of Justice (DOJ), with the sedled e-mail message
content for submission to the FISC for eventual destruction...
Consistent with the reguirements of Executive Order (E.O.)
12863 and Section 2-56 of the National Foreign Intelligence
Program Manual (NFIPM), OGC was tasked to determine whether. the
surveillance error descrlbed here is a matter which must be -
reported to the IOB. It must:

' (U} See EC from the | to the General Counsel,
dated 02/10/04, Case ID# 278-HQ-C1229736-vI0O Serial 370, titled "Intelligence

Oversight Board Matter," hereinafter cited as [:::]ECW"

o - b7E

2

NSL VIO-24425



To: From: Generavaoﬁnsel
-Re: ~ (& 278-HQ-CIZZ9736-VIO , 02/24/2004

)

‘be unlawful or contrary to Executive order or Presidential

| : Sgbﬁki N

b2
b7E

(U) Section 2.4 of E.O. 12863, dated 09/13/1993,
mandates that Inspectors General -and General Counsel of the .
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division, and the General Counsel, O0OGC,
respectively) report to the IOB all information “concerning
intelligence activities that they have reason to believe may )
b2

directive.” In this instance, as the

: TR
- has reported, the content of the e-mail account ccllected in bTE
-response to an FBI NSL was obtained without the authorization

required by law. Consequently, in accordance with E.O. 12863 and

- Section 2-56 of the NFIPM, the error must be reported to the I0B,
which this Office will do. - . o - ‘

50

3

NSL VIO-24426
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To: From: General Counsel b2
\U) Re: ~TX_ 278-HQ-CIZ29736-VIO ., 02/24/2004 b7E
Lead(s):

Set Lead 1: (Adm)

DIVISION

~1 O

AT

(U) >Reéd and clear.

Set Lead 2: (Action)

 CYBER DIVISION

AT WASHINGTON, DC

(U) Acknowledge that the unauthorized "take"
described in the EC 278-HQ-C1229736-VIO Serial
370 was submitted to the FISC ror destruction, wvia the Office of

. Intelligence Policy and Review,. Department of Justice.

Set Lead 3: (Action)

_DIRECTQOR’S OFFICE |

AT OPR, FO, DC

(U) For ‘review and aétion deemed appropriate.

=X Ma*_Currﬁn__1-

(ﬁ? - b6
1

-1 - NSLB IOE lerary M

"’u

NSL VIO-24427



2April 28; 2004

BY COURIER

General Brént Scowcroft (USAF Retired)

: Chalrman

.Intelllgence Over51ght Board

New .Executive Office Building
Washington, D.C.

Dear Genéralecowcroft:

This letter forwards. for your information a self-~ b2
explanatory e 7
(IOB) Matter,

IOB Matter 2004 {U)

Division,

The enclosure sets forth details of investigative

' activity which the FBI has determined was conducted contrary to

the Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism

investigations. (U)
Enclesure
1 _l | hé
1 - Mr. Curran: —
b7C

C:E) SSAa

Dep. Dir.
Chief of Staff
Off. of Gen.
Counsel
Asst. D
Adman. Ser.
Crimn.. I
“ChiS
* Fimance
nfo. Res.
Lab.
Nationa! Sec
OPR .
Off. of Public
& Cang, Afts.
Traming

Off. of EEOA
Director’s Office

"UNCLASSIFIED WHEN
DETACHED FROM
. CLASSIFIED ENCLOSURE

1 - OPR
1 - 278-HQ-C1229736-VIO- C{q@a

Der? r - )
De ify o 1

SESRET

NSL VIO-24428

MAIL ROOM 0O

closure entitled “Intelligence Ovrffifrt Board DT7E

FBVDOJ



o

General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
~additional information concerning this matter, an oral briefing
'will be arranged for you at your convenience. - (U) '

Sincerely,

John F. Curran
Deputy General Counsel:

1 - The Honorable John D. Asbcroft

Attorney General

‘U.S. Department
Room 5111

1 - Mr. H. Marshall
Counsel, Office
U.S. Department
Room 4304

1 - Mr. James Baker

Coungel, Office
U.S. Department
Room 6150

of Justice

Jarrett

of Professional Responsibility
of Justice '

of Intelligence Policy and Review
of Justice '

» APPRB‘ : Crkn.vlm..__jnsped‘m o Training

o CHS . lewsratory_ ___ OH.otEE0
Finange . Aftairs____
Director Geu. Lounsa) wh Cff. of Puglic &

Deputy Director, {nic. Res. Persnntd ‘ Long. Als_____ -

2_-_ o ; 7/;/”‘/

NSL VIO-24429



,sgéngu.:

- INTELLIGENCE QVERSTIGHT BQARD (IOB) MATTER

: o)
DIVISION BIE
JOB MATTER 2004 ()
(S

Dn October 16, 2003, a bl
National Security Letter (NSL) (288B 27337 Serial 16) was sent b2
to requesting transactional information for the b7E
listed account. Upon review of the material provided by in i

response to the NSL, the case agent noted that, along wit? oo
transactional inf: ion, had. sent e-mail message content. /D
Upon discovering ierror, the case agent immediately ceased .
review of the material, placed it into a sealed envelope, and

reported the matter to his supervisor. The sealed envelope was

sent to the Office of Intelligence Policy and Review for
sequestration with the Foreign Intelligence Surveillance Court.

(U) As required by FBI policy, the error has also been
" reported to the FBI‘S‘Office‘of'Professional Responsibility.
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' FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

'To: Director's Office

r@u@nﬁ].hmcé,

~From: General Counsel

 NSLB/CILU/Room 7975

. Attn:
. Attn:
- Attn:

Date: 10/217/2004

OPR.

SAC  WRREIN IS UMCLASSIFI
CDC  yHERE. SHOVN. DTHERUIS

Contact:

Approved By:

Drafted By:

T
(g

(U} “Case ID #: I8( _278:-H0-C1229736VIQ-" (Pending)

S)

T

U picles Jsf

IOB 2004

INTELLIG???? OVERSIGHT BOARD MATTER

eS|

A

T ooo
~J o] PO =

The. Office of the General CounSel (OGC) considers

that this matter must be reported to the Intelligence Oversight

" Board (IOB) and to the Office of Professional Responsibility
(OPR) . OGC will prepare an appropriate cover letter and a
memorandum to the IOB.. Our analysis follows. ‘

L ‘ DeTi ‘ ro -3 o :-{
o M T

Details: (s) |
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‘To: Director's Office From: General Counsel
-

Re+v 278-HQ-C1229737-VIO, 10/21/2004

g]

' | The 1nformation that SA| !obtalneQ‘was never
_ any FBI document other an the file!

1
- review sheeg the 6/22/2004 file review. SSAI |
. informed SA| who was not previously aware of € ract, that

a National Securlty Letter (NSL) was the appropriate method for
obtaining banking ;nformation in a foreign counterintelligence
investigation. SSA promptly reported the matter toc the’

Office of the General Counsel (OGC). An NSL was subsequently

issued in this case to obtain the subject's bank information,
which is clearly relevant to a forelgn counterlntelllgence
1nvestlgatlon

(U) The Right to Financial Privacy Act (RFPA), Title

12, United States Code, Section 3401 et seq. (12 USC §-3401 et
sed.) states in §3402 that "[e]lxcept as provided by section
3403 (c) or (d), 3413, or 3414 of this title, no Government

authority may have access to or obtain copies of, or the
information contained in the financial records of any customer
from a financial institution . . .."

(U) 12 UsC §3414 provides in part:

~(a) (1) Nothing in this chapter (except sections 3415,
3417, 3418, and 3421 of this title) :shall apply to the

‘ productlon and disclosure of finangial records pursuant

to requests from--
{(A) a Government authority ‘authorized to
conduct foreign -counter- or foreign positive-
~intelligence activities for purposes- of
conducting such activities; or
(B)

(2) In the instances spec1f1ed in paragraph (1), the
Government authority shall submit to the financial
institution the certificate required in section 3403 (b)
~of this title signed by a supervisory official of a
rank designated by the head of the Government
authorlty

(U) Section 2-17 of the National Foreign Intelligence
Program Manual (NFIPM) lists the FBI officials who can reguest

2
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"To: Director's Office From: General Counéel
RIS

Re:-- 18] 278-HQ-C1229737-VIO, 10/21/2004

financial records under the foregoing section of RFPA.  According
to section 2-17 of the NFIPM, such reguests must be made by an
Assistant Spe01a1 Agent in Charge or a mere senior official.

(U) 12 USC §3417 prov1des for civil llablllty of an

. agency or department of the United States that obtains financial

records or information in violation of the RFPA. The same
section deals with "disciplinary action for wilful or intentional

- violation" of these RFPA provisions by agents or employees of the

government

~ ‘woiow Js{ 1In this instance, the conduct’ of SAQW .
wilful and intentional, even though she did not realize that she
had acted in contravention of the RFPA and Bureau policy. ‘It
should also be noted that SA was at the time a probationary
agent. Inasmuch as her actions nevertheless amount to
"intelligence activities that . . .. may be unlawful or contrary
to Executive order or Presidential directive" they are reportable
to the Intelligence Oversight Board (IOB) under the terms of
section 2.4 of Executive Orxder 12863. OGC will therefore prepare
a cover letter and a memorandum to report this matter to the IOB
and to advise that it has been referred to the Offlce of
Professional Respon51b111ty

NSL VIO-24433
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© sBeefT
‘ To: Director's Office From: ' General Counsel
(UIRe:MW>§(: 278-HQ-C1229737—VIO,'10/21/2004

LEAD(s):
Set Lead 1:; (Action)

DIRECTOR'S OFFICE

AT OPR ¥O, DC
(U) For action deemed. appropriate. .
Set Lead 2: (Action)

COUNTERINTELLIGENCE -

AT WASHINGTON, DC
(U) Pleasé read and clear.

Set Lead 3: (Action)

b2
b7E

AT

(U) For acfion deemed appropriate.

'NSL VIO-24434
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BY COURIER

Octpber 26, 2004

General Brent Scowcroft (USAF Retired)
Chairman ‘
Intelligence Over51ght Board
Room 5020

New Executive Office Bu1ld1ng
725 17th Street, N.W. :
Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self-explanatory -
enclosure_entitled, "Intelligence Oversight Board (IOB) Matter,-
IOB 2004 (u) - ’ - .

The enclosure sets forth details of investigative activity
which the FBI has determined may have been contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
'FBI foreign counterintelligence and international terrorism
1nvest1gat10ns (U)

UNCLASSIFIED WHEN
DETACHED FROM

lo/)ab(/CLASSIFIED ENCLOSURE

I0B Library o .
_ 278- HQ C1229736-VI0 — (o O/

'bé
b7

@)
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SECREL

2.

General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require additional
information concerning this matter, an oral briefing w111 be
arranged for you at your convenience.

Sincerely,

Julie Thomas
. Deputy General Counsel

Enclosure

1 - The Honorable John D Ashcroft
Attorney General
U.S. Department of Justlce
Room 5111

"1 - Mr. James Baker ’ v
Counsel, Office of Intelligence Pollcy and Rev1ew
U.8. Department of Justlce : i

Room 6150 :

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

ived from: = ‘_
Declassgi — X25-1
. ~

SEoRET

\
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INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER |
10B 2004|:lU)> 2

(S) Investigation of this IOB matter has determined that a new Special Agent in the
f the Federal Bureau of Investigation used informatior]

bl

b7E

() - - }8)/\

()

Such information is relevant in national security investigations of this type.
However, the proper method for obtaining bank records is through a National Security Letter
under Title 12, United States Code, Section 3414(a)(1)(A). Access to financial records by
government authorities through means not provided by law is prohibited under Title 12, United
States Code, Sectlon 3402. :

ISQ:The Agent recqrded her action on a case review sheet associated with the subject's
- file. However, no other record of the incident was made or retained by the FBIL. The matter came
to light during the course of a file review, when it was noted by the Agent's supervisor. The -

. Agent has since been counseled concerning the Right to Financial Privacy Act (RFPA) and the

correct method forvobtaining‘ﬁnancial reCords under the RFPA

_ ()] Th1s matter has been referred to the FBI‘S Office of Professmnal Responsxbﬂlty for
“such act1on as may be appropriate. - : . ,

NSL VIO-24437
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE - Dpate: 06/28/2004

To: - General Counsel" ‘ Attn: Natj 1 Securitv Law Branch
: : o ' ag _ .
Room /975
: b2
?rom: o bL7E
Contact: 5b?
' y, - e ; “b7C

' Approved Ey:l |

.+ Heimbach MichaehﬂﬁA'
Drafted By: | |
Case ID #: (sﬂ

Title: (U) _Int: igence versight Board (IOB) S ‘ ;bl

Snec1al Adgent

lHEE.LJ_lgeHCB vvelslylit

Synopsis: (U) - To notify the Office of General Counsel of a
possible IOB violation regarding the reviewing of bank account
information without obtaining a National Security Letter (NSL).

- kUJ [ Ef?}::ig?x%i;::g:::
o Dec

Details: {(8)  On June 22, 2004
file review. B8SA

conducted SA

probationary agent oo
oT October 20 rznﬂz_] Uring the file review, SSA biC

defermined that S2 had telepnhonicallv accessed the

Upon further guestioning, SA adriseﬂ that she
utilized the FISA derived information regardina I
(3] b6
' € 1nrormacion e) T ver T
IO

—memorialized on any type of FBI document except on-the files case

NSL VIO-24438



To: Gen yal Ciincal Brome.. bl
Re: (S 06/28/200Z bz
. : . . b7E
review she ne 22 file review. 'SSA verbally
advised Sa hat she should have acauired 3 National
Securit er (NSL) to _obtain

Due to SA , SSA

s

ly counseled 8
‘due to a possible IOB violat

to FBI regulations and guide

Set Lead 1: (Info)

General Counsgel

ion. SA
improper action and guaranteed that

lines.

At Washington D.C.

LR "‘ )S{iRead and Clear.

el

NSL VIO-24439

7 on this matter and advised
the incident would b€ reported to the General Counsel

|apologized for her ,
in the future, she will refer

s
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE .. Dpate: 09/15/2004
To: Director's Office - Attn: OPR
‘ Counterintelligence _ Attn: 'AD

) Attn: SAC

Attn: SAC
. CDC

From: Office of the General Counsel
NSLB/CILU /Pm 7075

Contact- (202) 324 ?bE‘
J
Approved By: Curran John F A’ Ajjl
. ;oﬁ
Drafted By: 51% !
Case ID #: (U) _278-HO-C1229736- v10 ~ (pending) ol
‘ (s) s
Title: (U) NTELLIGENCE OVERSIGAT BOARD MATTER o/E
' IOB 2004 : c7A

Synopsis: (U) The Office of the General Counsel considers that
this matter warrants a report to the Intelligence. Oversight Board
and to the Office of Profesgsional Respon81b111ty Our analysis

follows.
iUh"w;EX(i i From :
: Dec rfy :
Details: (S) |
bl
b2
ol py
(1 e T e wjgi On 5/21/2004, the SAC authorized rhe isenyance of
Natlonal Securlty Letters (NSLs) seeking about the

‘sﬁkééi
foY!
HiD
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sR<Er
To:.‘Direétor s Office Attn:OPR
From: Office of the General Counsel
Re: (U) 278-HQ-C1229736-VIO, 09/15/2004

subjebt from thel | » | | The

letters, which cited Title 15, United States Code, Section 1681v
{15 USC §1681v), requested "a copy of a consumer report and all

other information contained in your files for the below listed
consumer [i.e., the subject]. All three NSLs included a-
certification by the SAC,. purportedly "in accordance with 15 usc
§1681v{b}," that "the information sought is relevant to an.
authorized investigation to protect against international
terrorism or clandestine 1ntelllgence act1v1t1es [etc.]." .

""" ~ 78X The letters were duly dellvered to two of the‘

both of which provided the requested

information. The third letter j d been sent t »
gffice for delivery to was returned unex d
[e] by intelTIgence analyst who noticed that
> I :

it Tererred to 15 U5C §1% 1v 1nstead of 15 USC §1681u.

' :Rﬁ: ‘After 1earn1n of the error, the |office
determlned that the two |had alrea en
disseminated to a member oI the oreign Counterlntelllgence
Task Force in connection with tIe ITVestigation. The reports
were retrieved, sealed, and forwarded to Headquarters together
with a report. of the incident. (See 278-TR-Cl1229736-VIO, serial

573.)

(U} The section of law cited in the three NSLs, 15 USC

§1681v, was added by the USA Patriot Act, P.L. 107-56. It
provideg in part that "a consumer reporting agency shall furnish
a consumer report of a consumer and all other information in a
consumer's file to a government agency authorized to conduct

- investigations of, or intelligence or counterintelligence A
- activities and analy31s related to, international terrorism when
presented with & written certification by such government agency

that such information is necessary for the agency's conduct of
such investigation, activity or analysis." (Emphasis added.)

_ (U) By way of contrast, 15 USC §1681u is an older
statute that applies to both counterintelligence and
counterterrorism investigations. In connection with an ‘
authorized investigation of such cases, the FBI may use an NSL to
obtain the names ‘and addresses ©of all financial institutions at
which a2 consumer maintains or has maintzined an account. If
additional information is needed, such as a consumer report, a

o t

oo w
~J1 W=

-1 O

b2
b7E
b4
b7D

designated Bureau official is required to seek an ex parte court .

'Eggﬁa?v.

2
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To: Director's Office Attn:OPR

- From: Office of the General Counsel
-Re: (U) 278-HQ-C1229736-VIO, 09/15/2004‘

order directing the consumer reportlng agency to furnlsh the
report to the FBI.

v (U)' To obtain the ex parte order, the FBI must show
“that the consumer report is sought for the conduct of an
authorized 1nvest1gatlon to protect against international
terrorism or clandestine intelligence activities, provided that
‘such an invegtigation of a United States person is not conducted
sclely on the basis of activities protected by the first
amendment to the Constitution of the United States.®

() "“E}Q: The Office of the General Counsel issued
instructions regarding the differences between 15 USC §1681u and -
15 USC §1681v, together with sample forms, in an EC dated
10/1/2003. (See 66F-HQ- A1255972 serial 32. )

(n Thel | fflce cited the wrong sectlo - '
in three NSLs that requested
ntelligence

fof a U.5. person in connection with a counteri o
1investigation. Moreover, ‘the letters included a certification b2
that was misleading although not untrue. (The certification. = = RL7g

stated, correctly, that the information was needed in connection
with an authorized investigation to protect against international
terrorism or clandestine intelligence act1v1t1es . Section 1681v,
however, refers only to international terroxi

three letters resulted in the production of ‘
that would not have been available solely turough an NSL 1f the
correéct section had been cited. .

S (U) In weighing the'gravit of this matter, the Office
of the General Counsel notes that[:::i:;:lcitation of 15 USC _
1681v does not appear to have beerml a deliberate effort to o
circumvent the requirements of section 1681lu. Once apprised of
the error, immediately took appropriate action to recover
‘and seal the information that it obtained based of the error and
to report the matter to Headquarters. The question of intent is
‘relevant because 15 USC §1681u(j)suggests that Congress did not

. consider disciplinary action by an agency toc be warranted unless
"the circumstances surrounding the violation raise gquestions of

whether or not an employee of the agency or department acted
wilfully or intentionally with respect to the violation. . .."

, (U) We are alsd'mindful of the fact that the[:;;;]
office could have obtained exactly the same result (i.e., e

—~
L
NEEEN)

o

subject's i1f it had followed the two step process
: ‘ b2

3 o  b7E
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eTQ:>‘Director‘s Office Attn:OPR
" From: Office of the General Counsel v
Re: (U) 278—HQ—C1229736-VIO,-09/15/2004

set forth in 15 USC §1681u, namely, an NSL. followed by an ex
parte appllcatlon for a court order. - The proof required for such
an order is minimal and the facts 1n thls case would have
'justlfled it.

' (U) _Nevertheless, in preserving a distinct provision
for obtalnlngl iln counterintelligence cases,
Congress apparently intended to apply a different standard to
- this type of case. By using Section 1681v_rather than Sectlon

1681u for a counterintelligence case, thei:;;;;lofflce
contravened the intent of Congress, albei ertently. . The
matter should therefore be referred to the Intelligence Oversight
Board and to the Office of Professional Responsibility. OGC will
prepare a cover letter and a memorandum to report thlS matter to
the IOB. - v :

(UjiThe action of Intelligence Analyst

in detectlng this error and calling it to the attentiom of the
office is to be commended S

b2
o . . DIE
LEAD (s) : : o b6

b7

.Set Lead 1: (Action)

DIRECTOR'S OFFICE

AT QPR FO, DC -

(U) For actieﬁ~deemed appropriate.

Set Lead 2: ' (Action)

. COUNTERINTELLIGENCE

AT WASHINGTON, DC.

(U) Please read and clear.

4
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SECRET
To: Director's Office Attn:0PR

From: Office of the General Counsel
Re: (U)  278-HQ-C1229736-VIO, 09/15/2004

Set Lead 3: (Action)

AT

(U) For acﬁion deemed_appropriate

Set Lead 4: (Discretionary)

AT

(U)  For action deemed appropriate.

% 4 4
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BY COURIER

October 18, 2004

General Brent Scowcroft (USAF Retlred)
Chairman. v

Intelligence Over51ght Board

Room 5020

- New Executive Offlce Bulldlng

725 17th Street, N.W.
Washington, D.C. 20503

Dear Genéral‘Scowcroft:
This letter forwards for your information a self explanatory b2

enclosure _entitled, "Intelligence Overs1ght Boaxrd IOB} Matter,
IOBR 2004+ (u) ' ' ' '

The enclosure sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterlntelllgence and international terrorlsm

investigations. (U}

ﬁNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

1 - _Mr (“urranm IOB lerary

: ; § ﬂ‘?’v HO-C1229736- VIO —-—5‘2%
| _ V L b » ' i V"

/\J
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SECRET

-2

General Brent Scowcroft (USAF Retired)

Should you or any member of your staff requiré additional
information concerning this matter, an oral briefing will be -
arranged for you at youxr convenience. :

Sincerely,

John F. Curran
Deputy General Counsel

Enclosure

1 - The Honorable John D. Ashcroft
Attorney General '
U.S. Department of Justice

- Room 5111 :

1 - Mr. James Baker - :
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice '

Room 6150

UNCLASSIFIED WHEN'
DETACHED FROM - ‘
CLASSTIFIED ENCLOSURE

 §§‘ !:‘ 
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| INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER
10B 2004 {U) by

) - Investigation of this IOB matter has determined that the Field Office obtained
- from twd| companies in connection with an authorized
counternfelligence mvestigation using a National Security Letter (NSL) that referred to Title 15,

United States Code, Section 1681v, when in fact that section only permits the use of NSLs to

request|:|for authorized counterterrorism cases. Title 15, United States Code,

Section 1681y, allows the FBI to use an NSL to obtain certain information from|

agencies in authorized counterintelligence cases, specifically, the names and ad TESSES OT

financial institutions at which the subject of the investigation maintains an account. In order for

the FBI to obtain al_n_—mln a counterintelligence case, it must apply for an ex parte court
‘order under the terms of Title 18, United States Code, Section 1681u(c). :

o Ne)
gD

rrf

NI The that were procured from companies by citing 15 pZ
U S C §1681v were not properly obtained. AlthoughThe error m Statutory citation appears to b7k

have been inadvertent, and the bffice immediately retrieved and sealed th;i;l
once the error was dlscovcred this matter has been referred to the FBI's Office of Prolessiona

Respons1b111ty for such action as may be appropnate - .
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