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(U) Title: 

(U) 

278-HQ-C1229736 •VIO"\ (Pending) 
INTELLIGENCE.OVERSIGHT BOARD MATTER 
2005] | -b2 ' • 

Synopsis: ' ̂ S^ It is the op i nor-, of the Office of the General 
•Counsel (OGC) that this matter need not be reported to the. 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the contrql file for review by Counsel to 
the IOB. ' •-„ 1 

(U) 

Reference: (U) 278-HQ-C122973' VIO Serial 973 
Administrative: (U) This comiiï.:.:ai cat ion contains one or more 
footnotes. To read the footnerka, download and print the 
document in Corel WordPerfect. • .• 

''T-T'' Details: 
•..the 

The referenced electronic communication (EC) from 
"^Division I I', dated.09/12/2005, requested 

that OGC review the facts ot .the. captioned matter and determine 
whether it .warrants reporting to the IOB. In our opinion, it 
does not. Our analysis follows.;';.. 
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To : 
Re : 

From: Office of the General Counsel 
XÏÏY 278-HQ-C122 973 6-VIO, H/09/2005 

b2 
• b7E 

I S ) 

(S) 

T pursuant to section n.^.i, or 
the Attorney General 1s GvidelineS; for FBI National Security 
Investigations and Foreicn Intelligence Collection (NSIGK 

EC.requesting the 

needed approval from FBI. "Headquarters (FBIHQ) to 
Oji. 03/^1/2005, the case; agent drartea an 

The EC explicitly stated 
No hard copy • "Electronic communication uploaded into ACS only 

to follow. " . .. 

bl 
b2 
b7E 
b6 
:b7C 

(S) The EC was actually unloaded into ACS on 
04/08/2005,. seven days after the However, CD-2C, the 
substantive unit at FBIHQ responsible tor the . case, : did. not 
receive a hard copy of the request, and it, therefore, went 
unaddressed. On 08/0 8/2 005, the case agent assigned to the case 
after the 
•fai IpH t-n' 

was requested determined that FBIHQ had 

aflf l was 

respond to the »lead s;et .by 
request. This case a dent: 

regarding the 
r.nererore . contacted; W i ho 

(S) On 12/30/2004, months before the| | 
sent an National Security Letter (NSL) toJ n 

requesting .toll records. 
the. 
the 

did not provide 
Kr.qr, rpsiil t-'.ci nrii--i1 C5/i)b/^oo, •. approximately one month 

with , 
after 

The NSL results ''contained no toll records only 
billing information, because of the target's specific service 
plan.; Because there was no reportable information, . there was no 
analysis and nothing further v;a.3 done with the NSL results. ; 

from 
(S) Other than the receipt of the billing information 

took no other action on this case from the 

::.bi 
;'b2 
b7E 

.bl 
b2 
b7E 
b4 
b7D 

bl 
b2 
b7E 
b4 
b7D 

1 4) 
A "United States .^fson" is''defined in Section 101 (i) of the 

Foreign Intelligence Surveill^pe Act "'(tFISA) , 50 U.S.C. § 1801, et -sea., as' • 
citizen of the United States:. ISr]. an allien lawfully admitted for permanent 
residence (as defined in sectibi? 101 (ap'<20) of the Immigration and 
Naturalization A c t ) . ." See also Section I.C, fo the Attorney General's . 
Guidelines for FBI National Security•1'rflrestiqations. ami Foreign Intelligence 
Collection (NSIG). (2003). 

NSL VIO-24361 



To:. 
Re: 

From: Office of 
(U) 278"-HQ-C122 973©>VIO, III. 

the General Counsel 
11/09/2 005 

jfS, - -

b2 
• b7E 

(U) Section 2 . 4' of BiSgputive Order ,(E.O.) 12863, 
dated 09/13/1993, mandates that ̂ Inspectors General and General 
•Counsels of the Intelligence Conmunity components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB . "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." By . 
longstanding agreement between >;he FBI and the IOB (and its 
predecessor, the PIOB), this language has been interpreted to 
mandate the reporting of any violation of a. provision of. the 
Attorney General Guidelines for ¿National Security Investigations 
and Foreign Intelligence. Collection (NSIG) or other guidelines or 
regulations approved by the Attorney General in accordance with 
E.O. 12333, dated 12/04/1981, i.5f such provision was designed in 
full or in part to ensure the protection of the individual rights 
of U.S. persons. Violations .of.-jprovisions that are essentially 
administrative in nature need not be reported to the IOB. The 
FBI is required, however, to maintain records of such 
administrative violations so the.::, the Counsel' to the IOB may 
review them upon request. '•;'...." 

(S) In . this instance.,;. ,as a consequence pf a delayed 
response, on the part of a communications carrier . 
received the result's of an NSL ajrter the 
However, took NN afftrmfffivp RT-pns TN AN^ I V ? P 1-
information or use it to 

bl ' 
b2 
b7E 

AS seen as 
request tor "a 

I Itnok a I I nprpsR?rv sten.g tn ap:r. thpf 
reanzea tnat its 

was hot addressed by Headquarters. 

IlU' eilUI L fcijJUI LdUlfci LU Liie iUB, 
Thus, we perceive 

i-
- v 

SEpg^T 

• f3 
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To: 
Re: 

From: Office of' the General Counsel. 
(U). 278- HQ - C1229736 -VI0, M"/09/2OO5 

b2 
b7E 

LEAD(s): 
Set Lead 1: (Info) 

AT 
b2 . 
.b7E 

(U) Read- and clear . 
Set Lead 2 : (Info) 

COUNTERINTELLIGENCE 
; . AT WASHINGTON, DC 

• (Ù). Read and clear. ' ' k 
Set Lead 3 : (Info) 

INSPECTION 
AT WASHINGTON. DC " ! 

. (U) Read and clear. 
.Ms. Thomas 

b7C 
CC: 

IOB Library 

• • 

SptZtSgT 

• 4 

NSL VIO-24363 
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Precedence : ROUTINE 
To: General Counsel / 

Counterintelligence-

. Date: 09/12/2005 
Attn: National Security Law Branch 

Room 7975 
Attn: C D - 2 P TTrri t 

SSA 
From: 

Contact: 
Approved By: 

Drafted By: 
(U) Case ID # : 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O - c | 7 d 

(U) Title: INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

b2 
b7E 
b6 
b7C 

( I T ) S y n o p s i s : P o s s i b l e IOB error for non-compliance with a 
requirement or the Attorney General. 

(S) 2. 
iT-T'' {>/ 3. Possible IOB Error 

sJjs^T 
bl 
b2 
b7E 

NSL VIO-24364 b7C 
D C m 1 



• -" • : -t>2 ••.•• . ••'• To : General Counsél Prom: h7F 
(U) Re: JŜ f 278-HQ-C1229736-VIO, 09/12/2005 

(U) ^S^ 4. Description of ..IOB Error (including any reporting 
delays). . 

±£L 

(SA) 
ui/̂ biŷ iuub. special Aftèiìt 

captioned case agent, drafted a 
The EG stated, request and torwarded it to FBI HQ 

Communication uploaded into ACS only. 
follow." Due to a pending TDY assignment to FBIHQ, on 

"Electronic 
No hard copy to 

05/18/2005, SA| [requested captioned investigation be 
reassigned. On 05/26/2005, captioned matter was reassigned to 
writer. In July 2005, writer received results of.a National 
Security Letter (NRT.) wqT. w ^ drafted 12/30/2004 and 

^d.not provide NSL results to 
FBI until 05/05/2005 . ^ rTIf FT n0^ 
records. on"1 y b1'11 ĝ-rî rsŷ aP-i | [informed writer / 
that captioned subject maintained a basic service plan and as 
such, carrier was not responsible for maintaining toll records 

,bl • 
'b2 , 
b7E 
b4 
b7D 
b6 
b7C 

for telephone line, 
information from 
matter after the 

Other than the receipt of the billing 
I took no other action in this 

sq nntpd above. On 
08/08/2005, while attempting to verity date for a 
communication for the file, writer determined FBIHQ had never 
responded to t-hp IpaH apt-i by m extension 

Writer contacted FBlHQ and was request dated 
granted a verbal extension. On 08/31/2005, FBIHQ informed 
writer of potential Intelligence Oversight Board (IOB.) 
violation due to an "investigation action conducted while the 
case was not open." 

(Si 

While is reporting this as a possible IOB, 
questions whether the receipt of such records after 

the Pi's expiration,based onalawful authorized request, 
constitutes investigation. Moreover, again calls 
attention to its earlier attempt to secure a more timely 
extension. 

b2 
b7E 

¡EpBidST 

NSL VIO-24365 
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'-"ci"! ' . ' 
F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence : 
To : 

ROUTINE Date: 11/09/2005 

Counterintelligence 
Inspection 

Attn: SA_ 
CDC 
S SA 
IIS 

Attn: 
Attn: 

CD-2C 

From: Office of the -General Counsel 
NST.R /CTTiTJ/Ronm 7947 , 

b2 : 
b7E 
b6 
b7C 

Contact: 
Approved By: T h o m a s Jul 

Drafted By: 

.20: 

nhW 

.Case ID i:.(U) 2 78-HQ-C122 973 6-VIO^ (Pending) 
(TJ)' Title: ^ ^ INTELLIGENCE OVERSIGHT BOARD MATTER 

38-17-200? 
3ID 11 651"K PM/'ISl/'JB 
; 1,4 Jcj . 
31 FY 01; 08-17-2032 . • ' 

ILL IMFOBHÂTIQH CQHTAIHEI 

2005 to 2 

(TJ) Synopsis: ^S^ It is the opinon of the Office of the General 
• Counsel (OGC) that this matter need not be reported to the 

Intelligence Oversight Board (IOB).. . A( copy of this opinion 
should be retained in the control file for review by Counsel to 

' the I OB. . ' -j . . 
ÎU) 

Reference: (U) 278-HQ--C122973S-yiO. Serial 973 
A d m i n i s t r a t i v e : (U) This communication contains one or more 
footnotes. To read the footnote!./, download and print the 

• document, in Corel WordPerfect. 
(U) D e t ^ i i S i . 

the 
The referenced electronic communi pati on (EC) from 

Divisi 
e ref 
ion I dated 09/12/2005,. requested 

that OGC review the facts or tne captioned matter and determine 
whether it warrants reporting to the IOB. .In our opinion, it 
does not. Our analysis follows. -

to 2 
toi E 

IS1 

NSL VIÖ-24367 

••'-.bl 
to 2 

• : b 7 E 
. b6 
b7C 



To: 
Re: 

'•'.••• ' '' •'"••• h? From: Office of t;ie General Counsel 
(U) 2 78-HQ-C122 973 6-VTO, 11/09/2005. b7E 

(S) 1 Fursuani co.beccion ii.u.4 or 

Tnvp.qf.iQahinn.s. and Foreign Intelligence Collection (NSIGK 
needed approval from FB^Headquarters (FBIHQ) to 

EC requesting the 
1 On 03/2372005. the case agent dtaitfcd afi 

The EC explicitly stated 
No hard copy 

b l 
b2 
b7E 
b6 
b7C 

"Electronic communication uploaded into ACS only 
to follow." 

(S) The EC was actually uploaded into ACS on 
04/08/2005, seven days after the However, CD-2C, the 
substantive unit at FBIHQ responyime ioz—rrre case, did not 
receive a hard copy of the request, and it, therefore, went 
unaddrp.aspd On 08/08/^005. the • case agent assigned to the case 
after the 
failed to respond - to the »lead set by 

ras requested determined that FBIHQ had 

and was 

J regarding the 
request. This case agent, tigereforecontacted FBIHQ 

(S) On 12/30/2Q04, months before the 
sent an National Security Letter (NSL) 

requesting .toll records. 
the 
the 

KffiT. r p s n n - s 

to 
did not provide 

3 
with 

bl 
b2 . 
b7E 

until' 05/ub/^uuapproximately one month after 
The NSL results'lcontained' no toll records only 

billing information, because of -.̂ he target1 s specific service 
plan.; Because there was no reportable information,, there was no 
analysis and nothing further wa:-3: done • with the • NSL. results . 

bl 
b2 
b7E 

from 
Other than the receipt of the billing information 

took no other action on this, case from the bl 
b2 
b7E 

1 A "United States person" -xs .defined in Section 101(i) of the 
Foreign Intelligence Surveillance Act (FISA), 50 UiS.C. § 1801, et sea., as "a 
citizen of the United States [or] an ?.lien lawfully admitted for permanent 
residence (as defined in section 101 (.-'.) (20) of the Immigration and 
Naturalization Act) . . . . See also".Section I.C fo the Attorney General's 
Guidelines for FBI National Security -..investigations and Foreign Intelligence 
Collection (NSIG) (2003). • r 

s^Cet. . 

NSL VIO-24368 



To: 
Re : 

n / From: Office of the General Counsel • 
JUT 2T8-HQ-C122973 6-VIO, 1^/09/2005 .'• • t>7E 

(U) Section 2.4 of E^flcutive Order (E. 0. ) 12863 , 
dated 09/13/1993, mandates that?."Inspectors General and General 
Counsels of the Intelligence Community components (in the; FBI, 
the Assistant Director, . INSD, ^ i the General Counsel, OGC, : 

respectively) report to the IGa :•"concerning intelligence 
activities that they have reason^to believe may be unlawful or 
contrary to Executive order or, Presidential directive." By 
longstanding agreement between the..FBI and the IOB (and- its 
predecessor, the PIOB), this language has been interpreted to 
mandate the reporting of any violation c.f. a provision of the 
Attorney General Guidelines for • Nation.;;! Security Investigations 
and Foreign Intelligence Collection (NSIG) or other guidelines or 
regulations approved by,the Attorney General in accordance with 
E.O. 12333,. dated 12/04/Î981,.if'such provision was designed in 
full or in part to ensure the protection of the individual rights 
of U.S. persons. . Violations of provision's that are essentially 
administrative in nature need'no'tj be reported to thé .IOB., The 
FBI is required,, however, ' to maintain records of ; such 
administrative violations so that the Counsel to the IOB may 
review, them upon request. •' 

(S) In this instance, as a conséquence of a delayed 
response on the part of a commuiyications. rarri pr I |. 
received the results of ,an NSL after the 

took no a f f.i .rmg t i ve st.m.q to1 ana I VZP hhp ; 
^ I 

However, -i rif rirma t~ i /-.-n mr nog bl 
b2 
b7E 

request for "if 
As soon as 

Itook all necessary steps to. get thef 
realized that its 

was not addressed by Headquarters. 

no error reportable to the IOB. 
liiuy, we perceive 



To: 
Re : 

From: Office of che General Counsel 
TD!—"T7&-HQ-C122 973 6-VIO,-1Ì/09/2 005 

b2 
• b7E 

LEAD(s): 
Set Lead 1: .(Info) 

AT 
b 2 
Jo 7 E 

(U) .Read and clear. 
Set Lead 2 : (Info) i' 

COUNTERINTELLIGENCE • ' 

"••'.•', "'.' . , AT WASHINGTON. DC 
(U) Read and clear.' 

Set Lead 3 : (Info) 
INSPECTION 

.AT WASHINGTON. DC 
: (U) Read and clear. 

CC :' , . Ms . Thomas 

IOB Library 
b 6 . 
b7C 

LA 

' > ' • 
NSL VIO-24370 
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F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence: ROUTINE 

To: 

Date: 03/07/2.006 

Counterintelligence 
Inspection 

Attn: 

Attn: 
Attn: 

From: Office of the General Counsel 
.. NSLB/CILU/Roorf L. 
Contact:. AGC 

SA 
S SÄ 
CDC 
CD-37T 
IIS' 

202-324 

b2 
b7E 
,b6 , 
• b7C 

Approved,By: Thomas Julie F 

Drafted By: 
(U) ; -rr>ft. ^fl-Hn-H ìOQiìfi-yTry 

•• (S) 

'J3 

(U) Title = X 

te-V2 

INTELLIGENCE_ÛYEP.SIGHT BOARD 
MATTER 2 0 0 6 

(U)Synopsis:Y&f It is the opinion of the Office of the General 
.'..' Counsel (QGC) that this matter must be reported to the ' 

Intelligence Oversight. Board (IOB). OGC will prepare and deliver 
• the necessary correspondence to the IOB. 
(u) ; y ^ 

(U) Reference : X 
(S) 

9 7 R - W O - P I 9 9 Q 7 A-AT'Tn q̂ -rĵ ] 12 01 

bl 
b2 
b7E 
b7A 

Administrative: (U) This communication contains one or more 
footnotes. To read the:footnotes, download and print the . 
document in Corel.WordPerfect. 

(U) Details 
the 

^S^ The referenced electronic communication (EC) from 
Division. p, dated 02/16/2006/ 

requested tnat Otic review tiie tatts ot .trie captioned matter arid 
determine whether it warrants reporting to the IOB. In our 
opinion, it does.. Our analysis follows 

bl .; 
.b2 -
b7E 
b7A 

b2 . 
b7E 

NSL VIO-24371 



To: 
(U) Re: 

From: Office of the General Counsel' 
jjjüj" 278-HQ-C122 973 6-VIO, 03/07/2006 

b2 
• b7E 

(S) 

(U) ^ On 01/16/2006, the case agent directed the 
investigative support specialist (ISS.) to draft a National 
Security Letter (NSL) requesting information regarding the . ... 
subnect phone number. . The EC had the. subject telephone number as 

however, due to an administrative oversight, the 
NSL sent to rhe telephone company had the telephone number as 

The case agent's telephone extension in 

bl 
b2 
b7E 

( U > y ^ k 0 n 02/10/2006, the case agent opened the. NSL 
.results and. noticed.the discrepancy in the telephone number. The 
case agent.immediately notified his supervisor and put the 
original results in a sealed envelope for sequestration with the 
Chief Division Counsel (CDC). Nothing from the original NSL.was 
uploaded into ACS nor were any searches or database, checks run on' 
any information from the NSL results. . •-. 

(U) Section 2.4 of Executive. Order (E.O.) 12863., 
dated 09/13/1393, mandates that Inspectors General and.General . 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 

.respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." By 
longstanding agreement between the FBI and the' IOB (and its 
predecessor, the PIOB), this language has been interpreted to 
mandate' the reporting of any violation of a provision of the 
Attorney General Guidelines for National Security Investigations 
and Foreign Intelligence Collection .(NSIG) or other guidelines or 

A "United States person" is defined in Section 101(i) of the 
Foreign Intelligence Surveillance Act -j(FISA) , 50 U.S.C. § 1801, et seq. . as 1 

citizen of the United States [or] an alien lawfully admitted for permanent-
residence (as defined in section 101(a)(20) of the Immigration and 
Naturalization Act) . . . .. .". See also Section I.C fo the. Attorney General's 
Guidelines for FBI National Security Investigations and Foreign Intelligence 
Collection (NSIG) (2003). 

SEpfi^T 

NSL VIO-24372 



To: 

• 

• •' ' -b2 From: • Office of the General Counsel ' b7E (U) Re: ^X^ 2 7 H-HU ~ C12 2 9 7 3 6 -VI0, 03/07/2006 

( S I 

(S ) 

regulations approved by the Attorney General in accordance with 
E.O; 12333, dated 12/04/1981,. if such provision was designed in 
full or in part•to ensure the protection' of the individual rights 
of U.S.-' persons . Violations of provisions that are essentially • 
administrative in nature need not be reported to the IOB. The 
FBI is. required, however, to maintain records of such 
administrative violations so that the. Counsel'to the IOB may 
review them upon request. 

(S) As set forth in Section V.12 of the Attorney . 
General's Guidelines, use of NSLs in conformity with 18 U.S.C. . 
2709 is.authorized when records of.electronic, communications are 
sought as. part of a Preliminary or Full Investigation, 18 U.S.C. 
2709 authorizes the FBI' to seek relevant.records from a wire or 
electronic communication service provider when those records "are 
relevant to an authorized investigation to protect against 
international terrorism or clandestine intelligence activities'. " bl 
Here, issuance of an NSL which"requested records for telephone b2 
number was neither authorized, by law, nor was it '..''• b7E 
authorized py tne Attorney .General's' Guidelines, since telephone 
number is not relevant to a' counterintelligence 
investigation. 

(II) _ ; v ^^f Due to inadvertent typographical error, 
...'•'•• "[received NSL results on a telephone number that was 

not associated with the subject of an authorized investigation.' b2 
Upon realiz ing' the error, the case agent immediately notified his' b7E 
supervisor and took the proper steps to sequester the . • 
information. Nothing from the original NSL results was uploaded 
•into the FBI.computer systems, nor was any investigative action 
- taken based on the NSL results. However, due to the fact that 
there was an unauthorized collection of presumed. U.S. person,, 
information, we must report this to the IOB. 

SJJS^T 

- 3 . 

NSL VIO-24373 



T o : 
(U) R e : 

Xi^m. Uii.ice of uuc 
— 1 ;B-H(J-C1229736-VI0/ 03/07/2006 

to 2 
hi E 

LEAD(s): 
Set Lead 1: (Info) 

(U) Read and clear. 
Set Lead 2: (Info) 

COUNTERINTELLIGENCE 
. AT WASHINGTON . DC 

(U) Read and clear. 
Set Lead 3 : (Info) 

INSPECTION 
, AT WASHINGTON, DC 

(U) Read and clear. 
CC: Ms Thnmas 

b7C 

b 2 • 
"Jd7E 

IOB Library 

S ^ S R ^ T 

4 

NSL VIO-24374 



Marchv8, 2006 

Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
New Executive Office Building - Room 5020 
Washington, D.C. 20503 . 

Dear Mr. .Friedman: 
. This letter forwards for your information a self-explanatory 
enclosure entitled "Intelligence Oversight Board." (IOB), b7E 

Division, IOB Matter-2006- * (U) 
The enclosure sets forth details of investigative activity 

which the FBI' has determined was conducted contrary, to the 
Attorney General's, Guidelines for. FBI National' Security 
Investigations.and Foreign Intelligence.Collection and/or laws,. 
Executive Orders, or Presidential Directives which govern FBI 
.foreign counterintelligence and international terrorism 
investigations. (U). 

Enclosure • 
1 - 27 8-KQ-C1229736-VIO — 

UNCLASSIFIED. WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

Dep. Dir. 
Chief of 

Staff 
Off. of Gen. 

Counsel 
Asst., Dir.; 

Crim. Inv. _ 
CJIS ~ 
Finance 
into. Res. _ 
Insp. 
Lab: 
National Sec. . 
Personnel 
Tra in ing . 

OH. of EEOA 
Off. of Public 
. & Cong. Atfs. 
Director's Office kU.IL ROOK • NSL VIO-24375 



Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be. 
arranged for you at your convenience. (U) 

Very truly yours, 

Julie F. Thomas 
Deputy General Counsel 

1. - The Honorable Alberto R. Gonzales 
. Attorney General 

U.S. Department of Justice 
. Room. 5111 

2 — Mr. James A. B.akér 
Counsel, Officé of Intelligence Policy and Review 
U.S. Department of Justice 

- Room 6150 . . . 

Deputy Director. 

Inspection 
Laboratory_ 
National Sec , 
OPH 

.Training. 
_ Off. Of EEO 

Aftairs_ 

Personnel. 
. Otf. oí Public & 
. Cong. Afls. 

2 

NSL VIO-24376 



S^fe^ET 

INTELLIGENCE-JQ3ZEBSIGHX. BOARD (IOB) MATTER 
ÏOB MATTER 2U06 

vtstqn 
(U) b2 

b7E 
( U ) X The 

prir i a i ~T 
Division 

Bureau of Investigation (FBI) reported a po 
National Security Letter (NSL) requested by 
a transcription error, sought information about a telephone number 
belonging to a person who was not the subject.of an FBI national 
security investigation. . 

of the Federal 
lB__i_nvolving a 

|which, through 

_LSJ_ Thp T1S nprsnri whn i .q fhp suhiprt 'nf thp 
On 

UI/Ib/ZUUb, the case agent directed tne investigative support specialist' 
(ISS) to draft.an NSL requesting, information regarding the subject phone 
number. The.request had the subject telephone number ad" 
however, due to an administrative oversight, _the NSL senL ru 
telephone company had the téléphoné number.: a 
agent's telephone extension in 

trie .—^— 
The case 

(U) On 02/10/2006, the .case agent opened the NSL results and 
noticed "the discrepancy in the telephone number. The case agent 
immediately notified his supervisor and put the original results in a . 
sealed envelope for sequestration with the Chief Division Counsel (CDC). 
Nothing from the original NSL results was.uploaded into: the.FBI computer 
systems, nor was any investigative action taken based on the NSL' 
results. 

bl 
b2 
b7E 

received 
the 

(U). Due to inadvertent typographical error,' 
NSL results on a telephone.number.that.was not. associated witn 
subject of an authorized investigation. However, due to.the fact that 
there was an unauthorized collection of presumed U.S., person . 
information, the error is a reportable matter, under. Section .2. 4 of ^2 
Executive Order 1.2863. b7E 

SEbj^T 4 
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(Rev. 01-31-2003) 

sjsesjET 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

(U) 

(•s; 

Precedence :. ROUTINE 

To: Inspection 
General Counsel 

Date: 02/16/2006 
Attn: IIS 
Attn: NSLB 

From: 
Cftìèl Ü1V. 
Contact: 

Approved By: 

Drafted By: 
Case ID #: (S) 

( U ) : j w 

si on Counsel 

2 /b-HQ-Cl^Zy'/à6-VIO (Pending) - I . 3 0 I 

(U) Title: POSSIBLE'. INTELLIGENCE OVERSIGHT BOARD MATTER, ( I OB) 
SA 
S SA 

, CASE AGENT; 

Synopsis: NSL directed at incorrect telephone number. 
(U) 

D^t-ai 1 s 

' . b 2 
•b7E 
b 6 

PT b7C 

b l 
b 2 
b7E 
b 6 
b7C 
b7A 

b l 
b 2 
b7E 

(U) ..During the week of 01/16/2006, case agent asked 
the Investigative Support Specialist ,(ISS) to. create a National 
Security Letter (NSL) for telephone number information. 

.LSI 

•nit: b UJJ J fclL. L 
teiepnone nunuDer was incorrectly • transcribed rrom the EC PA EC 
request to the ECPA NSL request 
telephone number asl 
administrative oversignt ine üUfA 

The ECPA EC had subject 
however, due to an 
NSL directed at I I had a. 

b l 
b 2 
b7E 
b 4 • 
b7D 
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To: Inspection 
Re: . (Si 

From: 
bl 
b2 
b7E 

(S) 

(U) 

( S ) telephone rmrnhpr nf 
extension is 

Case agent's| [telephone 
bl 
b2 
b7E 

(U) • ; r K 
.' During the week of February 6, 2006-,. the case 

agent received the NSL response. On February 10, 2006, the case 
agent opened' the results and immediately'noticed the discrepancy 
in the telephone number. The case agent immediately notified his 
supervisor and put the original in:a. sealed envelope, and 

. submitted it to the Chief Division Counsel... Nothing from the 
original NSL was uploaded. 

<U) 

.incorrect 
return. 

No personal or identifying information on the 
eïephone number was uploaded into ACS from the NSL 

b2 
•b7E 

(U) A copy of the. original NSL as well as the resultant 
information is being .maintained in the Chief Division.Counsel's 
safe. 

As nothing from the NSL has been reviewed.,' SAC 
'recommends no.administrative action be taken in this 

matter, •b2 
b7E 

spè^r 
2 . 

NSL VIO-24379 



Re: (S) 
To: T.nsnpnt i nn. Prcim-: \ 

bl 
b2 
b7E 

LEAD (s) 
Set Lead 1: (Info) 

INSPECTION- : 
/ AT WASHINGTON, DC 

(U) Read and clear. 
Set Lead 2: (Info) 

• • . GENERAL COUNSEL 
AT WASHINGTON," DC 

(U) Read and clear 

sJ532S|[T 

3 
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(Rev. 01-31-2003) 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence:. ROUTINE 

To: 

Date: 12/19/2006 

S 
Inspection, 

Attn: SA 
. SS. 
. ' CDC 

Attn: IIS 
CRS 

Prom: Office of the General Counsel 
W.QT.P / fTT.TT/Rnnm 7Q4 7 
Contact: 

Approved By: Thomas Julie 
202-324-

' b2 
b7E 
h 6 
.b7C 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO^ 1 (Pending) 
Title : . (U) INTELLIGENCE_QI£EKSIGF^ BOARD 

MATTER 2 006- b 2 

1 Synopsis: ( M It is the opinion of the Office of the General 
Counsel' (OGC) that this matter need not be reported to the 
Intelligence- Oversight.Board (IOB). A copy of this opinion 
should be retained in the control file for. review by. the Counsel 

•"• to- the IOB. 

(U) 

Reference: (U) 278-HQ-C1229736-VIO Serial 1469 
Administrative: (U) This communication contains one or more 
•footnotes.. To read the footnotes, download and print the 
document in Corel WordPerfect. 

(U) Details : 
the 
OGC 

The rei^rencsd—electronic communication (EC) from 
Division , dated 06/27/2006, requested that 

review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. In our.opinion,, it 
•does not. Our analysis follows. 

,'.' '•• .b7E • .v'. 
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S^pK^T 

To : ' 
: Re.: W 

From: Office of the General Counsel 
T78.-HQ-C1229736-VIO, 12/19/2006 

;b2 . 
b7E 

(S) On 03/01/2006, prepared a National Security-
Letter (NSL #1) for the subscriber, toll, and billing recprds_£qr 
a telephone number believed to belong to the subject of a 

This NSL was prepared in 
accordance with the USA PATRIOT- ACT" of 2001 and contained the 

.bl 
•b2 
b7E 

appropriate non-disclosure warning, 
another field office:for service. 

NSL #1 was transmitted to 

(U) On 03/09/2006, after NSL #1 had been sent to the 
other field office for service but before it.was served, the 
President signed the USA PATRIOT Improvement and Reauthorization 
Act of 20Ó5 (USA PATRIOT IRA) which, among other things, changed 
the non-disclosure procedures for NSLs. 

(U) - > 3 1 
03/13/2006, 

af 1-c-r learning of the change in the law, on 
contacted the other field office and told .them ]q2 

1 "¡prepared a new NSL (NSL #2) for the . not to serve NSL. #1 _ _ 
• same: information. NSL #2 included the non-disclosure procedures 
7 set forth.in the USA PATRIOT IRA. NSL #2 was transmitted to the 
•-.'• other' field office for service. 
(U) On 03/21/2006, the other field office mistakenly 

served NSL #l. NSL #2 was served on 03/28/2006. 
On 05/24/2006, the telecommunications provider • 

responded to NSL #1 by providing subscriber information.. The 
provider noted that it had received NSL #2 for the same, telephone 
number and indicated that it would provide toll and'billing • 
records . in its' response to NSL #2. 

b7E 

(U) sequestered the information provided in 
response to NSL. #1 upon receipt on 06/20/2006. 

(U) Section 2.4 of Executive Order (E.0.) 12863, 
dated 09/13/1993, mandates that Inspectors. General, and General 
Counsels of the Intelligence Community- (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason - to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language has been interpreted to mandate the reporting of any 
.violation of a provision of the Attorney General Guidelines for 
National Security Investigations and Foreign Intelligence 
Collection (NSIG) or other guidelines or regulations approved by 
the Attorney General in accordance with E.O. 12333., dated 
12/04/1981, if such provision was designed in full or in part to 

• • "" V 2 " " 

b2 
b7E 
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To: 

SEi ^ 

From: Office of the General Counsel ^ 
Re: (U) 2 78- HQ - C12 2 9 7 3 6 - VI0,: 12/19/2006 ,-b7E 

ensure the protection of "the individual rights.. . Violations' of 
provisions that are merely;administrative in nature need not be 
reported to the IOB. The. FBI is required, however, to maintain 
records.of such administrative violations so that the Counsel to 
the 103 may review them upon request. . 

(U) Under the Electronic Communications Privacy Act 
(ECPA), the FBI may seek telephone and email communication 
records from telephone companies and internet service providers. 
18 U.S.C. § 2709. Moreover, under the NSIG. NSLs are an 
authorized technique and may be issued in conformity with 
statutory requirements during a preliminary or full 
investigation. NSIG, V.12. 

(U) J-^C Here, during an authorized' investigation,1 the FBI 
properly served two (2) NSLs on a telecommunications provider. 
Due to a change in the USA PATRIOT Act, the non-disclosure 
provisions of these two NSLs were different... However, the 

• language of the non-disclosure provisions; does hot effect the 
legality of the NSL. Both NSL #1 and NSL #2 were properly and 
legally served under an authorized investigation.. Therefore, the 
FBI has not violated the law and is permitted to keep and use the 
information provided in response to. both of these NSLs/ ; 

(U) x Based upon these facts,' in accordance with the 
reporting requirements of Section 2.4 of EO 12863, it is our. 
opinion that this error is not reportable to the IOB. 

s> 
bl • 
.b2 
•b7E 
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To: 
Re': W 

From: Office of the General Counsel 
"278-HQ-C1229736-VIO, 12/19/2 006 

b2 
• b7E 

LEAD ( s) : / 7 
Set Lead 1: (Info) 

... AI 
b2 . 
b7E 

(U) Read and clear. • 
Set Lead 2 : (Action) 

INSPECTION 
AT WASHINGTON. DC . . . . 
(U) INSD should retain a record of the report of the 

potential 103 matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required,•for three years 
for possible review by the Counsel to the IOB. 

CC: Ms. Thomas 

iUtì.Library 

b6 
b7C 

NSL VIO-24396 



FD-962 (Rev. 03-21-2005) 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence : ROUTINE Date : 0 6/2 7/2006 
To: JInspection 

.. General Counsel 
From: 

Attn: IIS, Room 118 61 
Attn: NSLB, Room 7 975 

Approved By 
Drafted By: 

iU) Case ID#: 
Title: 

). 278-HQ-C1229736-VIO 

b2 
b7E 
b6 • 
b 7 f 

JÖ — _L f ""¿JL 

(U) 

(U) 
Synopsis 

Details : 
(S) 1. 

INTlLLLlbLNL-L UViLKblbHT BOARD (IOB) ERROR 
: ^pS^ To report possible IOB error. 

K 

(S) 2. 
(U) )*( 3. 

. (S) 

Possible IOB Error: 

iT-T) . 4. Description of IOB. Error (including any .'reporting 
delays). 

b l . 
b 2 
b7E 
b6 
b7C 

(IT) : : ; On 03/01/2006, 
Letter (NSL #1) directed to a 

prepared a National Security 
large telecommunications company 

requesting subscriber, toll and billing records.for a telephone 
number believed to belong to above listed individual. NSL #1 was 
prepared according to the then-current PATRÏOT Act provisions, and 
contained the then-current non-disclosure warning. NSL #1 was 
approved and transmitted to another field office, for service, 

b2 
• b7E 

NSL VIO-24397 
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To: Inspection From:, ...••" • b2 
(U) R e : ( X 278-HQ-C1229736-VIO, 06/27/2006 b7E : .,., ' • • ' ' . 

(U) ys^ On or about 03/13/2006, and after the transmittal of 
••...' NSL #1 to the other field office, but before it was served, the , 

PATRIOT Act- was revised, • changing, among other, things, the law 
regarding the non-disclosure procedures for NSLs. On 03/13/2006, 

telephonically notified the other field office not to serve 
b2 
b7E 

NSL. ttl, , and a . new NSL (NSL #2 ) complying with the revised Act with 
a new non-disclosure provision was prepared for the same 
information. NSL.#2 was approved and transmitted to the' other 
field office for service. 

¡ T - T . ' O n 03/21/2006, the other field office mistakenly 
served NSL #l.on the telecommunications provider., NSL #2 was 

• served on 03/28/2006. On 05/24/2006, the telecommunications 
provider responded to NSL #1,.providing subscriber information on 
the telephone number, but noted that it had received NSL #2. for the 
same telephone number, and indicated that.it would, provide toll and. 
billing records in its response to NSL #2. 

'•T-T'' became aware, of the issue- upon receiving the. 
.information regarding the response to NSL #1 on 06/20/2006The 
response to.NSL #1 has been sequestered. 

• '; ••• .•••': - '..• b2 ' : ' : ' - . 
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'I -'h? To: Inspection From: ^ 
iU) Re:- W 278-HQ-C1229736-VIO, ¿6/27/2006 /b7E 

LEAD (s) : 
Set Lead 1: (Action) 

INSPECTION 
AT WASHINGTON, DC 
(U) For. action -deemed appropriate. 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC . 
. (U):.For action.deemed appropriate. 

IT. 
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(Rev. 08-28-2000) 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence: IMMEDIATE 
To: All Field Offices 

Counterterrorism 

Counterintelligence 

Cyber 

Date : 3/16/2006 

Attn: ADIC; 
SAC ; 
CDC; 
FCI/IT Supervisors 
AD Hulon; 
DADS; 
Section Chiefs 
Acting AD Bereznay; 
DADs ; 
Section Chiefs 

AD Reigel 
DADs 
Section Chiefs 

From: General Counsel 
National gecnritv T.aw Rranrh. T.X-1 Room 35100 
Contact: 

Approved By: 

Drafted By: 

Caproni Valerie E 
Thomas Julie F 

b2 
b6 
b7C 

pik 
Case ID #: 319X-HQ-A148772Q-OGC 
Title: LEGAL ADVICE AND OPINIONS; 

NATIONAL SECURITY LETTERS 
" IMPROPER COLLECTION 

Synopsis: Provides guidarice as to the procedures that should be 
filed in the event that the issuance of a National Security 
Letters (NSLs) results in the improper collection of information. 
Details: 
BACKGROUND: 

The FBI issues NSLs pursuant to the Fair Credit 
Reporting Act, 15 U.S.C. §§ 1681u and 1681v, the Electronic 
Communications Privacy Act, 18 U.S.C. § 2709, and the Right to 
Financial Privacy Act, 12 U.S.C. § 3414. 

On occasion, an NSL requests information to which the 
FBI is not entitled- The' cause is most often a mistake in the 
information that is presented by the FBI to the recipient, by way 
of a mistake in the writing of the telephone number or financial 

NSL VIO-24400 



To: All Field Offices From: General Counsel 

Re: 319X-HQ-A14 8772 O-OGC 3/16/2006 

account number. It may also be because the information presented 
to the recipient was stale and not sufficiently verified in a 
timely manner prior to issuance of the NSL. Whatever its 
.miscue, the FBI occasionally obtains information in response to 
an NSL ("NSL return information") that is not relevant to an 
authorized national security investigation, as required by the 
NSL statutes. 

It also may happen that the FBI receives information to 
which, it is not entitled because of a mistake by the recipient in 
providing the NSL return information. The mistake may take the 
form of NSL return information concerning a telephone number, 
account number, or subject which is different from that which was 
the subject of the request. 

To date, there has not been a consistent policy as to 
how to handle situations in which the FBI obtains NSL 
information to which it is not entitled (hereinafter "improper 
collections") under the operative statute. Some field offices 
have returned the information to the recipient, some have 
destroyed the information, some have sealed the information and 
held onto it, and some have sealed the information and 
transmitted it to OIPR. 
PURPOSE OF NEW PROCEDURES 

Through this EC, the Office of The General Counsel, 
National Security Law Branch (OGC/NSLB) will attempt to define a 
consistent policy.as to how these matters should be handled. 

First, it should be noted that all of the above-
described methods of handling improper collections are legal. 
There are no constraints imposed by the law as to how this 
information should be handled, except for the obvious fact that 
the information should not be used or disseminated. 

Second, the procedures that we are adopting are 
designed for two purposes. One is to assure that the improperly 
collected material is not subject to being searched or retrieved 
or in any other way used or disseminated by the FBI. That would 
mean that the material is not searchable or retrievable or in any 
way available for use or dissemination unless the material is in 
a form which makes it clear that it was not properly obtained. 
The second purpose is to assure that there is a record of what 
occurred.1 

While complete destruction of all documents might seem to be the best 
way in which to overcome the improper collection problem, in that it rids all 

. systems of any indication that the information ever existed, it also leaves no 

2 
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To: All Field Offices 
Re: 319X-HQ-A14 8 7 7 2 0 -OGC 

PROCEDURES TO BE FOLLOWED RE: IMPROPER COLLECTION 
The following procedures should be adopted in the event 

that the FBI obtains material pursuant to an NSL that is not 
relevant to a national security investigation. 

1) The improperly collected material should be 
sealed immediately upon discovery. 

2) The improperly collected material should be sealed 
and returned to the office of the Chief Division Counsel (CDC). 
It is the responsibility of the CDC to dispose of the material. 
The CDC should return the material to the NSL recipient with a 
cover letter explaining why the material is being returned. If 
the recipient was at fault, the letter should make that clear so 
that the recipient can avoid the problem in the"future. 

3) If the problem arose from information mistakenly 
used in the NSL, the documents that were generated in issuing the 
NSL, including the approving EC and the NSL itself,2 should not 
be uploaded into any database. "If uploaded, they should be 
permanently charged out of- the database. None of the documents 
created prior to the discovery of the error should be searchable 
or retrievable, or in any way available for use or dissemination, 
if they contain the information that was mistakenly used in the 
NSL. ., -

4) The NSL return information --. e.g., toll records, 
email records, subscriber information, financial records, credit 
report information, credit reports - should not be input into 
any database. If input, the information should be deleted from 
those databases., None of the return information should be 
searchable or retrievable, or in any way available for use or 
dissemination. -

5) There must be a document generated that explains the 
circumstance of the improper collection. Regardless of whether 
the improper collection arose from an FBI error or recipient 
error or a combination of the two, the documentation should take 
the form of an EC reporting a possible IOB violations. That 

record of what happened and raises suspicions that will generally be far worse 
than what actually happened. 

2 • 
In addition, there may be an EC generated by the field office which 

received the information and transmitted it to the requesting office, and that 
EC may contain the mistaken telephone number, email account, financial account' 
number, subscriber information, toll records, financial records, and/or credit 
information. • That EC must also be permanently charged out of any database. 

3 

From: General Counsel 
3/16/2006 
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To: All Field Offices From: General Counsel 

Re:' 319X-HQ-A148772 0-OGC 3/16/2006 

document should explain the circumstances of the improper 
collection, the disposition of the improperly collected material, 
•as well as the steps taken to assure that the improper material, 
is not searchable or retrievable or in any way available for use 
or dissemination by the FBI. This document may contain the 
telephone number or account number mistakenly used in the NSL, 
since that document will serve as a record of the improper-
collection. If this document is uploaded into a database, a 
search using the mistaken information as the search term will 
only reveal the mistaken information in the.context of this 
document, which will set forth the fact that the information was 
mistakenly used in the NSL. So persons who access the 
information will be on notice not to use the information but 
there will be a record of the improper collection. 

If the. CDC concludes that the improper collection was 
not due to any negligence, fault, mistake, etc. of the FBI, and 
OGC concurs, then OGC will decline to report the matter to the 
IOB. Per an agreement with the IOB, a record of (non-FISA)NSL-
related improper collections not the fault of the FBI will be 
maintained by OGC in the form of the EC reporting a possible 
violation and an OGC declination. Obviously, if there was some 
malfeasance by the FBI, then the matter will be reported to the 
IOB. 

There is not necessarily a bright line test as to 
whether there was any fault at issue that caused an improper 
collection or to whom to attribute such fault. For instance, 
the information in the NSL may be somewhat dated - there is no 
defined test as to how near in time to issuance of an NSL that 
the information contained therein should have been checked or 
rechecked. -Thus, if NSL return information comes back on an 
account that, as it turns out, no longer belongs to the target, 
there may be some question as to whether the FBI was at fault. 
In such questionable situations, OGC will look at all the 
circumstances to determine whether to report the collection to 
the IOB. On the other hand, if information is received through 
an NSL that does not belong to the presumed account holder but 
the FBI took all possible steps to assure that the information 
was accurate and updated, the collection should be reported as a 
possible IOB but OGC will likely decline to report it. 

There are situations in which the FBI may receive more 
information than it requested in its NSL but which receipt need 
not be reported as a possible IOB violation. For instance, an 
NSL recipient may deem it more efficient, in terms of manpower 
devoted to producing the information, to provide information over 
a longer period of time than requested. Or an NSL recipient may 
deem it more efficient to provide information about the requested 

4 
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To: All Field Offices From: General Counsel 
Re: 319X-HQ-A148772C1-OGC 3/16/2006 

account and related accounts than to segregate information about 
the one requested account. In those situations, if the case 
agent is able to assert the relevance of thè additional 
information, he or she should send an NSL to the recipient to 
cover the additional information. If the case agent is unable to 
assert the relevance, the additional material should be returned 
to the provider with a cover letter of explanation. However, an 
EC reporting a possible IOB violation is not necessary. 

USE OF NAMES OF PERSONS IN EC 
Lastly, in an EC reporting a possible IOB violation it 

is not necessary to name the involved persons in the title of the 
document. Further, if the CDC concludes that there was no error 
by the FBI, there is no need to name the involved persons in the 
document. If OGC disagrees with the CDC, it may ask for the 
additional information. But if it concurs, there will be no need 
for the persons to be named at all. 
CONCLUSION 

Any questions regarding this communication may be 
directed to Assistant General Counsel at b2 

b6 
b7C 

5 
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To: All Field Offices 
Re: 319X-HQ-A14 87 72 0-OGC 

From: General Counsel 
3/16/2006 

LEAD(s): 
Set Lead 1: (Adm) 

ALL RECEIVING OFFICES 
Distribute to all supervisory personnel involved in the 

investigation of international terrorism, counterintelligence, 
and cyber cases. 
1 
1 
1 
1 

Ms. Caproni 
_MS Thnmas 

b6 
b7C 

6 
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(Rev. 01-31-2003) 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence: ROUTINE Date: 05/03/2005 

To: . Director's Office 
r.nnni-pr-i nfpl 1 i qpnrp 

Attn; OPR 
Attn: AD 
Attn: SAC/CI h ? 

CDC b7E 
From: General Counsel , b6 

Connteri ntel 1 i genes T.awlJni t /Rnnm 7947 b7C 
Contact: 

•Approved By: Thomas Julie F 

Drafted By: 

Case ID #: (tf 
(S) 

ryu-HO-cn yyur^-vTCT iv>*r>Afr>n\ 

(U)Title:(^INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB 20041 ' 

( U ) S y n o p s i s : T h e Office of the General Counsel (OGC) considers 
that this matter must.be reported to the Intelligence Oversight 
Board (IOB) and to the Office of Professional Responsibility 
(OPR). A summary of the- facts and an analysis of the situation-
follows . ' 

bl • 
b2 
b7E 
b7A 

From 
rif^OnT 
SEÌB̂ Elf 
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To: Director's Office From: General Counsel 
Re: (U) 278-HQ-C1229736-VIO, 05/03/2005 

( U ) On 07/06/04 the inadvertently obtained material 
was segregated and forwarded to FBIHQ for sequestration. At no 
time was any further investigative action taken w i t h rp.snprt- tn 
the i n f o r m a t i o n received pertaining to theT 

maae. 
(U) 

drafted by SA 
serial 535). 

No written summaries or communications were 

X - T h e foregoing information was obtained from ECs 
on 7/06/04 (see 278-HQ-C1229736, 

b7D 

fc>6 
b7C 

(U) Pursuant to the Electronic Communications Privacy 
Act (ECPA), 18 U.S.C. §§ 2709,"the FBI can issue National 
Security Letters (NSLs) for: (1) telephone subscriber 
information (limited to name, address, and length of service); 
(2.) telephone local and long distance toll billing records; and 
(3) electronic communication transactional records. 

(S) Under the authority.of Executive Order 12333, 
dated December 4, 1981, and pursuant to Title 18, United States 
Code (U.S.C.), Section 2709 the FBI intended to request the 
telephone and long distance toll billing records of a non-USPER, 
the subject of a When the NSL $as 
drafted, however, :a typographical error resulted in the 
rfirnissl-inn1 nf i n f o r m a t i on H p r i v p d frnm a number belonging to the 

bl 
b4 
b7D 

(U) Section 2.4 of Executive Order 12863 (September 
13, 1993, 58 F.R. 48441) requires Inspectors General and General 
Counsel of the Intelligence Community, including the FBI, to 
report to the IOB concerning intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
order or Presidential directive. ..This language has been 
interpreted, to mandate the.reporting of any violation of law'or 
pertinent Attorney General guidelines that are specifically 
intended to ensure the protection of the individual rights of 
U.S. persons. 

(U) In this case, the inadvertent issuance of an NSL 
reguesting billing information for a phone number utilized by b4 

constitutes a reportable b7D 
violation. Consequently, OGC will prepare a cover letter and 
memorandum to report this matter to the IOB. That correspondence 

SE 
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To: Director's Office From:, General Counsel 
Re: (U) 27 8-HQ-C122 97 36-VIO, 05/03/2005 

will also inform the IOB that this matter will be referred to 
FBI's Office of Professional Responsibility. 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) Please read and clear. 

Set Lead 3: (Action) 

(U) For action deemed appropriate. 

b 2 
b7E AT 

(U) For action deemed appropriate 

CC: Ms. Thomas 

IOB Library 
b6 
b7C 

3 
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(Rev. 01-31-2003) 

SECRET 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence: ROUTINE 
To : 

Date: 12/2/2 005 
Attn: CDC 

Counterintelligence 
Inspection 

Attn: CD-4B 
Attn: Inspection Division 

From: General Counsel 
National Ŝ ivr-it-v r.au •R-r̂ nr-h/PTT. 
Contact: UC 

Approved By:, T h o m a s Jnlip. F 

Drafted By: 
<u> :Case ID #: V } 27B-HfWy|-32q73fi-VTfy 

w 

J/ HQ rooip 7 97 5 
(202) 324-

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b7A 

':T-T:' Title: POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER (IOB) 

( U ) S y n o p s i s : I t is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter must be reported 
to the IOB and to the FBI's.Inspection Division. OGC will 
prepare and deliver the required correspondence to the IOB. Our 
analysis follows. 

TO X 
Administrative: - (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect 8. 

<U) Details: -^S^ By electr< 
2005 (cited below),1 the 

m r- rnmmimira :ion (EC) 
Division 

rî hprR Or-t- nVior- b2 
b7E 

(U) See EC from the Division to the Inspection Division 
and General Counsel, dated May b, ¿UUb, CSse ID# 278-HQ-C122973 6-VIO Serial .'. 
2514, titled "POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER (IOB)" hereinafter 

•Jo7E 

NSL VIO-24409 



fU) 
To : 
Re: 

w : 

From: General Counsel 
2V8-HÜ-CÍ22 973 6-VIO, 12/2/2005 h 2 

b7E 

(U) 

reported a potential IOB involving a National Security Letter 
(NSL) requested by 
error, sought information aoouu 

which, through a transcription 
a e-mail address belonging to a 

person who was not the subject of an FBI national security 
investigation. 

; _L£J TVus TTQ r-.or-cr.-n T.TVIr> ic 'H I P cnHart- nf Mio 

had an e-mail address of 
TTK 

The 
the case agent sent his Investigative Support Specialist 

above mentioned correct e-mail address with which to draft an 
NSL. The IIA then drafted the NSL with the incorrect address of 

b l 
b 2 
b7E 
Jo 6 
b7C 
b7A 

-i&f During the week of September 2, 2005, the case 
;ivec agent received the NSL response from the communications provider 

and noticed the error associated with the e-mail aiddress. The 
case-agent immediately notified his supervisor and put the 
original in the 1A envelope. The case agent then contacted the 
Associate Division Counsel who took possession of the 
unauthorized information and is presently holding the information 
in his safe. 

(U) The case agent reports that nothing from the 
response tro this NSL has been reviewed. The agent also reports 
that no personal or identifying information from the NSL return 
has been unloaded into ACS. I I ' b2 

b7E 
iT-T'' J^V A s required by Executive Order (E.O.) 12863 and 

Section 2-56 of the National Foreign Intelligence Program Manual 
(NFIPM), OGC was tasked to determine whether the errors described 
here are matters which must be reported to the IOB. They must. 

(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 
directive." This has been interpreted to include violations of 

cited as b 2 
b7E 

SEjpK^T 

2 
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To : 
(TJ) Re: 

From: General Counsel 
270-ïi0-Cr22973 6-VIO/ 12/2/2005 -

b2 
,b7E 

(S) 

the Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection ("Attorney 
General's Guidelines"), the implementation of which is mandated 
by Executive Order 12333. . 

General 
2709 iü 

lT\iid< 
As set forth in Section V.12 of the Attorney 

s'Guidelines, use of NSLs in .conformity with 18 U.S.C. 
anfhnri7pH whgn rprnrHc Q_£ olert-rnnir r«f-.mnni in -i ̂  jpnS are 

sought] 18 U.S.C. 
2709 authorizes the FBI to seek relevant records from a wire or 
electronic communication service provider when those records "are 
relevant to an authorized investigation to protect against 
international terrorism or clandestine intelligence-activities. " 
Here, issuance of ah NSLwhich requested records for e-mai1 

bl 
b2 
b7E 

address 
authori 

was neither authorized by law, nor was it 
2éa bV tnê AtTOrnev General's Guidelines, since e-mail 

address 
investiyd.L±uii. 

is not relevant to a counterintelligence 

(U) Consequently, in accordance with E.O. 12863 and 
Section 2-56 of the NFIPM, the error must be reported to the IOB, 
which this Office will do. 
LEAD(s): 

Set Lead 1: (Info) 
b2 ' 
b7E 

(U) Read and clear. 
Set Lead 2: (Discretionary) 

' INSPECTION 
. AT WASHINGTON. DC 

(U) For review and action' deemed appropriate. 
Set Lead 3: (Info) 

COUNTERINTELLIGENCE 
AT WASHINGTON, DC 

SJ5CRET 
3 
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To: 
(U) Re: 

lÈjfcKÌjT SE 

From: General Counsel 
^ ^ — 2 yy-HU-(J1229736-VIO, 12/2/2005 

b2 
,b7E 

(U) Read and clear. 

4 
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(Rev. 01-31-2003) 

SJjSBSJET 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

<u> 

(U) 

Precedence: ROUTINE Date: 02/21/2005 

To: Attn: ASAC 
S quad 
SSA 
SA 

Counterintelligence 

Inspection 

Attn: CD=T 

Attn: Inspection Division 

From: General Counsel 
National Security Law Branch/CII,lJ/ HQ room 7975 

(202 Contact : 

Approved By: 

Drafted By: 

CaseID #: 

324 

(S) 
(U) T i t l e : 1 

(U) 

•2 7a-wn-r-i2 2g7ifi-vTn-
I 

( Ppndi nc-n 

S SA 
_£A 

I 0 B . W H 
P lvision 

b2 
b7E 
b6 
b7C 

b l 
b 2 
b7E 
b 6 
b7C 
b7A 

Synopsis: jt5^ is the opinion, of the Office of General 
Counsel (OGC) that the above referenced matter must be reported 
to the IOB and to the FBI's Inspection Division. OGC will 
prepare and deliver the required correspondence to the IOB. Our 
analysis follows. 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

NSL VIO-24416 



(U) 
To: 
Re: 27B-HG -HO-cJ 

From: General Counsel 
229736-VIO, 02/21/2005 

• b2 
•b7E 

(U) Details: By e l e c t r o n i c communication (EC) 
2004 (cited below),1 the 

HatPri May 17 
Division 

reported a potential IOB involving a National Security Letter 
(NSL) requested by which, through typographical 
error, sought infoxidation a&OUt telephone number 
belonging to a person who was not tne s u o j e c t of an FBI n a t i o n a l 
s e c u r i t y i n v e s t i g a t i o n . 

caae agent bA 
| te lephone, 

1 reuuesLBU an n^l iorf 

wnicn was preparea at the 
UUId LU d L VPULjl djJlllUdl fail ¿01,—L11B INbL, 

Division and signed by 
the Special Agent in Charge, souani records fnr npllnbr 
telephone number By EC dated 

L^iepnojie nuiimyi cuiiectly, but 
m a r , m . Lisr.en m e snniefrrH? 

contained the incorrectly tvpedf 
_NSL 

telephone number.5 

received the results of the NSL request 

I d 

b2 
b7E 

bl 
b2 j 
b7E" 
•b4 
b7D 
b6 
b7C 

(U) See EC from the 
and General Counsel, dated May 12, 2 ^ M 
464, titled "SSA 
IOB" hereinafter cited as 

_Division to the Inspection Division 
Tnft 97»-Hn-n 99Q7^-yTn Serial 

Division; 
EC7" 

(U) See EC. 

(U) See EC. It is unclear from the information 
submitted whether this typographical error was contained in the case agent's 
request for the NSL, or if it was first made in the preparation of the NSL 
itself. Since it was the case agent's duty to review the NST. Ijor accuracy 

this fact is 

b2 
b7E 
b6 
b7C 

prior to his sending the NSL 
of no consequence to this opinion. 

b2 
b7E 

(U) id. 
sŜ fî T 

bl 
b2 
b7E 
b6 
b7C 

NSL VIO-24417 



(UJ 
To : 
Re: 

SEt^T 

From: General Counsel b2 
278-HQ-C1229736-VIO, 02/21/2005 b 7 E 

(S) The results of the NSL include 
1 • bl rêeôms associateci Ltiiëpnuiië yërvicë ÜI1 a b2 

investigation. Upon receipt of the.results of the NSL, 
discovered the error. 

b7E 

( S ) 

( U ) A s required by Executive Order (E.O.) 12863 and 
Section 2-56 of the National Foreign Intelligence Program Manual 
(NFIPM), OGC was tasked to determine whether the errors described 
here are matters which must be reported to the IOB. They must. 

(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential' 
directive." This has been interpreted to include violations of 
he Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection ("Attorney 
General's Guidelines") , the implementation of which is mandated 
by Executive Order 12333. 

sinarirp nf an NSL which requested records tor 
was neither authorized by law, 

Here, 
number] iwas neitner authorized £>y law,' nui was n 
author!zea oy tne Attorney General's Guidelines, since that 
telephone number is not relevant to a counterintelligence 
investigation. 

bl 
b2 
b7E 
h 6 
b7C 

6 IO\ 

bl 
b2 
b7E 

(U) Se€ 
b7C 

EC. 

sèj^ET 
3 
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T o : From: General Counsel 
R e : 2 7 8 - H Q - C 1 2 2 9 7 3 6-VIO, 02/21/2 005 

b2 
,b7E 

(U) Consequently, in accordance with E.O. 12863 and 
Section 2-56 of the NFIPM, the error must be reported to the IOB, 
which this Office will do. ° 

4 
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( U ) 

To: 
Re: 

From: General Counsel 
JX^ 2 yb-HiJ-Ll'229736-VIO, 02/21/2005 x y b2 

,b7E 

LEAD (s) : 

Set Lead 1: (Info) 

AT 
b2 
b7E 

(U) Read and clear.' 

Set Lead 2 : (Discretionary) 

INSPECTION 

AT WASHINGTON,.DC 

(U) For review and action deemed appropriate 

Set Lead 3 : (Info) 

. COUNTERINTELLIGENCE 

AT WASHINGTON-. DC 

(U) Read and clear. 

5 
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March 1, 2005 

BY COURIER 

General Brent Scowcroft (USAF Retired) . 
Chairman 
Intelligence Oversight Board 
New Executive Office Büilding 
Washington, D.C. 

Dear General Scowcroft: 

This letter forwards for your information a self- b2 
explanatory enclosure entitled "Intelligence Oversight Board b7E 
;iOB) Matter, Division, IOB Matter 2004 

ersigf 
Q (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was. conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence.and international terrorism 
investigations. (U) 

Enclosure 

1 - AD Szady 
1 - DGC Thomas 
Î UC 

b6 
b7C 

- 27ö-H0-C12297J6-VIO- (d^Ö 
UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

Dep. Dir. 
Chief of Staff _ 
Off. of Gen. 
Counsel ' 
Assl. Dir.: 

Admin. Ser._ 
Crim.. Inv. _ 
CJIS 
Finance 
Info. Res. 
Lab. 
National Sec. 
OPR 

Off. of Public 
& Cong. All's. _ 
Training 

Off. of EEOA 
Director's Office 

MAIL ROOM • 

NSL VIO-24421 
FBI/DOJ 



^sjSeMsi^ 

General Brent Scowcroft (USAF Retired) . 

Should you or any member of your staff require 
additional information concerning this matter, an oral brie 
will be arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzalez 
Attorney. General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker-
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

APPROVED; ROVED; S T AaboratorVjLloff.ofEEO • 
. M m a \ $ ( f f l n _ _ Affairs 
. OPR T r " Off. of Public & 
.Personnel Cong.Affs. 

Inspection • Training. 

"inance 
Director Gen. Counsel. 
Deputy Director info. Res. 

2 
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TNTF.LTITQF.NCE OVERSIGHT BOARD (IOB) MATTER 
D . T V T f t l O N 

IOB MATTER 2004 ( U ) 

b2 
b7E 

(S) The Division 
the Federal Bureau of Investigation ("FBI" 
issued a National Security Letter (NSL) for records for 

of 
nas reportea Tnat it 

The FBI served that NSL on 
ana received tne results of the NSL, including the-name, 

address, length of service, and local and long distance toll 
billing records associated with the 
Due to a typographical error, the NSL was issued for the 
telephone records of a telephone that:is neither relevant to an 
authorized investigation, to protect against international . 
terrorism or clandestine intelligence activities, nor that is 
related to the subject of a national security investigation. 

iSlC Issuance of this NSL was not authorized by law, 
since 18 U.S.C. 2709 only authorizes the FBI to seek relevant 
records from a wire or electronic communication service provider 
when those records "are relevant to an authorized investigation 
to protect against international terrorism or clandestine 
intelligence activities." In addition issuance of this NSL was 
not authorized by the Attorney General's Guidelines since Section 
V.12 of the Attorney General's Guidelines authorizes use of NSLs • 
only in conformity with 18 U.S.C. 2709, and when the telephone 
records are sought as part of a Preliminary or Full 
Investigation. 

(U) This matter has been reported to the FBI's 
Inspection Division for appropriate action. 

bl 
b2 
b7E 
b4 . 
b7D 

Crim. Inv. 
CJIS : 

Mfiance 
Director Gen. Counsel. 
Deputy Director Info. Res. 

. Inspection. 

. Laborato 
_ National 
.OPR. 
. Personnel 

Off. of Public & 
Cong. Affs. 

NSL VIO-24423 



(01/26/1998) 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence : 

To: 

ROUTINE 

Attn: ASAQ 
SSA 
SA 

Date: 03/23/2004 

J 
ACDC 

1 

Cyber Division 

Director's Office 

Attn: 

Attn; 

C3IU 

Office of Professional 
Responsibility 

From: 'General Counsel 
National ,Sprnritv Law Branch¿Rm. 7974 
Contact : 

Approved By: Curran John F 

Ext 

Jo 2 
b7E 
to 6 
toi C 

(Pending) 

Drafted By: 

iU'> .Case ID # : 278-HO-C122 973 6-vfl0-: 
' (U) - yJS) 2 8 8B j |227337-: [Cj 

(U) T i t l e :h d INTELLIGENCE OVERSIGHT BOARD 
• (IOB) MATTER 2004| ] ' . . 

W)Synopsis: ^X^ It is the opinion of the Office of General 
Counsel. (OGC) that the above referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
- (OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

(U) 

b2 • 
b7E 

NSL VIO-24424 



s ì s ^ R ^ 

TO: 
(U) RE: 

From: General Counsel 
276-HQ-Cl229736-VI0 , 02/24/2004 

b2 ' 
b7E 

(U) Reference: 
(U) 

278-
288B 

¿0^1229736-VIO Serial 370 b2 
227337 Serial 7 b7E 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

Details: (S) By electronic communication (EC) dated 02/10/04 
(cited below)1, the reported a 
possible I OB error in nonjunnr inn wir.n an nnamnol Icvhpr 
Tmrpgl-inaUnn on P-mail addr-gggl 

Uh UOtObêP lb. 
lent to 

2UU3 a ;— 
This NSL 

bl 
b2 
b7E 
b 4 
b7D 

M a n o n a i security Letter IMSL; was 
requested subscriber information records for the target's e-mail 
address. Due to processing the NSL, the results were 
not received from antil late January. 

eux 
SA 

While reviewing 
discovered that, in addition 

response to the NSL, 
to the requested 

transactional data, some e-mail content, i.e. message text, was 
SA included by Upon discovering error, 

returned the NSL response to its envelope, and ceased nTs 
analysis of the material. 

b4 
b7D 
b 6 
b7C 

(U) On February 25, 2004, a letterhead memorandum was 
sent to the Office of Intelligence Policy and Review (OIPR), 
Department of Justice (DOJ), with the sealed e-mail message 
content for submiss ion to the FISC for eventual destruction.. 
Consistent with the requirements of Executive Order (E.O.) 
12863 and Section 2-56 of the National Foreign Intelligence 
Program Manual (NFIPM), OGC was tasked to determine whether, the 
surveillance error described here is a matter which must be 
reported to the IOB. It must: 

(U) See EC from the| to the General Counsel, 
dated 02/10/04, Case ID# 278-HQ-C1229736-VIO Serial~370, titled "Intelligence 
Oversight Board Matter," hereinafter cited as | |BC." 

b 2 
. • b7E 

NSL VIO-24425 



To: 
(U) Re: 

From 
36-VIO 

s^EC^T 

General Counsel 
, 02/24/2004 

b2 
,b7E 

(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all, information "concerning 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 
directive." In this instance, as the 
has reported, the content of the e-mail account collected in 
response to an FBI NSL was obtained without the authorization 
required by law. Consequently, in accordance with E.O. 12863 and 
Section 2-56 of the NFIPM. the error must be reported to the IOB, 
which this Office will do. 

b2 
b7E 

3 
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To: 
(U) Re: 

From: General Counsel 
278-HQ-C122 973 6-VI0 , 02/24/2004 

b2 
• b7E 

Lead(s): 

Set Lead 1 : (Adm) 
b2 
b7E 

(U) Read and clear. 

Set Lead 2 : (Action) 

CYBER DIVISION 

AT WASHINGTON, DC 

(U) Acknowledge that the -Unauthorized "take" 
described in the 
3 70 was submitted to tne Kibe ror 

EC 2 78-HQ-C1229736-VIO Serial 
destruction, via the Office of 

b2 
.b7E 

Intelligence Policy and Review,. Department of Justice. 

Set Lead 3: (Action) 

DIRECTOR'S OFFICE 

AT OPR, FO. DC 

(U) For'review and action deemed appropriate. 

1 - L 1 - NSLB IOB Library 
b6 
b7C 

NSL VIO-24427 



April 28; 2 004 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Ov^rsia 
(IOB) Matter, Division, IOB Matter 2004 

b2 
tit Board . b7E 

(U) . 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 

1 - Mr.Curran 
¿<p- SSA 

b 6 
b7C 

1 - OPR 
1 - 27 8-HQ-C1229736-VIO-

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

Dep. Dir. 
Chief of Staff _ 
Off. of Gen. 
Counsel 
Asst. Dir.: 

Adniiji. Ser._ 
Crim.. biv. _ 
C.I1S 
Finance 
Info. Res. 
Lab. 
National Sec, 
OPR 

Off. of Public 
& Cong. Affs. _ 
Training _ _ _ _ 

Off. o f E E O A 
Director's Office 

NSL VIO-24428 
MAIL ROOM • 

FB1/DOJ 



General, Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will "be'arranged for you at your convenience. (U) 

Sincerely, 

John F. Curran 
Deputy General Counsel 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111. 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4 3 04 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

A P P R O ® : Crtm. Inv Ijnscertiort Training , 
CJÍS„_ Lzborator/ Off. of EEO 
fee? f̂tea! Soc.„ Affairs ; 

Director G en. Counsa! u f; Ott. of Puölic ! 
CspulyDifíCtw-_̂ .lnlQ.ñes.î__ Personnil —. Cong.A¡¡s._ 

- 2 -
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s1 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
DIVISION 

IOB MATTER 2004 

MATTER 

( U ) 

h 2 
b 7 E 

±21 

National Security Letter 
to 

(NSL)(288B 
Dn October 16, 
227337 Serial 

2003, a 
16) was sent 

listed account. 
requesting transactional information for the 
Upon review of the material provided by-

response to the NSL,the caa£_afl£Dt noted that, along witft 
m 

transactional 
Upon discovering 

inf 
ingf 

o r m a t i rm r had. sent e-mail message content, 
error, £he case agent immediately ceased 

review of the material, placed it into a sealed envelope, and 
reported the matter to his supervisor. The sealed envelope was 
sent to the Office of Intelligence Policy and Review for 
sequestration with the Foreign Intelligence Surveillance Court. 

(U) As required by FBI policy, the error has also been 
reported to the FBI's Office of Professional Responsibility. 

b l 
b 2 
b7E 
b 4 
b7D 

NSL VIO-24430 



(Rev. 01-31-2003) 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence: ROUTINE Date : 10/21/2004 
To: Director's Office 

Counterintelligence 
Attn: 
Attn: 
Attn: 

OPR. 
AD 
SAC 
CDC 

From: General Counsel 
NSTiB /rTTiTT/Rnnm 7Q7R 
Contact: 

Approved By: Thomas Julie 

Drafted By: 

b2 
b7E 
b6 
b7C 

'LASSIFIE 
îF.A.snH.* i 

>HH 

(U) Case ID # : 
(S.) 

? 7 f i - H O - C 1 ( P f i n d i n r r i 

(U) Title: INTELLIG 
IOB 2004 

•wn? OVERSIGHT BOARD MATTER 

bl 
b2 
b7E 
b7A 

(U) Synopsis: The. Office of the General Counsel (OGC) considers 
that this matter must be reported to the Intelligence Oversight 
Board (IOB) and to the Office of Professional Responsibility 
(OPR). OGC will prepare an appropriate cover letter and a 
memorandum to the IOB.. Our analysis follows. 

(U) X 

bl 
'b2 
• b7E 
h 6 
b7C 

bl 
b6 
b7C 

NSL VIO-24431 



To: Director's Office From: General Counsel 
Re: ^SiT 278-HQ-CI22 9131 -VIO, 10/21/2004 

The information tnat SA obtained was never 
memorializea m any FBI document other tnan the file's case 
review sheet as of the 6/22/2004 file review. SSA[ b l 

b 6 
a National Security Letter (NSL) was the appropriate method for b7C 
obtaining banking information in a.foreign counterintelligence 
informed SA| who was not previously aware of the tact, that 

investigation. SSA promptly reported the matter to the 
Office of the General Counsel (OGC). An NSL was subsequently, 
issued in this case to obtain the subject's bank information, 
which is clearly relevant to a foreign counterintelligence 
investigation. 

(U) The Right to Financial Privacy Act (RFPA), Title 
12, United States Code, Section 3401 et seq. (12 USC §-3401 et 
seq.) states in §3402 that "[e]xcept as provided by section 
3403(c) or (d), . 3413, or 3414 of this title, no Government 
authority may have access to or obtain copies of, or the 
information contained in the financial records of any customer 
from a financial institution . . .." 

(U) 12 USC §3414 provides in part: 
(a)(1) Nothing in this chapter (except sections 3415, 
3417, 3418, and 3421 of this title) shall apply to the 
production and disclosure of financial records pursuant 
to requests from--

(A)- a Government authority authorized to 
conduct foreign counter- or foreign positive-
intelligence activities for purposes of 
conducting such activities; or 
(B) . . . 

(2) In the instances specified in paragraph (1), the 
Government authority shall submit to the. financial 
institution the certificate required in section 3403(b) 
of this title signed by a supervisory official of a 
rank designated by the head of the Government 
authority. 
(U) Section 2-17 of the National Foreign Intelligence 

Program Manual (NFIPM) lists the FBI officials who can request 

NSL VIO-24432 
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To: Director's Office From: General Counsel 
( U ) R e : 2 7 8 - H Q - C 1 2 2 9 7 3 7 - V I O , 10/21/2004 

financial records under the foregoing section of RFPA.- .According 
to section 2-17 of the NFIPM, such requests must be made by an 
Assistant Special Agent in Charge or a more senior official. 

(U) 12 USC §3417 provides for civil liability of an 
agency or department of the United States that obtains financial 
records or information in violation of the RFPÄ. The same 
section deals with "disciplinary action for wilful or intentional 
violation" of these RFPA provisions by agents or employees of the 
government. 

( U ) I n this instance, the conduct of SA was 
wilful and- intentional, even though she' did not realize that she 
had acted in contravention OF_T±L£_P.FPA and Bureau policy. 'It 
should also be noted that SA 

' b6 
was at the time a probationary b7C 

agent. Inasmuch as her actions nevertheless amount to 
"intelligence activities that . . -. . may be unlawful or contrary 
to Executive order or Presidential directive" they are reportable 
to the Intelligence Oversight Board (IOB) under the terms of 
section 2.4 of Executive Order 12863. OGC will therefore prepare 
a cover letter and a memorandum to report this matter to the IOB 
and to advi se that it has been referred to the Office of 
Professional Responsibility.. , 

S^E^T 

3 . 
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To: Director's Office From: General Counsel 
Re: 2 78-HQ-C122 973 7-VIO, 10/21/2004 

LEAD(s): 
Set Lead 1: (Action) 

DIRECTOR'S OFFICE 
AT OPR FO. DC 
(U) For action deemed- appropriate, 

Set Lead 2 : (Action) 
COUNTERINTELLIGENCE 

AT WASHINGTON. DC 
(U) Please read and clear. 

Set Lead 3 : (Action) 

AT 
,b2 
b7E 

(U) For action deemed appropriate, 

SÌpK^T 

4 

NSL VIO-24434 



s 

BY COURIER 

October 26, 2004 
General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020' 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear General Scowcroft: 

This letter forwards for your information a self-explanatory 
enclosure entitled. "Intelligence Oversight Board (IOB) Matter, 
IOB 2004 J I (U) . 

The enclosure sets forth details of investigative activity 
which the FBI has determined may have been contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
.Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive. Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

1 -
1 -

Û 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

IOB Library 
78-HQ-C122 973 6-VIO — 

b6 . 
b7C 

Uol 
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General Brent Scowcroft (USAF Retired)• 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
•arranged for you at your convenience. 

Sincerely, 

Julie Thomas 
. Deputy General Counsel 

Enclosure 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 ' . 

1 Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 615 0 ' -

UNCLASSIFIED WHEN 
DETACHED FROM. 
CLASSIFIED ENCLOSURE 
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INTELLIGENCE OVERSIGHT 
IOB 2004 

BOARD (IOB) MATTER 
J U ) b2 

IS) Investigation of this IOB matter has determined that a new Special Agent in the 
of the Federal Bureau of Investigation used informatior 

rT_T) Such information is relevant in national security investigations of this type. 
However, the proper method for obtaining bank records is through a National Security Letter 
under Title 12, United States Code, Section 3414(a)(1)(A). Access to financial records by 
government authorities through means not provided by law is prohibited under Title 12, United 
States Code, Section 3402. 

(Tji ^S^The Agent recorded her action on a case review sheet associated with the subject's 
file. However, no other record of the incident was made or retained by the FBI. The matter came 
to light during the course of a file review, when it was noted by the Agent's supervisor. The 
Agent has since been counseled concerning the Right to Financial Privacy Act (RFPA) and the 
correct method for obtaining financial records under the RFPA. 

(U) This matter has been referred to the FBI's Office of Professional Responsibility for 
such action as may be appropriate. 

SE' 
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(Rev. 01-31-2003) 

S^eiÎET 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence: ROUTINE 
To: • General Counsel 

Date: 06/28/2004 
Attn: National fipniritv 

SSA 
Room 797b 

Law Branch 

From: 
Contact: 

Approved By: 

Drafted By: 
Case ID #: 
Title: (U) 

Heimbach Michae 

b 2 
Jo 7 E 
b 6 

"C 

(s) 
Tn1~p"l 1 i n p r i r p D y p r s i g l i f Board (IOB) 
.ĝ Pi-ia! arrpnF 

intelligence uveryiynL 

Synopsis: (U) To notify the Office of General Counsel of a 
possible IOB violation regarding the reviewing of bank account 
information without obtaining a National Security Letter (NSL) 

(U) 

Details : (S) On June 22, 200 
file review. SA T.71 rn an k. m ! ot Hr̂ rVhp-r 9 0 9009 

p̂fp-rm-i npH that flA 

bl 
b2 
b7E 
b6 
b7C 
b7A 

conducted SA 
is a probationary.agent 

During the file review, SSA 
had f-pl pnhoni ral 1 v arrpR.qpii thp 

b l 
b 6 
b7C 

Upon.further questioning, SA 
111 i 1 i 7. P d fhp ET.ÇA dp.r-ivp.d information rp.aarn 

aHvi qpH M-iat- qT-IP 
n a 

S) 
Tne mrormation ÜA oDtamea was never 

memorialized on any type of FBI document except on -the files case 

' S ^ ^ T 

bl 
b6 
b7C 
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To: 
Re: 

Genpr-al 
(s Ü O T 7 Ü Ü T 

bl 
b2 
b7E 

review sheeiL_of_iIune 22 file review. SSA 

(SJE 

advised SA 
Security Letter CfrSL) to obtain 

hat she should have acmnrp.n a i\ 
Due to SA 

verbally counseled SA 

verbally 
at-.innal 

being a probationary agent, SSA 
on this matter and advised 

ner tnat the incident would be reported to the General Counsel 
due to a possible IOB violation. SA apologized for her 
improper action and guaranteed that in the future, she will refer 
to FBI regulations and guidelines. 

b l 
b 6 
b7C 

Set Lead 1: (Info) 
General Counsel 

At Washington D.C. 

<U) Read and Clear. 

SECJ 

2 
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F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence: ROUTINE Date: 09/15/2004 

To: Director's Office 
Counterintelligence 

Attn: OPR 
Attn: AD 
Attn: SAC 
Attn: SAC 

CDC 
From: Office of the General Counsel 

NSLB/CILU/Rm 7 975 ; 
Contact : 

Approved By: Curran John F 

Drafted By: 

(202) 324 
rof 

(S) 
Title: (U) INTELLIG TOfR nVERRTRHT ROARD MATT 

IOB 2004 
IR 

bl 
b2 
b7E 
b7A 

d 2 
b 7 E 
b 6 ' 
h7C 

Synopsis: (U) The Office of the General Counsel considers that 
this matter warrants a report to the Intelligence Oversight Board 
and to the Office of Professional Responsibility.' Our analysis 
follows. -

ÍU) 
Decia&siîy^OÎiT— 

Details: 

On 5/21/2004, the SAC ant-hnr-i 7pH t-hp H QQijanr^ of 
about the National Security Letters (NSLs) seeking 

S 
b 4 
b7D 

b l 
b 2 
b 7 E 
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To: . Director's Office Attn:OPR 
From: Office of the General Counsel 
Re: (U) 278-HQ-C122 973 6 -VIO, 09/15/2004 

subject from the The 
letters, which cited Title 15, United States Code, Section 1681v. 
(15 USC §1681v), requested "a copy of a consumer report and all 
other information contained in your files for the below listed 
consumer [i.e., the subject]." All three NSLs included a 
certification by the SAC,- purportedly "in accordance with 15 USC 
§1681v(b)," that "the information sought is relevant to an.• 
authorized investigation to protect against international 
terrorism or clandestine intelligence activities [etc.]." 

(U) 

To 
it 

Ys^ The letters were duly delivered to two of the 
both of which provided the requested 

The third 1 pi-i-p-rJL whirh h^H been sent to 
was 

information. 
loffi re for delivery to Lottici! 
Jby a[ 

returned unexècucéd 
referred to IB Uüü S16Ö 

intelligence analyst who noticed that 
lv instead of 15 USC §1681u. 

( U ) X After learning of the error, the 
determined that:the two 
disseminated to a member ot th 

office 
had already bèën 

b 4 
b 7 D 

to 2 
tolE 
b4 
b7D 

oreign Counterintelligence 
Task Force in connection with t'ft£ investigation. The reports 
were retrieved, sealed, and forwarded to Headquarters together 
with a report of the. incident. (See 278-TR-C1.22973'6-VIO, serial 
573 . ) . 

(U) The section of law cited in the three NSLs, 15 USC 
§1681v, was added.by the USA Patriot Act, P.L. 107-56.. It 
provides in part that "a consumer reporting agency shall furnish 
a consumer report of a consumer and all other information in a 
consumer's file to a government agency authorized to conduct 
investigations of, or intelligence or counterintelligence 
activities and analysis related to, international terrorism when 
presented with a written certification by such government agency 
that such information is necessary for the agency's conduct of 
such investigation, activity or analysis." (Emphasis added.) 

(U) By way of contrast15 USC §1681u is an older 
statute that applies to both counterintelligence and 
counterterrorism investigations. In connection with an 
authorized investigation "of such cases, the FBI may use an NSL to 
obtain the names and addresses of.all financial institutions at 
which a consumer maintains or has maintained an account. If. 
additional information is needed, such as a consumer report, a 
designated Bureau official is required to seek an ex parte court 

b 2 
b7E 
b 4 
b7D 

.SE^jysfr 

2 
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To: Director's Office Attn:OPR 
From: Office of the General Counsel 
Re: (U) 2 7 8- HQ-C122 973 6-VIO, 09/15/2004 

order directing the consumer reporting agency to furnish the 
report to the FBI. 

(U) To obtain the. ex parte order, the FBI must show 
"that the consumer report is'sought for the conduct of an 
authorized investigation to protect against international 
terrorism or clandestine intelligence activities, provided that 
such an investigation of a United States person is not conducted 
solely on the basis of activities protected by the first 
amendment to the Constitution of the United States." 

(U) X 
.The-Office of. the General Counsel issued 

instructions regarding the differences.between 15 USC §1681u and 
15 USC §1681v, together with sample forms, in an EC dated 
10/1/2003. (See 66F-HQ-A1255972, serial 32.) 

ill! T h e f ^office cited the wrong sectiop_of__Lti^ 
in three NSLs that requested 

ot a U.S. person in connection with a counterintelligence 
investigation. '. Moreover, the letters included a certification 
that was misleading although not untrue. (The certification, 
stated, correctly, that the information was needed in connection 
with an authorized investigation to protect against international 
terrorism or clandestine intelligence activities. Section 1681v, 
however,, refers only to international terrorism.) Two of the 
three letters resulted in the production of 
that would not have been available solely through an NSL if the 
correct section had been cited. 

b2 
b7E 

(U) In weighing the' gravity of this matter, the Office 
citation of 15 USC of the General Counsel', notes that 

168.lv does not appear to have been a deliberate effort to 
circumvent the requirements of section 1681u. Once apprised of 
the error, immediately took appropriate action to recover 
and seal the mlormation that it obtained based of the error and 
to report the.matter to Headquarters. The question of intent is 
•relevant because 15 USC §1681u(j)suggests that Congress did not 
consider.disciplinary action by an agency to be warranted unless 
"the circumstances surrounding the violation raise questions of 
whether or not an employee of the agency or department acted 
wilfully or intentionally with respect to the violation. . .." 

(U) We are also' mindful of the fact that the 
office could have obtained exactly the same result (i.e., the" 
subject's if it had followed the two step process 

3 
b2 
b7E 

b 2 
b7E 
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To: Director's Office Attn:OPR 
From: Office of the General Counsel 
Re: (U) 2 7 8-HQ-C122 973 6-VIO, 09/15/2004 

set forth in 15 USC §1681u, namely, an NSL, followed by an ex , 
parte application for a court order. The proof required for such 
an order is minimal and the facts in this case would'have, 
justified it. 

(U) Nevertheless, in preserving a distinct provision 
for obtaining! |in counterintelligence cases, 
Congress apparently intended to apply a different standard to 
this type of case. By using Section 1681v rather than Section 

office 
The 

1681u for a counterintelligence case, the 
contravened the intent of Congress, albeit! inadvertently, 
matter should therefore be referred to the Intelligence Oversight 
Board and to the Office of Professional Responsibility. OGC will 
prepare a cover letter and a memorandum to report this matter to 
the IOB. " ' 

b2 
b7E 

(U) The action of Intelligence Analyst 
in detecting this error and calling it to the attention or tne 

office is to be commended. 

LEAD(s): 

b2 
b7E 
b6 
b7C 

Set Lead 1: (Action) 
DIRECTOR'S OFFICE 

AT OPR FO. DC 
(U) For action deemed appropriate. 

Set Lead 2 : (Action) 
COUNTERINTELLIGENCE 

AT WASHINGTON, DC.' 
(U) Please read and clear. 
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To: Director's Office Attn:OPR 
From: Office of the General Counsel 
Re: (U) 2 78-HQ-C122 973 6-VIO, 09/15/2004 

Set Lead 3 : (Action) 

(U) For action deemed appropriate 
Set Lead 4: (Discretionary) 

AT 
(U) For action deemed appropriate. 

5 
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BY COURIER 

October 18, 2004 
General Brent Scowcroft (USAF Retired) 
Chairman. 
Intelligence Oversight Board 
Room 502 0 
New Executive Office Building 
725 17th Street', N.W. 
Washington, D.C. 20503 

Dear General Scowcroft: 

This letter forwards for your information a self-explanatory 
enclosure entitled, "Intelligence Oversight Board (IOB) Matter,. 
I OB 2 004 j ~| (U) • 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

- IOB Library 
278-HQ-C1229736-VIO — 

\ b 6 . . . 
b 7 C 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

Enclosure 

1 - The Honorable John- D.. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5212 

1 -Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

John F. Curran 
Deputy General Counsel 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 
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INTELLIGENCE OVERSIGF 
IOB2004 

T BOARD (IOB) MATTER 
3 U ) b2 

(U) jfW^ Investigation of this IOB matter has determined that the| [Field Office obtained 

h rom twc 
countennteiiigence investigation using a Nationa 

companies in connection with an authorized 
Security Letter (NSL) that referred to Title 15, 

United States Code, Section 1681v, when in fact that section only permits the use of NSLs to 
requestj ~|for authorized counterterrorism cases. Title 15, United States Code, 
Section 168 lu, allows the FBI to use an NSL to obtain certain information from 
agencies in authorized counterintelligence cases, specifically, the names and addresses 01 
financial institutions at which the subject of the investigation maintains an account. In order for 
the FBI to obtain a n a counterintelligence case, it must apply for an ex parte court 
order under the terms of Title 18, United States Code, Section 1681u(c). 

(U) The that were procured from companies by citing 15 
U.S.C. § 1681 v were not properly obtained. Although tne error m statutory citation appears to 
have been inadvertent, and the Dffice immediately retrieved and sealed the 
once the error was discovered, this matter has been referred to the FBI's Office oi Professional 
Responsibility for such action as may be appropriate. 

b2 
b7E 

b2 
b7E 
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