NSL VIO-36101

(Rev. 01-31-2003)

SESRCE

FEDERAL BUREAU OF INVESTIGATION

b2
Precedence: ROUTINE Date: 2/27/2007 b7E
To: Inspecticon Attn: Internal Investigations fb6

b7cC
From:l I

Office of Chigf Diodaion Colrze
Contact: CDCr

Approved By:

Drafted By:
|:U:| e z - L5- ,,.f:“,j
Case ID #: &( SIS -HO-C1220736-VTO (Pencdlneg) ED BY 65179 DMH/KSR/IU
(3S) (Closed) REARON: 1.4 (£}
DECLASSIFY OM: 12-19-2032

Title: (U) REPCRT OF A POTENTIAL INTELLICENCE _
OVERSIGHT BOARD (IOB) MATTER bl
REGARDING INVESTIGATION CONDUCIELD b2
BEYGND EXZIRATION OF PRELZV._NARY BTIE

INVESTIGATION

Synopsis: (U) kcferral of potential IOB violation regarding
‘nvestigation conducted affer expiration of Preliminary
Investigation ([T).

(I - >< Derived : G-3
Declassi : 03/27/2032

Details: -t By way of backgrounz informatiorg Jduaring the
recent *ational Security _etter (NSL) audit of
Livision, fthe Inapection Division auzit fezm identiiled Cwo
Investigations ilpyvolving possible TOR v~ aticons yarelated to ~he
oo oo of AT |

igj N Review oI Thils
T T T ATl T I T I otigation was

conduztsed during the second renewal peri:d {(oevond the initial bl

one-year pericd) without —he PI erftersion having been approved by h2
b7E
b6

’éizgﬁé bh7c




(T

NSL VIO-36102

M b2

b7
Tri = From: bIE
Re: = 2TE-HO-C1Z297 56V 10, 0D3/°27/2007

i

g

FEZHQ. Investigative activities noted by ths inspection tean
cons>zsted of financial analysis zn2 receipt <f information

-

resu_ting from cutstanding N3Ls.

e
U

() s . . o .

'QQ I Irﬂv1:w of this finding confirmed
fthat it failed to obtain FEIHQ approval for this PI for second
renswal period (beyond “he initizl are-year oericd), as required
by The Afforney General's Guidelines Zor FEZ MNaticnal Segurd—o+
Lvestigatic

T

—

12 and Foreiogn Inftellixerce Tol_ection (AGS

More specifically, the 285A and ZAT approved the Secolt
o= e tens zion, however, due fo zn azministrative error

Ifdllad fto also obtain FBIEQ authority as reguired.

L-l

voocrdingly, any investigation concucted after the termination of
he first renewal period would be in viclaticn of the AGS

zrning sucn matters. However, 1t appears that the

q*iga*ive activity —Zaking place curing the unaatnorized oI

od 1s insufficient o ke consicerec an ZOE violation.

+

[

bl

”;&6 revicw conc_uded that the
nvestigative activity noTed by the inspecticn tean did not rise
t2 the level of an IOD wviolation irasmuch_as the financial

analysis condacted (EC, dated 02/2&/2005 |during ~he
unauthorized period did not require that an authorized
prel qjnary or tyull Jjnves—diqgztion to be :pen. iSee2, A5G,

L In thic dpstapze, the pre--pds used
for analvsis were| ]

Accordingly, ander the AGG the mere ana_vyvels of such Governiien=
reccrds doesz not appear to regquire a preliminary or full
nvestigation.

D
st

(o ““D&( Lizewlise, 1t zppezrs fhaf merely receiving records

from third party entizies after the expiraticn of the PI--
purzuznt to N3Ls approved and served within the authorized pericd
of the FT--dnes not vinla—e the spplicable AGG.

iU?~wa< In ccnelusion, reviey of fhis
particular inspection team finding determined that |
finanzizl analysis conducted in this matter, nor tae receiving of
Infermation as a result of NELs zlready approved and _served,

amount to a violation of —he A5, Trerefore, while

administratively errcored by failing FBIHQ approval oL —he
Pl =zrxztension past one-year, this Zzailure dies not appear to rise

o the Tevel of an TOR vicdat ion Tor the reasons stated above.

S

2

<

b7E

b2
LTE



NSL VIO-36103

(T sm)&f

T fr ot ior Fro b2
o napection I .

Re 3 DTQ-HQ-C1229736-VI0, D3/07/2007 bIE
LEAD (s) :

Set Lead 1: (Action)
INSPECTICN

AT WASHINGTON, DC

(1Y  For whatever action deemed aporopriate.
Set Lead 2: (Action)

EENERAL TOLUNEEL

AT WASHIMNGTON, DT

() For whatever action deemed apuoropriate.

Set Lead 3: (Info)

b2
bTE

AT

(1) kead and clear.

*



NSL VIO-36107

(Rev. 01-31-2003)

_SErwar

FEDERAL BUREAU OF INVESTIGATION

Precedence: Fricrifty Date: C3/27/Z007
To: General Counsel Attn: LNELE
Inspection Divisicn Attn: Internal Investigations
Secbion

From: Lbz

b7E
contact: o bé

b7C

Approved By:

Drafted By:

Case ID #: (11) “78-HQ-C12297356-VIO (Fending; DECLAZSIFY ON: 01-07-2033
_ U aleke! alek W NaV)
bl y
’ { ) - Close*)
b2 15 ( -
b7E Title: i) FOTENTIA L INTELLIGENCE QVERSZGHT EOARD (ICE)
VARSI
DIVISION :
| ° b2
bh7E
Synopsis: (J)  Reporz of Potential IOBE vic_ation for

Division.

Enclosure(s) : () Email correspordence betwesar and writer
redgarding remnoval of subject from VETOFR. .
bl
(3 b2
b7E
b6
i ete Lmluﬁd capticned subject bic
re_coate rritory.  Sertal 6, 11/17/2004,
setz 3 1- locate anz interview suk =ct. In
response, Tieoiried writer teleplhopi-ally that subject
was rec=iving mall at an address irn rut that subject
hzd nct been lozated. BSerial 16 of Captinhied case reported =zhe
ovsstigative results and rejuest=i the case bz transferred o
o 0571177005, Serial 17

reported zlosing of captioned

h2
bh7E



NSL VIO-36108
b2

To: Counsel  Fraome L7E
Re: 2GTE6-YI, 05/ Tont
CAS in 1 closing policy

DJ (o

in order for case to
after confer-ing with
steps —o allow the
leads =Zo

erial 17 was sent
regardlhg the approprizte
Eoth serials set

e Lﬁopunolblllfln—

‘UJ"““MDQ Writer was netified kv | i that

subject could not ke remo A0 Lequoeotod oy writer
fecause the reuiren=nts oozl had not been me- . Writer

Investigativ

subseguently learned that lmeated and intervicwead the
cukjoct on llflO/“ﬂOE, and based on that interview, decided not
tooinitizte 3 elininary Invesgtdaatica  Serial 23, 03/31/2006,
requests 1rteL\1aw resu_ts from Iin order for writer to
oroyide pecessary uogumentation'f?{::::]for remyval of gulject
- & _ —
| Serial 74 documents the results of |

interview and| deternrination that no nexzus Lo ferrorism

exlsts,
(U} The enclosure provides backiyround information

rejarding wrilter's altempts to closc the captioned case and the

delay encountcrced while trving to remove the subjesct from VETOF.

(U) This report is made past deadline due to discovery

of pu:;lll@ IOR violaticn by recent MNSL audit. Wrizer was
unaware of any potential IOEB violafjop Decanse writer attempte:

ard transfer the rase to per the current 310
Writer tock no flrfoor investigative ao*imn other than
request resc’ts of previous interview in order to
catizfy the administrative rcqlirements to ologe Lhe case.

b2

b7E

b2
b7E
b6
b7cC



NSL VIO-36109

To:  General Toanmnmsel From: [:::;::::] sz
Re: “78-HQ-C1229736-VI, 03/ 7770 b7E

LEAD (s) :
Set Lead 1: (Discretionary)

GENZRAT. COUNSFET,

AT WASHINGTOMN, L

For informaticon ard action deemed approprizte.
Set Lead 2: (Discretionary)

AT WASHINGTON, TC

For information and action deened appropriatce.

027w 01 .2

1
i



NSL VIO-36110

(Rev. 01-31-2003)
SR

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 03/22/2007
To: Inspschticon Attn: Internal Investigations S=c
General Counsel Attn: DMaticnal Security Law Branch
From: b2
- b7E
Contact: SA bE
e
Approved By: b7C
Drafted By:
bl Case ID #: (1 ZV8-HO-Cl229736-VIO Pendindg marm. i
b Tl Sl e,y oo D SO DATE: 01-07-2008
< () . (Perding] CLESSIFIED BY 65179 DHMH/KSR/TW

b7E (2) (Closed)

1.4 (D)
ASTFY ON: 01-07-2033

Title: (1) REPCRT OF POTENTIAL IOB MATITER

Syncpsis: (UY To repors a potential IOB matter Lased onoan
administrative error in the zuthcrity cited in the kody of a
Haticnal Sesnrity Tet-er (NST) issies -n 22/00/0004.

thN~~;x< Derived. om”: G-3
Declassi : 03/22/2032

Reference: (U) 278-HQ-C1229736

{1y - DetailS?“w><) Following —he INSD/IIS NSL Compliance audit tha=
wag ceocrglefed on 3/19/2007, thig communicaticon reporte a
potezntial I0B matter —hat was identified. The potential IO0OB
violation concernad an admwinistrztive error in the auathority

cited on & Naticnzal Secunrity Letter (NSL) . b1l
b2
e i dz 10 on December 2, 2004, case file BTE
Al tle fime of the potential -
violation, Special Agent == | | vas the case ajyent for ;b6
| | but, SRl Iprepared and executed the NS b7C
SR A e LBt the Zime of the potentiz_

S



Tor Insped

Ré: (U)

s o3

NSL VIO-36111

9@1-

stiem Frome | |
27C-He-12297 36-VI0, D37_2/2007

the Squad SUE waz Aokl
naturalized Unlded Sfates pers.n

eIyt S,

(S)I

E

person, wj

ool Lo DN INIOrINatlorn [oF

Division,

advized tlhat

| s

TIViLles Slon 88 Lhese §are 4 adire

or VIl ALLION of Moo

=5

1)

[0 R '“3%6 The pctential IOB vicolaticn

2, ZOCd, w

cubzejuont
subacricer

hen SA drafted ar EC
ly forwardcd -iic approved NSL tg

ooourred on December
and H3L, and
a2 bugipcss to gqequire

and detalled billing records. |

The approved

tAal (o) (as amended,

shculd have stated

oL CLlh=0 TLlhle 12, 0.0, Becrion 337
October 2o, 2J01)but, the proper citation
Tille 1%, Mnited Stalegs Code (II.S.C.), Szcblon 2709,

A

{1

como_lance

lop dis a copy of  The

>Q Attached to thisgs ocommnonigat
checxlist completed by AIIFP

bo

M

b7C

bl
bé
b7cC

naturalized U 3 o
~vided by rhol | bl

b2
bh7E
b6
b7C

b2
b7E
b6
b7C

b2
b7E
b6
b7C



NSL VIO-36112

Ty Inzpection Frooaw: b2

Re: (U) 279-HC-01229736=wT0, D37 2/2007 b7E

LEAD (s) :
Set Lead 1: (Action)
INSPECTICN

AT WASHINGTON, DC

(1Y For ac-ion deemed appropriate.
Set Lead 2: (Action)

EENERAL TOLUNESEL

AT WASHIMNGTON, DT

(1) NS3SLB i1s requested to review the conduct Jdescribed
f2 deternine if the repor-ed ecrrzor or vic_ation regquires
n-tification £to fhe IO0B.

144



NSL VIO-36113

(Rev. 01-31-2003)

9.6

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/22/2007
To: Inspecticon Attn: Internal Investigations Sec
General Counsel Attn: DMaticnal Security Law Branch
From: h2
Contact: JA| b7E
be
Approved By: b7¢C
DETE: '01-07-2008
Drafted By: ¢ FIED BY 65179 DMH/KSE/JU
Bl PEASON: 1.4 (£}
: Case ID #: (U) 278_HQ-Cl220736-VIO ‘Pending; DECLASSIFY ON: 01-07-2033
b2 (U) 223 £18d4811  (Ferding)
b7E (3 {(Closed)

Title: (1) REPCRT OF POTENTIAL IOB MATITER

Syncpsis: (UY To repors a potential IOB matter Lased onoan
administrative error in the zuthcrity cited in the kody of a
Haticnal Sesurity Tet-er isasued on 0F/37 /72004,

LIPS O() Derived om_»~ G-3
Declassi . 03/22/2032

Reference: (U) 278-HQ-TC1229736

“”““DetaiISTW”féﬁ Following —he INSD/IIS NSL Compliance audit tha=
wag cocrgleted on 3/19/2007, thig communicaticon reporte a
potzntial I0B matter —hat was identified. The potential IO0OB
violation concernsd an administrztive error in the auathority
cited on & Naticnzal Security Letter (NSL) .

(o A N3 oz issued on Avgust 22, 2004, case file
At _the time of the cotential
VInlatloll, SpEClal Agers (SA)I Iwas the case agent. Az
I+hP Tipe= of toe votential violatior, the sjquad supsrvisor was 33A
: L , bl
aro naturalized Unitez States porsons (USEFER) . 1o

ba



13)

NSL VIO-36114

SpeetT b2

Inspection Frome: b7E
(UYy 278-HQ-12097 36-w10, DI/.2/2007

x ]
m

fQXI

L
2 hatuUlallczced .o,

— - q .
person, was opened. The 1nTesL;aaL;Qﬂ was prediggbed u-orn
oforyaticon provided b the Doveeren, |

NGRS N ESICENCI VI NC e L o= J 1l el

L0 A T e P A T 20V M 9 ) IR P I

' The pozential IOB violatZ:tn ozcurred on Aujgust 31,
204, when € case agent drzited an EC and HMSL, and suksejuently
fora

warded, fhe aprroved NSL to a business to azduire financial
records Of The cover EC te FRIHO, agcrigl 7. prowmorlsy
d-oumented The Lype of NS (RFEA) .

envelope ag a parl ol Lhis cagg Joen net P fieat ion
at Inspector-In-Place (AIIP)l
farch 19, 2007, the INSD/ZIT Mol ol llance audi=z,
this= ~e aclknowledged —he potential ZOB vicolation promgting

thiz rerort of a potential IOB metter.

wilhiZnn 21

noin

T
Hh
Hh
[N

o

(U}”“““% Attached to this communicaticon is a copy of  <he
cimo_ilance checklist completed by AIIE

bl
b2
b7E
bé

b7C

bl
b2
b7E
be
bhic



NSL VIO-36115

=T

Tor Inspesction Epmnzl bh7E
Re: (U) Z278-He-01229736-V0I0, D3/22/2007

LEAD (s) :
Set Lead 1: (Action)
INSPECTICN

AT WASHINGTON, DC

(1Y For ac-ion deemed appropriate.
Set Lead 2: (Action)

EENERAL TOLUNESEL

AT WASHIMNGTON, DT

(1) NS3SLB i1s requested to review the conduct Jdescribed
fo deternine if the repor-ed ecrrzor or vic_ation regquires
n-tification to tfthe IO0B.

144



NSL VIO-36119

DATE: 01-30-Z009 ALL INFORMATION CONTAINED
CLAZSIFIED BY 5179 DMH/KIR/JW HEREIN IS MNCLASSIFIED EXCERT
FD-962 (Rev. 03-11-2009) pEgmom: 14" {TY WHERE ~ SHIWH "OTHEFWISE

DECLASSIFY ON: 01=30-2033
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/20/2007
To: Incspection Attn: IZ7, Room 11361
Zeneral Counsel Attn: NELEB, Roon 7975
From: i
Legal :bZ
Contact: b7E
b6
Approved By: b7C

Drafted By:

W Gase o X 2zasuooc1ouaT3e vio b1

s~y

L= b2
Title: 11y TNTELLTGENCE OVERSTGHT BOARD (T0OR) ERROX bE

in..Synopsisr“aé) To report possible IOB =rror.

(9&3) Derivég;ggam:z::G-B
Decla fy onT™~03/11/2032

Details:

=y 1.

The bl
case gagept 15 oAl and the suUpervisor 1s K2
an~n

53R | b7E

[#]

)

Q)

[

[#2]

e]

0]

[

[4)]

o]

5
T T
~J O
[@]

(U)"“Ski . Poszikle IOR Error: inazvertent overcollection

iUT”";< 4. Descripticon of IORB Erzar {(inc_uding any reporting
delavys).

(UIMMMMEEQ On 10/21/2005, 3 PCRA Matdional Security Letter was issued tol
The —ace adelt LLoperly
TEQUESLEd L2 ColSUEL 1deNtiticeriol 1ntormation and financial
nstitution listings for —he main sukjsct, pursuant to 15 USC 163814

‘a2l oand k). On 11/07,2005, the case agoent was not aware that he
obtfzained and erstra information.

b4
s}zﬁ 7D
b6

b7C



NSL VIO-36120

b2
b7E

AL I
To?w_Inspection Frome
Re: DR CUE-EQ-01020735-710, 03/20/2007

On 03/07/2007, th%l IDiVision completed a review of all of
“he divisior'googunterintelliljence HNSLs anc cetermined that in the

instant case, had sent a full credit report when only a partial
credift report was reguezted.  FEIHQ was alerted of the situazion via
e-mail on 03/07/2C07.

I

b2
b7E
b4
b7D



m

NSL VIO-36121

S

To: “Ingpectinm  From:

Re: "C%( ZTE-HQO-CLl22G736-YT0O, N3/70/20701

LEAD (s) :
Set Lead 1: (Action)
INSPECTICH

AT WASHIMNGTOM, DC

{11y  For ac-ion deemed approcriale.

Set Lead 2: (Action)

GENERATL COUNSEL

A1 WASHINGTON, DC

(U) For acticn deemed appropriats,

*

b2
bT7E



NSL VIO-36122
- - « ALL INFORMATION CONTAINED
CLASSIFIED BY 55179 DMH/KSR/JU MECETH 1% UNCLASSTFIED BYCEFT

FD-962 (Rev. 03-21-2005) WHERE ~SHOWH -0THERWISE

3U-2033

Precedence: ROUTIMNE Date: 03/21/2007
To: Incspection Attn: IZ7, Room 113961
Zeneral Counsel Attn: MNSLE, Koorn 7975

From: | |
Legal Unlt /I ] b2

Contact: CDC :
b7E

Approved By: hé
b7C

Drafted By:

b4
U case ID #: (& 278-HO-C1729736-V10 b7D
Title: (U] ] o0
TFC b7C -
28A bl
INTELLTSENCE OVERS L =0T BOARD (Z0OR) ERROX b2
1 IS bE
synopsiST“)KQ To report possible IOE error. hé

_Hmﬁa Derived/From : G-3 b7C
{0y - Declaséify On: X1

Details:
=y 1. Loocelipipsary Counterterrorisn inves:iqation.l
ini-iated by onl
S - bl
ARSI I a nocn-U.s. Eerson. b2
bTE

(I]J“ngi . bPogzible 1OB Error:

(8) Tne Attorney Generzl's Guicelines [rovision: Fart WV,
Dayaqrayb 172

f}%i 4. Degcription of IOER Error (inciuding any reporting delavys).

fw“Cg( Overcollection of finamodal records obtaipned vig apn MNe”. In
(TT) the coprse of this CT FT, ap NAT

for firanclial reocords of gsubpjoct for
TIe DErIon Haary L7 2o T boesent (s=2rial 13). The requested
04 zan2 have kezen reftained in zhe 1A

reccrds were received on 10/05/72

SE T



NSL VIO-36123

. SM b2

| b7E
s Inspsction Frome | |
: % PTe-HO-C1I 9T 3610, D31/ o007

the ftile. These records inc_ude do-umentation on
5 beginnirg 12/1G/2001; 21 <days prior to the start of the

rejquested. This error was

o
G - G
Do
=



(U}

NSL VIO-36124

SM

Ty Inzpection Frooow: ibz
‘Rero D) 272-HG-C12097 I6=VT0, DE7CI7T007 p7E
LEAD (s) :

Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*



NSL VIO-36125

D&TE: 01-30-2008

CLASSIFIED BY 65179 DMH/KSR/IW ALL INFORMATION CONTAINED
FD-962 (Rev. 03.21.200FEASIN ;. L. 4 (D1 HEEEIN .I5. UNCLASSIFIED. EXCEPT

DECLAZSIFY .ON:..01-30-2033 VHEPE SHOUN OTHERWISE

T
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: J3/27/2007

To: Irspection Attn: TII35, Rocm 118251
Genera. Crouns=e Attn: HNILE, Reoox 7975

From: b2

Legal Ualit / ] .
Contact: O°C ib7E
be

Approved By: b7C

Drafted By:

m:, ..Case ID. .#.. .. lX 27 2-HQ-C1l229736=-Y10 4

Title: (11} | fb7D
be

A [ b7C

INTZLLICENTCE OVERSIGHT ROARD (IOL) ERROCR

‘UJMSYnopsis: ----- C}( To> report possible IOB errcr. bl
b2

1 (X Deriveag/From : G-3 ;b'?E
DeclagSify On: X1

(3) . A full Counter—erroriam irvestsoation Case 100
initiated by |
(=1 = cwred by two U.8. Fersons.

(m (>C< . Poszible IOQE Error:

. . v . . . . . - . bl
(3) 'Tnhe Attorney Generzl's Guidelines Erovision: Zarst W, b2
Poaragrapte 12, e

b7E

iU?T>< 4. Description of IOR Error {inc_uding any reporting delavye).

(- h{) Cyeroollestion F te epbore to1] records obtained vig

I4
ar. NsL. |
for surscriber and Toll Infirmatili-n ICr Loar=e (5) phone numbers

azzoziated with subject (serial 2y - . . Tr all
Lhrez nunbers for ~he —ime perizd Thr.e
refquested records were received o o oapoat 05/13/7005 and have been
retainsd 1o the 1A senzion of the filco., Xeview of —hese recorzs

;ﬁﬂ@: b4
b7D
b2
bh7E



NSL VIO-36126

e SReSr

"
. N Wy

- s Inspection S :

- ‘\‘.II‘l._,[_ cction From: | bR

Re: % R S (GRS DAL Wi 1 e R e Py iy aet yaci U I

t 3 portion of the records

during the March 2007 MN3L Audit revealed tha
received cover a time pericd outsize the dates range requested in the

NZL.

Target Number Records Frovided For Resul-=

18

(Requested)

bl
b2
b7E



NSL VIO-36127

(U}, Sesary
b2

To: Trepection From: - b7E
Fe: N SIS -HO-C1 0 28T Inmw L, n2/ou7 2007

LEAD (s) :
Set Lead 1: (Actiocon)

INSEFETUTION

Tl

T WASHINGTON, DC

‘Ui For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTOMN, DC

(Uy  F:or action deemed appropriazc.

*

Blor

(%)



NSL VIO-36131

DATE: Q1-30-2008

CLASZIFIED BY 65179 DHHSKIRSTWH ALL INFORMATION CONTLINED

PELSON: 1.4 (L) BT T CLASS y TYCE DT
FD-962 (Rev. 03-21-2005) (€ o HEFEIN T3 UNCLASZIFIED EXCEPT

DECLASZIFY OM:

FEDERAL BUREAU OF INVESTIGATION

VEEPE SHQUN OTHE

Precedence: ROUTIMNE Date: 03/21/2007

To: Inspection Attn: 172, Reom 11361 BIE
7975 -

Zeneral Counsel Attn: NSLE, Eoon

b2

b6
b7C

From:
J_;‘:?g-‘_—.li Urilt | I

Contact: ASAC

Approved By:

Drafted By:

‘Case ID #1- mgx( TTE-HQO-C179736-V10
Title: (U) | 1

ELLI-ENGE OVERS L=HT BOARD (Z0OR) ERROX

IFTF

s

%
e

H )
=
—

(Ub?ﬁcpsiSme&( To report possible IOE error.

(U)““w§é Deri From : G-3
Decl ify on: Xl

b4
b7D
he
bh7C

bl
b2
b7E
bé

bh7C

Details:

ey 1. A fall CounTerintelldgepnce Jjrvestaation, Caze T
initia=ed by

IS non-U.S. Person. 1m -

: h non-U.S. Person bl

o )
‘~9<] . Poszikle IOR Error:

(3) Tne Attorney Generzl's Guizelines Frovision:

AR R e S I

b2
b7E

Part V,

itlﬁf><' 4. Degcripticn of IOB Error {inciuding any reporting delays).

for b 4

The requestedp?

tUI““”“”)%G Overcollection of telephone toll recordeagliadned wvia an
MN2L. An ZCEA M3L Jdated 09/02/2003 was lasued to
subscricer informaticn apd toll records for two (Z) Lelephone numbers 7D
f:r the periodl Lo the presert {serial 145).
reccrds wore reocolved on 10/17/2005 and have boen retained in the 1A b7E
secticn of the file. Review of these records during the March 2007
HZL Andit revealed records were provided for the bhilling cyole dated

sper



51_ ngpection Froom:
: L) CTe-HO-C1229TS6-VI0, U721/ 2007

NSL VIO-36132

SpeRET

walch included datzx 2o ecarly ac

arl

cverrollsction of approximatelsy 10 2aye.

b2
b7E

reculting in



NSL VIO-36133

m SBa,

To: “Tngpe~ticn  Frem:
ke: ‘><: 2Te-HQ-C1 0287 0= 10, 02/ 207 _0n? b7E

LEAD (s) :
Set Lead 1: (Action)
INSEFECTION

AT WASHINGTON, M2

iUy  For ac-ion deemed appropriate.
Set Lead 2: (Action)

EENBEAL COLMNSEL

AT WASHIMNGTOM, DO

in EFor aczion deemed agpropriatce.

*

I



DATE: H1-30-2U0d NSL VIO-363 3%y rormation conTaInes
CLASSIFIED BY 65175 DMH/ESR/TW - :
HEREIN 13 UNCLASSIFIED EXCEPT

FREAZON: 1.4 (L] WHERE SHOWN OTHEPWISE

FD-962 (Rev. 03-11-2005) DECLAZSIFY. 0N 01-30-2033

SHesET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 03/21/2007

To: Inspection Attn: IZZ, Room 11361 b2
Zeneral Counsel Attn: MNSLE, Koorn 7975 IR

From: be

Approved By:

Legal Onil / b7C
Contact: CD

Drafted By: Zb4
() o b7b
Case ID #(X 273-HQ-Cl229736-V10 b6
bh7C
Title: (U) ]
S |
SSA
INTELTTEENCE OVERST-HT BOARD (Z0OR) ERROX )
m bl
Synopsis:wE§< To report possible IOB error. Hh2
) b7E
EU?MM%Mg% Derived/ From : G-3 be
DeclaskSyfy On: X1 b
b7C
Details:
G A preliinary Coppterintellizence jnvestigation, 2358
ol initiatez by
] = a J.s. Percor
(X 2 Pozziblse 10E Error: bl
b2
(S Ehe At??fnfg Cenerzl's Guizelines [Frovision: Fart WV, b7E

bl
b4
b7D
b6
b7C

iy >< 4.

Description of IOE Error {(inc_uding any reporting delays).

(2) Receipt and retention of 3z full credit report obtained

ut< ] -ipg a2 NS i 2 O ipvestigaticon, |

=71

1
Lo Qe et 1Ty Lilmitoed CoOnsunerl 1N LOrIat1lon

The rejuestes re2crds were recslved LLol

D L oo ouldo and were in the form of a full credit report.

SeREr



NSL VIO-36140

Wi SBestT

To¢. Ingpection From: |

Re: (}Q DTEG-HG-C100 97 30awT0, Da7 L o007

The full crodit report wao fopnd ir the 1A goction of the file by the
| Division, RegizZert BAjyency, during the course of
the March 2007 MN3L Audi-.

b7E



i/

NSL VIO-36141

T-r Inspection Erom: b7E
N 2TE-HE-C12297 360V 10, D3/21/2007

LEAD (s) :
Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*



NSL VIO-36142
DATE: 0D1-30-2008
ALL INFORMATION CONTAINED

(Rev. 01-31-2003)  HEREINTZ UNCLASSIFIED EXCEFT REAZONT LUy

(e
-

()

-

WHEFE SHOWH OTHERUIZE
jEBUEET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 3/21/2007
To: zeneral Counsel Attn: HN3LBE

b2
From: ;b7E
b6

contace, SSA b7

Approved By:

Drafted By:

N n
Ccase ID #v IX{ C782HQ-C1209736-VIO  (Pending) :bj
R " QIR 15423 (Pending) =

i

éiEiéf"“)%ﬁ PCTENTIAL INTELLIGENCE OVERSIGHT
EOARD MATTER

Syﬂébéiéf““Exg To report a potential IOE matter.

(U)WMmmyé Deri From : G-3
Dec ify On: X1 b1

Reference: (3)

Enclosure(s) : (U) Enclosed for NSLE is the RFPA NSL attachicent
referred to in this EC.

'Détailsr“ﬂbKé Pursuant to an cffice-wide review of documentation

reczived 1N response o Falr Credif Reporting Act (FCRA) Mational
Security Letters (MN5Lz), 1T WA cewmedsesdcdecda ol credit repors
information was received by 3A connecticon with
the Zssuance of a REFPA HNSL for financia_. receords. Wnile this
referral does not meet —he parametsers »f nfornvation sought under
referen-ed serial, 1t was, however izcovered in the process of
that review. And _alropnzpt to 3 telepbone conversation op Mapoh

DECLASSTFY ON: 0X-30-203%

"G, 2007, between cDC and AGC
it was determined thit remelrt L iz 1nformation
re sabmitted as a potentizl IOE matter.

[ AN S = SV S8 S e =TI R 0TI il 00 SIS B Tl e ¥in. B B L 7= Ve s [ T | Jase,

2 USFER.
MT

CLAZSIFIED BY A5179 DMH/KSRAIW

>
N

b7E
bé
b7C

bl
b2
b7E
b6
b7C



NSL VIO-36143

‘Szﬂﬂﬂi b2
bh7E
Zerneral Counsel  Froms
=3

9() CTE-HO-C10m 9T 36-V 10, D3l n1/ 2007

bl
b2

b7E
be
b7C

{33 "‘E\ﬁhﬁ‘:ﬁr‘i’gd =0 i N e b=l =Ya Q”ﬁust l?:’_,’ '_'I_Il\_ll' bl

= -
AAALCTST e cArsudant To
34 4t Et d
Title 1_" U.D.C.’ Secolon \_':.__ll_i(a [N YL S IR Sl N TR e S S R R P ln biD
gl fipapncigl recordg per-aining b6

This NMEL COLta-nicd 20t dLCachier, b7c

S _led Ly NobLb, descriplng the type of nforraticon to ke
conzidered a financial recozd. Uncer the category of Loan
keccrds, 1is included "credit and background investigations™.

LA S T - . N O )
(O On OczZober 22, 2004, reccrds were recelived

puarsuapgb to toe aforementioned NSL. Included in the loan reoords b4
WIS Aan Lredit report, datec September ¢, Z2J02, detailing

Lhe sulbjeslTs Credit hislory, balarce informzalion and soores. b7D
Thiz dooument was not prepared in cornecticn with this specific

FEL recuezt and was not nTtilized ir supp:-rt of, or in conmezrzion
with, anv fuarther inves—<igative activity.

e “~B}(: It is alsc noted ~der the Internaticnal b6
Terrorismn nherylds cited above, SA may have keen entitled —o  L7¢
request and receive full credit Intormation, had he keen inclined
to reguest it.

NP ->§ Furcuant to this referra’l, and congsistent with zhe
dirzcticon of referenced EC, the zpplicable pagses of the credit
repecrt have beepn _zegues-ered and are being maintained in the
custody of the Chief Divisior Zounsel.

b2
b7E



T-: o General Counsel  Frome
7

SERET

NSL VIO-36144

b2

b7E

Re: (¥ 2T9-HQ-C1209736-V 10, D3/.1

LEAD (s) :
Set Lead 1: (Action)

SEMEXATL COUNSEL

AT WASHINGTOM, DC

() -

‘““&Q NSLB is regquested to
detzrmination whether to report
alsc rejuesting guidance as to whether 1t 15 acpropriare oo

this

crntinue utilicing the aforementiore

fzotoil,ec

*

2007

review apove referral f{or =
matter to IOB. i 5

2 NELE attachnment.

b2
b7E



NSL VIO-36145
DATE: 01-30-2008

CLASSIFIED BY 65178 DLMH/FSRSIW ALL INFORNATION ?DNTAINED
(Rev. 01-31-2003) EEASONT 1.4 (C) HEEEII-I; 5. .mqgu;gr;;I,F.;:EEI;YY..E}{;;EP;;
BECLASSTET Bl TS AMI205 S T WHERE SHOVN. OTHERWISE

(U}
b4
7D

FEDERAL BUREAU OF INVESTIGATION

Precedence: =ROUTINE Date: 03/13/2007
To!: Ceneral Counsel Attn: N3LZ/CTLI T

IOB VIOLATIONS
Rocomw. 7975

From: ;bZ
b7E
ontacet.: b6

c-C foule

Approved By:

bl
b2
b7E
Case ID #: ><; - (Pending; b€
1 [FooT vIo {Pending; b7C
273-AQ-C1229736-VIO (Pending] bR

Drafted By:

Title: (3)

Syhbﬁéié?““b<) Tro madvise »f poatential OB violation bassd on —he
unanthorized reccipt of a credift history pursuant to a Mational _
Secnrity Tetfer issued under the captioned matfer and served on bl

b2

(8

3 DerizgglFrom' G-3 k78
U LN . - .
w t>%< DeclAsxify On: X1 b7A

[y

-Enclosure{s) ;- (}( Credi=< history provided to by[:::::::]to the

FEZ (olaced in z 1A envelcpe). b4
b7D

Details: (3) EZ and

HEL Jdataed 11/307 2000, O olle qore, o qa el oed A

Hational Security Letzer undexr 1k .8 “LS-TE?T-TV ander the

caption=d matter. A oopy of the N3 1x_os=d wita this

communization.



NSL VIO-36146 |
- bl
14 bl |

o]

S b2 e
bTE b/E

o G S — o b
Re: (M 3/13/2007 b7D
bé
b7C

b7n

(3)y on 0l/1l5/2007 I I rrovided o coees
of 3 ~r=dit report

pa CIe

Plclosed Tor NobD 15 a provided

to FBI Cr the e Jdate, 5100 forwarded —he
credit TETOTT o ared oove lead under
bl
(2) Pursuant —o an EC dated 0Z/C5/2007 from T2
Counterintelligence (Divigion b to =11 fie'd office undel:::::::] h7E
| qu‘hduf‘f’—d A ol ol of D
Its _exl{U)] N3L requests in orxder to defermine whether b7a
had L?:?lvcd full credi=< history inZcrmaticn outside the scope of
the statutory authorized disclosure.
) (thWm_wagi e e »
DL L ©On ud/l:/:uo,,l Fc-sc:f“r“d the credit
b7E report crovided by | |t_1 contained information not
b4 anthori ander TiTIT Io. The contents of the onclosed crodi=
b7D hiave not bheen entered into any FBRI system of records.
Fnr h=rarore, the detailed credift history ccntained herein has not
bheern ntilized in any follow up investizaticn. b2
m N o e b7E
[Alkeference an 03/12/2007 e-mai’ frow L& Attornsy joy
| |to a number of CDCs in the FEZ, notes thaz BID
It may e one of twenty (Z20) field ofZdceg tha zceived .
Hnanthorized disclosures [romn Do

b7C

1)([::::::::]CDC raquests that MSLE vrovide an opinion

iether thilis unauthorized collecticon constitates an I0D

t \/'
ation

oW
th
'_l

b2
b7E



NSL VIO-36147

(&) =
To: Gepgral Counssl an‘:% bl

Re: (X - D3T3/ b2

b7E

74

LEAD (s) :
Set Lead 1: (Action)

CENERATL CCIINSEL

AT WASHTINGTON, DC

{U) FEor ac-ion deemed approcriate.

*

SEeRT

3



NSL VIO-36148

ATE: 01-30-2008 )
DATE: 01-J0-2000 ALL INFOEMAETTON CONTATHED

CLAZSIFIED BY 6517% DHH/ESR/IW

HEREIN I3 UMCLAZSZIFIELR EVCEFF

(Rev. 01-31 2oFEATON: 1.4 {C}

T ——
DECLASSIFY OH: 0l-30-2033 WHERE SHOUN CTHERUIZE

WT/ORCON/NOFORN
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 32/26/2007
To: AD, Inspecticn Division Attn: IIS3
Zeneral Counsel Attn: [NZLZ
Tonnterintelligence Attn: ON-40, Rocm 43353
SEA

Attn: _ZALC

From:
Contact: b7E
be
Approved By: :
b7C

Drafted By:

Case ID #: (8] _2UoHO-CI020750-VIQ  (Pending) — OF
(Pend’ng) :b4
L7E
b7A

Title: (3 REPCRT OF A
ECTENTIAL TOE MATTER;

Sy =N (83 Comuunica-jon to report a potential [OB Matter in
thq irvestigation.
(U)““””)XQ Derived m : G-3
Declassi On: X1
Details: 3/ /0014 | |
S»eET /ORCON /NOFORN

bl
b2
b7E
b7a

bl
b2
b7E
b6
b7C
b7A



NSL VIO-36149

b2
T /ORCON /NOFORN .
SRRSE / oo
To: Al, Inspection Division  Frome
Re: TT8-HQ-C17097326-VID, 0X/26/C20C07

[3).

bl
b7A

&Q: On August 16, ZOCo, drafited a Na_lional
Security Letter (NSL) rejquest undel peenunlive Order 123323 and
Title 1b, United Sfales Jode [i77T.2.7.), Scction 168110 (Fair Credit b
Feporming Act) = I to provide thefollouing b2
information pertairirg LI Lhs. 2t Ehe bIE
18] ~inves=igatisn, =
b4

Fergonal Jcertifying Inforwation b7D
&. Any names asscclated with this consumer,

k. Any currert or former addresses,

C. Any currert or formner places of enploymens

@]
In Y

-

n

Tdertity of Financial Ingtituticons

Includirg namnzs and addresses of any financizl
instituticons (as defined by 12 U.53.C. $32401)

Zor records that indicate this consumer maintains or
has mairtained 3an account.

(L On Oct:b=r 27, 2?06,' Ir@cpived Cron Lhe bIFE

[;::::::JDivision oL the LRI a response 1o Al Credit b4
Ureau DL, Thel inforration was revrewed oy the Tase |

agent | =4 placed in the file. Upon furthrer b7D
review, 1t appears the ecarrier provided information beyond the

scope of the NSL, resulting in unintentional acquisition of data

by the Federal Bureau of Investigation.

() SAI Iﬂi*ﬂWOﬁ@d this mat=er with S84
I l ar.d ALDC | The ~ply agepts that reviewsd

= | ‘nfcrmation was SA and ADC
e doforration T ogoeoeron man qecured by tlre
-

case ajert, S and the information was not used j
furtherance of The Investigation. O March 26, 2007, SA
relincuisted the infornmation to AZC in oxder for the

. -~ . N . 3 . . .
inZormation t2 pe sequestered until & final determinztior is madse
concerninz the recort in question.

b4
b7D
b6
b7C

SPRRET /ORCON/NOFORN
2



NSL VIO-36150

WT / ORCON/NOFORN |
b2

To: AN, Tnepcecticon Divicion  From: b7E

Fe: 278-HQO-T122%736-VIO, O3/26/2007

Set Lead 1: (Info)

ASSTSTANT DIRECTOR, TRSEETTION DIVISION

AT WASHTIHGTOM, DT

(1) II3, Eead and clear.

Set Lead 2: (Action)

G=ENZRAL COUNSEL

AT WASHINGTON, DT

() OGC/NSLE, distribute this electronic
commmenication to appropriaze offices.

Set Lead 3: (Info)

COJMNTEXINTELLTIGENTE

AT WASHINGTON, DC

(11y A&z CD-4C, Read and Clear.

Set Lead 4: (Info)

b2
b7E
AT
(1) Read and clear.

*

ST/ ORCON/NOFORN

3



NSL VIO-36151
ALL INFORMATION CONTAINED DATE: 01-30-2008

HEFETIN I3 UHCLASIIFIET EXCEPT CLASHIFIED BY w5179 DMHFSRSJTW
(Rev. 01-31- Wy syt (T RERL T 4E B et

)MT DECLASRTFY OH: 01-30-2033%

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 32/26/2007
To: AD, Inspecticn Division Attn: IIS3
Zeneral Counsel Attn: [NZLZ
Tonnterintelligence Attn: -4, Rocom 4855
SEA

attn: _zocl

From

b2
Contact: b7E
b6
Approved By: p7C

Drafted By:

(- GasemID~#LMME§< 2i8<HQ=C10229736-YIO (Pending) bl
G5A C233785-TOB  (Pending) by
550 233499 :
b7E

Title: (3 REPCRT OF A
LOTELET T AT Tk MATTER;

bl
Syn = o LomrunicaTion to report a potential [OE Matter in 2
the (65q[::]233499) irvest:ijaticn. -

b7E
____________________ 8¢ Derived From : G-3
ot >< Declasgggy On: Xl

=

]

Sl

b7E



NSL VIO-36152

_BsexkT b2

75
—-: AL, In?pﬁwfifr Divigion  Frome
Re: Z72-HO-Cl229725-V10, (0372672007
bl
[ 2 I b6
1 I | h7cC
b2
I ] D7E
(1 Cn September 13, drafted a b1
Hational Zecurity Letzer (MSL) ecutive Order )
223323 and Tiftle 13, lnited ﬁtate_ . .,.), Section 1AS51u ;b2
{Fair Credit Reporting Acz) for tc crovide Lhe b7E
idagving 1nformation percalining to the subjesct of the b4
investigation. b7D
Personal Idenzifving InZormati-on
a. Any names asscclated with this zonsunsr,
. Any current or former acdressss,
<. NAny current or former placcg cf caxploymont
ITdentity of Financial Institutions
Including names and zddresses -f any financial
institutions (as defined by 12 U.3.C. %3401)
for records that indiczte this ccecnsurer waintains or
has maintained an account.
b2
(11 ©n Oclober 27, 2006 |revelved from he bIE
Division of the FRI = respcnze to 3 Credi= b
MreaiNsl.  Thel nformatior was reviewed Ly the ~ase bh7D
. arnd place: in the file. Upon further
review, 1t appezals Llie carrier provided information beyond the

scope of the NSL, resulting in unintentiocnal acquisition of data
by the Federal Bureau of Investigation.

[1J) Sk izs-ugses this matter with S84
L? Loy =nk L The -nlv acepts that reviewsn
7 | infermation wao o and AZC
The ioformation 1r. Slestlon was s=cured by —he
BEEERENE YRS and the information was not used g
furtherance of The Inwestigyation. L] : 3 2007, SA

r
rder for the
crmination 1s made

re_inquisned the informaticon to ADC

nfocrmaticn to be sequestered until

conterning the report in Jquestion.
b7D

P b7C



NSL VIO-36153

SRR

T-: AL, Inapecsticon Division  Fooowos
Re: CTE-HO-ClI29736=-V10, 03/26/72007

b2
b7E

Set Lead 1: (Info)

ASSISTANT DIRBECTOR, INSPECTION DIVISTION

AT WASHINGTON, DT

{(Uy II3, Reazd ard czlear.

Set Lead 2: (Action)

GZNZRAL COUNSEL

AT WASHINGTON, DT

(U)y  OGC/NSLB, distributes this electronic
coimuunization to appropriate oftfices.

Set Lead 3: (Info)

COUNTERIMTELLIGENCE

AT WASHINGTON, [T

(U) AL CD-47, Rea and Tlear.

Set Lead 4: (Info)

b2
b7E
AT
(11} Rezad and alear.

+*



DATE: 91-30-2008

CLAZSIFIED BY 8517% DMH/KIR/IW

FEASON: 1.4 {C)
(Rev. 01-31-2003) [pepag3TFY QN

Precedence: ROUTINE

To: AD,

Ceneral Counsel

O1-30-203%

ST
FEDERAL BUREAU OF INVESTIGATION

Inspescticon Division

From

NSL VIO-36154 .
ALL INFORMATION CONTAINED

HEREIN IS UNCLASBZIFIEL EXCEYT

WHEEE. ..

Date:

Attn:

Attn:

Attn:

FHOWN OTHEFWISE

3/21/2007
IT

HZL=Z

anc |

-

Contact:

b7E
be

Approved By:

Drafted By:

REPCRT

Cornu

OF A

BB—IOB

the

(65R]

A ARY)

(Pending)

b7C

(Pending)

G-3

X1

POTENTIAL IOE VATTER

nicaZion to rcpoert a potential IOE Matteor in
|233678) irvestigation.

Derived om
Declassi On:

T O-o. LELo-Ty
}_)I__)v‘dgd ]C’ e
nformwation.

X
Security

h SR kN I ¥ e S Bt el a4 h= 1 e W

I__ LIS BESSS ARSI
Federal Bureszu of Investigation
The cAase remains

Cn Sepzenber

Let=-er

3Z3 Hnis Dd

’Fdlr Credit Reporting Ac
.

Tl

o oo
i J i
7, 200

{(M3L)
States

requs

LT TTa U L

cper. .

o

ST AV E DO

RS

ocr-alinins

Corhy

(F=1)

LT

drafted a
xecutive Ords
.), Section 1681lu
crovide fhe
“efetnd.

D

r

bl
b2
b7E

bl
b2
b7E



e

2-HO-C1228

Inapeation

Personal Tden-ifving Infeo

97 35-V10,

NSL VIO-36155

SPRET o
oo b7E
O3,21/7 2007

Division

rmati-n

a. Any names assocliated with this onsuner,
b. Any current or formser azdresses,
<. Any currenT or former places <f exployment

Tdentity

of Financial Institutions

ITncluding

institutions

for

fecords

has maintained an

names and adidresses -f any financial
(ag defined by 12 U.S.C. $52401)

that indi-ate thigs raintains

aocCount.

cInErer O

b2
b7E
b4
b7D
ol3

b7C

bl
b4
b7D
bo
b7c

(1) Cn _approximately November 06, 2000
2 ved from ISSL_? of the 1v1s1ion of
Lhe LEL g Le=sponse TO al recit Bureau I The
information was —evieweo Ly Speclal Agent (SA
SR AT13 Supervisc;y SA (3SA)
lceTcTre teing supmittes to thd lcase tile. ool
C = informazZion was sert t: FBIHQ, CLO-4D 33A
[-5C dnit was conducting a Zinanclal analvsic of sukjeoo
QQM%TD respense. fo z directdueto royisw 31l files by
SZA SAI I’hu1ﬁwpd LEer Ifile N
MzrZn 14, ZJ07 Zuring SA Z1l_e review, serlals 51 and
5z «of the =k welre no-ed Lo becooptain a possikle IOE
vinlaticn., SB deTermined | provided acocun=s
Information Lo dnclude account bzlance and credit limit.  In
addition, 13rovided information regarding accocount
payaent srarns
(1) Sh immediztely charged the zerials out of
the fils and seguestered ~hem for review Ly dvision Counssl.

The only

individuals

—“hat reviewed tl _c_\l 1 nformat i

|JDoh! | oA
EPULY GO0 el il el i 1 LT L 2
Chicenas, and Totellgence Aralyst (TA) The
nfcrmation in guection wags cecureZ by the case agent, SA

and the information was not Yeed dn furtherance of —he
_nvestigation. On March 21, 2007, ZA relingaished the
information to ADLC in order Zor thie —nrorration to be
seguestered until & rinarl determinztior. 15 made concerning the

repcrt in

qaestion.

b7E
b4
h7D



NSL VIO-36156

e

T-: AL, Inapecsticon Division  Fooowos b7E
Re: 72-HO-Cl2C29735-V10, 03721/2007

Set Lead 1: (Info)

ASSTSTANMT DTRECTOR, THSEECTION DIVZEZOMN

AT WASHIMGTONM, DT

(1 At IS, read and clear.
Set Lead 1: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U) iseneral Ccunsel 1s recuested to review this matzer
and provide guaildance as to the dispositi-n of the sequestered

nmaterials.

D

Set Lead 2: (Info)

(1 At cead anzs clear.




NSL VIO-36157

ALL INFORMATION CONTATINED DATE: 01-30-2008
HEREIN I3 THCLASSIFIED EXCEFT "LﬁwwI?IED EY 55170 DMH/RSRSIW

T DECLASSIFY Olf: 01-30-2093

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/18/2007
To: Inspsction Attn: I°°%
Ceneral Counsel Attn: MNSLE
Attn: DO
From:
concace. S3A :b2
I— b7E
Approved By: bé
b7C

Drafted By:

Ccase ID #: (X ~78-HO-C12297

\l

-VIO (Pending)
i - T‘i‘tle':"""-"l'>< REPCRT OF & POTENTIAL IOB VATTER

(o SynOpSiSTW“EB<: ReporzZing of a poctentia_ ZOB natter.

(my - ¢ Derived\Ffrom : G-3
Declas On: 25X1

Details: (3) | Iis ar. FCI %qUH' estalblished o
addre=ss counteriptel l1gence fhrezt=zs fom 3 varietw of forejgn
q-vernrents | |

I'he Cdage 1S

RN | LRI § Rl RS S SR e R L e

(

)

)

(T L

“0{) The Lc;ul*luq investizati:n Jdeveloped informazion
whizh provided the idenztizy 2f a named subjeczt which fit the
tdentified profile of fhe unknown agent, ncluding access to

clacsgified information.



NSL VIO-36158

1 b2
T in 1om From: | | b7F
Re: "PR) 278-HC-1229736-V1I0, D3/719/2007

(- >< on 01/09/7007, Case R | |
submitted a limited copgues ddeptiovirg _of-rgatiopn Mational
Security Letter to regarding =<he
person ~f interest (a .o, person) Lo Loz zguad sugervisor, 33A
This let=erx submitted pursuant to U.S. Code,
STtorh loolutla) and () of ths Fair Credit Retort Act {(as
amended on 10/26/2001), which authori:ed the FEI to cbtain
“imitzsd namss and addresses of all Zinancial instituticons, and
conzumer identifying information limited te naxe, address, former
addresses, places of employment, or former plazes <of employuens
ass:ciated with this consumer. The letter subritted from
only rejuested the names, zddress, focrmer addresses, places

ol zgelovreat, and former places of smpl-yment for the consumer.
I Iletter Jdid notT request the names and addresses <of all
1nan-1al 1ostituticns of the consumer.
(-

Cn 03/19/2007, SA received the results

The recults includez a full credit report

e person of interest resulting In an inadvertent

of information. _This information was not what 3A
ested.  Accordingly, Division nerely
ver—collection as & LDOcSoll _OB violation.

stered with fthe

D

o

_he N3_ reguest were sezu
b2
b7E
b4
b7D
b6
bh7¢C
b7A

b2
b7E
b4
b7D
b6
b7C



(U -

&T?{_ Inspection Frome: .
Re:""~~(.><l 578-HG-C1 22 9T IeeT IOy 19/ 2007 RTE

NSL VIO-36159

b2

LEAD (s) :
Set Lead 1: (Discretionary)
INSPZCTICN

AT WASHINGTON, vt

m -

(i is providing the zbove information
regarding & potential TOE viclatior in ctmpliance with current
HELE directives, for appropriate actior.

Set Lead 2: (Discretionary)

SENEXAL COUNSELD

AT WASHINGTON, DC

(T

";X( The Office of General Counscl i regueoscted to
[ah)

review the roeumstances regeasding the possiple IOz violation and
to =zups=guently provide CDC c_rection regarding the

disoosition of any records which were inadvertently collected.

*



'E

bl

b7E
be

b7cC
b7A

NSL VIO-36160

DATE: 011-30-2008 ALL TNFOREATION CONTATHED
CLASZIFIED BY 65179 LMH/KSE/TY HEREIN 15 UNCLASSIFIED EXUEFT

OO O ALSI0-0n s
DECLAISIFY ON: A1-30-2033 W//20320316

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROITINZ Date: 03/16/2007
To: Inspecti-n Division Attn: lilecrnal ITnvestigations Zection
Gereral Tonnsel Attn: HNSELE
Counterint=lligence Attn: CD-3C '
b2
From: b7E
Contact: sS4 o
pic
Approved By:
I:S:I pv{:?.v‘_.c‘ted By: "1
o o b2
Case ID #: () el BoHOSCl 220 28-VTO R
§@"“ (Pencing) b7E
b6
Title: (-}, REPORT Oz A ZOTENTIAL OB MATTER nIiC
b7A

Synopsis: (U} To reporT a Potentia’l Intelligence Oversight
Eoard (FIOE) violation.

() Derived Fr < BI SCG-3
S:' - Declassij Oon: 16/2032 bl

)‘45 .  NONUSPER) b2

| e * DbTE

Reference: () b7A
(3)

Details: (3) The sphetartive irvestigation o which the PTOR

ool bonie oopcred ds E e stigation

] The ~upri =TT —o35e agent Lor
LLoS IIVESTIAaTIOT 15 Spe-lal fAgelin) _! Soood ol
Azent supervisor is Superv_Soly oLerlol Agchit

SM//20320316



NSL VIO-36161

sM//zoszosls ,
b2

Tc: Inspection Divisicn  From: b7E
Re: (U)  768-HQ-C1209736-VI0, 03/ 172007

(U)»Hx
“EE( Tol. billing records were recelved from

for the akbove captionsd case

CULSUSNL To Al approved nariehar Security Letter (MSL) under “he
authority o kxescutive Order 12434, daled Decsugper 4, 1981, and
pursuant to Title 18, United 3 A -es Code (U.S.C.;, Bection 2709
(Section 201 of ths Elzctronic Communiczatiors Privacy Act of
19806) (ag zwencedd.

{(=2) In the akbove referenced LI FHTI |

b4
b7D

bl

regleated a4 e—=2jad tnll records

| However, toll records ton

|
1

were also included with thie

o

rejussted records and are outside the zcope of the approved MHEL.

iU)“w@() FEL requests direction from zhe
appropriate suthority on the Jdisposition -f those records that
fa11l cntegice the scope of —he approvead NSL.

S //20320316

b2
b7E
b6
b7C
b7A



NSL VIO-36162

SESRET/ /20320316

o Inspscstion Division Frome:
Re: (L) Z78-HQO-T1279756-YVIO, UI7TIG7 007

LEAD (s) :
Set Lead 1: (Discreticnary)
TNSFRETTTON

AT WARSHTNGTON, DC

(J) Feor action as deemed appropriate.

Set Lead 2: (Discretionary)

SENERAL TOUNEEL

AT WASHINGTON, [C

(L'l For zction azs deomed appropriaze.

Set Lead 3: (Info)

COUNTERTINTELLTIGENCE

AT WASETHGTOM, DU

(11y At 7D-3C, read and clesar.

124

M//zoazosm
3



NSL VIO-36163
DATE: 01-30-2008

CLASSIFIED BY 65179 DRHFESRSTW ALL INFORMATION CONTAINED
(Rev. 01-31-2000) RE&S0K 1.4 {C} HEREIN IS5 UHCLASSIFIED EXCEPT
DECLASAIFY OM: 01-30-2033 WHEFPE 5HOW OTHERWISE

Sy

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/26/2007
To: N3LB Attn: 1IC
1o Incection Attn: IZ:
- Tounterlerrorism Attn: IT03 1, CONIZ 2, Team 6
b7E
hé From:
r7c JTTE )
Contac :| bl
b2
Approved By: hIE
Drafted By: b7A
Case ID #: ZU8-HQ-C1229736-YVIO (Pending)
“.TJ 27 RA AQTG04 (Pensitg)
—d Elnlld=2/TO  (Pending)
-[ (Penzirqg)
Title: i) INTELLIGENCE OVERSIGET BOARD [IOE;, MATTER 2006[::::]

iU]SynﬁpSiST”M€%< To provide documentation of the destruction of -
records recdived from LD

1) — Eﬁi Derived From CG G-3, Jan. 1997 ‘
Declassify Qn+" 0 2032 jbl
(30 [ b2

(UJ”Referenceemwgﬁé 278=-HQO-C1229736-YIO serial 1948

| keported a po t~ntia; IOB violaticn to zhe
cral Counsel (OGC) in 278-HQ-CLZ2297360-VIO serial
provided toll recorzs that were not requested

C a llaticnal Security Letter (NSL] dated 03/08/°006.
”LP H Looly reduested sukbscriber information for th

| The toll recorzs re;atini Lot r 1
weres seJuestered e S alon rergiected thaot ooy ide b7

t-22.1 re-ords for 4
furnished toll records Lof 2 Lile Lerl-a ocu.sigde nie scope of zhe ;b7E
reguezt. (NOTE: These toll recoris were a_rexdy cbtained due to  bd

fhe Scopoocoo of 3 previous MSL). The additiconal toll records for  b7D
were also sequestered. b7L

)
Office of (Gen

sexg



NSL VIO-36164

SERgl

e

"EX< O5C advised in the above referenced serial that :
this natter is ot required to ke reported to the IOE and thzat :b4
the service provider should be cortacte determine if the b7D
sejuestered _pecords shenld ke des = Lefurnaed, on b6
U3/26/2007 lspoke with at and b7C
cxpogiped that additicnal 111 _prescprd=s"TiAd Lesn provided Dy

in response —ooa MN3L. adviced Lhab _hese

aao-tional rocords could be

and need not be returned.

(S)y__Oon 03/27/2007 o1 Y
+ -~ ] s ’*l =To b A ks
Ter e dloe Heohormeed. {Thesze additiconal records were
LLevocusly obtained through the issuance of a HSL and are stored
ir. a sevarate 1-A envelope).

n
N
‘l-J:

bl
bé
b7C
b7a



NSL VIO-36165
SBSRET
LEAD (s) :

Set Lead 1: (Info)

SENERAT, COUMNSET,

AT WASHIMNGTON, DT

(UJy  Hsll, for irformation only.

Set Lead 2: (Info)
INSFECTTON

AT WASHINGTON, DC

(U) II3, for informaticn only.

Set Lead 3: (Info)

COIJNTERXTERRORT SM

AT WASIHINGTOM, DC

(11y  ITOS I, CONUS II, Team & for infaormation.

*

wm,
H



NSL VIO-36169

DATE: 01-3D-2005

CLABSIFIEL BY 65179 DMH/KSRATU ALL INFORMATION CONTAINED
(Rev. 01-31-2003) BEAZDH: 1.3 (E) HEREIN--I5 TNCLASATFIED EXCEPT

DECLASSIFY UM .

01-30-2033 WHERE - 3HOWN. CTHERWIZE

_SE

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/27/72007
Teo: Inspschticon Attn: Internal Investigations
sect.
Zeneral Counsel Attn: Nat_. Zeoc. Law Branch
From: )
Legal llpit b2
Contacey. CDC 7R
b6
Approved By: bIC
Drafted By:
bl
Case ID #: (11} IZ78< Cl229736-VIO (Pending) 142
() ozal I~ 2768506 - (Perdinc bIE
(3) (Closed) o
Title: iy POTENTIAL INTELLIGENCE OVERSIGHT
BCARD (IOB) MATTER
Synopsis: (1y  Tro report a potential TOE mattesr to the
nooettion Division and to the General Ccunscl.
i — §< Derives from G-3
Declas y On: 03/27/2017
rnef:i1s' {CHI I :bl
b2
— — hIE
“LvEsLlgactlon was opened at the same time. Un Jthese bé
investigations were consolidated Jrfo 5 2 DI dnvestigation, The BIC
‘nvestigation was opened by thel E SR |
and assiqgned toh IR VYD S WY
- 17 T o - o I
(T Q() A Maticnal Secusity Letter (M3L), dated 04/11/°003,

was Lsoucd tol

Zor emaill cubscoriber and

Spetr

b7D



NSL VIO-36170

SPeRET b2

Ty Inzpecticon Frooaw: b7E

Re: (U} 278-He-021229736-v10, DI7_7/2007

transactional records. The MNSL spscifica’ly stated that the
recipient gnould not provide contert irfirmation te include

subject lines_and email content. A curs-ry review of the CD
submitted by in response to the HN3L disclcsed the inclusion of

email subjecT ITines and content. There is no indication in Zhe
file that any dnvestigative personrel ever reviewed the material
submittad by or made any investigative use of tne material.

(Uy%”“bé nopeview ~f the ~zze file | | fevea1eq

I L _No annual LHM was evel prepared. TTe LLlf WaS mlosen

B Fv EC dated 06/21/2005.

>§ The file includes material indi-at

~ating that the
f:_lowing investigative activity ocecurred ketwezenl |
when th=z annual LHM would have beer sue, and whern the

E Investigation was clesed: (1) An FD-3uZ concerning 1nvestigative
i j BTl R R Y] QnJ I

I- L0 connecinnd oo the Po-x0-

—1 |
I

(1)  Thig inves_igzalion was celected for review during
the field-wide aydit of Naticonzl Security Letters conducted
O0x/16-"1/7/2007 1in | Inspector jrioted <he
overproduction of material 1n response to the N3L toL__Iand ~he
_ack of an oannual LHM. The file was referred to the o
D%/19/2007 and a decisicn
preziple I0OZ matter on O3

s made by the CDC to refer
0/2007.

b2
b7E
b7D
bé
b7C

b7D

b2
b7E
b7D

bl
b2
b7E
b7D
bé
b7C



NSL VIO-36171

PG

To:  Trepection  Frew: | b2
Re: (U1 Z7s-HQ-C1o2975h=v1G, 03/-7/2007 b7E
LEAD (s) :

Set Lead 1: (Action)
TNSPECT - ON

AT WASHINGTON, [C

Ul Reviesw this ZC and take acztion as appropriate.
Set Lead 2: (Action)

SENERAL ZOJINSEL

AT WASHINGTION, D<

(U) Review this EC and advise the Inspection Divisior,
II3 on the refera’ of this matter as a potenzial IOD violatior.

*"



NSL VIO-3618
%H: 35-310»%0&3
CLASSIFIED BY 65178 DMH/KSR/IW

ALL INFORMATION CONTAINELD 14 im

(Rev. 01-31-2003) HERETH-I§ WHCLASSIFIED EXCEPT

WHERE  -SHOWH - OTHEFWIAE E BIREA S NE ALK R
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 03/28/2007
To: Insp=schticon Attn: Internal Investigations
cect.
Zeneral Counsel Attn: WNatl. Zeo. Law Branch

Attn:

b2

From: b7E
Lega'l 104 b6
contact: CIDC bic

Approved By:

Drafted By:

bl
Case ID #: (UJ) 278-HQ-Cl229736-VIO (Pend:ing) b2
(U) ARE | 175504 (Pernding b7E
(3) (Closed)
Title: i) PCTENTIAL INTELLIGENCE OVERSIGHT
RCART (TOB) MATTER
Synopsis: (U) Teo report a potential IOB matter to the
nsoeztion Division and to the General Ccunsel.
fuﬁ”“4>¢ Derived T G-3
Declassi on™~_03/28/2017
—Details: IQI I

The 1nvestiratlion was ccened by the

b7E

Fﬂd ERcE=ls e ar=Ya Bk an MY

- = - 1 Ll g~ o

In
addlLlon anl opening LAM Lo CounLcrintel-lgon-oe lndlcated tha- —he

SE=g

bl

il
£

be
b7cC



NSL VIO-36183

MT b2

b7E

T Ill. I I
Re: 29T 36-VI0, D3/°8/2007

bé
b7C

(3) A National S
01/C3/°000, was sigped v th

200

wrdfes Jefter (HMIL), dated b1l
=1 1 32C a0 directed to AN

BN Vs e Va S~ B < Fal ks B a V= )
BES SSA ESTTV= S I D RS BT B S B T TS DS SURS U R D ] b7E

or the current service Zrom the 1nctection oI that b4

zervice to, "the date of This letter."™ [(seriazal M3L 6). There was b7D
n: further definition of =Zcll killing records —optajaed jp the
2], Thhiz followed a report from thel

| N 1-]".::] | ==Y T.e

.L’C‘D]_.LJ DL L4 S0 N UD B R LA ULA B ) FEEE A WAL IS L L Al 1TTI TV TULIS Ly L

EE who nad subscribed to this telephcons nurber Zdog

h% rzoords provided included toll billing re=cords to | |
Since thD records did not relate tcrrxﬁ el Do ce Was made

«f them and they were placed in the The
subzscricer's name was not indesed.

A NSL, dated 10 ekl ae il bl b ho
3AC and directed to bl
e e e o o ond ong dlstCance Coll B2
TEor TS Lol For the periond b7E

ND=/C2/2004 To, "the date of this letter. ' (ssrial 22). This .
frllowed a review of whitepages.com which listed tnis telephons jbi
nunper ag bedodg subscoribed by Lhe subjzcl at his residence.  In b7D
resoonse orwarded dnternetioral Jaondg diafaqoes tala-bopa
fo -1 resords including

Tvio of fhe e e e e T T T

_1sted sarlier in the records. The case agent entered the
nucers fron the records intce AC3 anzs telephens applications. Lo
further investigative use was made of these records.

~m92i This invesZigztion has keen closed.

(Uy Thicg inveszigation was ccelected for review during

the field-wide agdit cf Mational Security Letfeprs ~ooducted
0z/16-21/2007 in l Inspector noted —he
overproduction of reccrds. The file was relerred to the CIC on

0:/1 /°OO7 and a decision was mads by the CDC to refer it as a
zssinpls 1OZ matter on O3/20/72007.
b2
b7E
Set Lead 1: (Action) bé
b7C

LEAD (s) :



NSL VIO-36184

To: Tnepection From:

Re: (U} 278-HQ-01720770="

INSPZCTTION

AT WASHIMSTOM, DO

(11 Review this
Set Lead 2: (Action)

SEMNERATL CCGUNSEL

AT WASHINGTON, D&

TO, L2/.o2/2007

EZ and

(U) Review —his
II3 cor. the referal of this

Set Lead 3: (Action)

EC ard
matter

*

take action as appropriate.

advise the Inspection Division,
as a potential IOB violatior.

[
O
=}
t
s}
i
W
[
st}
=
it
]

bl
b2
b7E
b4
b7D



NSL VIO-36188

DATE: 01-30-2005 ALL INFORMATION CONTAINED
CLASSIFIED BY 65179 DMH/KSRAJW HEREIN 13 DURCLASZIFIEL EXCERT
(Rev. 01-31-2003)  BEASOM: 1.4 {81 MT WHERE . SHOWN. - OTHERWISE

DECLASSIFY OM: D1-30-2033

FEDERAL BUREAU OF INVESTIGATION

Precedence: XOUTIMNE Date: 03/13/2007
To: INZD Attn: I_-
Gz Attn: N3LE
Counterintelligence Attn: TD-CK
L/10C
From:
S aCraw)
Contact: SA b2
b7E
Approved By: ,
b€
b7C

Drafted By:

b)

Case ID #: Z73-HQ-C1

Ny

'29736=-VIO (Perding;

Title: KZPORT CF A POTENTIAL IOE MATTER

Synopsis: (Uy To report a potential lntel’ligence Oversight fbl
Frard (TO7) matter in the case of firarcial Naticonal Ssonrity jbz
Letter (M3L) results. b7E
b4
REfOreNCe | i iioaiiit— b7D

Administratﬁ!g: (3 Informztion provided to the FEI by

cintain=d i have b=sen provided to olie
bl Dz,
bz pRetails L2 |
b7E 1 |
b6 land by definition an
I Te ToPER.  The case agens ol 1S and

the sgquad sapsrvisor is

) Oon 12/20/2006 an M3L was drafted to be delivered bl
tz o obtain e pawes and asdresses of all financial b4

rnerothnIolls at whichl maintainsg ac-ounts pursuant —o b7D
tboULs.Cy 1sslufa).  oOn oor apout 3/3/2007, the results of the HSL~b6

Ps: b7C



NSL VIO-36189

SERLT

e IHzD From:
Re:  Z78-HQ-C1ZZ9730-v10, 03/13/2007

where provided Lo the wrizer and review
rrovided ar entire credit report on

deteruined tha
target.

(1Y Pased on what the N3L sp

Tzunest vf the writer.

(1Y The results have besn provided fo fLhe
sedueztration pending final guidsance Zrom OGT upon review of this

matter. No 1uze of the information has

it ¢lear tha=t more informatior w

o,

el

heen

b2
b7E

Jpon revicw,

it wac

- ~ally requested

~he

from

Trovided beyond —he

nade .

oo

for

b4
b7D

b4
b7D



NSL VIO-36190

SEPREE b2
o IHzD From:

b7E
Re: 27

ZIR-HQ-C1I29T30=VI0, 03/13/2007

LEAD (s) :
Set Lead 1: (Action)

EENEXATL COUNSEL

AT WASHINGTON, DO

[::;::;:;]requests OGC to review the cotential IOE
violation and 1

deemed appropriate, pacss the information to the

approcriate body to satisfv the neccessary reporting
requirerents. Advise zg to the final disposition of
resu_ts.

+* b2



] e NSL VIO-36191

DATE: 02-04-2008 ALL THFORMATION CONTAINED
LE 1749 {

FEas ﬂ?ﬁ?ffr? 179 DHE/ESR/TH HERETH 1% UNCLASSIFIED EXCEPRT

(Rev. 01-31-2003) : R LI T 40 13 WHERE 2HOWH TTHERWISE

DECLASSIFY ON: 02-04-2033
ST
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 2/26/2007

To cral Counsel Attn: HNati:-nal Security Law Branch
Tounterterrorism Law Uni=z
Reocm 7975
Tnspect Nen Diviaion Tnternal Trvestigations
Zection (II3)
From: B2
oncac Sb7E
bo
Approved By: b7C
Drafted By: :
bl
Case ID #: (1) 278 —H r*1> VIO b2
(1) iR *\I:"rm 7F
() \ (Clesed)
Title: i REFORT OF FOTENTI INTELLIGENTE

OVERSIGHT BOARD (IOQ) MATTER

Synopsis: (J)  Reporz of a potentiaN IOE matter Lo the Mational
Security Law Zranch (HSLB), CounterteNorZsm Law Unit (CLU), and
the “nsrection ZTivisicn (ID) Interral vestigations Section
‘IZ31, as regiired in the February 10, 2X0%, Insrection
Divigion'zs =C To All Divisions entitlez "Nevised Procedures faor
the Subrizsion of Repor—s of Potential IntA_ligence Cversigh-=
B-card (10O=) Matters".

(Ulmmmwmwmwixﬂ Deriwv From : G-3
Declagsyfy On: X1

on's EC dazed
o the N3LE,

Details: (IJ) Az directed in the Irspection Divis
Februsry 10, 2005, the following 1z keing reccorted
CLU, and to the IZ, IIS, as =z potertial IOE wmatter:

(U) 1. Identification of the substantive invdgtigation
in which the questiocnable activity occurred.

et



bl
b2
b7E
bé
b7C

NSL VIO-36197

DATE: 01-30-2008 ALE INFORMATION CONTATNED
CLESSIFIED BY A51%% DMHESR/TW HEREIN 1% UMCLASSIFIED EXCEFT
FD-962 (Rev. 03-21-200S pE ks aifys 174 (T WHERE SHOWH  OTHERWISE

DECLASSIFY Ny 01<30<2033
oo

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/27/2007
- - . e 5 b2
To: Incspection Attn: IZ7, Room 113961 .
Zeneral Counsel Attn: NELE, Roon 7975 jb7E
be
From: b7¢C
bl
b2
{m--Ca DR S HOS O] 20T 55T O bIE
‘ l : "1 30000 b6
mN\X = ™ b
Title: I
A
ELLTIGENCE OVERSIGHT BOARD (Z0OR) ERROX
(M . )
Synop51s:“w>< ToN\report possible IOBE error.
e _M£§( i : E CG G-3, January 1997
' classif : 27/2032
Details:
= 1.
G IS
(-
iiﬁi 3 Pocszikle IOR Error:
(3) Toe ttorrey Cerneczx]1a N J-s] ' resg Provision:
\\ cevond cne-vear bE aneierroed by
i e W) \
(Uh”w{“; 4. Degcription of IOER Error (incliNing any reporting delavys).
(S) Tne Attorney Generzl Guizelires iNitiated on 1u/31/2003
reguired that a Preliminary Inquiry (FPI
months -eo au

e




bl
b2
b7E
b4
b7D
bé
b7C

NSL VIO-36200
DATE: 02-04-2008

ALL INFORNATION CONTAINED CLASSIFIED BY 65179 DMH/KSR/IV

HEFEIN 1% UNCLASSIFIEDP EXCEFT

ReV. O01-31-2003) oo i o i i FEASCON:. 1.4 [T}

WHERE SHOWH OTHERWISE

DECLASSIFY ON: 02-04-2033
sﬁ'r

FEDERAL BUREAU OF INVESTIGATION

Precedence: =ROUTINE Date: 03/23/2007
To: Inspection Attn: Internal Investigations
cection
Zeneral Counsel Attn: Natlonal Sezcuarity Law EBraroch
From: B2
| R R P o A V1= kY 4

—cmﬂ b7E
b6
Approved By: b7C

Drafted By:

Case ID #: (11} CTR=HO-C1229736=-VIO (Pending) )
(U)y 279 C136372 (Pencirg) b7E

Title: REFCRT OF A POTENTIAL IOEB ¥ATTER

sSyncpsis: (U) ReporT po-ential IOB violaticon.

bl
iUh”m””“me>§< Derive Tom : G-3 b2
Declaz$i Oon: X1 b7E

Details: (3) ©Cn 03/1%/2006, purglart fo g Natjonal Security

Letter (MSL) dated 03/23/2006, SA | receivedg
SLl]:)E',:rlLD_r j_rlch Pt e D! ~ e+ ] 1~ AL S SN T | 1 £- .~

the subject of 3

‘dentified”ad associ

reccrds of oth

>lephone nunber haz kbeesn previously
ed with the sukbject through telephons zcll
o

tUI-'“%~ “““ Before gending the toll reccrds fo ke uploaded, SA
reviewed them —o ensure that they corresponded with the

“Tirolnacion redquested in —he aforemertioned MSL. The NSL
request=d subzcriker jnforwaticopn ard tol1 rezords for the
to_ophone nunkboer from T (with "the

bé
b7C
b2
b7E



J13)
b7C

NSL VIO-36201

SERET b2

: b7E

T Inzpe=sction Erom:

Re (U)  278-He-C1209736-VI0, 03/7°3/2007
b4
b7D

prezent" meaning the dazte records were pu_led, which was

0d/22/72008). The informazion returned did correspond to

the Informaticon requested.

inxm“, However, upon review oI the tcll records, 3A

aoted that the sukscriber of the telechons nunbers was
s bjec-t nor related to the -t of this investigazion.

n-t the sukbject
When sS4 requegTed the NEL, Fe was unaware that the )
subjeot unmpber had been reassizned to ancther subscriber. b2
crry ' h7E
& The non—pertinent felephone records were not hé

uplcaded into or photeccopied. Under 70
separate conmIIIogCIoI che o pererent e cobone records were '
sequestered with Chief Division Coungel

iuj"”>¥< For reporting puUipOs e mmeusacascoanl 135 3A
and the supervisor is SSA

bé
b7cC



NSL VIO-36202

Ty Inzpecticon Frooaw:

P

Re: (U) STe-HO-1 2207 30V IO, 0372272007

Set Lead 1: (Discretionary)
INSPECTION

AT WASHTIWNGTON, [

(11}  Review above-refererozd facts

whether TOB viclation exists.
Set Lead 2: (Discretionary)

GZNZRAL COUNSEL

AT WASHINGTON, DC

(1) Review above-refererced facts

whetheor IOB vicolation existsa.

*

and determine

and determine



NSL VIO-36209
ALL INFORMATION CONTAINED
HEREIN I$ UNCLASSIFIED EXCEFT
WHERE - SHOWN - OTHERWISE

DATE: 01-30-2008
CLARSIFIED BY 05179 DEFEH/ESRATW

FD-962 (Rev. 03-21-200 LA
DECLASETY ON: §1-30-20353 s ET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/16/2007
To: Incspection Attn: IZ7, Room 113961 B
Sepner Counsel Attn: MNSLB, Roonn 79750
[::E:iii] Attn: 7°07/Legal Unit  P7E
bé
From: k7cC

Contact: QA

ibi Approved By:
H o)A
b7E
b7A
Drafted By: bl
W ease 1o #2222 H0-C1 2207 36-VTO (Pending) E?]
(2) (Perding] b/E
b6
Title: iy INTELLICENCE OVERSIGHT BOARD {IOE, ERROR bh7¢C
b7A

() }@) Derivsgf‘rom . G-3

Declags{fy On: X1
Details:
ey 1.
(mywzﬁ( -, Cases Agent: SA |
Supervisor: 38
e a 1J.3., Persor
':U:'"‘f' 4. Mo Foreiqn InTelliqgence Survellance Act (FISA) request has
been sucnitted to Office of Intelligence Dolicy and Review, Department
of Justice (OIPR).

(n

Pozzibkle TIOB Error:

() X

e

i) 9{) Dezcripticn of ITOB Errcor (inclulirvg any reporting Jdelays):

SDeRET



NSL VIO-36210

m et b2

b7E

T = Eroome:

Re: : 2F8-HO-C10297 36V 10, 03/16/2007
o ey Cacticned invectigation wao iritiatoy onl A Hazional
ibl Security lLetfepr (IIST) was approved by the Civizsicon to be
b2 served on This HN3L was for fthe namne, address, leng=h of
b’_/’E ST=0 ok ey = PR ——— -~ 1t s~ ] Y1l iyt e ccrde reloa-ed o

N

~I Lhec F1 subjecﬂ T :f1 On-il

b7D . -

. he present. On (o7t comar, ool recelved Lhe results
;b6 of the MSL. L2/ 1o/ 2007, SR Teolonea, 1n detail, the results of
b7C the NIL. 3F [discovered that altlo et bdlSlgreqested 1ocal and
b7 g dicstapnce toll billing recozds Zron until the present,
provided two Lilling sfzfements which constitute an aver
o _lection. bpecifically,l Provided i ek —————— = TE TS
o di st once rocoorde cosroring tre fime neriod

It shouald be noted that

Slioy LIS LIIIIINg SLaLelents were proviaed Lor these ftwo billing oycles
dhd fhc actaal long disZance toll records for zaid statements were not
ncluded. However, since the dates of the killing statements fall

cutzide Lhe scope of The dates rfequested by the NSL, 1t is keing
reported as a possible IOB violation.

1 On 03/1%/2007, SA contacted i
of Division Counsel to report the over Co_lectioll. oA

Instructed o draft a communicztior. reporting the possible vi “ior
and 3A Was Jdpnstryucoed to turn over the two killing statemsnzs in
question to lfor safekeeping. "he billing statements were

turned over t:l on 03/15%/20C7.

b2
b7E
bé
b7cC



(U -

NSL VIO-36211

=

. b2
3:3_ Ingpe=sction Erom: bIE
Re's Q{) D79-HG-012297 30w L0, 03/16/2007

LEAD (s) :
Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*

sEp

(€N



NSL VIO-36212
DATE:

ALL INFOPMATIDN CONTAIMED

(Rev. 01-31-2003)

WHERE SHOWN OTHERWIZE

11-3

A-z00a
CLASSIFIED BY 55179 DHMH/ESR/TY

DECLASSIFY 0N 01-30-2033
M‘ /NOFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/14/72007
Teo: Inspeschtion Attn: I35, Room 11361
Copne Counsel Attn: DMNSLE, Room 7975
Attn: Legal Init
From: b2
e b7E
Al ook .
| b6
Approved By: bic
. bl
Drafted By: b2
(S]”““wmm_ e R . b7E
Case ID-# Lo (l) RlEalCmc 2007 3 (Pencding) :
"1' I (Fencing) b7A
C oA (Closedl
Title: il) REPCGRT OF A POTENTIAL IOE VATTER
iUIéyﬁqﬁéigT““O<) Poczible IOB crrzor Zor ncn-ccricliancs with a
recuirerent 'of the At-orney General.
() f)é) Derivgd From : G-3
Decl ify On: X1
Detad : )
GEA knd subzeguently
| Te Aoolglied) Case adel.t woas opacdal Ageot
cne Supervisory Special Agent was
T e oL the investigation wazs =z Uriifted STAaLtes peLsol
bl
b2
nsl-292707.wpd bh7E
hé
bh7C

S%T /NOFORN




(o) -0

(U

. >( A FCORA

NSL VIO-36213

_SERRET/NOFORN B2

=t Ercmme b7E
Re: (U) 278-He-021229736, U2/714/72007

Sectlop 1681u{a) Mati-onal 3Sscurity Letter (H3L)
was generated on oLA 252707, seriazl 24, on 10/1%8/2005, for
service ol redit agency. ZFubseguent resilts received
from On Lo/ _7/2005 (serial Z4) indi-zate that a full
cred_ft repopfon the syibject was recsived., The information
supbo jed b exceadad Tl pe <-f the N3L ssrved on

| | The error was not realizes untll review of the file

alize:
was conducted in response to the larger HNSL issus which arose
i

lasuantes,

] The file was nozted by the[::::::::]Legal Imit, «cireca
:/12/2007, as a case which had a FCRA generated in support of an
vestigation. The file was pulled or. 03/24/2007, a review of <he
conducted, which resulted in the revelation of potenzial
HeL-20EB viclation.

;Xi The regulaticon in question regarding the above noted
HEL wzas as follows: A carrier or credit agency providing

nformation beyond the scope of an NSL regsu_ting in the
unintenticonal acquisizion of deate.

%>< Tre investigation was closed on

M /NOFORN

2

b2
b7E
b4
h7D

b2

b7E



T In=g
(U

LEAD (s):

Set Lead 1:

(Action)

INSEECLLON

AT WASHINGTON, DT

(1) For action decmed

Set Lead 2: (Action)

(zxH=RAL COUNSEL

AT WASHINGTOM, DT

(1) For ac-ion deemed

*

NSL VIO-36214

appropriatcec.

appropriate.

SESRET /NOFORN
3



ALL INFOGRHATION CONTAINED NS

HEREIN I5 UNCLASSIFIEL EXCEPT

WHERE ZHOWN OTHEFNISE
(Rev. 01-31-2003)

szt

L V{)(B’l%62u]lmu~muw

CLASSIFIED BY 65175 DEH/RER/JIW

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/27/72007
To: Inspeschticon Attn: I°°%
Rocm 11861
Zeneral Counsel Attn: N3LE
Rocm 1975
From: | | )
Cnlet DlIviedon Copnacs] b2
Contact: bHIE
Approved By: be
P ¥ b7cC
() Drafted By:
Case ID # ;Xi 279-HO-C1229736-VIO
(-
T1tle.““><) Intelligence Oversight Board [IOCE.
OTTY N .
sSyncpsis: ><) To report potential IOB =rrors.
(U)o .9{) Derive om -3
Declassj ~25X1-Human
Details: I. (3) l.l | .
bl
b2
m i . . b7E
‘o ‘“§< Z. The subject in this case s 3 1J.3. Person. oy
ftW'~bQ 3. The possible IOB err>r was an over-capture of D7D
nformation by the carrier.
[ = il
(3) 5. Descripzion of IOE err:-r: On 02/12/2008, 3
i ] _secritey Jetoer was drafted urder cass file #
to fo- toll kil ing records in Tererence
. Lolerhone nunoel | Tlhe cass ag=snt received the
reczcu_ts, and upon ingpoection of the Aatn ‘which was provided on a

st




NSL VIO-36216

SERRET

. b2

T BT | b7E
Re: { SFe-HO=-C1 2297 56-V IO, D3/ 77/ 2007

Ch, discovered three additionzal numkbers and their corresponding

infermation. MNone of the inforwmztior. reyarding the three

additionsl telernhope pupbers was r=giested 1n the N3L. EBecause
Ilt appesars that the

or-gopally rediested Dmber 13 pos1t - 3 "fandily plan' under

wh oh ]

rﬂ | -hie supjeTt oo The agent’c
“nvestligarion 1& correc-ly listed on the billing papsrwork with
the requested number. Tho qnhjett apparent_y vays tThe bill for

the requested number and —he three aszsociated, but unrsqueszted
nuners under one bill. Affer realizirg there was an over-
~apture, the case agent provided the CRC gith g11 the rezilts and
the associated paperwork received from| bra i-
iz zurrently sequestered in the CDC'=zs =zafe.

tU5“>§) >, As the case agent imwsediately identified <he
over-zacture, and brought it tce the CDU's attention and the
nformaticon received from the NSL is sequestered in the CDO's
cafo, SACI recommends no Zormal adrinictrative action
e taken in Thls matfer.
I =R 1.

D

fvas initiated kv th

it]h”)ﬁi Z. The subjecl in Lliig cagse g = presausd 1105,

['er=zon.

(o PSS 3. Possible IOD error:  The potential ICE error in

thiz zase 1z an over-capture on the part of the carrier.
(=34 Deccripzion ¢f IOR errcr: In reference to case
fil= # an NSL was drafted on C2/14/20)7 requesting

t-.1 oIlIing fecords for =—wo telephone numbers. Toteetdeeabhonc

munpers oo which the information was regquestsd ard

ar hore was no cvailakle information for
telephone nankel The information received
pertaining td Zd Lhe correct farget's name and
address Mlepp-ast-To ERTAR W IR W =D VIB (1| ST-0 a8 The issue was that the
te_zphone nunker 3_so listed a second

Ted. "hisz additional number

telephone number WHICH Was 1oL —=qLec
ars to ke a second —elephone line which is paid for by the
get Throagn the ocriginally rejuestes number. liwmediately upor

distovery of this situaivn, 411 paperwork reczived (ron

Pocge

b4
b7D

bl
b2

b7E

bl
b2
b7E
b4
b7D



b4
b7D

NSL VIO-36217

b2

P

Io-vIo,

1o Frooonme:

T9—HC-C1 0097

D370 72007

provided to the CDC ard 1=

as
e s safe.
i :l'><) 5. As the case ajgert immediatel
rizr errcr and the resultant information ia

ST

b7E

v identified =he
currently

recommends no

car
sequestered in the CDC's sate, 3SAC
f-nm

nal admwinistrative action kbe taker

in Thlz T

atter.

ITT. (=) 1.

iUT“Q() S Fosgsible IOB error:
part of The carrier.

I'he sulbjsct of this casze 1is

Rgain,

(o 4 _escription of IOE error:

a U.3. Person.

it 1s an

over-

rnoer during the week of 032/19/2007, the case
alonl o e T Tesults of subscriber s nfonraidon from

for Zargeted number Witrir Lhie
Sa.d reculrtzs, Lhe telephone conpany prowroo ToTreTriarmation

that wasz regjuested.
frlowing: date of birth,
contaclh Le2lephone namber.
perzonally reviewingy —hese
recquesatsed to review them.
qusntly given back with no comments.

Afler receiving, =and

results,

Jploaded on —he same day. Less than
=d by Acting Superviscry Special Agent
information would possibly be onsids
Tre case agen=t immediately retrieved

This unrequesteZ information included the
gccial security account mamber and

LFrior Lo

a Eeadguarters NEL inspector
They were provided to her and
Assuning there was no
the reszults were then analyzec and recorded in an EC.

A B N R RN I g

Fha=

Fed dll over-—

all pertinent

currently sejuss-ered

nith rejard to case

I

d-onmeEntation relating —o this anbhsceriber informatios and
od it to NActing Supecrviscory Special Agent wha
=cueztered them until he was zhle T segqilester = in the CDC's
saf=z. In addition, hzd the do a permansn=
serial charge out of well zs re—ared n4” and removed
from the shared drive.

-y

and noT an

Irecommends

5. Again, as this is a cglri=sl eirol,
errcr on the part «f <The case zgent, SRCI
e formal administrative act ion be taben Tn thits mather.

b2
b7E

bl
b2

TE

bl
b2
bh7E
b4
h7D
b6
bi7C



NSL VIO-36218

- SPeRET

AR Inspection From: :bZ
Re: ‘()() D7E-HG-C100 97 36N T0, D37 o 72007 b7E
LEAD (s) :

Set Lead 1: (Action)
INSPECTICN

AT WASHINGTON, DC

(1Y For ac-tion deemed appropriate.
Set Lead 2: (Action)

EENERAL TOLUNEEL

AT WASHIMNGTON, DT

(1)  For action Jdeemed appropriate.

+*



NSL VIO-36219

DATE: 01-30-2008 ALL INFORMATION CONTAINED
CLASSIFIED BY 65179 DMH/KER/TH HEREIN 15 THCLASAIFIED ExXCEFT
FD-962 (Rev. 03-21-200SpEased s 17 4 [T WHERE - SHOWN. OTHERWISE

DECLASIIFY O 01-30-209% >
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 03/23/2007
To: Incspection Attn: IZ7, Room 113961
Zeneral Counsel Attn: MNSLE, Koo 7975
From: :bZ
- b7E
Contact: o~ bé
bicC

Approved By:

Drafted By:

tUJC3§é“ID~#LMML ZVB=-HO-Cl229756=-YIO
278 AGTG04=-YVTO h2
Title: i) FOTENTIAZ INTELLIZENCE OVERS_ZZHT bIE fbi
20OARZ (IOE) ERROR e
b7E
iU)SYﬁépsisf“i>< To report possible IOB error. bt

b7cC
(Uj“wm>é) Derived m: G-3
Declassi Oon: 03/15/2017

Details:

l

)]

1.

1ni-lated by N

491

-, 3 precsumed U.3S. Person.

-

>

Pozzikle 10OE Error:

€8}

{

g
(D
()
—+
-
>
=
|
I
—
)
™1

Yo HNETIM Sectisn Reference:

tUJM“><) 4. Legcoripticon of IOR Error (inc_uding any reporting delays).

the cas=z agent, Joint Terrorism Taszk Foroe Officer in
analyzing pnone records previously obtalined through The Solrge of this
nvestigation., Writer 1s supervised by ESRAI

Writer croparced five (5) Mational Security Lottergs (MNSLo) rojues—ing
subescrirer information on fifteen felephines nurbhesrs identified through
the cocurse of the analvysis. The MELes were datad 02/28/2007.

SEINE b6

b7cC

(3) Writer, SR,l Iwas tastf; it osodicdnyg




NSL VIO-36220

m S
e —

bl

b4 (S) On 03/15/2007, while analvzing the results o f g
BID aforementioned MNSLs, writer identifisd telephone numberr-

and accompanying subscriber information and determined Lhat [L was rot
listed in the criginal gl e Jec-rde that predicated the NELs.  The
z obtained from

J;mﬁg;ihﬁr informationl I

EUEIEN SU~ SV=E R = X A I AP DT writer confirged Zhaof e IO =T 1o
TTio Lo 12 HZEL addressed to hadel
N2/0R/7 20w

bl

b4 (ol iteolr rteidewed the original ghone records on which the KSL

1

17D to Las predicated and noted a similar telephone
| nunBer,I I however subscriber information for this
telephone number was already available.

m

[45]
o8]
=~
=

(S) The subscriber nfcrmatbtion records per-aining to

s sequestered and turned over to the CDC Zo be meintzZirew Lii 4
1 conditicon.

0
}—
)

bl



NSL VIO-36221

SPeRET

Tf?x\ ngpection From: Ebz
Re: 7 2TC-HE-C12237 36V IO, D3/23/2007  hT7E
LEAD (s) :

Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*

La



NSL VIO-36222
DATE: N1-30-2008

ALL INFOURMATION CONTAINED CLASSIFIED BY 65179 DIH/EZR/IW
(Rev. 01-31-2003) HEREIN-T%- UNCLASSIFIED EXCEPT FEASON: 1:4 (C)
WHERE - SHOWN - OTHERWISE 3 ¢ DECLASSTFY OH: 01-30-203%

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/26/2007
To: fzeneral Counsel Attn: HNSLB, Rocr 7975
Inspection Attn: I-7, Rocom 1136l )
b2

From: ‘ L7E
- ' bé
: ».;‘ k
Contact S B7C

Approved By:

Drafted By:

Case ID #: (U) Z27C8-HQ-C1229736-VIO (Pending)
Title: i REPCRT OF POTENTIAL

INTELLIGENCE OVERSIGET

BCARD (IOE) ERROR;

sSyncpsis: (Uy To report potential IOB =rror.

bl
N Derive rom : G-3
Dx{ Decla;gﬁg; On: X1 b2

b7E
1.] | b6
Caze Mhmker initiated byl | b7C
S a U.S. Perstn

i >< X, Fozsible I0OB error:

fx The Righ=T «f Financial Privacy Act, Title 12, T1I57T

-

Description of IOE error (ircluding any reporting

'““}X< Dooapdit of the ftile reyes ed fhat Caze Dol
(re-ipedy =14 33e2l
TCeoooved Informatlon from CTior Lo Thc locuancc

b7D
fol3
b7cC



(51

SESegT

NSL VIO-36223

b2

peranissible to acocept information

dovolnment or private entities. The

= agent further de-ailed the information in
Juideslines for conducting a Prelimirary Znguiry,
volurtarily
case

Trr Zeneral Counsel  Frome b7E
Re: (U)  278-HQ-01229736-V10, 03/7°6/2007
of s N3T Qo N/ 0ns,  Cams Dospt sroke with
: who advised thal _the
e s ad e Lo et T account due to freguent
gsee gerial ] O 06/ 5 /2003 I
Sellolo 0 ang o, ah Moo was directes fto Audi=
feam was concerned because nothing irn 18 d=talled exigent
cir-umnstances dictating receipt oI rec;Ld% prior to the N3L
lzsguance. nowever, information in the case file reveals that —he
agent detailed "information furrishe d" and not records.  The
the EZ. T[ursuant

it is
crovided by
zlogsed on

WAS

bl
b4
b7D

bé
b7C
b2
b7E



NSL VIO-36224

SeeCET

b2

To: General Councel From: | b7E
ke: o CTE-HQ-C12209736-VI0, 03/Za7007
LEAD (s) :

Set Lead 1: (Action)

SENERAL COUNSEL

AT WASH-NGTON, DT

(U) For aztion deemed appropriaze.
Set Lead 2: (Action)
INSEPECTION

AT WASIIMNETON, [T

() For action deened appropriate.

*



NSL VIO-36225

DATE: 01-30-3008 ALL INFORMATION CONTAINED
(Rev. 01-31-2003) CLAISIFIED BY 68172 DUMH/FERSIW HEREIN- I8 UNCLAZSIFIED EXCEPT
REAZON: 1. -%l:':] WHERE -ZHOWN- 0TREREIEE

PECLASSIFY O 01-30-2033 %‘r

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 032/19/2007
To: (Ceneral Counsel Attn: N3LE
Tnspection Attn: 112
Counterintelligence Attn: TDh-rC, Roop 4006
o

Attn: ohe

From:
b2
concact: SA bIFE
Approved BY: fb61
piC
Drafted By: bl
. . . i
Case ID #: (U) 278-10-=C1229736-VIO [(Fending,
(11) s ol (Fencing) b7E
(3) {(Pencing)
Title: (U] R%PORT OF A POTENTIAL IOE MATTER b4
Svpepsis: (1) TOE reporzing of Zinancla. institution 7D
crror in response to NSL.
(Ujmmem9<) Derived\Efom : G-3
Declassj On: 03/19/2032
Details: (S) i ;bl
ar USEER] [ 'The Case 15 bo
T E0 | The case BLIC
ajont o—on AN L e Cast Suniin's supervisor

EU?“”“Z?K{ In an HMSL dated 11/0%/°00&, writcr roguecsted

fireapciazl accoynt information for thewmsubdect!ls accountis) from
for the time periodl | to presesnt.  On

Do/ 16/ 0D/, wri_tLer received the results -2 sald NS Upon review

of the zccount information, wrizZer noticed that |

provides account informaticon dazing kack t-] TWL L=

believez that this coourred because w3is tne rirst day

s)é'r

oo oo
S A ST N



NSL VIO-36226

Psagr

bl
b2

T oA —— il il Lo .
Re: (21 (Periding), 0371972007 b7E

within that month's cvelel)

= /

b

N T

Y]

l2 and the rejues=ed start d

b7E

(um BB, wriltepr will maintain the full results of the
NST, i & 1A envelcope in the cage [ile., Writer will corsider b4
requesting financial records from incep=zion of acosunt b pre '1t'b7D
to cover the pericd of time for which financial informatior. was |
accidental .y providsd by o writer.

o
14 day period.

This matter is keing reporzed within the mardatzry

SMET



NSL VIO-36227

= T: bl

To: Gerergl Copnoacd i b
Re: (3) (Fending,, J3/13/2007% bIE

LEAD (s) :
Set Lead 1: (Action)

CENBERAL COUNSEL,

AT WASHINGTON, DC

(U) Informazion is beirg provided to NELE for whatever
aoticn is deemed appropriate.

Set Lead 2: (Action)
INSPECTION

AT WASHINGTON, DC

i Information is being provided to IIS3 for whatever
actiorn. iz dszemed appropriate.

Set Lead 3: (Info)

COUNTERTINTELLTGENCE

AT WASATHNGTON, DC

‘UJy At CLC-2C: Read and clcar.

Set Lead 4: (Action)

b2
bh7E

a

oy

(17} _nforration is being proviced to CLC for whatever
acticon iz cecmed arpropriate.



NSL VIO-36228
ALL INFORMATION CONTAINED

_ DATE: 01-40-2008 HEFEIN IZ UNCLAZSIFIED EXCEPT
(Rev. 0L-31-2C L as S TFIEN BY £5170 CDMEFESEZIV o ST ombo R e e, AR S

eI VEEFE SHOWN OTHERUISE
e b KA S B S
EOLASSTET Dl OL-30-2053 sg}a@?}/20320319

FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEIZIATE Date: 03/19/2007
To: iZeneral Counsel Attn:
—oLrer—re e aw onit
Tonnterintelligence Attn: 117
~D-4dE, Roor 4932
Inspesction Division Attn: Internal Investigations
b2
From: b7k
- bo
Contact: SA .
: b7C
Approved By:
Drafted By: Bl
Case ID #: (U) 279-HQ-C1229736-VIO (Pending: bz
h7E
iS} """ R ) (Pencing) bh7A
Title: iJ) RZPCRT OF A POTENTIAL IOE MATTER b1
Reference: 278-H(Q-T12297326 Serial 2570 b2
b7E

Syncpsis: (3) This EC serves to report the inadvertent collection-b6
which has arjsen from the request for e_ectronic communications of .
aubje~t ESPTOMARE METTER, bic

b7A
N\ Derived . G-3
NINE DeclassiffhOn: 03/19/2032

Administrative: (U) FISA WARNING STATEMENT-STATUTORY RESTRICTIONS:

(U) This document contains information that is Foreign
Intelligence Surveillance Act (FISA) derived. Per 50 U.S.C. section
1806 (b) of the Foreign Intelligence Surveillance Act, recipients are
reminded that this information, or any information derived from it,

_SPegET/ /20320319



NSL VIO-36229

Ebl

S T//20320319 b2
BSee bE

T IR N R | I BIA
> 2 (¢ .

S D2/19/2007

may only be used in a criminal proceeding with the advance
authorization of the Attorney General. This information my not be
disseminated to a foreign government without the authorization of the
attorney general.

bl

i Enclosure(s) : (3) A copy of the Naticral Security Letter (MNSL)
B7D requesting the transactioms NE~TeuD of the zactioned asubject and a2

copy of the let ja F]mm cottino forth the opbo-riber
Information for

Details: {(3) An inadverTZent zdmiristrative errcr has occurred in the
collection of eleghbropic communication trapsasctional records of
capticned subject is providing the bl
frllowing informatict Lo 1MoD puUrsGar. L. Leferenced EC: b2
bL7E
bé

(3 b7C
. BEsFLIONAGE MATTER
bl OC: DE
b2 (o) Case-IDr—#
b7E

o Substantive Investigation

) The subjegcZ and fsrget of the investigation in which
cocurred 1s b J.3. person who was bhorn
of Michigar

X [

. 1
i S :I L ool ool lon ool lhies 35 Lhe CAasse was
convertaed ToOE

‘117 Controlling Legal Authority

By FRT iz conductirg a
pursuanst to the Attornsy Gsnsral Gaidelines Lo rel

bl Martlonal oeclllty InvesTigations ard Foreign Intelligence Collection
bé HRTG) (Oofteber 31, 2003) and under the authority of Fxeonrive Qrder
n7C o323, da*ﬁd Cocember 4, 1951, and purcuant to Title 18, Unized States
Cod= (T.3.C0), Section 2709 (Section 202 of the Elsctronic
Comyanizcations Frivacy AcT, as amsrded).
fU)"w““Zé<f Crn On/065/06, =1 H3IL was “=ssyued directinql I
| to
prov_de toe t-1 the namses, addresses, lengthh O selvice and elel-roni:
communizations transgacticonal records, Lo include evisting
fransact icn/activity Toogs Aand 211 electrondio mail (e-mail) header

s/ﬁs(ﬁ'r//zoszosm 14

) b7D



NSL VIO-36230

spefr//20320319 Dbl b1

b2 '
T:f fﬁfﬁ S | I b7E N

03/19/2007 i b7D

Cipformation doct o dnclude me and/or sabject fields) fopmo
E for the 'm-'v, . to the present«. h7E
(| D

")&i Statement of Error

e oot ot o a ot e oo oo s oocurred on the
part o f resulting in thabl
e T T CTIL LUL e-llal. addrecs liolder b4

b7D

b2 () The fellowing is a chronzlzgy -f evern
dis-overy of the inadvertent srror ard the resc
b7E Division:

(D) el ity 0 0 pedibimmmadaic e - = 2L datzed June Z0UG was
drafted by ZA } FBI Aand sent to 2T
specifizally The RE, TCOULL I o

crovide tra-sactional records for e-mal. address Nolder

The cnclogses NSL reguested the names,

e ———— 102 and electronic oxrnunications

) transactional lptﬁldo, —o include existing transacticn/activity logs
bl and all elec- nic mail (e-mzil) heazer infornmation. The H3L also

ts leadipg - the
) the

b2 dirscted not <o provide message content and/or subject

bTE fields!. " Specifically the first paragrapnh of the N3L reads, "Under
B4 the authority of Executive Order 12333, dated [Decenlber 4, 1931, and
. purzuznt to Title 18, Unizted States Coce [U.S.C.), Section 2702
;b7D teeclion 201 of Lhe Eleclronic Comnur:icallcngs Frivacy Acb, as

be amendsd), vou are hersby directed to provide the Federal Bureau of
r7C “nveaetigation (FBI) the names, addresses, and length of gervice and

electronic communications _’ehuacflural rcvurdu, to include exis<ing
transzcticn/activity logs and zll electroniec mail (e-mail) header
information (not to include message content and/or sabdect fields)
frr the below-listed e-mail zddress holder:

(31 on JIulv 5, 2006,

- = TR N S TR &N i SOa
TC_ F=T BT NS B W = - N 1A =TI V=T Y on July 5,

oC0e igned file numbs bl

-~
<
s

L7E

b4

1 . k7D
NSL dated June 5. 2006. t{ |from FB be

(See enclosures) 17

SERRET/ /20320319 fﬁéD
3 be
b7C




bl
b2
b7E
b4
b7D
b
bh7C

bl
b4
b7D
be
b7C

NSL VIO-36231

W//zoszosw fgé

mes o TS Froae bIE
(s 03/19/2007

(3 On Julv 19, 0006, in ar EGedwatrad by aal - |
F=T Ra), to FRI SR AL oed
: L e : coplts o e e e e L eial ]
addres: Jde Lo 34 SA enclosed
a CD pelieved TrmmolitorI oo r __I'lfOL'ITl»_Lm'J—J T

v oand advised tha
it was the responsibility of the receiving coffice fo ensure the
nformation contained in the CD was appr-ipriate to, and in fulfillment
nf the NSL reguest.

(VAN

o X)) On July 21, 2006 or July 24, 2C06, SA received the
zsu_ts of the records search znd the TD. Dusto Ler—wrroload and .
several pressing investigative pricoritie=z, 3A did rot eramine DO
the contents of the CD immediately upeor. receipt. one stored it in a bh7C

_-chked desk drawer un=zil August 11, 2006.

() On August 11, 2006, SA[::::]Leviewed the CO for the
first tine since receiving 1t in July »0u6. After inserting the CD

Inte her conpuater, and opening it, BA readily determined that in
addition to containing —he hegdeor inf . L the CC also conzained
the content of e-mall address | SA

mmediately closed the file, rZencved The CL from Lhe conporer,and
nro-eod=d to turn the D over to CrieZ Division Council (2D

AL 10 tims were coples of tThe information on the CD made.

pronptly sequestered the CD in a _ccked calkinet in hisg office.
SAl |also notified her then supervis-r, S3A

(11)  Tlpon the realizzatiorn: Lthat an cver—-oolleotion had
occurred, the matter was documentecs in an EC and forwarded to —he
Snkbetantive and Counter-espionage Law nifts.  However, it waszs lazer
dets -

mined that the Inspection Divisiorn, Znadvertently, was noz
notified.

s}@'r//zoszosm
4



NSL VIO-36232

W//zoszoaw b1

Tos TR e e r--————] 02
Re: (= 03/16/2007 BIE
LEAD (S) :

Set Lead 1: (Action)

SENFRAT TOUNSEL

AT WAZHINGTON, [C

iUl Pleases review to determine 1f this reportez complliance
matter rezuires nctification of the IOB based on the requirements <f
EOG 12863 and Jguidanrce previcusly provided by the IOB.

Set Lead 2: (Info)

COUNTERINTELLICENCE

AT WASH NGTON, DC

(Uy CD-4B: Feor information only.

Set Lead 3: (Info)

IMNSPECTION DIVISTION

AT WASHINE=TON, DC

(V)  Interral Investigations Section: For information only.

144
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DATE: 01-33-Z003 ALL INFORMATION CONTAINED
CLASSIFIED EY 65179 DMH/KSR/ 10 HEREIN 15 UHCLASZIFIEL EXCEPT

FD-962 (Rev. 03-31-300*}&: WHERE 3HOUN OTHERWISE

DECLASSTFY ON: A1-30-2033 Sm
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTIMNE Date: 03/22/2007
To: Inspection Attn: IZ2, Reoom 2041 L
Zeneral Counsel Attn: MNSLE, Roorn 7975 :bé
b7E
From: bé

Contact: SAI h7C

Approved By:

Drafted By:

bl
””'éage ID #:- '04 ZV8-HQ-Cl2297536=-YIO b2
b7E
Title: i)y RZPCRT OF A POTENTIAL b
INTELLIGENCE OVERSIGHT BOARD [(IOE;, MATTE=R 7D
| :
l: hSync>ps:.s >< To reporT potentizl IOB matter :b6
b7C
() - }gé Derived §§E§>&::E§I SCG G-3, Jan. 1997
Declassi n: /22/2032
Details:
s 1. l
initia=ed by
] -, 3 U.S. Person.
iUTwm><' E bPosgsible 1OB Mazter:
(8) Tne Attorney Generzl's GuizZelines [rovision: HNational
Secarity Le—ter (NSL) re: HHHf ng financial records pursuant
4+ Do+ 1.7 H"‘f‘ “;.—1—1\r~ B e S Y P W

) 9@ 4. Degcription of TIOR Matter (ircluding any reporting delays).

(S) Qo g4/11 /7000 .‘Q.,E\I |1' coles o Nar tol

| IFeonesting
oo o oo rds perLalnlrg ronm
I o present.  The BSL oo LIS Loguesl Was
atnoriced by Eirecutive OrzZer 12237, and pursuant —o Title

P



b1
b2
b7E
b4
b7D
bé
b7C

b6
b7C

(-

g

2

(8)

(-

(1) -

(-

e

X

NSL VIO-36234

e

:1n3p%ﬂtion Erom: b7E

2Te-He-C12297 36V IO, D372/ zo07

1, U 2. C. . Soc—ion <414 () (6], The MEL iz docurmentoed in

O DT/l 2008 QEI Iﬁﬁn*nhfad O reyiows

[y

the records
orovided bvl as documented in

provided addidtdonal rocords

JoCANEN L LIy LiNanelal Llalca-rlons pricor to

wnich was cutside of the reguested time period of
to present on the N3L.

SA documented information related to the additionally
provigea financial recor2s irn Zerial 606.

SA[::;:] did no< use the azditionally provided financial
records to obtTaln zdditicnal [:ZL's, or conduct further
lavestigative activity.

Trne additionally proviides firancial records have hean

the

-

removed from The case file, and ccegqueostcered b

b

Crnief Division Counsel (CDT).



(1T

Lo Inspection  From:

NSL VIO-36235

b2
b7E

Re¥ 3 27R-HQO-CLI26756=VI0, T3/ 22/2007
LEAD(s) :
Set Lead 1: (Action)

IS =ECT LON

AT WASETRGTON, DT

(U) For action deened appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASETINGTON, DO

(') For acticn decmed appreopriate.

*

[N &
H



D&TE: 01-30-2003 NSL VIO-3623§ _
CLAB3IFIED BY 65179 DMH/RSR/IV AL INFD%HATE,Nai_ETA;ﬁE3‘ ‘
FD06 ey, 3. FEATONE 1.2 (0} e st e B0 BACEET
Rev. 03-1-2m b L ASSTRY ON: G1-50-50%3 WHERE - SHOVN OTHEPWISE
P

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 03/22/2007
To: Inspection Attn: I-Z5, Room 2041
Ceneral Counsel Attn: NSLE, Roon 7975 bz
b7E
From: bE

Contact: SAl b7C

Approved By:

Drafted By: _

{1 ’ bl

Cé&é”ID“#t~~Bﬂi 2W8=-HQ-C1l229756=-YIO Lb2
b7E

Title: iy REPCRT OF A POTENTIAL k4
INTELLIGENCE OVERSIGHT BOARD [(IOE;, MATTE=R 'b7D

b6

{U}~Synqpsis:n3§§ To report potentizl IOB matter

Ry (‘ﬂ Derived . FBI SCG G-3, Jan. 1997
Declassi .. 03/22/2032

b7c

Details:
3 1.
initia=ed by
] -, 3 U.S. Person.

(a
T
O
0]
3]
|_J
o
—
gl
—
T
=
(_._1
_'_
I—g

m X

(8) Tne Attorney Cenerzl's GuizZelines [rovision: HNational
Secarity Lezter (NSL) rezuesting tcocll Filling records
poursyant to Title 18 U, o, C ., Sect-opn 27093
- N 4. Description of TIOR Matter (ircluding any reporting delays).
(3S) O~ us/lh/r0iih SAI Iissued 5 P3L to
| L ces-ing
toll Pilling records poertalning f rom
o present.  The FEL —ored LNlo Lequent was

-cutive OrZer 12232, and pursuant Zo Title

s

TThoriced by E



NSL VIO-36237
b2

%ET bTE

G736-Y1I0, 3/20/0007

ﬂUJﬁ%mh Tngpﬂﬁfio From

ke: “e%j ST R-HQ-T102

e eieiiieoeiy) 1, Thie HELis-documensed- i

bl
2 (3) On 05/17/20048 ::F—-,I_lrmdlll fted a review ol he cooo o
b7E Loovided b Fas Jdoourented 14
b4
b7D - N, . _ i e e
bé ! '»></ : pr0v1ded s gr@s whlun‘w¢rc bazeo iy fh% date of
. faeir billing cyole, b wit g fhe Julsy 2003 statemert.
b7c Jot=) rbnmnnf in guestior. was cpened Ithe:efore the
statement includez 72 calls from the month of June

-~

Thege records are Zncluded in the case file in BSerial

111,

(Uj*bé) It iIs noled that Lhe NSL Issued in this present matter
predated the attachment which vregsenlly accompanies HNEL
LSJIthR for —~11 pillins records, |

| | Consequently, had the present
watter occurred a short time later and after the
iy lementat ion of the akove-stated attachment, -—here would
have been no obligaticn o report it as A potenzial IOE
viclation.

. ‘%1 Exrert for one phone number, e did not
bl ngs the additionally provided reccrds to obtaln additiconsl
b2 . onr conducT additioral investigative actiozd sl )

did not issue a additional NSL regarding
f:\,,,];::w.g'é}_‘ did obtain adddd ool Jnl et 1o oo e e T

the ponler from the

b7E
b6

bic ibovon PrioTie Sl lo
Co/ Lrol were socumentad 1n the records prios o
| i L here wore 37 do-yyrented phone calls
te/ frcol after 2R Jwvould have
3 to conduct —urther 1nvestlgatlve activity

T o e additionally supolied records because it
'CJm%hted 37 fTimes zIter b2

-
el
W
)]
Q_. H

'CX( The additiopgl records (1 ~alls) were uploaded into Lhe b7E
| proxyam of ACS.

iUh\a>< The additicnal records (21 calls) pricr to have
fezn rencved from The case file, and sequesteled Ly Lhe
Chief Division Counsel (CDC)

%T bg,E



NSL VIO-36238

(). SuT

To:  Trepection  From:
Re: 5( CTE-HQ-C172G7 ShevI,

b2
/0072007 bh7E

LEAD (s) :
Set Lead 1: (Actiocon)

INSEFETUTION

Tl

T WASHINGTON, DC

‘Ui For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTOMN, DC

(Uy  F:or action deemed appropriazc.

*



NSL VIO-36239
DATE: 02-04-2008

ALL THFORMATION CONTATHED CLASSIFIED BY 65178 DMH/KSR/IW

(Rev.01:31-2003)  HEFEIN i UNCLASSIFIED EXCEPT REASON: 1.4 (T}
WHEFRE. SHOUN OTHERWISE DECLASSIFY ON: 02-04-2013

SPeET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/26/2007
To: Inspeschtion Attn: IZ-
Ceperal Conncol] Attn: MELB
I Attn: TDC
b2
From: b7E
h6
Contact: S35A o
h7C
Approved By:
Drafted By:
Case ID #: (U) 278-HQ-Z1229736-VIO (Pending)
Title: () REPCRT OF A POTEMTIAL IOE YATTER
Synopsis: (Uy EC provides details regarding a potential IOE
matter.
(U
[>‘< Derivc:?é‘rom ;. G-3
Declasé&iXy On: 03/09/2017
Reference: (1) EC dated 11/16/2006, file 273-HQ-C1229735.
Detaiist%mjxq (WJIJD/_j/ZH[H’ |Ra! |
nformed niz supervisor, 33A | =T = potentlal

“OR vinlation relsted to ql el a-e Thvestigation entitled
The sukbjesct of the

nvestigation 12 a U.3. [pers

O}

.

' |

The ~a5e

- o ~yrrently o onene |

2t
B2

b7E



NSL VIO-36240

SQéRET

b2
T 1om From: b7E
Re: 2TO-HE-C12237 36V 10, D3/26/2007
{U) The potenzial violatior zocurraed whena HNational .

Secyurity Tetter (USTY, da-ed 17470006, was cent to] ] ,’b4
| b7D
1 TS 1ol Was S92l LUreuant o b6

TTrlE Tor Deo.Cer Seontoin To8lu.  The didleamecifically requested nic

personal identifying informaticn Zrom tiles relating to

the consumer or consumer aoocount bt [Tnlted T nanres associated

with the consuamer, current or former dudreoses, and current or

frrmer rlaces of employmenf The K3L a_so requesta 8

and addreszsses of any financizl institutizons where

Indicate the consumer maintains or mairtalined an

(U) In response to the MNatisnal Security leftter ,

[:;::::;]sent a credit report :egarding the subject of the case. b4

Whern the credit reporT was recelved on 3/22/2006, it had kbeen b7D

prorly redacted with a klack pen and the cases agent did not

realize it was a full credit repcrt anc g.aced 1t intc the case's

A csup file. Mo addizional leads or NSL's weres sent out based on

nformation provided in the crzedit report

) -m§%<L Crni 3/8/2007, when e-mails circ ld ed related =—o

the use of AIN's a?d_;hﬁ possibility vas sending cut full

credit rerorts, SA recalled he MEC recelvaed a credit report

from in| linvestigaticn and reviewed

his ITT=.  1IhL= report was reviewed py the writsr wio determined

2t to bg a full credit report (albeit pocrly redacted). The

repori gga dinpedigl el placed inlLo ar envelooe and provided o

A/ CDOC on 3/26/2007, where 1t was sejuestered

penditg % arrenanaricn from NSLE as ta whether this matter

cons=titutes an IOLE violation.

b4
b7D
be
b7C

SE%B%?

[\



NSL VIO-36241

b2
b7E

Ty Inzpecticon Frooaw:

SNT

Re: (U) J7C-He-C10r 3730V L0, D3/06/2007

LEAD (s) :
Set Lead 1: (Info)
INSPECTICN

AT TS:

99]

[95]

(1 For information.
Set Lead 2: (Info)

EENERAL TOLUNEEL

AT NSLE
(1)  General Counsel 1is reZussted to review this mat-er

and provide gaidance ags to the dispociticn of the sceguestered
matzrials.

144



NSL VIO-36242
DATE: 01-30-2003
CLAZZIFIED BY 65179 DMH/ESR/TU

DECLASSTFY OM: 01-30-203
SE}@T

FEDERAL BUREAU OF INVESTIGATION

ALL INFORMARTION CONTAINED
_ HEBEIN IS5 TMMCLASSIFIED EXCEFT
(Rev. 01-31-2003) HERE SR HTHERTT e

(53

Precedence: =ROUTIMNE Date: 03/22/2007
To: Inspection Attn: I2:=
Zeneral Counsel Attn: N3LEB
From: -
Contacey SS5A :b7E
be
Approved By: b7C

Drafted By:

':Uh e
Case ID #:- 0 “78-HO-C1229736-VTO  (Perd 1)

Title: QD] KEPCRT ZOTENTIAL IOR MATTER

Synopsis: (1) To report potential IOE matter.

{U)ng§(: DeriZzgkg;?m : G-3
Decl i on: 03/22/2017

“”'DétaiIST““£X§ The following inTormat: n s vrovidsd oo OGC and
tho Znocoection Zivizion in ordcz fto cxamince the following
potential IOR matter:

bl
o n SAbetaptive Invosfidafimr'l B2
7E
() >gi k. Iameg ~f Relevant perscnrel:
315 BSubject:
iSj Caze Agent: DA H
SS8A: S3A
2R (Acting,
(U X Identificaticon of the Sukject's =ztatus: Obtalined US b1l

(Jitizensl‘lip: e

b7C



NSL VIO-36243

m SNT b2

. b7E

tion Fron
TE-HQ-012097 2610, D3/20/00070

iUi”““f}( D. Explanatior -f the errcr believed to have been
cormitted: :
“ommitted b6

EUT%mQ{J (1) Wher error cocurred: 0&/27/72003 b7C
er er WAS

SSA Us/ 2172007

(3] I Divicicr

bl

s st |
Lol o ol oo e e el ers ([Nolo )
addressed to] I1’equesting
fingpoial Jecords were signed by
o 1 - Copa e
SAL | S N Ay Aoy arope Av e e mnittal EC was

drafted with the NFLs 3t the time of SAC signa-ure The LSLs
2 representatives in

draftted and approved an b Senl Lo

oI General Council (OGC) to ensure

that OGC had flhe proper information to support Congressional

Keporting reculircments asscociated with the NSLs., MizZigating

factors: It was kbelleved that the transmittal EC was not

. zIy kbecause service would ke handled locally within the

l visior.,, and NZLE reporting reguirements were met with

cesuent EC.

iU)mmmbé) (21 Contreolling law/regulation/NELG Provision:

HFIEF Manual Section 2-17
) r}( (3] .
bl

H b2

bh7E

Chnrrenl. Sbatins: Closed

b2
b7E
b4
b7D
b6
b7cC



NSL VIO-36244

sp2r

- b2
Tri o Inspection From: ﬁb“
Re: >s< DTE—HG-C1 2097300, DS/ L0/ D007 LTE
LEAD (s) :

Set Lead 1: (Action)
INSPZCTICH

AT WASHIMGTOM, vt

(1)  For action as deemez appripriate.
Set Lead 2: (Action)

ZENEXAL COUNSEL

AL WASHINGION, DC

(U) For action as deemec approprlate.

*



NSL VIO-36245
DATE: 01-30-2008

CLASSIFIED BY &5179 DMH/KSRSIUW SLL IMNFORMATION CONTAINED
(Rev. 01-31-2003)  BE&ZOMN: L4 {E) HERETN- I& UHCLASSIFIED-EXCEPT
DECLASSIFY - ON: BL-30-2033 § ET WHERE - SHOWH - A THERWIAE

FEDERAL BUREAU OF INVESTIGATION

Precedence: XOUTINE Date: 03/22/2007
To: Inspection Attn: I2:=
Zeneral Counsel Attn: HN3LBE
From: b2
SomTeoT— con b7E
ontact: S35A :
b6
Approved By: bicC
Drafted By:
() N e oo s s S
Case ID #: (2 TTR-HQO-C1229736=-VIO (Pend i)
Title: i) KEPCRT ZOTENTIAL TOR MATTER
Synopsis: (1) To report potential IOE matter.
(Ul~mwwi§<: Derived : G-3
Declassi : 03/22/2017
(U)o ) . - : : : b
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- SESRET b2

2o Inzpec Fronm: b7E
Re: ‘Eﬁ( :7E—Hg—'l“'fqb—VLU, U5/ L0/ 2007

(-
f;‘; L. zurlanation of the error helieved to have been
comiiitted:

(Uj){) (1) When error occurred: OG/ZY/ZUUJ
When erpoll wWas
of S3A

I 3ivision|

S|

| was lnstItuLed Ly ohi ion

| IR S I = S Y I N I NS = I I SO Y I = I I R Lo LS

addrezs=d to regqaesting
fipanoial o= wele signed by SAC

| :uu UO!L//LQUJ. e 'Ld“uulttdl EC was ijfﬁ_j
with the NSLs at the Time of SAT sigrature. - WAL=
_ocally r~llV~rPd to bank representatives in on
07/03/2 San| drafted ard approved an Bo ooent to —he
1tf”ht1ﬁh mf the CIflce oI Generel Courncili’ [(Q3FT, to ensure tha-z

OEC hﬂd the proper information to support Congreszsional Reporting
irexents associated with the NSLs. Mitigating fﬂPtHLb. It
was pzlieved that the transmittal EC was nci nescessary because
servize would be handled loczlly within the Division,

and MILE reporting requirements were mst with one onnsauent EC.

‘““>< (2) Conlrelling law/regulatisn/MNSTE Frovislon:
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e X W
Ui {nppection Brom: fb:
Re: 27e-He-12097 3610, D2/l2/ 2007 b7E
LEAD (s) :

Set Lead 1: (Action)
INSPZCTICH

AT WASHIMGTOM, vt

(1)  For action as deemez appripriate.
Set Lead 2: (Action)

ZENEXAL COUNSEL

AL WASHINGION, DC

(U) For action as deemec approprlate.
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AN <. Identificatior. -f the
and 1s a naturalizez U'S -itiz

w"‘“ﬁ%ﬁ D. Explanation of ths srror believed Lo have boen
committed: bt
b7C
m oK (1) When errsr oseurred: J6/07/2003
When error was brougnt to atfention
of 38A 23/21/2007
[l I Divigion
I was et tyted - Sl L

Al sulbsoquent Ly

[0 9 W N S ALY L W T L NOLIonarl cendrIey el (M2L) addreszed o e

]rcquostiTﬂ naocial rocoords on subject

I Iwas olohied by SAT On QL2 I/ 2T T ol
ToL marted 06/27/200% alzsdoontalned o Tz st to
i

- financial records assgscciated with subjects of Colier
ool d oot i ong | I

On the same date, 006/ 2 L 0ls e Dol

Ilcned S additicnal NSL addressed to

No transmitial Eurwdn drg =Tt r

oL e ol weTe  cally delivered to And

| | reoresentatives located 1o | or
Or/0572003, 5541 hrafted and approved an EC sent fo the
attentior. o2 the OIT1ice SI General Council (OGZ) to ensure that

(g -

(-

O5C had the proper Inferwation to support Congressiconzl Reporting
recuirements asscciated with those two NSLs. Mitigsting factors:
It was kelievex that the ftransgmittal EC was noT necegsary kbecauce
service woula be handlzsd wilhin Ehe Divigion, and W3LE
reporting resulrements were wmet withorne onnesediient EC .
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e |
b2
Tri Inspecticon From: [::::::::] L7F
Re: X) DTO-HG-0122 97 30w L0, Da/ 12/ 2007

LEAD (s) :
Set Lead 1: (Action)
INSPZCTICH

AT WASHIMGTOM, vt

(1)  For action as deemez appripriate.
Set Lead 2: (Action)

ZENEXAL COUNSEL

AL WASHINGION, DC

(U) For action as deemec approprlate.
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