
NSL VIO-36101 

(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 

From: 

Date: 03/27/2007 

Attn: Internal Investigations 

b2 
b7E 
b6 
b7C 

Office of r!h -j p f Fi "i a H ,qj ori f!ni in .q p 1 
Contact: CDC 

Approved By: 

Drafted By: 
TJ j 

ALL immmzmk^MMMP.. 
HEREIK IS UNCLASSIFIED EXCEPT 

Case ID tr w V ?7ñ-HO-C1 ? ? Q7 3iñ-VTO ( Pending ) 
(S) (Closed) 

Title: (U) REPORT OF A POTENTIAL INTELLIGENCE 
OVERSIGHT BOARD (IOB) MATTER 
REGARDING INVESTIGATION CONDUCTED 
BEYOND EXPIRATION OF PRELIMINARY 
INVESTIGATION 

.12.-19-.3.Q.G.7. 

C LASS IF IE D.. BY... 6 517 9... DMH/KS R/ JJJ 
REASON: 1.4 (C) 
DECLASSIFY OH: 12-19-2032 

bl 
b2 
b7E 

Synopsis: (U) Referral of potential IOB violation regarding 
investigation conducted after expiration of Preliminary 
Investigation (PI). 

(S) 

(U) ^ Derived E^smí : G-3 
DeclassiÊyOn: 03/27/2032 

Details: By way of background information, during the 
recent National Security Letter (NSL) audit of I | 
Division, the Inspection Division audit team identified two 
investigations involving noss i hie TOR violations unrelated to tl 
i qqiii nrt nf KT.̂T.q I 

I Review of th: 

conducted during the second renewal period (beyond the initial bl 
one-year period) without the PI extension having been approved by Jd2 

b7E 
b 6 
b7C 



NSL VIO-36102 

t u > 

TOK Inspection From: ' ' ' b 7 E 

Re: 27 8-HQ-C122 97 36-VIO, 03/27/2 007 

FBIHQ. Investigative activities noted by the inspection team 
consisted of financial analysis and receipt of information 
resulting from outstanding NSLs. 

\/ I 1 
"(X) | | review of this finding confirmed 

that it failed to obtain FBIHQ approval for this PI for second 
renewal period (beyond the initial one-year period), as reguired . 
by The Attorney General's Guidelines for FBI National Security 
Tnvp.gtinati.Qns and Foreign Intelligence Collection (AGG I I -b7E I | More specifically, the SSA and SAC approved tne second 
this extension, however, due to an administrative error 

| | failed to also obtain FBIHQ authority as reguired. 
Accordingly, any investigation conducted after the termination of 
the first renewal period would be in violation of the AGG 
governing such matters. However, it appears that the 
investigative activity taking place during the unauthorized PI 
period is insufficient to be considered an IOB violation. 

m X review concluded that the 
investigative actrvrty noted by the inspection team did not rise 
to the level of an IOB violation inasmuch as the financial 
analysis conducted (EC, dated 02/28/2005| |during the 
unauthorized period did not require that an authorized • • 
preliminary or full investication to be open. (See, AGGJ 

| I) In this instance, the records used 
' for analysis were I I 

Accordingly, under the AGG the mere analysis of such Government 
records does not appear to require a preliminary or full 
investigation. 

"-"-(><( Likewise, it appears that merely receiving records 
from third party entities after the expiration of the PI--
pursuant to NSLs approved and served within the authorized period 
of the PI--does not violate the applicable AGG. 

(U) (^¡^ in conclusion,! I rpvi pw of thi ,q 
particular inspection team finding determined that| 
financial analysis conducted in this matter, nor the receiving of 
information as a result of NSLs already approved and served, 
amount to a violation of the AGG. Therefore, while | 
administratively errored by failing to seek FBIHQ approval ot tne -b2 
PI extension past one-year, this failure does not appear to rise J d 7 E 

to the level of an IOB violation for the reasons stated above. 



NSL VIO-36103 

(U) SE 

To: 
Re: 

Inspection From: h 2 
27 8-HQ-C122 97 36-VIO, 03/27/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For whatever action deemed appropriate, 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For whatever action deemed appropriate, 

Set Lead 3: (Info) 

AT 
b7E 

(U) Read and clear. 



NSL VIO-36107 

(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

bl 
h 2 
b7E 

Precedence: Priority 

To: General Counsel 

Inspection Division 

From: 

Contact: SA 

Approved By: 

Date: 03/27/2007 

Attn: NSLB 

Attn: Internal Investigations 
Section 

b7E 

iCl22 97 36-VIO 

(Closed) 

POTENTIAL INTELLIGENCE OVERSIGHT BOARD (IOB) 
VIOLATION 

DIVISION 

01-07-2008 
CLASSIFIED BY 65179 DHH/ESR/JU 

1.4(C) 
SSIFY Off: 01-07-2033 

Synopsis: 
Division. 

)rt of Potential IOB violation for 
b7E 

Enclosure(s): (U) Email correspondence between 
regarding removal of subject from VGTOF. 

and writer 

Details: 

(U) Tnyest i gat ion determined captioned s 
relocated to F 
sets a 1 ep-d 
response 

bl 
b2 
b7E 
b6 
b7C 

territory. Serial 6, 11/17/2 
locate and interview subject. In 

led writer t elenhoni ca1 1v that subject 
was receiving mail at an address in I I but that subject 
had not been located. Serial 16 of captioned case reported the 
i nvest i g^t i ve results and reguested the case be transferred to 

on 05/11/2005. Serial 17 reported closing of captioned 

h 2 
b 7 E 



NSL VIO-36108 

b2 
To: General Counsel From: I | b 7 E 
Re: 27 8-HQ-C122 97 36-VI, 03/Y \) 2UU / 

case 
b2 

n accordance with ITOS 1 315 closing policy b 7 E 
in order for case to be reopened bvl _ | Serial 17 was sent 
after conferring with SSA| [regarding the appropriate 
steps to allow the case to oe transrerred. Bpth serials set 
leads to Ito assume investigative responsibilities. 

unaware of any potential IOB vi olati on because writer attempted 
to close and transfer the case to | | per the current 315 
policy. Writer took nn furthpr invp.qtin̂ tivp action other than policy. Writer took nn tnrthpr invp.qtigativp action other than 
to request results of| ^previous interview in order to 
satisfy the administrative requirements to close the case. 

b7C 

b2 

iUJ """ Writer was notified by | | | that 
subject could not be removedl las requested by v^riter 
because the requirements for rpmnval had not been met. Writer 
subsequently learned that| I located and interviewed the 
subject on 11/10/2005, and based on that interview, decided not b 7 E 
to initiate a Preliminary Tnvp.qt inatinn Serial 23, 03/31/2006, 
requests interview results from] t ¡|in order for writer to 
nrnviHp nprpggary documentation tol If or removal of subject 
| | Serial 24 documents the results of | 
interview and| [determination that no nexus to terrorism 
exists. 

(U) The enclosure provides background information 
regarding writer's attempts to close the captioned case and the 
delay encountered while trying to remove the subject from VGTOF. 

(U) This report is made past deadline due to discovery 
of possible IOB violation by recent NSL audit. Writer was 

b2 
b7E 

2 



NSL VIO-36109 

To : General Counsel From: | | ^ 
Re: 27 8-HQ-C122 97 36-VI, 03/Y )/200 I /E 

LEAD (s) : 

Set Lead 1 : (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

For information and action deemed appropriate. 

Set Lead 2: (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

For information and action deemed appropriate. 

••087wc01.ec 

SEjS 

3 



NSL VIO-36110 

(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/22/2007 

To: Inspection 
General Counsel 

From: 

Contact : 

Approved By: 

Drafted By: 

Case ID #: 

Attn: Internal Investigations Sec 
Attn: National Security Law Branch 

b2 
b7E 
b 6 
b7C 

M Ir • •IN'FO'PJfl.TIOT' • • • COITMISJ} 
HEREBI-IŜ IIMGLASSIFIEIĴ EXCEPT 

SHOOT 

I Pending )• 

Title: (UÎ 

Pending) 
(Closed) 

REPORT OF POTENTIAL IOB MATTER 

01-07-2008 

CLASSIFIED BY 65179 DKH/KSR/JU to 
II: 01-0.7-20.33. 

Synopsis: (U) To report a potential IOB matter based on an 
administrative error in the authority cited in the body of a 
National Security Letter (NSL) issued on 12/02/2004. 

(U) X Derived 
Declassi 

Reference: (U) 278-HQ-C1229736 

G-3 
03/22/2032 

(U) Details: p^) Following the INSD/IIS NSL Compliance audit that 
was completed on 3/19/2007, this communication reports a 
potential IOB matter that was identified. The potential IOB 
violation concerned an administrative error in the authority 
cited on a National Security Letter (NSL). 

* 

violation. Special Agent (SA)^ 
| "| but, SAl 

At the t 

fued on December 2, 2( 
f1 
J was the case agent for 

wueu on i_jfci(jfcii[LOfcii_ z, zuu4, case file 
I at thp timp pf the potential 

^ ^ -, r- ^ 
prepared and executed the NSL 

m e o r t h e potential 

bl 
b2 
b7E 
b6 
b7C 

s: 



NSL VIO-36111 

ET 

To: Inspection From: 
Re: (U) 27 8-HQ-C122 97 31} 

b7E 
, 03/22/2 007 

bl 

(U) 
2 f 2 
subsequently forwaraea rne approved NSL to a business to acquire 
subscriber and detailed billing records. \ 

The potential IOB violation occurred on December 
when SAI I drafted an EC and NSL, and 

The approved 
NsL cited Title 12,(U.s.C.j, section J414tajtbj(as amended, 
October 26, 2001)but, the proper citation should have stated 
Title 18, United States Code (U.S.C.), Section 2709. 

b7C 

bl 
b2 
b7E 
b 6 
b7C 

b2 
b7E 
b 6 
b7C 

SEpR^T 

2 



NSL VIO-36112 

To: Inspection From: 
Re: (U) 27 8-HQ-C122 9 vlo, (JJ/,22/2 007 b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to review the conduct described 
to determine if the reported error or violation requires 
notification to the IOB. 

3 



NSL VIO-36113 

(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

From: 

Contact: SA 

Approved By: 

Drafted By: 

Case ID #: 

Date: 03/22/2007 

Attn: Internal Investigations Sec 
Attn: National Security Law Branch 

b7E 

( u ; 

( u ; 

(s: 

278 
919 n n 

Cl2 2 97 3 6-VIO (Pending) 
^ «¿^ i (Pending) 

(Closed) 

01-07-2008 
.CLASSIFIED BY 65179 
BEà5.M.; l,..4....t.C.J. 

DECLASSIFY ON: 01-0' 

.EHH/KSfi/JK 

Title: (U) REPORT OF POTENTIAL IOB MATTER 

Synopsis: (U) To report a potential IOB matter based on an 
administrative error in the authority cited in the body of a 
National Security Letter issued on 08/31/2C 

<U) Derived "Fi^m^K G-3 
Declassi£y>6rK^ 03/22/2032 

Reference: (U) 278-HQ-C1229736 

Details: W Following the INSD/IIS NSL Compliance audit that 
was completed on 3/19/2007, this communication reports a 
potential IOB matter that was identified. The potential IOB 
violation concerned an administrative error in the authority 
cited on a National Security Letter (NSL). 

IO.) A M.QT. W ^ Q J Q Q H ^ H on August 31, 2004, case file 
At the ti me of the potential 

was the case aqent. At violation, Special Agent (SA 
thp timp nf thp pntpnti^l violation, the sguad supervisor was SSA 

are naturalized United States persons (USPER) 



NSL VIO-36114 

To: Inspection From: 
Re: (U) 27 8-HQ-C122 97Jb-VIO, u3 

h 2 
fo7E 

/22/2001 

_S_L 
person, was opened. The in^ââ 
i n f o rma t inn nrovi ripri bv t h e I 

a ha I lli'al 1 !2ed U.S. 
+- n n nn w a s predi cated anon 

Ini vi .si on . I I 

j At11 I V I I I j—̂  >—! ¿Ilc'.h h >—! I h ^ ^ h I- ̂  h (II ̂('1 

The potential IOB violation occurred on August 31, 
"-2..Q04, when't^ case agent drafted an EC and NSL, and subseguently 
forWa-rded, the approved NSL to a business to acguire financial 
records brj | The cover EC to FRTHO. serial 7. properly 
documented trie type of NSL (RFPA) 

fol 
fo2 
b7E 
foe 
fo7C 

within a 1A envelope as a part of this r.pi.qp. TTnnn notification 
by FBI Assitant Inspector-In-Place (AIIP)I I 
following the March 19, 2007, the INSD/IIS Ns!L iJomplrance audit, 
this office acknowledged the potential IOB violation prompting 
this report of a potential IOB matter. 

^ ^ """""""" ""t^C attached to this o.ommi m i option i ¡q a copy of the 
compliance checklist completed by AIIP[ 

fo7C 



NSL VIO-36115 

i b 2 To: Inspection From: | | .b7E 
Re: (U) 27 8-HQ-C122 97 3 6-VIO, 03/22/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to review the conduct described 
to determine if the reported error or violation requires 
notification to the IOB. 

3 



NSL VIO-36119 
S: 01-30-2008 

CLASSIFIED BY 65179 DMH/KSR/O 
FD-962 (Rev. 03-21-2005) pE AS OU : 1.4 

ALL IIiFORiïÀTIÛI'I COBTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 

••OI-30-5 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

Date: 20/2007 

Attn: 
Attn: 

( U ) 

IIS, Room 11861 
NSLB, Room 7975 

b7E 
b6 
b7C 

(U) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: ^ To report possible IOB error. 

((̂ K̂ ) DerivedJ^c^T^: G-3 

Declassify O n ^ 03/11/2032 

Details: 

(S) 1. 

b7E 

case agent is S A T 
S S A I 

The 
and the supervrsor is 

IS) 2. 
(U) . 

a U.S. Person. 

3. Possible IOB Error: inadvertent overcollection 

(S) 

bl 
b2 
b7E 
b6 
b7C 

(U).........(V) 4. Description of IOB Error (including any reporting 
' ̂  delays) . 

(U) On 10/31/2005, a FCRA National Security Letter was issued to 

Thecaseagent properly 
requestea tne consumer laeniirrcarron rnrormation and financial 
institution listings for the main subject, pursuant to 15 USC 1681u 
(a) and (b). On 11/07/2005, the case agent was not aware that he 
obtained and extra information. 

SÈp&^T 

b7C 



NSL VIO-36120 

tu» h 2 
To:N Inspection From: | | -b7E 
Re: 27 8-HQ-C122 97 36-VIO, 03/2 0/2 007 

On 03/07/2007, the | |Division completed a review of all of 
the Hivi.qinn'.q rmintpri ntp I i npnrp NSLs and determined that in the 
instant case,| |had sent a full credit report when only a partial 
credit report was requested. FBIHQ was alerted of the situation via 
e-mail on 03/07/2007. 

b2 
b7E 
b4 
b7D 



NSL VIO-36121 

I U ) \ 

To: \Inspection From: | ^ 

Re: 278-HQ-C1229736-VIO, 03/2 0/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 



FD-962 (Rev. 03-21-2005) 

01-30-2008 
CLASSIFIED BY 65179 DÏÏH/KSR/JU 

f: 1.4 (C) 

NSL VIO-36122 

I: 01-30-2033 

ALL INFORMATION CONTAINED 
HE EIE IN IS TJWC LASSI FIE: 
¥HERE SHOOT-OTHERWISE 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

Attn: 
Attn: 

Date: 03/21/2007 

IIS, Room 11861 
NSLB, Room 7975 

From: 
Legal Unit / 
Contact: CDC 

Approved By: 

Drafted By: 

ÌU) Case ID #: 27 8-HQ-C122 97 36-VIO 

Title: (u; 

(IT) 
Synopsis : 

(U) X 

Details : 

(S) 1. 

TFO 
SSA 
INTELLIGENCE UVERSIgHT ËOARD (IOB) ERROR 

I To report possible IOB error. 

Derived/From : G-3 
Declaaslfy On: XI 

b7D 
b6 
b7C 

A N R P I I M I N A R Y CountERTerrorism investigation. 
initiated by| | on 

(U) 

2. 

3. 

is: 

a non-U.S. Person. 

)ssible IOB Error: 

bl 
b2 
b7E 
b6 
b7C 

b7E 

The Attorney General's Guidelines Provision: 
Pa r^nr^nh 1 9 . 

Part V, 

Description of IOB Error (including any reporting delays). 
(U) 

.---""t̂ L Over col lection of f i n an n.i rprnrri.q nht a i ri pd via an MST,. 
( U ) - --th'p nnnr.qp nf thi.q HT PT . an MST 

In 

tor financial records or subj ect for 
ine perioa January r, zuuz no present (serial 13). The reguested 
records were received on 12/08/2004 and have been retained in the 1A 

SECRET 

b7D 



NSL VIO-36123 

(U) , -h>2 
To: \ Inspection From: | | b7E 
Re: ''"-ÎVf 27 8-HQ-C122 97 36-VIO, 03/21/2 007 

section of the file. These records include documentation on 
transactions beginning 12/10/2001; 21 days prior to the start of the 
date range reguested. This error was discovered during the March 2007 
NSL Audit. 



NSL VIO-36124 

SE^&BûC 
h 2 To: Inspection From: 

V : ^ 2 7 8-HQ-C12 2 97 Jb-vio, (JJ/21/20 0 7 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

b7E 



DATE; 01-30-2008 
CLASSIFIED BY 65179 DHH/KSR/JU 

FD-962 (Rev. 03-21-200OH : 1...4 ( C). 
DE.C.L AS. S.I iY... .ON.: 01.-3.0.-20.3.3 

NSL VIO-36125 

ALL IHF0RHA.TI0H C OBTAINED 
HERE IH... IS.... OTC L&S SIEIED.... E XCE.PT 
WHEBE SH0.1H....OIHERII.SE 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

Precedence: ROUTINE Date: 03/20/2007 

To: Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 1 h 2 
Legal Unit / L 
Contact: CDC 

1 b7E 
h 6 

Legal Unit / L 
Contact: CDC b7E 

h 6 
Approved By: blC 

Drafted By: 

Case ID #: ( ^ 278-HQ--C122973 6-VIO b4 
Title: ( u ; 

b6 
b7C 

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: To report possible IOB error. 

(U) Derived/From : G-3 
Declassify On: XI 

Details : 

(S) 1. A full Coiintprtprrnri ,sm i nvp.qti rr̂ ti nn C^.qp T H 
initiated by I |" 

:s: 

( U ) ^ 

2. 

3. 

owned by two U.S. Persons. 

Possible IOB Error: 

<U) , X 

The Attorney General's Guidelines Provision : Part V, 
Paragraph 12 . 

bl 
b2 
b7E 

bl 
b2 
b7E 

Description of IOB Error (including any reporting delays). 

-Â 1) Ovprnnl 1 prti nn of tpl pnhnnp toll records obtained vi a (U) 
an NSL. _ 
for subscriber and toll rntormatron tor three (3) phone numbers 
associated with subject (serial 25^ 
three numbers for the time period I I 

r all 
The 

reguested records were received on or about 05/13/2005 and have been 
retained in the 1A section of the file. Review of these records 

b4 
b7D 
h 2 
b7E 



NSL VIO-36126 

(U) 

I 1 b 2 To : \ Inspection From: I I 'b7E 
Re: / 27 8-HO-C122 97 3b-VlU, UJ7 2Uy ̂ 007 

during the March 2007 NSL Audit revealed that a portion of the records 
received cover a time period outside the date range reguested in the 
NSL. 

Target Number Records Provided For Result 

(S) 
(Requested) 

bl 
b2 
b7E 

2 



NSL VIO-36127 

(U): âtjsi^J 
I — 1 b2 To: Inspection From: I I 'b7E 

Re: 27 8-HQ-C122 97 Jb-vluf (J J/ 20/ 2001 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SjSBRfif 
3 



FD-962 (Rev. 03-21-2005) 

DATE; 01-30-2008 
CLASSIFIED BY 65179 DMH/KSR/O 
PEAS ON: 1.4 (C) 
DECLASSI W'ÖN: Ö1-30-2Q33 

NSL VIO-36131 

ALL IWF ORBATI OU COHTAIHED 

¥HEFE SHO¥H OTHERWISE 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

Attn: 
Attn: 

Date: 03/21/2007 

IIS, Room 11861 
NSLB, Room 7975 

From: 
regalunit ^ 
Contact: A S Ä C L 

Approved By: 

Drafted By: 

':U:' Case ID #: (^j 2 7 8 - HQ-CI 2 2 97 3 6-VIO 

Title: 

b7D 
b6 
b7C 

GHT BOARD (IOB) ERROR 

'•̂ '¡Synopsis : ì^tf To report possible IOB error. 

m id) Derived From : G-3 
Declassify On: XI 

Details: 

(S) 1. A tuli ^Connteri ntel 1 j genee investigation. Case 
initiated by 

IS) 2. 
(U) 

non-U.S. Person. 

b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 

) 3. Possible IOB Error: 

(S) The Attorney General1s Guidelines Provision: Part V, 
D~, y-~, ̂r n n K 1 O 

bl 
b2 
b7E 

(U) 
( X 

( U ) •x Description of IOB Error (including any reporting delays). 

Overcollection of telephone toll ^ a i n p H via an 
I NSL. An EC PA NSL dated 09/02/2003 was issued to| |for -b4 

for the periodl 
subscriber i n fnrmat ion and toll records for two (2) telephone numbers 

j^to the present (serial 145). The requested}^ 
records were received on 12/17/2003 and have been retained in the 1A j^g 
section of the file. Review of these records during the March 2007 
NSL Audit revealed records were provided for the billing cycle dated 

T 



NSL VIO-36132 

(UK 
SpssdSr 

To 
Re: 

inspection From: i 27 8-HQ-C122 9/3b-Vl0f 03/21/2007 

which included data as early as 
an overcollection of approximately 10 days. 

resuJ _ng m 



NSL VIO-36133 

(U) , 

To: \Inspection From: 
Re: ^ 27 8-HQ-C122 97 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

s 

jb-viu. u.i/zr/z007 b 7 E 

3 



l: 01-30-2008 
CLASSIFIED BT 65179 DHH/KSR/JW 
PEASOS: 1.4 (C) 

FD-962 (Rev. 03-21-2005) BEG-LÀS-SI FY• • • OS: 01-30-2033 

NSL VIO-3^9, 

HEREIN IS UHCLÀSSIFIEB EXCEPT 

sâtsÎÊT 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

Date: 03/21/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 
Legal Unit / 
Contact: CD( 

(U) 

Approved By: 

Drafted By: 

Case ID #: :Y; 278-HQ-C1229736-VIO 

Title: (U) 

(U) 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis : ^ To report possible IOB error. 

( U ) ^ 
Derivetìr From : G-3 
Declassify On: XI 

Details: 

b7D 
b6 
b7C 

(S) 1. A [irpl iminarv rnnntpri ntpl 1 i gpnr.p investigation. Case 
initiated by 

(U) -<)( 

S) 2. 

3. 

a U.S. Person. 

b2 
b7E 
b6 
b7C 

:s: 

Possible IOB Error: 

The Attorney General's Guidelines Provision: 
Pa ranr-jT̂ h 1 0 

Part V, 

bl 
b2 
b7E 

(U) Description of IOB Error (including any reporting delays). 

(S) Receipt and retention of a full credit report obtained 
utilizing an NST, i n a CT investigation. I I 

c H Z L b7D 
b6 
b7C 

Ireguesr.ing i i mi reo consumer inrormarc 

oh 11 

on 
The reguested records were received irom 

U3/,2006 and were in the form of a full credit r 

SpeaQgr 



NSL VIO-36140 

Tol-,, Inspection From: | 
Re: 27 8-HQ-C122 97jb-V_Lo, 03/21/2 007 

The full credit report f .g f m m H i n the 1A section of the file by the 
¡Division,I ¡Resident Agency, during the course of 

the March 2007 NSL Audit. 

S E p ^ T 



NSL VIO-36141 

(U) , 

ToV Inspection From: b7E 
Re: ^jX, 27 8-HQ-C122 97 36-VIO, 03/21/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, PC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

3 



(Rev. 01-31-2003) HEEEUr'TS""USCLÂS5IT1ED""ZXCEPT 

NSL VIO-36142 

DATE; 01-30-2008 
CLASSIFIED BY 65L79 DKH/KSR/JW 
KEAOT: I':4 fC)" 
DE CL AS S' I'FY' " ' OU : 01-30-2"03-3" 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

From: 

Uôfttâfit! 

Approved By: 

^ Drafted By: 

il"' Case ID # : 

Date: 03/21/2007 

Attn: NSLB 

278-

(U) 

(U) 

Title : 

3-HO-i 
2 7 81 |7 5 4 2 3 

,C122 97 36-VIO (Pending¡ 
(Pending¡ 

(U) 
Synopsis : 

( U ) 

POTENTIAL INTELLIGENCE OVERSIGHT 
BOARD MATTER 

To report a potential IOB matter. 

From : G-3 
ify On: XI 

Reference : :s 

h 2 
hl E 

Enclosure(s): (U) Enclosed for NSLB is the RFPA NSL attachment 
referred to in this EC. 

"Details": yK^ Pursuant to an office-wide review of documentation 
received in response to Fair Credit Reporting Act (FCRA) National 
Security Letters (NSLs), it ^ a Hi o^voyoH that ^roHit- report 
information was received by SA | |connection with 
the issuance of a RFPA NSL for financial records. While this 
referral does not meet the parameters of information sought under 
referenced serial, it was, however, discovered in the process of 
that review. z\nH nnrgnagt to a telephone conversation on Ma rch 
19, 2007, between CDC 

it was determined thai rece. I ol Lhld 
snouia oe submitted as a potential IOB matter. 

and AGCj 
nformation 

( T h i e r~ìr~ì t r~ì t al m a 1~ 1~ ripnurron i ri tì̂ ti £ifng case, 
a US PER. 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 



NSL VIO-36143 

(U) 
"To.: 
Re:" 

General Counsel From: f 

X 
b7E 

) 27 8-HQ-C122 97 36-VIO, 03/21/ 2 007 

b7E 
h 6 
hlC 

addressed to 
Title 12, U.S.C., Section 3414(a^lS 
all financial records pertaining 

This sr contained an attacnment, 
descrioing the type of information to be 

Under the category of Loan 
supplied oy Nsrt) 
considered a financial record. 
Records, is included "credit and background investigations 

x 
pursuant to t 
was anl 

On October 22, 2004, records were received 
aforementioned NSL. Included in the loan records 

credit report, dated September 6, 2002, detailing 
the subject's credit history, balance information and scores. 
This document was not prepared in connection with this specific 
NSL reguest and was not utilized in support of, or in connection 
with, any further investigative activity. 

^ "" It is also nnt^H th^t unHpr the International 
Terrorism nexus cited above, SA 
reguest and receive full credit 
to reguest it. 

b4 
b7D 

may have been entitled to 
niormation, had he been inclined 

be 
b7C 

(U) Pursuant to this referral, and consistent with the 
direction of referenced EC, the applicable pages of the credit 
report have hppn seeniestered and are being maintained in the 
custody of the Chief Division Counsel. 

h 2 
b7E 

2 



NSL VIO-36144 

(U) sifeiSET 

To: \ General Counsel From: | b 7 E 
Re: 27 8-HQ-C122 97 36-VIO, 03/21/2 007 

LEAD (s) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

^ NSLB is requested to review above referral for 
determination whether to report this matter to IOB. 
also requesting guidance as to whether it is appropri^L^ IU 
continue utilizing the aforementioned NSLB attachment. 

08 OptpOl.ec 
b2 

•• b7E 

3 



NSL VIO-36145 
DATE: 01-30-2008 
CLASSIFIED BY 65179 DHH/KSR/JM A L L INFORMATION CONTAINED 

(Rev. 01-31-2003) m M Ù W * 1 4 t̂ T HEREBJ-IS-UMCLASSTFIEB-EXCEPT 
DECŒ'SIFTOT: 01^30^2033 W H E R E 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

From: 

contact : 
CDC 

Date: 03/13/2007 

Attn: NSLB/CTLU I 
IOB VIOLATIONS 
Room 7975 

b2 
b7E 
b 6 
b7C 

Approved By: 

Drafted By: 

( £) Case ID #: (Pending) 
"TTT| |-j-j(j4-VlQ (Pending) 
2 7 8-HQ-C12 2 97 3 6-VIO (Pending) b7A 

Title: 

(U)-
Synopsis: To advise of potential IOB violation based on the 
unauthorized receipt of a credit history pursuant to a National 
Security Letter issued under the captioned matter and served on 

(m x 

(si M 
Derived From: G-3 
Declsfekify On: XI 

bl 
h 2 
b7E 
b 7 A 

;tj;i Enclosure (s) : Çp^ Credit history provided to 
FBI (placed in a 1A envelope). 

to the 

Details: (S) 
NSL dated 11/3 u/200b. Oh thlS dà Tè f SAC 

EC and 
rmTTTOTTTed a 

National Security Letter under 15 U.S.C.^ lb«1(U) under the 
captioned matter. A copy of the NSL is enclosed with this 
communication. 

S ^ ^ E T bl 
b2 
b7E 
b7A 



NSL VIO-36146 

(S) 

T o : frenerai CVninRPil Fron-

Re : (t )3/13/2007 

bl 
b2 
b7E 
b7A 

b2 
b7E 
b4 
b7D 

(S) On 01 /1 Q / 9 0 07 _ F 
of a credit reoortl 

inclosed tor NSLB I S a copy ot T H P RE-NORR rnat| 
On the same date,| I D i v i s i o n forwarded the to FBI 

n rpH 1 i~ rpnr TT and cove 

z u Jprov rovided 

lead under 

(S) Pursuant to an EC dated 03/05/2007 from _ 
Counterintelligence (Division 5) to all field office undeJ 

| |conducted a ^pview of 
its 1681(U) NSL requests in order to determine whether 
had received full credit history information outside the scope of 
the statutory authorized disclosure. 

(U) On 03/12/2 007, 
)rovided by | 11 

discovered the credit 
contained information not 

[ 

authorized under Title it. The contents of the enclosed credit 
report have not been entered into any FBI system of records. 
Furthermore, the detailed credit history contained herein has not 
been utilized in any follow up investigation. 

IZL—^X^—Reference an 03/12/2007 e-mail from OGC Attorney 
Ito a number of CDCs in the FBI,|~~ "|notes that 

it may be one of twenty (20) field off ces that, nave received 
unauthorized disclosures froml 

(U) <X>[ ]cDG requests that NSLB provide an opinion 
as to whether this unauthorized collection constitutes an IOB 
violation. 

bl 
h 2 
b7E 

h 2 
b7E 
b4 
b7D 
he 
b7C 

2 



NSL VIO-36147 

LEAD (s) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

bl 
b2 
b7E 
b7A 

sjfefi^r 

3 



^ NSL VIO-36148 
01 30 2008 INFORMATION CONTAINED CLASSIFIED BY 6517e? DHH/KSR/JU PFÂ nw- 1 4 T\ HEREIM IS UNCLASSIFIED EXCEPT (Rev. 01-31-20(F£AS,:iII: I -)•• gHEKÊ SE0OT""0TËERÎÎÏSE' 

DEEMS. S.I.FÏ....ON.: 01.-3.0.-20.3.3 

S É J ^ T / ORCON / NOFORN 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: AD, Inspection Division 

General Counsel 

Counterintelligence 

Date: 03/26/2007 

Attn: IIS 

Attn: NSLB 

Attn: CD-' 1C 
SSA 

Attn: A n n 

From: 

Contact : 

Approved By: 

Drafted By: 

Case ID #: i s i ?78-ho-CI ??q73fS-VTO ! Pending) 
! Pending J 

Title: REPORT OF A 
PflTFMTT T\ T TflR MSTTFR; 

Syr^ppsis: (£' 
the 

uni cati on to report a potential IOB Matter in 
investigation. 

bl 
b2 
b7E 
b7A 

(U) X Derived NFi?6m : G-3 
Declassi^fy^ On : XI 

bl 

T/ORCON/NOFORN 
b7C 



NSL VIO-36149 

§3&fe^T/ORCON/NOFORN 

(S) 

To: AD, Inspection Division From: 
Re: 27 8-HQ-C122 97 36-VIO, 03/2 6/2 007 

h 2 
b7E 

b l 
b7A 

On August 16, 2006, drafted a National 
Security Letter (NSL) request under executive Order 12333 and 
Title 15, United s t ^ ^ ^ H p mt .g r- y Section 1681u (Fair Credit 
Reporting Act) for| | to provide rh^ fnilO^H nn 
information pertaining.yto...t.he.-S.ub-yec-t-o-f--t-h4 

l| S ) -•rnves'tiga'tion 

Personal Identifying Information 
a. Any names associated with this consumer, 
b. Any current or former addresses, 
c. Any current or former places of employment 

Identity of Financial Institutions 
Including names and addresses of any financial 
institutions (as defined by 12 U.S.C. §3401) 
for records that indicate this consumer mainta' 
has maintained an account. 

b l 
h 2 
b7E 
b 4 
b7D 

ns or 

Bureau 
agent [ 

]Di 
(U) On October 27, 2006, 
vision of the FRT a 

t ^ T 

1 recei veri from 
1 Cred 

the 
response to a 

information was1LeVleWed bV the case 
ancl placed in the file. Upon further 

review, it appears the carrier provided information beyond the 
scope of the NSL, resulting in unintentional acquisition of data 
by the Federal Bureau of Investigation. 

h 2 
hi E 
h 4 
b7D 

(U) 
and 

S A 

A D ' 5 

"IRH .qr.n.q.gpH this matter with SSA[ 

] TH^ °N 1 Y ^ Q ^ S that 
K (information was S 

The i n f o r m a t i o n 'lh ^UedLloh Wad S 

case agent, ST] |and the information was not 
furtherance of the investigation. On 
relinguished the information to ADC 
information to be seguestered 
concerning the report in 

until 
guestion. 

reviewed 
and A D C 

cured by the 
used i n 

March 26, 2007, S A | | 
in order for 

a tinal determinati 
ne 

on is made 

b 4 
b7D 
b 6 
b7C 

SJ>«|T/ORCON/NOFORN 

2 



NSL VIO-36150 

SJXJÉ T/ORCON/NOFORN 

To: AD, Inspection Division From: 
Re: 27 8-HQ-C122 97 36-VIO, 03/2 6/2 007 

h 2 
b7E 

Set Lead 1: (Info) 

ASSISTANT DIRECTOR, INSPECTION DIVISION 

AT WASHINGTON, DC 

(U) IIS, Read and clear. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) OGC/NSLB, distribute this electronic 
communication to appropriate offices. 

Set Lead 3: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) At CD-4C, Read 

Set Lead 4: (Info) 

AT 

h 2 
b7E 

Read and clear. 

„SfesRgjf/ORCON/NOFORN 

3 



NSL VIO-36151 
ALL INFORMATION CONTAINED 
HEREIM IS UNCLASSIFIED EXCEPT 

(Rev. 01-31-20œkê SEÔOT""ÔTËERÎÎÏSE' 

FEDERAL BUREAU OF INVESTIGATION 

DATE: 01-30-2008 
CLASSIFIED BY 65179 
REASON: T.'À (Cji' 
DECLASSIFY ON: 01-30-2033 

Precedence: ROUTINE 

To: AD, Inspection Division 

General Counsel 

Counterintelligence 

Date: 03/26/2007 

From 

Attn: IIS 

Attn: NSLB 

Attn: CD-
SSA 

Attn: ADC 

Contact : 

Approved By: 

Drafted By: 

(TJ) Case ID 4; 

Title: 

b2 
b7E 
b6 
b7C 

C122 97 36-VIO 
C2337 85-IOB 
233499 

REPORT OF A 
priTFMTTt\T TOR MATTER; 

! Pending) 
! Pending J 

bl 

fiynprvcii g • f S 1 Commi in i rati on to report a 
the |(65D| |2 3 3 4 9 9 ) investigat 

(U) ' A / 

potential IOB Matter in 
on. 

b l 
h 2 
•b7E 

Derived 
Declass 

rrom : G-3 
Ey On : XI 

Details : 

bl 
b2 
b7E 



NSL VIO-36152 

To : AD, Inspection Division From: 
Re: 27 8-HQ-C122 97 36-VIO, 03/2 6/2 007 

h 2 
b7E 

On September 18, 2 drafted a 
National Security Letter (NSL) requestunder Executive Order 
12333 and Title 15, United States Code (U.S.C.), Section 1681u 
(Fair Credit Reporting Act) for | |to provide the 
^ ̂ -L-Û ring information pertaining to the subject of thel 

investigation. 

Personal Identifying Information 
a. Any names associated with this consumer, 
b. Any current or former addresses, 
c. Any current or former places of employment 

Identity of Financial Institutions 
Including names and addresses of any financial 
institutions (as defined by 12 U.S.C. §3401) 
for records that indicate this consumer maintains or 
has maintained an account. 

Bureau 
agent 

(U) On October 27, 2 
jpivision_of the FRT a res 
NSL. 

I 
The r 

)nse t o ä 
lreceived _ from the 

Credit 
case information was reviewed Dy the 

and placed in the file. Upon further 
review, it appears tne carrier provided information beyond the 
scope of the NSL, resulting in unintentional acquisition of data 
by the Federal Bureau of Investigation. 

1U) S A F 
land _AD^-[ 

b2 
b7E 

4 

Id is cussed this matter with SSA 
I The only agents that reviewed 

¿information was S/J |and ADC 
I The information : 

and the 
n guestion wassecured by the 

information was not used in 
26, 2007, SAf 

case agent, ~ 
furtherance of1 fhê Investigation. On M^ ro 
relinguished the information to ADC I lin order for the 
information to be seguestered until a final determination is made 
concerning the report in guestion. 

b7E 

b7E 
b 4 
b7D 

b7C 



NSL VIO-36153 

To : AD, Inspection Division From: 
Re: 27 8-HQ-C122 97 36-VIO, 03/2 6/2 007 

h 2 
b7E 

Set Lead 1: (Info) 

ASSISTANT DIRECTOR, INSPECTION DIVISION 

AT WASHINGTON, DC 

(U) IIS, Read and clear. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) OGC/NSLB, distribute this electronic 
communication to appropriate offices. 

Set Lead 3: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) At CD-4C, Read and Clear. 

Set Lead 4: (Info) 

3 



I: 01-30-2008 
CLASSIFIED BT 65179 DMH/KSR/Ö1J 
REÄSOH: 1.4 {C) 

(Rev. 01-31-2003) DECEAS'SIFT'OB: öl-3Ö-20'33' 

NSL VIO-36154 ALL INFO: 
HEREIN IS UNCLASSIFIED EXCEPT 

FEDERAL BUREAU OF INVESTIGATION 

<U) 

(S) 

Precedence: ROUTINE 

To: AD, Inspection Division 

General Counsel 

Date: 03/21/2007 

Attn : IIS 

Attn: NSLB 

Attn: ADC I 

From 

Contact : SÂ 

Approved By: 

Drafted By: 
iU> Case ID #: 

b7E 
b6 
b7C 

(U) 

Title: 

-Ç8Q 27 8-HO-C122 97 36-YIO (Pending) 
(^f 65A| |C2337 85-IQB (Pending) 

REPORT OF A POTENTIAL IOB MATTER 

Synopsis: (S) Communication to report a potential IOB Matter in 
thel j 65A| ^233678 ) investigati on. 

b l 
h 2 
b7E 

<U) 

Details: 

«X Derived 
Declassi 

om : G-3 
On: XI 

~ u . Ù . R E Ison,pieaica L E O on inioinia L I O I I U E v eiopeuL U IouyN 

provided by the Federal Bureau of Investigation (FBI) 
information. The case remains open. 

d h 

b l 
h 2 
b7E 

On September 28, 2006,T 
ecuritv Letter (NSL) reguest 

jdrafted a 
„National Security Letter (NSL) reguest under Executive Order 
12333"""and"""Ti-tie---l-5......United States Code (U.S.C. ) , Section 1681u 
(Fair Credit Reporting Act") forj-- jto p m v i rip the 
•fri 1 1 nwi nn nfnrmati nn rtaining io rne suoj ec't'̂ O'f-th-( 

b l 
b2 
b7E 



NSL VIO-36155 

To : AD, Inspection Division From: 
Re: 27 8-HQ-C122 97 36-VIO, 03/21/2 007 

b7E 

Personal Identifying Information 
a. Any names associated with this consumer, 
b. Any current or former addresses, 
c. Any current or former places of employment 

Identity of Financial Institutions 
Including names and addresses of any financial 
institutions (as defined by 12 U.S.C. §3401) 
for records that indicate this consumer maintains or 
has maintained an account. 

(U) On approximately November 06, ? 0 0 6.f 
received from ISS| lof the 

e s p o n s ë t ö ä 
information was 

S A [ 

reviewe 
redit Bureau 
by Special Agent 

)t the 

(S) 

] and Supervisory SA (SSA) 
1 be lore peina suomitted to the| | case file. 

Drvrsron of 

SA 

r.nnv 
information was sent to FBIHQ, CD-4D SSA 

lwhose unit, was conducting a financial analysis of sub] ecr 

In" ""res -po n-S- e to a Hi rprti VP tn rpvi PW all filpq by 
SSA| I SA| ^ Ip̂ i'pwp'd-'-T-h-j7 ^ ^ |file on 
Marcn 14, zuu / . During SAL I file review, serials 51 and 
52 of the sub NSL were noted to oe contain a possible IOB 
violation. SA| |determined! I provided account 
information to 
addition,I 
payment starus. 

.nclude account balance and credit limit. In 
provided information regarding account 

(U) SA immediately charged the serials out of 
the file and seguestered them for rpvi pw bvl IPi vision Counsel. 
The only individuals that reviewed the I _ |jnfnrmp-hi nn 
were SA| I SA | 

| I ^ 
Thomas, and Intelligence Analyst (IA) 

ppiity I fnnri.qpl I uur : 
The 

information in guestion was secured by the case agent, SA 
| |and the information was not used in furtherance of the 
_nvestrgation. On rrh l _ 2007, SA| |relinguished the 

_n 
.on. 

information to ADC 
seguestered until a 
report in question. 

order for rne rnrormation to be 
rrnar 'determination is made concerning the 

b2 
b7E 
b4 

b7C 

bl 
b4 
b7D 
•b6 
b7C 

b7E 
b4 
b7D 
b6 
b7C 

2 



NSL VIO-36156 

To: AD, Inspection Division From: I 
Re: 27 8-HQ-C122 97 36-VIO, 03/21/2 007 

Set Lead 1: (Info) 

ASSISTANT DIRECTOR, INSPECTION DIVISION 

AT WASHINGTON, DC 

(U) At IIS, read and clear. 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) General Counsel is requested to review this matter 
and provide guidance as to the disposition of the sequestered 
materials. 

Set Lead 2: (Info) 

b2 
b7E 

A T £ 

(U) 

b7E 
At read and clear. 

7mh07 4.ec 

J ^ J S ^ T 

3 



NSL VIO-36157 
ALL INFORHATION CONTAINED DATE: 01-30-2008 
HEREIN IS UNCLASSIFIED EXCEPT CLASSIFIED BY 65179 DMH/KS 

(Rev. 01-31-2003) I«IHERE....SHOI«....OTHERiJISE REASOIT: Iv4 (C) 
DECLASST'FY-OM: 01-30-2633 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/19/2007 

To: Inspection 
General Counsel 

Attn 
Attn 
Attn 

IIS 
NSLB 
CDC 

(U) 

From: 

UôftCâfiC! 

Approved By: 

Drafted By: 

Case ID #: ^ 278-HQ-C1229736-VIO (Pending) 

Title: REPORT OF A POTENTIAL IOB MATTER 

Synop"S"i"S": j ^ C Reporting of a potential IOB matter. 

(U) Derive 
Decías 

rom : G-3 
On: 25X1 

b7E 
b6 
b7C 

Details: :s: is an FCI squad established 
address connterintelIiaence threats from a variety of foreign 
governments. I I 

I ITI e case rs 

(S) 

The resulting investigation developed information 
which provided the identity of a named subject which fit the 
identified profile of the unknown agent, including access to 
classified information. 



NSL VIO-36158 

iU), 
To: '.Inspection From: | | b 7 E 
Re: X ) 27 8-HQ-C122 97 3 6-VIO, 03/19/2007 

(u!' ^x^ 0 n 01/09/2007, Case Agent SA[ 
submitted a limited consumer identifying information National 
Security Letter to| |regarding the 
person of interest (a U.S. person) to hrs sguad supervisor, SSA 

This letter was submitted pursuant to U.S. Code, 
;>ort Act Section lb«lu(a) and (b) of the Fair Credit Report Act (as 

amended on 10/26/2001), which authorized the FBI to obtain 
limited names and addresses of all financial institutions, and 
consumer identifying information limited to name, address, former 
addresses, places of employment, or former places of empl c^vment 
associated with this consumer. The letter submitted from 

only requested the names, address, former addresses 
emplovment. and former places of employment for the consumer. 

Jletter did not request the names and addresses of all 
rinancial institutions of the consumer. 

(U) 

from £ 
fof On 03/19/2007, SA ] received the results 

The results included a Full credit report 
regarding trie person of interest resulting in an inadvertent 
over-co11ect i on of information. Thi s i nformati on was not what 

|requested. Accordingly,| ¡Division hereby 
reports this over-collection as a possible IOB violation. 

SA 

b7E 

The results of the NSL request were sequestered with the 
Division's CDC. 

b7E 
b4 
b7D 
b6 
b7C 



NSL VIO-36159 

(U) 
To.; Inspection From: 
Re: y 27 8-HQ-C122 97"Jb-vluf Ud719/2007 b 7 E 

LEAD (s) : 

Set Lead 1 : (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

is providing the above information b 7 E 
regarding a potential 10B violation in compliance with current 
NSLB directives, for appropriate action. 

Set Lead 2: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
( U ) , 

The Office of General Counsel is requested to 
review the 'circumstances reca rdi ria the possible IOB violation and 
to subsequently provide CDC| |direction regarding the 
disposition of any records which were inadvertently collected. 

h 2 
.b7E 

2 



NSL VIO-36160 
DATE: 01-30-2008 ALL INFÜRHATIGN C0HTÄIMED 
CLASSIFIED BY 65179 DMH/KSR/IW HEREIN IS UNCLASSIFIED EXCEPT 

(Rev. 01-31-2003^^^» 1;-4 MHEFE• • • • SHOOT• • • -OTHERWISE 
DE'CÎ S'SI Ff" "OF: 01-30-2033 ^JI^kSJ1/ / 20320316 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection Division 

General Counsel 

Counterintelligence 

Date: 03/16/2007 

Attn: Internal Investigations Section 

Attn: NSLB 

Attn: CD-3C 
b 2 
hlE 
h6 
hlC 

(Si 
Case ID # : ; ; 97 «-wn-rn 99 Q7 ̂ - v m 

X T 
; Pending ; 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

( s : 

b l 
b2 
b7E 
b6 
b7C 
b7A 

Synopsis: (U) To report a Potential Intelligence Oversight 
Board (PIOB) violation. 

( S J 

(u; Derived Fn 
DeclassjLÉx^On: 

I SCG-3 
16/2032 

b l 
b 2 
b7E 
b 6 
b7C 
•b7A 

Ref erence : ( S ) 

( S ) 

NONUSPER). 

bl 
b2 
b7E 
b7A 

Details : 
maw havp r-, 1 1 y t ri 1 Q 

( S ) T H E G ^ G I - A N F I V O I R J V O O F I ^JAF IR^N | 

i nv^stigatior 
The cur 

inis mvesrigarion is special Aqeni 
Agenti |supervisor is Supervisory special Agent 

n whinh thp PTDP, 

eni case aqeni lor 
^^^^^^^^^^ .̂ npni al 

SJÌ&R3Ì//20320316 



NSL VIO-36161 

//20320316 

To: Inspection Division From: 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03yLb/2UU / 

h 2 
b7E 

ÎU) 
'""•'X TOI billing records were received from 

J for the above captioned case 
b 4 
b7D 

pursuant to an approvea National Security Letter (NSL) under the 
authority of Executive Order 12333, dated December 4, 1981, and 
pursuant to Title 18, United States Code (U.S.C.), Section 2709 
(Section 2 01 of the Electronic Communications Privacy Act of 
1986) (as amended). 

;S) In the above rpfprpnr.pH MST,, frt 
rpniiP.gfpH anH rPrpivpH _tnl 1 records [ 

toT 1 However, toll records torT 
\were also included with the 

requested records and are outside the scope of the approved NSL. 

m FBII I requests direction from the 
appropriate authority on the disposition of those records that 
fall outside the scope of the approved NSL. 

? 
b l 
b2 
b7E 
b 6 
b7C 
b 7 A 

h 2 
b7E 

jïïS^r//20320316 

2 



NSL VIO-36162 

//20320316 

To: Inspection Division From: 
Re: (U) 27 8-HQ-C122 97 36-VIO, 3 / l b / 2 U U / 

b2 
b7E 

LEAD (s) : 

Set Lead 1 : (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action as deemed appropriate. 

Set Lead 2: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action as deemed appropriate. 

Set Lead 3: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) At CD-3C, read and clear. 

T / / 2 0 3 2 0 3 1 6 

3 



NSL VIO-36163 
DàTE: 01-30-2008 
CLASSIFIED BY 65179 DMH/KSR/JW &Ü 

(Rev. 01-31 -2003)REASON : 1,4 HEPEIM....IS... OTCI^SmSD...EXCEPT 
DECLÂSSXÎT...OH: 01-30-2033 . ^ H i M l " 

s 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE Date: 03/26/2007 

b2 
b7E 

NSLB 
Inpection 
Counterterrorism 

Attn 
Attn 
Attn 

UC 
Il£ 
ITOS 1, CONUS 2, Team 6 

b 6 From: 
b7C JTTF 
b 6 From: 
b7C 

Contact : 

Approved By: 

Drafted By: 

Case ID #: 278- N0- C122973 6-VIO 
(U) V; 278- A67604 ( Pend (U) 97 R- a £ 7 £ n/I - TT n ( 

(S) ( Pend 

' Pending) 
ig) 

I Pending) 

(U) INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 2006 Title: 

(U) Synopsis: To provide documentation of the destruction 
records received froml 

(U) 
(S) 

Derived G-3, Jan. 1997 
Declassify ^ > ^ 0 ^ 3 ^ 2 0 3 2 

(TJ) Reference: (X) 

Details: (S) 

27 8-HQ-C122 97 36-VIO serial li 

bl 
b2 
b7E 
b7A 

b4 
b7D 

bl 
b2 
b7E 

[reported a potential IOB violation to the 
Office of General Counsel (OGC) in 278-HQ-C1229736-VIO serial 
1506. | ^provided toll records that were not requested 
pursuant to a National Security Letter (NSL) dated 06/08/2006. 
Thp NST, only rpmip.qtpH subscriber information for th< 

Ï np KT ST, al Qo th ± 
ITS NUIUDER 
liüjivide weresequestered 

toll records for 
furnished toll records lor a time period outside the scope of the 
request. (NOTE: These toll records were already obtained due to 

^ oonar-^o r-̂-F a previous NSL). The additional toll records for 
were also sequestered. 

bl 
h 2 
b7E 
b4 
b7D 
hi A 

SÄBS^J 



previously obtained through the issuance of a NSL and are stored 
_n a separate 1-A envelope). 

b4 
b7D 

NSL VIO-36164 

M....... w 
OGC advised in the above referenced serial that 

this matter is not reguired to be reported to the IOB and that 
the service provider should be contacted to determine if the 
sequestered records should be destroyed or returned . On JO6 
03/26/20071 |spoke with| | a n d b 7 C 
pxnla i ned that additional toll records nad been provided by 
| |in response to a NSL. | ""[advised that these 
aodr Lional records could be destroyed and need not be returned. 

fS| On 03/77/2007 at 7:45am| [destroyed the 
i rHcl" I The additional toll records for 

[jei'e al do desuroyed. (These additional records were 

bl 
b6 
b7C 
b7A 



NSL VIO-36165 

S ^ B ^ T 

LEAD (s) : 

Set Lead 1: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLU, for information only. 

Set Lead 2: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) IIS, for information on] 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) ITOS I, CONUS II, Team 6 for information. 

S^PB^T 

3 



01-30-2000 
CLASSIFIED BY 65179 DHH/KSR/0 

(Rev. 01-31-2003) REASQH: I.,..4....iC| 
H: 01-3.0.-.2.0.3.3 

NSL VIO-36169 

ALL IIFORHATIOI CONTAINED 

MHËKE SHOOT' • • • OTHERS! SE-

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 

General Counsel 

Date: 03/27/2007 

Attn: Internal Investigations 
Sect. 

Attn: Natl. Sec. Law Branch 

From: 

Approved By: 

Drafted By: 

Case ID #: 

Title: (h 

( u ; 

( u ; 

( S ) 

-CI2 297 3 6-VIO (Pending) 
i C 7 6 .S 0 6 (Pending) 

(Closed) 

POTENTIAL INTELLIGENCE OVERSIGHT 
BOARD (IOB) MATTER 

Synopsis: (U) To report a potential IOB matter to the 
Inspection Division and to the General Counsel. 

M Derivéd/From : G-3 
Declassify On: 03/27/2017 

b7E 
b6 
b7C 

n̂ i-3-i 1 g- I 1 
b l 

b7E 

b7C 
.nvestigation was 

•7TTÖT 
)enedarctnesametime. Ithese 

investigations were c o n s o l i d a t e d i n t o a 31 3 N investigation. The 
investigation was opened by the 
and assigned I 

TT ° P ^ v-r-.̂  3 

jälcL 
On L 

Iinve^ SSA| 
r p h Q o i i M ^ 

(U) "(A) A National Security Letter (NSL), dated 04/11/2003, 
was issued to I I for email subscriber and 



NSL VIO-36170 

To: Inspection From: 
Re: (U) 27 8-HQ-C122 97^b-vlof (J J/ 27/2 007 

b7E 

transactional records. The NSL specifically stated that the 
recipient should not provide content information to include 
subject lines and email content. A cursory review of the CD 
submitted b y l I in response to the NSL disclosed the inclusion of 
email subj eci lines and content. There is no indication in the 
file that any investigative personnel ever reviewed the material 
submitted b y l l o r made any investigative use of the material. 

(U) V * ^ | revi ew o1 revealed 

i 
that 

No annualLHM wasever p r e p a r e d . T h e f i l e wasclosed 
Jpy EC dated 06/21/2005. 

r 

, „ The file includes material indicating that the 
following investigative activity occurred between I | 
when the annual LHM would have been due, and | |when the 
investigation was closed: (1) An FD-302 concerning investigative 
"a"c on I 

M N RNNNPRFI-FITT I nn thP Fn-^n? 

b7D 

b2 
b7E 
b7D 

bl 
b2 
b7E 
b7D 
b6 
b7C 

(U) This investigation was selected for review during 
the field-wide audi t of Nati onal Security Letters conducted 
03/16-21/2007 in 
overproduction of material 

Inspector ̂  1 noted the 
and the n response t o t h e NSL to 

lack of an annual LHM. The file was referred to the CDC on 
03/19/2007 and a decision was made by the CDC to refer it as a 
possible IOB matter on 03/20/2007. 

SpBBt^T 
2 



NSL VIO-36171 

To: Inspection From: | | h2 
Re: (U) 27 8-HQ-C122 973b-Vl(Jf U^y 27/2 007 b 7 E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) Review this EC and take action as appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Review this EC and advise the Inspection Division, 
IIS on the referai of this matter as a potential IOB violation. 

2 



(Rev. 01-31-2003) HEREÎM-ÎS-tU-ieLÂS'SÎFIED-EXeEPT 
M ® 

FEDERAL BUREAU OF INVESTIGATION 

N M F o f « o e 
CLASSIFIED BY 65179 DHH/KSR/JW 

..1.4 tCt 
IN: 01-3G-2033 

Precedence: ROUTINE 

To: Inspection 

General Counsel 

Date: 2 8 / 2 0 0 7 

From: 
Legaj_JJüü_ 

contact:" CDC 

Attn: 

Attn: 

Attn: 

Internal Investigations 
Sect. 

Natl. Sec. Law Branch 

Approved By: 

Drafted By: 

Case ID #: (U) 2 78-HQ-C12 2973 6-VIO (Pending) 
(U) 77 8-1 IC 7 iS 0 iS f Pendi noi 
:s: (Closed) 

b7E 
b6 
b7C 

bl 
b2 
b7E 

Title: (U) POTENTIAL INTELLIGENCE OVERSIGHT 
BOARD (IOB) MATTER 

Synopsis: (U) To report a potential IOB matter to the 
Inspection Division and to the General Counsel. 

(U) Derived G-3 
Deci ass^f^'on^o 3 / 2 8 / 2 017 

n^i-ailQ-

1 
___e investigation was openec 

d ^ ° °̂  f̂l I 
ihel 

b l 

h 2 
b7E 
b 6 

b7C 

In 
addition an opening LHM to Counterintelligence indicated that the 

s: 



NSL VIO-36183 

To: Inspection From: | | 
Re: (U) 27 8-HQ-C122 97 36-VI0, 03/2 8/2 007 

h 6 
b7C 

L SAC! Fipci directed to 
(S) A National Spniritv T.pttp; (NSL), dated 

01 /03/?006. W3.q s i an ed hv the I 

inrnrmarinn ann rpippnnnp rni i rpnnrn.q 
Ï 

^^ 11 1 l^t _1_ X l W l l ^ w U- W _1_ _1_ J-^wV-^-WJ- 'wl • 

jor the current service from the incept: on ofthat 
service to, "the date of this letter." (serial NSL 6). There was 
no further definition of toll hillina records contained in the 
NSL. This followed a report from t h e T 
I I rn^r h -i c?r QM TTTQ 

. e s uoi lu eu. w r LÌ I accu un L J_ e cu j_ us LUI AN rnur v ruua_ 
sub]ect f who had subscribed to this telephone number si ̂ rw 
The records provided included toll billing records to I 
Since the records did not relate to 

a 

thp .qnhi pft nn i 
of them and they were placed in the 
subscriber's name was not indexed. 

se was made 
The 

b l 
b 2 
b7E 

(S) A NSL, dated 1 n,/.1 1 / 9 n n ^ _ 
SAC and directed to 

a o on f-fri o H K u tht 

airi rirr ciihcrri Vior ariH nnQ fd long distance toll 
or the period 

08/01/2004 to, "the date ol this letter." (serial 28). This 
followed a review of whitepages.com which listed this telephone 
number as being subscribed by the subject at his residence. In 
response I ¡forwarded i ntprn^ti nn^l Innn d i .q 1~ ̂  n r1 e fpl pnhnnp 
toll rprnrrl.q including 

Two of th ~ Lin ee iiiLeinaLioiiai nuitiuei s cai i eu wei e 
1lstedearlier in the records. The case agent entered the 
numbers from the records into ACS and telephone applications. No 
further investigative use was made of these records. 

(U) { ) » ( This investigation has been closed. 

(U) This investigation was selected for review during 
the field-wide audit of National Seen ri tv Letters conducted 
03/16-21/2007 in| \ Inspector| | noted the 
overproduction of records. The file was reterred to the CDC on 

'19/2007 and a decision was made by the CDC to refer it as a 
)ssible IOB matter on 03/20/2007. 

LEAD (s) : 

Set Lead 1 : (Action) 

s^aw^T 

b l 
b 2 
b7E 
b 4 
b7D 

2 



NSL VIO-36184 

To: Inspection From: 
Re: (U) 27 8-HQ-C122 97,Jb-VlUf uJ7 28/2007 

h 2 
blE 

INSPECTION 

AT WASHINGTON, DC 

(U) Review this EC and take action as appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Review this EC and advise the Inspection Division, 
IIS on the referai of this matter as a potential IOB violation. 

Set Lead 3: (Action) 

(S) 
AT 

f̂ l/ Rptiirn al 1 r g» r< q ~ QQ n't â 1 ïï ë" d" " " " 3 "t to 

• • 
b l 
b 2 
b7E 

b7D 

2 



NSL VIO-36188 
DATE: 01-30-2008 ALL INFORMATION COHTAISED 
CLASSIFIED BY 65179 DMH/XSR/JU HEREIH IS UNCLASSIFIED EXCE 

(Rev. 01-31-2003) REJtSOTi Iv4 (C) ^pMS^JTl IHERE SHOW-OTHER1XS1 
»5 01-30-2033-

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/13/2007 

(S) 

To: INSD Attn: IIS 

OGC Attn: NSLB 

Counterintell igence Attn: Counterintell igence Attn: 
A/UC 

From: 

Approved By: 

Drafted By: 

Case ID #: 278-HQ-C1229736-VIO (Pending) 

Title: REPORT OF A POTENTIAL IOB MATTER 

Synopsis: (U) To report a potential Intelligence Oversic 
Board (IOB) matter in the case of financial National Security 
Letter (NSL) results. 

Reference: 

Administrative: f S) Information provided to the FBI by| 
contained irj I have been provided Lo Ihe 

b 7 E I 

CDC. 

-Si I 

U S P E R T 

the s 
T h e c a s e a g e n t 

supervisor is 

land by definition an 
and 

to 
_nsl 

LS) On 12/20/2006 an NSL was drafted to be delivered 
to obtain the names and addresses of all financial 

.tutions at whichl [maintains accounts pursuant to 
15 U.S.C. 1681u(a). On or about 3/3/2007, the results of the NSL 

bl 

b7C 



NSL VIO-36189 

To: INSD From: 
Re: 27 8-HQ-C122 9 

JiJSe^T 

Vc5b-V lo, 03/13/2007 

b2 
b7E 

where provided to the wri t.er and reviewed. Upon review, it was 
determined that] ¡provided an entire credit report on the 
target. 1 r 

request o 

(U) Based on what the NSL specifically reguested from 
it clear that more information was provided beyond the 
f the writer. 

(U) The results have been provided to the| |CDC for 
sequestration pending final guidance from OGC upon review of this 
matter. No use of the information has been made. 



To : INSD From: 
Re: 27 8-HQ-C122 9 

NSL VIO-36190 

•b7E 
3 b-Vlof U3/13/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

jrequests OGC to review the potential IOB 
violation and it deemed appropriater pass the information to the 
appropriate body to satisfy the neccessary reporting 
reguirements . Advise[ 
results. 

as to the final disposition of 

b 2 



(Rev. 01-31-2003) 

-04-2008 
CLASSIFIED BY 65179 DHH/KSR/JW 

.mi 
IN: 02-04-2033 

NSL VIO-36191 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 

FEDERAL BUREAU OF INVESTIGATION 

Prece? ce: ROUTINE 

To: C eral Counse 

Date: 03/26/2007 

Attn: National Security Law Branch 
Counterterrorism Law Unit 
Room 7975 

Internal Investigations 
Section (IIS) 

From: 

uonuaci:: 

Approved By: 

Drafted By: 

Case ID #: (U) 27 8-HO-C12^7 36-VIO 

i Closed; 

Title: (U) REPORT OF POTENTIAL INTELLIGENCE 
OVERSIGHT BOARD (IOB) MATTER 

Synopsis: (U) Report of a potentia\ IOB matter to the National 
Security Law Branch (NSLB), CounterteVorism Law Unit (CLU), and 
the Inspection Division (ID) Internal investigations Section 
(IIS), as required in the February 10, ^005, Inspection 
Division's EC to All Divisions entitled "Xevised Procedures for 
the Submission of Reports of Potential Intelligence Oversight 
Board (IOB) Matters". 

(U) Derived/From : G-3 
Declassify On: XI 

Details: (U) As directed in the Inspection Division's EC dated 
February 10, 2005, the following is being reported\o the NSLB, 
CLU, and to the ID, IIS, as a potential IOB matter: 

(U) 1. Identification of the substantive investigation 
in which the questionable activity occurred. 



FD-962 (Rev. 03-21-

NSL VIO-36197 

ALL INFORMATION CONTAINED 
HEREIW IS IMC LÀS SIFIED EXCEPT 
HHEËË " " SHOOT ' ' ' 'OTHERWISE 

FEDERAL BUREAU OF INVESTIGATION 

01-30-2008 
CLASSIFIED BY 65179 DHH/KSR/JU 

-01-30-2033 

b l 
b 2 
b7E 
b 6 
b7C 

Precedence : 

To: 

ROUTINE 

Inspection 
General Counsel 

Attn: 
Attn: 

Date: 03/27/2007 

IIS, Room 11861 
NSLB, Room 7975 

b7E 
b6 
b7C 

yELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

To\report possible IOB error. 

derived G-3, January 1997 
£classif^3irf<^e^27/2032 

(U) 
2. 

3. 

(s: 

. \.S. Person. 

Possible IOB Error: 

Thp Attnrnp\f Hpripral 1 q i i ri^J_ines Provision : 
oeyond one-year be aiiLiiorrzec 

( S ì 

ToTny 

(U) Description of IOB Error (including any reporting delays). 

(S) The Attorney General Guidelines initiated on 10/31/2003 
reguired that a Preliminary Inguiry (PI) extVnsion beyond twelve 
months be authorized by FBIHQ. Reporting Agen\ sought SAC authority 
for the extension beyond one-year by EC dated Aft/08/9 004 frtuo ŵ .q 
notified by an informational lead on this extenkon EC. 



(Rev. 01-31-2003) 
ALL INFORMATION CONTAINED 
HEREIN I S UNCLASSIFIED EXCEPT 
OTERE"" SHOOT''' OTHER§i SE 

NSL V10-36200 
DATE; 02-04-2008 
CLASSIFIED BY 65179 DHH/KSR/JU 

...1.,..4 (.C). 
IN: 0.2-0.4-2 0.3.3 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 

General Counsel 

Date: 03/23/2007 

Attn: Internal Investigations 
Section 

Attn: National Security Law Branch 

From: 

Approved By: 

Drafted By: 

Case ID #: 

b7E 

( u ; 

(u; 
278 
278 0C12 2 97 3 6-VIO ( Pending) 

CI3 637 2 (Pending) 
h 2 
b7E 

Title: 

Synopsis: (U) 
(U) 

REPORT OF A POTENTIAL IOB MATTER 

)rt potential IOB violation. 

(SI Reference(s): 

Derives>From 
Declas^iïv On: 

G-3 
XI 

bl 
b2 
b7E 

bl 
h 2 
b7E 
b4 
b7D 
b 6 
b7C 

Details: (S) On 0 5 / 1 5 / 2 0 0 6 , -pursuant to a National Security 
Letter (NSL) dated 0 3 / 2 9 / 2 0 0 6 , S A | I received 
subscriber infou 
the subject of 

1 € ^ ^ 

mi y The telephone number had been previously 
identified as associated with the subject through telephone toll 
records of other subjects. 

(TJ) • Before sending the toll records to be uploaded, SA 
reviewed them to ensure that they corresponded with the 

inrormauon reguested in the aforementioned NSL. The NSL 
reguested subscriber information and toll records for the 
telephone number from to the present (with "the 

SJjsh^T 

b7C 
b2 
b7E 



NSL VIO-36201 

Sfibbi 

To: Inspection From: 
Re: (U) 27 8-HQ-C122 97 3TT 

b2 
b7E 

0 U / 2 U / 2 0 0 7 

b7C 

present" meaning the date records we 
04/22/2006). The information 
the information reguested. 

e pulled, which was 
returned did correspond to 

^ However, upon review of the toll records, SA 
lnoted that the subscriber of the telephone numbers was 

notthe subject nor related to the subject of this investigation. 
When S A l I r e g u e s t e d the NSL, he was unaware that the 
subject^S number had been reassigned to another subscriber. 

i.TJf The non-pertinent telephone records were not 
uploaded into 
separate comminili OU LI Uli LhU hUh-pUlLI 

or photocopied. Under 
en were 

seguestered with Chief Division Counsel 

For reporting purpose 
and the supervisor is SSA 

r-^QP anpnt is SA 

b7E 
b6 
b7C 

2 



NSL VIO-36202 

To: Inspection From: 
Re: (U) 27 8-HQ-C122 97 007 •b7E 

Set Lead 1: (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) Review above-referenced facts and determine 
whether IOB violation exists. 

Set Lead 2: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Review above-referenced facts and determine 
whether IOB violation exists. 



NSL VIO-36209 

DATE: 01-30-2008 
CLASSIFIED BY 65179 FD-962 0lev.03-21-20tesM: ^ 
DECLASSIFY OH: 01-30-2033 

HEREIIJ IS UNCLASSIFIED EXCEPT 

FEDERAL BUREAU OF INVESTIGATION 

b l 
h 2 
hlE 
hi A 

Precedence : 

To: 

ROUTINE 

Inspection 
^General Counsel 

Attn: 
Attn: 
Attn: 

Date: 03/16/2007 

IIS, Room 11861 , ? 
NSLB, Room 7975 

''Legal Unit 

b7C 

(U) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

() « vnor.C51 - Rpnort of a potential IOB matter. Synopsis: 

(U) /tfs) 

Details : 

(S) 1. 

Derivèdr From : G-3 
Declassify On: XI 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(U) 

:s) 3 . 

Supervisor: SSA 

a U.S. Person. 
( U ) 4. No Foreign Intelligence Surveillance Act (FISA) reguest has 

Been submitted to Office of Intelligence Policy and Review, Department 
of Justice (01 PR) . 

5. Possible IOB Error: 

( U ) D e s c r i p t i o n of IOB Error (including any reporting delays): 

s|Ds^T 



NSL VIO-36210 

ET 

inspection From: £ 
b7E 

27 8-HQ-C122 97 36-VIO, 03/16/2 007 

(S) Captioned investigation was initiatec 
Security fetter (N S T,) w_a s approved by the| 
served on 
c a r v i i"1 ^ 

A National 
Division to be 

This NSL was for the name, address, length of 
Hi C+- arirp fnl 1 hilli rin rpfnrnc 1 ^-HQH 

or rneFT sÏÏD]ëc 
the present. On U J/ U / /2UU / , 5: 
of the NST, On NYI .S/7007 . SA| 

S A [ the NSL. 

hnz. ') e ne ri o 

i'e V1 eWed , ih 
discovered that although—±_b 

o untrl 
received theresults 
detail, the results of 

MSI—ireguested local and 
until the present, MP 

long distance toll billing records frorrl . ̂ ^^^^ 
[provided twn billing stat em e n t s wh i c h constitute an over 

collection. Specifically,! I provided twn hi 11i nn gtatpmpntg 
period It should be noted that 

Aftiy Th£ bllllft^ STSTSIViSftTS WSi'S Jil'cWldSd. for these two billing cycles 
and the actual long distance toll records for said statements were not 
included. However, since the dates of the billing statements fall 
outside the scope of the dates reguested by the NSL, it is being 

as a possible IOB violation. 

(U) On 03/15/2007, SA contacted 3fl 
was of Division Counsel to report the over collection. SAl 

i nst rncted to draft a communication reporting the possible violation 

Office 

and SA 
guestion to 
turned over to 

was instructed to turn over the two billing statements in 
for safekeeping. The billing statements were 

on 03/15/2007. 

b2 
b7E 
b6 
b7C 

spxt^: 



NSL VIO-36211 

---To : Inspection From: | | • 
V : ^ 27 8-HQ-C122 97 3 6-VIO, 03/16/2 007 ù 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

2 



NSL VIO-36212 
DATE: 01-30-2008 

ALL INFORMATION CQHTAIHED CLASSIFIED BY 65179 DHH/KSR/ 
(Rev. 01-31-2003) HEREIM'"IS'OTCLASSIFIED" EXCEPT W 

DECLAS'S'IFf"OT': 81-3-8-2033 Sg£»ÇÎ/NOFORN 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/14/2007 

(S) 

To: Inspection 
G e n e r a l C o u n s e l 

Attn 
Attn 
Attn 

ISS, Room 11861 
NSLB, Room 7975 
Legal Unit 

From: 

UôftCâfit: 

Approved By: 

Drafted By: 

Case ID #: ( U) 

b2 
b7E 
b6 
b7C 

P 
(Pending) 
(Pending) 
(Closed) 

b7E 
b7A 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 
( U ) Synopsis: Possible IOB error for non-compliance with a 

requirement of the Attorney General. 

Det 
65A 

r 

( U ) (X Derived From : G-3 
Declassify On: XI 

nd subsequently closed on 
Tne assrgnea case agenr was S p e d a 1 flrrpntl 

e Supervisory Special Agent wasl 
ylib J I U1 the investigation was a United States person. 

The 

nsl-292707.wpd 

SECRET/NOFORN 



NSL VIO-36213 

^gßJÖK^i"'NOFORN 

To: Inspection From: 
Re: (U) 27 8-HQ-C122 97 36, 03/14/2007 

h 2 
b7E 

IU) 

(U> 

- < X A FCRA Sec 
was generated on_65A 
servi ce oni ~ 
froml I on VA/'Zl / 2005 (serial 
credrt r 

01681u(a) National Security Letter (NSL) 
292707, serial 14, on 10/18/2005, for 

fcredit agency. Subseguent results received 
24 

The 

indicate that a full 
The information 

| exceeded the scope of the NSL served on 
error was not realized until review of the fi 

•̂ t- cn thp qiihiprt was received. 
si innl i ed by \ 

wasconducted in response to the larger NSL issue which arose 
from the OIG inspection regarding NSL issuances. 

-X) The file was noted by the Lec jal Unit, circa 
03/12/2007, as a case which had a FCRA generated in support of an 
investigation. The file was pulled on 03/14/2007, a review of the 
NSL was conducted, which resulted in the revelation of potential 
NSL-IOB violation. 

The regulation in guestion regarding the above noted 
NSL was as follows: A carrier or credit agency providing 
information beyond the scope of an NSL resulting in the 
unintentional acguisition of data. 

iU) The investigation was closed on 

b7E 
b 4 
b7D 

b 2 
b7E 

b 2 
b7E 

Sf>*q£r /NOFORN 



NSL VIO-36214 

sfe^^T/NOFORN 

To: Inspection From: | | b2 
Re: (U) 27 8-HQ-C122 973 b, 03/14/2007 b 7 E 

LEAD (s): 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SJSS^ÊT/NOFORN 

3 



NSL 

HEREIN IS UNCLASSIFIED EXCEPT 

(Rev. 01-31-2003) 

-30-2008 
CLASSIFIED BY 65179 DMH/KSR/JTJ 
REMPI. : 1 . 4 tCt 

OH: 01-30-2033 
SE 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

Precedence: ROUTINE 

To: Inspection 

General Counsel 

Date: 03/27/2007 

Attn : IIS 
Room 11861 

Attn: NSLB 
Room 7975 

From: 
Oh i ̂  f- ni vi ci nri Crìiinĝ l 
Contact : 

Approved By: 

jjjj Drafted By: 

Case ID #: 

: X . Title: 

27 8-HQ-C122 97 36-VIO 

Intelligence Oversight Board (IOB; 
(U) 

Der ived^E^omj^-^G- 3 
Declassii^Örr^^SXl-Human 

Synopsis: jĴ O To report potential IOB errors. 

<u) -- (X) 

Details: I. (S) 

^^ D^i ^ * this case is a U.S. 
iU) 3. The possible IOB error was an over-capture of 

information by the carrier. 

srson. 

•bl 
h 2 
hl E 
h 4 
blD 

(S) 5. Description of IOB error: On 02/12/2006, a 
istinnal spr-.nritv 1 pftpr was drafted under case file #1 

T ^ toTeiepnone numberl 
Ï for toi 1 billing records in rererence 

I The case agent received the 
results, and upon inspection of tine data (which was provided on a 

SECRET 



NSL VIO-36216 

(U) 
To: 
Re: 

inspection From: 
h 2 
b7E 

27 8-HQ-C122 973b-vlo, DA/2 1/ 2001 

CD), discovered three additional numbers and their corresponding 
information. None of the information regarding the three 
additional telephone numbers was requested in the NSL. Because 
I I it appears that the 
originally requested number rs part of a "family plan" under 
wh i r.hV 

The subject or the agent1 s 

T T ! Q 

Ica 
fi 

b4 
b7D 

investigationiscorrectly listed on the billing paperwork with 
the reguested number. The subject apparently pays the bill for 
the reguested number and the three associated, but unreguested 
numbers under one bill. After realizing there was an over-
capture, the case agent provided the CDC with all the results and 
the associated paperwork received from| |and it 
is currently seguestered in the CDC1s safe. 

^ /î O 6. As the case agent immediately identified the 
over-capture, and brought it to the CDC's attention and the 
information received from the NSL is seguestered in the CDC's 
safe, SAC | recommends no formal administrative action 
be taken in this matter. 

b7E 

case I 
ce 

bl 

b7E 
iU) ""-psn 2. The subject in this case is a presumed U.S. 

Person. ' ^ 

3. Possible I OB error: The potential IOB error in 
this case is an over-capture on the part of the carrier. 

( S) 4 
es I onhnno 

Pescript i on of IOB error: In reference to case 
file #| | an NSL was drafted on 02/14/2007 reguesting 
toll billing records for two telephone numbers. T±u 
numbers on which the information was reguested arel 
ancj Irhere was no available information tor 
telephone numbeJ |The information received 
pertaining td lad the correct target's name and 
address assoclSfSd VJlfh This number. The issue was that the 
telephone number j |l also listed a second 
telephone number wnicn was nor requested. This additional number 
appears to be a second telephone line which is paid for by the 
target through the originally requested number. Immediately upon 
discovery of this situation, all paperwork received from 

bl 
b2 
b7E 
b4 
b7D 



NSL VIO-36217 

(U) \ 
To : \Inspection From: 
Re: 27 8-HQ-C122 97 3TT 

Jagfî TÈT 
b7E 

03/27/2007 

b7D was provided to the CDC and is currently sequestered 
_n the CDC 1s safe. 

<U) 
b2 

5. As the case agent immediately identified the b 7 E 
carrier error and the resultant information is currently 
sequestered in the CDC 1 s safe, SAC I I recommends no 
formal administrative action be taken rn tnrs matter. 

Ill. 
bl 
b2 
b7E 

2. The subj ect of this case is a U.S. Person. 

\qain, it is an over-3. Possible IOB error: 
capture on the part of the carrier. 

(Si 4. Peseri nti on of IOB error: With regard to case 
numberl 
arrent T'̂ i"̂  I W^iT 

[during the week of 03/19/2007, the case 
h^ I- ̂ Jnl t.q of qnh.qrrihpr infnrm^tinn from| 

Witnrn the for targeted number 
:elephone company prLvidtid lliult Iii ormation saia results,Tone 

that was requested. This unrequested information included the 
following: date of birth, social security account number and 
contact telephone number. After receiving, and prior to 
personally reviewing these results, a Headquarters NSL inspector 
requested to review them. They were provided to her and 
subsequently given back with no comments. Assuming there was no 
problem, the results were then analyzed and recorded in an EC. 
The EC was uploaded on the same day. Less than 94 hnurg 

:hat 
I 

was advised by Acting Supervisory Special Agent 
the above information would possibly be considered an over-
capture. The case agent immediately retrieved all pertinent 
documentation relating to this subscriber information and 
provided it to Acting Supervisory Special Agent I Iwho 
seguestered them until he was able to sequester LĤ IH in the CDC, 
safe. In addition, case agent had the| I do a permanent 
serial charge out of the EC as well as rerarea o42 and removed 
from the shared drive. 

b7E 

(Ü) 5. Again, as this is a ca rri er error 
error on th'e^part of the case agent, SACl 
no formal administrative action be taken in this matter. 

and not an 
recommends 

b2 
b7E 



NSL VIO-36218 

(U) J ^ e ^ T 

To:\ Inspection From: ' ' 
Re: """•{¥) 27 8-HQ-C122 97 3b-ViOf 03/'/I/2001 b 7 E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

4 



NSL VIO-36219 
DATE- 01-30-^008 ALL INFORMATION CONTAINED 

CLASS IF IED BY 65179 DMH/KSR/ J1 « E « ™ 1 3 ^ C L A S S I F I E D EXCEPT 
FD-962 (Rev. 03-21-2005REASGIT: {€)' WHSKE SHOOT'• • • OTFUFSISE-

DEetASSIFT-OBi! 01-30-2033 jjgjSR^r 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/23/2007 

To : Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

Contact : 

Approved By: 

Drafted By: 

(U) case ID #: 

SAl 

Title: 

(U)synopsis: 

-: T.T 

Details: 

X ) 

Y 27 8-HQ-C122 97 36-VIO 
27 8-| |A67 6 0 4 -VIO 

POTENTIAL INTELLIGENCE OVERSIGHT 
BOARD (IOB) ERROR 

To report possible IOB error. 

Derived Ejpom : G-3 
Declassify^ On: 03/15/2017 

b7E b l 
b2 
b7E 
b6 
b7C 

(U) 

2. 

3. 

_nitiated 
K P 

a presumed U.S. Person. 

Possible IOB Error: 

(S) NFIPM Section Reference: Section 2-17F. 

(Ui X) Description of IOB Error (including any reporting delays). 

(S) Writer, SA Was ta.qlrpH with 3 .g .g i .g t i ri g 
the case agent, Joint Terrorism Task Force Officerl |in 
analyzing phone records previously obtained through trie course ol this 
investigation. Writer is supervised by SSRA|~" 
Writer prepared five (5) National Security Letters (NSLs) reguesting 
subscriber information on fifteen telephone numbers identified through 
the course of the analysis. The NSLs were dated 02/08/2007. 

b 6 
b7C 



NSL VIO-36220 

bl 
b4 
b7D 

(U) 

bl 
b4 
b7D 

To' 
Re 

Inspection From: [ b7E 
27 8-HQ-C122 97 3 6-VIO, 03/23/2 007 

(S) On 03/15/2 007, while analyzing the results 
aforementioned NSLs, writer identified telephone numberl 
and accompanying subscriber information and determined that it 
listed in the o r i rri na 1 nhone records t ha t nrpd i r.a t pd the NSLs . 
snbscri ber information! |was obtained froml 

l_ _ _ __ ^ H that h^ m 

was not 
The 

U K 
0 2 / 

TTTT̂  
) 8 / 2 0' 

or nhonf JÀ^ÏZ/ZUU / . I 
.n the NSL 

Jriter 
addressed 

1 .qf^ifP nr y 
on 

{.q \ Wri t-pr rpvi P W P H the original phone records on which the NSL 
I w.a .q predicated and noted a similar telephone 

numoer, | \f however subscriber information for this 
telephone number was already available. 

-( S) The subscriber information records pertaining to i 
pas sequestered and turned over to the CDC to be maintained m a ] 

sealed condition. 

bl 

2 



(U) 

NSL VIO-36221 

To:'--.. Inspection From: | | -b2 
Re: 278-HQ-C122 97 36-VIO, 03/23/2 007 b 7 E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

3 



NSL VIO-36222 
DATE: 01-30-2008 

CONTAINED CLASSIFIED BY 65179 DMH/KS 
(Rev. 01-31-2003) HEREIN-I'S-l®CLASSIFIEB'"EXeEPT REASOS': I v4 (C) 

^ _ DEGLAS3TFY-0M: Q1-3Q-263-3-

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/26/2007 

To: General Counsel 
Inspection 

Attn: NSLB, Room 7 975 
Attn: IIS, Room 11861 

From: 
RA 

Contact 

Approved By: 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) REPORT OF POTENTIAL 
INTELLIGENCE OVERSIGHT 
BOARD (IOB) ERROR; 

Synopsis: (U) To report potential IOB error. 

b2 
b7E 
b6 
b7C 

(U) N ^ Deriveck^From : G-3 
Declas^ifcy On: XI 

n^haii«- fsi [ 

onl 
1 Ni ij^erj _nitiated by 

IS) 2. a U.S. Person. 

3. Possible IOB error: 

tu) The Right of Financial Privacy Act, Title 12, USC 
3414(a)(5). 

(U) (X) 4. Description of IOB error (including any reporting 
delays): 

»" M An Fiijdi t of the file rey^l^d th^t C^.qp flgpnt „ retr 
received mtorination from 

-P-H \ ^nH .q.qRfl 
Ipnor to rnë issu ance 

.ET 
b7D 
b 6 
b 7 C 

bl 
b2 
b 7 E 

b 6 
b 7 C 



NSL VIO-36223 

sèg^ET 

To: General Counsel From 
Re: (U) 27 8-HQ-C122 97 36-VI J , U3 /2 (ò /2i ! ) 07 

h 2 
hi E 

nf an MST, On r)£/?-V?nm. Hasp Anpnt I 

rppp.Q +- 1 si ih~Lect 
see 

3 spoke with 
seríais 5 aña 5T7an NSL was 
team was concerned because nothing 

who advised ti 
s account due to frequent 
serial 4 1. On 0 f, / ? .5 / ? 0 O."1 

directed to| | 
n 

at thP 

i see 
Audit 

file derailed exigent 
circumstances dictating receipt of records prior to the NSL 
issuance. however, information in the case file reveals that the 
case agent detailed "information furnished" and not records. The 
case agent further detailed the information in the EC. Pursuant 
to guidelines for conducting a Preliminary Inquiry, it is 
permissible to accept information voluntarily provided by 
government or private entities. The case was closed on 

bl 
b4 
b7D 
b6 
b7C 
b2 
b7E 

2 



NSL VIO-36224 

. . h 2 
To: General Counsel From: 
Re: (U) 27 8-HQ-C122 97 36-VIC 

^ I 1 b7E 
•VIO, U3/2Ò/2U07 

LEAD (s) : 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

T 

3 



NSL VIO-36225 

DATE; 01-30-2008 ALL IHFOPJIATIOH C0HTÀI1ED 
(Rev. 01-31-2003) C LAS.S IE IE D....B.Y.... 6 51.7 9... Ulffi./ESR/TO HERE Hi ••••IS- iMG LÀS SIFIED- • • • E X OEPT 

REASON: i.,.4 (.C). _ _ WHERE 3HOT«-OTSER¥13E 

DECMSS.IÎX..OM; 01-30.-2.03.3. S E ^ Ç T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To: 

ROUTINE Date: 03/19/2007 

General Counsel Attn: NSLB 
Inspecti .on Attn: IIS 
Counteri .ntelligence Attn: CD-/ c. Room 4066 

Attn: 
SSA 
CDC Attn: 
SSA 
CDC 

From: 

contact : SA 

Approved By: 

Drafted By: 

b2 
b7E 
b6 
b7C 

bl 
Case ID #: (U) 

( u ; 

(SÎ 
2 7 8-HO-C12 2 97 3 6-VIO (Pending; 
97 I Pending) 

; Pending) 

Title: (U REPORT OF A POTENTIAL IOB MATTER 

(U) IOB reporting of financial institution 

G-3 
03/19/2032 

b 4 
b7D 

j i e t a i i s : (s 
an USP 1 

titiea 
agent 
is SSAl 

s S A R 

l'ne case is 
The case 

I 

Ì 
Jana ine case ageni's supervisor 

b l 
b 6 
b7C 

i:U'' ' ^ ^ ^ I n a n N S L dated 11/09/2006, writer reguested 
fi n^nni 31 ^nnnnnt information for thp gnhn ̂ nt ' ̂  account. ( s ) from 

:o present. On 
Upon revie 

mt information for thfi 
Jfor the time period J 

believes that this occurred because 

U3/lb/2UU/, writer received the results of said NSL. 
of the account information, writer noticed that I 
provided account information dating back to I 

j was the f 

b 4 
b7D 
b 2 
b7E 

inter 
irst day 

ï 



NSL VIO-36226 

sfcs^ET b l 
l 1 h 2 

To: Genekril rnnn^nl From: I I 'b7F 
Re: (S) (Pending), 03/19/2007 

of the credit cycle and the requested start date,I 1/2 006, 
fell within that month's cycle.) I I .b7E 

(U) UACB, writer will maintain the full results of the 
NSL in a 1A envelope in the case file. Writer will consider ^ 
reguesting financial records from inception of account to present 
to cover the period of time for which financial information was 
accidentally provided byl I to writer. 

(U) This matter is being reported within the mandatory 
14 day period. 

,ET 



NSL VIO-36227 

To : General Counsel Prorn: I I 
Re: (S)| |( Pending) , 03/19/2 007 

b l 
h 2 
b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Information is being provided to NSLB for whatever 
action is deemed appropriate. 

Set Lead 2 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) Information is being provided to IIS for whatever 
action is deemed appropriate. 

Set Lead 3: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) At CD-2C: Read and clear. 

Set Lead 4 : (Action) 

b7E 
AT 

(U) Information is being provided to CDC for whatever 
action is deemed appropriate. 

3 



01-30-2008 
(Rev. 01-31-2(CLÄSSIFIZD""BY'"i55I79""DIIH/KSR/JU 

NSL VIO-36228 

ALL IWF ORBATIOU CONTAINED 

«HEFE SHO m OTliERWI SE 
CLASSIFY-M*. 01-30-2033 SEp^T //20320319 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: IMMEDIATE 

To: General Counsel 

Counterintelligence 

Inspection Division 

Date: 03/19/2007 

Attn: 

Attn: 

Attn: 

C ò l l h f L £ 1 7 u n i 
UC 
CD-^TO,koom 4U33 
Internai Investigations 

b2 

b7C 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

Reference: 278-HQ-C1229736 Serial 2570 

Synopsis: (S) This EC serves to report the inadvertent collection 
which has arisen from the request for electroni c communi cati ons of 

ESPIONAGE MATTER, 

b2 
b7E 
b6 
b7C 

(U) Derived "Enfiti : G-3 
Declassi£^\On: 03/19/2032 

Administrative: (U) FISA WARNING STATEMENT-STATUTORY RESTRICTIONS: 

(U) This document contains information that is Foreign 
Intelligence Surveillance Act (FISA) derived. Per 50 U.S.C. section 
1806 (b) of the Foreign Intelligence Surveillance Act, recipients are 
reminded that this information, or any information derived from it, 

^ B ^ Ë T / / 2 0 3 2 0 3 1 9 



T O : 

R E : 

INSÜ-
(S 

Frnm • 

NSL VIO-36229 

b l 
sfe^ÉT//20320319 

P 03/19/2007 

b 2 
b7E 
b7A 

may only be used in a criminal proceeding with the advance 
authorization of the Attorney General. This information my not be 
disseminated to a foreign government without the authorization of the 
attorney general. 

Enclosure(s): (S) A copy of the National Security Letter (NSL) 
requesting the transactional records of the captioned subject and a 
copy of the l^ttpr frnml l.gpfti nn forth thp .qnhgrri hpr 
information for 

Details: (S) An inadvertent administrative error has occurred in the 
collection of elect ron ic commi in ination transactional records of 
captioned subj ectl _s providing the 
following information to 1NSJJ pursuant to referenced EC: 

(U) Substantive Investigation 

:s 

bl 
b2 
b7E 
b6 
b7C 

( S ) 

E S P I O N A G E M A T T E R 

0 0 : DE 

-C-ase-T-Br--

(S) The subj ect and target of the 
the activity occurred is 
in the state of Michigan 

investigation in which 
i U.S. person who was born 

y^. r 
rwpg-n nari^n r^nr i n 

converted to""a[-

(U) Controlling Legal Authority 

u ë s ä s ü n e c a s e was 

FBI is conducting a 
pursuant to the Attorney General Guidelines tor FBI 

National security Investigations and Foreign Intelligence Collection 
(NSIG) (October 31, 2003) and under the authority of Executive Order 
12333, dated December 4, 1981, and pursuant to Title 18, United States 
Code (U.S.C.), Section 2709 (Section 201 of the Electronic 
Communications Privacy Act, as amended). 

(U) On 06/05/06. an NSL was issued directinaT 

providetheFBIthenames,addresses,length ofserviceandelectronic 
communications transactional records, to include existing 
transaction/activity logs and all electronic mail (e-mail) header 

sè jS^ÈT/ / 2 0 3 2 0 3 1 9 b 4 
b7D 



NSL VIO-36230 

To: INSLP EV^m* 
Re: (S! 

S^Ï^ET//20320319 P 03/19/2007 b l 
b2 
b7E 

1 rifnrmafi nn i nnf f n elude message cont, 
for the period of 

prit ^ rid / n r subject fields) fo: 
to the present. b7E 

Statement of Error 

part of 
s occurred on the 
resulting in the^ 

nrenr ror e-marr aaaress nolder 

(U) The following is a chronology of events 1 paHi na tn t-hp 
discovery of the inadvertent error and the response of the 
Division: 

( S ) On .Ti 1 n p S . ? 
drafted by S 
speci fically 
provide transactional 

FBI 
RA, 

pnn"i,Qsed NSL dated June 5, 
and sent to FBll 

2006 was 

LIUU.L V_.KJKJV_.KJ 1 

records for e-marTaddressholder 
The enclosed NSL requested the names, 
rvice and electronic communications 

directed [ 
fields1. Specrtrcally the first 

V_-11LJ l_ 11 LJ J_ 
transactional records, to include existing transaction/activity logs 
and all electroni c mail (e-mail) header information. The NSL also 

not to provide message content and/or subject 
aragraph of the NSL reads, "Under 

the authority of Executive Order 12333, dated December 4, 1981, and 
pursuant to Title 18, United States Code (U.S.C.), Section 2709 
(section 201 of the Electronic Communications Privacy Act, as 
amended), you are hereby directed to provide the Federal Bureau of 
Investigation (FBI) the names, addresses, and length of service and 
electronic communications transactional records, to include existing 
transaction/activity logs and all electronic mail (e-mail) header 
information (not to include message rnntpnt ^nH/nr .qiihi pnt f i plH.ql 
for the below-listed e-mail address holder: 

l S Ì On Ji ] 1 v 5 . 2 0 0 iS . f 1 

¿m-j jaavrsea inai rne^N^i. was rgeeiveo ov 
200b ana assigned file numbe 

1 NSL dated June 5, 2006, 
(See enclosures) 

]from F B ^ 

S E > ^ T / / 2 0 3 2 0 3 1 9 

3 

a r e L L e r L O 
on July 5, 

b l 

b7E 
b4 
b7D 
b6 
b7C 



NSL VIO-36231 

bl 
h 2 
b7E 
b4 

b7C 

s £ ) 8 ^ p / / 2 0 3 2 0 3 1 9 

To: TNSD Frnrn- f 
Re: (S| ? b7E 

03/19/2007 

IFBI| 
( S ) On Ji ] 1 V 19. ? 

Li id L I , , 1 addressholdei 
a CD believed 
it was the res" 

RA) 
in an ^Ç 
to FBI 

m ^ p f ^ î ^ r p suits of 

by aaX 
SA 

theT 
to SA 
nformaliUh üh 

arc 
SA 

adVlsed 
ail 
enclosed 

o (JJUhiyih Lh^ h^yd^l' lnform'd H U h Uhly and advised that 
nsibility of the receiving office to ensure the 

information contained in the CD was appropriate to, and in fulfillment 
of the NSL reguest. 

P^) On July 21, 2006 or July 24, 2 
results of the records search and the CD. Due, 
several pressing investigative priorities, S 
the contents of the CD immediately upon recei 
locked desk drawer until August 11, 2006. 

received the 
WUI'kl'oad and 

did not examine b 6 
stored it in a .b7C 

reviewed the CD for the 
After inserting the CD 

(S) On August 11, 2006, SA| 
first time since receiving it in July 2( 
into her computer, and opening it, S A I I r e a d i l y determined that j 
addition to containing the header infcV'hiHl I nn. the CD also contained 
the content of e-mail address| | SA| | 
immediately closed the file, removed the CD Irom the compllLeih and 
n r n n pPHPH to turn the CD over to Chief Division Council (CDC) V 

At no time were copies of the information on the CD made. 
oromnt1v seguestered the CD in a locked cabinet in his office. 
Jalso notified her then supervisor, SSA 

(U) Upon the realization that an over-collection had 
occurred, the matter was documented in an EC and forwarded to the 
Substantive and Counter-espionage Law Units. However, it was later 
determined that the Inspection Division, inadvertently, was not 
noti fi ed. 

S ^ j S Î / / 2 0 3 2 0 3 1 9 

4 



NSL VIO-36232 

i//20320319 

To: INS-D -
Re: (SI 03/19/2007 

bl 
b2 
b7E 

LEAD (S) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Please review to determine if this reported compliance 
matter requires notification of the IOB based on the requirements of 
EO 12863 and guidance previously provided by the IOB. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) CD-4B: For information only. 

Set Lead 3: (Info) 

INSPECTION DIVISION 

AT WASHINGTON, DC 

(U) Internal Investigations Section: For information only. 

S E > ^ T / / 2 0 3 2 0 3 1 9 

5 



FD-962 (Rev. 03-21-2005 

DATE: 01-30-2008 
CLASSIFIED BY 65179 DHH/KSR/JW 
'REÀSÛM: E'4 (C) 
DECLASSIFY'''0M: 01-30-2033 

NSL VIO-36233 

ALL IWF ORBATI OU COHTÂIBED 

tiMEPE SHÖW'ÖTÖIOTXSE 
sjs&sqg.r 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To : Inspection 
General Counsel 

Attn: 
Attn: 

Date: 03/22/2007 

IIS, Room 3041 
NSLB, Room 7975 

From: 

( U ) 

( U ) 

Contact: SAI 

Approved By: 

Drafted By: 

Case ID #: 

Title: 

(X) 27 8-HQ-C122 97 36-VIO 

Synopsis: 

(U) 

(U) REPORT OF A POTENTIAL 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

To report potential IOB matter. 

Derived F r ö n ^ ^ F B I SCG G-3, Jan. 1997 
Declassi£yÖn^Q3/22/2032 

(U) 

Details : 

(s) : 

2. 

3. 

is: 

b l 
b2 
b7E 

b7C 

Possible IOB Matter: 

The Attorney General's Guidelines Provision: National 
Security Letter (NSL) requesting financial records pursuant 
+ ~ ^ ~ TT Q O ^ A T ^ \ T 

(U) Description of IOB Matter (including any reporting delays) 

On 04/11/2005 SA I l i s sued a NST, toi 
"jreguestr ng 

•ti nanm a I rpnnrHg pertauungl |rom 
I to present. The WSL <31l_yd L111Ü lyquyJt was 

authorized by Executive Order 12333, and pursuant to Title 

s: 



NSL VIO-36234 

bl 
h 2 
b7E 
b4 
b7D 
b6 
b7C 

h 6 
blC 

(U) 

To: 
Re: 

'inspection From: 
(V) 278-HQ-C12297,Jb-vlu 

ŝ öHjjrr 

, UJA 

h 2 
b7E 

(s 12. 11. s. c. 

22/2007 

Sect i on 341 4 ( a W .5 ) The NSL is documented in 

(S) On 0 7 / 2 1 / 2 0 0 ^ ^ 1 
n rovi d ed bv I 

1 

(U) 

(Ul-

li!) 

(U) 

uff ̂ H a nf the records 
as documented in 

I provided ^HHi tinnal reoorH.q 
documenting tmancial transactions prior to I 
which was outside of the reguested time period of 
to present on the NSL. 

t 

SAI I documented information related to the additionally 
proviaea financial records in Serial 66. 

SA| | did not use the additionally provided financial 
records to obtain additional NSL's, or conduct further 
investigative activity. 

The additionally provided financial records have been 
removed from the case file, and seguestered by the 
Chief Division Counsel (CDC). 

b7E 

SÈpK^T 
2 



NSL VIO-36235 

,;TJ;, ".'- : Inspection From: 
h 2 
hlE 

iv-: 27 8-HQ-C122 97 3b-VIO, U3722/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

S i ^ E T 
3 



FD-962 (Rev. 03-21-

; 01-30-2000 
CLASSIFIED BY 65179 DMH/KSR/JW 

1.4 (C) 

NSL VIO-36236 
ALL IMF0RHÄTI0H C0HTÀI1ED 

•î LLHÏoir'v I: 01-30-203; MEERE ' ' ' ' SHO IH" ' OTHEIRWï SE 
sj3»B3ÏT 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

Date: 03/22/2007 

Attn: IIS, Room 3041 
Attn: NSLB, Room 7 975 b2 

(U) 

b7C 

Case ID #: 27 8-HQ-C122 97 36-VIO 

Title: (U) REPORT OF A POTENTIAL 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

i|T.TJ Synopsis : 

<U) ^ 

Details : 

To report potential IOB matter. 

DeriveaFsgHï^: FBI SCG G-3, Jan. 1997 
Declas^fyOïK^ 03/22/2032 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

:s: 
initiated by 

(U) ()() 

S) 2. 

3. 

a U.S. Person. 

Possible IOB Matter: 

:s: The Attorney General's Guidelines Provision: National 
Security Letter (NSL) requesting toll billing records 
ni ] r si ] a n t t o T i t l e 18 U . S . P . . S e n t i o n 27 0 9 . 

(U) v^J 4. Description of IOB Matter (including any reporting delays) 

; S ) On 08/16/2005 SA I I issued a NSL toi 
I TTroT i e s t i na 

nq records pertaining I prom 
| | to present. The NSL'dlled Lhld Lecjlledl las 
authorized by Executive Order 12333, and pursuant to Title 

SE 



E T 

NSL VIO-36237 

h 2 
hlE 

<U) 'To.:. Inspection From: 
;\; ' : V ; 27 8-HQ-C122 9 7 3 ^ VIO, 03/22/2007 

bl 
h 2 
hlE 
h 4 
b7D 
h 6 
hlC 

(S) 

(U) 

bl 
h 2 
hlE 
b6 
hlC 

( U ) , 

(U) 

TT c r ^-nt i •¿4)9., ..The-NSL-.-is--do-cument-ed--i-r 

[S) On OR/1 7 /2006 SaT 
t~î rnvi H pH Vw f 

conducted a T-Q̂ H OW r̂ f fhp r^nnrHc: 
as documented in 

(U) j ( ) 

provided records which were based on the date of 
their billing cycle, beginning with the Jul v 2 0 03 statement. 
The account in question was o p e n e c ^ I t h e r e f o r e the 

rtatement included 21 calls from the month of June 
These records are included in the case file in Serial 

"TTT7 

It is noted that the NSL issued in this present matter 
predated the attachment which presently accompanies NSL 
requests for toll billing records. r 

I Consequently, had the present 
matter occurred a short time later and after the 
implementation of the above-stated attachment, there would 
have been no obligation to report it as a potential IOB 
violation. 

l i Except for one phone number, 
use the additionally provided records to obtaTn 
MST, 1 s . or conduct additional investigative aot_i vi t v 

|did not issue a additional NSL regardingj 
however did obtain addJ ̂  J 1 J-^ ^ - - -
the number from the I 

did not 
additional 

££ 
LL if. fi t-~m a 1 accfif^i a r pn 

c 
T rom I howe^eZ 

to/fxûffli 
used 
rega 
was documented 37 times 

? were document here w e r e 

after 

beven pnone c a n s 
ed rn the records prior to 
documented phone calls 

SA | |would have 
conductfurther rnvestrgatrve activity 

.dress—or—uie "additionally supplied records because it 
after 

The additional rpnorrj,q (?] calls) were uploaded into the 
I program of ACS. 

h 2 
hl E 

The additional records (21 calls) prior to| I have 
been removed from the case file, and sequesterea oy the 

I Chief Division Counsel (CDC) . 

J ^ E T h 2 
hlE 



NSL VIO-36238 

(U) Sfi^T 

- I I ? 97 3b-Vl0f U i h 
To: Inspection From: I I b 2 
Re: ^ f 27 8-HQ-C122 973b-Vl0f 03/22/2 007 b 7 E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 



ALL IEFORKàTIOB CÛSTABIED 
(Rev. 01-31-2003) HEEEIW-iS-OTGLIlSSIFIlD-EXGEP'F 

IJHERE • • • • SHO ¥ST • • •OTHER¥I SE 
SJj3BS?gT 

FEDERAL BUREAU OF INVESTIGATION 

NSL VIO-36239 
DATE; 02-04-2008 
CLASSIFIED BY 65179 DHH/KSR/JU 

it 02-Q4-2G: 

Precedence: ROUTINE 

To: Inspection 
npripral Cniin.qpl 

Date: 03/26/2007 

Attn 
Attn 
Attn 

IIS 
NSLB 
CDC 

From: 

Contact: SSA 

Approved By: 

b7E 
b6 
b7C 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

(U) EC provides details regarding a potential IOB Synopsis : 
matter. 

(UK 
Derived/From : G-3 
Declassify On: 03/09/2017 

Reference: (U) EC dated 11/16/2006, file 278-HQ-C1229736. 
b7E 

sitej^T b'l 
b2 
b7E 



NSL VIO-36240 

To: Inspection From: 
Re: (U) 27 8-HQ-C122 97 3 6-VIO, 

:RET 

3/26/2007 

(U) The potential violation occurred when a National 
£ e oi ] r i t v Lett e r fNST,'). dated 1 /4/2006. was sent tol I 

b7D 
ine iMbr was rssuea pursuant io 

Title lb, U . S . U . , Section IbüTu . The MQT. G^O^-I F I N A L L Y requested b7C 
personal identifying information froml jfiles relating to 
the consumer or consumer account but limited to names associated 
with the consumer, current or former addresses, and current or 
former places of employment. The NSL also ^ g n ^ r ^ n -pam̂ c? 
and addresses of any financial institutions wherej*^ |records 
indicate the consumer maintains or maintained an account. 

U) In response to the National Security letter 
sent a credit report regarding the subject of the case. 

When the credit report was received on 3/23/2006, it had been b 7 D 
poorly redacted with a black pen and the case agent did not 
realize it was a full credit report and placed it into the case's 
1A sub file. No additional leads or NSL's were sent out based on 
information provided in the credit report. 

(U) - ( V On 3/8/2007, when e-mails circnlated related to •• u ; N/ On 3/8/200/, when e-mai I s ci reu I ated related to 
the use of/N3sh's and the possibility^ [vas sending out full 
credit reports, SAI Irecalled he had received a credit report ¡""[inf [investigation and reviewed 

lie. Trie report was reviewed by the writer who determined 
f roml 
his ille. Tfie report was reviewed by the writer who determined 
it to be a full credit report (albeit poorly redacted). The 
report was immediately placed into an envelope and provided to 
A/CDCl I on 3/26/2007, where it was sequestered 
pending a determination from NSLB as to whether this matter 
constitutes an IOB violation. 

b4 
b7D 
b6 
b7C 



NSL VIO-36241 

I. b2 
I -, „ Ke: (U) 2 / y-H0-C122 y / 3b-vlo, 03/26/2007 

LEAD (s) : 

Set Lead 1: (Info) 

INSPECTION 

AT ISS 

(U) For information. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT NSLB 

(U) General Counsel is requested to review this matter 
and provide guidance as to the disposition of the sequestered 
materials. 

SÈJ^Ë'] 



(Rev. 01-31-2003) 
ALL INFORMATION CONTAINED 

IS UNCLASSIFIED EXCEPT 
I.JHERE SHOOT OTHERWISE 

NSL VIO-36242 
DATE: 01-30-2008 
CLASSIFIED BY 65179 IX 
REASON t-̂ -̂ e-j-
DEC L AS'S î FY • • • -0M: 0M0-2033 

S È £ | < | T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 03/22/2007 

Attn : IIS 
Attn: NSLB 

From: 

(U) 

Approved By: 

Drafted By: 

Case ID # : - X 2 7 8-HQ-C12 2 97 3 6-VIO (Pending) 

Title: (U) REPORT POTENTIAL IOB MATTER 

Synopsis: (U) To report potential IOB matter. 

( U l - M ^ DerivfedFróm : G-3 
Declarfiréiì^On : 03/22/2017 

i U ) Details: The following information is provided to OGC and 
the Inspection Division in order to examine the following 
potential IOB matter: 

fSÏ A- Snhstanti ve Investi nati on:l 
b l 

b 2 

b7E 

( U ) X Names of Relevant personnel : 

(S) _315...S.ub-j-eet-r-
Case Agent: 
S SA: 

SSA (Acting) 
S 

(U) C. Identification of the Subject's status: 
•zenshipl | 

Obtained US bl 
b6 
b7C 



NSL VIO-36243 

(U) s è ^ É T -b2 

I 1 b7E To:--., Inspection From: | | 
Re: N)É) 27 8-HQ-C122 97 36-VIO, 03/22/2007 

U) 

D. Explanation of the error believed to have been 
committed: 

(1) When error occurred: 06/27/2003 
When error was brought to attention 

b6 
b7C 

of S SA 03/21/2007 

(S) 1 Division 
T . T 1 1—i A V-,^,4-

H i t K€ 
^ , , , -i 

:ted with the NSLs 
were locally dpii vprpH 
On 07/03/2003, SSA| 
the attention of the Office of 
that OGC had the proper information 

by 
was 

NSLs 

signed 
^ Uli Ub/ , / ̂ UUj. Nu Li diitfmittal EC 
at the time of SAC si gnatnre T 
tn R^nk representatives in | | 

\drafted and approved an EC sent to 
General Council (OGC) to ensure 

to support Congressional 
Reporting requirements associated with the NSLs. Mitigating 
factors: It was believed that the transmittal EC was not 
necessary because service would be handled locally within the 

| |Divisionf and NSLB reporting requirements were met with 
the subsequent EC. 

(2) Controlling law/regulation/NSIG Provision: 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

( U ) 
( K 

NFIP Manual Section 2-17 

Status of the matter: 

(S) 
(S) 

Cas.e-.-I-D-: 
"Type : 
Opened: 
"Closed: 
Current Status : Closed 

b'l 
b2 
b7E 

S & ^ É 1 ] 



(U) x 
To1-:.. Inspection From: 
Re: V : 27 8-HQ-C122 97 

NSL VIO-36244 

•b2 
d^-Vio, UJl/22/2007 b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, PC 

(U) For action as deemed appropriate, 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action as deemed appropriate, 

3 



<: 01-30-2008 
CLASSIFIED BY 65179 DMH/XSR/JU 

(Rev. 01-31-2003) SEAS-OB-: I v 4 (C) 

-M-: 01-30-2033-

NSL VIO-36245 

i; 

HEBETN- • • T g- • • • OTCL AS STFIEI> • • -EXCEPT 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 03/22/2007 

Attn : IIS 
Attn: NSLB 

From: 

Contact: SSA 

Approved By: 

( U ) 

Drafted By: 

Case ID #: 278-HQ-C1229736-VIO (Pending) 

Title: (U) REPORT POTENTIAL IOB MATTER 

Synopsis: (U) To report potential IOB matter. 

(U) ^ DerivedNlKrQirf : G-3 
Declassi^f^n: 03/22/2017 

(U) Details: The following information is provided to OGC and 
the Inspection Division in order to examine the following 
potential IOB matter: 

bl 
b2 
b7E 

QnK r-fnnfiim Tr-^R^-HNRT-RHNR^-

jjr v r s r on 
Initiated by • 

(S) B. Names of Relevant personnel: 

(S 
315 Subject":"" 
Case Agent: 
S SA: SS; ? h 6 

hlC 

bl 



NSL VIO-36246 

(U) 

To:\ 
Re: 

Inspection From: 
h 2 
b7E 

27 8-HQ-C122 9/3b-VIO, u3/22/2007 

(U) ( D . Explanation of the error believed to have been 
committed: 

! ü ) < X > (1) When error occurred: 06/27/2003 
When error was brought to attention 
of SSA 03/21/2007 

Division 
was instituted Dy ÜA on 

[ 
addressed to 
fi n 3 n r1 i 3 1 rpnnrn.q 

I D^didLe ndLlOlidl beCUl IT 

} T7T1 Ob/ 2 I / 2003 . No 

TTs \ vi òr S } 

requesting 
were signed by SAC 

Transmittal EC was drafted 
with the NSLs at the time of SAC signature. The NSLs were 

On 
to the 

(UK 

locally delivered to bank representatives i__ 
07/03/2003, SSA| "|drafted and approved an tu sent 
attention of the Ottice ol General Council (OGC) to ensure that 
OGC had the proper information to support Congressional Reporting 
requirements associated with the NSLs. Mitigating factors: It 
was believed that the transmittal EC was not necessary because 
service would be handled locally within t h e l [ D i v i s i o n , 
and NSLB reporting requirements were met with Ihk dllljsequent EC. 

(2) Controlling law/regulation/NSIG Provision: 

NFIP Manual Section 2-17 

(U) X 
(3) Status of the matter: 

Case.-I-D-
(£) '"'""'""""""Type : 

Opened : 
Closed : 
Current Status: Closed 

b7E 

bl 
h 2 
b7E 
b4 
b7D 
be 
blC 



NSL VIO-36247 

(U) 

TO-:-..̂  ̂ n^pection From: | | 
T7TTT/ Re: jAJ 27 8-HQ-C122 97 3b-vio, U J / 2 2 / 2 0 0 7 -b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action as deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action as deemed appropriate. 

3 



<: 01-30-2008 
CLASSIFIED BY 65179 DÏÏH/KSR/JU 

(Rev. 01-31-2003) REA3OT: Iv4 (C) 
-M: 01-30-2033 

NSL VIO-36251 
ALL INFORMATION CONTAINED 
HEREIM IS UWCLASSIFIE: 
WHERE • • • • SHOOT • • • -OTHERWISE 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 03/22/2007 

Attn : IIS 
Attn: NSLB 

From: 

Contact : 

Approved By: 

b2 

b7C 

Drafted By: 

(U) Case ID #: 27 8-HQ-C122 97 36-VIO (Pending) 

Title: (U) REPORT POTENTIAL IOB MATTER 

Synopsis: (U) To report potential IOB matter. 

(U) X Derivèd/From : G-3 
Declassify On: 03/22/2017 

(U) Details: V ; The following information is provided to OGC and 
the Inspection Division in order to examine the following 
potential IOB matter: 

ÌQÌ a dnho-han-hi TTO T m r o o r i rr a 1~ i ri n I 

b l 

h 2 
b7E 
b 6 

b7C 

DI vit! luh 
imtiatea oy 

(U) 'X Names of Relevant personnel : 

:s) ..3-l-5--S-ub-j--ee-t-t-

Case Agent: SA 

bl 
b6 
b7C 

S SA : S SA 
SSA (Actrng' 

T 



NSL VIO-36252 

(TT) -
To: 
"Fre-r--

Inspection From: 
>><< 27 8-HQ-C122 97 3 6-VIO 22/2007 

h 2 
hl E 

(U) X C. Identification of the Subj ect's status: 
and is a naturalized US citizen. 

(U) V " K H D. Explanation of the error believed to have been 
committed: Jo6 

b 7 C 

(U)------ (!) When error occurred: 0 6 / 2 7 / 2 0 0 3 

When error was brought to attention 
o f S S A | I 0 3 / 2 1 / 2 0 0 7 

r 
I q I 

[ 
Division! — 

-, |oXL 
I and subsequently! 

(NSL) addressed-Oil 1Z./Z.O/Z.UUO. J\ l̂ ctL-LOlia-L »^eCUJllLy L(jlie 

I Irequestin^ fin^nni ai rpnn rH.g on subj ect 
I [was signed by SAC On 
1 NöL da Jed 06/27/2003 alsJ dohLalhtd a l^Ll^l to 

~ie 
i~ 

for financial records associated with subjects of orner 

MSI 

On the same date, 0 6 / 2 7 / 2 0 0 3 . 

Isioned an additional NSL addressed to 
No transmittal EC_was dra 

sac 

'I'he N.SI.s Wpre locally delivered to 
| _ I representatives located in[ 
0/7 03/2003, SSA| grafted and approved an EC sent to the 

Errner 
and 
~ I On 

attention of the Office of General Council (OGC) to ensure that 
OGC had the proper information to support Congressional Reporting 
requirements associated with those two NSLs. Mitigating factors: 
It was believed that the transmittal EC was not necessary because 
service would be handled within the| I Division, and NSLB 

Sequent reporting reguirements were met witli LI it d Llbsequent EC . 
I'T'T'1 (2) Controlling law/regulation/NSIG Provision: 

NFIP Manual Section 2-17 
h 2 
hl E 

M X [3) Status of the matter: 

<S) 

Case.-.I-D-:-
"""""Type : 

Opened: 
Clo.s-ed: 

..--Current Status : 
bl 
b2 
b7E 

bl 
h 2 
hl E 
h 4 
b7D 
b 6 
hlC 

2 



NSL VIO-36253 

SESriÉr 
I — i :b2 Td":x Inspection From: | | .b7E 

V : V 27 8-HQ-C122 97 3 6-VIO, 03/22/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, PC 

(U) For action as deemed appropriate, 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action as deemed appropriate, 

ET 



F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

F O I P A 

D E L E T E D P A G E I N F O R M A T I O N S H E E T 

N o Duplication F e e s are c h a r g e d for D e l e t e d P a g e Information S h e e t ( s ) 

T o t a l D e l e t e d P a g e ( s ) ~ 367 
P a g e 1 -— Duplicate 

P a g e 2 -— Duplicate 

P a g e 3 -— Duplicate 

P a g e 4 -— Duplicate 

P a g e 5 -— Duplicate 

P a g e 6 -— Duplicate 

P a g e 1 •— Duplicate 

P a g e 8 -— Duplicate 

P a g e 9 -— Duplicate 

P a g e 10-— Duplicate 

P a g e 11—- Duplicate 

P a g e 12 — Duplicate 

P a g e 13 — Duplicate 

P a g e 14 — Duplicate 

P a g e 15 — Duplicate 

P a g e 16 — Duplicate 

P a g e IT-— Duplicate 

P a g e 18 — Duplicate 

P a g e 1 9 — Duplicate 

P a g e 2D — Duplicate 

P a g e 21 —• Duplicate 

P a g e 2 2 —• Duplicate 

P a g e 23 —• Duplicate 

P a g e 24 —• Duplicate 

P a g e 2 5 —• Duplicate 

P a g e 26 —• Duplicate 

P a g e 2 7 —• Duplicate 

P a g e 2 8 —• Duplicate 

P a g e 29 —• Duplicate 

P a g e 3D —• Duplicate 

P a g e 31 —- Duplicate 

P a g e 3 2 —- Duplicate 

P a g e 33 —- Duplicate 

P a g e 34 —• Duplicate 

P a g e 3 5 —- Duplicate 

P a g e 36 —- Duplicate 

P a g e 3"7 —• Duplicate 

P a g e 3 8 —• Duplicate 

P a g e 3 9 —• Duplicate 

P a g e 4 0 —• Duplicate 

P a g e 4 1 —• Duplicate 

P a g e 4 2 —• Duplicate P a g e 4 3 —• Duplicate P a g e 4 4 —• Duplicate 


