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SBUfeET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 02/22/2007 

Attn: SSA 

From: 

(U) 

National Security Law branch 
Counterintelligence Law Unit 

b2 
b7E 

b7C 

Title: (U) Potential IOBs 

(U) Synopsis: Response to NSLB review/document request made by OGC 
on 02/20/07 . 

( U ) 

(U) 
X 

Enclosure's) : y [Sf Documents responsive to NSLB request. 

(U> 

Details-:"" The enclosed documentation is provided to the NSLB as 
r.eqtie'sted/in t^e 02/20/2007 e-mail to the | |Division. 

(S) A. 

bl 
h 2 
hl E 

i^i Potential IOB error: The National Security Letter was issued 
\ iZ1 } ""with"0"ut'"-app'ro-v-al-to extend the preliminary inquiry. 

. np.q nri p inri nf nnfpnti TOB error: | tivisio 
( S ) i ,, , , F Countererrori sm, TTOS T. on 

bl 
b2 
b7E 

10/21/2003 requesting Headquarters approval for a 

SE^ET 

NSL VIO-35748 



SENKET 

(U) To: 
Re :"" Keral Counsel From: 

27 8-HQ-C122 97 36-VIO, 02/ 22/ 2UU I 

(S) 

bl 
h 2 
b7E 
b6 
b7C 

bl 
h 2 
b7E 
b6 
b7C 

. Per the NFIP manual, 
Ini vi si on needed .snr.h approval foi. I • 

J and therefore,| iDivision's 
: 

1 EC of 10/29/2003 was well in advance [ 
Counterterrorism responded via an EC on 12/01/2002^ 

I I Since I | 
| I I I |views the 07/29/2004 

.qinf^ thP kf1 anri thP Matinnal qprnri date 
was well 

Division does note tha~; 
Letter in question were written on 06/23/2004, 
wi thi n thp pmthori 73ti on ppri od 
an EC] |was written on 01/06/2006 which noted the 

bl 
b2 
b7E 

expiration date of 06/01/2004. [ ]üivision be 
author of serial 28 used the date of the EC (12/01/2003, 

Iwhen calculating the expiration date. 

~l PTfPC 

(U) - X 2- Potential IOB error: 
FCRA consumer full credit 
counterintelligence case. 

A National Security Letter requesting 
data was issued in a 

(U) 3. Description of potential IOB error: In this case, | | 
National Security Letters were issued for financial d a t a . T 
| | The National Security Letter sites 
Title lb, USC, section IbHlv. This is the legal provision allowing 
for full credit reports in terrorism matters. In counterintelligence 
matters, under Title 15, USC 1681u(a), agents are entitled to credit 
listings (information pertaining to financial institutions, addresses 
of those institutions, places of employments, etc.), but not to a full 
credit report. 

b7D 

(S) c. 

fsi 1 I 
<U) . Potential IOB error: The National Security Letter contained a 

typographical error. 
(U) 3 . Description of potential IOB error: An electronic 

communication dated 04/11/2005 requested the issuance of| jFCRA 
National Security Letters pursuant to Title 15, USC, section 1681u(a) 

SËjfeET 

NSL VIO-35749 



ET 

To: General Counsel From: 
(U) N : V / 27 8-HQ-C122 97 36-VIO, 02/22/2 007 

(U) 

bl 
h 2 
b7E 

(U) 

(U) 
h 2 
b7E 
b4 
b7D 

bl 
h 2 
b7E 

and 1681u(b). The National Security Letters, also dated 04/11/2005, 
contained the language that, pursuant to Executive Order 12333, dated 
12/04/1981, and Title 15, USC, section 1681v. There was a 
typographical error on the part of the drafter of the National 
Security Letter who, instead of properly drafting 1681u(a) and 
1681u(b), drafted 1681v on all three National Security Letters. 

> < 4 . The Office of General Counsel guidance per EC dated 11/16/2006 
provides that a typographical error of this type must be reported as a 
potential IOB violation. 

(S) D. 
! 1 1 

2. Potential IOB error: The information obtained was not 
'relevant to an authorized National Security investigation as it was a 
third party error. 

Description of potential IOB error: The specific request was 
for subscriber information from 01/01/2003 to the present. 

w ot the response froniH _ | revealed that there were toll 
| |mixed in with the package of 

subscriber results prpvided to t h e l ^ I D i v i s i o n of the FBI. 

A revie 
records 

L , _ l oml I was was voluminous. As such, The amount of material received froml 
the case agent did not catch this as it appears to be an over-
collection. None of this information was indexed and no follow up 
investigation was conducted on the toll record information. 

(S) E. 

'Si IT 

Potential IOB error: Carrier error in providing agent with 
'nforlnation not authorized by National Security Letter. 

(S) 3. Description of potential IOB error: In accordance with an 
approved ECPA M^tion^l .qpniri tv Letter dated 09/26/2005, | ] 
returned to thel IDivision records for e-mail 

I — j i f -to the I 
If or January, ? 0 0 5 to the present. Additionally, 

¡Division from 
This error was on the part of | ~|and not 

SECRET 

3 

bl 
b2 
b7E 

NSL VIO-35750 



SEORET 

To: 
(TJ) Re:-

^Genejral Counsel From: 
27 8-HQ-C122 97 36-VIO, 02/22/2007 

the case agent. The National Security Letter specifically requested 
records for the e-mail account fromI 

SECRET 

4 
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To : General Counsel From: I I 
(U) : ^ x f 27 8-HQ-C122 97 36-VIO, U2/1 22/1 2UU / 

LEAD (s) : 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

ÊJPÇRET 

5 

NSL VIO-35752 



FD-962 (Rev. 03-21-2005) 

ALL INFORMATION CONTAINED 
:H IS UNCLASSIFIED EXCEPT 

S^SRET//20320222 
FEDERAL BUREAU OF INVESTIGATION 

12-14-2007 

CLASSIFIED BY 65179dtth/3cs£/tt 
REASOM: 1 . 4 (c) 

:F?-OH: 12-14-2032 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

Date: 02/22/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

(S) 

b7E 
b6 
b7C 

bl 
h 2 
b7E 
b6 
b7C 

Title: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

l|jj|l Synopsis: N^f To report possible IOB error. 

(U) 
Details: 

(S) 1. 

The case agent i s SAI 
supervisor is SSRAl 

]and the 

X ^provided records in response to a national security 

(S) 

letter (NSL) that were beyond the scope of what was requested in the 
NSL. Writer sent an ECPA NSL to | |via Federal Express on 
..01/ 0 9/2007 .| ~~|MSI_, response was received via Federal Express on 
01/ rr/"2-00-7 . The NSL 
for the time per'iod-s 

Jor telephone numperj- y esponseincluded 
sè^RET//20320222 

h 6 
hlC 

NSL VIO-35753 



3È^ÇET//20320222 b7E 
To: Inspection From: 
Re: (U) 27 8-HQ-C122 973b-Vlo, 02/22/2007 97^ 

subscriber information and billing statements dated 10/05/05, 
11/05/05, 12/05/05, 10/17/06, 11/17/06, and 12/17/06. As these billing 
statements do not reflect charges from the beginning of each month 
until the end of each month, there are toll records included in| | 
response that are outside the scope of the NSL and were not redacted 
by| | The bill dated 10/05/05 contains toll records for the time 
period 08/23/05 through 09/20/05, all of which are outside the scope 
of the NSL. The bill dated 11/05/05 has toll records for the time 
period 09/21/05 through 10/20/05. Those records prior to 10/02/05 are 
outside the scope of the NSL. 

( U ) Writer contacted | |ADC ^ ^ . | |on 01/11/07 and 
and advised of the situation. The entire original copy of | | 
response was forwarded to ADC I las requested. A copy of the 

b7C 
b2 
•b7E original records was made with all toll records noted above as being 
b4 outside the scope of the NSL redacted. A second copy was made of the 
"b7D redacted records to be used in the investigation. The initial copy of 

the original records was destroyed. (U) 

<U)-~. 

Writer contactedl |ADC| ^again on 
02/2^707"NYegarding necessary changes to tne mitiai ioB submission for 
this matter which was dated 01/12/07. 

FBl| | has been delayed in reporting this IOB initially 
in order to determine the scope and extent of the overcollection and 
to review procedures to determine if such overcollection is 
preventable in the future. Further delays were the result of 
compliance with the revised procedures for reporting IOB matters. 

b2 
b7E 

b6 
b7C 

SEC^T/ / 20 32 0222 

NSL VIO-35754 



S^RET//20320222 

To: Inspection From: | | 
Re: (U) 27 8-HQ-C122 97 36-VIO, 02/22/2 007 & /Ei 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

be 
hlC 

S^é^ET//20320222 

NSL VIO-35755 



ALL INFORMATION CONTAINED 

HEREIW IS UNCLASSIFIED EXCEPT 

I.IHERE SHOOT OTHERWISE 
FD-962 (Rev. 03-21-2005) 

SE^ET//20320226 
FEDERAL BUREAU OF INVESTIGATION 

12-18-2007 

CLASSIFIED BY 65179dmh/ks 

3REÀSOH: 1 , 4 tei 

i^L LiiiiSir. Uri ; i 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

Date: 02/26/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

(SÎ 

( U ) 

From: 

Contact: IA 

Approved By: 

Drafted By: 

Case ID #: .(U o^o TTA oomo/r O 

Title: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: j^C To report possible IOB error. 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(U)-

(S) 2. 

^fcÂ^ 3. Possible IOB Error: 

(U) 

bl 
b2 
b7E 

) 4. Description of IOB Error (including any reporting delays). 
! Q \ 

h 6 
b7C 

SECBjjT//20320226 

NSL VIO-35756 



S^RET//20320226 

To: Inspection From: | | 
iv: 27 8-HQ-C122 97 36-VIO, 02/26/2007 

statements for toll records beginning 
| | In all, approximately six years of toll records were 
provided in the billing statements in response to an NSL requesting 
six months of toll records.The relevant billing statements responsive 
to the NSL are from| | 

:s: entire original response will be forwarded 
with this coniiiiunicaiion io /\DC| ""|per previous handling 
guidance. A copy of only the pertinent original records was made with 
extraneous records redacted. A subsequent copy of the redacted records 
was made for investigative purposes. The initial copy was destroyed. 

X FBI | |has been delayed in reporting this IOB 
initially in order to determine the scope and extent of the 
overcollection and to review procedures to determine if such 
overcollection is preventable in the future. Further delays were the 
result of compliance with the revised procedures for reporting IOB 
matters. 

to 2 
hlE 

to 6 
tolC 

sfr^ET//20320226 

NSL VIO-35757 



S&8feET//20320226 
h 2 To: Inspection From: | , -, „ 

^UJ Re: >sÇT^78-HQ-C1229736-VIOf 02/26/2007 ® / b 

LEAD té) : \ 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

kg SEÇ^ET//20320226 
b7C 3 

NSL VIO-35758 



FD-962 (Rev. 03-21-2005) 

DATE; 12-18-2007 
CLASSIFIED BY 6F 
REASON: 1.4 (c) 
DECLASSIFS-OS: 12-18-2 03 2. 

m 
HEREIH IS UNCLASSIFIED EXCEPT 

SBÖäJET 

FEDERAL BUREAlJ OF INVESTIGATION 

Precedence: ROUTINE 

To : Inspection 

General Counsel 

Date: 02/28/2007 

Attn: Internal Investigations 
Section,. Room 11861 

Attn: National Security Law Branch 
(NSLB), Room 7975 

From: 

u ont: act: : 

Approved By: 

Drafted By: bl 
|| 2 ) Case ID # : ><J 27 8-HO-C122 97 36-VIO 

Letter (NSL) believed by the Office of the Inspector General (OIG), 
)artment of Justice, to be an IOB matter. 

Details : 

(S) 1. 

(S) 

X 

The substantive investigation in which the alle 
questionable activity occurred is that matter captioned, 

j n t ^ I Sa. J ^ 

b2 
b7E 
b6 
b7C 

Title: (U) REPORT OB A POTENTIAL 
IOB MATTER (PIOB) 

("Qj Synopsis: Response to telephonic and e-mail mandate by NSLB of 
'20/2007/tcN report as a potential IOB matter, a National Security 

(U) 

1 lie case special KgT 
case number 
at the time of 

\the issuance of the questioned NSL and receipt of the 
response to the NSL was SA| | The 
Supervisory Special Agent fSSfi) _for the investigation was 
former SSA 

The subj ect,[ 
Person. 

lis a United States 

No IOB error occurred. This report is purely perfunctory: 

S E ( ^ E T 

NSL VIO-35759 



SEj^E1] 
b2 
b7E 

(U) 
To: Inspection From: | I 
^ 27 8-HQ-C122 97 36-VIO, 02/2 8/2 007 

bl 
b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 

4. (S) was advised 02/20/2007 that QTG had 
brought to the attention or NSLB a MST,. fmmd at I 
which OIG believed was an IOB miittnr I 

^ q ^ r-nrw nf a MST.I 
e and dated October 6, Z00 J . in accordance with lb U . S . C . § 

1681u(a)(2001), the NSL contained the required relevancy 
certification, (NSL at 1), and was duly executed by a Special Agent in 
Charge at the time,|~ [NSL at 2). 

I i|q) At the time of submission of the NSL, I 

|wa .a thp .qnhi pr.t nf a ̂ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ li n.qti 1111 ed 06/12/2003, I . . I.FC . 
Hpnpral flnnn.qpl -I | and Counterterrorism captioned. I I 

I lMM| | dated 10/0^/?nm_ at 1 . 1 I _ I 

[ | one[ 
r-pl 1 nhnnp tn tplpnnnnp nnmnpr 
bv r 

dated 10/0^/?nm_ at 
I ITI f i - , J from his 

mimhpr .qiih.qr.ri hpri t 

i (Exhibit U, Serial, 
Gonnterterrorism and Inspection captioned. \ 

H 
f 

-Lll 

m /i E /onnQ it 1 . )L 

investici 
captioned, 

T 
Jwas being investigated as' 

] 
atinn fF.vhihit V. Serial 1 

oaj 
dated 

oft^e 

IT," dated 07/14/2002, at 

bl 
b2 
b7E 
bb 
b7C 

( S J 

bl 
b4 
b7D 
b6 
b7C 

¥ Jreq 
r The aforementioned questioned NSL submitted to 

| [requested w ^moo anH addresses of all financial 
1 n'S'ti'tutl'on'S""at""whi'ĉ '' tnaintains an account. (NSL at 1.) The 
response to the NSL supplied information beyond that requested 
including information obtained from public records, adverse account 
information, identification of companies that have received 

S^Sret 

NSL VIO-35760 



bl 

( U ) • T q 

Re S i 
ction From: [ 
27 8-HQ-C122 97 36-VIO, 02/2 8/2 007 

b7C 
b2 
b7E 

(S) 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

"REVISED .PORTS OF POTENTIAL 
INTELLIGENCE OVERSIGHT BOARD MATTERS, " dated 11/16/2006, characterized 
as a PIOB matter, a provision of information beyond the scope of an 
NSL resulting in the unintentional acguisition of data. (See 
Inspection EC to All Divisions, captioned, "INTELLIGENCE OVERSIGHT 
BOARD," dated 12/24/2002; Director's EC to All Divisions captioned 
"REVISED PROCEDURES FOR THE SUBMISSION OF REPORTS OF POTENTIAL 
INTELLIGENCE OVERSIGHT BOARD MATTERS," dated 03/08/2004; Inspection EC 
to All Divisions, captioned, "REVISED PROCEDURES FOR THE SUBMISSION OF 
REPORTS OF POTENTIAL INTELLIGENCE OVERSIGHT BOARD (IOB) MATTERS," 
dated 02/10/2005. Inasmuch as the EC of 11/16/2006 was not the 
controlling authority at the time the results of the guestioned were 
received and as no use was made of those results, no PIOB violation 
occurred. 

Counsel EC captioned 

NSL VIO-35761 



SE^ET 
h 2 To: Inspection From: . 

27 8-HQ-C122 97 36-VIO, 02/2 8/2 007 -b7E 

(U) General Counsel EC captioned "REVISED PROCEDURES 
FOR THE SUBMISSION OF REPORTS OF POTENTIAL INTELLIGENCE OVERSIGHT 
BOARD MATTERS, " dated 11/16/2006 observes that: 

Section 2.4 of Executive Order 12863 mandates 
that Inspectors General and General Counsel of the 
Intelligence Community components ... report to the IOB 
intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive Order 
or Presidential Directive. This language has been 
interpreted to mandate the reporting of any violation 
of a provision of The Attorney General's Guidelines for 
FBI National Security Investigations and Foreign 
Intelligence Collection (NSIG), effective 10/31/2003, 
or other guidelines or regulations approved by the 
Attorney General in accordance with EO 12333, dated 
12/04/1981, if such provision was designed to ensure 
the protection of individual rights. Violations of 
provisions that merely are administrative in nature and 
not deemed to have been designed to ensure the 
protection of individual rights are generally not 
reported to the IOB.1 

(GC EC at 2.) The instant case involves no violation of any Executive 
Order, Presidential Directive, guideline, ethics rules or any other 
rule, regulation, order, or policy. 

(U) This interpretation of the reporting requirements 
was furnished to the FBI by the PIOB during a meeting on 
06/18/1982. William H. Webster, then Director of the FBI, 
concurred with this interpretation and confirmed the immediate 
implementation of reporting procedures in adherence to this 
interpretation in a letter, dated 07/14/1982, to Dr. W. Glenn 
Campbell, Chairman of the PIOB. This interpretation was 
confirmed by Mary C. Lawton, Counsel for Intelligence Policy, 
Office of Intelligence Policy and Review, Department of Justice, 
by letter dated 04/08/1983. 

S^GRET 
4 

NSL VIO-35762 



ET 

To: Inspection From: | I 
(U) " 8-HQ-C122 97 36-VIO, 02/2 8/2 007 b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

iCRET 
5 

NSL VIO-35763 



FD-962 (Rev. 03-21-2005) 

ALL INFORMATIOH COHTAIHED 

'I IS TJIJC LAS SIFIED EXCEPT 

«ft?' 

S E ^ E T 

FEDERAL BUREAU OF INVESTIGATION 

12-10-2007 

CLASSIFIED BY 65179dmli/Jisr/ 

I...4 

12.-1 B-.2.0.3 2. 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

Date: 02/23/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

( U ) 

( U ) 

b2 
b7E 
b6 
b7C 

Case ID #: X K 27 8-HQ-C122 97 36-VIO 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

b7E 

Synopsis; 

<U) 

To report potential IOB error. 

X 
Details: 

T h p -inìri^qi~'irfai~'irìrì i ri n i i p q f i n n i g a 

:s: 

2. 

3. 

The cas£ anen 
] ana m e supervising agenr. is SSA 

Possible IOB Error: Conducting investigative activity 
subseguent to the expiration of a| 

(S) 4 

(Si 5. 

I 

[ 
linitiated on 

I 
extended 

b l 

h 2 

¥ SECRET 

NSL VIO-35764 



SE 

• l To: Inspection From: | 
r ^ X ^ 27 8-HQ-C122 97 3 6-VIO, 02/ 23/2007 

"^^^There were no sophisticated investigative techniquesused 
subsequent txi_J_Iie__£xpiration date. There was no physical surveillance 
c o n d u c t e.d... oil -

(TJ) 

and there were no National Security Letters served or 
issued subset]liyilI id the expiration date. There was no other 
investigation conducted subsequent to the expiration date, other than 
what has been documented in this EC. 

noted above, the investigation subsequent to the 
expiration date focused on criminal activity. Specifically a possible 
criminal fraud scheme and the affiliated laundering of the ill-gotten 
proceeds. 

- -------[[[liî5!̂^ The following circumstances may have contributed to the 
potential error: 

X The case was reassigned within a month of the expiration 
date to an agent unfamiliar with the protocols of Counterterrorism 
preliminary investigations. The new case agent was not advised of the 
protocols in a timely manner. Additionally, as a result of the recent 
transfer of the agent no file review had been conducted which would have 
highlighted the impending expiration date. 

V According to documentation in the case file, there 
appeared to be confusion over the status of the investigation. An EC to 

S^jRtJ 
2 

NSL VIO-35765 



SE^pT 

To: Inspection From: | | 
- X : 27 8-HQ-C122 97 36-VIO, 02/23/2007 

the file dated 11/30/2006 refers to the investigation as a full 
investigation; however, no conversion EC was drafted. 

The SSA relied solely on the SST and the previously 
„.es-tablishe anual tickler system for tracking case deadlines. 

Effective immediately, the SSA will personally maintain a 
..--M-n-tp" ̂  q to track all case deadlines for use in conjunction with 
thel I t i c k l e r system. Additionally, the SSA will ensure that the 
case agents will also personally maintain a tickler system for their case 
load. Particular attention will be given to the case status and 
impending deadlines when reassigning cases. Finally, all new agents to 
the Counterterrorism program will be advised of the protocols in a timely 
manner. 

SECRET 
3 

NSL VIO-35766 



S B ^ E T 

To: Inspection From: 
(U) ;v : V ^ 27 8-HQ-C122 97 3b-Vlof '02/23/2007 -b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

â é C R E T 

4 

NSL VIO-35767 



HEREIW IS UNCLASSIFIED EXCEPT 

WHERE SHOWS OTHERWISE DATE: 12-13-2007 

FD-962 (Rev. 03-21-2005) CLASSIFIED...BY.. 651?9dmh/k.£ 

S E C R E T DECIÀSSIÎT f3M: 12-18-2032 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/08/2007 

To : Inspection 
G e n e r a l C o u n s e l 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 
Attn: CDC/Legal Unit 

From: 

Contact : SA| 

Approved By: 

Drafted By: 

w Case ID # : xXl 278-HO-C1 229736-VTO 
is: 

bl 
b2 
b7E 

b7E 
b6 
b7C 

Title: (U) REPORT OF A POTENTIAL INTELLIGENCE OVERSIGHT BOARD (IOB) 
MATTER 

(U) Synopsi s ... 
requests that the 01lice 

Division reports a possible IOB matter and 
"f General Counsel (OGC) review the facts of 

the captioned matter and determine whether it warrants reporting to | 
the IOB. 

(U) x 
b7E 

Details : 

' S i 1 . 

The supervisor is SSA 
I t h e c a s e T7T[ 

2 A M^ti nrî  1 Security T.PttPr H^pH 02/01 /2007 was approved 
, _j i oy the | __jDiyis,i.Qn----and----s-&rv-ed---Q'n| [This NSL 
b "requested subscriber information for several telephone numbers 

'nclndinrl lfrom| I and| 
from I I On February 26, 2007, FBI Investigative AnalystI 
result L<!_!> SA £ T 

P 
Irei ceived and forwarded the returned NSL 

bl 
b2 
b7E 
b4 • 
b7D 
b6 
b7C 

(U)ji^L The results provided additional information that was not 
requested in the NSL. This additional information included an email 

SE ( f ^ T 

NSL VIO-35768 



h 2 
•b7E 

To: 
--Re-t-

Inspection From: [ 1 
27 8-HQ-C122 97 36-VIOf 03/08/2 007 

.add r.e s s - ~Ê g-f- - -t-h- e - -s-ub's" c rxb e'r " : I 
regarding telephone number [_ 

] and approximately twenty 
reguest any of this information. 

subscriber information 
Jfor a period before 

:olls/calls. The NSL did not 

(U) Upon discovery of this information, 
CDC AGC | |and [ 

.formation, SA| | con 
] Investigative Analystf 

-itactedl r 

li 
advised them of what had been returned to him froml™ 

the I I Division contact for NSLs reglldlhQ 
] in accordance with CDC ACG| [instructions, SA 

] 

bl 
b6 
b7C 
b7A 

3 nd IA 

separated the improperly provided information, containing the 
email address, subscriber information before | *^nd tolls, 
and presented them to the CDCs office in order tor them to be 
seguestered u n t i l f | r e c e i v e s clear guidance from NSLB for 
disposition of these documents. The 
has not been uploaded into ACS or 

information from these documents 
into any case file. 

SECRET 
2 

NSL VIO-35769 



To : ^Inspection From: | | 

•Rei 27 8-HQ-C122 97 36-VIO, 03/08/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 
AT WASHINGTON, DC 

(U) For action deemed appropriate. 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

S IT 

NSL VIO-35770 



(01/26/1998) 

DATE ; 12-18-200? 

CLASSIFIED BY 65179dmli/:ksr/niaj 

REASON: 1. 4 (ç).. 

DE C LAS SIFY 01: 12-18-20 32 

SE^J^ÉT 

FEDERAL BUREAU OF INVESTIGATION 

ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED EXCEPT 

i Ü i i SHOWN ' ' ' 0THERÌI SE 

Precedence: ROUTINE Date: 02/11/2007 

To : Counterterrorism Attn: AD 

Inspection Attn: Tntprn^l Tn.qnprti nn Spr-tinn-
I Room 

HUbb 

Attn: SAC, CDC 

(U) 

(U) 

From: General Counsel 
National Security Law Branch 
Contact: 

Approved By: Thomas Julie B 

Drafted By: £ 

(U) Case ID #: X 
(S) 
(S) 

bl 
b2 
b7E 
b7A 

Title: A H INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB MATTER 2007J | b2 (U) X 

(U) 

b2 
b7E 
b6 
b7C 

Synopsis;....- It is the opinion of the Office of the General 
.Counsel (O&C) Naat this matter need not be reported to the 
Intelligence Oversight Board (IOB), but, rather, that a record of 
this decision should be maintained in the investigation control 
file for review by the Counsel to the IOB. Our analysis follows. 

Reference ; x 27 8-HQ-C122 97 36-VIO Serial 1 
Sp&iET 

NSL VIO-35771 



To : CTD 
Re : ( S 

SECRET 

"om: General Counsel 
02/11/2007 

b l 

h 2 
b7E 
b7A 

Details: ( S ) As discussed in the Electronic Communi_cat.i on fpC) 
referenced above1.! I reported that on 11/15/2004 

(S) 
t h^ t t p rm 1 .g l l.qpd in Sect i on 1 1)1 M nt t hp h'n rpi ari IntPl I inpnr.p 
.qiirvpi 1 lanrP Art nf 1 Q7R (FISA) . 

Xe 

(S)[ 

On 08/28/2006, a National Security Letter (NSL) 
requesting'"the name, address, length of service, and electronic 
communications transactional records, to include existing 
transaction/activity logs and all electronic mail (e-mail) header 
information (not to include rnp.q.q^gp n n n t p n t r̂id /r,r .qnhi p e t 

fields), for the address ho.ld.&r-oxf|- rom 

prepared and approved in accordance with Title 18, United States 
Code (U.S.C.), Section 2709 (section 201 of the Electronic 

i cati ons Privacy Act, as amended) . The NSL was served by 
the field office and on 10/17/2 
provided tne results of the NSL to[ 
date of 
the NSL7 

EC, 
via e m a ï T T A s o r t n e 

was awaiting the physical results of 

•b7C 
b 7 A 

b l 

b 2 

b7E 
b 4 

b7D 

(U) J^Q ^ P r eli mi n a rY review of the results of the NSL 
revealed tfharT" ^upplied thirty (30) e-mail transactions that 
included information labeled "Thread-Topic:". This information 
on its face does not appear to be email "header information" 
which is permissible for| |to provide; it may instead 
possibly be "message content and/or subj ect fields" which were 
explicitly excluded in the NSL request. stated that the 

(U) 278-H0-C1229736-VI0, Serial 1808, dated 10/31/2( 
and titled "Sa| | SSA| | Intelligence -b7C 
Oversight Board (10B) Error . 

2 (U) A "United States person" (USP)is defined in Section 101(i) of 
the Foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 
1801 et seq. ) as "a citizen of the United States [or] an alien lawfully 
admitted for permanent residence (as defined in section 101(a)(20) of the 
Immigration and Naturalization Act) . . . See also Section II.W of The 
Attorney General's Guidelines for FBI Foreign Intelligence Collection and 
Foreign Counterintelligence Investigations. 

NSL VIO-35772 



To : 
Re : 

cm. 

!RET 

Juiiuri: General Counsel 
02/11/2007 

bl 
h 2 
hlE 
hi A 

(U) 

information appeared to be possible subj ect line content or 
similar information, and noted that the information was not 
utilized by the case agent in any analysis nor was it documented 
in the case file. 

(U) Section 2.4 of Executive Order (EO) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive. This 
language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially 
administrative in nature need not be reported to the IOB. The 
FBI is reguired, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon reguest. 

The issue is whether the apparent inclusion of 
informati'on wFtich may be considered content of communications 
violated the NSL statute. Section 2709, U.S.C. Title 18, provides 
that a national security letter may be used to obtain electronic 
transaction communication records from electronic communications 
service providers. That provision has been interpreted generally 
to preclude obtaining any information that may be considered 
"content" of communications. The information -t-v̂t- wao r̂H-t-a-i t-̂ h 
by was observed to include information that .fo2 
beiievea may have been beyond the transactional records that it !b7E 
reguested and arguably was content information. Assuming, 
without concluding, that the information was content, and that 
such information was not subject to being produced via a national 
security letter, the error was by the NSL recipient. Therefore, 

S^SÇET 

3 

NSL VIO-35773 



To : 
Re : 

r*Tn 

ET 
17^^r ' General Counsel 

02/11/2007 

b l 

h 2 
hl E 
hl A 

pursuant to an agreement with the IOB, the collection is not 
e.3 

CONCLUSION 

(U) OGC concludes that this matter does not warrant being 
reported to the IOB. Consistent with our prior opinions on this 
matter, a record of this decision should be maintained in the 
control file for future review bv Counsel to the IOB. 

Should receive a physical copy of the records 
described above, the records should be seguestered with the Chief 
Division Counsel until such time as the NSL recipient can be 
contacted to ascertain its preference as to whether the records 
should be returned or destroyed. h 2 

hl E 
should assure that no such records are made 

avai1able 
available for review. 

n any BBI file or database, or in any other way, 

3 By letter dated 11/13/2006, counsel to the IOB agreed that third party 
errors in the collection of information pursuant to an NSL are not reportable to 
the IOB. 

si^ET 

4 

NSL VIO-35774 



SECRET 

To: 
Re: (S) 

TI: General Counsel 
02/11/2007 bl 

b2 
b7E 
b7A LEAD (s) : 

Set Lead 1: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 2 : (Action) 

INSPECTION 

AT IIS, WASHINGTON, DC 

(U) For action deemed appropriate, including the 
maintenance of this report for three years in order to permit its 
review by the IOB. 

Set Lead 3: (Action) 

AT 

b2 
b7E 
b6 
b7C 

(U) For action consistent with this report. 

1 - Ms. Thomas 
1 -
1 -
1 -1 lUb Llbldly 

NSL VIO-35775 



DATE; 12-18-2007 
CLASSIFIED BY 65179dmh/ksr/mai ¿LL j 

(Rev. 01-31-2003) BEÀSÛM: l,A.Jcl îffiFE-ÏH--I-S--UHC-LASSXFIE& 
DECLASSIFY OH: ....Lg-.1.8.-203S 

STÖRET 
I : ...12-

3EXRI 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date: 02/21/2007 

Attn: I AD 
SA 
CDC 
S S A 
SA 

1 

Inspection Attn: lis, CR; 

From: Office of the General Counsel 
NSLB/CILU/Room 7 947 
Contact : AGfl ~ 

Approved By : Thomas Julie F 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

(U) Title;,. INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-

(jjj Synopsis: It is the opinion of the Office of the Genera! 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel 
the IOB. Our analysis follows. 

(u: 
Deci 

b7E 
b6 
b7C 

jUj Administrative: This electronic communication (EC) contains b2 
information f mm• ( î ) the EC dated 01/03/2007 from the | 
Field Office I I to OGC reporting a potential IOB matter; 
(2) conversation betweenl I and OGC regarding tl]i s 
potential IOB matter on 02/12/2007; (3) an email from 
OGC dated 02/15/2007; and (4) automated case support fAc^J. 

Reference : (U) 278-HO-C1229736-VIO Serial 2090 (Pending) 
;S) I |( Pending ) 

bl 
b2 
b7E 

<U) : - > < B y EC dated 01/03/2007, [ ]requested that OGC Details : 
review thé facts of the captioned matter and determine whether it 

S^Îret 

NSL VIO-35776 



SE^^j^T 
b2 To: I I From: Office of the General Counsel 

Re: 27 8-HQ-C122 97 36-VIO, 02/21/2 007 

warrants reporting to the IOB. As explained below, in our 
opinion, the FBI is not reguired to report this matter to the IOB. 

SEtj^IT 

NSL VIO-35777 



SEof&l 

To: From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 02/21/2 007 

(S) 

(Si 

bl 
h 6 
hlC 

On 1 1 /??/?00fS- during the course of an 
J the FBI served a National Security Letter (NSL) 

v Act (ECPA), 18 
] In the NSL, the 

pursuant to the Electronic Communications Privac 
U.S.C. § 2709, on[ 
BBI reguested the name,address,and length olservice for the 
mobile telephone numbers believed to belong to a certain target. 
The NSL specifically reguested subscriber information for each of 
the following three telephone numbers as of the date specified 
for each number: 

On 12/01/2( 
In so doing, 

provided a response to the NSL. 

each of the above telephone numbers as of the date of the 
response, 12/01/2006, and not for the dates specified in the 
NSLs. | |received the name, address, and length of service 
for the numbers listed on the NSL. The g11 Kc^-MK^-r h ̂  r-ma r i ̂ -n 

i Hpri for the""""m"n"bT"T"e"""""f I r̂i r n v i , 

I £ (S) Subscriber information provided fo 
12/01/2006, however, was not identifiable to the subject of the 
investigation. Reporting from a sensitive and reliable source 
indicated that the subject was the subscriber of this telephone 
number. This information has been seguestered with the Chief 
Division Counsel. 

h 2 
b7E 
b4 
b7D 

bl 
b4 
b7D 
b6 
b7C 
h 2 
b7E 

(U) The President, by Executive Order 12334, dated 
4/1981, established the President's Intelligence Oversi 

Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(S) b7E 

NSL VIO-35778 



se££ET 
b2 

To: | | From: Office of the General Counsel "h7F 
Re: 27 8-HQ-C122 97 36-VIO, 02/21/2 007 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 

(U) Violations of provisions that merely are administrative 
in nature and not deemed to have been designed to ensure the 
protection of individual rights are generally not reported to the 
IOB. The BBI Inspection Division is required, however, to 
maintain records of such administrative violations for three 
years so that the Counsel to the IOB may review them upon 
request. The determination as to whether a matter is 
"administrative in nature" must be made by OGC. Therefore, such 
administrative violations must be reported as potential IOB 
matters. 

(U) NSLs are a specific type of investigative tool that 
allows the BBI to obtain certain limited types of information 
without court intervention: (1) telephone and email 
communication records from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709); (2) records of financial institutions (which are 
very broadly defined) (Right to Binancial Privacy Act, 12 U.S.C.§ 
3414(a)(5)(A)); (3) a list of financial institutions and consumer 
identifying information from a credit reporting company (Fair 
Credit Reporting Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) 
full credit report in an international terrorism case (Fair 
Credit Reporting Act, 15 U.S.C. § 1681v). In addition to FCRA, 
15 U.S.C. §§ 1681u(a) and (b) information (financial institutions 
and consumer identifying information), under 15 U.S.C. 1681u(c), 
if certain factors are met, the FBI is able to obtain full 
consumer reports in both counterintelligence and international bl 
terrorism investigations by an ex parte court order. 

'S) Here, during the course of an | | 
lthe BBI properly served an NST, that reguested 

lawful information. In the NSL,| |reguested the name, 
address, and length of service for rne moDile telephone numbers 

b7E 

SE^ET 

4 

NSL VIO-35779 



SÜtlRET 

To : I I From: Office of the General Counsel -b2 
Re: 2 /«-h0-(Jl22 97 36-VI0f 02/21/2 007 b7E 

believed to belong the subj ect. 
telephone number on the specific date. 

asked for each 

responded to the NSL on 12/01/2 
rovided the subscriber information, 

In so 
i.e., the doing, 

name, address, and length of service, for the telephone numbers 
listed in the NSL as of the date of the response, 12/01/2006, and 
not for the dates specified in the NSLs. The subscrijaar 
information provided for the mobile telephone numbers 

Jwas that of the subiect of the 
investigationand within the scope of the NSL. The NSL 
specifically reguested the name, address, and length of service 
f n r target, and that was the information received by 

bl 
b4 
b7D 
be 
hlC 
h 2 
b7E 

(S) Subscriber information provided for 
12/01/2006, hnwpvpr. w a r nnt identifiable to the subj ect o1 the 
investigation. I I learned of this telephone number from a 

o n bl 
h 2 
b7E 
b4 

n w P V P r -

reliable source. Although lawfully obtained, because the 
information obtained through the NSL was not associated with the 
target, as already accomplished, the information should be b7D 
sequestered with the CDC to protect the potential privacy 
interests of United States persons. Further,| *|should b7C 
contact! I and ask whether the information unrelated to the 
target snouTaTe returned or destroyed with appropriate 
documentation to the file. 

(U) Based upon these facts, in accordance with the terms 
implementing the reporting requirements of Section 2.4 of EO 
12863, it is our opinion that this error is not reportable to the 
IOB. The carrier's mistake is not reportable to the IOB because 
the FBI has not acted unlawfully or contrary to Executive Order 
or Presidential Directive. A record of this decision should be 
maintained in the control file for future review by the Counsel 
to the IOB. 

NSL V10-35780 



SEORET 

To : From: Office of the General Counsel 
Re: 2 /8-h0-(Jl229736-VI0, 02/21/2 007 

h 2 
b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

Set Lead 2 : (Action) 

AT 

(U) With respect to the information received that was riot 
associated with the target,| |should contact | |and 
ask whether such information snouia De returned or destroyed with 
appropriate documentation to the file. 

cc: Th nrriFi 

IOB Library 

S'irei 

NSL VIO-35781 



(Rev. 01-31-2003) 

SÊÎJ^ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Attn 
Attn 
Attn 

Date: 03/07/2007 

IIS, Room 11861 
NSLB, Room 7975 
CDC/Legal Unit 

(S) 

(U> 
De 
Dec 

Lrom 
"Onr 

Details : :s: 
L J set 1 ort 

above,withappropriateextensionsand approvals obtained from 
FBIHQ, Counterterrorism Division. 

2. Case Agent : 
Supervisor : b7C 

b 2 
b7E 
b 6 
b7C 

b l 
b 6 
b7C 
b7A 

b l 
b 2 
b7E 
h 6 
hlC 
hi A 

S E g ^ 1 ] 

NSL VIO-35782 



SE^^T 

To : Inspection From: | | 
27 8-HQ-C122 97 36-VIO, 03/07/2 007 

^ 4. No Foreign Intelligence Surveillance Act 
(FISA) reguest has been submitted to the Office of Intelligence 
Policy and Review, Department of Justice (OIPR). 

Description of potential IOB error: 
L tal 

ta 2 
ta7E 
ta 6 
ta7C 
ta7A 

! S) For information, FBJ 1 opened an 

S r 

« y ^ Hin m /1 ̂/9nri7 a Matinnal (NSL) 
was prepared for I I reauesti r̂ a a 
full consumer credit report fori 

L | On 02/16/2007, the NSL was served to 
trie records were subsequently provided to 

md 

tal 
ta 2 
ta7E 
ta 4 

NSL VIO-35783 



To: SEnsK^ection From: 
(U) Re.:-- ( M 27 8 - H Q - C 1 2 2 97 3 6 - V I O , 0 3 / 0 7 / 2 007 

•b2 
•b7E 

On 0 3 / 0 5 / 2 0 0 7 , SA | | reviewed I ] 
, i response to the 0 1 / 1 3 / 2 0 0 7 N S L and discovered thatj |had jy^ 
( Zl ) provi"ded""""a""two''''Da'ge"''cr'e'di't''''r'e-po-rt-----f-or----one| | . 

| | The information received was not requested 
b y S A | I in t h e 0 1 / 1 3 / 2 0 0 7 N S L . 

(U) On 0 3 / 0 7 / 2 0 0 7 , SA I I informed Chief Division 
Counsel| ¡of this matter. The aforementioned credit 

. report received by | I will be locked in a safe maintained 
by SSA | ^^^^Tintil an appropriate resolution to this 

•b7E matter is determined. 
b6 
b7C 

b6 
b7C 

S^RET 

3 

NSL VIO-35784 



SE S ^ È 1 ] 

(U> s-tion From: 
2̂7 8-HQ-C122 97 36-VIO, 03/07/2 007 

h 2 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, PC 

(U) For whatever action is deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For whatever action is deemed appropriate. 

S E j ^ R Q T 

4 
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ALL INFORMATION CONTAINED 

:H IS UNCLASSIFIED EXCEPT 
FD-962 (Rev. 03-21-2005) 

S«fc^T//20320307 
FEDERAL BUREAU OF INVESTIGATION 

DATE: 12-19-2007 

CLASSIFIED BY 65179dJBh/fesz/ï 

REASOM:1,4(c) 
DECLASSIFY OH: 12-19-2032 

<U) 

(U) 

(U) 

(U) 

( U ) 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

Date: 03/07/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

contact : 

Approved By: 

Drafted By: 

Case ID #: 27 8-HQ-C122 97 36-VIO 

b2 
b7E 
b6 
b7C 

Title: (U) SA 
SS 5 1 b7C 
INTELLltlhNCh OVhksllGHT BOARD ( I OB ) ERROR 

jUJ Synopsis;^^^ To report possible IOB error. 

CSI/ Derïvea~~Fr©ffH-^—.FBI G3SCGh—Jarr: 3T597 

Details : 

(S) 1. 

(S) 2. 

b l 
b2 
b7E 
b6 
b7C 
b7A 

) 3. Possible IOB Error: 

Description of IOB Error (including any reporting delays). 

)er NSL collection due to an error of the recipient, a 
se.nlô r Associate general counsel in the Office of General Counsel at 

| | who had never dealt with an 
NSL before. The NSL results lor e-mail header information for two 
e-mail addresses included a subject line, therefore including content, 
expressly prohibited in the NSL provided to the Office of General 
Counsel. 

SE^ET//20320307 

NSL VIO-35786 



To: slnsp^ction From: 

-Rev-- 27 8-HQ-C122 97 3 6-VIO, 03/07/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

SE^ET//20320307 
b 2 

b7E 

S^RET//20320307 
2 

NSL VIO-35787 



ALL INFORHATION COMTAIMED DATE: 12-19-2007 

HEREIN IS UNCLASSIFIED EXCEPT CLASSIFIED~BY~ 65179dmh/:kS r/mai 

(Rev. 01-31-2003) WHERE""SHOOT''''OTHERWISE F®ASOH: if 4 (c) 

S ^ R E T DECLASSlW OH: 12-19-2032 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE Date: 03/05/2007 

Counterterrorism 

Inspection 

From: Office of General Counsel 
NSLB/CTLU rJ_ 
Contact: 

Attn: SAC 
CDC 

Attn: ITOS1, CONUS 4, Team 15 

Attn: IIS 
b2 
•b7E he 
hlC 

Approved By: Thnm̂ i r .Ti i 1 i p F1 

cu) 

(UJ 

(U) 

(U) 

(U) 

(U) 

Drafted By: 

Case ID #: 

:l363'/2 

(Pending) 
(Pending) 
(Pending) 

bl 
b2 
b7E 
b7A 

Title; INTELLIGENCE OVERSIGHT BOARD 
IOB MATTER 20074 I b ; 

Synopsis: £><f it i s t he opinion of the Office of the General 
Cp.un-seT" (O0C)Hjiat the above referenced matter need not be 
"reported to the Intelligence Oversight Board (IOB). Our analysis 
follows. 

( U ) 

Reference: 

Details; 

27 8-HQ-C122 97 36-VIO Serial 2153 

By electronic ^ommi mi ì nn iw.r ) dated—^eku^ary 5, 
,.2-G0T""and referenced above, the| | Division! 
reported to the OGC's National Securrty Law Branch (NSLB) and the 
Inspection Division this potential IOB matter. 

b 2 
b7E 

bl 
b2 
b7E 
b6 
b7C 

SEq^ET 

NSL VIO-35788 



(U) 

To: 
ix-: y ç 

From: Office of General Counsel 
2 7 (i) - HQ-C 1*2 2 97 36-VIO, 03/05/2 007 

b 2 

b7E 

(U) 

b7D 

b7C 

(U) 

investi 
directing 

On 12/12/2006, pursuant to this authorized 
a National Security Letter (NSL) was issued 

to produce all financial 
accounts for the period of 1 records pertaining 10 ine suojeci's 

January 2004 to the date of the request. 

(U) On 01/29/2007, 

[ 
rprnrH.q rprnip.qtprl l~iii1~ 

STA] ¡on 
provided the 

provided the records and they were received £> 
02/05/2007. Upon review, SA| |found that 

tad also included records for the period of hi _ch had not been requested. 

Counsel, 
.qa contacted 

who advised h' 
Chief Division 

.m to send the bank records 
for the period ot May to December 2003 to her to be sequestered. 

h 2 
b7E 
b 6 

b7C 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 

SEJ&^ET 

2 
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(U) 

(U) 

.ET b7E 
To: From: Office of General Counsel 

•• • : 2 I 8-HQ-C12 2 97 36-VIO, 03/05/2 007 

such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

( U ) NSLs are a specific type of investigative tool that 
allows tfr^FBI t(> obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). NSLs may be issued in conformity with statutory 
requirements, including 18 U.S.C. § 2709. NSIG, section V.12. 

^"" this instance,! troperlv served an 
NSTi requesting financial records relevant to the subject of the .b7E 
| | In addition to responsive records, 
due to an error py tne tinancial institution, | |a 1 so 
obtained records beyond the scope of the NSL. 

Based on our analysis, the financial institution's 
mistake i ^ / n ^ reportable to the IOB as the FBI has not acted 
unlawfully or contrary to Executive Order or Presidential 
Directive. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

(U) Since the additional records in this instance are 
still relevant to the authorized investigation, the additional 
records may be maintained by the BBI if an additional NSL is 
served for those records. Otherwise, |** ""I should 
contact the financial institution and asK wnetner the improperly 
or unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 

b7E 

E>Ç SECRET 
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To: 
"Re-:-.. 

S E «RET 

From: Office of General Counsel 
27 8-HQ-C122 97 36-VIO, 03/05/2 007 b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

AT h 2 
hi E 

(U) The y ield Office should serve an additional NSL for the relevant records, or in the 
alternative, contact the financial institution and ask whether 
the improperly or unintentionally acquired information should be 
returned or destroyed with appropriate documentation to the file. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the 
report of the potential IOB matter, as well as a copy of the OGC 
opinion concluding that IOB notification is not required for 
three years for possible review by the Counsel to the IOB. 

cc : M.q Thniiia.q 

1UB norary b7C 

S E C R E T 
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ALL I1FORHATIOI CONTAINED 

HEREIN IS UMCLASSIFIE: 

I.JHERE SHOOT OTHERWISE 

S^RET 

FEDERAL BUREAU OF INVESTIGATION 

DATE: 12-19-2007 
CLASSIFIED BY 65179dmh/ksr/ 
PEASOH: 1.4 (c) 
DEC'L1SST'FY""0!Î: 12-19-2Ü32' 

(U) 

(U) 

(U) 

(U) 

(U) 

Precedence : 

To: [ 

ROUTINE Date: 3/2/07 

Counterintelligence 
Inspection 

Attn: SAC, CDC, ADC 
Attn: AD 
Attn: IIS, CRS 

From: General Counsel 
National Security Affairs/Room 7974 
Contact: Julie F. Thomas 

Approved By: 

Drafted By: 

Thomas Ji11 i e E 

b7E 
b6 
b7C 

Case ID 2 7 8-HQ-C122 97 3 6-VIO 
->&£; ?7Ql laqv^f 

Title: b2 POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2007-1 | 

Synopsisr^ It is the opinion of the Office of the General 
Counsel (OGC) that no error was committed in this matter, and 
therefore nothing need be reported to the IOB. A record of this 
decision should be maintained in the investigation control file 
for review by the Counsel to the IOB. 

(u: 

Reference: 
rs, 
:s; 

278 
919, Ö 

CI22 97 36-VIO Serial 2154 

(S) 
Details: As noted in the electronic communication (EC) 
dated .2/12/2.00-7-,-

directed to for records relating to the 

To : From: Office of the General Counsel 

NSL VIO-35792 



SEÎJ^ET 

Re: 2 7 8-HQ-C12 2 97 3 6-VIO, 3/02/07 

account of| | |a United 
States person. The NSL requested records of transactions from 
1/1/2003 through the present. 

reviewed thj | Field Office 
the records received from USAA on 2/12/2007, there were two 
statements that reflected transactions and account balances from 
December 2002, which was prior to the time period requested in 
the NSL. 

The original documents reflecting the information 
which wa^" notTequested have been forwarded to | [ADC and 
sequestered. Redacted copies which only reflect information 
requested by the NSL will be retained for the case file. 

b7E 

b7E 

The President, by Executive Order 12334, dated 
12/04 /1 9<?'i , established the President's Intelligence Oversight 
Board (PIOB). On 9/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB ^concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential Directive." This 
language has been interpreted to mandate the reporting of any 
violation of a provision of The Attorney General's Guidelines for 
BBI National Security Investigations and Boreign Intelligence 
Collection (NSIG), effective 10/31/2003, or other guidelines or 
regulations approved by the Attorney General in accordance with 
E.O. 12333, dated 12/04/1981, if such provision was designed to 
ensure the protection of individual rights. Violations of 
provisions that merely are administrative in nature and not 

S I ^ Ç E T 
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.ET 

(U) 

(U) 

To: | | From: Office of the General Counsel 
Re: 2 7 8-HQ-C12297 36-VIO, 3/02/07 

deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

^ ^ d J ^ ^ I S L s are a specific type of investigative tool 
that allow^rTl^v BBI to obtain certain limited types of 
information without court intervention: (1) telephone and email 
communications record from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709; (2) records of financial institutions (which is 
very broadly defined)(Right to Financial Privacy Act, 12 U.S.C.§ 
3414(a)(5)(A); (3) a list of financial institutions and consumer 
identifying information from a credit reporting company (Fair 
Credit Reporting Act, 15 U.S.C. §§n 1681u(a) and (b); and (4) 
full credit report in an international terrorism case (Fair 
Credit Reporting Act, 15 U.S.C. § 168v). NSLs may be issued in 
conformity with statutory requirements, including 18 U.S.C. § 
2709. NSIG, Section V.12. 

Here, during an authorized investigation, the FBI 
properly ^erv^d an NSL on a savings bank,[ 

] In response to the properly served NSL, the FBI obtainec 
two statements containing information beyond what it is lega" 
authorized to receive. The BBI, having ascertained that two 
statements were beyond the scope of the NSL, forwarded the 
unasked for information to the ADC for sequestering and redacted 
their files to reflect only information responsive to the NSL. 

^ 8^f^^^^È^^agreement with the Counsel to the IOB, it is 
our opinion that this error is not reportable to the IOB. A 
record of this decision should be maintained in the control file 
for future review by the Counsel to the IOB. 

ta 4 
ta7D 
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SECRET 

To: From: Office of the General Counsel 
Re: 278-HQ-C1229736-VIO, 3/02/07 

Set Lead 1 : (Action) 

AT 
( U ) 

Return original documents which reflect 
information beyond the scope of the NSL to| | 

h 2 
hi E 
b4 
b7D 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) Read and clear, 

1-Ms. Thomas 
b7C 

-10t! LlftPSĴ  

SE^ÇET 
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ALL INFORMATION CONTAINED 
HEREIM IS UNCLASSIFIED EXCEPT DATE; 12-19-2007 
WHERE SHOOT OTHERWISE CLASSIFIED BY 65179dmh/ksr 

(Rev. 01-31-2003) ^LUioir'" Uri ; lx-14-
.1.4 (ci 

DECLASS: 
SEÌS^ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 28/2007 

(U) 
bl 
b6 
b7C 

To: Inspection 
General Counsel 

Attn 
Attn 
Attn 

IIS, Room 11861 
NSLB, Room 7975 
CDC/Legal Unit 

From: 

Contact : SA 

forth above, with appropriate extensions and approvals obtained 
FBIHQ, Counterterrorism Division. 

X 2. Case Agent: SAl 
Supervisor: SSA 

t c \ ^ 1 

b7E 
b 6 
b7C 

b l 
h 2 
b7E 
b7A 

b l 
h 2 
b7E 

b l 
b 2 
b7E 
b 6 
b7C 
b7A 

SEGLET 

NSL VIO-35796 



S Ì f K R E T 

(U) 
To: ^Ins^ction From: 

27 8-HQ-C122 97 ), uJ 
ta7E 

d>6-VÌ0 , U 2 / 2 8 / 2 0 0 7 

(U) 
4. No Foreign Intelligence Surveillance Act 

(FISA) re'quesi has been submitted to the Office of Intelligence 
Policy and Review, Department of Justice (OIPR). 

(U) 

tal 

ta2 

ta7E 

ta6 

ta7C 
ta7A 

ta7D 

5. Description of IOB Error (including any 
i n c f d e l a y s ) : 

was initiated based iinon information that 
5 tedi 

tal 

ta2 

ta7E 

ta6 

ta7C 
ta7A 

Ov, m / Of 1/2006, the 
the subject of | |full field investigationl 

tal 

ta2 

ta7E 

I Q \ TT'PT I K -, ̂  -, 1 ̂  -j ̂  H n ̂  + ̂  H f h f 

ta7C 
ta7A 
ta7D (S) During a traffic .qtnn on I I 

stated to an officer of the | IPn1 ̂  
a traffic stop that he is empio 

S ^ Q R E T 

2 

nt durrng 
and a 

b l 

b 6 

ta7C 
ta7A 

ta4 

ta7D 

NSL VIO-35797 



(S) 

SEÒ^ET 

To: 
(U) - Re :-

Inspection From: b7E 
27 8-HQ-C122 97 3 6-VIO, 02/28/2007 

current work telephone number for him rs 
01/10/2007 a National Security Letter ( 3 On (NSL) was prepared for 

I reai ] est i ria snbsc r i be r information and toll billing 
Fê^ôFflg ri*om| l-hhr-gngh the present for this telephone 
number. On 02/20/2007 ^provided the| [Division with 
records for their response to this NSL. 

On 02/27/2006, SA reviewed 1 

(S) 

c 
response to tVie 01/10/2007 NSL and discovered that 
provided records that were over-inclusive to the request oT the 
NSL. The request specified that the name of the owner of the 
telephone m imĤ r- wa I "| and the telephone 
number waa In^HHoH nhnf^^nni Qc ,̂-f 

r|_ |telephone bills sent tol I J elei ione _s sent the actua 
—f.Qr the time period in question, 
telep'hori.e numbers owned and operated 
as they are""a-l-l_billed together. By sending these bills in total 
and not red,g ct i rig "f'he- hi 1 1 s tn reflect nn]y calls from the 

These bills included all 
bvl 

telephone number requestettfc )rovi ided [ with 

were not 

telephone numbers and tell m i n n n reccrn.s fcr these nn 
apparently owned and utilized bvl 

requested by SA| \in the 01/10/2007 NSL. 

On 02/2 8/2 007, Sa[ 
tt)unsel I I "I 

f 
.bers, 
that 

all 

(S) 

Division 
contacted I Il i a i son to 

I informed Associate 
^ i s matter | | the 

fco report the over-
ìen 

so inclusive response by| 
to "a p p r öp r i -a-t-e-l- --ioe r sonne 1 to into r, 
documents included in the response" 
locked in a safe maintained by SSA 
resolution of the matter is determined. 

zorm. 
;-b-vT 

that contact could be made 
th^m et thpqp issues. All 

[rill be 
appropriai y ntil :e 

b7E 

bl 
h 2 
b7E 
b4 
b7D 
be 
hlC 

bl 
b 4 

b7D 
h 6 
b7C 

" T 
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b2 
b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For whatever action is deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For whatever action is deemed appropriate. 

• • 

S^kç1] 

(XT) ---To: ^Inspection From: 
Re>--- 27 8-HQ-C122 97 36-VIO, 02/2 8/2 007 

SKJ^ET 
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ALL INFORMATION CONTAINED 
HE EIE IN IS UWCLÀSSIFIE: 
I.JHERE SHOOT OTHERWISE 

(Rev. 01-31-2003) 

12-19-2007 

CLASSIFIED BY 65179cimfa/^sr/i 

(e) 
SN: I'2-I9-20'3'2 

3JÂÇ SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE Date: 02/20/2007 

Attn: 

Counterintelligence 

Inspection 

Attn: 

Attn: 

SAC 
ASAG 
CDC 
SSA 
saT 
AD 
daìtt 
SC I 
IIS"" 
CRS 

? 

CD-

From: Office of the General Counsel 
NSLB/CILU/Room 7 947 
Contact: | 

u; 
u; 
s; 

27 8-HQ-C122 97 36-VIO (Pending) 
27 8-HQ-l4 2517 3 ( Pending) 

Pending) 

bl 
b2 
b7E 
b7D 
b7A 

(U) 

Approved By: Thomas Jn 1 i e F1 

Drafted By: 

Case ID #: 

Title: (U) 

Synopsis: 
Investigation1 si Use of National Security Letters, draft dated 
01/22/2007, the Department of Justice (DOJ), Office of Inspector 
General (OIG) noted on page 77-78 that it disagreed with the 
FBI's analysis of IOB Matter 2003-| | Upon further review of 
this particular matter, the Deputy General Counsel has determined 
that her earlier decision was erroneous and this matter should be 
reported to the Intelligence Oversight Board (IOB). OGC will 
prepare and deliver the necessary correspondence to the IOB. 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2003-1 | 

In A Review of the Federal Bureau of 

( U ) X 
Reference: (u; 

( u ; 

FyÖn: 02/20/20 

27 8-HQ-C122 97 36-VIO Serial 9( 
27 8-HQ-14 2 517 3 Serial 3 

b7E 
h€ 
hlC 

h 2 

NSL VIO-35800 



ET 

To: 
Re: ' (TT) 27B-HQ-

'rorn: Office of the General Counsel 
~2z 97 36-VIO, 02/20/2007 

Administrative: (U) This electronic communication (EC) 
supersedes the previous opinion on this matter, dated 10/22/2004, 
referenced above as 278-HQ-l425173, Serial 3. 

Details : The EC from the Division 
ated 04/25/2003 and reterenced above as 278-HQ-

C122 9 Mb-vlO, Serial 90, requested that OGC review the facts of 
the captioned matter and determine whether it warrants reporting 
to the IOB. Initially, OGC determined that this issue was not 
reportable to the IOB because| factions did not 
impact any U.S. persons. However, in it's report, the OIG noted 

b ' 

that it disagreed with the FBI's decision not to report this 
incident. Upon further analysis, we must agree with the OIG. It 
is now our opinion that this matter is reportable to the IOB. 
Our analysis follows. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community (in the FBI, the Assistant 

SE 

NSL VIO-35801 



SECRET ;B2 

To: | | From: Office of the General Counsel ^ E 
Re: (U) 27 8-HQ-C122 97 36-VIO, 02/20/2007 

Director, INSD, and the General Counsel, OGC, respectively) 
report to the IOB "concerning intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
order or Presidential directive." This language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG) or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights. Violations of provisions 
that are merely administrative in nature need not be reported to 
the IOB. The FBI is reguired, however, to maintain records of 
such administrative violations so that the Counsel to the IOB may 
review them upon reguest. 

(U) The Electronic Communications Privacy Act 
(ECPA)prohibits wire or electronic communications service 
providers from "knowingly divulg[ing] a record or other 
information pertaining to a subscriber to or customer of such 
service... to any governmental entity." 18 U.S.C. § 2702(a)(3). 
However, there is an exception to this general prohibition. Upon 
proper certification by the Director or his designee, the FBI may 
seek telephone and email communication records from wire or 
electronic communications service providers when those records 
"are relevant to an authorized investigation to protect against 
international terrorism or clandestine intelligence activities." 
18 U.S.C. § 2709. Moreover, under the NSIG, NSLs are an 
authorized technique and may be issued in conformity with 
statutory requirements during a preliminary or full 
investigation. NSIG, V.12. 

In this instance, onf* 
provided J^he\ase agent I I 

i i — n . 
was prohibited by law from divulging this information to the FBI b2 
without a proper NSL certified by the Director (or his designee) .b7E 
as required by Section 2709 of ECPA. Therefore, the acceptance b7D 
and collection of this information | |was neither 
authorized by law nor by the NSIG. 

issued an Upon realizing the error, 
NSL to coVer flie period in question. However, due to Fhe fact 
that there was an unlawful collection, we must report this to the 
IOB. 

:RET 
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To: 
Re: 

^¿ÉrE1] 

From: Office of the General Counsel 
-n^-uj229736-VIOf 02/20/2007 

b2 
b7E 

LEAD (s) : 

Set Lead 1: (Info) 

AT 

(U 

h 2 
b7E 

For information. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, PC 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, PC 

(U) For action deemed appropriate. 

CC : Ms Thnm^.q 

IOB Library 

be 
blC 

S^SRET 

4 
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DECLASSIFIED BY 65179ditth/ksr/iaa) 

February 20, 2007 

BY COURIER 

Mr. Stephen Friedman 
Chai rman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandiim entitled "Intelligence Oversight Board Matter 
2003] | (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/o 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted 
(U) 

Enclosure 

1 - 27 8-HQ-C122 97 36-VIO 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIQ-35804 



Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. Matt Olsen 
Deputy Assistant Attorney General 
National Security Division 
U.S. Department of Justice 
Room 2200 C 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

NSL VIO-35805 



ALL IIFÛPJfàTIOI CONTAINED 

'I IS TJIJC LAS SIFIED EXCEPT 
DATE: 12-19-200? 
CLASSIFIED BY 65173dffili/Jcsi 
PEAS ON: T . 4 (cj 

DECLASSIFY OH: 12-19-2032 
SECRET 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
| IDI VISI ON 
IOB MATTER 2003-| |(U) 

A Review of the Federal Bureau of Investigation's Use 
of National Security Letters, draft dated 01/22/2007, the 
Department of Justice (DOJ), Office of Inspector General (OIG) 
noted that it disagreed with the FBI's analysis of IOB Matter 
2003-1 I Upon further review of this particular matter, the 
Office of the General Counsel (OGC) has determined that this 
matter does need to be reported to the Intelligence Oversi 
Board (IOB). 

! q 'i 

¡TheFBI drd notissuea national security 
letter (NSL) for this information. 

h 2 

b7E 

b7D 

(U) The Electronic Communications Privacy Act 
(ECPA)prohibits wire or electronic communications service 
providers from "knowingly divulg[ing] a record or other 
information pertaining to a subscriber to or customer of such 
service... to any governmental entity." 18 U.S.C. § 2702(a)(3). 
However, upon proper certification by the Director or his 
designee, the FBI may seek telephone and email communication 
records from wire or electronic communications service providers 
when those records "are relevant to an authorized investigation 
to protect against international terrorism or clandestine 
intelligence activities." 18 U.S.C. § 2709. 

NSL V10-35806 
SEcbfcr 



DECLASSIFIED BY 65179dfiìi/J?3E/maj 
(Rev. 01-31-2003) . . 01 12-19-2007 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE Date: 01/23/2007 

Attn: SAC[ 
ASACT 

CDC 
SSA c 

S A | A/SSA 
SA 
SA 

Inspection Attn: IIS, CRS 

From: Office of the General Counsel 
NSLB/CILU/Rooru__L2J-2 
Contact: S SA 

Approved By: TU .—im g o Jul i o TT1 

Drafted By: 
ÍU) 

(U) 
Case ID 

Title: 

#: 278-HQ-C1229736-VIO (Pending) 
^ nvrpc 
L J 

INTELLIGENCE—QÀIEILS IGHT BOARP 
MATTER 2007[ h 2 

(U) Synopsis: ^ ^ It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

(u: 

(U) Reference: 

Details.-

27 8-HQ-C122 9736-VIO Serial 1995 

iU) the | ' ' |Field Office 
review tne lacts of the caption ~ ma L Le j_ a n o er 

R v e l e c t r o n i c n n m m i in i 1 1 n n f E f t d a t e d 1 2 / 1 8 / 2 ( 
requested that OGC 
^termine whether it 

warrants reporting to the IOB. In our opinion, it does. Our 
analysis follows. 

( U ) 

case aqen 
On 11/17/2005, SA 
mitted a National Security Letter 

a 
(NSL) seeking 

h 2 
•b7E 
b 6 
"b7C 

b 2 
b7E 
h 6 
b7C 

NSL VIO-35807 



•b2 
•b7E 

To: | |From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 01/23/2007 

telephone toll billing records of a certain target. Due to a 
typographical error, the telephone number on the NSL was 
erroneously transcribed.1 On 03/14/2006, SA | |was 
assigned the case and he reviewed the telephone recorns and 

b2 

b7C 
determined that they were not the target's records. 

I jimmediatelv ceased review of the telephone records. On 
03/15/2006, SA | [destroyed all improperly collected documents 
and records ana provided an EC to the case file.2 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 

(U) Violations of provisions that merely are 
administrative in nature and not deemed to have been designed to 

( U ) 

1 (U) In order to avoid any further dissemination of this 
incorrect telephone number, the number is not being listed in 
this document. 

On 12/18/2006, realized that this 
incident constituted an IOB violationand promptly reported the 
matter to OGC and the Inspection Division. 

b2 
b7E 
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To : I I From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 01/23/2007 

ensure the protection of individual rights are generally not 
reported to the IOB. The FBI Inspection Division is required, 
however, to maintain records of such administrative violations 
for three years so that the Counsel to the IOB may review them 
upon request. The determination as to whether a matter is 
"administrative in nature" must be made by OGC. Therefore, such 
administrative violations must be reported as potential IOB 
matters. 

X NSLs are a specific type of investigative tool 
that allows the FBI to obtain certain limited types of 
information without court intervention: (1) telephone and email 
communication records from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709); (2) records of financial institutions (which is 
very broadly defined) (Right to Financial Privacy Act, 12 U.S.C.§ 
3414(a)(5)(A)); (3) a list of financial institutions and consumer 
identifying information from a credit reporting company (Fair 
Credit Reporting Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) 
full credit report in an international terrorism case (Fair 
Credit Reporting Act, 15 U.S.C. § 1681v). NSLs may be issued in 
conformity with statutory requirements, including 18 U.S.C. § 
2709. NSIG, section V.12. 

In this situation, due to the incorrect number 
stated in/ihe\NSL, the FBI received telephone toll billing 
records pertaining to a telephone number that was neither under 
investigation nor related to an investigation. Therefore, the 
information was improperly collected, although unintentionally 
so, in violation of the NSIG and ECPA. 

(U) Here, the target's rights were not violated because 
he was not the subject of the improperly collected information. 
It is unknown whether the erroneous information received 
pertained to a United States Person, inasmuch as there has been 
no review of the information. Nonetheless, based upon the fact 
that information which may be about a USP was improperly, 
although inadvertently, collected, and in accordance with the 
reporting requirements of Section 2.4 of Executive Order 12863, 
OGC will prepare a cover letter and a memorandum to report this 
matter to the IOB. 

NSL VIO-35809 



I From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 01/23/2007 

b2 
b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC b2 
b7E (U) For action deemed appropriate. 

Set Lead 2: (Information) 

AT[ 

(U) The Field Office, under normal 
circumstances, snouia contact the provider of the information and 
determine whether the improperly or unintentionally acquired 
information should be returned or destroyed with appropriate 
documentation to the file. This matter is moot, however, since 
the information has already been destroyed and an EC has already 
been placed in the subject's case file. 

cc: Ms. Thomas 
b6 
b7C 

1UFÌ Library 

4 
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0M...12.-I.9-S.0.Q7 

January 23, 2007 

BY COURIER 

Mr. Stephen Friedman 
Chai rman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory ]b2 
memorandum entitled "Intelligence Oversight Board Matter 
2 007 -j | (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 27 8-HQ-C122 97 36-VIO 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIO-35811 



Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. Matt Olsen 
Deputy Assistant Attorney General 
National Security Division 
U.S. Department of Justice 
Room 2200 C 

NSL VIO-35812 



DECLASSIFIED BY 65179dmh/k sr/maj 

OH 12-19-200? 

h 2 
b7E 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
lEIELD OFFICE 
) 07 -I |(U) 

J L C R U I M L , ! ! , U V I L I K O 1 I J N 1 

I IF 1 — l o b MA'i"i't!k zb( 

X electronic communication dated December 
2006, the Federal Bureau of Investigation (FBI) b7E 

b4 Field Office reported that, on November 17, 20057theFBI 
submitted a National Security Letter (NSL) seeki nn telephone toll 
billing records relating to a certain target to| | Due to a b7D 
typographical error, the telephone number on the NSL was 
erroneously transcribed. On March 14, 2006, the telephone 
records were opened and it was determined that they were not the 
target's records. | [immediately ceased review of the 
telephone records. 

- (^J^^tTe to the incorrect number stated in the NSL, the 
FBI recej>s^t^>ephone toll billing records pertaining to a 
telephone number that was neither under investigation nor related 
to an investigation. The error was discovered upon receipt of 
the information, and the records were neither reviewed nor used 
for any investigative purpose. Despite the inadvertent nature of 
the mistake, the fact remains that information was improperly 
collected on a telephone number unrelated to an investigation. 
The overcollection was a violation of Section V.12. of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection. Thus, the 
matter is being reported to the IOB. 

^SECRET^ 

SECRET 

NSL VIO-35813 



All IHFORHÀTIOH COHTAIKEB , „ , , ,, „„„„ 
U IS ITWCLASSIFIED EXCEPT D ™ : l2"«"2«« bl 

(Rev. 01-31-2003) REÀS.OM.: 1,..4 tc| 
. m£.là33.IM..Mi;. : 
S^K^RET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE Date: 03/14/2007 

To: Inspection 
General Counsel 

Attn: 
Attn: 

IIS 
NSLB 

From: 

u ont: act: : 

Approved By: 

b2 
b7E 
h 6 
hlC 

Drafted By: 

Case ID #: nn ?7P:-uo-ci ?9Q7^-VTn iPending) 
(u; 

Title: (u; REPORT OF A POTENTIAL IOB MATTER 

(U) 
Synopsis: 

--• U-nit'ed""' St srtes 
v. 

(u> X 
ort of a potential violation of Title 15, 

de (U.S.C.), Sections 1681u(a), 1681u(b), and 

Details : 

ickqround 

is reporting this matter as a potential 
violation of tTTe Fair Credit Reporting Act (FCRA), Title 15, 
U.S.C., Sections 1681u(a), 1681u(b), and 1681v. During the 

J F I. I I a Nation, 
W / j to the FCRA directing[ 

a National Security Letter (NSM was issued pursuant 
J to provide the names and addresses 

of financial institutions at which the subject maintained 
accounts. The letter, signed by| "[SAC | "1 

| was dated 10/17/2006. and torwarded to thel I 
~• • • C ] (FD-5 4 2, dated 10/17/2007, 

jent received records from The Case 

.ET 

b7E 
bl 
b6 
b7C 
b7A 
b4 
b7D 

NSL VIO-35814 



SECRET 

To: Inspection From 
Re: (U) 27 8-HQ-C122 97 Î 

b7E 

6-Vlo, 03/14/2007 b l 

i s Tin response to the NSL on 12/28/2006, and thereafter 
reviewed those records, documenting his review by EC, dated 
12/28/2006 (serial 33). Among other things, this EC recorded 
/Information acquired from thel I information concerning 
I' leurrent and previous addresses, aliases, 

b7C 

m i rrprit 
I 

^ rid former employment r active credit accounts pertaining 
I including account numbers, credit limits, 

balances, and payment activity. 

[J) The Case Agent for this investigation is SA[ 
The SSA at the time the NSL was issued was SSA 

] 
b7E 
b6 
b7C 

]( subsequently transferred to Counterintelligence 
Division); the Acting SSA at the time the records were received 
at | |to the present is Acting SSAj 

Detection of Potential IOB Matter 
n^/PiR/onm 

] g the or FCRA NSLs as directed by 
the National Security Branch (see NSB EC to All Field Offices, 
dated 03/05/2007, 31 9X-HO-fl1 4877?Q-onc. seri al 3291 • Richmond 
Chief Division Counsel (CDC) SSAI ¡HETERMINEH 

that the information contained in file numberl 
provided by| |in response to| |i0/ 1 / / 2006 NSL 
comprised trie entire credit file, dated 11/17/2 006, of the 
subject| {despite the fact that|"" ~|requested 
only the identification of financial institutions). Upon a 
cursory review of the credit file, CDC observed that | ~ 
attempted to "redact" most of the information which was not 
authorized under the NSL. However, the redaction, which had been 
made with a black marker, was such that the underlying 
information was still easily readable. 

bl 
b2 
b7E 
b6 
b7C 
hi A 
b4 
b7D 

] 

>< Further inquiry into this matter determined that, 
based on the information contained in the credit file, the Case 
Agent drafted additional NSLs, both dated 12/20/2006 (serials 35 
and 37), and both issued pursuant to the Right to Financial 

--Privacy..Act (Title 12, U.S.C., Section 3414(a)(5)). These NSLs 
we re nil rent eri [ 

bl 
b4 
b7D 
b6 
b7C 

T^nH requested financial records" pertaining-t' 

(U) It is noted that the identities of these two 
financial institutions were obtained through theI I 
information, as authorized by Title 15, U.S.C., L y ¿J 11011 16 81 u ( a ) , 
However, the Case Agent mistakenly included in the RFPA NSLs the 

ày^RET 

2 

NSL VIO-35815 



ET 

To: Inspection From: 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/14/2007 

account numbers which he had obtained from the "redacted" credit 
report. Section 1681u(a) of the FCRA does not permit the 
disclosure of account information, and, therefore, the Case Agent 
was not permitted to use that information in the RFPA NSLs. 

<S)[ 
Additionally, the| jcredit history included 

|current and former addresses, and current and 
lormer employments, information which was not available pursuant 
to Section 1681u(a). (That information may be requested pursuant 
to Title 15, U.S.C., Section 1681u(b).) The Case Agent 
documented this information in an EC (serial 33), but made no 
further use of it. 

(S)[ 
j=j ccoi ].nt-of 

Jsy letters dated 02/13/200 / and 03/ 01/200 /. These 
records have not been analyzed, entered into any database, or 
used for any purpose. Since discovery of the error on 
03/05/2007, these records have been sequestered by the | 
CDC and will be retained by the CDC during the pendency of this 

_al IOB matter. 

[ 
(UÎ 

contact 

No records responsive to the| 
IPvp hppn rpfpiVPH tn d^tp The Case Agent will 

and direct them not to 
respond to the NSL. Should the results nonetheless be received 
at| "|they too will be sequestered by the CDC. 
Additionally7 the serial documenting the Case Agent's review of 
th^ jcredit file (serial 33) as well as the[ i 

(U) is reporting this matter as a potential 
IOB in light of the lact that the Case Agent documented in an EC 
information contained in a full credit file to which he was not 
lawfully entitled, and included some information acquired from 
the credit file in subsequent RFPA NSLs, all potentially in 
violation of Title 15, U.S.C., Sections 1681u(a), 1681u(b), and 
1681v. 

bl 
b6 
b7C 

Records in response to the NSL pertaining to the 
Jwere sent to 

redit 
fileitsel1 (attached to serial 33) have been permanently charc 
out of the file and sequestered by the CDC. The CDC has reviewed 
the entire investigative file and discovered no other instances 
in which the credit file information was used or documented. 

bl 
b2 
b7E 
b4 
b7D 
he 
hlC 

h 2 
b7E 

b7E 

S E ^ E T 

3 
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SÇ^E1] 

To: Inspection From: I I 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/14/2007 b7E 

LEAD (s) : 

Set Lead 1: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Reporting potential IOB matter. 

Set Lead 2: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) Reporting potential IOB matter. 

S^SRET 

4 
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FD-962 (Rev. 03-21-2005) 

DATE: 12-19-2007 
CLASSIFIED BY 6. 
REASON : 1. 4 (c) 
DECLASSIFY OH: 12-19-2032 

SÎ)6RET / / 20170306 
FEDERAL BUREAU OF INVESTIGATION 

ALL INFORMATION CONTAINED 

HEREJW IS IMC LAS S1F JED EXC 
MEERE " " SHOOT ' ' ' OTHERWISE 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

Date: 03/06/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

LUJILcLUL : FA 

Approved By 

Drafted By: 

(U) Case ID #: 

Title: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

(U) Synopsis-: T o report possible IOB error. 

ssible IOB Error: Inadvertent Overcollection 

(U) 

(U) 

b2 
b7E 
b6 
b7C 

3/1-4-/2 0 01 

Description of IOB Error (including any reporting 
delays). 

x^C O n 3/14/2005, National Security Letters were issued on 
under 15 USC 1681u(a) or 15 USC 1681u(b) to T I 

1 and f 

SE(^PT//20170306 

However, the 

b7C 

P 
NSL VIO-35818 



SE$$ET//2 017 0306 b7E 

To: ^Inspection From: | | 
V : ̂ X ^ 27 8-HQ-C122 97 36-VIO, 03/06/2 007 -b7D 

credit reporting agencies,| |and | | 
provided full credit reports on 3/24/200b and 5/5/2005, respectively. 
" - The Intelligence Oversight Error was discovered on 3/6/2007. 
The ̂ credi^ report and any ECs that resulted from their review have 
been permanently charged out of the files and turned over to ADC| | 

Only the information requested is being maintained. 

•b6 
b7C 

SA!$RET//20170306 
2 

NSL VIO-35819 



ET//20170306 

To: Inspection From: I I 
iv: \>r 27 8-HQ-C122 9/36-Vl0f 03/06/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

S^fçRET / / 20170306 
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FD-962 (Rev. 03-21-2005) 

DATE: 12-19-2007 
CLASSIFIED BY 65179dmh/ksr/maj 
REASOB:1.4(c) 
DECLASSIFY OH: 12-19-2032 

SíépET/720170306 
FEDERAL BUREAU OF INVESTIGATION 

ALL II 
HEFEIK IS UNCLASSIFIED 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

Date: 03/06/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

Contact: FA 

Approved By 

Drafted By: 

(U) Case ID #: 

Title: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

(U) Synopsis: ( "To report possible IOB error. 

3. Possible IOB Error: Inadvertent Overcollection 
( S ) TTQC Ufiluhl V̂" 1 R TTQC KQIiWhl 

b2 
b7E 
b6 
b7C 

bl 

b7E 
b7A 

(̂ J) 4. Description of IOB Error (including any reporting delays) . 

On 8/9/2004, National Security Letters were issued 
(U) under 15 USC 1681u(a) or 15 USC 1681u(b) toi 

r "I 

b7D 
b6 
b7C 

iowever, the three credrt reporting agencies, 

SÈ^ET//20170306 
a 1 
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^&6SRET//20170306 

To : \Insp^gtion From: | I .b7D 
-Ra-:.. 278-HQ-C1229736-VIO, 03/06/2007 
| ' " |and | |provided full credit reports 
on 9/7/2004, 8/11/2004, and 8/Ju/2uu4. 

The Intelligence Oversight Error was discovered on 3/6/2007. 
The credit reports and any ECs that resulted from their review have XI IV- ^ ^ _ _ _ __ 

nnrm^onf i y charged out of the files and turned over to ADC|_ 
I Only the information reguested is being maintained. 

b6 
b7C 

T//20170306 
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SE^ET//2 01 70306 

(U) '"-.To Inspection From: | ~| ^ 
Red- >£) 27 8-HQ-C122 97 36-VIO, 03/06/2 007 -b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

¿KÇRET//2Q17Q306 
/ 3 
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ï: 12-19-2007 
CLASSIFIED BY 65179diah/k sr/ma) 

FD-962 (Rev. 03-21-2005) 

H: 12-19-2-03.2-
¿SECRET / / 20170306 

FEDERAL BUREAU OF INVESTIGATION 

ALL INFORMATION CONTAINED 

¥HERE • • • • SHOOT • • • OTHERWISE 

(U) 

( U ) 

(U) 

bl 
h 2 
b7E 
b6 
b7C 
b7A 

( U ) 

( U ) 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

Date: 03/06/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

Contact: FA^ 

Approved By: 

Drafted By: 

Case ID #: 97Q-HO-C1 -VIO :s: 
Title: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: ps. To report possible IOB error. 

bl 
b2 
b7E 
b7A 

x 
Details : 

(S) 

bl 
b2 
b7E 

2. 

3. 

(s: 

h 2 
b7E 
b6 
b7C 

Possible IOB Error: Inadvertent Overcollection 
TT qc URInial nr IR T T Q r 1^«1nfhl 

4. Description of IOB Error (including any reporting delays). 

On 3/14/2005, National Security Letters were 
_is.su-e'd" tor N

 a j 
I 

l 

[ However, the two credit reporting 
] he 

SECRET//20170306 
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T//20170306 
h 2 
•b7E 

To: 
-Re-:-

agencies, 

Inspection From: ] 
27 8-HQ-C122 97 36-VIO, 03/06/2 007 

] and provided full credi 
reports on 3/24/2005 and 5/5/2005, respective 

The Intelligence Oversight Error was discovered on 
3/672007 . ̂  The credit reports and any ECs that resulted from 
their review have hppn oprm^npnt1v charged out of the files and 
turned over to ADC I | Only the information 
reguested is being mamramea. 

3^^ET//20170306 
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âbcRET/720170306 
b 2 To: .Inspection From: I I 

: 8-HQ-C122 9 7tu-vlU, 037 06/2007 b 7 E 
LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, PC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

SECRET//20170306 
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FD-962 (Rev. 03-21-2005) 

SB&ET//20170306 
FEDERAL BUREAU OF INVESTIGATION 

DATE ; 12-19-2007 
CLASSIFIED BY 65179dmh/:ks 

F'E&S'GI'i: l-ï-4 

DEGLàS-SÏ-fY-OBï 12—19-2032' 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

Attn: 
Attn: 

Date: 03/06/2007 

IIS, Room 11861 
NSLB, Room 7975 

From: 

Contact : FA 

Approved B^ 

Drafted By: 

Case ID #: 27 8-HQ-C122 97 36-VIO 

bl 
b2 
b7E 
b7A 

(TJ> 
Title: (UÎ INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

) To report possible IOB error. 

bl 
h 2 
b7E 
he 
hlC 
hi A 

( U J 3 . Possible IOB Error: Inadvertent Overcollection 

(S) 15 USC 1681u(a) or 15 USC 1681u(b). 
b2 
b7E 

(U) Description of IOB Error (including any reporting X X delays). 

: 3/14/2005, National Security Letters were issued 
*"" nnHpr thP IS TT.qr 1 S 1 11 ! x \ or 1 S TT.qr 1 6 S 1 n ! h f- rl 

J However^ 

SECRET//20170306 

NSL VIO-35827 

b7D 
b6 
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SEÌJ(ET//20170306 

To: ^nsppction From: | | 
iv-: 27 8-HQ-C122 97 3b-VÌ0f U3/ '06/2007 

and 
3/24/2005 and 5/5/20 

provided full 
IJÒ, respectively. 

credit reports on b7D 

The Intelligence Oversight Error was discovered on 3/6/2007. 
The dred'it reports and any ECs that resulted from their review have 
been permanently charged out of the files and turned over to ADC| b6 

| Only the information reguested is being maintained. b7C 

SECRET//20170306 
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SECRET//20170306 

^Inspection From: | | Ì̂ tt? 
-"JkT 27 8-HQ-C122 97Jb-vlu, (jJ/06/2 007 / E 

To: ^Inspection From: 
(IT) Re-: 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

SE^wJST / / 20170306 
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ALL IHFOFlI'IATIOI'I COHTAIHER 
HEREIN IS UNCLASSIFIED EXCEPT 

ïHOU'I 
(Rev. 01-31-2003) 

S^^ET 

FEDERAL BUREAU OF INVESTIGATION 

DATE; 12-13-200? 
CLASSIFIED BY 65173dmìì/£s 
REÀ301; 1.....4 (e). 

.01; 12-19-20.3.2 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Attn 
Attn 
Attn 

IIS 
NSLB 
CDC 

Date: 03/09/2007 

h 2 

From: b7C 
Contact : 

I Pending) 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

Synopsis: (U) EC provides details regarding a potential IOB 
matter. 

(U) ----'-^^C' DerivSdr-FcojjL^^^e-^ 

Reference: (U) EC dated 11/16/2006, file 278-HQ-C1229736. 

(U) The potential violation occurred when a National 
Security Letter (NSL), dated 12/14/2005, was sent tol 

E^R: 

bl 

b7E 

SECRET 
b6 
b7C 
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To: 
Re: 

S^FET 

Inspection From: | | 
(U) 27 8-HQ-C122 97 36-VIO, 03/0 9/2 007 

b2 
hlE 

Title 15, U.S.C., S 1681u. The NSL so 
personal identifying information froml 

] The NSL Wad lulled l̂li'd Uah I Lo 
r̂i "Fi r^] 

files relating 
•)eci f i ca 1 1 v reguested 

I files relatir 
the consumer or consumer account but limited to names associated 
with the consumer, current or former addresses, and current or 
former places of employment. The NSL also rpqiip.qt-pH thp n̂ rnp.q 
and addresses of any financial institutions where | |records 
indicate the consumer maintains or maintained an account. 

b7D 

b7C 

(U) In response to the National Security letter 
|sent a credit report regarding the subject of the case. ' 

When the credit report was received on 2/2/2006, the case agent 
did not realize it was a full credit report and placed it into 
the file. No additional leads or NSL's were sent out based on 
information provided in the credit report. 

(U) On 3/8/2007, when e-mai1s ci rculated related to 
the use of NSL's and the possibility! |was sending out full 

1 reca11ed he had received a credit report 
| in thel 

The report was re 
ermined to be a f 

Itely placed into 

on 3/12/2007, where it was seguestered pending a 

credit reports, SAl I recaI Iec 
f rom|"~ | in the] [investigation and reviewed his 
file. The report was reviewed by the writer and ASAC| 
and determined to be a full credit report. The report was 
i mmedi at elv placed into an envelope and provided to A/CDC[ 

determination from NSLB as to whether this matter constitutes an 
IOB violation. 

b7D 
b6 
b7C 
b7A 

2 

NSL VIO-35831 



SECRET 

To: Inspection From: | | 
Re: (U) 27 8-HQ-C122 97 3 6-VIO, 03/0 9/2 007 

LEAD (s) : 

Set Lead 1: (Info) 

INSPECTION 

AT ISS 

(U) For information. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT NSLB 

(U) General Counsel is requested to review this matter 
and provide guidance as to the disposition of the sequestered 
materials. 

SECRET 

3 

NSL VIO-35832 



QUPPUT H E R E I N I S UNCLASSIFIED EXCEPT DATE : 12-19-2007 
~ m „ -nn„ O t b K t I TJJHEPE SHOOT OTHERWISE CLASSIFIED BY 65179dmh/3îsr/ 
(Rev. 01-31-2003) FŒÀSÔH: Ï7À (c) 

Êjjjfê ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/15/2007 

To: Inspection 
General Counsel 

Attn: 
Attn: 

IIS 
NSLB 

From: 
Contact : 

Approved By: 

b2 
b7E 
b6 
b7C 

Drafted By: 

Case ID #: i 
(u; 

T \ 97Q _un_C1 99QTit; -VIO (Pending) 

b2 
b7E 
b7A 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 
(U) 

(U) 

Synopsis: yC) Report of a potential violation of Title 15, 
United State^Ncode (U.S.C.), Section 1681v. 

Details : 

x Derïv? 
Deci; m: 

Background 

< X [ J s reporting this matter as a potential 

(S) 
violation of the Fair Credit Reporting Act f FCR A1 . Title 15. 
U.S.C. , Se..ct-Lon--1 -6-8-1-v--.--F 

National Security Letter (NSL) was issued 
pursuant to Sections 1681u(a) and (b) of the FCRA directing 

]to provide consumer identifying information and the names 

(S) 

and addresses of financial institutions at which the subiec 
maintained accounts. 

Ì3, 
J E 

Thp letter, signed by then-
X ^fand dated 03/17/2003. was 

r̂ ri Upon 
ofWafded 

EC dated 10/: 

SAC 
to 

2007 
The Case Agent received records from 

n response to the NSL on or about 04/15/2003. 

h 2 
b7E 
bl 
b6 
b7C 
b4 
b7D 

!RET 

NSL VIO-35833 



SE0&ET 

To: 
Re: 

Inspection From: 
(U) 27 8-HQ-C122 975b-Vlo, 05/15/2007 

h 2 
hl E 

X The information rpr.pi V P H frnml 

) 
the NSL was a full credit_,h.i.s.to-ry 
re.d-a.ct-e-d-- o-r"""e'X"'O'fq̂d in anw 
a 1-A envelope 

pursuant to 
ione of which was 

créait nistory was filed in 

counterintelligence investigations for FCRA NSLs as directed 
the National Security Branch (see NSB EC to All Field Offices 
dated 03/05/2007, 31 QX-HO-A1 4 87 7 ? O-OCC . .serial 3?9j,| 
Chief Division Counsel (CDC) S S A d e t e r m i n e d 

c o n s i s t ^ ^ ^ 
"sub"j""e"ctT-

that the information contained in fH 1 Q ^nrmKoA 
provided byl | in response ] 05/1 //2005 NSt 

prédit history, dated 04/04/2003, of the 
despite the fact that [ ]requested only 

consumer identifying information and the identification of 
financial institutions). As noted above, the credit history had 
no redactions or excisions. 

bl 
b2 

b7C 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

(U) The credit history has been charged out of the 
file and will be sequestered by the| | CDC finrinn thp 
pendency of this potential IOB matter. Additionally,! I 
CDC has reviewed the entire investigative file and discovered no 
instances in which the credit file information was used, 
documented in another communication, entered into any database, 
or disseminated. 

SE <JI 

2 

NSL VIO-35834 



SECRET 

To: Inspection From: I I 
Re: (U) 27 8-HQ-C122 97ob-VIUf U3715/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Reporting potential IOB matter for whatever action 
deemed appropriate. 

Set Lead 2 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) Reporting potential IOB matter for whatever action 
deemed appropriate. 

SEC^ÇÇT 

3 

NSL VIO-35835 



(Rev. 01-31-2003) 

ALL II'JFOFJKATION COBTAI1IED 
HEREIN IS UNCLASSIFIED EXCEPT 
UHEBE"" SHfl W'' OTHERTjJI SE 

DATE: 12-13-2007 

REâSOIi; 
DECLÀS.SIFY...OM; 12-19-2.032 

S0CRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 03/13/2007 

Attn 
Attn 
Attn 

IIS 
NSLB 
CDC 

From: 

Contact: SSJ\ 

Approved By: 

Drafted By: 

b2 
b7E 
b6 
b7C 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

Synopsis: (U) EC provides details regarding a potential IOB 
matter. 

(U) The potential violation occurred when a National 
^ P H i r i t v I . p f t p r fN.qT.1- d ^ t p d 1 ? / ? 9 / ? 0 0 war , g P nt t n l 

S^RET 
b7D 
b6 
b7C 

NSL VIO-35836 



ET b7E 
To: Inspection From: 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/13/2 007 

The NSL was issued pursuant to 
Title 15, U.S.C., Section 1681u. The MST, specifically requested 
personal identifying information from I I files relating to 
the consumer or consumer account but limited to names associated 
with the consumer, current or former addresses, and current or 
former places of employment. The NSL also reguesinH thn Fames 
and addresses of any financial institutions where records 
indicate the consumer maintains or maintained an account. 

b6 
b7C 
b4 
b7D 

(U) In response to the National Security letter 
sent a credit report regarding the subject of the case. 

The credit report was received in early (the case agent does not 
recall the specific date the NSL was received from \ \ 
February, 2007, was reviewed by the case agent in early March, 
2 007, at which time the case agent noted the information was a 
full credit report. As noted above, the case agent sought 
guidance from his supervisor on 03/07/2007. The credit report 
was never serialized into the file, and no additional leads or 
NSL's were sent out based on information provided in the credit 
report. The credit report was immediately placed into an 
envelope and sequestered with ADC| |on 03/09/2007 
pending a determination from NSLB as to whether this matter 
constitutes an IOB violation. 

b2 
b7E 
b6 
b7C 

SE^FT 

NSL VIO-35837 



SECRET 
b 2 

To: Inspection From: I I 'b7E 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/13/2 007 

LEAD (s) : 

Set Lead 1: (Info) 

INSPECTION 

AT ISS 

(U) For information. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT NSLB 

(U) General Counsel is requested to review this matter 
and provide guidance as to the disposition of the sequestered 
materials. 

SECRET 

3 

NSL VIO-35838 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/13/2007 

b6 
b7C 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

Synopsis: (U) EC provides details regarding a potential IOB 
matter. 

(U) 

Reference: (U) EC dated 11/16/2006, file 278-HQ-C1229736. 

Details: (S) On 03/07/2007, 
informed his supervisor, SSA 
violation related to af 

lot a potential IOB 

(U) The potential violation occurred when a National 
Security Letter (NSL), dated 12/18/2006, was sent tcj 

S^ÇET 

NSL VIO-35839 



SJ&^ET 

To: Inspection From: WFO 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/13/2 007 

I | 
| |The NSL was issued pursuant to 
Title 15, U.S.C., Section 1681u. THP NST. SNPRI FIR.̂ L LV requested 
personal identifying information from | |files relating to 
the consumer or consumer account but limited to names associated 
with the consumer, current or former addresses, and current or 
former places of employment. The NSL also requested the names 
and addresses of any financial institutions where |records 
indicate the consumer maintains or maintained an account. 

(U) In response to the National Security letter 
| |sent a credit report regarding the subject of the case. 
The credit report was received in early (the case agent does not 
recall the specific date the NSL was received fromT 
February, 2007, was reviewed by the case agent in early March, 
2 007, at which time the case agent noted the information was a 
full credit report. As noted above, the case agent sought 
guidance from his supervisor on 03/07/2007. The credit report 
was never serialized into the file, and no additional leads or 
NSL's were sent out based on information provided in the credit 
report. The credit report was immediately placed into an 
envelope and sequestered with ADC| |on 03/09/2007 
pending a determination from NSLB as to whether this matter 
constitutes an IOB violation. 

SEGLET 

'2 

NSL VIO-35840 



To : Inspection 
Re: (U) 278-HQ 

LEAD (s) : 

Set Lead 1: (Info) 

INSPECTION 

AT ISS 

(U) For information. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT NSLB 

(U) General Counsel is requested to review this matter 
and provide guidance as to the disposition of the sequestered 
materials. 

SS^ZRET 

From: I I 
-C122973b-vlO, 03/13/2 007 

SEPSRET 

3 

NSL VIO-35841 



ALL U'IFOFIÄTIOSJ COSTABIED 
HEPEIK IS UNCLASSIFIED EXCEPT DATE: 12-19-2007 TMERE....SBOOT....OTHERTÌIS1 CLASSIFIED BY 65179dmli/feSr/maj y REÄSOH: 1.4 (c) 

SEKRET DE C LAS SI FY OH : 12l¡ll|||| 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/13/2007 

To: Inspection 
General Counsel 

Attn 
Attn 
Attn 

IIS 
NSLB 
CDC 

From: 

Ûll L>dU L. . SSA 
b2 

Approved By: 

Drafted By: 

1 

b7C 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

(U) EC provides details regarding a potential IOB Synopsis: 
matter. 

ÍU) X Derived 
Decla 

G-3 
03/09/2017 

Reference: (U) EC dated 11/16/2006, file 278-HQ-C1229736. 

Details: On 03/13/2007, 
informed hisN^nnervi sor. SSA 

" V Í " 0 

L [ 
_i_ ill ••—• ̂—A. ^ , V , .-.w |wf a rint pnt i al TOR 
a± 1 orr - x e 1 1 ed- - - -1-& - - - -al |i-n v-e s- -t-i-ef -at-1- o-n-1 -

b2 
b7E 
b6 
b7C 
'bl 

bl 
b2 
b7E 

(U) The 
Seen ri tv Tiefte r 

potential violation occurred when a National 
1 . dated 01 /I 1 /2007 . was sent toi 

SECJ&T 

b7C 
b4 
b7D 

NSL VIO-35842 



:RET 

To: Inspection From: | | b7E 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/13/2 007 

(S) 

The NSL was issued pursuant to 
Title lb, U.S.C., Section 1681u. ThP MST, ,gnPri fi ral 1 y requested 
personal identifying information fromj jfiles relating to 
the consumer or consumer account but limited to names associated 
with the consumer, current or former addresses, and current or 
former places of employment. The NSL also requested the names 
and addresses of any financial institutions where | |records 
indicate the consumer maintains or maintained an account. 

(U) On 3/13/2007, upon reviewing e-mails circulated 
related to the use of NSL's and thP nnggihiijty| |was 
sending out full credit renorts. SA I 
received a credit report from^ i ecalled he had _n the 
investigation and reviewed h i s t i l e . T h e report was reviewed by 
the writer and determined to be a full credit report. The report 

g ^ mmoHi jtoi v placed into an envelope and provided to A/CDC 
Jon 3/13/2007, where it was sequestered pending a 
from NSLB as to whether this matter constitutes 
An EC which summarized the results of the NSL 
erial 25) was rpmrwpH trnm tl 

and provided to ADC|_ 

determination 
T OR Ari ni ̂  t i nn 

an 

.he file, placed into 
Jon 03/13/2007. The 

uploaded copy of the same EC was removed from ACS on 03/13/2007. 
an enve e, 

b7C 
b4 
b7D 

(U) In response to the National Security letter 
sent a credit report regardi ria the subject of the case. 

The credit report was received at I Ii n mid-February, 2007, and 
reviewed by the case agent on 02/23/2007. When the credit report 
was reviewed, the case agent did not realize it was a full credit 
report and placed it into the file. No additional leads or NSL's 
were sent out based on information provided in the credit report. 

b4 
b7D 
b2 
b7E 

b2 
b7E 
b4 
b7D 
b6 
b7C 
bl 

SÖ^RET 

2 

NSL VIO-35843 



sSfsRET 

To: Inspection From:| | 
Re: (U) 27 8-HQ-C122 9/3 6-VIO, 03/13/2007 

LEAD (s) : 

Set Lead 1: (Info) 

INSPECTION 

AT ISS 

(U) For information. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT NSLB 

(U) General Counsel is requested to review this matter 
and provide guidance as to the disposition of the sequestered 
materials. 

SE^ET 

3 

NSL VIO-35844 



DATE: 12-19-2007 

CLASSIFIED BY 65179dmh/ks£/aa3 

HERE IK IS UNCLASSIFIED EXCEPT RE AS OH: 1 . 4 (c) 

(Rev. 01-31-2003) WHERE 5HGHI-QTEERWI-5E DEGMS3TFY-0M: 12-I9-2'03'2 

SE^IET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/13/2007 

To: Inspection 
General Counsel 

Attn 
Attn 
Attn 

IIS 
NSLB 
CDC 

From: 

"csrrrscr* SSA 

Approved By: 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

Synopsis: (U) EC provides details regarding a potential IOB 
matter. 

(U) 

Reference: (U) EC dated 11/16/2006, file 278-HQ-C1229736. 

(S) 

Details: On 03/07/2007, 
informed his superviso 

The NSL was issued pursuant to 

.ET 

b7E 
b6 

(U) The potential violation occurred when a National 
b7D 
b6 
b7C 

NSL VIO-35845 



SE 

To: Inspection From: 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/13/2 007 

Title 15, U.S.C., Section 1681u. The NSL specifically requested 
personal identifying information fromr 1 files relating to 
the consumer or consumer account but limited to names associated . 
with the consumer, current or former addresses, and current or 
former places of employment. The NSL also requested the names b7D 
and addresses of any financial institutions wherej jrecords 
indicate the consumer maintains or maintained an account. 

(U) In response to the National Security letter 
sent a credit report regarding the subject of the case. 

The credit report was received in early February (the case agent 
does not recall the specific date the NSL was received ai| | 
from| |, 2007, was reviewed by the case agent in early 
March, 2007, at which time the case agent noted the information 
was a full credit report. As noted above, the case agent sought 
guidance from his supervisor on 03/07/2007. The credit report 
was never serialized into the file, and no additional leads or b4 
NSLs were sent out based on information provided in the credit .b7D 
report. The credit report was immediately placed into an 
envelope and sequestered with ADC| ¡on 03/09/2007 
pending a determination from NSLB as to whether this matter 
constitutes an IOB violation. 

b2 
b7E 

b7C 

SECK^T 

2 

NSL VIO-35846 



SECRET 

To: Inspection From: I 1 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/13/2 007 

LEAD (s) : 

Set Lead 1: (Info) 

INSPECTION 

AT ISS 

(U) For information. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT NSLB 

(U) General Counsel is requested to review this matter 
and provide guidance as to the disposition of the sequestered 
materials. 

SEJP^ET 

3 

NSL VIO-35847 



(Rev. 01-31-2003) 

SY<PRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/13/2007 

b7E 
b6 
b7C 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

Synopsis: (U) EC provides details regarding a potential IOB 
matter. 

<U) 
Derive 

y On: 03/ 

Reference: (U) EC dated 11/16/2006, file 278-HQ-C1229736. 

(S) 

Details: > X ^ O n 03/12/2 0 0 7 ^ 
informed his supervisor, SSAI 

• T 
1 

a potentialIOB 

bl 

b7E 

(TJ) potential violation occurred when a National 
. q P H i H t v J ^ r IMST. 1 - H . t p H 0 9 / 0 ^ / 9 0 0 7 . w ^ S P n t tnl I 

SÌS^ET 

b4 
b7D 
b6 
b7C 

NSL VIO-35848 



. . b7E 
To: Inspection From: 
Re: (U) 27 8-HQ-C122 9 /3^-Vlo, 03/13/2 007 

b6 
b7C 

The NSL was issued pursuant to Title 
1«, TT q ^ .^^inn T^p KT.qT. gnprifirplly requested toll b2 
billing records related to telephone numbers. 

(U) In response to the National Security letter^ 
sent a series of files with toll records regarding the telephone b4 
numbers i denti fi ed in the NSL. The toll records were received b7D 
via email a t f | o n 03/06/2007, and reviewed on 03/12/2007. When 
the toll records were reviewed, it was discovered that 
information on one telephone number not identified in the NSL had 
been provided as part of the data. No additional leads or NSL's 
were sent out based on information provided in the credit report. 

ilJ) On 3/13/07 , FBIHQ, OGC, NSLB AGC I "1 
| "^idvisedl Ivia E-mail that this is a PIQB and that 
the information should be returned to I | 
Based on guidance from | | OGC, FB1HQ, the email 

b2 
b7E 

b2 
with the toll record fi Ies was deleted on 03/13/2007. The EC ; b 7 E 

with CD containing the toll records was received 1 b6 
03/13/2007, and was immediately provided to A/CDC | | b7C 
on the same day, where it was sequestered pending a determination 
from NSLB as to whether this matter constitutes an IOB violation. 

SECRET 

2 

NSL VIO-35849 



SE^ET 

To: Inspection From: | 1 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/13/2 007 

LEAD (s) : 

Set Lead 1: (Info) 

INSPECTION 

AT ISS 

(U) For information. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT NSLB 

(U) General Counsel is requested to review this matter 
and provide guidance as to the disposition of the sequestered 
materials. 

3 

NSL VIO-35850 



ALL IWFORKATIOH COBTAI1IED 

HEREIN IS UNCLASSIFIED EXCEPT DATE: 12-19-2007 

TJHERE SHOOT OTHERWISE CLASSIFIED BY 6 

FD-962 (Rev. 03-21-2005) , REASON; 1^ 4 {g| 
V DECLÂSSXÎT...OH: 12-19-2032. 
SŒCRI ÊET//20320313 

FEDERAL BUREAU OF INVESTIGATION 

(U)b 

(U) 

b7D 

Precedence: ROUTINE 

To: I 1 
Inspection 
General Counsel 

Date: 03/13/2007 

Attn: ADC | 
Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

b2 
b7E 
b6 
b7C 

Contact : SA 

Approved By: 

Drafted By: 

Case ID #: ^X^; 27 8-HQ-C122 97 36-VIO 

w 'TTÏÏI IÂÏÏÏÏ^ïïtt^ob 

bl 
b2 
b7E 

Title: (U) POSSIBLE INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: (S) To report possible IOB error. 

b7E 

X 3. Possible IOB Error: 

Description of IOB Error (including any reporting delays). 

(U) ----- A Natinnal Spmiritv T.pttpr (NSL) was properly prepared, 
approved and served on I |for records of an account 
belonging tc| I The NSL reguested records 

J provided results including a 
wnTcnincluded transactions in December, 

beginning on 01/01/2001. | 
statement dated 01/08/20UT7 
2000. 

'•̂i x ^ C A l t h o u g h results of the NSL were received in 2006, the 
possible IOB violation was not discovered until analysis of this 
statement occurred on 03/13/2007. 

SE<J)&T//20320313 

NSL VIO-35851 



SECRET//20320313 
. 1 : b 2 

To: Inspection From: | I 'H7F 
(U) - \ / 27 8-HQ-C122 9736-VIO, 03/13/2007 'D /llj 

( U ) ~ ~ - X The December 2000 results have been redacted from the 
results >ept in the case file. The original results have been 
forwarded tol lADC for sequestering. 

SE<^2T//20320313 

NSL VIO-35852 



EC^l 

To : slnspection From: 
(U) -R-e-: J X T 27 8-HQ-C122 9lob-VlUf '03/13/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

SECJ^T//20320313 
b2 

S^ÇÇET//20320313 

NSL VIO-35853 



ALL INFORMATION CQHTAIMED 

HERE III IS UNCLASSIFIED EXCEPT 

(Rev. 01-31-2003) 

SEC^jE^^ 

FEDERAL BUREAU OF INVESTIGATION 

DATE: 12-19-2007 
CLASSIFIED BY 65179dmh/ksr/ 
REAOT: i:4 (c)" 
DE CX AS S' I'FY'"' OH: 12-19 ~'2'03'2' 

Precedence: ROUTINE 

To: Inspection 
npripral Cniin.qpl 

Date: 03/13/2007 

Attn 
Attn 
Attn 

IIS 
NSLJi 
CDC 

From: 

Contact : 

Approved By: 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

Synopsis: (U) EC provides details regarding a potential IOB 
matter. 

(U) 
> > > < ^ 

(S) 

Reference: (U) EC dated 11/16/2006, file 278-HQ-C1229736. 

Details: ^ ^ O n 03/08/2007 SA| 
informed her Supervisor, SSAI lor a norenrial IOB 
violation related to a\ I counterintelligence investigation 

bl 
b2 
b7E 

The potential violation occurred when 
dated 10/17/2006, was sent toF 

Nat i on a 1 
Letter (NSL 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 

X blC 

NSL VIO-35854 



SFE^ET 

To: Inspection From: | 
Re: (U) 27 8-HQ-C122 97 36-VIO, 

b2 
b7E 

03/13/2007 

( U ) 

J The NSL was issued pursuant to 
Title 15, U.S.C. i? lb»lu. The NSL specifically requested the 
names and addresses of all financial institutions where} | 
records indicate the consumer maintains or maintained an account. 

a off* 

(S)E 

SA 
th J 

In response to the NSL,| | provided the 
delivering of̂ ji nn I . |credit report dated 11/28/ 
On 12/14/2006,1 I Division provided the initial case a 

( ot-îi I an electronic commuiiJ-ĉ iicui. 
|NSL results in a 1A envelope. 

When the credit report was received 

2006. 
gent, 
nc~i rin 

on or about 01/05/200 /, 
I did not realize it the subseguent case agent, 

was a full credit report and filed it. To date, no additio 
leads, NSLs, or other investigative action was conducted ba 
the information provided in the credit report. 

nal 
sed on 

On 3/08/2007, when| (Counterintelligence 
Division w£fs notified by FBIHQ Office of General Counsel of the 
possibility that full credit reports may have been provided in 
response to non-Counterterrorism NSLs, SA| |checked her 
current case files and noticed an EC enclosing an| / 
renort • SRI limrrpHi al-pl v showed her Si me rv i so r. SSA I 

T c red i t 
Immediately showed her Si me rvi sor. ^ 

credit report. ssa I H ^ h SA| 
1 I unsure whether rne information provided by 

credit report and therefore a potential IOB 
Accordingly, on 03/13/2007 . SS?\ and SA 

I oh^.mH hj 

were 

informe 
credit r 

d by ADc[ 

vas a full 
H n 1 pti nri . 

I met with ADC 
.onuwcu mill the NSL results, and was 
Ithat the results appeared to be a full 

_ The report, enclosed in a 1A envelope, was 
immediately provided to ADC |on 03/13/2007, where it was 
seguestered pending a determination from NSLB as to whether this 
matter constitutes an IOB violation. 

b7D 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 

b7E 
b4 
b7D 
b6 
b7C 

SE^ET 

2 

NSL VIO-35855 



SHCRET 

To: Inspection From: 
Re: (U) 27 8-HQ-C122 97ob-VIUf u3/13/2uu I 

b2 
b7E 

LEAD (s) : 

Set Lead 1: (Info) 

INSPECTION 

AT ISS 

(U) For information. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT NSLB 

(U) General Counsel is requested to review this matter 
and provide guidance as to the disposition of the sequestered 
materials. 

NSL VIO-35856 



FD-962 (Rev. 03-21-2005) 

DàTE; 12-19-200? 
CLASSIFIED BY 65179dmîi/]c3i:/maj 
PEÄSON: 1.4 (c) 
DECLàSSiFF-OH: I2-19-2632 

ALL IE 
HEPE III " "j'g " ' TJUC LÄS'S IFIED ' ' ' EXCE PT 

SKJS^ET 
FEDERAL BUREÄU OF INVESTIGATION 

( U ) 

(U) 

bl 
h 2 
b7E 
b6 
b7C 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

Attn: 
Attn: 

Date: 03/16/2007 

IIS, Room 3041 
NSLB, Room 7975 

From: 

Approved By: 
b7C 

Drafted By: 

Case ID #: 27 8-HQ-C122 97 36-VIO 

Title: (U) REPORT OF A POTENTIAL 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

Synopsis: To report possible IOB error. 

(U) 

(U) 

(S)[ 

4 • 'on 09/09/9004 . SaT 
Letter (NSL) to [ 
requesting the names and addresses of all tin^nni^l in.qtitiition.q. 
defined in Title 12, U.S.C., Section 3401, at which 
maintains or had maintained an account. The NSL cirea L I I I S requesi 
was authorized by Executive Order 12333, and pursuant to Title 15, 

JThe NSL is documented in case file TT ,Q r. Rprt 1 nn 1 £ P{ 1 11 ! a ) 

2288.WPD 

b2 
b7E 
b4 
b7D 

NSL VIO-35857 



sè^KT 

To: Inspection From: 
Re: (S) 27 8-HQ-C122 97 36-VIO, 03/16/2 007 b7E 

(SE 
which 

> < r 
included 

.0/19/2004,[ On 
a full credit report o 1 

returned the results of the NSL 

^ ^ On 12/13/2004, SA [ 

(S) 

financial institution requesting records fo 
information contained on the rrpHit rpnnrt 
an account numhpr 3.q.qnHa1-prl wi-t-hl-

.,...sub-s-eq-ue-nt'"N"SL 
issued the NSL 

Tissued an NSL to 
Ibased on tne I r SA [ 

bl 
b4 
b7D 

"TTT̂ " _ J S M yddl HUnal account 

Jincluded ,b2 
Ifrom the credit report in th^7g 

|would have 
nformation _ •b7C l'y y y. i'di y y y di 

contained in the credit report; and the information provided by the 
financial institution in turn would have, and in fact did, reveal the 
account numbers from the credit r 

N : 

(S) 

did not use the additionally provided 
nformation in addition to names and addresses 

r-.nnt 3 i ppH in the credit report to request 
or to conduct further investigative 

of 
SA 

information, that 
financial institutions 
additional records,.,.fo-r 
...act-i-vi-ty"."""""Fur"thermore, Li it! llAl credit report has not been uploaded 
into any FBI database to include ACS, and the I I records have-b7C 
been removed from the case file and sequestered by | b4 

b7D 

S^RET 

2288.WPD 2 

NSL VIO-35858 



SECRET 

To: Inspection From: I I 
.Re:_'^>/'27 8-HQ-C122 97 36-VIOf 03/16/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

2288.WPD 

SE^ET 

NSL VIO-35859 



FD-962 (Rev. 03-21-2005) 

ALL INFORMATION CONTAINED 

HEREIN IS UHCLASSIFIE» EXCEPT 

WHERE SHOOT OTHER¥I SE 

SECRET 
FEDERAL BUREAU OF INVESTIGATION 

DATE; 12-19-2007 
CLASSIFIED BY 65179dmh/ksr/n 

REASOT: 1-.-4 {•€)• 

DECLASSIFY..«; 12-1.9-2.03.2 

(U) 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

Attn: 
Attn: 

Date: 03/16/2007 

IIS, Room 3041 
NSLB, Room 7975 

From: 

Contact : 

Approved By: 

Drafted By: 
( U ) Case ID 

Title: 

27 8-HQ-C122 97 36-VIO 

(U) REPORT OF A POTENTIAL 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

(U) Sy nops i s. T 

(U)-

bl 
b2 
b7E 
be 
b7C 

o r )ssible IOB error. 

^ __ 4 . Description of IOB Error (including any reporting delays). 

¡submitted a request for a National On 03/14/2005, S A ^ ^ 
,gpni]rj tv^T.etter (NSL) tol | 

I Ireauesti ria the names and addresses of all financial 
institutions as defined in Title 12, U.S.C., Section 3401, at which 

f X 1 \ H maintains or had maintained an account. The NSL cited 
' ' this request was authorized by Executive Order 12333, and pursuant to 

bl .ET 

2289.WPD 

NSL VIO-35860 b7C 



(TT) 

(S) 

(S) 

(S) 

(S) 

SE^/EI b7E 
To: Tnsnection From: , 

: ^ X ^ 27 8-HQ-C122 97 36-VIO, 03/16/2007 

Title 1 S 
! [ 

na/na/onn^ | [Division returned the re 
Mqï. r r~ì I Iwhnr'h i m f i 11 n on a full credit r epo r. t... .far. 

The NSL is documented in case 

bl 
b2 
b7E 
b6 
b7C 

suits of the 

On 0 4 / 2 6 / 2 0 0 5 , SA[ 
' " ' ' itul ' 

nta: 
be^s a; 
I Îq'i ih.qpniYptïf" ' "NS"lJ",'S>---ci-o-eu-ment- e d-. i n. 

[issued 
financial institutions requestrng records fori 
information contained on the ra 
-.a-cc.ount numbers associated wi11" 
par*, h nf thp 

ents . 
rom t 

SA 

separate 
Jbäsed on the 

listed 

(U) 
addi X 1 rional a 

n ̂ ^ ^ ^ r p n n rt i n 

would have issued the 
ccount information co 

such information would have lega 
institutions via a proper respond 
The information provided by the 
would have, and in fact did, reveal ïïhe account numbers from the 

NSL's regardless of the 
ntained on trie credit report since 
ly identified those financial 
e from the credit reporting agency. 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

financial institutions in turn 

credit report. 
N > < s i e additionally provided information, 

on to names and addresses of 
in the credit report, to request 
"]or to conduct further investigative 

|did not use th 
that is the information in additi 
-fi-n-an-GÌa.l....i.nstitutions contained 
additional records"""!orp" 
activity. Furthermore, the fui I credit renort was not uploaded into 

The any FBI database to include ACS. 
removed from the case file and sequestered by CDC 

records have been bl 
b4 
b7D 
b6 
b7C 

2289.WPD 

S^j&ET 

2 

NSL VIO-35861 



S^ti^ET 

(U)--To: Inspection From: | | ^ 
Re>--^<^27 8-HQ-C122 97 36-VIOf 03/16/2 007 b 7 E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

SEC: 

2289.WPD 

NSL VIO-35862 



ALL INFOFllATION CONTAINED 

HEREIN IS UNCLASSIFIED EXCEPT 

tv m innn WHERE SHOOT OTHERWISE DATE: 12-19-2007 
(Kev. U1-31-2UU3) CL AS 3 I F IE D BY 6517 9 dish /k s r /majj 

S^RET KEIOT: c| ^ ^ DEC LAS'S I FT" 'OH: 12-19-2'0'3 2 
FEDERAL BUREAU OF INVESTIGATION 

tur-

b i 

h 2 
b7E 
b6 
b7C 

Precedence: ROUTINE 

To: Inspection 

General Counsel 

Date: 03/16/2007 

Attn: Internal Investigations 
Room 11102 

Attn: NSLB 
Room 7975 b2 

Contact: ISS 

Approved By: 

Drafted By: 

b7C 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) SPECIAL AGENT (SA) 
SUPERVISORY SPECIAL AclkM1 (d^A) 
POSSIBLE INTELLIGENCE OVERSIGHT BoAkD 
(IOB) MATTER - COUNTERINTELLIGENCE RELATED 

Synopsis: (U) To provide notification of a possible IOB 
violation and to request that this matter be reported as an IOB 
violation - if appropriate. 

FBI SCG G-l 
Declassi (U) 

Details: SA| I. was assi aned to the 
| iDivisionl — I E_LS 
supervisor during this investigation was SSA| | 
(retired). 

b e 

b7C 

b7D 

NSL VIO-35863 



To: Inspection From: 
Re: (U) 27 8-HQ-C122 97 Ì 

SECRET 

6-VIO, 03/16/2007 

b2 
b7E 

b2 
•b7E 
b4 
b7D 
be 
blC 

c 
r>n_n^/nq/?nn7. an .nHit wa.a rnnrinrted by SA| | 

| Division, reviewing ]and ISS [ 
this file for potential IOB violations. 

0 V1 7/7007, a review of this file was also conducted 
revealed that I liorovided a full by SSA 

credit" reporr, resuming i [i an i nadvertent over-collection of 
information. Accordingly, 
this over-collection as a i i 

Division hereby reports 
ssible TTTB violation. 

bl 
be 
blC 

SECJ^T 

2 

NSL VIO-35864 



To: Inspection From: b7E 
h 2 

Re: (U) 27 8-HQ-C122 97ÎL-U1U, LU y 1¿72 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 
(U) The Internal Investigations Section is requested 

to determine if the matter related in this communication should 
be reported as an IOB. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to determine if the matter 
related in this communication should be reported as an IOB. 

SÉFC^T 

3 

NSL VIO-35865 



(Rev. 01-31-2003) 

12-19-2007 
CLASSIFIED BY 65179dmli/fesr/maj 
PEAS ON : 1.4 {C) 

;'fy""0H: Ï2-Ï9-2Q32 

FEDERAL BUREAU OF INVESTIGATION 

HEREÎIT • • • ÏS • • • LU'IG'LFT S'SÎ FIED • • 
ÎHGBH-

Precedence: ROUTINE 

To: INSD 

General Counsel 

From: 

Contact: SA 

Approved By: 

Drafted By: 

Case ID #: 

Date: 03/09/2007 

Attn : IIS 

Attn: NSLB, Room 794r 

b2 
b7E 

b7C 

b2 
(U) 27 8-HO-C122 9736-VIO 

? 7 81 I . S 0 0 7 R - A 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

Synopsis: T o report a potential IOB matter based on the 
inadvertent collection of consumer credit information. 

Reference: 

X 
:s; 

:s; 

:s; 

:s; 

:s: 

bl 
b2 
b7E 
b7A 

Administrative": In the referenced serials. Nat i on a 1 
Security Letters (NSL) were requested from I b7D 

Details: (U) Case Agent: SA 

(U) Supervisor: SSAl 

bl 

NSL VIO-35866 



(U) 

SEçk^T 

To: INSD From: | | 
— 2 7 8-HQ-C122 97 36 - VIO, 03/09/2007 

(S) 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(S) 2. 

SECRET 

2 

NSL VIO-35867 



JÄCRET 

( U ) 

From: | | 
27 8-HQ-C122 97 36 - VIO, 03/09/2007 

•b2 
b7E 

(S) 

S^RET 

3 

NSL VIO-35868 



To : INSD From: 
- ^ X ^ 278-HQ-C1229 I 3b • 10, 03/09/2007 

b2 
b7E 

(U) 

(U) No derivative information was requested or collected 
as a result of these inadvertent requests/collecting. 

EC (319W-HQ-A1487699-CD, serial 4 ) , dated 
provided prior guidance on the statutory 
s controlling the issuance of NSLs to obtain 
reports in counterintelligence 

ons. On 03/08/2007, upon learning that three 
ests were improperly requestedf writer was 
SS?l | to seal and sequester all NSLs 
pertaining to credit reports and place it in 
safe of the| "|chief Division Counsel 
s was completed on 03/09/2007 for the serials 
listed in the reference section. 

FBIHQ 
'03/ (3*5/ 2007 , 
restriction 
full credit 
investigati 
of the requ 
advised by 
and results 
the secure 
(CDC). Thi 
and results 

h 2 
b7E 
he 
b7C 

(U) Any ciîe.st i ons reca rdi nc the above can be 
directed to| | Attention: Special | 

| ^Telephone number| 

^ E T 

4 

NSL VIO-35869 



(U) 
To: INSD From: 

: 278-HQ-Mzz9 M o - v'IO, 03/09/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, PC 

(U) The Office of The General Counsel is requested to 
review the circumstances reqardi na the possible IOB violation and .fo2 
to subsequently provide CDC | |direction regarding the b7E 
disposition of the records which were inadvertently collected. 

LEAD (s) : 

Set Lead 2: (Discretionary) 

INSPECTION 

AT AT INTERNAL INVESTIGATIVE SECTION, WASHINGTON, DC 

(U) For action deemed appropriate. 

SECRET 

5 

NSL VIO-35870 



12-19-2007 

CLASSIFIED BY 65179dmli/Jisr/maj ALL INFORMATION CONTAINED 

REASON: 1.4 {c) HEREIW IS UNCLASSIFIED EXCEPT 
(Rev. 01-31-2003) DECLASSI^ ' 'OM: X2I19I2032 OTERE SHOOT OTlERliiSE 

SE^ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/09/2007 

To: INSD 
General Counsel 

Attn : IIS 
Attn: NSLB, Room 

From: 

Contact : SA 

Approved By: 

(U> 

Drafted By: 

Case ID #: 

b2 
b7E 
b6 
b7C 

b2 
278- C122 97 36-VIO ^-HO-
27 8-j |5007 8- A 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

Synopsis: ys; To report a potential IOB matter based on the 
inadvertent collection of telephone toll information for a 
telephone not subscribed to by the subject of the investigation. 

(U) Derr\ 
55Xassify On: XÏ 

Reference : (S ; 

Details: ( S ) 

12/27/2 

'SSA) 

The case agent is Special Agent ( SA)| | 
the supervisor is Supervisory Special Agent 

( U ) 

SA 
x During the course of the investigation in 01/2007, 
Jjconducted a guery of the| [datab; )ase m an 

attempr ro identify any telephone numbers associated with the 

b7E 
b6 
b7C 

b6 
b7C 

NSL VIO-35871 



b2 
§TE^ET b7D 

To: INSD From: L ^ I 
(U) Re-: G-a-s-e-TD-f: ^ ^ 27 8-HQ-C122 97 36-VIO, 03/0 9/2 007 

On 03/09/2007, SA| "linformed SSA 

b7C 

| | This was the time period that J | had 
associated the telephone number with the subject. On 0 2 / 2 1 / 2 0 0 7 , 

the subscriber information returned by the telephone carrier and 
indicated two subscribers during the time period. Neither was 
listed as the subject, however it was possible that both or one '̂(5 
of the individuals listed might be associated with the subject. 
On 0 2 / 2 3 / 2 0 0 7 , writer contacted SSAI 

Acting/Chief Division Counsel J I and informed him of the 
matter, and also indicated thar ne woura conduct a logical 
investigation to determine if the subscribers were associated 
with the subject. 

(UJ •• -- Writer conducted a logical investigation and could 
not confyrmt^at either subscriber was associated with the 
subject. The possibility that the subject may have at one time 
lived with either subscribers does exist, but could not be 
confirmed by writer through a series of records checks. Since 
the responsive toll records could not be confirmed to be 
associated with the subject, they were not loaded into any 
computerized database maintained by the FBI. 

that he cyulcKriot confirm an association withtte subscribers and 
the subject. SSA| | directed SA| ~| to isolate both bG 
sets of records in a sealed envelope, and report the above „ 
incident to INSD and NSLB. SA| \ complied with this ^ / L 

directive. 

SE^ET 

2 

NSL VIO-35872 



SECRET 

To: INSD From: 
••Re; .Case ID #: S 2 /U-HU1C1229736-VIO, 03/0 9/2 007 

LEAD (s) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) The Office of The General Counsel is requested to 
review the circumstances regarding the possible IOB violation and 
to subsequently provide CDC I direction regarding the 
disposition of the records wnrcn were inadvertently collected. 

LEAD (s) : 

Set Lead 2: (Discretionary) 

INSPECTION 

AT AT INTERNAL INVESTIGATIVE SECTION, WASHINGTON, DC 

(U) For action deemed appropriate. 

SE|RET 

3 

NSL VIO-35873 



(Rev. 01-31-2003) 

CRET 

ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED EXCEPT 

I.JHERE SHOOT OTHERWISE 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

(U)-

(U) 

Precedence: ROUTINE 

To: Attn : SA[ 

Date: 02/01/2007 

1 

Inspection 

S SA 
CDC 

Attn : IIS 
CRS 

b6 
b7C 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact : 

Approved By : Thomas Julie F 

Drafted By: £ 

Case ID #: (U) 278-HQ-C1229736-VIO I Pending) 

Title: INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-

is: X 

b2 

Synopsis: /fTH, It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

Reference : 

Derived Fr 
Decla^si£3^-OTT! 02/01y 

(U) 27 8-HQ-C122 97 36-VIO Serial 1933 

ources 

Administrative: (U) (U) This communication contains one or 
more footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

Details: ^ ^ ^ ^ referenced electronic communication (EC) from 
the | ^ |Office | | dated 12/19/2006, reguested 
that OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. In our opinion, it 
does. Our analysis follows. 

b7E 

On 10/25/2006,| [prepared a National Security 
Letter (NSL) reguesting subscriber information on two telephone 

h 2 
b7E 

¡¡111 
¡¡¡¡¡¡¡I 

SE6R: .ET 
sr/i 

NSL VIO-35874 



h 2 
b7E 

:RET 

To: 
Re: 

From: Office of the General Counsel 
2 7 8-HQ-CÌ2 2 ̂ 7 36-VI0, 02/01/2007 

^ ni imhe re ^ s soci •ate--4-w-rt'lT" 

NSL also requested any phone numbers for the 
| | Due to an administrative error in drafting 
the NSL and trie accompanying EC, the case agent reguested 
information for the wrong telephone number. Therefore, the NSL 
contained a substantive typographical error when it was sent to 
the provider. 

""""" On or about 12/05/2006, the case agent received a 
compact disc (CD)_ with the NSL results. On 12/18/2006, upon a 
thorough review of the material on this CD, the case agent 
realized the error. 

The CD did contain some pertinent information 
relevant tfo ari authorized investigation. The pertinent material 
was printed and placed in the substantive case file. However, 
the non-pertinent material was not printed, and the CD itself has 
been sequestered. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community (in the FBI, the Assistant 
Director, INSD, and the General Counsel, OGC, respectively) 
report to the IOB "concerning intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
order or Presidential directive." This language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG) or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights. Violations of provisions 
that are merely administrative in nature need not be reported to 
the IOB. The FBI is reguired, however, to maintain records of 

A "United States person" is defined in Section 101 (i) of the 
Foreign Intelligence Surveillance Act (FISA), 50 U.S.C. § 1801, et seq., as 
"a citizen of the United States [or] an alien lawfully admitted for 
permanent residence (as defined in section 101(a)(20) of the Immigration and 
Naturalization Act). . . ." See also Section I.C fo the Attorney General's 
Guidelines for FBI National Security Investigations and Foreign Intelligence 
Collection (NSIG) (2003). 

2 

NSL VIO-35875 



sitRET 

To : I I From: Office of the General Counsel 
Re: (U) 27 8-HQ-C122 97 36-VIO, 02/01/2 007 

such administrative violations so that the Counsel to the IOB may 
review them upon request. 

(U) Under the Electronic Communications Privacy Act 
(ECPA), the FBI may seek telephone and email communication 
records from telephone companies and internet service providers 
when those records "are relevant to an authorized investigation 
to protect against international terrorism or clandestine 
intelligence activities." 18 U.S.C. § 2709. Moreover, under 
the NSIG, NSLs are an authorized technique and may be issued in 
conformity with statutory requirements during a preliminary or 
full investigation. NSIG, V.12. 

(U) Due to inadvertent typographical error, 
received^SL results on a telephone number that was no\ 
associated with the subject of an authorized investigation. Upon 
realizing the error, the case agent immediately notified her 
supervisor and took the proper steps to sequester the 
information. None of the non-relevant information from the 
original NSL results was uploaded into the FBI computer systems, 
nor was any investigative action taken based on this information. 
However, due to the fact that there was an unauthorized 
collection of presumed U.S. person information, we must report 
this to the IOB. 

b2 
•b7E 

b2 
b7E 

>SÎICRET 

3 

NSL VIO-35876 



T 

From: Office of the General Counsel 
Re: (U) 27 8-HQ-C122 97 36-VIO, 02/01/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

(U) The field should contact the carrier and ask 
whether the improperly or unintentionally acquired information 
should be returned or destroyed with appropriate documentation 
the file. 

Set Lead 2 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

CC: Mis I Til^m^s 
be 
blC rub riorary 

NSL VIO-35877 



DE€-LÀSS-I-FI-EI>--By-6SI7-9dœli/S&îi/aa3-
OM ••••12 -19 - Z 007 

February 1, 2007 

BY COURIER 

Mr. Stephen Friedman 
Chai rman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

memo 
2007 

ridi 1 

f 
Enclosed for your information is a self-e 
entitled "Intelligence Oversight Board Matter 
(U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
( U ) 

Enclosure 

1 - 27 8-HQ-C122 97 36-VIO 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIO-35878 



Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. Matt Olsen 
Deputy Assistant Attorney General 
National Security Division 
U.S. Department of Justice 
Room 2200 C 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

NSL VIO-35879 



DECLASSIFIED BY 65179dmh/ksr/aaj 

SE 
TMTTR.T.T.T^TR.MR'TR. N W . R . Q T N U T RDFLRN (IOB) MATTER 

I I DIVISION 
IOB MATTER 20071 |(U) 

b2 
hi E 

The of the Federal Bureau 
rtecl a potential'IOB involving a of Ii>ves\igation [ rbr ) _ _L „ L „ 

National Security Letter (NSL) reguested by| 1 which, through a 
transcription error, sought information about a telephone number 
belonging to a person who was not the subject of an FBI national 
security investigation. 

repared an NSL requesting subscriber information 
on ty6 "Xelephone numbers associated a non-U.S. person who is the 
target of an authorized investigation. Due to an administrative 
error in drafting the NSL and the accompanying EC, the case agent 
requested information for the wrong telephone number. Therefore, 
the NSL contained a substantive typographical error when it was 
sent to the provider. 

(U) Due to inadvertent typographical error,| ¡received 
NSL results on a telephone number that was not associated with 
the subject of an authorized investigation. However, due to the 
fact that there was an unauthorized collection of presumed U.S. 
person information, the error is a reportable matter under 
Section 2.4 of Executive Order 12863. 

b7E 

On 12/18/2006, upon a thorough review of the NSL 
resuVts,xthe case agent noticed the discrepancy in the telephone 
number. The case agent immediately notified her supervisor and 
took the proper steps to sequester the information. None of the 
non-relevant information from the original NSL results was 
uploaded into the FBI computer systems, nor was any investigative 
action taken based on this information. 

b2 
b7E 

SECRET 

NSL VIO-35880 



(Rev. 01-31-2003) 

DATE: 12-20-2007 

CLASSIFIED BY 6Ï 
REASON: 1 . 4 (c) 
DE'C'lAS'ST'FT""OI'i 12-20-2032 

SE^ET 

FEDERAL BUREAU OF INVESTIGATION 

ALL i: 

HEREIN IS UNCLASSIFIED EXCEPT 

Precedence: ROUTINE 

To: Inspection 

General Counsel 

Date: 03/08/2007 

Attn: Internal Investigations 
Section 

Attn: National Security Law Branch 

From: 

Contact: SA 

Approved By: 

Resident Agency b7E 
b6 
b7C 

Drafted By: 

Case ID #: (U) 278-HO-C1229736-VIO (Pending) 
(U) 2 7 8 -j j-Cl 3 637 2 (Pending) 

Title: REPORT OF A POTENTIAL IOB MATTER 

Synopsis: (U) Report potential IOB violation. 

(U) 

b2 
b7E 

t S ) r ^ i 
b2 
b7E Reference(s): (u: 278 Q C136372 Serial 12 i 

: 02/28/2007, pursuant to a National Security 
(NSL) cteted 01/22/2007, wri ter recei ved subscriber 

(SÎ Ï 

Details 
Letter 
information and toll records from| for the subiect of a 

The : suDjeci was previously unKnown, ana one or ine reasons for the 
NSL was to identify the subscriber. 

Before sending the toll records to be uploaded, SA 
Jimmedlately reviewed them to ensure that they 

corresponded with the information reguested in the aforementioned 
NSTi. which was subscriber information and toll records from 

to the present (with "the present" meaning the 

SECRET 

bl 
b2 
b7E 

bl 
h 2 
b7E 
•b4 
b7D 
b7A 

NSL VIO-35881 



E ^ E I SES N 
b2 To: Inspection From: | I , 

Re: (U) 27 8-HQ-C122 97 36-VIO, 03/08/2 007 & / E 

date of the NST, 
records, SA|_ 

neh was 01/22/2007 ) . 
"Jnoted that the subj ec 

Upon revi ew of the tol 1 
:t of I I 

investigation was the subscriber of the subject telephone number 
from 10/10/2005 until 05/08/2006. The subject's telephone 
service was disconnected on 05/08/2006. sA I also noted 
that between 05/08/2006 and 01/22/2007, there were two other 
subscribers. I I provided subscriber information and toll 
records for these subscribers even thnnrrh t h p y are not the 
subject of SA| *"| When SA | | issued the NSL, 
was unaware that the suDj ect's phone naa oeen disconnected. 

she 

(U) The non-pertinent telephone records have not been 
uploaded ̂ rnrb | , lor rihotjcopied, and they 

I (referenced serial) . 
(U) 

U J ^ - L U CLU. E U . _L 1 1 L. LJ — 

have been sequestered with CDC|_ 

For reporting purposes, thp r.̂ se aaent is SAl 
and the supervisor is SSA t r 

b4 
b7D 
he 
b7C 

h 2 
b7E 

] he 
hlC 

SEVCKET/ORC 

2 
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SEr 
h2 To: Inspection From: | | 'b7F 

Re: (U) 27 8-HQ-C122 97 36-VIO, 03/08/2 007 

Set Lead 1: (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) Review above-referenced facts and determine 
whether IOB violation exists. 

Set Lead 2: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Review above-referenced facts and determine 
whether IOB violation exists. 

S^^ET/ORCON/NOFORN 

3 
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(Rev. 01-31-2003) 

ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED EXCEPT 

I.JHERE SHOOT OTHERWISE 

DATE: 12-20-2007 

RE ASOH: 1 . 4 (c) 
DECLÄS-SIFT-OM; 12- S-0-2-0-32 

SÈ^RET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 

General Counsel 

Date: 03/16/2007 

Attn: Internal Investigations 
Room 11102 

Attn: NSLB 
Room 7975 

From: 

Contact : ISS 

Approved By: 

Drafted By: £ 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: SPECIAL AGENT (SA)[ 
SUPERVISORY SPECIAL AGENT (SSA) 
POSSIBLE INTELLIGENCE OVERSIGHT BOARD 
(IOB) MATTER - COUNTERINTELLIGENCE RELATED 

Synopsis: (U) To provide notification of a possible IOB 
violation and to request that this matter be reported as an IOB 
violation - if appropriate. 

(IT) -

(U) 
noi-a-i--T-er- SA 

Divisio 
supervisor during this investigation was SSA£ 
' retired) . 

b7E 
b6 
b7C 

b7C 

SEC: 

NSL VIO-35884 



Re: (U) 27 8-HQ-C122 97 36-VIO, 03/16/2 007 b7E 
I 1 - b 2 

To: Inspection From: I I 

(U) 
y v 

i ndi cati no that f 

_ 
1 Tnfnrmaf i r̂ n wa q rpfpivpj 

3asec 
on investigation ä limited consumer -î g-nr-i rwi nn -inr̂ -rmar-ir̂ -n 
rennrt was requested via an NSL issued to | 

| | pursuant to U.S. Code, Section 1681u(a) and (b) of the 
Fair Credit Report Act (as amended on 10/26/2001), which 
authorized the FBI to obtain limited names and addresses of all 
financial institutions, and consumer identifying information 
limited to name, address, former addresses, places of employment, 
or former places of employment associated with this consumer. 

On n^/nq/?nn7 
land ISS 

an a lidi i~ wa .a rnnrliint 

tnis rile for pbLehLlal IOB VlolaLloht?. 

ed by SA 
Division, reviewing 

IDivision hereby reports 
violation. 

be 
blC 

b2 
•b7E 
be 
blC 

On 03/12/2007, a review nf this file wa a also conducted 
by SSA| revealed that| [provided a full 
credit report, resulting in an inadvertent over-collection of 
information. Accordingly,^ 
this over-collection as a p 

b7C 

S^RET 

2 

NSL VIO-35885 



To: Inspection From: [ b 2 

b7E Re: (U) 27 8-HQ-C122 97 36-VIO, 03/16/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 
(U) The Internal Investigations Section is reguested 

to determine if the matter related in this communication should 
be reported as an IOB. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is reguested to determine if the matter 
related in this communication should be reported as an IOB. 

NSL VIO-35886 



DATE: 12-20-2007 

CLASSIFIED BY 6 

n?™ m -jnnn REASON: 1.4 (c) HEREIN IS UHCLÀSSI^ 
(Kev. ui-m-zuw) DECLASSIFY1 ON: Ï2-20-2032 

SEÇ^T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 

General Counsel 

Date: 03/16/2007 

Attn: Internal Investigations 
Room 11102 

Attn: NSLB 
Room 7975 

From: 

Contact : ISS 1 
b7E 
b6 
b7C 

Approved By: 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO 

Title: 

I Pending) 

(U) SPECIAL AGENT (SA) . 
SUPERVISORY SPECIAL /v^ENT (SS/\J [_ 

(U) 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD 
(IOB) MATTER - COUNTERINTELLIGENCE RELATED 

Synopsis: (U) To provide notification of a possible IOB 
violation and to reguest that this matter be reported as an IOB 
violation - if appropriate. 

^ D e r l v e d r - F s c o i L u ^ 

SEÌSIET 

NSL VIO-35887 



L^J^R ET 

To: Inspection From: | | 
Re: (U) 27 8-HQ-C122 97 36-VI0, 03/16/2 007 

bl 

b7C 
b2 
-b7E 

On 03/09/2007. an audit was conducted by SA _ On 03/ J and ISS[ 
"le for po 

[Division, reviewing 
this file for potential 10b violations. 

I
nn n^/i?/?nn7 a review of thi s fi1e was also conducted 

I revealed that| [provided a full 
credit report, resulting in an inadvertent over-collection of 
information. A c c o r d i n g l y , I [ D i v i s i o n hereby reports 
this over-collection as a poddlblt lUt? violation. 

2 

NSL VIO-35888 



RET 

To: Inspection From: 
Re: (U) 27 8-HQ-C122 9 /3b-Vlof 03/1 lb/2 007 

b 2 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) The Internal Investigations Section is reguested 
to determine if the matter related in this communication should 
be reported as an IOB. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is reguested to determine if the matter 
related in this communication should be reported as an IOB. 

SECRET 

3 

NSL VIO-35889 



AIL INF OPPIATI ON COITABIED 

HEREIN IS UMCLÀSSIFIE: 
TJHERE SHOOT OTHERWISE 

DATE: 12-20-2007 

FD-962 (Rev. 03-21-2005) 

FEDERAL BUREAU OF INVESTIGATION 

REASON: 1.,4-icl 

DECLASSIFY...«; 12- 20-2032 

Precedence: ROUTINE 

To : Inspection 

General Counsel 

Date: 02/23/2007 

Attn: Internal Investigations 
Section,. Room 11861 

Attn: National Security Law Branch 
(NSLB), Room 7975 

From: 

contact : 

Approved By: 

Drafted By: 

Case ID #: ^ 
(S) 

? 7 A - U O - R I ? ? Q 7 ^ F ^ - V T I I 
b7E 

Title: (U) REPORT OF A POTENTIAL 
IOB MATTER 

b7E 

case SA at the rime or receipt or tne response to tne NBL 
was SA! land the Supervisory Special Agent 
fSSA) for the investiaation was SSAl I 

3. No IOB error occurred. This report is purely perfunctory: 

b2 
b7E 
b6 
b7C 

(U) Synopsis: yQ Response to telephonic and e-mail mandate by NSLB of 
02/20/200;/rc\report as a potential IOB matter, a National Security 
Letter (NSL) believed by the Office of the Inspector General (OIG), 

)artment of Justice, to be an IOB matter. 

NSL VIO-35890 



SECRET 

iU) To: .Inspection From: 
Ret— 27 8-HQ-C122 97 36-VIO, 2007 

(SA 
was advised n9/9n/9nn7 rn^r m a brou to the 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

b7E 

bl 
b2 
b7E 
b6 
b7C 

tention of NSLB""a""N"£L", f0und'"at|. 
believed was an IOB matter. Seriali 
attached, is a conv of a NST, add rested t o V 

Mhich OIG 
î xhibit A, 
Tand dated 

September 1, 2004. In accordance with 18 U.S.C. § 27oTHD) (2001), the 
NSL contained the required relevancy certification, | | NSL at 1 )_ 
and was duly executed by the Special 

I I NSL at 2). 
jent in Charge at the time, 

In response to the questioned 
^ 1 pffpr rtated 02/1.S/200.S froml 

|\iSL, received 

^ 2 J letter dared U Z / I Ö / Z U U Ö rrömT 

1 y y as assi to an I 
P 

etter.) The letter observed tn 
numbersareused to loq onto the Internet 

^ -R N O T 

"I Ï 
^Internetaccess 
etter.) 

(U) General Counsel EC captioned "REVISED PROCEDURES 
FOR THE SUBMISSION OF REPORTS OF POTENTIAL INTELLIGENCE OVERSIGHT 
BOARD MATTERS," dated 11/16/2006 observes that: 

NSL VIO-35891 



(U) To: Inspection From: 
R e t - . . . 2 7 8-HQ-C122 97 36-VIO, 02/23/2007 

b 2 

Section 2.4 of Executive Order 12863 mandates 
that Inspectors General and General Counsel of the 
Intelligence Community components ... report to the IOB 
intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive Order 
or Presidential Directive. This language has been 
interpreted to mandate the reporting of any violation 
of a provision of The Attorney General's Guidelines for 
FBI National Security Investigations and Foreign 
Intelligence Collection (NSIG), effective 10/31/2003, 
or other guidelines or regulations approved by the 
Attorney General in accordance with EO 12333, dated 
12/04/1981, if such provision was designed to ensure 
the protection of individual rights. Violations of 
provisions that merely are administrative in nature and 
not deemed to have been designed to ensure the 
protection of individual rights are generally not 
reported to the IOB.1 

(GC EC at 2.) The instant case involves no violation of any Executive 
Order, Presidential Directive, guideline, ethics rules or any other 
rule, regulation, order, or policy. 

(U) This interpretation of the reporting requirements 
was furnished to the FBI by the PIOB during a meeting on 
06/18/1982. William H. Webster, then Director of the FBI, 
concurred with this interpretation and confirmed the immediate 
implementation of reporting procedures in adherence to this 
interpretation in a letter, dated 07/14/1982, to Dr. W. Glenn 
Campbell, Chairman of the PIOB. This interpretation was 
confirmed by Mary C. Lawton, Counsel for Intelligence Policy, 
Office of Intelligence Policy and Review, Department of Justice, 
by letter dated 04/08/1983. 

SE^ET 
3 

NSL VIO-35892 



SECÌÉET 

(TJ) To : v. Inspection From: | I ^ 
- j X f 27 8-HQ-C122 97 36-VIO, 02/23/2007 ^ / E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

SECRET 

NSL VIO-35893 



DàTE; 12-20-200? 
CLASSIFIED BY 65179dmìì/Jì3E/maj ALL INFORHÀTION CONTAINED 

(Rev. 01-31-2003) REASON': iv4 HEREII-IS-OTCLÄSSIFIED-EXGEPT 

DEPLàSSI-Fy-'OH: Ì2-2O-2032 Y / WHERE • • • • SHOOT • • • -OTHERWISE SECRET E^E-I 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/12/2007 

(SÎ 

To: Inspection Division 
General Counsel 

Attn: IIS 
National Security Law Branch 

<U) 

(U) 

(S) 

From: 

Contact : 

Approved By: 

Drafted By: 

Case ID #: 

Title ' x 

2 7 8-HO-C12 2 97 3 6-VIO (Pending) 
278-1 15 0 07 8 - A 

REPORTING OF A POTENTIAL IOB VIOLATION 

]is reporting a potential IOB violation Synopsis : 
for improperly reauestïn"a""C"re"dit""r'e'Co-rds----Qn----th-&---s-u-b-i--e-G-t 

m Derivec 
^DgcJrttsSiiy On: 

Details: Pursuant to a directive from the National Security 
Law Branch on 03/05/2007,1" Conducted a preliminary 
review of National Security Letters (NSL) i ssue.d for credit 
records in co u n t er" I n't" e I "I" 1" qence"" l n ve'S" t i or a t ± o ITS- • • 

marrer wnere •c 
^ |of a counterintelligence 
J rssuea an INSL requesting a full credit 

check on the subject. Details are as follows: 
^ q fii rrpnt 1 a/ mnHiiftinn 3 C 

b7E 
b6 
b7C 

bl 
b2 
b7E 

b7E 

NSL VIO-35894 



( U ) "To : 
Re:" X 

SECRET 

Inspection Division From: 
27 8-HQ-C122 97 36, 03/12/2 007 

h 2 
hi E 

(S) 

^ ^ On 07/05/2006, Case Agent[ created 
an NSL and a RNVPR F.C requesting credit information on the 
subject from| _ \ SA I ¡created the NST, after 
consultations witnl ISSA| |regarding an 
investigative strategy to pursue in the investigation. SSAL 

In facial i ta re" ^ suggested requesting a credit check orif 
. .e f f -O. r .t .S-. t o-... d.e t e-rmi -n 

¡consulted with the phief 
Division Counsel (CDC) oTfice to determine proper paperwork and 
procedure for issuing the request. The NSL and accompanying EC 
indicated the request was for a full consumer credit report and 
indicated the case was a counterintelliqence matter. The EC also 
noted the subject was suspected of conducting counterintelligence 
activities. 

(U) "7 According to ACS records, 
forwarded the results back to 

Division served 
|on 

Records included identifying information, previous 
employment, credit account information (including account 
numbers, balance information, type of account, dates opened and 
closed and scheduled payments), and bank account information. 
Credit scores and payment history information were not included 
in the response. 

b7E 
b6 
•to 7 C 

b7E 
b4 
b7C 

(U) On 10/27/2006, SAI 
ĥtecTNriis findings in an EC to the file 

] analyzed the information 
.29) . and documented "Sri is t m d m q s m an EC to the tile (seria 

The information was not uploaded to any other database. 

b6 
b7C 

(U) -- - Per referenced EC from NSLB, full credit checks 
are only^utnbrized in the pursuit of counterterrorism 
investigations. Further, the referenced EC mandated that field 
offices should conduct a review of NSLs issued on 
counterintelligence cases to determine if any improper request 

NSL VIO-35895 



(U) 

SEC: 

Inspection Division From: 
27 8-HQ-C122 97 36, 03/12/2 007 b7E 

(U) 

was made or if any response contained prohibited credit 
information. Inasmuch as the NSL in question specifically 
requested a full consumer credit report,| lis reportinq 
the request as a potential Tntel 1 i aen.ce Oversiqht Board violation 
as directed. In addition,! I is providinq the information 
on the results of the request for NSLB's evaluation to determine 
if they constitute a Full Credit Report in content. The 
information reported did not include credit scores, payment 
history or other such information normally delineated in a full 
credi t report used by credit issuers and financial institutions. 

lhas permanently removed the NSL and the information 
received from FBI files and sequestered the information with the 
CDC, pendinq NSLB quidance on the matter. 

this request 
also notes that information provided in 
issue two other NSLs. Specifically, the 

Jidentified a previously 
^case agent used the 

issue an additional 
f 

âs usea LO 
information provided by the[ 
unknown bank account. The [j 
identification of the bank account number to 
NSL addressed to the bank. Since a request for this type 
information would have been allowable under the existing 
authorities for counterintelligence investigations,| 
not sequestering this NSL or the results. Should NSLB determine 
o t h e r w i s e , I s h o u l d be notified and will comply with any 
guidance provided. 

h 2 
b7E 
b4 
b7D 

SE^ET 

3 

NSL VIO-35896 



SB&ET 

To: 
(U) Re. 

Inspection Division From: 
27 8-HQ-C122 97 36, 03/12/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) evaluate the above information and provide 

"•witn'a determination if the incident is a reportable 
IOB violation. If so, General Counsel will provide the proper 
noti fication. 

SE^ET 

NSL VIO-35897 



FD-962 (Rev. 03-21-2005) 

DATE: 12-20-2007 

CLASSIFIED BY 6 

REASON: 1 . 4 (c) 

DECLASSIFY OH: 12-2 032 

ALL IWFORHATIOH C0HTÀI1ED 

HERE IH IS TJÏÏCLÂ33IFIE: 

IHERE SHOW...OTHER1XS1 

SECRET 
FEDERAL BUREAU OF INVESTIGATION 

( U ) 

(U) 

<1^ 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

Attn: 
Attn: 

Date: 03/15/2007 

IIS, Room 11861 
NSLB, Room 7975 

From: 

Contact : 

Approved By: 
b7E 

Drafted By: 

Case ID #: 

Title: 

27 8-HQ-C122 97 36-VIO 

(U) REPORT OF A POTENTIAL 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

Synopsis : To report possible IOB error. 

(S) 2 

(U) X
 3-

(U) 

(U) -

Possible IOB Error: 

Description of IOB Error (including any reporting delays] 

On Electronic Communication (EC) dated 08/02/2006, serial 
'rioter made a reguest through National Security Letter's (NSL) 

serial's #44,#45,#46 for financial institution names and addresses 
under FCRA Section 1681u(a) to three credit reporting companies. 

^CCRET 

2308.WPD 

NSL VIO-35898 



SÈFC^ET 

(U) "To.: Inspection From: [ 

b4 
27 8-HQ-C122 97 3 6-VIO, 03/15/2 007 -b7E 

- . - ^ ¿ ^ T H P M . Q T . ' . G W P R - P submitted tol I Emri 
(U) 1 Irespectively. Received records from I I 

serial #64 and | serial #50 disclosed only names and addresses 
as specified in the NSL. 

(XT) " """"" After further case review, writer identified records 
recs^eSNfroml |serial #49, containing a full credit report. 

b4 A detailed review of the file shows that no data was uploaded from the 
.b7D credit report and which was not uploaded into the ACS computer system 
ĵ g or any other FBI database. Furthermore, there were no subsequent 
"t)7C NSL's request made based on the returned data from "j 

<U) The I I records have been removed from the case file 
and sequestered by CDCj j 

2308.WPD 

NSL VIO-35899 



To: Inspection From: I I 
- ^ 27 8-HQ-C122 97 36-VIO, 03/15/2 007 

LEAD (s) : 

Set Lead 1: (Action) 

INSPECTION 
AT WASHINGTON, DC 

(U) For action deemed appropriate. 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

2308.WPD 3 

NSL VIO-35900 



ALL INFORMATION CONTAINED DATES 12-20-2007 
HEREIN IS UNCLASSIFIED EXCEPT CLASSIFIED BY 65179dBh/isr /aaj 

(Rev. 01-31-2003) MHERE SHOWI^'OTHERWISE RlikSWl Iv4 tct 

J DEGLASS-IJY--0B5 12-.2G-2G32 
S®CRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

National Security Branch 

From: 

Contact: 

Approved By: 

Date: 03/19/2007 

Attn: National Security Law Branch 
Counterintelligence 

Internal Investigations 
Section (IIS) 

b2 
b7E 
b6 
b7C 

Drafted By: 

Case ID #: JU 
(U) " 

Title: (t 

27 8-HQ-C122 97 36-VIO 
319W-HQ-A14 8 7 6 9 9-CD 
319X-HQ-A14 87 7 2 O-OGC 

REPORT OF POTENTIAL INTELLIGENCE 
OVERSIGHT BOARD (IOB) MATTER 

GUIDANCE ON USE OF FAIR CREDIT REPORTING ACT NSLS 
IN COUNTERINTELLIGENCE INVESTIGATIONS; REVIEW OF 
FAIR CREDIT REPORTING ACT NSLS ISSUED IN CY 2006 IN 
COUNTERINTELLIGENCE INVESTIGATIONS 

Synopsis: (U) Report of a potential IOB matter to the National 
Security Law Branch (NSLB), Counterintelligence Law Unit (CLU), 
and the results of the review of FCRA NSLs issued SINCE January 
1, 2002, in the context of counterintelligence investigations to 
the National Security Branch (NSB) as required in the March 5, 
2007, National Security Branch EC to All Divisions entitled 
"GUIDANCE ON USE OF FAIR CREDIT REPORTING ACT NSLS IN 
COUNTERINTELLIGENCE INVESTIGATIONS; REVIEW OF FAIR CREDIT 
REPORTING ACT NSLS ISSUED IN CY 2006 IN COUNTERINTELLIGENCE 
INVESTIGATIONS." 

Deriv^t^^-From^-:— 
Decl^j&eirfyOnT— 

SEfc^ET 

(U) 

NSL VIO-35901 



SiJSRET b2 
. . b7E To: General Counsel From: I I 

Re: (U) 27 8-HQ-C122 97 36-VIO, 03/19/2 007 

Details: (U) As directed in the National Securi 
dated March 5, 2007, the following is being r 
and NSB: 

ranch EC 
to the NSLB 

issued 
LLC Si rice Janna rv 1, 2002, the [ 

FCRA NSLs in Counterintelligence 
^Division 

Investigations(CI)which cited Title 15, United States Code 
Section 1681(u). No NSLs were issued citing Title 15, United 
States Code Section 1681(v) in these CI investigations. 

b2 
b7E 

b2 
b7E 
b4 
b7D 

(U) Below are the CI investigations, the verbiage in 
the NSL that was used to reguest information from the credit 
bureau, the information that was provided by the credit bureau 
and the current status of the information received from the 
credit bureau. 

|files identified from the audit which currently 
contain and reference full credit reports 

b2 
b7E 

(U) As a result of the audit, (Re: NSB EC to All 
Division March 5, 2007,) two (2) NSL [Title 15, United States 
Code Section 1681(u)] requests to | |in 2 004 . we re sent i 
which consumer credit reports were provided to the| 
Division by the credit bureau. Listed below are the 
investigations: 

:s: 

bl 

b7E 

(U) An NS 
1681 (u)] was sent tol (via FBI 
30, 2004. In the NSL dated June 30, 2 
reguested: 

rTitlP 1_.S. United States Code Section 
I by EC dated June 

the following was 

(U) "Under the authority of Executive Order 12333, 
dated December 4, 1981, and pursuant to Title 15, United States 
Code, Section 1681(u) (Fair Credit Reporting Act), you are 
reguested to provide the Federal Bureau of Investigation (FBI) 
the names and addresses of all financial institutions at which 
the below listed individual maintains or has maintained an 
account. In addition, the FBI is requesting the account number of 
any account (s) maintained by the individual at those 
institutions, to the extent that the information exists in the 

NSL VIO-35902 



SH&RET , _ •b2 
To: General Counsel From: 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/19/2 007 

files of your agency. The individual on whom the information is 
sought is identified below:" 

(U) Also listed in the June 30, 2004, NSL letter was a 
reference to an attachment. The attachment stated: 

(U) "In preparing your response to this National 
Security Letter, you should determine whether your company 
maintains the following types of information in accordance with 
Title 12, U.S.C., Section 3401 (2): 

•b7E 

consumer credit 
3y EC dated September 14, 20C 
report was forwarded to the 

an 
jivision. 

(U) As instructed in referenced EC, the full cred 
report was removed from the 1-A section of the file on March 
2007. In addition to the credit report, an EC to the file (s 
18) which contained information obtained from the credit 
was removed from ACS. Both the credit report and the serial 
being seguestered with the Chief Division Counsel pending th 
issuance of the IOB opinion by NSLB. In reviewing this case 
consumer credit information provided was not used for furthe 
the case via an investigative lead or to extend the 
investigation. 

12, 
erial 
are 

e 
the 
ring 

(U) An NSL [Title 15, United States Code Section 
1681(u)] was sent to| | via FBI | | by EC dated June 
30, 2004. In the NSL dated J u n e 30, 2004, the following was 
requested: 

b7E 
b6 
b7C 

(U) "Under the authority of Executive Order 12333, 
dated December 4, 1981, and pursuant to Title 15, United States 

sJÌCRET 

NSL VIO-35903 



To: General Counsel From: 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/19/2 007 

SEKRET 
b 2 

Code, Section 1681(u) (Fair Credit Reporting Act), you are 
requested to provide the Federal Bureau of Investigation (FBI) 
the names and addresses of all financial institutions at which 
the below listed individual maintains or has maintained and 
account. In addition, the FBI is requesting the account number of 
any account (s) maintained by the individual at those 
institutions, to the extent that the information exists in the 
files of your agency. The individual on whom the information is 
sought is identified below:" 

(U) Also listed in the June 30, 2004, NSL letter was a 
reference to an attachment. The attachment stated: 

(U) "In preparing your response to this National 
Security Letter, you should determine whether your company 
maintains the following types of information in accordance with 
Title 12, U.S.C., Section 3401 (2): 

(U) By EC dated August 2£ 
credit report was forwarded to the 

? n n 4- r consumer 
Lvrsron. 

report wa 
2007. In 
to the fi 
the credi 
and the s 
Counsel p 
reviewing 
not used 
extend th 

(U) As instructed in referenced EC, the full credit 
s removed from the 1-A section of the file on March 16, 
addition to the credit report, on March 12, 2007, an EC 
le (serial 30) which contained information obtained from 
t report was removed from ACS. Both the credit report 
erial are being sequestered with the Chief Division 
ending the issuance of the IOB opinion by NSLB. In 
this case the consumer credit information provided was 
for furthering the case via an investigative lead or to 
e investigation. 

b4 
•b7D 
b2 
b7E 

Credit reports destroyed prior to the NSLB audit request 

( u ; NSL requests, 
resulted rn the credit bureau proVldlliy dJUliylliuyI 

SEÒ^T 

4 

nd[ a 
credit b7D 

NSL VIO-35904 



3E^¿E sÉqfeET b2 
— , b7E To: General Counsel From: I I 

Re: (U) 27 8-HQ-C122 97 36-VIO, 03/19/2 007 

h 2 
b7E 
b4 
b7D 

bl 
h 2 
b7E 
b6 
b7C 

Whan it wag, determined that the credit reports were 
"DC advised the appropriate SSA and Agents 

reports. 
provided, 
that these reports sITould not be used but destroyed. Listed below 
are the four files which contained the five (5) NSL reguests: 

was 
(U) Ar, 

sent to 
KTCT. rTi t-1 ̂  1 United States Code Section 1681u 

I via FBI I I by EC dated 
January 31, 2005. in the NSL dated January 3l" 2005, the 
following was reguested: 

(U) "Under the authority of Executive Order 12333, 
dated December 4, 1981, and pursuant to Title 15, United States 
Code (USC), Section 1681u(a) of the Fair Credit Reporting Act (af 
amended on October 26, 2001), you are hereby directed to provide 
the Federal Bureau of Investigation (FBI) the names and addressee 
of all financial institutions (as defined in Title 12, USC, 
Section 3401) at which the below-named consumer maintains or has 
maintained an account:" 

(U) By EC dated February 23 2005, a [ 
report was provided to the 
receipt of the credit repor 

]credi 
Division. Following the 

L_ _ __ _ Division reported that 
credit reports were being provided because of| | 
inability to separate the credit information. SSA and case agents 
were advised to destroy the credit report(s) from| | By 
EC dated April 14, 2005, case agent documented the removal of 
credit report from file. 

(U) An u.qT rTitlP United States Code Section 
1681(u)] was sent t o | J via FBI| | by EC dated April 

AX 22, 2004. In the NSL dated April 22, 2UU4,—fTTe following was 
reguested: 

(U) "Under the authority of Executive Order 12333, 
dated December 4, 1981, and pursuant to Title 15, United States 
Code, Section 1681(u) (Fair Credit Reporting Act), you are 
reguested to provide the Federal Bureau of Investigation (FBI) 

SECRET 

5 

b'l 
b2 
b7E 
be 
blC 

h 2 
blE 
b4 
b7D 

b7E 

NSL VIO-35905 



SÈ^E1 £ET h 2 
« b7E 

To: General Counsel From: | | 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/19/2007 

bl 
h 2 
b7E 
b7A 

the names and addresses of all financial institutions at which 
the below listed individual maintains or has maintained and 
account. In addition, the FBI is requesting the account number of 
any account (s) maintained by the individual at those 
institutions, to the extent that the information exists in the 
files of your agency. The individual on whom the 
sought is identified below:" 

information 

(U) By EC dated July 14, 2004, 
was provided to the| |Divisinn 
became aware of the rssue regardingl 

the 

an credit report 
A f t p r the case Agent 

roviding full credit 
credit report. The reports, the case agent destroyed the file's credit r 

file did not indicate the exact date the credit report was 
destroyed. 

b7E 

(U) An NST, rti tl e If. United States Code Section 
(u)] was sent to | | via FBI| | by EC dated 

December 8, 2004. In the NSL the following was requested: 

b2 
b7E 
b4 
b7D 

bl 
b2 
b7E 
b6 
b7C 

(U) Under the authority of Executive Order 12333, 
dated December 4, 1981, and pursuant to Title 15, United States 
Code (U.S.C.), Section 1681u(a) of the Fair Credit Reporting Act 
(as amended on October 26, 2001), you are hereby directed to 
provide the Federal Bureau of Investigation (FBI) the names and 
addresses of all financial institutions (as defined in Title 12, 
U.S.C., Section 3401) at which the below-named consumer maintains 
or has maintained an account:" 

(U) By EC dated March 15. 
report was forwarded to the| 
the March 15, 2005, EC by the"L 

^05, 
j M v i 

an ] redit 
the NSL records were destroyed per CDC. 

vrsron. A notation on 
case agent stated that 

( b ) ] was sent tc[ 
(U) An NSL [Title 15, United States Code Section 1681u 

J via FBl| | by EC dated December 
10, 2004. In the NSL the following was requested: 

S^BET 

6 

b2 
b7E 
b4 
b7D 

NSL VIO-35906 



SECRET B 2 
b7E 

To: General Counsel From: I I 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/19/2 007 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 15, United States Code 
(U.S.C.), Section 1681u(b) and Section 1681u(a) of the Fair 
Credit Reporting Act (as amended on October 26, 2001), you are 
hereby directed to provide the Federal Bureau of Investigation 
(FBI) with consumer identifying information, limited to: name, 
address, former addresses, places of employment, former places of 
employment, and all financial institutions (as defined in Title 
12, U.S.C. Section 3401) at which the below-named consumer 
maintains or has maintained an account:" 

(U) By EC dated January 4, 2005, an| |credit 
report was forwarded to the| |Division. By EC dated 
January 19, 2005, the | |case agent documented the 
destruction of the credit report. 

h 2 
hl E 

(U) An NSL [Title 15, United States Code Section 
(b)] was sent to| | via FBI| | by EC dated 
February 4, 2005. In the NSL the following was requested: 

_681u 

bl 
h 2 
hl E 
he 
hlC 
hl A 

"Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 15, United States Code 
(U.S.C.), Section 1681u(b) and Section 1681u(a) of the Fair 
Credit Reporting Act (as amended on October 26, 2001), you are 
hereby directed to provide the Federal Bureau of Investigation 
(FBI) with consumer identifying information, limited to: name, 
address, former addresses, places of employment, former places of 
employment, and all financial institutions (as defined in Title 
12, U.S.C. Section 3401) at which the below-named consumer 
maintains or has maintained an account:" 

(U) By EC dated March 16, 2005 an 
report was pmviHpH tn thpl iDivision. By EC dated 
March 31, 2005, the| |caseagent documented the 
destruction of the credit report. 

credit b7D 
h 2 
hl E 

Code Section 1681u 
h 2 
•b7E 
b4 
b7D 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 15, United States Code 

SEJ^BET 

7 

NSL VIO-35907 



To: General Counsel From: 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/19/2 007 

SECRET 
b 2 

(USC), Section 1681u(a) of the Fair Credit Reporting Act (as 
amended on October 26, 2001), you are hereby directed to provide 
the Federal Bureau of Investigation (FBI) the names and addresses 
of all financial institutions (as defined in Title 12, USC, 
Section 3401) at which the below-named consumer maintains or has 
maintained an account:" 

iU) By EC dated February 23, 2005, FBI| jadvised 

that lead was covered. A review of the file and the 1-
A sectron did not reveal a credit report or indicate an EC 
containing credit information. 

I) It is believed that a credit report was sent by 
and that the Special Agent (retired) previously 

Liie l u i i u w i n y l a c L s ; i j o p e c r a r A t j e i i i j i t 

case was also assigned above case 65W1 It 
and above case set a lead to| fc 

h2 
hlE 

(U) Under the authority of Executive Order 12333, 
dated December 4, 1981, and pursuant to Title 15, United States 
Code (U.S.C.), Section 1681u(b) and Section 1681u(a) of the Fair 
Credit Reporting Act (as amended on October 26, 2001), you are 
hereby directed to provide the Federal Bureau of Investigation 
(FBI) with consumer identifying information, limited to: name, 
address, former addresses, places of employment, former places of 
employment, and all financial institutions (as defined in Title 
12, U.S.C. Section 3401) at which the below-named consumer 
maintains or has maintained an account:" 

(U) The leads that were discontinued were in the 
following investigations: 

h2 

assigned this case destroyed the report. This belief is based on 
the following facts: 1) Special Agent (retired) assigned this 

^51724; 2) both this case 
on same date (January 

31, 2005) and the lead was covered on same date (February 23, 
2005); 3) Special Agent destroyed the credit report in 65W-| .b7E 
51724; and 4) no credit report or credit information was located b4 
in either file. b7D 

Discontinued leads to serve NSLs 

(U) Four f4) NSL [Title 15, United States Code .gpntion 
1681 (u)] requests, to | ^vere di se.onti nned by the | 
Division prior to being served by the| I Division. These b7E 
leads were discontinued in January 2005, afterf | 
determined that]"" **|was providing credit reports and not the 
c r_ed it in format, i on requested in the NSLs. In these four (4) NSLs 

dated November 12, 2004, the following was requested: 
•b7D 

SECRET 

NSL VIO-35908 



To: 
Re: 

General Counsel From: 
(U) 27 8-HQ-C122 9736-VI 

b2 
03/19/200/ 

bl 

Accurate credit information provided to"[ 
h 2 
b7E 

(U) Two (2) 
1681(u)] requests toT 
being P^AH HPH tn I 

NSL [Title 15, United States Code Section 
I resulted in the correct information 
IMCIT, rprnipQt 

b4 
b7D 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

Jdated May 23, 2005, the (U) In the NSL to[ 
following was reguested: 

(U) "Under the authority of Executive Order 12333, 
dated December 4, 1981, and pursuant to Title 15, United States 
Code (U.S.C.), Section 1681u(a) of the Fair Credit Reporting Act 
(as amended on October 26, 2001), you are hereby directed to 
provide the Federal Bureau of Investigation (FBI) the names and 
addresses of all financial institutions (as defined in Title 12, 
U.S.C., Section 3401) at which the below-named consumer maintains 
or has maintained an account:" 

By EC dated : 
' credi 

5, 2005,[ 
profile" of the subject. 

^Division bl 
b2 
b7E 

NSL VIO-35909 



sé SECRET 

To: General Counsel From: I I 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/19/2 007 

b 2 

(S) 

(U) In the NSL to 
following was reguested: 

dated June 1, 2005, the 

(U) "Under the authority of Executive Order 12333, 
dated December 4, 1981, and pursuant to Title 15, United States 
Code (U.S.C.), Section 1681u(a) of the Fair Credit Reporting Act 
(as amended on October 26, 2001), you are hereby directed to 
provide the Federal Bureau of Investigation (FBI) the names and 
addresses of all financial institutions (as defined in Title 12, 
U.S.C., Section 3401) at which the below-named consumer maintains 
or has maintained an account:" 

the 
By EC August 3, 2005, 

"credit profile" of the subj ect. 
ivision provided 

b4 
b7D 

b7E 

b7D 

LEAD (s): 

Set Lead 1 : (Action) 

GENERAL COUNSEL 
AT WASHINGTON DC 

(U) It is requested that the above information be 
reviewed for a potential IOB violation. 

Set Lead 2: (Action) 

NATIONAL SECURITY BRANCH 
AT WASHINGTON DC 

(U) To provide the NSB with the results of the 
NSL review for FCRA issued since January 1, 2002. 

SE^ET 

10 
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ALL INFORMATION CONTAINED 

HEREIM IS UNCLASSIFIED EXCEPT DATE: 12-20-2007 

WHERE SHOOT OTHERWISE CLASSIFIED BY 65179dnh/:kSE/aaj 

(Rev. 01-31-2003) P I J O T : I'."4 icT 

DE'CIAS' SI 'FT'" 'OF: i'2-20-20'3'2 SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 

General Counsel 

From: 

Contact: IS£ 

Date: 03/16/2007 

Attn: Internal Investigations 
Room 11102 

Attn: NSLB 
Room 7975 

b2 
b7E 
b6 
b7C 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO 

Title: 

I Pending) 

(U) SPECIAL AGENT (SA) 
SUPERVISORY SPECIAL AGENT (SSA) 

(Ui [ 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD 
(IOB) MATTER - COUNTERINTELLIGENCE RELATED 

Synopsis: (U) To provide notification of a possible IOB 
violation and to request that this matter be reported as an IOB 
violation - if appropriate. 

w- ----- x 

Details: SAI 
sionl 

1 j q 3SSÌ oned to 

supervisor during this investigation was SSA 
' retired) . 

XS/FISA1 r 

SË^E'] 

b7E 
b6 
b7C 

b7C 

NSL VIO-35911 



SEfc^ET 

To: Inspection From: 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/16/2 007 •b7E 

Rased on investigation a limited con si ime r i O erit i t vi nn intorrriat 
report was requested via an NSL issued to I I 
| |pursuant to U.S. Code, Section 1681u(a) and (b) of the 
Fair Credit Report Act (as amended on 10/26/2001), which 
authorized the FBI to obtain limited names and addresses of al 
financial institutions, and consumer identifyinq information 
limited to name, address, former addresses, places of emplo 
or former places of employment associated with this consumer. 

.on 

On 03/09/2007, an audit was conducted by 
and ISS I I Di vision, reviewing 

tnis life for potential IOB violations. 

Accordingly,£ information. 
this over-collection as a possible IOB violation. 

]Division hereby reports 

be 
b7C 
b4 
b7D 

h 2 
b7E 
b6 
b7C 

nn n ̂  /1? / ? n ni a review nf t h i s ti l p w a s also conducted 
by SSA| I revealed thatl provided a full 
credit report, resulting in an inadvertent over-collection of b6 

b7C 
b4 
b7D 
h 2 
b7E 

SBÇRET 

' 2 

NSL VIO-35912 



To: Inspection From: | | 
Re: (U) 27 8-HQ-C122 97 3 6-VIO, 03/16/2 007 

h 2 
b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) The Internal Investigations Section is reguested 
to determine if the matter related in this communication should 
be reported as an IOB. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to determine if the matter 
related in this communication should be reported as an IOB. 

SE^ET 

3 
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ALL INFORMATION CONTAINED DATE: 12-20-2007 
HEREIN IS UNCLASSIFIED EXCEPT CLASSIFIED BY 65179diah/k3r/mai 

(Rev. 01-31-2003) KEAOT: I74 [c) 
S^<feET DE CX AS S' I'FY'"' OH: I2-20-2'03'2 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Precedence: ROUTINE 

To: Inspection 

General Counsel 

Date: 03/16/2007 

Attn: Internal Investigations 
Room 11102 

Attn: NSLB 
Room 7975 

Contact : 

Approved By: 

Drafted By: 

b2 
b7E 
b6 
b7C 

Case ID #: (U) 278-HQ-C1229736-VIO 

Title: 

I Pending) 

U) SPECIAL AGENT (SA) I 
SUPERVISORY SPECIAL AclkM1 (d^A) [ 
POSSIBLE INTELLIGENCE OVERSIGHT BOARD 
(IOB) MATTER - COUNTERINTELLIGENCE RELATED 

Synopsis: (U) To provide notification of a possible IOB 
violation and to request that this matter be reported as an IOB 
violation - if appropriate. 

( U ) 

> < I Z I Division [ His 
supervisor during this investigation was SSA 
(retired 1 

b6 
b7C 

h 2 
hl E 
he 
hic 

NSL VIO-35914 



SE^^ET 

To: Inspection From: | ~ 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/16/2 007 

(SJ[ Based on investigation a limited consumer 
Ldentilying information report was reguested via an NSL issued to 

I I pursuant to U.S. Code, Section 1681u(a) 
and (b) of the Fair Credit Report Act (as amended on 10/26/2001), 
which authorized the FBI to obtain limited names and addresses of 
all financial institutions, and consumer identifying information 
limited to name, address, former addresses, places of employment, 
or former places of employment associated with this consumer. 

On m/nq/?nr)7. an audit was rnnHnrtpH by SA | f 
| I and ISS| |Division, reviewing 
this tile for potential IOB violations. 

2 On 03/12/2007, a review of this file was also conducted 
b7E by SSA | | revealed that I provided a full 

credit report, resulting in an inadvertent over-collection of 
j information. Accordingly! |Division hereby reports 

this over-collection as a possible IOB violation. 6 
b7C 

SES^IT^ 

NSL VIO-35915 



To: Inspection From: I I 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/16/2 007 

S^ÇRET 
1 b 2 

b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) The Internal Investigations Section is reguested 
to determine if the matter related in this communication should 
be reported as an IOB. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to determine if the matter 
related in this communication should be reported as an IOB. 

SECRET 

3 
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ALL II'JFOFJKATION COBTAI1IED DATE: 12-20-2007 
HEREIN IS UNCLASSIFIED EXCEPT CLASSIFIED BY 65179dmh/ksr/maj 

(Rev. 01-31-2003) tjJHEM''''SHOOT''''OTHERIISE J KEAS'QIf: i:4 (c)" 
DE CX AS S' I'FY'"' OH: I2-20-2'03'2 SEppET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 

General Counsel 

Date: 03/16/2007 

Attn: Internal Investigations 
Room 11102 

Attn: NSLB 
Room 7975 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) SPECIAL AGENT (SA)[ 
SUPERVISORY SPECIAL AGENT (SSA) 
POSSIBLE INTELLIGENCE OVERSIGHT boAkL) 
(IOB) MATTER - COUNTERINTELLIGENCE RELATED 

b6 
b7C 

•b6 
b7C 

(U) 

h 2 
b7E 

b7C 

Synopsis: (U) To provide notification of a possible IOB 
violation and to request that this matter be reported as an IOB 
violation - if appropriate. 

(U) 

Details: SA. 
Divisioni 

supervisor during this investigation was SSA| 
(retired). 

ÛIiVJIÇCI J. 

NSL VIO-35917 

b7E 
b6 
b7C 

b7C 



SE ¿ m t ^ 
b2 To: Inspection From: I I 

Re: (U) 27 8-HQ-C122 97 3 b-Vlo, 03/1 it/1 2 007 b7E 

limited consumer identifying information renort was requested via 
an NSL issued to | | pursuant to U.S. Code, 
Section 1681u(a) and (b) of the Fafr Credit Report Act (as b7D 
amended on 10/26/2001), which authorized the FBI to obtain 
limited names and addresses of all financial institutions, and 
consumer identifying information limited to name, address, former 
addresses, places of employment, or former places of employment 
associated with this consumer. 

^ On m/P)Q/?P)r)7. ?mrH t nnnHiirtpH by S^ | 
| |and ISS| [Division, reviewing 
this trie for potential iOB vroiatrons. 

b2 
On 03/12/2007, a review of this file was also conducted 'b7E 

by SSA| | revealed that | " provided a full 
credit report, resulting in an inadverrenr nvpr-r.nllprtion of 
information. Accordingly,| |)i vision hereby reports 
this over-collection as a possible IOB violation. b6 

b7C 

b7D 

NSL VIO-35918 



To: Inspection From: 
Re: (U) 27 8-HQ-C122 97 36-VIO, 

:RET 

03/16/2007 
b2 
b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) The Internal Investigations Section is reguested 
to determine if the matter related in this communication should 
be reported as an IOB. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to determine if the matter 
related in this communication should be reported as an IOB. 

SE^ÇET 
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ALL IKFORÎIÀTIOÏÏ COHTÀISEB 

12-20-2007 
(Rev. 01-31-2003) CroSIFIED'''BT'''6SX79dffili7ksr7Ma3 S H O m . . O M O T X 3 1 

REAS'OS'i H'4 tei 
BE C'LAS gi'FY" " OS : 12-2Q-2032 SECRET 

F E D E R A L B U R E A U O F INVESTIGATION 

bl 
h 2 
hlE 
he 
hlC 

Precedence: ROUTINE 

To: Inspection 

General Counsel 

Date: 03/16/2007 

Attn: Internal Investigations 
Room 11102 

Attn: NSLB 
Room 7975 

From: 

Contact : 

Approved By: 

ISS 

Drafted By: £ 

Case ID #: (U) 278-HQ-C1229736-VIO 

Title: (U) SPECIAL AGENT (SA) 

I Pending) 

SUPERVISORY SPECIAL AGENT (SSA) 
POSSIBLE INTELLIGENCE OVERSIGHT BOARD 
(IOB) MATTER - COUNTERINTELLIGENCE RELATED 

Synopsis: (U) To provide notification of a possible IOB 
violation and to request that this matter be reported as an IOB 
violation - if appropriate. 

(U) X 

I'T-T'I N ^ N . g : SA [ j SA 

Divisior 
1 j g ^q.qinnpii to the 

L His 
^U^ei'Vl^oi during this investigation was SSAl 
(retired). * 

(S ì SAI I wa s the case agent for the 

h 2 
b7E 
b6 
b7E 

/ RI \ T „ -F , - -J -I- 1- -

baseoupon 

SECHET 

b7C 

NSL VIO-35920 



To: Inspection From: 
Re: (U) 27 8-HQ-C122 97 03y 15/2007 

investigation and information, a limited consumer i -i fwi nn 
information report was reguested via an NSL issued tol 
| [pursuant to U.S. Code, Section 1681u(a) and (b) of 
tne fair ureait Report Act (as amended on 10/26/2001), which 
authorized the FBI to obtain limited names and addresses of all 
financial institutions, and consumer identifying information 
limited to name, address, former addresses, places of employment, 
or former places of employment associated with this consumer. 

On 03/09/2007 , an audit was conducted by S^ I j^g 
| [nd ISS | ^Division, reviewing 
this file for potential IOB violations. 

On 03/12/2007, a review of this file was also conducted -to6 
by SSA| |revealed that| provided a full b7C 
credit report, resulting ip ^ in^Hvprrpnt nvpr-rnllprtinn of 
information. Accordingly, 
this over-collection as a 

Division hereby reports 
ssioie IUB violation. 

!CRET 
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SESTET 

To: Inspection From: 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/16/2 007 b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) The Internal Investigations Section is reguested 
to determine if the matter related in this communication should 
be reported as an IOB. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is reguested to determine if the matter 
related in this communication should be reported as an IOB. 

NSL VIO-35922 



S: 12-20-2007 
CLASSIFIED BY 65179dioh/k sr/ma} 

(Rev. 01-31-2003) 

HEREIÏ-J I? IBÎCLÀSSIFIED " 
ZLASSIFY UM: 12-20-2032 

S&JRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: AD, Inspection Division 

General Counsel 

Date: 03/01/2007 

Attn : IIS 

Attn: NSLB 

Attn : ADC| 

From: 

uönraer :—| 

Approved By: 

Drafted By: 

Case ID #: ?7Q-un-ci ??Q7^-vTn p^ndingi 
! Pending) 

bl 
b2 
b7E 

Title: (S! REPORT OF A 
prwrMT'TaT TOR MSTTFO • 

5 

b2 
b7E 
b6 
b7C 

(S) 
fivnnn.cti ct • Ĵ ld1̂  Cnmmi in i r*̂  t i nn tn rpnnrt ^ n n t p ritiri IOB Matter in 

b'l 
b2 
b7E 

bl 
b2 
b7E 
b7A 

(U) On January 5, 2007, drafted a National 
Security Letter (NSL) reguest under Executive Order 12333 and 

S^^ET 

b2 
b7E 

NSL VIO-35923 



To: 
Re: 

SECRET 

AD, Inspection Division From: 
27 8-HQ-C122 97 36-VIO, 03/01/2 00 

h 2 
•b7E 

(£) i. 15, United States Code (U.S.C.), Section 1681u (Fair Credit 
Reporting... Act) forj |:o provide the following information 
pertaining to""th.e..| 

bl 
b2 
b7E 
b7A 
b4 
b7D 

Personal Identitying Information 
a. Any names associated with this consumer, 
b. Any current or former addresses, 
c. Any current or former places of employment 

Identity of Financial Institutions 
Including names and addresses of any financial 
institutions (as defined by 12 U.S.C. §3401) 
for records that indicate this consumer maintains or 
has maintained an account. 

b7E 

- (U) On March 1, 2007,[ |r 
¡Division of the FBI a response to a^ 
^ I I] RIFORMATI NN was reviewed D 

] received from the 
and 

the case agent 
after examining the first couple of pages 

ol the credit bureau information it appeared that the carrier 
provided information beyond the scope of the NSL, resulting in 
unintentional acquisition of data by the Federal Bureau of 
Investigation. 

] b7C 

] SÌ 
SAf 1 

agents that reviewed thel 
| | and ADC| 
secured by the case agent, SA[ 

iiscussed 
I and ADC a 

•iiiih SSA| 
The only 

information was SAl 
The information in 

] and the informati 
uesuroh Was 

on was not 
On Ma vr< used in furtherance of the investigation. 

I ¡relinquished the information to ADC 
the information to be sequestered until a hnai cie 
made concerning the report in question. 

In c 
rem 

2007, SA 
order for 

rmination is 
b7C 

Set Lead 1: (Info) 

SE' 
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SEC^T 

To : AD, Inspection Division From: 
Re: 27 8-HQ-C122 97 36-VIO, 03/01/2 007 

ASSISTANT DIRECTOR, INSPECTION DIVISION 

AT WASHINGTON, DC 

(U) IIS, Read and clear. 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) OGC/NSLB, distribute this electronic communication 
to appropriate offices. 

Set Lead 2: (Info) 

b 2 

b7E 

AT] I ^ 1 b7E 
(u; Read and clear. 

S^RET 
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