. I DATE: 12-14-2007 o
ALL INFORMATION CONTAINED CLASSIFIED BY 65175duh/kst/fuad
HERETIN I35 WHNCLAZSIFIED EXCERT e . . o
FEAZOH: 1.4 (¢}

(Re\f. 01-31-2003) w-ﬁEp"E vvvvvvv HOWGT}ERUIE DEELA&SIW UI‘I{ 12“14‘_3@32

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/22/2007

To: fzeneral Counsel Attn:

ey
MatifTial seclirity Law Branch
Tounlerintelligence Law Unilb

From: 2
Cnief Divisdon Soiqpm=ed -
Contact: Qb7E
b6
Approved By: p7C

Drafted By:

1| JE—

Ccase ID #: 078-HO-C1229736-VIO Ho
(1)~ 62F 97317 bIE
Title: Q] Potential IORs
ﬂthSynopsisr~ ) Responge —o NSLB review/documnent raglest made by OGC

on Co/20/Z7007,

{ Documents responsive to NSLB reguest.
bl
Details: The Qnﬁlused documertation is provided to the N3LE as 1o
requester e O2/20/2007 e-mail to ther- Divigion. HTE

in,-,

iSh fgféd Potential IOB error: The National Security Letter was issued

“without-appreeval-to erztend the prelimirary inquiry. bl
b2
ij‘ Descripidon cf po—epntizl TOR err-r: I I_‘:'ivision BIE

iSJ Cosnbmittedoan.s5C) ko Tountererrorign, JTO3I T, opf
_C/2L/2003 reguocting Headduarters approval for a

SE}QET

NSL VIO-35748



bl

b7E
bé
b7C

bl

b7E
b6
b7C

SExET

b2

STy o eperal Counsel  Frome hIF
Re‘“:><i CTE-HE-C1 2297 360, DT/ 277/ 200 -
i jf IPer the METIL manual,
Iy s1on peaded snch approvas fogd
and therefore, Division's
EC cof 10/29/22303 was well in advance | 1
Counterterrcrism responded via an EC or. 12/01/2002
Since | |
| |views the 07/29/2004 171
date Jince the EC aNd e U1 T H2
Letter in question were written op Qe/Z25/°004, was well HIE
withlo ths anthori-aticn period. Divieicn doss notes thal”
an £ was written or ©-/0c/2006 wnich noted the
expiration date of 0670172004, |Division beldexsadths
author of serial 28 used —he dzte of thke EC (12/01/2703,
I |when ~alculating the expiration date.
(3) B.

{7} )@Q Pot

FZRA consuner full credi
countzrintelligence case.
EUE“:>(i\3' Dzgeoription of po
Securily Leloerd

tential IOR error:

A Nationa_ Security Letter rejuesting
<~ repozt Zata was Zssued in a

—entizl IOB errcr: In this case,l |
were jscsies [or [lnanclal data,l] 1

Blal icrial
|

The National Security Letter sizes b2

citle 1%, TISC, section leglvy. This is the _egal provision allowing [y
for full credit repor-s in terrorism matters. In counterinte lllqen_eb7D
natters, ander Title 15, USC 1681u(a), agents are entitled to credit
_istings (information per-aining to firancial institations, addresses

nf thosge insztitutions, places of employments, etc.), but not to a3 full

credift report.

(3) C.
S
. 2. Potential IOB error: The Mational Sescurity Letter conzained =3

- typcgrachical error.

(UJ“::Egi:s. Legcription of pao

el d At iore dated 047171
Hational Security Letzeorc

—entizl LOR err:r: An electronic

b2

/2005 requested the
cursuant to Tit e

sE}‘nET

2

o f
gection

CRA
loelu(a)

fasnanos
]_5' s

[y

NSL VIO-35749



sﬁ!RET

~ . I I b2
T General uounqel Fraoms BT
fukigﬁ““}jai DTC-HC-C12297 2610, 0Z/l2/ 2007
and Z681u(k). The MHa=zional Security Letters, alsc dated 04/11/2005,
containsd the languages —hat, pursuant £o Exe-utive Order 12333, dated

“2/C4/1981, and Title 15, 1137, section 2G31v. There was a

typcgrachical error on The part <o the drafter of the MNational
Security Letter who, instead of propsrly drafting 1631ufa) and
“6eR1u(b), drafted 1681lv on all threes HNational Security Lafferu.

() 22X 4. The Office of General Counszel Zuidance per EC dated 11/16/2006
provides that a typographical error oI this tLyoe mast ke reporzed as =z
pctential I0B wviclation.

bl
b2 (2)y 2.
b7E P |

(Uj.w~~””)}<\:. Fotential IOR error: The information obtainsd was not
vant to an authoriced Nationzl Sscurity investigation as 17 was a

in-~~w“ cription of pozential IODB errcr: The specific reguest was
or subscriber informetior from 01/01/2303 to the present.

b2 foe response fron revea_ed that there were toll

LIE Jlnivec in with the package of

ﬁ Lsorifer reszults provided to the Division of <he ¥BEI.

jb4 The amount of material received from was voluaminous.  Ags such,

L7D Lhe case agent did no. catch Lhis as 1L appezars Lo be an aver-

c_leztion. Mone of thlo informztior was indexed and nco follow up
inveatigation was conducted on the t2ll record information.

2 T,
e SN
b7E
[V TR mm3§*<:. Poteoential IOB crror: Carrier crror in providing agent with

nfcrveation not authorized by Mational Security Letter.

21 3. Degcripticn of poTentizl TIOR errcr: In accordance with an
approved ZCEA Maticopal Seopcity Letter dated 09/26/2005,
returned £o the Livigior records for e-mail

[for January, 2005 to fhe present. Addizicnally,
e e i e T thgl Yivigion from

This error was oo the parct. of :I‘cmd not.
bl
SYCRET b2
b7E
3 b4
b7D

NSL VIO-35750



m -

SQRET
-al Counsel  Froms
Z

TO-HQ-1229736-V10, 0Z/22/2007

the case agent. The Hazional Security Tetter specifically requested
reccrds for the e-mail account from

smET

NSL VIO-35751



SECAET
b2
- Zeneral Counsel  From: b7E

() rea >< DTG-HG-C120 97 36=VI0, Dol on oo

LEAD (s) :
Set Lead 1: (Action)

SEMEXAT COUNSEL

AT WASHINGTOM, DC

(U) For ac-tion deemed appropriate.

*

S}QRET

NSL VIO-35752



ALL INFORMATION CONTAINED DATE: li-i4-200%
HERETH 135 THCLASSIFIED EYCERT CLABZIFIED BY 6517%duh/ kst ga)

WHERE SHOWN OTHERGISE FEASON: 1.4 (c) ,
FD-962 (Rev. 03-11-2005) DECLASSIFY OBt 12-1452032

SF)RET//20320222
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 0X/22/2007

To: Incspection Attn: IZ7, Room 11361
Zeneral Counsel Attn: NELE, Roon 7975

From:

Contact: ;AI l

Approved By: ;b2

b7E

bé
b7C

bl

b2

Case ID #: (1) C S -HO-C1 22U 26-VTO b7E

Drafted By:

Title: (17) INTELLIGENCE OVERSIGHT BOARD (ZOR) ERRO=X
To report possible IOB error.

() Synopsis: N/

ISR Derl . G-3
(- Declassi

Details:

1.

D
[#5)

The case zdent jg Snil Jand the
I
3

b7C

N
thmm:§;z: =, Prszikle IOB Error:
(3)

iUh“,-:}}ﬁ::d. Descripticn of IOE Error {including any reporting delays).

, provided records ir respense to a national security
_etter (MNZL) that were hey: e zoope f what was reguested in the
MEL. Writer gent an ECE: via Federal Express on
iSJ WMQ;/C9/2007. 13L response was Lteceoved via Federal Express on
01 /l:/ZUf_J:i. T A0 MNSL madadoctod gl o e e e e o e o )] e oo o

f-r the tim%mﬁériods,%m” bl
E::::::::For telephong nUNGEs Fesponse TICTod=d 494
SPERET/ /20320222 :EZD
I I b6 h7cC
b7cC

NSL VIO-35753



SEYRET/ /20320222 bTE

Ty Inzpecticon Frooaw:
Re: (U)  278-He-01229730-vI0, Do/l2/2007

subzscrirer informaticon and killing ctatements Jdated 10/03/05,
b4 Z1/065/05, 12/05/05, 10/1%/06, 11/17/06, and 12/17/06. As these billing
D 5ta?§ments Jdo not reflect charzges from th§ b@glnnnglof =ach monih
unti’ the end of 2ach month, there are t:_1 records included in
regoonges that are ocutside the St‘p?

< the MNZL and were not redacted
irs to 1l records for the —<ime

byl I The bill dated 10/05/08 cortai

period 03/23/25 through 03/20/05, all -f whizh are outside the scope
of the MSL. The bill dazed ll/U'/UL Faz tol. records for the time
period 09/21/05 through 10/20/05. Those records prior to 10/02/05 are

outzide the scope of —he HEL.
bb i:U:l Write ~ontac-ed [_I ALC - 01711707 and
b?C VrFltel JTontacTer Al oI S g

and advised of the situation. Ihe eptire or_jJlhial -opy of

Lbz resvonse was forwarded —o nDCI az requested. A copy of the
1B original records was made with all Toll records noted above as being
b4 outzide the scope of —he NSL redactez. A seccnd cogy was made of the
7D redacted records to ke used in the invegtligation. he initial copy of
() the original records was destroved.
““»:I>{:;erfpr contacTed| |z=DC aJgain on
02/22707 egarding neccegsary changos 8 Lnc 1nitial I0OFB submission for

this matter which was dated 01/12/07
L has been delayed n regorting this IOE ini~zially
d=f=ermine the scope anZ extent of the overoollecTion and

rocedures Zo determine 1Z such cvercollection i3
Ve fthe fuzure. Further delays were fthe result of
como_lancez with the revised procedures for reporting ICE mat-ers.

SEcyT//zoszozzz

b7cC

NSL VIO-35754



SE%%ET//20320222

To: “nopestion  From:
Re: (Ul Z78-HQ-Cl020736-vI0, 02/2°/°007

LEAD (s) :
Set Lead 1: (Action)
TNSPECTZON

AT WASHINGTON, [

‘Ul For action deemed appropriate.
Set Lead 2: (Action)

GENERAT COUNSEL

AT WASHTNGTON, DC

(1)  For action desmed appropriacte

*

- - gékﬁ 20320222
bhé S T/c

NSL VIO-35755
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FD-962 (Rev. 03-21-2005)

HEREIN

ALL INFORMATION CONTAINED
I8 UMCLASZIFIED EXCERT
WHERE SHOWN OTHERWISE

Sﬁ?éET//20320226
FEDERAL BUREAU OF INVESTIGATION

LATE: 1a-16-2007
CLASSIFIED BY S5179dmbi/X«f foay
FEASUM:

02/26/2007

bl
b2
b7E

Precedence: ROUTIME Date:
To: Incspection Attn: IZ7, Room 113961
Zeneral Counsel Attn: MNSLE, Koo 7975
From:
- R?
Contact: IA
Approved By:
Drafted By:
Case D #: [:U) SIS B e Ol LT ()
gy o ><
Title: i) INTELLIGENCE OVERSIGHT BOARD (Z0OR) ERROX
l:U:I‘___‘_‘Synops»i~5‘:‘>< To report possible IOE error.
(49)) Derive :
Dec n:
Details:
3 1.
N
,,,,,,,, >“<< Prszikle IOER Error:
(3)

bl
b4
b7D
bé
b7cC
b2
b7E

L2

bl
5

b7E

T Descripticn of LOB Eroor (inc_uding any reporting delays).

~J

@

SE??ET//20320226

NSL VIO-35756



bl
b4
b7D
bé
b7cC

s}%m//zoszozzs
b2
T Inapection EFrom: :
W o
t’ Rérw:uﬁf DTEHG-C1 00 9T e O L/ 6/ 2007 DbIE

tor toll records beginning
In all, approzimately six years -f toll records were
prov-oded in the billing statemsnts irn response to an M3L requesting
s3ix menths of toll ecords The volevant - 1_1h‘1 stafemeanta responsive
ts the NSL are from|

(3) entire orizinal respcnse will be forwarded
with this commnicacion o ~DC| lcer previcus handling
gudance. A copy of onlyv ~he pertirert original records was made with

extransous records redacted. A subszecuent cooy of the redacted records
was mads for investigative purposes. The Iniftial copy was destrayed.

(W) b2

s o ) FET [::::::]has beer. j.}{wgd in reporting this IOEB BIE

[}
nitially order to determine the zcope and extent of the
O‘@rc;ll@gtl“ﬁ and to review procecures to deterwine i1f such
overcollection is preventable in the Zuture. Further delays were the
resu.t of compliance with the reviseld procedurses for reporting LOE
matters,

be s%7gET/(20320226
b7C -

NSL VIO-35757




SEMRET/ /20320226

b2

Ty Inzpection Frooaw: HIE

|:T_T:|Re,,,%,,_ ) ATU-HE-C10097 36V L0, Do/l6/2007 w0
LEAD ¢§) :

Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*

be SEQ{ET//_20320226
b7cC 7

NSL VIO-35758



DATE: 12-18~Z007

CLASSIFIED BY S517%dmb/ksr/mad ALL INFORMATION COWTAINEL
REASON: 1.4 () HERPEIN I3 THCLASSIFIED EXCEPT
FD-962 (Rev. 03-21-2005) DECLASSIFY. QM. 12-18-2032 WHEEE.. 3HOWN. OTHERWISE
S ET

b1
b2
b7E
bé
b7C

..Synopsis:.. |

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIME Date: 03X/28/2007
To: Incsp=sction Attn: Internal Investigations
Jection, Room 11861
Zeneral Counsel Attn: HNati:-nal Security Law Branch
(MZLE;, Room 7972
From:
. contace: oo
Approved By: b2
b7E
b6
b7cC
Drafted By: o
Y b1
Case ID #: K] —HQ-C1220736-VT0 b2
R i : b7E

Title: (U) RZPCRT OF A FPOTENTIAL
IGE MATTER (PIOB)

X Response to telephoric and e-mail mandate by WSLE ot
NZ/z0/200% t N reprrt as a potential TOB matter, a Naticnmal Sesnrity
Letter (MEL) belieoved by —he Officce o the IZngscector General (0OIG),
Departnent of Justice, ZTo be an IOB matter.

............... M Déti From

Declassi t 1

s 1. Tne substan-ive investigatior in whi~h fthe alleged
isj guesticnalble ac-ivity cccurred s that nmatter capticoned,

!OUI Ilaﬁg nume
| R ESEEeEt=E ukég oo nt jt the time of

:tne 1ssuance ol the -ned 1SL and re pt of The
responses to the M3L v ::“,I The
Superviscory Sypecigl FZaept (S-n) for the investigation was

former SSA

hs a Inited Stazes

Ny
o
©
0
c
- T
—l
g4
pit
‘_

Mo IOE errcor occurred. This report iz purely perfuncoory:
SE%T

NSL VIO-35759
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bl
b2
b7E
b6
b7C

bl
b2
b7E
e
b7C

bl
b2
b7E
b6
b7C

b2
SE T b7E
To:  Inopestion  Freom: | _ |
Le: N O ZTE-HQ-C12207306-VI0, (0z/28/2007

was advised 0Z/20/20
FALE a MS o foyund =

an ICE M ipetee

i g IIST,

and datcd Octcber 6, Avts. ITn asdcordancs with 12 U.s.0,0 %

1681u(a) 2002y, the N3L contained the required rcleovancy
certification, (N3L at 1), and was Jduly executed by a Spscial R~gent in
Charge at the time,| IHSL at 2).

f) t the time of sukbnmission of the N3L, I

I ras the spbde~t of o] ot itited
06/12/2003, Lot
Goporal colnee] . | and Counterterrorism captiorgg I ]

| | duted 10/060002, o+ 1 01 |

%
[ | cre Lo Jrrom his

el l rlhene o te STaIAT=EEeI S ar=Na | E nuober subaoribed o

ol

| | (Exhikit U, Serial] EC -
olnre terroarisyn and Inspection captioned, |

H B
bt 3t 1) |was being InvesTigafed a5 papt of the

invest loalbdion [ di it WV SerdAl I
i Captioned, IT,™ date=d O7/14/2005, aC

!“3]

HE

bl
b4
b7D
bo
b7cC

The zZcrementi-nsed questioned NSL submnitzed to
requested prlar rawes and sddresses of all financial
Iﬁé:ifUTEGES“HtTWVhiﬁH" maintains un—. (NSL at 1.) The
response —o the WSL suppllied Infcrration beyo 13t regquested
including informztior. cbtained fromw LuLllP recor: ddV&Luc acoount
information, identification of companies tnat have received

s;&RET

ulﬁt)

m m W‘ﬂ iy

~

NSL VIO-35760




b1l
b2
b7E
b4
k7D
ol
b7cC

()

bl
b2
b7E
bé

b7C

b2 b1
SEQKET b7E be

R Epection From: ijC
Re: — ( ST9-HE-C122 97 36-VI10, 02/28/2007 D2
7 b7E

>l policy prior to the General Counsel EC captioned
"REV_ZED FROCZDURES FOR THE SUEMISSION OF REFPORTSE OF FOTENTIAL
ZHTELLIGENCEZ CVERSIGHT BOARD MATTERS,"™ dated 11/16/22006, characterized
az 3 Flouk matter, a proviegion of irZcrmaticn bevond the ot oan
ML r=sulting in the uninzentionzl acguisiticon of data. =
“nggection C to All Diviegiong, captiored, "INTELLIGENCE OVERSIGHT
ROARD, "™ daled 12/24/2002; Direclor's EZ Lo ALl Divigiong oap. loned
"REVIZED FROCZEDURES FOR THE SUBMISSION OF RE[LORTS OF PCTEMTIAL
NTELLIGENCZ CVERSIGHT BOARD MATTERS, "™ dated 03/08/2004; Inspectisn EC
£tz A2l Divisions, cap=-ioned, "REVIZED PROCEDJRES FOR THE SUBMISSION OF
REPORTS OF FOTENTIAL IMTELLIGENCE OVERSZZHT BOARLD (ICR) MATTERS,"
dated 02/10/2705. Inasmuch as the EC of 1./.&/2006 was not the
contrclling aathority at —he time the results of the questicned were

I 2 ved and as no use was made oI tlhose results, o PIOR violation
SCourred.

sgp_RET

NSL VIO-35761



SENEET

T 1apeotion From: -
S 2T8-HG-C1229736-V10, 02/08/2007 b7E

(Jy General Councel EC captioned "REVISZED PROCEDURES
FOR THE SIUEMIRSION OF REPORTS OF POTENT_ZL _NTELLISENTE CVERSIGHT
BOARD MATTERS," dated 11/16/2006 okserves that:

Section 2.4 of Executive Order 12863 mandates
that Inspectors General and General Counsel of the
Intelligence Community components ... report to the IOB
intelligence activities that they have reason to
believe may be unlawful or contrary to Executive Order
or Presidential Directive. This language has been
interpreted to mandate the reporting of any violation
of a provision of The Attorney General's Guidelines for
FBI Natjonal Security Investigations and Foreign
Intelligence Collection (NSIG), effective 10/31/2003,
or other guidelines or regulations approved by the
Attorney General in accordance with EO 12333, dated
12/04/1981, if such provision was designed to ensure
the protection of individual rights. Violations of
provisions that merely are administrative in nature and
not deemed to have been designed to ensure the
protection of individual rights are generally not
reported to the IOB.!

VZCOET zt Z0) The instant case involves no violation of any Executive
Ordesr, Fresidential Direczive, guilZeline, ethics rul=s or any other
ru-z, regalation, order, or policy.

! (J) This interpretation of the revorting rejquirements
was furnished Lo the BT by the FTOR Jduring 3 aeeting on
DE/18/1982. William 1. Wekhster, ther. Directer of the [DBI,
conourred witnh thic interpretation ard confirmed the immediazce
lmplexentation of reporTting procedires in adherence to this
' ryretation in oa let-sr, dated 07/14/1927, to D Wo Glenn
=11, Chairman of the PIOE. This interpretation was
_awt Councel Zor ntelligence Folicy,
Office of Intelligence =o znd keview, Devartmwent of Justice,
by lett=r dated (04/08/195

SPERET
1

NSL VIO-35762



SwéRET

Ty Inzpection Frooaw:

~-Re: S 2TS-He-C122 9736V L0, DZ/28/2007

LEAD (s) :
Set Lead 1: (Action)
INSFEZTTION

AT WASHIMGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

GoMSRAL COLUINSETL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*

*%EQRET
]

NSL VIO-35763
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bl
b2
bR
b6
b7C

bl
b2

FD-962 (Rev. 03-21-2005)

ALY INFORMATION CONTAINED
HERETH I3 THCLAZRZIFIEID: EVCEPT
WHERE EHOWN OTHERWIZE

SEPRET

FEDERAL BUREAU OF INVESTIGATION

DATE: 1Z-15-:2047

CLASSIFIED BY 6517%duhsRst iend
RE&SOH: 1.4 fc)
DECLASSIFY ON: 12=18-2032

Precedence: ROUTIMNE Date: 0Z/23/2007
To: Inspesction Attn: IZ7, Room 113961
Zeneral Counsel Attn: NELB, Rocon 7975
From:
Contact: S84 ‘
b2
Approved By: b7E
bho
Drafted By: piC
(o L
Case ID # (W)  273-HQ-C1229736-Y10
Title: iJ) XREFORT Or A ZOTENTIAL IOR MATTEK
i }véQhépsisxh>S<i To repor- potentizl IOB errcr.
) :jgt: DET rom G=
Declassj
Details
(E} 1. T - ~ cnho+:h*ﬁ*e ﬁhve + 9=t i 1N Nne~+imﬁ i - nl I
The rage_agent
SIEEC A [ ollc LlC CHRpCLvlodillg agehic 15 334
=y -
e X, Poszikble TOB Error: Concucting investigative activizy
subsequent ~o the expiration of 4o |
= 4. | |initiated =1 extendad
SEE

s%FRET

NSL VIO-35764



bl
o

(U

be S:l

.b;C

bl
b2
b7E
b6
b7C

SE%RET b7E
S 1b“”fi?ﬂ From:

TE-HQ- 'l“'7 6-VIO, 0Z/03/2007

951

)

Thers were no scphisticated Znvestigative techniques used
o the oxpiration date. There was no payvsical surveillance
and there were nc MNaticnal Security Letters served or
Saene e “he expirzlion 2ate. There was no obher
in“cotldatlun conducted subseguent to the exviration date, ¢-her than
what haz reen deocumenzed in this EC.

—

{O e . . .

“::Eﬁi:Aq ncted akove, the irvestigaticon subsequent =2 the
expiraticn date focused on “rlminal activity. Srecifically 3 possikble
criminal fraud schewme and the zffiliated _aundering of the ill-gotten
proce=sds,

(n-

e ”::sz: The following i amstarcss may have contrilaimed - the
potential error:

[ e ::EKi:'The case was reassigned within a wonth of the expiration
date Lo an agen 1familiar with tle protocals « Counterterrarism
date to ar nt unfamiliar with the protaocals of Counterterrarisn
preliminary investiga-ions. The new —3ase agent was not advised of the
protozols in a2 timely manner. Ajdlflmrql_l, as a result of the recent
—ransfer of the agent no file review had besen -ondacted which would hsz
transfer of ¢ gent no file revi had been ndicted which would h
highlighted the impending expiration date.

\DE(’ Aocording o documertation in the case file, there
appsared to be confasion cver the statis of the investigation.  An EC to

NSL VIO-35765




SEQKET
i -0 Inspection From: sz
Rew-XG)  279-HQ-C1229736-v10, 02/03/2007 bTE

the file dated 11/20/2006 refers to the investigaticn as a full
nveestigation; however, no oconversior. EC wags drafted.

”“MHEXQ The 382 relied snlely or. the 38T and the previously
(U)ywestablished manual tickler system for tracking case deadlines.

%)}

_____ Y Effective immediately, the S3A will personally maintain

iU)w.tic*wér sStew Lo fLrack all_case deazlines fcr use 1in conjunchticon with
. the tickler sys—em. Additicrally, the 232 will ensure —hat the
b2 case agents will also personally wmairtain a tizkler system for their case
Zzad. Farticular atfenztion will be Ziven to the case status and
‘npending deadlines when reassignirg casess. Finally, all new agents to
the Ccunterterrorism program will be azviged of the protocols in a timely
nanner.

bl =) | |

b2
b7E
bé
b7C

SﬁgRET

NSL VIO-35766



Ll

s#RET

Ty Inzpection Frooaw: E;::;::]
Re>< 2TC-He-C1rr 973610, 0

LEAD (s) :
Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1) For ac-—ion Jde=m=d
Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(1)) For aczZion deemed

*.

L/l 3/2007

appropriate.,

agpropriate.

SACRET
4
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ALL IHFORMATION CONTAIHED
HEREIN I3 UNCLASSIFIELR EXCEPT

WHEFE SHOWN OTHERWISE DATE: 12-15-2007 ,
CLASSIFIED BY 65173dmh/k

F’E .&’Z’. . 7‘ H
seSfeT DECLAS!

FEDERAL BUREAU OF INVESTIGATION

FD-962 (Rev. 03-21-2005)

Precedence: ROUTINE Date: 03/08/2007
To: Incspection Attn: IZ7, Room 113961
Ceperal Counsel Attn: NELE, Roon 7975

Attn: 7TD7/Legal Unit

From:
Contact: 27| |
Approved By: B2
b7E
b6
- b7C
Drafted By: Egi
M- Case ID ¥ 2 222 HO-C1 22973010 b7E
(3) bh7A

Title: iUy R=EPCRT OF A POTENTIAL INTELLIGENTE OVEXSIGHT EOARLD (IQE)
METTER

Divisior regports a cossible ICE mat—er and
reqgquestas that the Office of General Counsel (OGC) review the facts of
the capticned matter and determine whether 1t warrants repor—ing to b2

the TOR. bIE
L Deri rom. - =
mo P e
b2
nIE Details:
bé ] 1.
b7C

b7A | NTEECEEER S S Sry | |

Thes supervisor iz S53A

bl
;;Z( s icnal Security Letter, Sated (0/01/° 007 was approved b2
by the Civisicn.and..sepved-or: Fhis NSL b7E
iSj """"" refiuestad _sabscriber informaticn for severa  telspaone punbers b4
fneludind 1o | | a4 i -]
from Oon Fekbruary 2¢, 2007, F2I anestigativejb7D
Lrnialyst received znz forwzarded the returned NSL :b6
resu’t toos ] b7

tUj“::E<:;Th% reszults provided additionzal irvfzrmaticon that was not
requestaed in the HNEL. Thisz zdditicnal Informaticon included an email

NSL VIO-35768



T Tnspection  Froawe [::::::::] Le
Re>< 279-11Q-C12297 56-VI0, 03/02/ 2007 N
b7C

>

o

SEKRET p7E

bl

address. for-the-subsTriber of subscrikber information bH7A
regarding telephone nurker | [for a pericd hefaore

| and approsimately twenty tolls/calls.  The FSL did not

b2
b7E
b4
b7D
be
b7cC

request any of this information.

(U) Usorndiscovery of this irf rmation, SAI Icoqf;wfph
ono RCC | |anA Invest igalive Analyst ERlel

advised them of what had Leen returned to him from [TA
hs thel Division contact for MN3Ls reja—arnng
I I accordarce with CDC ACG instructions, 3A
lsepal: ted the improperly provided information, containing the
cllal . address, sulscriber information refore| Ens tolls,
ar.d presented thengto the CDCs office in order for themm To be
sequectered unliil raceives clear gaidance from HSLB Z:or
disposition of theoge goohient s.  The information from these docunents

has not besen aplcoaded into ACS or put. inteo any case file.

SE>§ET
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s}égET

T 73
D4
To: Jnopse~tiom Froome: 7
i) R@XH 2TE-HQ-CLZ2GT736-VI0, T3/08/200 b7E

LEAD (s) :
Set Lead 1: (Action)
INSPZCTICH

AT WASHIMGTOM, DO

{11y For ac-ion deemed approcriabe.
Set Lead 2: (Action)

GENERAL CCUUNSET

Al WASHINGTON, DC

(U) For acticn deemed appropriate,

*

sé%'r
6]
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DATE: 1a-12-2007
CLASSIFIED BY 65179%dub/kar/ma) LLL INFORMATION CONTAINED
HEEEIN 1% UHCLASSIFIED EXCEFT

(01726/1998) VHERE SHOWH DTHERUTSE

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROITTHR Date: 02/11/2207
To: Courterterrcrism Attn: AD
Irspectinon Attn: lotoonol JToopoct cn Section,
N aldid
TIo0D
Attn: snz, CDC

From: Gereral CZounsel b2
National Security Law Branch WA
Contact: e

h7cC

Approved By: __Thomas Julie B

bi
Drafted By: :

“
£
{uy e CasewIDm#rw~w:§§:“78—HO—F1?“Q7?6—VTO b7E
(3)
| T:Ltle><) INTELLIZENCE OVERSIGHT BOARD MATTER
I0B MATTER ZC07 b2

m

Synopsig;w;z§<;;1t iz the -pinion of the Office of Lhe General

in NCOUﬂééi (OFCY ™uat this nalber need not be reported to the
Intelligence Oversight Eoard (IZ0B), but, rather, —hat a record of
this decigion shenld ke naintzined in the investigazion control
file for review by the CZounszel to the IOB. Cur analysis follows.

i Reﬁergng@:__.....(,><27tE—HQ—ClLC‘Eﬁ?.’jG—VIO Serial 1308

SPERET
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bl
b2
b7E
b7A
Counccl bl
b2
b7E

Details: (3) &5 Jdiscussed in the Electronic HHHUWﬁ;iLLQQ_Lﬂ“) Eb6
Leferenoed abovel.r_____j reported that oo 1171572004, bicC

b7A

that Term 1z Jdsed 1n -ecticon LUl oo Thoe foloddp Jatoel |l Jencs

15)

——ledllooce ot of 1975 (FTSA).

(> On v2/28/2006, a MNatioral Zecurity Letter (MSL)
requesting” the name, address, length of QQLV1,,, and electronic
oo taticona transactional recoris, to foclinde existing
transaction/activity logs and all electronic mail (e-mail) header
nfermation (not te include mescagocortont and/or cabdost .
fieldsz), for fhe adjLQ%o holder. n1 If o ;bl

— - b2

-

prervared and approved in accordance with Title 13, United 3tates b7E
Codz (U.S8.C.), Scction 2709 (scetion 202 of the Elesctronic b4
Comguldoatdons Frivacy Acz, as amerded). The MNSL_was served kv b7D
Lhe field office and ot 10/:7/2006,[

prov_ded the results _of the NSL to via emall. 0o oL .l

Jdate cf| |EC,| Iwas zwalting the phvzical reszsults of

the N:ZL.

i) - D A preliminary review of the results of the 3L _
revealead supplied thirty (307 3il transactions tha- b4
ncluded information labeled "Thread qul” . This information b7D
o itz face docesz not appear to be email "header information”

whizh 1=z permissible for[:::::]to provide; 1t may instead

prszinly ke "message content and/or subject fislds" which were
explizitly srxcluded in —he NSL request. stated that =he

1
1

(D

1N See ZIC-HO-010009736-VI0, Serial 1809, dated 10/31/0006 D6
and titled "“SA S8L IIntelligence b7C
Oversight Boar (1OB) Error’.

() A “nited ! ez p ) defirn Section 101(i) of
the Foreign Intelligence Surveil = A FISA) (cod at 50 U.s.¢. §
1801 et =2eqg.) a2 Y& clitizen of the United Statez [or] an alien lawfully

adnitted for permarent rezidence (as defined in zection 101 (a) (20) of the
t) .

Tnigration and Haturall also Section IT.W of The
otorncey Soneral's Guidelines for FBI Fﬂrf11u Intclligence Cellecticen ard

Forelgn Counterintelligence Investigations.

Skﬂ

NSL VIO-35772
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bl

b2
SICRET bTE

P - - b7a
T L 2k et VI General Counczel
Re: {(3) n-/11/2007

nfermation appeared —o ke possikle sukject line content or
simi_zr information, and noted that the information was not
utilized by the case agjent in any analysis nor was it documented
in the caze file.

(U) Section 2.4 of Executive Order (EOQO) 123263,
dated 09/13/1993, manda=es that Inspsctors Gensral and General
Counsel of the Intelligence Commounity compeonents {(in the FEI,
the Asgistant Director, 1HSD, znd the seneral Ccounsel, 0GC,
regoectively) report To the IOE corcerring Intslligence
aztivities that they have rezson to belleve may ke unlawful or
ontrary to Executive order or Presgizertial directive. This
_anguage was adopted verbatim from kO 12234, dated 12/04/19%81,
wheri the TO0Z was <nown ag the Pregident's Intelligence Oversight
B:ard (FIOB). By longs—anding ajreemert between tne FBRI and the
OB {and its predecesscor, the PIOB), thiz languade has kbeen
Interoreted to mandate the repcocrting of any violatiocn of a

provisicn of the NSIG, or other guidelines or regulations
apprwved Ly the Attorney General 1o accordanse wits =0 17335,
dated 12/734/1281, 1if such provisior was designed in full or in
part to eoncuarc the protection of the irdividual rights of 1.3,

perzons. Violations of provisions that are essentially
Aadininistralive in nature need nob be reprrted to the TOR.D  The
FEZ i1g re-quired, however, to maintairn records of sich
adminictrative violaticong so that the Counsel to the ICE may
review thsm upon reguest.

The issue is whether the apparent incliasion of
nformat¥on wMich may ke considerec cortent of conmunications
vinlated the MSL statute. Section 2709, U.s.C. Title 18, provides
that 3 naticnal security letfer may be unsed to okbtain electronic
transacticon comounicazion records from electronic conmunications
cervice providers. That provicion has keen interpreted gencrally
£ oreclude obtaining any informztior that mayv be considered

“eooptept” of conmunications. The information that gras obiained
Iy was okbserved —o include information that

belToved nay nave boen beyond the trancactional records that iz
requested and arguably was content irZormaticon. Assuming,

withont conclading, that —he information was content, and that
such information was not subjsct fo being produaced via a national
zecurity letter, the =srror was by the MNEL rezivcient. Thersfors,

S#SBET

=

NSL VIO-35773

b2
b7E



bl
b2
Sﬁ&#ET b7E
b7a
o el i 1 3 General Counczel
Re: (3 no/11/2007

pursuant to an agreement with the IOE, the ccllecticn is not
repcrtacle.’

CONCLUSION

(1) OGC conslud that this wmatter doez noT warrant leirg
reported to the IOE. Consistent with our pricor opinions on this
matzer, a record of this decision zhould be maintained in the
crntrel file for future review by Counzel to the I0B.

Snonld receive 2 physica. orpy of the records
des-ribesd akove, the records shoulz be sequezstered with the Chief
Divigion Counzsel until cuch time az the HNSL rezipiont can be
2-ntazted to ascertain its prefererce as tcs whether the records
shien™d e retarned or des royed.

2

b7E

should agsure that ro such recordzs are madce
avalilable 101 any ERI file or datzbase, <r in any other way,
aval_abdle [or review.

By letter dated 1171372004, cmimas]l to the TOR ajyreed that thisd party
crrors in the colleczion ¢f informaticon purcuant to an MSL are not reportakble to

s%'r
4
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SWCRET

Toe 7 eiaani:  Ceneral Counsel ,
Re: (3) “r,i.]:/’ll,/l:f_:ltiﬂ o ;bl
o b2
b7E
LEAD (s): b7A
Set Lead 1: (Info)
COUNTERTERKORT ZM
AT WAZHIMNGTON, =
() Read and clear.
Set Lead 2: (Action)
INSPEZTTON
AT T3, WASHINGION, 2C
(U) For action deemed appropriate, including the
mzintenance of this report for threce yecars in order to permit its
review by the ZOR.
Set Lead 3: (Action) .
b2
; ‘b7E
— be
AT b7C

(177 Fr action consistent with This report.

T = Ma. Thomas
l_

l_

1

= IVE LI al'y
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DATE: 12-18-2007

REASSIFIED BY CSl73dmb/ kEsr /mad ALL INFORMATION F:DI‘HEII‘IEI? ‘
(Rev. 01-31-2003) REASON: 1.4 {c) HEPEIN.- IS IMCLASSIFIE
IFY OM: 12-18-2032 WHEEE . SHOFN. OTHERWISE

iy

(-

-

(-

SEYRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: =OUTINE Date: 0z/21/2007
To: Attn: ZD |
SAC
DT
Rgeya)
ey b2
’ ) H7E
Inzpesction Attn: TI7Z, CRJ hé
b P
Prom: 0Office of the General Counsel hic
NSL=/CILU/Rocm 7947
Contact: AGq |
Approved By: _Thomas Julie F
Drafted By:
Case ID #: (U) 2T7-HO-C1229736-VIO (Pending)
Title:. X\ INTELLIGENCE OVERSIGET BOARD b2
MATTER 2007 -
Synopsis:-- ~)8i It is the opinion ¢z the Office of tne General
Connasl (0G0) that this matter is rot reportable to the
_ntc_ligencs CversighT Board (IORB). Rather, it cshould ke
maintzined in the conzZrol file for periodic review by Counsel o
the ZOB. Our analysisz follows.
(1) } From : =
Decl i
Administrative: PN This electroric communication (EC) containzs b2
information froplfe (T <he EC datex 01/02/2007 from the[____— 1 b7F
Field Office I Ito OGC reporting a potential ICE matzer;
{71 econversation Letween] znz OGT regarding this
pctential IOBR matter on 02/12/7007; (3) an email from lo
O2C dated 02/15/2007; and (d) zutomated case support (AooT. bl
Reference: () SVE-HO-C1778736-VZ-0 Serial 2090 (Pending) bz

(: ) r - - _I[ Fending) b7E

Details: :D?(: By EC dazed 01/03/2007, [ _Jrequssted that OGC

review the facts of the captioned matter and dotermine whether iz

SPERET

NSL VIO-35776



SE&Fﬁ&
b2
'ff E::::::::] E{gT: Office of the sereral Counsel bIE

SIE-HQ-C1 2973610, 0N/ /7007

warrants reporting to the IOE. As explained bslow, in our
opinicn, the FRI is not rejuired to report this wattfer to the TOE.

SE#QT

NSL VIO-35777



18]

(8]

bl
b6
b7cC

isj .

b2
b7E

SEE&ST

i QLfice of the isereral Counsel
=10, 0N/01/72007

{

o Erom
2475

Re: 27 8=-HO-C10

(o) on 11/:7/2006, during the courze of an

the FEI served a HMational Security Let—er (NSL)

pursuant to the Electronic Comnnunicationzs Privacy Act (ECPA), 18
U.3.C. § 2709, on | In the N3L, -he
FEZ reguested the name, address, ard length of service for the
mcohiZe telephone numbers believed to belng to a3 certain targe=.
The NSL specifically requested asukscorikber information for each of
the fellowing three telephone nunbors as of the date gpecified
for each ourber:

®
|
[ ]
7)@: On_12/01/2006, provided a response to the MN2L.
a0 Jdodng, provided the subscriber information for
r’*h -f the GLcve telephone numberz as of the date of the
vonge, 12/01/7003, and nol. for the dates spesaified o the

repelved —he nzme, acdreszs, and length <f service
frr the Nk e rs listed on the N3L. The syheoriber Jdofouatioy
e P B PSS =N CEYC e B = wlf =0l V= ol Pl a W =Sk W e V1 0 i

{(3) Sabscriber information proviced fon £
/02005, however, was not identifiable to the subject of <he

Investigaticn. Reporting from a sensitive and reliablD scurce
Indical=zd Lial the subjec. was Lhe sibscriber of Lhais Lelephione

numoecr.  This informazion has kecen gscquectered with the Chict
Divisicon CToanzel.

{(U) The Presiden=, by Executive Order >2334, dated
To/C4/1981, established the President's Intclllqénﬁ’ Oversight
Brard (FIOB). OCn 0%/13/1%93, by Executive Order 12833, the
Prezident renamed it —he Inftelligence Oversight Eoard (ICB) and
eztablizshed the bBoard as a standine committee of the President's
F-r=ign Totelligence Advisonry Boari. An ng 1ts responsibhili-ies,
the ZOB hag been gJiven authority to review the FEI’s practices
and procedures relating to foreign irte’ligences and foreign

c-unterintelligence collection.

%T

3
NSL VIO-35778

bl
b2
b7E
b4
b7D
b6
b7cC

bl
b4
b7D
bé
b7C
b2
b7E

bl
b2
b7E



S%?ﬁET

i QLfice of the isereral Counsel
S0=YVTO, O/ /7007

oo
NAE

(U) 3Section 2.4 of Exeoutive Order 22283 mandates that
“nepectors General and Generzl Counsel of ths Intelligence
Crnmnunri by component s (i he FRT, the Besistant Dirveotor,
“nspection Divieion (IM2D), and the Cereral Tounzel, Office of
the G“n“rql Coungel (0OGC), resgpectivelyl report to tne ICE
nte_ligence activities that they have reason to believe may be
un_zwful or contrary To Exzecutive Orzer -r Presidential
Directive. Tnis language has heen irnterpreted to mandate the
repcrting of any violation of 2z provision of The Aftorney
’ =1ral's Guaddelines for ZBT Naticral Security Tovestigations and

‘gn Intelligence Collection (WSIG), effe-tive 10/31/20032, or
gllide] fnes or regulalions approved b\/ Phe ABttorney General
in accordance with EO 12333, dated 12/04/2%81, 1if such provision
WAaS denged to ensure the protectior of ;ndlvidual rights.

() Vieolations of provigions that merely are administrative
e =

in nature and not deemed —o have beer. cesiqgned to ensure the
proteztion of individual rights zre cererally not reported fo The

Z0B. The FZ2I Inspection Division is reguired, however, to
maintzin records of such administrative vic_ations for three

X rs & that the Counsel to the IOB may review them wupon
rogquest. Tho determination oo to whether a matter ic
"adwinistrative in nature" must be made by OZC. Tnerefore, such
administrative violations must be reported asz cotential IOB
matters.

(U) HNZLs are z specific type of investigative tonl that
al_owza the FBI to obtain certain limited types of information
without court intervention: (1) telephone and erwail
P'mmuni“ation records from ftelephore companiss and internet

ervize providers (ElecZronic Communications Privacy Act, 1d
H

.o.C. S 2709),; (2) records of financial nstitutions (which Aare
VEry Hroadly Jdefined) (Right tco Firarncial Friwvacy Act, 12 U.3.C.%
224l (By(RY)y; (2) a lisT of finarcial institutions and consumer
dHFTlf]llQ information from a crelit reporting company (Fair
Credit Reporting Act, 15 U.3.C.88 1cé&luizl and i), and (4]
ful zredift report in an international ferrorism case (Fair

Credit Reforflng Aeot, 15 D.3.C. 8§ loxlvi. n addition to FCRA,
choTl.s T, 88 1esluia 3 and () inforwcation (financial institusions
and cocnsuner identifyving intormationg, undcr 15 U.za.Co 1eglu{c),

if rertzin factors are me-, the FBI iz able fto obtain full

consuner reports in both counterintelligence and international bl

Lerrorism investigaticns by zan ex parte Zonrt _ordel b2
(3) Here, during —he course of anl I bTE

|the FEI properly ge NoL that requested

_awful information. In the MSL, requms*ed the name,
address, zand length <f gervice f£OT 2 .ni_= telephone numbers

NSL VIO-35779



o From: ©Office he serieral Counsel bz
Re: ™ in—AQ-C1297530-VT0, LIE
be_ieved to belong the sukbject. asked for each

fLe_gphone numpber on the specific date.

~esponded To the MNSL -n Z2/01/23056. In 30 bl
doing, provided —he subscriber information, i.e., the ;
nams, addreszsszs, and length of service, for the _clcfhuﬂ numkbers b4

_isted in the NSL as of the date of the respense, 12/01/2006, and b7D
n-t for the dates specified in the N3Ls. The sukscorijdmd bé

iSJ iofcrmation provided for —“he mobile telephons nunbers B7C
| wag that of the subkjsct of the b2

nvestigation and within Zhe scope of the HNSL. Ths HSL
spest i ally requested “he nane, aldress, and length of secvioe
et he target, and tha- was the iricormaticn r=ceived by

b7E

(S) dbscriber information proviced fop N bl
o/C UOL, howesiel o not identiZiabkle to the sabject of —he T
iDVEbtlgathD. learned of this telephone number from a g
re_iacl=s zource. Although lawfully -btainsd, recause the jb7E
nicrmaticon opbtained thrcocugh the HSL was nct associated with the b4
target, az already accomplished, the irf:rmaticon snhoald ke b7D

rood with the CDC <o protect the potential privacy bhé
s of linited STtates persons. Further, shonld b7C
cntact and ask whether the infcrmation unrelated to Zhe

Larget i e returned or destroyed with apcropriate

docuns nrdfl 1 to the file,

sojquest
inte

() ased upon —hese facts, in accordance with the termns
implement1n; the repcrting ’GquEPNQFT’ cf Section 2.4 of EO
_Zic3, it d1a our opinion That this error g not reportable Lo The
“OB. The carrier's mis-ake is not reportab_ e to the ICE kecause
the FEI has not acted unlawfully or cortrary Lo Execufive Order
or Fresidential DirecZive. A record of this decisicn should ke
maintained in the contrel file for Zuture review by the Counsel

t2 the IO0=.

—t

SEGRET
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sg}(\w

b2

o From: ©Office of the sereral Counsel
i e b7E
Re:  in—AQ-CT I 29730=-YT0O, 07/71/2007

LEAD (s) :
Set Lead 1: (Action)
INSPZCTICN

AT WASHINGTON, D7

(U) INSC should retain a recorzs 5f the report of the
potential IOR matter, as well a3 a copy - f the OGC opinion
c-nzuding that ICE notification iz rot regquired, for threes vyears
o possible review by “he Chunsel to the TOR.

Set Lead 2: (Action)

AT b7E
bé
(U)  With respect —o the duformation received togb was o~ b7¢C
azscolated with the targes, shou_d contact | and b4
agk wheth=sr such information shouls be returned or dsstroyed with b

approoriate documentazion to the Zile.

cc: e Thowas

IOz Library

*

NSL VIO-35781



(Rev. 01-31-2003)
SE’AET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/07/2007
To: Insp=scticon Attn: 175, Room 11361
izeneral Counsel Attn: DMNSLE, Room 7975

Attn: 7DC/Leygal Unit

From:
-
Contact: 3sAa e
b7E
Approved By: b6
bl b7¢C
Drafted By: b2
i Case IDW#?:DK( OO _HO_] 09 36-VTO (Pending) .b/E
(3) Ferdirigl b7A
(i T:i.‘t'l-e-;..u.>é INTELLIGENCE OVERSIGET BOARD (IOE; EXRCR
bl
(3) b6
b7cC
b7Aa
([]? .- SYynopsis: ‘15# To report a potential IOE matter.
iUT”“””M”:><i Deri rom : |
Dec i on- bl
b2
-M b7E
iShl,m“ bé
b7cC
Details: (3) 1. bT7A
r } set for-h”
akbove, wlth appropria-e enrehslions and approvals obtained from
FEZHQ, Touanterterrorism Division.
bo
"NE§<1 2. (Case Agent: SA bIc
(1 - Supervisor: 33H
(27 3 Sukbject:
bl
b6
b7C

SEC;XFT b7A

NSL VIO-35782



(-

bl

SEQRET
peetion Erem b2

DTE-HG-012297 30w IO, D3/ 07/ 2007 DTE

[y RN 4. Ho Foreign Intelligence Surveillance Act
{FZSA) regquest has keen submitfed f£o the Offices of Intelligence
Folicy and Review, Department -of Justice [OIFR).
(U) ---------- ME>Q: . Descoription of potertial IOE error:
= bl

b2
b7E
bé
b7C
b7A

(3)  For infcormaticn, FBIf lopened an

b2
b7E
bé
b7C

b7A

(3//0C/NE//T134A)

bl
bé
b7C

bl
b6
b7c

b7n |:S:|

>

® 01 /1 s/ ning a ot iona. Sooprity Torter (NSL)

bl

was precared for Leguesting a A
fu_l —onsamer credit report for] W

(3] 1

| | B
|On 02/1G/2007, the oL waz served Lol A b7E

m

a
The recolds were sukbsequently provided t:l b4
b7D

bé

RET b7C
h7A

2

NSL VIO-35783



SE%ET
To: ropfestion Fromw: [:::::::]

(X C7E-HO-CL2ZO737-YT0, 03/07/0007

N on 03/05/2007, A

Fu > A2
tZ the 01/13/2007 M3L and discovered that | ITER!
Jod two o pageTreditoreport e ore -

hhmen

f
The infrormation recelved was not redquested
in the 01/13/2007 MEL.

'mi:>ﬁ§£jlﬁn 03/07/2007, SA[::::::] informed Chief Divisizn

Counsell of this matrer. The aforementiorec Credit
ecelvaed by | ]will ke locked in 2 safe mairtained

I
i [until an appropriate rzesclutior £o this
1s determined.

é>§BET
3

NSL VIO-35784

b7E

bl
b4
b7D

bhé
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SEXXET

o nepzetion From:
Re : STE-HO=-C12297 36-VLO, 03/07/2007
LEAD (s) :

Set Lead 1: (Action)
INSPECTICN

AT WASHINGTON, DC

(1 For whatever
Set Lead 2: (Action)

EENERAL TOLUNEEL

AT WASHIMNGTON, DT

(11) For whatever

+*

action 1z ceemed acpropriate.

action 1s cesned acvpropriate.

SE}QET

NSL VIO-35785



FD-962 (Rev. 03-21-2005)

ALY INFORMATION CONTAINED DATE: 12-1%-2007
HEREIN 15 WICLASSIFIED EXCEPT CLASSIFIED BY 6517%dmhk Sl;mﬁj
WHERE SHOUN OTHERUIZE

12-19-2032
T//20320307
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIME Date: 03/107/2007
To: Incspection Attn: IZ7, Room 113961
Zerieral Counsel Attn: NELE, Roon 7975
From: : 2
b7E
Contact: b6

Approved By: | bic

Drafted By:

Case ID #: o) ZT78-HQ-ClZZ9736-VIO

Title: (U) 3A ] b6
388 b7C
THNTRELLTGENCE T OVERSTGGHT BOARD (TOB) FERROR
.mSynopsis;:jﬁgi To reporzt possible IOB error.
S Derive ; I G3 . 97 jbl
o Declassi : 3203 b2
. b7E
Details: b6
P b7¢C
o h7A
] .
>< . Poszible IOE Error:
(3)
] >< zzoription of IOR Error (inc_uding any reporting delavs).

;X; Twproper NSL collection Zus to an srror of the recipient, a

Sernic ciate general ccounsel 1ir. the Office of Seneral Counsel at

| whe had never dealt wi<h_an

HNZL bsfcre. The NEL results for e-mail header information for two
e-mza’l addresseszs included a sukject lire, therefore including content,
expreasly proaibited in the M3IL provided teo ths Office of General
Counsel.

b4
b7D

SE%ET//20320307

NSL VIO-35786



iy

SEVET/ /20320307

T o JnEpgotion Frooaw: |
“Re+~:3§<:TZ7S—HQ—6122Bij—VLO, 03/07/2007

LEAD (s) :
Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*

SBERET/ /20320307

NSL VIO-35787
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&LL INFORMATION CONTAINED DATE: 12-19-2007

HERETN I3 UNCLASSIFIED ENCEPRT CLASST FIEF‘ BY 55179duk/ksr/mal
(Rev. 01-31-2003) WHERE “SHOWN UTHERWTSE EERSF T

SKRET BEFLASSTRY BN 1201805052

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIME Date: (03/05/20C7
To: Attn: =AD
CcDC
Counterterrorisn Attn: ITOS1, COMIR 4, Team _E
Inspecti-n Attn: TII5
b2
From: OZfic-e of Zeneral Counsel -
NSLE/CTLU I ﬁgZE
Contact: e
biC

Approved By: _Thowmas Jyulie I

Drafted By: :bl
b2
W ayse 1D ¥ ;}{: SIS0 12 20T A UTO (Pending) b7E
(5) (Pending) bh7A
i[Ij“wmmw~~"”””””:)*<i ik [ vivcrciye (Pending)

Tltle>< INTELLICENCE OVERSIGHT BOARD B2
(- 10B MATTER 2007 ]

Synopsis:. . It is the orinion of the Office of the Generzl
Cgunbél'(ﬂfg) Fat the abcve referenced matter need not ke
lr.

(Uj'#rel “ted to The _ligence Oversight Board (IOB). Qur analysis

tollows.
Derive
Declassif

o
7¢-EQ-C12 o il 1es

Reference:. |

- b2
Detalls‘ By electrinic cpmmadoatdon (HC) dazed zaboygs-y b, b7E
e “HGT and Lfevenced above, the Division
repor-ed to the OG0/ Mat ions]l Fecarity Law Branch (NSLE) and the
Inspection Divisior this pcoctential TOR matter .
k1
(3] oY
b7E
b6
p7cC
SEQRET b7A

NSL VIO-35788



b4
L7D
be
b7cC

S#QBET

Too o Trom: Officze of Zeneral Tounsel
Re:-m£§<\ IO -HO=UT2297 36V 1O, Di!OB/”ODT
12/12/2006, pursuart £ this anthorized :b4
A Naticnal Surity Letter (MZL) was issued b7D
directing o produaces all financial
records pelLCalllllily Lo Lle sunjeer s accounts for the period of
January 2004 to the date of the reduest.
(U) o©n 0l/29/72007, | — |
Lran.Hded the records and ~hey were recsved gy Ss] [on
Z/C5/2007 . Upon review, SAl Zourd that provided ths

de reguested byt had also 1ncluzes records for the period of

shich had not kbeen reqguested.

Counsesl,

e %;b?i QEI contactedl IChief Civision
~ who advised him t2 send the kbank records
f:r the period of May to December 2003 f£: her to be sequestersd.

(J) The FPresident, by Exccutive Order 12334, dated
22/04/1%31, established the President's Int@lllgun.@ Oversight
B-ard (LIOB). on 02/13/1293, by Executive Order 12853, the
President renamed it The Intelligerce Oversight anrd (ICE) and
eztabplizshesd the Board as a standing conmittes of t Fresident's
Frreign Intelligence Advisory Eozrz. Amcng 1its pmn, ikili-zies,
the Z0OR has kbeen given authority to review the FEI'S practices
and procedures relating to foreign irnte’ligence and foreign
cruntarintel Tigenoe collectinn.

(1) Section 2.4 of Executive Order 1722363 mandates tha=
_nswectors Ceneral and Ceneral Coursel of the Intelligence
Comounity components (in —he FEI, the Assistant Cirector,
nsoection Division (IMED), and the Gereral Counsel, Offics of
the General Counsel (OGC), respectivelyl repcrt to the ICE
nte_ligence activitiss that they khave reason to bslieve may be
un_zawiul or contrary —o Erzecutive OrzZer cr Presidential
Dir=zctive. Thisz language has been lnterpreted to wandate the
reperting of any violation of 2 provigion cof The Attorney
Genzral's Gaidelines for BT Watioral Security Investigations and

Fereign Intelligencs Collection (H3IG), effective 10/31/2003, or
nther guidelines cr regulations zpproved by fhe Attorney General
in accordance with EO 12232, dated 12/04/2.981, if such provision
was designed Lo ensure —he protectior »f Zndividunal rights.
Vicolaticnzs of proviszions —hat mersly are administrative in nature
and nct dezemed to have keen designed tz ensure the protection of
individual rights are gesnesrally not reported £ the IOE. The ZEI
“nowection Division is required, however, Lo nmaintain records of

SEFRET

2

NSL VIO-35789

b2
b7E
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b7E
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(-

-

m-

b2
bh7E

Counael

pell
M o

such admrinistrative viclazions for three vy :
Ccunsel to the IOE may review them upor rejquest. Th
determination as to whethsr 3 matter is i
nature" nuast be made by ( ThereZore, such adni
violations must be reported as potential Z0OB matters.

”“““"“;EE><:QE}S """ are a sp=cific type - f investigative tool —hat
allcws the FBI to cbtain certain limited types of information

[ N ) -
wilbont conrtt interventiion: (1) teleptone and erwall comminioa ion
reccrds from tfelephons companies ard irternet service providers
{El=zctronic Communications Privacy Act, 18 TJ.3S.C. § 2709); (2)
reccrds of financial instituticns (which 1s very broadly definsd)
{Right fo Financial Priwvacy Act, 1z U.3S.2.5 2414(a)(5)(R)); (3) a
~ist -f financial ins=Tizuzticns and consumer identifying
nfocrmation from a credit reportinc company (Falr Credift Reporzing
Aczt, 10 U.5.C.8% 1eslu({a) and (k)); ana (4) full credit repors 1in
an internaticnal terrorism czse (Falir Credit Reporting Act, 1b
U.3.C0 % 163Tv).  M3Ts wmay be issued v conforoiby with stataatory
regquirerents, including 18 U.S.C. & 2709, NZIG, goction Vo12.

‘m”“w“““c:zﬁg::In this instance,l broperly served an P2

1 0

Lol reayesting financial reco-ds relevant to the subject of —he b7E
I In addition to resconsive records,

dae L. = erL-l Ly the Llhancizl irstituticn, | Jalso
colbtained records keyond the scope 22 the NZL.

mem%m”““:jﬁig?asgd on onr analysis, the finan-ial institntion's
mistalke iz7n0% reportable to the TOB az the FBI haszs nct acted
un_awfnlly or contrary —o Executive Orcer cr Presidential
Dirzctive.

(1J) Based upcon —“hese facts, 1in acoordance wi
14
Tplerenting the reporting requirements of Secti

terms on 2.4 of
EQ 12263, it is our opinion that this error is not reportakls <o
the ZOB. A record of this decigicor. should ke waintained in zhe

conbrel file for future review by Lhe ZTounsel Lo the ICB.

(11y Since the additionzl records Zn This instance are
212 relevant to the authorized irnvestigaticn, the additional n2
cords rmay be maintained by the FET if an additional NSL is B7E
2 I Ishould |

served for thoss records. Otherwise,

contazt fhe financial insTitution anz aSk whelher the improperly
or unintentionally acjyuired informatior should be returned or
destroyed witn appropriate documentatizn to the file.

SEQRET
3

NSL VIO-35790



e

SE)&ET
b2

S s srom: Office of Zeneral Tounzel b7F

Re&x;£§<:\278—HQ—Cl:29736—VLO, 03/05/2007

LEAD (s) :

Set Lead 1: (Action)

— b2
= DTE

(U) Thel F:=14 office should
szerve an additftional NSL for the relevart reccrds, or in the
altsrnative, contact —he financizl irstituticn and ask whether
the Zmprorerly or unintentionally acculred Znfcrwation should be
returned or destroyesd with appropriate d-cumsntation to the file.

Set Lead 2: (Info)

COUNTERTERRORI SM

AT WASHINGTON, DC

() “or information.

Set Lead 3: (Action)
IMNSLECTION

AT WASHINGTOM, DC

(1) IMS3D should retazn a3 record of the
repcrt of fthe potential IOR matter, as we_l as a copy of the OGC
opinion conclading that IOB notification is not regquired for
three vears for possikble review by the Counsel to the IOE.

CcC: R ThHeas b 6
b7C

10 L10rary

.
SEPRET
4
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ALL INFORMATION CONTAINED LATE: 13~19-2007

HEREIN 1% UMCLASSIFIED EXCEPFT CLASSTFIED BY 6517%dmh kst /mad
| WHERE SHOWN OTHERUISE REASON: 1.4 (o) )
(01/26/1998) DECLASSTFY OM: 12-19-303%

SPSRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTTHE Date: 3/7/07
To: | | Attn: ZAT, CLC, ADC
Counterintelligence Attn: 2D
Inspection Attn: I-3, CKS
From: Geieral Counsel 2
National Securi=zy Affairse/Ro-m 7874 b7E
Contact: Julic F. Thomas hé
b7
Approved By: _Thomos Julie F p7C
|:'[_'|') ... Drafted By: b1
Case ID #: >< STE=HO=C1229736-VIO bTE
e g ~7a RGO :
(o = 1
=y
‘Title: 1§ PCSSIBLE INTELLIGENCE OVERSZGCHT EOARD MATTER bz
- RIS

Crungsl (QOGC) that no error was conmitted in this watter, and
therefore nothning need be reported o the IOE. A record of —his
decision zhould be maintained in the irnvestligation control file
for review ky the Counzel to the IOB.

~ Synopsis:r S It is the copinion ¢z the Office of tne General
)

(1) Der rom
Dec ¥y OnT
“.T) " Reference:. ( 278I—_m;if3122 97%6-VIO Scrial 2154 bl
3 s LG e b2
(&) b7E
. _ _ A A . b4
Details: j)KL As nozed in the electronic corrunication (EC) D
P | E I A . A S 1AL =0 _l,UJ/_dUO W o
for records relating to the
. - b2
T From: Office of the Gereral Counsel bt
b7E

S%ﬂgET

NSL VIO-35792



Re: CTG-HQ-T1Z22736-VIO, 3/02/707
aoocunt of Ia Ini-ed
States rerson. The Noo reduestad recoros of transactions fromn

Z/2/200% throagh the present.

When th Field t"’)ffiv‘“Z reviewed
rds received from USRA on 2/12/°C07, Lthere were htwo

=z that reflected t:ansactlunb and azcount balances from
2002, which was pricr to the time pericd reguested in

b2
b7E

The original documer.ts reflecting the informazion
~equestaed have been forwarded to ADC and
sequestered. Redacted copies which only refleZt crmation

recueszt=d by the NSL will be retzirnez for the caze file.

The Fresident, by Evecutive Order 12334, dated
established the President's Intelligence Oversight
Prard (FTOR). ©Cn 9/13/1993, by Fxecuntive Order 172363, the
Frezident renamesd it —<he Intelligence Oversight Loard (ICL) and
cotablizhed the Board oo a ctandince committcece of the President's
Frrziogn Intslligence Advigory Bezrz. Amcng itz reszsponszibili-ies,
fhie TOR has been given airchorilby Lo review the FRT's practines
and proceduresz relating to foreign inte_ligence and foreiogn
countorintelligence collecticon.

(1) Seclion 2.4 of Fxeciillive Order (F.O0) 17603
dated 09/13/1993, manda=-es that Inspectors General a
Cocunsel of the Intelligence Community compcnents (in the FEI,
the Assistant Director, IMNsSD, znd the Seneral Counsel, OGC,

resvec-tively) report <o the IOB “concerning intelligence
activities that they have reason to belleve may ke unlawful or

i =

contrary to Erzecutive corder or PresiZential Directive.”  This

1Je a3 besn interpreted to mancate the reporting of any

icon of a provision of The Attorney Gensral's Guidelines for
ional Security Investigatiorns ard Foreign Intelligencs

ion (M3IG), coffective 10/31/2003, or other guidelines or
nns approved by the Attorney i3enera. in accordance with
33, dated 12/04/19%81, if suck provision was designed to
ensurs the protection of individual rizhts. Violations of
provisions that merely are administrative in nature and not

S%ET

NSL VIO-35793

2

L

b7E
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(-

-

AEgET

Do E::;:;:] From:  Office of the Gereral Tounszel ﬁbz
Ro:  OTo-HO-C1209736-VIO,  3/02/07 biE

deemed to have been designed ton ensnre the proteat ion of
ndividual rights are gJenerally not reported o *hP IOE. The zZBI
“ngoection Divigion is rogquired, howoveor, Lo maintain records of
such adwinistrative vicla=zions for three vyvears so that the
Couns=l Lo Lhe TOR may review Lhem upor reguest . The
determinaticon as to whether a2 matter iz "administrative in
naturs" nmust ke made by OSC. Therelore, such adminisztrative
violations wust ke reported a5 potential ZOB natters.

OJ

(2)

,,,,,,, — S3Ls are a specific types -f Investigative
that allow FETI to ok=Zain certair limited tvpeszs of
inf*rmafimn withcout court intervention: ’11 telep: e

)
)
]

w~LVi,t pquldeLg (ElepyLkHlp Cummuhlpdtluﬂg Erivacy Act, 18
J.3.c. 8§ 27239; (2) records of finarcial institutions (which is
very oroadly defined) (Right t£o Financial Privacy bect, 12 U.S.C.8
224 (5)Y(AY; (3) a list of financial iﬂStLtutluﬂo and oconsumer
tdentifying information from a crezit reporting corpany (Fair
Credit Reporting Act, 15 U.S8.C. §8r 16&_ulal and (k); and (4)
full -redift report in an internaticnal fterrorismn case (Falr
Credif Reporting Act, 15 U.5.C. § 168v). NSLs nay be 1ssued in
cinfornity with statu-ory requi:ements, incouding 18 U.3.C. 5
Z70¢. HNsSIG, lection V.12

- during an authtorized investigation, fthe PR b4
croverly Zerdsd an NS on a savings batlk, :

In response to the properly served NSL, the 2l obfalned D7D
fw> sftatenents containing informztiorn keyond what it is legally
anthorized fto receive. The FBI, having ascertained that twao

statenenls were beyond “hie scope of Lhe N3L, [orwarded the

unazkad for information £o the ADC Zor sequestering and redacted

their files t£o reflect only informatiorn respcnsive to the N3L.

““”“”:::;?<:E;:;greément with the Crunse’ t~ the TOR, it is

our ooinion that this error is not reportabls to the ICB. A

reccrd of this decizion chould be maintained in the control file
for future review by —he Counsel to the IOE.

1

SE?RET

b)
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SE%ET

o From: Oftice ot the Gereral CTouncel
Re: STR-HQ-C120%736-VIO, S/02/707
Set Lead 1: (Action)

iU)x

which reflect

informatfon beyond the soope oF the HNSL tof

Set Lead 2: (Info)

COUNTERIMTELLIGENCE

Al WASHINGTON, DC

(U) Read and clear.
Set Lead 3: (Info)
INSPECTION

AT WASHINGTON, DC

{(11)  Read and <l=ar.

T Mz, Thowasz b6
) b7¢C

~—_DB L1Dbrary

L 44

SESEET

NSL VIO-35795

b2
b7E

b7E
b4
b7D



ALL INFORMATION CONTAINED

HEREIN I3 WHCLASSIFIED EXCEPRT DATE: 1a-13-a007
WHERE SHOWN OTHERUISE CLASSIFIED BY £8517%dmh /ksy fuia)

(Rev. 01-31-2003)

SESRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIME Date: 02/28/2007
Teo: Inspscticon Attn: 175, Room 11361
izeneral Counsel Attn: MNSELB, Roonn 7975
Attn: 7TDC/Legyal Unit ‘
b2
From: h7E
- bé
Contact: SAI I te
B P
Approved By:
bl
bZ
Drafted By: .
(1) ra Rt B b7E
Casé”fﬁ“#:" < SIS -_HO-C]1 220733V (Pending) b7A
(S) {(Pending)
Title: PK) INTELLIGENCE OVERSIGET BOARD [IOE, ERRCK
iU:l '''' o "'Synopsi~s-:~--»~-(>< To report a potential IOBE mattzar.
f>< Deri om_; 8= bl
o — RT7E
': :l bl
b2
Details: (3) 1. Ilf?E
forth acove, with appropriate extersicons and acprovals obtained ;b7C
kv FBIHQ, Counterterrcrism Divisior. bT7A
I w~~)>ﬁi 2. Case Egent: 3A |
, Supervisor 224 ]
b1 N
b6 [ =
b7C
bT7A
SEGRET

NSL VIO-35796



-

bl

SNSRET b2

b7E

T Inapection Erom:

Re >< DTGoHG-01 22 9T TN TR/ L8/ 2007

4. Mo Foreign Intelligence Surveillance Act
{FZsA) r&£guest has kbeen submitfed fLo the Offices of Intelligence
Folicy and Review, Department -of Justice [OIFR).

I - . Description of IOE Error (including any
repcrting del3ys):

() I
was njitigted bhagsed 1o 1nfomation Fhat] had
_isted

b2
bL7E
bé
b7C
b7A
b7D

(3)  pece———— /7006, thel Lo

the subject of full field investigation) I

bl
b2
b7E
b€
b7cC
b7a

bl

y o | | I D T T

b2
b7E
be
b7C

b7A
b7D

bl
(3) Zuring a ET i B nlh o mr[ be

stated to an of ficer of Lhel | [N BV RN VS cw vy oy S NN R R BT h7C

a traffic ctop that he ic cmployed by hnd a b7A

b4
SEQRET b7D

NSL VIO-35797



() -

15)

HE

SEQRET

b2

e bl
- Erfm: P7E b4
Re- 2122973610, DZ/l8/2007 b7D
b6
b7C
current work tclcrhuna number for Fim 19 On jb2
01/10/°007, a Naticnal Security Letter (NobLT@ was prLepared faor b7E
rgguestipng sibscriker irniormation and toll billing
TooC LS Lrol |+hrﬁugh the present for this telephaone
numeoer. On 0Z/20/2007, yoovided the Division wizh
reccrds for their responss to this HaL.

& on 0z/27/2006, SA rev:iewedle bl
regoonss to the 0171077007 NSL and discavered that b2
prov.ded records that were over-inclusive to the requieszt o ~he b7E
HEL. The request specified that tlhe name -f the cwner of the b
telzphone pelmbal | and the telephone 17D
numoer wa I i ded oot o ocund oo o e
the aztual Itelephone bills sent tT7] | :b6

r Tho time period in question. ‘lhese kil_s included all b7C
e namkbers owned and operated byl |
aréall Pilled Zcgether. By sending these pills in zcozal
d “.r L~dawT1ng the billg Lo collect on v calls from the
cphone nmamber roeguess Ldl provided with
hone nankers and toll DI oo gs Lo thaoso ynlhers, all
ently owned and utilized by - , thaz
were nnot rejussted by SA |in tre 01/10/2007 NSL.
bl
cr_Q0z/28/2007, SA Iinformed bssociate Joy!
Divisicon Cogprell ol this matter, SP[:::::;]then "D
contazted | Tiaicorn to ko repcrt the over-
slve Lesponse Fyl I““ hat contact oould be wade b6
‘ s dpersonnel To 1ntor All b7C

ptben of fhozs izsues.
hill e

c}ﬂd in a uafe Mdlﬂddlﬂcd b! an
r;:__utlml ~f the mat-er is determine

ntil appropriate

NSL VIO-35798



s&kg'r

poction  Erom:

o

LEAD (s) :
Set Lead 1: (Action)
INSPECTICN

AT WASHINGTON, DC

(1 For whatever
Set Lead 2: (Action)

EENERAL TOLUNEEL

AT WASHIMNGTON, DT

(11) For whatever

*

action 1z ceemed acpropriate.

2T8-He-C12029736-V10, 02/.8/

1 cesmed acpropriate.

SE?EE?

2007

NSL VIO-35799

b2
b7E



ALL TNFORMATION CONTATNED
HEREIN I3 UHCLASSIFIED EXCEFT
WHERE SHOWH OTHERWISE

(Rev. 01-31-2003)

DATE: 12-1%-2007
CLEIZIFIED BY A5179dnh kst fmad
FEA3ON: 1.4 {c) v

DECLAZ3IFY ON: 12-19-2 ?é

SﬂQFET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/20/2007
To: Attn: AT
paNeyavs |
D
ZSA
SR
Counterintelligence Attn: 2D
DA |
3 | co-1
Inspection Attn: Eé; 2
o b7E
From: 0Office of the General Counsel bhe
NSL=/CILU/Rocm L1947 bh7cC

Contact:l

Approved By:

Thops=s Jiiljie [

bl
Drafted By: b2
Y b7E
Case ID #: (U) —HQ-C1229736-VIO  (Pending) 7D
() 2y8-Ho-1425173  (Pencinrg) DTA
(3) Penzirqg)
Title: () INTELLTIGENCE OVERSIGET BOARD
MATTER 2003 ]

I:U:ISYnoI'S"s”;'L“s TN In A Review of the Federsl Bur=au of 2
—nvestigation's Use of MazZional Security Letterg, draft dated
01/22/2007, tne Depar-ment of Justice (DOJ), Offlb~ of Inspector
(zensral (0lG) noted on pdge 77-78 gt .t diszsagreed with the

FEZ's analyzisz
thiz carticular matter,

that her earlier deciszicn was
repcrted to the Intelligence (
prevare and deliver the necesszry

of ITOB Mat=—er

2003 | Upon further review of

the Dapufv Genera; Ccunse=l has determined
znd this matfter should ke
rs 11%# Board {(IOE! O5C will
correspondence fo fLhe IOR.

Y on- 02/20/20

Reference: (1) 27E5-HQ-C1Z29736-VIO 3=rial <0

2T3-HQ-147251753

Serial 3

sﬁ&kET

NSL VIO-35800



sigtr
S [rom: Office of the Gensral Counsel
Re: —TOT T oo 07 36-V 10, 0°/50/0007 b7E

Administrative: {(U) This electrori~c communication (EC)
supersedes the previcus opinion on thiz matter, dated 10/22/2004,

-t a2
~3AL O

referenced above as Z70-HQ-1425173, 3er
() - >¢ The EC from the Division [::::]
ated V4/20L/200% End Lelerenced apove as 2 =2-HQ- .
Clzz97o0=vI0, Serial 20, rejquested that O0GT review tne facts of b2
the capticoned matter and deftermine whether 2t warrants repor-ing b7EF
f: the IO=2. Initially, OGT determined that this issae was not

repcrtacle to the IOB becausel| |]acticons did noz
Impact any U.3. persons. However, 1r. 1t's report, tne OIG noted
that it disagreed with —he FBI's decision not to report this
inecident.  Upon further analysis, we nust agree with the OIG. I
iz now our opinion that this metter is repcrtacle to the IOB.

Our analysis follows,

=) bl
b2
b7E
b4
H7D

() - m““;><: The FBI did not isste a national security let-er
(NSL) for Thiz information beczuse the case agent and his
“ef s

supervisor were under the erronecus beld that |

b7D

"“Mmf~~;:)%i:;Upon diccovery of the mistake, an appropriatce NZL
in”m'”h” creriend and issued covering the period o ff

Also following discovepod tho o pdistfalke, additicnal

o

craining and advice was provided to Iregarding Zhe b7E
procver use of an H3L and —he restriloilips pertaining to okbtaining
billing and siabscriber information without an N&L.

(1) Section 2.4 of ErescoLtive Order (E.O.) 1228063
dated 09/13/1993, wanda es that Tnepectors Gensral and Ger
Cocunscels of the Intelligonce Comnmurity {(in the FEI, the Assictant

sEdhET

2

NSL VIO-35801
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SEQRET o
b7E

SRR | | From: oI the General Counsel
Re: (U)  Z278-HC-C1229736-Y10, U_,;D/Z(IDT
Dirsctor, INSL, and the General Counsel, OZC, respectively)

repcrt to tne ICE “eooncerning intelligence aztivities that they
have reason to kbelieve may ke unlawiul or contrary to Ezecutive
order or Eresidential directive.” This language has kbeen
ntercreted to mandate ~he reporting of any viclation of a
provisicon of the Attorney General Guide_ines for Maticnal
Security ITnvestigations and Foreigr ITntel igence Collection
‘NMSIG) or other guidelines or regulations apcocroved by the
Attcocrney General in accordance with E.O. 12323, dated 12/04/1931,

- f =zuch provizion was designed in full or in part to ensure —<he
protection of the individual rzights. Vizlations of provisions
that are merely adminis-rative in rature need not ke reported =—o

the ZOR. The FRI 1is5 required, however, to maintain records of
such administrative violazions so that the Ccunsel to the IOE may
review them upon rejusst.

(U) The Electronic Communications Privacy Act
ECERA)pronikits wire or electronic communicaticons service
providers from "knowingly divulgling] a record or othcr
nformation pertaining Zo a subscriber to cr custower of such

servize...to any qovernmental entity."™ 18 U.3.C. % 270Z(a)(3).

How ~, thers is an exception to this general pronibkition. Upon
pro certification by the Director or his designee, the FBI may
ceelk telerhonz and email communicaticn reccrds frow wire or
elezfronic communications service providers whesn those rﬁﬂﬁrj”

are at to an authorized investigaticn to protect agains
‘nlernalional Lerrorism or clandeslive nlel ligence dULlJlLl%b."
e E.T, 8§ 2705, Moreover, under the NSIC, NSLs are an
anthorized technique and wmay be issued ‘n confornity with
statutory reguairements Jduring & preliminary cr fuall
nvestigation. M3IG, V.12.

this instance, orl
acent | ]

SRR j&d

was protfited Dy Taw Trom divialgirg ThTs intormation to the PRI b2
without a propcer HEL certificd by the Directer (or hig designeo) b7E
zs required by Section 2709 of ETCPA. Therefore, thne acceptance 7D
and ccllection of this information I Iwas neither
authorized by law nor by —he HSIG

Upon realizing the error issued an
er the period in Jquestior.. Eowever, due to the fact
that th:L: was an unlawful oollectior, we must report this to Zhe
TOB.

SﬁEEET
3

NSL VIO-35802



}QGRET

To From:  Office of the General
e L20736-YI0, (02/20/2007
LEAD (s) :
Set Lead 1: (Info)
{(u) Fer informaticon.
Set Lead 2: (Info)
COUNTERINTELLIGENTE
AT WASIIINCZTON, DC
{1 For information.
Set Lead 3: (Action)
INSPECTION
AT WASEINGTION, DC
(U) or action deemsd appropriate.

CC: [:] = Tamas

IOR Likbrary

*

NSL VIO-35803

Tounsel
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b2
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DECLA A179dmb R Ay SmEd

February 20, 2097

BY TOURIER

Mr. Sterhen Friedman

Chairman

“nlzlligence Cversight Board
Rzom £E0Z05

lew Lxezutive Office Bullding
S Street, Northwest
shington, D.C.

Wi
Dear Mr. Friedman:
Enclosed for your informatiorn ig a3 self-syplanatory

e papdiar =ntitled “Intelligence Oversight Board Matter
AN (U)

h

The memorandum sets forth cetai’s cf investigative
whicn the FRI has determirez was conducted ~contrary to
yttorney General Guidelines for FBI Foreign Intelligence

‘fion and Foreign Counterintelligence “nvestigations and/or
Fxzecutive Orders, or Presidertial Directives wnaich govern
FE_ foreign counterinzelligence znc international terrorism
‘nvestigaticnz.  This mat-er has also besn r=fsrred to cur
“nternal Investigations Section, Irspection Division, for a

=terninaticon of whether any administrative acticon is warranzed.

D

Enclosure

= 278-HQ-CT1229736-YIO

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

Derive
Declassify O

Multiple

SEC

NSL VIO-35804

b2



.

Should vou <or any wenkber of your st
nfervation concerning —his matter, an o
arranged for you at your convenience. (1J

Mr. Sterhen Friedman

ff reguire additional
4

=
ral priefing will ke
)

Sincerely,

Julie F. Thomas
Deputy Gereral Tounsel

2 Honorable Alberto R, Gonzales
tornesy General

2. Department of Justice

5111

. - Fr. Matt Olsen
Deruty Assistant ATtorney General
HJational Security Division
J.3. Department of Justice

Koo 22070 O

e

NSL VIO-35805



-

(-

DATE: 1&8-1%-2007
CLASSIFIED BY £5179duh/kar/maj

ALL INFORHﬁTIQH PﬂNT%INEﬁ

SACRET b2

INTELLIGENCE OVERSIGHT EROARD (IOE! MATTER
DIV LSO
OB MATTER ZUOS—E:J(U)

Tn A Review of the Federal Buresnn of Thnivesiigation's 1ge
of National Security _eZters, dzzlt

i),

= Jated €1/22/2007, the
Departnent of Justice (DOJ), Office of —nspector General (OIG)
notec at it disagreesd with the FEI's analyszsis of ICE Matter :
ZC0z Upon further review of this particular matter, the b2

Office ~f the General Counsel (O3C) lhas determined that this
matter does need to be reported to the Intelligence Cversigh=
Board (I0Z).

I bl
- Z

~
I

b7E
b4
b7D

fTTie -Bl d1ld Not l&sLe & NAaLiolal cornriey

_etter (FMaL) for this informztion.

(u) Tne Electronic Communicaticns [Privacy Act
ECPA)pronilkits wire or electronic communications szervioe
providers from "knowingly divulglirg] a record or other
nformation pertaining —o a subscriber to cr customer of such
servize...to any governmental entity.™ 18 U.3.C. & 2702(a)(3).
However, apon proper certification by the Director or his
designes=, tone FRPI may seek telephore ard email cormmunication
reccrds frow wire or slectronic communications service gproviders
whern thoss records "are relevant to an authorized investigation
to wrotoot againct internationzl terroricm or clandestine
Intelligence activities.™ 18 1I.S.C. § 2709,

|| Was

prohioited ky law from divalging this information to the FRI

b2

without a proper MEL certified by the Directcr {or his d_ulqne@) .
a2 required by Section 270% of ECPA. Theref-gr=, the ceptance ;b7E
and ccllection of this informaticon Zron| kqs neltheL b7D

gutborized 'y law nor by ~he N3TG. Tpen realizing the error,

iscued an MSL to cover the period in question.

NSL VIO-35806

e



(Rev. 01-31-2003)

e

DECLASSIFIED BY a517Sdudksr fwat
ON- 17-19-2007

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

To:

Attn:

01/23/2007

O
—

(=R}

3
[ORw R
=S -

[ONP NI

T

b2
L7E
b6
b7C

Inspection Attn:
From: vffice of the General Ccunsel
N3L2/CILU/ Ko il
Contact: SER
Approved Byz LRV e == R B B =N T

Drafted By:

() -

INTELLIGENC

QUETL

Titter X

MATTER 2007

iUJ“SynopsisT“ <
Counse [

|
Jence CversighD Board
5

RS

Wiy e Field QOffice

revlew

analvyaisz

|1 J——

Crn 11/17/72005,
mitted a Mation

v electronic oo

(IOE]) .

éééé'”ID"'#iw}f( 278-HQE-C1229736-VIO (Pending;

SIGET BOAKD b2

It is the opinion oI the Office of the General

O5C wi_l rrepare and deliver

szary correspondence to the IOE.

2/18/2006,

b2
b7E

N
d thazt OGTC

— A4 AT LT L
In oLy opinicn,

et ermrine whether i<
o

nes., our

a

sccorrity Lettor (NSL)

o

Soec<lng

NSL VIO-35807



] Fr-

Q7 35=Y 1

CE-HO-CIZZS

b2
L7E

e  Office o the General el

O, 007

k.l a1 E

alys2zx/:2

fte_zphone toll bRilling rmﬁm‘jﬂ nf a certain targ Due to 3
tyvpograchical error, =he = er -n_the M3IL was
errcneously transcriked.!  On H*fl4/"7, F Was
assigned the case and he reviewed the te = and
defermined that they were not the target's records.
irmediately —esased review -2 the ftelephone records.

Dx/15/2006, SA
and r=cords an

deg=
ide

Ry

The Prezi
takblished

)

T/ed/1981,

E-ard {(FIOE). Cn 06/13
Fre=:dent renam=sd it =h

eztzblished the EBoard a
Foreign Intelligences Ad

the _0OB has been gilven
and procedures relating

czunterintelligence col

() Section
“nsnestors General and
Comunity components (1
Tnsce-ticn Division {IN
the Genesral Counsel
nte_ligence activities
wiful or contrary —o
tive. Tnis langua

{OGC),

On

royed zll improperly collected documen=s
d an EC to the case file.?
dent, by Executive Order 12334, dated
fthe D'resident's Intelligence Oversight

/1893, by Executive Order leSS, the
2 Intelligerce Over=sight Foard (ICB) and

g a standinc committes of the President!
viscory Board. Aming 1lts
authority tc review the tEl’s

to foreign intelligencs
lecticn.

practices
and foreign

2.4 of Exccutive Order 12263 manda
General Coursel of the Intelligence

n —he I'BI, the Assistant Lirector,

SDY, znd the Gereral Counsel, Office of
respectively] repcrt to the ICE
that they kave reason to kelieve may
Executive OrzZer -r Presidential

Je has been irterpreted to mwandate the

20

a]=]

responsibilizies

5

4

thaz

nd

rting of any viclalion ol z provision of The Attcorney
Genezral's Guidelines for Bl HNztioral Secur-tvy Investigations a
Forzion Intelligence Collection (NSIG), affe-tive 10/31/2003, o
othesr guidelines or r~guljflonu cppLﬁ"”d by thse Attorney Genera

‘n accordance with EO 1
was designed Lo ensurs

(1)
adninistrative

Vicolatio
in natur

2333,

dzted 12/04/°
of

eR1, if
individual rights.

~he protection

ns of provisions that merely
2 and ncot deemec

ares

""(U) In order teo aveid any further dissemination of this
ncorrest telephone numker, the number 1z not rfeing listed in
thiz docunent.

------ on 12/13/2C0¢, realized that this

constituted an
and the T

‘ncoidert
matter to OGC

IOE vicolatior and ~he

nepection Divigion.

promctly reported

SEC

2

NSL VIO-35808

-
1

such provision

o have keen designed =o

b2
b7E
be
b7C



1

tII?H;ml

T | |FrﬂM'
Re: T7=E-HO-Cl2Z9735-V10,

the Gernesral Counsel

engurs the protection of individuzal rizhts are gens=rally not
repcrted fto the ICE. The FBEI Inspection Division is required,
h-owezver, to maintain records of such azZministrative wviclations
for fhr:’ vears so that the Counsel fo the Z0OB mayv review thenm
Hpmn equest. The deZermination as to whethsr 3 natfter is

ﬂdu-nl%*L ftive in na-ure" must ke made by OzC. Therefore, such
administrative vioclations nust be reported as cotential TIOB
matters.

""" s N3Ls are a Opmﬁifio type -f 2
that allows the FEI fto obTain certair limite:s
nformation without court intervention: 11 te
cominication records from telephore companies =
serv.ce providers (Electronic Conmunications Privacy Act
U.s.C. & 2729); (Z) reccrds of financia_ Institutions (w
very oroadly defined) (Right to bFirancial bFrivacy Act, 1z U.2.C.§
342403 (DY ((A)Y)Y; (3) a list of finarcial institutions and consuansr
dentifying information from a crecit reporting company (Fair
Cred’t Reporting Act, 15 U.S5.C.8% 16€luia) and ik;); and (4)
full zrodit report in an internaticnal terroricr cass (Fair
Credit Reporting Act, 15 U.S5.C. § 16€lv]. HN:ELs way e issued in
confornity with statuZory requirements, inciuding 18 U.3.C. %
270%, NS8TG, section V.12,

In this gizZuaticn, cCue to the incorrect nunber
=NM3L, the ZBI receivez telephons toll billing
records pzrtaining to a telephone rumber that was neither under
Inwvestigation nor related Lo an invesligalion. Therefore, Lhe
nformation was improperly collected, a_thcugh unintentionally
22, In viclation of the NSIG and ECPA.

(U) Here, fthe farget's rights were ncot wviclated hecause
not the “Hbj@p_ of the improperly cc_lected information.
unknown whether the erronecus information received

ain=ed to a3 United 3-a=-es Persor, 1lrasmuch zs there has heen
review of the information. Hcnetheless, pased upon the facs

that information which may be abont a USF was inproperly,
although inadvertently, collected, arnd in accordance with the
reporting redgairements of Secticon 2.4 f Exerutive Order 12 RCS
OZC will prepare a cover letter zn2 z memorandun to report th
matter to the ICE.

0‘

e S

3

NSL VIO-35809



e

e - b2
To:l J Frem:  Officre of the General Toungel .
Re: 2To-HO-"1070726-VIO, 01/03/72007 b7E
LEAD (s) :
Set Lead 1: (Action)
INsSPECT ZON
AT WASHINGTON, O b2
bTE

(U} For action deened approgpriate.

Set Lead 2: (Information)

7\:-|I I
YN

(1 The ield Office, under normzl
circumstances, oncuila conract Lhe provider of the informatior and
determine whether the improperly or uninten-ionally zcquired
information shou’d ke returned or destroved with appropriate
documentation to the file. This matter is moot, however, siroe
—he informati-n has already been destroyed and an ET hzs alresady
Leen plzced ir. the sunjsct's case file.

ce: Mo, Thomas

LB Liorary

+*

Y

4

NSL VIO-35810



DECLASEIFIED BY 4517%dmh ksr /ma)d

Janary 2%, 2007

BY TOURIER

Mr. Sterhen Friedman

Chairman

“nlzlligence Cversight Board
Rzom E0Z035

lew Lxezutive Office Bullding
7% Street, Northwest
shington, D.C.

Wi
Dear Mr. Friedman:

FEnclosed for your informatiorn ig a3 self-syplanatory b2
e randur 2=ntitled “Intelligence Oversight Board Matter

ZL‘U'/-I: (1))

The memorandum sets forth cetai’s cf investigative

ity whicn the FRI has determirez was conducted —ontrary to
yttorney General Guidelines for FBI Foreign Intelligence

‘fion and Foreign Counterintelligernce “nvestigations and/or
Fxzecutive Orders, or Presidertial Directives wnaich govern
FE_ foreign counterinzelligence znc international terrorism
‘nvesstigaticnz.  This mat-er has also besn r=fsrred to cur
“nternal Investigations Section, Irspection Division, for a

=terninaticon of whether any administrative acticon is warranzed.

h

Enclosure

= 2780-HQ-C1229736-YIO

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

NSL VIO-35811
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Should vou <or any wenkber of your st
nfervation concerning —his matter, an o
arranged for you at your convenience. (1J

Mr. Sterhen Friedman

ff reguire additional
4

=
ral priefing will ke
)

Sincerely,

Julie F. Thomas
Deputy Gereral Tounsel

2 Honorable Alberto R, Gonzales
tornesy General

2. Department of Justice

5111

. - Fr. Matt Olsen
Deruty Assistant ATtorney General
HJational Security Division
J.3. Department of Justice

Koo 22070 O

i

NSL VIO-35812
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DECLASSIFIED BY £517%dmh/ksr/maj

o 12-19-2007

el b2

L7E
INTELLIGENZE OVERSTIGHT BOARD [IOE; MATTER
FIELD OFFICE

TOR e 007 ] i

O By electronic oommurilcati-n dated Decemlor 16,
2C06, the’ Federal Bureau of Investigation (FLI) I

Field Office reported that, <on Hovemper 17, Z0O0OL, The EFEIL
submitted a National Security Letter (INOL] seekipg telephone toll
billing records relating o certzir target totff:j Cue to a
typograchical errcr, ~he Zelephone nunber -n the N2
errcneously Transcribed. oOn Mzazch 14, 2006, tThe Tel:
records were cpened and 10 was dztzrnudred Lhat they were not the
target's records. | frucediately ceased review of the
te_zphone records.

() b

e 2Tl2 to the incorrect rumber stated in the HN3L, The
[LD recelwed tohephone ~cll billing records zTertaining to a
te’zphone number that was neither unZer investigaticn nor relazed

2 an investigaticon. The error was Ziscovered ugon receipt of
the Inforration, and The records were reither reviewed nor used
f-r any investigative purpose. Despite the inadvertent natnre of
the misctake, the fact remains that inZormaticn was inproperly

o =3 oroa telephone nunber unrelated Lo an Investlgabion.
The collection was a violaticn of Secticn V.12, of The

Attorney General's Guidelines for FBRI Natlcnal Secarity
_nvestigationz and Foreign Intellicerce Col_ection. Thus, the
natter ig being reporzed —o the IOR.

SECRET

NSL VIO-35813

b2
b7E
b4
b7D



ALYL INFORMATION CONTAINED

HEFEIN I35 UNMCLASSTIFIED EXCEPT ﬁﬁfn{gi}’;mﬂzrg dnh o ARA]
WHERE SHOWN OTHERWISE e A Dl A IORRLAREL A

(Rev. 01-31-2003) REAZON: 1.4 (c) o
DECLASSIFY ON: 12-15-20%2
SPQRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/14/2007
To: Inspscticon Attn: I°°%
Zenieral Counsel Attn: DMNSELE
b2
From: bIE
——CohTIcTT T be
0IC
Approved By:
Drafted By: b2
, T N S b7E
Case ID #: (11) Lo HO_ ] 2207 36-VTO (Penicdinig) .
bTA
(u)
Title: () REPCRT OF A POTEMTIAL IOE YATTER
Synopsis: ntial viclation of Title 153,
invaUn ted St ~ticons 1€8_uia;, 1631laik), and
. .,-\_ll"\/.
iUJ.mm;bQ: Derive : =
D ify On:
Details:
o)
~ - ~ - B
Background bR
™~ ig reporting this matter as a potential ;bl
vieolation of the Falr nredit Reporting Act [ECRA), Title 13, b6
1J.3.C., Secticpnz 1621ufal), 1681ui(b), ard c81lv. During the b7C
b7a
b4
iSJ — a Naticrngl sSecuprity Letter (HEL) was l1ssued pursuans b7D
o t2 fthe FCRA direscting to provice the nanes de addresses
1 of financial instituticns at which the subject maintained
Laccounts.  The letter, signed by | S:Xol | |
1 | was dafod 1o/l /oo, 3n rorwarded Lo Lae

e e e r:(m—s.al;, dat=d 1)/1772n007,

The Cace Azent roccived records from

BBRRET

NSL VIO-35814



SPERET bR

T Inspection From:

Re (U)  278-HQE-C122973 3/ 1472007 bl
b4
h7D

n response to the HAL on 12/28/72006, and theresafter ;b6
reviewed those records, documentingy hiz review by =2, dated h7C

12/28/2006 (serial 33). Anong obther things, this ZC recorded b7A

_;nfLLmatlon acquired from the informztion —concerning

| Lurrent and proevions addrezses, aliases,

cutrent 2od former emplovment, active credit accoounts pertaining B2

t:l including acooont rarbers, credit limits, -

ba_ancez, and paymnent activity. DL

bé

1)  The Case Agent for this inves*iuafion is SA[::::::] b7cC

i
| The SSA 3T The time the NSL was issued was S3A
1_ | sukbsequently traneferred to Counterintelligence

18)

Divigicno:; the Acting SSA at the time the re-crds were received
at Eto the present is Acting STAI I

Detecticn of Potential _OB Matter jbl
b2
JE=R R W AR LW s Y aTa W MRS FERTE I VL S o b7E

For FCRT AL o5 dircnted Ly pg

the MHMationzal Security Branch

(see N3B EC toc 21l Field Cffices, BIC
dat=d 03/05/2207, 319X—HQ—A14877 ’

20-00C, sertal 379, Richmond
Chief Divisinn Counsel (CDC) | lda;ermiﬂed ;b7A-
that the=s information “ontaincd in file number] b4
provided Ly in regponse to o7 T777006 5D b7D
crnerissed toe—eptire credit file, zZated 12/.7/2006, of the

éubﬁe:t| |de pite the Zact that| ke]u-u,ed

only Lhe Identilicallon of [inznceial lostitullions).
curzory review of the credit file, CDC okserved that
attemnted to "redact" mosTt of the information which was not

authorized under the N31. llowever, the redacticon, wnhich had been

mads with a black marker, was such that the underlying

information was still easily zeadable. bl
b4
HID

Further inguiry into this matter determined tha-=,
based on the information contained in the credit file, the Case

Ajent draffed additional NSTLs, bath sated 17/7°0/2006 (seriala 35 bé
and 37, and both iscued purcucnt to the Right to Financial h7C
Privazy Act (Title 14, .5.C., Ssection 3424 0= (5) ). Thezse NSL:z b7A

=hatal rﬂv_{]_]f—cfﬁ\d flIldTl_l J_ re

were Jdirected ToO]TTTTTC e , 1

TeToe DErTSInIng T}

(113 It iz no=ed that the identiti=ss of theses two

financizl institutions were obhtained thr-ough the[;::;:;:J _
ufcrmat ion, as o autlhoriced by Title 15, 103,00, SorrromTt63lu(a). b4
Howeover, the Case Avgent mictakenly ircluded in the REPA NSLs the Kwh7p

§7CRET

NSL VIO-35815



SEOCET
Inspection From:

Re: (U) 278-HO-C1209736-V10, D3/14/2007 b7E

account numkbers which he had cokbtairez from the "redacted" credit
N alalis Section 163%1n{a) of the FIRA coeg ncot pszrwif the
sure of account information, ard, therefore, the Case Agent béd
perwitted to use <hat information in the REPA HNSLs. b7D

(5

bl
2dditionally, the credit history included e
current and former addresses, and currenst and 7

=

Toraer enployients, information which was not available pursuant b7C

tr Section lé3lu(a). (That informatior. may re requested pursuant b7A
t: Title 15, U.2.C., Section 1681lu(b).) The Case Agent
Azoumented this information in an EC (seria_ 33;, kut made no

further use of it.

j Re~ords in response to the | certaining to he ;bl
o f- were sent to b2
Ly letters dated 0Z/13/2007 ard OZ/CL/2007, These b7E

cccrds have not peen analyzed, enterec into any database, cor 14
: for any purpose.  Since discovery of the srror on 1 -
0x/C5/2007, thcoe reocords have beern cecucstered by thacl I jb’D
CDC o and will ke retained by the CDC zuring the pendency of this be
potential IOD matter. b7¢C

B7A

a \
i+
-
[l
=
02
(i
)
(T
It
i+
W]
—
Al

ﬂl

2 thel |

\’D
I'ms

(1) HNo records responsiv

| L ‘nv aI=hikYs ate. 'The Case Agent will

contact | anc direzt ther ot to
wond to the MEL. Should the reszsults nonethelesz bhe raceived
Jthey too will be gequestered by the CDC.
v, the szerial documentirng the Case Agent's revi
credit file (gerial 33) ag we_l ag the

-

woof ‘
Credis bz

= {attached to serial 33) have been vermanently —harged D7E
2 b=z file and °¢qnastered by the CDC. The CDC has reviewed 4
the entire 1nve3f1qu1 file and zciscovered no other instances b7D
n which the ~=dit flle information was used or documented.
(1) is reporting this matter as a potenzial

TOR o light of The Tac™ —hat fhe Case Ajyent doocnmented in an EC
nfecrmation contained in a full credit filc fto which he was noz

o
“awfully entitled, and included scwe irformaticon acguaired from “
the credit file in subsequent RIFFA HNSLs, all potentially in b7E

violaticn of Title 15, U.S.C., Sections 163_uia), 1631ulb), and
G011,

s%?%ET

3

NSL VIO-35816



Sﬁb@ET

b2

To: Znopestion  From:

e (U1 ZTE-HQ-C1020736-VIO, (371477007 b7E
LEAD (s) :

Set Lead 1: (Info)

SENERAL COUNSEL

AT WASH-NGTON, DT

{(u) Repcrting potential IOE matzer.
Set Lead 2: (Info)

INSPECTION

)

C

AT WASIHIMNETOLN,

(U)  Reporting cotential IOE ma=zter.

*

SPSRET

NSL VIO-35817



GATE: 12-1%-2007

CLAFZSIFIED BY o517%dmh /kar/ ma)

RERZON: 1.4 {o)

DECLAZSIFY ON: 12-19-2032
SBERET/ /20170306

FEDERAL BUREAU OF INVESTIGATION

ALL INFORMATION CONTAINED
HEREIH I% UNCLASZIFIED EXCERT

FD-962 (Rev. 03-21-2005) WHERE - $HOWH OTHERWISE

NSL VIO-35818

Precedence: ROUTIMNE Date: 03/16/2007
To: Incspection Attn: 177, Room 1186l
Zeneral Counsel Attn: NELEB, Roon 7975
From: jbz
bE
coneacge: FA bé
b7C
Approved By
Drafted By: Ibl
b2
() - C:él’S'é’“'ID‘“#':""““‘L\>< LSS HOZ (] 20T 20 V10 b7E
(3) b7A
Title: {11y TNTET.LTGENCE OVERSTGHT BOARD [(TOR, FERROR
bl
b2 Details:
bTE .
bo ’
b7C
b7A
G I
(U:I ---------- >< . Poszikle IOE Error: Inacvertent Overcollection
bl
b7E
U S 4 LDescripticon of IOR Error {(inc_uding any reporting
i J delays).
P Crn 371472005, Natioral Security Letters weres dissued on
5/247 2008 undSr 15 USC léemluia) or 1b 032 16xluik: to |
- H
I However, —he
b4
b7D
SEQRET/ /201170208 e
b7¢C




b2
sébRET//3c170506 b7E

To: Cngpestion Frem: [ ] ba
() - Rér“:ESii TTE-HO-C1029730-V10, 03/06/°007 b7D

£ repcrting agencies,

and |
ed full credit reports on 372472005 and %/5/2005,

respsctively.

(1) e

The resulted from their review haye

beer permnanantly ~harged out of the [illes and turned over to ADC I
| | only the informarion requested is beling maintaloed.

> The Intelligence Cversight Brror was discovered -n 3/6/2007.
Crecits reoort and any ECs Lhaz

be
b7C

SQ§RET//20170396

NSL VIO-35819



SBRRET/ / 20170306
T Inzpesction From: I
Re: S DJTC-HO-C1229726-VI0, U3/06/2007

LEAD (s) :
Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*

SEXRET //Z0LT 0206

e

NSL VIO-35820

b2
b7E



FD-962 (Rev. 03-21-2005)

b7E
be

b7C
b7A

>
in;:>XQ: 2. Poszikle IOE Error: Inadvertent Over-ollecticon bl

DATE: l2-1%-2007

CLASSIFIED BY 6517%dmh/ker /maj ALL INFORMATION CONTAINEL
HEREIN IS UNCLASSIFIED ENCEPT
DECLASSIFY OM: 12-19-2032 WHEEE “SHOWN OTHERUIZE

ET//20170306
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 03/06/2007
To: Incspection Attn: IZ7, Room 11361
Zeneral Counsel Attn: NELEB, Roon 7975
From:
b2
Contact: [2 b7E
b6
Approved By e

Drafted By:

b1

Case ID #:~ ) ~\'\ SN QT 2 () 10
o b7E
Title: i) TNTETTLTGENCE OYERSTGHT BOARD (T0OB) ERROX bR

Synopsis:

Declassif

Details:
2 1.

(8Y el e 1 eolyiaN e 10 []ar 1as- i b2

b7E

in:::kéi: 4. Descripticn of IOR Error (including any reporting delays).

R ’;>§i Cn 8/6/2004, MNational Security Jettors wepre jssyed b4
iinder 15 030 M631u{a) or 15 USC 1621uik] to i
b7D
bg
r | ond b7C

However, The Trhree credlftT repgorting aqenc1es,| I

SESéET//:DlTO3OE

NSL VIO-35821



b2
“ORSRET/ /201170306 b7E

tison From: : 7D
CTB-HQ-C1020736-VI0, 04/06/2007

and |provided full credit reports
i/ 2C04, =/1172004, andd R/ZU7 00

() -7 _A The Intelligence Oversighi Frior was discovered on 3/6/2007.
The credift recorts and any LBCs that resulted from their review have
becn porpsnently chargsed cut of fthe files and turned over Lo ADC

only the information rejuested 15 being maintained.

-STGRE24!201?05C6

NSL VIO-35822



SEE§ET1/20170306
b2

cotion  Erom: I :b7E

273-HQO-"17287 36-10, Us/ U6/ 0007

(o

ke

LEAD (s) :
Set Lead 1: (Action)
INSERCT 1 ON

AT WASHINGSTOM, Wi

iJ)y  For action de=swed approprialbe.
Set Lead 2: (Action)

GENLERAL TOUNSEL

AT WASHINGTON, DO

iJ) For aczion deemed appropriate.

*

f RET/ /201703005
’J‘v

NSL VIO-35823



DATE: 12-1%-2007

CL&SSIFIED BY 6517%duh/kar/mat ALL INFORMATION CONTAINED
FD-962 (Rev. 03-21-2005) FEASON:- L.o%-{c} HEREIN 15 WICLASSTFIED EXCREFT
DECEASSIFY. OM:  12-18-3032 WHERE - SHOWN OTHERVTISE

-

b7cC
b7A

-

SXRCRET/ /20170306
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 03/06/2007
To: Incspection Attn: 177, Room 1186l
Zeneral Counsel Attn: MNSLE, Koo 7975
From:
Contact: F2|f | ,
b2
Approved By: b7E
b6
b7C
Drafted By: .
Y bl
Case ID #: - JyRC 78l 220736-V10 b2
() b7E
b7A
Title: (1) TNTETTLTGENCE OYERSTGHT BOARD (T0OB) ERROX
WmS?ﬁ6ﬁ§isr:}X§: To report possible IOB error.
_________ X Derive G-3
Details:
3 1.
] z
-T>9(:: 3. Poszibkble 1OB kError: _nadvertent Overcollection
bl
b2 {S) SN B T I = I A=V T S~ 0 K= e I A R T
b7E
nn“::ﬁﬁ::4. Description of IOE Error {(inc_uding any reporting delays).
e D On 371472000, Watdoral Se-ursty Tetters were .
Losued ta -~ | b4
- I b7D
I | Hovever, tre redit reporting be
owWevel, L& Ll e _ el O T 1 NG -
b7C

SE%RET//:DI70306

NSL VIO-35824



;EERET//20170506

O-Cl07a756-v10,

b2
b7E

03/05/ 2007

| and

cvided 21l cradit

372472005 and L/ 5/C2005,

[r
TeoLerrively

Ot

(U}w~'"”“”;::?§i::&he Intelligenze Oversight Error was discovered on
/6/2007. T The credit rveports and any 0z that resulted Irom

thelr review have bhoop perpanent o

turned over to ADC

rexuested 1s being mMalnLalned.

charged cut of the filesz and
Only the information

S%ET f: JZLlTinG0 G

NSL VIO-35825

b4
b7D

bhé
b7C



iU To:r JInspezbion Frome:
Rer.. N~ 278-HQ-C122a7

LEAD (s) :
Set Lead 1: (Action)

IMNSESCTION

95}

AT WASHINGTON,

CRET// 20170206

T
= e/ 0

DC

{1y  For ac-ion deemed approcriale.

Set Lead 2: (Action)

CENERAL COUNSEZ

AT WASHINGTON,

B

(J) For acticn deemed appropriate,

*

?@ET/ /70170306

NSL VIO-35826



bl
b2
b7E
b6
b7C
b7A

ALL TNFIRMATION CONTAINED ATE: 13162007
HEREIN 1% UNCLASSIFIED EXCEPT DATE: 12-19-24
WHEFE SHCOWN OTHERBISE

FD-962 (Rev. 03-21-2003) BEASON: - Lod o}

sﬁ!kET//30170306

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/06/2007
To: Incsp=sction Attn: 177, Room 1186l
Zeneral Ccunsel Attn: MNSLE, Koo 7975
From: b2
b7E
Contact: [A ;
b
Approved Bﬂ bicC
bl
Drafted By: b2

Case

ID #:- 27 8-HQ-C1229736-V 1 b7E
- (A ) I )\ [ &;_\_, _,_,_.'-I\_,'D_ ) b?A

Title: in TNTETTLTGENCE OYERSTGHT BOARD (T0OB) ERROX

SYﬁ&ﬁéisa:><i To repor:t possible IOB error.

-

P Derive : =
Decl i n: 032

CLASSIFIED EY 65173duh/ksr/maj

DECLASSIFY  ON: 12-19-2D32

Details:
ey 1.
= =

- >

(T} :><i

LRy

Liods 1

2 Pogzible 1OB Error: Inacvertent Overcollection

(8) 15 USC 168lu(a) = 15 USC 168 uibi. bl
b2
bTE

4. egcription of IOBE Error (inc’uding any reporting

(mn

D
dzlavys).

-“”::P§;:On 3/1472000, National Security Lefbers wepe jagiyed
fle 10 J0SC 148210 ¢a) - 16 (130 182 131 t+.1

|However

sﬁyﬁET//:ol7osoe b4

7D

be
NSL VIO-35827 b7cC




sﬁ§g5?/;20170306 o2
b7E

(U:l T o dInspzction From: m
”“““Remet§{r/278—HQ—C12297jw—v T, D2/ 06/2007

7= b4
and provided full -crodift reoports on bH7D

370477005 and h/L/20Mm tespentively.

i 4
{m :b&(; The Intelligence Oversight Errcr was discovered on 3/6/2007.
The dredit reports and any ECTs that reszulted from their review have
been cernanently charged out of the files and turned over to ADCI b6
Only the information rezussted is being maintained. b7c

SE#RET//:DITO&OE

NSL VIO-35828



[0} -

s@QET/;:ol? 0306

T spection From:
Re- CFe-HO-1 229736V L0, D3/ 06/ 2007
LEAD (s) :

Set Lead 1: (Action)

INSPZCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.

Set Lead 2: (Action)

*

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

S%}&ET//:QLTQjQ@

NSL VIO-35829

b2
b7E



ALL INFORMATION CONTAINED

HERETH T35 WHCLASSIFIED EXCEPT DATE; 1Z-1g-e0oy
EERE SHOUE LSRR CLAZZTFIED BY 65179dsh/karyudad
Rev, 01312008 FEASON: 1.4 {c) -
PECLAZZIFY OM: 12-19-203%
SESRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 3/108/2007
To: Inspeschticon Attn: I.: -
ieneral Counsel Attn: DNELE ibé
| | Attn: DO b7E
b6
From: b7C
Contact: | |

Approved By:
b2
;b7E
Drafted By: | I b7R
Case ID #: (U) | (Pernding)

Title: () REPCRT OF A POTEMNTIAL IOE YATTER
Synopsis: (Uy EC provides details regarding a potential IOE
matter.

SRR v Derl . .
LR G s s Ry

-
2
Reference: (1) EC dated 11/16/2006, file 273-HQ-C1229735. b7E
. A |. b6
D?tal}gz . O 03/083 /20 [:. i, i\ BIC
nformed niz mlperadsor, SOA e — ;
BEEIT RSN at_ﬁ "'vnl~ I b7A

e

(SJ .
| bl
b2
b7E
(U) The potenzial vicolatiorn ooourrsd when a lNaticnal
Sccocurity Letteor (HSL), Jdazed 12/14/2005, was cont Lo bE

17
SEXYET b7C

NSL VIO-35830



SEXRET b2

b7E
T 1o Frooonme:
Re: 2F8-He-C12297 36V 10, 03/08/2007

bd
b7D
bé
b7cC

) &
| The Mol Was Zs5tlled DUESUant T

Title 15, U.3.C., 5 1c4lu. The H3L &g ically regaested
personal identifving information Zrom files relating to
the consumer or consumer accoount kot ced to names associated
with the consumer, current or t)Lm@r addres es, and current or

former vlaces of employment. The N3L also requeste o L alnes
and ajdresses of any financial instituti-ns where reccords
.
the

ndicats consumer maintainsg or mairtained an account.

(1) In response to the Natioznal Ssonrity letter
sent a credit report regarZirg the subject of the case. 1y
Wher, the credit report was received on 2/2/2C06, the case agens 7D
did neot realize it was a full credit repzrt and placed it inzo
the file. No additicnal leads or NSL's were senft out pbased on

tnformaticon provided in the credit report

(1) Cn 378

2007, when e-malls clr-onlated related —o

the uzse of NSL'c and —he pocoikility wis sonding cut full
credit rerorts, SA Lecalled Fe had received a ocredit Cepor:

from in the investiqation and revieys o

file. 12 report was f@v1@wed Dy the writer and ASAL b4

th Was b7D

and desternined to be a full credit rcpﬁrt Th= rer
ni jately placed inTo an envelcpe anc previded to AXCDC[:::::::::].b6

| o1 371272007, where it was secusstered rcending a b7C
determinaticon fromwm HSLE ag to whether thig matter constitutes an 'b7£.
COR wviclation. :

o
2

NSL VIO-35831



SECKRET
b2

Ty Inzpecticon Frooaw: ;
] L7E

Re: (U  278-He-C1229736-V1I0, 03/09/2007

LEAD (s) :
Set Lead 1: (Info)
INSPECTICN

AT TS:

99]

[95]

(1 For information.
Set Lead 2: (Info)

EENERAL TOLUNEEL

AT NSLE

(1)  General Counsel 1is reZussted to review this mat-er
and provide gaidance ags to the dispociticn of the sceguestered
matzsrials.

144

SE>£5T

NSL VIO-35832



(Rev. 01-31-2003) WHEFE SHOWN OTHEEWIGE

(1)

18]

ALL INFORMATION CONTAINELD o
SECRET HEREIN I35 UNCLASSIFIED EXCEPT DATE: 12-153-2007

Precedence: ROUTINE Date: 03/15/2007
To: Inspeschticon Attn: IZ-
Zeneral Counsel Attn: MELE

. C— o2
From: W7E

Contact: N

15

bé
Approved By: b7C
Drafted By: Ebz
b7E
Case ID #: (pe—mio U0 0120002306V (Pending) b7A
{(11)
Title: i) KEPCRT OF A POTENTIAL ITOE MATTER
Aé&ﬁéﬁéisr“;>éz ReporTt of a potential viclation of Title 15,
United 3tatesMNode (U.3.C.), Section 1681w,
------- ~~mm~::}§z: Deriv: :
Decl n:
Details:
Background
c?;[:::::::::ls reportirg fthis matter as a potential
violation of the Fair Credit Repcortipg Act (FCRAY, Title 15, B2
U.5.C., Section 168luv. ] |
b7E
bl
Mationzl Security Lettf=sr (NSL) was issusd e
pursuant to Ss=ctions 168lula) znd (b) of the FCRA directing B7C
. . . ! . . DIC
to provide consumer identifyviny information and the names b4
and addresses of financial institutions at which the sukject g
mzintzined accounts. b7D

'““fTﬁ(//The le-ter, siqned by tlend SAC
e ==

\\and Jazed D3/17/°005%, wias Lerwarooa
AN NS e a ET=RaalaNalz) upory (:En:‘:j Sated lL‘]fl'/‘,/}ZU;_]';’I

The Case Aldent received re-ords frdim

-
I

n response Lo the MSL on or akout 04/165/72C0z.

i

NSL VIO-35833

SESRET



=3

=y

SEYEET b2

Inapeotion Erfm:
(Uy 278-He-212297 36910, D2715/2007

x ]
m

cled f rn"uml pursuant to

hone of which was
redacted-oresciEsd dn aneg ey e IR0l Tlstory was filed in
a _-A envelope

The informa-zion re
the MNSL was a full “radlf histor

oL = Case Lgent for thi nvestigation was SA

is
RA. The 323A was 323RA retired).

Detection of Potentizl “OB Matter

on
counterintelligence

17, durinz the review of
stions Zor FORA HS8Ls as directed by
{

the Mational Security Branch (see NSE EC fTo R11 Field Cffices
dated 03/05/2007, 319%-HQ-A1487720=0GC, ser‘a) 379'1,:

Chief Division uounoel (cpey ssal | dsterinined

that the inforgation contained 15 ekl

proveded by in response to 0271772002 Moh

shfi=h = credit history, dated 04/C4/2003, of the
(deospize the fact that rogacstaed only

er 1dentiriying information ard tle Zdentification of
f1n1n: 3]l institutions). As noted above, the <credif history had
actions or excisions.

(U) The credit history has keen charged cut of the
filz and will be =zeques=ered by thel ChC Jduripg the
pendency of this potential IOB metter. Addifionally“
COC hias reviewed Lhie entire invesligallve [lle and digoov
nstances in which the credit file irnZormaticn was used,
drouamwented in another communicatior, erteresd intoe any databasze,
erinated.

NSL VIO-35834

bl
b2
b7E
b6
b7C

b1

")

b7E
b4
b7D
b6
b7C



sﬁ}RET
To: Irope~tinon Fromw:

Re: (LI} CZ78-HQ-CloCoiin—wit, n=/1&/n007¢

LEAD (s) :
Set Lead 1: (Actiocn)

SENERAL COUNSEL

AT WASHINGTON, DC

en Reporting potential IOR matter for whitever
Jdeemez appropriate.

Set Lead 2: (Action)
IHSPECTION

AT WASH NGTON, DG

(J)  Repcrting potential ICE matzcr for whatever
deemed appropriate.

*

Sﬁ?ﬂET
3

NSL VIO-35835

action

Aol Lo

b2
b7E



(Rev. 01-31-2003)

130y

ALL INFORMATION CONTAINED
HEPEIN I3 UNCLARZIFIED EXCEPT
WHERE SHOWN OTHERWISE

spERET

DRTE: 12-12-2007

CLAS5IFIED BY &517%dmh/ksr /maj
REASON:- 1.4-{¢}
DECLASEIFY .OM; . 12-15-2032

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 03/13/2007
To: Inspeschticon Attn: IZ-
izeneral Counsel Attn: MNSLE
| | Attn: D0
From: b2
b7E
Contact: S84 b6
Approved By: nIc
Drafted By: I
Case ID #: (U) 278-HQ-Z1229736-VIO (Pending)
Title: i) REPCRT OF A POTEMNTIAL IOE YATTER
Synopsis: (Uy EC provides details regarding a potential IOE

matter.

(IIJ _______________ bl
b2
Reference: (UJ) EC dated 11/16/2008, file 278-HQ-CLl229736 b7E
be
Details: (3] on 03/07/2007,L sa e
Informed N1z SURErvVISD femem e SN S =
vinlation related to 3 I
= bl
b2
b7E
(U} The potenzial violztior zocurred when a National )
Secprity Tetter (WATY, Fa-ed 12/00/ 006, wam ==nt 0 b4
bh7D
hé
SERRET b7C

NSL VIO-35836



b
SF)ﬁET b7E
sen Erem: ]

2TO-HE-C1223736-V 10, 03/13/2007

B

IThc N3L was lzsued pursuant to
Title 15, U.S.C., Seczion 1621lu.  The LMIL _Specifically redquested
personal identifving information Zrom files relating to
the cocnsuwrer or consumer acoount but  limited to names associated
with the consamer, current or former acdresses, and current or
former claces of employment. The NSL a_so L”quhu“ e IS
and addressss of any finmancial instituti-ns where records
ndicate the consumer maintains <or mairtained an account.

(11 In response to the MNati-onal Sscur lty letter
sent a credit report regzarziirg the subject of the case.
The credit report was received in early (the case agent does not
recz_.1l the specific date <The NSL was recelved fron
February, 2207, was reviewed by the casze agent in =arly March,
207, at which time the case agent ncted the information was a
full credit report. As noted zbove, the case agent sought
Juidances from his supsrviscrs on 03/07/2007. The credit repcort
was never s=rialized inTo the file, ans no additional leazads or
HiL's wore Zent out based on informaticon provided in the credi=
repcrt.  The credit report was immediately plazed into an
enve_cp=s and zejuestered with ADC on 0372972007
pending a determination from NSLE as T whether thl_ matter
constitutes an IOE viclation.

SE T

NSL VIO-35837

be
b7C
b4
b7D

b2
b7E
b6
b7¢C



SEdhET
To:  Tnepection Frome: :j

.....

Re: (U)  Z78-HQ-C12092736-VIO, 03/13/2007

LEAD(s) :
Set Lead 1: (Info)

INSPETTION

AT TISE

(U1 For information.
Set Lead 2: (Info)

SENERAL COUNSEL

AT NSLE

(UY  Cereral Counscl ic roguested To review This matter
and provide guidarce as to the dispeosition of the sejuezstered
mazerials.

*

Sﬁ?RET
3

NSL VIO-35838



(Rev. 01-31-2003)

e

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/13/2007
Teo: Inspeschticon Attn: ICZ:
zeneral Counsel Attn: MELE
I Attn: DO
From: 2
b7E
ontact: SSA bé
b7¢C

Approved By:

Drafted By:

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)

Title: Q] REPCRT OF A POTENTIAL IOE MATTER

Synopsis: (U)y EC provides details regarding a potential IOE
matter.
() -
Declas 9/2017
Reference: {11y EC dated 11/16/2006, le = HQ-C12297356.
Details: (3) On HS/H//zHH',
nformed niz supervisor, 33A [-T & potential TOE

vinlation related to 3]

l”"\l

ourr=d when
cont tc

The poten-ial violation
or (MSL), Jdazed 12/12/C2

SMET

o

(U
ity Lot

006G, was

€3]
)
[P
!
]
i
it

NSL VIO-35839

3 Naticnal

b2
b7E
bl
b7Aa

bl
b2
b7E

be

b7¢C



SPORET

T 1o From:  WZO
Re: 2F8-HO-C12297 3610, 03/13/2

w07

Title 15, U.3.C., 3eczicn 16%1u. The
personal identifyving information Zrom
the consurer or consumer acoiunt kbt

with the consumer, current or former add

f-ormer vlaces of employment. The KSL

and addrezses of any financizl instituti-
ndicats the consumer maintains or mailrta

(U) In response to the National Security 1« .
E::::::]'ent a credit report regaerZirg the subject of the rcase.
redi e

5

The credit report was received in early (the case a3
recs.]l the specific date

Februzry, 2307,

007, at

fu_l credit report. As noted zhove,

guidance

WS T

HNEL's w=re

~he N3L was recelved from

|The = L was ~ssued pursuant to

cifically requested
files relating to

Jd to names assoclazed
ses, and current or
equested the names

15 where reccords
‘nied An Ameei -

,1

2007, was reviewed by the case agent in =arly March,
whicn time the case agent noted the information was a
the cass agent scught
from his supervisor on 03/07/20C7. The credit report
-~ georialiced inzo the file, anc no additional leads or
zent out based on informatizn provided in the credi=

repcrt.  The credit repors was impgediately placed into an

enve_cpez and sejuestered with ADC
pending a determination from N3LB as
constitntezs an LOB violation.

SEQRET

T OEJIM/ 007
o whether this matter

NSL VIO-35840

b6
b7c
b4
b7D

b2
b7E
b4
b7C
b6
b7C



ESQEET
Ty Inzpecticon Frooaw:

Re: (U)  279-HQ-C1229736=V10, 03/13/2007

LEAD (s) :
Set Lead 1: (Info)
INSPECTICN

AT TS:

[£5}

[95]

(1 For information.
Set Lead 2: (Info)

EENERAL TOLUNEEL

AT NSLE

(1)  General Counsel 1is refussted to
and provide galdance as to the dispociticn of the scgues

materials.

144

NSL VIO-35841

review this

b2
b7E



ALL INFORMATION CONTAINED

HEFETN 15 UNCLASSIFIED EXCEFT DAIE: la=13=2003
CLASSIFIED BY 65179dub/kst mal

(Rev. 01-31-2003) WHERE. - SHUWN. OTHERWISE

SEéRET

FEDERAL BUREAU OF INVESTIGATION

DECLASEIFY QN:

Precedence: ROUTINE Date: 03/13/2007
To: Inspeschticon Attn: I°%
Ceperas]l Coupsel Attn: DMNELE
| | Attn: D0
From:
—TTCTCC T SSA ] J
b2
Approved By: b7E
b6
b7C
Drafted By:
Case ID #: (U) CZ78-HQ-T1229736-VIO (Pending)
Title: i) REPCRT OF A POTEMNTIAL IOE YATTER
Synopsis: (Uy EC provides details regarding a potential IOE
matter.
o 03/09/2017
Reference: (1) EC dated 11/16/2006, file 273-HQ-C1229735. o
Details: )“(c:m 03/13/2007, o | :bpf_E
nformed nlzNupervisor, S3A |of aonterntial TOR jbb
iS)~wmwjﬁi3;jﬁnmrgigt%dmﬁﬁmﬂl ----------------------------------------- - FEEvestogation) bh7C
bl
(3) bl
b2
b7E
(U} The potenzial violztior zocourred when i_N_j_U_g_ﬂ_\_I Lo b6
Security Tetter (HaT), da-ed 01/11/°007, was s=nt +o L7C
b4
b7D

SEChET

NSL VIO-35842



s%égET

bz
b7E

was Lzsued pursuant to
‘“E”lfl”allj requested

T =) ul=tnd E‘Wﬂ:l

Re: (U)  278-He-01229736-V10, 02/13/2007
l | The naL
T1itle 15, TJ.S.C., Sec-lion 1le=lu.  The

persconal identifving information Zrom

files relating to

the <cnsuner or consumer account buot —m_ted to names associazed
with the consamer, current or formsr azdresses, and current or
forwer vlaces of employment. The MNSL a_zo Leqj sted the names
and address=ss of any finmancizl instituti-ns whe L%[:::::::tecords
‘ndicate the consumer maintains <or mairtal ned an account.

(1 In response to the Mati

s=nt a credit report regzaridlc

The credit report was received at::tEf
iewed by the case agenT on 02/23/20
viewed, the case agent did not r=

repcrt and placed it into the file. o
wers zent out based on information pro

Sscurity letter
subject of the case.
mid-February, 2907, and
When the credit repors
=alize it was a full credi=z
7 additional leads cr HSL's
voded in the credit report.

oAl
the

in
07,

(1Y ©n 3/13/2007, upon reviewing e-wajls cipr-nlated
re_atod to thoe use of NSL's and the =k BN I WS
5ﬂn|_nq oat full credit reporig, SPI E%ca“led Se had

credift reporT from |in the
aticon and reviewed his fi1le. The reddort was reviewed by

writer and determined to be & full credit rerort. The repors-
cncdiotoly placed inTo zn envelcope and orovided to A/CDC
| on 3/13/2007, where it wag sequestered pending a
determinaticn Ifrom HSLE ag to whether this matter constitutes an
NES)ZERYANSE L NS R An EC which summzarized Lhie results of the MSL
I |serial 2h) was remoues from fhe file, placed inzc
an envelope, and previded to ADC |or 03/13/2007.  The
up_caded -copy of the zame EC was removed from ACS on 03/12/2007.

(5)

SEARET

NSL VIO-35843

b6
hic
b4

bh7D

b4
b7D

s

bTE

b2
b7F
b4
b7D
bé
p7C
bl



SﬂERET

Ty Inzpecticon Frooaw:
Re: (U)  278-HQe-1229736-VI0, D3/13/2007

LEAD (s) :
Set Lead 1: (Info)
INSPECTICN

AT TS:

99]

[95]

(1 For information.

Set Lead 2: (Info)

EENERAL TOLUNEEL

AT NSLE

(1)  General Counsel 1is reZussted to review this mat-er
as to the dispociticn of the zcgue

and provide gaidance
matzrials.

144

SWT
3

NSL VIO-35844

stered



(Rev. 01-31-2003)

ALL INFORMATIOWN COWTAINED
HEREIN IS UNCLASSIFIED EXTCEPRT

DATE: 12-19-2007
CLASZIFIED BY £517%dmh/kar /maj

ZHOWN -OTHERWISE

SE¢§ET

REASOH: 1.4 {c}
DECLASSTRY

FEDERAL BUREAU OF INVESTIGATION

OMr- 12~ 19-203%

Precedence: ROUTINE Date: 03/13/2007
To: Inspeschticon Attn: I.:
Zeners]l Coupnsel Attn: MNSLE
Attn: TDC
From:
TomTEer:  San | |
Approved By:
Drafted By:
Case ID #: (U) C279-HQ-C1229736-VIO (Pending)
Title: i) REPCRT OF A POTEMTIAL IOER YATTER
Synopsis: (U)y EC provides details regarding a potential IOE
matter.
t ..... ::><i: DerT om G=
Declassji 9/2017
Reference: {(J) EC dated 11/16/2006, file 273-HQ-C1229735.
Details: IS

nformed niz

<79 1 2+ 3 -

LE

| ISR IETN S )

a
S P ETe Y = AN A=
o

. B

[ =]
(UJ) The poten-ial viclatiorn courred when g Nationgl
Scopyrity Jetter (FS1Y, Ha-—a=d 11/ 70/ i, wWas cent +c| |

SﬁgBET

The HSL was

scuod purguant to

NSL VIO-35845

i
i

h7E
b6
b7cC

b2
b7E
be
b7C
bl

bl
b2

b7E

b4
b7D
bé
b7C



SWT
icm Froom: :

2TO-HE-C1223736-V 10, 03/13/2007

Title 15, U.5.C., Seczion 16&81lu.  The
personal identifving information Zrom
the consumer or consumer accoount but limited to
with the consumer, current or former atdressss, and current or

former vlaces of employment. The 3L also reguesfied fhe pames
and addresses of any financizl instiftuti-ns where records
ndicats the consumer maintains or malrtalined an Iooonin .
- (1) In response to the National Sscurity letter
sent a credift report regarzirg the subject of the case.
The credit report was received in early Fekruary i(the ~ase agent
ocall the specific date the 3L was rece
, 2007, was reviewed ky the case agen
-zh, 2037, at which time fthe case agent noted th
was a full credit report. As notec above, the cas

Juz from his supervisor on 03/07/20C7, The credit LHpJLt
F33 gerialiced inzZc the file, anc no additicnal leads or

sent out kased on informatior provided in the credit
Theo credit reoporT was immcediately placed into an
e and segquestered with ADC| | on 03/09/2007
pending a determination from NSLB as to whether this matter
c-natitates an IOR violation.

SECNET

NSL VIO-35846

ﬁb7E

b4
b7D

b2
b7ER
b4

b7D

ﬁb7C



SEEkET
To: Inswestion  From: [:::::] :ggE

Re: Uy ST7E=NO-ClinaTEe-VIO, 0371372007

LEAD (s) :
Set Lead 1: (Info)

INSPEZTION

D

T T
AT _

S

f

(U) For information.
Set Lead 2: (Info)

GENERAL TOLINEEL

(U) (General Counsel is requested —o review this matter
and provide guidance as to the disposition of the sequestered
materiala.

*

SE&%ET
3

NSL VIO-35847



(Rev. 01-31-2003)

schET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/13/2007
Teo: Inspeschticon Attn: ICZ:
[ e =T B S R o R == Attn: NSLE
Attn: D b7
From: gb7E
ho6
Contact: SSAI I bh7¢C
Approved By: )
PP Y bl
b2
b7E
Drafted By:
Case ID #: (U) 278-HQ-Z1229736-VIO (Pending)
Title: () REPCRT OF A POTEMTIAL IOER YATTER
Synopsis: (Uy EC provides details regarding a potential IOE .
matter. :bl
b2
¥y on: b4
Reference: (1) EC dated 11/16/2006, file 273-HQ-C1229735. i?D
De

Details: )((“m 03/12/2007 ] sn | b7C
informed niszs supervisor, SSAl I oI a potential IOE b74
L

viclatico el ot o o [ e ot C ot e ot i arad]

(3]

(5]
1 ST _H_>T<The potenzial viaolz 1'101 wocurred when 3 National 4
S=c ity =t e (ST da-=d 02 /05007 wWas ment o b7D
b6

STB;QRET b7C

NSL VIO-35848



S%ET b2

b7E
Ty Inzpecticon Frooaw:
Re: (U)y  278-He-01229736=-VI0, 02/13/2007

I The H3L was issusd purszuant to Title

g, UJ.s.C., Section Z705%(ag The L3I cnecifically recquested toll
billing records related to telechone nunbers.

(1 In response t£o the MNati-onal Sescurity lette
sent a3 series of files with toll recoras regarding the telephone
nampers idenfdified in the M3L. The taoll recirds were recelved
via emaill at o 0370672007, znd reviewed on 03/12/2007. When
the toll records were reviewed, 1t was discovered that
nfermation on one telephone nuber rot identified in the N3 had

heen orovided as part of The datz.  No additional leads or MEL's
weres sent oiat based on informaticon provided in the credit report.

() on 3/13/07, FEIHQ, 0Gc, MsLE 26t [ ]

14
hdvised[:::]Vi E-mail that thig is a Flob and that

the Znifcrmaticon should e returped o

Baszd on guidance troml P oGl, F=Z140, tThe email
with the toll record files was deleted on C3/132/2007 ., The EC
with €D containing the —coll records wac reccived agel -

0z/13/2007, and was immediately provided teo 2/CDT

on ths =zare day, where it was sequestered pending a determination
from N3LE as to whether this matter corstitutes an ICE violazion.

SE?QET

NSL VIO-35849

b4
b7D
wno

b7E

b2
b7E
b6
b7C



SEQRET
Ty Inzpecticon Frooaw:

Re: (U)  279-HQ-C1229736-V10, 03/13/2007

LEAD (s) :
Set Lead 1: (Info)
INSPECTICN

AT TS:

99]

[95]

(1 For information.
Set Lead 2: (Info)

EENERAL TOLUNEEL

AT NSLE

(1)  General Counsel 1is reZussted to review this mat-er
and provide gaidance ags to the dispociticn of the sceguestered
matzsrials.

144

NSL VIO-35850



ALL INFORMATION CONTAINELD
HEFEIN I5 UNCLASSIFIED ENCEPT
WHERE SHOWN OTHERWNISE

FD-962 (Rev. 03-21-2005)

Sgs;ET//20320313

DATE: 12-19-2007

CLASSIFIED BY £517%dmh/ksy/mal
REASON: 1.4 (2}
DECLASSIEY. Ol L2-12-2032

FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 03/13/2007
To: : Attn: 2D7| | o
Inspection Attn: I-3, Room 11z6l jb“
Zeneral Counsel Attn: HNSLR, Rocr 7975 jb7E
b6
From: b7C
Contact: &A
Approved By: | |
Drafted By: | ;bl
O bz
case ID #: &) _27E8-HO-C1770736-V10 bTE
(3) —_— [oB
iU?“w:}sj oo
Title: iy FOZSIELE INTELLIGENCE OVERSIGHT EOARD (IOE) ERROK
Synopsis: (3) To repors possikble IOR error. bl
>< b2
(1) Declassify O b7E

Details:
S 1.
CH I
(T ':>%<i Z Poszible IOE Error:
) .
Lb“ (3)
b7E
e _w:>*§j 4. Description of IOE Error (inc_uding any reporting delays).
iUJw~»:)<Q A Matiopal Secprifsr Tetter (NZL) was properly prepared,
approved &ndizeprved .l fcr records of an account
b4 be_cnging td The NZL reguested records
b7D beginning oo 231/01/2001.] proevided results including =
staternent dated 01/08/2001, which 1ncluded transacticons in December,
2is0i,
tUJ“'%:>*§Z Although regults of the HEL wors received in 2006, the
prseinle I0Z viclation was not disoovered until analysis of Zhis
statement cccurred on 03/13/2007.
SECYET/ /20320313

NSL VIO-35851



SyéRET//20320313

b2
Inzpection From: : BTE
S JTC-HC-C12297 2610, 03/132/2007 -

|:U:| >< Tne Decenloer 2000 results bave been redacted from —he
resufts Rept dp the case file. The origina’l results have been 1o

forwarded to EDY for sejquesterirg. L7E

SE%ET//20320313

NSL VIO-35852



SEMT//ZOBZOBIB

sppection From:

DTe-He-Cl1 Xy, 03/ 13/ 2007

LEAD (s) :

Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*

3‘7@'\’\ET//20320313

NSL VIO-35853



bl
b2
b7E

ALL INFUPRMATIDN CONTAIMED

HEREIHN I8 IMCLAZSIFIED EXCEPT DETE: 12-19-2007
WHEFE SHOWN OTHERWISE CLASSIFIED BY £517%dnh ksr/mai
(Rev. 01-31-2003) REASONE 145

i)

B J——
SECREL— DECLASIIFY 0N 12-19:203

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 32/13/2007 b2
To: Inspecticn Attn: IZ< b7E
Ceperal Connsel] Attn: MEL bé
Attn: DO pIic
From:
T contact:

Approved By:

Drafted By:

Case ID #: (1J) Z78-HQ-Cl225736-VIO (Pending)
Title: (U) REPCRT OF A POTENTIAL IOB MATITER

Synopsis: (U) EC provides detalils recarding a potential IOE
matter.

- > W b

b7E
Reference: (U) C Jdazed 11/16/2006, Zile Z75-HQ-Cl2297305. be
Details: )<On 03/08/2007, _sa] b7C
nformed ner Supervisor, SSEP Jol 3 potential IOE
viclaticop related o al |r*munferirﬁrel"ia%n#e ivestigation

B

e ~:>§i The poten-ial vicolatior soourraed when g Natdons] hé
Sceourity Letter (HSL), Jdazed 10/17/2006¢, was cont to I BIC

WED S T

NSL VIO-35854



S ET b2

~ o ) o b7E
- Inspection Frome: | |
Re (U)  278-HQ-C1229736-VI0, D2/13/2007
[TThe hoL was LoSou=d DALSuant —o
TItle 10, Dot S TonT., T Tne HAL specifically requested the
names and addressgses of all financizl irnstitutions where
reccords indicate the consumer maintaing -r maintained an aczount.
N In resgponse £ the I‘\.'L?L,:[:‘)L'rv'-.fided the
delivering of Iym-cc—d credit report dated 11/28/2006.
Or 12/14/2006, Divigion provided the initial case agent,
SR an 2lectronic ConNU ek ——— e
= results in a 1A envelaope.
iSh e Nlher ne credi report was received on cr akoat Ol/05/72007,
[

jent, SE | d4id not realize it

s a 1 ore repcr= and filed 1t. To date, no additional
_gads, NSLeg, or other investigative acticn was conducted kasesd on
the “nformaticon provided in the credit rep:ort.

R T -~~-’>)<On 3/08/2007, \’\ft’lerlDCOl_lflteriﬂt%llj_';]-v e

Dl rigion wdzs awtified by FBIHQ OfZicc of General Counsel of —he
2oility that full credit reports may have rteen provided in
resoons=s to non-CounterZerrorism N3Ls, SAI Ichecked her
current case files and noTticed an EC erclosing an' :
relno i -nr|1mm iazely showed her ZLmaryiscor, o248
|tne 1§redit Tepcrt. SSA and sS4
unsurs whether Lhe lHIuLmdthH provizec by
credit report and therefcore cotertial TIOB
il

E tiffff]cn.
I and SA met with ADT
he e
e

Doce gl ep 02/13/2007, SSE
=, and was

l showed him the NSL r ,
nformed by AL —hat the recsults app to bhe a full

credit report. The repors, enclcsed i a 1A envelope, was
lmmediately provided —o ADC or. 03/.3/2007, where it was
sequestzred pending a determinatior from N3 LE as to whether =—his
matter congtitutesz an IOER vialztiorn.

SES?ET
2

NSL VIO-35855

b4
b7D
be
b7

bl
b2
b7E
b6
b7C
b4
b7D

b2
b7E
b4
b7D
b6
bicC



Ty Inzpecticon Frooaw:

g

Re: (U) 279-HQE-C1009736-w10, D2/ 12/ 2007

LEAD (s) :
Set Lead 1: (Info)
INSPECTICN

AT TS:

99]

[95]

(1 For information.
Set Lead 2: (Info)

EENERAL TOLUNEEL

AT NSLE

(1)  General Counsel 1is reZussted to review this mat-er

and provide gaidance ags to the dispociticn of the sceguestered
matzrials.

144

NSL VIO-35856



b2
b7E
bé

b7cC

DATE: 1Z-19-2007
CLASSIFIED BY &5179%dubi/ker/ma)

PERSON: 1.4 (¢} ALL INFORMATION CONTAINED
swleT WHERE “SHOWN OTHERWIZE

inn”

-

=)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/16/2007
To: Inspesction Attn: II7, Reoom 2041
Zeneral Counsel Attn: NELE, Roon 7975

From:

b2

Dh7E
Approved By: b6

h7C

Drafted By:

CééémID“#tm N¢) Zi8-HQ-ClZ29736-YIO

Title: iy  XREPFORT O A TOTENTIAL
INTELLIGENCE OYERSIGHT BOARD (IZ0OR) MATTZR

mSynopsis1“>X<: To report possible IOB error.

g

Declassify

Details:
= 1.
] =

>§{ 3. Pozsikble 1OE Error: bl
. b2
& b7E
:2*: 4. On 097057004, CR] Lssyued 8 National Se-syri—ss
Letter (HM3L) to |
regquesting the names and address of a_1l financial dpopstityuticons, as

es

defined in Title 12, U.5.C., Section 3401, at whion

mantains or nad maintainesd anoascourt. The NIL cited Clils rogueor
33

was authorized by Ezecutive Order 123535, and pursuant f£o Title 1b,
Lo C Secticn 1oolifal Phe NSL 12 Cocumentsd in case file 4
)
&
7E

SE?(ET b4
b7D

NSL VIO-35857

2258 VWED



bl
b2
b7E
beé
b7C

SE\G{ET

&l

15

i)

subsequent N3DT T

F | | b
T = R (1 :
. 5 i —_— DPIE
Re: {(3) :7H—Hg—'l“'ﬁib—\io D3/16/2007
Crn 1o/1%/2004d, ~cturncd the resultg of ~he HEL
whi-h dnclided a full credit report on I
bl
NS¢ on 12/13/2004, sAf izsued an MSL to b4
Laged on the b7D

financial 1nstitution recuesting recorcs fcrl |
nfcrmation contained on “edd T ya
an account numbsl sssnclas

included b2
from _the credit report in thb/E
SA |viould have ne
Zzgued the NESL TEgorolecs oL e aoarrronal aczount information 1
cintained in the credit report; zani the informzation provided by —he b7C
financial institution in —urn woulz have, and in fact did, reveal the
acocunt namkbers from the credit report.

.

] SR did reot use the additionally provided
nformation, that 15 information in adciticn teo names and addresses of
finanzial 1nstifubions ke ed 10 the credit report Lo rejques: bl

additional records fog- or to conduct further investigazive
ixtl“lfyl Furthﬁrmvru, the toll crecit report has not keen uploaded b6
inteo any FBI datakase to include ACS3, and thel rexords haveb7C
boon r“1ov3j from the case file zng ccegucstered by CDCF-J |‘b4
b7D

NSL VIO-35858



1R

SENRET

To: __nsoestion  From:
Re: N7 272-10-Clo2a7320-VI0, 03/16/2007

LEAD (s) :
Set Lead 1: (Action)
INSPECT 7N

AT WASHINGTCM, =2C

(U) Fcr action deesmed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTCOM, DC

(U) For action deemed appropriate.

*

SEQRET

2208 .WPD 3

NSL VIO-35859



DATE: 12-19-3007

ALL INFORMATION CONTAINED CLASSIFIED BY £5179dmh ksrimaj
FD-962 (Rev. 03-21-2005) I N 4 SRIFIED EXCERT REASON: L. (o)

WHERE SHOWN OTHERUISE DECLASSIFY. .ON:..12-19+2032

SECRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/16/2007

To: Inspesction Attn: II7, Reoom 2041
Zeneral Counsel Attnh: MNSLE, Koorn 7975

From:

b2
Contact: b7E
be
Approved By: H7C

Drafted By:l |

() Case-ID #>< T8-HO-C1229756=-VIO

Title: iy XREPFORT O A TOTENTIAL
INTELLIGENCE OYERSIGHT BOARD (ZOR) MATTZR

in“m“““Synopsis€>%{i To report possible IOB error.

(1) >S< Derl om G-3

Details:

b1
b2

b7E =y 1.
b&
b7¢C

sz
in““”“)X( 3. Prgzikle IOR Error: bl
) b2

=
X
isN

b7E

Degcripticn of IOBR Error (inc_uding any reporting delays).

\:PSi:;On 03/14/2005, 2] loubmitted a request for a Nazional
Secyrifs etter (N3L) tof

rejquesting the names znd adzrecs
“nstituticons as definesd in Title 12, 1J.3

ses of all financial
3.C., 3=cticn 3401, a= which

iSj -t | maintains or had mairtzained an account.  The NSL cited
this rejquest was authorized by Erverutive Order 12333, and pursuant to

s‘gsRE'r

re)

ZVWED

o
(4]

I
<

NSL VIO-35860

b1
b4
b7D
b6
b7C




sioker n7e

T Inapsotion Frome: :bl

CRere (3 JTC-HC-C12297 2610, U3/716/2007 b2
i . , ’ . b7E

T ] e e s S aYubalk ol N M NN B Tre ML iz documented in cace bé

b7C
'l%/'?[‘ll"l': Division of the
A WL warvan mrs r=v L N |
bl
On Jd/Z6/200%, 3k issued Hil'a | I”eparate b2
finan-ial instituticons Lequeﬁflnw re.: ij~ for hﬂ’ed on th%‘b7E
nformation contained on The 7gbtccesd.cagients . A4 liz—ed
cacoountonanbgrs associaTted with fror The ST oot 10 b
egch of toe b s ERt NS E T, anermented i) b7D
D&
b7C
(UT”“““;E&(: S would have issued fka[:::;JHSL's regardlaqs of the
addifional account information contained on the credit repors since
Hth information would have legally identifled those flnanllal
nstituticns via a proper respon@eeliom the -credit reporting adeniy.

=)

The nforration provided by the

would have,
crodit report,

ZinancZal ingtitutions in turn

and in fact 4did, reveal The aczount nurhers from the

7Y
o H

Jdid no< use the azditionally provided informazion,

that is The 1nformation in additior. Lo names and addresses of

activity.

arny
e

cfimansial ias

FurtheLmore, the full crezi

'fufions contained irn the credift report, to rejquesc

lor t: conducr furtner investigativs
i35 not uploaded lrnvlbl

FEI datzabase to include ACS. The records have besen ba
vl [ron Lhe case [ile and sequestered by CODC
b7D
b6
b7cC
SEZRET
JWED z

NSL VIO-35861



SWARET

(U To:  Znopestion From: | | sz
et ><_ S-HQ-C1220738-710, 03/716/2007 DbTE

LEAD (s) :
Set Lead 1: (Action)
INSPECTZON

AT WASHINGTON, [

‘0 For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHTNGTON, DC

(1)  For action desmed appropriate.

*

SEM

NSL VIO-35862



(ReV. 01-31-2003)  TeemtRm MERRUTORLELANTEANTSRS L&AS:IFIED

ALL THFORMATION CONTATNED
HEREIN I3 UNCLAZSIFIED EXCEFT

WHERE SHOWN OTHERWISE DATE: lz-13-2007

BY ESLTSARN

R BEASON 1,47
SENRET DECLASSTFY (M: 13-

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 3/16/2007

Teo: Inspeschticon Attn: Internal Investigations
Koo 11102

General Counsel Attn: lISLE .
Rorm 7675 b2
b7E
From: I bé
b7cC
Contaect: I35 bic
Approved By: | |
Drafted By: e
Y be
- f\'70 —i Pl T s - K ‘b”’(‘
Case ID #: (U) -HQ-C1229736-VIO (Pending) -
Title: i SPECTAL ACENT (SA) |
SUPERVISORY SPECIAL AGENT (SSA)
FC32IEBLE INTELLIGENCE OVERZIGHT EOARLD
(IOB) MATTER - COUNTERINTELLIGENCE RZLATED
Synopsis: (Jy  To provide ncotificatiorn cf a possikle IOE
viclaticn and tr reques- —hat this matter he reported as an TOR
violation - if appropriate. b2
:><: FBI SCG G- :b7C
(- Declas el
pic
tails: .- Y Lo acsioped to the
DiVloth | His
supsrvizor during this investigaticn was SsSA| |
‘retired;
{2 Y I I was tlhe gee sAdqert o foe
bl
b2
b7E
| | b4
o b7D

S%ET

NSL VIO-35863



L2

SEPRET b2

- Inapecticon  From: | | b7E
Re (U)  278-HE-C12297360=-VIO, D3/16/2007
b2
b7E
b4
b7D
bé
b7C
On 2370577007 Sl clldi oo copdiored Dy SR I I
and I”'”l | Division, reviewing
thiz file for potential 1OE viclsztiorns. bl
Ol ), @ review o fLhis file was also conducted Eb6
by 235 revealed that | |provided a full b7C
crodif ToLorey rfoouleolng ipon jpagvertent over-colloction of 4
nformation. Accordingly, Divisicn hereby reports b7D
thiz cver-collection as a possible 10D violaticn.

SE%T

NSL VIO-35864



b2
b7E

7oy Insp
Re: (U) N/ 2007
LEAD (s) :
Set Lead 1: (Action)
INSPECTICN

AT WASHINGTON, DC

() The Internal Investigations 3=sction iz rejues-ed
o deternine if the matter relzted ir. thig ccrnrunication should

be revorted as an IOB.
Set Lead 2: (Action)

SEANERAL COUMSEL

AT WASHINGTON, DC

(U) NSLB is requested to Zefermine if ftne matter
re_at=d in this communicazion shculd be reported asz an ICE.

*

SE‘%T
3

NSL VIO-35865



(Rev. 01-31-2003)

-

DATE: 12-13-2007
CLA3SIFIED BY 6517%dwh kst maj
REASON: 1.4 {c)

SZGRET

ALL INFORMATION CONTAINED
HERETN - I5-WNCLAS STFIED-EXCEPT
WHEPE - SHOWH - OTHERWISE

FEDERAL BUREAU OF INVESTIGATION

Date: 3/09/2007
Attn: IT3
Attn: 3Lz, Roow 7947

b2

b7E

Precedence: ROUTIMNE
To: INZD

Zeneral Counsel
From:

Contact: SA

Approved By:
Drafted By:
Case ID #: ()

278=-HO-T17229736-YIO
-7 50078-A

Title: i) REFCRT OF A

POTENTIAL IOE

bé
b7C

b2

b7E

YATTER

To report a potential IOE matt=sr bas=d on ths

nadvertent collection of consumer crec’:t informaticn.

Deriv ; =
D 1ify On:

bl

bo
Reference: {3) bIE

(3) .

(5 b7Aa

Lo)

(3)

(3)
Administrative: 8 In —he referencec sersgla, Naticngl b4
Security Tetters” (MSL) were requezstes fr-jnl b7D

b7C

Details: (U) Case Agent: 3A
(J) Supervisor: 33SA

[Fp!
=

bl

NSL VIO-35866



M .

b1
b2
b7E

IMNZED

bl
b2
b7E
bé
b7C
b7A

Froo:
2TE-HE-C1229736 - VIO,

15)

N

W)

SECRET

03/09/2007

sszT
2

NSL VIO-35867




b1l
b2
b7E
b7A

2XCRET

75736

- VIO, 0D3/09/2007

b2
b7E

SBQFET
3

NSL VIO-35868




()

To:
R

I

e

)

[

L

ST

{
a

Frome
HO-CT-oCo730 = Y10, 03/08/2007

)

S

A

|2

!ﬁefET

b2

b1

Mo derivatlive LiZorwalion was requested or collected
reasilt ~f theze iradvertenl requesis/oollecting.

""XEBIHQ EC (319W-EQ-A1457699-CD, serial 41, dated
03/0%/2007, provided prior guidance on the statutory
o

restrictions controllins the issuance

of HMSLeg to oktzir

full credit reports in counterintelligence
investigations. On 03/08/2C07, ugpcon learning that three
~of the requests were imeroperly reguiested, writer was

advized by SSE T
and resulls pertalnling
the

seal and sequester all M3Ls
Lo credift reports and place 1t in
Chief Zivision Counsel

secure gafs of the

(CDC). This was complctec on 03/729/2007 Lor ~he serials
and results listed in the refercnce cection.

(J)  Anv gues—ions -—edgs=1rczirg the acove can ke
dirscted to Attent:cn: Special | |
| |eTephionie numeer| |

SEfR@T

NSL VIO-35869



SéékET

T IMNZD  From:

Re D 278 -HO-TToo oS0 — v L0, 03/09/2007

LEAD (s) :
Set Lead 1: (Action)

SENERAT TOUNSEL

AT WASHINGTOM, [

(1 The Office of The Gensra’ Tounssel iz requested —a
review the circumstances reggaodipg the possik’e IOE violation and
to subszquently provide OV Zlrection regarding the
disposition of the records which were inadvertently collected.

LEAD (s) :
Set Lead 2. (Discretionary)
INSPZCTICH

AT AT INTERNADL INVESTIGATIVE SECTZOMN, WASHINSTON, O

(U) For aczZion deemed appropriate.
+*

SE%ET

NSL VIO-35870

b2
b7E



(Rev. 01-31-2003)

DATE: 12-13-3007

CLASSIFIED BY 65173duh kst /maj ALL INFORMATION CONTATNED
HEREIN I35 UMCLASIIFIER EXCERT
DECLASEIFY ON: 12-19-20%2 WHERE SHOWH OTHERUISE

SEMRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 3/108/2007
To: INZD Attn: II3

izeneral Counsel Attn: MN:3Lz, Rocm 7947
From:

Contact: SA

Approved By: b2
bTE
bo
b7C

Drafted By: I I b2

Case ID #: 2TS-HO-Cl1229736-YVIO e7D

27 31 50078-2
Title: i) REPCRT OF A POTENTIAL IOE MATTER

To report a potential IOE matter based on the
sxilection of telephone toll information for 4
tf‘_ph)nﬁ n/t subscribed —o by the stbject of the investigation.

bl
classify On: X bE
( bé
Reference: {3) )
b7C
Detailg: (3] b7A
|
DT /2005,  The case agent iz Special Agent (SA) |
| | the supecvisor is Supervisory srecial Agent

""""""""""" P&y _uring the courss of the investigaticn in 01/200%7, ©b§

SR cenducted a query of thel [Hatabase in an BT
attenor Lo identify any telephone rumbers asscociated with the
f_ltq iz

< 3 s a3 T~
[jffif:f::}The rezsults of his efforts icentified telephone number bz
PANA

{S) Refereno=d I I['S bl

dated J1/16/2007%7, rejquested freo fo cpbonc cnbscoriber vbé
nicrmation and toll reocords for friom b7E
SECRET b6
b7C

NSL VIO-35871



()

b2
k7D

sécgET

thﬂCflgﬂflﬁn to determine 1f the

with the

not oconf Z : wilated

subject. bl 'j mdj hawve
S =

Jbscrikers does exi
through a sesries of records

lived with = eI
contirmed by writer

checks.

g SUY-HO-C1 009 26-VIO0, 03/00/ 2007

I IThi’ waz the time pericd =—hat Ihaf
associated the ftelephone nunker with the sukject., On 02/21/2007
the gukscriber inforration returned ky the telephone carrier anc
inzicates two supscrikers Jduring the fime period. Heither was
listed as the supjesct, however it was poqcible thzt hoth <or ore
a7 {he irdividaals lTisted might be associazed with the subj=ct.
on 0°/73/7 (07, writer contacted 33a] |
Actirg/Clhisf NMvision Counzel and Inflozwed hilw oI the
matter, and al=zo indicated tnart Tie wonla conduct 2z logical

subscrikers were zasociated

'nvoﬂ*igation znd coulad
with the

zt one time

zould not be

Zince
o e

Lhie Lwﬂpul%lv Loll records could not be confirmed
‘ciated Zth the subiject, they were not lcaded into any

the FBI.

aputeric catapase maintained by

on 03/C9/2007,

that he n-t cenfirnm an association wi-h the
the subjéct. B5B5A | directed SA::to
sets of records it oa

incident to
Airective.

SﬁikET

NSL VIO-35872

s Jinformed ssal |

subs

cribers anc

isolate haotl

i Scaled envelope, and report the aboave
IHSD and NSLE. SAli| complied with —his

~
La

b6
b7C



SECRET

T INED Froam: :bZ
“Res..laze 1L #: T D O-HD-C10l9736-V 0, 03/09/2007 b7E
LEAD (s) :

Set Lead 1: (Action)

CEMEXAL COUNSEL b2

o

b7E

AT WASHINGTON, DC

{(U) The Office of The CGeneral Ccuns=l iz rejuested —o

ew The cilrcumstances reggoding ftlhe presiinle I02 viclation and

t- =zupsesguently provide CDC clrection regarding the
la)

sition of the records WHICH wele inadvertently collected.

[

LEAD (s) :
Set Lead 2: (Discretionary)
THEPSCTICN

AT AT TWNTERNAL THYESTIGATIVE SECTZOM, WASHIMNGTOMN, DC

(1)  For acZion deemed appropriate.
*

SE?RET

NSL VIO-35873



&LL INFORMATION CONTATNED

HEREIN 13 UMCLAZIIFIER EXCEPRT

(Rev. 01-31-2003) s TR, ol SRR e

S¥CRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/01/2007
To: Attn: cSa| 1
ssi] |
D
Inzpection Attn: IZ:=
RS
From: Dffice of the General Counsel
N3LZ/CILU/Rocm 7947
Contact:

Approved By: ‘'homas Julie F

Drafted By: | |
Case ID #: (11} TR -HQ-C1229736=-VIO (Pending)
Title: i) INTELLIGENCE OVERSIGET BOARD b2

MATTER 2007

sSyncpsis: :}gi It is the opinion oI the Office of the Gen=ral
Counse iOGC) that this matter must ke repcrted to the

ntelligences Gveraigh= Roard (TORB). OFC wi'l vrepars and deliver

tho noocoszary correspondence to the IOE.

Derived FT
Declasgsi

02/01

Reference: (1) 278-HQ-C1229736-VIO Serial 1933

Administrative: (U) (1J) This communication contains one or
mrrz footnotez. To read —he footnotes, download and print the
d-ooument in Corel WordPerfect.

- Details:. Y& The referenced electronic ccmmunication (EC) from
thel - o |office [:::::]rdated 2/19/2006, requested

that OGT review the facts of the captioned matter and determine
whether it warrants repor-ingy to the IOER. Tn our opinion, iz
diez.  Our analysis follows.

(RSN . Crn 10/25/2006, preparsd a Mational Securi-zy
Letter (HEL) roguecsting cukcoriber irZormaticon on two telephone

SBARET

s174%dnh ks fmad

 2-19-2032

NSL VIO-35874

b2
b7E
b6
b7C

b2
b7E

b2
b7E



(51 L

b2
b7E

HerET

rom: Office of the Zeneral Counsel
G-YVLIO, 0Z/01/2007

]
'
u_]

Re: (U) CIR-HO=C1 2297

Lt

numﬁrr* canciated W*”H

1

e bl

NSL also requested any phone nunkbers Zo-r the bE
| Due —¢ an administrative error 1n drafting P

che N-Lo an e acceonmpanying ET, the case agent requested

nfecrmation for the wrong te lﬂphwnﬂ runmper. Theretfore, the NSL

cintainsd a substantive typeegraphical srror when it was sent fto

the provider.

eceived a

)}Q: Cri or akout 12/05/200¢, the cas= r
§/200R, upon a

a
comoact disco (C?)_ with the N3L rezultsz. on 12/1
thorough review of the mazerial on thisz 7D, the <
realized the error.

B ;)3(: The CD did contzin some pertinent information

re_=zvant Lo al authcoriced investigatior. The rertinent material
wag printed and placed in the sukbstarntive case files. However,
the non-pertinent material was not prirted, zand the CD itself has

bocen cejquosteored.

{1y Section 2.4 of Executive Order (E.O.) 12803,
dated 09/13%/1993, mandaztes that Inspectors General and General
C-uns=ls of the Intelligence Commurity [in the FEI, the Assistanc
Lirsctor, 1MSL, and the Genesral Counsel, O:C, respectively)

It to the ICB Yconcerning intelligence azttivities that they
2 rezszon to beliseve may be unlawZul or contrary to Eilscutive

crder op Fregidential directive.”  Tlhiic language has been
nterocretad To mandate “he reportirg of any viclaticn of a
LEOM'.luh onf the Attorney General Guide ines for Mational
Securitv Investigations and Foreigr Intel_igence Collecticon
(N3TG) or other guidelines or regulations aporoved by the
ntt_lney Seneral in accordance with E.O. 27323, dated 12/04/1493
2f zuch provision was designed in full or in part to ensure —<he
proteztion of the individual sights. Vi:Zations of provisions
that zre nerely administrative in rature need not ke reported =o
the TOB. Tne FRT is rerqiired, however, to maintaisn records of

E "Cnited Stazes person® is defin=d in
Foreign Intelligence Surveillancs Act (FISAY, 5D U, [
"a citizen of the Tnited Stat=a alien lgmrull\ admitted for

J
—
)
[
—
0
=

rezgidence (asz defined in sscticon 1d1(a) (20) of the Immigration and

aturalization Act)., LW Beg alsy Seotion IL.C Zu ths Attorney Sencrs.'s

m1idelinez for FEI Hational Sscurity Investigations and Forsign Intellizence
Collection (HN3IG) (2003).

SHARET

2

NSL VIO-35875



(i

SECRET

T | | Srom: Office of the Gereral Councsel
Re: (U)  278-He-0C1229736-V10, 0Z/01/2007

such adrinistrative vioclazions so that the Counsel to the IOB may
review them upon rejuss<.

(U} Under —he Electronic Conmunications Privacy Act
‘ECFA), the F2I may seek =—elephone ard email communication
reccrds from telephones companies ard irnternet service providers
when thoses records "are relevant to an authorized investigation
to orotect against internaticonzl terrorism or clandestine
Intzlligences activities.™ 18 IT.3.72. & 2709, Moreover, under
the Nz2I5, N3Ls are an authoriced techknigue and may be issued in
confornity with statutory rejuirements duaring z preliminary or
fnll investigation. N3IG, V.1Z.

: Zue to inadvertent typocraphli-zal error

2L r=sults on a telephone rnumber that was

clated with the subject of an authoriced investigaticon., Upon

realizing tae error, tThe case zgent immediately notifisd her

superviscor and took the prope: steps Lo sejusster the

nformaticon.  None of the non-relevant Infcrmation from the

(2rnal N3L results was uploaded into the FBEI conputer systens,

n-r was any investigazive action taken based on this informazion.
-, duz to the facT That there was an unauthorized

ion of presumed U.3. person inZormaticn, we mist report

J
N~
T

1

.

“S><ECRET

NSL VIO-35876



SZ%kET

L2
To:|47 | Froume: Office of the General C-ungss -b
Re: 01 TTE-AO-CIT 0736-VIO, 02/01/°007 b7E
LEAD (s) :
Set Lead 1: (Action)

b2

b7E

AT

{(U)y lThe fi=ld should contact the carrier ans ask
whether the impropsrly or unintentionally acguired information
shrnld be returned or Jdestroyed with appropriate documertation to
the file.

Set Lead 2: (Action)
IHSPECTION

Al WASHINETON, [DC

(LY For actirn deered appropriate.
CC: Me Thomas ‘
b6
b7C

TOE Liorary

*

SEZRET

NSL VIO-35877



DECLASSIFIED BY 6517%dnh/ kst /naj
oM - 12-19-2007

February 1, 2007

BY TOURIER

Mr. Sterhen Friedman

Chairman

“nlzlligence Cversight Board
Rzom E0Z035

lew Lxezutive Office Bullding
7% Street, Northwest
shington, D.C.

Wi
Dear Mr. Friedman:
FEnclosed for your informatiorn ig a self-syplanatory

e paddigr =ntitled “Intelligence Oversight Board Mattesr
zund to(1)

h

The memorandum sets forth cetai’s cf investigative
whicn the FRI has determirez was conducted ~contrary to
yttorney General Guidelines for FBI Foreign Intelligence

‘fion and Foreign Counterintelligence “nvestigations and/or
Fxzecutive Orders, or Presidertial Directives wnaich govern
FE_ foreign counterinzelligence znc international terrorism
‘nvestigaticnz.  This mat-er has also besn r=fsrred to cur
“nternal Investigations Section, Irspection Division, for a

=terninaticon of whether any administrative acticon is warranzed.

D

Enclosure

= 2780-HQ-C1229736-YIO

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

Derive
Declassify O

NSL VIO-35878

b2



SE T
Mr. Sterhen Friedman
Should vou <or any wenkber of your st

nfervation concerning —his matter, an o
arranged for you at your convenience. (1J

ff reguire additional
4

=
ral priefing will ke
)

Sincerely,

Julie F. Thomas
Deputy Gereral Tounsel

2 Honorable Alberto R, Gonzales
tornesy General

2. Department of Justice

5111

. - Fr. Matt Olsen
Deruty Assistant ATtorney General
HJational Security Division
J.3. Department of Justice

Koo 22070 O

SEC

NSL VIO-35879



DECLASSIFIED BY 65179dnh/ksr/maj
B 12192007

SECRET
IHTELLIGENCE QUEESTEHT BOARD (IOE} MATTER ,
| DIvIaTON b2
IOE MATTER 2007' 1) BE

-f the Federal Puresau

s
R ne
of Ifeskigation

TC1) Lep_red & Lorentlar
National Security Letzer (PULJ :equested by

trans:-ription errcr,

be_cnging to a3 person who was not the

curity investigation.
U '
' prepared an NSL rejuest
on t glephone numbers asscciates a
tarjet of an authoriced investigatior.
error in drafting the ML and the acco
rejquezted information for the wzong
the MNIL contained a substantive typosr

t

“““:;g(zﬁn 12/718/2006, upon a thorou
resuAs,\the case agent noticed the =

numcer.  The case agent immediately n

gent to the provider.

(U -

sought informatior

IOF involving a
whicnh, through a

2 fLelephone nunber

of an FBI national

about
subject

irg subscriker information
ron-J.z. person who is the

. Due to an administrazive L2
ompanying BC, the case ajenc bR

telephons nunbol. lherefore,
aphZzal error when it was

gh revZecw of tho H3L

iscrepancy in the telephons
otifled her sapervisor and

t-nok the ypropsr steps to sequester tre nfcrmaticon. Hone of the
non-r=lsvant information from the origina’l NZL r=silts was
up_caded into the FEL conputer systems, nor was any investigative
azticon taken fased on this information.
. b2
inadverlent Lypographical error, received N
telephone numkber that was nct azsoclated with b7E
anthorized investizati-n. However, due to the
= ras an unauthorizez col_ecticon of presumed U.S.
1formation, the error ig a reportak’_e watfter under
of BEzecutive Ordez 12863.

Declassify

SEC

SECRET

MJltlplD

Ao

/37

NSL VIO-35880



DATE: 1&~Z0-2007 &LEL INFOFMATION CONTAIWED

CLASSIFIED BY sh170dmb/khar wad HEREIN IS TUNCLASSIFIED EXCEPT
RERSON: 1.4 (o} WHERKE SHOWN OTHERWISE
(Rev. 01-31-2003) DECLASSTFY OM: 128-20=2052

sﬁﬁﬁpT
FEDERAL BUREAU OF INVESTIGATION

066bp02.cc

Precedence: ROUTIMNE Date: 03/08/2007
To: Inspscticon Attn: Internal Investigations
Zection
General Counsel Attn: laticnal Security Law Branch
From: :
_ Resident Agqercy Ig%
Contact: SAI I ; E
b6
Approved By: bh7C

Drafted By:

b2

Case ID #: (11} o5 Cl229736=-VIO (Pending) b7E
(U) ZTSijClBGBTL (Pensdirg)

Title: REPORT OF A POTENTIAL IOB MATTER

sSyncpsis: (U) Repor- po-entizl IOB violaticon.

bl
::>§:: i From : = b2
i - X1

Decl
= b7E
b2 L |
o7E Reference(s): () =278 136372 Serial 1@ bl
-
Details: j:ﬁgPtm,OZ/ZH/:OOT, purstant to a Mational Security ib7E
Letter (MEL) mted 01/22/2007, wri - re-eived subscrikber b4
nfocrmation and toll records from fer the sabject of a
iSJ' | The 1b7D
UL et WaS LPLevIoneLy HNRNow, alo ohe °rL thne re=azons for the b7A
HEL was to identify the subsoriber.
iU)““'. . Before sending the toll reccrds fo ke uploaded, SA
[:::::::Jimmedlafel” reviewed them to ersurse that they
corresponded with the informaztion rezusested in the aforementiconed
ol whico wazs surscoriber informztior. and toll records from BE
2 —he pregent {(with "the ovrocent™ meaning the i
bcC
SEYRET b2
RTE

NSL VIO-35881



iUimuMm

: _'JC“-“"—"“tlu

ey

o]

773
O

Frome |
ZTR-HO-C12207 36-V 10,

||</||}-‘

Jate f the which was 01/772/! 71, Upor reyiowy of the toll
recorcs, MAI Inoted thaz = bhiject ~f | ]
investigation was the %uk‘Wfibc of the sukbiject telephone numker

com 10/10/200% until J5/us/Z006,  The subject's telechone
servicse was dizconnected o UL/08/2006. 27 lalsc noted
that between QE/08/2005 and M1/°7/7007, there wers tw: cther
subscribers. provided cubgseriber information and toll
records for thesge sukscribers even thopglh fhey ars nol the
subject of 35A en SA issiec the N3, snc
WS unaware ths phone TAd been disconrectod.

lThe

non-rertinent —elephone zec

Z00d

Ll T

with CL()

MWSE}gf/F‘l reporiing purpoeses, ths

and the

=2Ccor2g have not
| PN r'.hr.‘}—r.cr_‘yple(j, and the
(referencec =e

Sugcrvisor

15

£
SSA

SEENET/ORCON/NOFORN

2

NSL VIO-35882

b2
b7E

b4
b7D
bé
bh7¢C

bo

b7E



To: Ingpection  From:
Re: ()  Z73-HQ-C1220736-YIO, L3/0l/2007

Set Lead 1: (Discretionary)
INSEECTION

AT WASHINGTOMN, [LC

(U) Review above-referenced facts and deZermine
whether 10 violation exists.

Set Lead 2: (Discretionary)

GENZRAL COUNSFET,

AT WASHINGTON, DT

(]} Review above-refererced facts and determine
whether OB viclation exists.

*

S?NgET/ORCON/NOFORN

3

NSL VIO-35883



DATE: 1&-~20-2007

ALL INFORMATION CONTAINED CLASSIFIED BY 65173duh/ksr/maj
HEBFEIN I3 MMCLASSIFIED EXCEFT REASON: 1.4 (o) )
(Rev. 01-31-2003) WHERE SHOWHN OTHERWISE DECLASSIFY. OM:. 12-20-2032

ShfrET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 3/16/2007

Teo: Inspeschticon Attn: Internal Investigations
Koo 11102

Ceneral Counsel Attn: NSLB b2
Rorm 7975 e
b7E
From: b6
b7C
Contact: 138
Approved By:
Drafted By:
Case ID #: (U) 279-HQ-C1229736-VIO (Pending) ibb
bicC
Title: i) SPECTIAL AGENT (SA)I I 1
SUPERVISORY SPECIAL RGEMT (SSA) | I
FC3ZIEBLE INTELLIGENCE OVERZIGHT EORRD
(IOB) MATTER - COUNTERINTELLIGENCE RZLATED
Synopsis: (U} To provide ncoctificatiorn cf a possikle IOE
viclaticn and teoo reques= ~hat this matter bhe reported as an TOR
violation - if appropriate.
]
I:U:I DerxtT . FBI SC e
Declassij . b7E
b6
1y - = 0 I~ S \4 SA Iw:«o docdidned fo fho b7(~
Divizicon -1 Hisg

Supelvlisor during tRTE Investlgatlol was ook
‘retired;.

bl
bz
b7E
b6
b7C

SEcm‘

NSL VIO-35884



SEARET

= Eroome: I l
Re: {u) JTC-HC-C12297 2610, 03/16/2007

I:U:l \ %I I 1a H’.@I

7~ ]

Iofoomoatlon wos roodrad

“ndlcating thati

I Eased
Ol LIVESLIUALLION @ TLIL-C0 LTS UIE D LOTIT, g
conort ovas reguested via an MN3L issued - |

puarsuant to U3, Cods, Section Ze31ula) and (b) of
Far Credit Report Act (as amended or. 10/2&¢/2001), which

the

anthorized the FEI to obtain limited names and addrezces of all
financial institutions, and consumer icentifying information

Zimited to name, address, former azdresses, olaces of employment,

or former places of employnent asscocliated with this consumer.

a1 23/09/°007 S =it e s ~orndeted By SR

ot lal TUD vlolotlons.

O 23/12/2007, a review of flhis file ﬁ;s alac oconducted

by 2sn| | revealed that Srovided a
credit report, resulting in an inasvertent over—-onllection
nfcrmation.  Accordingly,
this cver-collection as a possiple OB violation.

SEXRET

NSL VIO-35885

las Divigicon, reviewling
-

full
of

ivisicn hereby reports

b7E
b6
b7C

b2
b7E

b4
b4
b7D
b6
b7C

~

&

b4
7D
b6
b7cC



e

Teo:  Treape~tion  From: I .
Re: (Ui Z729-HQ-01226730-VIC, 03/716/2007

LEAD (s) :
Set Lead 1: (Action)
INSTECTZOH

AT WASHIMNGTOMN, D7

o The Internal InvestigaZions Section 1s recuested
to determine 1f the matter related in this communication sho’d
e reported as an I0B.

Set Lead 2: (Action)

SEMERAL COUNSEL

AT WASH NGTON, DO

(J) NFLE is re=guaested to determine if the matter
related in Ll iz communication should be reported as an 1oOE.

*"

SEhT
3

o

NSL VIO-35886



(Rev. 01-31-2003)

DATE: 12-20-2007
CLASSIFIED BY 65179duh/ksr/mad
REASON: 1.4 {c)

135078058
SEQ&ET

FEDERAL BUREAU OF INVESTIGATION

ALL INFORIATION CONTAINED
HEREIN 15 UNDLA A
WHERE SHOWN OTHEE

Precedence: ROUTINE Date: 3/16/2007
Teo: Inspeschticon Attn: Internal Investigations
Fiocm 11102
Ceneral Counsel Attn: INSLBE
ko 7975
b2
From: b7E
Contact: Tog | jbb
b7C

Approved By: I I
Drafted By: |

Case ID #: (U) 27C8-HQ-Z1229736-VIO (Pending)
Title: i SPECIAL ACENT (SA) I |

SUPERVISORY SPECIALTAGENT (oo |

FC3ZIELE INTELLIGENCE OVERZIGHT EOARRLD

(IOB) MATTER - COUNTERINTELLIGENCE REZLATED
Synopsis: (Jy  To provide nctificatiorn cf a possikle IOE
viclaticn and tr remgques- ~hat this matter he reported as an TOR

violaticn - 1f appropriate.

inmwmnmmm
><a Dert . FBI
De T 03
Detéils%Wi>§i: =y | ] vas assigned to the
NN § Divis=ion l

His

supervisor Jduring thIs INVESLLIJAaLLlCon Was sod

‘retired;.

[ hﬁl Ixrzc- + 1 - R Wl N T T S R Sl A e W

be
b7C

;bl

“

b7E
b6
b7C

SECRET

NSL VIO-35887



ET

T Inzpection Freom: | | :bZ
Re: (U) 279-HQ-01223736-VL10, 03/16/2007 b7E

bl

18 b7E

bo
;b7C

2

b7F

On 23/Q020/°007, ap sudit was —copducted Ly SR
and 157 [Division, Teviewlllg
thiz fi1le for potentilial 1OB violaTlons.

b6

b7C Quons/lo/2uly, a review of flhig file was alsc oonduoted
‘ by ZSh rcvealed that Crovided a full
b2

bIE credit report, resultlng in an inazvertent over--oollection of

; nfcrmation.  Accordingly, -vis_cn hereby reports

b4 this cver-collection as a poselnle 105 violation.

b7D

NSL VIO-35888



QSRET

T'oe  Inspsction From: Zbi
Re: (L Z7R-HQ-C1209726-Y10, D371/ 2007 DTE
LEAD (s) :

Set Lead 1: (Acticn)
TNSFEZTTON

AT WARSHTNGTON, DC

(J)  The Internal Investigations 3ection is requestad
to determine if the matter related in this communication shoulz
lbe reported as an ZOR.

Set Lead 2: (Action)

SENERAL COUNSEL

AT WASHINCTOM, DT

('t NSLB is reguested to determinc if the mztter
relzted ir. this ccmmunication saould be reporzed as zn ILOE.

*

SEQRET

NSL VIO-35889



bl
b2
b7E
bé
b7C

ALL IHFORMATION CONTAINED

HEPEIN I% UNCLAYSIFIED EXCEPT DATE: 12-20-2007 N
WHERE SHOWN OTHERWISE CLAZAIFIED BY 65172dmh/ksr/ua}
FD-962 (Rev. 03-21-2005) REASOM - Lod-f )

DECLASSTFY OH: 12-20-2032
SEYRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIME Date: 03X/23/2007
To: Inspection Attn: Internal Investigations
Jection, Room 11861
Zeneral Counsel Attn: HNati:-nal S=curity Law Branch

(MZLE;, Rcoom 7972

From:
- concact, o1 |
Approved By: ho
b7E
A bé
bl b7C
Drafted By b2
. h7E
Case ID #: M 27 2_HO—C1 2297 36-Y IO LA

Title: i) RZPCRT OF A POTENTIAL
ICGE MATTEKR

i[Ij‘Synopsis;u ) Response to ftelephoric and e-mail mandate by W3SLE of
D2 /207000t report as a potential TOR mattesr, a Natirnal Sesnarity
Letter (MEL) belieoved by —he Office o the IZngscector General (0OIG),

Departnent of Justice, ZTo be an IOB matter.
|:U:| ) Defr rom .
De ity on-
Details:
B 1.
TR T o e e el Tie Leopollse oo
was SF l:ns the Supervigory Special AgenT
(352) for the jpvestigstior was S50 |
z.
bl
bo z Mo IOE errcr occurraed. This report i3 purely perfuncoory:

b7cC
sﬂ*&g\

NSL VIO-35890



bl
b2
b7E
b
b7D
b6
b7cC

bl
b2
b7E
b4
b7D
b¢
b7cC

bl

b2

b7E

b4 iSJ
b7D

bé

b7C

bl
b2
b7E
bé
b7C

SEeRET

Inm~ct iom Frome:
2TC-He-1229

'j'zb_\J_L) [:J._. H‘_;/ UU_[

“nflﬁn of NSLE a M3 g gt Ivjich OIC
z_ieved was an ICE matder. Seriz l sshikbi< A
dffauhed. 1= g ~opy of 5 AT gddress=d9 -]

l:EEi:l I I\r.],'_:lS advised 072072007 that OIS had brought teo the

and da—-ed

Septenbesr 1, 2004, In accordans 18 U.5.C. % 47J9(O; (2001), the
NSL ccntained the required “eLe 3] M3L az 1)
ad was Jdulyv evecnted by The

it e v ~he Special Aze Charge ar the —ime, t::::]
| ien at oy,

(=)

P(In responge to the questioned biar | lreceived
g oiter Jotend 00/12/2008 (ool ]
ETTer Sated o/ 1o/ 2000 trom) |

11 371 f‘ V‘I ]’a:g
: etter.)

numoers are uszed to Lo

O
[te]
D]
=]
et
O
+
:T
iD
H
’_5

(U) General Counsel EC captioned "REVIS=D PROCEIZURES
FOR THE SUBMIZSION OF REFORTS OF FPOTENTIAL ZHTELLIGENCE CVERSIGHT
BOARD MLT1L¢Q," dated 11/16/2006 okserves that:

fg%BET

NSL VIO-35891




SEOpRT

. b2
R wapection From: | | .
o PTe-H(O-C1229736-V10, 0-/.3/2007 b7E

Section 2.4 of Executive Order 12863 mandates
that Inspectors General and General Counsel of the
Intelligence Community components ... report to the IOB
intelligence activities that they have reason to
believe may be unlawful or contrary to Executive Order
or Presidential Directive. This language has been
interpreted to mandate the reporting of any wviolation
of a provision of The Attorney General's Guidelines for
FBI National Security Investigations and Foreign
Intelligence Collection (NSIG), effective 10/31/2003,
or other guidelines or regulations approved by the
Attorney General in accordance with EO 12333, dated
12/04/1981, if such provision was designed to ensure
the protection of individual rights. Violations of
provisions that merely are administrative in nature and
not deemed to have been designed to ensure the
protection of individual rights are generally not
reported to the IOB.’

3t Z.) The insTant case involves no violaticon of any Exeoutive
Frogidential Direczive, guiceline, cthicos riles or any other
ru_e, regualation, order, or policy.

! (J) This interpretation of the reworting rejquirements
was furoished Lo the BT by the FTOR Jduring 3 aeeting on
DE/18/1982. William II. Wekhster, ther. Directeor of the EDBI,
concurred witn thic interpretation ard confirmed the immediazce
lmplexentation of repor-ing procedires in oadherence to this
‘nteroretation in oa let-er, Aated 07/14/1927, to Dr. W. Glenn
Carmclk=11, Chairman of the FIOE. This interpretaticon was
confirned by Mary C. Lawton, Counscl Zor ntolligence Folicy,
Office of Intelligence =»2licy znd keview, Derartwent of Justice,

Ly left=r dated 04/08/71983.
SBQQET
3

NSL VIO-35892




SECYET
(M Te: Tnspeoticn Frem: | ] Ib2
“R’é':'><j7 3-HQ-C17297 36-V10, no/0%/0007 LTE

LEAD (s) :

Set Lead 1: (Action)

AT WASHINGTON, M2

iu)  For ac-ion deemed appropriate.
Set Lead 2: (Action)

GEN=RAL COUNSEL

AT WASHIMNGTOM, DC

in EFor aczion deemed agpropriatce.

*"

SE<>€T

NSL VIO-35893



DATE: 18-20-2007

CLASRZIFIED BY £5173%duh/kex/ ma) ALL TNFORMATION CONTATINED
(Rev. 01-31-2003) BE&ION: 1.4 (o HEREIN I3 THELASSIFIEL EXCERT
DECLASSIFY b -12-20-2032 i{ WHERE. JHOWN OTHERWISE
SEUGRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 32/12/2007
To: Inspechticn Division Attn: I.:

General Counsel Maticnal Security Law Branch
From:

ontact: SEA

~

Approved By: b2
b7E
bé

b7¢C
Drafted By: | |

() - ease-1ID #: NG TTR-HQ=(1279736-VTO (Perd i)
) 2784 fe007s-A
(0}~ "Ti‘tl'e':-\~~->;< REPCRTING OF A POTENTIAL OB VIOLATION bl
b2
iSJ ___Synopsis: )Z(Ei:::::::]is reporting a potential IOZ wiclation Ib“
for Zaproperly reques.cing creditrrecorcs-eon-the-sukiect] b7E
JIL 2 s
L)

LN
) m”“““;:)ﬁz; Derive 2 -3
D 1fy On:

Details: )Eﬁ:Pur suant To_a directive frcom the National Securizy ﬁbl

Law Branch on 03/05/2007, L forducted a preliminary :bZ
isa review of Mational Securi-y Letrtere (N3L) issuad for credit b7E
records 10 counterintélligence investigationsif |
| ] |of a counterintelligence

MaTter Whorer JTcs0ed 2n NeL requesting a full credi=
chezll on the zukject. Details zre as I lows:

{2 )I I‘i o cnrcent s oor ot Sy AI I

b1
2
b7
b6
L7C

SEQRT

NSL VIO-35894



[3)

(7

i

e

-

SE@RET b2
7E

Civision  Fromw:
l“'Tib D2/12/2007

S~ Cn 07/06L/2006, Case Aﬁ’rf' Icreated
an NSL o zand a ;nxg;_ﬂ£1r@qnﬂ“flnv creiit inforrmation on the
subject from CAr_____% cated the 1IST after
consultations witnl reqarding an
_nv.bflgdtlve strategy =0 puLour ir. the investigation. ZS3A
suggested requestinieaoradii checl o0 LTI = R e B = =
e ffrrts. o Aot e md Faed e I

bl
b2
b7E
b6
b7C

| pa

b7D

--------------- >< SR consulted with the “hief

Division Zoansel fice to determine procer paperwors and
prozedure for issuing the request. The N3L and accompanying EC
indiﬁat”d tne redquest was for =z full consumer credit report and
ndicated the case was a counterintelligence matter. The EC also
n-ted thD sabject was suspected ¢ concucting counterintelligencs
aclivities.

o oaerved

According o ACS records, Diviai

forwarded ~he results back to

gt

Records included identifying information, previous
employrsnt, credit account information {including acoount
nunoers, kalan informaticon, type of account, dates opened and

ce
clozed and zcheduled payments), ani bark acciunt informaticon.
Credit scores and payment history information were not included
‘o the rezprnae.

-------------------- Crn 10/27/2000, SA[:::::].:naL;:tj tne informazion
and deocur¥nte 11z findings in an EC to the file iserial 129).
The inforwation was not uplozded to oany cther datakase.

are ><LPQE referenced BC Zrom NSLE, full credit checks
are unly Guth™ized in —“he pursuit of "nnnfrrt_Lrurlam

Investigations. tFkurther, the refererced EC mandated that field
of fices shoald oonedine. 5 review o7 N3Lse isansd on
counterintelliqgence cages to detcermire 1f any inproper requogct

S ET

NSL VIO-35895

b2
b7E
bé
b7C

b2
b7E
b4
b7C

b6
b7cC



-

o

1209736, 03/12/2007

SECRET
Inspection Division  Fro
5 -

P
fu
- o
[

was made or 1f any response contzires prohibited credit
nformation.  Inasmuch as the NA3L in question spsoifically

reguested a fall consumer <redit report, is reporting
the request as a pctential gllizorce Oversight Zcard violaticon
as directed. In addi=zicn, iz providing the information

on the results of the request for KSLE's svaluaticn tco determine
if thev constitute a zull Tredit Report in content.  The
nfermation reported did not include credit scores, payment
history or cther such information rorma’ly deslineated in a full
oleds erort used by credit issuers ard financial institutions.
I |has permanently removed the N3L and the information

, from FEI files and sequesterec the information with the
CDC, wending NSLR guidance on the matter.

‘ alsc notes that infcrration provided in
LW e teissue ftwo other MNils., Specifically, Zhe
Infocrmation previded by the identifi=sd a previously

unknown bank account.  The case agent used the

dentification of the bank account nimber Lo icouce an additional
HEL addreszsed to the bank. Since a reZuest for this type of

nformation would have been allowakle under the ezistinc
s Ior counterinzelligence investigations,

anthoritie: is
n-t gquestering this MNSL or tfhe results. Should NGLE -

C eLermine
othzrwize,| Jchiould ke notifiecd and will comply with any

guildancs provided.

SE?&ET
3

NSL VIO-35896

b2
b7E

b2
b7E

b2
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b4
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(-

me

SHORET

T Inzpection Divigion  From:

Re+m:z§<::278—HQ—Clﬂﬂ9736, 03/12/2007

LEAD (s) :
Set Lead 1: (Action)

SEMEXATL COUNSEL

AT WASHINGTOM, DC

n-tification.

*.

e

Tjﬁ&::Will evaluate the akove nfcrmation and provide
Twitn~a determination if the incident 1is
0B viclation. If so, General Ccoursel will corovide the proper

NSL VIO-35897

a reportable

b2
L7E

b2
b7E



FD-362 (Rev. 03-11-2003) BECLAZETFY 0N 13—3r§-30 52

DATE: 12-20-2007

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIEL EXCERT
WHERE. SHOWN - OTHERWISE

SEWRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 03/15/2007

To: Inspection Attn: IZ7, Room 11361
Zernieral Counsel Attn: NELB, Rcon 7975

From:

ontact: SA

“

Approved By: b2
b7E
bé

b7¢C

Drafted By:

Case -ID.#: . [¥ 27R=-HQ-C1229736=-VTO

Title: QD] REFPORT O A POTENTIAL

INTELLICENCE OVERSICHT EBOARL (ZOB) MATTZR

16/2017

Details:
S |
! -

H”'“;><i . Possible IOBR Errcor:

tUj,::ﬁﬁ::4. Description of IOB Error {(inc_uding any reporting delavys).

tUh'”ww#47, AriYer mads a request through Hational Security Letter's

NE><; On Zlectronic Communicztior. (EQ) datasd 03/02/2005, se
{

serialts #44,#445, 445 for financial irstituticon namss and addresses
undezr FCRAE Section léxluia) t£o three credit revcorting companies.

SKerer

2208 . WED

NSL VIO-35898



S%&ET

':U:lt‘:: IIID ‘_J'—,l:tll T E]_"-’I'l‘lo I I b2
Re:’ “><_’7E—Hg S1229736-v10, 037156/2007 DI

jgéD S . Toc Mal'o yore submitted o | 2o
' (U)”I- -~ espectively. Receivad records from|
erial #64 and' | serial 450 disclcsed only names and addresses

as specified in the MN3L.
ﬂU}“"”“'“m;:jﬁg:;After further case review, writer identified records
) reczsves rom | serizl #49, containing a full credit report.
b4 A detailed review of Zhe file shows that nc data was uploaded from the
b7D credit report and which was nobt wploadsed intc the ACS computer systen
bé or any other FBI database. Furthermore, there were no subsejuent
Bic HEL's request made based on the returned data from| |

' D

¢
and” sequester

iU}~”“””::>§i: Tae | lrecords have been renmcved from the case file
teread by “DLI |

ssﬁET

2208 . WED z

NSL VIO-35899



(- -

SEE*ET

L Tor Inspection From: I I
Réf“:ké) STE-HO-T1226736-YIO, 03/15/

F N0
LEAD (s) :
Set Lead 1: (Action)
INSP=CTION
AT WASHINGTOM, DC
(1) For acticon deenes apparopriate.

Set Lead 2: (Action)

GEMNERAL CCOUNSEHL

Al WASHINGTON, DC

Ji For action Jdeemed approcriate.

*"
SE*RET
2308 WED 3

NSL VIO-35900

b2
b7E



ALL THFORMATION CONTATNED DATE: 12-20-2007
HERETH I8 UMCLASZIFIED EXCERT CLASSIFIED BY 65179dmh/ksr/maj
(Rev. 01-31-2003) WHERE SHOWH DTHERVISE REAZON: 1.4 {2}
v DECLAZSIFY ON: 12-20~2032
RET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 2/19/2007

To: fzeneral Counsel Attn: HNati:nal S=curity Law Branch

Counterintelligence

Natirnal Secenrity Rranch Tnternal Trvestigations
fection (IIS)
b2
From: h7E
Contact: gb6
b7¢C

Approved By:

Drafted By:

Case ID #: (U), 278-HQ-Cl229736-VIO
e O 319W-HQO-A1437690-CD
319X-HQ-AL1487720-0GC

Title: i REFORT OF FPOTENTIAL INTELLIGENTE
OVERSIGHT BOARD (IOB) MATTER

GUIZAMCE ON USE OF FAIK CREDIT REPCORTINMNG ACT NSLS
IN COUMTERINTELLIGENCE INVESTZ:ATIONS; REVIEW OF
FATR CREDIT REPORTING ACT NSLS IZSUED IN CY 2006 IN
CCUNTERINTELLIGENCE INVESTIGATIONS

Syncpsis: (U) Repor- of a potential IOE mattesr to the National
Security Law 2ranch (HMS_E), Counterirte_ligence Law Unit (CLU),
and the resilts of the review 2f FCRA NSLs Zssued SINCE January
_, Z0C2, in the context of ccounterintel’_igence investigations =o
the MNational Fecurity Branch (M3E) as rejuirsd in the March b,
2C07, Maticnal ZBecurity Branch EC to Al Divisicons entitled
"ZUIDAMNCZE ON USE CF FAIR CREDIT REFORTIHZ ACT NSLS IN
COUNTERINTELLIGENZE INVESTIGATIONS; REVIEW OF FAIR CRELCIT
REPORTING ACT M3LS ISSUED IM CY 2006 IN ZOUNTERINTZLLIGENCE
THVESTIGATIONZ. "

(- ><

NSL VIO-35901



b2
bL7E
b4
b7D

bz
b7E
b4
b7D

SBSRET b2
b7E

T Zeneral Cwun el From: | ]
- -

2TO-HE-C1223736-V 10, 03/19/2007

Details: (U} As Jdirected in the MNatioral Se-urity Branch EC
dated March b, 2007, —he following is keing recorted to the N3LE
and NSR:

Ll Since January 1, o0z, the | |pivision
;ssuedl |FCRR H3Ls in Zounterintelligencs
“nvestigations (CI) which cited Title 15, United Stateszs Code
Secticn 1281 (a). No NSLs were issuez citing Title 15, United
Statezs Code Section 1681(v) in thesze CI investigations.

(1Y Pelow are —he CI invesztigations, the verbiage in
the NSL that was used to rejquest irformaticon fromw the credit
buresan, the informaticon that was proviced by the credit burean
and the current status of the information received from the
credilt fureau,

b2

kiles identified from the audit which currently b7E

contain and reference full credit reports

{1y As a resul—- of the auzit, {(Re: 3L ZC to
Division Marecn 2, Z007,) Zwo (2) N ‘L= 15, United
C-de Fection 1621 (u)] rtquests to in 2004, yere=

whih conzsurer credit reports were prov-_ded to thd

Division fhe credi=s bureau. Listez below ars ths v

Investigaticns: bl
D

Section
dated June

(UJ)y "Under —he autheority of Exccoutive Order 12333,
ccempber 4, 1981, and pursuart Lo TitZe= 15, nited Sta-es
"j” S=ction lUUl(H) (Fair Credit Reporting Act), vyou are
redquested to provide —he Federzl Burean of “nvestigation (FRI)
the namnss and addresses of all financial institutions at which
the bezlow listed individual maintains -r has naintained an
azcrunt. In addition, the FEI is requ ing thes account number of
any azcount (3) maintained by the inzividual at those
st ittt ions, oo the exent that the i f rmaticon exists in the

sagar

2

NSL VIO-35902

(3) b7E

b2

b7E



b2
b7E
b4
b7D

SE¥RET "2
b7E

T-: Ceneral Cwun el Fron:
CTE-HO-012297 3610, D3/19/200

files of vour agency. The individual or. whom the information is
scught is identified hbelcw:M

(U Also lis—zed in the Jure 30, 2C04, MN3L letter was a
reference to an attachmens The attachtment stated:

(11y  "In preparing your response Lo this Mational
curity Letter, you should determine whether vyour company
ins tne following types -f irnformaticn in accordance with

e i :
Title 12, U.S.C., Se=czion 3401 (Z):
oy
b7D
b2
(U) By EC dazed September 14, ZCod, anl b7E
conzumer credit report was fozwarded to the p1v1sion.

(1Y As ins=-rucsed in refererced ET, the full -~redit
report waz removed from the 1-A sectiorn ¢f the file on March 12,

SC07 0 In addition Lo “he credil report, an ET Lo Lhe [ile (gerial
~¥ which contained information cbtained from the credit repors
waz rerwovaed from ATS.  BoTh the aredit repcrt and the zerial are

g ssguestersed with <—he Chief Division Counsel pendlnq the

o
mom
}o-

lzsuance of the ICR opinicn by NSLB. In reviewing this case the bl
cinzumer credit informa-ion provided was nct used for furt}e ing v2
the case via an inV@SiigaiiJe lezd or to evitend the BIE
Investigation. ;

b6
(s h7C

(17 "Ureder “he anthoority of Foeontive Order 17
datod Deocomber 4, 1281, and pursuart to Title 15, United

SYCRET

3

NSL VIO-35903



SEXRET

Cereral Counsel  Froos | be
U)  279-HG-C1029736-VI0, Di2/10/ 0007 b7E

Code, Section 1581(u) (Fair Credit Reporting Azt), v
requested to provide <he Federzl Burean “f Trves igaticon (FEI)
the names and addreszsses of all financial Znstitutions at which
the below listed individual maintainzs -r has nmaintained and
accocunt. In addition, the FEI is reguesting the account number of
any account (5) maintained by the inzividual at those
nstituticons, to the exzent that fthe irf:rmation exiszts in the
files of vyour agency. The individual on whemn the information is
s2ught 1s identified below:"

ne 30, 200C4, NSL letter was a
attachtment stated:

[

in the

(U) Rls 8|
n-. The

SO
reference to an attachme

o .-_‘

(1) "In preparing your responss to this National
Security Letter, you should determine whether your company
mazntains the following tvpes of inZormatZon in acoordance with
Title 12, U.S.C., Seczion 3401 (2

b4
biD
(1) By EC dated Eugust 2o, 2004, a0 congarer b2

credit report was forwarded to the 1V1S1on. b7E

(1J)  As ins—-ruc-ed in refererced ECZ, the fill credit

repcrt was removed from the 1-A sectiorn of the file on March 16,
2C07. In addition to <he credit report, n Mar-h 12, 2007, an EC
t: the file (zerial Z0) which contairec information obtained from
the credit report was removed from ATI. Reth the oredit repor-
Jnd the sorial are being sojuestoerced with the Chicef Civiscion

“unszl pending the iszssuance of the IOE “pinion by HSLB. In
reviewing tnis casze the consumer creZit information provided was
nzt uszed for furthering the -2ase via ar investigative lead or =
eztend the 1nve,f1’aflun.

|D ([\ |‘D

Credit reports destroved prior to the NSLB audit request

(1) N3, reuests, ;and:b‘l
[:::]resultcd In the credit burecu proveoootrg monernrer crodit 7D

SE??&?
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2
<

b7E
b4
b7D

bl
b2
h7E
b6
b7cC
b7A

SEUQET

pl
&

b7E

From: |

eral Counsel
7

el
U)  279-HC-01229736-Y10,

determined that

FEPUTILS . pecce——————
provided,
that thesse reports should
are the four files which

not khe usez

03/19/2

w07

the <credit reports were

D advised the appropriate S32 and Egents
but dezstroved.
contained the five (&)

Llot\:d L)\:l W
HEL requests:

[9p]

(11) AnNsST J[Ti-—]~ '5,
via FBI
datez

‘a1 ] was
January 3
f-lowing

(1 "Under the authorzity o2
and pursuart to Tit_.zs 15,

Jdated Dzcemker 4,
Cozde (USC), Section 16slu(a)

amendod on Octoker 26, 20019,
tThe Federal Buareau of Investigetior
of 3.l financial institutions
Secticon 34019
maintzined an acc

1981,

you arc

ount:"

~

() By EC dated Febouary 25,

report was provided to The z
rec=z"ol of Lhe credil repor Ly
credit rerorts were being p”o"1 e ecauze

Inanility to
were advised to destroy
EZ dated 2pril 14, 2005H,
credit report from file.

Uriteg

JATURTY =

of the Fair Credit Reporting Ac

(FBEZ) the
(as cefired in Title 12,
at which Z—he below-named

zeparate the aredift irformation. : :
the credit reportis; fro nl | Ly
case zgent Zocumented the

ode Fection 16s1lu
by =ZC dated

, 2035, fhe

Exeoutive Order 1233
United 32

-

hercky directed to prov
narxes and addre
usc,

or has

13@

cocnswner waintains

| -redi-
Followling the
pepcrted gl
ofI |
SSA_and i

2C0%, al
D""'ciun.

removal of

€5}

)

[Tizle

NE]
&
[
)

15,
FBI

via

darted April z-o,

—eBlinl] was
2z, 2C04. In
reguestad:

=)
iD
o
O

0

(UJ) "Under —he authority of
dated Decenker 4, 1521,
Crde, Section 18T {0) (FAalr Credit

requested to provide The

s@pRET

ritex

and pursuart t:o
Reeps
“cderzl Bureauw of

States Code Section
| by ZC dated April
Zaniur:em = following wWas
Exscutive Order 12333,
Title lE, United States
rting Ant), you oare

Zu”‘”thdtlmn (FBI)

NSL VIO-35905

bl
b2
b7E
b6
b7C

b2
b7E
b4
b7D

b4
b7D
b2
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sEﬁégT b2

b7E

- Zeneral Counsel  From:
DT -HO=-C12297 3610, 03/19/2007

the names and addresses of a3ll financial Institutions at which
the below listed individual maintains 2r has maintained and
account. In addition, the FEI is reg t1n1 the accouant nunber of
any account (s5) maintained by the inz at those
nastitutions, to the extent that the irfrrmaticon exists in the
fi_es of your agjency. The individual or whom the information is

s-ught is identified kelaow: b2

i mes e . ) L . bIE
(1) By EC dated Jul- 14, an credit report .

4,
was provided fto the Di+vigdg Lit=r the case Agen=- jb4
becames aware of the Issue rejarding oroviding full credi= b7D

eports, the case agent destroyed the f-le's credit repor# The
file did not indicate the exact date the credit regart was

. destro /Ed.

b1

b2 = )

b7E bTE
b7A b4

( .) An N3 i 15, Urited States Code 3ection k7D
ZEeBliu] wa=s =sent to via FBI[:::::::] by ZC dated
Deceznoer 2, 1J04. In Z—he NSL the Zollowing was redqiested:

(1) Under Zhe authority of Executive Urder 12333,

zd D=zcezmkber 4, 1981, and pursuart t> T_tl= 15, United 3tazes

= (J.S.20), Section 168lufa) ¢ the Falr Credit Reporting Act
vas wnended on Cololber 26, 2001), you are herepy directed o
provide the Federal Bureau of Investigation (FEI) the namesz and
addrezagss of all financial inetitutiong (as defined in Title 17,
U.3.C., Section 2401) a= which the below-named consumer malnzalns
or hasz wxaintained an account:" :bZ
b7E

(Uy By EC da-ed Mgoch 18, ~00b, an[::::::::kredit 4

—

=
(A Y

da

repcrt was forwarded <o the IDivision. & motaticn on b7D
_ the Marzh 15, 2005, EC by the Icagc agent stated tha=
bl the MIT, recrrds were destroyed per CHO.

b2 |
b7E ‘-
b6

b7C

5y]

() An HSL [T1-1e 1%, Updte~ ctates Code Section leslu
‘b1l was zent t by EC dated Decenker b2
ZZ, 2204, 1o the HEL —he following was Lequested: BIE

ioY:!
sEfRET

b7D
6
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b2
SE¢RET .
= b7E

Cereral Counsel  Frooas | |
U) 278-HQ-01223736-Y10, D2/19/2007

Under the authority of Ezecutive Order 12333, dated
Deczncer 4, 1921, and pursuant to Title 15, Jnited States Code
.30 20), Secticon 1c0&lufbk) and Ssction ZéSlufa) of the Fair
Credit Reporting Act (as amended or. Octoker 26, 20J1), you are
hersby directed to provide the Federal Buresau of Investigation

FBI) with consumer identifying information, limited to: name,
address, former addresses, places oI enployient, former places of
enmploynent, and all financial institutions {2z defined in Tizle
2, U.3.C. Section 3401) at which the below-narxed Cconsumer
nmaintains or nas maintained an acoourt:™

T

() By EC da-ed January 4. 2005, an credi= b2
reprrt was forwarded <o thel |pivision: By =0 dated b7FE
January 19, 2203, thel | ~ase agent documented the 1y
destruction of the credit report. BID

cection léezlu

(Uy An N3L |Tizle 1%, Uritec Statss Cods
J

(k1] was zent tof I\lr FBI by =T dated
February 4, 2205, In —he NSL the Zcllowing wias regacstod:
"Under the authority of Executive Order 12333, dated
Decencer 4, 1921, and pursuant to Title 15, Jnited States Code
rLELTLY), SEpTIHD 1581u(k) and Section _€8lu(a) of tne Fair

Credit Keporting Act (as amended or. Octoker 76, zd1l),
herzkby directed to provide the Federal Bur=sau of Investi
VFBEI) witnh consumer identifying information, limited tor: name,
address, former addresces, places o7 ewployu=nt, former places of
employnent, and all financial institutions fas defined in Ti=zl:
ST, LR L0. Section 2401) at which the below-naved congumer

[1¥]

-7
nmaintains or has maintained an account:” b4
, . ) _ b7D
(Jy Ev EC dazed Marsch 16, 200% anl Icredlt N
report was provided to —hel ID:visicn. By =C dated e
o Mar-h 31, 2705, thel |czse agent do-urented the b7E
bl Jestruction of the credit report.
b2
b7E (8)

b¢
b7¢C
b7n

b2
b7E

(U) Apn M3L [Ti-le 15, Uriteg States Code Zection 1621u 14
‘a)]] was szent to | viz rEL by =C dated :b“/
Jarmary 31, 2903, In —he HNSL the Iol10Woing was reglestad: b/D
Tndder the anthority of Freontive Ovdsr 17333, dated
Dcozoer 4, 1921, and pursuant to Title 15, Jnited States Code

smET

NSL VIO-35907



SPCRET

- Zeneral Counsel  From:
CTE-HO-0C12297 36-V1I0, D2/19/2007

‘USC1, Zection 16%81lufa) of the Falr Tredit Reporting Act (as
amended on October 2o, 20019, you are hereby dirscted to provide
the Fesderal Bur=sau «f Investigatior. (FEI) thes names and addresses

of 3.1 financial instituticns (as zefired in Title 12, U3C,
Secticon 3401) at which —he kelowv-namsd consumer maintains or has
maintained an account:"

[U) By EC dated February 23, 2008, FEI[____ Jadvised
I that lead was covered. A review of the file and the 1-

A secrtion did not reveal a credit report or indicate an EC
cintaining credit information.
L) It is believed that a credift recort was sent by
and that =—he Speciel Agert |(retlred) previcusly
azsigned this case Jdestrcoyed the repcrt. 'Lhis kelief is kased on
the following facts: 1) Specizl Acert iretired; assigned this
czses was also assigned above _czce e[ Jw17/24; 2 koth this case

«ove case set a lead tof |ori sare date (January
i and the lead was covered on came date (Fobruary 23,
3, Srecial Agent destroyed the credit report in #3W
5177 and 4) no credit report or credit Infcrration was located
in e;th er file.

Cfﬂ

Discontinued leads to serve NSLs

(1) Four (43 NSL [Title 15, United sStates Code Seciion

b2
b7E

b2
b7E

2
<

bTE
b4
b7D

| b2

“e3ling ] regquests, Lo were dlr_QuL;oud |5 _14|
Divigion prior to beind cervea by the Civizion., These

_eada weres diacontirmed in January 2005, after

determined that was providing credit reports and not the
credit jpformation rquQO*ﬂd in the NSLs. In these four (&) HSLs
Tt Hated Hoverkbesr 12, 2004, the fol cwing was regues-ed:

(UJ) Under =—hes authority of Exscutives 3,
dzated Decsmker 4, 1%81, and pursuart to Tit;e 15, United States
Crds (J.3.C0), Section 168Tn(kL) an3 Se~tion 163Tnia) of the ~Tair
Crodit Reporting Act (az amended on Octoker 26, 20‘1), VoL arc
herebhy directed to provide the Federzl Buresan of Investigation
(FRI) with consumer identifying information, limited to: nams,
address, former addresses, places oI employment, former places of

enployrnent, and all financial ins

titutions {as Jdefined in Tizle

LZ, J.53.C. Bection 3401) at which the kelow-navred consumer

maintains or nas mwainTainsed an oaccourt:™

(11y  The leads - hat were discont inmed were in the
following investigations:

SﬁFRET

8
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b4
b7D

SP¢RET

b2

Re D2/ 10/ 0007 b7E
bl
b2
b7E
(3) ke
k7C
(3)
(=)
(3)
b2
b7E o
Accurate credit information provided to] | bl
T D
AL
(1)  Two (Z) NS [Title 15, United States Code Sexzion b7E
~eBlinr] rejuests o] | resulted :n the ~orrect informaticon 14
being pro'\;j.je."] (e | ST, el oot '

b7D
(3) bé
b7C

(Uy In the M3L to|:|.:'ated May 23, 2005, the

f-2lowing was requested:

(1) "Under the authority oI Executive Ordesr 12333
Dezcenker 4, 1281, and pursuart to Tit_e 15, United Sta
- (U.3.C.), Section l168lu(a) oI tlhe Falr Tr=dit Reporting Act
amendsd on Ccoctober 26, 2001), you are herery directed to
provide the Federsl Burean of Tnvestigation (FFT) the names and
addresscoezs of 2all financial inctituticons (ac defined in Title 12,
m.3.2., B[ecticon 3401) a7 which the belw-namsd consumer main-ains
or has raintained an account:"

14
Tes

(U)__Ey EC da~ed July 5, 2005,] Icivision bl
provided theI "oredit proZile™ of the subject. b2
b7E
) b4
b7D
b6

sm'r b7cC

NSL VIO-35909



SEéRET

T Zener 1 Counzel  Frome | | ba
Re: (U} 0278-HQ-C1229736-V10, 03/19/0007 b7E

IR J b1

(U} In the HAL tof sated June 1, 2005, the b4
z

following was requested: 7D

(U)  "Under the authcority oI Eiecutive Order 12353,
datsd Decemkber 4, 1281, and pursuart to Tit_e 15, United Stazes
Code (U.S.C.), Section 1681u(a) <o the Falr Tre dlt Reporting Act
tas amendsd on Cotober Ze, 2001), you are herery directed to
provide the Federal Bureau of Investigation (FEI) the names and
addresses of all financial instituticons (as defined in Title 17,

U.3.C., Section 3401) a- which the below-named consumer main-ains : 2
or has wraintained an account:” b7E
b4
My, By BC August 3, 200%, iviszion provided b7D
the "credit profile™ of the subject,
LEAD (s):

Set Lead 1: (Action)

GEMERAL COUNSEL
AT WASHINGTON DC

(11) I- is8 requestez that the arove iaformation he
reviewed for a potential IOD viclation.
Set Lead 2: (Action)

HATIONAL SECURITY ERANCH
AT WASHTHETON DC

(1) Teo provide the HNSB with the results of the
HZL review for FCRA iszsued since Janvary 2, 2002,

*

SE§§ET

10
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ALL INFORMATION CONTAINED

HERETN I35 THCLAZSIFIELD EXCEPT DATE: 13-20-2007
WHERE SHOWN OTHERWISE CLAZSIFIED BY ESl?Esdmh,«"kzr/'maj
(Rev. 01-31-2003) PEANONG T4 TET
SE &ET DECLASSTFY MM Y2-2ns2022

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 3/16/2007

Teo: Inspeschticon Attn: Internal Investigations
Koo 11102

Zeneral Counsel Attn: INSLE
Rorrm 7475
b2
From: b7E
Contact: I35 jb6ﬁ
bhic
Approved By:l |
Drafted By:
Case ID #: (U) CZ78-HQ-T1229736-VIO (Pending)
Title: iy SPECIAL AGENT (SA)
SUPERVISORY SPECIAL AGENT (SSA) | |

PC3ZIELE INTELLIGENCE OVERZZIGHT EOARD
(IOE) MATTER - COUNTERINTELLIGENCE R=ZLATED

Synopsis: (Jy  To provide ncotificatiorn cf a possikle IOE
viclaticn and tr remques= ~haft this matter he reported as an TOR
violation - if appropriate.

(U)o >< Derive . FBI 1/97

Declassif : 32
Sk | ic scsaned o the
ﬂU)“” """ o iVizion | His
supervisor during thls 1nvestTlgatlcon was S5A | |

‘retired;.

b2
h7E
b6
h7c

hil

NSL VIO-35911

b2
bh7E
bhé
b7C

bé
b7cC
b2
b7
k7D



SEbi;g.T
Eroame: I

Re: (U)  279-HQ-C1229736-V10, 03/16/2007

b2
b7E

be
b7C

Fased ol LNVestlgarlen 2 Tlllred —ToheUlel mlae e e et 1 on
repcrt was requested via an HNSL issued |
~arsuant to U8, Code, Zection Ze2lu(a) and (k)
.- -lL=dit Repcort Act (as amended or. 10/2G/2001), waich
authorized the FRPI to cbtain limited namnes and addresse=s of all
finan-ial instituticons, and consunsr icentifving information
“imited to name, address, former addreszses, olaces of enployment,
cr former places of employment associated with this consumer.

of the

e

=
e

~

Joo/o007  an zudit was corduoted by SH
| | Division, reviewing
otential IOR violatiorns.

On 03
and I3
e for

Cu U ]

7

o3/ o0nS, a3 review of Glhioafile was also conducted
Ly SSﬂ Irevealed that]| Imifj:v;-vi-:l%-:i a full
credit report, resulting in en inacvertent over-collection ot
information.  Accordingly,| Io-visicon hersby reporte
thicz cvor-collection as a possible IOB violation.

SPCRET

NSL VIO-35912

b4
b7D
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SEXEET

I'a: Inzpecticon EFrom: | | :bZ
Re: (U)  278-HQ-C1279736-VI10, D3/16/7007 b7E
LEAD(s) :

Set Lead 1: (Acticn)
TNSFEZTTON

AT WARSHTNGTON, DC

(J)  The Internal Investigations 3ection is requestad
to determine if the matter related in this communication shoulz
lbe reported as an ZOR.

Set Lead 2: (Action)

SENERAL COUNSEL

AT WASHINCTOM, DT

('t NSLB is reguested to determinc if the mztter
relzted ir. this ccmmunication saould be reporzed as zn IOE.

*

SEQRET

NSL VIO-35913



b1
D2
b7E
b6

n7C
bTA

ALL INFORMATION CONTAINED LETE: 12-20-2007
HEFEIN I5 UMCLASSIFIED EXCEFT

(Rev. 01312009 yyiepy §HOWN OTHERVISE REASONG 104 (8]
Sp‘ﬁET DECLASIIFY 0N " 12-20-20

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 3/16/2007

Teo: Inspeschticon Attn: Internal Investigations
Koo 11102

Ceneral Counsel Attn: NSLB
Rorrm 7475
b2
From: .
b7E
Contact: Loo b6
b7cC
Approved By: |
Drafted By:
Case ID #: (U) CZ78-HQ-T1229736-VIO {Pending)
Title: (U} SCECIAL AGENT (SA] b6
SUPERVISORY SPECIAL BOENT (oon) | | b7C

PC3ZIELE INTELLIGENCE OVERZZIGHT EOARD
(IOE) MATTER - COUNTERINTELLIGENCE R=ZLATED

Synopsis: (Jy  To provide ncotificatiorn cf a possikle IOE

viclaticn and tr remgques- ~hat this matter he reported as an TOR
violation - if appropriate.

(17} >< Derived ; =3 1/97 b2
De i On: 03/16 :b7

. ‘ ' bo
Ra’ *-*‘“*““?}ﬁi SAl | ic 3ssigned to the b7

Division | | dis

supsrvisor during this investigaticon was SSA |
‘retired;.
r:\I

(3/F13E | |

b7E
b7D
bé

CLASSIFIED BY &517%duh/ksry/mad

E

C

bl

)
L

b7cC
b7A

NSL VIO-35914



=]

b2
b7
b4
b7D
bé
b7¢C

SWT

Inspection From: | I

(U)  278-He-C1229736-VI0, D3/16/2007

x ]
m

Based on 1nvestis

—dentlfving 1aformation report was
| | pursuant t£o 1.3 ,
and [} of the Fair Credi= Report BAc-t (as amended on lb/26/2001),
wh2ch authorized the ZBI =2 obtain limited names and addresses of
al_. financial instituztions, and corsumer Zdentifying informazion
_imited to mame, address, former azdresses, olaces of emplovment,
or former placeszs of employment associated with this consumer.

On 23/402/.°007  an sudit was condycted by SR
and ISS' |Division, reviewln

On 23/12/2007, a review of thizs file was also conducted
by s34 | cevealed that] bLPV1dDd a full
credit report, resultlng g g dpatvertent over-collection of
nfcrmation.  Accordingly Divisicn hereby repcorts

thig cver-collection as a possible IOB violaticon.

NSL VIO-35915
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SRCRET

To: Ingpection From: | |
Re: (J}  2Z72-HO-CLZZG736-YTO,

O3/ /72001

LEAD (s) :
Set Lead 1: (Action)
THSPACTICN

AT WASHINGTOMN, Jx*

() The Inzernal Investigations ction is requested
to determine if the matter related in this shiould
ke reported as an IOE.

Set Lead 2: (Acticn)

GEHNERAL CCOUNSEL

AT WASHINGTON, DC

{(J) NSLEB 1s requested to cetermine if the mat-cr
related in this communicazion should be recortad as an IOE.

*

Sﬁ;&ET

NSL VIO-35916



ALL INFORMATION COMTAINEL DATE: 12-20-2007

FEIH I*) "HE LMJ"’IFIEE' EXCEPT CLASSIFIED BY ©517%dmh/ksr S majy
DECLA““IF? OHEI2-2022032
S ET

bl
b2
b7E
be
b7cC

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 3/16/2007

Teo: Inspeschticon Attn: Internal Investigations
Koo 11102

General Counsel Attn: INSLE
Rorrm 7975
b2
From: b7E
Contact: 1.9 Ib6
b7C
Approved By: | |
Drafted By: |
Case ID #: (U) Z27C8-HQ-Z1229736-VIO (Pending)
Title: (L) SPECIAL RGENT (sSal ] b€
SUPERVISORY SPECIAL AGEHNT (SSP)I I b7c
PO3ZIELE INTELLIGENCE OVERZZIGHT EOARLD
(IOB) MATTER - COUNTERINTELLIGENCE RZLATED
Synopsis: (Jy  To provide ncotificatiorn cf a possikle IOE
viclaticn and tr remques= ~haft this matter he reported as an TOR
violation - if appropriate .
Derived : =3 1/97 bh7E
De i n: 03/16 1o
bic
a‘ Sk |1c o2 Jned T the b7C
Division i
supsrviszsor during this investigaticn was SSA|
‘retired;
{2 Qd quq tlhe ~gce Sqoert fo e
L L LT ST I I
SECRET
bl
b2
7D
hé

NSL VIO-35917
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SEM
icon From:

~HO-C1029735-V10, 0371672007

~.lr|'
OI—‘

limitez consunmer jdegtifvipg inforpm=tior repnrt was redquested via
an N3L issued to | | fpursuant to U.S. Code,
Sectior 168_u{a; and (L) ot —he Failr Credit Report Act (as

amendes on 2C/26/2001), which authorizez the FBI to oktain
limited names and addresses <-f all Zinancial institutions, and
consumer idsentifving information limited t£t2 narne, address, {ormers
addreszses, wvlaces of smployvient, or [orwsr plazes of coploymen=
Aassociated with Lhls congumer.

/0072007 Al andit wras cordigcted by _’gp:
and 128 IDivision, reviewlng
e focr potential IOB viclatiors.

07, a review oI thiz file was also conduc—ed

Ly SS8A revealed that crovided a full
creilft report, resulting ipapn dnagdvel over--ollection of
information. nguldingly,l Iivislun hereby reparbs

this over-zollection as a possible IOB viclation.

NSL VIO-35918
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Teo:  Treapestion  From:
Fe: (U Z72-HQ-C1C2G735-VIC, 03/16/2007

LEAD (s) :
Set Lead 1: (Action)
INSTECTZON

AT WAZHINGTOMN, DO

o The Internal InvestigaZions Section 1s recuested
to determine 1f the matter related in this communication shos’d
e reported as an I0B.

Set Lead 2: (action)

SENERAL COUNSEL

AT WASH NGTON, DC

(U) NELE is regiested to determine if the matter
related in Lhis communication should be reported as an 1LOE.

*"

SE)QET
3

o
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ALL INFORMATION CONTAINED

DATE: 12-20-2007 HERETH 15 UNCLASSTFIED EXCEFT
(Rev. 01-31-2003)  CLESSTFIED BY 65179dukiksr fusi WHEPE SHOUN OTHERWISE
DECLAZSIFY O 12520=2032 SEQRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 3/16/2007

Teo: Inspeschticon Attn: Internal Investigations
Koo 11102

Ceneral Counsel Attn: NSLB
Rorrm 7975 )
b2
From: 7R
b6
Contact: I35 :
picC
Approved By:
Drafted By: .
vi | | bé
Case ID #: (U) C278-HO-C1229736-VIO (Pending) bi7cC
Title: i) SPECTAL AGENT (SA)I I
SUPERVISORY SPECIAL AGENT (SSA)I I
FC3ZIEBELE INTELLIGENCE OVERZIGHT EOARRD
(IOB) MATTER - COUNTERINTELLIGENCE RZLATED
Synopsis: (Jy  To provide ncotificatiorn cf a possikle IOE
viclaticn and tro redgques- —hat this matter he reported as an TOR
violation - if appropriate.
w3 b2
bL7E
() - b6
His B7E
TUpererenr during this investigation was SS5S4A
bl ‘retired;.
e {2 Y was flhe gee sAdqert o fHe
bTE
be
bicC
P T = =L L] J_I -‘
bl
bo
| SN LSS R N § S B b7C

SEC*,;T
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T 'on E“m: Z <

nvestigation and informazion, a limited consurner idepdddfioddog
_Lfornation report was rejuested wvia ar NSL issusd to

| pursuant to U.3. CozZe, Zection 16351a(a) and () of
Tlie P21l Credlt Report Act (as amerded on 10/28/20021), which

authorized the FBI to 2btain limited namss and addresses of all
financial institutions, and consumer 1centifying information

_imited to nmame, address, former azdresses, olaces of emplovmoent,
or formner placeszs of employment ~iated w-th thiz consumer.

b2
On 23/02/72007, an sudit wasz conducted Ly SA::::::::] bLIE
E:::::::]qd ISRl Pivision, reviewing b4

b7D

On 23/12/2007, a review of this file was also conducted :b6
by E5& E'J ealed that crovided a full b7C
credit LeLolLly LEeoUlLlNY lpmaldoacuysT et OveLl o

2
s1llection of

_nt rmnation.  Accordingly, Divisien hereby r

: wver-collection as a posslble I0B violation.

%:RET

NSL VIO-35921



SEQEFT
T Tnapection rom: | |
Fe: (J}  Z73-HQ-T1729736-YI0, 03/_6/2007

LEAD (s) :
Set Lead 1: (Action)

AT WASHINGTON, v

=ction 1s requested

i1y  The InzZernal Inveztigations 5=
communication should

to determnine if the mat-er related in this
e reportlzd as an IOB.
Set Lead 2: (Action)

ZENERAL COUNCEL

AT WASHINGTOM, DC

(J) MNZILE is requested to determine 1f the matter
related in Lhiszs communication shonlz be reported as an LOBE.

*"

ET
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DATE: la-3D-2Z007

CLASSIFIED BY 65175duh/kst/mal ALL INFURNATIDN LONTAINED

HEREIN I$ UNCLASSIFIED &
WHERE--SHOWH -OTHERWISE

(Rev. 01-31-2003)

DECLASSIFY OM: 12-20-Z032

WET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/01/2007
To: AD, Inspecticn Division Attn: 113
Zeneral Counsel Attn: IMZLZz
Attn: Anc| |
From:
concace. ho
Approved By: iEZE
S0 0
b7C
Drafted By: ibl
b2
Case ID #: = il O Ol 0 O SO T O Fendinyg) b7E
Pending)
Title: i3) REPCGRT OF A bl
NS P W A 1= T\/['L‘z"l""l"l:‘l"; b2
b7E
N TN TV b7A
I:s:l Svnonsis. &: o dca—don o ropcort o otontigal TOR Matfer in
______ NS Deri om__:
EU:' >< D ¥y On!:
bl Doads k1 Jal
b2
b7E
b7A
(11} Cn January S5, 2007, drafted a Mational 02
Scourity Letter (HMEL) request under EiIccutive Order 12333 and BIE

S%?&FT

NSL VIO-35923



To: A7, Inspection Divisziorn
Re: DT78-HO-C1229736-VIO,

iSJ ~Title 15, United States
Repof*ing. Act) for
pertaining toithe

rsconal Tler b ilfyving

b2

—nforration

Ay
Any

Tdentity

' farmer addre

Pe

4. Any nsmes
k. -
oy or former places

Includinyg
institutions
for recorcs
z2s maintaired

h

1= TS

that indicate
an ac-count.

() On March

5,
of enploymen=

Divigion of

spon se Lo A

information reviswead

Iand after examining the first couple of pages

ol ~“he credit bureau Information it appeared that the carrier

provided information beyond the scope of the NSL,

unintentional acquisition of data by the Federal Bureau of

Investigation.

(L SA[ ]

ST
D

agents that reviewed thel

information

znd L&D

The informa=-ion

e>llred by the ~a
ged ] ‘urrhclan
— ST
the information t
made concerning b

Set Lead 1: (Info)

D

vestldgation.

the 1ntoLdeJ(n

ﬁ~quﬂn15red until a IfInal ae
ort in guestion.

[OT

—
[

-0 .p Do
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SE%T

T-: AL, Inapecsticon Division  Fooowos
Re: CTE-HO-ClI97306=-V10, 03,01/72007

b2
b7E

ASSTSTANT TRECTOR, IMNSEECTION DIWV-SZ0ON

AT WASHTMGTOMN, W

(119 I13, Read and cl=zar.

Set Lead 1: (Action)

ZENEXATL COUNSEL

AT WASHINGTON, DIt

(11 CGC/NSLB, distribute this electronic communication
t: aporopriate cffices.

Set Lead 2: (Info)

B2
EI )
= | bTE

(1 Read and clear.

*

s’QRET
3

NSL VIO-35925



