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Precedence : ROUTINE 

To: Inspection . 

General Counsel 

Date: 06/22/2006 

Attn: IIS 
Room 11102 

Attn; NSLB 
Room 7975 

From: 
Chief Divi situa— 
Contact : CDC 

Approved By: 

Drafted By: 

Case ID #: JS,} | | (Pending) 
(Tj, 278-HQ-C1229736-VIO (Pending) 

278-0 

(C) 

IFY OH: 11-15-2032 

AiL'iiroBm'Tioi'''c 
. HERE li"" 13"" IMC LAS 3IFIED '' E XCE PT 

UHEPE SHOOT OTHERWISE 

ÌU) -, 

Title: Posasihlp Tnl-pU irrpnrp. Oversight Board Matter (IQB} 
saL J 
SSAI \ 

(U); " 1 

Synopsis: Provides notification of potential IQB matter for 
reporting as necessary. 

(S) 

<S) 

NSL VIO-34928 
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SiteRET 
Working Copy Page 2 

b l 
b 7 A 
b 6 

b 7 C 

h 2 

b 7 E 

An NSL dated 01/11/2006 for subscriber information 
and toll billing records wa§ issued to the communications 
provider of the ^ ^ ^ ^ ^ 
through present ,| 

(S) 

? 
T S C Results o£ the. Nfih issued bv[ 

received from the serving office f 
communication was submitted toT 
for service of an NSL. SA|_ 

were 

on or about 05/23/2006 and learned the following: 

L m 05/10/2006'. A FD-542 
_ |claiming a statistic 
J reviewed this communication 

b 7 E 

b 7 C 

(Sì 
j k The telephone number was subscribed to by 

J through the date of 

(S) 

the NSL ( 0 1 / 1 1 / 2 0 0 6 ) . H a r d c o p y toll records for this 
period were provided by the comtnuninatignfl carrier and 
were forwarded to| | by 

) 2) The telephone number was also subscribed to by 
^ arty other than| |£or the period \ |through 

J. tiarri rnnv foil w ^ r r t a f^v hhft 
period I 

b l 

b 6 
b 7 C 
b 2 
b 7 E 

b 7 A 

b l 

b 7 A 
b 2 
b 7 E 
b 6 

b 7 C 

(S) 
(S) 

the communicate fin^ 

I by 

]were provided by 
carrier and were forwarded to 

• ) Per review of ACS, the party other than I 
identified'only in the FD-542 communi cat ion sent by | 
Otherwise, the party other thank I was identified only 
through review of the hard copy results provided by the ^ 
communications carrier. No steps were taken in an attempt to 
further identify the other party. The toll records provided by 
the communications carrier with regard to the other party have 

CEGRET 

NSL VIO-34929 
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Page 2 
not been utilized or uploaded by 

ID)--... b 2 fé) On 06/08/2006, through office-provided training, 
it was brought to the attention of SA | [that the above b 7 E 
incident may constitute an lOB violation. On the same day, SA b6 

Ibrouqh 
SSAl as well as the 

I ¡brought this matter to the attention of his supervisor, b 7 C 
Division CDC. 

Remedial action, if deemed appropriate, will 
include the permanent ACS charge-out of the communication 
identifying the other party, as well providing all hard-copy toll 
records related to the other party to CDC for whatever action 
deemecjl appropriate. 

The National Foreign Intelligence Program Manual, 
Section 2-02, states that there are certain investigative 
activities which are permitted in the absence of formally 
authorized inquiries and investigations. The collection of 
information pertaining to the other party as described above is 
not one of those activities. Nonetheless, it was not the 
intention of the captioned employees to capture information 
concerning an individual who is not under investigation. 

LEAD{s): 

Set Lead 1; (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) The Internal Investigation Section is requested to 
determine if the matter described in this communication 
constitutes a reportable I0B issue. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to determine if the matter 
described in this communication constitutes a reportable IOB 
issue. 

NSL VIO-34930 



Working Copy Page 

/ Oj \ EC dated March 15. 2006.1 I requested that ITOS II. 
I

 U
 I I PBTHnl 

IA the t!<J 
Lilt!iru TTTTJTuueu Lileluiiuwiny xcLiiy udye 

ÍSJ 
y * 

(S) 
[ _ , These ECs included a request to 

J n d a National Security Letter (NSL). 

in 
an EC dated May 2006, the TFP requested and received authority 
to r.nndur.t.l I \ _ 

| | By EC dated, July 10, 2006, the TFO requested and 
received approval for the issuance of. an RFPA NSL for financial 
records of the subject. A copy of the EC was forwarded to ITOS 

Conus hi / T e a m 12, On August 23, 2006, a financial review of 
the subject's financial records was completed by the TFO. 

(S) 
Errors believed committed. 

(V) The above errors f 
issuance of the RFPA NSL I 

land the 

IS) 

received an e-mail from SSA [ 
advising that FBIHO 

I The TFO 
ITOS\ I 

were 

die 
to 

not land that the request went 

Corrective measures 

in view of the above, SAc[ as ensured that 
corrective measures have been initiated, whereby the 
investigative paperwork of Task Force Officers working National 
Security Investigations are provided the appropriate oversight by 
National Security SSAs in the division. 

b l 

b 7 E 

b l 

b2 

b 7 E 

b 6 

b 7 C 

b 7 E 

LEAD {s): 

Set Lead 1: (Action) 

"hWLkui-

NSL VIO-34931 
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GENERAL COUNSEL 
AT WASHINGTON DC 

{U} it is requested that the above information be reviewed 
for a potential IOB violation. 

Set Lead 2: {Action) 

INSPECTION DIVISION 
AT WASHINGTON DC 

U} It is requested that the above information be reviewed 
for a potential IOB violation. 

S^S^ET 

NSL VIO-34932 



- Working Copy - Page 1 

Precedence : ROUTINE 

To : Inspection 
General Counsel 

Date: 10/17/2006 

Attn; IIS, Room 11861 
Attn; NSLB, Room 797 5 

From: 

ta 2 
ta7E 
ta 6 
ta7C 

Contact : SA 

Approved By: 

Drafted By; 

Case ID M 2 7 8 -HQ-C1229736-VI0 IS UNCLASSIFIED EXCEPT 

Title: (U) S 
SS 
t tei INTULLlUUNL'fc! UVEktilUtfT BOARD (IOB) ERROR 

Synopsis To report possible IOB error. 

D' 
G- 3 
XI 

11-30-2007 
CLASSIFIED BY 65179 dmh/ksr/f 
REASON: 1.4 (c) 
BECtAS' SI FY7' • • 'ON: iM'0-20'3'2 

Details _ 

(S) 1, 
b 7 E 

(lD
r 

'S) 2, 

X 3 -

(UÌ-

( K 

Possible IOB Error: 

4 . 

HT)».. 

Description of IOB Error (including any reporting delays) 

submitted a National Security Letter (NSL) 
seeking telephone subscriber information and telephone toll records of 
a certain target froml I. The NSL was dated August 18, 
2005. Due to a typographical error, the telephone number on the NSL 
was erroneously transcribed. The telephone records were received by an 
investigative analyst working with case agent on or about September 
13, 2005, and subsequently provided to SAI I s h n r M v 
thereafter. Because these records indicated that I 1 was not 
the appropriate carrier to obtain the telephone toll records a second 

Uai:tol L 
learning that the subscriber information provided byl I was 
NSL dated September 29, 2005 was prepared and submitfad t 

:orma 
"nori 

Jaû-Lpre 

likely not that of the target 
error contained on the NSL to 

¿Learning-of the typographical 
the second NSL was recalled from 

b6 
b 7 C 
b4 
b 7 D 

Case ID : 278-HQ-C1229736-VIO Serial : 1783 
SECRET 

NSL VIO-34950 
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I by SÀ 
i-r. 1-V.-Ì Q -ntct. _ 

I I and received in October of 2005. 

_ and no records were m m t i d e d to the FBI pursuant 
The original NSL served onl I was returned to SA 

jfeC Thereafter, $A took measures to remove all 
communications and telephone records associated with the erroneous 
phone number from FBI databases. This action was based on an e-mail 
dated• rtTmmmhn -r 2005 from Office of General Counsel which was sent 
to thi | Chief n-ivTfl-inn Council anti fn-rt-hwr rii.gsPmin^tPfl 1r> 

* IH-i ai r̂ n I I 

b 7 D 
b e 
b 7 C 
b 2 
b 7 E 

rne paper seríais ana 
electronic e n c n e s associated wicn c m s phone number were removed. 
Because this e-mail did not discuss reporting this -i ̂ iio 
Intelligence Oversight Matter. (IOB) violation and SA [ handled 

( U ) 

the removal of the innocent information from the case file only. 

On October 17, 2006, SA I Itelephonicallv contacted 
| ~ " |at Office of General Counsel to determine whether 
this action was m fact, reportable as an IOB matter. | j advised 
that the matter should be reported as an IOB violation. 
LEAD.(s); 

Set Lead 1: (Action) 

INSPECTION 

be 

hlC 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Precedence: ROUTINE Date: 10/17/2006 

NSL VIO-34951 
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Precedence : ROUTINE Date: 10/30/2006 

To : Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 797S 

From: 

Contact: 

Approved By: 

Drafted By: 

Case ID 

ALI.... IHF.OBlfMT OS... C OBITAIJíE B 

27S-HQ-C1229736-VIO 
278-|_^C45386 

Title: (U) SA 
SSA SSA[ 

11-3Ö-S007. 
CLASSIFIED BY 65179 dBÜi/fesr/dk 

] 11-30-2032 

(U), 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: To report possible IOB error. 

January 1997 
/2031 

Possible IOB Error: 

(S) 

b l 
b2 
b 7 E 
b6 
b 7 C 

4. Description of IOB Error (including any reporting delays). 

iU)'''""jf^ I wrote a National Security Letter requesting toll records 
for the captioned subject's home telephone number. Upon receiving the 
records, I realized that I inadvertently transposed two digits in the 
telephone number, consequently requesting records for the wrong 
number. 
<u) 

> 6 The records have been sent back to the 
requesting that they be minications £ 

b 7 E 

Case ID 278 
278 • 12297: 

45386 
Serial 

NSL VIO-34961 

1818 
135 



Copy Page 2 
Georgia. 
LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U} For action deemed appropriate. 

NSL VIO-34962 
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Precedence: ROUTINE 

Io; Attn: SftC, CDC 

Counterterronsm 

Inspection 

M t n T T O 

Attn: IIS, CRS 

Frcm: General Counsel 

National Security Affairs/Room 7947 

Contact: Julie F. Thomas 

Approved By; Thomas Julie F 

Drafted By; 

Case ID #: X 

Date; 11/14/06 

27MO-C1229736-VIO 

Title: POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 

( U ! x
 1 

Synopsis: ^ K j It is the opinion of the Office of the General 

Counsel (OGC) that nc error was coranitted in this matter, and 

therefore nothing need be reported to the JOB, A record of this 

decision should be maintained in the investigation control file 

for review by the Counsel to the 100, 

<U) 

Decl̂ atfnyBft*̂  

Reference: t^ ¿76-HQ•C1229736-VIC Serial 1613 

Details: (5) As noted in the electronic ctximuni cat ion (EC), 

b7E 
bo 
b7C 

All IfiFOffiTIOI COäTÄISED 

HMII IS HCliSSIFIH) EXCEPT 
T.TOTDTT fiTOTriT.TT CP WHLKL ¿Mil UiiMtöiif. 

DATE •« X X- • • • 3 '01 

CLASSIFIED BY 65179 dih./ksr/dk 

SEASON: 1.4 ¡cj 

DECLASSIFY 01: 11-30-2032 

bl 
b2 
b7E 

Case ID : 27Ö-HO-C1229736-V10 Serial : 1837 

Ä̂ ET 

NSLVIO-34963 
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(0) 
^fij The gap of one rran^^wa^^e^ausi^^h^^M^ina^case 

agent was transferred out of the 

and the case was given to a second agent. 

However, during that time period the RA had a n e w ^ ^ ^ ^ 

Headquarter'5 city supervisor and then a new S S M , so there was 

no continuity in management that normally would heve caught the 

amission. Since the original agent was no longer at the RA to 

file a timely extension, the new handling agent did so as soon as 

he realized what had happened. 

101 ̂  ^ 
j X j h e factors in mitigation ¿re: it was only a one 

fifiMh lapse, and i^ftarrtly, no investigative activity tod 

place-no NSLs were issued, no background checks were performed, 

and no information was obtained from the source. 

(U) Section cf Executive Order (E.O.) 12363, 

dated 09/13/1993, mandates that inspectors General and General 

Counsel cf the Intelligence Community components (in the FBI, 

the Assistant Director, INSDP and the General Counsel, OGC, 

respectively) report to the 106 "concerning intelligence 

activities that they have reason to believe may be unlawful or 

contrary to Executive order or Presidential directive," This 

language was adopted verbatim from E.G. 12334, dated 12/04/1981, 

when the JOB was known as the President's Intelligence Oversight 

Board (PIOB). By longstanding agreement between the FBI and the 

IOB, this Language has been interpreted to mandate the reporting 

of any violation of a provision of The Attorney General's 

Guidelines for FBI National Security Investigations and Foreign 

Intelligence Collection (NSIG), or other guidelines or 

regulations approved by the Attorney General in accordance with 

E.G. 12333, dated 12/04/1981f if such provision was designed in 

full or to part to ensure the protection of the individual rights 

of U.S. persons, violations of provisions that are essentially 

administrative 

in nature need not be reported to the 108, The 

FBI is required, however, to maintain records of such 

administrative violations so that the Counsel to the 10B may 

review them upon request. 

Ä^ET 
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the one inontii gap between 

constitutes a minor 

administrative oversight, especially since 

Since this 

bl 

b2 
b7E oversight was administrative in nature, it did not impair ihe 

Office of Intelligence and Policy Review's ability to provide 

meaningful oversight and review of the investigation- As such, 

this [natter will not be reported to the IDE, but Mill be placed 

in the control file for periodic review by the Counsel to the 

10B+ No further administrative measures are required. 

Set lead 1; (info) 

NSL VIO-34965 
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b2 

b 7 E 

AT 

(U) Read and clear, 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT m i H G T O N , DC 

(U) Rëâd and clear. 

set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) Read and clear. 

CC: Ms. Thomas 

IDS Library 

b6 

b7C •kj i \J 

NSL VIO-34966 
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Precedence ; ROUTINE 

To: 

Date: 11/24/2006 

Attn: 

Counterintelligence 

Inspection Division 

Attn: SSA 

Attn: IIS, CRS 

Attn: ISS Unit 

h 2 

h 6 

blC 

hl E 

From: Oftice of the General Counsel 
NSLB/CILU/Room 7947 
Contact : SEA| 

Approved By: 

Drafted By: 

Case ID #; 
m 

2 7 8 - H Q - C 1 2 2 9 7 3 6 - V T Q 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006 -

Title: 
(U) 

(U) 
Synopsis: _ 
the Office "of t:fie General Counsel 

E QVEE 

ALL I H F 0 R H A . T I 0 H C0BTÀI1ED 
HERE I® " "ï S" " OTC LI'S SIFÏËD" " Ë XCËPT 
TJHERE SHOOT OTHERWISE 

(Pending) 
DATE..; 1 2 - 0 4 - 2 0 0 7 

CLASSIFIED BY 65179 DMH/KSR/DK 
H: 1.4 (C) 
.S SI FF OH: 12-04-2032 

eques.ted that 

h 2 

hl E 

(OGC) review an incident and 
determine whether it warrants reporting to the Intelligence 
Oversight Board (IOB). It is the.opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the IOB, 

(U) Deri 
Decla 

( U ) 
Administrative : M This electronic c o m m u n i c a t i o n c o n t a i n s 
information from: (1) the EC dated 07/21/2006 from| |to OGC 
reporting a potential IOB matter; and (2) automated case support 
(ACS) . 

b 7 E 

Reference : 
Í U ) <x 278-HQ-C1229736-VIO, serial 1560 

(S.J 

Details: J&f By EC dated 07/21/2006, | jrequested that OGC 
review art Î nrH dent and ftehamri tir whAi-hpr- -i 1- warranta r - w n r H n a hr> 
H i B T H R I I 

Case ID : 278-HQ-C1229736-VIO Serial : 1861 

NSL VIO-34967 

b l 
b2 
hlE 

b6 
b 7 C 
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c 
dated 0S/Q2/20Q6 waa nrenarfid h 

I I The NSL requested all financia 

^J A Na National Security Letter_Jü£L) 
dated OS/02/20Q6 was nrenared Jovl land served by the FBl| 

s r 
rgrrvrHR nprl-p inina hn HIP snhieet { H 

I The I*JSL requested documents from 
Received a response from 

07/11/2006, and began reviewing the documents on 
1 Ô 7 / i 7 / 2 ô ô E . 

Upon review of the documents provided tJ 1 it 
was learned that the information!"" "Tprovided, pursuant to 

f Lthe NSL, exceeded that which was requested. The information 
\ ̂  ^received consisted of documents not only pertaining to the 

J The error by 
J-j . |was apparently caused by the similar names of the 
0 J sutgect and the two other parties,! 

citizens also employed at th| 

(U? I |reported that they have separated the excess 
information from the originally requested information. The 
excess information was wrapped b j l a n d is being secured in a 
safe awaiting further guidance. rne originally requested 
information is being maintained in the subject's case file, 

(U) Section 2,4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, QGC, 
respectively) report to the IGB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to' Executive order or.Presidential directive," This 
language was adopted verbatim from E,0, 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
{NSIG), or other 

guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U,$< persons, Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

(U) On 03/28/2006, the FBI's National Security Law 
Branch (NSLB) sent a letter to the Counsel for the IOB requesting 
their concurrence to treat third party errors as non-reportable, 
though NSLB would still require the field to continue to report 

b 2 
hl E 

NSL VIO-34968 
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any improper collection under an NSL as a potential IOB matter. 
By letter dated 11/13/2006, the Counsel to the IOB agreed that 
third party errors in the collection of information pursuant to 
an NSL must be reported to the FBI OGC, but are not reportable to 
the IOB. 

(U) In the instant case the collection of information 
by tha nnT what did not pertain to the subject was not the fault 
of FBI Once the case agent discovered that he had received 
information on a person other than the subject, the case agent 
immediately sequestered the information and made arrangements to "h7F 
report the matter i-n onr D / t i 

' ï 
(U)| .5 requested to keep the information 

sequestered until tney nave had the opportunity to contact the 
carrier who provided the improper information and determine 
whether the carrier wants the improperly acquired information 
returned or destroyed with the appropriate documentation being 
provided to the case file. 

LEAD(S): 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 2: (info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 
h 2 

NSL VIO-34969 
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AT 

(U> Is requested to contact the carrier and ask whether the 
improperly or unintentionally acquired information should be returned 
to the carrier or destroyed with the appropriate documentation 
provided to the case file. 

cc : 1- Ms. Thomas 
1-
1-1 ^ 
1- IOB Library 

b2 
b 7 E 
b6 
b 7 C 

IsSt̂ ET 
NSL VIO-34970 
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Precedence : ROUTINE 

TO: I I 

Inspection 

From: Office of the General Counsel 
NSLB/CILU/Room 794 7 
Contact : SS2| 

Date: 11/27/2006 

Attn: Acting SAC| 
CDC 
SSA 

Attn: IIS, CR£ 
Roo^ t 

ALI.... IMF.QBIÎàTI OH... C DICTAI JiE B 
HEREIN IS UNCLASSIFIED EXCEPT 

Approved By: ie F 

Drafted By: 

Case ID #: 
< U ) 

12-04-2007 
rf ""65170 " 

1.4 i C) 
HI: 12-04-203 

278-HQ-C1229736-VIO (Pending) 

Title: 

Synopsis : 

INTELLIGENCEL^EESIGHT BOARD 
MATTER 2 006 

The requested 
that the Office of the General Counsel (OGC) review an incident 
and determine whether it warrants reporting to the Intelligence 
Oversight Board (IOB) > It is the opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the IOB. 

contains 
]to 

lto OGC 

( S ) X / D e C 

Administrative: /fSJ This electronic communication (EC) 
information from: (l) the EC dated 07/24/2006 from| 
OGC reporting a potential IOB matter, (2) automated case support 
(ACS); and (3) an email message from SA| 
received on 11/27/2006. 

Reference: J ^ C 27B-HQ-C1229736-VI0 Serial 1551 

Details: 
OGC review 
reporting to the IQB. 

On 10/19/2005,I 
qp^nr-itv T.̂ ttPr fTSTfiT.l nn 

By EC dated 07/24/2006J 
an incident and determine whether it warrants 

Requested that 

issued a National 
Irpaarrtincf 1-hP qnhiPPh 

JTïï e records received from 

•b7E 

b 7 C 

b 7 E 
b 6 
b 7 C 

b l 
h 2 

b 7 E 
b 4 
b 7 D 
b 6 
b 7 C 

Case ID : 278-HQ-C1229736-VIO Serial : 1862 
2781 k676Q4-VIO 24 

SggRKI^ 

NSL VIO-34971 
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pursuant to the NSL on 07/20/2006 contained information unrelated 
to the subject of the referenced investigation. An email from SA 

I |on 11/27/2006 indicated that there were financial 
records within the documents that appeared to belong to the 

| | Once SH Hiscovered these records, 
they were immediately turned over the CDC of| | 
for storage until this matter could be properly addressed with 
OGC. Sfl ¡also indicated that the unrelated documents were 
obtained at no fault of| ] 

{U) | Ireported that they separated the excess 
information from the originally requested information. The 
excess information was secured in a safe with thel "ICDC 
awaiting further guidance. The originally requested information 
is being maintained in the subject's case file, along with 
additional ï nfprrra\ri on i-hai- was p ^ i v p r f once the error was 

b 7 D 
b2 
b 7 E 

pr-maMfin fhaf wag ^ 
p o i n t e d oixt to 

{U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive,11 This 
language was adopted verbatim from E + 0 , 12 3 34, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement- between the FBI and the 
IOB (and its predecessor, the PiOB), this language has been 

• interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG), or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12332, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however,-to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

(U) On 03/28/2006, the FBI's National Security Law 
Branch (NSLB) sent a letter to the Counsel for the IOB requesting their 
concurrence to treat third party errors as non-reportable, 
though NSLB would still require the field to continue to report 
any improper collection under an NSL as a potential IOB matter. 
By letter dated 11/13/2006, the Counsel to the IOB agreed that 
third party errors in the collection of information pursuant to 
•an NSL must be reported to the FBI OGC, but are not reportable to 
the IOB. 

(U) In the instant case the collection of information 
bv the FBI that did not pertain to the subject was not the fault J 
ofI I Once the case agent discovered that she had 
received information on a person other than the subject, the case 

sEtSWïI 

NSL VIO-34972 
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agent immediately sequestered the information and made 
arrangements to report the matter to OGC. 

(U) | "lis requested to keep the information b2 
sequestered until tney nave naa the opportunity to contact b 7 E 

| | and determine whether they want the improperly 
acquired information returned or destroyed with the appropriate h 7 n 
documentation being provided to the case file. 

LEAD(s): 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC ^ 
/ 

(U) For information. b 7 E 
b 4 

Set Lead 2: (Action) b 7 D 

AI 

<U) | is requested to contactl 1 and ask 
whether the improperly or unintentionally acquired information should 
be returned to the bank or destroyed with the appropriate 
documentation provided to the case file. 

SESTET 

NSL VIO-34973 
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C C : 1- Ms, Thomas 
1-1 

1-| 
1- IOB Library 

* * 
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Precedence : ROUTINE 

I 

Date: 11/27/2006 

To 

Counterterrorism 

Attn: SSA f 
T F O ~ 

Attn: ITOS I/CONUS IV / Team 15 

SSAI 

Inspection Attn: IIS 

From: General Counsel 
National Security Law Branch/CTLU l/LX-1 3S-127 
Contact: UCl I 

Approved By; 

Drafted By: 
( U ) \ . 

Thomas Julie F SIFTED EXCEPT 

h 2 

hl E 

be 

bic 

Case ID # ; x J a < 278-HQ-C1229736-VIO (Pending) 

Title: (U) Intelligence Oversight Board 
IOB Matter 2006 

12-04-2007 
CLASSIFIED BY 65179 
REAS»; I,A (C| 
DECLASSIFY" ON: 12-04-2032 

Synopsis: It is the opinion of the Office of General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows. 

(U), 

Deri 
Declassi 17/2031 

Reference: ( W ' 278-HQ-C1229736-VIO Serial 1389 

Details: Bv electronic communication (EC) dated Mav 18", 
2006, thd I reported to 
the Inspection Division and the Office of General Counsel (OGC) 
this potential IOB matter. 

I b l 
b2 
b 7 E 
b6 
b 7 C 

^ On September 12, 2005, TFc[ ]submitted a 
request for. a bank records canvass under the PATRIOT ACT and 31 
CFR 103.100. Prior to the request being fulfilled, the 

Case ID : 278-HQ-C1229736-VIO Serial : 1889 

NSL VIO-34978 f 



Page 2 
In March 2006, uponl linquirv. FBI-HQ 

advised that the National Security Letter (NSL) bank records 
I ̂  I request had not been received and that! Hshould 
iZ1 I submit another request, which TFC| I did on March 27. 2 006 . 

• Therffaft-.Pi-. I ""Irgal i f-hat thj | 

I [hen TFO submitted the second 
1 l ^ L U ^ l LUV m a lHilUaUCe m . ' As such, on May 18, 2005, 

( S i 
] reported this action to the Inspection Division 

0GC as a potentially reportable IOB violation. [ 

Jto accommoaate une outstanding 
p 

b 7 E 

panK records request as weir as other outstanding matters. This 
| | One month later, the NSL 

was approved ana issued on July 6, 2005. 
(UK 

required by Executive Order (E.O.) 12863 (Sept. 
13, 1993) and Section 2-56 of the National Foreign Intelligence 
Program Manual (NFIPM), OGC was tasked to determine whether or 
not the matter described herein should be reported to IQB. We 
believe the reported activity does not require notification. 

(U) Section 2.4 of Executive Order (E.O.) 128 63, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB 1,concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." By 
longstanding agreement between the FBI and the IOB (and its 
predecessor, the PIOB), this language has been interpreted to 
mandate the reporting of any violation of a provision of the 
Attorney General Guidelines for National Security Investigations 
and Foreign Intelligence Collection (NSIG) or other guidelines or 
regulations approved by the Attorney General in accordance with 
E.O. 12333, dated 12/04/1981, if such provision was designed in 
full or in part to ensure the protection of the individual rights 
of U.S. persons. Violations of provisions that are essentially 
administrative in nature need not be reported to the IOB. The 
FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon request. 

(IT) V / 
yfS^ With regard to the continuation of an FBI PI, 

Section II.C.4 of the NSIG provides in pertinent part that: 
i 

Preliminary investigations shall be completed 
within six months of the date of initiation. 
In a preliminary investigation initiated by a field 
office, the SAC or as authorised by the SAC, an 
Assistant SAC, responsible for the investigation, 
may authorize an extension for an additional six 
month period if warranted by facts or information 
obtained in the course of the investigation. An 
extension of a PI beyond the initial one-year 

NSL VIO-34979 



cu> 

• NF • 
- - - -• Working Copy Page 

period requires FBI Headquarters approval and may 
be granted in six month increments. All extensions 
shall be in writing and include the justification 
for the extension. {Emphasis added.) 

f 

Although this provision of the NSIG is primarily 
administrative in nature, it was designed in part to protect the 
rights of U.S. persons by limiting the length of time that the 
FBI can conduct a PI without periodic oversight. 

In the instant matter! I l~nnk nn 
î n w s H q a t i v P xntinn nnl-.g-idP of the FBI after thl , 

I Accordingly, despitd lEailUPé CO 
expéfliCIfluèly ^UPètié Cne investigation, OGC has determined that \ 1 « 1 ^ 

ftctions amount to administrative error, not a l ^ J 
reportable IOB violation because I I had already 
renewed thf |when the NSL was actually approved and 
issued on July 6,' 2006. 

b l 
b2 
b 7 E 

LEAD{S): 

Set Lead 1: (Info) 

(0) Read and clear. 

Set Lead 2: (Discretionary) 

COUNTERTERRORISM 

AT LIBERTY CROSSING ONE 

(U) For review and action deemed appropriate, 

Set Lead 3: (Discretionary) 

NSL VIO-34980 
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INSPECTION 

AT WASHINGTON, DC 

(U) OGC requests that the Inspection Division retain a 
record of the report of a potential IOB matter for three years, 
together with a copy of this opinion for possible review by the 
Counsel to the IOB. 

* * 

j> 

NSL VIO-34981 



S E C R E T 
N F 

Working Copy Page 

Precedence : ROUTINE 

TO: 

Date: 11/28/2006 

Counterterrorism 

Inspection 

Attn: C D C C 
A / S S A T 
S A [ 

Attn: ITOS 1/CONUS IV 
A/UC[ 
SSA 
IA 

Attn: IIS, 

From: General Counsel 
National Security Law Branch/CTLU I/LX-1 3S-127 
Contact: Uq | 

Approved By: 

Drafted By: 
( U J 

Case ID #: 

Tho ma s Julie F HEREIN IS UNCLASSIFIED EXCEPT 

Title: (U) 

(U) 
Synopsis : ) 

278-HQ-C122 973 6-VIO (Pending) 
, DATE..; 12-.0|11111 

Intelligence Oversight Board C L ASS I FIED,,, B Y,,, 6 51.7,9,,, D.HH/KSR/DK 
I OB Matter 2007| ' reasoh.: ij|||i| 

. • DEC LAS SI Fy|||||||||l|||||| 
It is the opinion of the Office of the General 

Counsel that"the above referenced matter need not be reported to 
the Intelligence Oversight Board (IOB). Our analysis follows. 

(U) 

( U ) 

Reference: 
( U K 

" S e 
D" 

X 
S i f y ~ O r r ^ u ^ p 5 / 2 0 3 l 

278-HQ-CI229736-VIO Serial 1763 

Details: Bv electronic communication (EC)dated October 17, 
2006 the| 1 reported to the Inspection 
Division and the Office of General Counsel (OGC) this potential 
IOB matter. 

h 2 
b 7 E 
b 6 

b 7 C 

b l 

h 2 

b 7 E 

he 
hlC 
b 4 

b 7 D 

Jreceived one package of results—fioml 
loaded the. records pertaining t< 

Case ID : 278-HQ-C1229736-V10 Serial : 1890 
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Precedence : ROUTINE Date; 11/07/2006 

To: Inspection 
General Counsel 

From: 

Attn : IIS, Room 11861 
Attn: NSLB, Room 7 97 5 

Approved By:[ 
CLASSIFIED BY 65179 dmh/ksr/dk 

1.4 ic) 
'.FY 01; 12-05-2032 

Drafted By; 

Case ID #: (U) 278-HQ-C1229736-VI0 

T i t l e : (U) S 

(U) 
A/SSAL 

1 : 

(S) 

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: To report possible IOB error, 

T Jan 1997 Dërived 
Declassify 

¥ 
FBI jy 

LI 107 

Details: (S) 1 
initiated by Special Agent {SA)£ 

2 , 

•(UK 

< U ) 

3. Possible IOB Error: Improper NSL Collection 

V s ) 4. Description of IOB Error (including any reporting 
/ x delays): 

213) from[ 
^ | requested via an approved NSL (serial 
J the following information; the names, 

addresses, lengths of service and electronic communications 
transactional records, to include existing transaction/activity logs 

« « I and all electronic mail (e-mail) header information (not to include 
\ D } message content and/or subject fields), for the following fi-mail 

address! | 
I | tor 
the time periodsT J 

h 6 

hlC 
h 2 

hl E 

ALL IföF 0RHÀTI OH C0HTÀI1ED 
HEREIK IS UNCLASSIFIED EXCEPT 

b l 

b 7 A 
b e 

b 7 C 
h 2 

b 7 E 

Case ID : 278-HQ-C1229736-VI0 Serial : 1937 

NSL VIO-35010 
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S E C R E T 
Working Copy Page 

V received one disk of email header 

b 6 
b 7 C 

results fronl | on 10/02/2006.- Intelligence Analyst (IA) ; b 7 E 

I Idownloaded the header information from the disk b4 
into an excel worksheet. Ifl |was drafting an Electronic b 7 D 
Communication (EC) of the results and research completed on the header 
information on 11/06/2006 and noticed thatl I provided header , 7 

information for the dates V I which is outside 
the parameters of the data requested, IA I I advised Case Agent 

I 1 of the error on 11/06/2006. All data that was 
included in the EC to be uploaded into Automated Case Support (ACS) 
was deleted from the EC. The unrelated records have been sealed and 
sequestered in a la. 

| U 1 i 1 
On 11/09/2006, IA| |received a communication 

from ISSi I ISS|~ | 
spoke with| |on 11/09/2006 
approximately 11:15am PST regarding the previously mentioned NSL. I 

I Acknowledged that is was! ^"Hmistake for supplying the b 2 
information fromI land not what was b 7 E 
specifically requested on the NSL. 

b 7 D 

LEAD(S): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

* * 
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Precedence : ROUTINE 

To ; 

Counterterrorism 

Inspection 

Date : 12/20/2006 

Attn: SAC 
CDC 

Attn: ITOS 1, CONUS 2, TEAM 6 

Attn: IIS " " IS F'ORKàTI 0IT " C OSTTÀI'HE B 
" î S" " OTC Ii AS S I'FIED' ' E XCEPT 

From: Office of the General Counsel 
NSLB/CTLU1/LX1 Room 35119 
Contact: UC| 

Approved By : 

Drafted By: 

Thomas Julie F ¡IIIIII 

Case ID #: 
(U) 

Title 

K 278-HQ-C1229736-VIO (Pending.) 

b 7 E 

he 
M O ? b 7 C 
f 65179 DMH/KSR/DK 
; o 
I: 12-06-2032 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-

( i m 

Synopsis: is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. (U) x> 

M 
Derived Ej 
Dec: 

G-3 
20311220 

278-HQ-C1229736-VIO serial 1506 
(U) 

Reference; (U) 
Details: The referenced serial from|_ Requested 
that OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. As explained below, in 
our opinion, the FBI is not required to report this matter to the 
IOB 

I S ) 
¿¿1 

a National 
]was submitted Security Letter (mL\ dated (Jfe/OO^OOfc |_ „ 

iFrar toll records relating to one telephone number, 
and .gnhRrrihPr infnrmaHnn relating tO another 

telephone number I I The results were received from 
the| I with an EC dat.pH 06/2Q/2oofi. Included in 
the results were toll records a time period 
that was not requested. In a d d i t i o n 7 ^ ^ M ^ ^ ^ T p r o v i d e d toll 

b l 
b2 
b 7 E 
b6 
b 7 C 
b4 
b 7 D 

records for[ 
requested. On 07/10/2006 the additional toll records were given 

] when only subscriber information was 

Case ID : 2 78-HQ-C12 29736-VIO Serial : 1948 
' S f i Ç R E T 
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Precedence : ROUTINE Date: 12/4/2006 

To : Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7975 

From : l 

Contact 

Approved By: 

Drafted By: 
(U) 

Case ID #: 

m 
HEREIN IS UNCLASSIFIED EXCEPT 

278-HO-C122 9 736-VIO 
(S) 

Title : {U} SA C 
S S A L 

1 

" -> p-cu 

] 
(U)i 

Synopsis: 

INTELLIGENCE OVERSIGHT 1 BOARD (IOB) 

To report possible IOB error. 

b l 

b 7 A 

b 6 

b 7 C 

b2 

b 7 E 

iU) 

Details : 

(S) 1. 

illlllllll 
CLASSIFIED BY 65179 D H H / K S R / D K 

^ ^ ^ ^ ^ „ ^0-fT REàS»: 1-.-4 i ef 
D ^ ^ F r g ^ ^ S - 3 EŒGLÂS-SIFr-OHï 12-06-2«-32-

(ÏÏ) , 
(S) 2 . 

( X 3. Possible IOB Error: 

NFIPM Section Reference: 19-03.C.3 19-03.D.l. 
^ û j ... ^ The Attorney General's Guidelines Provision: II.JjE.2, 

(S) 

(S) 

I ] 
Description of IOB Error (including any reporting 

delays) 

X ) Brief Description: Captioned matter converted to a 
| ^ | in a manner inadvertently inconsistent 
with ordinary FBI procedures. 

Reference: This report should be reviewed in 

b 7 E 

b 6 

b 7 C 

C A S E I D ^ A - U N - N ^ Q ^ C . U T A 

i S ) 
"SH^ïEir 

NSL VIO-35050 
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• STïssçt 
Working Copy 

r^iimrj-ion un i-h the 12/5/2006 FD-962 report submitted in 

Page 

(S) Narrative: By wav of background, in August of 2005., 
Executive Management of| ~|began to enforce the change in 

the 

supervision of Residence Agents working CT matters. The decision 
was that all RA CT agents would be supervised by a remote JTTF 

supervisor if the RA did not have a SSA dedicated solely to 
Counterterrorism matters, AS^A result, SSRA in| Ino 
longer had CT supervision responsibilities, the solel I 

f Cj \ CT agent would now be daily supervised by S S A ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ I who 
i i sat in thej"" In 

order to minimize cne impact on investigation oecause or time 
delay to send documents between the| |RA and JTTF 

I I \ | {(requiring transit vi^^^MTHO"^IAILRQOM) . SA 
email the documents to the S5A| I for T 

Once the documents were approved, SSA would email SA 
~ a qualified 

have the 

review. 
I ¡that they were approved. 
Relief Supervisor, would initial for SSA[ 
documents uploaded into ACS. If the documents required the 
signature of the ASAC, SSA| |would print the documents, 
initial them and forward to the ASAcP |for 
approved, the documents would be routed to SA| 
initialing and to have thel ~~ISST upload the documents into ACS 

(S) 

approval. 
r r J for 

s 
and placed into the case files, which were maintained in 

Once 

b l 

b 7 A 

b 6 

b 7 C 

b l 

b 7 A 

b 6 

b 7 C 

h 2 

b 7 E 

b l 

b 7 A 

b 6 

b 7 C 

b2 

b 7 E 

UÜU.L1 
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\jS) On 12/21/2005, SA[ Isubmitted the f 

b 7 C 

b2 

b 7 E 

g J (S) On 01/09/2006 j. Sa[ 
_Li t h e a aarv rliariripg A t ì p 

___ Isubmitted two ECs to make 
t-T^ i^^ac-a-^r nViannoc PP T,T>.-Ì̂Ì-> wan annrnuflH gQRl I 

1» "J ' 
1, in tnë îootër in tiitì lowei leit y iati ui uia iront 
J document that was uploaded into ACS. 

(S) On 01/09/2006, Sa[ ldrafted a second ECf 

(S) It was the belief of SA[ ]that there was an 

TSECEEt 

b l 

b 7 A 

b 6 

b 7 C 

b 7 E 
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{yi On 7 / 1 9 / 2 0 0 6 , a National Security Letter requesting 
snhRri^hpr i n f n r m ^ H on an H hoTl r p m H f l w^r: aniVrnv^ri I 

J Results were received and uploaded 
^ No other investigation conducted. 

/ i ) J & f Summary: Although S A [ 
I I f m C O T u n -i ^¿àrit- 4 ivf.Ti n r t / ' a n i - ì / ^ n a / ì f i 

¡submitted an EC and LHM 
to FBIHQ identifying—captioned subiect and articulating the 
A n f i b i f i r f a r t a n r e d i n a h i n a I 1 

(S) 

anticipation of consolidating the investigations into one group 
case. The consolidation was abandoned to comply with NFIPM and 
AGG NSI requirements, but due to unintentional oversight the EC 
and LHM were not re-drafted and resubmitted. 

b 7 C 

h 2 

b 7 E 

b 7 E 

LEAPis): 

Set Lead 1; (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

NSL VIO-35053 



S T O R & T 

- Working Copy - Page 2 

Precedence : ROUTINE Date: 12/26/2006 

To: Inspection 
General Counsel 

Attn: IIS 
Attn: NSLB 

• 

¡Ill 

Prom : 

Contact: SSA[ 

Approved By: 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

12-0?--200? 
CLASSIFIED BY 65179 DHH/KSR/DK 
PEikSOT': (C) 
D E C L A S S i f Y - O B : Ì M 7 - 2 0 3 2 ' 

b2 

b 7 E 

b 6 

b 7 C 

Title: (U) 

(U) 
REPORT OF POTENTIAL 
IOB MATTER 

Synopsis: T o report a possible IOB violation for review by 
INSD and OGC (Unintentional acquisition of unrelated information 
via a NSL). 

(S) 
(U) 

Details: (S) 
r-ir-riT/1 H "by I 

On 12/14/2006.^ while reviewing NSL results 

F 
provided r>y [ 
period^ 

UUULl dll UliltlcLLfU 111U i n i e p 
Jwhich br 

SA 
on a CD 

jujiLdiiitiu d. y LduyiuynL covering 
] of an individual not related to this 

(S) 

investigation. 

(titfWhile the financial institution complied with the 
NSL request and provided all relevant information abcut| |and 
his accounts, the institution unintentionally provided additional 
information unrelated to the investigation. As a result, 

I |nade a copy of the authorized and relevant 
information to a separate magnetic disk so as to continue its 
investigation. The original magnetic disk containing both the 
relevant and unrelated information has been sequestered with the 
CDC pending further instruction from OGC/NSLB. 

JLLU Th<* r ^ P aaent is Sa[ 

T 
J The supervisor foi£ is SSA 

(U) This possible IOB violation is being submitted for 
review by INSD and OGC for further action they deem as 

h 2 

hi E 

h 4. 

hlD 

Case ID : 278-HQ-C1229736-VIO Serial : 1992 
SÌ?t?RET 
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- Working Copy -

appropriate. 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(0) For action deemed-appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 
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