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Precedence: ROUTINE Date: 06/22/2006
To: Inspection . " Attn: IIS
Rocom 11102
General Counsel Attn: NSLB ,
Room 797S

From:

Chief DivisigpCounsel
Contact: CDg

Approved By:

C
REASOH - S
DECLASSTFY OM: 11-1§-2032

Drafted B8y:

Case ID #: (S)I IfPending}

(Uy~f>ﬁ{) 278-HQ-C1229736-VIO (Pending)

HEFET SSIFIED EXCEPT
VHERE SHOUN OTHERWISE

278-0
LU
Title: D) Pogsd i Oversight Board Matter (IOB)
SA
SSA
{m.

Synopsis: }{} Provides notification of potential IQOB matter for
reporting as necessary.

\IU: K ) A4 d Fr . G'3

Decg 1

30

supervision of | ¥ 11 the cage agent far bé
the investigatilon captloned] b7¢
bl
b7A
. b2
A | b7E
be
b7¢
Case ID { bl
7 278-HQ-C122973 - ' 1459 . bTA
|:S:| . 278-0 = p{.{,tgkbmﬁ b2
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(2]

bl
b7A
bé
b7C
b2
b7E

e

bl
b6
) An NSL dated 01/11/2006 for subscriber information BIC
and tell b ing records was issued to the communications 12
provider of the abave relenhopna numbar for ihae naricdl rj e
through present, :b7E
S | L LA
i 3 IS%: Results of the NSﬂ_;§§g§d1bﬂ Iwere bz
received from the serving offige op 05/1 ~ A FD-542 h7E
communication was submitted t |claiming a statistic g
for service of an NSL. SA| | reviewed this communication B7C o
on or about 05/23/2006 and learned the following: ’ ;bl
' b7A
QN 1) The telephone number was subscribed to by 2
tSj B _ _ through the date of bH7E
the NSL (01/11/2006), Hard copy toll reccrds for this b
period were provided by the commynications carrier and =
iSj were forwarded tof | by b7C
ﬂ‘g 2}~ .The telephone number was also subscribed to by
3 Yarty other than or the period | Jthrough
| Bard_conv toll yaray3a fay the b2
. period were provided by f
the communicat] Larrier and were torwarded to J37E
igh ..... T by I ‘ b1
vvvvv b7A
)} Per review of ACS, the party ‘otker than was bé
1dent1fled only in the FD-542 communication sent by b7
Otherwise, the parcy othe¥ than was identified only kJc

through review of the hard copy results provided by the
communications carrier. No steps were taken in an attempt to
further identify the other party. The toll reccrds provided by
the communications carrier with regard to the other party have

SEERET
SECRIG

1
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not been utilized or uplcaded by

“{4) On 06/08/2006, through office-provided training, ;bE
it was brought to the attention of SA.E::::::E]that the above bTE
incident may constitute an IOB violation. On the same day, SA be

[ m:guﬁht this matter to the gtteption of his supervisor, H7C
SSA as well as the Division CDC. . :

1UR
>¥§) Remedial action, if deemed appropriate, will
include the permanent ACS charge-out of the communication
identifying the other party, as well providing all hard-copy toll
records related to the other party to CbC for whatever action
deemﬁ% appropriate.

“EE( The Naticnal Foreign Intelligence Program Manual,
Section 2-02, states that there are certain investigative
activities which are permitted in the absence of formally
authorized inguiries and investigations. The collection of
information pertaining to the other party as described above is
not one of those activities. Nonetheless, it was not the
intention of the captioned employees to capture information
concerning an individual who is not under investigation.

LEAD(s)
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U} The Internal Investigation Section is requested to
determine if the matter described in this communication
constitutes a reportable IOB issue.
Set Lead 2: (Action)

GENERAL COUNSEL
AT WASHINGTON, oC
(U} NSLB is requested to determine if the matter

described in this communication constltutes a reportable IOB
issue.

s;é&\'r
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|1ecruested that ITOS II

is:l ll_rzgmmxshlsm’“ ......... — e 1 _Friunl" |
| e

15)

CNo [P0 IlCcIaaed the IOII0wIlig ranguage.

[ These ECs included a request to

pnd a National Security Letter (NSL).

'“m"“fgs """ in
an EC dated May 1, 2006, the TFO requegted apd yeceaved suthority
to copduct |

| 8y BEC dated, July 10, 2006, the TLFO requested anq

HE

received approval for the issuance of an RFPA NSL for financial
records of the subject. B3 copy of the EC was forwarded to ITOS
1, Conus [II/Team 12, On August 23, 2006, a financial review of
the subject’s financial records was completed by the TFC.

Errors believed committed.

el

(¥} The above -errors | land the
issuance of the RFPA NSL | e — Jwere
| _The TFO
received an e-mail from SSa | | ITOs
advising that FBIHQ
dld not -qrant |]and that the reguest went

~

Corrective measures

In view of the above, SAC| jhas ensured that
corrective measures have been initiated, whereby the ‘
investigative paperwork of Task Force Officers working National
Security Investigations are provided the appropriate over51qht by
National Security 8SAs in the lelSlon : :

LEAD (&) :
Set Lead 1: ({(Action)

“oErTEET
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GENERAL COUNSEL
AT WASHINGTON DC

{U} It is requested that the above information be reviewed
for a potential ICB violation.
Set Lead 2: {Action)

INSPECTION DIVISION
AT WASHINGTON DC

) It is requested that the above information be reviewed
for a potential IOB violation.

§EGQ§T
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Precedence: ROUTINE : Date: 10/17/2006
To: Inspection Attn: II3, Room 11861
General Counsel . Attn: NSLB, Room 7975
From:
Contact: SA
b2
L7E Approved By:
b6
b7C  prafted By:
' W~
Case ID #: & 278-HQ-C1229736-VIO
Title: {(U) sa I
s38a
INTECLCIGENCE OVERSIGHT EBOARD (IOB) ERROR
Synopsis‘:m”{X) - To report possible ICB error.
o : - y BY §5179 duh/ksr/dk
Mo e o0
FYON - Fl-30-2052
bl Details:
b2 (s) 1,
b7E
e ‘'s) 2
b7C “-
18 -
3. Possible IOB Error:
(S
m )

(}( 4. Description of I0B Error (including any reporting delays).

. . . .
23;: SA submitted a National Security Letter (NSL)

seeking telephone subgcriber informaticon and telephone toll recoxds of

a certain target from . The NSL was dated August 18, ‘
2005. Due to a typographical error, the telephorie number on the NSL bho
was erroneously transcribed. The telephone records were received by an bL7C
investigative analyst working with case acgn;_gn_gxlabout September 14
13, 2005, and subsequently provided to SA shortiy Ol
thereafter. Because these records indicated that | | was not  B7/D
the appropriate carrier to obtain the telephone toll recor, second
NSL dated September 29, 2005 was prepared and submit ore
learning that the subscriber information provided b was

likely not that of the target Upon learning .of the typographical
error contained on the NSL to the second NSL was recalled from

Case ID : 278?HQ-C1229736~VIO . Serial : 1783

NSL VIO-34950
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by_SA[::::::::] and no records were pravided to the FBI pursuant ;b4 .

r_tn_this_NfL. The original NSL served on was returned to SA b7D
- and received in October of 2005. be

e bh7cC

& Thereafter, SA tock measures to remove all rbzv

communications and telephone records associated with the erroneous ;b‘
phone number from FBI databases. This action was based on an e-mail  D7E

dated 2, 2005 from Office of General Coungel which was sent
to Chief D}xi5iQn_CQunﬁel_and_iux:hﬁx_disssminaisd_to_1
Ifhe 1vision

b5

] THEe papel Serllals and
€IeCLILONIC enLrles assocla T S phone number were removed.
Because this e-mail did not discuss reporting this igs
Intelligence Oversight Matter. (IOB} violation and Shntff:fijfjhandled

the removal of the innocent infermation from the case file only.

(o)

- On_October 17, 2006, SA[::::::::]telephonically contacted b
: at Office of General Counsel to determing whether b

this action was 1in fact, reportable as an IOB matter. [::fi:] advised
that the matter should be reported as an IOB violation®

LEAD(s) :

9]

N e

Set Lead 1: (Action)
INSPECTION
AT WASHINGTON, DC
(U} For action deemed appropriate,
Set Lead 2: (Action)
GENERAL CCUNSEL
AT WASHINGTON, DC

(U) For action deemed appropriate.

Precedence: ROUTINE , Date: 10/17/2006

SECRET
NSL VIO-34951
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Precedence: ROUTINE . pDate: 10/3G/2006
To: Inspection . Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975
From:
Contact: 34 b2
b7E
Approved By: bE
b7C

Drafted By:

Case ID 4??»0{) 278-H0-C1229736-VIO o
278{ Jcsszes 30-2007

25179 duhi/kar/dk

.

N 13:50-2032

Title: (uU) sa sy |
- ~ 8SA s8

INTELLIGENCE OVERSIGHT BCARD (IOB) ERROR

i
Synopsis:v>§) To report possible I0B error.

iM~u_O<) i From : F ’ =3, January 1997
De i H /2031

Details: .
{g8) 1.
bl
{S) 2. - ' o
€] 3. Ppossible IOB Error: \ L7E
- ’ bé
(S} b7C

BF_ 4. Description of IOB Error (including any reporting delays).

(- T wrote a National Security Letter requesting toll records
for the captioned subject's home telephone number. Upon receiving the
records, I realized that I inadvertently transposed two digits in the
telephone number, consequently requesting reccrds for the wrong
number.

(. v o
' “3€) The records have been sent back to the ’
requesting that they be nunications b2

T T T T T

- m e e m e . .-, . A o - e

Case 1D : 278 MA—512297! i ' Serial : 1818
278 45336.-l}g4&¢iLﬂ\cl : 135

NSL VIO-34961
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Georgia.
LEAD (5] :

Set Lead 1: {Action)

INSPECTION

AT WASHINGTON, DC

{U) For action deemed appropriate.

Set Lead 2: {Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U} For action deemed appropriate.

sDoRgr
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Precedence: ROUTINE Date: 11/14/06
To: Attn: SAC, 0L
. h?
Counterterrarisn tin: R e
Inspectien stm: 118, RS . - bR
bo
bic

From General Counsel
Hatioral Security Affairs/Roon 7947
Contact: Julie F. Thomas

dpproved By:  Themes Julie f

Drafted 8y: | |
UI'-.
Case I #}‘~->'a( 27-10-C129736-VI0
i .
Title: (>< POSSTALE TNTELLIGENCE ONERSIGH™ BOARD MATTER
200

-

Syncpsis:“)ﬂ It is the apinion of the Office of the General
Counsel (0GC) that nc error was comitted in f}.is matter, ahd
therefore nothing need be reported to the 10B. A record of this
decision should be maintained in the investigaticn conirol file
for review by the Counsel to the 108,

) jved frome (-3
LR

Reference: "[ 27B-H0-C12X97346-VID Serial 161l3 , D].
bIE

Details: ($) As noted in the electronic comunization (EC),

W M PR P I EEE R e e Ae A AN RA R I EEE T EE AR SmmmsaEEE| RSl A NN EEEEARE S EAE IR IRENANIGsCENR A AR COP NS R A A e mn AN

Case .3 1 278-HQ-(12257%6-V10 Serfal 3 1837

SSL@

NSL VI0-34963



---- Werking Capy ----

- -
)4 The gep of one manth was becausa thé original: case
agent was transferred out of ’.hel

and the case was given to a second agent,

However, ducing that time period the RA had a new
Hoadquarter's city supervisor and then a new SSRA, 5o there was
no continuity in management that normelly would have caught the
emigsion, Since the original agent was na longer ar the RA to
file & tinely extension, the new handiing sgent did so a5 soon &
he -ealized wat had happened.

. '

(3 The factors in mitigation are: it was only a ane
month tapse, and most importamily, mo invesiigative activity tosk
~ place--no NSLs were issued, no background checks were performed,
&nd no information ses ohtained “rom the source,

{uy Section 2.4 of Executive Order (£.0.) 12863,
dated 00/13/1993, mandates that [nspectors Genersl and General
Coungel of the Intelligence Community companents (in the FBI,
the Assistant Director, INSD, and the General Counsel, GG,
respectively) report to the [0B "concerning intelligence
activities that they have resson to believe may be unlawful or
cantrary o Executive order or Presidential directive," This
language was adopted verbaim from E.0. 12334, dated 12/04/1981,
wher the 10B was known as the President’s Intelligence Qversight
Board (P10BY. By longstanding agrezment between the FBI and the
108, this Language has been interpreted 1o nandate the reporting
of any violation of a provisicn of The Attorney General's
Guidelines for FBI #ational Security Investigations and Foreign
Intel ligence Collection (NSIG), or other quidetines or
regulations approved by the Attorney General in accordance with
£.0. 12333, dated 12/(6/1981, if such provision was designed in
full or fa part to ensure zhe orotestion of the individual righes
of 1S, persons. Vislations of provisions thar are essentially
adninistrative
in nature teed not be reportes to the {08, The
FBI i3 required, however, w0 maintain records of such
sdministrative vielations so that the Counsel to the |08 may
review them upin request.

g1

bl
]

b2
bk

NSL VIO-34964
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the one month gap between
.. | constitutes a minar

admiristrative oversictt, especialty since | bl
[ ince this b2
oversight was admnistrative in rature, 1t did nct irpair the .bF’}E

0ffice of Intetligence and Policy Review's ab’Iity tc provide
meaningful oversicht and review of the investigation. As such,
this matter will not be reparted to the 106, but will be placed
in the cont~al fite for periodic review by the Counsel to the
108. No further administrative measures are required.

Set tead 1:  (InfQ)

NSL VIO-34965
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b2
b7E
AT
{U) Read and clear,
Set Lead 22 (lnfo)
COUNTERTNTELL IGENCE
AT UASHINGION, OC
() Read and clear,
Set Lead 3¢ (Irfo)
INSPECTION
AT WASHINGTOK, DC
(U) Read and clear,
(e M. Thomas
b
pic

1C8 Lyprary

e

WG

NSL VIO-34966

Page



(5

, SETRET
---- Working Copy ----
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Page

Date: 11/24/2006

TTAIMEE

To: attn: sac| ]
A/ASAC]
SSA
CDJg
sa
Counterintelligence Attn: SSA
Inspecticn Division Attn: IIS, CRS
Attn: ISS Unit
From: Office of the General Counsel
NSLB/CILU/Room 7947
Contact: 8SSal| |
Approved By: Thomag Julie F %
HE: %
WHEE THERWISE
Drafted By: '
(T ,
Case ID #: :Qﬁi 278-HO-C1229736-VIC (Pendi

(- MATTER 2006&-

Title: P8  INTELLIGENCE GVjRSIGHT BOARD

LU ERNG

Synopsis:

OH: 12-04-2032

equested that

the Office ‘'of the General Counsel (0CGT) review an incident and
determine whether it warrants reporting to the Intelligence
Oversight Board (ICB}. It is the .opinicn of OGC that the

incident does not need to be reported te the IOB.

Rather, this

EC should be maintained in the control file for pericdic review

by Counsel to the IOB.

(U} Derl Frem : G-3
Decla _ :

25X1

NSL VIO-34967

SSIFIED EXCERT

IED BY 65173 DHH/KSR/DK
J1.4 (C)

EEFA~~YFY

' LS . . . . . .
Administrativé:) ;gi This eléectronic communication contains b2
information from: (1) the EC dated 07/21/2006 from |to OGC b7E
reporting a potential IOB matter; and (2} automated case support
(ACS) . . ‘

' (. ' : }
Reference: ;?K: 278-HQ-C1229736-VIO, sexial 1560
Details: ~,}€T' By EC dated 07/21/2006,[:::]requested that 0GC
'lureview sRalel ] i z :
»-" the IOR bl
b2
TNy
Case ID : 278-HQ-C12295736-VIO . Serial 1861 bé
| SPeRET b7C

b2
6
b7C
b7E

b2
b7E



(g 3

=¥

{3

|5)

SE
---- Working Copy ---- Page . 2

The RCL requested documents rrom

_ eceived a response from
n 07/11/2006, and began reviewing the documents on

771772006 . :bl
bé
) Upon review of the documents provided td[:::] it b7C
was learned that the 1nformat1on[::::::::3pr0V1ded pursuant to b4
the NSL, exceeded that which was requested. The information :
recelved consisted of documents not only pertaining to the jb7D
_subiject ] 2
| The error by b7E

wag apparently caused by the similar names of the
“subject-and. the two other parties,

citizens also employed at’ th1

{U):reported that they have séparated the excess

information from the originally uested inforwation. The
excess information was wrapped b;ﬁand is being secured in a s
safe awaiting further guidance. e originally requested >

information is being maintained in the subject’s case file. . DbUE

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/12923, mandates that Inspectors General and General
Counsels of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, 0GC,
respectively) report to the IOB "concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.” This
language was adopted verbatim from E.OC. 12334, dated 12/04/1981,
when the IOB was known as the President’s Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
TOB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation cof a
provision of the Attorney General Guidelines for National
Security Investigations and Foreign Intelligence Collectlon

({NS8IG), or other
_guidelines or regulatlons approved by the
Attorney General in accordance with E.C. 12333, dated 12/04/1981,
if such provision was designed in full or in part to ensure the
protection of the individual rights of U.§. persons. Violations
of provisions that are essentially administrative in nature need
not be reported to the IOEB. The FBI is8 required, however, to
maintain records of such administrative violations sc that the
Counsel to the IOB may review them upon request.

(U) ©n 03/28/2006, the FBI's Natiocnal Security Law
Branch (NSLB) sent a letter to the Counsel for the IOB requesting
their concurrence to treat third party errorg as nen-reportable,
though NSLB would still require the field to continue to report

Ay

NSL VIO-34968
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any improper collection under an NSL as a potential IOB matter.
By letter dated 11/13/2006, the Counsel to the IOB agreed that

third party
an NSL must
the IOB.

by th
of FB

information
immediately

errors in the collection of information pursuant to

be reported to the FBI OGC, but are not reportable to

(U) In the instant case the collection of information

that did not pertain to the subject was not the fault
Once the case agent discovered that he had received
on a person other than the subject, the case agent
seqguestered the information and made arrangements to

report the matter

sequestered
carrier who
whether the
returned or
previded to

() s requested to keep the information
until tRey have had the opportunity to contact the
provided the improper infecrmation and determine
carrier wants the improperly acguired information
destroyed with the appropriate documentation being
the case file,

LEAD(S) :
Set Lead 1: ‘(Info)
INSPECTION

AT WASHINGTON, DC

(U) For information,

Set Lead 2:

(Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) For information.

Set Lead 3:

{Action)

NSL VIO-34969
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(U} ks requested to contact the carrier and ask whether the
improperly or unintentionally acguired information should be returned
to the carrier or destroyed with the appropriate documentation
provided to the case file.

b2

cc: 1- Ms. Thomas b7E
1- - be

1- b7C

1- IOB Library

SENRET
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Precedence: ROUTINE ' Date: 11/27/2006
To: l | Attn: Acting SAC
. . CDC
SSA
Inspection Attn: IIS, CRS

0N CONTAINED
From: Office of the General Counsel TFIED. EACERT
NSLB/CILU/Room 7947

Contact: 8sq |

Approved By: _Thomas Julie I

SRIFY Wi 12-0422032

Drafted By: J . DECLA
Case ID #: '::?ﬁi; 278-HQ-C1229736-VIO {(Pending)
Title: - ) INTELLIGENC IGHT BOARD
“ MATTER 20086
U, '
Synopsis: é}a( The Eequested
that the Office of the General Counsel (QGC) review an incident

and determine whether it warrants reporting to the Intelligence’
Oversight Board (IOB). It is the opinion of OGC that the
incident dees not need tc be reported to the IOB. Rather, this
EC should be maintained in the control file for periodic review
by Counsel to the IOB.

(U} Derilve : -3
Decg X n: X1

(3]

Administrative: This electronic communication (EC)} contains
information from: 1) the EC dated 07/24/2006 from| Jto
OGC reporting a potential IOB matter, (2) automated case support
(ACS); and (3) an email message from SA| |to oGC

received on 11/27/2006. j

()

' Reference: i}s(: 278-HQ-C1229736-VIO Serial 1551

Details: ;hgii By EC dated 07/24/2006] fequested that
OGC review ‘an incident and determine whether it warrants :
reporting to the JIOB.

on 10/19/2005, i} igsued a National
Security Tetteyr [NST) _on lregarding the subiect
of

|The records received from

T P R gy

Case ID : 278-HQ-Cl229736-VIO Serial : 1862
27 67604-VIO . 24
SESREL.

NSL VIO-34971
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pursuant to the NSL on 07/20/2006 contained information unrelated
to the subject of the referenced investigation. An email from Sa
| on 11/27/2006 indicated that there were financial

records within the documents that appeared to belong to the
— once S scovered these records.

they were 1mmediately turned over the CDC of
for storage until this matter could be properly addressed with

0GC. SAEE::::::]also ipdicated that the unrelated documents were v
obtained at no fault of , bo
b7C

{U)l |reported that they separated the excess b4
information from the originally requested information. Th 1D
excess information was secured in a safe with the[::::::::f]CDC '

awaltlng further guldance The originally requested information b2

is being malntalned in the subject's case file, along with ' b7E
additicnal infgx eceived once the error was

peinted out to

{1) Section 2.4 of Executive COrder (E.O0.) 12863,
. dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OQCC,
respectively) report to the IOB "concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive." This
language was adopted verbatim from E.O. 12334, dated 12/04/198%1,
when the IOB was known as the President’s Intelllgence Oversight
Board (PIOB). By longstanding agreement. betwéen the FBI and the
IOB (and its predecessor, the PIOB), this language has been
“interpreted to mandate the reporting of any violation of a
provision of the Attorney General Guidelines for National
Security Investigations and Foreign Intelligence Collection
(NSIG}, or other gu1de11nes or regulations approved by the
Attorney General in accordance with E.Q. 12333, dated 12/04/19881,
if such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Violations
of provisions that are essentially administrative in nature need
not be reported to the IOB. The FBI is required, however, -to
maintain records of such administrative violations so that the
Counsel to the IOB may review them upon request.

(U) ©On 03/28/2006, the FBI's National Security Law
Branch (NSLB) sent a ‘letter to the Counsel for the IOB requesting their
concurrence to treat third party errors as non-reportable,
though NSLB would still require the field te continue to report
any improper collecticen under an NSL as a potential IOB matter.
By letter dated 11/13/2006, the Counsel to the IOB agreed that
third party errors in the collection of information pursuant to
-an NSL must be reported to the FBI OGC, but are not reportable to
the TOB. '

{U) 1In the instant case the collection of information
byr;hg_Eﬁl_;tat did not pertain to the subject was not the fault - b2
of Once the case agent discovered that she had b7E
received information on a person other than the subject, the case

S
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agent immediately sequestered the information and made
arrangemasnts to report the matter to 0GC.

. (o) Iis requested to keep the information b2
sequestered until theéy have had the opportunity to contact - Db7E
and determine whether they want the improperly 4
acguired information returned or destroyed with the appropriate 7D

documentaticn being provided to the case file.

LEAD (s) :
Set Lead 1: (Info}
INSBECTION
AT WASHINGTON, DC | 2
(U) For information. ‘ 7B
- b4

‘Set Lead 2: (Action) b7D

Al

() is requested to contact| | and ask
whether the i1mproperly or unintentionally acquired information should
be returned to the bank or destroyed with the approprlate
documentation provided to the case file.

SESRET
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1- Mg. Thomas 5b6
1- b7C
l_

1- IOB Library

ZBERET
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Precedence: ROUTINE " . Date: 11/27/2006
To: | | Attn: ssal I
| TFO| |
Counterterrorism CAttn: ITOS I/CONUS 1v/ Team 15
SSAI |
Inspection ©  Attn: IIS .
D b2
From: General Counsel b7E

National Security Law Branch/CTLU I/LX-1 3S5-127 . b6
Contact: UC i

b7C
IMCLASSIFIED ENCEFT
WH - OTHERHTSE

Approved By: - Thomas Julie F HEREIN 13

Drafted By: .
we .

Case ID #: IS 278-HQ-C1229736-VIO ~ (Pending)

Title: (U) Intelligence Overgight Board
iy ‘IOB Matter 2006

Synopsis: M It is the opinion of the Office of General
Counsel (OGC) that this matter need not be reported to the
Intelligence Oversight Board (IOB). Our analysis follows,

(U:'"'MNF) Derl om” G-1
() Declassj ™ 17/2031

Reference: (}( 278-HQ-C1229736-VIO Serial 1389

. : ’
Details: ﬁ By electronic communication (EC)dated May 18, .
2006, th reported to

the Inspection Division and the QOffice of General Counsel (OGC)
this potential IOB matter.

| | bl
b2
b7E
bE
b7cC

BY 05179 DMH /FSR/TE
4 ¢y
OH:. 13-04-3032

I:S:I o{ on September 12, 2005, TF_______ Jeubmicted a

request for a bank records canvass under the PATRIOT ACT and 31

Case ID : 278-HQ-C1l2298736-VIO : Serial : 1889

NSL VIO-34978



igh “slbniit another request, which TFQ di
Thereafter | Irealized that-thd.
hen TF

l:SIJOGC as a pote

-3

ta

TESRET .
NF
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A2 In March 2006, upo

|

Jinquiry, FBI-HQ

adviged that the National Security Letter (NSL) bank records

request had not been received and that

|shou1d

on March 27, 2006.

submitted the second

TEgUEeSL LOr Lhe l1oouance or an BeL. As such, on May 18, 2005,

] reported this action to the Inspegtion Divigion and
ntially reportakle IOB violation.

|
I rE5'58ESEEBHEEE'EEE'ﬁﬁfETEEHTﬁg
_Dbanlk Tecords reguest as we as other ocutstanding matters. This

Was a.pprovea and 1ssued on July 6, 200

(.

One month later, the NSL

- As required by Executive Order (E.O.) 12863 (Sept.

13, 195%3) and Sectidn 2-56 of the National Foreign Intelligence
Program Manual {(NFIPM), OGC was tasked to determine whether or
not the matter described herein should be reported to IOB. We
believe the reported activity does not require notification.

: (U) Section 2.4 of Executive Crder (E.O,) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components (in the FBI,
the Assistant Director, 'INSD, and the General Counsel, OGC,.
respectively) report to the TOB "concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive." By
longstanding agreement between the FBI and the ICB (and its
predecessor, the PIOB), this language has been interpreted to
mandate the reporting of any violation of a provision of the
Attorney General Guidelines for National Security Investigations
and Foreign Intelligence Collection (NSIG) or other guidelines or
regulations approved by the Attorney General 1n accordance with
E.Q. 12333, dated 12/04/1981, if such provision was designed in
full or in part to ensure the protection of the individual rights
of U.S. perseons, Viglations of provisions that are essentially
administrative in nature need not be reported tc the IOB. The
FBI is required, however, to maintain reccrds of such ‘
administrative violations so that the Counsel to the I0B may

review them upon request.

(-

}  With regard to the continuation of an FBI PT,

Section II.C.4 of the NSIG provides in pertinent part that:

Preliminary investigations shall be completed
within six months of the date of initiation.

In a preliminary investigation initiated by a field
office, the SAC or as authorized by the SAC, an
Agsistant SAC, responsible for the investigation,
may authorize an extension for an additional six
month period if warranted by facts or information
obtained in the course of the investigation. An

nd the initial one-year
SEGRET

cxtension of a PI beyo
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period requires FBI Headquarters approval and may
be granted in six month increments. All extensions
shall be in writing and include the justification
0. for the extension. (BEmphasis added.)
f:IB%::Although this provision of the NSIG is primarily
administrative in nature, it was designed in part to protect the
rights of U.S. persons by limiting the length of time that the

FBI can conduct a BI without periodic overiigh;,
47 In the instant matter took no

iSj'lh igati ' stside of the FBI after thd :
: Accordingly, despitd frarTUTT T
eXpedd usly he investigation, OGC has determined that N
i | ctions amount to administrative error, not a iSj
iSJ'repQrpable IOB violation because [ ] had already
renewed thy. when the NSL was actually approved and

issued on July &, 2006.

LEAD (s} :

Set Lead 1: (Info)

I | | b2
AT | |

(U) Read and clear.
Set Lead 2: (Discretionary)
COUNTERTERRORISM
AT LIBERTY CROSSING ONE
(U} For review and actidn deemed appropriate,

Set Lead 3: (Discreticnary)
SPSRET
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INSPECTION
LT WASHINGTON, DC
(U) . 0GC requests that the Inspection Division retain a

record of the report of a potential IOB matter for three years,
together with a copy of this opinion for possible review by the
Counsel to the IOB.

* %
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Precedence: ROUTINE ‘ Date: 11/28/2006

To: o Attn: cnd ]
’ ‘ A/S8SA | ]
SAL _ |
Counterterrorism Attn: ITOS I/CONUS IV

. a/uc] |

SSA :
. IA

Inspection Attn: IIS,| |

From: General Counsel

National Securi Law Il -l _25-127 sz
Contact: U b7E
Approved By: Thomas Julie F . HER IED EXCEFT b7C

Drafted By:
(0y
Case ID #: - 278-HQ-C1229736-VIO {Pending)

ICB Matter 2007 1.

{m , DECLASZIFY OH: 12-08-2032
Synopsis: ~bé) It is the opinion of the Office of the General
Counsel that the above referenced matter need not be reported to
the Intelligence Cvérsight Board (IOB). Our analysis follows.

Title: (U) Intelligence Oversiiht Board

(. : ;
"(SZ#N&E De . G-1
i D sify Y 05/2031
Reference::>§( 278-HQ-C1229736-VIO Serial 1763
1y
Details: _ 1S i jcation (EC)dated October 17,
2006 the reported to the Inspéction

Division and the Office of General Counsel (0GC) this potential
ICB matter.

(55
il \
1 b7E
b6
b7cC
b4
b7D

(8 —— - .

e v = e v e e A R e v S e e e e M M e . e e e e MR M MR e v o e M M e e o A e e o e e o = e

Case ID : 278-HO-C1229736-VIO Serial : 1890

loaded the, records pertaining-tq-

NSL VIO-34982
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Precedence: ROUTINE Date: 11/07/2006
To: Inspection Attn: TIIS, Rocm 11861
General Counsel Atktn: NSLB, Room 7975

From:

Contact: IA

Approved By:

b5
b7C
. b2
Drafted By: b7E
Case ID #: {U}y 278-HQ-C1229736-VIO
Title: (U) SA |
B/ SSA| ] .
(1) INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR
Synopsis§ »><) To report possible IOB error.
I:S:I : Dérived :  FBI ™~ Jan 1997
B Declassif : 1107
‘»
|
) bl
Details: (S} 1 ] - 7
initiated by Special Agent (SA)] | :béij
b7C
sy 2. b2
A0 . . b7E
y< 3. Possible IOB Error: Improper NSL Collection
W?“““---uXS) 4. Description of IOB Error {(including any reporting
' delays): '
I}G( | | requested via an approved NSL (serial }1
2139 froml_\ Jthe following information: the names, BIA
addresses, lengths of service and electronic communications =
transactional records, to include existing transaction/activity logs jbb
and all electronic mail (e-mail) header information (not to include biC
ES:' message ] ‘ ' ' —mail b4
b7D
(53 : B2
the time periodsl| i
) b7E
Case ID : 278-HQ-Cl1l229736-VIO , Serial : 1937
SESRET
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(U} ‘
: . . . b2
) received one disk of email header .
results fron o 10/02/2006. Intelligence Analyst (IA) DTE
|downloaded the header information from the disk bé
into an excel worksheet. 14 was drafting an Electronic 7D
Communication (EC) of the results and research completed on the header ¢
information on 11/06/2006 and noticed thaff |provided header . .
information for the dates| ] which is ocutside pIC
the parameters of the data requested. IA]| | advised Case Agent
L J]of the error on 11/06/2006. All data that was

included in the EC to be uploaded into Automated Case Support (ACS)
was deleted from the EC. The unrelated records have been sealed and
sequestered in a 1la.

() '
“;gi on 11/09/2006, IAI Ireceived a commupi ion ,

from ISS| 188 e

spoke with] Jon 11/09/2006 B7C

approximately 11: 1Sam P57 regardlng the prev10usly menticned NSL. oo
ﬂcknowledyed that is wa Jnistake for supplying the ;b2

information from| and not what was bTE

specifically requested on the NSL. i b4

' b7D
LEAD(S) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC
(U) For action deemed appropriate.
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U} For action deemed appropriate.

x %

SERET

NSL VIO-35011



SECR®T

‘ -~-- Working Copy =---- Page 1
Precedence: ROUTINE ‘ Date: 12/20/2006
To: | | Attn: SAC
CDC
Counterterrorism Attn: ITOS 1, CONUS 2, TEAM 6

Inspection Attn: IIS ALL: TNFORMATION CONT
FIED EXCERT

NSLB/CTLU1/LX1 Room 35119 . b2
Contact: U | ' b7E
, bé
Approved By: Thomas Julie F
i Y b7C
Drafted By: . I I R517%9 DMH/KSE/DE
(I b e man
case ID 4 }v\f 278-HQ-C1229736-VIO (Pending) DECEASSIFY ON: 12-06-2032

Title: j:}é{ INTELLIGENCE OVERSIGHT BOARD
MATTER 2006

LU
Synepsis: ’IE{i It is the opinion of the Office of the General
Counsel {OGC} that this matter is not reportable to the
Intelllgence Oversight Board {(IOB). Rather, it should be
maintained in the control file for periodic review by Counsel to
the IOB. Our analysis follows.

Ny ' . '
> Dexjved Exefl: G-3
>< DeM 20311220
. A

{0
Referﬁace: '33( 278-HQ-C1229736-VIO serial 1506
Details: _PS¥_ The referenced serial from| requested
that OGC review the facts of the captioned matter and determine
whether it warrants reporting to the IOB. As explained below, -in
our opinion, the FBI is not required to report this matter to the

L D — b2

4 a National ;b7E
CeCUZIty Lerter (NOL] dated 0670872005 Jwas submitted b6
isrhﬁikir toll records relating to one telephone numher, b7C
1 anF_auhscr;bex_;:formatlon relating to another ' b4
telephope pumber The results were received from : BID
the | with an E 2 006. Included in ;
the results were toll records for or a time period

that was not requested. In addition, | provided toll
records for| | when only subscriber information was
requested. On 07/10/2006 the additional toll records were given

Case ID : 278-HQ-Cl229736-VIO Serial : 1948

NSL VIO-35033
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‘Precedence: ROUTINE } Date: 12/4/2006
To: Inspection - Attn: IIS, Room 11861 .
General Counsel Attni: NSLB, Room 7975

Prom:l 1

T Contact | 1

Approved By

: . bl
Drafted Ey: ‘ L
() . : bhé
Case ID #: )8(( 278-HQ-C1229736-VIO . : tg;c
(s) > Peﬂcu ;
| ; b7E
Title: {U) sA]
asal |
. . INTELLIGENCE OVERSIGHT BOARD (IOB)
0 , | DATE: 12-06-2007 -
Synopsis: ) To report poss;ble I0B error. CLASSIFIED BY 65179 DEE/ESR/DE
De Frome""T- 3 SRR N
CLASSIFT O 12-06-2032
o 3K s ds
Details:

(S) 1. ,L——-———————————————————————————————————
______________________________________1

(s) 2.

‘3¢ 3.  Possible I0B Errer:
(8 _asﬁ' NFIPM Section Reference: 19-03.C.3  19-03.D.1.
rJhB_ﬂLLQIn2x_GﬂnExﬂl_S_Quldﬁl&ﬂﬁﬁ.ﬂlﬂx&ﬁlﬁﬂ—..lI_T -

~ - , h7A
|: g :I — T | ;}2 )

@) Description of IOB Error (including any reporting , ??E
ha

Y A ’ : h7C
|:S:I «/4 Brief Descrlptlon Captioned matter ¢onverted to’ a!

I 4 |1n a manner Lnadvertently inconsis

Wit cralnary proceaures.

(% Reference: This report should be reviewed in

Case JD jemdedfestO 122972 ST Serial - 19£3

NSL VIO-35050
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conivnction urth the 12/5/2006 FD-962 report submitted in

13

(8) Narrative: By_way of background, in August of 2005, the
Executive Management ofl began to enforce the change in

130

supervision of Residence Agents working CT matters. The decision
was that all RA CT agents would be supervised by a remote JTTF
supervisor if the Ra d4id not have a SSA dedicated solely to
Counterterrorism matters. As.a result, SSRA i neo
longer had CT supervision responsibilities, the sole] |
CT agent would now be daily supervised by SSA who
sat in the oo In
order to mINiMIZE € 1hpac ause o ime
delay to send documents between the?m and JTTF
(requiring transit via HQ npailroom S
wWOou email the documents to the SSA for

review. Once the documents were approved SSA would email SA
[ Jthat they were approved. E a qualified

&0

1)

151

18]

Relief Supervisor, would initial for SSA and have the
documents uploaded into ACS. _If the documents required the

signature of the ASAC,.SSAI !would rint the documents,
initial them and forward to the ASAC for approval. Once

approved, the documents would be routed to SA| Jfor
initialing and to have the[__JesT uplcoad the documents into ACS

and placed into the case files, which were maintained in

NSL VIO-35051
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() on 12/21/2005, sa] Jsubmitted the | |
4
l: :l b7A
bl
beé
b7C
b2
b7E
W/After tumwm_.m_hmumm_l
l:s:l Eo o conenlidatb-o
bl
- b7A
|:S" ~ (s) On 01/09/2006, SA] Jsubmitted two ECs to_make be
L ko pecgecary chapges  Oue BC GRich wag annvoved kv conl ] bic
: b2
b7E
) TIONL
S— document that was uploaded into ACS.
l:s. (S) On 01/09/2006, §A| ldrafted a second Eq
, bl
b7R
be
bh7C
bh7E
|:S (8) It was the belief of SAI Ithat there was an

e T
NSL VIO-35052
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ish T () On 7/19/2006, a National Security Letter re?uestlng .
subscriber information and toll records was appiroved

|
Results were received and uploaded
to No other investigation conducted.

iS} )éﬁfwgummary Although SA[::::::::jsubmltted an EC and LHM

specific facts Dredlcatlnd‘”

anticipation of consolidating the investigations into one group

case. The consolidation was abandoned to comply with NFIPM and

AGG NSI requirements, but due to unintentional overs;ght the EC
tsyf and LHM were not re- -~drafted and resubmitted.

LEAD(8) :
Set Lead 1: (Action)
TNSPECTION
AT WASHINGTON, DC
(U)v For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL
AT WASHINGTON, DC

(U) For action deemed appropriate.

SECRET,
NSL VIO-35053
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Precedence: ROUTINE Date: 12/26/2006
To: Inspection Attn: IIS F OB ET
Ceneral Counsel Attn: NSLB HEREIN 18 UNCLASSIFIED EXCERT
WHERE - SHOWH OTHERWISE
From:
Contact: S8SA| |

Approved By:} w

..... 7

5175 DHH/ESERE/DK

Drafted By:
Case ID #: (U} 278-HQ-C1229736-VIO {Pending)
Title: (U} REPORT OF POTENTIAL

IOE MATTER

Synopsis: ;;E(i To report a possible
INSD and OGC {Unintentional acquisit

Details: {3}

IOB viclation for review by
ion of unrelated information

Lrovided jaxvd |

6ﬁmi?/14%29061 while reviewing NSL results

SA
on a <D

qproxrl c va | Jwhich mcovering

period
investigatlon.

....... 1
NSL reques
his accounts, the institution uninte
informaticn unrelated to the investi

I hade a ceopy of the
informatlion tO a Separate magnetic d

investigation. The original magneti

| of an individual not related to this

and pr0v1ded all relevant 1nfdfmat1on“about[;;:;]and
a

ntionally provided 1tional
gation. As a result,
avthorized and relevant

igk 80 as to ¢ontinue its

¢ disk containing both the

relevant and unrelated information has been sequestered with the

CDC pending further instructiorn from

OGC/NSLB.

(U} __The case agent is SAl
The superv
|
(U) This possible IOB viol

igor foy |is Ssa

ation is being submitted for

review by INSD and OGC for further action they deem as

1

")

b7E
b6
b7C

bl
b2
b7E
b4
b7D
b6
b7cC

Case ID 278-HQ-C1229736-VIO

Serial i9g92
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appropriate.
LEAD(s) :
Set Lead 1: {(Action)
INSPECTION

- AT WASHINGTCN, DC
(U) Fer action deemed-appropriate.
Set Lead 2: (Action}
GENERAL CCUNSEL
AT WASHINGTON, DC

(D) For action deemed appropriate.
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