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Precedence: ROUTINE . Date: 03/09/2004
To: Cyber : Attn: . SSA
- - C3IU/Room 5931
General Counsel , Attn: NSLB

) Froﬁ:
b2
L7E Contact: 8A

be
7c Approved By:

DI /KSR DK
1i-1k-2032
Drafted By:

. Case ID #;: 288B| |132986 (Pending)
bl 278-HQ-C1229736-VIO  (Pending)
b2 ’

}b7E‘ e (8) |
1

CI/CT - TNII

(U} President’s :Intelligence Oversight Board

Synopsis: (U) To report potential Intelligence Qversight Board (IOB)

" violation by an Electronic Communications/Service Provider who
provided data exceeding the scope of the authorized request. The
data as provided by the provider is sealed and enclosed for CyD/C31IU0
to deliver to CIPR for appropriate disposition by the USFISC.
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Administrative: (U) Ref 3/8/2004 e-mail with SSa ' b7C
Enclosure(s): (8) Enclosed for C3IU is one sealed CDROM containing bl
data . '
Details; (8//0C,NF} Intelliagence provided in this communicaticon has
been acquired by techniques authorized in the Foreign Intelligence
Surveillance Act (FISA). Therefore, the intelligence provided has
been obtained through methods of intelligence gathering which are
considered sensitive and singular in nature. No overt investigative
steps should be taken without first receiving advice and consent from h2
- I&L/NF) - Per 50 U.S.C. 1B06{b) of FISA, recipients are
also reminded that there are to be no further disseminations or use
of FISA-derived material in any criminal proceeding without prior
approval from the Attorney General. Information may not be
disseminated to any foreign government without prior Attorney General
approval.
bl
hé
) : b7C
(8//0C,NF) | —l b2
b7E
b7D
b4
($//0C, NF)
bl
b2
b7E
(S//NF) b7D
[October 3, 2003, | [ b4
1ssued a National Security Letter (NSL), pursuant to
18 USC 2709, to[::::::::kequest;ng the following:
Name, address,"length of service, and electronic
iS?.%\ communication transactional records, to include existing - b1

transaction/activity logs and all e-mail header
information (not to include message content and/or subject

fields),
SEQQET
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iIS##ﬂfﬁ In addition, the letter contained the following
caveat: : . .

This National Security Letter does not request, and
you should not provide, information pursuant to this
reguest that would disclose the content of any
electronic communication as defined in Title 18,
United States Code, Section 2510(8).

-The letter was sent to ﬁhel IDivision and
1 Oon 2/11/2004 | ]2l ] t
a CDRCOM which contained the data provided by | in

response to the NSL.

“TZ7sE) On Sunday 3/7/2004, SA[:::::::]reviewed the data

on the CDROM and found that, in addition to the requested logs, it

IAWI ] |

| s I_La.mmf@.a.m Giely
terminated analvsis of the data and contacted ADC

Per ADC instruction, the website logs, which were contained
in the folder LOGS and which were authorized by the NSL, were

[ffffiffed and saved to a separate CDROM. The original CDROM from

|was then sealed and was not accessed again,

(U} On 3/8/2004, SSA| | Cyber/C3IU, was b€
notified and requested that the CDROM be sent to him for forwarding p7c
to OIPR. The CDROM is enclosed for forwardlng te OIPR for an
appropriate judicial dispoesition.

(U} Per a 3/8/2004 communication from the National
Security Law Branch (NSLB)} regarding revised procedures for handling
possible IOB violations, this information is being provided to NSLB
for reporting to the IOB if deemed appropriate. '

LEAD(s) :

Set Lead 1: '(Actionf
CYBER
AT CTCI, DC
(U} Deliver sealed CDROM to OIPR for appropriate judicial

digpositioen.

Set Lead 2: (Discretionary)
SE T
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GENERAL COUNSEL

AT WASHINGTON, DC

Page

(U) Based ‘upon the foregoing, generate a re;;ort to IOB if

deemed appropriate. :

SECRET :
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15)

Precedence: ROUTINE Date: 02/10/2004
To: Office of the Director Attn:
OGC/NSLE
Cyber SSA

;EER&%
---- Working Copy ----

CIS/C3IU

From:

Contact: £7:%

Drafted By:

Case ID #: 278-HQ-C1229736-VIO  (Pending)
(U) | | (Pending)

Titles & | INTELLIGENCE OVERSIGHT BOARD

(IOB) MATTER

o ><

To report p0991b1e IOB viclation.

Deriv G-3
Declas X1

- 11-0G-2007
IEL BY 65179 DMH/KSR/DE

Page. 1

b2
b7E

bl
b2

Reference: (Ul“jXQ E:

Details: )} During the ipvegtigation of case #

b7E

, for em coaount

bl

u

processing the NSL, the riffiff:fire not received until 1

January. While
disgcovered that,

some e-mail _content wag included. Upon discovering

reviewing
in addition to the requested trans

error, 8SA

response to the NSIL, SA

b7E
ba
b7D
b6
b7cC

, returned the NSL respo its envelope,
ceased his analysis of the material. SA hen reported

Case ID : 278?HQ-C1229736-VIO Serial

TNEPECTION

- SECRET
NSL VIO-34881
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the matter toD SSA - who sought guidance from iSC

FBIHQ/OGC/NSLB. - As per NSLB, this communication has been

prepared. b2
LEAD(s) : »
Set Lead 1: (Info)

OGC (NSLB)

ﬁ AT WASHINGTON, DC

| )>§ Read and Clear.
Set Lead 2: (Action)

CYBER

{1y AT WASHINGTON, DC _

| As per guidance provided byl EF?C

OGC/NSLB, prepare LHM and hand carry to DOJ/OIPR.

SECRET
NSL VIO-34882
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Precedence: RCUTINE Date: 03/04/2004.
To: Counterterrorism CAttn:  ITOSdefcnunc 2 _Team 12,
: ' SSA '
b2 o
bTE Office of General Council  Attn: _NSLB. Room 7375,
b6
b7C
Attn: CDC
Fro
Contact: SAl
Approved By:
be
h7c (fted B%ﬁj
LE;Esqe D #: % 278-HQ-1229736-VIO (Pending)
Title: 3 sgal | ALL INFORMATION CONTAINED
(o SA ] : E I3 UNCLASSIFIED EXCEFT
| | PIvVIsION; : WHERE SHOWH OTHERWISE
tn .
Synopsis: (){) Reporting of pessible viclation of the Attorney
General Guidelines (AGGs) for FBI National Security
Investigations and Foreign Intelligence Collection, which may be
a reportable viclation to the Intelligence Oversight Board (IOB).
I.D.eLa.i.LS' (= | |
. | bl
L =20 IS B2
- b7E
_ Iwﬂ_ras adminisctraclvely bo
closed hy case agent, via Electronic Communication (EC) dated b7C
| ] Due to
administrative backlog and the subsequent three day holiday
weekend, captioned matter was not administratively _closed in ACS
[ Jthe[_]Divieion, | IMA
responsible for- closing| | in ACS digcovered the :
investigation had ocne outstanding lead to
Division for service of a National Security Letter (NSL) for
subscriber information and telephone toll records.
Ty
(U} Due to administrative oversight, Division, i%E

failed to discontinue this ocutstanding lead to the

e e e e e e e e e M M M em e e e e o W 48 m e M e e e M e R e M e e e e e e M R e e e e e M MR e e e e  m e

Case ID : 278-HQ-C1229736-VIO Serial : 401
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Division prior to d ing the closing EC. _ lin
outstanding lead to Division was discontinued_ip ACS byl I
Division, but no  fur direct notification to Division was
made. At that time, Division 1ncorrectly ‘assumed the lead had

been discontinued and no further investigation was being
conducted.

On 03/03/2004,[:;]Division contacted Division,
d notified that they had served an NSL in support of

were in receipt of telephone toll records, but a
check of ACS had revealed that the matter had been
administratively closed by D1V1SlOn

=S —Subsequent checkg of ACS revealed that a routine
lead was set by[:jlﬁﬂision to Division to serve the NSL on
11/07/2003 (set in ACS), and assigned atDDivisio n -
11/10/2003 (routine lead coverage within ) Division
se NSL tc the telephone prov1der| on 11/14/2003,

did not provide the requested telephone records until

02,27/2004. The date that Division cbtained the records was
atter| - administrative
closure o© q . _Lu;lvm:.on is forwarding the

collected teleph o Division. Upon receipt of
information from no personnel will open and/or
review the enclosed material. The material will remain in a

sealed envelope and be archived within the closed 1nvest19at1ve
file.

LEAD(s):
Set Lead 1: {(Info)
COUNTERTERRORISM

AT WASHINGTGCN, DC

(I - :
'£§3 For IT0S 1, Conus 3, Team 12: Read and clear.
Set Lead 2:
' COUNTERTERRORISM

i1y AT WASHINGTON, DC

For Office of General Council (OGC}, NSLB:
Referred as possible IOB violation, for appropriate action.

Set Lead 3: {Info)

mj AT
\;§< Read and clear.

NSL VIO-34884
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Precedence: PRiORITY - Date: 04/16/2004

To: General Counsel ’ Attn: . NSLB

From: Cyber :
C31IU/CIS/room 5231

bZ ' Contact: 88A
b7E '
b6 Approved By
b7cC
Drafted By:
bl case ID #: M)/ —228-HO_ 01229736 VIO (Pending)
b2 (o) {Pending)
b7E Chasss Y. 6
Title {3) gﬁﬁ;iﬂ éb}

Uy o
Synopsis: P€) To report potential Intelligence Oversight
Board (IOB) matter in connection with captioned investigation.

41— ; . =
R T resdmmesoT

Enclosure: (U} ©One (1) copy of an LHM addressed to Mr.
James Baker, OIPR/DQJ, regarding reported IOB matter.

Datadle. !Q/‘Nlm\l I

bl

- bTE
bé
b7C
b7D
b4

(S/NF/OR)

I | bl
(S/NEF/OR) % r; b2
on October 3, 2003,

b7E

issued a Naticnal Security Letter (NSL), pursuant to
Case ID : 278-HQ-Cl228736-VIO Serial : 434"
_ 279
:b2 5 ET
b7E

NSL VIO-34886
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18 USC 2709, td The NSL reéuested name, address and
header 1nformat10n and advised not to include the content or
subject line information of elegirgnic communications
I:'.:-:I consistent with-18-USC 2510 (8}af—
, NSL was sent.:Lzhal1 r_JDixisiQniffh
i Oon 2/11/2004 A
a CDROM which contained the data prOV1ded by in
response to the NSL.
(s7RF/CR) On Sunday 3/7/2004, sal
reviewed the data on the CDROM and found that, in addition to the

requested logs it appeared to contain content

7

which were contained in the folder "LOGS™

rimmggiggglg_ggsznated an; i he data and contacted ADC
Per ADC instruction, the website logs,

and which were authorized
separate CDROM The

by the NSL, were ex and saved to a v .
original CDROM from was then sealed and was not accessed

again. The sealed envelope was sent to FBI Headquarters.

:?1§:Con51stent w1th Bureau pollcy, attached is a

tery-- The segled

manilla envelope with the CDROM was enclosed and sequester of

its contents was requested of OIPR.

LEAD(8) :
Set Lead 1: (Info)
GENERAL COUNSEL
AT NSLB

‘(S), Read and clear.

NSL VIO-34887
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Precedence: ROUTINE ' Date: 03/23/2004
To: Attn: ASA”I I
SSA |
SX 1
ACDC |
Cyber Division Attn: C31IU
Director’s Office Attn: Office of Professional
Responsibility

From: General Counsel

National Security Tlaw Branch/Rm. 7974
Contact:

Approved By: _CQuxxapn John F , ,, ALL INFOR N CONTAINED
: ‘ " HE ASSTIFIED EXCEFT

Drafted By:

Case ID -HQ-C1220736-VIO (Pending)
N —

T%tle. >g( INTELLIGENCE OVERSIGHT BOARD
' (IOB) MATTER 2004

m-.
Synopsis! ! M It is the opinion of the Office of General
Counsel (OGC) that the above referenced matter must be reported
te the ICB and to the FBI's Office of Professional Responsibility
(OPR) . OGC will prepare and deliver the required correspondence
to the ICB. Our anaIYSlS follows.

i?&{) Deril om : G-
> -1

(U

Reference: :>g£ 278-HQ-C12239736-VIO Serial 370

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the
document in Corel WordPerfect,

Detaifg?“~)ii By i nunication (E d 02/10/04
(cited below)il”, Field Office orted a
possible IOB exror in conjunction with an ongoing Cyber
Case ID ;_278-HO-C1229736-VIO 4 Serial : 445

SEERE? ‘ S
| NSL VIO-34888
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f'i nveastiaaid f\rl
' b1l
b4
b7D
n oC 3 a - - be
National Security Letter (NSL) was sent to This NSL BH7C

requested subscriber information records for the targets e-mail
address. Due to in processing the NSL, the results were
not received from until late January.

(U]’“zgs While reviewing response to the NSL, b4
SA[::::;::]discovered that, in addition to the reguested b7D
transacticnal data, some e-Tffi:ffrtent, i.e—miaagade text, was bé
included. Upon discovering error, SA returned b7C
the NSL response to its envelope, and ceased his analysis of the ~'*™
material.

m . i
i?f:On February 25, 2004, a letterhead memorandum was
sent to the Office of Intelligence Policy and Review (OIPR),
Department of Justice (DOJ), with the sealed e-mail message
content for submission to the FISC for eventual destruction.
Consistent with the requirements of Executive Order (E.Q.)

12863 and Section 2-56 of the National Foreign Intelligence
Program Manual (NFIPM), OGC was tasked to determine whether the
surveillance error described here is a matter which must be
reported to the IOB., It must. '

(U} Section 2.4 of E.O. 12863, dated 09/13/1993,
mandates that Inspectors General and General Counsel of the

- Intelligence Community components (in the FBI, the Assistant

Director, Inspection Division, and the General Counsel, 0GC,

respectively) report to the IOB all information concerning

intelligence activities that they have reason to believe may ,

be unlawful or contrary to_Executiverandanamaﬁh@sidential _ tb2
directive.  In this instance, as the Field Office - ' b7E
has reported, the content of the e-mail account collected in

~ response to an FBI NSL was obtained without the authorization

required by law. Consequently, in accordance with E.Q. 12863 and
Section 2-56 0f the NFIPM, the error must be reported to the IOB,
which this Office will do. '

SECRRT .
NSL VIO-34889
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Lead(s) :

Set Lead 1: {(Adm)

AT

(U} Read and clear.

Set Lead 2: (Action)
CYBER DIVISION
AT WASHINGTON, DC
(U) ' that the unauthorized "take™
described in the 'Field EC 278-HQ-C1229736-VIC Serial
370 was submitted to &€ SC for destruction, via the Office of
Intelligence Policy and Review, Department of Justice,

Set Lead 3: (Action)
DIRECTORS QFFICE
AT QPR, FO, DC -

(U) For review and action deemed appropriate.

- MaJnmn_l bé
- U b7C
- NSLE JOB Library

e

.
s&kj{
NSL VIO-34890 . .
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**FOOTNOTES * *

il~: (U} See EC from the Field Office to the

General Counsel,

dated 02/10/04, Case ID# 278-HQ-C1229736-VIO Serial 370, titled

"Intelligence
Oversight Board Matter," hereinafter cited as

SECRYT

Ec. ]

NSL VIO-34891

Page -
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BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building _ ' . _
Washingten, D.C. ) ' . _s

)

Dear General Scowcroft: - . b7E

This letter forwards for your information a self-
explanatory epglosure entitled Intelligence Ovexrgight Board
{(IOB) Matter, Division, IOB Matter 2004 ()

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Cecllection and/or laws,
Executive Orders, or Presidential Directives which govern FRI
foreign counterintelligence and 1nternat10nal terrorism

investigations. (U}
INFORMATION. CONTAINED
Enclosure :
1 -
1 - Mr, Curran bée '
1-s8sa[ bc UNCLASSIFIED WHEN
1 - OPR ' DETACHED FROM '
1 - 278-HQ-C1228736-VIC- CLASSTFIED ENCLOSURE
Case ID : 278-HQ- C1229736 VIo ' Serial : 446
SEN

NSL VIO-34892
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Should you or any member of your staff requlre
additional information concerning this matter, an oral brleflng
will be arranged for you at your convenience. (U}

Sincerely,

John F. Curran
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. H. Marshall Jarrett
Counsel, Office of Professional Respon31b111ty
U.S. Department of Justice
Room 4304

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S5. Department of Justice

Room &150
_ : : b2
INTELL GHT BOARD (IOB) MATTER @ b7E
' ' FIELD RIVISTON
TOE MATTER 2004 (U)

3 | d)() Field Office
. of the Federa ureau o nvestigation

T

NSL VIO-34893
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F

| On October 16, 2003, a

National Security Letter (NSL] — | was sent
to requesting transactional information for
listed account. Upon review of the material provided by in

transactional infor ion, had sent e-mail mesgsage content.
Upon discoverin error; the case agent immediately ceased
review of the material, placed it into a sealed envelope, and
reported the matter to his supervisor. The sealed envelope was
sent to the Office of Intelligence Pclicy and Review for
sequestration with the Foreign Intelligence Surveillance Court.

response to the NSL, the caif:fffct noted that, along with

{U) Asirequired by FBI policy, the error has alsc been
reported to the FBI's Office of Professional Responsibility.

SECRET

NSL VIO-34894
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To: Inspection

o s\EEQT |
---- Working“Copy ---- Page 1

INE ‘ : Date: 05/12/2004

Attn: Inspectidn Management Unit

Room 7837
General Counsel : -~ Attn: National Security Law Unit
Fy
' b2
Contact: 8A v
, , ' ‘ b7E
Approved By: :b6
EQTE;fiL‘144dGO? . b7cC

Drafted By:

Case ID #: (U)

bl
2FR-HQ-C122873£-VTO {Pending) h2

(g ;EiPending) h7E
he

h7¢C

Title: (V) ss?|

o

DIVISION;

TOB

Synepsis: (o) T
Intelllgence Over

i -

(.

his communlcatlon reports a potentlal : ]
81ght Beard matter, he

h7C
Deﬁizgnééggg i G-3 4
DecjeSsify on: X1 - ' | e

Enclosure(s): 3&( Original electronic communication from b2
to dated 4/30/2004 with information from b7E

attached.

{0
Details:'“ﬁﬁ Th
- report a potentia
Letter requested
as to satisfy the
electronic commun
submission of pot

- 1.

R e e e e e

Case ID ; 278-HOQO-

e purpcose of this electronic communication is to hé
1 IOB matter involving a Natiopal Securjty H7C
by SA FBI as well 2
requirements set forth by the 3/8/2004 I
ication regarding the revised procedures for the P7/E
ential intelligence oversight board reports.

Identlfication of the substantive investigation

£1229736 VIO -Serial : 464 b7E

1)

Cl36372 35

stiET
- NSL VIO-34895
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. December

o '
3. TIdentification of the subject’s status as a

‘United States person or non-U.S. person: NONUSPER

iU}H“i}(; 4. Legal authority: Executive Order 12333, dated
, 1981, and pursuant to Title 18, United States Cede,
Section 2709 {as amended, October 26, 2001).

5. Statement of error: On 03/09/2004, a National Zb6

Security Letter LC conun;gaL;Qn_;gg¥est was ;b7C
submitted by SA ERT b2

_ Th t ‘
was addressed to i b7E

15

15)

18]

| The NSL requested the name, b4
address, length of service, and local_and long distance toll :b7D
“Billing records - for -thephone-number.| | bl
Due to a typeographical error, the
telephcne numbery on_the accompapnving National Security Letter was
erronecusly typed- ,
j)ﬂ(: The 04/30/2004, the enclosed electronic
communication from Lo |—witl'| aleng with Ehf
information from EO ’
regﬁfdlng telephone- Tumber]
(Sy On 05/06/2004, the envelope was opened and the
error was discovered. . :
(S) A CD sent by has been enclosed in a P4
1A envelope to the file. : ‘b7D
bl

SE&hﬂE
NSL VIO-34896
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b2
b7E
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Details: “B& As memwmm;s_l ,
communication (EC) bl

SEXRET

---«- Working Copy -~~--- . Page -~ 1
Precedence: ROUTINE Date: 06/30/2004
To: Director’s Office aAttn: OPR
_Counpterteryorism UC, CONUS IIT
SaC; CDC
SAC; CDC

From: General Counsel
National Security Law Branch

Countertegxrorism Law Unit I/Room 7976

Contact:

Approved By: Curran John F

Drafted By:
(.

Case &? #:::)Qi: 278-HQ-C1229736-VIC (Pending)

Title: 'Eéi INTELLIGENCE_QVERSIGHT BOARD
MATTER 2004

{m-. .
Synopsis: ‘)ﬁﬁ It is the opinion of the Office of the General
Counsel (0OGC) that the above referenced matter does not need to
be reported to the Intelligence Oversight Board {ICB) . Cur
analysis follows.

() -~ “”“)éi Derived BI =T, Octoker 1, 1997
- Declagsify un 29

References: $84 278-HQ-C1229736-VIO Serial 401

[3)

| b2

[as that term is defined in Section 1801 (i) bIE
of the Foreign Intelligence Surveillance Act of 1978, S0 U.5.C. g
Section 1801 et seq. | _ | jb6

l Due to adminlistrative backlog and the b7C
subsequent three day holiday weekend, capticned matter was not
administratively closed in ACS until

Qﬁ) on 11/07/2003 [ | sét a routine lead to the ‘

l 7 Joivision Lo gerve a National Security b2
‘Letter (NSL) in this case. |]eerved the NGL to the b7E
telephone provider | on 11/14/2003, but did not - pl
provide the reguested cords to until b4
02/27/2004, after the| administrative "~
closurel of Chis 1nvestigation. b7D
Case ID : 278 HO-C1228736-VIO Serial : 502 bl

|:S:| C63856-VI0 — b2
, 3 . b7E

NSL VIO-34897
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XE)  on 03/03/2004) notified _ha.;l
they had received the telephone toll Taca:da requested by
NSL, but a check of A revealed that | had closed the
investigation.l |subseQuentIy Torwarded the collected

telephone records to Without reviewing the telephone
records, sealed the telephone records in an envelope and
archived 2aled envelope within the c¢losed investigation
file.

i ..
Section 2-56 of the National Foreign Intelligence
Program Manual (NFIPM) requires OGC to determine whether the
facts related above are required to be reported to the IOB.

For the reascns discussed below, this matter need not be reported
to the IOB. :

(U) Section 2.4 of Executive Order (E.O.) 12863, dated
September 13, 1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components (in the FBI,
the Assistant Director, Inspecticn Division, and the General
Counsel, OGC, respectively) report to the IOB concerning
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive order or Presidential
directive. This language was adeopted verbatim from E.O, 12334,
dated December 4, 1981, when the IOB was known as the President’'s
Intelligence Oversight Beoard (PIOB). By longstanding agreement
between the FBI and the IOB {(and its predecessor, the PIQOB), this
language has been interpreted to mandate the reporting of any
viclation of a provision of the Attorney General Guidelines for
FBI Foreign Intelligence Collection and Foreign Counterintelligence
Investigations (FCIG),il” or other guidelines
or regulations approved by the Attorney General in accordance
with E.O. 12333, dated December 4, 1981, 1if such provision was
designed in full or in part to ensure the protection of the
individual rights of U.S. persons. Violations of provisions that
are essentially administrative in nature need not bhe reported to
the IOB. The. FBI is required, however, to maintain records of
such administrative violations so that the Counsel to the IOCB may
review them upon request: )

of The
Attorney General’s Guidelineg for FBI National Security

. Investigations and Foreign Intelligence CollecTiQn (NSIG)
- i i i [etters

Pursuant to this

BUthority, on 1170772003 Tewfully issued a NSL for?
3

ed telephone records in thj ,
properly served the NSL on

subsequent. railure to cancel this lead at the time they closed
the case was an administrative error that did not affect the
lawfulness of the previously served NSL. [::::]pmoperly sealed
and archived the telephone records received from the NSL because
the case was no longer open at the time of their receipt.

iUlmmwm“a{) The late receipt of the telephone records in this
s ET

NSL VIO-34898

o
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b7E

bl
b2
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case constitutes an administrative error, not a substantive
violation'of law or regulation designed to protect the individual
rights of U.S. persons. As discussed above, under longstanding
agreement between the FBI a , administrative errors are
not reportable to the TIOB. alow refffnfe in this case

did not affect the lawfulness of the NSL. has already
sealed and archived the records in guesti ditionally, none
cf these records were reviewed or used by in its
investigation. Under these circumstances, 1t 1s OGCleoninion

t ate receipt of these telephone records by

ogcf:fff:i behalf is not an error that must be reported to the

IOE"

(U} A copy of our opinion should be retained in the
Counterterrorism Division control file for review by Counsel to
the IOB, if requested.

**FQOTNQOTES* *
o .
il7: "ﬁﬁ The FCIG was superseded.on October 31, 2003, by the
Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection (NSIG).

LEAD {s)

Set Lead 1: (Action)
DIREBCTOR’ S OFFICE
AT OPR, FO, ﬁC
(U} For action deemed appropriate.
Set Lead 2: (Action)
COUNTERTERRORISM
AT WASHINGTCON, DC
{U) Read and clear.

Set Lead 3: {action)

AT

{U) Read and clear.

ss@«r\

NSL VIO-34899
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Set Lead 4: (Action)

AT b7FE

(U) Read and c¢lear.

1 - Mr. Curran .
o1 - b6
1 - b7C

sgb@'r
NSL VIO-34900
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Case ID : 278-HQ-C1229736-VIO : Serial : 503
SECRLT

1
Precedence: ROUTINE Date: 06/11/04
To: Director’'s Cffice Attn: OPR
Counterterrorism ' Attn: AD
. Attn: BSAC
in CcDhC
b7E
bhe From: General Counsel
B National %e:ux;hx.Lam.BxanchiRaam.l&A7
' Contact:
Approved By: Curran John F
Prafted B(VU: ALL INFORMATION. CONTAINED
case I0 #: (X  278-HQ-C1229736-VIO (Pending) g Foob BALERT
b2 oo (0 .
Title: (X} INTELLIGENCE_QVERSTGHT BOARD
MATTER 2004
-
Synopsis: (3K It is the opinion of the Offlce of the General
Counsel (CGC} that this matter must be reported to the
Intelligence Oversight Board (IOB) and to the Office of
Professional Responsibility (OPR). OGC will prepare and deliver
the required correspondence to the IOB. Our analysis follows,
References: (1h,C$( 278-HQ-C1l229736-VIO Serial 419
Administrative: (U} This communication contains one or more
footnotes. To read the footnotes, download and print the
document in WordPerfect 8.0. .
w“'}fﬂ Der 1 G-3 :
Declasss . o5 173 DEH /KSR /DK
Details: (S} The lDivision b2
bR
bl
on TU7U§75§,| |1ssue3 a National
Security Letter (NSL) to an internet service provider redquesting
the name, address, length of gervice, and electronic :
communication transactional records for a website The NSL
authority did not include a request for email content. bl
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131

b1
b4
. . - . ] On 7D
o¢tobery 3. 2003, | ] issued a National Security Letter g
to Irequesting the following: ;b6
b7C
Name, address, length of service, and electronic ) b2
iS? - communication transactional yvecords, to include existing h7E

\~transactlon/act1v1ty logs and all e-mail header information

age content and/or subject fields), for
(Emphasis added) . )

i 1) The NSL contained the appropriate warning to b4
b7D

This National Security Letter doés not request. and you
should not provide, information pursuant to this request
that should disclose the content of any electronic
communications as defined in Title 18, United States Code,
Section 2510(8).

5] - Inivision delivered the NSL to
and subseguently forwarde response (1 CDRCM} to oY
on 2/11/04. Upon review) |dlscovered that :
H::::;:;::Iéesponse appeared to go beyond the NSL request by - ;b7E
including content. extracted, and saved t : b4
rggpaxa;g_fDROM, the website logs authorized by the NSL.tifi::] b7D
then sealed the original CDROM and forwarded it to bl

Cyber, FBI Headquarters for delivery to the Oﬁflce of
Intelligence Policy and Review.

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated 0%2/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community compenents (in the FBI,
the Assistant Director, INSD, and the General Counsel, 0GC,
respectively) report to the IOB all informaticn concerning
intelligence activities that they have reason to believe may be:
unlawful or contrary to Executive order or Presidential
directive. This language was adopted verbatim from E.O. 12334,
dated 12/04/1981, when the I0OB was known as the President’s
Intelligence Oversight Board.

(U) Title 18, United States Code, Section 2709,
provides the mechanism for obtaining counterintelligence access
to transacticnal records. It states in part that a wire or
electronic communication servic¢e provider shall comply with a
request for subscriber information and ... electronic
communication transactional records in its custody or possession
made by the Director of the Federal Bureau of Investigation.

The production of email content by the service provider is not
authorized under the statute.

{m .. E
:R§i In this instance, as a result of the errors by the
communications carrier, it appears the FBI unintentionally
SECRET

NSL VIO-34902
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obtained email content. Thus, the information was not authord

r_unda:_mi:fe 18, United States Code, Section 2709. Although
took the appropriate preliminary steps to sequester the

unauthor:ized information to prevent its use or further
dissemination, in accordance with the reporting requirements of
Section 2.4 of E.O. 12863, the matter must be reported to the
IOB. OGC will prepare the correspondence required to report this
matter to the IOB.

LEAD (s)
Set Lead 1: (Action)
DIRECTOR'S OFFICE
AT OPR FO, DC
(U) For action deemed appropriate.
Set Lead 2: (Action)
CYBER DIVISION
AT WASHINGTON, DC

i - ‘
W& If it has not already accomplished, coordinate

with the| 7 Division, to ensure that all information
related CO Che unauthorized productieon is collected, sequestered,
sealed and delivered to FBIHQ for submission to the Office of
Intelligence Policy and Review, Pepartment of Justice.

Set Lead 3: {Action}

ml”')ﬁﬁ Coordinate with FBIHQ, to ensure that all
information related to the unauthorized production is collected,
sequestered, sealed and delivered to FBIHQ for submission to the
Office of Intelligence Policy and Review, Department of Justice.

- My, Curran

-|

- TOB Librarxy

(S N

F~SEC
NSL VIO-34903
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ALL INFORMATION CONTATNE
HEREIN I% UM
WHERE SHOWHN. O

'ﬁﬁﬁﬁﬁw

5179 DMH/ESR/DK

114182032

BY COURIER

General Brent Scowcroft {USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

Enclosed for your information is a self-explanatory
enclosure, entitled "Intelligence Oversight Board (IOB) Matter, o
CONUS I, International Terrorism Operations Section, Federal - b2
Bureau of Investigation Headquarters (FBI HQ), 2004

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U}

Enclosure

1 - Mr. Pistole

1 .

1 be
1 -~ 278-HQ-C1229736-VIO K¢

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

Case ID : 278-HQ-C12239736-VIO Berial : 504

EQET
NSL VIO-34904
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Should you or any member of your staff reguire
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

John F. Curran
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

-
9]

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
CONUS I, INTERNATIONAL TERRORISM OPERATIONS SECTION
iSJ: FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)
2004 _J(w)

/ Invest] ‘ is IOB matie:.has.de:&:min21 that,
,’on 10/08/02, the Divigion
on 10/03/03,

|issued @ National Security Letter to the internet
service provider' | requesting the name, address,

length of service, and electronic communication transactional
SECRE{

NSL VIO-34905
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records for a website. EEEf:fffjonal Security Letter did not
request email content. inadvertently provided email
content information in its response (CDROM), which is not

‘authorized under Title United States Code, Section 2709 or
‘Executive Order 12333. | |dlscovered the prcblem, and
‘immediately took steps to sequester the unauthorized datg b2
‘collection to prevent its use or further dissemination. I bTE
extracted the information which was authorized by the ﬁ
National Security Letter and then sealed the CDROM for delivery jb4
to the FISC. 1In accordance with the reporting requirements of b7D
Section 2.4 of Executive Order 12863, the error must be reported bl
to the IOB. This matter has been referred to the FBI‘s Office

of Professional Responsibility for action deemed appropriate(S).

Derived from : G-3
Declasgsify on: X1

SEENQ

NSL VIO-34906
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Precedence: DEADLINE ¢7/15/2004 Date: 07/06/2004
To: General Counsel Attn: National Security Law Branch
Counterintelligence , Attn: CD-2C._ Room 4066
SSA
Attn: A/Chief Divisicn Counsel
. SA
b2
b7 From
bé
: Contact: SA
Approved By:
Drafted By: B "
e bl
Case ID #: :ﬁﬂ: 278-HQ-C1225736-VIO (Pending) ) b2
(5) (Pending) e
b7E
k - I |
Title: )Ei SSA € bt
’ | - bTC
IVISION
. IOB

Synopsis: §B§: To report a possible Intelligence Oversight
Board (ICB) matter,

8 w R ey
ol B | b1

b2
Reference: m (a) 66F-HQ-A1247863 Serial 149 BIE
... Ab ,
8y e
Details 3% In accordance with the instructions outlined
in reference (a), information on the following possible IOB
matter is forwarded to FBIHQ,
CASE BACKGROUND (U)
() ~:}§Q The substantive case file number in which the
bl
Attt ettt ettt 7
Case ID . 278-HN-C1226724-YIO Serial . 83§ | bIE
iSh o 278 -C136372 ' 38
s‘m@r
DATE: 11-09-2007 NSL VIO-34907 4LL INFORMATION CONTATNEL
CLASSIFIED BY 65179 DIH/KGR/DK HEREIN I35 UNCLASSIFIED EXCERT
RERSON: 1.4 {C) VHERE $HOUN DTHERVISE
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possible IOB violation occurred ig| The case
title is:
(=)
bl
b2
b7E
b6
bh7C
(8)

(S) On 07/02/2004, writer wTs_inﬁa:meﬂ b
Intelligence Operations Specialist (I0S)

13

that the results of a National Security Letter (NSL)} served at bé
; included the phone billing records for an B7C
"“unrelated party, -
: ) B bl
|f ] oee reference (b} . Further i1nvestigatlion b2
determined that these records were unintentionally and b7E
erronecusly requested due to a typographic error in the
original NSL. See_rgference (c) Ihe number that should have
been-requested wag
M-~
;§§: On 07/06/2004, writer consulted with
Assistant Chief Division Counsel {A/CDC). Writer
was 1nformed by the A/CDC that the material received b2

constituted an IOB violation and should be reported. Under
gseparate Electronic Communication (EC), writer forwarded said
material to CD-2C for sequestration with the FISC.

b7E

LEAD (s):

Set Lead 1: (Action)

w
NSL VIO-34908
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GENERAL COUNSEL
oy AT WASHINGTCN, DC
‘ b{} Division ¢, General Counsel, Natiomal Security
Law Branch, is requested to take whatever action is necessary
to record the incident with Intelligence Oversight Board.
Set Lead 2: (Info)
COUNTERINTELLIGENCE
AT WASHINGTON, DC
(U) For CD-2C, read and clear.

Set Lead 3: (Info)

b2
b7E

- AT

’ (U} For the Assistant Chief Division Counsel, read
and clear. ’

NSL VIO-34909
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Precedence: ROUTINE Date: 06/11/2004

~To: _Counterterrorism Attn: AD
Attn: SAC, CDC

From: 'General Counsel

National Securi Law Branch/Room 79875 bé
Contact: : b7C

b2
Approved By: Curran John F , - bIE
Drafted By: s
= 34-2052
Case ID #: 278-HQ-C1229736-VIO {Pending)
i 278-HQ-1426014 (Pending)
Title: bé) POSSIBLE INTELLﬁGENTE OVERSIGHT BOARD MATTER bz
iy IOB MATTER 2003
i ,
Synopsis: 38 It is the opinion of the Office of the General
Counsel {(OGC) that this matter need not be reported to the
Intelligence Oversight Board (IOB), but, rather, that a record of
this decision should be maintained in the investigation control
file for review by the Counsel to the IOB.. e i
mo ALL INFURMATION CONTAINED
A EEveeges— G S s men s
5ify omn: 25-1 R SHUER HERERE
‘ b2
Reference: Whm”%izq: 278 C45386 Serial 67 b7E
De;a{xc. ()
bl
b2
b7E
b4
b7D
be

b7C
[S)I Ifield office obtainedl - I
| information pursuant to the FISC orders on the
o subliectal

e e e E W e R e e e M e o T T e e e e R M R M R MR R T W M M W W M M M M e M M MR e e e e e

Case ID : 278-HQ-C1229736-VIO - Serial : 536

278-HQ-1426014 3
 SECRST_

NSL VIO-34910



s\}w'r

(s) | ---- Working Copy ---- \ Page 2

|1 an requesre a 1N Was
orovaided | |

CeoTding o Lhe | paopy I v | |

Uploaded the request for subscriber information and, within one

half-tour | ] b2
b7E

I Lil1xr] Il b4
has net higstoricallss nt‘ﬁ"l‘i:'eldvFISAl 7D

e had_daunlennd—&héd—————————1 | :
bl

Cr I na T Ccases onJv —— Artey one N [ ]
the c¢omputer specialist
consulted pecurity Officer for advj ollowing this
censultation, the practice was discontiquad—tff:::%whas stated
that all of the information it received : as publicly-available
information, and was information that it could have
obtained itself from public source record%if:f:::]

{U) Section 2.4 of Executive Order (E.O.} 12863, dated
September 13, 1993, requires the General Counsel- for the
Intelligence Community, including the General Counsel for the
FBI, to report to the IOB intelligence activities that they have
reason to believe are contrary to statute, executive order or
presidential directive. By longstanding agreement between the
FBI and the IOB, this language has been interpreted to require
the reporting of any violation of the Attorney General Guldellnes
for FBI Foreign Intelligence Collection and Foreign
Counterintelligence Investigations (FCIG),i6” or other guidelines
and regulations approved by the Attorney General in accordance
‘with E.Q:. 12333, dated December 4, 1981, if such guidelines were

intended to ensure the protection of the individual righte cf a
U.S. person.

We--0af  Applying those principles to this case, we do not
believe that there was a viclation of the FCIG, or other
guidelines or regulations. Section 405(a) (2) of the FISA statute
states that:

No information acquired from a pen register
or trap and trace device installed and used
pursuant to this title may be used or
disclozed by Federal officers or emplovyees
expect for lawful purposes.

Subsection (b) goes on to state that:
No information acquired pursuant teo this

title shall be disclosed for law enforcement
purposes unless such disclosure is

SBCRET
i NSL VIO-34911
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accompanied by a statement that such

information, or any. information derived

therefrom, may only be used in a criminal proceeding
with the advance authorization of '
the Attorney General.

The FCIG authorized the examination of publicly available records

r_and_nLhe:_dncumentaxu_sauxces_nﬁ_;nin:ma*ﬂﬁﬁ

(- “h§r Clearlsy I IAicﬁlﬁseﬂ the telephone numbers
obtainedl to the
telephone company for a lawful purpose. Agents and analysts rely
upcn subscriber information as a valuable investigative tool in
foreign counterintelligence invggtigatrions. E::::f]did not obtain
the subscriber information fro through service of a
criminal subpoena, since the information was publicly available.
Had they done so, the FISA statute would have required the
advance autqma;a_jon of the Attorney General. Additionally, the

FCIG enable to examine publicly-available information
under the authority of the investigations it had opened on the
two aforementioned subjects.

(-

”\aé) For a variety of reasons, waslchxegn_in____1
instructing the computer specialist to discontinue
| | The

rb;mm_mm;i@ subscriber information |
is to utilize either Naticnal Security

Letters (NSLs) or criminal subpoenas. The Electronic
Communication Privacy Act (ECPA) is the statutery authority
utilized in issuing NSLs to telephone companies for subscriber
information when the FBI has an authorized investigation to
protect against international terrorism or clandestine
intelligence activities.l7” Section 2709(c} of Title 18, U.S.
Code, prohibits any officer, employee, or agent of the company
served from disclosing that the FBI has sought or obtained access
to information- or records. Additionally, companies are requested
in the standard language of the NSL to prov1de the requested
information perscnally to a repres

engaged in pooxr Securlty Qractlces

bl
b2
b7E

b2
b7E
b4
k7D

b2
b7E
b4
b7D

| ]
ACCUTUINGg o thnel IET ]

| [T Because NSLs were not us could cite to

- no statutory authority in requesting thatT::;::rES{ publicly
digcleose the fact that the FBI was interested in certain
telephone numbers. '

(U) Despite the fact that[:::::]engaged in poor
security practices and should in the future utilize either NSLs
or criminal subpoenas to obtain subscriber information, OGC does

SQSRET

NSL VIO-34912
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not find that there was a violation which needs to be reported to
the IOB. Consistent with our prior opinions in such cases, a
record of this decision should be maintained in the control file
for future review by Counsel to the IOB.

** POOTNOTES * *

. .
i17: "){) EC from to the Inspection and Security
Divisions, dated
DE/12/2003, and titled "Computer Specialist

Division; IOB 4

herelinafter cited as EC."
iz2”: (U) The FISA is codified at 50 U.S.C. 1801 et seq. b2
i3 EC. D7E
b6
iq”: EC. ' b7C
is”: EC.
i7°: The provision which allows for the issuance of NSLs is codified at 18
U.5.¢, 2709,
LEAD (S) :
Set Lead 1; (Info}
COUNTERTERRORISM

AT WASHINGTON, DC

(U) For information.
Set Lead 2: (ACtl?H) ho
b7E

AT

(U) For action deemed appropriate.
bé

CC:l ‘ ‘ } b7cC
_ Library - » :

SE T

NSL VIO-34913
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PRICRITY Date:

Attn:
Room 7575

From:

09/01/2004

éontact:

Approved By:

Drafted By:

Case ID #:

Title: ()

(s)
Synopsis:

m

(g

K

Reference; '

(U) 278-HQ-C1229736-VIO

(u) 278 C63856-VIO

PRESIDENT’S TNTELLIGENCE OVERSIGHT
BOARD {(IOR);
POTENTIAL IOB

BECL

ERROR OR VIOLATION

{U) Report from

{s)
(S)
(8)
(S)
(3)

Dy

bl
b6
b7C

of potential IOB vielation,

b1
b2
b7E

Enclosure(s): 18y Enclosed for OGC/NSLB are copies of the

nced serials, and a copy of the 06/17/2004 Memo from

Page

Naticnal Security Law Branch

Fa DUH/KER/DE

AESTEY M 11514-2032

b2
b7E
b6
b7C

b2
b7E

b7E
be
b7cC

pivision.
s :
Detaile: This EC reports a potential IOB matter to OGC/NSLB,
as instructed per EC dated 03/08/2004, see 66F-HQ-A1247863 Serial
149. Immediately poon discovering this potential TOB wviolation
on 08/19/2004, CDC notified Unit Chief
OGC/NSLB. S o
i h'*, bl
1. Substantive Investigation: b2
' b7E
Case ID : 278-HQ-C1229736-VIO Serial : 573
2784 C63856-~-VIO 5 17
SEDMRET -
DTE

NSL VIO-34914
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2, Subjecfi

Page

ig? 3. Subject’s Status: US Person

5. Statement of Error Committed: On 08/19/2( I
I IDivision, received a Memo dated 06/17/2004 from 3
Division Investigative ABnalyst (IA). eme indicated
that i Security Letter (NSL) whichl had requested
that deliver to required a change in
verbiage.

rkum_:auiauina_;ha_NSLlrequest and
cover EC determined that the Tiffiffij

ialist who drafted the request for Case Agent SA
had inadvertently cited to Title 15, United States Code

S . , Section ( ) 1681lv of the Fair Credit Reporting Act
(FCRA) instead of 1681iu, In accordance with Publi¢ Law 107-56
(USA Patriot Act} and FBI policy, the use of 1681lv to obtain
consumer reports is limited to internmational texrvxorism (IT)

investi a;;ani. However, asr;ndigﬂ;gg_n;TV1ously, the request
which prompted notification was in an

2de by
|: s :| [.m |li ‘ ; discontinued _
further processing ©of the req ! In the same EC,
Eso had reguested that] Division ‘ SL to

andﬁDivision deliver an NSL to also
based upon 1 v, Therefore, gimmediately attempted to
discontinue these leads which inadvertently cited to 1681v,

Unfortunately, both Divisi ad
already delivered the NSLs and provided the results tolﬂl(see
Ser1a1 ! and Seriall . The results i1n their

ty from bot |

entire were immediately sealed
and are enclosed.

After further discussion with SA the
current Case it was learned that upon her recelpt of the
resultes from a conyv of th

Tagk Force member

, a member of the FBI|_____JDivision’'s Foreign
Counterintelligence Tagk Force., Contact was immediately made
with on 08/19/2004 and he was instyucted bn setirn all

h2
b7E
b4
b7D

resulting documentation provided to him by SA

returned this documentation on 08/20/2004, advising that he had
not utilized this information, This documentation was
immediately sealed on 08/20/2004 and is enclosed.

A review of th% Legal Unit’s entire NSL file and
Automated Case Support ( since the enactment of Public Law

SRCRET
EC\ NSL VIO-34915

b2

2

bl
b6
bh7¢C
h2
bh7E

b2
b7E
b4
b7D

bz
bh7E
h4
h7D
bl
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b7E
b4
b7D
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107-56 revealed that 15 U.S.C. 1681lv has not been cited in any
other FCI investigation.

LEAD (s} ;
Set Lead 1: (biscretionary)
GENERAL COUNSEL
AT WASHINGTON, DC

{U) For informatioﬁ of OGC/NSLB and for ‘any furthef
action deewmed appropriate by 0GC/NSLB.

sm

NSL VIO-34916
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Precedence: ROUTINE Date: 09/15/2004
To: Director's Office Attn: OPR
Counterintelligence Attn: AD
Attn: SAC
bz Attn: 8SAC
b7F CDC
;b6 From: Office of the General Counsel
h7C NSLB/CILU/Rm 7975
Contact:

Approved By: _Curran John F
bl
b2 Drafted By:
b7E . .

vase ID #: (U) p2Zlellaltl22Q722-VI0 (Pending) RE.

(8) {Pending) DECLASSIFY OM: 11-14-2032
Title: () INTELLIGENCE OVERSIGHT BOARD MATTER
b2 IOB 2004
Syneopsis: {U) The Office of the General Counsel considers that

this matter warrants a report to the Intelligence Oversight Beard
and to the Office of Professional Respon31b111ty Our analysis
follows.

v {X) ‘ Deri%@v-3
Decl Ty on: —x1

Details: ({S)

bl

b2
b7E

R On 5/21/2004, the SAC authorized the issuance of
National Security Letters {NSLs) seeklng credit reports about the subject
from the three wajor credit reporting companies. The
letters, which cited Title 15, United States Code, Section 1lé681lv
{15 USC 1681lv), requested "a copy of a consumer report and all
other information contained in your files for the below listed

consumer ii.e., the subject”." All three NSLs included a
Case ID : 278-HQ-C1229736-VIO Serial : 595
iS)“m" :E&@? - bl
' NSL VIO-34917 E b2

b7E
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certification by the SAC, purportedly "in accordance with 15 USC
1681v(b)," that "the information sought is relevant to an
authorized investigation to protect against international
terrorism or clandestine intelligence activities iete.”."

(W"“:Egi The letters were duly delivered to two of the
t_:hree companies, both of which provided the requested cred":

ion. The third letter i d been sent to the
pffic?_igx_dglixg;y to was returned unexecuted
t by a intelligence analyst who ncticed that

5

it referred to 15 USC 1681v instead of 15 USC 1681u.

After learning of the error, the Eoffice
determined that the two credit ganag bad eady been
Tdisgéminated to a member o~f~~t~he Counterintelligence
Task Force in connection with the investigation. The reports

Page

were retrieved, sealed, and forwarde ftogether
with report of the incident. (See

(U} The section of law cited in the three NSLs, 15 USC
l681v, was added by the USA Patriot Act, P.L, 107-56. It
‘provides in part that "a consumer reporting agency shall furnish
a consumer repeort of a consumer and all other information in a
consumer’s file to a government agency authorized to conduct
investigations of, or intelligence or counterintelligence
activities and analysis related to, internaticnal terrorism when
presented with a written certific¢ation by such government agency
that such information is necessary for the agency’'s conduct of
such investigation, activity or analysis.” (Emphasis added.)

{U) By way of contrast, 15 USC 1681u is an older
statute that applies to both counteéerintelligence and
counterterrorism investigations. In connection with an
authorized investigation of such cases, the FBI may use an NSL to
obtain the names and addresses of all financial institutions at
which a consumer maintains or has maintained an account. If
additional information is needed, such as a cconsumer report, a

b2
b7E

designated Bureau official is required to seek an ex parte court order

directing the consumer reporting agency to furnish the
report to the FBI.

(U} To obtain the ex parte order, the FBI must show
"that the consumer report is sought for the conduct of an
authorized investigatiocn to protect against international
terrorism or c¢landestine intelligence activities, provided that
such an investigation of a United States person is not conducted
solely on the basis of activities protected by the first
amendment to the Constitution of the United States."
-y The Office of the General Counsel issued
instructions regarding the differences between 15 USC 1481u and
.15 USC 1681lv, together with sample forms, in an EC dated
10/1/2003. (See 66F-HQ-A1255872, serial 32.)

SEURET
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(U} -Thel office c¢ited the wrong sec¢tion of the
Fair Credit Reporting Act in three NSLs that requested credit
reports of a U.8. person in comnection with a counterintelligence
investigation. Moreover, the letters included a certification
that was misleading although not untrue. (The certification
stated, correctly, that the information was needed in connectiocon
with an authorized investigation to protect against internaticnal
terrorism or clandestine intelligence activities. Section 1681v,
however, refers only to international terrorism.) Two of the
three letters resulted in the production of c¢redit information
that would not have been available solely through an NSL if the _
correct section had heen cited. b2

(U} In weighing the graxi this matter, the Office
of the General Counsel notes thattf:f:::flcitation of 15 UsC
1l681lv does not appear to have been a deliberate effort to
circumvent guirements of section 1681u. Once apprised of
the error, immediately took appropriate action to recover
and seal the information that it obtained based of the error and
to report the matter tc Headquarters. The qQuestion of intent is
relevant because 15 USC 1681lu{j)suggests that Congress did not
consider disciplinary action by an agency to be warranted unless
"the circumstances surrounding the viclation raise questicns of
whether or not an employee of the agency or department acted
wilfully or intentionally with respect to the violatien, . .."

(U) We are also mindful ¢of the fact that the
office could have obtained exactly the same result {(i.e,, the
subject’'s credit report) if it had followed the two
step process set forth
in 15 USC 1681u, namely, an NSL followed by an ex
parte application for a court order. The proof required for such
an order is minimal and the facts in this case would have b2
justified it. ] . v b7E

{U) Nevertheless, in preserving a distinct provision
for obtaining credit information in counterintelligence cases,
Congress apparently intended to apply a different standard to
this type of case. By using Section 168DL_naLhﬁg than Section
1681u for a counterintelligence case, the ffice
contravened the intent of Congress, albeit 1nadvertently. The
matter should therefore be referred to the Intelligence Oversight
Board and to the Office of Professional Responsibility. OGC will
prepare a cover letter and a memorandum to report this matter to
the TOB.

. b6
(U) The action of Intelligence Analyst | | b7C
in detecting this error and calling it to the attention of the " b2
office is to be commended. IR

LEAD (s} :

sBonag
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Set Lead 1: (Action)
DIRECTOR’'S OFFICE
AT OPR PO, DC

{(U) For action deemed appropriate.

Set Lead 2: (Action)
COUNTERINTELLIGENCE
AT WASHINGTON, DC
(U) Please read and clear.

Set Lead 3: {Action)

AT

(U) For action deemed appropriate

Set Lead 4: (Discretionary)

]
ATI__

(U) FPor action deemed appropriate.

shi
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BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, N.W.

Washingten, D.C. 20503

ED Y 65179 DMH/KIR/DK

Dear General Scowcroft:

This letter forwards for your information a self-explanatory
enclosur itled, "Intelligence Oversight Board (ICOB) Matter,
ICB 2004 (0 . :

The enclosure sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI fecreign counterintelligence and international terrorism
investigations. (U)

UNCLASSIFIED WHEN N
DETACHED FROM -
CLASSIFIED ENCLOSURE

My, Curran 1 - IOB Library
1 - 278-HQ-C1229736-VIO

[y
)

Case ITD : 278-HQ-C1229736-VIO : Serial : 596
Sacﬁﬁz

NSL VIO-34921
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for ycu at your convenience.

Sincerely,

John F, Currxan
Deputy General Counsel

Enclosure

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review

U,S, Department of Justice
Room 6150

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

W

SECRET

INTELLIGENCE QVERSIGHT BOARD (IOB) MATTER

108 2004[ | (U) :
SPeRET
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Field Office obtained consumer credit reports from two

t reporting companies in connection with an authorized
¢counterintelligence investigation using. a National Security

Letter {NSL) that referred to Title 1%, United States Code, :
Section 1681v, when in fact that section only permits the use of

NSLs to request credit reports for authorized counterterrorism

cases. Title 15, United States Code, Section 1681u, allows the

FBI to use an NSL to ocbtain certain information from credit

reperting agencies in authorized c¢ounterintelligence cases,
specifically, the names and addresses of financial institutions

at which the subject of the investigation maintains an account.

In order for the FBI to obtain a credit report in a
counterintelligence case, it must apply for an ex parte court

order under the terms of Title 18, United States Code, Section ;b3
168luf{c). b7E

%%% Investigation of this IOB matter has determined that the
credl

éﬁ:The credit reports that were procured from credit reporting
companies by ¢iting 15 U.S.C, 1681v were not properly obtained.
Although the error in statutory citation appears to have been
inadvertent, and the:office immediately retrieved and
sealed the credit reports once the error was discovered, this
matter has been referred to the FBI's Office of Professional
Responsibility for such action as may be appropriate.

Derived . Ga :
assl n: XxX25-1
Sﬁ&ﬁ%T

“BreRey
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DEADLINE 11/06/2004

Page

Precedence: Date: 11/02/2004
To: General Counsel Attn: NSL
SAC
ASA
lain]w
Frol ALL INFORIL
. SSA HEPEIN ‘T EPT
:b2 WHEEE 3%
Db7E proved By:
bé
b7¢C
Drafted By:
‘ Case ID #: (U) 278-HQ-C1229736-VIO (Pending}
be {0y 27 C71404 (Pending)
e 3

oo ritle: (U) |

POSSIBLE INTELLIGENCE OVERSIGHT BOARD

£ase wag reagsigned

to the

{IOB) VIOLATION
DIVISION
bz Synopsis: (U) Report of possible IOB violation for
b7E Division. :
-
'O() Dexjved F : G-3
‘Decla Cn: X1
Reference: (U) 278-HQ-Cl229736 Serial 355
( 278-HQ-C1229736 Serial 1347
o
Details: ) On 10/18/2004, the following
to SA due to the transfer of SA
(8)
|: S :| ..................... (8)

Vv writer, and .
lit

b6
b7C
b2
DbTE

bl
b6
b7¢C
b2

b7E

Case 1D
278

278-H

-C1229736-VIOQO
-C71404

NSL VIO-34924
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requested for this individual. The following is a summary
“documenting when a possible IOB violation occurred:

(S)

(8) .
bl

b2

b7E

(&) D
b7C
b7D

;b6
was not b7C

L was determined :
ET b2
) b7E

NSL VIO-34925
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the indivicdnail

=1 [ GGcumente
| to accurately identify case
subject.
» {8) While ga served a sixty day temporary
duty assi] during early 2004, sal idrafted NSLs

for the i i lon . |dated 01/12/2004,

1S
drafted by 8 lfnﬂ.is_an_NSL.ﬁequesting subscriber
nA _tall hillinag racordo fo at

n

l.c tha narconal telephone forl

Luac oot ___Jwas not the individual
and the NSL was subsequently served
and toll and subscriber records obtained as documented in Serlal

E::] dated 02/29/2004

w - This communication documents[::::::::] finding of
a possible IOB violation for the service of an NSL for telephone
records beleonging to an individual other than case subject. It
should be noted that these re¢ords have not been uploaded into
any FBI database or system.

LEAD (s) :
Set Lead 1: (Info)
GENERAL COUNSEL
AT WASHINGTON, DC

{U) For your information.

éEbRQi |
Y\ NSL VIO-34926
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Precedence: DEADLINE 11/06/2004 Date: 11/02/2004
To: General Counsgel Attn: NSL
SAC L
_ ASA
CcDC .
From [SJG
SSA
b2 - .
:b7E;\pproved By: :bl
bé i :b2
b7C i b7E
Drafted By: |
Case ID #: (U) 27B-HQ-Cl229736-VIC {(Pending) |
b2 (U) 2784 C71404 (Pending)
bTE iele: (w |
jb6 TGENCE OVERSIGHT BOARD
bicC (1I0B) VIOLATION : B

Synopsis: (U} Report of possible TOB violation for

(5

Division. v
. & IMFORMATION COMTAINED
=Cm W' 3 HELASSTFIED EXCEPT
‘ agsify Omr—X1 HE \THERNWISE -
Reference: {(U) 278-HQ-C1229736 Serial 355 b7C
{U) 27B-HQ-C122%736 Serial 1347 B2
m ) B
Detaifs;_;ﬂﬁ__Inﬁ10/18/2004, the following case was reassigned b7E
rshSA ﬂ"e_;a.:he_xxansirr of SAI Ito the
- 18)
bl
b6
: upon rev oic
subsequent revi ;bz
_was. discovered that an . Taividual With.a similay na | H7E
|
and that an NSL for telephnone records had also peen
----------------------------------------------------------------------- b2 -
Case ID : 278-HQ-C1229736-VIO Serial : 612 hE
278 C71404 ‘
SESRET

DATE: 11-14-2007 y
NSL VIOZ34927L BY 65179 DMH/KSR,/DK

FEAZON: 1.4 (0}
[ECLASSIFY O8: 11-14-2032




