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Precedence : ROUTINE 
To : Cyber 

General Counsel 

Date: 03/09/2004 
Attn: SSA 

C3IU/Room 5931 
Attnt NSLB 

From: b2 
b7E Contact : SA| 

b7C Approved By; 

Drafted By: 

-ll-KWOO? 
REASON': l'ï"4 (C) 
DECLÄSSI FY OH: 11-15-2032 

Case ID #; 288bI >132986 (Pending) 
27 8-HQ-C1229736-VIO (Pending) 

:le : 

(U) 

UJNSUB LSj ; 
CI/CT - TNII 

President's Intelligence Oversight Board 

Synopsis; (U) To report potential Intelligence Oversight Board (IOB) 
violation by an Electronic Communications/Service Provider who 
provided data exceeding the scope of the authorized request. The 
data as provided by the provider is sealed and enclosed for CyD/C3!U 
to deliver to OIPR for appropriate disposition by the USFISC. 

(S) 

bl 
b2 
b7E 

(S) 

ill)-

loi c ^ m i m 
CLASSIFIED EXCEPT 

- V 

SH0WI OTHERWISE 

Derivet 
Decli 

:om 
XI 

Case ID 
h 2 
hl E 
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278-HQ-C1229736-VIO 
2 7 a i r 0 1 3 6 3 7 2 SÊ Ŝ 1] 

Serial [ 
419 
43 
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Administrative: (U) Ref 3/8/2004 e-mail with SSA 
Enclosure(s): (S) Enclosed for- C3IU is one sealed CDROM containing 
data 

7 
be 
b7C 

bl 
Details ;(S//OC,NF} Intelligence provided in this communication has 
been acquired by techniques authorised in the Foreign Intelligence 
Surveillance Act (FISA). Therefore, the intelligence provided has 
been obtained through methods- of intelligence gathering which are 
considered sensitive and singular in nature. No overt investigative 
steps should be taken without first receiving advice and'consent from 
FBIHQ and| 

:*J:' )#£/NF) Per 50 U.S.C, 1806 (b) of FISA, recipients are 
also reminded that there are to be no further disseminations or use 
of FISA-derived material in any criminal proceeding without prior 
approval from the Attorney General. Information may not be 
disseminated to any foreign government without prior Attorney"General 
approval. 

b7E 

<S) 
Name, address, length of service, and electronic 
communication transactional records, to include existing 
transaction/activity logs and all ermail header 
information (not to include message content and/or subject 
fields), 

bl 

'RET 
NSL VIO-34878 



IU) 

caveat : 

NF 
Working Copy Page 

In addition, the letter contained the following 

This National Security Letter does not request, and 
you should not provide, information pursuant to this 
request that would disclose the content of any 
electronic communication as defined in Title 18, 
United States Code, Section 2510(8). 

The letter was sent to thel 
D On 2/11/2004,1 1 iÄE 

75; /rry: 
i vpvpH t-H 

I I a CDROM which contained the data provided by 
response to the NSL. 

Division and 
I nonf 

in 

I 
[ 

¿J/ /It*) On Sunday 3/7/2004, SaI I reviewed the data 
on the CDROM and found that, in addition to the requested logs, it 
appeared to contain content, \ I ^ 

I SA| Himmediately 
the data and contacted ADCI I 

'instruction, the website logs, which were contained 
tprmi nated ana] vais of 

-I I Per ADCL 
in the folder LOGS and which were authorized by the NSL, were 
extracted and saved to a separate CDROM. The original CDROM from 

was then sealed and was not accessed again. 

h 2 
b7E 
b4 
b7D 
b6 
b7C 

(U) On 3/8/2004, SSA| | Cyber/C3IU, was b6 
notified and requested that the CDROM be sent to him for forwarding fovc 
to 01PR. The CDROM is enclosed for forwarding to OIPR for an 
appropriate judicial disposition. 

(U) Per a 3/8/2004 communication from the National 
Security Law Branch (NSLB) regarding revised procedures for handling 
possible IOB violations, this information is being provided to NSLB 
for reporting to the IOB if deemed appropriate. 

.LEAD(S) : 

Set Lead 1 : (Action) 
CYBER 

AT CTCI, DC 

(U) Deliver sealed CDROM to OIPR for appropriate judicial 
disposition. 

Set Lead' 2: (Discretionary) 
SECRET 

NSL VIO-34879 
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GENERAL COUNSEL ' 
AT WASHINGTON, DC 

(U) Based upon the foregoing, generate a report to IOB if 
deemed appropriate. 

SECRET 
NSL VIO-34880 
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Precedence : ROUTINE 
Tò: Office of the Director 

Cyber 

Date: 02/10/2004 
Attn: 

OGC/NSLB 
SSA I 
CIS/C3IU 

From: 
b7E 

b7C Approved By: 

Drafted By: 
Case ID #: 

(U) 
278-HQ-C1229736-VIO (Pending) 

I I (Pending) 
Tit lew S ^ INTELLIGENCE OVERSIGHT BOARD 

(IOB) MATTER 

ÍS ) 

Synopsis : 

( U ) 

Jtû 

To report possible IOB violation. 
Deriv 
Declassi 

11-03-2007 
CLASSIFIED BY 65179 

1.4 (C) 
OH: 11-0!: 

b7E 
/KSR/DK 
0'3'2 

b7E 
Reference: ¡U) j^) 

tè) Durina Ai ocnaH 
Details : 

I ¿i I .MGT ..f̂g 
I 

the investigation of case #1 
for pmai1 account 3 ; 

The email actor^a.! 

(S) 
NüL was SSftf ra[ ], fin lu/ib/uuuj.—uuë ts asi ays in1 

"ett 

bl 
b2 
b7E 

processing the NSL,t-hg rAgmli-ft w^rg not received until lai.fi 
While tpvipwingl Irpgpnnflp to the NSL, SAI January, 

rlaF a discovered that, in addition to the requested transactions. 
some e-maj_L_c£nL£nt was included. Upon discovering | 
error, SA| Ireturned the NSL respons£_L2_iLs envelope, and 
ceased his analysis of the material. SA then reported 

b7C 

Case ID 278-HO-C1229736-VIQ Serial : 370 
INSPECTION 

SE<?RÇT b7E 
NSL VIO-34881 
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the matter to I H SSaT I who sought guidance from | I 
I 1 FBIHQ/OGC/NSLB. As per NSLB, this communication, has been 
prepared. 
LEAD is) ; 
Set Lead 1: (Info) 

OGC (NSLB) 

AT WASHINGTON, DC 
/vSj Read and Clear. 

Set Lead 2; (Action) 
CYBER 
(U) AT WASHINGTON, DC 

^ ^ As per guidance provided bvl I 
OGC/NSLB t prepare LHM and hand carry to DOJ/OIPR, 

SECRET 
NSL VIO-34882 
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Precedence : ROUTINE 
To : Counterterrorism Attn: ITOS 

SSA 

Date: 03/04/2004 
1 Pnnnr ? Tpam 12, 

b7E 
be 
hlC 

Office of General Council Attn: NfiLft. Room 797R. 

Attn: CDC 
Froi 

Contact: SA 
Approved By: 

if ted By: /(U) 
»se ID #: 

m 

Y 65179 Blffi/KSR/DK 

H: '11-08-2032 

Title; S SâJ 
S* 1 ÎU) 

' 2 7 8- HQ-1229736-=VlO (Pending) 

TÜE" 
DIVISION; 

HEFEIH IS UNCLASSIFIED 
WHERE SHOOT OTHERWISE 

EXCEPT 

Synopsis: Reporting of possible violation of the Attorney 
General Guidelines (AGGs) for FBI National Security 
Investigations and Foreign Intelligence Collection, which may be 
a reportable violation to the intelligence Oversight Board (IOB). 

Ti|g»t-a 1 1 Q I 1 

H 

1 mai-I I re ne we a aumorizanion or" 

was administratively 
to 

nir̂ ooH agent, via Electronic Communication (EC) dated 
I | I. Due 
administrative backlog and the subsequent three day holiday 
weekend, captioned matter was not administratively closed in ACS 

I ¡the I jDivision,| |IMA 
responsible for closing| | in ACS ^ ^ 
investigation had one outstanding lead to| | 
Division for service of a National Security Letter (NSL) Tor 
subscriber information and telephone toll records. 

iJJ> Due to administrative oversight, • Division, 
failed to discontinue this outstanding lead to the 

bl 
h 2 
b7E 
b6 
, b7C 

h 2 
b7E 

Case ID : 278-HQ-C122973S-VIO Serial : 401 
NSL VIO-34883 



Working Copy Page 
Division prior to drafting the closing EC. I 
outstanding lead tol I Division was riT grrrmt-i i n ACS bv| | 
Division, but no further direct notification tol Ipivision was 
made. At that time,I I Division incorrectly assumed the lead had 
been discontinued and no further investigation was being 
conducted. 

-jy*̂ "* On 03/03/2004, ̂ ^^Divis ion contacted! I Division, 
I Jjand notified that they had served an NSL m support of 
captioned\I were in receipt of telephone toll records, but a 
check of ACS had revealed that the matter had been 
administratively closed by| | Division. 

"TSI Subsequent checks of ACS revealed that a routine 
lead was set by I I Division tol I Division to serve the NSL on 
11/07/2003 (set in ACS), and assigned at I I Division on 
11/10/2003 (routine lead coverage within 60 davs), | | Division 
served the NSL to the telephone provider | \ on li/14/2003, 

, but! | did not provide the requested telephone records until 
J 02/2^7/2004. The date that I ¡Division obtained the records was 
after]" | administrative 
closure ot this lnvestiaati^A. I I UiV15i6h is forwarding the 
collected telephone records to | lDivision. Upon receipt of 
information from| | no| ~personnel will open and/or 
review the enclosed material, The material will remain in a 
sealed envelope and be archived within the closed investigative 
file. 
LEAD(s): 
Set Lead 1: (Info) 

COUNTERTERRORISM 
AT WASHINGTON, DC 

(U) ........ w 
For ITOS 1, Conus 3, Team 12: Read and clear. 

Set Lead 2: 
'COUNTERTERRORISM 

(U) , AT WASHINGTON, DC 
For Office of General Council (OGC} , NSLB: 

Referred as possible IOB violation, for appropriate action. 

Set Lead 3; (Info) 
h2 
hlE 

b7E 
bl 

bl 
b2 
b7E 

1 

|U) A T 

Read and clear. 

NSL VIO-34884 
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Precedence: PRIORITY Date: 04/16/2004 

b2 
b7E 
b6 
b7C 

bl 
h 2 
b7E 

(UK, 
Synopsis: 5>S0 To report potential Intelligence Oversight 
Board (IOB) matter in connection with captioned investigation. 
(U) JJUI W S ^ ^ T Û U ^ ^ ^ ^ T 

- I Kji. l.lLsxty Unì kl — 

Enclosure: (U) One (1) copy of an LHM addressed to Mr. 
James Baker, 01PR/DOJ, regarding reported IOB matter. 

on October 3, 2003, | 
issued a National Security Letter (NSL), pursuant to 

Case ID : 278-HQ-C1229736-VIO 
b2 

Serial : 434 
279 

NSL VIO-34886 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b4 

bl 
b2 
b7E 



(S.J 

(S) 

SEb^ET 
NF/C)fL 

Working Copy 
The NSL requested name, address and 

header information and advised not to include the content or 
subject line information Of <=»1 PPhmnir rommnni nations • 
consistent with 18 USC 2510(8)â 

Page 
18 USC 2709, tc 

delivered to I | On 2/11/2004,| Ea| -
I la CDROM which contained the data provided byl 

J-hf I Tm iv-ifliori and 

response to the NSL. 
m 

{S7TOVOR) on Sunday 3/7/2004, SA[ 

(S) 

reviewed the data on the CDROM and found' that, in addition to the 
requested loos, it appeared to contain content J 

b2 
b7E 
b6 
b7C 
b4 
b7D 

\ immediately terminated analvg-jg ^f thp data and contacted ADC 
I I Per ADCl [instruction, the website logs, 

? 

IS) 

which were contained in the folder "LOGS" and which were authorized 
by the NSL, were extracted and saved to a separate CDROM. The 
original CDROM from| | was then sealed and was not accessed 
again. The sealed envelope was sent to FBI Headquarters. 

Consistent with Bureau policy, attached is a 
copy of the LHM to OIPR regarding this matter. The sealed 
manilla envelope with the CDROM was enclosed and sequester of 
its contents was requested of OIPR. 

bl 
b6 
b7C 
b4 
b7D 

LEAD(S): 
Set Lead 1: (Info) 

GENERAL COUNSEL 
AT NSLB 
(S) Read and clear. 

SECRET 
NSL VIO-34887 
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Precedence : 
TO: 

ROUTINE 

h 2 
b7E 
b 6 
b7C 

Cyber Division 
Director's Office 

Attn: 

Attn: 
Attn : 

ASA 

S, 
e 

c CDq 
1 

Date: 03/23/2004 

ACDC[ 
C3IU 

Office of Professional 
Responsibility 

] 

From: General Counsel 
National Security Law Branch/Rm. 7974 
Contact: 

Approved By: 

Drafted By:. 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

Case ID 
h 2 

™ ä ' i . . 
H 

27 S-HO-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
(IOB) MATTER 20041 

(U)-Synopsis; It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

) Deri 
-1 11-08-2007' 

C LAS SIFIED BY... 6517 9... DHH /'KSR/'DK 
PEAS ON: 1.4 (e)„ 
DECLASSIFY ON: 11-08-2032. 

( U ) , 
Reference : 278-HO-C1229736-VIO Serial 370 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

b 2 
b7E Details: J&i Ry electronic communication (EC) dated 02/10/04 

(cited below) il", | | Field Office | Itrennrhed a 
possible IOB error in conjunction with an ongoing I I Cyber 

Case ID : 278-HO-C1229736-VIO Serial : 445 
* * SE^^T 

NSL VIO-34888 
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National Security Letter sent to 
ÎÏÏTa 

This NSL 
requested subscriber information records for the targets e-mail 
address. Due to delays in processing the NSL, the results were 
not received from| |until late January. 

SA[ 

b7D 
be 
•b7C 

CU) - response to the NSL, While reviewincrl . ^w . 
discovered that, in addition to the requested 

transactional data, some e-mail content, i.e—mtisu^ae text, was 
included. Upon discovering I I error, SAI [returned 
the NSL response to its envelope, and ceased his analysis of the 
material, 

(UK-
On February 2 5, 2004, a letterhead memorandum was 

sent to the Office of Intelligence Policy and Review (OIPR), 
Department of Justice (DOJ), with the sealed e-mail message 
content for submission to the FISC for eventual destruction. 
Consistent with the requirements of Executive Order (E.O,) 
12863 and Section 2-56 of the National Foreign Intelligence 
Program Manual (NFIPM), OGC was tasked to determine whether the 
surveillance error described here is a matter which must be 
reported to the IOB. It must. 

(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant " 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information concerning 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive • nrriar nr Presidential 
directive, In this instance, as the| |Field Office 
has reported, the content of the e-mail account collected in 
response to an FBI NSL was obtained without the authorization 
required by law. Consequently, in accordance with E.O. 12863 and 
Section 2-56 of the NFIPM, the error must be reported to the IOB, 
which this Office will do. 

•b7D 

b7C 

hi E 

SECRXT 
NSL VIO-34889 
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Lead(s): 

Set Lead l: (Adm) 

AT 
(U) Read and clear. 

Set Lead 2; (Action) 
CYBER DIVISION 

AT WASHINGTON, DC 
(U) Acknowledge that the unauthorized "take" 

described in thel __] F i e l d E C 278-HQ-C1229736-VIO Serial 
370 was submitted to the FISC for destruction, via the Office of 
Intelligence Policy and Review, Department of Justice, 

Set Lead 3: (Action) 
DIRECTORS OFFICE 

AT OPR, FO, DC 
(U) For review and action deemed appropriate. 

1 - Mr, curran 
1 - uc| 5 be 

hie 
1 - NSLB IOB Library 

NSL VIO-34890 
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**FOOTNOTES** 

Field Office to the II': (U) See EC from the 
General Counsel, 
dated 02/10/04, Case ID# 278-HQ-C1229736-VIO Serial 370, titled 
"Intelligence • • 

Oversight Board Matter,M hereinafter cited asl I EC," 

SECRljJT 
\ N S L VIO-34891 
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BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence .Oversight Board 
New Executive Office Building 
Washington, D.C. 
Dear General Scowcroft; 

D ATEI I'I~'08-2'007' . ' 
CLASSIFIED BT 65179 DHH/KSR/DK 
REASOB: 1.4 (C) 
DECLASSIFY OS: 11-08-2032 

h 2 
'b7E 

This letter forwards for your information a self-
explanatory enclosure entitled Intelligence overaiahr Board 

(U) 
explanatory enclosure entitled Intelligence Qv> 
(IOB) Matter,\ [Division, IOB Matter 200 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
1 -
1 - Mr, Curran ^ ̂  
1 - SSA| | b 7 c UNCLASSIFIED WHEN 
1 - OPR DETACHED FROM 
1 - 27 8-HQ-CI229736-VIO- CLASSIFIED ENCLOSURE 

Case ID : 27Ô-HQ-C1229736-VIO ^ Serial : 446 
SECfc^T 

^ NSL VIO-34892 



SEC^ST 
Working Copy Page 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

John P. Curran 
Deputy General Counsel 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr". H. Marshall. Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4 304 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

b2 
TNTE1T ,T.TriRMCEi OVRPflTHffT BOARD (IOB) MATTER 

1 3FIELD DIVISION R 2004j |(U) 

1 Field Office 
of the Federal Bureau ot Investigation I FBI i I I b2 

b7E 

NSL VIO-34893 
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1 On October 16, 2003, a 
National Security Letter (afSL] | was sent 
to| I requesting l-ransarf mna I intnrm^Mnri tor the 
listed account . Upon review of the material provided by | in 
response to the NSL,the case agent noted that, along witl 
transactional information,\ | had sent e-mail message content. 
Upon discovering!"" I error, the case agent immediately ceased 
review of the material, placed it into a sealed envelope, and 
reported the matter to his supervisor. The sealed envelope was 
sent to the Office of Intelligence Policy and Review for 
sequestration with the Foreign Intelligence Surveillance Court. 

(U) As required by FBI policy, the error has also been 
reported to the FBI's Office of Professional Responsibility. 

Derived 
Decla 

SECRET 

NSL VIO-34894 
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Precedence : ROUTINE 
To ; Inspection 

General Counsel 

Attn: 

Date: 05/12/2004 

Inspection Management Unit 
Room 7 837 

Attn: National Security Law Unit 

Approved By: 

Drafted By; 
Case ID #: 

AL L,,, IN F0 RHÄTI OH,,, C OHTAIliED 
HEREIN IS UNCLASSIFIED EXCEPT 

b2 
b7E 
b6 
b7C 

65179 DHH/KSR/DK 

11-14-2032 

(U) 
(S 

^Q^fi-vT^ (Pending) 
[Pending) 

Title: (U) SSaI 
SAI 

lUb 

bl 
b2 
b7E 
b6 
b7C 

DIVISION; 

Synopsis: (U) This communication reports a potential 
Intelligence Oversight Board matter. 

m-
- x Deri'^îi^Ç^om : G-3 

DecJ#^ssify^n: XI 

¡̂SCC Original electronic communication from 
] dated 4/30/2004 with information from P 

Enclosure(s) 
tol 

I | attached. 
<U' x/ 

Details: px} The purpose of this electronic communication is to 
report a potential IOB matter involving a National Security 
Letter requested by SA| | F B ^ |as well 

" as to satisfy the requirements set forth by the 3/8/2004 
electronic communication regarding the revised procedures for the 
submission of potential intelligence oversight board reports. 

b7E 

b7C 
b2 

( S J 
1., Identification of the substantive investigation 

in which the questionable activity occurred: 

Case ID 

(S) 

278-HQ-C1229736-VXO Serial : 464 

bl 
b2 

TTTTHT 
sà^RET 

T T 

NSL VIO-34895 
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2. 

(UJ- 3, Identification of the subject's status as a 
United States person or non-U.S. person: NONUSPER 

4. Legal authority: Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 18, United States Code, 
Section 2709 {as amended, October 26, 2001). 

^plf^ 5. Statement of error: On 03/09/2004, a National 
Security Letter fNSL.) electronic rnmrrunicati on remiest was 

I I T?T5TJ I TV.a 
3 

submitted by SA 
was addressed to 

1 TEe" WSL requested the name, 
I ̂  i address, length of service, and local and long distance toll 
I, •!• } billing records for the phone number I | 

| | Due to a typographical error, the 
telephone number on the accompanying national Security Letter was 

I 5 I erroneously typed 

(S) 

^ S ^ The 04/30/2004, the enclosed electronic 
' communication fromf 

information fromQ^ 
telephone number 

I g ma 
~ H w i t h along with the 
^ ^ |"Q I I 

(S) On 05/06/2004, the envelope was opened and the 
error was discovered. 

(S) A CD sent by 
IA envelope to the file. 

has been enclosed in a 

b7C 
b2 
b7E 
b4 
b7D 
bl 

bl 
b6 
b7C 

b7E 

b4 
b7D 
bl 

SECkSJT 
NSL VIO-34896 
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Precedence : ROUTINE Date: 06/30/2004 
To: Director's Office 

Counterterrorism 
b2 
b7E 
b6 
b7C 

Attn: OPR 
UC, CONUS III 
SAC; CDC 
SAC; CDC 

From; General Counsel 
National Security Law Branch 
Count.ert error ism Law Unit I/Room 7 97 5 
Contact: I 

Approved By: Curran John F 

Drafted By: 
(UK 

ALL INFORMATION 
; m -

Case ID #: f̂cS¡Ç 278-HQ-C122 9736-VIO (Pending) 
b2 Title; jt̂ t 

65179 DHH/KSR/DK 
INTELLIGENC E_Q3£ERS IGHT BOARD 
MATTER 20 04 J 

m 1̂.4-ÍC"). 
BEGLÀS&IFS-OU.: 1 M . M Q 3 2 

Synopsis; It is the opinion of the Office of the General 
Counsel (OGC) that the above referenced matter does not need to 
be reported to the Intelligence Oversight Board (IOB). Our 
analysis follows. 

ÍU). X 
( U ) : 

Derived 
Declassify 

ffll 
Tun 

October 1, 1997 
29 

References: 278-HQ-C1229736-VI0 Serial 401 
(S)/Details: As discussed in the referenced electronic 

coTTiTTmni cat i nn (KC\\ 

n ? 

[ 

|as that term is defined in Section I80l(i 
of the Foreign Intelligence Surveillance Act of 1978, 50 U.S.C. 
Section 1801 et seq. | | 

J Due to administrative backlog and the 
subsequent three day holiday weekend, captioned matter was not 
administratively closed in ACS until 

(Si 

(W) On 11/07/2003 T 
' lpivisionL 

Letter (NSL) in this case, 
telephone, provider L 
02/27/2004, after thel 
closure! I of 

a 
set a routine lead to the 

"to serve a National Security 
I served the NSL to the 

on 11/14/2003, but I Idid not 
provide the requested^fli^Ana .J juntil 

administrative 
ot this investigation. 

bl 
b2 
b7E 
b6 
b7C 

b2 
b7E 
bl 
b4 
b7D 

Case ID : 278-HQ-Ç122 9736-VIO 

(S) 

Serial : 502 

C63856-VIO 
sfeSR̂ T 

NSL VIO-34897 
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<TJ)-
On 03/03/2004 notified hat-

they had received the «-fliflp̂ na i-aii v^^^ho requested byf | 
NSL, but a check of ACS revealed that | | had closed the 
investigation. I ._ U i i K ^ i ^ M y fnr^rH^H the collected 
telephone records tol \ Without reviewing the telephone 
records,| sealed the telephone records in an envelope and 
archived C M Sealed envelope within the closed investigation 
file. 

(U) 
x Section 2-56 of the National Foreign Intelligence 

Program Manual (NFIPM) requires OGC to determine whether the 
facts related above are required to be reported to the IOB. 
For the reasons discussed below, this matter need not be reported 
to the IOB. 

(U) Section 2.4 of Executive Order (E.O.) 12863, dated 
September 13, 1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, Inspection Division, and the General 
Counsel, OGC, respectively) report to the IOB concerning 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive order or Presidential 
directive. This language was adopted verbatim from E.O, 12334; 
dated December 4, 1981, when the IOB was known as the President's 
Intelligence Oversight Board (PIOB), By longstanding agreement 
between the FBI and the IOB {and its predecessor, the PIOB}, this 
language has been interpreted to mandate the reporting of any 
violation of a provision of the Attorney General Guidelines for 
FBI Foreign Intelligence Collection and Foreign Counterintelligence 
Investigations (FClG),il' or other guidelines 
or regulations approved by the Attorney General in accordance 
with E.O, 12333, dated December 4, 1981, if such provision was 
designed in full or in part to ensure the protection of the 
individual rights of U.S. persons. Violations of provisions that 
are essentially administrative in nature need not be reported to 
the IOB\ The.FBI is required, however, to maintain records of 
such administrative violations so that the Counsel to the IOB may 
review them upon request. 

> o of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG) ^^ K^A hoa XTa^-i^al | 

J. Pursuant to this II |. pursuant to tnis 

| lawfully issued a NSL for[ that requested telephone records in this case. On 11/14/2003, 
Iproperly served the NSL on| | 

subsequent failure to cancel this lead at the time they closed 
the case was an administrative error that did not affect the 
lawfulness of the previously served NSL. I I properly sealed 
and archived the telephone records received from the NSL because 
the case was no longer open at the time of their receipt. 

^ Ĉ ) The late receipt of the telephone records in this 
StftŜ ET 

^ NSL VIO-34898 
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case constitutes an administrative error, not a substantive 
violation-of law or regulation designed to protect the individual 
rights of U.S. persons. As discussed above, under longstanding 
agreement between the FBI and the IOB. administrative errors are. 
not reportable to the IOB. | | slow response in this case 
did not affect the lawfulness ot trie NSL. I I has already 
sealed and archived the records in cruestion. Additionally, none 
of these records were reviewed or used by| | in its 
investigation. Under these circumstances, it is 
i-hf>t- flip l̂ t-g receipt of these telephone records by| | 

IO' 

tiaL. 

S -
behalf is not an error that must be reported to the 

(U) A copy of our opinion should be retained in the 
Counterterrorism Division control file for review by Counsel to 
the IOB, if requested. 

* * FOOTNOTES * * 

il'; fSQ The FCIG was superseded on October 31, 2003, by the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG). 

LEAD (s) 

Set Lead 1; (Action) 
DIRECTOR'S OFFICE 

AT OPR, FO, DC 

(U) For action deemed appropriate, 
Set Lead 2 : (Action) 

COUNTERTERRORISM 
AT WASHINGTON, DC 
(U) Read and clear. 

Set Lead 3: (Action) 

AT 

(U) Read and clear. 
SECR: 

h 2 
hl E 

NSL VIO-34899 
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Set Lead 4: (Action) 

AT 
h 2 
•b7E 

(U) Read and clear. 

1 - Mr. Curran 
1 -
1 - b7C 

SECÇÇT 

NSL VIO-34900 
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To: Director's Office 

Counterterrorism 

b2 
b7E 
kg Prom: General Counsel 
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Attn; OPR 
Attn: AD 
Attn: SAC 

CDC 

Page 3 

Date: 06/11/04 

National ^nir-1 tv T^w Rramrh/ttnnnn 7347 
Contact : 

Approved Bv: Curran John F 

Drafted B 

h 2 
Case ID #: 

(U) Title: 
2 78-HQ-C1229736-VIO (Pending) HEREIK IS UNCLASSIFIED EXCEPT 

WK 
INTELLIGENCE_QffiR£IGHT BOARD 
MATTER 2004] 

Synopsis: C&'K It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB) and to the Office of 
Professional Responsibility (OPR). OGC will prepare and deliver 
the required correspondence to the IOB. Our analysis follows. 

References : 278-HQ-C1229736-VIO Serial 419 
Administrative: (U} This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 8.0. 

<UK > s i Der. 
Decías 

11-09-200? 
C LAS S Í FÏËD " ' BY" "65179" DHH /KSR/KK 
•REAS OH: 174 (e)' 
DECLASSI Ff ON: 11-09-2032 

TtetailB« Í£J Ih£ Ini vi ¿1ÜH 

Òn iô/ôi/63, ]issued a National 
Security Letter (NSL) to an internet service provider requesting 
the name, address, length of service, and electronic 
communication transactional records for a website The NSL 
authority did not include a request for email content. 

(S) 

h 2 
hi E 
bl 

bl 

Case ID : 27S-HQ-C1229736-VIO H Serial : 503 

NSL VIO-34901 
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(S) 

October 3. 2003. I I issued a National Security Letter 
to| | requesting the following: 

On 

(Si 
Name, address, length of service, and electronic 
communication transactional records, to include existing 
transaction/activity logs and all e-mail header information 
not to include mespae content and/or subject fields) , for 

(Emphasis added). 

JgQ The NSL contained the appropriate warning to b4 
b7D 

This National Security Letter does not request. and you 
should not provide, information pursuant to this request 
that should disclose the content of any electronic 
communications as defined in Title 18, United States Code, 
Section 2510 (8) . 

(s; 
and subsequei 

L J o n 
I fresi 

leq 
.delivered the NSL to 
Iresponse (1 CDROM) 1 3 to|_ and subsequently forwarde-

[on 2/11/04, Upon review,[ 
j response arnsareri to an jpgynnri the NSL request by 

including content. | | 
separate CjIDROM, 

_ extracted, and saved t 
the website logs authorized by the NSL.[ 

]di scove red that 
] 

|then sealed the original CDROM and forwarded.it to 
Cyber, FBI Headquarters for delivery to the Office of 
Intelligence Policy and Review, 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, 0GC, 
respectively) report to the IOB all information concerning 
intelligence activities that they have reason to believe may be-' 
unlawful or contrary to Executive order or Presidential 
directive. This language was adopted verbatim from E.O. 12334, 
dated 12/04/1981, when the IOB was 'known as the President's 
Intelligence Oversight Board. 

(U) Title 18, United States Code, Section 2709, 
provides the mechanism for obtaining counterintelligence access 
to transactional records. It states in part that a wire or 
electronic communication service provider shall comply with a 
request for subscriber information and ... electronic 
communication transactional records in its custody or possession 
made by the Director of the Federal Bureau of Investigation. 
The production of email content by the service provider is not 
authorized under the statute. 

In this instance, as a result of the errors by the 
communications carrier, it appears ^he FBI unintentionally 

SECRET 

NSL VIO-34902 



Working Copy Page 
obtained email content. Thus, the information was not authorised 
nnriar Titjle 18 , United States Code, Section 2709. a] though I I 

I took the appropriate preliminary steps to sequester the 
unauthorized information to prevent its use or further 
dissemination, in accordance with the reporting requirements of 
Section 2.4 of E.O. 12863, the matter must be reported to the 
IOB. OGC will prepare the correspondence required to report this 
matter to the IOB, 

LEAD is) 
Set Lead 1: (Action) 

DIRECTOR'S OFFICE 
AT OPR FO, DC 

(U) For action deemed appropriate. 
Set Lead 2: (Action) 

CYBER DIVISION 
AT WASHINGTON, DC 

iU) V • 
yffiy If it has not already accomplished, coordinate 

with the| ' N | Division, to ensure that all information 
related to the unauthorised production is collected, sequestered, 
sealed and delivered to FBIHQ for submission to the Office of 
Intelligence Policy and Review, Department of Justice. 
Set Lead 3: (Action) 

jféi Coordinate with FBIHQ, to ensure that all 
information related to the unauthorized production is collected, 
sequestered, sealed and delivered to FBIHQ for submission to the 
Office of Intelligence Policy and Review, Department of Justice. 

1 - Mr. Curran 
1 -
1 -| 
1 - IOB Library 

SECRET 
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ALL IWFORHATIOH, COHTAIIEEJ> 
HEREIB IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE ; 11-14-200? 
CLASSIFIED BY 65179 Dlffl/KSR/T'K 
REASON: 1.4 (CJ 
DECLASSIFY OH: 11-14-2032 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft; 
Enclosed for your information is a self-explanatory 

enclosure, entitled "Intelligence Oversight Board (IOB) Matter, 
CONUS I, International Terrorism Operations Section. Federal b2 
Bureau of Investigation Headquarters {FBI HQ) , 2004-|~ | 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary_ to 
the Attorney General Guidelines for FBI Foreign Intelligence" 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
1 - Mr. Pistole 
1 
1 b6 
1 - 278-HQ-C1229736-VIO ^-jq 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

Case ID : 278-HQ-C1229736-VIO ^ Serial : 5Û4 
tgRET 

NSL VIO-34904 
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Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

John F. Curran 
Deputy General Counsel 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER D' 
, -j, CONUS I, INTERNATIONAL TERRORISM OPERATIONS SECTION 
(û) FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) 

2004 «1 |(U) 
Tnvpfltî asti nn nf this IOB " /ifli-cyivî flH that, 

on 10/08/02, the I iDivisionl | 
I 6n 10/05/03^ bl 

I issued a National Security Letter to the internet b2 
service provider | | requesting the name, address, b7E 
length of service, and electronic communication transactional a 

NSL VIO-34905 
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Working Copy - — - Page 
iecords for a website. The National Security Letter did not 
request email content. I I inadvertently provided email 
content information in its response (CDROM), which is not 
authorized under Title 18, United States Code, Section 2709 or 
Executive Order 12333, I ^discovered the problem, and 
immediately took steps to sequester the unauthorized 
collection to prevent its use or further dissemination. I I 

J extracted the information which was authorized by the b7E 
National Security Letter and then sealed the CDROM for delivery 
to the FISC. In accordance with the reporting requirements of 
Section 2.4 of Executive Order 12863, the error must be reported 'bl 
to the IOB. This matter has been referred to the FBI's Office 
of Professional Responsibility for action deemed appropriate(S). 

Derived from : G-3 
Declassify on: XI 

SÊ Rfî T 

SESTET 
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Precedence: DEADLINE 07/15/2004 

To: General Counsel 

Counte rintel1igence 

h 2 
b7E F r o™ 
b6 
b7C 

Date: 07/06/2004 

Attn; National Security Law Branch 

ï Attn: Pnom AOfifi 
S SA 

Attn: A/nhifsf niviHinri Pmijiftel 
SA 

Contact : SA 

Approved By: 

Drafted By: 
( U ) 

Case ID #: ^ f 278-HQ-C1229736-VIO (Pending) 
(Pending) 

Titled ^ SSäJ 
I SAI. I ¡DIVISION 

I b7E 

(U); I0B 

Synopsis : To report a possible Intelligence Oversight 
Board (IOB} matter. 

(S) 
(U) X LIVEDJI»FFL- Ï G-3 

fS^iiv^On: XI 

Reference : P* (a 66F-HO-A1247863 Serial 149 
( S ) 

P* (b 
( S ) (c 

Details !U1 """"--̂ fŜ  In accordance with the instructions outlined 
in reference (a), information on the following possible IOB 
matter is forwarded to FBIHQ. 

CASE BACKGROUND (U) 
(Ü) 

(S) 
278 o C136372 

11-09-2007 
CLASSIFIED BY 65179 DMH/KSR/DK 

fcSOH: ÏV4 (Cj 
:'FY"'0H: 11-09-2032 

S^C^ET 
38 

bl 
b2 
b7E 

Case ID \ 37fl-Hn-P122973fi-VTO Serial 

bl 
b2 
b7E 

NSL VIO-34907 A L L IWFORHATIOK COHTAIBED 
HERE IM IS TJI'JC LASSI FIED EXCEPT 
WHERE " " SH0 ill" OTHERWI SE 



b7E 
h 6 
blC 

(U) 

POSSIBLE IOB VIOLATION BACKGROUND 
(S) On 07/02/2004, writer i ̂ f^r^H v^ 

[IOS) t 

(SI 

Intelligence Operations Specialist 
that the results of a National Security Letter (NSL) served at 
, I included the phone billing records for an 
unrelated party>1 

] See reterence (Oi. Further investigation ? 
(S) 

determined that these records were unintentionally and 
erroneously requested due to a typographic error in the 
original NSL. Sa^ rpfsrsnrp fr:) . TJip- number that should have 
been requested was 

b7C 
bl 
b2 
b7E 

(U) r 
On 07/06/2004, writer .consulted with 

I Assistant Chief Division Counsel (A/CDC). Writer 
was informed by the A/CDC that the material received 
constituted an IOB violation and should be reported. Under 
separate Electronic communication (EC), writer forwarded said 
material to CD-2C for sequestration with the FISC, 

LEAD (s)i 
Set Lead 1: (Action) 

NSL VIO-34908 
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GENERAL COUNSEL 
AT WASHINGTON, DC 

Division 9, General Counsel, National Security 
Law Branch, is requested to take whatever action is necessary 
to record the incident with Intelligence Oversight Board, 
Set Lead 2: (Info) 

COUNTERINTELLIGENCE 
AT WASHINGTON, DC 
(U) For CD-2C, read and clear. 

Set Lead 3: (Info) 

1 
AT 
(U) For the Assistant Chief Division Counsel, read 

and clear. 

NSL VIO-34909 
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Precedence : ROUTINE 
To: Counterterrorism 

Datei 06/11/2004 
Attn: AD 
Attn: SAC, CDC 

From: General Counsel 
National Security Law Branch/Room 7975 

b7C 
h 2 
b7E 

Case ID #: 
(XT) 

Title: 
(UK 

278-HQ-CI229736-VIO (Pending) 
278-HQ-1426014 (Pending) 

POSSIBLE INTELL 
IOB MATTER 2003 

(UK 

E OVERSIGHT BOARD MATTER b2 

Synopsis: ^P5^ It is the opinion of the Office of the General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB), but, rather, that a record of 
this decision should be maintained in the investigation control 
file for review by the Counsel to the IOB. 

(TJ) • 

X Dero^ G-3 
£25-1 

Reference: 
ïsify orîr 

|C4538S Serial 67 

ALL INF0PHÀTI0K 
HEREIM IS UNCLASSIFIED 
WHERE SHOOT OTHERWISE 

EXCEPT 

hwr, gnhiflrhcf 
I information pursuant to- the FISC orders on the 

Case ID ; 278-HÛ-C1229736-VI0 Serial : 536 
27$-HQ-1426014 w 3 

NSL VIO-34910 
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provi de d"T 
Ir.hpn rAfnifeftf.ftfl anrt wag 

] According to tHë] H EC J I ftad| |" 

uploaded the request for subscriber information and, within one 
Via If- h m ir I I 

Viaa r̂r-,1- hichnri rally i Ì 1- i 1 i 7Ù/Ì 
I I 

c 

1m 

l^j «̂ -.-g L 

ih ¿ritìnte! ¿¿Séë òfllV. ÀEtéi1 ¿fté Iftrtrith 
consulted^ 

E 
b2 
b7E 
b4 
b7D 
bl 

_ the computer specialist 
JSecuritv Officer for advice. Following this 

consultation, the practice was discontiiymrl I -J has stated 
Ji, that all of the information it received 

information, and was information that it could have 
obtained itself from public source records 

as publicly-available 

(U) Section 2.4 of Executive Order (E.O.) 12863, dated 
September 13, 1993, requires the General Counsel' for the 
Intelligence Community, including the General Counsel for the 
FBI, to report to the IOB intelligence activities that they have 
reason to believe are contrary to statute, executive order or 
presidential directive. By longstanding agreement between the 
FBI and the IOB, this language has been interpreted to require 
the reporting of any violation of the Attorney General Guidelines 
for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations (FCIG),I6' or other guidelines 
and regulations approved by the Attorney General in accordance 
with E.O: 12333, dated December 4, 1981, if such guidelines were 
intended to ensure the protection of the individual rights of a 
U.S. person. 

< U | ' " " A p p l y i n g those principles to this case, we do not 
believe that there was a violation of the FCIG, or other 
guidelines or regulations, Section 405(a)(2) of the FISA statute 
states that: 

No information acquired from a pen register 
or trap and trace device installed and used 
pursuant to this title may be used or 
disclosed by Federal officers or employees 
expect for lawful purposes. 

Subsection (b) goes on to state that: 
No information acquired pursuant to this 
title shall be disclosed for law enforcement 
purposes unless such disclosure is 

S^RET 
^ NSLVIO-34911 
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accompanied by a statement that such 
information, or any information derived 
therefrom, may only be used in a criminal proceeding 
with the advance authorisation of 
the Attorney General. 

The FCIG authorized the examination of publicly available records 
nnH rihhov rlr̂r--! im^n t~ ̂  v̂ r qriiirrfia f̂* i n'Fr̂viYi.ai'r-inl 

(U) - - - - - - f a ^ H i a a r l w I N - i g r l r ^ g o ^ t - h a h o l f l n h ^ o r m m K ^ r - c 

obtained| | to the 
telephone company for a lawful purpose. Agents and analysts rely 
upon subscriber information as a valuable investigative tool in 
foreign counterintelligence investigations. I ldid not obtain 
the subscriber information from! I through service of a 
criminal subpoena, since the information was publicly available. 
Had they done so, the FISA statute would have required the 
advance authorization of the Attorney General. Additionally, the 
FCIG enabled| 1 to examine publicly-available information 
under the authority of the investigations it had opened on the 
two aforementioned subjects. 

(U) .... For a variety of reasons, 
instructing the computer specialist to discontinue [ 

was rnrrprt in 

I I TÏÏë 
better method for obtaining subscriber information | | 

I lis to utilize either National security 
Letters (NSLs) or criminal subpoenas. The Electronic 
Communication Privacy Act (ECPA) is the statutory authority 
utilised in issuing NSLs to telephone companies for subscriber 
information when the FBI has an authorized investigation to 
protect against international terrorism or clandestine 
intelligence activities.17' Section 2709(c) of Title 18, U.S. 
Code, prohibits any officer, employee/ or agent of the company 
served from disclosing that the FBI has sought or obtained access 
to information- or records. Additionally, companies are requested 
in the standard language of the NSL to provide the requested 
information personally to a nf t-hg frt i | 
engaged in ooor security practices I I 

Acìuiuing co cngf 1 H Z £ 

I I Because NSLg wa-ta nnt nggd.l IfonTri gifce to 
no statutory authority in requesting that| | not publicly 
disclose the fact that the FBI was interested in certain 
telephone numbers. 

<U) Despite the fact that l~ I engaged in poor 
security practices and should in the future utilize either NSLs 
or criminal subpoenas to obtain subscriber information, OGC does 

SECRET 

bl 
b2 
b7E 

b2 
b7E 
b4 

b2 
b7E 
b4 
b7D 
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not find that there was a violation which needs to be reported to 
the IOB. Consistent with our prior opinions in such cases, a 
record of this decision should be maintained in the control file 
for future review by Counsel to the IOB, 

* * FOOTNOTES * * 
11': JK) E C f r o m 

Divisions, dated 
ns/l?/?003, and titled "Computer Specialist 

| Division; IOB,-11 
hereinafter cited as 

to the Inspection and Security 

12 ' 

Î3' 
i4 ' 

' Ï5" 

EC. " 
(U) The FISA is codified at 50 U.S.C. 1801 et seq. 

EC. 
b2 
b7E 
b6 
b7C 

11': The provision which allows for the issuance of NSLs is codified at 18 
U.S,C. 2709, 
LEAD(S) : 

Set Lead l; (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) For information. 

Set Lead 2 ! (Action) -, 0 

(U) For action deemed appropriate. 

CC: 
IOB Library 

b7C 

NSL VIO-34913 
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Precedence: PRIORITY 

To; General Counsel 

Date: 09/01/2004 

Attn: National Security Law Branch 
Room 7975 

From: 
Contact : 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

LI: TNF:W 
EREIN IS 

1111 -2007 
(u) 
(u) 

278-
278 Ö 

-CI229736 -VIO 
C63856-VIO 1.4 iCrJ» 

DECLASSIFY Oli: 11-14-2032 
PRESIDENT'S INTELLIGENCE OVERSIGHT 
BOARD {IOB); 
POTENTIAL IOB ERROR OR VIOLATION 

(S) 

Synopsis; (U) Report from Of potential IOB 

bl 
b6 
b7C 

b2 

Enclosure(s) Enclosed for OGC/NSLB are copies of the 
above-referenced serials, and a copy of the 06/17/2004 Memo from 

I pivision. L U J. 
Details: This EC reports a potential IOB matter to OGC/NSLB, 
as instructed per EC dated 03/08/2004, see 66F-HQ-A1247863 Serial 
14 9, Immediately umn—discovering this pot-ppMal TOR violation 
on 08/19/2004, CDC| | notified Unit Chief 
OGC/NSLB. jgj 

h 2 
hl E 
he 
hlC 

h 2 
b7E 

b7E 
b6 
b7C 

1. Substantive Investigation: 

Case ID : 278-Jia¡C1229736-VIO Serial : 573 
278-1 lc63856-VIO . 5 -, 9 1 1 SEÍ?^ET D Z 

NSL VIO-34914
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2, Subject ¡T 
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3. Subject's Statusí US Person 
1 

-EBI 5. Statement of Error Committed: On 08/19/2(l£U-
Division, received a Memo dated 06/17/2004 from J 

Division Investigative Analyst (IA) . Thg Mf»mo indicated 
that the National Security Letter (NSL) which\ | had requested 
that [ deliver to 
verbiage. 

required a change in 

cover EC [_ 
¿BAoialist 

request 
J determined that 

and vaT̂ fl̂ -î r, 4-Ka -K10T ^ 
the PflrR 1 ecra 1 

drafted the request for Case Agent SA[ who 
had inadvertently cited to Title 15, United States Code 
"Section { ) 1681v of the Fair Credit Reporting Act 

1681u, In accordance with Public Law 107-56 
and FBI policy, the use of 1681v to obtain 

IT) 

nrrsrcTT 
(FCRA) instead of 
(USA Patriot Act) 
consumer reports is limited to international terrorism 

fnotification was in an 
Jimmediatelv discontinued 

further processina of the request to I I I n the same EC, 
I I al so had requested that! I Division deliver an nsl to 
I I and I I Division deliver an NSL to [ lalso 

investigations • However, as indicated nr^vinusly. the request 
, ,-j , madP hvl Iwh-
\ i}[ limmediatei 

based upon I681v, Therefore,| |immediately attempte 
discontinue these leads which inadvertently cited to 168 

to 
1681V. 

Unfortunately, both| 
already delivered the NSLs and provided t 
SerialT I and Serialf 
entirety from both 
and are enclosed. 

Divisions had 
Ì
ons nad 

I ( see 
The results in their 

were immediately sealed 
the After further discussion with SA 

current Case^asaLi—j-t was learned that upon ner receipt of the 
reSUltS frOm| 1 3 rwrw ** + va^nl Ho -n^ha* 
Task Force rnember| I 

| |, a member of the FBI I ¡Division's Foreign 
counterintelligence Task Force. Contact was immediately made 
with| | on 08/19/2004 and he was i n s t m c l £ j ± ^ — a J - L 
resultmg documentation provided to him by SAI 
returned this documentation on 08/20/2004, advising that he had 
not utilised this information. This documentation was 
immediately sealed on 08/20/2004 and is enclosed. 

A review of thj 
Automated Case Support (ACS) 

Legal Unit's entire NSL file and 
since the enactment of Public Law 

3SÇRET 
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b7C 
h 2 
hlE 

h 2 
hl E 
h 4 
b7D 

b2 
b7E 
b4 
b7D 

b7E 

b7E 
b 4 
b7D 
b 6 
b7C 



Page 3 
107-56 revealed that 15 U>S,C> 1681v has not been cited in any 
other FCI investigation. 

LEAD(s); 
Set Lead 1: (Discretionary) 

GENERAL COUNSEL 
AT WASHINGTON, DC 
(U) For information of OGC/NSLB and for any further 

action deemed appropriate by OGC/NSLB. 

NSL VIO-34916 
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Precedence : ROUTINE Date ; 09/15/2004 

To: Director's Office 
Counterintelligence 

Attn: OPR 
Attn: AD 
Attn: SAC 
Attn: SAC 

CDC 
From: Office of the General Counsel 

NST.R/rTT.n/Rm 7Q7S 
Contact: 

Approved By: Curran John F 
bl 
b2 Drafted By: 
b7E ̂

ase ID'#: (U) 
(S) 

Ifiil 
' HEREIN IS UNCLASSIFIED EXCEPT 

nnO Tjr^ m ̂ on^.TTjn (Pending) 
(Pending) 

11-14-2007 
CLASSIFIED BY 65179 DMH/KSR/DK 

; 1.4 (C) 
3IFY OH:11-14-2032 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
I I OB 20041 

synopsis: (U) The Office of the General Counsel considers that 
this matter warrants a report to the Intelligence Oversight Board 
and to the Office of Professional Responsibility. Our analysis 
follows. 

bl 
b2 
b7E 

^ X j On 5/21/2004, the SAC authorized the issuance of 
National Security Letters (NSLs) seeking- credit reports about the subject 
from the three major credit reporting companies. The 
letters, which cited Title 15, United States Code, Section 1681v 
{15 USC 1681v), requested "a copy of a consumer report and all 
other information contained in your files for the below listed 
consumer ii>e w the subject"," All three NSLs included a 

Case ID : 278-HQ-C1229736-VIO 

( S ) 

Serial : 595 

NSL VIO-34917 
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Working Copy 

certification by the SAC, purportedly ,rin accordance with 15 USC 
1681v(b}," that "the information sought is relevant to an 
authorized investigation to protect against international 
terrorism or clandestine intelligence activities ietc.'." 

™ - X The letters were duly delivered to two of the companies, both of which provided the requested credii 

Page 3 

three 
î n f n r m a H n n 

Ipf f ice 
lby a[ 

The third letter 
for delivery to 

wh-if-h h^H been sent to the| 
was returned unexecuted 

J whir-h h y 

lliqence ai 
it referred to 15 USC 

I intelligence analyst who noticed that 
1681v instead of 15 USC 1681u. 

After learning of the error, the I |office 
determined* that the two credit rannrtr already been 
disseminated to a member ofthe 
Task Force in connection with t. 
were retrieved, sealed, and forwarded 1~n HpRdrrnartprH tnaethpr 
with a report of the incident. (See 

Counterintelligence 
e investigation. The reports 

b7E 
b 4 
b7D 

b7E 

(U) The section of law cited in the three NSLs, 15 USC 
1681v, was added by the USA Patriot Act, P.L, 107-56. It 
provides in part that "a consumer reporting agency shall furnish 
a consumer report of a consumer and all other information in a 
consumer's file to a government agency authorized to conduct 
investigations of, or intelligence or counterintelligence 
activities and analysis related to, international terrorism when 
presented with a written certification by such government agency 
that such information is necessary for the agency's conduct of 
such investigation, activity or analysis.'1 (Emphasis added.) 

(U) By way of contrast, 15 USC 1681u is an older 
statute that applies to both counterintelligence and 
counterterrorism investigations. In connection with an 
authorized investigation of such cases, the FBI may use an NSL to 
obtain the names and addresses of all financial institutions at 
which a consumer maintains or has maintained an account. If 
additional information is needed, such as a consumer report, a 
designated Bureau official is required to seek an ex parte court order 
directing the consumer reporting agency to furnish the 
report to the FBI. 

(U) To obtain the ex parte order, the FBI must show 
"that the consumer report is sought for the conduct of an 
authorized investigation to protect against international 
terrorism or clandestine intelligence activities, provided that 
such an investigation of a United States person is not conducted 
solely on the basis of activities protected by the first 
amendment to the Constitution of the United States." 

The Office of the General Counsel issued 
instructions regarding the differences between 15 USC 1681u and 
15 USC 1681v, together with sample forms, in an EC dated 
10/1/2003. (See 66F-HQ-A1255972, serial 32.) 

NSL VIO-34918 
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(Ü) •The| |office cited the wrong section of the 
Pair Credit Reporting Act in three NSLs that requested credit 
reports of a U.S. person in connection with a counterintelligence 
investigation. Moreover, the letters included a certification 
that was misleading although not untrue, (The certification 
stated, correctly, that the information was needed in connection 
with an authorized investigation to protect against international 
terrorism or clandestine intelligence activities. Section 1681v, 
however, refers only to international terrorism.) Two of the 
three letters resulted in the production of credit information 
that would not have been available solely through an NSL if the 
correct section had been cited. 

of 
(U) In weighing the g-ravi i-v nf t-hi ̂  matter, the Office 

the General Counsel notes t h a t l l c i t a t i o n of 15 USC 
16 81v does not appear to have been a deliberate effort to 
circumvent, tha requirements of section I68lu, Once apprised of 
the error,! immediately took appropriate action to recover 
and seal the information that it obtained based of the error and 
to report the matter to Headquarters. The question of intent is 
relevant because 15 USC 1681u(j)suggests that Congress did not 
consider disciplinary action by an agency to be warranted unless 
"the circumstances surrounding the violation raise questions of 
whether or not an employee of the agency or department acted 
wilfully or intentionally with respect to the violation, . 

(U) We are also mindful of the fact that the 
office could have obtained exactly the same result (i.e., the 
subject's credit report) if it had followed the two 
step process set forth 

in 15 USC 1681u, namely, an NSL followed by an ex 
parte application for a court order. The proof required for such 
an order is minimal and the facts in this case would have 
justified it. 

(U) Nevertheless, in preserving a distinct provision 
for obtaining credit information in counterintelligence cases, 
Congress apparently intended to apply a different standard to 
this type of case. By using Section ififliy rai-hor than Section 
168lu for a counterintelligence case, the| pffice 
contravened the intent of Congress, albeit inadvertently. The 
matter should therefore be referred to the Intelligence Oversight 
Board and to the Office of Professional Responsibility. OGC will 
prepare a cover letter and a memorandum to report this matter to 
the IOB. 

(U) The action of Intelligence Analyst [ 
in detecting this error and calling it to the attention of the 

office is to be commended. 

h 2 
b7E 

b7E 

b6 
b7C 
h 2 
hi E 

LEAD(s) : 
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Set Lead 1: (Action) 
DIRECTOR'S OFFICE 

AT OPR FO, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action} 
COUNTERINTELLIGENCE 

AT WASHINGTON, DC 
(U) Please read and clear. 

Set Lead 3 : (Action) 

(U) For action deemed appropriate 
Set Lead 4: (Discretionary) 

AT 

AT 
(U) For action deemed"appropriate. 
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BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5 02 0 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear General Scowcroft: 
This letter forwards for your information a self-explanatory 

enclosura_an£itled, "Intelligence Oversight Board (IOB) Matter, 
IOB 2004 J (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

1 -Mr. Curran 
1 -
1 -

1 - IOB Library , 
1 - 278-HQ-C1229736-VIO 

•b' 

Case ID : 278-HQ-C1229736-VIO w y Serial : 596 

NSL VIO-34921 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

Enclosure 

1 - The Honorable John D* Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S, Department of Justice 
Room 6150 

Sincerely, 

John F. Curran 
Deputy General Counsel 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

SECRET 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB 20041 I (U) 

b2 
• <U) 
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!U).. 

Investigation of this IOB matter has determined that the 
I I Field Office obtained consumer credit reports from two 
Credit reporting companies in connection with an authorized 
Counterintelligence investigation using a National Security 
Letter (NSL) that referred to Title 15, United States Code, 
Section 1681V, when in fact that section only permits the use of 
NSLs to request credit reports for authorized counterterrorism 
cases. Title 15, United States Code, Section 1681u, allows the 
FBI to use an NSL to obtain certain information from credit 
reporting agencies in authorized counterintelligence cases, 
specifically, the names and addresses of financial institutions 
at which the subject of the investigation maintains an account. 
In order for the FBI to obtain a credit report in a 
counterintelligence case, it must apply for an ex parte court 
order under the terms of Title 18, United States Code, Section -k2 
1681u{c) . -b7E 

(U) .. w 
(>sN The credit reports that were procured from credit reporting 
companies by citing 15 U.S.C, l681v were not properly obtained. 
Although the error in statutory citation appears to have been 
inadvertent, and the| |office immediately retrieved and 
sealed the credit reports once the error was discovered, this 
matter has been referred to the FBI's Office of Professional 
Responsibility for such action as may be appropriate. 

Derived 
CassÎT^on: X25-1 

S j ^ E T 
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Precedence: DEADLINE 11/06/2004 
TO: General Counsel Attn: 

Date: 11/02/2004 

Froi 
h 2 

Froi 
h 2 SSA 
b7E »proved By: 
be 
blC 

Drafted By: 
11-14-2007 

C LAS SIF ÏE D ' ' B Y ' ' 65179' ' ' Mffi/KS R/DK 
ÎC,DJ 
ÌM: 11-14-2032 

b7C 

Case ID #: (U) 2 78-HQ-C12297 36-VIO (Pending) 
(U) 278j~~|-C71404 (Pending) 

Title: (U) 
b7E POSSIBLE INTELLIGENCE OVERSIGHT BOARD 

(IOB) VIOLATION 

synopsis : 
Division. 

(U) 

Reference : 
m .. 

Report of possible IOB violation for 

Lved F 

ÎU) 
(U) 

278-HQ-C122 9736 Serial 355 
278-HQ-C1229736 Serial 1347 

Details: Oil 10/18/2004, the following waft reassigned 
to SAI I due to the transfer of SA | |to the 

(S) Upon review of this case file bv writer, and 
subsequent review by SA| and SSA | 
was discovered that an individual with a similar name m 

Ii£_ 

and tnat an NSL tor teiepnone records naa also been 

Case ID 278-HQ-CI229736 -VIO 
278IT-C71404 

SE<^T 
Serial r 612 • 

NSL VIO-34924 
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b2 
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b6 
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b2 
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requested for this individual. The following is a summary 
documenting when a possible IOB violation occurred: 

(s) 

i s i l 

b7E 

It was determined £ 
at the request ot SA 

I was not 

NSL VIO-34925 
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1-bP inrHvMnal T 

subject. 

1 • oz-v i I (iocum̂ nr.pri 
J to accurately identify case 

{S) While SA 

r 

duty assignment: during early 2004 * SaT 
for the I I învpgfîrra1-in|ji [ 
drafted by SA| 

served a sixty day temporary 
Ï drafted NSLs 

Î. I ] dated 01/12/2004, is 
anrl -jet an MRT. -roqi ip ai-1 ng Subscriber 

•J I ̂ Y t-̂ i 

1 enhi 

! f 
• 1 i g Mia riargpnal telephone fori 1 

SA r-.̂  -a^aya |was not the individual 
and the NSL was subsequently served 

and toll and subscriber records obtained as documented in Serial 
I dated 02/29/2004. 

This communication documents I m - ] finding of 
a possible IOB violation for the service of an NSL for telephone 
records belonging to an individual other than case subject. It 
should be noted that these records have not been uploaded into 
any FBI database or system, 

b7C 

h 2 
hi E 

LEAD(S): 
Set Lead 1: (Info) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

(U) For your information. 

SECRET 
^ NSL VIO-34926 
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Precedence: DEADLINE 11/06/2004 Date: 11/02/2004 

X--(U) 
falsify 

AIL IIFOPmilOH CONTAINED 
HEFEiS' "IS " TJHCLftS'Si PIED• • • EXCEPT 
TMEEE""SHOOT""QTHE'R¥'ISE 

Reference: (U) 278-HQ-C1229736 Serial 355 
(U) 278-HQ-C1229736 Serial 1347 

(D) N 
no^a-iio, ri-n 10/18/2004, the following case was reassigned 

I i-̂  fha ^ a ^ f ^ Qf I to the 

(S 

Upon review o£ this case file bv writer. Find 
subsequent review by SA |and SSAl I ^ 
was discovered that an' inrnviouai witft a similar name tol 

bl 
b6 
b7C 
b2 
b7E 

and that an NSL for telephone records had also been 

Case ID 278-HO-C1229736-VIO 
21Q\ IC71404 

Serial : 612 
•b2 

SECRET X DATE; 11-14-200? 
NSL VIQ-sM92S;i:< BY 6SI?9 DHH/KSR/DK 

BEÀ30H.: 1....4 (C.).. 
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