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From: | foce) (FBI)

Sent: Thursday, March 08, 2007 6:36 PM
To: MONACO, LISA (DO) (OGA); CAPRONI, VALERIE E. (OGC) (FBI);
S WIIE E (QGC) (FBI)
cc: pce) (Feif Jose)
T BN
Subject: Chart of NSLs
UNCLASSIFIED
NON-RECORD
Lisa.

NSL chart for
Director.wpd (9 ...

See attached with additional requested column.

pnit Chief HE

UNCLASSIFIED
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From: KALISCH, ELENI P. (OCA) (FBI)

Sent: Saturday, March 24, 2007 12:38 PM

To: PISTOLE, JOHN S. (DO) (FBI); FORD, JOSEPH L. (DO) (FBI); RAWLS,
WILLIAM LEE (DO) (FBI); MONACO, LISA (DO) (OGA); CAPRON],
VALERIE E. (OGC) (FBI); HULON, WILLIE T. (DO) (FBI); BILLY, JOSEPH
(CTD) (FBI); HARRINGTON, T. J. (CTD) (FBI)

Subject: Director's Testimony

Importance: High
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Duplicate Hulon email dated 3/2/4/07

SENSITIVE BUT UNCLASSIFIED

ONTAINED
[FIED
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From:
Sent:
To:

Cc:
Subject:

UNCLASSIFIED
NON-RECORD

KORTAN, MICHAEL P. (OPA) (FBI)
Friday, March 02, 2007 12:35 PM
KALISCH, ELENI P. (OCA) (FBI); BEERS, ELIZABETH RAE (OCA) (FBI):

MONACO, LISA (DO) (OGA); ?AERQNLM&E&EEt()OGC) (FBI)
MILLER,_JOHN J_(OPA) (FBI) PA) (FBI);

brA) (FB))

Tarts

Attached are a draft press release, speaking outline and time fine.

NSL IG Report

QIG Report on

Response.doc (31...NSLs.doc (43 KB)...

NSLIG
esponse.wpd (29 KE

UNCLASSIFIED

UNCLASSIFIED

76 A RS Sool
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From: I DO) (FBI)
Sent: rday, Marc , 7 3:50 PM

To: MONACO, LISA (DO) (OGA); PISTOLE, JOHN S. (DO) (FBI)
Subject: FW: Draft statement for Ken Wainstein for HPSCI NSL hearing
UNCLASSIFIED

NON-RECORD

Draft Statement for Ken Wainstein is attached below.
----- Original Message-----
From: o

Sent: | 7 3:44 PM
Cc: (DO) (FBI)
Subject: rart statement tor ken Wainstein for HPSCI NSL hearing

UNCLASSIFIED
NON-RECORD

Hraft statement for DOJ is attached.

Second panel for the hearing will consist of: Jim Dempsey from the Center for Democracy and
Technology, Lisa Graves from the Center for National Security Studies; and Viet Dinh from

Georgetown University Law Center.

070323 DOJ
Jainstein NatSecLtr,

T3 Qe of Congressional Affairs

UNCLASSIFIED

UNCLASSIFIED

NSL VIO-20447
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bhE
From: (INSD) (FBI) };;"; c
Sent: Friday, March 23, 2007 3:16 PM Y
To: CAPRONI, VALERIE E. (OGC) (FBI): KAISER, KENNETH W. (INSD) (FBI);
MONACO, LISA (DO) (OGA)
Cc: THOMAS, JULIE F. (OGC) (FBI)
Subject: Exigent Letters
UNCLASSIFIED
NON-RECORD

Valerie, We do not have copies of the Exigent Letters. The chart below shows the case file and

serial number where they can be located. | checked in ACSIEDH.LD&LELLELEMWFFE
serialized but not uploaded or in others, attached to the EC.

Perhaps the CDC will be able to pull the letters.

|: 5 :, S OSSO )25215=10 4 I B .9711/2006 Main Serial Yes Main Seri:
9/11/2006 Main Serial Yes Main Seriz:
(8]
712812003 No
bl
b2
B7E UNCLASSIFIED
b6
b7¢C

SRITE dudiksrigel

XECRET
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Ofhee of Puble Affairs

Frequently Asked Questions

NATIONAL SECURITY LETTERS
What is a National Security Letter?

A National Security Letter (NSL) is a letter request for information from a
third party that is issued by the FBI or by other government agencies with authority
to conduct national security investigations.

What statutes provide NSL authority?
NSL authority is provided by five provisions of law:

1. The Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5), for financial
institution customer records;

2. the Fair Credit Reporting Act, 15 U.S.C.§ 1681u(a) and (b), for a list of
financial institution identities and consumer identifying information from a
credit reporting company;

3. the Fair Credit Reporting Act, 15 U.S.C. § 1681yv, for a full credit report in
an international terrorism case. This provision was created by the 2001
USA PATRIOT Act;

4. the Electronic Communications Privacy Act, 18 U.S.C. § 2709, for billing
and transactional communication service provider records from telephone
companies and internet service providers; and

5. the National Security Act, 50 U.S.C. § 436, for financial, consumer, and
travel records for certain government employees who have access to
classified information.

How valuable are NSLs?

In the post 9/11 world, the National Security Letter is an indispensable tool
and building block of an investigation that contributes significantly to the FBI’s ability
to carry out its national security responsibilities by directly supporting the
furtherance of the counterterrorism, counterintelligence and intelligence missions.

How are NSLs different from subpoenas? Are NSLs subject to limitations?

o NSLs are similar to federal executive branch administrative subpoenas in
that a government agency issues the request for information without
prior judicial approval.

Like grand jury subpoenas and administrative subpoenas, NSLs can be
used to acquire information relevant to an authorized preliminary or full
FBI national security investigation.

(8]

o NSLs, however, are subject to two significant limitations, First, they are
only available for authorized national security investigations (international
terrorism or foreign intelligence/counterintelligence investigations), not
general criminal investigations or domestic terrorism investigations.

ALL INFORMATION CONTAINED
HEREIN I% UNCLASHIFIED NSL VIO-20465
DATE 08-26-2007 BY 65178 dmh/kar/gcl



Second, unlike administrative subpoenas and grand jury subpoenas, NSLs
can only be used to seek certain transactional information permitted
under the five NSL provisions, and NSLs cannot be used to acquire the
content of any communications.

Why not just use subpoenas?
There are multiple benefits of NSLS over grand jury subpoenas:

1. NSLs are less intrusive in contrast to other tools such as FISAs, and provide a
means to obtain third-party information relevant to a national security
investigation.

2. NSLs can also be issued before an investigation is opened in a grand jury by a
U.S. Attorney’s Office but must be relevant to an authorized FBI national
security investigation.

3. Although the non-disclosure provisions in NSLs no longer automatically
attach, NSLs are a better investigative tool should the government decide
that non-disclosure of the request is necessary on a long-term basis due to
the sensitivity of the investigation and the potential harm from an NSL's
disclosure.

What types of transactional information may be obtained by an NSL?

The FBI may obtain the following transactional records:
subscriber information;

toll billing records;

Internet service provider (ISP) login records;
electronic communication transaction records;
financial records;

money transfers;

credit records; and

other consumer identifying information.

O o0 0 D 0 o

8]

How are NSLs certified?

All NSLs require a certification that the records sought are relevant to an
authorized investigation to protect against international terrorism or clandestine
intelligence activities and that an investigation of a US person is not conducted solely
on the basis of First Amendment activities.

Can a provider challenge an NSL?

Yes. All recipients have the right to challenge, in U.S. District Court, a NSL
for which the recipient believes compliance would be either “unreasonable,
oppressive, or otherwise.” The recipient may also challenge, in U.S. District Court,
any applicable nondisclosure provisions. In other words, unless the Court finds
certification in bad faith, the law leaves these determinations regarding U.S. national
security and diplomatic relations to the Executive Branch.

5 NSLVIO-20466



Who is authorized to approve NSLs?
1. Only the most senior FBI officials have this authority.

2. As of March 9, 2006, the authority to sign NSLs has been delegated to:
¢ Deputy Director;
EAD and Assistant EAD for the National Security Branch;
Assistant Directors and all DADs for CI/CT/Cyber;
General Counsel;
Deputy General Counsel for National Security Law Branch;
Assistant Director in Charge, and all SACs in NY, D.C., and LA; and
All SACs in other field divisions.

3. Personnel in “acting” positions cannot sign NSLs.
Are NSLs classified?
The NSLs themselves are not classified, nor is the material received in return

from NSLs classified. That information may be used in criminal proceedings without
any declassification issue.

3 NSLVIO-20467



On 03/06/2007, the Deputy Director conducted a conference call with all SACs to
advise them of the status of the OIG Report: FBI's Use of National Security Letters. The
discussion included the key findings of the OIG and what actions each SAC should
immediately take to assess the situation in their field offices and ensure that the practices
regarding NSLs were in compliance from this date forward.

ALL INFORMATION CONTAINED
HEFEIN IS UNCLASZIFIED NSL VIO-20474
DATE (09-25-2007 BY £517%9 dmli/kzr/gcl
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From: KAISER, KENNETHW. (INSD) (FBI)

Sent: Tuesday, March 13, 2007 2:26 PM

To: MONACQO, LISA (DO) (OGA)

Subject: FW:

Per your request

————— Original Messaga---_- :

From: ’ FBI) b6

Sent: Uesaay, march 13, 2007 12:43 PM bh7C

To: KAISER, KENNETH W. (INSD) (FBI) b2

Subject: A
b7E

UNCLASSIFIED

NON-RECORD

NSLCONOPS.WPD NSLFORM.WPD (10

(9 KB)

UNCLASSIFIED

KB)

LTS dnbh/ksy ol
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From: | IiNsD) (FBI)

Sent: Wednesday, March 14, 2007 2:43 PM

To: MONACO, LISA (DO) (OGA)

Subject: FW: INSD/IIS NSL Compliance Checklist - Potential 10Bs bé
SENSITIVE BUT UNCLASSIFIED le
NON-RECORD '

Lisa, Here Is the latest version cf the IOCB Checklist. Dasked me to send it to you.

INSD) (FBI)

co) (FeD)l ] (INSR)

G| - ' INSP) (FED)

(IN J(NSDY (FRT sore L)
D) (FBI)] !(1 YoUJ oL

Subject: L[N?DTHS'I#SL Compliance Checklist - Potential IOBs

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

g,
L
i

1INSLIOBChecklist.w
pd (16 KB)

Continued from yesterday.

ALL INFORMATION CONTAINED
HEREIN IS UNCLASZIFIED NSL VIO-20479
DATE 19-25-2007 BY £5179 dub/kzr/gcl
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Thanks.

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-20480
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From: PISTOLE, JOHN S. (DO) (FBI)

Sent: Thursday, March 08, 2007 6:08 PM

To: RAWLS, WILLIAM LEE (DO) (FBI); MONACO, LISA (DO) (OGA); KALISCH,
ELENI P. (OCA) (FBI); CAPRONI, VALERIE E. (OGC) (FBI); MILLER, JOHN
J. (OPA) (FBI)

Subject: FW: INSD Talking Points for Way Forward
Importance: High

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Update info including the INSD process protocols (shortened version) for whatever use deemed
appropriate.  John

----- Original Messaatazza
From: “]:pm (Fe)
Sent: Thursday, March 08, 2007 6:03 PM

To: PISTOLE, JOHN S. (DO) (FBI)
Subject: RE: INSD Talking Points for Way Forward
Importance: High

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Field Office and
INSD Bullets....

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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From: | INSD) (FBI)

Sent: Wednesday, March 14, 2007 9:57 AM

To: MONACO, LISA (DO) (OGA)

Subject: 10OB Checklist

UNCLASSIFIED

NON-RECORD )
b6
b7cC

Lisa, You mentioned that you wanted to look at this potential IOB Audit sheet. This is the draft.

NSL review IOB
dit form.wpd ...

o]

OGC has a copy as well. Let me know what you think

UNCLASSIFIED

ON CONTATNED
HEFEIN I3 UNCL&SSIFIED
DATE 08-26-2007 BY 65173 4
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Reviged 02/06/72006

ALL THFORMATION CONTAINED
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Reviged 02/35/2005

Fage
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Reviged 02/35/20006
Fage 3 of 5
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Reviged 072/ 08/20005

Fage 4 of
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Reviged 02/06/72006
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5
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SEﬁRET

From: DGC) (FBI)
Sent: Tuesday, February 27, 2007 1:15 PM
To: THOMAS, JULIE F. (OGC) (FBI)
Subject: FW: Need classification assistance regarding information about cases from
your field office.
Importance: High 1o
SECRET i
RECORD NSL bTE
bhé
b7¢C
Julie: Below is a concern fromq:rhey are now asking that tthampée be dropped. |
do not think that any of the concems they raise are grave-but curious as to your thoughts as well
as your recommendation.
----- Original Messgagzzz
From: FBI) N
Sent: , 42 .PM e
Yo: faad WA | JoGe) (FBI) bH7E
Cc: IFBI) e
Subject: RE: Need classification assistance regarding information about cases from your field office. jb -
h7C
SECRET
RECORD NSL
----- Original Message----- -
From: CTD) (FBI) b2
Sent: L3 PM b7E
To: (rer] Josc) (ren) be
Ce: I FBI) +
Subject: T =T regarding information about cases from your field office. b7C
SECRET
RECORD NSL
i think that the below r* |is not classified.
bé
b7C
b2
b7E
bl
b5
ALL INFORMATION CONTAINED DATE: 09-25-2007
HEREIN IS5 UNCLASSIFIED EXNCEFT CLASSIFIED. EY 65179 duh/ksr/gol
WHEFE SHOWN OTHERUISE NSbézmeibEff -

DECLASSIFY ON:-08-28-2032

ET
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----- Orii'na Message-----
From: : )(FBI)

Sent: 07 12:33 PM
To: 0OGC) (Fad
Ce: TTD) (FBI) fren)

Subject: RE: Need classification assistance regarding information about cases from your field office.

SECRET
RECORD NSL

Any objection to the reference reD [ think not classified - do you agree??

From: I OGC) (FBI)

Sent; [day, February 23, 2007 12:31 PM

To:I '(FBI)

Subject: T Neeq classincation assistance regarding information about cases from your field
office.

Importance: High

SECRET

RECORD NSL

| meant to include you on this email. | indicated the answer that you provided me
yesterclay.

(FBI); FBI)
Subject: Need classification assist ation about cases from your field office.
Importance: High

SECRET
RECORD NSL

Dear CDCs : DGC Julie Thomas has provided classification guicance on
the Office of Inspector General's Report regarding the FBI's use of NSLs.
NSLB is unable to determine the classification of one of the paragraphs. The
OIG has stated that the examples are derived from information of an
investigation from your field office. Please review and let us know ASAP
whether the information should be classified or can be marked unclassified.
They are located on pages 64 and 65 of the report. | have identified the
office responsible for which paragraph. Unfortunately we need this
information immediately as we need to finalize these issues. Please let me
know if you have any questions, etc.

- A counterintelligence investigation focused on the possible involvement of

the subject in exporting sensitive U.S.  Military technology to a foreign country.
Multiple National Security letters were issued to obtain information that enabled the

NSL VIO-20494

b5

b2
b7E
b6
b7C

~
Z

b7E
hol%)
h7cC

b2
b7E



ASRET

FBI to identify the subject's role in exporting these technologies. The FBI shared the
NSL-derived information with the IRS which led to the intitiation of a grand jury that
returned money laundering charges against the subject. The FBI also shared the
NSL-derived information with the Department of Homeland Security and the
Department of Commerce Office of Export enforcement The FBI's investigation lead
to guilty pleas for 22 violations of the Arms Export Control Act and brokering the
export of sensitive technologies without the required government licensing approval.

b2

: Information provided to the FBI from the intelligence community Tb;E

suggested that a high-value detainee who was to be incarcerated at guantanamo bay
had used an email account. The FBI issued a national security letter to obtain email
transactional information about the user's email account, which led to additional
national security letters seeking telephone records and subscriber information on the
subject and the subject's friends and associates. Information derived from one of the
national security letters established a connection between the subject and the subject
of another investigation. The latter was convicted of providing material support to
terrorism.

An FBI field office issued national sequrity Ietters to ascertain.the

C__Jan B field division used informatiom_in_@_mni%l
individuals accuseéd of being members-of g

mvestigative subject’s financial deal] ' ,
letters syggested bank fraud activit\i | o)

| | The b7E
mvestigative sUDJECT and Nis wiie were convicied of bank fraud, making 1alse

statements, and consipiracy.

o)
By

7D
— e
TA
b6
Thank you in advance. bicC

Special Assistant to DGC Julie Thomas b6
Assistant General Counsel B7C
National Security l.aw Branch Z
Office unset b2
Phon
Pager [

~BERWED-FROM-Muliiple-Souicas.
AN RIS RP R
SECRET

~DERAED -FREM-iduitiple-Gomrees-
—DEGLAGHI-ON=00020209-
SECRET

SECRET NSL vIO-20495



SECRET

" DERIVEDFROM-—-Muitiple-Sourses
“DECEASSIF-ON-00320233~
SECRET

“DERIVEDFROM MultipleSources—
—DECEASSIFY-ON—20320223
SECRET

“DERIED-FROM—TAtiple-Suico5-
DECEASSIFTr-ONT20820228
SECRET

SECR
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Year

# NSLs Total

# Requests Total

OIG report of
# Requests minus
Cyber

(@)
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b2

From: l PA) (FBI)

Sent: Friday, March 08, 2007 9:26 AM

To: HQ-DIV00-NPO-MEDIA-REPS; KORTAN, MICHAEL P. (OPA) (FBI):;
MILLER, JOHN J. (OPA) (FB|)

Cc: HQ_DIVO0_OPA; FBI_SAC's| oca) (FBI;
MONACO, LISA (DO) (OGA)

Subject: FW: NSL Heads Up

UNCLASSIFIED

NON-RECORD

Media Reps and SACs

At 10am the DOJ 1G will release their report on NSLs. The Director and DU will host 2 press
availability at 11:30. Please send all cails re this issue to the NPO at 202.324.3681. Thereis
also a new PAG posted on the NEWSROOM

htt

The press release and FAQs wiill be going up on FBI.gov when the IG report is posted {expected

to be 10am).

Our OGO will be meeting with the ACLU and other privacy and civil liberty groups this morning
regarding this report.

This information is provided to you for your information. Please send all calls to NPQO. After the
press release is posted, you can direct media inquires to fhigov. Please do not distribute to the
media prior to posting.

We hope to have a transcript available within a few hours of the press availability. The cables
may cover it live. or you can use critical mention {0 track the coverage.

Plenty of stories already in the Washington Post and NYT.

Please cail me with any questions.

Thanks,

FAQs on NSLs PR - OIG Report on
03-09-2007).doc ... NSLs (03-09...

S8
Uni

Office of Public Affairs

|FB|
ief, National Press Office

ot switchboard
cell

| blackberry email

NSL VIO-20506
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From: : (OPA) (FBI) )
Sent: WAM b6
To: s1)| Jrsn] | GooY hC

(FBI) X
ce: FQ_DIVOO_NPO; KORTAN, MICHAEL P. (OPA) (FBI) b2

Subject: NSL Heads Up h7E

UNCLASSIFIED
NON-RECORD

Good day. (maybe)

| think that PH, NY, SF and CG are the 4 cities that are referenced in the DOJ IG report that will
come out today. Although the situation referenced in the report likely affected most field offices,
yours were the ones the info was collected from. There will be a Director press conference at
1130am today. If (when) your field office names get out you may start getting calls. At this point
we reguest you refer the calls to HQ. We will be providing additional information to you and all
other media reps this morning.

Thanks, v
b2
bhée
ssA | FBI biC

Unit Chief, National Press Office
Office of Public Affairs

desk
unit switchboard
cell

|b|aokberry email

UNCLASSIFIED

UNCLASSIFIED

NSL VIO-20507
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D. C. 20535.0001

FOR IMMEDIATE RELEASE
March 9, 2007

Response to DOJ Inspector General’s Report on FBI’s Use of National Security Letters

In the post 9/11 world. the National Security Letter (NSL) is an indispensable
investigative tool that contributes signiticantly to the FBI’s ability to carry out its national security
responsibilities by directly supporting the furtherance of the counterterrorism, counterintelligence
and intelligence missions. At the same time, when appropriate, NSLs also allow the FBI to obtain
information to eliminate concerns about individuals and close down investigations with a high
degree of confidence that there is no terrorism or intelligence-gathering threat.

Because of their proven value and the FBI's increased reliance on NSLs to help
keep the country safe. the Inspector General s finding of deficiencies in the FBI’s use of the letters is
a serious concern. Importantly, the OIG found no deliberate or intentional misuse of authorities,
either NSL statutes or Attorney General Guidelines. The majority of instances cited involved FBI
Agents expediting the process -- in support of national security investigations -- and obtaining
information the FBI was legally entitled to have.

However, the OIG review identified several areas of inadequate auditing and
oversight of these vital investigative tools — and that is unacceptable.

As a result, Director Robert S. Mueller, 111, has ordered immediate steps be taken, in
addition to those taken earlier, to reform the process by addressing and correcting those deficiencies
— with accountability. The steps include strengthening internal controls, changing policies and
procedures to improve oversight of the NSL approval process, barring certain practices identified in
the Inspector General’s report and ordering an expedited inspection. The FBI will work together
with DOJ’s National Security Division and the Privacy and Civil Liberties Office to implement
these reforms. Throughout this process, the FBI will continue to work closely with the OIG to
gauge progress and consider any additional reforms, if warranted.

In its review, the OIG took into consideration the environment in which the Bureau
has functioned over the last five vears. Since September 11, 2001, the FBI has undergone major
reorganization, the report noted.” The Counterterrorism Division. in particular has carried an
extraordinary workload and transformed operations, while working at a breakneck pace to keep the
country safe. The OIG also recognized the importance of NSLs, citing a number of uses such as
enabling the FBI to gather the basic building blocks in counterterrorism and counterintelligence
investigations.

{ 65172 dnk kst Agnl

NSL VIO-20510



The deficiencies. however. mandate a redoubling of the FBI's efforts to ensure there
is no repetition of mistakes of the past in the use of these authorities, however lacking in willfulness
was the intent. Any report of possible violations of legal authorities will continue to be carefully
reviewed, and. if warranted. referred to the appropriate entities. If unauthorized information is
obtained. whether due to FBI or third-party error, that information is sealed, sequestered, and where
appropriate. destroyed. In addition. employee conduct is reviewed and disciplined appropriately.

The report made ¢leven recommendations in response to the findings, designed to
provide both the necessary controls over the issuance of national security letters and the creation
and maintenance of accurate records. Director Mueller assured the Inspector General, in a detailed
response included in the report, that the FBI fully supports each recommendation. The FBI concurs
with the Inspector General that, when implemented, these reforms can improve the accuracy of the
reporting of the use of NSLs and ensure compliance with the requirements governing their use.
Along with those already put in place, the reforms will ensure full compliance with both the letter
and the spirit of the authorities entrusted to the Bureau, and will strengthen the process. alleviate
concerns, and ensure the confidence of the Congress and the American public, while allowing the
FBI to continug to protect the nation from those who would do us harm.

NSL VIO-20511



From: INSD) (FBI)

Sent: Friday, March 09, 2007 8:29 AM
To: MONACO, LISA (DO) (OGA)
UNCLASSIFIED

NON-RECORD

Project_flowchart.p I0B-FO-AUD.wpd [OB-FO-CKL.wpd (6
pt (41 KB) (18 KB) KB)

Lisa, Here is the proposed course of action for the NSL review. I—Ll

| | They are attached above.

UNCLASSIFIED

ALL THFORMATION CON
HEPEIN I3 ITCLAS
DATE -03-26-2007 BT 651787 faki)
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From: INSD) (FBI)

Sent: —Nonaay, maren us, 2007 9:52 AM

To: MONACO, LISA (DO) (OGA)

Subject: NSL Issue

UNCLASSIFIED

NON-RECORD
b6
b7C
b5

Summary EC2.wpd
(52 KB)

Q Here is the EC that was sent up the chain. ‘

Thank you for y idance in getting started, it was very helpful I

| |TwimTbe
working on this as well, so It you have any guestions of input give me a call.

UNCLASSIFIED

DATE 059-25-2007

NSL VIO-20514



From: THOMAS, JULIE F. (OGC) (FBI)

Sent: Friday, February 23, 2007 7:50 AM

To: CAPRONI, VALERIE E. (OGC) (FBI); MONACO, LISA (DO) (OGA)

Cc: FRAHM, CHARLES ELCID/ERN HARRINGTON T, J. (CTD - .

OGC) (FBI)

JOSEPH (CTD) (FBI)
[ (OGC) (FBN]

Subject: FW. NSL Letter

Follow Up Flag:  Follow up

| (0GCTTFEN

Due By: Monday, February 26, 2007 9.00 AM

Flag Status: Flagged
UNCLASSIFIED
NON-RECORD

Dear All:

i am pushing out this draft to get as many comments and suggestions as quickly as | can. The
OIG has established a deadiine of COB 2/27/07 for our comments. Thus we will need to have a
final copy ready for the Director on 2/26/37 . | leave it to Lisa and Valerie to push back on that

deadline if needed.

Thanks,
Julie

----- Original Me:
From: I I(OGC) (FBI)
Sent: Thursday, February 22, 2007 6:34 PM

To: w (FBI)
Ce: GC) (FBI)]

Joce) (rany;| ] b7C

(OGC) (FBI)
Subject: NSL Letter

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

! E]

FBI response to the
IG FINAL.w...

Julie: | highlighted the area where we are waiting language from CTD. | also highlighted one

other area where there remain
With regard to the F@I-OGC EC

'|

?

) St o DGC Julie Thomas
Assistant General Counsel bE
National Securty Law Branch L
Office of the Generat Counsel 1b7C
Phon bz

ALY THFORHATION CONTATNED
HERETN I3 UNCLA3IBIFIED S
DATE. D8~26=2007.BY..6 5172 duk/karsgel

NSL VIO-20515
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From: | DO) (FBI)
Sent: onaay, Marc ; 752 AM

To: MONACO, LISA (DO) (OGA)
Subject: FW: NSLs in exigent circumstances
Importance: High

UNCLASSIFIED

NON-RECORD

{n case you haven't seen...

----- Original Message-----

From: CAPRONI, VALERIE E. (OGC) (FBI)
Sent: Sunday, March 04, 2007 3:21 PM
To: FBI SAC's; FBI_ALL CDCs

cc: PISTOLE, JOHN S. (DO) (FBI)
Subject: NSLs in exigent circumstances

Importance: High

UNCLASSIFIED
NON-RECORD

Attached is an EC that will b very CDC, ADC, ASAC and SAC MUST
read this EC. Please contac r me if you have any questions or concerns.

Thank you.

vC

ECexigentletters.00 ecattachment.001.
l.wpd (37 K... wpd (31 KB)

UNCLASSIFIED

UNCLASSIFIED

NSL VIO-20518
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From: NSB) (FBI)

Sent: T Wednesday, March 28, 2007 6:12PM
To: THOMAS, JULIE F. (Qaoe=aunl CTD (FBI)'I
(GIDLERN |(CyD) (FBI); bé
)| JcDy FeR bC
Cc: INSD) (EB1) J:EOGC) (FB, e
| (ele]®) (FBIlI DTTTOGA);
TAMMERT_ECANE N_(OGC) (FBI). (INSD) (FBI):
[ (DO) (FBI), D) (FBI)
Subject: : [RED: OIG Final Reports on the FBI's Use of Authority
Under the Patriot Act
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Good afternoon,

OGC has tzken the lead in developing the response to these OIG recommendations and wil!
provide a draft to NSR for comment prior to the April 24 deadline.

However, if NSB divisions have input they would like incorporated inte OGC's draft at this time,
please forward your comments to me NLT COB April 10, and NSB will submit them to OGC.

Thank you, and please et me know if you have any guestions.

Best regards,

b6
b7cC
Acting Unit Chief h2
Communications Unit |
—mlational Seclicby Branch

----- Original Messaggo——-

From: I !(INSD) (FBI)
Sent: , 2007 11:18
To: LI R Mn :
CTD) (FBI) v ). CyD)

(FBL (CD) (rBI) b7C
Ce:  — NSD) (FBI)MtOGC) (ra);| foso)
(FBI) DO) (OGA); LA - ~(OGC) (FBI)

Subject: ACTION REQUIRED: OIG Final Reports on the FBI's Use of Authority Under the Patriot Act

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Good Morning,

As you know, OIG has completed the review of the FBI's use of Section 215 orders and NSLs under
the authority of the Patriot Act for fiscal ycars 2002 - 2005. The final rcports were provided to the
media (unclassified) and FBI on March 8. and delivered to the Assistant Directors and EADs for
your divisions/branches on March 9. Unclassified copies of each report are located on the INSD
website, Audit Compliance link, OIG Audit Library, under the following titles:

1. "A Review of the Federal Bureau of Investigation's Use of Section 2135 Orders for Business

&1L INFORMATION CONTAINED NSL VIO-20519
HEREIN I% UMCLASSIFIED




Records" (Scction 215)
2. "A Review of the Federal Bureau of Investigation's Use of National Security Letters"
(NSLs)

This message 1s to (a) confirm that you are aware of the release of the reports and (b) notify you that
there are /0 recommendations in the NSLs report that require responses from your divisions (to
INSD/EAMU) by 2 PM, April 24. No recommendations were issued in the Section 215 report;
however, there are items that will be revisited in the FY 2006 review.

CTD. CD. and CyD may want to coordinate their responses to the recommendations through NSB,
so that a consolidated response can be provided to INSD. INSD will combine NSB's responses with
those provided by OGC and present the consolidated response to all parties for final review prior to
submission to OIG. In order for the coordinated, consolidated recommendation responses to be
released to OIG by their deadline. INSD must have all input by Tuesday, April 24.

The recommendations are attached to simplify the response process and provide a consistent
format .

06-20 RCM NSLs
042007.doc (42 ...

Due 1o the nature of this review, significance of the report findings and recommendations, high
visibility of the report, and the reviews currently in progress for FY 2006 NSLs and Scction 215
orders, a 60-day recommendation/response cycle has been established (which is subject to change,
based on the responses provided in this initial effort). The responses should be provided in
consideration of and addition to the FBI's internal efforts to address concerns raised in the reports.

Please let me know if you have any questions or need additional information. Otherwise, we will
anticipate all responses on or before April 24.

Regards.

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-20520



SENSITIVE BUT UNCLASSIFIED
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From: KALISCH, ELENI P. (OCA) (FBI)

Sent: Monday, March 26, 2007 12:24 PM

To: MONACO, LISA (DO) (OGA); CAPRONI, VALERIE E. (OGC) (FBI); RAWLS,
WILLIAM LEE (DO) (FBI); MILLER, JOHN J. (OPA) (FBI)

Subject: Oral Remarks

UNCLASSIFIED

NON-RECORD

Attached Is the current draft of the Director's oral remarks for tomorrow's hearing.

Lisa: | am leaving the two NSL examples blank until we can all settle on two that are appropriate.

Oral Remarks
3.wpd (23 KB)

UNCLASSIFIED

N CONTAINED

5 dmh R sr fgel
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From: KALISCH, ELENI P. (OCA) (FBI)

Sent: Monday, March 26, 2007 12:27 PM
To: MUELLER, ROBERT S. Il (DO) (FBI)
Cc: MONACO, LISA (DO) (OGA)
Subject: Oral Remarks

UNCLASSIFIED

NON-RECORD

Director:

Attached is the updated version of your oral remarks incorporating the changes we discussed this
morning. The case examples re NSLs will be added when everyone agrees on two that are
appropriate.

Thanks,

Eleni

Oral Remarks
3.wpd (23 KB)

1¥40 dich /kst fgol

UNCLASSIFIED

NSL VIO-20540
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535-0001

FOR IMMEDIATE RELEASE NATIONAL PRESS OFFICE
March 9, 2007 (202) 324-3691
www.fbi.gov

RESPONSE TO DOJ INSPECTOR GENERAL’S REPORT ON FBI’S USE OF
NATIONAL SECURITY LETTERS

Washington, D.C. — In the post-9/11 world. the National Security Letter (NSL) remains an
indispensable investigative tool. NSLs contribute significantly to the FBI s ability to carry out its
national security responsibilities by directly supporting its counterterrorism, counterintelligence,
and intelligence missions. NSLs also allow the FBI to obtain information to eliminate concerns
about individuals and close down investigations with a high degree of confidence there is no
terrorism or adverse intelligence-gathering threat. We are pleased the Inspector General concurs
with the FBI concerning the value of the NSL tool.

“The Inspector General conducted a fair and objective review of the FBI's use of a
proven and useful investigative tool,” said Director Robert S. Mueller, III, “and his finding of
deficiencies in our processes is unacceptable.  We strive to exercise our authorities consistent
with the privacy protections and civil libertics that we arc sworn to uphold. Anything less will
not be tolerated. While we’ve alrcady taken some steps to address these shortcomings, I am
ordering additional corrective measures to be taken immediately,” Mueller said.

Importantly, the OIG found no deliberate or intentional misuse of authorities, whether
NSL statutes or Attorney General Guidelines. Nevertheless. the OIG review identified several
areas of inadequate auditing and oversight of these vital investigative tools, as well as
inappropriate processes, and these are findings of significant concern.

As a result, Director Mueller is implementing reforms to the process designed to correct
those deficiencies identified — with accountability. Those steps include strengthening internal
controls, changing policies and procedures to improve oversight of the NST. approval process,
barring certain practices identified in the Inspector General’s report, and ordering an expedited
inspection.

The FBI will work together with DOJ’s National Security Division and the Privacy and
Civil Libertics Office to implement these reforms. Throughout this process, the FBI will

continue to work closely with the OIG to gauge progress and consider any additional reforms.

(more)

AL FORMATTON - CONTATHED

HERE 15 UWNCLASSIVIED

DATE 09-26-2007 BY 65179 dmh/ksrsgel
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In its review, the OIG took into consideration the environment in which the Bureau has
functioned over the last five years. Since September 11, 2001, as the report noted, the FBI has
undergone major reorganization. The men and women of the Bureau's Counterterrorism
Division, in particular, have carried an extraordinary workload, transforming operations while
working at a breakneck pace protect Americans. The OIG also recognized the importance of
NSLs. citing a number of instances in which they have been used by the FBI to gather the basic
building blocks of its counterterrorism and counterintelligence investigations.

The deficiencies identified. however, require the FBI to redouble its etforts to ensure we
do not repeat the mistakes in the use of these authorities, however lacking in intent. Any report
of possible violations of legal authorities will continue to be carefully reviewed, and, if
warranted, referred to the appropriate entities. If we determine that we obtained any information
to which we were not legally entitled, whether due to FBI or third-party error, that information
will be sealed, sequestered, and where appropriate, destroyed. In addition, employee conduct
related to these violations will be reviewed and, if appropriate, employees will be disciplined.

The OIG report made ten recommendations in response to its findings, designed to
provide both the necessary controls over the issuance of NSLs and the creation and maintenance
of accurate records. Director Mueller assured the Inspector General, in a detailed response
included in the report. that the FBI fully supports each recommendation.

The FBI concurs with the Inspector General that, when implemented, these reforms can
improve the accuracy of the reporting of the use of NSLs and ensure compliance with the
requirements governing their use. Along with those already put in place, these reforms will
ensure full compliance with both the letter and the spirit of the authorities entrusted to the
Bureau. and will strengthen the process, alleviate concerns, and ensure the confidence of the
Congress and the American public, while allowing the FBI to continue to protect the nation from
those who would do us harm.

e
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From: PISTOLE, JOHN S. (DO) (FBI)

Sent: Thursday, March 22, 2007 6:34 AM

To: MUELLER, ROBERT S. Il (DO) (FBI); FORD, JOSEPH L. (DC) (FBI);
RAWLS WILLIAM LEE (DO) (FBI); MONACQO, LISA (DO) (OGA)

Subject: FW

UNCLASSIFIED

NON-RECORD

Director, as we discussed yesterday.  Joe, lef's discuss.  Tks,
John

oY - R — Original Message-—--
pIC N m— Y
’ Sent: Wednesday, March 21, 2007 6:08 PM

To: D)
Subject:

UNCLASSIFIED ,
NON-RECORD Outside the Scope

UNCLASSIFIED

UNCLASSIFIED

NSL VIO-20571



From: CAPRONI, VALERIE E. (OGC) (FBI)

Sent: Thursday, March 29, 2007 8:17 AM

To: MONACO, LISA (DO) (OGA); THOMAS, JULIE F. (OGC) (FBI)

Subject: RE: ACTION REQUIRED: QIG Final Reports on the FBI's Use of Authority
Under the Patriot Act

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Welcome to my werld.

-----Original Message-----

From: MONACO, LISA (DO) (OGA)
Sent: Wednesday, March 28, 2007 6:39 PM
To: CAPRONI, VALERIE E. (OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI)

Subject: FW: ACTION REQUIRED: QIG Final Reports on the FBI's Use of Authority Under the Patriot Act

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

| plead confusion -- didr't we just spend a ton of time responding to the recommendations?
Is this to provide & status report at the end of Aprit?

————— Qriginal
From: NSB) (FBI)

Sent: Wednesday, March 28, 2007 6:12 PM
To: THQMIS LULET, (060) (73 7o) a0y ren ]
(CyD) (FBI); | ravinl=:0AE

Cc: 1 — JINSD) (FBI) ) (OGC)
(FBI); MONACO, LISA (DQ) (OGA); LAMMERT, ELAINE N. (OGC) (FBI);
(INSD) (Fsl)m(m) (FBI);I ICD) (FBI)
Subject: FW: ACTION REQ . TNal Reports on the FBI's Use ot Authority under the Patriot Act

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Good afternoon,

OGC has taken the lead in developing the response to these OIG recommendations and will
provide a draft to NSB for comment prior to the Apnil 24 deadline.

However, if NSB divisions have input they would like incorporated into OGC's draft at this
time, please forward your comments to me NLT COB Aprii 10, and NSB will submit them to
OGC.

Thank you, and please let me know if you have any questions.

Best regards,

. . . bé ALL THPORMATTION €0X

Acting Unit Chief S A PR sy

" , HERETN 1% UNCLAST
Communications Unit pic DATE 03-26-2007 BY 65179 duhykar/gel

NSL VIO-20576
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----- Original —
From: mmsm (FBI)
Sent: onday, Marc , <U07 11:18 AM
To: THO C) (FBI) Fﬂygs) (FBI); LEBALE]):;
(cTD) (FEIE (CTD) (FB CyD) (FBI);

(FBI) )
INSD) (FE); (oGc) (ren) Josc)

; MONACO, LISA (DO) (OGA); LAMMERT, ELAINE N. (OGC) (FBT]
Subject: ACTION REQUIRED: OIG Final Reports on the FBI's Use of Authority Under the Patriot Act

Ce:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Good Morning.

As you know, OIG has completed the review of the FBI's use of Section 215 orders and NSLs
under the authority of the Patriot Act for fiscal years 2002 - 2003, The final reports were
provided to the media (unclassified) and FBI on March 8, and delivered to the Assistant
Directors and EADs for your divisions/branches on March 9. Unclassified copies of each
report are located on the INSD website, Audit Compliance link, OIG Audit Library. under the
following titles:

1. "A Review of the Federal Burcau of Investigation's Use of Section 215 Orders for

Business Records" (Scction 215)

2. "A Review of the Federal Bureau of Investigation's Use of National Security Letters"

(NSLs)

This message 1$ to (a) confirm that you are aware of the release of the reports and (b) notify
you that there are /0 recommendations in the NSLs report that require responses from your
divisions (to INSD/EAMU) by 2 PM, April 24. No recommendations were issued in the
Section 215 report; however. there are items that will be revisited in the FY 2006 review.

CTD. CD, and CyD may want to coordinate their responses to the recommendations through
NSB. so that a consolidated response can be provided to INSD. INSD will combine NSB's
responses with those provided by OGC and present the consolidated response to all parties
for final review prior to submission 1o OIG. In order for the coordinated, consolidated
recommendation responscs to be relcascd to OIG by their deadline, INSD must have all input
by Tuesday, April 24.

The recommendations arc attached to simplify the responsc process and provide a consistent
format .
<= File: 06-20 RCM NSLs 042007.doc >

Due to the nature of this review. significance of the report findings and recommendations,
high visibility of the report, and the reviews currently in progress for FY 2006 NSLs and
Scction 215 orders, a 60-day recommendation/responsc cycele has been established (which 1s
subject to change. based on the responses provided in this initial effort). The responses should
be provided in consideration of and addition to the FBI's internal efforts to address concerns
raised in the reports.

Please let me know if you have any questions or need additional information. Otherwise, we
will anticipate all responses on or before April 24.

ALL INFORHATION CONTAINED
HEFEIN I5 UNCLASSIFIED NSL VIO-20577
DATE 03-26-2007 BY 65179 dub/ksr/gel
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Regards.

b2
b6
b7cC
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-20578



From: lINSD) (FBI)
Sent: “wonaday, maren 26, 2007 9:25 AM

To: MONACO, LISA (DO) (OGA)
Subject: RE:

UNCLASSIFIED

NON-RECORD

ConOps.CAU.wpd
(10 KB)

CONOPS attached. We are definitely going to address your concerns below.

We will be up in a minute to discuss further.

-----0Original Message----- ‘b 6
From: MONACO, LISA (DO) (OGA) ;

Sent: Monday. March 26, 2007 8:40 AM h7cC
To: (INSD) (FBI)

Cc: CAPRONI, VALERIE E. (OGC) (FBI)

Subject: RE:

UNCLASSIFIED
NON-RECORD

TR

----- Origi
From: NSD) (FBI)
Sent: unday, Marc , 2007 12:57 PM

To: MONACO, LISA (DO) (OGA)
Subject:

UNCLASSIFIED
NON-RECORD

<< File: >>

Cerme Rnowl i

UNCLASSIFIED ALL INFURMATION CONTAINED

HERFEIN I35 THCLAISIFIED

DATE. 08-26-2007 BY 65179 duk/ksx/gol
UNCLASSIFIED
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UNCLASSIFIED
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SENSITIVE BUT UNCLASSIFIED
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From:

KALISCH, ELENI P. (OCA) (FBI)

Sent: Monday, March 26, 2007 3:21 PM
To: MONACO, LISA (DO) (OGA)
Subject: RE: Oral Remarks
UNCLASSIFIED

NON-RECORD

Thanks. Changes made.

-----Original Message-----

From: MONACO, LISA (DQ) (OGA)
Sent: Monday, March 26, 2007 3:09 PM
To: KALISCH, ELENI P. (OCA) (FBI); CAPRONI, VALERIE E. (OGC) (FBI); RAWLS, WILLIAM LEE (DO)

(FBI); MILLER, JOHN J. (OPA) (FBI)

Subject: RE: Oral Remarks

UNCLASSIFIED
NON-RECORD

I I sorry | just went through this — 2 comments: both on page 2.

bé
b7c
b5

From: KALISCH, ELENI P. (OCA) (FBI)

Sent:  Monday, March 26, 2007 12:24 PM

To: MONACO, LISA (DO) (OGA); CAPRONI, VALERIE E. (OGC) (FBI); RAWLS, WILLIAM LEE (DO) (FBI);
MILLER, JOHN J. (OPA) (FBI)

Subject: Oral Remarks

UNCLASSIFIED
NON-RECORD
Attached is the current draft of the Director's oral remarks for tomorrow's hearing.

Lisa: | am leaving the two NSL examples blank until we can all settle on two that are
appropriate.

<< File: Oral Remarks 3.wpd >>

UNCLASSIFIED ALL THFORMATION CONTAIRED
HEREIN 15 UHCLASSIFIED -
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From: PISTOLE, JOHN S. (DO) (FBI)

Sent: Tuesday, March 27, 2007 5:54 AM
To: MONACO, LISA (DO) (OGA)
Subject: RE: Oral Remarks
UNCLASSIFIED

NON-RECORD

Thanks....

-----Original Message-----

From: MONACO, LISA (DO) (OGA)
Sent: Monday, March 26, 2007 6:28 PM
To: HULON, WILLIE T. (DO) (FBI); PISTOLE, JOHN S. (DO) {(FBI)

Subject: FW: Oral Remarks

UNCLASSIFIED

NON-RECORD

. - I b5
See below for the draft remarks Eleni has done -- there are a few changes stifl being made - b6
we have not vet settled on cleared, unciass examples. :b7C

From: KALISCH, ELENI P. (OCA) (FBI)

Sent: Monday, March 26, 2007 12:24 PM

To: MONACO, LISA (DO) (OGA); CAPRONI, VALERIE E. (OGC) (FBI); RAWLS, WILLIAM LEE (DO) (FBI);
MILLER, JOHN 1. (OPA) (FBI)

Subject: Oral Remarks

UNCLASSIFIED
IDuplicate Email dated 3/26/07 this section

UNCLASSIFIED

= e
UNCLASSIFIED DATE 09-31-2007 dub ke el

UNCLASSIFIED

NSL VIO-20715
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From: | |OCIO) (FBI)

Sent: riday, Marcl ) 8:07 PM

To: FBIl); CAPRONI, VALERIE E. (OGC) (FBI);
(ITOD)(FBI); MONACO, LISA (DO) (OGA);

HARRINGTON, T. J. (CTD) (FBI); BILLY, JOSEPH (CTD) (FBI)

Subject: RE: Proposed FSL ACS/OGC Review Methodology

SEGRET//NOFORN

RECORD 315

A

Attachecj e_md also included below is a rough diagram of the process flow as we understand it

b5
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(Celi/Blackberry)

(Pager) B2
Eax UNCLASS)
Blackberry UNCLASS)
----- Original Message-----
From: [ |(OCIO) (FBI) :b 6
Sent: Friday, March 02, 2007 5:59 PM )
To: HULON, WILLIE T. (DO) (FBI); CAPRONI, VALERIE E. (0GC) (F81)] | b7C
(ITOD)(FBI); MONACO, LISA (DO) (OGA); HARRINGTON, T. J. (CTD) (FBI); BILLY, JOSEPH
(CTD) (FBI)
Subject: Proposed FSL ACS/OGC Review Methodology
“SECREFH/NOFORN

RECOFDuplicate Email dated 3/2/07 this section

ﬁiﬁ&%gﬁ% 68179 dub/kar/gol



Duplicate Email dated 3/2/07 this section

—DERIYED-FROM: Muitipie-Souices
~DECTASSIFY ONT20320302—
“SEeRE&T/NOFORN

—DERIYEB-FROM-Multiplo-Souicas-
—DEGEAGHHEY-ON-26956300—
—SeRET//NOFORN
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From: PISTOLE, JOHN S. (DO) (FBI)
Sent: Monday, March 12, 2007 12:54 PM
To: MONACO, LISA (DO) (OGA)
Subject: RE: Retrospective Audit Plan
UNCLASSIFIED

NON-RECORD

Thanks, l've ask:o check on Ken's availability after tomorrow monring's brief aiso, but
pls go ahead regardiess of whether he and | can personaly meet.

-----Original Message-----

From: MONACO, LISA (DO) (OGA)

Sent: Monday, March 12, 2007 12:49 PM

To: PISTOLE, JOHN S. (DO) (FBI); KAISER, KENNETH W. (INSD) (FBI); CAPRONI, VALERIE E. (OGC)
(FBI); HULON, WILLIE T. (DO) (FBI); BILLY, JOSEPH (CTD) (FBI); FORD, JOSEPH L. (DO) (FBI)

Subject: Retrospective Audit Plan

UNCLASSIFIED
NON-RECORD

sooke with Ken Wainstein regardinal |

b5
hé
h7C

UNCLASSIFIED

UNCLASSIFIED

LASSIFIED
Z1-2007 BY. 65178 dubi/Ks /il

DATE 05+

NSL VIO-20719



From: | OPA) (FBI)
Sent: Friday, March 02, 2007 3:31 PM
To: MONACO, LISA (DO) (OGA); KORTAN, MICHAEL P. (OPA) (FBI);

KALISCH, ELENI P. (OCA) (FBI); CAPRQNI VAl ERIE E_(QGC) (FBI);
|BEEE.'S_EI.LZABHELBA.El(OCA) (FBI)l PA) (FBI);
(OPA) (FBI)
Subject: RE: timeline

UNCLASSIFIED
NON-RECORD

Here is the timeline with both Mike's and Lisag's revisions.

E

NSL IG Report
Response timelin...

From: MONACO, LISA (DO) (OGA)

Sent: Friday, March 02, 2007 3:25 PM

To: KORTAN, MICHAEL P. (OPA) (FBI); KALISCH, E +CAPRONI, V,
(FBI); BEERS, ELIZABETH RAF (OCA) (FBI) OPA) (FBI);%
(OPA) (FBI); OPA) (FBI)

Subject: RE:

UNCLASSIFIED
NON-RECORD

b6
b7C

Mike -- per my meeténgl_l_and the director -- oiegsel

----- riginal Message-——-

From: (OPA) (FBI)

Sent: A " 2:55

To: MONACO, LISA (DO) (OGA); QCA) (FRI): CAPRONI, VALERIE E. (OGC) (FBI);
BEERS, ELI ) (FRI): OPA) (FBI);'ﬁ
(OPA) (FBIi OPA) (FBI) :

Subject:

UNCLASSIFIED

NON-RECORD

<< File: NSL IG Report Response timeline.doc >>

Updated timeline.

bé
b7C

UNCLASSIFIED
ALL INFORMATIAT
UNCLASSIFIED HEREIN I5 UONCLASSI 2
DATE 09-21-2007 BY £517% dubli/Rsi/gcl
UNCLASSIFIED

NSL VIO-20720
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From: CAPRONI, VALERIE E. (OGC) (FBI)

Sent: Wednesday, March 07, 2007 8:49 AM

To: PERSICHINI, JOSEPH (WF) (FBI); PISTOLE, JOHN S. (DO) (FBI); KAISER,
KENNETH W. (INSD) (FBI)

Cc: MONACO, LISA (DO) (OGA); THOMAS, JULIE F. (OGC) (FBI)

Subject: RE: WFO NSL Policy

UNCLASSIFIED

NON-RECORD

We are reaching out to find out what happened to that portion of the 1G review.

————— Original e
From: FBI)
Sent: Wednesday, March 07, 2007 5:45 AM
To: PISTOLE, JOHN S. (DO) (FBI); CAPRONI, VALERIE E. (OGC) (FBI); KAISER, KENNETH W. (INSD)
(FBI)

Cc: MON ACO LISA (DO) (OGA)
Subject: FW: INSL Policy

UNCLASSIFIED
NON-RECORD

John,

talked to Val briefly last night and learned that the audit conducted by the DOJIG

consisted of only 77 fileg_That immediately raised my concerns over what they did with the

;f fj‘lts of their review aD Last year we were instructed by the Inspection Division to pull

files for the DOJ/IG to review for an NSL audit. Ve pulled all the flles they came over for

a week, the team leader wag Iand reviewed the files. When they left | did
not receive an out brief or any indication of status of our files or the audit | would hope that if

there were any major deficiencies such as PIOB's | would have been notified. The

in me questions i files werengiudad in there audit would the error be
reduced? Could we ask the 1G for the results of audit?
As it refated td } discussed this with

Val last night and her staff is going to reach out fof

My people had a brief discussion with him yesterday and he believes that when he

receives the requirements for OGO he can make the necessarny adjusiments l

RO

b2

As it related to an audit of existing fiIeJ Iwas been reviewing the

possibilities oﬂ |
and when we recsive our statistics form OGC wa will

oomfare the numbers. If not we will work with| |

I_A&a.nhadamum;eaa.daﬂ.nmumnﬁm that will be impiemented aﬁl [ |

John, we aDvant to be part of the sclution and | have some great people who | think

can assist. Just let us know what you wanit us to do.

ALL INFORMATION CONTAINED
Eﬁ‘:REIII I 3 UNCLASZSIFIED

RS VIO-20791

07 BY £5179 dmh/ker/gol

=
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----- Original Message-----
From: | KFBI)

Sent: . M
To: i
ey

L(Fa1):
I(LBTJ';I

| G |

J(FB

. | IFED)
Cc: (FBI)
Subject: SL Policy
UNCLASSIFIED

NON-RECORD

<< File:l I IDOIiCy.Wpd >>
SACI |et al.

FBI);

Attached is a proposed interimolicy to address the issues we discussed. Again, this
is a draft - feel free to modify or change as you think necessary.

SSA

l J egal Unit

UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

ALL INFORMATION. CONTATNED

5179 dub flest /gel

NSL VIO-20722
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From: HQ_DEPUTY_DIRECTOR_PISTOLE

Sent: Wednesday, March 07, 2007 1:29 PM
To: FBI_SAC's; FBI_ALL CDCs
Cc: FBI_ADs and EADs: THOMAS JULIE F. (OGC) (FBI); MONACO, LISA (DO)

ocm____ ](0GC) (FBI); RAWLS, WILLIAM LEE
(DO) (FBI); FBI_SAC_ADIC_SECRETARIES
Subject: SAC Conference Call Re: OIG Report: FBI's Use of National Security Letters
UNCLASSIFIED
NON-RECORD

All.

The PATRIOT ACT Reauthorization (2006) required the OIG to review the FBI's
“etfectiveness and use. including any improper or illegal use, of national security letters
(NSLs).”

The first report covers the period 2003 — 2005.

The OIG found that NSLs are a valuable tool in the FBI's counterterrorismvintelligence
mission and that there were no deliberate or intentional violations of the NSL authorities.

The key findings of the QIG included:

¢ Incomplete, inaccurate tracking data which resulted in deficiencies in the FBI
database.
e The database understates the total number of NSLs approved.
e This resulted in inaccurate semi-annual reports to Congress on NSL usage.
e Determined that signed copies of the approved NSLs were not being retained.

o Improper or Illegal use of NSLs
¢ The OIG concluded that a significant number of potential IOB violations were
not being identified and reported by the FBI. (22% of the files the OIG
reviewed contained unreported violations).
e NSLs were being issued from control files and not investigative files
¢ FBlused “exigent letters” signed by CTD to obtain toll/subscriber records
without first issuing NSLs.
= “Exigent letters erroneously stated that Grand Jury subpoenas would
be forthcoming.”
= Exigent letters were not regularly or promptly followed with promised
legal process.
= The “exigency” was not documented.

The 03/06/2007 SAC Conference call, chaired by the Deputy Director, involved
discussion of the immediate steps the FBI must take to address the following issues: 1)
Accurate reporting of use of NSLs; 2) Retention of NSLs; and 3) How to go about
identifying past unreported I0OB violations.

ALL INFORMATION CONTAINED
HEREIN I5 TIHCLASSIFIED
DATE 09-21-2007 EY 65178 duh/ksr/gol NSL VIO-20723



John

UNCLASSIFIED

NSL VIO-20724
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(Rev. 01-31-2003)
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From: CAPRONI, VALERIE E. (OGC) (FBI)

Sent: Sunday, March 11, 2007 4:50 PM

To: KAISER, KENNETH W. (INSD) (FBI); HULON, WILLIE T. (DO) (FBI);
PISTOLE, JOHN 8. (DO) (FBI); MONACO, LISA (DO) (OGA); THOMAS,
JULIE F. (OGC) (FBI)

Subject: Tasks relative to |G report

UNCLASSIFIED

NON-RECORD

b5

Thoughts?

taskstorespondtoigr
eport.001.w...

UNCLASSIFIED

7081 TR bR L prl
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From: KORTAN, MICHAEL P. (OPA) (FBI)

Sent: Friday, March 02, 2007 3:37 PM .

To: MILLER, JOHN J. (OPA) (FBI); KALISCH, ELENI P. (OCA) (FBI): BEERS, bé
ELIZABETH RAE (OCA) : (DO) (OG% 1 le
VALERIE E. (OGC) (FBI) DPA) (FBI)
:IOPA) (FBI (OPA) (FBI)

UNCLASSIFIED
NON-RECORD

SL IG timeline 3pm
Fri.doc (3...

Please substitute for earlier versions. Tx.

UNCLASSIFIED

NSL VIO-20740
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From: | 1)

Sent: Wednesday, March 07, 2007 5:45 AM

To: PISTOLE, JOHN S. (DO) (FBI), CAPRONI, VALERIE E. (OGC) (FBI);
KAISER, KENNETH W. (INSD) (FBI)

Cc: MO ISA (DO) (OGA)

Subject: FW:i ESL Policy

UNCLASSIFIED

NChuplicate Email dated 3/7/07 this section

————— Original Messagaazazz

From: (FBI)
Sent: IIuﬁdMﬂLm.Qﬁ.lw.’M
To: FBI);l lrFBI)II
I'I— F1): | | 3N
| Ya=ny | |(FB[)I FBI)
Cc: 1)
Subject: olicy
UNCLASSIFIED
NON-RECORD

HEFELIN I THCLASSIFIED
02-Z1-2007 BY 63172 dul/ksr/gcl

ALL CINFORMATION CONTAINED

NSL VIO-20742
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Duplicate Email dated 3/6/07 this section
UNCLASSIFIED

UNCLASSIFIED
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(Rev. 01-31-2003)
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HEREIN I5 THCLASSIFIED
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