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Precedence: ROUTINE ' - Date: 04/22/2005

To: General Counsel Attn: National Security Law Branch,
, : Room 7975 '
From:
) b2
Contact: SA bé

| p7C

Approved By:l n7E

prafted By:
(-

Case ID #: . (8 278-HQ-C1229736-VIO - 820

e Tltle% INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

m o - Symopsis:” :@§{ Possible IOB error for non-compliance with a
requ1rement of the National Foreign Intelligence Program Manual
(NFIPM)

S ved F
Mmoo DR gt o
{1 —Enclosures: }B{: Telephone recorxds requested by General Counsel.
Details:
(s) 1.
ol
ne S 2. b U.S. Person.
?;C S) 3. Possible IOB Error.
O
oTE (s)
(S) 4. Description of IOB Error (including any reporting:delays).
(3) On 03/02/2005, SA |drafted an NSL to T lwhicn
contained an_incorrect telepnionne number. While drarTInmg the NSL
~ document, SA incorrectly combined the Subject's residence
DL telephone number with his cellular phone number to produce a ten digit
h6 numbexr. The ten digit telephone number did not belong to subject of
p7¢ the responded to the NSL and delivered the

i records CIIAT COrYESpoOndEd TO the incorrect number on the NSL. The

b7D

records obtained belonged to a different USPER. _
s?é'r {
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M .. s, To:; General Counsel From: b6
‘Re: %E) 278-HQ—C1229736-V1'%|, 005 . b7

b7E

() >§:£0 Per i ians froml in her e w.w... dated
04/21/2005 to CDCl the acquired
telephone records are encloseéd along wi copies of the original NSL

' and cover EC to be forwarded to OIPR. All the communications that
contain the incrxxegn_numhar were permanently charged out Fnd_xgmgxed
from ACS in the office.l icontacted the
office and requested the removal o trom
ACS.
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; To:, General Counsel. From: g::;;;;;;; b%
M - - Re: Y] 278-HQ-C1229736-VIO, 005 DE
'LEAD(s) : |

Set Lead 1: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) General Counsel to take action requested above.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE : Date: (05/06/2005
To: Inspection Attn: Internal Investigation
o Section

Attn: SA
CD |‘
Ffom: General Counsel ‘
National Security Law Branch/CTLU TI/LX1 -200

Contact: |

Approved By: Thomas Julie F

Drafted By:

Case ID #: T8C 278-HO-C1229736-Vio~Ipending
(S}

Title: (U) INTELLIGENCE OVERSIGHT BOARD
i SA
IO MAvlvl‘ER i W

Synopsis: (U) It is the '
Counsel (OGC) that this"RAm R oy to the :
Intelligence Oversight Board (IOB) and the Office of Professional
Responsibility (OPR), FBIHQ. OGC will prepare and deliver the
necessary correspondence to the IOB.

_%.EXS§HLM_“M 'ved P r G-3

De sl n: X1

Reference )4 278-HQ-C1229736-VIO-820
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_ Details: (s)] ol
ol
[o NS
(S) On March 2, 2005, Special Agept (SA) drafted o7E
a National Security letter (NSL) to which contained bd
an_incorrect telephone number. While dra lng the NSL document, hé
SAl incorrectly combined the Subject's residence telephone TS
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To: Inspection Division From: General Counsel
meefwj 278-HQ-C1229736-VIO, 05/06/2005

x

number with his cellular telephone number fo produce a ten digit folil

number—The ten diqir ¢ mber did not belong to subject g
-of-the- responded to the NSL and 7
delivere € telephomne records at corresponded to the “’i\’

incorrect number listed in the NSL. Upon review of the telephone 'bf

records, it was discovered that they belonged to a different U.S. 07D

Persomn. : 7
b7E

R :ﬁﬂ: When the error was discovered, the telephone
records were sealed along with the original NSL and forwarded to
Headquarters together with a report of the incident. (See 278-HQ-

. €C1229736-VIQ. Series 820). -These records will be forwarded-to the
Cffice of Intelligence Policy and Review (OIPR) All

" communications that contained the incorrect telephone number were
permanently charged out and removed from FBI Automated Case
Support system (ACS). ’

et el b8 Section 2-56 of the National Foreign Intelligence
Program Manual (NFIPM) requires OGC to determine whether the.
facts related above are required to be reported to the IOB. For
the reasons discussed below this matter needs to be reported.

- ] The Electronic Communications Privacy Act (ECPA),
18 U.S.C. § 2709 authorizes the issuance of a National Security
Letter for telephone subscriber information, telephone toll
billing records and electronic communication transactional
records for telephone numbers used by the subject of the
investigation. The USA PATRIOT Act, P.L. 107-56, authorizes the
issuance of an NSL for a subject upon a certification of
relevance to an authorized investigation to protect against
international terrorism or clandestine intelligence activities.
Clearly, if the telephone number listed in the NSL is not the
number used by the subject of the terrorism investigation, the
Bureau would not be entitled to the telephone subscriber and toll
billing records.

(U) sSection 2.4 of the Executive Order (EO) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI, the
Assistant Director, Inspection Division, and the General Counsel,
OGC, respectfully) report to the IOB all information "concerning
the intelligence activities that they have reason to believe may
be unlawful or contrary to Executive Order or Presidential
Directive."
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To: Inspection Division From: General Counsel
Re¢w~}&( 278-HQ-C1229736-VIO, 05/06/2005

(U) In the instant -matter, while the error in
combining the two telephone numbers appears to be inadvertent, it
resulted in obtaining another U.S. Person's telephone records
without authorization. Even though the production of the wrong
telephone records resulted from a typographical error, the
delivery of the telephcone records was contrary to 18 USC § 2709.
Consequently, based on the above analysis, and in accordance with
the reporting requirements of Section 2.4 of E.O. 12863 and
Section 2-56 of the NFIPM, the error must be reported to the IOB.

LEAD (s) :
Set Lead i{‘*(héﬁidn)‘  ‘
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{U) Read and clear

Set Zead 2: (Action):‘
INSPECTION (IIS)
AT WASHINGTON, DC
(U) 'For‘action deemed approﬁriate‘
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(S) The[:::::::::bivision of the Federal

Bureau of Investigation (FBI) has _reporte at a National
Security Letter (NSL} td on the subject of a
preliminary counter terr stigation contained an

incorrect telephone number.

b4
7D
b2
b7E

(s) |

' t ’
a National Security letter (NSL) toi i whlc; contained
an incorrect telephone number. WhilIe drariting the NSL document,

SA incorrectly combined the Subject's residence telephone
number with his ¢ellular telephone number to produce a ten digit
number. The ten digit telephone number did not belong to subject
of the| |responded to the NSL and
delive at corresponded to the
incorrect number listed in the NSL. Upon review of the telephone

records, it was discovered that they belonged to a different U.S.
Person.

When the error was discovered, the telephone records
were sealed along with the original NSL and forwarded to FBI
Headquarters together with a report of the incident. All
communications that contained the incorrect telephone number were
permanently charged out and removed from FBI Automated Case
Support system (ACS). In addition, the matter has been referred
to the FBI's Internal Inspection Section for any actlon that is
deemed approprlate
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