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July 06, 2004

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

Dear General Scowcroft: NSL VIO-36711

Enclosed for your information is a self-explanatory
enclosure, entitled "Intelligence Oversight Board (IOB) Matter,
CONUS I, International Terrorism Operations Section, Federal
Bureau of Investigation Headquarters (FBI HQ), 2004

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

1 - Mr., Pistole
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U}

Sincerely,

John F. Curran
DepNSL ¥EXxSH6d12Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice

Room 5111
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
CONUS I, INTERNATIONAL TERRORISM OPERATIONS SECTION
FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)

2004 (U}

bz

Investigation of this IOB matter has determined that,

on

October 3, 2003,1 [Tssued a National Security Letter
to the internet service provider named[ | requesting the

name, address, length of service, and electronic communication

transactional records for a website. nal Security b%
Letter did not request email content. Eff:fiiijlnadvertently bﬁﬁ
provided email content information in its response (CDROM), which b7E
is not authorized under Title 18, United States Code, Section bd
2709 or Executive Order 12333, Idiscovered the b7D
problem, and immediately took sCeps #3the unauthorized

[ffff:ffiiECtion to prevent its use or further dissemination.

| extracted the information which was authorized by the
National Security Letter and then sealed the CDROM for delivery
to the Office of Intelligence Policy and Review for appropriate

action. In accordance with the reporting requirements of Section
~.2.4 of Executive Order 12863, the error must be reported to the
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(01/26/1998)
SECRRT

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 06/11/04
To: Counterterrorism Attn: AD
Attn: SAC
ChC
.
- From: General Counsel
'biE National Security Law Branch/Room 7947
Do Contact: 202-324-
o7C
Approved By: Curran John F *}{
) ~ Drafted By: uSLF¥ZO§§714
Case ID #: 3K 278-HQ-C1229736-VIO (Pending)
() -

‘Title: -{%  INTELLIGENCE OVERSIGHT BOARD bo
MATTER 2004 -
iy {:::]

SynopSiéE““DS} It is the opinion of the Office of the General
Counsel (0GC) that this matter must be reported toc the
Intelligence Oversight Board (IOB). OGC will prepare and deliver
the required correspondence to the ICB. Our analysis follows.

e
h? References: (1) I8{ 278-HQ-C1229736-VIO Serial 419
N7F B (2)- I8 288B 132986 Serial 257

Administrative: (U) This communication containg one or more
footnotes. To read the footnotes, download and print the
document in WordPerfect 8.0.
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.. To: Director's Office From: General Counsel

Re: (&) 278-HQ-C1229736-VIO, 06/11/04

Details: (S)

L
| | Oon October 3, 2003,] — Jissued

B ”“;PS{ The Division delivered the NSL to
r_and_subagquently forwarded| | response (1 _CDROM) to

a National Security Letter (NSL) ta
following:

requesting the

Name, address, length of service, and electronic
communication transactional records, to include existing
transaction/activity logs and all e-mail header information

M”N-HW(BQt to_inclu age content Sgg{ k ject fields), for
domain AEET (Emphasis ad vio *718
Yo

"'“wES(IThe NSL also contained the following warning to

This National Security Letter does not request, and you
should not provide, information pursuant to this request
that should disclose the content of any electronic

communications as defined in Title 18, United States Code,
Section 2510(8).

on February 11, 2004. Upon review,
discovered that:tl response appeared to go beyond the NSL

request by including content 1 extracted, and saved

to a gseparate CDROM, | the NSL authorized. [:::]
[:::::::f:]then sealed the original CDROM and forwarded it to the

Cyber Division at FBI Headgquarters for delivery to the Office of
Intelligence Policy and Review.

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB all information “concerning

SEERQE
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" "“To: Director's Office From: General Counsel

Re: 18] 278-HQ-C1229736-VIO, 06/11/04

intelligence activities that they have reason to believe may be
unlawful or contrary to Executive order or Presidential
directive.” This language was adopted verbatim from E.0. 12334,
dated 12/04/1981, when the IOB was known as the President's

Intelligence Oversight Board.

(U) Title 18, United States Code, Section 2709,
provides the mechanism for obtaining counterintelligence access
to telephone tcoll and transactional records. It states in
relevant part that a “wire or electronic communication service
provider shall comply with a request for subscriber information
and ... electronic communication transactional records in its
custody or possession made by the Director of the Federal Bureau
of Investigation.” The production of email content by the
service provider is not authorized under the statute.

'~}8j In this instance, as aP#%SMH%BéEIQhe errors by the

communications carrier, it appears the FBI unintentionally
obtained email content. Thus, the information was not authorized
under Title 18, United States Code, Section 2709. Although San
Francisco took the appropriate steps to sequester the
unauthorized information to prevent its use or further
dissemination, in accordance with the reporting requirements of
Section 2.4 of E.O0. 12863, the matter must be reported to the
IOB. OGC will prepare the correspondence required to report this
matter to the IOB.

SECRES_
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~-To: Director's Office From: General Counsel

Re: D&Y 278-HQ-C1229736-VIO, 06/11/04

LEAD (s)
Set Lead 1: (Action)

CYBER DIVISION

AT WASHINGTON, DC

(U) If it _has pot already been accomplished,
coordinate with the| Division, to ensure that all
information related to the unauthorized production is collected,
sequestered, sealed and delivered to FRIHQ for submission to the
Office of Intelligence Policy and Review, Department of Justice.

Set Lead 2: (Action)

NSL VIO-36717

(U) Coordinate with FBIHQ, to ensure that all
information related toc the unauthorized production is collected,
sequestered, sealed and delivered to FBIHQ for submission to the
Office of Intelligence Policy and Review, Department of Justice.

- Mr. Curran

- I0OB Library
¢
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Drafted By:

SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 06/30/2004
To: Director's Office Attn: OPR
Counterterrori UC, CONUS III
SAC; CDC
SAC; CDC

From: General Counsel
National Security Law Branch
Counterterrorism Law Unit T/Room 797
Contact: (202) 324

 ~
Approved By: Curran John FK

NSL VIO-36718
_50A

Case ID #: {8  278-HQ-C1229736-VIO (Pending)

e

LTI

-

Title: - 2%  INTELLIGENCE OVERSIGHT BOARD

e MATTER 20041

Synopsis: DX{ It is the opinion of the Office of the General
Counsel (OGC) that the above referenced matter does not need to
be reported to the Intelligence Oversight Board (IOB). Our
analysis follows.

wymwnhu§@ e : CG G- , 1997

f

References: 8] 278-HQ-C1229736-VIO Serial 401

Details: (S)

Due To administrative backlog and the
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SECRET

(H}'*mTo: Director's Office From: General Counsel
Ré'”:““->< 278-HQ-C1229736-VIO, 06/30/2004
subsequent | captioned matter was not bﬁﬂ
administratively closed b7E

i R . “%zgi On 11/07/2003, set a routine lead to the

ivision| [ to serve a National Security 4
Tetter (NSL) in this case. | jcity served th L tc the pz
telephone provider | [ on 11/14/2003, but] did not fol}
EBQ“““mprov1de the requested telephone records tol Juntil b

02/27/2004, | ' [administrative »7D
closure| | of this investigation.

() - =383 On 03/03/2004, | notified] |that
they had received the telephoné toll records reqguested byl | n2
NSL, but a check of ACS revealed that lhad closed the b7E
investigation. subsequently forwarded the collected
telephone records to . Without reviewing the telephone
records,[____ |sealed the telephone rd¥rMEO-36748 envelope and
archived the sealed envelope within the closed investigation
file.

-

18 section 2-56 of the National Foreign Intelligence
Program Manual (NFIPM) requires OGC to determine whether the

facts related above are required to be reported to the IOB.
For the reasons discussed below, this matter need not be reported
to the IOB,

(U) Section 2.4 of Executive Order (E.O.) 12863, dated
September 13, 1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components (in the FBI,
the Asgistant Director, Inspection Division, and the General
Counsel, OGC, respectively) report to the IOB “concerning
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive order or Presidential
directive”. This language was adopted verbatim from E.O. 12334,
dated December 4, 1981, when the IOB was known as the President's
Intelligence Oversight Board (PIOB). By longstanding agreement
between the FBI and the IOB (and its predecessor, the PIOB), this
language has been interpreted to mandate the reporting of any
violation of a provision cf the Attorney General Guidelines for
FBI Foreign Intelligence Collection and Foreign

SE(;}K{
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.. To: Directer's Office From: General Counsel

Ré':‘“""»@;{) 278-HQ-C1229736-VIO, 06/30/2004

Counterintelligence Investigations (FCIG),! or other guidelines
or regulations approved by the Attorney General in accordance
with E.O. 12333, dated December 4, 1981, if such provision was
designed in full or in part to ensure the protection of the
individual rights of U.S. persons. Violations of provisions that
are essentially administrative in nature need not be reported to
the IOB. The FBI is required, however, to maintain records of
such administrative violations so that the Counsel to the IOB may
review them upon reguest.

B of The
Attorney General's Guidelines for FBI National Security
Tnvestigations and Foreian Intellicencs Collection (NGTAN

| Pursuant to this

-

authority, on 11/07/2003,| |lawfully issued a NSL for N2
th ed telephone records in tH\! 67280 11/14/2003, n7E
| iproperly served the NSL on

subsequent failure to cancel this lead at the time they closed ?é
the case was an administrative error that_did not affect the keiD
lawfulness of the previously served NSL. properly sealed

and archived the telephone records received Lrom the NSL because

the case was no longer open at the time of their receipt.

"7 3&{ The late receipt of the telephone records in this

case constitutes an administrative error, not a substantive

violation of law or regulation designed to protect the individual

rights of U.S. persons. As discussed above, under longstanding

agreement between the FBI apd the IOR, administrative errors are

not reportable to the IOB. slow responge in this case

did not affect the lawfulness of the NSL. Ii}mas already .
sealed and archived the records in questi ditionally, none b2
of these records were reviewed or used by in its b7k
investigation. Under these circumstances, it is OGC's opinion

that _the late receipt of these telephone records byl |

on behalf is not an error that must be reported to the
IO

i R

1~ %&) The FCIG was superseded on October 31, 2003, by the
Attorney General's Guidelines for FBI National Securitv
Investigations and Foreign Intelligence Collection (NSIG).

SECRET

3




SE;;iﬂk

... To: Director's Office From: General Counsel
" Re: - J%{ 278-HQ-C1229736-VIO, 06/30/2004

(U) A copy of our opinion should be retained in the
Counterterrorism Division control file for review by Counsel to
the IOB, if requested.

NSL VIO-36721
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iuy - To: Director's Office From: General Counsel
Ré?wi}&j 278-HQ-C1229736-VIO, 06/30/2004

LEAD (s)

Set Lead 1: {Action)

DIRECTOR'S OFFICE

AT OPR, FO, DC

(U) For action deemed appropriate.

Set Lead 2: (Action)

COUNTERTERRORTISM

AT WASHINGTON, DC NSL VIO-36722

(U) Read and clear.

- Set Lead 3: (Action)

AT

b7FE (U) Read and clear.

Set Lead 4: (Action)

AT

(U) Read and clear.

- Mr. Curran
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(Rev. 01-31-2003)

séERET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/01/2004

To: Director's Office Attn: OPR
Counterterrorism AD

SAC

CDC

From: General Counsel
Natiocnal |ngnﬂ'1-vm Branch/RPoom 79786

@)
~1 N3

sl

Contact:

Coou
-1

2

Approved By: _Thomas Julie r (AU VA

Drafted By:

MgFpv10-36723
Case ID #: - (%) 278-HQ-C1229736-VIO-. (Pending)

b2 pitle: (U) POTENTIAL INTELLIG OVERSIGHT BOARD
(IOB) MATTER 2004

SynoPBiggw}§} It is the opinion of the Office of the General
Counsel (OGC)} that this matter should not be reported to the
Intelligence Oversight Board (IOB). With respect to these
matters, a record of this decision should be maintained in the
investigative control file for review by the Counsel to the
IOB.

= E: g::E:%rom : g;:
Bify On:

Details: (S)I

L
| Due to administrative backlog
captioned matter

was not administratively closed in ACS until

Sereagr
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To: Director's Oriice From: General Counsel

Re: tUijmw,mm}Sq: 278-HQ-C1229736-VIO-410, 12/01/2004
bl -8 on 11/07/2003,| |set a routine
- lead to thsg Division | | to_serve a
~“  National Secturity Letter {NSL) in this case.
D7E  gerved the NSL to the telephone provider on
b4 11/14/2003, but did not provide thé requested telephone
(S@?7D records tol until 02/27/2004, after the]
-] Thistrative closure of this
investigation.
() e -~ -&{ Oon 03/03/2004, notified

that they had received the telephdne toll records

o IZr;Iested byl__ythSL, but a checlk&f_ACS_rmLTaled that
o [:;i%::]had closed the investigation. subsequently
b7E orwarded the collected telephone records to! | Without
reviewing the telephone records seale e telephone
records in an envelope and archived the sealed envelope within

the closed investigation file. NSL VIO-36724

() o T e Section 2-56 of the National Foreign
Intelligence Program Manual (NFIPM) requires OGC to determine
whether the facts related above are required to be reported to
the IOB. For the reasons discussed below, this matter need
not be reported to the IOB.

(U) Section 2.4 of Executive Order (E.O.)
12863, dated September 13, 1993, mandates that Inspectors
General and General Counsels of the Intelligence Community
components (in the FBI, the Assistant Director, Inspection
Division, and the General Counsel, OGC, respectively) report
to the IOB “concerning intelligence activities that they have
reason to believe may be unlawful or contrary to Executive
order or Presidential directive”. This language was adopted
verbatim from E.O. 12334, dated December 4, 1981, when the IOB
was known as the President's Intelligence Oversight Board
(PIOB) . By longstanding agreement between the FBI and the IOB
(and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the Attorney General Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence
Investigationg (FCIG),' or other guidelines or regulations

“Uj'“*”-}ﬁj The FCIG was superseded on October 31, 2003, by

the Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection (NSIG).

SECRE®,
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SECRET

To: Director's Otiice From: General Counsel
Re: iy e - 084 278-HQ-C1229736-VIO-410, 12/01/2004

approved by the Attorney General in accordance with E.O.
12333, dated December 4, 1981, if such provision was designed
in full or in part to ensure the protection of the individual
rights of U.S. persons. Violations of provisions that are
essentially administrative in nature need not be reported to
the IOB. The FBI is required, however, to maintain records of
such administrative violations so that the Counsel to the IOB
may review them upon request.

of The Attornev General's Guidelines for FBI National Securit

Ilnms.tig.a.m'.om_an.dm_lnmllmuonm ion (NSIG)

| Pursuant

to this authority, on 11/07/2003, lawfully issued a NSL

that requested telephone records in this On
|properly serv _§§§2 n |
subsequent railure to cancel € ad at the TIme

they closed the case was an admlnlstratlve error that did not
affect the lawfulness of the previously served NSL. |
properly sealed and archived the telephone records received
from the NSL because the case was no longer open at the time
of their receipt.

[ The late receipt of the telephone
records in thlS case constitutes an administrative error, not
a substantive violation of law or regulation designed to
protect the individual rights of U.S. persons. As discussed
above, under longstanding agreement between the FBI and the
IOB, administrative errors are not reportable to the IOB.

slow response in this case did not affect the
lawfulness of the NSL. has already sealed and archived
the records in question. itionally, none of these records
were reviewed or used by |in its investigation. Under
these circumstances, it is OGC's opinion that the late receipt

of these telephone records byl |on behalf is
not an error that must be reporte 3] e IOB.
(U) A copy of our opinion should be

retained in the Counterterrorism Division control file for
review by Counsel to the IOB, if requested.
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To: Director's Or.ice From: General Counsel

Re: 1] QU }x{ 278-HQ-C1229736-VIO-410, 12/01/2004
LEAD (s)
Set Lead 1: (Action)

DIRECTOR'S OFFICE

AT QOPR, FO, DC

(U) For action deemed appropriate.

Set Lead 2: (Action)
COUNTERTERRORISM

AT WASHINGTON, DC
(U) Read and hﬁl‘egp'36726

Set Lead 3: (Action)

AT]

(U) Read and clear.

Set Lead 4: (Action)

(U) Read and clear.

- Ms. Thomas

SECRET~_



(Rev. 01-31-2003)

S\EC{{ET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/27/2006
To: Inspection Attn: 1IIS
+General Counsel Attn: NSLB
b2 prom:
b7E Chief Division Counsel
b6 Contact:
b7C
Approved By:
bl Drafted By:

M b2 case ID #: (S)
- a \

b7E R Z18-HQ-CIZZ9736  (PendNSoVIOs 36737
T -
b7A
Iit;éf““i&( POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER, (IOB)
b6 SA
b7C SS

i

éfﬁéﬁSis:~~)£Q NSL directed at incorrect telephone number.

. §sify On:

cs;-mylﬁi

b}’ Details: (S)

b.f)p_\

b2 (s |

b7E

}xj On 02/09/2006, case agent forwarded an email
t5j~_a asking the’ Investigative Support Specialist (ISS) to create a
“-National Security Letter (NSL) for telephone numbers |

1 and- | associated with the subject of this

- investigation. On 02/13/2006, the ISS created NSLs for the two
b7A referenced telephone numbers, however, due to an administrative

be oversight telephone number|[ | was erroneously

n7C Lrapnscribed from the case agent's 02/09/2006 email as

b4 | Ihe NOL with the erroneous telephone number was
b7EJ forwarded to

szcﬁ\
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To: Inspection From:' J
(s) | | 0372772006

‘”“}8( On 03/23/2006, case agent received the toll
records results on a CD. On 03/24/2006 case agent opened the
toll record results on his computer and immediately noticed the
discrepancy in the telephone number. The case agent immediately
notified his supervisor and put the original CD in a CD box which
was then sealed and submitted to the custody of the Chief
Division Counsel.

&) Nothing from the original NSL was uploaded. No
personal or identifying information on the incorrect telephone
number was uploaded into ACS fraom fhe NQT ratura 2ddizionally,
No ACS checks, data base
checks were doME on gny Inrormation from the NSL return. Also,

... no checks were done on the information.

T8 A copy of the original 36938 as the
resultant information is being maintafﬁ%ﬁvgi tZe Chief Division
Counsel's safe.

R As nothing from the NSL has been reviewed, A/SAC

D2 [ recommends no administrative action be taken in this

matter.
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To: Inspection From: r
Re: (S) , 03/27/2006
LEAD (s) :

Set Lead 1: {Info)
INSPECTION

AT WASHINGTON, DC

(U) Read and clear.

Set Lead 2: {(Info)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) Read and clear.

*»

SEéEE{

NSL VIO-36729



(Rev. 1-31-2003)

S

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 04/18/2006
To: Attn: CDC
SS3 |
SA
b2
b7E Counterintelligence Attn: CD-2A, UC
bb :
67(‘ Inspection Attn: IIS, CRS
From: Office of the General Coungel
NSLB/CILU/Room 72847 ;
Contact: AGC | 202-324;
. "‘"V\J )
Approved By: Thomas Julie 2.5
NSL VIO-36730
Drafted By: lg\[\‘&’
W
Case ID #: D% 278-HO-C1229736-VIO (Pending)
mb2
o Titler - }&{  INTELLIGENCE_QVERSIGHT BOARD
T . MATTER 2006

SynopsiSrw:}gi It is the opinion of the Office of the General Counsel
(OGC) that "this matter must be reported to the Intelligence Oversight
Board (IOB). OGC will prepare and deliver the necessary
correspondence to the IOB.

DTA assify On:

b2

" - : S
UJDEE Reference (3)

" Details: By electronic communication (EC) dated 03/27/2006, the
no Field Office]| | requested that OGC review the
w7E racts ol the captioned matter and determine whether it warrants

SE\ca{
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To:l |From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 04/18/2006

reporting to the IOB.- 1In our opinion, it does. Our analysis
follows.

(QIl

as that term 1s used 1n Sectilion 101(1) of the Foreign

Tt IIIgence surveillance Act of 1978 (FISA).°¢

i

bz
bT7E

b2

b7E

bo

b7C

On 02/09/2006, during the course of the investigation,
a case agent forwarded an email to an investigative support specialist
(ISS) asking the ISS to create National Security Letters (NSL) for two
telephone numbers that were associated with the subject of the
investigation. ©On 02/13/2006, the ISS created NSLs for the two
telephone numbers. Due to an inadvertent error, however, one of the
telephone numbers was erroneously transcribed.? The NSL with the
erroneous telephone number was forwarded to

© - )g]  on 03/23/2006, the cas&ShMR308Lived the toll records
on a CD. ©On 03/24/2006, the case agent opened the toll records and
immediately noticed the discrepancy in the telephone number. The case
agent promptly notified his supervisor and placed the original CD in a
CD box. The CD box was sealed and submitted to the custody of the
Chief Division Counsel.

""" EH( Nothing from the original NSL was uploaded.
Specifically, no personal or identifying information on the incorrect
telephone numpber was uploaded into ACS from the NSI. return. Further,
no ACS checks data base
checks were pértformed on any 1nrormation rrom the NSL return.

s EC from to OCG dated 03/27/2006 and
titled "Possible Intellicence Quersiaght Board Matter, (IOB) SA

SSA

¢ (U) A “United States person” (USP)is defined in Section
101(i) of FISA (codified at 50 U.S.C. § 1801 et seq.) as “a
citizen of the United States [or] an alien lawfully admitted for
permanent residence (as defined in section 101 (a) (20) of the
Immigration and Naturalization Act) . . . .”

3 (U) In order to avoid any further dissemination of this
incorrect telephone number, the number is not being listed in

this document.
SECRET_
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To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 04/18/2006

Finally, noI Alchecks were conducted on the
information.

T M§§g A copy of the original NSL and the information received
are being

aintained by the Chief Division Counsel in his safe.

(U) Section 2.4 of Executive Order (EO) 12863, dated
09/13/1993, mandates that Inspectors General and General Counsel of
the Intelligence Community components (in the FBI, the Assistant
Director, INSD, and the General Counsel, OGC, respectively) report to
the IOB intelligence activities that they have reason to believe may
be unlawful or contrary to Executive order or Presidential directive.
This language was adopted verbatim from EO 12334, dated 12/04/1981,

when the IOB was known as the President's Intelligence Oversight Board
(PIOB) .

(U) By longstanding agreement between the FBI and the IOB
{and its predecessor, the PIOB) thlsﬁ&@?&gﬁ % 525 been interpreted to
mandate the reporting of any V1olatlo g % sion of The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG), or other guidelines or
regulations approved by the Attorney General in accordance with EO
12333, dated 12/04/1981, if such provision was designed in full or in
part to ensure the protection of the individual rights of U.S.
persons. Vioclations of provisions that are essentially administrative
in nature need not be reported to the IOB. The FBI is reqguired,
however, to maintain records of such administrative violations so that
the Counsel to the IOB may review them upon request.

S NSLs are administrative subpoenas that allow the FBI to
obtain three types of information: (1) telephone and email

communication records from telephone companies and internet service
providers (Electronic Communications Privacy Act (ECPA)) (18 U.S.C.

§ 2709); (2) financial institution records (Right to Financial Privacy
Act) (12 U.S.C. § 3414 (a) (5)(A)); and (3) credit bureau information
(Falir Credit Reporting Act) (15 U.S.C. § 168lu (a), (b)). ECPA, 18
U.S.C. § 2709, provides that the FBI may seek toll billing information
from telephone carriers that is relevant to an authorized national
security investigation. Section V.12., Investigative Technigues, of
the NSIG provides that NSLs may be issued in conformity with statutory
requirements, including 18 U.S.C. § 2709.

C In this situation, the information obtained by the FBI
was not relevant to an authorized national security investigation.

Due to the incorrect number stated in the NSL, the FBI received
telephone toll billing records pertaining to a telephone number that
was neither under investigation nor related to an investigation.

SECRER.__
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To: From: Office of the General Counsel
Re: 278-HQ-C1229736~-VIO, 04/18/2006

Therefore, the information was improperly collected, although
unintentionally so, in violation of the NSIG and ECPA.

“;EQ It should be noted that response in
receiving the erroneous information was commendable. Upon receiving
the incorrect toll records, the case agent immediately noticed the
discrepancy, notified his supervisor, and placed the original CD in a
CD box. Proper procedures were then undertaken by sealing the CD box
and submitting the box to the Chief Division Counsel's custoedy. No

personal or identifying information on the incorrect telephone number
was uploaded into ACS from the NST. refnrn. Further, no ACS checks,

data base checks were

performed on any information from the NSL return. Finally, noIZl

lchecks were conducted on the infermation.

(U) Here, the target's rights were not violated because he
was not the subject of the improperly collected information. It is
unknown whether the erroneous informatj jyred pertained to a
United States Person, inasmuch as theﬁgﬁgw§£§§Z§?no review of the
information. Nonetheless, based upon the fact that information which
may be about a USP was improperly, although inadvertently, collected,
and in accordance with the reporting reguirements of Section 2.4 of
Executive Order 12863, OGC will prepare a cover letter and a
memorandum to report this matter to the IOB,
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;b2 To:l From: Office of the General Counsel
DTE Re: Z2T8-HQ-CIZZY9736-VIO, 04/18/2006

LEAD (s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Info)
COUNTERINTELLIGENCE

AT WASHINGTON, DC
(U) For information. NSL VIO-36734

Set Lead 3: (Action)

b2
b7E AT
(U) The CDC should continue to retain custody of the improperly
received information. This information should continue to remain
sealed and sequestered in the CDC's safe until further direction from
OGC.
cc: Ms. Thomas
bo
b7C
IOB Library
+*

séEqu\



May 2, 2006
BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17" Street, Northwest

Washington, D.C.

NSL VIO-36735
Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2006 |" (u)

" The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a

determination of whether any administrative action is warranted.
(0)

Enclosure

(D - 278-no-c1229736-v10 — (37T
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Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice

Room 5111 NSL VIO-36736

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review

U.S. Department of Justice
Room 6150

APPROVED; {2 m——tromtin___ risoy

’Labﬂ retory o o EEQ

1 Netionat See. MM$-

_ ; R__._______ M. of Public &
e PE3500RE} Cong. Alfs,
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Oepu:yDirecfor__.ln!o. Res,



lolRolRelEe)
S TN T, Y
e

e

oo
~d ks

o

=2

{1

;ECRET

7  INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
FIELD OFFICE
TOB MATTER 2006 Ju)
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(S l

| On February 2, 2006,

_

|]an FBI case agent

forwarded an email to an FBI investigative support specialist
(ISS) asking the ISS to create National Security Letters (NSL)
for two telephone numbers that were associated with the subject
of the investigation. On February 13, 2006, the ISS created NSLs
for the two telephone numbers. Due to an inadvertent error,
however, one of the telephone numbers was erroneously
transcribed. The NSL with the erroneous telephone number was
forwarded to

7
QQKi Due to the incorrect numLégcg g%%d in the NSL, the

FBI received telephone toll billing records pertaining to a
telephone number that was neither under investigation nor related
to an investigation. The error was discovered upon receipt of
the information, and the records were neither reviewed nor used
for any investigative purpose. Despite the inadvertent nature of
the mistake, the fact remains that information was improperly
collected on a telephone number unrelated to an investigation.
The overcollection was a violation of Section V.12. of The
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection.! Thus, the
matter is being reported to the IOB.

Ssify on: X=

SECRET-

L)E{: Section V.12. authorizes use of National Security
Letters in conformity with 18 U.S.C. § 2709 (relating to
subscriber information, toll billing records, and electronic
communication transactional records). The statute requires that
information sought is relevant to an authorized national security
investigatiocn.

e
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