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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 11/22/2005
9]
To: Counterterrorism Attn: ITOS II\GOU Efﬂ
iE
SSA | b6
General Counsel Attn: NSL b7C
AGC
— Attn: ssa

From: Inspection

Internal Investigations Sectiopn, IPU 11865
Contact: CRS] | xa
Approved By: pr

Drafted By:

N
Case ID #: “U) 263-HQ-0-U - 351 (Pending)
(U) 278-HO-C122973£_VUIn 100 (Pendlng)

> TA
(g o0 [
Title: (U) INTELLIGENCE T BOARD;
SSA 6
sa[ ] ot
[ [PTVISION -
b2
DTE
Synopsis: (U) Forwarding material to Counterterrorism Division
for appropriate handling.
iy *)2( Deriv T G-3
De 8ify On:
Reference: (U) 27B-HQ-C1229736.VIN caxia] 1044 ol
gy DT b2
Enclosure(s) !0 Is¢0 Enclosed for Counterterrorism Division (CTD) , Pi?
International Terrorism Operations Section (ITOS) II, Global DA

Operations Unit (GOU) is the following:

T >&] A copy of 278-HQ-C1229736-VI0, serial 1044
enclosing:

One envelope containing three CD-ROM's and

sk

NSL VIO-208



NSL VIO-209

Sear

To: Counterterrorism From:

Inspecticn bl_
Re: (U) 263-HQ-0-U, 11/22/2005 b7D
b4
b2
I:E:l S e e Lpaper..coplies of Q_/IE\:
containing unautnorIzZed material furnished by bi7A
|: S :I pursuant to a National Security Letter

TNo L] .

Details: (8) r

30 e

oo T oUUT
S

-]
o

{U) Accordingly, INSD, IIS is forwarding the enclosed
material to CTD\ITOS I\GOU for appropriate handling.

o™
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To: Counterterrorism From: Inspection
Re: (U) 263-HQ-0-U, 11/22/2005

WORKING COPY

(1) INSD

(o)
NG
>

*"

sECHET
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FD-962 (Rev. 05-02-2003)

o L 9
s@ér o

FEDERAL BUREAU OF INVESTIGATION o

05
Precedence: ROUTINE Date: 09/12/2005
To: General Counsel Attn: National Security Law Branch
Room 7975
Counterintelligence Attn: CD-2C Unit
SSA n2
From: b;h
Squad 4 bj
Contact: SA b7C

Approved By:

Drafted By:

Case ID #:ﬂﬁ)?Q 278-HQ-C1229736-VIO . -1
Title:‘“”@( INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

Synopsis (! J5Y possible IOB error for non-compliance with a
requirement of the Attorney General.

tUl"}E{i Deri¥ T G-3

Ssify On:
Pl
Details: bz
LTk
(8) 1. D
18
(s) 2. n7C
(sy 3. Possible IOB Error:
)85 The Attorney General's Guidelines Provision: Unauthorize
Invegtigation
(S) o
0.
i -0R) 4. Description of IOB Error (including any reporting delays) .

oo
-1
@]
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NSL VIO-212

SEQEET

To: General Counsel From: : b7E

Re: M&] 278-HQ-C1229736-VIO, 09/1272005

(uy

(SJ
{03/725/2005, Special Agent (SA)

[S
T ~ [ captioned case agent, drafted| lextension request
and rorwarded it to FBIHQ. The EC stated, "Electronic

Communication uploaded into ACS only. No hard copy to folle:f:::::]

Due to a pending TDY assignment to FBIHQ, on 05/18/2005, SA
requested captioned investigation be reassigned. On 05/26/2005,
captioned matter was reassigned to writer. In July 2005, writer
received results of a National Secuxi frey (NQTA NSL was
drafted 12/30/2004 -and -forwarded taol- id not
provide NSL results tc FBI until 05705/2005. The NSL results
contained no toll records, only billing information.|-

ES? .informed writer that c¢adptioned subject maintained a Basic service

(5]

plan and as such, carrier was not responsible for maintaining

toll records for telephone line, QOther an the receipt of the
billing information from took no other action in
this matter after the expiration o noted above. On
08/08/2005, while attempting to verity date for a
communication for the file, writer determined FBIHQ had never
responded tao tha Jead set by | in extension request
dated Writer contacted FBIHQ and was granted a

verbal~extension. On 08/31/2005, FBIHQ informed writer of
potential Intelligence Oversight Bocard (IOB) violation due to an
"investigation action conducted while the case was not open."

,~::>CQ: Whil is reporting this as a possible IOBJ__ Agj

e

questions whether the receipt of such records after the PI's
expiration, based on a lawful, authorized request, constitutes
investigation. Moreover again calls attention to its
earlier attempt to secur€ & more timely extension.

bl
b6
b7C
7D

oY}
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. SECRET .
j o
To: General Counsel From: DTE
Re- ) 278~-HQ-C1229736-VIO, 09/12/2005
wa)( 7127
LEAD(s) :

Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U} For action deemed appropriate.
Set Lead 2: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) For information only.

*



NSL VIO-214

(Rev. 01-31-2003)

//éb&g?T

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 11/09/2005
To: Attn: SA J
CcDC
Counterintelligence Attn: SSA CDh-2C
Inspection Attn: IIS
From: Office of the General Counsel z
NSLB/CILU/Room 7947 7E
Contact: A
’—/ Y
Approved By: Thomas Julie F | z'b
Drafted By: [ 1

o5

Case ID #: (U) 278-HQ~01229736-VIO"r(Pending)

Title:ﬂh@ﬁé INTELLIGENCE OVERSIGHT BOARD MATTER
2005

Synopsis:ml}§; It is the opinon of the Office of the General
Counsel (OGC) that this matter need not be reported to the
Intelligence Oversight Board (IOB). A copy of this opinion
should be retained in the control file for review by Counsel to

the IOB,
tUI}x{ Dé&ri From -+ G-3
De ify H

Reference: (U) 278-HQ-C1l229736-VIO Serial 973

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.

TS

Details:wh The referenced electronic communication (EC) from b7E
th Divisio dated 09/12/2005, requested

tha review the facts of the captioned matter and determine
whether it warrants reporting to the IOB. In our opinion, it 1
does not. Our analysis follows. M
pZ
sl b7E
o]

W ey
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b2
SEYRET ‘.
b7k
To: From: Office of the General Counsel
Re: (U) 278-HQ-C12295736-VIO, 11/09/2005

©)

(S)

bl
bo
1 1 e
United States person.' 0;L
Pursuant to Section II.C.4 of 0
the Attorney General's Guidelines for FBI National Security b7E

Investigations and Foreign Intelligence Collection (NSIG),

needed approval from FBI He arters (FBIHQ) to extend
R | On the case agent drafted an
EC requesting | extension. The EC explicitly stated

"Electronic communication uploaded into ACS only. No hard copy
to follow.!"

{(8) The EC was actunallsxr unlaadad into ACS on

(S)

| However, CD-2C, the

()

substantive unit at FBIHQ responsible for the case, did not
receive a hard copy of the request, and it, therefore, went
unaddressed. On 08/08/2005, the case agent assigned to the case bl

after extension was requested determined that FBIH d n2
failed to respond to the lead set b regarding N7
extension request. This case agent, eretfore, contacted FBIHO M
and was granted a verbal extension, fgllored by written
authorization, set to expir Anotherl lextencinn

..was granted on "

““““ >‘S< On 12/30/2004, months before| | expired D7D

I:S:I o sent an National Security .eEfi:“éiE"',jNSL.) ~tq e

S

requesting toll: records] - ﬁid not providj [wit b7
" the NSI, results until , approximately N after 4
| expired. The N results contained no toll records only ST
billing information, because of the target's specific service
plan. Because there was no reportable information, there was no
analysis and nothing further was done with the NSI, results. b1
j;§$::0th9r4than the receipt of the billing information ?iﬂ
fronf- took no other action on this case from the D2
time until the extension was granted b7E
from Headquarters b

! A "United States person" is defined in Section 101(i) of the

Foreign [ntelligence Surveillance Act (FISA), 50 U.3.C. § 1801, et seq., as "a
citizen of the United States (or] an alien lawiully admitted for permanent
residence (as defined in section 101{a) (20) of :he Immigratior and
Naturalization Act). . . ." See also Section I.C fe¢ the Attorney General's
Guidelines for FBI National Security Investigations and Foreian Intelliger e

Collection (NSIG) (2003).

sr?;@’r
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+ sEg¥Gr

To: From: Office of the General Counsel
Re: U) 278-HQ-C1229%736-VIO, 11/09/2005

]

~1 DD

b
(Bt}

o

(U) Section 2.4 of Executive Orxder (E.O.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, 0OGC,
respectively) report to the IOB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.” By
longstanding agreement between the FBI and the IOB (and its
predecessor, the PIOB), this language has been interpreted to
mandate the reporting of any violation of a provision of the
Attorney General Guidelines for National Security Investigations
and Foreign Intelligence Collection (NSIG) or other guidelines or
regulations approved by the Attorney General in accordance with
E.O. 12333, dated 12/04/1981, if such provision was designed in
full or in part to ensure the protection of the individual rights
of U.S5. persons. Violations of provisions that are essentially
administrative in nature need not be reported to the IOB. The
FBI is required, however, to maintain records of such
administrative viclations so that the Counsel to the IOB may
review them upon request.

::>T§;:In this instance, as a consequence of a delaved
response on the part of a communications carrier,
received the results of an NSL after: had eXpired.
However,:took no affirmative steps to analyze the
informatlon or use it to further the investigation in any way.
Therefore, no i igative activity took place subsequent to the
expiration Ag soon a realized that its
extension was not addressed by Headquarters,

request for
ﬁ___ltook all necessary steps to get the appropriate extension
efore conducting any investigative activity. Thus,

we perceive
no error reportable to the IOB.

-

bZ
pIE
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To: From: Office of the General Counsel b7E
Re: (U) 278-HQ-CLl229736-VIO, 11/09/2005
LEAD(s) :
Set Lead 1: (Info)
b2
AT b7E
(U) Read and clear.
Set Lead 2: (Info)
COUNTERINTELLIGENCE
AT WASHINGTON, DC
(U) Read and clear.
Set Lead 3: (Info)
INSPECTION
AT WASHINGTON, DC
(U) Read and clear.
cC: Ms. Thomag b6
p7C
IOB Library
*

sedieT
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(Rev. 01-31-2003) ’
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 12/15/2005
To: General Counsel Attn: NSLB
From: Inspection
Internal Investigations Secti IPU, Room 11102
Contact: CRS Ext

Approved By:

Drafted By: o7

b7C
Case ID #: (U) 278-HQ-C1229736-VIO (Pending) Y
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING# 1490
OGC/IOB# 20051

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch {(NSLB). .

Reference: (S) 278-HQ-C1229736-VI0O Serial 973
278-HQ-C1229736-VIO Serial 1045

Details: (U) The Internal Investigations Section (IIS) received
an EC from Division dated 9/12/2005, reporting a possible
IOB erxror. ased upon a review of the referenced EC, it is the o2z
IIS's opinion the incidents described therein are administrative fo i

in nature. Therefore, no internal investigation will be
conducted by the IIS and this matter is being relegated to the
NSLB for whatever action they deem appropriate.

*"

[
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 12/15/2005
To: Attn: SAC (Personal Attention)
From: Inspection bz
Internal Investigations Section, IPU, Room 11102 h7E
Contact: CRS[ lExt b6

Approved By: | I b7C

Drafted By: [ |

Case ID #: (U) 263-HQ-0-U (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BCARD MATTER
INSD/IIS TRACKING# 1490
OGC/IOB#H# 2005

Synopsis: (U) To advise the captioned reporting of potential
Intelligence Oversight Board (IOB) viclation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This incident is remanded back to the field
for whatever action deemed necessary and appropriate. Case
closed at IIS.

Enclosure(s): (U) EC from dated 09/12/2005
Reference: (U) 278-HQ-C1229736-VIO Serial 973 b2
278-HQ-C1229736-VIO Serial 1045 bR

Details: (U) Upon review ofl Division's captioned report
of a potential IOB violation; 1t is 1IS's opinion the incident is

not indicative of willful misconduct. IIS only actively pursues
investigations where deliberate and/or aggravated misconduct is
evident, and accordingly, this case is closed at IIS.

(U) 1IIS recognizes and appreciates that this matter
was brought to our attention as required by the revisions
mandated by National Security Law Branch/0OGC EC, dated 03/18/2005
(319X-HQ-A1487720 serial 6).

*
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U.S. Departmer  f Justice

Office of the Inspector General

DATE: September 22, 2006

TO:

FROM:  Glenn G. Powell ~ "

]

]

Charlene B. Thornton
Assistant Director

Inspection Division

Federal Bureau of Investigation

£

P

Special Agent in Charge
Investigations Division

bz
SUBJECT: OIG Complaint No. 2006007975 v7E

Subject: Unidentified
ivision
No. 263-0-U-356

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.,

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
1G Act or hecause an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available ta your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have aceess to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector Generat Act
and the Whistieblower Protection Act.

Attachment
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OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. |68942006—007975—M
D e —————————————————

Received By: Date Received: 12/15/2005 How Received: A
SUBJECT: Unidentified, FBI SSNO:

Title: UNID Pay Plan: D.0.B.: o
Component: FBI EQCD Date: Alien Nc.: nlC
Misc: F.B.I.No.: N
Home - B.O0.P.No.: e
Phone : ZIP: D/L No.:

Work: Charges: 689

Phone: ZIP:

COMPLAINANT SSNO:

Title: ATTY Pay Plan: D.0.B.:

Compenent : FBI EOD Date: Alienr No.:

Misc: F.B.I.No.:

Home : B.O.P.No.:

Phone: ZIP: D/L No.:

Work: Office of the General Counsel
National Security Law Branch/CILU, Washington, DC

Phone: z1p: )

Confidential: Revealed: Authority: none
Details: '
The F3I provided information reporting a possible IOB matter, BAs & conseguence of a delayed
response on the part of a communications carrier, the FRI] in;w{e4mn x ived the

results of an National Securjity Letter after expired.
Subsequently, the FBI Division receleeeor—=pprovaT—TTOM FEI/AQY to extend the PI.

b2
WTE
== R bt T
ALLEGATIONS: 68% I0OB Viglation
Occurrence Date TIME
CITY | State Zip:
) J
DISPOSITION DATA: Disposition: M Date: 12/12/2005 Approval: POWELL, GLENN &
:M.
Referred to Rgency: FBI Date Sent: 08/12/2006  Component: FBI
Patrict Act: N Civil Rights: N Component Number: 263-0-U-356
Sensitive: N Whistleblower: y Consolidated Case Number:
Remarks:

09/12/06- Sent to AD Thornton/FBI/TINSD. Predicating material will be maintained within
OIG/INV in a secure container.

Dama 1 ~f 1
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{Rev. 01-31-2003)
SECRWON/NOFORN
FEDERAL BUREAU OF INVESTIGATION ﬂ' \’Z_Q'L
Precedence: ROUTINE Date: 09/18/2005
To: INSD Attn: TIS
General Counsel Attn:

NSLB

From:

squad 179 |

Contact: Sq

Approved By: o
1 b7E
: Lo
— bl p7C
Drafted Rv: v D2
(. Aoy bE
Case ID ' ') 278-HQ-C1229736-VIO (Pending) oL
(S 033
b7C
Title: (8) n7A
O e
Synopsiﬁ?“:2§§:To advise FBIHQ o ts that could conceivably be
reportable to the IOB. The Division sent a NSL
requesting telephone toll cords Ior two telephone numbers that B2
had an association with the subiectl | specifically, that K7E
one number was obtained.from.al- Hatabase search of e
E53 subject and that the other nu T was listed as the subject’s b%»
residence in a criminal history of the subject. Because the case b7D
agent only wanted to request subscriber information for the two b

numbers, but the person actually preparing the NSL drafted it to

request both subscriber informati toll records for the two
numbers, FBIHQ has requested to provide the facts

surrounding this incident to FBIHQ to determine whether there is
a reportable IOB viclation.

sify On:
SEC%N/NOFORN
I
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SECRE¥7§KG;N/N0FORN bl

J bz
Re'"' TBL 278-HQ-C1229736-VIO (Pending) (S) b7A
08/18/2005 ‘

18 g -

b7A

__Administrative: (Q/NE/OC) |

bl
b2
b7A

(S/NF/oc)

~1 DO B

|

[}

Enclosure(s): (S)

CU T UTC U
~3 B T ] Y -] DD R
(Wi =3

b
b

I

o}

tail (o ng roc bl
. . b6

b7C
b7D

L7A
SECRET N/NOFORN ’

2




H)

(-
To:

From:

Re: " P&) 278-HQ-C1229736-VIO (Pending) (8)

08/18/2005

NSL VIO-224

SECRETM/NOFORN

]

)

O oo
]~ B

.
¥

10

.

(-

e Da cks on 05/24/2004, by the|
Division &t Resident Agencyv (BAY  foovnd rwoe

bl
o]§)
b7C
b7D
b4
b2
b7E
b7h

bl
b2
b7E
be
b7C
b7D
bl

éiven the” optio

investigation be drafted by al

employee who ha

National Security Letter (NSL) request to
City (HQ), which included the following:

In the Division, Special Agents are
n to regues 3T _an NSL needed for their

|Headquarters City

s a high degree of expertise in drafting them. On
07/20/2004, a Special Agent in the] IRA, sybmitted a

Headquarters

SECRE%GQN/NOFORN

3
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NSL VIO-225

(5]

(31

: bl
SECRET/ORCO FORN B2
To: I From: b?E
Re iU} 278-HQ-C1229736-VIO (Pending) (S) LA
08/18/2005
[ ]
3] bl
o1
o B7C
bH7D
(3] od
nZ
b7E
b7A
[ ]
(&)
(-
= The NSL was drafted by the emplnuee_afl |
~-Headquartérs. T L - On-11/05/2004, the NSL-td as issued
out o HQ w1th the following verbiager "provide to the
Federal Bureau of Investigation the names, addresses, lengths of bl
..service, and local and long dig . b2
telephone riumbers -listed{ nWIE
be
7C
(S) The NSL was presented to Yl on b7D
01/18/2005, and results were obtained of 02/2372005. Due to the 4
verbiage of the NSL as it was drafted b Headquarters ST
City, subscriber-and +all wracords for the telephone -numbers B
- ere returned to the FBI, even oug
iSj — these records were not specifically requested by the cage agent.
The subscrlber to these records was_ nof bl
(S) The original records received from were bfﬁ
originally placed into the case file = and-one copy was F o
made of the records and sent to thd |F1eld Intelligence joAD
Group. These originals and copies are now enclosed with this b4
communication. T
b7A
()
bl
0o
k7C
£ PR
SECRET/BRCON/NOFORN

4



igj -

NSL VIO-226

SECRET8ECON/NOFORN
To %:l From: [ |
re 'l 278 -HQ-C1229736-VIO (Pending) (S)
08/18/2005

ﬁ}é{i Attached and made a part hereto are copies of the
original NSL request, the NSIL._and the EC documenting the

..gollection of.records. from|- In aﬁdataan——bae original

and all copies of toll recoYas Bvouid by for telephone
numbers| .. ave beell segregated from

- the “filéand torwarded to FBIHQ as an enclosure to this
‘communication.

CDC is of the opinion that there was no
conduct that was unlTawful or contrary to Departmental guidelines

'in this matter. Pursuant to 18 USC 2709, toll record information

can be requested in an NSL if it is relevant to an authorized

international terrorism investigation T s an authorized

,,,,,,,,,,,, |at the time of the
Ty tnrougn The tlme of the division’s
receipt of the toll record information.

------ T The relevance standard is very low and has been

‘artlculated as loglcally connected to and tending to prove or

disprove a matter at issue. The requested information, toll
records for a phone number listed as the subject’s residence

phone number in his criminal history, and number
~listed as the subject’s phone number in al data base

search, are clearly loglcally connected t whether
the subject is communicating with other numbers associated with
terrorists or terrorist organizations. While the case agent may
have been prudent in only requesting subscriber information for
the listed numbers, and the subscriber to the numbers in question
was not actually the subject, that does not change the fact that

- based on the facts known to the Division at the time of the

request, -the toll records for those numbers were relevant to the
PI. Therefore it-was not unlawful for the division to cand an NSL
requesting toll records’ foq, and

t

this matter is not one tha reguired to be referred to the
IOB.

Additionally, there could be a negatlve practical
effect if NSL requests such as those made in this case were
generally prohlblted Often it takes months to obtain records
from a service provider pursuant to a NSL request. In this mater

SECRET /NOFORN

b6

biD

b4
TA

bz
b7E
bl

p7C
BTA

bl
b7D
914
b7
oY}
b7A
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1
4

SEEEET;QRCON/NOFORN b2

h7E

To i From: A
Re ! L;%%; 278-HQ-C1229736-ViI0O (Pending) (S)

08/18/2005

the case agent made a decision to verify the subscriber
information before requesting toll records, however, in any given
situation in a terrorism investigation there could be a need for
immediate action. The field office should have the discretion to
request toll records as well as subscriber information under
circumstances such as this, where the listed in a

isy — .criminal history of the gsubject and a hatabase search
of the subject, to avoid an extra delay of as much as six months
or more to await the results of a second NSL request.

Do)
s 0
i}

Finally, in this matter the field office toock a prudent
approach in that as soon as it appeared the subscriber to the
numbers at issue was not the subject the records were
segregated and not reviewed any further. It is possible that

re could be information in the toll records that relate to the
they were closely examined. It is not inconceivable that
() may have somehow listed the numbers at issue as contact
€rs even though he did not subscribe to them.

Tm

ooT O
G e B oV

Q]

LEAD(s) :
Set Lead 1: (Info)
INSD
IT

(U} Read and clear.

SECRET /NOFORN
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i bl
SECRET/ORCENAXOFORN b2
r PTE
To | From: b7A
Re!U BT 278-H0-C1229738-VIO (Pending) (S)
08/18/2005

Set Lead 2: (Info)
GENERAL COUNSEL
AT NSLB

{U) Read and clear.

*"
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(Rev. 01-31-2003)

SEC%OFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 11/25/2005
To: Attn: SAC
cDC .
D
Counterterrorism Attn: ITOS1/CONUS1/Team 3 D7E
ke
b7C
From: Office of General Counsel

National Security Law Branch/LX-1. 58200
Contact: |

Approved By: Thomas Inlie @

Drafted By: | |

. SN :

Case ID #: FS) 278-HQ-C1229735 VIO ° (pending) 2
(8) PTE
Title: () ])&]  REPORT OF POTENTIAL INTELLIGENCE bTA

OVERSIGHT BOARD (IOB) MATTER (IOB 2006

Synopeis: (U)It is the opinion of the Office of General Counsel
(OGC) that the above referenced matter is not a violation and

need not be reported to either the Intelligence Oversight Board
(IOB) or the FBI's Inspection Division.

if w Deri

Declagsi 030

é){f

bl
(. R
Reference: £ 278-HQ-C1229735-VIQ Serial 1014 bﬁ
(s) T b7E
BTA
Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the
document in WordPerfect.
pZ
Details: (s b7k
a United States b6
2y
[
SECREJ(NOFORN . BTh

oo
NG
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NSL VIO-230

sﬁémopom b2

B7E

To: From: OQffice of General Counsel
Re: ')ﬁi 278-HQ-C1229735-VI0O, 11/25/2005
i

Person, as that term is used in the Attorney General's Guidelines

for FBI National Security Investigations and Forelgn Intelllgence
Collection (NSIG or “the. Guldellnes”)l

(31
151

isj s

{&)

.belong tg

. On 7/20/2004 the case agent requested an employee
at HQ, who apparently has a particular ertise, to
_draft a National Security. . Letter,{NELkntol iThe agent
requested only subscriber infarmation far FTHe Two numbers, and,
only if the subscrlber wa toll records for the

requested ti However, the actual NSL drafted and
"presented t n 11/05/2004 requested both subscriber and

toll records for the above-mentioned telephone numbers. On
.02/23/2005 rovided the FBI subscriber and toll records

for the two Telephone nuymbers. The telephone numbers did not

! A “United States person” is defined in section II.W of

the Guidelines as “an individual who is [a] United States citizen

or . . . a permanent resident alien . . . .” This requlatory definition is
based on the definition of a “United States person” as Chat term is used
section 101(i) of the Foreign Intelligence Surveillance Act (FISA}, 50 U.S.C
§ 1801 gt seg. The latter states, in pertinent part, that a “‘United States
person’ means a citizen of the United States [or] an alien lawfully admitted
for permanent residence (as defined in section 101{a) (2C) ¢of the Irqigratior

and Naturalization Act) dl
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Dz
To From: Office of General Counsel 7T
54 278~HQ-C1229735-VIO, 11/25/2005 =
tU?
() |
)B( FBI HQ requested that] ]prov1de the facts

gsurrounding this incident to determine whether there is a
reportable IOB violation.| forwarded all original and
copies of the toll records 1n question to OGC. Those records
will be delivered to ITOS1/CONUS1/TEAM 3 for proper disposal.

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, Inspection Division, and the General
Counsel, OGC, respectively) report to the IOB “concerning
intelligence activities that they have reason to believe may be
unlawful or contrary fo Executive order or Presidential
directive.” This language was adopted verbatim from E.O. 12334,
dated 12/04/1981, when the IOB was known as the President's
Intelligence Oversight Board (PIOB). By longstanding agreement
between the FBI and the IOB (and its predecessor, the PIOB), this
language has been interpreted to mandate the reporting of any
violation of a provision of the FCIG, or other guidelines or
regulations approved by the Attorney General, in accordance with
E.O0. 12333, dated 12/04/1981, if such provision was designed in
full or in part to ensure the protection of the individual rights
of a U.S. person. Violations of provisions that are essentially
administrative in nature need not be reported to the IOB. The
FBI is required, however, to maintain records of such
administrative violations so that the Counsel to the IOB may
review them upon request.

\j2§{f/1n the present case, there is no violation. A

valid | |investigation was authorized and extended
pursuant to NSIG Part II.C. The initial database checks on the bl
subject's telephone number rev possible additional hé
.telephone numbers subscribed tq- |The NSL is an authorized 570
technigue [~ | see NsSIG g
Part II.C.3. The legal standard in issuing a NSL is that the b/D
information sought need only be "relevant to an authorized b2
investigation to protect against international terrorism. . ." H7E
T18.U.8.C. ;fffiff;;fjo9(b)(l). The NSL in this case was properly b4
issued’ té~ That the received toll records revealed that ~
the telephdne numbers did not belong to the subject does not make oA

the request a viclation, but rather an elimination of an
investigatory lead. Likewise, it is of little or no conseguence
that the case agent only requested subscriber information instead
of the toll records which were eventually received. Pursuant to
the statute the FBI is entitled to both types of information. As
such, it is our opinion that this matter need not be reported to

SEC ORN
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To:l J From: Office of General Counsel 75
Re: — Z78-HQ-C1229735-VIO, 11/25/2005
o

the IOB. Consistent with our prior opinions, a record of this
decision should be maintained in the control file for future
review by Counsel to the IOB.

SEcWéFoRN
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To: From: Office of General Counsel
Re: 278-HQ-C1229735-VIO, 11/25/2005 R
“J, a jo)s
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LEAD(s) :

Set Lead 1: (Action)

ar |

Set Lead 2: (Action)

COUNTERTERRORISM

AT WASHINGTQON, DC

(U) Ensure all toll records, original and copies, are
properly disposed.

1 - Ms. Thomas

1 4 L

1 - b6

1 -"I0OB File h7C
SEQBEIYNOFORN
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(Rev. 01-31-2003)
SEXRET
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 12/23/2005
To: General Counsel Attn: NSLB

From: Inspection
Internal Investigations Section, IPU, Room 11102
Contact: CRSl Ext

Approved By:

Drafted By: | ! be
jolX®:
Case ID #: (U) 278-HQ-C1229736-VIO  (Pending) o

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 1292
OGC/IOB# 2006

Synopsis: (U) To report a potential Intelligence Oversight Board

(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB). ;

LB W ; : ol
D 8ify On: " b2

T

Reference: (U) 278-HQ-C1229736-VIO Serial 1014 ?LE
(S) D74

Details: (U) The Internal Investigations Section (IIS) received

an EC from ivision dated 9/18/2005, reporting a

possible IOB error. Based upon a review of the referenced EC, it .

is the IIS's opinion the incident described therein is indicative D

of a performance issue. Therefore, no internal investigation biE

will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*"
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(Rev. 01-31-2003)
SéqéET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/23/2005
"o
To: Attn: SAC (Personal Attention)  ©°%
joy A
From: Inspection b6
Internal Investigations Section  IPU, Room 11865 o7C
Contact: CRS[ Ext.

Approved By:r_

Drafted By:

Case ID #: (U) 263-HQ-0-U (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 1292

OGC/I0B# 2006 |

Synopsis: (U) To advise that the captioned reporting of
potential Intelligence Oversight Board (IOB) violation has been
reviewed by the Internal Investigations Section (IIS), and is not
considered willful misconduct. This incident is remanded back to
the field for whatever action deemed necessary and appropriate.
Case closed at IIS.

..... D v G-3
W e e

b2
Enclosure(s): (I} RC from to Inspection, General TR
Counsel and| dated 05/18/2005. oy
D1
Reference: (U) 278-HQ-C1229736-VIO Serial 1014 02
(S) bThE
b7A

Details: (U) Upon review of E:l Division's captioned
report of a potential IOB violation, it is IIS's opinion that the
incident is not indicative of willful misconduct. IIS only
actively pursues investigations where deliberate and/or

aggravated misconduct is evident, and accordingly, this case is b2
closed at TIIS.

A h7E
(U) IIS does, however, suggest this incident be

potentially considered a possible performance related issue with

respect to the employee and respective supervisor, and relegates

any_future ion relative to this incident to the discretion of

the iDivision. ITS recognizes and appreciates that this

matter was brought to our attention as required by the revisicns

SW
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To: From: Inspection
Re: 263-0-U - 359, 12/23/2005

L]

oo
<3 D

mandated by National Security Law Branch/OGC EC, dated 03/18/2005
(319X-~-HQ-A1487720 serxrial 6).

*
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U.S. Departme. f Justice

Office of the Inspector General

Washington, D.C. 20530

DATE.: September 12, 2006

TO:

FROM: Glenn G. Powell

Charlene B. Thornton
Assistant Director

Inspection Division

Federal Bureau of Investigation

o (/ e p
NI A, g U :

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2006007962 S

[]

L]

Subiject: Unidentified
| Division
FBI No. 263-0-U-359

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If yon
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have 2
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursnant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment
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INVESTIGATIONS DIVISION - Complaint Form 689-2006-007962-M

Received By: Date Received: 12/23/2005 How Received: A
SUBJECT: Unidentified, FBI SSNO:

Title: UNID Pay Plan: D.C.B.:

Component : FBI EOD Date: Alien No.:

Misc: F.B.I.No.:

Home : B.O.P.No.:

Phone: Z1P: D/L No.: b6
Work: Charges: 689 o
Phone : ZIP: b7C

COMPLAINANT :[ |

SSNO:
Title: UNID Pay Plan: D.C.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home : B.O.P.No.:
Phone: ZIP: D/L No.:
Work: General Counsel

National Securitv Law Branch/LX Crossing, Tysons Corner, VA
Phone : I ZIP:
Confidentiarl: Revealed: Authority: none
Details:

The FBI provided information reporting a possible IOB matter. Subsegquent to the initiation
Ofg'ix_‘)__:‘ investigationrij and database checks, subscriber information for two
te one numbers, possibly registered to the target of an FBI investigation, were requested
by the FBI. However, the National Security Letter (NSL) presented to the communications

examination of the subscriber and toll records revealed that naither telephone number
belonged to the target. The FBI/OGC advised that because was authorized, the NSL was
properly issued and the received toll records makes this an elimination of an investigatory
lead. Additionally, the FBI/OGC advised that it is of little or no consequence that both
the subscriber and toll information were received as the FBI is entitled to both types of
information.

ALLEGATIONS: 689 IOB Violation

b
carrier requested both subscriber and toll records for the two telephone numbers. An b

N2 —_—

~.1
et

N
Occurrence Date i TIME: _DL
CITY: State: Zip: bTE
DISPOSITION DATA: Disposition: M Date: 12/21/2005 Approval: POWELL, GLENN G

N
Referred to Agency: FBI Date Sent: 09/12/2006 Component: FBI
Patriot Act: N Civil Rights: N Component Number: 263-0-U-359
Sensitive: N Whistleblower: y Consolidated Case Number:
Remarks:

09/12/06~ Sent to AD Thornton/FBI/INSD.

Predicating material will be maintained within
OIG/INV in a secure container.

Pace 1 nf 1
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# 1073946

U.S. Department of Justice Classified Document Receipt

When filling out this form, please press firmly

with ballpoint pen.
e ——————————— ]

ACCOUNTABILITY
FROM: (Name _ {Organization and Address) L Q)/ Cilly //‘/ & / (N
TO: (Name) Cll)/ﬂ/ﬁne B 77)6 (1 ’/0/1 bk (Organization and Addvess) Fg/[/ Né_)
SIGNATURE: (of Recipient) & DATE: B7C
If sent outside DOJ, Return this copy to:
DOCUMENT IDENTITY

SUBJECT & DESCRIPTION: /(5 Comple it Al 200DO 7976, 200600 7987, 2006007 92¢,
200600745, 2 OOLLCTTY 2 COOO 77V 2 00e 0O 7%/24201,6:00/%4
20%007697((/11.“(@007{/52, ’

Date of Document: /12 /QL No. of pages: 23

Copy of Copies.
Classification of Document (Check Appropriate Box(es) Below): v

[]Ts \ys [JCONF []sCl [JQ []OTHER

r

INTERNAL DOJ ROUTING

NAME.QOF RECIPIENT {Brine ATIIRE ..
1. rsm J ORGAN}ZA’I“I DATE REC }3 % ‘
2.
3. bé
4. nhiC
5.

INSTRUCTIONS ON BACK OF LAST PAGE FORM DOJ-34

JUN. 81
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(itev. 01-31-2003)
SEC /NO FORN
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/11/2005
To: Inspection Attn: IIS

General Counsel Attn: NSLB

I |

From: | e

=R

Squad 14
Contact: SA

Approved By:

P—

Drafted By:

. 37 bl
”—T% + //0 i
Case ID #! 278-HO-C1229736-VIO (Pending) 0
(S) o7hE
Titl (S) b6
itle:
b7C
UO: BA b7A
s IR : . . : .
ynopsis! ' IS Information received via National Security
Letter not related to this matter.
. {1 }ﬁq: Deri rom -3
Dec ity T
bl
DTA

Administrativeﬁm"kéy/NF) This report contains information
that is Foreign Intelligence Surveillance Act (FISA) derived.
Per 50 U.S5.C. section 1806(B) of the Foreign Intelligence
Surveillance Act, recipients are reminded that this
information, or any information derived from it, may only be
used in a criminal proceeding with the advance authorization
of the Attorney General. This information may not be

disseminated to a foreign government without the authorization
of the Attorney General.
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To: Inspection From:l |
Re: }sf 278-HQ-C1229736-VIO, 10/11/2005

NSL VIO-241

EDGT

o
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ils

: S//NF

(Q]’

(S)[

bl
p7Dh

b7E

b4

b7A

bl
b2
b7E
b6
b7C
b7A

bl
bo
b7C
b7A

bl
b6
b7C
b7A
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N s/ b2
SECRET b7E

To: Inspection From:

Re: 278-HO-C1229736-VIO, 10/11/2005
oy
(S)

bl
bo
p7C
b2

_iiﬂ LTE
b7A

b6
b7C
b7D
b2
b7E
b7A

bl

(s

be
b7C

L7A

bl
b2
b7E

b6

(S) b7C
b7A

bl

bo

b7C
SERRET .



To: Inspection From:

Re: 278-HQ-C12297

sp.;é'r

NSL VIO-243

6-VIO, 10/11

2005

(-

investigation.

The above information is being provided tc
FBIHQ, NSLB and IIS, in order to document toll records that
were requested and received that are not pertinent to an

b7C
bZ

b7E
b7A

(3)

sz&ﬁr
4

bl
b6
b7C
b7D
b2
b7E
bd
b7A
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SECRET o2

b7E
To: nspection From:
Re: . 278-HQ-C1229736-V10, 10/11/2005
I

e

LEAD (s):
Set Lead 1: (Info)
INSPECTION

AT WASHINGTON, DC

(U) IIS read and clear.

Set Lead 2: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

{(U) NSLB read and clear.

*
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{Rev. 01-31-2003)

SECRET FORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 11/14/2005
To: Inspection Attn: Internal Inspection Service
Counterterrorism Attn: TITO
SSA
IA |
Attn: CDC
ssa -
sa| |
biE
From: General Coungel b6

National Security Law Branch/CT -~ . ‘“%C
Contact: S8 o

Approved By: _Thomas Julis F

Drafted By:

Case ID #jjzgi 278-HQ-C1229736-VIO ~ (Pending) b2
(S) b7E
. i b7A
Title: Eﬁ( INTELLIGENCE QVERSIGHT BOARD MATTER b2
IOB 2006

Synopsis: (U) It is the opinion of the Office of General
Counsel (OGC) that the above referenced matter is not a
violation and need not be reported to the Intelligence Oversight

o > g

' D sify On: ¢ T, b2

[ b7E
Reference:(s‘r;s() 278-HQ-C1229736-VIQ Serial 1037 R

Details: (5/NF)

bl
b2
joF

SECREFNOFORN
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SEC§24:NOFORN

“subscribed- to .byv. thdl

bl
To: Inspection From: General Counsel hé
Re: :)az? 278-HQ-C1229736-VIO, 11/14/2005 h7 e
(I 7R
bl
(8) During the course of its investigation o b2
rﬁ issued National Security Letters (NSL) for torll HIE
Tecords on two telephone numbers relevant to the instant _matter bE
These two telephone numbers were originally provided to béC
and based on telephonic analysis conducted by FBIHQ. _Qpce the I
NSL results were received from the service provider] | ©in

determined that the two telephone pnumbers were na loncer

[TorrseguElitly, scgregaced che toll records

Trom Chese two numbers.

(U) Section 2.4 of Executive Order (E.Q.) 12863,
dated 09/13/1893, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, Inspection Division, and the General
Counsel, OGC, respectively) report to the IOB “concerning
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive order or Presidential
directive.” By longstanding agreement between the FBI and the
I0B, this language has been interpreted to mandate the reporting
of ‘any violation of a provision of the FCIG, or other guidelines
or regulations approved by the Attorney General, in accordance
with E.O0. 12333, dated 12/04/1981, if such provision was designed
in full or in part to ensure the protection of the individual
rights of a U.S. person. Violations of provisions that are
essentially administrative in nature need not be reported to the
IOB. The FBI is required, however, to maintain records of such
administrative violations so that the Counsel to the IOB may
review them upon request.

-;EBfi:IH the present case, there is no violation. A
valid prelimindry investigation was authorized pursuant to n?

Attorney General's Guidelines. See NSIG Part I1.C. Telephonic b7E
analysis conducted by FBIHQ revealed two telephone numhers a
associated with the target. Based on this informationiﬁg
issued two NSLs for toll records. The NSL is apn authorized
technique { I1d. at Part
IT.C.3. TmeTegal standard 1in 1ssuling an NSL is that the
information sought need only be "relevant to an authorized
investigation to protect against international terrorism. . .

18 U.5.C. § 2709(b) (1). The NSLs in this case were properly
issued. Simply because the toll record results revealed that the
telephone numbers did not belong to the target does mnot make the

SECREZANOFORN
2
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SECRE OFORN

To: Inspection From: General Counsel
Re: Eﬁ(f 278-HQ-C1229736-VIQ, 11/14/2005

Uy

request a violation. Rather, it marks the elimination of an
investigatory lead. It 1s our opinicn that this matter need not
be reported to the IOB. Consistent with our priocr opinions, a
record of this decision should be maintained in the control file
for future review by Counsel to the IOB.

SEC}%NOFORN

3
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SECREfzxgﬁonN

To: Inspection From: General Counsel
Re- T8¢ 278-HQ-C1229736-VIO, 11/14/2005
(-
LEAD(s) :
Set Lead 1: (Discretionary)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

COUNTERTERRORISM

AT ITOS1/CONUS1/TEAM 3

EUE, Ensure all toll records, originals and copies, are
properly disposed.

Set Lead 3: (Info)

-1 DN

]

oo

A

(U) Read and clear.

*"

SECRé}*&OFORN
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(Rev. 01-31-2003)
sg}i%T
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 12/23/2005
To: General Counsel Attn: NSLB

From: Inspection
Internal Investigationsg Section, IPU, Room 11102
Contact: CRS| | Ext.

Approved By: )

Drafted By:

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) H

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER -
INSD/IIS TRACKINGH# 1413
OGC/IOB# 2006

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

s
8sify On: .

Reference: (U)__ 278-HQ-C1229736-VIO Seri 1037 L2
(S) | L7E
(U) ZT8-HU-CILZZ9736-VI0 Serial 1060 bh7A

Details: (U) The Internal Investigations Section (IIS) received

an EC from ivision dated 10/11/2005, reporting a

possible IOB error. Based upon a review of the referenced EC it 2

is the IIS's opinion the incident described therein is an »TE

administrative issue. Therefore, no internal investigation will Mo

be conducted by the IIS and this matter is being relegated to the
NSILB for whatever action they deem appropriate.

e

sﬁygET
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{Rev. 01-31-2003)
SE@ér

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/23/2005

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section, IPU, Room 11102

Contact: CRS| | Ext.
Approved By:| » J
Drafted By: | | : :
Case ID #: (U) 263-HQ-0-U - 363 (Pending) b2
Title: (U)  INTELLIGENCE OVERSIGHT BOARD MATTER b7E
INSD/I1S TRACKING# 1413 Do

OGC/IOB4 2006 | b7C

Synopsis: (U) To advise that the captioned reporting of
potential Intelligence Oversight Board (IOB) violation has been
reviewed by the Internal Investigations Section (IIS), and is not
considered willful misconduct. This incident is remanded back to
the field for whatever action deemed necessary and appropriate.
Case closed at IIS.

(I . -

u o
Enclosure(s): (U} EC from[::::;::;:]to Inspection, General h7E
Counsel and | dated 10/11/2005. -

Reference: (U)l 278-HO-C1229734_VIQ CGori 1037 ol
(s) L2
(U) —2Z7B-HQ-CI2295736-VIO Serial 1060 b7E
A . Ipivision . b7A
Detaila: (U) Upon review ofri Division's captioned

report of a potential IOB vioclation, it is IIS's opinion that the
incident is not indicative of willful misconduct. IIS only b
actively pursues investigations where deliberate and/or BT
aggravated misconduct is evident, and accordingly, this case is '
closed at IIS.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 03/18/2005

(319X-HQ-A1487720 serial 6).
spelr

*
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U.S. Departme  of Justice

Office of the Inspector General

Washington, D.C. 20530

DATE: September 12, 2006

TO: Charlene B. Thornton
Assistant Director
Inspection Division
Federal Bureau of Investigation

N oN
O A w
FROM: Glenn G. Powell
Special Agent in Charge

Investigations Division

SUBJECT: OIG Complaint No. 2006007944 b2
Subject; Unidentified o7E
ivision

FBI No. 263-0-U-363

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

L]

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

[]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached O1G Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspecter General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the ideatities of complainants or witnesses, and that, in_all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment
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i

OIG - INVESTIGATIONS DIVISION - Complaint Form 0IG NO. 689-2006-007944-M
R
Received ByJ | Date Received: 12/23/2005 How Received: A
SUBJECT: Unidentified, FBI 85NO :
Title: UNID Pay Plan: D.O.B.: -
Component : FBI EOD Date: Alien No.: ;DS
Misc: F.B.I.No.: b7C
Home : B.0.P.No.: b7
Phone: Z1Pp: D/L No.:
Work: Charges: 689
Phone: ZIP:
COMPLAINANT: SSNO -
Title: SSA Pay Plan: D.O.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home : B.O.P.No.:
Phone: ZIP: D/L No.:
Work: General Counsel
National Security Law Branch/CTLU1/1LX-1, Tysons Corner, VA
Phone : ZIP:
Confidential: Revealed: Authority: none
L _ o
Details:

The I'BI prcvided information reporting a

potential IOB matter.

Supseguent to the initiation

investigation and the issuance of National Security Letters,
Division determined that the telephone numbers were no longer subscribed to by the

targets of the investigation or associated with their residential address.

the FBI

ALLEGATIONS: 689 IOB Violation bZ
Occurrence Date: TIME: B7E
CITY J State: Zip:
DISPOSITION DATA: Disposition: M Date: 12/21/2005 Approval: POWELL, GLENN G

(3‘-\/
Referred to Agency: FBI Date Sent: 09/12/2006 Component: FBI

Patriot Act: N Civil Rights: N

Serisitive: N Whistleblower: N

Component Number:

Consolidated Case Number:

263-0-U-363

Remarks:

09/12/06- Sent to AD Thornton/FBI/INSD.
OIG/INV in a secure container.

Predicating material will

be maintained within

Dama 1 ~F

Thaat e a A
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(Rev. 01-31-2003)
séﬁém
Precedence: ROUTINE Date: 10/06/2005
To: Vinspection Attn: TIIS )
Office of General Counsel  Attn: NSLB j&:\fszzfg
From: I Ct

153””"

|Resident Agency

V.4

Approved By:

I

case 1D #."'Dx{ 278-HQ-C1229736-VIO (Pending) —\D\\D

Title: " )8{  CASE AGENT - sa| |
SUPERVISOR - SSRA
INTELLIGENCE OVERSIGHT BOARD MATTER

Drafted By:

(u

Synopsis. 3131: To report inadvertent acquisition and receipt of
telephone toll billing records through NSL.

B periTE e e e
De ¥ On: 10

Reference: (S)

No further investigation will be conducted until HQ

autrniorizes further investigation.

Details: (U) Pursuant to guidelines set forth in FBIHQ
Electronic Communication (EC) dated 02/10/2005 entitled "REVISED
PROCEDURES FOR THE SUBMISSION OF REPORTS OF POTENTIAL
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTERS", the
Division makes the following report:

(S)

K
s

yﬂgﬂvuxdj/éﬂibwlgf

ﬁ"l ISR E ‘f(ﬁb

~
<

‘t&i‘ z :/:
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b7E
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sié'r b?_;
b7E

To: Inspection From: |

Re- B8 278-HQ-C1229736-VI0O, 10/06/2005 B
L jo19)
b7C
(5] b2
b7E
(S) ‘ bl
(8) bl
2
b7E
b6
L7C
7D
b4
(s ,
|: s :l e — 1 eoritained - II_‘L imcorrect -area- COde,Citlng ...... thd. - area h1l
.~ code, 1instead of the area code, both of which are 1EIIUJin ne
isy.' the state of , toll records were H7C
inadvertently obtained{ or an individual other than b
the captioned subject. The error was discovered upon receipt by Jfﬂ
(8] .- the case agent and the records were set aside temporarily. The b7k
toll records were not reviewed, nor used for any investigative
purpose.
{0 Due to other investigati responsibilities and Ko
preparaticn of reports related to the Division's scheduled -
November, 2005 Inspectionqt::]Case Agent did not revisit the b7E

error until the week of October 3, 2005 whereupon he notified
captioned SSRA and appropriate notifications were immediately
made tq Management .

(s have bl

(g - been forwarded} [tc ITOS II ttn: SSA| | |615)
with a Tead set To ITOS IIJ- for review and referral 70
iSJ to OIPR. for-action deemed- appropriate. ~

SERSET
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To: Inspection From:

Re: 278-HQ-C1229736-VIO,

(U

LEAD(3) :
Set Lead 1: {Info)
INSPECTION

AT WASHINGTON, DC

10/06/2005

i M For action deemed appropriate.

Set Lead 2: {(Info)

OFFICE OF GENERAL COQUNSEL

AT WASHINGTON, DC

() M For action deemed appropriate.

*
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//sﬁégéT

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 11/17/05
To: Attn: SAC, CDC

Counterterrorism Attn: AD

Inspection Attn: IIS

From: General Counsel
Counterrorism Law Unit TI/IX-1 53200

Contact:
Approved By: Thomas, Julie F b2
b7E
Do
Drafted By: r7 | Te

case 10 # U Px{ 276-10-c1229736-vT0 -/ 6

Title:(l) 1S SA | |
SSRA| |
INTELLIGENCE OVERSIGHT BOARD MATTER,
IOB 2006

.
Synopsisf}’zgi It is the opinion of the Office of the General
Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB). OGC will prepare a cover
letter and a letterhead memorandum for the General Counsel and
the Assistant Director, Inspection Division (INSD), for
submission to the IOB. Submission of this matter to the OPR is a
matter within the cognizance of the IIS.

iUlw}§{: Derive T G-3 bl
: )
De sify On? A
. LiE
Reference: (S)
Administrative: (U) This ccmmunication contains one or more

footnotes. To read the footnotes, downisad and print the
document in WordPerfect 6.1.

HEE 0y, oo v R d .
OPR LG ; Tm——
I 5Y5
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SE%T

To: r_ From: General Counsel
Re:m))&( Z778-HQ-1398087, 11/17/2005

Details: (U) Referenced communication from the
Resident Agency |[rR2) to 0GC, dated 10/06/2005,
requested that OGC review the facts of the captioned matter and
determine whether it warrants reporting to the IOB. In our
opinion, it does. Our analysis follows.

o \ES{/ As discussed in the electronic communication (EC)
from the| > - |RA cited below,' on 10/08/2004, the
e {RA Opened al

~Jthat 1s, a "United States person’ as that term 1s used
In Section 101 (i) of the Foreign Intelligence Surveillance Act of
1978 (FISA),? in order to investigate information or allegation
of ties td. The investigation

~\>*§T During the course of the investigation the

| S RA issued a National Security Letter (NSL) pursuant

-to the Electronic Communications Privacy Act, 18 U.S.C. § 27009.
That statute permits the FBI to request telephone toll billing
records that are "relevant to an authorized investigation to
protect against international terrorism or clandestine
intelligence activities, provided that such an investigation of a
United States person is not conducted solely on the basis of
activities protected by the first amendment to the Constitution

“of the United-States."|

’ However, the incorrect area code was put into the number,

o EC from| AJResident Agency to Inspection and OGC
dated 10/06/2005 and titled "Case Agent - SA | supervisor -
SSRA | Intelligence Oversight Board Matter."”

2 (U) A “United States person” (USP)is defined in Section 101(i) of

the EForeign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801
et seq.) as “a citizen of the United States [or] an alien lawfully admitted
for permanent residence (as defined in section 10! (a) {20) of the Immigration
and Naturalization Act) . . . .” See also Section II.W of The Attorney
General's Guidelines for FBI Foreign Intelligence Collection and Foreiqn

Countervintelligence Investigations.

SE/E{ET

b2z
b7E
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<3 Oy b
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To: From: General Counsel
, - - 17
REiUing 278-HQ-1398087, 11/17/2005

so that the NSL was issued for the wrong telephone number.®
Records for that telephone number were provided by the telephone
company. Upon receipt of the records, the error was discovered
by the case agent and the records were set aside and not reviewed
or used for any other investigative purpose. The records were
forwarded to headquarters via an EC dated 10/06/2005.°¢

{U) Section 2.4 of Executive Order (EO) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive. This
language was adopted verbatim from EO 12334, dated 12/04/1981,
when the I0B was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
IOB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the NSIG, or other guidelines or regulations
approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provision was designed in full or in
part to ensure the protection of the individual rights of U.S.
persons. Violations of provisions that are essentially
administrative in nature need not be reported to the IOB. The
FBI is required, however, to maintain records of such
administrative violations so that the Counsel to the IOB may
review them upon request.

(] Is{ Section V.1ll., Investigative Techniques, of The
Attorney General's Guidelines for FBI Naticnal Security
Investigations and Foreign Intelligence Collection (NSIG)
provides that National Security Letters may be issued in
conformity with statutory requirements, including 18 U.S.C. §
2709. Title 18, U.S.C. § 2709 provides that the FBI may seek
toll billing information from telephone carriers that is relevant
to an authorized national security investigation. Clearly, the
information obtained by the FBI was not relevant to an authorized

3 . . . . . . ;
(U} In order to aveoid any dissemination of this incorrect telephone

number, the number is not being listed in this document. bl
b2
Y (8) See, addressed to ITOS It SSA h7E

lﬁ:los;.q the tol! biiling records: "~

Ie)
O

SE}R(ET o)
3

(@)}
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h2
S%ET b7E

To: From: General Counsel
278-HQ-1398087, 11/17/2005%

national security investigation because there was an error in the
NSL in transmitting the appropriate telephcone number. Thus, the
FBI received telephone toll billing records concerning a
telephone number that was not under investigation nor related to
an investigation. Therefore, the information was improperly
collected, although unintentionally so, in violation of the NSIG
and ECPA.

(U) Clearly, the rights of the target were not
infringed because he was not the subject of the improperly
collected information. It is unknown whether this information
was gathered about a United States Person or not, inasmuch as
there has been no review of the information. Nonetheless, based
on the fact that information which may be about a USP was
improperly, although inadvertently, collected, and in accordance
with the reporting requirements of Section 2.4 of E.O. 12863, 0OGC
will prepare a cover letter and an memorandum to report this
matter to the IOB,

LEAD (s) :

SFS%FT
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R 02

To: From: General Counsel b7E

Re: T~ 278-HQ-1358087, 11/17/2005
(11

Set Lead 1: (ACTION)

_ |

AT RESIDENT AGENCY

(U) Seal and provide NSL return information and any
documents based upon such information to headquarters for purposes
of sequestering with Deputy General Counsel Thomas.

Set Lead 2: (ACTION)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) Provide sealed NSL return information and documents
based upon such information to Deputy General Counsel Thomas for
sequestration.

Set Lead 3: (ACTION)
INSPECTION
AT WASHINGTON, DC

(U) For review and action deemed appropriate.

*
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BY COURIER

Mr. James Langdon

Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Langdon:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board (IOB) Matter,

|[pivision, at |Resident Agency, IOB Matter

I
2006] [ (v)

This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
The Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI

foreign counterintelligence and international terrorism
investigations. (U)

Enclosure .
1 - Mr. Hulon :7P
1 - Inspection (IOB 2006- R
1 :

1 - 278-HQ-C1229736-VIO /857

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

D assify on:

SEeRET

D

b7E
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s}@‘r

Mr. James Langdon

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150
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Mr. James Langdon

INTELLIGENCE OVER B) MATTER -
| DIVISION, AT RESIDENT AGENCY j:
IOB MATTER 2006 U) b7E

TﬁémFéderaluBgygau of Investigation ("FBI") has

fng. ] bl

, JThe FBl 1mproperly used a bho
National Security Letter (NSL)to obtain telephone toll billing b7C
records on a telephone number which was not related to the o
investigation. The overcollection was duefa a mistaka in the b7E
NSL.in identifying the telephone..number of] whose -

number was intended to be the subject of the request. The
overcollection was a violation of Section V.11l. of The Attorney
General's Guidelines for FBI Natiocnal Security Investigations and
Foreign Intelligence Collection (NSTGY.' Tn thig reaard. on

Onn or about March 31, Z00b, a National Security Letter was issued
to a telephone carrier for the telephone toll billing records of
a phone number intended to be identified as that of the target.
Instead, the area code was incorrectly identified; thus, the
information returned from the carrier was the telephone toll
billing records of a wholly unrelated telephone number. The
error was discovered upon receipt of the information, and the
records were not reviewed nor used for any investigative purpose.

Despite the inadvertent nature of the mistake, the fact remains
that information was improperly collected on a telephone number
unrelated to an investigation. Thus, the matter is being
reported to the IOB. I3%

o 1'”22§i Section V.11. authorizes use of National Security Letters in
conformity with 18 U.S5.C. § 2709 (relating tc subscriber information, toll
billing records, and electronic communication transactional records:. The
statute requires that information sought is relevant to an authorized national
security investigation.
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Mr. James Langdon
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(Rev. 01-31-2003)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 02/01/2006
To: General Counsel Attn: NSLB

From: Inspection
Internal Investigationg Section, IPU,_ _Room 11865
Contact: CRS ExtC .,

Approved By: Miller David Ian

Drafted By:

Case ID #: 278-HQ-C1229736-VIO (Pending)
Title: INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRAC 325
OGC/IOB# 2006
Synopsis: To report a potential Intelligence Oversight Board

(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

oo
[EOEES N
(@]

Reference: 278-HQ-C1229736-VIO Serial 1016
278-HQ-¢cl1l229736-VIO Serial 1086

oW
~3 [\\\

1

Details: The Internal Investigations Section (IIS) received an
EC from| |IDivision dated 10/6/2005, reporting a possible
IOB error. Based upon a review of the referenced EC it is the
IIS's opinion the incident described therein is indicative of a
performance issue. Therefore, no internal investigation will be
conducted by the IIS and this matter is being relegated to the
NSLB for whatever ac¢tion they deem appropriate.

"



NSL VIO-267

(Rev. 01-31-2003)
§E§<%?

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/13/2006

To: Attn: SAC (Personal Attention)

From: Inspection

Internal Inveastigatrions Section.  IPU, 11865
Contact: CRS| | Ext.

Approved By: Miller David Ian

Drafted By:

b2
Case ID #: (U) 263-HQ-0-U - 376 (Pending) b7E
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER pé
INSD/IIS TRACKINGH# 1325 b7C

0GC/IOB# 2006

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not consgidered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closgsed at I1IS.

:D§K: aggify On:

Enclosure(s): (U) EC from| |to Inspection and Office of
General Counsel, dated 10/06/2005.

Reference: (U) 278-HQ-C1229736-VI0O Serial 1016 b
278-HQ-¢c1229736-VIO Serial 1086

bz
7
’

Detailsa: (U) Upon review of Division's captioned
report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this matter

is left to the discretion of the Division. 1IIS B
recognizes and appreciates that 1s maccer was brought to our o
attention as required by the revisions mandated by National b7E
Security Law Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720

serial 6).

DOCUMENT IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED
ENCLOSURE.

*
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U.S. Departme.  f Justice

Office of the Inspector General

DATE: September 22, 2006

TO: Charlene B. Thornton
Assistant Director
Inspection Division
Federal Bureau of Investigation

FROM:  Glenn G.Powell
Special Agent in Charge

A -

-~

Investigations Division Do
p7C

D2

SUBJECT: OIG Complaint No. 2006008122 b7E
Subject:l et al.
| |Resident Agency
0. -0-U-376

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
0O1G.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

L]

This complaint will be investigated by the OIG.

]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or hecause an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. 1f you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment



OIG - TNVESTIGATIONS DIVISION - Complaint Form OIG NO.: 689-2006-008122-M
Received By: Date Received: 02/01/2006 How Received: A
SUBJECT : | SSNO :
Title: SA Pay Plan: D.O.B.:
Component : FBI EOD Date: Alien No.:
Mige: F.B.I.No.:
Home : B.O.P.NoO.,:
Phone: () - ZIP: D/L No.:
Work: Charges: 689
Phone: ZIP:
SUBRJECT: SSNO
Title: SSA Pay Plan: D.C.B.:
Compenent: FBI ECD Date: Alien No.d
Misc: F.B.I.No.:
Home: | | B.0O.P.No.:
Phone: {) - ZIP: D/L No.:
Work: Charges: 689
Phone: | B Z1P:
COMPLAINANT:' I SSNO:
Title: ATTY Pay Plan: D.C.3.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.: bé
Home : rﬁ B.O.P.No.: le
Phone: () - ZIP{ | D/L No.: e
Work: , b2
Phone: | | ZIP:
Confidential: Revealed: Authority: none
y N

Details:

The FBI provided information reporting a possible IOB matter. The FBI,rgi IRA

reguested a National Security Letter (NSL)
belonging to the target of an FBI, National Security investigation.
typographical error the FBI cbtained unauthorized information.

seeking information about a telephone number

As a result of

ol
b7E
g S ————— S — T——p—
ALLEGATIONS: 689 tion
Occurrence Dat TIME:
CITY: State: Zip:
F J
DISPOSITION DATA: Disposition: M Date: 01/20/2006 Approval: POWELL, GLENN G
g2
Referred to Agency: FBI Date Sent: 09/12/2006 Component: FBI
Patriot Act: N Civil Richts: W Component Number: 263-0-U-376
Sensitive: N Whistleblower: N Consolidated Case Number:

Remarks:

09/12/06- Sent to AD Thornton/FBI/INSD.
OIG/INV in a secure container.

Predicating material will be maintained wi:n.r

Page 1 of 1

Mot amtemd AN S {mna -
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U.S. Department of Justice Classified Document Receipt

When filling out this form, please press firmly

with ballpoint pen.
. ‘|

) ACCOUNTABILITY
FROM: (Namel . . I (Organization and Address) D‘-U / (o] 6"/ H @ ] N ‘/
TO: (Name) C /7(: ‘ én & 8) _7776/7"/ 7;7/1 b E— (Organization and Address) /( g / / / N\\;‘)
SIGNATURE: (of Recipient) & DATE: oV,
If sent outside DOJ, Return this copy to: o~
DOCUMENT IDENTITY

SUBJECT & DESCRIPTION: /)" (", /ém_; No., 2 cole ,,g//_a &k OO t/)_g/ 2006 00(0/3/
2 00¢ 0o 3/3/, 2606 007975

Date of Document: 9/22—/ Ol No. of pages: /0
Copy of Copies.
Classification of Document (Check Appropriate Box(es) Below):

O ts [¥s [JCONF []sct []Q [JOTHER

_ INTERNAL DOJ ROUTING
- e —— ER—— OR(jASHZA ON & DATE RECD. |
1 D6 1\ “77 f
2' l
3, b6 i
4. o7C
8.
INSTRUCTIONS ON BACK OF LAST PAGE FORM DOJ-34

JUN. 81
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION TR

Precedence: ROUTINE Date: 10/05/2005
To: Inspection Attn: IIS
General Counsel Attn: NSLB

’:)
From: r_- 4J b:_ﬂ

Chief Division Coungel
Contact: | bo

b7C
Approved By:
Drafted Bywis{v |- bl
) oY%
Case ID #: (SV] . L7E
fUJN:SQf 278—HQ—C12297361 (Pﬁﬂ?lng) bR

Title:("'38§) POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER (IOB)

SYnopsisim=}ﬂ{ NSL directed at incorrect e-mail header.

sify On: =

Detai : S - bT7A

{mn }é{ During the week of 08/07/2005, case agent asked
the Investigative Support Specialist (IIS) to create two National
Security Letters (NSLs) for separate e-mail header information
and electronic communication transactional records that belonged
to the subject of the above referenced matter.

J%S The case agent provided the IIS with notes on the bl
case including the two e-mail addresses. One e-mail address was

correct and there is no issues regarding that e-mail address. bo
..The second e-mail address was transcribed jncorrectly  The case b7
2y agent provided the IIS with é-mail address and 5T7A
the NSL was drafted with an e-mail address of

/0 ac f‘/ 37*

j%”/"" //3’/’/0(

pic
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SE%T bfﬁ

L]

To: In ot 1i0n Brom- | b?]‘\l
Re: (Sjne 10/05/2005
()

}8{ During the week of September 02, 2005, the case
agent received the NSL response and noticed the error associated
with the e-mail address. The case agent immediately notified his
supervisor and put the original in a 1A envelope and submitted it
to the file. At that point the case agent contacted the
Associate Division Counsel. Nothing from the original NSL was
uploaded.

iUIIS( No personal or identifying information on the
incorrect e-mail was uploaded into ACS from the NSI return.

b7E

U .

( )Si The original NSIL as well as the resultant
information was turned over to the Associate Division Counsel and
18 currently in the Chief Division Counsel's safe.

() As nothing from the NSL has been reviewed, SAC
recommends no administrative action be taken in this

macter,

b2
b7E
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sﬁ:ém'

To: Inspnection  Fyrame
Re: (S) 10/05/2005
LEAD(8s) :

Set Lead 1: (Info)

INSPECTION

AT WASHINGTON, DC

(U) Read and clear.

Set Lead 2: (Info)

L 24

GENERAL COUNSEL

AT WASHINGTON, DC

{(U) Read and clear.

e
b7E
LTA
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FEDERAL BUREAU OF INVESTIGATION

(Rev. 01-31-2003)

Precedence: ROUTINE Date: 12/2/2005
To: Attn: CDC
Counterintelligence Attn: TD-ZE
o)
Inspection Attn: Inspection f:E
>y,
From: GCeneral Counsel bo

National Security Law B7C
Contact: U

Approved By: __Thomas Julie F

Drafted Bv:

N bl

() s e

Case ID 4. 'PS] _278-HO-C1229736 VIO © (Pending) it
(8) o

- oA
Title: I8  POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER (IOB)

Synopsis:wr£9¥< It is the opinion of the Office of General
Counsel (OGC) that the above referenced matter must be reported
to the IOB and to the FBI's Inspection Division. OGC will

prepare and deliver the required correspondence to the IOB. Our
analysis follows.

- sl DerT " G-3
sify Omn:

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the
document in Corel WordPerfect 8.

Details:mVES( By electropnic communication (EC) _dated October &

2005 (cited below),' the Division|
bz
] h7E
(U) See EC from thel _JDivision to the Inspection Division

and General Counsel, dated May 5, 2005, Case ID4% 278-HQ-C:223736-VIO Serial
2514, titled "POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER (TOB)" hereinafter
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SEy(ET

To: From: General Counsel
Re: %278-HQ—C1229736~VIO, 12/2/2005

()

oo
IS

reported a potentigl IOB invelving a National Security Letter
{NSL) requested by which, through a transcription
error, sought information about a e-mail address belonging to a
person who was not the subject of an FBI national security
investigation.

'::?ggijhe US person who is the snbhiect of +he

1 had an e-mail address Ong, [ The
his Investigative Support %pecialist (IIA) the

above mentioned correct e-mail address with which to draft an

NSI:. The IIA then drafted the NSL with the incorrect address of

ith;gi During the week of September 2, 2005, the case
agent recelived the NSL response from the communications provider
and noticed the error associated with the e-mail address. The
case agent immediately notified his supervisor and put the
original in the 1A envelope. The case agent then contacted the
Associate Divisgsion Counsel who took possession of the
unauthorized information and is presently holding the information
in his safe.

{ur - The case agent reports that nothing from the
regponse to this NSL has been reviewed. The agent also reports
that no personal or identifying information from the NSIL return
has been uploaded into ACS. [ |

LURS As required by Executive Order (E.0.) 12863 and
Section 2-56 of the National Foreign_Intelligence Program Manual
(NFIPM), OGC was tasked to determine whether the errors described
here are matters which must be reported to the IOB. They must.

(U} Section 2.4 of E.O. 12863, dated 09/13/1993,
mandates that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division, and the General Counsel, OGC,
respectively) report to the IOB all information “concerning
intelligence activities that they have reason tc believe may
be unlawful or contrary to Executive corder or Presidential
directive.” This has been interpreted to include violations of

cited as EC."

bl
b2
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b6
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SEGRET D2
LR
To: From: General Counsel
Re: jﬁﬂ; 278-HQ-C1229736-VIO, 12/2/2005
iUy

the Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection ("Attorney
General's Guidelines"), the implementation of which is mandated
by Executive Order 12333.

(S) As set forth in Section V.12 of the Attorney
General's Guidelines, use of NSLs in conformity with 18 U.S.C.
2709 is authorized when records of electronic comminicatrions are

_sought. as part of al 18 U.S.C.

2709 authorizes the FBI to seek relevant records from a wire or
electronic communication service provider when those records "are
relevant to an authorized investigation to protect against
international terrorism or clandestine intelligence activities."

Here, i I, which requested records for e-mail
address| was neither authorized by law, nor was it
“‘authori = orney General's Guidelines, since e-mail

addresg s not relevant to a counterintelligence
investigation.

(U) Consequently, in accordance with E.C. 12863 and
Section 2-56 of the NFIPM, the error must be reported to the IOB,
which this Office will do.

LEAD(=8) :

Set Lead 1: (Info)

oo
20
X3

(U} Read and clear.
Set Lead 2: (Discretionary)
INSPECTION
AT WASHINGTON, DC

(U) For review and action deemed appropriate.

Set Lead 3: (Info)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

SECRRT

3

bl
be
b7C
b7A
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SE ‘ o)
C)& bIE
To: I I From: General Counsel

Re: (B¥_278-HQ-C1229736-VIO, 12/2/2005
i

(U) Read and clear.

*
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December 2, 2005

BY COURIER

Mr. James Langdon
Intelligence Oversight Board
Rocm 5020

New Executive Office Building
725 17th Street, NW
Washington, D.C. 20503

Dear Mr. Langdon:

This letter forwards for your information a self-
explanatory enclosure, entitled “Possible Intelligence Oversight
Board Matter."”

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to ocur
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
(U)

Enclosure

1 - Ms. Thomas s

1 - ssal ] U8

1 -— ] 4 UNCLASSIFIED WHEN

1l - 278-HQ-C1229736~-VIO DETACHED FROM

CLASSIFIED ENCLOSURE

b? From: -3
pIC Decl : X1

SEera{
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Spedr

Mr. James Langdon

Should you or any member of your staff reqguire additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James Baker
Counsel for Intelligence Policy, OIPR
U.S. Department of Justice

7z
v :>§§:
|
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szorba

INTELLIGENCE OVERSIGET BOARD (IOB) MATTER
DIVISION “
IOB MATTER 2006 (V) b7E

inx)%Q By electronic communication dated October 5, 2005 L«
the | Division reported a potential b7E

IOB Involving a National Security Letter (NSL) requested by

| |which, through a transcription error, sought
“information about a e-mail address belonging to a person who was
not the subject of an FBI national security investigation.

)

-~

ol

(S} The US person who is the subiect of th e’

) b7E
ism b -mall address oI} The case agent b6

1s Investigative Support bpeerorr=t—TTAT The correct e- e

mail address with which to draft an NSL. The IIA then drafted o

tsyv»~”théﬂ NSL with the incorrect address of] T A

(sjnwwMiUIﬁfﬂiﬁ”'DUfing’the week of September 2, 2005, the case agent
received the NSL response from the communications provider and
noticed the error associated with the e-mail address. The case
agent immediately notified his supervisor and put the original in
the 1A envelope. The case agent then contacted the Associate
Division Counsel who took possession of the unauthorized
information and is presently holding the information in his safe.

iUJ’}é{ The case agent reports that nothing from the response
to this NSL has been reviewed. The agent also reports that no
personal or identifying information from the NSL return has been

ploaded into ACS. |

1IN

(U) The error is a reportable matter under Section 2.4 of
Executive Order 12863.

t £ " G-
Dec¢ 1 o X1
@(ET

= W
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(Rev. 01-31-2003)
s&*ﬁm‘

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/01/2006
To: General Counsel Attn: NSLB
From: Inspection

Internal Investigations Section, IPU, Ro 11865
Contact: CRS]| | Ext .| |

Approved By: Miller David Ian

Drafted By:

Case ID #: (U) 278-HQ-C1229736-VIO {Pending) géC
Title: (U) INTELLIGENCE OVERSIGHT BQARD MATTER

INSD/IIS TRACKIN 1417

OGC/IOB# 2006
Synopsis: (U) To report a potential Intelligence Oversight Board

(IOB) matter to the Office of General Counsel, National Security

Law Branch (NSLB). . ol
?
D 8ify On: L o)

b7A

Reference: (S)
(u) 278-HQ-C1l229736-VIO Serial 2514
(U) 278-HQ-C1229736-VIO Serial 1081

Details: U} The Int 1al Investigations Section (IIS) received

an EC from Divigion dated 10/5/2005, reporting a

possible IOB error. Based upon a review of the referenced EC it

is the IIS's opinion the incident described therein is indicative

of a performance issue. Therefore, no internal investigation L2
will be conducted by the IIS and this matter is being relegated niE
to the NSLB for whatever action they deem appropriate.

*
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(Rev. 01-31-2003) 5 E&T
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/13/2006

To: rﬁ J Attn: SAC (Personal Attention)

From: Inspection

Internal Investigations Secti IPU,, 1865 b2
Contact: CR Ext. n7E

Approved By: Miller David Ian

Drafted By:

"Case ID #: (U) 263-HQ-0-U - 377 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 1417
OGC/IOB# 2006

Synopsis: (U) To advise that captioned reporting of a potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at ITIS.

DR e sl

Enclosure(s): (U) EC from Division dated LTE
10/05/2005.
bl
Reference: (S) b2
{U) 278-HQ-C1229736-VIQO Serial 2514 675
(U) 278-HQ-C1229736-VIO Serial 1081 b7A
Details: (U) Upon review of Divigion's captioned

report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) II8 views this matter as a posgsible performance

related issue with respect to the employee and respective b2
supervisor. Therefore, appropriate action r-elativ o thig b7k
matter is left to the discretion of the | iDivision.

IIS recognizes and appreciates that this matter was brought to
our attention as required by the revisions mandated by National

Security Law Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720
gserial 6).



ToO:
Re:
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NSL VIO-283
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H

From: Inspection

263-0-U - 377, 02/13/2006

DOCUMENT IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED
ENCLOSURE. :

SEXT
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(Rev. 01-31-2003)
SE%T b0
FEDERAL BUREAU OF INVESTIGATION 4£.l'1'\§L

200(4

Precedence: ROUTINE Date: 10/05/2005

To: Inspection Attn: 1IIS
General Counsel Attn: NSLB n2
p7E

From: e
Chief Division Counsel M;

-
)

Contact:

Approved By:

Drafted By:

bl
Case ID #: (9) o

St L

B
- ZI8-O-ClZ2Z29736 (Pencing) - - .. : T

I H
L]

T
Title:/U) (&) POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER (IOBR)D74
SynopsisﬁUh)ﬁi NSL directed at incorrect

(U) Derive G-3

agsify On:

[3) " | bl

. b7A
Detailg: (S)
iUFEX( During the week of 08/07/2005, case agent asked
the Investigadtive Support Specialist (IIS) to create two National
Security Letters (NSLs) for separate e-mail header information
and electronic communication transactional records that belonged
to the subject of the above referenced matter.
{®§ The case agent provided the IIS with notes on the
case including the two e-mail addresses. One e-mail address was
correct and there is no issues regarding that e-mail address.
The second e-mail address was transcribed incorrectl case hl
(S) agent provided the IIS with e-mail addresq lana b6
the NSL was drafted with an e-mail address of 57“
I Do

; o SE%ET 02
QR:) Hofnl & //}. "‘L‘('? b7E

+ ) ! - - A
Se e G 7fréfh . RS
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(Rev. 01-31-2003)
s}%'r
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 12/2/2005
To: Attn: cpc| |
Counterintelligence Attn: CD-4B
Inspection Attn: Inspection
From: General Counsel 572
National Securityv Law Branch/CITU/ HO yoom 7975 ;;m
Contact: UC M

Approved By: I_Thms_&l;s;k‘_l

Drafted Rv: | | -
(Ul fe

Case ID #: P55 __278-HO-C1229736-VI0 * (Pending)
(8)

2006

(ol
Title: EB( POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER (IOB)

m . .

SynopsisF It is the opinion of the Office of General
Counsel (OGC) that the above referenced matter must be reported
to the IOB and to the FBI's Inspection Division. OGC will

prepare and deliver the required correspondence to the IOB. Our
analysis follows. ,

Vi pemrdma ey
De Yy On:
Administrative: (U) This communication contains one or more

footnotes. To read the footnotes, download and print the
document in Corel WordPerfect 8.

\ {m . , . .
Details: Qﬁ By electronic communicatrion (EC) dated October 5,
2005 {(cited below),' the Division| |
1 4J o ) Lo
(U) See EC from the[ﬁ Division to the Inspection Division

and General Counsel, dated May 5, 2005, Case ID$ 278-HQ-C1229736-VI0 Serial
2514, titled "POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER (IOB)" hereinafter

s}b&@r

b2
bhTE




DATE:

TO:

FROM:

SUBJECT:

1 O

November 15, 2006

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

¥ WA e
Glenn G. Powell
Special Agent in Charge
Investigations Division

OIG Complaint No. 2006008119

Subject: Unidentified
[ Ipivision

FBI No. 263 -0-U-377

NSL VIO-294

U.S. Departme

Office of the Inspector General

Washinetan, D 205340

of Justice

b2
b7E

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the

OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OlG Report/Referral pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemptated, the subject of an investigation does not have a
right to have access to an O1G Report/Referral or to the identities of complainants or witnesses, and that, in a}l

and the Whistleblower Protection Act.

Attachment

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act



NSL VIO-295

IGATIONS DIVISTCN - Complaint Form OIG NO.: 689-2006~208119-M

Kocelved By: Date Recelved: 02/01/20C6 How Received: 2
SURIRCT: Ynicentified, BI SSNQ:

Titie:r UNID Pay Flan: . D.0.3.:
Tomponcnt s PRI =00 Date: Alien No.: be
Mi::: F.B.I.No.: h7C
doms: B.O.P.No.: kﬂ7
Phone: 77P: D/L No.: -
Work: Offcenses: 689
Phone: Z1P:
COMPLATNANT:[ | SSNO:
Ticle: UNITC Pay Plan: D.0.B.:
Compcrient: FRZ EQOD Date: Alien No.:
Milse: ".B.I.No.:
Home; B.O.P.No.:
Phone: ZIP: D/L No.:
Work: GENERAL COUNSEL

NATIONAL SECURITY TAW UNIT/CILY, WASHINGTCN, 2C
Prore: | | zI2: ,
ConfidentIal: Revealed: Autfority: none

_ _

Tne FBI provided informration reporting a possible I0B matter.
P F G P

The FBZ Sivision requested a National Security Letter (NSL) seeking informabion

about an E-mall accress belonging to the target of the FBRI. RAs & result of typographical

error in the NSL, the FBI obtaired unauthorized information.
Ty - — 2 ; NTE
ATLEGATIONS: 689 IOB Violation o
Jccurrence Date: TIME:
TITY State: Zip:
L ) |
21SPOELTION DATA: Disposition: M Date: 01/20/2006 Approval: POWELL, GLENN G

o

Referred to Agency: FBI Date Sent: 11/20/2006 Component: ¥FBT
Patriot Act: N Civil Rights: N Component Number: 263-0-U-377
fensitive: N Whistleblower: N Consolidated Case Number:

Remarks:

Predicatling materiai contains classified informaticn and will be maintained in a secure

container within CIG/INV/HQ.

11/2C/06~ Sent to AD Kaiser/FBI INSD {(tap)

Page 1 of 1 Printed 11/17/2006 1:24:03
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{(Rev 01-01-2003)

S%T

FEDERAL BUREAU OF INVESTIGATION

#1135

Precedence: RQUTINE Date: 06/28/2004
To: General Counsel Attn: National Securitv law Branch
58A
Roomm—7y75 n2
b7k
From:
sSquad ClL-2 ??m
Contact: | SN

Approved By:

o xR
— &S i% ol
Drafted By: [ | g A Py
ST
Case ID #: (s N i\
w
Title: (U) Infelligence ijrsight Roard (10R) bl §§ 45é;#~
S b2 ¥ - %
Special Agent pe i N }
b7E é‘h <
Thtelligence Oversight \O

Synopsis: (U) To notify the Office of General Counsel of a
possible IOB violation regarding the reviewing of bank acaeount
information without obtaining a National Security Letter (NSL) .

" mmmeeT
, §sify On:
Details: = 4« On June 22, 2004, SSA

1 Ifile review. SA
with an EOD of

|
determined that sa | h

conducted Sp

1s a probationary agent
During rhe file review, 4sa
ad telepheonically accessod the

iS)m“m”.w

bl
Upon further gquestioning, SA]| Iadvised Lthat ghe b6

(@) p7C

tE'I.' . B The Tnformation SA oblalned was never
memortarlized on any type of FEBI d

iecument exXcept on the files cage

smgAGr

D
OTE bl
b2
(G5 Ee,0) bTE
i 4 DR - ‘«
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NSL VIO-297

SRfeT

el
To: General Counsel Grag. 2
: ‘ , 06/28/2004 L
Re: (s) /28/ L7E
“review sheet of June 22 file review. gsp| verbally
advised S‘utha;_vshe should have aca@ired 3 Narionai
Securitv Tefrar (NSL) to obtaigl
Due to SA Being a probationary agent, SSA
verbally counseled GA on this matter and advisged

er that the incident would be reported to the General Counsel
due to a possible IOB violation. SAC_lapologized for her
improper action and guaranteed that in the future, she will refer
to FBI regulations and guidelines.

Set Lead 1: (Info)

General Counsel
At Washington D.C.

E%iRead and Clear.

93
b
3

[opNoNEe)
~3 Oy b=t

@
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NSL VIO-298

Argd S T A

seps alran Aia

FEDERAL BUREAU OF INVESTIGATION if@
Precedence: ROUTINE Date: 10/21/2004
To: Director's Office Attn: OPR
Counterintelligence Attn: AD
Attn: SAC

CDC

From: General Counsel

NSLB/CILU/Room 7875
Contact: | ext.
Approved By: Thomas Julie l
Drafted By:
IS ) )
Case ID #. 278-HO-(1229736-VIQ (Pending) — @ © b1
(S ' 52
LN 7R
Title: :DS( INTELLIGENCE, OVERSIGHT BOARD MATTER S

IOB 2004

.
Symxwii) ZE{: The Office of the General Counsel ({0OGC) considers
that this matter must be reported to the Intelligence Oversight
Board (IOB) and to the Office of Professional Responsibility
(OPR). OGC will prepare an appropriate cover letter and a
memorandum to the IOB. Our analysis follows.

b2
bh7E
b6

bicC

Details: (8)

«

iy - .

)

mﬁ V4 //’/WO//V? fﬂk/dfé* 55 p
FISH ORMIBLD Sore b UL pa CE :

Ccaurc=
T AauULNOrl1zed SleCrtrZonIc survETIIEﬁt@‘ﬁﬁdﬁf‘tﬁé—terms_vt—{he Foreign

Intelligence Surveillance }.  SA| | is a
~probationary agent, EQD assigned tq [where she
has responsibility--foy. Case. Sﬂ Isupervisor is
SSN A
NWMwww::>*§i: On 6/22/2004, SSEEEiiEE;]determined during the
course of a file review that SA ad uged information
derived from the electronic surveillance to access barnk

SEC

ASAS

l_
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General Counsel
Re: % 278-HQ-C1229737-VI0O, 10/21/2004

To: Director's Office From:

(U

\ Specifically SAI \obtained information abount

|

__felectxonic

surveillance. She used that informati on one occasion to
~access.-data by telephone about}

pccount balance and bank

transactions. The information That SA| |obtained was never
memorialized in any FBI document other than the file's

review sheet as of the 6/22/2004 file review. SSA|
who was not previously aware of the fact,

informed SA

that

a Naticnal Security Letter (NSL) was the appropriate method for
obtaining banking information in a foreign counterintelligence

investigation. SSA

Office of the General Counsel (OGC). An NSL was subsequently
issued in this case to obtain the subject's bank information,
which is clearly relevant tc a foreign counterintelligence

investigation.

(U) The Right to Financial Privacy Act (RFPA), Tit

12, United States Code, Section 3401 et seg.

seqg.) states in §3402 that "[elxcept as provided by section
3403 {c) oxr (d), 3413, or 3414 of this title, no Government
authority may have access to or obtain copies of, or the
information contained in the financial records of any customer

from a financial institution

(U) 12 USC §3414 provides in part:

(a) (1} Nothing in this chapter (except sections 341

3417, 3418, and 3421 of this title)

| promptly reported the matter to the

le

(12 USC § 3401 et

5,

shall apply to the

production and disclosure of financial records pursuant

to requests from--

(A) a Government authority authorized to
conduct foreign counter- or foreign positive-
intelligence activities for purposes of
conducting such activities; or

(B)

(2) In the instances specified in paragraph (1), the
Government authority shall submit to the financial
institution the certificate required in section 3403 (b)
of this title signed by a supervisory official of a
rank designated by the head of the Goverrment

authority.

{U) Section 2-17 of the National Foreign Intelligence
Program Manual (NFIPM) lists the FBI officials who can request

saﬂéﬁ

2

bl
b6

piC



NSL VIO-301

SWT

To: Director's Office From: General Counsel
RA- 278-HQ-C1229737-VI1I0, 10/21/2004

iy

financial records under the foregoing section of RFPA. According
to section 2-17 of the NFIPM, such reguests must be made by an
Assistant Special Agent in Charge or a more senior official.

(U) 12 USC §3417 provides for civil liability of an
agericy or department of the United States that obtains financial
records or information in violation of the RFPA. The same
section deals with "disciplinary action for wilful or intentional
violation" of these RFPA provisions by agents or employees of the
government.

EU?"]EH: In this instance, the conduct of SAI was
1ze

wilful and intentional, even though she did not re cthat she
had acted in contravention of the RFPA and Bureau policy. It
should also be noted that SA[____ ]was at the time a probationary
agent. Inasmuch as her actions nevertheless amount to
"intelligence activities that . . . may be unlawful or contrary
to Executive order or Presidential directive" they are reportable
to the Intelligence QOversight Board (IOB) under the terms of
section 2.4 of Executive Order 12863. OQGC will therefore prepare
a cover letter and a memorandum to report this matter to the IOR
and to advise that it has been referred to the Office of
Professional Responsibility.

SEJZ‘é’f

bhe
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SECRET

To: Director's Office From: General Counsel
Re: ><278#HQ—C1229737—VIO, 10/21/2004

NIk

LEAD(s) :
Set Lead 1: {(Action)

DIRECTOR'S QFFICE

AT OPR FQ, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) Please read and clear.

Set Lead 3: (Action)

B H

AT

(U) For action deemed appropriate.
»

*

~1 DN

oo
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SECRET
---- Working Copy ---- Page 1

SECRET

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503

Dear General Scowcroft:

ok
[N

This letter forwards for your information a self-explanatory
enclosure_entitled, "Intelligence Oversight Board (IOB) Matter,
I0OB 2004 ()

The enclosure sets forth details of investigative activity
which the FBI has determined may have been contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

1 - Ms. Thomas 1 - IOB Library
1 - 1 - 278-HQ-C1229736-VIO ~{,0 |
1

o
BiC

Ity on:

SECRET
SECRET
-2-

Case ID : 278-BQ-C1229736-VIO ; Serial : 601
S 5T
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SECRT
---- Working Copy ---- Page

General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.

Sincerely,

Julie Thomas
Deputy General Counsel

Enclosure

1 - The Honorable John D. Ashcroft
Attorney General
U.8. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review

U.S. Department of Justice
Room 6150

SECRET

speRET

INTELLIGENCE OVERSIGHT ARD (IOB) MATTER PN
IOB 2004- (u D2
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NSL VIO-305

sips

---- Working Copy ---- Page 3

Investigation of this IOB matter has determined that a new bl
Special Agent in the

----- __lof the Federal Bureau of Investigation used <

about,thé« ‘

Tnformation derived from . L bIE

authorized electronic surveillance of al oo

obtain access by telephone

to the subject’s bank records. Specifically, the Agent obtained
informatjon

|

_|The Agent then used the

T information on one

occasion to access data by telephone about the subject’s account balance
and bank transactions.

tUJ'}§§: Such information is relevant in national security investigations
of this type.

However, the proper method for obtaining bank records is through a National
Security Letter

under Title 12, United States Code, Section 3414 (a) (1) (A). Access to
financial records by

government authorities through means not provided by law is prohibited
under Title 12, United
States Code, Section 3402.

':U:'*».Is( The Agent recorded her action on a case review sheet associated
with the subject’s

file. However, no other record of the incident was made or retained by the
FBI. The matter came

to light durlng the course of a file review, when it was noted by the
Agent’s superv1sor The

Agent has since been counseled concerning the Right to Flnanc1al Privacy
Act (RFPA) and the
correct method for obtaining financial records under the RFPA.

(U} This matter has been referred to the FBI’s Office of Professional
Responsibility for
such action as may be appropriate.

Dec ity on: =1
%{(ET

SEMT
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(Rev. 01-31-2003)

b2
FEDERAL BUREAU OF INVESTIGATION
00731
Precedence: ROUTINE Date: 04/25/2003
To: Inspection Attn:

Inspection Management Unit
Room 7837

Office of General Counsel Attn: National Security Law Unit

From: | | 2
Squad 16A -
Contact: L7E
b6
Approved By: NTe
Drafted By: bl
P2
Cage ID #: (U) 278-HO-C1229736-VIQ C 90\ Pending) n1E
(S Lo
b7l pe
Title: (U) SSA b7C
SA | B v 7 b2
| IDIVISION -
() 108 e
Synopsis: This communication reports an Intelligence b2
Overgight Board and posgsible OPR matter with regard to the n7E
|: S:l investigation cf thg. b7 A
(Ujvv"M Deri From ;:
De ify On:

_lle&m.la.z_(.s.)., ol
o
b7E
bTA
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SE%

oY
TR
To: Inspection From: bk
Re: (U) 278-HQ-C1229736-VIO, 04/25/2003
. . bé
probationary SA at the time this matter commenced, who was under "0
the direct Supervision of SSA| l -

(U) The controlling legal authority in this matter is
18 U.S.C. Section 2709, Counterintelligence access to Telephone
Toll and Transactional Records. Simply stated, requires that the
FBI obtain Billing and Subscriber information through the
issuance of a National Security Letter (NSL)

(er 51
o2z
p7E
Lo
b7C
bTA

SSA |[pegan to have doubtg as]to this matter
AT IS T IUCT SA to consult withl Associate
Division Counsel, SA SA jcontacted SSA
:]on 04/24/2003, advising of the legal insufficienc , the
IOB reporting requirement and ' R matter. SSA
subsequently advised SA and this communication
was drafted on 04/25/2003.
N in igcussion with CD and ADC on
04/25/2003, SSA agreed that the preparation of & NSL for
the period 01/1 02, through 04/30/2003, would cobtain the
subscriber and billing information as set forth in 18 U.S.C.
2708, and the information would not have ap_be_remnned—fvﬁm bl
investigative files, CDC discussion wirh. N0
______ T b7E
...... e
e7C
QS‘Q’ET R
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(01/26/1998)
T
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 10/22/2004
To: Counterintelligence Attn: Section Chief

Director’s Office Attn: Office of Professional
Responsibility

Attn: SAC

From: General Counsel
National Security Affairs/Room 7975

Contact: r | b
. ; DIE
Approved By: Thomas Julie F . z
T e
Drafted By: | [

Case ID #:“‘”M 278-HO-1425173

Title:iUES{: INTELLIGENCE OVERSTG BOARD (IQOB)

IOB MATTER 2003

{7
Synopsis: :}§;: It is the opinion of the Office of the General
Counsel (0OGC) that this matter need not be reported to the Intel-
ligence Oversight Board (IOB), but, rather, that a record of this
decision should be maintained in the investigative control file
for review by the Counsel to the IOB.

(U) Der —G= bl
ssify On: 2
Reference.l:u:l T8 _278-H0-1425173 L7D
(5
Administrative: (U} This communication contains one or more

footnotes. To read the footnotes, download and print the
document in WordPerfect 8.

e
DI,

G
\] (j\)
O

FBI INVESTIGA'
0IG/DOJ mvssnsATTﬁlr —
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ZRE
To: _Counterintelligence Division From: General Counsel
Re: 278~-H0-C1425173-VIO, 10/22/2004
i

Details: (U) Referenced electronic communications from the
Inspection Division (ID) to OGC, National Security Law Branch
(NSLB), dated May 28, 2003, advised OGC of a possible IOB
violation involving actions exceeding the authorized scope of
otherwise permitted activity OGC has reviewed the facts of the
captioned matter and has determined that reporting to the IOB is
not warranted. Our analysis follows.

(S

Ia)
|

b2
b7E
pb7C
7D
DA
n L
e “mj}(ﬂ Also following discovery of this mistake
" additional training and advice was provided to] H P}
ﬂaj ~investigative personnel regarding the proper use of NSL and the ol
. . s o1 e i A AiAdg to obrainind. k)"rl ]..';
iS}' iU}”:Igﬁi Section 2-56 of the National Foreign Intelligence

Program Manual requires OGC to determine whether the facts
related above must be reported to the IOB. Based on the analysis

SEC%

2
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To: Counterintelligence Division From: General Counsel
Re- BE(?Z?B*HQ—C1425173-VIO, 10/22/2004
(7

set forth below, it is OGC's determination that they need not be
in this instance.

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated September 13, 1993, mandates that Inspectors General and
General Counsel of the Intelligence Community components (in the
FBI, the Assistant Director, INSD, and the General Counsel, O0GC,
respectively) report to the IOB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.”

:R§£{U3itle 18, United States Code, Section 2709,
Counterintelligence access to Telephone Toll and Transactional
Records states that:

(b} Required certification. --The Director of
the Federal Bureau of Investigation, or his
designee . . . may-

(1) request the name, address, length of service,
and local and long distance toll billing records of a
person or entity if the Director . . .certifies in
writing to the wire or electronic communication service
provider to which the request is made that the name,
address, length of service, and toll billing records
sought are relevant to an authorized investigation

(ﬁh:%ﬁlhw,

bl
b2

3

®]

o
o N |
o

{S)
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bt
b7C
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et

To: Counterintelligence Division From: General Counsel ‘*i
Re: >%§ 278-HQ-C1425173-VIO, 10/22/2004 o1

(S)

1t is our opinion that
TITTS MaCtCer NEEd 0T De reported to the 10B. Consistent with our
prior opinions, a record of this decision should be maintained in
the control file for future review by Counsel to the IOB.

Lead(s) :
Set Lead 1: - {(Action)
COUNTERINTELLIGENCE DIVISION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Action)
DIRECTOR'S OFFICE

AT OPR FQO, DC

(U) For action deemed appropriate.

Set Lead 3: (Action)
m . L7E
(BX.0GC_EC to INSD, dated May 28, 1999 and titled o e
_|sa | B0

IIOB Matte::—9'7‘-|__[
_SRRRET
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s

To: ounterintelligence Division From: General Counsel
Re: 278-HQ-C1425173-VIO, 10/22/2004

(T} ,
|
AT|

(U) For action deemed appropriate.

o
[

o
-t
1=




NSL VIO-316
(Rev. 01-31-2003)

SEE@I'

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/20/2007

To: Attn: SAC|

AsAC|
CDC
Ssa
SA
Counterintelligence Attn: AD Timothy D. Bereznay

DAD Daniel L. Cloyd

SC James Casey, CD-1
Inspection Attn: IIS
CRS

From: Office of the General Counsel
NSLB/CILU/Room 7947 |

Contact: |
Approved By: Thomas Julie @\)
C | 3
Drafted By: | VJ\ aa’_‘)(é

(U) 278-HO-1425173 [(Pendina

Case ID #: (U) 278~HQ-C1229736—VIO’/((Pendiqi)
(s)

Title: (m INTELLIGENCE QVERSIGHT BOARD
MATTER 2003

Ik
Sy-nopsis(: :P&i In A Review of the Federal Bureau of
Investigation's Use of National Security Letters, draft dated
01/22/2007, the Department of Justice (DOJ), Office of Inspector
General (OIG) noted on page 77-78 that it disagreed with the
FBI's analysis of IOB Matter 2003:' Upon further review of
this particular matter, the Deputy General Counsel has determined
that her earlier decision was erroneous and this matter should be
reported to the Intelligence Oversight Board (IOB). OGC will
prepare and deliver the necessary correspondence to the IOB.

(- Derive : Ple Sources
E&( De ify On: 02/20

Reference: (U} 278-HQ-C1229736-VIO Serial 90
(u) 278-HQ-1425173 Serial 3

0IG/0J REVIEW: |
FBI INVESTIGATION:"7 —
OIG/DOJ INVESTIGATION,__ = —

Io~d DO

SRelode)
O
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SEQRET

To: | AJFrom: Office of the General Counsel
Re: (U) 278-HQ-C1229736-VIO, 02/20/2007
Administrative: (U} This electronic communication (EC)

supersedes the previous opinion on this matter, dated 10/22/2004,
referenced above as 278-HQ-1425173, Serial 3.

Detail

The EC from the| Division
dated 04/25/2003 and referenced above as 278-HQ-

Cl229736-VIO, Serial 90, requested that 0OGC review the facts of
the captioned matter and determine whether it warrants reporting
to the IOB. Initially, OGC determined that this issue was not
reportable to the IOB because| actions did not
impact any U.S. perscns. However, in it's report, the OIG noted
that it disagreed with the FBI's decision not to report this
incident. Upon further analysis, we must agree with the OIG. It

is now our opinion that this matter is reportable to the IOB.
Our analysis follows.

(8)

(8) The FBI did not issue a national security letter

bl

D
A

b7E
7D
7A

(NSL) for this information because the case agent and hig
supervisor were under the erroneous belief that

(S) Upcon discovery of the migstake. an annromrizta wosr

was and issued

: Also followInmg OIScovery o 1 iarake, additional
TIATIIING advice was provided t regarding the
_pbroper use of an NSL and the regtri OETTaining to ohtaining

(U) Section 2.4 of Executive Order (E.0.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community (in the FBI, the Assistant

g

2
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SEERET b2
To: rﬁ _J From: Office of the General Counsel /
Re: (U) 278-HQ-C1229736-VIO, 02/20/2007

-

Director, INSD, and the General Counsel, OGC, respectively)
report to the IOB “concerning intelligence activities that they
have reason to believe may be unlawful or contrary to Executive
order or Presidential directive.” This language has been
interpreted to mandate the reporting of any violation of a
provision of the Attorney General Guidelines for National
Security Investigations and Foreign Intelligence Collection
(NSIG) or other guidelines or regulations approved by the
Attorney General in accordance with E.Q. 12333, dated 12/04/1981,
if such provision was designed in full or in part to ensure the
protection of the individual rights. Violationg of provisions
that are merely administrative in nature need not be reported to
the IOB. The FBI is required, however, to maintain records of
such administrative violations so that the Counsel to the IOB may
review them upon request.

(U) The Electronic Communications Privacy Act
{ECPA) prohibits wire or electronic communications service
providers from "knowingly divulg[ing] a record or other
information pertaining to a subscriber to or customer of such
service...to any governmental entity."” 18 U.S.C. § 2702(a) (3}.
However, there is an exception to this general prohibition. Upon
proper certification by the Director or his designee, the FBI may
seek telephone and email communication records from wire or
electronic communications service providers when those records
"are relevant to an authorized investigation to protect against
international terrorism or clandestine intelligence activities."
18 U.5.C., § 2709. Moreover, under the NSIG, NSLs are an
authorized technique and may be issued in conformity with
statutory requirements during a preliminary or full
investigation. NSIG, V.12.

(S)r

bl
b7D
DTA
= .,
iJ B< Upon realizing the error,| _lissued an ~
NSL to cover the period in question. However, due to the fact b2
that there was an unlawful collection, we must report this to the LR

I0B.

_Sxsgr
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SE%T

To: r__ _JFrom: OCffice of the General Counsel
Re: () 278-HQ-C1229736-VIO0, 02/20/2007

~

LEAD({s) :

Set Lead 1: (Info)

AT

(U) For information.
Set Lead 2: (Info)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) For information.
Set Lead 3: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

CC: Ms. Thomas

A
oo

OB Library | L7C

+*

O
N
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February 20, 2007

BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 502089

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory w2
memorandum entitled “Intelligence Oversight Board Matter o
2003 (u)

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a

determination of whether any administrative action is warranted.
(U}

Enclosure
1l - 278-HQ-C1229736-VIO - 2237
UNCLASSIFIED WHEN

DETACHED FROM
CLASSIFIED ENCLOSURE

Deriveé 2 rple Sources
Dec : n: O

e
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SEPRET
Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. Matt Olsen
Deputy Assistant Attorney General
National Security Division
U.S. Department of Justice
Room 2200 C
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SE&Q
INTELLIGENCE OVER OARD (IOB) MATTER -
DIVISION )

IOB MATTER 200 (U} bk

o '}8i In A Review of the Federal Bureau of Investigation's Use

of National Security Letterg, draft dated 01/22/2007, the

Department of Justice (DOJ), Office of Inspector General (0OIG) bo
noted that it disagreed with the FBI's analysis of IOB Matter <
2003 Upon further review of this particular matter, the

Office of the General Counsel (0GC) has determined that this

matter does need to be reported to the Intelligence Oversight
Board (IOCR).

S
bl
bT7E
h7D
bT7A
(U} The Electronic Communications Privacy Act

(ECPA)prohibits wire or electronic communications service

providers from "knowingly divulg[ing] a record or other

information pertaining to a subscriber to or customer of such

service...to any governmental entity." 18 U.S.C. § 2702(a) (3).

However, upon proper certification by the Director or his

designee, the FBI may seek telephone and email communication

records from wire or electronic communications service providers

when those records "are relevant to an authorized investigation

to protect against international terrorism or clandestine

intelligence activities." 18 U.S.C. § 2709.

(s)
Dl
b2
b7E
07D
D7A
Derived : ! Sources
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(Rev. 01-31-2003)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 03/03/2006
To: General Counsel Attn: NSLB

.

From: Inspection
Internal Investigations Sectio IPU, Room 11865
Contact: U(Q Ext.

Approved By: Miller David Ian

Drafted By: { >|

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) e
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER b7C
INSD/IIS TRACKING# 1710 2

OGC/IOB# 2003

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 90
278-HQ-1425173 Serial 3

Details: U) The Internal Investigations Section (IIS) received Y
an EC from Division dated 4/25/2003, reporting a

possible IOB error. Based upon a review of the referenced EC it
is the IIS's opinion the incident described therein is indicative
of a performance issue. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSILB for whatever action they deem apprcopriate.

*

b7E



NSL VIO-324

(Rev. 01-31-2003) ]
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 03/03/2006
To: Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section, IPU, Room 11865

Contact: CRS| Ext.l

Approved By: Millexr David Ian

Drafted By:

V Case ID #: (U) 263-HQ-0-U - 391 (Pending) b2
b7E
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER e
INSD/IIS TRACKINGH 1737 0
OGC/IOB# 2006{::::] p7C
Synopsis: (U) To advise that the captioned reporting of

potential Intelligence Oversight Board (IOB) violation has been
reviewed by the Internal Investigations Section (IIS), and is not
considered willful misconduct. This matter is returned to the
field for corrective action as appropriate. Case closed at IIS.

D ify On:

Enclosure(s): (U) EC froml to General Counsel, dated b7E
12/09/2005.

b2

Reference: (U) 278-HQ-C1229736-VIO Serial 1092
278-HQ-C1229736-VIQO Serial 1135

Details: (U) Upon review of Division's captioned
report of a potential IOB violation, it is IIS's opinion that the
incident is not indicative of willful misconduct. IIS only

addresses allegations where deliberate and/or aggravated
misconduct is evident.

(U) 1IIS recognizes and appreciates that this matter
was brought to our attention as required by the revisions
mandated by National Security Law Branch/0OGC EC, dated 03/18/200S
(319X-HQ-A1487720 serial 6).

DOCUMENT IS UNCLASSIFTED WHEN SEPARATED FROM CLASSIFIED
ENCLOSURE.

Spesiy

*
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U.S. Departme  f Justice

Office of the Inspector General

DATE: September 22, 2006

TO: Charlene B, Thornton
Assistant Director
Inspection Division
Federal Bureau of Investigation

Y

o

FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2006008132

Subject:| [et al. :%

| Division o
FBI No. 263-0-U-384 ba
b7E

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
0IG.

[ ]

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

]

IMPORTANT NOTICE

{dentifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant lnspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have aceess to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment
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OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NOl |689~2006-008132~M

Received By:l | Date Received: 02/21/200s6 How Received: A

)

SUBJECT: I::l SSNO:
Title: sa Pay Plan: D.O.3.:
Component : FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home : | B.O.P.No.:
Phone: () - Z1P D/L No.:
Work: Charges: 689
Phone: ZI1P:
SUBJECT SSNO:
Title: SSA Pay Plan: D2.0.B.: b6
Component: FBI EOD Date: Rlian No.: h7C
Misc: F.B.I.No.: oY
Home: B.O.P.No. :
Phone: ZIP: D/L No.:
Work: Division,l AJ Charges: 689
Phone: Z21IP:
coMPLATNANT - | SSNO:
Title: UNID Pay Plan: D.C.B.:
Component: FBI ECD Date: Alien No.:
Misc: F.B.I.No.:
Home : B.O.P.No.:
phone : ZIP: D/L No.: hl
Work: General Counsel L

National Security Affairs, Washington, DC oo
Phone:l I ZIP: . ) n7C
Confidential: Revealed: Authority: none -

DTA
b .
Detailc.
L m
ALLEGATIONS: 689 IOB VvViolation
Occurrence Date | TIME: . b2
[CITY'.l | State: Zip: h"?E,
DISPOSITTON DATA: Disposition: M Date: 02/21/2006 Approval: POWELL, GLENN G
s

Referred to Agency: FBI Date Sent: 09/12/2006 Component: FBI
Patriot Act: N Civil Rights: N Component Number: 263-HQ-0-U-384
Sensitive: N Whistleblower: N Consolidated Case Number:

Remarks:

09/12/06- Sent to AD Thornton/FBI/INSD.
OIG/INV in a secure container.

Predicating material will be mainztained within

Page 1 of 1

Mvimbi~A AQ /A2 /00N e o an
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{Rev. 01-31-2003)
SE b2

FEDERAL BUREAU OF INVESTIGATION

#1153

Precedence: ROUTINE Date: 10/05/2005 <2095

To: Inspection Attn: IIS
General Counsel Attn: NSLB

From:

Chiel Division Conncel

Contact: 1)
b7E

Approved By: b6
b7C

Drafted By:

. . —
Case ID #: (8 278-HO_-C122973- VIO - / ° 1
(S N
A i
1 ’7':':!
Title: {U)X) POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER O; 2
DA
SynopsistJ}Q) NSL directed at incorrect telephcne number. b1
(U) De : = bTA

1fy on:z

(8

De i 2

(s}l

e The case agent provided the IIS with two telephone
numbers. One telephone number was correct and there were no
issues regarding that telephone number. The second telephone

number was
SEPQT
QRS 24& a1 PDZQE

SU Maden 7741, 7j2ifels b7C
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/S%&ET b2

To: JInspection From: | | bIE
Re- %278~HQ-C1229736~V10, 10/05/2005
K

incorract The case agent provided the IIS with telenhone number

when the correct number was)

thw)B(: In September 2005, the case agent received the NSL
response. The case agent made an immediate working copy of the
information and put the original in a la envelope and submitted
it to the file. Nothing from the original NSL was uploaded.

tUJES(: On 10/03/2005, the case agent started working on
the working copy and discovered that the name for the subscriber
was not the name of the subject of the above referenced matter.
The case agent checked in ACS to see what telephone number was
listed on the NSL and noticed it was the incorrect number. At
that point, the case agent contacted his supervisor and he and
the supervisor then contacted the Chief Division Counsgel.

i} . e . .
tj’}ﬁ{: No personal or identifying information on the
incorrect number was uploaded into ACS from the NSL return,

iUJ“)&Q The original NSL as well as the resultant
information was turned over to the Chief Division Counsel and is
currently secured in the Chief Division Counsel's safe.

EU}‘ As nothing from the NSL has been reviewed, SAC
recommends no administrative action be taken in this

matter.

*
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(01/26/1998)

SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/18/06
To: Director's Office Attn: OPR
Attn: CDC
b2
From: General Counsel bTE
National Security Law Branch/Rm. 7975 b
Contact: | Ext. th

Approved By: Thomas Julie F

L il

Drafted By:

Case ID #fUJE&( 278-HQ-C1229736-VIO - 1141

Title:wtk§i INTELLIGENCE OVERSIGHT BOARD
(IOB) MATTER 200

(m
Synopsis: 'EB{: It is the opinion of the Office of General
Counsel (OGC) that the above referenced matter must be reported
to the IOB and to the FBI's Office of Professional Responsibility
(OPR) . OGC will prepare and deliver the required correspondence
to the IOB. Our analysis follows.

() -IsC Dexl rom :—G~

D ify on: =1

Reference: ' }8J 278-HQ-C1229736-VIO Serial 794

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.

e}
-3
O
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SPSRET




-

(&)

5|
15
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To: | From: General Counsel b7E
ReiUT 278-HQ-C1229736-VIO, 01/18/06

"6é€51195“”:a§£ By electronic communication (EC) October 5, 2005,

(cited below)?®, | ~ |lreported a possible IOR error in

._conjunction with al

| The subject of

this investigation involved a United States person.

(S) /-

| the case agent asked the

Investigative Support Specialist (IIS) to create National
Security Letters (NSLs) for two telephone numbers that belonged
to the subject of the above-referenced matter.

\ -~
B ON The case agent provided the IIS with two telephone
numbers: one number was correct and no problems arose with

.. respect to that telephone number. The second number was

incorrent-=the telephone number provided by the case agent was

hen in fact, the correct number wad.

In September 2005, the case agent received the
results of the NSL and made an immediate working copy of the
information and placed the original in a 1A envelope and
submitted it to the file. ©No information from the original NSL
was uploaded.

On 10/03/05, the case agent started working with the
working copy and discovered that the name of the subscriber was
not the name of the subject of the above-referenced matter. The
case agent checked in ACS to ascertain what telephone number was
listed on the NSL and realized it was an incorrect number. The
case agent then contacted his supervisor and he and the
supervisor then contacted the Chief Division Counsel.

No personal or identifying information on the
incorrect number was uplocaded into ACS from the NSL return.

' (U} See EC from to the General Counsel, dated 10/05/0%

Case ID# 278-HQ-C1229736-VIO Serial 1050, titled "Possible Irzelligence

Oversight Board Matter."”
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SEDRET

' b2
To: l From: General Counsel b7k
Re- . 2 “HQ-C1229736-VIO, 01/18/06

(1T

either. The original NSL, as well as the responsive information
which consisted of subscriber information and toll records, was
turned over to the Chief Division Counsel and is secured in his
safe.

iU?*)si: As required by Executive Order (E.0.)} 12863 and
Section 2-56 of the National Foreign Intelligence Program Manual
(NFIPM, OGC was tasked to determine whether the collection error
described here is a matter which must be reported to the IOB. It
is.

Section 2.4 of E.O. 12863, dated 09/13/1993,
mandates that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division, and the General Counsel, OGC,
respectively) report to the IOB all information “concerning

intelligence activities that they have reason to believe may bl
be unlawful or contrary to Executive order or Presidential 6
' " this instance, the collection on telephone number 57 C
(&)1 bursuant to the NSL was done without the S

authorization required by law. Consequently, in accordance with b7A
E.O. 12863 and Section 2-56 of the NFIPM, the error must be
reported to the IOB, which this Office will do.

Lead(s):

Set Lead 1: {(Action) b2
b7E

(U) Coordinate with FBIHQ, the Counterintelligence
Division, to ensure that all information collected pursuant to
the NSL is sequestered, sealed and delivered to the
Counterintelligence Division for submission to the Office of

Intelligence Policy and Review, Department of Justice, for
destruction.
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SEOKET

To: rom: General Counsel bh7E
Re 278-HQ-C1229736-VIO, 01/18/06
(Ulzﬁai

Set Lead 2: (Discretionary)

INSPECTION
AT WASHINGTON, DC

(U) For appropriate action.

Set Lead 3: (Info)

Counterintelligence

AT WASHINGTON, D.C.

(U) For information only.

+*

1 - Ms. Thomas 6
14 |(Acting UC) b

1 | h7C
1 - ibrary
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January 18, 2006

BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Friedman:

This letter forwards for your information a self-
explanatory enclosure Ltled, "Intelligence Oversight Board
(IOB) Matter, IOB 2006 (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

hé
1 - Ms. Thomas b’?c
1 —| |(Action uc) -
L
1 —2Z278-H0-C1Z228736-VIC - 1142

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

ify on: January 18,
sgefen_
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Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James A. Baker III
Counsel for Intelligence Policy and Review

U.S. Department of Justice
Room 6000
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sﬁbﬁgT

INTELLI T BOARD (IOB) MATTER 5
FIELD QFFICE -
TOB MATTER 2006 (S) b7

The ield Office of
the Federal Bureau of Investigation ("FBI") has reported an error

- in-conjunction with that division's hnvestigation of a

United States person. In this regard, two National Security

Letters (NSL) were created for two telephone numbers. One
telephone -number -was incorrect; the correct number

was, in fact,| Bubscriber information and toll

records wer for the incorrect number pursuant to the

NSL. When realized its error, it secured the records
produced. for the incorrect pumber in the safe off ]
Chief Division Counsel.[ ill provide these records
to the Office of Intelligence Policy and Review ("OIPR"),
Department of Justice.

(U} This matter has been reported to the FBI's Office
of Professional Responsipbility for appropriate action.

Derxy i G-3
D ssgify on:

SECRET
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SECRE%@N/NOFORN

FEDERAL BUREAU OF INVESTIGATION

1!

i

tRev H-31-2003)

Precedence: ROUTINE Date: 11/02/2005
To: Inspection Attn: IIS
General Counsel Attn: NSLB
Attn: S(jn::r? 1.4
S

o)
From: ie
B ]

ma 16 £ ’,E

Contact: SA

Approved By:

Drafted By: | bl
rafted By: [ o
Case 1D 55) Rﬂ n7E

(U) " 278HQ-C-1229736-VIO (Pending) pTA
U S
Title ! 1)& ssal | —
SA | ;
I0B MATTER ;

Synopsistu’}xq Reporting potential IOB.

tULES( Deri T G-3
v De ify On:

).
(S) Enclosure(s)E ﬁ)@i Enclosed for Insgpection Divieian are three
CD-Rom's of data one package |

Details: (S)l

(s) |

J/ Technically

Trained SA o |subsequently contacted the
Digital Evidence Section an Spoke to BAE Contract

SECREDGQON/NOFORN
(K8 , (a. > ‘ zoZN.
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o1
SECRE RCON/NOFORN M b6
: o7E
To: Opexational Technal ogy From: : 0T A ZQ,.{,\/
Re: (8) 11/02/2005 b7D
b2
bk
S)
reported_back to] |that she had spoken t bf
and been assured/ ] b7A
L3l bl
(S)\ LSA' I prepared an NS, to -
b7E
b6
b7C
7D
b4
/ DTA
':U:l e S and SAI::' subsequently met with .
SAD Lo again review the intercepted digital information. o
UpSIT review of the header information, it was discovered that all o2
_the intercepts or L7E
I:S:l e o] EE o
contacted BAE Contracto |and prova esults of -
|:S:| I .__1nvestlgatlo contaete d asked them b_aC
to revisit thlS issue.|- later advised the 7D
follow1ng ' o
TN
(&) (s) bi1A
bl
02
b7E
be
pi7cC
7D
:E\,"( Upon learning this information, the b4
o DlVlSlon, with the help of the technology unit subsemqien 1y bl TA
purged the unrelated digital 1ntercepts from theg Case p7
':s:l wwe Elles- The physicdl {paper) copies that were lo gea Into che k:l
ELSUR unit have also been obtained and are being forwarded with 'J:
this EC. | o
l p7C
(S |:I:b A
bl

2
SECB.%CON/NOFORN So.

AS 4D

7 b7A
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SEC ORCON/NOFORN
: - b1
To: Operatiopal Technolo From: e
Re: S 11/02/2005 e
(S) /02/ DTE
bT7A
LEAD(8) :
Set Lead 1 (Action)
INSPECTION
AT WASHINGTON, DC
(U} Advise OGC of above information. Advise of

any required additional information.
Set Lead 2 (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) Review above information and determine if IOB
notification is required.

*"

saﬁgoRCON/NOFORN

3

bz
b7E



NSL VIO-340

(Rev. (11-31-2003)

SE(%(éT
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 11/22/2005
To: Counterterrorism Attn: ITQR IINoAIT |
uc|
SSA | "
General Counsel Attn: NSLR Di
AGC J L7E
| Attn: SSA | o3
7C
From: Inspection bC
Internal Investigations Secti IPU, Room 11865
Contact: CRSl l xq
Approved By:
Drafted By: 44J D
Case ID #: (U) 263-HQ-0-U  (Pending)~ 35! .
(U) _278-HO-C1229736.-VIQ (pending) [05] -
S = bz
b7E
n¢ Title: (U)  INTELLIGENCE IT BOARD; H7A
o SSA -
b7C sa| |
B2 [ [DIVISION
pTE '
Synopsis: (U) Forwarding material to Counterterrorism Division
for appropriate handling. .
ol
tm'wES( i From : = b2
D y Ont T E
bh7A

Reference: (U) 278-HQ-C1229736-VIO serial 1044
S & [

Enclosure(s)!UjZ§( Enclosed for Counterterrorism Division (CTD),
International Terrorism Operations Section (ITOS) II, Global
Operations Unit (GOU) is the following:

(1

enclosing:

Eﬁ( A copy of 278-HQ-C1229736-VIO, serial 1044

One envelope containing three CD-ROM's and

sbqghr
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sébzg?

To: Counterterrorism From: Inspection bl
Re: (U) 263-HQ-0-U, 11/22/2005 o)
b7
p7D
(S) paper copies of b4
conbadining unauthorized material furnished by [oRp.
(Sj R ursuant to a National Security Letter
(NSL) .
Details: (S) bl
| b2
b7E
7D
4
bh7A

(U) Accordingly, INSD, IIS is forwarding the enclosed
material to CTD\ITOS I\GOU for appropriate handling.
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{Rev. 01-31-2003)
S%ET
FEDERAL BUREAU OF INVESTIGATION
b2
Precedence: ROUTINE Date: 1/05/2006 L7E
Lo
To: Attn: Squad 16 SR
SA | | b7C
Inspection I1IS
Counterterrorism ITOSII/GOU
SIS):
SSA

From: Office of the General Counsel
National Security Law Branch/CILU/Baam 7947
Contact: AGC

Approved By: Thomas Julie F

Drafted By:

pi
Case ID JMM 278—HQ-C1229736-V10"‘Mffﬁ%mm\ b2
(8)
Title:':UM ssal !
ea ] ,H
INTELLIGENCE OVERSIGHT BOARD MATTER 00
2006 570
b2z

(T}
Synopsis: }§§: It is the opinion of the Office of the General
Counsel (OGC) that this matter must be reported to the

Intelligence Oversight Board (IOB). OGC will prepare and deliver
the necessary correspondence to the IOB.

U - D H G-3
0 (s peFrves sz G

Reference.' P&j 278-HQ-C1229736-VIO

Detai135uh>€iThe FBTI Office of the General Counsel (0GC) reviewed
the facts of the captioned matter to determine whether it
warrants reporting to the ITOB. In our opinion, it does. Our
analysis follows.

be

b7C
SECRET

PBIINVETs
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SE%T

To:|:| From: Office of the General Counsel
Re: (U} 278-HQ-C1229736-VIO, 11/02/2005

el

(@]
3t
L]

The referenced electronic communication (EC) from

IField O dated 11/02/2005,

. and an e-mail
communlcatlon from ated 12/28/05,

reported a possible IOB

error in conjunction with
1 reported that . onf

7 pel

[} S

P8y Around the time of the discovery that thers micht

account. Th ed the per
approx1matel the date that
NSL'was receive e FBI. The resu

that the 1nternet account belopged to

... jandf in turn responded that Jt
—provi 1ng material associated with

(o On 8/31/05, prepar
(NSL) tor regquesting that
addresses an engths of service €

‘account address on whlcq::::;:::]
" to the FBI when providing Informa

f an kBl contract
S I OVEE_TTOML T PTgrtal bvidence section (DES) contacted

was only

ational Security Letter
provide the names,
addltlonal internet

had been
tion o

information
internet

iod- from

[through

esponse to the
e NSL revealed

),

X8y In October 2005, the

“met w1th an FBI technically train

ed agent to

case agents subsequently

raview the
intercepted digital information, and upcn review of the

information it was discovered that all onf the

inteyr -

—enta _on

(8|
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ald not NnotlCe Ullell e€rlrfOl Lile 1L 1rst LILIe they were
’ notlfled by the FBI DES employee, but discovered their error when

2y |
(8.

NSL VIO-344

SE T
b2
To: From: Office of the General Counsel bR
Re: (U) 278-HQ-C1229736-VIO, 11/02/2005
aforementioned FBI DES contraci emplovee contacted again
_with this pew information, and} dvised that the IP

they were recontacted in October 2005; ceased receiving
information on the other USPER’s account in October 2005, after

ealized the error.

(S) Upon learning of the error from urged

|The physical (paper) coples that were Togged

into the Electronic Surveillance (ELSUR) Unit were also obtained
and forwarded to FBI HQ along with the EC from 11/02/05.

(S) advised that some information from the

erroneous collection onl
— advise

,w;}§i| !self-reported what they believed could be a
potential IOB violation, and brought this matter to the attention
of the FBI OGC, National Security Law Branch (OGC/NSLB). OGC

received the matter for review and handling.

(U} Section 2.4 of Executive Order (E.O0.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB “concerning intelligence
activities that they have reascon to believe may be unlawful or
contrary to Executive order or Presidential directive.” This
language was adopted verbatim from E.O. 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
IOB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the Attorney General Guidelines for National
Security Investigations and Foreign Intelligence Collection
(NSIG), or other guidelines or regulations approved by the
Attorney General in accordance with E.O0. 12333, dated 12/04/1981,
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To:l . From: Office of the General Counsel b%E
Re: 278-HQ-C1229736-VIO, 11/02/2005

if such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Violations
of provisions that are essentially administrative in nature need
not be reported to the IOB. The FBI is required, however, to
maintain records of such administrative violations so that the
Counsel to the IOB may review them upon request.

{S)

| In addIrIcior, ol
during the electronic surveillance the EBI detected what it Iy
believed was erroneogus over—collectionl f;ﬁ

T 7R
isj,".m,"mwmwwwmwww" ne
7C
7D
{ The FBI conernted\ Q?
wilith these facts, and only then.did{-- realize and admit oA

(8) -

it’s error-in providing content from another USPER’s internet

account. The FBI then took corrective action to remedy the
situation.

(- Based upon our analysis, in accordance with the
reporting requirements of Section 2.4 of E.O. 12863, the
carrier’s mistake must be reported to the IOB because the
surveillance was not authorized under the Foreign Intelligence
Surveillance Act or Executive Order 12333. OGC will prepare an
appropriate cover letter and an enclosure for the Deputy General
Counsel to report this matter to the IOB.

%ﬁngT
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SEﬁ%ﬁT

To :I::I From: Office of the General Counsel
Re: (U) 278-HQ-C1229736-VIO, 11/02/2005

LEAD (8) :

Set Lead 1: (Info)

)

biE

AT

(U) Read and clear.
Set Lead 2: (Info)

CTD-ITOS II

AT WASHINGTON, DC
(U} Read and clear.
Set Lead 3: (Info)
INSPECTION
AT WASHINGTON, DC
(U) For action deemed appropriate.

CC: Ms. Thomas

bo
TOB Library b7C

*

SEEﬂéT
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BY COURIER

Mr. Stephen Friedman, Chairman
Intelligence Oversight Board

New Executive Office Building - Room 5020
725 17th Street, NW

Washington, D.C. 20503

Dear Mr. Friedman:

This letter forwards for your information a self-

explanatory enclo , entitled “Ingelligence Oversight Board
(IOR) Matter, Division, 2006 (U)

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.

(0)

Enclosure (o172
w7C
1 - Ms. Thomas UNCLASSIFIED WHEN
1 - DETACHED FROM
1 - ... CLASSIFIED ENCLOSURE
1 - 278-A0-c1229736-vio-/§31

assify On’:

giRfar,
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Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel for Intelligence Policy, OIPR
U.S. Department of Justice
Room 6150
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INTELLIGENC HT BOARD (IOB) MATTER

I0B MATTER 200%(0) BIE

(S) The bivision| ot
the Federal Bureau of Investigation (FBL) has reported that,
win 0 an error on the part of a communications carrier,
(Sj conducted electronic surveillance of_internet

communications pevond-those -anthorized
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(S) Upon learning of the errar froml

[TNE pNysIcal (padper)] COpiles Lthat were

ﬂS)“”" 'L6ggea INto the klectronic Surveillance (ELSUR) Unit were also
- obtained and forwarded to FBI HQ along with the EC from November

2, 2005.
=3
(S)

bdvised that some information from the

ectionf

erroneous coll

(5) )

Although this error is not directly attributable

- to conduct on the part of FBI personnel, the unauthorized
(51 surveillance is nevertheless a reportable matter under Section
2.4 of Executive Order 12863.

Deriv om= G-3
Dec y omn:
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NSL VIO-§51

FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 03/03/2006
To: General Counsel Attn: NSLB

From: Inspection
Internal Investigations Section., IPU, Roam 11865
Contact: CRS| | Ext.

Approved By: Miller David Ian

Drafted By: | | b6
b7C
- Case ID #: 278-HQ-C1229736-VIO {Pending) 2
Title: INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRAC 425
OGC/IOB# 2006
Synopsis: To report a potential Intelligence Oversight Board

(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB) .

Reference: 278-HQ-C1229736-VIQ Serial 1044

S [
Details: The Internal Investigations Section (IIS) received an
EC fro Division dated 11/2/2005, reporting a possible IOB
error. ased upon a review of the referenced EC, it is the IIS's

opinion the incident described therein was an error attributed to
the Internet provider in submitting collection on the improper IP
e-mail address, and not the FBI or its personnel. Therefore, no
internal investigation will be conducted by the IIS and this
matter is being relegated to the NSLB for whatever action they
deem appropriate.

*
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bl
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SECRET ON\ \NOFORN

FENERAL BUREAU OF INVESTIGATION

3]
b

e: ROUTINE Date: 03/03/2006
To: Attn: SAC (Perscnal Attention)
From: Inspection b2
Internal Investigations Section, IPU, Room 11865 Wik
Contact: CRS[” | Ext. 06
Approved By: Miller David Ian O/

Drafted By:

# 1073946

Case ID #: (U) 263-HQ-0-U - 390 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 1425
OGC/IOB# 2006

Synopsis: (U) To advise that the captioned reporting of

potential Intelligence Oversight Board (IOB) violation has been

reviewed by the Internal Investigations Section (IIS), and is not

considered willful misconduct. This matter is returned to the

field for corrective action as appropriate. Case closed at IIS. o
-

:cy}s( Deri T G-3 bTE
D 8ify On:

Enclosure : (U) EC from[:::::]to Inspection, General Counsel
and dated 11/02/2005.

Reference: (U) 278-HQ-C1229736-VIO Sexrial 1044

S g !
Details: (U) Upon review of Division's captioned report B2
of a potential IOB violation, IIS did not find the matter \ :F
indicative of willful misconduct. IIS only addresses allegations D

where deliberate and/or aggravated misconduct is evident.

(U) IIS considers the matter described herein an error
attributed to the Internet provider and not the FBI or its
personnel. IIS recognizes and appreciates this matter was
brought to our attention as required by the revisions mandated
by National Security Law Branch/OGC EC, dated 03/18/2005
(3189X-HQ-A1487720 serial 6).

DOCUMENT IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE
*”

SECRW\ \NOFORN
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