
(Rev. 01-31-2003) 

F E D E R A L B U R E A U O F INVESTIGATION 

Precedence: ROUTINE 

To: Counterterrorism 

General Counsel 

Date: 11/22/2005 

Attn: ITOS Il\GOU 
UC 
SSA 

Attn: NS l 6 
AGC 

Attn: SSA 

b2 
b7E 
b 6 
b7C 

Prom: Inspection 
Internal Investigations Section IPU. Pnom 11865 
Contact: CRSl X4 i j 

Approved By: w 

Drafted By: 
Case ID # : N u ) 263-HQ-O-U - 351 (Pending) 

(U) 27fi-Hn-Pi?-)Q7^-TrTn liLj— (Pendina) ^ ^enamg; 

Title : 

b2 
b7E 
b7A 

(U) INTELLIGENCE OVERSIGHT BOARD; 
SSA I I 
SAI 

DIVISION 

Synopsis: (U) Forwarding material to Counterterrorism Division 
for appropriate handling. 

b6 
b7C 
b2 
b7E 

( U ) 

DgiJ^asSifyOni Xt-— 
27B-HO-n??Q^C-VTft '-il. 1044 Reference: (U) 

(SjJW 
Enclosure(s)(U> Enclosed for Counterterrorism Division (CTD) 
International Terrorism Operations Section (ITOS) II Global 
Operations Unit (GOU) is the following: 

X A copy of 278-HQ-C122 973 6-VIO, serial 1044 
enclosing: 

One envelope containing three CD-ROM's and 

bl 
b2 
b7E 
b7A 

NSL VIO-208 



NSL VIO-209 

S^ÌRB'] 
To: 
Re : 

Counterterrorism From: Inspection 
(U) 2 63-HQ-0-U, 11/22/2005 

bl 
b7D 

(S) 

(S) 

Details : 

papercopiesof 
mnt-fnnijng unauthorized material furnished by 

pursuant to a National Security Letter 
UMbLi,) . 

£ 1 

b2 
b7E 
b 

bl 
b2 
b7E 
b7D 
b4 
b7A 

" ~~ (U) Accordingly, INSD, lis is forwarding the enclosed 
material to CTD\ITOS I\GOU for appropriate handling. 

SEbji^ 



NSL VIO-210 

RET 
To: Counterterrorism From: Inspection 
Re: (U) 263-HQ-0-U, 11/22/2005 

(1) INSD 

WORKING COPY 

b6 
b7C 

SEC, 
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FD-962 (Rev. 05-02-2003) 

SECRET 
F E D E R A L B U R E A U O F INVESTIGATION 

b2 

Precedence: ROUTINE 

To: General Counsel 

Counterintelligence 

"-#149o 

Date: 09/12/2005 
Attn: National Security Law Branch 

Room 7975 

Attn: CD-2C Unit 
SSAl 

From: 
Squad 4 
Contact: SA 

b2 
b7E 
b6 
b7C 

Approved By: 

Drafted By: 

Case ID #:<U)^f 278-HQ-C1229736-VIO : -1 

Title .(U)\> INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

Synopsis m Possible IOB error for non-compliance with a 
requirement of the Attorney General. 

(UJ 

Details: 
(S) 1. 
(S) 2 . 
(S) 3 . Possible 

^ o n e r a i , s Guidelines Provision: Unauthorised 
(S) 

bl 
b2 
b7E 
b6 
b7C 

(U) ^ 

bl 

4. Description of IOB Error (including any reporting delays). 

b7C 



NSL VIO-212 

S) 

To 
Re 

tur 

SfeÇ̂ ÉT 
General Counsel From: 
¡>§3 2 78-HQ-C122 973 6-VIO, 09/12/2005 

b2 
b7E 

(s) 
I üA/'29/2U0bJ_ 

] captioned case agent, 
The 

Special Agent (SA) 
extension request . _ _ drafted 

ana rorwarded it to FBIHQ. The EC stated, "Electronic 
Communication uploaded into ACS only. No hard copy to follow." 
Due to a pending TDY assignment to FBIHQ, on 05/18/2005, SAI 
requested captioned investigation be reassigned. On 05/26/2005, 
captioned matter was reassigned to writer. In July 2005, writer 
received results of a National R^mvri T.g>i-i-ov >hpt ̂  NSL was 

] 

forwarded 
FBI until 

to iid not drafted12/30/2004and 
provide NSL results to FBI until O5'/05/iOO5. The NSL 
contained no toll records, only billinginformation.T 
informed writerthatcaptionedsubject maintained a basic service 
plan and as such, carrier was not responsible for maintaining 
toll records for telephone line. nUi^r t-hsm the receipt of the 
billing information f romP 
thismatter after the expiration ot| 
08/08/2005, while attempting to veriïy 
communication for 
r-pqp^r^Q^ t-1-.e» 

bl 
b6 
b7C 
b7D 
b2 
b7E 

took no other action in 
1 as noted above. On 

attempting to veriTyl date for a 
the file, writer determined FBIHQ had never 

iead set by| I in | | extension request 
Writer contacted FBIHQ and was granted a 
On 08/31/2005, FBIHQ informed writer of 

violation due to an 
was not open." 

dated 
verbal extension 
potential Intelligence Oversight Board (IOB 
"investigation action conducted while the case 

XS)^ Whild |is reporting this as a possible IOB, 
questions whether the receipt of such records after the Pi's 
expiration, based on a lawful, authorized request, constitutes 

again calls attention to its investigation. Moreover 
earlier attempt to secure a more timely extension. 

b2 
b7E 

SE&i^I 
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b 2 
b7E To: General Counsel From: 

Re• rpB^ 278-HQ-C1229736-VIO, 09/12/2005 

LEAD(s): 

Set Lead Is (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

(U) For information only. 

SECPSjjT 



NSL VIO-214 

(¡lev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To : 

ROUTINE Date: 11/09/2005 

Counterintelligence 
Inspection 

Attn: SA 
CDC 

Attn: S SA CD-2C 
Attn: IIS 

From: Office of the General Counsel 
N S T i F t / C T T i T T / R n n m 7 Q 4 7 
Contact : 

Approved By: Thomas Julie F 

M 
278 - HQ-C1229736 - VIO "'"( Pending) 

¡LIGENCE OVERSIGHT BOARD MATTER 

Drafted By: ^ 

Case ID #: (U) 

Title 

Synopsis: It is the opinon of the Office of the General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel to 
the IOB. 

INTE 
2005 

(U) X 

Reference: (U) 278-HQ-C122 9736-VIO Serial 973 
Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

Details: ^xf The referenced electronic communication (EC) from 
the Division • dated 09/12/2005, requested 
that OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. In our opinion, it 
does not. Our analysis follows. 

b2 
b7E 
b6 
b7C 

b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 

b6 FBltK 
b7C OPRL .NH 

cM?DG« :nvBS t; 
M & lx h i 



NSL VIO-215 

(S) 

(S) 

(S) 

SEILET 

To : 
Re : 

b 2 
b7E 

From: Office of the General Counsel 
(U) 278-HQ-C122 973 6-VIO, 11/09/2005 

a United States person.1 
Pursuant to Section U.C. 4 of 

the Attorney General's Guidelines for FBI National Security 
Tnvp.st i qations and Foreign Intelligence Collection (NSIG) 

needed annrnval—from FBI Headquarters (FBIHQ) to extend 

EC requesting^ 
On 

extension. The EC explicitly stated 
"Electronic communication uploaded into ACS only. No hard copy 
to follow." 

bl 
b6 
b7C 
b 2 
b7E 

the case agent drafted an 

(S) 

(SJ 

(S) 
(S) 

(U) 
(S) 

(S) 

The Rf wag a/-*t-1 • imin-iHnrf,into ACS on 
However, CD-2 C, the 

substantive unit at FBIHQ responsible for the case, did not 
receive a hard copy of the request, and it, therefore, went 
unaddressed. On 08/08/2005, the case agent assigned to the case 
after extension was requested determined that FBIHQ had 
failed to respond to the lead set b̂ j regarding [ ] extension request. This case agent, therefore, contacted FBIHQ 
and was granted a verbal extension, followed by written 
authorization, set to expird I Anoi-her-1 
was granted on|~ 

(U) 
sent 

On 12/3 0/2 004, monthstbefore] 
an National Security T.eFT̂ '̂ TFjST,') t-r 

requesting toll records 1 Jid not provide 
the NSL results until 

"I pyni -rerl 

with 
after - - . y^uub, approximately ¿ne mônth 

] expired. The NSL results contained no toll records only 
billing information, because of the target's specific service 
plan. Because there was no reportable information, there was no 
analysis and nothing further was done with the NSL results. 

from 
.time 
from Headquarters 

0r.llfir t.han the receipt of the billing information 
Itook no nthpr action on this case from the 

I until the extension was granted 

bl 
b2 
b7E 

bl 
b7D 
b2 
b7E 
b4 

bl 
b7D 
b2 
b7E 

A "United States person" is defined in Section 101 (i) of the 
Foreign Intelligence Surveillance Act (FISA), 50 U.S.C. § 1801, et seq., as 
citizen of the United States [or] an alien lawfully admitted for permanent 
residence (as defined in section 101(a) (20) of ::he Immigration and 
Naturalization Act). . . . " See also Section I.C fo the Attorney General's 
Guidelines for FBI National Security Investigations and Foreign Intelligent 
Collection (NSIG) (2003) 



NSL VIO-216 

To 
Re w 

SE^&ÇT 

From: Office of 
"278-HQ-C122 973 6-VIO, 

the General 
11/09/2005 

Counsel 
b 2 
b7E 

(U) 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." By 
longstanding agreement between the FBI and the IOB (and its 
predecessor, the PIOB), this language has been interpreted to 
mandate the reporting of any violation of a provision of the 
Attorney General Guidelines for National Security Investigations 
and Foreign Intelligence Collection (NSIG) or other guidelines or 
regulations approved by the Attorney General in accordance with 
E.O. 12333, dated 12/04/1981, if such provision was designed in 
full or in part to ensure the protection of the individual rights 
of U.S. persons. Violations of provisions that are essentially 
administrative in nature need not be reported to the IOB. The 
FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon request. 

" ^ f s C In this instance, as a consequence of a d e l aver1 
response on the part of a communications carrier, 
received the results of an NSL after T I had expired. 
However, |took no affirmative steps to analyze the 
information or use it to further the investigation in any way. 
Therefore. no investigative? activity took place subsequent to the 
expirationP, 
request for 

As soon as realized that its 
extension was not addressed by Headquarters, 

took all" necessary steps to get the appropriate extension 
before conducting any investigative activity. Thus, we perceive 
no error reportable to the IOB. 

b2 
b7E 



NSL VIO-217 

To : 
Re : 

seè&É'] 
From: Office of the General Counsel 

b 2 
b7E 

(U) 278-HQ-C1229736-VIO, 11/09/2005 

LEAD(s): 

Set Lead 1: (Info) 

AT 

(U) Read and clear. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

(U) Read and clear. 

Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON. DC 

(U) Read and clear. 

CC: Ms. Thomas 

lUhi Liorary 

b6 
b7C 

b2 
b7E 

3E*5R£T 
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(¡lev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 
Date : 12/15/2005 

Attn: NSLB 

From: Inspection 

Contact: CRS Ext 
Approved By: 

Room 11102 

Drafted By: 

Case ID #: 

Title: (U) 

(U) 2 78-HQ-C122 973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 14 90 
OGC/IOB# 2005-

bó 
b7C 
b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (S) 278-HQ-C1229736-VIO Serial 973 
278-HQ-C1229736-VIO Serial 1045 

Details : 
an EC from 
IOB error. 

(U) The Internal Investigations Section (IIS) received 
|Division dated 9/12/2005, reporting a possible 

Based upon a review of the referenced EC, it is the 
IIS's opinion the incidents described therein are administrative 
in nature. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

b2 
b7E 



NSL VIO-219 

(¡lev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE Date ; 12/15/2005 

To : Attn; SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU, Room 11102 
Contact: CRSl Ext 

Approved By 

Drafted By: 

Case ID #: 

Title: (U) 

(U) 2 6 3 -HQ- 0 -U (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 14 90 
OGC/lOB# 2 0051 

Synopsis: (U) To advise the captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This incident is remanded back to the field 
for whatever action deemed necessary and appropriate. Case 
closed at IIS. 

Enclosure(s): (U) EC from dated 09/12/2005 
Reference: (U) 2 78-HQ-C1229736-VIO Serial 973 

2 78-HQ-C12 2 973 6-VIO Serial 1045 

Details : (U) Upon review of Division's captioned report 
of a potential IOB violation, it is lIS's opinion the incident is 
not indicative of willful misconduct. IIS only actively pursues 
investigations where deliberate and/or aggravated misconduct is 
evident, and accordingly, this case is closed at IIS. 

(U) IIS recognizes and appreciates that this matter 
was brought to our attention as required by the revisions 
mandated by National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6). 

b2 
b7E 
b6 
b7C 

b2 
b7E 



DATE: September 22, 2006 

NSL VIO-220 

U.S. Departmer f Justice 

Office of the Inspector General 

TO: Charlene B. Thornton 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2006007975 
Subject: Unidentified 

~k)ivision 

b2 
b7E 

FBI No. 263-0-U-356 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal, if you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



NSL VIO-221 

OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2006-007975-M 

Received By: Date Received: 12/15/2005 How Received: A 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc : 
Home : 
Phone: 
Work: 
Phone: 

Pay Plan: 
EOD Date : 

ZIP: 

ZIP : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.Mo. 

D/L No. 
Charges 

b6 
b7C 
b2 

689 

COMPLAINANT 
Title: ATTY 
Component: FBI 
Misc : 
Home: 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 
Work: Office of the General Counsel 

National Security Law Branch/CILU, Washington, DC 
Phone: ZIP: 
Confidential: Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

Details : 
The FBI provided information reporting a possible IOB matter. As 
response on the part of a communications carrier, the FBlf 
results of an National Security Letter after 
Subsequently, the FBI 

consequence of a delayed a conse 
|]~) i' T -j c -i 

Division rece 

T-r^eived the 
expired. 

¿íjjpiuuai n o m 1B1/HU to extend the PI. 

b2 
_b7E. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date : TIME 
CITY State Zip : 

DISPOSITION DATA: Disposition: M Date: 12/12/2005 Approval: POWELL, GLENN G 
y i 

Referred to Agency: FBI Date Sent: 09/12/2006 Component: FBI 
Patriot Act: n Civil Rights: N 
Sensitive: N Whistleblower: n 

Component Number: 263-0-U-356 
Consolidated Case Number: 

Remarks: 
09/12/06- Sent to AD Thornton/FBI/INSD. Predicating material will be maintained within 
OIG/INV in a secure container. 

r : — : v:—— 
rc¡ fnriâSOTIEl) 
-'7-2CC BY 65179 crisL/'gel 

Dane r^f T 



NSL VIO-222 

(Rev. 01-31-2003) 

S ECR^J^CON/NOFORN 

F E D E R A L B U R E A U O F INVESTIGATION | l ^ f / 

(U) 

(S) 

Precedence : ROUTINE 

To : INSD 

General Counsel 

Date: 09/18/2005 

Attn: IIS 

Attn: 
NSLTÌ 

From: 
Squad 17 
Contact: 53 

Approved By: 

Drafted ftv 
( U ) Case ID w 

Title: (S) 

Synopsis 

i 

It/ 

278-HQ-C122 973 6-VTO (Pending) 
(S)| 

bl 
b2 
b7E 
b6 
b7C 
t) 7 A 

b2 
b7E 
b6 
b7C 

reportable to the IOB. The 
To advise FBI HO of fart-.s that could conceivably be 

Division sent a NSL requesting telephone toll Records tor two telephone numbers that 
had an association with the su1 ' ' 
one numberwasobtainedfroma specifically, that 

database search of subject and that the other number was listed as the subject's 
residence in a criminal history of the subject. Because the case 
agent only wanted to request subscriber information for the two 
numbers, but the person actually preparing the NSL drafted it to 
request both subscriber information and toll records for the two 

b2 
b7E 
bl 
b7D 
b4 

numbers, FBIHQ has requested to provide the facts surrounding this incident to FBIHQ to determine whether there is 
a reportable IOB violation. 

N/NOFORN 



NSL VIO-223 

To 
Re^^^Si 278-HQ-C1229736-VIO (Pending) (S) 
08/18/2005 

From: 
st7^CO: SECRET/gRCON/NOFORN bl 

b2 
b7E 
b7A 

(S> M bl 
b7A 

AHTTI-ini Hl-r-ah-iTra. fg/NTP/n^ 

bl 
b2 
b7A 

(S/NF/OCl 

Enclosure(s) (si 

bl 
b2 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b4 
b7A 

Detail at ^o/md/An bl 
b6 
b7C 
b7D 
b7A SECRET^0R^gN/NOFORN 



NSL VIO-224 

(U) 
To: 
Re : 278" 
08/18/2005 

SECRET/OFCS^N/NOFORN 
From: 

HQ-C122 973 6-VIO (Pending) (S) 

bl 
b2 
b7E 
b7A 

(S) 

(S) 

(U) 

Division 
^ Database Checks on 05/24/2004, by the[ 

I Resident An^no-v ioa\ -f rsi -\y\ f~* ^ Inn 

^JfSl^ In the 
given the option to request Division, Special Agents are 

an NSL needed for their 
Headquarters City investigation be drafted by af in^uquarters city 

n ^ i ^ 6 ® W h ° h a S a h i g h d e 9 r e e o t el^iTtise in drafting them. On 07/20/2004. a Snsrial anonf ^ , 
4. J. " W ^ 

07/20/2004, a Special Agent in the! 
National Security Letter (NSL) request to 
City (HQ), which included the following: 

IRA. _3I .bmitted a 
Headquarters 

b2 
b7E 

SECRE LN/NOFORN 

3 
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SECRET/ORCO: 

To r 
Re (UÎjSÏ 278-HQ-
08/18/2005 

From: 

coiî^p FORN 

C1229736-VIO (Pending) (S) 

bl 
b2 
b7E 
b7A 

(S) 

(S) 

The NSL was drafted by the empL^ee—a± 
±£y. On 11/05/2004, the NSL tc[ 

HQ with the following verbiageT 

(S) 

(Si-

isi-

(S) 

(S) 

was issued 
~ 3 "provide to the 

Federal Bureau of Investigation the names, addresses, lengths of 
service, and local and long distance toll billing rprnrHa for- t-ho 
t e1ephone numbers listed: 

on (S) The NSL was presented tc by 
01/18/2005, and results were obtained on 02/2372005. Due to the 
verbiage of the NSL as it was drafted by| iHeadguarters 
c l ty.subscriberandtnl1recordsforthetelephonenumbers! 

pere returned to the FBI, even tnougn 
tnese records were not specifically requested hv t-ho r̂ aoo agent. 
The_gubscriber to these records was noi 

(S) The original records received from were originally placed into the case file as 1A-1 . and1 on^ nnp^i w a s 
Field Intelligence made of the records and sent to the 

Group. These originals and copies are now enclosed with this 
communication. 

1S1 

bl 
b6 
b7C 
b7D 
b4 
b2 
b7E 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b4 
b7A 

bl 
b2 
b7E 
b7D 
b4 
b7A 

bl 

•/j&RÇC 

b7C 
b7A SECRET^OR^ON/NOFORN 

3 



NSL VIO-226 

(S) 

(U) 

(Si 

(S) 

(S) 

(U) 

(S) 

(U) 

(S) 

(S) 

SECRETTS^CON/NOFORN 
TO 
Re(Ui jpg"̂  278-HQ-C122 973 6-VIO (Pending) (S) 
08/18/2005 

From: 

original 
collectionof 

Attached and made a part hereto are copies of the 
'SL request, the ¡¡ISL—and the EC documenting the 

recordsfrom In acjd-i h -i nn 
and all COPieS Of toi "1 rprnrns n r m n ̂ orl 

•he original 
tor telephone 

numbers] -- |have Deen segregated from 
the file ana forwarded to FBIHQ as an enclosure to this 
coTiimunicat ion. 

X CDC is of the opinion that there was no 
conduct that was unlawful or contrary to Departmental guidelines 
in this matter. Pursuant to 18 USC 2709, toll record information 
can be requested in an NSL if it is relevant to an authorized 
international terrorism invpgfinahinn—Thpra i.ra.s an authorized 

|at the time of the 
i«ujj i-tquebL, uunuiimuuijiy Through tne time ot the division's 
receipt of the toll record information. 

^i&I^The relevance standard is very low and has been 
articulated as logically connected to and tending to prove or 
disprove a matter at issue. The requested information, toll 
records for a phone number listed as the subject's residence 
phone number in his criminal history, and a rplpnhnns n u m W 

data base listedasthesubject'sphonenumberina 
search, are clearly logically connected to—utiLfciriliirililJf whether 
the subject is communicating with other numbers associated with 
terrorists or terrorist organizations. While the case agent may 
have been prudent in only requesting subscriber information for 
the listed numbers, and the subscriber to the numbers in question 
was not actually the subject, that does not change the fact that 
based on the facts known to the Division at the time of the 
request,thetoll records for those numbers were relevant to the 
PI. Therefore it was not unlawful for thfa riiv^^n N S L 
requesting toll records fori 
this matter is not one that 
IOB. 

iy required to be referred to t 
and 
tie 

Additionally, there could be a negative practical 
effect if NSL requests such as those made in this case were 
generally prohibited. Often it takes months to obtain records 
from a service provider pursuant to a NSL request. In this mater 

SECRET"7P£^EN/N0F0RN 

3 

bl 
b2 
b7E 
b7A 

bl 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b4 
b7A 
b2 
b7E 
bl 
b6 
b7C 
h i A 

bl 
b7D 
b6 
b7C 
b4 
b7A 
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SEC CG^F/ORCON/NOFORN 

To From 
R e ^ U 1 ® ^ 278-HQ-C1229736-VIO (Pending) (S) 
08/18/2005 

bl 
b2 
b7E 
b7A 

(S) 

(S) 

the case agent made a decision to verify the subscriber 
information before requesting toll records, however, in any given 
situation in a terrorism investigation there could be a need for 
immediate action. The field office should have the discretion to 
request toll records as well as subscriber information under 
circumstances such as this, where i-hp mnphpra pit-<=> "Hbi-pH in a 
criminal history of the subject and a database search 
of the subject, to avoid an extra delay or as much as six months 
or more to await the results of a second NSL request. 

Finally, in this matter the field office took a prudent 
approach in that as soon as it appeared the subscriber to the 
numbers at issue was not the subject| I the records were 
segregated and not reviewed any further. It is possible that 
there could be information in the toll records that relate to the 

I I if they were closely examined. It is not inconceivable that 
may have somehow listed the numbers at issue as contact 

numbers even though he did not subscribe to them. 

b7D 
b4 

b2 
h7F, 
b6 
b7C 
b7A 

LEAD(s): 

Set Lead 1: (Info) 

INSD 

IIS 

(U) Read and clear. 

SECRET/SJ^QN/NOFORN 

6 
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To From: 

SECRET/ORCÖK/NOFORN 

R e ^ ù f S K 2 78 -HQ-C122 9 73é - VIO ^Pending) (S) 
08/18/2005 

bl 
b2 
b7E 
b7A 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT NSLB 

(U) Read and clear. 

SECRET/Ok^gfj/NOFORN 

7 
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(Rev. 01-31-2003) 

SECR^f/NOFORN 

F E D E R A L B U R E A U O F INVESTIGATION 

Precedence: ROUTINE 

To: Attn: 

Counterterrorism 

Date: 11/25/2005 

SAC 
CDC 

Attn: ITOSI/CONUSl/Team 3 
b2 
b7E 

From: Office of General Counsel 
National Security Law Branch/LX-i . R.qonn 
Contact: 

Approved Ry; Thnmag .TnHo P 

Drafted Bv: 

Case ID ir * jSl 278-HO-C122Q73R-VT n ' 

Title ^ REPORT OF POTENTIAL INTELLIGENCE 
OVERSIGHT BOARD (IOB) MATTER (IOB 2 0 06-

b7C 

b2 
b7E 
b7A 

Synopsis: (U)It is the opinion of the Office of General Counsel 
(OGC) that the above referenced matter is not a violation and 
need not be reported to either the Intelligence Oversight Board 
(IOB) or the FBI's Inspection Division. 

(U) X 
(U1 Reference * 

DefT9T3dr-Erimj^-G-3 

(S) 
2 78-HQ-C122 973 5-VTO Rpri.i:' 014 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect. 

SECREJ^JTOFORN 

" ̂  r^vjf a 

b6 v. «-u .: ,VS: 
b7C 

bl 
b2 
b7E 
b7A 

Details: (S 
a United States 

bl 
b2 
b7E 

b7C 
b7A 
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SECKET/NOFORN 

To 
Re : 

(U); 
From: Office of General Counsel 

27 8-HQ-C122 973 5-VIO, 11/25/2005 

b 2 
b7E 

) 
Person, as that term is used in the Attorney General's Guidelines 
for FBI National Security Investigations and Foreign Intelligence 
Collection (NSIG or "the Guidelines' 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b4 
b7A 

(U) 

S) 

at 
On 7/20/20 04 the case agent requested an employee 

HQ, who apparently has a particular expertise, to 
draft a National Security Letter (NSL) to _The agent 
requested only subscriber iTifnrmaHnn fmr" i-hQ h„^ rrimhar0| a nd, 

toll records for the 

(S) 

) 

only if the subscriberwas 
requested timertpr i nd However, the actual NSL drafted and 
presented tol pn 11/05/2004 requested both subscriber and 
toll records for t^eabove-mentioned telephone numbers. On 
02/23/2005 

for the above-mentioned telephone numbers, 
[provided the FBI subscriber and toll records 

for the two telephone numbers. 
.belong tc 

The telephone numbers did not 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b4 
b7A 

(S) 

A "United States person" is defined in section II.W of 
the Guidelines as "an individual who is . . . [a] United States citizen 
or . . . a permanent resident alien . . . ." This regulatory definition is 
based on the definition of a "United States person" as that term is used 
section 101 (i) of the Foreign Intelligence Surveillance Act (FISA), 50 U.S.C. 

'United States § 1801 et sea. The latter states, in pertinent part, that 
person' means a citizen of the United States [or] an alien lawfully admitted 
for permanent residence (as defined in section 101(a)(20) of the Tr.miaration 
and Naturalization Act) . . . ."I 

(S) 

SECBST/MÔFÔRN 

bl 

b7C 
b7A 
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(UJ 

( S J 

To : 
Re 
(U) 

NOFORN 

From: Office of General Counsel 
2 7 8-HQ-C1229735-VTO, 11/25/2005 

b 2 
b7E 

(U) 
FBI HQ requested that provide the facts 

surrounding this incident to determine whether there is a 
reportable IOB violation. forwarded all original and 
copies of the toll records m question to OGC. Those records 
will be delivered to ITOSl/CONUSl/TEAM 3 for proper disposal. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, Inspection Division, and the General 
Counsel, OGC, respectively) report to the IOB "concerning 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive order or Presidential 
directive." This language was adopted verbatim from E.O. 12334, 
dated 12/04/1981, when the IOB was known as the President's 
Intelligence Oversight Board (PIOB). By longstanding agreement 
between the FBI and the IOB (and its predecessor, the PIOB), this 
language has been interpreted to mandate the reporting of any 
violation of a provision of the FCIG, or other guidelines or 
regulations approved by the Attorney General, in accordance with 
E.O. 12333, dated 12/04/1981, if such provision was designed in 
full or in part to ensure the protection of the individual rights 
of a U.S. person. Violations of provisions that are essentially 
administrative in nature need not be reported to the IOB. The 
FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon request. 

In the present case, there is no violation. A 
investigation was authorized and extended 

The initial database checks on the 
valid - ^ 

pursuant to NSIG Part II.C. . _ _ 
subject's telephone number revealed-Jmcupossible additional 

J telephone numbers snhsrri hpp t< 
technicruel r 

, .The NSL is an authorized 
technique! I I See NSIG 
Part II.C73"; The legal standard in issuing a NSL is that the 
information sought need only be "relevant to an authorized 
investigation to protect against international terrorism. . ." 
18 U.S.C. Serf inn 7709 (b) (1) . The NSL in this case was properly 
issued tc I That the received toll records revealed that 
the telephone numbers did not belong to the subject does not make 
the request a violation, but rather an elimination of an 
investigatory lead. Likewise, it is of little or no consequence 
that the case agent only requested subscriber information instead 
of the toll records which were eventually received. Pursuant to 
the statute the FBI is entitled to both types of information. As 
such, it is our opinion that this matter need not be reported to 

bl 
b6 
b7C 
b7D 
b2 
b7E 
b4 
b7A 

SEC ORN 
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SECRB^/NOFORN r b2 
To : 
Re : 

From: Office of General Counsel b7E 
f—2/8-AQ-C1229735-VIO, 11/25/2005 

(U 

the IOB. Consistent with our prior opinions, a record of this 
decision should be maintained in the control file for future 
review by Counsel to the IOB. 

S E CRET7TTUFDRN 
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SECR^7NOFORN 
To: 
Re From: Office of General Counsel 2 7 8-HQ-C1229735-VI0, 11/25/2005 

b2 
b7E 

LEAD(s): 

Set Lead 1: (Action) 

AT 

For appropriate action 

Set Lead 2: (Action) 

COUNTERTERRORTSM 

AT WASHINGTON. DC 

(U) Ensure all toll records, original and copies, are properly disposed. F ' 

1 
1 
1 
1 

- Ms. Thomas 

- IOB File 
b6 
b7C 

secs«i7noforn 

5 
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(Rev. 01-31-2003) 

SE^ET 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 
Date: 12/23/2005 

Attn: NSLB 
From: Inspection 

Contact : CRS Ext | 
Approved By: 

Drafted By: b6 
Case ID #: 

Title: (U) 

(U) 2 78-HQ-C122 973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC$IMIIL_112 92 
0GC/I0B# 2006-

b7C 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

<U) X 
Reference: (U) 

(S) 

DeruT^ed-Esuam^r G-3 
D£C^rSsxfyOrTP~~Xi— 

278-HQ-C1229736-VTO 1Q14 

bl 
b2 
b7E 
b7A 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from| Division dated 9/18/2005, reporting a 
possible IOB error. Based upon a review of the referenced EC, it 
is the IIS* s opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b7E 

SEpR£T 
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(Rev. 01-31-2003) 

SE^ET 
FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE 

Attn; 

Date: 12/23/2005 

SAC (Personal Attention) 
From: Inspection 

Internal Investigations Section IPU, Room 11865 
Contact: CRS| Ext. 

b2 
b7E 
b6 
b7C 

J 

Approved By: 

Drafted By 

Case ID #: 

Title: (U) 

(U) 2 6 3 -HQ- 0 -U (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 12 92 
OGC/lOB# 2006-1 I 

Synopsis: (U) To advise that the captioned reporting of 
potential Intelligence Oversight Board (IOB) violation has been 
reviewed by the Internal Investigations Section (IIS), and is not 
considered willful misconduct. This incident is remanded back to 
the field for whatever action deemed necessary and appropriate. 
Case closed at IIS. 

/ X DeeiaSsifyOni Xt-
Enclosure(si 
Counsel and 

m) I?r* from 
dated 09/18/2005. 

to Inspection, General 
b2 
b7E 

Reference : (U) 
(S) 

278-HQ-C1229736-VTO Serial 1014 

the 
Details: (U) Upon review of Division's captioned 
report of a potential IOB violation, it is IIS's opinion that 
incident is not indicative of willful misconduct. IIS only 
actively pursues investigations where deliberate and/or 
aggravated misconduct is evident, and accordingly, this case is 
closed at IIS. 

(U) IIS does, however, suggest this incident be 
potentially considered a possible performance related issue with 
respect to the employee and respective supervisor, and relegates 
any future action relative to this incident to the discretion of 
the ' ' " 

bl 
b2 
b7E 
b7A 

b7E 

Division. IIS recognizes and appreciates that this matter was brought to our attention as required by the revisions 

SE 
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To: 
Re : 2 63-0-U -

SEĈ T 

From: Inspection 
359, 12/23/2005 

b2 
b7E 

mandated by National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6). 

SEJ^ET 

2 
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U.S. Departme. A' Justice 

Office of the Inspector General 

Washington, D.C. 20530 

DATE : September 12, 2006 

TO: Charlene B. Thornton 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

Cjr* î/çĤ , 
FROM: Glenn G. Powell 

Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2006007962 
Subject: Unidentified 

Division 

b2 
b7E 

FBI No. 263-0-U-359 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 
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ALL Fil IlFOPHâTIOl C DITTA IKED . 

OIG - INVESTIGATIONS DIVISION Complaint Form OIG NO. 689-2006-007962-M 

Received By: r Date Received: 12/23/2005 How Received: A 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc : 
Home: 
Phone 
Work: 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO : 
D.O.B.: 

Alien No.: 
F . B.I.No. : 
B.0.P.No.: 

D/L No.: 
Charges: 689 b7C 

-b2 
COMPLAINANT: 
Title: UNID 
Component: FBI 
Misc : 
Home: 
Phone: 
Work: General Counsel 

National Spnirifv Law Branch/LX Crossing, Tysons Corner, 
ZIP: 

Revealed: 

Pay Plan: 
EOD Date : 

ZIP: 

Phone : 
Confidential : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

VA 
Authority: none 

Details: 
The FBI provided information reporting a possible IOB matter. Subsequent to the initiation 
of I investigation! | and database checks, subscriber information for two 
teiepnone numDers, possibly registered to the target of an FBI investigation, were requested-^9 
by the FBI. However, the National Security Letter (NSL) presented to the communications 
carrier requested both subscriber and toll records for the two telephone numbers. An b 7 E 
examination of the subscriber and toll records revealed that naither telephone number 
belonged to the target. The FBI/OGC advised that because | was authorized, the NSL was 
properly issued and the received toll records makes this an elimination of an investigatory 
lead. Additionally, the FBI/OGC advised that it is of little or no consequence that both 
the subscriber and toll information were received as the FBI is entitled to both types of 
information. 

ALLEGATIONS: 68 9 
Occurrence Date: 
CITY :| 

IOB Violation 
TIME: 
State : Zip : 

b2 
b7E 

DISPOSITION DATA: Disposition: M Date: 12/21/2005 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 09/12/2006 Component: FBI 
Patriot Act: n Civil Rights: n Component Number: 263-0-U-359 
Sensitive: N Whistleblower: n Consolidated Case Number: 

Remarks: 
09/12/06- Sent to AD Thornton/FBl/lNSD. Predicating material will be maintained within 
OIG/INV in a secure container. 

Panp 1 nf 1 /1 « / « « « . 
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# 1 0 7 3 9 4 6 

U.S. Department of Justice Classified Document Receipt 
When filling out this form, please press firmly 
with ballpoint pen. 

FROM: i*'"""! 

TO: (Name) C-hctrjej\€L ~B> ~Thc'n~bn b 6 
SIGNATURE: (of Recipient) & DATE: b 7 C 
If sent outside DOJ, Return this copy to:. 

ACCOUNTABILITY ( , 

(Organization and Address). p ü ^ j ö i G i f W ( / N ü 

(Organization and Address) f Q// / ' '-¿¡J-J 

DOCUMENT IDENTITY 

SUBJECT & DESCRIPTION: ¿) /<C- Co'*f!c- <-'> f A}O ^-OOtff DO 7 f ^ O Q ^ ö G ' / f g ^ .Z Quk 007 <y ¿Cy 

2 CrOO 7*?(/Gf 2,OGC*OO-?9Y/; 2 OO^CjO 2 Ötffc OO 79 </2_?2 ¿ ^ O C / ^ / C Z 

No. of pages:_ 2-3 Date of Document:. 

Copy .of. 
Classification of Document (Check Appropriate Box(es) Below): 

Copies. 

INTERNAL DOJ ROUTING 
XTAIUC NR DCCTDTCKT-T /D_.„.I CIR.UATIIDC ORGANIZATION 

t o l l - H) 
& DATE REC'D. / , 
h r ' / M M 1. 

ORGANIZATION 
t o l l - H) 

& DATE REC'D. / , 
h r ' / M M 

•¿. 

3. b6 f 

4. b7C 
5. 

INSTRUCTIONS ON BACK OF LAST PAGE FORM DOJ-34 
JUN. 81 
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(¡lev. 01-31-2003) 

SECR^Z^/NO FORN 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 10/11/2005 
Attn: 
Attn: 

IIS 
NSLB 

From : 
Squad 14 
Contact: SA 

Approved By: 

Drafted By: 

b2 
b7E 
b6 
b7C 

Case ID I ^ 778-Hn-n??Q736-VTO (Pendina) 
(S' 

/ ¿ p j Z 

Title: 

00: HA 

bl 

b7E 
b6 
b7C 
b7A 

Synopsis. Information received via National Security 
Letter not related to this matter. 

(u) 
DegXaesiîyOrr: XJ^ 

:s) M bl 
b7A 

Administrative iU)b^//NF) This report contains information 
that is Foreign Intelligence Surveillance Act (FISA) derived. 
Per 50 U.S.C. section 1806(B) of the Foreign Intelligence 
Surveillance Act, recipients are reminded that this 
information, or any information derived from it, may only be 
used in a criminal proceeding with the advance authorization 
of the Attorney General. This information may not be 
disseminated to a foreign government without the authorization 
of the Attorney General. 

< 1 / 

>7 

b6 
b7C 
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To 
Re 

Inspection From: : insp 
'• X JT T. ' \ 

b6 
b7C 

27 8-HQ-C122 97 3 6-VIO, 10/11/2005 
(U) 

Details : (S//NF 

bl 
b7D 
b2 
b7E 
b4 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

m bl 
b6 
b7C 
b7A 

( s )\ 

bl 
b6 
b7C 
b7A 

3 
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se^KÇT 
b2 
b7E 

To: Inspection From: 
Re: 278-HQ-C1229736-VIO, 10/11/2005 

(S) 

bl 
b6 
b7C 
b2 
b7E 
b7A 

(S) 

xs_ 

bl 
b6 
b7C 
b7D 
b2 
b7E 
b7A 
bl 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 
bl 
b6 
b7C 
b7A SÔ8JIET 

3 
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SE 
b2 
b7E 

To: Inspection From: 
Re: 278-HQ-C12297Î36-VIO, 10/11/2005 

(S) 

The above information is being provided to 
FBIHQ, NSLB and IIS, in order to document toll records that 
were requested and received that are not pertinent to an 
investigation. 

LS) 

bl 
b6 
b7C 
b2 
b7E 
b7A 

bl 
b6 
b7C 
b7D 
b2 
b7E 

b7A 

SE <2^1 
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b 2 
b7E 

LEAD(s): 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) IIS read and clear. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB read and clear. 

RET 

ection From: 
278-HQ-Cl2297^6-VIO, 10/11/2005 

^ S Î ^ E T 

5 
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(Rev. 01-31-2003) 

SECRET)'N^FORN 

B U R E A U O F INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
Counterterrorism 

Date: 11/14/2005 

Attn: Internal Inspection Service 
Attn: 

Attn: 

TTQ.qi /r-fWTHi /T^™ 
SSA 
IA| 
CDC" 
SSA 
SA 

From: General Counsel 
National Security Law Branch/CTLUl/l.X-1 
Contact: SSA 

Approved By: T h n m a . g . T n U s » g 

Drafted By: 

Case ID 2 78-HQ-C122 973 6-VTO 
(S) 

iPsnding) 

Title: INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB 2006^ 

bl 
b2 
b7E 
b7A b2 

Synopsis: (U) It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter is not a 
violation and need not be reported to the Intelligence~Oversiqht 
Board ™(iOB) . 

(U) Dera? __ 
Declassify On; 

-3 

(U), 
Reference: fgQ 278-HQ-C1229736-VTO Rpria 

(S) 
1037 

Details (S/NF) 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b7A 

bl 
b2 
b7E 

b7C 
b7A SECRE5<IROFORN 

b7C 
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SECRETP/NOFORN 

To: Inspection From: General Counsel 
Re: y ^ i 278-HQ-C1229736-VIO, 11/14/2005 
(U)1 

.During the course of its investigation of 
issued National Security Letters , (NSL) tor toll 

records on two telephone numbers relevant to the instant matter. 
These two telephone numbers were originally provided to 
and based on telephonic analysis conducted by FBTHO On re t-he* 
NSL results were received from the service provider, 
determined that the two telephone numbers wprp no i nnrraT-
subscribed to bv tha 

-uubeyueiiLiy, 
rrom tnese two numbers. 

yyyr^g&ted the toll records 

bl 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, Inspection Division, and the General 
Counsel, OGC, respectively) report to the IOB "concerning 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive order or Presidential 
directive." By longstanding agreement between the FBI and the 
IOB, this language has been interpreted to mandate the reporting 
of any violation of a provision of the FCIG, or other guidelines 
or regulations approved by the Attorney General, in accordance 
with E.O. 12333, dated 12/04/1981, if such provision was designed 
in full or in part to ensure the protection of the individual 
rights of a U.S. person. Violations of provisions that are 
essentially administrative in nature need not be reported to the 
IOB. The FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon request. 

the present case, there is no violation. A 
valid preliminary investigation was authorized pursuant to 
Attorney General's Guidelines. See NSIG Part II.C. Telephonic 
analysis conducted by FBIHQ revealed two telephone nnmhorc 
associated with the target. Based on this information, 
issued two NSLs for toll records. The NST, is an anthmh-TpH 
technique | Id. at Part 
II.C.3. Tile legal standard m issuing an NSL is that the 
information sought need only be "relevant to an authorized 
investigation to protect against international terrorism. . ." 
18 U.S.C. § 2709(b)(1). The NSLs in this case were properly 
issued. Simply because the toll record results revealed that the 
telephone numbers did not belong to the target does not make the 

SECRl^ilOFORN 
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E^TC SECRET^NOFORN 

To: Inspection From: General Counsel 
Re: 2 78-HQ-C122 973 6-VIO, 11/14/2005 

W) 

request a violation. Rather, it marks the elimination of an 
investigatory lead. It is our opinion that this matter need not 
be reported to the IOB. Consistent with our prior opinions, a 
record of this decision should be maintained in the control file 
for future review by Counsel to the IOB. 

SECRB^/NOFORN 

3 
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SECRET FORN 

To: Inspection From: General Counsel 
Re- 2 78 - HQ-C122 973 6 - VIO, 11/14/2005 
(U) 

LEAD(s): 

Set Lead Is (Discretionary) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Set Lead 2 s (Action) 

COUNTERTERRORISM 

AT ITOSl/CONUSl/TEAM 3 
(U) Ensure all toll records, originals and copies, are 

properly ^osed. 

Set Lead 3s (Info) 
b2 
b7E 

AT 

(U) Read and clear. 

3 
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(Rev. 01-31-2003) 

SÊ ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 
Date: 12/23/2005 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU Room 11102 
Contact: CRS| \ Ext. 

Approved By 

Drafted By: 

Case ID #: 

Title: (U) 

(U) 2 78-HQ-C122 973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1413 
OGC/IOB# 2 006-

Job 
b7C 
b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

( U ) ^ 

Reference: 

Detailsi 

(U) 
(S) 
(U) 

2 78-HO-CI339716-VTO qpri^l 1037 
z yü-HU-iJ122y/Jb-VlU Serial 1060 

b2 
b7E 
b7A 

(U) The Internal Investigations Section (IIS) received 
)ivision dated 10/11/2005, reporting a an EC from 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS1s opinion the incident described therein is an 
administrative issue. Therefore, no internal investigation will 
be conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

b2 
b7E 

S E ^ E T 
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(¡lev. 01-31-2003) 
SEC 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date: 12/23/2005 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU, Room 11102 
Contact: CRS Ext.| | 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

(U) 263-HQ-0-U - 363 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS M 1 3 
0GC/I0B# 2006 

(U) X Derntve^^co^^r?^ 
Declassify On: XlT~ 

Enclosure(s): (U) EC from 
Counsel anc dated 10/11/2005. 

to Inspection, General 

b2 
b7E 
b6 
b7C 

Synopsis: (U) To advise that the captioned reporting of 
potential Intelligence Oversight Board (IOB) violation has been 
reviewed by the Internal Investigations Section (IIS), and is not 
considered willful misconduct. This incident is remanded back to 
the field for whatever action deemed necessary and appropriate. 
Case closed at IIS. 

b2 
b7E 

Reference : (U) 
(S) 
(U) 

1037 
270-HQ-C122 973 6-VIO Serial 1060 

Division's captioned Details: (U) Upon review of 
report of a potential IOB violation, it is US's opinion that the 
incident is not indicative of willful misconduct. IIS only 
actively pursues investigations where deliberate and/or 
aggravated misconduct is evident, and accordingly, this case is 
closed at IIS. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2 005 
(319X-HQ-A1487720 serial 6). 

bl 
b2 
b7E 
b7A 

b2 
b7E 



DATE: September 12, 2006 

NSL VIO-251 

U.S. Departme of Justice 

Office of the Inspector General 

Washington, D.C. 20530 

TO: 

FROM: 

Charlene B. Thornton 
Assistant Director 
Inspection Division 
Fédéral Bureau of Investigation 

i - SA 

Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2006007944 b 2 
Subject: Unidentified b 7 E 

• • 

Division 
FBI No. 263-0-U-363 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 
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OIG - INVESTIGATIONS DIVISION Complaint Form OIG NO. 689-2006-007944-M 

Received By: Date Received: 12/23/200i How Received: A 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc : 
Home : 
Phone: 
Work: 
Phone: 

Pay Plan: 
EOD Date : 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 
Charges 

b6 
b7C 
b2 

689 

COMPLAINANT: 
Title: SSA 
Component: FBI 
Misc : 
Home : 
Phone: 

Pay Plan: 
EOD Date: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. ZIP: 
Work: General Counsel 

National Security Law Branch/CTLUl/lLX-1, Tysons Corner, VA 
Phone: ZIP: 
Confidential: Revealed: Authority: none 

Details : 
The FBI provided information reporting a potential IOB matter. Subsequent to the initiation 
of I J investigation and the issuance of National Security Letters, the FBI 

Division determined that the telephone numbers were no longer subscribed to by the 
targets of the investigation or associated with their residential address. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: TIME: 
CITY J State: Zip : 

DISPOSITION DATA: Disposition: M Date: 12/21/2005 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 09/12/2006 Component: FBI 
Patriot Act: n Civil Ricjhts: n Component Number: 263-0-U-363 
Sensitive: N Whistleblower: n Consolidated Case Number: 

Remarks: 
09/12/06- Sent to AD Thornton/FBI/INSD. Predicating material will be maintained within 
OIG/lNV in a secure container. 
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(Rev. 01-31-2003) 

s è ^ E T 

F E D E R A L B U R E A U O F INVESTIGATION 

Precedence : ROUTINE 

To: ^inspection Attn: IIS 
Office of General Counsel Attn: NSLB 

Date: 10/06/2005 

4 i 3 z 5 
From: 

Aqency 
From: 

Resident Aqency 
From: 

uoncacc: üa 

Approved By: curt 

# 
Drafted By: 

Case ID # .iU1" 278-HQ-C1229736-VIO (Pending) —\Q\\£) 

u z 
b7E 
b6 
b7C 

Title: CASE AGENT - SA 
SUPERVISOR - SSRA 
INTELLIGENCE OVERSIGHT BOARD MATTER 

Synopsis To report inadvertent acquisition and receipt of 
telephone toll billing records through NSL. 

(U) 
e t 

(u) M Derïvëd^-FroBL^L^G-^-

Reference: (S) 

Administrative : 1 S 1 

j No further investigation will be conducted until HQ 

bl 
b2 
b7E 

aurhôrizes further investigation. 

Details: (U) Pursuant to guidelines set forth in FBIHQ 
Electronic Communication (EC) dated 02/10/2005 entitled "REVISED 
PROCEDURES FOR THE SUBMISSION OF REPORTS OF POTE: 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTERS", the 
Division makes the following report: 

2XIAL 

b2 
b7E 

bl 
b2 
b7E 

b7C 
•1 1 

d'éC yktetls 
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b2 
b7E 

To: Inspection From: 
Re- rjSX 2 78-HQ-C122 973 6-VIO, 10/06/2005 

(U) 

I S ! 

IS1 

(S) 
(S) 
containedtheincorrectareacode,citingth< 

instead of the 
of 

area code, both of which are vàiid 
Tftq a regni t.. toll records were 

coae, 
the state 
inadvertently obtained 
the captioned subject. 
the case agent and the records were set aside temporarily 
toll records were not reviewed, nor used for any investigative 
purpose. 

area 
in 

for an individual other than 
The error was discovered upon receipt by 

The 

Due to other investigative responsibilities and jjue to otner investigative 
preparation of reports related to the| |Division's scheduled 
November, 2005 Inspection,! lease Agent did not revisit the 
error until the week of October 3, 2005 whereupon he notified 
captioned SSRA and appropriate notifications were immediately 
made tcj | Management. 

(S 
beenforwarded 

with a lead set to I TOS 
to ITOSIif 

II 

IS) 
to OIPR foraction deemedappropriate 

"Kt tn: SSA 
have 

bl 
b6 
b7C 
b2 
b7E 

bl 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b4 

bl 
b6 
b7C 
b2 
b7E 

b2 
b7E 

bl 
for review and referral b7C 

b2 
(S) 
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To: Inspection From: 
Re: 2 78-HQ-C1229736-VIO, 10/06/2005 

LEAD(s): 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON. DC 
( U ) 

For action deemed appropriate 

Set Lead 2: (Info) 

OFFICE OF GENERAL COUNSEL 

AT WASHINGTON, DC 

( U ) F o r action deemed appropriate 

b 2 
b7E 

SE^R^T 
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(01/26/1998) 

RET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE Date: 11/17/05 

To: 
Counterterrorism 
Inspection 

Attn: SAC, CDC 
Attn: AD 

Attn : IIS 

From: General Counsel 
Counterrorism Law Unit II/LX-1 5S2 0 0 
Contact: 

Approved By: Thomas . Jul i e F1 

Drafted By: 

Case ID # (UJ 

b2 
b7E 
b6 
b7C 

27 8-HQ-C122 97 36-VIO -/¿pgù 

Title :(U) Ì K ^ SA 
SSRA 

( U ) 

INTELLIGENCE OVERSIGHT BOARD MATTER, 
IOB 2006| 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare a cover 
letter and a letterhead memorandum for the General Counsel and 
the Assistant Director, Inspection Division (INSD), for 
submission to the IOB. Submission of this matter to the OPR is a 
matter within the cognizance of the IIS. 

(U) X G-3 

Reference : (S) 

bl 
b2 
b7E 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 6.1. 

ET 

OKr .Pi/ Ifi 
PS? $T. ,h-j— 
of ^ 

b6 
b7C 
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(U) 

( 3 ) 

(s: 
(S) 

(Si-

tu) 

( 3 ) 

(S) 

To : 

SE^^T 

From: General Counsel 
A ! y-HQ-13 98087, 11/17/2005 

Details: (U) Referenced communication from the 
Resident Agency|~ |RA) to OGC, dated 10/06/2005, 
requested that OGC review the facts of the captioned matter and 
determine whether it warrants reporting to the IOB. In our 
opinion, it does. Our analysis follows. 

^ j p A s discussed in the electronic communication (EC) 
RA cited below,1 from the 

RA opened a 
on 10/08/2004- thP 

| that is, a "United states person" as tnat term is used 
m Section 101 (i) of the Foreign Intelligence Surveillance Act of 
1978 (FISA),2 in order to investigate information or allegation 
of ties l i The investigation 

During the course of the investigation the 
RA issued a National Security Letter (NSL) pursuant 

to the Electronic Communications Privacy Act, 18 U.S.C. § 2709. 
That statute permits the FBI to request telephone toll billing 
records that are "relevant to an authorized investigation to 
protect against international terrorism or clandestine 
intelligence activities, provided that such an investigation of a 
United States person is not conducted solely on the basis of 
activities protected by the first amendment to the Gnn gt- i tnt- i nn 

b 2 
b7E 

b2 
b7E 

bl 
b6 
b7C 

oftheUnitedStates." 

However, the incorrect area code was put into the number, 

bl 
b2 
b7E 
b6 
b7C 
b7D 

(U) 
EC from 

dated 10/06/2005 and titled "Case Agent - SA[ 
SSRA 

Resident_Agency to Inspection and OGC 
J Supervisor 

Intelligence Oversight Board Matter." 

(U) A "United States person" (USP)is defined in Section 101 (i) of 
the Foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 1801 
et seer.) as "a citizen of the United States [or] an alien lawfully admitted 
for permanent residence (as defined in section 101(a)(20) of the Immigration 
and Naturalization Act) . . . ." See also Section II.W of The Attorney 
General's Guidelines for FBI Foreign Intelligence Collection and Foreic 
Counterintelligence Investigations. 

Lgn 

SE^ET 

b2 
b7E 
b6 
b7C 
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To: 

SE^ET 

From: General Counsel 

b2 
b7E 

Re V ^ T 21Q- HQ -1398087, 11/17/2005 (U) 
so that the NSL was issued for the wrong telephone number.3 
Records for that telephone number were provided by the telephone 
company. Upon receipt of the records, the error was discovered 
by the case agent and the records were set aside and not reviewed 
or used for any other investigative purpose. The records were 
forwarded to headquarters via an EC dated 10/06/2005.4 

(U) Section 2.4 of Executive Order (EO) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive. This 
language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially 
administrative in nature need not be reported to the IOB. The 
FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon request. 

^ ^SC Section V.ll., Investigative Techniques, of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG) 
provides that National Security Letters may be issued in 
conformity with statutory requirements, including 18 U.S.C. § 
2709. Title 18, U.S.C. § 2709 provides that the FBI may seek 
toll billing information from telephone carriers that is relevant 
to an authorized national security investigation. Clearly, the 
information obtained by the FBI was not relevant to an authorized 

(U) In order to avoid any dissemination of this incorrect telephone 
number, the number is not being listed in this document. 

4 (S) See, addressed to ITOS II SSA 
snclos.:: g the toll billing records-. 

seJJ^ET 

3 

bl 

b7E 
b6 
b7C 
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b2 
SE^ET b7E 

To: From: General Counsel 
Re: ^ft? 278-HQ-1398087, 11/17/2005 

national security investigation because there was an error in the 
NSL in transmitting the appropriate telephone number. Thus, the 
FBI received telephone toll billing records concerning a 
telephone number that was not under investigation nor related to 
an investigation. Therefore, the information was improperly 
collected, although unintentionally so, in violation of the NSIG 
and ECPA. 

(U) Clearly, the rights of the target were not 
infringed because he was not the subject of the improperly 
collected information. It is unknown whether this information 
was gathered about a United States Person or not, inasmuch as 
there has been no review of the information. Nonetheless, based 
on the fact that information which may be about a USP was 
improperly, although inadvertently, collected, and in accordance 
with the reporting requirements of Section 2.4 of E.O. 12863, OGC 
will prepare a cover letter and an memorandum to report this 
matter to the IOB. 

LEAD(s): 

SESTET 

4 
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To: 
Re: 27Ö-HQ 

S E ^ & T 

From: General Counsel 
1398087, 11/17/2005 

b 2 
b7E 

(UJ 
Set Lead 1 : (ACTION) 

AT RESIDENT AGENCY 

(U) Seal and provide NSL return information and any 
documents based upon such information to headquarters for purposes 
of sequestering with Deputy General Counsel Thomas. 

Set Lead 2: (ACTION) 

COUNTERTERRORISM 

AT WASHINGTON. DC 

(U) Provide sealed NSL return information and documents 
based upon such information to Deputy General Counsel Thomas for 
sequestration. 

Set Lead 3: (ACTION) 

INSPECTION 

AT WASHINGTON, DC 

(U) For review and action deemed appropriate. 

1 
b6 
b7C 
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BY COURIER 

Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

b2 Dear Mr. Langdon: b7E 
Enclosed for your information is a self-explanatory 

memorandum entitled "Intelligence Oversight Board (IOB) Matter, 

2006-
Division, at Resident Agency, IOB Matter 
(U) 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
The Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure b2 

1 - Mr. Hulon I — I b7C 
1 - Inspection (IOB 2006-
1 -I 
1 - 278-HQ-C1229736-VIO A'F7 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 
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Mr. James Langdon 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

- 2 -

S ^ E T 
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SECI 

Mr. James Langdon 

(S) 

(S ) 

(S) 

IS) 

INTELLIGENCE OVERSIGHT HOARD 
DIVISION, ATI 

IOB MATTER 2006 

_H1B ) MATTER 
RESIDENT AGENCY 

Ü) 
b2 
b7E 

The Federal Bureau of Investigation 
HptprminpH ^ a t in r-onducti na at 

("FBI") has 

j tne t'tJi improperly usea a 
National Security Letter(NSL)to obtain telephone toll billing 
records on a telephone number which was not related to the 
investigation. The overcollection was due, tn a mi stake—i n t̂ he 

whose NSL in identifying the -telephone number of 
number was intended to be the subject of the request. The 
overcollection was a violation of Section V.ll. of The Attorney 
General's Guidelines for FBI National Security Investigations and 

bl 
b6 
b7C 
b2 
b7E 

Foreign Intelligence Collection (NSTG) thi g rprta rH _on. 

on or about March Jl, 200b, a National Security Letter was issued 
to a telephone carrier for the telephone toll billing records of 
a phone number intended to be identified as that of the target. 
Instead, the area code was incorrectly identified; thus, the 
information returned from the carrier was the telephone toll 
billing records of a wholly unrelated telephone number. The 
error was discovered upon receipt of the information, and the 
records were not reviewed nor used for any investigative purpose. 
Despite the inadvertent nature of the mistake, the fact remains 

that information was improperly collected on a telephone number 
unrelated to an investigation. Thus, the matter is being 
reported to the IOB. 

(U) I 
Section V.ll. authorizes use of National Security Letters in 

conformity with 18 U.S.C. § 2709 (relating to subscriber information, toll 
billing records, and electronic communication transactional records1. The 
statute requires that information sought is relevant to an authorized national 
security investigation. 

-1-



NSL VIO-265 

SECI 

Mr. James Langdon 

SÇe^ET 

- 4 -

SÈSSKÊÎT 
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(¡lev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence s ROUTINE 

To: General Counsel 

Date: 02/01/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, TPTT R o o m 11 S65 
Contact: CRS Ext . 

Approved By: 

Drafted By: 

Case ID #: 

Title: 

Miller David Ian 

278-HQ-C122 973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 1,3 25 
OGC/lOB# 2 006-

b6 
b7C 
b2 

Synopsis: To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: 

Details: 
EC from 

2 78-HQ-C122 973 6-VIO Serial 1016 
278-HQ-C1229736-VIO Serial 1086 

The Internal Investigations Section (IIS) received an 
Division dated 10/6/2005, reporting a possible 

b2 
b7E 

IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is indicative of a 
performance issue. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 
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(Rev. 01-31-2003) 
S^^ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date: 02/13/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal 
Contact: 

Tiivpat- i rrat- i nria 
CRS 

.gpr-f -j nn IPU, 
Ext . 

1865 

Approved By: Miller David Ian 

Drafted By: 

Case ID #: 

Title: (U) 

(U) 263-HQ-0-U - 376 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 132 5 
OGC/lOB# 20061 

b2 
b7E 
b6 
b7C 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) x 
.assify On: 

Enclosure(s): (U) EC from 
General Counsel, dated 10/06/2005. 

to Inspection and Office of 

Reference : (U) 278-HQ-C122 973 6-VIO Serial 1016 
278-HQ-C1229736-VIO Serial 1086 

b2 
b7E 

Details: (U) Upon review of| (Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this matter 

Division. IIS is left to the discretion of the 
recognizes and appreciates that tnis matter was brought to our 
attention as required by the revisions mandated by National 
Security Law Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 
serial 6) . 

b2 
b7E 

DOCUMENT IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED 
ENCLOSURE. 

SE^^T 
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U.S. Departme >f Justice 

Office of the Inspector General 

DATE: September 22,2006 

TO: 

FROM: 

Charlene B. Thornton 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

r"̂  . • '* ' J 

Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2006008122 
Subject: 

FBI No. 263-0 

et al. 
Resident Agency 
U-376 

b6 
b7C 
b2 
b7E 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 
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OIG - INVESTIGATIONS DIVISION Complaint Form OIG NO.: 689-2006-008122-M 

Received By: Date Received: 02/01/2006 How Received: A 

SUBJECT: 
Title: SA 
Component: FBI 
Misc : 
Home : 
Phone: () 
Work: 
Phone: 

Pay Plan: 
EOD Date: 

ZIP : 

ZIP; 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.NO. 

D/L NO. 
Charges 689 

SUBJECT: 
Title: SSA 
Component: FBI 
Misc: 
Home : 
Phone :' 
Work: 
Phone: 

Pay Plan: 
EOD Date: 

0 ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 
Charges 689 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
Misc : 
Home : 

Work: 

Pay Plan: 
EOD Date : 

0 - ZIP: 

Phone : | 
Confidential 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: 

b6 
b7C 
b2 

none 

Details: 
The FBI provided information reporting a possible IOB matter. The FBI, 
requested a National Security Letter (NSL) seeking information about a telephone number 
belonging to the target of an FBI, National Security investigation. As a result of 
typographical error the FBI obtained unauthorized information. 

RA 

b2 
b7E 

ALLEGATIONS : 689 TOB Vi ni^ 
Occurrence Date :\ 
CITY: 

tion 
TIME : 
State Zip : 

DISPOSITION DATA: Disposition: M Date: 01/20/2006 Approval: POWELL, GLENN G 
rrv 

Component: FBI Referred to Agency: FBI Date Sent: 09/12/2006 
Patriot Act: N Civil Riqhts: N Component Number: 263-0-U-376 
Sensitive: N Whistleblower: n Consolidated Case Number: 

Remarks •. 
09/12/06- Sent to AD Thornton/FBI/INSD. Predicating material will be maintained wiihir 
OIG/INV in a secure container. 

Page 1 of 1 
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U.S. Department of Justice Classified Document Receipt 
When filling out this form, please press firmly 
with ballpoint pen. 

FROM: (Name I — 

TO: (Name) _ T 1 & s !cr> ' Ò. " f h c n t fc</i 

SIGNATURE: (of Recipient) & DATE: 

If sent outside DOJ, Return this copy to:. 

ACCOUNTABILITY 

(Organization and Address). D a ) /piC-/UQI / N ( / 

-b6 -
-b7C" 

(Organization and Address). % 
DOCUMENT IDENTITY 

SUBJECT & DESCRIPTION : Of Cr C&Kpfei yj/A/o,'. loot Co 9 fjLZ.t Zoûù ÖO tfZ</ Zao&üog/c\f 
X ooq> co 1st32., 2 - ô û G ù 0 7 9 ' 

Date of Document: 

Copy 

. No. of pages: _ / O 

- o f . 
Classificatimi of Document (Check Appropriate Box(es) Below): 

• TS [ V S n C O N F • SCI G Q • OTHER 

Copies. 

INTERNAL DOJ ROUTING 
M A.MB OB PBriPTCMT 
1 
2. 
3. 
4. 
5. 

ORGANIZATION & DATE RECTD. / 
ih)i>Q\F-&l C f î I1jQ'< 

-b6 -
-b7C-

INSTRUCTIONS ON BACK OF LAST PAGE FORM DOJ-34 
JUN. 81 
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(¡lev. 01-31-2003) 

SE^ET 

FEDERAL BUREAU OF INVESTIGATION u 

Precedence: ROUTINE Date: 10/05/2005 
To: Inspection 

General Counsel 
Attn: IIS 
Attn: NSLB 

From: 
Chief Division Counsel 
Contact : 

Approved By: 

b2 
b7E 
b6 
b7C 

Case ID a 
(U) 

bl 
b2 
b7E 
b7A 2 78-HQ-C122 973 (Pending) 

_ 3 P 1 
TitlesM^S) POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER (IOB) 

Synopsis (u) NSL directed at incorrect e-mail header. 

(U) Dertved^Erosa^-: < 
( S ) 

fifsify On: 

L 
Details: 

During the week of 08/07/2005, case agent asked 
the Investigative Support Specialist (IIS) to create two National 
Security Letters (NSLs) for separate e-mail header information 
and electronic communication transactional records that belonged 
to the subject of the above referenced matter. 

The case agent provided the IIS with notes on the 
case including the two e-mail addresses. One e-mail address was 
correct and there is no issues regarding that e-mail address. 

e-mail address was transcribed inmrrprMv Ths p ^ o 
(S) agent provided the IIS "with e-mail address 

the NSL was drafted with an e-mail address of 

_2£C 

and 

JJöäTW^) 

b7C 
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SE^S^T 

To 
Re (S) 

qnont- i TTrnm » 
) 10/05/2005 

bl 
b2 
b7E 
b7A 

y Q During the week of September 02, 2005, the case 
agent received the NSL response and noticed the error associated 
with the e-mail address. The case agent immediately notified his 
supervisor and put the original in a 1A envelope and submitted it 
to the file. At that point the case agent contacted the 
Associate Division Counsel. Nothing from the original NSL was 
uploaded. 

^ ^sC No personal or identifying information on the 
incorrect e-mail was uploaded into ACS from the NSL return. 

b2 
b7E 

M The original NSL as well as the resultant 
information was turned over to the Associate Division Counsel and 
is currently in the Chief Division Counsel's safe. 

ÎU) rskT As nothing from the NSL has been reviewed, 
Irecommends no administrative action be taken 

matter, 
SAC 
in this 

b2 
b7E 

3 



SECRET 
Tn • Tn«r)prt- i nn Prnm • 
Re: (S) 10/05/2005 

LEAD(s): 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) Read and clear. 
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(Rev. 01-31-2003) 

SECj^T 

F E D E R A L B U R E A U O F INVESTIGATION 

Precedence: ROUTINE 

To : 
Date: 12/2/2005 

Counterintelligence 

Inspection 

Attn: CDC 

Attn: 

Attn: 

CD-4B 

Inspection 
From: General Counsel 

National Security Law Branch/CTT.IT/ wn -ROOM 7 Q 7 ^ 
Contact: u d 

b2 
b7E 
b6 
b7C 

Approved By: Thnmaa .Tnli^ V 

Drafted Bv: 

Case ID ^F^fcSS 
(S) 

(U), 

?7R-Hn-Ci 79Q7^-VTn " LEümding) 

Title: '^Sf^ POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER (IOB) 

Synopsis It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter must be reported 
to the IOB and to the FBI's Inspection Division. OGC will 
prepare and deliver the required correspondence to the IOB. Our 
analysis follows. 

( U ) DerxVe^gtgarT^ G-3 
DeoiaSsxfyOnT 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect 8. 

Details By elertrnnin pnTnmiini naj-inn (RC^ dat^d nrt-nhPr q 
2005 (cited below),1 the Division 

(U) See EC from the Division to the Inspection Division 

SE^S^ET 
, >'\ f* ̂  t 

v-'"" VC i'-<4 r 'Ç 
- s, 

bl 
b2 
b7E 
b7A 

b2 
b7E 

and General Counsel, dated May 5, 2005, Case ID# 278-HQ-CI229736-VIO Serial 
2514, titled "POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER (IOB)" hereinafter 

, n 
• 

b7C 
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(S) 

( S ) 

To: 
Re: 

SÈ^ET 

(U) 

K From: General Counsel 
JPK^ 27 8-HQ-C122973 6-VIO, 12/2/2005 b2 

b7E 
reported a potential TOR involving a National Security Letter 
(NSL) requested by which, through a transcription 
error, sought information about a e-mail address belonging to a 
person who was not the subject of an FBI national security 
investigation. 

(XT) - The US nerson whn i ̂  the* ^nh-ippt r>-F t-ha 

had an e-mail address ofl / TTTe 
(jaye ayyiiL yym!. his Investigative Support specialist (11A) the 
above mentioned correct e-mail address with which to draft an 
NSL. The IIA then drafted the NSL with the incorrect address of 

ÎU) During the week of September 2, 2005, the case 
agent received the NSL response from the communications provider 
and noticed the error associated with the e-mail address. The 
case agent immediately notified his supervisor and put the 
original in the 1A envelope. The case agent then contacted the 
Associate Division Counsel who took possession of the 
unauthorized information and is presently holding the information 
in his safe. 

W T h e case agent reports that nothing from the 
response to this NSL has been reviewed. The agent also reports 
that no personal or identifying information from the NSL return 
has been uploaded into ACS. | I 

bl 
b2 
b7E 
b6 
b7C 
b7A 

b2 
b7E 

(U1 ytél As required by Executive Order (E.O.) 12863 and 
Section 2-56 of the National Foreign Intelligence Program Manual 
(NFIPM), OGC was tasked to determine whether the errors described 
here are matters which must be reported to the IOB. They must. 

(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 
directive." This has been interpreted to include violations of 

cited as EC. " 

2 

b2 
b7E 
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To : 
Re : 

m 

SE 

From: General Counsel 
278-HQ-C1229736-VI0, 12/2/2005 

b2 
b7E 

the Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection ("Attorney 
General's Guidelines"), the implementation of which is mandated 
by Executive Order 12333. bl 

(S) As set forth in Section V.12 of the Attorney b6 
General's Guidelines, use of NSLs in conformity with 18 U.S.C. b7C 
2709 is authorized when records of electronic mnnnnni'ra]-inn.c! are folA 
sought as part of a J 18 U.S.C, 
2709 authorizes the FBI to seek relevant records from a wire or 
electronic communication service provider when those records "are 
relevant to an authorized investigation to protect against 
international terrorism or clandestine intelligence activities." 
Here, ipananrp nf ^n M.<y, which requested records for e-mail 

was neither authorized by law, nor was it j, address 
Î) anthnri^Aii hv rrp ArrTvrppv General's Guidelines, since e-mail 

addresi Ls not relevant to a counterintelligence 
m v e s t igation. 

(U) Consequently, in accordance with E.O. 12863 and 
Section 2-56 of the NFIPM, the error must be reported to the IOB, 
which this Office will do. 

LEAD(s): 

Set Lead 1: (Info) b2 
b7E 

(U) Read and clear. 

Set Lead 2 : (Discretionary) 

INSPECTION 

AT WASHINGTON. DC 

(U) For review and action deemed appropriate. 
Set Lead 3: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

SÊcSÉj" 

3 



NSL VIO-277 

SEC: 
To: 

scpèi: 

From: General Counsel 
Re: 218-HQ-C1229736-VIO, 12/2/2005 

b2 
b7E 

(U) Read and clear. 

SE^E^ 
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December 2, 2005 

BY COURIER 

Mr. James Langdon 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, NW 
Washington, D.C. 20503 

Dear Mr. Langdon: 

This letter forwards for your information a self-
explanatory enclosure, entitled "Possible Intelligence Oversight 
Board Matter." 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
( U ) 

Enclosure 

1 - Ms. Thomas 
1 - SSAl | ! 08 
1 -I I ' UNCLASSIFIED WHEN 
1 - 27 8-HQ-C122 97 36-VIO DETACHED FROM 

b6 
b7C 

CLASSIFIED ENCLOSURE 

b2 
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T 

Mr. James Langdon 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel for Intelligence Policy, OIPR 
U.S. Department of Justice 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

-2-



NSL VIO-280 

SE^j^r 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
] DIVISION 

(U) IOB MATTER 2 006£ 
b2 
b7E 

(U) 

the 
IOB 

By electronic communication (EC) dated October 5, 2005 
Division _ 

involving a National Security Letter 
reported a potential 

(NSL) requested by 
which, through a transcription error, sought 

information about a e-mail address belonging to a person who was 
not the subject of an FBI national security investigation. 

(S) 

! E L^TTTTTI 

The US person who is the subject of th4 

1 I The case agent 
—UIAJ—rrhe 

had an e-mail address of 
is Investigative Support Lp^iaiioT:—UIA)—Che correct e-

(S) 

( S ) 

mailaddresswith which to draft an NSL 
the NSL with the incorrect address of 

The TTA then H-r̂ ff-̂ H 

(U) ysà^ During the week of September 2, 2005, the case agent 
received the NSL response from the communications provider and 
noticed the error associated with the e-mail address. The case 
agent immediately notified his supervisor and put the original in 
the 1A envelope. The case agent then contacted the Associate 
Division Counsel who took possession of the unauthorized 
information and is presently holding the information in his safe. 

M The case agent reports that nothing from the response 
to this NSL has been reviewed. The agent also reports that no 
personal or identifying information from the NSL return has been 
unloaded into ACS 

ltjp 

(U) The error is a reportable matter under Section 2.4 of 
Executive Order 12863. 

Sß&^ET 

b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 
b7A 

b2 
b7E 

seJ^ÇT 

3-
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(Rev. 01-31-2003) 

SB^ET 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 
Date: 02/01/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, 
Contact : CRS Ext. 

Room .1865 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 1417 
0GC/I0B# 2 006-

/tfcl 

b7C 
b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

DeolaSsifyOn: 
Reference: 

Details : 
an EC from 

(S) 
(U) 
(U) 

27Ö-HQ-C1229736-VIO Serial 2514 
278-HQ-C1229736-VIO Serial 1081 

(U) The Internal Investigations Section (IIS) received 
Division dated 10/5/2005, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS1s opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

bl 
b2 
b7E 
b7A 

b2 
b7E 

SÎÛS^T^ 



NSL VIO-282 

(Rev. 01-31-2003) 

SB&NET 
FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To : 
Date: 02/13/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section IPU, RmnLj-18 65 
Contact: CR£j Ext. 

Approved By: Miller David Ian 

Drafted By: 

b2 
ÌD1E 
fa6 
b7C 

Case ID #: 

Title: (U) 

(U) 2 63-HQ-0-U - 377 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACÇlMIâ-,1417 
0GC/I0B# 2 006-

Synopsis: (U) To advise that captioned reporting of a potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) 

Enclosure(s) 
10/05/2005. 

Reference : 

Dërived-JïgogL^—G^f 
Dada^STEyOn* XI—-

(U) EC from Division dated 
b2 
b7E 

(S) 
(U) 
(U) 

278-
278-

HQ-C122 9736-VIO Serial 2514 
HQ-CI229736-VIO Serial 1081 

Details : 
report of 
indicative 

bl 

b7E 
b7A 

(U) Upon review of | Division's captioned 
a potential IOB violation, IIS did not find the matter 
of willful misconduct. IIS only addresses allegations 

where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the |_ Division. 

b2 
b7E 

IIS recognizes and appreciates that this matter was brought to 
our attention as required by the revisions mandated by National 
Security Law Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 
serial 6). 

S 



NSL VIO-283 

To: 
Re: 2 63- 0-U - 377, 02/13/2006 

sfc^ET 

From: Inspection b7E 

DOCUMENT IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED 
ENCLOSURE. 

SECRET 

2 
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(Rev. 01-31-2003) 

SEC^ÇT 

FEDERAL BUREAU OF INVESTIGATION 
b2 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 10/05/2005 

Attn: IIS 
Attn: NSLB 

From: 
Chief Piyisi on Counsel 
Contact ; 

b2 
b7E 
b6 
b7C 

Approved By: 

Drafted By: 

Case ID #: 
(U) 

;s) 
bl 
b2 

2 /a-Hu-ci22y nb—(pendingj - /' 

Title:<U! POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER (IOB) b 7 A 

Synopsis :(U) NSL directed at incorrect e-mail header. 
(U) DerivgstsPiSaiLj G-3 

.assify On: 
(S) ) 

Details: (S) 

bl 
b7A 

(S) 

(Si 

> u ~ — w . , — ̂  ̂  — / 
the Investigative Support Specialist (IIS) to create two National 
Security Letters (NSLs) for separate e-mail header information 
and electronic communication transactional records that belonged 
to the subject of the above referenced matter. 

The case agent provided the IIS with notes on the 
case including the two e-mail addresses. One e-mail address was 
correct and there is no issues regarding that e-mail address. 
The second e-mail address was transcribed incorrectly. The case 
agent provided the IIS with e-mail address 
the NSL was drafted with an e-mail addressof 

and bl 
b6 
b7C 
b7A 

dfó 

3 ( L , U d J j u r 2 Î 7 ê U 

SE^ET b2 
b7E 

JJi'-JWS — 
b 6 tm^ìf:^: 

b7C 
SS/^ 

115 
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(Rev. 01-31-2003) 

SEtegET 

FEDERAL BUREAU OF INVESTIGATION 

b l 
b2 
b7E 
b7A 

Precedence: ROUTINE 

To : 

Date : 12/2/2005 
Attn: CDC 

Counterintelligence 

Inspection 

Attn: 

Attn: 

CD-4B 

Inspection 

From: General Counsel 
National Security Law Branch/CTT.TT/ HP -room 7Q7R 
Contact: UC 

Approved By: Thomas Julie F 

b2 
b7E 
b6 
b7C 

Drafted Bv: 

Case ID #: Jfëi 
(S) 

(U)v Title: POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER (IOB) 

S y n o p s i s ^ ^ It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter must be reported 
to the IOB and to the FBI's Inspection Division. OGC will 
prepare and deliver the required correspondence to the IOB. Our 
analysis follows. 

< U > M Der" 
De. î21 :y OrTi 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect 8. 

Details :1Ui ĵ s) By electronic nnnnmininaMnn (EC) dated October 5, 
2005 (cited below),1 the | [Division 

b2 
b7E 

(U) See EC from the Division to the Inspection Division 
and General Counsel, dated May 5, 2005, Case ID# 278-HQ-C1229736-ViO Serial 
2514, titled "POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER (IOB)" hereinafter 

SE^^jT 

b6 ~ 
b7C 
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•^ISJ U-S- Departme )f Justice 

Office of the Inspector General 

Waxhmum. D.C. 20&0 
•V 

DATE : November 15, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Fédéral Bureau of Investigation 

r® ft - , t, 
¿y » t „ 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

b2 
SUBJECT: OIG Complaint No. 2006008119 fc 7 g 

Subject: Unidentified 
Division 

FBI No. 263 -0-U-377 

flHj We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

I I This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I I This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 
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O.i.G - INVESTIGATIONS DIVISION Complaint Form OIG -NO. : 689-2006-008119-M 

Received By: Date Received: 02/01/2006 How Received: A 

SUBJECT: Unidentified, FBI 
Title: UN ID 
Component: FBI 
Misc : 
Home : 
Phone: 
Work: 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

b6 
b7C 
b2 

COMPLAINANT: 
Title: UNITC 
Component: FBI 
Mis c : 
Home: 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 
Work: GENERAL COUNSEL 

NATIONAL SECURITY LAW UNIT/CILU, WASHINGTON, DC 
Phone: ZIP: 
Confidential: Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

Details : 
The FBI provided information reporting a possible IOB matter. 

The FBI I [Division requested a National Security Letter (NSL) seeking information 
about an E-maiX address belonging to the target of the FBI. As a result of typographical 
error in the NSL, the FBI obtained unauthorized information. 

b2 
•b7E ALLEGATIONS: 689 IOB Violation 

Occurrence Date: 
CITY:! 

TIME: 
State: Zip : 

DISPOSITION DATA: Disposition: M Date: 01/20/2006 Approval: POWELL, GLENN G 
fjV 

Referred to Agency: FBI Date Sent: 11/20/2006 Component: FBI 
Patriot Act: N 
Sensitive: N 

Civil Rights: N 
Whistleblower: N 

Component Number: 263-0-U-377 
Consolidated Case Number: 

Remarks: 
Predicating material contains classified information and will be maintained in a secure 
container within OIG/INV/HQ. 

11/20/06- Sent to AD Kaiser/FBI INSD (tap) 

Page 1 of 1 Printed 11/17/2006 1:24:0 
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( K c v 0 1 - j 1 - 2 0 0 3 ) 

S E ^ E T 

FEDERAL BUREAU OF INVESTIGATION 

é l i s i 
Precedence: ROUTINE 

To: General Counsel 

Roor i / y /b 
From: 

bquaa < j l - 2 
Contact : 

Date: 06/28/2004 
Attn: National Security I Branch 

SSA 
b2 
b7E 
b6 
b7C 

Approved By : 

Drafted By: 

Case ID #: 

Title: (U) Intelligence Oversight Board (IOB) n , 
I I bl 

Special Aaent b2 
b7E 

O 

j oJ 

intelligence Oversight 

I 

Vo 
NO 

I 

r 

> 
$ < 

U) 

Synopsis: (U) To notify the Office of General Counsel of a 
possible IOB violation regarding the review! 
information without obtaini 

(U) 

ng of bank account 
ng a National Security Letter (NSL) 

Details : 
[ 

On June 22, 2 0 04, SSA 
Jf il .e review. with an EOD of| ^ 

^determined that SA^ 

conducted SA 
f̂fil I15 a Probationary acjent 
•Ĵ  During the fil« 

|had telephon 
-e review, SSA 

Upon further questioning. SA [ 7 
1 advi s ed i-h^ f,hp 

memorialized on any t y p e of ['Bl doc: 

SEC c^ir 
ument except on the file s case 

bl 
b6 
b7C 
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sĴ Rfi-: 
To: 
Re : 

G e n e r a l f n n n g p l . 

(S) , 0 6/28/2004 
bl 
b2 
b7E 

advised S/f 
Security 

verbal 1y review sheet of June 22 file review. SSAl 
J th'i( s h e should have amlnrpd a l ^ M o ^ t 
(NSL) toobtai 

to SA Due 3 [being a probationary agent, SSA 
]on this matter and 

b6 
b7C 

. ^ [ v e r b a l l y counseled SA |on this matter and advised 
f r * h a t t h e ^cident would bk reported to the General Counsel 
due to a possible IOB violation. SA\ U p o T o g ^ fo? he? 
improper action and guaranteed that in the futurl, she will refer 
to FBI regulations and guidelines. r 

Set Lead 1: (Info) 

General Counsel 
At Washington D.C. 

(U) 
Read and Clear. 

r \y 3 
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NSL VIO-298 

^ / j Q c L j -r^c.X- "¿V 

SECXT dJUùA jOacT-
F E D E R A L B U R E A U O F I N V E S T I G A T I O N b7C 

(S) 

(U) 

(S) 

Precedence: ROUTINE 

To: Director's Office 
Counterintelliaence 

Date: 10/21/2004 

Attn 
Attn 
Attn 

OPR 
AD 
SAC 
CDC 

From: General Counsel 
NSLB/CILU/Room 7975 

Contact : ext. 

Approved By: 

Drafted By: 

Thomas Jiilip 

D2 
b7E 
b6 
b7C 

Case ID 

(U),. 

:?T 

(s 
I Pan r̂  • 

Title: INTELLIG.FNCF, OVERSIGHT BOARD MATTER 
IOB 2004 

iU> 

bl 
b2 
b7E 

Synopsis:' T h e Office of the General Counsel (OGC) considers 
that this matter must be reported to the Intelligence Oversight 
Board (IOB) and to the Office of Professional Responsibility 
(OPR). OGC will prepare an appropriate cover letter and a 
memorandum to the IOB. Our analysis follows. 

m - X 

Details: (S) 

I (Julil L-
authorized e!60trortld ¿jUrvailldilCri unctel Llie Leilim 01—the Foreign 
Intelligence Surveillance Act 
probationary agent, SCpf 
has resoonsibilitv f oi 
SSA| 

ÌFTSAÌ . S A 
I assigned to|" 

:ase. SAl 

is a 
where she 

supervisor is 

On 6/22/2004, SSA 
course of a file review that SA~ 
derived from the electronic surveiilance to access 

seC^ÇT 

determined during the 
used information 

bl 
b2 
b7E 
b6 
b7C 

' S / ^ s f ^ J E O / r v j C t s f j - / / s i / ^ />/<Tc-
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b6 
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SE 

(S) 

(S) 

To : 
Re: 

Director 
^ 278 

s Office From: General Counsel 
-HQ-C122973 7-VIO, 10/21/2004 

ÎU) 

Specif j r-al 1 v. SA I \ obtained i n f o r m a U n n ahrrnh. 

bl 
b6 
b7C 

She used that information 
about 

on 

that SA 
other 
file 

surveillance. 
access data b'_ 
transactions. The information1" 
memorialized in any FBI document 
review sheet as of the 6/22/2004 
informed SA| | who was not previously aware of^the fact, that 
a National Security Letter (NSL) was the appropriate method for 
obtaining banking information in a foreign counterintelligence 

/electronic 
one occasion to 

laccount balance and bank 
obtained was never 

than the file's case, 
review. SSA 

SSA investigation 
Office of the General 
issued in this case to 
which is clearly relevant 
investigation. 

]promptly reported the matter to the 
Counsel (OGC). An NSL was subsequently 
obtain the subject's bank information, 

to a foreign counterintelligence 

(U) The Right to Financial Privacy Act (RFPA), Title 
12, United States Code, Section 3401 et seq. (12 USC § 3401 et 
seq.) states in §3402 that "[e]xcept as provided by section 
3403(c) or (d), 3413, or 3414 of this title, no Government 
authority may have access to or obtain copies of, or the 
information contained in the financial records of any customer 
from a financial institution . . 

(U) 12 USC §3414 provides in part: 

(a)(1) Nothing in this chapter (except sections 3415, 
3417, 3418, and 3421 of this title) shall apply to the 
production and disclosure of financial records pursuant 
to requests from--

(A) a Government authority authorized to 
conduct foreign counter- or foreign positive-
intelligence activities for purposes of 
conducting such activities; or 
(B) . . . 

(2) In the instances specified in paragraph (1), the 
Government authority shall submit to the financial 
institution the certificate required in section 3403(b) 
of this title signed by a supervisory official of a 
rank designated by the head of the Government 
authority. 

(U) Section 2-17 of the National Foreign Intelligence 
Program Manual (NFIPM) lists the FBI officials who can request 

2 
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To: Director's Office From: General Counsel 
Rp • ^ S i 27 8-HQ-C1229737-VIO, 10/21/2004 

( u r ^ 

financial records under the foregoing section of RFPA. According 
to section 2-17 of the NFIPM, such requests must be made by an 
Assistant Special Agent in Charge or a more senior official. 

(U) 12 USC §3417 provides for civil liability of an 
agency or department of the United States that obtains financial 
records or information in violation of the RFPA. The same 
section deals with "disciplinary action for wilful or intentional 
violation" of these RFPA provisions by agents or employees of the 
government. fog 

^ ""̂fcSfiC. In this instance, the conduct of SA was b7C 
wilful and intentional, even though she did not realize that she 
had acted in contravention of the RFPA and Bureau policy. It 
should also be noted that SA| |was at the time a probationary 
agent. Inasmuch as her actions nevertheless amount to 
"intelligence activities that . . . may be unlawful or contrary 
to Executive order or Presidential directive" they are reportable 
to the Intelligence Oversight Board (IOB) under the terms of 
section 2.4 of Executive Order 12863. OGC will therefore prepare 
a cover letter and a memorandum to report this matter to the IOB 
and to advise that it has been referred to the Office of 
Professional Responsibility. 
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S E ^ f 
To: Director's Office From: General Counsel 
Re: 27 8-HQ-C1229737-VIO, 10/21/2004 

ÎU) • 

LEAD(s) : 

Set Lead 1: (Action) 

DIRECTOR'S OFFICE 

AT OPR FO. DC 

(U) For action deemed appropriate. 
Set Lead 2: (Action) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

(U) Please read and clear. 

Set Lead 3: (Action) 

AT 

(U) For action deemed appropriate. 
» 

;T 
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SÈ^^J 
Working Copy- Page 1 

SECRET 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear General Scowcroft: 

This letter forwards for your information a self-explanatory 
enclosure entitled. "Intelligence Oversight Board (IOB) Matter, 
I OB 2004-j (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined may have been contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

1 - Ms. Thomas 1 
1 

IOB Library 
1 -
1 -

278-HQ-C1229736- VIO ( 

b6 
b7C 

SECRET 
SECRET 
- 2 -

Case ID : 278-HQ-C1229736-VIO \ Serial : 601 
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r 
- Working Copy - Page 2 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

Enclosure 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie Thomas 
Deputy General Counsel 

SECRET 

INTELLIGENCE OVERSIGHT (IOB) MATTER 
IOB 2004- b2 
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[J) 

SEC^T 
Working Copy Page 

Investigation of this IOB matter has determined that a new ĵ l 
Special Agent in the 
I ~ |of the Federal Bureau of Investi aat -i nn HRPH 

) 

informât ion derived from 
authorized electronic surveillanceofa 
obtain access by telephone 
to the subject's bank records. Specifically, the Agent obtained 
i nformation 

about thef \ 

b7E 
.0 

|The Agent then used the 
information on one 
occasion to access data by telephone about the subject's account balance 
and bank transactions. 

Such information is relevant in national security investigations 
of this type. 
However, the proper method for obtaining bank records is through a National 
Security Letter 
under Title 12, United States Code, Section 3414(a)(1)(A). Access to 
financial records by 
government authorities through means not provided by law is prohibited 
under Title 12, United 
States Code, Section 3402. 

^ The Agent recorded her action on a case review sheet associated 
with the subject's 
file. However, no other record of the incident was made or retained by the 
FBI. The matter came 
to light during the course of a file review, when it was noted by the 
Agent's supervisor. The 
Agent has since been counseled concerning the Right to Financial Privacy 
Act (RFPA) and the 
correct method for obtaining financial records under the RFPA. 

(U) This matter has been referred to the FBI's Office of Professional 
Responsibility for 
such action as may be appropriate. 
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(Rev. 01-31-2003) 

SE 

FEDERAL BUREAU OF INVESTIGATION 
b2 

Precedence: ROUTINE 

To: Inspection 

Office of General Counsel 

From: 

Date: 04/25/2003 .005 

Attn: 

Attn: 

Inspection Management Unit 
Room 7837 
National Security Law Unit 

Squad 16A 
Contact : 

Approved By: 

b2 
b7E 
b6 
b7C 

<U) 

( S ) 

Drafted By: 

Case ID #: (II) 278-HO-C1?3973fi-VTO 
:s) 

Title: (U) SSA 
SAf 

Pending) 

~7~ 

bl 
b2 
b7E 
b7D 

"TUF" 
DIVISION 

Synopsis: This communication reports an Intelligence 
Oversight Board and NNFLSIHLP OPT? MAT-T-EN- W-II-H RONARRI T-^ 
investigation ofthe 

(U) i^C D 
De. 

JFrom : 
È^SffT 

Details : 

b6 
b7C 
b2 
b7E 

bl 
b2 
b7E 
b7A 

bl 
b2 
b7E 
JD 1 

U M V 

SE 

^1 J^s 

?/? * U / i 

b6 
b7C 

\ 

te/i 

V-/A5 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 
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SEC 
To: Inspection From: 
Re: (U) 27 8-HQ-C122 9736~-VIO, 

b2 
b7E 

04/25/2003 

probationary SA at the time this matter commenced. who was under 
the direct Supervision of SSA | 

(U) The controlling legal authority in this matter is 
18 U.S.C. Section 2709, Counterintelligence access to Telephone 
Toll and Transactional Records. Simply stated, requires that the 
FBI obtain Billing and Subscriber information through the 
issuance of a National Security Letter (NSL). 

b6 
b7C 

i s ] bl 
b2 
b7E 
b6 
b7C 
b7A 

(U) 

(SÏ 

I dnu intjLl'LiLTed SA| 
Division Counsel, SA 
I Ion 04/24/2003, 

]began to have doubts as tn t-h-ia mat-for 
to consult with 

•sT 
Associate 

contacted SSA 
advising of the legal insufficiency, the IOB reporting requirement and NNFL.cn hi ̂  OPP matter. SSAp 

subsequently advised SACf 
was drafted on 04/25/200T f and this communication 

In a disr.iiRRinn with CDC and ADC on 04/25/2003, SSA |agreed that the preparation of a NSL for 
the period 01/10/2002, through 04/30/2003, would obtain the 
subscriber and billing information as set forth in 18 U.S.C. 
2709, and the information would not have tn hp> rpmmmH fv^' 
investigative files. CDC d-i ar-nsai nn t,h th r 

- j j ^ E 

b7E 
b6 
b7C 
b7A 
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To: Inspection From: 
Re: (U) 2 78-HQ-C12296-VIO, 04/25/2003 

SECÌ^T b2 
b7E 
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(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Counterintelligence 

Date: 10/22/2004 

Attn: Section Chief 

Director's Office Attn: Office of Professional 
Responsibility 

Attn : SAC 

From: General Counsel 
National Security Affairs/Room 7975 

b2 
b7E 
b6 
b7C 

Drafted By: 

Case ID #:iU1 27 8-HQ-1425173 

Title . m INTELLIGENCE OVERSIGHT BOARD (IOB) 
IOB MATTER 2003 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter need not be reported to the Intel-
ligence Oversight Board (IOB), but, rather, that a record of this 
decision should be maintained in the investigative control file 
for review by the Counsel to the IOB. 

( U ) 

<U)v 

Derî 
issify On: 

Reference. "fcgf 278-HO-14?M73 
(S) 

bl 
b2 
b7E 
b7D 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 8. 

^S^S^ET 

OIG/DOJ REVOFT 
FBI INVESTIGATO^ 

0IG/D0J INVESTIGATORE 
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To: Counterintelligence Division From: General Counsel 
Re: N ^ f 27 8-HQ-C142517 3-VIO, 10/22/2004 

Details: (U) Referenced electronic communications from the 
Inspection Division (ID) to OGC, National Security Law Branch 
(NSLB), dated May 28, 2003, advised OGC of a possible IOB 
violation involving actions exceeding the authorized scope of 
otherwise permitted activity OGC has reviewed the facts of the 
captioned matter and has determined that reporting to the IOB is 
not warranted. Our analysis follows. 

L2. 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

(U) 

(S) 

Also following discovery of this miqtak-P 
additional training and advice was provided to 

( S ) investigative personnel regarding the proper use of NSL and the 
restrictions oe r t a Thina to n h t a 4 n--i.- n.rf 

bl 
b2 
b7E 

CfSI^ Section 2-56 of the National Foreign Intelligence 
Program Manual requires OGC to determine whether the facts 
related above must be reported to the IOB. Based on the analysis 

SEC^S^ 
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SE^S^T 

To: Goufiterintelligence Division From: General Counsel 
Re- /hsQ 278-HQ-C1425173-VIO, 10/22/2004 

set forth below> it is OGC1s determination that they need not be 
in this instance. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated September 13, 1993, mandates that Inspectors General and 
General Counsel of the Intelligence Community components (in the 
FBI, the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." 

(U)'itie is, United States Code, Section 2709, 
Counterintelligence access to Telephone Toll and Transactional 
Records states that: 

(b) Required certification. --The Director of 
the Federal Bureau of Investigation, or his 
designee . . . may-

(1) request the name, address, length of service, 
and local and long distance toll billing records of a 
person or entity if the Director . . .certifies in 
writing to the wire or electronic communication service 
provider to which the request is made that the name, 
address, length of service, and toll billing records 
sought are relevant to an authorized investigation ... 

bl 
b2 
b7E 
b7A 

IS! bl 
b6 
b7C 
b7A 
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ec^ËÎ^ 

To: Counterintelligence Division From: General Counsel 
Re: 27 8-HQ-C142517 3-VIO, 10/22/2004 b7A 

i1 it is our opinion that 
Liny mdtiyr h^sa hot be reported to the IOB. Consistent with our 
prior opinions, a record of this decision should be maintained in 
the control file for future review by Counsel to the IOB. 

Lead(s): 

Set Lead 1 : (Action) 

COUNTERINTELLIGENCE DIVISION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

DIRECTOR'S OFFICE 

AT OPR FO. DC 

(U) For action deemed appropriate. 

Set Lead 3 : (Action) 

<U) i&fÇoGC EC to INSD. dated Mav 28. 1999 and Ht-1^ "Qga 
SA 

IOB Matter vi t z r 
JsJj&̂ E'] 

b2 
b7E 
b6 
b7C 
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ET 

To: Counterintelligence Division From: General Counsel 
Re: fe/ 27 8-HQ-C1425173-VIO, 10/22/2004 

(U) 
1 

AT 

;u) For action deemed appropriate. 

b2 
b7E 

1 - b6 
b7C 

sïie^T 
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(Rev. 01-31-2003) 

SE^ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 
Date : 02/20/2007 

Attn: SAC 
ASAC 
CDC 
SSA 

Counterintelligence 

Inspection 

Attn: 

Attn: 

SA[ J AD Timothy D. Bereznay 
DAD Daniel L. Cloyd 
SC James Casey, CD-I 
IIS 
CRS 

b2 
b7E 
b6 
b7C 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 / 
Contact:I 

Approved By: Thomas Julie S 

Drafted By: 

Case ID #: 
K 

(U) 
(U) 
(S) 

2k 

Title: (U) 

( U ) 

2 78 - HQ-C122 973 6-VIO'' (Pending) 
278-HO-1 42m n-\ — n n 

bl 
b2 
b7E 
b7D 

INTELLIGENCE OV 
MATTER 2 003 

3RSIGHT BOARD 

Synopsis: In A Review of the Federal Bureau of 
Investigation's Use of National Security Letters, draft dated 
01/22/2007, the Department of Justice (DOJ), Office of Inspector 
General (OIG) noted on page 77-78 that it disagreed with the T?"D T t —, "I - _ _ .C f y-VT-. « « _ . . ~ ~ I _ _ FBI's analysis of IOB Matter 2 003 | Upon further review of 
this particular matter, the Deputy General Counsel has determined 
that her earlier decision was erroneous and this matter should be 
reported to the Intelligence Oversight Board (IOB). OGC will 
prepare and deliver the necessary correspondence to the IOB. 

b2 

(U ) Derxvec 
Dec; !yOn: 02/20 

pie Sources 

Reference: (U) 
(U) 

278-HQ-C122 973 6-VIO Serial 90 
278-HQ-142 5173 Serial 3 

OFG/DOJ REVIEW: 
FBI INVESTIGATION: 

OWDOJ INVESTIGATION: 

sfidai b6 
b7C 
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To: 
Re : 

SE 

From: Office of the General Counsel 
(U) 2 78-HQ-C122 973 6-VIO, 02/20/2007 

Administrative: (U) This electronic communication (EC) 
supersedes the previous opinion on this matter, dated 10/22/2004, 
referenced above as 278-HQ-1425173, Serial 3. 

b2 
b7E 

Details The EC from the Division 
dated 04/25/2003 and referenced above as 278-HQ-

C1229736-VIO, Serial 90, requested that OGC review the facts of 
the captioned matter and determine whether it warrants reporting 
to the IOB. Initially, OGC determined that this issue was not 
reportable to the IOB because[ lactions did not 
impact any U.S. persons. However, in it's report, the OIG noted 
that it disagreed with the FBI's decision not to report this 
incident. Upon further analysis, we must agree with the OIG. It 
is now our opinion that this matter is reportable to the IOB. 
Our analysis follows. 

( S ) 

bl 
b2 
b7E 
b7D 
b7A 

S ) 

(S) The FBI did not issue a national security letter 
(NSL) for this information because the case agenii_axid_tii-s 
supervisor were under the erroneous belief that! bl 

b2 
b7E 

(S) Upon discovery of the mistake. an » m 
was prpnar-p»d and issued] 

Lidiiung and 
Also following umcoverv of this miHt-air«. 
advice was provided to| regarding the 

proper use of an NSL and the restri c: i - i on R riprraminn ho nhfaiTrinj 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community (in the FBI, the Assistant 

bl 
b2 
b7E 
b7A 
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To: 
Pe: 

b2 
b7E 

Director, INSD, and the General Counsel, OGC, respectively) 
report to the IOB "concerning intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
order or Presidential directive." This language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG) or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights. Violations of provisions 
that are merely administrative in nature need not be reported to 
the IOB. The FBI is required, however, to maintain records of 
such administrative violations so that the Counsel to the IOB may 
review them upon request. 

(U) The Electronic Communications Privacy Act 
(ECPA)prohibits wire or electronic communications service 
providers from "knowingly divulg[ing] a record or other 
information pertaining to a subscriber to or customer of such 
service...to any governmental entity." 18 U.S.C. § 2702(a)(3). 
However, there is an exception to this general prohibition. Upon 
proper certification by the Director or his designee, the FBI may 
seek telephone and email communication records from wire or 
electronic communications service providers when those records 
"are relevant to an authorized investigation to protect against 
international terrorism or clandestine intelligence activities." 
18 U.S.C. § 2709. Moreover, under the NSIG, NSLs are an 
authorized technique and may be issued in conformity with 
statutory requirements during a preliminary or full 
investigation. NSIG, V.12. 

LSI. 

bl 
b7D 
b7A 

W Upon realizing the error, issued an 
NSL to cover the period in question. However, due to the fact 
that there was an unlawful collection, we must report this to the 
IOB. 

b2 
b7E 
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b9 

To: 
Rè: 

SEb^ET 
/ X b7E 

From: Office of the General Counsel 
7Û] 278-HQ-C122973 6-VIO, 02/20/2007 

LEAD(s): 

Set Lead 1: (Info) 
, 1 b2 

(U) For information. 
Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 
CC: Ms. Thomas 

b6 
IOB Library 50 ^ 

SE^ET 

4 
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February 20, 2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2003| "| (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 278-HQ-C1229736-VIO - 2237 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 
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Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. Matt Olsen 
Deputy Assistant Attorney General 
National Security Division 
U.S. Department of Justice 
Room 2200 C 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 
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SEC: 

INTELLIGENCE OVEPSTGHT 

IOB MATTER 2 00 

OARD (IOB) 
DIVISION 

(U) 
fi 

MATTER 

• 
b2 
b7E 

'"'̂SNC In A Review of the Federal Bureau of Investigation's Use 
of National Security Letters, draft dated 01/22/2007, the 
Department of Justice (DOJ), Office of Inspector General (OIG) 
noted_ya^t it disagreed with the FBI's analysis of IOB Matter 
2003 
Office o'f 
matter does need to be reported to the Intelligence Oversight 
Board (IOB). 

f t 

I Upon further review of this particular matter, the 
" the General Counsel (OGC) has determined that this 

b2 

(sj 
bl 
b2 
b7E 
b7D 
b7A 

(U) The Electronic Communications Privacy Act 
(ECPA)prohibits wire or electronic communications service 
providers from "knowingly divulg[ing] a record or other 
information pertaining to a subscriber to or customer of such 
service...to any governmental entity." 18 U.S.C. § 2702(a)(3). 
However, upon proper certification by the Director or his 
designee, the FBI may seek telephone and email communication 
records from wire or electronic communications service providers 
when those records "are relevant to an authorized investigation 
to protect against international terrorism or clandestine 
intelligence activities." 18 U.S.C. § 2709. 

(S) 

bl 
b2 
b7E 
b7D 
b7A 

Sources 
32 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date : 03/03/2006 

Attn: NSLB 

From: Inspection 
Internal Tnvpstiaat-.inriR Sert-irvn 
Contact: UC 

IPU, Room 11865 
Ext 

Approved By: 

Drafted By: 
/ 

V Case ID #: 

Title: (U) 

Miller David Ian 

(U) 2 7 8 -HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGtt 1710 
0GC/I0B# 2 0031 

b6 
b7C 
b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: 

Details : 
an EC from 

(U) 2 78-HQ-C1229736-VIO Serial 90 
278-HQ-1425173 Serial 3 

(U) The Internal Investigations Section (IIS) received 
Division dated 4/25/2003, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 



NSL VIO-324 

(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE 

Attn: 

Date: 03/03/2006 

SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU, Room 118 65 
Contact : CRS Ext 

Approved By: 

Drafted By: 

y Case ID #: 

Miller David Ian 

Title: (U) 
(U) 263-HQ-0-U - 391 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 173 7 
0GC/I0B# 2 006-1 

b2 
b7E 

b7C 
Synopsis: (U) To advise that the captioned reporting of 
potential Intelligence Oversight Board (IOB) violation has been 
reviewed by the Internal Investigations Section (IIS), and is not 
considered willful misconduct. This matter is returned to the 
field for corrective action as appropriate. Case closed at IIS. 

(U) Derrirexi^sm^-G^T 
Declas^ifyoHl—Xl^ 

Enclosure(s): 
12/09/2005. 

(U) EC from to General Counsel, dated 

Reference ! (U) 278-HQ-C1229736-VIO Serial 1092 
278-HQ-C1229736-VIO Serial 1135 

(U) Upon review of Division's captioned Details: 
report of a potential IOB violation, it"is IIS's opinion that the 
incident is not indicative of willful misconduct. IIS only 
addresses allegations where deliberate and/or aggravated 
misconduct is evident. 

(U) IIS recognizes and appreciates that this matter 
was brought to our attention as required by the revisions 
mandated by National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6) . 

DOCUMENT IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED 
ENCLOSURE. 

b2 
b7E 
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U.S. Departmt f Justice 

Office of the Inspector General 

DATE: September 22, 2006 

TO: Charlene B. Thornton 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2006008132 
Subject: 

Division 
TBI No. 263-0-U-384 

et al. b6 
b7C 
b2 
b7E 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 
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OIG - INVESTIGATIONS DIVISION Complaint Form OIG NO. 689-2006-008132-M 

Received By: 1 Date Received: 02/21/200 6 How Received: A 

SUBJECT: 
Title: SA 
Component: FBI 
Misc : 
Home : 
Phone :' 
Work: 
Phone: 

Pay Plan: 
EOD Date: 

TT ZIP 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 
Charges 689 

SUBJECT 
Title: SSA 
Component: FBI 
Misc : 
Home : 
Phone :r 
Work: 
Phone: 

Division, 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP : 

SSNO 
D.O.B. 

Alien No. 
F . B.I.No. 
B.O.P.No. 

D/L No. 
Charges 

b6 
b7C 
b2 

689 

Pay Plan: 
EOD Date: 

COMPLAINANT: 
Title: UNID 
Component: FBI 
Misc : 
Home : 
Phone: ZIP: 
Work: General Counsel 

National Security Affairs. Washington, DC 
Phone 
Confidential: 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date :| | TIME: 
CITY :| State: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 

Zip : 
Dz 
_b7E 

DISPOSITION DATA: Disposition: M Date: 02/21/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 09/12/2006 Component 
Patriot Act: N Civil Rights: N Component Number 
Sensitive: N Whistleblower: N Consolidated Case Number 

FBI 
2 63-HQ-0-U-3 84 

Remarks: 
09/12/06- Sent to AD Thornton/FBI/INSD. Predicating material will be maintained within 
OIG/INV in a secure container. 

Paqe 1 of 1 ni-^t-n^ no / OT /inni n . il n —i 
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(Rev. 01-31-2003) 

b2 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

* i ( p 5 a > 
Date: 10/05/2005 

Attn: IIS 
Attn: NSLB 

From: 
l.'nier m y-I Sinn Pniinspl 
Contact : 

Approved By: 
b2 
b7E 
b6 
b7C 

Drafted By: 
(U). 

Case ID #: fX) 97a-rn-n 
(S 

Title: (U)X) POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 

Synopsis (U) ̂ f) NSL directed at incorrect telephone number. 
(U) De: 

XJ± 
b2 
b7E 
b7A 

bl 
b7A 

sify oSr 
(Bi 

1 
Details; (R)l 

( U ) 

IS) 

T h e c a s e agent provided the IIS with two telephone 
numbers. One telephone number was correct and there were no 
issues regarding that telephone number. The second telephone 
number was 

M& 
c 

SECRET 

b6 
b7C 

b7A 
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(S) 

( S ) 

To: Inspection From: 
Re- 278-HQ-C122 973 6-VIO, 10/05/2 0 05 

¡̂he case agent provided the 
when the correct numberwas 

b2 
b7E 

T.q mtMi hpipnhnnp number 

(U) In September 2005, the case agent received the NSL 
response. The case agent made an immediate working copy of the 
information and put the original in a la envelope and submitted 
it to the file. Nothing from the original NSL was uploaded. 

(U) On 10/03/2005, the case agent started working on 
the working copy and discovered that the name for the subscriber 
was not the name of the subject of the above referenced matter. 
The case agent checked in ACS to see what telephone number was 
listed on the NSL and noticed it was the incorrect number. At 
that point, the case agent contacted his supervisor and he and 
the supervisor then contacted the Chief Division Counsel. 

^ i ^ C No personal or identifying information on the 
incorrect number was uploaded into ACS from the NSL return. 

X ) The original NSL as well as the resultant 
information was turned over to the Chief Division Counsel and is 
currently secured in the Chief Division Counsel's safe. 

matter. 

(UJ As nothing from the NSL has been reviewed, SAC 
recommends no administrative action be taken in this 

bl 
b6 
b7C 
b7A 

b2 
b7E 

b2 
b7E 

2 
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(01/26/1998) 

SÊ SR^T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Director's Office 

Date: 01/18/06 

Attn: OPR 

Attn: CDC 

From: General Counsel 
National Security Law Branch/Rm. 7975 
Contact: Ext 

b2 
b7E 
b6 
b7C 

Approved By: Thomas Julie F 

Drafted By: 

Case ID # (U) M 278-HQ-C1229736-VIO - 1141 

Title:" .<: 

(U)s 

INTELLIGENCE OVERSIGHT BOARD 
(IOB) MATTER 2006" 

Synopsis: J^SlC It: i s t he opinion of the Office of General 
Counsel (OGC) that the above referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

(U) - x Dérï 
De ¡ify on: 

Reference (U) 278-HQ-C1229736-VIO Serial 794 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

b6 
b7C 

ET 
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SE 

(U) 

To: | From: General Counsel 
278-HQ-¿1229736-VIO, 01/18/06 

Details: By electronic communication (EC) October 5, 2005, 
(cited below)1,! Ireported ^ nns.qihlp TOP v̂-v-̂ v-—i_O 

b2 
b7E 

(S) 

(3) 

( S ) 

conjunction with a| 

this investigation involved a United States person. 
J The subject of 

(S) 
r 

J the case agent asked the 

( U ) 

(Si-

t S ) 

Investigative Support Specialist (IIS) to create National 
Security Letters (NSLs) for two telephone numbers that belonged 
to the subject of the above-referenced matter. 

/(SI The case agent provided the IIS with two telephone 
numbers: one number was correct and no problems arose with 
respect to that telephone number. The second number was 
inrnrropt- — i-ha telephone number provided by the case aaent was 

when in fact, the correctnumberwa: 

In September 2005, the case agent received the 
results of the NSL and made an immediate working copy of the 
information and placed the original in a 1A envelope and 
submitted it to the file. No information from the original NSL 
was uploaded. 

On 10/03/05, the case agent started working with the 
working copy and discovered that the name of the subscriber was 
not the name of the subject of the above-referenced matter. The 
case agent checked in ACS to ascertain what telephone number was 
listed on the NSL and realized it was an incorrect number. The 
case agent then contacted his supervisor and he and the 
supervisor then contacted the Chief Division Counsel. 

No personal or identifying information on the 
incorrect number was uploaded into ACS from the NSL return. 

b2 
b7E 
bl 
b7A 

bl 
b7A 

bl 
b6 
b7C 
b7A 

b2 
b7E 

(U) See EC from to the General Counsel, dated 10/05/05 
Case ID# 278-HQ-C1229736-VIO Serial 1050, titled "Possiole Intelligence 
Oversight Board Matter." 

b2 
b7E 

SÌjg^ET 
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SECK^T 
b2 

To: ^ ^ From: General Counsel b7E 
Re- Jt&K 2 78-HQ-C122 973 6-VIO, 01/18/06 
either. The original NSL, as well as the responsive information 
which consisted of subscriber information and toll records, was 
turned over to the Chief Division Counsel and is secured in his 
safe. 

^ ''J&C. A s required by Executive Order (E.O.) 12863 and 
Section 2-56 of the National Foreign Intelligence Program Manual 
(NFIPM, OGC was tasked to determine whether the collection error 
described here is a matter which must be reported .to the IOB. It 
is. 

JX^ Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 
directive." Tn this instance, the collection on telephone number b 7 C (£) pursuant to the NSL was done without the 
autnorization required by law. Consequently, in accordance with b7A 
E.O. 12863 and Section 2-56 of the NFIPM, the error must be 
reported to the IOB, which this Office will do. 

Lead(s): 

Set Lead 1 : (Action) b2 
b7E 

(U) Coordinate with FBIHQ, the Counterintelligence 
Division, to ensure that all information collected pursuant to 
the NSL is sequestered, sealed and delivered to the 
Counterintelligence Division for submission to the Office of 
Intelligence Policy and Review, Department of Justice, for 
destruction. 

S^SRST 

3 
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b2 
b7E 

Set Lead 2 : (Discretionary) 

INSPECTION 

AT WASHINGTON. DC 

(U) For appropriate action. 

Set Lead 3: (Info) 

Counterintelligence 

AT WASHINGTON. P.C. 

(U) For information only. 

SE 

To: 
Re 

(U) w : 
_?rom: General Counsel 

2 78-HQ-C122 973 6-VIO, 01/18/06 

1 - Ms. Thomas 
1 I 1 

1 (Acting UC) b6 
b7C 

1 ISIS LB 1UB Library 
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January 18, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: b2 

This letter forwards for your information a self-
explanatory enclosure entit]ed. "Intelligence Oversight Board 
(IOB) Matter, IOB 2006| ] (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
b6 

1 - Ms. Thomas b7C 
1 -| (Action UC 
1 -f 
1 2 /H-H0-<-!122y /36-VIO - 1142 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

rify on: January 18, 

S' 
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Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker III 
Counsel for Intelligence Policy and Review 
U.S. Department of Justice 
Room 6000 

SE^ET 

-2-
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( U ) 

(Si 

( S ) 

(S> 

SE^EI 

TKITF.T.T.TnP.NPF. OVF.P q JCHT BOARD (IOB) 
FIELDOFFICE 

MATTER 
IOB MATTER 200 6 X The 

• ( S) 
Field Office 

the Federal Bureau of Investigation I"FRT") h ~ 

b2 
b7E 

of 
reported an error 

in conjunction with that division 1s- investigation of a 
United States person. In this regard, two National Security 
Letters (NSL) were created for two telephone numbers. One 
telephone number-! |-WRR incorrect; the correct number 
was, in f a c t [ S u b s c r i b e r information and toll 
records were c.o l ipp.tert fnr thP incorrect number pursuant to the 
NSL. When| Irealized its error, it secured the records 
produced for the incorrect rmmh^r i r, thp safe ot| | 

will provide these records 
"01PR"), 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Chief Division Counsel. 
to the Office of Intelligence Policy and Review 
Department of Justice. 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

SECRET 
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I Rev. ') I -3 1-2003) 
S ECRET)^ÉON/NOFORN 

B U R E A U O F I N V E S T I G A T I O N 

(S) 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 11/02/2005 
Attn 
Attn 
Attn 

IIS 
NSLB 
Scu-Lad 
SA 

From: 
sqüad 16 
Contact: SA 

Approved By: 

Drafted By: 

Case ID i? 

(U) 

SSA 

278HQ-C-12 2 973 6 -VIO (Pending) 

bl 
b2 
b7E 
b7A 

SA 
IOB MATTER 

Synopsis^''J&J Reporting potential IOB. 
(U) 

Enclosure (s) Enclosed for InsnprUnn niwic^n three 
CD-Rom's of data one package1 

Details: 

b2 
b7E 
b6 
b7C 

Trained SA o ._, subsequently contacted the Digital Evidence Section and spoke to BAE Contract! 
j Tecnnicaiiy 

SECREJ>S^CON/NOFORN 

S ^ V Q U A J m v A g z i o t , b7C 

b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 
b7A 
bl 
b6 
b7C 
b7D 
b4 
b2 
b7E 
b7A 
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(S) 

ET^F SECRET^5RCON/NOFORN 
TO: Opprafinnsl Tpphnnlngy From: 
Re : 11/02/2005 

Jol 
b2 
b7E 
b7A 

(S) 
reported back to \_ 

and been assure^ 
that she had snnVpn fr 

(S)\ prepared ^n M.QT, T, 

bl 
b6 
b7C 
b7D 
b2 
b7E 
b4 
b7A 

bl 
b2 
b7E 

( U ) 
L 

(S) 

( 3 ) 

I S ) 

m 

(S) 

SA . "fcftf and SA | | subsequently met with 
[to again review the intercepted digital information. 

Upon review_of_the header information 
the intercept's on it was fiisrnvprpH th^t a]l 

Contacted BAE Contractor 
" i nv e s 'cigar. L or 
to revisit this issue-, 
following : 

J SA[ I re J 
and proviId^d_t±ie_£;esults of 

and asked them 
later advised the 

X Upon learning this information, the 
Division, with the help of the technology unit Biihapniipnt-iy 
purged the unrelated digital intercepts f r o m t h e f E a s e 
f i l e • T he physical (paper) copies that were 1 og'uëu intô Ehe 

b7C 
b7D 
b4 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b4 
b7A 
bl 
b2 
b7E 
b6 
b7C 
b7D 

ELSUR unit have also been obtained and are being forwarded with this EC. — 

( C 

bl 
b2 
b7E 
b6 
b7C 
b7A 

7A 

bl 
SEC^eí^SpcON/NOFORN 

2 b7A 
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To : Oppr^HnnsI Tpr-hnnl n 
Re : (S) 

SE DRCON/NOFORN 

From : bl 
b2 
b7E 
b7A 

11/02/2005 

LEAD(s): 

Set Lead 1 (Action) 

INSPECTION 

AT WASHINGTON. DC b2 
b7E 

(U) Advise OGC of above information. Advise of 
any required additional information. 

Set Lead 2 (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) Review above information and determine if IOB 
notification is required. 

2 
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(Rev. 01-31-2003) 

SECfcÉT 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
b2 
b7E 

Precedence: ROUTINE 

To: Counterterrorism 

General Counsel 

Date: 11/22/2005 

Attn: iTpq uNrnn 
ucl 
SSAl 

A t tn : NS LB 
A G c l 

Attn: SSAl 
From: Inspection 

b2 
b7E 
b6 
b7C 

Contact: CRS x4 
Approved By: 

Drafted By: 

Case ID #: 

Title: 

(U) 
(U) 

(s) m 
(U) 

2 63 - HQ - 0 - U (Pending)-"3 5/ 
278-HO-n 779736-VTn ¡-Pending) j0S"| 

INTELLIGENCE OVFIPSTmT BOARD; 
SSA I I 
S A T 1 r 

bl 
b2 
b7E 
b7A 

JDIVISION 

Synopsis: (U) Forwarding material to Counterterrorism Division 
for appropriate handling. 

(C) X D 
From 
Èy~0ffl 

Reference: (U) 278-HO-C1229736-VTD spriai i044 
(S) && 

bl 
b2 
b7E 
b7A 

(U) Enclosure(s). l&C Enclosed for Counterterrorism Division (CTD) 
International Terrorism Operations Section (ITOS) II, Global 
Operations Unit (GOU) is the following: 

(UK • 
m f A copy of 2 78-HQ-C122 973 6-VIO, serial 1044 

enclosing: / \ One envelope containing three CD-ROM's and 

SjS^ET 
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SEbl^T 
To: 
Re : 

Counterterrorism From: Inspection 
(U) 263-HQ-0-U, 11/22/2005 

(S) paper copies of 

(Si 
rnntiH n-ipg unauthorized material furnished by-

pursuant to a National Security Letter 
(NSL) 

b2 
b7E 
b7D 
b4 
b7A 

bl 
b2 
b7E 
b7D 
b4 
b7A 

(U) Accordingly, INSD, IIS is forwarding the enclosed 
material to CTD\lTOS l\GOU for appropriate handling. 

SESJRET 

2 
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(Rev. 01-31-2003) 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence : 

To : 

ROUTINE Date: 1/05/2006 

Attni Squad 16 
SA 

Inspection 
Counterterrorism 

IIS 
ITOSII/GOU 
SSA 
SSA 

From: Office of the General Counsel 
National Security Law Branch/PTT.n/Pnnm hqah 
Contact: AGCl 

Approved Bv: Thomas Julie F 

Drafted By: 

Case ID 
(S) 

2 78-HQ-C122 973 6-VTO' jfifcu •nrri 

Title .tu SSM. 
SA 
INTELLIGENCE OVERSIGHT BOARD MATTER 
20061 

'is : J&K Synopsis: J&K It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

(U) Deri^e^-Ej^ft-^G^ 
DeciaSsifyOnl Xt-

Reference 2 78-HQ-C122 973 6-VIO 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b7A 

b6 
b7C 
b2 

D e t a i l s F B I Office of the General Counsel (OGC) reviewed 
the facts of the captioned matter to determine whether it 
warrants reporting to the IOB. In our opinion, it does. Our 
analysis follows. 

SEÇlŒT 

&rrs. f Si INVEST* 

b6 
b7C 

JLUt 
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To : 
Re: 

SEb^n 
From: Office of the General Counsel 

(U) 278-HQ-C122 973 6-VIO, 11/02/2005 

b2 
b7E 

(U) 
(3) 

. The referenced electronic communication (EC) from 
JField dated 11/02/2005, and an e-mail 

Hated 12/28/05, reported a possible IOB 
(S) 

( S ) 

the 
c ommu nlcati on from 
error in conjunctionWith 

reported that onf 

(S) 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b4 
b7A 

(S) 
(U) Around the time of the discovery that t-hprp m-ir-fh+-

Himiummj- T T U 
and 

II l-Mtt LLLumai evidence section 
in turn respand£d_t±Lai_ 

J an t'Bl contract 

providing material associated with 

( S ) 

( U ) 

(NSL) tor 
addresses ana 
account address 
to the FBI 
account. The NST 

^SsTon 8 /31/05. I I prepared 

rfas only-

requesting that 
lengths of service 

_a_N 

T77T 
had 

( 5 ) 

(S) 

on which] 
when providing information on 

The; N.ST, covered the period fro^ 
the date thatl 

by. the FBI. The results 
a p p r oximate1y 
..NSL was received 
that the internetaccount belonged tn 

ational Security Letter 
provide the names, 

rne additional internet 
been provi di nrr information 

Internet 
"[through 

response to the 
The N S L R E V P 3 1 P H "ÔF 

In October 2005, the 
met with an FBI technically trained 
intercepted digital information, and 
information it was discovered that all 

_^case agents subsequently 
agent to review the 
upon review of the 

Pif t-hp -1 n-t-Q r a r̂m 

(S) (The 
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To: From: Office of the General Counsel 
Re: (U) 278-HQ-C122 973 6-VIO, 11/02/2005 

b2 
b7E 

(S) aforementioned FBI DES contract employee contacted 

3 ) 

ith this new information, ..and {advised that the IP 
again 

Idld flOL lIOLlûë Utëll ëlTOI Ulë lllüL LHUë L h é y Wël'ë 
ïa notified by the FBI DES employee, but discovered their error when 

they were recontacted in October 2005;| |ceased receiving 
i nformati on on the other USPER's account in October 2005, after 

realized the error, 

(S) Upon learning of the error from DUI urged 
•t-hP linrpl atpHI _ 

J The physical (paper) copies that were logged 
into the Electronic Surveillance (ELSUR) Unit were also obtained 
and forwarded to FBI HQ along with the EC from 11/02/05. 

(s: advised that, some information from the 
erroneous collection on 

I advised 

self-reported what they believed could be a 
potential' IOB violation, and brought this matter to the attention 
of... the FBI OGC, National Security Law Branch (OGC/NSLB) . OGC 
.received the matter for review and handling. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG), or other guidelines or regulations approved by the 
Attorney General in accordance with E .O . 12333, dated 12/04/1981, 
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To: 
Re: W 

seC^JT 

From: Office of the General Counsel 
7 8-HQ-C122 973 6-VIO, 11/02/2005 

b2 
b7E 

if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

m 

| In addition, 
during the electronic surveillance th^FRT HPI-PP<-PH what-—i± 
believed was erroneous over-collection 

I The FBI confrontedL 
with these facts, and only then did [ [ r e a 1 i z e and admit 
it's errorinproviding content from another USPER's internet 
account. The FBI then took corrective action to remedy the 
situation. 

iUJ^S^Based upon our analysis, in accordance with the 
reporting requirements of Section 2.4 of E.O. 12863, the 
carrier's mistake must be reported to the IOB because the 
surveillance was not authorized under the Foreign Intelligence 
Surveillance Act or Executive Order 12333. OGC will prepare an 
appropriate cover letter and an enclosure for the Deputy General 
Counsel to report this matter to the IOB. 
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SE^E1] 

To: 
Re : (U) 

From: Office of the General Counsel 
2 78-HQ-C122 973 6-VIO, 11/02/2005 

LEAD(s): 

Set Lead 1: (Info) 
b2 
b7E 

M 
(U) Read and clear. 

Set Lead 2: (Info) 

CTD-ITOS II 

AT WASHINGTON. DC 

(U) Read and clear. 

Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Ms. Thomas CCi 

IOB Library 
b6 
b7C 

SE^ET 

5 
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BY COURIER 

Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
New Executive Office Building - Room 5020 
725 17th Street, NW 
Washington, D.C. 20503 

Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure. entitled "Tntel 1 i nenr-.e Oversight Board 
(IOB) Matter, Division, 2006 felli nenr-.e l ( U ) 

b2 
b7E 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure b6 

- Ms. Thomas 

- 27 8-HQ-C122 97 36-VIO 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

G-3 
tassify On : 
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Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel for Intelligence Policy, OIPR 
U.S. Department of Justice 
Room 6150 
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sè^KÊT 

INTELLIGENCE OVERSIGHT BOARD 
DTVTSTON 

;iOB) MATTER 
IOB MATTER 2006 ( U ) 

b2 
b7E 

Division 

(S) 

(S) The 
the Federal Bureau of Investigation {FBI ) FTâs 
owing to an error on the part of a communications 

conducted electronic surveillance ,nf ini-prnot-

of 
reported that, 

carrier, 
communi cat i ons hevondthese anthori 7Pri 

(S) 

personnel that the re werej 
rorwaraedto [electronic access system. 

(S) Around the time of the discovery that thsrs might 
(S) Hsa J an FBI contract 

employee trorti thft llirntàl EUld^Wln win ihE.qj contacted 
(S) 

(S) 

and in turn responded that it 
providing materîai associated wi11 

(S) 

was only 
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I from observing the dowloads it became apparent to 
|being bl 
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b7C 
b7D 
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S F ^ E T 

(S) 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b4 
b7A 

<S) 

( S ) 

( S ) 
( S ) 
(S) 

(Si 

purged the 
S) Upon learning of the error f m m F 

- - J _ fine pnysicai (paperj copies tnat were 
loyyeu into tne Electronic Surveillance (ELSUR) Unit were also 
obtained and forwarded to FBI HQ along with the EC from November 
2, 2005. 

(S) advised that some information from i-hp 
erroneous col. .ection/-

/ advised theL 

(U) Although this error is not directly attributable 
to conduct on the part of FBI personnel, the unauthorized 
surveillance is nevertheless a reportable matter under Section 
2.4 of Executive Order 12863. 

b7A 
bl 
b2 
b7E 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 
Date: 03/03/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations Section 
Contact: CRS 

IPU, 
Ext. 

Pnnm 11865 

Approved By: 

Drafted By: 

Case ID #: 

Title: 

Miller David Ian 

278-HQ-C122 973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 142 5 
OGC/lOB# 2006-

b6 
b7C 
b2 

Synopsis: To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: 

Details 

278-HQ-C1229736-VTO Spria 1 1044 

EC fronf 

(S) 
The Internal Investigations Section (IIS) received an 

]Division dated 11/2/2005, reporting a possible IOB 
error. Based, upon a review of the referenced EC, it is the IIS's 
opinion the incident described therein was an error attributed to 
the Internet provider in submitting collection on the improper IP 
e-mail address, and not the FBI or its personnel. Therefore, no 
internal investigation will be conducted by the IIS and this 
matter is being relegated to the NSLB for whatever action they 
deem appropriate. 
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SECREÎV^RCONX \NOFORN 
««ERAL BUREÄU OF INVESTIGATION 

Precedence : 

Toi 

ROUTINE Date: 03/03/2006 

Attn: SAC (Personal Attention) 
From: Inspection b2 

Internal Investigations Section._ IPU, Room 11865 hlE 
Contact: CRS Ext. 

Approved By: Miller David Ian 

Drafted By: 

b6 
b7C 

# 1073946 
Case ID #: 

Title: (U) 

(U) 263-HQ-0-U - 390 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1425 
0GC/I0B# 2 0 061 

Synopsis: (U) To advise that the captioned reporting of 
potential Intelligence Oversight Board (IOB) violation has been 
reviewed by the Internal Investigations Section (IIS), and is not 
considered willful misconduct. This matter is returned to the 
field for corrective action as appropriate. Case closed at IIS. 

X 
Enclosure(s): (U) EC from 
and 

b2 
b7E 

dated 11/02/2005. 
to Inspection, General Counsel 

hi Reference: 
b 2 (S) 
b7E 
h7A Details: (U) Upon review of 

(U) 278-HO-C1 22Q7lfi-VTn car^i 1044 

of a potential IOB violation, Division's captioned report 
lib cud not find the matter 

indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

b2 
b7E 

(U) IIS considers the matter described herein an error 
attributed to the Internet provider and not the FBI or its 
personnel. IIS recognizes and appreciates this matter was 
brought to our attention as reguired by the revisions mandated 
by National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6). 

DOCUMENT IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE 
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N o Duplication F e e s are c h a r g e d for D e l e t e d P a g e Information Sheet(s) 

Total D e l e t e d P a g e ( s ) ~ 10 
P a g e 5 8 -— Duplicate 
P a g e 94 -— Duplicate 
P a g e 95 -— Duplicate 
P a g e 98 -— Duplicate 
P a g e 99 -— Duplicate 
P a g e 1DD •— Duplicate 
P a g e IDI •— Duplicate 
P a g e 1 D 2 •— Duplicate 
P a g e 1D3 •— Duplicate 
P a g e 139 —• Duplicate 


