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(S) i^riter began to review the response from 
Upon reading the subscriber information, wr-it^ 

(S) _ realized the name was not 

(S) 
une uiyiL difference betweenf 
was the nuber 
Writer then clleuuiu 
number f jUataioase for this 

¿JU11 ibdii^ciL±on or this error, writer telephoned 
I land advised him of these details. CDC 
requested writer prepare a report of possible IOB vi 

Writer was unable to determ-i np -i 
telephone number was the result of 

olat 

CDC 

ion. 

^ incorreçt Information or a mistaker 
f incorrect 

providing 
by the writer 

< u > ; Writer has enclosed the results of the NSL for 
destruction as they are not needed for, or related to, the 
current investigation. 
LEAD(s): 

Set Lead 1: (Info) 

ALL RECEIVING OFFICES 

(U) For info only. 
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Approved By: Thomas Julie F 

Drafted By; 

C a s e I D # : 

Title: ...̂fcftiCC S A 

(U) S SP 

278-HQ-C1229736-VIO 

b2 POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB 2005 

Synopsis: J & C " is the opinio« of the Office of the General 
Counsel (OGC) that this matter need not be reported* to the 
Intelligence Oversight Board (IOB), but, rather, that a record of 
this decision should be maintained in the investigative control 
file for review by the Counsel to the IOB. 

(TJ)/ \ Dec: 

R e f e r e n c e : 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O Serial 823 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 8.0. 

Details: fsì 1 1—• 
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SESTET 

To: .Inspection From: General Counsel 
'•U:' Re: 218 - HQ-C122 973 6-VIO, 05/10/2005 

bl 
b6 1 
b7C 

bl 
b6 
b7C 

b6 (U) 
b7C 

provider, SA[ 
did not correspond with that of the target! 
Subsequent research has revealed l~ 
phone number to be f T 
the result 

correct 

information or tttistakenf 

Jlhe error appears to have been 
Iproviding incorrect 

T*"' 1 1 

(Xf Immediately upon reviewing the subscriber 
information, S A | ] d i s c o n t i n u e d his review of the records. 
At no time did he r>-r iiia oimavT>j =*pr, ssaIT ? view the Rather, he has 
6Ujj[iij.LLba Hie results or the NSL to OGC, for final disposition. 

(U) Section 2.4 of Executive Order (EO) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive. This 
language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of 
guidelines or regulations approved by the Attorney General in 
accordance with EO 12333, dated 12/04/1981, if such provision was 
designed in full or in part to ensure the protection of the 
individual rights of U.S. persons. Violations of provisions that 
are essentially administrative in nature need not be reported to 
the IOB. The FBI is required, however, to maintain records of 
such administrative violations so that the Counsel to the IOB may 
review them upon request. 

SECI^äT 
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ID) To: Inspection From: General Counsel 
R e : 2 78-HQ-C122 973 6-VIO, 05/10/2005 

b7C 
b7D 

(U) In the instant matter, SA 
issued an NSL for an incorrect nhnne nmnhpr 

|erroneously 
However, he did so 

in good faith,I | 1 
] Further, immediately upon reviewing the subscriber 

b7D 

information, he discontinued his review of the records and 
properly sequestered the information. 

|U1 Consequently, based on the above analysis, this 
matter will be treated by OGC as essentially administrative in 
nature. In accordance with the above guidance, OGC will maintain 
a record of this matter for possible future reference by the 
Oversight Board and forward to 01PR to be sequestered. 
Inspection is also requestea to maintain a copy of this opinion, 
documenting the nonreportable nature of this issue. 

SECIÌE^^ 
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Precedence: ROUTINE 

To: Counterterrorism 

General Counsel 

Inspection 

From: 

Contact : 

Approved By : 

Drafted By: 

Date: 06/27/2003 

Attn: ITOS I, CONUS II, Team 6 

Attn: 

Attn: 

Unit Chief 
National Security Law Unit 

Case ID #: (U)^_2Z£-HQ-1229736-VIO (Pending) 
(U)| | 278-0 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER (IOB) 
DIVISION 

Synopsis: (U) To seek guidance regarding possible IOB violation. 

Details: (S) 

Dei^i^dJE^CJfn: G - 3 
Deci«isÎiy^On: XI 

bl 
b6 
b7C 
b3 FGJ 

(s) 

Case ID 
b2 f 

ä b7E 

2 78-HQ-C12 2 9 73 6-VIO 
I 278-0 

Serial : 110 
95 X J 
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<U) 

b2 
b7E 
b3 

Division to On June 18, 2003, FBIHQ advised 
discontinue serving subpoenas because of the statutory provisions 
requiring authorization by the Attorney General (AG) . I ~| 

b2 
b7E 

(U) X Division in turn contacted the United 
and requested States Attorney's Office, Western District of 

that all pending requests for Grand Jury subpoenas be suspended until 
further notice, 
interim. . 

fui X 

NSLs will be used to identify in the 

was unaware that the term "Criminal 
proceeding" iiad been interpreted by the AG Guidelines to include 
Federal Grand Jury (FGJ) subpoenas and proceedings. 
Division has disseminated this guidance internally and will ensure 
future compliance with the AG Guidelines regarding this issue. 

<U) requests that FBIHQ consider and determine 
whether the AG authority within 
AG approval requirement. 

itself fulfills the 

b2 
b7E 

LEAD(s): 

Set Lead 1 : (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) Review information and advise FBI 
findings on this matter. 

Set Lead 2 : (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON D.C. 

(U) Review information and advise FBI 
findings on this matter. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT ITOSI\CONUSII 

(U) For information. 

as to any 

as to any 

SEC 
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Precedence : ROUTINE 

To: 

Date: 06/07/2004 

b2 
b7E 
b6 
b7C 

Counterterrorism 

Director's Office 

From: General Counsel 

Attn: SAC 

Attn: ITOS I/CONUS III 

Attn: Office of Professional 
Responsibility 

National fipniHHf T.aw Rranrh /Bm 7Q74 
Contact : 

Approved By: Curran John F 

Drafted By: 

( U ) Case ID ft: 2 78-HQ-122 9736-VI0 
(U) Tit le : INTELLIGENCE OVERSIGHT BOARD 

(IOB) MATTER 20031 
(U) 

b2 

Synopsis:^S^ It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

(Ut 

(U) Reference : 

m 

W 
2 78-HQ-122 973 6-VIO 

(U) 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

Details : 
(S) (cited below)il', 

By e l e c t r o n i c r o m m n n i r a f i n n fKPl Hal-pd 0F./7 7 / m 
Division 

reported a possible IOB error in conjunction withf 1 

bl 
b6 
b7C 
b3 FGJ 

Case ID : 278-HQ-C1229736-VIO 
ET 

Serial 516 
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(U) Pursuant to Sections 1806(b), 1825(c), and 
1845 (b) of the FISA, FISA-derived information may not be 
disclosed for law enforcement purposes or used in a criminal 
proceeding without prior authorization of the Attorney 
General. Pursuant to a memorandum of the Attorney General 
dated March 6, 2002, the issuance of a grand jury subpoena 
falls within the definition of a "criminal proceeding" as that 
term is used in the FISA. Thus, a subpoena containing FISA-
derived information requires prior authorization of the 
Attorney General before it is disclosed or used in a criminal 
proceeding. 

(U) Section 2.4 of Executive Order (EO) 12863, 
dated September 13, 1993, requires the General Counsel for the 
Intelligence Community, including FBI/OGC, to report to the 
IOB intelligence activities that they have reason to believe 
are unlawful or contrary to executive order or presidential 
directive. 

b2 
b7E 

Lead(s) : 

Set Lead 1: (Action) 

COUNTERTERRORISM DIVISION 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 2: (Action) 

Pursuant to the FISA, a grand jury subpoena 
containing FISA-derived information may not be disclosed 
without prior authorization of the Attorney General. The 

Division served a federal grand jury subpoena 
containing FISA-derived information on a third party without 
obtaining the Attorney General's prior authorization. It is 
the opinion of Office of General Counsel that this constitutes 
a violati on of the FISA that must be reported to the IOB. 

^^^ Based upon the above analysis, and consistent 
the reporting requirements of Section 2.4 of E.O. 12863, OGC 
will prepare a cover letter and an LHM to report this matter 
to the IOB. That correspondence will also advise the IOB that 
this matter will be referred to the FBIs Office of 
Professional Responsibility. 
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DIRECTOR'S OFFICE 

AT OPR FO, DC 

(U) For action deemed appropriate 

b2 
b7E 

Set Lead 3 : (Action 

b6 
b7C 

(U) For action deemed appropriate. 

Mr. Curran 

NSLB iOti Library 

b2 
b7E 

Division to the General 

**FOOTNOTES** 

il': (U) See EC from 
Counsel, 
dated 06/27/03, Case ID# 278-HQ-1229736-VIO, titled 
"Intelligence Oversight 

Board Matter (IOB) | |Division, 11 hereinafter 
cited as 

EC. " 

SECRET 
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SECRET 
FEDERAL BUREAU OF INVESTIGATION 

4 1 1 5 0 
Date: 04/22/2005 Precedence : ROUTINE 

To: General Counsel Attn: National Security Law Branch, 

b2 
b7E 
b6 
b7C 
ici- -Case ID # : 278 HQ-C1229736 - VIO - 820 

(U) 
Title: > & £ (D)INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

Synopsis: ̂ fS^C Possible IOB error for non-compliance with a 
requirement of the National Foreign Intelligence Program Manual 
(NFIPM). 

(U) 

(U) X 
Enclosures: Telephone records requested by General Counsel. 

Dei-i^^dJ^röm : G-3 
Deci^isïtv^On : XI 

bl 
b6 

(U) b7C 
bl 

3. Possible IOB Error. 

(S) 

(U)-

bl 
b6 
b7C 
b7D 

4. Description of IOB Error (including any reporting delays). 
:s> 

(Ul X [ 
contained an incorrect telephone number. 

drafted an NSLf 

IS) 

1 which 

J responded to the NSL and delivered the 
records that corresponded to the incorrect number on the NSL. 

SEC 
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SECR 

To: General Counsel From: 
Re : 278- HQ-C1229736-VIO, 
m-

b2 
b7E 

04/22/2005 

Per instructions from 
04/21/2005 to I I CDC [ 

[ in her e-mail 
the acquired 

dated 

telephone records are enclosed along with copies of the original NSL 
and cover E C t o he forwarded to 01PR. All the communications that 
contain the incorrect number were permanently charged out and removed 
from ACS in I "1 office. I I contacted the ' 
office and requested the removal 
ACS. 

trom 
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b2 
b7E To: General Counsel From: I 

Re: ¡ X 2 78-HQ-C122 973 6-VIO, 04/22/2005 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 
AT WASHINGTON. DC 

(U) General Counsel to take action requested above. 
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SECRET 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection Attn: 

Attn: 

Date: 05/06/2005 

Internal Investigation 
Section 

b2 
b7E 
b6 
b7C 

<U) 
bl 
b6 
b7C 
b2 

From: General Counsel 
National Security Law Branch/CTLU I/LX1 
Contact: 

Approved By: Thomas Julie F 

Drafted By: 
C a s e i d #: 278-HQ-C1229736-VIQ ̂ '(Pendi 

(S 

Title: (U) INTELLIGENCE^OVERSIGHT BOARD 

Synopsis: (U) It is the opiniori of the Office of General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB) and the Office of Professional 
Responsibility (OPR), FBIHQ. OGC will prepare and deliver the 
necessary correspondence to the IOB. 

( U ) 

• X 

Reference: 273-HQ C1229736-VIO 820 

Division 
b2 ;S) 
b7E 
bl 
Ki 
bl 
"b 6 
b7C 
b7D 

Details: As reported by the 
in the April 22, 2005 electronic communication, on December 6, 

1 

S) 

1 
M Special Aqent (SA)I drafted 

aNationalSecurityletter 
an incorrect telephone number, f 

1 which containec 

b6 
b7C 

OIG/DOJ Rwjam 
FBI INVEST f / 
OPR UG INiltSÏS 

SEdi^rr 

iTS* / "1 
VESXt 

7 
- ^ / i 

„ \l 

b6 
b7C 
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SE^ET 

To: Inspection Division From: General Counsel 
(U) Re: ->8Î 278-HQ-C1229736-VIO, 05/06/2005 

c s > 
bl 
b6 
b7C 
b7D 

^responded to the NSL and 
delivered the telephone records that corresponded to the 
incorrect number listed in the NSL. Upon review of the telephone 
records, it was discovered that they belonged to a different U.S. 
Person. 

<U)-

(U) 

(U) 

b5 

J^C When the error was discovered, the telephone 
records were sealed along with the original NSL and forwarded to 
Headquarters together with a report of the incident. (See 278-HQ-
C1229736-VIO Series 820) . These records will be forwarded to the 
Office of Intelligence Policy and Review (OIPR) All 
communications that contained the incorrect telephone number were 
permanently charged out and removed from FBI Automated Case 
Support system (ACS). 

Section 2-56 of the National Foreign Intelligence 
Program Manual (NFIPM) requires OGC to determine whether the 
facts related above are required to be reported to the IOB. For 
the reasons discussed below this matter needs to be reported. 

The Electronic Communications Privacy Act (ECPA), 
18 U.S.C. § 2709 authorizes the issuance of a National Security 
Letter for telephone subscriber information, telephone toll 
billing records and electronic communication transactional 
records for telephone numbers used by the subject of the 
investigation. The USA PATRIOT Act, P.L. 107-56, authorizes the 
issuance of an NSL for a subject upon a certification of 
relevance to an authorized investigation to protect against 
i n t e r n a t i o n a l h p r r n r i sm rrr r l ^ n r l p q h ^ n o i n t- <=• 1 1 i non r-a F i r f i v i f i p q 

(U) Section 2.4 of the Executive Order (EO) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, the 
Assistant Director, Inspection Division, and the General Counsel, 
OGC, respectfully) report to the IOB all information "concerning 
the intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive Order or Presidential 
Directive." 
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tu» To: 
Re : 

SECRET 

Inspection Division From: Genteral Counsel 
...̂ f 278-HQ-C1229736-VI0, 05/06/2005 

(U) In the instant matter, while the error in 
combining the two telephone numbers appears to be inadvertent, it 
resulted in obtaining another U.S. Person's telephone records 
without authorization. Even though the production of the wrong 
telephone records resulted from a typographical error, the 
delivery of the telephone records was contrary to 18 USC § 2709. 
Consequently, based on the above analysis, and in accordance with 
the reporting requirements of Section 2.4 of E.O. 12863 and 
Section 2-56 of the NFIPM, the error must be reported to the IOB. 

LEAD(s): 

Set Lead 1: (Action) 

b2 
b7E 

(U) Read and clear 

b6 
b7C 

Set Lead 2 : (Action) 

INSPECTION (IIS) 

AT WASHINGTON, DC 

(U) For action deemed appropriate 

1 - Ms. Thomas 
S S AL 1 

"TUB fixe 
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-SECRET 

May 6, 2005 

BY COURIER 

James Langdon, Chairman 
Intelligence Oversight Board 
New Executive Office Building 
725 17th Street, N.W., Room 5020 
Washington, D.C. 20503 

Dear Chairman Langdon: 

This letter forwards for your information a self-explanatory 
enclosure entitled, "Intelligence Oversight Board (IOB) Matter, 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

b2 IOB 2005| ~| (U) 

b6 1 - Ms. Thomas 1 
b7C 1 - SSA 1 - 278-HQ-C1229736-VIO S'i'jL 

G-3 
XI 

SECRET 
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Chaìrman James Langdon 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

Enclosure 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 
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b2 
b7E 
bl 
b7D 
(S) 

(S) 
SEC^S^ 

of the Federal 
Bureau of Investigation (FBI) has reported that a National 
Security Letter (NST.T I ~l 

contained an 
incorrect telephone number. 

(SÎ 

bl 
b6 
b7C 
b7D 

(S) 

(U) 

.responded to tne NSL, and 
delivered the telephone records that corresponded to the 
incorrect number listed in the NSL. Upon review of the telephone 
records, it was discovered that they belonged to a different U.S. 
Person. 

When the error was discovered, the telephone records 
were sealed along with the original NSL and forwarded to FBI 
Headquarters together with a report of the incident. All 
communications that contained the incorrect telephone number were 
permanently charged out and removed from FBI Automated Case 
Support system (ACS). In addition, the matter has been referred 
to the FBI's Internal Inspection Section for any action that is 
deemed appropriate. 

om: G-3 
ify on: X-l 

r 
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(Rev. 01-31-2003) 
CECnET 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
b2 

(U) 

<u> -

(U) 

b2 
b7E 

Precedence: ROUTINE 

To: General Counsel 

Date: 09/26/2005 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 11102 
Contact: CRsI 

Approved By: Fogle Toni Mari 

Drafted By: 

C a s e I D # : 

Title: 

) 2 78-HQ-C12 2 973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 1156 
0GC/I0B# 2005f 

b2 
Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 
<U) 
Reference: 

Details: (U)_ 
an EC from 

The Internal Investigations Section (IIS) received 
Division dated 4/22/2005, reporting a 

possible IOb error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

SECRET 
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(Rev. 01-31-2003) 
SECRET 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
b2 

(U) 

( U ) 

b2 
b7E 

Precedence: ROUTINE 

To: 

Date: 09/26/2005 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. 
Contact: CRS 

TPU. Room 1110?. 

Approved By: Fogle Toni Mari]) 

Drafted By: 

C a s e I D # : 

Title: 

2 63-HQ-0-U - 319 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 115 6 
OGC/lOB# 20051 ' 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This incident is remanded back to the field 
for whatever action deemed necessary and appropriate. Case 
closed at IIS. 

( U ) X 
dated 04/22/2005 Enclosure(s): (U) 

R e f e r en c e: j)3"^ 

Details: (U) Upon review of Division1s captioned report 
of a potential IOB violation) it is liS's opinion the incident is 
not indicative of willful misconduct. IIS only actively pursues 
investigations where deliberate and/or aggravated misconduct is 
evident, and accordingly, this case is closed at IIS. 

(U) IIS does, however, suggest this incident be 
potentially considered a possible performance related issue with 
respect to the employee and respective supervisor, and relegates 
any future action relative to this incident to the discretion of 
the Division. IIS recognizes and appreciates this 
matter was brought to our attention as required by the revisions 
mandated by National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6) . •• 

OECRET 
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(Rev. 01-31-2003) 

SECÏŒT 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

( U ) 

ÎUJ 
(U) 

(U) 

Precedence: ROUTINE 

To: Counterterrorism 

General Counsel 

Attn: 

Attn: 

Date: 09/30/2005 

ITPS l\CONUS 2\Team 7 
UC 
NSEB 
AGC 

b6 
b7C 
b2 

(U)b7E 
•: t_T > 

From: Inspection 
Internal Investigations Section. IPU. Room 11102 
Contact: CRS 

Approved By: 

Drafted By: 

Case ÎD #: 263-HQ-O-U (Pending)- . 
C§) 2 63-HQ-C122 973 6 -VIO (Pending) 

Title: TNTET J ,T HF.NCE OVF.P S TC.HT BOARD 
S Si 
TFC 

[ OGC # 2 005 -
JDIVISION 

Synopsis: (U) Forwarding material to Counterterrorism Division 
for appropriate handling. 

M 

Reference : 278-HQ-C1229736-VIO Serial 688 
2 78 -HQ-C12 2 973 6 - VIO Serial 754 

E n c l o s u r e ( s ) : E n c l o s e d for Counterterrorism Division (CTD), 
ITOS I, CONUS 2, Team 7 are the following: 

A copy of 2 78-HQ-CI229736-VIO, serial 688 



NSL VIO-165 

(U) 

-SECRET 

To: 
Re : 

Counterterrorism 
2 63-HQ-0-U, 

From: inspei 
09/30/2005 

nspe^t tion 

b2 
b7E 
bl 

( U ) 

b2 
b7E 
b7D 
bl 
b2 

(U) 

(S) 

enclosing : 

(U) 

-J?S^ A copy of 2 78-HQ-C122 973 6 -VIO, serial 754 

^ _A CD containing material inadvertently gathered 

Details : By way of 278-HQ-C1229736-VIO serials 688 and 754, 
^Division forwarded to Inspection Division (INSD), 

Internal Investigations Section(IIS) the enclosed unauthorized 
collected material inadvertently obtained pursuant to: 1) an NSL 

By standard practice, this 
material should have been provided by| ~|Division to 
CTD\ITOS I\CONUS 2\Team 7, the substantive unit supervising the 
investigations in which the material was collected. In turn, 
that unit SSA should turn it over to the Office of Intelligence 
Policy and Review (OIPR).I " 

^ s C Accordingly, INSD, IIS is forwarding the enclosed 
material to CTD\ITOS I\C0NUS 2\Team 7 for appropriate handling. 

SECRET 
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SECRET 

i: Inspeteti To: Counterterrorism From: Inspection 
(U) Re : ^tf 2 63 - HQ - 0 - U, 09/30/2005 

LEAD( s): 

Set Lead 1: (Action) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) For ITOS I\CONUS 2\Team 7 to review EC and provide 
enclosed material to OIPR. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Provided to NSLB for information only. 

SECRS^r 

3 



NSL VIO-170 

(Rev. 01-31-2003) 

b2 
b7E 
b6 
b7C 

bl 
b7D 

( U ) 

(3) 

SEb^ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: /inspection 

General Counsel 

t 

Date: 02/25/2005 

Attn: Internal Investigations 
Sect. 

Attn: Natl. Sec. Law Branch 
Asst. Genl. Counsel 

From: 
Lega" 

Contact: CDC 
Unit 

Approved By: 

Drafted By: 

Case ID #: (U) 2 7 8-HQ-C12 2 973 6 -VIO (Pending) 

Title: (U) TFO 
SSA 
POTENTIAL INTELLIGENCE OVERSIGHT 
BOARD (IOB) MATTER 

Synopsis: (U) To report potential IOB matter to the 
Inspection Division and to the General Counsel. 

Enclosure(s) : ^ ^ Enclosed for the Inspection Division, 
Internal Investigations Section are the following: 

¡U) 
[ Ï T . A CD containing material 

pursuant to a National Security Letter (NSL). 
WARNING: This CD may contain a virus and should not be placed 
in any computer until a virus scan is performed. 

b6 
hTf 



NSL VIO-171 

To: Inspection From: 
Re: (U) 2 78-HQ-C122 973 6 -VIO, 02/25/2005 

b2 
b7E 

m-

b7D 
b6 
b7C 

3. An EC dated 02/04/2005 
transmitting the results 

I 
matter, TFO 
that it contained 

pursuant to the NSL. 

"̂ Sjf Upon receiving the CD the case agent in this 
I PYarrri npri hVia fD anH Ho1- ot-m-i -n 

Wi th the hei n of 
TFO 

b6 
b7C 
b2 
b7E 
b7D 

T He then 
reported what he had found to 
supervisor, SSA| ~ On the same dav th^matter 
was reported to him, 02/14/2005, SSA| |telephonicall 
reported this matter to Chief Division Counsel (CDC) 

advised SSAf CDC 
envelope and send it to CDC[ On 02 
telephonically contacted NSLPTU Unit Chief 

Ï to seal the CD in an 
/16/2005 r.DC.V 

for 
guidance. This call v/pq rpfnmori Mno oam^. date by Assistant 
General Counsel (AGC) 

information retrieved from 
who advised 
the CD should not Pe 

used tor any purpose even though the NSL did not request any 
such information. On 2/23/2005 CDC e-mailed AGC 

SECS^ET 

2 
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To: Inspection From: 
Re: (U) 2 78-HQ-CI2 2 973 6 -VIO, 02/25/2005 

SECfc^T 
b2 
b7E 

b7C 

(U) 

b2 
b7E 

a puueiiLidi 
should be reported. 

to determine if this matter should be reported as 
IOB violation. On 2/24/2005 she responded that it 

believes the following should be 
considered by the Inspection Division and the General Counsel 
in determining if this matter should be reported to the IOB. 
First the NSL specifically stated that e-mail content 
information was.not requested. Any violation of Title 18, 
U.S. Code Section 2711 was committed by the internet service 
provider, not by the FBI. The statute does not specifically 
prohibit the FBI from viewing e-mail content information 
provided pursuant to a NSL and it does not specifically 
prohibit the use of such information by the FBI. The statute 
prohibits the FBI from requesting the content information and 
prohibits the provider from releasing such information. 
Second, any violation of the "intent" of the statute was 
inadvertent. The case agent sought guidance from his 
supervisor shortly after viewing the information and the 
supervisor immediately contacted the CDC. Guidance was then 
sought from OGC. 
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SEcfog^ 
To: Inspection 
Re: (U) 278-HQ-

From: 
C12297 ib-VlU, U2/25/2005 

b2 
b7E 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) Review this EC and attachments and take action 
as appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Review this EC and advise the Inspection 
Division, IIS on the referai of this matter as a potential IOB 
violation. 

SECRET 

4 ^ 



Secret 
NSL VIO-174 

' U . S . D e p a r t m e n t of J u s t i c e 

Federa l B u r e a u o f Inves t iga t ion 

In Reply, Please Refer to 
File No. 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 18, United States Code 
(U.S.C.), Section 2709 (as amended, October 26, 2001), you are hereby 

• — , — , , , — directed to provide to the Federal Bureau of Investigation (FBI)I 

In accordance with Title 18, U.S.C., Section 2709(b), I 
certify that all records being sought are relevant to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities, and that such an investigation 
of a United States person is not conducted solely on the basis of 
activities protected by the first amendment to the Constitution of 
the United States. 

You are further advised that Title 18, U.S.C., Section 
2709(c) prohibits any officer, employee or agent of yours from 
disclosing to any person that the FBI has sought or obtained access 
to information or records under these provisions. 

You are requested to provide the records in an electronic 
format, specifically in comma separated value fo-rm̂ r and than 
provide them personally to a representative of 
Division of the FBI. Any mipst-inns vmi Vî yp regarding this request 

Division. Due to should be di rected only to 
security considerations, you should neither send the records through 
the mail nor disclose the substance of this request in any telephone 
conversation. 



NSL VIO-175 

Secret 

Your cooperation in this matter is greatly appreciated, 

Sincerely yours, 

Special Agent in Charge 
b6 
b7C 
b2 
b7E 

\ 
Secret 



NSL VIO-176 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

Precedence: ROUTINE 

To: 

Date: 02/04/2005 

Attn: 

From: 

Contact: ISS 

Ra 

TFO 

Approved By: 

Drafted By: 

•n n 

bl (S) ease ID # : 

Title: (S! 

< « b 6 
b7C 

(U) 
Synopsis: To provide results of National Security Letter 

b2 (NSL) 
( U ) 

bl 
b2 
b7E 

(UJ 
Enclosure(s): 

I 

"ïerive^J^nr^ G-3 
-^DecTassify^Ôns^ XI 

Enclosed for 
are records, I 

bl (S) 

b7C 
b7D û? 

1 
listed in the originating NSL. 

Details: (S) 

(S) 
bl r 
b6 1 

b7C (g) 
SESRET 



NSL VIO-177 

b2 
b7E 
bl 
bi :j 
b6 
b7C 
b2 
b7E 

To: 
Re : 

CRET 

From: 

LEAD(s): 

Set Lead 1: (Info) 

b2 
b7E 

(U) Read and clear. 

SÌÌS^ET^ 
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(Rev. 01-31-2003) 

SECRET 

BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(CI-

Precedence: ROUTINE 

To: 

Counterterrorism 

Inspection 

Date: 04/21/2005 

Attn: SAC 
CDC 

Attn: ITOSI/CONUSII 

Attn: Internal Investigation Section 
From: General Counsel 

National Security Law Branch/LX Crossing Room 5S200 
Contact: 

Approved By: Thomas Julie F 

Drafted By: 

Cas. "> #: 
bl (S) 

1 vin 
[Pending) 

f 

(Pending) 

Tit"! a-
b6 
b7C 
..b2 

Intelligence Oversic 
SSA 
TFO 

Synops i s r ̂ fO 

ht Board (IOB) 

It is the opinion of the Ofrice or General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB) and to the Inspection Division 
(INSD), FBIHQ. OGC will prepare and deliver the necessary 
correspondence to the IOB. Our analysis follows. 

Reference : 278-HQ-CI229736-VI0 Serial 580 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 
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b2 
b7E To : 

Re: 

ET 

From: General Counsel 
$S< 278-HQ-C122 973 6-VIO, 04/21/2005 

(S) 
bl 
b6 
b7C 
b7D 
b2 
b7E 

(Sì 

( U ) , 

Details: By electronic communication (EC) dated February 25, 
2005 ( . c i t e d below) ,1 | I ni vi sinn V I 
reported a potential I OB error. \_ 

A NSL was signed by SAC 
1 

information pertaining 
II to provide all subscriber 

pursuant to 1 

1 1 
returned a CD 

pursuant to the NSL. 
a CD 

b6 
b7C 
b2 

contained |_ 
Case agent determined thaJ^Lh^—CD 

with assistance, was able 
1 TFOI 

information to his supervisor SSA 
telephonically contacted CDC[ 
information. CDC 

l-prim-t p>H 
S Z 7 Ï \ 

J regarding the content 
advised that the CD should be sealed in 

He then consulted with NST.PTTT. On 
advised 

an envelope and sent to him. 
02/16/05 Assistant General Counsel 
that the e-mail content information should not be used for any 
purpose, even though the content information was not requested 
and sent inadvertently by the service provider. On 02/24/05 NSLB 
advised that the matter should be reported as a potential IOB 
violation.5 

b2 
b7E 
b6 
b7C 
bl 

(U) See EC from i2i.vision, dated 02/25/05, Case ID# 
1 Potential 

¿lvisioi 
J SSAQ 278-HQ-C1229736-VIO, titled "TFO 

Intelligence Oversight Board (IOB) Matter," hereinafter cited as 
EC. " 

2 (S) 

3 (U) i EC. 
4 (u) id. 

(0) id. 

SEÒ^ET 
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b2 
b7E To: 

Re: (S) 
From: General Counsel 

278-HQ-C1229736-VIO, 04/21/2005 

(U) As required by Executive Order (E.O.) 12863 and 
Section 2-56 of the National Foreign Intelligence Program Manual 
(NFIPM), OGC was tasked to determine whether the surveillance 
errors described here are matters which must be reported to the 
IOB. They must. 

Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 
directive." The USA Patriot Act revised existing law governing 

b2 
b7E 

(3) 

b l 
b6 
b7C 

several changes to emphasize that 
used for the purpose 

At the same time, the Act made 
may not be 

Consequently, any viewing of the 
content of electronically "transmitted communications must be 
obtained pursuant to a court order.6 

(U) • 

[ 
provider J 

i^T In the present case, it is clear that the service. resent case, it is cie 
\erroneously provided[ 

]and that the FBI 
unintentionally received that content information not 
contemplated by the NSL| 
However, under these circumstances, it is OGC1s opinion that the 
error, although inadvertent, must be reported to IOB. 

^S^- In accordance with the reporting requirements of 
E.O. 12863, OGC will prepare the correspondence required to 
report this matter to IOB. 

6There are certain enumerated exceptions to this prohibition. See 50 U.S.C. Section 
1802. 

SECRET 
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E^Ï^T 

To: 

SE 

From: General Counsel 
Re : 278 - HQ-C1229736- VIO; 04/21/2005 

b2 
b7E LEAD(s): 

Set Lead 1: (Adm) 

(U) Read and clear. Take action consistent with this 
memorandum. 

Set Lead 2: (Action) 

INSPECTION 

INTERNAL INSPECTIONS SECTION, WASHINGTON, DC 

(U) For action deemed appropriate 

b7C 

- M s . T h o m a s 

- IOB File 

SECk^T 
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April 21, 2005 

BY COURIER 

Mr. James Langdon 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

b2 
b7E 

Dear Mr. Langdon: 

Enclosed for your information is a self-explanatory 
enclosure entitled "Intelligence Oversight Board (IOB) Matter, 

Division, 2005-

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

b6 
b7C 

Ms. Thomas 

- 2 78-HQ-C1229736-VI0 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

( U ) 

G-3 
XI 
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SEC 

Should you or any member of\your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 



NSL VIO-189 

(S) 

í 

bl 
b2 
b7E 
b7D 
b6 
b7C 

( U ) 

SECRET 

INTELLIGENCE OVBRSTCiHT BOARD (IOB) MATTER 
b2 
b7E 2005 

DIVISION 
(U) 

Tmreat-i rrat-i nri nf fhir, IOB matter has determined that, 
SAP I Ig-irmpd a NSL 

^ ) cont ent. [ 
The NSL specifically stated not to include 

provided P 
X I 

Jreceived a CD 
"1 The CD contained non-requested I 

. T h e C D C w a s contacted the 
same day and the CD was sealed in an envelope and delivered to 
the CDC. On February 16, 2 0 05 
NSLPTU advised 

1 contacted OHC . NSLPTU. 
not to use 

information for any purpose. The matter was then reported as a 
potential IOB violation (S). 

This matter has been referred to the FBI's Inspection 
Di visionforactiondeemedappropriate 

Decías 

SECRET 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
b2 

Precedence: ROUTINE 

To: General Counsel 

Date: 09/27/2005 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 11102 
Contact: CRSl ' 

Approved By: 

Drafted By 

(U) C a s e I D # . 

(U) Title: 

Foqle T o m M a n 

2 78-HQ-C122 973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 12 0 0 
OGC/lOB# 2 005 b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

( u || Reference: 278-HQ-C1229736 VIO Serial 688 
278-HQ-C1229736-VIO Serial 824 

Details: (U) The Internal Investigations Section (IIS) received 
an EC fromI I Division dated 2/25/2005, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is an error 
attributed to the Internet Company in providing unauthorized 
information relative to an NSL request and not the FBI or its 

b7E personnel. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 



NSL VIO-191 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

mi -

( U ) 

b2 
b7E 

Precedence: ROUTINE 

To: 

Date: 09/28/2005 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU, Room 11102 
Contact: CRS 

Approved By: Rosenthal Russell H 

Drafted By: 

C a s e I D # : 2 63-HQ-0-U - 324 (Pending) 

Title: 
b6 
b7C 
b2 

(X) TFO 
SSA 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 12 0 0 
OGC/lOB# 2005- , 0 bz. 

Synopsis: (U) To advise the captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This incident is remanded back to the field 
for whatever action deemed necessary and appropriate. Case 
closed at IIS. 

dated 02/25/2005 Enclosure(s) : 

(U) Reference : 278-HQ-C1229736-VIO Serial 688 
2 78-HQ-C1229736-VIO Serial 824 

Details: (U) Upon review of 
report of a potential IOB violation, it 

Division 
is IIS 1 s 

s captioned 
opinion the 

incident described therein was an error attributed to the 
Internet Company in providing unauthorized information relative 
to an NSL request and not the FBI or its personnel. IIS only 
actively pursues investigations where deliberate and/or 
aggravated misconduct is evident, and accordingly, this case is 
closed at IIS. 

(U) IIS does, however, recognize this matter was 
brought to our attention as required by the revisions 



NSL VIO-192 

b2 
b7E TO: From: Inspection 

Re: 263-HQ-0-U - 324, 09/28/2005 

mandated by National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A148772 0 serial 6). 

SE^E 

2 
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U.S. Department ^ yastice 

Office of the Inspector General 

CMlZOb 

Washington, D.C. 20530 

DATE: June 2, 2005 

TO: Charlene B. Thornton 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

G ^ n m , 
FROM: Glenn G. Powell 

Special Agent in Charge 
Investigations Division 

b6 
b7C 
b2 
b7E 

SUBJECT : OIG Complaint No. 2005005031 
Subjectrf et al. 

FBI No. 278-HQ-C1229736-VIO-688 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

| | This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

| | This complaint will be investigated by the OIG. 

I M P O R T A N T N O T I C E 

Ident i fy ing information may have been redacted from the attached O I G Report /Referra l pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidential ity or (b) expressed a fear of reprisal. If you 
bel ieve that it is necessary that redacted informat ion be made available to your Agency , you may contact the 
Assistant Inspector General for Invest igat ions . 

Please be advised that, w h e r e adverse action is not contemplated, the subject of an invest igation does not have a 
right to have access to an O I G Report /Referra l or to the identities of complainants or w itnesses, and that, in all 
cases, complainants and wi tnesses are entit led to protection from reprisal pursuant to the Inspector General Act 
and the Whist leblower Protect ion Act. 

Attachment 

b6 
b7C 



NSL VIO-194 
b2 

OIG INVESTIGATIONS DIWSION - IDMS OIG NO.: • 412 -2005005031-M 
Received Bv Date Received: 04/18/2005 How Received: 

SUBJECT: 
Title: SSA 
Component : FBI 
Mise : 
Home : , , 

Pay Plan: 
EOD Date: 

Phone 
Work : 

• 

Phone 'IP : 
Judic-ial Action-. 

SUBJECT 
Title: ¡ST 
Component: FBI 
Misc: 
Home: , , 
Phonei 
Work : 
Phone'. 
Judicial Action: 

Pay Plan: 
EOD Date: 

SSNO : 
D.O.B. : 

Alien Numb 
F.B.I. No. 
B.O.P. No.: 
D/L STATE: 

No . : 

Administrative Action: 

SSNO: - -
D.O.B.: / / 

Alien Number: 
F.B.I. No.: 
B.O.P. No.: 

ZIP: 

: b6 
b7C 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
MisC : 
Home: , , 
Phone I 
Work: 
Phone n 
Contact: 

Pay Plan: GS-
EOD Date: / 

ZIP: 
Confidential: N Revealed : 

D/L STATE: 
No. : b2 

b7E 
Administrative Action: 

SSNO: - -
D . 0 . B . : / / 

Alien Number: 
F.B.I. No. : 
B.O.P. No.: 
D/L STATE: 

No. : 

Authority: 

ALLEGATIONS: Offense: 412 - Job Performance Failure 
Occurrence Date: Time: City: 
Details: 
The FBI provided information reporting a potential I0B matter. 

State : 

DISPOSITION DATA: Office:] Date: 04/18/2005 Disposition: M Approval: GGP <J®"*" 
Referred To Agency: FBI INSPECTION DIVISION Component: FBI 
Patriot Act: N Civil Rights: N Priority: N 
Other Number: 2781229736 Consolidated Case Number: 
Remarks : 
Predicating material contains information that has been classified and has been 
returned to the FBI. (yht) 

REFERRAL INFORMATION: 
Agency Control No.: 2781229736 
Last contacted on: / / 
Status: CASE REFERRAL TO THORNTON/FBI (YHT) 

Date Sent to Component: 06/02/2005 
Date Closed: •--/ / 
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(Rev CI-31-2003) 

SECÌR^T 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
b2 

b7E 

Precedence: ROUTINE 

To: /inspection 

General Counsel 

Attn: 

Attn: 

Date: 02/25/2005 

Internal Investigations 
Sect. 

Natl. Sec. Law Branch 
Asst. Genl. Counsel 

From: 
Squad. 1, Legal Unit 
Contact: CDC 

Approved By: 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO 

Title: (U) 

DATE : 06-09-2007 
CMSSIEIEB BY 651.7.9 dull/' 
REÄS01: 1.4 [c ) 
DECLASSIFY 01; 06-03-20'" 

TFO 
SSA 
POTENTIAL INTELLIGENCE OVERSIGHT 
BOARD (IOB) MATTER 

Synopsis: (U) To report potential IOB matter to the 
Inspection Division and to the General Counsel. 

U-

(SI bl 
b7D 

Deriv 
Decisis 

|DI Enclosure (s) : C3< Enclosed for the Inspection Division, 
Internal Investigations Section are the following: 

(TJJ \ / 1. A CD containing material furnished by 
pursuant to a National Security Letter (NSL). 

WARNING: This CD may contain a virus and should not be placed 
in any computer until a virus scan is performed. 

SEC 

b6 
b7C__ 

•̂•rì u C INITIÉ 
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