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Precedence: ROUTINE Date: 05/12/2004
To: Inspection Attn: Inspection Management Unit
Room 7837
General Counsel Attn: National Security Law Unit

Fron
Dz Contact: GA
DbTE
o pproved By:
b7l
Drafted By:
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
(8) (Pending)
bl
Titlepg J)  SSA
b7C SA | [
L _|DIVISION;
b2 - 10B
b7E
Synopsis: (U) This communication reports a potential
Intelligence Oversight Board matter.
b4
17D 9%( Derivdd From : G-3
B2 DeclAss On: X1
PTE zpnclosure(s) - <) Original electronic communicationl |

dated 4/30/2004 with informationl r_
attached.

mrmDetails:~w)E§: The purpose of this electronic communication is to
b6 eport a potential IOB matter involving a National Security

7 'etter requested by SA , FBI{ | as well
59 8 to satisfy the requirements set forth by the 3/8/2004

- lectronic communication regarding the revised procedures for the
L7E ubmission of potential intelligence oversight board reports.
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(8) He
b7C
my~w':}§£ 3. Identification of the subject’s status as a
United States person or non-U.S. person: NONUSPER
iUPw~w~um;:j&i; 4. Legal authority: Executive Order 12333, dated
December™ 4, 1981, and pursuant to Title 18, United States Code,
Section 2709 (as amended, October 26, 2001).
(8) 5. Statement of error: On 03/09/2004, a National
Security Letter (NSL) electronic communi 1 nest was
submitted by SA | rRT- The reguest 04
wag gddreassed td | 1
| .
[ [ The Nt vemaaraal |—' Do
| ] [e R XS
Due to a typographical error, the o
Telephone number on the accompanving National Security Letter was ,\;W
erroneously typed B/io
(8) The 04/30/2004 the encloas d electronic
communication rwith along with the pd
information from Lias mailad w1
! b2
(T — 8] On 05/06/2004, the envelope was opened and the b7E
error was discovered.

(S} A CD sent by has been enclosed in a |y
1A envelope to the file.
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BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

Dear General Scowcroft:
This letter forwards for your information a self-

explanatory enclosure entitled Intelligence Ovexgight Board b2
(IOB) Matter, Division, IOB Matter 2004 (U)

D/E

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI

foreign counterintelligence and international terrorism
investigations. (U)

Enclosure
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Should you or any member of your staff require

additional information concerning this matter, an oral briefing

will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER n7E
DIVISION

I0B MATTER 2004 l(U)

(8) Division of
the Federal Bureau ©r Tt estigation ("FBI® =8 reporte '
issued a National Sect C Le r INSL: for records
_telephone number| ,'t ) i The FBI served then ogar |

|and received the resnivrs £ the o |

Du=z L' a typograplh.ical error, the n3L . . ssu. . for
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‘ telephone records of a telephone that is neither relevant to an
_authorized investigation to protect against international

terrorism or clandestine intelligence activities, nor that is
related to the subject of a national security investigation.

()

et Issuance of this NSL was not authorized by law,
i[]j~sinéé 18 U.S.C. 2709 only authorizes the FBI to seek relevant
records from a wire or electronic communication service provider
when those records "are relevant to an authorized investigation
to protect against international terrorism or clandestine

intelligence activities." 1In addition issuance of this
not authorized by the Attorney General’s Guidelines

I_ bl

(U) This matter has been reported to the FBI's
Ingpection Division for appropriate action.

ived £ : G-3
Dec on: X1
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/21/2005
To: Attn: ASAC r_gl_j
Squad
ssal |
. SA
Z Counterintelligence Attn: CD-T
b7E
b6 Inspection Attn: Inspection Division
©/% Prom: General Counsel
National Security Law Branch/CILU/ HQ room 7975
Contact: UC
Approved By: Thomas Julie F
Drafted By:
(M- - Case ID #: :p&(l 278-HQ-C1229736-VIO - - (Pending)
3 T | Pending)
Moo Title: ..\g) BOH ">
Division P

I
TOB 2004] b2
l e

Synopsis: X8 It is the opinion of the Office of General
Counsel (OGC) that the above referenced matter must be reported
to the IOB and to the FBI's Inspection Division. OGC will

prepare and deliver the required correspondence to the IOB. Our
analysis follows.

U Tom

Administrative: This communication contains one ot more
footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.

o5
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PTE  To; From: General C&9had0-25
T REey 78-HQ-C1229736-VIO, 02/21/2005

Details: By electronic communication (EC) dated My 12, 2004

(cited beldw) ™ thel |Division]|
b reported a potential IOB involving a National Security Letter
p7E (NSL) requested byr____________:jauxb__through typographical
error, sought information about| telephone number

belonging to a person who was not the subject of an FBI national
security investigation.

(ay | |

l
1
1 _|
AT agent S&| Tegne=red o0 Nt Tor |
[ | telephone ||

 — |

b1 | Du hical error, the NSL,
7D which was prepared at the Division and signed by
o the Special Agent in Charge. sngPt records for cellular
20 tele number Bv EC datedl r_J
b7C 1
b2 | That Ecwﬁubject's
NTE | | telephone number correctly, but NSL
gé“‘ contained the incorrectlv tvoned 1t rhone nabax 5
S
Teceived the Tesults of the Noi. vemear] |
1 | I. . . e
(U) See EC from the lvision to the Inspection Division
and General Counsel, dated May 12, 20 =HO- =VIO Serial
. 464, titled "Sea| Y Division;
L IOB" hereinafter cited as BEC. "
b7
b6 * (U) see EC.
-
b7C M) Seel EC. It is unclear from the information
submitted whether this typographical error was contained in the case agent's
request for the NSL, or if it was first made in the preparation of the NSL
itself. Since it was the case agent's duty to review the NSI for accuracy
prior to his sending the NSL this fact is
of no consequence to this opinion.
M|
bl
b6 T 14.
b7C
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To:l From: General CAShaH0-26
’”REr~;)61 278-HQ-C1229736-VIO, 02/21/2005

The reenltag of t+he NGT -inﬂ'lnr'{nl I

records assoclated | |telephone service of a
perscnt who is not the subject of an FBI national security

investigation. Upon receipt of the results of the NSL,IZ
discovered the error.’

Mo e As required by Executive Order (E.O0.) 12863 and

(i)

section 256 vf the National Foreign Intelligence Program Manual
(NFIPM), OGC was tasked to determine whether the errors described
here are matters which must be reported to the IOB. They must.

(U} Section 2.4 of E.0. 12863, dated 09/13/1993,
mandates that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, Inspecticn Division, and the General Counsel, OGC,
respectively) report to the IOB all information “concerning
intelligence activities that they have reason to believe may
be unlawful or contrary to Executive order or Presidential
directive.” This has been interpreted to include violations of
he Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection ("Attorney

General's Guidelines"), the implementation of which is mandated
by Executive Order 12333,

o} )
b2 |
L7E
b7C ; NS which requested records for. telephone
Lo ) - number was neither authorized by law, nor was it
authorize Y e orney General's Guidelines, since that
telephone number is not relevant to a counterintelligence
investigation.
bl s ol
be
5
b2

b7k
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. To: From: General CNGh3E0-27
Re: §< 278-HQ-C1229736-VIO, 02/21/2005

oo
-3
!

(U) Consequently, in accordance with E.O. 12863 and

Section 2-56 of the NFIPM, the error must be reported to the IOB,
which this Office will do.
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To | From: GCeneral SNOhMD-28
tmmwmeedwm;ﬁiL 2 /8-HQ-C1229736-VIO, 02/21/2005
o) LEAD(8) :

-] D

[OJ
=

Set Lead 1: {Info)

(U) Read and clear.
Set Lead 2: (Discretionary)
INSPECTION
AT WASHINGTON, DC
(U) For review and action deemed appropriate.
Set Lead 3: (Info)
COUNTERINTELLIGENCE
AT WASHINGTON, DC

(U) Read and clear.

*

S}.\{QET



--~- Working* Copy ---- 1

Page
NSL VIO-29

Precedence: ROUTINE Date: 02/21/2005

To: Attn: ASACJm—CL——1
b2 Squa
LTE SSH| —J
N SAI r_
Co Counterintelligence Attn: CD-r
b7C

Inspection Attn: Inspection Division
From: General Counsel -

National Security Law Branch/CILU/ HQ room 7975
Contact: uc

Approved By: Thomas Julie F

Drafted By:
U -Case-TN #: P& 278-HO-C1226736-VIO (Pending)

ol (Sm (Pending)
of (s) I

Tit:b'"rc S SSA
bé sa |
e ‘ |Division
P7En? I0R 20041 |

™ Synopsis: - [8] It is the opinion of the Office of General
Counsel {OGC) that the above referenced matter must be reported
to the IOB and to the FBI’s Inspection Division. OGC will
prepare and deliver the required correspondence to the IOB. Our
analysis follows.

Ay

02/21/2030
Administrative: (U) This communication contains one or more

footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.

w Detéilsfmhbg% By electronic communication (EC) dated My 12 004
(cited below),il” the | Division

_~» Yeported a potential IOB involving a National Sécurity Letter

B2 (nsL) requested by | which, through typographical

bikerror, sought information about a cellular telephone number

belonging to a person who was not the subject of an F23I national
security investcigation.
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I

- case agent SA | |reauest9dlan NSL for the subject‘F

]

| | Due to a typographical error, the NSL,

bl
p7D
b6
b7C
b2
b7E

b4

telenhone | I _f

Whichl _was prepared at | |Divisiog_and_sigTed by
the Special Agent_in Chardge. sought records for

telephone number | I l '—Il
[ | | |

| | That EC listed the subject’s

|telephone number correctly, but the attached NSL
contained the incorrectlv tvpedl IFPWQQ%Qne onmihe el |

Teceived the resul ESl

I . |
|
|The results of the NSI | |

records assoclated with| Itelephone service of a
person who is not the subject of an FBI national security
investigation. Upon receipt of the results of the NSL,

e

bl
b2
b7E

b7C

(3]

discovered the error.i7”

e e TR As required by Executive Order (E.O.) 12863 and
Section 2-56 of the National Foreign Intelligence Program Manual
(NFIPM), OGC was tasked to determine whether the errors described
here are matters which must be reported to the IOB. They must.

(U) Section 2.4 of E.O. 12863, dated 09/13/1993,
mandates that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division, and the General Counsel, OGC,
respectively) report to the IOB all information concerning
intelligence activities that they have reason to believe may
be unlawful or contrary to Executive order or Presidential
directive. This has been interpreted to include violations of
he Attorney General’'s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection ("Attorney
General’s Guidelines"), the implementation of which is mandated
by Executive Order 12333.

0

TeLT . ISSool oo roao ephone
number | RPN : S-Te UL wos ot
authoriZzed by tne Atto. ..oy tuneral’. (L. ., 8ir w - hat
Tolspione nusber 1s not reolevant to o Lotel e
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in accordance with E.O. 12863 and

Section 2-56 of the NFIPM, the error must be reported to the IOB,

which this Office will do.

**FOOTNOTES* *

i17: (U} See EC from the

Ingpection Division

Division to the

and General Counsel, dated May 12, 2004, Case ID# 278-HQ-C1229736-VIO

Serial

[ ] titled "SSA
I

SA

| DIvTsTOon;
IOB" hereinafter cited as

JEC.n.

BEC.

It is unclear from the

request for the NSL, or if it was first made in the preparation of the NSL

itself. Since it was the case agent’ iew the NSL for accuracy
prior to his sending the NSL for

106 121: (U)
bzb (37: (U) See EC.
D2 information
pT7E submitted whether this typographical error was contained
in the case agent’s
service, this fact is
of no consequence to this opinion.
ia”7: (8)
bl
Lo
b7C i57:  (U) 1Id.
2
b: 187 281
b7E
i77: (U r__lEc.
LEAD(s) :
Set Lead 1: (Info)
b2
bTE

{(U) Read and -lear.

Set Lead 2: (Dis~rericnary:
INSPECTION

AT WASHINGTON, DC
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(U) For review and action deemed appropriate.

Set Lead 3: {Info)
COUNTERINTELLIGENCE
AT WASHINGTON, DC

(U) Read and clear.

Page
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SECRET

FEDERAL BUREAU OF IRVES iGATION

Precedence: ROUTINE Date: 06/22/2005
To: General Counsel Attn: NSLB
From: Inspection

Internal Investigations Section. TP RBaam 17102
Contact: CRS

Approved By: | J L6

Drafted By:

Case ID #: - - &) 278-HQ-C1229736-VIO  (Pending)

‘Title: >s( INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING# 642

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

(- m 6-3

bl
o)
b7E

b2
oA

Reference: (S)
B2 278-HQ~-C1229736-VIO Serial 464
OGC # 2004
Details: (U) The Internal Investigations Section (IIS) received
an EC from | pivision, dated 5/12/2004, reporting a

possible IOB error. Based upon a review of the referenced EC it
is the IIS's opinion the incident described therein is indicative
of a performance issue. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*




U.S. Departmes f Justice

(NSeeghgqnspector General

Washimgron, D.C. 20530

DATE: July 17, 2006

TO:

Charlene B. Thornton
Assistant Director

Inspection Division

Federal Bureau o£ Investigation

Clhan G [Luclf

FROM: Glenn G. Powell

SUBJECT: OIG Complaint No. 2006004289

O

Special Agent in Charge
Investigations Division

Subject: Unidentified
FBI No. 263-0-U-224

We consider this a management matter. The information is being provided to you

for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.,

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you

believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and »itnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment




OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2006-004289-M

Received By‘

SUBJECT:

Title: SE Pay Plan: D.0.B.:

Component : FBRI EOD Date: Alien No.:

Misc: F.B.I.No.:"

Home : B.O.P.No.: b2

Phone: 1 21D D/L No.: bé

Work: [ AJ Charges: 689 k‘%C

Phone : ZIP:I I

COMPLAINANT: SSNO:

Title: ATTY Pay Plan: : D.O.B.:

Component: FBI EOD Date: Alien No.:

Misc: F.B.I.No.:

Home : B.O.P.No.:

Phong ZIP: D/L No.:

Work

Phoné- ZIPp:

‘Confidential: Revealed: Authority: none
Details:

The FBI provided information reporting a possible IOB matter involving the collection of
unauthorized information interception of unauthorized communications. As a consequence of
a typographical error, the FBI unintentionally obtained unauthorized information.

ALLEGATIONS: 689 1IOB Violation

Occurrence Date; 03/09/2004 B2 TIME;

CITY: n7F  Stat Zip:
DISPOSITION DATA: Disposition: M Date: 08/08/2005 Approval: POWELL, GLENN G
Referred to Agency: FBI Date Sent: 07/14/2006 Component: FBI o
Patriot Act: N Civil Rights: N Component Number: 263-0-U-224
Sensitive: N Whistleblower: Consolidated Case Number:

Remarks:

07/17/06- Sent to AD Thornton, FBI/INSD. Predicating material will be maintained within
the OIG/INV in a secure container.

Page 1 of 1 -
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U.S. Department of Justice » Classified Document Receipt
‘When filling out this form, please press firmly
with ballpoint pen.
ACCOUNTABILITY ) L
FROM: (Name) v __(Organization and Address) 0 O.'Jk)/&] He Cp [ AV
TO: (Name) (Organization and Address) /: 5!// 'V*SD

SIGNATURE: (of Recipient) & DATE:
If sent outside DOJ, Return this copy to:

DOCUMENT IDENTITY
SUBJECT & DESCRIPTION: Ol Comgle inf Mos. 2 006004277, % 00LOOY 12 ~A 2 opeeoy 245-m ,

2. 00CCLOY20 Y4, 20060 042 72-M, 20060042 7S~ M, + D0 COYLE-M) 2 00 C0Y I 55
2 00HLY I~ 44 2 006V D Pi-"’l/ 200600 Y2 f6-M) 2006 COY30h~M, 2 2060045 2 7-M) §
/

2. 20000 Y /]

Date of Document: T / W 17,2000 No. of pages:
LI 13} .
Copy of ™. Copies.
CIassiﬁcation of Document (Check Appropriate Box(es) Below): 04
s {§Ks [JCONF []sCl []Q []OTHER
' INTERNAL DOJ ROUTING

NAME OE 2ECImimas m - P— —| ORGANIZATION & DATE REC'D),
1) | IR SINEBE N B\Ok
2. )
3.
4.
5.

INSTRUCTIONS ON BACK OF LAST PAGE FORM DQ]J-34

JUN. 81
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FEDERAL BUREAU OF INVESTIGATION

Precedence: DEADLINE 07/15/2004 Date: (07/06/2004
To: General Counsel Attn: National Security Law Branch
Counterintelligence Attn: CD-2C, Room 4066
SSA

Attn: A/Chief Division Counsel

SA
From:
b2
Contact: SA TE
be
Approved By: b7C
Drafted By: /ﬁﬁ/
55%
M) case ID #: }( 278-HQ-C1229736-VIO 7 (Pending)
(S) | | (Pending! bl
] “gsal | 6}/
Title: T SSA b6 g
SA |  bic
[ DIVISION b2
108
iUW“MWsynoPSig?W”ZE§: To report a possible Intelligence Oversight Board
(IOB) matter.
i -
15) a0
bl

o Reference:r-—F8__ (a) 66F-HO-A1247863 Serial 149 b2

tgj i | b7E

2004
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To: From: | |

7E  Re: 278-HQ-C1229736-VIO, 07/06/2004 NSLVIO-38

=
ol m (c)

D2 v

O7%petails: %% In accordance with the instructions outlined in

reference (a), information on the following possible IOB matter
is forwarded to FBIHQ.

CASE BACKGROUND (U)

b1 ) |
b2
D7E

o

-1 Oy -
wn

o T o
o

-3 DD -

=3

o

oy

oo

2

O T T
~1 PO =]
1

(I} - POSSIBLE IOB VIOLATION --BAGKGROUNDW><)<

(S) writer was informed by

SEC\ET\

2

that
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B7E To: From:

Re: 278-HO-C1229736-vI0, 07/06/2004 NSLVIO-39

181

the‘resultSfof?a'Nationalasecuritv»L=tter:(NSL};served[::::::]
_ included records for an unrelated
. partyy |
] | see
reference (b). Further investigation determined that these
~récords were unintentionally -and erroneously requested due to a
typographic error in the original NSLT See reference (c). The
number that should have been requested was I

387 On 07/06/2004, writer consulted with |

[ Writer was
informed by the A/CDC that the material received constituted an
IOB vioclation and should be reported. Under separate Electronic
Communication (EC), writer forwarded said material to CD-2C for
sequestration

NG TN NG PN iy
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TO: From:

S Re: 278-HO-C1229736-VI0, 07/0672004 NSLVIO-40

-3 N

bl

oo

LEAD (s):
Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

iuy“"%"'”“':Pgi Division 9, General Counsel, National Security

Law Branch, is requested to take whatever action is necessary to
record the incident with Intelligence Oversight Board.
Set Lead 2: (Info)}

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) For CD-2C, read and clear.

Set Lead 3: (Info)

(U) For read

and clear.

"

SE&K
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/03/2005

To: Director's Office Attn: OPR
Counterinteliijgence Attn: AD
Attn: SAC/CI
CDC

]

From: General Counsel
Counterintelligence Law Unit/Room 7947 b6

oo

T

i}

Contact:

__bIC
( Approved By: Thomas Julie F 6
Drafted By: §3§ Uﬁ ‘ \}
Case ID #: (U)__278-HQ-C1229736-VIO’ (Pending) Oix
51 (S) (Pending) Q )f/

riebZ €} INTELLIGENCE OVERSIGHT BOARD MATTER
h7E  TOB 20044

-3 Gy S

oo

(@]

o
!

{m Synopsis: :Isi: The Office of the General Counsel (OGC) considers
that this matter must be reported to the Intelligence Oversight
Board (IOB) and to the Office of Professional Responsibility
(OPR) . A summary of the facts and an analysis of the situation
follows.

Details: {S) J

Oon 04/28/0
to the FBI.

provided the re
be ¥
£ L,

The telephone number
ﬁdpe to a

e N
¥
Y

™

3

oRARCII ISR O N )

RGN
il
—

D ss :. X1
sésQ:T
o OIG/DO Revip pate: 3/{/O)
L7C FBIINVEST, ,7'563 INVEST:
OPR UC INITIAS; T




SE&&FT
To: Director's Office From: General Counsel

Re: (U) 278-HQ-C1229736-VIO, 05/03/NSsVIO-42

W ated ~forwards
time was any further investigative action

b1 t ifth resvect to
- the information received pertaining to the
E53| No written summaries of communications were

made .

b 6 uy - -
w7~ drafted by SA| |on 7/06/04 (see 278-HQ-C1229736,
b7C ,

gerial 535).

(U) Pursuant to the Electronic Communications Privacy
Act ({(ECPA), 18 U.S.C. §§ 2709, the FBI can issue National
Security Letters (NSLs) for: (1) telephone subscriber
information (limited to name, address, and length of service);
(2) telephone local and long distance toll billing records; and
(3) electronic communication transactional records.

L Under the authority of Executive Order 12333,
dated December 4, 1981, and pursuant to Title 18, United States

Code (U.S.C.), Section 27009 | IJ
S
1 \[ | when the NSL was
B2 drafted, however, a typographical error resulted in the
B7E requesting of information derived from a number belonging to the

5

(U) Section 2.4 of Executive Order 12863 (September
13, 1993, 58 F.R. 48441) requires Inspectors General and General
Counsel of the Intelligence Community, including the FBI, to
report to the IOB concerning intelligence activities that they
have reason to believe may be unlawful or contrary to Executive
order or Presidential directive. This language has been
interpreted to mandate the reporting of any violation of law or
pertinent Attorney General guidelines that are specifically
intended to ensure the protection of the individual rights of
U.S5. persons.

i m
e

23(‘ In this case, Phe ¥HgaN
sjconstitutes.asreportable,
Consequently, OGC will prepare a cover letter and
memorandum to report this matter to the IOB. That correspondence

SEEQFT
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To: Director's Office From: General Counsel
Re: (U) 278-HQ-C1229736-VIO, 05/03/NSlsVIO-43

will also inform the IOB that this matter will be referred to
FBI's Office of Professional Responsibility.

LEAD(s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) Please read and clear.

Set Lead 3: {(Action)

bTE
(U) For action deemed appropriate.
CC: Ms. Thomas
fol3)
o7C IOB Library
*

SE}F{T
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NSL VIO-44

May 3, 2005

Mr. James Langdon
Intelligence Oversight Bocard
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:
This letter forwards for your infeormation a self-explanatory

enclosure entitled "Intelligence Oversight Bocard {IOB), Matter
20041 " {U)

The enclosure sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. ()

Enclosure

1 - Ms. Thomas

l _

1 - Eagdi
1 - 278—HQ-C1229736-VIO"foﬁ




S T NSL VIO-45

Should you or any member of your staff require additional
informaticon concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Very truly yours,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

2 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150
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SECRET NSL VIO-46

b2 INTELLIGENCE_OVERSIGHT BOARD (IOB) MATTER 2004-
b7E | prvisION
FEDERAL, BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) (U)

(S) 1Investigation of this IOB matter has revealed that

pursuant to a National Security Letter (NSL} served |

] provided telephone billing records to the

FBIs+ The telephone number to be targeted should have been |
However, due to a typographical error in the NSI/, the number actually
requested was| | |

fealized that the results of the

information provided in response to the NSL included (]

| Upon discovery

of the error, on 07/06/04 the inadvertently obtained material was
segregated and forwarded to FBIHQ for sequestration. At no time was any

further investigative a with r he in
received pertaining to No

written summaries of communications were made.

A ccpy of this submission to the IOB has been provided to the
FBI's Executive Assistant Director for
Counterterrorism/Counterinteliigence and to the Office of Professional
Responsibility for action as deemed appropriate. (0)




(Rev. 01-31-2003)
SECRET

FEDERAL BUREAU OF INYESTIGATION

Precedence: ROUTINE Date: 08/02/2005
To: QCeneral Counsel Attn: NSLB
From: Inspection

Internal Investigations Section, IPU, Room 11102
Contact: CRS

bo Approved By: Fogle Toni Mari
b7C
h? Drafted By:
TR

{

Case ID #: 278-HQ-C1229736-VIO  (Pending)

Title: INTELLIGENCE OVERSIGHT BOARD MATTER
i[]j,#~~~“‘” INSD/IIS TRACKINGH# 923
b2

OGC/IOB# 2004 -
Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB) .

MNMEQ{ Deriv om : G-3
L LT RN Decl T On: X1
igjbl- Reference (U} - 5] | 278-HO-£122973A via Serial 535
H7E 278-HQ-C1229736-VIO Serial 831
Details: (1) The Internal Investigations Section (IIS) received
an EC from Division dated 7/6/2004, reporting a

possible IOB error. Based upon a review of the referenced EC it

is the IIS's opinion the incident described therein is indicative

_ of a performance issue. Therefore, no internal investigation

o) will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

o

*




U.S. Departme  of Justice

Office of the Inspector General

NSL VIO-48

Washington, D.C. 20530

DATE: May 9, 2006

TO: Charlene B. Thornton
Assistant Director
Inspection Division
Federal Bureau of Ipyvestigation

T “'? e ;A/,e 7
e oy {2 ?‘SI@'{A&‘&[ ,
FROM: Glenn G. Powell

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2006004830
Subject: Unidentified
FBI No. 263-0-U-247

We consider this 2 management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OlG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

L]

This complaint will be investigated by the OJG.

[]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or becanse an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant [nspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in ail
cases, complainants and witnesses are entitled to protection from reprisal pursuant te the Inspector General Act
and the Whistleblower Protection Act.

Attachment




OIG - INVESTIGATIONS DIVISICN - IDMS OIG NO. 689-2006-004830-M

R

Received By Date Receivig] VPOL49/2005 How Received: A

SUBJECT: Unidentified, FBI SSNO*-

Title: UNID Pay Plan: D.0.B.:

Component: FBI EOD Date: Rlien No.:

Misc: F.B.I.No.:

Home : B.O.P.No.:

Phone: ZIP: D/L No.:

Work: bz

Phone: ZIP: lo]3
p7C

COMPLAINANT: SSNO:

Title: UNID Pay Plan: D.0.B.:

Component: FBI EOD Date: Alien No.:

Misc: F.B.I.No.:

Home : B.O.P.No.:

Phone: ZIP: D/L No.

Work: General Counsel
National Securiti Affairs, Washington, DC

Phone: (202) 324 ZIP:

Confidential: Revealed: Authority: none
ALLEGATIONS: 689 IOB Violation

Occurrence Date:  04/20/2004 TIME: o2
CITY: Zip: TE

Details:

The FBI provided information reporting a possible IOB matter involving the interception of
unauthorized communications. As a consequence of a typographical error, the FBI
unintentionally obtained unauthorized information.

DISPOSITION DATA: Date: 08/01/2005 Disposition: M Approval :POWELL, GLENN G rj*2’
ot
Referred to Agency: Component: FRI
Civil Rights: N Sensitive: N
Component Number: 263-0-U-247 Consolidated Case Number:
Remarks:

5/8/06 - Sent to AD Thornton, FBI/INSD. The predicating material will be maintained within
OIG/INV in a secure container. (yht)
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(Rev. 01-31-2003) ;?t ;:" 7

mxfwr

FEDERAL BUREAU OF INVEStIGATION

Precedence: PRIORITY Date: 09/01/2004

To: General Counsel Attn: National Security Law Branch
Room 7975

From:

~qal IInit
Contact:I[e

o)
b7E Approved By:
Lo
b7C
Drafted By:
Case ID #: (U) 278-HO-C1229736-vIO ~ D713
(u) 2781 -C63856-VIO
Title: (U PRESIDENT'S INTELLIGENCE OVERSIGHT
BOARD (IOB) ;
POTENTIAL IOCB ERROR OR VIOLATION
(s)
0o
B oIC
b;E.Synopsis: (U) Report from of potential IOB violation.
]
ﬂU?“““'WW";><iw~m 3 tved : G-3
assi i X1
Reference: (S)
(8)
. (8)
bl (8)
b2 (8)
p7E (8

m- .

i j Enclosure (s): - I Enclosed for OGC/NSLB are copies of the
o ahove-reforenced serials, and a copy of the 06/17/2004 Memc from
E7E Division.

oo
im -Details:. .. This EC reports a potential IOB matter to OGC/NSLB,

as instrucfed per EC dated 03/08/2004, see 66F-HQ-A1247863 Serial
149. Immediately upon discovering this potential IOB violation

SE}iﬁT




To: General Counsel From:

SECRET

Re: (U) 278-HQ-C1229736-VIO, 09/01/Mb4aVIO-52

on 08/19/2004, CDC
OGC/NSLB.

notified Unit Chief

ﬂSj’”““"

gy L

3. Subject's Status: US Person

Statement of Error Committed: On 08/19/2004, FBI

a Memo | |

5.
|Division. received
l

[The Memo indicated

. _that the National Security Letter (NSL) ' which]| |
[ T required a change in

T verbliage. g

Upon reviewing

the NST, request

determined that the Parale?al

had inadvertently cited to Title 15, United States Code

Specilalist who drafted the request for Case Agent SA
;U.;.C.;, Section (§) 168 of the Fair Credit Reporting Act

({FCRA) instead of § 1681Xu In accordance with Public Law 107-56

=35

(USA Patriot Act) and FB

policy, the use of § 1681v to obtain

consumer reports 18 limited to internarjonal terrorigsm (TT)

investigations

|
~

|[immediately discontinued

reguest| In the same EC,

deliver an NSL to

r processing of th
iSJ'_ also had requested
I‘.

bl
b7D

—based-upon § 1681v. Thereiore, | [ immediately attempted to

Unfortunatele

lorovided the results to

The results 1n their

entirety from

were immediately sealed

and are enclo

3]

SECRET

2



SECR}&

b2 To: General “ounsel From: [::::;]
L7nRe: (U)  278-HQ-C1229736-VIG, 09/01/MSbaI0-53

b2
D7E
6

h7C
b4

b2
n7E

1

I

After further discussion with SA the
current Case Acgent., it was learned that upon her receipt of the
results| |a copy of the results were disseminated to

|. Contact was i1mmediately made

[and | instructed to return all

resulting documentation provided |
returned this documentation| | advising that he had
not utilized this information. This documentation was
immediately sealed on 08/20/2004 and is enclosed.

A review of the Legal Unit's entire NSL file and
Automated Case Support (ACS)] since the enactment of Public Law
107-56 revealed that 15 U.S5.C. § 1681v has not been cited in any

SézgﬁT\



! b2z
To: General Counsel From:

Re: (U) 278-HO-C1229736-VIO, 09701/ Nd4VIO-54

LEAD (s) :
Set Lead 1: (Discretionary)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For information of OGC/NSLB and for any further
action deemed appropriate by OGC/NSLB.

4
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---- Working Copy ---- Page 1
NSL VIO-55
Precedence: PRIORITY Date: 09/01/2004
To: General Counsel Attn: National Security Law Branch
Room 7975
 From:
bz Legal Unit
DTE Contact:
bo

e oved By:

Drafted By:

Case ID #: (U) 278-HQ-C1229736-VIO
(U) 278 -C63856-VIO
Title: (U) PRESIDENT’'S INTELLIGENCE OVERSIGHT
BOARD (IOB);
POTENTIAL IOB ERROR OR VIOLATION

bl (8)
bo
Synci —): (U) Report from of potential IOB vioclation.

(To7e a0 ived Brof : G-3

D 88T n: X1

Reference: (8)

bl
B2
b7E

nnnnm

U
b Enclosufé(s)1MM>§) Enclosed for OGC/NSLB are copies of the

- above-referenced serials, and a copy of the 06/17/2004 Memo from
b:F. |Division.

iy -Detaids: ::%gi:This EC reports a potential IOB matter to OGC/NSLB,

s instructed per EC dated 03/08/2004 see 66F-HQ-A1247863 Serial
ely updn digcovering this potential IOB: violation

] notified Unit Chief

A

OUow

Case ID : 278-HQ-C1229736-VIO
2748 63856-VIO bﬁ

PR NP



SE>RET

---~- Working Copy ---- . Page 2
8y 5 " Sibject NSL \?0-56 06
p7C
iSj 3. BSubject’s Statusg: US Person
" A Conmbaced 0 e T oo A oot 3 I J
bl
b6
b7C
b2
islf 5. Statement of Error Committed:l I P7E
‘ bl
f b2
L) which | H | | (e
'required a change in « B
~verbiage. b7D

b4
Upon Teviewing‘the'NSL»request| |
| |determined that the Paralegal
[8) specialist who dratted the request for Case Agent Sa
[:fi:::::] ha Wlnadvertently 01ted to Title 15,-United States Code
{U.s.C.), L y of the Fair Credlt Reporting Act
(FCRA) - 1nstead~of -681u i In accordance with Public Law 107-56

(USA Patriot Act) and FET‘pollcy, the use of  168lv to obtain 1
~consumer reports is limited to international terrorlsm {1y -~ b6
investigations. However, as indicated prev1ously, the reguest | e
JaVAl | (-
| | Cmmedigtely discontinued L7D
_further processing of the request| ‘In“the game EC, o)
alsa had yemiieated thatl bh7E
ALSO phyg
agsed upon - 1681v. : Therefore, 1mmediately attegpted;te
‘-.discontinue these leads which inmadvertently cited 'to  1681lv.:
Unfortunately, I Nl
already delivered. the NSLs and"brOVidedvthe'resultsL___T:::::::::]J 62
f331 ‘The .results] -
entlrety were immediately sealed ?‘E
and are TITCTOSC . T ' S ‘ : s _07]..)
jo:!
After further discussion with ‘SA| | the
iSjiurrent Case_Agen was learned that upon her receipt of the
results” from| b copy of the results were digsemipated 1o bl
b6
iCo s ; bi7C
ntact was i1mmediately made o
with] |was instructed to return all b7D
resultlng documentation: provided| b2
returned this documentation| | @dvising that he had. h7E
‘not-utilized this information, This documentation was b
immediately sealed on 08/207/2004 and is enclosed. *
A review of the Legal Unit’s entire NSL file and no

Automated Case Support (ACS) since the enactment of Public Law

ECRET b7E
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---- Working Copy ----

107-56 revealed that 15 U.S.C.

bl

(&)

LEAD (s) :

Set Lead 1: (Discreticnary)
GENERAL COUNSEL

AT WASHINGTON, DC

1681v hadSM@adn cited in any

Page

(U} For information of OGC/NSLB and for any further
action deemed appropriate by OGC/NSLB.

%&m‘

3
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---- Working Copy ---- Page 1
NSL VIO-58
Precedence: ROUTINE Date: 09/15/2004
To: Director's Office Attn: OPR
Counterijntelligence Attn: AD
Attn: SAC
e Attn: SAC
f? CDC
b7C
bZ om: Office of the General Counsel
»TE NSLB/CILU/Rm 7975
Contact:
Approved By: _Curran John F
Drafted By:
Case ID #: (U) _278-HQ-C1223736-VIO (Pending)
bl (S) Pennding)
T:tleq* (U) INTELLIGRENCE OVERSIGHT BOARD MATTER
nTE IOB"2004
b2
Synﬁmsis (U) The Office of the General Counsel considers that
this matter wAYFARE: epo che#lntelldgerice Oversight Board
tUjand_po the Office of rofe881ona1 Responsibility. ysis
follows..
¢ Derived premT o 00 IADOIRE onre: S5
iSJ’ ‘Declas@Tfyon: x1 D7CBIINVEST. ﬂDOJmWEQT
OPR UC INITIALS
Details: (S)I I
.
bl
bo
b7C
b2
b7E

(3],
' (S} On 5/21/2004, the SAC authorized the issuance of
hatlonal Security Letters (NSLs) seeking credit reports
ha from| ] The
‘letters, which cited Title 15, United States Code, Section 1681v
(15 USC 1681v), reqguested "a copy of a consumer report and all

other information contained 1n v for the below listed
consumer ii.e., the subject”. ] NSLs included a

SECRET




SESRET

tSj‘ ---- Working Copy ---- Page

certification by the SAC, purportedly "in NcWE359ce with 15 USC

;1681v(b),” that "the 1nformatlon sought is relevant to an

authorized investigation to prctect against international
terrorism or clandestine intelligence activities Ietc.”."

- The letters were duly delivered to two of the

cgj three companies, both of which provided the reguested credit 04

information. . b7

| , s |was returned unexecuted oW

| | by [intellligence analyst who noticed that b7
it referred to -USC 1681v instead of 15 USC 1681u.

e &) After learning of the error, office 9

determined thatrgf had alreaqy been -

disseminated] | [o¥

b7

were retrieved, sealed, and forwarded to_Eeadquarters together
with a report of the incident. (See 278[:]—C1229736—VIO, serial
573.)

(U)‘ The section of law cited in the three NSLs, 15 USC

:1681v;i was added by the USA Patriot Act, P.L. 107-56. It

provides in part that "a consumer reporting agency shall furnish
a consumer report of a consumer and all other information in a
consumer’s file to a government agency authorized to conduct
investigations of, or intelligence or counterintelligence :
activities and analysis related to, international terrorism when
presented with a written certification by such government agency
that such information is necessary for the agency’s conduct of
such investigation, activity or analysis." (Emphasis added.)

(U) By way of con;rast,%lS USC 1681ut is an older
statute that applies to both”counterintelligence and
counterterrorism investigations. In connection with an
authorized investigation of such cases, the FBI may use an NSL to:
obtain the: names and addresses of ‘all financial’ 1nst1tutlons ats

‘which a ‘consumer maintains or has’ ‘maintained an account . If
‘additional ‘information is needed; such as a consumer report #
:d391gnated ‘Bureau official “is required to seek an ‘ex parte- court order’
directing the consumer reporting agency to furnish the*

report to the FBI.”’

(U) To obtain the ex parte order, the FBI must show
"that the consumer report is sought for the conduct of an
authorized investigation to protect against international
terrorism or clandestine intelligence activities, provided that
such an investigation of a United States person is not conducted
solely on the basis of activities protected by the first
amendment to the Constitution of the United States.®

im"w%-m:IS(:'The Office of the General Counsel issued
instructions regarding the differences between 15 USC 168lu and
15 USC 1681v, together with sample forms, in an EC dated
10/1/2003. (See 66F-HQ-A1255972, serial 32.)

SE}\&{
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---- Working Copy ----

(U) office cited the NSIoWMIO-®8ction of the
Fair Credit Reporting Act in three NSLs that requested credit
reports of a U.S. person in connection with a counterintelligence
investigation. Moreover, the letters included a certification
that was misleading although not untrue. (The cextification
stated, correctly, that the information was needed in connection
with an authorized investigation to protect against international
terrorism or clandestine intelligence activities. Section 1681v,
however, refers only to international terrorism.) Two of the
three letters resulted. in the production of credit 1nformat10n
that would not have been avallable solely through an NSIL if the
correct section had been cited.

{U) In weighing the gravi f this matter, the Office
of the General Counsel notes that citation of 15 USC
1681v does not appear to have been a deliberate effort ‘to
circumvent gquirements of section 1681u. Once apprised of
the error,[Eff:fjimmediately-took appropriate action to recover;

b2
BE

>

b7E

and seal the information that it obtained based of the error and.

tc report the matter to Headquarters.: The question of intent is
relevant because 15 USC 1681lu(j)suggests that Congress did not
consider disciplinary action by an agency to be warranted unless
"the circumstances surrounding the violation raise questions of
whether or not an employee of the agency or department acted
wilfully or intentionally with respect to the viclation. . .."

(U) We are also mindful of the fact that the
office could have obtained exactly the same result (i.e., thne
subject’s credit report) if it had followed the twc

step process set forth

in 15 USC 1681lu, namely, an NSL followed by an ex
parte application for a court order. The proof required for such
an order is minimal and the facts in this case would have
justified it.

(U) Nevertheless, in preserving a distinct provision
for obtaining credit information in counterintelligence cases,
Congress apparently intended to apply a different standard to
this type of case. By using Section l&81y rather than Section
1681u for a counterintelligence case, office
ccntravened the intent of Congress, albeit inadvertently. The
matter should therefore be referred to the Intelligence Oversight
Board and to the Office of Professional Responsibility. OGC will
prepare a cover letter and a memorandum to report this matter to
the 1I0B.

(U) The action of Intelligence Analyst
in detecting this error and calling it to the attention of the

office is to be commended.

LEAD (s)

sé&a

b2
b7k

b2
b7E
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NSL VIO-61
Set Lead 1: (Action)
DIRECTOR'S OFFICE
AT OPR FO, DC

(U} For action deemed appropriate.

Set Lead 2: (Action)
COUNTERINTELLIGENCE
AT WASHINGTON, DC

(U) Please read and clear.

Set Lead 3: (Action)
foyi
bTE (U) For action deemed appropriate
Set Lead 4: (Discretionary)
(U) For action deemed appropriate.

S;;;ET\\
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— NSL VIO-62

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman »

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self-explanatory
enclosure entitled, "Intelligence Oversight Board (IOB) Matter, b
108 2004 ] (V)

The enclosure sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

1 - Mrx. Curran 1 - IOB Library
1 1 - 278-HQ-C1229736-VIO
1
G-3
X25-1
SECRET
SECRET—
-2 -
Case ID : 278-HQ-C1229736-VIO Serial : 596
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---- Working Copy ---- Page
NSL VIO-63

General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.

Sincerely,

John F. Curran
Deputy General Counsel

Enclosure

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

T SECRET

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

IOB 2004 (U) o7
Lo T SEERERE—
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—SECRET

---- Working Copy ---- Page
NSL VIO-64
5 Investigation of this IOB matter has determined that the o
Field Office obtained consumer credit reports from two .
credlt reporting companies in connection with an authorized D7E

(-

counterintelligence investigation using a National Security
Letter (NSL) that referred to Title 15, United States Code,
Section 1681lv, when in fact that section only permits the use of
NSLs to request credit repcrts for authorized counterterrorism
cages. Title 15, United States Code, Section 168iu, allows the
FBI to use an NSL to obtain certain information from credit
reporting agencies in authorized counterintelligence cases,
specifically, the names and addresses of financial institutions
at which the subject of the investigation maintains an account.
In order for the FBI to obtain a credit report in a
counterintelligence case, it must apply for an ex parte court
order under the terms of Title 18, United States Code, Section
1681u{c) .

) , , b2

g&(;The credit reports that were procured from credit reporting BTE
ompanies by citing 15 U.S.C. 1681v were not properly obtained. D/E
Although the error in_statutory citation appears to have been
inadvertent, and the |office immediately retrieved and

sealed the credit reports once the error was discovered, this
matter has been referred to the FBI's Office of Professicnal
Responsibility for such action as may be appropriate.

Derived



(Rev. 01-31-2003;

(-

T SECREE-
FEDERAL BUREAU OF |h§Yﬁ§I§GATION

Precedence: ROUTINE Date: 08/02/2005
To: General Counsel Attn: NSLB
From: Inspection

Internal Investigationg Section, IPU, Room 11102
Contact: CRS|

bo
b7C

~

Drafted By: %

Approved By: Fogle Toni Mari

Case ID #+ ”;)%i;278—HQ-C1229736—VIO (Pending)

.Tigle;m”ﬁﬁz INTELLIGENCE OVERSIGHT ROARD MATTER

INSD/IIS TRACKING# 939

OGC/I0B# 20041:' b2

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB)

w X e s

Refereneetw~>ﬁz 278-HQ-C1229736-VIO Serial 573
278-HQ-C1229736-VIO Serial 595

Details: (U) The Internal Investigations Section (IIS) received

an EC froﬂ LDivision dated 9/1/2004, reporting a possible

IOB error. upon a review of the referenced EC it is the

IIS's opinion the incident described therein is indicative of a D2
performance issue. Therefore, no internal investigation will be R7E
conducted by the IIS and this matter is being relegated to the

NSLRBR for whatever action they deem appropriate.

4+




U.S. Departmer  f Justice

Office of the Inspector General
NSL VIO-66

Washington, D.C. 20530

DATE: July 31, 2006

TO: Charlene B. Thornton
Assistant Director
Inspection Division
Federal Bureau ()_{ Investigation

Cllrne & uel!

FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2006005273
Subject: Unidentified

|—27{3_0|FBI No. 263-0-U-253 b7E

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

]

This complaint will be investigated by the OIG.

]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available te your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigatien does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all
cases, complainants and witnesses are entitled to pratection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment




0OIG - INVESTIGATIONS DIVISION - Complaint Form QIG NO. F688-2006-005273-M

Received By:

SUBJECT: Unidentified, FBI SSNG:

Title: UNID Pay Plan: D.C.B.:

Component: FBI EOD Date: Alien No.:

Misc: F.B.I.No.:

Home : B.O.P.No.: R
02

Phone: ZIP: D/L No.: M

Work: Charges: 689 DO

Phone: ZIP: n7C

COMPLAINANT : SSNO:

Title: INTEL Pay Plan: D.0.B.:

Component: FBI EOD Date: Alien No.:

Misc: F.B.I.No.:

Home : B.O.P.No.:

Phone: Z2IP: D/L No.:

Work i

Phone= ZIPp:

Confidential: Revealed: Authority: ncone

Details:

The FBI provided information regarding a possible IOB matter. The FBI[:::::] Office cited
the wrong section of the Fair Credit Reporting Act in three Naticnal Security Letters {NSL)
that requested the credit reports of a U.S. person in connection with a counterintelligence
investigation. Moreover, the letters included a certification that was misleading although
not untrue. Two of the letters resulted in the production of credit information that would
not have been available solely through an NSL if the correct section had been cited. The

FBI, Office of General Counsel advised that the FBI office did not deliberately use
the wrong section.

ALLEGATIONS: 689 IOB Violation

7
Occur ; 1/2004 TIME: h7E
CITY: State: zip:

DISPOSITION DATA: Disposition: M Date: 08/01/2005 Approval: POWELL, GLENN G
Referred to Agency: FBI Date Sent: 07/28/2006 Component : FBI F7ee
Patriot Act: N Civil Rights: N Component Number: 263-0-U-253
Sensitive: N Whistleblower: Consolidated Case Number:

Remarks:

Sent to AD Thornton, FBI/INSD. Predicating material will be maintained within OIG/INV in a
secure container. {(ant)

Page 1 of 1 Printed 07/28/2006 2:14:36



NSL VIO-68

U.S. Department of Justice Classified Document Receipt

When filling out this form, piease press firmly
with ballpoint pen.

ACCOUNTABILITY
FROM: (Nam (Organization and Address) [_)CJ\)/C//AJ/JQ // W/
TO: (Name) _| (Organization and Address) / O/// AL ()
SIGNATUREMmrermpremmormre-
1f sent outside DOJ, Return this copy to:
b6
n7C DOCUMENT IDENTITY
SUBJECT & DESCRIPTION: €/ (ol vei - Mlp . 2006 55 36D-M| 40060053 S| 2 006605 23f-m
-& fDFtc uC G273 / € O0CO0 5276 —//\4 LOVE [‘0 ) 2;7:?7 M, 200e00E285-M, 2006005 2 2y —A’? /
P :::ff::":\?—:: 260k 05322 Ty 260680 53051y 2,066 (0 55 17- M, 20 '5?00 326 M, 20 {é(\t_ SIS
Date of Document: / 'qé 1% No. of pages: 2/
Copy of Copies.

Classification.of Document {Check Appropriate Box(es) Below):

(]S [j{b/{:]CONF [(]sCl [1Q [[] OTHER

INTERNAL DOJ ROUTING

ORGANIZATION & DATE REC'D.
(Wad (10 O dilNw

INSTRUCTIONS ON BACK OF LAST PAGE FORMJD(;J -:;;1
UN.




SESRET )
---- Workino\Copy ---- Page 1

NSL VIO-69
Precedence: IMMEDIATE Date: 09/24/2004
To: Office of General Counsel Attn: CTLU-1
ucC
Attn: SAC l |

N A/SSA
&)
oo cnd [
o/E SA |

jole

p7C -om: Counterterrorism
ITOS I/ CONUS 1/ Team 4, Room 4W158
Contact: SSA

Approved By: Bald Gary M
Hulon Willie T
Cummings Arthur M

Drafted By:

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
bl S :I G e | (Pending)

}b2_:;Le;w~Esi POTENTIAL IOB VIOLATIONS

/Cg.: {S) To advisel |

| | of potential Intelligence Oversight Board bl
{(I0B) wviolations, an p?
b7E
: m ived F : SCG G-3 01/97
ij B D ST : Wicj4/2029
=54 |
()
bl
b2
L7E

reference: |
bl “| |

pn  ME

7 7 T oo ‘

case ID : 278-HQ-C1229736-VIO Serial : 580

f Ok b2




SgéRET

---- Working Copy ---- Page
Administrative: (U) 09/16/2004 e-mail andV9eYIQW¥D from ssa e
[ ITOS I, CONUS I, to A/SSAI -
Division discussing this matter. b7C
(5) —— b2
‘Details: (8) b7FE
" bl
b6
b7C
o)
DTE
(31 pos
5 | was improperly extended byl |
| | without FBIHO -authorization =
: Investlgafloﬂ AAJ
1! | constituted unauthorized investigation. ol
I b2
—r""_'ﬂ B7E

(U) "Unauthorized investigations" comprises a
category of IOB Matters which must be reported to the Office of
General Counsel (OGC) within fourteen days of discovery. The
OGC 1is thereafter responsible for the review of the reported
IOB incident. After a review, OGC will issue a written opinion
as the whether the IOB reguires notification.

(U) In light of the above, ig instructed to
cease any investigation| |and close this
investigation. Analysis of any documentation obtained prior to o
05/15/2004 is authorized; however, any outstanding leads or b;F
request for documentation set out after 05/15/2004 must be =
discontinued and the appropriate entities advised of same.

(U) This administrative oversight is not meant to
minimize or discourage[ _______ linvestigative efforts.

b ()

a4
has the option of reguesting TTOS T. CONNS T t+n antharize T;U
| | H7TE

| ' 1T additional leads are needed to resolve it. However,

absent extenuating circumstances| |

(U) The AGG requires that extensions past one
year must be approved by FBIHQ (ITOS I, CONUS I) and the Office
of Intelligence and Policy Review (OIPR) advised of same. An o
extension request must articulate the reason for the request or bb:E
it will not be approved. !
(U) Should determine that all logical

investigation re this matter has been conducted and no b2

SRSRET b7E



SECR\B\T

---- Working Copy ---- Page
terrorism nexus exist, a closing EC shouldNPle VIO t ted which
articulates the justification for closing this investigation.
LEAD (8) :

Set Lead 1: (Action)
OFFICE OF GENERAL COUNSEL
AT WASHINGTON, DC
(U) Is requested to review the potential IOB
violations noted herein and ascertain if IOB should be
notified.
Set Lead 2: (Action)
COUNTERTERRORISM

AT ITOS I/ CONUS I, TEAM 4

(U) Will document that CTLU-1 has been advised within
fourteen days of the potential IOB violation noted herein.

Set Lead 3: (Action) b
b7E

(U) Will discontinue all investigation re captioned
[:::bursuant to the instructions noted herein and advise ITOS I/
CONUS I, Team 4 via EC.

é;EhQ?
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S}%ET
NSL VIO-72

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/03/2005
To: Attn: SAC
CDC
Counterterrorism Attn: ITOS1/CONUS1L
ssa |
Inspection Attn: SC Toni Fogle

From: General Counsel
National Security Law Branch/LX Crossing Room 55200

Contact: ho
. ; b7E
Approved By: Thomas Julie F be
of2
ni7C
Drafted By:
Y el
Case ID- #:-- PK] 278-HQ-C1229736-VIO “(Pending) bl
(S) Pending) b2
. h7E
~Title s h&) INTELLIGENCE OVERSIGHT BOARD n?

(IOB) MATTER 2004-

wSynopsis:W';B( It is the ‘opiniorn of the Office of the General

Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB) and to the Inspection Division
(INSD) , FBIHQ. OGC will prepare and deliver the necessary
correspcndence to the IOB. Our analysis follows.

W?'“M':EK( Deri from : G-3

D assh On: X25-1

Refetence: ~ (K] 278-HQ-C1229736-VIO Serial 580
278-HQ-C1229736-VIO Serial 106 "
. . . . , b7C
Administrative: (U) This communication contains one or more™ '“
footnotes. To read the footnotes, download and print the

document in WordPerfect 6.1.
. . A
S ET PR N . e ; "14(/
K e .ﬁ;?,ﬂjﬁdifum5 )él

ol
- DIG/DOJ Reviewd DATE: ’{ {{v
.. FBIINVEST: Z & DOJ INVEST:
‘OPRUCjNW : T

T ——————

—




SEQR?ET

02

To: From: General Counsel D e

oA

VR Re: X8 278-HO-C1229736-VIO . 02 NSLMI3 D/

Details: (S) As reported by the Counterterrorism Division in an
Electronic Communication (EC) dated 09/24/2004,

bl
bb
p7C
b2
bTE
igj b |[was improperly extended ] |
- without FBIHO authorization. | | bl
b2
pTE
(S)
D2
SHdr Upon it's report of the matter, FBIHQ instructed[:::::::] o7E
(5) - to cease any further investigation into the captioned matter and
to close this investigation. FBIHQ further directed
im”n.- N T s T | | o
pl
b2z
b

~]

-
A& A “United States person” is defined in Section 101(i) of the
Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et
seqg.) as “a citizen of the United States [or] an alien lawfully admitted for
permanent residence (as defined in section 101(a) (20) of the Immigration and
Naturalization Act) . . . .” See also Section I.C of The Attorney General's
Guidelines for FBI National Security Investigations and Foreign Intelligence

Collection (NSIG).
é;RHQET

2



SECQ&T

N

151

To: From: General Counsel h7E
Re: (8] 278-HQ-C1229736-VIO , 02 NeL/YEy94
[ol
| b2
b7E

(e

- p&d Section 2-56 of the National Foreign Intelligence
Program Manual (NFIPM) requires OGC to determine whether the
facts related above are required to be reported to the IOB.
Section 2.4 of Executive Order (EOQ) 12863, dated 09/13/1993,
mandates that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, INSD, and the General Counsel, OGC, respectively)
report to the IOBR "concerning intelligence activities that they
have reason to believe may be unlawful or contrary to Executive
order or Presidential directive." The investigative activity
that took place was unauthorized and in
violation of Section II.C.4 of the NSIG, a regulation approved by
the Attorney General in accordance with E.O. 12333,
Consequently, in accordance with E.O. 12863 and Secticn 2-56 of
the NFIPM, the error, even if inadvertent, must be reported to
the IOB, which this Office will do.

S E&T

b2



SEégET

p2
T F G 1 ¢ 1 o1
O: rom: enera ourise
W - - Re:. &y 278-HQ-C1229736-VIO . 02 NoL/MKyS
LEAD (s):

Set Lead 1: (Info)

J4

b7E

(U) Read and Clear.
Set Lead 2: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

- Ms. Thomas

S S

- IOB File -

SECRKT
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NSL VIO-76

March 11, 2005

BY COURIER

Mr. James Langdon
Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:

Enclosed for your information is a self-explanatory
memorandum, entitled "Intelligence Oyersight Board (IOB) Matter,

Field Office, IOB Matter 2004 (U) b2
b7E

This LHM sets forth details of investigative activity which
the FBI has determined was conducted contrary to The Attorney
General’s Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection and/or laws, Executive Orders, or
Presidential Directives which govern FBI foreign

counterintelligence and international terrorism investigations.
(U)

Enclosure

1 - Ms. Thomas

1 0o

1 —Z75-ng-CIzZZ9736-v10 nIC
1 - OPR (IOB 2004[:::] "0

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

ived m: G-3
D ssT n: X25-1

Mr. James Langdon

Case ID : 278-HQ-C1229736-VIO
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---- Workind\Copy ---- Page

NSL VIO-77

Should you or any member of your staff reguire
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

INTELLIGENCE COVERSIGHT BOARD (IOB) MATTER

[ JFIELD OEFICE

18y . e IOB MATTER 2004 (U)

SESRET

b7E
bl



---- Working Copy ---- Page 3
m NSL VIO-78

‘Improperly extended| FIthout FBI -
Headquarters authorization. (S}

(3
= bl
‘ b2
| | Because - b7E
Headquarters authorization| [was not obtained,
investigation into this matter afttej constituted
unauthorized investigation. (8)
isj' Upon it’s report of the matter, FBEL egdquarters
instructed[ ] to cease any further investigation into the:
‘captioned matter, close this investigation] k
bl
b2
b7E
B

This matter alsoc has been referred to the FBI's
Inspection Division for action deemed appropriate. (U)

Dertd rom: G-3

assT n: X25-1
SE T

s;éhﬂy
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NSL VIO-79
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(Rev. 01-31-2003)

w -

i

-

SE T

FEDERAL BUREAU OF II\’SY\%%_EJGATION

Precedence: ROUTINE Date: 08/02/2005
To: General Counsel Attn: NSLB
From: Inspection

Internal Investigations Section, IPU, Room 11102
Contact: CRS

~

Approved By: Fogle Toni Mari i?c

Drafted By: b2

Case ID#: - %] 278-HQ-C1229736-VIO  (Pending)

“Title:~ %)  INTELLIGENCE OVERSIGHT BOARD MATTER »
INSD/IIS TRACKINGH 941 b2

OGC/IOB# 2004

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB). :

LR beriveX From : G-3
Declafsi¥y On: X1

Reference: . . 278-HQ-C1229736-VIO Serial 580
278-HQ-C1229736-VIO Serial 731

Details: (U) The Internal Investigations Section (IIS) received
an EC from Counterterrorism Division dated 9/24/2004, reporting a
possible IOB error. Based upon a review of the referenced EC it
is the IIS's opinion the incident described therein is indicative
of a performance issue. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*

SEXRET



C.S. Departme,. Hf Justice

Office of the Inspector General

NSL VIO-81

Washington, D.C. 20330

DATE: July 31, 2006

TO: Charlene B. Thornton
Assistant Director
Inspection Division
Federal Bureau of Investigation

P

b, (5 ek
FROM: Glenn G. Powell
Special Agent in Charge

Investigations Division

SUBJECT: OIG Complaint No. 2006005276
Subject: Unidentified oY

Division b7

FBI No. 263-0-U-255

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OlG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

L]

This complaint will be investigated by the OIG.

L]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Repert/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in alj
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment




QIG - INVESTIGATIONS DIVISION -

SUBJECT: Unidentified, FBI

Received By:I |

Complaint Form 0IG NO.:| I689—2006-005276-M

SSNO
Title: UNID Pay Plan: D.O.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home : B.O.P.No.: b2
Phone: ZIP: D/L No.: be
Work: Charges: 689 n7C
Phone: ZIP:
COMPLAINANT : SSNO :
Title: ATTY Pay Plan: D.0.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home : B.0.P.No.:
Phone: ZIP: D/L No.:
Work: General Counsel
National Security Law Branch
pPhone Z2IP:
Confidential: Revealed: Authority: none
Details: iSj»HMv-m.w" k;l
The FBI provided information reporting a possible IOB matter.” "On 5/8/04, the FBI b2
Division improperly extended| | -
without FBI/HQ authorization. b7E

ALLEGATIONS: 689 1IOB Violation

Occurrence Date: 05/15/2004 TIME: b2

CITY: State Zip: b7E

DISPOSITION DATA: Disposition: Date: 05/11/2006 Approval: POWELL, GLENN G
T gt
4}:‘

Referred to Agency: FBI Date Sent: 07/28/2006  Component: FBI

Patriot Act: N Civil Rights: N Component Number: 263-0-U-255

Sensitive: N

Whistleblower:

Consolidated Case Number:

Remarks:
Sent to AD Thornton, FBI/INSD.
secure container. (ant)

Predicating material will be maintained within OIG/INV in a

MNMar~wa 1 ~AF 1

Printed 07/28/2006 2:12:



NSL VIO-83

U.S. Department of Justice Classified Document Receipt

When filling out this form, please press firmly
with ballpoint pen.

ACCOUNTABILITY
FROM: (Nam b 6 ___ (Organization and Address) U/\JIC /G /l‘/(;/ll/ 'V(/
TO: (Name) | 7 C__ (Organization and Address) r O{Z[ AL
SIGNATURE: (of Recipient) & DATE:
If sent outside DOJ, Return this copy to:
DOCUMENT IDENTITY

SUBJECT & DESCRIPTION: €/ (oo ple s Mo 4(% On5Z60-M, 2006005, ?4/.,‘/\/1 2006005 2E/-M
200608 2TEP, 280600 52 76~M, 20O L2TE-M Zg a;r/m,zg;)—m ze 160(\, 2/ A
2oCelCy o5t M ZLCE0SE 2 -M/zé:/{,d‘ SEr-14, 20‘&[‘5‘ 3i7-A14, 2¢"uéar0 32(»»/4 208060086282,

lﬂ(cﬂ»»x_f/mw ,{~
Date of Document; /-)’ w No. of pages: \’/7 ./

Copy of ) : Copics.

Classification of Document (Check Appropriate Box(es) Below):

]7s [j/{ [JCONF []sCl []Q [JOTHER

INTEDANAY DOT DO TTIN

ORGANIZATION & DATE C'D.\
sl (s oo

D6
b7C
4.
5
INSTRUCTIONS ON BACK OF LAST PAGE FORM DOJ-34

JUN. 81
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--~-- Working Copy ---- Page 1
NSL VIO-84
Precedence: ROUTINE Date: 12/06/2004
To: General Counsel Attn: National Security Law Branch,
' Room 7975
Unit Chief
From: Field Office
Contact: SSRA
Approved By
b2z
Drafted By: D7E
(%) Case ID #: 2782H0-C1229736-VIO b6
278 C65943 7 C
" Title: 8] INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
W Synopsist P& Possible IOB error for over collection of information
throt ° 7 tional Security Letter (NSL) process.
Details:
\T
{3)
b1
b6
(8) 2. | | b2
b7k
>€HU3- Possible IOB Error: éﬁ
m - ¢ -Over collection of information in response to NSL dated O
09/27720604% /\Mw
}ﬁith. Description of IOB Error (including any reporting delays). -
(Q)I an ECPA NSL was issued by SAC.I bl
ol "’rl-\
k4
b2
““““““““““““““““““““““““““““““““““““““““““““““““““ TE

278

278-HQ-C1229736-~VIO

65943
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---- Working Co ---- Page 2
() g Copy 1,139
| NSL VIO-85
(S) On-11/272/2004 the caas acent received the yeanltg of

the NSL request
Division. The requested records were contained on a CD inside a
sealed envelope. Upon reviewing the CD, the case agent determined the

subscriber of ;hg_Lglgnhgng_numbex*__addiﬁional review of t b}
determined tha had also provide b7D

I | bz

1 [information was bTE
voluntarily provided by [ and was not "y
responsive to the NSL or requested by the FBI. 7

(- “}%§: Upon realizing that the CD contained non-responsive

content information., the Case Agent immediatelv contacted the

| [ took 2
possession of the original CD. The Case Agent confirmed that the CD D7E

had not been copied, and no information outside the scope of the NSL
request has been maintained by the FBI or used in the investigation.

m o A .
ey The ariginal CD will be maintained in the possession of
the until it can be submitted to NSLB with a reguest
fff? the materiaT DT forwarded to DOJ/OIPR for submission |

~1 N
=]

oo

for proper destruction.

(S) It is the opinion of that this intelligence
activity is not a reportable TOB matter because the error was on the
part of the provider, | and not the FBI. In 1
light of the fact that no FBI personnel caused the error, and that FBI A
I |personne1 immediately discovered the error and ..f
inplemented remedial measures to mitigate the situation, SAC D7k
| |recommends no administrative action be taken regarding »h7D

thlis matter.
LEAD (s) :

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) For action deemed appropriate.

Precedence: ROUTINE Date: 12/06/2004



(Rev. 01-31-2003)
SE(&T
' NSL VIO-86
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 01/31/2005
To: Directoxr's Office Attn: OPR
Attn: SAC
ADC
SSRA
From: Office of the General Counsel ™
National Security Law Branch h? h%/f
Contact: AGC \
L7E ¥
Approved By: Thomas Julie F )¢
N b7C
A\ n\ W
Drafted By: B \; \-]
JT NG L,
LI ALY N\
W Case-ID #: 38T 278-HQ-C1229736-VIO~ \Q5 ﬁ‘ﬁ ﬁu s
e S8y 2751j€65943-280 \\ !,—5:} \‘ j\;,\
' i ¥4

(0l

@ - e

I

Title: m"§§) INTELLIGENCE QVERSIGHT BOARD (IOB)

MATTER 2004 | b2

-8ynopsis: 3 It is the opiniod of the Office of the General

Counsel ("OGC"} that this matter must be reported to the IOB.
OGC will prepare a cover letter and a letter head memorandum to
report this matter to the IOB. Our analysis follows.

....... >< D : ed F : G - 3
Decl On: X1
"Reference: - 278-HQ-C1229736-VIO-632

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the
document into Corel Word Perfect.

Details: 8 By electronic communication (EC) dated December &;

2004 (cited below)?®, the Division[ I

e T8 See EC from the Division to the General Counsel, dated
December 6, 2004, Case ID # 278-HQ-C1229736-VIO Serial 632, titled "Intelligence Oversight
Board (IOB) Matter," hereinafter cited as EC."

sEQBET ’ o
c15m0sogs &I glifer
FBINVEST. [ OJINVEST:
OPR UC INITALS:

SRRV -

N




Sg&iET

To: Director's Qffice From: Office of the General Counsel
(UT““MwRe¢v:§%i 278-HQ-C1229736-VI0-632, 01/NSL/YH¥G7

reported a possible IOB error in conjunction with an on-going
foreign counterintelligence investigation. In short, the

recipient of a National: Security Letter ("NSL")} prov1ded 02
unresponsive, unsgolicited material on a. compact. disc” (D) t BTE
together with material responsive to the NSLF
(s) | |
| issued a bl
NSL, pursuant to the Electronic Communilications Privacy Act b7D
("ECPA"), 18 U.S.C. §2709,| oV
1l _The NaT. dnelnded o remiegt for | 07F
— - | b4
| billing records" associated | | :
telephone numberl
(s) the case agent received,a,CD5
fron ‘in response to the NSL. "The CD:*
contained information Both responsive and non- responslve to ther ‘
NSF. The non-responsive information | | od
r oD
| Thls-non—reggggg;xg;;qﬁoxmgt;on”was~v01untarily § o
provided by| but was beyond the scope * ’:7ﬂ
of the information requested in the NSL.’ s
) S e case agent ‘immediately turned this CD over to:
the upon -
recognizing the unresponsive material as such. No copies of the b2
CD were made, and continues to safeguard it.* b7E
(8] o ~“:}%i: As required by Executive Order (E.O.) 12862 and

Sectlon 2-56 of the National Foreign Intelligence Program Manual
(NFIPM), OGC was tasked to determine whether the receipt of
unsolicited material described herein is a matter which must be
reported to the TOB. It must.

: (S EC.

-3 DD

oo
[x]

’ (8) Id.

! () Id.

sé;kﬂa
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To: Director's Office From: Office of the General Counsel

Re: {8y 278-HQ-C1229736-VIO-632, 01 /NSl/ YH0+88

(U) Section 2.4 of E.O0. 12863, dated September 13,
1993, mandates that Inspector Generals and General Counsel of the
Intelligence Community components {(in the FBI, the Assistant
Director, INSD, and the General Counsel, OGC, respectively)
report to the IOB concerning intelligence activities that they
have reason to believe may be unlawful or contrary to an EO or
Presidential Directive. This language was adopted verbatim from
EO 12334, dated December 4, 1981, when the IOB was known as the
President's Intelligence Oversight Board (PIOB). By longstanding
agreement between the FBI and the IOB (and its predecessor, the
PIOB), this language has been interpreted to mandate the
reporting of any viclation of a provision of the Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG), or other guidelines or
regulations approved by the Attorney General in accordance with
EO 12333, dated December 4, 19881, if such provisions were
specifically intended to ensure the protection of the individual
rights of U.S. persons. Violations of provisions that are
essentially administrative in nature need not be reported to the
IOB. The FBI is reguired, however, to maintain records of such
administrative violations so that the Counsel to the IOB may
review them upon request.

(S) In this instance issued a lawful NSL

| and received in response

information both within and beyond the scope and description of
that requested by the NSL. The error here was committed solely

byl 3 | which was not acting as agents for
fJor the FBI as a whole. r committed no

error, substantive, administrative, or otherwise, and did not
itself impinge on the rights of any known U.S. person.
Nevertheless, | lcame into the possession of material
that]| . bias npauthorized to provide to the
FBI under ECPA. Though]| committed no error itsgelf,
the mere receipt of unauthorized material pursuant to a lawfully
issued NSL should be reported to the IOB, in accordance with the
reporting requirements of Section 2.4 of E.O. 12863.

3
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To: Director's Office From: Office of the General Counsel

Re: ><,< 278-HQ-C1229736-VIO-632, 01/NSl/¥Q89

LEAD(s):
Set Lead 1: (Info)

DIRECTOR'S OFFICE"

AT OPR FO, DC

(U) Read and clear.

Set Lead 2: {(Action)

1 o

oo

(S) The CD provided by must
be forwarded to the appropriate FBI Headquarters Section with
overgight of this case, or if none, to the author of this EC, for
forwarding to OIPR

CC: Ms.
SS

B Library

b7C
*"

s%s{

o}
b7D

bl
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January 31, 2005

Mr. James Langdon
Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Langdon:
This letter forwards for your information a self-

explanatory enclosure entitled "Intelligence Oversight Board
(IOB), Matter 2004 " {U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

- Mr. _Szadv .

- sac| )
- Ms. Thomas UNCLASSIFIED WHEN
Mr.l | DETACHED FROM

- OPR b6 CLASSIFIED ENCLOSURE
- 278-HQ-C1229736-VIO 7C

r.l |

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

B e e
|

Page

b2

1
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Case ID : 278-HQ-C1l229736-VIO Serial : 804
SECRET
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NSL VIO-91
Very truly yours,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzale:z
Attorney General
U.S. Department of Justice
Room 5111

2 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

bz
INTEITISENCE OVERSIGHT BOARD (IOB) MATTERD7E
DIVISION
TOE MATTIER 2004E| (v)
m I Division of the Federal
Bureau of Investigation has reported the receipt of unsolicited b2

SECRET b7E
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in response to a National Security Letter ("NSL").

(s) |

| issued a NSL, pursuant tf_Lhﬂ_EleQLrnnic_cgmmunicatians__1
Jrivacy Act ("ECPA"), 18 U.S.C. 2709,

| The NSI included a recuest forl l

investigation.

disc (vcpm) |

in response to the NSL.

| telephone number related to

(81 _On November 27, 2004, the rase agent received a compact

The

CD contained information both responsive and non-responsive to the NSL.

The non-responsive information includedl

3

fhis non-responsive information was voluntarily provided byi
ibut was beyond the scope of the information reguested in

the NSL, and that a CPA. The case agent immediately turned
this CD over to the

recognizing the unresponsive mate€rial as such. No coplies of the C
made .

upon
were

(8) As a consequence of this inadvertent error byl

A

the FBI obtained information that it was not authorized

to receive under the ECPA. Although the information provided was not
solicited, because the information was not authorized to be provided,

7D this matter is being reported to the Intelligence Oversight Board.

SESRET
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(Rev. 01-31-2003)
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FEDERAL BUREAU OF I%YE&;I;IGATION

Precedence: ROUTINE : Date: 08/02/2005
To: General Counsel Attn: NSLB

From: Inspection

Internal Invesgti i i IPU, 11102
Contact: CRS Ext.

~

Approved By: Fogle Toni Mari ?i
©To

Drafted By: p7C

Case ID #: -~ I&[ 278-HQ-C1229736-VIO (Pending)
Title: (S) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 958 b2
0GC/IOB# 20041 “
Synopsis: (U) To report a potential Intelligence Oversight Board

(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

>@' -

Reference: &) 278-HQ-C1229736-VIO Serial 632 o)
278[_]C65943 Serial 280 b7E
278-HQ-C1229736-VIO Serial 803

Detailg: (I} The Tnterpal Investigations Section (II8) received O

an EC from' Division dated 1/31/2005, reporting a o)

possible IOB éerror. Based upon a review of the referenced EC it

is the IIS's opinion the incident described therein is indicative
of an administrative issue. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*

N2

e



U.S. Departme. f Justice

c of the Ipspector General

NEL VIO-95

Washington, D.C. 20530
DATE: July 31, 2006

TO: Charlene B. Thornton
Assistant Director
Inspection Division
Federal Bureau of Investigation

'Y
FROM: Glenn G. Powell

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2006005285
Subject: Unidentified

Division

FBI No. 263-0-U-258

o}
~1 D

o

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

[]

This complaint will be investigated by the OIG.

[]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant-to § 7 of the
IC Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment




OIG - INVESTIGATIONS DIVISION - Complaint Form QIG NO.{::1§89—2006—005285—M

. __ = = O O OO o_ P

SUBJECT: Unidentified, FBI ’ SSNO -

Title: UNID Pay Plan: D.C.B.:

Component: FBI EOD Date: Alien No.:

Misc: F.B.I.No.: b2
Home : B.O.P.No.: }‘6
Phone : . ZIP: D/L No.: ;:7(1
Work: Charges: 689 od e
Phone: ZI1P:

COMPLAINANT:' SSNO :

Title: ATTY Pay Plan: C.0.B.:

Component: FBI EOD Date: Alien No.:

Misc: F.B.I.No.:

Home : B.C.P.No.:

Phone: ZIP: D/L No.:

Work: Office of the Gneral Counsel
National Secruity Law Branch/CILU, Washington, DC

Phone: Z21p:
Confidential: Revealed: Authority: none
Details:
The FBI provided information reporting a possible IOB matter. The recipient of a National
Security Letter (NSL) provided unresponsive, unsolicited material on a compact disc to the
FBI | | together with material response to the NSL. The CD was turned over to i
the FBI and no copies of the CD were made. Ve
LE
ALLEGATIONS: 689 IOB Violaticn
Occurrence Date: 09/27/2004 TIME: b2
CITY: | State: [:::] Zip: b7E
DISPOSITION DATA: Disposition: M Date: 08/01/2005 Approval: POWELL, GLENN G
P
Referred to Agency: FBI Date Sent: 07/28/2006 Component : FBI Joee
Patriot Act: N Civil Rights: N Component Number: 263-0-U-258
Sensitive: N Whistleblower: Consclidated Case Number:
Remarks:

Sent to AD Thornton, FBI/INSD. Predicating material will be maintained within OIG/INV in a
secure container. (ant)

Dama 1 nf 1 Printed N7/2R/2006 2:0R-48
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C.S. Department of Justice Classified Document Receipt

When filling out this form, please press firmly
with ballpoint pen.

oo
~I

C
ACCOUNTABILITY , , ,
FROM: (Na I I ' (Organization and Address) U?J/C' /(:7 /"/{'*;/ /M‘/
TO: ¢ Namé’)T ‘ (Organization and Address) a1 ,/ INELD

SIGNATURE: (of Recipient) & DATE:
If sent outside DOJ, Return this copy to:

DOCUMENT IDENTITY
SUBIECT & DESCRIPTION: /G (o ,J/a,,,/%/o 2006 ODTS6H-M| 200605, :u/_, | 2006005 22(-M

2006052 /1;) My 200600 5276, L0000 52T57M, 290 éﬁw 285-pa, 2@ ceoos Y-
LECeECEES A, Zz O £05Z22 1, 2 cot 6 SEIE-M, Zo0e oS 20 ) 40
20CE GO 77’}4 Z « S3/7-A ( L0 (J&;Oﬁ Zé-,,/f’f/ 2O0EO0 )cl;’,:,-
Date of Document: /J’/\ & No. of pages: 1 /
Copy of : Copies.
Classification,of Document (Check Appropriate Box(es) Below):
jTs [JCONF []SCr []Q []OTHER
7
INTERNAL DOJ ROUTING
1) ORGANIZATION & DATE C D,
R0 (15 OOl
Do
nIC
4.
5.
INSTRUCTIONS ON BACK OF LAST PAGE FORM DOJ-34

JUN. 81
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INTELLIGENCT Q_}VERSIGHT BOARD (IOB) MATTER 5

DIVISION R
10B MATTER 2004 (V) ' b
D7E
(1 - -'XTheL [Division of the Federal Bureau of Investigation nas

reported the receipt of unsolicited material in response to a National Security Letter ("NSL").

1
™
A

b2

Jissued a NSL, pursuant 1o i

5 b7D

;T

September 27, 2004]

Privacy Act ("ECPA"), 18 U.S.C. §2709] | o
| | The NSL included a request for 1 b4’
| billing records" asso FrrpmuvaI

related to hvestigation.
(S) On November 27, 2004, the case agent received a compact disc ("CD") from
I lin response 1o the NSL. The CD contained information both bl
Tesponsive and non-responsive to the NSL. The non-responsive information included b2
I 1 ©/D
This non-responsive information was voluntarily provided by WI biE
was beyond the scope of the information requested in the NSL, and that authorized by EC b4
The case agent immediately turned this CD over to the L | -
upon recognizing the unresponsive material as such, No copies of the CD were made.
(S) As a consequence of this inadvertent error by| [the FBI
obtained information that it was not authorized to receive under the ECPA. Although the
information provided was not solicited, because the information was not authorized to be izz D

provided, this matter is being reported to the Intelligence Oversight Board.
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