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SECRET
IWEI)EHII\L.lBllFﬂEJ\t;E:h‘IIU\IEEBTTCEINTTCDSI

o7 b2
Precedence: ROUTINE Date: 02/23/2007
To: “fnspection Attn: Internal Investigations
Section, Room 11861
General Counsel Attn: National Security Law Branch

{NSLB), Room 7975

From:

Legal Ssection
Congact: ADC

02
b;?'E Approved \‘
bo

p7C

Drafted By:

I S
{0} -~Case ID #: ;sﬁ\ 278-HO-C1229736-VIQ - #-¢

Title: (U) REPORT OF A POTENTIAL
IOB MATTER 1073946

(IT) Synopsisy >§3 Response to telephonic and e-mail mandate by NSLB of
02/20/2007 to report as a potential IOB matter, a National Security
Letter (NSL) believed by the Office of the Inspector General (0IG),
Department of Justice, to be an IOB matter,

[ —— 5< Derive r : G-3
Declassi On: X1
Details:
(sy 1.
bl
k36ﬂ € case sSpecial Agent (SA)_at the time of the
b7C issuance of the questioned NSL was . The
b2 case SA _at the time of receipt of tHe response to the NSL
7F was SA |and the Super rigsorv Snecial Adent
] ..{Sﬁ'~ (88A) for the investigation was SSA
Pl e
2b6 The subject| is a non-United States
Person.
b7C

QEQET

NSL VIO-1848




CU),‘ SEékﬁT

. --To:  Inspection From:
O/ tRe Yf  278-HQ-C1229736-VIO, 02/23/2007
o | - | was advised 02 brought to the
o% attention of NSLB a NSL, found at hich OIG
o ~_ believed was an IOB matter. Seria Exhibit A,
:UU attached., ig a copv of a N addressed|
b2 [ Tn accordance with 18 U.S.C. § 2/09lhl 120011 The
hIE NSL contained the required relevancy certification,; { —
0D and wai dulv executed by the Special Agent in Charge at the time,| I
04 h
(S)
bl {
b0 [A NSL] | was serv.
Do [ (EC at 23 2
B7C NSL | | was furnished
"2 | (ECaE 2.7 |
D7E [(EC at 2.) The
b4 questioned NSL]| |
I |NSL at 2.)
(S) In response to the guestionedl INSL.| I

bl

7D

b6

bi7C

b2

TE

°) (s)] |
bl

bo

B7C

b2

b7k (U) General Counsel EC captioned "REVISED PROCEDURES

FOR THE SUBMISSION OF REPORTS OF POTENTIAL INTELLIGENCE OVERSIGHT

BCARD MATTERS, " dated 11/16/2006 observes that:

SEERQ
2
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sﬁékgw
To: Inspection From: ( |
Re: »Eﬁi 278-HQ-C1229736-VIO, 02/23/2007

Section 2.4 of Executive Order 12863 mandates
that Inspectors General and General Counsel of the
Intelligence Community components ... report to the IOB
intelligence activities that they have reason to
believe may be unlawful or contrary to Executive Order
or Presidential Directive. This language has been
interpreted to mandate the reporting of any violation
of a provision of The Attorney General's Guidelines for
FBI National Security Investigations and Foreign
Intelligence Collection (NSIG), effective 10/31/2003,
or other guidelines or regulations approved by the
Attorney General in accordance with EO 12333, dated
12/04/1981, if such provision was designed to ensure
the protection of individual rights. Violations of
provisions that merely are administrative in nature and
not deemed to have been designed to ensure the
protection of individual rights are generally not
reported to the IOB.®

(GC EC at 2.) The instant case involveés no violation of any Executive
Order, Presidential Directive, guideline, ethics rules or any other
rule, regulation, order, or policy.

! (U) This interpretation of the reporting requirements
was furnished to the FBI by the PIOB during a meeting on
06/18/1982. William H. Webster, then Director of the FBI,
concurred with this interpretation and confirmed the immediate
implementation of reporting procedures in adherence to this
interpretation in a letter, dated 07/14/1982, to Dr. W. Glenn
Campbell, Chairman of the PIOB. This interpretation was
confirmed by Mary C. Lawton, Counsel for Intelligence Policy,
Office of Intelligence Policy and Review, Department of Justice,
by letter dated 04/08/1983.

SECRET
3
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SEC§7\T

Tos .. Ingpection From:
Re: 278-HQ-C1229736-VIO,
LEAD(8) :

Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

02/23/2007

(U) For action deemed appropriate.

Set Lead 2: (Action)
GENERAT, COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*

seover
4
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U.S. Department of Justice

Federal Bureau of Investigation

In Reply, Please Refer to

File No. DZ
b7k
5
6
B7C
7D
b4
- '

Under the authority of Executive Order 12333, dated

December 4, 1981, and pursuant to Title 18, United Stateg Code

(U.8.C.), Section 2709 (as amended October 26, 2001), you are
hereby directed to provide to the Federal Bureau of Investigation

(FB1) the name, address, and length of service of a person or

iSJ,wwentity to whom the following telephone pumbers are registered:

bm
[s)

.

=} =1 O

[

B I accordance with Title 18, U.S.C., Section 2709(b), I
ce’ 7 that the information sought is relevant to an authorized
inb4 ~gation to protect against international terrorism or
clandestine intelligence activities, and that such an
investigation of a United States person is not conducted solely
on the basis of activities protected by the first amendment of
the Constitution of the United States.

You are further advised that Title 18, U.S.C., Section
2709 (c), prohibits any officer, employee or agent of yours from
disclosing to any person that the FBI has sought or obtained
access to information or records under these provisions.

[y Fitkd

~SEP 17 2004 bl
D7 E: bo

R7C

Lot e [ NSL VIO-1852




You are requested to provide records responsive to 1S
request pergonally to an employee from the FBI

17 Office. Any questions you have pertaining to this request should
T be directed only to SA t telephone number

bk Due to secutr ng1deracions, you should neith

0o Sen € records through the mail or disclose the gubstance of
h7C this request in any telephone conversation.

T

iéL’ Your cooperation in this matter is greatly appreciated.

Sincerely vours l l

pecral Agent in Charge

NSL VIO-1853
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SE&?

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 09/01/2004

To: General Counsel Attn: UC J

CTLU1
Attn: Counterintelligence

From: b2
—Contact: oA b7k
bo
Approved By: SAC biC
CDhC
PM ¢
SSA
Drafted By:
Case ID #: (S)
bl
B6F-HQ-C1303375 (Pending) - J 089 % e
Title: (s) p7C

(T}

é§ﬁ6§§i§r~~§s( Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and transmits the
NSL for delivery to the telephone comparny.

Classification: This document is classified ”SEéRgT“ in its
entirety unless otherwise marked.

- i . -
3&( gerlvsérgzzé : g_3

N/ =
7T O Enclosed for | | Field Office 5o the
original and one copy of a signed NsL | Q.._
o I | 1

bl

bl

by 7 D
9

be
h7C
b2
PITE

b4

TRGEXED,

e

“SEp 1 7 200
L NITAY

bl

b2
b7E
0o

b7C




(&)

[ SECRET  J

o b2
To: General Counsel Fram: b7E
Re: (8) 0570172004 b1

bl

b4

27D

Details: (8) r

oD DU U
PO w3 Y o~ b

ooy
P

e (ﬁi This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory

reporting purposes, the enclosed NSL seeks subscriber information
on a telephone number.

(-

[5)

)&j Arrangements should be made with the institution
receiving the enclosed lattax &
an employee of the FBI Field Office. The institution
should neither send the Tecords through the mail nor utilize the
name of the subject in any telephone calls to your office. The
institution should not contact FBIHQ directly in any manner.

B WW“hﬁw-You~should remind-the
representative that it is prohibited
has made this request.

rom disclosing that the FBT

(U) On November 9, 2001, the Director designated the
official signing the enclosed letter as authorized to make the

required certification. Any questions r above can be
directed to Attention: SA at [ ]

SE\?.\QET
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4 SEC\RET ¢

o)
To: General Couusel DTN = WiE
Re: (S) 09/01/2004 b1
LEAD (g) :

Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) Counterintelligence Law Unit isg requested to
record the appropriate information needed to fulfill the

Congressional reporting requirements for NSL's.

Set Lead 2: (Action)

b2
TR
(S‘ll Vi
R [ Vpie1d cesion eque o prese . Di\
by hapnd. T 1 7D
| the enclosed original S Tgned Nari— e
-_apd report the results to SA ~7C
b2
b7E
*

s\&v\sw
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/02/2005%
To:
Fro
o Contact: sa
b7E  npproved By: ]
b6

b7C Drafted By:

bl case 10 #: (3) |—

61 Title: (s8)

bé
b7C
b4 topsis: (‘SQ Results of an NSIL
bfﬂ_ﬁ (X} Deriv rom : G-3
Decla On: X1
..Reference: (S)
(%) bl
Details: (3) | J
bl
b7D
bo |
ISHie (sl

bl ‘
d §]$ffo G b7E
NSb ¥10-1857
h7C

MAR 2 2005
12

-




7D
>0
ei7C

February 15, 2005

VIA HAND DELIVERY

, l Special Agent in Charge
02 Tederal tigation
b7E
o1
b7C
o

b4
b7D
bo
biC

NSL VIO-1858
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SEd&FT

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE bDate: 3/7/07
To: Attn: AD
SAC
CDC
SSA
b2 SA
b7E
ne Counterintelligence Attn: AD
BlC .
~ Inspection Attn: IIS, CRS

il

Do

1> 7COIG/DOJ REVIEW: _
FB! INVESTIGATIO Y
01G/D0J INVESTIGATION:__\~_

From: General Counsel
National Security Affaifs/Room 7974
Contact: Julie F. Thotlas

Approved By: Thomas Julie

Drafted By:

Case ID #: (& 278-HQ-C1229736-VIO~— 2{)3’5
(8)

Title: §é POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER

2007-731

'”SYﬁdpsisr“~EXi It is the opinion of the Office of the General

Counsel (OGC) that no error was committed in this matter, and
therefore nothing need be reported to the IOB. A record of this
decision should be maintained in the investigation control file
for review by the Counsel to the I10B.

{(U) Derived ¥rbm : G-3
Declassi On: X1
Referehééé"“@g() 278-HO-C1229736-VI0 =Sein( 2300
bl (8)

3 vio-18588




§ECR§3

To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 3/07/07

iU]'"ﬁétailgf““Cki After OIG reported on a potential IOB as part of p?
its NSL audit, was advised to report this matter as a 7
potential IOB.

)
H
i

(s) | I
b6
b7C
7D
b7E
b4
I: S :I T o ey J'S“e‘n & ar-Nsi o~
pursuant to 18 U.5.C. § 2705 (b) (2001), requesting Suhscr Ter "?

informat ion] |

o)
— D7E
Do
p7C
| k!
(&) In response to the NsL |
bl
7D
k4
(/\8/\) The fact that thic |came
iS:' _back as | ., Tather thay
- ].does not make it an "unauthorized collcciicn v
third party provider." This was not an error by 1or n1
any kind of over collection bﬂ |1 | o
| | was—dTSCIoEed pursuant to a dul o/D
authorized NSL, in a counteri ntelligence investigation b4

and as such does not
CONISTTTUTE an error reportable to the IOB, (or any error at all).

ES) OGC notes that no report of a potential IOR would have been

éﬁbgg;

2
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SE&ET

required absent its extraordinary mandate. OGC commends

for its assistance in this matter. & record of this decision
should be maintained in the control file for future review by the
Counsel to the IOB.

NSL VIO-1861
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Set Lead 1: (Info)

(U) Read and clear.

Set Lead 2: {Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

{U) Read and clear.

Set Lead 3: (Info)

INSPECTION

AT WASHINGTON, DC

(U) Read and clear.

-Ms. Thomas

1
1
1
1

=IOB Library

4+

NSL VIO-1862
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SEQRET
FEDERAL BUREAU OF INVESTIGATION o -
07
Precedence: ROUTINE Date: 02/23/2007
To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975
From:
o Contact: S$SSA
By
b7E Approved By:
ol
p7e Drafted By:
(e Case ID #, w 27 8-HQ-C122 973 6-VIO "2,8)
Title: (U) SA
SSA
INTELTLTIGENCE OVERSTGHT BOARD (IOB) ERROR
tUj“"”SynopsiserSQ To report possible IOB error.
mo - m”gn Derived ¥From : G-3
m Declzzéggy On: X1
Details:
1 (S) 1
bo
R7C (8) 2.
cul”n>§ 3. Possible IOB Error:
pl (S)

EU?w-%¢<) 4. Description of IOB Error (including any reporting delays).
R — (>4’ Qn 02/21/2007, coc | advised SSA
& of a potenrial IOB violation identified during an
b7E audit by the Office of Inspector General (0I1G). -
b6 — =
p7C (s) [

bl
Do
b7C, a National Security Letter (NSL)
iS*” i [ ‘equesting financial records pertaining to
Séé%fT
b6




SE}}QET b2

"To: Inspection From: | P7E
Re: '@g) 278-HQ-C1229736-VI0O, 02/23/2007

i

(8 AITroTgT TINANCIaT TeCoTds Were requested, The NOL was issued
under authority of Executive Order 12333, dated 12/04/1981, and
pursuant to Title 18, U.S.C. Section 2709 (as amended, 10/26/2001).
The NSL certified that the FBI complied with all applicable provisions
of the Right to Financial Privacy Act (RFPA) in accordance with Title
12, U.S.C. Section 3403 (b).

g}ﬁ Further, a review of the initiating EC dated
i53'”3howe -a-request for an Electronic Communications Privacy Act [(ECPA)

NSL be approved and aithorized[ bl
Ltn—StanﬂrTUrﬂmnmEtUrr__ I The p7D

TEPOrLing purposes that the accompanying NSL i

sought financial documentation records :

(U) At the time of the above, SA |
was the case agent and SSA| Was Clie supervisor. This bé

investigation was closedl I

(O e It should be noted that a previous potential IOB violation
reported on this investigation, 278-HQ-C1229736-VIO, Serial 584, was
determined by the Office of General Counsel (OGC) as non—reportdble,
278-HQ-C1229736-VIO, Serial 780. ““

R

Azelod

S}R{T
2

NSL VIO-1864
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“To: Inspection From: b2
Re: ™ (><Q 278-HQ-C12297306-VI0, 02/23/2007 b7E
LEAD (s) :

Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

{U) For action deemed appropriate.

L 44

S%R
3
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SEch{

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/14/2007
To: Attn: SAC
CDC
o Counterterrorism Attn: ITOS1, CONUS 2, I
b7E Inspection Attn: 1IS
bo
p7C From: Office of General Counsel ;
NSLB/CTLU I /
Contact:
Approved By: Thomas Julie HZE&J‘/
.
Drafted By:
—"55
Case ID #:'£§< 278-HQ-C12209736-VIQ [ Pandinea)

(s)

W - Title: - {&)  INTELLIGENCE OVERSIGHT BOARD
IOB MATTER 2007- o

[y Synopsis: é}{; It is the opinion of the Office of General
Counsel (OGC) that the above-referenced matter must be
reported to the IOB and to the FBI's Office of Professional
Responsibility (OPR). OGC will prepare and deliver the
required correspondence to the IOB. Our analysis follows.

(- o Deri r T G-3

me
Refereﬁééf“€S< 278-HQ-C1229736-VIO Serxrial 2181
{m Details: ) By electronic communication (EC) dated 1o
02/23/2007 and referenced above, thel | Division | | -
reported to the OGC’s National Security Law Branch (NSLB) and e
the Inspection Division this potential IOB matter.
(s) | I P%
o6
b7C
b2
sm&g’r b7E
. ! _["' ey
. OGDOJREV ot 17T
; .
‘ J f {

" 0IG/DOJ INVESTIGATION: \~




(I

(&

(5.3

SECRET

&
)

.
rry

Téd, _J From: Office of General Counsel =
Re: (>< 278-HQ-C1229736-VIO, 03/14/2007

Sy

15) “;§§”AnMEdeated| _ | ' cf "an
ECPA National Security Letter (NSL)Y he
acronym ECPA was in reference to the Tc communications

)

Privacy Act. The EC enclosed an National Securitv Letter
(NST L

15

iSjmm_mwwwmmmnwmmﬂwww

. (x) on | lthe N-Sh--di»rectedl o
provide "all financial records" pertaining to The subject. The
first paragraph of the letter cited for authority Executive
Order 12333 and, incorrectly, Title 18, U.S.C. Section 2709
(the ECPA). The second paragraph of the letter correctly
referenced the Right to Financial Privacy Act, 12 U.S.C.
Section 3414 (a) (5) (A) and certified that the records were
relevant to an authorized investigation. Further, the third
paragraph certified that the FBI had complied with Title 12,
Section 3403 (b) of the RFPA.

>

G&f On.08/29/2004, the results from the NSI, wers

received |

(8)

}g{) On 02/21/2007, the CDC advised SSA

of the potential violation, which had first been
identified in the course of an audit by the Office of
Inspector General (OIG).

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB)
and established the Board as a standing committee of the
President's Foreign Intelligence Advisory Board. Among its
responsibilities, the IOB has been given authority to review
the FBI's practices and procedures relating to foreign
intelligence and foreign counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates
that Inspectors General and General Counsel of the

—
2

NSL VIO-1867
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.. To: From: Office of General Counsel

Réi“w}Q} 278-HQ-C1229736-VIO, 03/14/2007

Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division (INSD), and the General Counsel,
Office of the General Counsel (OGC), respectively) report to
the IOR intelligence activities that they have reason to
believe may be unlawful or contrary to Executive Order or
Presidential Directive., This language has been interpreted to
mandate the reporting of any violation of a provision of The
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collecticn (NSIG),
effective 10/31/2003, or other guidelines or regulations
approved by the Attorney General in accordance with BEO 12333,
dated 12/04/1981, if such provision was designed to ensure the
protection of individual rights. Violations of provisions
that merely are administrative in nature and not deemed to
have been designed to ensure the protection of individual
rights are generally not reported to the IOB. The FBI
Inspection Division is regquired, however, to maintain records
of such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature" must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

L NSLs are a specific type of investigative tool
that allows the FBI to obtain certain limited types of
information without court intervention: (1) telephone and
‘email communication records from telephone companies and
internet sexvice providers (Electronic Communications Privacy
Act, 18 U.S.C. § 2709; (2) records of financial institutions
(which is very broadly defined) (Right to Financial Privacy
Act, 12 U.S8.C.§ 3414(a)(5) (A)); (3) a list of financial
institutions and consumer identifying information from a credit
reporting company (Fair Credit Reporting Act, 15 U.S.C.S§§
168lu(a}) and (b)); and (4) full credit report in an
international terrorism case (Fair Credit Reporting Act, 15
U.S.C. § 1681v). NSLs may be issued in conformity with

rsta;utnxu_:an1irements, including 18 U.S.C. § 2709. o

0 o bé) In this instance, the EC did not cite proper
legal authority for issuing the NSL. The EC referenced the
Electronic Communications Privacy Act, 18 U.S.C. § 2709, which
would provide the authority for a request for telephone and
email communication records from telephone companies and
internet service providers, rather than the Right to Financial
Privacy Act, 12 U.S.C.§ 3414 (a) (5) (A)) which would provide the

SEekg
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‘the-investigation file would h

To: From:

SECRET

Office of General Counsel

Re{m,§ﬂ\ 278-HQ-C1229736-VIO, 03/14/2007

authority to request financial “information
In addition to citing the incorrect author

ITy Imr tne EC, the

EC did not explain why the investigation justified obtaining
the financial records. We note that the facts disclosed in

NSIL under RFPA

articulated in e EC.

() In addition,

the SAC did not fully an

ave supported issuance of the

However, these facts were not
the NSL signed by
correctlyv Yerterence tha auath e o

obtain financial records

Again, t

TACCS OL CnEé 1nvestigation would

have supported igsuing the NSL under _the legal auth

obtain financial records 1linder RFPA|

the NSL did not correctly

“9Q In conclusion,

articulat

Financial Privacy Act. Accordingly,

reported to the IOB.

Tlhie auCthority.

ty to
however,

- the EC and NSL were not issued in
full compllancce with the requirements of the Right to

these errors must be

(U) In accordance with reporting requirements of
Section 2.4 of EO 12863, OGC will prepare a cover letter and a
memorandum to report thls matter to the IOB.

SEERQ
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b2
b7E

SEERQ?

~To: From: Office of General Counsel

Re: 8] 278-HQ-C1229736-VIO, 03/14/2007

LEAD(s) :

Set Lead 1: (Action)

(U) Provide training and review procedures
for requesting and issuing National Security Letters.

Set Lead 2: {Info)
COUNTERTERRORISM

AT WASHINGTON, DC

(U) For information.

Set Lead 3: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For review and action deemed

appropriate,

cc: Ms. Thomas
"7 C 10B Library
*

SE T
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FEDERAL BUREAU OF INVESTIGATION

e

7

Precedence: ROQUTINE Date: 03/07/2007

To: Inspection Attn:

I1S, Room 11861 b2
General Counsel Attn: NSLB, Room 7975
From:
Contact:
bfﬂ Approved By:
bTE
o]} Drafted By:
7C
Case ID §H: - 278-HQ—C1229736—VIO-AQQ§A
Title: (U) sSA
SS3
INTELLTGENCE OVERSIGHT BOARD (IOB) ERROR
W
Ll Synopsisg: | To report possible IOB error.
() @%< Derived From BI G3 , Jan. 1997
Declassify On:
Details:
(S)b,!_1
. bo
(8)pic
. 7D
tU)‘wgéh”Z{ Possible IOB Error:
bl (8)
(U)ubgi 4. Description of IOB Error (including any reporting delays) .

(S) Improper NSL gollection due to an error of the recipient,l |

(&) b

] [~ [WRG fiad never dealt with an
bl O UCLOIE.  INE NSL res information for

NSL VIO-;
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SESRET/ /20320307 b2

To: spection From:
Re: --(8) 278-HQ-C1229736-VIO, 03/07/2007

LEAD(8) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) PFor action deemed appropriate.

*

}ewr//zoszoa 07
2
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/18/2007
To: Attn: SS [
SA
b2
;;w Inspection () Attn: IIS, Room 11861
Do Counterterrorism Attﬁ?m”fTOS”II,
L7C

(U

(-

()

bl

"”ﬁéféféncet““bgi [ I

From: Office of the General Counsel
NSLB/CILU/Room 7947 |
Contact: AGC

Approved By: Thomas Julie [ZA%IN]

Drafted By: i (q (_p
Case ID #:( 278-HO-C1220722 urosin 2 )
S) bl
bT7A
Titléf"wgé INTELDIEENCE OVERGIGHT BOARD MATTER
2007 - b2

uSynopsis:-"&Q It is the opinion of the Office of the General
Counsel (0OGC) that this matter does not merit reporting to the
Intelligence Oversight Board (IOB). A copy of this opinion

should be retained in the control file for review by Counsel
to the IOB. '

(U) Deriv rom : G-1
Declaggy On: X1

(U) =Z78-AO-CIZ29736-Vi0 Serial 2233

Details: The referenced electronic communication ("EC")
from in file 278-HQ-C1229736, dated 03/07/2007, requested
that review the facts of the captioned matter and determine

whether it warrants reporting to the IOB. 1In our opinion, it
does not. Our analysis follows,

b7h

b6

p7C

01G/D0J

ho

h7C o
HEVIEW: _BATBM NSL VIO-1873

P

FBI INVESTIGATH AV
0IG/DOJ INVEST!

bl



b2
b7E

SNET

To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 03/18/2007

bl
b7

bé) ACS also reflects that, on 01/31/07, a National
Security Letter ("NSL") seeking electronic communicatiocn
transactional recordsl

(501

n7D

nTA

o | InTITs text, the letter

TEQUESTted electronic communication transactional record
expressly stated that such records did not includa

:: rovided the records but e
S:II—_——P—__LE] Immediately upon didcoverTmg ThHe ezror, the
- [2::]

(% “shortly thereafter,

TasE agent sequestered the material and. notified which
subsequently provided-a "clean" copy of the records. The agent
never uploaded any information from the first set of documents to
ACS or any ureau's computer systems. The only record
remaining|- overproduction of documents is the initial CD-
ROM, which 1s now seqguestered within a safe.

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.” Thig
language was adopted verbatim from E.O. 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
IOB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the NSIG, or other guidelines or regulations
approved by the Attorney General in accordance with E.O. 12333,
dated 12/04/1981, if such provision was designed in full or in
part to ensure the protection of the individual rights of U.S.
persons. '

(X) Here, an error on the part~'-l___:| resulted in the

unintentional acquisition of information outside the scope of the
NSL. This matter thus constitutes a third-party error in

sﬁs%r
2
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Do

b7E

5 -

bl

T
dod LS
I
o2

bTE

iU} Office sequester and destroy any remaining record 6F

oo o
] =] B2
!

SECQRT

To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 03/18/2007

responding to the NSL and is therefore not reportable to the
I0B.!

) Further, for the sake of completeness, it should be
noted that, .immediately upon .learning that lhad provided an
overbroad response, the Field Office took steps to ensure
that the information was not disseminated and requested legal
guidance. Examination of the record reveals no evidence of
unlawful actions by the FRI or actions contrary to Executive
Order or Presidential Directive. Accordingly, we opine that this
incident is not reportable to the IOB.

w~-“”aé) By this EC, we reguest that the ield

giving rise to this inguiry. 1Inspection is

TTOTTDY requescted to maintain a copy of this record in the event
that it is requested by the Counsel to the IOB.

f On 03/28/2006, NSLB sent a letter to the Counsel for

the IOB requesting their concurrence to treat these third party
errors as non-reportable, though we will require the field to
continue to report any improper collection under an NSL as a
potential IOB matter. By letter dated 11/13/2006, the Counsel to
the IOB agreed that third party errors in the collection of
information pursuant to an NSL must be reported to OGC, but are
not reportable to the IOB.

SECEE{
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- To: l;;q;_‘ From: Office of the General Counsel
bZ Re: —A0-C1229736-VIO, 03/18/2007
fo WA=
LEAD (s) :
Set Lead 1: (Action)
WiE (U) is requested to destroy the sequestered
information erroneously provided by ASU.
Set Lead 2: (Info)
INSPECTION
AT WASHINGTON, DC
(U) For information.
cC: Ms. Thomas
be "I0B Library
b7C

*

sﬁ&r
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SEE§EEL

FEDERAL BUREAU OF INVESTIGATION -

7
Precedence: ROUTINE Date: 02/22/2007
To: Inspection Attn: TIIS, Room 11861
General Counsel Attn: NSLB, Room 7975
SSA
From:
b2 Contact:
k7E
h6é Approved By: SAC ]
K70 ASAC
B CDC
SSA
Drafted By:
e | | 2211
(U] Case ID #: 278-HQ-C1229736-VIO ~ (Pending)
b2 { 278 136372 (Pending)
b7E Title: (U) INTELLIGENCE OVERSIGHT BOARD (IORB) ERROR
Synopsis: (U) To report possible IOB error.
(m M Derive om : G-3
Declas On: X1
] Details:
bl
jol¥ (8)
bZ
bIE IN‘"‘}é) 2. Case Agent: SFO
b6 Supervisor: SSA
b7cim=».(

3. Possible IOB Error: Receiving telephone records
outside the dates requested in the National Security
Letter.

1($3”wm§§<”u'
oL .
0 A it

2

0-1877



sés\m
(Il-To: Inspection From: e
Re: (8§ 278-HQ-C1229738-VIO, 0272272007 b7E

LI .
>.<1 5. Description of possible IOB Error (including any
reporting delays) . !
5] @ﬁ |”““b ___]"upon-opening the above noted,r/
investigation, issued a National Securitv Tatta W(NSLjE
fgh“requesting ecor
) J
bl | i U Pl IoUS and| I
LD v
e )umu-mmm . ) Pursuant to the nar.| .
h7C a As noted
B2 - STed Ctelephone records for two sets of date
BE W receipt of the telephone records checked to
o make sure e telephone number and the name of the subscriber
b4 matc Che name and telephone number requested. Additionally,
| checked to make sure the telephone date ranges requested

were "included".

(U) During a 2006 review of NSL's by NSLB was

notified that information not requested by the NSL noted above

7D had been received. A review of the NSL related to this matter
!

i revealed rec uested for the first set of dates
be A Records actnallsy
b7C FThat date range werd

b2 | [The possible IOB vioIlation would be the records
»7F fecelved "prior to and aﬁgggi_ghg_xggnasted date range. Thes
SO |

D

idomedfind through and including
CIIrougr? and including|

U) Telephone records remiestad for the second set of

dates were {(date of NSL
actually r TESTING this date range were
| [The possible IOB violation would be the
-~ c€lephone records received "prior to" the reguested dare ranae
07D Thege dates were identified as

1'9'2' MI:Iwas interviewed during _the NSI. veview by
b:E NSLB regarding the excess information received
’F

There was no notification at that time that thrs—was = possible /

bo  IOB violation. was notified by CDC on November 21, 209%2
p7¢C that this was a possible IOB violation.
7D
bd
SECR
2
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MT

(U} .. To: Inspection From: o)}
Ré':“m.,% 278-HQ-C1229736-VIO, 02/22/2007

(U) __Upon notification by CDC of the possible

violation, etrieved the above noted file from closed
bé files and manually removed the telephone records suspected of
B0 being possible IOB violations. Tbe_mmm_r_e_ml;ds were
5o subsequently sequestered with the ivision CDC

pending results of the IOB inguiry. Additionally,]|

|was notified and initiated the process of removing
the noted records from ACS.

NSL VIO-1879



sEongT
To: Inspection From: r J
Réymmya 278-HQ-C1229736-VIO, 02/22/2007

®
S

1]

o

LEAD(s) :
Set Lead 1l: (Action)
INSPECTION

AT WASHINGTON, DC

{(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*

Sééhﬂ{\
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SE T
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/12/2007
To: Attn: SAC
ASAQ
CDC
SSH
SA
bZE Counterterrorism Attn: ITOS I, CONUS 1V
n/
hé Inspection Attn: 1Is,
b7c T L L0000

From: General Counsel /
National Security Law BrAnch/CTIIL TT /1.1
- Contact:

Approved By: Thomas Julie FUUAIN/

_ Drafted By: x g %(g

Casew'I'D"ﬁ”:”“"“---()’; ZT8-HQ-CIZ29736-VI0O (pending)

Title: (u Intelligence Oversight Board
oy . b2 (IOB) Matter 2007"

Synobvs”i'é":"“"“(-“?X) It is the opinion of the Office of the General
Counsel that the above referenced matter need not be reported to
e the Intelligence Oversight Board (IOB). Our analysis follows.

08) Derive - '
(U] Declassify On- 2032
(S

Reféféﬁé'é':""“""(»}Q 278-HQ-C1229736-VIO serial 2211

b2 2781 1138370 J
3 R _
A@i-._strative: (U} This communication contains one or more

footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.

bQ_'"”""”"Dé‘tails~:~v~~ UE} By electronic communication (EC) dated 02/22/2007
b7k (278-HQ-C1229736 Serial 2211) ,, Field Office

EBC{ET

‘ be
OIG/DOJ INVESTIGATION___ |~ b7C

|

NSL VIO-1881
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SE(.\QET
To;[ L From: General Counsel
Re:'-Sﬁ) 278-HQ-C1229736-VIO, 03/12/2007

-1 Do

E

(e e)

-

l I, reported to the Office of the General Counsel (OGC)
1S potential IOB matter.

(S)

pl records
K7D ™ 1 and |
o In response to the NoT. | nravidad | |

__Ja National Securityv Letter (NSL) i
[ |which requested [

4
708}

{m

I — Jl The records

1 1T47 provided exceeded
the scope of the NSL. The agent did not realrze—ar—Tm&time that
the information was received that the additional information
constituted a potential IOB violation. However, when the case
agent was informed by the CDC on November 21, 2006 that there was
a problem with the additional information, the case agent
immediately retrieved the excess information from the closed case
file and sequestered the information with the CDC. In addition,
the excess records were removed from the Automated Case Support
system.

i S :l ..... - MInthl s case, an erreY sn the part ...... J
resulted in the unintentional acquisition of info i Upon
learning that there was information received- that

exceeded the scope of the NSL, the case agent responded
immediately by removing and sequestering the information with the
CDC pending disposition of the matter.

e wwm&ﬁ Based upon our analysis, the carrier's mistake is
not reportable to the IOB as the FBI has not acted unlawfully or
contrary to Executive Order or Presidential Directive. Pursuant
to the Revised Procedures for the Submission of Reports of
Potential Intelligence Oversight Board (IOB) Matters, Reports of
potential IOB matters determined by OGC not to require
notification to the IOB will be retained by INSD for three years
for possible review by the Counsel to the IOB, together with a
copy of the opinion concerning the basis for the determination
that IOB notification was not required.! Accordingly, OGC will

1

By letter dated 11/13/2006, the Counsel to the IOB agreed
that third party errors in the collection of informaticn pursuant
to an NSL must be reported to OGC, but are not reportable to the

IOB.
SEER.Q
2
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gm - To: r J From: General Counsel b7k
Re:"" {9 278-HQ-C1229736-VIO, 03/12/2007

»

request that the Inspection Division retain a record of the
report of a potential IOB matter for three years, together with a

copy of this opinion for possible review by the Counsel to the
IOB.

SECRET
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EBQET

Toi . From: General Counsel
Re: X¥) Z278-HQ-C1229736~-VI0, 03/12/2007
LEAD(s) :

Set Lead.L: (Action)

{U) The field should contact the carrier and ask
whether the improperly or unintentionally acquired information
should be returned or destroyed, with appropriate documentation
to the file.

Set Lead 2: (Info)
COUNTERTERRORI SM

AT WASHINGTON, DC

(U) Read and clear.
Set Lead 3: (Action)

INSPECTION

AT WASHINGTON, DC )

(U) As provided in the Revised Procedures for the
Submission of Reports of Potential Intelligence Oversight Board
(IOB) Matters, retain a record of the report of a potential IOB
matter for three years for possible review by the Counsel to the

IOB, together with a copy of the OGC opinion concerning the basis
for the determination that IOB notification is not required.

*

SECRET
4
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SEé&FT

FEDERAL BUREAU OF INVESTIGATION

07 =
Precedence: ROUTINE Date: 02/28/2007
To: Inspection Attn: TIIS, Room 11861 i
General Counsel Attn: NSLB, Room 7975
Attn: CDC/Legal Unit
From:
b2
b7E Contact: SAI
Do Approved By: L
b7C
Drafted By:
(e o
Case ID #: (8] 278-HQ-C1229736-VIO (Pending) - 2 %31,
bl (S) |
LI T

T;tl

HE

-

Deriv
Declassy

rom :
Oon:

INTELLIGENCE OVERSIGHT BOARD {IOB) ERROR

M To report a potential IOB matter.

G-3
X1

<><>

Sz

b7A
bi Details: 157 1.1 ) | |
PN L | |
:lj(, :':I I:m—get Lorth above,WITH appropriate extensions and
~( - approvals obtained by FBIHQ, Counterterrorism Division.
PIE W .J}{ 2 Case Agent: SAI
B i;(ﬂ Supervisor: SSA| |
(s) — 57
beo / /
b7C
DL EA M,‘,m(_ﬁ;[éw %@5/ o3
Db k,p\rb s 04lzchr SE(}%T
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bl
b7A
D6

B7C

bl
b7A
b7D
Lo
b7C

bl
D7A
bo¢

b7C

i

)

(- SE}% b2

‘T"o.:__ Inspection From: b7E
Re: ><) 278-HQ-C1229736=VIT, 02/28/2007

(-

(X) 4. No Foreign Intelligence Surveillance Act
(FISA) request has been submitted to the Office of

Intelligence Policy and Review, Department of Justice (OIPR) .

(T X\) 5. Description of IOB Error (including any
reporting delays):

s) | |

(s) |

(S)
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biD
b2
bL7E
b7A
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p

I3

b7D
bo
b7C
02
b7E
b7A

b4

SEXRET b7

"~ To: Inspection From: b7E
Ref”~9§) 278-HQ-C1229736-VI0, 02/28/2007

. )

1 2 Na

ional Security Letter [(NSL) was nrecared
eguestinal

| records]|

P

[provided | —

Division with records for their response to this NSL.

(S)

[ |response to |

| sal I_l‘reviewed:

SL and discovered that

I |provided records that were aver-incluciwua + FWV

request of the NSL.

provided| |
1
_} that were not requested by

SH 1 I

(3} SA[___ linformed Associate
Division Counsel | | of this matter. SA then
contacted] [ liaison td __lto report the
over-inclusive response |so that contact could

be made to appropriate !to inform them of these
issues. All documents TAcIuded In T e response

will be locked in a safe maintained by
until appropriate resolution of the matter is determi )

NSL VIO-1887
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- To: Inspection From: iy
"“”Re:~u§ﬁ? 278-HQ-C1229736~-VIO, 02/28/2007

LEAD (s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For whatever action is deemed appropriate.

Set Lead 2: (Action)

GENERAL_COUNSEL

AT WASHINGTON, DC

(U) For whatever action is deemed appropriate.

4
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b2
b7E
ko

h7C

(m-

o
)

SECRET
FEDERAL BUREAU OF INVESTIGATION

~l -

Precedence: ROUTINE Date: 02/28/2007
To: lﬁépection Attn: Internal Investigations
Section, Room 11861
General Counsel Attn: National Security Law Branch

(NSLB), Room 7975

From: ’
{ Legal)”Section
Copfact:
. N ——————
Approved

Drafted By:

CaseID#; %L 278 _HO_C129Q72& YITA - g "9‘3

‘L_\ : o
OL e

Title: (U) REPORT OF A POTENTIAL
IOB MATTER (PIOB)

iUT“““Syﬁdpsiszw &Q Response to telephonic and e-mail mandate by NSLB of
02/20/2007 'to report as a potential IOB matter, a National Security
Letter (NSL) believed by the Office of the Inspector General (01G),
m Department of Justice, to be an IOB matter.
| ~MMQQ Derijgg From
Declasgify On:
Details:
Csbl 1.
Do
bic THE case Special Agent (SA) at the time of
TIre ISSUAnceE ol the questioned NSL and r ipt of the
response to the NSL was SA i The
Supervisory Special Agent tor the investigation was
former SSAi |
TR
bl 2. -
be
e
o7C 3. No IOB error ocg rr%?l This report is purely perfunctory:
SO Al {12 ?_(4 DEE -
CRS . O¥] % / E
b6 ~la 2
b7C L

WA NSL VIO-1889



- SECRET b2

. LTE
To: Inspection From:
Re: >§) 278-HQ-C1229736-VI0O, 02/28/2007

4, (8) |was advised 02/20/2007 that OIG had

b2 brought to the attention of NSLR a NSL. found [
b7E which OIG believed was an IOB matter. | ,
b1 [J attached. is a conv of a Ner | ]
sz [ In accordance with I5 U 2 C 5
b_O 168lula) (2001), the NSL contained the required relevancy
b7C certification, (NSL at 1), and waas dily executed by a Special Agent in
Charge at the time, . (NSL at 2).
1
(S) | ]
bl
b6
b7C
|
(s) 1
bl
[o13)
o7C
1S) The afww_ﬁ_gi |
| Jrequested |
[ (NSL at 1.) The
bl response to the NSL SupbITed INFormation hevand that requested
b7D
be
b7C R

SESRET
b4 52\
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C i ) b7k
To: 1Inspection From: L
Re:'ﬁgﬁ 278-HQ-C1229736-VIO, 02/28/2007

o (8) No use appears to have been made of anv of tha
- information [ L

- ]
Ea i 3

T Revieéw of the Tile disclosed
LHG‘Téquests for in i

[ formation submit;%d under ;he_nghL_tq Financial
- Privacy Act to anv
i

N "W";}Qé No policy prior to the General Counsel EC captioned
"REVISED PROCEDURES FOR THE SUBMISSION OF REPORTS OF POTENTIAL
INTELLIGENCE OVERSIGHT BOARD MATTERS, " dated 11/16/2006, characterized
as a PIOB matter, a provision of information beyond the scope of an
NSL resulting in the unintentional acquisition of data. (See
Inspection EC to All Divisions, captioned, "INTELLIGENCE OVERSIGHT
BOARD, " dated 12/24/2002; Director's EC to All Divisions captioned
"REVISED PROCEDURES FOR THE SUBMISSION OF REPORTS OF POTENTIAL
INTELLIGENCE OVERSIGHT BOARD MATTERS," dated 03/08/2004; Inspection EC
to All Divisions, captioned, "REVISED PROCEDURES FOR THE SUBMISSION OF
REPORTS OF POTENTIAL INTELLIGENCE OVERSIGHT BOARD {(IOB) MATTERS, "
dated 02/10/2005. Inasmuch as the EC of 11/16/2006 was not the
controlling authority at the time the results of the questioned were

received and as no use was made of those results, no PIOB vioclation
occurred.

(8|

[ 4|'_
[ — T FTearTy, the information sought
£l  In the questioned request was for the conduct of an

7D authorized investigation £o protect against international terrorism or
b¢ <clandestine intelligence activities. Further, the investigation was

-~ 0t conducted solely on the basis of activitiesg protected by the first

b“v'amendment: to the Constitution of the United States.
bbh

SE}M'{
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SEERET o

To: Inspection From: n7F
Re: (ﬂ 278-HQ-C1229736-V10, 02/28/2007

i

(U) General Counsel EC captioned "REVISED PROCEDURES
FOR THE SUBMISSION OF REPCRTS OF POTENTIAL INTELLIGENCE OVERSIGHT
BOARD MATTERS," dated 11/16/2006 observes that:

Section 2.4 of Executive Order 12863 mandates
that Inspectors General and General Counsel of the
Intelligence Community components ... report to the IOB
intelligence activities that they have reason to
believe may be unlawful or contrary to Executive Order
or Presidential Directive. This language has been
interpreted to mandate the reporting of any violation
of a provision of The Attorney General's Guidelines for
FBI National Security Investigations and Foreign
Intelligence Collection (NSIG), effective 10/31/2003,
or other guidelines or regulations approved by the
Attorney General in accordance with EO 12333, dated
12/04/1981, if such provision was designed to ensure
the protection of individual rights. Violations of
provisions that merely are administrative in nature and
not deemed to have been designed to ensure the
protection of individual rights are generally not
reported to the IOB.!

{(GC EC at 2.) The instant case involves no violation of any Executive
Order, Presidential Directive, guideline, ethics rules or any other
rule, regulation, order, or policy.

! (U) This interpretation of the reporting requirements
was furnished to the FBI by the PIOB during a meeting on
06/18/1982. William H. Webster, then Director of the FBI,
concurred with this interpretation and confirmed the immediate
implementation of reporting procedures in adherence to this
interpretation in a letter, dated 07/14/1982, to Dr. W. Glenn
Campbell, Chairman of the PIOB. This interpretation was
confirmed by Mary C. Lawton, Counsel for Intelligence Policy,
Office of Intelligence Policy and Review, Department of Justice,

by letter dated 04/08/1983.
szcﬁ&
4
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To: Inspection From:
Re:’*E&( 278-HQ-C1229736-VIO, 02/28/2007 bTE

LEAD (s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U} For action deemed appropriate.
Set Lead 2: (Action)
GENERAL CQUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*"
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(Rev. 51-31-2003)

&cﬁm‘

FEDERAL BUREAU OF INVESTIGATION - *

AL

Precedence: ROUTINE Date: 02/21/2007
To: “&nspection Attn: Internal Investigations
Section, Room 3041
General Counsel Attn: Natiocnal Security Law Branch
Room 7947
From:

Contact: S8SA

bz
p7E Approved By:
Do
p7C
Drafted By:

me. v |

W ase 1n #- g 278-HQ-C1229736-VIO (Pending)‘_g‘g\dr
bz 278 1c136372  (Pendingl i1
B (9)

Title: (U) IOB MATTER

Synopsis: (U) Report of a previously addressed IOB matter.

Uy HEQQ Deriv;d grom : G-3

Decla y On: X1
TR 1t
bl

Ho Reference: (?))‘278-H -C1229736
Ol S
(8)

AdﬂinistxatinA&j (U) This IOB matter was addressed during an

FB , 2006 OIG audit Per 4/05/2006 6:31 AM
. email from OGC's regarding NSL
b2 overcollection, WIiere ) overcollects because of
b7E the provider, if the information that the provider gave the
né FBI beyond what was asked for (e.g., more telephone accounts
b7C of the same subscriber) is relevant to an authorized

investigation, it will not have to be reported as an IOB.

mpo7hsas wea chévl 14/47/ %m\

1 SC e
«g Crs ﬁ__h“;_ﬁfﬁo?

-
1©;

N7
O
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7R
(U} To: 1Inspection From: b7k

tShu_

Re:‘”»% 278-HQ-C1229736-VI0, 02/21/2007

Enclosure(s): (U) For all recipients: 278-HQ-C1229736
Serial 2570, dated 11/16/2006; and 04/05/2006 6:31 AM email
from OGC! regarding overcocllection.

Detailsa: (U) The purpose of this EC is to report a
previously-cleared potential IOB matter ipvolwvina an NSI. for

3

(2

oo

OGC guidance at the time (referenced email dated 04/05/2006 at
6:31 AM) ,[___]determined the NSL results, which contained a
second associated telephone number, did not constitute an IOB
violation, thus a potential IOB was not reported.

(U) 3(b). Statement concerning controlling law,
regulation or NSIG provision pertaining to the matter: Under
authority of EO 12333, dated December 4, 1981, and pursuant to
Title 18, U.S.C., §2709 (Section 201 of ECPA of 1986) (as
amended) , a communlcatlons carrier was directed to provide to
the FBI the name, address, length of service, and local and
long distance toll bllllng records associated with a telephone

number.
SE&ﬁ{

2

NSL VIO-1895

toll records requested by SA| hé

as well as to satisfy the new requirements set 07C
forth by referenced serial 2570, dated 11/16/2006, regarding .
the revised procedures for submission of potential IOB M
matters, L7E

(o : 1. Identification of the substantive
1nvest1gat on in which the activity occurred, including the
names of relevant personnel including the case agent and his
supervi
CaseIDi#4
Case Agemt: GA | bl
Supervisor at time of activity: (retired) b6
Supervisor during[’ | 2006 OIG audit: b

(U) 2. Identification of subject’s status as USPer
or non-USPer: Non-USPer

(U) 3. Complete and thorough explanation of
matter, including all relevant facts:

(U) 3(a). Statement regarding when matter occurred
(including, in instances of delayed reportin pr
delayed reporting): | ~
and referenced serial vised OI results b2

- of initial NSL (referenced ] . Per b7E



s}sgm' '
o2

(Ujm._TO: spection From: | pTE
Re--08) 278-HQ-C1229736-VIO, 02/21/2007
(U} 3{c). Complete statement of status of matter,

including when it was initiated and whether it currently is

o or closed: During an OIG audit of FBD NSLs from

ﬂ 2006, the results of the subject NSL were called into
question by the IG as a potential IOB violation, since a

second telephone number was identified by the communications
carrier in their reply. The Case Agent was interviewed by the
IG, during which it was agreed that the second telephone b2
number was associated with the subject telephone number. At Db7E
the time, this was allowed (per referenced OGC email dated
04/05/2006 at 6:31 AM), as it was a situation where the
information provided by the communications carrier beyond what

was asked for was relevant to an authorized investigation, and

did not have to be reported as an IOB. considers this

matter closed.

SEENT\
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iUl To: Inspection From: b2
Re: . 278-HQ-C1229736-VIO, 02/21/2007 b7E
LEAD(s) :

Set Lead 1: (Info)
INSPECTION

AT _TI1IS, DC

(U) For information.

Set Lead 2: (Info)
GENERAL COUNSEL

AT NSIL.B, DC

(U) Por information.

=

]

cC: 1 - cocl
1 - sal—
1 - SSAf
44
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From: [ kFB')
Sent: —Thur 7 4:14 PM
To: | i(FBI)
Subject: .

SENSI UT UNCLASSIFIED
NON-R D

bo
L7C
jo
jo¥]

[=]

----- Original Message-----
From: ) (FBD)
Sent: nesday, April 05, 2006 6:31 AM

To: .
Cc: I(OGC)(FBI)] koo o bGC) (FBI)I J

b 6 TERI! g FBI); fata m Wl = LA

n7C 1A% (OGCYFRIM

© ] FBI) %

UGL) (FBL) 81) OGO
) (EHTT OGCY (FBIY[
BI v (FBIY;
(oGCHTE [OGC) (FBL); THOMAS, JULIE F.
GB) (FBI); KOGT)(FBD) (0GC) (FBI)

Subject: B (o):

SE&%IT!VE BUT UNCLASSIFIED
NON-RECORD

Julie Thomas, the deputy General Counset, has determined that all LHM overruns - the ten day notifications or the one
year LHMs - need to be reported as potential IOBs, regardiess of whether it is a USP or non-USP. They may not
eventually be reported as I0Bs, but she wants to keep track of compliance in the field so she wants to know about
incidents of non-compliance. '

Further, as to good news, in cases where we overcollect because of the provider - it may be that we do not have to report
these as potential I0OBs. if the information that the provider gave us beyond what we asked for (e.g., more telephone
accounts of the same subscriber; longer period of time for toll billing records) is relevant to an authorized investigation, it
will not have to be reported as an IOB. However, what needs to be done is to determine whether the information falls
within the parameters of the attachment (assuming there is one), as the attachments are very broad and may cover the
account information you received ( the only information we say not to provide is content information}. If so, you are home
free. If the attachment doesn't cover the information you received, you can issue an NSL for that information. In either
case, again, all predicated on the information being relevant to an authorized national security investigation, there would be
no need to report a potential I0B.

There is going to be an EC to this effect in the near future, but this policy is currently effective.

pik

----- Original Message--—-

From: e I(0Gc) (FBY)
Sent: whé Tuesda i 5:22 PM

To: - (FBI)

ce D7C 0GC) (FBI)
Subject: !

SENSITIVMCLASSIFIED

. NSLVIO-1898



NON-RECORD

Concerning your ten day overrun, nd | just talked to Julie Thomas on this issue. She wants these, as well as all
annual LHM overruns, USP and non USP, reported as potential {OBs, and we will then decide whether to report them as
I0Bs. The non-USPs overruns will probably not be reported to the 10B but she wants them reported as potential IOBs so
OGC can keep track of problems generally in following procedures, even though not reported to the IOB. USP overruns

E_j C may or may not be reported as I0Bs, depending in part upon how long the delay was in reporting.

Ie)

I know this is new, particularly with respect to annual LHMs, so we will be sending something out on this.

SENSITIVE BUT UNCLASSIFIED

,  NSLVIO-1899



(Rev. 08-28-2000)

SEC}QT

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/17/2004

To: General Counsel Attn:

Chief, NSLU

From:
SE] |
Contact: GSA
b2
b7E  Approved By:
619
p7C
Drafted By: - ‘J-“
Case ID #: (8)
(T (X “BBEF-HO-CI303375
bl
b6 Title: (S)
bh7C

Synopsis: (U) Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the telephone
company or electronic communications service provider.

(UJ.MMHWWWHMMM“>€) Derived From : G-3
Dec?éé?;fy On: X1
olrg |

iS]vwmv“
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To: General Counsel From: |

Re: {(3)

191

Details:

(s) |

iS!'approVal”and ce
reporting purposes.

This electronic communication documents the SAC's
rtification of the enclosed NSL.

=

to an employee of your office.

(U}

For mandnrory

e enclosed NSL seeksg

Arrangements should be made with the institution
receiving the enclosed letter to produce the records pexrsonally

The institution should neither

send the records through the mail nor utilize the name of the
subject in any telephone calls to your office.

should not contact FBIHQ directly in any manner.

()

You should remind the telephone company that it is

The institution

prohibited from disclosing that the FBI has made this request.

(U}

()

On 11/09/2001, the Director designated the
official signing the enclosed letter as authorized to make the
required certification.

The Squad Supervisor affirms that SA
| has checked all appropriate databases for a prior request by
a

ny field office for the material sought. Additionally, the
requested material does not appear to be available from public

sources.

SESRET
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General Counsel From- |

SE&FT

Any questions regarding the above can be dir

To:
Re: (8)

{(U)
to the

oo
~1 N2
=]

o]

=

Attention: SA

o
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s
To: General Coupsel From: ?:h
Re: (S p;L

bl
LEAD (s) :

Set Lead 1:

| I(ACTION)
| b2

O7E
(U) Deliver the attached letter as indicated above.

Upon receipt of information from the carrier is

requested to submit results to

Set Lead 2:
GENERAL COUNSEL (ACTION)
AT WASHINGTON, DC

(U) NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

*

SEc}s(
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székgy

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

Date: 07/26/2004

To:
jo )
- From
b7E
bo Contact: Sa
h7C
Approved By:
Drafted By:
Case ID #: (S)
(S
b1 ’
D6 Title: (s)
b7 C
_ Synopsis: (8) Results| NSL
e}
n7D
N {1 )}S() Deriv Erdm : G-3
Declas On: X1
b1 Enclosure(s): (s) | Lner | ]
p7D
bo
ni7C :l —

b2 Details: - CSQ On 07/13/2004, results from NSL

~. was received by from with the following
B7E  results:
(8) |
Cltryantlar oo o
=
bl (8)
bo
b7C (s)
b7D
b4

NSL VIO-1904



To:
Re:

bl
7D

el £
N

O

Erom-

SECkﬁE

07/26/2004

b7E
bl

(8)

(8)
(8)

ékqng
2
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b2 To: | I Erom | I
b7/E  Re: (8) 07/26/2004
bl
(s)
{(S)
(8)
ol
B7D (S
0o (S)
L7C
joli!

SE;}'I\
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= B2
To: xom. oo
Re: (8) 772672004 D5
bl
Accomplishment Information:
Number: 1
Type: NSL TO FINANCIAL INSTITUTION PREPARED & APPROVED
ITU: NATIONAL SECURITY LETTER
Claimed By
SSN:
Name:
Squad
Number: 1 be
Type: NSL SERVED TO FINANCIAL INSTITUTION bh7C
ITU: NATIONAL SECURITY LETTER o)
Claimed By: -
Name :
Squad

*
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SEER{T

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 11/16/2006

To: All Divisions Attn: ADIC/SAC
CDhC

From: Office of the General Counsel
National Security Law Branch

Contact: National Security Law Branch, (202) 324-

!
IOy4

Approved By: Pistole John S
Hulon Willie T
Caproni Valerie E
Thomas Julie F

Drafted By:

Case ID #: (U) 278-HQ-Cl229736 Serial 2570

Title: (m REVISED PROCEDURES FOR THE SUBMISSION
OF REPORTS OF POTENTIAL INTELLIGENCE
OVERSIGHT BOARD MATTERS

Synopsis: (U) To provide legal guidance to all divisions
regarding changes to the reguirements and procedures to report
conduct that may be unlawful or contrary to Executive Order or
Presidential Directive (potential IOB matters). This
electronic communication (EC) supersedes all previous oral and
written guidance relating to reporting potential IOB matters.

R Derivéi;gzgmiz::§;3
Declassify On: 5-1

Details: (U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB)
and established the Board as a standing committee of the
President's Foreign Intelligence Advisory Board. Among its
responsibilities, the IOB has been given authority to review
the FBI’'s practices and procedures relating to foreign
intelligence and foreign counterintelligence collection.




SEC}K{
Tcoc: All Division From: Office of the General Counsel
Re: (U) 278-HQ-C1229736, 11/16/2006

(U} Section 2.4 of Executive Order 12863 mandates
that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division (INSD), and the General Counsel,
Office of the General Counsel (OGC), respectively) report to
the IOB intelligence activities that they have reason to
believe may be unlawful or contrary to Executive Order or
Presidential Directive. This language has been interpreted to
mandate the reporting of any violation of a provision of The

Attorney General's Guidelines for FBI National Security

Investigations and Foreign Intelligence Collection (NSIG),
effective 10/31/2003, or other guidelines or regulations

approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provision was designed to ensure the
protection of individual rights.! Violations of provisions
that merely are administrative in nature and not deemed to
have been designed to ensure the protection of individual
rights are generally not reported to the IOB.? The FBI
Inspection Division is required, however, to maintain records
of such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The

! (U} The Attorney General’s Guidelines on General

Crimes, Racketeering Enterprise and Terrorigm Enterprise
Investigations (AG Guidelines on General Crimes), effective

05/30/2002, are not considered guidelines or regulations
approved by the Attorney General in accordance with EQO 12333.
Accordingly, any potential violation of the AG Guidelines on
General Crimes should not be reported to OGC as a potential
IOB matter.

2 (U) This interpretation of the reporting
requirements was furnished to the FBI by the PIOB during a
meeting on 06/18/1982. William H. Webstexr, then Director of
the FBI, concurred with this interpretation and confirmed the
immediate implementation of reporting procedures in adherence
to this interpretation in a letter, dated 07/14/1982, to Dr.
W. Glenn Campbell, Chairman c¢f the PIOB. This interpretation
was confirmed by Mary C. Lawton, Counsel for Intelligence
Policy, Office of Intelligence Policy and Review, Department
of Justice, by letter dated 04/08/1983.

SE&RT
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sm@'r
To: All Division From: Office of the General Counsel
Re: () 278-HQ-C1229736, 11/16/2006

determination as to whether a matter is "administrative in
nature" must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

PROCEDURES

1. (U) Obligation to Report Potential IOB Matters.
All FBI employees have an obligation to report conduct that
may be unlawful or contrary to Executive Order or Presidential
Directive, as described in the previous paragraph, within 14
days of the discovery of the possible error or violation. The
failure to report such matters, for whatever reason, may
result in severe disciplinary action, up to and including
dismissal from the FBI.

2. (U) Reporting Procedures. FBI Headquarters
(FBIHQ) divisions and field offices are responsible for
monitoring intelligence activities and reporting possible IOR
matters to Internal Investigations Section (IIS), INSD, and
National Security Law Branch (NSLB), Office of the General
Counsel, as discussed in this section.

3. (U) Contents of IOB Reporting EC. Reports of
potential IOB matters are to be reported to INSD (Attn: IIS)
and OGC (Attn: NSLB) by electronic communication (EC),
uploaded into Case ID Number 278-HQ-C1229736-VIO, and should
include the following information:

A. The caption of the reporting EC
should state: REPORT OF A
POTENTIAL IOB MATTER;

B. Identification of the substantive
investigation in which the
questionable activity occurred,
including the names of relevant
personnel including the case
agent and his/her supervisor;?

3 (U) It is no longer necessary to put the names of
the case agent and supervisor in the caption, but the names
should be included in the text of the reporting EC.

SEE@T
3
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To:
Re:

All Division From:

(u)

278-HQ-C1229736,

SEERET
Office of the General Counsel
11/16/2006

C. Identification of the subject’s
(or asset's) status as a United
States (U.S.) person or non-U.S.
person;

A complete and thorough

explanation of the error believed
to have been committed and all
relevant facts. The explanation
should include:

(1) A statement regarding
when the error occurred
(including, in instances of
delayed reporting, an
explanation for the delayed
reporting) ;

(2) A statement concerning
the controlling law,
regulation or NSIG provision
that pertains to the
violation [for example:
“The Foreign Intelligence
Surveillance Court
authorized an electronic
surveillance to begin at
(time) on {(date),” or “A
full investigation was
initiated on (date) and
expired on (date)”];

(3) A complete statement of
the status of the
investigation or matter
including, if applicable,
when it was initiated, when
it expired, when it was
renewed, and whether it
currently is opened or
closed; and

(4) A statement if and when
a Foreign Intelligence
Surveillance Act (FISA)

SE\GQT
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SECRET

To: All Division From: Office of the General Counsel
Re: () 278-HQ-C1229736, 11/16/2006

request has been submitted
to
Office of Intelligence

Policy
and Review, Department of
Justice (OIPR), if relevant.
4. (U) Approval Level of Reportable IOB Matters.

EC reports of potential IOB matters must be approved by the
ADIC/SAC or Assistant Director, as appropriate. FBI personnel
are encouraged to call NSLB with any guestions as to what is
required or should be included in initial reports of IOB
matters,

5. (U) Quarterly Reports. In additiocn to the
foregoing, on a quarterly basis, each field office and FBIHQ
division is required to submit to OGC (Attn: NSLB) an EC
certifying that all employees of the office or division were
contacted concerning the regquirement to report possible IOB
matters. (See MAQOP, Part 1, 1-22.) The canvassing of
employees may be accomplished by e-mail within field offices
and HQ divisions. EC certifications to OGC/NSLB may be
approved by an ASAC or Deputy Assistant Director, as
appropriate. If a field office or FBIHQ division has already
reported the matter to OGC, such matter does not need to be
included in the quarterly report.

6. (U) Action by O0GC/NSLB.* Following receipt of
the information required by paragraph 3 above, OGC/NSLB will
review the conduct described to determine if the reported
error or violation requires notification to the IOB. OGC/NSLB
will prepare a written opinion as to whether the matter is
reportable to the IOB. 1If the reported matter is determined
to require IOB notification, OGC/NSLB will prepare the
necessary correspondence to the IOB setting forth the basis
for the notification (see paragraph 8 below). That
correspondence will be signed by the General Counsel or the
General Counsel's designee. A copy of the correspondence will
also be sent to INSD/IIS and to the SAC or Assistant Director
who initially reported the matter for action deemed

¢ (U) Once INSD has been notified that a potential
IOB exror has occurred, it will take any action which it deems

appropriate.
SE}MT\
5
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To: All Division From: Office of the General Counsel
Re: (U) 278-HQ-C1229736, 11/16/2006

appropriate. Copies of that correspondence will also be

delivered to the Office of the Attorney General, Department of
Justice (DOJ), and OIPR.

7. (U) Retention of reports of potential IOB
matters that are not reported. Reports of potential ICB
matters determined by OGC/NSLB not to require notification to
the IOB will be retained by INSD for three years for possible
review by the Counsel to the IOB, together with a copy of the
opinion concerning the basis for the determination that IOB
notification was not required.

8. (U) Conduct that must be reported as potential
I0B violations. The following incidents must be reported to
OGC/NSLB as potential IOB violations. OGC/NSLB will then
evaluate the potential IOB violation and determine whether the
violation is reportable to the IOB. This list is not
exhaustive. If there are any concerns regarding whether an
incident is reportable to OGC/NSLB, please contact NSLB to
discuss the matter.

A. (U) Engaging in activities believed to be
unlawful or contrary to Executive Orders or Presidential
Directives.

B. (U) Engaging in activities believed to violate
the United States Constitution.

C. (U) Initiating electronic surveillance or
physical search without authorization from the Foreign

Intelligence Surveillance Court (FISC) or other legal
authorization.

D. (U) Failing to terminate an authorized
surveillance at the time prescribed by the FISC or other
relevant legal authority.

E. (U) Engaging in investigative activity beyond
the scope of the FISC order or other relevant legal authority.

F. (U) A carrier providing information beyond the
scope of the FISC order or other relevant legal authority
resulting in the unintentional acgquisition of data.

SECRET
B
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To: All Division From: Office of the General Counsel
Re: (U) 278-HQ-C1229736, 11/16/2006

G. (U) Failing to adhere to the minimization or
dissemination requirements specified in a FISC order or other
relevant legal authority.

H. (8) | |

1. (s) |

J. (U) Failing to submit the annual LHM within 90
days of the date that it was due.®

K, (gy 1 I

“Lt“"EB< Serving a National Security Letter (NSL)
that contains &4 substantive typographical error that results
in the acquisition of data that is not relevant to an

authorized investigation (i.e., numbers on telephone number
transposed) .

R MMT’”GX( Serving an NSL that requests information
that is beyond ‘the scope permissible by statute (i.e. content
information) .

’ (s) [

SE?E:QT
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To: All Division From: Office of the General Counsel
Re: (U) 278-HQ-C1229736, 11/16/2006

Lk T , . .
NU“‘&Q A carrier providing information beyond the

scope of an NSL resulting in the unintentional acquisition of

data.
0. (8) |
bl
P. (8) 12
b7E
Q. (s) | |
b1
b2
b7E R, (s) |
o1
02
s. (s b7E
9. (8)

(U) If the potential IOB violation involves the
unintentional acquisition of information under the Foreign
Intelligence Surveillance Act, the field should ensure that
all inadvertently captured information is collected,
sequestered, sealed, and delivered to the FBIHQ substantive
unit to be submitted to the FISC, via OIPR, for appropriate
disposition.

SECR\E‘T
8
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To: All Division From: Office of the General Counsel
Re: {(U) 278-HQ-C1229736, 11/16/2006

(o |

10. (U) This EC supersedes all previous oral and
written guidance relating to IOB matters. Questions

concerning the IOB process or reporting procedures should be
directed to OGC/NSLB.

sngizr{
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To: All Division From: Office oX the General Counsel
Re: (U) 278-HQ-C1229736, 11/16/2006

LEAD(8) :
Set Lead 1: (Actiomn)
ALL, RECEIVING QFFICES

(U) Disseminate to all division personnel.

*

SEGRET
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SE T

FEDERAL BUREAU OF INVESTIGATION

Precedenca: IMMEDIATE

To:

b2
P7E

7

Inspection

From:

Counterintelligence

Date: 03/22/2007

Attn: SAC
ASAC
ssal |
SA
SA
cnd

Attn:
Attn:

CD-1
IIS, CRS

Office of the General C{Lnsel
NSLB/CILU/Room 1947
Contact: AGC

Thomas Julie %\S&J\j

Approved By:

Drafted By:

auqu

Case ID #: (U)

Title: (S)

b2

MATTER 2007

278-HQ-C1229736-VIO~" (Pending)

INTELLIGENCE OVERSIGHT BOARD .

1U38ynopsis=~v4 The
requested tHat the

ice ©

Field Office
the General Counse

{OGC) review an

incident and determine whether it warrants reporting to the

b2
bB7E

Intelligence Oversight Board (IOB).
that the incident does not need to be reported to the IOB.
Rather, this electronic communication (EC) should be maintained

It is the opinion of OGC

in the control file for periodic review by Counsel to the IOB.

(U}
Administratiﬁéim‘aﬁ

Declas

Derived From :
On:
: This ains information from the EC
dated 2/21/2007 froml to OGC reporting a p igl
I0B matter, a phone conversation between author and SSAI

pn 3/13/2007 and an email dated 3/15/2007 from S

G-3
03/21/2032

e '”ReferencermW&ﬁn

_ 01G/DOJ REVIEW:
~ FBIINVESTIGATIO

01G/DOJ INVESTIGATION:

NSL VIO-1918




SEGRET N\

ho
oo To: | | From: office of the General Counsel
D7t Re: ~({U) 278-HQ-C1229736-VIO, 03/22/2007
Details: (S) By EC dated 2/21/2007, requested
that OGC review an incident and determine whether it warrants
reporting to the IOB.!| 1
[
As part of its investigation, I
b1 [sought transactional information pursuant to 18 U.S.C.
57ﬁ §27097 |
] L2 T\Tﬂm[onal Security
b6 Tetter (NSL) | coruad
L7C
b2
bTE
b4 o) 0§ Upon review of the documents provided to
et it was learned that the information
| provided, pursguant to the NSI.. included information

b4 T Chey did not upload nor analLZE‘fﬁé‘?E%uIEs'for the

7D | l I
b7z F —
b7E
(vamn.%.AA,WV_niégi | ]
— |
[was Pllm_in_t’_h.Lﬁ_}e. | |
h? [determination at fhe fime was |
DT7E | -
- lwas entirely lawful
D7D and therefore no further action was necessary (i.e. reporting or
sequestering) .?
(UJ“”“CX( Thereafter, the Department of Justice, Office of
the Inspector General (0IG) conducted an NSL audit|
2006. The audit called into question the acquisition of
o At that time, discussed
b7E —
b7D

'It should be noted that this submission was at the request of OGC in
response to the OIG report on the FBI's use of national security letters
wherein they reference 22 instances where they thought a potential IOB
b2 submission was in order. As discussed infra, was not otherwise
f"” required to submit a potential IOB EC to 0OGC.
o

2Since that time, on 3/13/2007, author advised to
sequester the records, out of an abundance of caution.

QT{RET
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SEERE?
b2

i Tou From: Office of the General Counsel
Y5 Re: {0V 27B-HQ-C1229736-VIO, 03/22/2007

(U) this with the 0IG "during i i | | |
|

b2

(U) The plain language and leglslatlve history of
§2709 supports the position that the FBI is permitted to acquire
information on associated numbers attributable to the same
account. The plain language of §2709 allows the FBI to "request
. toll billing records of a person." {emphasis added)
Thereby allowing the FBI to acguire the records for all numbers
subscribed to by the "person." Additionally, the legislative
history of §2709 defines "toll billing records" and states:

As used in this section, toll billing records
consist of information maintained by a wire or
electronic communication service provider

identifving the telephone numbers called from a
particular phone or attributable to a particular

account for which a communication service provider
might charge a service fee. H.R. REP. 103-46, 1993
U.S.C.C.A.N. 1913. (emphasis added)

(U) Read together, §2709 and its legislative history
clearly contemplate the acquisition of "associated" numbers. The
use of the word "person" by Congress in section 2709 indicates
that it did not seek to limit the acquisition of records to a
particular number. The legislative history itself supports this
1nterpretatlon by defining "toll billing records" as numbers
called from a particular phone" or "attributable to a particular

account. Thus, Congress seemingly contemplated that a single
subscrlber ("person“) might have multiply numbers in his/her
name.

|:S:| N T r ...... e

u J |as
b4 | ) Tequired by statute. As a yesult | g = wmor

I [eMphasls added] In respopse:l |nr%

blfgj“g: ‘EC_from [~ |to General Counsel dated 2/21/2007
e
D4
b7E ﬁs@'r
3
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b2

n7E To: | | From: Office of the General Counsel
‘ Re: (U) 278-HQ-C1229736-VIO, 03/22/2007

|1 as well as the toll records for the other number subscribed
to by the subscriber (i.e. the "associated" number).

(U) To prohibit the acquisition of this information
would not only contravene the plain language and legislative
history of §2709, but would also impede investigations by
limiting the information that can be lawfully obtained.

(U) Although the attachment was not provided in this
case it is nonetheless instructive on the point of whether
| should have reported this as a potential IOB. The
achment lists several items that can be considered "toll
billing records" to include:

P

(U) This attachment language mirrors the types of
records contemplated by Congress and otherwise comports with the
mandates of §2709.

o Moreover, although released after the acquisition

iy of 1nformat10n in this case, the official OGC IOB guidance
released on 11/16/2006 ig instructive. This guidance does not
require reporting in the situation at hand and states in relevant
part ". . . conduct that must be reported as potential IOB
violations®" include situations where, "[A] carrier providing
information beyond the scope of the FISC order or other relevant
legal authority resultlng in the unintentional acquisition of
data." This, however, is inapposite to the situation at hand.
Here, as discussed above, the associated number was-not "beyond
the scope of the . . . relevant legal authority," nor did it
result in the "unintentional acquisition of data," because the
NSL expressly requested "associated" records. Therefore there
was neither a carrier error nor an unlawful reguest.

{(U) Section 2.4 of Executive Order (E.0.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelllgence Community components {(in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB "concerning 1ntelllgence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive. This
language was adopted verbatim from E.O. 12334, dated 12/04,/1981,

sn:c\m:'\r
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From: Office of the General Counsel
(g7 278-HQ-C1229736-VI0O, 03/22/2007

(Ol

NG
R

o 3
® O

when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
IOB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the Attorney General Guidelines for National
Security Investigations and Foreign Intelligence Collection
(NSIG), or other guidelines or regulations approved by the
Attorney General in accordance with E.0. 12333, dated 12/04/1981,
if such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Violations
of provisions that are essentially administrative in nature need
not be reported to the IOB. The FBI is required, however, to
maintain records of such administrative violations so that the
Counsel to the IOB may review them upon request.

L P vm-ww-gﬁ(£ In the instant case, the collection of information
in July 2004 by the FBI was lawful. The plain language of §2709
and the accompanying legislative history allow for the
acquisition of records for multinle nughers attributable to the
same account. *

- Tot s I e

b2
bk
p/L) wy - (39 Therefore, the acquisition of toll records for the
ok associated number was entirely lawful and did not require

reporting to OGC and subsequently does not need to be reported to

the IOB.

SECRET
5
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To: From: Office of the General Counsel
Re: (U) 278-HQ-C1229736-VIO, 03/22/2007

LEAD(s):
Set Lead 1: (Info)

tsj The records received rnronant ol NSL
request pertaining do
not require furthet and can be analyzed and

uploaded as appropriate per logical investigation.

() In addition,l |is advised to include
the attachment (found on the NSLB website) along with every
NSL sent to each carrier.

Set Lead 2: (Info)
INSPECTION
AT WASHINGTON, DC
(U) For information.
Set Lead 3: (Info) '
COUNTERINTELLIGENCE
AT WASHINGTON, DC
(U} For information.
ce: %— Ms. Thomas

1~
1- TUOB L Iibrary

*"
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/22/2007

To: General Counsel Attn: SSa
NationaT security Law Branch
Counterintelligence Law Unit

From:
- Chief Division Counsel
b2 Contact:
b7
b6 Approved By:
b7C

Drafted By:

(T case 1D #:- ?( 278-HQ-C1229736-VIO~ 22[&
U)

62F (97317 Qex P.3 for violkon %_8

iUTﬁjﬂbbEisr“‘CBi Response to NSLB review/document request made by 0GC
on 02/20/2007. |

\ Derived\From
>< Dec135§2§; On

mwﬁﬁélésurefs%;mhga Documents responsive toc NSLB request.

Title: (U) Potential IOBs

G-3
X1

e we

(-

b2 U petails: - i&} The enclosed documentation is provided to the NSLE as
b7E requested in the 02/20/2007 e-mail to the Division.

(s) A.

0 1. |

bl &Q 2. Potential IOB error: The National Securitv Tetter was issued
8y - ~-without..approval-to extend.thd

qujﬁ%”3. Description of potential OB error: Division
b2 submitted an EC. to Countererrorism, ITOS I, on
0

TE requesting Heédéuarters approval for extension
e N ;

éhngT
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ﬁqf'"To; General Counsel From:
Lz Re: (% 278-HQ-C1229736-VIO, 0272372007
b7E
of captioﬁéd;“mMn”m _1 Per the NFIP manual,
tgl R [Division ne. <nch approval for a ion. .
Jand. therefore, ivision's
e Iwas well in advance | S
Counterterrorism resgponded via an EC on | s I | |
ESJE; — I
bi Since the BC and the Nationa Security
bf 4 Letter in guestion was well
bVEiB)'“within the authoriZacrom perToa. | IsTon does note that
an EC | | ritten on | __|which noted the
i __|Divigion believes the

bl

SUCTIOL BT [~ - -~ Jused the dafe . of the &1

(8) B.

(s? 1.,| J

bo

ki7C
) -

‘”Qﬁ 2. Potential IOB error: A National Security Letter requesting
FCRA consumer full credit report data was issued in a
counterintelligence case.

'%a<) 3. Description of potential IOB error: In this case, two

National Security Letters issued for financial data, |
[ knd the other td | The National Security Letter sites
7.

jolit
bé
b7C
b2
b7E
(m -

Title 15, USC, section This is the legal provision allowing
for full credit reports in terrorism matters. In counterintelligence
matters, under Title 15, USC 168lu(a), agents are entitled to credit
listings (information pertaining to financial institutions, addresses
of those institutions, places of employments, etc.), but not to a full
credit report.

(s) C.

|
(8) 1. l was
initiateo By the DivisIon

M§S( 2. Potential IOB error: The National Security Letter contained a
Yp

ographical error.
mO{) 3. Description of potential IOB error: An electronic

communication dated 04/11/2005 requested the issuance of three FCRA
National Security Letters pursuant to Title 15, USC, section 1681u(a)

sg&g
2
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To: General Counsel From:
Re: %{ 278-HQ-C1229736-V1D, 03/ 2273007

and 168lu(b). The National Security Letters, also dated 04/11/2005,
contained the language that, pursuant to Executive Order 12333, dated
12/04/1981, and Title 15, USC, section 168lv. There was a
typographical error on the part of the drafter of the National
Security Letter who, instead of properly drafting 1681lu(a) and
1681lu(b), drafted 1681v on all three National Security Letters.

U
-3 N2
=1

C)

1Ty

4. The Office of General Counsel guidance per EC dated 11/16/2006
provides that a typographical error of this type must be reported as a
potential IOB wviolation.

() D.| |
€ 2.

iU".ﬁq 2. Potential IOB error: The information obtained was not
Ye

=
O evant to an authorized National Security investigation as it was a
i53 ‘third party error.
(X) 3. Description. ofel: srror: The gpecific request was
to for T e L L
A review of thé Tesponse | | Tev Ted_ )~ there | |
n1 | mixed i 1 - '2 package of
Con 8y ~ - [results provided to the Division of the FBI.
f; ' of material received | was voluminous. As such,
g the case agent did not catch this as it appears to be an over-
b7E collection. None of this information was indexed and no follow up
4 investigation was conducted on the toll record information.
;ﬁ'8 (s) E.| |
ol (s) 1. |
oz
b7E

(T} (& 2. Potential IOB error: Carrier error in providing agent with
information not authorized by National Security Letter.

iSj"“ “fgf'3;w~Deseriptionmof%pqtgpgigluIQB erxor: In accordance with an

. approved ECPA National Security Letter[ = = — - . .

Ul_ returned to thel : Division records

o7D fror] | | Additionally,
foy records were algo provided to thel [Division from

b7E This er as on the. part- and not
p7Cc &) SECRET

e}
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To: General Counsel From: bZ
Re:"’“ww 278-HQ-C1229736-VIO, 02/22/2007 b7E
b4 the case agent. The National Security Letter specifically requested

70(U) records for the e-mail account from

NSL VIO-1927
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{m To (iezﬂeral Counsel From: ?;F
) NP M)

Re: 278-HQ~-C1229736-VIO, 02/22/2007

LEAD(s) :
Set Lead 1: (Action)
GENERAI, CQUNSEL
AT WASHINGTON, DC

(U) For action deemed appropriate.

*"

sECRRT
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FEDERAL BUREAU OF INVESTIGATION 1073946

Precedence: ROUTINE Date: 03/08/2007
To: Attn: SAC |
‘ ASA !
n2 CDC
IaaAn
:6E Inspection Attn: IIS, CRS
j@]

p7C From: QOffice of the General Counsel
NSLB/CILU/Room 7947
Contact: SSA

Approved By: Thomas Julie F QKyU

U} Drafted By: AN4RA
(- .

Case ID #g><) 278-HQ-C1229736-VI0~" (Pending)

‘ g e ol N O N \
o7  Title: (>< INTELLIGENCE OVERSIGHT BOARD E’Lﬁ P kol e ¢ g ""O/g

MATTER 2007 [SEE Plo OF FRIEDVAN LETIFR E\KL}{M
U e e el e -
) Synopsisf"“iﬁg It is the opinion of the Office of the General
Counsel (OGC) that the matters in sections A and B (designated

below) must be reported to the Intelligence Oversight Board

(ICB) . OGC will prepare and deliver the necessary correspondence
to the IOB.

(U) Derive om : ~3
i Declassify.On:

Administréﬁiéé&““;sg This electronic communication (EC) contains

information from the following 4 ts: (1) a copy of the EC
dated 07 from thel Field Qffice
to OGC reporting eight potential IOB matters, and

(<) the FBI's Automated Case Support system (ACS)

tUhﬂ“x&Q | _lopted to submit all eight potential IOB issues
02 {n*one EC. The EC was divided into five separate sections, A-E,
I7F and our response will be drafted in a similar manner for
continuity purposes. These reported IOB matters are all derived
from the audit conducted by the Office of Inspector General (0IG)
which took place over the summer of 2006 at four FBI field

offices.
. OIGIOJREViE: N
0L FBINVESTIGATS 94%7\”'“‘:7
>7C
‘ 100, WVESTI ARl

————
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To: I_ I From: Office of the General Counsel

Re: 278-HQ-C1229736-vI0., 03/08
(-

17E  Reference: (3 278-H0-C122973
i (U)  s2F[ }97317,

W DetéiIST“m£S< By EC dated 02/2
written dodumentation of eight
the facts in order to determine
2 the IOB. 1In our opinion, as to

7

b:E A and the two in section B}, it
1/ b

/2007“

6~VIO, serial 2218

serial
2/2007, provided 0OGC
issues thac require a review of

whether they warrant reporting

to

three issues (the one in section

does. Our analysis follows.

{S) A,

¢s3ué£“[%mmm

-

| Dirrmg—TTIE nvestigati

. —=Xtensions | Extensio
AL

n L
on the case agent obta veral
ns were grante .
e issue brought 3 enlion

- [ , | Th
b2 o] land OGC, by the 0IG, was that
b7E alTegedly issued a National Security lLetter (NSLT without
obtaining regquired annraval A detailed review of
ACS and the EC Tndicate that. S actions

may have reswUITeEd In an uninten

ional errcrs

(S)

FBIHgTE®qUesting |

A]ffted and submitted an FC +o

3

—
FBINQ did not 'respond to his re

quest untill

as opposed tao The

response, FBIHQ gzantad¢_j
reqguested L

[

1TS response

S failurd
document, a presumption is made

ooT o
w1 D
i

7 -U dIT Now reading this

granted by FBIHQ should be |

that| ] r_J

However, ldate w

FBIHQ. ihererore, |

have been]

Since

agy never Tormally approved by
I Igiven by FBIHQ shoul
date which wou%f Efﬁe made

E53'~&Q To make the matter above m

d

the NSL wr1tten| |

ore complicated, FBIHO, aftrer

already havin

|extePQ1on|

requested TS T
Letterhead Memorandunm (LHM) D

submit an annual

aduse BII’IJ agdvisesd +hat+ I

bl L l

B 1 LIOUT an arrrre—Tur
D

BUE -sﬁcggj—

]

after receiving an

2

NSL VIO-1930



EEQBET b2

. b7E
To:| AglFrom: Office of the General Counsel
Re:  278-HQ-C1229736-VIO, 03/08/2007

o LEM | i EBIHQ submitted the LHM to OIPR and
f ki‘advised tha had been granted. However,

“the | | still had to revert back last
officially knowr lista—which was | i not

(UT'QXL It is apparent, that the error was compounded by the fact
that a new set of Attorney General Guidelines came inta offect on
10/31/2003, further confusing [ Any
error made by | in TImeOETCribed case was not
malicious in nature, and was made in good faith. Had the case

o) agent been aware that the case actuallyl )
o and not the mistakenly believed date | | this error
b7E would have never occurred. Unfortunately for[47 the
bl errors reflected on the previous communications I The case fila

caused an NSL to be jssuedl y
| | never received any information

TIOM THE Carriexr concerning this request, the issuing of the NSL

still constitutes a violation which is reportable to the IOB.

s

oow
NS

bl

| 1
(§) === ‘

....... ’““““WLSme}t*detWO NSL requests,

Both of the NSLs and the cover
o- HUOled the statutory authority to be Title 15, USC 1l681v.

bl This authority, however, deals solely with terrorism

o7 investigations and allows the FBI to obtain full i orts.

> The authority that should have been quoted by in a
p;E counterintelligence investigation was Title 15°"USC 1681lula),
o i

which enables the FBI to nbta;nﬁ
od |
1 —J, but not full credit

o
”ﬁgi advised that all information received by this
. unintentional oversight was segu d in the safe of their
b2 Chief Division Counsel. [;;;:;z;:fffffadvised that the improperly

h7E obtaj ormation has 0Sed in their investigation.
| recognizes the error and that the improperly
ctéd 1nformation, although unintentional, constitutes a

viclation which is reportable to the IOB.

(3) C.

1
jON

sﬁbgsf
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/200851 S which
i| _ 4 0n 10/ [ISssued a8 NS, whic

- < lDursuah% to a terrorism investigati
o T

QEbRET

To: From: Office of the General Counsel
Re: 278-HQ-C1229736~VIO. 03/08/2007

issued

= LS. r pursuant to Title
15, USC 1681w, the terrorism starores Tequesting full credit
reports on e subject of the investigation. The ccver EC

used to request the issuance of the three NSLs used

the language stating the authority was being granted pursuant to

Title 15, » the counterintelligence statnte lo_ihe
cover EC only asked for

L [ @as opposed to the full TreoTr Teports requested in
e NoLs.

fUJC%(: A review of the 02/22/2007 EC froml Ireporting

the potential IOB infractions caused some confusion for the
writer, so on 03/08/2007 the writer had a phane conversation with
the drafter of the | EC. explained that
since it was a terrorism case, the v Tage In the NSLs was
correct, and each of the NSLs were reviewed and signed.

informed that the EC that was used was a mistake on

CTIE" DAYt Of the agent that drafted the cover document.

ladded that the investigation warranted the requested

NoTS and companies never would have been
confused 'ocy—rre—r—erause they do not receive a copy of that
document. The EC is merely used as a means of submitting the

NSLs (that were attached) to the case file. The mistake in the
EC, although sloppy, did not alter the investigation in anyway,
and this scrivener's error, citing to 1681u rather than 1681y,
did not violate any law. had the ability under a
terrorism investigation to—regquest—credit reports, and they made

that re - Therefore, OGC believes that the mistake made by
was administrative in nature, and does not warrant
Tting to the IOB.

bl () D.

@m for

ITTICIMation Lrom | | |
learned of the third-party mistake and took t TIacte steps

to sequester i 'onaq |records that were sent
to them. advi a ey did not do any indexing
or follow- alysis on the over-collected information.

4
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b2
+7E To: From: Office of the General Counsel
" TRe: “ITETAG-C1229736-VIO, 03/08/2007
(&) - |
(>< Despite the mistake- the FBI had a legal right to
i the over-collected information they received. However, since the
e records were not requested, | sequestered the
b7D documents. Therefore, no improper action on the part of
nh? | occurred, and OGC believes that this matter does not
o7E warrant reporting to the ICB.
ol (s) E.
1 ]
) [ | . = |
[ 1 | 1ssued a NSI,
requesting information [
ol In responSg To Tthat request, TNE Provider produced
b2 information T — L This additianan J
F Idat o 1
P7J 1 _| would have been
ol ObTainable by the field office had they requested it, The over-—
L7D collected information has been sequestered by -
”W““~@$6 A review of all the facts in this section demonstrates that
D2 o was not at fault in receiving _lrecords
p7E utside the scope of the properly issued NSE——UGU Believes this

matter does not warrant reporting to the IOB.
SUMMARY

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). ©On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB) and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Board. Among its responsibilities,
the IOB has been given authority to review the FBI's practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates that
Inspectors General and General Counsel of the Intelligence
Community components (in the FBI, the Assistant Director,
Inspection Division (INSD), and the General Counsel, Office of
the General Counsel (0GC), respectively) report to the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive. This language has been interpreted to mandate the
reporting of any violation of a provision of The Attorney
General's Guide'ines for FBI National Security Investigations and

SF}OR{J:.
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L7E To: From: Office of the General Counsel

pl

My e

b2
b7E

Re: "778-HQ-C1229736-vIO. 03/08/2007

Foreign Intelligence Collection (NSIG), effective 10/31/2003, or
other guidelines or regulations approved by the Attorney General
in accordance with EO 12333, dated 12/04/1981, if such provision
was designed to ensure the protection of individual rights.

(U) Violations of provisions that merely are
administrative in nature and not deemed to have been designed to
ensure the protection of individual rights are generally not
reported to the IOB. The FBI Inspection Division is required,
however, to maintain records of such administrative violations
for three years so that the Counsel to the IOB may review them
upon regquest. The determination as to whether a matter is
"administrative in nature” must be made by 0GC. Therefore, such

administrative violations must be reported as potential IOB
matters.

o hagz NSLs are a specific type of investigative tool
that allows the FBI to obtain certain limited types of
information without court intervention: (1) telephone and email
communication records from telephone companies and internet
service preoviders (Electronic Communications Privacy Act, 18
U.8.C. § 2709); (2) records of financial institutions (which is
very broadly defined) (Right to Financial Privacy Act, 12 U.s.C.S
3414(a) (5) (A}); (3) a list of financial institutions and consumer
identifying information from a credit reporting company (Fair
Credit Reporting Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4)

full credit report in an international terrorism case (Fair
Credit Reporting Act, 15 U.S.C. § 1681lv). NSLs may be issued in

conformity with statutroxu requirements, including 18 U.S.C. §
2709.

Sl

B In these eight potential IOR matters, OGC believes
that only three, these in sections A and B, warrant reporting to
the ICB. The other five matters are a result of administrative
or third-party errors. 1In regard to the relevant. but
unintentionally collected information, is instructed
to keep all information sequestered until a discussion is had
with the issuing entity. As to the reportable matters in
sections A and B, OGC will prepare a cover letter and a
memorandum to report these matters toc the IOB.

SE T
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TO: f l From: Office of the General Counsel
Re: "278-HQ-C1229736-VIO, 03/08/2007.

LEAD (s) :
Set Lead 1: {Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Action)

() In matters involving over-collected materials, the

o
T
L

-
=1

v

n2
o)

Field Office should contact the parties in which
re served and allow the entities td determine whether the
improperly or unintentionally acquired information should be
returned or destroyed with appropriate documentation tc the file.
If the information is relevant, a new NSIL requesting the
previously unrequested information may be submitted to the
entity.

(U) is reminded of its responsibility,
pursuant TO Deputy Director Pistole's directive of 03/06/2007, to
review all counterintelligence cases utilizing NSLs to determine

137Eif other full credit reports under 15 U.S.C. § 1681lv were

improperly obtained.

cc: Ms. Thomas
b6
B7C TOB Library
*
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