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CCR&T SEC 

FEDERAL BUREAU OF INVESTIGATION 

b2 
Date: 12/19/2006 Precedence: ROUTINE 

To: Inspection 
General Counsel 

Attn: IIS, Room 7 82 5:" 
Attn: NSLB, Room 7947 

From: 

Contact: SA t 
b2 
b7E 

b7C 

Approved By: 

Drafted By: L:plp 
Case ID #: (U) 278-HQ-C1229736-VIO '(Pending) 

Title: (U);^ REPORT OF A POTENTIAL IOB MATTER; 

Synopsis: (U) Report of a potential IOB Matter. 

0ÏÏ 

bl 

(U) 

Reference: 

DeriVed/From : G-3 
Declassify On : XI 1073946 

:s) 
':u) etails: The substantive investigation and serials of the 

b6 potential IOB .matter is referenced above. The relevant^iajLannns-L 
b7C i nvolved is SA Her supervisor is SS£ 

bl 
b6 
b7C 
bl 

IS) The potenti al IOB matter was discovered on 
12/18/2006 whe n SA | I was conducting a thorough review of 

]J"JY) ^^"It.q frnm a M^innal qô ny-i-t-w T̂ t-i-̂ v- (NSL) 
c 

b7C material until 
bl 

:s)b6 ( s ) 

.received the results on or 
> hut. dixL-not conduct a thorough review of the 

ib7C_ 
accompanied by an electronic communication (EC) 

prepared a NSL which was 

SC VUAJU*- W M 

CK i 
b6 
b7C 

NSL VIO-1605 



b2 
b7E 

To: Inspection From: 
Re: (U) 278-HQ-C1229' 

SEb^EI 

Jb-V10, 12/19/2006 

bl 
b6 
b7C 

(S) 
^ u n r.ne ~FT 
b6 

r,n 1 p agent requested information for telephone number 
when the number was intended to be 

Therefore, the NSL contained a substantive tynom-anh 
b7C Although the NSL was reviewed for errors, 

discover the incorrect number. SA 
ical error, 
did not 

I g \ T h o M SL was forwarded 
|with the incorrect number which resulted in 

the acquisition Of data that is not relevant tn An pnt-hnri7PH 
i nvest igat i on. | SA 

ved receivec a compact disc (CD) with results from the NSL. 
al on the CD was conducted| | 

I to a problem. This potential 
IOB violation ̂ was immediately reported to her supervisor and ADC 

which alerted SA£ 

b6 
b7C 
b2 
b7E 

This NSL did glean pertinent information towards 
the substantive case. Only the relevant material from the CD has 
been printed and placed in the substantive file. The material 
inadvertently obtained that is not relevant to the investigation 
has not been utilized in any manner. The C.p has been sealed in 
an envelope which is stored in SSA 
there until FBIHQ advises :afe. It will remain 

on the disposition of the CD. 

SEbajïT^ 

NSL VIO-1606 



SECRET. 
b2 
b7E To: Inspection From : 

Re: (U) 278-HQ-C1229736-VIO, 12/19/2006 

LEAD(s): 

Set Lead 1 : (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) Proceed as mandated. 

Set Lead 2 : (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Proceed as mandated. 

SECRfcS^ 

NSL VI01607 
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SECRK^ 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 

b6 
b7C 
b2 

(U) 
b2 
b7E 

bl 
b2 
b7E 

Precedence : 

To : 

ROUTINE Date: 02/01/2007 

Inspection 

Attn: 

Attn: 

SA 
S SA 
CDC 
IIS 
CRS 

From: Office of the General Counsel 
NSLB/CILIJ/Room 7 94 7 / 
Contact: 

Approved By: Thomas ,Tnl -i ̂  W 

Drafted By: 

Case ID #: (U) 

Title: (U) 
b2 

2 78-HQ-Cl22973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-1 

> s i s : I t is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

(U) Derived Frotti^^^fultiple Sources 
Dec 1 as s : 1 / 2 0 3 2 

Reference: (U) 278-HQ-C1229736-VIO Serial 1933 

Administrative: (U) (U) This communication contains one or 
more footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

Details : The refprpnrpH plprt-rnn^ communication (EC) from 
dated 12/19/2006, requested 

that OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. In our opinion, it 
does. Our analysis follows. 

JStJ-(ü). 
Letter (NSL) requesting 

-irpnsrnH -a w-iì--i r-pal Security 

S E CR 

01G/D0J REVIEW: 
FBI INVESTIGATE 
0IG/D0J INVESTIGATION: 

b6 
b7C NSL VIO-1608 



b2 
b7E 

SECRET 

To: From: Office of the General Counsel 
Re: (U) 278-HQ-C1229736-VIO, 02/01/2007 

b6 
b7C 

bl 
b7D 

bl 
b7D 

NSL also requested 
I S ) 

3 Due to an administrative error in drafting 
the NSL and the acco'tn , y i n g EC, the case agent requested 
information for the vn^Jg telephone number. Therefore, the NSL 
contained a substantive typographical error when it was sent to 
the provider. 

X--<ni) 

thorough review of the material 
realized the error. 

the case agent received a 
the NSL results. Qn 12/18/2006, upon a 

the case agent 

X - ! H L 
relevant to an authorized investigation 
was printed and placed in the substantive case file. 
the non-pertinent material was not printed, 
been sequestered. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community (in the FBI, the Assistant 
Director, INSD, and the General Counsel, OGC, respectively) 
report to the IOB "concerning intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
order or Presidential directive." This language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG) or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights. Violations of provisions 
that are merely administrative in nature need not be reported to 
the IOB. The FBI is required, however, to maintain records of 

( S ) 

]did contain some pertinent information 
The pertinent material 

However, 
itself has 

A "United States person" is defined in Section 101(i) of the 
Foreign Intelligence Surveillance Act (FISA), 50 U.S.C. § 1801, et seq., as "a 
citizen of the United States [or] an alien lawfully admitted for permanent 
residence (as defined in section 101(a)(20) of the Immigration and 
Naturalization Act). . . ." See also Section I.C fo the Attorney General's 
Guidelines for FBI National Security Investigations and Foreign Intelligence 
Collection (NSIG) (2003) . 

SEbRJ^T 

2 

NSL VI01609 



b2 
b7E 

To : 
Re : 

S E C ^ T 

(U) 
From: Office of the General Counsel 

2 7 8- HQ-C122 97 3 6-VI0, 02/01/2007 

bl 

b2 
b7E 

such administrative violations so that the Counsel to the IOB may 
review them upon request. 

(U) Under the Electronic Communications Privacy Act 
(ECPA), the FBI may seek telephone and email communication 
records from telephone companies and internet service providers 
when those records "are relevant to an authorized investigation 
to protect against international terrorism or clandestine 
intelligence activities." 18 U.S.C. § 2709. Moreover, under 
the NSIG, NSLs are an authorized technique and may be issued in 
conformity with statutory requirements during a preliminary or 
full investigation. 

( Ï Ï ) 

Due to inadvertent typographical error, 
esults on a telephone number that was not received NSL 

associated with the subject of an authorized investigation. Upon 
realizing the error, the case agent immediately notified her 
supervisor and took the proper steps to sequester the 
information. None of the non-relevant information from the 
original NSL results was uploaded into the FBI- computer systems, 
nor was any investigative action taken based on this information. 
However, due to the fact that there was an unauthorized 
collection of presumed U.S. person information, we must report 
this to the IOB. 

SECR: 

3 

NSL VIO-1610 



b2 
b7E 

SE^ET 

To: 
Re : 

From: Office of the General Counsel 
(U) 2 78-HQ-C122 973 6-VIO, 02/01/2007 

LEAD(s): 

Set Lead 1: (Action) 
b2 
b7E 

(U) The field should contact the carrier and ask 
whether the improperly or unintentionally acquired information 
should be returned or destroyed with appropriate documentation 
the file. 

Set Lead 2 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 
CC: Mb Thnrn^g 

IOB Library 
b6 
b7C 

ŜECÌR̂ T 

NSL VIO-1611 



February 1, 2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5 0209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
mpmnrarirli 
2007 

m entitled "Intelligence Oversight Board Matter 
" (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 2 7 8- HQ-C1229736-VIO - 2294 

UNCLASSIFIED WHEN 
DETACHED\FROM 
CLASSi/lEEl ENCLOSURE 

Derived From: X&iultiple Sources 
Declassify On: Xg2/01/2032 

SECRET 
/ \ NSL VIO-1612 



SECRET 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. Matt Olsen 
Deputy Assistant Attorney General 
National Security Division 
U.S. Department of Justice 
Room 22 0 0 C 

SESS^ET 
NSL VIO-1613 



SCÏfĉ T SEC 

k2 INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I | DIVISION 
IOB MATTER 2007-| [ (U) b7E 

(S I [ of the Federal Bureau 
reported a po.t.e.ntia 1 IOB invo 1 ving a 

' ] v;r. : ch, through a 
of Investigation(FBI 
National Security Letter (NSL) requested by[ 
transcription error, sought information about a telephone number 
belonging to a person who was not the subject of an FBI national 
security investigation. 

(S) prepared an NSL requesting subscriber information 
1 I 

Due to an administrative 

requested information for the wrong telephone number. Therefore, 
the NSL contained a substantive typographical error when it was 
sent to the provider. 

(S) upon a thorough review of the NSL 
results, the case agent noticed the discrepancy in the telephone 
number. The case agent immediately notified her supervisor and 
took the proper steps to sequester the information. None of the 
non-relevant information from the original NSL results was 
uploaded into the FBI computer systems, nor was any investigative 
action taken based on this information. 

Due to inadvertent typographical error, | |received 
, NSL results on a telephone number that was not associated with 
\ the subject of an authorized investigation. However, due to the 
fact that there was an unauthorized collection of presumed U.S. 
person information, the error is a reportable matter under 

^Section 2.4 of Executive Order 12863. 

Derived fronKiiultiple Sources 
Declassify/&q: 02/01/2032 

SEC 

SECRET 
NSL VIO-1614 



(Rev. 01-31-2003) 

SEC^JT 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 12/18/2006 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

b2 
b7E 

b7C 

(C) C a s e ID # : \S/ 278-^iO-C1229736 - VIO (Pending) 
b2 W 2 78 
b7E ^ 2 7 8 

Title: (U) REPORT OF POTENTIAL 
IOB MATTER 

C136372 (Pending) Il I 
•113 (Pending) n L 

'YX 

(U) 

(U) 

Synopsis-: Possible IOB error for non-compliance with a 
requirement of the Attorney General. 

bl Reference: (s] 

G-3 
25X1 

b2 

Enclosure(s): (U) Enclosed for the case files are one copy of 
the referenced EC. 

Details: 

b7C 
(U) Case Agents: SA 

b6 sa 
b7C 

S C 
CM 

SECRET 

b6 
-b7C 

NSL VIO-1615 



b2 

bl 
b6 
b7C 
b7D 

bl 
b6 
,b7D 

( S 

Possible I O B Error: 
Collection of toll billing records via National 

Security Letter (NSL) on a person not related to the 
investigation. 

(S) sa Riihm-i tted an MST, 1 1 

1 tor the telenhone si ihsrriher 1 1 

(S) SA 1 was assigned the case and 
reviewed the records provided by in response to the NSL. 

(S) Upon review of the records, SA 
that the incorrect telephone number, 
in the NSL and records provided by[~ 

identified 
was requested 

were for an unrelated 
third party. The unrelated third party is presumed to be an 
USPER. 

b6 
b7C 
b7D 
bbl 
«ib7D 

provided 
in EC, 

On 03/15/2006, SAI destroyed all documents 
and documented the destruction of the documents 

An NSL was then submitter! tn 

b^r b6 
b7C 

^ On 12/18/2006, SA was advised that-the above 
mentioned actions needed to be reported as an IOB violation. 

(U) 

SECRET 

2 

NSL VIO-1616 



To : 
Re : 

Inspection From: 
M ) 278-HQ-C1229736 - VIO, 12/18/2006 

b2 
b7E 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements. 

• • 

NSL VIO-1617 



(Rev. 01-31-2003) 072tf(l) 
SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date: 03/22/2006 

From: 

b2 
b7E 
b6 
b7C 

bl 
b6 
b7C 

Contact: SA 

Approved By: 

Drafted By: 

Case ID #: (S) 

Title: (S) 

IS) 

(Pending) bl 

bl 
b7D 

SYnppsis : jX^ Documents destruction of incorrect results from 
pertaining to National Security Letter (NSL) 

(U) 

(SJ 

Derived/From : G-3 
Declassify On: 25X1 

bl 

bl 
b7D 
b2 

M . 

Detalla: M an M.ÇT, wag -icjcm̂ H 

b7E (U) ( w 0 n 03/14/2005 SA i. o r b7C /\ 
SA 

Upon review of t h e results of the NSL provided by Jdetermined t h a t the incorrect phone number had been b6 
b7C sought in the original NSL. 
b7D v. 
^ 1 ' £ J All such documents provided 
^ ' on 03/22/2006. 
b7D 

was assigned the case. 

were destroyed 

SECR 

NSL VIO-1618 
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SECXÇT 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
b2 

(U) 

ill) 

ROUTINE Date : 01/23/2007 
b2 
b7E Attn: SAC 

ASA<1 
CDC 
SSA 
A/SSA 
SA 
SA 

Inspection Attn: IIS, 

b7C 

From: Office of the General Counsel 
NSLB/CILU/Roonj__L2A2 Z. 
Contact: SSA 

Approved By: 

Drafted By: 

Case I D # : 

Title: 

T h o m a c; J u l i <=> m 
) 278-HQ-C1229736-VIO' 

4 3 
Pending) 

INTELLIGENCE 
MATTER 2007-

OVER^IGHT BOARD 
b2 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

: u ) 

Reference: 

(U) Details: 

Deriveà\Jrom : G-3 
Declassify On: 25X1 

-]><( 278-HQ-C1229736-VIO Serial 1995 

b2 
b7E 

By electron.! c communication 
Field Office 

££) dated 12/18/2006, 
requested that OGC the 

review the facts of the captioA^d matter and determine whether it 
warrants reporting to the IOB. In our opinion, it does. Our 
analysis follows. 

:s) 
b7C 
b2 
b7E 

case agent, sûbmirtëd a National Security Letter (NSL)seeking 

OIG/DOJ REVIEV1 
FBI INVESTIGAI 
OIG/DOJ INVESTIGATION: 

SECÌF̂ ET 

UN.' / 
NSL VIO-1619 



b2 
b7E 

S^S^JE 
To: From: 
Re: 27 8-HQ-C122 97 3 6-VIO 

,ET 
Office of the 
01/23/2007 

General Counsel 

fS1 bl 
b6 
b7C 
b2 
b7E 

telephone records of a certain target. 
typographical error, 
erroneously transcribed.1 

Due to 
the telephone number on the NST, was 

SA was 
assigned the case and he reviewed the telephone records an̂ i 
dpt prmi nprj that they were not the target's records. 

immediately ceased review of the telephone records On 
03/15/2006, SA P | destroyed all improperly collected documents 
and records ana provided an EC to the case file.2 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board ( 
Preside 
establi 
Foreign 
the IOB 
and pro 
counter 

PIOB). On 09/13/1993, by Executive Order 12863, the 
nt renamed it the Intelligence Oversight Board (IOB) and 
shed the Board as a standing committee of the President's 
Intelligence Advisory Board. Among its responsibilities, 
has been given authority to review the FBI's practices 

cedures relating to foreign intelligence and foreign 
intelligence collection. 

(U) Sect 
Inspectors General 
Community component 
Inspection Division 
the General Counsel 
intelligence activi 
unlawful or contrar 
Directive. This la 
reporting of any vi 
General's Guideline 

ion 2.4 of Executive Order 12863 mandates that 
and General Counsel of the Intelligence 
s (in the FBI, the Assistant Director, 

INSD), and the General Counsel, Office of 
(OGC), respectively) report to the IOB 

ties that they have reason to believe may be 
y to Executive Order or Presidential 
nguage has been interpreted to mandate the 
olation of a provision of The Attorney 
s for FBI National Security Investigations and 

Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 

(U) Violations of provisions that merely are 
administrative in nature and not deemed to have been designed to 

( U ) 

b2 
b7E 

1 (U) In order to avoid any further dissemination of this 
incorrect telephone number, the number is not being listed in 
this document. 

On 12/18/2006, realized that this 
incident constituted an IOB violation and promptly reported the 
matter to OGC and the Inspection Division. 

SEC acfĉ T 

NSL VIO-1620 



b2 
b7E To : I From: 

Re: 27 8-HQ-C122 97 3 6-VIO' 

SECRET 
Office of the 
01/23/2007 

General Counsel 

ensure the protection of individual rights are generally not 
reported to the IOB. The FBI Inspection Division is required, 
however, to maintain records of such administrative violations 
for three years so that the Counsel to the IOB may review them 
upon request. The determination as to whether a matter is 
"administrative in nature" must be made by OGC. Therefore, such 
administrative violations must be reported as potential IOB 
ma 11 e r s. 

iU) NSLs are a specific type of investigative tool 
that allows the FBI to obtain certain limited types of 
information without court intervention: (1) telephone and email 
communication records from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709); (2) records of financial institutions (which is 
very broadly defined) (Right to Financial Privacy Act, 12 U.S.C.§ 
3414(a) (5) (A)); (3) a list of financial institutions and consumer 

U.-1 identifying information from a credit reporting company (Fair 
Credit Reporting Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) 
full credit report in an international terrorism case (Fair 
Credit Reporting Act, 15 U.S.C. § 1681v). NSLs may be issued in 

-i~iT • h -n-i—rt- n-ntnru—requirements, including 18 U.S.C. § confo 
2709. 

Ts> ;s> In this situation, due to the incorrect number 
stated in the NSL, the FBI received telephone toll billing 
records pertaining to a telephone number that was neither under 
investigation nor related to an investigation. Therefore, the 
information was improperly collected, although unintentionally 
so, in violation of the NSIG and ECPA. 

(U) Here, the target's rights were not violated because 
he was not the subject of the improperly collected information. 
It is unknown whether the erroneous information received 
pertained to a United States Person, inasmuch as there has been 
no review of the information. Nonetheless, based upon the fact 
that information which may be about a USP was improperly, 
although inadvertently, collected, and in accordance with the 
reporting requirements of Section 2.4 of Executive Order 12863, 
OGC will prepare a cover letter and a memorandum to report this 
matter to the IOB. 

SEckfST 

3 
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b2 
b7E To : 

Re : 
From : 

SE^ET 
Office of the General Counsel 

27 8-HQ-C122 9736-V10' 01/23/2 0 07 

b2 
b7E 

LEAD ( s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Information) 

Field Office, under normal 
circumstances, should contact the provider of the information and 
determine whether the improperly or unintentionally acquired 
information should be returned or destroyed with appropriate 
documentation to the file. This matter is moot, however, since 
the information has already been destroyed and an EC has already 
been placed in the subject's case file. 

cc : -LIS Th^ma g 

IOB Library 

b6 
b7C 

SECRET 

4 

NSL VIO-1622 



January 23, 2 007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 502 0 9 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
200 (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

278-HQ-C1229736-VIO - 2244 

UNCLASSIFIED WHEN 
DETACHEDAFROM 
CLASSIFIES) ENCLOSURE 

Derived \Fybm: G-3 
Declassify On: 25X1 

SE^ET 
NSL VIO-1623 



Mr. Stephen Friedman 

SE>SJ*ÉT 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. Matt Olsen 
Deputy Assistant Attorney General 
National Security Division 
U.S. Department of Justice 
Room 22 00 C 

S E ^ T 
NSL VIO-1624 



SECRET 

bl 
b7D 
b2 
b7E 

b2 
b7E 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
FIELD OFFICE 

MATTER 

IOB MATTER 2007 (U) 

()*() By electronic communication dated December 18, 
2 0 06, the Federal Bureau of Investigation (FBI 
Field Office reportedthat, 

(U) 

bl 
b7D 

the FBI 
submitted a National Security Letter (NSL) seeking telephone 

Due to a records relating to a certain target 
typographical error, the telephone number on the NSL was 
erroneously transcribed. On March 14, 2006, the telephone 
records were opened and it was determined that they were not the 

immediately ceased review of the target's records. [ 
telephone records. 

tsY Due to the incorrect number stated in the NSL, the 
FBIreceived records pertaining to a 
telephone number that was neither under investigation nor related 
to an investigation. The error was discovered upon receipt of 
the information, and the records were neither reviewed nor used 
for any investigative purpose. Despite the inadvertent nature of 
the mistake, the fact remains that information was improperly 
collected on a telephone number unrelated to an investigation. 
The overcollection was a violation 

matter is being reported to the IOB. 
Thus, the 

Deriv^iifioni: G-3 
Declas^irry\çn : 25X-1 

RET 

SECRET 
NSL VIO-1625 



(Rev. 01-31-2003) 

SECRET/^CON/NOFORN 

FEDERAL BUREAU OF INVESTIGATION 
¿y-

Precedence: PRIORITY Date: 12/18/2006 

b2 
b7E 
b6 
b7C 

bl 
b6 
b7C 
b2 
b7E 

bl 
b7D 

Inspection 
General Counsel 
Counterterrorism 

IIS, Room 11861 
NSLB, Room 797 5 

From: 

Synopsis: (S//OC/NF) To report that 
excessive data that w^w nni~ r-̂ rrnoof-oH 

ro aocument the 
sequester m y ana aestruction ot this data in FBI databases. 

( U ) X Derived From^^FÈI SCG G-3, Jan. 1997 
Declassify 8 / 2 0 31 

(U) Enclosure (s) : M LHM for CTD to disseminate to the Office of 
Intelligence and Policy Review (OIPR). 

bl 
b2 
b7E 
b6 
b7C 
b6 ' 
b7C 

Detail a: ( S //nc/MEM f 

] aata tnat was rece/ived 

¿ ¡ J ^ i/ 
! N'IR ••> •/ h ' 

C<\ [gfefO""] SECRE' )N/NOFORN 

NSL VIO-1630 



b2 
b7E 
bl 

To: 
Re : 

Inspect i nri Frnm • 
(S) 

bl 
b7D(C) 

bl 
b6 
b7C 
b7D 

bl 
b7D 
b6 
b7C 

bl 
b7D 
b6 
b7C 
b2 

bl 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 

SECRET/ORCONTMOFORN 

12/18/2006 

(S//OC/NF) TFO 
that I I provided 

noticed r 
TFO checked 

National Security Letters (NSLs) f 
that was received through the issuance of 

upon JNib-b results it appeared that[ 
information that was dated nrinr I 

"I provided 
L-^pntacted 

TFO 
about this matter 

Based 

(S) TFO I |and 
1 conti niipd Iti fnl 1 nu nr. 

I 
excessive data 

n TFO [ 
Hand e 

requesting that the 
called 

the, sequestered. On 
, who is a supervisor 

explained that previous requests were made since 
to sequester data 

regarding this matter the same day. 
An e-mail was also sent to 

TFO conti niipd to contact 
•egarding this matter. 

that information be provided as'to what specific rprnrHs tippHpH 
to,hp sermesterpd TFO I _J provided the e-mail that was sent 
to 

i m noticed that thp data wac gor-moo-t-^^ 

contacting TFO 
data as well. 

tfould be 
regarding the request to sequester this 

SECRET/ORÏS^Ï/NOFORN 

2 
NSL VIO-1631 



SECRET/ORCON/ ÎON/IÎOKQRN 
b2 
b7E 
bl 

bl 
b6 

To: Inspect, i on From: 
Re: (S) 12/18/2006 

with the sequestered data 
contactedl 

disks were not received as of yet. I 

advised that she had the disks 
On 

and advised that the 

]37C for the addresR of where to mail f 

bl 
b6 
b7C 
b2 
b7E 

bl 
b6 
b7C 
b2 
b7E 

]asked 
received 

tfas contacted 

request was being assigned to an analyst and would be completed 
shortly. | | 

received confirmation 
records were sequestered 

that the 

[S / / OC/NF) 
I contained the sequestered data for 

1 fipst rnvpH 

regarding the removal of the data 
is responsible for sequestering the 

:s//OC/NF) 
appropriate data was removed I 
sequestered 

confirmed, 
that the 

SECRET/GRCON/NOFORN 

1 Iregarding sequestering data 

Icomnlied with this rpniip.qf 1 
advised that the 

NSL VIO-1632 



b2 
b7E 
bl 

SECRET/ORCdH/NOFORN 

bl 
b7D 
b2 

bl 
b2 
b7E 

F o : T n s n p r t - i n r i F r o m • [ 
le : (S) 12/18/2006 

.that did not need to he spmipst-prptj and is in the process of recovering this data 

(s//r)r/NFM asserts that none of 
data was used in investigation 

was able to i n d s m n H p n U v n h t - a - i r l 

J:hrough the issuance of NSLs 

01 PR 
(S) rPnilPRf s O T P ) nrnvi Hp t-ho 

SECRET/dfcQ£)N/NOFORN 

4 

NSL VIO-1633 



b2 
b7E 
bl 

SECRET/ORCONSNOFORN 

Tn • TnQnprt" i nri Prnm-
le: (S) 12/18/2006 

LEAD(s): 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 
( U ) 

X For information and £ 

Set Lead 2 : (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

^ (M) For information and action if deemed appropriate 

Set Lead 3: (Action) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Request that CTD provide OIPR with the enclosed 
LHM. 
•• 

SECRET/ORCONT^OFORN 

5 

NSL VIO-1634 



SECRET 
Working\copy Page 

Set Lead 2 : (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

( U) M For information and action if deemed appropriate. 

Set Lead 3: (Action) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) OS) Request that CTD provide OIPR with the enclosed 
LHM. 

SECREKC 
NUSL VIO-1635 



(Rev. 01-31-2003) 

S EC^SJ^Z/NOFORN 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 
Date: 02/26/2007 

Attn: SAC 
CDC 

Counterterrorism 

Inspection 

Attn: ITOS l/CONUS 2/Team 6 

Attn: IIS 
b2 
b7E 
b6 
b7C 

(U) 

From: General Counsel / 
National SPHiri t~v T.aw/Rranr.Vi /r-TT.TTl 
Contact: 

Approved By: Thomas Julie 

Drafted By: 

EEKJ 

Case ID #": ^ g T i c - w m ^ [Pending) 
bl (s) 

T3 (Pe 
Pending),—_ ^ 

(TJ) Title: (Y) INTELLIGENCE OVERSIGHT BOARD 
(IOB) MATTER 2 007-7 04 

(U) Synopsis: It is the opinion of the Office of General 
Counsel (OGC) that the above-referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR) . OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

<U) < x 

Reference: (S 

Derived-^^ro^K^: G-3 
Declassi£^<Qn: 02/26/2032 

bl 
b7A 

C1G/D0J R E V O 
b 6 FBI INVESTIGAI 
b 7 C 01G/D0J INVESTIGATION: 

i SECRET/^OFORN 

DKTT.IL 

NSL VIO-1636 



b2 
b7E 

(S) 
bl 

;u) TO: 
Re : 

SECRETX/NOFORN 

From: General Counsel 
: fê) 278 - HQ-C12 2 97 3 6 -VIO, 02/26/2007 

(U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

Details : 
December 

(S//NF) By electronic common i r.al- i nn 
18, 2006, referenced above,1 

reported a possible IOB 
its onooincj counterterrorism error 

i n ves t i nat-innf 
m 

I r.r ) dated 
Division 

coninnr.fi on with 
1 

( S//NF) 

bl 
b6 
b7C 

(S) 
b2 
b7E 
bl 

Q See, EC from the 
date d 12/1-8Vo-6--,f 
hereinafter cit 

ni vi ginn fn tho ^noral C^ji^i. 
'yu ay 

( U ) 

TCT 

EC. 

(Ü) Id. 

SECRET//NÖKQRN 

2 
NSL VIO-1637 



b2 
b7E 

(U) 
TO-: 
Re 

SECRETi^/NOFORN 

From: General Counsel 
2 7 8- HQ-C122 97 3 6 -VIO, 02/26/2007 

( S ) 

/ IN r i 
1 

it 
bl 
b6 
b7C 
b2 
b7E 

bl 

reported the matter to both NSLB and the Office of Tntpl 1 i gpnrp 
Policy and Review "01 PR") . In addition, 

Hat- a l.fa Q gpr-mogf-p-r-aH 
yprifjpd that 

secmest erpd data 
rfere destroyed 

(U) As required by Executive Order (E.O.) 12863 and 
Section 2-56 of the National Foreign Intelligence Program Manual 
(NFIPM) , OGC was tasked to determine whether the surveillance 
errors described here are matters which must be reported to the 
IOB. ^ They must. 

(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 
directive." 

Tn thi c; in^tanrp 

Consequently, in accordance with E.O. 12863 and Section 
2-56 of the NFIPM, the error must be reported to the IOB, which 
this Office will do. 

b2 
b7E 

(S) Since all inadvertently obtained information has 
already been destroyed, no action lead to lis necessary. 

(U) 
Id. 

Id. 

NSL VIO-1638 



b2 
b7E 

(U) 
S ECRFK^/NOFORN 

"TO..: 
Re : 

From: General Counsel 
2 7 8- HQ-C1229736 -VIO, 02/26/2007 

(SI 

bl 
b2 

"Fr~>->~ figuro reference, information inadvertently obtained 
should not be destroyed unless directed by [_ 

Rather, the material should be collected, sequestered, sealed and 
delivered to OIPR for appropriate disposition! 

NSL VIO-1639 



JTTl, 
b2 "'"'To; 
b7E Re: 

SECRET OFORN 

From: General Counsel 
2 7 8-HQ-C12297 36 -VIO, 02/26/2007 

LEAD (s) : 

Set Lead 1: (Info) 

b2 
b7E 

(U) For information. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, P.C. 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION DIVISION 

AT WASHINGTON, P.C. 

(U) For review and action deemed appropriate 

cc : Ms. Thomas 

lUb LlJjidiy 
b6 
b7C 



February 26, 2 0 07 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandiim entitled "Intelligence Oversight Board Matter 
2 007 J I" (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 2 78-HQ-C1229736-VIO 

Derived 
Decla 

UNCLASSIFIED WHEN 
DETACHEX FROM 
CLASSIFIED ENCLOSURE 

om: G-3 
y On: 2 5X1 

SECRET NSL VIO-1641 



Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. Matt Olsen 
Deputy Assistant Attorney General 
National Security Division 
U.S. Department of Justice 
Room 22 00 C 

1 - Ms. Margaret Skelly-Nolen 
Acting Counsel 
Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

secret NSL VIO-1642 



S^S^ET 

b2 
b7E INTELLIGENCE OVERSIGHT BOARD (IOB) 

I I DIVISION 
IOB MATTER 2007-| "| (U) 

MATTER 

(S) 
Federal Bureau of Investigation ("FBI") has reported electronic 
surveillance errors in conjunction with its ongoing 
counterterrorism investigation of an identified U.S. person 
("USPER"). I 1 

;ice d thatf 1 nrovided 

bl 
b2 
b7E 
b7D 

also noticed 

bl 
b2 
b7E 
b7D 

(S) determined that provided 
1 

thereby resulting in an inadvertent over-collection, it reported 
the matter to both NSLB and the Office of Intelligence Policy and 
Review ("OIPR"). In addition. T I 

(U) This matter has been reported to the FBI's 
Inspection Division for appropriate action. 

Derived f^om : G-3 
Declassify \?n: XI 

SEb^ET NSL VIO-1643 



FD-962 (Rev, 03-21-2005) 

S E C R ^ 
FEDERAL BUREAU OF INVESTIGATION b2 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 01/25/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 97 5 

Title: ;U) REPORT OF POTENTIAL IOB MATTER 

L|JJ>i Synopsis : 

<U) 

To report possible IOB error. 

bl 
b7A 

Derived FroiiKj/^BI SCG-3, January 1997 
Declassify 0*^^01/25/2032 

Details: 

iS) The captioned potential Intelligence Oversight Board matter 

(S) A National Security Letter (NSL) was issued in the above 
referenced case to obtain subscriber information 

bl 
b7A 

HDuring the preparation of the 
NSL, two of the digits in the telephone number were transposed 
resulting in the request for subscriber i nform^t i on f 
for telephone number |instead of The NSL 
was approved and _issued, and the carrier provided records for 
telephone number 

•^C^txaJLH II I2.7 ioL 

i v i a A i y 

/ 

b6 
b7C 

SECRET 

N^L VIO-1644 



a H 2 'b7E'T-Q.: 
Re: 

SE 

Inspection From: 

S) 
bl 
b2 
b7E 

( S ) 
b6 
b7C 
b2 
b7E 

(S) 

b2 
b7E 
b6 
b7C 
bl 

278-HQ-C1229736-VIO, 01/25/2007 

(^i After the carrier's return of the NSL and corresponding 
fecoras, an analyst from another division discovered that the numbers 
had been transposed and telephonicallv notified 
Special Agent I Lh o prepared the NSL.T 

Agent, 

Resident Arrpnt-
I SA 

jinfnrmpH hi s quiiprvigA^ Supervisory Seni 
SSRA) 
and SSRA 

of the error. [_ 
or 

] 
reviewed 319X-HQ-A1487720-OGC, Serial 

290, dated 01/03/2007, for guidance in reporting the matter and taking 
corrective action. 

290, SA After receiving 319X-HQ-A1487720-OGC, Serial 
contacted Associate General Counsel (AGC) Patrice Kopistansky who 
advised him to contact[ 
to also remove the recordsj 
2007, SA Gaylord notified 

of tiia 
removal of the rer.ord.sf 

error 

]Division's Chief Division Counsel and 
On January 9, 

Counsel (ADC) Associate 
SA r la. 

Division 
.so fari 1 i 1-31-pH 

direction, r 
Ppr "ÄfirT 

stored in a safe 
"lrecords were secured 

SECI^T 

NSL VIO-1645 



(U) 

To:\ Inspection From: 
Re: 2 7 8-HQ-C122 97 3 6-VIO, 01/25/2007 

b7E /\ 
LEAD(s): 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For appropriate action. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

b2 (U) General Counsel is requested to review the 
b7E circumstances regarding the possible IOB violation and to subsequently 

provide ADC I I direction regarding the disposition of the 
records which were inadvertently collected. 

NSL VIO-1646 



(Rev. 01-31-2003) 

SECRfeq^ 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 
Date: 02/26/2007 

Attn: SAC 
CDC 

b2 
b7E 
b6 
b7C 

( U ) 

Counterterrorism 

Inspection 

From: General Counsel 
NSLB/CTLU I 
Contact: SSA 

Approved By: Thomas Julie FU^M7^ 

Drafted By: 

Attn: ITOS 1, CONUS IV 

Attn: IIS 

Case ID #:(Vj 278-HQ-CI229736-VIO (Pending) 

(U) Title: 
b2 

INTELLIGENCE OVERSTEDT BOARD (IOB] 
MATTER 2007 

(U) Synopsis: (fi) The i w 
General Counsel (OGC) review a potential Intelligence Oversight 

Division requested that the Office of 
Board (IOB) error and determine whether it is reportable to the 

D / bIOB. It is the opinion of OGC that this matter must be reported 
to the IOB. OGC will prepare and deliver the necessary 
correspondence to the IOB. 

( U ) 
(U) Reference: 

Derived FroA : G-3 
Declassify^NDn: 02/26/2032 

27 8-HQ-C1229736-VIO, Serial 2112 

Details: (S)f 
Pursuant to this 

bl 
b7A 

investigation, a National Security Letter (NSL) wa.q ig^nprl 
requesting subscriber information! 
records in accordance with 18 U.S 
preparation of the NSL two of the dig-its -in f 
number were transposed 

C. $2709. Dnrina t^P 

b6 . 
b7C )IG/D0J REVIEW 

FBI INVESTIGATE 
Ĉ Ü;ö0J INVESTIGATION: 

ATE: 3 IT 

rçjtET -

NSL VIO-1647 



( i s 2 
b7E To : 

Re : 

SECREÌ 

From: Office of the General Counsel 
2 78-HQ-C122 973 6-VIO, 02/26/2007 

bl \ 
b2 information | 
b7E a FBI investigation. 

records nf a mimhpr thnh t.t̂ s not relevant 

prior to discovery ot the error. 

(S) It should be noted that, upon discovery of this 
error, the case agent immediately sought advice as to how to 

]j2 rectify the situation. The cap*3 arrant- pursuant to this advice, 
removed the information f 1 and stored 
the original data, as well as one copy, in a safe. 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

NSL VIO-1648 



Iff. 

b7E Re : 278 

SEORET 

From: Office of the General Counsel 
HQ-C122 973 6-VIO, 02/26/2007 

bl 

(U) 

(U) 

(U) 
NSLs are a specific type of investigative tool that 

allows the FBI to obtain certain limited' types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 168lu(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). NSLs may be issued in conformity with statutory 
requirements, including 18 U.S.C. § 2709. 

(X) Here, due to the incorrect number stated in the 
NSL, the FBI received records pertaining to a telephone number 
that was not relevant to an authorized investigation. Therefore, 
the information was improperly collected, although 
unintentionally so, in violation of the NSIG and ECPA. 
Accordingly, this incident must be reported to the IOB. 

In accordance with the reporting requirements of 
Section 2.4 of Executive Order 12863, OGC will prepare a cover 
letter and a memorandum to report this matter to the IOB. 

SECRET 

3 
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(U) 
To..: 
Re: 

SECRET 

: the Ge From: Office of the General Counsel 
: 2"78~^HQ-C122 973 6 -VIO, 02/26/2007 

b 2 LEAD (S) : 
b 7 E Set Lead 1: (Action) 

(U) I Field Office should contact the 
carrier and ask whether the improperly or unintentionally 
acquired information should be returned or destroyed with 
appropriate documentation to the file. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, P.C. 

(U) For information. 

Set Lead 3 : (Action) 

INSPECTION 

AT WASHINGTON, P.C. 

(U) For action deemed appropriate, 

cc : Ms Thnma 

IOB Library b6 
b7C 

NSL VIO-1650 



February 26, 2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5 0209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2 0 0 7 (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 2 7 8- HQ-C12 2 973 6 -VIO - 2321 

UNCLASSIFIED WHEN 
DETACHE&fFROM 
CLASSIFIED ENCLOSURE 

DerivecKEiiom: G-3 
Declassify On: 02/26/2032 

NSL VIO-1651 



SEÄRET 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. Matt Olsen 
Deputy Assistant Attorney General 
National Security Division 
U. S. Department of Justice 
Room 22 00 C 

1 - Ms. Margaret Skelly-Nolen 
Acting Counsel 
Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 615 0 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

NSL VIO-1652 



SECRET 

bl 
b2 
b7E 

b2 
b7E 

b2 
b7E 

T1\TTFT,T THENCE OVERSIGHT BOARD {IOB) 
FIELD OFFICE 

MATTER 

IOB MATTER 2 0 C ^ 1 (U) 

(S) By electronic communication dated January ?.5, 
Field 2 0 07, the Federal Rn-rean of Investigation FBI 

Office reported that I the FBI issued a 
National Security Letter (NSL) seeking subscriber information | | 
I I records. Due to a typographical error 
made bv the FBI on the NSL, the FBI obtained I , • 

records pertaining to a telephone number that was not 
relevant to an authorized investigation, 

Thus, the matter is being reported to the IOB. 

(S) The FBI deleted the information 
and sequestered the data. The FBI "will return the 

inadvertently obtained data to the telephone carrier, or destroy 
the data with documentation to the file. 

Derived from: G-3 
Declassify onA02/26/2032 

sec^ÊT 

NSL VIO-1653 



FD-962 (Rev. 03-21-2005) 

(U) 

(U) 

(U) 

bl 
b7D 
b6 
b7C 

S E ^ E T 
FEDERAL BUREAU OF INVESTIGATION 

b2 

O 
Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 01/19/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 97 5 

From: 

Contact: TFO 

Approved By: 
b2 
b7E 
b6 

(U) Eb7C 3d By: 
Case ID # : M 7 7a-nn-n ??Q7^-VTn 

III IIF0iHàTï01 eOUTàlilB' 
HEKEIiF IS Dire LAS SIFI1D EXCEPT 
'/HERE 2HCCT OTHERWISE 

bl (s) (S) 

Title: (U) POSSIBLE INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

To report possible IOB error. Synopsis : 

(U) 
Derivèdîrom : G-3 
Declas-sriy On: XI 

Details : 

(S) 1 
bl 
b6 
;b 7 Cv 
) 3. Possible IOB Error: 

bl (S) 

) 4. Description of IOB Error. 

(S) A National Security Letter (NSL) 
I Mas .mihmi fhprl I I Torfiiooh ĵ rj 

information 

ÀAAJÔUUT 
C M , 

M I \ di- ci 
$ ZIJIR b6 

b7C 

SECRET 
\ NSL VIO-1654 



(m b2 
b 7 E To-

bi R e 
Inspection From: 

SEb^ET 

2 7 8- HQ-C122 973 6 -VIO, 01/19/2007 

] the case agent did not 
information until I On 

the case agent noticed 
The NSL that was served to 

specifically noted should not 
be included). The case agent immediately sequestered the original 
results that were stored in the 1-A envelope as well as the copy that 
was made from the original. Since the I 1 CDC was out of the 
office on 01/16/2007 and 01/17/2007, the case agent was not able to 
notify the CDC about this matter until 01/18/2007. On 01/ 18/2.007 the 
case agent provided the original and copy of the records to 
CDC 

(S) 
records provi dëdT 1 It was determined thatf provi lde£ 

bl 
b6 
b7C 
b2 
b7E 
b7D 

bl 

I sequestered and sealed those rer-ord^T 
CDC 

maintain the sequestered and sealed records under locked conditions in 
his office. 

CDC will 

the improperly provi dëd[ J information to the case agent 
for investigative purposes in that such records were properly provided 

to t h e | i D i v i s i o n in response to the above-stated NSL. 

(S) No information pertaining to the tainted 
information was entered into ACS. I ' li nformat i on 

is being stored in the 1-A at this time. 

SECHST 
2 NSL VIO-1655 



• I [ ToX Inspection From: I 
Re : JXF 218-HQ-C1229736-VIO, 01/19/2007 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SECRÏFS^ 
3 NSL VIO-1656 




