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Precedence: ROUTINE Date: 12/19/2@06
To: Inspection " Attn: 1IIS, Room 7825”"¥
General Counsel Attn: NSLB, Room 7947
From:

;on;act: SA

olte Approved By:
hTE
b6
p7C
Drafted By: L:plp

s
Case ID #: (U) 278—HQ-C1229736—VIO'\‘(Pending)

Title:iU?>6 REPORT OF A POTENTIAL IOB MATTER;

Synopsis: (U) Report of a potential IOB Matter.
s Deri rom : G-3 1073946
Decl ify On: X1

bl Reference: (S)

iU)etailsrmeS( The substantive investigation and serials of the

b6 potential IOB matter is referenced above. The relevant_persannel
b7C —involved is Sd Her supervisor is SSAH

bl (S)

bt

b7C . .

(S) Theﬁfffffiﬁl IOB matter was discovered on

bl 12/18/2006 when SA was conducting a thorough review of
07D results from a Natrional Secnrits Tottar (NSL) I I
b6 received the results on or

L pbut did not conduct a thorough review of the

b7C material until]

(Sj (s) | Iprepared a NSL which was
D accompanied by an electronic ceommunication (EC) | |
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b7C Although the NSL was reviewed for errors, SA]

A4

b6
p7C

bo
bi7C
b2

L7E

E:Ln Lnc RO, this agent requested i1nformation for telephone number
l — | when the number was intended to be | |

QEBQE?
To: Inspection From:

Re: (U) 278-HQ-C1229736-VIO, 12/19/2006

Therefore, the NSL contained a substantive ty : ical error.
did not

discover the incorrect number.

(S __Theo NST was forwardedl

ith the incorrect number which resulted in

the acquisition of data that is not relevant to an anthorized

fffffft ation. | _ SA

Freceived a compact disc (CD) with results from the NSL.

rA_nguxuunﬁ review of the material on the CD was conducted
which alerted SA[___ Jto a problem.

This potential
10B violation was immediately reported to her supervisor and ADC

?SQ This NSL did glean pertinent information towards
the substantive case. Only the relevant material from the CD has
been printed and placed in the substantive file. The material
inadvertently obtained that is not relevant to the investigation
has not been utilized in any mannef.__lhﬁ_QD has been sealed in
an envelope which is stored in SSA safe. It will remain
there until FBIHQ advises on the disposition of the CD.
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v7F To: Inspection From:

SECRER.

Re: (U) 278-HQ-C1229736-VIO, 12/19/2006

LEAD (s) :
Set Lead 1: (Discretionary)
INSPECTION

AT WASHINGTON, DC

{(U) Proceed as mandated.

Set Lead 2: (Discretionary)

GENERAL COUNSEL

AT WASHINGTON, DC

() Proceed as mandated.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/01/2007
To: Attn: SA
SSA
CcDC
Inspection Attn: IIS
CRS

From: Office of the General Counsel
NSLB/CILU/Room 7947 |
Contact: (202) 324

Approved By: _Thomas Julie Pfﬂ]&J

Drafted By: 2;6¥4f%)

Case ID #: (U) 278-HO-C1229736-VIO” (Pending)

D

Title: (U) INTELLIGENCE_QVERSIGHT BOARD
1) MATTER 2007

|

Synopsis: QQ It is the opinion of the Office of the General
Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB). OGC will prepare and deliver
the necessary correspondence to the IOB.

tUjﬂwﬂ~}g§ Derived Frdm-: ultiple Sources
Declassi On: 1/2032

Reference: (U) 278-HQ-C1229736-VIO Serial 1933

Administrative: (U) (U) This communication contains one or
more footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.

dated 12/19/2006, requested

that OGC review the facts of the captioned matter and determine
whether it warrants reporting to the IOB. In our opinion, it
does. Our analysis follows.

I
EU) Lvor\:‘rnrq N R nal Security
Letter (NSL) requesting

1

01G/DOJ REVIEW: DATE: /A

FBI INVESTIGATIO Yir)
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To: f J From: OCffice of the General Counsel
Re: (1) 278-HQ-C1229736-VIO, 02/01/2007

bl
b7D

bl
7D

NSL also requestéﬁ I

— ]

| Due to an administrative error in drafting 18

the NSL and the accom ying EC, the case agent requested
information for the thjg telephone number. Therefore, the NSL
contained a substantive typographical error when it was sent to
the provider. :

tS(iWJ ) the case agent received a
[ jthe NSL results. On 12/18/2006, upon a
thorough review of the material the case agent

realized the error.

=) |did contain some pertinent information
relevant to an authorized investigation. The pertinent material
was printed and placed in the substantive case file. However,
the non-pertinent material was not printed,f_ itself has
been sequestered.

(U} Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community (in the FBI, the Assistant
Director, INSD, and the General Counsel, OGC, respectively)
report to the IOB “concerning intelligence activities that they
have reason to believe may be unlawful or contrary to Executive
order or Presidential directive.” This language has been
interpreted to mandate the reporting of any violation of a
provision of the Attorney General Guidelines for Natijonal
Security Investigations and Foreign Intelligence Collection
(NSIG) or other guidelines or regulations approved by the
Attorney General in accordance with E.O. 12333, dated 12/04/1981,
if such provision was designed in full or in part tc ensure the
protection of the individual rights. Violations of provisions
that are merely administrative in nature need not be reported to
the IOB. The FBI 1is required, however, to maintain records of

! A "United States person" is defined in Section 101({i) of the

Foreign Intelligence Surveillance Act (FIBA), 50 U.S.C. § 1801, et seg., as "a
citizen of the United States ([or] an alien lawfully admitted for permanent
residence (as defined in section 101(a) (20) of the Immigration and
Naturalization Act). . . ." See also Section I.C fo the Attorney General's
Guidelines for FBI National Security Investigations and Foreign Intelligence
Collection (NSIG) (2003).
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2
NSL VIO-1609



~3 DD

2

oo

bl

.

SE5§§F

To: | | From: Office of the General Counsel
RE: (U 278-HQ-C1229736-VIO, 02/01/2007 '

-

such administrative violations so that the Counsel to the IOB may
review them upon reguest.

(U) Under the Electronic Communications Privacy Act

{ECPA), the FBI may seek telephone and email communication
records from telephone companies and internet service providers
when those records "are relevant to an authorized investigation
to protect against internaticnal terrorism or clandestine
intelligence activities." 18 U.S.C. § 2709. Moreover, under
the NSIG, NSLs are an authorized technique and may be issued in
conformity with statutory regujrements during a preliminary or
full investigation.

{m-

Due to inadvertent typographical error,[:::::]
received NSL results on a telephone number that was not
assoclated with the subject of an authorized investigation. Upon
realizing the error, the case agent immediately notified her
supervisor and took the proper steps to sequester the
information. None of the non-relevant information from the
original NSL results was uploaded into the FBI' computer systems,
nor was any investigative action taken based on this information.
However, due to the fact that there was an unauthorized
collection of presumed U.S. person information, we must report
this to the IOB.
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L7E 'I‘o:| | From: Office of the General Counsel
" Re: (U) 278-HQ-C1229736-VI10, 02/01/2007
LEAD (g) :

Set Lead 1: {({Action)

oo
-1 N

e

(U} The field should contact the carrier and ask
whether the improperly or unintentionally acguired information

should be returned or destroyed with appropriate documentation to
the file.

Set Lead 2: (Action)
INSPECTION

AT WASHINGTON, DC

(U} For action deemed appropriate.

CC: Ms. Thomas

bo
. b7C
ICB Library

*
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February 1, 2007

BY COURIER

Mr. Stephen Friedman
Chaixrman

Intelligence Oversight Board
Room 506208

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:
Enclosed for your information is a self-explanatory

memoraadym entitled “Intelligence Oversight Board Matter
203871 (U}

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
tne Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
{U)

Ernclosure

1 -~ 278-HQ-C1229736-VIO - 2294
UNCLASSIELED WHEN
DETACHEIX FROM
CLASSIFIER ENCLOSURE

Derived From: ultiple Sources
Declassify On: 2/01/2032
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SECRET
Mr. Stephen Friedman

Should you or any member of your staff reguire additiocnal
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (1)

Sincerely,

Juiie F. Thomas
Deputy Ceneral Counsel

1 - The Honorable Alberto R. CGonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. Matt Olsen
Deputy Assistant Attorney General
National Security Division
U.S. Department of Justice
rRocm 2200 C

SBERET
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bo INTELLIGENCE_OVERSIGHT BOARD (ICB) MATTER
bR [ | DIVISION
- TOB MATTER 2007{ | (U)
ts#““&§y~nmmw,wuuwuﬂn of the Federal Bureau

of Investigation (FBI) reported a- potential IO0B involving a
National Security Letter (NSL) reguested b}which ~throuch a
transcription error, sought information abcocut a telephone numbetr
velonging to a person who was not the subject of an FBI national
security investigation.

(S) prepared an NSL requesting subscriber information

| Due to an administrative

errcr 1n drafting the NSL and the accompanying EC, the case agent
requested information for the wrong telephone number. Therefore,
the NSL contained a substantive typographical error when it was
sent to the provider.

(Sﬂ | upcn a thorough review cf the NSL
results, tne case agent noticed the discrepancy in the telephone
number. The case agent immediately notified her supervisor and

took the proper steps to sequester the information. None of the
non-relevant information from the original NSL results was
uploaded into the FBI computer systems, nor was any investigative
action taken based on this information.

¥ Due to inadvertent typographical error, Dreceived
NSL results on a telephone number that was not associated with
. the subject of an authorized investigation. However, due to the
" fact that there was an unauthorized collection of presumed U.S.
person information, the error is a reportable matter under
Section 2.4 of Executive Order 12863.

Derived fromy ultiple Sources
Declassify : 02/01/2032
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FEDERAL BUREAU OF INVESTIGATION

B b2
1
Precedence: ROUTINE Date: 12/18/2006
To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975
From: f l

| | I
Contact: SA

P, B —
b2 Approved By:
b7E
b6
Bi7C
Drafted By: .
| 145
] ‘Case ID #: \S) 278-H0O-C1229736 - VIO (Pending)/lq\
p2 X)) 2781 }C136372 (Pending) _(\{
bE 18 278 t113 (Pendlng)/\U%
Title: (U) REPORT OF POTENTIAL
I0B MATTER
EUIWSYﬁOpSiS;MM Possible IOB error for non-compliance with a

requirement” of the Attorney General.

iUJMHHWMM_%U€>ﬂi Derive m : G-3
Decl 1f ;. 25X1

1 Reference: (8)

Enclosure(s): (U) Enclosed for the case files are one copy of
the referenced EC.

Details:
stails: [ |

bl
be
b7C ><
...-0B) Case Agents: SA
. n7C ‘
| ) sﬁﬁqgl ‘
‘ - NINPS .
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O /g, Inspection From: |
‘U’“Re~:~~-~...§< 278-HQ-C1229736 - VIO, 12/18/2006

MRS SYs _G§< Supervisors: SSAL_

b7C A/SsH

(-
© 75| Possible IOB Error:
Collection of toll billing records via National
Security Letter (NSL) on a person not related to the
investigation.

(s) sal | submitted an NSL | |

| Tor thne Celepione subhscriber |

bl
06
?jC’ (s) 1 | sal was assigned the case and
piD reviewed the records provided by in response to the NSL.
b1 (S) Upon review of the records, SA identified
b that the incorrect telephone number, | was requested
6

in the NSL and records provided by | | were for an unrelated
2% third party. The unrelated third party is presumed to be an
I: Sk; 'D uspERr.

b R (% ©On 03/15/2006, SA destroyed all documents
o provided}] and documented the destruction of the documents
b7C  in EC,
b7D
rbl tgf An NsL | | wag thepn submitted to
o]

R (X on 12/18/2006, SA i

bE _ B . : . was adviged that»the above
170 mentioned actions needed to be reported as an IOB violation.

o

NSL VIO-1616
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. | I b2
To: Inspection From:

il Rérww9<) 278-HQ-C1229736 - VIO, 12/18/20C06 b7E

LEAD (s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) Read and clear.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements.

*"
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FEDERAL BUREAU INVESTIGATION

Precedence: ROUTINE Date: 03/22/2006

To:

072t(1)

From:

Contact: SA

Approved By:

Drafted By:

Case ID #: (S) (Pending) bl

Title: (S)

pSlSM Documents destruction of incorrect results from

f% pertaining to National Security Letter (NSL)
) s _k_.) |
tUJWunwn@§< Deriv From : G-3
Declasgéyfy On: 25X1
S
g
H M| |:m NST, waa 'iqqnnﬂl
p1
b7D
b2
; 6 .
bggu ii;” HH'“'“wC&( On 03/14/2005 SA was assigned the case.
QA

. Ff————1 r__jﬁ% Upon review of the results of the NSL provided by
b6 . SA determined that the incorrect phone number had been
n7C sought in the original NSL. '
b7l
. :S:l MAllSUCh documents--provided were destroyed
1;; on 03/22/2006.

LIl se

SM

NSL VIO-1618
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/23/2007

To: = Attn: SAC

Inspection Attn: TIIS,

From: Office of the General Counsel
NSLB/CILU/Room 7947 ya
Contact: SSA

Approved By:' Thomas Tnlie rOﬁUVU

b6
piC
2 Drafted By: L
Case ID”#?“}XQ 278-HQ-C1229736-VIio~" Pending)
tT.Th'v-»v»~Tit1e;.v..v.,,_,§< INTELLIGENCE_OVERSIGHT BOARD
MATTER 20074 b2
e ‘SyﬁOpsiST““C%i It is the opinion of the Cffice of the Genereal
Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB). OGC will prepare and deliver
the necessary correspondence to the IOB.
(0 Derive rom : G-3
wme DeclassiXy On: 25X1
Reference: s 278-HQ-C1229736-VIO Serial 1995
EUT“Détail§E“m;§< Bv electronic communication (EC) dated 12/18/2008,
thel |Fieid Office requested that 0OGC
b2 review the facts of the captio matter and determine whether it
LT E warrants reporting to the IOB. In our opinion, it does. Our
"7 analysis follows.
hé (S)
e case agent, sUDmMITred a Naclonal Security Letter (NSL) seeking
bz . | SE%T
b7E bo
6 b7C v
. :
0IG/DOJ REV | UAE:

FBI INVESTIGATION —— /)
0IG/DOJ INVESTIGATION:__ -~
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To: From: Office of the General Counsel
Re: 278-HQO-C1229736-VI0., 01/23/2007

telephonel Irecords of a certain tarcget. Due Lo a

typographical error, the telephone number on LI STLow
erroneolsly transcribed.* | SA was

. assigned the case and he reviewed the telephone reacoc ol

determired that they were not the target's records.

immediately ceased review of the telephone records. ©On

G3/15/20060, SA |destroyed all impreperly ccllected documents
and records and provided an EC to the case file.?

{U) The President, by Executive Order 12324, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1983, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (ICB) and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Board. Among its responsibilities,
the TIOB has pbeen given authority to review the FBI’s practices
and procedures relating to foreign intelligence and fcreign
counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates that
Inspectors General and General Counsel of the Intelligence
Community components (in the FBI, the Assistant Director,
Inspection Division (INSD), and the General Counsel, Office of
the General Counsel (OGC), respectively) report to the IOB
intelligence activities that they have reason to pbelieve may be
unlawful or contrary to Executive Order or Presidential
Directive. This language has been interpreted to mancate the
reporting of any violation of a provision of The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Coilection {NSIC), effective 10/31/2003, or
cther guidelines or regulations approved by the Attorney General
in accordance with EO 12333, dated 12/04/1981, if such provision
wes designed to ensure the protection of individual rights.

(U) Violations cof provisions that merely are
administrative in nature and not deemed to have been designed to

" (U) In order to avoid any further dissemination of this
incorrect telephone number, the number is not being listed in
this document.

"""""" : “xéﬁ on 12/18/2006, | |[realized that this
incident constituted an IOB violation and promptly reported the
matter to OGC and the Inspection Division.

séEhQ{

2
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b7E  To:! From: Office of the General Counsel
Re: 278-HQ-C1229736-VI0, 01/23/2007

-

ensure the protection ¢f indivicual rights are generally not

reported to the IOB. The FBI Inspection Division 1s required,
however, to maintain reccords of such administrative violations
for three years so that the Counsel to the 0B may review them

upon request. The determination as to whether a matter 1s
"administrative in nature” must pe made by 0GC. Therefore, such
administrative violations must be reported as potential IOB
matters.

(U] agi NSLs are a specific type cf investigative tool
that ailows the FBI to obtain certain limited types of
information without court intervention: (1) telephcne and email

communicatior records from telephone companies and internet
service providers {(Electronic Communications Privacy Act, 18

U.s.Cc. § 2709); (2) records of financial institutions (which is
very broadly defined) (Right to Financial Privecy Act, 12 U.S.C.§
3414 (aj (5) (A)); (3) a list of financial institutions and consumer
identifying informaticn from a credit reporting company (Failr
Credit Reporting Act, 15 U.S.C.§§ 16é8lu(a) and (b)); and (4)

full credit report in an international terrorism case (Fair
Credit Reporting Act, 15 U.3.C. § 1681lv). NSLs may be issued in
confopweedsma il orarnsaxu_xegulirements, including 18 U.5.C. §
2709.

?§T In this situation, due to the incorrect number
stated in the NSL, the FBI received telephone toll billing
records pertaining to a telephone number that was neither under
investigation nor relatecd to an investigaticn. Therefore, the
informaticn was improperly coliected, although unintentionally
s¢, in violation of the NSIG and ECPA.

(U) Here, the target's'rights were not vioclated because
he was not the subject of the improperly collected information.
It is unknown whether the erronecus information received
pertaincd to a United States Person, inasmuch as there has been
no review of the information. Nonetheless, based upon the fact
that informaticn which may be about a USP was improperly,
although inadvertently, collected, and in accordance with the
reporting requirements of Section 2.4 of Executive Order 12863,
OGC will prepare a cover letter and a memorandum to report this
matter to the IOB.

Séékﬁ?
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To: From: Cffice of the General Counsel
Re: 278-HQ-C1229736-vI0, 01/23/2007

LEAD(s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Information)

AT

(Ul |Field Office, under normal

circumstances, should contact the provider of the information and
cetermine whether the improperly or unintentionally acguired
information should be returned or destroyed with appropriate
documentation to the file. This matter 1s mcot, however, since
the information has already been destrcyed and an EC haes already
been placed in the subject's case file.

ce: Mg Thaomas

jo1¢]
b7C

IOR Library

*

SECRET
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January 23, 2007

BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17°" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:
Enclosed for your information is a self-explanatory

memorandum entitled “Intelligence Oversight Board Matter
200 (U) .

The memcrandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.

(v
Enclosure
1 - 278-HQ-C1229736-VIO - 2244
UNCLASS ED WHEN

DETACHEDAFROM
CLASSIFJIER ENCLOSURE

Derived om: G-3
Declassi On: 25X1

SE><ET
NSL VIO-1623
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Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. Matt Olsen
Deputy Assistant Attorney General
National Security Division
U.S. Department of Justice
Room 2200 C

s

NSL VIO-1624



SEC&;T

R INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
bz |FIELD OFFICE
b7E TOB MATTER 2007{ I(U)

_ (5 O{) By electronic communication dated December 18,
1 2006, the ‘Federal Bureau of Investigation (FBI)|
Field Office reported that,[ [ the FBI

LD itted a National Security Letter (NSL) seekin telephone[::::]
b2 records relating to a certain tafget[:::fE:] Due to a
b7E vpographical error, the telephone number on the NSL was
erroneously transcribed. On March 14, 2006, the telephone
records were opened _and it was determlned that they were not the

target's records. | |immediately ceased review of the
telephone records.

~..-{8Y Due to the incorrect number stated in the NSL, the
... FBI 'received |records pertaining to a
- telephone number that was neither under investigation nor related
ol to an investigation. The error was discovered upon receipt of
57D the information, and the records were neither reviewed nor used
for any investigative purpose. Despite the inadvertent nature of
the mistake, the fact remains that information was improperly
collected on a telephone number unrelated to an investigation.
The overcollection was a violation]

Thus, the

matter 1S being reported to the 1I0B.

Derive om: G-3
Declassa n: 25X-1
S%ET

SE\G\ET
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SECREprQESN/NOFORN

FEDERAL BUREAU OF INVESTIGATION

= b2
a7~
Precedence: PRIORITY Date: 12/18/2006
To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Rcom 7975
Counterterrorism Attn: SSA

From:

Approved By:

Drafted By:

Case ID #: (8) (Pending)a_fsﬂéﬁﬁz

A8 HE- CiOAT e 1o o g

a

Title: (S) by
Synopsis: (S//OC/NF) To report that provided
excesgssive datg that was not recmeated

L0 gaocument the

SEQUESTETING and destruction of this data in FBI databases.

1| AR Derived From I SCG G-3, Jan. 1997
Declassify On« 18/2031

(UlenclosurefsTrmwéki LHM for CTD to disseminate to the Office of

ol
b2
b7E
Lé

b7C SO MM, ’,,,( 1y

Intelligence and Policy Review (OIPR).

Details; (S//OC/NF) r

data cthiat was recqlwed
o iy

i

~ “ '
ne RS 3 SECRE'D><0N/N0FORN
07C
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12 SECRET/ORCONNSFORN

L

b7E . |
To - Inskohfwmn Lyrom.

nl Re: (8) 12/18/2006

(q//OP/Npﬂ

bl
b6
b0
b7D

(8//OC/NF) TFO | noticed|

that | |orovided

L

bl
b7D )
bhe I | TFO| [ checked] |

bicj I |[that was received through the issuance of

National Security Letters (NSLg) | H
Baged
UpOIl NSy results 1t appeared that| | provided |
L:E::::linformatior that was dated priorl| | TrO
contacted about this matter

(3) TFO and I
I(“Onrihllpd o follow 1n I

nl |requesting that the
b7D cxXcessive data | , lhe sequestered. On
56 TFO | | called)| . who is a supervisox
g Jand explained that previous requests were made since
D [to sequester datal | An e-mail was also sent to
D | regarding this matter the same day.
(s) TFOl Icon“inued to contactL______{——————r___J
yegarding this matter
bl
bé that information be provided as To what specific records needed
570 to he semueatered TED provided the e-mail that was sent
e to
b? (3 TEQO noticed that the datrzs wac scomioctorad I
S 11
b2 I.
b7E
b6

. ]
»n7C | would bpe
contaccing regarding the reguest to sequester this

data as well.

SECRET/OR / NOFORN

2
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SECRET/ORCON/ RN

1\/’\
?4?1 To: Inspection From: | |
DTE  Re: (s) 12/18/2006
bl
(S) Iadvised that she had the disks
with the sequestered datal | on
bl | | contacted]| [and advised that the
b6 disks were not received as of yet.] asked
¥le for the address of where to mail |l , received
| [
()| fvas contacted[T________1J
l lregarding sequestering data
bl
be ComoTied with thie veanear 1 |
Li7C

Edvised that the
b2 request was beling assigned to an analyst and would be complsted
b7E shortly. |

recelved ccnilrmation that the
records were sequestereal i
(S//0OC/NF)

| contained the sequestered data for
|destraved

bl
b i
n7C 1 |destroved

b7E

(s) | contacted]
regarding the removal of the data |

pl is responsible for sequestering the
b6 data. | lcontacted | ]

b7C

DTE

(s//0c/nE) | r_Jconfirmed,
t

hat the
appropriacte data was removed | |

sequestered

=] DN T oY b
P

™

(SN ONRORNONES)

SECRET/ ON/NOFORN

NSL VIO-1632



and

b2 SECRET/OREBN(FOFORN

?7E'Po: Insgection Fraom- |

Ll Re: (8) 12/18/2006
bl
b7D that did not need_to be seguestered,
. 1s 1n the process of recovering this data|

(S//OC/NF) ass t ne of |
| ldara was used in iinvestigationl
1 was able to independentlyv ohtainl

bl Fhrough the Issuance of NSLs.
b2
b5 (S)I

requestrs CTH nrovide th

OIPR

SECRET/ORQQON/NOFORN

4
NSL VIO-1633
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SECRET/ORCO OFORN

L. TO: Inspnecrion Erom- I _J
DL 3e: (9) 12/18/2006
b7E
bl

LEAD (s)

Set Lead 1: (Info)
INSPECTION

AT WASHINGTON, DC

LA % For information and action if deemed appropriate.
Set Lead 2: (Info)
GENERAL COQUNSEL
AT WASHINGTON, DC

"‘(X) Fer informaticon and action if deemed appropriate.

Set Lead 3: (Action)

CCUNTERTERRORISM

AT WASHINGTON, DC

(T (X Request that CTD provide OIPR with the enclosed
LHM.

*"

SECRET /ORCNORN

5
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SECRET
---- Working\{opy ---- Page

AT WASHINGTON, DC

Set Lead 2Z: (Info)

GENERAL COUNSEL

tU}“'“EKi For information and action if deemed appropriate.
Set Lead 3: (Action)
COUNTERTERRORISM

AT WASHINGTON, DC

(Uj~~w><) Request that CTD provide OIPR with the enclosed
LHM.

SECR
\E\NSL VIO-1635



(Rev. 01-31-2003})

SEWFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/26/2007
To: Attn: SAC
CDC
Counterterrorism Attn: ITOS 1/CONUS 2/Team 6
Inspection Attn: IIS
’lo?
R From: General Counsel
fi*"/’t—“ National Security T.:aw/g;:aﬂr«h ropromnl J
06 Contact:
bIC
Approved By: _Thomas Julie /Qk)
P
Drafted By:
n " ! oy
{m e P
_ Case ID #: (¥ —228-u0-c1229736-v10~" {Pending)
bl (s) (Pending)__ (029
(1) . Title: (><) INTELLIGENCE OVERSIGHT BOARD
(IOB) MATTER 2007-704
mmASynopsisrm‘béj It is the opinion of the Office of General
Counsel (OGC) that the above-referenced matter must be reported
to the IOB and to the FBI's Office of Professional Responsibility
(OPR) . OGC will prepare and deliver the required correspondence
te the IOB. Our analysis follows.
(1) .m€§< Derived™~Eromw”™: G~3
Declassi n: 02/26/2032
Reference: (8)
b% Administrative: (8)
oA
: /, SECRET/ ]NOFORN
1) 'fn’i 0}
lv “) R [
- 0I6/DOJ REVIE | DATE
DO FBIINVESTICAT WA NSL VIO-1636

OTC 0iG/DOJ INVESTIGATION:



SECRETA/NOFORN

)]
@

o
NG
k3|

1 To: From: General Counsel
L J“Reww~}§) 278-HQ-C1229736-VIQ, 02/26/2007

150 ] '

bl
(U} This communication contains one or more
footnotes. To read the footnotes, download and print the
coccument in Corel WordPerfect.
Details: (8//NF) By electronic communicaticon (EC)Y dated
December 18, 2006, referenced above,*| |Division
| | reported a possible IOB crror in copiunction with
its ongoing counterterrorism investigationl
]
ol
b2
p7E
b6
bi7C
b7Dh
b7A
(S//N1)
bl
b6
pIC

Conncol

|:S:I : >ZQ See, EC from thel |Div‘iQ'i(‘)n to the Soporal

hereinaf-er citeo—os TC.
b2z
h7E 2y EC.
bl
3wy 14

SECRET/>§bsQ5§
2
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™

o
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b2
b7E

SECR}&QNOFORN

fOzv From: General Counsel
Re: E@Q . 278-HQ-C1229736-VIO, 02/26/2007

ESJ (éd /NF ) T [T

| it

reported the matter to poth NSLB and the fojgﬁ_gi11ntelligence
Pciicv and Revie "OIPR"). In additiocn, verified +hat

Aata was serueatrersdl

1 I
Iseguestered data |l

AR

here destroyed

- - “i&ﬁ As required by Executive Order (E.0.) 12863 and
.Section 2-56 of the National Foreign Intelligence Program Marual

(NFIPM), OGC was tasked to determine whether the surveillance

errors described here are matters which must be
IOB. They must.

{U) Section 2.4 of E.0. 12863, dated

reported to the

09/13/1993,

mandates that Inspectors General and General Counsel of the

Intelligence Community components (in the FBI,

the Assistant

Director, Inspection Division, and the General Ccunsel, 0GC,

respectively) report to the IOB all information

“concerning

intelligence activities that they have reason to believe may
be unlawful or contrary to Executive order or Presidential

directive.”

(S8) In this incfanﬁcl

Consegquently, 1n accordance with E.O.

12863 and Section

2-56 of the NFIPM, the error must be reported to the IOB, which

this Cffice will do.

(S} Since all inadvertently obtained

information has

already been destroyed, no action lead to

is necessary.

)

I

SECRET/ /NOF

3
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SECR\Er\QNOFom\I
LI

- To: | | From: General Counsel
b7k Re:“myﬁ 278-HQ-C1229736-VIO, 02/26/2007

Loy

—For future reference, information inadvertently obtained

should not be destroyed unless directed by |

bl Rather, the material should be collected, sequestered, sealed and
b2 delivered to OIPR for appropriate disposition

SECRET//NQFORN

4
NSL VIO-1639



SE;;E?7%NQFORN

-'T'!"- i '
b2 ”TQ;I | From: General Counsel
bh7E Reﬁ“\iﬁf 278-HQ-C1229736-VI0O, 02/26/2007

LEAD(s) :

Set Lead 1: (Info)

(U) For information.

Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, D.C.

(U) For information.

Set Lead 3: (Action)
INSPECTION DIVISION

AT WASHINGTON, D.C.
For review and action deemed appropriate.

(U)
cc: VMs. Thomas
bo
ITO0B LIDIrary 7

*

S e 1 S ey

SECR /NOFORNg f
NSL VIO-1640
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February 26, 2007

BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Bullding
725 17°" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclcsed for your information is a self-explanatory
memokrandum entitled “Intelligence Oversight Bcard Matter
2007 v ()

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrcrism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Divisgion, for a
determination of whether any administrative action is warranted.
(U)

Enclosure
1 - 278-HQ-C1229736-VIO ,,5Z3£K/
UNCLASSIFIED WHEN

DETACHEP, FROM
CLASSIFI ENCLOSURE

Deriwed om: G-3
DeclassSify On: 25X1

SK>‘<‘=T NSL VIO-1641
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Should you or any member of your staff require additional

Stephen Friedman

information ccncerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

The Honorable Albertoc R. Gonzales
Attorney General

U.S. Department of Justice

Room 5111

Mr. Matt Olsen

Deputy Assistant Attorney General
National Security Division

U.S. Department of Justice

Room 2200 C

Ms. Margaret Skelly-Nolen

Acting Counsel

Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150

S%‘ET NSL VIO-1642



SECRET

: INTELLICENCE OVERSIGHT BOARD (IOB) MATTER
TE [ DIVISION
108 MATTER 2007 ] (U

S

(S)
Federal Bureau of Invegtigation ("FBI") has reported electronic
surveillance errors in conjunction with its ongoing
counterterrorism investigation of an identified U.S. person

("USPER") . |
[noticed that | provided
bl [EIsc moricedl I
b2
h7E
7D
(s) | ldetermined that] |provided
I
A thereby resulting in an inadvertent over-collection, it reported
pf the matter to both NSLB and the Office of Intelligence Policy and
bz Review ("OIPR'"). Tn addition. |
DTE
p7D

(U) This matter has been reported to the FBI's
Inspection Division for appropriate action.

Derived;ﬁxéé : G-3
Declassify™~on: X1

SF}SQT NSL VIO-1643



FI>-962 (Rev. 03-21-2005)

b2
b7E
b6
h7C

(0}

.t

-

“Case ID #: () 278-HQ-C1229736-VI SIRCZEN

SECRE@
FEDERAL BUREAU OF INVESTIGATION ;-

o

Precedence: ROUTINE - Date: 01/25/2007
To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Rcom 7875

Attn: ASAC
ADC

From:|

Ccontact: SA

Approved By

Drafted By:

Title: (U) REPORT OF POTENTIAL ICB MATTER

Synopsis:M€§< To report possiple IOB error.

(UJMWM,ME§< Derived From: BI SCG-3, January 1987
Declassify ~01/25/2032

{(S) The captioned potential Intelligence Oversight Board matter

K sead_ 4 iil27)ob /

{8) A National Security Letter (NSL) was issued in the above
referenced case to obtain subscriber information |

{During the preparation of the

NSL, two of the digits in the telephone number were transposed
resulting in the request for subscriber information | |
fcr telephone number | instead of I | The NSL
was approved and issued, and the carrier provided records for

telephone number | |

SECRET

NSL VIO-1644
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v .
b7ETo: Inspection From:

HE

T O
RS RO I g Y
3

oo
fx]

151

b7E
b6
b7C
bl

SEcﬁhT

Re: DX} 278-HQ-C1229736-VIO, 01/25/2007

§Q“”Af:er the carrier's return of the NSL and corresponding

~~récords, an analyst from another division discovered that the numbers

had been transposed and telephonically notified| | Agent,
Special Agent Who prepared the NSL. | |
| finformed his synervisor, Supervisory Senior

Resident 2 SSRA) of the error. | |
[ 1 sa and SSREL______ [reviewed 319X-HQ-A1487720-0GC, Serial

250, date /2007, for guidance in reporting the matter and taking
corrective action,

¢ After receiving 319X-HQ-A1487720-0GC, Serial 290, SA[::::::::]
contacted Associate General Counsel (AGC) Patrice Kopistansky who
advised him to contact] ]pivision's Chief Division Counsel and

Lo also remove the records | On January 9,
2007, SA Gaylord notified |[Assoclate Division Counsel (ADC)

] lof the error SA | lalso facilitated the

removal of the records |
| [ Per ancl |
direction, | |

I |records were secured]
stored in a safe

széhgg
2

NSL VIO-1645



m sEORET

To! Inspection From:

L2 ze. ( 278-HO-C1229736-V10, 01/25/2007
h7E -
LEAD (s) :
Set Lead 1: (Action)
INSPECTION
AT WASHINGTON, DC
(C) For appropriate action.
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTCN, DC
b2 {U) General Counsel is reguested to review the

niF circumstances regarding the possible I0B violaticon and to subseqguently
provide ADC E:::f:::]«direction regarding the dispcsition of the
reccrds which were inadvertently collected.

*"

sﬁkx‘w\
3

NSL VIO-1646



{Rev. 01-31-2003)

SE;;EQ\

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ’ Date: 02/26/2007
To: Attn: SAC
CDC
Counterterrorism Attn: ITOS 1, CONUS IV
b2
péﬂ Inspection Attn: IIS
b7C

From: General Counsel //
NSLB/CTLU I
Contact: SSA

Approved By: Thomas Julie rpUfMV

) ..Y.P_,_I,-afted By: {9\3&0

e . -
Case ID #r“GXi 278-HQ-C1229736-VIO (Pending)

iU)“mTitlerm')ﬁs INTELLIGENCE OVE T BOARD (IOB)
Y, MATTER 20071

(T}~ ~Synopsis: %() The ::Division requested that the Office of
o General Counsel (OGC) review a potential Intelligence Oversight
~ _Board (IOB) error and determine whether it is reportable to the
D7EIOB. It is the opinion of OGC that this matter must be reported

to the ICB. OGC will prepare and deliver the necessary
correspondence to the IOB.

iUl'“' Derived : G-3
Declassi n: 02/26/2032

EUFM'Réference;mmigi 278-HQ-C1229736-VIO, Serial 2112

Details: (S)i . |
[ I  Pursuant to this
investligation, a National Security Letter (NSI,}) wag issued
b requesting subscriber information]
77 ~ records in accordance with 18 U.S.C. §2700. rDuIinQ_LHe
> preparation of the NSL two of the digits in talonh
number were transposed

prie

\
~J

P

D\E \&L 4
J [/‘ L

) @ 3 y pd, E. )
D6 516004 REVEW e
T Fii 1N LETICATIo ya— i

ry 0 INVESTOATICN,

e il
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(T SEC’%\
DL
b7E 10: From: Office of the General Counsel
Re: 5%3 278-HQ-C1229736-V10, 02/26/2007
ey |
bl
b2  ° information | | records of a nimber thor cws not relevant to
b7E a FBI investigation.
| ~|prior to discovery of the error.
(8) It should be noted that, upon discovery of this
error, the case agent immediately sought advice as to how to
b2 rectify the situation. The case agent, pursuant to this advice,
7R removed the information | I _land storea
b

the original data, as welIl as one copy, in a safe.

(U} The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). ©On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB) and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Board. Among its responsibilities,
the I0OB has been given authority to review the FBI's practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates that
Inspectors General and General Counsel of the Intelligence
Community components (in the FBI, the Assistant Director,
Inspection Division (INSD), and the General Counsel, Office of
the General Counsel (OGC), respectively} report to the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive. This language has been interpreted to mandate the
reporting of any violation of a provision of The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or
other guidelines or regulations approved by the Attorney General
in accordance with EO 12333, dated 12/04/1981, if such provision
was designed to ensure the protection of individual rights.
Violations of provisions that merely are administrative in nature
and not deemed to have been designed to ensure the protection of
individual rights are generally not reported to the ICB. The FBI
Inspection Division is required, however, to maintain records of
such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature” must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

SEC\&K

2
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To‘~ From: Qffice of the General Counsel
Re:'xsﬁi 278-HQ-C1229736-VIO, 02/26/2007

i .
Y NSLs are a specific type of investigative tool that
allows the FBI to obtain certain limited types of informaticn
wilthout court intervention: (1) telephone and email communication
records from telephone companies and irnternet service providers
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2)
records of financizl institutions (which is very broadly defined)
{Right to Financial Privacy Act, 12 U.S.C.§ 3414(a) (5 (A)):; (3) a
list of financial institutions and consumer identifying
information from a credit reporting company (Fair Credit Reporting
Act, 15 U.S.C.§§ 168lu(a) and (b)); and (4) full credit report in
an international terrorism case (Fair Credit Reporting Act, '15
U.S.C. § 1681lv}). NSLs may be issued in conformity with statutory
requirements, including 18 U.S.C. § 2709.

I — CK} Here, due to the incorrect number stated in the
NSL, the FBI received records pertaining to a telephone number
that was not relevant to an authorized investigation. Therefore,
the information was improperly collected, although
unintentionally so, in vioclation of the NSIG and ECPA.
Accordingly, this incident must be reported to the ICOB.

'"“'“&4) In accordance with the reporting requirements of
Section 2.4 of Executive Order 12863, OGC will prepare a cover
letter and a memorandum to report this matter to the IOB.

sééth

NSL VIO-1649



SECRET

(-

aToi From: Office of the General Counsel
Re: N)Qz 278-HQ-C1229736-VIQ, 02/26/2007

bz:) LEAD (S) H

D7E get Lead 1: (Action)
(U) I Field Office should contact the
carrier and ask whether the improperly or unintentionally

acqguired infeormation should be returned or destroyed with
appropriate documentation to the file.

Set Lead 2: (Info)

COQUNTERTERRORISM

AT WASHINGTON, D.C.

(U) For information.

Set Lead 3: (Action)
INSPECTION

AT WASHINGTON, D.C.

(U} For action deemed appropriate.

[oTo Ms Thomas

IOB Library

*»"

NSL VIO-1650



February 26, 2007

BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intel’igence Oversight Board Matter
2007v--| ' (U)

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
lawg, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Ingpection Division, for a
determination of whether any administrative action is warranted.
(U)

Enclosure

i - 278-HQ-C1229736-VIO - 2321

UNCLASSIE4ED WHEN
DETACH FROM
CLASSYFI ENCLOSURE

Derive om: G-3
Declassi On: 02/26/2032

SECXET NSL VIO-1651



Mr. Stephen Friedman

Should vou or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at ycur convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Hcnorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

i - Mr. Mact Clsen
Deputy Assistant Attorney General
National Security Division
U. 8. Department of Justice
Room 2200 C

1 - Ms. Marcgaret Skelly-Nolen
Acting Counsel
Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

SE%T NSL VIO-1652



SECRAT

INTEBLIﬁENQE_QMEEﬁLFHT BOARD (IOB) MATTER
FIELD OFFICE

D2
PIE ToB MATTER 20071 (W)
{3) By electronic communication dated—lanuary 25,
2007, the Federal Bureau of Investigation [(FBT) hield
Office repcrted thatJ the FBI igsued a
bl National Security Letter (NSL) seeking subscriber information
b2 l | records. Due to a typographical error

b7E 3 the FBI on the NSL, the FBI obtained| - ]
records pertaining to a telephone number that was not

Telovant to an authorized investigation, |

Thus, the matter is being reported to the IOB.

{(S) The ¥BI deleted the infocrmation

| | ana sequestered the data. The FBI will return the
bz inadvertently obtained data to the telephone carrier, or destroy
P7E the data with documentation to the file.

Derived £ : G-3
Declassify on 2/26/2032

SECXET
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FD-962 (Rev. 03-21-2005)

SE}R\ET
FEDERAL BUREAU OF INVESTIGATION

&
Precedence: ROUTINE Date: (01/19/2007
To: Inspection - Attn: 178, Room 11861
" General Counsel Attn: NSLB, Room 7975
From: I

Contact: TFO

v, -
Approved By:
_ N\
b2
b7k
be
ﬂUJ‘“wm37C zad By: :

Case Iﬁw#i”“ﬁgi 278-HO-CI1229738-VIQ ._-él/ﬁi3

o (S)
oL (s)

Title: (U) POSSIBLE INTELLIGENCE OVERSIGHT BOARD (IOB)

(Ui“”syﬁopsisr~&ﬁ To report possible ICB error.

“wmmmws§< Deriv om : G-3
(- Declags® On: X1

ERROR

Details:
(s)y 1
jo)i
bt
(Sh7C-
iUhm“mw.EgE 3. Possible IOB Error:
p1 (8
tUJHWMMMM>é 4, Description of IOB Error.
(§) A National Security Letter (NSL)l
I'l | was C:nhmit-f'pﬂl_v_l reoauegsting
bl information |
b7D
o112
L7C

S Mler B L0 e

T : NSL VIO-1654
g fos raliop| e
b7C




(I SESRET

b2
P7ETo: Inspection From:
1 Re: &) 278-HQ-C1229736-VIO, 01/19/2007
b2
L7E |
(&)
(S) provided the NST results in paper format The
[Trtormation| |
bl
b7D
b6 |
b7 ] the case agent did not
. reviewl [information until | on
J:ﬁ |the case agent noticed| |
bL7E | | (The NSUL that was served tol [
specilfically noted| should not
be included). The case agent immedlately sequestered the original
results that were stored in the 1-A envelope as well as the copy that
was made from the original. Since the[:::f:::::] CDC was out of the

office on 01/16/2007 and 01/17/2007, the case agent was not able to
notify the CDC about this matter until 01/18/2007. ©n 01/1

case_agent provided the original and copy of the records to
CDCl |

(S)#_l | S—
records provided 1T _was determined thatl lprovided
bl L4 CDC

bé [sequestered and sealed those recordsl |

o coC | [will
b7C malntain the sequestered and sealed records under locked conditions in
b2 his office. | |
b7E the improperly provided| |information to the case agent

K7D for investigative purposes in that such records were properly provided
’ to the[:::f::f::]Division in response to the above-stated NSL.

) (8) No information pertainin? to the tainted| |
bl information was entered into ACS information |

1s being stored in the 1-A at this time.

SECRET
VIO-1655
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Q@RET 17

Tdt_ Inspection From: b7k
Re: ‘)B(? 278-HQ-C1229736-VIO, 01/19/2007

LEAD(s) :

Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL_ COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

¢

SECRES
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