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FEDERAL BUREAU OF INVESTIGATION 1073946
Precedince: ROUTINE Date: 01/04/2007
To: V{nspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975

I.“:L“omzl__I

Contact: 188

Approved By: Qﬁt’
Lo
biC
b2
Drafted By: ksh b7E
Case ID #: (U) 278_HQ-C1229736-VIO (Pending)— AC377
(8) (Pending) —1q 4

Title: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) ;

SUPERVISORY SPECIAL AGENT

I
SPECIAL AGENT

ish' REPORT OF A POTENTIAL IOB MATTER

‘Synopsis: »£) To report a possible IOB violati inveolvin
! receipt of unscolicited telephone tcll records

b7D ) Deriv§2>§;§m ¢ G-3
Declagel On: X1
(5t

Referenceis)aﬁl Ferial 11
(U) 278-HQ-C1229736 Serial 2570

oo
~J N

Details: \TB$ In accordance with reporting requirements relating
to known or suspected Intelligence Oversight Board (IOB)
viclations, per reference 2, notification is being made to the
Office of General Counsel regarding unsolicited telephone toll
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SECRET

To: Inspection From: ]

bR
Re: (U) 278-HQ-C1229736-VIO, 01/04/2007
EIE
bl R
L7D records
() I
ESh»ul [send a National Securitv Letter (NSL) to

I
request ing gubscriber intformataonl |

bl
b2 (s) | | received the
~ reguegted gsubscriber information

b7E I II I
7D “These toll records were not requested in the NSL.

=
bl

(S)l Hrecords,l |
o1 : | ess National
T [have Deen turned over tof |
-??L' CcpC (A/cpo)| | pending a response from fhe National
oo Security Law Branch regarding this matter. A/CD( secured
»7C the toll records within his office safe.
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To: Inspection From: L7E
Re: (U) 278-HQ-C1229736-VIO, 01/04/2007
LEAD(s) :

Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) Request IIS take appropriate action as necessary
in response to this potential IOB matter.

Set Lead 2: (Action)

GENERAYL, COUNSEL

AT WASHINGTON, DC

(U) At NSLU, review information provided herein and
act as deemed appropriate.
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FEDERAL BUREAU OF INVESTIG. TION

Precedence: ROUTINE Date: 02/05/2007
To: Attn: TIS|_ |
i : A/CDC
j6]%)
v nic
Counterintelligence B2 Attn: CD-2
o7E
Inspection Attn: IIS,

From: Cffice of the General Counsel
NSLB/CILU/Roomp—_1047
Contact: AGC 202-324

Approved By: _Thopzs T™ilie T-"((Kﬂ”

Drafted By:

Case TD #r D) 278-HQ-C1229736-vI0 SerialAl9Yf (Pending;
im-rle: X) INTELLIGFNLUE OVErSIGnT pBUAXU
MATTER 2Uu 7
{uy - b2

SyﬁépéiSE”““&ﬁ It is the opinion of the Office of the General

Counsel {(0OGC) that this matter 1is not reportable to the

Intelligence Oversight Board (IOB). Rather, it should be

maintained in the control file for periodic review by Counsel to

the IOB. ©Our analysis follows.

(U) Derjived~rom : G-3
Declassify™~n: 02/05/2032
~ wj--Administrative:-{& This electronic communication (EC) contains
D information from the EC dated 01/04/2007 from the Field
h78 Office |to OGC reporting a potential I0B matter.
bl
’ Reference: iSJ”@bw~
iUT“Détaiis?“'&Q By EC dated 01/04/2007, requested that
5 — OGC review the facts of the captioned matter and determine whether
bg it warrants reporting to the IOBR. As explained below, in our
LA opinion, the FBI is not required to report this matter to the IOR.
R
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o SE&Q[‘

L7E ToJ | -+ Office of the General Counsel
Re: 278-HQ-C122975u VIC, 02/05/2007

(5]
f 0
pl L [drafted an NSL pursuant
b2 to 18 U.S.C. § 2709 seeking subscriber information for a
b7E telephone number_that was helieved o be nigsed hy snpiect The
gib NSL was sent to
/ .
b2 fu N} leceived the reguested
b7E subscriber infermation along | |
B0 toll records pertaining to the requested number. | |
blﬁl he toll records was immediately turned over to the

Acting Chief Division Counsel for sequestration.

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1983, by Executive Order 12852 the
President renamed it the Intelligence Oversight Becard {I0B) and
established the Board as a standing committee of the President's
Foreign Intelligence Adviscry Board. Among its ingponsibilities,
the IOB has been given authority to review the FBI’s practices
and procedures relating to forelgn 1ntelllgence and foreign

Nt o e o1 _gonce ~nl et inn
(I} Section 2.4 of Trecutive Order 12863 manrsi-ices that
Inspectors General and CGeneral Counsel of the Intelligonce

Community components (in the FBI, the Assistant Director,
Inspecticn Division (INSD), and the General Counsel, Office of
the General Counsel (OGC), respectively) report to the ICB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive. This language has been interpreted to mandate the
reporting of any violation of a provision of The Attorney
General's Guidelines for FBI National Securityv Investigations and
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or
other guidelines or regulations approved by the Attorney General
in accordance with EO 12333, dated 12/04/1981, if such provision
was designed to ensure the protecticn of individual rights.
Vicolations of provisions that merely are administrative in nature
and not deemed to have been designed to ensure the protection of
individual rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records of
such administrative violaticns for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
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"To: From: Otfice of the General Cou..: -

Re: 278-HQ~-C122%736-V10, C2/05/2007

nature" must be made by OGC. Therefore, such administrative
violations must be reported as potential I0OB matters.

(U)y On 03/28/2006, the FBI's National Security Law

Branch (NSLB) sent a letter to the Counsel for the I0OB requesting
their concurrence to treat third party errors as non-reportable,
though NSLB would still require the field to continue to report
any improper collection under an NSL as a potential IOB matter.
By letter dated 11/13/2006, the Counsel to the IOB agreed that :
third party errors in the collection of information pursuant to an
NSL must ke reported to the FBI 0OGC, but are nct reportable to the
I0B.

(U} In the instant case the cnllection of toll record
information was not the fault of Once it was
discovered that the infcrmation was beyond the scope of the NSL
request, the informazin. was immediately sequestered and the
matter was reported co GG,

{U) - Based mpon thess facts, in accordance with the
terms implementing the reporting requirements of Section 2 4 of
EO 12863, it is our opinion that this error is not reportable to
tho TOR A rercnrd of this decision should be maintained in the

s . . - - - * . o ] - ~ T
CUlll: v ies Lwl lULULlEe lovac, }:J»’ “he .Counsel 0 the T0T.
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bf To: From~=""‘fice of the General Counsel
bL7ERe: 278-40-C1229736-VICL, 02/05/2007
LEAD(s)
Set Lead 1: {Action)
INSPECTION
AT WASHINGTON, DC
(U) INSD should retain a record of the report of the
potential ICB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three years
for possible review by the Counsel to the IO0OB.
Set Lead 2: (Infc)
COUNTERINTELLIGENCE
AT WASHINGTON, DC
(U) For information.
el LEau o TACTLOIL) *
b2 AT
b7E
n1 Y2 (X) If deemed relevant
o should submit the appropriateé NSL reguesting the Loll records or
b7D return] | 1f the information is not relevant

or| [dces not seek their return, |

| should be

destroyed with appropriate documentation placed in the file.

cc: Ms. Thomzs

ICB Library
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/28/2007
To: General Counsel Attn: NSLB

From: Inspection
Internal Investigations Section, IPU, Room 3041

Contact: CRS Ext.
Lo
Approved By: Miller David Ian b7C -
0
Drafted By: ‘e
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/II1IS TRACKINGH 3443 -
OGC/IOB# 2007 b2
Synopsis: (U) To report a potential Intelligence Oversight Board

(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 2037
278-HQ-C1228736-VIO Serial 2199

Details: U) The Internal Investigations Section (IIS) received
an EC frongivision dated 01/04/2007, reporting a
possible IOB error. Based upon a review of the referenced EC it
is the IIS’'s opinion the incident described therein is an
administrative issue. Therefore, no internal investigation will
be conducted by the IIS and this matter is being relegated to the
NSLB for whatever action they deem appropriate.

*

NSL VIO-1540



(Rev. 01-31-2003)
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Drafted By: wg;

SE%ET//20320328

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/28/2007

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Investigatiorns Section, TIPU, Room 3041
Contact: CRS Ext.

Approved By: Miller David Iad@ﬂiﬂ

" Case ID #: (U) 263-HQ-0-U - 738 (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 3443 . .
OGC/IOB# 2007 B
Synopsis: (U) To advise that captioned reporting of potential

intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

- 9%) Derived o7 G-3
Declassij 2. 20320328
Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 2037

Reference: (U) 278-HQ-C1229736-VIO Serial 2037
278-HQ-C12259736-VIO Serial 2198

Details: (U) Upon review of Division’s captioned
report of a potential ICB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as reguired by the revisions mandated by
National Security Law Branch/0GC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.
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SEéQET//20320212
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/12/2007
To: Attn: ADC]
Inspection Attn: 175, Room 118637
General Counsel Attn: NSLB, Rcom 7975+
From:
b2

ontact: S3A

be
Approved By: 5
Drafted By: (dZ%ﬁ
(U} Case ID #: 03) 279=HO-C1229736-YI0 - us Y
ey 27 195380 - 965
S5 621 A89455-1I08B — 20

Title: () REPORT OF POTENTIAL
INTELLIGENCE OVERSIGHT BCARD {(ICR) ERROR

cU’SYhopsis:m_§@ To report possible IOB error.

oy P8y Derived From : G-3
Declassify On: 02/12/2032

Details:
{(3) 1.
(s)y 2. |
b1 fU?O{ 3. Possible I0B Error:
(S)

(m~§ﬁ% 4. Description of IOB Errcr ({including any reporting

(S} A Natiopnal Secyri~v lTetter (NSL)l

1|

Ifnr recordsl
bl
b7D
%V’*i( } 4() 0'\ T//20320212
bb o ep Lo 03(26 NSL VIO-1542
pic (R @ 2326/ 42 R




SEchE?//20320212

To: Inspecticn From:
() "Rez-v~~-~.(>‘<) 278-HQ-C1229736-VIO, 02/12/2007
b2
H7E (S)I Ire‘-!iewed the records |
. [ | and found | (1

oD r l

4

The criginal documents refiectfmJ;h.Lilnformation which
was not requested have been forwarded o ADC for

bH2 sequestering. Redacted copies only refleczing the requested
hTE information will be retained for the case file.
ik
SECRET//20320212
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SEC //20320212

b2 To: Inspection From:
b7Eﬂh“Rer“’>g} 278-HQ-C1229736-VIC, 02/12/2007
LEAD (s} :

Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

{(U) For action deemed appropriate.
Set Lead 2: {(Action)

GENZRAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

L 2

SECRET//20320212
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SEéR?T
FEDERAL BUREAU OF INVESTIGATION

-~

Precedence: ROUTINE Date: 3/2/07
To: Attn: SAC, CDC, ADC
Counterintelligence Attn: AD
Inspection : Attn: IIS, CRS

From: General Counsel
National Security Affaips/Room 7974

b§m Contact: Julie F. Thomas
b7
bg Approved By: Thomas Julie
DTE
Drafted By:
(]} Case ID #: 278-HQ-C1229736-VIO— S{A3Y
k) 278 fagszgo—")4
S 62F -AB9455
(0]
M rities-- .(X) POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER
2007 - nz
N
iUJ'synapsis:wu(§< It is the opinion of the Office of the General
Counsel (OGC) that no error was committed in this matter, and
therefore nothing need be reported to the IOB. A record of this
decision should be maintained in the investigation control file
for review by the Counsel to the IOB.
(U) Derived/from : G-3
DeclagsiNfy On: X1
(U} Reference: (§) 278-HQ-C1229736-VIOSerma | A1 DY
b2 ) 278 -A95380
BTE 62F - A89455
Details: (3) J
bl
b7D

b6 sebeg

b7C

D0 REVIEW pATE, 314 ¢
4 INVESTIGAT _
YN0 INVESTIGATION
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573 To: From: Office of the General Counsel

(2]

%sgr

Re: 278-HQ-C1228736-VIO, 3/02/07

(8) reviewed
the records rece1ved| wQ

[T was prior to the time period reguested in

“the NSL.
(U)o GQ The original documents reflectipa-the information
which was not requested have been forwarded to ADC and

sequestered. Redacted copies which only reflect information
requested by the NSL will be retained for the case file.

LRI ‘"“”“’(E{ The President, by Executive Order 12334, dated

12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 9/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB) and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Board. Among its responsibilities,
the IOB has been given authority to review the FBI's practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection.

(U)  Section 2.4 of Executive Order (E.0.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FRI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential Directive.” This
language has been interpreted to mandate the reporting of any
viclation of a provision of The Attorney General's Guidelines for

FBI National Security Investigations and Foreign Intelligence
Collection (NSIG), effective 10/31/2003, or other guldelines or
regulations approved by the Attorney General in accordance with
E.O. 12333, dated 12/04/1981, if such provision was designed to
ensure the protection of individual rights. Violations of
provisions that merely are administrative in nature and not

SEM
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SECRET

To: [:::::::] From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 3/02/07

deemed tc have been designed to ensure the protection of

individual rights are generally not reported to the IOB. The FBI

Inspection Division is required, however, to maintain records of
such administrative violations for three years so that the
Counsel to the IOB may review them upon reguest. The
determination as to whether a matter is "administrative 1in
nature" must be made by OGC. Therefore, such administrative
vioclations must be reported as potential IOB matters.

'“&Q NSLs are a specific type of investigative tool
that ailows the FBI to obtain certain limited types of
information without court intervention: (1) telephone and email
communications record from telephone companies and internet
service providers {(Electronic Communicaticns Privacy Act, 18
U.S5.C. § 2709; (2) records of financial institutions {(which is
very broadly defined) (Right to Financial Privacy Act, 12 U.S.C.§
3414 (a) (5) (A); (3) a list of financial institutions and consumer
identifying information from a credit reporting company (Fair
Credit Reporting Act, 15 U.S.C. §8n 168lu(a) and (b); and (4)
full credit report in an international terrorism case (Fair
Credit Reporting Act, 15 U.5.C. § 168v). NSLs may be issued in
conformity with statutory reguirements, including 18 U.5.C. §
2709.

(8) Here, during an authorized invegtigation., the FRI

properly served an NSLl |
[in response to the properly served NSL, the FBI obtained

kontaining information beyond what it _is legally

authorized to receive. The FBI, having ascertained |

|were beyond the scope of the NSL, forwarded the

unasked for information to the ADC for sequestering and redacted
their files to reflect only information responsive to the NSL.

(UJ""“%AWEBig By agreement with the Counsel to the IOB, it is
our opinion that this error is not reportable to the ICB. A

record of this decision should be maintained in the control file
for future review by the Counsel to the IOB.

SECRET
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TO: . From: Office of the General Ccunsel
Re: 278-HQ-C1228736-VIO0, 3/02/07
>
b7E
Set Lead 1: {Read and Clear)
e LAl With d+ho P
tSLV Ex(,ﬁeturn original documents_whicn reflect
information beyond the scope of the qu
bl <<‘3 '
o provg o M ot
} .
Set Lead 2: (Info)é;OQ/ QULA rﬁza-‘PY79CN
COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) Read and clear.

Set Lead 3: (Info)
INSPECTION

AT WASHINGTON, DC

(U) Read and clear.

1-Ms. Thomas

1 b6
1 b7C
1-10B Laibrary

44
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/28/2007
To: General Counsel Attn: NSLB

From: Inspection
Internal Invesbigations Section, TPU, Room 3041

Contact: CRS Ext.
bo
L7C Approved By: Miller David Ian
b2
Drafted By:
{case ID #: (U) 278-HQ-C1229736-VIO  (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 3618 "o
OGC/I1I0B# 2007

oy
Synopsis&““”@ﬁ To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 2154
278 A95380 Serial 68
278-HQ-C1229736-VIO Serial 2234

an EC fro Division dated 02/12/2007, reporting a possible
no IOB error. Based upon a review of the referenced EC it is the
.~ IIS's opinion the incident described therein is administrative in
L7E  nature. Therefore, no internal investigation will be conducted
by the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

Details: fU% The Internal Investigations Section (IIS) received

*"
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(Rev (11-31-2003)
SECRET//20320328

FEDERAL BUREAU OF INVESTIGATION

00 Precedence: ROUTINE Date: 03/28/2007

b7 To: Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section, IPU, Room 3041
Contact: CRS Ext.

>0
b6 Approved By: Miller David Ian}ﬁ?ﬁ?

b7C fred
b2 ?ra ted By:

ifCase ID #: (U) 263-HQ-0-U - 754 {(Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING# 3618
OGC/IOB# 2007 02
Synopsis: (U} To advise that captioned reporting of potential

Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

ﬂUW“%%}( Derived : G-3
Declassj : 20320328

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 2154

Reference: (U) 278 -_HO-C1229736-VIO Serial 2154
278 A95380 Serial 68
o 278-HQ-C1229736-VIO Serial 2234
b7FE Details: (U) Upon review of Division’s captioned report
of a potential IOB viclation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations

where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*
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SECRKT//20320201
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/01/2007
o
To: Inspection Attn: 1I1IS, Room 11861
General Ccunsel Attn: NSLB, Room 7975

I I Attn: ASA”'
CDC

From:

Contact: SA

Approved By: |/

Drafted By: Jgoyt-

Case ID #: Miig 278-HO=C1229736-VIO _Zl[q
) 62F ABO4SS~TOB  _ (71 prasemo1s e

Title: (U} SA
SSH
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR

“SYhdpsi3f~§Q To report possible IOB error.

iujﬂw~{>Q Derive r T G-3
Declassify . 02/01/2032

Details:
(s} 1.
me

{5} 3. Possible IOB Error %ﬁfﬁu

(S) \
‘”9{) 4, Description of IOB Error (including any reporting

delays) :
ron |

{
!

&C

. [
NYWa EE;L%@( '352050') SEBQiT//20320201
TN He
w 03120 (o b0
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(U SEERQT//20320201

o

o Tor.. Inspecticn  From
L7E  Rre: ¢ 278-HQ-C1229736-VI0, 02/01/2007

5|

bl
b6
b7C
b7D
b2
b7E
(s)
[ Eupol i=q] I
b6
p7C
?fﬁ that was not
D/ requested by the FBI.  This information was not utilized by the
b7D case agent in any analysis nor was it documented in the case file.
DI The case agent first reviewed]|
| Division Counsel
Was contacced| ] and 1t was determined that a possible
ICB error occurred. Case agent contacted] |Division
Investigative Support Specialist (ISS)
()
|:S:| [ S .
I lregarding this matter, | |
explained ’[’haf’| Ihr;w: contas~taod ran:vding this
error.
Linh error and he requested that
he dectraved DA S anal sy |
!
SEBQfT//20320201
2
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SECRET/ /20320201

b2
To: Inspection From: b7E
Re:  ..[§ 278-HQ-C122%736~-VIO, 02/01/2007
=
s .
I ............. et e |d‘e“s‘t‘r‘oved"“"t‘he Orldlnall

szcka\T//zwzozol
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sacﬁ‘x@sz 0201

.. To: Inspection From:
Rér~m3§(F 278-HQ-C1229736~VIO, 02/01/2007

LEAD (s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

{(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(Uy Fer action deemed appropriate.

L 44
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SECRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 2/21/2007
To: Attn: SsA
SA
CbC
Counterintelligence Attn: CD-4
Inspection Attn: IIS, CRS

From: ©Office of the General Counsel
NSLB/CILU/Room 1247
Contact: AGC , 202-324+

e {1
Approved By: Thomas Julie i

Draftec BRy: Z%.éA;\
[

- Case ID#: - (¥ 278-HO—C1229736—VIO”(Pend;ng)

/7N o _nRQA55_TNR ~
- oo oo m ""rn»ﬁ-;\_

Titles . (>< INTELLIGENCE_QVERSTGHT . 60 'ARD

MATTER 2007 h2

Synopsigt - (><) The Field Office : requested that
the Office of the General Counsel (OGC) review an incident and
determine whether it warrants reporting to the Intelligesnce
Oversight Board (IOB). It is the opinion of OGC that the
incident does not need to be reported to the IOB. Rather, this
EC should be maintained in the control file for periodic review
by Counsel to the IOCB.

(U Derive%}%@om . G-3
Declass/ On: 2/21/2032
Administrative: QQ This electronic communigcatjon (FC) contains
information from: the EC dated 2/01/2007 from to OGC
reporting a potential IOB matter.
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SECRET
b2

b7E To: From: Office ¢cI . fgnezai (hancel
Re: 278-HQ-C1229736-VIO, 2/2i;.. "

Details: &Q By EC dated 2/01/2007, requested that 0GC
review an_incident and determine whether 1T warrantsg reporting to
{3 the IOR_ | |

L_ 2 National Security Letter (NSL) was
prepared| | and serveg The NSI. recuested only
| information for The

NSL results were provided tol

case agent reviewed

(
{5 |d” COVETEd That in adgition to the requested

2 | |had praovided nformation ihat
L
"""'r-'! T I

-
0 A

'% [ The
b7D case LGenl lmmedilately ceased the review and reported the
incident to |pivision Counsel Op 1/317/2007 the case aqgent
contacted I l
The POC i le——corrocreo—Trre TPPIOUPTIaCe| land
| _ Iprovided the InFormation in errar
Subsequentlv, | — | dectrruadl l

{U) Section Z.4 of Executive Order (E.O.) 12863,
dated 08/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the Gereral Counsel, 0GC,
respectively) report to the IOB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.” This
language was acopted verbatim from E.O. 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
3oard (PIOB). By longstanding agreement betwesn the FBI and the
IOB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the Attorney General Guidelines for National
Security Investigations and Foreign Intelligence Collection
(NSIG), or other guidelines or regulations appreoved by the
Attorney General in accordance with E.O. 12333, dated 12/04/1981,
if such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Violations
of provisions that are essentially administrative in nature need
not be reported to the IOB. The FBI is required, however, to

SEdfT
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PR ~r.m: ifice ¢of the General Counsel _ IR
Re. ~78-HQ-C1229736-VIO, 2/21/2007

maintain records of such administrative violations so that the
Ccunsel to the ICOB may review them upon request.

(Uy ©On 03/28/2006, the FBI's National Security Law
Branch (NSLB) sent a letter to the Counsel for the I0OB requesting
their concurrence to treat third party errors as non-reportable,
though NSLB would still require the field to continue to report
any improper ccllection under an NSL as a potential IOB matter.
By letter dated 11/13/2006, the Counsel to the I0OB agreed that
third party errcrs in the collection of information pursuant to
an NSL must be repcrted to the FBI OGC, but are not reportable to
the IOB. ‘ ’

(U) In the instant case the llection of information
by the FBI was not the fault of FBI Once the case agent
discovered that he had received information beyond the sg £

the N3L reguest, _th immediately notified the
CDC and notified Thereztter, all copies and

emalls regarding this request were deleted and or destroyed. As
a result, this matter does not need to be reported to the IOB.
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L7E  Te: From: Office of the = =+~ Counswl
Re:  278-HQ-C1229736-VIO, 2/21/200:
LEAD{s}:
Set Lead 1: (Info)
INSPECTION
AT WASHINGTON, [DC
(U} For information.
Set Lead 2: (Info)
COUNTERINTELLIGENCE
AT WASHINGTON, DC
(2} "ox information.
Set Lead 3: (Action)
k‘)%LJ
(&) . B |
x}U) | 13 requested to coordinate with Lo
02 ensure] has the appropriate protocols 101 place to prevent
b%E similar Types of disclosures in the future.
b7D
bl cc: 1- Ms. Thomas
. b6
“ L7C

1- IOB Library

L 44
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/28/2007
To: General Counsel Attn: NSLB

From: Inspectiocn
Internal Investigations Section, IPU, Room 3041

Contact: CRS Ext.
Approved By: Miller David Ian bé
: >0
Drafted By: b7C
b2
- Casge ID #: (J) Z/B—HQ—C1229736—VIO (:cu.u.a.ng)
Title: (u) INTELLIGENCE OVERSIGHT BOARD MATTER b2
INSD/IIS TRAGKINGH 2cE5 <
OGC/IOB# 2007
Synopsis: (U} To report a potential Intelligence Oversight Board

(I0B) matter to the Office of General Counsel, National Security
Law Branch (NSLRB).

Reference: (U) 278-HQ-C1229736-VIO Serial 2119
278-HQ-C1229736-VIO Serial 2202

Details: Internal Investigations Section (IIS) received
an EC fromtff:fff]Division dated 02/01/2007, reporting a possible
I0B error. Based upon a review of the referenced EC it is the

& IIS’s opinion the incident described therein is administrative in
b7E nature. Therefore, no internal investigation will be conducted
by the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

2

+*
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(Rev 01-3}1-2003)
SEPRET/ /20320328

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/28/2007
To: Attn: SAC (Personal Attention)
From: Inspection v

b6 Internal Invegtigations Section, IPU, Room 3041

le Contact: CRS |Ext.

~ 7
e Approved By: Miller David Ian@ﬂa4

Y]

Drafted By:

““Case ID #: (U) 263-HQ-0-U - 749 {Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 3555
OGC/IOB# 2007

]

Synopsisg: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

fUT””QQ Derive T G-3
Declassity 20320328

Enclosure(s): (U) 278-HQ-C1229736~-VIO Serial 2119

Reference: {(U) 278-HQ-C1229736-VIO Serial 2119
278-HQ-C1229736-VIO Serial 2202

Details: (U) Upon review of[::::::]DiviSion‘s captioned report
of a potential IOB violation, IIS did neot find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

b
b7E

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.
*
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/05/2007
To: Inspection Division Agtnz 118

Office of the General Counsel Attn: NSLB
From:l |

Contact: SA|

0 {4
b?ﬁ‘ Approved By:
pb7C
b2
b7E
Drafted By:
Case ID #: (U) 278-HQ-C1229736-VIO  (Pending)
() 278 -C136372 (Pending)
Title: (U) REPORT OF A POTENTIAL IOB MATTER
(u) REPORT OF A POTENTIAL IOB MATTER
Synopsis: (U) To report potential Intelligence Oversight Board
(IOB) matter.
tUT”%Qﬁ Derived\ From : G-3
Declassi On: X1
Details:
Case Background and Case Agent
(ay |
bl
he
B7C
Case 1ID#: (S)m . bl

/ /
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(Rev. }1-31-2003)

SE}R{T

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/05/2007
To: Inspection Division Attn: 1IIS
Office of the General Counsel Attn: NSLB
From: |
lContact:
Il

Approved By:

b? Drafted By:
b7E B
b6  Case ID #: (U) 278-HQ-C1229736-VIO  (Pending) - /.
b7C

(U)  278| |c136372 (Pending) - | . !

Title: () REPORT OF A POTENTIAL IOB MATTER
(u) REPORT OF A POTENTIAL IOB MATTER

Synopgis: (U) To report potential Intelligence Oversight Board
(IOB) matter.

in"“ﬁn§y< Deriv rom : G-3
Declags® On: X1

Details:

Case Background and Case Agent

(s

ol

jols
7C

o)

Case ID#: b1
p)

(8 sébng?
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To: Inspection Division From: L7E
Re: {(U) 278-HQ-~C1229736-VI0O, 02/05/2007

(81

Title:

ol 3 IR

Jo1¢ 1) he case agent of ke sa

570 SA supervisor is SSA

DZ  Report of Potential IOB Matter

b7E

()
(&) approved directing |
| | to produce to the Federal Bureau of Investi '
a financial records pertaining tol |
1.
(3]

bl
Lo
nhiC 2.
b7D

(5]

20
e [ ]
(3)

SEQ&ET
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SEBP\ET

o2
To: Inspection Division From: DTE
Re: (U) 278-HQ-C1229736-VIO, 02/05/2007
e e —
i | The records providedl |
bl
be -
e | In addition, | lincluded records
b7D
[
[
(31 2
e D1
L
L )
[}
specifically requested financial records forl . |
Inever
ience requesting records for
I ]
(Sj'wl egal guidance provided by OGC and NSLB noted
that a potential IOB violation includes "a carrier providing ol
information beyond the scope of a NSL resulting in the B7D
unintentional acquisition of data" [278-HQ-C1229736-2570.) -
Dd—on 02/05/2007, SA| | contacted b7E
Chief Divisional Counsel, Inivicion b
and 1nformed her of this matter. At the request o bIC
iSj‘“%andﬁinmaqqordance with procedure stipulated ip 278-HO-C1220734.

2570, the records provided |

were sequestered and provided to

SEC}E{
3
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To: Inspection Division From: |

Re: {(U) 278-HQ-C1229736-VIO, 02/05/2007

LEAD(8) :
Set Lead 1: {Action)

INSPECTION DIVISION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Action)

OFFICE OF GENERAL COUNSEI

AT WASHINGTON, DC

(U} For action deemed appropriate.

*

SECEB{\\
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{Rev. 0i-31-2003)

SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/05/2007
To: Attn: SAC
CDC
Counterterrorism Attn: ITOS1, CONUS 4,
Inspection Attn: IIS
) From: Office of General Counsel
b2 NSLB/CTLU I
b7E Contact: |
06 lbnmas_.:hﬂ_w_EALlL
Approved By:
p7c  APP Y
Drafted By: 9;52
D ’,/2;l
Case ID #: {53 -HO- = (Pending)
(8) bl
m - i) TZ78]  FCISe3 T2 20 (Pending) R2
Mrit1es - QEQ’ INTELLIGENCE OVERSIGHT BOARD Bk
JOB MATTER 2007 ey,

{0l symopsis:— (}Q It is the opinion of the Office of the General
Counsel (OGC) that the above referenced matter need not be
reported to the Intelligence Oversight Board (IOB). Our
analysis follows.

inwww,ug@ Derive om~f G-3
Declassj . 03/05/2032

(Il -~ Reference: bz(q 278-HQ-C1229736-VIO Serial 2153

wmpﬁtails:w~§§2 By electronic communication (EC) dated February
(UJ“; 5, 2007 an eferenced above, the Division

-y
béureported to the OGC’s National Security Law Branch (NSLB) an
7Ethe Inspection Division this potential IOB matter.

<

o) l I

B I B Y

=

oo oo
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SECRET

b2
TE To: From: Office of General Counsel
W -Re: -  278-HQ-C1229736-VIO, 03/05/2007
is?f ESQ , pursuant to this authorized
dpnvestigation, a National Security Letter (NSL) was issued
’ ta pnroduces 211 fingncial
records pertaining| AJ
85—
) ’ provided the records and re received by SA
bl I L Upon review, S found | |

bé provided the records reguegted but had also included records

Te for which had not been
b2‘1 requésted.

b7E T~y SA |contacted Chief
b7D Division Counsel, | who advisedl send the

records

be sequestere

lto

(U} The President, by Executive Order 12334, dated

12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the

President renamed it the Intelligence Oversight Board (IOB)
and established the Board as a standing committee of the

President's Foreign Intelligence

Advisory Board.

Among its

responsibilities, the IOB has been given authority to review
the FBI's practices and procedures relating to foreign
intelligence and foreign counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates

that Inspectors General and General Counsel of the

Intelligence Community components (in the FBI, the Assistant

Director, Inspection Division (INSD), and the General Counsel,

Office of the General Counsel (OGC), respectively) report to
the IOB intelligence activities that they have reason to
believe may be unlawful or contrary to Executive Order or

Presidential Directive. This language has been interpreted to

mandate the reporting of any violation of a provision of The
Attorney General's Guidelines for FBI National Security

Investigations and Foreign Intelligence Collection (NSIG),

effective 10/31/2003, or other guidelines or regulations
approved by the Attorney General in accordance with EOQ 12333,

dated 12/04/1981, if such provision was designed to ensure the

protection of individual rights.

Violations of provisions
that merely are administrative in nature and not deemed to
have been designed to ensure the protection of individual

sséng
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SESRET

To: From: Office General Counsel
Re:“ug&i 278-HQ-C1229736-VIO, 03/05/2007

rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records
of such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature" must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

m B8 NSLs are a specific type of investigative tool
that allows the FBI to obtain certain limited types of
information without court intervention: (1) telephone and
email communication records from telephone companies and
internet service providers (Electronic Communications Privacy
Act, 18 U.S.C. § 2709); (2) records of financial institutions
(which is very broadly defined) (Right to Financial Privacy
Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a list of financial
institutions and consumer identifying information from a credit
reporting company (Fair Credit Reporting Act, 15 U.S.C.S§8§
1681u(a) and (b)); and (4) full credit report in an
international terrorism case (Fair Credit Reporting Act, 15
U.S.C. § 1681v). NSLs may be issued in conformity with

statutory requirements, including 18 U.S.C. § 2709.

-8y In this instance, | |properly served
an NSL requesting financial records relevant to the subject of
the preliminary investigation. 1In addition to responsive
records ue to an error by the financial institution,

also obtained records beyond the scope of the NSL.

e ﬁgl Based on our analysis, the financial

institutio mistake is not reportable to the IOB as the FBI
has not acted unlawfully or contrary to Executive Order or
Presidential Directive.

(U) Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4
of EO 12863, it is our opinion that this error is not
reportable to the IOB. A record of this decision should be
maintained in the control file for future review by the
Counsel to the IOB.

(U) Since the additional records in this instance
are still relevant to the authorized investigation, the
additional records may be maintained by the FBI if an
additional NSL is served for those records. Otherwise,

= ET
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SEC}\ET

(U} To: From: Office of General Counsel
Re: "~ N 278-HQ-C1229736-VIO, 03/05/2007

D

-

O’; o
=

l should contact the financial institution and ask
whether the improperly or unintentionally acquired information
should be returned or destroyed with appropriate documentation
to the file.

SE&E‘L‘\
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| From: oOffice of General Counsel

To:

“”Refw~>§) 278-HQ-C1229736-V1O, 03/05/2007

LEAD (s) :

Set Lead 1l: (Action)

AT

(o) | Field Office should
serve an additional NSL for the relevant records, or in the
alternative, contact the financial institution and ask whether
the improperly or unintentionally acquired information should
be returned or destroyed with appropriate documentation to the
file.

Set Lead 2: {Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) For information.

Set Lead 3: {(Action)
INSPECTION

AT WASHINGTON, DC

(U) INSD should retain a record of the
report of the potential IOB matter, as well as a copy of the
OGC opinion concluding that IOB notification is not required
for three years for possible review by the Counsel to the IOB.

cc: r_Ms__Ihamaj

IOB Library

[GJNe]
-1
@]

*

SEEu«‘{
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(Rev. (11-21-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/28/2007
To: General Counsgel Attn: NSLB
From: Inspection

Internal Investigations Section. IPU, Room 3041
Contact: CRS Ext.

O~ O

T oo

Approved By: Miller David Ian

Drafted By:

2

;
/ Case ID #: (U) 278-HQ-C1229736-VIO (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 3619 -
OGC/IOB# 2007 bZ

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, Naticnal Security
Law Branch (NSLB) .

Reference: () 278-HQO-C1229736-VIO Serial 2153
278 Cl36372 Serial 124
278 -HQ-C1229736-VIO Serial 2233

Details: (U) The Internal Investigations Section (IIS) received
an EC from| Ipivision dated 02/05/2007, reporting a
possible IOB error. Based upon a review of the referenced EC it
is the IIS’'s copinion the incident described therein is
administrative in nature. Therefore, nc internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

L 44
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{Rev. 01-31-2003)
SEC%B@?/20320328

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/28/2007
To: Attn: SAC (Personal Attention)
b2 From: Inspection
BlE Internal Investigations Section, IPU, Room 3041
e Contact: CRS Ext.
00
¥ ) s ~
B7C Approved By: Miller David IanZifﬂq
Drafted By:
f;Case ID #: (U) 263-HQ-0-U - 755 (Pending)
Title: (U INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 3619
OGC/ICOBH# 2007 D2
Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at I1IS.
(- M Derim: G-3
Declaggi n: 20320328
Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 2153
Reference: (U) 278-HQ-C1229736-VIO Serial 2153
278 C136372 Serial 124
o 278-HQ-C1229736-VIO Serial 2233
h7F Details: (U) Upon review ofl Division’s captioned

report of a potential IOB vioclation, IIS did not find the matter
indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/0OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*

SECRET//20320328
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(Rev. 01-31-2003)

SEshzg \:Ség l C?

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/22/2007
To:s Attn: CDC
Counterterrorism Attn: ITOS| l Conus
Inspection Attn: IIS
From:
bZ | |
b7E Contact: SA
bo
o Approved By: b | AT
b7C
Drafted By: mac? ™
Case ID #: (U) 278-HQ-C1229736-VIO  (Pending) =~ /  °
(U)y 279 1 C136372 (Pending)
Title: (U) REPORT OF A POTENTIAL IOB MATTER
(U) REPORT OF A POTENTIAL IOB MATTER
Synopsig: (U) To report resolution of potential Intelligence
Oversight Board (IOB) matter.
icl‘%”““bé Deriv om : G-3
Declags?® On: X1
Reference: (U) 278-HQ-C1229736-VI0-2233 [l
(U)y 278{ }C136372-130 OTE
Details:
Case Background and Case Agent
(s)
bl
13
b7C

qung
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TO:l

(31 -

Cage ID%:

Title:

T

| From:
Re: (U) 278-HQ-C1229736-VIO,

SEGRQ?

b

03/22/2007

i~
L

o

Al

L7E

Report of Potential IOB Matter

(5) -

13) —

(FBI) all financial records

(o)

A National Security Letter (NSL)
approved-|
] to produce to the Federal Wiyean oF Ypuegtimarion

b7E

oSy

the financial records to be prov

The NSL

specifically requested

ided for |

i

| personally

records requested in the NSL

SECRﬁs

2

rovided to 1SS | |
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SECRET

To: | | From: | | b7E
Re: (U) 278-HQ-C1229736-VIO, 03/22/2007
isj”“
Z}() Ireceivpr? the regults of the
NST. | 1l The records nravided y
bl [
b7D . | as
66 requested. In addition,| lincluded records
b7C
]
[ ]
(5.
[ ]
S ]
L ]
iSj.mwwfw
®

sy The NSL s . |
specifically requested records for only] |

[ [Division atl____ [Tnever

requested or provided any correspondence requesting records for

b7D| [ Legal guidance provided by OGC and NSLB noted
e That a potential IOB violation includes "a carrier providing

oo information beyond the scope of a NSL resulting in the

b7C unintentional acquisition of data" [278-HQ-C1229736-2570.]

bZ

DTE K or 02/05/2007, SA lcantacteg

51, | Chief Divisional Counsel, | FJD;u;sjon

and intformed her of this matter. At the request of CDC|

<5h2 and in accordance with procedure stipulat
2570, the recorxds provided

were sequestered and provided to CD(

X on 03/12/2007,__8 eceiv referenced ECs via
iSj.[ |Division's CD Referenced ECs
were .drafted by the Office of General Counsel. The referenced
b2 ECs noted the following "Based on our analysis, the financial
- institution's mistake is not reportable to the IOB as the FBI has
b7k not acted unlawfully or contrary to_Executive Qrder or
bb Presidential Directive." “Further, Division aq
IS Ni® | |was directed to "contact the- {TImancial 1institution and
BT whether the improperly or unintentionally acquired information
’ should be returned or destroyed with appropriate documentation to
the ftile™.
SECRET
3
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To:l

From:

Re: (U) 278-HQ-C

—

SE\:?:RET

229736-VIO, 03/22/

2007

(" on 03/12/2007, sa[___ | contacted

dge receipt of the referenced

b2
b7E

to contact]

CDCl to
_ECs. CDC 1irected

lto contact]

I
_I

(3) -

mail.

woula desire the

informatiop”

returpned or

destroved

contacted

Division,

M on 03/14/2007)]

"improperly ©r unintentionally acquir

on 03/12/2007, SATQ:|

via electronic

|requested the "improperly or

unintentionally acquire

information"

to be destroved by the FBI,

Division,

would provide

2 written commupication documentingl

to the captioned cases.

M) On 03/16/2007, cpel | was inferme |

request for

Division to

destroy the "improperly or unintentionally acquired information®

unintentionally acquired

[Division.

Further, CDC

SEéhET

stated that the "improperly or
| information" would be destroyed by the

noted that a written
communication would be drafted by the Legal Unit to confirm the
destruction of the aforementioned files to the captioned cases.
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SESR@T
To: From:

Re: (U) 278-HQ-C1229736-VIO, 03/22/2007

LEAD(8) :
Set Lead 1: (Info)

INSPECTION DIVISION

AT WASHINGTON, DC

() For information.

Set Lead 2: {Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U} For information.

Set Lead 3: (Info)

AT

(U) Por information.

*

SE?RE{
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FD-962 (Rev. 03-21-2005)

SEC

//20320201 :
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/01/2007
To: Inspection Attn: TIIS, Rocm 11861 v
General Counsel Attn: NSLB, Rocm 7975
Aattn: AsAcl
CDC
From:l |
Contact: SAl
Approved By:
Drafted By:
20 bt
(c). Case ID #: | 276-HQ-C1229736-VIO b7C
) 62H___JAB9455-10B .- & o
Title: (U) SA 7E
SSH
INTELLIGENCE OVERSIGHT ROARD {IOR} ERROR
‘Ujmsyﬁdp5151m>%3 To report possible IOB error.
fUI"M““W”§< Derive om—7T G-3
Declassifsy i 02/01/2032
Details:
{S) 1
¢
“469’”
(8y 2 l../
—= 9]
pl 3y 3 Possible IOB Error k‘mf; b
m T a°
oz
o7E (S
fuy - . ) . .
) 4. Description of IOB Errcr (including any reporting
delays):
['Q‘\I I") Mot d el Opmnae S bas T oeadd can AT A
) ,'f:}’b . / bl
' EE%', o/ 0
SCMAM (YK t I s}*sQT//zoazozol

jg@a)fﬁ/lg]oj

bt
biC

NSL VIO-1578
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(8).

bl
b6

(- :
Toda_igfpection From: | I b7E

SEcﬁnq//20320201 bo

Re: 278-HQ-C1229736-VIO, 02/01/2007

wWdsS prepared and dpproved 1n

accordance with the Attorney General Guidelines. The NSL was

b7C

b2

served| |
provided the results of the NSL to| |[Field

biE

ISYWAD)
P

EN

%) A review of the results of the NSL re%gg;gg_gh;t
tS?-l Eupplied what the case agent determined to be

Cffice via e-mail as a courtesv. noting that a hard copy of the
information was in transit to

This

information was not utilized by the case agent in any analysis nor

was 1t documented in the case file.

Mo
X The case agent] |
| lDivision Counsel
b1 was contacted on to advised of the problem.
b2 iSﬁ el (X , case agent contacted]| |
b7E _.visionf- ..
b6
h7C
b7D
explain why the information was provided, or to identify that an
error was made. Case adgent reguested that |
(8] o]
eXplalin Th=Tl iwas contacted regarding this
error. oted that he could not explain why this error
occurred, vyet, he aimed to correct the problem.
(8- x|

| destroved|

i per Ehe reqguest - ofl

SECRET/ /20320201
2
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(. SEERQF//20320201 o

To: gInspection Frcm: b7E
o Re: (X)) 278-HQ-C1229736-VI0, 02/01/2007
L 3 bfé&idudwé’héw'CD~R~whichwcontaip§d the appropriate information
that was originally requested by tHE“NSL“served1 I
bl
h7D e ::Hﬁ:| kase agent permanently deleted the e-
B6 ' ssage received |which contained
570 informaticn,
() {(Note: This was the second possible IOB error that
resulted from the same request. Both errors were identified as

separate incidences. These comments are provided to clarify any
confusion associated with the two extremely similar incidences
occurring in an extremely close time period.)

SE T//20320201
3

NSL VIO-1580



(-

SECN//zoazozol 10

To: Inspection From: : b7E
Re:'u§§<% 278-HQ-C1229736-VI0O, 02/01/2007

LEAD(s) :
Set Lead 1: (Action)
INSPECTICN

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

{U) For action deemed appropriate.

**

SEC§§3//20320201
4
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(Rev. 01-31-2003)

b2
b/E

(-

b2
b7E

o

bo

o
B7C

“"feview an incident and determine whet

széhgs

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

To: Attn:

Counterintelligence Attn:

Inspection Attn:

from: Office of the General Coun7él
NSLB/CILU/Room 7947

Date: 2/21/2087

SSA
SA

ChC

CD~4

11s,

Contact: AGc|

T
L)

Approved By: Thomas Juiie

Drafted By:

Case TL #v (K] 278-HQ-C1229736-VIO”

LITIE: X} . 1N mLLIGENCE OMERG GRY
MATTVR 200" -

7
(%Pending)

&

DUAKRU

bz

Synopsis: (& Whe IField Office requested that
the Cifice of the General Counsel {OGC) review an incident and

determine whether it warrants reporting to the Intelligence
Oversight Board (IOB). It is the opinion of OGC that the

incident does not need to be reported
EC should be maintained in the contro
by Counsel to the IOR.

(U) Derived om : G
Declassyf9nOn: 2

AdministréEiVéf“m&Q This electronic
information from: ‘the EC dated 2/01/2
reporting a potential IOB matter.

to the IOB. Rather, this
1 file for periocdic review

-3

/21/2032

communication (EC) contains
007 from to 0OGC

““Référ9nce¢wﬂ§ﬁ: 278-HQ-C1229736-VIO omigl 276

Details:. -(X) By EC dated 2/01/2007,

requested that 0GC

SE&RET

A

‘*:4‘ H I

€r 1t warrants reporting to

NSL VIO-1582



Tor From: Of
Re: 278-HQ-C1225%736~

E- A
the 108.}
()
—... 1 A Natlonal Security Letter (NSL) was
1 served The NST recuested only

transacticnal information The
NSL results were provided 1

i)
A

oo case agent |

isﬁj |discovered thet in addifion to the requested

B7D l. | had provided information
b2 I
b7E The

f ase agent ilmmediately ceased the review and reported the

in~ident to Division Conngel I | the case ager+
senzacted | |
The POC LII—TonT=crerm The appropriate
I' had provided the THLOUINMGCIOI I =rror .

bE) Lubseguently, | |dqur0yed and
deleted| [Tegarding
provided the reguested ipformITion = omp lremree—wrtr eI T a T
NZL rolocat. , TieE a0l sindlorl,

deleted Che rerevall. I

(U} Secticn 2.4 of Executive Order (E.0C.) 12863,
aated 09/13/1993, mandates tha: Inspectors General and General
Counsels of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report tc the IOB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.” This
language was adopted verbatim from E.O. 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
I0B {and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation cf a
provision of the Attorney General Guidelines for National
Security Investigations and Foreign Intelligence Collection
(NSIG), or other guldelines or regulations approved by the
Attorney General in accordance with E.O. 12333, dated 12/04/1981,
if such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Violations
of provisions that are essentially administrative in nature need
not be reported to the IOB. The FBI is required, however, to

S T

NSL VIO-1583



T
j oy

o7

b2
b7E

Rc{m

E~. Frem:- Cffice of the General Counsel
278-HQ~-C1228736-VIO, 2/21/2007

maintain receords of such administrative violations so that the
Counsel to the I0B may review them upon request.

{(U) On 03/28/2C006, the FBI's National Security Law
Branch (NSLB) sent a letter to the Counsel for the ICB requesting
thelr concurrence to treat third party errors as non-reportable,
though NSLB would still reguire the field to continue to report
any improper collection under an NSL as a potential IOB matter.
By letter dated 11/13/2006, the Counsel to the IOB agreed that
third party errors in the collection of information pursuant to

an NSL must be reported to the FBI OGC, but are not reportable to
—he IOB.

(U) In the instcant case the collection of information
by the FBI was not the fault of FBI Once the case agent

discoverad that he had received information beyond the scope of
the NSL request, the casa 2aa immediately notified thd |
CDC and notifie: Lo reafrer,

regarding TH1s request were delefted and or destroyed. As
€sult, this matter does not nesd to be reported to the IOB.

SEéhE{\\
3
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To: From: Office of 1. "~rarel Counscl
Re: 278-HQ-C1229736-VIC, 2/21/2u.
LEAD (s)
Set Lead 1 (Info)
INSPECTICN
AT WASEINGTON, DC
o2 (U) For information.
B7E Set Lead 2: (Info)
CCUNTERINTELLICENCE
BT WASEINGTON, DC
-7 For information.
set Lead 3: (Acticn)
b2 S—
LTE (U) [:EEEEE¥ff requested to coordinate with to
p7D ensur¢ that has the appropriate protocols in place to prevent

similar types of disclosures in the future.

cc: i- Ms. Thomas

oo
-~
!

i1—- 10B Library

*

SEC\{T
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{Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/28/2007
To: General Counsel Attn: NSLB

From: Inspection
Internal Investigations Section, IPU, Room 3041

hE Contact:
p7C  Approved By: Miller David Ian |
b2
Drafted By: ]
‘;Case ID #: (U) 278-HQ-C12298736-VIO (Pending)
Title: () INTELLIGENCE CVERSIGHT BOARD MATTER ‘
INSD/ITIS TRACKING# 3556 h2
OGC/IOB# 2007+
Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB) .
Reference: (U) 278-HQ-C1229736-VIO Serial 2120
278-HQ-C1229736-VIO Serial 2203
Details: B - Internal Investigations Section (IIS) received
B an EC from Division dated 02/01/2007, reporting a possible
LT IOB error. Based upon a review of the referenced EC it is the

IIS’'s opinion the incident described therein is administrative in
nature. Therefore, no internal investigation will be conducted
by the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

*
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(Rev. 01-31-2003)

SE}F@T//20320328
FEDERAL BUREAU OF INVESTIGATION

h2 Precedence: ROUTINE Date: 03/28/2007

biE

To: Attn: SAC (Personal Attention)

From: Inspection
Internal _Investigations Section., TPU., Room 3041

Contact:

pproved By: Miller David IangﬁF@Ll

~d

o oo

C
~ rafted By: | |
" Case ID #: (U) 263-HQ-0-U - Yée {Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 3556
OGC/IOB# 2007 fo)l
Synopsis: (U) To advise that captioned reporting of potential

Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (II8), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at TIS.

(- - -y} Derivad. F i G-3
Decl ify s 20320328

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 2120

Reference: (U) 278-HQ-C1229736-VIO Serial 2120
278-HQ-C1229736-VIO Serial 2203

Detailg: (U) Upon review of Division's captioned report
h2 of a potential IOB violation, IIS did not find the matter
hIE indicative of willful misconduct. TIIS only addresses allegations

where deliberate and/or aggravated wmisconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*

SE¢(ET//20320328
NSL VIO-1587



(Rev, 1]-31-2003)

sh\@

FEDERAL BUREAU OF INVESTIGATION

Precedence: RGUT THE Date: 01/03/2007
To: INSD Attn: 125

To: OG0 Attn: N33

From: 1
o ' .
o ‘cOfiy{ct: SA
SWEY 3
o < A
o173 Approved‘£§$
o7C A

tm»__Drafted By:

Case ID #: 0% 278 HO-C1229736-UTQ _ ‘Ponding) - 2090
(5) b1

Uhooo o p o p e~ .
W Tltlef"“£X§ REZORT OF A POTZNTIAL 103 MATTER;

(U} ~Synopais: ”“&Q To report a polential TOR matter.

K Derive rom : G-3
- Declas On: X1

Refere (S
(8)

Details: (le an ECPA National

Security Letler (NOL) was served )

bl
be
LiC
b7D
b2
O7E | I
| B Tne NSL specifically
requested subscriper information for

CRy) ) o5 b7C  NSL VIO-1588

I["
J



>

el

b7E

ey e
FOL

INSD

.E%}

FI"(‘"I )

T78-H 3—1"

o

1l

229736-V

10,

SEéhss

01703

/0 200

'3 g

S G R

Iorevided the

The subscriber

and

net for
informaetion prg

subscriber informatiorl |
as or the date of executicn,
the dgies specified orn the NGT..

sulbject

requestod

1s L1

sStTed
)

FMirtnermore tne tlime period the

Tne active

subscriber
Zhus information snpp11od|
Wa 3 COI’JQICten_

covers

the dates

with the

Tequest Cf

fhe NGT Howevar —cnbocxibox_information provided | [
was not Icent:fisbie Lo the /
sunject of this investigation. Thereforc
TETrONeOuSL Yy . prov*def >ubscr1 ber intormation Yo the FBI on a
Derson whc is not vant o thé Investigzstio |
()
,,,,,,,,,,,,, I The

NSL was dralced by the Case Agenﬂ

reguested the subscriber information |
I Tlhe erronecys subecr oo information
provided]
was sequestercd by the Chief tivision Council of
OfEicel | Reportinc c¢f Lhis matter was
celayed pending review py ADC| ot new
orocedures outlined in FC captioned "XEVISED PROCEDURES FOR
THE SUBMISSICN OF REPCRTS OF POTENTIAL (NTELLIGKNCE OVERSIGHT
ROARD MATTERS", dazed 11/16/2006.

*

SECRET

o
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{Rev. 01-31-2003)

Ly

-

b2

b7E

B7C

GIGN0) REVIEW
Fili INVESTIGAT]
GO0 INVESTIGATION:

~Title: "5@ INTELLIGENCF_QMEBSIGHT BOARD

SEERET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/21/2007

To: Attn:

Inspection Attn: IIS,

From: Office of the General Counsel
NSLB/CILU/Room 7847 [
Contact: AGC

Approved By: Thomas Julie FUlUU\/

Drafted By: Q\Q

Case ID #: (U) 278-HQ-C1229736-VIO |

Pending)

MATTER 2007

b2

Syniopsis: WT>< It is the opinion of the Office of the General
Counsel (OGC) that this matter is not reportable to the
Intelligence Oversight Board (IOB). Rather, it should be
maintained in the control file for periodic review by Counsel to
the IOB. Our analysis follows.

(U) Derive om : G-3
Declassi On: 25X1

Administrative:- {}{ This electronic communication (EC) coptains

information from: " (1) the EC dated 01/03/2007 fron
Field Office | | to 0GC reporting a potential 10B matter;
(2) conversation between and OGC regarding this
potential IOB matter on 02/127200/; (3) an email from Ito
OGC dated 02/15/2007; and (4) automated case support (ACST.

Reference: bll (U)_278-HO-C1228736-VIO Serial 2090 {Pending)
(S _Ferial 21 (Pending)

- Details: - () By EC dated 01/03/2007, |requested that 0OGC

review the’facts of the captioned matter and determine whether it

NSL VIO-1590




SEc;}ﬂL

To: From: Cffice of the General Counsel
Re: 278-HO-C1229736-VIO, 02/21/20C7

o0
-3 DO
il

warrants reporting to the IOB. As explained below, in our
opinion, the FBI is not required to report this matter to the IOB.

(S)

| | the FBRI served a National Security Letter (NSL)
pursuant to the Electronic Communications Privacy Act (ECPA), 18

J.S.C. § 2709]

(21

b2
b7E

bl (s) | |provided a response to the NSL.
In so doing| brovided the subscriber information

7D L las of the date of the

i response, | | and not for the dates specified in the

NST.S |

lioformation

provided |

was that of the subject of the investigation.

(34 Subscriber information provided- |
| o _Amﬂmuﬂwwm~lwaS”h6t identifiable tc the subject of the
(S) - Trnvestigation. |

thls i1nformation has pbeen seguestered with tne Chiet
Division Counsel.

(U) The President, by Executive Qrder 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). ©On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (ICB) and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Board. Among its responsibilities,

bl
(5 p2
b7E

SECRE{\

2

NSL VIO-1591



SEC}K R

To: Froem: Office of the General Counsel b7E
Re: Z/B-HU-C1229736-VIO, 02/21/2007

-

the I0B has been given authority to review the FBI's practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates that
Inspectors General and General Counsel of the Intelligence
Cormmunity ccmpenents (in the FBI, the Assistant Director,
Inspecticon Division (INSD), and the General Counsel, Cffice of
the General Counsel (0OGC), respectively) report to the ICB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive. This larnguage has been interpreted to mandate the
reporting of any vioclation of a provision of The Attorney
General's Guidelines for FBT National Security Investigations and
Fcreign Intelligence Collection (NSIG), effective 10/31/2003, or
other guidelines or regulations approved by the Attorney General
in accordance with EQ 12333, dated 12/04/1981, if such provision
was designed to ensure the protecticn of individual rights.

{U) Violations of provisions that merely are administrative
in nature and not deemed to have been designed to ensure the
protection of individual rights are generally not reported to the
I0B. The FBI Inspection Division is required, however, to
maintain records of such administrative violations for three
vears so that the Counsel to the IOE may review them upon
request. The determination as to whether a matter is
"administrative in nature" must be made by OGC. Therefore, such
administrative violaticons must be reported as potential IOB
matters.

{(U) NSLs are a specific type of investigative tool that
allows the FBI to obtain certain limited types of information
without court intervention: {1) telephone and email
communication records from telephone companies and internet
service providers (Electronic Communications Privacy Act, 18

U.5.C. § 270%); (2) records of financial institutions (which are
very broadly defined) (Right to Financial Privacy Act, 12 U.S.C.S§
3414 (a)y (5)(A)): (3) a list of financilal institutions and consumer

identifying information from a credit reporting company (Fair
Credit Reporting Act, 15 U.S.C.§§ 168lu(a) and (b)); and (4)

full credit report in an international terrorism case (Fair
Credit Reporting Act, 15 U.S.C. § 1681v). In addition to FCRA,
15 U.S5.C. §§ 168lu({a) and (b) information (financial institutions
and consumer identifying information), under 15 U.S.C. 168lu(c),
if certain factors are met, the FBI is able to obtain full
consumer reports in both counterintelligence and international
terrorism investigations by an ex parte court order.

SN
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b2
b7k

bl
b2
b7E

bl
bi7D
b2
b7E

1)

bl
bID
L2

L7E

SEEkEQ

7o From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 02/21/2007

(s) | I

lhe FBI properly served an NSL that requested

lawful information.

|

S)y-Subscriber information provided L_ |

| was not identifiable to the subject of the

investigation. | |

Although lawfully obtained, because the

information obtained through the NSL was not asscciated with the
target, as already accomplished, the information should be
sequestered with the CDC to protect the potential privacy
interests of United States persons. Further, |i|should
contact[::::::::]and ask whether the information unrelated to the
target should be returned or destroyed with appropriate
documentation to the file.

{U) Based upon these facts, 1in accordance with the terms
implementing the reporting requirements of Section 2.4 of EO
12863, it is our opinion that this error is not reportable to the
ICB. The carrier's mistake is not reportable to the IOB because
the FBI has not acted unlawfully or contrary to Executive Order
or Presidential Directive. A record of this decisicn should be
maintained in the control file for future review by the Counsel
to the IOB.

s}&g

4 NSL VIO-1593
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E To: From: Office of the General Counsel
Re: 278-HQ-C1z229736-VIC, 02/21/2007

LEAD (s) :
Set Lead 1: (Action)
INSPECTION

AT _WASHINGTON, DC

{Uy INSD should retain a record of the report of the
potential IOB matter, as well as a copy ©of the 0OGC opinion
concluding that IOB notification is not required, for three years
for possible review by the Counsel to the IORB.

Set Lead 2: (Action)

gy

tion received fhat was gpot
associated with the target, should cofitact and

ask whether such information should be returned or destroyed with
appropriate documentation to the file.

cc: Ms. Thomas

jol?
b7C

IOB Library

*

SEC

NSL VIO-1594



(Rev 01-31-2003)
SEékQ?//20320327

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/27/2007
To: General Counsel Attn: NSLB
From: Inspection

Internal Investications Section, IPU, Room 3041
Contact:

be
p7C Approved By: Miller David Ian

k2

Drafted By: WEEERE

(C}] “case ID #+ (/X\) 278-HQ-C1229736-VIO  {(Pending)

Title: (U) INTELLIGENCE COVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 3532 )
OGC/IOB# 2007 | b2

Synopsis: (U} To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

m O Derive : G-3
Declasgify™~Qn: 20320327

L (U) 278-dQ-C1223736-VIO Serial 2090
S ()]
() ZI8-HU-Cl229736-VI0 Serial 2229

Details: Ui The Internal Investigations Section (II8) received

an EC froml Office dated 01/03/2007, reporting a possible
IOB error. ased upon a review of the referenced =ZC it is the

oV IIS’s opinion the incident (s) described therein an administrative

b7E issue. Therefore, no internal investigation will be conducted by
the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

*

SECRET//20320327
NSL VIO-1595



(Res O

b2
b7E

b2
b7E

-31-2003)

s@ggET//20320328
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 03/28/2007
To:l | Attn: ADIC (Personal Attention)

From: Inspection
Internal Investigations Section, IPU, Room 3041
Contact:

s . , [y A
Approved By: Miller David Ian§ﬂ4¢

Drafted By:
Vcase 1D #: (U)  263-HQ-0-U - 757 (Pending)

Title: (U)  INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/ITS TRACKINGH 3532
OGC/ICB# 2007{::::::] b2

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

EU?“ AAAAA “Mvwggé Derived O : G-3
Declassif n: 20320328

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 2090

Reference: (1) 278-HQ-C1229736-VIO Serial 2090
278-HQ-C1229736-VIO Serial 2229

Details: (U) Upon review of[::::::::] ffice’s captiocned report
of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/0OGC EC, dated 11/16/2006
(278-HQ-C1229736, gerial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*

SE%K%T//20320328
NSL VIO-1596



F13-962 (Rev 03-02-2003)

i

[apeNe)
Sy
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bZ
b7E
b7D

bl

=

T

SECRET
FEDERAL BUREAU INVESTIGATION

FIRREATAE

’;{“ B <
Precedence: ROUTINE Date: 02/07/2006 e, e
To: General Counsel Attn: National Security Law Branch,

- Room 7975
t-Inspection Division Internal Investigations Sect.
From: -
Contact:

Approved By:

Drafted By:

"caééwznm#;mmai) 278-HQ-C1229736-VIO (PENDING) - -/
o

) 278 C71404 (PENDING) .. -/

Titlé!u“(>< INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

é?ﬁép519$“”hﬂ Possible IOB error for an unauthorized dissemination
of information.
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Declassi On:

Details:

{8) 1.

(s) 2.

0 3. Possible IOB Error:
(8)

Description of IOB Error (including any reporting delays) .

X

(s)  an ner. |

L vas served

Te S were received |
hﬂﬁ?‘ﬁfocessed Through an error in

the mail handling of the responding EC and records, the NSL and

records were erroneouslv sent +n
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fm .. To: General Counsel From: biE
Rébi”"‘“b&i) 278-HQ-C1229736-VIO, 02/07/2006

ey
bl j% A_copy of the records were returned
':) L The originals were picked un hv an Anent |
b7E
b7D
was informed of the mishap and
will ensure corrective action is taken.
b6 Questions concerning this EC or others aspects of the IOB
b7C process may be addressed to either CDC and/or 0GC,
National Security Law Branch.
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To: General Counsel From:

(7 - Re:w->€) 278-HQ-C1229736-VIO, 02/07/2006

LEAD(8) :
Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: RCUTINE Date: 032/24/2508
5
To: fol A Attn: SAC, CDC
Ccunterterrcrism
Inspection

From: Cenera. Counsel

Counterrorism Law

Contact: Fatrice

Approved By: Thomas, Jui:e Qf)'

Drafted By:

Case ID #: (%) 279-120-C1229736— onfﬁCJ[h

'Tiﬁlé:““ng< INTELLIGENCE OVERSIGHET BOARD MATTER,

__\JD Zoﬁr J2

SjﬁépSiﬁf“"i>< It is the opinion cf the Office of the Cenera

.
Coursel (CGC) that this matter does not warrant reporting to the
inte.ligence Oversight Board (IOB). Submission of this matter to

the CPR is a matter within the cognizance c¢f =he ITS.
115 [ E&( Deriv om : G=-3

Declasg? On: 03/24/2016
Reference: 278-80-C1229736-vio- )) - 155
Administrative: {U) This communicetion conzains one or more
fcotrctes. To read the foctnotes, downioad and print the
dccumenrt in WordPerfect 6.1,
Details: (Y} Referenced communicaticn from the Field
Office dated 02/07/2006, reguested <hat 0GC review the
facts of the capticned matter and determine whether it warrants
reporting to the IOB. 1In our opinion, it does net. OQur aralysis

follows.
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(5) During the course of the investigat:
Issued a National Securi:y ietter (NSL) pursuant to the
Electrornic Communicatiocons Privacy Rct, 18 U.S.C. § 2709. That
statute permits the ¥BI to recuest subscriber infermation and

telephone toll billing records that are "relevant “o an
authorized investigation to protect against international
terrorism or clandestine intelligence activities, provided that
such an investigation of a United Strates perscen i1s not conducted
sclely on the basis of activities prctected by the first
amendment to the Constitution of the Upnited States." The NS, was

addressed tof | |
lee reguested records were received from| |
| The records were suppcsed to be sent tc
[ However, [ ] clerks who work on the nicat shift
ackaged the records gnd inadvertentlv senr them +of |
[ 2r
ETOIOyen | | who handles its NSLs ultimately
obtainec possession ¢f the records and realized that they were
the records cf That person contacted| land sent it a copy
-f the records. con acued| |learned that the
original records and EC that were irntended for | were
ax |and arrangea for | fieid office
to physically pick them up and send them back to

]
=
[&3

Tnmuggi See 27E-HQ-Cl229736-VI0, Serial 1155, dated 02/07/2006
titled ”:ntelligencA Oversicht Roard (I03) Matter"
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(U} Secticn 2.4 of Executiv

-

ive Order (EQy 12863,
dated U%/13/1992, mandates that Inspectors General end Gerneral
Counsel of the Intelligence Community componants n
-'l ~

“ne Assistant Tirectcr, INSD, ard the Cenera ou
rcspectively) reoort to the IC2 concerning intelligen
ctivities that they have reason to believe may be unlawfcl cr
LOHthfy to Executive crder cor Fresicdential directive. This
language was adopted verbatim from EOQO 12334, dazed 12/04/:0981,
when the 10B was known as the President's Intelligence Oversight
Bcard (PICB)}. By licnastanding agreement between the TBI and the
I0B {and 1ts predecessor, the PIOR), this languace has been
irterpreted to mandate the reporting of any viclation of a
prcvisicon of the NSIG, cr other gu;delines cr regulatiocns
approved by the Attcrney Gerneral in accordance with EQ 12333,
dated 12/04/1981, if such provision was desigred in full or in

part tc ensure the protectiocn oI the individual rights of U.S.

e
se.l R A s
I
S

persons.  Violatiens of provisions that are essentially
administrat ¢va in nature need not ge reported %o the TI0B. The
FBI is regulrec, however, to maintain records of such

administratlve viclations so that the Counsel to the I0OB may
review them upon reguest.

m “”}K; Section V.11., Investigative Techanigues, of Th
Atterney Ceneral's Guidelines for FBI National Security

Investicatiocons and Foreigr Intelligence Collection (NSIGH

() = o “igi However, the improper dissemination was not of a
nature c¢f wnich the NSIG are concerned. The N3IG focus upon
&ssuring that informaticn disseminated to other goverrment
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since those enlities
congtituticnal
C'i”l y involved
ur: catjﬂns
ublllty

crlber, We
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private wi
s nct have the sa
ts of bho teleph
>veni neead not be C
;oarn adml plStratjve error by night clerical staff
assified telephone records te a service provider
service provicer who owned the records. An

other wire communicatlons service provider, a
with tne NSL prccess andg thus, presumably
disciosure aspect of it, immediately

> mi ; and reported it to the reccrds' owner,

a the mistake was rect‘zled m”ere dces not apprear to be
tentlial damage to natiornal security. There was no impact
Tne rights oI a United States person, nor, aprarently, the
-US?” subscriber. There was no improper ccllection cf
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CONCLUSION

{0} OGC concludes thnat this matter does not warrant
being repcrted to the IG3.
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LEAD (s) :

12  Set Lead 1: (INFO)

FIZ_D CSFFICE
Gy Read znd Clear

Set Lead 2: {(INFO)

COCUNTERTERRCGRI SV

T

AT WASHINGTCON, [C

Set Lead 3: (ACTION)

INSPECTICN

AT WASHINGTON, ©C
(U For

review and action deemed appropriate.
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