
(Rev. 01-31-2003) 

SEC^T 

FEDERAL BUREAU OF INVESTIGATION 1073946 

Precedence: ROUTINE 
/ 

• / To: -Inspection 
General Counsel 

Attn: 
Attn: 

Date: 01/04/2007 

IIS, Room 11861 
NSLB, Room 7 975 

From: 

Contact 

Approved By: 

Drafted By: 

Case ID #: (U) 
(U) 
(S) 

2 7 8-HO-CI 229736-VIO (Pending) - &Q3 ll 
2 7 81 I-C26391 (Pending) ̂  1 n H bl 

¡Pending) % 5 
Title: (U) THTRT,TJr,RMrK OVERSIGHT BOARD (I OB) 

SUPERVISORY SPECIAL AGENT 

SPECIAL AGENT 
b6 
b7C 

( S ) REPORT OF A POTENTIAL IOB MATTER 

bl 
b7D 

Synopsis: j|>S0 To report a possible IOB viol^Ljon involving 
receipt of unsolicited telephone toll records 

(U) Derive 
Decías 

G- 3 
XI 

( S H 
Reference : 

(U) 
¡erial 11 bl 

278-HQ-C1229736 Serial 2570 

Details: In accordance with reporting requirements relating 
to known or suspected Intelligence Oversight Board (IOB) 
violations, per reference 2, notification is being made to the 
Office of General Counsel regarding unsolicited telephone toll 

b6 X 
b7C 

SE^RJST 
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b6 
b7C 

NSL VIO-1533 
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(S) 

bl 
b7D 

:s) 

bl 
b2 
b7E 
b7D 

bl 

bl 
b7D 
b6 
b7C 
b2 
b7E 

To: 
Re: 

SEC^E 

Inspection From: 
(U) 2 78-HQ-C122 973 6 -VIO, 01/04/2007 

b2 
b7E 

records 

i ĉ  
send a National Semiri tv i,pftpr iKF.qT.I i-n 

1 
reauestina suharrihpr infnrmatinn 

• 

(s) 
rpgiiPRtpH snhRPrihpr infnrinaHnn received the 

oi teiypiiune tüii recöfas. 
These toll records were not requested in the NSL. 

LSI 

Iß.1 records, 
Less National 

have been turned nvpr 1-n 
pending a rpRpnnsp t-r-om 

secured 
CDC (A/CDC) 
Security Law Branch regarding this matter. A/CDC 
the toll records within his office safe. 

SEB^ET 

NSL VIO-1534 



b2 
b7Eo To: Inspection From: 

Re: (U) 2 7 8- HQ-CI2 2 9736-VIO, 01/04/2007 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) Request IIS take appropriate action as necessary 
in response to this potential IOB matter. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) At NSLU, review information provided herein and 
act as deemed appropriate. 

3 
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(Rev. 01-31-2003) 

SÎiÇRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date: 02/05/2007 

Attn: IIS 

Count erintelligence 

Inspection 

b6 
b7C 
b2 
b7E 

A/CDC 

Attn: CD-2 

Attn: IIS, 

From: Office of the General Counsel 
NSLB/ CILU/Rooffl—23AJ. c 
Contact: AGC 

Approved By- Tb̂ rr,.nr. Jill ip F 

Drafted By: 
(U) 

202-324 

Case ID #: 278-HQ-C1229736-VIO Serial^^^f (Pending) 

(U) 

IN-

INTELLIGENCE" ÛVt,KôIbni ììO/ìku 
MATTER 2U07-' b2 

Synopsis:^¡SQ It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

b2 
b7E 
bl 

( u ) A dm in is tra ti v e : 

DerivedNÇrpflï : 
Declass>fyX^ : 

G-3 
02/05/2032 

This electronic communicatioa LEXJ cnxitains 
informal-ion f m m thP EC dated 01/04/2007 from the 
Office 

Reference: 

| to OGC reporting a potential IOB matter. 

I S ) 

Field 

(U) requested that 
b2 
b7E 

D e t a i l s : B y EC dated 01/04/2007, 
OGC review the facts of the captioned matter and determine whether 
it warrants reporting to the IOB. As explained below, in our 
opinion, the FBI is not required to report this matter to the IOB. 
- z . ^ 3 7 SE^ E T 
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b2 
b7E To :| 

Re: 278-HQ-C12297 

SEC 

Office of the 
VIO, 02/05/2007 

General Counsel 

bl 
b2 
b7E 
b7D 

b2 
b7E 
b7D 
bl 

subscriber information along 
toll records pertaining to the requested number. E 

received the requested 

I 
the toll records was immediately turned over to the 

Acting Chief Division Counsel for sequestration. 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Ortfer 1286°, the 
President renamed it the Intelligence Oversight Boar^ (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 

(U; Section 2.4 of Executive Order 12863 manures that 
Inspectors General and General Counsel of the Intel]. ; gonce 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 

S E C À Ï ^ 
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SEC: 

To: From: Office of the General Coui 
Re: 27 8-HQ-C122 97 36-VIO, 02/05/2007 

nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

(U) On 03/28/2006, the FBI's National Security Law 
Branch (NSLB) sent a letter to the Counsel for the IOB requesting 
their concurrence to treat third party errors as non-reportable, 
though NSLB would still require the field to continue to report 
any improper collection under an NSL as a potential IOB matter. 
By letter dated 11/13/2006, the Counsel to the IOB agreed that 
third party errors in the collection of information pursuant to an 
NSL must be reported to the FBI OGC, but are not reportable to the 
IOB. 

(U) In the instant ^ q o tho m i l ection of toll record 
information was not the fault of| Once it was 
discovered that the information was beyond the scope of the NSL 
request, the information was immediately sequestered and the 
matter was reported co OGC. 

(U) Based -upon these facts, in accordance with tho 
terms implementing the reporting requirements of Section 2 4 of 
EO 12863, it is our opinion that this error is not reportable to 
^he 7.0R A v^ro-rH nf this decision should be maintained in the 
cou>. j. Lie i'ui iuLUic icvic.' by the-Counsel to the 102." 

SECRET 
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b 2 lo: 
b7ERe: 

SEC 

From.-- -fice of the 
-HQ-C1229736-VIG, 02/05/2007 

General Counsel 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

I;'cL Lieau :> : '(Action; 

b2 
b7E 
bl 
b7D 

AT| 

S ( K ) If deemed relevant 
should submit the appropriate NSL requesting the toll record 
returni 
orf 

If the information is not 
does not seek their return, 

or 
relevant 

hould be 
destroyed with appropriate documentation placed in the file, 

cc: Ms. Thomas 

IOB Library 
b7C 

SECRET 

4 NSL VIO-1539 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 03/28/2007 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 
Contact : CRS Ext . 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian 
b6 
b7C 
b2 

(U) 2 7 8- HQ-C12 2 97 3 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKIMÜL3443 
0GC/I0B# 2 007 b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 27 8- HQ-C122 97 3 6-VIO 
2 78-HQ-CI22 973 6-VIO 

Serial 2037 
Serial 2199 

b2 
b7E 

Details: (U) 
an EC from 
possible IOB 
is the IISr 

The Internal Investigations Section (IIS) received 
|Division dated 01/04/2007, reporting a 

error. Based upon a review of the referenced EC it 
s opinion the incident described therein is an 

administrative issue. Therefore, no internal investigation will 
be conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

NSL VIO-1540 



(Rev. 01-31-2003) 
SE^ET//20320328 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 
b2 
b7E T o : 

b2 
b7E 

ROUTINE Date: 03/28/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Tnvp^inat-inns fip.r-.t -i on . TPIJ. Room 3 041 

Ext. Contact: CRS 

Approved By: Miller David Iangpt/1 

Drafted By: 

b6 
b7C 
b2 

Case ID #: (U) 2 63-HQ-0-U - 738 (Pending) 

Title : (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 3443 
0GC/I0B# 2 007 j I b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

( U ) D e r i v e d^Rcpip^ì^ 
DeclasspyOiu^ 

G-3 
20320328 

Enclosure(s) 

Reference: (U) 

(U) 2 7 8- HQ-C1229736 -VIO Serial 2037 

2 7 8- HQ-CI2297 36-VIO Serial 2037 
2 78-HQ-C1229736-VIO Serial 2199 

Details: (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

SEORET//20320328 
A NSL VIO-1541 



FD-962 (Rev. 03-21-2005) 

SE(^ET//20320212 
FEDERAL BUREAU OF INVESTIGATION 

bl 

Precedence: ROUTINE 

To: 

Date: 02/12/2007 

Inspection 
General Counsel 

Attn: ADC 
Attn: IIS, Room 11861 
Attn: NSLB, Room 7975-

From: 

Contact : SA 

Approved By : 

Drafted By: 

b2 
b7E 
b6 

(TJ) Case ID #: (\S/> 27 ̂ HÜ^C122 97 3 6-VIO ~ 11 ̂ ji 

- 20 
27y 
62 

A95380 
A8 94 55-IOB 

Title: ;U) REPORT OF POTENTIAL 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

(U) Synopsis: 

<u> M 

To report possible IOB error. 

Derivfed'From : G-3 
Declassify On: 02/12/2032 

Details : 

(S) 1. 

(S) 2. 

3. Possible IOB Error : 

(s: 
(U)-

elays). 
4. Description of IOB Error (including any reporting 

bl 
b7D 

b6 
b7C C £ Ç 



/ 2 0 3 2 0 212 

To: Inspection From: 
(U) Re--: (Y) 278-HQ-C1229736-VIO, 02/12/2007 

b2 
b7E 
bl 
b7D 

ÎS) reviewed the records 1 
| and found 

(U) ) The original documents reflect ijia—tli^—Ln format ion which 
ADC for 

b2 
b7E 

was not requested have been forwarded to 
sequestering. Redacted copies only reflecting the requested 
information will be retained for the case file. 

SECRET//20320212 
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SECRET//20320212 

b2 To: Inspection From: 
b7E:U) Re-: 278-HQ-C1229736-VIO, 02/12/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

SECRET//20320212 
3 
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(01/26:1998) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
b2 
b7E 

( U ) 

Precedence ; 

To: 

ROUTINE Date: 3/2/07 

Counterintelligence 
Inspection 

Attn: SAC, CDC, ADC 
Attn: AD 
Attn: IIS, CRS 

From: General Counsel 
National Security Affairs/Room 7974 
Contact: Julie F. Thomas 

Approved By: Thomas Julie 

Drafted By: 

Case ID #: 

( U ) -

(U! 

Title: <x> 

2 78-HQ-CI22 97 3 6 -VIO-
2781 Ì-A9 53 8 0 — ^ 
62F|-A89455 ^ ̂  

m 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2007-

LN 
b2 

S y n o p s i s : I t is the opinion of the Office of the General 
Counsel (OGC) that no error was committed in this matter, and 
therefore nothing need be reported to the IOB. A record of this 
decision should be maintained in the investigation control file 
for review by the Counsel to the IOB. 

(U) Derivéd/from : G-3 
Declaséi^y On: XI 

(U) Reference ; 
b2 
b7E 

278-HQ-C1229736-VI03ÊAcSQ ( ¿3 I S ^ 
•A95380 
•A89455 

Details: (S) 

bl 
b7D 

OIA/DOJ REVIEW 
M INVESTIGATI 
) I 0 / D 0 J INVESTIGA" 

b6 
b7C 

DATE: -V/ 

SEb^ET 

NSL VIO-1545 



ìsbs^ET 

b2 
b7E TO: 

Re : 
From: Office of the General Counsel 

2 78-HQ-C122 973 6-VIO, 3/02/07 
(S) 

b2 
b7E 

b7D 

b2 
b7E 

the records received 
reviewed 
two 

the JSJSL. 
win un way prior1 io une time period requested i n 

(U) The original documents reflectip2_ths 
which was not requested have been forwarded to 
sequestered. Redacted copies which only reflect information 
requested by the NSL will be retained for the case file. 

i-cLiormat ion 
ADC and 

'•T-T'' (M The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 9/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential Directive." This 
language has been interpreted to mandate the reporting of any 
violation of a provision of The Attorney General's Guidelines for 
FBI National Security Investigations and Foreign Intelligence 
Collection (NSIG), effective 10/31/2003, or other guidelines or 
regulations approved by the Attorney General in accordance with 
E.O. 12333, dated 12/04/1981, if such provision was designed to 
ensure the protection of individual rights. Violations of 
provisions that merely are administrative in nature and not 

SECKS^R 

2 
NSL VIO-1546 



SE^ET^ 

b2 
b7E To : 

Re : 
From: Office of the General Counsel 

2 7 8- HQ-C122 973 6 -VIO, 3/02/07 

deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

(U) 
NSLs are a specific type of investigative tool 

that allows the FBI to obtain certain limited types of 
information without court intervention: (1) telephone and email 
communications record from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709; (2) records of financial institutions (which is 
very broadly defined)(Right to Financial Privacy Act, 12 U.S.C.§ 
3414(a)(5)(A); (3) a list of financial institutions and consumer 
identifying information from a credit reporting company (Fair 
Credit Reporting Act, 15 U.S.C. §§n 1681u(a) and (b); and (4) 
full credit report in an international terrorism case (Fair 
Credit Reporting Act, 15 U.S.C. § 168v). NSLs may be issued in 
conformity with statutory requirements, including 18 U.S.C. 
2709 . 

(S) Here, during an authorized investigation, the FBI 
properly served an NSL 

[ lln response to the properly served NSL, the FBI obtained 
containing information beyond what it is legally 

authorized to receive. The FBI, having ascertained 
were beyond the scope of the NSL, forwarded the 

unasked for information to the ADC for sequestering and redacted 
their files to reflect only information responsive to the NSL. 

( U ) j x f By agreement with the Counsel to the IOB, it is 
our opinion that this error is not reportable to the IOB. A 
record of this decision should be maintained in the control file 
for future review by the Counsel to the IOB. 

bl 

bl 
b7D 

SECRET 

3 
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SECRET 

To : From: Office of the General Counsel 
Re: 2 7 8-HQ-C122 97 3 6 -VIO, 3/02/07 

b2 
b7E 

Set Lead 1: (Read and Clear) 

bl 
b7D 

(S) 

information beyond thi 
d 

n\aMjL^ C^-VJiO^X^ CO, , • 
Return^original documents which reflect 

/ 
e scope of the NSL 

Set Lead 2 : (Info) 

COUNTERINTELLIGENCE 

Set Lead 3 : 

AT WASHINGTON, DC 

(U) Read and clear. 

(Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) Read and clear. 

1-Ms. Thomas 
1-
1 
1-IOB Library 

b6 
b7C 

4 
NSL VIO-1548 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 03/28/2007 

Attn: NSLB 

b6 
b7C 
b2 

From: Inspection 
Internal Tnve.qt-iaat.ionR Section. 
Contact: CRS 

IPU, poom 3041 
Ext . 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian 

(U) 

(U) 2 7 8- HQ-C122 973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 3618 
0GC/I0B# 2007-1 

b2 

Synopsis: ($) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HQ-C122 9 736-VIO Serial 2154 
2 7i A95380 Serial 61 
218-HQ-CI229736-VIO Serial 2234 

Details: (U) The Internal Investigations Section (IIS) received 

b2 
b7E 

Division dated 02/12/2007, reporting a possible 
Based upon a review of the referenced EC it is the 

an EC frort|_ 
IOB error. 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

NSL VIO-1549 



(Rev. 01-31-2003) 
SE^ET//20320328 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 

Precedence : 

To: 

ROUTINE Date: 03/28/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 
Contact : CRS Ext . 

b7C 
b2 

b2 
b7E 

Approved By: Miller David Ian)̂ g/t/? 

Drafted By: 

Case ID #: 

Title: (U) 

(U) 2 63-HQ-0-U - 754 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC 
0GC/I0B# 2007 

KTNOtt 3 6 
b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

< U ) Derived^FroHt"^: G-3 
DeclassjiyQ^: 20320328 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 2154 

Reference: (U) 278-HO-OI2 29736-VTO Serial 2154 
278| ÌA95380 Serial 68 
2 78-HQ-C1229736-VIO Serial 2234 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(2 78-HQ-C1229736, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

SEC^T//20320328 

NSL VIO-1550 



FD-962 (Rev. 03-21-2005) 

SECHST//203202Ol 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 02/01/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7975 

Attn: ASAC 
CDC 

From: 

b2 
b7E 
b6 
b7C Drafted By: 

Contact: SA 

Approved By: / 

j ac^i 

i| I] J Case ID # : ( 2 7 8-HH^C122 97 3 6-VIO 
62 F- A89455-IOB - n 

Title: (U) SA 
S S/l 

l'1-T'1 Synopsis : 

<u) 

Details : 

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

To report possible IOB error. 

Derived^rpnr^ G-3 
Decla^sifyQn^ 02/01/2032 

;s) 

bl (S) 
b? 
b7E 

(U) X 

2 . 

3. 

4 . 

Possible IOB Error 

De scription of IOB Error (including any reporting 
delays): 

_LS_L 

Ô C 

C M 

3 ito lo SEÎS^ET//20320201 

NSL VIO-1551 



SE 

inspection From: 
2 7 8 -HQ-Cl 22 9' / 3 6-VI O, 

ECÏRÇT//20320201 

02/01/2007 

(S) 
bl 
b6 
b7C 
b7D 
b2 
b7E 

bl 
b6 
b7C 
b2 
b7E 
b7D 

( S ) 

( S ) 

that was not 
requested oy cne rui. This information was not utilized by the 
case agent in any analysis nor was it documented in the case file. 

The case agent first rpvi PWPH 
was contactea| 
IOB error occurred. 
Investigative Support Specialist ( ISS)f 

Division Counse 
] and it was determined that a possible 

Case agent contactedl I Division 
1 

LSI. 

explained that I 
error. 

regarding this mattpr. 
I g .-on +- =.ft-n̂  KÄ£La-cjcling this 

li-n error and he requested that 
LLe Hogfrn^mH Br^ -i i' ̂  1 1 , , 

SEÏS^ET//2 032 02 01 

NSL VIO-1552 



SECÏRÇT//20320201 

(U) To 
-Re-: 

Inspection From: 
.ffi 27 8-HQ-C122 97 3 6-VTO, 02/01/2007 

b2 
b7E 

bl[3) 

( S I 
bl 
b6 
b7C 
b7D 

destroyedtheoriginal 

SECRET//20320201 
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t) 7 E 

CR^IV^O SECRET/720320201 

(U) To: Inspection From: 
b2 Re : fer' 278-HQ-C1229736-VIO, 02/01/2007 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate 

SECRfc^//20320201 

NSL VIO-1554 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date: 2/21/2007 

b6 
b7C 
b2 
b7E 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: 

CD-4 

IIS, CRS 

From: Office of the General Counsel 
N S T. R / PTT.n / Rnnm 7Q47 / 
Contact: AGC 

Approved By: 'Thomas Julie 

( U ) 

(U) 

, 202-324 

Drafted By: 

Case ID #-:-(Y)27 8-HQ-C122973 6-VIO -
cor J p 94 5 5_ jnn 

Pending) 
r À —L 

Title-: ( INTELL I GENCE_CHERS 
MATTER 200^-

b 2 1U1 Synopsis: (Y) 
b7E The 

[GHT. t • iiai 
b2 

requested that Field Office 
the Office o'f" the General Counsel (OGC) 'review an incident and 
determine whether it warrants reporting to the Intelligence 
Oversight Board (IOB). It is the opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the IOB. 

Derived\From : G-3 
Declassify On: 2/21/2032 

Administrative: \jX> This electronic communication (EC.) contains 
information from: the EC dated 2/01/2007 f r o m | t o OGC 
reporting a potential IOB matter. 

(U) Reference : VI) 278-HQ-C1229736-VIO ^f/i,*s ( 

H s i 'f<' 

• M 'NATION 

SEC: 

<-7 b6 
b7C NSL VIO-1555 



b2 
b7E To: From: Office 

Re: 27 8-HQ-C122 97 3 6-VIO, 

SEC^T^ 

ci . General-
2 / 2 .: / . 1 

•ansei 

( S ) 
Details: QgQ By EC dated 2/01/2007,| requested that OGC 
review an incident and determine whether i"T~wa rrant-q rppnrtin^ to 
the IOB 1 

prepare HC 
information for 

NSL results were provided tof 

A National Security Letter (NSL) was 
] and served! I The NST, r P m 1 P ^ P H only 

The 

bl 
( S ) 

b2 
b7E 
b7D 

case agent reviewed 
dlsc'ovërëd that m addition to the requested 

appeaieu to btf 
lhad nrnvidpH infnrmatÎAn -i'̂ t̂ 

The case agent immediately ceased the review and rpport-pH i-v1Q 
incident to| I Division Cnnn.gel . nn i /n/->nn7 L n e case agent 
contacted | ~| 
The Puc — ounmLitu—liiu auuiuui i a i el land 
Subsequently,f 

J11LULIUU L11U dppiupi 
Iprovi ded the provided the information in error 

1 Hocf I I 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG), or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 

SECRET 

NSL VIO-1556 



b2 .. ... x 1 . . <• t)7E Re. . -m : 

SE 

.ce of the General Counsel 
' S-HQ-C122 9736-VIO, 2/21/2007 

maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

(U) On 03/28/2006, the FBI's National Security Law 
Branch (NSLB) sent a letter to the Counsel for the IOB requesting 
their concurrence to treat third party errors as non-reportable, 
though NSLB would still require the field to continue to report 
any improper collection under an NSL as a potential IOB matter. 
By letter dated 11/13/2006, the Counsel to the IOB agreed that 
third party errors in the collection of information pursuant to 
an NSL must be reported to the FBI OGC, but are not reportable to 
the IOB. 

(U) In the instant case the co 
by the FBI was not the fault of FBI 

ection of information 
, Once the case agent 

b2 discovered that he had received information beyond the spone of 
k7E the NSL rpqupst- thp r-a.qp a rtpnf i mmpri i n t P 1 y notified the 

CDC and notified 
emails regarding th 
a result, this matter doe 

Thereafter, all copies and 
equest were deleted and or destroyed. As 

not need to be reported to the IOB. 

SISBSQST 

NSL VIO-1557 



b2 
b7E To 

Re 

SEB^E-

From: Office of the v" 1 Coun 
278-HQ-C1229736-VIO, 2/21/200/ 

b2 
b7E 

LEAD(s): 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) /•'ox information. 

Set Lead 3: (Action) 

(SJ 
M 

b2 
b7E 
b7D 
bl cc : 

ensure 
is requested to coordinate with 

has the appropriate protocols m place to prevent 
similar types of disclosures in the future. 

1- Ms. Thomas 
1 
1 
1- IOB Library 

b6 
b7C 

SECK^Y 

4 

NSL VIO-1558 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 03/28/2007 

Attn: NSLB 

From: Inspection 
Internal 
Contact : 

Investigations 
CRSl 

Section, IPU, 
Ext 

Room 3 041 

b2 
b7E 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian 

(U) 278-Ho-ci22yv3b-vio 

b6 
b7C 
,b2 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGtt 3R,55 
0GC/I0B# 2 0 0' 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HQ-C12 29736-VIO Serial 2119 
2 78-HQ-C12 29736-VIO Serial 2202 

T>in Internal Investigations Section (IIS) received 
Division dated 02/01/2007, reporting a possible 

Details: Ilil 
an EC from 
IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

NSL VIO-1559 



(Rev 01-31-2003) \ / 
SE^ET//20320328 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
b2 
b7E 

Precedence : ROUTINE Date: 03/28/2007 

) 

Drafted By: 

'Case ID #: 

Title: (U) 

(U) 2 63-HQ-0-U - 749 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 3 555 
OGC/lOB# 2007 b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) Derive 
Decla 

G-3 
20320328 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 2119 

Reference: (U) 2 78-HQ-C122973 6-VIO Serial 2119 
2 78-HQ-C1229736-VIO Serial 2202 

b2 
b7E 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 

SECRET//20320328 
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FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
b2 
b7E 

Precedence: ROUTINE 

To: Inspection Division 

Office of the General Counsel 

From: 

Date: 02/05/2007 

Attn: IIS 

Attn: NSLB 

Contact : SA 

Approved By: 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

(U) 2 7 8 j |-C13 63 72 (Pending) 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

(U) REPORT OF A POTENTIAL IOB MATTER 

Synopsis: (U) To report potential Intelligence Oversight Board 
(IOB) matter. 

DECLASSIFY 0 

<U) Derived\FXom : G-3 
Declassify On: XI 

Details : 

Case Background and Case Agent 

/y 



(Rev. 01-31-2003) 

SE^^ST 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

Precedence: ROUTINE 

To: Inspection Division 

Office of the General Counsel 

From: 

Date: 02/05/2007 

Attn: IIS 

Attn: NSLB 

1 
Contact : 

Approved By: 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

(U) 2781 j-C13 63 72 (Pending) 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

(U) REPORT OF A POTENTIAL IOB MATTER 
Synopsis: (U) To report potential Intelligence Oversight Board 
(IOB) matter. 

Derivfed/From : 
Decla^si^Cy On; (U ) 

Details 

Case Background and Case Agent 

G-3 
XI 

NSL VIO-1562 



SÈHSP: ET 

To: Inspection Division From: 
Re: (U) 2 78-HQ-C122 973 6 -VIO, 02/05/2007 

b2 
b7E 

bl 
b6 
b7C 
b2 
b7E 
( S ) 

( S ) 
Title: 

( S ) 
SA 

The case agent oi 
î supervisor is SSA 

SA 

Report of Potential IOB Matter 

approved directing[ 
t o produce to the Federal Bureau of Investiaafi on 

(FBI) all financial records pertaining to 

1. 

( S ) 

bl 
b6 
b7C 
b7D 

SECRET 

2 

NSL VIO-1563 



SE^Î^ET 

To: Inspection Division From: [ 
Re: (U) 2 78-HQ-Cl22 9736-VIO, 02/05/2007 

b2 
b7E 

( S ) 

M 

bl 
b6 
b7C 
b7D 

The records nrovi d^dT 

| in addition,~T "linclnded T-pi-nr-Hp 

( S ) 
bl 

( S ) 

: S Ï 

( X ) T h e N S L s e r v e d I 
specifically requested financial records f n r T 

I leuufciidLeu or nrywi d^d
1 never 
finv rnrresnnnr^ence requesting records for 

^ Legal guidance provided by OGC and NSLB noted 
that a potential IOB violation includes "a carrier providing 
information beyond the scope of a NSL resulting in the 
unintentional acquisition of data" [278-HQ-C1229736-2570.] 

(S) 

— O n 02/05/2007, SA. 
Chief Divisional Counsel, 

ana intormed her of this matter. At the request oi 

contacted 
I Fli tri r1 ¿.on 

2 570, the records nrnvi ded 1 
1 

were sequestered and provided to 

bl 
b7D 
b2 
b7E 
b6 
b7C 

SECRfe^ 

3 
NSL VIO-1564 



SECRET 

To: Inspection Division From: | 
Re: (U) 2 78-HQ-C122 973 6-VIO, 02/05/2007 

b2 
b7E 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION DIVISION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

OFFICE OF GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SEC 

4 
NSL VIO-1565 



(Rev. 01-31-2003) 

SEck^T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To: 

Date: 03/05/2007 

b2 
b7E 
b6 
b7C 

Counterterrorism 

Inspection 

From: Office of General Counsel 
NSLB/CTLU _I_ 
Contact: 

Attn: SAC 
CDC 

Attn: ITOSI, CONUS 4, 

Attn: IIS 

Approved By : Thnmag ,Tnl 

(C) 
Drafted By: 

Case I D # : 
<U) 

':U:' Title: 

IS) 
T7F 

M 

CI3 6 3 72 

(Pending) 

INTELLIGENCE OVERSIGHT BOARD 
I OB MATTER 2 007-J b 2 

] bl 
3 0 (Pending) b 2 

b7E 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that the above referenced matter need not be 
reported to the Intelligence Oversight Board (IOB). Our 
analysis follows. 

(UJ Dérivée 
Declassi-

G-3 
03/05/2032 

(U) Reference:(X) 278-HQ-C1229736-VIO Serial 2153 

,TT., details: 
5, 2007 and Referenced above, the[ 

By electronic communication (EC) dated February 
Division 

b 2 reported to the OGC's National Security Law Branch (NSLB)' and 
b7Ethe Inspection Division this potential IOB matter. 

bl 
b6 
b7C 
b7A 

4- XjMh) b6 
NSL VIO-1566 



b2 
b7E To: 

(U) Re: 
From: Office of General Counsel 

l^j 278-HQ-C122973 6-VIO, 03/05/2007 

( 3 ) . M mvpsl-inat-.mn 
pursuant to this authorized 

a wai-innai fipmrifv Letter (NSL) was issued 
I nrn^nno all f-i n^no-i ral 

( S ) 
bl 
b6 
b7C 
b2 
b7E 
b7D 

records pertaining 

M provided t-hp rpmrdg and t-^ov ¡i^re received by SA 
found Upon review, Si 

provided the records requested hut had alsn included records 
for 
requested. 

SA 
Division Counsel, 

records 

which had not been 

contacted 
1 who advi sed 

£hief 
RpnH j-hf̂  

to 
be sequesterecTT 

(U) The President, by Executive Order 123 34, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) 
and established the Board as a standing committee of the 
President's Foreign Intelligence Advisory Board. Among its 
responsibilities, the IOB has been given authority to review 
the FBI's practices and procedures relating to foreign 
intelligence and foreign counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates 
that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division (INSD), and the General Counsel, 
Office of the General Counsel (OGC), respectively) report to 
the IOB intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive Order or 
Presidential Directive. This language has been interpreted to 
mandate the reporting of any violation of a provision of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG), 
effective 10/31/2003, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed to ensure the 
protection of individual rights. Violations of provisions 
that merely are administrative in nature and not deemed to 
have been designed to ensure the protection of individual 

SEÔKJST̂  
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b2 To: 
b7E (U) Re: 

SEÌSRET 

From: Office General Counsel 
^ 2 7 8-HQ-C1229736-VIO, 03/05/2007 

b2 
b7E 

rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records 
of such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

(u) NSLs are a specific type of investigative tool 
that allows the FBI to obtain certain limited types of 
information without court intervention: (1) telephone and 
email communication records from telephone companies and 
internet service providers (Electronic Communications Privacy 
Act, 18 U.S.C. § 2709); (2) records of financial institutions 
(which is very broadly defined) (Right to Financial Privacy 
Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a list of financial 
institutions and consumer identifying information from a credit 
reporting company (Fair Credit Reporting Act, 15 U.S.C.§§ 
1681u(a) and (b)); and (4) full credit report in an 
international terrorism case (Fair Credit ^Reporting Act, 15 
U.S.C. § 16 81v). NSLs may be issued in conformity with 
statutory requirements, including 18 U.S.C. § 2709. 

bl 

(Ul - ^ S & Z I n this instance, properly served 
an NSL requesting financial records relevant to the subject of 
the preliminary investigation. In addition to responsive 
records, due to an error by the financial institution,L 1 

also obtained records beyond the scope of the NSL. 

( U ) ( V ) Based on our analysis, the financial 
institution's mistake is not reportable to the IOB as the FBI 
has not acted unlawfully or contrary to Executive Order or 
Presidential Directive. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 
of EO 12863, it is our opinion that this error is not 
reportable to the IOB. A record of this decision should be 
maintained in the control file for future review by the 
Counsel to the IOB. 

b2 
b7E 

(U) Since the additional records in this instance 
are still relevant to the authorized investigation, the 
additional records may be maintained by the FBI if an . 
additional NSL is served for those records. Otherwise, 

"SEFCJLET 

NSL VIO-1568 



(U) 

b2 
b7E 

To : 
Re: M 

SEC 

From: Office of General Counsel 
2 7 8-HQ-C122 973 6 -VIO, 03/05/2007 

should contact the financial institution and ask 
whether the improperly or unintentionally acquired information 
should be returned or destroyed with appropriate documentation 
to the file. 

SECR: 

4 

C R È ^ 
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(U) 
To : 
Re : 

SE^S^ST 

_ From: Office of General Counsel 
278-HQ-C122 973 6-VIO, 03/05/2007 

b2 
b7E 

LEAD (s) : 

Set Lead 1: (Action) 

AT 

(U) 

AT 

(U) Field Office should 
serve an additional NSL for the relevant records, or in the 
alternative, contact the financial institution and ask whether 
the improperly or unintentionally acquired information should 
be returned or destroyed with appropriate documentation to the 
file. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON. DC 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the 
report of the potential IOB matter, as well as a copy of the 
OGC opinion concluding that IOB notification is not required 
for three years for possible review by the Counsel to the IOB 

CC : Mg Thnmac 

IOB Library 
b6 
b7C 

SE^FE^T 

5 
NSL VIO-1570 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 03/28/2007 

Attn: NSLB 

From: Inspection 
Internal Investigations Section. _TPTT. Room 3 041 

CRS Contact : 

Approved By: Miller David Ian 

Drafted By: 

Ext . 
b6 
b7C 
b2 

/ Case ID #: 

Title: (U) 

(U) 278 -HQ-C1229736-VI0 [Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 3 619 
0GC/I0B# 2007 b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference : (U) HQ, •C1229736-VIO Serial 2153 
-C136372 Serial 124 

278 
278 
2 78^HQ~-C122 973 6 - VIO Serial 2233 

b7E Details: (U) 
an EC froml 

The Internal Investigations Section (IIS) received 
Division dated 02/05/2007, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

NSL VIO-1571 



(Rev. 01-31-2003) 
SECRKT//20320328 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

Precedence : 

To: 

ROUTINE Date: 03/28/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU, Room 3 041 
Contact : CRS Ext . 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian M 

(U) 2 63-HQ-0-U - 755 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 3 619 
0GC/I0B# 2007- b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) Derivi 
Declassi! 

rom : G-3 
)n : 20320328 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 2153 

Reference: (U) 2 78-HQ-C122 973 6-VIO Serial 2153 
27£ C136372 Serial 124 

b2 
t)7E Details: (U) Upon review of 

2 78-HQ-CI22 973 6-VIO Serial 2233 

Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 

SEy^ET//20320328 
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&D01-

(Rev. 01-31-2003) 

SECRET 
ÔÏQ ! 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

bl 
b6 
b7C 

Precedence: ROUTINE 

To: 

Date: 03/22/2007 

Counterterrorism 

CDC 

ITOS , Conus 

Inspection Attn: IIS 

From: 

Contact: 

Approved By: 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

(Pending) 

J' 

(U) 27 •C136372 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

(U) REPORT OF A POTENTIAL IOB MATTER 

Synopsis: (U) To report resolution of potential Intelligence 
Oversight Board (IOB) matter. 

( C ) (X) Deriv^Eafom : G-3 
Declaasïiy On: XI 

Reference: (U) 278 
(U) 278 • -C1229736-VIO-2233 C1363 72 -13 0 

b2 
b7E 

Details : 

Case Background and Case Agent 

NSL VIO-1573 

-O -Li 



SECRET 

To: From: 
Re: (U) 2 78-HQ-C122 973 6-VIO, 03/22/2007 

b2 
b7E 

Case ID#: 

Title : 

(S) 

( S ) 

bl 
b2 
b7E 

Report of Potential IOB Matter 

A National Security Letter (NSL) 

] tO prOdUCe tO th£ TToHp-K-al nny-pan t̂- Tniract-irtat-^n 
'FBI) all financial records 

bl 
b6 
b7C 
b7D 

l. 

(S) 

2 . 

( S ) 

te The NSL 

(S) 
the financial records to be provided for 

M . 

specifically requested bl 

personally provided to ISS 
records requested in the NSL 

bl 
b6 

r-\ 
b7D 

NSL VIO-1574 



SECÌ^T 

To : From: 
b2 
b7E 

Re: (U) 2 78-HQ-C122 973 6 -VIO, 03/22/2007 

( S ) 
tjwt. r 

|tp<-pi yer) fhp rpsnll-.g nf f h p 
TT-ip rpfnHs nrnvi HpH I 

requested. In addition,! 
as 

"I included records 

The Msr cjprvpH 
specifically requested records for on T 

JDivision atl I never 
requested or provided any correspondence requesting records for 

b7D 

b7C 
b2 
b7E 
bl 

( S ) 

Legal guidance provided by OGC and NSLB noted 
that a potential IOB violation includes "a carrier providing 
information beyond the scope of a NSL resulting in the 
unintentional acquisition of data" [278-HQ-C1229736-2570.] 

_Qn 02/05/2007, SA 
Chief Divisional Counsel, Iri -i t t -i o • 

and informed her of this matter. At the request of CDC 
on 

2570. the records nrovidedl 
1 

were sequestered and provided to CDC 

(S)t 
M On 03/12/2007 

Division's CDC 
SA 

b2 
b7E 
b6 
b7C [ 
b7D 

Ir^reived referenced ECs via 
| Referenced ECs 

were drafted by the Office of General Counsel. The referenced 
ECs noted the following: "Based on our analysis, the financial 
institution's mistake is not reportable to the IOB as the FBI has 
not acted unlawfully or contrary to Executive Order or 
Presidential Directive." Further, 

I was directed to "contact the rmanciai insci 
Division at 
tution and 

whether the improperly or unintentionally acquired information 
should be returned or destroyed with appropriate documentation to 
the file". 

SECRET 

3 
NSL VIO-1575 



SECRET 

To: From: 
Re: (ÜT 2 78-HQ-C122 973 6-VIO, 03/22/2007 

b2 
b7E 

On03/12/2007, SA 
acknowledge receipt of thereferenced ECs. 

to contactl 

contacted CDC 
CDC I 

|to 
"directed 

to contact 

( S ) 

b6 
b7C 
b2 
b7E 
bl 
b7D 
\ «-1 / 

would desire the "improperly or unintentionally acquired" 
information" returned or destroyed Qo_p3/l2/2007, SA 
contacted 
mail. 

Division, via electronic 

( W On 03/14/2007. y \ reported 

^ (requested the "improperly or 
unintentionally acquiredinformation" to be destroyed by the FBI, 

Division. would provide 
^ wriffpn rnmmiiniraUnn documenting 

to the captioned cases. 

X7' °n 9.1 16/2007, CD-P 
request for 

° i nfnrmoH 

Division to 
destroy the "improperly or unintentionally acquired information' 

stated that the "improperly or 
unintentionally acquired information" would be destroyed by the 

¡Division 
communication would be 

Further, CDC 
drafted by the 

noted that a written 
Legal Unit to confirm the 

destruction of the aforementioned files to the captioned cases. 

SECRET 

4 
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SECRET 

To: From: 
Re: (U) 278-HQ-C122 973 6-VIO, 03/22/2007 

LEAD(s): 

Set Lead 1: (Info) 

INSPECTION DIVISION 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Info) 

AT 

(U) For information. 

SE 

5 
NSL VIO-1577 



FD-962 (Rev. 03-21-2005) 

SECRÌX^//2 032 02 01 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 02/01/2007 

Attn: IIS, Room 11861 1 
Attn: NSLB, Room 7975 

Attn : ASAQ 
CDC 

From: 

Contact: SA 

Approved By: 

Drafted By: 

(C) Case ID #: 

Title: (U) SA 
SSA 

Z[t0 b6 
278-HQ-Cl22 9736-VIO 

b2 
b7E 

62Ff^~|-A89455-IOB ^ 

AIL ïlFÛPJfàTIÛl C011T1I1IED 
HEREII 13 UNCLASSIFIED EXCEPT 
IHEBl SH011I 01HE11ISI 

35179 MH/KS1/J1 

(U) 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

To report possible IOB error. 

Deri vecrscçoj 
Declas^irfy 

G-3 
02/01/2032 

(S) 2 

bl (S) 3 
b2 
b7E (S) 
u ) 

3. Possible IOB Error 

Description of IOB Error (including any reporting 
delays): 

_LS_ -a at •; ̂  ̂  - 1 T „ J- -I '"HT * 

S C M O I X j j C ^ 
ORJ, 

M d ¿ w 
bl 

b6 
b7C 

SEÎ&ÇET//2 032 02 01 

NSL VIO-1578 



(U) 
SEcàs^//20320201 

To":--... Inspection From: 
Re: ""'"->8̂* 278-HQ-C1229736-VIO, 02/01/2007 

b2 
b7E 

S ) 

| _ — — , p f ë p a r ë d ¿ilici ¿tppì'òVèd i h 
accordance with the Attorney General Guidelines. The NSL was 

bo servedl 
b7C provided the results of the NSL to 
b2 Office via e-mail as a courtesy. noting that a hard copy of the 
j^g information was in transit to 
b7D 

Field 

:sj 
A review of the results of the NSL revealed that 

supplied what the case agent determined to be 1 

(ÏÏ) 

This 
information was not utilized by the case agent in any analysis nor 
was it documented in the case file. 

bl 
b2 
b7E 
b6 
b7C 
b7D 

("M The case acfent 
Division Counsel 

was contacted on to advised of the problem. 

S J (M , case agent contacted! 1 

explain why the information was provided, or to identify that an 
error was made. Case aaent reauested that I I 

<S) 

expJ.a i neri m a t 
error 

|was contacted regarding this 
Jioted that he could not explain why this error 

<S) 
occurred, yet, he aimed to correct the problem. 

fx|_ 
destroyed 

, per the requestof : r 

SECRET//20320201 
2 
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(S) 
bl 
b7D 
b6 
b7C 

(UJ SECÌ^T//20320201 

To: \Inspection From: 
Re: "tfcO 2 7 8-HQ-C12 2 97 3 6-VIO, 02/01/2007 

b2 
b7E 

provided a n e w C D - R w h i c h contained the appropriate information 
that was originally requested by theNSLserved 

^sage received 
information. 

:ase agent permanently deleted t 
Iwhich contained 

'le e-

(U) (Note: This was the second possible IOB error that 
resulted from the same request. Both errors were identified as 
separate incidences. These comments are provided to clarify any 
confusion associated with the two extremely similar incidences 
occurring in an extremely close time period.) 

SECRET//20320201 
\ 3 
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To. 
Re 

nspection From: 
2 7 8-HQ-C12 2 97 3 6-VIO, 02/01/2007 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SEC r / / 2 0 3 2 0 2 0 1 
4 
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(Rev. 01-31-2003) 

SEC^T^ 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
b2 
b7E T o : 

Date: 2/21/2007 

b2 
b7E 

( U ) 

b2 
b7E <U> 

(U) 

Counterintelligence 

Inspection 

Attn: SSA 
SA 
CDC 

Attn: CD-4 

From.: Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact: AGC 

Attn: IIS, 

£ 

Approved By: Thomas 

Drafted By: 

T — J F f ] Tune Fi \J / 

(U) 

(U) 

b7C 
v. n 

Case ID #: psQ 278-HQ-C1229736-VIO^ ^Pending) 

'I'i Lie..;.. 

Synopsis: 

• X iM.i r.iijLlbElMCH.' DWK'hf S,1 G H 'I ôumku 
b2 MATTER 200 T 

i K <Ui:he Field requested, that 
i-ne u n x c e or cne General Counsel (OGC) review an incident and 
determine whether it warrants reporting to the Intelligence 
Oversight Board (IOB). It is the opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the IOB. 

( U ) DerivecNj^ôm : G-3 
Declass^fKOn: 2/21/2032 

Administrative": (Y) This electronic communication (EC) contains 
information from: the EC dated 2/01/2007 from 
reporting a potential IOB matter. to OGC 

Reference 278-HQ-C1229736-VIO ¿1 ZO 

Details.. By EC dated 2/01/2007, requested that OGC review an incident and determine whether it warrants reporting to 

b6 
b7C 

•»!G,:oj m m 
îm-̂ ES nCiATtew 

SEÒ^ET 

I / 

d a j & M Ë * 

PA) NSL VIO-1582 



b2 
b7E 

( S ) 

To 

SEC: 

From: Of fie,. General Ccunjel 
Re: 27 8-HQ-C122 97 36-VIO, 2/W- 5007 

the I OB". 

( S ) 
T 

transactional information 
NSL results were provi rieri Ï 

A National Security Letter(NSL)was 
served I I The nst. rpnnpgi-oH only 

The 
1 

bl 
(si f 

b7D it 
b2 U 

case agent 

b7E 

M 
discovered that in addition to the reguested 

had provided information 

"Tïïe case agent immediately ceased the review and reported the 
.incident tol I Di vi wi on r m m ^ i I | the case aga-.t 
con :c;cted 
The POC t? 

(S) Gupsequent!y, [ 
deleted^ 

mil CQIILdci.en rne apprnpr^tP 
I lhad provided 

R 1 

]regarding 
, — iinuinidLiuii m eiiu 
I HpstrnypH 

provided the requested informer 

deleted che 

i ori l ri o 
and 

Dmpjimiue W1L11 Llie U H Lidi 
yievani 

; o o a ' n 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this languaqe has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG), or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 

sfes^ET^ 

NSL VIO-1583 



b2 
b7Eo jm: Off i of the General Counsel 

278-HQ-C1229736-VIO, 2/21/2007 

maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

(U) On 03/28/2006, the FBI's National Security Law 
Branch (NSLB) sent a letter to the Counsel for the IOB requesting 
their concurrence to treat third party errors as non-reportable, 
though NSLB would still require the field to continue to report 
any improper collection under an NSL as a potential IOB matter. 
By letter dated 11/13/2006, the Counsel to the IOB agreed that 
third party errors in the collection of information pursuant to 
an NSL must be reported to the FBI OGC, but are not reportable to 
the IOB. 

b2 
b7E 

(U) In the instant case the collection of information 
by the FBI was not the fault of FBI Once the case agent 
discovered that he had received information beyond the scope of 
the NSL request, 
CDC and notifiée 

Mio r- ̂  o q immediately notified thef 
¿after, 

regarding this request were deleted and or destroyed.As 
a result, this matter does not need to be reported to the IOB. 

3 
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From : 

SEC 

Office of . it.-. "•.neral Counsel 
Re: 2 7 8-HQ-C122 97 3 6--VI0, 2/21/2U> 

b2 
b7E 

h 2 
b7E 
b7D 

LEAD(s): 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

For information, 

bet Lead 3: (Action) 

¡U) 
ensure- that 
similar types of disclosures in the future. 

cc : 1- Ms. Thomas 

1 
1- IOB Library 

b6 
b7C 

SECLT̂ ET 

4 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date : 03/28/2007 

Attn: NSLB 

b6 
b7C 
b2 

b2 
b7E 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: 

Approved By; 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian 

(U) 2 7 8-HQ-C122 973 6 -VIO ! Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 355fi 
0GC/I0B# 2007-

b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 2120 
27 8-HQ-C122 973 6-VIO Serial 2203 

Thn internal Investigations Section (IIS) received 
Division dated 02/01/2007, reporting a possible 

Details: pH 
an EC from 
IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

NSL VIO-1586 



(Rev. 01-31-2003) 
S E p R ^ T / / 2 0 3 2 0 3 2 8 

FEDERAL BUREAU OF INVESTIGATION 

fc>2 Precedence: 
b7E To: 

ROUTINE Date: 03/28/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
I n t e r na 1 inventi oation.q Section. 
Contact : 

TPTT. Room 3041 

b6 .pproved By: Miller David Ian 
b7C 
b2 

b2 
b7E 

rafted By: 

Case ID #: 

Title: (U) 

(U) 2 63-HQ-0-U r?5<: (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 3556 
OGC/lOB# 2007- b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) DerivèckJ£j 
Declg^-sify^ 

G-3 
2 0 3 2 0 3 2 8 

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 2120 

Reference : (U) 2 78-HQ-C1229736-VIO Serial 2120 
2 78-HQ-C1229736-VIO Serial 2203 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

S E ^ E T / / 2 0 3 2 0 3 2 8 
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(Rev. 01-31-2003) 

SEBÏ^ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: INSD 

To: OGC 

From : 

Date: 01/03/2007 

b2 
b7E 
b6 
b7C 

Attn: IIS 

Attn: NSLB 

Approved 

1 
1 Con£iict: SA 

'• .v 

(C) Drafted By: 

Case ID #: 27R-HO-r;l 22Q7 3 6-VTO iPpnHinnl ̂ ^ f O 

(U) 
bl 

Ti tle : 

(U) Synopsis : 

( U ) 

Refere: : ( S ) 
( S ) 

Details : 

REPORT OF A POTENTIAL IOB MATTER; 

To report a potential IOB matter. 

Deriveo\From : G-3 
Declassify On: XI 

bl 
b6 
b7C 
b7D 
b2 
b7E 

|. The NSL specifically 
requested subscriber information for 

I 
/-, I s c /IUIIjt I v ; 

iL^àël 
m 

SE^R^T 

b6 
b7C NSL VIO-1588 



b2 
b7E 

SEC 

iO : 
<U) Re-:--

INSD From: 
278-HQ-C122 9 7 36-VIO, 01/03/2007 

(Si 

(S) 

bl 
b6 
b7C 
b7D 

(S) 

(S) 

(S> 

bl 
b2 
b7E 
b7D 

the NS'L "was execTiTer 

provided the_subscriber information 

and not-
as of the date of execution, 

f o r t h e r i a t p s s n p r i f i p H o n t - h p M ^ T 
^The subscriber information provided 

sub]ect Is listed as 
r e q u e s t e d i n t h p M ^ T , 

. furthermore the time period the 
the active subscriber covers the dates 

ys information supplied 
t-h» M^T. was consistent with the request ot 

qnt-wr-ri hor ]information provided 
was not identifiable to the 

subject of this investigation. Therefore 
-e-r-ro-n-e-o-u-s-ly- provided subscriber information to the FBI on a 
person who is not relevant to the invest"Tgatxonf 

;s: 

NSh was drafted by the Case Agent 
| jrequested the subscriber informatio 

"I The 

1 The erroneous subscriber information 
p r o v i'ded-
was ̂  sequestered by the Chief Division Council of 
Office^ , ] Reporting of this matter was 
delayed pending review by ADC| lof new 
procedures outlined in EC captioned "REVISED PROCEDURES FOR 
THE SUBMISSION OF REPORTS OF POTENTIAL INTELLIGENCE OVEPSIGHT 
BOARD MATTERS", dated 11/16/2006. 

NSL VIO-1589 



(Rev. 01-31-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
b2 
b7E T o : 

Date: 02/21/2007 

Attn: 

(U) 
b2 
b7E 

b2 
b7E 

Inspection Attn: IIS, 

From: Office of the General Counsel 
NSLB/CTLU/Roorn 7947 / 
Contact: AGCl 

Approved By : Thomas Julie F 

Drafted By: 

Case ID #: 

Title: 

W W 

(ÏÏ) 

(U) Synopsis : 
Counsel (OGC 

U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD x US 

MATTER 2 007 b2 
It is the opinion of the Office of the General 

that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

( U ) 

Administrative : 
information from: 
Field Office 

Derive 
Decla^ 

G-3 
25X1 

n This electronic communication (F.C) contain^ 
(1) the EC dated 01/03/2007 froml 

to OGC reporting a potential IOB matter; 
and OGC regarding tlji.s 

3) an email from 
(2) conversation betweenl" 
potential IOB matter on 1)2/12/200 . , w / _ ^ ^ 
OGC dated 02/15/2007; and (4) automated case support (ACS). 

Reference: 

to 

(U) Details: 

(s; serial 21 

EC dated 01/03/2007, 

b2 
b6 
b7C 

(U) 278-HO-ci7?Q7?fi-VTn Serial 2090 (Pending) 
Pending) 

requested that OGC V V -I — — ' WW, ^ ,_> UV̂  LLIU L review the'facts of the captioned matter and determine whether it 

NSL VIO-1590 



S E C R ^ 

To : 
Re : 

From: Office of the General Counsel 
b2 
b7E 

27 8-HQ-C122 97 36-VIO, 02/21/2007 

warrants reporting to the IOB. As explained below, in our 
opinion, the FBI is not required to report this matter to the IOB. 

SI J the FBI served a National Security Letter :NSD 
pursuant to the Electronic Communications Privacy Act (ECPA), 18 
U.S.C. § 27 0 9.1 I 

b7D 

ÎS) 

[ 
In so doingE 

response 
JlSLs IZ 

71 

provided a response to the NSL. 
provided the subscriber information! | 

]as of the date of the 
] and not for the date's specified in the 

provided 
I i nformat i o"n 

was that of the subject of the investigation. 

( X Snhsr.ri her informati on provi ded 

investigation . 1 
was not identifiable to the subject of the • 

This information has been sequestered with the Chief 
Division Counsel, 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 

pi 
iSt)2 
b7E 

S E C ^ S ^ 

NSL VIO-1591 



To: 
Re : 2 ¡ti-tìQ-C 

SEC 

From: Office of the General Counsel 
.229736-VIO, 02/21/2007 

b2 
b7E 

the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 

(U) Violations of provisions that merely are administrative 
in nature and not deemed to have been designed to ensure the 
protection of individual rights are generally not reported to the 
IOB. The FBI Inspection Division is required, however, to 
maintain records of such administrative violations for three 
years so that the Counsel to the IOB may review them upon 
request. The determination as to whether a matter is 
"administrative in nature" must be made by OGC. Therefore, such 
administrative violations must be reported as potential IOB 
matters. 

(U) NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email 
communication records from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709); (2) records of financial institutions (which are 
very broadly defined) (Right to Financial Privacy Act, 12 U.S.C.S 
3414(a) (5) (A)); (3) a list of financial institutions and consumer 
identifying information from a credit reporting company (Fair 
Credit Reporting Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) 
full credit report in an international terrorism case (Fair 
Credit Reporting Act, 15 U.S.C. § 1681v). In addition to FCRA, 
15 U.S.C. §§ 1681u(a) and (b) information (financial institutions 
and consumer identifying information), under 15 U.S.C. 1681u(c), 
if certain factors are met, the FBI is able to obtain full 
consumer reports in both counterintelligence and international 
terrorism investigations by an ex parte court order. 

NSL VIO-1592 



b2 
b7E To: 

Re: 278-HQ-C 

SEC 

From: Office of the General Counsel 
22 97 3 6-VIO, 02/21/2007 

( S ) 
bl 
b7D 
b2 
b7E 

I Ihe FBI properly served an NSL that requested 
lawful information.r I I 

b2 
b7E 

bl 
b7D 
b2 
b7E 

-Subscriber information provided" 
was not identifiable to the subject of the 

investigation, T 
1 

J Although lawfully obtained, because the 

• 

information obtained through the NSL was not associated with the 
target, as already accomplished, the information should be 
sequestered with the CDC to protect the potential privacy 
interests of United States persons. Further.I Ishould 
contact and ask whether the information unrelated to the 
target should be returned or destroyed with appropriate 
documentation to the file. 

(U) Based upon these facts, in accordance with the terms 
implementing the reporting requirements of Section 2.4 of EO 
12863, it is our opinion that this error is not reportable to the 
IOB. The carrier's mistake is not reportable to the IOB because 
the FBI has not acted unlawfully or contrary to Executive Order 
or Presidential Directive. A record of this decision should be 
maintained in the control file for future review by the Counsel 
to the IOB. 

SEFCRJJ^ 
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b2 
b7E To: 

Re: 

T 

From: Office of the General Counsel 
278-HQ-C1229736-VIO, 02/21/2007 

LEAD(s): 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

Set Lead 2 : (Action) 

b2 
b7E 
b7D 
bl 

( S ) 
With respect to the Inform-a-t-i-on received 

associated with the target, should contact 
uac nnf 

and 
ask whether such information should be returned or destroyed with 
appropriate documentation to the file. 

cc : 
b6 
b7C 

•• 

Ms. Thomas 

IOB Library 

NSL VIO-1594 



(Rev. 01-31-2003) 
SECRET//20320327 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 03/27/2007 

Attn: NSLB 

From: Inspection 
Internal 
Contact : 

Investigations Section, IPU, Room 3041 

b7C 
b2 

Approved By: 

Drafted By: 

(C) Case ID #: 

Title: (U) 

Miller David Ian 

b2 
b7E 

(&) 2 78-HQ-C12 2 973 6-VIO [Pending] 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 3 53? 
OGC/lOB# 2007- b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

<U) Derive 
Decías 

G- 3 
20320327 

Refere:^;: (U) 278-HQ-C1229736-VIO Serial 2 0 90 
(S) 
(U) 2/tí-HU-C1229736-V10 Seria 2229 

Details: (Uj 
an EC from 
IOB error. Based 
IIS's opinion the 
issue. Therefore, 
the IIS and this matter 

The Internal Investigations Section (IIS) received 
Office dated 01/03/2007, reporting a possible 

upon a review of the referenced EC it is the 
incident(s) described therein an administrative 
no internal investigation will be conducted by 

is being relegated to the NSLB for 
whatever action they deem appropriate. 

SECRET//20320327 

NSL VIO-1595 



(Rev. 01-31-2003) 

b2 
b7E 

b7C 
b2 

SE^ET//20320328 
FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

From: Inspection 
Internal 
Contact : 

ROUTINE Date: 03/28/2007 

Attn: ADIC (Personal Attention) 

nvestigations Section, IPU, Room 3041 

Z W Approved By: Miller David Ian^i-

Drafted By: 

Case ID #: 

Title: (U) 

(U) 2 63-HQ-0-U - 757 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 3 53 2 
0GC/I0B# 2007- b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) Derived : G-3 
Declassif-sX?n: 20320328 

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 2090 

Reference: (U) 2 78-HQ-C12 2 973 6-VIO Serial 2090 
2 7 8- HQ-C1229736-VIO Serial 2229 

Details : 
b2 
b7E 

(U) Upon review of Office's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 

SECRET//20320328 
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FD-962 (Rev. 05-02-2003) 

SECRET 
FEDERAL BUREAU OF INVESTIGATION 

4 ! a * i > 

Date: 02/07/2006 > Precedence: ROUTINE 

To: General Counsel 

t Inspection Division 

From: 

Attn: National Security Law Branch, 
Room 7 97 5 
Internal Investigations Sect. 

b2 
b7E 
b g Approved By: 
b7C 

Contact 

(U) 
Drafted By: 

C a s e I D # : ) 2 78-HQ-CI22973 6-VIO (PENDING) 
(U) 

(U) 

0 2 78 
T i t l e : ( 

C71404 (PENDING) -1-J. 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

S y n o p s i s :X ) Possible IOB error for an unauthorized dissemination 
of information. 

(U) X DerivedNFrpiii : G-3 
DeclassiliOn: XI 

bl 
b6 
b7C 

iU) ( V 4. Description of IOB Error (including any reporting delays). 

>) 3. Possible IOB Error: 

(S) 

b2 
b7E 
b7D 
bl 

Iß} An NST. 

ras serveu xiifci lamifeatéd records w r p ' received [ i 

IX lie i. 
ana processed Through an error in 

? 
i- L —— rr: r- rr—; njiuu^n an CIIu 
the mail handling of the responding EC and records, the NSL and 
records were erroneously spnt- to 

CjU 

. i lift 

b6 
b7C 

1 

C^E SECRET 

S t W 3 - ö - ü - 7 5 g 
NSL VIO-1597

 1
 ' 



Sfe^RET 

(U) To: General Counsel From: 
Re : 2 73-HQ-C122973 6 -Vi0, 02/0 7/2006 

b2 
b7E 

bl 
b2 
b7E 
b7D 

b6 

h t;opy of the records were returned 
The originals were rri rkpH n-n h-̂  an arront-T 

.was informed of the mishap and will ensure corrective action is taken. 

Questions concerning this EC or others aspects of the IOB 
b7C process may be addressed to either CDC 

National Security Law Branch. and/or OGC, 

SECRET 
2 X 

I 

R 
. i 5 * * * 

NSL VIO-1598 



To: General Counsel From: 
(TJ) Re: j^) 2 7 8-HQ-C12 2 973 6 - VIO, 02/07/2 0 06 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate 

SECxET 
b2 
b7E 

SECR: 

NSL VIO-1599 



FEDERAL BUREAU OF INVESTIGATION 

<U) 

(U) 

b2 
b7E 

Precedence : ROUTINE 

To : 
b2 
b7E 

Date : 03/24/2006 

Counterterrorism 
Inspect ion 

Attn: SAC, CDC 
Attn : AD 

Attn: IIS 

From: General Counsel 
Counterrorism Law Unit7 II 
Contact: Patrice I. Ji-epistansky, 

Approved By : Thomas . ,Tn 1 i p 

Drafted By: 
( U ) C a s e I D # : 

b6 
b7C 
b2 

278-HQ-C1229736-VIO 

Title : INTELLIGENCE OVERSIGHT BOARD MATTER, 
IOB 2006 

(U) Synopsis: 
Counsel (OGC) 

It is the opinion of the Office of the General 
that this matter does not warrant reporting to the 

Intelligence Oversight Board (IOB). Submission of this matter to 
the OPR is a matter within the cognizance of the IIS. 

(U) Deriv< 
Decías 

G-3 
03/24/2016 

Reference": 2"7"8"-"H-0-'CT2-2-9-7-3-6--VIO- -1¡551 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 6.1. 

Details : 
Office 

'u: Field Referenced communication from the 
dated 02/07/2006, requested that OGC review the 

facts of the captioned matter and determine whether it warrants 
reporting to the IOB. In our opinion, it does not. Our analysis 
follows. 

b6 
b7C 

i kryirA7. 
; IBRSÏ 'GATIÛ 

m m n m NSL VI01600 



b2 
b7E 
b7D 

(S) During the course of the investigation, 
issued a National Security Letter (NSL) pursuant to the 
Electronic Communications Privacy Act, 18 U.S.C. § 2709. That 
statute permits the FBI to request subscriber information and 
telephone toll billing records that are "relevant to an 
authorized investigation to protect against international 
terrorism or clandestine intelligence activities, provided that 
such an investigation of a United States person is not conducted 
solely on the basis of activities protected by the first 
amendment to the Constitution of the United St^tpg " The NSL was 
addressed to... |" | 

( S ) 

( S ) 

rne requested records were received from 

Howe ver, 
The records were supposed to be sent to 
I ~1 clerks who 

pack aged the records and in ad ver ten rîv sent- th^m -t-ni 
ork on the night shift 

employée J who handles its NSLs ultimately 
An 

obtained possession of the records and realized that they were 
L That person contactedl land sent it a copy 

contacted 
- , -f the records o 

of the records. 
original records and EC that were intended for" 
atj and arranged for 

learned that the 
were 

field office 
to physically pick them up and send them back to 

(U) 
:itled " 

¡ X See 278-HQ-C1229736-VIO, Serial 1155, dated 02/07/2006 
Intelligence Oversight Board (IOB) Matter" and 

bl 

NSL VIO-1601 



ès^E1: 

To: 

SE 

Prom: General Counsel 
Re: 278- HQ-"C"I"2"2"9"7""3""6"-ViO-"'-i±5--5-- X ; 3/24/2006 

imrls tpo 
originals to 

k) 2 
b7E 

By EC dated 02/07/2006, 
reported this matter as a possible IOB violation.(See footnote 1, 
above.) 

(U) Section 2.4 of Executive Order (EO) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive. This 
language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially 
administrative in nature need not be reported to the IOB. The 
FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon request. 

^ "X) Section V.11., Investigative Techniques, of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG) 

However, the improper dissemination was not of a 
nature of which the NSIG are concerned. The NSIG focus upon 
assuring that information disseminated to other government 

SECfcjST 

- 3 
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SECRET b2 
T 0 : F^om: Genera1 Counsel b7E 

agencies or to foreign governments is proper since those entities 
have the ability to adversely impact a person's constitutional 
rights if they misuse information. Since this activity involved 
improper dissemination to another private wire communications 
service provider, which does not have the same apparent ability 
to adversely impact the rights of the telephone subscriber, we 
have determined that this event need not be reported to the IOB. 
This was simply an administrative error by night clerical staff 
in sending unclassified telephone records to a service provider 
other than the service provider who owned the records. An 
employee of the other wire communications service provider, a 
person familiar with the NSL process and thus, presumably 
familiar with the non-disclosure aspect of it, immediately 
recognized the mistake and reported it to the records' owner, 

| and the mistake was rectified. There does not appear to be 
any potential damage to national security. There was no impact 
upon the rights of a United States person, nor, apparently, the 
non-USP subscriber. There was no improper collection of 
information. 

CONCLUSION 

(U) OGC concludes that this matter does not warrant 
being reported to the IOB. 

NSL VIO-1603 



(U) 

Ìeìs^E: 

Tp 
KG Z7"8"-"H"Q"-"C'i""2"2""9" 

SE 

From: General Counsel 
, 03/24/2006 

b2 
b7E 

LEAD(s): 

Set Lead 1 : (INFO) 

FIELD OFFICI 

(U) Read and Clear. 

Set Lead 2: (INFO) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and Clear. 

Set Lead 3: (ACTION) 

INSPECTION 

AT WASHINGTON, DC 

(U) For review and action deemed appropriate, 

b6 
b7C • • 

SECRS^ 
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