FI-962 (Rev, 03-21-23935)

SEégET
FEDERAL BUREAU OF INVESTIGATION

£ aRS

Precedence: ROUTINE Date: 08/24/2006](,3/(0‘
To: Inspection Attn: 1IIS, Room 11861

General Counsel Attn: NSLB, Roocm 7975
From:

Contact: SA

}U%p‘pproved By:

Drafted By:

W case IDﬂg 278=H0-C1229736-VIO - 1624
Tre o 1/ 278 45386 {344
RTE (8) 7 1073946
_ JORR
Tibe ¢ (u) SA
b7 SSA
INTELLIGENCE OVERSIGHT BCARD (IOB) ERROR
(m - Synopsis: )&3 To report possible ICB error.
Dery rom—+— G-3

‘|'_'|' .
) j§&: Dec Y : 1

Details:

() - Possible IOB Error:
i The Attorney General's Guidelines Provision: Section II,
c4.
(81 .
o4
2 -
1 RREREP Na% h7E  Description of IOB Error (including any reporting delays) .

(g% Extensions were inadvertently not submitted prior to
"~ expiration due to other priority investigations and general

L7E vorkload
SéhﬁFT

NSL VIO-1421




b2 SERFET

To: Inspection From:
- Re }04 278-HQ-C1229736-VIO, 08/24/2006

(8) Captioned case was_authorized in accordance with the

Attorney General Guidelines |

bi
o
BiC
|
b

-

E

sy | IJ
bl | —
56 [ — | However, the case agent had not reviewed
e all of the le=ancial and telephone documentation obtained via National
- Security Letters in order to close this investigation.

HERN

(S) An extension | | has been
requested of FBIHQ | [ The purpose of this
1 extension is solely to review these financial and telephone records in
o order to exhaust all reasonable investigative efforts |
Rz | | If this review yields negative results, the

P7E  investigation will be closed.

SECRET
2
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s\zc\RET
To: Inspection From:

CRer - ] 278-HQ-C1229736-VIO, 08/24/2006

LEAD(s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: {Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate,

12/

SECRET
3

NSL VIO-1423



(Rev. O1-31-2003)

SEéﬁgF
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/05/2007

To: Inspection Attn: Ms.
Internal Investigative
Section (IIS), Room 11865

Counterterrorism Attn: AD
Attn: SAC
06 . epe
%ih' From: Office of the General Counsel
e NSLB/CTLU II/LX-1 3S-118/
b7E Contact: AGC
Approved By: Thomas Julie FO@?LXJ
Drafted By:

., Case ID #:- 278-HQ-C1229736-VIO Serial AC(( (Pending)
?{J ,)
(UJw~vTitle:mw§g§ INTELLIGENCE OVERSIGHT BOARD (IOB)

MATTER 2006

(UbvwwSynopsiST”:}ﬁi It is the opinicon of the Office of General
Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB). OGC will prepare and
deliver the necessary correspondence to the IOB.

Declassi

)~ References:mW)Sé 278 C45386 Serial 125
ANFTR-C1RAAN3I6-VIO Senial oay
- Details: . By electronic communication (EC) dated
08/24/20067, the Field Office requested that OGC
DX review the facts of the captioned matter and determine whether
I7E t warrants reporting to the IOB. In our opinion, it does. Our
analysis follows.

G-

o] ve

04

;;hggT

" ' ) R i, / ’J W)
QIGE7C VIEW DATE: 3¢
& INVESTIGATI o

SOONINVERTIGRTION,. (/7 NSL VIO-1424
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To: Inspection From: General Counsel
(- Re>‘<p 278-HQ-CU1229736-VIO, 01/05/2007

. | |

) |

=

I J

] the Case agent, SA| |

nl frote an EC 1n response to a directive from FBIL

¢ Headguarters' Counterterryorism Division (CTDY |

n7C

bz | e states that, due to the demands
L7k of her case load, other priorities, and the regponsibilities

(U d >§) A “United States person” is defined in Section 101(i) of the
Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et
seg.) as “a citizen of the United States [or] an alien lawfully admitted for
permanent residence (as defined in section 101 (a) (20)

of the Immigration and
Naturalization Bet) . . . .~

See also Section I.C of The Attorney General's
Guidelines for FBI National Security Investigations and Foreign Intelligence

Collection {NSIG).
S;R'agr
2
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To: ngpection From: General Counsel
(T} - ~Re: 278-HQ-C1229736-VIO, 01/05/2007

inherent in working she allowed the

(&) I@&_&mfome inactive. | [ 1
C she spoke with the substantive unit at CTD

and
- explained the situation. She stated that she received verbal
1 concurrance from CTD that

| would be
[o3 approved once the paperworR Was Teceived at 1D,  She was
h7F —thstructed to send CTD an EC]
l

bl (S) SAI_—_lstates that, on or about r [ sh

S b submitted an EC to CID to request approval |
t 1b7€2 | 1| However, according To GA

the EC was lost or misplaced.

(s) [ = ||

"
|
A

(s) SAI |Submitted a second EC seeking an

extension [

The EC requested an extension
CTD _apparentlv approved the extension

e Upon being granted the extension,
nie [ | saf | sent out Naticnal Security Letters v
o (NSLs) to request credit history and financial and telephone
‘T:E records for the subject.
(S) JL
However, the casTagent had not reviewed all of the financial B
and telephone documentation obtained via NSI in order to close
1 the investigation, Gal | requested a final extension
06 | ] The purpose of thne
f:" EXTEIEIOn request was solely to review the financial and
bz
b7E

zThemisnoECinﬂmfﬂedomﬂnanmgCﬂTTscmmunmmeu)&cexmnﬁon There is,
however, evidence that the extension request was received by CTD and that the lead was cleared,

indicating concurrance
M

(%]

NSL VIO-1426
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To: JInspection From: General Counsel
tU)MWWM.Re4 :5{( 278-HQ-C1229736-VIO, 01/05/2007

tS)tﬁ_ telephone records in order to exhaust all p=e

w2 investigative efforts I If the
e intefids to close the
Min rmossTigation. '
{8} This matter was reported as a potential I0B
tS) ) violation hased on failure to secure extensiops r—__—:iﬂ
S L
) N
e
LIE (U} The President, by Executive Order 12334, dated

12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1933, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB) and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Board. Among its
responsibilities, the IOB has been given authority to review the
FBI's practices and procedures relating to foreign intelligence
and foreign counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates
that Inspectors General and General Counsel of the Intelligence
Community components (in the FBI, the Assistant Director,

- Inspecticn Division (INSD), and the General Counsel, Office of
the General Counsel (0OGC), respectively) report to the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential

- Directive. This language has been interpreted to mandate the
reporting of any violation of a provision of The Attorney
General's Guidelines foxr FBI National Security Investigations
and Foreign Intelligence Collection (NSIG), effective
10/31/2003, or other guidelines or regulations approved by the
Attorney General in accordance with EO 12333, dated 12/04/1981,
if such provision was designed to ensure the protection of
individual rights.

(U) Violations of provisions that merely are
administrative in nature and not deemed to have been designed to
ensure the protection of individual rights are generally not
reported to the IOB. The FBI Inspection Division is required,
however, to maintain records of such administrative violations
for three years so that the Counsel to the IOB may review them
upon request. The determination as to whether a matter is
"administrative in nature” must be made by OGC. Therefore, such
administrative violations must be reported as potential IOB

matters.
SE‘C\RET

4
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To: Ingpection From: General Counsel
~Re+-w>g§ 278-HQ-C1229736-vI0, 01/05/2007

(8)

'S} In the instant matter, |fai1ed to take

action to either Seek an authorized extensiop | ] I |
| _ | IIJL SHE Case s1t in a dormant state
until r—_____IZ__1 when it sent the gc requesting the extension
to CTD.” Therefare until li_l a period
Ofl ,_I JNTraineAd anmau_uilo‘rized[ ]

[:-:ULW J
Hlle this alone 1is reportable to the I0OB, the period

during which the investigation Was not properly extended is more
th de_minimus in time. Accordingly, OGC has determined that

| has failed to follow the guidelines set forth in Section
1I.C.4 of the NSIG and an IOB violation has occurred.

Therefore, 0GC will Prepare a cover letter ang a memorandum to
Feport this matter to the IOB.

SEgkgi

5
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From: General Counsel

To: _Inspection
iUPW"Re:~:}g(? 278-HQ-C1229736-VIO, 01/05/2007

LEAD(s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: {Information)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) For information.

Set Lead 3: {Information)

(U) For information.

Ms, Thomas

OB Library

széhe?
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January 5, 2007
BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2006-|::]" (U)

The memorandum sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Cecllection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and internaticnal terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any adminigtrative action is warranted.
(w

Enclosure

1 - Ms. Thomas

1T H

1 - 278-HQ-C1229736-VIO - 2012

1 - Inspection Division (IOB 2006
1 - Mr. Billy

NSL VIO-1430
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Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review

J.S. Department of Justice
Room 6150

=
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SECRET

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
FIELD OFFICE
108 MATTER 2006 | (U)

|SHam

(S) By electronic communication (EC) dated August 24, 2006,

the Federal Bureau of Investigation (FBI) Field Office
reported that it failed to secure extensions for | |

investigation of a subject. The gap between the expiration of the
| and the FBI Headquarters-approved extension

amounted to aboutl |monthq | |
(S)l | failed to take action to either seek an authorized

bl extension] | [ ]

)i | | Instead)] [let the case sit in a dormant

D E state until | ] when it sent an EC reguesting the extension to
CTD. Therefore, from | | until | lmaintained an
unauthorized] [investication ]

While this alone

1s reportaple to the IOB, theL__Jmonth period during which the
investigation was not properly externy is more than de minimug in time.
Accordingly, OGC has determined that]| has failed to follow the
guldelines set forth in Section II.C.4 of The Attorney General's
Guidelines for FBI National Security Investigations and Foreign
Inteiligence Collection and an IOB violation has occurred. Thus,

matter is being reported to the IOB.

the

ived from: =
Declassi O1lT 320104

QEBQE?
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence:

ROUTINE Date: 03/039/2007

To: Gerieral Counsel Attn: NSLB

From: Inspection
Internal Investbticationg Seocot iaon IPU, Room 3041

Contact: (RS Ext.

Approved By: Miller David Ian

Drafted By:
Case ID #:

Title: (U)

b2

Synopsis:

(U) 278-HQ-C1223%736-VIO (Pending)
INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH 2785

OGC/IOB# 200§

(U) To report a potential Intelligence Oversight Board

(I0B) matter to the Office of Genrneral Counsel, National Security

Law Branch

Reference:

(NSLB) .

(U) 278-HQ-C1229736-VIO Serial 1624
278-HQ-C1229736-VIO Serial 2011

Details: iU% T?T Internal Investigations Section (IIS) received

an EC from
ICB error.

Division dated 08/24/2006, reporting a possible
Based upon a review of the referenced EC, it is the

IIS’s opinion the incident described therein is indicative of a

performance

issue. Therefore, no internal investigation will be

conducted by the IIS and this matter is being relegated to the
NSLB for whatever action they deem appropriate.

124

NSL VIO-1433



(Rev. 01-31-2003)
“SEeRET//20320312

I

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/12/2007

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section, IPU, Room 3041

Contact: CRS
A

Approved By Miller David Ian

Drafted By:

Case ID #: (U) 263-HQ-0-U - 708 ({Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2785
b2z OGC/IOB# 2006

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

-------- X ISR e
sify On:

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1624

Reference: (U) 278-HQ-C1229736~VIO Serial 1624
278-HQ-C1229736-VIO Serial 2011

Details: (U) Upon review of Division’s captioned report of
a potential IOB violation, IIT did not find the matter indicative
of willful misconduct. IIS only addresses allegations where
deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative teo this
matter is left to the discretion of the division. IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/OGC EC, dated 11/16/2006 (278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

¢

E/E@/zononz

NSL VIO-1434



U.S. Departine  of Justice

Oftfice of the Inspector General

Washimgion. .. 20550

DATE: March 21, 2007

TO: Kenneth W. Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation

FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No, 2007004110

o Subject
r'o ) Ivision
Wi C FBI No. 263-0-U-708

bz CMS No. 2785

- We consider this 2 management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

D This matter is referred to your agency for investigation. Please provide the O1G
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

L]

IMPORTANT NOTICE

fdentifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-1435



CIG - INVESTIGATIONS DIVISION - Compialint Form 0IG NO. F689-2007-004110-M

]
Recelved By: | | Date Receiveq: 92/09/2007 How Received: A
SUUBJECT: SENO :
Title: SK Pay Plan: D.C.8B.:
Compeonent : FBI EOD Date: All1en No.:
M1sC: F.BE.I.NO.:
Home : E.O.P.No.:
Phone: [des ZIP: D/7 No.:

Work : ,I I Cifenses: 689
Phone: I ZIP:

SUBJECT:l | SSNC:

Title: SSA Pay Pian: D.O.B.:
Component: FBT EOD Date: Alien No.:
Misc: F.B.I.No.: bhé
Home: | | B.O.P.No. o
Phone: ) - Z1P D/L No biC
Work: Offenses: 689 e Y4
Phonre: ZIP:
COMPLAINANT:| | SENO:
Titie: ATTY Pay Plan: D.O.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home:l | B.O.P.Nc.:
Phone: {) - ZIP: D/L No.:
Work: ,
Phone: ZIP:
Cont 1¢enTTar: Revealed: Authority:
9
Details: L
T =2 FBI prcvided information regarding a potential IOB matter (2006[::::::] be

15

: I the case agent submitted an EC in response to a directive {ram
EBIHQ Counterterrorism Division (CT2) | |
However, due to other investigative responsibilities, the case agent allowed the case to

become inactive. S the case agent received verbal concurrence from CTD that
|wou]d be approved once the case agent submitted ap gc |

| | the
case agent submitted an EC to request approval for an extensionl Ihowever, the EC
was lost or misplaced.

: the case agent submitted a second EC | | | |
which was approved by CTD on 3/9/06. On 2/23/06, the case agent sent out NSLs to

request credit history and financial and telephone records for the subject.

51’ Ithe case agent was unable to close the case because she had
.not reviewed all of the information obtained from the NSLs. [::::::::::] the case agent

requested a final extension[:::::::::]so she cculd review the information obtained from the
NSLs.

FBI/OGC determined that this matter must be reported to the IOB.

o

=

e

ALLEGATIONS: 689 I0OB Viotation
Occurrernce Date: 12/16/2005 TIME :

CITY: |

~J1 IND

oo

Z1p:

w NSL VIO-1436
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CIG NO. : 689 2007004110 -M

0IG - INVESTIGATIONS DIVISION - Complaint Form

L

DISPOSTTTON DATA: 1Disposi-ion: M Date: 032/09/2007 Approval:
Referrcd to Agency: pag Date Sent: 03/20/2007  Component:

Palriaot Act: N

Componoent Nurher:

Serisitive: N

Wnistlebiower: N Consoiidated Case Nurber:

POWELL, GLENN G

FBI

263-0-0U-708

Remarks:

Predicating material contains classified information which will be
container at OIG/INV. {stp)
3/20/07:

Sent to Kaiser/r¥BI. ({stp)

maintained in a securc

NSL VIO-1437
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(Rev. 01-31-2003)

s

FEDERAL BUREAU OF INVESTIGATION
b2 oé-

precedegc’e: ROUTINE - Date: 07/17/2006
To: Lfé;pection °§€;;: IIS
Rm. 11861
General Counsel Attn: NSLR
Rm. 7975 ..

From:

Contact: I

~ Approved By:

Drafted By:

Case ID #: P§) 278-HQ-C1229736-VI0 (Pending) ~SY
) oo e o % 278] Jc26391  (Pending) — LS
Title: (Up7p NTELLIGENCE OVERSTGHT BOARD MATTER
g SSA] I
T A
REC
o Synopsis: (U) Division reports a potential IOB matter

bIE involving inadve&rtent and unauthorized receipt of telephone
- subscriber information.

{(U) Deri

T G-3
De sify Om:

Details: (U)I |Division reports a potential
intelligence oversight board (IOB) matter involving inadvertent
receipt of unauthorized teleﬁhfff iubscriber information.

Intelligence Analvsrt (Th) inadvertently added phone
numbers _

ol
- | l In trTs instance, the FBI sought telephone

bo tlper records for telephone numbers believed to be used by
R the investigative subject due to electronic data errors.

(s) | [ ! :

o o NG

i‘im _ NSL VIO-1438
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-
p%_, To: Fection From. L;:::::::]
L DR &2) 278-HQ-C12297385 VTG, 07/17/2006

bl
hé | I
70 | A routine Jquality controel Check
conducted by 1a did not initially catch the errorg,
(U) Subsequently, subscriber information
inadvertently addedl was requested via an NSL dated
o October 17, 2005. 'Irme subscriber information received for thege

k:jE numbers wag associated with Presumed U. g, Persons.
D

{U) In the course of performing Analysis on
June 23, 2006, ¢ were di

-itiously

rem Yy the Field | The

[;::ffiff: | Point—sT <Zontact at _FBIHQ was asked to
EMove th ently uploaded numberg

TIT - By Julvy 13,
L i all Division referenceg |
E wWere remov1d from FRT records, |

I - Only one related “ECord from the

(U) To brevent future SLrors, addivional quality
control steps have been added| |
Process. The Drocess of ,af op €d to
_I| T I |

wJ D

oo

= “PS inTTTaTed i ivision ip
[l . including The
S ove-ref&remnceg telephone records were SOme of the first [::::::]
- records. Since that time, Ir Quality
control/quality aSsurance Hgs iMproved End 1 only performed by a

dedicated and eXperienced staff.

NSL VIO-1439



SEdkg?

L2 ro. 1 pection From: |
() -V E 34~»>¥§; 278-HQ-C1229736-VIO, 07/17/2006

LEAD(s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) Request IIS take appropriate action as
nece ra L0, response to this potential IOB matter reported by
the‘ i lDivision. It is further requested that the

resulting IOB matter be counted as one potential violation.

kﬁﬂet Lead 2: (Action)

[7E GENERAL CQUNSEL

AT WASHINGTON, DC

(U}  Request NSLB take appropriate action as
necessar: in response to this potential IOB matter reported by
theq:ﬂDivision. It is further requested that the

resulting ICB matter be counted as one potential violation.

*

SEcﬁk{
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b7E

SEékgs

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/29/2006

To: Attn: SAC _—ﬂ
ASA(

gsal —
1A

Counterterrorism Attn: CTD/ITOS II/E

Inspection Attn: Internal Investigative Section
Attn: Room 11865

From: Office of General Counsel ‘
NSLB/CTLU-2/LX-1, 35-100J
Contact:

Approved By: Thomags Inliax J7iYA

Drafted By:

Case ID #: ><) 278-HQ-C1229736-VIO Serial/?Pending)

'r-it-1~e=-~~>§é INTELLIGENCE OVERSIGHT BOARD
MATTER 2006—[j o

It is the opinion of the Office of the General
Counsel (OGC) that the above referenced matter must be reported to

the Intelligence Oversight Board (IOB). Our analysis follows.

'Reference' j}k{:\278-HQ—C1229736—VIO Serial 1549
. Details: . ;ES{; By electronic ¢ ication (EC) dated ly 17, 2006
and refere above, the ;__:mijlvmlon

requested

that OGC review the facts OF the captioned matrer and determine

whether it warrants reporting to the IOB. We believe it does and our
analysis follows.

NSL VIO-1441



SEGRET

me TO: From: General Counsel
> 7B Re: "Z78-HQ-C1229736-VIQ, 12/29/2006
— . |
bl () l 1
n7C
b2
TR
e e During the course of the investigation,
(U} issued National Security Letters (NSL) pursuant to the Electronic

Communications Privacy Act, 18 U.S.C. § 2709. That statute permits

the FBI to request subscriber information and telephone toll billing

W records that are "relevant to an authorized investigation to protect
against international terrorism or clandestine intelligence
activities, provided that such an investigation of a United States
person is not conducted sclely on the basis of activities protected
by the first amendment to the Constitution of the United States."

o (Xﬁ The error in this instance occurred ip Julw 24
il-i:i T SFred FReTdndt dal ‘tﬁ'ﬁmﬁ were--received. fromr

T { FOWEVET, _when the NSTTF¥EsGll letter wao

requesting subscriber inf?rmation forl

(S) A follow-up NSL dated 10/17/2005 was addressed | ]
[;;;;;

e€rtently added — 1 H |
bl respond for the requested
W7D
k4
( m,wmmumuﬂmwigi 278-HQO-C1223736-VIO Serial 1549.

? (U) A “United States person” (USP)is defired in Section 101(i) of
the Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801
&t seg.) as "“a citizen of the United States lor] an alien lawfully admitted
tor permanent residence {(as defined in section 101{a) {20) of the Immigration
and Naturalization Act) . . . .~ See also Section II.W of The Attorney

General's Guidelines for FBI Foreign Intelligence Collection and Foreign
Counterintelliqgence Investigations.

: ) In order to avoid apv further dissemination of
1 referenced in this EC will only list the
—

o
[ 8%
S XA

* (U) see, id.

SECRET

NSL VIO-1442
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-1
Lik

SRS

i;) 4

o
No

by

n from FBI recox ‘ |
. n addition, coordifjated with bmed Division

SE&ET ‘

To: From: General Counsel
Re: Z78-HQ-C1229736-VIO, 12/29/2006

oY
1Ea

B B

o
R

information. The subscriber results were initially uploaded

{S} In the course of performing‘ ]analvqic 4in
June_ 2 ,_the errors were discovered and remedied by The
point of contact at FBIHQ was asked to
X 1nadvertently uploaded numbers l In addition,

removed all references to the inadverrently uplosded

1
o remove the EC[ - - D
— o | |

2006 removing the last reference to in ACS,

(U}  To prevent future errora. additional guality control
steps have been added to the process. The
process of | ] | redoros—=spposed Fo the

informatioll was only initiated iq:________Jearwler in 20065.
abOVf-fjferenced| recoxds e sO the first

Since that time, control/guality
assurance has improved and only periormed by trained personnel.

(U) Section 2.4 of Executive Order (EO) 12863,

“dated 09/13/1993, mandates that Inspectors General and General

Counsel of the Intelligence Community components (in the FBI,

the Assistant Director, INSD, and the General Counsel, O0OGC,
respectively) report to the IOB concerning intelligence activities
that they have reason to believe may be unlawful or contraxry to
Executive order or Presidential directive. This language was adopted
verbatim from EO 12334, dated 12/04/1981, when the IOB was known as
the President's Intelligence Oversight Board (PIOR). By longstanding
agreement between the FBI and the IOBR (and its predecessor, the
PIOB), this language has been interpreted to mandate the reporting of
any violation of a provision of the NSIG, or other guidelines or
regulations approved by the Attorney General in accordance with EO
12333, dated 12/04/1981, if such provision was designed in full or in
part to ensure the protection of the individual rights of U.S8.
persons. Violations of provisions that are essentially
administrative in nature need not be reported to the IOB. The FRI is

° | Seria{::::]hms rmanently charoed b —e December

—

5T o
IR N

=

The charged-out serial is being forwarded ___L_

¢ See, IQ.

' slsgkm'

-
D
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SECNT

o)t To:r__ _JFrom: General Counsel
LTE Re: Z278-HQ-C1229736-VIO, 12/29/2006

required, however, to maintain records of such administrative
violations so that the Counsel to the IOB may review them upon
reguest.

e )  Section V.11., Investigative Technigues, of The
Attorney &Gene 's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection {(NSIG) provides
that National Security Letters may be issued in conformity with
statutory requirements, including 18 U.S.C. § 2709. Title 1§, U.S.C.
§ 2709 provides that the FBI may seek toll billing information from
telephone carriers that is relevant to an authorized national
security investigation. Clearly, the information cobtained by the FBI
was not relevant to an authorized national security investigation
because there was an errant reguest for unsubstantiated telephone
numbers. Thus, the FBI received telephone toll billing records
concerning telephone numbers that were not under investigation nor
related to an investigation. Therefore, the information was
improperly collected, although unintentionally so, in violation of
the NSIG and ECPA.

(U} Clearly, the rights of the target were not infringed
because he was not the subject of the improperly collected
information. It is unknown whether this information was gathered
about United States Persons or not, inasmuch as there has been no
review of the information. Nonetheless, based on the fact that
information which may be about United States persons was improperly,
although inadvertently, collected, and in accordance with the
reporting requirements of Section 2.4 of E.O. 12863, OGC will

prepare a cover letter and an memorandum to report this matter to
the IOB.
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SE&hET

To:| A rrom: General Counsel
Re: 278-HQ-C1229736-VIO, 12/29/2006

LEAD(s) :
Set Lead 1: (Discretionary)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: {Information)

COUNTERTERRORISM

AT ITOS II/PRGU

(U} For review and action deemed appropriate.

Set Lead 3: (Discretionary)

o
D

K3

(U) For review and action deemed appropriate.

cc: Ms. Thomasg

opey
\,.:,j (@)

TOB Library
*

MET

n
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December 29, 2006

BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence QOversight Board
Room 50209

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear My. Friedman:

Enclosed for your information is a self-explanatory
memocrandum entitled “Intelligence Oversight Board Matter
S -

The memcorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
(U)

Enclosure

1 - 278-HQ-C1229736-VIO - 2014

Declassify 1/02/2017

gggggT
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e

Should you oxr any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at ycur convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1l - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
National Security Division
U.S5. Department of Justice
Room 6150

o
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INTELLIGENC ERSIGHT BOARD (IOB) MATTER
FIELD OFFICE
I0OB MATTER 2006-:| (U)

el

{(S) By Electronic Communication (EC) dated July 17,
2006, [ ]pivision | | notified FBI Headguarters
(FBIHQ) of an inadvertent acguisition of toll record information
associated with unknown individuals in the course of a national

security investigation. | |

(S):Iissued a National Security Letter (NSL)
pursuant to the Electronic Communications Privacy Act, 18 U.S.C. §

2709° for toll record information associated with the target. The

error occurred after the initi ere received
] The rﬁsults

(s | |

! (U) A “United States person” (USP)is defined in Section 101(i) of the

Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et
seg.) as "“a citizen of the United States [or] an alien lawfully admitted for
permanent residence (as defined in section 101 (a) (20) of the Immigratjon and
Naturalization Act) . . . .” See also Section II.W of The Attorney General's
Guidelines for FBI Foreign Intelligence Collection and Foreian

Counterintelligence Investigations.

The statute permits the FBI to request subscriber information and
telephone toll billing records that are "relevant to an authorized
investigation to protect against international terrorism or clandestine
intelligence activities, provided that such an investigation of a United
States person is not conducted solely on the basis of activities protected by
the first amendment to the Constitution of the United States."

’ (U) In order to avoid any further dissemination

ol
>

[\

_] Ireferenced in this EC will only list the

CRET
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I A follow-up

" NSL was then_addressed| |requesting toll billing

information]| |
provided the requested information which was initially uploaded
into FRI computer systems.

(U) Immediately upon discovery, the errors were remedied
by 1 BAll references to the errant telephone numbers have
been removed from FBI computer systems. To prevent future errors,
additional quality control steps and | |training have been
added to| | process. The
above-referenced telephone records were some of the first [::::::::]

|
/)é;: Section V.11., Investigative Techniques, of The
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection (NSIG) provides
that National Security Letters may be issued in conformity with
statutory requirements, including 18 U.S.C. § 2709. Title 18,
U.S.C. § 2709 provides that the FBI may seek toll billing
information from telephone carriers that is relevant to an
authorized national security investigation. Clearly, the
information obtained by the FBI was not relevant to an authorized
national security investigation because there was an errant request
for unsubstantiated telephone numbers. Thus, the FBI received
telephone toll billing records concerning telephone numbers that
were not under investigation nor related to an investigation.
Therefore, the information was improperly collected, although
unintentionally so, in violation of the NSIG and ECPA.

(U) Clearly, the rights of the target were not infringed
because he was not the subject of the improperly collected
information. It is unknown whether this information was gathered
about United States Persons or not, inasmuch as there has been no
review of the information. Nonetheless, based on the fact that
information which may be about United States persons was
improperly, although inadvertently, collected, and in accordance
with the reporting requirements of Section 2.4 of E.0. 12863, this
matter 1s being to the IOB.

(U) See, id.
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{Rev. 01-31-2003)

HTE

FEDERAL BUREAU OF INVESTIGATION

Precedence: RCUTINE Date: 03/09/2007
To: Gereral Counsel Attn: NSLB
From: Inspection

Internal Investigations Section, IPU, Room 3041
Contact: CRS|

Approved By: Miller David Ian

Drafted By:

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2575
OGC/IOB# 2006

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB) .

Reference: (U) 278-HC-C1229736-VIO Serial 1549
27 C26391 Serial 265
278-HQ-C1229736-VIO Serial 2013

Details: (U} The Internal Investigations Section (IIS) received
an EC from[::::::::]ruvision dated 07/17/2006, reporting a
possible IOB error. Based upon a review of the referenced EC it
is the IIS’s opinion the incident described therein is indicative
of a performance issue. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*"
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(Rev. 01-31-2003)
SEeRET/ /20320312

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/12/2007
To: Attn: SAC (Personal Attention)
2 From: Inspection
i Internal Investigations Section, IPU, Room 3041
e Contact:
[&1¢ _ ,
b7C Approved By: iller David Ian
Drafted By:
Case ID #: (U) 263-HQ-0-U - 713 (Pending)
Title: (U} INTELLIGENCE OVERSIGHT BOARD MATTER
o2 INSD/IIS TRACKING# 2575
OGC/IOBH# 2006
Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.
oo R T as
Y On:
Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1549
Reference: () 278-HQ-C1229736-VIO Serial 1549
278-HQ-C1229736-VIO Serial 2013
Details: (U) Upon review of Division’'s captioned
B2 report of a potential IOB violation, IIS did not find the matter
7F indicative of willful misconduct. IIS only addresses allegations

where deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/0OGC EC, dated 11/16/2006 (278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

124

SESRET//20320312
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LLS. Departmie.  of Justice

Office of the Inspector General

Wasfungton, D.C. 20530

DATE: March 22, 2007

TO: Kenneth W, Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation

Gl G el

FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007004173

bt Subject |
nh7C FBI No. 263-0-U-713

02 FBI CMS No. 2575

B7E

. We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
0OIG.

D This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have
a right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in

all cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General
Act and the Whistleblower Protection Act.

Attachment

NSL VIO-1453



DIV_SI0M - Comolaint Porm TG NGO ERG-2007 0041773

Nat.c Recelved: 32/09/72007 How seoclved: A

Pay Plan:
EOD Zate:

SSNC: 2
Tay Plan: D.C.R.: jo)s
EQD Date: Aljen No.:

Fzy Zlan: :
1 EOD Daze: Alien YNo.:

T
o ®
o
[

Z1P: _
N Revealed: Authority:

1

)
N

™

by

iShQ 231 provided infermactlon regarding a potential IOB matter (20074

Fiela Office issued z National Security Letter [RSL)
trnal were roicvant te the autheorized investigation., In July
worg veceived, the NSL result letter|

1
| Fddez

. Yt i)

o 7
o)
‘nTformation that was net within the scope of the initial NSL. To prevent future crrors Ok
additional guality control steps have been addedl I

T+ 1s Lhe opinion cf the Cffice ol the Ceneral Cournsel (OGC) that this matter must be
2 fo the I0R. (dz}
NS €89 IOB Viclation

onrrence Dalte: TIME:

FRATEN

&)

oo
N\

r
<
.

Uisposition: M Date: (©3/21/20307 Approval: PCWELT, GLENN &
Ge

Late Sent: (3/21/2007 Cemponent: FRJ

Riaghts: N Component Number: 253-0-0-713; 2575

Whistleblower: N Consclidated Case Numbor:

v
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FD-962 (Rev. 03-21-2005)

LNt

(m-

51

i

Case ID #: JR) 278.H0 1225736 VIO _ 1O
I L] ) SECEEE AN

S oL
FEDERAL BUREAU OF INVESTIGATION -

iﬁ}é
Precedence: ROUTINE Date: 06/08/2006
To:*“ihspection Attn: IIS, Room 11861
GCeneral Councal Attn: NSLB, Room 7975
Fromj
Con:agr-i

Approved By

Drafted By:

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR

Synopsis: (U) To report possible IOB error.

......... ,Wm:)gi Der Fro -3
Decl ity : 1

Detailsg:
(uy 1. Internet Activitvy Ppnnr#l
[was initiated by

NICs/Public Access Center Unit (PACU) .

(uy 2. Internet Activity Report-Terrorism.

(uy 3. Possible IOB Error: Issuance of Grand Jury subpoena
without substantive case.

(Uy 4. Description of IOB Error (including any reporting

delays) .

X)) Based on an IMMEDIATE Lead issued by PACU regarding
I |

b? ?l TCII1280 a Grand Jury subpoena to obtain
h7C Ormati1o7n

Crg

D . ‘ ~
SCMue Q@}%’E 2/ {:})/ , ._7 %

2/i5 7 '

;

o NSL VIO-1456
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_SwesEL

"~ To: Inspection From: J
oy e Qe)@ 278-HQ-C1229736-VI0, 06/08/2006

3
a4

L7E

s

This information was SOUght by PACU in Tead & (action) of above
- noted serial. There was no opened at the
time this subpoena was sought because there were not any articuable
facts, based on the information provided, to support the opening of

M_Rapp contacted pttempting to
C tain information reguested 1n the lead.
iSJ ) advised that_a subgoena was required for release of

- the information reguested. met with the Assistant United

bG ‘States Attorney (AUSA) and advised the AUSA that a sub
07 being sought because the Lead did not justify |
I which was required for the issuance of a National Security Letter.

b7D g&( na advised the AUSA that there was no file
opened on this Lead. A copy of the unclassified IMMEDIATE Lead was

provided to the AUSA for review. Several days later, the AUSA L
pe  provided[ | with the requested subpoena stating that the .
isn7{j AUSA's office opened their own case for the issuance of the Iy
3 E\(-;Jlbpoena. The subpoena was subseguently served. on.
Following CDC counsel Lnizcicion has
ab? sequestered the information received -from] in the

D';ﬂE””bffiée of the CDC. The information received has not been used or
~'= disseminated in any fashion.

NSL VIO-1457
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From:

bl To: _Inspection
- "We:m:}QZ% 278-HQ-C1229736-VIO, 06/08/2006

bi7E
LEAD (s) :

Set Lead 1: (Action)

INSPECTION
AT WASHINGTON, DC

For action deemed appropriate.

(U)
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

For action deemed appropriate.

N,

¢

P

: R

] i

; .

5 : + .

: ) . R i

§ . A Piheegtneing ! BE J

. : ‘ ¢ b 2 ’ : )
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[Rov GE-31-20K:3)

SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIZHE Date 12/26/2004
To: Attn:

b2

?ib Counterterrcrism ' Attn: ITOS 11

DG

D7 Inspect:ion Attn: I1S, CRS

From: Office cf the Sereral Counsel
NSLB/CTLUZ:/LX] Rocm 45119
Contact: AGC

Approved By: Thomas Jul-e dytOJ\]

Drafted By: A
DAL
() ~Case ID #: >< 278-H0-C1 ,9736—\"’10/&("7‘

Title: _m>§<: INTZLLIGENCE_OVERSTGET BOARD
MATTER 20064

>

(b2

tUTMAMMSynopsis:w:)§z Tt 1s the opinion of the Cffice of the General
Counsel ({(OGC) thet this matter must be reported to the

inte:ligence Cversight Board (IOB)}. OGC will pr epare and deliver
the necessary ﬁorlcscoragnc& to the ICB.

(U} =3 o' om
De £y

O
=]

-

. [P — [ f ) 7 8 -HG- C
{1y - o

bTE:jg? ilq-~“79< B electronic commupnication (FEC) cated 06/08/2006,

{0 - che Field Office requested that OGC
review the Iacts of the captioner Marter and determine whether it
warrants repcrting to the IOB. In our cpinion, it does. Our
anailysis fcliows.

l\"\)
[V
|\JO\

372 Serial 61 (Pending}
2297326-VIO Serial 1431 {Pending}

SEQRET

A il
Lar NSL VIO-1459
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SEc}aT

To: From: OQffice of the General Counsel
R ) 229736-VIO, 12/26/2006

TTH Based on an IMMEDIATE lLeaa issued by Public Access
Center Unit (PACUY regardingl . |
Iﬁ Tutilized a
GCrand Jury subvcerna to cpta‘n nformar on| ]

[rrere was no|

|
r_ | cpened at the time the subpoena was sought because
there were not enocugh articuable facts, based on the information

rrovided.? The subpoena was subsequently servedl

{U) The ?President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Ecard (PI03). ©On 09/13/.993, by Executive Order 12863, the
fresident renamed it the Irtelligence Oversight Board (IOB) and
established the Board as a sta ndwnq committee of the President's
rorelgn inteliigence Advisory Bcard. Among its responsibilities,
the YOB has been given authority to review the FBI’s practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection.

!

(U) Secticen 2.4 of Executive Order 12863 mandates that
Inspecteors General and General Counsel of the Intelligence
Community components (in t“he FBI, the Assistant Director,
Inspection Divisicn {(INSD), and tne General Ccunsel, Office of
the General Ccunsel {0OGC), respectively) report to the IOB
intelligence activities that they have rcason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive. This language has been intetpLeLeH to mandate the
reporting of any violaticn of a provision cf The Attorney
General's Guidelines for FBI National Secur:ty Investigations and
Foreign Irtelligence Collection (NSIG), effective 10/31/2003, or
other guidelines or regulations approved by the Attorney General
in accordance with FC 12333, dated 12/C4/198%, if such provision
was designed to ensure the protection of individual rights.

“This information was sought by PACU in I.cad 6 (action) of Internet Activity Renart

| .

informed the AUSA that there was no file opencd on this Lead. A copy of the
unclassified IMMEDIATE Lead was provided to the AUSA for review. Several days later the
AUSA providcd:with the requested subpeona and stated that the AUSA's office
opened their own case for the issuance of the subpecona.

Sb}c\g{:r

2
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SE\KET

To: From: Office of the General Counsel
Re: 278-50-Ci2202736-V10, 12/26/2006

‘U) Violatiors of provisions that merely are
adminisirative in nature and not deemed to have been designed to
ensure the pretection of incividual rights are generally not
reported to the TOB. The FBI Inspection Division is reguired,
however, to maintain records of such administrative violations
fcr three years so thet the Counsel to the I0B may review them
upeon reqguest. The determination as to whether a mat:ter is
"admninlstrative in nature" must be made by OGC. Therefore, such
administrative violetions must be repcrted as potential ICRB
matters.

19>]

(St n this situation, a subooena was served on

without a FI being opened. As a resulrt
complicd witn tThe onponna and the information was

delivered to the | |field office. Therefore,
investigative activity, the subpoena, was improperly issued
because was not opened, in violation of the NSIG.

{5} The CDC properly advised the field office
and following CDC counsel,| has sequestered the
information received from | in the office of the

CDC. The | #iG7d ciTice has advised OGC via the

refere rced 'C, that the infcrmation has not beer used or
disseminated in any fashion.

(S} OGC NSLB advises the field to contact and
inquire as to whether they wouid lixke the records returned or
whether the FRT should destroy the sequestered information. If
Lhe c¢ocs not want the information returned, the
CDC shoulic write and EC memoriaiizing the destruction.

NSL VIO-1461
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To rom
Re 278-HO-C122673¢-VI10, 1

LEAD(s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTCON, DC

S‘M{ET

Cfiice of
2/26/2006

the Cereral

(U} For action deemed zppropriate.

Set Lead 2: (Info)

COUNTERINTELLIGENCE

AT WASHINGTCON, DC

tU) Fcr informaiion.

Set Lead 3: (Info)

(1) TH

cc: Ms . Thomas

TOD LIDILary

shg

7ield Office shculd
anc ask whether the informaticn should be
Or Ccestroyea with apprepriate documentation to the file.

NSL VIO-1462
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December 26, 2006

BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board

Room 50209 g gwieca
New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

B

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandnm entitled “Intelligence Oversight Board Matter
2006+ {(U)

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
(U)

Enclosure
1 - 278-HQ-C1229736-VIO - 2021
LASSIFIED WHE
DETACH
SIFIED ENCLO

Der m s
y On:

“Spenet”
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SESRET.

Mr. Stephen Friedman

Should you or any member of your staff regquire additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
Naticnal Security Division
U.S8. Department of Justice
Room 6150

_SmeRet_
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SEéRET

INTELLIGENCE OVERSTGHT BOARD (IOB) MATTER
FIELD OFFICE bz
IOB MATTER 2006- (o) h7E

bs) By electronic communication_dated June 08, 2006,
the Federal Bureau of Investigation (FBI) Field
Office reported that, a subpoena was served onl 1

without the FBI having a corresponding open investigation.
ubsequently complied with t] ubpoena. The Chief

Division Counsel's (CDC) office advised the field
office to sequester the information received froml |
in the office of the CDC. According to the| [field
office the information has not been used or disseminated in any
fashion.

™Sy Due to the incorrect issuance of a subpoena
withopt an open investigation, the FBI received records from
Even though the information was px rlyy
sequestered the subpoena was improperly issued on _1
without an open investigation. The issuance of the subpoena was
3 FGJa violation of Section V.16. of The Attorney General's Guidelines
for FBI National Security Investigations and Foreign Intelligence
Collection. Thus, the matter is being reported to the ICB.

srsc%
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(Rev, 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/09/2007
To: General Counsel - Attn: NSLB
From: Inspection

Internal Investigations Section, IPU, Room 3041
Contact: CRS

be
h7C  Approved By: Miller David Ian

b2

Drafted By:

Case ID #: (U) 278-HQ-C12238736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
[V INSD/IIS TRACKINGH# 2342

OGC/IOB# 2006-0

Synopsis: (U) To report a potential Intelllgence Over51ght Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U} 278-HQ-C1229736-VIO Serial 1431
278-HQ-C1229736-VIO Serial 2020

Details: U) The Internal Investigations Section (IIS) received
an EC from |pivision dated 06/08/2006, reporting a
I possible IOB error. Based upon a review of the referenced EC it

Al

WA is the IIS’s opinion the incident described therein is indicative

L of a performance issue. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*"

NSL VIO-1466
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/12/2007

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section, IPU, Room 3041

Contact: CRS[ 41

4

Approved By: #Miller David Ian

Drafted By:

:Case ID #: (U) 263-HQ-0-U - 714 (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2342
OGC/IOB# 2006 2L

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

(U) DeT rom :
De iy On: 0312
Enclosure(s) : (U) 278-HQ-C1229736-VI0O Serial 1431

Reference: () 278-HQ-C1229736-VIO Serial 1431
278-HQ-C1229736~VIO Serial 2020

Details: (U} Upon review ofL_ Division’s captioned
report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct 1is evident.

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. IIS recognizes
and appreciates that this matter was brought to ocur attention as
required by the revisions mandated by National Security Law
Branch/0OGC EC, dated 11/16/2006 (278-HQ-C1229%736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

M/zononz

NSL VIO-1467
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FROM

SUBJECT: OIG Complaint N

NN

US. Departme.  f Justice

Office of the Inspector General

Washington, I0.C. 20530

March 21, 2007

Kenneth W, Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

Clle G (Ll

: Glenn G. Powell
Special Agent in Charge
Investigations Division

04151
et al.

Subject;

Division
FBI No. 263-0-U-714
CMS No. 2342

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

{dentifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. if you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in al}
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-1468




OIG - INVESTIGATIONS DIVISION - Complaint Form 0OlG NO. 89-2007-C004151-M
A

Recelved ByJ I Date Received: 02/08/2007 How Recelved: A

SUBJECT: | | SSNO:
T.tle: SSA Pay Plan: D.O.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.Nc.:
Home : B.O.P.No.:
Phone: ZIP: D/L No.:
Wors: Offenses: 689
Phone: (202) ZIP:
SUBJECT SSNO:
Title: Pay Plan: D.O.B.:
Component: FBI E0D Date: Alien No.:
Migc: F.B.I.No.:
Home : B.O.P.No.: 834
Phone: ZIP: 8/L No.: B
Work: Offenses: 689 he
Phone: Z1P:
COMPL H SSNO -
Tltle:l _} Pay Plan: D.O.B.:
Component: FBI ECOD Date: Alien No.:
Misc: F.B.I.No.:
Home : B.O.P.No.:
Phone: | Z1b: D/L No.:
Work: ,
Phnone: (202) ZIP:
Contidential: Revealed: Authority:
R AR
Details:

The FBI provided information regarding a potential IOB wmatter (20064

Based on an immealate lead issued by Publaic Access Center Unit {(PACU},
(S)r_________bivision, wtilized a GJ gsubpoena to obtain intormation about certain individuals.
There wasl opened at the time the subpoena was sought because e
there were not enough articulable facts based on the intormation provided. The subpoena was o
subsequently served on a company.

I Isequestered the information obtained from the subpoena.

FBI/OGC determined that this matter must be reported tc the IOB.
i T R
ALLEGATIONS: 689 1I0B Viclation

Occurrence Date: TIME: Bo

CITY: | state:[ | LTE Z1ip:

DISPOSITION DATA: Disposition: M Date: 02/09/2007 Approval: POWELL, GLENN G
ﬁ%’

Referred to Agency: FBI Date Sent: 03/20/2007 Component: FBI

Patriot Act: N Civil Rights: N Component Number: 263-0-U-714

Sensitive: N Whistleblower: N Consolidated Case Number:

bage L of 2 printeq 03/20/2007 1:07:59



OIG - INVESTIGATIONS D1VISION - Compiaint Form D2 o1s NO.:D689-2007-004151-M

AT

Remarks:

container at O1G/INV. (stp)

3/21/07: Sent to Kaiser/FBI. (stp)

Predicating material contains classified information which will be maintained in a secure

NSL VIO-1470

Page 2 of 2

Printed 93/20/2007

1:07:59




FL'-262 (Rev. 03-21-2005)

SECRET
FEDERAL BUREAU })EF INVESTIGATION

Precedence: ROUTINE Date: 05/15/2006 ¢f,.
To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975
From:
Contact:
Approved By:
b2
b7E
hé Drafted By:
P C case 1D #: >§ 278-HQ-C1229736-VIo . .
Title: (U) sa I
Ss .
INT IGHT BOARD (IOB) ERROR
(1) e -SYNOPp&sig: }E(: To report possible IOB error.
. m~>R< Dert From G-3 (x)
Details: —
- Possible IOBR Error:

Description of I0B Error (including {11Y reporting delays) .
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l:U:Ib TE TP."W Inspection From: | '
e 278-HQ-C1229736-VIO, 05/15/2006
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bho SE%
{7 B FLo Ingpection From:
Re’:”””><p 278-HQ-C1229736-VIO, 05/15/2006

(8) On 5/12/2006 SAl received the resiilts from a
National Security Letter (NSL) | o
11/17/2005. The NSL requested SUDBSCTiber Siformar oo ]

gy | |

bl

be

L7C

D7

1~7 0

A F

p7D

4
(s) |
() |

SPSRET
3

NSL VIO-1473



SECRET

(I -

o
~To: Inspection From: b7E
Rérwﬁéﬁ{p 278-HQ-C1229736-VIO, 05/15/2006

igm._

(S)
e [
Bl
s13
ST ey | |
{S)
(- . . . .
on 5/12/2006 sA[__ | summarized the ipvestigatrion
hé documented above in an email addressed to SSA ) the
R ITOS II Supervisor for SA] [the OIPR attorney
T for this case, and SSAL_ Il the Supervisor for
the case. Subsequently |from OGC was notified.

(S} On 5/15/2006 instructed SA | |1'0

=Al did immediately contact]
and inatriucted hax to stop
which she did

SEC\RE{
4

NSL VIO-1474




2 Sm
|:U:|-.‘../AA'__'1‘0: Inspection From:
Refwhf§<% 278-HQ-C1229736-Vi0, 05/15/2006

(8) It was not until 5/12/2006, the dﬁ&g_LhaL[%::::::]NSL
results were received from that SA had anv |

knowledge thatl

[l
N

r

oo
1RO
rr] ¥

T
e

(83 IIndateae -

(8) Conclnsinone.

bl

]S

i
Iz
bh7E
7D
jal!

"n l-‘:l ”-v_:

SEEQET
5
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SECRET
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W"‘lif-;E o: JIngpection From:
SCER 278-HQ-C1229736-VIO, 05/15/2006

e

|._._'1

N

SN’I‘
6

NSL VIO-1476



SééRET
5

7w »: Ingpection From:
Ke:m:>gz 278-HQ-C1229736-VIO, 05/15/2006

LEAD (s8) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSETL

AT WASHINGTON, DC

(U) For action deemed appropriate.

+*

SEGRET

NSL VIO-1477



(1

NSP) (FBI)

From: |

[insP) (FBI)

Sent: bo 30 PM
To: ts [0GC) (FBI)
Subject: e 278-HQ- V1O serial 1396

RECORD 278-HQ-C1229736-VIO

[ 1

] fust spoke with Sﬁl |in| |regarding the subject serial. | I

also said the discussion, as he understood, was

being Kicked up to Julie today.

Would you please make a note
notes on this matter.

Thanks much -

a8

Conduct Review Specialist

let me know what the final outcome of this is? I want to be able to include it in my

b6

Initisl Processing Unit/IS/INSD £ 74
.
3 2023241 k2
Room 11865
ﬁWE&EBOM: G-3 FBI Classme G-3, dated 1/97, Foreign Counterintelligence Investigations

DECLASSIFY ON:
SECRET

1 NSL VIO-1478



 (Rev. 01-31-2003)

SESRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/28/2006

To: Inspection Attn:

Internal Investigative
Section, Room 1186
Attn: AD A

Attn: SAC, CDC

From: General Counsel
Counterterrorism Law [Jpit IT/Ix .3 20 1
Contact:

Approved By: Thomas, Julie AN

Drafted By: 70@5
(U]www~~casewIDm#:wESz 278-HQ-C1229736-VIO” (Pending)
ho Title: {(U) POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER
= IOB 2006
iy MM"”“Syﬁbpsiﬁ:':kgi The Division requested that
. the Office of the Gemeral Counsel (OGCT Teview a potential
o Intelligence Oversight Board (IOB) error and determine whether it

R7E  is reportable to the IOB. It is the opinion of OGC that the
collection of information in this matter was lawful. The
Office of Intelligence Policy and Review {OIPR) provided a
preliminary letter of non-compliance to the Foreign
Intelligence Surveillance Court (FISC). Despite this fact, it
is the opinion of OGC that no report to the IOB is warranted.
Our analysis follows.

(U:l e [ >< Deri om
Declagsi n

(1T} “W%Reference:w}>6: 278-HQ-C1229736-VIO Serial 1396

s floe

006

Details: (8) |

NSL VIO-1479




\gingT

o To: Ingpection From: Office of General Counsel
”Ref~n>ﬁi 278-HQ-C1229736-VIO, 12/28/2006

151

ooy

s

b Oy b

o)
&

N ex
e

,,d
PR
il

(8)

. (8) On 5/12/2006 SA | (case agent),
receive e results from a National Security Letter (NSL)

The NSL requested
b1 SubsScCriber i1nformatiom | The reanlts

56 indicated | ]

(s)] I

oo
~] O

e

v

-]
=

- M On 5/12/2006 the case agent summarized the
1nvest1gatlon documented above and notified the ITOS 1II

) SECRET

2

NSL VIO-1480



SECRET

To: Inspection From: Office of General Counsel
i - mmmuRe;mwjﬁzf 278-HQ-C1229736-VIO, 12/28/2006

Supervisor, the OIPR attorney for this case, and| AAJ
Supervisor for the case. Subsequently NSLB was also notified.
On 5/15/2006 the OIPR attorpev instructed the case agent to

1

bl | immediatelv ghut down | I
be

|
b | | The case agent
SN Tedlacrely scopped |

["Om 5/15/2006,
S7E reported this matter as a potential IOB violation.

(s) | |

()|

b1

RN IeN

oy o

ANALYSIS

wy - - As required by Executive Order (E.O.) 12863
(Sept. 137 1993) and Section 2-56 of the National Foreign
Intelligence Program Manual (NFIPM), OGC was tasked to
determine whether the surveillance errors described here are
matters that should be reported to the IOR. We believe that

SERQFT

3

NSL VIO-1481



SECRE

\J)y . To: Jnspection From: Office of General Counsel
Réswn>ﬁ< 278-HQ-C1229736-VIO, 12/28/2006

the reported activity was lawful and not violative of the
rights of a U.S. person, but OIPR provided a preliminary
notice of an incident of non-compliance related to this
matter. OGC respectfully disagrees and has filed memoranda
stating the FBI's position on this matter. To date, we have
received no response from OIPR to these memoranda despite
repeated reguests.

{U) Section 2.4 of E.O. 12863 mandates that the
heads of Intelligence Community components report all
information to the IOB that it deems necessary to carry out
its responsibilities. That section requires Inspectors
General and General Counsel of the Intelligence Community to
report "intelligence activities that they have reason to
believe may be unlawful or contrary to Executive order or
Presidential directive." This language has been interpreted
to mandate the reporting of any violaticon of guidelines or
regulations approved by the Attorney General, in accordance
with E.O. 12333, if such provision was designed in full or in
part to protect the individual rights of a United States
person. This includes violations of agency procedures issued
under E.O. 12333, unless they involve purely administrative
matters.* For the FBI, the Office of the General Counsel
(OGC) submits reports to the IOB.?

ish} Dﬁ\i The Attorney General's Guidelines for FBI
/ Foreign Intelligence Collection and Foreign
__Counterintelligence Investigations (NSIG) provide thad I

[ ]
bl ] NSIG (Introduction} at 4. Section 2-56 of

the NFIPM identifies as reportable to the IOB unauthorized
investigations, the use of unlawful methods and techniques,

o - “*w:}gi: See EC from Inspection Division to All Divisions; Title:
Revised Procedures for the Submission of Reports of Potential
Intelligence Oversight Board (IOB) Matters, Case ID # 66F-HQ-A1247863
Serial 172 at 5-6 (2/10/2005). The Inspection Division is required
to maintain for three years records of administrative violations, for
possible review by the Counsel to the IOB, together with a copy of
the opinion concerning the basis for the determination that IOB
notification was not required. Id. at 6.

L1 o2 >< See id. at 4.
. séénq?
i )

NSL VIO-1482
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SECQ‘F

To: Ingpection From: Office of General Counsel

“Re:-- &) 278-HQ-C1229736-VIC, 12/28/2006

exceeding the authorized scope of permitted activities, and
failing to adhere to minimization requirements.?

(U) Title 18 U.S.C. § 3123

2

* (8) 8See also id. at 5, identifying reportable matters as
including: (1) activities believed to be unlawful or contrary to
Executive Orders or Presidential directives; (2} suspected violations

of the Constitution: (3)] S

C——

| (5) initiating a form of

electronic surveillance or a search without authorization from the
FISC, or failing to terminate an authorized surveillance at the time
prescribed by the Court; and (6) failing to adhere to the
minimization or dissemination requirements specified in a FISC Order.

N SEC\RE'I‘
REN 5

NSL VIO-1483
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- Re.:

SECRET

To: JInspection From: Office of General Counsel
E§<? 278-HQ-C1229736-VIO, 12/28/2006

Tt 1s our opinion that 1n this instance there
was no violation of the target's rights or of the guidelines
or regulations approved by the Attorney General. The Office
of General Counsel filed memoranda with the Office of
Intelligence and Policy Review on July 21 and August 14, 2006,
stating the opinion set forth above.

SECRET

6 B

NSL VIO-1484
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- Re -

SEékgf

To: Ingpection From: Office of General Counsel
:}Q§ 278-HQ-C12298736-VIO, 12/28/2006

LEAD(s) :
Set Lead 1: (Info)
INSPECTION

AT WASHINGTON, DC

(U) As provided in the Revised Procedures for the
Submission of Reports of Potential Intelligence Oversight
Board (IOB} Matters, retain a record of the report of a
potential IOB matter for three years for possible review by
the Counsel to the ICEB, together with a copy of the 0OGC
opinion concernlng the basis for the determination that IOB
notification is not required.

Set Lead 2: ({Info)

COUNTERTERRORTISM

AT ITOS 11
(U) Read and clear.

Set Lead 3: (Info)

(U) Read and clear.

1 44

~ - SBCRET
L 7
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/09/2007
To: General Counsel Attn: NSLB
From: Inspection

Internal Investications Section, IPU, Room 3041
Contact:

v7¢ Approved By: Miller David Ian

¥
bz Drafted By:
Case ID #: (U} 278-HQ-C1229736-VIO {Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
b INSD/IIS TRACKINGH# 2274
e OGC/IOB# 2006
Synopsis: (U) To report a potential Intelligence Oversight Board
(I0B) matter to the Office of General Counsel, Naticnal Security
Law Branch (NSLB).
Reference: (U) 278-~HQ-C1229736-VIO Serial 1396
278-HQ-C1229736-VIO Serial 2065
Details: { nternal Investigations Section (IIS) received
an =BC from Division dated 05/15/2006, reporting a
possible I0B error. Based upon a review of the referenced EC it
) is the IIS’s opinion the incident described therein is indicative

~.. of a performance issue. Therefore, no internal investigation
M5 will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

144
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(Rev. 01-31-2003)

“SESRET//20320312

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ‘Date: 03/12/2007

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section, IPU, Rocom 3041

Contacﬁ CRSl

Approved By: 1ller David Ian

Drafted By: | |

Case ID #: (U) 263-HQ-0-U - 716 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
; INSD/IIS TRACKING# 2274

OGC/IOB# 2006{:::::]

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

Derxr om :
De T fy On:

Enclosure(s): 278-HQ-C1229736-VIO Serial 1396

-~
o)
N

Reference: (U) 278-HQ-C1229736-VIO Serial 13896
278-HQ-C1229736~-VIO Serxial 2065

Details: (U) Upon review of :IDivision's captioned report
of a potential IOB viclation, IIS did not find the matter
indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 257Q).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

L 44
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DATE:

TO:

U.S. Departme,  of Justice

Office of the Inspector General

Waslungion, L.C. 20530

March 23, 2007

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureapﬁ Investigation

Clomn. G el

FROM: Glenn G. Powell

SUBJECT: OIG Complaint No. 2007004221
o3¢

Special Agent in Charge
Investigations Division

Subject:

I I
FBI No. 263-0-U-716
CMS No. 2274

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-1488



OIG - INVESTIGATIONS DIVISION - Complaint Form 0IG NO.1 6895-2007-004221-M
e -

Received Byl | Date Received: 02/08/2007 How Received: A

SUBJECT: SSNO:
Title: SSA Pay Plan: D.C.B.:
Component : FBI EOD Date: Alien No.:
Misc: F.B.I1.No.:
Home: B.O.P.No. :
Pheone: ZIP: D/L No.:
Work: Offenses: 689
FPhone: {202} ZIP:
SUBJECT: SSNO:
Title: SA Pay Plan: D.O.B.:
Component : FBI EOD Date: Alien No.: b2
Misc: F.B.I.No.: k}6
Home: B.O.P.No.: ©
Phone: (- ZIP: D/L No.: bi7C
Work: ' Offenses: €89 b7E
COMPLAINANT: SSNO:
Titie: ATTY Pay Plan: D.O.B.:
Component: FRI EQOD Date: Alien No.:
Misc: F.B.I.No.:
Home : B.O.P.No.:
Phone: () - ZIP: D/L No.
Work: , WASHINGTON, DC
Phone: (202) Z1P: ;
Contidentiail: Revealed: Autnorlty:
——————— AR e
Details:

he FBI provided information regarding a potential IOB matter (2006

51

(5] o
: L~
‘ - ) ) > G
wien SA received the results from the service provider on 5/12/06, he /ﬂr‘
-~/
discovered [ | RiC
: . -7
: | provided | | [However, at the b2
time the information was providedl Iit was believed to be true and correct. 7R
|
On 5/16/06, SAl |interviewed| _J 63
R7C
7T

FBI/OGC determined that this matter does not need to be reported to the IOB.
o N
ALLEGATIONS: 689 IOB Violation

Occurrence Date: 02/16/2005 TIME: -
CITY: State: L‘j Zip:
i P‘ i E 1
DISPOSITION DATA: Disposition: M Date: 02/09/2007 Approval: POWELL, GLENN G
v
J
Referred to Agency: FBI Date Sent: 03/22/2007 Component: FBI
Patriot Act: N Civil Riahts: N Ccmponent Number: 263-0-U-716
Sensitive: N Whistleblower: N ConsolidatquEa§F3NP¢89r:

Page 1 of 2 Printeg 03/22/2007 12:33:02



0IG - INVESTIGATIONS DIVISION - Complaint Form 01G NO.D689‘2007’004221”M
—

N A NA

Remarks:

Predicating material contains classified information which will be maintained in a secure
centainer at OIG/INV. (stp)

3/23/07: Sent to Kaisey/FBI. {stp)

NSL VIO-1490

Page 2 of 2 Printeg 03/22/2007 12:33:02



(Rev. 01-31-2002)

SEORET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

To: Jnspection
General Counsel
Counterterrorism

From:

o1
Date: 04/12/2006
Attn: I1S

Attn: NSLB
Attn: ITOS 1/CONUS2,

Contact: cpC

Approved By:

Drafted By:

Case ID #:°
(U) "278-HQ-C1229736-VIO (Pending)
. i
,L, Title: (S)
.;:;‘.:f).
L7E
[y - -Synopsist ] To advise FBIHQ of facts that could conceivably
be reportable to the IOB. The Divigion gent an NST,
requesting billing and subscriber records
1o believed Lf be used by the subject however, Iater learned That
E:E providing the information had transposed numbers |
-0 /E |
b7h

R e

|

.A J.

b2

PE petails: (s) on January 5, 2006,

SAl requested an
L) in captioned matter for a

[The NSL, which requested

mation, was properly served on

requested information it was

Hé ECPA Naticnal Security Letter (NS
n telephone number |
S
L/D subscriber and toll billing jpnfor
3
L7E
b4 O X Upon return of the
}&k{Tﬂ dlsc0Vered that the telephone number provided
: / séﬁm'
o ¥,

sc Mk CHU 7 /‘c ©)

= /

CR4 /k«/y 0 (dlo7

o)
] o

v}
]
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S\E_‘RET

To: (Ingpection From:
"R—e':...% ;Ioz; 12772006

contained transposed numbers which resulted in Division
receiving subscriber and toll billing informat:ion on an
individual not subject e investigation.

(U) When SA discovered this error he advised his
supervisor, SSA nd the writer, CDC, who
contacted NSLB ructions.

(S) On instruction from NSLR, the communications

relating to the issuance of this NSL have been permanentl
charged out of captioned file and turned over to the CDC

ave no eell revIeEwed OLIIEr Lllall to dscertalin that the

information contained therein does not pertain to subject of

investigation. Additionally, CDC has ensured that none
of the information received from or vexrtaining to this NSL has
been indexed or 1s otherwise

accessible im FBI data bases.

o "i:?§i: The documentation and discs have been placed in a

sealed enveloped and placed in the CDC's safe pending further

instructions from Inspection Division and NSLB.

SE&Q

NSL VIO-1492
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SEéEm(

(5)p> To: _Inspection From:l
p7E Re: W] 04/12/2006
Bl
LEAD(s) :

Set Lead 1: (Discretionary)
INSPECTION

AT WASHINGTON, DC

(U) To advise of possible IOB violation.
Set Lead 2: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) Read and clear.
Set Lead 3: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

{U) Read and clear.

*
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~{Rev. 01-31-2003)

SEXRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/28/2006
To: Attn: SAC
CDC |
Counterterrorism Attn: ITOS I, CONUS II,| |
. Inspection Attn: IIS, CRS
oL
L7E
¢ From: Office of the General Counsel
70 NSLB/CTLUII/LX1/Room ¥5-110
' Contact: AGQ
Approved By: Thomas Julie FU&U\)
Drafted By:
Case IDM#E“EEQ 278-HQ—C1229736—VIO~';gng[
()~ -~ -Title: >< INTELLIGENCE OVERSIGHT BOARD
- MATTER 2006
bz .

Ty~ ““Synopsis?':zgi: It is the opinion of the Office of the General
Counsel (0OGC) that this matter is not reportable to the Intelligence
Oversight Board (IOB). Rather, it should be maintained in the
control file for periodic review by Counsel to the IOB. Our analysis
follows.

(U) : rom :
De i On: 8
Reference: 51 {3)
b : k}i:i M 278-HQ-C1229736-VIO - {39
(T ~ Details: >{sg By EC dated 04/12/2006, requested that
2 OGC review the facts of the captioned matter and determine
:f whether it warrants reporting to the IOB. As explained below,
b7E in our opinion, the FBI is not required to report this matter
to the IOB.
k7C . )
01G/DOJ REVIEW
F31 INVESTIGAT 7

0IG/D0J INVESTIGATION, " NSL VIO-1494
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To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/28/2006

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOR)
and established the Board as a standing committee of the
President's Foreign Intelligence Advisory Board. Among its
responsibilities, the IOB has been given authority to review
the FBI's practices and procedures relating to foreign
intelligence and foreign counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates
that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division (INSD), and the General Counsel,
Office of the General Counsel (OGC), respectively) report to
the IOB intelligence activities that they have reason to
believe may be unlawful or contrary to Executive Order or
Presidential Directive. This language has been interpreted to
mandate the reporting of any violation of a provision of The
Attorney General's Guidelines for FBI National Security

Investigations and Foreign Intelligence Collection (NSIG),
effective 10/31/2003, or other guidelines or regulations

approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provision was designed to ensure the
protection of individual rights. Violations of provisions
that merely are administrative in nature and not deemed to
have been designed to ensure the protection of individual
rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records
cf such administrative wviolations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature" must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

() - e o

“”m“”isig NSLs are a specific type of investigative tool
that allows the FBI to obtain certain limited types of
information without court intervention: (1) telephone and
email communication records from telephone companies and
internet service providers (Electronic Communications Privacy
Act, 18 U.S.C. § 2709); (2) records of financial institutions
(which is very broadly defined) (Right to Financial Privacy
Act, 12 U.S.C.§ 3414(a)(5)(A)); {(3) a list of financial

s\

2 -

NSL VIO-1495



sheger

To:! |From: Office of the General Counsel
Re: 278-HC-C1229736-VIO, 12/28/2006

institutions and consumer identifying information from a credit
reporting company (Fair Credit Reporting Act, 15 U.S.C.§§

1681u(a) and (b)); and (4) full credit report in an
international terrorism case (Fair Credit Reporting Act, 15
U.S.C. § 1681v). NSLs may be issued in conformity with

-l statutory requirements, including 18 U.S.C. § 2709.

L

Here, during an authorized investigation, the
FBI properly sServed an NSL on a telephone carrier. At the
time that the FBI issued the NSL, the FBI believed it to be
the correct number. Upon return of the information, it was
discovered by the FBI that the information was not related to
the investigation. Unfortunately, further inv igation
revealed that the number obtainedl Iwas
070D incorrect. | | had transposed the numbers. Since the
FBI as part of 1ts investigation relies on others for
information and the number provided to the carri was the
number that was communicated to the FBI byl as being

related to the investigation; it should not be reportable to
the IOB.

(U) Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4
of EO 12863, it is our opinion that this error is not
reportable to the IOB. A record of this decision should be
maintained in the control file for future review by the
Counsel to the IOB.

NSL VIO-1496



o

-~ sd

i

b6

e
S

SECRET

To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/28/2006

LEAD(s) :
Set Lead 1: {Action)
INSPECTION

AT WASHINGTON, DC

(U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three
years for possible review by the Counsel to the IOB.

Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) For information.

Set Lead 3: (Action)

(U) office should contact the carrier and
ask whether the information should be returned or destroyed
with appropriate documentation to the file.

cc: Ms . Thomas

C TOB Library

+¢
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

Date:

To: QGeneral Counsel Attn: NSLB

From: Inspection

Internal Investigations Section,

Contact: CRS|

|Ext.

Approved By: Miller David Ian

03/09/2007

IPU, Room 3041

Drafted By:

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)

‘Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
. INSD/IIS TRACKINGH# 2084
o OGC/IOB# 2006

Synopsis: (U) To report a potential Intelligence Oversight Board
(I0OB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1319
278-HQ-C1229736-VIO Serial 2004

Details: U) The Internal Investigations Section (IIS) received
an EC froml [Division dated 04/12/2006, reporting a
possible IOB error. Based upon a review of the referenced EC it,
is the IIS‘'s opinion the incident described therein is an
administrative issue. Therefore, no internal investigation will
be conducted by the IIS and this matter is being relegated to the
NSLB for whatever action they deem appropriate.

*
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//20320312

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/12/2007

Tos Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section, IPU, Room 3041
Contact: CRS IExt.

I

Approved Byﬁ@"iller David Ian

ey
NN

[x1

-

(,_,_.
O O
&

oy
2

-
A

Drafted By:

Case ID #: (Uy 263-HQ-0-U - 719 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH 2084

bz OGC/IOB# 2006{::::]

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

PR Der om :
iuy- ZE(: De 312

iy On:
Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1319

Reference: (u) 278-HQ-C1229736-VIO Serial 1319
278-HQ-C1229736-VIO Serial 2004

- Details: (U) Upon review of[:::::::] Division’s captioned report

oz of a potential IOB violation, IIS did not find the matter

N7E indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

. THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*e

:§§§g§31?20320312
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U.S. Departme.  3f Justice

Office of the Inspector General

Washingron, D.C. 20530

DATE: March 23, 2007

TO: Kenneth W. Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation

T/ (;W

FROM: Glenn G. Powel
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007004245
Subject{ |
vision
. 0. 263-0-U-719
CMS No. 2084

. We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

D This matter is referred to your agency for investigation. Please provide the O1G
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

L]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuvant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, vou may contact the
Assistant Inspector General for Investigations,

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an O1G Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistieblower Protection Act.

Attachment

NSL VIO-1500



OIG - INVESTICATICONS DIVISICON -

Complaint Form

OIG NO.

02/09/2007

689-2007-004245-M

Received By: Date Received: How Received: A
SUBJECTI__ I SSNO:
Title: SA Pay Plan D.O.B.:
Component: FBI EOD Date; Alien No.:
Misc: F.B.I.No.:
Home : B.O.P.No.:
Phone: 2IP: D/L No.:
Work: Ctffenses: €89
Pnone: {202) ZIP:
SUBJECT: _J SSNO:
Title: 8§ Pay Plan: D.O.B.:
Component: FBI EQD Date: Ailen No.:
Misc: F.B.I.No.:
Home ; B.O.P.No.: 3
Phone: ZIpP: D/L No.: be
Work: Offenses: %89 1“'
Phone: (202) ZIP: o
COMPLAINANT: SSNO:
Title: ATTY Pay Plan: D.O.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home . B.O.P.No.:
Phone: 0 —— Z1P: D/L No.:
Work: |
Phone: (202) Z1p:
Contidential: Revealed: Authority:
. e
Details:

On 1/5/06| Isent a NSL to a telecammunications

subscriber records
the subject of an

When the information was
telephone number provided

receiving subscriber and toll billing information on an
subject of their investigation.

investigation.

Tﬁﬂﬂiﬂﬂd_izcmL1

he service provider,
contained transposed

it was discovered that the
numbers which resulted inl
individual who was not the

FBI/OGC determined that this matter is not reportaple to the IOB.
e

The FBI provided information regarding a potential IOB violation (ZOOGE

orovider requesting billing and
information indicated was used by

-y

7D

b2z
E =

e

||

POWELL, GLENN G

ALLEGATIONS: 689 1OB Violation

Occurrence Date: 01/05/2006 TIME: -

crry | State: bf Z1p:
t L7E
DISPOSITION DATA: Disposition: M Date: 02/09/2007 Approval :
Referred to Agency: FBT Date Sent: 03/22/2007 Component: FRI

Patriot Act:

Sensitive: N

Page 1 of 2

Civil Riaghts:

Whistlebliower:

N

N

Component Number:

Consolidated Case Number:

NSL VIO-1501

263-0-U-719

Princeq ©3/22/2007

7

{

B
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OIG - INVESTIGATIONS DIVISION - Complaint Form e OIG NO. -685-2007-004245-M

[~

i

Remarks:

Predicating material contains classified information which wili be maintained in a secure
container at OIG/INV. (stp)

3/23/07: Sent to Kaiser/FBI. (stp)

NSL VIO-1502

Page 2 ot 2 Printeq 03/22/2007 3:]
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Fi)-962 (Rev. 03-21-2005)

S&\KET

FEDERAL BUREAU OF INVESTIGATION

b2
DL
Precedence: ROUTINE Date: 05/04/2006
To: Inspection A€tn: IIS, Room 11861
General Counsel Attn: NSLB, R 7975

i
EfE From: :
@) i
6 Contact: SSA
L7

Approved By:
Drafted By:
o S
Case 10#99( 278-HQ-C1229736-VIO <V
(U) SA SAL_ I
SSA SSA
m INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR

SihbpSis::>gi To report possible IOB error.

Details:

(s) 1.

bl
(-
”a>§< 3. Possible IOR Error:
b1 {S) Information accepted
b7 A without legal process.
() - ) 4. Description of IOB Error (including any reporting delays).
|3 . . . .
tUjAWTF e DD is reporting this matter in an abundance of caution.

SE&{I‘
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b | SE&Q‘
b7E

(- - ... To: ngpection From:
Re: 278-HQ-C1229736-VIO, 05/04/2006

(s) |

(S)

. (s)
bi —
bz H [2- Ttwo)
~7E Compact Discs and delivered the same tol |Division. Upon
receipt of the 2 CDs,

placed the CDs in a 1A envelope (FD-340)
Division via EC dated 03/09/2006.

and forwarded it to|

b (8) Cognizant of the fact
_’)j_ | IDivision
DTA informed FEIHQ via e-mail on 03/23/2006| |had,
oz in fact, provided evidentiary CDs to the FBI on the basis| |
b7E
- (8) Aware thay ave proper legal authority to
’?i view the contents of the CDs did not remove the CDs from the
oW

1A envelope it received from

Division.

and remitted posgession of the CDs,
still in fhe JA envelope, and furth

re S)  Subseguently., on 04/28/2006 the[:::::::]case agent contacted
B7C | e |
¥

. >y sealed it in a larger envelope.
‘fi Both the case agent and CDC signed the larger sealed
L7E envelope

}: ¥ ..:.X

{S8) As of this date,l |has not viewed or recorded the CDs
provided|

(s) | J

éﬁQ&FT
2
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ection From:

SEM

278-HQ-C12297

36-VIO, 05/04/2006

SEC\REQ
3
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To: Inspection From:
Re:- }(p 278-HQ-C1229736-Vi0O, 05/04/2006

LEAD(s) :

Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

+*

SE>R{I‘
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(Rev. 01-31-2003)

SECRET/ ORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/28/2006
To: Attn: SAC
CDC
Counterterrorism Attn: ITOS 1, CONUS 4,
bz ;
7 Inspectiocon Attn: IIS
o3 From: General Counsel P
L7 NSLB/ Counterterror:sm law Unit #1/I1X1-35119
Contact: UQ ERIEE
Approved By: _Thomas Julie FnQPIYJ
oy --.Drafted By: :

A
278 -_HN-_C12207RA-VIA~" /Dandinead

\
(3)

MATTER 20064

iy

ﬂu:>§<: POSSIBLE INTELLIGENCE OVERSIGHT BOARD (IOB)

iy - - mmwSynopsisf:>T§1 It is the opinion of the Office of General
Counsel (OGC) that the above referenced matter need not be
reported to the IOB. Our analysis follows.

iUl.um%ﬁM"W"Aum"Exi Deriv - -
De

{fy On:

Reference: 278-HQ-Cl2239736-VIC Serial 1365

Administrative: (S)

SECRER{NZFORN

DU REVIEW
1iNVESTIGATI
L0 INVESTIOATION,

NSL VIO-1507




SECRET/NQOFORN

(Ul'bfr1 To: From: General Counsel
DYE Re: o] 278-HO-C1229736-VIO, 12/27/2006

(U) This communicatiocn contains one or more footnotes.
To read the footnotes, download and print the document in Corel
WordPerfect 8.

Details: (S//NF) By electronic communication (FC) dated May 4,

2006 (cited below),- tne Divisicn reported a
Rl potential IOB |
| |
bTE | |]
b7D Provided | 1
rT7A to ] | Although the case agents did not view] ]
A ﬁ———j | !
(s) | |
Il
bh7A
kL2
(s//NF) | |

two (2)
CDs and delavered this to the| | Upon receipt of the two
(2 CDs, | |olar9d the CDs in a 1A envelope and forwarded it

to |notified FBIHQ on March 23, 2006 by e-mail
that 1T had received evidence in response tol |
| has not removed the letters from the| |1A

envelcpe and the CDC presentlv has nossessian af it

] o - ; |, . . . o .
- {U) See EC from the Division to the Inspection Divisicn and
S Gereral Counsel, cdated May 4, 2006, Case IDH# 276-H0-C1229736-V.0 Serial 1365,
bz titled "INTELLIGENCE OVERSICHT BOARD ERXCR " hereinafrer cited &s
- .

SECRET/%RN
- ‘— - 2 )
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SECRET ORN

bz
M7 To:
Re: ..

From: General Counsel
278-H0-C1229736-Vi0, 12/27/2006

(U As required by Executive Order (E.O0.) 12863 and

Section 2-56 of the National Foreign Intelligence Program Manuadl
(NFIPM), OGC was tasked to determine whether the error described
here is a matter which must be reported to the ICB. We believe
that the reported activity does not require IOB notification.

(U) Section 2.4 of E.O. 12863, dated 09/13/1393,
mandates that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Directcr, Inspection Division, and the General Counsel, OGC,
respectively) report to the IOB all information “concerning
intelligence activities that they have reason to believe may
be unlawful or contrary to Executive order or Presidential
directive.” This has been interpreted to include violations of
the Attcorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection ("Attorney
General's Guidelines”), the implementation of which is mandated
by Executive Order 12333.

(s) |

Bl

(S} In this instance, | |
I [ [
1 . | '

[ In response| |

the provider erroneously provided|

| to | [properly
segquestered this inadvertently obtained inftormation. dic
not take any unauthorized actions or any actions outside the

scope of the investigation under EO 12333.

(U) Based upon these facts, in accordance with the
terms implementing the repcrting requirements of Sectiocn 2.4 of
EO 12863, 1t 1s our opinion that this error is not reportable to
the ICB. A record of this decision should be maintained in the
control file for future review by the Counsel to the IOB.

Eﬁtffgéff%oan

3
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SECRMFORN

To: From: General Counsel
Re;“)>§3 2 /8-HO-C1228736-VI0, 12/27/2006
() should contact the carrier and ask whether

the improperly or unintentionally acguired iniormation should be
returned or destroyed with appropriate documentation tc the file

SEC%FORN

NSL VIO-1510



SECRMORN

From: General Counsel
278~-HQ-C1229736-VIO, 12/27/2006

LEAD (s) :

Set Lead 1: (Action)

(U) should contact the carrier and ask whether
the improperly or unintentionally acguired information should be
returned or destroyed with appropriate documentation to the file.

Set Lead 2: (Action)

COUNTERTERRORISM

AT WASHINGTON, DBC

{U) For information.

Set Lead 3: {(Info)
INSPECTION

AT WASHINGTON, DC

{U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion
concliuding that IOB notification is not required, for three years
for possible review by the Counsel to the IOB.

cc: Ms. Thomas

—~
v
o)

g N

Ty

o)

- "TOE Library

124
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/09/2007
To: General Counsel Attn: NSLB
From: Inspection

Internal Investigations Section, IPU, Rocom 3041
Contact: CRS

Approved By: Miller David Ilan

Drafted By:

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2200
b2 OGC/IOB# 2006
Synopsis: (U) To report a potential Intelligence Oversight Board

(IOB) matter to the Office of General Counsel, National Security
Law Branch {NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1365
278-HQ-C1229736-VIO Serial 2005

Details: (U) The Internal Investigations Section (IIS) received
an EC from£;:::::]Division dated 05/04/2006, reporting a
possible I error. Based upon a review of the referenced EC it
is the IIS’s opinion the incident described therein is indicative
of a performance issue. Therefore, no internal investigation

will be conducted by the IIS and this matter is being relegated
tc the NSLB for whatever action they deem appropriate.

144
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/12/2007

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section, IPU, Room 3041

Contact: CRS

Approved By: iller David Ian
i
Drafted By:
¢ Case ID #: (U) 263-HQ-0-U - 717 (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
o INSD/IIS TRACKINGH# 2200
b2 OGC/IOB# 2006

Synopsisg: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

:ﬁ{( Deriv
Decl

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1365

Reference: (U) 278-HQ-C1229736-VIO Serial 1365
278-HQ-C1229736-VIO Serial 2005

Details: (U) Upon review of [::::::]Euvision's captioned report

of a potential IOB violation, IIS did not find the matter

indicative of willful misconduct. IIS only addresses allegations

where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

L34

SEEKET//20320312
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DATE: March 23, 2007

TO:

U.S. Departme. Of Justice

Office of the Inspector General

Washington, D.C. 20530

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

G, 6 (el

FROM: Glenn G. Powell

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007004226

1 [

Subject: Unidentified
[ IDivision

FBI No. 263-0-U-717

CMS No. 2200

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
O1G.

This matter is referred to your agency for investigation. Pleasc provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or beeause an individuzi has (2) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-1514
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689-2007-004226-M

OIG - INVESTIGATIONS DIVISION

Complaint Form

Received By: Date Received: 02/09/2007 How Received: A
SUBJECT: Unidentified, FBI SSNO:

Titcle: UNID Pay Plan: D.O.B.:

Component: FBI EOD Date: Alien No.:

Misc: F.B.1.No.: o
Home : B.O.P.No.: fJSf~
Phone: ZIP: D/L No.: ISR
Work : Offenses: 689 ~7
Phone: ZIP:

COMPLAINANT SSNO:

Title: ATTY Pay Plan: D.O.B.:

Component: FBI EQOD Date: Alien No.:

Misc: F.B.I.No.:

Home : I B.O.P.No.:

Phone: () - ZiP: D/L No.:

Work: , WASHINGTON., DC

Phione: {(202) ZIP:

Contidential: Revealed: Authority:

P — A A

Detayris:

The FBI provided information regarding a potential IOE matter.

I:S:Il__l Divisiod I I

51 [ IDivision sent the letter] ]
7D

2 I I |

7 F :wo CDs which it provided to |forwarded the CDs to | |

Aware that it did not have the proper legal authority to view the contents of the CDs,
|I did not remove the CDs from the envelope.

o

iy

FBI/OGC determined that this matter does not need to be reported to the IOB.

ALLEGATIONS: 689 IOB Violation

Occurrence Date: 02/27/2007 TIME:
CITY: State: Dz zip:
DISPOSITION DATA: Dispositicn: M Date: 02/09/2007 Approval: wUWELL, GLENN G
A
e
Referred to Agency: FBI Date Sent: (©3/22/2007 Component: FBI
Patriot Act: N Civil Rights: n Component Numper: 263-0-U-717
Sensitive: N Whistleblower: N Consolidated Case Number:
Remarks:

Predicating material contains classified information which will be stored in a secure
container at OIG/INV. (stp;

3/23/07: Sent to Kaiser/FBI. (stp)

DPage 1 ol 1 Printeg 903/22/2007 1:07:22
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SEB@ET//20311031
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 1G/31/2006¢
To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Rocom 7975
Attn: ASAC]
cDC
Fro
Contact: SA
Approved By:
- Drafted By: 5
Case ID #: 3] 278-HO-C1229736-VI0 ~ °
. I0B
(- b2 | |
ip7E (U) SAI |
b6 SS
T INTECTTIGENCE UVERSIGHT BOARD (IOB) ERROR

(ijwwSynopsi§T:>§<: To report possible IOB error.

{1 X eri om =
Dec i n: 31

[el®
(Uh%m }Qi 3. Possible IOB Error:
)

b7E

Bl
(T} o bZ
Ty 4. Description of ICB Error (including any reporting
/)<\ delays) ./
/ z0/0
bé b i
oo dRS RSV sEEsiT//2°311°31 - s

NSL VIO-1516
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-

SECRET/ /20311031

To: nspection From:
Ref«.§§<f 278-HO-C1229736-VI0, 10/31/2006

{8y On 08/28/2006, a National Security Letter (NSL) requesting
the name, address, leng ' vi and electronic communication
transactional records, |

l(not to includel B

1
Ilwas prepared and approved 1n

accordance with the Attorney General Guidelines. The NSL was
served bv | Field Office and on 10/17/2006¢,

provided the results of the NSL to|l | Field
Office via email. As of the date of this electronic communication,

is awaiting the physical results of the NSL.

(S) On 10(24(2006I a preliminary review of the results the
NSL revealed supnliedl| |

that included information| |

L
Jand was not requested by the FBI. This information was

not utilized by the case agent in any analysis nor was it
documented in the case file.

SECRET//20311031
2

NSL VIO-1517



SECR‘\I'//20311031

bz 4. Inspection From:
(M- hE >< 278-HQ-C1229736-VIO, 10/31/2006
LEAD (s) :

Set Lead 1: {Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

+

Sé&BET//20311031
3
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(01/26:1998)

SM

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 1/18/07
To: Attn: SAC, CDC
. Counterintelligence Attn: AD
be Inspection Attn: IIS, CRS
b7E
Lo From: General Counsel
n7C National Security Affajirs/Room 7974
Contact: Julie F. Thgmas
- *)
Approved By: Thomas Julie ng
Drafted By: 6
()~ .. Case ID #: (U) 278-HQ-C1229736—VIO-—2L5.(0
- “ritle: - }Q POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER
1N 2007+
ok
(Uj~wm’ Synopsis: (&) It is the opinion of the Office of the General
Counsel (OGC) that no error was committed in this matter, and
therefore nothing need be reported to the IOB. A record of this
decision should be maintained in the investigation control file
for review by the Counsel to the IOR.
(U) De¥iv fro —3G-3
De ify Omz:
(- "Re’f'e-ren-ce:---v>§< 278-HQ-C1229736-VIO-1808
Details: {5)
bl
bz
-~ _NGIDOJ REV
BIC
~ " “rdl INVESTIGAT! NSL VIO-1519

0IG/DOJ INVESTIGATION: __L~




SESEQ{

o To: From: Office of the General Counsgel
Re: 278-HQ-C1229736-VIO, 1/18/07

\(& I I initiallyv sent 3 National Security Letter

(NSL) tol|
iSj [ ~ [FEgquEesting the name, address, length of service, and b
" electronic communication transaﬁt%pnal records, to include I

2

g |

I not +o dincladal

B I N IR B A

T1ie NSL was gerved] )
10/17/2006, thel . [FTeld Office provided the results b4
of the NSL to Field ©ffice via email.

& On 10/24/2006, a preliminary rlﬂmu;Lme results )
tgj, of this NSL revealed| | haa supplied emai?l nd

transactions that included informationl I BT
oY
[ TS Information was not utilized by the E;E
Case agent 1n any analysis nor was it documented in the casge o
file. As of the date of this EC, thd | Field Office was
still awaiting the physical results of the NSL. Subsequently,
iS? ””[:;;:;;]produced a CD-ROM with the all of the information. This
-ROM has been stored in a 1-A envelope, and seguestered with
the CDC.

5~

{1 e The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 9/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB) and
established the Board as a standiug committee of the President's
Foreign Intelligence Advisory Board. Among its responsibilities,
the IOB has been given authority to review the FRI's practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection.

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/1993, mandates that Inspectors General and Ceneral
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, O0OGC,
respectively) report to the IORB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential Directive.” This
language has been interpreted to mandate the reporting of any

SECR

NSL VIO-1520
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bl

(5]

jo)
bL7E

(o AN

prooerly served an NSL

SEéEET

To: I::I From: Office of the General Counsel
Re: 278-HQO-C1229726-VIO, 1/18/07

violation of a provision of The Attorney General's Guidelines for

FBI National Security Investigations and Foreign Inteliigence
Collection (NSIG), effective 10/31/2003, or other guidelines or
regulations approved by the Attorney General in accordance with
E.0. 12333, dated 12/04/1981, if such provision was designed to
ensure the protection of individual rights. violaticns of
provisions that merely are administrative in nature and not
deemed tvo have been designed to ensure the protection of
individual rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain reccrds of
such administrative violations for three years sc that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature" must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

) NSLs are a specific type of investigative tool
that allows the FBI to obtain certain limited types of
information without court intervention: (1) telephone and email
communications record from telephone companies and internet
service providers (Electronic Communications Privacy Act, 18

U.S.C. § 2709; (2) records of financial institutions f‘which is
very broadly defined) (Right to Financial Privacy Act, 12 U.S.C.§
3414 (a) (5) (A); (3) a list of financial institutions and consumer
itdentifying information from a c¢redit reporting company (Faixr
Credit Reporting Act, 15 U.S.C. §8§n 168lu(a) and (b); and (4)
full credit report in an international terrcrism case {(Fair
Credir Reporting Act, 15 U.S.C. § 168v). NSLs may be issued in

conformity with statutorv requirements, including 18 U.S.C. §
2708.

(%} Here, during an authorized investigariomn ﬁ

In response to the properly served N&L, the-FBI obtaimed[ |

“trarfgaction information beyond what it is legally authorized to

receive, i.e. | | 1t should be noted that the
¥BI's response 1n receiving the unsolicited material was
commendable. Upon reviewing the information in email that had

been provided quickly
concluded that—some—Cr IT Wag NoT 1nformation that had been
requested. has maintained the CD-ROM with all of the

information 1n a 1A envelope with the CDC, and no results of this
NSL have been uplcaded and no record existe in ACS.

i SEREQ

3
NSL VIO-1521
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‘““EB(% Zy acreement with the Ccunsel to the I1I0B, it 1is
our opinioh that %this error is not reportable to the IOB. A
record of this decision should be maintained in the contrcl file
for future review by the Counsel tc the IORB.

NSL VIO-1522
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Set Lead 1: (Action)
b2
b7E
ha (S) Return original | | and request a
T;_\ replacement which contains only the
DAY information responsive to the NSL.
Set Lead 2: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DPC

() Read and clear.
Set Lead 3: (Info)
INSPECTION

AT WASHINGTON, DC

(U) Read and clear.

~ 1-Ms. Thomas
bo 1
b7C

1-I0B Library

+

SEB&%T
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/09/2007
To: Ceneral Counsel Attn: NSLB
From: Inspection

Internal Investigationsg Section, IPU, Room 3041
Contact: CRS

57 Approved By: Miller David Ian

B Drafted By:
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
b7 INSD/IIS TRACKINGH 3160
P

OGC/I0B# 2007

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1808
278-HQ-C1229736-VIO Serial 2156

1,2 an EC from Division dated 10/31/2006, reporting a possible

L7 IOB error. upon a review of the referenced EC it is the

7% 118's opinion the incident described therein is indicative of a
performance issue. Therefore, no internal investigation will be
conducted by the IIS and this matter is being relegated to the
NSLEB for whatever action they deem appropriate.

Details: .Ui The Internal Investigations Section (IIS) received
ase

*

NSL VIO-1524



iRev. 01-31-2003)
“SEeRET/ /20320312

() -

2
b7E

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ' Date: 03/12/2007
To: Attn: SAC (Personal Attention)
From: Inspection

Internal Investigations Section, IPU, Rogm 3041
Contact: CRST

Approved Byﬁiﬂ&iller David Ian f

Drafted By:

Case ID #: (U) 263-HQ-0-U - 720 (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
e INSD/IIS TRACKINGH# 3160
e OGC/IOB# 20071:]
Synopsis: (U) To advise that captioned reporting of potential

Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful miscenduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

E&Ki Der? m_:
D vy On: 12

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1808

Reference: (U) 278-HQ-C1229736-VIO Serial 1808
278-HQ-C1229736-VIO Serial 2156

Details: (U) Upon review oflIlDivision's captioned report
of a potential IOB wviolation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that thigs matter was
brought to ocur attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

134

SBSRET/ /20320312

NSL VIO-1525



(01/26/1998)

sﬁbgs?

FEDERAL BUREAU OF'INVEST‘GATION

Precedence: ROUTINE Date: 02/11/2007
To: Counterterrorism Attn: AD
Inspection Attn: Internal Inspection Section,
] Room
11865
be Attn: $AC, CDC
niC
km\;';l

b7E From: General Counsel
National Securitv Law Branch
Contact:

Approved By: Thomas Julie RZ?Z[H)

Drafted By:

N Case 1D #[L,“‘Zéi 278-1&9-(:1229736—VIO""'69"22
,,,,,, S TR >Sj\ | A89455-I0B
bl {(s)
m

“fitle»\:xgq: INTELLIGENCE OVERSIGHT BOARD MATTER
b7 I0B MATTER 2007

L1 N

(- mwSynopsiS}:j*Sz It is the opinion of the Office of the General
Counsel (OGC) that this matter need not be reported to the
Intelligence Oversight Board (IOB), but, rather, that a record
of this decision should be maintained in the investigation
control file for review by the Counsel to the IOB. Our

analysis follows.
SEc\Iﬁ{

VSTIGATITE NSL VIO-1526
PRSI A m};
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S;EggT

To: CTD From: General Counsel
0L Re: (8) 02/11/2007

o , .,
Refereﬂééi“'jﬁé 278-HQ-C1228736-VIO Serial 1808

Details: ' ) As discussed in the Eledfronic Communication
(EC) referenced above?, | |reported that on 11/15/2004,

8 |

|a)AS
I I
h7E
(S) On 08/28/2006, a National Security Letter (NSL)
requesting| ]
[ | records,| |
Rl
k7D
?i Trom | | was
%jh prepared and approved in accordance with Title 18, United States
b4 Code (U.S.C.), Section 2709 | |

The NSL wasg ved
H ng 10/17/2006 |
l | provided thf rflets of the NSL to| via email.

As of the date of EC, l::l was awaiting the
physical results of the NSL.

-1 {(s) A preliminary review of the results of the NSL . i
o revealed that supplied | | :

LD . -This
>4

mmjm}gi See 278-HQ-C1229736-VIO, Serial 1808, dated 10/31/2006 and
e titled *sa Ssa Intelligence Oversight
L7(C ocard (IOB) Error". '

* (U) A “United States person” (USP)is defined in Section 101(i) of
the Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801
et seq.) as “a citizen of the United States (or] an alien lawfully admitted
for permanent residence (as defined in section 10i(a) (20) of the Immigration
and Naturalization Act) . . . .” See also Section II.W of The Attorney
General's Guidelines for FBI Foreign Intelligence Collection and Foreiqn

Counterintelligence Investigations.

SfﬁSESET

2
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SébRE?

Tl To: CTD From: General Counsel
Re: (8) | 02/11/2007
ﬂﬁj  information

" which were explicitly excluded in the NSL request. |
bl stated that the information[ |
LD | and noted that the
information was not utilized by the case agent in any analysis
nor was it documented in the case file.

(U) Section 2.4 of Executive Order {(EO)} 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB concerning intelligence
activities that they have reason to believe may be unlawful or.
contrary to Executive order or Presidential directive. This
language was adopted verbatim from EC 12334, dated 12/04/1981,
when the IOB was known as the President's .Intelligence
Oversight Board (PIOB). By longstanding agreement between the
FBI and the IOB (and its predecessor, the PIOB), this language
has been interpreted to mandate the reporting of any violation
of a provision of the NSIG, or other guidelines or regulations
approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provision was designed in full or in
part to. ensure the protection of the individual rights of U.S. -
persons. Violations of provisions that are essentially
administrative in nature need not be reported to the IOB. The
FBI is required, however, to maintain records of such
administrative violations so that the Counsel to the IOB may
review them upon request.

) 1 IR P , . )
The issue is whether the apparent inclusion of
information which may be considered content of communications

violated the NSL statute. Section 2709, U.S.C. Title 18, o
provides that a national security letter may be used to obtain®
electronic transaction communication records from electronic
& communications service providers. That provision has been
interpreted generally to preclude obtaining any information
that may be considered “content” of communications. The

-] PO

SNNON

information that was obtained by was observed to
sé&a
3
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SE\‘ET

To: CTD From: General Counsel
Re: (8) 02/11/2007

include information that:l believed may have been beyond
the transactional records that it requested and arguably was

_ . ~ontent information. Assuming, without concluding, that the

* information was content, and that such information was not

subject to being produced via a national security letter, the
error was by the NSL recipient. Therefore, pursuant to an
agreement with the IOB, the collection is not reportable.?

CONCLUSION

(U} OGC concludes that this matter does not warrant being
reported to the IOB. Consistent with our prior opinions on this
matter, a record of this decision should be maintained in the
control file for future review by Counsel to the IOB.

Should:l receive a physical copy of the records
described above, the records should be sequestered with the
Chief Division Counsel until such time as .the NSL recipient
can be contacted to ascertain its preference as to whether the
records should be returned or destroyed.

should assure that no such records are made
available in any FBI file or database, or in any other way,
available for review,

* By letter dated 11/13/2006, counsel to the IOB agreed that third party

errors in the collection of information pursuant to an NSL are not reportable
to the IORB.

SECRET

NSL VIO-1529




SECRET

To: CTS From: GenerXl Counsel
Re: (S) 02/11/2007
LEAD (s):

Set Lead 1: {Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) Read and clear.
Set Lead 2: {(Action)
INSPECTION

AT TIS, WASHINGTON, DC

(U) For action deemed appropriate, including the
maintenance of this report for three years in order to permit its
review by the IOB.

Set Lead 3: {Action)

Lz
7E
(U) For action consistent with this report.
I - Ms. Thomas
"J_ —
1 - IOB Library
+

NSL VIO-1530



ULS. Departme.  Of Justice

Office of the Inspector General

Washington, D.C. 20530

DATE: March 21, 2007

TO:

Kenneth W, Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

G lhown. G (el

FROM: Glenn G. Powell

SUBJECT: OIG Complaint No. 2007003955

oo
7O
o
| N

| S

N
k\..’l—«
Flia

L]

[

Special Agent in Charge
Investigations Division

Subject{ |et al.,
FBI No. 263-0-U-720
FBI CMS Neo. 3160

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
0I1G.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
1G Act or becaunse an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. 1f you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have aceess to an O1G Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, compiainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-1531
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DIVISZON -

Conmplalint lerm

NG, 1 6890007 -00

o1G

Date

Recelived:

G2/20/20067 How Recoived:

Pay

=0D

Plan:

Date:

SHNO:
D.C.B.
Allen No.:
F.B.Z.No.:
B.O.F.

NoL

LI D/ No. .
Cffenses: 639
YAREH
S5NG
Pay Plan: D.O0.B
FCD Cate: Alien No.:
F.B.T.No.:
B.O.F.No.:
ZIP: S/L No.:
Cffenses: 6852
Z17:
OMILAINANT: SENO
icle: ATTY ay Plan: D.C.B.
omponenu: FBEI EQL Date Al ien No
T F.B.I.No
DC B.O.F.No.
Z1F: N/1 Ne.
‘hone: L2022 2TFE:
znfidential: Revealed: Authoricy:
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potential

Natlional Security Leuter (N3L! was scrved by |

2006, [

©n Octcber 24, 20C0¢,

analysis noy documented in

the

1sacticns provided were not requestced oy the FBI.
case file.

I0B matter

a preliminary review of the results revealed that
as not

(20071

ffice provided The results Lo Lhe

Was

The infecrraticn
(dz}

Ficld

'IONS:
ccurrence Date:

619

ICB Violation
TIME:
State:

Zip:

,e

Disposition: M Date

FBI Date Sent:
Civil Rights: N

Whistleblower: N

03/13/2007

33/13/2007

Ceomponent. Number:

Approval: FOWELL, GLENN G
Q’—v

Component: PRI

203~9-3-720; 31&C

Consolidated Case Number:

Remarks:
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