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C^I SECRET 
FEDERAL BUREAU OF INVESTIGATION 

Precedence ROUTINE Ö\ I" 
Date: 08/24/2006 Af -

b2 " 
To: Inspection 

General Counsel 
Attn: IIS, Room 11861 
Attn: NSLB, Room 797 5 

From: 

Contact: SA 
b6 

Q pproved By: 
b2 
b7E 

Drafted By: 
( U ) 

m 

(U) 

(U) 

CaseID *• b2 .. 
b7E b l 

Tibb : (, u) 
b7C 

Synopsis : 

27; 
27! 

iHQ^C122 973 6-VIO 
045186 -/u/ 

1624 

D 
J 1 0 7 3 9 4 6 

SA 
SSA 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

To report possible IOB error. 

T ^ K DerîVed^rgp 
^^ Deciass-tiy^lr^^n^ 

G- 3 

Possible IOB Error: 

The Attorney General's Guidelines Provision: Section II 
1 

Description of IOB Error (including any reporting delays). 

Extensions were inadvertently not submitted prior to 
expiration due to other priority investigations and qeneral 

b/E workload 

CLAAXXJuuT 

o e s I 
1 7 F T W T 

I r* I r\1 
be 

b7C 

SECRET 

NSL VIO-1421 



b2 
b7E 

bl 
b6 
b7C 

SECRET 

To : 
(U) Re: 

(S) 
bl since 
b2 

Inspection From: 
2 78-HQ-C122 973 6 -VIO, 08/24/2006 

) No investigation has been conducted on captioned subject 

b7E 

(S) Captioned case was authorized in accordance with the 
Attorney General Guidelines 

]However, the case agent had not reviewed 
all of the 'lxu'ancial and telephone documentation obtained via National 
Security Letters in order to close this investigation. 

(S) An extension [ 
requested of FBIHQ 

] has been 

bl 
b2 
b7E 

The purpose of this 
extension is solely to review these financial and telephone records in 
order to exhaust all reasonable investigative efforts! 
investigation will be closed. 

If this review yields negative results, tïïë" 

SECRET 
2 
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b2 To: Inspection From: 

s î s ç r : RET 

137g Re-: JfcgJ 2 7 8 - HQ -C122 973 6 -VIO, 08/24/2006 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate 

• • 

SECRET 
3 
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(Rev. 01-31-2003) 

b6 
b7C 
b2 
b7E 

(U) 

(U) 

(U) 

(U) 

( U ) 

SEC^T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 

Counterterrorism 

Date: 01/05/2007 

Attn: Ms. 
Internal investigative 
Section (IIS), Room 11865 

Attn: AD 

Attn: SAC 
CDC 

From: Office of the General Counsel 
NSLB/CTLU II/LX-1 3S-118/ 
Contact: AGCI 

Approved By : Thomas Julie F 

Drafted By: 

M I T 

C a s e I D # : b2 
(U) Title 

2 78-HQ-C1229736-VIO Serial [| (Pending) 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
MATTER 2 006 

S y n o p s i s : I t is the opinion of the Office of General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and 
deliver the necessary correspondence to the IOB. 

R e f e r e n c e s : ^ 278 C4 5386 Serial 125 
^S^m-QvA3><iO3(p-V3-0 £e>ti/y\ HoZH 

..Details-: By electronic communication (EC) dated 
Field Office ] requested that OGC 08/24/2006, Che 

b2 review the facts of the captioned matter and determine whether 
b7E t warrants reporting to the IOB. In our opinion, it does. Our 

analysis follows. 

b6 
IG,b7C 

Bî INVES 
DÄT& ili,Ul 

1 1 DÄT& ili,Ul 

( i V,i 

SECRET 

NSL VIO-1424 



Slhs^ET 
To: Inspection From: General Counsel 

( U ) R e : 2 7 8 - HQ-C122 9 73 6 -VI0, 01/05/2007 

b l 
b2 
b7E 
t)' 6 
b7C 

bl 
b2 
b7E 

bl 
b6 
b7C 
b2 
b7E 

bl 
b6 
b7C 
b2 
b7E 

IU1 ' X A "United States person" is defined in Section 101 (i) of the 
Foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 1801 et 
seg.) as "a citizen of the United States [or] an alien lawfully admitted for 
permanent residence (as defined in section 101(a) (20) of the Immigration and 
Naturalization Act) . . . ." See also Section I.C of The Attorney General's 
Guidelines for FBI National Security Investigations and Foreign Intelligence 
Collection (NSIG). 

SEbR^l 

NSL VIO-1425 



SECRET 

nçpection From: General Counsel 
2 78-HQ-C122 973 6 -VIO, 01/05/2007 

(S) I 
inherent in working 
case to hprnmp inactive. 
I 1 she spoke with the substantive unit at CTD and - [ 

she allowed the 
1 

bl 
b2 
b7E 

bl 

explained the situation, 
concurrance from CTD that 
approved once the paperwork W5.s received at CTDT 
inBtjructed to send CTD an EC[ 1 

She stated that., she received verbal 
would be 

She was 
T 1=1 

(S) SA states that, on or about , £ pLduea Liiau, on or Jgibb^ submitted an Fr; to CTD to request approval 
^ 'b7C I I However, according to SA the EC was lost or misplaced. 

(S) 

bl 
b6 
b7C 
b2 
b7E 

bl 
b6 
b7C 
b2 
b7E 

extension 1 isernnri. EC seeking an 
Tne EC requested an extension 

CTD apparently ^ppr-rw^H the extension 

SA[ 
f 1 Upon being granted the extension, 

] sent out National Security Letters »< 
(NSLs) to request credit history and financial and telephone 
records for the subject. 

(S) 

Mki-' M("T<î>-n<- hurt _ i n jr ̂  i r- • . However. the r Mki-' M("T<î>-n<- hurt _ i n jr ̂  i r- • . • ^ ^ icvxcwcu ct_l_l ul une rinancial 
and telephone documentation obtained via NSL in order to close 
the investigation, SA I _| requested a final extensic -on 

, The purpose of the 
e A L e u y i u I 1 request was solely to review the financial and 

2 There is no EC in the file documenting CTD's concurrance to the extension. There is, 
however, evidence that the extension request was received by CTD and that the lead was cleared, 
indicating concurrance 

"sEbR^ST 

NSL VIO-1426 



SEC 

To: Inspection From: General Counsel 
l'TJ'l Ho : J^f 278- HQ-CI229736 -VIO, 01/05/2007 

(S)bi 
b2 
b7E 

(S) 
bl 
b2 
b7E 

telephone records in order 
i mrpgt- i ryat- -j yp eyF-f n-p f-¡q I — 

to pyhaiiRf all 

"investigation 
intends to close 

J If 
the 

the 

vi ol at i on. 
(S) This matter was reported as a potential IOB. 
sed T1 I -| failure to se^nr-p Af|g-i nrî  ' -

ÎÈ 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its 
responsibilities, the IOB has been given authority to review the 
FBI's practices and procedures relating to foreign intelligence 
and foreign counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates 
that Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations 
and Foreign Intelligence Collection (NSIG), effective 
10/31/2003, or other guidelines or regulations approved by the 
Attorney General in accordance with EO 12333, dated 12/04/1981, 
if such provision was designed to ensure the protection of 
individual rights. 

(U) Violations of provisions that merely are 
administrative in nature and not deemed to have been designed to 
ensure the protection of individual rights are generally not 
reported to the IOB. The FBI Inspection Division is required, 
however, to maintain records of such administrative violations 
for three years so that the Counsel to the IOB may review them 
upon request. The determination as to whether a matter is 
"administrative in nature" must be made by OGC. Therefore, such 
administrative violations must be reported as potential IOB 
matters. 

sfe^RET 

4 
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SEC^ST 

(U) -Re-: n r° m : G e n ^ a l Counsel 1 ' M 2 78-HQ-C1229736-VIO, 01/05/2007 

(SI 

bl 
b2 
b7E 

bl 
b2 
b7E 

action to " f t t e r , , | f a I aJ-cner seek anauthorxzed extension I 
I I I [ 

failed to take 

until 
to CTD~! J 

? f r 

when 
Therpfnro, f r n 

Id 

j trorr̂  
it s e n t % h r ^ C l S e S l t l n a dormant state sent the^c requesting the extension 

a period nainrai no^ until 

d u r í n g ^ L f g j 6 ^ g ? ^ ! t o ^ the f hjerTod 
¿te^f^nim* in t̂ime Accordinglŷ  S ^ ^ ^ ^ 3 ^ ' ^ r e 

has failed to follow S p r h a S d e t e ™ i n e d that 
II-C.4 of the NSIG and an IOB violatln^h ^ f ° r t h Í n S e c t i o -Therefore, OGC will preñará I v l o l ation has occurred. 
report this matter to the l O B . ^ " a n d 3 m e ^ a n d u m to 

•ijiorizedr 
1 

NSL VIO-1428 



To: Inspection From: General Counsel 
T J K O : ^ g Ç 2 78 - HQ -C122973 6 - VIO, 01/05/2007 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Information) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Information) 

b2 
b7E 

(U) For information. 

CC: Ms. T h n m a s 

b6 
b7C iOB LiPrary 

6 
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January 5, 2 0 07 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5 0209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 

The memorandum sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 

b 2 
2006- ]" (U) 

(U) 

Enclosure 

b6 1 
b7C ! 
b2 1 

Ms. Thomas 

1 

2 78-HQ-CI2297 3 6-VIO 
Inspection Division 
Mr. Billy 

- 2012 
(IOB 2006 

NSL VIO-1430 



Mr. Stephen Friedman 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

6 
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bl 
b2 
b7E 

b2 
b7E 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
FIELD OFFICE 

IÜÜ MATTER 2006-1 | (U) 

(S) By electronic communication (EC) dated August 24, 2006, 
the Federal Bureau of Investigation (FBI) Field Office [ 
reported that it failed to secure extensions for 
investigation of a subject. The gap between the expiration of the 
I I and the FBI Headquarters-approved extension 
amounted to about months 

(S) 
extension]" 

failed to take action to either seek an authorized 
= r I : 

I 
state until | 
CTD. Therefore, from 

jInstead, let the case sit in a dormant 

unauthori zedf 

1 when it sent a n E C requesting the extension to 
until 

1 investigation 
maintained an 

1 

is reportable to the IOB, the 
While this alone 

month period during which the 
investigation was not properly-extend^d—Ls. more than de minimus in time. 
Accordingly, OGC has determined that| has failed to follow the 
guidelines set forth in Section II.C.4 of The Attorney General's 
Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection and an IOB violation has occurred. Thus, the 
matter is being reported to the IOB. 

DATE : 06-01-2007 
CLASSIFIED BY 65179/DHH/KSR/3U 
BIAS«; 1,4 (.c.J... 
DECLASSIFY 01; 06-01-2032 

NSL VIO-1432 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 03/09/2007 

Attn: NSLB 

b2 
b7E 

From: Inspection 
Internal Tmrogh ì n a U n n g — S p C t 1 On 
Contact: CRS 

IPU, Room 3 041 
Ext. 

b6 
b7C 
b2 

Approved By: Miller David Ian 

Drafted By: 

Case ID #: 

Title: (U) 
b2 

(U) 2 78-HQ-CI22 97 3 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2 78 5 
0GC/I0B# 20061 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1624 
2 78-HQ-C122 973 6 -VIO Serial 2011 

Details: {JJ} 
an EC from 
IOB error. 
IIS's opinion 

The Internal Investigations Section (IIS) received 
iDivision dated 08/24/2006, reporting a possible 

Based upon a review of the referenced EC, it is the 
the incident described therein is indicative of a 

performance issue. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

NSL VIO-1433 



(Rev. 01-31-2003) 

b6 
b7C 

b7E 

(U> 

J^2idÎT//2 03 2 0312 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date: 03/12/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, 
Contact: CRS 

IPU, Room 3041 

iller David Ian Approved By; 

Drafted By: 

Case ID #: (U) 263-HQ-O-U - 708 (Pending) 

Title; (U) 
b2 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 78 5 
OGC/lOB# 2006-

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

J}eei3§sifyrOn; TCT3-2-&3Ì2-

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1624 

Reference : (U) 2 7 8-HQ-CI2 2 9736-VIO Serial 1624 
2 78-HQ-C1229736-VIO Serial 2011 

b2 
b7E 

Division's captioned report of 
S did not find the matter indicative 

Details: (U) Upon review of 
a potential IOB violation, I 
of willful misconduct. IIS only addresses allegations where 
deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 11/16/2006 (278-HQ-C1229736, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

S^RiEf7/2 032 0312 

NSL VIO-1434 



U.S. Departme. of Justice 

Office of the Inspector General 

DATE: March 21, 2007 

Washington, D.C. 20530 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

ALL FBI IfFûBSATlÛli COHTAIHED 
HEÏI1I IS UfCLASSIFIEP 
I'JtTE 06 -01-2007 BY 65119/0»« 

SUBJECT: 

bo 
b7C 
b2 
b7E 

OIG Complaint No. 2007004110 
Subject! 

¡Division 
FBI No. 263-0-U-708 
CMS No. 2785 

m We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

| [ This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

[ [ This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Ident i fy ing informat ion may have been redacted from the attached O I G Report /Referra l pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidential i ty or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your A g e n c y , you may contact the 
Ass is tant Inspector Genera l for Invest igat ions. 

Please be advised that, w h e r e adverse action is not contemplated, the subject of an invest igation does not have a 
right to have access to an O I G Report /Referral or to the identities of compla inants or witnesses , and that, in all 
cases, complainants and wi tnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whis t l eb lower Protect ion Act . 

Attachment 

NSL VIO-1435 



b2 
OIG - INVESTIGATIONS DIVISION Complaint Form OIG NO. -689-2007-004110-M 

Received By: Date Received: 02/09/2007 H o w Received: 

SUBJECT: 
Title: sir 
Component : FBI 
MlSC : 
Home : 
Phone : 
Work : 
Phone : 

Pay Plan 
EOD Date 

SSNO 
D.O.B. 

Alien No. 
F . B.I.No. 
B.0.P.No. 

D./L No. 
Offenses 689 

SUBJECT: 
Title: SSA 
Component : FBI 
Mise : 
Home : 
Phone ; 
Work : 
Phone : 

Pay Plan: 
EOD Date: 

( ) ZIP 

ZIP 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

b6 
b7C 
b2 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
Misc : 
Home: 
Phone: (, 
Work : 
Phone: 

Pay Plan 
EOD Date 

Contidenciai : 

ZIP 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F . B.I.No. 
B.O.P.No. 

D/L No. 

Authority : 

Detai1 s : 
FBI provided information regarding a potential IOB matter (2006 

(Si 

b2 

I ] = l the case agent submitted an EC in response to a directive from 
FBIHQ Counterterrorism Division (CTD)| | 
However, due to other investigative responsibilities, the case agent allowed the case to 
•become inactive. the case agent received verbal concurrence from CTD thatl~ 

would be approved once the case agent submitted an EC I 

case agent submitted an EC to request approval for an extension 
was lost or misplaced. 

(S) 

the 
however, the EC 

I the case agent submitted a second EC -
J which was approved by CTD on 3/9/06. On 3/23/06, the case agent sent out NSLs to 1 I ] 

request credit history and financial and telephone records for the subject, 

(SJ. 

requested a final extension 
NSLs . 

FBI/OGC determined that this matter must be reported to the IOB. 

bl 
b2 
b7E 

the case agent was unable to close the case because she had 
not reviewed all of the information obtained from the NSLs. | | the case agent 

so she could review the information obtained from the 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 12/16/2005 
CITY: 

TIME : 

Page 1 ot 2 

Zip: 
NSL V I O - 1 4 3 6 

Printed 03/20/2007 

b2 
b7E 

11:08:15 



b2 -689-2007-004110-M OIG INVESTIGATIONS DIVISION Complaint Form OIG NO.: -689-2007-004110-M 

DISPOSITION DATA: Disposition: M Date: 02/09/2007 Approval: POWELL, GLENN G 

Referred to Agency: F B I D a t e S e n t . 03/20/2007 Component: FBI 

Patriot Act: N Civil Riqhts: N Component Number: 263-0-U-708 
Sensitive: N Wnistleblower: n Consolidated Case Number: 

Remarks: 
Predicating material contains classified information which will be maintained in a secure 
container at OIG/INV. (stp) 

3/20/07: Sent to Kaiser/FBI. (stp) 

Page 2 of 2 
NSL V I O - 1 4 3 7 

Printed 03/20/2007 11 ; 08 : 15 



(Rev. 01-31-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION # 

b2 ok 
Precederle: ROUTINE 

To: ¿'inspection 

General Counsel 

Date: 07/17/2006 

ittn: IIS 
Rm. 11861 

Attn: NSLB 
Rm. 7975 

From: 

b6 
b7C 
b2 
b7E 

!U) 

( U ) 

Contact : 

\pproved By: 

Drafted By: 

C a s e I D # : 278-HO-C1229736-VIO (Pending) ~ I SW 
2 78 J |-C2 63 91 (Pending) _ X^S" 

Title : 

b2 
b7E 

-(M 
b2 v 

( % 7 E INTELLIGENCE OVERSIGHT BOARD MATTER 
b 6 — * 
b7C 

Synopsis: ^ (U) I J Division reports a potential IOB matter 
involving inadvertent and unauthorized receipt of telephone 
subscriber information. 

ta 

b2 
b7E 
b6 
b7C 

Details: (U) |Division reports a potential 
intelligence oversight board (IOB) matter involving inadvertent 
receipt of unauthorized telephon^subscriber information 
Intelligence Angler (TA,)| added nhnnP numbers ^ ' 

-i I n mscance, the FBI sought telephone 
öuuöurioer recorüs for telephone numbers believed to be used bv 
the investigative subject due to electronic data errors. 

(S) 
bl 
b2 

I 

CJU 
^ 1 -S I u 

11 / i u ~ r 

K 

SECRET 

b6 
T T T i v t 

NSL VIO-1438 



b2 
(U) b 7 E 

SEb^ET 
Pection 

278-HQ-
From : 
C12297ji6 -VIO 07/17/2006 

(S) 

bl 
bo 
b7( 

b7E 

[ 

b2 
b7E 

conducted by ia 

(U) 

b2 
b7E 

inadvertentl"; J ^ u e n t l v , B „ h . f r l b e r i n f o r m a t l o n 

I T T \ — 

an NSL dated 

rei^ 2 3;, 2 0 <^' r 1 " ^ - - " " " ! ° t., p e r f o r m l n c' 
by the , n r n were 
' Field 

Analysis on 13 p y n^itiously 
The J ^ U m e — I Poind ot contact 'at F B J n T h e 

all I ^vPrnently uploaded numbers I FR|IHQ^was asked to I I Divisi nn v-̂-p 1 . I. By July i ̂  
j ^-^duea numbe 

, Division references I 
were r e ^ H f r o m I irom FBI records J I . C)T\ I \ r -, ' g 

I j-̂ ûlUti 
j 1- . Only one related rècord from the 

luivisi(3ii i e ma iris m ACS, and this will be modified to exclude the unauthorized subscriber information. 

(U) To prevent future e r m ^ , t-ional quality control steps have been added[ | 
process. The process of 

~ p 1 T"PS i n ^ T i ^ ^ i r L J Ta^op'gjoaed to ' 
above-refinanced t^T u' includikg"| T 1 V i ® i o n i n 

^ ¿ r ^ ' s s s fe™1i^rSoi^: 

2 

NSL VIO-1439 



SEC 

^^ To: Inspection From: 
b7E J^) 278-HQ-C1229736-VIO, 07/17/2006 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) Request IIS take appropriate action as 
n p p M M r v -jn response to this potential IOB matter reported by 

J I Division. It is further requested that the the 

resulting IOB matter be counted as one potential violation. 

Set Lead 2: (Action) b2 b7E GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Request NSLB take appropriate action as 
necessary, in response to this potential IOB matter reported by 
the| |Division. It is further requested that the 
resulting IOB matter be counted as one potential violation. 

SECRET 

3 

NSL V I 0 1 4 4 0 



(Res. 01-31-2003) 

SECRET 
\ 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b8 
b7C 

<U) 

( U ) 

(U) 

fU) 

(U) 

Precedence: ROUTINE 

To: 
Date: 12/29/2006 

Attn: SAC 
ASAd 
SSJp-
IA 

Counterterrorism 

Inspection 

Attn: CTD/ITOS Il/£ ] 
Attn: Internal Investigative Section 

[ Room 11865 Attn : 

From: Office of General Counsel 
NfiT,R/CTT,n-9./T,y-i , ^ - i n n /_ 
Contact: 

Approved By: Thomaq iTnl-1'" 1:1 • m m 

Drafted By: 

CaseID#: 

Titlet 

rl3 
£U 

;) 2 7 8- HQ-C1229736-VIO Seriar (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-j | 

^ Synopsis: ^ ^ It is the opinion of the Office of the General 
Counsel (OGC) that the above referenced matter must be reported to 
the Intelligence Oversight Board (IOB). Our analysis follows. 

Reference 

Details: 

Declas&iiVOn: 

2 78-HQ-C122 973 6-VIO Serial 1549 
By electronic rnmmiuji rat i nn inn) t^., 1 7 j 2006 

Division and refereiicetf above, the \ 
that OGC review the facts of the captioned msl 

b7E 
1 

requested 
lifer and determine 

whether it warrants reporting to the IOB. We believe it does and our 
analysis follows. 



k)2 
b7E T o : 

Re : 

SEÄRET 

From: General Counsel 
2 7 8 - H Q - C 1 2 2 9 7 3 6 -VIO, 1 2 / 2 9 / 2 0 0 6 

bl 
b6 
b7C 
b2 
b7E 

(U) 

b7E 

(U ) 

During the course of the investigation,! 
issued National Security Letters (NSL) pursuant to the Electronic 
Communications Privacy Act, 18 U.S.C. § 2709. That statute permits 
the FBI to request subscriber information and telephone toll billing 
records that are "relevant to an authorized investigation to protect 
against international terrorism or clandestine intelligence 
activities, provided that such an investigation of a United States 
person is not conducted solely on the basis of activities protected 
by the first amendment to the Constitution of the United States." 

error in this instance nrrnrrpH -in Jul" 
- •; were received i ron 

w h p n NSL result lette] 

S) A follow-up NSL dated 10/17/2005 was addressed 
I r e q u e s t i n g s u b s c r i b e r - ^ f n ^ t - ^ . f o r r 

inadvertently added I |j — 
respond? P i for the requested 

{SO 2 78-HQ-C122 973 6-VIO Serial 1549. 

2 (U) A "United States person" (USP)is defined in Section 101(i) of 
the Foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 1801 
et seq.) as "a citizen of the United States [or] an alien lawfully admitted 
for permanent residence (as defined in section 101(a)(20) of the Immigration 
and Naturalization Act) . . . ." See also Section II.W of The Attorney 
General's Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations. 

_gj) In order to avoid f . , ^ ^ dissemination of 
referenced in this EC 

b2 
will only list the 

(U) See, id. 

S E ^ E T 

2 

NSL VIO-1442 



b 2 
b7E 'Ì 
b7D 
b l 

b2 
b7E 
b 7 D 
b4 

ckç ' ; 

To: 
Re: 

SEC 

From: General Counsel 

b2 
b 7 E 

i J 1 

27 8-HQ-C12 297 3 6 -VIO, 12/29/2006 

i nfnrmation. The subscriber results were initially uploaded 
by 

June 7006 
' S ) In the course of performing |_ anal yci-i g i r the errors wptp discovered and remedied by 

\ I point of contact at FBIHQ was asked to 
j In addition, 

The 

''""UIPVP inadvertently uploaded numbers | 
removed all references to 1 the iririd"""QT't''Bntlv up] naHAH nniTihpr̂  from FBI records. I 

fn addition,^ cooraïhated witn 
-j:o remove tne^EC | a 

r [Division 

b2 

(S) 

a 
j I recumb d.s oppose 

(U) To prevent future errors 
steps have been added to the 
process of| 

additional quality control 
The 

Since 
assurance has improved and 

f 1 i —^ J 
records w p t r some of, 

that time, , - T 7 J 

process. 
\ the 

2005. The 
the first 

is only pêrtormed by trained personnel. 
(U) Section 2.4 of Executive Order (EO) 12863, 

"dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB concerning intelligence activities 
that they have reason to believe may be unlawful or contrary to 
Executive order or Presidential directive. This language was adopted 
verbatim from EO 12334, dated 12/04/1981, when the IOB was known as 
the President's Intelligence Oversight Board (PIOB). By longstanding 
agreement between the FBI and the IOB (and its predecessor, the 
PIOB), this language has been interpreted to mandate the reporting of 
any violation of a provision of the NSIG, or other guidelines or 
regulations approved by the Attorney General in accordance with EO 
12333, dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially 
administrative in nature need not be reported to the IOB. The FBI is 

See, 

v-,0 
b7E 
bl 

S ^ R E T 

3 
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S E C ^ T 

To:| ~lprom: General Counsel 
Re: 27 8-HQ-C12 2 973 6-VIO, 12/29/2006 

required, however, to maintain records of such administrative 
violations so that the Counsel to the IOB may review them upon 
request. 

Section V.11., Investigative Techniques, of The 
Attorney>^enerUl's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG) provides 
that National Security Letters may be issued in conformity with 
statutory requirements, including 18 U.S.C. § 2709. Title 18, U.S.C. 
§ 2709 provides that the FBI may seek toll billing information from 
telephone carriers that is relevant to an authorized national 
security investigation. Clearly, the information obtained by the FBI 
was not relevant to an authorized national security investigation 
because there was an errant request for unsubstantiated telephone 
numbers. Thus, the FBI received telephone toll billing records 
concerning telephone numbers that were not under investigation nor 
related to an investigation. Therefore, the information was 
improperly collected, although unintentionally so, in violation of 
the NSIG and ECPA. 

(U) Clearly, the rights of the target were not infringed 
because he was not the subject of the improperly collected 
information. It is unknown whether this information was gathered 
about United States Persons or not, inasmuch as there has been no 
review of the information. Nonetheless, based on the fact that 
information which may be about United States persons was improperly, 
although inadvertently, collected, and in accordance with the 
reporting requirements of Section 2.4 of E.O. 12863, OGC will 
prepare a cover letter and an memorandum to report this matter to 
the IOB. 

S^fS^ET 

4 
NSL V I O - 1 4 4 4 



b2 
b7E 

To : 
SECRET 

From: General Counsel 
Re: 2 7 8-HQ-C12 2 9 73 6-VIO, 12/29/2006 

LEAD(s): 

Set Lead 1: (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Information) 

CQUNTERTERRORISM 

AT ITOS II/PRGTT 

(U) For review and action deemed appropriate 

Set Lead 3: (Discretionary) 

b2 
b7E 

(U) For review and action deemed appropriate. 

b6 
b7C 

cc: MS. Thnmag 

• • 
1VB Library 

SECRET 

5 
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December 29, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5 0209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006- (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

^ ^ ^ ^ NSL VIO-1446 



Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
National Security Division 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

NSL VIO-1447 



S E C R E T 

bl 
b6 
b7C 
b2 
b7E 

b2 
b7E 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

IOB MATTER 
]FIELD OFFICE 
2 0 0 6 -j"̂  (U) 

(S) 
2006,[ 

By Electronic 
"I Division 

Communication (EC) dated July 17, 
notified FBI Headquarters 

(FBIHQ) of an inadvertent acquisition of toll record information 
associated with unknown individuals in the course of a national 
security investigation. 

b2 
b7E 
b7D 

(S 
pursuant to the 
27092 for toll record 
error occurred 

I 

issued a National Security Letter (NSL) 
Electronic Communications Privacy Act, 18 U.S.C. § 

informat ion associated with the target. The 
after the initial records were received I I 

_XtL£_œ s u 11 s 

bl 
b2 

(U) A "United States person" (USP)is defined in Section 101(i) of the 
Foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 1801 et 
sen.) as "a citizen of the United States [or] an alien lawfully admitted for 
permanent residence (as defined in section 101(a)(20) of the Immigration and 
Naturalization Act) . . . ." See also Section II.W of The Attorney General's 
Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintel1igence Investigations. 

b2 

The statute permits the FBI to request subscriber information and 
telephone toll billing records that are "relevant to an authorized 
investigation to protect against international terrorism or clandestine 
intelligence activities, provided that such an investigation of a United 
States person is not conducted solely on the basis of activities protected by 
the first amendment to the Constitution of the United States." 

(U) In order to avoid any further dissemination 
referenced in this EC will only list the 

às^RET 

NSL VIO-1448 



SEÔÇLET 

(S) 

bl 
b7D 
b6 
b7C 
b4 

b2 
b7E 

(U) 

NSL was then addressedL 
information 

A follow-up 
J requesting toll billing 

I provided the requested information which was initially uploaded 
into FBI computer systems. 

(U) Immediately upon discovery, the errors were remedied 
I All references to the errant telephone numbers have 

been removed from FBI computer systems. To prevent future errors, 
by[ 

additional quality control steps andf 
added to| |process 
above-referenced telephone records were some of the first 

training have been 
The 

Section V.11., Investigative Techniques, of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG) provides 
that National Security Letters may be issued in conformity with 
statutory requirements, including 18 U.S.C. § 2709. Title 18, 
U.S.C. § 2709 provides that the FBI may seek toll billing 
information from telephone carriers that is relevant to an 
authorized national security investigation. Clearly, the 
information obtained by the FBI was not relevant to an authorized 
national security investigation because there was an errant request 
for unsubstantiated telephone numbers. Thus, the FBI received 
telephone toll billing records concerning telephone numbers that 
were not under investigation nor related to an investigation. 
Therefore, the information was improperly collected, although 
unintentionally so, in violation of the NSIG and ECPA. 

(U) Clearly, the rights of the target were not infringed 
because he was not the subject of the improperly collected 
information. It is unknown whether this information was gathered 
about United States Persons or not, inasmuch as there has been no 
review of the information. Nonetheless, based on the fact that 
information which may be about United States persons was 
improperly, although inadvertently, collected, and in accordance 
with the reporting requirements of Section 2.4 of E.O. 12863, this 
matter is being to the IOB. 

(U) See, id. 

4 -

SECR^JT 
NSL VIO-1449 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 03/09/2007 

Attn: NSLB 

bo 
b7C 
b2 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: CRS 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian 

(U) 2 7 8- HQ-CI22 9736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2575 
OGC/IOB# 2006-1 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 7 8- HO - O 2 2 9 7 3 6 - VTO Serial 1549 
2 78| |C263 91 Serial 265 
2 7 8- HQ-CI229736-VI0 Serial 2013 

b2 
b7E Details: (U) 

an EC from 
The Internal Investigations Section (IIS) received 

|Division dated 07/17/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

NSL VIO-1451 



(Rev. 01-31-2003) 
j5èKÉÎ^/20320312 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

b2 
b7E 

Precedence: ROUTINE 

To: 

From: Inspection 
Internal 
Contact : 

i 

Date: 03/12/2007 

Attn: SAC (Personal Attention) 

nvestigations Section, IPU, Room 3041 

Approved BynjWiller David Ian 

Drafted By: 

Case ID #: 

Title : (U) 
b2 

(U) 2 63-HQ-0-U - 713 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 5 75 
0GC/I0B# 2006-

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) X> " D e r i v e d — ^ ^ — 

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1549 

Reference : (U) 278-HQ-C122 973 6-VIO Serial 1549 
2 7 8- HQ-C1229736-VIO Serial 2013 

Details: (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 11/16/2006 (278-HQ-C1229736, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 
•• 

^SjJSREjT/V 20320312 
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IJ.S. Departme. jf Justice 
I 

Office of the Inspector General 

Washington, D.C. 20530 

DATE: 

TO: 

FROM: 

March 22, 2007 

Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Fédéral Bureau of Investigation 

Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: 
b6 
b7C 
b2 
b7E 

• 

OIG Complaint No- 2007004171 
Subject: 
FBI No. 263-0-U-713 
FBI CMS No. 2575 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I I This complaint will be investigated by the OIG. 

I M P O R T A N T N O T I C E 

Ident i fy ing in format ion m a y h a v e been redacted f r o m the attached O I G R e p o r t / R e f e r r a l pursuant to § 7 of the 
IG Act or b e c a u s e a n indiv idual h a s (a) requested conf ident ia l i ty or (b) expressed a fear of reprisal . If y o u 
bel ieve that it is necessary that redacted in format ion be m a d e avai lable to y o u r A g e n c y , you m a y contact the 
Ass is tant Inspector Genera l for Invest igat ions . 

Please be advised that , w h e r e a d v e r s e action is not contempla ted , the subject of an invest igat ion does not h a v e 
a right to have access to an O I G Report /Referra l or to the identit ies of c o m p l a i n a n t s or witnesses , and that , in 
all cases, c o m p l a i n a n t s a n d wi tnesses are ent i t led to protect ion f r o m reprisal p u r s u a n t to the Inspector Genera l 
Act a n d the W h i s t l e b l o w e r Pro tec t ion Act. 

Attachment 

NSL VIO-1453 



"G - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 

ecei7ed Bv: 

689-2007-004173-M 

Date Received: 02/09/2007 How Received: 

ompone ! i I ! taI 
ìsc : 
oine : 
horje 
crk : 
'hone 
onr nientia ÏÏT 

Pay Plan: 
EOD Date: 

ZIP : 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 
Offenses 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority : 

689 

( S ) :e provided information regarding a potential IOB matter (2007- b2 

] 
Field Office issued a National Security Letter (NSL) requesting 

records that were relevant to the authorized investigation. In July 2005, after the initial 
records were received, the NSL result letter | 

l "kdded 
information that was not within the scope of the initial NSL. To prevent future errors 
additional quality control steps have been added! " 

b l 
b2 
b7E 

'it is the opinion of the Office of the General Counsel (OGC) that this matter must be 
reported to the IOB. (dz) 

.LLEGATICNS: 689 IOB Violation 
iccurrcnce Date: TIME: b2 

=b7E Zip: 
11 c D n Q POSITION DATA: Disposition: M Date: 03/21/2007 Approval: POWELL, GLENN 

referred to Agency: FBI Date Sent: 03/21/2007 Component: FBI 
'atriot Act: N 

Sensitive: N 
Civil Rights: N 

Whistleblower: n 
Component Number: 263-0-U-713; 2575 

Consolidated Case Number: 

NSL VIO-1454 

Page 1 of 2 Printed 03/21/2007 11: 20:24 



INVESTIGATIONS DIVISION Complaint Form b2 OIG NO. - 6 8 9 - 2 0 0 7 - 0 0 4 1 7 3 - M 

Remarks: 
-Predicating material contains classified information that will be maintained in a secure 
container within OIG/INV/HQ. (dz) 
-0 3/22/07-Sent to Kaiser/FBI/INSD. (dz) 

P a g e 2 o f 2 

NSL VIO-1455 

Printed 03/21/2007 11:20:24 



FD-962 (Rev. 03-21-2005) 

siie^Êr. 
FEDERAL BUREÀU OF INVESTIGATION 

Precedence: ROUTINE 

To: 'Inspection 
nonpral 

From: 

b2 
b7E Approved By 

b7C 

( U ) 

(U) 

Drafted By 

b2 
0L 

Date: 06/08/2006 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7975 

Case I D # : b2 
b7E 
b6 Title: (U) 
b7C 

2 78 - HQ-C122 9736 -VIO 
_ M 2 7 8 Q l 3 6 3 7 2 ^ w N 

SSA 

Synopsis: (U) To report possible IOB error. 

u X 

Details : 

(U) 1. Internet Art ivi tv Kpnnrh 
b2 
b7E 

(S) 
b6 
b7C 
b3 
5 C 
G & & 

JNTL't)/Public Access Center Unit (PACU) 

(U) 2. Internet Activity Report-Terrorism. 

was initiated by 

(U) 3. Possible IOB Error: Issuance of Grand Jury subpoena 
without substantive case. 

(U) 4. Description of IOB Error (including any reporting 
delays). 

Vf) Based on fyi IMMEDIATE t ^ h i^iiaH by P A C U regarding 

miormation 
] 

w 7 7 1 — ï ^ i Z / / 7 / 0 7 

pinizeg a urand Jury subpoena to obtain 

b6 
b7( 

NSL VIO-1456 



(ïï) 
,b2 
b7E 

(S) 
b6 
b7C 
b2 
b7D 

b6 
¡gb7C 
b j 

b2 
•• t) / E To : 

xe : 
Inspection From: 

7 ^ ) 2 78 - HQ-C122 9736-VIO, 06/08/2006 

This information was sought bv PATH i n T.̂ Ĥ & ( 
noted serial. There was no| 
time this subpoena was sought because there were not 
facts, based on the information provided, to support 

art inp) of above 
opened at the 
any articuable 
the opening of 

> 1 Rapp contacted 
consenfnallv nhtain information requested m the 

attempting to 
lead. 

the information requested. 
advised that a subpoena was required for release of 

met with the Assistant United 
States Attorney (AUSA) and advised the AUSA that a subnoena was 
being sought because the Lead did not justify 
which was required for the issuance of a National Security Letter 

advised the AUSA that there was no file 
opened on £his Lead, A"copy of the unclassified IMMEDIATE Lead was 
provided to the_MJSA for review. Several days later, the AUSA / 
providedl || | with the requested subpoena stating that the 
AUSA' s office opened their own case for the issuance of the ' 
. lbpoena. Thesubpoenawassubsequentlyserved on 

/ 

(S eb2 
b7E 
b3 

Q Following CDC counselj 
sequestered the information received from 

V 

T-» H T r -: .-. on has 
_in the 

officeof the CDC. The information received Has not been used or 
disseminated in any fashion. 

NSL VIO-1457 



,jt. -ko T o : Inspection From: 
b 7 E

n e : 27 8- HQ -C122973b-Vl(J, Ub/U8/2006 b7E 
L E A D ( s ) 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate 

I r 

^siC 6 

NSL VIO-1458 



(Re\. 01-31 -2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

Precedence: ROUTINE 

To: Attn: 

Counterterrorism 

Inspection 

Attn: 

Attn : 

From: Office of the General Counsel 
NSI.R/CTT.tJTT/T.XI Rnnm Is 1 1 0 
Contact: AGC 

Approved By: 

Drafted By: 

(U) Case ID # : 278-HQ-C1229736-VIO 

(U) b 2 
Title INTELLIGENCE OVERSIGHT BOARD 

MATTER 2006-

(U) >sis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

)e 
De JS2L :y On : 

(U) 

(U) 

( U ) 

Reference : /HC) 

b2 
278 
278 

136372 Serial 61 (Pending) 
W^C1229736-VIO Serial 1431 (Pending) 

.he 
Rm electronic communi rat i nn L££ 

Field Office 
dated 06/08/2006, 

requested that OGC 
review the tacts of the captioned matter and determine whether it 
warrants reporting to the IOB. In our opinion, it does. Our 
analysis follows. 



b2 
b7E TO: 

Re : 2 '/ 8 -HQ-C12 2 9 

C ^ I 

From : 
6 - V10, 

SEC 

Office of the 
12/26/2006 

General Counsel 

bo 
b7C 
bb2 GJ 
b7E 

Center Urn t ( PACU ) renarHinnl 
utilized a 

Grand Jury subooena to obtain information| 1 
I "here was no 

opened at the time the subpoena was sought because 
there were not enough articuable facts, based on the information 
provided.2 The subpoena was subsequently served 

12/04/1981, 
Board (PIOB 
President r 
established 
Foreign Int 
the IOB has 
and procedu 
counterinte 

U) The President, 
established the 

On 09/13/1993 
enamed it the Int 
the Board as a s 

elligence Advisor 
been given autho 

res relating to f 
lligence collect! 

by Executive Order 12334, dated 
President's Intelligence Oversight 
, by Executive Order 12863, the 
elligence Oversight Board (IOB) and 
tanding committee of the President's 
y Board. Among its responsibilities, 
rity to review the FBI's practices 
oreign intelligence and foreign 
on. 

Inspectors 
Community c 
Inspection 
the General 
intelligenc 
unlawful or 
Directive. 
reporting o 
General's G 

U) Section 2.4 of Executive Order 12863 mandates that 
General and General Counsel of the Intelligence 
omponents (in the FBI, the Assistant Director, 
Division (INSD), and the General Counsel, Office of 
Counsel (OGC), respectively) report to the IOB 

e activities that they have reason to believe may be 
contrary to Executive Order or Presidential 
This language has been interpreted to mandate the 

f any violation of a provision of The Attorney 
uidelines for FBI National Security Investigations and 

Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or 
in accordance with 
was designed to ens 

regulations approved by the Attorney General 
EO 12333, dated 12/04/1981, if such provision 
ure the protection of individual rights. 

b2 
b / E 
b6 
b7C 

'This inforrnfltion was sought by PACU in Lead 6 (action) of Internet Activity Rpiwt 
I 

pnformed the AUSA that there was no file opened on this Lead. A copy of the 
unclassified IMMEDIATE Lead was provided to the AUSA for review. Several days later the 

_ with the requested subpeona and stated that the AUSA's office AUSA provided 
opened their own case for the issuance of the subpeona. 

SEb^ET 

NSL VIO-1460 



b2 
b7E To: From: 

Re: 278-HQ-C1229736-VIO, 

SECRET 

Office of 
12/26/2006 

the General Counsel 

(U) Violations of provisions that merely are 
administrative in nature and not deemed to have been designed to 
ensure the protection of individual rights are generally not 
reported to the IOB. The FBI Inspection Division is required, 
however, to maintain records of such administrative violations 
for three years so that the Counsel to the IOB may review them 
upon request. The determination as to whether a matter is 
"administrative in nature" must be made by OGC. Therefore, such 
administrative violations must be reported as potential IOB 
matters. 

(S) _ 

bl 

_LS_ Tn this situation, a subpoena was served on 
without a PI being opened. As a result 
complied with the subpoena and the information was 

field office. Therefore, 

b2 
b7E 
b2 ] 
b7E 

delivered to the 
investigative activity, the subpoena, was improperly issued 
b e c a u s e ! w a s not opened, in violation of the NSIG. 

b7D 

:s: 

information received from 
CDC. The 

v advised the field office 
• 1 has sequestered the 

in the office of the 
has sequestered the 
in the office of the 

Id office has advised OGC via the 
referenced EC, that the information has not been used or 
disseminated in any fashion. 

(S) OGC NSLB advises the field to contact 
inquire as to whether they would like the records returned or and 
whether the FRT should destroy the sequestered information. 
the | |does not want the information returned, 
CDC " 1 should write and EC memorializing the destruction. 

If 
the 

SECRET 

3 ^ 

NSL VIO-1461 



b2 :o : 

RET 

From: Office of the General Counsel 
b 7 E Re: 278-HQ-C1229736-VIO, 12/26/2006 

LEAD(s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3 : (Info) 

UI u y S n u y e u w 

cc: Ms. Thomas 

Field Office should contact 
and ask whether the information should be returned 
th appropriate documentation to the file. 

bo 
b7C iub Libi ai

1

 y 

4 
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December 26, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
mpmnranHnm entitled "Intelligence Oversight Board Matter 
2006- (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

NSL VIO-1463 



Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
National Security Division 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

NSL VIO-1464 



b2 
b7E 
b 3 FG J 

:cHi 

INTELLI 

SECRET 

CTMPP nvE-pg-rnpr BOARD (IOB) MATTER 
FIEKQ_QFFICE 

I OB MATTER 2006-| | (U) 

H>) By electronic commnni cati or} dated June 
the Federal Bureau of Investigation (FBI! 

b2 
b7E 

, 2006, 
Field 

Office reported that, a subpoena was served on 
without the FBI having a corresponding open investigation. 

subsequently complied with tjie subpoena. The Chief 
[CDC) office advised theL IfHplH Division Counsel's l 

office to sequester the information received from 
in the office of the CDC. According to the 
office the information has not been used or disseminated in any 
fashion. 

field 

Due to the incorrect issuance of a subpoena 
without an onen investigation, the FBI received records from 

I Even though the information was pr,nnprl v 
sequestered the subpoena was improperly issued on 
without an open investigation. The issuance of the subpoena was 

b3 FGJa violation of Section V.16. of The Attorney General's Guidelines 
for FBI National Security Investigations and Foreign Intelligence 
Collection. Thus, the matter is being reported to the IOB. 

SECRET^ 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 03/09/2007 

Attn: NSLB 

b6 
b7( 
b2 

b2 

From: Inspection 
Internal 
Contact : 

Investigations 
CRS 

Section, IPU, Room 3041 

Approved By: Miller David Ian 

b2 
b7E 

Drafted By: 

Case ID #: 

Title; (U) 

(U) 2 78-HQ-C122 973 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2 342 
OGC/lOB# 2006-0 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HQ-C1229736-VIO Serial 1431 
278-HQ-CI22 9736-VIO Serial 2020 

Details: (U) 
an EC from 

The Internal Investigations Section (IIS) received 
Division dated 06/08/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

NSL VIO-1466 



(Rev. 01-31-2003) 
5T//20320312 

FEDERAL BUREAU OF INVESTIGATION 

b7C 
b2 

b2 
b7E 

Precedence: ROUTINE 

To: 

Date: 03/12/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: CRS 

Approved By: 

Drafted By: 

Case ID #: 

liller David Ian 

(U) 2 63-HQ-0-U - 714 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 34 2 
OGC/IOB# 2006- b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS) , and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1431 

Reference : (U) 27 8-HQ-C122 9736-VIO Serial 1431 
278-HQ-C1229736-VIO Serial 2020 

Details : (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 11/16/2006 (278-HQ-C1229736, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

S|5ïd£r//20320312 
NSL VIO-1467 



U.S. öepartme, if Justice 

Office of the Inspector General 

DATE: March 21, 2007 

Washington, D C. 20530 

TO: 

FROM: 

Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

Glenn^G^Powill 
Special Agent in Charge 
Investigations Division 

Li FBj 
FOT, IH 

b6 
b7C 

b7E 

SUBJECT: OIG Cnmplainf Nn. 2007(104151 
Subject:! Jet al. 

• • 

Division 
FBI No. 263-0-U-714 
CMS No. 2342 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Ident i fy ing informat ion may have been redacted from the attached O I G Report /Referra l pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidential i ty or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to y o u r A g e n c y , you may contact the 
Ass is tant Inspector General for Invest igations. 

Please be advised that, w h e r e adverse action is not contemplated, the subject o f an invest igation does not have a 
right to have access to an O I G Report /Referra l or to the identities of compla inant s or witnesses , and that, in all 
cases, compla inants and wi tnesses are entit led to protection from reprisal pursuant to the Inspector General Ac t 
and the W h i s t l e b l o w e r Protect ion Act . 

Attachment 

NSL VIO-1468 



OIG - INVESTIGATIONS DIVISION Complaint Form b2 OIG NO. 689-2007-004151-M 

Received By:| Date Received . 02/09/2007 How Received: A 

SUBJECT : 
Title: SSA 
Component: FBI 
Mise : 
Home : 
Phone : 
Work : 
Phone : 

Pay Plan 
EOD Date 

(202) 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

SUBJECT 
Title: 1 
Component: FBI 
Misc : 
Home: 
Phone: 
Work: 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 
Offenses 689 

bo 
b7C 
b2 

rOMPT.ÄTNANT: 
Title : 
Component: FBI 
Misc : 
Home : 
Phone: 
Work: 
Phone: (202) 
Cont ldential 

Pay Plan 
EOD Date 

ZIP : 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: 

Details : 
The FBI provided information regarding a potential IOB matter (2006-^ 

(S) 
Based on an immediate lead issued by Public Access Center Unit (PACU),_ 

tivision. utilized a GJ snbpnpna to obtain information about certain individuals. 
There was] opened at the time the subpoena was sought because 
there were not enough articulable facts based on the information provided. The subpoena was 
subsequently served on a company. 

sequestered the information obtained from the subpoena. 

FBI/OGC determined that this matter must be reported to the IOB. 
ALLEGATIONS: 689 IOB Violation 
Occurrence Date: TIME: 
CITY: State: 

b2 
b7E 
bo 
b7C 

b2 
=b7E Zip : 

DISPOSITION DATA: Disposition: M Date: 02/09/2007 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 03/20/2007 Component: FBI 
Patriot Act: n Civil Riqhts: N 

Whistleblower: N Sensitive: N 
Component Number: 263-0-U-714 

Consolidated Case Number: 

Page l ot 2 

NSL V I O - 1 4 6 9 

Printed 03/20/2007 4:07:59 



OIG - INVESTIGATIONS DIVISION - Complaint Form b 2 qig NO. i [ 68 9 - 2 007 - 004151-M 

Remarks : 
Predicating material contains classified information which will be maintained in a secure 
container at OIG/INV. (stp) 

3/21/07: Sent to Kaiser/FBI. (stp) 

Page 2 of 2 
NSL V 1 0 - 1 4 7 0 

Printed 03/20/2007 4 : 07 : 59 



Ft ' -962 (Rev. 03-21-2005) 

secHÇT 
FEDERAL BUREAU ÒF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
General Counse 

From: 

Date: 05/15/2006 0(o-

(U) 

b2 
b7E 
b6 
b7C 

Approved By: 

Drafted By: 

C a s e I D # : 

IIS, Room 11861 
NSLB, Room 7975 

>) 2 78 - HQ -C12 2 9 7 3 6 - V I O 

Title: (U) S A [ ~ 
s sk-

ill) 

( U ) 

INTEWtOTE-TJVEÏÏSlGHT BOARD (IOB) ERROR 
1 S : ^ T o report possible IOB error. 

(ut-

i l i) 

Details: 

(S) 1. 
bl 
b6 (S) b 7 c 

X 
b i ( s ) 

b2 
b7E Description of I 0 B E r r o r ( i n c l u d i n q ^ n y r e p o r t i n q ^ ^ 

bl 
b6 
b7C 

5C 

b7C 

WAMM ^ ¿ j ^ y ^ l [ > ¡u I 

r*>î 

NSL VIO-1471 



b2 
iU)b7E Re : 

SECRXT 

nspection From: 
2 78-HQ-C1229736 -VIO, 05/15/2006 

bl 
b6 
b7C 
b7D 
b2 
b7E 
b4 

SECRET 

NSL VIO-1472 



b2 
( U ) -

b 7 E 

SECRET 
To : 
Re: 

Inspection From: 
2 78-HQ-C12 2 973 6 -VIO, 05/15/2006 

received the rpsiilfg from (S) On 5/12/2006 SA 
National Security Letter (NSL) 
11/17/2005. The NSL requested LsïïEscH her i n f o i t i on I 1 ,on 

b l 
b6 
b7C 
b2 
b7E 
b7D 
b4 

i£1 

ISA. 

s à s ^ E T 
3 

NSL VIO-1473 



( U ) 

(S) 

SECRET 

To : ^Inspection From: 
27 8 -HQ-C12 2 973 6 -VIO, 05/l5/200f 

b2 
b7E 

£ 1 

bl 
b6 
b7C 
b2 
b7E 
b7D 

:sr± 

121. 

(S) 

(U) 

b6 
b7C 

X 

bl 
b6 
b7C 
b2 
b7E 
b7D 
b4 

On 5/12/2006 SA ou„„„aiiZt;u 
documented above in an email addressed to SSA [ 
ITOS II Supervisor for SAl " 
for this case, and SSAl f i-)-̂  
the case. Subsequently 

summarized the investination 

( s ; 

immediately chut-
On 5/15/2006 

H/-m.tt-i f 

. the 
lthe 01PR attorney 

Supervisor for 
from OGC was notified. 

instructed SA _Lq_ 

] did immediately contact 

S E C ^ T 

NSL VIO-1474 



(U) 

bl 

b2 
b7E 

SECfes^1 

It was not until_ 5/12/2006, the date that 
I that SA I 

10: Inspection From: 
Re 2 78-HQ-C12 2 973 6 -VIO, 05/15/2006 

(S) 
^^ results were received fromf 
b7C rknowledge th^tf 
b7D 
b2 
b7E 
b4 

bl 
b6 
b7C 
b7D 

NSL 
had anv 

bl 
b6 
b7C 
b2 
b7E 
b7D 
b4 l 

SECRET 

NSL VIO-1475 



b4 
' S ) 

bl 
b6 
b7C 
b7D 
b4 

SECRET^ 

NSL VIO-1476 



S^EL SECRET 
b2 

>: Inspection From: 
(U) ' KG : ^RF 2 7 8 - HQ -C12 2 9736-VIO, 05/15/2006 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate 

NSL VIO-1477 



(INSP) (FBI) 

From: 
Sent: b o 
To: h l C 
Subject: 

( INSP) (FBI) 

Thursday. June OR. 2006 12:30 PM 

;OGC) (FBI) 

Re: 278-HQ-C122Ô736-VIÔ serial 1396 

RECORD 278-HQ-C1229736-VIO 

I just spoke wi th S/1 in regarding the subject serial. b6 
b7C 
b5 

being Kicked up t o Jul ie today . 
also said the discussion, as he understood, was 

Would you please make a note let me know what the final outcome of th is is? I want to be able to include it in my 

notes on th is matter. 

Thanks much -

n 

[ 
:>». » . 

Conduct Review Specialist 

Initial Processing Unit/IIS/INSD 

E? 202-324-

Room 11865 

b6 
b7C 
b2 

NSL VIO-1478 



(Rev. 01-31-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
Date: 12/28/2006 

Attn: 

Attn: 
Attn: 

internal Investigative 
Section, Room 1186 
AD 
SAC, CDC 

From: General Counsel 
Counterterrorism Law Tin-it- tt/t.v_-> -.r. -. ^ 

B / E Contact: 
bo 

Approved By-

Drafted By: (U) C a s e I D # : 278-HQ-C1229736-VIO^(Pending) 

¡U) 
kO 
b7E 

b2 Title: (U) POSSIBLE INTE 
I OB 2006-

Synopsis = X The 

jLIGENCE OVERSIGHT BOARD MATTER 

requested that 
a potential 

, . Division 
the Office of the General Counsel (OG^T review 
Intelligence Oversight Board (IOB) error and determine whether 
is reportable to the IOB. It is the opinion of OGC that the 
collection of information in this matter was lawful. The 
Office of Intelligence Policy and Review (OIPR) provided a 
preliminary letter of non-compliance to the Foreign 
Intelligence Surveillance Court (FISC). Despite this fact it 
is the opinion of OGC that no report to the IOB is warrant4d 
Our analysis follows. 

it 

<U) 

(U) Reference : ( 

Details: (S) 

bl 
b6 
b7C 
lo 2 
b6 
b7C? JREV'fcV 
FBI INVESTIGA' 

OJG/DOJ INVESTIGATION: 

3n: t2-^aZ2_006 

278-HQ-C1229736-VIO Serial 1396 

Ú^ltl^J íj 1 

NSL VIO-1479 



RET 

(U) T o : Inspection From: Office of General Counsel Re- 278-HQ-C122 9 73 6-VIO, 12/28/2006 

(s: 

bl 
b6 
b7C 
b2 
b7E 

bl 
b2 
b7E 
bo 
b7C 
b7D 
b4 

bl 
bo 
b7C 
b7D 
b2 
b7E 
b4 

bl 
b6 
b7C 

(S) On 5/12/2006 SA 
receive^ the results from a National Security Letter 

I , ."1 The NSL r^, 
subscriber information 1 The r-^wnH-Q 
indicated| 

(case agent), 
(NSL) 

The NSL requested 

1 

On 5/12/2006 the case agent summarized the 
investigation documented above and notified the ITOS II 

S E C ^ l 

NSL VIO-1480 



SEb^ET 

(U) 
To: 
Re : 

Inspection From: Office of General Counsel 
2 78 - HQ -C1229736 -VIO, 12/28/2006 

bl , 
b6 
b7C 
b2 
b7E 

bl 
b6 
b7C 
b2 
b7E 
b7D 
b4 

Supervisor, the OIPR attorney for this case, and 
Supervisor for the case. Subsequently NSLB was also notified 
On 5/15/2006 the OIPR attorney inst-rnrtPH the case agent to 
immediately shut down I i i 
I 
uiuuaaiatfely stopped r 

The case agent 

On 5/15/2006, 
reported this matter as a potential IOB violation. 

(S) 

bl 
bo 
b7C 
b7D 

ANALYSIS 

^ X ^ As required by Executive Order (E.O.) 12863 
(Sept. 13, 1993) and Section 2-56 of the National Foreign 
Intelligence Program Manual (NFIPM), OGC was tasked to 
determine whether the surveillance errors described here are 
matters that should be reported to the IOB. We believe that 

SEHSJELET 

3 

NSL VIO-1481 



SCitEĴ  SEC 

To: ^Inspection From: Office of General Counsel 
Re: (W 2 78-HQ~C122973 6-VIO, 12/28/2006 

the reported activity was lawful and not violative of the 
rights of a U.S. person, but OIPR provided a preliminary 
notice of an incident of non-compliance related to this 
matter. OGC respectfully disagrees and has filed memoranda 
stating the FBI's position on this matter. To date, we have 
received no response from OIPR to these memoranda despite 
repeated requests. 

(U) Section 2.4 of E.O. 12863 mandates that the 
heads of Intelligence Community components report all 
information to the IOB that it deems necessary to carry out 
its responsibilities. That section requires Inspectors 
General and General Counsel of the Intelligence Community to 
report "intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive order or 
Presidential directive." This language has been interpreted 
to mandate the reporting of any violation of guidelines or 
regulations approved by the Attorney General, in accordance 
with E.O. 12333, if such provision was designed in full or in 
part to protect the individual rights of a United States 
person. This includes violations of agency procedures issued 
under E.O. 12333, unless they involve purely administrative 
matters.1 For the FBI, the Office of the General Counsel 
(OGC) submits reports to the IOB.2 

fc^L The Attorney General's Guidelines for FBI 
Foreign Intelligence Collection and Foreign 
rmintPTi ntpl 1 i rrptice Investigations (NSIG) provide that] 

J NSIG (Introduction) at 4. Section 2-56 of 
the NFIPM identifies as reportable to the IOB unauthorized 
investigations, the use of unlawful methods and techniques, 

1 S e e EC from Inspection Division to All Divisions; Title: 
Revised Procedures for the Submission of Reports of Potential 
Intelligence Oversight Board (IOB) Matters, Case ID # 66F-HQ-A1247863 
Serial 172 at 5-6 (2/10/2005). The Inspection Division is required 
to maintain for three years records of administrative violations, for 
possible review by the Counsel to the IOB, together with a copy of 
the opinion concerning the basis for the determination that IOB 
notification was not required. Id. at 6. 

See id. at 4. 

SE s c h ^ T 

NSL VIO-1482 



S E C ^ T 

To: ^Inspection From: Office of General Counsel 
(U) Re : y^j 27Q - HQ -Ci229736-VIO, 12/28/2006 

exceeding the authorized scope of permitted activities, and 
failing to adhere to minimization requirements.3 

(U) Title 18 U.S.C. § 3123 

b5 

b 1 
b6 
b7C 
b2 
t) 7 E 
b5 

(Si 
bl 

(s) 

3 (S) See also id. at 5, identifying reportable matters as 
including: (1) activities believed to be unlawful or contrary to 
Executive Orders or Presidential directives; (2) suspected violations 
of the Constitution; (3)1 l(4)[ ~ 

, 1 ' 1 
| (5) initiating a form of 

electronic surveillance or a search without authorization from the 
FISC, or failing to terminate an authorized surveillance at the time 
prescribed by the Court; and (6) failing to adhere to the 
minimization or dissemination requirements specified in a FISC Order. 

b5 

NSL VIO-1483 



SECRET 

To: inspection From: Office of General Counsel 
•Re.: C&T 2 78-HQ-C122 973 6-VIO , 12/28/2006 

It is our opinion that m this instance there 
was no violation of the target's rights or of the guidelines 
or regulations approved by the Attorney General. The Office 
of General Counsel filed memoranda with the Office of 
Intelligence and Policy Review on July 21 and August 14, 2006, 
stating the opinion set forth above. 

SECRET 

6 
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SECk^ST 

To: Inspection From: Office of General Counsel 
(U) Re : " 278-HQ-C122 9 73 6 -VIO, 12/28/2006 

LEAD(s): 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) As provided in the Revised Procedures for the 
Submission of Reports of Potential Intelligence Oversight 
Board (IOB) Matters, retain a record of the report of a 
potential IOB matter for three years for possible review by 
the Counsel to the IOB, together with a copy of the OGC 
opinion concerning the basis for the determination that IOB 
notification is not required. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT ITOS II 

(U) Read and clear. 

Set Lead 3: (Info) 

b2 
b7E 

(U) Read and clear. 

SÏJÇJIET 

7 

NSL VIO-1485 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

b2 

b2 
b7E 

Precedence: ROUTINE 

To: General Counsel 

Date: 03/09/2007 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact : 

b6 
Approved By: Miller David Ian 

b? Drafted By: 

Case ID #: 

Title: (U) 

(U) 278-HQ-C122 973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2274 
0GC/I0B# 2006-

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HQ-C1229736-VIO Serial 1396 
2 78-HQ-C1229736-VIO Serial 2065 

Details: (,HL 
an EC from 

_ILLe_[nternal Investigations Section (IIS) received 
Division dated 05/15/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

NSL VIO-1486 



(Rev. 01-31-2003) 
SÎD3RËÎ/ /20320312 

FEDERAL BUREAU OF INVESTIGATION 

b7E 
b6 
b7C 

CU) 

b2 
b7E 

Precedence : ROUTINE 

To: 

Date: 03/12/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: CRS 

'A 
Approved By:'¿filler David Ian 

Drafted By: 

Case ID #: (U) 2 6 3 - HQ - 0 - U - 716 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
k2 INSD/IIS TRACKING# 2274 

0GC/I0B# 2006-

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1396 

Reference : (U) 2 78-HQ-C12 2 973 6-VIO Serial 1396 
2 78-HQ-C1229 736-VIO Serial 2065 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

^S^pS^T//20320312 

NSL VIO-1487 



¡ÖSAT SW, 
U.S. Departmev jf Justice 

Office of the Inspector General 

Washing,on, D C. 20530 

DATE: March 23, 2007 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

• • 

SUBJECT: OIG rnipnlaint Nn 70070047? 
b6 Subject: 
b7C 
b2 
b7E 

FBI No. 263-0-U-716 
CMS No. 2274 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Ident i fy ing informat ion may have been redacted from the attached OIG Report /Referra l pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidential ity or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency , you may contact the 
Assistant Inspector General for Invest igat ions. 

Please be advised that, w h e r e adverse action is not contemplated, the subject of an invest igation does not have a 
right to have access to an O I G Report /Referral or to the identities of complainants or witnesses , and that, in all 
cases, complainants and wi tnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the W h i s t l e b l o w e r Protect ion Act. 

Attachment 

NSL VIO-1488 



OIG - INVESTIGATIONS DIVISION Complaint Form OIG NO.: 689-2007-004221-M 

Received By: Date Received: 02/09/2007 H o w Received: A 

SUBJECT: 
Title: SSA 
Component: FBI 
Mi so : 
Home: 
Phone: 
Work: 
Phone: 

Pay Plan 
EOD Date 

;202! 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B . 0.P.No. 

D/L No. 
Offenses 689 

SUBJECT: 
Title: Sfi 
Component: FBI 
Mise : 
Home : 
Phone : (J 
Work : , 
Phone: (202) 

Pay Plan 
EOD Date 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B . O.P.No. 

D/L No. 
Offenses 689 

b6 
b7C 
b7E 

COMPLAINANT: 
Title: ATTY 
Component : FBI 
Ml SO : 
Home : 

Pay Plan: 
EOD Date: 

Phone : () -
Work: , WASHINGTON. DC 
Phone: (202) 
Confidential :l 

ZIP: 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority : 

(S) 

Details : 
he FBI provided information regarding a potential IOB matter (2006 b2 

(S) 
mien SA 
discovered 

provided 

received the results from the service provider on 5/12/06, he 

time the information was provided 

On 5/16/06, SA I interviewed 

b6 
b7C 

However, at the b 2 
it was believed to be true and correct. b 7 E 

I 
b6 
b7C 
b7D FBI/OGC determined that this matter does not need to be reported to the IOB. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 02/16/2005 TIME: 
CITY State: b2 

:b7E Zip : 

DISPOSITION DATA: Disposition: M Date: 02/09/2007 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 03/22/2007 Component: FBI 
Patriot Act: N 

Sensitive: N 

Page 1 ol 2 

Civil Riahts: N 
Whistleblower: N 

Component Number: 263-0-U-716 
Consolidat^^gs^pQNjupggr : 

Printed 03/22/2007 12 : 33 ; 02 



OIG - INVESTIGATIONS DIVISION - Complaint Form b 2 QIC NO. J 1689-2007-004221-M 

Remarks: 
Predicating material contains classified information which will be maintained in a secure 
container at OIG/INV. (stp) 

3/23/07: Sent to Kaiser/FBI. (stp) 

Page 2 of 2 
NSL VIO-1490 

Printed 03/22/2007 12 : 33 : 02 



(Rev. 01-31-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 
b2 

oG • 

b 2 
b7E 
b6 
b7C 

bl 
bo 
b7C 
b2 
b7E 

( U ) 

Precedence: ROUTINE 

To: -inspection 
General Counsel 
Counterterror!sm 

From: 

Contact: 

Approved By: 

Date: 04/12/2006 

IIS 
NSLB 
ITOS 1/C0NUS2, 

Drafted By: 

Case I D # : 

AIL i i r o r a i à T i o i COITJ 
HEREIH I S UÏCLàSSIFI l 
KEERE SHOWI OTOEllISl 

Title 

2'/8 - HQ-C12297 36 -VIO (Pending) 
I ̂  o. 

To advise FBIHQ of facts that could conceivably 
The Division sent an N.ST, 

b2 
b7E 
b7D 
(U) 

Synopsis 
be reportable to the IOB 
requesting billing and subscriber records 
believed fo be used by the subject however, later learned that L providing the information had transposed numbers | | 

(S) M 
bl 
b2 -
b7E 

requested an Details: (S) On January 5, 2 0 06,^SA 
b6 E C P A National Security Letter (NSL) in captioned matter"fnr"7 

telephone number| ~ 
The NSL,which requested subscriber and toll billing information w a s properly served on b7D 

b2 
b7E 
]q4 m (X) Upon return of the requested information it was 

b7D d l s c o v e r e d t h a t t h e telephone number provided 

s c 

U l i 

b6 
b7C 

m^jMi 2hLi 
sìì^RET 

01 

NSL VIO-1491 



(S b2 b7E 
bl 

b2 
b7E 

b2 
b7E 
b6 
b7C 

b2 
b7E 
b7D 

(U) 

To : 
Re : 

Inspection From: \ 
0 4 / 1 2 / 2 0 0 6 

(U) contained transposed numbers which resulted in Division 
receiving subscriber and toll billing information on an 
individual not subject to the investigation. 

(U) When SA discovered this error he advised his 
supervisor, SSA and the writer, CDC, |who 
contacted NSLB for flirchèr instructions. 

(S) On instruction from NSLB, the communications 
relating to the issuance of this NSL have been permanently 
charged out of captioned fi.le and turned over to the CDC I 

nave not been reVieweu otilei cnaft to ascertain tnat 
information contained therein does not pertain to subject of 

the 

investigation. Additionally, CDC I |has ensured 
of the information received from or nprt-aininn rn this 
been indexed or 
accessible in FBI data bases. 

is 

that none 
NSL has 
otherwise 

X The documentation and discs have been placed in a 
sealed enveloped and placed in the CDC1 s safe pending further 
instructions from Inspection Division and NSLB. 

SECR: 

2 

NSL VIO-1492 



( S ) b2 ...Tp: Inspection From: 
b7E 0 4 / 1 2 / 2 0 0 6 

bl 

LEAD(s): 

Set Lead 1: (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) To advise of possible IOB violation. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT WASHINGTON. DC 

(U) Read and clear. 

6 

NSL VIO-1493 



(Rev. 01-31-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

<U) 

(U) 

Precedence : ROUTINE 

To: 

Date: 12/28/2006 

b2 
b7E 
b6 
b7C 

Counterterrorism 

Inspection 

Attn: 

Attn: 

Attn: 

From: Office of the General Counsel 
NSLB/CTLUIl/LXl/Room ̂ - 1 1 0 
Contact: AGC 

Approved By: 

Drafted By: 

C a s e I D # : 

Thomas Julie Fl WKL 
DATE : C6-C:-:D3? 
CLASSIFIED BT 651" 
E E â S Û l : 1 . 4 ( e ) 

278-HQ-C1229736-VIO-

INTELLIGENCE OVERSIGHT BOARD 
MATTER 200b-

Title: 
b2 
S y n o p s i s : I t is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the Intelligence 
Oversight Board (IOB). Rather, it should be maintained in the 
control file for periodic review by Counsel to the IOB. Our analysis 
follows. 

(U) Derived-JErgn^j^ 

Reference: bl 
-b2 
,b7E 

(s) 

requested that 

278-HQ-C1229736-VIO -
\ n 7 E / \ 

(U) Details: /T&] By EC dated 04/12/20C6, 
OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. As explained below, 
in our opinion, the FBI is not required to report this matter 
to the IOB. 

b2 
b7E 



C^E 

b2 
b7E To: 

Re : 

SECXET 

From: Office of the General Counsel 
2 78-HQ-C122973 6-VIO, 12/28/2006 

(U) 

(U) The President, by Executive Order 123 34, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) 
and established the Board as a standing committee of the 
President's Foreign Intelligence Advisory Board. Among its 
responsibilities, the IOB has been given authority to review 
the FBI's practices and procedures relating to foreign 
intelligence and foreign counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates 
that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division (INSD), and the General Counsel, 
Office of the General Counsel (OGC), respectively) report to 
the IOB intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive Order or 
Presidential Directive. This language has been interpreted to 
mandate the reporting of any violation of a provision of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG), 
effective 10/31/2003, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed to ensure the 
protection of individual rights. Violations of provisions 
that merely are administrative in nature and not deemed to 
have been designed to ensure the protection of individual 
rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records 
of such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

NSLs are a specific type of investigative tool 
that allows the FBI to obtain certain limited types of 
information without court intervention: (1) telephone and 
email communication records from telephone companies and 
internet service providers (Electronic Communications Privacy 
Act, 18 U.S.C. § 2709); (2) records of financial institutions 
(which is very broadly defined) (Right to Financial Privacy 
Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a list of financial 

SE^ET 

NSL VIO-1495 



b2 
b7E 

S^S^ET 

To:| | From: Office of the General Counsel 
Re: 2 7 8-HQ-C12 2 9 73 6 -VIO, 12/28/2006 

bl 
(U) 

b7D 

institutions and consumer identifying information from a credit 
reporting company (Fair Credit Reporting Act, 15 U.S.C.§§ 
1681u(a) and (b)); and (4) full credit report in an 
international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 16 81v). NSLs may be issued in conformity with 
statutory requirements, including 18 U.S.C. § 2709. 

Here, during an authorized investigation, the 
FBI properly served an NSL on a telephone carrier. At the 
time that the FBI issued the NSL, the FBI believed it to be 
the correct number. Upon return of the information, it was 
discovered by the FBI that the information was not related to 
the investigation. Unfortunately, further investigation 

was 
Since the 

revealed that the number obtained 
incorrect. had transposed the numbers . 
FBI as part of its investigation relies on others for 
information and the number provided to the carrier was the 

as being number that was communicated to the FBI by 
related to the investigation; it should not be reportable to 
the IOB. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 
of EO 12863, it is our opinion that this error is not 
reportable to the IOB. A record of this decision should be 
maintained in the control file for future review by the 
Counsel to the IOB. 

NSL VIO-1496 



SECTEEJ" 
t)2 to: From: Office of the General Counsel 
b7E Re: 278-HQ-C1229736-VIO, 12/28/2006 

LEAD(s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three 
years for possible review by the Counsel to the IOB. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON. DC 

(U) For information. 

Set Lead 3: (Action) 

b2 
b7E office should contact the carrier and 

ask whether the information should be returned or destroyed 
with appropriate documentation to the file. 

cc : 
b6 
b7C 

Ms. Thomas 

IOB Library 

SÎîÇ^ET 

NSL VIO-1497 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 03/09/2007 

Attn: NSLB 

bo 
b7C 
b2 

b2 
b7E 

From: Inspection 
Internal Investigations Section, 
Contact : CRS 

IPU, Room 3041 
Ext . 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 
b2 

Miller David Ian 

(U) 2 7 8- HQ-C122 973 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 0 84 
0GC/I0B# 2006-

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HQ-C1229736-VIO Serial 1319 
2 78-HQ-C1229736-VIO Serial 2004 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from| ^Division dated 04/12/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it, 
is the IIS's opinion the incident described therein is an 
administrative issue. Therefore, no internal investigation will 
be conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

NSL VIO-1498 



(Rev. 01-31-2003) 
? / / 2 0 3 2 0 3 1 2 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b 7 E 
b6 
b7C 

Precedence : 

To: 

ROUTINE Date: 03/12/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 

Ext. Contact : 
"LA -

CRS 

iller David Ian Approved By; 

Drafted By: 

Case ID #: 

Title: (U) 

b2 
Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) 2 63-HQ-0-U - 719 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2084 
OGC/lOB# 2006-| 

(U) 

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1319 

Reference: (U) 278-HQ-C1229736-VIO Serial 1319 
2 78-HQ-C122 973 6-VIO Serial 2004 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

SES&EÏ7 / 20320312 

NSL VIO-1499 



DATE: March 23, 2007 

U.S. Dipartine jf Justice 

Office of the Inspector General 

Washington, D.C. 20530 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

jpi l y 

FROM: Glenn G. Powel 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007004245 
Subject 

b7C 
b2 

Division 
FBI No. 263-0-U-719 
CMS No. 2084 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
w ith a copy of your final report on this matter. 

This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report /Referra l pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidential i ty or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency , you may contact the 
Assistant Inspector Genera l for Invest igations. 

Please be advised that, w h e r e adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an O I G Report /Referra l or to the identities of complainants or witnesses , and that, in all 
cases, complainants and wi tnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whis t l eb lower Protect ion Act. 

Attachment 

NSL VIO-1500 



OIG - INVESTIGATIONS DIVISION Complaint Form OIG NO. -689-2007-004245-M 

Received By: Date Received: 02/09/2007 H o w Received: 

SUBJECT 
Title: SA 
Component : FBI 
Mise : 
Home : 
Phone ~ 
Work : 
Phone : 

Pay Plan 
EOD Date 

¡202 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Of fenses 

SUBJECT: 
Title: S57T 
Component: FBI 
Mise : 
Home : 
Phone : 
Work : 
Phone : 

Pay Plan 
EOD Date 

( 2 0 2 ) 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Of fenses 689 

b2 
b6 
b7( 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
Misc : 
Home : 
Phone 
Work: 
Phone: (202) 
Contidentiai: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority : 

Details : 
The FBI provided information regarding a potential IOB violation (2006-| | b2 
On 1/5/06 sent a NST, to a telernrr IfTiuni c a t i o n s j 
subscriber records 
the subject of an investigation. 

information indicated was used by 

When the information was 
telephone number provided 

;he service provider, it was discovered that the 
contained transposed numbers which resulted in |_ 

receiving subscriber and toll billing information on an individual who was not the 
subject of their investigation. 

FBI/OGC determined that this matter is not reportable to the IOB. 
ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 01/05/2006 
CITY: 

TIME: 
State : b2 

=b7E Zip: 
DISPOSITION DATA: Disposition: M Date: 02/09/2007 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 03/22/2007 Component: FBI 
Patriot Act: N Civil Rights: n 
Sensitive: N Whistleblower: N 

Component Number: 263-0-U-719 
Consolidated Case Number: 

7 
b 
b7 

NSL VIO-1501 

Page 1 of 2 Printed 03/22/2007 3 : 12 : 59 



GIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. -689-2007-004245-M 

Remarks: 
Predicating material contains classified information which will be maintained in a secure 
container at OIG/INV. (stp) 

3/23/07: Sent to Kaiser/FBI. (stp) 

Page 2 of 2 

NSL VIO-1502 

Printed 03/22/2007 3:12:59 



FD-962 (Rev. 03-21-2005) 

b2 
b7E 
b6 
b7C 

(U) 

(U) 

(U) 

bl 
b7D 
b2 
b7E 
b7A 

(U) 

SE^ET 
FEDERAL BUREAU OF INVESTIGATION 

b2 
Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 05/04/2006 

fytftn: IIS, Room 11861 
Attn: NSLB, Room 7975 

DU 

From: 

SSA 

From: 

Contact : SSA 

Approved By: 

Drafted By: 

Tit:b6 (U) SA SA 
-, ,—7 SSA SSA b7C INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis To report possible IOB error. X 
Details: 

(s: 1. 

(S) 2. 

bl 

3 . 

bl 
b7A 

(S) Information accepted 
without legal processT 

(U) 

(U) 
4- Description of IOB Error (including any reporting delays). 

b2 
b7E~ 

OIS 
b7C 

UilloAr» ¿7 H dßki 
i,s reporting this matter in an abundance of caution. 

! 
SECHST 

NSL VIO-1503 



(U) 

b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 
bl 
b2 
b7E 
b7A 

bl 
b2 
b7E 
b7D 
b7A 
bl 
b7A 
b2 
b7E 

b2 
b7E 
b7A 

b6 
b7C 
b2 
b7E 
b7A 

bl 
b 2 
b7E 
br 

bl 
b2 
b7E 
b7A 

To: 
Re : 

Inspection From: 

SEchqsT 

2 78-HQ-C122 973 6-VIO, 05/04/2006 

(S) 

ISI 

I S I 

Division. Compact Discs and delivered the same to 
receipt of the 2 CDs,| Iplaced the CDs in a 1A envelope (FD-340) 

,two) 
Upon 

and forwarded it to 

(S) Cognizant of the fact 

Division via EC dated 03/09/2006. 

informed FBIHQ via e-mail on 03/23/2006 
in fact, provided evidentiary CDs to the FBI on the basis 

Ini vi .gì ion 

(S) Aware that 

had, 

view the contents of the CDs 
1A envelope it received from 

did not have proper legal authority to 
¿¡4d not remove the CDs from the 

Division. 

Subseguentlv, on 04/28/2006 the 
CDC 

case agent contacted 
still in .the 1 A 
Both the 
envelope 

and remitted possession of the CDs, 
envelope, and further sealed it in a larger envelope. 
case agent and CDC signed the larger sealed 

(S) As of this date, 
provided 

has not viewed or recorded the CDs 

(S) 

SÌ^RET 

NSL VIO-1504 



b2 
(U)b7E To: Inspection From: 

Re 

S E C ^ T 

278-HQ-C122 973 6-VIO, 05/04/2006 

bl 
b2 
b7E 
b7A 

(S) 

SECRET 

NSL VIO-1505 



To: Inspection From: 
Re: ^Ì^T 278-HQ-C1229736 -VIO, 05/04/2006 

LEAD(s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate 

SECTR^T 

NSL VIO-01506 



(Rev. 01-31-2003) 

SECRET/NJgli^RN 

FEDERAL BUREAi/oF INVESTIGATION 

ROUTINE 

b2 
b7E 
bo 
b7C 

( U ) 

b2 (U) 

(U) 

( U ) 

Counterterrorism 

Inspection 

Date: 12/28/2006 

Attn: SAC 
CDC 

Attn: ITOS 1, CONUS 4, 

Attn: IIS 
From: General Counsel ; 

NSLB/ Counterterrori .qrrj T.a'w rinit ¿1 /T,y 1 — 3 s "H Q 
Contact: UC 

Approved By : Thomas Julie F 

Drafted By: 

Case ID # 
bl 
b7A 
b2 L e : 
b7E 
Synopsisr/^I It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter need not be 
reported to the IOB. Our analysis follows. 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD (IOB) 
MATTER 2006-

Reference: 278-HQ-C1229736-VIO Serial 1365 



(U) b2 To. 
b7E 

SECRET/NOFORN 

From: General Counsel 
278-HQ-C1229736-VIO, 12/27/2006 

(U) This communication contains one or more footnotes 
To read the footnotes, download and print the document in Corel 
WordPerfect 8. 

bl 
b7A 
b2 
b7E 
b7D 

(S//NF) 

TUÏÏ 
( 2 ) 
to 

and 
CDs . 

delivered this to thpL 
I Inlarfd the CDs 

notified 

two (2; 
the two 

that it had received 
has 

Upon receipt of 
envelope and forwarded it 
March 23, 2006 bv e-mai1 

envelope and the CDC 

m a 1A 
FBIHQ on 

evidence in response to 
not removed the letters from the 
presently has nnssp^inn of -it-

1 

b7E 

i (U) See EC from the |Division to the Inspection Division and 
General Counsel, dated May 4, 2006, Case ID# 278-HQ-C1229736-VIO Serial 1365 
titled "INTELLIGENCE OVERSIGHT BOARD ERROR " hereinafter cited as ' 

SECRET/ÎÎO^RN 
A 

NSL VIO-1508 



D Z 

<U)b7E To: 

SECREÎ/Ni^ORN 

From: General Counsel 
Re: ^ ^ 278-HQ-C1229736-VIO, 12/27/2006 

(U) X As required by Executive Order (E.O.) 12863 and 
Section 2-56 of the National Foreign Intelligence Program Manual 
(NFIPM), OGC was tasked to determine whether the error described 
here is a matter which must be reported to the IOB. We believe 
that the reported activity does not require IOB notification. 

(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 
directive." This has been interpreted to include violations of 
the Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection ("Attorney 
General's Guidelines"), the implementation of which is mandated 
by Executive Order 12333. 

(S) 

bl 

In this instance,f 

bl 
b7D 
b2 
b7E 
b7A 

T t h l 

In response 
provider erroneously provided 

I to 

I 

properly1 
sequestered this inadvertently obtained information, 
not take any unauthorized actions or any actions outside the 
scope of the investigation under EO 12333. 

did 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

^S^tïRÇT^éFORN 

NSL VIO-1509 



(U) 

fc)2 
b7E 

To: 
He : 

SECRET2MDF0RN 

From: General Counsel 
278-HQ-C1229736-VIO, 12/27/2006 

:ui should contact the carrier and ask whether 
:entionally acquired information should be the improperly or u m n 

returned or destroyed with appropriate documentation to the file. 

6 

NSL VIO-1510 



SECRE^IQFORN 

( U ) 

b2 
"b7E 

To: 
He: 

From: General Counsel 
X78-HQ-C1229736-VIO, 12/27/2006 

b2 
b7E 

LEAD(s) : 

Set Lead 1 : (Action) 

should contact the carrier and ask whether 
the improperly or unintentionally acquired information should be 
returned or destroyed with appropriate documentation to the file. 

Set Lead 2 : (Action) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

cc : 
b6 
b7C 

Ms. Thomas 

1UB Library 

SECRET/NOFORN 6 

NSL VIO-1511 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 03/09/2007 

Attn: NSLB 

bo 
b7C 
b2 

b2 
b7E 

From: Inspection 
Internal 
Contact : 

Inve stigations 
CRS 

Section, IPU. Room 3041 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

b2 

Miller David Ian 

(U) 278 -HQ-C1229736-VI0 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 22 00 
0GC/I0B# 2006-1 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1365 
2 78-HQ-C1229736-VIO Serial 2005 

(U) The Internal Investigations Section (IIS) received 
Division dated 05/04/2006, reporting a 

Based upon a review of the referenced EC it 

Details: 
an EC from 
possible idB error, 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

NSL VIO-1512 



(Rev. 01-31-2003) 
3 2 0 312 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

( U ) 

b2 
b7E 

Precedence : 

To: 

ROUTINE 

Attn: 

Date: 03/12/2007 

SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU. Room 3041 
Contact: CRS 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

b2 

\ • 

iller David Ian 

(U) 2 6 3-HQ-0-U - 717 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 22 0 0 
OGC/lOB# 2 006-1 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

X LÛ312 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1365 

Reference: (U) 278-HQ-C1229736-VIO Serial 1365 
278-HQ-C1229736-VIO Serial 2005 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 

S | S £ É T / / 2 0 3 2 0 3 1 2 
NSL VIO-1513 



DATE: March 23, 2007 

U.S. Departme. jf Justice 

Office of the Inspector General 

Washington, D.C. 20530 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Fédéral Bureau of Investigation 

(?jÉt**v (x Ç&wdJl 
FROM: Glenn G. Powell 

Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007004226 
Subject: Unidentified 

I "I Divisi00 
b 7 E FBI No. 263-0-U-717 

CMS No. 2200 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

| | This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

| | This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Ident i fy ing information may have been redacted from the attached OIG Report /Referra l pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidential i ty or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency , you may contact the 
Assistant Inspector General for Invest igations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an O I G Report /Referra l or to the identities of complainants or witnesses , and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whis t leb lower Protect ion Act. 

Attachment 

NSL VIO-1514 



SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
MlSC : 
Home: 
Phone: 
Work: 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

b6 
b7C 
b2 

Title: ATTY Pay Plan: 
Component: FBI EOD Date: 

Home : 
Phone : 
Work : 

1 Home : 
Phone : 
Work : 

0 - ZIP: 
. WASHINGTON, PC 

Phone: (202) 
Confidential: 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority : 

Details 
The FBI provided information regarding a potential IOB matter. 

Divis ior 

Division sent the letter^ 

J forwarded the CDs to :wo CDs which it provided to 
\ware that it did not have the proper legal authority to view the contents of the CDs, 

did not remove the CDs from the envelope. 

(Sì 
FBI/OGC determined that this matter does not need to be reported to the IOB. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 02/27/2007 
CITY: 

TIME : 
State : b2 Zip: 

b7E DISPOSITION DATA: Disposition: M Date: 02/09/2007 Approval: yuWELL, GLENN G 
f 

Referred to Agency: FBI Date Sent: 03/22/2007 Component: FBI 
Patriot Act: n Civil Rights: n Component Number: 263-0-U-717 
Sensitive: N Whistleblower: N Consolidated Case Number: 

Remarks: 
Predicating material contains classified information which will be stored in a secure 
container at OIG/INV. (stp) 

3/23/07: Sent to Kaiser/FBI. (stp) 
NSL VIO-1515 
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FD-962 (Rev. 03-21-2005) 

SECRET//20311031 
FEDERAL BUREAU OF INVESTIGATION 

èìbo 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Attn: 

Date: 10/31/2006 

IIS, Room 11861 

b2 
b7E F r o 

Attn: NSLB, Room 7 97 5 

Attn : ASAC 
CDC 

b6 ^^ Contact: SA b7C 
Approved By: 

Drafted By: 

30KTA1HED 

(U) 

Case I D # : ^ g j 278-HQ-C1229736-VIO 
IOB 

( U ) 

b2 
Tib7E (U) saT 
B6 SSTH 
b7C 

Synopsis : 

1 MT C T JÏSTin?' Ti If» 
SS 1 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

( U ) 

Details 

To report possible IOB error. 

NSL VIO-1516 

UUL/ Ui'^J^J^ 



SEC^T//20311031 

To: E :;0 : 
nspection From: 

278-HQ-C1229736-VIO, 10/31/2006 

S) On 08/28/2006, a National Security Letter (NSL) requesting 
the name, address, length of service, and electronic communication 
transactional records, \ I 

I Knot to i nc.1 udel 
I ] 

accordance with the Attorne 
served bvf 

was prepared and approved in 
y General Guidelines. The NSL was 
]Field Office and on 10/17/2006,I I 

provided the results of the NSL to ] Field 
n f f i r . p v i a email. As of the date of this electronic communication, 

is awaiting the physical results of the NSL. 

(S) On 10/24/2006, a preliminary review of the results the 
NSL revealed 
that included information 

s i . i n n l i e d f 

|and was not requested by the FBI. This information was 
not utilized by the case agent in any analysis nor was it 
documented in the case file. 

] 

SECRET//20311031 
2 

NSL VIO-1517 



SECRB^//20311031 

rA Inspection From: 
-b7E : ^ ^ 2 7 8-HQ-C12 2 9 73 b-V i 0, Î0/31/2006 

LEAD(s): 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate 

SEQ^UST//20311031 

NSL VIO-1518 



(01/26/1998) 

s È c k s ^ 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 1 / 1 8 / 0 7 

JDZ 
b7E 
b6 
b7C 

(U) 

(U) 

(U) 

(U) 

b l 
b2 
b7E 

To : 
Counterintelligence 
Inspection 

Attn: SAC, CDC 
Attn: AD 
Attn: IIS, CRS 

From: General Counsel 
National Security Affairs/Room 7974 
Contact: Julie F. Thomas 

Approved By: Thomas Julie Ft 

Drafted By: 

Case ID #: (U) 278-HQ-CI229 736 -VIO — 
b2 .. 
b7E 

Title: 16) POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2007-

S y n o p s i s : I t is the opinion of the Office of the General 
Counsel (OGC) that no error was committed in this matter, and 
therefore nothing need be reported to the IOB. A record of this 
decision should be maintained in the investigation control file 
for review by the Counsel to the IOB. 

(U) 

Reference: 

Details : (S 

278-HQ-C1229736-VIO-1808 

"G/DOJ REVIEW) 
13 rJI INVESTIGATI 

0IG/D0J INVESTI 

DATE; d ^ h 7 

M ) 
DATE; d ^ h 7 

M ) 
GATIÛN: L ^ 

SÈbR^T^ 

NSL VIO-1519 



SEC 

b2 
b7E T o : 

Re : 
From: Office of the General Counsel 

(S I 

( S I 

(S) 

iU) 

278-HQ-C122 9736-VIO, 1/18/07 

(NSL) to| 
initially sent a w^innai—Security Lett er 

[requesting the name, address, length of service, and 
electronic communication transactional records, to include 

" ^ l 1 1 
If not- -i uri^ 1 

m e IMSL was served' 
10/17/2006, thej_ 
of the NSL to 

T Field Office provided the results 
Field Office via email. 

of this NSL revealed 
C83 On 10/24/2006, a preliminary review nf the results 

had supplied 
transactions that included i.nformat 

suppl: 
i "ri I 

pma i 1 
1 

] m i s inrormation was not utilized by the 
case agent in any analysis nor was it documented in the case 
file. As of the date of this EC, thel I Field Office was 
still awaiting the physical results of the NSL. Subsequently, 

produced a CD-ROM with the all of the information. This 
CD-ROM has been stored in a 1-A envelope, and sequestered with 
the CDC. 

The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 9/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential Directive." This 
language has been interpreted to mandate the reporting of any 

S E C R k ^ 

2 

b6 
b7C 

b7E 
b7D 
b4 

b4 
b7D 
b2 
b7E 

NSL VIO-1520 



SECR: 

b2 
b7E 

To : 
Re : 

From: Office of the General Counsel 
2 7 8- HQ-C122973 6 -VIO, 1/18/07 ' 

(U) 

bl 

(S) 

violation of a provision of The Attorney General's Guidelines for 
FBI National Security Investigations and Foreign Intelligence 
Collection (NSIG), effective 10/31/2003, or other guidelines or 
regulations approved by the Attorney General in accordance with 
E.O. 12333, dated 12/04/1981, if such provision was designed to 
ensure the protection of individual rights. Violations of 
provisions that merely are administrative in nature and not 
deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

X NSLs are a specific type of investigative tool 
that allows the FBI to obtain certain limited types of 
information without court intervention: (1) telephone and email 
communications record from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709; (2) records of financial institutions (which is 
very broadly defined)(Right to Financial Privacy Act, 12 U.S.C.§ 
3414(a)(5)(A); (3) a list of financial institutions and consumer 
identifying information from a credit reporting company (Fair 
Credit Reporting Act, 15 U.S.C. §§n 1681u(a) and (b); and (4) 
full credit report in an international terrorism case (Fair 
Credit Reporting Act, 15 U.S.C. § 168v). NSLs may be issued in 
conformity with gtatntm-v -rpgiHrpmpnt-^ including 18 U.S.C. 
2709 . 

(X) Here, during an authorized invpsfimfina. 
served an NSL 

!S) 
b2 
b7E 
b7D 
b4 

properly 
In response to the properly served NSL,theFBIobtained£ 
transactionInformation beyond what it is legally authorized to 
receive, i.e. [ It should be noted that the 
FBI's response 
commendable. 
been provided 
concluded tha 
requested. 

m receiving the unsolicited material was 
Upon reviewing the information in email that had 

quickly 

information m a 
NSL have been uploaded 

some Ol ir was not mtormation that had been 
| has maintained the CD-ROM with all of the 
1A envelope with the CDC, and no results of this 

and no record exists in ACS. 

SECfRS^r 

NSL VIO-1521 



(U) 

SECRET 

L§(f By agreement with the Counsel to the IOB, it is 
our opinion that this error is not reportable to the IOB. A 
record of this decision should be maintained in the control file 
for future review by the Counsel to the IOB. 

NSL VIO-1522 



Set Lead 1 : 
b2 
b7E 

(Action) 

b4 
b7D 

(S) Return original 
replacement which contains only th 
information responsive to the NSL. 

and request a 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) Read and clear. 

1-Ms. Thomas 
b6 i-| 
b7C 

i-IOB Library 
• • 

SECRET 

5 

NSL VIO-1523 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 03/09/2007 

Attn: NSLB 

b6 
b7C 
b 2 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: CRS 

Approved By: Miller David Ian 

Drafted By: 

Case ID #: 

Title: 
b2 

(u) 

(U) 2 78-HQ-C12 2 973 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 3160 
0GC/I0B# 2 007-

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-
278-HQ-

C122 973 6-VIO 
C1229736-VIO 

Serial 1808 
Serial 2156 

Details: (U) The Internal Investigations Section (IIS) received 
b2 
b7E 

an EC from 
IOB error. 

Division dated 10/31/2006, reporting a possible 
Based" upon a review of the referenced EC it is the 

IIS's opinion the incident described therein is indicative of a 
performance issue. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

NSL VIO-1524 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b 6 
b7C 

(U) 

b2 
b7E 

Precedence : 

To: 

ROUTINE Date: 03/12/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal TnyPRHaaHnns Section. IPU. Room 3041 
Contact: CRS 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 
b2 

iller David Ian 

(U) 2 63-HQ-0-U - 720 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 3160 
0GC/I0B# 2 007 -| ~| 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

-X 
Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1808 

Reference: (U) 278-HQ-C1229736-VIO Serial 1808 
2 78-HQ-C122 973 6-VIO Serial 2156 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

T / / 2 0 3 2 0 3 1 2 

^ NSL VIO-1525 



(01/26/1998) 

SECÇ^ 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 02/11/2007 

To: Counterterrorism Attn: AD 

b6 
b7C 
b2 
b7E 

(U) 

(U) 

(U) 

(U) 

(U) 

Inspection Attn: Internal Inspection Section, 
Room 

11Ô65 

Attn: SAC, CDC 

From: General Counsel 
National Security Law Branch 
Contact : 

Approved By: Thomas Julie ¿ m ) 

Drafted By: 

Case ID #b2 
b7E 
bl 

Title: 

M 278-HQ-C1229736-VIO' 
X 

( S ) 

-A89455-IOB 

b2 

- X 

INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB MATTER 2007-£ 

Dèrìì 
Dei :y On 

S y n o p s i s I t is the opinion of the Office of the General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB), but, rather, that a record 
of this decision should be maintained in the investigation 
control file for review by the Counsel to the IOB. Our 
analysis follows. 

SECRk^ 

l Si.« » Ik! .Ì t 
. ' ri "v ¡r 

rç/VTP' tf.Hi W! 
NSL VIO-1526 



To : CTD 
bl Re: (S)| 

(U) 

(S) 

SE^^ET 

From: General Counsel 
02/11/2007 

bl 
b6 
b7C 
b2 I 
b7E 

278-HQ-C1229736-VIO Serial 1808 

n the Electronic < 
reported that on 11/15/2004, 

Reference: 

Details: As discussed in the Electronic Communication 
(EC) referenced above1, 

bl 
b7D 
b2 
b7E 
b4 

bl 
b7D 
b4 

(U) 

requesting 1 
records, 

trom was 

Code (U.S.C.), Section 2709 
The NSL was served 

As of the date of 

on 10/17/2006 
1 provided the results of the NSL to 

EC, 
physical results of the NSL. 

via email. 
was awaiting the 

(S) A preliminary review of the results of the NSL 
revealed that I I supplied 

This 

See 278-HQ-C1229736-VIO, Serial 1808, dated 10/31/2006 and 
b6 titled "SA| SSA 
b7C oard (IOB) Error". 

Intelligence Oversight 

2 (U) A "United States person" (USP)is defined in Section 10l(i) of 
t h e Foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 1801 
et sea.) as "a citizen of the United States [or] an alien lawfully admitted 
for permanent residence (as defined in section 101(a)(20) of the Immigration 
and Naturalization Act) . . . ." See also Section II.W of The Attorney 
General's Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations. 

SECRET 

2 
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Di To: 
Re : 

CTD 
(S) 

sbs^i 

eral 
02/11/2007 

SECRET 

From : General Counsel 

information 

which were explicitly excluded in the NSL request. | 
stated that the information! 

and noted that the 
information was not utilized by the case agent in any analysis 
nor was it documented in the case file. 

(U) Section 2.4 of Executive Order (EO) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive. This 
language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the IOB was known as the President's .Intelligence 
Oversight Board (PIOB). By longstanding agreement between the 
FBI and the IOB (and its predecessor, the PIOB), this language 
has been interpreted to mandate the reporting of any violation 
of a provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially 1 
administrative in nature need not be reported to the IOB. The 
FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon request. 

The issue is whether the apparent inclusion of 
information which may be considered content of communications 
violated the NSL statute. Section 2709, U.S.C. Title 18, 
provides that a national security letter may be used to obtain; 
electronic transaction communication records from electronic 

E communications service providers. That provision has been 
interpreted generally to preclude obtaining any information 
that may be considered "content" of communications. The 
informat ion that was obtained by| | was observed to 

SECÌH^ 
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To-: 
bl 

b2 
b7E 

CTD From: General Counsel 

the transactional records that it requested and arguably was 
content information. Assuming, without concluding, that the 
information was content, and that such information was not 
subject to being produced via a national security letter, the 
error was by the NSL recipient. Therefore, pursuant to an 
agreement with the IOB, the collection is not reportable.3 

CONCLUSION 

b2 
b7E 

(U) OGC concludes that this matter does not warrant being 
reported to the IOB. Consistent with our prior opinions on this 
matter, a record of this decision should be maintained in the 
control file for future review by Counsel to the IOB. 

Should receive a physical copy of the records 
described above, the records should be sequestered with the 
Chief Division Counsel until such time as .the NSL recipient 
can be contacted to ascertain its preference as to whether the 
records should be returned or destroyed. 

should assure that no such records are made 
available in any FBI file or database, or in any other way, 
available for review. 

3 By letter dated 11/13/2006, counsel to the IOB agreed that third party 
errors in the collection of information pursuant to an NSL are not reportable 
to the IOB. 
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S 

(S) 02/11/2007 

LEAD (s): 

Set Lead 1: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 2 : (Action) 

INSPECTION 

AT IIS, WASHINGTON, DC 

(U) For action deemed appropriate, including the 
maintenance of this report for three years in order to permit its 
review by the IOB. 

Set Lead 3: (Action) 

b2 
b7E 

(U) For action consistent with this report. 

1 - Ms. Thomas 
b6 1 -
b7C 1 -1 - IOB Library 

5 
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l u s . Departine. >f justice 

Office of the Inspector General 

Washington, D.C. 20530 

DATE: March 21, 2007 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: 

SUBJECT: 
b6 
b7C 
b2 
b7E 

Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

OIG Complaint No. 2007003955 
Subject: et al., 
FBI No. 263-0-U-720 
FBI CMS No. 3160 

• 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I J This complaint will be investigated by the OIG. 

I M P O R T A N T N O T I C E 

Identi fying informat ion may have been redacted from the attached OIG Report /Referra l pursuant to § 7 of the 
1G Act or because an individual has (a) requested confidential i ty or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your A g e n c y , you may contact the 
Assistant Inspector General for Invest igat ions . 

Please be advised that, where adverse action is not contemplated, the subject of an invest igat ion does not have a 
right to have access to an O I G Report /Referra l or to the identities of compla inants or witnesses , and that, in all 
cases, complainants and witnesses are entit led to protection from reprisal pursuant to the Inspector General Act 
and the Whis t l eb lower Protect ion Act. 

Attachment 
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HG - INVEST IGATIONS DIVIS ION Complaint Form OlG NO.: • 6 8 9 - 2 0 0 7 - 0 0 3 9 5 5 - M 

.eceived By: Date Received: 02/20/2007 How Received: A 

UBJFX'T 
;itle : SA~ 
omponent: FBI 

Pay Plan 
EOD Date 

orne : 
hone : ^ 
'or k : 
'hone : 202 

SSNO 
D.O.B. 

Alien No. 
F.B.1.No. 
B.O.P.No. 

D/L No. 
Of fenses 689 

UBJECT 
2 tie: SSA 
omponent: FBI 
liso : 
ome : 

Pay Plan 
EOD Date 

'tone : |——— 
'ork : , 
'hone: (202) 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Of fenses 

b6 
b7( 
b2 

689 

OMPLAINANT: 
i tie : ATTY 
omponent: FBI 
iisc : 

Pay Plan 
EOD Date 

; ome : 
hone 
'ork : 
'hone : ~ (202) 
onf idential: 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority : 

DetaiIs : 
The FBI provided information regarding a potential IOB matter (2007 

b2 

On August 28, 2006, a National Security Letter (NSL) was served by 
Office; on October 17, 2006,| |Field Office provided the results to t' 

Field 
he 

lripld Office. On October 24, 2006, a preliminary review of the results revealed that 
transactions provided were not requested by the FBI. The information was not 

utilized in any analysis nor documented in the case file. (dz) 

b2 
b7E 
b7D 
b4 

.LLEGATIONS: 689 IOB Violation 
ccurrence Date: TIME: 
ITY : I State: Zip : 

b2 
b7E 

:SPOSITION DATA: Disposition: M Date: 03/13/2007 Approval: POWELL, GLENN G 

.eferred to Agency: FBI Date Sent: 03/13/2007 Component: FBI 
atriot Act: n Civil Riqhts: N 

ensitive: N Whistleblower: N 
Component Number: 263-9-U-720; 316C 

Consolidated Case Number: 

Remarks: 
-Predicating material contains classified information that will be maintained in a secure 
container within OIG/INV/HQ. 
-03/21/07-Sent to Kaiser/FBI/INSD (dz) 

ALL FBI I i r O E B i T l O l C01T1I1ED 
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