FD-962 (Rev. 03-21-2005)
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SESKET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/03/2006

To: Inspection : atn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975

From:

Contact: SA

o2
h7E Approved By:
o
Drafted By:
L -
in Cage ID #: (%) 278-HQ-C1229736-VIO /iéi
Title: vy s PECLARRIFY i
ST 107394 y
INTELLIGENCE OVERSIGHT BOARD {IOR) ERROR /Yy
L(/(
L'e‘
m Synopsis: )Xi To report possible IOB error.
mm,”mwm3§< Deri¥ : =
(- Declasggi i 2031
Details:
bl sy 1
b6
b7C
p7a (8) 2
iUJ“”“”:yii 3. Possible IOB Error:
>%( NFIPM Section Reference: Section 2-02.
{Sjm-mbl .
b7A

6

) 4. Description of IOB Errcr (including any reporting delays).

bl
bo
b7C
b7D
b7A

Ces

=V TR, Mﬁ@ﬂ ! SECREZ

_hﬂaﬂlﬂloj b6 NSL VIO-1370



(-

(51

To: Inspection From:
Re :ﬁ;{: 278-HQ-C1229736-VIO, 07/03/2006

b2
SEE!% b7E

in the NSL for the time period reguested. but indicated also in the

—matexials returned that|
: prior to the time period reguested in the NSL. Thererore, the

LOLL Ye

cords provided/

iy [

8

error.
‘analyzed or added to any databases, and have been sequestered with the

| CDC.

()

______ %] After opening the results to begin analvysis a few davs after
rece1v1ng the "toll recordd A
noticed the error and promptly notified the CDC via email.

Due to_trainings and conferences out of state during the month of

June,| |

| itiguiries regs

The toll records-

CDC was not able to respond untll 06/30/2006

;,z%zg{

NSL VIO-1371
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SECRET

[oNe}
3

To: _Inspection From:
AMRe;":>gz% 278-HQ-C1229736-V10O, 07/03/2006

LEAD(s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.
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(Rev. (11-37-2002)
9%

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/28/2006
To: Attn: SAC |
CcDC
SSRA |
b2 sa|
b7E ) :
b6 Counterterrorism Attn: ITOS II, GOU
b7C Inspection Attn: 118,
Rm L1865
From: General Counsel
National j Branch/CTIU TT/1X-1 38-100
Contact: i I
Approved By: Thomas Julie ﬁ&ﬁtﬂw
frait—
’
Drafted By:
/ //,\Cigtﬁ
{Uj~wvw"qa§e”ln"#’m"( )  278-HQ-C1229736-VIO (pending)
Title: (U) Intelligence Oversight Board . |
(IOB) Matter 2006 b2
. Synopsis: f8) It is the opinion of the Office of the General
iUJ" Counsel thdt the above referenced matter need not be reported
to the Intelligence Oversight Board {(IOB). Our analysis
follows.
____________ bl
LV b7A
Reference: (S)
Administrative: (U) This communication contains one or more

footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.

- _pgggils+WCEg<; By electronic communij | (EC) dated July 3,
p2 Jl 2006 (278-110-01229736 Seriall5i7), Field Office
v | | reported to the Office of the General Counsel (OGC)

this potential IOB matter.

SEE\Q
D6

016004 REVIEW: OATE:_( 0~ ic
POl INVESTIGATION >~ i

0iG/DOJ INVESTIGATION:




S ET

(0} b7 o: . From: General Counsel
Ré€~w}gg 278-HQ-C1229736-VIO, 12/28/2006

(s)

bl
b2
no
b7C
b7D
b7E
b7A

|When|

discovered]| Jerror ) {Chief Division Counsel
(CDC) was promptly notified.] [reported that the toll
records were not analyzed or added to any databasesg, and the
records have been sequestered with the CDC.

L R ;:}Si; As required by Executive Order (E.O.) 12863
{Sept. 1%, 1993) and Section 2-56 of the National Foreign
Intelligence Program Manual (NFIPM), OGC was tasked to
determine whether the error described herein is a matter that

should be reported to the IOB. The reported activity does not
require IOB notification.

(S} JIn this case, an error on|__
| resulted in the unintentional acquisition of
information. Upon learnin rovided information

beyond the scope of the NSL, the FBI sealed and sequestered
the excess information with the CDC.

A

o
o

e (B} Based upon our analysis, the carrier's mistake
is not reportable to the IOB as the FBI has not acted

“unlawfully or contrary to Executive Order or Presidential
Directive. Pursuant to the Revised Procedures for the
Submission of Reports of Potential Intelligence Oversight
Board (IOB) Matters, Reports of potential IOB matters
determined by OGC not to require notification to the IOB will
be retained by INSD for three years for possible review by the
Counsel to the IOB, together with a copy of the opinion
concerning the basis for the determination that IOB
notification was not required.® Accordingly, OGC will request
that the Inspection Division retain a record of the report of
a potential IOB matter for three years, together with a copy
of this opinion for possible review by the Counsel to the IOB.

' See 66F-HQ-A1247863 Serial 172 at 6 (2/10/2005).

- - SPERET
2
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o SECRYKT

tujm?f?Esz \\\// From: General Counsel
Re: ;}é{\ 278-HQ-C1229736-VIO, 12/28/2006

LEAD (s) :

Set Lead 1l: {(Action)

{U} The field should contact the carrier and ask
whether the improperly or unintentionally acquired information
should be returned or destroyed, with appropriate
documentation to the file.

Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U} Read and clear.
Set Lead 3: ({Action)
INSPECTION

AT WASHINGTON, DC

(U) As provided in the Revised Procedures for the
Submission of Reports of Potential Intelligence. Oversight
Board (IOB) Matters, retain a record of the report of a
potential IOB matter for three years for possible review by
the Counsel to the IOB, together with a copy of the OGC
opinion concerning the basis for the determination that IOB
notification is not required.

+*

NSL VIO-1375



{Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/12/2007

To: General Counsel Attn: NSLB

From: Inspection Te
Internal Investigatjors Section. TPU, Room 3041 ~
Contact: Crs| | Ext

Approved By: Miller David Iaﬁbm*“@wié§7b\

Drafted By:l |kas

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)

b2
Title: {(U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKINGH# 2569

0GC/IOB# 2006 ]

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1517
278-HQ-C1229736-VIO Serial 1986

Details: (U) The Ipterpnal Investigations Section (IIS) received oW
an EC froﬂ |dated 07/03/2006, reporting a b7F
possible IDUB error. Based upon a review of the referenced EC it
is the IIS’s opinion the incident described therein is
administrative in nature. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*
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{Rev. 01-31-2003) _
v S /20320117

(m

- Drafted By:

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE b2 Date: 01/17/2007

N
To: L7E Attn: SAC (Personal Attention)

From: Inspection
Internal Invegtigations Section, IPU, Room 3041

Contact: CRSl IExtI I

X AN
Approved By: Miller David Ian %2@41

Case ID #: (U) 263-HQ-0-U - 678 (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BCARD MATTER
INSD/IIS TRACKINGH# 2569 b2

OGC/10B# 2006-|:|

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1517

Reference: (J) 278-HQ-C1229736-VIO Serial 1517
278-HQ-C1229736-VIO Serial 1986

Details: (U) Upon review of captioned report
of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U} IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*"
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E1L9, trepartme.  2F Justice

Ry BTV SR
Cyffice of ihe nspoects

DATE: January 29, 2007

TO: Kenneth W. Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation

FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division

A
SUBJECT: OIG Complaint No. 2007002618 ;)\j ~
. e

Subject:| o
— - T.'];
FBI No. 263-0-U-678 b

CMS No. 2569

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

D This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

D This complaint will be investigated by the OlG.

IMPORTANT NOTICE

Ideutifying information may have been redacted from the attached OIG Report/Referral pursuant fo § 7 of the
1G Act or because an individual has (a) requested confidentiality or (b) expressed a tear of reprisal. If vou
believe that it is necessary that redacted information be made available to your Agency. you may contact the
Assistant Inspector Generat for Investigations.

Please be advised that, where adverse action is not contempiated, the subject of an investigation does not have a
right to iave access to an OIG Report/Referral or (o the identities of complainants or witnesses, and that, in al}

cases, complainants and witnesses are ceutitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-1378



0IC - INVESTICATIONS DIVISION - Complaint Form CIG HGC. Di89—20(37—0'"2618 M

Received By:l | Date Received: 01/08/2007 How Received: A

SUBJECT:I | ssNO ¢ | |
Ticle: SA Pay Plan:l | ﬁ_B.i I

Component: FBI EOD DateJ | Adier Koo

Misc: F.B.I.No.:

Home : | B.O.P.No. :

Pphone: {} - ZIPp: D/. No.:

WOork: o, Cffenses: 689

Ph e {202 ZIP

susJECT: | | ssno- | |

Title: SSA pay Plan: 0.o.5. | |
Comporent: FBI EOD Date: Aaliesm Nl

Mlgos F.3.I.No.: hE
Howe | | B.O.P.NO. : h7 O
Phone: (! ZIP: /L Ne.: 7
work: , offenses: 683 bz
Pheone: (202?: ZIP:

COMPLAINANT:| | SSNO: | |
Tit'!e: SSh Pay Plan:| | ‘.3.1 I
Component: FRIL 0D Date | ] oyoen NoL

Misc: F.B.I.No.:

Heme : | E.C.P.NG.:

Phone: {} - ZIPp: | D/L Ho.:
Work:

o[ ] ZTe:

ia

1 Revealed: Aorthority: none

Phone:
Corfident

NDerails:

I“formation rrovided by the ¥B1/.NSD reporting a potential IOB matter involving improperly
recelved information.  ICB ﬂ2006[j

‘nvesti

Lz zation, the FBI properly served z Natlionu
cations provider for informaticon regsrvding the target ¢f the

in response, the FBT obtained irformation beyond the scope of the NSL. ’I‘he WBI::
Sl identified the problen ard fndicated thst the anautiorized )
analyzed cor added to any databases and has been sequestered with

opinicn of

LLEGATIONS: 689 10
urrence Date: 06/08&

cc AN T
1TY: | I State; Zip:

————————

A
C
C

s
>

4

€
~J D
=i

"
1]

I

DISPOSITION DATA: Disposition: M Date: ©1/08/2507 Approval: POWELL, GLENN &
e

Feferred tc Agency: Date Sent: Compocnent : FB1

Patriot Act: N Civil Rigrter N

Component Numbcr: 263 0 U 678, 2569

Sensitive: N Whistleblower: N Consolidated Case Number:

- T A fAansAaAAm Am s AN



o
N

0070

<
~d

J
[ep)

518-M

\S)
<
S

OTG - TNVESTIGATIONS DIVISION - Compliaint Form OTG NO | 689~

Remarks :

Predicating material containsg classified information that will be stcored in a secure
contalner within OIG/TNV/HQ.

1/29/07 - Sent co AD Kaiser, FBI/INSD. {yht}

NSL VIO-1380



(Rev. 01-31.2003)

SEC%

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/25/2006

To: OQOffice of the General Counsel
Attn: NSLB

Room 7947
Inspection Internal Investigations
Section
Room 3041
Cyber ‘ Ssa|
C3TU-1
Room 5531
From: | I |
I
Contact: Sj |
Approved By:
74 7
Drafted By:
C ID #: Z8-HO-C122973¢6 VTﬂ’Iqq : b2
|:U:| AAAAA ase . 2 - - = (Peﬂdlng) b‘}'E
e aeen ) (Pending) k ”‘
(Pending) o
b7C
(- Title: INTELLIGENCE OVERSIGHT ROARD b:
(IOB) MATTER
() Synopsis: E&( To report possible IOB violation.
Decl On: 1 1 b7A
3 X 02
Reference: | b7E
Details:
bl
7D
me063001.ec sg?y@? DA
SO Ml g{ﬂ/bg/
- g - SL VIO-1381
A% orfoifog e N

delobg,



s}gyfr b2
‘ LTE
.. To: ffjce of the General Counsel From: /

Re:- - 278-HQ-C1229736-VIO, 10/25/2006

- bl
B7D

-

LTA

bl
b7C
02
b7E
b7A

bl
b6
p7C
7D
b2
b7E
bT7A

(s) |

bl
b6
o b7C
( b7D
. b2
b7E

~"7
LA

Dmiﬂl

NSL VIO-1382



i) v,ﬂ...,”_T.o: %ce of the General Counsel From:

O
w1 DN

ooy

Re - 278-HQ-C1229736-VI0O, 10/25/2006

o]

analysis of the material. SN then reported the matter to b?lc
| Ss As per the NSLB guidelines, this b2

i Tcati een prepared. bTE

(s) |

b7C
07
b7E

7D

se)er

|8}

NSL VIO-1383



SEGRET

To: Office of the General Counsel From: b7E
Re‘"”:ﬁﬁi: 278-HQ-C1229736-VIO, 10/25/2006

LEAD(s):
Set Lead 1: {Info)

OGC _(NSLB)

AT WASHINGTON, DC

(U) Please provide guidance as to how to handle
overreported information.

~ Set Lead 2: (Info)

CYBER

AT WASHINGTON, DC

{U) Read and Clear.

Set Lead 3: (Info)
INSPECTION

AT WASHINGTON, DC

(U) Please provide guidance as to how to handle
overreported information.

*

SEtyéT

NSL VIO-1384



(Rev. 01-31-2003)

317@

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/12/2006 N7
p7E
To: Attn:
1 b6
h7C
Counterintelligence Attn: SSA C310~-1
Inspection Division Attn: IIS, CRS

From: Office of the General Counsel
NSLB/CILU/Room 7847 /
Contact: AGCl I

ARpproved By: Thomas Julie F{ K7 )

Drafted By: | | tC{g/w
tUj Case "ID “#:- ) 278-HQ-C1229736-VIO (Pending)
o T....i..t..le:m..>< INTELLIGENC IGHT BOARD b2
MATTER 200
{17}~ --Synopsig? requested that b2
the Cffice of the General Counsel (0GC) review an incident and o
determine whether it warrants reportbng to the Intelligence b7E
Oversight Board (IOB). It is the opinion of OGC that the
incident does not need to be reported to the IOR. Rather, this
EC should be maintained in the control file for periodic review
by Counsel to the IOB.
(Gy Deriv —G-2
De 1ty On: 1
iUJ"““"AdﬁiﬁiStfatiVé:“ This electronic commurication (EC) contains 02
information from? tht EC dated 10/25/2006 frof __ Jro 0GC B
reporting a potential ICB matter. e
Reference: ) 278-HQ-C1229736-vIo eural (19Y

SECxer

03004 REVIEW: | DATE: 160 o ‘
FII INVESTIGATION: (i) NSL VIO-1385
DIC/00) INVESTIGATION: -




To: From:

Re: 278-HQ-C1229736-VIO,

petails:” N

the IORB.

SE>6.ET

12/12/2006

By EC dated 10/25/2006
review an incident and determine whet

Office of the General Counsel

eguested that 0OGC

>

BIE

>
s

7
R A

ner 1t warrants reporting to

bl
b2
b7E

b7A

el

C SRz

t
ot

(@)
w3 NI

o oo

bl
b2
p7E
©7D
b
b7C

D7A

SE/QQ’ET
2
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To: From: Office of the General Counsel BTE

Re: 2.8-HQO-ClZ2Z20736-VIO, 12/12/2006

(U) Secticn 2.4 of Executive Order (E.O.) 12863,
deted 09/13/1993, mandates that Inspectors General and General
Counrisels of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, O0GC,
respectively) report to the IOB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Bxecutive crder or Presidential directive.” This
language was adopted verbatim from E.O. 12334, dated 12/04/1981,
when the IOR was known as the President's Intelligence COversight
Board (PICB). By longstanding agreement between the FBI and the
10B (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the Attorney General Guidelines for National
Security Investigations and Foreign Intelligence Collection
(NSIG), or other guidelines or regulations approved by the
Attorney General in accordance with E.O. 12333, dated 12/04/1981,
1f such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Violations
cf provisions that are essentially administrative in nature need
not pe reported to the IOB. The FBI is required, however, to
maintain records of such administrative violations so that the
Counsel to the IOB may review them upon request.

(U) ©On 03/28/2006, the FBI's National Security Law
Branch (NSLB) sent a letter to the Counsel for the IOB requesting
their concurrence to treat third party errors as non-reportable,
though NSLB wculd still require the field to continue to report
any improper collection under an NSL as a potential IOB matter.
By letter dated 11/13/2006, the Counsel to the IOB agreed that
third party errors in the collection of information pursuant to
an NSL must be reported to the FBI OGC, but are not reportable to
the IOB.

(U) In the instant case the collection of information
by the FBI was not the fault o nce the case agent
discovered that he had received information beyond the scope of
the NSL request, the case agent immediately sequestered the
information, placed the information in a secure safe and reported
the matter to OGC.

) sﬁpﬁér
’ i 3
NSL VIO-1387



To: From:

SECRET

Gffice cf the General Counsecl

Re: Z7B-HO-CIZZ9736-Vv10, 12/12/2006

LEAD(s)
Set Lead 1: (Information)
INSPECTION
AT WASHINGTON, DC
(U) For information.

Set Lead 2: (Information)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

{U) For information.
Set Lead 3: (Action)
A b2
k75
(U) For action deemed appropriate.
cc: 1- Ms. Thomas
1_
1= b6
1- IOB Library h7C

+*

|

ggpkﬁ:

NSL VIO-1388
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/12/2007

To: General Counsel Attn: NSLB
From: Inspection b6
Internal Investigations Section. TPU, Room 3041 [Syde

Contact: CRS| | Ext

Approved By: Miller David Ia@w&'@ﬂu

Drafted By:

" Case ID #: (U) 278-HQ-C1229736-VIO (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 3155 D2
OGC/IOBH# 2007

Synopsgis: (U) To report a potential Intelligence Oversight Roard
(IOBR) matter to the Office of General Counsel, National Security
Law Rranch (NSLRB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1794

278-HQ-C122%9736-VI0O Serial 1987
Details: (U} The Internal Investigations Section (IIS8) received
an =C from| dated 10/25/2006, reporting a
possible IOB errcr. Based upon a review of the referenced EC it b2
is the IIS's opinion the incident described therein is bR
administrative in nature. Therefore, no internal investigation

will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

¢

NSL VIO-1389



(Rev. 01-31-2003)
SESRET/ /20320117

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2007
To: Attn: (Personal Attention) b2
W
From: Inspection ne
Internal Investigations Section, IPU, Room 3041 B7C
Contact: CRQ IExt.

. /A
Approved By: Miller David Ian%ﬁiﬂ \
f

Drafted By:

Case ID #: (U) 263-HQ-0-U - 682 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 3155
OGC/IOBH# 2007

b2

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

R Deri m
i 'E&( D 7

ify On:
Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1794

Reference: (U) 278-HQ-C1l229736-VIO Serial 17%4
278-HQ-C1229736-VIO Serial 1887

Detailg: (U) Upon review of captioned
report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

oo
N

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisicns mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

L4 4

s T//20320117
NSL VIO-1390



© (Rev. 01-31-2003)

ey
/

b7E
b6
b7C

v

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/30/2006
To: General Counsel Attn: NSLB
Inspection Attn: IIS w
Countexintelligence Attn: CD-2A, Room 4133
Attn: CD(
From:

Contact: SA

Approved By:

Drafted By:
. ;\,’1 D)

Case ID #: (U) 278-HQ-C1229736-VIO  (Pending) — } / +o

(U) 2778 c7e104 [Dandinel (LT
bl (S)
Title: . POTENTIAL, TAR MATTER INUOT VING
EUj _______________ o bE
- SsAl b7C

(3)

()

EUJWHW

oo o
~] &y B

@)

S

Synopsis: TG IOB reparti g of carrier

,,,,,,,,,,,, (S TR .
: )><; Declass] ' 2031

Reference: (U) Conversation with CDC on 10/18/2006.

Détails:~;§ﬁ§; The following informatjiopn is being hrnviﬂeT in
response e quarterly EC from CDC

requesting Intelligence Oversight Board reporting be brought
to the attention of the 0GC and Inspection Division.

ey | |

IWIIYe MM!H/

NSL VIO-1391
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SEGRET

To: General Counsel From: y ﬁ
Re: (U) 278-HQ-C1229736-VIO, 10/30/2006

oo

(81|

~I N b

o

. , 1
(S‘ |in1tia11v requested NST, qnhthxhﬁr b

A
information | b2
b7E
b6
b7C

(8) raceived a reply to the NSLI I

| | In addition to] |
1 |
I | were received. | bl

information received was incorrectly given by n2
| | nal Non

|information was requested. b7
| Feceived have been uploaded _into ACS or .,
placed in the file of the sub ' { b7D

ned

mistake 1s being reported within the mandatory 14-
day reporting period.

SEﬁéET

NSL VIO-1392



et
L

EisﬁhT
To: General Counsel From:
Re: (U} 278-HQ-C1229736-VIO, 10/30/2006

-1 BO

o

LEAD(8) :
Set Lead 1: (Action)

GENERAL CQOUNSEL

AT WASHINGTON, DC

(U) Information is being provided to NSLE for
whatever action is deemed approcpriate.

Set Lead 2: {(Action)
INSPECTION

AT WASHINGTON, DC

(U) Information is being provided to IIS for
whatever action is deemed appropriate.

Set Lead 3: {Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) At CD-2A: Read and clear.

Set Lead 4: (Action)

b2
b7k AT |

(U} Information is being provided to CDC for
whatever action is deemed appropriate.

*

3
NSL VIO-1393
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

To:

Counterintelligence

Inspection Division

From: Office of the General Coun
NSLB/CILU/Roop—2947 |

Attn:

sel

Date: 12/12/2906

SAC
CbBC
SA

SSA

Ch-2A

I1S,

CRS

Contact: AGC

Approved By: Thomas Julie FZEZ”J

Drafted By: |

Case T0#: DB 278-H0-C1229736- VIO/

HTltlaém,:ﬁz( INTELLIGENCE_OVERSTGHT BOARD

MATTER 200%

the Office’of "the General Counsel

EC should be maintained in the control

by Counsel to the IOB.

(U) Dert From

Field Office
(OGC)

Dec Ty On-

Adminmistrative:. .

q%?é?

ending)

requested that

1

review an incident and
determine whether it warrants reportlng to the Intelligence
Oversight Board (IOB). It is the opinion of OGC that the
incident does not need to be reported to the IOB. Rather, this

file for periodic review

This electronic communication (EC) contains b

nformation from#z the EC dated 10/30/2006 from to OGC

reporting a potential IOB matter,

Refersficer >< 278-HO-C1229736-VI0 -1 798

Details&';>§( By EC dated 10/30/

2006

requested that OGC

review an incident and determine whet

0IG/D0J REVIEW: DATE: - %2
FBI INVESTIGATION: s
OIG/DOJ INVESTIGATION: =

SERKET

b2
bT7E

~I D

o
[

1€r 1L warrants reporting to

o14
piC

NSL VIO-1394



SEC
b2

To: [::::::]From: Office of the {eneral Ccunsel LR

Re: 278-HQ-C1229736-VI0, 12/12/200¢ '

+ T,. PRl

iSJ.Aj7%¥%r4ﬂi—J bl
bo
b7C
b2
b7E
B7D
{8) Upon review cf the documents provided td

it was learned that the information |provided, pursuant to

the NSL, exceeded that which was recuested. The error by

was apparently a misunderstanding on its part as to the nature o b1

the request, since requests for| |information and b2

subscriber information are requested separately by the FBI.

wkuvmmWVWW"“mm““tRﬂil |reoorted that trey returnedl | b7D

{U) Section 2.4 of Executive Order (E.C.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, O0OGC,
respectively) report to the ICB “concerning intelligence
activities that they have reason to believe may be urlawful or
contrary to Executive order or Presidential directive.” This
language was adopted verbatim from E.C. 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligernce Oversight
Board (PIOB). By longstanding agreement between the FBI and the
IOB (and its predecessor, the PIOB)}, this language has been
interpreted to mandate the reporting of any viclation of a
provision of the Attorney General Guidelines for National
Security Investigations and Feoreign Intelligence Collection
(NSIG), or other guidelines or regulations apprcoved by the
Attorney General in accordance with E.0. 12333, dated 12/04/1981,
if such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Violatiocons
of provisions that are essentially administrative in nature need
not be reported to the I0OB. The FBI is reguired, however, to
maintaln records of such administrative viclations so that the
Counsel to the IOB may review them upon request.

(C) ©On 03/28/2006, the FBI's National Security Law
Branch (NSLB) sent a letter to the Counsel for the IOB requesting
their concurrence to treat third party errors as non-reportable,
though NSLB would still require the field to continue to report

| SECgET

2
NSL VIO-1395
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SEM

To: From: Oifice of the General Counsel
Re: 273-1HQ-C1228736-VIO, 12/12/200¢

any improper collection under an N3SL as a potential IOB matter.
3y letter dated 11/13/2006, the Counsel to the IOB agreed that

‘third party errors in the collection of information pursuant to

ar NSL must be reported to the FBI OGC, but are not reportable to
the ICR.

-~

R e In the instant case fhe ¢ ction of information
by the FBRI”"was not the fault of FBI Once the case agent

discovered that he hed received information beycond the scope of
the NSL request, the case agent immediately sequestered the
information, returned said information to[f:::f:]and reported the
matter to OGC.

NSL VIO-1396
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To: From: Office of the General Counsel
Re: JIB-HQ~-C1229736-VIO, 12/12/2006

Set Lead 1: (Information)
INSPEECTICN

AT WASHINGTON, DC

(U) For informaticn.
Set Lead 2: {Information)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(G) For information.

Set Lead 3: (Action)

ST Tee requested i

appropridte protecols are in place to prevent similar types of

disclosures in the future.

cc: 1- Ms. Thomas
1_ -
1- bé
1- I0B Library b7C
2 2

~ | SECREY

NSL VIO-1397
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to ensure that

the



(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/12/2007
To: General Counsel Attn: NSLB e
From: Inspection b7C

Internal Investigations Section, IPU, Room 3041
Contact: CRSl I Extl I

Approved By: Miller David Iaq%ak(@# g%§L{

Drafted By: r- |

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (U INTELLIGENCE OVERSIGET BOARD MATTER
INSD/I1IS TRAC] 158 02
OGC/ICB# 2007. -
Synopsis: (U) To report a potential Intelligence Oversight Board

(ICB) matter to the Cffice of General Counsel, National Security
Law Branch (NSLB) .

Reference: (U) 278 -HQ-C1229736-VIO Serial 1798 b2
278 C76104 Serial 450 nTE
278-HQ-C1229736-VIO Serial 1988 o

Details: (U) The Intexnal Investigations Section (IIS) received

an EC fro ivision dated 10/30/2006, reporting a possible

ICB error. ased upon a review of the referenced EC it is the

IIS’s opinion the incident described therein is administrative in
nature. Therefore, no internal investigation will be conducted
by the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

‘e

NSL VIO-1398
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2007

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Invegtigations Section, IPU, Room 3041

Contact: CRS | Ext| | joF

Approved By: Miller David Ian

Drafted By:

Case ID #: (U) 263-HQ-0-U - 683 (Pending) 5

Title: () INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 3158
OGC/IOB# 2007

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

______ From : G-
Decla T 0117

Enclosure(s) (U) 278-HQ-C1229736-VIO Serial 1798

278 C76104 Serial 450
278-HQ-C1228736-VIO Serial 1988

Reference: (U) 278—H%-C1229736-VIO Serial 1798

Details: (U) Upon review of Division’s captioned report
of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresgsses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

144

SEQ{ET//20320117
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U.S. Departme.  f Justice

Office of the Inspector General

Washington, D.C. 20530

DATE: January 26, 2007

TO: Kenneth W. Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation

FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007002584
Subject] |
FBI No. 263-0-U-683
FBI CMS No. 3158

. We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

[]

This complaint will be investigated by the OIG.

L]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a

right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the lnspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-1400
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Date Received:
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UEJIECT: | ]

T e

tc TRonent:

T oo
B ~2 O

C/L Nc.:

D.O.B.:
Alien
FLORLT UNe.

hore: (202
onfidential Reves

In} l

T2

The T8 orovided informaiidﬁ'rkq@rr"

SENO

ALthcorizy:  none

o~

o]

[N

The Matilonal Sccurity Letter [NSL)

quucqveb SLDQ”rLb“
fhe N3 provided Loll records. Nene

h.d the erroneously provided iniorma,lox

Tion, however the reply fo
JblOaJ 2 inte FBI databases

reported w’ mardatory 14 cay reporting

the Otfice of General Counseld matter needa not be reported

Violation
: b2
bTE

Zip:

TSPOSETICN DATA: Disposition: M

c’orred to Rgency: Date

atrict Act: N Civil Rights: 1

ensivive:r N Whistleblower: N

ol 2

Approval:

Comperent Number:

Consolidated

NSL VIO-1401

POWELT., GLENN G

e~

Wl
0
—

263-0-0623, 2158
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D967 (Rev 03 21-2005)

SEPRET
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FEDERAL BUREAU OF INVESTIGATION i

Precedence: ROUTINE Date: 05/03/2006
To: Inspection Attn: IIS, Room 11861
General Counsel s Attn: NSLB, Rcom 7975
B r"I {‘1‘
From:
n2
BT Contact: SFO |
ol Approved By(l
b7C
Drafted By:
Case ID #: - 278~HQ-C1229736-vI0-135%
Title: (U}~ L&
SSRA I ‘,\F ‘j
tUJ INTELLIGENCE OVERSIGHT BOARDC (.OB) ERROR
S?ﬁéﬁéiéf;Egii To report possible IOB error, unauthhorized,
unintentidnal ~collection of information.
o Details:
jo)i}
b2 (s)y 1.
b7E
bheé
b7C  (sy 2.
(Uj”“>§5 3. Possible IOB Error: Unintentional collection of
information.
S
b1l (S)
T
:Eﬁgi Description of IOB Error (1nclud1ng any rep@rtlng
ays) rinancial records were furnished , pbursuant. to-.a National

&

SC
Che

Security Letter (NSL) for individuals other than the subject of the
‘NSL. '

~

Mstee Jimlealli2f T seipe
JAA ofotlar v .. NsLVIO-1403

b7C




SEE?&r
i
- To:

H ngpection From:
Re:““i&f 278-HQ-C1229736-VIO, 05/03/2006

[N}
O

O
-3
K3l

(8) A National Security Letter for fipancia:
cantionad

| uhject was requested

recorga of

(s) |

ol
06
Te (5)
h """ D

L) N Records were received by writer and held until the analysis
jols) of those records was able to be conducted. During the course of the
070 analysis writer found records that were in the

o

ames of individuals
other than the captioned subject. SSRA was advised of
this. v

=l

;

06 (s)]

b7C

7D

() After speaking with ADC an
b6 of OGC, the records not pertaining to canfioned =nhiect have been
1% 16 separated, segregated and sealed none of
. those records have been uploaded Into ACS or other FBI record
' systems. ADC[::::]and provided guidance on how to
b7E handle this matter.

SECR%I
2

NSL VIO-1404



- 1o < Ans ction From:
_Re..;,.,%278—1&@—@229736-\110, 05/03/2006

LEAD(s) :

Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: {Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U} For acticn deemed appropriate.

*

SECR?é
3
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(Rev, UJ-31-2003})
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/26/2006

To: Attn: SAC
CDC

Attn: SSRA

b2 Counterterxrorism Attn: ITOCS II
b7E
e Inspection Attn: IIS, CRS
b7C
From: Office of the General Counsel
NSLB/CTLUII/LX1/Room 3S5-310
Contact: AG l
Approved By: Thomas Julie F (DU
Drafted By:
Case ID #: 278-HQ-C1229736-VIO Serial |40 (Pending)
(- T’it»l-e‘:-->< INTELLIGENCE_QOVERSIGHT BOARD
MATTER 2006 B2
————
in”'””Syﬁapgisr;:)Si: It is the opinion of the Office of the General
Counsel (OGC) that this matter is not reportable to the Intelligence

Oversight Board (IOB). Rather, it should be maintained in the

control file for periodic review by Counsel to the IOB. Our analysis
follows.

(U) i From : G-
Decl 3 n: 226

Reference: bl (S)

s
mee A8 - HQ - 13D 130 -Vio - 35
Details: ~ f§) By EC dated 05/03/2006, requested that
t

OGC revie e facts of the captioned matter and determine
1n whether it warrants reporting to the IOB. As explained below,
in our opinion, the FBI is not required to report this matter

DTE  to the I0B.
sefer

b OGDOJREVEW| | DWE_( (| -
c7c PR INVESTIGATI 7 svions
01G/D0J INVESTIGATION




P

b2
p7E  To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/26/2006
B2
(8} On 11/10/2005, drafted an NSL pursuant b7E
to 18 U.S.C. § 2709 seeking financial records of the rarget of bl
an authorized investigation l 57D
(s) | I
(s)]
bl
b6
b7C
7D
(s) |
(U) The records not pertaining to canticned asnhiect
p2 have been Separated, segregated and sealed in |
HTE [ none of those records have been uploaded into ACS or other

FBI record systems.

(U) The President, by Executive Order 12334, dated

12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB)
and established the Board as a standing committee of the
President's Foreign Intelligence Advisory Board. Among its

SE><ET

i 2

- — “

NSL VIO-1407
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b2

To:[:::::::] From: Office of the General Counsel n7E
Re: 278-HQ-C1229736-VIO, 12/26/2006

responsibilities, the IOB has been given authority to review
the FBI's practices and procedures relating to foreign

-intelligence and foreign counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates
that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division (INSD), and the General Counsel,
Office of the General Counsel (0GC), respectively) report to
the IOB intelligence activities that they have reason to
believe may be unlawful or contrary to Executive Order or
Presidential Directive. This language has been interpreted to
mandate the reporting of any violation of a provision of The
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection (NSIG),
effective 10/31/2003, or other guidelines or regulations
approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provision was designed to ensure the
protection of individual rights. Violations of provisions
that merely are administrative in nature and not deemed to
have been designed to ensure the protection of individual
rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records
of such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature" must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

o : E§i NSLs are a specific type of investigative tool

Lhat allows the FBI to obtain certain limited types of
information without court intervention: (1) telephone and
email communication records from telephone companies and
internet service providers (Electronic Communications Privacy

Act, 18 U.S.C. § 2709); (2) records of financial institutions
(which is very broadly defined) (Right to Financial Privacy
Act, 12 U.S.C.§ 3414 (a) (5){(A)); (3) a list of financial

institutions and consumer identifying information from a credit
reporting company {(Fair Credit Reporting Act, 15 U.S.C.§§

168lu(a) and (b)); and (4) full credit report in an
international terrorism case (Fair Credit Reporting Act, 15
U.s.C. § 1681v). NSLs may be issued in conformity with

statutory requirements, including 18 U.S.C. § 2709. NSIG,
section V.12.

""" ')%i Here, during an authorized investigation, the
FBI properly served an NSL on a financial institution. In

T . SI}OéT

3 NSLVIO-1408
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To: From: Office of the General Councel
Re: 278-HQ-C1l2297345-VIO, 12/26/2006

response to the properly served NSL, the FBI obtained
information regarding other indivuduals that were not relevant
to the investigation.’ It appears that this information,
although lawfully obtained, is not relevant to the
investigation and was properly segregated to protect the
potential privacy interests of United States perscns. Once
information not relevant to an authorized investigation 1is
received, the field should contact the carrier and ask whether
the unintentionally acguired information should be returned or
destroyed with appropriate documentation to the file.

(U) BRased upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4
of EO 12863, it is our opinion that this error is not
reportable to the I0OB. A record of this decision should be
maintained in the control file for future review by the
Counsel to the IOB.

Am””i)%ﬁ; The target's rights were not violated because he
was n

t the subject of the improperly collected informaticn.
It is unknown, however, whether the information associated
with the other subscriber pertained to a United States Person

inasmuch as there has been no review of the information.

-~ LS, B iﬁ;xg& ) o

4 NSL VIO-1409



séé&?&
N

ToO: From: Office of the General Counsel b%E
Re: 278-HQ-C1223736-V10, 12/26/2006

LEAD (s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

{U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three
years for possible review by the Counsel to the IOB.

Set Lead 2: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(UY For information.

Set Lead 3: (Action)

(U) should contact and ask whether
the improperly or unintentionally acquired information should
be returned or destroyed with appropriate documentation to the
file.
ce: Ms. Thomas

bo
7C

TOB Library

NSL VIO-1410



innwmA" ,,,,,, Derx rom =
Declassi N 20110

o T — | SSA

ST

foF L)

~ From:
Lo

R7C Contact: SA

(Tzv 01-31-2003) R :
SECRT

FEDERAL BUREAU OF INVESTIGATION

Precedence: RCUTINE Date: 01/10/2007
To: General Counsel Attn: NSLR/CTLUII
L¥1
Room 35-110
AGC |
Ccocunterterrorism Attn: ITOS 11
Inspection Attn: IIS
CRS |

Attn: AssQCciate Dhivision Counsel

Approved By:

Drafted By:

Case ID- #1:>§2 278-HQ-C1229736-VIO 'T?ending)/7mﬁa\”
Title;ww€§%: INTELLIGENCE OVERSIGHT BOARD
MATTER 2006 b2z

Synopsis: (S} Destruction of records which were inadvertently
provided

@}
0
P
L
e’
A
3

e
L

Reference.: :>§i 278-HQ-C1229736-VIO Serial 1970

h
=
.
2.

/

Iy
jat

d
!

Details: (S) Referenced EC requested FFTI NN
2 the unintentionally acquired information
TF which was obtained via a National Security Letter (NSL), should
bi be returned or destroyed with appropriate documentation to the
- file.
b7D

Those specific dﬁgumgntf which were
C) unintentio§§{;y acquired by FBI Wwere previously

segregated, sealed and maintained by FBI Chief Division
. Counsel. On January 10, 2007, Associate Division Counsel (ADC)
06 | | opened the sealed package to review the documents,
biC not for its content, but to determine if the documents were
b2 originals or coples. A review of the documents revealed they
b7E

S T

NSL VIO-1411



To: General Counsel From:
(M re:. % 278-HQ-C1229736-V10, 01/10/2007

Ssgrer

P

bL7E

isj“

review, on Janu
which were unin

RS "
~“~ _Dbeen destrfoyed,

b7E

_fased upon ADC[:::::::]

ary 10, 2007, AD] shredded those documrent

tentionally acguired

As the unintentionally acquired documents have
ronsiders the lead covered.

o

NSL VIO-1412
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szc:\}{f |
To: General Counsel Frem: v

Re: & 278-HQ-C1229736-VIO, 01/10/2007

LEAD (s):
Set Lead 1: {Info)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) Read ana clear.
Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) Read and Clear.
Set Lead 3: (Info)
INSPECTION

AT WASHINGTON, DC

(U) Read and clear.

*
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(Rev. (1-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/12/2007
To: General Counsel Attn: NSLB
From: Inspection

Internal Investications Section, IPU, Room 3041
Contact: CRS

Catls]
Approved By: Miller David Ian £ ‘:
Drafted By: 4
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKINGH# 2176
OGC/IOB# 20064

b2
Synopsis: (U) To report a potential Intelligence Cversight Board

(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (1) 278-HQ-C1229736-VIO Serial 1353
278-HQ-C1229736-VIO Serial 13870

Details: ,ff:fffjlnternal Investigations Section (IIS) received
an EC from]| Division dated 05/03/2006, reporting a possible
IOB error. Based upon a review of the referenced EC it is the
IIS’s opinion the incident described therein is administrative in
nature. Therefore, no internal investigation will be conducted
by the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

*

NSL VIO-1414



(Rev. 91-31-2003)
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2007

To: Attn: SAC ({(Personal Attention)

From: Inspection
Internal Investigations Section, IPU, Room 3041

Contact: CRS|

bz AT £
bh7%  Approved By: Miller David Ian Ea?z{

0o Drafted B

b?C ra e Y:
Case ID #: (U} 263-HQ-0-U - 684 (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING# 2176
OGC/IOB# 2006- B

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB)} viclation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

T (0 Tommeea
Dec

Enclosure(s): (U) 278-HQ-C1229736~VIO Serial 1353

Reference: (J) 278-HQ-C1229736-VIO Serial 1353
278-HQ-C1229736-VIO Serial 1970

Details: (U) Upcn review of[::::::]ljivision’s captioned report
2 of a potential IOB viclation, IIS did not find the matter
b;E indicative of willful misconduct. IIS only addresses allegations
" where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FRCOM CLASSIFIED ENCLOSURE.
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U.S. Departme  of Justice

Office of the Inspector General

Washington, D.C. 20530

DATE: January 29, 2007

TO: Kenneth W, Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation

FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007002639

b6 Subjec |
c7C FBI No. 263-0-U-684

o FBI CMS No. 2176

b7E

- We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OI1G.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

D This compiaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b} expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act,

Attachment
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