
FD-962 (Rev. 03-21-2005) 
b2 

FEDERAL BUREAU O* INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 07/03/2006 

Acrili: IIS, Room 11861 
Attn: NSLB, Room 7 97 5 

From: 

Contact: SA 
b2 
b7E Approved By: 
b6 

Drafted By: 
( U ) C a s e I D # : (Y) 278-HQ-C1229736-VIO "i 

Title: (U) S P. 
1073946 

(U) Synopsis : 

(U) 

Details : 

SSRA 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

To report possible IOB error. 

'2031 

(S) 1. bl 
b6 
b7C 
b7A (s) 2-

( U ) 

( S ) bl 
b7A 

3. Possible IOB Error: 

NFIPM Section Reference: Section 2-02. 

a . o. 

4. Description of IOB Error (including any reporting delays). 

(S) 
bl 
b6 
b7C 
b7D 
b7A 

o c M U J X > C 

b6 
b7C 

NSL VIO-1370 



tu» 

¡ S ) 

ÍS) 

(S) 

SE^R^T b2 
b7E 

( S ) 

(S) 

To: Inspection From: 
Re: 2 7 8- HQ-C1229736-VIO, 07/03/2006 

in the NSL for the time period requested. hut indicated also in the 
mritpri r\ s returned that 

prior to the time period requested m tne JNSb. Thererore. the 
rail f^cords provided/ 

bl 
b6 
b7C 
b7D 
b7A 

receiving the toll record 
noticed the error and promptly notified the 

After opening the results to begin analysis a fpw riav^ after 
SA 
CDC via email. 

Due to trainings and conferences out of state during the month of 
June,I CDC was not able to respond until 06/30/2006 t-n sa 

1 nqu 1 r íes fpg^tnrt a n nn i r> i on nn the* f-nreport -
have not been error. The toll records 

analyzed or added to any "databases, and have been sequestered with the 
CDC. 

bl 
b2 
b6 
b7C 
b7D 
b7E 

NSL VIO-1371 



SEbs^T 

To: Inspection From: 
Re: W 2 78-HQ-C12 2 973 6 -VIO, 07/03/2006 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

b2 
b7E 



(Rev. 01-31-2003) 

\ 

SECtraq 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

( U ) 

( U ) 

(U) 

b2 'UJ 
b7E 

ROUTINE Date: 12/28/2006 

Attn: SAC 
CDC 
SSRA: 
SA 

Counterterrorism 

Inspection 

Attn: 

Attn: 

ITOS II, GOU 

km 1 1 0 6 b 

From: General Counsel 
National S e c u r i t y L a w R r a n r h / r T T . T T T T / T . Y - 1 l ^ - i n n 
Contact: 

Approved By: _ 

Drafted By: 

C a s e I D 2 7 8-HQ-C122 9736-VIO"(pending) 

Title: (U) Intelligence Oversight Board 
(IOB) Matter 2006 b2 

S y n o p s i s : I t is the opinion of the Office of the General 
Counsel that the above referenced matter need not be reported 
to the Intelligence Oversight Board (IOB). Our analysis 
follows. 

Reference : 

bl 
b7A 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

• X Details 
2006 (278-ftO-ftl 2297-36 Seriall517) , 

By electronic communi rati on (RC) dated July 3, 
Field Office 

reported to the Office of the General Counsel (OGC) 
this potential IOB matter. 

b6 
b7C 

NSL VIO-1373 

OIG/DOJ REVIEW: 
FBI INVESTIGATI 

0IG/DÛJ I N V E S T I G A T E D 

u s , 



b2 
(U) b7E To : 

Re: T7ÏÏ 

^sbs^JET 

From: General Counsel 
HQ-C122973 6-VIO, 12/28/2006 

bl 
b2 

b7C 
b7D 
b7E 
b7A 

(U) 

bl 
b7D 

(S) 

aiscoveredl lerrorj^ 
(CDC) was promptly notified 

When 
I Chief Division Counsel 

Jreported that the toll 
records were not analyzed or added to any databases, and the 
records have been sequestered with the CDC. 

As required by Executive Order (E.O.) 12863 
(Sept. 13^ 19>3) and Section 2-56 of the National Foreign 
Intelligence Program Manual (NFIPM), OGC was tasked to 
determine whether the error described herein is a matter that 
should be reported to the IOB. The reported activity does not 
require IOB notification. 

information. Upon learning|_ 

[n this case, an error on 
resulted in the unintentional acquisition of 

^provided information 
beyond the scope of the NSL, the FBI sealed and sequestered 
the excess information with the CDC. 

( U ) (SO Based upon our analysis, the carrier's mistake 
is not reportable to the IOB as the FBI has not acted 
unlawfully or contrary to Executive Order or Presidential 
Directive. Pursuant to the Revised Procedures for the 
Submission of Reports of Potential Intelligence Oversight 
Board (IOB) Matters, Reports of potential IOB matters 
determined by OGC not to require notification to the IOB will 
be retained by INSD for three years for possible review by the 
Counsel to the IOB, together with a copy of the opinion 
concerning the basis for the determination that IOB 
notification was not required.1 Accordingly, OGC will request 
that the Inspection Division retain a record of the report of 
a potential IOB matter for three years, together with a copy 
of this opinion for possible review by the Counsel to the IOB. 

See 66F-HQ-A124 78 63 Serial 172 at 6 (2/10/2005). 

SÈÇRET 

NSL VIO-1374 



b2 
b7ETO: 

Re : 
From-. General Counsel 

S E C ^ T 

278-HQ-C122 973 6-VIO, 12/28/2006 

LEAD(s): 

Set Lead 1: (Action) 

(U) The field should contact the carrier and ask 
whether the improperly or unintentionally acquired information 
should be returned or destroyed, with appropriate 
documentation to the file. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) As provided in the Revised Procedures for the 
Submission of Reports of Potential Intelligence Oversight 
Board (IOB) Matters, retain a record of the report of a 
potential IOB matter for three years for possible review by 
the Counsel to the IOB, together with a copy of the OGC 
opinion concerning the basis for the determination that IOB 
notification is not required. 

SECl 
3 

NSL VIO-1375 



(Rev. Cl-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 01/12/2007 

To: General Counsel Attn: NSLB 

From: Inspection 
Internal Investigations Sect-inn. TPTT. Room 3 041 

b6 
b7C 

Contact : CRS Ext [ 

Approved By: Miller David 

Drafted By: |kas 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 
b2 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2569 
0GC/I0B# 2006 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 7 8- HQ-CI22973 6- VIO Serial 1517 
2 7 8- HQ-C1229736-VIO Serial 1986 

Details: (U) The Internal Tnvest i gat i oris Section (IIS) received 
an EC fron dated 07/03/2006, reporting a 
possible 10B error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

NSL VIO-1376 



(Rev. 01-31-2003) 

S|ißfiSa^/2 0320117 
FEDERAL BUREAU OF INVESTIGATION 

( U ) 

Precedence : 

To: 

ROUTINE b2 
b7E 

Date: 01/17/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 
Contact: CRS 

Approved By: Miller David Ian 

Ext 
b6 
b7C 

(H 

Drafted By: 

Case ID #: 

Title: (U) 

(U) 2 63-HQ-0-U - 678 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2569 
OGC/lOB# 2006-

b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Enclosure(s): 

- X 

(U) 
Declas^i-^?—ÖÜT: 2-0^20117 

2 7 8- HQ-CI229736-VIO Serial 1517 

Reference : (U) 2 7 8- HQ-CI2297 36-VIO Serial 1517 
2 78-HQ-C122973 6-VIO Serial 1986 

Details: (U) Upon review of| | captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

b2 
b7E 

NSL VIO-1377 



U.S. Bepartme. .if Justice 

Office of the inspector Gen: 

Washington, D.C. SO 

DATE: January 29, 2007 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007002618 
Subject: | 

» 
FBI No. 263-0-U-678 
CMS No. 2569 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Ident i fy ing informat ion may have been redacted from the attached O I G Report /Referra l pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidential i ty or (b) expressed a fear of reprisal. If you 
bel ieve that it is necessary that redacted information be made available to your Agency , you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, w h e r e adverse action is not contemplated, the sub ject of an invest igation does not have a 
right to have access to an O I G Report /Referral or to the identities of complainants or witnesses , and that, in all 
cases, compla inants and witnesses are entitled to protection f r o m reprisal pursuant to the Inspector General Act 
and the Whis t l eb lower Protection Act. 

Attachment 

NSL VIO-1378 

bfo 
b7C 
b2 
b7E 



b2 

OIG - INVESTIGATIONS DIVISION Complaint Form OIG NO. 89-2007-002618 - M 

Received By: Date Received: 01/08/2007 How Received: 

SUBJECT : 
Title: SA 
Component : FBI 
Mise : 
Home : 
Phone : 
Work : 
Ph -.ne (202 

Pay Plan : E 
EOD Date 

ZIP: 

ZIP : 

SSNO : f 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

SUBJECT : [_ 
Title: SSA 
Component: FBI 
MlSC: 
Home: | 
Phone: {) 

Pay Plan: 
EOD Date: 

ZIP 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
689 

b6 
b7C 
b2 

Phone: (202) ZIP : 

COMPLAINANT : SSNO 1 1 
Title: SSA 
Component: FBI 
Misc : 
Home : 
Phone: () -
Work: , 
Phone: (202) 
Confidential: 

Pay Plan :r 
EOD Date :C 

ZIP 

ZIP : 
Revealed : 

D . 0 . B . 
Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 

Authority: none 

Details : 
Information provided by the PBI/INSD reporting a potential IOB matter involving improperly 
received information. IOB #2006|~ 

During an authorized investigation, the FBI properly served a National Security Letter (NSL; 
on a communications provider for information regarding the target of the FBI investigation. 
In response, the FBI obtained information beyond the scope of the NSL. The FBI| | 
Division identified the problem and indicated that the unauthorized information has not been 
analyzed or added to any databases and has been sequestered with CDC. 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. 

=b2 
b7E 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 06/08/2006 
CITY :I 
E 

TIME : 
State Zip : 

DISPOSITION DATA: Disposition: M Date: 01/08/2007 Approval: POWELL, GLENN G 

Referred to Agency: Date Sent: Component: FBI 
Patriot Act: N Civil Rights: n Component Number: 263-0-U-678, 2569 

Sensitive: N Whistleblower: n Consolidated Case Number: 

NSL VIO-1379 



b2 
OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2007-002618-M 

Remarks : 
Predicating material contains classified information that will be stored in a secure 
container within OIG/INV/HQ. 

1/29/07 - Sent to AD Kaiser, FBI/INSD. (yht) 

NSL VIO-1380 



( R e v . U1 -31 - 2 0 0 3 ) 

SEC^K^ 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 10/25/2006 
To: Office of the General Counsel 

Attn: NSLB 

Inspection 

Cyber 

Room 7 94 7 

Internal Investigations 
Section 

Room 3 041 

SSA 
C3IU-1 
Room 5931 

From: 

Contact: S^ 

Approved By: 

Drafted By: 

Case ID #: 1 '/} 77fl-m-pmQ7ic.wTn"i ' "(Pending) 
'' '' ;) (Pending) 

(Pending) 

(TJ) Ti t ie r 

l|jjj Synopsis: 

INTELLIGENCE OVERSIGHT BOARD 
(IOB) MATTER 

To report possible IOB violation. 

me 06 3 0 01.ec 

M k l j u s J ^ 

U l A i U l b6 
b7C 

NSL VIO-1381 

b2 
b7E 
b6 
b7C 
b7A 

bl 
b7A 



To: Office of the General Counsel From: 
Re - hS 218-HQ-C122973 6-VIO, 10/25/2006 

b2 
b7E 

bl 
b7D 
b7A 

(s) 
bl 

b7C 
b2 
b7E 
b7A 

(S) 

bl 
b6 
b7C 
b7D 
b2 
b7E 
b7A 

bl 
b6 
b7C 
b7D 
b2 
b7E 
b7A 

x 
2 

NSL VIO-1382 



SEiìS^T 

To: Office of the General Counsel From: 
Rè: 278-HQ-C1229736-VIO, 10/25/2006 

b2 
b7E 

analysis of the material. 
SSAl 

communicati 
J then reported the matter to 

As per the NSLB guidelines, this 
'oil nay fieen prepared. 

i s ! 

b6 
b7C 
b2 
b7E 

bl 
b6 
b7C 
b2 
b7E 
b7D 

S E C ^ T 

3 

NSL VIO-1383 



(U) 
To : 
-Re.;... 

SE^ET 

Office of the General Counsel From: 
2 78-HQ-C12 2 973 6 -VIO, 10/25/2006 X 

b2 
b7E 

LEAD(s): 

Set Lead 1: (Info) 

OGC (NSLB) 

AT WASHINGTON, DC 

(U) Please provide guidance as to how to handle 
overreported information. 

Set Lead 2 : (Info) 

CYBER 

AT WASHINGTON, DC 

(U) Read and Clear. 

Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) Please provide guidance as to how to handle 
overreported information. 
•• 

SECHST 3 

NSL VIO-1384 



' (Rev. 0 1 - 3 1 - 2 0 0 3 ) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Counterintelligence 

Inspection Division 

Attn : 

Date: 12/12/2006 b2 
b7E 
b6 
b7C 

Attn: SSA C3IU-1 

, CRS 

( U ) 

(U) 

(U) 

( U ) 

(U) 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 / 
Contact AGC 

Approved By: Thomas Julie Fv 

Drafted By: 

CaseID 

Title-: 

Synop si s : 

) 27 8-HQ-C122 97 3 6-VIO (Pending) 

INTELLIGENCE_Q3£EE£JGHT BOARD 
MATTER 20071 

b2 

requested that 
the Office of the General Counsel (OGC) review an incident and 
determine whether it warrants reporting to the Intelligence 
Oversight Board (IOB). It is the opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the IOB. 

TT-3 Deriv 
De^lanrsTiy OnT^^i^l 

: X 
information from: the EC dated 10/25/2006 fror 
reporting a potential IOB matter. 

A dm ini strati ve": 
Tfy Ön? 

This electronic communication EC) contains 
to OGC 

Reference ; 278-HQ-C1229736-VIO ^î^f 

b2 
b7E 

b2 
b7E 

b6 
b7C 

NSL VIO-1385 



To: 
Re: 278-HQ-C1229736-VIO, 12/12/2006 

SE^JET 

From: Office of the General Counsel 

b2 
b7E 

( U ) Details": JsS^ By EC dated 10/25/2006 
review an incident and determine whet 
the IOB. 

(S 

requested that OGC 
1er it warrants reporting to 

LSlJ 

b2 
b7E 

bl 
b2 
b7E 
b7A 

bl 

b7E 
b7D 
b7A 

S±J 

bl 
b2 
b7E 
b7D 
b6 
b7C 
b7A 

b2 
b7E 
b6 
b7C 
b7D 
b7A 

SEpÇET 3 

NSL VIO-1386 



To : 
Re : / 3 b -

à^RET 

From: Office of 
tflO, 12/12/2006 

the General Counsel 
b2 
b7E 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG), or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

(U) On 03/28/2006, the FBI's National Security Law 
Branch (NSLB) sent a letter to the Counsel for the IOB requesting 
their concurrence to treat third party errors as non-reportable, 
though NSLB would still require the field to continue to report 
any improper collection under an NSL as a potential IOB matter. 
By letter dated 11/13/2006, the Counsel to the IOB agreed that 
third party errors in the collection of information pursuant to 
an NSL must be reported to the FBI OGC, but are not reportable to 
the IOB. 

(U) In the instant case the collection of information 
by the FBI was not the fault o Dnce the case agent 
discovered that he had received information beyond the scope of 
the NSL request, the case agent immediately sequestered the 
information, placed the information in a secure safe and reported 
the matter to OGC. 

b2 
b7E 

NSL VIO-1387 



To: From: Office of the General Counsel 
Re: 2/H-Hü-Cl^y I Jb-VlO, 12/12/2006 

b2 
b7E 

LEAD(s): 

Set Lead 1: (Information) 

INSPECTION 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 2: (Information) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 

(U) For action deemed appropriate. 

A' b2 
b7E 

cc : 1- Ms. Thomas 
1-
1- b6 

b7C 1- IOB Library 

4 

NSL VIO-1388 



(Rev 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE Date: 01/12/2007 

To: General Counsel Attn: NSLB 

From: Inspection 
Internal Tnvp^inal-inns Section. TPIJ. Room 3 041 
Contact : CRS Ext 

b6 
b7C 

Approved By: Miller David Iai^iul^ 

Drafted By: 

Case ID #: 

Title: (U) 

(U) 278-HQ-C1229736 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 3155 
0GC/I0B# 2007- b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference : (U) 2 78-HQ-C12 2 97 3 6-VIO Serial 1794 
2 7 8- HQ-C1229736-VIO Serial 1987 

Details: (U) 
an EC from^ 

The Internal Investigations Section (IIS) received 
Jdated 10/25/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

NSL VIO-1389 



' (Rev. 01-31-2003) 
j ; j 3 3 S g f / / 2 0 3 2 0117 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To : 

ROUTINE 

Attn: 

Date: 01/17/2007 

'Personal Attention) 

From: Inspection 
Internal Tnypsfinatitnis Section, IPU, Room 3 041 
Contact : CRi Ext . 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian m 

(U) 2 63-HQ-0-U - 682 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 3155 
OGC/lOB# 2007 b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

X Deri jm 
fy^On: 17 (U) 

Enclosure (s) : (U) 278-HQ-C1229736-VIO Serial 1794 

Reference: (U) 278-HQ-C1229736-VIO Serial 1794 
2 78-HQ-C1229736-VIO Serial 1987 

Details: (U) Upon review of captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

b2 
b7E 
b6 
b7C 

b2 
b7E 

S f e ^ Ê T / / 2 0 3 2 0 1 1 7 
^ NSL VIO-1390 



(Rev. 0 1 - 3 1 - 2 0 0 3 ) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 
Inspection 
Countering el 1 i g p n r p 

Date: 10/30/2006 

/ 
Attn: NSLB 
Attn: IIS 
Attn: CD-2A, Room 413 3 
At tn: CDd 

b2 
b7E 
b6 
b7C 

From: 

Contact: SA 

Approved By-

Drafted By: 

Case ID #: (U) 278-H0-C122 973 6-VTO (Pending) 
(TT) 9-7«! Lmgi n/i /n^^-i „„n ; ; "" (U) 

bl . (s) 

( U ) Title: PDTT?WTTaT. Tnp MflTTCP 
SA 
S SAI 

b6 
b7C 

Synopsis: TOB rer>nrt i n g of carrier 

(U) 

Reference: (U) Conversation with CDC 
( U ) Details : 

response 

on 10/18/2006. 
The following information i s h ^ i n n n m v i H o H j_ n 

e quarterly EC from CDC 1 requesting Intelligence Oversight Board reporting be brought 
to the attention of the OGC and Inspection Division. 

bl 
b6 
b7C 

S O I X M s u T 

SE^K^T 

b6 
b7C 

NSL VIO-1391 

bl 
b7D 

b6 
b7C 



aÈÇRÎÎ'I 
To: General Counsel From: 
Re: (U) 2 78-HQ-C122 9736-VIO, 10/30/2006 b7E 

(si initiallv reauested ntst. «nV-^nr-i V^t-
information 

(a) ^ceived a renlv to the NSL 
In addi 

the NSL 
In addi tion to 

l i_i were received. 
information received was incorrectly given by 

1 nnl information was requested. None 
( rece ived have been up loaded i n t o ar.q n r 

placed in the file of the substantive parp f 
w e r e r p h i xned 

mistake is being reported within the mandatory 14 day reporting period. 

bl 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b7D 

SE^ÇET 

2 

NSL VIO-1392 



SBSRET 

To: General Counsel From: 
Re: (U) 27 8- HQ-C122 973 6-VI0, 10/30/2006 

b2 
b7E 

LEAD(s) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) Information is being provided to NSLB for 
whatever action is deemed appropriate. 

Set Lead 2 : (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) Information is being provided to IIS for 
whatever action is deemed appropriate. 

Set Lead 3: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

(U) At CD-2A: Read and clear. 

Set Lead 4: (Action) 

AT 

(U) Information is being provided to CDC for 
whatever action is deemed appropriate. 

3 

NSL VIO-1393 



(Rev . 01 -31 -2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 
Date: 12/12/2006 

b2 
b7E 
b6 
b7C 

Counterintelligence 

Inspection Division 

Attn: 

Attn: 

Attn: 

SAC 
CDC 
SA 

SSA CD-2A 

CRS 

<U) 

(U) 

( U ) 

(Ut-

ili)-

(U) 

From: Office of the General Counsel 
NSLB/CILU/Room 7917 I 
Contact: AGC 

Approved By: Thomas Julie M 

Drafted By: 

Case TD #: 278-HQ-C1229736-VIO"^ (rending) 

. . .T i t l e: INTELLIGENCE_Q^£1RSIGHT BOARD 
MATTER 200T b2 

requested that 
review an incident and 

Synopsis: /5J Fie Id Office 
the Office of the General Counsel (OGC) 
determine whether it warrants reporting to the Intelligence 
Oversight Board (IOB). It is the opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the IOB. 

(U) 

This electronic communication (EC) contains 
[to OGC 

Administrative..:. 
information fromr^tfiB EC dated 10/30/2006 from 
reporting a potential IOB matter. 

Reference: 

Details 
review an ' X 

) 278-HQ-C1229736-VIO -

By EC dated 10/30/2006 

i n 

OIG/DOJ REVIEW: 
FBI INVESTIGATION; 

0IG/DQJ INVESTIGATION: 

requested that OGC 
incident and determine whether it warrants reporting to 

sUe^ET 

b6 
b7C 

NSL VIO-1394 

b2 
b7I 

b2 
b7 



SEC 

To: 
Re : 278 

From: Office 
-HQ-C12 2 97 3 6-VIO, 

of the Gteneral Counsel 
12/12/2006 

b2 
b7E 

( S ) 

^HG TOR-
bl 
b6 
b7C 
b2 
b7E 
b7D 

(S) 

(S) Upon review of the documents provided to| 
it was learned that the information provided, pursuant to 
the NSL, exceeded that which was requested. The error by 
was apparently a misunderstanding on its part as to the nature ot 
the request, since requests for| information and 
subscriber information are requested separately by the FBI. 

reported that thev returned 

bl 
b2 
b7E 
b7D 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG), or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

(U) On 03/28/2006, the FBI's National Security Law 
Branch (NSLB) sent a letter to the Counsel for the IOB requesting 
their concurrence to treat third party errors as non-reportable, 
though NSLB would still require the field to continue to report 

SEC^T^ 

2 " 
NSL VIO-1395 



To: From: Office of the General Counsel 
Re: 27 8-HQ-C122 9736-VIO, 12/12/2006 

b2 
b7E 

any improper collection under an NSL as a potential IOB matter. 
By letter dated 11/13/2006, the Counsel to the IOB agreed that 
'third party errors in the collection of information pursuant to 
an NSL must be reported to the FBI OGC, but are not reportable to 
the IOB. 

In the instant case f,he collection of information 
Once the case agent 

'beyond the scope of 
by the FBI was not the fault of FBI] 
discovered that he had received information 
the NSL request, the case agent immediately sequestered the 
information, returned said information to 
matter to OGC. 

and reported the 

bl 
b2 
b7E 
b7D 

NSL VIO-1396 



To: 
Re : 2VH-HQ 

SE^bÇfr 

From: Office of the General Counsel 
•C122 97 3 6-VIO, 12/12/2006 

b2 
b7E 

( S ) 

LEAD(s): 

Set Lead 1: (Information) 

INSPECTION 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 2: (Information) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 

Al 

is requested t c 

bl 
b2 
b7E 
b7D 

to ensure that the 
appropriate protocols are in place to prevent similar types of 
disclosures in the future. 

cc: 1- Ms. Thomas 
1-
1-
1- IOB Library 

b6 
b7C 

SEG^éç 

4 
NSL VIO-1397 



(Rev. Cl-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 01/12/2007 

To: General Counsel Attn; NSLB 

From: Inspection 
Internal 
Contact : 

b6 
b7C 

Investigations 
CRS 

Section. IPU, 
Ext 

Room 3 041 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David la 

(U) 2 7 8- HQ-C122 97 3 6 -VIO [ Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 31,58 
OGC/lOB# 2007 b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-TO-C1229736-VIO Serial 1798 
278] |-C76104 Serial 450 
2 7 8- HQ-C12 2 9736-VIO Serial 1988 

b2 
b7E 

Details: (U) The Internal Investigations Section (IIS) received 
an EC fronj Division dated 10/30/2006, reporting a possible 
IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

NSL VIO-1398 



' (Rev. 01-31-2003) 
SÈCÏJ*£//20320117 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

Precedence : 

To: 

ROUTINE Date: 01/17/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 
Contact: CRS| Ext 

Approved By: Miller David Ian 

Drafted By: 

b2 
b7E 
b6 
b7C 

Case ID #: 

Title: (U) 

(U) 2 63-HQ-0-U - 683 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 3158 
0GC/I0B# 20071 

b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Enclosure(s): (U) 278-HQ-C122 973 6-VIO Serial 1798 

Reference: (U) 2 78-HO-C12 2 973 6-VIO Serial 1798 
C76104 Serial 450 211 

2 78-HQ-C122 973 6-VIO Serial 1988 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

b2 
b7E 

S E O ^ S T / / 2 0 3 2 0 1 1 7 
NSL VIO-1399 



vT»'1*'' U.S. Departme jf Justice 

Office of the Inspector General 

Washington, D.C. 20530 

DATE: January 26, 2007 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Fédéral Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007002584 
Subject 
FBI No. 263-0-U-683 
FBI CMS No. 3158 

b6 
b7C 
b2 
b7E 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

This complaint will be investigated by the OIG. 

I M P O R T A N T N O T I C E 

Identi fying informat ion may have been redacted from the attached OIG Report /Referra l pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency , you may contact the 
Assistant Inspector General for Invest igations. 

Please be advised that, w h e r e adverse action is not contemplated, the subject of an invest igation does not have a 
right to have access to an OIG Report /Referra l or to the identities of complainants or witnesses , and that, in all 
cases, compla inants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the W h i s t l e b l o w e r Protect ion Act. 

Attachment 

NSL VIO-1400 



DIG INVESTIGATIONS DIVISION Complaint Form OIG NO. • b 2 
689-2007-002584-M 

deceived By: Date Received: 01/08/2007 How Receivec 

SUBJECT : 
ritie: SA 
Component: FBI 
<1 i s c : 

Fay Plan: 
EOD Date: 

lome : 
:hone: 
vor k : 

( 2 0 2 ) 

ZIP 

ZIP 

SSNO 
D . O . B . 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

SUBJECT : | 
?111e : SSA 
Component: FBI 

Pay Plan 
EOD Date 

Jork: , , 
'hone : (202) 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 68 9 

b 6 
b 7 C 
b 2 

:OMPLAINANT: 
:itle: ATTY 
Component : FBI 
l i s e : 
lome : 
'hone : 
.'or k : 

Pay Plan: 
EOD Date: 

( ) 

'none : 202) 
'confidential : 

ZIP: 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

Details: 
The FBI provided information regarding., a potential IOB matter (2007 

b 2 

b l 

The National Security Letter (NSL) requested subscriber information, however the reply to 
the NSL provided toll records. None of the toll records were uploaded into FBI databases 
and the erroneously provided information was reported within the mandatory 14 day reporting 
period. 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. (dz) 

^LEGATIONS : 689 IOB Violation 
'ccurrence Date: TIME: 
:ity| , „ „ State: J d 7 E = Zip: 

'IS POS ITION DATA: Disposition: M Date: 01/25/2007 

.eferred to Agency: Date Sent: Component 
atriot Act: n Civil Riqhts: N Component Number 
ensitive: N Whistleblower: n Consolidated Case Number 

Approval: POWELL, GLENN G 

FBI 

263-0-U683, 3158 

NSL VIO-1401 

Pace 1 of 2 



b 2 
)IG INVESTIGATIONS DIVISION Complaint Form OIG NO. •689-2007-002584-M 

Remarks: 
Predicating material contains classified information that will be maintained in a secure-
container within OIG/INV/HQ. 

01/26/07-Sent to Kaiser/FBI/INSD. (dz) 

Psqe 2 of 2 

NSL VIO-1402 
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FD-96'». (Rev 03 21-2005) 

SEjZ^IT 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 05/03/2006 

Attn: IIS, Room 118 61 
Attn: NSLB, Room 7 97 5 

) 27 8-HQ-C122 973 6-VIO-~\g£3 
Title: S FC 

S S RA' b6 

( U ) 
h7C INTELLIGENCE OVERSIGHT BOARD uOB) ERROR 

S y n o p s i s : T o report possible IOB error, unauthhorized, 
unintentional collection of information. 

m X ) Possible IOB Error: Unintentional collection of 
information. 

bl 

•M-

:SJ/ 4. Description of IOB Error (including any reporting 
^ys). Financial records were furnished , pursuant- to -a' National 

Security Letter (NSL) for individuals other than the subject of the 
N S L. 

^caajuuuw jiitn 
Ou 

¡y 

Ju* Ôllùtfjil 

SEÒ^T 

b6 
b7C NSL VIO-1403 



SEC 
(ITI 

b2 '"""i'Q.: 
b7E Re: 

inspection From: 
278-HQ-C1229736-VIO, 05/03/200» 

(S) A National Security Letter for financial r-ĝ r-rio ^f 
rant i ni-ipri subject was requested 

bl 
b6 
b7C 
b7D 

:s) 

nn ^ 
Records were received by writer and held until the analysis 

b6 'of those records was able to be conducted. During the course of the 
b7C analysis writer found records that were in the names of individuals other than the captioned subject. SSRA 

this. was advised of 

bl 
b6 
b7C 
b7D 

b6 
b7C 
b2 
b7E 

(U) After speaking with ADC and of OGC, the records not pertaining to r.anHnnpr? .¡nK^Pf have been 
separated, segregated and sealed' 
those records have been uploaded into 
systems. ADC landl 

none of 

handle this matter. 
ACS or other FBI record 
provided guidance on how to 

SECRET 

NSL VIO-01404 



(U) To: .Inspection From: 
Re: ]><( 278-HQ-C122 9736-VIO, 0 5/03/2006 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SECWT b2 
b7E 

SECI 

NSL V10-1405 



(Rev . 0 1 - 3 1 - 2 0 0 3 ) 

SEPTET 

FEDERAL BUREAU OF INVESTIGATION 

4 ¿ 1 % 

b2 
b7E 
b6 
b7C 

( U ) 

( U ) 

(U) 

(U) 

b2 
b7E 

Precedence: ROUTINE 

To: 

Date: 12/26/2006 

Attn: SAC 
CDC 

Counterterrorism 

Inspection 

Attn: SSRA 

Attn: ITOS II 

Attn: IIS, CRS 

From: Office of the General Counsel 
NSTiR / C T T i U T T / L X 1 / R o o m 3 S - ; i 1 0 
Contact: AGd 

Approved By: Thomas Julie F 

Drafted By: 

Case I D # : 

Title: 

2 7 8-HQ -C1229736-VIO Serial /¿^O (Pending) 

INTELLIGENCE_Q3£EE£IGHT BOARD 
MATTER 2 006- b2 

Synopsis: It is the opinion of the Office of the General 
Counsel (GGC) that this matter is not reportable to the Intelligence 
Oversight Board (IOB). Rather, it should be maintained in the 
control file for periodic review by Counsel to the IOB. Our analysis 
follows. 

(U) From G-J 
Deci n: ,22 6 

Reference: bl (s) 
Details : 
OGC revie 

-OA ^ L ^ t ^ - V t n -
requested that ) By EC dated 05/03/2006, 

tiie facts of the captioned matter and determine 
whether it warrants reporting to the IOB. As explained below, 
in our opinion, the FBI is not required to report this matter 
to the IOB. 

b 6 OIG/DOJ REVIEW: I 
b7C FBI INVESTIGATE 

01G/D0J INVESTIGATION: 
NSL VIO-1406 



b2 
b7E TO: 

Re : 

SECSfET 

From: Office of the General Counsel 
2 78-HQ-C12 2 9 73 6 -VIO, 12/26/2006 

(S) On 11/10/2005, 
to 18 U.S.C. § 2709 seeking financi a 
an authorized invpsfinafinn I 

drafted an NSL pursuant 
r e c o r d o f the target of 

I 

b2 
b7E 
bl 
b7D 

1S1 

(S) 

bl 
b6 
b7C 
b7D 

nj) T h e records not pertaining to r̂r>i--i nnoH 
b2 have been separated, segregated and sealed in 
b7E I I none of those records have been uploaded into ACS or other 

FBI record systems. 

(U) The President, by Executive Order 123 34, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) 
and established the Board as a standing committee of the 
President's Foreign Intelligence Advisory Board. Among its 

SE^ET 

NSL VIO-1407 



To: 
Re : 

S&SjR^T 

From: Office of the General 
2 78-HQ-C1229736-VIO, 12/26/2006 

Counsel 
b2 
b7E 

responsibilities, the IOB has been given authority to review 
the FBI's practices and procedures relating to foreign 
intelligence and foreign counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates 
that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division (INSD), and the General Counsel, 
Office of the General Counsel (OGC), respectively) report to 
the IOB intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive Order or 
Presidential Directive. This language has been interpreted to 
mandate the reporting of any violation of a provision of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG), 
effective 10/31/2003, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed to ensure the 
protection of individual rights. Violations of provisions 
that merely are administrative in nature and not deemed to 
have been designed to ensure the protection of individual 
rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records 
of such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

(U) NSLs are a specific type of investigative tool 
that allows the FBI to obtain certain limited types of 
information without court intervention: (1) telephone and 
email communication records from telephone companies and 
internet service providers (Electronic Communications Privacy 
Act, 18 U.S.C. § 2709); (2) records of financial institutions 
(which is very broadly defined) (Right to Financial Privacy 
Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a list of financial 
institutions and consumer identifying information from a credit 
reporting company (Fair Credit Reporting Act, 15 U.S.C.§§ 
1681u(a) and (b)); and (4) full credit report in an 
international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 16 8lv). NSLs may be issued in conformity with 
statutory requirements, including 18 U.S.C. § 2709. NSIG, 
section V.12. 

I,T-T'1 /¡^ Here, during an authorized investigation, the 
FBI properly served an NSL on a financial institution.- In 

SEp^T 

NSL VIO-1408 



b2 
b7E To : 

s è î s ^ 

From: Office of the General Counsel 
Re: 2 7 8-HQ-C122 9 73 6 -VIO, 12/26/2006 

response to the properly served NSL, the FBI obtained 
information regarding other individuals that were not relevant 
to the investigation.1 It appears that this information, 
although lawfully obtained, is not relevant to the 
investigation and was properly segregated to protect the 
potential privacy interests of United States persons. Once 
information not relevant to an authorized investigation is 
received, the field should contact the carrier and ask whether 
the unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 
of EO 12863, it is our opinion that this error is not 
reportable to the IOB. A record of this decision should be 
maintained in the control file for future review by the 
Counsel to the IOB. 

(U) 
The target's rights were not violated because he 

was n6t the subject of the improperly collected information. 
It is unknown, however, whether the information associated 
with the other subscriber pertained to a United States Person 
inasmuch as there has been no review of the information. 

4 NSL VI01409 



To: 
Re : 278 

sÈb^T 

From: Office of the General 
-HQ-C122 973 6-VIO, 12/26/2006 

Counsel 
b2 
b7E 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three 
years for possible review by the Counsel to the IOB. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

(U) For information. 

Set Lead 3: (Action) 

b2 
b7E 

(U) I should contact and ask whether 
the improperly or unintentionally acquired information should 
be returned or destroyed with appropriate documentation to the 
file. 

cc: _Ms. Thomas 
b6 
b7C 
•• IOB Library 

3 
NSL VIO-1410 



(IV;v 01-31-2003) 

b2 
b7E 
b6 
b7C 

(U) 

(U) 

( U ) 

( U ) 

b2 
b7E 
bl 
b7D 

(U) 

b7C 
b2 
b7E 

SECHST 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Counterterrorism 
Inspection 

Date: 01/10/2007 

Attn: 

Attn: 
Attn: 

Attn: 

NSLB/CTLUII 
LXl 
Room 3S-110 
AGC 
ITOS II 
IIS 
CRS 
Associ afp Di vi si nn PniinspT 
SSA 

From : 

Contact 

Approved By : 

Drafted By: 

C a s e I D # 

Title 

SA 

278-HQ-C1229736-VIO pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006' b2 

Synopsis : 
provided 

(S) Destruction of records which were inadvertently 

Reference 

120110 

278-HQ-C1229736-VIO Serial 1970 

Referenced EC requested FE T 1 Details: (S 
the unintentionally acquired information 
which was obtained via a National Security Letter (NSL), should 
be returned or destroyed with appropriate documentation to the 
file. 

Those specific document s which were 
unintentionally acquired by FBll [ were previously 

Chief Division 

[ 
segregated, sealed and maintained by FBI 
Counsel. On January 10, 2007, Associate Division Counsel (ADC) I 

] opened the sealed package to review the documents, 
not for its content, but to determine if the documents were 
originals or copies. A review of the documents revealed they 

b2 
b7E 
bl 
b7D 

NSL VIO-1411 



( U ) 

(S) 

To: General Counsel From: 
-Re-: Y s / 27 8 - HQ-C122 97 36-VIO, 01/10/2007 

b2 
b7E 

pa.qpd upon ADC 
review, on January 10. 2007. ADd shredded those documents 
which were unintentionally acquired 

(U) b 2 
b7E been destroyed, 

) As the unintentionally acquired documents have 
considers the lead covered. 

b6 
b7C 
bl 
b7D 

SECJ 

2 

NSL VIO-1412 



IC^T 

To: General Counsel From: 
(U) Ho : X&f 278- HQ-C122 9736-VIO, 01/10/2007 

SECÎ 
b2 
b7E 

LEAD (s) : 

Set Lead 1: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and Clear. 

Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) Read and clear, 

SECRET 

3 

NSL VIO-1413 



(Rev. Cl -31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 01/12/2007 

Attn: NSLB 

b6 
b7C 
b2 

b2 
b7E 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: CRS 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian 
< •. J f A -fiwl'L 

(U) 278-HQ-CI22 312 S-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2176 
OGC/lOB# 2006- b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference : (U) 278-HQ-C122 9736-VIO Serial 1353 
2 78-HQ-CI229736-VIO Serial 1970 

Details : 
an EC from 
IOB error. 

i n XbLa_ Internal Investigations Section (IIS) received 
lüivision dated 05/03/2006, reporting a possible 

Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

NSL VIO-1414 



' (Rev. 01-31-2003) 
^720320117 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(U) 

b2 
b7E 

Precedence : 

To: 

ROUTINE 

Attn: 

Date: 01/17/2007 

SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: CRSL ' 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian 

(U) 2 63-HQ-0-U - 684 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2176 
OGC/lOB# 2 006 -| I £ 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Deri 
Dec 

3m 
"5n : 17 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1353 

Reference : (U) 2 78-HQ-C1229736-VIO Serial 1353 
2 78-HQ-C1229736-VIO Serial 1970 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 

SEtóT//20320117 
/ \ NSL VIO-1415 



U.S. Departmt of Justice 

Office of the Inspector General 

Washington, D.C. 20530 

DATE: January 29, 2007 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: 
b6 
b7C 
b2 
b7E 

OIG Complaint No. 2007002639 
Subject 
FBI No. 263-0-U-684 
FBI CMS No. 2176 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

I I This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

This complaint will be investigated by the OIG. 

I M P O R T A N T N O T I C E 

Ident i fy ing informat ion may have been redacted from the attached O I G Report /Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidential ity or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency , you may contact the 
Ass is tant Inspector General for Invest igat ions . 

Please be advised that, w h e r e adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an O I G Report /Referra l or to the identities of complainants or witnesses , and that, in all 
cases, compla inants and wi tnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the W h i s t l e b l o w e r Protect ion Act. 

Attachment 

NSL VIO-1419 



1N VE S TIGATIONS DIVISION Complaint Form OIG NO.: • -2007-0C2639-M 

ived B V : 

'OBJECT : 
it Ie : SSA 
omDor.ent : FBI 

orne : 
hone : 

' h o r. e : (202) 

Date Ree eived: 01/04/2007 How Received; 

Pay Plan 
EOD Date 

S S NO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses b6 

b7C 
-b2 

10MPLAINANT: 
'itle: EXECG 
:oniDonent : FBI 

lome : 
'hone : ( ) -
Jork: , , 
'hone : (202) 
;on fident i a1 : 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

Details: 
The FBI provided information regarding a potential IOB matter (2006-

During an authorized investigation, the FBI properly served a National Security Letter (NSL) 
on a financial institution. In response to the NSL, the FBI was provided with information 
associated with individuals who were not relevant to the investigation. The information was 
properly segregated to protect the potential privacy of the individuals. 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. (dz) 

\LLEGATIONS: 68 9 IOB Violation 
Occurrence Date: TIME: ]q2 

\ 1 b7E Zl-p: 
DISPOSITION DATA: Disposition: M Date: 01/29/2007 Approval: POWELL, GLENN G C>i-
Referred to Agency: FBI Date Sent: 01/29/2007 Component: FBI 
Patriot Act: n Civil Ricthts: n Component Number: 263-0-U-684, 2176 
Sensitive: N Whistleblower: N Consolidated Case Number: 

Remarks : 
Predicating material contains classified information that will be maintained in a secrue 
container within OIG/INV/HQ. 

01/29/'07-Sent to Kaiser/FBI/INSD (dz) 

NSL VIO-1420 
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FEDERAL BUREAU OF INVESTIGATION 
FOIPA 
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