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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

To: Inspection
General Counsel

From:
JTTE

. N [--’ l (t:}
e S

Date: 07/07/2006

_Attn: IIS, Room 11861 ]
Attn: NSLB, Room 7975 foipa # 1073946

Contact: TFO

Approved By:

. Drafted By: |

Case ID #: I 278-HQ-C1229736-VIO — /', / {)

Title: (U) TFO
SSA

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR bic

'”éyﬁagsiss“&&) To report possible IOB error.

I:T.T:l -4 G-3
X1
Details:
(s) 1
(s} 2
“Egi 3. Possible IOB Error: ,
bl
(S) b2
b7E
;%6 4. Description ot 108 Brror
A NSL dated 02/08/2006 (TOLLS-133) was submitted to
| - ~N for subscriber information relating to telephone
numbers. The results were received from the| | field office p»
with an EC dated 04/24/2006. 1Included with the results were toll HE
records, which were not requested in the NSL. Only subscriber ©

information was reqguested. On 0
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7/07/2006 the toll records were givenD
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. i b2
~To: Inspection From: | BTE
Re: P&) 278-HQ-C1229736-VIO, 07/07/2006 / o
D o
to cnc| | to be sequestered. The subscriber information, b7C

which was requested in the NSL, is stored in a 1-A.

s dated 06/08/2006 (TOLLS] ) was submitted tol | o
| for subscriber information relating tol | =
The results were received from the [field office ©O
with an EC dated 07/03/2006. Included with the results were toll n7C
records, which were not requested in the NSL. Only subscriber 57D
information was requested. On 07/07/2006 the toll records were giverh—jE
to CDCI Ito be sequestered. =
..~ P& None of the aforementioned toll records were entered into
| or ACS.
b2
b7E
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To: nspection From: g;:;;;::;;;
"Ren | 278-HQ-C1229736- , 07/2006

LEAD(s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.
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{Rev. U1-31-2003)
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 09/29/2006

To: Attn: JTTF
SSA b2
TFO -
| cpe -
Inspection Attn: IIS biC
b7E
From: Office of General Counsfl
NSLB/CTLU L
Contact:
Approved By: Thomas Julie &
Drafted By: mml .4(2/.
Case 1D'#-:~-~(>< 278-HQ-C1229736-VIO” (Pending)
W - ritler - P’  INTELLIGENCE OVERSIGHT BOARD P2

IOB MATTER 2006

iWWSynopsiST““igi It is the opinion of the Office of the General
Counsel (0OGC) that the above referenced matter need not be
reported to the Intelligence Oversight Board (IOB). Our
analysis follows. :
|:U:| (SALTF) G-1
09/12/2031

M- Reference: [®] 278-HQ-C1229736-VIO Serial 1510
. . . . b2
- ---Detailss:- (X By electronic c n (EC) dated July 7 oo
2006 and referenced above, the Division | DiE
reported to the OGC's National Security Law Branch (NSLEJ and
the Inspection Division this potential IOB matter.
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To: From: Office of General Counsel bm.
Re: o 278-HQ-C1229736-VIO, 08/29/2006 '
(U
")k<f_ lizan a National Security Letter
(NSL) to[ for subscriber information for
received

the results of the NS on April 24, 2006. The results
contained telephone toll records, which were not requested in
the NSL. On Julv 7., 2006 the telephone toll records were given
to CDC | | to be sequestered. The subscriber
information, which was requested in the NSL, was placed in a
1-A envelope. None of the telephone toll records were entered

e -&Q As required by Executive Order (E.O.) 12863
(Sept. 13, "1993}) and Section 2-56 of the National Foreign
Intelligence Program Manual (NFIPM), OGC was tasked to
determine whether the errors described here are matters that
should be reported to the IOB. We believe that the reported
activity does not reguire IOB notification.

(U) Section 2.4 of E.O. 12863 mandates that the
heads of Intelligence Community components report all
information to the IOB that it deems necessary to carry out
its responsibilities. That section requires Inspectors
General and General Counsel of the Intelligence Community to
report "intelligence activities that they have reason to
believe may be unlawful or contrary to Executive order or
Presidential directive." This language has been interpreted
to mandate the reporting of any violation of guidelines or
regulations approved by the Attorney General, in accordance
with E.O. 12333, if such provision was designed in full or in
part to protect the individual rights of a United States
person. This includes violations of agency procedures issued
under E.O. 12333, unless they involve purely administrative
matters.' For the FBI, OGC submits reports to the IOB.?

""""" m““L““Qé) See EC from Inspection Division to All Divisions; Title:
Revised Procedures for the Submission of Reports of Potential
Intelligence Oversight Board (IOB) Matters, Case ID # 66F-HQ-A1247863
Serial 172 at 5-6 (2/10/2005). The FBI is required to maintain for
three years records of administrative violations, for possible review
by the Counsel to the IOB, together with a copy of the opinion
concerning the basis for the determination that IOB notification was
not required. Id. at 6.

|:U12 (}Q See & at 4.
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To: | From: Office of General Counsel b7E
(m'“Reme€§< 278-HQ-C1229736-VIO, 09/29/2006

&4 The Attorney General's Guidelines for FBI

(81 Foreign Intelligence Collection and Foreign [——-"
S ' ligence Tnvestigatrionsg (NSTG) provide that b1
D2
| NSIG (Introduction} at 4. Section 2-56 of L7E

the NFIPM identifies as reportable to the IOB unauthorized

investigations, the use of unlawful methods and techniques,
exceeding the authorized scope of permitted activities, and
failing to adhere to minimization requirements.?

)

s In this ins sought information
relating to associated with the subject
of a full investigation, and obtained information beyond the
scope of the request but still within the scope of an
authorized investigation. Thus, the investigative technique
was authorized for purposes of E.O. 12333 and this need not be
reported to the IOB pursuant to E.O. 12863.

oo

-
[

(-
: 'BS( See also id. at 5, identifying reportable matters as
including: (1) activities believed to be unlawful or contrary to
Executive Orders or Presidential directives; (2) suspected violations phi
of the Constitution; (3) unauthorized investigations; (4) use of D2
iSj . methods or techniques other than those authorized in the conduct of B7E

| |(5} initiating a form of
Ctronic surveillance or a search without authorization from the
FISC, or failing to terminate an authorized surveillance at the time
prescribed by the Court; and (6) failing to adhere to the
minimization or dissemination requirements specified in a FISC Oxrder.
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To: From: Office of General Counsel n7E
Re: Y&y 278-HQ-C1229736-VIO, 09/29/2006
LEAD(s):
Set Lead 1: (Action)
AT ol
. bd
(:EF) D:\r';t:ih'n 1g 1nstryiict to either b/:‘)
return the toll records to and document h7E

the return to the case file; or, destroy the toll records and
document the destruction to the case file.

Set Lead 2: {Action}
INSPECTION

AT WASHINGTON, DC

(U) As provided in the Revised Procedures for the
Submission of Reports of Potential Intelligence Oversight
Board (IOB) Matters, retain a record of the report of a
potential IOB matter for three years for possible review by
the Counsel to the IOB, together with a copy of the 0GC
opinion concerning the basis for the determination that IOB
notification is not required. :

Set Lead 3: (Info)}

" COUNTERTERRORISM

AT LIBERTY CROSSING ONE

(U) ITOS I/CONUS II: Read and clear.
*e
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{Rev. (1-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/18/2006

To: General Counsel Attn: NSLB

From: Inspection

Internal Invesi] ] Section, IPU, Rocom 3041
Contact: CRS Ext. [ |

Approved By: Miller David Ian gg
Drafted By: v bh7C
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (U} INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRAC 2568 -
OGC/IOB# 2006- ol
Synopsis: (U) To report a potential Intelligence Oversight Board

(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1510
278-HQ-C1229736-VIO Serial 1712

Details: (U) The Internal Investigations Section (IIS) received 2
an EC from Division dated 07/07/2006, reporting a b7E
possible IOB error. Based upon a review of the referenced EC it

is the 1IS's opinion the incident described therein 1is

administrative in nature. Therefore, no internal investigation

will be conducted by the IIS and this matter is being relegated

to the NSLB for whatever action they deem appropriate.

*"

NSL VIO-1016



(Rev. 01-31-2003) ’
SECRET 1020

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/20/2006
To: :I Attn: SAC (Perscnal Attention)
foY
From: Inspection Lo
Internal Investigations Section, IPU, Room 3041 b
Contact: CRS|[ EXt. 7

Approved By: Miller David Iangykﬁ‘

Drafted By: %ﬁg

V' Case ID #: (U) 263-HQ-0-U - 566 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/I1S TRACKINGH# 2568 b2

OGC/IOB# 2006:

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and i1s not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

11| WWM;RQ:“ WWMEEEEEgﬂ‘EZQEZE: G-3
eclassify Oni— 20311020

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1510

Reference: (U) 278-HQ-C122%736-VIO Serial 1510
278-HQ-C1229736-VIO Serial 1712

~J DO
=1

oo

Details: (U) Upon review of: Division's captioned
report of a potential IOB violation, IIS did not find the matter
indicative of willful migconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) 1IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by

National Security Law Branch/OGC EC, dated 03/18/2005 (319X-HOQ-
A1487720 serial 6).

THIS EC IS UNCLASSIFIED WHE]D TED LASSIFIED ENCLOSURE.

+*

SquzET//z 0311020
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S¥CRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/13/2006
To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975

From: | _ |
STTF .
Contact: fTFoJ

Approved By:

Drafted By: |_| =

Case ID #: (S)

Title: (S)
bl
Do
b7A

[
Synopsis: (8¢ Document destruction of non-pertinent records obtained
from Nexus Communications.

T =2 ,,,_...vDexivM FBI G ;. Jan. 18997
Declassify : 2

Details: t)ﬂi’ reported to the receiving offices thatl he
provided toll records for | [whem,
) ) b4
ONnly subscriber mation was requested. Thel -
were included o separate National Security Letters (NSLs}. 'The b:L’
details were documented in 278-HQ-C1229736-VIO serial 1510. b7E

;}&(q Ireceived General Counsel's response, 278-HQ-
eY 1a ,

C1229736-VIO s which advised that the records should either

be returned tof | or destroyed. General Counsel's 12
response only referred to the toll records for[:::]of the NSLs. The ~©
case agent contacted | via e-mail, on 10/13/2006, b4
regarding the lls records for thq |NSL and whether they couldhé
be destroyed. advised tha ese toll records could be B¢
destroyed as well. On 10/13/2006 the case agent destroyed the toll . _
records for all| |]and this EC is being submitted to™ '~
document this destruction. ol

sﬁdQET é;((cﬁ}-(ﬁ-—tt~1554>49
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To: Inspection From: | :j

Re: (S

LEAD(s) :
Set Lead 1: (Info)
INSPECTION

AT WASHINGTON, DC

{(U) For information.
Set Lead 2: (Info)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) For information.
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U.S. Departme. I Justice

Office of the Inspector General

DATE: December S, 2006

TO:

Lne e
FROM: Glenn

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

3 Iy

G. Po
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007001304

U

Subject: Unidentified
E:Division

FBI No. 263-0-U-566

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the O1G
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

1dentifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. 1f you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a

right to have access to an OIG Report/Referral or to the identities of complainants or witnesscs, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act,

Attachment

NSL VIO-1020
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0:1C - INVESTIGATIONS DIVISION - Complaint Form

2
01G m89‘2007‘0013 <M
Received By: 6 Date Received: 10/11/2006 How Received: A
p7C
SUBJECT: Unidentitied, FBI SENO:
Title: UNID Pay Plan: D.0O.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home: B.O.P.Nc.:
Phone: ZIP: D/L No.:
Work: Offenses: 689
Phone: ZIP:

COMPLAINANT:| | SSNO :

Title: ATTY Pay Plan: D.0.B.:

Component: FBI EOD Date: Alien No.: N
Misc: F.B.I.No.: o)
Home: | | B.0.P.No.: b6
Phone: {) - ZIP: D/L No.: nic
Work: ,

Phone: | | ZIP:

Contidential: Revealed: Authority: none

Details:

(S

The FBI provided information regarding a potential IOB matter

(2006:| bz

:hel |

Divis:ion i1ssued a NSL to a telecommunicatlons provider fcr subscriber information for] |
|re1ated to the subject of the investigation.

On 4/24/06,[::::::::]recelved the results which contained toll records

o oo

not reguested 1n the

31D b

x3}

NSL.

FBI/OGCC determined that this matter does not need to be reported to the ICB.
ALLEGATIONS: 689 IOB Violation
Occurrence Date: 04/24/2006 TIME: o2
CITY: | | State: Z1p: h7E
I — J
DISPOSITION DATA: Disposition: M Date: 10/11/2006 Approval: POWELL, GLENN G

RZQ/

Referred to Agency: Date Sent: Component: DEA
Patriot Act: N Civil Rights: N Component Number: 263-C-U-566
Sensitive: N Whistleblower: N Consolidated Case Number:

Remarks:

secure container at OIG/INV/HQ. (stp)

12/1/06: Predicating material contains classified material which will be stored in a

Page 1 of 1

NSL VIO-1021
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SEéXéT//20310728 ‘
FEDERAL BUREAU OF INVESTIGATION . (‘) {f §
Precedence: ROUTINE Date: 07/28/2006
To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975 -
2
From: [ ] D
-2 B7C
Contact: SA : 7L
LAY
Approved By: | Lb(}a
Drafted By: E 1mt 7)) ;
(C) case 77 4 278- CL229736 -VIO -l
Mo 278 A95380 .
- L7E o ~6
32 Title: () sal] ' b7C
5 SSA e
ﬁ%g - INTELLIGENCE OVERSIGHT BOARD {IOB) ERROR
m g
"g Synopsis:“)é) To report possible IOB error.
5
I:T.T:I ......... {8J... . . .Derived ¥ G-3
e Declasgi on 7/28/2031
Q\: Details: ~
& ol
el s 1 02
e " ra
53 0o
a5 2 o7C
& bTE
E w3 3 Possible IOB Error: Unintentional collection of
information. |
(3) bl
o)
b7E
I
tm~wa&( 4. Description of IOB Error (including any reporting
aelays).
’Iﬁﬁ Telephone subscriber information was furnished,
pursuant to a National Security Letter (NSL) for individuals other
than the subject of the NSL
o i (~~fr::f
(R _{1_,_5;5 - sp:c,kﬁ'//zoslovza

L7C NSL VIO-102 (o3 -(O-UL™ 57§



To: Inspection From:

) Ret---P&)  278=HQ-C122973

bl (o) - ")EQ;A National Securit
b2 information o

SEQQET//20310728 R

/)/?o

b2 oidhf)
b7E %b-r\

6-VIO, 07/28/2000

Letter for telephone subscriber
in contact with captioned

h7E subject's telepnone was 1ssted —on U5/731/2006. | |
g S C =
~"\tE§¥:/fhe NSL was delivered to | | d
m Lo
':U:II —I on p7C
Vo/28/2000. A
b7D
(- >§ Sy ords ofI:__Ittelephone numbers were py7p bl
delivered”to ISS Iln response the NST _and an EC b2
S covering the lead was written on 07/03/2006, b
(5 b7C
W {34 Records were received by writer and held until b7E
analysis of the records was able to be conducted. During the hE
course of the analysis writer found subscriber informatjion that was s
for a telephone number that was not requested. SSA was b7C
advised of this.
D2
54 L An attempt to contact was made to
- determiné if the records were in som€ way relaced to the reqguested
fﬁiD telephone numbers. Writer was directed to the voice mail of the
DIk analyst that provided the information. The voice mail indicated
that the analyst was out of the office for 12 weeks on maternity
leave.
D2
o ~-\<53A|_—r:| had writer contact I8 o
1SS reviewed tne provided information and case tile
number and determined that the subscriber information in question b6
was not related to the telephone numbers listed in the NSL. b7C

"‘7‘—\

!

ed subject haveé been separated, segregated

Field Office. None of the records have

l:U:I T (X) AftEr spea king With ADC
o pertaining to the_caption
e and sealed in the
06 been uploaded into ACS. Records uplcaded
b7C were deleted on 07/20/2006.
b7E

(K

oo e . E&( ADC[:::] provided guidance on how to handle this ¢

piC

S%>6ET//20310728
2
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To: Inspection From: L7k

Rer 8 278-HQ-C1229736-VIO, 07/28/2006

LEAD(s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*"

SEBRET//20310728
3

NSL VIO-1024



SPARET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 08/30/2006
SSa | %K
CDe 00
b7C
Counterintelligence Attn: UC CD-2A h7E

Inspection Attn: IIS

From: Office of the General Counsel
NSLB/CILU/Room 7947
Contact: AGC

Approved By: Thomas Julie P{Xa)\)
| | ez
Drafted By: ik t-f
_ 162

Case ID #: (U) 278-HQ-C1229736-VIO” (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER ‘
2ooe| | b2

Synopsis: >§iUPt is the opinion of the Office of the General
Counsel (0OGC} that this matter be repcrted to the Intelligence
Oversight Board (IOB). OGC will prepare and deliver the
necessary correspondence to the IOB.

iI]),W(>< = perived From @ G-3

Declassi On: X1
Reference: (U) 278-HQ-C1229736-1558
Administrative: {U) This communication contains one or wmore

footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.

{1~ —~Details:- C&( The referenced electronic communicaticn (EC) from
the I:vr:lDivision { dated 07/28/2006, requested that K2
OGC €w the facts of the captioned matter and determine o7FE

whether it warrants reporting to the ICB. As explained below,
the FBI is required to report this matter to the IOB.

SEOQET

3 .
O
VTP
b7

e

NSL VIO-1025
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sPeRET

b7
To: I::l From: Office of the/?er}?ral Counsel pIE
Re: (U 278-H(Q-C1229736-VIO, 08/3C/Z006
(S)

|0n 05/31/2006, | [Tssued a

National Security Letter INSL) recuesting subscriber information
for[ | relating to the subject. However,
the service proyider responded hv providing subscriber

information for After a review,g;l
determined that tnhe subscriber information that wa vided for

S _pro
the| was not related to thel__B:I

| st he NSL and was not related to the
subject. Accordingly, separated, segregated and sealed
the unsolicited records that did not pertain to the subject.
None of the records have been uploaded to the ACS. Records
uploaded into were deleted on 07/20/2006.

(U) Section 2.4 of Executive Order (E.O.) 12863, dated
09/13/1993, mandates that Inspectcors General and CGeneral Counsels
of the Intelligence Community components (in the FBI, the
Assistant Directecr, INSD, and the General Counsel, OGC,
respectively) report to the IOB intelligence activities that they
have reason to believe may be unlawful or contrary to Executive
Order or Presidential Directive. This language was adopted
verbatim from EO 12334, dated 12/04/1928%, when the IOB was known
as the President’s Intelligence Oversight Board (PIOB).

(%) By longstanding agreement between the FBI and the
I0B (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any viclation of a
provision of the Attorney General's Guidelines for Natiocnal
Security Investigationsg and Foreign Intell:igence Collection
(NSIG) or other guidelines or regulations approved by the
Attorney General in accordance with E.Q. 12333, dated 12/04/2981,
if such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Violations
of provisions that are essentially administrative in nature need

: A *"United States person" is defined in Section 101(i) of the

Foreign Intelligence Surveillance Act (FISA}, 50 U.S.C. 8§ 1801, et
sed., as "a citizen o:f the United States [or] an alien lawiully
admitted for permanent residence {as defined in section 10l ({a}/{
the Immigration and Naturalization Act). . . ." See
of the Attorney General's Guidelines for FRI Nationadl
Investigations and Foreicrn Intellicence Coilection (NSI

?QRET
2

(20} of
so Seckticn 1.C.
ecurityv
Gy (2003} .

-
[
-
o
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(V)

SEFRET

' b2
To:|:| From: Office of the General Counsel b7E

rRe: (U) 278-HQ-C1223736-VIO, 08/30/2006

not be reported to the IOB. The FBI is required, however, to
maintain records of such administrative violations so that the
Counsel tc the ICB may review them upon reqguest.

&ﬁ NSLs are a specific type of investigative tool that
allows the FBI to obtain certain limited types of information,
such as: (1) subscriber information, tecll billing records, and
electronic communication transactional records [(Electronic
Communications Privacy Act (ECPA), 18 U.S.C. 2709); (2) financial
records (Right toe Financial Privacy Act, 12 U.S.C.
3414 {a) (5) (A)); and (3) consumer information (Fair Credit
Reporting Act, 15 U.S.C. 1681lu and 1681lv). Title 18, U.S.C.
2709, provides that the FRI may seek subscriber information from
service providers that is relevant to an authorized national
security investigation., Section V.12., Investigative Techniques,
of the NSIG provides that the NSLs may be issued in conformity
wlth statutory reguirements.

""""" o080 In this instance,:I issued a lawful NSL to the
service provider, and received in response information both
within and beyond the scope of the NSL. | lrequested

subscriber information for[ | However, due
Lo service provider error, Subscrd ~nformation for
lwas provided. etermined that tne

was not reiated to the subject and was

provided in error by the service provider. Upon noticing this

error, correctly separated, segregated and sealed the
unsclicited information. The error was committed solely by the
service provider. committed no error, substantive,

administrative, or otherwise. Nevertheless,[::::::]came into
vossession of material that the service provider authorized
to provide to the FBI under the ECPA. Although Icommitted
no error itself, the mere receipt of unauthorized material
pursuant to a lawfully issued NSL must be reported to the IOB.
Further, the unauthorized material, the subscriber information
for the that does not relate to the
subject ,TTMUSC remalin sealed and sequestered in the CDC’'s safe.

’%)Q Based upcn these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4 of
E.0. 12863, it is our opinion that this error needs to ke
reported to the ICB. O0OGC will prepare a cover letter and a
memorandum to report this matter to the I0OB.

SECRET

3
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SECRET

b2
To:E:::::::] From: Office of the General Counsel O7E
Re: (5 278-HQ-C1229736-VIO, 08/30/2006
LEAD(s) :
Set Lead 1: (Action)
bz
| | DTE
(U) The unsolicited subscriber information for the
| | that does not relate to the subiject must
remain sealed and sequestered within the CDC’s safe until further
direction from OGC.
Set Lead 2: {Info)
COUNTERINTELLIGENCE
AT WASHINGTON, DC
(U) For information.
Set Lead 3: (Action)
INSPECTION
AT WASHINGTON, DC b6
niIC

(U) For action deemed appropriate.

CC: Ms. Thomas

IOB Library

L34

Sﬁ@éET
4
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BY CCURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for ycur information is a self-explanatory
memorandum entitled “Intelligence Oversicht Board Matter o

2006 |" () o<

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary %o
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
irvestigations. This matter has also been referred to our
Internal Investigations Section, Inspecticn Division, for a
determination of whether any administrative action 1s warranted.
(U)

mnclosure

1 - 278-HQ~-C1229736-VIC /i'.i<..

Derived/Frym: G-3
Declasgify Qn: X1

SEC%‘

NSL VIO-1029



ir. Stephen Friedman
Should you or any member of your staff require additional

information concerning this matter, an oral briefing will be
arranged fcor you at your convenience. (U)

Sincerely,

Juiie F. Thomas
Deputy General Counsel

ot
|

The Honorable Alberto R. Gonzales
Attorney General

U.5. Department of Justice

Room 5111

b
|

Mr. James BRaker

Counsel, Office of Intelligence Policy and Review
U.S. Department cf Justice

Room 6150

SECRE
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p

INTELLIGENCE QVERSTGHT BOARD (IORB) MATTER
FIELD QFFICE b2
10B MATTER 20061 (U) L7k

o "“”“““}%S By electronic communication;iiiii:july 28, 2006,
the Federal Bureau of Investigation (FBI)‘ Field Office
reported that they came into possession of unauthcrized material.
On May 31, 2006,11&3[::::;JFie1d Office issued a National
Security Letter seeking subscriber information, pursuant to
Electronic Cemmunications Privacy Act (ECPA), 18 U.S.C. 2709.
Thel | Field Office sought subscriber information for

However, the service provider issued

SUpSCriber iniormation for |Field bZ
Office determined that the| [was not K78
related to the subject and was provided Dby error by the service
previder. Upon noticing this error, Fieid Office

correctly segregated and sealed the unsclicited information. The
error was committed solely by the service provider. |Field
Office committed no error. Nevertheless, | | Field Office
came 1into possession of material that the service provider was
unauthorized to provide to the FBI under the ECPA. Although

Field Office committed no error itself, the mere receipt
oL unauthorized material pursuant to a lawfully issued Naticnal
Security Letter is a violation that must be reported to the
Intelligence Oversight Board.

SERKET

NSL VIO-1031
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ‘ Date: 10/18/2006
To: GCeneral Counsel Attn: NSLB

From: Inspecticn
Internal Investigations Section, IPU, Room 3041

Contact: CRS| | Ext.
Approved By: Miller David b2
/ b6
Drafted By: k&s- 5
b7C
Case ID #: {(U) 278-HQ-C1229736-VIO (Pending)
Title: (U} INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2648
oGc/IoB# 2006 ] B2
Synopsis: (U) To report a potential Intelligence Oversight Becard

(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1558
278-BS-A95380 Serial 27
278-HQ-C1229736-VIO Serial 1651

Details: Internal Investigaticns Section (IIS) received
an EC fromtfi:fE:]Division dated 07/28/2006, reporting a possible bZ
IOB error. Based upon a review of the referenced EC it is the b7
IIS's opinion the incident described therein is administrative in
nature. Therefore, no internal investigation will be conducted

by the 1IS and this matter is being relegated to the NSLB for
whatever acticon they deem appropriate.

I

4
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(Rev. 01-31-2003)
SECRETX/20311020

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/20/2006

To: I:l Attn: SAC (Personal Attention)

From: Inspection
Internal Inveastigations Section. IPU, Room 3041

Contact: CRS| [Ext . | ] o2
Approved By: Miller David Ianygfi ?SP
= DR
Drafted By: é&s 7B

‘case ID #: (U) 263-HQ-0-U - 570 (Pending)

Title: (U} INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING# 2648 .
OGC/IOR# 2006 Do

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB} viclation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

“_T:, ng)( Derivé Fr : G-3
P D adl amad S 11020

Enclosure(s): (U) 278-HQ-C12297236-VIO Serial 1558

Reference: (U) 278-HQ-C1229736-VIO Serial 1558
278 85380 Serial 27
278-HQ-C1229736-VIO Serial 1651

Details: (U) Upon review of :I Division's captioned report o)
of a potential IOB violation, IIS did not find the matter b7E
indicative of willful wmisconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) T1S recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 03/18/2005
(319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFI EMPARATED FRCM CLASSIFIED ENCLOSURE.
*"

SECRET 0311020
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DATE:

TO:

FROM

U.S. Departmer  f Justice

Office of the Inspector General

December 7, 2006

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

: Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007001541

N

Subiject: Unidentified
Division
FBI No. 263-0-U-570

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached O1G Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b} expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in alj
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-1035
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b2

CIG - INVESTIGATIONS DIVISION - Complaint Form CIG NO. 689-20C07-001541-M tf?F

Rece1lved By:l | DO pate Received: 09/27/2006 How Received: A
p7C

SUBJECT: Uniadentitied, FBI S5NO

Titlie: UNID Pay Plan: D.O.B.:

Component: FBI EOD Date: Alien No.:

Misc: F.B.I.No.:

Eome: B.O.P.No.:

Phone: ZIP: D/L No.:

Work: Offenses: ©389

Phone: ZIp:

COMPLAINANT: | SSNO :

Title: ATTY Pay Plan: D.O.B.:

Component: FBI EQOD Date: Alien No.: ~

Misc: F.B.I.NG.: b2

Home : I B.O.P.No.: ]3]

Phone: = ZIP: D/L No.: bh7C

Work: ,

Prione: [ ZIP:

Contidential: Revealed: Authority: none

IR —
Details: b2

The FBI provided information regarding a potential IOB matter (20064 |.

S\lssued a NSL to a telecommunications provider reguesting subscriber information for
( ( |relating the subject of the investigation.

bue to an error by the telecommunications provider,::'received subscriber information
for] The unsolicited records have been seaied. [olt

~y
/
<

FBI/OGC determined that this matter must be reported to the IOB.
ALLEGATIONS: 68% 10OB Violation

rerr———re——| ") ] |1 —

Occurrence Date: 05/31/2006 TIME: b2
i ~ I
DISPOSITION DATA: Disposition: M Date: 09/27/2006 Approval: POWELL, GLENN G
Referred to Agency: FBI Date Sent: 12/07/2006  Component: FBI
Patriot Act: N Civil Rights: N Component MNumber: 263-0-U-570
Sensaitive: N Whistleblower: N Consolidated Case Number:
Remarks:

12/6/06: Predicating material contains classified material which will be stored in a
secure container at OIG/INV/HQ. (stp)

NSL VIO-1036
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FD-962 (Rev. 03-21-2005)

SEXRET

FEDERAL BUREAU OF INVESTIGATION

2783

Precedence: ROUTINE Date: 08/24/2006
To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975
From: ] , b2
Squad 6, I_ o ne
Contact: SA )w
b7C
Approved By: b7E
Drafted By: Slitle]
e
Case ID-"#\;...._,,% 278-HO-C1229736-VIO - 1616 |1
278 C45386 - /124 no
S b7E
Title: (U) sA] |_| bé
SSA R7C
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR
Synoosis: (K To report possible I0OB error.
Declassify ¢ X1
Details:
hl
bz (8) 1.
b6
7C s 2.
- . p7E
oK) 3, Possible IOB Error:
() >§< The Attorney General's Guidelines Provision: Section I, )
C4 o4
b2
" (5) pTE
O 4. Description of IOB Error (including any reporting delavs)
(3)

J—
A/

& % —
\/k“ \llz]u[o

4 2/l 06 Wy

£

bé
pi7C

SHQRET
NSL v10-1037;? 3-0-u-5 76



SECNfT

To: Inspection From: Q
ol Re§< 278-HQ-C1229736- . 08/24/2006

{
w1 B

o
=

(U) No investigation has heen canducted an cantioned subject

since t‘“hev--l. pi
=0 i
bl
bhé
bh7C
sy [
bl
b6
b7C
s
ol
[e}5)
b7C
I N |
bl
(S)
bl

sdgrr
2
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(-

SEKRET

To: Inspection From:

"Re:-.. % 278-HQ-C1229736-VIO, 08/24/2006

LEAD(s):
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U} For action deemed appropriate.

124

s‘gém
3
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SKCRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/19/2006
To: Inspection : Attn: IIS
Counterterrorism ' Attn: ITOS I/CONUS II
A/UC
Attn: SARA
SA|
From: Office of General Counsel/ o
OGC/NSBL/CTLU I 3S-10 o
Contact: J jo}e)
' b7
Approved By: Thomas Juliéf%xglj 7
Drafted By: mml . :
F’%g

Case ID #i- {}{) 278-HQ-C1229736-VIO— !Pending)

. Title: - 1g) INTELLIGENCE OVERSIGHT BOARD b2
POSSIBLE IOB VIOLATION; =
2006

(m

(s ) Derived " G-1
im o IAE Declasg;§;S§§;::;O/19/2031

) --Reference: (}( 278-HQ-C1229736-VIO Serial 1616

24, 2006 and referenced above,
this potential IOB matter.

oo Details: P& By Electronic Cfffffijation (EC) dated August

D!

—

A

3|

"”S?népsiSY“"$§§ It is the opinion of the Office of General
Counsel (OGC) that this matter need not be reported to the
Intelligence Oversight Board (IOB). Our analysis follows.

Division has reported

(s)
01G/DOJ REVIEW: . oo
FBI INVESTIGATI /i - ic
0IG/D0S INVESTIGA > L0199, 6 (-5l

bl

b2
b6
b7C
bk



SEQRET

To: Inspection From: Office of General Counsel
Rews { 278-HQ-C1229736-VIO, 10/19/2006
bl
(sf 1
bo
b7C
(s) bl
beé
p7C
()| .
=28 Iy
(s}
bl
b2
7R

AP Lt

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB "concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive." By
longstanding agreement between the FBI and the IOR (and its
predecessor, the PIOB), this language has been interpreted to
mandate the reporting of any vioclation of a provision of the
Attorney General Guidelines for National Security
Investigations and Foreign Intelligence Collection (NSIG) or
other guidelines or regulations approved by the Attorney
General in accordance with E.O. 12333, dated 12/04/1981, if
such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons.
Violations of provisions that are essentially administrative

sét;éz'r
: 2

NSL VIO-1041



SEYRET

To: Inspection From: COffice of General

LwRe: - (3 278-HQ-C1l22973€6-VIO, 10/19/2006

in nature need not be reported to the IOB.

required, however, to maintain records of
violations so that the Counsel to the IOB
request.

Counsel

The FRI is
such administrative
may review them upon

(S)
bl
) bl
(s) |
bl
b2
nTE

(U) OGC requests that the Inspection Division retain a
record of the report of a potential IOB matter for three years,
together with a copy of this opinion for possible review by the

Counsel to the IOB.

SEC%?%
3
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 seCkET

To: JInspection From: Office of General Counsel

“ReTT 278-HQ-C1229736-VIO, 10/19/2006

LEAD (s} :
Set Lead 1: (Info)

INSPECTION

AT WASHINGTCN, DC
{U) Read and clear.

Set Lead 2: {(Info)

[ 1

AT

o)
-1 DN

o
(i

(U) Read and clear.
Set Lead 3: {Info)

COUNTERTERRORISM

AT LIBERTY CROSSING ONE

(U) Read and clear.

+

S%géET
4
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{Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 11/02/20606
To: Generai Counsel Attn: NSLB

From: Inspecticn
Interral Investigationg Section, IPU, Room 3041

Contact: CRS | Ext.
. b2
Approved By: Miller David Ian nE
Drafted By: kés" 07C
Case ID #: (U) 278-HQ-C1229726-VIO {Pending)
Title: (U) INTELLIGENCE COVERSIGHT BOARD MATTER T

<

INSD/IIS TRACKING# 2783

OGC/IOB# 2006|:|

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Coungel, National Security
Law Branch (NSLRB).

Reference: (o 278-HQ-C1229736-VIQO Serial 1616
278-HQ-C1229736-VIOQ Serial 1788

Details: (U) The Internal Investigations Section (I1IS) received

an EC from‘ Division dated 08/24/2006, reporting a possikle 2
IOB error. Based upon a review of the referenced EC it is the
I18's opinion the incident described therein is indicative of a
performance issue. Therefore, no internal investigation will be
conducted by the IIS and this matter is being relegated to the
NSLB for whatever action they deem appropriate.

*

NSL VIO-1044



(Rev. 01-31-2003)
SEC /2 102

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 11/02/2006
To: Attn: SAC (Personal Attention)
. 5o
From: Inspection =
Internal Invegbigations Sesrion TPU, 41 0o
Contact: CRS Extl . p7C
: . AN b7E
Approved By: Miller David Iarzigﬁt‘ '
Drafted By: kg
\!Case ID #: (U 263-HQ-0-U -~ 576 {(Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/ITS TRACKING# 2783
oGc/108% zoo6[ | 52

Synopsis: (U) To advise that captioned repcrting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS}, and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

()~ > S D%£§§§$<zfgé;; G-13
Deciassify™~en: 20311102

Enclosure(s) : (U} 278-HQ-C1229736-VIO Serial 1616

Reference: (U) 278-HQ-C1229736-VIO Serial 1616
278-HQ-C1229736-VIO Serial 1788

Details: (U) Upon review of: Division's captioned report of -
a potential ICB violation, II5 did not find the matter indicative M=
of willful misconduct. 1IIS only addresses allegations where b/E
deliberate and/or aggravated misconduct is evident.

(G) 118 views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WH TED FROM CLASSIFIED ENCLOSURE.

*

SEC 1102
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DATE: December 8, 2006

U.S. Departme.  of Justice

Office of the Inspector General

Washington. D.C. 20530

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Burcau of Investigation

FROM: Glenn G. Powell

SUBJECT: OIG Complaint No. 2
Subject: Unidentified,

0

Special Agent in Charge
Investigations Division

FBI No. 263-0-U-576

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached O1G Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant te the [nspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-1046
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OIG - INVESTIGATIONS DIVISION - Comp}aint Form

Received By: n7C

SUBJECT: Unidentified, FBI SSNO:

Title: UNID Pay Plan: D.O.B.:

Component: FBI ECD Date: Alien No

Misc: F.B.1.No

Home: B.O.P.Nc.:

Fhone: Z1P: D/L No.:

Work: Offenses: 689

Phone: ZIP:

COMPLAINANT:| | oY

Title: ATTY Fay Plan: D.0.B.:

Component: FBI £0D Date: Alien No.: =~

Misc: F.B.I.No.: 'béi

Home : l B.O.P.No.: Lo

Phione: ([T - Z1P: | | /L No.: LIC

Work: ,

hone : ZIP:

Caonft i delr—rrr Revealed: huathority: ncne

e ——— _ b‘l
Details: b2
The FBI provided informaticn regarding a poteptial TOR matler D7

(S)

It is the opinion of the Office of the General Counsel thar this matter need not be roportod
to the 10B. (cz)

ALLEGATIONS: 689 IOB Violation

Occurzence Date: TIME: b2
CITY: State: Zip: wWIE
[ t—— > D7l_] 3
DISPOSITION DATA: Disposition: M Date: 12/06/2006 Approvali: POWELL, GLENN C
et
4
Referred to Agency: FBI Date Sent: 12/06/2006 Component : F3I
catriot Act: N Civil Rights: N Component Number: 263-0-U-576

Sensitive: N Whistleblower: Y Consclidated Case Humber:

Remaxks:

12/07/06-Sent to Kaiser/FBI/INSD. Predicating material will be maintalined within OT
Ln a secure container. (dz)

NSL VIO-1047



FD-962 (Rev. 03-21-2005)

4ﬁéRET 13

FEDERAL BUREAU OF INVESTIGATION gt Jf

Precedence: ROUTINE Date: 09/19/2006
To: Inspection Attn: IIS, Room 11861
Ceneral Counsel Attn: NSLB, Room 7975

p2  From: [ ]

DE Squad CI-2

Y - Contact: SA

o/

O7E  approved By: | WKﬁé
Drafted By: 11\}\)

() - {74 ;7
Case 1D #: &é) 278-HQ-C12298736-VIO—'= ¥

Title: (U) SA ] o
SsAa | B7C
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR

o Synopsis: (E{ To report possible IOB exror.
inw f}(m weee -Derive rom : G-3
Declassi On: X1
Detailsg b1
(s) 1. oz
Jof$
. B7C
sy 2. b7E
{m “?Eé 3. Possible IOR Error:
(s) bl
(U b2
o T , ' ) b7ER?
= 4. Description of IOB Error (including any reporting delays) . bz
(1) jE :ES(: On 08/16/2005, writer documented to the file that e-mail 7D
headér information regarding a non-targeted e-mail account was b7

provided in response to a National Security Letter (NSL) served at| |
. The CD of information provided by in error was

estroyed.
(U . . . -
~-{&) On 09/15/2006, writer was informed via legal training that
receipt of incorrect information pursuant to an NSL is a reportable
TIOB violation

5y
%Md\@("Ws 10.3{ /D,o T — 7 y L DC)
B -OLL-577 A
Jons, slerfee NSL VIo-ﬁt%-g OX=5T7

./‘_"\ N - . PR J [ .
{ : c?‘ {,f ?\/ */—’ ){:‘"‘ Q :’; . K? {C’ c;‘v““

bl
D2
b4
b6
b7C
b7D
b7E



To: Inspection From:

WURéEM_Cgi 278-HQ-C1229736-VI1O,

LEAD(s8) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

SECRET

09/19/2006

(U) For action deemed appropriate.

Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*”

NSL VIO-1049
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Precedence: ROUTINE Date: 10/03/2006
To: Attn: SSA] ]
sa| |
Counterintelligence Attn: CD-2D b
Inspection Attn: IIS, Room 11861 0o
/ n7C
From: Office of the General Cou?égl »7E
NSLB/CILU/Room_7947
Contact: AGCl I
Approved By: M@U
(-
Drafted By: ctd :
rRee | J (14 bl
Case ID #: (&% 228 BO-C1229736-VTO~" (Pending) b2
(s} b7E
o
Titlé&““K;&: INTELLIGENCE OVERSIGHT BOARD MATTER
LT
m-- - )
0 Synop31s~ ) It is the opinion of the Office of the General
Counsel (0OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB). A copy of this opinion
should be retained in the control file for review by Counsel
to the IOB.
() DerivM
Decla y On: X1
Reference: (U) 200d[::}123844 Serial 42
(U) 278-HQ-C1229736-VIO Serial 1646 o
Details: (U) The referenced electronic communication (EC) from DTE
in file 278-HQ-C1229736, dated 09/19/2006, reguested that
OGC review the facts of the captloned matter and determine
whether it warrants reporting to the IOB. In our opinion, it
does not. Our analysis follows.
= bl
bo
b7C
SE).\RET
be
b7C

FEDERAL BUREAU OF INVESTIGATION

AB-O-u-577]
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(2]

bz
b4
b7D
OTE

SEQRET

| | A b2
To: From: Gffice of the General Counsel LI E
Re: 278-HQ-C1229736-VIO, 10/03/2006

o)}

o~

bZ
b4

pID
b7E

(U) Section 2.4 of Executive Order (E.OQ.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB “concerning intelligence
activities that they have reascn to believe may be unlawful or
contrary to Executive order or Presidential directive.” This
language was adopted verbatim from E.O. 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
IOB {(and its predecessor, the PIOB), this language has been
interpreted to mandate the repcrting of any violation of a
provision of the NSIG, or other guidelines or regulations
approved by the Attorney General in accordance wich E.O. 12333,
dated 12/04/1981, if such provision was designed in full or in
part to ensure the protection of the individual rights of U.S.
persons.

U} ¥ Here, a typographical errpr in an NSL resulted in

incorrect information being obtained. Hbwever, in mitigation,
the case agent acted properly and aggressively in sequestering
and destroying the CD as soon as the error was discovered.

{uy e }Ei Regardless, however, we conclude that, in

accordance with the reporting requirements of Sectcion 2.4 of E.O.
12863, the FBI's typographical error, and resulting
overcclliection, must be reported. In accordance with this
determination, OGC will prepare a cover letter and memorandum for

ICB notification purposes.
SE¢%ET
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SEQéT

To: | | From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 10/03/2006

LEAD(s) :

Set Lead 1: (Info)

AT

(U) For information.
Set Lead 2: (Info)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

(J) For information.
Set Lead 3: (Info)
INSPECTION

AT WASHINGTON, DC

(U) For information.

CC: Ms. Thomas ,
| | bé
IOB Library 7C

144
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October 3, 20006

BY COURLIER

Mr. Stephen Friedman

Chairman

Irtellicence Oversicht Board
Room 50209

New Executive Office Building
725 17" Street, Northwest
Washingtorn, [D.C.

Near Mr. friedman:
Enclosed for your informaticn is a self-explanatory

memorandum entitled “Intelligence Cversight Board Matter n2

The memorandum sets forth details of investigative
activity which the FBI has deterrined was conducted contrary to
the Attorrey General Guidelines for FBI Foreign Intelligence
Collection and Forelgn Counterintellligence Investigations and/or
laws, =Zxecutive Orders, or Presidential Directives which gover
Bl foreign counterintelligence ard international tevrorism
investigations. This matter has also been referred o our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.

(U)
Enclosure

1 - 278-H0-C1229736-VIO - 1792

S%T
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SE>€ET

Should you or any member of your staff require additicnal
informaticn concerning this matter, an oral briefing willi be
arranged for you at your converience. (U}

Mr. Stephen Friedman

Sincerely,

Juilie F. Thomas
Deputy General Counsel

1 - The Honorable Albertc R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, 0Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

SEC
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INTELLIGENCE OVERSIGHT BOARD MATTER

FIELD OQFFICE b2
IOB MATTER 2006{___](U) o ‘
pl
(o | o)t
b4
Do
oiC
‘ﬂmew“m~»-~;ES(:-O - 105, after receiving the requested bl
o et N - >
informaticn from the case agent noticed a <
tvpographical error in the issuance of the NSL| | b4
] | b6
isjgl |As a result of the typcgraphical 170
€rror, tnc agent recerved information for an individual other jl“
than ¥rshagi. 07D
b7k
m - ) Upon discovering the error, the case agent '
immediately sequestered and destroyed the CD of information b2
subritted by | | After attending NSLB training b4
earlier this year, she reported the incident and reguested a 77
legal review. b7E
(U?“““ w3 Here, a typographical error on the FBI resulted
in an accidental overcollection of information. Based upon our

analysis, in accordance with the reporting reguirements of
Section 2.4 of Executive Crder 12863, the carrier's mistake
must be reported to the ICB.

S ET
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(Rev. 31-51-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date:

/02/2006

-
(=]

To: General Counsel Attn: NSILB

From: Inspection
Internal Investigations '

I1PU, 3041
Contact: CRS Ext.[fffftr

Approved By: Miller David Ian | Eé
Drafted By: k%s b7C
Case ID #$#: () 278-HQ-C1229736-VIO {(Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKINGE 2869 b2

OGC/IOB# 2006 -

Synopsis: (U) Tc report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, Naticnal Security
Law Branch (NSLR) .

Reference: {0) 278-HQ-C1229736-VIO Serial 1646
278-HQ-C1229736~VI0O Serial 1791

Details: internal Investigations Section {IIS) received
an EC from [Division dated 09/19/2006, reporting a ~
possible IOB error. Based upon a review of the referenced EC it D2
is the IIS's opinion the incident described therein is indicative D7E
of a performance issue. Therefore, no internal investigation

will be conducted by the IIS and this matter is being relegated

to the NSLB for whatever action they deem appropriate.

*
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(Rev. 01-31-200%)
sgcé£§7?35311102

W

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 11/02/200¢
To: | | Attn: SAC (Personal Attention)
b2
From: Inspection 55
Internal Inveaticatinnma CSaction IPU, oom 3041 ':J,_'ﬁ
Contact: CRS BExt. o/C

. LY S
Approved By: Miller David Ianéﬁﬁd

Drafted By: | Ikgé

S/
Y case ID #: (U) 263-HQ-0-U - 577 (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2869 "
OGC/IOB# 2006 M
Synopsis: (U) To advise that captioned reporting of potential

Intelligence Oversight Board (IOB) violation has been reviewed by
the Interral Investigationg Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

S Deriv om : G-3
Declagsify : 20311102

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1646

Reference: (U) 278-HQ-C1229736-VIO Seriai 1646
278-HQ-C1228736-VIO Serial 1791

bz

Details: {U) Upon review of[::::::] Divigion's captioned report i
of a potential IORB violation, IIS did not find the matter o7E
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a possible performance
related issue with respect to the employee and regpective
supervisor. Therefcre, appropriate action relative to this
matter is left to the discretion of the division. IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFMED FROM CLASSIFIED ENCLOSURE.

*
SEC%%EZZ%Q&&ZE?{i
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DATE:

TO:

FROM:

SUBJECT:

December 8, 2006

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

Glenn G. Powell
Special Agent in Charge
Investigations Division

OIG Complaint No. 2007001538

U.S. Departme. Of Justice

Office of the Inspector General

Washington, D.C. 20530

Subject: Unidentified

FBI No. 263-0-U-577

. We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the

OIG.

]

with a copy of your final report on this matter.

L]

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

This matter is referred to your agency for investigation. Please provide the OIG

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or {b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to vour Agency, you may contact the

Assistant

Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the luspector General Act
and the Whistfeblower Protection Act.

Attachment

NSL VIO-1059
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(S)

b2

b/ E
OIG - INVESTIGATIONS DIVISION - Complaint Form 016G NO.:‘ }689—200?—001538*M
L
jote - : .
Received By:l [ 30 Date Received: 10/30/2006 How Received: A
nIC
SUBJECT: Unidentified, FBI SENG:
Title: UNID Pay Plan: D.O.B.:
Component: FBRI ECD Date: Alien No.:
Misc: F.8.I.No.:
Home : B.O.P.No.:
Phone: ZIP: D/L No.:
Work: Offenses: 683
Phone: ZIP:
COMPLAINANT{ I SENO:
Title: ATTY Pay Flan: D.0.B.,:
Component: ¥RI EOD Date: Alien No.
Misc: F.B.I.No ~
Home : | AAJ B.0.P.No bz
Phone: () - 21P: D/L No bo
Work: , | »h7C
Phone: I ZIP: ) ,
Confidetreree Revealed: Autnority: none
Details
The FBI provided information regarding a potential IOB matter. bl
[ o
The NSL issted I%KIEV
target's e-mall account contained a typographical error that resulted in the colliecticr™.
informaticn for an individual other than the FBI target. CUpon discovering the errcr, the
collected information was sequestered and destroyed.
It is the opirnion of the Office of the General Counsel that this matter need not ke reported
to the ICB. (dz)

ALLEGATICNS: 688 ICB Violation

Cccurrence Date: TIME: k>2
CITY: State: Zip: b7E
DISPOSITION DATA: Disposition: M Date: 12/06/2006 Approval: POWELL, GLENN G
g

Referred to Agency: FBI Date Sent: 12/06/2006 Component: FBI
Patriot Act: Civil Rights: N Component Number: 260-0-U-577
Sensitive: N Wnistleblower: N Consolidated Case Number:

remarks:

12/C7/06-Sent to Kalser/FBI/TNSD. Predicating material will be maintained within the
CIG/INV in a secure container. {(dz)

NSL VIO-1060
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FD-962 (Rev. 03-21-2005)

b7C
b7E
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inu B
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m -

(g

- Case ID #: (X) 278-HQ-C1229736-VIO

SeckeT

Wk S
FEDERAL BUREAU OF INVESTIGATION ‘Q%*g

Precedence: ROUTINE Date: 09/21/2006
To: Inspection Attn: 1IIS, Room 11861
General Counsel Attn: NSLB, Room 7975

From: | |
I |rA
Ceontact: SA

Approved B ﬁ&

Drafted By: cael

ol

Titl (U) SA SA | Do
1 e. -y
SSA SSRE] 1 biC

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR

Synoﬁéiétwt%i To report possible IOB error.

______ o J{ pesived prom ;o3
. "_Hmnéclas 4 On: 09/11/2031

Details b1l
(s) 1 b2
06
b7C
1 .']“;;1
(%5 3. Possible IOB Error:
bl
(S) o
b7E
‘&%{ 4. Description of IOB Error (including any reporting
delays) . tsh'
‘ L , bl
Pursuant to a National Secur1tygLetter.| lorovided o
toll records for cellular telephone number This o
number was provided by captioned subject oh EmMpIcyment-relacad -O%
forms. Results of NSL indicated that captioned subject cancelled b6
this telephone number and [:lsubsequently assigned this phcone 17C
I
264ael05.ec LID
b7

33-0-U-578

SEYRET )x};%

b6 NSL VIO-1061
p7C
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i

..To: Inspection From:

o)
o

Yy
~d 1

YTE

Ré"ﬁ‘“‘"-(§< 278-HQ-C1228736=-VIC, 09/21/2006

number to an unassociated USPERSON,
for this unassociated USPERSON.

provided toll records

28 mpc[___ Jadvised writer on 09/11/2006 that collection of these
records represented a possible TIOB viclation and advised writer to

seal records in an envelope and forward the records to ADC

NSL VIO-1062
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SBERET )

To: Inspection From:!
“Re:-- K] 278-HQ-C1229736-VI0, 09/21/2006

LEAD (s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

{U) For action deemed appropriate.

Set Lead 2: (Action)

GENERAIL, COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*
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SEARET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/13/2006
To: | ‘ Attn: SSRa|
RA ‘ SA
ADC
Inspection Attn: 1I1IS
n2
From: Office of General Counsel fj
NSLB/CTLU I ' 00
Contact: b7C
b7E
- Approved By: Thomas Julie
Drafted By: | }sp
(1) CaseID-#:- P& 278-HQ-C1229736-VIO— | '75’5 (Pending)
Title: (%)  INTELLIGENCE OVERSIGHT BOARD B2
IOB MATTER 2006 -|:|
Synopsis:. g&( It is the opinion of the Office of the General
Counsel OG ; that the above referenced matter need not be
reported to the Intellilgence Oversight Board (IOB). Our analysis
follows.

iuj.“wksz?ﬁéyw"“Deriigﬁiérom i G-1

Declassify On: 10/13/2031

11—

Reference: P&] 278-HQ-C1229736-VIO Serial Il

“Detaiisrwwzgﬁ By electronic communica??fn (EC) cated September
a

- NS VT
21, 200¢ and referenced above, the DlVlSlon,I | o7E
RA! reported to the qu s B 1onal Security Law Brarch

(N ] and the Inspection Division this potential 3

ICE matter.

(s)|

13)

-{Pursuant. to a Natlonal Secuity Letter (NOL), wireless

€lephone provider | | %

igﬁﬂ.~~1

nrovided toll records- foﬂ

Cellular telephone numbe

through employment related
TLULM e . -

SEQ(RET
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SECRET

10y -

e )
“{Sept. 13, 19

bZ
To: From: Office of General Counsel BIE
Re: T 278-HQ-C1229736-VIO, 10/13/2006 :
:I () (3]

){The records provided iz pursuant tOt’:: the
NSL, revedled that] telephone K
subgcrintion with syhs y assigned| I
: to an unassociated US person. rovided to
Tecords of this unassocilated US person t Thege £oll

records were sealed and forwarded to ADC

(K

As recuired by Executive Order (E.O.) 128¢€3

) and Section 2-56 of the National Foreign
Intelligence ogram Manuval (NFIPM), OGC was tasked to determine
whether the errors described here are matters that should be
reported to the I0OB. We believe that the reported activity does
not require IOB notification.

93
Fr

(U) Secticn 2.4 of E.0. 12863 mandates that the heads
cf Intellicence Community components repor: all information to
the IOB that it deems necessary to carry out its
responsibilities. That secticn requires Inspectors General and
General Counsel of the Intelligence Community to report
"intelilgence activities that they have reason to believe may be
unlawful or contrary to Executive order or Presidential
directive." This lancuage has been interpreted to mandate the
reporting of any violation of guidelines or regulations approved
by the Attorney General, in accordance wiin E.O. 12333, if such
provision was designed in full or in part to protect the
individual rights of e United States person. This includes
riolations of agency procedures issued under E.O. 12333, unless
they involve purely administrative matters.' For the FBI, 0GC
submits reports to the I0B.?

..... .w”ummwwwISi The Attorney General's Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence

~to D& See EC from Inspection Division to All Divisions;

Title: Revised Procecdures for the Submission of Reports of
Potential Intelligence Oversight Board {ICB} Matters, Case ID #
06F-EC-A1247863 Serial 172 at 5-6 (2/10/2005). The ¥Bi is reguived
to mairtain for three years records of administrative violations,
for possikle review py the Counsel to the I0B, together with a copy
ol the opinion corcerning tne basis for the determination that IOB
notification was not required. Id. at 6.

)

S) ce id. at 4.

e
e
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13)

SRYRET

b2
To: From: Office of General Counsel bTE
Re: { 278-HQ-C1229736~VI0O, 10/13/200¢6
Investigations (NSTG) provide that f bl

rESIG

frncroduction; at 4. Section 2-56 of the NFIPM identifies as
reportable to the IOB unauthorized investigaticns, the use of
unlawful methods and techniques, exceeding the authorized scepe

of permitted activities, and failing to adhere to minimization

reguirements.’?
- bl
. In this instance, properly sought ' 12

”information relating Lo g cellnlar—sTanhone number associated

with thef The b7k
communications carrier lawfully responded with information which,
upon examination, included information which later proved
irrelevant to the investigation. While this irrelevant
information should not be uploaded or retained, its mere receipt
does not constitute a reportable IOB violation. The

investigative technique was authorized for purposes of E.O. 12333
and this need not be reported to the IOB pursuant to E.O. 128€3.

'“’”'kﬁ See also id. at 5, identifying repcr<able matters as
g

including: (1) activities believed to be unlawful or centrary to bl

Executive Orders or Presidential digectives: (2) sysnected e

viclations of the Constitution: (3 s
bi/D

“5) initiating a

TUTTT O S ICCCIONIT SUIVEILILANCE OI & Search wWwiLhout authorization

from the FISC, or failing <o terminate ar authorized surveillance

at the time prescribed by the Court; and (&) failing to achere to

the mirimization or disseminaticn reguirements specified in a FISC

Order.

s@égzr

-
b)
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SEsiaET "

To: I:l From: Office of General Counsel b7E

Re: _Q§{ 278-HQ-CL122973€-VIO, 10/13/2006

LEAD(s) :

Set Lead 1: (Action)

b2
I ba

AT 7D

o : b7k

M Division ig inetaxucted to either return the
toll recoxrds to and document the return

to the case file; OrY, destroy the toll records and document the
destruction to the case file.

Set Lead 2: (Action)
INSPECTION

AT WASHINGTON, DC

(U} As provided i1n the Revised Procedures for the
Submissicn of Reports of Potential Intelligence Cversight Bcocard
(I0B) Matters, retain a record of tne report of a potential IOB
matter for three years for possible review by the Counsel to the
1CB, tecgether with a copy of the OGC opinion concerning the basis
Tor the determination that IOB notification is not required.

Set Lead 3: (Info)

COUNTERTERRORISM

AT LIBERTY CROSSING ONE

{(U) ITOS I/CONUS II: Read and clear.

*

Sﬁ#BET
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[Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 11/02/2006
To: General Counsel Attn: NSLB

From: Inspection
Internal Invegtigations Sectijon. IPU, Room 3041

Contact: CRS I Ext.
» i , b2
Approved By: Miller David Ian .-
Do
Drafted By: Kas pi7C
Case ID #: (U) 278-HQ-C1229736-VIOC (Pending)
Title: {u) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2328 b
Lo

OGC/IOB# 2006

Synopsis: (U) To report a potential Intelligence Oversight Board
(I0B) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VI0 Serial 1662
278-HQ-C1229736-VIO Serial 1785

Details: (U) The Internal Investigations Section (IIS) received

an EC from[____ Division dated 09/21/2006, reporting a possible

IOB error. Based upon a review of the referenced EC it 1is the no
IS's opinion the incident described therein is administrative in i

nature. Therefore, no internal investigation will be conducted b7E

by the I1s and this matter is being relegated to the NSLB for

whatever action they deem appropriate.

+
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{Rey 0:-31-20023)

SECMBIIIOZ

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 11/02/2006

To: Attn: SAC (Personal Attention)

From: Inspection

Internal Invesilcatjons Sect] IPU, 041 B2
Contact: CRS Ext. L

0o
Approved By: Miller David Ian@jﬂi pIC
7 b7E
Drafted By: kas
“Case ID #: (U)  263-HQ-0-U - 578 (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/I1S TRACKING# 2928

OGC/IOBY 2006:

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

ﬂUEW'(EQWWW

)

(-
{

G-3
20311102

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1662

Reference: {U) 278-HQ-C1229736-VIO Serial 1662
278-HQ-C1229736-VIC Serial 1785

Details: (U) Upon review of|:| Division's captioned report hIwm
of a potential IOB violation, I1S did not find the matter o
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct isg evident.

(U) IIS recognizes and appreciates that this matter was
brought to cur attention as required by the revisions mandated by

National Security Law Brarnch/0OGC EC, dated 03/18/2005
(319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WHE 'ED FROM CLASSIFIED ENCLOSURE.

*

SECRET/ZZ0SI1102
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US. Departme. of Justice

Office of the Inspector General

Washington, D.C. 20530

DATE: December 8, 2006

TO: Kenneth W, Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation

FROM: Gienn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007001539
Subject: Unidentified
FBI No. 263-0-U-578

- We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

L]

This complaint will be investigated by the O1G.

L]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. H you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in afl

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment
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‘w\ , A NSL was issuecd

eyt
O

~

S

GTG - INVESTIGATIONS DIVISION - Complaint Form 0I5 NO.l |689—20$7—DO1.5,'39~2-«}

B R

hea|

a]§)

Received By:

Date Received: 10/30/2006 How Received: A

p7C
SUBJECT: Uniderntified, FBI SSNO:

Title: UNID . Pay Plan: D.O.B.:

Compenent.: FBI EOD Date: Alien No.:

Misc: F.B.1.No.:

Home : B.O.P.No.

Phone: Z1l: D/L No.:

Work: Offenscs: €89

chone: ZiF:

COMPLATINANT : SSNO:

Title: ATTY Pay Plan: D.O.B.:

Component: FBI EOD Date: Alien No.:

Misc: I'.B.I.No.: h2
H§mo: : B.C.P.No.: b6
Phone: 1} -~ Z1P: D/L No.: .
Work: b7C
Fhone: l ZIP:

Confidential: Revealed: Buthority: none

Cetails: ]
The FBI provided information regarding a potential I0B matter. 2

&

the target's cellular telephone toll records. The target's cellular telephone was sald to be
asscciated to the target through employment related forms. The records provided by the
cellular carrier revealed the target had canceled his account for cellular service arnd the
telephone toll records provided were that ¢f a person unasscciated with the investigation.

It is the opirion of the Office of the General Counsel that this matter need not be reported
to the 10B. {dz)

“

ALLEGATIONS: 689 IOB Viclation

Occurrence Darte: TIME: bZ
crov ] State: b7E 7ip:
- A T =TT T J
D1ISPOSITION DATA: Lisposition: M Date: 12/06/2006 Approval: POWELL, GLENN G
:;';}“-,w
Referred tc Agency: FRI Date Sent: 12/06/2006 Component: FBI
Patriot Act: N Civil Rights: N Component Mumker: 263-0-U-578

Sensitive: N Whistleblower: N Conscliidated Case Numbor:

Remarks:

12/57/06-Sent to Kaiser/FBI/INSD. Predicating material will be maintained within cne
QIG/INY in a secure container. (dz)

NSL VIO-1071
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FD-962 (Rev, 03-21-2005)

SEQEET

FEDERAL BUREAU OF INVESTIGATION 7. (17

Precedence: ROUTINE Date: 05/18/2006
To: Inspection . Attn: IIS, Room 11861
p2
General Counsel Attn: NSLB., Room 7975 56
b7E

From: |__I | |RA

Contact: SA

Approved By:l_1 ‘ )
it
P I A
Drafted By: etggf—‘4u

(o) e 0
case ID #: (X 278-HQ-C1229736-VIO !

Title: (U) SA] | WHE T >
SSRA | b2
INTELLIGENCE SIGHT BOARD (IOB) ERROR e .
[ Jorvision 00 (g
o . e
Synopsis: To report possible IOB error. DR
(1) - ABG H?EE%X:::From : G-3
D apsify On: X1
b1l Details: , e
o T Jolstaer
b2 (g 1.
bo
b7A
b7C
~ o8y 2.
() b7:‘..
“»( 3. ©Possible IOB Error:
() (s NFIPM Section Reference: Section 2-04(E)(1).
iUJ“m:}é) 4. Description of IOB Error (including any reporting delays).
(s) /

sefiger b1
IB-0-U—58] 7

NSL VIO-1072 N5




sE{RET

To: Inspection From: | —IRA .b21“‘
Mge: -3 278-HQ-C1229736-VIO, 05/16/2006 b7E

02
b6 Sl

b7A '
b7C

b7E

e - -8 Between 04/25/2006 and 05/15/2006, the only investigative
activity in the matter was as follows:

(s) 1)

bl
b2

/i

b6
b7A
b7C

b7E J

bl
b2
joY!
oTA
70
b7E

(s) 3

s%mg

NSL VIO-1073



sEaﬁET

‘ To: Inspection From: [ | RA bi
T oRew . 484 278-HQ-C1229736-VIO, 05/16/2006 o7k
LEAD (s) :

Set Lead 1: (Action)

INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*

SEQBET
3

NSL VIO-1074



(INSP) (FBI)

To: | kOGC) (FBI)] |(FBH) bé
Subject: 2 serials should be done together D/ -
| |and “ R e b6 b
’ l‘)‘,..w ““‘iv - RO . b '—l; C - ‘(;
This is regarding 278-HQ-C1229736-VIO scrials 1446 and 1482. ' 1‘: - 5
1AL -
b7C

(51

b5

b6 |

B7A according this is just assigned to you as of now.

b7C . . ke
These should probably be both reviewed at the same time, by the sams - namely: b': ¢
Thanks -
Conduct Review Specialist PN
Initial Processing Unit/IIS/INSD M

T

réy Lo
Roonr 3071 LIC

, NSL VIO-1075



FD-962 (Rev. 03-21-2005)

S}.‘{:RET :

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE -~ Date: 06/23/2006
To: Inspection }t/t’ﬂ: I1S, Room 11861
General Counsel Attn: NSLB, Room 73875
AGC |
From: [rA b2
Squad 13 b6
Contact: GSA 57C
Approved By: Kig v b7E
) ol »
| fre
Drafted By: | |Setj
Ty . e
: {6

Case ID #: ~(¥) 278-HQ-C1229736-VIO -

Title: (u)y sA

SSRA D2z
INTELLIGENCE OVERSIGHT BOARD (IOB) ERRCR N6
DIVISION T
11} I N O AW
SynopéiSX“(ﬁﬁ To report possible IOB error. L7k
- 8k Deri om : G-3
assSefy On: X1
Reference: 278-HQ-C1229736-VIO Serial 1446
iUh“‘ﬁétails¢m:)8(% The possible IOB violation was initially reported in
the referénced communication on 05/18/2006. Since that reporting,
additional information was made available by the| |
tSjHJ ] and| | Divisions regarding activitles periormed
in thos ivigi ing th eriod when SAC authority did not exist
bl for thel Those activities

~ Y

2 are summarized below Lo supplement the i1nitial reporcing in the
Nn7E referenced communication.

iy Between 04/25/2006 and 05/15/2006, the fdllowing
investigative activity in addition to that reported in the referenced
communication took place:

(- 1) | |pivision served a NSL toI;L

'| Ion 05/02/2006 seeking subscriber information for telephone
numbers in contact with the telephone number used by the
captioned subject. The NSL was drafted and delivered to

b2
SE ET
% b4
b7D
NSL VIO-1076 L7E



Re:

pZ IR
bTE I

ol [&]

b4
L7D

b7E iSj’ﬁ
IR

15

8

SEeﬁéT

Inspection From: | |RA. (S) -
0 278-HQ-C1229736-VIO, 06/23/2006 \ b7E

Citv Divigion byl |Division prior to the[

The results submitted in response to the NSL

been sequestered by the CDC.

(s) 2)[__ |pivision served a NSL tol_l Ilon
O

Were Tot Teviewed, copied or entered into any databases, and have

. .05/04/2006. The NSL was drafted and delivered t

Divis lOl’i

J L
There were no results from| &S che

company indicated that it was not the carrier for the number

indicated in the NSL.

w“n“jbgi 3) Return to thel
““and] ivisi of the results of NSLs

issued by | [prior to thef

— ] seeking subscriber information Lor telephone numbers

; eupient.

Lo
h

in contact with the telephone number used by the captioned

~] =~ D

oo oo
0o

Séé%ET
2

NSL VIO-1077




sefRET

| | rRA
06/23/2006

To: nspection From:
: 278-HQ-C1229736-VIO,

LEAD(s) :
Set Lead 1: (Action)
INSPECTION
AT WASHINGTON, DC

(U)
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U)

*

S%?QET
3

NSL VIO-1078

oo
[x]

For action deemed appropriate.

For action deemed appropriate.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/04/2006 2
bo
To: RA Attn: | | | | p7C
CDC ~
SSRA [ [ biE
SA |
Counterterrorism Attn: TITOS I/CONUS IV, UC![:::::::]
Inspection Attn: IIS, CRSI |

From: Office of the General Counsel
NSLB/CILU/Room 7947
Contact: AGC

Approved By: Thomas Julie F

Drafted By:

(U)o foar o
Case ID #: P& 278-HQ-C1229736-VIO —/ /. >+

W ritte: - U3¢ INTELLIGENCE OVERSIGHT BOARD ho

MATTER 2006 -
{1y e “Synopsigi QQ 'Thel :Field Office,| RA
[ | requested that the Office of the General Counsel A
(OGC) review several incidents and determine whether they warrant B4
reporting to the Intelligence Oversight Board (IOB). It is the 07E
opinion of OGC that[::::ﬁf the incidents do not need to be
reported to the IOB. Rather, this EC should be maintained in the
control file for periodic review by Counsel to the IOB. The
remaining incidents, however, must be reported to the IOB. OGC
will prepare and deliver the necessary correspondence to the IOB.
Our analysis follows.
(U} Deriﬁé?xﬁfgﬁ : G-3
Declagsify~On: 25X1
W
Administratiﬁei“~C§( This electronic communication (EC) contains b2
information from: (1} the ECs dated 05/18/2006 and 06/23/2006 b7E
from o OGC reporting a potential IOB matter; and (2)
automated case support (ACS).
bo
QIG/DOJ REVIEW:
FBI INVESTIGATIO

NSL VIO-1079



15)-

(51|

(&

SE?%ET

To: _1 From: Office of the General Counsel b2
Re: 278-HQ-C1229736-VIO, 10/04/2006 b7E

Reference: Fi

- 278-0O0Q-ClZ229736-VIO Serial 1446 KL
278-HQ-C1229736-VIO Serial 1482 bT7A

b7E
Details: (S) By ECs dated 05/18/2006 and 06/23/2006,| |
requested that OGC review several ipncidents and determine whether
they warrant reporting to the IQB initiated a

Due

TO an administrative oversight, however, approval from the Acting
Special Agent in Charge was not obtained, and

ﬂﬂ)x{’ On 05/11/2006, the case agent noticed that the

1 [::::::fi]The
case agent_immediately reported the issue to the SSRA

and to the:|Division |:|CDC. In addition, the case
agent expeditiously contacted OGC to discuss this matter. The
case agent also sequestered all of the improperly obtained NSL

results, and forwarded them to the] ]CbC. Finally, the
case agent sought SAC authority tol |

(5)

(s |

-

-

oo U
s I N I AT SO I )

T (¢

el
O

bl

bd
b7A

oo
~d =1
Tt b

bl

b2
oy

h7A

SEXRET

NSL VIO-1080

b7D
L7E



39433T

To: From: Office of the General Counsel Cme
Re: 278-HQ-C1229736-VIO, 10/04/2006 O/n pl
b2

A

-~

WO
DL

(8 b7A
b7D
YTE

(3) |

~1 1 ) =
[
L

oo oCu

=1

(43 |

bl
b2
b4
biA
7D
b7E

3
I

(‘%)7

oU o
= N

NERNG NG
[

>
.

One)

(6) |

(U) Section 2.4 of Executive Order (EO) 12863, dated
09/13/1993, mandates that Inspectors General and General Ccounsel
of the Intelligence Community components (in the FBI, the
Assistant Director, INSD, and the General Counsel, O0GC,
respectively) report to the IOB intelligence activities that they
have reason to believe may be unlawful or contrary to Executive
Order or Presidential Directive. This language was adopted
verbatim from EO 12334, dated 12/04/1981, when the IOB was known
as the President's Intelligence Oversight Board (PIOB).

SQQRET
’;

NSL VIO-1081
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To: [:::::::::] From: Office of the General Counsel ?2
Re: 278-HQ-C1229736-VIO, 10/04/2006 O

(U) This language has been interpreted to mandate the
reporting of any violation of a provision of The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or
other guidelines or regulations approved by the Attorney General
in accordance with EO 12333, dated 12/04/1981, if such provision
was designed to ensure the protection of individual rights.
Violations of provisions that merely are administrative in nature
and not deemed to have been designed to ensure the protection of
individual rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records of
such administrative violations for three years so that the
Counsel to the IOB may review them upon request.

sy
=l
i

)/

""" wwcé) With regard to conducting investigative activities
in the absence of a preliminary investigation, section II.A.2 of
the NSIG provide in pertinent part:

The FBI may, without openingl I
investigation, engage in the following
actlvities to investigate or collect
information relating to threats to the national
security, including information on individuals,
groups, and organization of possible
investigative interest, and information
concerning possible targets of international
terrorism, espionage, foreign computer
intrusion, or other threats to national

[epNe)

~1 [
=l

security:
2.
iShumm
S——
SBERET
4
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sﬁéRET
To: |:| From: Office of the General Counsel

Re: 278-HQ-C1l229736-VIO, 10/04/2006

ool
-] B

1)

(S)

[ONEOINGX

~1 NI

[

()]

e

oo
~1 D2

e

s) | ]

bl
b2
b7E

(S)

SEFRET

5
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To: | | From: Office of the General Counsel b2

Re: J7B-HQ-TIZ29736-VIO, 10/04/2006 el

LEAD(s) :
Set Lead 1: {(Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate. Additicnally, INSD
should retain a record of the report of the potential IOB matter,
as well as a copy of the OGC opinion concluding that IOB
notification is not required for certain incidents, for three
vears for possible review by the Counsel to the IOB.

Set Lead 2: {(Information)

COUNTERTERRORTSM

AT WASHINGTON, DC

{U) For information.

b2

Set Lead 3: {Information)
h7E

[ ]

aT | |

(U) As already accomplished, the information that was
received in responsgse to the NSLs that were served on 04/28/2006,
05/02/2006, and 05/04/2006 should be sealed and sequestered
within the CDC's safe. The information should remain sealed and
sequestered in the CDC's safe until further direction from OGC.

cc: Ms. Thomas

b6
b7

IOB Library

L 44

SECPET

6
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October 11, 2006

BY COURIER

Mx. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:
Enclosed for your information is a self-explanatory

memorandum entitled “Intelligence Oversight Board Matter
2006 " (U)

b2

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
(U)

Enclosure

1 - 278-HQ-C1229736-VIO -/7‘,LO

NSL VIO-1085
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Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

SECR

NSDVIO-1086



SE&ET

INTELLIGENCE OVERSIGHT BOARD (IOB)

FIELD OFFICE
IOB MATTER 2006{ | (U)

MATTER

=)

Deriveé;EEbﬁz:é—B
Declass¥fy on: 26X1

SERRET

SEGﬁET
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(Rev. 01-31-2003)

Precedence: ROUTINE Date: 11/17/2006
To: General Counsel Attn: NSLB

From: Inspection

Internal Investigations Section, IPU, Room 3041 b2
Contact: CRS | Exc. ] b6
L7C

Approved By: Miller David Ian
Drafted By: uézg/

Case ID #: (U)y 278-HQ-C1229736-VIO (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2417 .
occ/1oB# 2006 | ~

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (1) 278-HQ-C1229736-VIO Serial 1446
278-HQ-C1229736-VI0O Serial 1482
278-HQ-C1229736-VI0O Serial 1739

Details: (U) The Internal Investigations Section (IIS) received

an EC from[______ | Division dated 05/18/2006, reporting a

possible IOB error. Based upon a review of the referenced EC it b2
is the IIS’s opinion the incident described therein is indicative K7E
of a performance issue. Therefore, no internal investigation

will be conducted by the IIS and this matter is being relegated

to the NSLB for whatever action they deem appropriate.

*"”

NSL VIO-1088



(Rev. 01-31-2003)
SECRETY /20311117

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 11/17/2006

To: I:l Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section, IPU, Room 3041

Contact: CRS| | Ext. bZ
Approved By: Miller David Ia%&@A- bIC
Drafted By: Kas b7k
. _/; .
%/ Case ID #: (U) 263-HQ-0-U - 581 (Pending)

Title: (u) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2417

OGC/IOR# 20061:| 2

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

() e B&Y . Derive : G-3
Decl fy i 20311117

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1446
278-HQ-C1229736-VIO Serial 1482

Reference: (U) 278-HQ-C1229736-VIO Serial 1446
278-HQ-C1229736-VIO Serial 1482

278-HQ-C1229736-VIO Serial 1739 5

Details: (U) Upon review of [__ | Division’s captioned report TE
of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations

where deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter 1s left to the discretion of the division. IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WHE ARATED FROM CLASSIFIED ENCLOSURE.

*
SECRET// 11117

NSL VIO-1089



U.S. Departme, of Justice

Office of the Inspector General

DATE:

TO:

FROM

Washington, D.C. 20530

December 8, 2006

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

: Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007001525

N

Subject: Unidentified,
FBI No. 263-0-U-581

oo
-1 N

]
[Sas)

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OlG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached O1G Report/Referral pursuant to § 7 of the
EG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have aceess to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-1090
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b7E

0IG - INVESTIGATIONS DIVISION -~ Complaint Form CIG NO.:l 689-2307-00152%-M

S

Received By:| L, Date Received: 11/15/20086 How Received: A
06

SUBJECT: Unidentified, FRI B7C SSNO:

Title: OUNID Pay Plan: L.C.B.:

Component:
Misc:
Home:

FBI

ECD Date:

Alien No.:
F.B.I.No.

B.0.2.No.:

Phone: ZIP: D/L No.:
Work: Cffenses: 689
Prione: ZIP:

COMPLALNANT: I SSNGC
Title: ATTY Pay Plan: L.C.B.:
Compcnent: FBI EOD Date: Alicn No.
Misc: F.B.1l.Noc.
Heme: B.O.P.No.
Phone: TT - ZIP:I l B/L No.
Werk: ,

Phone: I I Zip:

Confidential: Revealed: Aurhority: nonre

pre—

Details:

The FRT provided information regarding a potectlial IOB jparter

S

It is the opinion of the Office of the General Counsel (hat this matter need not be reported

to the I0R. (dz)

= —— =¥ —. _==_ n—
ALLEGATTONS: 689 IOQB Violation
Occurrence : TIME: h?
CITY: State:l I i Zip:
| ——| e} k:) 1 E p —
DISPOSITICON DATA: Disposition: M Date: 12/05/2006 Approval: POWELL, GLENN &

\r\'?..w'

Referred to Agency: FBI Pate Sent: 12/05/20C6 Component: [FRI

Civil Rights: N Comzonent Numbper :

Wnistleblower: N Consolidated Case MNumber:

263-0~U-281

12/07/06-Sent toc Kaiser/FBIL/INSD.

OIG/INV in a secure container. {dz)

Predicating material will be maintained within the

NSL VIO-1091




(Rev. 01-

SEZRET
FEDERAL BUREAU OF INVESTIGATION

4

DT NLD
Precedence: ROUTINE Date: 08/08/2006
To: General Counsel Attn: National Security Law Branch
Room 7875
From: | |
Chief Divisior_Coungel (CDC)
Contact: CDC
Approved By: ?f
joLe)
niIC
olE
Drafted By: jbk o
5RO
Case ID #: (U) 278-HQ-C1229736-VIO {Pending)
Title: (U)  SPECIAL AGENT (SA) I jols
SUPERVISORY SPECIAL AGENT (SSA) | »7¢

POSSIBLE INTELLIGENCE OVERSIGHT BOARD
(IOB) MATTER - FOREIGN COUNTERINTELLIGENCE RELATED

Synopsis: (U) This communication reports a possible IOB
vieclation.

Eujm;%éw.wwmvmngive r FB = 7
Declags+fy 0

Details:
b2
1. Personnel and case background b6
(U) sy —lJis assigned fo the b7C
counterintelligence squad of the FRI's | L7E
Division. His supervisor is SSA| | bl
(S) L2
b6
b7A
b7C
) 2. Possible violation B7E
'“>}§3(FISA) On 07/06/2006, SA caused a national g
security letter (or NSL) to be issued onm the subject's home 170
/ : i

CRE

VIR Qb3-0-U~59(

~1 N

b
M il e NSL VIO-1092
- b
AN :t{;s/t)



SBERET
To: General Counsel From: >
Re: (u) 278-HQ-C1229736-VIO, 08/08/2006 A

telephone number for subscriber information. He also requested
toll records for this number. He made these requests in
preparation of possible FISA coverage for this case.

() e o ‘““’W%)Q By mistake, SA typed the wrong phone
number on his request, and received subscriber information and
telephone records of a business entity. None of this data has
been uploaded into FBI files or indices. The hard copies
containing the data remain in SA[::::::::]possession.

oo
N

g
@

3. _Discover

“&ﬁ) SA[::::::]<iiscovered the error on 08/02/2006 -
just after he received the information from the provider - and

romptly reported the finding to his supervisor and the
| Division CDC.

4. Possible violation and SAC recommendation

o

>
1oy DN

o

oo - v e PG The National Foreign Intelligence Program Manual,
Section 2-02, states that there are certain investigative
activities which are permitted in the absence of formally
authorized inguiries and investigations. The inadvertent
collection of information pertaining to a business entity in this
instance is obviously not one of those activities. Nonetheless,
it was never the intent of the captioned employees to capture
information concerning a business entity that is not under
investigation.

(U) Because this matter involves only an unintentional
act, and no errconeously collected information was entered into
any FBI data base, the SAC, recommends no oY
administrative action.

NSL VIO-1093



SEééET
To: General Counsel From: T
Re: (U) 278-HQ-C1229736-VIO, 08/08/2006 Ok

LEAD(8) :
Set Lead 1: (Action)

GENERATL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to to determine 1f this wmatter bz
should be ; to the IOB. NSLB is also requested to 7L
advise the Division on the proper disposition of the

erroneously collected information.

*

NSL VIO-1094
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 09/30/2006
To: Attn: DC | |
ssa | [
SA 1
Inspection Attn: IIS, Room 11861
Counterintelligence Attn: CD-2D
From: Office of the General Counsel b6

NSLB/CILU/Room 7947 ¥
Contact: AGC |

Approved By: Thomas Julie F

Drafted By: I ctd

Case ID #: (U) 278-HQ-C1229736-VIO -/

'Tit1Ef“~%>q INTELLIGENCE OVERSIGHT BOARD MATTER oY
2006 -

Synopsfgé”“ag It is the opinion of the Office of the General
Counsel (0OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB). A copy of this opinion
should be retained in the control file for review by Counsel
to the IOB.

(u) Dert From : G-1
DeeTassify On: X1
Reference: (U) 278-HQ-C1229736-VIC Serial 15890

Details: (U) The referenced electronic communication (EC) from
[ | dated ©8/08/2006, requested that OGC review the facts
of the captioned matter and determine whether it warrants

reporting to the IOB. Based on the facts of this case, reporting

is necessary. Accordingly, OGC will prepare a cover letter and
memorandum for IOB notification purposes.

(a1

~

b7E

Aorrnlordeoi. ln. Goe. wwa,ﬁm
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SEC¥T
b2

To: | | From: Office of the General Counsel bTE
Re: {0) 278-HQ-cl229736-VIO, 09/30/2006

[
3
W

O T OO0
g liov e

®

-

(|

- [Tnerror, the case adent typed the wrong phone number

Ito thig request and subsequently received the telephone records
of a business entity unrelated to the investigation.

oo (%) On 08/02/2006, the case agent discovered and
reported the error to his Chief Division Counsel (CDC) and his
supervisor. Immediately thereafter, he took steps to ensure that
the information was never uploaded into FBI files or indices.

The hard copies of the information remain in the case agent's
possession to this day.

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/1593, mandates that Inspectors General and General
Counsels of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive orxrder or Presidential directive.” This
language was adopted verbatim from E.O. 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
IOB {(and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the NSIG, or other guidelines or regulations
approved by the Attorney General in accordance with E.O. 12333,
dated 12/04/1981, if such provision was designed in full or in
part to ensure the protection of the individual rights of U.S.
persons.

'”}éi In this case, the case agent's typographical error
in preparing the NSL request resulted in the collection of
information unrelated tc the investication.

)%i Nonetheless, it is also appropriate to note
fhe case agent's exemplary conduct in: i) immediately notifying
his superiors and CDC; ii) saquesterlng the information; and 1iii)
ensuring that no dissemination took place.

s/s)ﬁzrs'r
2
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To: | | From: Office of the General Counsel ; 7?

Re: (U) 278-HQ-cl229736-VIO, 09/30/2006

M Nevertheless, we conclude that, 1n accordance with
the reporting requirements of Section 2.4 of E.O., 12863, this
error must be reported to the IOB. 1In accordance with this
determination, OGC will prepare a cover letter and memorandum £
IOB notification purposes. By this EC,[ | is also hereb
directed to destroy any and all hard copiles or electronic
versions of the information remaining. Following the destruction
of the materials, no further action is required.

sedes

NSL VIO-1097
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SEdéET

b2
To: I From: Office of the General Counsel 7R
Re: 8] —“AQ-c1229736-VIO, 09/30/2006 =
LEAD(s) :
Set Lead 1: (Action)
02
AT -
b7E
(U) is hereby directed to destroy any and
all informati gatnered as a result of the erroneously issued

NSL.
Set Lead 2: (Info)
INSPECTICN

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 3: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) For action deemed appropriate.

CC: Ms  Thomas

I0B Library

*
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September 30, 2006

BY CQOURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2006- (U)

~3
Ry

oo

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
(U)

Enclosure

o
1 - 278-HQ—C1229736~VIO-—/7‘7L3

s%:'r
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Should you or any member of your staff reguire additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

SEC

NSL VIO-1100



|
Field office,ﬁmLﬂmmmuLMe_Mwmd b1
(S:l . | (IOB) mattrer./ o

(3] -

(&1

INTELLIGENCE OVERSIGHT BOARD MATTER
(0 1 FIELD OFFICE b2
TOB MATTER 2006 _ |(U) %0

By electronic communication dated August 8,
2006, the” Federal Bureau of Investigation (FBI), |

typographical error when 1ssuing a national SeCurlty .ietter -
_(NSL) on a targeted phone number. As a result of this error, b7E
the FBI obtained-in-error the records of a third-party

business. as onposed to the phone records-of -the

e e ORSOn 08/02/2006, the case agent discovered and
reported his error to his Chief Division Counsel (CDC) and his
supervisor. Immediately thereafter, steps were taken to ensure
that the information was never uploaded into FBI files or
indices.

“"“Qﬁ In this case, the case agent's typographical
error in preparing the NSL request resulted in the collection
of information unrelated to the investigation. Because this
information was immediately sequestered by the case agent and
subsequently destroyed at the direction of the FBI Office of
General Counsel, no US person was prejudiced as a result of
this error. Nevertheless, we conclude that, in accordance with
the reporting requirements of Section 2.4 of E.O. 12863, this
error must be reported to the IOB.

Derived om:
Declassify : 25X1

S%T
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGA

Precedence: ROUTINE Date: 11/17/2006
To: General Counsel Attn: NSLB

From: Inspection
Internal Investigations Section, IPU, Room 3041

Contact: CRS| | Exc. [ ]

Approved By: Miller David Ian b%
bo
Drafted By: ] riC
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: {(U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH 3133
OGC/IOB# 2006- b2

Synopsis: (U) To report a potential Intelligence Oversight Board
{IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1580
278-HQ-C1229736-VIO Serial 1744

Details: ) The Internal Investigations Section (IIS) received .
an EC from Division dated 08/08/2006, reporting a DL
possible IOB—=TITOT. ased upon a review of the referenced EC it b7E

is the IIS’s opinion the incident described therein is indicative
of a performance issue. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*"

NSL VIO-1103



(Rev 01-31-2003}

SECRE®LZ20311117
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 11/17/2006
To: Lg, Attn: SAC (Personal Attention)
From: Inspection Bo

Internal Investigationg Section, IPU, 1 he

Contact: CRS Ext. ::;p
Approved By: Miller David I@@ PTE

Drafted By: 5&#

\/Case ID #: (U) 263-HQ-0-U - 586 (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 3133
OGC/IO0B# 2006 oY
Synopsis: (U) To advise that captioned reporting of potential

Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

(- {8} . ... Deri From : G-3
D asddify On: 20311117

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1580

Reference: (U) 278-HQ-C1229736-VIO Serial 1580

278-HQ-C1229736-VIO Serial 1744 2
Details: (U} Upon review of | [Division’s captioned b7E
report of a potential IOB viclation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations

where deliberate and/or aggravated misconduct is evident.

{(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to thigs
matter is left to the discretion of the division. 1IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WHEN 3 B FROM CLASSIFIED ENCLOSURE.
*
SECRE?ZZ§Q§§}117
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US. Departme  Jf Justice

Office of the Inspector General

Washington, D.C. 20530

DATE: December 13, 2006

TO: Kenneth W, Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation

FROM:  Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007001648 .
Subject: Unidentified| | b fl
FBI No. 263-0-U-586 b7E

. We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

L]

This complaint will be investigated by the OIG.

[]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OFG Report/Referral pursuant to § 7 of the
IG Act or because an individual has () requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made avaifable to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a

right to have access to an OIG Report/Referral or to the identities of complainants or witnessecs, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-1105



(S)

OIG - INVESTIGATIONS DIVISION - Complaint Form 0IG NO.:[:]689—2007~001648—M
Received By: ff?ﬁ Date Received: 11/15/2008& How Received: A
(ONAG: J

SUBJECT: Unidentified, FBI SSNO:

Title: UNID Pay Plan: D.0.B.:

Component: FBI EOD Date: Alien No.:

Misc: F.B.1.No.:

Home: B.O.PF.No.:

Phone: Z1p: B/L No.:

Work: Of fenses: 689

Phone: ZIP:

COMPLAINANT: | SSNO:

Title: ATTY Pay Plan: D.0.B.

Component: FBI EQD Date: Alien No.

Misc: F.B.I.Nc. o2

Home : | B.C.P.No. T O
j8x ¢

Phone: () - 21P: [::::] 3/ T No .

wWork: , o biC

Phone: _1 ZIP: .

Confidenrtial: Revealed: Authority: none

M

investigation.

Detalls:
The FBI provided information regarding a potential IO3 matter (263-0-U-5386). DL
L o
The NSL kf”Eed
contained a error that resulted in an incorrect rumber being included 1n the request. by

result, the FBI received telephone records of a business that was unrelated to the
The information was never uploaded into FBI files.

Tt is the opinion of the cffice of the General Counsel that this matter need not be reported
to the IOB. (dz) -
ALLEGATIONS: 689 1I0B Violation
Occurrence Date: TIME: b2
CITY State Zip: B7E
DISPOSITION DATA: Disposition: M Date: 12/12/2006 Approval: POWELL, GLENN G
i
Referred to Agency: ATF Date Sent: 12/12/2006  Component: FBI
Patriot Act: N Civil Riaghts: N Component Number: 263-0-U-586
Sensitive: N Whistlieblower: N Consolidated Case Number:
Remarks:
12/13/06-Sent to Kaiser/FBI,INSD. Predicating material will be maintained within OIG/INV
in a secure conteiner. (az)
NSL VIO-1106
Page 1 of Printed 12/12/2006 1181130



(kev 01-31-2003) 116065 [OB REPORT EC

SEXBET

FEDERAL BUREAU OF INVESTIGATION *ZDZJ\

Precedence: ROUTINE Date: 03/06/2006
To: Inspection Attn: Internal Investigations Section
Gereral Counsel Attn: National Security Law Brarnch
Counterintelligence Attn: CD-3D, Room 4166,
ssal ]
b2
From: b6
1601 =3 7
Contact: SA o7
n b7E

Approved By:l

I X
3

Drafted By: dsﬁL#’

Case ID ¥: P _278-HQ-C1229736-vIO_ (Pending) -’ s
(S)l D2
_ b7A
(W Title: >< SAF e o7E
°° j b7C bl
|:E:| beé
b7A
i R— g

Synopsié}m ;é; Reports potential Intelligence O?erg_ght Board
(ICBR) matter.

i[]j ........ . g% _— Derive om : G-3

Declassi On: 25X%1

13 IR bl
et D2
Administrative ;2( FISA WARNING STATEMENT-STATUTORY RESTRICTION/E

). THIS INFORMATTON CR DOCUMENT, OR PORTIONS THEREOF, 15 DERIVED

FROM A COURT-ORDERED FISA ORDER AND SUCH INFORMATION CKR ANY
INFORMATION DERIVED THEREFROM MAY ONLY BE USED IN A JRIMINAL OF
OTHER PROCEEDING (INCLUDING, BUT NOT LIMITED TO USE N
SEARCH/ZRREST WARRANTS OR AFFIDAVITS OR GRAND JURY SIJEPCENAS AND
DROCEEDINGS) WITH THE ADVANCE AUTHORIZATION OF THE ATICRNEY
GENERAL. (30 U.S.C., SECTZION 1806 (B), 1825(C)).

Hnale SEXRET o U~
S Kuwo ‘OIIOF?{_D’?(.,“_ 4 HITOUSE

h
[

oh

~d

»TC NSL VIO-1107



SEQRET

To: JIngpection From: | | :.:p
in“””RZ?“wjgfp 278-HQ-C1229736-VI0, 03/06/2006 n7E
bl
b6
al b7A
b7C
s
bl
B7A
p7C
. o
b4
bo
b7A
b7C
b7 .
7E ol
(S}T b4
06
7 A
b7C
7D
b7A
b7C
[
1

NSL VIO-1108



(5

m-... To:

sEngT

Inspection From: L

%) 278-HQ-C12298736-VIO,

03/05/2006

(8)

ol
624
oY
b6
LTA
p7C
7D
h7E

bl
b6
bA

bi7C

NSL VIO-1109



(m

To: Inspection From:

Re . - 9@

SEQ(ET

278-HQ-C1228736-VIO, 03/05/2006

Set Lead 1: {Action)

o

review.

INSPECTION

AT WASHINGTON, DC

“%§< Reports potential IOB matter for IIS

Set Lead 2: (Action)

(uj- -

review.

GENERAL CQUNSEL

AT WASHINGTON, DC

A””“”‘f>< Reports potential IOB matter for NSLB

Set Lead 3: (Info)

COUNTERINTELLZGENCE

AT WASHINGTON, DC

“&<) Advises CD-3D of the potent:al pending

IOB matter.

+*+

S ET

NSL VIO-1110
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/25/2006
To: Attn: SAC, CDC
Counterintelligence Attn: CD-3D, Room 4166
~ SSA | ]
Inspection Attn: IIS, CRS
bz
From: General Counsel o
National Security Law Bfanch/Room 7947 b7C
Contact: Julie F. Thopas ;ér

Approved.By: Thomas Julie E

ks

Drafted By: bl

,,,,, o b2
Casé ID #r- (%) JR-HC-712297 %—vm—[g‘{/ b7A
- 'S) n7E

M~ ritte: {}( POSSIRLE INTELLIGENCE OVERSIGHT BOARD MATTER

‘§§hbp§isfw‘&§ It 1s the cpinion of the Office of the General
Counsel {OGC) that this matter must be reported to the IOB. A
record of this decision should be maintained in the investigatiocn
control file for review by the Counsel to the IOB.

. ) Derive om : G-3
Decl i On: X1

(W
Referencéf”{}{i 278-HQ-C1z29736-VIO Serial 1240

(UymmDetaiLST“‘zgi/ The referenced electronic communication (EC) from .
the Division, | Resident Agency, dated b2
3/G6/06, reports a potentia_ IUB matter. OGC has reviewed the b7E

facts and ceterminea that it warrants reporting to the IOB. Our

s

analysis follows.
)]

6
‘7/*1

L

01G/DOJ INVESTIGATION: NSL VIO-1111
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SEkéET

To: Frem: General Counsel bZI_‘
“” ‘Re:- Mg 218-HQ-C1229736-VIO, 10/25/2006 b7E
(Q\I
b1
b
b7A
bh7C
(s)] bl
b4
bo
bh7A
Li7C
b7E
IONR
(S) b2
o)!
L6
7R
B7C
L b7D
- P
sy bl
bé
L7A
- _ o7C
(S)I_h\

' ol
hé
bh7A
biC

SE?@ET
2

NSL VIO-1112



SE}(RET

my - -0 From: General Counsel
Re;}@ Z18-HC-C1229736-VIO, 10/25/2006

=3

oo
-1 N

b1

| b6
L 672
| b7C

(S)

bl
b2

b6

b7A
b7C
b7D
b7E

o
1|

bl
bT7A

bR

SE/G.KET

3
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SEERET

~

To: IFrom: General Counsel wa
) —Rey (B 2T8-AQ-C1229736-VIO, 10/25/2006 DB
(e | bl
‘b7A

(U) Section 2.4 of Executive Order (E.O.)} 12863,
dated 09/13/1993, mancates that Inspectors General and Genera:
Counsel of the Intelligence Community components {(in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively} report to the IOB “concerning intelligence
activities that they have reason to believe may be unlawful cr
contrary‘to Executive order or Presidential directive.”

{(Uy Tizle 18, United States Code, Section 2511(2) (£}
states that the procedures contained in the FISA and Title III of
the 1968 Omnibus Crime Control Act (as amended by the Electrcnic
Communications Privacy Act) "shall be the exclusive m=2ans by
which electronic surveillance . . . and the intercepticn of
domestic wire and oral communications may be conducted.”
Addizionally, Section 2.5 of E.O. 12333 provides that,
"[e]lectronic surveillance, as defined in the Foreign
Intelligence Surveillance Act c¢f 1978, shall be conducted in
accordance with that Act, as well as this Orger." Urder Title
50, United States Code, Secticn 1802({(b), the FISC is authcrized
to grant an order anproving .the electronic surveillance of a
foreign power or an agent cof a foreign power for the purposes of
cbhtaining foreign intelligence information. Under the pertinent
FISA cefinition, the term "electronic surveillance" means "the
acquisition by an electronic, mechanical, or other surveillance
device cof the contents of any wire or radio communication to or
from & person in the United States, without the consent of any
party thereto, 1f such acquisition occurs in the Urnited States.”
50 U.S.C. § 180i(f) (2}.
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(3)

-wRé:MM)gi 278-HQ-C1229%736-VI10, 10/25/2006

SPERET

To: | | From: General Counsel

Y
"/
—

0o o

~
il

W) While the FISC judges determined that there had been
sufficient facts tc constitute prcbable cause in all three
Government's filings, absent the overcollected data which had
peen initially included (before the Government was aware of the
erroneous overcollection) (see infra, p. 3) there still remained
the problem of the overcollected data which was not authorized by
the FISC. This erroneous surveillance was not authorized under
the Foreign Inteliigence Surveillance Act or E.O. 12333. Although
the FBI is making every effort to expunge the overcollected data
from its indices and recall those intelligence products that
contain any overcollected data, this error must be reported to
the IOB. OGC will prepare appropriate correspondence to report
this matfer to the IOB.

NSL VIO-1115
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SﬁﬁéﬁT

To: | from: General Counsel
Re }(Q 278-HQ-C1229736-VIO, 10/25/2006

Set Lead:l: {(Info)

I |

arl |

(U) Read and clear.
Set Lead, 2: {Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) Read and clear.
Set Lead 3: {Info)
INSPECTION

AT WASHINGTON, BDC

(J) Read and ciear.

CC: Ms. Thomas

ICB Library

*e

NSL VIO-1116
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/10/2007
To: General Counsel Attn: NSLB
From: Inspection
Internal Invest] ions Section, IPU, Room 3041
Contact: (RS | Ext.
Approved By: Miller David Iaik ?}
20
Drafted By: | b7C
Case ID #: (U) 278-HQ-C1229736-VIO {(Pending)
‘Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2021 A
OGC/IOB# 2006 b2
Synopsis: (U) To report a potential Intelligence Cversight Board
(IOB) matter to the Office of General Counsel, National Security

Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VI0O Serial 1240
278-HQ-C1229736-VIO Serial 1841

Details: (U) The Internal Investigations Section (IIS) received

an BEC from|

|Division dated 02/06/2006, reporting a

possible IOB error.
is the IIS’'s opinion the

administrative 1in nature.

will be conducted by the
to the NSLB for whatever

L X4

Based upon a review of the referenced EC it

incident described therein is

Therefore, no internal investigation
IIS and this matter is being relegated
action they deem appropriate.

b2
b7E

NSL VIO-1117



(Rev. 01-31-2003)
SECR 20320110

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/12/2007

To: L;, 4] Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section, IPU, Room 3041

Contact: CRS| | Bxt | | bz
6
aApproved By: Miller David Iaﬁ%%bl w70
b7E
Drafted By: che 0 (&
Case ID #: (U) 263-HQ-0-U - 589 (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2021 ~
OGC/IOB# 2006+ n2

Synopsis: (U) To advise that capticned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

in.Wm“_ww§¥<mmmeDeriye om -+ G-3
Declasgi : 20320110

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 12490

Reference: (U 278-HQ-C1229736-VIO Serial 1240
278-HQ-C1229736-VIQC Serial 1841

Details: (U) Upon review of [ _ | Division’s captioned b2
report cf a potential IOB violation, IIS did not find the matter nTE
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1228736 Serial 2570).

THIS EC IS UNCLASSIFIED W%EE:Eﬂﬁggé%ED FROM CLASSIFIED ENCLOSURE.
*"
SEc§§E§4333%0110
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U.S. Departme... of Justice

Office of the inspector General

DATE:

TO:

FROM:

Washington, D.C. 20530

April 9, 2007

Kenneth W. Kaiser
Assistant Director
" Inspection Division
Federal Bureau of Investigation

(tzﬁ%e e @»{«(/

Glenn G. Powell
Special Agent in Charge
Investigations Division

foipa # 1073946

SUBJECT: OIG Complaint No. 2007004672

Subiect: Unidentified
Division
FBI CMS No. 2021

P
¢

A
3D

oo
tz3

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
0I1G.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OJG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a

right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection frem reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-1119



b2

' ‘ o - b7E
276G - INVESTIGATIONS DIVISION - Complalint Form CIG NO.: 689-2007-004672-1 e
Reccived By: ke Date Received: 12/19/2C06 How Received: A
b7 C
SUBJRCT: Unidentified, FBI SSNO:
i UNID Pay Plan: £.0.B.
~omponent: FBI - EOD Date: Alien No.:
Misc: F.B.I,No.:
licme: ‘ B.O.P.No.:
hene: ' Z1P: D/L WNo.:
wWork: Offenses: 639
“tone: 4IP:
COMPLAINANT: | J b6 SSKRO
T:tie: UNTD Pay ?lan: b70 D.O.B.:
: cnent: FBI EOD Date: Alien No.:
F.B.1.No
Home : . ' B.0.P.No.:
Phone: 21p: - D/L No.:
Work: General Counsel
Narional Security Law Branch, Washington, DC
rhone: 2IP:
Tonfidential: Revealed: Authority:
o ——————————— e ——————
v :| | SSNO: | |
Tiltle: 3S3A Pay Plan: D.O.B.:
Comporent: FBI EOD Date: Alien No.: b2
Misc: : F.B.I.No.: Do
Here: B.O.P.No.: .:"‘.7(\
D Ar a1y — |3 N/ . ~ -
Prone: T e [ ] 57 Mo orc
Wors: o, Offenses: M
Thone: ZIP:
WLTNESS:[_ | SSNO:
flnle: SA Pay Plan: D.O.B.: -
Jomponent: 2Bl ECD Date: Alien No.: b2
visc: = F.B.1.No.: ko
Home: B.0.P.No.: b7C
N - . ) o
,F,j_”',"f:' 0 Z1P: D/L No.: L7E
Wor: Offenses:
Fhone: ZIP:
Catails: :
The FBU previded information regarding a potential IOB matter [2006-: b2
84/08/2005, Foreign Intelliigence Surveillance Court (F1SC) granted authority for[:::] bz
to initiated an electronic surveillance of an e-mail address belonging to the b7
of an investigation. Through the investigation and NSL a privaie internet providger
ntified as possessing network access to the subject of the investigations cmail
-ate PFebruary 2006, a surge in data being collected by the FBI's Enginecring Rescarch
Ti {ERF) was identified by ERF personnel. As a result ERF investigated tre issue and
:d that the collection tools used to collect email communication frem the bie

investigation were improperly set and appeared to be collecting data on tne eh*'
domain. Due to an apparent miscommunication, the private internet provider acciden
collected mail from the entire domain and subsequently conveyed the email to ERF.
intermad the private internet provider of the error and instrucied them Lc reset thoi
filters to collact only those communications from the subject of thne investigali
address.
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b2

Complaint Form‘ 0IG NO

.:D689—2007-—004672—M D7E

ALLEGATIONS: 689 TOB Violaticn
Ouecurrence Date: TIME:R R
. . ~ D
CITY: State:[::::] Zip: b2
= — b7 ===t
D_SPOSLTION DATA: Disposition: M Date: 12/19/2006 Approval: POWELL, GLENE G
G\A
Reforred to Agency: FBI Date Sent: 04/06/2007 Component: FBI
Patriot Act: N Civil Rights: N Component Number: 263-0-U-589
Sersitive: N Whistleblower: N Censolidated Case Number:

Remarks:

D4 /706/707
-3ent tc¢ Kaiser/FBI
-FBT CMS No. 2021

OIG/INV in ‘a secure container.

-Predicating material contains classified informatoin which will be maintainea within
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