
FD-962 (Rev. 03-21-2005) 

SECRET 
F E D E R A L B U R E A U O F I N V E S T I G A T I O N ^ 

(U) 

(U) 

Precedence: ROUTINE 

-To: inapsj^Llon 
General Counsel 

Date: 07/07/2006 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7ÔT5 

From: 
JTTF 
Contact : TFO 

Approved By: 

Drafted By: [ 

foi pa # 1 0 7 3 9 4 6 

b2 
b6 
b7C 
b7E 

Case ID #: J m C 278-HQ-C1229736-VIO—/ ¿j f O 

u u Title: (U) TFO 
S S A , b 7 C INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR D / U 

Synopsis : (X) To report possible IOB error. 

bl 
b2 
b7E 

Description ot IOB Error 

A NSL dated 02/08/2006 (TOLLS-133) was submitted to 
for subscriber information relating to telephone 

numbers. The results were received from the field office 
with an EC dated 04/24/2006. Included with the results were toll , „ 
records, which were not requested in the NSL. Only subscriber b 

information was requested.( On 07/07/2006 the toll records were givenb7D 
1 / b7E 

i t - i ^ o b èSGRET 

r 

b6 
b7C NSL VIO-lOO - o - i x 



lé<s: RET 

To : 
Re : 

Inspection From: 
2 78-HQ-C122 9736-VIO, 07/07/2006 

b2 
b7E 

to CDC to be sequestered. The subscriber information, 
which was requested in the NSL, is stored in a 1-A. 

A MST dated 06/08/2006 (TOLLS-] 1 

] The results were received from the[ 

I was submitted to 
platina tnF 
! field office 

with an EC dated 07/03/2006. Included with the results were toll 
records, which were not requested in the NSL. Only subscriber 
information was requested. On 07/07/2006 the toll records were giver 
to CDC to be sequestered. 

b6 
b7C 
b2 
b4 
b6 
b7C 
b7D 
b7E 

M None of the aforementioned toll records were entered into 
or ACS. 

b2 
b7E 

SE^ET 

NSL VIO-IOIO 



, RET 

To: Inspection From: 
Re : 2 7 8- HQ-C122 973 6 -VIO, 07/ 07/2 006 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate 

• • 

SE^ET 
3 
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(Rev. 01-31-2003) 

SE^tfST 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence: ROUTINE 

To: 

Date: 09/29/2006 

From: 

Inspection 

Office of General Counsel 
NSLB/CTLU,_L 
Contact : 

Attn-. 

Attn: 

Î ! 

b2 
b6 
b7C 
b7E 

Approved By: Thomas Julie 

(U) 

(U) 

Drafted By: 

C a s e I D # : ( 

X 

mml 

2 78-HQ-C122973 6- VIO' 
. t m ^ 
(Pending) 

Title: INTELLIGENCE OVERSIGHT BOARD 
IOB MATTER 2 006-

b2 

<u>Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that the above referenced matter need not be 
reported to the Intelligence Oversight Board (IOB). Our 
analysis follows. 

(U) Derive 
Deci 

G-l 
09/12/2031 

(U) R e f e r e n c e : 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O Serial 151 0 

(U) Details (^ By electronic communicati on (EC) dated July 7, 
Division 2006 and referenced above, the, , 

reported to the OGC's National Security Law Branch (NSLBj ana" 
the Inspection Division this potential IOB matter. 

b2 
b7E 

(S) b2 
b6 
b7A 
b7C 
b7E 

r?M/jjüü ¡ ò / l / i W . 

ïè^ET 

b6 
b7C 

1 NSL VIO-1012 



To: 
Re: 

SE 

From: Office of General Counsel 
Ï X ) 2 78-HQ-C1229736-VIO, 09/29/2006 

b2 
b7E 

(UJ 

ÎNSL) to 
Ù Z Û . -i ggnpH a National Security Letter 

for subscriber informâtinn for 
received 

the results ot the NSL on April 24, 2006. The results 
contained telephone toll records, which were not requested in 
the NSL. On July 7. 2 0 06 the telephone toll records were given 
to CDC | to be sequestered. The subscriber 
information, which was requested in the NSL, was placed in a 
1-A envelope. None of the telephone toll records were entered 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 

(^j As required by Executive Order (E.O.) 12863 
(Sept. 13, 1993) and Section 2-56 of the National Foreign 
Intelligence Program Manual (NFIPM), OGC was tasked to 
determine whether the errors described here are matters that 
should be reported to the IOB. We believe that the reported 
activity does not require IOB notification. 

(U) Section 2.4 of E.O. 12863 mandates that the 
heads of Intelligence Community components report all 
information to the IOB that it deems necessary to carry out 
its responsibilities. That section requires Inspectors 
General and General Counsel of the Intelligence Community to 
report "intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive order or 
Presidential directive." This language has been interpreted 
to mandate the reporting of any violation of guidelines or 
regulations approved by the Attorney General, in accordance 
with E.O. 12333, if such provision was designed in full or in 
part to protect the individual rights of a United States 
person. This includes violations of agency procedures issued 
under E.O. 12333, unless they involve purely administrative 
matters.1 For the FBI, OGC submits reports to the IOB.2 

1 See EC from Inspection Division to All Divisions; Title: 
Revised Procedures for the Submission of Reports of Potential 
Intelligence Oversight Board (IOB) Matters, Case ID # 66F-HQ-A1247863 
Serial 172 at 5-6 (2/10/2005). The FBI is required to maintain for 
three years records of administrative violations, for possible review 
by the Counsel to the IOB, together with a copy of the opinion 
concerning the basis for the determination that IOB notification was 
not required. Id. at 6. 

(U) 2 (^ See id,:, at 4. 

NSL VIO-1013 



èjs SEKRET 

(TT) -
To: 
Re: 

From: Office of General Counsel 
Tp^ 2 78-HQ-C122973 6-VIO, 09/29/2006 

b2 
b7E 

(S) 
The Attorney General's Guidelines for FBI 

Foreign Intelligence Collection and Foreign — 
fniint-print-plliapnnp Tmrpsf i naf i nns (NfiTft) nmvidp that 

NSIG (Introduction) at 4. Section 2-b6 of 
the NFIPM identifies as reportable to the IOB unauthorized 
investigations, the use of unlawful methods and techniques, 
exceeding the authorized scope of permitted activities, and 
failing to adhere to minimization requirements.3 

bl 
b2 
b7E 

sought information 
associated with the subject 

TS) In this instance A 
relating to 
of a full investigation, and obtained information beyond the 
scope of the request but still within the scope of an 
authorized investigation. Thus, the investigative technique 
was authorized for purposes of E.O. 12333 and this need not be 
reported to the IOB pursuant to E.O. 12863. 

b2 
b7E 

( U ) 

(S) 

See also id. at 5, identifying reportable matters as 
including: (1) activities believed to be unlawful or contrary to 
Executive Orders or Presidential directives; (2) suspected violations 
of the Constitution; (3) unauthorized investigations; (4) use of 
methods or techniques other than those authorized in the conduct of 

(5) initiating a form of 
electronic surveillance or a search without authorization from the 
FISC, or failing to terminate an authorized surveillance at the time 
prescribed by the Court; and (6) failing to adhere to the 
minimization or dissemination requirements specified in a FISC Order. 

bl 
b2 
b7E 

NSL VIO-01014 



ET 

(Di-
To: 
Re: 

From: Office of General Counsel 
278-HQ-C122973 6-VIO, 09/29/2006 

b2 
b7E 

LEAD(s): 

Set Lead 1: (Action) 

AT 

D •tH g 1 r̂ri no ^nchrnpt-arl 
return the toll records to 

to either 
and document 

the return to the case file; or, destroy the toll records and 
document the destruction to the case file. 

b7D 
b7E 

Set Lead 2 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) As provided in the Revised Procedures for the 
Submission of Reports of Potential Intelligence Oversight 
Board (IOB) Matters, retain a record of the report of a 
potential IOB matter for three years for possible review by 
the Counsel to the IOB, together with a copy of the OGC 
opinion concerning the basis for the determination that IOB 
notification is not required. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT LIBERTY CROSSING ONE 

(U) ITOS I/CONUS II: Read and clear. 

•• 

SEtS^ST 

4 

NSL VIO-1015 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 10/18/2006 

Attn: NSLB 

From: Inspection 
Internal Tnvpst- i crat i on.q Section, IPU, Room 3 0 4 1 
Contact: CRS 

Approved By: Miller David Ian 

Drafted By: 

Ext. 
b2 
b6 
b7C 

Case ID #: 

Title: (U) 

(U) 2 7 8- HQ-C12 2 973 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACK_LMI#__25 68 
0GC/I0B# 2 006- b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference : (U) 2 78-HQ-C12 2 973 6-VIO 
278-HQ-CI229736-VIO 

Serial 1510 
Serial 1712 

Details: (U) The Internal Investigations Section (IIS 
an EC from| (Division dated 07/07/2006, reporting a 

Based upon a review of the referenced EC it 

received b2 
b7E possible IOB error, 

is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

1 NSL VIO-01016 



(Rev. 01-31-2003) 
S ECREJ/?Ä«3CLi02 0 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE Date: 10/20/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 

Ext . Contact: CRS 

b2 
b6 
b7C 
b7E 

Approved By: Miller David Ian 

Drafted By: 
? 

V Case ID #: 

Title: (U) 

U 

( U ) 

(U) 2 63-HQ-0-U - 566 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 5 68 
OGC/lOB# 2006 

b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

DerîVed^^Qffi': G-3 
Jeclassify~~OnT~ 20311020 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1510 

Reference: (U) 2 78-HQ-C122 973 6-VIO Serial 1510 
2 78-HQ-C122 9736-VIO Serial 1712 

Details: (U) Upon review of Division's captioned 

THIS EC IS UNCLASSIFIED WHE 

•4 

:LASSIFIED ENCLOSURE. 

b2 
b7E 

report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 (319X-HQ-
A1487720 serial 6). 

SE !pÇ?ET//2 0311020 

1 NSL VIO-1017 



FD-962 (Rev. 03-21-2005) 

SECRET 
F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence : ROUTINE Date: 10/13/200« 

To: Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7975 

From: 
b2 
b6 
b7C 
b7E 
bl 
b2 
b7A 
b7E 

JTTF 
Contact : <TF0 

Approved By: 

Drafted By: 

Case ID #: 

Title: (S) 
bl 
b6 
b7A 
b7C 

Synopsis: Document destruction of non-pertinent records obtained 
from Nexus Communications. 

(U) 
Decla&sÌfyÒiK 

Details = reported to the receiving offices that 
provided toll records for 

only sufiscrioer -miLormation was requested!The [ 
were included orJ separate National Security Letters (NSLs) . Tne b/D 

when. 
b2 

details were documented in 278-HQ-C1229736-VIO serial 1510. b7E 

X [ received General Counsel's response, 278-HQ-
C1229736-VIO serial T T T T , which advised that the records should either 

or destroyed. General Counsel's be returned to 
response only referred to the toll records for| |of the NSLs. The b2 
case agent contacted 
regarding the tolls records for the 
be destroyed, 
destroyed as we11. 
records for all 

advised that tnese 

document this destruction. 

via e-mail, on 10/13/2006, b4 
NSL and whether they couldb6 
toll records could be b7C 

b7D On 10/13/2006 the case agent destroyed the toll 
and this EC is being submitted to b7E 

S^ET 

1 NSL VIO-1018 



SECRET 

To: Tri .g nerf, i on From; I ' bl 
b2 
b7A 
b7E 

Re: (S) 

LEAD(s): 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For information. 

SECRET 

NSL VIO-1019 



U.S. Uepartme jf Justice 

Office of the Inspector General 

DATE: December 5, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

/ O 
f* 0 /*• i I 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001304 
Subject: Unidentified 

Division 
FBI No. 263-0-U-566 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

| | This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

j | This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

b7E 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 

1 NSL VIO-1020 



OiC - INVESTIGATIONS DIVISION - Complaint Form OIG NO. ¡89-2007-001 

Received By: b 6 Date Received: 
=b7C = 

10/11/2006 How Received: A 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component : FBI 
Mise : 
Home : 
Phone : 
Work : 
Phone : 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
M l S C : 

Home: 
Phone: () -
Work: , , 
Phone 

Pay Plan: 
EOD Date: 

Cont idential: 

ZIP: 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B . O.P.No. 

D/L No. 

Authority: none 

b2 
b6 
b7C 

Details : 

(S) 
The FBI provided information regarding a potential IOB matter (2006-[* | b2 

the 
Division issued a NSL to a telecommunications provider tor subscriber int ormation for 

bl 
b2 
b7E 

related to the subject of the investigation. 

received the results which contained toll records not requested in the On 4/24/06, 
NSL . 

FBI/OGC determined that this matter does not need to be reported to the IOB. 
ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 04/24/2006 
CITY: 

TIME: 
State : O . Zip : 

b2 
b7E 

DISPOSITION DATA: Disposition: M Date: 10/11/2006 Approval: POWELL, GLENN G 
17 

Referred to Agency: Date Sent: Component: DEA 

Patriot Act: n Civil Rights: n Component Number: 263-0-U-566 

Sensitive: N Whistleblower: N 
Component Number 

Consolidated Case Number 

Remarks: 

12/1/06: Predicating material contains classified material which will be stored in a 
secure container at OIG/INV/HQ. (stp) 

Page 1 ot 1 NSLVI01°?,La m o m o o s 3:49:13 



FD-962 rp.ev. 03-21-2005) 

SE^!ET//20310728 
F E D E R A L B U R E A U O F INVESTIGATION ^ i 

Precedence : ROUTINE Date : 07/28/2006 

To: Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7975 

From: 
CI-2 
Contact : SA 

Approved By: 

Drafted By: : lmt '70 

(C) 

-n o ra — r G) z B 

H I 
£ <8 

Q 
D 
O G 
ïc 3s* 
m ni co 
H 

Case rX i: 
b2 
b7E 

Title: (U: 

(U) 

Synopsis : 

278-HQ-C1229736-VIO 
2 7 8 Q A 9 5 3 8 0 

SA L, I 
SSA 

' . . . y * > fi 

b6 
b7C 

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

To report possible IOB error. 

(U) M Derived 
Decías 

G-3 
OnTì^07/28/2031 

Details 

:s) i. 

(S) 2. 

ÍU) ^ 3. Possible IOB Error: Unintentional collection of 
information. 

(s; 

¡u> 4. Description of IOB Error (including any reporting 
delays). 

( U ) -

b2 
b6 
b7C 
b7E 

^ Telephone subscriber information was furnished, 
pursuant to a National Security Letter (NSL) for individuals other 
than the subject of th'e NSL. 

/ / 
s e iíjüüuur ¡óf ^ o I) 

CM h » ¿ I t f j ú h ' 1 ' SEÇ^lST//20310728 

bl 
b2 
b7E 
J 

b6 
b7C N S L V 1 0 - I 0 â ù - O - L J - ^ 



To: Inspection From 
Re: K ) 278-HQ 

SEÏSKET//20310728 
* b2 

I I b7E 
C1229736-VIO, 07/28/200b 

bl 
b2 
b7E 

(S) 
(U) 

(S) 

(U) 
information of 

A National Security Letter for telephone subscriber 
in r-.nntar-.t w i t h r.ant i oneH 

(U) -

b2 
b4 
b7D 
b7E 

:u) 

(U) 

(U) 
b2 
b6 
b7C 
b7E 

t 
subject's tele pnone was issued on Ub/ ji/2.Q.Q£ 

The NSTi was delivered to 

ÏÏÏÏ7T577ÏÏÏÏF7 

(U ) 

on 

Siibscri ber records of 
delivered to ISS 
rovering the leac 

m response 1 
telephone numbers were 
r, MQT. anH FT 

-b2 
b4 
b6 
b7C 
b7D 
b7E bl 

was written on 07/03/2006. 
( S ) 

0§<£ Records were received by writer and held until 
analysis of the records was able to be conducted. During the 
course of the analysis writer found subscriber information that 
for a telephone number that was not requested. SSA 
advised of this. 

wa 
was 
s 

b2 
b6 
b7C 
b7E 
b6 
b7C 

An attempt to contact was made to 
determine if tfie records were in some way related to the requested 
telephone numbers. Writer was directed to the voice mail of the 
analyst that provided the information. The voice mail indicated 
that the analyst was out of the office for 12 weeks on maternity 
leave. 

ISS 
num 
was 

SSA had writer contact ISLS. 
case file reviewed the provided information andl 

Der and determined that the subscriber information m question 
not related to the telephone numbers listed in the NSL. 

(X) After speaking with ADC the records not 
pertaining to the captioned subject have been separated, segregated 
and sealed in the 

b2 
b4 
b6 
b7C 
b7D 
b7E 

been uploaded into ACS. 
were deleted on 07/20/2006. 

Field Office. None of the records have 
Records uploaded 

matter. 
ADC provided guidance on how to handle this ĵ g 

b7C 

SE^ET//20310728 

1 NSL VIO-1023 



To: Inspection From: 
Re: £8< 27 8-HQ-C122 97 36-VIO, 07/28/2006 

LEAD(s): 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

SE<^4T//20310728 
b2 
b7E 

SEi)éÇET//20310728 
3 

NSL VIO-01024 



SJ^RET 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence: ROUTINE 

To: 

Date: 08/30/2006 

Counter!ntelligenee 

Inspection 

Attn: 

Attn: 

Attn: 

SA 
S SA 
CDC 

UC CD-2A 

IIS 

b2 
b6 
b7C 
b7E 

From: Office of the General Coiinsel 
NSLB/CILU/Room 7947 I 
Contact: AGCl 

Approved By: Thomas Julie 

Drafted By: 

Case ID #: (U) 

Ik 

Title : (U) 

l ^ b i 

2 78 -HQ-C122 9 73 6 - VIO""""! Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
20061 I b2 

Synopsis: j/̂ )(U);t is the opinion of the Office of the General 
Counsel (OGC) that this matter be reported to the Intelligence 
Oversight Board (IOB). OGC will prepare and deliver the 
necessary correspondence to the IOB. 

(U) G-3 
XI 

Reference : (U) 278 -HQ-C1229736-1558 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

The referenced plprfmnir communication (EC) from 
'Division ( dated 07/28/2006, requested that 

ill) Details: 
the 
OGC review" 
whether it warrants reporting to the IOB. As explained below, 
the FBI is required to report this matter to the IOB. 

the facts of the captioned matter and determine b2 
b7E 

0IG/D0J Ri 
FBI INVESTIGATI 

01G/D0J INVESTI 

SEÒ^ET 

b6 
b7C 

1 NSL VIO-1025 



sètgfeET 

TO: 
Re : (U) 27; 

From: Office of the General 
i-HQ-C12 2 9 73 6 -VIO, 08/30/2006 

Counsel 
b2 
b7E 

On 05/31/2006, issued a 
(NSL) requesting subscriber information 

relating to the subject. However, 
National Security Letter 
for 
the service p r n y i H p r y-p.qooriHppl h v n r n v i H i n g subscriber 
information for After a review, 
determined that the siih.qrrihpr information that was provided for 
the I was not related to the 

i i st-pri i n t-hp NSL and was not related to the 
separated, segregated and sealed subject. Accordingly, 

the unsolicited records that did not pertain to the subject. 
None of the records have been unloaded to the ACS. Records 
uploaded into were deleted on 07/20/2006. 

(U) Section 2.4 of Executive Order (E.O.) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsels 
of the Intelligence Community components (in the FBI, the 
Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. This language was adopted 
verbatim from EO 12334, dated 12/04/1981, when the IOB was known 
as the President's Intelligence Oversight Board (PIOB). 

{X} By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General's Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG) or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 

bl 
b2 
b6 
b7C 
b7E 

A "United States person" is defined in Section 101 (i) of the 
Foreign Intelligence Surveillance Act (FISA), 50 U.S.C. § 1801, et 
seg., as "a citizen of the United States [or] an alien lawfully 
admitted for permanent residence (as defined in section 101(a) (20) of 
the Immigration and Naturalization Act). . . See also Section I.e. 
of the Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG) (2003). 

^E^RET 

NSL VIO-1026 



S E ^ E T 

To : 
Re : (U) 27 

From: Office of the General Counsel 
S-HQ-CI2 2 9736-VIO, 08/30/2006 

b 2 
b7E 

(U) 

(UJ 

( Ü) 

not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

NSLs are a specific type of 
allows the FBI to obtain certain limited 
such as: (1) subscriber information, toll 
electronic communication transactional re 
Communications Privacy Act (ECPA), 18 U.S 
records (Right to Financial Privacy Act, 
3414(a) (5) (A)); and (3) consumer informat 
Reporting Act, 15 U.S.C. 1681u and 1681v) 
2709, provides that the FBI may seek subs 
service providers that is relevant to an 
security investigation. Section V.12., I 
of the NSIG provides that the NSLs may be 
with statutory requirements. 

investigative tool that 
types of information, 
billing records, and 

cords (Electronic 
.C. 2709); (2) financial 
12 U.S.C. 
ion(Fair Credit 

Title 18, U.S.C. 
criber information from 
authorized national 
nvestigative Techniques, 
issued in conformity 

Ç8Q In this instance 
service provider, and received 
within and beyond the scope of 
subscriber information for 
to service provider error, 

I was 

m 
the 

issued a lawful NSL to 
response information both 

requested 

the 

NSL. 

subsi 
Hiovided. 

was not 

ZIEEH 
However, due 

provided 
error, 

m error by the 
correctly 

related 
service provider, 

separated, segregated 
The error was committed 
committed no error 

otherwise. Nevertheless, 
material that the service provide^ 

the ECPA. Although 

information for 
determined that the 
to the subject and was 

Upon noticing this 
and sealed the 

solely by the 
substantive, 

| came 

unsolicited information 
service provider, 
administrative, or 
possession of 
to provide to the FBI under 
no error itself, the mere receipt of unauthorized material 
pursuant to a lawfully issued NSL must be reported to the IOB. 
Further, the unauthorized material, the subscriber information 
for 

b2 
b7E 

into 
unauthori zed 

committed 

the 
subj ect muse remain sealed ana 

that does not relate to the 
sequestered in the CDC's safe. 

t/\) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
E.O. 12863, it is our opinion that this error needs to be 
reported to the IOB. OGC will prepare a cover letter and a 
memorandum to report this matter to the IOB. 

SEC qf^i 

NSL VIO-1027 



sec&et 

To : 
Re : (U) 

From: Office of the General Counsel 
278-HQ-C12297 36 -VIO, 08/30/2006 

b2 
b7E 

LEAD(S): 

Set Lead 1: (Action) 

b2 
j = = b7E 

(U) The unsolicited subscriber information for the 
that does not relate to the subject must 

remain sealed and sequestered within the CDC's safe until further 
direction from OGC. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3 : (Action) 

INSPECTION 

AT WASHINGTON, DC b6 
b7C 

(U) For action deemed appropriate. 

CC: Ms. Thomas 

IOB Library 

S E ^ E T 

4 

NSL VIO-1028 



BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17,;n Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-j I" (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
( U ) 

Enclosure 

1 - 278-HQ-C1229736-VIO - !(/j* 

UNCLASSIFIED WHEN 
DETACHEE) EROM 
CLASSIFIED ENCLOSURE 

Deriveci/Frism: G-3 
Declassify \>n : XI 

1 NSL VIO-1029 



Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 NSL VIO-1030 



INTELLIGENpE_QA£ER£IGHT BOARD (IOB) MATTER 
|FIELD OFFICE 

IOB MATTER 2006-j j :u) 
b2 
b7E 

M By electronic communication 
the Federal Bureau of Investigation (FBI) 

id—^Tuly 28, 2006, 
Field Office 

f unauthorized material. reported that they came into possession o: 
On May 31, 2006, the Field Office issued a National 
Security Letter seeking subscriber information, pursuant to 
Electronic Communications Privacy Act (ECPA) , 18 U.S.C. 2709. 
The| | Field Office sought subscriber information for 

However, the service provider issued 
suoscriDer information for] 
Office determined that the 

_ Field 
was not 

related to the subject ^ H w^g p r m H H p H h v e r r o r TTy the service 
provider. Upon noticing this error, 
correctly segregated and sealed the 
error was committed solely by the service provider. 

Field Office 
unsolicited information. The 

Field 
Field Office Office committed no error. Nevertheless, 

came into possession of material that the service provider was 
unauthorized to provide to the FBI under the ECPA. Although 

Field Office committed no error itself, the mere receipt 
of unauthorized material pursuant to a lawfully issued National 
Security Letter is a violation that must be reported to the 
Intelligence Oversight Board. 

b2 
b7E 

SE^^ET 

NSL VIO-1031 



-4 

RET 

1 NSL VIO-1032 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 10/18/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: CRS Ext .[ ] 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David b2 
b6 
b7C 

(U) 2 78-HQ-C122 9736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2648 
0GC/I0B# 2006- b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C122 9736-VIO Serial 1558 
278-BS-A95380 Serial 27 
2 7 8- HQ-C1229736-VIO Serial 1651 

Internal Investigations Section (IIS) received 
Division dated 07/28/2006, reporting a possible 

Details: llll 
an EC from 
IOB error. Based "upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

b2 
b7E 

1 NSL VIO-1033 



(Rev. 01-31-2003) 
SECRE^</20311020 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date: 10/20/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal TìivpRfinatinng Senti cm. JPII. Room 3041 
Contact: CRS Ext. 

Approved By: Miller David I a n i 

Drafted By: 

b2 
b6 
b7C 
b7E 

Case ID #: (U) 2 63-HQ-0-U - 570 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING** 2 64! 
0GC/I0B# 2006- b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) 
Derived-^Fr 
Declassi 

G-3 
20311020 

Enclosure(s) : (U) 278-HQ-C1229736 -VIO Serial 155Ì 

Reference: (U) 278-HQ-C122973 6-VIO Serial 1558 
A.95380 Serial 27 27i 

2 78-HQ-C1229736-VIO Serial 1651 

Details: (U) Upon review of Division's captioned report b2 
of a potential IOB violation, IIS did not find the matter b7E 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6) . 

THIS EC IS UNCLASSIFIED^S<^EPARATED FROM CLASSIFIED ENCLOSURE. 

SECRET 0311020 

1 NSL VIO-1034 



U.S. Departmei f Justice 

Office of the Inspector General 

DATE: December 7, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001541 
Subject: Unidentified 

Division 

• • 

FBI No. 263-0-U-570 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblovver Protection Act. 

b2 
b7E 

Attachment 

1 NSL VIO-1035 



GIG INVESTIGATIONS DIVISION Complaint Form OIG NO. 689-2007-001541-M 
b2 
•b7E 

Received By: 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Mise : 
Home : 
Phone : 
Work : 
Phone : 

b6 
"b7C" 

Date Received: 09/27/2006 How Received: A 

Pay Plan: 
EOD Date: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

ZIP: 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
Misc : 
Home : 
Phone: 
Work.: 
Phone: 

Pay Pian: 
EOD Date : 

TT 

Confldentiai: 

ZIP: 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b2 
b6 
b7C 

Details : 
The FBI provided information regarding a potential IOB matter (2006 

]o 2 

(S 
issued a NSL to a telecommunications provider requesting subscriber information for 

relating the subject of the investigation. 

Due to an error by the telecommunications provider, 
for 

received subscriber information 
The unsolicited records have been sealed. 

FBI/OGC determined that this matter must be reported to the IOB. 
ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 05/31/2006 

b2 
sb7Es 

CITY: [_ ] 
TIME: 
State : n 

b2 
_b7E_ Zip : 

DISPOSITION DATA: Disposition: M Date: 09/27/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 12/07/2006 Component 
Patriot Act: N Civil Riqhts: N Component Number 

Sensitive: N Whistleblower: N Consolidated Case Number 

FBI 

263-0-U-570 

Remarks: 
12/6/06: Predicating material contains classified material which will be stored in a 
secure container at OIG/INV/HQ. (stp) 

Page 1 of 1 
NSL V I O - 1 0 3 6 

Printed 12/07/2006 8 : 3 5 ; 3 9 



FD-%2 (Rev. 03-21-2005) 

ï j s SECRET 
F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 08/24/2006 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7975 

(U) 

b2 
b6 
b7C 
b7E 

(U) 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synoosis: To report possible IOB error 
(U) ~ 

b6 
b7C 

Deriye£Kgj?<3m : G-3 
Decla^-sif^^Qij. : XI 

Details : 
bl 
b2 (s) i. 
b6 
b7C 

m~-~.b7E 

(U) 

S 2 . 

3. Possible IOB Error: 

^ The Attorney General's Guidelines Provi 
C 4 

sion: Section II, 

<U) IS) 
4• Description of IOB Error (including 

b6 
b7C NSL VIO-103 

-bl 
b2 
-b7E 

(S) 

»5\fi 1 li 1 h r-

1 
1 

Cfcb 

bl 



SEC&^T 

b2 
b7E To: Inspection From: 

(U| Re.: C ^ 2 78 - HQ-CI 2 2 97^6-VÏÔ' 08/24/2006 

( S ) 
(U) No investigation ha.q hppn mnHnrfpH r̂-n n a n h ^ n ^ subject 

since the 

bl 
b6 
b7C 

bl 
b 6 
b7C 

-cai 

bl 

JUJ 

bl 

bl 

_(s) I 

sÈjk^ET 
2 

NSL VIO-1038 



To: Inspection From: 
Re : ^ f 278 - HQ -C122 9 7 3 6 -VIO , 08/24/2006 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

3 

NSL VIO-1039 



S$6RET 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence; ROUTINE Date: 10/19/2006 

( U ) 

(U) 

To: Inspection 
Counterterrorism 

Attn: 
Attn: 

Attn: 

IIS 
ITOS I/CONUS IT 
A/UC 
SARA 
SA 

From: Office of General Counsel 
OGC/NSBL/CTLU T 19-10 
Contact: 

Approved By: Thomas Julie 7, 

mml Drafted By: 
(IT) J X ID #: 278-HQ-C1229736-VIO^ (Pending) Case 

Title: x> INTELLIGENCE OVERSIGHT BOARD 
POSSIBLE IOB VIOLATION; 
2 0 0 6 1 ' 

b2 

S y n o p s i s : I t is the opinion of the Office of General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows. 

( U ) Derived 
Declassif 

G-L 
ifi^ 10/19/2031 

Reference * 2 78-HQ-C12 29 736-VIO Serial 1616 

24, 2 006 and referenced above, 
this potential IOB matter. 

By Electronic Cpmmunjjpation (EC) dated August 
Division has reported 

isj 

OIG/DOJ REVIEW! 
FBI INVESTIGATI' 
0IG/D0J INVESTIGAI 

b7C 
NSL VIO-IO; 

b2 
b6 
b7C 
b7E 

b2 
b7E 

bl 
b2 
b 6 
b7C 
b7E 



SE^fcET 

To: Inspection From: Office of General Counsel 
•T) Re: (X 2 78-HQ-C122 9 73 6 -VIO, 10/19/2006 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." By 
longstanding agreement between the FBI and the IOB (and its 
predecessor, the PIOB), this language has been interpreted to 
mandate the reporting of any violation of a provision of the 
Attorney General Guidelines for National Security 
Investigations and Foreign Intelligence' Collection (NSIG) or 
other guidelines or regulations approved by the Attorney 
General in accordance with E.O. 12333, dated 12/04/1981, if 
such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. 
Violations of provisions that are essentially administrative 

3E^ET 

NSL VIO-1041 



(U)-

SE^ET 

To: Inspection From: Office of General 
Re: kXI 2 78-HQ-CI22 9 7 3 6 -VIO, 10/19/2006 

Counsel 

in nature need not be reported to the IOB. The FBI is 
required, however, to maintain records of such administrative 
violations so that the Counsel to the IOB may review them upon 
request. 

bl 

bl 

bl 
b2 
b7E 

(U) OGC requests that the Inspection Division retain a 
record of the report of a potential IOB matter for three years, 
together with a copy of this opinion for possible review by the 
Counsel to the IOB. 

SECR)pf 

3 

1 NSL VIO-01042 



To: .Inspection From: Office of General Counsel 
Re : /fC) 278-HQ-C1229736 -VIO, 10/19/2006 

LEAD{s): 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 2: (Info) 

AT 

(U) Read and clear. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT LIBERTY CROSSING ONE 

(U) Read and clear. 

2 

NSL VIO-01043 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 11/02/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations Section. IPU, Room 3 041 
Contact: CRS Ext . 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian 

k Li 

b2 
b6 
b7C 

(U) 2 7 8- HQ-CI22 973 6-VI0 'Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2783 
OGC/lOB# 2006 

b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C12 29736-VIO Serial 1616 
278-HQ-C1229736-VIO Serial 1788 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from Division dated 08/24/2006, reporting a possible 
IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is indicative of a 
performance issue. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

b2 
b7E 

1 NSL VIO-1044 



(Rev. 01-31-2003) 
S3 32 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 11/02/2006 

To: Attn: SAC (Personal Attention) 

From: Inspection 
Internal TnypsHnaf-inna gô -t- i ̂ -n ,IPU, _T?nnm ^041 
Contact : CRS Ext . 

Approved By: Miller David Ian "Ĉ t® 

b2 
b6 
b7C 
b7E 

Drafted By: 
. / V Case ID #: (U) 2 63-HQ-0-U 

kas 

576 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 7 83 
0GC/I0B# 2006 b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

( U ) 
Derivè£«^rom 
DexïicÎssify 

G-3 
20311102 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1616 

Reference: (U) 278-HQ-C1229736-VIO 
2 78-HQ-C1229736-VIO 

Serial 1616 
Serial 1788 

Details: (U) Upon review of Division's captioned report of b2 a potential IOB violation, IIS did not find the matter indicative 
of willful misconduct. IIS only addresses allegations where b7E 
deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WH 
• • 

TED FROM CLASSIFIED ENCLOSURE 

1 NSL VIO-1045 



U.S. Departme of Justice 

Office of the Inspector General 

Washington, D.C. 20530 

DATE: December 8, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Fédéral Bureau of Investigation 

FROM: 

SUBJECT: 

Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

OIG Complaint No. 20û2ûûm5_ 
Subject: Unidentified, 
FBI No. 263-0-U-576 

b2 
b7E 

• 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

| | This complaint will be investigated by the OIG. 

I M P O R T A N T N O T I C E 

Ident i fy ing information may have been redacted from the attached O I G Report /Referra l pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidential i ty or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your A g e n c y , you may contact the 
Ass is tant Inspector General for Invest igat ions . 

Please be advised that, w h e r e adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an O I G Report /Referra l or to the identities of complainants or witnesses , and that, in all 
cases, complainants and wi tnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whist leblower Protect ion Act. 

Attachment 

1 NSL VIO-1046 



DZ 
b7E 

OIG - INVESTIGATIONS DIVISION - Complaint Form 
— b 6 — — 

OIG NO. Ì9-2007-001535-M 

Received By: =b7C= Date Received: 10/30/2006 How Received: A 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc: 
Home: 
Phone: 
Work: 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
Misc: 
Home: 
Phone: 
Work: 
Phone: 
Confide 

Pay Plan: 
EOD Date: 

ZIP: [ 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b2 
b6 
b7C 

Details: 
The FBI provided information regarding a potential TOR MATT-PR 

"bl 
b2 
nb 7 E 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. (dz) 

ALLEGATIONS: 689 IOB Violation 
Occurrence D^ite : 
CITY: 

TIME: 
State: Zip: 

b2 
_b7E_ 

DISPOSITION DATA: Disposition: M Date: 12/06/2006 Approval: POWELL, GLENN G 
V - , 

Referred to Agency: FBI Date Sent: 12/06/2006 Component 
Patriot Act: N 

Sensitive: N 
Civil Rights: N 

Whistleblower: N 
Component Number 

Consolidated Case Number 

FBI 

263-0-U-576 

Remarks: 

12/07/06-Sent to Kaiser/FBI/INSD. Predicating material will be maintained within 0IG/IN7 
in a secure container. (dz) 

Page 1 of 1 

NSL VIO-1047 

Printed 12/06/2006 12 :b8: 08 



FD-962 (Rev. 03-21-2005) 

^E^RET , I 
F E D E R A L B U R E A U O F I N V E S T I G A T I O N i t 

Precedence : 

To: 

ROUTINE Date: 09/19/2006 

Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7975 

b2 
b6 
b7C 
b7E 

(U) 

From : [ 1 
Squad CI-2 
Contact: SA 

Approved By: 

Drafted By: 111 \ K J 

CaseID I #: 'X) 2 78-HQ-C122 973 6-VIO /A -I & 

Title: (U) SA H 
SSA 

1 b6 
b7C 

(U) Synopsis: 

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

To report possible IOB error. 

(U) < x Derive^><From : G-3 
Declassify On: XI 

Detail 

(S) 1. 

(S) 2 
(U) ... 

(U) 

(U) % 

) 3. Possible IOB Error: 

(S) bl 
b2 

w b 7 E b 2 (&J. 4. Description of IOB Error (including any reporting delays;. 

On 08/16/2005, writer documented to the file that e-mail b7D 
header information regarding a non-targeted e-mail account was b7E 
provided in response to a National Security Letter (NSL) served at 

destroyed. 
The CD of information provided by J 

m error was 

mi-

(S) 

On 09/15/2006, writer was informed via legal training that 
receipt of incorrect information pursuant to an NSL is a reportable 
IOB violation 

•DC M a W ^ v w i 

Maaj 
1 NSL VIO-1048 
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To: Inspection From: | 
R e : £ x f 278-HQ-C122 973 6-VIO, 09/19/2006 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 
AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

2 

NSL VIO-1049 



(Rev. 

SEp^ET 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence: ROUTINE 

To: 

Date: 10/03/2006 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: 

S SA 
SA 

CD-2D 

IIS, Room 11861 
b2 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact: AGC 

b7C 
b7E 

Approved By: Thomas Julie 2 M 7 

Drafted By: ctd 

Case ID #: 
(S) 

(U) 

7 7 R - H D - C 1 7 ? 9 7 3 f i - V T r ) -

l l ^ f 
( PionHi nqi 

bl 
b2 
b7E 

Title : INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-

(U) Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to,the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel 
to the IOB. 

b2 

(u) Derived 
Declas-sTfy^On : XI 

Reference ; (U) 
(U) 

2Qod [-123844 Serial 42 
2 78-HQ -C1229736-VIO Serial 1646 

Details : (U) The referenced electronic communication (EC) from 
in file 2 7 8- HQ-CI22973 6, dated 09/19/2006, requested that 

b2 
b7E 

OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. In our opinion, it 
does not. Our analysis follows. 

» I /< ]•} Hu 
H3i IN-VÇ3' 
0IG/DÛJ 

E)^ 

bl 
b6 
b7C 

SEÄRET 

b6 
b7C 

NSL V I O - 1 0 5 0 -mqn I / 



(S) 

bl 
b2 
b4 
b7D 
b7E 

To : 
Re : 

SECRET 

From: Office of the General 
2 7 8- HQ-C122 973 6 -VIO, 10/03/2006 

Counsel 
b2 
b7E 

H J 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB) , this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with E.O. 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. 

<U) 
( X Here, a typographical errpr in an NSL resulted in 

incorrect information being obtained. Hbwever, in mitigation, 
the case agent acted properly and aggressively in sequestering 
and des troying the CD as soon as the error was discovered. 

(U) Regardless, however, we conclude that, in 
accordance with the reporting requirements of Section 2.4 of E.O. 
12863, the FBI's typographical error, and resulting 
overcollection, must be reported. In accordance with this 
determination, OGC will prepare a cover letter and memorandum for 
IOB notification purposes. 

-bl 
b2 
b4 
b7D 
-b7E 
bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 

SECSRET 

NSL VIO-01051 



SEJ^(ET 

To : 
Re : 

From: Office of the General Counsel 
b2 
b7E 

2 78-HQ-C122 973 6 -VIO, 10/03/2006 

LEAD(s): 

Set Lead 1: (Info) 

AT 

(U) For information. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON. DC ' 

(U) For information. 

CC: Ms. Thomas 

IOB Library 
b6 
b7C 

b2 
b7E 

S E ^ E T 

3 

NSL VIO-1052 



October 3, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
Mew Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter ]j2 
2006-| 1" (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
( U ) 

Enclosure 

1 - 278-HQ-C1229736-VIO - 1792 

NSL VIO-1Q53 



SE ET 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 NSL VIO-1054 



SEKRET 

I) 

3 ) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
I "IF!ELD OFFICE b2 
IOB MATTER 2006-J 1 (U) ]q7E 

-L£_ 

Olì n R /1 fi / 9 n Q 5 , 
information from 

after receiving the requested 
the case agent noticed a 

typographical error in the issuance of the NSL 

As a result of the typographical 
error, cne agent: received information for an individual other 
than Ershagi. 

i^) /^SQ Upon discovering the error, the case agent 
immediately sequestered and destroyed the CD of information 
submitted by 
earlier this year, 
legal review. 

After attending NSLB training 
she reported the incident and requested a 

Here, a typographical error on the FBI resulted 
in an accidental overcollection of information. Based upon our 
analysis, in accordance with the reporting requirements of 
Section 2.4 of Executive Order 12863, the carrier's mistake 
must be reported to the IOB. 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 

b2 
b4 
b7D 
b7E 

Der i vea\f ronKx^i-3 
DeclassifyS^fi: 25X1 

ET 
1 NSL VIO-1055 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 11/02/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations Section 
Contact: CRS 

IPU, 
Ext . 

3041 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian 

teas 

b2 
b6 
b7C 

(U) 2 7 8- HQ-CI22 97 3 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS j8 69 
0GC/I0B# 2 006-1 b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-
278-

HQ-
HQ-

C1229736-
C1229736-

VIO Serial 1646 
VIO Serial 1791 

Details: IUI 
an EC from 
possible IOB error, 
is the IIS's opinion 
of a performance issue. 
will be conducted by the 
to the NSLB for whatever 

The Internal Investigations Section (IIS) received 
Division dated 09/19/2006, reporting a 

Based upon a review of the referenced EC it 
the incident described therein is indicative 

Therefore, no internal investigation 
IIS and this matter is being relegated 
action they deem appropriate. 

b2 
b7E 

1 NSL VIO-1057 



(Rev. 01-31-2003) 
S E C 31110 2 

FEDERAL BUREAU OF INVESTIGATION 

( U ) 

Precedence : ROUTINE 

To: 

Date: 11/02/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investinatinns SprH nn IPU, Room 3 041 
Contact: CRS Ext . 

Approved By: Miller David Ian^^ts^ 
<i 

kas 

b2 
b6 
b7C 
b7E 

Drafted By: 

Case ID #: (U) 2 63-HQ-0-U - 577 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 7Rf,9 
OGC/IOB# 2006- b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

D e r i v ^ J ^ é m : G-3 
Decla^sify^Dn: 20311102 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1646 

Reference : (U) 2 7 8-HQ-C1229736-VIO Serial 1646 
2 7 8- HQ-Cl22 9736-VIO Serial 1791 

Details: (U) Upon review of b2 Division's captioned report 
of a potential IOB violation"; IIS did not find the matter b7E 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6) . 

THIS EC IS UNCLASSIFIED TED FROM CLASSIFIED ENCLOSURE. 

• • 

1 NSL VIO-1058 



U.S. Departme. jf Justice 

Office of the Inspector General 

Washington, D C. 20530 

DATE: December 8, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Fédéral Bureau of Investigation 

FROM: 

SUBJECT: 

Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

OIG Complaint No. 2007001538 
Subject: Unidentified, 
FBI No. 263-0-U-577 

b2 
b7E 

• 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I [ This complaint will be investigated by the OIG. 

I M P O R T A N T N O T I C E 

Ident i fy ing information may have been redacted from the attached O I G Report /Referra l pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidential i ty or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your A g e n c y , you may contact the 
Assistant Inspector General for Invest igations. 

Please be advised that , w h e r e adverse action is not contemplated, the subject of an invest igat ion does not have a 
right to have access to an O I G Report /Referra l or to the identities of complainants or wi tnesses , and that, in all 
cases, complainants and wi tnesses are entitled to protection from reprisal pursuant to the Inspector Genera l Act 
and the Whis t leb lower Protect ion Act. 

Attachment 

1 NSL VIO-1059 



b2 
b7E 

OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. : 689-2007-001538-M 

Received By: Date Received: 10/30/2006 How Received: A 
c 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc: 
Home : 
Phone: 
Work: 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
Misc: 
Home : 
Phone: ) -
Work : 
Phone : 
Conf idei1 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F. B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b2 
b6 
b7C 

(S) 

Details: 
The FBI provided information regarding a potential IOB matter. bl 

' b2 
The NSL issued fc, T-ne 

target's e-mail account contained a typographical error that resulted in the collectio r _ _ 
information for an individual other than the FBI target. Upon discovering the error, the 
collected information was sequestered and destroyed. 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. (dz) 

ALLEGATIONS: 68 9 
Occurrence Date : 
CITY: 

IOB Violation 
TIME: 
State Zip : 

b2 
b7E 

DISPOSITION DATA: Disposition: M Date: 12/06/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI 
Patriot Act: N 

Sensitive: N 

Date Sent: 12/06/2006 Component: FBI 
Civil Rights: n Component Number: 260-0-U-577 

Whistleblower: N Consolidated Case Number: 

Remarks: 
12/07/0 6-Sent to Kaiser/FBI/INSD. Predicating material will be maintained within the 
OIG/INV in a secure container. (dz) 

Page 1 of 1 

NSL V I O - 1 0 6 0 
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FD-962 (Rev. 03-21-2005) " S ^ / 

S E 4 T 
F E D E R A L B U R E A U O F INVESTIGATION ® 

Precedence: ROUTINE Date: 09/21/2006 

b2 
b6 
b7C 
b7E 

( U ) 

( U ) 

(DI 

To: Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7975 

; t ä S S I F l E D BT 6 5 1 7 9 / c 
ffiïSûi: ï ' . ' i ( c )"' 

iäO; 

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: To report possible IOB error. 

Derived Eéom : G-3 
Declassify On: 09/11/2031 

Details : 

(S) 1. 

(s: 2 . 
(U)-

( U ) 

3. Possible IOB Error: 

(S) 

delays 
Description of IOB Error (including any reporting 

I S ) 
X Pursuant to a National Security'---. Letter. I 

toll records for cellular telephone number 
Lprovided 

This 
ed number was provided by captioned subject oil empioym^ht-rela 

forms. Results of NSL indicated that captioned subject cancelled 
this telephone number and subsequently assigned this phone 

264ael05.ec 

K 
S E ^ E T ^ S 

b6 
b7C 

1 NSL VIO-1061 

"bl 
b2 
b6 
b7C 
b7E j 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 



To: Inspection From: 
Re: 27 8-HQ-C122 97 jib-VlO, 09/21/2006 

number to an unassociated USPERSON. 
for this unassociated USPERSON. 

b2 
b7E 

provided toll records 

ADC advised writer on' 09/11/2006 that collection of these 
records represented a possible IOB violation and advised writer to 
seal records in an envelope and forward the records to ADC 

b2 
b4 
b7D 
b7E 

b6 
b7C 

A 
NSL VIQ-1062 



To: Inspection From: 
Re: hgl 278-HQ-C1229 

SB^RET 

Jfe-VlO, ̂ 09/21/2006 

LEAD(s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

^ETOET 
3 

1 NSL VIO-1063 



S3&RET 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence: ROUTINE 
1 

RA 

Date: 10/13/2006 
To: Q 

From: 

Inspection 

Office of General Counsel 
NSLB/CTLU,_I L 
Contact : 

Attn: 

Attn: 

SSRAT 
SA| 
AD( 

IIS 

Approved By: Thomas Julie 

b 2 
b 6 
b7C 
b7E 

Drafted By: sp 

(U) Case ID #: 278-HQ-C1229736-VIO- / Pending) 

(U) Ti t le : INTELLIGENCE OVERSIGHT BOARD 
I OB MATTER 2 0 06-| [ b2 

(U) Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that the above referenced matter need not be 
reported to 'the Intelligence Oversight Board (IOB). Our analysis 
follows. 

(U| 

Derive/ From : G-l 
Decla-ssxsfy On: 10/13/2031 

ÍU) 
Reference: 278-HQ-C1229736-VIO Serial \(£>(e£ 

By electronic commnnicat i on (EC) dated September Details: 
21, 2006 and referenced .above, the 
RA 
(NB'LB) and 

Division, 
reported to the OGC's National Security1 Law Branch 
:he Inspection Division this potential IOB matter. 

_(S) I 

b2 
Id 7 E 

(S) 

(S) 

J-Pursuant to a National Secuitv Letter (NST.i WIT-P.IPSR 
teieonone Drovider.i nrnv'i'ded toll records foi 

Cellular telephone numbei... 
through employment relateo" 

(S) 

OIG/DOJ REVIEW-
FBI INVESTIGATO 

OIG/DOJINVE: 
1 NSL VIO-1064 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 

- O - t e - 5 n î 



(U) 

(Sì 

TO: 
Re: w 27! 

( 3 ) 

SECRET 

From: Office of General Counsel 
-HQ-C1229736 -VIO, 10/13/2006 

(U) 

b7E 

(S) 

The records nmvi HoH V̂  
NSL, revealed that 
aiihsi^-LDtion with 

| pursuant to the 
telephone 

to an unassociated US person, 
records of this unassociated US person tia 

cijhgpmipnM y assigned 
' provided toTT" 

records were sealed and forwarded to ADC 
toll 

(X) As required by Executive Order (E.O.) 12863 
(U) ""(Sept. 13, 1993) and Section 2-56 of the National Foreign 

Intelligence Program Manual (NFIPM), OGC was tasked to determine 
whether the errors described here are matters that should be 
reported to the IOB. We believe that the reported activity does 
not require IOB notification. 

(U) Section 2.4 of E.O. 12863 mandates that the heads 
of Intelligence Community components report all information to 
the IOB that it deems necessary to carry out its 
responsibilities. That section requires Inspectors General and 
General Counsel of the Intelligence Community to report 
"intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive order or Presidential 
directive." This language has been interpreted to mandate the 
reporting of any violation of guidelines or regulations approved 
by the Attorney General, in accordance with E.O. 12333, if such 
provision was designed in full or in part to protect the 
individual rights of a United States person. This includes 
violations of agency procedures issued under E.O. 12333, unless 
they involve purely administrative matters.1 For the FBI, OGC 
submits reports to the IOB.2 

(U) J&C The Attorney General's Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 

bl 
b2 

b 6 

b7D 
b7E 

1 See EC from Inspection Division to All Divisions; 
Title: Revised Procedures for the Submission of Reports of 
Potential Intelligence Oversight Board (IOB) Matters, Case ID # 
66F-HQ-A12 4 7 8 63 Serial 172 at 5-6 (2/10/2005). The FBI is reguired 
to maintain for three years records of administrative violations, 
for possible review by the Counsel to the IOB, together with a copy 
of the opinion concerning the basis for the determination that IOB 
notification was not required. Id. at 6. 

2 (S) See icL_ at 4 . 

SE(^ET 

2 

NSL VI01065 



àèj^RET 

To: I From: Office of General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 10/13/2006 

b2 
b7E 

Investiaations ÌNSTG1 nrnviH^ t-ĥ t-
NS IG 

bl 
untiuuuLiiuiij au h . section z-oo or tne NilrivJ identities as 
reportable to the IOB unauthorized investigations, the use of 
unlawful methods and techniques, exceeding the authorized scope 
of permitted activities, and failing to adhere to minimization 
requirements.3 

In this instance, 
•in.fprmation relating to a eel lui 

bl properly sought 
Mr rpipfihnrip mipber associated 

The t)7E with 'tire-
communications carrier lawfully responded with information which, 
upon examination, included information which later proved 
irrelevant to the investigation. While this irrelevant 
information should not be uploaded or retained, its mere receipt 
does not constitute a reportable IOB violation. The 
investigative technique was authorized for purposes of E.O. 12333 

not be reported to the IOB pursuant to E.O. 12863. and this need 

W See also id. at 5, identifying reportable matters as 
including: (1) activities believed to be unlawful or contrary to 
Executive Orders or Presidential directives: (?) ^i^nprt-pH 

from the FISC, or failing to terminate an authorized surveillance 
at the time prescribed by the Court; and (6) failing to adhere to 
the minimization or dissemination requirements specified in a FISC 
Order. 

viLidLioiis oi tne i.nnsnninniT i x u 
I 

UI—eiHL LI Uli 1 I.—Ml ( U<-H 1 1 AflPP—rvr—3—t r-h vTTh 
(5) initiating a 

bl 
b2 
b7D 

NSL VIO-1066 



( U ) 

To: 
Re : 278 

SE5ÏRET 

From: Office of General Counsel 
-HQ-C1229736-VIO, 10/13/2006 

b2 
b7E 

LEAD(s): 

Set Lead 1: (Action) 

AT 

M r I niviHinri i q incihrnrt-pH to either return the 
toll records tol | and document the return 
to the case file; or, destroy the toll records a.nd document the 
destruction to the case file. 

Set Lead 2: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) As provided in the Revised Procedures for the 
Submission of Reports of Potential Intelligence Oversight Board 
(IOB) Matters, retain a record of the report of a potential IOB 
matter for three years for possible review by the Counsel to the 
IOB, together with a copy of the OGC opinion concerning the basis 
for the determination that IOB notification is not required. 

b2 
b4 
b7D 
b7E 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT LIBERTY CROSSING ONE 

(U) ITOS I/CONUS II: Read and clear. 

• • 

SECRET 

4 

NSL VIO-01067 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 11/02/200E 

Attn: NSLB 

From: Inspection 
Internal Investigations Section. IPU, Room 3 041 
Contact: CRS Ext. 

Approved By: Miller David Ian 

Drafted By: tóaè 

b2 
b6 
b7C 

Case ID #: 

Title: (U) 

(U) 2 78-HQ-C1229 73 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 92 8 
0GC/I0B# 2006- b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-
278-

•HQ-
HQ-

C122 9 73 6• 
C122 973 6 -

-VIO 
VIO 

Serial 
Serial 

1662 
1785 

(U) The Internal Investigations Section (IIS) received 
|Division dated 09/21/2006, reporting a possible 

is the 

Details: 
an EC frorn^ 
IOB error. Based upon a review of the referenced EC it 
IIS1s opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

b2 
b7E 

1 NSL VIO-1068 



(Rev 01-31-2003) 
SECRE3><^0311102 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE Date: 11/02/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section 
Contact: CRS 

IPU, Room 3 041 
Ext . 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Iangj^J 
I 

k â s 

b2 
b6 
b7C 
b7E 

(U) 2 63-HQ-0-U - 578 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGtt 2928 
0GC/I0B# 2006- b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been'reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

( U ) 

Derivi 
Decías 

G- 3 
20311102 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1662 

Reference : (U) 278-HQ-C1229736-VIO Serial 1662 
2 78-HQ-C1229736-VIO Serial 1785 

Details : (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A14 8 7 72 0 serial 6) . 

THIS EC IS UNCLASSIFIED WHE^ggBA^TED^FROM CLASSIFIED ENCLOSURE. 

b2 
b7E 

1 NSL VIO-1069 



U.S. Departme. of Justice 

Office of the Inspector General 

Washington, D.C. 20530 

DATE: December 8, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Fédéral Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001539 
Subject: Unidentified 
FBI No. 263-0-U-578 

b 2 
b7E 

• 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I I This complaint will be investigated by the OIG. 

I M P O R T A N T N O T I C E 

Ident i fy ing information may have been redacted from the attached O I G Report /Referra l pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidential i ty or (b) expressed a fear of reprisal. If you 
bel ieve that it is necessary that redacted information be made available to your Agency , you may contact the 
Ass is tant Inspector General for Invest igat ions. 

Please be advised that, w h e r e adverse action is not contemplated, the subject of an invest igat ion does not have a 
right to have access to an O I G Report /Referra l or to the identities of complainants or wi tnesses , and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whis t l eb lower Protect ion Act. 

Attachment 

1 NSL V I O - 1 0 7 0 



OIG - INVESTIGATIONS DIVISION - Complaint Form _ b 6 
OIG NO. 

Received By: 

Ì9-2007-001539-M 

DZ 
b7E 

=b7C= Date Received: 10/30/2006 How Received: 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc: 
Home : 
Phone: 
Wor k: 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
Misc: 
Home : 
Phone: V! = 

Wo r k : , 
Phone: 

Pay Plan: 
EOD Date: 

Confidential : 

ZIP: 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b2 
b6 
b7C 

(S) 
" E 

Details : 
The FBI provided information regarding a potential IOB matter. 

A NSL was issued for 

bl 
b2 
b7E 

the target's cellular telephone toll records.The target's cellular telephone was said to be 
associated to the target through employment related forms. The records provided by the 
cellular carrier revealed the target had canceled his account for cellular service and the 
telephone toll records provided were that of a person unassociated with the investigation. 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. (dz) 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 
CITY :| I 

TIME : 
State : 

b 2 
b7E Zip: 

DISPOSITION DATA: Disposition: M Date: 12/06/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 12/06/2006 Component: FBI 
Patriot Act: N Civil Rights: N Component Number: 263-0-U-578 

Sensitive: N W'nistleblower : n Consolidated Case Number: 

Remarks: 
12/07/06-Sent to Kaiser/FBI/INSD. Predicating material will be maintained within the 
OIG/INV in a secure container. (dz) 

Page 1 of 1 

NSL VIO-1071 

Printed 12/06/2006 2:04:1 



FD-962 (Rev. 03-21-2005) 

SECRET 
F E D E R A L B U R E A U O F I N V E S T I G A T I O N * "i\ ! S " 7 

- !" ' ! 

Precedence: ROUTINE 

To: Inspection 

General Counsel 

Date: 05/18/2006 

Attn: IIS, Room 11861 

Attn: NSTiR. Room 7 975 
AGC 

From: RA 

Contact: SA 

Approved By: 
, ¿J 

( U ) 

Drafted By: 

Case I D # : 

Title: (U) SA£ 

2 78-HQ-Cl22 973 6-VIO 

1 
SSRA 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

DIVISION 
(U) Synopsis: ( M To report possible IOB error. 

bl 
b2 

From : G-3 
a&sify On: XI 

t: • jo/jsj/f 

b7A 
b7C 

(U)Jo7E 

(S) 1. 

(S) 2. 

(U) 

b2 

b7C 
b7E 

b2 

b7C 
b7E K 

( U ) 

3. Possible IOB Error: 

(p^ NFIPM Section Reference: Section 2-04(E)(1). 

4. Description of IOB Error (including any reporting delays! 

(S) I 

c d h^iiìik b6 
b7C < 0 1 * 0 - 0 - V L ~ 5 2 \ 

NSL V I O - 1 0 7 2 

bl 
b2 
b6 
b7A 
b7C 
b7E 



SECRET 

To: Inspection From: 
Rc: ( X 278- HQ -C1229736-VIO, 05/16/2006 

RA b 2 
b7E 

Between 04/25/2006 and 05/15/2006, the only investigative 
activity in the matter was as follows: 

bl 
b2 
b4 
b6 
b7A 
b7C 
b7E 
bl 
b2 
b4 
b7A 
b7D 
b7E 

bl 

b7A 
b7E 

(S) 2) 

(s) 3) r 

S^5ret 

NSL VIO-1073 



To: Inspection From: 
Re : 2 7 8- HQ-C12 29736-VIO, 05/16/2006 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

P ^ E T 
b2 RA b7E 

S ^ R E T 

NSL VIO-1074 



1(1NSP) (FBI) 

To: 
Subject: 

[ 
2 serials should be done together 

](OGC) (FBI)[ (FBI) 

and 

This is regarding 278-HQ-C1229736-VIO sériala,144é)and 1482. 

(S) 

b5 
b6 
b7A 
b7C 

b6 
b7C 
b6 
b7C bl 

b6 
_b7A 
b7C 

1 
- according this is just assigned to you as of now. 

These should probably be both reviewed at the same time, by the samcj ~j- namely 

Thanks 

] 
Conduct Review Specialist 
Initial Processing Umt/IIS/INSD 

Room 3041 

b6 
b7C 

b2 
b6 
b7C 

V 
1 NSL VIO-1075 



FD-962 (Rev. 03-21-2005) 

SjB^ET 
F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

(U)-

(U) 

( U ) 

( 3 ) 
b l 
b2 
b7E 

Precedence: ROUTINE 

To: Inspection 

General Counsel 

Date: 06/23/200« 

A^ttn: IIS, Room 118 61 

Attn: NSLB. Room 7 975 
AGCL 

From: 
Squad 13 
Contact: SA 

RA 

Approved By: 

Drafted By: 

Case I D # : 

Title: (U) 

b2 
b6 
b7C 
b7E 

I * 

set 

2 78-HQ-C1229736-VIO ' 

SA I 
SSRA 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

DIVISION 

S y n o p s i s : T o report possible IOB error. 

Derd> 

b2 
b6 
b7C 
b7E 

(IT) - 'rom : G-3 
y On: XI 

Reference: 278-HQ-C1229736-VIO Serial 1446 

Details: The possible IOB violation was initially reported in 
the referenced communication on 05/18/2006. Since that reporting, 
additional information was made available by the| 

] and| |Divisions regarding activities performed 
in those Divisions during the period when SAC authority did not exist 
for the Those activities 
are summarized below to supplement tne initial reporting in the 
referenced communication. 

^ Between 04/25/2006 and 05/15/2006, the following 
investigative activity in addition to that reported in the referenced 
communication took place: 

(U) 

J X 1) Division served a NSL to 
on 05/02/2006 seeking subscriber information for telephone 

numbers in contact with the telephone number used by the 
captioned subject. The NSL was drafted and delivered to 

SECRET 

1 NSL VIO-1076 

b2 
b4 
b7D 
b7E 



To 
Re: 

bl 
b 2 (S) b7E 

IS) bl 
b2 
b4 
b7D 
b7E (S) 

( S i -

t s ) 

(S) 

RA (S) 
\ 

b2 
b7E 

SEC 

Inspection From: 
CSi 2 7 8- HQ-C122 973 6 -VIO, 06/23/2006 

City Division by Division prior to the 
The results submitted in response to the NSL 

were not reviewed, copied or entered into any databases, and have 
been sequestered by the CDC 

(S) 2) Division served a NSL to _ 
-0.5/04/20 06. The NSL was drafted and delivered to 
ni vi sion bv D T vrs I on|_ 

There were no results from 

Ion 

as thè 
company indicated that it was not the carrier for the number 
indicated in the NSL. 

Return to the 

issued by I Iprior to the 
| | seeking subscriber information tor telephone 

Divisions of the results of NSLs 

numbers 
in contactwith the telephone number used by the captioned 

ect. bl 
b2 
b4 
b7D 
b7E 

RET 
2 

NSL VIO-01077 



To: Inspection From: RA 

SECRET 
b2 

(U) Re : 278-HQ-C12 2 973 6-VIO, 06/23/2006 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate 

b7E 

S E ^ E T 

NSL VIO-1078 



Slj>Ö$ET 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

iU) 

(U) 

(U) 

Precedence: ROUTINE 

To: 

Date: 10/04/2006 

RA Attn; 
CDC 
SSRÀ1 

b2 
b6 
b7C 
b7E 

Counterterrorism 

Inspection 

Attn: 

Attn: 

From: Office of the General Counsel 

Case ID #: 278-HQ-C1229736-VIO -/', 

':U:' Title: Ì X ^ INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-1 b2 

Synopsis : The| | Field Office, I RA 
requested that the Office of the General Counsel 

(OGC)review several incidents and determine whether they warrant 
reporting to the Intelligence Oversight Board (IOB). It is the 

b2 
b7E 

3f the incidents do not need to be opinion of OGC that 
reported to the IOB. Rather, this EC should be maintained in the 
control file for periodic review by Counsel to the IOB. The 
remaining incidents, however, must be reported to the IOB. OGC 
will prepare and deliver the necessary correspondence to the IOB. 
Our analysis follows. 

(U) Deriveäx^rom : G-3 
DecLarâsify^On : 25X1 

Admi n i s t r a t ive: 
information from: 
from 
automated case 

This electronic communication (EC) contains 
(1) the ECs dated 05/18/2006 and 06/23/2006 

;o OGC reporting a potential IOB matter; and (2) 

b2 
b7E 

support (ACS). 

OiG/DOJ REVIEW: 
FB! INVESTIGATICI 

OiG/DOJ INVESTÌ 
NSL VIO-1079 



e ) 4 

To: 
Re : 2 7i 

SE#ÇET 

From: Office of the General Counsel 
-HQ-C122 973 6-VIO, 10/04/2006 

b2 
b7E 

27Ö-HÜ-C1229 y Jb - ' V IO Serial 1446 
2 7 8- HQ-C12297 36-VIO Serial 1482 

Details: (S) By ECs dated 05/18/2006 and 06/23/2006 
requested that OGC review several incidents and determine whether 
they warrant reporting to the TOR, f I initiatpri. 

bl 
b2 
b7A 
,b7E 

I 

Due 
tn an arimi ni strati ve oversight. however, approval from the Acting 
Special Agent in Charge was not obtained, and 

immediately reported the 
Division 

case agent 
and to the 
agent expeditiously contacted OGC to 
case agent also sequestered all of the 
results, and forwarded them to the| 
case agent sought SAC authority to[ 

issue 
CDC 

to the 
In addition, 

discuss this matter. 

(lO^K^ On 05/11/2006. the case agent noticed that the 
L The 

SSRA 
the case 

The 
improperly obtained NSL 

the 1CDC. Finally, 

bl 
b2 
b6 
b7A 
b7C 
b7E 

bl 
b2 
b7A 
b7E 

bl 
b7A 

bl 
b2 
b4 
b7A 
b7D 
b7E 

NSL V I O - 1 0 8 0 



RET 

To: From: Office of the General Counsel 
Re: 2 7 8-HQ-C12 2 973 6-VI0, 10/04/2006 

b2 
b7E bl 

b2 

b7A 
b7D 
b7E 

bl 
b2 
b7A 
b7E 

SAlJ 

bl 
b2 
b4 
b7A 
b7D 
b7E 

bl 
b2 
b4 
b7A 
b7D 
b7E 

bl 
b2 
b7A 
b7E 

(U) Section 2.4 of Executive Order (EO) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsel 
of the Intelligence Community components (in the FBI, the 
Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. This language was adopted 
verbatim from EO 12334, dated 12/04/1981, when the IOB was known 
as the President's Intelligence Oversight Board (PIOB). 

SECRET 

3 

NSL VI01081 



To : 
Re : 

SECRET 

From: Office of the General Counsel 
2 78-HQ-C12 2 973 6 -VIO, 10/04/2006 

b2 
b7E 

(U) This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. 

i s j 

tu) ($) With regard to conducting investigative activities 
in the absence of a preliminary investigation, section II.A.2 of 
the NSIG provide in pertinent part: 

( S I 

The FBI may, without opening 
investigation, engage in the following 

activities to investigate or collect 
information relating to threats to the national 
security, including information on individuals, 
groups, and organization of possible 
investigative interest, and information 
concerning possible targets of international 
terrorism, espionage, foreign computer 
intrusion, or other threats to national 
security: 

b2 
b7E 

bl 

Sty&ET 

4 

NSL VIO-1082 



4 

To: 
Re : 

RET 

From: Office of the General Counsel 
2 7 8- HQ-C12 2 973 6 -VIO, 10/04/2006 

b2 
b7E 

bl 
b2 
b7E 

bl 
b2 
b7E 

bl 
b2 
b7E 

bl 

S^fiRET 

NSL VIO-1083 



SEQRET 

To: From: Office of the General Counsel 
Re: 2 7 fc! -HQ-Ol22 973 6-VIO, 10/04/2006 

b2 
b7E 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. Additionally, INSD 
should retain a record of the report of the potential IOB matter, 
as well as a copy of the OGC opinion concluding that IOB 
notification is not required for certain incidents, for three 
years for possible review by the Counsel to the IOB. 

Set Lead 2: (Information) 

COUNTERTERRORISM 

AT WASHINGTON. DC 

(U) For information. 

Set Lead 3: (Information) b7E 

AT 

(U) As already accomplished, the information that was 
received in response to the NSLs that were served on 04/28/2006, 
05/02/2006, and 05/04/2006 should be sealed and sequestered 
within the CDC's safe. The information should remain sealed and 
sequestered in the CDC1 s safe until further direction from OGC. 

cc : Ms. Thomas 

IOB Library 

b6 
b7C 

SECRET 

6 
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October 11, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter , ~ 
20061 I" (U) D 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 2 7 8- HQ-C12 2 973 6 -VIO n / o 
UNCLASSIFIED 
DETACHED FRÇ 
CLASSIFIED/ SNCLOSURE 

Derived/Fro! 
Declassify O 

1 NSL VIO-1085 



SECKET 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

SI 



SECRET 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I FIELD OFFICE 

IOB MATTER 2006-| 1 (U) 
b2 
b7E 

bl 
b2 
b7A 
b7E 

b l 

Derived M m j G - 3 
Declassify on:2"5Xl 

SS/t^ET 

4 1 SECRET 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 11/17/200« 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 

CRS Contact : 

Approved By: Miller David Ian 

Ext. 
b2 
b6 
b7C 

Drafted By: 

Case ID #: 

Title: (U) 

(U) 2 7 8- HQ-C122 97 3 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2417 
0GC/I0B# 2 0 0 6 j ^ ^ | b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-
278-HQ-
278-HQ-

C12 2 973 6-VIO 
C1229736-VIO 
C122 973 6-VIO 

Serial 1446 
Serial 1482 
Serial 1739 

Details: (U) 
an EC from E 

The Internal Investigations Section (IIS) received 
|Division dated 05/18/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

1 NSL VIO-1088 



(Rev. 01-31-2003) 
SECRE^SC/2 0311117 

FEDERAL BUREAU OF INVESTIGATION 

Precedence ; 

To: 

ROUTINE Date: 11/17/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 

Ext. CRS Contact : 

Approved By: Miller David Iâ &J 

Drafted By: 

b2 
b6 
b7C 
b7E 

Case ID #: 

Title: (U) 

(U) 2 63-HQ-0-U - 581 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2417 
OGC/lOB# 2 006 -j | b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

^ G - 3 
20311117 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1446 
2 78-HQ-CI229736-VIO Serial 1482 

Reference: (U) 278-HQ-C1229736-VIO Serial 1446 
2 78-HQ-C12 2 973 6-VIO Serial 1482 
2 7 8- HQ-C1229736-VIO Serial 1739 

b2 
Details: (U) Upon review of I Division's captioned report b7E 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHEN>^EÌARATED FROM CLASSIFIED ENCLOSURE. 

S E C R E T / / M l 1117 

1 NSL VIO-1089 



U.S. Departmex jf Justice 

Office of the Inspector General 

Washington, D C. 20530 

DATE: December 8, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001525 
Subject: Unidentified,! 
FBI No. 263-0-U-581 

b 2 
b7E 

• 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I J This complaint will be investigated by the OIG. 

I M P O R T A N T N O T I C E 

Ident i fy ing information may have been redacted from the attached O I G Report /Referra l pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidential i ty or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted informat ion be made avai lable to your A g e n c y , you may contact the 
Assistant Inspector General for Invest igat ions . 

Please be advised that, where adverse action is not contemplated, the subject of an invest igat ion does not have a 
right to have access to an O I G Report /Referra l or to the identities of compla inants or wi tnesses , and that, in all 
cases, complainants and witnesses are entit led to protection from reprisal pursuant to the Inspector General Act 
and the Whis t leb lower Protect ion Act. 

Attachment 

1 NSL V I O - 1 0 9 0 



OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO.: 689-2007-001525-M 

b2 
b7E 

Received By: 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc: 
Home : 
Phone: 
Work: 
Phone: 

=b6 
b7C 
Pay Plan: 
E0D Date: 

ZIP: 

ZIP: 

Date Received: 11/15/2006 How Received: A 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

COMPLAINANT: 
Title: ATTY 
Component : FBI 
Mise : 
Home : 

Pay Plan: 
EOD Date: 

T Phone : 
Work : 
Phone: 
Confidential : 

ZIP: 

ZIP: 
Revealed : 

SSNO 
D.O.B 

Alien No 
F. B.I.No 
B.0.P.No 

D/L No 

Authority: none 

b2 
b6 
b7C 

.bl . 
b2 
b7E_ 

Details : 
The FBI provided information regarding a potential TOR matt-pr 

(S) 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. (dz) 

ALLEGATIONS: 689 IOB Violation 
Occurrence Dat-p̂  
CITY: 

TIME: 
State : _b7E Zip : 

DISPOSITION DATA: Disposition: M Date: 12/05/2006 Approval: POWELL, GLENN G 
-CP-

Referred to Agency: FBI Date Sent: 12/05/2006 Component: FBI 
Patriot Act: N Civil Rights: N Component Number: 263-0-U-581 
Sensitive: N Whistleblower: n Consolidated Case Number: 

Remarks: 
12/07/06-Sent to Kaiser/FBI/INSD. Predicating material will be maintained within the 
OIG/INV in a secure container. (dz) 
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(Rev. 01-: 

SECRET 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

M ' T SVjvV; T O H H o k 
Precedence: ROUTINE 

To: General Counsel 

Date: 08/08/2006 

Attn: National Security Law Branch 
Room 7975 

From: 
Chief Division Counsel (CDC) 
Contact: CDC 

Approved By : 

Drafted By: jbk 

Case ID #: (U) 278-HQ-C1229736-VIO 

Title: 

l*>Ho 
(Pending) 

(U) SPECIAL AGENT (SA) I I 
SUPERVISORY SPECIAL AGENT (SSA)| 
POSSIBLE INTELLIGENCE OVERSIGHT BOARD 

b2 
b6 
b7C 
b7E 

b6 
b7C 

Synopsis : 
violation. 

(U) 

Details : 

(IOB) MATTER - FOREIGN COUNTERINTELLIGENCE RELATED 

(U) This communication reports a possible IOB 

)... Derive 
Decías 

rcsrr : 

1. Personnel and case background 

(U) SA| 
counterintelligence squad 
Division. His supervisor is SSA 

LS. 

]is assigned to the 
of the ERT ' .q 

( U ) 

2. Possible violation 

(FISA) On 07/06/2006, SA caused a national 
security letter (or NSL) to be issued on tne subject's home 

b2 
b6 
b7C 
b7E 
bl 
b2 
b6 
b7A 
b7C 
b7E 
b6 
b7C 

v s c X X x i m r 

J ^ ^ j j k 

t 11 ••' k SÈÏS^IT 

b6 
b7C 1 NSL VIO-1092 



SÌ^RET 

To: General Counsel From: 
Re: (U) 278-HQ-C1229736-VI07 08/08/20 06 

b 2 
b7E 

telephone number for subscriber information. He also requested 
toll records for this number. He made these requests in 
preparation of possible FISA coverage for this case. 

(X) By mistake, SA typed the wrong phone 
number on his request, and received subscriber information and b6 telephone records of a business entity. None of this data has 
been uploaded into FBI files or indices. The hard copies b7C 
containing the data remain in SA possession. 

3. Discovery 

H ) SA ( i discovered the error on 08/02/2006 -
just after he received the information from the provider - and b2 
promptly reported the finding to his supervisor and the b6 

Division CDC. b7C 
b7E 4. Possible violation and SAC recommendation 

> 3 The National Foreign Intelligence Program Manual, 
Section 2-02, states that there are certain investigative 
activities which are permitted in the absence of formally 
authorized inquiries and investigations. The inadvertent 
collection of information pertaining to a business entity in this 
instance is obviously not one of those activities. Nonetheless, 
it was never the intent of the captioned employees to capture 
information concerning a business entity that is not under 
investigation. 

(U) Because this matter involves only an unintentional 
act, and no erroneously collected information was entered into 
any FBI data base, the SAC, 
administrative action. 

recommends no 

v 
^ÌfeRET 

2 
NSL VIO-1093 



SECRET 

To: General Counsel From: 
Re: (U) 2 7 8 -HQ-C122 973 6 -VTO, 0&/0B/2006 

b2 
b7E 

LEAD(s) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to to determine if this matter t)2 
should be renorted as to the IOB. NSLB is also requested to b7E 
advise the Division on the proper disposition of the 
erroneously collected information. 

3 

NSL VI01094 



SECRET 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

( U ) 

(U) 

Precedence: ROUTINE 

To: 

Date: 09/30/2006 

Inspection 

Counterintelligence 

Attn: 

Attn: 

Attn: 

CDC 
SSA I 
SA [_ 

IIS, Room 11861 

CD-2D 

From: Office of the General Counsel 
NSLB/CILU/Room 7 947 
Contact: AGC 

b2 
b6 
b7C 
b7E 

Approved By: Thomas Julie F 

Drafted By: ctd 

Case ID #: (U) 278-HQ-C1229 736-VIO 

Title: INTELLIGENCE OVERSIGHT BOARD MATTER 
2006 - j b2 

Synopsis:(A) It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel 
to the IOB. 

(U) 

Reference: (U) 2 78-HQ-C122973 6-VIO Serial 1580 

Details: (U) The referenced electronic communication (EC) from 
| dated 08/08/2006, requested that OGC review the facts 

"oil the captioned matter and determine whether it warrants 
reporting to the IOB. Based on the facts of this case, reporting 
is necessary. Accordingly, OGC will prepare a cover letter and 
memorandum for IOB notification purposes. 

b2 
b7E 

0ÎG/D0J REVIEW 
FBI INVESTIGATION:; 
OIG/DOJ I N V E S T I R ® 

DATEL / / 
/ 

r y 

SEcèi^T 
.) / U( b6 

bl 
b2 
b6 
b7A 
b7C 
b7E 

b7C 
NSL VIO-1095 

A JÛSK tt/iïioé, ¿y 



SECRET 

To: From: Office of the General Counsel 
Re: (TH 2 78-HQ-cl2 2 973 6 -VIO, 09/30/2006 

b2 
b7E 

(S) 

(U) 

IQ.) 

I In error, the case agent typed the wrong phone number 
m c o c m s request and subsequently received the telephone records 
of a business entity unrelated to the investigation. 

(X< On 08/02/2006, the case agent discovered and 
reported the error to his Chief Division Counsel (CDC) and his 
supervisor. Immediately thereafter, he took steps to ensure that 
the information was never uploaded into FBI files or indices. 
The hard copies of the information remain in the case agent's 
possession to this day. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with E.O. 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. 

In this case, the case agent's typographical error 
in preparing the NSL request resulted in the collection of 
information unrelated to the investigation. 

jjj) Nonetheless, it is also appropriate to note 
the case agent's exemplary conduct in: i) immediately notifying 
his superiors and CDC; ii) sequestering the information; and iii) 
ensuring that no dissemination took place. 

~bl 
b6 
b7A 
-b7C 
bl 
b6 
b7A 
b7C 

Slj^ET 

NSL VIO-1096 



S ^ ^ E T 

To: 
Re : (U) 

From: Office of the General Counsel 
2 78-HQ-cl22 973 6 -VIO, 09/30/2006 

b2 
b7E 

- X Nevertheless, we conclude that, in accordance with the reporting requirements of Section 2.4 of E.O. 12863, this 
error must be reported to the IOB. In accordance with this 
determination, OGC will prepare a cover letter and memorandum fc 
IOB notification purposes. By this EC, is also hereby 
directed to destroy any and all hard copies or electronic 
versions of the information remaining. Following the destruction/ 
of the materials, no further action is required. 

3 
NSL VI01097 



SECRET 

To: From: Office of the General Counsel 
Re: (U) 2 70-HQ-c122 973 6-VIO, 09/30/2006 

b2 
b7E 

LEAD(s) : 

Set Lead 1: (Action) 

AT b2 
b7E 

(U) is hereby directed to destroy any and 
all information ¿jâthered1 as a result of the erroneously issued 
NSL. 

Set Lead 2: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 3 : (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Mb Thnmac CC: 

lOB Library b6 
b7C 

SE^ET 

NSL VIO-1098 



September 30, 

BY COURIER 

2006 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
randun 

2006 
memorandum entitled "Intelligence Oversight Board Matter , ~ 

(U) D Z 
b7E 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 2 78-HQ-C12 2 973 6-VIO - N F Z 
UNCLÀ^S SIFI ED /WHEN 
DETACI 
CLASS IF' ' ENCLOSURE 

Derived/From: G-3 
Declassify G)n: 2 5X1 

SECRET 

NSL VIO-1099 



Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

NSL VIO-llOO 



RET 

(Si-

ts: 
(S) 

(U) 
INTELLIGENCE OVERSIGHT BOARD MATTER 

I I FIELD OFFICE 
IOB MATTER 2006-| |(U) 

b2 
b7E 

By electronic communication dated August 8. 
2006, the'Federal Bureau of Investigation (FBI) , | 
Field Office, renorted a possible Intelligence Oversight Board 
X T OR) matter-./ 

typographical error when issuing a national security letter 
(NSL) on a targeted phone number. As a result of this error, 
the FBIobtainedinerror therecords of a third-party 
hiibineag aw nnnnspd to the phone records of the 

bl 
b2 
b7A 
b7E 

( U ) O n 08/02/2006, the case agent discovered and 
reported his error to his Chief Division Counsel (CDC) and his 
supervisor. Immediately thereafter, steps were taken to ensure 
that the information was never uploaded into FBI files or 
indices. 

^ ^ In this case, the case agent's typographical 
error in preparing the NSL request resulted in the collection 
of information unrelated to the investigation. Because this 
information was immediately sequestered by the case agent and 
subsequently destroyed at the direction of the FBI Office of 
General Counsel, no US person was prejudiced as a result of 
this error. Nevertheless, we conclude that, in accordance with 
the reporting requirements of Section 2.4 of E.O. 12863, this 
error must be reported to the IOB. 

Derived 
Declass 

om: G- 3 
25X1 

s e / ^ s l v i o - h o i 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF I N V E S T I G A T I O N 

Precedence: ROUTINE 

To: General Counsel 

Date: 11/17/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 
Contact: CRsf Ext. I I 

Approved By: Miller David Ian 

Drafted By: 

b2 
b6 
b7C 

Case ID #: 

Title: (U) 

(U) 2 78-HQ-C122 973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 313 3 
0GC/I0B# 2006- b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1580 
2 7 8- HQ-C1229736-VIO Serial 1744 

Details: _(U) The Internal Investigations Section (IIS) received 
Division dated 08/08/2006, reporting a 

feased upon a review of the referenced EC it 
an EC from 
possible IUB eiror. 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

1 NSL VIO-1103 



(Rev. 01-31-2003) 
S 3 1 1 1 1 7 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date: 11/17/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 
Contact : CRS Ext. 

Approved By: Miller David I^TMCÌ? 

b2 
b6 
b7C 
b7E 

Drafted By: 

/Case ID #: 

Title: (U) 

(U) 263 -HQ- 0-U - 586 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TP ACKTNGii 3133 
0GC/I0B# 2006 b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) (S) 

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1580 

Derived From : G-3 
DeelasM^y On: 20311117 

Reference: (U) 278-HQ-C1229736-VIO Serial 1580 
2 78-HQ-CI229736-VIO Serial 1744 

Details: (U) Upon review of £ jDivision's captioned 
b2 
b7E 

report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHEN S D FROM CLASSIFIED ENCLOSURE, 

SECRETX1117 
1 NSL VIO-1104 



U.S. Departirle jf Justice 

Office of the Inspector General 

Washington, DC. 20530 

DATE: December 13, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Fédéral Bureau of Investigation 

• 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001648 
Subject: Unidentified! 
FBI No. 263-0-U-586 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

b2 
b7E 

| | This complaint will be investigated by the OIG. 

I M P O R T A N T N O T I C E 

Ident i fy ing informat ion may have been redacted from the attached OIG Report /Referra l pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidential ity or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your A g e n c y , you may contact the 
Ass is tant Inspector Genera l for Invest igat ions. 

Please be advised that, w h e r e adverse action is not contemplated, the subject of an invest igat ion does not have a 
right to have access to an O I G Report /Referra l or to the identities of compla inants or wi tnesses , and that , in all 
cases, compla inants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whis t l eb lower Protect ion Act. 

Attachment 

1 NSL VIO-1105 



OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. • 
b2 
b7E 

689-2007-001648-M 

Received By: b6 
=b7C= 

Date Received: 11/15/2006 How Received: A 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc: 
Home: 
Phone: 
Work: 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F. B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
Misc: 
Home: | 
Phone: () -
Work: , 
Phone: 

Pay Plan: 
EOD Date: 

Confidential : 

ZIP: 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b2 
b6 
b7C 

(S) 

Details : 
The FBI provided information regarding a potential IOB matter (263-0-U-586) bl 

b2 
The NSL , „ =d b7Ea contained a error that resulted in an incorrect number being included m the request. 

result, the FBI received telephone records of a business that was unrelated to the 
investigation. The information was never uploaded into FBI files. 

It is the opinion of the office of the General Counsel that this matter need not be reported 
to the IOB. (dz) — — _ — a — = 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: TIME: 
CITYI I State: Zip: 

b2 
b 7 E 

DISPOSITION DATA: Disposition: M Date: 12/12/2006 Approval: POWELL, GLENN G 

Referred to Agency: ATF Date Sent: 12/12/2006 Component: FBI 
Patriot Act: n Civil Riahts: N Component Number: 263-0-U-586 

Sensitive: N Whistleblower: N Consolidated Case Number: 

Remarks : 

12/13/06-Sent to Kaiser/FBI,INSD. Predicating material will be maintained within OIG/INV 
in a secure container. (dz) 

.'ksr/ caJt 

NSL VIO-1106 
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0606 i K)B REPORT EC 
' .tv 01-31-2003) 

S E ^ E T 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N OJDU 

(U) 

ff) 

Precedence: ROUTINE 

To: Inspection 
General Counsel 
Counterintelligence 

Date: 03/06/2006 

Attn: Internal I n v e s t i g a t i o n s Section 
Attn: National Security Law Branch 
Attn: CD-3D. Room 4166, 

SSA 

From: 
l6C/[ 
Contact: SA 

Approved By: [ 

"tea 

it 

b2 
b6 
b7C 
b7E 

T V 

Drafted By: 

Case ID #: 

p ds^V 

(U) Title: 

27 8 - HQ -C122 973 6 - VIO (Pending).-
> 4 ° 

SA r 
SSRA 

bl 
b2 
b7A 
b7E 

b7C 
(S) 

bl 
b6 
b7A 
b7C 

Synopsis: tfaS Reports potential Intelligence Oversight Board 
(IOB) matter. 

viveìi^FÌxim : Derivéì^Firom : G-3 
Decl^^iïy^On: 25X1 

bl 
| b2 

Administrative: ^ x f WARNING STATEMENT-STATUTORY RESTRICTIOîb7E 

...T-H-iS INFORMATION OR DOCUMENT, OR PORTIONS THEREOF, IS DERIVED 
FROM A COURT-ORDERED FISA ORDER AND SUCH INFORMATION OR ANY 
INFORMATION DERIVED THEREFROM MAY ONLY BE USED IN A CRIMINAL OR 
OTHER PFOCEEDING (INCLUDING, BUT NOT LIMITED TO USE IN 
SEARCH/ARREST WARRANTS OR AFFIDAVITS OR GRAND JURY SUBPOENAS AND 
PROCEEDINGS) WITH THE ADVANCE AUTHORIZATION OF THE ATTORNEY 
GENERAL. (50 U.S.C., SECTION 1806(B), 1825(C)). 

W f j J o 
kita 011 ô ' i j '0^ 

SEjè^ET 

b6 
b7C 1 NSL VIO-1107 



(U) 

SEGLET 

To: 
Re : 

Inspection From: 
" ) 2 7 8 - HQ-C12 2.973 6 - VIO, 03/06/2006 

Dgf.ails: (S)J, 

b2 
b7E 

bl 
b6 
b7A 
b7C 

bl 
b6 
b7A 
b7C 

NSL VIO-1108 



S È ^ E T 

<U) To: 
Re : 

Inspection From: 
2 78-HQ-C12 2 9736-VIO, 03/06/2006 

b2 
b7E 

LSI 

(S bl 
b6 
b7A 
b7C 

SECRET 

3 

NSL VIO-1109 



SECRET 

To: 
Re : 

Inspection From: 
2 78-HQ-C12 2 973 6 -VIO, 03/06/2006 

b2 
b7E 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(s/ Reports potential IOB matter for IIS 
review. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(-90 Reports potential IOB matter for NSLB 

review. 

Set Lead 3: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

Advises CD-3D of the potential pending 
IOB matter. 
• • 

S É ^ E T 

4 

NSL VIO-lllO 



(01/2 

SECRET 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence: ROUTINE Date: 10/25/2006 

(U)-

(U) 

(U)-

(U) 

(U) 

To: 

Counterintelligence 

Inspection 

Attn: SAC, CDC 

Attn: CD-3D, Room 4166 
SSA 

Attn: IIS, CRS 
I ~ 

From: Ge nera 1 Counsel 
National Security Law B/tanch/Room 7947 
Contact: Julie F. Thonlas 

b2 
b6 
b7C 
b7E 

Approved By : Thomas Julie 
M 

Drafted By: 

C a s e I D # : 
SI 

?7«-Hn-ri 7 7 Q 7 3 6 - V T O — / ( 

bl 
b2 
b7A 
b7E 

Title: POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2006f I b 2 

Synopsis"": /S\ It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the IOB. A 
record of this decision should be maintained in the investigation 
control file for review by the Counsel to the IOB. 

Reference : 

Details : 
the 

Deriv^isL£r6m : G-3 
Decl^s-^if^Qn: XI 

278-HQ-C1229736-VIO Serial 1240 

The referenced electronic communication 
Division, 

'EC) from 

3/06/U6, reports a potentia 
Resident Agency, dated 

1UB matter. OGC has reviewed the 
b2 
b7E 

facts and determined that it warrants reporting to the IOB. Our 
analysis follows. 

Q1GÎD0JREY1 
FBI INVESTIGATICI 

OIG/DO) INVESTIGATO 

S^RE1] 

b7C 
NSL V I O - 1 1 1 1 

5 © 



3E^(RET 

To : 
Re: 

From: General Counsel 
278-HQ-C1229736-VIO, 10/25/2006 

b2 
b7E 

j_s_ 

bl 

b 7 A 
b7C 

(s: 

(s: 

SE' 

2 

bl 
b2 
b4 

b7A 
b7C 
b7D 
b7F bl 

b2 
b4 
b6 
b7A 
b7C 
b7D 
K7T? 
bl 
b6 
b7A 
b7C 

bl 
b6 
b7A 
b7C 

NSL VIO-1112 



S E ^ T 

To: 
"Re":""" 

From: General Counsel 
278-HQ-C122 9736-VIO, 10/25/2006 

b2 
b7E 

bl 
b6 
b7A 
b7C 

-L 

LSI 

bl 
b7A 

b7A 

S E ^ E T 

3 
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From: General Counsel 
•Jpsĉ  278-HQ-C1229736-VIO, 10/25/2006 

b2 
b7E 

bl 
b7A 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary'to Executive order or Presidential directive." 

(U) Title 18, United States Code, Section 2511 (2) (f) 
states that the procedures contained in the FISA and Title III of 
the 1968 Omnibus Crime Control Act (as amended by the Electronic 
Communications Privacy Act) "shall be the exclusive means by 
which electronic surveillance . . . and the interception of 
domestic wire and oral communications may be conducted." 
Additionally, Section 2.5 of E.O. 12333 provides that, 
"[e]lectronic surveillance, as defined in the Foreign 
Intelligence Surveillance Act of 1978, shall be conducted in 
accordance with that Act, as well as this Order." Under Title 
50, United States Code, Section 1802(b), the FISC is authorized 
to grant an order approving ~t-he-.-electronic surveillance of a 
foreign power or an agent of a foreign power for the purposes of 
obtaining foreign intelligence information. Under the pertinent 
FISA definition, the term "electronic surveillance" means "the 
acquisition by an electronic, mechanical, or other'surveillance 
device of the contents of any wire or radio communication to or 
from a person in the United States, without the consent of any 
party thereto, if such acquisition occurs in the United States." 
50 U.S.C. § 1801(f) (2) . 

ISJ 
bl 
b2 
b4 
b7A 
b7D 
b7E 
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RET 

(U) To : 
'Eer 

From: General Counsel 
2 7 8-HQ-C122 97 36-VIO, 10/25/2006 

b2 
b7E 

(U) 
While the FISC judges determined that there had been 

sufficient facts to constitute probable cause in all three 
Government's filings, absent the overcollected data which had 
been initially included (before the Government was aware of the 
erroneous overcollection)(see infra, p. 3) there still remained 
the problem of the overcollected data which was not authorized by 
the FISC. This erroneous surveillance was not authorized under 
the Foreign Intelligence Surveillance Act or E.O. 12333. Although 
the FBI is making every effort to expunge the overcollected data 
from its indices and recall those intelligence products that 
contain any overcollected data, this error must be reported to 
the IOB. OGC will prepare appropriate correspondence to report 
this matter to the IOB. 

bl 
-b2 
b4 
b6 
b7A 
b7C 
"b7D 
b7E 
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SE^ET 

To: I 1 From: General Counsel 
Re.: )(S) 27 8-HQ-C122 97 3 6-VIO, 10/25/2006 

Set Lead» 1: (Info) 

b2 
b7E 

(U) Read and clear. 

Set Lead,,2: (Info) 
COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead,3: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(iJ) Read and ciear. 

CC: Ms. Thomas 
b6 
b7C 

IOB Library 

• • 

b2 
b7E 

SECRET 

6 
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vRev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 01/10/2007 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 1041 
Contact: CRS 

Approved By: Miller David la" 

Drafted By: I 

] Ext . 
b2 
b6 
b7C 

Case ID #: 

Title: (U) 

(U) 2 7 8 -HQ-C12 2 9 7 3 6 - VI0 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 021 
0GC/I0B# 2006-1 | b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-
2 7 8 -HQ-

C122 973 6-VIO 
C1229736-VIO 

Serial 1240 
Serial 1841 

(U) The Internal Investigations Section (IIS) received 
Division dated 03/06/2006, reporting a 

Details: 
an EC from_ 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 
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(Rev. Oi-31-2003) 
SECR]JT)(/2 032 0110 

FEDERAL BURÉAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE Date: 01/12/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 

Ext. Contact: CRS 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David la' 

(U) 2 63-HQ-0-U 589 (Pending) 

b2 
b6 
b7C 
b7E 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 021 
OGC/IOB# 2006-j b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) Derive? 
Declassj 

G-3 
20320110 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1240 

Reference: (U) 278-HQ-C1229736-VIO Serial 1240 
278-HQ-C122 9736-VIO Serial 1841 

Details: (U) Upon review of ] Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(2 78-HQ-C122 973 6 Serial 2570). 

THIS EC IS UNCLASSIFIED WHEN ARATED FROM CLASSIFIED ENCLOSURE. 

b2 
b7E 
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U.S. Departmei.- of Justice 

Office of the Inspector General 

Washington, D.C. 20530 
DATE: April 9, 2007 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
foi pa # 1 0 7 3 9 4 6 Special Agent in Charge 

Investigations Division 

SUBJECT: OIG Complaint No. 2007004672 
Subject: Unidentified 

FBI CMS No. 2021 
Division b2 

b7E 
i 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

Identifying information may have been redacted from the attached OIG Report /Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidential i ty or (b) expressed a fear of reprisal . If you 
believe that it is necessary that redacted information be made avai lable to your Agency , you may contact the 
Assistant Inspector General for Invest igat ions. 

Please be advised that, where adverse action is not contemplated, the subject of an invest igat ion does not have a 
right to have access to an O I G Report /Referra l or to the identities of compla inants or witnesses , and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whis t leb lower Protection Act . 

OIG. 

This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Attachment 

1 NSL VIO-1119 



OIG INVESTIGATIONS DIVISION Complaint Form OIG NO.: Ì9-2007-004672-M 

b2 
b7E 

Received By: ^ ^ Date Received: 
"b7C 

12/19/2006 How Received: A 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc : 
Home : 
Phone: 
Work: 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

b6 
b7C 

COMPLAINANT : 
Title: UNID Pay Plan: 
Component: FBI EOD Date: 
Misc : 
Home: 
Phone: ZIP: • 
Work: General Counsel 

National Security Law Branch, Washington, DC 
Phone: ZIP: 
Confidential: Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: 

WITNESS: 
Title: SSA 
Component: FBI 
Misc : 
Home : 
Phone: 
Wo r k : 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

b2 
b6 
b7C 
b7E 

WITNESS: 
Title: SA Pay Plan: 
Component: FBI EOD Date: 

Home : 
Phone : 

1 Home : 
Phone : o - ZIP: 

1 

Phone 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

b2 
b6 
b7C 
b7E 

ZIP: 

Details : 
'he FBI provided information regarding a potential IOB matter (2006-j I b2 
On 04/08/2005. Foreign Intelligence Surveillance Court (FISC) granted authority for| ~| 

to initiated an electronic surveillance of an e-mail address belonging to the 
subject of an investigation. Through the investigation and NSL a private internet provider 
was identified as possessing network access to the subject of the investigations email 
address. 

b2 
b7E 

In late February 2006, a surge in data being collected by the FBI's Engineering Research 
Facility (ERF) was identified by ERF personnel. As a result ERF investigated the issue and 
recognized that the collection tools used to collect email communication from the subject of 
the investigation were improperly set and appeared to be collecting data on the entire email 
domain. Due to an apparent miscommunication, the private internet provider accidentally 
collected mail from the entire domain and subsequently conveyed the email to ERF. FBI 
informed the private internet provider of the error and instructed them to reset their 
filters to collect only those communications from the subject of the investigation's e-mail 
address. 

NSL VIO-1120 

tv" gì >f 2 (HF Printed 04/06/2007 3:44:15 



OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 

b2 
b7 689-2007-004 672-M ^ ' 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: TIME: 

State:f CITY: Zip : b2 
•b7E' 

Referred to Agency: FBI 
Patriot Act: N Civ 

DISPOSITION DATA: Disposition: M \ Date: 12/19/2006 Approval: POWELL, GLENN G 

Date Sent: 04/06/2007 Component: FBI 
Civil Rights: N Component Number: 263-0-U-589 

Consolidated Case Number: Sensitive: N Whistleblower: N 

Remarks: 
04/06/07 
-Sent to Kaiser/FBI 
-FBI CMS No. 2021 
-Predicating material contains classified informatoin which will be maintained within 
OIG/INV in a secure container. 
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