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Synopsis : 

( U ) 

Details : 
(S) 1. 

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 
To report possible IOB error. 
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On: XI 
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X 3. Possible IOB Error: 
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To: Inspection From: 
(IJ) Re : Ç&1 278 - HQ-C12297J6-Vi0, 07 /07/2 006 

LEAD(s): 

Set Lead 1: (Action) 
INSPECTION 

AT WASHINGTON. DC 
(U) For action deemed appropriate, 

Set Lead 2 : (Action) 

GENERAL COUNSEL 
AT WASHINGTON. DC 
(U) For action deemed appropriate 
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FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

(U) 

Precedence ! 

To: 

ROUTINE Date: 8/3/2006 

Inspection 

Attn: CDC 
JTTF Supervisor 

Attn: Internal Investigative Section 
Attn: 

From: General Counsel 
National Security Law Branch/CTT.n 1 /t.y-i_ 3S-100 
Contact: 

Approved By: 

Drafted By: 

Thomas Julie % 

Room 11865 
b2 
b6 
b7C 
b7E 

Case ID #: 278-HQ-C1229736-VIO—-

Title: (U) b2 Intelligence Oversight Board 
(IOB) Matter 2006-| 

l'T"T'1 Synopsis: (X) It is the opinion of the Office of the General Counsel 
(OGC) that the above referenced matter need not be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows. 

( U ) m Derived 
Declassi 

om : 
On: 

G-3 
Xl-25 

Reference: 
(S) 

(Pending) 

bl 
b2 
b7A 
b7E 

Administrative: (U) This communication contains one or more footnotes. 
To read the footnotes, download and print the document in Corel 
WordPerfect. 

D e t a i l s : B y elertrnnir rgmmunication (EC) dated July 7, 2006 and 
referenced above, the 

b2 
b7E 

reported to the OGC's | Division 
National Security Law Branch (NSLB) and the Inspection Division this 
potential IOB matter. 

OIG/DOJ REVIEW 
FBI INVESTIGATI 

OIQ/DOJ INVESTI 
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b6 
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SECRET 
To: Counterterrorism From: General Counsel 
Re:fefitf 2 78-HQ-C122973 6-VIO, 8/3/2006 
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requested: 
b2 
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the names, addresses, and lengths of service of the persons or 
entities to whom the following telephone numbers were 
registered: bl 

b2 
b4 
b7A 
b7D 
b7E bl 

b2 
b7A 
b7E 
bl 
b2 
b4 
b7A 
b7D 
b7E 

S E ^ E T 

NSL VIO-889 



SI^SRET 

To: Counterterrorism From: General Counsel 
R e : 2 7 8 - H Q - C 1 2 2 9736-VIO, 8/3/2006 

ANALYSIS 

M As required by Executive Order (E.O.) 12863 
(Sept. 13, 1993) and Section 2-56 of the National Foreign 
Intelligence Program Manual (NFIPM), OGC was tasked to determine 
whether the errors described here are matters that should be reported 
to the IOB. We believe that the reported activity requires IOB 
notification. 

(U) Section 2.4 of E.O. 12863 mandates that the heads of 
Intelligence Community components report all information to the IOB 
that it deems necessary to carry out its responsibilities. That 
section requires Inspectors General and General Counsel of the 
Intelligence Community to report "intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive order 
or Presidential directive." This language has been interpreted to 
mandate the reporting of any violation of guidelines or regulations 
approved by the Attorney General, in accordance with E.O. 12333, if 
such provision was designed in full or in part to protect the 
individual rights of a United States person. This includes 
violations of agency procedures issued under E.O. 12333, unless they 
involve purely administrative matters.3 For the FBI, OGC submits 
reports to the IOB." 

The Attorney General's Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations (NSIG) provide that "all lawful investigative 
techniques may be used in full investigations." NSIG (Introduction) 
at 4. Section 2-56 of the NFIPM identifies as reportable to the IOB 
unauthorized investigations, the use of unlawful methods and 

1 Ĵ Ŝ C See EC from Inspection Division to All Divisions; Title: 
Revised Procedures for the Submission of Reports of Potential 
Intelligence Oversight Board (IOB) Matters, Case ID # 66F-HQ-A1247863 
Serial 172 at 5-6 (2/10/2005). The FBI is required to maintain for 
three years records of administrative violations, for possible review 
by the Counsel to the IOB, together with a copy of the opinion 
concerning the basis for the determination that IOB notification was 
not required. Id. at 6. 

(U) 4 See id_._ at 4. 

5 
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S E C R E T 

To: Counterterrorism From: General Counsel 
m R e : >SQ 278-HQ-CI229736-VIO, 8/3/2006 

techniques, exceeding the authorized scope of permitted activities, 
and failing to adhere to minimization requirements.5 

sought information (S) In this instance, 
relating to four telephone numbers associated with the subject 
I I Although the service provider produced, in 
addition to requested subscriber data, additional current subscriber 
information beyond that requested in the NSL, the FBI's request was 
authorized] The FBI committed no 
unauthorized investigative activity, as it took no action with regard 
to the additional information produced by the service provider. OGC 
notes that | has taken steps to advise the provider 
concerning its rpgpnncihi i i i- -i oa and has sequestered the excess 
production with the |CDC. However, OGC recommends that the 
additional records be returned to the service provider or destroyed. 
Based on the above, it is the opinion of OGC that this matter need 
not be reported to the IOB. 

bl 
b2 
b7A 
b7E 

5 See also id. at 5, identifying reportable matters as 
including: (1) activities believed to be unlawful or contrary to 
Executive Orders or Presidential directives; (2) suspected violations 
of the Constitution; (3) unauthorized investigations; (4) use of 
methods or techniques other than those authorized in the conduct of 
preliminary or full investigations; (5) initiating a form of 
electronic surveillance or a search without authorization from the 
FISC, or failing to terminate an authorized surveillance at the time 
prescribed by the Court; and (6) failing to adhere to the 
minimization or dissemination requirements specified in a FISC Order. 

(S) 
SE 

4 

bl 
b2 
b7A 
b7E 

NSL VIO-891 



SE6RET 

To: Counterterrorism From: General Counsel 
Re:fcS) 27 8-HQ-C122973 6-VIO, 8/3/2006 

LEAD(s): 

Set Lead 1: (Action) 

b2 

(U) Either destroy or return the excess records that were 
not within the scope of the NSL to the service provider, and document 
accordingly. Advise NSLB and Inspection Division of the records' 
handling. 

Set Lead 2: (Discretionary) 

COUNTERTERRORISM 

AT ITOS1/CONUS 2 

(U) For review and action deemed appropriate. 

Set Lead 3 : (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For review and action deemed appropriate. 

•• 

SÇ&RET 
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(Rev. i-ì-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
To: General Counsel 

Date : 09/11/2006 
Attn: NSLB 

From: Inspection 
Internal Tnvfst-.i aaf i nns Sect-i ori IPU, Room 3041 
Contact: CRS Ext. 

Approved By: 
Drafted By: 
Case ID #: 
Title: (U) 

Miller David Ii 

j L 

b2 
b6 
b7C 

(U) 2 78-HQ-C122 973 6-VIO (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 565 
OGC/lOB# 2006j "I b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1508 
2 78-HQ-C122 973 6-VIO Serial 1594 

Details : 
an EC from 

(U) The Internal Investigations Section (IIS) received 
|Division dated 07/07/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of an administrative issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence : 
To: 

ROUTINE 
Attn! 

Date: 09/11/2006 

SAC (Personal Attention) 
From: Inspection 

Internal Investigations Section. IPU, Room 3 041 
Contact: CRS Ext 

Approved By: 
Drafted By: 
Case ID #: 
Title: (U) 

Miller David 

b2 
b6 
b7C 
b7E 

(U) 263-HQ-0-U - 539 (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2565 
0GC/I0B# 2 0 06- b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) X Derived Fròj 
DeclassifyOn: 

G-3 
310911 

Enclosure(s) 
Reference: (U) 

(U) 2 78-HQ-C122 973 6-VIO Serial 1508 
2 78-HQ-C1229736-VIO Serial 1508 
278-HQ-CI229736-VIO Serial 1594 

Details: (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6) . 

b2 
b7E 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

NSL VIO-894 
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General Counsel 

Date: 10/13/2006 
Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 
JTTF 
Contact:fTFO 

Approved By: 

Drafted By: 

Case ID #: (S) 

Title: (S)" 

[ 
Synopsis: (S) f 
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b7C 

b2 
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(U) ÌK 

Details: (P,) f 

Derivëî 
Decl&ae±fy OnT 

Bl SCG G-3, Jan. 1997 
13/2016 bl 
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b7D 
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SE^ET 

To : Inspection From: 
Re: (S) 

] bl 
10/13/2006 b2 

T I ^ b7A LEAD(s): b IE 
Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON. DC 

(U) For information. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For information. 

SECRET 
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U. S. Departmt of Justice 
r 

Office of the Inspector General 

DATE: December 4, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001276 
Subject: TFd I b2 

b6 
FBI No. 263-0-U-539 b 7 c 

b7E 
We consider this a management matter. The information is being provided to you 

^ ^ for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. 

| [ This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

| [ This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 

NSL VIO-897 



OIG - INVESTIGATIONS DIVISION Complaint Form OIG NO.: 

b2 
b7E 

Ì9-2007-001276-M 

Received By: b 6 D a t e Received: 0 8 / 2 1 / 2 0 0 6 How Received: A 
=b7C = 

SUBJECT: 
Title: TFO 
Component: FBI 
Misc : 
Home : 
Phone : 
Work: I 

Pay Plan: 
EOD Date: 

ZIP: 
Division 

Joint Terrorism Task Force, 
Phone : ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. b2 
B.O.P.No. b6 D/L No. b6 
Offenses 689 blC 

blE 

COMPLAINANT: 
Title: SSA 
Component: FBI 
Misc: 
Home: I 

Pay Plan: 
EOD Date: 

Phone: () -
Work : , , 
Phone : 

ZIP 

Confidential : 
ZIP: 

Revealed: 

I Details: 
(S ) jInformation received from the FBI regarding a potential IOB matte 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 
_ b l . 

b2 
b7E 

b2 
b6 

b2 b7C 
b7E b7E 

;i79/i 

On 5 / 1 1 / 0 6 , TFoj" utilized a National Security letter (NSL) to request 
communications data regarding one of the targets of the investigation. 

b6 
b7C b2 

Upon reviewing the results on 6 / 7 / 0 6 , TF0| |learned that due to an error made by the b 6 
communications provider,! "[received data that was not covered in the NSL. As a 
result the FBI obtained unauthorized information. 

b7C 
b7E 

reports that the unauthorized material was immediately sealed and is being stored 
within Division Counsel. 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 0 6 / 0 7 / 2 0 0 6 TIME: 
CITY:! State Zip : 

b2 
b7E 

DISPOSITION DATA: Disposition: M Date : 3 / 2 1 / 2 0 0 6 Approval: POWELL, GLENN G 
T 

Referred to Agency: FBI Date Sent: 1 2 / 0 4 / 2 0 0 6 Component: FBI 
Patriot Act: N Civil Ricrhts: N 
Sensitive: N Whistleblower: N 

Component Number: 2 6 3 - 0 - U - 5 3 9 

Consolidated Case Number: 

Remarks : 
IOB No. 2 0 0 6 ] I 

b2 

Predicating material contains classified information that will be maintained in a secure 
container within OIG/INV/HQ. 

It should be noted that TFO is the subject of multiple IOB-related complaints. 

12/04 /06- Sent to AD Kaiser FBI/INSD (tap) NSL VI0898 

b6 
b7C 

Page 1 of 1 Printed 11/30/2006 3:16:45 
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SÄURET 
FEDERAL BUREAU OF INVESTIGATION b2 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 07/07/2006 
Attn: IIS, Room 11861 
Attn: NSLB, Room 7975 

From: 
JTTF 
Contact: TFO 

(U) 

Approved By; 

Drafted By: 

Case I D # : 
w 

b2 
b6 
b7C 
b7E 

isO 2 78-HQ-C122 973 6-VIO lóoi 
Title: (U) VTFC 

S 
'K^erw 

(IN-
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis:(X) To report possible IOB error. 

( U ) Derivai From : G-3 
Depïas^iiy On : XI 

(U)-

(U) 
bl 
b2 
b4 
b6 
b7A 
b7C 
b7D 
b7E 

4. Description of IOB Error 

_LaiX 

C ^ S Mloilot, 

b6 
b7C 
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b6 
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o&Q 



To: Inspection From: 
Re : 2 78-HQ-CI22 9736-VIO, 07/07/2006 

b2 
b "7 E 

At a later 
uaue wrmer was maae aware that this is an over collection of records bl 
and that the results needed to be sequestered by the 

These records were turned over to CDC 
06/20/2006. T 

CDC, 
on 

The records for the time period requested in the original 
NSL were printed off the CD-Rom and placed in a 1-A envelope. 

Two serials were generated as a result of the "over 
records. Both serials were permanently charged out of ACS 

b2 
b6 
b 7 A 
b7C 
b7E 

collecte 

(s: 
requesting transactional records trom the date of inception through 
the time of service. The charged out serials will be replaced in the 
case file with new serials using the newly obtained results. 

bl 
b4 
b7A 
b7D 

Slj&^ET 
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SECRET 
n b2 To: Inspection From: | h,7F 

Re : £80 27 8- HQ-C1229736-VIO, 07/07/2 006 

LEAD(s): 

Set Lead 1: (Action) 
INSPECTION 

AT WASHINGTON. DC 
(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 
AT WASHINGTON. DC 
(U) For action deemed appropriate 

S^JRET 

RET NSL V I 9 0 1 



(Rev. Ol-" 1-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

(U)-

(U) 

(U) 

Precedence : 

To: 

ROUTINE Date: 8/7/2006 

Inspection 

Attn: 

Attn: 

CDC 
JTTF Supervisor 

From: General Counsel 
National Security Law feranch/CTT.n i/t.y-i ^s-inn 
Contact: 

L 

Internal Investigative Section 
Attn: I I Room 11865 

b2 

Approved By : Thomas Julie 

Drafted By: 

Case ID #: 

Title: (U) 

ie w A j J ^ -

ikf 

b6 
b7C 
b7E 

278-HQ-C1229736-VIO— (.5^3 

Intelligence Oversight Board 
(IOB) Matter 2006-| | 

b2 

Synopsis:(p^ It is the opinion of the Office of the General Counsel 
(OGC) that the above referenced matter need not be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows. 

( U ) 
DeraT 
Dec sîîT 

G-3 
Xl-25 

Reference : te 
(S) 

278-HO-C1 2?q7~3fi-VTn ĉ-r-i =.1 Kno ! Pending) 

bl 
b2 
b7A 
b7E 

Administrative: (U) This communication contains one or more footnotes. 
To read the footnotes, download and print the document in Corel 
WordPerfect. 

(U) Details: By electronic communication (EC) dated July 7, 2006 and 
referenced above, the reported to the OGC's Division 
National Security Law"Branch (NSLB) and the Inspection Division this 
potential IOB matter. b2 

b7E 

QIG/DOJ REVIE 
FBI INVESTIGATICI 
OIG/DOJ INVEST! 

b6 
b7C 

NSL VIO-902 a b S ^ u - ^ l o 



cffcEI SE 

(U1 To: Counterterrorism From: General Counsel 
R e : 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O , 8/7/2006 

BACKGROUND 

bl 

b6 
b7A 
b7C 
b7D 
b7E 

ANALYSIS 
As required by Executive Order (E.O.) 12863 

(Sept. 13, 1993) and Section 2-56 of the National Foreign 
Intelligence Program Manual (NFIPM), OGC was tasked to determine 
whether the errors described here are matters that should be reported 
to the IOB. We believe that the reported activity does not require 
IOB notification. 

(U) Section 2.4 of E.O. 12863 mandates that the heads of 
Intelligence Community components report all information to the IOB 
that it deems necessary to carry out its responsibilities. That 
section requires Inspectors General and General Counsel of the 
Intelligence Community to report "intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive order 
or Presidential directive." This language has been interpreted to 
mandate the reporting of any violation of guidelines or regulations 

5 
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Sj^RET 

To: Counterterrorism From: General Counsel 
|U! Re: (SO 2 78 - HQ-C1229736 -VIO, 8/7/2006 

(XT) 

(U) 
approved by the Attorney General, in accordance with E.O. 12333, if 
such provision was designed in full or in part to protect the 
individual rights of a United States person. This includes 
violations of agency procedures issued under E.O. 12333, unless they 
involve purely administrative matters.1 For the FBI, OGC submits 
reports to the IOB.2 

The Attorney General's Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations (NSIG) provide that "all lawful investigative 
techniques may be used in full investigations." NSIG (Introduction) 
at 4. Section 2-56 of the NFIPM identifies as reportable to the IOB 
unauthorized investigations, the use of unlawful methods and 
techniques, exceeding the authorized scope of permitted activities, 
and failing to adhere to minimization requirements.3 

(S) In this instance.I I sought information bl 
relating to an e-mail address associated with the subject | | j-,2 

and obtained data for a period greater than requested b7A 
but still within the scope of an authorized investigation. Thus, the 
investigative technique was authorized for purposes of E.O. 12333 and b/E 
this need not be reported to the IOB pursuant to E.O. 12863. 

1 S e e EC from Inspection Division to All Divisions; Title: 
Revised Procedures for the Submission of Reports of Potential 
Intelligence Oversight Board (IOB) Matters, Case ID # 66F-HQ-A1247863 
Serial 172 at 5-6 (2/10/2005). The FBI is required to maintain for 
three years records of administrative violations, for possible review 
by the Counsel to the IOB, together with a copy of the opinion 
concerning the basis for the determination that IOB notification was 
not required. Id. at 6. 

(U) 2 S e e id. at 4. 
IU'3 See also id. at 5, identifying reportable matters as 

including: (1) activities believed to be unlawful or contrary to 
Executive Orders or Presidential directives; (2) suspected violations 
of the Constitution; (3) unauthorized investigations; (4) use of 
methods or techniques other than those authorized in the conduct of 
preliminary or full investigations; (5) initiating a form of 
electronic surveillance or a search without authorization from the 
FISC, or failing to terminate an authorized surveillance at the time 
prescribed by the Court; and (6) failing to adhere to the 
minimization or dissemination requirements specified in a FISC Order. 

SP^RET 

3 
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SEp&ET 

To: Counterterrorism From: General Counsel 
R e : 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O , 8/7/2006 

LEAD(s): 

Set Lead 1: (Discretionary) 

b2 
b7E AT 

(U) For review and action deemed appropriate. 

Set Lead 2: (Discretionary) 

COUNTERTERRORISM 

AT ITPS1/CONUS 2 

(U) For review and action deemed appropriate. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) As provided in the Revised Procedures for the 
Submission of Reports of Potential Intelligence Oversight 
Board (IOB) Matters, retain a record of the report of a 
potential IOB matter for three years for possible review by 
the Counsel to the IOB, together with a copy of the OGC 
opinion concerning the basis for the determination that IOB 
notification is not required. 

4 
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(Rev. i-ì-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
To: General Counsel 

Date : 09/11/2006 

Attn: NSLB 
From: Inspection 

Internal Investigations Section, TPU. Room ^041 
Contact: CRS Ext 

Approved By: 
Drafted By: 
Case ID #: 
Title: (U) 

Miller David b2 
b6 
b7C 

(U) 2 78-HQ-C122 973 6-VIO (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 566 
OGC/lOB# 2006 b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 
Reference: (U) 2 78-HQ-C122 97 36 -VIO Serial 1509 

2 78-HQ-C1229736-VIO Serial 1593 
Details: (U) The Internal Investigations Section (IIS) received 
an EC from Division dated 07/07/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of an administrative issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

NSL VIO-906 



(Rev. i-ì-31-2003) 

S E C R ^ / r 2 £ 3 1 0 9 1 1 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 
To: 

ROUTINE 

Attn: 
Date: 09/11/2006 

SAC (Personal Attention) 
From: Inspection 

Internal Tnvpst- i rrat- i nns Qont- -j nn IPU, Room 3 041 
Contact: CRS Ext. 

Approved By: 
Drafted By: 
Case ID #: 
Title: (U) 

Miller David 

b2 
b6 
b7C 
b7E 

(U) 2 63-HQ-0-U - 540 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2 566 
OGC/lOB# 2006-J 

b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Derive^Pr=Ö5i: G-3 
Deeïcissify OnT—20310911 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1509 
Reference : 

Details : 

(U) 278-HQ-C122 973 6-VIO Serial 1509 
278-HQ-C1229736-VIO Serial 1593 

(U) Upon review of Division's captioned 
report of a potential IOB violation,IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6) . 

b2 
b7E 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

S ECRET/7>Q^10911 

NSL VIO-907 



x C fem 
V.. ? 

U. S. Departmt of Justice 

Office of the Inspector General 

DATE: November 30,2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of J^ivestigation 
r* ft m / / / fi 

( x l/^tlX 
FROM: Glenn G. Powell 

Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001248 
Subject: T F p r 

• • 

FBI No. 263-U-U-540 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

This complaint will be investigated by the OIG. 

b2 
b6 
b7C 
b7E 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 

NSL VIO-908 



OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2007-001248-M 

Received By b 6 Date Received: 08/21/2006 How Received: A 

SUBJECT : 
Title: TFÜ~ 
Component : FBI 
Mise : 
Home : 
Phone : 
Work : Division 

Joint Terrorism Task Force, 
Phone : 

b 7 C 
SSNO 

Pay Plan : D.O.B. 
EOD Date : Alien No. b2 

F.B.I.No. b6 B.0.P.No. b7C ZIP: D/L No. b7C 
Offenses 608 b7E 

ZIP: 

COMPLAINANT: 
Title: SSA 
Component: FBI 
Mise : 
Home : 

Pay Plan: 
EOD Date: 

Phone: () -
Work: , 
Phone : 
Confidential : 

ZIP: 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b2 
b6 
b7C 
b7E 

Details: 
( S ) ¡Information received from the FBI regarding a potential IOB matter. 

bl 
•b2 
b6 
b7C 
"b7E 

"b2 Upon reviewing the data provided by the communications provider 
included information that was not covered in the NSL. 
unauthorized material. 

TFO 
subseijueritly 

learned that it 
sealed the 

It is the opinion of the Office of the General Counsel that this matter need not be reporter 
to the IOB. 

b 6 
b7C 
b7E 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 03/16/2006 TIME: 
CITY State: Zip: 

b2 
b7E 

DISPOSITION DATA: Disposition: M Date: 08/21/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 11/30/2006 Component: FBI 
Patriot Act: N Civil Riqhts: N Component Number: 263-0-U-540 
Sensitive: N Whistleblower: n Consolidated Case Number: 

Remarks : 
IOB No. 2006 • 

b2 

TFO [_ ] is associated with two other IOB-related complaints. (See OIG #s 
2006-009161 & 2007-001245) 

Predicating material contains classified information that will be stored in a secure 
container within OIG/INV/HQ. 

b2 
b6 
b7C 

11/30/06- Sent to AD Kaiser FBI/INSD (tap) NSL VIO-909 

Page 1 of 1 Printed 11/29/2006 3:51:55 



(Rex 

SE^&ïJT 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
r^n^r-al Counsel 

Date: 02/27/2006 
Attn: 
Attn: 
Attn: 

IIS 
NSLB_ 
SA 

From: 
Contact : 

Approved By: 

Drafted By: 

Case ID #: (S) 
( U ) 

(S) 
(Di-

278-HO-C1 ??Q7ìfi-VTn ( Pend i nrri. / J;".'i j 

Title: INTELLIGENCE OVERSIGHT BOARD (TORI 
TFO 
SSA 

] u m y i o w 

b 2 
b6 
b7C 
b7E ':U' Synopsis: ()hC Report possible Intelligence Oversight Board 

(IOB) violation. 

( X 
T_T > 

Reference: (S) 

Derived Froin-^^Ffil SCG G-3, Jan. 1997 
Declassify 91*^^02/27/2 016 

b6 Details: (U) The Case Agent is Joint Terrorism Task Force 
h'7C Officer (TFO) 

I£±[ 
(U) The subject is a U.S. person. 

(S) 

s c X U X U n if 
Worn b6 

b7C 

b2 
b6 
b7C 
b7E 

bl 
b2 bl 
b7E b2 

b7A 
b7E 

bl 
b2 
b7A 
b7E bl 

b2 
b6 
_b7A 
b7C 
b7E 

bl 
b6 
b7A 
b7C 



SECRET 
( S ) 

bl 
b2 
b6 
b7A 
b7C 
b7E 

(S) bl 
b2 
b6 
b7A 
b7C 
b7E 

:s) r 

X 

S E C ^ T 

T bl 
b2 
b4 
b6 
b7A 
b7C 
b7D 
b7E 
bl 
b2 
b6 
b7A 
b7C 
b7E 

NSL VIO-911 



s e c r e t 

3 

NSL VIO-912 



SE 

LEAD(s): 
Set Lead 1: (Info) 

INSPECTION 
AT WASHINGTON, PC 

For information. 
Set Lead 2: (Info) 

GENERAL COUNSEL 
AT WASHINGTON, PC 

( 0 ) For information. 

SEpS&l 

NSL VIO-913 



(Rev. 01 

ÎET S B ^ Ì I 

FEDERAL BUREAU OF INVESTIGATION 

(U) -

Precedence: ROUTINE 
To: 

Date: 03/20/2006 

councerterrorism 

Inspection 

Attn: CDC 
Attn: ITOS I/CONUS II 

UC 
T/SSK 
IAl 

Attn: IIS, 
From: General Counsel 

National S^nm-H tw T.aw p-rannln /PTT TT T/TV 1 2-C-,- ]_ 2 7 
Contact: UC 

Approved By: Thnmag .Tin Ho t? 

Drafted By 
C a s e I D # : ( 
Title: (U) 

M :mml 

2 78-HQ-C122973 6-VIO ̂  (Pending) 
Intelligence Oversight Board ¿>2 
IOB Matter 2006H 

S y n o p s i s : I t is the opinion of the Office of the General 
Counsel that the above referenced matter must be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows. 

(U) ( S ^ ^ ) 

Reference: (S) 

Derive 
Declassi 

¡Lonu-4—"G-l 
0 n i ^ a 3 / 1 7 / 2 0 3 1 

Details: (X) Rv plprfrnnir rnmmiim' nah H on / 

hi 
b2 
b7E 

2006, the Field Office 
IC) dated February 27, 
reported to the Inspection Division and the Office of General Counsel (OGC) this 

potential IOB matter. 

_ ( S)f 

0IG/D0J REVIEW: 
FB! INVESTIGATION 
G;ü/ü0J INVESTIGATION; 

' 5 
NSL VIO-914 c¿V0O- C -

b7E 

b2 
b7E 

bl 
b2 
b6 
b7A 
b7C 
b7E 



TO: 
Re : 

From: General Counsel 
W ) 2 78-HQ-C122 973 6-VIO, 03/20/2006 

b2 
b "7 E 

is{ 

bl 
b2 

(U) 

(U) 

iU) 

b6 
b7C 
b7D 
b7E 

[ 
(S) 

February 16 
office.The 

The mistaken toll records were sealed bv 
Chief Division Counsel (CDC) 
2 005 and are securely maintained m the CDC's 

on 
responsive EC V did 

not reference the incorrect telephone number that was provided on 
CD-ROM, and has not been charged out of ACS. The incorrect toll 
rprnrrift wprp not uploaded into FBI databases, including! 

As required by Executive Order (E.O.) 12863 (Sept. 
13, 1993) and Section 2-56 of the National Foreign Intelligence 
Program Manual (NFIPM), OGC was tasked to determine whether or 
not the matter described herein should be reported to IOB. We 
believe the reported activity requires notification. 

î O Section 2.4 of E.O. 12863 mandates that the heads 
of Intelligence Community components report all information to 
the IOB that it deems necessary to carry out its 
responsibilities. That section requires the Inspectors General 
and General Counsel of the Intelligence Community to report 
"intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive". This language has been interpreted to mandate the 
reporting of any violation of guidelines or regulations, approved 
by the Attorney General, in accordance with E.O. 12333, if such 
provision was designed in full or in part to protect the 

bl 
b2 
b6 
b7A 
b7C 
b7E 

NSL VIO-915 



(U) 

(S) 

m -

SECRET 
To: 

3$RL_ 
' b2 

From: General Counsel b7E Re: 278-HQ-C122 973 6-VIO, 03/2 0/2 0 06 

individual rights of a United States person. This includes 
violations of agency procedures issued under E.O. 12333, unless 
they involve purely administrative matters. For the FBI, the 
Office of the General Counsel (OGC) submits reports to the IOB. 

The Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations (NSIG) provide that "all lawful investigative 
techniques may be used in full investigations." Section 2-56 of 
the NFIPM identifies as reportable to the IOB unauthorized 
investigations, the use of unlawful methods and techniques, 
exceeding the authorized scope of permitted activities, and 
failing to adhere to minimization requirements. b̂ L 

itf in this instance O^r -i g rpmnrcri to report the 
potential IOB error^ (in accordance with b7D 
E.O. 12863 and Section 2-56 ot the NFIPM, because investigative 
results were obtained on a presumed USPER who was not the subject 
of the request for subscriber information and toll records. 

bl 
istf b2 

b4 
b6 
b7A 
b7C 
b7D 
b7E 

>§3 OGC is required to report this matter to the IOB in 
accordance with E.O. 12863 and Section 2-56 of the NFIPM. OGC 
will prepare and deliver the required correspondence. 

SE&tET A 
RET NSL V I 9 1 6 



To: 
Re : W 278-

From: G e n e r a l 
HQ-C122 973 6-VIO, 

RET 

Counsel 
03/20/2006 

LEAD(s) s 

Set Lead 1: (Info) 

(U) Read and clear. 
Set Lead 2: (Discretionary) 

COUNTERTERRORISM 
AT LIBERTY CROSSING ONE. WASHINGTON. PC 
(U) For review and action deemed appropriate 

Set Lead 3 : (Discretionary) 
INSPECTION 

AT WASHINGTON. PC 
(U) For review and action deemed appropriate 

Sjfe^ET 

4 

NSL VIO-917 



March 21, 2 00 6 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, DC 

Dr. Mr. Friedman: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM). entitled "Intelligence Oversight 

b2 
b7E 

Board (IOB) Matter, DIVISION, IOB Matter 2006- ( U ) 

The LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and /or laws, Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintelligence and international terrorism investigations. 
( U ) 

Enclosures 

1 - Ms. Julie F. Thomas , b 2 
1 -
1 -

b 6 
2 /b-HU-C1229 M 6 - V I 0 i——i b7C 1 - Inspection (IOB 2006-| 

Unelassifiedxwhen detached 
from classiiie£Lidocument. 

Deri^ed^frpntr' G-3 
Decla^&ììy^Qì^: XI 

RET NSL V I 9 1 8 



Should you or any member of your staff require additional 
information concerning this matter, or oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzales 
Attorney General 
US Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
US Department of Justice 
Room 6150 

RET NSL V I 9 1 9 



INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
CLEVELAND DIVISION 
IOB MATTER 2006-| | b2 

1 Bureau of Investigation's [ Division 
id this potential IOB matter involving 

unauthorized receiptSf 1-m ̂ .phone toll records from the 
><(U) communications carrier 

( S ) 

(S) 

(S) 
m 

(U) ^ ^ OGC has referred this matter or the FBI's Inspection 
Division for action deemed appropriate. (yt) 

b2 
b4 
b7D 
b7E 

bl 
b2 
b6 
b7A 
b7C 
b7E 

bl 
b2 
b4 
b6 
b7A 
b7C 
b7D 
b7E 

bl 
b2 
b6 
b7A 
b7C 
b7E 

NSL VIO-920 



(Rev. i-ì-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 
Date : 09/11/2006 

Attn: NSLB 
From: Inspection 

Internal Tnv-P>^ i n̂ t- i nn.g gp^^An IPU, Room 3 041 
Contact: CRS Ext 

Approved Byi 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David 
b2 
b6 
b7C 

(U) 2 78-HQ-C122 973 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC 
0GC/I0B# 2 006 

KING* 2 684 b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1221 
2 78-HQ-C1229736-VIO Serial 1279 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from I I Division dated 02/27/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is an „ 
administrative issue. Therefore, no internal investigation will 
be conducted by the IIS and this matter is being relegated to the b7E 
NSLB for whatever action they deem appropriate. 

NSL VIO-921 



(Rev. i-ì-31-2003) 

SEG£ET£//2 0310911 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
To: 

Date: 09/11/2006 
Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 
Contact: CRS Ext. 

Approved By: Miller David 
Drafted By: 
Case ID #: 
Title: (U) 

(U) 2 63-HQ-0-U 
kas 

(Pending) 

b 2 
b6 
b7C 
1 )7E 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRA CK TNT! it 2 f, ft 4 
OGC/lOB# 2006- b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

( Ü ) Derived\Fpöm 
Declassify: On: 

G-3 
20310911 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1221 
Reference: (U) 278-HQ-C1229736-VIO Serial 1221 

278-HQ-C122 97 36-VIO Serial 1279 
Details: (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487 720 serial 6) . 

THIS EC IS UNCLASSIFIED WHEI^EPARATED FROM CLASSIFIED ENCLOSURE. 

b2 
b7E 

NSL VIO-922 



U. S. Departirá of Justice 

Office of the Inspector General 

DATE: November 30, 2006 

TO: 

FROM: 

Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau ^investigation 

/I ^ fr,y JI 
\x 

Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

AIL Ï1FÛPJHXIÛ1! COŒTAIHED 
; 

SUBJECT: OIG Complaint No. 2007001245 
Subject: TFO| 
[ 

b2 
b6 

FBI No. 263-0-U-542 b7C 
b7E 

m We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. 

I I This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

[ I This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 

RET NSL V I 9 2 3 



OIG INVESTIGATIONS DIVISION Complaint Form OIG NO.: 689-2007-001245-M 

SUBJECT : 
Title: TFO 
Component : FBI 
Mise : 
Home : 
Phone 
Work : 

b 6 Date Received: 08/21/2006 
"b7C 

How Received: A 

Pay Plan: 
EOD Date: 

ZIP: 
Division 

Joint Terrorism Task Force, 
Phone : 

SSNO 
D.O.B. 

Alien No. b 2 
F.B.I.No. bfi B.O.P.No. -kJ vJ 

D/L No. b7C 
Offenses 689 b7E 

ZIP: 

COMPLAINANT : 
Title: SSA 
Component: FBI 
Misc : 
Home : 
Phone: 
Work: 
Phone: 

Pay Plan: 
EOD Date: 

0 -

Confidential : 

ZIP: 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b2 
b6 
b7C 
b7E 

(S 

Details : 
\ Information received from the FBI regarding a potential IOB matter. 

bl 
b2 
-b7E-

In furtherance of the FI, Task Force Officer (TFO) 
from a communications provider. 

requested toll information 

Upon review of the toll records. TFO 
number requested. TFo[ 

b6 
noted that the data was not for the target ]o7C 

]immediately sealed the unauthorized information. 

It is the opinion of the Office of the General Counsel that this matter must be reported to 
the IOB. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 02/16/2005 TIME: b2 
CITY: State: Zip: b7E 
DISPOSITION DATA: Disposition: M Date: 11/29/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 11/30/2006 Component: FBI 
Patriot Act: N Civil Riqhts: N Component Number: 263-0-U-542 
Sensitive: N Whistleblower: n Consolidated Case Number: 

Remarks : 
IOB No. 2006 

TFO |is associated with one other IOB-related complaint regarding the receipt 
of unauthorized communications data. (See OIG #2006-009161) 

Predicating material contains classified information that will be stored in a secure 
container within OIG/INV/HQ. 

11/30/06- Sent to AD Kaiser FBI/INSD (tap) 

b2 
b6 
b7C 

Paqe 1 of 1 

RET NSL V I 9 2 4 
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(Rev. 01-3: -2003) 

^ ¡ C R E T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence; ROUTINE 
! 

Date: 12/15/2005 

To: Inspection 
General Counsel 

Attn: 
Attn: 

IIS 
NSLB 

iU) 

(D)-

( U ) 

m-

From: ] Squad 1 
Contact : 

Approved By: 

Drafted By: akl 
Case ID #: (U) 278-HQ-C1229736-VIO'lÛ??ending) 

Title; <X POTENTIAL INTELLIGENCE OVERSIGHT BOARD (IOB) 
MATTER; 
SA I 
A/SSA 

Synopsis: To advise FBI HQ of a potential IOB matter. 
(U) ^ Derived><From : 

Decla^éitv On! 
G-3 
XI 

Detai Lis: X 
I discover« 

On December 8, 2005, FBI /JTTF SA 

b2 
b6 
b7C 
b7E 

b6 
b7C 

.«I | [discovered a potential IOB violation regarding the issuance 
D} or two (2) National Sernritv T,P̂ t•pra IKGT.cI 

I 
extensively On December 8 and 9, 2 005, SA 

researched available hard cover case files and computer databases 
to ensure the validity of the potential vinlafinn On Dgqemher 
12, 2005, FBI[ JTTF A/SSA 
brought the matter to the attention of (JUL! 

id 
and SA 

s c _ L L m 
cjlg icli* 

SE0&ET 

b6 
b 7 c NSL VIO-925 

bl 
b2 
b6 
b7A 
b7C 
b7E 

b2 
b6 
b7C 
b7E 

b2 
b7E 



zj^i SECBËT 
To: Inspection From: 
Re: (U) 2 78-HQ-C122 973 6-VIO, 12/15/2005 

b2 
b7E 

( S i 

(s) bl 
b2 
b7A 
b7E 

bl 
b2 
b6 
b7C 
b7E 

bl 
b2 
b6 
b7C 
b7E 

SECRET 

2 

NSL VIO-926 



sE^jasi 

To: Inspection From: 
Re: (U) 2 78-HQ-C122 97 b-V1U,—T77 15/2 005 

LEAD ( s) : 

Set Lead 1: (Discretionary) 

INSPECTION 

AT WASHINGTON. DC 

C^t^ For action as deemed appropriate 

Set Lead 2 : (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON. DC 
(U1 JŜ C For action as deemed appropriate 

SECRET 

3 

NSL VIO-927 



(01/^6/1998 

S^IC^ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To: Inspection 
Counterterrorism 

Attn : Ms. 
AD 

Date: 04/24/2006 

IIS 

SAC, CDC 

From : General Counsel 
P n n n t p r t p r r n r i sm T.aw F l n / t TT /T,Y-1 

Contact : 
3S100 

Approved By : Thomas Julie F m 

b2 
b6 
b7C 
b7E 

( U ) 

Drafted By: 

Case I D # : 

(U) Title: 

jfb, 

27 8-HQ-C122 97 3 6-VIO" (Pending) 

SA 
A/SSA 
INTELrXCTNCE UVEkSlGHT BOARD MATTER 
IOB 2006-j I 

b2 
b6 
b7C 

m 

<U) 

S y n o p s i s : ( X It is the opinion of the Office of the General 
Counsel (OGC) that this matter should be reported to the Intelligence 
Oversight Board (IOB). OGC will prepare and deliver the necessary 
correspondence to the IOB. 

(U) DerivSd^Ps^^^jC-3 
DeclasalTy OnT^~~Xl 

w 27 8-HQ-C122 97 36-VIO Serial 1099 Reference: 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the document in 
Corel WordPerfect. 

OIG/DOJREVIi 
FBI INVESTIGATE 
0IG/D0J INVESTI 

NSL VIO-928 



To: Inspection From: General Counsel 
Re:278-HQ-C1229736-VIO,04/24/2006 

Details : (S) bl 
b2 
b6 
b7A 
b7C 
b7E 

C&3 Section 2.4 of Executive Order (EC) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB concerning intelligence activities 
that they have reason to believe may be unlawful or contrary to 
Executive order or Presidential directive. This language was 
adopted verbatim from EO 12334, dated 12/04/1981, when the IOB was 
known as the President's Intelligence Oversight Board (PIOB). By 
longstanding agreement between the FBI and the IOB (and its 
predecessor, the PIOB), this language has been interpreted to 
mandate the reporting of any violation of a provision of the NSIG, 
or other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed in full or in part to ensure the protection of the 
individual rights of U.S. persons. Violations of provisions that 
are essentially administrative in nature need not be reported to 
the IOB. The FBI is required, however, to maintain records of such 

(U) X EC from the Division, dated 12/15/2005 and titled 
"Potential Intelligence Oversight Board (IOB) Matter; SA 

PC" ) • (hereinafter cited as £ 
A/SSA 

b2 
b6 
b7C 
b7E 

¡ u > 2 i&C A "United States person" is defined in Section 101 (i) of the 
Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. Section 
1801 et. seg.) as "a citizen of the United States, an alien lawfully admitted 
for permanent residence (as defined in Section 101 (a) (20) of the Immigration 
and Naturalization Act) . . . . " See also Section I.e. of the Attorney 
General's Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection. 

S ) f i SECRET 

2 

RET NSL V I 9 2 9 



To: 
Re: 

ET 

Inspection From: General Counsel 
278-HQ-C1229736-VIO,04/24/2006 

administrative violations so that the Counsel to the IOB may review 
them upon request. 

bl 

bl 

bl 

(S)J bl 

(s) 
bl 
b2 
b7E 

S^é^ET 

3 NSL V10-930 



SE&&ET 

( U J T o : Inspection From: General Counsel 
Re:278-HQ-C1229736-VIO,04/24/2006 

(S) A review of all facts relevant to the incident leads Of;r 
to conclude that serving two National Security Letters 

was a violation of the NSIG. f 

bl 
b 2 
b7E 

In this case, 
the National Security Letters were 

issued without proper authorization. Since the National Security 
Letters were issued without authority,' ' 
the results and issue new ones. 

needs to sequester 

bl 

SE&^ET 

4 NSL VIO-931 



SÊ^RET 

To: Inspection From: General Counsel 
Re: (^C 278-HQ-C122 9736-VIO,04/24/2006 

LEAD (s) 

Set Lead 1: (Action) 

INSPECTION 

Set Lead 2 

AT IIS 

(U) For action deemed appropriate, 

(Info) 

COUNTERTERRORISM 

AT WASHINGTON. P.C. 

(U) Please read and clear. 

Set Lead 3: (Action) 

AT 

b2 
b7E 

(U) Sequester results of National Security Letters 
dated 11/15/05 and 11/16/05 and reissue new National Security 
Letters. 

SEÒI^T 

5 NSL VIO-932 



Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

b2 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, b7E 

Enclosed for your information is a self-explanatory 
tm, entitled "Intelligence Oversight 
Division, IOB Matter 2006-j (U) 

This memorandum sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Inspection Division. (U) 

Enclosure u n c l a s ^ i o k w h e n 
DETACHEM^ROM 
CLASSIFY) ENC LOSURE 

1 - Mr. Hulon 
1 -278-HQ-C1229736-VIO 
1 - Inspection Division (IOB 2006| | 
1 

b2 
b6 
b7C 

Derivo 
Decías; 

RET NSL V I 9 3 3 



Mr. Stephen Friedman 

SECRET 

Should you or any member of your staff require additional information concerning this 
matter, an oral briefing will be arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

RET NSL V I 9 3 4 



il'T 

SECRET 

INTELLIGENC,E_QiiER£XGHT BOARD (IOB) 
DIVISION 

MATTER 
IOB MATTER 2 0 06-i U) 

b2 
b7E 

(S 

bl 
b2 
b7E 

Derived b w i G-3 
Declassify^^v; XI 

R E T 

NSL VIO-935 



4-

S E ^ E 
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(Rev. i-ì-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 10/18/2006 

Attn: NSLB 

From: Inspection 
Internal Tnvpsfinat-inng IPU, Room 3 041 
Contact: CRS Ext 

Approved By: Miller David Ian 

Drafted By: 

b2 
b6 
b7C 

Case ID #: 

Title: (U) 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1601 
OGC/lOB# 2 006-1 b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HQ-C122 973 6-VIO Serial 1099 
2 78-HQ-C122 973 6-VIO Serial 1654 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from 
possible I(Jb èrror. 

Division dated 12/15/2005, reporting a 
Based upon a review of the referenced EC it 

is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

NSL VIO-937 



(Rev. i-ì-31-2003) 

11020 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date: 10/20/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU, Room 3 041 
Contact: CRS Ext 

Approved By: Miller David la: 

Drafted By: 
t\ 

/r 

b2 
b6 
b7C 
b7C 

V Case ID #: 

Title: (U) 

(U) 2 63-HQ-0-U - 545 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1601 
OGC/lOB# 2006-1 b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) i)Ô Derived 
Decías 

G- 3 
20311020 

Enclosure(s) 

Reference : 

(U) 278-HQ-C1229736-VIO Serial 1099 

(U) 278-HQ-C1229736-VIO Serial 1099 
278-HQ-C1229736-VIO Serial 1654 

Details: (U) Upon review of 
of a potential IOB violation,' 

Division's captioned report t)2 
IIS did not find the matter b7E 

indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHÈN>£gPjÌ^TED FROM CLASSIFIED ENCLOSURE. 
•• 

SECRÌ!&é££5TT() 020 

NSL VIO-938 



U.S. Departmei f Justice 

Office of the Inspector General 

DATE: November 30,2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

f ) . / 
r - f /** —' , // 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001235 
Subject: Unidentified 

• • 

b 2 
FBI No. 263-0-Ü-545 b 7 E 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 

RET NSL V I 9 3 9 



OIG INVESTIGATIONS DIVISION Complaint Form OIG NO U 
b2 
b7E 

689-2007-001235-M 

Received By: PUSKAS, STACEY T Date Received: 09/27/2006 H o w Received: 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component : FBI 
Mise : 
Home : 
Phone : 
Work : 
Phone : 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B . O.P.No. 

D/L No. 
Offenses 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
MiSC: 
Home : 

Pay Plan: 
EOD Date: 

Phone : () -
Work : , , 
Phone : 

ZIP: |_ 

Confidential : 
ZIP: 

Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b2 
b6 
b7C 

bl 
„b2 
b7E 

(S) 

Details : 
The FBI provided information regarding a potential IOB matter (2006-

On 11/15/05 and 11/16/05 two NSLs were issued to financial institutions and responsive 
records were received; however, the results had to be sequestered. 

(S) 

FBI/OGC determined that this matter should be reported to the IOB. 

bl 
b2 
•b7E ALLEGATIONS: 68 9 IOB Violation 

1 ± : JJZ. 
CITY: State: 1 b7E Zip: 

DISPOSITION DATA: Disposition: M Date: 09/27/2006 

Referred to Agency: Date Sent: Component 
Patriot Act: n Civil Rights: N Component Number 

Sensitive: N Whistleblower: n Consolidated Case Number 

Approval: POWELL, GLENN G 
rT>-

FBI 
263 - 0-U-545 

Remarks : 
11/29/06 Predicating material contains classified information which will be maintained in 
a secure container at OIG/INV/HQ. (stp) 

Page l oi l 
NSL VIO-940 

Printed n/29/2006 1 : 12 : 15 



(Rev. i-ì-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: PRIORITY Date: 04/18/2006 

|U| • 

(Tu-

rn-

IS) 

To: ̂ inspection 
General Counsel 
Counterintelligence 

'Attn: IIS 
Attn: NSLB 
Attn: SSA 

CD-IS 
From: 

Approve 

Squad CJD-1 

Drafted By: 

Case ID #: ÇgQ 2 78-HQ-C122 973 6-VIO - | H(? 
Title: A/ S SA 

SA" b6 
b7C 

b2 
b6 
b7C 
b7E 

Synopsis:($) Report of potential Intelligence Oversight Board 
(IOB) Matter. 

( U ) V Derived^téni : G-3 
Declassify OnT^-Xl bl 

Details : 3 J 
bl 
b2 
b7E 
b7A 

1 S 1 
bl 
b 2 
b7A 
b7E 

S ^ R E T 
b6 
b7C 

NSL VIO-941 



(U) 

SE0RET 

To: Inspection From: 
Re: 2 78-HQ-C122 973 6-VIO, 04/18/2006 

b2 
b7E 

(SJ bl 

:s) 

/ bl 
b2 
b6 
b7A 
b7C 
b7E 

(X) Following this, on several occasions SaE ] 

(si 

^provided a standard transactional records NSL to the provider and 
obtained transactional records pertaining to, among other things, 
the IP addresses of others that accessed the webpages containing 
the clandestine communications. The provider also provided 
copies of the subject's webpages which are generally accessible 
to the public. 

(S) r 

b6 
b7C 

bl 
b6 
b7A 
b7C 

bl 
b7A 

NSL VIO-942 



RET 
To: Inspection From: 
Re: 2 78-HQ-C122 97^ é-VIÔ, 04/18/2006 

b2 
b7E 

bl 
b2 
b6 
b7A 
b7C 
b7E 

JU) (X) In February of 2006 FBIHQ unit CD-1A expressed a 
concern about obtaining communication "content" via the NSLs and 
indicated the three NSLs might present a potential IOB matter. 
The| ]CDC1 s office discussed the issues with CD-1A and 
representatives from OGC's Science and Technology Law Unit and 
National Security Law Branch. I 

is not a violation 
of law, adding additional language to an NSL for transactional 
records under 18 U.S.C. §2709 to documentf |request and to 
obtain the information was not appropriate m light of the strict 
language in U-.q.r ,§2709. In this regard, on 04/11/2006, NSLB 
advised that 
potential IOti matter. 

should formally report the incident as a 

bl 
b2 
b7E 

SECÌjfc^ 

3 

NSL VIO-943 



(Rev. • ' 

(U) 

Slj&lET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE Date: 07/03/200S 

Counterintelligence 

Inspection 

From: 

Attn: 

Attn: 

Attn: 
/ • 

SA 
CDd-
SSA 
CD - 1A 
IIS 

) 2 

Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact: AGC 

b7C 
b7E 

Approved By : Thomas , T h 1 i p F1 

Drafted By: lk 
.1 Case ID #: (U) 2 78 -HQ-C122 973 6-VIO-'i Pending) 

Title: (U) INTEL 
2006 

ILLHENCE OVERSIGHT BOARD MATTER 
b2 

Synopsis: (̂ 5 It is the opinion of the Office of the General 
Counsel (OGC) that this matter be reported to the Intelligence 
Oversight Board (IOB). OGC will prepare and deliver the 
necessary correspondence to the IOB. 

( U ) Deri-" 
DecJrässU 

om : 
On: 

G- 3 
XI 

Reference: (U) 278-HQ-C1229736-1345 

(U) 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

DetaJJLs-
the 

The referenced electronic communication (EC) from 
Division dated 04/18/2006, requested 

that OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. As explained below, 
the FBI is required to report this matter to the IOB. 

b6 
b7C 

01G/D0JREV1I 
FBI INVESTIGA! 
0IG/D0J INVESTIGATION:, 

b2 
b7E 

NSL VIO-944 



To: 
Re : m 

ET 

From: O f f i c e o f the G e n e r a l C o u n s e l 
"2 78 - HQ -C1229736 -VIO, 07/03/2006 

b2 
b7E 

bl 

b7A 
b7E 

•m <X> (NSL) pursuant Letter 
from the service provider. 

(S) provider,! 

requested, via the National Security 
to 18 U.S.C. 2709, transactional records 

In a m e e t -i n n yni-v^ tv ,^ m n r ^ or, 

,iul (0\ At a later date, the service provider requested 
that the FBI specifically document the request | 

occasions, 
addressesand lengt 

Pursuant to this request, on three " ~ 
ubmitted NSLs requesting:"the names, 
of service and electronic communications y - — f v> A. U11U I I LI 11 LAX X JL U 1U11D 

wJ transactional records, to include existing transaction/activity 
logs and all images uploaded". The service provider submitted 
I "Ipursuant to the NSL requests. 

(U) Section 2.4 of Executive Order (E.O.) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsels 
of the Intelligence Community components (in the FBI, the 
Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. This language was adopted 
verbatim from EO 12334, dated 12/04/1981, when the IOB was known 
as the President's Intelligence Oversight Board (PIOB). 

bl 
b2 
b7E 

bl 
b2 
b7E 

1 A "United States person" is defined in Section 101 (i) of the 
Foreign Intelligence Surveillance Act (FISA), 50 U.S.C. § 1801, et 
seq., as "a citizen of the United States [or] an alien lawfully 
admitted for permanent residence (as defined in section 101(a)(20) of 
the Immigration and Naturalization Act). . . ." See also Section I.e. 
o f the Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG) (2003) . 

SE^ET 

2 

NSL VIO-945 



To: 
Re ; TUT ziti 

From: Office of the General Counsel 
-HQ-C12 29736 -VIO, 07/03/2006 

b7E 

(U) 
'X) By longstanding agreement between the FBI and the 

IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General's Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG) or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

IUI- NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information, 
such as: (1) subscriber information, toll billing records, and 
electronic communication transactional records (Electronic 
Communications Privacy Act (ECPA), 18 U.S.C. 2709); (2) financial 
records (Right to Financial Privacy Act, 12 U.S.C. 
3414(a)(5)(A)); and (3) consumer information(Fair Credit 
Reporting Act, 15 U.S.C. 1681u and 1681v). Title 18, U.S.C. 
2709, provides that the FBI may seek transactional records from 
service providers that is relevant to an authorized national 
security investigation. Section V.12., Investigative Techniques, 
of the NSIG provides that the NSLs may be issued in conformity 
with statutory requirements. 

' iU> M Tn t h i s i n s t a n c e , because received 
. [via two different avenues, first by simply 

(S) asking for/ ) and later pursuant to an NSL, we need to 
address the appropriateness of each of the avenues. 

X) 
FBI copies of the publically / A question 

general public". 18 U.S.C. 2511(g). In this"instance]" 
)r Jrequested from the service provider were publically 

bl 
b2 
b7E 

(U) M ) A s stated above, first obtained 
* I I when they simply asked the service provider to give the ^ 

arises whether this "asking" violated the ECPA. We conclude that b7E 
(S) it does not. According to 18 U.S.C. 2511, Interception of 

Disclosure of Wire, Oral or Electronic Communications, it is not 
unlawful to "intercept or access an electronic communication made 
through an electronic communication system that is configured so 
that such electronic communication is readily accessible to the 

accessible, thus no violation of ECPA has occurred. 

S ^ I ^ E T 

NSL VIO-946 



JE^J 

To : 
Re : t t t : 

ET 

From: Office of the General Counsel 
~2~7 8 -HQ-C1229736-VIO, 07/03/2006 

b2 
b7E 

Next, we address the issue of whether it was proper 
for 
request 

]to alter the NSL in order to document the FBI s hi . The information that can be provided 
pursuant to an NSL is very specific and it is enumerated in the b2 
appropriate U.S. Code. In this instance,! "lissued the NSL b7E 
pursuant to 18 U.S.C. 2709. As noted above, the NSL requested: 
"the names, addresses, and length of service and electronic 
communications transactional records, to include e.y-i st A na 
transaction/activity logs and 1 1 The "names, 
addresses, and length of service and electronic communications 
transactional records" are all specifically allowed pursuant to 
18 U.S.C. 2709. 

(U) •X) This section does not have a "̂ i-r'T-i-ai 
authority, nor does it allow for \ 1 as 1" 
requested in the NSL submi t-t-pH bv Thus, the additional 
information, | 3 requests information that is 
beyond the scope of 18 U.S.C 2709. Accordingly, it was improper t of 
Because, on three separate occasions, from November 25, 2005 to 

to alter the NSL in order to obtain the information. 
b2 
b7E February 28, 2006, the joffice inappropriately utilized 

the NSL, it is required that any information received from the 
service provider that is beyond the scope of an NSL, be 
sequestered. Only the information that was provided that- uas 
beyond the scope of the NSL, s p e c i f i c a l l y / 
need to be sequestered. The information should continue to 
remain sealed and sequestered in the CDC's safe. 

(U) (X) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error needs to be reported 
to the IOB. OGC will prepare a cover letter and a memorandum to 
report this matter to the IOB. 

SECRET 

NSL VIO-947 



ET 

To 
Re (U) 

From: Office of the General Counsel 
^218 - HQ-CI229736 -VIO, 07/03/2006 

b2 
b7E 

LEAD(s): 

Set Lead 1: (Action) 
b2 
b7E 

(U) With respect to the information that was improperly 
obtained, please seal it and sequester it within the CDC's safe. 
The information should continue to remain sealed and sequestered 
in the CDC's safe until further direction from OGC. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

(U) For information. 

Set Lead 3 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

CC: Ms. Thomas 

IOB Library b6 
b7C 

SE^kET 

5 

— j s 

NSL VIO-948 



BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006- (u; b2 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
( U ) 

Enclosure 
1 - 27 8-HQ-C122 97 3 6-VIO 

UNCLASSIFIED WHEN 
DETACHED -FROM 
CLASSIFIED ENCLOSURE 

G-3 
XI 

SECRET 

NSL VIO-949 



Mr. Stephen Friedman 
Should you or any member of your staff require additional 

information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

RET NSL V I 9 5 0 
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(Rev. i-ì-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To: General Counsel 
Date : 10/18/2006 

Attn: NSLB 
From: Inspection 

Internal TnvpshinaHnn .g IPU, Room 3 041 
Contact: CRS Ext. 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian 
'I 
fee--

b2 
b6 
b7C 

(U) 278-HQ-C1229736-VIO ; Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2166 
OGC/lOB# 20061 b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1345 
278-HQ-C1229736-VIO Serial 1608 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from| |Office dated 04/18/2006, reporting a possible 
IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

b2 
b7E 

NSL VIO-952 



(Rev. i-ì-31-2003) 

SEjc&ÊT//20311020 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 
To: I 

ROUTINE Date: 10/20/2006 
Attn: ADIC (Personal Attention) 

From: Inspection 
Internal Investigations Sprtion IPU. Room 3041 
Contact: CRS Ext. I 

Approved By: 
Drafted By: 
Case ID #: 
Title: (U) 

Miller David la 

b2 
b6 
b7C 
b7E 

(U) 263-HQ-0-U - 548 (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TPaPTfTwritt fi fi 
0GC/I0B# 2006- b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) De^i*tgdFrom : G-3 
Decjl^s^tiy On: 20311020 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1345 
Reference: (U) 278-HQ-C1229736-VIO Serial 1345 

278-HQ-C1229736-VIO Serial 1608 
Details: (U) Upon review of Office's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A14 87 72 0 serial 6). 
THIS EC IS UNCLASSIFIED WH CLASSIFIED ENCLOSURE. 

b2 
b7E 

S^iET//20311020 

NSL VIO-953 



U.S. Departmei f Justice 

Office of the Inspector General 

DATE: December 1, 2006 

TO: 

FROM: 

Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

O Â (F' TI V. » . { y 0r íAH(-.\ J 

Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001261 
Subject: Unidentified 

Division 
b2 
b7E 

FBI No. 263-0-U-548 

m We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

[ | This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

| | This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 

RET NSL V I 9 5 4 



OIG - INVESTIGATIONS DIVISION Complaint Form OIG NO 

b2 
b7E 

689-2007-001261-M 

Received By: 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Mise : 
Home : 
Phone : 
Work: 
Phone : 

b6 
•b7C" Date Received: 09/07/2006 how Received: A 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 
Offenses 689 

COMPLAINANT : 
Title: ATTY 
Component : FBI 
Mise : 
Home : 
Phone : () 
Work: , , 
Phone : ^ 

Pay Plan: 
EOD Date: 

Conf identiai: 

ZIP: 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F . B.I.No. 
B.O.P.NO. 

D/L No. 

Authority: none 

b2 
b6 
b7C 

Details : 
The FBI provided information regarding a potential IOB matter (2006-|~ |. 

b2 

Pursuant to an ongoing investigation, the Division submitted three NSLs to an 

requested 

bl 
b2 

internet service provider requesting transactional records and r n m p s nf nnhiiriv arrpgsihih7a 
iSl Wfibpaaes tn itirlllrip all imanao imlna^a^ J ^ -] Q 

I T h e service provider submitted the | 

bl 
Division inappropriately used the NSLs to request | | b 2 

Therefore, any information received from the service provider beyond th<]-)7£ 
scope ot tne NSLS must be sequestered. 

FBI/QGC determined that this matter must be reported to the IOB. 

(S) 

OGC determined that the 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 11/25/2005 
CITY: 

TIME: 
state: 

b2 
b7E Zip : 

DISPOSITION DATA: Disposition: M Date: 09/07/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 12/01/2006 Component: FBI 
Patriot Act: n Civil Riqhts: n Component Number: 
Sensitive-. N Whistleblower: n Consolidated Case Number: 

Remarks: 
11/30/06: Predicating material contains classified information which will be maintained in 
a secure container at OIG/INV/HQ. (stp) 

Page 1 ot 1 
NSL VIO-955 

Printed 11/30/2006 9:49:42 



A 
(Rev 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

mi-

(U) 

Precedence: ROUTINE 
To: 'Inspection 

General Counsel 

Date: 06/08/2006 
Attn 
Attn 

IIS 
NSLB 

From: 
Chief Division C o u n s e l 

Contact: ADC 

Approved By : 

Drafted By: 

loi 

Case ID #: (S) 
X 2 /y-H0-CI22y/Jb-VIO (PendingH'f ¿¿a 

bl 

b7A 
b7E 

Title: POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
L b6 

b7C 
SA 
SSA 

Synopsis: (U) Over-collection of information improperly 
obtained from the issuance of a National Security Letter (NSL). 

(U) 

( 3 ) JBIL 

Details: 

JS) J 

-La: 

CMS b6 
b7C 

NSL VIO-956 

b2 
b6 
b7C 
b7E 

:IPT 

bl 

bl 
b2 
b4 
b7A 
b7C 
b7D 
bl 
b6 
b7A 
b7C 
bl 
b2 
b4 
b6 
b7A 
b7C 
b7E 



A 
To: 
Re : 

T n g n o r t - i n n ITy.-Mn • 

06/08/2006 

bl 
b2 
b7A 
b7E 

bl 
b4 
b6 
b7A 
b7C 
b7D 

bl 
b6 
b7A 
b7C 

xai 

bl 
b6 
b7A 
b7C 

bl 
b2 

b7A 
b7C 
b7E 

2 

NSL VIO-957 



To: Inspeî t-Laja From • L. 
Re: (S) 06/08/2006 

LEAD(s): 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

Read and clear 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

Read and clear. 



(Rev. 01-31-2(K 

S^fè^ET 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 

(S) 

(U) 

(S) 

Precedence : 

To: 

ROUTINE Date: 07/21/2006 

From: 

Counterintelligence 

Off ice of the General Cou 
NSLB/CILU/Room 7947 
Contact: AGC 

Attn: 
Attn: 

ADC 
CD-ÏL) UU 

ops el 

Approved By: Thn m a a Jul H P t? ] mi 
Drafted By: 

C a s e I D # : ( 

Title: ( 

ctd 
bl 
b2 
b7A 

<?OC*> b 7 E I my -L lAWi-ib- V4u • 
INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-1 

(U! Synopsis: J^} It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel 
to the IOB. 

(U) Derivèsl<Trom : G-l 
Decl^ssiìv On: XI 

Reference : 
(U) z! yö-H(J-L'122yV36-V1Ô Serial 1426 

bl 
b2 
b7A 
b7E 

b2 
b6 
b7C 
b7E 

DetailB HTi The referenced electronic communication (EC) from 
dated 06/08/2006, requested that OGC review the 

tacts of the captioned matter and determine whether it warrants 
reporting to the IOB. In our opinion, it does. Our analysis 
follows. 

jLSl 

L 
b6 
b7C 

OIG/DOJ REVIEW 
rB! INVESTIGATION? 
0IG/D0J INVESTIGATION: 

SE Ĉ Rg"] 

b2 
b7E 

bl 
b2 
b6 
b7A 
b7C 
b7Ebl 

b2 
b4 
b7A 
b7D 
b7E 

NSL VIO-959 



U r n m Office of the General Counsel 
07/21/2006 

' M 

( U ) ( X ) u P o n discovering the error, the case agent sealed 
the records and returned them to the Assistant Division Counsel. 
The Assistant Division Counsel then secured the information in 
the Chief Division Counsel's safe. The case agent never uploaded 
any personal or identifying information concerning the previously 
unknown individual onto ACS, and no other checks were conducted. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
thé Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with E.O. 12333, 
dated 12/04/1981, if such provision was designed in full or in 

SECRET 

2 

bl 
b2 
b4 
b6 
b7A 
b7C 
b7D 
b7E 

NSL VIO-960 



SJ^E 

To : 
Re 

"(S) 
WT 

ET 

Office of the 
07/21/2006 

General Counsel bl 
b2 
b7A 
b7E 

part to ensure the protection of the individual rights of U.S. 
persons. 

(U) J&j Here, an error on the part of |resulted in 
the unintentional acquisition of information. It should be noted 
that! I response in receiving the _ unsolicited 
material was commendable. Upon Iparm'ng ipmviriQ^ 
information beyond the scope of the NSL, 
the excess information and placed it 

•gtllfi 
' L sequestered 

in the Chief Division 
Counsel's safe. No personal or identifying information was 
entered into ACS as a result of the error, and the previously 
unidentified individual was not prejudiced in any way. 

b2 
b4 
b7A 
b7D 
b7E 

Nevertheless, we conclude that, in accordance with 
thereporting requirements of Section 2.4 of E.O. 12863, the 
telecommunication company's mistake in providing the previously 
unknown individual's information should be reported to the IOB. 
In accordance with this determination, OGC will prepare a cover 
letter and memorandum for IOB notification purposes. 

S^C^ET 

3 

NSL VIO-961 



SECRET 

To : 
Re : -M (S). 

Off ice of the General Counsel 
07/21/2006 

bl 
b2 
b7A 
b7E 

LEAD(s): 

Set Lead 1: (Info) 

AT b7D 

(U) With respect to the information that exceeded the 
scope of the NSL, please seal it and sequester it within the 
CDC1s safe. The information should continue to remain sealed and 
sequestered in the CDC's safe until further direction from OGC. 
Set Lead 2: (Info) 

COUNTERINTELLIGENCE 
AT WASHINGTON. DC 
(U) For information. 

Set Lead 3: (Info) 
INSPECTION 

AT WASHINGTON. DC 
(U) For information. 

CC: Ms. Thomas 

lUtì LlCtary b6 
b7C 

NSL VIO-962 



BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006 I' (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 
1 - 27 8-HQ-C122 9736-VIO |v f 7 

UNCLÄE 
DETACI 
CLASSIFIED ENCLOSURE 
Derived 
Declassi 

RET NSL V I 9 6 3 



Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

RET NSL V I 9 6 4 



Slĵ REI 

INTELLIGENCE OVERSIGHT BOARD MATTER 
PHILADELPHIA FIELD OFFICE 
IOB MATTER 2006-| | (U) 

(s: 

b2 

(U) Here, an error on the part of resulted 
in tne unintentional acquisition of information through an NSL. 
Based upon our analysis, in accordance with the reporting 

requirements of Section 2.4 of Executive Order 12863, the 
carrier's mistake must be reported to the IOB. 

b4 
b7A 
b7C 
b7E 

S ^ E T NSLVIO-965 
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(Rev. i-ì-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 10/18/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations Rent inn IPU, Room 3 041 
Contact: CRS Ext 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian b2 
b6 
vb7C — 

(U) 2 78-HQ-C122 973 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC 
OGC/lOB# 2 006 

[LLHGti—2348 b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HQ-C122 973 6-VIO Serial 1426 
278-PH-100522 Serial 8 
2 78-HQ-C1229736-VIO Serial 1606 

Details: (in The Tnt-Prnal Investigations Section (IIS) received 
an EC from| |Division dated 06/08/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

NSL VIO-967 



(Rev. i-ì-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To : 

ROUTINE 

Attn: 

Date: 10/20/2006 

SAC (Personal Attention) 

From: Inspection 
Internal Investigations Rectinn 
Contact: CRS 

IPU, Room ?041 
Ext 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian 
b2 
b6 
b7C 
b7E 

(U) 2 63-HQ-0-U - 552 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 234 8 
0GC/I0B# 2006-j b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) 
Enclosure(s): 

M Derived 
Declassi 

G-3 
20311020 

(U) 278-HQ-C1229736-VIO Serial 1426 

Reference : (U) 278-HQ-C1229736-VIO Serial 1426 
278-PH-10 0522 Serial 8 
278-HQ-C122 9736-VIO Serial 1606 

Details: (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487 720 serial 6). 

THIS EC IS UNCLASSIFIED"!^^ CLASSIFIED ENCLOSURE. 

b2 
b7E 

S ECRÈÎTYÂÛâliÛjf 

NSL VIO-968 



U.S. Departmei f Justice 

Office of the Inspector General 

DATE: December 1,2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

r* a (D 
ix 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT : OIG Complaint No. 2007001270 
Subject: Unidentified 

Division 
FBI No. 263-0-U-552 

b2 
b7E 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 

RET NSL V I 9 6 9 



b2 
b "7 E 

OIG - INVESTIGATIONS DIVISION Complaint Form OIG NO.: 689-2007-001270-M 

Received By: b6 
=b7C= 

Date Received: 09/07/2006 H o w Received: A 

SUBJECT: Unidentitied, FBI 
Title: UNID 
Component: FBI 
Misc: 
Home: 
Phone: 
Work: 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B . O.P.No. 

D/L No. 
Offenses 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
Misc : 
Home: 
Phone: ( 
Work: , 
Phone: 

Pay Plan: 
EOD Date: 

Confidential : 

ZIP: 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F. B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b2 
b6 
b7C 

Details : 
The FBI provided information regarding a potential IOB matter (2006 

b2 

FBI/OGC determined that this matter does not need to be reported to the IOB. (stp) 
ALLEGATIONS: 68 9 IOB Violation 
Occurrence Date: 06/05/2006 TIME: b 2 
CITY: State : b7E Zip: 

DISPOSITION DATA: Disposition: M Date: 09/07/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 12/01/2006 Component: FBI 
Civil Riqhts: N Patriot Act: N 

Sensitive: N Whistleblower: N 
Component Number: 263-0-U-552 

Consolidated Case Number: 

Remarks: 
11/30/06: Predicating material contains classified information which will be maintained in 
a secure container at OIG/INV/HQ. (stp) 

NSL VIO-970 

P a g e 1 o f 1 Printed 11/30/2006 12 : 27 : 04 



(Rev. 01-31-2003) 

SE^^ET 

FEDERAL BUREAU OF INVESTIGATION 
/ . s 

Precedence: ROUTINE 
/ Inspec 
General Counsel 

Date: 06/20/2006 

To: ̂ Inspection Attn: IIS 
Attn: NSLB 

Prom: 
Squad 5 
Contact: CDC 

Approved By: 

(U) 

(U) 

(SI-

IS)-

Drafted By: 

Case ID #: (S) 
A: kal 

b2 
b6 
b7C 
b7E 

Title: -CX) 

2 78-HQ-CI22 973 6-VIO (Pending) 
278-0 

Potential IOB Violation; 
SA I ~l 
A/5SK 

bl 
b2 
b7A 
b7E 

b6 
b7C 

Synopsis:Ç^C Over-collection of information improperly 
obtained from the issuance of a National Security Letter (NSL). 

( U ) Ç^K^ Derive 
Declasj3-arEy 

Ï4-T 

Details : LSI 

ISJF 

SC W\A±U~F 0 ^ Ot S^é®ET 

bl 
bl 
b2 
b4 
b6 
b7A 
b7C 
b7D 
b7E 
bl 
b2 
b6 
b7A 
b7C 
b7E 

b6 
b7C NSL VIO-971 



ET 

To: 
Re : (S) )6/20/2006 

bl 
b 2 
b7A 
b7E 

_LS_L 

ill 

bl 
b6 
b7A 
b7C 

bl 
b2 
b6 
b7A 
b7C 

b 2 
b4 
b6 
t) ""7 A 
b7C 
b7D 
b7E 

bl 
b7A 

(U) i^c After learning, (during a 
training session on June 6 7nn(;) 
possible IOB violation, SA 
attention of the writer. The records which were obtained, 
excluding those related to the investigation, are being 
maintained in the writer's safe. 

.Division 
.:hat this matter may be a 
brought the matter to the 

b2 
b6 
b7C 
b7E 

?RET 

2 
NSL VIO-972 



SE&fcET 

To: Inspection From: 
Re : (S) 06/20/2006 

b7E 

LEAD(s): 
Set Lead 1: (Info) 

INSPECTION 
AT WASHINGTON. DC 
(U) For information. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 
AT WASHINGTON. DC 
(U) NSLB is requested to determine whether or not the 

facts conveyed in this communication should be reported as an 
IOB. 

Sf^RET 

3 

RET NSL V I 9 7 3 



(Rev. 01-

S E 0 R E T 

FEDERAL. BUREAU OF INVESTIGATION 

iU) 

m-

(TT) -

(TT) -

Precedence ; 

To: 

ROUTINE Date: 8/22/2006 

Attn: CDC 
A/ S SA 

Inspection 
Attn: Ms 

From: General Counsel 
National Seqiirj_t̂ __Law. an̂ Vi /rTTTT TT/TV-1 
Contact : 

Approved By: 

Drafted By: 

Thomas Julie F m 

Attn: Internal Investigative Section 
Room 11865 

b2 
b6 
b7C 
b7E 

neb 
CaseID#: 

Title: (U) 
278-HQ-C122973 6-VIO-

Intelligence Oversight Board 
(IOB) Matter 2006-] | b2 

Synopsisi£s<( it is the opinion of the Office of the General Counsel 
(OGC) that the above referenced matter need not be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows. 

(TTJ ^s^ Derive£<£rom : G-3 
^ ' Decla^sif^ On: 8/22/2016 

Reference: 278-HO-Cl22973fi-vm ĝ -riai 
(S) 1 

bl 
b2 
b7A 
b7E 

Administrative: (U) This communication contains one or more footnotes. 
To read the footnotes, download and print the document in Corel 
WordPerfect. 

D e t a i l s : C M C By electronic communication (EC) dated June 20, 2006 and 
referenced above, the J Division 
OGC's National Securiiy Law Branch (NSLB) and the Inspection Division this 
potential IOB matter. 

reported to the 
b2 
b7E 

FBI INVESTIGATION 
OiG/DOJ INVESTIGATION: 

s j Ä E T 

NSL VIO-974 



S^feftET 
To: Counterterrorism From: General Counsel 
R e : 2 78-HQ-C122973 6-VIO, 8/22/2006 

BACKGROUND 

•J 
bl 
b2 
b4 
b6 
b7A 
b7C 
b7D 
b7E 

Xalf 
bl 
b7A 

(s) r 

bl 
b2 
b4 
b7A 
b7C 
b7D 

SJ^JIET 

2 
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S ^ ^ E T 

To: Counterterrorism From: General Counsel 
(ui Re: >S} 2 78-HQ-C122 973 6-VIO, 8/22/2006 

ANALYSIS 

in £§< As required by Executive Order (E.O.) 12863 
(Sept. 13, 1993) and Section 2-56 of the National Foreign 
Intelligence Program Manual (NFIPM), OGC was tasked to determine 
whether the errors described here are matters that should be reported 
to the IOB. We believe that the reported activity does not require 
IOB notification. 

(U) Section 2.4 of E.O. 12863 mandates that the heads of 
Intelligence Community components report all information to the IOB 
that it deems necessary to carry out its responsibilities. That 
section requires Inspectors General and General Counsel of the 
Intelligence Community to report "intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive order 
or Presidential directive." This language has been interpreted to 
mandate the reporting of any violation of guidelines or regulations 
approved by the Attorney General, in accordance with E.O. 12333, if 
such provision was designed in full or in part to protect the 
individual rights of a United States person. This includes 
violations of agency procedures issued under E.O. 12333, unless they 
involve purely administrative matters.1 For the FBI, OGC submits 
reports to the IOB.2 

jfŜ C The Attorney General' s Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations (NSIG) provide that "all lawful investigative 
techniques may be used in full investigations." NSIG (Introduction) 
at 4. Section 2-56 of the NFIPM identifies as reportable to the IOB 
unauthorized investigations, the use of unlawful methods and 

tU) 1 (M See EC from Inspection Division to All Divisions; Title: 
Revised Procedures for the Submission of Reports of Potential 
Intelligence Oversight Board (IOB) Matters, Case ID # 66F-HQ-A1247863 
Serial 172 at 5-6 (2/10/2005). The FBI is required to maintain for 
three years records of administrative violations, for possible review 
by the Counsel to the IOB, together with a copy of the opinion 
concerning the basis for the determination that IOB notification was 
not required. Id. at 6. 

See id. at 4. 
m-

SECJ^ET 

3 
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SEyRET 

To: Counterterrorism From: General Counsel 
m R e : ^ t C 2 78-HQ-C1229736-VIO, 8/22/2006 

techniques, exceeding the authorized scope of permitted activities, 
and failing to adhere to minimization requirements.3 

(S) bl 
b2 
b7A 
b7E 

J There is no restriction in the law as to the 
requested period of time that a NSL issued under a duly authorized 
investigation should cover. As can be expected during the course of 
an investigation, the issuance of an NSL may result in acquisition of 
information that ultimately will not be used, nonetheless the 
investigation has been furthered by providing information that a line 
of investigation need no longer be pursued. That was the situation 
in this case. A legitimately issued NSL resulted in obtaining 
information that indicated that what had been a suspect cellular 
telephone number was apparently not involved in terrorist activity. 
Thus, this need not be reported to the IOB pursuant to E.O. 12863. 

3 S e e also id. at 5, identifying reportable matters as 
including: (1) activities believed to be unlawful or contrary to 
Executive Orders or Presidential directives; (2) suspected violations 
of the Constitution; (3) unauthorized investigations; (4) use of 
methods or techniques other than those authorized in the conduct of 
preliminary or full investigations; (5) initiating a form of 
electronic surveillance or a search without authorization from the 
FISC, or failing to terminate an authorized surveillance at the time 
prescribed by the Court; and (6) failing to adhere to the 
minimization or dissemination requirements specified in a FISC Order. 

S^kRET 

4 
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To: Counterterrorism From: General Counsel 
R e : 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O , 8/22/2006 

LEAD(s): 

Set Lead 1: (Discretionary) 

AT 

(U) For review and action deemed appropriate. 

Set Lead 2: (Discretionary) 

COUNTERTERRORISM 

AT ITPS II 

(U) For review and action deemed appropriate. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) As provided in the Revised Procedures for the 
Submission of Reports of Potential Intelligence Oversight 
Board (IOB) Matters, retain a record of the report of a 
potential IOB matter for three years for possible review by 
the Counsel to the IOB, together with a copy of the OGC 
opinion concerning the basis for the determination that IOB 
notification is not required. 

5 
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(Rev. i-ì-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 10/18/2006 

Attn: NSLB 

From: Inspection 
Internal Invest i oati nna Sprt i nn IPIJ, Room 3041 
Contact CRS Ext 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian b2 
b6 
b7C 

(U) 2 78-HQ-C122 973 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKIMii, 24 70 
0GC/I0B# 2 0 06- b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: 

Details: 

(U) 278-HQ-C1229736-VIO Serial 1452 
278-HQ-C1229736-VIO Serial 1653 

(U) The Internal Investigations Section (IIS) received 
an EC from 
possible I(JB error, 
is the IIS 
of a performance issue. 

Division dated 06/20/2006, reporting a 
Based upon a review of the referenced EC it 

s opinion the incident described therein is indicative 
Therefore, no internal investigation 

b2 
b7E 

will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

NSL VIO-979 



(Rev. i-ì-31-2003) 

S ECR5T?7eÎQÎl 1 o 2 0 
FEDERAL BUREAU OF INVESTIGATION 

Precedence : 
To : 

ROUTINE Date: 10/20/2006 
Attn: SAC (Personal Attention) 

From: Inspection 
Internal Tnvsst.iaat-.inns Sprfinn TPTT, Room _3041 
Contact: CRS Ext 

Approved By: Miller David la 

Drafted By: 

b2 
b6 
b7C 
b7E 

Case ID #: 
Title: (U) 

(U) 2 63-HQ-O-U - 554 (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2470 
OGC/lOB# 2 006-1 b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

X (U) 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1452 
Reference: (U) 278-HQ-C1229736-VIO Serial 1452 

278-HQ-C1229736-VIO Serial 1653 
Details: (U) Upon review of Division's captioned 

b2 
b7E 

report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WÎ ÌPARATED FROM CLASSIFIED ENCLOSURE. 

S E C R E Ì / Z ^ i l 0 2 0 

NSL VIO-980 



U.S. Departmei f Justice 

Office of the Inspector General 

DATE: December 1,2006 

A L L F E I I i r O H A T l O I C 0 H T A 3 M D 
HEU Iii 13 DHC LAS SI FUI) 
M U 0 0 = 0 8 = 2 0 0 7 B f 6 ' 5 1 7 9 / i M i t / f e a r / C ' a k 

TO: 

FROM: 

Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

r* O O / / 
\y Xxs*«*. (jf K'f^-irtÄJi 
Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001274 
Siihiect: Unidentified b 2 

pivisi 

• 
• 

»lvision 
FBI No. 263-0-U-554 

b7E 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 

RET NSL V I 9 8 1 



OlG - INVESTIGATIONS DIVISION Complaint Form 01- • 06-08-2032 
b2 
b "7 E 

Received By 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc : 
Home: 
Phone: 
Work: 
Phone: 

Date Received: 
°b7C 

09/27/2006 How Received: A 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

COMPLAINANT: [_ 
Title: ATTY 
Component: FBI 
Misc : 
Home : 

Pay Plan: 
EOD Date: 

Phone : {) -
Work: , , 
Phone : 
Confidentid. 

ZIP: 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B . 0.P.No. 

D/L No. 

Authority: none 

b2 
b6 
b7C 

(S), 

Details: 
The FBI provided information regarding a potential IOB matter (2006 

b2 bl 
b2 
-b7E-

On 4/10/ 06 ] received the results ot the NSL and learned that the telephone number 
in question was subscribed to by three separate individuals during the requested period of 
coverage. b2 

b7E 
FBI/OGC determined that the NSL was properly issued and the information received served as 
an elimination of an investigatory lead. FBI/OGC determined that this matter does not need 
to be reported to the IOB. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 04/10/2006 TIME: 
CITY :| I State: 

DISPOSITION DATA: Disposition: M Date: 09/27/2006 

b2 
:b7E: 

Zip: 

Referred to Agency: FBI Date Sent: 12/01/2006 Component 
Patriot Act: N Civil Riqhts: n Component Number 

Sensitive: N Whistleblower: n Consolidated Case Number 

Approval: POWELL, GLENN G 

FBI 

2 63 - 0-U-554 

Remarks: 

11/30/06: Predicating material contains classified information which will be maintained in 
a secure container at OIG/INV/HQ. (stp) 

NSL VIO-982 

Page l o t i Printed 11/30/2006 2 -.48 -.36 



FD-962 (Rev. 03-21-2005) 

^SRET 
FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 
To: Inspection 

General Counsel 

Date: 07/03/2006 
Attn: IIS, Room 11861 
Attn: NSLB, Room 7975 

iU) 

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 
iU) w Synopsis: CSSL To report possible IOB error. 

( U ) M > 
Decla£sifÇ<en4^Xl 

Details : 
(S) 1. 

(U) -

(S) 2. 

(X) 3 . Possible IOB Error: 

bl 
b6 
b7C 

b2 

b2 
b6 
b7C 
b7E 

b6 
b7C 

bl 
Jo 2 
b6 
b7C 
b7E 

bl 

"isi 4. Description of IOB Error (including any reporting delays). 
J tal 

ZSCZ MxMQS' J r . ' w / 
CAS* - ^ L i E k k b6 

b7C 

SE^Ì^ 

RET NSL V I 9 8 3 

'A' , 

bl 
b6 
b7C 



To: Inspection From: | 
Re : 27 8-HQ-C1229736-VIO, 07/03/2 0 06 
LEAD(s): 
Set Lead 1: (Action) 

INSPECTION 
AT WASHINGTON. DC 
(U) For action deemed appropriate. 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON. DC 
(U) For action deemed appropriate. 

RET NSL V I 9 8 4 



(Rev. i-ì-31-2003) 

:RET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 09/06/2006 

iU) 

( U ) 

(U) 

To: 

( U ) 

Attn: SAC 
CDC 
SSA 
SA C 

Counterintelligence 

Inspection 

Attn: CD-1A, A/Up 
CD-ID, UC J 

Attn: IIS, CRS 

From: Office of the General Counsel 
MQT.R /CTT.n /Rnnm 7 947 
Contact: AGC ̂  

Approved By: 

Drafted By: 

Thomas Julie 

I 

MX • 

b2 
b6 
b7C 
b7E 

CaseID 

Title: 

W r ^ ^ #: 278-HQ-C1229736-VIO-^(Pending) 
F OVERSIGHT BOARD INTELLIGENCI 

MATTER 2006- b2 
S y n o p s i s : I t is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

!U) 

Administrative: 
, information from: 

Derivea^Fxgnu-^-'G^TT 

]X) This electronic communication (EC) contains 
(1) the* FC riateri 07/03/2006 from the 

b2 
b7E 

|Field Office 
IOB matter; (2) automated case 
communications between \ 
08/31/2006; and 

Reference: 

09/05/2006. 

r 

| to OGC reporting a potential 
support (ACS); and (3) email 

and OGC dated 08/30/2006; 

(s; 

ÛIG/D0JREVIE 
FBI fWESTIGATl i j 

OIG/OQJ1NVE 

bl 
b2 
b7E 

SE 

NSL VIO-985 



To: 
Re: 

I From: Office of the General Counsel 
27 8-HQ-C122 97 36-VIO, 09/06/2006 

b2 
b7E 

By EC dated 07/03/2006, requested that Details: x x . 
OGC review the facts of the captioned matter and determine whether 
it warrants reporting to the IOB. As explained below, in our 
opinion, the FBI is not required to report this matter to the IOB, 

(S / 

b2 
b7E 

bl 
b2 
b6 
b7C 
b7E 

-LSI 7 bl 
b2 
b6 
b7C 
b7E 

bl 
b2 

b7C 
b7E 

(U) Section 2.4 of Executive Order (EO) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsel 
of the Intelligence Community components (in the FBI, the 
Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. This language was adopted 
verbatim from EO 12334, dated 12/04/1981, when the IOB was known 
as the President's Intelligence Oversight Board (PIOB). 

(U) This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 

SE^&ÇT 

2 

NSL VIO-986 



SE Î ^ E I 

To: From: Office of the General Counsel 
Re: 2 /8-HQ-C1229736-VIO, 09/06/2006 

( U ) 

0) 

General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. 

The standard for issuing an NSL is relevance to an 
authorized investigation to protect against international 
terrorism or clandestine intelligence activities provided that 
such an investigation of a United States person is not conducted 
solely on the basis of activities protected by the First Amendment 
of the Constitution of the United States. The subject of the NSL 
does not need to be the target of the investigation, provided that 
the information is relevant to an authorized investigation. 

NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.S 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C. §§ 1681u(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). 

<U) ( X ECPA, 18 U.S.C. § 2709, provides that the FBI may 
seek toll billing information from telephone carriers that is 
relevant to an authorized national security investigation. 
Section V.12., Investigative Techniques, of the AG Guidelines 
provides that NSLs may be issued in conformity with statutory 
requirements, including 18 U.S.C. § 2709. 

Here, during an authorized investigation, the FBI 
obtained a telephone number 1 1 that was 

(S) believed to be the telephone number of the target. In other 
words, the telephone number received was believed to be relevant 
to an authorized^ /investigation. Based upon the 
information obtained | / the FBI served 

SECpijjT 
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SECRJST 

;<ui 

To: From: Office of the General Counsel b2 
Re: 278-HQ-C1229736-VIO, 09/06/2006 b 7 E 

an NSL requesting information about such telephone number. At 
(U) the time that the NSL was served, the FBI believed that it was 

seeking information that was relevant to an authorized 
investigation. Upon receipt of the telephone records, the FBI 
learned that it received information unlikely associated with the 
subj ect. 

/•ĉ  SX) Although the FBI learned that the telephone number 
was not associated with the target, the FBI had, in fact, 
requested information through an NSL that was believed to be 
relevant to an authorized investigation based upon information 
received\ Although lawfully bl 
obtained, because the information obtained through the NSL is not 
associated with the target, if not already accomplished, the 
information should be sequestered to protect the potential 
privacy interests of United States persons. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error need not be reported 
to the IOB. A record of this decision should be maintained in 
the control file for future review by the Counsel to the IOB. 

S E Ç ^ T 
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To : 
Re: 

From: Office of the General Counsel 
278-HQ-C1229736-VIO, 09/06/2006 

b2 
b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) b2 
b7E 

AT 

(U) With respect to the information obtained through the 
NSL that is not associated with the target, if not already 
accomplished, please seal the information and sequester it within 
the CDC1s safe. The information should continue to remain sealed 
and sequestered in the CDC's safe until further direction from 
OGC. 

cc: Ms. Thomas 

IOB Library 

b6 
b7C 

SECRET 
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(Rev. i-ì-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
To: General Counsel 

Date : 10/18/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 

CRS I Contact ; Ext. 

Approved By: Miller David Ian 

Drafted By: 

b2 
b6 
b7C 

Case ID #: 
Title: (U) 

(U) 2 78-HQ-C122 973 6-VIO (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 24 83 
0GC/I0B# 2 0 06- b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 
Reference: (U) 2 78-HQ-C122 973 6-VIO Serial 1480 

278-HQ-C12297 36-VIO Serial 1636 
Details: (U) The Internal Investigations Section (IIS) received 
an EC fromI ~| Division dated 07/03/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

NSL VIO-990 



(Rev. 01-31-2003) 
SEC^ET/7^0311020 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : 

Date: 10/20/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 
Contact: CRS 

Approved By: Miller David 

Drafted By: tieJ 
/ v Case ID #: 

Ext b2 
b6 
b7C 
b7E 

Title: (U) 

(U) 2 63-HQ-0-U - 556 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 24 83 
OGC/lOB# 2006- b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

<U) (M Deri 
Decla 

r-3 
20311020 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1480 

Reference : (U) 2 78-HQ-C1229736-VIO Serial 1480 
278-HQ-C122 973 6-VIO Serial 1636 

Details : (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance related 
issue with respect to the employee and respective supervisor. 
Therefore, appropriate action relative to this matter is left to 
the discretion of the division. IIS recognizes and appreciates 
that this matter was brought to our attention as required by the 
revisions mandated by National Security Law Branch/OGC EC, dated 
03/18/2005 (319X-HQ-A1487720 serial 6) . 

b2 
b7E 

THIS EC IS IJNCTiASSTFTFT) WHKH^S^H^&^fcSSIL- K kT)M~CT iA S S T F T FD ENCLOSURE. 

SECRET/ 11020 

NSL VIO-991 



U.S. Departme of Justice 

Office of the Inspector General 

Washington, D C. 20530 

DATE: December 5,2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

i f ) 

FROM: Glenn G. Powell " 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001295 
Subject: Unidentified 
FBI No. 263-0-U-556 

• 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

| | This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 
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OIG - INVESTIGATIONS DIVISION -

Received By: 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc: 
Home: 
Phone: 
Work: 
Phone: 

Complaint Form 
b6 

OIG NO.: 

-b ' / C-Date Received: 09/27/2006 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

b2 
b7E 

689-2007-001295-M 

How Received: A 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
Misc : 
Home: 
Phone: 
Work: 
Phone: 
Conf idei'iLidi. 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b6 
b7C 

Details: 
(gyhe FBI provided information regarding a potential IOB matter (263-0-U-556). 

3 a telephone number was provided to an FBI agent. 
An NSL was issued and upon receipt of the telephone records, it was determined the telephone 
subscriber was unlikely associated with the subject. | | 

3 
It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. (dz) 

ALLEGATIONS: 68 9 
Occurrence Date: 
CITY: 

IOB Violation 
TIME: 
State: Zip: 

b 2 
_b7E_ 

DISPOSITION DATA: Disposition: M Date: 12/01/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 12/01/2006 Component: FBI 
Patriot Act: N Civil Riqhts: n Component Number: 263-0-U-556 

Sensitive: N Whistleblower: n Consolidated Case Number: 

Remarks: 

12/05/06-Sent to Kaiser/FBI/INSD. Predicating material will be maintained within OIG/INV 
in a secure container. (dz) 

Page 1 of 1 

NSL VIO-993 

Printed 12/01/2006 2:22:30 



I 

(Rev. 01-31-2003) 

^¿feÇRET 

BUREAU OF INVESTIGATION 

Precedence: PRIORITY 
To: General Council 

Counterterrorism 

Date: 06/14/2006 
Attn: National Security Law 

Branch (NSLB) / Room 7925 
Attn: ITOS II / IHSU 

SSA 
LX 1 6-200 

From: 
Contact : 

Approved By: 

Drafted By: 
(S) C a s e I D # : ( U 

twm 

2 78-H(J- C1229736-Vio - 1486 
2 78-PD-3 3 854-VIO 

Title: (S) 
bl 
b6 
b7A 
b7C 

(U) Synopsis: To report Intelligence Oversight Board (IOB) 
violation and confirm direct notification to OIPR of the same 
ÍU) Deriv^dErôm : G-3 

Declas^igv On: XI 

( S ) 

<S) 

Enclosure (s) : (S)| 

s c u u u u r , W M i c u 7 7 
CJTE K 

b6 
b7C 

s ì ^ E T 

NSL VIO-994 

b2 

b7C 
b7E 

bl 
b2 
b7A 
b7E 

r X 1 

Reference: (L 

4 

bl 
b2 
b7A 
b7E 

bl 

bl 
b2 
b4 
b6 
b7A 
b7C 
b7D 
b7E 



S-èsRET 

( S ) npnpral r n n n r i 1 Frnm • V To : 
Re: 
2 78 -HQ-C'122973 6-VÎo 

, 0 6 / 1 4 / 2 0 0 6 

• 
2 78-PD-33 854-VIO 

Details : 

lai 

ISF 

(.s) r 

All information obtained from the aforementioned 
NSL has been amassed and attached to this EC to be forwarded to 

bl 
b2 
b7A 
b7E 

bl 
K Ç; D 0 
b7A 
h7C 

FBI HQ for appropriate action. To date su 
been the only information received by FBI 

^ No toll records have been provided 
be received by FBI 
forwarded to FBI HQ tor action deemed necessary. 

b l 
b2 
b4 
b6 
b7A 
b7C 
b7D bi 
b7E b 2 

b6 
b7A 
b7C 
b7E 

b l 
b6 
b7A 
"u h r< 
b l 

b7A 
b7C 

information has 
Division from 

Should toll records 
those records will be sealed and 

b2 
b4 
b7D 
b7E 

C§< The simple editing oversight by the writer has 
been addressed. In the future a more exacting review of requested 
information will be conducted. 

S ^ î r e t 

2 
NSL VIO-995 



( S ) Gen^xaJ Cm m ci 1 Frnm • 
(U) 

To: 
Re : 
2 78-HQ-C122 y y ib- VIO 

06/14/2006 
778-PD-3 3 854-VIO 

bl 
b2 
b7A 
b7E 

(U) 

(U) 

LEAD(s): 
Set Lead 1: (Action) 

GENERAL COUNSEL 
AT WASHINGTON. DC 

For action deemed appropriate. 
Set Lead 2: (Info) 

COUNTERTERRORISM 

follow. 

AT WASHINGTON. DC 

ITOS II / IHSU, read and clear. No hard copy to 

SÉ/SÇET 

3 

NSL VIO-996 



(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 09/18/2006 

To: 
Counterterrorism 
Inspection 

Attn: SAC, CDC 
Attn: AD 

Attn: Ms. 
Internal Investigative 
Section, Room 11865 

b2 
b6 
b7C 
b7E 

From: General Counsel 
Counterrorism Law Unit/ Il/LX-1 3S100 
Contact : 

Approved By: Thomas. Julie 

neb Drafted By: 

# : ( & ) 278-HQ-C1229736-VIO— CO» 5" 7 Case ID 

Title: (S) 

INTELLIGENCE OVERSIGHT BOARD MATTER, 
IOB 2006-| ~| 

bl 
b2 
b6 
b7A 
b7C 
b7E 

(U) S y n o p s i s : I t is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare a cover 
letter and a letterhead memorandum for the General Counsel and 
the Assistant Director, Inspection Division (INSD), for 
submission to the IOB. Submission of this matter to the OPR 
is a matter within the cognizance of the IIS. 

(U) DerivedTjtEOiir : G-3 
Deçla^sify Onì^QS/18/2016 

( ï ï ) Reference: 278-HQ-C1229736-VIO-1486 

b6 
b7C 

NSL VIO-997 



C^ET 

To 
Re 

SE 

From: General Counsel 
278-KQ-C:229736-V10 >g£ , 09/18/2006 

b2 
b7E 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 6.1. 

Details 
Office 

U) Referenced communication from the Field 
dated 06/14/2006, requested that OGC review 

the facts of the captioned matter and determine whether it 
warrants reporting to the IOB. In our opinion, it does. Our 
analysis follows. 

b2 
b7E 

bl 
b2 
b6 
b7A 
b7C 
b7E 

(X) During the course of the investigation, 
issued a National Security Letter (NSL) pursuant to tlie" 
Electronic Communications Privacy Act, 18 U.S.C. § 2709. That 
statute permits the FBI to request subscriber information and 
telephone toll billing records that are "relevant to an 
authorized investigation to protect against international 
terrorism or clandestine intelligence activities, provided that 
such an investigation of a United States person is .not conducted 
solely on the basis of activities protected by the First 
Amendment to the Constitution of the United States." The NSL, 
dated May 11, 2006, was addressed to| 

However, the number was mistakenly written with 

LS_L 

(U) A "United States person" (USP)is defined in Section 101 (i) of 
the Foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 1801 
et seq.) as "a citizen of the United States [or] an alien lawfully admitted 
for permanent residence (as defined in section 101(a)(20) of the Immigration 
and Naturalization Act) . . . ." See also Section II.W of The Attorney 
General's Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations. 

bl 
b2 
b4 
b6 
b7A 
b7C 
h7D 
bl 
b2 
b6 
b7A 
b7C 
b7E 

SECRET 

NSL VIO-998 



m-

(S) 

(U) 

To: 

SECRET 
b2 

From: General Counsel b7E 
Re: 2 7 8-HQ-CT2 2 9 7 3 6 - V T O , 09/18/2006 

one number changed, so that the NSL was issued for the wrong 
telephone number.3 Records for that telephone number were 
provided by the telephone company to the| Upon receipt ^ 
of t-hp the case agent realized his mistake. The records ^ 
'from 
for 

iere collected and forwarded to FBI Headquarters 
'appropriate action. Further, serials created before the 

mistake was discovered and which referenced the incorrect phone b7D 
number and information have been permanently charged out of the b7E 
FBI's Automated Case Support system. By EC dated 06/14/2006, this 
matter was reported to OGC and the | Division.4 

(U) Section 2.4 of Executive Order (EO) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive. This 
language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection .of the individual rights of U.S. 
persons. Violations of provisions that are essentially 
administrative in nature need not be reported to the IOB. The 
FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon request. 

X Section V.12., Investigative Techniques, of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG) 

3 (U) In order to avoid any further dissemination of this incorrect 
telephone number, the number is not being listed in this document. Since the 
EC approving the NSL and the NSL itself include the incorrect telephone 
number, these documents have been permanently charged out of the FBI's 
Automated Case Support (ACS) system. 

4 (U) See 278-HQ-C1229736-VIO-1486, addressed to OGC. 

s e ^ E T 

3 
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Sif^ET 

<U) 
To: 
Re: 

From: General Counsel 
278-HQ-C1229736-V10j&i , 09/18/2006 

b2 
b7E 

provides that National Security Letters may be issued in 
conformity with statutory requirements, including 18 U.S.C. § 
2709. Title 18, U.S.C. § 2709 provides that the FBI may seek 
subscriber information from telephone carriers that is relevant 
to an authorized national security investigation. Clearly, the 
information obtained by the FBI was not relevant to an authorized 
national' security investigation because there was an error in the 
NSL in transmitting the appropriate telephone number. Thus, the 
FBI received subscriber information concerning a telephone number 
that was not under investigation nor related to an investigation. 
Therefore, the information was improperly collected, although 
unintentionally so, in violation of the NSIG and ECPA. 

(U) Clearly, the rights of the target were not 
infringed because he was not the subject of the improperly 
collected information. It is unknown whether this information 
was gathered about a United States Person or not, inasmuch as 
there has been no review of the information. Nonetheless, based 
on the fact that information which may be about a USP was 
improperly, although inadvertently, collected, and in accordance 
with the reporting requirements of Section 2.4 of E.O. 12863, OGC 
will prepare a cover letter and an memorandum to report this 
matter to the IOB. 

(U) T)^) OGC requests that the Inspection Division retain a 
record of the report of a potential IOB matter for three years, 
together with a copy of this opinion for possible review by the 
Counsel to the IOB. 

SE^t 

4 

NSL VIO-IOOO 



s IT 
b2 
b7E To: From: General Counsel 

Re: 2 7 8-HQ-C12 2 5Ï36-VI0 , 09/18/2006 

LEAD(s): 

Set Lead 1: (ACTION) 

FIELD OFFICE 
b2 
b7E 

(U) For review and action deemed appropriate. 

Set Lead 2: (ACTION) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and Clear. 

Set Lead 3: (ACTION) 

INSPECTION 

AT WASHINGTON, DC 

(U) As provided in the Revised Procedures for the 
Submission of Reports of Potential Intelligence Oversight Board 
(IOB) Matters, retain a record of the report of a potential IOB 
matter for three years for possible review by the Counsel to the 
IOB, together with a copy of the OGC opinion concerning the basis 
for the determination that IOB notification is not required. 

1 -[ b6 
b7C 

5 
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sEfe^ri 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 ' 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board (IOB) Matter, 
Portland Division, IOB Matter 2006-| "| " (U) 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
The Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

SECRET 

RET NSL V I 1 0 0 2 



Mr. Stephen Friedman 

S ^ R E T 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

RET NSL V I 1 0 0 3 



¥ RET 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IFIELD.OFFICE 

IOB MATTER 2006-| |u) 
b2 
b7E 

(S) 

bl 
b2 
b6 
b7A 
b7E 

J During the course of the 
investigation, |issued a National Security Letter (NSL) 
pursuant to the Electronic Communications Privacy Act, 18 U.S.C. 
§ 2709, to a telephone carrier for the telephone subscriber of a 
telephone number intended to be identified as that of the target. 
Instead, one of the numbers within the telephone number was 
incorrectly written; thus, the information returned from the 
carrier was subscriber information of a wholly unrelated 
telephone number. The error was discovered upon receipt of the. 
information, and the subscriber information was not reviewed nor 
used for any investigative purpose. No toll information had been 
sought through the NSL. Despite the inadvertent nature of the 
mistake, the fact remains that subscriber information was 
improperly collected on a telephone number unrelated to an 
investigation. Thus, the matter is being reported to the IOB. 

Deriv̂ sUfperffi: G-3 
DeclassifVxOTk^Q9/18/2016 

( U ) 1 Section V. 12. authorizes use of National Security Letters in 
conformity with 18 U.S.C. § 2709 (relating to subscriber information, toll 
billing records, and electronic communication transactional records). The 
statute requires that information sought is relevant to an authorized national 
security investigation. 

R E T NSL VI01004 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 10/18/2006 

Attn: NSLB 

From: Inspection 
Internal Tnve.qt i aat i ons S p r f - i n n . TPII P n n m - 3 0 4 . 1 

Contact: CRS Ext. 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian 

jis^ 

b2 
b6 
b7C 

(U) 278 -HQ-C1229736-VIO [ Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 24 8 9 
0GC/I0B# 2 006- b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 

Details: 02) 
an EC from 

The 

2 78-HQ-C1229736-VIO Serial 1486 
2 78-HQ-C122 97 36-VIO Serial 1657 

ipternal Investigations Section (IIS) received ft 
I Division dated 06/14/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

NSL VIO-1005 



(Rev. 01-31-2003) 

SE^ET//20311020 
FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE Date : 10/20/2006 

To : Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU, Room 3041 
Contact: CRS Ext. 

b2 
b6 
b7C 
b7E 

Approved By: Miller David Ian< 

Drafted By: 

Case ID #: 

Title: (U) 

(U) 2 63-HQ-0-U - 557 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING#_24 89 
0GC/I0B# 2 0 06- b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(S) DerivèâvJg^om : G-3 
Declas^ify^Ön: 20311020 

(s: Enclosure (s) : ]*&[ 
278-HQ-C1229736-VIO Serial 1486 

( S ) teference : 

bl 
b2 
b7A 
b7E 

278-HQ-C122 9736-VIO Serial 1486 
2 78-HQ-C122 9736-VIO Serial 1657 

Details: (U) Upon review of|_ ] Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

b2 
b7E 

THIS EC IS UNCLASSIFIED WH FROM CLASSIFIED ENCLOSURE, 

SE^RJST//20311020 

NSL VI01006 



U.S. Departmei Â Justice 

Office of the Inspector General 

Washington. D.C. 20530 

DATE: December 5,2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

foipa # 1073946 

.. /* (»y i i 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001296 
Subject: Unidentified, 
FBI No. 263-0-U-557 

b2 
b7E 

m We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

[ | This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

j | This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 
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OIG - INVESTIGATIONS DIVISION Complaint Form OIG NO. 

Received By:| b6 
"b 7 C" 

689-2007-001296-M 

b2 
b7E 

Date Received: 09/28/2006 How Received: A 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc: 
Home: 
Phone: 
Work: 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
Mise : 

Pay Plan: 
EOD Date: 

0 -
Home : 
Phone 
Work: 
Phone 
Confidential : 

ZIP: 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b2 
b6 
b7C 

bl 
b4 
b7D 

Details : 
The FBI provided information regarding a potential IOB matter (263-0-U-557) . 
;s)- The 
teiepnone numoer was mistakenly written with one incorrect d i g i t . A s a result,the NSL was 
issued for the wrong telephone number. Upon receipt of the records, the case agent realized 
the mistake and the data was collected and forwarded to FBI headquarters for appropriate 
action. 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. (dz) 

ALLEGATIONS: 68 9 IOB Violation 
Occurrence Date: 
CITY:! 

TIME: 
State: I | Zip: 

b2 
b7E 

DISPOSITION DATA: Disposition: M Date: 12/01/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 12/01/2006 Component: FBI 
Patriot Act: N 

Sensitive: N 

Civil Riqhts: N 
Whistleblower: n 

Component Number: 2 63-0-U-557 
Consolidated Case Number: 

Remarks: 
12/05/06-Sent to Kaiser/FBI/INSD. Predicating material will be maintained within OIG/INV 
in a secure container. (dz) 

NSL VIO-1008 
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