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To: ngpection From:
“Rey 278-HQ-C1229736-VIO, 07/07/2006
LEAD(s) :

Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: {Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 8/3/2006
To: Attn: CDC |
JTTF Supervisor
Inspection Attn: Internal Investigative Section
Attn: | |Room 11865
From: General Counsel b2

National Security Law -1 38-100 bo
Contact: h7C

Approved By: Thomas Julie F D7E

Drafted By: 'kf

‘Case ID #: (};{ 278-HQ-C1229736-vio— { B4 Y

(IOB) Mattexr 2006- b2

Title: (U) Intelligence Oversifht Board
S?ﬁbbéiSY"MQQ It is the opinion of the Office of the General Counsel
(OGC) that the above referenced matter need not be reported to the
Intelligence Oversight Board (IOB). Our analysis follows.

|:U:| - .Derived Eyom : G-3
Declassj On: X1-25 bl
. b2
Reference: &Y _278-HO-C1229736-VIO Serial 1808 (Pending) n7L
(s) b7E

Adninistrative: (U) This communication contains one or more footmnotes.
To read the footnotes, download and print the document in Corel
WordPerfect. B2

“Detai151““'23(: By electronic communication (EC) da;ﬁd July 7, 2006 and B7E

referenced above, the Division reported to the OGC’s

National Security Law Branch (NSLB) and the Inspection Division this
potential IOB matter.
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... To: Counterterrorism From: Ceneral Counsel

‘Re: - 8 278-HQ-C1229736-VIO, 8/3/2006
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the names, addresses, and lengths of service of the persons or
entities to whom the following telephone numbers were
registered:
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Tc: Counterterrorism From: General Counsel
Re: . . (§) 278-HQ-C1229736-VIO, 8/3/2006

ANALYSIS

(117 I

-

I As required by Executive Order (E.O0.) 12863
(Sept. 13, 1993) and Section 2-56 of the National Foreign
Intelligence Program Manual (NFIPM), OGC was tasked to determine
whether the errors described here are matters that should be reported
to the IOB. We believe that the reported activity requires IOB
notification.

(U) Section 2.4 of E.O0. 12863 mandates that the heads of
Intelligence Community components report all information to the IOB
that it deems necessary to carry out its responsibilities. That
section requires Inspectors General and General Counsel of the
Intelligence Community to report "intelligence activities that they
have reason to believe may be unlawful or contrary to Executive order

~ or Presidential directive." This language has been interpreted to

mandate the reporting of any violation of guidelines or regulations
approved by the Attorney General, in accordance with E.O. 12333, if
such provision was designed in full or in part to protect the
individual rights of a United States person. This includes
vioclations of agency procedures issued under E.0. 12333, unless they
involve purely administrative matters.® For the FBI, OGC submits
reports to the IOB.*

9%) The Attorney General's Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence
Investigations (NSIG) provide that "all lawful investigative
techniques may be used in full investigations." NSIG (Introduction)
at 4. Section 2-56 of the NFIPM identifies as reportable to the ICB
unauthorized investigations, the use of unlawful methods and

- 3“"}34: See EC from Inspection Division to All Divisions; Title:
Revised Procedures for the Submission of Reports of Potential
Intelligence Oversight Board {(IOB) Matters, Case ID # 66F-HQ-A1247863
Serial 172 at 5-6 (2/10/2005). The FBI is required to maintain for
three years records of administrative violations, for possible review
by the Counsel to the IOB, together with a copy of the opinion
concerning the basis for the determination that IOB notification was
not required. Id. at 6.

(e A (% See id. at 4.
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To: Countertexrrorism From: General Counsel

" Rev -¥&) 278-HQ-C1229736-VIO, 8/3/2006

techniques, exceeding the authorized scope of permitted activities,
and failing to adhere to minimization requirements.*®

{(8) In this instance,[:::::::] sought information

relating to four telephone numbers associated with the subject]

Although the service provider produced, in

[ S,

addition to requested subscriber data, additional current subscriber

information beyond that requested in the NSL, the FBI's request was bl
authorized! | The FBI committed no B2
unauthoriz Inivestidative activity, as it took no action with regard h;T
to the additio information produced by the service provider. O0OGC LA
notes thatl has taken steps to advise the provider b7E

concerning its resp ibhilities, and has sequestered the excess
production with the CDC. However, OGC recommends that the
additional records be returned to the service provider or destroyed.

Based on the above, it is the opinion of OGC that this matter need
not be reported to the IOB.

< See also id. at 5, identifying reportable matters as
including: (1) activities believed to be unlawful or contrary to
Executive Orders or Presidential directives; (2) suspected violations
of the Constitution; (3) unauthorized investigations; (4) use of
methods or techniques other than those authorized in the conduct of
preliminary or full investigations; (5) initiating a form of
electronic surveillance or a search without authorization from the
FISC, or failing to terminate an authorized surveillance at the time
prescribed by the Court; and (6) failing to adhere to the
minimization or dissemination requirements specified in a FISC Order.
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) To: Counterterrorism From: General Counsel
e Reee - (R) 278-HQ-C1229736-VIO, 8/3/2006

LEAD(s) :

Set Lead 1: {(Action)

b2
AT | | '

(U) Either destroy or return the excess records that were
not within the scope of the NSL to the service provider, and document
accordingly. Advise NSLB and Inspection Division of the records'
handling.

Set Lead 2: (Discretionary)
COUNTERTERRORISM

AT ITOS1/CONUS 2

(U} For review and action deemed appropriate.
Set Lead 3: (Action)
INSPECTION

AT WASHINGTON, DC

(U} PFor review and action deemed appropriate.
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(Rev. O1-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 09/11/2006
To: General Counsel Attn: NSLB
From: Inspection

Internal Investigations Section. IPU, Room 3041

Contact: CRS | Ext.
Approved By: Miller David IW ﬁé
Drafted By: | f bL7C
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKINGH# 2565 B2
OGC/IOB# 2006 =
Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1508
278-HQ-C1229736-VIO Serial 1594

Details: (U) The Internal Investigations Section (IIS) received i
an EC fromgé::::::::]Division dated 07/07/2006, reporting a L2
possible I error. Based upon a review of the referenced EC it n7E

is the IIS's opinion the incident described therein is indicative
of an administrative issue. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.
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SECR 0310911

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 09/11/2006

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations S ion, IPU, Room 3041 b7
Contact: CRS| | Ext. [ | he
Approved By: Miller David :
b7E
Drafted By: | ﬁ;s

. Case ID #: (U) 263-HQ-0-U - 539 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2565 Y

OGC/IOB# 2006|:| b2

Synopsis: (U) To advise that capticned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

|:U :I DS( Derived From<i G-3
Declasgi On: 310911

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1508

Reference: (U) 278-HQ-C1229736-VIO Serial 1508
278-HQ-C1229736-VIO Serial 1594

Details: (U) Upon review of:: Division's captioned BTE
report of a potential IOB wviolation, IIS did not find the matter '
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 03/18/2005
(319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/13/2006
)
To: Inspection Attn: IIS, Room 11861 bﬁ
General Counsel Attn: NSLB, Room 7975 bo
b7C
From: | | ;
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Case ID #: (S)

Title: (8)
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iU3mngs(m_m,m.wperizEg;ifgg:i::zg} SCG G-3, Jan. 1997
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SEQRET
To: Inspection From; | |

Re: (8) 10/13/2006

LEAD(8) :
Set Lead 1: (Info)
INSPECTION
AT WASHINGTON, DC
(U) For information.
Set Lead 2: (Info)
GENERAT, COUNSEL

AT WASHINGTON, DC

(U) For information.
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U. S. Departme  of Justice

Office of the Inspector General

DATE:

TO:

December 4, 2006

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

FROM:  Glenn G. Powell

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007001276

NN

Subject: TF(Q | oY
| b6
FBI No. 263-0-U-539 b7C
b7k

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all
cases, complainants and witnesses are entitied to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-897
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b7E
IG5 - TNVESTIGATIONS DIVISION - Complaint Form 689-206C7-001276-1
Received By: L6 pate Received: 08/21/2006 How Received: A
b7C
SUBJECT: | ] SSNO:
Title: TTO Pay Plan: D.O.B.:
Compeonent: FBI FOD Date: Alien No.:
Misc: F.B.I.Nc.: 02
Home : B.O.F.No.: T 77
- 0o

Phone: ZIP: D/L No.: .
Work: :Division Of fenses: 689 A

Joint Terrorism Task Force,[__ I b7
Fhono: ZIP:
COMPLAINANT : | | SSNO:
Title: SSA Pay Plan: D.0.B.: T
Component: FBI EOD Date: Alien No.: M
Misc: F.B.I.No.: Do
Home: [ ] B.O.P.No.: b2 b7C
Phone: {) - ZIP: | I B/L No.: h7E 75
Work: ,
Phone: ] ZIP: )
Confidential: Revealed: Authority: none

b1l
| Details: . b2 c
b7E &

tgjslnformation received from the FBI regarding a potential IOB matte

I

ho
On 5/11/06, TFd» Iutilized a National Security letter (NSL) to rcguest 70
communications data regarding one of the targets of the investigation. REAS [

Upon reviewing the results on 6/7/06, 'i‘FO:learned that due to an error made by Lhe bo
communications provider, received data that was not covered in the NSL. As & 7C
result the FBI obtained unauthorized information. B

reports that the unauthorized material was immediately sealed and is being stcrec
within Division Counsel.

It is the opinion of the Office of the General Counsel that this matter need not be reported

to the IOB.
ALLEGATIONS: 689 I0B Violation g
Occurrence Date: 06/07/2006 TIME: :
CI’I‘Y:l | state | Zip: b7E
E '
DISPOSITION DATA: Disposition: M Date: 08/21/2008 Approval: POWELL, GLENN G

i

Referred to Agency: FBRI Date Sent: 12/04/2006 Componert: FBI
Fatriot Act: N Civil Ricghts: N Compoeonent Number: 263-0-U-539
Sensitlive: N Whistleblower: N Consolidated Case Number:

Remarks: D

10B No. 2006|::|

fredicating material contains classified information that will be maintained in a seccure
container within QIG/INV/HQ.

oo
a

It should be noted that TFC [::::::] is the subject of multiple I0B-related complainrts.

12/04/06- Sent to AD Kaiscr FBI/INSD (tap) NSL VIO-898

b
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FEDERAL BUREAU OF INVESTIGATION
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- General Counsel Attn: NSLB, Room 7975
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I : Uil e
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Drafted By: |

Case ID #: (&) 278-HQ-C1229736-VIO — /*’Oéf 5»/‘/
Title: (U) (_TFQ w’( Do
S oiC
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR _
W vl
Synopsié?“&ﬁ To report possible IOB error. b2
o
i[]} e BBY Deri From : G-3 F‘Sp
Dectassify On: X1 DA
p7C
Details: bzg
(s) 1.
bl
S 2.
(8) he
Ty - e
o - {&) 3. Possible 10B Error: b7A
BL7C
(8) b1
e , ,
b v '(§{ 4. Description of IOB Error
02 (g) I
04
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spefer

b2
. To:  Ins ection From: I:I NI E

Re:" 278-HQ-C1229736-VIO, 07/07/2006 -
':S:' T At a later
—UaTE WI1Ler was made aware that Chis 18 an over collection of records £l
and that the results needed to be sequestered by the coe, b2
N
WA

[ | Ti.cse records were turned over to CDC [ on G
06/20/2006. The records for the time period requested in the origina]b,-,p
NSL were printed off the CD-Rom and placed in a 1-A envelope. k7l(:
1 C

e >€ Two serials were generated as a result of the "over b7
collected" records. Both serials were permanently charged out of ACS.

(s
requestilg rransactional records rrom Lhe date of inception through
the time of service. The charged out serials will be replaced in the
case file with new serials using the newly obtained results.
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To: Inspection From:
Re:~ (&) 278-HQ-C1l229736-VIO, 07/07/2006

LEAD(8)
get Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U} For action deemed appropriate.
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SECRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 8/7/2006

JTTF Supervisor

Inspection Attn: Internal Investigative Section
Attn: | ] Room 11865
b2
From: General Counsel | hE
National ‘m__mémmmm_as—loo “7
Contact: O/
' b7E
Approved By: Thomas Julie@
I
Drafted By: | Ekf

Case ID #: &{ 278-HQ-C1229736-VI0o — {593

Title: (U) Intelligence Oversight Board bz
(IOB) Matter 20061:| '
Synopsis: (3{ It is the opinion of the Office of the General Counsel
(OGC) that the above referenced matter need not be reported to the
Intelligence Oversight Board (IOB). Our analysis follows.

ol % Dem:.-zs R

b2

(U peferendai M 278 -HO- - i Pending) b7A
(s) p7E

Administrative: (U) This communication contains one or more footnotes.
To read the footnotes, download and print the document in Corel
WordPerfect.

() Details: }B<)< By electronic communication (EC) dated July 7, 2006 and

referenced above, thel Division| |reported to the OGC’'s
National Security Law Branc SLB) and the Inspection Division this

potential IOB matter. 5%

™
|9

e

01GIDOJ REVIEW: Aﬁ 4,;

FBI INVESTIGATI O /T 07C
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SECRET

_ To: Counterterrorism From: General Counsel
Re: (%) 278-HQ-C1229736-VIO, 8/7/2006

BACKGROUND

— @]

sy

Dl
b2
b4
b6
DTA
b7 3

b7E

"1

B N o N e

oUW oC ooU
~3 =
R !

) -

ANALYSIS

-~ PR} As required by Executive Order (E.O.) 12863
(Sept. 13, 1993) and Section 2-56 of the National Foreign
Intelligence Program Manual {(NFIPM), OGC was tasked to determine
whether the errors described here are matters that should be reported

to the IOB. We believe that the reported activity does not require
IOB notification.

(U) Section 2.4 of E.O. 12863 mandates that the heads of
Intelligence Community components report all information to the IOB
that it deems necessary to carry out its responsibilities. That
section requires Inspectors General and General Counsel of the
Intelligence Community to report "intelligence activities that they
have reason to believe may be unlawful or contrary to Executive order
or Presidential directive." This language has been interpreted to
mandate the reporting of any viclation of guidelines or regulations

/SXCRET
2
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SECRET
To: Counterterrorism From: General Counsel
im - Re e &Q 278-HQ-C1229736-VIO, 8/7/2006

C) approved by the Attorney General, in accordance with E.O. 12333, if
such provision was designed in full or in part to protect the
individual rights of a United States person. This includes
violations of agency procedures issued under E.O. 12333, unless they
involve purely administrative matters.' For the FBI, OGC submits
reports to the IOB.?

m-

o The Attorney General's Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence
Investigations {(NSIG) provide that "all lawful investigative
techniques may be used in full investigations.® NSIG (Introduction)
at 4. Section 2-56 of the NFIPM identifies as reportable to the IOB
unauthorized investigations, the use of unlawful methods and
techniques, exceeding the authorized scope of permitted activities,
and failing to adhere to minimization requirements.?

(S) 1In this instance,::] sought information bl

relating to an e-mail address associated with the subject:: o
[;:;::;:j;::::;L and obtained data for a period greater than requested BIA
ut sti within the scope of an authorized investigation. Thus, the m
investigative technique was authorized for purposes of E.O. 12333 and bVE

this need not be reported to the IOB pursuant to E.O0. 12863,

-
(%] See EC from Inspection Division to All Divisions; Title:

Revised Procedures for the Submission of Reports of Potential
Intelligence Oversight Board (IOB) Matters, Case ID # 66F-HQ-A1247863
Serial 172 at 5-6 (2/10/2005). The FBI is required to maintain for
three years records of administrative violations, for possible review
by the Counsel to the IOB, together with a copy of the opinion
concerning the basis for the determination that IOB notification was
not required. Id. at 6.

- -
238 See id. at 4.

“““~)8{ See also id. at 5, identifying reportable matters as
including: (1) activities believed to be unlawful or contrary to
Executive Orders or Presidential directives; (2} suspected violations
of the Constitution; (3) unauthorized investigations; (4) use of
methods or techniques other than those authorized in the conduct of
preliminary or full investigations; (5) initiating a form of
electronic surveillance or a search without authorization from the
FISC, or failing to terminate an authorized surveillance at the time
prescribed by the Court; and (6) failing to adhere to the
minimization or dissemination requirements specified in a FISC Order.

SPRRET
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SECYET

To: Counterterrorism From: General Counsel

- -Re:. {ﬁé 278-HQ-C1229736-VIO, 8/7/2006

LEAD (8) :
Set Lead 1: (Discretionary)

L | b2

—

AT}

(U) For review and action deemed appropriate.
Set Lead 2: (Discretionary)
COUNTERTERRORISM
AT ITOS1/CONUS 2
(U} For review and action deemed appropriate.
Set Lead 3: (Action)
INSPECTION

AT WASHINGTON, DC

{(U) As provided in the Revised Procedures for the
Submission of Reports of Potential Intelligence Oversight
Board (IOB) Matters, retain a record of the report of a
potential IOB matter for three years for possible review by
the Counsel to the IOB, together with a copy of the OGC
opinion concerning the basis for the determination that IOB
notification is not regquired.

124
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 09/11/2006
To: General Ccunsel Attn: NSLB

From: Inspection

Internal Investigations Section, IPU, _Room 3041
Contact: CRSl | Ext . _

Approved By: Miller David %5?41 gé
Drafted By: | kL&, biC
Casge ID #: (U) 278-HQ-C1229736-VIO {Pending)

Title: (U) INTELLIGENCE OVERSIGHT BCARD MATTER

INSD/IIS TRACKING# 2566

OGC/ICB# 2006 |

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

vy
loy4

Reference: (U) 278-HQ-C1229736-VIO Serial 15089
278-HQ-C1229736-VIO Serial 1593

Details: U) The Internal Investigations Section (IIS) received
an BEC from Division dated 07/07/2006, reporting a ho
possible IOB error. Based upon a review of the referenced EC it hTE

is the IIS's opinion the incident described therein is indicative
of an administrative issue. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*
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(Rev. 01-31-2003)
SECRE 310911

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 09/11/2006

To: Attn: SAC (Persocnal Attention)

From: Inspection

Internal Investigations Secrion  IPU, Room 3041 w2
Contact: CRSr BExt. fels)
. . L7C
Approved By: Miller David b7E

Drafted By: |7 b&ﬁ“)

~“Case ID #: (U)  263-HQ-0-U - 540 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRAC b2
OGC/IOB# 2006

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

() - WEgQWM.W. éggigéa:jhgﬁiiz::éQB
D assify On: 310911

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1509

Reference: (U) 278-HQ-C1229736-VIO Serial 1509
278-HQ-C1229736-VIO Serial 1593

Details: (U) Upon review of :Division's captioned
report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 03/18/2005
(319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

"

SECRET/ 10911

NSL VIO-907



U. S. Departme  of Justice

Office of the Inspector General

DATE: November 30, 2006

TO:

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Jpvestigation

ecler: w () g

FROM: Glenn G. Powell

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007001248

.

Subject: TFO| | b2
bo
0. U-U-540 b7C

We consider this a management matter. The information is being provided to you b7E
for whatever action you deem appropriate in accordance with your agency's policy

and regulations.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protectien from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-908



CIG - INVESTIGATIONS DIVISTON - Complaint Form 0O1G NO. 689-2C07-001246-M
T RS REAN PR R e e

keceived By:| | 26 pate Received: 08/21/2006 How Received: 7
o}

e
SUBJECT: | SSNO:
Title: TEO Pay Plan: D.O.B.:
Component: FBI EOD Date: Alien No.: 2
Misc: F.B.I.No.: bhé
ﬁpxr.e: B.O.TP.NO.: aele
Friore: ZIF: D/L No.: -
Work: :Division Offenses: 608 b7E
Joint Terrorism Task Force, | |
Prone: ZI1P:
COMPLATNANT:' | SSNO:
Title: SSA Pay Plan: D.0.B.:
Component: FBI EOD Date: Alien No.: N
Misc: , F.B.I.No.: A
Bome: | | B.O.P.No.: 0o
Shone: () - ZIP: D/L No.: n7C
Work: , 3 -
S H
Fhone: | I 7IP: ' DTy
Cenfidential: Revealed: Authority: none bl
S
Details: b6
':S:I:Information received from the FBI regarding a potential IOB matter. oC
; L7E
02
Upon reviewing the data preovided by the communication vi TEO learned that i‘.he
included information that was not covered in the NSL. subsegient Iy sealed the o
unauthorized material. b7C
- i ini i : . L7E
Tt is the opinion of the Office of the General Counsel that this matter need nct be reportec
to the IOB.
ALLEGATIONS: 689 IOB Violation o)
Occurrence Date: 03/16/2006 TIME: ‘:‘
C1TY State:l I Zip: DL7E
“ ¥
DISPOSITION DATA: Disposition: M Date: 08/21/2006 Apprcval: POWELL, GLENN G
PaTad
4}
Referred to Agency: FBRI Date Sent: 11/30/2006 Component: FBI
Patriot Act: N Civil Riahts: N Component Number: 263-0-U-540
Sensitvive: N Whistleblower: n Consolidated Case Number:
Remarks: b2
I0B No. 2006D
TFO | _lis associated with two other IOB-related complaints.m (See 0IG #s

2066-009161 & 2007-001245)

Fredicating material cortains classified information that will be stored in a secure L7C
container within OIG/1NV/HQ.

J1/30/06- Sent to AD Kaiser FBI/INSD (tap) NSL VIO-909
Page 1 of 1 Printed 11/29/2006 3:52:5h



SE%E’\I‘

FEDERAL BUREAU OF INVESTIGATION

{oV4

M’
Precedence: ROUTINE Date: 02/27/2006
To: Inspection Attn: IIS
General Cnounsel Attn: NSLB
Attn: SA
From: -
Contact: TFO b2
b6
Approved By: 70
bTE
Drafted By: kg
Case ID #: (8) b2 p1
w - BR) _278-HO-C1220736-VIO (Pendintlen i 5.1 | b7E p2
(s) R -
LT7A
- --Titles- {8{  INTELLIGENCE OVERSIGHT BOARD (10B 2 bTE
TFO P
ssa ke
| PIVISION b7C
o . ' . b7E
U~ gynopsisg: ‘(ZQ"( Report possible Intelligence Oversight Board
(I0B) violation.
(3 Derived From-g I 8CG G-3, Jan. 1997 bi
|:U:| T Declassify omt /2772016 o
TR
Reference: (S) U,f,:l_} bl
i E
‘ o b2
bt Details: (U) e Case Agent is Joint Terrorism Task Force b6
h7¢ Officer (TFO)L | 572
o p7C
L7E
{m ﬁ( The subject is a U.S. person.
(s) Bl
be
b7A

SCW 8/74 /04 Ker b7C
CRS | 0‘?,/07?06 a

)]

oo

o
7

IS
\

-~ ! o \ . r: ’,'
/1o NSL VIO-918.'0 3~ -\L » H42

Mm e AT fewo



=

bl
b2
o]9)
b7A
b7C
b7E

(s)]

bl
b2
b6
b7A
b7C
b7E

(s) [

ey |

SEC}{ET

NSL VIO-911



a8y

SESRET

NSL VIO-912

oo
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SECRET

LEAD (8) :
Set Lead 1: (Info)
INSPECTION

AT WASHINGTON, DC

>§)":U:' For information.
Set Lead 2: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

(- . s
@{ For information.

+*

NSL VIO-913



SE%BET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/20/2006¢
To: Attn: cnC| |
OUlLEILerrorlism Attn: ITOS I/CONUS I1I
ucC l
T/ |
-\l l
Inspection Attn: IIS,

From: General Counsel
National Securitv Taw Rranch/CTIIT T/IV 1 20 197
Contact: UC

Approved By: _Thomas nlie F

Drafted By: M:mml o ¥§
(M case 1o #+ (}(\ 278-HQ-C1229736-VIO < (Pending)
Title: (U) Intelligence Oversight Board 0o

IOB Matter 2006~|:]

Synopgis: - & It is the opinion of the Office of the General
Counsel that the above referenced matter must be reported to the
Intelligence Oversight Board (IOB). Our analysis follows.

M Declas onx 3/17/2031 ol

10y
| P4

b7E

[ { IR

Reference: (8)

m’“““”DétaiIS{W1 ectronic communication (FC)dated February 27,
2006, the Field Office reported to the

Inspection Division and the Office of General Counsel (OGC) this
potential IOB matter.

(sy/

02
b6
biC
b7E

b2

bl
b2
be
b4
b7C
b7E

SE/égET
DATE: // L

1) b7C

0IG/DOJ REVIEW:
FP! IMVTSTIGATIO

1y ™

:5/u0d INVESTIGATION: - NSL VIO-914 4380~ (2 1 {. S




(10}

bl
o, 18)
b7C

SQXQET

'“TQ3‘| |From: General Counsel b7E
Re: 278-HQ-C1229736-VIO, 03/20/2006

sy
bl
b2
b
cbo
b7C
D7D
b7E
“’“\hﬁg;The mistaken toll records were sealed bv o
ief Division Counsel (CDC) 44|on oi
February 16, 2005 and are securely maintained in the 'S nh2
" office. ‘The| ~ - lrespensive. -EC did b6
not referenCé the incorrect telephone number that was provided on .
CD-ROM, and has not been charged out of ACS. The incorrect toll biA
recordas were not uploaded into FBI databases, including[ﬁ J piIC
b7E

I8¢ As required by Executive Order (E.O.) 12863 (Sept.
i3, 1993) and Section 2-56 of the National Foreign Intelligence
Program Manual (NFIPM), OGC was tasked to determine whether or

not the matter descrlbed herein should be reported to IOB. We

believe the reported activity requires notification.

a§) Section 2.4 of E.O. 12863 mandates that the heads
of Intelllgence Community components report all information to
the IOB that it deems necessary to carry out its
responsibilities. That section requires the Inspectors General
and General Counsel of the Intelligence Community to report
"intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive". This language has been interpreted to mandate the
reporting of any violation of guidelines or regulations, approved
by the Attorney General, in accordance with E.O. 12333, if such
provision was designed in full or in part to protect the

sﬁ&RE'r
2

NSL VIO-915



-

)

Sﬁ?&ET -

~To: | |From: General Counsel b7E
Re: 278-HQ-C1229736-VIO, 03/20/2006

individual rights of a United States person. This includes
violations of agency procedures issued under E.OQ. 12333, unless
they involve purely administrative matters. For the FBI, the
Office of the General Counsel (OGC) submits reports to the IOB.

(8 The Attorney General Guidelines for FBI Foreign
Intelllgence Collection and Foreign Counterintelligence
Investigations (NSIG) provide that "all lawful investigative
techniques may be used in full investigations." Section 2-56 of
the NFIPM identifies as reportable to the IOB unauthorized
investigations, the use of unlawful methods and techniques,
exceeding the authorized scope of permitted activities, and

failing to adhere to minimization requirewents.

iU}“::%%;:In.this instance OGC is remired to report the
potential IOB érror& in accordance with
E.O0. 12863 and Section 2-56 of the NFIPM, because investigative
results were obtained on a presumed USPER who was not the subject
of the request for subscriber information and toll records.

()l

s Y OGC is required to report this matter to the IOB in
accordance with E.O. 12863 and Section 2-56 of the NFIPM. OGC
will prepare and deliver the required correspondence.

3

NSL VIO-916



si’.)tRET

b2
Lot | From: General Counsel B7E
Rev | 278-HQ-C1229736-VIO, 03/20/2006 T

LEAD(8) :

Set Lead 1: (Info)

21| | orE

(U) Read and clear.

Set Lead 2: (Discretionary)
COUNTERTERRORISM
AT LIBERTY CROSSING ONE, WASHINGTON, DC
(U) For review and action deemed appropriate.
Set Lead 3: (Discretionary)
INSPECTION

AT WASHINGTON, DC

(U) For review and action deemed appropriate.

*

S#EQET
4

NSL VIO-917



March 2!, 2006

BY COURIER
Mr. Stephen Friedman
Chairman
Intelligence Oversight Board
New Executive Office Building
Washington, DC
Dr. Mr. Friedman:
b2
Enclosed for your information is a self-explanatory b7E
letterhead memorandum (IHM), entitled "Intelligence Oversight
Board (IOB) Matter, DIVISION, IOB Matter 2006 (U)

The LHM sets forth details of investigative activity which
the FBI has determined was conducted contrary to the Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection, and /or laws, Executive Orders,
or Presidential Directives that govern FBI foreign

counterintelligence and international terrorism investigations.
(U)

Enclosures

1l - Ms. Julie F., Thomas n2
1 - T b6
1 - Z78-HQ-C1Z229736-Vi0 -  * = - B7C
1 - Inspection (IOB 2006~|:|

Unclassifie en detached
from classified document.

Deri from: G-3
Declassi n: X1

NSL VIO-918



Should you or any member of your staff require additional
information concerning this matter, or oral briefing will be
arranged for ycu at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
US Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
US Department of Justice
Room 6150

NSL VIO-919



(3]

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
CLEVELAND DIVISION
IOB MATTER 2006

Bureau of Investigation's]|

JDivision

d this potential IOE matter involving

unauthorized receipt™st—ta

communications carr

ier

hone toll records from the

D (V)

181

(e

(U)

OGC has referred this matter or the FRI's Inspection

Division for action deemed appropriate. (W

NSL VIO-920

b4
h7D
b7E

bl
b2
b6
b7A
L7C
b7E

b7A
b7C
b7D

nZ
bé

[SYFAN
L7 C
b7E



(Rev. 01-31-2003)

Precedence: ROUTINE Date: 09/11/2006
To: General Counsel Attn: NSLB
From: Inspection
Internal Inv ] i i IPU, Room 3041
Contact: CRS Ext. |_—__| .
Approved By: Miller David W bhé
7

ks o
Drafted By: |

Case ID #: (U} 278-HQ-C1229736-VIO (Pending)

Title: (Ul INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2684 o
OGC/IOB# 2006

Synopsis: (U) To report a potential Intelligence Oversight BRoard
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB}.

Reference: (U) 278-HQ-C1229736-VIO Serial 1221
278-HQ-C1229736-VIO Serial 1279

Details: (U) The Internal Investigations Section (IIS) received

an EC from [ Division dated 02/27/2006, reporting a

possible IOB error. Based upon a review of the referenced EC it

is the I1S's opinion the incident described therein is an LA
administrative issue. Therefore, no internal investigation will bj’_‘
be conducted by the IIS and this matter is being relegated to the D7E
NSLB for whatever action they deem appropriate.

*

NSL VIO-921



(Rev. i+i-31-2003) &g
SE /720310911
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/11/2006
To: [__ J Attn: SAC (Personal Attention)
From: Inspection
Internal Investigations Section, IPU, Room 3041 b2
Contact: CRS Ext. [~ | né
e
Approved By: Miller David W Q'wf
2 f R
Drafted By: kas
Case ID #: (U} 263-HQ-0-U - JJQJ(Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 4 b2

OGC/IOB# 2006

Synopsgig: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

(U]“%WM(>Q“_mmwperive From : G-3
Declassj On: 20310911

Enclosure(s) : {(U) 278-HQ-C1229736-~VIO Serial 1221

Reference: (U) 278-HQ-C1229736-VIO Serial 1221

278-HQ-C1229736-VIO Serial 1279 o

Details: (U) Upon review of |Division's captioned L7E
report of a potential IOB vioIlation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 03/18/2005
(319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WHEﬁ>€?pARATED FROM CLASSIFIED ENCLOSURE.

1 24

szcé;;;;fﬁggggél

NSL VIO-922



U. S. Departm. . of Justice

Office of the Inspector General

DATE: November 30, 2006

TO:

Kenneth W, Kaiser

Assistant Director

Inspection Division

Federal Bureau pfnvestigation

-
» £ N . _f i,d
(" £ f g § K

: d
Wi Lo A 4

FROM: Glenn G. Powell

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complai 45
Subject: TFO D2

NN

| = | b6
FBI No. 263-0-U-542 b7C
nTH

RSP

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-923



CIG - INVESTIGATIONS DIVISION - Complaint Form iG NO.1 |689—2007—001245—M
| A

Received By: b6 Date Received: 08/21/2006 How Received: A
L7C

SUBJECT: SSNQ:

Title: TFO Pay Plan: D.0.B.:

Component: FBI FEOD Date: Alien No.: je )

Misgo: F.B.I.No.: né

Heme: B.0O.P.No.: .

. 7
Phone; ZiP: D/L No.: o
Work: |Djvision Offenses: 689 Jol B

“Joont Terrcrism Task Force, I

Phone: Z2IP:
COMPLATINANT: SSNO:
Title: SSA Pay Plan: D.OC.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home : | I B.O.P.No.: 0
Phone: {) - ZIP: D/L No.: 06
Work: , .
Phone: I I ZIP: e
Confidential: Revealed: Authority: none h7E
P R

Details: ol

. . . . b2
(53 Information received from the FBI regarding a potential IOB matter. b7 E—

In furtherance of the FI, Task Force Officer (TFO)I kequested toll information

from a communications provider.

b6
Npon review of the toll records, TEO [:;::::]noted that the data was not for the target h70
n.mper requested,. TFO[:::::::]immediate y sealed the unauthorized infcrmaticn. )

It is the opinion of the Office of the General Counsel that this matter must be reported to
the TOB.

—
ALLEGATIONS: 689 1IOB Violation
Occurrence Date: 02/16/2005 TIME: b2
CITY: | State: Zip: 7E
CISPOSITION DATA: Disposition: M Date: 11/29/2006 Approval: POWELL, q;ENN G
Referred to Agency: FBI Date Sent: 11/30/2006 Component: FBI
Palriot Act: N Civil Rights: N Component Number: 263-0-0-542
Sensitive: N Whistleblower: N Consolidated Case Number:
Remarks:
IOR No. 20064
TFOI is assoclated with one other IOB-related compliaini regarding the receipl I N
of Uunauthor:ized communications data. (See OIG #2006-009161) b2z
bt
Predicating material contains classified information that will be stored in a secure Te
contalner within OIG/INV/HQ. i

i1/30/06- Sent to AD Kaiser FBI/INSD (tap) l

NSL VIO-924

Yage 1 of 1 . Printed 11/29/20806 3:18:03



(Rev. 01-31-2003)

}K{:RET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/15/2005
To: Inspection Attn: IIS
General Counsel Attn: NSILB
From:
Squad 1
Contact:
jo¥
Approved By: b6
b7C
\ nTE
Drafted By: akl o
ojg .
i Case ID #: (U) 278—HQ—C1229736-VIO*1 ending)
Tltle.'“C¥( POTENTIAL INTELLIGENCE OVERSIGHT BOARD (IOB)
SA I N
A/.._ SA A

) o ) .
Synopsig: - I8 To advise FBIHQ of a potential IOB matter.

(- "i}&zrmuwﬂumnerivigxgiom s G-3 ?}
i i~

Decla On: X1 oz
inmmru_w B

Details: >< On December 8, 2005, FBI] yorre sa[___1] b7A
disCovered a potential IOB violation regarding the issuance '
iSJ Of two (2) National Securitv letters (NST.al

/
Qe ~ 38 On December 8 and 9, 2005, SAE;:::]extensively b;

researched available hard cover case files and computer databases D6

to ensure the validity of the pot‘n:;_]__a,J__:cJ_QJ_,a._t:.J..Qn___I On De b7C
12, 2005, FBIE:ﬁJTTF A/SSA and SAi | BTE
| 4

brought the matter to the attentidm of LULL

(s}

[OJONRS
~1 B 2

e

. SE@XET

Scllusec U1

-3
(!

NSL VIO-925
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SE8>€& bo

To: Inspection From: | o7E
Re: (u) 278-HQ-C1229736-VIO, 12/15/2005

bl

{5)

(s)] | b1

~
s

b7A
b7E

)

bl
b2
bo
b7C
bh7E

(8)

T oU
=] =3 N
= )

SE?R«ET
2

NSL VIO-926



(- -

SEM

To: Inspection From: b%E}'
Re: (U) 278-HQ-C1l2297%5-vIU,TIZ/15/2005

LEAD (8) :
Set Lead 1: (Discretionary)
INSPECTION

AT WASHINGTON, DC

§< For action as deemed appropriate.
Set Lead 2: (Discretionary)

GENERAL COUNSEL

AT WASHINGTON, DC

- - I8y For action as deemed appropriate.

SE;‘?T
3

NSL VIO-927
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FEDERAL BUREAU OF INVESTIGATION

Precedence: RQUTINE Date: 04/24/200¢

To: Inspection Attn: Ms. IIS

Counte rorism AD
I SAC, CDC

From: Genersl Counsel

Counterterrorism T.aw Undr TT/1x-1 33100 b%
Contact: bé
LiC
Approved By: Thomas Julie F / h7E
Drafted By: jfb%ﬁﬁ&vx;:-

e (L 54
Case ID #: ~}X] 278-HQ-C1229736-VIO~"(Pending)

fuﬁ'Titlee"“mgii SAI__ | Pﬁ
A/SSA 06
INTELLTGENCE OVERSIGHT BOARD MATTER 07C
IOB 2006-

‘m'””“synépsisr““CS( It is the opinion of the Office of the General
Counsel (OGC) that this matter should be reported to the Intelligence
Oversight Board (IOB). OGC will prepare and deliver the necessary
correspondence to the IO0B.

(U) Der;;iz;;fgg_é:::—B
Decla Yy On: 1

(Ujm"muwwwwnm
Reference:  (f) 278-HQ-C1229736-VIO Serial 1099
Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the document in

Corel WordPerfect.

OIG/DOJ REVI b6
FBI INVESTIGATIO b7C
0IG/DOJ INVESTIGATIO

NSL VIO-928



[LUUEE

suCher

To: Inspection From: General Counsel

Reé: I8y 278-HQ-C1229736-VIO, 04/24/2006

Details: (S)I

(T}

(&) Section 2.4 of Executive Order (EC) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB concerning intelligence activities
that they have reason to believe may be unlawful or contrary to
Executive order or Presidential directive. This language was
adopted verbatim from EO 12334, dated 12/04/1981, when the IOB was
known as the President’s Intelligence Oversight Board (PIOB). By
longstanding agreement between the FBI and the IOB (and its
predecessor, the PIOB), this language has been interpreted to
mandate the reporting of any violation of a provision of the NSIG,
or other guidelines or regulations approved by the Attorney General
in accordance with EO 12333, dated 12/04/1981, if such provision
was designed in full or in part to ensure the protection of the
individual rights of U.S. persons. Violations of provisions that
are essentially administrative in nature need not be reported to
the IOB. The FBI is required, however, to maintain records of such

bZ

e & )é( EC from thel Division, dated 12/15/2005 and titled b6
"Potential Intelligence Oversight Board (IOB) Matter; SAl A/ssa bC

|(hereinafter cited as[______Fc"). bTE

“W“WQMW)Ei A "United States person" is defined in Section 101{i) of the
Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. Section
1801 et. seqg.) as "a citizen of the United States, an alien lawfully admitted
for permanent residence (as defined in Section 101 (a) (20) of the Immigration
and Naturalization Act) . . . . " See also Section I.C. of the Attorney
General’s Guidelines for FBI National Security Investigations and Foreign
Intelligence Collection.

S}GRET
2

NSL VIO-929
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SESRET

To: Inspection From: General Counsel
Re:r- ST 278-HQ-C1229736-VIO,04/24/2006

administrative violations so that the Counsel to the IOB may review
them upon request.

syl \ o

(8
(s { —
b1
(S) ol
(s) o
i
b7

SEERET

3 NSL VIO-930



SEXRET

(-, To: Inspection From: General Counsel
Re: 278-HQ-C1229736-VI0,04/24/2006
(S) A review of all facts relevant to the inciden GC bl
to conclude that serving two National Security Letters b2
[ lwas a violation of the NSIG. | BTE
|

! In this case,

Ithe National Security Letters were
issued without proper authorization. Since the National Security
Letters were issued without authority, needs to sequester
the results and issue new ones.

(SZI
bl

seixer

4 NSL VIO-931



SESRET

To: 1Ins ection From: General Counsel

278-HQ-C1229736-VIO,04/24/2006

LEAD (s)
Set Lead 1: (Action)
INSPECTION
AT TIIS
(U) For action deemed appropriate.
Set Lead 2: (Info)
COUNTERTERRORISM

AT WASHINGTON, D.C.

(U) Please read and clear.

Set Lead 3: (Action)

~3 DO

oo
£

AT | |

(U) Sequester results of National Security Letters
dated 11/15/05 and 11/16/05 and reissue new National Security
Letters.

*

SE¢7¢T
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Mr. Stephen Friedman, Chairman
Intelligence Oversight Board
Room 50209

New Executive Office Building
725th Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory

memorandum, entitled "Intelligence Oversight Board (IOB) Matter,

Division, IOB Matter 2006 " (U)

This memorandum sets forth details of investigative activity

which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence

Collection and Foreign Counterintelligence Investigations and/or

laws, Executive Orders, or Presidential Directives which govern

FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Inspection Division. (U)

Enclosure UNCLASSWIEDWHEN

DETACHEDXROM
CLASSIFIED ENCLOSURE

1 - Mr. Hulon oo
1-278-HQ-C1229736-VIO =« _

1 - Inspection Division (I10B 2004
1

Declasgify orx X25-1

NSL VIO-933



Should you or any member of your staff require additional information concerning this
matter, an oral briefing will be arranged for you at your convenience, (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attormey General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

NSL VIO-934
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INTELLIGENCE _QUERSTIGHT BOARD (IOB) MATTER o
DIVISION )
IOB MATTER 2006{ __ |U) b7E

bl
b2
b7E

Derived
Declassi
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(Rev. 01-31-2003)

FEDERAL BUREAU OF |NVE§T|GAT|ON

Precedence: ROUTINE Date: 10/18/2006
To: General Counsel Attn: NSLB
From: Inspection

Internal Investi j i IPU, Room 3041

Contact: CRS EXt.

. . b2

Approved By: Miller David Ian e
Drafted By: | ly@% b7C

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 1601 o
OGC/IOB# 2006

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (1) 278-HQ-C1229736-~VIO Serial 1099
278-HQ-C1229736-VIO Serial 1654

Details: U) The Internal Investigations Section (IIS) received

an EC from Division dated 12/15/2005, reporting a

possible IOB &rTor. Based upon a review of the referenced EC it DZ
is the IIS's opinion the incident described therein is indicative K©h7E
of a performance issue. Therefore, no internal investigation

will be conducted by the IIS and this matter is being relegated

to the NSLB for whatever action they deem appropriate.

*

NSL VIO-937



(Rev. 01-31-2003)
SE 311020

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/20/2006

To: Attn: SAC (Personal Attention)

From: Inspection

Internal Invegtigationg Secti IPU, Room 3041 b2
Contact: CRS I_q__i&] Ext. [ | bé
Approved By: Miller David Ia%%%tk g?g
Drafted By: ﬂgg -
v/base ID #: (U) 263-HQ-0-U - 545 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING# 1601 52
OGC/IOB# 2006+

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

e (%) . Derived s G-3
e Declasgify Oms._20311020

Enclosure(s): (U) 278-HQ-C1229736-VIQ Serial 1099

Reference: (U) 278-HQ-C1229736-VIO Serial 1099
278-HQ-C1229736-VIO Serial 1654

<
J

T C
<310

Details: (U) Upon review of::lDivision's captioned report
of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

rr

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter 1s left to the discretion of the division. 1IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/0GC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WH ARATED FROM CLASSIFIED ENCLOSURE.

*
s*awzo

NSL VIO-S38



US. Departmer  f Justice

Office of the Inspector General

DATE: November 30, 2006

TO: Kenneth W. Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation
5 Pt A x‘f i Z
FROM: Glenn G. Powell
Special Agent in Charge

Investigations Division

SUBJECT: OIG Complaint No. 2007001235
Subject: Unidentified

b2
b7E

i

FBI No. 263-0-U-545

- We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

]

This complaint will be investigated by the OIG.

[]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-939
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bR
OIG - 1WVESTIGATIONS DIVISION - Complaint Form 0IG NO.: 689-2007-001235-M
Received By: PUSKAS, STACEY T Date Received: 09/27/2006 How Received: A
SUBJECT: Unidentitied, FBI SSNO:
Title: UNID Pay Plan: D.C.B.:
Component: FBI ECD Date: Alien No.:
Misc: F.B.I.No.:
Home : B.O.P.No.:
Phone: ZIP: D/L No.:
Work: Offenses: 689
Phone: Z1P:
COMPLAINANT:I SSNO:
Title: ATTY Pay Plan: D.O.B.:
Component : FBI EOD Date: Alien No.: "o
Misc: F.B.I.No.: e
Home: | | B.0.P.No.: b6
Phone: () - ZIP:| | D/L No.: b7C
Work: , ,
Phone: | | ZIP: . bl
Contidential: Revealed: Authority: none =
b2
Details: "o b7k
The FBI provided information regarding a potential IOB matter (2006] I
(S)
On 11/15/05 and 11/16/05 two NSLs were issued to financial institutions and responsive
records were received; however, the results had to be sequestered.
(&) bl
| B2 !
FBI/0GC determined that this matter should be reported to the IOB. N7
R — DOV [ L ix
ALLEGATIONS: 6839 IOB Violation

Occur . 11/15/2005 TIME: b2
CITY: State: hTE Zip:
| =~ ) |
DISPOSITION DATA: Disposition: M Date: 08/27/2006 Approval: POWELL, GLENN G
i~

Referred to Agency: Date Sent: Component: FBI
Patriot Act: N Civil Rights: N Component Number: 263-0-U-545
Sensitive: N Whistleblower: N Consolidated Case Number:

Remarks:

a secure container at OIG/INV/HQ.

11/29/06: Predicating material contains classitied intormation which will be maintained in

(stp)

Page 1 of 1

Printed 11/25/2006 1:12:186



{Rev. ui-31.2003)

LI/
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CRS

_Details: (S| o7

s;;?hgr

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 04/18/2006
To: vInspection “Attn: IIS
General Counsel Attn: NSLB
Counterintelligence Attn: SSA I
CD-1A
From: J b2z
Squad -1 bé
Contect: SA A T
I

Approve ‘
E?r—

' farToe

> 7

Drafted By:

Case ID #: ]) 278-HQ-C1229736-VIO — |17

‘Titief”“>xﬂ A/TSAI H b
SA 7
b

Syﬁéﬁéié':""'~-(X) Report of potential Intelligence Oversight Board
(IOB) Matter.

() - —Derived : G-3
':U:I ¥ DECMI bl

}()‘ 1 bl

b2

i o

b7A

(g) |

o]
~1 o

loJNel
@

NSL VIO-941



SEPRET
To: Inspection From: LTE
() - — K‘,SQ 278-HQ-C1229736-VI0O, 04/18/2006 t

)

/ bl
b2
b6
b7A
b /C
b7E

) - \ AAAAA X) Fecllowing this, on several occasions SA|:| b6

prov1ded a standard transactional records NSL to the provider and ©h7C
obtained transactional records pertaining to, among other things,

the IP addresses of others that accessed the webpages containing

the clandestine communications. The provider also provided

copies of the subject's webpages which are generally accessible bl
to the public. b6
b7A
sy 1 p7C
bl
(3] bR

s;&RET
2

NSL VIO-942



SPARET

b2
... To: 1Inspection From: b7E
Re: - &) 278-HQ-Cl2297386-Vi0, 04/18/2006
bl
b2
b6
b7A
b7C
L7E
Ao e (¥ In February of 2006 FBIHQ unit CD-1A expressed a
(S) concern about obtaining communication "content" via the NSLs and
indicated the three NSLs might present a potential IOB matter.
The CDC's office discussed the issues with CD-1A and L
representatives from OGC's Science and Technology Law Unit and Ok
National Security Law Branch. | | o

| [Ts ot & violation bTE
of law, adding additional language to an NSL for transactional )
records under 18 U.S.C. §2709 to documen request and to

obtain the information was not appropriaté in light of the strict
language in 18 U.S.C. §2709. In this regard, on 04/11/2006, NSLB
advised that |should formally report the incident as a
potential IOB matter.

SECRRE
3

NSL VIO-943
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s;IRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/03/20C%
To: Attn: SA
CDC
Counterintelligence Attn: SSA | | b2
CD-1A 56
Inspection Attn: IIS le
) / b7E
From: Office of the General Counsgél
NSLB/CILU/Room 7947
Contact: AGC J
Approved By: rm.amaa_luh_am
Drafted By: 1k
408

Case ID #: (U) 278-HQ-C1229736-VIO’,(Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

2006- b2

Synopsié?”“&ﬁ It is the opinion of the Cffice of the General
Counsel (OGC) that this matter be reported to the Intelligence
Cversight Board (IOB). OGC will prepare and deliver the
necessary correspondence to the IOB.
innmwm.mmaﬁmuMwmm,Der om : G-3

De ssi On: X1
Reference: (U) 278-HQ-C1229736-1345
Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.

{0 Det The referenced electronic communication (EC) from D2
the Division | I dated 04/18/2006, reguested 7R
that OGC review the facts of the captioned matter and determine
whether it warrants reporting to the IOB. As explained below,
the FBI is required to report this matter to the IOB.

bo
P b7C
’ I % . l_{
FBI INVESTIGATIO
0IG/DOJ INVESTIGATION: __

NSL VIO-944



_EBSRET
To:“ From; Qffice of the General Counsel

Re: (U}  278-HQ-C1229736-VIO, 07/03/2006

(o e)
-1 DN

=

~J] 1 B

o0 o0
=

AT e "(}Xﬁl—:lrequested, via the National Security
Letter (NSL) pursuant to 18 U.S.C. 2709, transactional records bl

from the service provider. In a meeting with fhe_sﬂxulaaj______. b
(S) provider,| -
[— | | 7k

qUp (§< At a later date, the service provider requested

that the FBI specifically document the request [ | bl
[ l  Pursuant to this request, on three D2
occasionsJ Eubmitted NSLs requesting:”the names, BTE
addresses, an ength of service and electronic communications R

(S) transactional records, to include existing transaction/activity
logs and all images uploaded”. The service provider submitted
L |pursuant to the NSL requests.

(U) Section 2.4 of Executive Order (E.0Q.) 12863, dated
09/13/1993, mandates that Inspectors General and General Counsels
of the Intelligence Community components (in the FBI, the
Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB intelligence activities that they
have reason to believe may be unlawful or contrary tc Executive
Order or Presidential Directive. This language was adopted
verbatim from EO 12334, dated 12/04/1981, when the IOB was known
as the President’s Intelligence Oversight Board (PIOB).

: A “United States person" is defined in Section 101(i) of the

Foreign Intelligence Surveillance Act (FISA), 50 U.S.C. § 1801, et

seg.., as "a citizen of the United States (or] an alien lawfully
admitted for permanent residence (as defined in section 101(a) (20) of
the Immigration and Naturalization Act). . . ." See also Section I.C.

of the Attorney General's Guidelines for FBI National Security
Investigations apd Foreign Intelligence Collection (NSIG) (2003).

e

2

NSL VIO-945



gégm'

To: Prom: Qffice of the General Counsel
~e: o, Z /8-HQ-C1229736-VIO, O7/03/2006

oo
NCEN

R3]

oy

o -

AUy -

®)

S)

~X) By longstanding agreement between the FBI and the
ICB (and its predecessocr, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the Attorney General's Guidelines for National
Security Investigations and Foreign Intelligence Collection
(NSIG) or other guidelines or regulations approved by the
Attorney General in accordance with E.O. 12333, dated 12/04/1981,
1f such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Violations
of provisions that are essentially administrative in nature need
not be reported to the IOB. The FBI is reguired, however, to
maintain records of such administrative violations so that the
Counsel to the IOB may review them upon request.

%) NSLs are a specific type of investigative tool that
allows the FBI to obtain certain limited types of information,
such as: (1) subscriber information, toll billing records, and
electronic communication transactional records (Electronic
Communications Privacy Act (ECPA), 18 U.S5.C. 2709); (2) financial
records (Right to Financial Privacy Act, 12 U.S.C.
3414 (a) (5) (A})); and (3) consumer information(Fair Credit
Reporting Act, 15 U.S8.C. 168lu and 1681v). Title 18, U.S.C.
2709, provides that the FBI may seek transactional records from
service providers that is relevant to an authorized national
security investigation. Section V.12., Investigative Techniques,
of the NSIG provides that the NSLs may be issued in conformity
with statutory requirements.

% In this instance, becauseE___: received [__|

via two different avenues, first by simply

asking for] ] and later pursuant to an NSL, we need to
address the appropriateness of each of the avenues.

%) s statea sbove, [ tirst obtainea ]
t

when they simply aske he service provider to give the
FBI copies of the publically A guestion
arises whether this “asking” violated the ECPA. We conclude that
it does not. According to 18 U.S.C. 2511, Interception of
Disclosure of Wire, Oral or Electronic Communications, it is not
unlawful to “intercept or access an electronic communication made
through an electronic communication system that is configured so
that such electronic communication is readily accessible to the
eneral public”, 18 U.S.C. 2511{(g). In this instance

requested from the service provider were publically

accessible, thus no violation of ECPA has occurred.

s?&{u-:'r
3

NSL VIO-946
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b2
To: From: Office of the General Counsel hIE
Re: (U) 278-HQ-C1225736-VIO, 07/02/2006
me o (X Next, we address the issue of whether it was proper

for

request for|

to glter the NSL in order to document the FBI's
The information that can be provided

pursuant to an NSL 1s very specific and it is enumerated in the

appropriate U.S. Code. 1In this instance,

isgsued the NSL

pursuant to 18 U.S.C. 2709. As noted above, the NSL requested:
“the names, addresses, and length of service and electronic

communications transactional records,

transaction/activity logs and

to include existing

The “names,

addresses, and length of service and electronic communications
transactional records” are all specifically allowed pursuant to

18 U.S5.C. 27009.

ml' “““ - mw””>§) This section does not

authority, nor does it allow
requested in the NSL gubmitte

for

have a “rarrh;ali"
as

information, |

d bv | Thus, the additional
requests information that is

2708

Accordingly, it was improper

beyvond th cope of 18 U.S5.C . i '
oftﬁto alter the NSL in order to obtain the information.

Because, on three separate oc

cagions,

February 28, 2006, the

offi

from November 25, 2005 to
ce inappropriately utilized

the NSL, it is required that any information received from the
service provider that is beyond the scope of an NSL, be

sequestered. Only the information that WQg_Q;Qy;dgd_LhaL_mas7
cally

need to be sequestered. The information should continue to
remain sealed and sequestered in the CDC’s safe.

beyond the scope of the NSL,

specifi

(- e (X)) Based upen these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4 of
EO 12863, it 1s our opinion that this error needs to be reported
to the IOB. OGC will prepare a cover letter and a memorandum to
report this matter to the IOB.

SEGK?T
4
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<

To: From: Office of the General Counsel BT
Re: {U) 278-HQ-C1229736-VIO, 07/03/2006
LEAD(s) :
Set Lead 1: (Action)
oV
pIE

(U) With respect to the information that was improperly
obtained, please seal it and sequester it within the CDC'’s safe.
The information should continue to remain sealed and seguestered
in the CDC’s safe until further direction from OGC.

Set Lead 2: (Info)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U} For information.
Set Lead 3: {Action)
INSPECTION

AT WASHINGTON, DC

(U} For action deemed appropriate.

CC: Ms. Thomas

TOB Library Lo

pIC

*"

SéEkET
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BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17*F Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter A
20061 , (U) Do

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
(U)

Enclosure

1 - 278-HQ-C1229736-VIOQO - QJ’-”

UNCRASSIFIED WHEN

NSL VIO-949



SE%T

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 -~ The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

NSL VIO-950
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(Rev. 01-31-2003) S

FEDERAL BUREAU OF INVESTIGATION |

Precedence: ROUTINE Date: 10/18/2006
To: General Counsel Attn: NSLB

From: Inspection

Internal Invegtigations Secti IPU, Room 3041
Contact: CRS Ext.
P2
Approved By: Miller David Ian BE
,) P
Drafted By: reee b7C
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: () INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKINGH 2166 1o
0GC/IOB# 2006|:] L

Synopgis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIQO Serial 1345
278-HQ-C1229736-VIO Serial 1608

Details: (U) The Internal Investigations Section (IIS) received
an EC from Office dated 04/18/2006, reporting a possible b
IOB error. ased upon a review of the referenced EC it is the -

IIs's opinion the incident described therein is administrative in L7E
nature. Therefore, no internal investigation will be conducted
by the IIS and this matter is being relegated to the NSLB for

whatever action they deem appropriate.

14

NSL VIC-952



{Rev. 01-31-2003) ’
SEGRET//20311020
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/20/2006

To: |::| Attn: ADIC (Personal Attention)

From: Inspection

Internal Inv i i i IPU, Room 3041 b2
Contact: CRS Ext.:|
bho
Approved By: Miller David Iaﬁ%ﬁﬁﬂ w70
o XA
Drafted By: 91;/
* Ccase ID #: (U) 263-HQ-0-U - 548 (Pending)
Title: {U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2166 o

OGC/IOB# 2006 -

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

(Uj,wmumw“§%< Dert From : G-3
Dec)dgsi On: 20311020

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1345

Reference: (U) 278-HQ-C1229736-VIO Serial 1345
278-HQ-C1229736-VIO Serial 1608

Details: (U) Upon review ofl::loffice's captioned report b2
of a potential IOB violation, IIS did not find the matter L7E
indicative of willful misconduct. IIS only addresses allegations '
where deliberate and/or aggravated misconduct is evident.

(U} IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 03/18/2005
(319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*

s;)xzu:'r//zosnozo
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DATE:

TO:

FROM:

SUBJECT:

December 1, 2006

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

)

Clomn & [ L1
Glenn G. Powell

Special Agent in Charge
Investigations Division

O1G Complaint No. 2007001261
Subject: Unidentified

Division
FBI No. 263-0-U-548

U.S. Departmer

Office of the Inspector General

f Justice

hTE

- We consider this 2 management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the

OIG.

[]

with a copy of your final report on this matter.

]

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

This matter is referred to your agency for investigation. Please provide the OIG

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. Ifyou
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-954



®)

o
1 DO

e

b
L

OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO[::::k89-2007-001261-M

Received By:l | o) Date Received: 09/07/2006 How Received: A
7 C

SUBJECT: Unidentitied, FBI SSNO:

Title: UNID Pay Plan: D.OC.B.:

Component : FBI EQOD Date: Alien No.:

Misc: F.B.I.No.:

Home : B.O.P.No.:

Phone: ZIP: D/L No.:

Work: Offenses: 689

Phone: Z1P:

T ——————————

COMPLAINANT: | 8SNO:

Title: ATTY Pay Plan: D.0.B.:

Component: FBI EOD Date: Alien No.:

Misc: I F.B.I.No.: h?
Home: I B.O.P.No.: 6
Phone: () - zrp:| | D/L No.: Do
Woxrk: , , b7C
Phone: J ZIP: )

Contidential: Revealed: Authority: none

Details: fo )i

The FBI provided information regarding a potential IOB matter (ZOOGD. oy
9]

Pursuant to an ongoing investigation, thez Division submitted three NSLs to an b2

internet service provider requesting transactional r ies ot publicly accessibIb7A
(S)fmg.&i to include all images nnloaded | ne

l The service provider submitted the I

requested | I )
bl

OGC determined that the: Division inappropriately used the NSLs to request b2
| Therefore, any information received from the service provider beyond thiy7R
SCope O e 8 must be seqguestered.

FBI/OGC determined that this matter must be reported to the IOB.
ALLEGATIONS: 689 IOB Violation

Occurrence Date: 11/25/2005 TIME: o2

CITY: State: o7E Zip:

DISPOSITION DATA: Disposition: M Date: 09/07/2006 Approval: POWELL, GLENN G
T gz

Referred to BAgency: FBI Date Sent: 12/01/2006 Component: FBI

Patriot Act: N Civil Rights: N Component Number:

Sensitive: N Whistleblower: N Consolidated Case Number:

Remarks:

11/30/06: Predicating material contains classiftied intormation which wil! be maintained in
a secure container at OIG/INV/HQ. (stp)

NSL VIO-955
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE L Date: 06/08/2006

To: "Inspection Attn: IIS
General Counsel Attn: NSLB

From: |

Chief Divisiop_Counsel
Contact: ADC

Approved By: %
\

Drafted By: I——_Idha"? o= bl
b2
~ Case ID #: (9) h7A
L. TEEE S (R) T Z78-HQ-CIZ28736-VI0O  (Pending)4Y 2l b7F

~Title: EX{ POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER

SA | |
SSA] |

o
o

~
o

-
74

Synopsis: (U) Over-collection of information improperly
obtained from the issuance of a National Security Letter (NSL).

I:U:l S (% ... Derx Fr : G-3
Déclassi4 n : X1

328\ \ bl
-] bl

Details: (S) N

2

b4
b7A
biC

b7D
S) | e
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o=

bl
2
b4
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TO: InSpr‘T'imn Ly -~y e I -
Re: (S) 06/08/2006 E;f&
(5]
(S) !
) [
/ (Q\[
2

NSL VIO-957
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To: Inspnﬁ+%mn Prome |
Re: (S) 06/08/2006
LEAD (s) :

Set Lead 1: (Info)
INSPECTION

AT WASHINGTON, DC

Read and clear
Set lLead 2: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

Read and clear.

*
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SECRET Kais

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE , Date: 07/21/2006
To: |__ | Attn: ADC |
Counterintelligence Attn: CD-ID—UC1_ |
From: Office of the General Counsel o
NSLB/CILU/Room 7947 b2
Contact: AGC né
([ b7C
Approved By: rmmmnas_luliehidg<w\) }57E

Drafted By: | ctd bz
Case ID #: () I _ _ 606 b7E

~Title: - (3  INTELLIGENCE OVERSIGHT BOARD MATTER

2006{ ] o

(m“SyncpSiSrm“;gj It is the opinion of the Office of the General

Counsel (0OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB). A copy of this opinion
should be retained in the control file for review by Counsel
to the IO0B.

(U) DerivescFrom : G-1 _ ?}
Decldassi On: X1 foYi

@y o7A
{ Reference: - m b7E
(U) ==z75=HU=CIZZ9736-VIO Serial 1426 o
The referenced electronic communication (EC) from b7E
dated 06/08/2006, requested that OGC review the
Tacts of the captioned matter and determine whether it warrants
reporting to the IOB. 1In our opinion, it does. Our analysis 4]
follows. b%
(qul b6
L7A
B7C
___ b7l
(s)} b2
/ b4
v - DTA
b6 SECRET
?ug 7D
b7C .
i { ol
g o 4,), '7“:.’ .
0IGIDOJ REVIEW: plirf. 7]y
1 INVESTIGATIONE [ NSLVIO-959

JG/DOJ INVESTIGATION: __-




sjE@ET

To: | | From: Office of the General Counsel
Res (U1 07/21/2006

syl

O&} Upon discovering the error, the case agent sealed
the records and returned them to the Assistant Division Counsel.
The Assistant Division Counsel then secured the information in

the Chief Division Counsel's safe. The case agent never uploaded
any personal or identifying information concerning the previously

unknown individual onto ACS, and no other checks were conducted.

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB “concerning 1ntelllgence
activities that they have reason to believe may be unlawful or
contrary to ExXecutive corder or Presidential directive.” This
language was adopted verbatim from E.O. 12334, dated 12/04/1981,
when the IOB was known as the President's Intelllgence Qversight
Board (PIOB). By longstanding agreement between the FBI and the
IOB (and its predecessor, the PIOB), this language has been
1nterpreted toc mandate the reporting of any violation of a
provision of the NSIG, or other guidelines or regulations
approved by the Attorney General in accordance with E.0. 12333,
dated 12/04/1981, if such provision was designed in full or in

S%?RET
2
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e
To: | L office of the General Counsel :%
Re: (0 07/21/2006 -
(5) b7h
b7l

part to ensure the protection of the individual rights of U.S.
persons.

(U) ,&) Here, an error on the part of I___]resulted in
the unintentional acquisition of information. It should be noted

that response in receiving the unsolicited
material was commendable. Upon learning thatl lprovided
information beyond the scope of the NSL,fﬁi sequestered

the excess information and placed it in the Chief Division
Counsel's safe. No perscnal or identifying information was
entered into ACS as a result of the error, and the previously
unidentified individual was not prejudiced in any way.

~...--{3 Nevertheless, we conclude that, in accordance with
thée reporting requirements of Section 2.4 of E.O. 12863, the
telecommunication company's mistake in providing the previously
unknown individual's information should be reported to the IOB.
In accordance with this determination, OGC will prepare a cover
letter and memorandum for IOB notification purposes.

NSL VIO-961
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To: lerom: . Office of the General Counsel Df
Re: LPET'Q 07/21/2006 o
®) b7A
b7E
LEAD(s) :

Set Lead 1: (Info)

b2
AT b7D

(U) With respect to the information that exceeded the
scope of the NSL, please seal it and sequester it within the
CDC's safe. The information should continue to remain sealed and
sequestered in the CDC's safe until further direction from 0GC.

Set Lead 2: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

{U} For information.
Set Lead 3: (Info)
INSPECTION

AT WASHINGTON, DC

(U) PFor information.

CC: Ms. Thomas
LTUB_ETﬁT__' 06
ary -
? b7C
*e

SE)%ET
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BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory

memoifﬁfff entitled “Intelligence Oversight Board Matter b2
2006 '(U)

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a

determination of whether any administrative action is warranted.
(U)

Enclosure

1 - 278-HQ-C1229736-vio [, .

UNCLA I EN
DETAC

CLASSIFIED ENCLOSURE
Derived : G-3
Declassi on= 5X1

sEcRET-
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Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

SECRET.

NSL VIO-964



INTELLIGENCE OVERSIGHT BOARD MATTER

PHILADELPHIA FIELD FICE o
10B MATTER 20064 | (U)
(S)
(3)
(:U) #8) Here, an error on the part of] resulted
in Yne unintentional acquisition of information through an NSL.
Based upon our analysis, in accordance with the reporting
requirements of Section 2.4 of Executive Order 12863, the
carrier's mistake must be reported to the IOB.

SEMRET NSL VIO-965
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/18/2006
To: General Counsel Attn: NSLB
From: Inspection
Internal Invegtigation i IPU, R 041
Contact: CRS| IExt.

Approved By: Miller David Ian

Drafted By: :H@ﬁ

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)

Title: {(U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2348 02
OGC/IOB# 2006

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1426
278-PH-100522 Serial 8
278-HQ-C12298736-VIO Serial 1606

299’
Details: U) The Tnternal Investigations Section (IIS) received bLﬁ
an EC from Divisicn dated 06/08/2006, reporting a B7E
possible IOB error. Based upon a review of the referenced EC it

is the IIS's opinion the incident described therein is

administrative in nature. Therefore, no internal investigation

will be conducted by the IIS and this matter is being relegated

to the NSLB for whatever action they deem appropriate.

*

NSL VIO-967



{Rev. 01-3t-2003)

SECRET/#263I1020
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/20/2006

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Investi | i IPU, R 041
Contact: CRS Ext. D
. . L bo
Approved By: Miller David Ian%qﬁﬂ 70
Drafted By: BAQ nTH

/ case ID #: (U) 263-HQ-0-U - 552 (Pending)
Title: (U)  INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2348 b2

OGC/IOB# 2006

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IORBR) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

P Derived
|:U:| e “w”"Declassi

G-3
20311020

Enclosure(s) : {(U) 278-HQ-C1229736-VIO Serial 1426
Reference: {(U) 278-HQ-C1229736-VIO Serial 1426

278-PH-100522 Serial 8
278-HQ-C1229736-VIO Serial 1606

Details: (U} Upon review of| |Division‘s captioned s
report of a potential IOB violation, 118 did not find the matter b7E
indicative of willful misconduct. 1IIS only addresses allegations

where deliberate and/or aggravated misconduct is evident,

(U) 1IS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 03/18/2005
(319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED W FROM CLASSIFIED ENCLOSURE.

*"

SECRW
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U.S. Departmes  f Justice

Office of the Inspector General

DATE: December 1, 2006

TO:

FROM: Glenn G. Powell

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

-
A - 7 )
F i Pl
P ] ™ I3 3o
. F v L 4 o {
d . X
.

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007001270

1 U

Subject: Unidentified
| |Divisi0n
0. 263-0-U-552

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached O1G Report/Referral pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act,

Attachment

NSL VIO-969
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OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO.4 l689—2007—001270-M
Received By: PO pate Received: 09/07/2006 How Received: A
7 C
SUBJECT: Unidentitied, FBI SSNO:
Title: UNID Pay Plan: D.O.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home: B.O.P.No.:
Phone: ZIP: D/L No.:
Work: Offenses: 689
Phone: ZIP:
COMPLAINANT: | | SSNO:
Title: ATTY Pay Plan: D.0.B.:
Component: FBI ECD Date: Alien No.: D2
Misc: F.B.I.No.: e
Home : I | B.O.P.No.: [{f_
Phone: () - zrp;| | D/L No.: piC
Work: , ,
Phone: 48'5 | ZIP: .
Contidentiarl: Revealed: Authority: none
bl
| b2
Details: ‘ ‘ ’ ’ . 02 bTA
The FBI provided information regarding a potential IOB matter (2006| I N7 E
(S 1%

FBI/OGC determined that this matter does not need to be reported to the IOB. (stp)
T

ALLEGATIONS: 689 IOB Violation

Occurrence Date: 06/05/2006 TIME: b2

CITY 4 State: b7E Zip:

DISPOSITION DATA: Disposition: M Date: 09/07/2006 Approval: POWELL, GLENN G
J

Referred to Agency: FBI Date Sent: 12/01/2006  Component: FBI

Patriot Act: N Civil Rights: N

Sensitive: N Whistleblower: N

Component Number:

263-0-U-552

Consolidated Case Number:

Remarks:

11/30/06:

a secure container at OIG/INV/HQ. (stp)

Predicating material contains classitied intormation which will be maintained in

NSL VIO-970

Page 1 of 1

Printed 11/30/20086
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(Rev. 01-31-2003)

SESRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 06/20/2006
To:s "/Inspection Attn: TIIS
General Counsel Attn: NSLB
From: |
sSquad b5
Contact: CDC -
Approved By: | Do
| pb7C
Drafted By: :kal OB
bl
Case ID #: (S) fi ] .
€ - (8] 278-HQ-C1229736-VIO (Pending) - /15 b2
278-0 ——w& b7A
oR
EU}“M““Titlefmm%>O Potential IOB Violation; e
sA | e
A/ p7C
Synopsisi (3 Over-collection of information improperly
obtained from the issuance of a National Security Letter (NSL).
tUj‘W“@D<iwuww“Dexive : G-3
Declagsify . X1
<m”n” ! J bl
Detailsg: (Sll
sA
SC Muwlleoar &AL (0d CL BT
C&% L WC (gl%
oo NSL VIO-971
R7C

bl
b2
04
0o
[l P2
h7C
70
h7E
bl
bZ
bt

~TT T
[

b7C
h7E



{81

SRERET bl
jo¥i
To Inspeat'_:i.onm_l_ DA
Re: (8) D6/20/2006 H7E
bl
be
b7A
h7C
bl
(ay | b2
b
DT A
p7c
bl =
(s) | o
D4
b6
n7A
n7C
oW AN
\@ﬂ b7E
bl
b7A
"""""" e - TSET After learning, (during a |pivision
training session on June 6,__2006) . that this matter may be a b2
possible IOB violation, SA brought the matter to the b6
attention of the writer. The records which were obtained, fﬁ
excluding those related to the investigation, are being Djk'
maintained in the writer's safe. b7

??mm

2
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SECRET

To: Inspection From: r

Re: (8) 06/20/2006

LEAD(8) :
Set Lead 1: (Info)
INSPECTION

AT WASHINGTON, DC

(U) For information.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to determine whether or not the
facts conveyed in this communication should be reported as an

IOB.

*

SFeRET
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(Rev, §1-

SEJRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 8/22/2006
To: | , Attn: cpc| |
A/sSE | |
Inspection Attn: Internal Investigative Section
Attn: Msl Room 11865
From: General Counsel nZ
National Securitv l.aw T-h[a'nnh /S OTLIL TT/I.¥ e 28100 b6
Contact: b7C

7

. b7E
Approved By: Thomas Julie F
PiiC
Drafted By: neb ];(E>
W Case D #: - ¥§) 278-HQ-C1229736-VIO— \L
Title: (U) Intelligence Oversight Board )

(IOB) Matter 2006-[:

Uy  -—-Synopsis: C%( It is the opinion of the Office of the General Counsel
(OGC) that the above referenced matter need not be reported to the
Intelligence Oversight Board (IOB). Our analysis follows.

tl]l Decl;;gfg;:On: 8/22/2016 B2

Reference: S} 278-HO-C12 - i pending) DA
(s) Dk

Administrative: (U) This communication contains one or more footnotes.
To read the footnotes, download and print the document in Corel
WordPerfect.

L I

N
oL

iU%““MM”Details?“w“Cgﬁi By electronic communication (EC) dat e 20, 2006 and 9@
referenced above, the Division reported to the

OGC’s National Security Law Branch (NSLB) and the Inspection Division this
potential IOB matter.

0IG/'DOJ REVIEW:
FE1 INVESTIGATION, /it
QiGDOJ INVESTIGATION, = —

NSL VIO-974




SHORET
q .LO: Counterterrorism From: General Counsel

RéE«MQQ) 278-HQ-C1229736-VIO, 8/22/2006

BACKGROUND

(s)l

(el

bl
b7A
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bl
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SE&UST

To: Counterterrorism From: General Counsel
Re: (&) 278-HQ-C1229736-VIO, 8/22/2006

ANALYSIS

oo {89 As required by Executive Order (E.O.) 12863

(Sept. 13, 1993) and Section 2-56 of the National Foreign
Intelligence Program Manual (NFIPM), OGC was tasked to determine
whether the errors described here are matters that should be reported
to the IOB. We believe that the reported activity does not require
I10B notification.

(U) Section 2.4 of E.0Q. 12863 mandateg that the heads of
Intelligence Community components report all information to the IOB
that it deems necessary to carry out its responsibilities. That
section requires Inspectors General and General Counsel of the
Intelligence Community to report "intelligence activities that they
have reason to believe may be unlawful or contrary to Executive order
or Presidential directive." This language has been interpreted to
mandate the reporting of any violation of guidelines or regulations
approved by the Attorney General, in accordance with E.O. 12333, if
such provision was designed in full or in part to protect the
individual rights of a United States pergon. This includes
violations of agency procedures issued under E.O. 12333, unless they
invelve purely administrative matters.® For the FBI, OGC submits
reports to the IOB.?

S e ]B(: The Attorney General's Guidelines for FBI Foreign

(-

Intelllgence Collection and Foreign Counterintelligence
Investigations (NSIG) provide that "all lawful investigative
techniques may be used in full investigations." ©NSIG (Introduction)
at 4. Section 2-56 of the NFIPM identifies as reportable to the IOB
unauthorized investigations, the use of unlawful methods and

1"(%{ See EC from Inspection Divigion to All Divisions; Title:
Revised Procedures for the Submission of Reports of Potential
Intelligence Oversight Board (IOB) Matters, Case ID # 66F-HQ-A1247863
Serial 172 at 5-6 (2/10/2005). The FBI is required to maintain for
three years records of administrative violations, for possible review
by the Counsel to the IOB, together with a copy of the opinion
concerning the basis for the determination that IOB notification was
not required. Id. at 6.

sEReT
3
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SEyRET
To: Counterterrorism From: General Counsel
'““RethIS%: 278-HQ-C1229736-VIO, 8/22/2006

techniques, exceeding the authorized scope of permitted activities,
and failing to adhere to minimization requirements.?

(8)

~
A

oo
N B R

o}
e

There is no restriction in the law as to the
requested period of time that a NSL issued under a duly authorized
investigation should cover. As can be expected during the course of
an investigation, the igsuance of an NSL may result in acquisition of
information that ultimately will not be used, nonetheless the
investigation has been furthered by providing information that a line
of investigation need no longer be pursued. That was the situation
in this case. A legitimately issued NSL resulted in obtaining
information that indicated that what had been a suspect cellular
telephone number was apparently not involved in terrorist activity.
Thus, this need not be reported to the IOB pursuant to E.Q. 12863.

Ps% See also id. at 5, identifying reportable matters as
including: (1) activities believed to be unlawful or contrary to
Executive Orders or Presidential directives; (2) suspected violations
of the Constitution; (3) unauthorized investigations; {4) use of
methods or techniques other than those authorized in the conduct of
preliminary or full investigations; (5) initiating a form of
electronic surveillance or a search without authorization from the
FISC, or failing to terminate an authorized surveillance at the time
prescribed by the Court; and (6) failing to adhere to the
minimization or dissemination requirements specified in a FISC Order.

sq&RET
4
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SPERET

To: Counterterrorism From: General Counsel

Re: - U84 278-HQ-C1229736-VIO, 8/22/2006

LEAD(s) :

Set Lead 1: (Discretionary)

AT

(U) For review and action deemed appropriate.
Set Lead 2: (Discretionary)

COUNTERTERRORISM

AT ITCS II
(U) For review and action deemed appropriate.
Set Lead 3: (Action)
INSPECTION

AT WASHINGTON, DC

(U) As provided in the Revised Procedures for the
Submission of Reports of Potential Intelligence Oversight
Board (IOB) Matters, retain a record of the report of a
potential IOB matter for three years for possible review by
the Counsel to the IOB, together with a copy of the OGC
opinion concerning the basis for the determination that IOB
notification is not required.

L £
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/18/2006
To: General Counsel Attn: NSLB

From: Inspection
Internal Invegtlgations Section. IPU, Room 3041

Contact: CRS| |Ext
Approved By: Miller David Ian ié
Drafted By: géa. R7C
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2470 B2

OGC/IOB# 2006

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1452
278-HQ-C1229736-VIO Serial 1653

Details: (gl_Ihg_;n;ngal Investigations Section (IIS) received o%
an EC from Division dated 06/20/2006, reporting a -
possible IOB error. Based upon a review of the referenced EC it D7E
is the IIS's opinion the incident described therein is indicative

of a performance issue. Therefore, no internal investigation

will be conducted by the IIS and this matter is being relegated

to the NSLB for whatever action they deem appropriate.

*"
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(ReQ.Ol-sl-zoos)
SECREF7790311020

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/20/2006
To: 44' Attn: SAC (Personal Attentiocn)
From: TInspection b%
Internal Invegt] i i IPU, 3041 bg
Contact: CRS EXt. p7C
g b7E
Approved By: Miller David Iaﬂéﬂ%{
Drafted By: | h&é
. Case ID #: (U) 263-HQ-0-U - 554 (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2470 S
OGC/IOB# 2006{ ] O
Synopsig: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at I1IS.
(T e :;gizmwmmeeriv T G-3
Dec ify On: 311020
Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1452
Reference: (U) 278-HQ-C1229736-VIO Serial 1452
278-HQ-C1229736-VIO Serial 1653 o
. b
Details: (U) Upon review of| | Division's capticned D7E

report of a potential IOB vioIation, I1S did not find the matter
indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/0OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED PARATED FROM CLASSIFIED ENCLOSURE.
TS
SECREWOZO
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DATE: December 1, 2006

TO:

US. Departmer o Justice

Office of the Inspector General

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

s >
p"“‘" # ’) P four

Lo it {90 Faptastd

FROM: Glenn G. Powell

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007001274

N

: Unidentified 2
ivision h7E
FBI No. 263-0-U-554

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, jn all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment
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0OIG - INVESTIGATIONS DIVISION - Compiaint Form
w&: b6 Date Received: 09/27/2006 How Received: A
b7C
SUBJECT: Unidentitied, FBI S8NO:
Title: UNID Pay Plan: D.O.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home: B.O.P.No.:
Phone: Z1P: D/L No.:
Work: Offenses: 689
Phone: ZIP:
COMPLAINANT: | ] SENO:
Title: ATTY Pay Plan: D.0.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.: b2
Home : B.0O.P.No.: he
Phone: {) - ZIP: D/L No.: b7C
Work: ,
Phone: ZIP:
Contidefrcrars Revealed: Authority: none
1~ 1
Details: e Ej
(S) The FBI provided information regarding a potential IOB matter (2006-: ;/'T‘
N A
pd

Oon 4/10/06| Ireceived the results of the NSL and learned that the telephone number

in question was subscribed to by three separate individuals during the requested period of |

coverage. o2
pTE

FBI/OGC determined that the NSL was properly issued and the information received served as

an elimination of an investigatory lead. FBI/OGC determined that this matter does not need

to be reported to the IOB,

S S A
ALLEGATIONS: 689 1IOB Violation
Occurrence Date: 04/10/2006 TIME:
CITY:I | State:[] b2 Zip:
—— b7E ;
DISPOSITION DATA: Disposition: M Date: 09/27/200¢ Approval: POWELL, GLENN G
<Qa~
Referred to Agency: FBI Date Sent: 12/01/2006 Component: FBI
Patriot Act: N Civil Rights: N Component Number: 263-0-U-554
Sensitive: N Whistleblower: N Consolidated Case Number:
Remarks:

11/30/06: Predicating material contains classitied intormation which will be maintained in
a secure container at OIG/INV/HQ. (stp)

NSL VIO-982
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FD-962 {Rev. 03-21-2005)

SR¥RET

FEDERAL BUREAU OF INVESTIGATION

b2
Precedence: ROUTINE Date: 07/03/2006
To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975
b2
From: I | bhé
CDC b7
Contact: '
b7E

Approved By:

Drafted By: | |bc
Case ID #(X 278-HQ-C1229736-VIO - 1480
Title: (U) SA sA [ I_| 5o
SSA SSA b7C
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR
Synopsis: Cgi To report possible IOB error.
e Derﬁﬁ%;f- 1
Declassi 2 X1
Y bl
Details: D2
(s) 1 o0
b7C
b7E
bl
(8) 2 .
Lo
m - 083 3. Possible IOB Error: bi7C "1
(s '
m  Is{ 4. Description of IOB Error (including any reporting delays) .
. — —
Sc Mo~ BPAU Jo '
. ety SEZRET
CAs, w:¢niclgt‘ b6 /;2 _
i NSL VIO-983 b6
[ L7C



e

SEQRET b2
b7E

To: Inspection From:
Ret & 278-HQ-C1229736-VI0, 07/03/2006

LEAD(s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

L 24

ﬁyg?ET

NSL VIO-984
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 09/06/2006

To: L_ ‘41 | Attn: SAC

CDhC

Sh( ]

Counterintelligence Attn: CD-1A, A/UC

CD-1D, UC

Inspection Attn: IIS, CRS

From: Office of the General Counsel
NSLB/CILU/Room _7947
Contact: AGC\ ‘

Approved By: Thomas Julie @%5
C o5

Drafted By: rﬁ Q;BCQ

“Case ID #: I8( 278-HQ-C1229736- VIO/endlng

{0 pigre s }Q INTELLIGENC{?ﬂRSIGHT BORRD .
D2

MATTER 2006

i) --Synopsis:i” B%( It is the opinion of the Office of the General
Counsel (OGC) that this matter is not reportable to the
Intelligence Oversight Board (IOB). Rather, it should be
maintained in the control file for periodic review by Counsel to
the IOB. Our analysis follows.

oy De y On: X1

Admlnlstratlve ‘“&6 This electronic communication (EC) contains

information from: (1) t dated 07/03/2006 from the
I 'Field Office to OGC reporting a potential
IOB matter; (2) automated case support (ACS); and (3) email

communications between \ ] and OGC dated 08/30/2006;
08/31/2006; and 09/05/2006.

Reference: (S}Lﬁ bl
02
bho b7E

prC | snr)m'r

0IG/DOJ REVIEW:

FBI INVESTIGATYS
CiG, DO INve :

NSL VIO-985

02
be
o7C
b7E

ol
b7E



31 R

-

To: L 1 From: Office of the General Counsel Y,
Re: 278-HQ-C1229736~VI0O, 09/06/2006 L
Details: - (% By EC dated 07/03/2006, _ requested that e

OGC review the facts of the captioned matter and determine whether

it warrants reporting to the IOB. As explained below, in our
opinion, the FBI is not required to report this matter to the IOB.

(S)/

bl

b6
£7C
bh7E

7

|

be
b7C
b7E

bl
b2
010
bi7C
b7k

(U) Section 2.4 of Executive Order (EO) 12863, dated
09/13/1993, mandates that Inspectors General and General Counsel
of the Intelligence Community components (in the FBI, the
Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB intelligence activities that they
have reason to believe may be unlawful or contrary to Executive
Order or Presidential Directive. This language was adopted
verbatim from EO 12334, dated 12/04/1981, when the IOB was known
as the President's Intelligence Oversight Board (PIOB).

(U} This language has been interpreted to mandate the
reporting of any violation of a provision of The Attornev

SE%ET
2

NSL VIO-986



SENT

To: From: Office of the General Counsel 13
Re: 278-HQO-CI1Z29736-VIO, 09/06/2006 e

General's Guidelines for FBI National Security Investigations and

Foreign Intelligence Collection (NSIG), effective 10/31/2003, or

S

other guidelines or regulations approved by the Attorney General
in accordance with EO 12333, dated 12/04/1981, if such provision
was designed to ensure the protection of individual rights.
Violations of provisions that merely are administrative in nature
and not deemed to have been designed to ensure the protection of
individual rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain reccrds of
such administrative violations for three years so that the
Counsel to the IOB may review them upon reguest.

”W”””a§{ The standard for issuing an NSL is relevance to an
authorized investigation to protect against international
terrorism or clandestine intelligence activities provided that
such an investigation of a United States person is not conducted
solely on the basis of activities protected by the First Amendment
of the Constitution of the United States. The subject of the NSL
does not need to be the target of the investigation, provided that
the information is relevant to an authorized investigation.

“ié& NSLs are a specific type of investigative tool that
allows the FBI to obtain certain limited types of information
without court intervention: (1) telephone and email communication
records from telephone companies and internet service providers
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2)
records of financial institutions (which is very broadly defined)
(Right to Financial Privacy Act, 12 U.S.C.§ 3414 (a) (5) (A)); (3) a
list of financial institutions and consumer identifying
information from a credit reporting company (Fair Credit Reporting
Act, 15 U.S.C. §§ 168lu(a) and (b)); and (4) full credit report in
an international terrorism case (Fair Credit Reporting Act, 15
U.s.C. § 1681v).

o ‘(}( ECPA, 18 U.S.C. § 2709, provides that the FBI may
seek toll billing information from telephone carriers that is
relevant to an authorized national security investigation.
Section V.12., Investigative Techniques, of the AG Guidelines
provides that NSLs may be issued in conformity with statutory
requirements, including 18 U.S.C. § 2709.

‘W}é& Here, during an authorized investigation, the FBI
obtained a telephone number L ] that was bl
believed to be the telephone number of the target. In other

words, the telephorie number received was believed to be relevant

to an authorized\ _ ~] investigation. Based upon the
information obtained] '} the FBI served

SE%FET

3 NSL vIO-987




S%E%ET

To: L | From: Office of the General Counsel oV
Re: 278-HQ-C1229736~VIO, 09/06/2006

07E

an NSIL requesting information about such telephcone number. At

) the time that the NSL was served, the FBI believed that it was

Pl

seeking information that was relevant to an authorized
investigation. Upon receipt of the telephone records, the FBI
learned that it received information unlikely associated with the
subject.

s - 2%)  Although the FBI learned that the telephone number
was not associated with the target, the FBI had, in fact,
reguested information through an NSL that was believed to be

relevant_to an authorized investigation based upon information
received | Although lawfully bl
obtained, because the information obtained through the NSL is not
assoclated with the target, if not already accomplished, the

information should be sequestered to protect the potential
privacy interests of United States persons.

(U) Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4 of
EO 12863, it is our opinion that this error need not be reported
to the IOB. A record of this decision should be maintained in
the control file for future review by the Counsel to the IOB.

sm;é&r

4 NSL VIO-988



se¥en

To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VI0, 09/06/2006

[

oo
|
[

LEAD (s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(T) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three years
for possible review by the Counsel to the IOB.

Set Lead 2: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

() For information.

Set Lead 3: (Action) 2
| | b7E

AT

(U) With respect to the information obtained through the
NSL that is not associated with the target, if not already
accomplished, please seal the information and sequester it within
the CDC's safe. The information should continue to remain sealed

and sequestered in the CDC's safe until further direction from
OGC.

cc: Ms. Thomas

b6
b7C

IOB Library

+

Sé&?ET
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{Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/18/2006
To: General Counsel Attn: NSLB

From: Inspection
Internal Investigations Section, IPU, Room 3041

Contact: CRS| | Ext. [ ]

Approved By: Miller David Ian oz
0 bo

Drafted By: ' 1&&8 [%1e

Case ID %: (U) 278-HQ-C1229736-VIO0 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKINGH# 2483 »
0GC/10B# 2006<|:| b2

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1480
278-HQ-C1229736-VIO Serial 1636

Details: U) The Internal Investigaticns Section (IIS) received
an EC from Division dated 07/03/2006, reporting a
possible IOB error. ased upon a review of the referenced EC it
is the IIS's opinion the incident described therein is indicative
of a performance issue. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*"

NSL VIO-990
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(Rev. 01-31-2003)
sné;;%7;;;311020

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/20/2006

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section, IPU, Room 3041
Contact: CRS | Exe. [ ] b2

) Po
Approved By: Miller David Iaﬂ%ﬁ%{ 70
i S
Drafted By: H&é b7E
" Case ID #: {(U) 263-HQ-0-U - 556 (Pending)

Title: (U) INTELLICENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2483 .
OGC/I0B# 2006: b2

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

- (3 . Derived From :—G-3
Seclenns < 20311020

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1480

Reference: (U) 278-HQ-C1229736-VIO Serial 1480
278-HQ-C1229736-VIO Serial 1636

Details: (U) Upon review ofl |Division's captioned -
report of a potential IOB violation, IIS did not find the matter DTE
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a possible performance related
igsue with respect to the employee and respective supervisor.
Therefore, appropriate action relative to this matter is left to
the discretion of the division. IIS recognizes and appreciates
that this matter was brought to our attention as required by the
revisions mandated by National Security Law Branch/0OGC EC, dated
03/18/2005 (319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFE M_CLASSIFIED ENCLOSURE.
*

SECRET/ 11020
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U.S. Departme  of Justice

Office of the Inspector General

Washington, D.C. 20530

DATE: December 5, 2006
TO: Kenneth W, Kaiser
Assistant Director

Inspection Division
Federal Bureau of Investigation

£

-y
3 N 3 ‘5?
N = ]
W R RPN LR and o "’(/

FROM: Glenn G. Powell ~
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007001295 Ko
Subject: Unidentified b:/ E
FBI No. 263-0-U-556 '

. We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

]

This complaint will be investigated by the OIG.

]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-992



OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO.:

689-2007-001295-M

Received By: Date Received: 09/27/2006 How Received: A

b7 C
SUBJECT: Unidentified, FBI SSNO:
Title: UNID Pay Plan: D.0O.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home: B.O.P.No.:
Phone: 2IP: D/L No.:
Work: Offenses: 689
Phone: 21P:
COMPLAINANT: | | SSNO:
Title: ATTY Pay Plan: D.0.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.: )
Home : ‘ B.O.P.No.: b2
Phone: (T - ZIP:I . D/L No.: b6
Work: . -
’ oY)
Phone: | I 2IP: . LiC
Confiderrcrars Revealed: Authority: none
Details: .
Syhe FBI provided information regarding a potential IOB matter (263-0-U-556). ol

| l
[

\ a telephone number was provided to an FBI agent

An NSL was issued-and upon receipt of the telephone records, it wa etermined the telephone
subscriber was unlikely associated with the subject.

— |

It is the opinion of the Office of the General Counsel that this matter need not be reported
to the IOB. dz

ALLEGATIONS: 689 1IOB Violation

Occurrence Date: TIME: i
CITY: | State: il Zip: n7E
DISPOSITION DATA: Disposition: M Date: 12/01/2006 Approval: POWELL, GLENN G

qw
Referred to Agency: FBI Date Sent: 12/01/2006 Component: FBI
Patriot Act: N Civil Rights: N Component Number: 263-0-U-556
Sensitive: N Whistleblower: N Consolidated Case Number:

Remarks:

12/05/06-Sent to Kaiser/FBI/INSD. Predicating material will be maintained within OIG/INV
in a secure container. (dz)

NSL VIO-993
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{Rev. 01-3(-2003)

_SBCRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 06/14/2006
To: General Council Attn: National Security Law
Branch (NSLB) / Room 7925
Counterterrorism Attn: ITOS II / IHSU
ssa[
LX 1 6-200
102
From b6
° : ST
Contact: | | b7C
. b7E
Approved By:
Drafted By: twm Q;\
b2
(8] ~case o #: (U} TR
278-HO-CL229736-Vio - 1486 b7k
278-PD-33854-VIO . . 1
Title: (8) bé_
b7A
p7C

(U] -Synopsis: ES( To report Intelligence Oversight Board (IOB)
violation anhd confirm direct notification to OIPR of the same.

NN = Derived Erém : G-3
Decl 1 On: X1

) _/ﬁ_' bl

’_=
Reference: { ?1—
...... e 0
(8) o oon
b7 E -~
Enclosure(s): (S)| 1_;.1.
b4
= e
Ry Iy T S
k¢fZL] [ ¢ DZA
Yun i0 SERRET b7C
— ne 17D
e b7E

NSL VIO-994
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SECRET

I:S:ITO. General Conncil From. I_ﬁ bl
Ré!““EXQL ?

. b2
278-HQ~C1229736-V1io 278-PD-33854-VIO h7A
, 06/14/2006 B7E
bl
bo6
(8) b7A
.. bBIiC
oL
Details: (S) | b2
bhd
b6
b7A
h7C
HTD R
(s) | }7r,b*
v LIE b2
b6
b7A
p7C
p7E
(s) bl
bo
DTA
.
bl
() | bt
b".l:“_z:\:\.
L7C
O e ~ (&) All information obtained from the aforementioned b2
NSL has been amassed and attached to this EC to be forwarded to 4
FBI HQ for appropriate action. To date subhgcriber information has -
been the only information received by FBI Division from 7D
No toll records have been provided. Should toll records b7E

e received by FBI;lthose records will be sealed and
forwarded to FBI H or action deemed necessary.
- (3¢ The simple editing oversight by the writer has

been addressed. In the future a more exacting review of requested
information will be conducted.

-

SEGRET
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SECRET

"To:. General Council From- | I

Re: (U}

278-HQ-CIZZ9736-VIO 2
, 06/14/2006

LEAD(s) :

Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

8-PD-33854-VIO

anWWMuaﬁ For action deemed appropriate.

Set Lead 2: (Info)
COUNTERTERRORISM

AT WASHINGTON,

DC

e ITOS II / IHSU, read and clear. No hard copy to

follow.

*

SE%QET
3
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{01/26/1998)

/S

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 09/18/2006
To: [ | Attn: SAC, CDC "o
Counterterrorism Attn: AD L6
A
Inspection Attn: Ms.| | o~

Internal Investigative b7E
Section, Room 11865 T
From: General Counsel

Counterrorism Law Unif II/LX-1 3S100

Contact:

Approved By: Thomas., Julie éﬁ(ﬁ?\

Drafted By: neb
case ID #: () 278-HO-C1229736-vio — Lo 577 b1
02
Title: (S) be
. b7A
TNTELLIGENCE OVERSIGHT BOARD MATTER, "0
IOB 2006+ S
LTE

S?ﬁbpsissmng( It is the opinion of the Office of the General
Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB). OGC will prepare a cover
letter and a letterhead memorandum for the General Counsel and
the Assistant Director, Inspection Division (INSD), for
submission to the IOB. Submission of this matter to the OPR
is a matter within the cognizance of the IIS.

EUIWMMMWWGMi "mmneiiiiijbxﬁiz::£;3
De sify On: /18/2016

SE}‘RET b6
b7C
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SEQRET

b
fé?m_w_hwwmwmul_w_ From: General Ccunsel o
ke: 278-HQ-C1229736-VIO & , 09/18/2006

Administrative: (U) This communication contains cne or more b2
footnotes. To read the footnotes, downlocad and print the o7
dccument in WordPerfect 6.1.

Details: (U) Referenced communication from the ;jField
Office | dated 06/14/2006, requested that OGC review
the facts cf the captioned matter and determine whether it

warrants reporting to the IOB. 1In our opinion, it does. Our
analysis follows.

(S)

(X) During the course of the investigation,
issued a National Security Letter (NSL) pursuant to the
Electronic Communications Privacy Act, 18 U.S.C. § 2709. That
statute permits the FBI to reguest subscriber information and
telephone toll billing records that are "relevant to an
authorized investigation to protect against internaticnal
terrorism or clandestine intelligence activities, provided that
such an investigation of a United States person is .not conducted
solely on the basis of activities protected by the First
Amendment to the Constitution of the United States."” The NSL,
dated May 11, 2006, was addressed tof

J However, the number was mistakenly written with

1 IQ!’

2 (U) A “United States person” (USP)is defined in Section 101(i) of
the Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801
er seg.) as “a citizen of the United States [or] an alien lawfully admitted
for permanent residence (as defined in section 101{a) {20) of the Immigration
and Naturalization Act; . . . .” See also Section II.W of The Attorney
Gereral's Guidelines for FBI Feoreign Intelligence Ccllection and Foreiagn

SEQRET
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SEXRET

To: r_ ] From: General Counsel

Re: 27B-HQ-C1229736-VIO (8§ , 09/18/2006

one number changed, so that the NSL was issued for the wrong
telephone number.’ Records for that telephone number were
provided by the telephone company to the Upon receipt

of the records the case agent realized his mistake. The records
- from- vere collected and forwarded to FBI Headquarters

for appropriate action. Further, serials created before the
mistake was discovered and which referenced the incorrect phone
number and information have been permanently charged out of the

FBI's Automated Case Support system. By EC dated 06/14/2006, this

matter was reported to OGC and the:: Division.*

(U) Section 2.4 of Executive Order (EQ) 12863,
dated 08/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, 0GC,
respectively) report to the IOB concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive. This
language was adopted verbatim from EC 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
Beoard (PIOB). By longstanding agreement between the FBI and the
I0OB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the NSIG, or other guidelines or regulations
approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provision was designed in full or in
part to ensure the protection.of the individual rights of U.S.
persons. Violations of provisions that are essentially
administrative in nature need not be reported to the IOB. The
FBI is required, however, to maintain records of such
administrative violations so that the Counsel to the IOB may
review them upon reguest. ’

AM“VWMW”I%§: Section V.12., Investigative Techniques, of The
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection (NSIG)

* (U) In order to avoid any further dissemination of this incorrect
telephone number, the number is not being listed in this document. Since the
EC approving the NSL and the NSL itself include the incorrect telephone
numper, these documents have been permanently charged cut of the FBI's
Automated Case Suppert (ACS) system.

1 (U) See 278-H(Q-C1229736-VIO-1486, addressed to 0OGC,
SE%ET
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SECRET

b2
To: I:I From: General Counsel

provides that National Security Letters may be issued in
conformity with statutory reguirements, including 18 U.S.C. §
2709. Title 18, U.S.C. § 2709 provides that the FBI may seek
subscriber informaticn from telephone carriers that is relevant
to an authorized national security investigation. Clearly, the
information obtained by the FBI was not relevant to an authorized
national security investigation because there was an error in the
NSL in transmitting the appropriate telephone number. Thus, the
FBI received subscriber information concerning a telephone number
that was not under investigation nor related to an investigation.
Therefore, the information was improperly collected, although
unintentionally so, in violation of the NSIG and ECPA.

(U) Clearly, the rights of the target were not
infringed because he was not the subject of the improperly
collected information. It is unknown whether this information
was gathered about a United States Person or not, inasmuch as
there has been no review of the information. Nonetheless, based
on the fact that information which may be about a USP was
improperly, although inadvertently, collected, and in accordance
with the reporting requirements of Section 2.4 of E.O, 12863, 0OGC
will prepare a cover letter and an memorandum to report this
matter to the IOB.

Co ““Oé) OGC requests that the Inspection Division retain a
record of the report of a potential IOB matter for three years,

together with a copy of this opinion for possible review by the
Counsel to the IOR.

s
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To:l | From: General Counsel nIE
Re: 278-HQ-C1229736-VIO-{& , 09/18/2006

LEAD {s) :

Set Lead 1: (ACTION)

FIELD OFFICE T

N |

(U) For review and action deemed appropriate.
Set Lead 2: {(ACTION)

COUNTERTERRORISM

AT WASHINGTON, DC
{(U) Read and Clear.
Set Lead 3: (ACTION)
INSPECTION

AT WASHINGTON, DC

(U) As provided in the Revised Procedures for the
Submission of Reports of Potential Intelligence Oversight Board
(IOB) Matters, retain a record of the report of a potential IOB
matter for three years for possible review by the Counsel to the
IOB, together with a copy of the OGC opinion concerning the basis
for the determination that IOB notification is not ‘required.

1 - | bhé
b7C

L4 4

SEDRET
5
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BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

o

Enclosed for your information is a self-explanatory b2
memorandum entitled “Intelligence Oversight Board (IOB) Matter,
Portland Division, IOB Matter 2006-|:]" (U)

This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
The Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and internatiocnal terrorism
investigations. (U)

Enclosure

1 - 278-HQ-C1229736-VIO -

SE()@T
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S5€RET

Mr. Stephen Friedman

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

SECRET
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

FIELD CE b2
TOB MATTER 2006 U) b7E
(S)
bl
.\2
ho
bTA
b7E

| During the course of the

investigation, | |issued a National Security Letter (NSL)
pursuant to the Electronic Communications Privacy Act, 18 U.S.C.
§ 2709, to a telephone carrier for the telephone subscriber of a
telephone number intended to be identified as that of the target.
Instead, one of the numbers within the telephone number was
incorrectly written; thus, the information returned from the
carrier was subscriber information of a wholly unrelated
telephone number. The error was discovered upon receipt of the .
information, and the subscriber information was not reviewed nor
used for any investigative purpose. No toll information had been
sought through the NSL. Despite the inadvertent nature of the
mistake, the fact remains that subscriber information was
improperly collected on a telephone number unrelated to an
investigation. Thus, the matter is being reported to the IOB.

Deriv frefi: G-3
Declassify ~09/18/2016

SEQRET

“4”68§ Section V.12. authorizes use of National Security Letters in
conformity with 18 U.S.C. § 2709 (relating to subscriber information, toll
billing records, and electronic communication transactional records). The
statute requires that information sought is relevant to an authorized national

security investigation.



(Rev.01-31-2003) Al

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/18/2006
To: General Counsel Attn: NSLB

From: Inspection
Internal Invegtigations Section. TPU, Raam 3041

Contact: CRS Ext.
. ‘ b2
Approved By: Miller David Ian e
LAY
N =
Drafted By: ds- b7C
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2489 n?
OGC/IOB# 2006 o

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: ) 278-HQ-C1229736-VIO Serial 1486
278-HQ-C1229736-VIO Serial 1657

Details: U) The Internal Investigations Section (IIS) received

an EC from Divigion dated 06/14/2006, reporting a b2
possible IOB error. Based upon a review of the referenced EC it »TE
is the IIS's opinion the incident described therein is indicative '~
of a performance issue. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*"
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(Rev. 01-31-2003)

SE@RET/ /20311020
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 10/20/2006
To: Attn: SAC (Personal Attention) -
DL
From: Inspection je}e
Internal Investigations Section. IPU, Room 3041 h7C
Contact: CRS Ext. H7E

Approved By: Miller David Iani

Drafted By: ké_s'

Case ID #: (U) 263-HQ-0-U - 557 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2489

OGC/IOB# 2006-|:|

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

(S) Derive om : G-3
Declasgify : 20311020 bl

w7
At

(5] "Enclosure(s): bi N
278~-HQ-C1229736-VIQO Serial 1486 LA
b7E
iS:I references }Xf)
278-HQ-C1229736-VIO Serial 1486
278-HQ-C1229736-VIO Serial 1657
(:)
Details: (U) Upon review of[______ ]Division's captioned report b:
of a potential IOB violation, IIS did not find the matter b7E

indicative of willful misconduct. 1IIS cnly addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U} IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/0OGC EC, dated 03/18/2005 (319X-HQ-Al1487720 serial 6).

THIS EC IS UNCLASSIFIED Ww CLASSIFIED ENCLOSURE.

*
sgé&m//zosnozo
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DATE:

TO:

FROM:

SUBJECT:

- We consider this a management matter. The information is being provided to you

December 5, 2006

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

=

- e ;o /4
f.‘,“ »‘:?«f&;\ {A: 'TIP’M". “« ;l (
: s L ¥ pdaana
Glenn G. Powell

Special Agent in Charge
Investigations Division

OIG Complaint No. 2007001296

L.S. Departme.  f Justice

Office of the Inspector General

Washington, D.C. 20530

foipa # 1073946

Subject: Unidentified,r

|

FBI No. 263-0-U-557

o)

p7E

for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the

OIG.

L

This matter is referred to your agency for investigation. Please provide the OIG

with a copy of your final report on this matter.

L]

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached O1G Report/Referral pursuant to § 7 of the

IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the

Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment
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OIS - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689~2007-001296-M E
Received Byd | 0o Date Received: 09/28/2006 How Received: A
b7

SUBJECT: Unidentified, ¥BI SSNO:

Title: UNID ) Pay Plan: D.OC.B.:

Component: FBI EOD Date: Alien No.:

Misc: F.B.I.No.:

Home: B.0.P.No.:

Phone: ZIP: D/L No.:

Work: Offenses: 689

Phone: ZIP:

COMPLAINANT: SSNO:

Title: ATTY Pay Plan: D.0.B.: -

Component: FBI EOD Date: Alien No.: bz

Misc: F.B.I.No.: b

Home: I B.C.P.No.: B

Phone: () - ZIP:I I D/L No.:

Work: , |

Phone: I ZIP: .

Confidentral: Revealed: Authority: none

------------------------------------------ﬁ ol
Details: b4

7

The FBI provided information regarding a potential IOB matter (263-0-0U-557). D7D
S) \

The
rTelepnone numper was mistakenly written with one incorrect digit. As a result, the NSL was
issued for the wrong telephone number. Upon receipt of the records, the case agent realized
the mistake and the data was collected and forwarded to FBI headquarters for appropriate
action.

It is the opinion of the Office of the General Counsel that this matter need not be reported
to the I0B. dz
ALLEGATIONS: 689 IOB Violation
Occurrence Date: TIME: b2
CITY1 | State:l | Zip: b7E
- —
DISPOSITION DATA: Disposition: M Date: 12/01/2006 Approval: POWELL, GLENN G
Referred to Agency: FBI Date Sent: 12/01/2006 Component: FBI
Patriot Act: N Civil Rights: N Component Number: 263-0-U~557
Sensitive: N Whistleblower: N Consolidated Case Number:
Remarks:

12/05/06-Sent to Kaiser/FBI/INSD. Predicating material will be maintained within OIG/INV
in a secure container. (dz)
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