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SECRET 
/ \ FOI PA # 1073946 

FEDERAL BUREAU OF INVESTIGATION ¿ :, 
•n -VI , 'J ; 

b6 
b7C 
b2 
b7E 

(U) 

b2 
b7E 

(S) 

Precedence: ROUTINE 
To: Counterintelligence 

General Counsel 
Inspection 

From: 

Contact: SA 
Approved By: 

Drafted By: 

Case ID #: (S) 

Date: 02/10/2006 
Attn: CD-2C, SSA 
Attn: NSLB 
Attn: IIS 

Title: (S) 

bl 
b6 
b7C 
b2 
b7E 

Synopsis: ^ To advise FBIHQ of facts t - W mni^ 
conceivably be reportable to the IOB. The I bivisinn 
sent an NSL requesting billing and subscriber records for a 
cellular phone believed to be owned by the subject, however in 
addition, the company returned the records of the two (2) 
P r ior subscribers for that telephone numberj~ ~| is 
forwarding the facts surrounding this incident to FBIHQ to 
determine whether there is a reportable IOB violation. 

<U) M Deriv< 
Decías 

G-3 
02/10/2031 

bl 
b2 
b7E 

Enclosure(s): (s) A copy of the original National Security 
Letter cover EC; a copy of the National Security Letter; and a 
copy of the EC documenting the nnlisrrinn nf records from 

, land submission of results to the file. 

bl 
b7D 

e /v > 
b6 
b7C 

-{S V • l ' ^ C s ? ^ ' C 



b2 
b7E 
bl To : Counteri nt-.pl 1 i nPnrP 

Re: (S) 

SE 
From: 
02/10/2006 

bl 
b6 
b7C 

bl 
b2 
b7E 
b4 
b7D 

( S ) ni v i s i n n 
I 

On 12/07/2005, 
ĵp deliver toT 
J The 

an NSL was sent to 
Uifci authority or Executive NSL advibeu unuei 

Order 12333, dated December 4, 1981, and pursuant to Title 18, 
United States Code (U.S.C.), Section 2709 (as amended, October 
26, 2001), you are hereby directed to provide the Federal 
Bureau of Investigation (FBI) the name, address, length of 
service, and all local and ,1 orirr r H p t - - m n n ^ n records for the 

(S) 

(SJ 

b7C 

(U) 

foilowingtelephone number: 
inception to present". from date of 

(SO 
rp.cil] 1 1- g t-r, E-p-lj On December 21, 2005[ 

SA 

which were placed intj 
torwarded the 

Upon the records1 arrival tc( ID îvision, 
|reviewed the cover EC and the documents and 

discovered that the records included not only the billing 
records for the subject, who was the current subscriber for 
the number, but also the billing records for the two (2) prior 
subscribers. 

bl 
b2 
b7E 
b6 
b7C 

(U> SAl | consulted with CDC 
who advised that the records of the previous two subscribers 
<~1 v nil w. —- — LVVV OUtĴ /O'wXXĴ 'CrXO 
should be sealed in an envelope until determination was made 
as to whether thin,needed to be referred to FBIHQ. On Januarv 
20, 2006, S A 1 1 , , , y S l l h s p r m o n H ir SSK sealed the documenta in an envelope. 

had recommended that advised SA this matter 
that CDC 

should be rererrea to F B I H Q to determine if this is an IOB violation and 
that the documents in question should be sealed. 

. This sealed envelope will be placed into the file pending further instructions. 

NSL VIO-697 



To : Counterintelligence 
Re : (S) 

From : 
02/10/2006 

b2 
b7E 
bl 

LEAD( s ) : 
Set Lead 1: (Info) 

COUNTERINTELLIGENCE 
AT WASHINGTON. DC 

(U) Read and clear. 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON. DC 

(U) ^ NSLB is requested to advise Ion the 
appropriate handling procedures of the records received that 
were outside the scope of the NSL. 
Set Lead 3: (Info) 

IIS 
AT INSD 

iU1 Read and clear. 

sv 
3 

NSL VIO-698 



'Rev 08 "'8-20001 
SEÔÊET Ì^E1] 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: IMMEDIATE 
To: 

Date: 12/21/2005 

b2 
b7E 
b6 
b7C 

Attn: SA 

From: 
SSS/lnvestigative Support Specialist Unit 
Cantact: ISS 

bl 
b6 
b7C 
b2 
b7E 

Approved Bj 
Drafted By: 
Case ID #: (S) 

™ 6 6 F | bl01278 -ECPA KTST.S fPpnH 
(S) 

— 1 1 nr^ — c 

Title: (S) 

00 
(U) 

Synopsis: To advise 
of a National Security Letter (NSL) ' request. 

(U) ^ 

Field Office of the result; 

Derïvèd^E^onr'f^G - 3 
Decias^xfyDïn^Xl 

( S ) Administrative; 
L 

(S) 
On 

Reference: (S) 
bl (U1 ->s3 
b2 
b7E 
b7D 

TZF -CI01278-ECPA NSLS Serial 2958 
Enclosure(s): (S) 

One (1) photocopy of an NSL, dated 12/07/2 005 
Details: (S) [ 

NSL VIO-699 



b2 
b7E 
bl 

To: 
Re: (S) From: 

12/21/2005 

b6 
b7C 

Support Specialist (ISS) 
NSL, dated 12/07/2005 for the following number: m response to an 

bl 
b6 
b7C 
b7D 
b4 

b7E S E e k ^ 

2 

NSL V10-700 



To: 
Re: (S) 

SE^ET 

From: 
12/21/2005 

Set Lead 1: (Info) 
b2 
b7E 
bl 

AT 
( U ) Read and clear. 

SECJRÌre^ 

3 

NSL VIO-701 



(Rev. 08-28-^000) 

SE^J^ET SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence :. IMMEDIATE 
To: General Counsel 

From 

Approved By: 

Drafted By: 
Case ID #: (S roX 
Title: (S) 

Date: 12/07/2005 
Attn: National Security Law Branch 

Room 7975 

L'I U12 7 8 -ECPA NSLS (Pending) ̂  

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the telephone 
company.1 

'Caveat: This document contains information that is Foreign Intelligence Surveillance Act 
(FISA) derived. This information, and any information derived from it, may only be used in a criminal 
proceeding or any other proceeding with the advance authorization of the Attorney General of the 
United States. This information may not be disseminated to a foreign government without Attorney 
General approval. All access to FISA information by any FBI employee working on a criminal 
investigation must be reported to the case agent responsible for the FISA. 

NSL VIO-702 

r x 



SECR 
To: 
Re: 

General Counsel F - r o m -
(S) 12/07/2005 

b2 
b7E 
bl 

Details 

institution' arrangements should be made with the 
recoidf ¿ S ^ S i 1 ^ S ® e n? l 0 S e d Jitter to prodSce the i r ^ ' r ^ , y t o a n employee of your office» The institution should neither send the «cord! ttough'the 

EC^fi^ SEC, 

2 

NSL VI0703 



SECR^ 
To: General Counsel From: 
Re: (S) 12/07/2005 

b2 
b7E 
bl 

b6 
b7C 
b2 
b7E 

nor utilize the name of the subject in any telephone calls 
your office. The institution should not contact FBIHQ 
directly in any manner. 

to 

(U) You should remind the telephone company that it 
is prohibited from disclosing the FBI has made this request. 

(U) On 11/09/2001, the Director designated the 
off icial signing the enclosed letter as authorized to make the 
required certification. 

(U) j\nv rmpqt-i rpns regarding the above can be 
directed to the 

phone number 
Field Office. Attention: SA 

SECRET 
3 

NSL VIO-704 



To : General Counsel From : 
Re: (SÌ 112/07/2005 

SEgk^T 

LEAD (s) : 
Set Lead 1: (Action) 

GENERAL COUNSEL 
b2 AT WASHINGTON. DC 
b7E 
fol (U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting D / J J requirements for NSLs. 
b6 
b7C Set Lead 2: (Info) 

(S) 

AT 

M the attachedlettertc 
T?-i pi H flf f i na 

information from the telephone company,• 
Office is requested to submit the results to 
Field Office, Attn: SA1 

requested to deliver 
Upon ren^i pt of the I - -i --> 

SECT 

4 

NSL VIO-705 



S E C ^ T ^ 

U.S. Department of Justice 

Federal Bureau of Investigation 

December 7, 2005 

(X) Under the authority of Executive Order 12333, 
dated December 4, 1981, and pursuant to Title 18, United 
States Code (U.S.C.), Section 2709 (as amended October 26, 
2 001), you are hereby directed to provide to the Federal 
Bureau of Investigation (FBI) the name, address, length of 
service, and all local and long distance toll records for the 
following telephone number: 

(S) 

(U) In accordance with Title 18, U.S.C., Section 
2709(b), I certify that the name, address, length of service, 
and local and long distance toll information sought are 
relevant to an authorized investigation to protect against 
international terrorism or clandestine intelligence 
activities, and that such an investigation of a United States 
person is not conducted solely on the basis of activities 
protected by the first amendment to the Constitution of the 
United States. 

Addressee 

(S) b>'-
l - èêF- -C1012 78-ECPA 

Declassif 

(U) 

NSL VIO-706 
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bl 
b6 
b7C 
b7D 
b4 

(U) You are further advised that Title 18, U.S.C., 
Section 2709(c), prohibits any officer, employee or agent of 
yours from disclosing to any person that the FBI has sought or 
obtained access to information or records under these 
provisions. 

(U) You are requested to provide records to the 
{Field Office of the FBI within five business days from 

une aate of receipt of this letter. Any questions ynn haw 

b2 
b7E 

regarding this request should be directed only to the 
Field Office. Due to security considerations, you should 
neither send the records through the mail nor disclose the 
substance of this request in any telephone conversation. 

(U) Your cooperation in this matter is greatly 
appreciated. 

Sincerely, 

special Agent In Charge 

b2 
b7E 

SECRET. 

NSL VIO-707 



(Rev. 0 1 - 3 1 - 2 0 0 3 ) 

SEC 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

b2 
(U) 

iü) 

(UJ 

b2 
b7E 

Precedence : 
To: 

ROUTINE Date: 05/22/2006 

Counterintelligence 
Inspection 

Attn: 

Attn: 
Attn: 

SŜ J. 
SA 

CD-2C, SSA 
IIS, CRS 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact : AGC 

Approved By: Thomas Julie F 

Drafted By: „ 
Case I D # : M 27 8-HQ-C122 97 36-VIO 1382 (Pending) 
Title: 

ft 
INTELLIGENCE OVERSIGHT BOARD 
MATTER 200 6-1 

Synopsis:(X) It is the opinion of the Office of the General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

A d m i n i s t r a t i v e : T h i s electronic communication (EC) contains 
information from the following documents: (1) a copy of the 
National Security Letter (NSL) dated 12/07/2005; (2) a conv of 
the EC dated 12/07/2005 forwarding the NSL to 
Division to be served on the carrier; (3) a 
12/21/2005 delivering the results of the NSL to 
Field Office H ] and (4) a copy of the 

_ Field r-npy pf fho F<-
Field Office 
02/10/2006 fr1 
matter 

EC dated 
to OGC reporting a potential IOB 

Reference: (s; 
bl 
b2 
b7E 

(U) DerfVed^FrOT 
Declassiè^Cûn: 

0IG/D0J REVIEW* 
FBI INVESTIGATI* 



b2 
b7E 

bl 
b2 
b7E 
b7D 
b4 

To: 
Re: 

^̂ SEĵ fî T 

From: Office of the General Counsel 
27 8-HQ-C122 9736-VIO, 05/22/2006 

requested that Details:£§< By EC dated 02/10/2006, 
OGC review the facts of the captioned matter and determine whether 
it warrants reporting to the IOB. As explained below, in our 
opinion, the FBI is not required to report this matter to the IOB. 

(S) 

lïï) 

b7E 

(U) Section 2.4 of Executive Order (EO) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsel 
of the Intelligence Community components (in the FBI, the 
Assistant Director, INSD, and the .General Counsel, OGC, 
respectively) report to the IOB intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. This language was adopted 
verbatim from EO 12334, dated 12/04/1981, when the IOB was known 
as the President's Intelligence Oversight Board (PIOB). 

(U) By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of The Attorney General's Guidelines for FBI National 
Security Investigations and Foreign Intelligence Collection (AG 
Guidelines), or other guidelines or regulations approved by the 
Attorney General in accordance with EO 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

M. 
results of the NSL to[ 
information, 
the records 

On i?/?i/?nns- Division forwarded the 
Upon receipt of the 

the NSL results and learned that reviewed 
nciuaed not only the billing records for the 

subject, who was the current subscriber for the numhex-—LLL±. 
the billing records for the two prior subscribers, 
subsequently sealed and sequestered the telephone records of the 
two prior subscribers. 

2 
NSL VIO-709 



b2 
b7E To: 

Re: 

SE^fR^T 

From: Office of the General Counsel 
27 8-HQ-C122 97 36-VIO, 05/22/2006 

(U) 

(TJ)-

(X) NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.S 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 168lu (a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). ECPA, 18 U.S.C. § 2709, provides that the FBI 
may seek toll billing information from telephone carriers that is 
relevant to an authorized national security investigation. 
Section V.12., Investigative Techniques, of the AG Guidelines 
provides that NSLs may be issued in conformity with statutory 
requirements, including 18 U.S.C. § 2709. 

^ Here, during an authorized investigation,1 the FBI 
properly served an NSL on a telephone carrier. In response to 
the properly served NSL, the FBI obtained information regarding 
prior subscribers' records that were not relevant to the 
investigation.2 It appears that this information, although 
lawfully obtained, is not relevant to the investigation and 
should be segregated to protect the potential privacy interests 
of United States persons. As already accomplished in this 
matter, once information not relevant to an authorized 
investigation is received, the field shall seal and sequester 
such information. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error need not be reported 
to the IOB. A record of this decision should be maintained in 
the control file for future review by the Counsel to the IOB. 

(S) 

(S) 

bl 
b2 
b7E 

bl 

S Ï S J J Î T 

NSL VIO-710 



SE^ET 
From: Office of the General Counsel To: 

Re: 2/y-HQ-C1229736-VIO, 05/22/2006 

LEAD (s) : 
Set Lead 1 : (Action) 

INSPECTION 

, 0 AT WASHINGTON. DC b 2 
b7E (U) For action deemed appropriate 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 
AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 

AT 
(U) With respect to the information that was improperly 

received from the carrier, please seal it and sequester it within 
the CDC's safe. The information should continue to remain sealed 
and sequestered in the CDC's safe until further direction from 

cc: Ms. Thomas 
b6 
b7C 

IOB Library 

SE^RÊ^ 

NSL VIO-711 



(Rev. 0 1 - 3 1 - 2 0 0 3 ) 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
b2 

b2 
b7E 

Precedence: ROUTINE 
To: General Counsel 

Date; 07/24/2006 
Attn: NSLB 

From: Inspection 
Internal Investigations Section Tptt p,-̂ ™ ,-a n/i-| 
Contact: CRS 

Approved By: Miller Da'via larJ/UUl |Llb" 
Drafted By: 

Case ID #: 
Title: (U) 

(U) 2 7 8 -HQ-C1229736-VIO (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 03 0 
OGC/lOB# 20061 b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HQ-C1229736-VIO Serial 1261 
2 78-HQ-C122 973 6-VIO Serial 1382 

Details: (IT) The Internal Investigations Section (IIS) received 
an EC fronj Division dated 02/10/2006, reporting a 
possible IOB error.Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

NSL VIO-712 



(Rev. 01 -31 -2003 ) 
SECRE£P/^2~Q310724 

FEDERAL BUREAU OF INVESTIGATION 
Precedence : ROUTINE 

To: 
Counterintelligence 

Attn: 
Attn: 

Date: 07/24/2006 

SAC (Personal Attention) 
CD-2Ç 
SSA 

b2 
b7E 
b6 
b7C 

From: Inspection 
Internal Invftfit-.igafinn.q • IPU Room ^041 
Contact: CRS | ~~ |Ext.| 

Approved By: Miller David 

Drafted By: 
/ »Case ID #: 

"L 

Title: (U) 

(U) 2 63-HQ-0-U Serial 470 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 03 0 
OGC/IOB# 2006-1 b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) 

Enclosure(s): 

Derive 
Declassi 

Reference : (U) 

'24/2031 
(U) 278-HQ-C1229736-VIO Serial 1261 

2 78-HQ-C1229736-VIO Serial 1261 
278-HQ-C122 973 6-VIO Serial 1382 

b2 
b7E 

Details : (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

SECRET//2<n0724 
^ 1SISL VIO-713 



U. S. Departmt of Justice 
Office of the Inspector General 

DATE: November 27, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001083 
Subject: Unidentified 
FBI No. 263-0-U-470 

b2 
b7E 

• • 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 
This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 
This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 
Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 

NSL VIO-714 



b2 
01G INVESTIGATIONS DIVISION Complaint Form OIG NO o 89-2007-001083-M 
Received By: 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc: 
Home : 
Phone: 
Wor k: 
Phone: 

COMPLAINANT: 
Title: ATTY 
Component : FBI 
Mise: 
Home : I 
Phone : H T 
Work: , 
Phone : 
Confideniiai : 

Date Received: 06/05/2006 How Received: A 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

b6 
b7C 
b2 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

Details : 
The FBI provided information regarding a potential IOB matter. 

On 12/07/05, FBI] |drafted a National Security Letter (NSL) seeking telephone u o 
records related to the target of an investigation. b7E 

learned that the dat; Upon receipt of the information from the telephone provider, 
not only included the information they were seeking, but also comprised records from the 
phone number's two prior subscribers. As a result, the FBI received unauthorized 
information. 

It is the opinion of the Office of the General Counsel that this matter must be reported to 
the IOB. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 12/21/2005 TIME: 
CITY : State: Zip: 

DISPOSITION DATA: Disposition: M Date: 06/05/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 11/27/2006 Component: FBI 
Patriot Act: N Civil Ricrhts: N Component Number: 263-0-U-470 
Sensitive: N Whistleblower: N Consolidated Case Number: 

Remarks: 
Predicating material contains classified information that wiil be stored in a secure 
container within OIG/INV/HQ. 

11/27/06- Sent to Kaiser/FBI INSD (ant) 

NSL VIO-715 
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(Rev. 0 1 - 3 1 - 2 0 0 3 ) 

s V 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Counterterrorism 

'Inspection 
General Counsel 

Date : 0 4 / 0 3 / 2 0 0 6 

Attn: T T O . q i / C O N T T S ? /Tpam7 
I 

Attn: 
Attn: 

UC 
SSA 
IIS 

NSLB 

b2 
b 7 E 
b6 
b7C 

From: 

Contact: SA 

Approved By-

Drafted By: 

C a s e I D # : 2 7 8 - H O - C 1 2 2 9 7 3 6 / V T O 
(S) 

Title: (D)..$S< 

( P e n H - i n n ) 

SA 
SSA 
POTENTIAL INTELLIGENCE OVERSIGHT 
BOARD (IOB) MATTERS 

|U1 Synopsis: £g< Report of a possible IOB violation. 

(U) £ 4 Derivea^F«5ni : G-3 
DeeìSssify Onì^^Xl 

(S) 

bl 
b6 
b7C 
b7A 
b2 
b7E 

bl 
b2 
b7E 
b7A 

bl 
b2 
b7E 

Details:^SC In order to facilitate a timely review, 
investigation, and disposition of intelligence-activity' conducted 
by the FBI which may have, been unlawful ipr contrary to Executive 

L t 

SECI^K^ 

NSL VIO-716 



To: Counterterrorism From: 
SE b2 

b7E 
Re : 278-HQ-C1229736-VIO, 04/03/2006 

Orders, this communication is being submitted to report a 
potential IOB matter. The following information is provided: 

(1). Name of case agent and case supervisor (at the 
time of the possible IOB violation): 

(2). Identification of the substantive investigation 
in which the questionable activity occurred: 

(4). Identification of the subject's status as a U S 
person or non-U.S. person: U.S. person. 

(5). Explanation of the error believed committed and when it occurred: 

(S 

(3). Identification of the target: 
(S) 

TsT 

SE 

2 
NSL VIO-717 



SE 
To: Counterterrorism From: | | 
R e : 2 7 8 - H Q - C 1 2 2 973 6-VTO, 04/03/2006 

b2 
b7E 

bl 
b6 
b7C 
b2 
b7E 
b7D 
b7A 
b4 

SE^ÏÏÎ^ 

NSL VIO-718 



!T 
To: Counterterrorism From: 

(U1 Re : 2 78 -HQ-C122973 6-VIO, 04/03/2006 

b2 
b7E 

(S) 

im 

bl 
b6 
b7C 
b2 
b7E 
b7A 

(S) 

(S) 

fcäJäbREJ, 
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To: 
m Re : 

Counterterrorism From: 
b2 
b7E 

Ĉ f 278-HQ-C122 973 6-VIO, 04/03/2006 

(SJ 

bl 
b6 
b7C 
b2 
b7E 

(s) 
bl 
b6 
b7C 
b7D 
b2 
b7E 
b7A 

(S) 

bl 
b6 
b7C 
b2 

(Ui SA notified 

b7E ;g) 

On 10/05/2005 and 10/06/2005, 
the squad supervisor of the possible over-collection issue. 
Contemporaneous to this event, SAI Itelephonical1y 
contented nOiT Offing of Intelligence and Policy Review (OIPR) 

and notified hiîn of thp possible over-
sent an EC to collection issue. On 11/29/2005, SA 

Counterterrorism ITOS1/CONUS2/Team 7 
over-collection 
on 12/15-16/2005,1 
possible over-collection issue J as 

advising of the 
At meetings 

again advised of 
possible 
in | 
the 

(U)' 
On 03/20/2006, while completing a FISA Application 

for initiating coverage on subject' ,q mrjrent residence, work and 
cellular telephone numbers, 
file the 02/08/2005 EC to 

SA 
J Attn 

(S) 

discovered in the case 
SA I 1 for NSL 

results showing that service to subject's cellular telephone 
number] |had been terminated on 10/29/2004. 
Immediately thereafter, SA| Unformed his supervisor and 
initiated a thorough review of the substantive case files for 
purposes of completing a time-line and reporting to IOB. 

(S) 
bl 
b2 
b7E 

(S) On 03/2 9/2 006 and 03/3 0/2 006, 
initiated efforts to mitigatetheover-collection Division 

NSL VIO-72Q 



SEg&jST 

To: Counterterrorism From: 
ID) Re: 27 8- HQ - C1229736-VIO, 04/03/2006 

b2 
b7E 

(U)- 1. Telephonic contact with NSLB by 
Associate Division Counsel advising of a possible 
over-collection issue, and that an EC would follow providing 
details of the same. 

(Ul-
C&) 2. Telephonic contact with ITOSl/CONUS2/Team 7 SSA 

fcy SSA advising of a possible over-
collection issue, and that an EC would follow providing details 
of the same. 

(U) 
M 3. Requested 

(S) 4. Located 
removed 

I will be provided to OIPR for destruction). 

H ) 5. Coordinated removal of all over-collected 
calls, pen-register information, and subscriber information from [ ]for dates of over-

(U) 

collection. 
IDI iS) The following coordination efforts will be made in 

a timely manner to complete the over-collection mitigation: 

M in. Delete f 
collected calls. 

rom all over-

IT ̂  N-rmr-iHn i-p. MCLB for destruction 

b2 
b7E 
b6 
b7C 

b6 
b7C 

b2 
b7E 

bl 
b2 
b7E 

b2 
b7E 

b2 
b7E 
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SEpk^T 

(U)-
To: Counterterrorism From: 
R e : X 278-HQ-C1229736-VIO, 04/03/2006 

b2 
b7E 

LEAD(s): 
Set Lead 1: (Action) 

INSPECTION 
AT WASHINGTON. DC 
(U) Request IIS to take appropriate action as 

necessary, in response to this potential IOB matter. 
Set Lead 2 : (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 
(U) Request NSLB to take appropriate action as 

necessary, in response to this potential IOB matter. 
Set Lead 3 : (Action) 

COUNTERTERRORISM 
AT CONUS 2. P.C. 
(U) Request ITOSl/CONUS2/Team 7, review the provided 

communication and take any necessary action(s). 

7 
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( R e v . 0 1 - 3 1 - 2 0 0 3 ) 

Precedence: ROUTINE 
To: Counterterrorism 

b2 
b7E 
b6 
]o 7 C-/ 

Inspection 
From: Office of General Counsel 

OGC/NSLB/CTLU I/3S-100 
Contact: UC 

Date: 06/29/2006 

Ï 
Attn: TTp.G T /PNHNC T 

UC 
ssk 
I A 

Attn: C D C 
Attn: I S S 

Approved By: Thomas Julie F fêWWi 

Drafted By: 
(U)' 

Case ID#:278-HQ-C1229736-VIO-^" (Pending) 1405" 

(U1 Title: (X) 
b2 

INTELLIGENCE OVERSIGHT BOARD 
IOB MATTER 20 06 

(lU-

m-

iui 

S y n o p s i s : ^ it is the opinion of the Office of the General 
Counsel that the above referenced matter must be reported to the 
Intelligence Oversight^Board (IOB). Our analysis follows. 

G-l 
^n: 06/29/2031 

R e f e r e n c e :f£< 278-HQ-C1229736-VIO Serial 1283 
Details: £23 By electronic rnmmimi ration (EC) dated April 3, 

, reported to the 

bl 

b2 2006, the I [Field Office, „ 
b7E Inspection Division and the Office of General Counsel loGC) this 

potential IOB matter. 

b7C 
b2 
b 7 E 
b7A 

SECRET/O] NOFORN 

b7C 
OtG/DOJ REV1EV 
FBI INVESTIGÒ 
Q1G/D0J1NVES" 
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S E C R E T / O R C N O F O R N 

(U1 T c : Counterterrorism From: Office of General Counsel 
Re: X ) 2 78-HQ-C122 973 6-VIO, 06/29/2006 

:s) 

bl 
b6 
b7C 
b7D 
b2 
b7E 
b7A 
b4 

'fl^WT^ r 

(S//NF) 



ID)-

TO: 
RC: 

S E C R E T / O ^ S W / N O F O R N 

Counterterrorism From: Office of General Counsel 
2 78-HQ-C122973 6 -VIO, 06/29/2006 

(S) 

(S//NF) 

bl 
b6 
b7C 
b2 
b7E 
b7A 

la / /KTEM 

(S//NF 

A s required by Executive Order (E.O.) 12863 (Sept 
13, 1993) and Section 2-56 of the National Foreign Intelligence 
Program Manual (NFIPM), OGC was tasked to determine whether or 
not the matter described herein should be reported to IOB. We 
believe the reported activity requires notification. 

^ Section 2.4 of E.O. 12863 mandates that the heads 
of Intelligence Community components report all information to 
the IOB that it deems necessary to carry out its 
responsibilities. That section requires the Inspectors General 
and General Counsel of the Intelligence Community to report 
"intelligence activities that they have reason to believe may be 

SECRET/OR^N/NOFORN 
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S E C R E T T ^ S T O N / N O F O R N 

To: Counterterrorism From: Office of General Counsel 
Re: 2 78-HQ-C122 9 73 6 -VIO, 06/29/2006 
unlawful or contrary to Executive Order or Presidential 
Directive". This language has been interpreted to mandate the 
reporting of any violation of guidelines or regulations, approved 
by the Attorney General, in accordance with E.O. 12333, if such 
provision was designed in full or in part to protect the 
individual rights of a United States person. This includes 
violations of agency procedures issued under E.O. 12333, unless 
they involve purely administrative matters. For the FBI, the 
Office of the General Counsel (OGC) submits reports to the IOB. 

f , q ) | 

I Section 2-56 of 
the Mt'lPM identifies as reportable to the IOB unauthorized 
investigations, the use of unlawful methods and techniques, 
exceeding the authorized scope of permitted activities, and 
failing to adhere to minimization requirements. 

ĵ l In this instance OGC is required to report the 
potential IOB error in accordance with E.O. 12863 and Section 2-
56 of the NFIPM, because investigative results were obtained on 
cellular telephone of a presumed USPER who was not the subject of 
an FBI investigation. 

SECRETXRCON/NOFORN 

4 
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.To : 
Re : 

S E C R E T / O ^ S I ? / N O F O R N 

Counterterrorism From: Office of General Counsel 
27 8 - HQ -C122973 6 -VIO, 06/29/2006 

LEAD(s): 
Set Lead 1: (Discretionary) 

COUNTERTERRORISM 
b2 
b7E 

(U) For review and action deemed appropriate. 
Set Lead 2: (Action) 

AT 

b2 
b7E bl 

Field Office is directed tc 
all records pertaining to cellular telephonenumbei 
areremovedfromalldatabases. 

OT-lgm-Q t-V<34-

Set Lead 3: (Action) 
INSPECTION 

AT WASHINGTON. DC 
(U) For review and action deemed appropriate. 

SECRET/OJ^C©4i/NOFORN 

5 
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June 29, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, DC 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
letterhead memorandum fLHM) entitled "Intelligence Oversight 
Board (IOB) Matter,! DIVISION, IOB Matter 2006-1 (U) 

The LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and /or laws, Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintelligence and international terrorism investigations. 

b2 
b7E 

( U ) 

Enclosures 

1 - Ms. Julie F. Thomas 
b6 1 -
b7C 1 - 278-HQ-C122 9736-VIO 
ho 1 - Inspection (IOB 2006 

NSL VIO-728 



Should you or any member of your staff require additional 
information concerning this matter, or oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzales 
Attorney General 
US Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
US Department of Justice 
Room 6150 

NSL VIO-729 



INTELLIGENCE OVERSIGHT BOARD (IOB) 
I blVISION 
IOB MATTER 2006-

MATTER 

Xh^_Federal Bureau of Investigation's! I Division 
reported thispotential IOB matter involving 

unauthorized receipt of telephone intercepts. 

b2 
b7E 

(S) 

bl 
b6 
b7C 
b2 
b7E 
b7D 
b7A 
b4 

(S) 

(S) 

NSL VIO-730 



(S//NF) 

From March 29, 2006 thru March 30, 2006 
( Ü ,1 to mitigatethe over collection on cellular telephone 

"LlqclL. a t - o n e 

[ to include;[ 
]removal of all over-collected f.plpphnnp palla 

(S) 

pen-register inTormation. and subscriber information from 
and removalofa"1 

|ln additioif 
collected calls frorrl 
collected telephone calls. 

I will delete~the over 
and destroy the over 

bl 
b2 
b7E 

OGC has referred this matter to the FBI's Inspection 
Division for action deemed appropriate. (U) 

NSL VIO-731 



(Rev. 0 1 - 3 1 - 2 0 0 3 ) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
To: General Counsel 

Date : 07/24/2006 
Attn; NSLB 

From: Inspection 
Internal Investigations Sect-ion, T P T T Pnnm 3041 
Contact: CRS 

Approved Bys 
Drafted By: 
Case ID #: 
Title: (U) 

Miller David la 

(U) 2 78-HQ-C122 973 6-VIO (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2066 
OGC/lOB# 2006 

b6 
b7C 
b2 

b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HQ-C1229736-VIO Serial 1283 
278-HQ-C1229736-VIO Serial 1475 

Details: (U) The Internal Investigations Section (IIS) received 
an EC fromI | Division dated 04/03/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 

b2 is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

NSL VIO-732 



(Rev. 0 1 - 3 1 - 2 0 0 3 ) 
SECRE^^2£310 7 2 4 

FEDERAL BUREAU OF INVESTIGATION 

b2 
t) 7 E 
b6 
b7C 

b2 
b7E 

Precedence: ROUTINE 

To : 
Counterterrorism 

Date: 07/24/2006 
Attn: SAC (Personal Attention) 
Attn: ITOS 1/CONUS 2/Team 7 

From: Inspection 
Internal Investigations Section, 
Contact: CRS 

TPTT. Pnnm ^041 

Approved By: Miller David 
Drafted By: 

V I Case ID #: (U) 2 63-HQ-0-U Serial 471 [Pending) 
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRACKINGS 2 066 
OGC/IOB# 2006 b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

G-3 
07/24/2031 

(U) 278-HQ-C122 973 6-VIO Serial 1283 Enclosure(s) 
Reference: (U) 278-HQ-CI229736-VIO Serial 1283 

278-HQ-C1229736-VIO Serial 1475 
Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate, action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 
THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE, 

SECRET?^) 310724 
^sMSL VIO-733 



i / - « 

DATE: November 29, 2006 

U.S. Departme. of Justice 
Office of the Inspector General 

Washington. D.C. 20?.10 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001214 

• • 

Subject: SAT 

b6 
b7C 
]o 2 
b7E 

FBI No. 263-0-U-471 
We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. 
This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 
This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 
Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 

NSL VIO-734 



b2 
OIG - INVESTIGATIONS DIVISION C omplaint Form OIG NO. 689-2007-001214-M 

Received By:| Date Received: 07/06/200 6 How Received: A 

SUBJECT : 
Title: Si 
Component : FBI 
Mise : 
Home : 
Phone : 
Work: 
Phone : 

Pay Plan: 
EOD Date: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

b6 
b7C 
b2 

COMPLAINANT: 
Title: SSA 
Component: FBI 
Misc:. 
Home: 
Phone: 

Pay Plan: 
EOD Date: 

) -
Work: , 
Phone : 
Confidential : 

ZIP: 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

Details : 
Information received from the FBI regarding a potential IOB matter. 

On 2/22/04, SA issued a National Security Letter to a 
communications provider. Tn rpsnnnsp to Mip rpnnoct- the provider notified the FBI that th 

b6 
b7C 
b2 
b7E 

t-hprpaf̂ sr. transferred squads and the investigation was reassigned. Shortly 
the new rasp agent learnedl 

It is the opinion of the Office of the General Counsel that this matter must be reported to 
the IOB. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 10/24/2004 
CITY: 

TIME: 
State: Zip : 

b2 
b7E 

DISPOSITION DATA: Disposition: M Date: 07/06/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 11/29/2006 Component: FBI 
Patriot Act: N Civil Rights: N Component Number: 263-0-U-471 
Sensitive: N Whistle-blower: N Consolidated Case Number: 

Remarks : 
Predicating material contains classified information that will be stored in a secure 
container within 01 G/INV/HQ . 

11/29/06- Sent to AD Kaiser FBi/INSD (tap) 

NSL V1Ü-/¿b 
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(P..7V. 01-31-2003) b2 
SÌXj^ET 

FEDERAL BUREAU OF INVESTIGATION 4 
(ou 

fi i 

( 0 ) 

(U) 

Precedence: ROUTINE 
To: Inspection 

Counterintelligence 
General Counsel 

Attn: 
Attn: 
Attn: 
Attn: 

Date: 04/27/2006 
Internal Investigations 
Section 
A/SC| CD-4 
NationaL security r'aw Branch 

From: 

Contact: S h 
Approved By: 

—i. s 

Drafted By: 
Case I D # : ^ 

(S) 

c 

Title: 

Svnonsi s; 

,2.78-HQ-C1229736-VTn ÌD^H^.Ì 3 (o3 

euLtiliLlai intelligence Oversight Board 
Violation regarding an internet service provider 
(ISP) National Security Letter (NSL) 

(U) (X) Derive 
Declass O H > 

"G-3 
Î5X-1 

Enclosure<s): £ s < Enclosed with this communication is a copy 
of the original NSL that was served to the internet service 
provider. 

Details: (S) / 

(S) 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 

bl 
b7D 

bl 
b7D 
b4 
b2 
b7E 

td061181.ec 
o*.. ,tUuuL A 

SÈpB^T UliiH ^Jnhi b6 
b7C NSL VIO-736 



m 

(S) 

(U! -

(DI-

SE 
To: Inspection From: | 
R e : ( X 27 8-HQ-C122973 6-VIO, 04/27/2006 

b7E bl 

b7C 
b7D 

is^ Immediately upon discovering this 
the information and sequestered it in a safe for storage. 
Additionally, no information was entered into the case file. 

Hwill take the appropriate steps through thel 
1 C T ̂ ^ T-l y-\ H- -i fir J _ _ • , T Division to notify the internet service provider in order to 

avoid any re-occurrences of this error. 

CS<| |is reporting this potential Intelligence 
Oversight Board violation pursuant to the mandates of EO 
12863, which requires reporting of any potential violation of 
the Constitution, the laws of the United States, Executive 
Orders or Presidential Directives! "haintains the 
aforementioned potential Intelligence Oversight Board 
violation is reportable but does not constitute a violation on 
the part of the FBI. 

<X> S SA safe at 
Lill maintain the NSL information sealed in 

pntil such time as FBIHQ advises 
regarding the outcome of NSLB's review of this matter. If it 
is determined that no investigation regarding this matter is 
warranted, the sealed information will then be destroyed. 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b4 

b2 
b7E 

b2 
b7E 

b2 
b7E 

2 
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V 

JJtü, L LAS dir £ Uly 
U.S. Department of Jus t i ce 

Federal Bureau o f Investigation 

In Reply , Please Refer to b2 
File No. b7E 

November 16, 2005 

b l 
b6 
b7C 
b7D 

Pursuant to Executive Order 12333 and Title 18 U.S.C. 
§2709 (a) you are directed to provide the Federal Bureau of 
Investigation (FBI) with the name, address, length of service and 
electronic communication transactional records, including e-mail 
header information (not to include message content or subject fields) 
for the below-listed account: 

ta6 (S) 
b7C \ 
b7D 
b4 

In accordance with 18 U.S.C. §2709(b), I certify that the 
information sought is relevant to an authorized investigation to 
protect against international terrorism or clandestine intelligence 
activities. 

Please note that 18 U.S.C. §2709(c) prohibits your 
company; any officer, employee, or agent of your company; or any 
other wire or electronic communication service provider or agent 
thereof; from disclosing to any person that the FBI has sought or 
obtained access to information or records under this provision. 

You are reguested to provide the records responsive to 
this request to an FBI employee from the office that served the 
request. You should not send the records through the mail or discu: 
the substance of this request in any telephone conversation. 

NSL VIO-738 



In preparing your response, you should determine whether 
your company maintains or possesses the following types of 
information which you may consider to be an electronic communication 
transactional record subject to 18 U.S.C. §2709(a): 

b2 
b7E 

We are not requesting, and you should not provide, 
information that would disclose the content of any electronic 
communication as defined in 18 U.S.C. §2510(8). 

This request relates to a sensitive ongoing FBI 
investigation. We therefore request that this request and any 
documents or materials generated as a result of this request be 
stored by your company in a secure manner. This would include 
limiting access to those employees with a legitimate need to know 
about the existence of this request. 

Any questions regarding this request should be directed to b6 
Special Agentf 
telephone number ̂  

Your cooperation in this matter is greatly appreciated. 

Sf/nereU? vnn#L 

b7C 
b2 
b7E 

b2 
b7E 

Special Agent in Charge 

NSL VIO-739 



(Rev. 0 1 - 3 1 - 2 0 0 3 j 

SSÜRST 

BUREAU OF INVESTIGATION 

IUI-

IU) 

Precedence; ROUTINE Date: 05/25/2006 
To: Attn: SAC 

ADC 
SSA 
SA 

Counterintelligence Attn: CD-' 4, A/SC 

Inspection Attn: IIS, CRS 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact: AGC[ " 

Approved By: Thomas Julie F 

Drafted By: 

b2 
b7E 
b6 
b7C 

C a s e 1 0 #•• M 27 8-HQ-C12297 3 6-VIO - 1413 (Pending) 

Title -j>v( INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-

b2 

iüi S y n o p s i s : ( X It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the TOR. 

Reference: 

(U) (X) J^onrf G-3 
isifyöiTr^25Xl 

bl 
b2 
b7E 

(U! D e t ? i l s : ^ ^ B v electronic communicati nn (EC) dated 04/27/2006, 
t h e | ] requested that OGC review the ' b 6 

b2 
b7E SE 

0IG/D0J REVIE 
FBI INVESTIGATION 
OlCyBO^NVESti^te 

b7C 



b2 
b7E 

(U) 
facts of the captioned matter and determine whether it warrants 
reporting to the IOB.1 As explained below, in our opinion, the 
FBI is required to report this matter to the IOB. 

bl 
b2 
b7E 
b7D 
b4 

RET 
To: \ 1 From: Office of the General Counsel 
Re: HQ-C1229736-VIO, 05/25/2006 

(s: 

bl 
b2 
b7E 
b7D ^immediately sealed and sequestered the 

information into the case file. 
safe. did not enter anv 
Moreover through 

error to avoid future mistakes. 

(U) Section 2.4 of Executive Order (EO) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsel 
of the Intelligence Community components (in the FBI, the 
Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. This language was adopted 

b2 
b7E 

(U1 ' X 
"Potential 
Internet 

EC froml |to OGC dated 04/27/2006 and titled 
Intelligence Oversight Board Violation Regarding an 

Service Provider (ISP) National Security Letter (NSL). 
SE C^CI 

2 
NSL VIO-741 



b2 
To: J From: Office of the General Counsel b7E 
Re: 278-HQ-C1229736-VIO, 05/25/2006 

verbatim from EO 12334, dated 12/04/1981, when the IOB was known 
as the President's Intelligence Oversight Board (PIOB). 

IOB (and its predecessor, the PIOB) , this language has been 
interpreted to mandate the reporting of any violation of a 
provision of The Attorney General's Guidelines for FBI National 
Security Investigations and Foreign Intelligence Collection (AG 
Guidelines), or other guidelines or regulations approved by the 
Attorney General in accordance with EO 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

<u> M ) NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 1681u(a) and ( b )); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). ECPA, 18 U.S.C. § 2709, provides that the FBI 
may seek toll billing information from telephone carriers that is 
relevant to an authorized national security investigation. 
Section V.12., Investigative Techniques, of the AG Guidelines 
provides that NSLs may be issued in conformity with statutory 
requirements, including 18 U.S.C. § 2709. 

(U) By longstanding agreement between the FBI and the 

bl 
b2 
b7E 
b7D material was commendable. Upon learning that 

resulted in the unintentional acquisition of information. It 
should be noted tha should be noted that] response in receiving the n n s n l i r i t g H 

(S) Here, an error on the part of 

b4 

3 

NSL VIO-742 



To: 
Re : ¿>7tì-HQ-cl22y73è-v 

SE^ET 
From: Office of the General Counsel 
0 , 0 5 / 2 5 / 2 0 0 6 

b2 
b7E 

(S) provided information beyond the scope of the NSL 
sequestered the excess information. Moreover 

sealed and 
:hen undertook 

steps to prevent this mistake from reoccurring by notifying 
of its error. 

(•X Based upon our analysis, in accordance with the 
reporting requirements of Section 2.4 of E.O. 12863, the 
carrier's mistake must be reported to the IOB. OGC will prepare 
a cover letter and a memorandum to report this matter to the IOB, 

bl 
b2 
b7E 
b7D 
b4 

gìpeÌRS'] 

NSL VIO-743 



SkÉÎRi RET 
To: | From: Office of the General Counsel 
Re: 2/8-HQ-C1229736-VIO, 05/25/2006 

b2 
b7E 

LEAD(s): 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3 : (Action) 
b2 
b7E 

(U) With respect to the information that exceeded the scope 
of the NSL, please seal it and sequester it within the CDC's 
safe. The information should continue to remain sealed and 
sequestered in the CDC1s safe until further direction from OGC. 
cc: Ms. Thomas 

b6 
IOB Library ^7 

SECHST 

5 
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BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006 (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 
Enclosure 
1 - 278-HQ-C1229736-VIO - 1414 

UNCLASSIFIED 
DETACHED FR 
CLASSIFI 
Derived/Fr CM 
Declassify O: 

SSg^ÉT 
NSL VIO-745 



Mr. Stephen Friedman 
Should you or any member of your staff require additional 

information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

NSL VIO-746 



INTELLIGENCE OVERSIGHT BOARD MATTF.R 

IOB MATTER 2006 

b2 
b7E 

U) 

(S) By electronic communication dated April 27, 
2006, the Federal Bureau of Investigation (FBI' bl 

b2 
b7E 
b7D 
b4 

(sy bl 
b7D 
b4 

/ The FBI immediately sealed and sequestered the 
information and placed it in a safe. The FBI did not enter any 
information into the case file. Moreover, the FBI plans to 
notify the internet service provider of its error to avoid 
future mistakes. 

(S) Here, an error on the part of 
resulted in the unintentional acquisition of" information 
through an NSL. Based upon our analysis, in accordance with 
the reporting requirements of Section 2.4 of Executive Order 
12863, the carrier's mistake must be reported to the IOB. 

bl 
b7D 

Derivèd^f^ortf: G-3 
Decla^si£ySm^2 5X1 

SENKET 

S^pÖRET NSL VIO-747 



(Rev. 0 1 - 3 1 - 2 0 0 3 ) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 
To: General Counsel 

Date: 07/24/2006 
Attn: NSLB 

From: Inspection 
Internal Investigations Section. TPIJ Room 3Q41 
Contact: CRS 

Approved By: 
Drafted By: 
Case ID #: 
Title: (U) 

Miller David laibl(JJb (Ctó 
Ext b6 

b7C 
b2 

(U) 2 78-HQ-C122 973 6-VIO (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 21$8 
0GC/I0B# 2006-1 b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 
Reference: (U) 278-HQ-C1229736-VIO Serial 1363 

2 78-HQ-C122 973 6-VIO Serial 1413 
Details: (U) 
an EC from 
possible IOB 
is the IIS 1s 
attributed to 

The Internal Investigations Section (IIS) received 
"(dated 04/27/2006, reporting a 

error. Based upon a review of the referenced EC it 
opinion the incident described therein was an error 
the Internet company in providing unauthorized 

information relative to the issuance of an NSL. Therefore, no 
internal investigation will be conducted by the IIS and this 
matter is being relegated to the NSLB for whatever action they 
deem appropriate. 

b2 
b7E 

NSL VIO-748 



(Rev. 0 1 - 3 1 - 2 0 0 3 ) 

FEDERAL BUREAU OF INVESTIGATION 
Precedence : 
To: 

ROUTINE 

Counterintelligence 
Attn: 
Attn: 

Date: 07/24/2006 
(Personal Attention) 

CD-4 
A/SC 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 
Contact: CRS Ext. 

Approved By: 
Drafted By: 

-Case ID #: 
Title: (U) 

Miller David li d'i 

b2 
b7E 
b6 
b7C 

(U) 2 63-HQ-0-U Serial 472 (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 216 8 
OGC/lOB# 2006- b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) 
Enclosure(s) 

(U) Reference : 

Der 3 
Dec 1 / 24/2031 

(U) 2 78-HQ-C1229736-VIO Serial 1363 
2 78-HQ-C1229736-VIO Serial 1363 
2 78-HQ-C122 973 6-VIO Serial 1413 

Details: (U) Upon review of 
report of a potential IOB violation, lis did not find t 

b2 
aptioned b7E 
le matter 

indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A14 8 7 720 serial 6) . 
THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

SECRET7£2««tÛ724 
NSL VIO-749 



-t. 
U. S. Departim. of Justice 
Office of the Inspector General 

DATE: November 27, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Fédéral Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001108 
Subject: Unidentified b2 

b7E 
FBI No. 263-0-U-472 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

| [ This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I 1 This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 
Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 

NSL VIO-750 



b2 

01G - INVESTIGATIONS DIVISION Complaint Form OIG NO.: 689-2007-001108 -M 

Received By: Date Received: 06/14/2006 How Received: A 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc : 
Home : 
Phone: 
Wor k: 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

COMPLAINANT : 
Title: ATTY 
Component : FBI 
Mise : 
Home : 

Pay Plan 
EOD Date 

Phone: () -
Work: , 
Phone : 
Confidentîal: 

ZIP: 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b6 
b7C 
b2 

DetaiIs : 
The FBI provided information regarding a potential IOB matter. 

drafted a National Security Letter (NSL) seeking electronic 
communications data related to a target of an investigation. 

b2 
b7E 

On 4/26/06, learned that the Internet provider's response contained information 
that was not included in the NSL. As a result the FBI received unauthorized information. 

It is the opinion of the Office of the General Counsel that this matter must be reported to 
the IOB. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 04/26/2006 
CITY \ ~ 

TIME: 
State: Zip: 

DISPOSITION DATA: Disposition: M 

Referred to Agency: FBI 
Patriot Act: N Civil Riqhts: N 
Sensitive: N Whistleblower: N 

Date: 06/14/2006 Approval: POWELL, GLENN G 

Date Sent: 11/27/2006 Component: FBI 
Component Number: 263-0-U-472 

Consolidated Case Number: 

Remarks: 
Predicating material contains classified information that will be stored in a secure 
container within OIG/INV/HQ. 

11/27/06- Sent to Kaiser/FBI INSD (ant) 

NSL VIO-751 
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b2 
(Rev . 0 1 - 3 1 - 2 0 0 3 ) 

S E ^ É T 

BUREAU OF INVESTIGATION 

(U) 

lui-

Precedence: ROUTINE 
To: Inspection Division 

Office of the General Counsel 
From: 

Approved 

03/28/2006 
y 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO 
Title: (U) SA 

S SAI 

b2 
b7E 
b6 
b7C 

Synopsis: (U) 
Board matter. 

IU) 

To report a potential Intelligence Oversight 

Derive 
Decla 

) FISA WARNING STATEMENT - STATUTORY RESTRICTIONS 
This information or document, or portions thereof, is derived 

from a court-authorized FISA order and such information or any 
information derived therefrom may only be used in a criminal or 
other proceeding (including but not limited to use in 
search/arrest warrants or affidavits or grand jury subpoenas and 
proceedings) with the advance authorization of the Attorney 
General. See 50 U.S.C. Section 1806(b), 1825(c). 
Detail.a I bl 

b7A 

u p t g A D E D 
WITH/TEXT 

S B « £ E T 

•DUj U^ 
BY. 

DATE. 

NSL VIO-752 
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ET 

To: Inspection Division From: 
Re: (U) 278-HQ-C1229736-VIO, 02/10/2005 

b2 
b7E 

bl 
b7A 

bl 
b6 
b7C 
b7D 
b7A 

bl 
b6 
b7C 
b7A 
b4 

bl 
b6 
b7C 
b2 
b7E 
b7A 

ISJ 

1 S L 

(S) 

SÇ^RET 

2 

bl 
b6 
b7C 
b7A 
b2 
b7E 

NSL VIO-753 



To: Inspection Division From: 
Re: (U) 278-HQ-C122973 6-VIO, 02/10/2005 

b2 
b7E 

(S) 

bl 
b6 
b7C 
b7D 
b7A 
b4 

LS) 

bl 
b6 
b7C 
b2 
b7E 
b7A 

SJf^RET 

3 
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S^ßET 
To: Inspection Division From: 
Re: (U) 27 8-HQ-C1229736-VIO, 02/10/2005 

b2 
b7E 

_ÍSL bl 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

^RET 

4 
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SBCRET 
To: Inspection Division From: 
Re: (U) 27 8- HQ-C122973 6-VIO, 02/10/2005 

b2 
b7E 

LEAD(s): 
Set Lead 1: (Action) 

INSPECTION DIVISION 
AT WASHINGTON. PC 

(U) Review and take appropriate action. 
Set Lead 2 : (Action) 

OFFICE OF GENERAL COUNSEL 
AT WASHINGTON. PC 
(U) Review and take appropriate action, to 

include notifying OIPR and FISC. 
•• 

SfiCRBÌ^^ 
5 

NSL VIO-756 
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S T R E E T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: INSD 
OGC 

Date: 04/19/2006 

Attn: IIS 
NSLB 

b2 
b7E 
b6 
b7C 

Drafted By: 
(U) Case ID #: £¡S¡$ 2 73-HQ-C122 973 6 - VI Ov'* (Pending) 

(U) Title: NATIONAL SECURITY LETTER MATTER; 
OVERPRODUCTION BY TELEPHONE COMPANY PERSONNEL; 
NOTIFICATION OF POTENTIAL IOB MATTER 

( U ) • 

Synopsis: (X) To report notification of potential IOB matter 
by non-FBI personnel. 

Derived^pidifi^C^ G-3 
Declassify On: XI 

ÍU) ( ^ 

Administrativa : LS. 

b2 

bl 
b2 
b7E 

Drta i 1R: 

jLaiJ 

bl 
b2 
b7E 
b6 
b7C 

s ( SECRET 

ik* Cl/tQ/fiL 
b6 
b 7 C N S L VIO-757 

bl 
b2 
b7E 
b7D 
b4 



se 
To : INSD 
Re :. 

(U) 

From : 
2 7 8-HQ-C1229736-VIO, 04/19/2006 

b2 
b7E 

(S) 

bl 
b2 
b7E 

bl 
b2 
b7E 
b7D 

(U) M [separated the excess information from the 
originally requested information. The excess information is 
wrapped and secured in a safe, pending guidance on how to 
proceed with the information. The information originally 
requested is maintained with the case file and is pending 
review. 

b2 
b7E 

SR0XET 

2 
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To: INSD From: 
Re: -¿«ft 2 78 - HQ - CI 2 2 9736-VIO, 04/19/2006 

(U) 

b2 
b7E 

Set Lead 1: (Action) b2 
b7E 

A1 bl 
b2 
b7E 
b7D 

SE^ET 

f\"*lf*j> 



(Rev. 0 1 - 3 1 - 2 0 0 3 ) 

sè^KET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date : 05/23/2006 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: 

From: Office of the General Counsel b2 
b7E 
b6 
b7C 

(U)-

Drafted By: 

Case ID #: £8< 278-HQ-C12297 3 6-VIO - 1391 (Pending) 

(U) 

(Ui-

HJ) 

Title: ' X INTELLIGENCE OVERSIGHT BOARD 
MATTER 200 6-

b2 

S y n o p s i s : I t is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

Reference: (S) 

(U) 

D e t a i l s : B y electronic communication (EC) dated 04/19/2006, 
the 
facts of the captioned matter and 

requested that OGC review the 
determine whether it warrants 

0IG/D0J REVIEW:. 
FBLN 
0 ® ( 

bl 
b2 
b7E 

b2 
b7E 

b6 
b7C 



To: Prom: Office of the General Counsel 
Re: 278-HQ-C1229736-VIO, 05/23/2006 

b2 
b7E 

reporting to the IOB.1 As explained below, in our opinion, the 
FBI is required to report this matter to the IOB. 

ISI 

bl 
b2 
b7E 
b7D 
b4 

bl 
b2 
b7E 
b7D 

(U) Section 2.4 of Executive Order (EO) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsel 
of the Intelligence Community components (in the FBI, the 
Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 

(U) 1 t&) EC from 
"National Security 

to OGC dated 04/19/2006 and titled 
Letter Matter; Overproduction by Telephone 

Company Personnel; Notification of Potential IOB Matter." 

S^iET 

2 

b2 
b7E 

NSL VIO-761 



To : 
Re : 

SE^^T 
From: Office 

2 /8-HQ-C122y I Jb-vib, 05/23/2006 
of the General Counsel b2 

b7E 

Order or Presidential Directive. This language was adopted 
verbatim from EO 12334, dated 12/04/1981, when the IOB was known 
as the President's Intelligence Oversight Board (PIOB). 

(U) By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of The Attorney General's Guidelines for FBI National 
Security Investigations and Foreign Intelligence Collection (AG 
Guidelines), or other guidelines or regulations approved by the 
Attorney General in accordance with EO 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.S 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). ECPA, 18 U.S.C. § 2709, provides that the FBI 
may seek toll billing information from telephone carriers that is 
relevant to an authorized national security investigation. 
Section V.12., Investigative Techniques, of the AG Guidelines 
provides that NSLs may be issued in conformity with statutory 
requirements, including 18 U.S.C. § 2709. 

NSL VIO-762 



sss&IÎT 

To: I Office of the General Counsel b 7 E 
Re: 27 8-HQ-C122 97 36-VIO, 05/23/2006 

error on the part o 
(S) Here, during an authorized investigation,2 an 

esulted in the unintentional. 
It should be noted that acquisition of information, 

response in receiving the unsolicited material was commendable. 
Upon learning that] provided information beyond the scope 
of the NSL,| jsealed and sequestered the excess information.3 

!U) Based upon our analysis, in accordance with the 
reporting requirements of Section 2.4 of E.O. 12863, the 
carrier's mistake must be reported to the IOB. OGC will prepare 
a cover letter and a memorandum to report this matter to the IOB. 

bl 
b2 
b7E 
b7D 
b4 

bl 
b2 
b7E 

bl 

LEAD (s) 

(S) (g 

S Ei 
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TO: 
Re : 2 /y-HQ-C1229736' 

From: Office 
-VIO, 05/23/2006 

of the General Counsel 
b2 
b7E 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTONf DC 

(U) For action deemed appropriate 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

(U) For information. 

Set Lead 3: (Action) b2 
b7E 

Al 

(U) With respect to the information that was improperly 
received from the carrier, please seal it and sequester it within 
the CDC's safe. The information should continue to remain sealed 
and sequestered in the CDC's safe until further direction from 
OGC. 
cc : Ms. Thomas 

b6 
b7C 

IOB Library 

SECRET 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
To: General Counsel 

Date: 07/24/2006 
Attn: NSLB 

From: Inspection 
Internal Investigations Section, T P T T . _ P N O M ^ N N 
Contact: CRSI 

Approved By: 
Drafted By: 
Case ID #: 
Title: (U) 

Miller David la 
Ext. 

b6 
b7C 
b2 

(U) 2 78-HQ-C122 973 6-VIO (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS T R A C K I N G S 9 1 » 7 
0GC/I0B# 2006- b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference : (U) 2 7 8-HQ-C1229736-VIO Serial 1355 
278-HQ-C1229736-VIO Serial 1391 

The Internal Investigations Section (IIS) received 
Jdated 04/19/2006, reporting a 

Details: (U) 
an EC from[~ 
possible IOB error. Based upon a review of the referenced Ec"it 
is the US's opinion the incident described therein was an error 
on the part of the telephone company in providing unauthorized 
information relative to the issuance of an NSL. Therefore, no 
internal investigation will be conducted by the IIS and this 
matter is being relegated to the NSLB for whatever action they 
deem appropriate. 

b2 
b7E 

X 
NSL VIO-765 



(Rev. 01-31-2003) — ^ ^ 
S 4 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 
To: 

ROUTINE Date; 07/24/20CM 
Attn: 
Attn: 

[Personal Attention) 
SAC Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU, Room 3 041 
Contact: CRS Ext 

Approved By: Miller David 

b7E 
b6 
b7C 

Drafted By: 
/ / 

V'case ID #: 
Title: (U) 

(U) 263-HQ-0-U Serial 4796 (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2187 
0GC/I0B# 2006 -I b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) Derivec^^m : G-3 
Declas^iiy-Qn: 07/24/2031 

Enclosure(s): 
Reference : 

Details : 

(U) 
(U) 2 78-HQ-C122 973 6-VIO Serial 1355 
2 78-HQ-C1229736-VIO Serial 1355 
2 78-HQ-C122 9736-VIO Serial 1391 

(U) Upon review of[_ captioned 
b2 
b7E 

report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

NSLVÏ0766 
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— # 

U. S. Departmt of Justice 
Office of the Inspector General 

J 
DATE: November 27, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Fédéral Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001080 
Subject: Unidentified t)2 
I I b7E 

FBI No. 263-0-U-476 

m We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

| [ This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

| [ This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 
Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 
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OIG INVESTIGATIONS DIVISION Complaint Form OIG NO.: Q S9-2007-001080-M 
Received By: 

SUBJECT: Unidentified, FBI 
Title: IJN J D 
Component: FBI 
Misc: 
Home : 
Phone: 
W o .r k : 
Phone: 

Date Received: 06/05/2006 How Received: A 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

b6 
b7C 
b2 

COMPLAINANT : 
Title: ATTY 
Component : FBI 
Mise : 
Home: £ 
Phone: C 
Work: , , 
Phone : [ 
Confidential ; 

Pay Plan: 
EOD Date: 

ZIP 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

DetaiIs : 
The FBI provided information regarding a potential IOB matter 

drafted a National Security Letter (NSL) seeking telephone On 9/29/05, . . ... J 
records related to multiple targets of an investigation 

learned that the telephone carrier's response Upon review of the NSL results, ^ => s p o u s e 
included data that exceeded the dates authorized. As a result the FBI received unauthorized 
information. 

It is the opinion of the Office of the General Counsel that this matter must be reported to 
the IOB. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 10/04/2005 TIME: 
CITY:! I State 

b7E 
Zip: 

DISPOSITION DATA: Disposition: M Date: 06/05/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 11/27/2006 Component: FBI 
Patriot Act: N Civil Rights: N 

Sensitive: N Whistleblower: N 
Component Number: 263-0-U-476 

Consolidated Case Number: 

Remarks : 
Predicating material contains classified information that will be stored in a secure 
container within OIG/INV/HQ. 

11/27/06- Sent to Kaiser/FBI INSD (ant) 

NSL VIO-768 
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(Rev . 01-31- .2003) b2 

(S) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: DEADLINE 05/12/2006 Date: 05/09/2006 
To: General Counsel 

Inspection Attn: NSLB 

From: 

Contact : SA 1 
Approved By: 

• • ' " 

-

Drafted By: Ihl 
Case ID #: .278^HQ-C1229736-VIO '' "(Pending) 

Title: SA 
SSRÄ 

' 27E C71404 *J !/ 

RA£ 1 
Synopsis: 
Reference: 

Details: 

INTELLIGENCE OVERSIGHT BOARD (IOB) VIOLATION 

: Report of IOB violation forJ ~ 
2 78-HQ-C1229736-VIO Serial 355 
278-HQ-C1229736 Serial 1347 
66F-HQ-A124 7863 Serial 149 
66F-HQ-A1247863 Serial 172 

b2 
b7E 
b6 
b7C 

Ir 

bl 
b6 
b7C 
b2 
b7E 
b7A 

Contact has been made between writer and 
Counterterrorism ITOS 1/ CQNUS 2 to take corrective measures to 

HAi iu i t^ 
/ 

b6 
b7C NSLVI£>-769 



X To: General Coui 1 From: 
Re: 2 78-HQ-C122 973 6-VIO, 05'/ 0^/2006 

b2 
b7E 

include an additional extension from FBIHQ and assurance that 
future IOB violations will not occur. 

Inasmuch as it was believed extension had been granted 
by FBIHQ all future requests will be submitted with a deadline 
and a tickler will be set for follow-up. A tickler will be set 
30 days prior to expiration of any Pis for submission of 
extension EC. A follow-up tickler will then be set for 15 days 
prior to expiration, and a final tickler will be set for five 
days prior to extension if no approval has been received from 
FBIHQ. 

X 
2 

NSL VIO-77Q 



To: General Coui. 1 From: 
Re: 278-HQ-C122 973 6-VIO, 05/08/2006 

LEAD(s): 
Set Lead 1: (Discretionary) 

GENERAL COUNSEL 
AT WASHINGTON, DC 
For information and action deemed appropriate 

Set Lead 2 : (Discretionary) 
INSPECTION 

AT WASHINGTON, DC 
For information and action deemed appropriate 

3 
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(Rev. 0 1 - 3 1 - 2 0 0 3 ) 

SEGRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 
To : 

Counterterrorism 

b2 
b7E 
b6 
b7C 

Date: 06/02/2006 
Attn: SSRA 

SA 

Attn: ITOS l/CONUS 2 

From: Office of the General Counsel 
NSLB/CTLU 1 . T.X-1 iq-inn 
Contact: I 

Approved By: Thomap .THIHQ T? 

Drafted By: 
Case ID # 

m , 
(U) .... 

Title: 

m cm 
(S) 

278 
278 

-X 
ä 

C1229736-VIO - 1418 
("•71404. - qn (Pending) 

bl 
b7A 
b2 
b7E 

POTENTIAL INTELLIGENCE OVERSIGHT BOARD 
MATTER 2 006 

(U) b2 
Synopsis:J^) It is the opinion of the Office of General 
Counsel (OGC) that the above-referenced matter must be reported 
to the Intelligence Oversight Board (IOB)and the FBI's Inspection 
Division. OGC will prepare and deliver the required 
correspondence to the IOB. Our analysis follows. 

( U ) X 

Reference : 

Derived Fri 
Dec lassi fŷ OfìM 

G-3 
06/02/2031 

278-HQ-C1229736-VIO Serial 1356 
Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the document 
m WordPerfect. 

Details: (s: 

ET 

OIG/DOJ REVIEWt 
FB0NYBSTTOIÒN: 

OIG/DOJ INVESTIGATION: 

:SPT 

bl 
b2 
b7E 
b7A 

b7C 



To: 
(U) Re 

SEC 
F r o m : Office of the General Counsel 

^ J 2 7 8 - HQ-C1229736 -VIO, 06/02/2006 

b2 
b7E 

(S) 

bl 
b6 
b7C 
b2 
b7E 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

b2 
b7E 
b7A 

(U) Section 2.4 of E.O. 12863, dated 09/13/1993 
mandates that Inspectors General and General Counsel of th4 
Intelligence Community Components (in the FBI, the Assistant 
Director, INSD, and the General Counsel, OGc/respectively? 
report to the IOB "concerning intelligence activities that they 

b2 
b7E 

(U)See, referenced EC from th j bivision to the General Counsel, dated 
I R \ - U O I T A 1 ' T ' I A T ^ T T-rY—V R. . ' — __f" luiun nj 111C' VJ vllCl ¿11 V̂vU-ilod (l£i[6(j 

2006, Case ID# 278-HQ-C1229736-VIO Serial 1356, titled "Report of IOB violation fo Division." 
SI^CK^ 

2 

Mav 9. 
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(U)-
To: 
Re : 

From: Office of the General Counsel 
2T5"- HQ-C122 9736 -VIO, 06/02/2006 

b2 
b7E 

have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive." This language was adopted 
verbatim from E.O. 12334, dated 12/04/1981, when the IOB was 
known as the President's Intelligence Oversight Board ("PIOB"). 
By longstanding agreement between the FBI and the IOB (and its 
predecessor, the PIOB), this language has been interpreted to 
mandate the reporting of any violation of a provision of the 
NSIGs, or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

LSI 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Although these provisions are primarily 
administrative in nature, they were designed, in part, to protect 
the rights of U.S. persons because they limit the length of time 
that the FBI can conduct a PI of an individual without authorized 
extension or conversion to an FI. By longstanding agreement 
between the FBI and the IOB, PI overruns need not be reported to 
the IOB if they are both "inadvertent" and "de minimis in time." 
To determine whether a possible violation of the NSIG is 
inadvertent and de minimis in time, all facts relevant to the 
matter must be considered in their totality. I 

2 

NSL VIO-774 



m-

SE&ET 
To: 
Re : 

From: Office of the General Counsel b7E 
-Ĵ f 2 78 - HQ-C122973 6-VIO, 06/02/2006 

( S ) 

bl 
b2 
b7E 
b7A 

bl 
b7A 

i f 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2 4 of 
EO 12863, it is our opinion that this error must be reported to 
the IOB, which this office will do. 

SESTET 
4 
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SECRET 
T o : From: Office of the General Counsel Re: ^ ¡ ^ L 2 78-HQ-C122 973 6-VIO, 06/02/2006 

(U) 

b2 
b7E 

LEAD(s): 
Set Lead Is (Action) 

t) 2 
b7E 

AT 
(U) Implement procedures to ensure that investigations 

are extended or converted in compliance with the NSIG. In 
addition, ensure that communications with FBIHQ are sent to the 
proper unit. 

Set Lead 2: (Info) 

COUNTERTERRORISM 
AT ITOS 1/CONUS 2 TEAM 8. WASHINGTON. DC 
(U) Read and clear. 

Set Lead 3: (Discretionary) 
INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

SECTS'] 

NSL VIO-776 



June 2, 2 0 06 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
letterhead mémorandum fLHM). entitled "Intelligence Oversight b2 

Division, IOB Matter 2006-j UU) b7E Board (IOB) Matter 
This LHM sets forth details of investigative activity 

which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection, and/or laws, 
Executive Orders, or Presidential Directives that govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
1 - 278-HQ-C1229736-VIO - 1419 

UNCLASSIFIED WHEN 
DETACHEDNFROM 
CLAS SI FIEZy\ENCLOSURE 
Derived /from: G-3 
Declassai y ork X25-1 

NSL VIO-777 



Mr. Stephen Friedman 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Enclosure 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

2 
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se^jiét 
I N T E L L I G E N C E OVERSIGHT BOARD ( I O B ) MATTER 

I D I V I S I O N 
(U) IOB MATTER 2006[ 

i- ^ J i f 0 f f i C e ° f G e n e r a l Counsel C'OGC") has reported this matter to the FBI's Inspection Division for appropriate action. (U) 

(U) Derived From G-3 

SEÒ^ÉT 
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SECRET 
Declassify On: XI 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 
To: General Counsel 

Date: 07/24/2006 
Attn: NSLB 

From: Inspection 
Internal Investigations Section T P T T . R o o m 
Contact: CRS Ext. 

Approved By: 
Drafted By: [ 
Case ID #: 
Title: (U) 

Miller David la 

"7®" 
(U) 2 78-HQ-C122 973 6-VIO (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2219 
OGC/lOB# 2 006-

b6 
b7C 
b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HQ-C1229736-VIO Serial 1356 
2 78-HQ-C122 973 6-VIO Serial 1418 
278-HQ-CI229736-VIO Serial 1419 

Details: (U) The internal Investigations Section (IIS) received 
an EC fronj [Division dated 05/09/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the HS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation b7E 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

NSL VIO-781 



i'.'.ev. 0 ! - 3 1 - 2 0 0 3 ) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
To: 

Date: 07/24/2006 
Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigation? f̂r-i--i <->n IPU, Room 3 041 
Contact: CRS Ext 

Approved By: 
Drafted By: 

Miller David ti . 

b2 
b7E 
b6 
b7C 

Case ID #: (U) 2 63-HQ-0-U Serial 477 (Pending) 
Title; (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRACKING# 2219 
OGC/lOB# 20061 

t) 2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) Derived ̂ î oHi"': G-3 
Declassiiyoq,: 07/24/2031 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1356 
Reference : (U) 278-HQ-C122 973 6-VIO Serial 1356 

2 78-HQ-C1229736-VIO Serial 1418 
Details: (U) Upon review of 
of a potential IOB violation1; 

Division's captioned report 
U S did not find the matter 

indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

b2 
b7E 

NSL VIO-782 



U. S. Departmt of Justice 
Office of the Inspector General 

DATE: November 27, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Fédéral Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001098 
Subject: Unidentified b 2 

b7E 
FBI No. 263-0-U-477 

m We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

I [ This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

• This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 
Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 

NSL VIO-783 



X 
01G - INVESTIGATIONS DIVISION - Complaint Form OIG NO.: 
Received By: 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Mi sc : 
Home: 
Phone: 
Work: 
Phone: 

Ì9-2007-Q010Ì 

Date Received: 06/14/2006 How Received: A 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses b7C 

b2 
COMPLAINANT : 
Title: ATTY 
Component: FBI 
Mise : 
Home : I 
Phone —rT 
Work : , _, 
Phone : 
Confide ILidi. 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

Details : 
The FBI provided information regarding a potential IOB matter. 

It is the opinion of the Office of the General Counsel that this matter must be reported to 
the IOB. bl 

= b2 
b7E 

ALLEGATIONS: 689 IOB Violation 
Occurrence Dat^: 11/15/2005 
CITY 

TIME: 
State Zip: 

DISPOSITION DATA: Disposition: M Date: 06/14/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 11/27/2006 Component: FBI 
Patriot Act: N Civil Rights: n 

Sensitive: N Whistleblower: N 

Component Number: 263-0-U-477 
Consolidated Case Number: 

_=r 

~b2 
b7E 

Remarks : 
Predicating material contains classified information that will be stored in a secure 
container with OIG/INV/HQ. 

11/27/06- Sent to Kaiser/FBI INSD (ant) 

NSL VIO-784 
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(Rev. 0 1 - 3 1 - 2 0 0 3 ) 

SEC^éi 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
To: Inspection 

General Counsel 

Date: 05/16/2006 
Attn: 
Attn: 

IIS 
NSLB 

From: 
Chief Division Counsel 
Contact : 

Approved By: 

Drafted By 

b2 
b7E 
b6 
b7C 

Case ID #: (S 
in 

Title: Possible Intellicrençe Oversight Board Matter 
SA I 

Synopsis: (U) Over-collection of information improperly 
obtained from the issuance of a National Security Letter (NSL). 

< r , 

AHmi irjrstrative; 

Derive 
DeclaçjadTîy 

nohai1p: (S) 

b6 
b7C 

NSL VIO-785 

b2 

bl 
b7A 
b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 
b4 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 



b2 
b7E 

To : Inspection Prnm• 1 bl 
Re : (S) 35/16/2006 b7A 

(ti) M theT 
A disk with the requested records was received by 

Division on or about 07/21/2005. 

IfiJ 

b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(X) There has been no review of the telephone numbers prior to 2003 either by the case agent or 
Agency. Resident 

(U) 

(U) 

(UJ 

T>. . . ^ SAL immediately telephoned the Chief 
Division Counsel (CDC) of the| r Wvision and her 
immediate supervisor upon discovery of this situation. Nothinq 
from the time period which was not authorized by the NSL was 
uploaded or viewed. 

A copy of the original NSL as well as the 
resultant information obtained by the period unauthorized by the 
NSL is being maintained in the CDC's safe. 

i . ^ As no unauthorized information from the NSL has 
a c M n i T T v ' ^ _ Recommends no administrative action be taken in tnis matter. 

b2 
b7E 

b6 
b7C 
b2 
b7E 

b2 
b7E 

2 
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To : Inspection Prom-
Re : ts OB/16/2006 

LEAD(s): 
Set Lead 1: (Info) 

INSPECTION 
AT WASHINGTON. DC 
(U) For information. 

Set Lead 2: (Info) 
GENERAL COUNSEL 

AT WASHINGTON. DC 
(U) For information. 

NSL VIO-787 



(Rev O M l - ? f t í m 

ALL lïFÛBMâTIOl 
HEBEII IS DIGLI 
UBERI SHOUT OTB 

SECRET 

F E D E R A L BUREAtJ r DF I N V E S T I G A T I O N 

(U) 

Precedence: ROUTINE 
To: 

Date: 06/12/2006 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact: AGcl 

Approved By: Thomas Julie F r 
b2 
b7E 
b6 
b7C 

Drafted By: 

C ase ID # : 278-HQ-C1229736-VIO Serial- f ^ f 

Title: INTELLIGENCE OVERSIGHT BOARD 
MATTER 200( b2 

(U! Synopsis: fa It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

bl 
b7A 
b2 
b7E 

Reference : 

ÍU) (X) Derive^ From 
Decías 

™ D e t a i l s 
the ^ 

By electronic corrununication (EC) dated 05/16/2006, 
, J requested that OGC 

review tne racts of the captioned matter and determine whether it 

omojmià 
h 6 F3I INVESTIGATI^ 
b 7 c O I G / D O J i m s r i r M 

NSL VIO-788 



To: From: Office of the General Counsel 
Re: 2 / B-HQ-C1229 /36-VIO, 06/12/2006 

b2 
b7E 

warrants reporting to the IOB. As explained below, in our 
opinion, the FBI is required to report this matter to the IOB. 

(SJ 

(S) On 04/14/2005, during an authorized 
investigation,1 the FBI issued a National Security Letter (NSL) 
pursuant to 18 U.S.C. § 27 09.1 

bl 
b7D 
b7A 
b4 

I Tne NbL results prior to 2003 were 
neither reviewed nor uploaded. A copy of the NSL results that 
exceeded the scope of the NSL are being maintained in the Chief 
Division Counsel's safe. 

bl 

b7E 
b7D 
b7A 

(U) Section 2.4 of Executive Order (EO) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsel 
of the Intelligence Community components (in the FBI, the 
Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. This language was adopted 
verbatim from EO 12334, dated 12/04/1981, when the IOB was known 
as the President's Intelligence Oversight Board (PIOB). 

SE 

NSL VIO-789 

bl 
b7A 
b2 
b7E 



SECÎ^' 

To: From: Office of the General Counsel 
Re: 278-HQ-C1229736-VIO, 06/12/2006 

b2 
b7E 

(U) By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of The Attorney General's Guidelines for FBI National 
Security Investigations and Foreign Intelligence Collection (AG 
Guidelines), or other guidelines or regulations approved by the 
Attorney General in accordance with EO 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

(U) NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). ECPA, 18 U.S.C. § 2709, provides that the FBI 
may seek toll billing information from telephone carriers that is 
relevant to an authorized national security investigation. 
Section V.12., Investigative Techniques, of the AG Guidelines 
provides that NSLs may be issued in conformity with statutory 
requirements, including 18 U.S.C. § 2709. 

(S) Here, an error on the part oi 
unintentional acquisition of information. 

resulted in the 

that 
material was commendable 

It should be noted 
response in receiving the unsolicited 

Upon learning that 
information beyond the scope of the NSL,£ 

provided 
equestered 

the excess information and placed it in the CDC's safe. 

bl 
b2 
b7E 
b7D 
b4 

SEĈ fiT 2 

NSL VIO-790 



To : 
Re: 27 8-HQ-C122 97 3 6-VIO, 06/12/2006 

b2 
From: Office of the General Counsel b7E 

Based upon our analysis, in accordance with the 
reporting requirements of Section 2.4 of E.O. 12863, the 
carrier's mistake must be reported to the IOB. OGC will prepare 
a cover letter and a memorandum to report this matter to the IOB. 

SE^pl^T 

NSL VIO-791 



To : From: Off . E the General Counsel 
T 

b2 
b7E Re: 27 8-HQ-C12297 36-VIO, 06/12/2006 

LEAD(s): 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3 : (Action) 

(U) With respect to the information that exceeded the scope 
of the NSL, please seal it and sequester it within the CDC's 
safe. The information should continue to remain sealed and 
sequestered in the CDC"s safe until further direction from OGC. 

b2 
b7E 

AT 

cc : Ms. Thomas b6 
b7C 

IOB Library 

5 
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BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 502 0 
New Executive Office Building 
72 5 17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 

(U) 2006 
The memorandum sets forth details of investigative 

activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 
1 - 278-HQ-C1228736-VIO 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 
Derive 
Decías 

SECRET 
NSL VIO-793 



ET 

Mr. Stephen Friedman 
Should you or any member of your staff require additional 

information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

NSL VIO-794 



SEeji^T 
INTELLIGENCE OVERSIGHT BOARD MATTER 

IOB MATTER 2006 

b2 
b7E 

(U) 

(FBI) 
Intelligence Oversight Board 

(S) By electronic communication dated May 
the Federal Bureau of Investigation 
Office, reported a possible 
matter. The FBI reported that, on April 14, 2005, during an 
authorized investigation, the FBI issued a National Sprnrit-v 
Letter (NSL) pursuant to 18 U.S.C. § 2709 

16, 2006, 
Field 
(IOB) 

I S Y 

b2 
b7E 
bl 
b7D 
b7A 
b4 

bl 
b2 
b7E 
b7D 
b7A 
b4 

LSI] 
tsasea upon our analysis, in accordance with the reporting bl 
requirements of Section 2.4 of Executive Order 12863, the t)7D 
carrier's mistake must be reported to the IOB. 

SEJS^i N S L V I 0 " 7 9 5 



i'.'.ev. 0 ! - 3 1 - 2 0 0 3 ) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
To: General Counsel 

Date: 07/24/2006 
Attn: NSLB 

From: Inspection 
Internal Investigations Section. TPU. Room .̂ 041 
Contact: CRS Ext. 

Approved By¡ 
Drafted By: 
Case ID #: 
Title: (U) 

Miller David I ani 

(U) 2 78-HQ-C122 973 6 -VIO (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 2 75 
OGC/lOB# 20061 

b6 
b7C 
b2 

b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1394 
2 78-HQ-C1229736-vio Serial 1437 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from| |Division dated 05/16/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein was an error 
attributed to the telephone company in providing unauthorized b2 
information in response to an NSL, and not the FBI or its j^g 
personnel . Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

NSL VIO-796 



(Rev. 0 1 - 3 1 - 2 0 0 3 ) 
SECREJW^03i7 0 2 4 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
To: Attn: 

Date: 07/24/2006 
SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, TPiTt Room ^041 
Contact: CRS| Ext 

Approved By: 
Drafted By: 
Case ID #: 

Miller David L 

b2 
b7E 
b6 
b7C 

Title: (U) 
(U) 263-HQ-0-U Serial 481 (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKIMGiL_^2 75 
0GC/I0B# 2006- b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intell igence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

ÍU) M - Derive 
Decías 

Frôm 
On! 

G-3 
07/24/2031 

Enclosure(s) 
Reference: (U) 

(U) 27 8-HQ-CI229736-VIO Serial 1394 
278-HQ-C1229736-VIO Serial 1394 
278-HQ-C1229736-vio Serial 1437 

Details: (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6) . 

b2 
b7E 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

SECRET/22^§i$724 

NSL VIO-797 



U.S. Departme jf Justice 
3 Vf 

•y" Office of the Inspector General 

Washington, D.C. 20530 

DATE: November 29, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001164 
SnbiM-t; TlnidpntifjpH 

• • 

FBI No. ¿63-0-U-481 
We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. 
This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 
This complaint will be investigated by the OIG. 

b2 
b7E 

IMPORTANT NOTICE 
Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 

NSL VIO-798 



i'.'.ev. 0 ! - 3 1 - 2 0 0 3 ) 

FEDERAL BUREAU OF INVESTIGATION 

(S) 

Precedence: DEADLINE 05/12/2 006 
To: General Counsel 

>Inspection i\ 

Date: 05/09/2006 f 
Attn: NSLB 
Attn: Internal Investigations 

From: 

Contact: SA 
Approved By: 

Drafted By: 
Case ID #: 278-HQ-C1229736-VIO " HPendina) 

b2 
b7E 

278 C71404 R 3 
b7C 

Title: 1 SA 
SSRA 
INTELLIGENCE OVERSIGHT BOARD (IOB) VIOLATION 

DIVISION 
Synopsis: Report of IOB violation for 
Reference: 

Division. 

- D a 

278-HQ-C1229736-VIO Serial 355 
278-HQ-C1229736 Serial 1347 
66F-HQ-A124 7863 Serial 149 
66F-HQ-A1247863 Serial 172 

b2 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Contact has been made with Counterterrorism ITOS 1/ 
CONUS 2 to take corrective measures to include an additional 

L los 
^^Mji/êé 

b6 
b7C 

NSL VIO-799 



To: General Coun^ 1 From: 
Re: 278-HQ-CI22 973 6-VIO, 05/09/2006 

extension from FBIHQ and assurance that future IOB violations 
will not occur. 

b2 
b7E 

To avoid future conflicts with pending paperwork 
betweenl and FBIHQ all future requests will be submitted 
with a aeaaiine and a tickler will be set for follow-up. A 
tickler will be set 30 days prior to expiration of any Pis for 
submission of extension EC. A follow-up tickler will then be set 
for 15 days prior to expiration, and a final tickler will be set 
for five days prior to extension if no approval has been received 
from FBIHQ. 

2 

NSL VI0800 



To: General Coun. 1 From: 
Re: 278-HQ-CI22 973 6-VI0, 05/09/2006 

LEAD(s)s 
Set Lead Is (Discretionary) 

GENERAL COUNSEL 
AT WASHINGTON, DC 
For information and action deemed appropriate 

AT WASHINGTON, DC 
For information and action deemed appropriate 

Set Lead 2: (Discretionary) 
INSPECTION 

3 

NSL VIO-801 



(Rev. 0 1 - 3 1 - 2 0 0 3 ) 

FEDERAL BUREAU OF INVESTIGATION 

(Hi 

Precedence : ROUTINE 
To: Inspection 

Date : 05/30/2006 
Attn: 
Attn: 

IIS 
S SA 
SA 

From! Office of the General Counsel 
NSLB/CTLU] /TiX-1 33100 
Contact: SSA 

Approved By: Thomas Julie F 
b2 
b7E 

Drafted By: 
Case ID #: 

b7C 

(U) 
(U) 

Title: (U) 

278-HQ-C122 9736-VIO - 1422 (Pending) 
278[ T-C71404 - 91 (Pending) 

INTELLI GE£I£E__Ç)VERS IGHT BOARD MATTER 
IOB 2006j b2 

S y n o p s i s : C ^ It is the opinion of the Office of the General 
Counsel that this matter does not warrant reporting to the 
Intelligence Oversight Board (IOB). 

m n Derived 
Declassify On! 

G-3 
05/30/2031 

Reference : (U) 278-HO-C1229736-VIO Serial 1358 
(U) 278] I-C71404 Serial 83 

dated Details: (U) Referenced communication from| 
05/09/2006, requested that OGC review the facts of captioned 
matter and determine whether it warrants reporting to the IOB. 
In our opinion, it does not. 

b2 
b7E 

121 

SECRET 

OfG/DOJ REVîEWt 
FBI INVESTIGATION*"7 

J mt c N. t'O 
b6 
b7C 



To: Inspection From: Office of the General Counsel 
Re: (U) 27 8-HQ-C122 9736-VIO, 05/30/2006 

(S) 

(S) 

(U) Section 2.4 of Executive Order (EO) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive. This 
language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially 
administrative in nature need not be reported to the IOB. The 
FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon reguest. 

M Section II.C.4/ Preliminary Investigations, of The 
- | F _ • 1 - 1 « l~ .—. _ . . __ Attorney General Guidelines for FBI National Security 

Form cm Tntfil 1 i gpnrp TnTl ̂r-t-i nn iHgrn^ 

bl 

Lai 

bl 
b2 
b7E 
b7A 

SECRET 
2 

NSL VIO-0803 



( 

SECRET 

NSL VIO-804 



To: 
Re: 

SECRET 
Inspection From: Office of the General Counsel 
(U) 278-HQ-C122 973 6-VIO, 05/30/2006 

LEAD(s): 
Set Lead 1: (Info) 

& 
(U) Read and clear. 

Set Lead 2 : (Discretionary) 

INSPECTION 
AT WASHINGTON. DC 
(U) For information and action deemed appropriate. 

SE^ET 2 

NSL VIO-0805 



(Rev. 0 1 - 3 1 - 2 0 0 3 ) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
To: General Counsel 

Date: 07/24/2006 
Attn: NSLB 

From: Inspection 
Internal Investigations Section. IPU, Rmm—?041 
Contact: CRS| | Ext. 

Approved By; 
Drafted By: 
Case ID #: 
Title: (U) 

Miller David Iaif)tU (C^ 
b6 
b7C 

(U) 2 7 8-HQ-C12 2 97 3 6-VIO (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 22 73 
0GC/I0B# 2006- b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 27 8-HQ-C122 973 6-VIO Serial 1358 
278-HQ-C1229736-VIO Serial 1422 

Details: (U) The 
an EC from£ 

.Internal Investigations Section (IIS) received 
jDivision dated 05/09/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS1s opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will Joe conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

NSL VIO-806 



(Rev. 0 1 - 3 1 - 2 0 0 3 ) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
To: 

Date: 07/24/2006 
Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU, Room 3041 
Contact: CRSl Ext. 

Approved By: Miller David 
Drafted By: 

b6 
b7C 
b2 

V case ID #: 
Title: (U) 

(U) 263-HQ-0-U Serial 485 (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2273 
OGC/lOB# 2006 b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 
Enclosure(s) 
Reference : 

(U) 278-HQ-C1229736-VIO Serial 1358 
(U) 2 78-HQ-C1229736-VIO Serial 1358 

278-HQ-CI229736-VIO Serial 1422 
Details: (U) Upon review of 
of a potential IOB violation, 

Division's captioned report 
lib aid not find the matter 

indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A14 8 772 0 serial 6). 

b2 
b7E 

NSL VIO-807 



U. S. Departmt of Justice 
Office of the Inspector General 

DATE: November 27, 2006 
J 7 T s 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Fédéral Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001109 
Siihjpyf: IlniHpnHfipf f b2 

b7E FBI No. 263-0-U-485 

H I We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

I I This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

• This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 
Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 

NSL VIO-808 



OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2007-001109-M 

Received By: 

SUBJECT: Unidentified, FBI 
Title: CJNID 
Component: FBI 
Misc : 
Home : 
Phone: 
Work : 
Phone: 

Date Received: 06/14/2006 How Received: A 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

b6 
b7C 
b2 

COMPLAINANT: SSNO 
Title: SSA Pay Plan: D.O.B. 
Component: FBI EOD Date: Alien No. 
Mise: F.B.I.No. 
Home: B.O.P.No. 
Phone: ZIP: D/L No. 
Work: General Counsel 

National Security Law Branch/CTLU1/1LX-1, Tysons Corner, VA 
Phone: ZIP: 
Confidential: Revealed: Authority: 

bl 
b2 
b7E 
•b7A 

(S) 
Detail: 
The FBI provided information regarding a potential IOB matter. 

it is the opinion of the Office of the General Counsel that this matter does not warrant 
_XeEortiji£__t̂ _the_XOB_; 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 11/02/2005 TIME: 
CITY:I I State: Zip: 

b2 
b7E 

DISPOSITION DATA: Disposition: M Date: 06/14/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 11/27/2006 Component: FBI 
Patriot Act: n Civil Riahts: n Component Number: 263-0-U-485 
Sensitive: N Whistleblower: N Consolidated Case Number: 

Remarks : 
Predicating material contains classified information that will be stored in a secure 
container within OIG/INV/HQ. 

11/27/06- Sent to Kaiser/FBI INSD (ant) 

NSL VIO-809 
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(Rev. 0 1 - 3 1 - 2 0 0 3 ) 

S E ^ É T 

FEDERAL BUREAU OF INVESTIGATION 

m 

(U) 

Precedence 
To : 

ROUTINE Date: 06/09/2006 
Inspection 
General Counsel 

Attn: 
Attn: 

IIS 
NSLB 

From: 
Chief Divi ainp fnnngpl 
Contact : ADC 

Approved By: 

Drafted By: 
Case ID #: 

b2 
b7E 
b6 
b7C 

f^J—2 y8-HU-U122y 13b irenamgj 
T i t l e : P O S S I B L E INTELLIGENCE OVERSIGHT BOARD MA 

bl 
b2 
b7E 

SA 
SSÄj 

'U: Synopsis: Collection of information improperly obtained 
from the issuance of a National Security Letter (NSL). 
(U) X 

Reference: (S) 

Deri 
De sify 

G-3 
06/09/2016 

iS) 
bl 
b2 
b7E 

Details: ( S ) l 

: s) 

t i I; .^CllJ 
k^CM ùllnlûio 

* t~ SßSXET 
b6 
b7C NSL VIO-810 

bl 
b2 
b7E 
b7D 

bl 
b2 
b7E 

bl 
b2 
b7E 
b7D 
b4 



S) 

Re: (S) 
onenf i nn Prniri' 
) 06/09/2006 

b2 
b7E 
bl 

fcsi A copy of the original NSL as well as the resultant 
information is being maintained in the Chief Division Counsel's 
safe. 

fSif As nothing from the NSL has been reviewed, SAC 
recommends no administrative action be taken in this 

matter. 
b7E 

NSL VIO-811 



S&fgÎtET 

To: Inspection From: 
Re : (S 06/09/2006 b2 

b7E 
bl 

LEAD(s): 

Set Lead 1: (Info) 
INSPECTION 

AT WASHINGTON. DC 
(U) Read and clear. 

Set Lead 2: (Info) 
GENERAL COUNSEL 

AT WASHINGTON. DC 
(U) Read and clear. 

3 

NSL VIO-812 



b7C 
(Rev. 01-31 - 2 0 0 3 ) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
To: 

Date: 06/21/200Î 

counterintelligence 
Attn: 
Attn: 

ADC 
CD-3A UC 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 / 
Contact : AGC 

Approved By: Thomas Julie F WL 
Drafted By: 

(S) CaseID#: 

m T i t l s : 

10] •• 

bl 
b2 
b7E 

b2 
b7E 
b6 
b7C 

oiw- w -ctstJH rn<cr V^jü- i H 5 / 
INTELLIGENCE OVERSIGHT BOARD MATTER 
2006 b2 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel 
to the IOB. 

(U) 

(S) 

Derive?J>E£bin : G-l 
Deeïcîssifyôxr^- XI 

Refer ene e : 
(U) i /Ö-HQ-Ul^y /Jt 

bl 
b2 
b7E 

Serial 2550 
Details : (U) The referenced electronic communication (EC) from 

J dated 06/09/2006, requested that OGC review the 
facts of the captioned matter and determine whether it warrants 
reporting to the IOB. In our opinion, it does not. Our analysis 
follows. / 

b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b4 

OIG/DOJ REVIE 
FBI INVESTIGATI^ 
ÛIG/D0JINVESTIGATK 

b6 b7CNSL VIO-813 



(3) 

(S) 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with E.O. 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially 
administrative in nature need not be reported to the IOB. The 
FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon request. 

ID) 
In this case, the facts do not establish a 

violation of the NSIG or any other guideline or regulation 
approved by the Attorney General and, therefore, do not rise to 
the level of an IOB-reportable incident. The record reflects 
that, at the time of the service of the NSL, a PI was properly in 
place. The issuance of the NSL was therefore valid, and this 
office finds nn fsulf nn nart- of Una â Q-nt-c! lmrnlirofl 

bl 
b7D 
b4 

SECIÏR^ 

2 

NSL VIO-814 



g^RET 

To: From: 
Re : (asr 

Office of 
06/21/2006 

the General Counsel b2 
b7E 
bl 

(U) 
Further, the record also reflects that no personal 

or identifying information was entered into ACS as a result of 
the NSL return. Additionally, it should be noted that the field 
performed no investigative measures based upon the information 
gained from the NSL return. The subject suffered no prejudice, 
and there is no evidence of misconduct on the part of either 
field office. 

(U) J^i To the extent that this incident involves any error 
on the part of the Bureau, it is administrative in nature and may 
be placed in the control file for periodic review by the Counsel 
to the IOB. This is consistent with our prior opinions in such 
cases. Nothing in this instance warrants deviating from this 
approach. No further administrative measures are required. 

\RET 

3 

NSL VIO-815 



To: [ 
Re:. 

(S)-

se 

From: Office of the General Counsel 
06/21/2006 

b2 
b7E 
bl 

LEAD(s): 

Set Lead 1: (Info) 

AT 

(U) Read and clear, 
Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

(U) Read and clear, 

CC : Ms Thnmas 

b2 
b7E 

IOB Library b7C 

SEpR^T 

4 
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(Rev. 0 1 - 3 1 - 2 0 0 3 ) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
To: General Counsel 

Date: 07/24/2006 
Attn; NSLB 

From: Inspection 
Internal Investigations Section, TPU Room ^041 
Contact: CRSl Ext. 

Approved By: 
Drafted By: 
Case ID #: 
Title: (U) 

Miller David la b7C 
b2 

(U) 2 78-HQ-C122 973 6 -VIO (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGtt 2413 
OGC/lOB# 2 0061 

b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 
Reference: (U) 278-HQ-C1229736 Serial 2550 

2 78-HQ-C122 973 6-VIO Serial 1451 
Details : 
an EC from 

(U) The Internal Investigations Section (IIS) received 
Division dated 06/09/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the US's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

NSL VIO-817 



(Rev. 01-31 - 2 0 0 3 ) 
SECR§X(20310724 

FEDERAL BUREAU OF INVESTIGATION 
Precedence: ROUTINE 

To: 

Date: 07/24/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 
Contact: CRS Ext . 

Approved By: Miller David I 

Drafted By: 
> / 

/Case ID #: 

Title: (U) 

b2 
b7E 
b6 
b7C 

(U) 2 63-HQ-0-U Serial 489) (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2413 
0GC/I0B# 20061 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS) , and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

( U ) 

Enclosure(s) 

Derived 
Declass On> 

G-3 
.07/24/2031 

Reference : (U) 

(U) 2 78-HQ-C122 9736 Serial 2550 

2 78-HQ-C1229736 Serial 2550 
2 78-HQ-C1229736-VIO Serial 1451 

Details : (U) Upon review of Jivision's captioned b2 
report of a potential IOB violation, IIS did not find the matter fc>7E 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter 
was brought to our attention as required by the revisions 
mandated by National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6) . 

THIS EC IS UNCLASSIBXBÎ SRATED FROM CLASSIFIED ENCLOSURE, 

SECRET/^310724 
/ ^ N ^ S L VIO-818 



U.S. Departme )f Justice 
Office of the Inspector General 

Washington. U.C. 205.10 

DATE: November 29, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

."} ' / jf 
FROM: Glenn G. Powell 

Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001184 
Snhippf • ITniHpntifiprl 

b7E FBI No. 263-0-U-489 
mm We consider this a management matter. The information is being provided to you 
^ ^ for whatever action you deem appropriate in accordance with your agency's policy 

and regulations. 
I I This matter is referred to your agency for investigation. Please provide the OIG 

with a copy of your final report on this matter. 
I I This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 
Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 

NSL VIO-819 



01G - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2007-001184-M 

Received By: Date Received: 07/06/2006 How Received: A 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc : 
Home : 
Phone: 
Work : 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

b6 
b7C 
b2 

689 

COMPLAINANT : 
Title: ATTY 
Component : FBI 
Mise : 
Home : 

Pay Plan: 
EOD Date: 

Phone: () -
Work: , 
Phone : 
Confidential 

ZIP: 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none bl 
•b2 
b7E Details : 

nfnrmatinn rpppi vpri fmm |-hp FRI ronjrrlinn a nntont-i al TOR ma-H-py 
(S) 

did not review the data,and subsequently sealed the information. 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 04/26/2006 TIME: 
CITY State: Zip: 

b2 
b7E 

DISPOSITION DATA: Disposition: M Date: 07/06/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 11/29/2006 Component: FBI 
Patriot Act: N Civil Ricfhts: N 
Sensitive: N Whistleblower: N 

Component Number: 2 63-0-U-4 8 9 
Consolidated Case Number: 

Remarks : 
Predicating material contains cla.c Lfied information th: 
container within OIG/INV/HQ. 

11/29/06- Sent to AD Kaiser FBI/INSD (tap) 

will be stored in a secure 

NSL VIO-820 
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b2 
(Rev. 0 1 - 3 1 - 2 0 0 3 ) 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

b2 
b7E 

Precedence: ROUTINE 
To: General Counsel 

Date ! 04/27/2006 
Attn: NSLB 

From! 
Contact: CDC 

Approved By: 
Drafted By* 
Case ID #: 

Title: (U) 

(U) 
(U) 

2 78-HO-C1229736-VIO (Pending) /.5 
2 78 j[-C85270 (Pending) 

POTENTIAL IOB MATTER 
Synopsis: (U) To report a potential IOB matter to the Office of General Counsel, NSLB. 

<U> ()k Derive^K^^om : 
Declastìif>^On: 

G-3 
XI 

Details:£8< The following information is provided for the 
Office of General Counsel, NSLB, on a potential IOB matter- in the 

Division,| \ 

(S) 1. 
(S) 2 . 
(U) 3 . 
(U) 4 . 

1. File Number: 

US Person Status: US Person (Presumed) 

£ I f 

y. \i 11 C 1 

/k+nlwlot. 
f- v. 

b6 
b7C 

SBÇRET 

NSL VIO-821 

bl 
b6 
b7C 
b7A 
b2 
b7E 

bl 
b7A 
b2 
b7E 

bl 
b6 
b7C 



secr: 
To: General Counsel From: 
Re: (U) 2 7 8-HQ-C1229736-VI0, 04/27/2006 

b2 
b7E 

(S) bl 

b7C 
b7A 

bl 
b6 
b7C 
b7A 

( S ) i 

bl 
b2 
b 7 J\. 

(U) (&) On 02/08/2006, SA requested a CAU analysis 
of international telephone numJ^rsZEEfained from the previous and 
proper NSL. On 03/21/2006, SA 
the toll_recordq received from 
NSL. SA 

submitted an analysis of 
cne previous and proper 09/21/2006 

properly reported the potential IOB violation and 
no further activity on this matter has occurred. 

101 ( X Although facts existed which would have supported 
an extension of the Preliminary Investigation, the case agent 
sought SAC authorization and believed she had obtained it, no SAC 
authorization for the extension was actually obtained. Based on 

reports this matter as a potential the foregoing, 
IOB violation. 

b7C 

b2 
b7E 

•SÊ SfiJ 

2 

NSL VIO-822 



iCRET 
To: General Counsel From: 
Re: (U) 278-HQ-C1229736-VIO, 04/27/2006 

LEAD(s): 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON. DC 
(U) The Division advises NSLB of a 

potential IOB matter. 

NSL VIO-823 



(Rev. 01-3 

^s^ret 

FEDERAL BUREAU OF INVESTIGATION 

im-

iti) 

(U) 

Precedence : 

To: 

ROUTINE Date : 06/16/2006 

b2 
b7E 
b6 
b7C 

Attn: SAC 
CDC 
SSA 
SA 
SA 

Counterintelligence 

Inspection 
Attn: 

Attn: 

CD-2A, UC 

IIS, CRS 
From: Office of the General Counsel 

NSLB/CILU/Room 7947 
Contact : AGC 

Approved By: 

Drafted By: 

Thoma.q .Tulip F1 i m 

Case ID#: 

Title r X ) 

Synopsis : 

278-HQ-C1229736-VIO Serial — /WO (Pending! 
INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-| ] 

b2 

The 

b2 
b7E 

requested that the Office or tne General Counsel (OGC) review 
several incidents and determine whether they warrant reporting to 
the Intelligence Oversight Board (IOB). It is the opinion of OGC 
that the majority of the incidents need not be reported to the 
IOB. Rather, this EC should be maintained in the control file 
for periodic review by Counsel to the IOB. One incident, 
however, must be reported to the IOB. OGC will prepare and 
deliver the necessary correspondence to the IOB. Our analysis 
follows. 

:u) Derivea^rom : G-3 
Declass-ifySQn : 25X1 

Bv electroni r. communication (EC) dated 
I requested that OGC review the facts of 

the captioned matter and determine whether it warrants reporting 
On 06/14/2006, Assistant General Counsel! 

(U) Administrative : 
04/27/2006, 
to the IOB. 

SE E£RjgT 



[Ul-

To: 
Re : 278 

From: 
-HQ-C122 97 3 6-VIO, 

Offiofe of the 
06/16/2006 

General Counsel 

contacted SA[ and discussed this matter in 
further detail. This EC contains information from both the 
04/27/2006 EC and the 06/14/2006 conversation. 
Reference : j ^ t 278 D C85270 Serial 168 (Pending) 

m-
requested Details:(X) By EC dated 04/27/2006, 

that OGC review several incidents and determine whether they 
warrant reporting to the IOB. As explained below, in our 
opinion, the majority of the incidents need not be reported to 
the IOB. One incident, however, must be reported to the IOB. 

b2 
b7E 

b6 
b7C 

b2 
b7E 

bl 
b2 
b7E 
b7A 

y&C On 12/21/2005, the case agent submitted an EC 
requesting Special Agent in Charge (SAC) authority to extend the 
preliminary investigation. Due to an administrative error, 
however, approval from the SAC was not obtained. Further, 
although the EC included the substantive unit at FBI 
Headquarters, no lead was sent to this unit. 

L s J 

(S) 

bl 
b2 
b7E 
b7A 

SEß^ST 

NSL VIO-825 



SECRET 
To: From: Office of the General Counsel 
Re: 278-HQ-C1229736-VIO, 06/16/2006 

b2 

(S) 

:X; The results of the NSL dated 02/06/2006 were not 
reviewed and were sequestered. 

(U) Section 2.4 of Executive Order (EO) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsel 
of the Intelligence Community components (in the FBI, the 
Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
order or Presidential directive. This language was adopted 
verbatim from EO 12334, dated 12/04/1981, when the IOB was known 
as the President's Intelligence Oversight Board (PIOB). 

(U) By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of The Attorney General's Guidelines for FBI National 
Security Investigations and Foreign Intelligence Collection, 
effective 10/31/2003, (AG Guidelines), or other guidelines or 
regulations approved by the Attorney General in accordance with 
EO 12333, dated 12/04/1981, if such provision was designed in 
full or in part to ensure the protection of the individual rights 
of U.S. persons. Violations of provisions that are essentially 
administrative in nature need not be reported to the IOB. The 
FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon request. 

NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)).; (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 168lu(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). ECPA, 18 U.S.C. § 2709, provides that the FBI 
may seek toll billing information from telephone carriers that is 
relevant to an authorized national security investigation. 
Section V.12., Investigative Techniques, of the AG Guidelines 

SEpB^T 

NSL VIO-826 



To: 
Re: 

, From: Officjg of the General Counsel 
2 7 8 -HQ-CI22 973 6-VIO, 06/16/2006 

b2 
b7E 

provides that NSLs may be issued in conformity with statutory 
requirements, including 18 U.S.C. § 2709. 

With regard to conducting investigative activities 
in the absence of a preliminary investigation, sections II.A.2 
and II.A.3 of the AG Guidelines provide in nprt-insnt- n̂ rt-

<S) 

-LS-

2 

NSL VIO-827 



To: 
Re: 2 / 8-HQ-C122 97 3 6-VIO, 06/16/2006 

^-¡^SjCRET 
From: Office of the General Counsel 

(S) The information that was received in 
response to the 02/06/2006 NSL should be sealed and sequestered 

b2 
b7E 

bl 

within the CDC's safe. 

LS. 

bl 
b2 
b7E 
b7A 

IU) '.A-' However, the issuance of the NSL dated 02/06/2006 
m the absence of a preliminary investigation contravened the AG 
Guidelines and must be reported to the IOB. In accordance with 
the reporting requirements of Section 2.4 of Executive Order 
12863, OGC will prepare a cover letter and a memorandum to report 
this matter to the IOB. 

NSL VIO-828 



To: From: Office of the General Counsel 
Re: 278-HQ-Cl22y/36-VIO, 06/16/2006 

b2 
b7E 

LEAD (s) : 
Set Lead 1 : (Action) 

INSPECTION 
AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Information) 
COUNTERINTELLIGENCE 

AT WASHINGTON, DC 
(U) For information. 

Set Lead 3: (Information) 

(U) The information that was received in response to the 
02/06/2006 NSL should be sealed and sequestered within the CDC's safe. 
The information should remain sealed and sequestered in the CDC's safe 
until further direction from OGC. 

b2 
b7E 

AT 

cc : Ms. Thomas 
b6 
b7C 

IOB Library 

2 

NSL VIO-829 



BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum 
2006 

entitled "Intelligence Oversight Board Matter 
(U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 
1 - 278-HQ-C1229736-VIO -

UNCltASSIFIElXWHEN 
DETAC 
CLASSI] 

Derive.; 
Deel 

IT 
v NSL VIO-830 



Mr. Stephen Friedman 
Should you or any member of your staff require additional 

information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

NSL VIO-831 



sSfc^ET 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
FIELD OFFICE 

MATTER 
IOB MATTER 2006 u: 

b2 
b7E 

IS, 
bl 
b2 
b7E 
b7A 

(s f 

bl 
b7A 

bl 
b7A 

Derived f 
Declassi^"^ orT 

SECRET 

SECRET 
x NSL VIO-832 



(Rev. 0 1 - 3 1 - 2 0 0 3 ) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
To: General Counsel 

Date: 07/24/2006 
Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 
Contact: CRS Ext 

Approved By: 
Drafted By: 
Case ID #: 
Title: (U) 

Miller David b7C 
b2 

(U) 278-HQ-C1229736-VIO (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2.416 
0GC/I0B# 2 006 b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 
Reference: 

Details : 
an EC from 

(U) 278-HQ-C1229736-VIO Serial 1339 
2 78-HQ-C122 973 6-VIO Serial 1440 

(U) The Internal Investigations Section (IIS) received 
Division dated 04/27/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

NSL VIO-833 



(Rev. 01-31 - 2 0 0 3 ) 
SECR53>»4â$3T0 724 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
To: 

Date: 07/24/2006 
Attn: SAC (Personal Attention) 

From: Inspection 
Internal Tnvpst-inat-inns Spct i on 
Contact: CRS 

J.PU, Room 3 041 
Ext 

Approved By: 
Drafted By: 
Case ID #: 
Title: (U) 

Miller David 

b2 
b7E 
b6 
b7C 

(U) 2 63-HQ-0-U Serial 492 (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS ^416 
0GC/I0B# 2006\~ b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

<U) Orf 

Enclosure(s): (U) 

Derived "From 
Dec las s if: 

G-3 
07/24/2031 

Reference : (U) 
278-HQ-C1229736-VIO Serial 1339 

278-HQ-C1229736-VIO Serial 1339 
278-HQ-C1229736-VIO Serial 1440 

Details: (U) Upon review of| [Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 
THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 
•• 

b2 
b7E 

SECRET77^û3Jt724 
^ ^ N$l>VIO-834 



U.S. Departmei >f Justice 
Office of the Inspector General 

Washington. D.C. 20530 

DATE: November 29, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001194 

• • 

m i No. ¿bi-U-l)-4y¿ 
We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. 
This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 
This complaint will be investigated by the OIG. 

b2 
b7E 

IMPORTANT NOTICE 
Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 

NSL VIO-835 



GIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2007-001194-M 

Received By: Date Received: 07/06/2006 How Received: A 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc : 
Home : 
Phone: 
Work: 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

b6 
b7C 
b2 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
Misc : 
Home : 
Phone: () 
Work: , 
Phone: 

Pay Plan: 
EOD Date: 

Confidential: 

ZIP: 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

Details : 
Information received from the FBI regarding potential IOB matter, 

initiated a preliminary investigation (PI) that was due to On 7/18/05, FBI_ 
expire on 1/18/(75"! On 12/21/05 an extension request was submitted. 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 01/18/2006 
CITY:I 

TIME 
State Zip: b2 

=b7E 
DISPOSITION DATA: Disposition: M Date: 07/06/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 11/29/2006 Component: FBI 
Patriot Act: N Civil Rights: N 
Sensitive: N Whistleblower: N 

Component Number: 263-0-U-4 92 
Consolidated Case Number: 

Remarks: 
Predicating material contains classified information that will be stored in a secure 
container within OIG/INV/HQ. 

11/29/06- Sent to AD Kaiser FBI/INSD (tap) 
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(Rev. 01-31-

(U) 

ssc^et 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
To: ^inspection 

General Counsel 

Date: 06/01/2006 
Attn: "internal Investigations 

Section 
Room 11102 

Attn: NSLB 
Room 7975 

b2 

From: 
Chief Division Cminspl (CnCl 
Contact: CDC 

Approved By: 
Drafted By: 

/ 
/ 

Case ID #: (U) 278-HQ-C1229736-VIO 
4 

b2 
b7E 
b6 
b7C 

[Pending) 
Title: (U) SPECIAL AGENT (SA) 

SUPERVISORY SPECIAL AGENT (SSA) |_ 
POSSIBLE INTELLIGENCE OVERSIGHT BOARD 
(IOB) MATTER - COUNTERINTELLIGENCE RELATED 

Synopsis: (U) To provide notification of a possible IOB and to 
request that this matter be reported as an IOB if appropriate. 

<U) 

Details: 
Division f 
SSA 

^ SA 

Derived^ 
Declassi: jn: 

SCG G-3 1/97 
01/2031 

is assigned to the 

iSl / 
Her supervisor is 

b2 
b7E 
b6 
b7C 

bl 
b6 
b7C 
b7A 

f I 
à t ll'U'S 

^ L ^ d i l^lob O e s 
: 

NSL VIO-837 

/ 



SECRET 
To: Inspection From: 
Re: (U) 2 78-HQ-C122 973 6-VIO, 06/01/2006 

b2 
b7E 

isf 

bl 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 
bl 
b6 
b7C 
b7D 
b7A 

1S1 

I£±J 
bl 
b6 
b7C 
b7A 

i s / " 

LSU 

f.q J 
(S I 

bl 
b2 
b7E 
b6 
b7C 
b7A 

bl 
b6 
b7C 
b7A 

bl 
b6 
b7C 
b7A 

2 

NSL VIO-838 



b2 To: 
b7E R e : 

(U)-

Inspection From: 
(U) 2 78-HQ-C122 9736-VIO, 06/01/2006 

ISI 

bl 
b6 
b7C 
b7A 

(s )f 
X ) SA_ 

of her supervisor, S SA 
brought this matter to the attention of the 
CDC on 05/30/2006. 

J 

brought this matter to the attention 
on 05/26/2006. _She 

Division 

I c 

(U) The National Foreign Intelligence Program Manual, 
Section 2-02, states that there are certain investigative 
activities which are permitted in the absence of formally 
authorized inquiries and investigations. The collection of 
information pertaining to the unidentified person in this 
instance is not one of those activities. Nonetheless, it was 
never the intent of the captioned employees to capture 
information concerning an individual who is not under 
investigation. 

b6 
b7C 
b2 
b7E 
bl 
b6 
b7C 
b7A 

ECRJ3T 2 

NSL VIO-839 



To: 
Re : 

IT 
Inspection From: 
(U) 2 78-HQ-C122 973 6-VIO, 06/01/2006 

b2 
b7E 

LEAD(s): 
Set Lead 1 : (Action) 

INSPECTION 
AT WASHINGTON. DC 
(U) The Internal Investigations Section is requested 

to determine if the matter related in this communication should 
be reported as an IOB. 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to determine if the matter 

related in this communication should be reported as an IOB. 

NSL VIO-840 
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SEjZÏ T 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(U) -

(U) 

(U)-

(S) 
bl 
b2 
b7E 
b7A 

Precedence: ROUTINE 
To: 

Date : 06/15/2006 
Attn: 

Counterintelligence 

Inspection 

Attn: 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact : 

Attn: IIS, CRS 

Approved By : Thomas Julie F 

Drafted By: 
CaseID#: 
Title: (JQ 

2 /b-hU-L 122y / Jb-viu (Fëiiaing) - 1439 
INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006 

b2 

Synopsis: ^ It is the opinion of the Office of the General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

Deri^ej^From : G-3 
DecJ^s^fy On: 25X1 

:u) 
Administrative: Ç&) This electronic communication (EC) contains 
information from the following documents: ( 1 ) a C O P Y of the 

ÎC dated 06/01/2006 from the 
to OGC reporting a potential 
ÎC dated 06/01/2006 from the 
to OGC reporting a potential 

IOB matter. 

OIG/DOJ REVÎ 
FBI INVE8TI6. r 

0IG/D0J INVESTIGATION:^ 
,._L VIO-841 bTC 



b2 
b7E 

bl 
b2 
b7E 
b7D 
b7A 

To : 
Re : 278 

SECRET 
From: Office oé tr\e 

-HQ-C1229736-VIO, 06/l5/2006X 
General Counsel 

b2 
b7E 

Reference : 
(UI--

bl 
b7A 
b2 
b7E 

requested that D e t a i l s : B y EC dated 06/01/2006, 
OGC review the facts of the captioned matter and determine whether 
it warrants reporting to the IOB. As explained below, in our 
opinion, the FBI is not required to report this matter to the IOB. 

(S) 

I "2 The case agent 
(C) 

brought this to the attention of both her supervisor and the 
Chief Division Counsel (CDC). The case agent also sequestered 
the telephone records of the individual who was not the subject 
of the investigation. 

(U) Section 2.4 of Executive Order (EO) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsel 
of the Intelligence Community components (in the FBI, the 
Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. This language was adopted 

bl 
b2 
b7E 
b7A 

SECRET 

f x 
NSL VIO-842 



To : 
Re : 2 I 8-H(J-L122 

SEokjcT 
From: Office of the General Counsel 
9736-VIO, 06/15/2006 

b2 
b7E 

verbatim from EO 12334, dated 12/04/1981, when the IOB was known 
as the President's Intelligence Oversight Board (PIOB). 

(U) By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB) , this language has been 
interpreted to mandate the reporting of any violation of a 
provision of The Attorney General's Guidelines for FBI National 
Security Investigations and Foreign Intelligence Collection (AG 
Guidelines), or other guidelines or regulations approved by the 
Attorney General in accordance with EO 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). ECPA, 18 U.S.C. § 2709, provides that the FBI 
may seek toll billing information from telephone carriers that is 
relevant to an authorized national security investigation. 
Section V.12., Investigative Techniques, of the AG Guidelines 
provides that NSLs may be issued in conformity with statutory 
requirements, including 18 U.S.C. § 2709. 

(U) (^ Here, during an authorized investigation,2 the FBI 
properly served an NSL on a telephone carrier. In response to 
the properly served NSL, the FBI obtained information regarding 
another subscriber's records that were not relevant to the 

(S) 
bl 
b2 
b7E 

NSL VIO-843 



To : 
Re : 2 i^-m-d'A'z From: Office of the 

9736-VIO, 06/15/2006 
General Counsel 

b2 
b7E 

investigation.3 \lt appears that this information, although 
lawfully obtained, is not relevant to the investigation and 
should be segregated to protect the potential privacy interests 
of United States persons. Once information not relevant to an 
authorized investigation is received, the field shall seal and 
sequester such information. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error need not be reported 
to the IOB. A record of this decision should be maintained in 
the control file for future review by the Counsel to the IOB. 



To: From: Office of the General Counsel 
Re: 278-HQ-C1229736-VIO, 06/15/2006 

b2 
b7E 

LEAD(s): 

Set Lead 1 : (Action) 
INSPECTION 

AT WASHINGTON, DC 
(U) For action deemed appropriate, 

Set Lead 2: (Info) 
COUNTERINTELLIGENCE 

AT WASHINGTON, DC 
(U) For information. 

Set Lead 3: (Action) 

(U) With respect to the information that was improperly 
received from the carrier, please seal it and sequester it within 
the CDC1s safe. The information should continue to remain sealed 
and sequestered in the CDC1s safe until further direction from 
OGC. 

cc: Ms. Thomas 

b6 
b7C IOB Library 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 07/24/2006 

Attn: NSLB 

From: Inspection 
Internal Tnvpsfiasfinns Section. IPU, Room 3041 
Contact: CRS 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David I1 

(U) 178-HU-C122y/3b- V1U 

b6 
b7C 
b2 

Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/TIS TRACKING# 242 2 
0GC/I0B# 20061 b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 
Reference : (U) 2 78-HQ-C122 973 6-VIO Serial 1424 

2 78-HQ-C1229736-VIO Serial 1439 

Details : 
an EC from 

(U) The Internal Investigations Section (IIS) received 
I Division dated 06/01/2006, reporting a 

possible lots error. Based upon a review of the referenced EC it 
is the IIS1s opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

NSL VIO-846 



(Rev. 0 1 - 3 1 - 2 0 0 3 ) 
S£CRB^2Ó310724 

FEDERAL BUREAU O^ INVESTIGATION 
FOIPA # 1073946 

Precedence ; 
To : 

ROUTINE Date: 07/24/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: CRS 

Approved By: 
Drafted By: 

Miller David 

b2 
b7E 

Case ID #: 
Title: (U) 

TÏÏ) 2 63-HQ-0-U Serial 493 

b6 
b7C 
b7E 

Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TT? A PTC TNG it 7472 
0GC/I0B# 2 0 06 b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(UJ (X) Derived^F^ogr': G-3 
Declassify Oïïî  07/24/2031 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1424 

Reference: (U) 278-HQ-C1229736-VIO Serial 1424 
2 78-HQ-C1229736-VIO Serial 1439 

Details: (U) Upon review of Division's captioned 
report of a potential IOB violation, ÏIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

S E C p * / 7 2 ^ 1 0 7 24 
NSL VIO-847 



DATE: November 29, 2006 

U.S. Departme. jf Justice 
Office of the Inspector General 

Washington. D.C. 2t)?.M) 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001199 
Subject: Unidentified 

I I b 2 

FBI No. 263-0-1-493 b 7 E 
r39 We consider this a management matter. The information is being provided to you 

for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. 

| | This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

| | This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 
Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 

NSL VIO-848 



b2 

OIG - INVESTIGATIONS DIVISION Comp laint Form OIG NO.: 689-2007-001199-M 
Received By: Date Received: 07/07/2006 How Received: A 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc: 
Home : 
Phone: 
Work: 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

COMPLAINANT : 
Title: ATTY 
Component: FBI 
Misc: 
Home: 

Pay Plan 
EOD Date 

Phone : 
Work : 
Phone : 
Confide IlLldl ! 

ZIP: 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

Details 
Information received from the FBI regarding a potential IOB matter. 

n 1/20/06, FBI 
provider. 

issued a National Security Letter (NSL) to a communications 

On 2/15/06, | | received the NSL requested information. After reviewing the results, 
the case agent determined that the data included information on both the target of the 
investigation, as well as another individual, 
sealed the unauthorized information. reports that they immediately 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 02/15/2006 
CITYI 

TIME: 
State Zip: 

b2 
b7E 

DISPOSITION DATA: Disposition: M Date: 07/07/2006 Approval: POWELL, GLENN G 

Component: FBI Referred to Agency: FBI Date Sent: 11/29/2006 
Patriot Act: N Civil Ricrhts: N Component Number: 263-0-U-493 
Sensitive: N Whistleblower: N Consolidated Case Number: 

Remarks: 
Predicating material contains classified information that will be stored in a secure 
container within OIG/INV/HQ. 

11/29/06- Sent to AD Kaiser FBI/INSD (tap) 

NSL VIO-849 
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