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FOIPA # 1073946
FEDERAL BUREAU OF INVESTIGATION ., 1/

Precedence: ROUTINE - Date: 02/10/2006
To: Counterintelligence Attn: CD-2C, SSA
General Counsel Attn: NSLB

Inspection Attan: IIS

From:

Contact: SA

Approved By:

Drafted By: b%
T bo

Case ID #: (S) r b7C
e 8y —ZTETRU-CIZ229736 VIO {(Pending) , 14U \ 02

Title: (S) bT7E

Synopsis:””;gi To advise FBIHQ of facts that conld
conceivably 'be reportable to the IOB. The[_ 44bivision
sent an NSL requesting billing and subscriber records for a
cellular phone believed to be owned by the subject, however in
addition, the company returned the records of the two (2)
prior subscribers for that telephone number] _lis
forwarding the facts surrounding this incident to FBIHQ to
determine whether there is a reportable IOB violation.
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Enclosure(s): (S) A copy of the original National Security

Letter cover EC; a copy of the National Security Letter; and a ?1“
copy of the EC documenting the collecmion of records from b71
and submissicon of b4

results to the fi.e.
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To: Counterintelligence From:
Re: (S) 02/10/2006

Details: (S)I

% ©On 12/07/2005, an NSL was sent tol_

Division ro deliver tdl I
" lThe NSL adSE;;u——Unuer—tnE—aucnor1ty of Executive

Order 12333, dated December 4, 1981, and pursuant to Title 18,
United States Code (U.S.C.), Section 2709 (as amended, October
26, 2001), you are hereby directed to provide the Federal
Bureau of Investigation (FBI) the name, address, length of
service, and all local and lonc dicvanaae01] records for the

- following telephone number: from date of

inception to present".

(%) On December 21, 2005| korwarded the

i | |which were placed intd

pon the records' arrival td [pivision,

¢y -

sy Ireviewed the cover EC and the documents and
discovered that the records included not only the billing
records for the subject, who was the current subscriber for

the number, but also the billing records for the two (2) prior
subscribers.

- Qﬁ S consulted with CDC
who advised that the records of the previods two subscribers
should be sealed in an envelope until determination was made

as to whether is needed to be referred to FBIHQ. On January
20, 2006, sA

sealed the documents in an el ope.
‘ E‘SSA! |advised SAl that CDC
ad r Setel at this matter should be

referred to FBIHQ to determine if this is an IOB violation and
that the documents in question should be sealed.

SRR, X=c} This sealed envelope will be placed into the
file pending further instructions.

SECRRY
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To: Counterintelligence Frowm:
Re: (s) 02/10/2006

LEAD(s) ¢
Set Lead 1: (Info)

COUNTERINTELLIGENCE

7y

bk
1 (- - _W.nggi Read and clear.

AT WASHINGTON, DC

Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(- ““”“;§< NSLB is requested to advise on the
appropriate handling procedures of the records received that
were outside the scope of the NSL.

Set Lead 3: (Info)
II

—

AT INSD

"' (s{ Read and clear.

*
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FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE Date: 12/21/2005
To: Attn: SA
t::k From:
M 88S/Investigative Support Specialist Upit
0o e/ act: ISS
b7C
Approved B )
'~ Drafted By: | ~
T '|
jo3s) Case ID #: (8) ;Qég
07C W08y 66F| [101278-ECPA NSLS (Pending)l —
57 (s)
-
b7E Title: (8)
00: |
e |
ynopsiéfw--l}S( To advise Field Office of the results
of a National Security Lefter (NSL) reguest.
(U)~w@Q. ...... wiw . Deriv : G-3
Dec ify ~ X1
I:S:l . Administrative:
I
Reference: (8)
b e IR) —6or CI0O1278-ECPA NSLS Serial 2958
DZ Enclosure(g): (S) |
b7E
bL7D )l
ha ~{&]  One (1) photocopy of an NSL, dated 12/07/2005.

Details: (8) |

SEGS%T
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b2 To:l From: I:l
hT Re: (8) 12/21/2005
bl
L Support Specialist (ISS) in response to an
Eb NSL, dated 12/07/2005 for the following mumber :
L7C
(S)
(8)
(S)
b1
b6
b7C
b7D
b4
(s)
(8)
A0 investigation is complete.
iy
b7E sgekgg;
2
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To: L___— :

SE9£E?

Re: (8)

Set Lead 1: (Info)

AT

e

o MMG%i Read and clear.

From:

NSL VIO-701
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FEDERAL BUREAU OF INVESTIGATION

5aq |
Con T ‘

—Z b
Approved By: nIE
b6
p7C
bl
Drafted By: _—______J

Wy }s{ CTIOIZ78-ECPA NSLS (Pending)-

Synopsis: (U) Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if

necessary, transmits the NSL for delivery to the telephone
company.?

Precedence: IMMEDIATE Date: 12/07/2005
To: General Counsel Attn: National Security Law Branch
’ ‘ Room 7975 i
SSA 1
SA |
r 1.

| |

From: | |

~ ‘Caveat:- (8] This document contains information that is F oreign Intelligence Surveillance Act
(FISA) derived. This information, and any information derived from it, may only be used in a criminal

proceeding or any other proceeding with the advance authorization of the Attorney General of the
United States. This information may not be disseminated to a foreign government without Attorney
General approval. All access to FISA information by any FBI employee working on a criminal
investigation must be reported to the case agent responsible for the FISA.
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12/07/2005

iUJ"u%MM v - ... Derive » i G-3
ﬁﬂ( D 88ify On:

To: General Counsel Fro
Re: (S)

b2
TE

bl

o

Enclosure(s); yf |

=2

Details: (g) |

(cy |

(S)

institution rec
records personally
institution should

‘W) Arrangements should b
eiving the enclose
to an employee

sEC)ﬁ\
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neither send the records through
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To: General Counsel From: | b%
Re: (8) 12/07/2005 b7E
' bl

nor utilize the name of the subject in any telephone calls to
your office. The institution should not contact FBIHQ
directly in any manner.

(U) You should remind the telephone company that it
is prohibited from disclosing the FBI has made this request.

(U) ©On 11/09/2001, the Director designated the
official signing the enclosed letter as authorized to make the
required certification.

(U) ions regarding the above can be
directed to the Field Office, Attentiocn: 8a

phone Tumber
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To: General Counsel From:
Re: (s 12/07/2005

LEAD(s) :
Set lLead 1: (Action)
GENERAI, COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: {Info)

AT

R - Iwip1a Officza dig requested to deliver
the attached letter td- I Upon receipt of the
information from the telephone company, | Lo
Office is requested to submit the results to
Field Office, Attn: SA

i -}

L2
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U.S. Department of Justice

Federal Bureau of Investigation

in Reply, Please Refer to
File No.

(]

December 7, 2005

-~ o

2

da = d DO
i

.. ..-(R) Under the authority of Executive Order 12333,
‘™" "dated December 4, 1981, and pursuant to Title 18, United
States Code (U.S8.C.), Section 2709 (as amended October 26,
2001), you are hereby directed to provide to the Federal
Bureau of Investigation (FBI) the name, address, length of
service, and all local and long distance toll records for the
following telephone number:

131

(U) In accordance with Title 18, U.S.C., Section
2709(b), I certify that the name, address, length of service,
and local and long distance toll information sought are
relevant to an authorized investigation to protect against
international terrorism or clandestine intelligence
activities, and that such an investigation of a United States
person is not conducted solely on the basis of activities
protected by the first amendment to the Constitution of the
United States.

1 - Addressee
1 -
\:S:l """ &- ’z,%")
1 - 66F -C101278-ECPA NSLS  Derived
Deglassif

m o
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provisions.

(U)

Tne date of receipt of this letter.
regarding this request should be directed only to the

Field Office.

(U)
appreciated.

You are further advised that Title 18, U.S.C.,
Section 2709%(c), prohibits any officer, employee or agent of
yours from disclosing to any pérson that the FBI has sought or
obtained access to information or records under these

You are requested to provide records to the
ield Office of the FBI within five business days from

Any questions yo

=D

o U
=1

Due to security considerations, you should
nelilther send the records through the mail nor disclose the
substance of this request in any telephone conversation.

Your cooperation in this matter is greatly

Sincerely,

— speclial Agent In Charge

SECR
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/22/2006
To: Attn: SS _J
SA
Counterintelligence Attn: CD-2C, SsSA
Inspection Attn: IIS, CRS

From: Office of the General Counsel
NSLB/CILU/Room_ 7947
Contact: AGC

Approved By: Thomas Julie F

Drafted By:

‘Case ID #: 8] 278-HQ-C1229736-VIO - 1382 (Pending)

M~Title;"wi%< INTELLIGENCE OVERSIGHT BOARD

MATTER 20064

synopsis? © (§) It is the opinion of the Office of the General

Counsel (OGC) that this matter need not be reported to the
Intelligence Oversight Board (IOB). Rather, it should be
maintained in the centrol file for periodic review by Counsel to
the IOB. Our analysis follows.

- Administrative:— }S& This electronic communication (EC) contains

information from the following documents: (1) a copy of the
National Security Letter (NSL) dated 12/07/2005; (2) a copy of
the EC dated 12/07/2005 forwarding the NSL to [ Field

Division to be served on the carrier; (3) a copyof the EC dated
12/21/2005 delivering the results of the NSL to

Field Office and (4) a copy of the EC dated
02/10/2006 £ to OGC reporting a potential IOB
matter. bl
Reference: (S) ?iﬁ
(U) Deri From—7 G-3
Declassj n: 25X1 -
‘ Do
- BC

S T
R oo REvEw:
FBI INVESTIGATIC
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To: From: Office of the General Counsel
Re: 278-H0O-C1229736~VIO, 05/22/2006

Details: { By EC dated O2/10/2006,l | requested that-
OGC review the facts of the captioned matter and determine whether
it warrants reporting to the IOB. As explained below, in our
opinion, the FBI is not required to report this matter to the IOB.

(S)[

e a§i On 12/21 e Division forwarded the
results of the NSL to Upon receipt of the
1nformatlon,r4’ viewed the NSL results and learned that

the records Tncluded not only the billing records for the
subject, who was the current subscriber for the number. buntr alao
the billing records for the two prior subscribers.
subsequently sealed and sequestered the telephone records of the
two prior subscribers.

(U) Section 2.4 of Executive Order (EO} 12863, dated
09/13/1993, mandates that Inspectors General and General Counsel
of the Intelligence Community components (in the FBI, the
Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB intelligence act1v1t1es that they
have reason to believe may be unlawful or contrary to Executive
Order or Presidential Directive. This language was adopted
verbatim from EO 12334, dated 12/04/1981, when the IOB was known
as the President's Intelligence Oversight Board (PIOB).

(U) By longstanding agreement between the FBI and the
IOB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of The Attorney General's Guidelines for FBI National
Security Investigations and Foreign Intelligence Collection (AG
Guidelines), or other guidelines or regulations approved by the
Attorney General in accordance with EO 12333, dated 12/04/1981,
if such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Vioclations
of provisions that are essentially administrative in nature need
not be reported to the IOB. The FBI is required, however, to
maintain records of such administrative violations so that the
Counsel to the IOB may review them upon request.

St

2
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To: From: Office of the General Counsel
Re: 78-HQ-C1229736~VI0O, 05/22/2006

"”"””TEQ NSLs are a specific type of investigative tool that
allows the FBI to obtain certain limited types of information
without court intervention: (1) telephone and email communication
records from telephone companies and internet service providers
{Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2)
records of financial institutions {(which is very broadly defined)
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a) (5) (A))}; (3) a
list of financial institutions and consumer identifying
information from a credit reporting company (Fair Credit Repcrting
Act, 15 U.S.C.S§§ 1le8lu(a) and (b)); and (4) full credit report in
an international terrorism case (Fair Credit Reporting Act, 15
U.S.C. § 1681v). ECPA, 18 U.S.C. § 2709, provides that the FBI
may seek toll billing information from telephone carriers that is
relevant to an authorized national security investigation.

Section V.12., Investigative Technigues, of the AG Guidelines
provides that NSLs may be issued in conformity with statutory
requirements, including 18 U.S.C. § 2709.

““éé Here, during an authorized investigation,! the FBI
properly served an NSL on a telephone carrier. In response to
the properly served NSL, the FBI obtained information regarding
prior subscribers' records that were not relevant to the
investigation.? It appears that this information, although
lawfully obtained, is not relevant to the investigation and
should be segregated to protect the potential privacy interests
of United States persons. As already accomplished in this
matter, once information not relevant to an authorized
investigation is received, the field shall seal and sequester
such information.

(U) Based upon these facts, in accordance with the
terms implementing the reporting reguirements of Section 2.4 of
EO 12863, it is our opinion that this error need not be reported
to the IOB. A record of this decision should be maintained in
the control file for future review by the Counsel to the IOB.

NSL VIO-710
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To: From: Office of the General Counsel
Re: T8-HQ-C1229736-VIO, 05/22/2006
LEAD(s) :

Set Lead 1: {Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) For information.

Set Lead 3: (Action)

AT|

(U) With respect to the information that was improperly
received from the carrier, please seal it and sequester it within
the CDC's safe. The information should continue to remain sealed
and sequestered in the CDC's safe until further direction from
OGC.

ce: Ms. Thomas

1-
ENy

b7C

IOB Library

¢+

SEEEQE
4
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/24/2006
To: General Counsel Attn: NSLB
From: Inspection

Internal Investigations Section. TPII _Ranm 3041
Contact: CRS

Approved By: Miller Davia Tarw?®S

Drafted By:

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)

Title: (U)  INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2030
0GC/ IOB# 2006|: Pz

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1261
278-HQ-C1229736-VIO Serial 1382

Details: (U) The Tnrernal Investigations Section (IIS) received
an EC froﬂ Division dated 02/10/2006, reporting a
possible IOB error. Based upon a review of the referenced EC it
is the IIS's opinion the incident described therein is indicative
of a performance issue. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*
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(Rev. D1-31-2003)
SECRE 310724

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/24/2006
To: 4J Attn: SAC (Personal Attention)
“ounterintelligence Attn: (D-2C
SSA
o From: Inspection
- Internal Investigations Sectimn  TPU, R 041
b7E Contact: CRS EXt .

15 ~y
n7C Approved By: Miller David i;ﬁﬁ%'

Drafted By:

#6;se ID #: (U} 263-HQ-0-U Serial 470 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2030
OGC/IOB# 20061 o

]

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

TR U

Enclosure(s): (U} 278-HQ-C1229736-VIO Serial 1261

Reference: (U) 278-HQ-C1229736-VIO Serial 1261
278-HQ-C1229736-VIO Serial 1382

~~ Details: (U) Upon review of:::lDivision's captioned
- _report of a potential IOB violation, IIS did not find the matter
D7Eindicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. 1IIS recognizes
and appreciates that this matter was brought to our at.ention as
required by the revisions mandated by National Security Law
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.
144

SECRET/ 10724
SL VIO-713



U. S. Departme  of Justice

Office of the Inspector General

DATE: November 27, 2006
TO: Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation
FROM:  Glenn G. Powell

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007001083

0

Subject: Unidentified
C |
FBI No. 263-0-U-470

b2
)

]

o

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, vou may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have &
right to have access to ar OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-714
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TNVESTICATIONS DIVISTICMN -~  Complaint Form C1G NO.

Received By: Date Received: 06/05/2006 How Received: A
SJBJIRECT linidentified, FRI S5NO:

Title: UNID Pay Plan: D.0.B.:

Conponent: FRI EQOD Date: Alien No.:

Misc: F.B.I.Nc.:

Home : B.O.P.No.

Phone: ZIp: D/L No.: -

HWoT Offenses: 659 pPTC
Thone Z1ip 1:)2

|

COMPLALNANT SENO
Fitle: ATTY Pay Plan: D.0.B.:
Component: FBI EOD Date: Alien No.:
Misc: — F.B.1.Nc.:

Home __I B5.0.P,No.:
Drone s b= Z1P: D/L No.:
Work: ,

Fhone: __J ZIP:

Canfidetr—ToTs Revealed: Authority: none

m

Details:

Tne FBI provided information regarding a potential ICB matter.

On 12/07/05, FBI drafted a National Security Letter (NSL} seeking -elephone P
records related to the target of ar investigation.

Lpon receipt of the information from the telephone provider,::jlearned tha* the date
not only incladed the information they were seeking, but alsc comprised records from the

: number's two prior subscribers. As a result, the FBI received unauthorized
\tornaL'or.

It is the opinion of the Office of the General Counsel that this matter must be reported to
the TOB.

‘m S — == .
ALLEGATIONS: 689 1IOB Violation
Ceccurrence Date; 12/21/2005 TIME:
CITY: State: Zip:
@. ¥
PISPOSTTION DATA: Disposition: M Date: 06/05/2006 Approval: POWELL, GLENN G
r}'!‘/-v
Referred to Agency: I'BI Date Sent: 11/27/2006  Cocmponent: FBI
Patrioet Act: N Civil Rights: N Component Number: 263-0-U-470
Sensitive: N Whistleblower: N Consclidated Case Number:
Remarks
rredicating materizal contains classified informaticn that will be stored in a securc
container within OIG/INV/HQ

11727706~ 3ent tc Kaiser/FRT INSD {ant)

NSL VIO-715
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"Details:- ¥8J In order to facilitate a timely review,

S Ui

SE T
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 04/03/2006
To: Counterterrorism Attn: IT m7
ucC
.88
~Inspection Attn: IIS
General Counsel Attn:
NSLE
From:
Contact: SA
:z-,
Approved By:
bl
Drafted By: bo
e -1 "’83 biC
Case ID #: 5 278-Ho—c1229736/vm (Pending) b7 A
(s) b2
Title: T8I SA b7E
SSA
POTENTIAL INTELLIGENCE QVERSIGHT
BOARD (IOB) MATTERS bl
|:5:| b2
h7E
bR

Synopsis: I3 Report of a possible IOB violation.

- DMG‘,_3 bl
ol %L D ssify Oni—X1 b2
b7E

investigation, and disposition of intelligence-activity conducted
by the FBI which may have been unlawful 'fr contrary to Executive

3 - . :!j““ s . v s
il 70T o OGS

bio /13, ¢

o
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To: Counterterrorism From:

“Re: -8 278-HQ-C1229736-VIO, 04/03/2006

Orders, this communication is being submitted to report a
potential IOB matter. The following information is provided:

(1). Name of case agent and case supervisor (at the
time of the possible IOB viclation):
| bo
SA-L p7C
SSA
(2). Identification of the substantive investigation
in which the questionable activity occurred:
(s
(3). Identification of the target:
(8)
(4). Identification of the subject's status as a U.S.
person or non-U.S. person: U.S. person.
(5) . Explanation of the error believed committed and
when it occurred:
() |
(s) |

SEé&R
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To: Counterterrorism From: 1

@ o -Rer -3 278-HQ-C1229736-VIO, 04/03/2006

13

(5

(s) |

. S

ol (S)

fol3)

07C

p7E

b"‘rD

oA

nd (s) |
(=8 I
(S)
(S)

NSL VIO-718
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To: Counterterrorism From:

T Re:--}g) 278-HQ-C1229736-VIO, 04/03/2006

OO

~3 Do

(s)

{s)

(81

(s)

(s) |

SE\BE%
4
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To: Counterterrorism From:
M - Re: - (8§ 278-HQ-C1229736-VIO, 04/03/2006

1)

(8)
bl
bo
b7C
B7D (s) |
b7E
o7h
h1 -t on 10/05/2005 and 10/06/2005, SA |::|notified
- the squad supervisor of the possible over-collection issue.
Lo Contemporaneous to this event, SA[______ Jtelephonically
b7C contacted DOT Office of Intelligence and Policy Review (OIPR)
2 | T and notified hi possible over-
L7E IS:I collection issue. On 11/29/2005, SA] sent an EC to
) Counterterrorism ITOS1/CONUS2/Team 7, advising of the possible
over-collection] _ | At meetings in
on 12/15-16/200§T| vas again advised of the
1 possible over-collection issue.
bé {8 On 03/20/2006, while completing a FISA Application
layde for initiating coverage on subjiallau:lrent residence, work and
1;7 . cellular telephone numberg, SA discovered in the case

file the 02/08/2005 EC to| | Attn: sA[____ ] for NSL

b7E results showing that service to subject's cellular telephone
IS:' ,A.numbe.rrn_JE;Inad been terminated cn 10/29/2004.
Immediately thereatter, SA[______ linformed his supervisor and

initiated a thorough review of the substantive case files for
purposes of completing a time-line and reporting to IOB.

{81~ -~ - _(8) .on 03/29/2006 and 03/30/2006,[ ____ ]Division
bl initiated efforts to mitigate the over-collection

b2

b7E
T
5
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To: Counterterrorism From:

b7E
m Re+ (&) 278-HQ-C1229736-VIO, 04/03/2006

|:U:| -

“AMWW”“'“”Oé) 1. Telephonic contact with NSLB h@’[:;::::::]
Associate Division Counsel | ladvising of a possible
over-collection issue, and that an EC would follow providing
details of the same.

Telephonic contact with ITOS1/CONUS2/Team 7 SSA
[ by SsA |advising of a possible over-
collection issue, and that an EC would follow providing details
cf the same.
) 3. Requested| |
| —
L

(8) 4. Located
| removed

|
|will be provided to OIPR for destruction).

me “ p§) 5. Coordinated removal of all over-collected
calls, pen-register information, and subscriber information from
l

|for dates of over-
collection.

e - 8 The following coordination efforts will be made in
a timely manner to complete the over-collection mitigation:
11 R

collected calls.

[117 I

_ I&( (2)  Dvardida = NOTB for destruction

NSL VIO-721
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b2

To: Counterterrorism From: I::I b7E

‘Re: & 278-HQ-C1229736-VIO, 04/03/2006

LEAD(s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) Request IIS to take appropriate action as
necessary, 1in response to this potential IOB matter.

Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) Request NSLB to take appropriate action as
necessary, in response to this potential IOB matter.

Set Lead 3: (Action)
COUNTERTERRORISM

AT CONUS 2, D.C.

(U) Request ITOS1/CONUS2/Team 7, review the provided
communication and take any necessary action(s).

*

S
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(Rev. 01-31-2003)

SECRET/O /NOFORN
FEDERAL BUREAU OF INVESTIGATION
Precedence: RQUTINE Date: 06/29/2006
To: Counterterrorism Attn: ITQS T/CONNMIS TT
uc
SS
IA
Attn: CDC
Inspection Attn: ISS
9
bqh From: OQffice of General Counsel
oL OGC/NSLB/CTLU I/3S-100
jols) Contact: UC
b7C
Approved By: Thomas Julie BRZHA/
Drafted By:
T - qﬁr

case ID #: (3 278-HQ-C1229736 -vzo/l (Pending)

W' ritle:- ()  INTELLIGENCE OVERSIGHT BOARD
o IOB MATTER 2006

"S“}iﬁdpsis:-»mw It is the opinion of the Office of the General
Counsel that the above referenced matter must be reported to the
Intelligence Oversight Board (IOB). Our analysis follows.

w ---Reference: {84 278-HQ-C1229736-VIO Serial 1283

G-1
06/29/2031

M. DEEALLE Yy electronic, ication (EC)dated April 3,

2 2006, the |Field Office , reported to the

©7E Inspection Division and the Office of General Counsel (OGC) this
potential IOB matter.

]

bl
b6 (S//NF

b7C

DIE
blA

SECRET/O NOFORN

Lo

O\GDOJR 7
FBI INVESTIGA | L/
01G/DOJ INVESTIGATION:

NSL VIO-723
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b6
b7C
7D
b2
D7E
DA
b4

e

SECRET/OR NOFORN

~.To:  Counterterrorism From: Office of General Counsel

Re: B&] 278-HQ-C1229736-VIO, 06/29/2006

(S)

(S 7/ /NE)

(S//NF)

(S//NF) |

SECRET /ORCON/ NOFORN

2
NSL ¥I0-724
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(3]

"
bl
o
0o

n7C
b7E
b7A

SECRE?£9;26;¥59FORN

To: Counterterrorism From: Office of General Counsel
Re: “V@ 278-HQ-C1229736-VIO, 06/29/2006

(S//NF)

(o //nEy ] I

(s//nF)

m

]

(s//NF|

- I&{ As required by Executive Order (E.O.) 12863 (Sept.

13, 1993) and Section 2-56 of the National Foreign Intelligence

Program Manual (NFIPM), OGC was tasked to determine whether or
not the matter described herein should be reported to IOB. We
believe the reported activity requires notification.

e M Section 2.4 of E.O. 12863 mandates that the heads
of Intelligence Community compcnents report all information to
the IOB that it deems necessary to carry out its
responsibilities. That section requires the Inspectors General
and General Counsel of the Intelligence Community to report
"intelligence activities tha they have reason to believe may be

SECRET/0O N/NOFORN
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bl

SECRMN/NOFORN

. To: Couynterterrorism From: Office of General Counsel

Re}gﬁ 278-HQ-C1229736-VIO, 06/29/2006

unlawful or contrary to Executive Order or Presidential
Directive". This language has been interpreted to mandate the
reporting of any violation of guidelines or regulations, approved
by the Attorney General, in accordance with E.O. 12333, if such
provision was designed in full or in part to protect the
individual rights of a United States person. This includes
violations of agency procedures issued under E.O. 12333, unless
they involve purely administrative matters. For the FBI, the
Office of the General Counsel (OGC) submits reports to the IOB.

(S],

~ | Section 2-56 of

the NFIPM identifies as reportable to the IOB unauthorized
investigations, the use of unlawful methods and technigues,
exceeding the authorized scope of permitted activities, and
failing to adhere to minimization reguirements.

' ““““WE§3 In this instance OGC is required to report the
potential IOB error in accordance with E.O0. 12863 and Section 2-
56 of the NFIPM, because investigative results were obtained on
cellular telephone of a presumed USPER who was not the subject of
an FBI investigation.

SEC%N/NOFORN

4
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SECRET2§B§Q§/NOFORN

-...To: Counterterrorism From: Office of General Counsel

Réam_tgt 278-HQ-C1229736-VIO, 06/29/2006

LEAD (s) :
Set Lead 1: (Discretionary)
COUNTERTERRORISM

o7E
(U} For review and action deemed appropriate.
Set Lead 2: (Action)
% 1
AT
that

8 I:IField Office is directed tg‘_eus.u:e

Set Lead 3: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For review and action deemed appropriate.

e

SECRE;7§§6Q;LNOFORN

5
NSL VIO-727



N

oo T
@]

RN

June 29, 2006
BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, DC

Dear Mr. Friedman:
Enclosed for your information is a self-explanatory

letterhead memorandum (ILHM), entitled "Intelligence Oversight
Roard (IOB) Matter, DIVISION, I0B Matter 2006 " {U)

The LHM sets forth details of investigative activity which
the FBI has determined was conducted contrary to the Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection, and /or laws, Executive Orders,
or Presidential Directives that govern FBI foreign
counterintelligence and international terrorism investigations.
(U)

Enclosures
1 - Ms. Julie F. Thomas
1~

I';"
1 - 2T AG-CI1225736-Vi0 —Lr
1 - Inspection (IOB 2006

NSL VIO-728



Should you or any member of your staff require additional
information concerning this matter, or oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
US Department of Justice
Room 5111

1 -~ Mr. James Baker

Counsel, Office of Intelligence Policy and Review
US Department of Justice
Room 6150

NSL VIO-729
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INTELLIGENCE_OVERSIGHT BQARD (IOR) MATTER

DIVISION
IOB MATTER 2006 | .
_ The- “ederal. Bureau of Investigation's I:_l Division DIE
| reported this potential _I0B matter involving
unauthorized receipt of telephone intercepts. &)
8 —
1)
bl
b6
b7C
b2
b7E
B7D
biA
b4
- 7
CSLANTTT
(3}

NSEVIO=730
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151

bl
b2
b7E
be
p7C
DA

bl

iSjm

is}”mw

(8//NF)

SAT R —

—to mitigate-the over collection-on cellular-telephon

From March 29, 2006 thru March 30, 2006 tank etang

to include;l‘

|removal of all over-collected telephone ¢
pen-register information, and subscriber information from

|and removal of all b1

[In additiof [will delete the over

collected calls fro and destroy the over
collected telephone calls.

OGC has referred this matter to the FBI's Inspection
Division for action deemed appropriate. (U)

NSL VIO-731



{Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/24/2006
To: General Counsel Attn: NSLB
From: Inspection

Internal Invegtigations Section. TPU. Room 3041
Contact: CRS

Approved By: Miller David Iaﬁw*ﬁ“ Egc
f
Drafted By: b2
Case ID #: (U) 278-HQ-C1229736-VIO {Pending)
Title: () INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH 2066 h?2

OGC/IOB# 2006

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1283
278-HQ-C1229736-VIO Serial 1475

Details: (U) The Internal Investigations Section (IIS) received
an EC from Division dated 04/03/2006, reporting a
possible I exrror. Based upon a review of the referenced EC it
is the ITS's opinion the incident described therein is indicative
of a performance issue. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

L 24
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(Rev. 01-31-2003)
SECRE 310724

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/24/2006
To: Attn: SAC (Personal Attention)
Counterterrorism Attn: ITOS 1/CONUS 2/Team 7

From: Inspection
Internal Investigationg Sectijon, IPU, Room 3041
Contact: CRS

02

75 Approved By: Miller David Y@l
— ’ = !' n
bSp1 Drafted By:
1C
\/:Jase ID #: (U) 263-HQ-0-U Serial 471 (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH 206 -
OGC/IOB# 2006 Dz
Synopsis: (U) To advise that captioned reporting of potential

Intelligence Oversight Board (IOB} violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

M - - (8. . . Derive G-3
GQ( Declassgi 07/24/2031

Enclosure(s): {(U) 278-HQ-C1229736-VIO Serial 1283

Reference: (U) 278-HQ-C1229736-VIO Serial 1283
278-HQ-C1229736-VIO Serial 1475
~e Details: (U) Upon review of |Division's captioned report
b7E of a potential IOB violation, 11S did not find the matter
indicative of willful misconduct. TIIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. 1IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

4

SECRET 310724
SL VIO-733



L.S. Departme.  of Justice

Office of the Inspector General

Waséimgton, L).C. 24530
g

DATE: November 29, 2006

TO: Kenneth W. Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation

FROM:  Glenn G. Powell
Special Agent in Charge
Investigations Division

-
N

SUBJECT: OIG Complaint No. 2007001214

Subject: S

"7
/

7

A

7
H

b
b
b

el

FBI No. 263-0-U-471

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

L]

This complaint will be investigated by the OIG.

L]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or {b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-734



Clt; = INVESTIGATIONS DIVISION -~ Complaint Form CIC NO. 689-2007-001224-M
- S

Received By: Date Received: 07/06/2C06 How Received: A
SUBJECT : SSNO:

Tivtle: 8 Pay Plan: D.C.B

Compenent: FEI EOD Date: Alien No.:

Misc: F.2.1I.No.

Home : 3.0.P.No.: o
Plhore: 1T = 71D B/L No.: 0o
Wor<: Offerses: 639 b7C
“hene: ZIP: b2
COMPLAINANT : S55N0O:

Title: SSA Pay Plan: D.O.B.:

Component: FBI ECD Date: Alien No.:

Misc: F.3.1.Nc,:

dome; I B.O.P.No.:

“hene: {) - Z21P: D/L No.:

Work: , :

Phone: ZIP: .

Conficential: Revealed: Authority: none

Details:

Information received from the FBI regarding a potential IOB matter.

On 2/22/04, SAa | issued a National Security Letter to a

communications provider, In response to the reausst  the provider notified the FBI trat the
b7 C
b2
b7E
transferred squads and the investigation was reassigned, Shortly )
thereafrer the new caac agent learned

It is the opirnion of the Office of the General Counsel that this matter must be reported to
tne IOB.

— R —
ALLEGATIONS: 689 TORB Violation b2
Cccurrence Date: 10/24/2004 TIME: k;;p
CITY:l | State: Zip: re
DTSPOSITION DATA: Disposition: M Date: 07/06/20C6 Approval: POWELL, GLENN 5

. Tl

Reterred to Agency: ¥BI Date Sent: 11/29/2006  Componert: FBI
Farriot Act: N Civil RiIahts: N Crmponent Number: 263-0-U-471
Sensizive: N Whistl-olower: N Cursolidated Case Number:

Remarks:
icating mater:a . contains olassifies informatiorn “hat wil® be stored in a secure

Ti
ainer within OI;/INV/HG.

rrj

re
on

7

ot 0

¢

11/29/06- Sent to AD Kaiser FR{/INSD (tap)

NSL VIO-/735
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(Rav. 01-31-2003)
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oo 4 28

FEDERAL BUREAU OF INVESTIGATION

(06
Precedence: ROUTINE Date: 04/27/2006
To: Inspection Attn: Internal Investigations
Sectian
Counterintelligence Attn: A/SC J CD-4
General Counsel Attn: Natiohal Security Law Branch
| | Attn:
From:
Contaq%: SA | b2
S Z LTE
Approved By: b6
b7C
Drafted By: rﬁ J nl
Case ID #Poﬁ 278-HQ-C1229736-VI0 (Ponding ,.1303 b7E
(S)
Title: (X oTentIal Intelligence Oversight Board
Violation regarding an internet service provider
(ISP) National Security Letter (NSL) .
D
s b7D
fe¥!

15|

td061181 .ec
T Vhass

T iﬁ.@.ﬂ,ﬁleé b6

(U~ - (X ..  Deriva m -+ G-3
Declassj on 5xX-1

- Enclosure(s): -S4 Enclosed with this communication is a copy
of the original NSL that was served to the internet service
provider.

Details: S bl
RI7D

04
b2
LTE

EGRET

/s
=A% 15,// f /s /[

T p7C NSL VIO-736



N . R
Y

Dl
b7E o~
To: Inspection From: 1 ?f_jq
W Rer s 278-HO-C1229736-VI0, 04/27/2006 Iogile
L7D
pd
)
sy ot
b7E
o132
bIC
b7D
]!
- e PRY Tmmediately upon discovering this::]sealed
the information and sequestered it in a safe for 3 orage.
Additionally, no information was entered into the case file.
will take the appropriate steps through the] | .
IVision to notify the internet service provider in order to bZ
avoid any re-occurrences of this error. bh7E

[/ R

R = is reporting this potential Intelligence
Oversight Board violation pursuant to the mandates of EO
12863, which requires reporting of any potential violation of
the Constitution, the laws of the United States, Executive
Orders or Presidential Directives[___ haintains the b2
aforementioned potential Intelligence Oversight Board

violation is reportable but does not constitute a violation on
the part of the FBI.

() e e f){) i maintain the NSL information sealed in
E:SSA safe a pntil such time as FBIHQ advisesg___j
regarding the outcome of NSLB's review of this matter. it

is determined that no investigation regarding this matter is I~
warranted, the sealed information will then be destroyed. <

L7E

oy
-~

*

NSL VIO-737



U.S. Department of Justice

Federal Bureau of Investigation

b2
In Reply, Please Refer ta -
File No. LTE

November 16, 2005

Pursuant to Executive Order 12333 and Title 18 U.S.C.
§2709(a) you are directed to provide the Federal Bureau of
Investigation (FBI) with the name, address, length of service and
electronic communication transactional records, including e-mail

header information (not to include message content or subject fields)
for the below-listed account:

|
ol
pe  ha)
r7C
7D
4

In accordance with 18 U.S.C. §2709(b), I certify that the
information sought is relevant to an authorized investigation to

protect against international terrorism or clandestine intelligence
activities.

Please note that 18 U.S.C. §2709(c) prohibits your
company; any officer, employee, or agent of your company; or any
other wire or electronic communication service provider or agent
thereof; from disclosing to any person that the FBI has sought or
obtained access to information or records under this provision.

You are requested to provide the records responsive to
this request to an FBI employee from the office that served the

request. You should not send the records through the mail cr discuss
the substance of this request in any telephone conversation.

NSL VIO-738




In preparing your response, you should determine whether
your company maintains or possesses the following types of
information which you may consider to be an electronic communication
transactional record subject to 18 U.S.C. §2709(a):

We are not requesting, and you should not provide,
information that would disclose the content of any electronic
communication as defined in 18 U.S.C. §2510(8).

This request relates to a sensitive ongoing FBI
investigation. We therefore request that this request and any
documents or materials generated as a result of this regquest be
stored by your company in a secure manner. This would include
limiting access to those employees with a legitimate need to know
about the existence of this request.

Any _guestions regarding this request should be directed to b§

Special Agent ! b7C
telephone number | 52
. . . . . DTE
Your cooperation in this matter is greatly appreciated. DI
DTE

Special Agent In Charge

NSL VIO-739
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/25/2006
To: Attn: SAC
ADC
SSA
SA
Counterintelligence Attn: C(CD-4, A/SC
Inspection Attn: TIIS, CRS

From: Office of the General Counsel
NSLB/CILU/Room 7947
Contact: AGC

Approved By: Thomas Julie F

1 ~1 RO
=3

cCo oo
@]

Drafted By:

Case ID #: J&{ 278-HQ-C1229736-VIO - 1413 (Pending)

m -

e
jos

ol

Title: (%  INTELLIGENCE OVERSIGHT BOARD b2
MATTER 20064

SynopsiST““(>< It is the opinion of the Office of the General
Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB). OGC will prepare and deliver
the necessary correspondence to the TOR

Reference: (S) bl

Euywwﬁwwmiébmwu._wnper- AAAAA F : 6-3 b7E
De sify ———25X1

Détailsr~"I§{f By electronic communication (EC) dated 04/27/20086,
the requested that OGC review the 1o

El SEO¥er

0IG/DOJ REVIE
FBI INVESTIGATION:
0IGDOM

%




=CRET b2

To: [_ _J From: Office of the General Counsel b7E
Re: Z7B-HQ-C1229736-VIO, 05/25/2006

)
facts of the captiocned matter and determine whether it warrants
reporting to the IOB.' As explained below, in our opinion, the
FBI is required to report this matter to the IOB.
\(S/
bl
o4
LE
p7D
bé
(s~
bl
b2
L7E
p7D [ immediately sealed and sequestered the
information and placed it in a safe. id not enter any
information into the case file. Moreove hrough
N _lplans to notify the internet service provider of its
error to avoid future mistakes.
(U) Section 2.4 of Executive Order (E0) 12863, dated
09/13/1993, mandates that Inspectors General and General Counsel
of the Intelligence Community components (in the FBI, the
Assistant Director, INSD, and the General Counsel, 0OGC,
respectively) report to the IOB intelligence activities that they
have reason to believe may be unlawful or contrary to Executive
Order or Presidential Directive. This language was adopted
W] EC from to OGC dated 04/27/2006 and titled
5o "Potential Intelligeénce Oversight Board Violation Regarding an

BTE Internet Service Provider (ISP) National Security Letter (NSL)."
szé;é'r
2
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’ T
To: From: Office of the General Counsel
Re: 278-HO-C1229736-VIO, 05/25/2006

[oxe)
-~ Do
B

verbatim from EO 12334, dated 12/04/1981, when the IOB was known
as the President's Intelligence Oversight Board (PIOB).

(U) By longstanding agreement between the FBI and the
I0B (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of The Attorney General's Guidelines for FBI National
Security Investigations and Foreign Intelligence Collection (AG
Guidelines), or other guidelines or regulations approved by the
Attorney General in accordance with EO 12333, dated 12/04/1981,
if such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Violations
of provisions that are essentially administrative in nature need
not be reported to the IOB. The FBI is required, however, to
maintain records of such administrative violations so that the
Counsel to the IOB may review them upon request.

allows the FBI to obtain certain limited types of information
without court intervention: (1) telephone and email communication

records from telephone companies and internet service providers
{Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2)
records of financial institutions (which is very broadly defined)
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a) (5 (RA)); (3) a
list of financial institutions and consumer identifying
information from a credit reporting company (Fair Credit Reporting
Act, 15 U.S.C.S§§ 168luf{a) and (b)); and (4) full credit report in
an international terrorism case (Fair Credit Reporting Act, 15
U0.5.C. § 1681v). ECPA, 18 U.S.C. § 2709, provides that the FBI
may seek toll billing information from telephone carriers that is
relevant to an authorized national security investigation.

Section V.12., Investigative Techniques, of the AG Guidelines
provides that NSLs may be issued in conformity with statutory
requirements, including 18 U.S.C. § 2709.

} (S) Here, an error on the part of

f_ resulted in the unintentional acquisition of information. It

[ should be noted thaq Fesponse in receiving the unsolicited
7D material was commendable. Upsn learning that

4

SESRET
3
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SEpéT
b2

To: From: ©Office of the General Counsel b7 E
Re: —-HQ- -V10, 05/25/2006 ‘

- provided information beyond the scope of the NSL sealed and

- sequestered the excess information. Moreover Fhen undertook

steps to _prevent this mistake from reoccurring by notifying

of its error.

~(3{ Based upon our analysis, in accordance with the
reporting requirements of Section 2.4 of E.O. 12863, the
carrier's mistake must be reported to the IOB. OGC will prepare
a cover letter and a memorandum to report this matter to the IOB.

NSL VIO-743
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To: From: Office of the General Counsel D
Re: Z278-HQ-C1229%736-VIO, 05/25/2006

LEAD (s) :

Set Lead 1: (Action)

INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Info)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

(0) For information.

Set Lead 3: (Action)

AT

(U) With respect to the information that exceeded the scope
cf the NSL, please seal it and sequester it within the CDC's
safe. The information should continue to remain sealed and
sequestered in the CDC's safe until further direction from 0OGC.

ce: Ms. Thomas

TOB Library b7C
*

smy@
5
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BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
20067 I(U)

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has alsc been referred to our
Internal Investigations Section, Inspection Division, for a

determination of whether any administrative action is warranted.
(U)

Enclosure

1 - 278-HQ-C1229736-VIO - 1414

e
NSL VIO-745
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Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

S T
NSL VIO-746



SECRET

b2
INTELLIGENCE OVER ER B7E
I0B MATTER 2006 U)
(S} By electronic communication dated April 27,
2006, the Federal Bureau of Investigation (FBI) [ | bl
|reported a possible Intellijgence Oversiaght Roard p

(IOCB) matter. | b;E

b7D
ok
(sy bl
7D
b4
[ The FBI lmmedilately sealed and sequestered the
information and placed it in a safe. The FBI did not enter any
information into the case file. Moreover, the FBI plans to
notify the internet service provider of its error to avoid
future mistakes.
(S) Here, an error on the part of
resulted in the unintentional acquisition of INTormation 1
through an NSL. Based upon our analysis, in accordance with D ~
the reporting requirements of Section 2.4 of Executive Order b7D
12863, the carrier's mistake must be reported to the IOR. b4

Deriv £ : G-3
Declagsify _25%X1

SESYET

SEORET NSL VIO-747



(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/24/2006
To: General Counsel Attn: NSLB

From: Inspection

Internal Invegtigati 1 IPU, Room 3041
Contact: CRS Ext )

D6
Approved By: Miller David IaﬁMﬂL{K@ n7C
o
Drafted By: v
Case ID #: {(U) 278-HQ-C1229736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2168 50
OGC/IOB# 2006 =
Synopsis: (U) To report a potential Intelligence Oversight Board

(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB}.

Reference: (U) 278-HQ-C1229736-VIO Serial 1363
278-HQ-C1229736-VI0O Serial 1413

Details: (U) The Internal Investigations Section (IIS) received

an EC from| |dated 04/27/2006, reporting a b2
possible IOB error. Based upon a review of the referenced EC it 5TE
is the TIIS's opinion the incident described therein was an error ‘
attributed to the Internet company in providing unauthorized
information relative to the issuance of an NSL., Therefore, no
internal investigation will be conducted by the IIS and this

matter is being relegated to the NSLB for whatever action they

deem appropriate.

*

NSL VIO-748



(Rev. ©1-31-2003)
SEC 4

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/24/2006
To: Attn: {Personal Attention)
Counterintelligence Attn: CD-4
A/SC
From: Inspection no
Internal Investigations Section, IPU, Room 3041 HTE
Contact: CRS] | exe. [ ] e
20
LN Fi o4
Approved By: Miller David ﬁﬁié!‘ bh7C
- 1
Drafted By:
v'Case ID #: (U) 263-HQ-0-U Serial 472  (Pending)
Title: (o INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2168 ~

OGC/IOB# 2006

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) viclation has been reviewed by
the Internal Investigations Section (IIS), and ig not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at I1IS.

jﬁ%:: Derive om G-3
IR = 77 Declasgi o™ 7/24/2031

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1363

il —-Reference:- ﬁQ 278-HQ-C1229736-VIO Serial 1363
278-HQ-C1229736-VIO Serial 1413 -
¢
Details: (U) Upon review of captioned D7E
report of a potential IOB viSIatiomn, IIS did not find the matter
indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 03/18/2005
(319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*

SECRET 724
NSL VIO-749



U. S. Departm.  of Justice

Office of the Inspector General

DATE: November 27, 2006

TO: Kenneth W. Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation

ey

FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007001108

o)

Subject: Unidenti jo)t
b7E

FBI No. 263-0-U-472

- We consider this 2 management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

L]

- This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

[]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, vou may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, cemplainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistieblower Protection Act.

Attachment

NSL VIO-750
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D

D17 - INVESTIGATIONS DIVISION -~ Complaint Form OIG NO,: Z2007-001108-M
I S L
Recelved ByJ I Date Received: 06/14/20C6 How Received: A
midentified, FBT SSNC:
re : 1INID ray Plan: 0.0.B.:
Componert: FBIL FOD Date: Alien No.:
Misa: ' F.8.1.Na.:
Home : 3.0.P.No.:
Phene: Z12: D/L No.:
ork: Cffenses: 0859
fhore: ZIP:
COMPLAINANT :| SSNG:
Tivle: BATTY Pay Plan: D.O.B.:
lompor.ent: FRBRI ECD Date: A_ien No.: Do
MiscC: F.B.I.No.: I
: o/C
Home : | B.C.P.No.: o
FPhone: () - 4IP: C/L No.: jo¥s
Wors:
Fhone: | ZIP: -
Cenfidential: Revealed: Authority: none
l o - N
Doetalls:
The FRT provided information regarding a potential IOB matter. b2
b7E

drafted a National Security Letter (NSL) seeking electrenic
communicaticns data related to a target of an investigation.

On 4/26/061 learned that the Internet provider's response contained Inforrmation
that was not included 1n the NSL. As a result the FBI received unauthcorized information.

I is the opinicn of the Office of the General Counsel that this matter must be reported to
the IOB.
ALLEGATIONS: 689 1IOB Viclation

Occurrence Date: $4/26/2C06 TIME:

CITY S | State: Zip:

CTSPOSITION DATA: Disposition: M Date: 06/14/2006 BRpproval: POWELL, GLENN G
(}w

Referred to Agency: FBI Date Sent: 11/27/2006 Component: FBT

Fatrict Act: N Civil Rights: N Component Number: 263-0-U-472

Sensitive: N Whistleblower: N Consolidated Case Number:

Remarks:

fredicating material contains classified information that will be stored in a sccure
~ontainer within OIG/INV/HQ.

11/27/C06~- Sent to Kalser/FRI INSD (ant)

NSL VIO®

Pacia 1 ~F T Printed 11/27/2006 VAR
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SE T

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/28/2006
To: Inspection Division Attn: 1IIS ~

Office of the General Counsel Attn: NSLB

From:

ConE;pt? SA J
Approved A
B

Drafted By:

Case ID #: (U) 278-HQ-C1229736-VIO /54{

Title: (U) SA
ss |

oow

Synopsis: (U) To report a potential Intelligence Oversight
Board matter.

(U) Derive T G-1
Declagsify On: 5-1

'}é) FISA WARNING STATEMENT - STATUTORY RESTRICTIONS

-3&] This information or document, or portions thereof, is derived

from a court-authorized FISA order and such information or any
information derived therefrom may only be used in a criminal or
other proceeding (including but not limited to use in
search/arrest warrants or affidavits or grand jury subpoenas and
proceedings) with the advance authorization of the Attorney
General. See 50 U.S.C. Section 1806 (b), 1825(c).

~1 oy 1 O

oty
N

3

G T

NSLVIO-752 . .
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SE}QET 102

To: Inspection Division From:
Re: (U) 278-HQ-C1229736-VIO, 02/10/2005

(3]

¢ ey

=18

O
SRRNG s

NGNS

(sf

oo oU
] ] Oy

=)

[oNEe NS

bl
b6
b7C

2

bL7E

b7A

) |

8

bl
T
PRV
BiC
IR
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b2
SBCRET p7E

2
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ToO:
Re:

Inspection Division

(U)

%ET

278-HQ-C1229736-VIO,

From:

02/10/2005

(s)}

"~ i.._.]

o oo T o
SO R R e
B!

h7E
b7A

(s)f

oo

,_T.
3
~J 10 -3

oo
:j:; ted
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To:
Re:

S)Z&ET

Inspection Division From: I

(U) 278-HQ-C1228736-VIO, 02/10/2005

b2
p7E

(s8)

NSL VIO-755
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SECRET

To: Inspection Division From:
Re: (U) 278-HQ-C1229736-VIO, 02/10/2005

LEAD (8) :
Set Lead 1: (Action)
INSPECTION DIVISION

AT WASHINGTON, DC

(U) Review and take appropriate action.

Set Lead 2: (Action)

OFFICE OF GENERAL COUNSEL

AT WASHINGTON, DC

(U) Review and take appropriate action, to
include notifying OIPR and FISC.

+*

NSL VIO-756
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FEDERAL BUREAU OF INVESTIGATION

b2
Precedence: ROUTINE Date: 04/19/2006
To: INSD Attn: I1IS
OGC NSLE
CcDC
From:
Contact:
L7
Approved By: foV4
olE
0o
— T /// n7C
Drafted By: 6

Gase ID #: () 278-HQ-C1229736-VIOv  (Pending)

Titles O<) NATIONAL SECURITY LETTER MATTER;
OVERPRODUCTION BY TELEPHONE COMPANY PERSONNEL;
NOTIFICATION OF POTENTIAL IOB MATTER

Synopsis: - (X)To report notification of potential IOB matter ,
by non-FBI personnel. pL

(inwfsqWMMWMM”DéfiVéd:E;Bﬁ:Z: G-3 b?E

Declassify On: X1

edmjnjﬂt:atj::e. {(S) |

(s |

bl
b2

sRCRET h7E

b7D
b4

b6
B7CNsL vIO-757
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-3 D2
=1

SE@é
To: INSD From:

Re: Xﬁﬂ 278-HQ-C1229736-VIO, 04/19/2006

C)

(5

NG N

[x]

O oo

b2

b7E
b7D

i e separated the excess information from the B2
originally requested information. The excess information is
wrapped and secured in a safe, pending guidance on how to
proceed with the information. The information originally
requested is maintained with the case file and is pending
review,.

ro
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Toc: INSD From: b7E
Re: 8 278-HQ-C1229736-V1i0, 04/15/2006
(U)
Set Lead 1: (Action) b2
b7E
= bl
(s) b2
b7E
b7D
b4




(Rev. 01-31-2003)

[11] I

1

{m

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/23/2000
To: Attn: ADC
SSA
sy |
Counterintelligence Attn: CD-1, SC
Inspection Attn: IIS, CRS
From: Office of the General Counsel "o
NSLB/CILU/Room 7947 e
Contact: AGC b7E
bo
Approved By; Thomas Julie F b7C
Drafted By:

Case ID #: IX{ 278-HQ-C1229736-VIO = 1391 (Pending)

Title:w~(§< INTELLIGENCE OVERSIGHT BOARD b2
MATTER 2006+

meﬁbﬁéiSG'mi§3 It is the opinion of the Office of the General

Counsel (0OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB). OGC will prepare and deliver
the necessary correspondence to the IOB.

LU

bl
Reference: (S) bf
b7E
(U) Deti om : G-3
eclassi . 25X1
Detail: electronic communication (EC) dated 04/19/2006, _
the requested that OGC review the bZM
facts of the captioned matter and determine whether it warrants D7
sg&k@%
\\\ . s ,/{.4%

o)
-1 N
)

o}

o




@é'r'

b2
To: From: Office of the General Counsel b;E
Re: 218-HQ-C1229736-VIO, 05/23/2006 -
reporting to the IOB.* As explained below, in our opinion, the
FBI is required to report this matter to the IOB.
(S)
bl
b2
b7E
b7D
b4
(S)
bl
b2
b7E
b7D

(U) Section 2.4 of Executive Order (EO) 12863, dated
09/13/1993, mandates that Inspectors General and General Counsel
of the Intelligence Community components (in the FBI, the
Assistant Director, INSD, and the General Counsel, 0GC,
respectively) report to the IOB intelligence activities that they
have reason to believe may be unlawful or contrary to Executive

me - EC from to OGC dated 04/19/2006 and titled
"National Security Letfer Matter; Overproduction by Telephone b2
Company Personnel; Notification of Potential IOB Matter." b7E

%ET
2
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To: From: Office of the General Counsel
Re: ZJ8-HQ-CIZZY9736-VvIO, 05/23/2006

oo

Order or Presidential Directive. This language was adopted
verbatim from EO 12334, dated 12/04/1981, when the IOB was known
as the President's Intelligence Oversight Board (PIOB).

(U) By longstanding agreement between the FBI and the
IOB {and its predecessor, the PICB), this language has been
interpreted to mandate the reporting of any viclation of a
provision of The Attorney General's Guidelines for FBI National
Security Investigations and Foreign Intelligence Collection (AG
Guidelines), or other guidelines or regulations approved by the
Attorney General in accordance with EO 12333, dated 12/04/1981,
if such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Violations
of provisions that are essentially administrative in nature need
not be reported to the IOB. The FBI is required, however, to
maintain records of such administrative violations so that the
Counsel to the IOB may review them upon request.

“““ ?8( NSLs are a specific type of investigative tool that
allows the FBI to obtain certain limited types of information
without court intervention: (1) telephone and email communication
records from telephone companies and internet serxrvice providers
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2)
records of financial institutions (which is very broadly defined)
(Right to Financial Privacy Act, 12 U.S.C.§ 3414 (a) (5)(A));: (3) a
list of financial institutions and consumer identifying
information from a credit reporting company (Fair Credit Reporting
Act, 15 U.S.C.§§ 168lu(a) and (b)); and (4) full credit report in
an international terrorism case (Fair Credit Reporting Act, 15
U.S.C. § 1681v). ECPA, 18 U.8.C. § 2709, provides that the FRI
may seek toll billing information from telephone carriers that is
relevant to an authorized national security investigation.

Section V.12., Investigative Techniques, of the AG Guidelines
provides that NSLs may be issued in conformity with statutory
requirements, including 18 U.S.C. § 2709.

S}ﬁs'r
3
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To: | __| From: Office of the General Counsel

SEET

O
1 DO

o
rr]

Re: 278-HQ-C1229736-VIO, 05/23/2006

(S) Here, during
error on the part o
acquisition of information.
response in receiving the u

an authorized investigation,? an
esulted in the unintentional
It should be noted that

nsolicited material was commendable.

Upon learning that

provided information beyond the scope

of the NSL, sealed and sequestered the excess information.?

mnwm.izqi Based upon ocur analysis, in accordance with the

reporting requirements of Section 2.4 of E.Q. 12863, the
carrier's mistake must be reported to the IOB. 0GC will prepare
a cover letter and a memorandum to report this matter to the IOB.

LEAD(s) :

2 (8

o
v

b7E

b7D

4

> (sf

SE@{T
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KCRET '

To: From: Office of the General Counsel
Re: Z18-HQ~-C1229736-VIO, 05/23/2006

oo
-3 b0

Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Info)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) For information.

Set Lead 3: (Action) WO

AT

(U) With respect to the information that was improperly
received from the carrier, please seal it and sequester it within
the CDC's safe. The information should continue to remain sealed
and sequestered in the CDC's safe until further direction from
CGC.

cc: Ms. Thomas

oo
~1 N

IOB Library
*"

SE?QET
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(Rev. 01-31-2003) o
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 07/24/2006
To: General Counsel Attn: NSLB

From: Inspection
Internal Investigations Section, IPU,_Room 3
Contact: CRS[ | Ext.

Approved By: Miller David Ianwallkiv
Drafted By: |

O C U
NS EEN
!

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2187 o

OGC/IOB# 2006

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1355
278-HQ-C1229736-VIO Serial 1391

Details: (U) The Internal Investigations Section (IIS) received

an EC from[— |dated 04/19/2006, reporting a
possible IOB error. Based upon a review of the referenced EC it

is the IIS's opinion the incident described therein was an error e
on the part of the telephone company in providing unauthorized M
information relative to the issuance of an NSL. Therefore, no b7k

internal investigation will be conducted by the IIS and this
matter is being relegated to the NSLB for whatever action they
deem appropriate.

*"
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/24/2006
To: Attn:[:;;;::]Personal Attention)
Attn: Personal Attention)
From: Inspection b2
Internal Investigations Section. IPU, Room 3041 h7E
Contact: CRSF" _J Ext bh6
e A e
Approved By: Miller David i@?ﬁt : b7C
- L
Drafted By:
e
Vcage ID #: (U} 263-HQ-0-U Serial 4796 (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2187 o)

OGC/I0B# 2006

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

(Ukmmmtﬁtﬁw ..... . .Derived : G-3
: 07/24/2031

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1355

Reference: (U) 278-HQ-C1229736-VIO Serial 1355
278-HQ-C1229736-VIO Serial 1391 b2

L7E

Details: (U) Upon review of| Jcaptioned
report of a potential IOB vioIation, IIS did not find the matter
indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 03/18/2005
(319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*

SECRET 4
NSL VIO-766



U, S. Departme  of Justice

Office of the Inspector General

e
S S
DATE: November 27, 2006
TO: Kenneth W. Kaiser
Assistant Director

Inspection Division
Federal Bureau of Investigation

FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007001080 o
Subject: Unidentified bZ
L b7E
FBI No. 263-0-U-476

. We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

[]

This complaint will be investigated by the OIG.

[]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached O1G Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the tnspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-767



OlG - TNVESTIGATIONS DIVISION - Complaint Form

689-2007-001980~M

Received BRy: Date Received: (06/05/20C6 How Received: A
SUBIECT . Unidentifled, ¥BL 35N0:

T UNID Pay Plan: D.G.B.:

Component: FBI EOD Date: Alien No.: ~0
MLs: F.B.I.No. ¢ nh7C
ifmo: B.O.F.%o.: Y
Prione: ZIPp D/L No.:

Neras Cffenses: 689

Yhonos Z1F

COMEFLATINANT @ I SSNO

Tinler ATTY Zay FPlan: D.0.B.:

Component: FBT EOD Date: Alien Nao.:

Misc: F.B.I.No.:

Home: [ AJ B.O.P.No.:

Phone: {) - ZIP3 D/L No.:

werk: ,

Fhone: I I 21P:

Cenfidential: Revealed: Authority: none

Cetails:

The FBI provided information regarding a potential IOB matter.

n 9729705, |

_Jdrafted a National Security Letter (NSL) seeking telephcne

I huaed

information,

Che I0B.

records related 1o multiple targets of an investigation.

Upon review of tho NSL results)
data that

It is tne opinion of the Qffice of the General Counsel that this matter must be reported

learned that the telephcne carrier's response
exceeded the dates authorized. As a result the FBI recelvaed unauthor!

ALLECATIONS:
O

689

— -
IOB Violation

~J DO

oo

courrence Date: 16/04/2005 TIME: E
TITYq I State Zip:
L J
DTESPCSITION DATA: Disposition: M Date: (06/05/2006 Approval: POWELL, GLENN G

Glan

Referrced to Agency: FBI Date Sent: 11/27/2006 Component: FBI
Patriot Act: p Civil Rights: § Compaonent Number: 262-0-U-476
Sernsitive: N Whistleblower: N Consolidated Case Number:

Remarks:

Fredicating material contains classifisd informaticn that will be stored in a secure

containey within OIG/INV/IQ.

11/27/06- Sent vo Kaiser/FBI INSD {ant) -

NSL VIO-768
Page 1 of 1 Prinrad 11/77/200% R



bz

(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION *”é?%
Precedence: DEADLINE 05/12/2006 Date: 05/09/200s6
To: General Counsel Attn: NSIB
Inspection i Attn: Internal Investigations
e
From: [l
hTE
Contact: SA 06
h7C

Approved By:

Drafted By: I_

il

Case ID #: 278-HQ-C1229736-VIO ~~ (Pending)
, 27 71404 . ¥

Title: S L‘7 4/
SSRA

INTELLIGENCE OVERSIGHT BOARD (IOB) VIOLATION

Synopsis: Report of IOB violation for/ 44\

Reference: 278-HQ-C1229736-VIO Serial 355
278-H0-C1229736 Serial 1347
66F-HQ-A1247862 Serial 149
66F-HQ-A1247863 Serial 172

-

bl
_ b6
5] b7C
b2
D7E
L7A

Details:[ﬁ

Contact has been made between writer and .
Counterterrorism ITOS 1/ CONUS 2 to take corrective measures to

R
S Meway BN £)15Tok

-
;

TR f
B R b (YW *Qljﬂh&Lw. b6

piC




b2

To: Genéral Com 1 From: rﬁ __J h7E
Re: 278-HQ-C1229736-VIO, 05708/2006

1RO

include an additional extension from FBIHQ and assurance that
future IOB violations will not occur.

Inasmuch as it was believed extension had been granted
by FBIHQ all future requests will be submitted with a deadline
and a tickler will be set for follow-up. A tickler will be set
30 days prior to expiration of any PIs for submission of
extension EC. A follow-up tickler will then be set for 15 days
prior to expiration, and a final tickler will be set for five
days prior to extension 1f no approval has been received from
FBIHQ.

NSL VIO-770



To: General Cour 1 From:
Re: 278-HQ-C1229736-VIO, 05/08/2006

LEAD(s) :

Set Lead 1: (Discretionary)

GENERAL COUNSEL

AT WASHINGTON, DC

For information and action deemed appropriate.
Set Lead 2: (Discretionary)

INSPECTION

AT WASHINGTON, DC

For information and action deemed appropriate.

*

NSL VIO-771

o)

~1 S

o
=



(Rev. 01-31-2003)

SE T
FEDERAL BUHEAij INVESTIGATION

Precedence: ROUTINE

To:

Counterterrorism

&y ~1 MO
P

[ eNEoNe)
~) &
]

Date: 06/02/2006

Attn: SSRA[

sl

Attn: ITOS 1/CONUS 2

From: Office of the General Counsel
NSLB/CTLU 1, LX-1 38-100

Contact:

Approved By: _Thomasg Jn1Lg411

Drafted By:

i

Case ID #» (B 278-HQO-C1229736-VIO

B 278

C71404 - 90

- 1418 (Pending)

[(Dondia

i (8)

Title: [ POTENTIAL INTELLIGENCE OVERSIGHT BOARD

MATTER 2006

LIRSS

Division. OGC will prepare and deliver the required
correspondence to the IOB. Our analysis follows.

o

-Derived Fr :
Declassgify 0

G-3
06/02/2031

¢U3Référence:w)x( 278-HQ-C1229736-VIO Serial 1356

Administrative: {(U)

in WordPerfect.

bl
h7A

b2
biE

7y

bz

Synopsis:  }&) It is the opinion of the Office of General
Counsel (OGC) that the above-referenced matter mu

st be reported
to the Intelligence Oversight Board |

IOB)and the FBI's Inspection

This communication contains one or more
footnotes. To read the footnotes, download and print the document

igg?ET

0IG/DOJ REVIEW:

o
-
’l\

FRONVESTGATION:

0IG/DOJ INVESTIGATION:

oo

-1 3 DD

o]
R
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SECPS(

To: From: Office of the General Counsel
- -Re: RZ) 278-HQ-C1229736-VIO, 06/02/2006

o
SN

181

o
vI7C

-y

b7E
b7A

{8y

b2
b7E
b7A

(U) Section 2.4 of E.0. 12863,
mandates that Inspectors General and General Counsel of the
Intelligence Community Components (in the FBI, the Assistant
Director, INSD, and the General Counsel, 0GC, respectively)
report to the IOB "concerning intelligence activities that they

dated 09/13/1993,

'(U) See, referenced EC from th

ivision to the General Counsel, dated May 9

b2 2006, Case ID# 278-HQ-C1229736-VIO

Serial 1356, titled "Report of IOB violation fo
07E  Division."

SEGRET
2
NSL VIO-773
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To: From: Office of the General Counsel SRES
W) - RELT -HQ-C1229736-VIO, 06/02/2006

have reason to believe may be unlawful or contrary to Executive
Order or Presidential Directive." This language was adopted
verbatim from E.Q. 12334, dated 12/04/1981, when the IOR was
known as the President's Intelligence Oversight Board ("PIOB").
By longstanding agreement between the FBI and the IOB (and its
predecessor, the PIOB), this language has been interpreted to
mandate the reporting of any violation of a provision of the
NSIGs, or other guidelines or regulations approved by the
Attorney General in accordance with E.O. 12333, dated 12/04/1981,
if such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Violations
of provisions that are essentially administrative in nature need
not be reported to the IOB. The FBI is required, however, to
maintain records of such administrative violations so that the
Counsel to the IOB may review them upon request.

(s

pl
b2
bTE
D6
b7C
LA
w ""““"““WW“?gs Although these provisions are primarily
administrative in nature, they were designed, in part, to protect
the rights of U.S. persons because they limit the length of time
that the FBI can conduct a PI of an individual without authorized
extension or conversion to an FI. By longstanding agreement
between the FBI and the IOB, PI overruns need not be repcrted to
the IOB if they are both "inadvertent" and "de minimis in time."
To determine whether a possible violation of the NSIG is
inadvertent and de minimis in time, all facts relevant to the
matter must be considered in their totality.
sf
bl

e
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From:

oo

-~ DN

Office of the General Counsel
Re: - W 278~HQ-C1229736-VIOQ, 06/02/2006

el

L

b2
LTE
bIA

B7A

(U} Based upon these facts, in accordance with the
terms implementing the re

porting requirements of Section 2.4 of
EO 12863, it is our opinion that this error must be reported to
the IOB, which this office will do.

SE%ET
4
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To: From: Office of the General Counsel
Re: ol 278-HQ-C1229736-VIO, 06/02/2006
)
LEAD(s):
Set Lead 1: (Action)
02
bTE

AT

(U) Implement procedures to ensure that investigations
are extended or converted in compliance with the NSIG. In
addition, ensure that communications with FBIHQ are sent to the
proper unit.

Set Lead 2: (Info)
COUNTERTERRORISM

AT ITOS 1/CONUS 2 TEAM 8, WASHINGTON, DC

(U} Read and clear.

Set Lead 3: (Discretionary)
INSPECTION

AT WASHINGTON, DC

(U} For action deemed appropriate.

124

s%ﬁ-r
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June 2, 2006

BY COURIER
Mr. Stephen Friedman
Chairman
Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear My. Friedman:

Enclosed for your information is a self-explanatory .
letterhead memorandum entitled "Intelligence Oversight bz
Board (IOB) Matter:ﬂ]Division, I0B Matter 2006[_‘_&](11) oTE

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection, and/or laws,
Executive Orders, or Presidential Directives that govern FBI

foreign counterintelligence and internaticnal terrorism
investigations. (U)

Enclosure

1 - 278-HQ-C1229736-VIO - 1419

UNCLASSIFIED WHEN
DETACHED
CLASSIFI ENCLOSURE
Derived :

NSL VIO-777



SMET

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

Enclosure

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. BRaker
Counsel, Office of Intelligence Policy and Review

U.S. Department of Justice
Room 6150
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SWT
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

b2
— IpIvIision -
) IOB MATTER 2006[ __ |(u) ok

]

O 0T
<3O

o)

oo
~J ~1 N
™

p
3 (

181

bl

TE
b7A

h7E
) BTA

bl
b6
h7C
b7A

(81

Pal bl
o
matter b;_q
(U} K)’?
b7A
,waﬂ: Derived From : G-3

SECﬁ(ET

The Office of General Counsel ("OGC") has reported this
to the FBI's Inspection Division for appropriate action.

me
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(Rev. (1-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/24/2006
To: General Counsel Attn: NSLB

From: Inspection

Internal Investigations Sectiopn. IPU, Rogm 30
Contact: CRS[ | Ext.
Approved By: Miller David Iaﬂlﬂlkﬁ: .
bo
Drafted By: [ 1 n7C
7v A
. 0
Case ID ¢: (U) 278-HQ-C1229736-VIO {(Pending)

Title: (U)  INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2219 5
oGc/10B# 2006 | o3

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1356

278-HQ-C1229736-VIO Serial 1418
278-HQ-C1229736-VIO Serial 1419

Details: U T nternal Investigations Section (IIS) received
an EC fro Division dated 05/09/2006, reporting a
error.

possible Based upon a review of the referenced EC it N
is the IIS's opinion the incident described therein is indicative D
of a performance issue. Therefore, no internal investigation Db7E

will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

12 2
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: (07/24/2006

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Investigationg Sectio IPU, Room 3041
Contact: CRS Ext.

v

Approved By: Miller David ﬁé@ﬂﬁ%-

oo o T
A ~a Do

@

Drafted By:

. Case ID #: (U) 263-HQ-0-U Serial 477 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER .
INSD/IIS TRACKING# 2219 52
OGC/IOB# 2006

Synopsis: (U} To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

(1) Derived i G-3
Declassi : 07/24/2031

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1356

Reference: (U) 278-HQ-C1229736-VIO Serial 1356
278-HQ-C1229736-VIO Serial 1418

Details: (U) Upon review of Division's captioned report -
of a potential IOB violation,—TTS did not find the matter b:F“
indicative of willful misconduct. 1IIS only addresses allegations e
where deliberate and/or aggravated misconduct ig evident.

(U) TIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6).

e
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U. S. Departme  of Justice

Office of the lnspector General

P A

Ty ey, B

DATE: November 27, 2006

TO: Kenneth W, Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation

FROM:  Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007001098 )
Subject: Unidentified B2
b7E

KBI No. 263-0-U-477

- We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

L]

This complaint will be investigated by the OIG.

]

IMPORTANT NOTICE

tdentifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a

right to have access to an O1G Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuaat to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-783



iNVIESTIGATIONS DIVISION -

Received By:

0OIG NO.:

_l689—2007-DOIG9S~M

06/14/2006

How Received: A

SUBJECT: Unidentified, FRT

Title: UNTD Pay Plan:

Component:s WBI EOD Date: EBlien No

Miso: F.B.I.No.:

Fome: B.O.F.No.: bo
Phone: 212 D/L No.: i "7 0
Work: OZfenses: 689 ~
Fhone: Z21P bZ
COMPLAINANT147 SSNC:

Titla: ATTY Pay Plan: .C.B.:

Component: FBI EOD Date: Allen No

Misc: F.B.I.No

Home : _J B.0.P.No

Chone [ 21p: D/I, No

Work: , ,

Phone: J ZIP:

ConfiderraTT Revealed:

Lt is the copinion of the Cffice of the General Counsel that this

matter must be reported to

the 103, e ——— b?
ALLEGATTIONS: 6892 1I0B Violation o
Occurrence Date: 11/15/2005 TIME: M
CITY State Zip:

i ™ A

DISPOSITION DATA: Disposition: M Date: 06/14/2006 Approval: POWELL, GLENN G D
e PTE

Referred toc Agency: ¥BI Date Sent: 11/27/2006 Component: ¥BI

Patrioct Act: N Civil Rights: N Component Number: 263-0-U-477

Sensitive: N Whistleblower: N

Censoiidated Case Numper:

Remarks:

Predicating material contains
container with QIG/INV/HQ.

11/27/06- Sent to Kaiser/FBl INSD (arc)

classified information that will

be stored in a secure

Page 1 ¢f
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{Rey. 01-31-2003)

n©?
FEDERAL BUREAU OF INVESTIGATIO M
Precedence: ROUTINE Date: 05/16/2006
To: Inspection Attn: TIIS
General Counsel Attn: NSLB
From:
Chief Division Counsel )
Contact: | b2
b"/E
Approved By: b6
b7C
Drafted By: bl
b7A
Case ID #: (8) | , b2
oy -0 —ZTETHYCCIZZY 736 -VIO - ,341{ 7R
Title: (S) Possgible Int ' e Oversight Board Matter
SA
S8
Synopsis: (U) Over-collection of information improperly b1
obtained from the issuance of a National Security Letter (NSL). bﬁﬂ
PA

e e

m- &) Derive G-3 o)
Decla 3% X1 oTE

trative:

[Nt

]

n

Sl
SeRele)
SNV

o
b
FiRa
"‘ﬁ
Ay

—
-

w

E
H
¥

~J ™

, - ;o b7C
NCOPRE VLS R <272 AT B Do 07D
| | ' b7C b7A
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(2)

i

b2

s o

To: Inspection From: | Dj“
Re: (8) 05/16/2006 L7A

O

7D
bTA

o @Q A disk with the requested records was received by
thq [Division on or about 07/21/2005.

sl

b2
b7E

bl

b7E
b6
B7C

b7A

-

{m

- There has been no review of the telephone numbers
prior to 2003 either by the case agent o |Resident
Agency.

‘”>§3 SA immediately telephoned the Chief
Division Counsel [CDC) of the[ Ipivision and her
immediate supervisor upon discovery of this situation. Nothing

from the time period which was not authorized by the NSL was
uploaded or viewed.

T e e wm)ﬁé A copy of the original NSL as well as the
resultant

information obtained by the period unauthorized by the
NSL is being maintained in the CDC's safe.

“”“““fg( As no unauthorized information from the NSL has

been reviewed, SA ecommends no administrative
action be taken in THiS matter.

NSL VIO-786
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l

To: Inspection From:
Re: (S 05/16/2006
LEAD(8) :

Set Lead 1: (Info)
INSPECTION
AT WASHINGTON, DC
(U) For information.
Set Lead 2: (Info)
GENERAL: CQOUNSEL

AT WASHINGTON, DC

(U) For information.

*»"

\
SECRE\
3
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SE T

FEDERAL BUREAUY OF INVESTIGATION

Precedence: ROUTINE Date: 06/12/2006
To: Attn: CDC
sa[ ]
Counterintelligence - Attn: CD-2, SC
Inspection Attn: IIS, CRS

From: Office of the General Counsel
NSLB/CILU/Room 7947

Contact: AGC b2
b7E
Approved By: Thomas Julie F hé
pIC
Drafted By:
" CaseID #v o PS) 278-HQ-C1229736-VIO Serial- ({34
-~ —-Pitle: '(X) INTELLIGENCE OVERSIGHT BQARD b2
MATTER 200
tUlwwm"synépgis:"iég """" It is the opinion of the Office of the General
Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB). OGC will prepare and deliver
the necessary correspondence to the IOB. ni
D
Reference: (S) - b7A
b2

ﬂUT~~{XJMM“w_M Deri From -3 b7E
‘DeclassifyOn:_ 25X1

“ Details:. .8 By electronic communication (EC) dated 05/16/2006,

the[_ requested that 0GC
review the facts of the captioned matter and determine whether it

b2

sgéhﬁ@‘ b7E
0IG/DOJ REVIE e 4/
ve  FBIINVESTIGAT] DALk

p7c HGDOY INVFQTIY,
NSL VIO-788
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-3 B

To: From: Office of the General Counsel OE
Re: ~ Z7E~HQ-C1229736-VIO, 06/12/200¢

warrants reporting tc the IOB. As explained below, in our
opinion, the FBI is required to report this matter to the IOB.

{(§) On 04/14/2005, during an authorized o
investigation,® the FBI issued a National Security Letter (NSL) Dl‘
pursuant to 18 U.S.C. § 2709 ] 7D

DA
b4

(S)

bl
b2
c7E
7D
[The NSL resultls prior to 2003 were

nelther reviewed nor uploaded. A copy of the NSL results that

exceeded the scope of the NSL are being maintained in the Chief

Division Counsel's safe.

(U) Section 2.4 of Executive Order (EO) 12863, dated
08/13/1993, mandates that Inspectors General and General Counsel
of the Intelligence Community components (in the FBI, the
Assistant Director, INSD, and the General Counsel, O0OGC,
respectively) report to the IOB intelligence activities that they
have reason to believe may be unlawful or contrary to Executive
Order or Presidential Directive. This language was adopted
verbatim from EO 12334, dated 12/04/1981, when the IOR was known
as the President's Intelligence Oversight Board (PIOB).

L (8) bl
C7A
nZ
b7TE

SEcyﬁ'
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To: From: Office of the General Counsel b7k
Re: 278-HQ-C1229736-VI0O, 06/12/2006

(U) By longstanding agreement between the FBI and the
ICB (and its predecesscr, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of The Attorney General's Guidelines for FBI National
Security Investigations and Foreign Intelligence Collection (AG
Guidelines), or other guidelines or regulations approved by the
Attorney General in accordance with EO 12333, dated 12/04/1981,
if such provision was designed in full or in part to ensure the
protection cf the individual rights of U.S. persons. Vioclations
of provisicns that are essentially administrative in nature need
not be reported to the IOB. The FBI is required, however, to
maintain records of such administrative violations so that the
Counsel to the IOB may review them upon request.

fy o e e b{} NSLs are a specific type of investigative tool that
allows the FBI to obtain certain limited types of information
without court intervention: (1} telephone and email communication
records from telephone companies and internet service providers
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2)
records of financial institutions (which is very broadly defined)
{Right to Financial Privacy Act, 12 U.S.C.§ 3414 (a) (5) (A)Y); (3) a
list of financial institutions and consumer identifying
information from a credit reporting company (Fair Credit Reporting
Act, 15 U.S.C.S§§ 168lu(a) and (b)); and (4) full credit report in
an international terrorism case (Fair Credit Repocrting Act, 15
U.s.C. § 168lv). ECPA, 18 U.s.C. § 2709, provides that the FBI
may seek toll billing information from telephone carriers that is
relevant to an authorized national security investigation.
Section V.12., Investigative Techniques, of the AG Guidelines
provides that NSLs may be issued in conformity with statutory
requirements, including 18 U.S.C. § 2709.

(S) Here, an error on the part of esulted in the
unintentional acgquisition of information. It should be noted bl
that] response in receiving the unsolicited b2
material was commendable. Upon learning that provided DR
information beyond the scope of the NSL,[ bFequestered b7D
the excess information ana placed it in the CDC's safe. b4

SEyzﬁ'
3
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To:l From: Office of the General Counsel
Re: 278-HQ-C1229736-VI0O, 06/12/2006

T o

""""""""""" (Z<) Based upon our analysis, in accordance with the
reporting requirements of Section 2.4 of E.O. 12863, the
carrier's mistake must be reported to the IOB. OGC will prepare
a cover letter and a memorandum to report this matter to the IOB.

SEQQ

NSL VIO-791
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SEGRET .
bz
To: rrom: Offfce of the General Counsel b7E

Re: 278-HQ-C1229736-VIO, 06/12/2006

LEAD (s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: {Info)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) For information.

Set Lead 3: (Action)

b2
DT7E

ATl

(U) With respect to the information that exceeded the scope
of the NSL, please seal it and sequester it within the CDC's
safe. The information should continue to remain sealed and
sequestered in the CDC's safe until further direction from 0GC.

ce: Ms. Thomas b6
b7C

IOB Library
124

B

5
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BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:
Encloged for your information is a self-explanatory

memorandum entitled “Intelligence Oversight Board Matter
2006: (U)

b2

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
(U)

Enclosure

1 - 278-HQ-C1228736-VIO — [‘%%
UNCLASSIFIED WHEN
DETACHED FROM
CLASSTIFIED ENCLOSURE

Derive H G-3
Declasgify ¢ 25X1

SEGRET \SL VIO-793



-

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Coungel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

NSL VIO-794



INTELLIGENCE OVERSIGHT BOARD MATTER b7F

IOCB MATTER 2006| |(U)

{S) By electronic communication dated May 16, 2006,
the Federal Bureau of Investigation (FBI), |Field
Office, reported a possible Intelligence Oversight Board (IOB)
matter. The FBI reported that, on April 14, 2005, during an
authorized investigation, the FBI issued a National Securitw

is); Letter (NSL) pursuant to 18 U.S.C. § 2709.|

sy

@y

— Based upon our analysis, 1in accordance with the reporting
requirements of Section 2.4 of Executive Order 12863, the
carrier's mistake must be reported to the IOB.

SE}@ NSL VIO-795
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{(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/24/2006
To: General Counsel Attn: NSLB

From: Inspection
Internal Investigations Section, IPU,[ffff:fO4l

Contact: CRS Ext.
Approved By: Miller David Ianuu[b-ﬁ 170
Drafted By: b2
Case ID #: (U) 278-HQ-C1229736-VIO {Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKINGH# 2275 o
OGC/IOB# 2006:

Synopsis: (U) Toc report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIQ Serial 1394
278-HQ-C1229736~vio Serial 1437

Details: (U) The Internal Investigations Section (IIS) received
an EC fron] Division dated 05/16/2006, reporting a
possible IOB error. Based upon a review of the referenced EC it
is the IIS's opinion the incident described therein was an error
attributed to the telephone company in providing unautherized 2
information in response to an NSL, and not the FBI or its b7F
personnel . Therefore, no internal investigation will be

conducted by the IIS and this matter is being relegated to the

NSLB for whatever action they deem appropriate.

O

*

NSL VIO-796



(Rev. 01-31-2003) SECRﬁE} 5313024
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/24/2006

To: Attn: SAC (Personal Attention)

From: Inspection .
Internal Investigations Section, IPU, Roam 2041 b2
Contact: CRS[” | Ext DTk

. . our 7 A b6

Approved By: Miller David ﬂ@;z u‘ BT C

Drafted By:

r/‘\ .

" Case ID #: (U) 263-HQ-0-U Serial 481 (Pending)

Title: (u) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH 2275 b2
OGC/IOB# 2006-

Synopsisg: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

.. DerivedFrom : G-3
) E&( Decla;§E¥;f;n: 07/24/2031

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1394

Reference: (U) 278-HQ-C1229736-VIO Serial 1394
278-HQ-C1229736-vio Serial 1437

[

Details: (U) Upon review of Division's captioned
report of a potential IOB vioIlation, IIS did not find the matter
indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

ok ey
-3
trl

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 03/18/2005
(319X-HQ-A1487720 serial 6)}.

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*

SECRET/ 724
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DATE: November 29, 2006

TO

U.S. Departme  of Justice

Oftice of the Inspector General

Washington. D.C. 2035300

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

FROM: Glenn G Pdweli

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007001164

L1 U

Subiject: )

FBI No. 263-0-U-481

b7E
We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations,

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-798
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{2ueyv. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: DEADLINE 05/12/2006

Th

Date: 05/09/2006 ¢

To: General Counsel Attn: NSLB
. Inspection r\ Attn: Internal Investigations
From: 1\ Z oY
Contact: GSA
Approved By:
b2
Z . g
Drafted By: | L. Ll
Case ID #: 278-HQ-C1229736-VIO ~ ' {Pending) pi7C
278 C71404 ?_3
3.
Title: SA[_ |
SSRA l
INTELLTIGENCE OVERSIGHT BOARD (IOB) VIOLATION
IVISION
Synopsis: Report of IOR violation for Divisicn.
Reference: 278-HQ-C1229736-VIO Serial 355
278-HQ-C1229736 Serial 1347
66F-HQ-A1247863 Serial 149
66F-HQ-A1247863 Serial 172
bl
o
ok
bé
b7C
DTA

Contact has been made with Counterterrorism ITOS 1/
CONUS 2 to take corrective measures to include an additional

by B ¢l
RS faw> ot &/

NSL VIO-799



To: General Coun. 1 From:
Re: 278-HQ-C1229736-VIO, 05/09/2006

b2
. . , b7E
extension from FBIHQ and assurance that future IOB violations
will not occur.

To avoid future conflicts with pending paperwork
betweengz:;;:::]and FBIHQ all future requests will be submitted
with a deadline and a tickler will be set for follow-up. A
tickler will be set 30 days prior to expiration of any PIs for
submission of extension EC. A follow-up tickler will then be set
for 1% days prior to expiration, and a final tickler will be set
for five days prior to extension if no approval has been received
from FBIHQ.

NSL VIO-800



To: General Coun. 1 From:
Re: 278-HQ-C1l229736-VIO, 05/09/2006

LEAD (s) :
Set Lead 1: (Discretionary)
GENERAL COUNSEL

AT WASHINGTON, DC

For information and action deemed appropriate.
Set Lead 2: (Discretionary)
INSPECTION

AT WASHINGTON, DC

For information and action deemed appropriate.

*"

NSL VIO-801
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/30/2006

To: Inspection Attn: IIS
I | Attn: SsA] 1

sal’ |

From: Office of the General Counsel
NSLB/CTLU1/LX-1 38100

Contact: SSA| | b2
Approved By: Thomas Julie F sz
Lo
L7C
Drafted By:
Case ID #: (U) 278-HQ-C1229736-VIO - 1422 (Pending)
(U) 278ch71404 - 91 (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER b2
IOB 2006
Syﬁéﬁéiér“w" It is the opinion of the Office of the General
Counsel that this matter does not warrant reporting to the
Intelligence Oversight Board (IOB).
iy %) e ,,Der.i.M G-3
Declassify On:~ 05/30/2031
Reference: (U) 278-HQ-C1229736-VIO Serial 1358 A
(Uy 278 C71404 Serial 83 D=
b7E

Details: (U} Referenced communication fromE: dated
05/09/2006, requested that OGC review the facts of captioned
matter and determine whether it warrants reporting to the IOB.
In our opinion, it does not.

(8)

oUT D ouU

%RET

0IG/DOJ REVIEW: IE
FBI INVESTIGATIONE 7~ /<

PO

ey

~3

)
~J
heR O]

o U
-1 N

Y
e
-

ORI INESTIGATION



(&)

S T

To: Inspection From: Office of the General Counsel
Re: (U) 278-HQ-C1229736-VIO, 05/30/2006

o

oo

~J ] DD B

y
= e

(U) Section 2.4 of Executive Order (EQ) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive. This
language was adopted verbatim from EO 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
I0OB (and its predecessor, the PIOB), this lanquage.-has been
interpreted to mandate the reporting of any violation of a
provision of the NSIG, or other guidelines or regulations
approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provision was designed in full or in
part to ensure the protection of the individual rights of U.S.
persons. Violations of provisions that are essentially
administrative in nature need not be reported to the IOB. The
FBI is required, however, to maintain records of such
administrative violations so that the Counsel to the IOB may
review them upon request.

Psy Section II.C.4, Preliminary Investigations, of The
Attorney General's Guidelines for FBI National Security
nvestigations and Foreign Tontelligence Collection (NSIGY

bl

(Q)‘ !

|,_\

-1 DS

-
pRges

oo oo

szch@r

NSL VIO-803
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To: Inspection From: Office of the General Counsel
Re: () 278—HQ-C1229736-VIO, 05/30/2006

bl
b2
b7E
b6
h7C
b7A

SECKET

NSL VIO-804



SE%ET

To: Inspection From: Office of the General Counsel
Re: (U} 278-HQ-C1229736-VIO, 05/30/2006

LEAD(s) :

Set Lead 1: (Info)

Al

(U) Read and clear.
Set Lead 2: (Discretionary)
INSPECTION
AT WASHINGTON, DC

(U} For information and action deemed appropriate.

*

NSL VIO-805



(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/24/2006
To: General Counsel Attn: NSLB

From: Inspection
Internal Investigations Section. IPU, _Roo 041

Contact: CRS[” | Ext. )
[e]s)
Approved By: Miller David Iaﬁdekﬁo B7C
2
Drafted By: bi

7

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH 2273 b2
OGC/IOB# 2006

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLRB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1358
278-HQ-C1229736-VIO Serial 1422

Details: (U) Th nternal Investigations Section (IIS) received
an EC from Division dated 05/09/2006, reporting a
possible IOB error. Based upon a review of the referenced EC it
is the IIS's opinion the incident described therein is
administrative in nature. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

o
-3 N3
=

L4 4

NSL VIO-806
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.\/

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/24/2006

To: Attn: SAC (Personal Attention)

From: Inspection e
Internal Investigations Section, IPU, Room 3041 oo
Contact: CRS[” | Bxe. [ 1] b7C

o)

Approved By: Miller David ggiféi‘

Drafted By:

Case ID #: (U) 263-HQ-0-U Serial 485 (Pending)

Title: (U)  INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH 2273 2
OGC/IOB# 2006

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1358

Reference: () 278~-HQ-C1229736~-VIO Serial 1358
278-HQ-C1229736-VIQO Serial 1422

Details: (U) Upon review of Division's captioned report
of a potential IOB violation, ITIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 03/18/2005
(319X-HQ-A1487720 serial 6).

*

NSL VIO-807
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U. S. Departme  of Justice

Office of the [nspector General

oy

R
mmle A

DATE: November 27, 2006

TO: Kenneth W. Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation

FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007001109
Subiect: Uni .

FBI No. 263-0-U-485

- We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

[]

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

[]

IMPORTANT NOTICE

[dentifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of 2n investigation does net have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in ail

cases, complainants and witnesses are entitled to protection frem reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-808
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G5 - INVESTIGATIONS DIVISTON - Complaint Form OIG NO. |6B9-26C7—001109—M

Recsived By: Date Recelved: 06/14/2006 How Received: A&

SUBJECT: Unidentified, FBI SSNO:

Title: UNID Pay Plan: D.0.B.: jo)e)

Component: FBI . ECD Date: Alien No.: NS

Misc: F.B.I.Nc -

Home: B.0.P.No b2

chone: 721P: D/71. No

Work: Offenses: 689

Phcne: Z1P:

COMPLAINANT4 l S38NQ:

Tizle: GSA Pay Plan: D.O.B.:

Comoonent.: FBX EOCD Date: Alien No.:

MiscC: F.B.I.No.:

Home: B.O.P.No.:

Pheone: Z1P: D/L No.:

Work: Generai Counsel bl
National Securicy Law Brancn/CTLU1/1LX-1, Tysons Corner, VA 1Y

Phcene: ZIP: it

Confidential: Revealed: Authority: none TE

Detalls:

(S)The ¥31 provided information regarding a potential [OB matter.

i)
1A

reporting to the IOB.

TT 5 the opinion of the Office of the General Counsel that this matter does not warrant

P S

ALLEGATIONS: 689 IOB Viclation
Cccurrence Date: 11/02/2005 TIME: b2
CITY:' I State: Zip: L7E
L
DISPOSITICN DATA: Disposition: M Date: 06/14/2006 Approval: POWELL, GLENN G

_ S
Referred to Agency: FBI Date Sent: 11/27/2006 Component: FBI
Patriot Act: Ny Civil Rights: y Componrent Number: 263-0-U-485 °
Sensitive: N wnistleblower: N Consolidated Case Number:

Remarks:

Prec

oot

ating material cortains classified information that will be stcred in a secure
iner within CIG/INV/HQ.

11/27/06- Sent to Kaiser/FBT INSD {ant)

NSL VIO-809
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(Rev. 01-31-2003)

SESRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 06/09/2006
To: Inspection Attn: IIS
General Counsel Attn: NSLB
From: J
Chief Divisiop Connsel
Contact: ADC
b2
Approved By:
b7E
[o]9)
biC
Drafted By: | |
Case ID #: (S) b%
Wy e (§é\ Z78-HU-CIZZ9736  (Pending) b2
b7E
i - Title:mujﬁi POSSIBLE INTELLIGENCE OVERSIGHT BOARD MA
SA|
SSA| r |
W gynopsis: (}( Collection of information improperly obtained
from the issuance of a National Security Letter (NSL).
- @6\ ,,,_,,DQM G-3 o]
De sify : 06/09/2016 o
Reference: (S) ok
LD b1
Details: (S)] nTE
piD
_— b4
(S) l
ol
b2
= b7E
) | \ ©
L IR -

- { - 1} l{ i l.’!)‘- 2 i{/”b“‘, ‘.’ L s SMT k,i.i_
b2
A . 0 Db . - e Ew

&/‘{” _7[&__‘9/ bo b7HE
piC NSL VIO-810 L7D
b4
Ak



sspfer

To: In ~t 1N From- }32
Re : (S)I 06/09/2006 b7E
' bl
bl
(&1 b2
' h7E
07D
I B o
=
1
L2
L7E
oy ~{8] A copy of the original NSL as well as the resultant
information is being maintained in the Chief Division Counsel's
safe.
. b2
() - o (8&J As nothing from the NSL has been reviewed, SAC b7E
1recommends no administrative action be taken in this e
Mactter .

NSL VIO-811
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To: Inspection From:l

Re: (S 06/08/2006
LEAD(s) :

Set Lead 1: (Info)
INSPECTION

AT WASHINGTON, DC

(U) Read and clear.
Set Lead 2: (Info)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) Read and clear.

L 44

NSL VIO-812
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(Rev, 01-31-2003)

S T
FEDERAL BUREAX INVESTIGATION

Precedence: ROUTINE Date: 06/21/2006

To:

Attn: ADC
Counterintelligence Attn: CD-3A UC

From: Office of the General Counsel

NSLB/CILU/Room 7947 / 7
Contact: AGC

b7E
Approved By: Thomas Julie F &iﬂ%/ né
| [ | b7C
bl
Drafted By: | ]

(8} —Case ID #: (D bIE
A o T =145/

. - TEEies - K INTELLIGENCE OVERSIGHT BOARD MATTER
o 2006

b2

"Synopsis: RS It is the opinion of the Office of the General
Counsel (CGC) that this matter need not be reported to the
Intelligence Oversight Board (IOB). A copy ©of this opinion

should be retained in the control file for review by Counsel
to the IOR.

' o)1
(U) D§£§g§§>zz§§;zi G-1 no
D ssify ~ X1 -

B b7E
Reference: = X) |-
(U) ZIT8-HU-Cl1229736 Serial 2550

15

Details: (U) The referenced electronic communication (EC) from oz
I __Jdated 06/09/2006, requested that OGC review the b7E
facts of the captioned matter and determine whether it warrants
reporting to the IOB. 1In our opinion, it does not. Our analysis

follows. bl
.
(SJ/ b

=

o oo

(WG]

S I B R S

ou

B

b6
7cNSL VIO-813

.%¥§;f/
OIG/DOJ INVESTIGAT —




(2]

13)

T

To: From: Offick of the General Counsel ?%
Re: Y |0s/21/2006 b7E
(S) ol
bl
b2
b7E
(S) 1
}:)L

(oo}
NCRNGC I N
[ri

(U) Section 2.4 of Executive Order (E.C.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.” This
language was adopted verbatim from E.O. 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
Board (PIOB)}. By longstanding agreement between the FBI and the
IOB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the NSIG, or other guidelines or regulations
approved by the Attorney General in accordance with E.0. 12333,
dated 12/04/1981, if such provision was designed in full or in
part to ensure the protection of the individual rights of U.S.
persons. Violations of provisions that are essentially
administrative in nature need not be reported to the IOB. The
FBI is required, however, to maintain records of such
administrative violations so that the Counsel to the IOB may
review them upon reguest.

-

In this case, the facts do not establish a
violation of the NSIG or any other guideline or regulation
approved by the Attorney General and, therefore, do not rise to
the level of an IOB-reportable incident. The record reflects
that, at the time of the service of the NSL, a PI was properly in

place. The issuance of the NSL was therefore valid, and this
office finds no fault on the part of the agenta inunluad

11
D4
T 7T T
oD

bd

2
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SRERET
To: | | From: Office of the General Counsel n2
Re: OF | pe/21/2006 b7E
(S) bl

W

" e %&) Further, the record also reflects that no personal
or identifying information was entered into ACS as a result of
the NSL return. Additionally, it should be noted that the field
performed no investigative measures based upon the information
gained from the NSL return. The subject suffered no prejudice,
and there is no evidence of misconduct on the part of either
field office.

() “ESQ To the extent that this incident involves any error
on the part of the Bureau, it is administrative in nature and may
be placed in the control file for periodic review by the Counsel
to the IOB. This is consistent with our prior opinions in such
cases. Nothing in this instance warrants deviating from this
approach. No further administrative measures are required.

NSL VIO-815
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To: | |From:| Office of the General Counsel
Re: 06/21/2006

(S)SQ' |
LEAD (s) :

Set Lead 1: {Info)

AT b2
b7E

(U) Read and clear.
Set Lead 2: (Info)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

{(U) Read and clear.

ccC: Ms., Thomas

I | b6
I0B Library b”/r*-

+*

SEpé
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/24/2006
To: General Counsel Attn: NSLB

From: Inspectiocn

Internal Investigations Section, IPU,_ Room 3041
Contact: CRS| |Ext.

. . b6
Approved By: Miller David Ia \ C
PP Y PM o BT
Drafted By: 2
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (o INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2413 b2

OGC/IOB# 2006

SYnopsis: (U} To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736 Serial 2550
278-HQ-C1229736-VIO Serial 1451

Details: (U) The Internal Investigations Section (IIS) received

an EC from| |pivision dated 06/09/2006, reporting a

possible IOB error. Based upon a review of the referenced EC it

is the IIS's opinion the incident described therein is N
administrative in nature. Therefore, no internal investigation b2
will be conducted by the IIS and this matter is being relegated o/E
to the NSLB for whatever action they deem appropriate.

*

NSL VIO-817



(Rev. 01-31-2003)

SECR 20310724

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/24/20086
To: Attn: SAC (Personal Attention)
From: Inspection
Internal Investigations Section, IPU, Room 3041 Do
Contact: CRS| | Ext. R
D
Approved By: Miller David %?%?6{1 ' b6
4 ! b7C

Drafted By:

'fCase ID #: (U} 263-HQ-0-U Serial 489) (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2413 -
OGC/IOB# 200 b2

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

oo o D8 Qgriygél;;ggii::G—B
ul JM{ Declasasi Onr~_07/24/2031

Enclosure(s}: (U) 278-HQ-C1229736 Serial 2550

Reference: (U) 278-HQ-C1229736 Serial 2550
278-HQ-C1229736-VIO Serial 1451

Details: (U) Upon review of Division's captioned b2
report of a potential IOB vicIation, 1.8 did not find the matter b7k
indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) 1IIS recognizes and appreciates that this matter
was brought to our attention as required by the revisions
mandated by National Security Law Branch/OGC EC, dated 03/18/2005
(319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIETED-WHMEN<SEZARATED FROM CLASSIFIED ENCLOSURE.

*

SECRET 310724
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U.S. Departme.  of Justice

Office of the Inspector General

Windungron. D.C. 20830

DATE: November 29, 2006

TO: Kenneth W. Kaiser
Assistant Director
Inspection Division

Federal Bureau of Investigation
Y

s

s

et s

FROM: Glenn G Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007001184

- We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

[]

This complaint will be investigated by the OIG.

[]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right te have access to an QIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-819



00 - INVESTIGATIONS DIVISION - Complaint Form OIG NO.:| |689—2007—001184—M

Received By: Date Received: 07/C6/2006 How Received: A

SURJECT: Unidentified, FBI SSNO:

Title: UNID Pay Plan: 2.0.B

Component: FBI 20D Date: Alien No.: jo)a}

Misc: F.B.I.No T

Home : B.C.P.No.: DAC

Phone: z1p; D/L No.: D2

Wore: Cffenses: 689

Prone: ZIP:

COMPLA[NRNT:I I SENO:

Title: ATTY Pay Plan: C.0.B.:

Component: FBI EQOD Date: Alien No.:

Migo: F.B.I.No.:

Home : | I B.O.P.No.

Phone: () - ZIP: C/L No.:

Work: ,

FPhone: ZIP: )

Confidential: Revealed: Authority: none w1

B R ” JoXt

Details: b5

nformation received from the FRT regardina s potentiza? TOR matter

did not review the data, and subsequently sealed the information.

lt is the opinion of the Office of the General Counsel that this matter need not be reported
to the 103.

e R A
ALLEGATIONS: €89 IOB Violatiocn D
Cccurrence Date: 04/26/2006 TIME: Tf:ﬁ
~T7 %
cIryy | State: Zip: Mo
L )|
DTSPOSITICN DATA: Disposition: M Date: 07/06/2006 Apprcval: POWELL, GLENN G
Rv, 2070
Referred to Agency: FBI Date Sent: 11/29/2006 Componeunt: FBI
Patriot Act: N Civil Rights: N Component Number: 263-0-U-489
Sensitive: N Whistieblower: N Ccnsolidated Case Number:
Remarks:
Predicating material contains =las ified irformaticn th:~ will be stored in a secure
certainer within QIG/INV/HQ.
11/29/06- Sent to AL Kaiser FBI/INSD {tap)
NSL VIO-820
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROQUTINE Date: 04/27/2006
To: General Counsel Attn: NSLB
From:

Contact: CDC

Approved By:| J

Drafted Byx | |

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)i> 7
, (U) 2781 [C85270 (Pending) .

by

Title: (U) POTENTIAL IOB MATTER

Synopsis: (U) To report a potential IOB matter to the Office of
General Counsel, NSLB.

o (N ... _ Derive om
) }Q Dec1;;2%%§i;n

G-3
X1

“”bétairs=”w£8{ The following information is provided for the b%
Office of General Counsel, NSLB, on a potential IQB matter in the co
jDivision,l H7C
b7A
(8 1. File Number: .
) b2
(8) 2. Subject Name: B7E
(U) 3. US Person Status: US Person (Presumed)
(U) 4. Date Initiated: 07/18/2005
() s |
DTA
b2
— b7E
s
R \..l ‘ PR 7 vl j/: S%RET
fas 07tafo, e b6
b7C bh7C
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7

To: General Counsel From: KR

Re: (U) 278-HQ-C1229736-VIO, 04/27/2006
jo
bt
p7C
b7A

(s)l -
bl
b6
57C
b7A
(S)/
bl
bz
b7A
e (X) On 02/08/2006, SA| | requested a CAU analysis

of international telephone numbers obrained from the previous and o

proper NSL. On 03/21/2006, SA submitted an analysis of jol9)

the toll rds received from € previous and proper 09/21/2006 niC

NSL. SA properly reported the potential IOB violation and

no further activity on this matter has occurred.

(‘}( Although facts existed which would have supported

an extension of the Preliminary Investigation, the case agent o
sought SAC authorization and believed she had obtained it, no SAC b2
authorization for the extension was actually obtained. Based on BTE

the foregoing{
IOB violation.

|reports this matter as a potential

NSL VIO-822
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To: General Counsel From:

|

Re: (U) 278-HQ-C1229736-VIO,

LEAD(sg) :
Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

04/27/2006

(U) The

Division advises NSIB of a

potential IOB matt

D
[a
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 06/16/2006
To: H2 Attn: SAC
- CcDC
TF
oIk SSA
o6 sA
b7C SA
Counterintelligence Attn: CD-2A, UC
Inspection Attn: 1IIS, CRS

From: Office of the General Counsel
NSLB/CILU/Room 7947 y
Contact: AGcrf

Approved By: Thomas Julie F /QZWU

Drafted By: 55

W o e
Case ID #: (8 278-HQ-C1229736-VIO Serial— 440 (Pending)

"','\2
(I) — Title: )é} INTELLIGENCE OQVERSIGHT BOARD o
MATTER 20061

-

‘Synopsis: - )§) The
requested that the 1Ce oI the General Counsel (OGC) review

several incidents and determine whether they warrant reporting to
the Intelligence Oversight Board (IOB). It is the opinion of 0GC

that the majority of the incidents need not be reported to the
IOB. Rather, this EC should be maintained in the control file
for periodic review by Counsel to the IOB. One incident,
however, must be reported to the IOB. OGC will prepare and

deliver the necessary correspondence to the IOB. Our analysis
follows. .

() Derived om : G-3
DeclassAfyN\Qn: 25X1

M Kdministrative: (3 By electronic communication (EC) dated
04/27/2006,] | requested that OGC review the facts of
the captioned matter and determine whether it warrants reporting

02
b7E

b2
b7E

to the IOB. On 06/14/2006, Assistant General Counseq

| be

SECRET

—

po
b7C NSL VIO-824

i

;,45&

0!GIDOY REVIEWE
FBI INVESTIGATION: 4
0IG/DOJ INVESTIGATION:

N7
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S

To: r__ J From: Office of the General Counsel
Re: 278-HQ~C1229736-VIO, 06/16/2006

contacted SA and discussed this matter in
further detail. This EC contains information from both the
04/27/2006 EC and the 06/14/2006 conversation.

Reference: - }8{ 2784 |C85270 Serial 168 (Pending)

-

Details: - (%) By EC dated 04/27/2006] | requested
that OGC review several incidents and determine whether they
warrant reporting to the IOB. As explained below, in our
opinion, the majority of the incidents need not be reported to
the IOB. One incident, however, must be reported to the IOB.

o
o
S ]

(S)’

requesting Special Agent in Charge (SAC) authority to extend the
preliminary investigation. Due to an administrative error,
however, approval from the SAC was not obtained. Further,
although the EC included the substantive unit at FBI
Headquarters, no lead was sent to this unit.

s

(31

X
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To: | | From: Office of the General Counsel b7E
Re: 2/8-HQ-C122%9736-ViI0, C6/16/2006

R
b

)

~(X) The results of the NSL dated 02/06/2006 were not
reviewed and were sequestered.

(U) Section 2.4 of Executive Order (EQO) 12863, dated
09/13/1993, mandates that Inspectors General and General Counsel
cf the Intelligence Community components (in the FBI, the
Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB intelligence activities that they
have reason to believe may be unlawful or contrary to Executive
order or Presidential directive. This language was adopted
verbatim from EO 12334, dated 12/04/1981, when the IOR was known
as the President's Intelligence Oversight Board (PIOB).

(U) By longstanding agreement between the FBI and the
IOB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of The Attorney General's Guidelines for FBI National
Security Investigations_and Foreign Intelligence Collection,
effective 10/31/2003, (AG Guidelines), or other guidelines or
regulations approved by the Attorney General in accordance with
EQ 12333, dated 12/04/1981, if such provision was designed in
full or in part to ensure the protection of the individual rights
of U.S. persons. Viclations of provisions that are essentially
administrative in nature need not be reported to the ICOB. The
FBI is required, however, to maintain records of such
administrative violations so that the Counsel to the IOB may
review them upon request.

'”‘””W}%& NSLs are a specific type of investigative tocol that
allows the FBI to obtain certain limited types of information
without court intervention: (1) telephone and email communication
records from telephone companies and internet service providers
(Electronic Communications Privacy Act, 18 U.S5.C. § 2709); (2)
records of financial institutions (which is very broadly defined)
{Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(R)); (3) a
list of financial institutions and consumer identifying
information from a credit reporting company (Fair Credit Reporting
Act, 15 U.5.C.8§§ le8lu(a) and (b)); and (4) full credit report in
an international terrorism case (Fair Credit Reporting Act, 15
U.5.C. § 1681lv). ECPA, 18 U.S5.C. § 2709, provides that the FBI
may seek toll billing information from telephone carriers that is
relevant to an authorized national security investicaticn.

Section V.12., Investigative Techniques, of the AG Guidelines

sz/oxé'r

3
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b2
To: From: Officg of the General Counsel b7E
Re: 8-HO-C1229736~-VIC, 06/16/2006
provides that NSLs may be issued in conformity with statutory
reguirements, including 18 U.S.C. § 2709.
P ﬂgi With regard to conducting investigative activities

in tre abse“ce of a preliminary 1nvest1gatlon, sections II1.A.2
and II.A.3 of the AG Guidelines provide ip pertinent rart.

(8]

5 2.

iSJ’”””3”w

(sad
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b2z
To: From: Office of the General Counsel L7 E
Re: ZTB-HQ-C1229736-VIO, 06/16/2006

bl

EE?’ The information that was received in
response to the 02/06/2006 NSL should be sealed and sequestered

within the CDC's safe.
(S)
bl
~ ’,7
7E
LTA
i) = - e (&) However, the issuance of the NSL dated 02/06/2006

in the absence of a preliminary investigation contravened the AG
Guideliines and must be reported to the IOB. In accordance with
the reporting requirements of Section 2.4 of Executive Order

12863, OGC will prepare a cover letter and a memorandum to report
this matter to the IOB.

S%\

NSL VIO-828



To: | |From: Office of the General Counsel
Re: 27B-HQO-CI229736-VIO, 06/16/2006

0
RO
[

LEAD (s) :
Set Lead 1: {(Action)
INSPECTION

AT WASHINGTON, DC

{(U) For action deemed appropriate.

Set Lead 2: (Information)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) For information.

Set Lead 3: (Information)

1 b2
J bT7E
l ]

(U) The information that was received in response to the
02/06/2006 NSL should be sealed and sequestered within the CDC's safe.
The information should remain sealed and sequestered in the CDC's safe
until further direction from OGC.

cc: Ms. Thomas

be
b7C

IOB Library

+*
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BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17" Street, Northwest
Washingteon, D.C.

Dear Mr. Friedman:
p]
Enclosed for your information is a self-explanatory b2

memoifffﬁjentitled “Intelligence Oversight Board Matter
20061 (U)

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a

determination of whether any administrative action is warranted.
(U)

Enclosure

1 - 278-HQ-C1229736-VIO -

;EE%ET
NSL VIO-830



A

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

SECRET
NSL VIO-831
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b2
INTELLIGENCE OVERSIGHT BCARD (IOB) MATTER bL7E
[ FIELD OFFICE
I0B MATTER 2006 (U)
(S)I
bl
b2
b7E
OTA
/
sy f
bl
DT7A
(sy
bl
b7A
Derived f - G-3
Declassj o} 25%1
SECRET
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{Rev, 01-31-2003)

Precedence: ROUTINE Date: 07/24/2006
To: General Counsel Attn: NSLB

From: Inspection

Internal Inv igation ection, IPU,_ Room 3041
Contact: CRSi Ext| |

—7 b6
Approved By: Miller David izgﬁx’- b7C
b2

Drafted By:

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2416
OGC/IOB# 2006

b2

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1339
278-HQ-C1229736-VIO Serial 1440

Details: (U) The Internal Investigations Section (IIS) received
an EC from| |Division dated 04/27/2006, reporting a
possible IOB error. Based upon a review of the referenced EC it
is the IIS's opinion the incident described therein is indicative
cf a performance issue. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated -
to the NSLB for whatever action they deem appropriate. D7E

9}

b

*
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{Rev 01-31-2003)
SECRET4203T0724

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/24/2006

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Invegtigations Section PU, Room 3041

Contact: CRS Ext :;?
Approved By: Miller David ﬁiﬁﬂﬁi. 06
& 4 D7C
Drafted By:
v/gase ID #: (U) 263-HQ-0-U Serial 492 (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2416 o
OGC/IOB# 2006 e
Synopsisg: (U) To advise that captioned reporting of potential

Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

tUhm"ggf"whmmpggiVed om :—G-3
Declassif 2 07/24/2031

Enclosure(s): (U) 278-HQ-Cl1229736~VIO Serial 1339

Reference: (U) 278-HQ-C1229736-VIO Serial 1339
278-HQ-C1229736-VIo Serial 1440

Details: (U) Upon review of| |Division's captioned
report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

=1 DN

e

oo

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/0OGC EC, dated 03/18/2005 (319X-HQ-Al1487720 serial 6).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

‘ NSCVIO-834
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TO:

L.S. Departme. Hf Justice

Office of the Inspector General

Wesfingtony, 1O 083G

November 29, 2006

Kenneth W, Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

FROM:  Glenn G. Powell

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007001194

]

L]

b2
bTE
We consider this a management matter. The information is being provided to you

for whatever action you deem appropriate in accordance with your agency's policy

and regulations,

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the O1G.

IMPORTANT NOTICE

dentifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referra) or to the identities of complainants or witnesses, and that, in all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-835



(-1¢ - INVESTIGATIONS DIVISION - Complaint Form OIGC NO. 680~-2007-001194-M

Received By: Date Received: 1/06/2006 How Received: M
SURJFECT: Unidentified, FBL 38NO:

Title: UNLID Pay Plan: D.C.B.:

Component @ FBT =0D Date: Alien No.:

Misc: F.B.I.Noc.: b6
Home : B.O.P.No.: h7C
Phore: Z12; /L No.: ~
Work: Offenses: 689 De
Fhone: ZIP:

TOMPLATNANT ¢ SENG:

Title: ATTY Pay Plan: D.O.B.:| |
Component.; ¥BI EOD Date: Alijen No.:

Misc: F.R.I.No.

Home : B.O.P.No.:

Fhone: {) - ZIP: D/L No.:

work: ,

Phone: I I ZIP:

Zonfidential: Revealed: Authority: none

- . ____________________________________________________________________________________________________________]
Detalls:

“nfermalicn received from the FBI regarding a potential IOB matter.

Cn 7/18/05, FBI initiated a preliminary investigation
iSh expire on 1/18/06. On 12/21/05 an extension request was submitted. 7 F

bl
b7A

It is the opinion of the Office of the General Counsel that this matter need not be reported
to the IOB.

ALLEGATIONS: 689 IOR Violation

ccurrence Date: 01/18/2006 TIME: o7
CITY: State Zip: L=
" I I 2 b E
DISPOSTTION DATA: Disposition: M Date: 07/06/2006 Approval: POWELL, GLENN G
Referred to Agency: FBI Date Sent: 11/29/2006 Component: FBI
Fatriot Act: N Civil Riants: N Component Number: 263-0-U-492
Sensitive: N Whistleblower: § Consolidated Case Number:

Remarks:

Predicating material contains classified information that will be stored in a secure

container within OIG/INV/HQ.

11/729/0é- Sent to AD Kaiser FBI/INSD (tap}

NSL VIO-836
Page 1 of 1 Printed 11/28/2006 3:05:09
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3BeRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 06/01/2006 2
To: Jfnspection Attn: -Tnternal Investigations
Section
Room 11102
General Counsel Attn: NSLB
Room 7975
From:
Chief Divisiop Ccunsel (CDC)
Contact: CDC | b2
% o7k
Approved By: | L/‘{y N
P 0o
Drafted By: [ y* n7C
] %
Case ID #: (U) 278-HQ-C1229736-vio ' (Pending)
Title: () SPECIAL AGENT (SA)
SUPERVISORY SPECIAL AGENT (SSA) | |
POSSIBLE INTELLIGENCE OVERSIGHT BOARD
(IOB) MATTER - COUNTERINTELLIGENCE RELATED
Synopsis: (U) To provide nctification of a possible IOB and to
request that this matter be reported as an IOB if appropriate.
(- }é( - Derived : SCG G-3 1/97 N
Declassi n: 01/2031 f?g
Details: - -ISJ sa | e assianed to the 0o
Division| | Her supervisor is B7C
SSA o
{S)j
(s)f bo
b7C
b7A

SECRET_
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To: Inspection From: ,h(;
Re: (U} 278-HQ-C1229736-VIO, 06/0172006 “;
b7C

bTA

~J3 D2

oo
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/ b7E
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L7A
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b7D
b7A
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bl
b6

b7C
LTA

b2
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Inspection From: [ Tq
(U) 278-HQ-C1229736-VIO, 06/01/2006

A 3
® O

(S)

sy

-

- X)) SAl |brought this matter to the attention

of her supervisor, SSA| | on 05/26/2006. She
brought this matter to the attention of the Division
CDC on 05/30/2006,

bl
bo
pIC
b7Aa

oo T
=1 B =1 Ty
2

£

(C:\I

ok
I~y =

(U) The National Foreign Intelligence Program Manual
Section 2-02, states that there are certain investigative
activities which are permitted in the absence of formally
authorized inquiries and investigations. The collection of
information pertaining to the unidentified person in this
instance is not one of those activities. Nonetheless, it was
never the intent of the captioned employees to capture
information concerning an individual who is not under
investigation.

NSL VIO-839
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b2
To: Inspection  From: | | h7E
Re: (U) 278-HQ-C1229736-VIO, 06/0L/2006
LEAD(s) :

Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) The Internal Investigations Section is requested
to determine if the matter related in this communication should
be reported as an IOB.

Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to determine if the matter
related in this communication should be reported as an IOB.

*"

NSL VIO-840



(Rev. 01-31-2003)

SE T

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 06/15/2006
To: Attn: SAA |
CDC
b2 SS2
b7E - SA
.
b“ﬂ Counterintelligence Attn: CDz2A
b7C ucl |
SSA |
Inspection Attn: TIIS, CRS

From: Office of the General Counsel
NSLB/CILU/Room 7947
Contact:

Approved By: Thomas Julie F

Drafted By:
(L1~

Case ID #: (By——Z7T0=HU=CIZZv7ST=VIU—TFEI ng)- 1439

T

W - ritle: - (§)  INTELLIGENCE QVERSIGHT BOARD B2
MATTER 2006

" Synopsis: ~PS) It is the opinion of the Office of the General
Counsel (OGC) that this matter need not be reported to the
Intelligence Oversight Board (IOB). Rather, it should be
maintained in the control file for periodic review by Counsel to
the IOB. Our analysis follows. :

(U) Deri rom : G-3
DeclassT On: 25X1

Administrative: () This electronic communication (EC) contains
i g documents: (1) a copv of the
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National Securitv Letter (NSIHI ]
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o _conu of rha FC dated 06/01/2006 from the
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7i‘ TOB matte to OGC reporting a potential
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SECR bz

b7E
To: From: Office of tlhe General Counsel
Re: 278-HQ-C1229736-VIO, 06/15/2006 bl
b7A
b2
Reference: (S) TR
L " Details:” (3§ By EC dated 06/01/2006, requested that
< OGC review the facts of the captioned matter and determine whether
bBTE it warrants reporting to the IOB. As explained below, in our

opinion, the FBI is not required to report this matter to the IOB.

(s) |

o1 (S)l |

b2

b7E
D7D
bTA | ——
sy 1
r '“iEJ
| I The case agent
brought this to the attention of both her supervisor and the
Chief Division Counsel (CDC). The case agent also sequestered
the telephone records of the individual who was not the subject
of the investigation.
(U) Section 2.4 of Executive Order (EO) 12863, dated
09/13/1993, mandates that Inspectors General and General Counsel
of the Intelligence Community components (in the FBI, the
Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the I0OB intelligence activities that they
have reason to believe may be unlawful or contrary to Executive
Order or Presidential Directive. This language was adopted
L (S)
b1
b2
b7E
b7A

R
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To: From: Office of the General Counsel b7E
Re: —Z7T8=HQ=CIZZ9736-VIO, 06/15/2006

verbatim from EOQ 12334, dated 12/04/1981, when the IOB was known
as the President's Intelligence Oversight Board (PIOB}.

(U) By longstanding agreement between the FBI and the
IOB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of The Attorney General's Guidelines for FBI National
Security Investigations and Foreign Intelligence Collection (AG
Guidelines), or other guidelines or regulations approved by the
Attorney General in accordance with EO 12333, dated 12/04/1981,
if such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Violations
of provisions that are essentially administrative in nature need
not be reported to the IOB. The FBI is required, however, to
maintain records of such administrative violations so that the
Counsel to the IOB may review them upon request.

”}é) NSLs are a specific type of investigative tool that
allows the FBI to obtain certain limited types of information
without court intervention: (1) telephone and email communication
records from telephone companies and internet service providers
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2)
records of financial institutions (which is very broadly defined)
(Right to Financial Privacy Act, 12 U.S.C.§ 3414 (a) (5) (A)); (3) a
list of financial institutions and consumer identifying
information from a credit reporting company (Fair Credit Reporting
Act, 15 U.S.C.§§ 1681lu(a) and (b)); and (4) full credit report in
an international terrorism case {(Fair Credit Reporting Act, 15
U.5.C. § 1681v). ECPA, 18 U.S.C. § 2709, provides that the FBI
may seek toll billing information from telephone carriers that is
relevant to an authorized national security investigation.

Section V.12., Investigative Techniques, of the AG Guidelines
provides that NSLs may be issued in conformity with statutory
requirements, including 18 U.S.C. § 2709.

~(X Here, during an authorized investigation,? the FBI

properly served an NSL on a telephone carrier. In response to

the properly served NSL, the FBI obtained information regarding
another subscriber's records that were not relevant to the

}.._:I
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TO: From: Office of the General Counsel b7E
Re: Z278-HQ-CIZZ9736-VIO, 06/15/2006

investigation.’ \It appears that this information, although
lawfully obtained, is not relevant to the investigation and
should be segregated to protect the potential privacy interests
of United States persons. Once information not relevant to an
authorized investigation is received, the field shall seal and
sequester such information.

(U) Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4 of
EO 12863, it is our opinion that this error need not be reported
to the IOB. A record of this decision should be maintained in
the control file for future review by the Counsel to the IOB.
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SPECRET
To: From: Office of the General Counsel

Re: 278-HQ-C1229736-VIO, 06/15/2006

LEAD (s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) For information.

Set Lead 3: (Action)

(U) With respect to the information that was improperly
received from the carrier, please seal it and seguester it within
the CDC's safe. The information should continue to remain sealed
and sequestered in the CDC's safe until further direction from
OGC.

cc: Ms. Thomas

IOB Library
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/24/2006
To: General Counsel Attn: NSLB
From: Inspection

Internal Investigations Section, IPU, Room 3041
Contact: CRS

Approved By: Miller David.Ié@i{%4~ D?
. b7C

Drafted By: 2
Case ID #: (U] 278-HQ-CIZZ9736-VIU ending)
Title: () INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING# 2422 B2

OGC/IOBH# 2006 )
Synopsis: (U) To report a potential Intelligence Oversight Board

(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1424
278-HQ-C1229736-VIO Serial 1439

Details: (U) The Internal Investigations Section (IIS) received
an EC from! Division dated 06/01/2006, reporting a
possible I error. Based upon a review of the referenced EC it
is the IIS's opinion the incident described therein is
administrative in nature. Therefore, no internal investigation

will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

L 44
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(Rev. 01-31-2003)

wa-ﬁf@;lonzz
FEDERAL BUREAU OF INVESTIGATION """ ¥ 197394

Precedence: RCOUTINE Date: 07/24/2006

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section, IPU, Room 3041

Contact: CRS 6

, p7C

Approved By: Miller David 5527@]. bIE

Drafted By:

/

#

./ Case ID #: (U) 263-HQ-0-U Serial 493 pPending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

L
P
P

4o
~ P’
A L

INSD/TIS TRACKINGH# 2422
OGC/IOBH# 2006 o
Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

() éﬁ R DeriviﬁZﬁ;qg:z: G-3
Declassgify onr- 07/24/2031

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1424

Reference: (U) 278-HQ-C1229736-VIO Serial 1424
278-HQ-C1229736~-VIO Serial 1439

Details: (U) Upon review of Division's captioned
report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 03/18/2005
(319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*

SEC 10724
NSL VIO-847



U.S. Departme.  of Justice

Office of the Inspector General

Wishungron 1.0 103310

DATE: November 29, 2006

TO:

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

sy o~

.

FROM: Glenn G. Powell

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007001199

L]

L]

Subject: Unidentified »
| b2
FBI No. 263-0-U-493 L7E

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-848
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OIG - INVESTIGATIONS DIVISION - Complaint Form CIG NO. i 689-2007-001199~-M

Received By: Date Received: 07/07/200¢ How Received: A
SOBJECT: Jnidentified, FBI SSNO

Tizla: UNID Pay Plan: D.0.B.:
Component: FBIL EOD Date: Alien No.:

Misc: F.B.1.Nc.:

Home: B.O.P.No.:

Phone: ZIP: D/L Mo.: b6
Work: Offenses: 689 n7C
Phone: ZTP: 1
COMPLATNANT : SSNO:

Title: ATTY Pay Plan D.0.B.:
Compenent: FBI EOD Datej Alien No.:

Misa: F.B.I.No.:

Home B.O.P.No.:

Phone: T ZIP: D/L No.:

wWork: ,

Phone: ZIP:

Confide TIT Revealed: Buthority: none

Dezails:

Information received from the FBI regarding a potential IOR matte

Nen 1/20/06, FBI issued a National Security Tetter (NSL) to a communications
provider.
On 2/15/06, received the NSL requested information. After reviewing the results,
the case agent determined that the data included informarfion on both the target of thne
investigation, as well as another individual. reports that they immediately
sealced the unauthorized information.

It Iis the cpinion of the Office of the General Counsel that this matter need not be reported
~o the TOB.

— e — T
ALLEGATIONS: 689 1IOB Violation b2
Occurrence Date: 02/15/2006 TIME: b7E
CITY | state[~ | Zip:
| — — T
DISPOSITION DATA: Disposition: M Date: 07/07/2006 Approval: POWELL, GLENN G

e
Refarred to Agency: FBI Date Sent: 11/29/2006 Component.: FBT
Patrict Act: N Civii Rights: N Component Number: 263-0-U-493
Sernsitive: N Whistleblower: N Consolidated Case Number:

Remarks:

Predicating material contains classified information that will be stored in & secure
container within CIG/INV/HO.

11/29/C6- Sent to AD Xaiser FBI/INSD (tap)

NSL VIO-849
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