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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

it-Mài.. 

Date: 12/19/2005-""^" 

b2 

Attn: IIS 
Attn: NSLB 

From : 
Squad 14 
Contact: SA 

Approved By: 

Drafted By: 

w 
K 

bab ¿M 

i 1 f Case ID #: (U) 278-HQ-C1229736-VIO ' 'fPe 
(S) M 

Title: (U )c.)h 

nding) 

REPORT OF POSSIBLE IOB VIOLATION 

( S ) Synopsis^ EC to report a possible TOR vinlai-inr 
c ommi 11 ed By writer 

( U ) ;ify 

bl 
b6 
b7C 
b7A 

(S) 

Details: > < A potential IOB violation occurred during 
investigation of] 

(S) 

(U)^TOn 9/9/2005, a National Security Letter (NSL) 
was prepared by writer to obtain subscriber information for 

J 
(U) Results in compliance with the aforementioned 

NSL were received on 10/11/2005 by 
documented in an EC dated 10/12/20Chrr- SSU1 Unit and 

b2 
lo 7 E 

SECRET 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b7A 
b6 
b7C 

bl 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b7D 

b7C 
b 7 A. 

s/e* 

«SC. 
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b6 
b7C 

Lirl 
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SECRET 

To: Inspection 
Re: (U) 278-HQ-

From : 
•C122973T: •VIO, 12/16/2005 

b2 
b7E 

(S) 

(U) 

(U) 

original 'NSL 
transposed. 

On 12/15/2005, it was discovered that on the 
ated 9/9/2005, the number was inadvertently 

Subscriber information was reoupsteri fnr 

W 
contacted 
writer to 

CDC 
error, CDC"[ ] requested 

(U) 
reference 

On 12/15/2005, 
and advised of the 
prepare a report of possible IOB violation. 

The 

was 

bl 
b6 
b7C 
b7A 

results of the NSL and any serials with 
to the results of the NSL can be destroyed or 

permanently charged out of the original file as they are not 
needed for, or related to, the current 

b7E 
b6 
b7C 

investigation. 

^ Iwill await guidance from Inspection 
Division regarding removal of subscriber information from 

land ACS. 

b2 
b7E 

S E ^ E T 
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SEjièÉqST 

To: Inspection From: 
Re: (U) 278-HQ-C122 9736-VIO, 12/16/2005 

b2 
b7E 

LEAD (s) : 

Set Lead 1: (Info) 

ALL RECEIVING OFFICES 

(U) For information only. 

Slj^RET 
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(01/26/1998) 

S p a ^ E T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence 

To: 

ROUTINE Date: 3/8/2006 

Attn: 

Inspection 

Counterintelligence 

Toni Mari Fogle 

SSA 
CD-3 

From: Office of the General Counsel 
National Security Law Branch/CILU/Room 7975 
Contact: | 1 

b2 
b7E 
b6 
b7C 

Approved By: Thomas Julie F 

Drafted 
(U) 

Case in ë: 

m 
Title: M 

278-HQ-C1229736-VIO / ̂  ' : 

INTELLIGENCE OVERSIGHT BOARD MATTER 2006-| "| 
D2 

(U> 

Synopsis: It is the opinion of the Office of the General 
Counsel ("OGC") that this matter must be reported to the 
Intelligence Oversight Board ("IOB"). OGC will prepare a cover 
letter and a letter head memorandum to report this matter to the 
IOB. Our analysis follows. 

(U) 

Des_La5-sTfy on: 
(U) ^ ^ 

Reference: 278-HO-C1229736-vto Serial 1115 
(S) i M 

bl 
b7A 
b2 
b7E 

S E ^ E T 

OIG/DOiIREVIEVft 
FBIINVEST1GAT)( 

o w w m s m m 

NSL VIO-582 



To: . 
From! Office of the 
Re: 278-HQ-C1229736 

S E ^ E T 

General Counsel 
-VIO, 3/8/2006 

b2 
b7E 

(S) 

(U) 
Details: By electronic coirLmunication (EC) dated 12/19/2005, b2 

¡Division requested OGC review of a possible IOB error in b7E 
conjunction with an ongoing counterintelligence investigation. 
The following facts are derived from this EC. 
(U) 

-£S< On 9/9/2005, FBI prepared a Mati nal q̂ mr-i-t-w 
Letter (NSL) to obtain subscriber information for 

( U ) X ^ n 12/15/2005, FBI discovered that the 

(S) 

original NSL dated 9/9/2005 inadvertently requested information 
for the wrong telephone number 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive order or Presidential 
directive." This language was adopted verbatim from E.O. 12334, 
dated 12/04/1981, when the IOB was known as the President's 
Intelligence Oversight Board. 

bl 
b 2 
b7E 
b6 
b7C 
b7D 
b7A 

b2 
b7E 
bl 
b6 
b7C 
b7A 

(U) By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General's foreign counterintelligence 
guidelines or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, if such provision 
was designed in full or in part to ensure the protection of the 
individual rights of a U.S. person. Violations of provisions 
that are essentially administrative in nature need not be 

2 
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To: 
From : 
Re : 

S ï ^ t E T b2 
b7E 

Office of the General Counsel 
27 8-HQ-C12297 36-VIO, 3/8/2006 

reported to the IOB. The FBI is required, however, to maintain 
records of such administrative violations so that the Counsel to 
the IOB may review them upon request. 

(U) OH, In this case, this matter must be reported to the IOB 
because FBl|_ [requested information on a number that had no 
relevance to an ongoing investigation as required by statute. 
This error was compounded by the fact that the results from this 
NSL were documented in an EC and subsequently entered into the 
FBI's Telephone Applications database. 

(U) Based upon these facts, in accordance with the NSIG and 
the terms implementing the reporting requirements of Section 2.4 
of EO 12863, it is our opinion that this error must be reported 
to the IOB. 

b2 
b7E 

^ S R E T 

3 
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ïE^: VET 
To : 
From: Office of the General Counsel 
Re: 2 7 8-HQ-C122 97 3 6-VIO, 3/8/2006 

b2 
b7E 

Lead(s): 

Set Lead 1 : 
b2 
b7E 

AT 

(U) Implement procedures to ensure the accuracy of 
information contained in NSL requests. Sequester all information 
from this NSL with :hief Division Counsel, and purge all 
information from FBI databases. NSLB will provide further 
guidance to the CDC regarding the sequestered information. 

Set Lead 2 : 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

:u; Coordinate with Division to ensure that 
appropriate procedures are in place to ensure the accuracy of 
information contained in NSL requests and that the information is 
properly sequestered and purged. 

b2 
b7E 

1 - Ms. Thomas 
1 -
1 -
1 - NSLB Library 

b6 
b7C 

ET 

NSL VIO-585 



March 8, 2006 

Mr. Stephen Friedman 
Chairman Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Friedman: 

This letter forwards for your information a self-explanato 
enclosure entitled "Intelligence Oversight Board (IOB), Matter 
2 00 6-1 1 " ( U ) 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - 278-HQ-C1229736-VIO 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIO-586 



SJjfeïCÇT 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

2 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Very truly yours, 

Julie F. Thomas 
Deputy General Counsel 

NSL VIO-587 



b7E 
(UJ 

(S) 

(S) 

(S) 

( u ) K 
reported 

S ^ R E T 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I DIVISION 

IOB MATTER 2006] ~| (U) 
b2 
b7E 

The| | Division of the Federal Bureau of Investigation has 
a possible violation in conjunction with an ongoing 

counterintelligence investigation. By electronic communication (EC) 
dated 12/19/2005 
of this possible 
"EC. 

IOB error 
requested FBI 

The 
Office of General Counsel review 

following facts are derived from this 

•X 

X 
On 9/9/2005, FBI 

(NST.1 to nht-ain snhgrrihpr infnrmaHnn for 
brepared a National 

FBI On 12/15/2005, 
dated 9/9/2005 inadvertently requested 
telephone number./ 

discovered that the 
- i n f o r m a t i o n fnr 

b2 
b7E 

Security Letter bl 
b6 
b7C 
"b2 
b7E 
b l 

b6 
b7C 
b 7 A 

original NSL 
t-ViP> wmrin 

(U) Trj this case, this matter must be reported to the IOB because 
FBI (requested information on a number that had no relevance to an 

investigation as required by statute. This error was compounded 
that the results from this NSL were documented in an EC and 

subsequently entered into the FBI's Telephone Applications database. 
b2 ongoing 
b7E ky the fact 

(U) Based upon these facts, in accordance with the NSIG and the 
terms implementing the 

reporting requirements of Section 2.4 of EO 12863, it is our opinion 
that this error must be reported to the IOB. 

SECRET 3 
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FEDERAL BUREAU OF INVESTIGATION 4 KL 

Precedence: ROUTINE 

To: General Counsel 

Date: 04/27/2006 

Attn: NSLB 

Inspection 
Internal Invest i aat i nn.s ^prt-inn ipu, Room lj.8 6S 

Ext . 

From: 

Contact : CRS 

Approved By 

Drafted By: kas 

b2 
b6 
b7C 

/Case ID #: 

Title: (U) 

(U) 2 78-HQ-C122 973 6 -VIO [Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKTNnit 18 02 
OGC/lOB# 2006 

b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security-
Law Branch (NSLB). 

(U) 

Reference: (U) 
(S) 
(U) 

D^cia^XfyOir: XI 

2 7 8 -HO-CI 2 2 97^6 -VTO Spt ial 1115 

2 78-HQ-C1229736-VIO Serial 1257 

bl 
b2 
b7E 
b7A 

Details: (U) 
an EC from[ 

The Internal Investigations Section (IIS) received 
^Division dated 12/19/2005, reporting a possible 

IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is indicative of a 
performance issue. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

b2 
b7E 

NSL VIO-589 
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FEDERAL BUREAU OF INVESTIGATION 4 KL 

Precedence: ROUTINE 

To: 

Date: 05/01/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section 
Contact: CRS 

IPU, 
Ext . 

Room 118 65 

Approved By : 

Drafted By: 

/ Case ID #: 

b 2 

b7E 
b6 
b 7 C 

Title: (U) 

(U) 2 63-HQ-0-U - 441 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 1 9,02 
OGC/lOB# 2006^ b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

!U) X DerivSd^EEOHrT^ G-
De&3ra§sify On: 

Enclosure (s) : (U) 278-HQ-C1229736-VIO Serial 1115 

Reference : (U) 2 78-HQ-C1229736-VIO Serial 1115 
2 78-HQ-C122 973 6-VIO Serial 1257 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

b2 
b7E 

NSL VIO-590 



U.S. Departmei >f Justice 

Office of the Inspector General 

DATE: November 22, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001069 
Subject: Unidentified ^ 

b7E Division 
FBI No. 263-HQ-0-U-441 

m We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

| [ This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

| j This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whist leblower Protection Act. 

Attachment 

NSL VIO-591 



OIG - INVESTIGATIONS DIVISION Complaint Form OIG NO.: 689-2007-001069-M 

b2 
b7E 

Received By: Date Received: 04/20/2006 H o w Received: 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc : 
Home : 
Phone: 
Work: 
Phone: 

b6 
b7C, ay Plan: 

EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 
Offenses 689 

COMPLAINANT:Q 
Title: ATTY 
Component: FBI 
Misc : 
Home : 
Phone: 
Work: 
Phone: 
Confidential: 

( ) 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP : 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b7C 
b2 

Details : 
The FBI provided information regarding a potential IOB matter. 

On 9/9/05, FBI 
b2 
b7E Division prepared a National Security Letter (NSL) to obtain 

subscriber information. On 12/15/05, it was discovered that the NSL inadvertently requested 
information for the wrong telephone number. 

ALLEGATIONS : | | 
Occurrence Date: ^ 

IOB Violation 
9/09/2005 TIME 

a 

b2 
CITY:| | State a Zip : b7E 
DISPOSITION DATA: Disposition : M Date : 04/20/2006 Approval: POWELL, GLENN G 

<TTf 
Referred to Agency : FBI Date Sent : 11/21/2006 Component: FBI 
Patriot Act: N Civil Riqhts N Component Number: 
Sensitive: N Whistleblower N Consolidated Case Number: 

Remarks : 
11/21/06: Predicating material contains classified information which will be stored in a 
secure container at OIG/INV/HQ. (stp) 

Page 1 of 1 
NSL VIO-592 
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FEDERAL BUREAU OF INVESTIGATION 4 KL 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 02/02/2 006 

Attn: IIS 
Attn: NSLB 

From: 
Squad 15 
Contact: SA 

Approved By: 3S 
L 

c 
7 

V~7 
vksi/; 

Drafted By: gak 
Case ID #: (U) 27R-HO-C1??q736-VTn 

(S) M 

L'JSLLAaalf I 

U b i 
_LEending) 

Title: 

(S) 

(U) 
(U)/ 

b6 
b7C 

REPORT OF POSSIBLE IOB VIOLATION 

bl 
b2 
b7E 
b7A 

(U) X 
(U) 

Derived—g^o©-^^??-3 
Declassify OnT Z5X1 

Administrative: ^SÎ The following information is FISA-derived 
and singular in nature. No dissemination is to be made outside 
of the FBI of any information provided by the source without 

b6 
b7C 

H ft 

b2 

b2 
b7E 
b6 
b7C 

Synopsis..: ^ p T E C t n report- a nn.qgihlp Tnp violation committed 
by writer in. 

bl 
b6 
b7C 
b7A 

b2 
b7E 

close coordination witft the division. 
nobili- is' 

bl 
b6 
b7C 
b 7 A 
b2 
b7E 
b7D 
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S ^ R "¿ET 

To: Inspection From: 
Re: (U) 27 8- HQ-C12 2 97 3 6 -VIO, 02/02/2006 

b2 
b7E 

ISlI 

b6 
b7C 
b2 
b7E 
b7D 
b7A 

bl 
b6 
b7C 
b2 
b7E 
b7A 
b7D 

LSI. 

(s) 

bl 
b6 
b7C 
b2 
b7E 
b7D 
b 7 
bl 
b6 
b7C 
b2 
b7E 
b7A 

b 6 
b7C 
b7A 

S Í £ r e t 

2 
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To: Inspection From: 
F7"b Re: (U) 27 8-HQ-C122973 b-V1U, U2/02/2006 

LEAD(s): 

Set Lead 1: (Info) 

ALL RECEIVING OFFICES 

(U) For information only. 

S Ç ^ E T 
b2 
b7E 

SECRET 

3 
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(01/26/1998) 

S E ^ E T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date : 3/07/06 

To: Attn: SAC, CDC 

From: General Counsel 
National Security Affairs/Room 7947 
Contact: Julie F. Thomas 

Approved By: Thomas Jnlip F 

b2 
b7E 
b6 
b7C 

Drafted By: 

Case ID #: (U 
(S 

27 8-HQ-C122 97 3 6-VIO / ; J / 

Title: (ü)r 

bl 
b2 
b7E 
b7A 

(U) 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
b2 2006-[ 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that no error was committed in this matter, and 
therefore nothing need be reported to the IOB. A record of this 
decision should be maintained in the investigation control file 
for review by the Counsel to the IOB. 

:u: 

Reference: (U) 
(S) 

Details: (S) 

278-HO-C1 ??973fi-VTn qpHai 1157 
Dl 
b2 
b7E 
-b7A 

bl 

b7C 
b2 
b7E 
b7D 
b7A 

0IG/D0JI 
FBI INVESTIGAI,.. 
OiG/DQJ INVESTIGATO ^ 
NSL VIO-596 



S^SRET 

To: From: General Counsel 
Re: jXi, 2 7 8 -HQ-C122 973 6-VIO, 3/07/06 
(U) 

b2 
b7E 

bl 
b6 
b7C 
b2 
b7E 
b7D 
b7A 
bl 

b7C 
b2 
b7E 
b7A 

LSI 

ISli 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB, this language has been interpreted to mandate the reporting 

S^^S^ET 

2 

bl 
b6 
b7C 
b2 
b7E 
b7D 
K7Z\ 
bl 
b6 
b7C 
b7A 
bl 
b6 
b7C 
b7A 

NSL VIO-597 



S E ^ i ^ 

TO : 
Re(U) 

, From: General Counsel 
27 8 -HQ-C12 2 97 3 6 -VI0, 3/07/06 

b2 
b7E 

[S) 

of any violation of a provision of The Attorney General's 
Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection (NSIG), or other guidelines or 
regulations approved by the Attorney General in accordance with 
E.O. 12333, dated 12/04/1981, if such provision was designed in 
full or in part to ensure the protection of the individual rights 
of U.S. persons, 

s X MCTC T̂ ŷTr-ir-]̂  
[including the 

techniques listed m Part V of these Guidelines..." Section 
II.D.3. These techniques include the issuance of National 
Security Letters. NSIG, Section V.12. 

bl 

bl 
b6 
b7C 
b7D 
b7A 

We do not believe that any of these actions constitutes a 
violation of the NSIG or any other guidelines or regulations 
approved by the Attorney General in accord with E.O. 12333. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that there was no error committed and 
thus nothing should be reported to the IOB in this matter. A 
record of this decision should be maintained in the control file 
for future review by the Counsel to the IOB. 

Set Lead 1: (Info) 

¿ET S^SRI 

NSL VIO-598 



To : 
Re : 

From: General Counsel 
•Cstf 2 78-HQ-C122 973 6 -VIO, 3/07/06 

(U) b2 
b7E 

AT 

l -
1 - IOB Library 

b6 
b7C 

SJ&RET 

4 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 4 KL 

Precedence: ROUTINE 

To: General Counsel 

From: 

Contact: CRS 

Approved By: 

Drafted By: 

Date: 04/27/2006 

Attn: NSLB 

Inspection 
Internal Investigations Spctiori IPU, Room 11865 

= 1 
Ext . |_ 

b6 
b7C 
b2 
b7E 

k'às 
Case ID #: 

Title: (U) 

(U) 2 78-HQ-C122 973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1806 
OGC/lOB# 2006-| | 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1157 
2 7 8- HQ-C1229736-VIO Serial 1231 

The Internal Investigations Section (IIS) received b2 
Division dated 02/02/2006, reporting a possible b7E 

Details: OH 
an EC from 
IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is not indicative of 
willful misconduct. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

NSL VIO-600 



FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE Date: 05/01/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section., IPU, Room 11865 
Contact: CRS Ext . 

Approved By: 

Drafted By: 

V Case ID #: 

V 

b2 
b7E 
b6 
b7C 

] JLs/ 

(U) 263-HQ-0-U - 442 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 18 0 6 
OGC/IOB# 2006-| | t>2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(UJ Dertved-JLgom^-— 
DecjLaasirfyOHl 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1157 

Reference : (U) 278-HQ-C122 973 6 -VIO Serial 1157 
2 78-HQ-C1229736-VIO Serial 1231 

Details: (U) Upon review of Division's captioned report 
b2 
b7E 

of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A148 7 72 0 serial 6). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

JïEÔRfiï 

NSL VIO-601 



U.S. Departmei f Justice 

Office of the Inspector General 

12-

DATE: November 22, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Fédéral Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001072 
Subject: Unidentified 

Division 

b2 
b7E 

FBI No. 2bi-HQ-0-U-442 

m We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

| | This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

j J This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whist leblower Protection Act. 

Attachment 

NSL VIO-602 



IG - INVESTIGATIONS DIVISION Complaint Form OIG NO.: 

eceived By: c 
a . 

UBJECT: Unidentified, FBI 
ltle: UNID 
omponent: FBI 
!isc : 
'.orne : 
'none : 
Jork : 
}none : 

b 6 Date Received: 
" b 7 C 

04/20/2006 

689-2007-001072-M 

How Received: A 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.NO. 

D/L No. 
Offenses 

b2 
b7E 

COMPLAINANT : Thomas, Julie F 
Title: EXECG 
Component : FBI 
>5isc : 
rtome : 
Phone : 
Work : 
Phone : 

Pay Plan: 
EOD Date: 

U ZIP: r 

Contldentiai 
ZIP: 

Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b6 
b 7 C 
b 2 

Details : 
(S)The FBI provided information regarding a potential IOB matter. 

bl 

ALLEGATIONS: 689 IOB Violation 
TIME: b2 Zip : 

Occurrence Date : 02/02/2006 X I M E : b 2 
CITY: state: =b7E= 
DISPOSITION DATA: Disposition: M Date: 04/20/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 11/21/2006 Component: FBI 
Patriot Act: N Civil Riahts: N Component Number: 263-HQ-0-U-442 
Sensitive: N Whistleblower: n Consolidated Case Number: 

Remarks : 
11/21/06 Predicating material contains classified information which will be maintained in 
a secure container at OIG/INV/HQ. (stp) 

Page 1 of 1 
NSL VIO-603 
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(Rev. 01-31-2003) 

s è j ^ E T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE Date: 10/26/2005 
To: Counterintelligence 

General Counsel 
INSD 

Attn: 
Attn: 

CD-4D, SSA 
NSLB 

Attn: IIS 
From: 

Squad 2 3 
Contact: SA 

b2 
b 7 E 
b6 
b7C 

Approved By: 

Drafted By: 

Case ID #: (S) 
(UJ -ïsi 

rmy 

(UJ Title: (S) 

2 /B-H(J-C122y7ib (Pending) 
\ 

Synopsis: ̂ /fS^ To advise FBIHO nf fact- that could conceivably 
be reportable to the IOB. The Division sent an NSL 
requesting records for an email address believed to be the 
subject's work email address, however the company returned the 
records of the internet domain account of the subject's employer, 

bl 
b2 
b7E 
b7A 
bl 
b2 
b7E 
b7A 

b2 
b7E 

not the subject's email. is forwarding the facts 
surrounding this incident to FBIHQ to determine whether there is 
a reportable IOB violation. 

<U) 

ÍS) 

(U) 

(S) 

(U) 

bl 
(S) 

Enclosure(s): /^S^ A copy of the original National Security 
Letter cover EC; a copy of the National Security Letter; n-.ri a 
r-nnv nf MiC EC documenting the collection of records front 

m d submission of results to the file. 

Details : O n February 11, 2 005, SA 
National Security Lettefr (NSL) be drafted tor id for 

Ç\ ¡- £ I 
(S) 

bl 
b7D 

b6 
b7C 
bl 
b7D 

b6 
b7C 

NSL VIO-604 



To : Counterintelligence 
Re: (S) 

From : I 
10/26/2005 

b2 
b7E 
bl 
b7A 

bl 
b7D 
b7A 

bl 
b2 
b7E 
b7A 
b7D 

tü) X £>n or around October 13, 2005 
who is assigned to the FBI SA H asked SA 

Squad 22, Cyber Squad, to assist in reviewing the records to determine what 
information the documents provided. Upon review, it was 
determined that the documents provided no informatior] 

i 
consulted with SSA -i CDC L'DL' | 

Upon th is discovery, SA 
'ho referred the issue to 

] subsequently advised 
is an IOB violation and that the documents in question should be 
sealed. 

On October 26, 2005, SA | |was advised of CDC 
Jinstructions and sealed the documents in an 

bl 
b6 
b7C 
b2 
b7E 
b7A 

b2 
b7E 
bl 
b7A 
b7D 
b6 
b7C 

b6 
b7C 

S ^ R E T 

NSL VIO-605 



S^ re ' : 

To : Conril-pr-i ri1-pl 1 i hptipp EiXim : [ 
Re : (S) 10/26/2005 

bl 
b2 
b7E 
b7A 

envelope. This sealed envelope will be placed into the file 
pending further instructions. 

3 

NSL VIO-6O6 



TO : Cnnnhor-inl-pl 1 i nor»-.Q 
Re: (S) 

S E ^ E T 

m: I bl 
10/26/2005 b2 

b7E 
b7A 

LEAD(s): 

Set Lead 1: (Info) 

COUNTERINTELLIGENCE 

m M 

AT WASHINGTON. DC 

Read and clear. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON. DC 
(U1 J^l Read and Clear. 

Set Lead 3: (Info) 

IIS 

AT INSD 

IU) ̂  Read and cleai 

S^<RET 

4 

NSL V I 0 607 



(01/26/19*8) 

S ^ R E T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 3/24/06 

To: Director's Office 

Inspect ion Attn: 

Attn: CDC 

From: General Counsel 
National Security Affairs/Room 7947 
Contact: Julie F. Thomas 

IIS 
b2 
b7E 
b6 
b7C 

Approved By : Thomas Julie F 

Drafted By: 

Case ID 

Title : 

(S)) 

(U) 

719, - HO — n ? 9 Q 7 ^ - U T n 

Synopsis : 
(U) 

POSSIBLE 
200 6-] 

INTELLIGENCE 
b2 

OVERSIGHT 

bl 
b2 
b7E 
b7A 

BOARD MATTER 

It is the opinion of the Office of the General 
Counsel (OGC) that the above-referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

( U ) 

( U ) D e r î v è ^ f ^ o m ^ r ^ G - 3 
DgciaSsify On : 

Reference: 278-HQ-C1229736 Serial 2526 

DetailjyKX^ as noted in the electronic communication (EC),this 
matter hay ̂ ri.sen ap a result of a National Security Letter (NSL! 
issued by 
investigation. 

in a full field counterintelligence 

J&Ç RET 

b6 
b7C 

b2 
b7E 

0IG/D0J R E V I E W — -
FBI I N V E S T I G A T i ^ Z H I 

DATE: 
H m i 

OIG/DOJ INVESTIGATION 

NSL VIO-608 



ÎSRET 

To: 
Re : 

(U) 

^ ^ From: General Counsel 
2 '/8-HQ-C12 2 973 6 -VIO , 3/24/2006 

b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(S) bl 
b2 
b7E 
b7A 

(S) 

J Upon 
o V j. LllQU L11C UULUlllKlll.h ur<> 

information fori 
/ I MMM [in 

M T h e matter was referred to the CDC, who advised 
that it should be directed to FBIHQ, and that the documents in 
question should be sealed. 

(U) ... / 
On October 26, 2006, the documents were sealed and 

placed in the file pending further instructions. 

(S) As required by Executive Order (E.O.) 12863 and 
Section 2-56 of the National Foreign Intelligence Program Manual 
(NFIPM), OGC was tasked to determine whether the erroneous 
production by 
subject but pertaining to 
must be reported to the IoTT It is. 

of records unrelated to the 
is a matter which 

bl 
b2 
b7E 

bl 
b7D 

SECRET 

NSL V I 0 6 0 9 



b2 
To: From: General Counsel b7E 
Re: l'à - HQ-Cl 2 2 97 3 6 - VIO, 3/24/2006 

iïï) ^ V 

(S) ^ ^ Section 2.4 of E.O. 12863, dated 9/13/1993. 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may be 
unlawful or contrary to-Executive Order or Presidential 
di recti ve . " Tn tv^i .q instance, the erroneous production by 

of records unrelated to the subject, but 
pertaining to | |was done without the 
authorization required by law. Consequently, in accordance with 
E.O. 12863 and Section 2-56 of the NFIPM, the error must be 
reported to the IOB, which this Office will do. 

b7D 
bl 

S^CH^T 

3 

NSL V I 0 610 



ET 

To: ^ From: General Counsel 
Re: ¡¿7 8 -HQ-Cl2 2 973 6 - VIO, 3/24/2006 

iïï) x x 

Set Lead 1 : (Action) 

(S ) 

Set Lead 2 : (Discretionary) 

INSPECTION 

AT WASHINGTON, P.C. 

(U) For appropriate action, 

b2 
b7E 

AT b2 
b7E 
bl 
b7D 

1 - __ Ms . Thomas 
1 - " 
1 -
1 - iUb LIPtàry 

b6 
b7C 

SJSRET 

4 

NSL VIO-611 



BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure entitled. "Intelligence Oversight Board 
(IOB) Matter, IOB 2006 I (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - 278-HQ-C1229736-VIO - B iU 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIO-612 



Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker III 
Counsel for Intelligence Policy and Review 
U.S. Department of Justice 
Room 6000 

-2-

NSL VIO-613 



T 

INTELLIGENCE OVERSIGHT BOARD COB; 
FIELD OFFICE 

MATTER 

(U) IOB MATTER 2006-| "[ S ) (g ) 
b2 
b7E 

The |Field Office of the Federal Bureau 
of Investigation has reported an error in coniunrti n'nxwi th a 
response to ^ National Spmri t,y Letter (NSLJ 

pursuant to thè NSL, did not 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

bl 
b7D 
b2 
b7E 

SECRET 

^EbRET 

NSL VIO-614 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 4 KL 

Precedence: ROUTINE 

To: General Counsel 

Date: 05/11/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations Section. IPU, Room 118 65 
Contact: CRS 

Approved By: 

Drafted By: 

Ext 

Case ID #: 

Title: (U) 

(U) 2 78-HQ-C122 973 6 -VIO [Pending] 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKXMM_211i 
OGC/lOB# 2006-

b6 
b7C 
b2 

b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736 Serial 2526 
2 7 8- HQ-C1229736-VIO Serial 1315 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from Baltimore Division dated 10/26/2005, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is not 
indicative of willful misconduct. Therefore, no internal 
investigation will be conducted by the IIS and this matter is 
being relegated to the NSLB for whatever action they deem 
appropriate. 

NSL VIO-615 



(Rev. 01-31-2003) 
SE^tET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date: 05/11/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 11865 
Contact: CRS I I Ext. ' ' 

Approved By: 

Drafted By: 

Case ID #: 

b2 
b7E 
b6 
b7C 

Title (U) 

(U) 2 63 - HQ -0 -U-'Ko(Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC 
OGC/lOB# 2006 

fTNfltt 2 li 
b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) X Deriv 
fsify On: 

Enclosure(s) (S) 
(U) 278-HQ-C1229736 Serial 2526 

Reference : (S) 
(U) 
(U) 
(S) 

278-HQ-C1229736 Serial 2526 
9ia-Hn-n^Q7^-VTn ĝ r-ial nig 

bl 
b2 
b7E 
b7A 

Details: (U) Upon review of £ ] Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6) . 

b2 
b7E 

SECRET 

NSL VIO-616 



U.S. Departnuv of Justice 

Office of the Inspector General 

DATE: November 15, 2006 

Washington, D C. 20530 

TO: 

FROM: 

Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Fédéral Bureau of Investigation 

( f r 

Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2006008196 
Subject: Unidentified 
I Ipivision b2 

FBI No. 263-0-U-450 b7E 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whist leblower Protection Act. 

Attachment 

NSL VIO-617 



OIG - INVESTIGATIONS DIVISION 

Received By 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc : 
Home : 
Phone: 
Work: 
Phone: 

Complaint Form 
•b6 1 

OIG NO . :| |689-2006-008196-M 

b2 
b7E 

=b7C= Date Received: 05/11/2006 How Received: A 

Pay Plan: 
EOD Date: 

ZIP : 

ZIP : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

COMPLAINANT: Thomas, Julie F. 
Title: ATTY 
Component: FBI 
Misc : 
Home : 
Phone: 
Work: General Counsel, 
Phone: 
Confidential: 

Pay Plan: 
EOD Date: 

ZIP : 

ZIP : 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 

Authority: none 

Details : 
The FBI provided information reporting a possible IOB matter regarding the interception of 
unauthorized information. As a consequence of an error on the part of a communications 
carrier, the FBI unintentionally obtained unauthorized information. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 02/16/2005 TIME: 
C I T Y I S t a t e : • 

b2 
b7E zip : 

DISPOSITION DATA: Disposition: M Date: 04/27/2006 Approval: POWELL, GLENN G 

11/15/2006 Component: FBI Referred to Agency: FBI Date Sent 
Patriot Act: n Civil Riqhts: n Component Number 

Sensitive: N Whistleblower: n Consolidated Case Number 

Remarks: 
11/15/06- Sent to Kaiser/FBI/INSD. Predicating material will be maintained within OIG/INV 
in a secure container. 

P̂ crp 7 of 7 
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(Rev ,1-31-2003) 

SEÔJ^T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
(o<,{ 

Date: 03/27/2006 
b2 

To: Inspection 
General Counsel Attn: IIS 

Attn: NSLB 
From : 

Chief Division r.minspl 
Contact : 

Approved By : f 

Drafted By: 

Case ID #: (S 
<U) 

'Jy 
J 

2 / y-Hy-C122 9 7 3 6 (Pending; T 

b2 
b7E 
b6 
b7C 

D i 
b2 
b7E 
b7A 

T Ì t l e : ( U ) A POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER, (IOB; 

(U) 
SA 
SSA-

Synopsis: is: ̂ X ^ 
b7C 

NSL directed at incorrect telephone number. 

D e r î v ë d ^ s e m ^ r — 3 
Declassify On : 

Details : 

LSf 

bl 

bl 
b7A 

bl 
b6 
b7C 
b7D 
b7A 

6L• D u J O ^ C 
C R I 

SE^E1] 

b6 
b7C .teiLyiö-619/ 



S E ^ E T 

To: Tnsner.tion Prnm- 1 
Re : (S) 03/27/2006 

bl 
b2 
b7E 
b7A 

! On 03/23/2006, case agent received the toll 
records results on a CD. On 03/24/2006 case agent opened the 
toll record results on his computer and immediately noticed the 
discrepancy in the telephone number. The case agent immediately 
notified his supervisor and put the original CD in a CD box which 
was then sealed and submitted to the custody of the Chief 
Division Counsel. 

iU) Nothing from the original NSL was uploaded. No 
personal or identifying information on the incorrect telephone 
number was uploaded into_ ACS from the NSL return. Additionally, 
No ACS checks, IDW, 
checks were done on 
no open source or internet checks were done on the information. 

A copy of the original NSL as well as the 
resultant information is being maintained in the Chief Division 
Counsel's safe. 

(U) 

or other restricted government data base 
any information from the NSL return. Also, 

b2 

As nothing from the NSL has been reviewed, A/SAC b2 
recommends no administrative action be taken in this b7E 

matter. 

2 

NSL VIO-620 



S E ^ E T 

inn Frnm• 
03/27/2006 

LEAD (s) : 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Read and clear. 

• • 

3 



(Rev. 01-31-2003) 

ìj^Sret 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 
Date : 04/18/2006 

Counterintelligence 

Inspection 

Attn: 

Attn; 

Attn: 

CDC 
SS& 
SA 

b2 
b7E 
b6 
b7C 

CD-2A, UC 

IIS, CRS 
From: Office of the General Counsel 

NSLB/CILU/Room 7Q47 
Contact: AGC 

Approved By: 

Drafted By: 
(U),, Case ID #: { 

Thomas .Tnl i ̂  F1 
Gl 

Title (U) 

278-HQ-C1229736-VIO Serial 1346 (Pending) 

INTELLIGENCE OVERSIGHT BOARD i 
MATTER 2006-280 7 

(U) , Synopsis:1 '(^ It is the opinion of the Office of the General Counsel 
(OGC) that this matter must be reported to the Intelligence Oversight 
Board (IOB). OGC will prepare and deliver the necessary 
correspondence to the IOB. 

( u : D erîvë^FsQBr^^S 1^ 
DecìSssify On! XT~-

Reference: 
iU) 

(s; 

bl 
b2 
b7E 
b7A 

Details: By electronic communication (EC) dated 03/27/2006, the 
Field Office requested that OGC review the 

b2 
b7E 

facts of the captioned matter and determine whether it warrants 

0IG/D0J REVIEWS 

S^SRET 

FBI INVESTIGATION: 
0IG/D0J INVESTIGATION: 

NSL VIO-622 



SÈpdRET 

To: From: 
Re: 2 7 8-HQ-C122 97 3 6-VIO, 

Office of the 
04/18/2006 

General Counsel 
b2 
b7E 

reporting to the IOB.1 
follows. 

In our opinion, it does. Our analysis 

'£1 b2 
b7E 
b7A 

( U ) On 02/09/2006, during the course of the investigation, 
a case agent "forwarded an email to an investigative support specialist 
(ISS) asking the ISS to create National Security Letters (NSL) for two 
telephone numbers that were associated with the subject of the 
investigation. On 02/13/2006, the ISS created NSLs for the two 
telephone numbers. Due to an inadvertent error, however, one of the ^ 
telephone numbers was a-rr-^o^nci „ frjnc^rihnri 3 — T h n mct—^ith the 
erroneous telephone number was 

(S) 

b7D 

^ 0 n 03/23/2006, the case agent received the toll records 
on a CD. On 03/24/2006, the case agent opened the toll records and 
immediately noticed the discrepancy in the telephone number. The case 
agent promptly notified his supervisor and placed the original CD in a 
CD box. The CD box was sealed and submitted to the custody of the 
Chief Division Counsel. 

Nothing from the original NSL was uploaded. 
Specifically, no personal or identifying information on the incorrect 

Further, P uol telephone number wa 
no ACS checks, IDW, 
checks were performed bn1 

(U) 

oaded into ACS from the NSL return, 
or other restricted government data base 
any information from the NSL return. 

EC from 
titled "Poss1h1p Intelligence Oversight Board Matter, 

SSA 

to OCG dated 03/27/2006 and 
(IOB) SA 

b2 
b7E 
b6 
b7E 

2 (U) A "United States person" (USP)is defined in Section 
101 (i) of FISA (codified at 50 U.S.C. § 1801 et seg. ) as "a 
citizen of the United States [or] an alien lawfully admitted for 
permanent residence (as defined in section 101(a)(20) of the 
Immigration and Naturalization Act) . . . ." 

3 (U) In order to avoid any further dissemination of this 
incorrect telephone number, the number is not being listed in 
this document. 

.CRET 

2 

NSL VIO-623 



To: From: 
Re: 2 7 8-HQ-C122 97 3 6-VI0, 

S ^ R E T 

Office of the General Counsel 
04/18/2006 

b2 
b7E 

Finally, no open source or internet checks were conducted on the 
information. 

^ ' ""î C A copy of the original NSL and the information received 
are being maintained by the Chief Division Counsel in his safe. 

(U) Section 2.4 of Executive Order (EO) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsel of 
the Intelligence Community components (in the FBI, the Assistant 
Director, INSD, and the General Counsel, OGC, respectively) report to 
the IOB intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential directive. 
This language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight Board 
(PIOB). 

(U) By longstanding agreement between the FBI and the IOB 
(and its predecessor, the PIOB), this language has been interpreted to 
mandate the reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), or other guidelines or 
regulations approved by the Attorney General in accordance with EO 
12333, dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially administrative 
in nature need not be reported to the IOB. The FBI is reguired, 
however, to maintain records of such administrative violations so that 
the Counsel to the IOB may review them upon reguest. 

NSLs are administrative subpoenas that allow the FBI to 
obtain three types of information: (1) telephone and email 
communication records from telephone companies and internet service 
providers (Electronic Communications Privacy Act (ECPA)) (18 U.S.C. 
§ 2709); (2) financial institution records (Right to Financial Privacy 
Act) (12 U.S.C. § 3414(a)(5)(A)); and (3) credit bureau information 
(Fair Credit Reporting Act) (15 U.S.C. § 1681u (a), (b)). ECPA, 18 
U.S.C. § 2709, provides that the FBI may seek toll billing information 
from telephone carriers that is relevant to an authorized national 
security investigation. Section V.12., Investigative Techniques, of 
the NSIG provides that NSLs may be issued in conformity with statutory 
requirements, including 18 U.S.C. § 2709. 

^ I n this situation, the information obtained by the FBI 
was not relevant to an authorized national security investigation. 
Due to the incorrect number stated in the NSL, the FBI received 
telephone toll billing records pertaining to a telephone number that 
was neither under investigation nor related to an investigation. 

3 
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To : From : 
Re: 2 /8-HQ-CÌ229 m6-VIO, 

SEÇfjRET 

Office of the General Counsel 
04/18/2006 

b2 
b7E 

Therefore, the information was improperly collected, although 
unintentionally so, in violation of the NSIG and ECPA. 

(U) X should be noted that] response m 
receiving the erroneous information was commendable. Upon receiving 
the incorrect toll records, the case agent immediately noticed the 
discrepancy, notified his supervisor, and placed the original CD in a 
CD box. Proper procedures were then undertaken by sealing the CD box 
and submitting the box to the Chief Division Counsel's custody. No 
personal or identifying information on the incorrect telephone number 
was iidI oaded into ACS from the NSL return. Further, no ACS checks, 
IDW, or other restricted government data base checks were 
performed on any information from the NSL return. Finally, no open 
source or internet checks were conducted on the information. 

b2 
b7E 

(U) Here, the target's rights were not violated because he 
was not the subject of the improperly collected information. It is 
unknown whether the erroneous information received pertained to a 
United States Person, inasmuch as there has been no review of the 
information. Nonetheless, based upon the fact that information which 
may be about a USP was improperly, although inadvertently, collected, 
and in accordance with the reporting requirements of Section 2.4 of 
Executive Order 12863, OGC will prepare a cover letter and a 
memorandum to report this matter to the IOB. 

S E ^ E T 

4 
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'RET 

To: From: Office of the General Counsel 
Re: 2 7 & - HQ-C122 y' / 3 6-VIO, 04/18/2006 

b2 
b7E 

LEAD(s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) b2 
b7E 

AT! 

(U) The CDC should continue to retain custody of the improperly 
received information. This information should continue to remain 
sealed and sequestered in the CDC's safe until further direction from 
OGC. 

cc: Ms. Thomas fog 
b7C 

IOB Library 
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BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-j |'\(U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
( U ) 

Enclosure 
/ 

1 - 278- HQ-C1229736-VIO--- { ^ f j 
UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 
DeiiVed-JSconLU- G^S" 
DefflassifyOin—Xl-^ 
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Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

NSL VIO-628 



. S ^ R E T 

(S) 

TMTTT.T.T.Tnp̂ rF ovFRqTCHT BOARD (IOB) MATTER 
"IELD OFFICE 

IOB MATTER 2006H lu 
b2 
b7E 

b l 
b2 
b7E 
b7A 

On February 2, 2006, 
an FBI case agent 

forwarded an email to an FBI investigative support specialist 
(ISS) asking the ISS to create National Security Letters (NSL) 
for two telephone numbers that were associated with the subject 
of the investigation. On February 13, 2006, the ISS created NSL: 
for the two telephone numbers. Due to an inadvertent error, 
however, one of the telephone numbers was erroneously 
transcrihpH Th^ ĥ t. w-i-t-K the erroneous telephone number was bl 

b7D 
iU) X Due to the incorrect number stated in the NSL, the 

FBI received telephone toll billing records pertaining to a 
telephone number that was neither under investigation nor related 
to an investigation. The error was discovered upon receipt of 
the information, and the records were neither reviewed nor used 
for any investigative purpose. Despite the inadvertent nature of 
the mistake, the fact remains that information was improperly 
collected on a telephone number unrelated to an investigation. 
The overcollection was a violation of Section V.12. of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection.1 Thus, the 
matter is being reported to the IOB. 

SEC^ST 

— (U)-
1 Section V.12. authorizes use of National Security 

Letters in conformity with 18 U.S.C. § 2709 (relating to 
subscriber information, toll billing records, and electronic 
communication transactional records). The statute requires that 
information sought is relevant to an authorized national security 
investigation. 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 4 KL 

Precedence: ROUTINE 

To: General Counsel 

Date : 05/15/2006 

Attn: NSLB 

From: Inspection 
Internal Trwp.qt i erat i one: g^t-inn 
Contact: CRS 

IPU, Room 1 1 8 6 5 
Ext . 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

b2 
b6 
Jo7C 

(U) 2 78-HQ-C122 9 73 6 -VIO [Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING** 2Ç22 
0GC/I0B# 2006) b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736 Serial 2540 
278 -HQ-C1229736-VIO Serial 1346 

Details: (U) 
an EC from 

The Internal Investigations Section (IIS) received 
Division dated 03/27/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 4 KL 

Precedence : 

To: 

ROUTINE Date: 05/15/2006 

Attn: SAC (Personal Attention) 

Inspection 
Internal Investigations Section. IPU, _B£Oi]_L,l865 

Ext. 

From; 

Contact: CRS 

Approved By 

b2 
b7E 
b6 
b7C 

Drafted By: 

Case ID #: 

Title: (U) 

(U) 2 63-HQ-0 - U - 454 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2022 
OGC/lOB# 2006- b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

<U) Deï^rved—E^hw-î—iTT? 
QeeisrSsTfyÖnT XI-

Enclosure(s): (U) 278-HQ-C1229736 Serial 2540 

Reference: 

Details 

(U) 278-HQ-C1229736 Serial 2540 
278-HQ-C1229 736-VIO Serial 1346 

(U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 
•• 

b2 
b7E 
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November 21, 2006 

Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

DATE: 

TO: 

FROM: 

U.S. Departme >f Justice 

Office of the Inspector General 

SUBJECT: OIG Complaint No. 2007001022 
ientified 
iDivision b 2 

'1B1 No. 26.4-HQ-0-U-454 b 7 E 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

| | This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

j j This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 
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OIG - INVESTIGATIONS DIVISION Complaint Form O I G N O . : • 689-2007-001022-M b2 
b7E 

Received By: 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component : FBI 
Mise : 
Home : 
Phone : 
Work : 
Phone : 

b 6 Date Received: 
=b7C " ~~ "" 

05/11/2006 How Received: 

Pay Plan: 
EOD Date: 

ZIP : 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.NO. 
B.O.P.No. 

D/L No. 
Offenses 

COMPLAINANT: 
Title: ATTY 
Component FBI 
Misc : 
Home : 
Phone: U -
Work: , , 
Phone: 
Contldeiilldi : 

Pay Plan: 
EOD Date: 

ZIP : 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 

Authority: none 

b2 
b6 
b7C 

Details: (S) 
The FBI provided information'regarding a potential IOB matter. 

On 2/9/06, during the course of a in the |Division, a case b 7 E 
agent requested an Investigative Support Specialist (ISS) to create National Security 
Letters (NSL) for two telephone numbers. The ISS inadvertently transcribed one of the 
telenhnne niiphprs incorrectly and the NSL with the erroneous telephone beif 

: (S)_ 
ALLEGATIONS : 689 IOB Violation 
Occurrence Date: 02/13/2006 
CITY: 

TIME: 
State : I I Jo7E_ Zip : 

bl 
b2 

b7D 
b7A 

DISPOSITION DATA: Disposition: M D a t e ; 05/11/2006 

Referred to Agency: FBI Date Sent: 11/20/2006 Component 
Patriot Act: n Civil Riqhts: n Component Number 
Sensitive: N Whistleblower: n Consolidated Case Number 

Approval: POWELL, GLENN G 

FBI 

2 6 3 - H Q - 0 - U - 4 5 4 

Remarks : 
11/20/06: The predicating material contains classified information which is being stored 
in a secure container at OIG/INV/HQ. 

Page 1 of 1 
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(Rev . 0 1 - 3 1 - 2 0 0 3 ) 

FEDERAL BUREAU OF INVESTIGATION 
4 KL 

Precedence : ROUTINE Date: 03/13/2006 

To: Counterintelligence 
General Counsel 
Inspection 

Attn: 
Attn: 
Attn: 

CD-2C, SSA 
NSLB 
IIS 

From: 
squad 2 3 
Contact : SA 

Approved By: 

Drafted By: 

Case ID #: (s; 

rmy^ 

1U) ->§3 278- HQ-C122 97 3 6 -VIO (Pending 
Title: (S) 

7 bl 
b2 
b7E 

(U) 
Synopsis: " '^l^To advise FBIHQ of facts that could 
conceivably be reportable to the IOB. The Division 
sent an NSL requesting billing and subscriber records for a 
cellular phone believed to be owned by the subject, however in 
addition, the company returned the records of the prior 
subscribers for that telephone number. | | is 
forwarding the facts surrounding this incident to FBIHQ to 
determine whether there is a reportable IOB violation. 

(U) M Deri 
ssify On 0 3 . 

(S) x 
bl 

Enclosure (s) A copy of the original National Security 
Letter cover EC; a copy of the National Security Letter; and a 
copy of the EC document inn f-hp rnllprt-inri r-, f rpmrHo fmm 

Details ; S) 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 

b2 
b7E 

bl 
b7D 

bl 

•Vu Wi. 

RET 

^/liûb 

r ^ 

b6 
b7C NSL VIO-634 



SMSRET 

To : 
Re : 

Counterintelligence From: | 
(S) 03/13/2006 

(S) 

S i l 

b2 
b7E 
b6 
b7C 

bl 
b7D 

bl 
b2 
b7E 

b7C 
b7D 

bl 
b2 
b7E 
b6 
b7C 
b7D 

m 
iU' >S< 

an Pmrplnnp 

snouia oe 
violation and 

Upon this discovery, SA 
in prpparal-inn for- n^co-IK 
and 

rred 
that 

CDC 
to 
the 

tuny co determine 
documents in question 

sealed the disk 
advisement by SSA 

that this matter 
if this is 

should 
an I OB 
be sealed. 

(U) M This sealed envelope file pending further instructions. will be placed into the 

b6 
b7C 

Sljj&RET 

2 
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To : Counterintelligence 
Re: (S) i 3/71 

From: 
03 /13 / 2TT0TT 

bl 
b2 
b7E 

LEAD(s): 

Set Lead 1: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) ^S^ Read and clear. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to advise| Jon the 

appropriate handling procedures of the records received that 
were outside the scope of the NSL. 
Set Lead 3: (Info) 

IIS 

AT INSD 

b2 
b7E 

(UJ ( Read and clear. 

SECRET 

3 
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(Rev. 01-31-2003) 

S E P ^ T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To : 

ROUTINE Date: 05/19/2006 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: 

From: Office of the General Counsel 
N.ST,R /C. TTiU /Roorr̂  7947 
Contact: AGC 

Approved By : Thomas Julie F 

b2 
b7E 
b 6 
H 7 C 

278-HQ-C1229736-VIO (Pending) 
T N T F, T, T, T G F. N C. E O V F . R S T G H T BOARD 
MATTER 2006-

Drafted By: 
(U) •.. 

Case ID #: 

Title: 
(U) , 

Synopsis: UMC It is the opinion of the Office of the General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

,(U)> Administrative. This electronic communication (EC) contains 
information from the following documents: (1) a copy of the 
National Security Letter (NSL) dated 10/25/2005; (2) a copy of 

b2 

Field the EC dated 10/25/2005 forwarding the NSL to the 
Division to be served on the carrier; (3) a copy nf rthp F.r- riai-pH 
02/01/2006 delivering the results of the NSL to the 
Field Office 
03/13/2006 fr 
matter. 

oïïT 
and (4) a copy of the EC dated 
to OGC reporting a potential IOB 

Reference : (s; 

Dérivée 
DselSssify On: 

SECRET 

0IG/D0J REVIEW: 
FBI INVESTIGATI6NTI_ 

OIG/DOJ INVESTIGATION: 
M ^ J 

b2 
b7E 
bl 

It-

b6 
b7C 
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To: 
Re : 

From: Office of the General Counsel 
278-HQ-C1229736-VIO, 05/19/2006 

b2 
b7E 

(U) 

requested that 
determine whether 

Details: By EC dated 03/13/2006, 
OGC review the facts of the captioned matter and 
it warrants reporting to the IOB. As explained below, in our 
opinion, the FBI is not required to report this matter to the IOB. 

b2 
b7E 

(U) On 02/01/2006, the 
results of the NSL to 
formats, paper and CD. 

Division forwarded the 
The results arrived in two 

Upon receipt of the information, 
reviewed the paper format. The paper copy detailed the 

subject's telephone records and identi^j_ed_tiie suipject as the 
user of the cellular telephone number. 
the CD contained the same information. 

assumed that 

viewed the 
tne uu contained more 

bl 
b2 
b7E 
b6 
b7C 
b7D 

b2 
b7E 

(U) However, on 03/13/2006, 
contents from the CD and learned that 
information than the paper copy. The information contained in 
the disk included the records of prior subscribers for that same 
telephone number. Upon the discovery of this additional 
information not relevant, although lawfully obtained, the case 
agent sealed the disk in an envelope and informed her supervisor 
and the Chief Division Counsel (CDC) of the incident. Currently, 
the disk remains in a sealed envelope. 

(U) Section 2.4 of Executive Order (EO) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsel 
of the Intelligence Community components (in the FBI, the 
Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. This language was adopted 
verbatim from EO 12334, dated 12/04/1981, when the IOB was known 
as the President's Intelligence Oversight Board (PIOB). 

(U) By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of The Attorney General's Guidelines for FBI National 

b2 
b7E 

S E b ^ l 
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SÉ^RET 

To: From: Office of the General Counsel 
Re: 278-HQ-C1229736-VIO, 05/19/2006 

b2 
b7E 

Security Investigations and Foreign Intelligence Collection (AG 
Guidelines), or other guidelines or regulations approved by the 
Attorney General in accordance with EO 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

( U ) - W 
NSLs are administrative subpoenas that allow the 

FBI to obtain three types of information: (1) telephone and 
email communication records from telephone companies and internet 
service providers (Electronic Communications Privacy Act (ECPA)) 
(18 U.S.C. § 2709); (2) financial institution records (Right to 
Financial Privacy Act) (12 U.S.C. § 3414(a)(5)(A)); and (3) 
credit bureau information (Fair Credit Reporting Act) (15 U.S.C. 
§ 168lu (a), (b)). ECPA, 18 U.S.C. § 2709, provides that the FBI 
may seek toll billing information from telephone carriers that is 
relevant to an authorized national security investigation. 
Section V.12., Investigative Techniques, of the AG Guidelines 
provides that NSLs may be issued in conformity with statutory 
requirements, including 18 U.S.C. § 2709. 

^ """̂ X&C. Here, during an authorized investigation,1 the FBI 
properly served an NSL on a telephone carrier. In response to 
the properly served NSL, the FBI obtained information regarding 
prior subscribers' records that were not relevant to the 
investigation.2 It appears that this information, although 
lawfully obtained, is not relevant to the investigation and 
should be segregated to protect the potential privacy interests 
of United States persons. As already accomplished in this 
matter, once information not relevant to an authorized 
investigation is received, the field shall seal and sequester 
such information. 

(S) 

2 The target's rights were not violated because he was not 
the subject of the improperly collected information. It is 
unknown, however, whether the information of prior subscribers' 
records pertained to a United States Person inasmuch as there has 
been no review of the information. 

bl 

SE 

3 
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To: 
Re : 

ET 

From: Office of the General Counsel 
278-HQ-C1229736-VIO, 05/19/2006 

b2 
b7E 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error need not be reported 
to the IOB. A record of this decision should be maintained in 
the control file for future review by the Counsel to the IOB. 

S ^ R E T 

4 
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To: 
Re : 

From: Office of the General Counsel 
27 8-HQ-C122 9736-VIO, 05/19/2006 

b2 
b7E 

LEAD(s): 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Info) 
COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3 : (Action) 

AT 

b2 
b7E 

(U) With respect to the information that was improperly 
received from the carrier, please seal it and sequester it within 
the CDC's safe. The information should continue to remain sealed 
and sequestered in the CDC's safe until further direction from 
OGC. 

cc: Ms. Thomas 

IOB Library 

b7C 

SEÇ&ET 

5 

NSL VIO-641 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 4 KL 

Precedence: ROUTINE 

To: General Counsel 

Date : 06/05/2006 

Attn: NSLB 

Inspection 
Internal T n v p ° t - m a t - i n n q g p r ' t - i n n IP U , ROOITl 1 1 8 6 5 

Ext . 
From: 

Contact: CRS 

Approved By: 

Drafted By: 

b2 
b6 
b7C 

Case ID #: 

Title: (U) 

(U) 2 7 8- HQ-CI22 9736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2060 
0GC/I0B# 2006-0287 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National' Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HQ-CI22 9736-VIO Serial 1254 
2 78-HQ-C1229736 -VIO Serial 1379 

Details: QIL 
an EC from 

The Interna] Investigations Section (IIS) received 
Division dated 03/13/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC, it 
is IIS's opinion the matter described therein is not indicative 
of willful misconduct. Therefore, no internal investigation will 
be conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

b2 
b7E 
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(Rev. 01-31-2003) 
SECRET//20310605 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE Date: 06/05/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section,_ IPU, Room 118 65 

Ext. Contact: CRS 

Approved By: 

Drafted By: 

v/case ID #: 

Title: (U) 

b2 
b7E 
b6 
b7C 

k<ds 

(U) 263 -HQ-0 -U Serial 459 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 060 
0GC/I0B# 20061 b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) Deri 
fsify On : 2 0 

Enclosure(s) (S) 

Reference : (S) 
(U) 2yy-HQ-C1229736-V10 Serial 

bl 
b2 
b7E 

1254 b2 
b7E 

of Details: (U) Upon review 
report of a potential IOB violation, 
indicative of willful misconduct. IIS 
where deliberate and/or aggravated misconduct 

Division's captioned 
IIS did not find the matter 
only addresses allegations 

is evident. 
(U) IIS recognizes and appreciates that this matter 

was brought to our attention as required by the revisions 
mandated by National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487 72 0 serial 6) . 

ÎE^ÇET//2 0310605 
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[J.S. Beparüiiei .îf justice 

Office of the i nspector General 

DATE: November 20, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007000989 
Subject: Unidentified, 
FBI No. 263-0-U-459 

b2 
b 7 E 

• 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

| j This complaint will be investigated by the OIG. 

I M P O R T A N T N O T I C E 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 

NSL VIO-644 



DIG INVESTIGATIONS DIVISION Complaint Form OIG NO.: 
iMi/ksc/gci 
689-2007-000989-M 

b2 
b7E 

Received By: b 6 Date Received: 
" b 7 C " — = 

05/19/2C06 How Received: A 

SUBJECT: Unidentified, Unknown 
Title: UNID 
Component: UNK 
Misc : 
Home : 
Phone: 
Wor k: 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

COMPLAINANT : 
Title: ATTY 
Component : FBI 
Mise : 
Home : 
Phone: () -
Work: , , 
Phone : T 

Pay Plan: 
EOD Date: 

Confidential : 

ZIP: 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b 6 

b 7 C 

b 2 

Details : 
The FBI provided information reporting a possible IOB matter involving the information 
obtained from a telephone carrier via a properly served National Security Letter (NSL). The 
FBI obtained information regarding prior subscribers' records that was not relevant to the 
investigation. (dz) 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: TIME: ]q2 
CITY:| ~1 State : I | b7R ZiP: 

DISPOSITION DATA: Disposition: M Date: 11/17/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 11/17/2006 Component: FBI 
Patriot Act: N Civil Rights: N Component Number: 263-0-U-459 

Sensitive: N Whistleblower: n Consolidated Case Number: 

Remarks : 
Case referral to Kaiser/FBI/INSD, 11/20/06 (dz) 

Page 1 of 1 
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(Rev. 01-31-2003) 

0 3 1 0 3 3 0 

IS) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: _Genera1 Counsel 
Date: 03/30/2006 

Inspection Division 

Attn: 
Attn: 

Attn: 

NSLB 
S SA 
TFO 
SIA 
Internal Investigations 
Section 

From: Counterterrorism 
ITOS 1/CONUS /TEAM 3 
Contact: SSA 

b2 
b7E 
b6 
b7C 

Approved By: Hulon Willie T 
Billy Joseph Jr 
Heimbach Michael J 

Drafted By: 

Case ID #: (S 

Title: 

( U ) 

:s) 

(U) 

j at 

) 
) 2/8-HQ-C122 y 73 6 -V10 (Pending) h a 

00 : BE 

INTELLIGENCE OVERSIGHT BOARD MATTERS 

b 6 
b7C 

bl 
b2 
b7E 
bl 
b 6 
b7C 

Synopsis : ^ S ^ This communication alerts Office of General 
Counsel (OGC)/National Security Law Branch (NSLB) of a potential 
Intelligence Oversight Board (IOB) matter pertaining to the 

bl 
b6 
b7C 

r031 

bl 

ET//20310330 

V c / M ; / / c r 
b7C 



S E U R E T / / 2 0 3 1 0 3 3 0 

To: pĵ n̂ -ral rnnn.gpl From- Counterterrori sm 
Re: (S) 

Reference: (S) 

Details: (S f~ 

_LSJL 

:s) 

, ( S ) M 

03/30/2006 

S ^ R E T / / 2 0 3 1 0 3 3 0 

bl 
b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7D 

NSL VIO-647 



S & I E T / / 2 0 3 1 0 3 3 0 

To : npnpral fnnnspl Frorri • Counterterrorism 
Re: (S) 03/30/2006 

-(S) x l 

bl 
b2 
b7E bl 

b2 
b7E 
b7D 

bl 
b2 
b7E 
b7D 

S E £ \ E T / / 2 0 3 1 0 3 3 0 

NSL VIO-648 



To : General Counsel 
Re: (S) 

S ^ e i * E T / / 2 0 3 1 0 3 3 0 

From: Counterterrorism 
03/30/2006 

LEAD(s): 

Set Lead 1: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) F°r action as deemed appropriate, 

Set Lead 2: (Info) 

AT 
0,1 X For information only, 

Set Lead 3: (Info) 

INSPECTION DIVISION 

AT WASHINGTON, DC 

(UJ For information only. 

S E ^ ^ T / / 2 0 3 1 0 3 3 0 

NSL VIO-649 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Counterterrorism 

General Counsel 

Date: 03/24/2006 

Attn: TTOS 1 . Conns 1 . Tean^ III 
SSA 

Attn: NSLS 
Attn: SSA 

TFO 

From: 
20 
Contact : TFO 

Approved By: 

Drafted By: 

Case ir (S) 
( U ) x 

DâH; 05-29-200? 
ClàSSIFIEB BY 65179 djuh/ks 
PlâSOI; 1.4 (c) 
DlCtlSSIF/ 01; 0S=2'9"-'2032 

2 78-HQ-C12 29736-VIO - 1255 (Pending) 

bl 
b2 
b7E 

Title: (S) 

UU : B7T" 

Synopsis: (U) To advise FBIHQ of facts that may need to be 
reported to the Intelligence Oversight Board (IOB). 

(U) X 

(SI 

Derived-^From^'—Tr^ 
DesJLa^-SiiyOrn—-XJ^ 

\ 
X T 

Enclosure (s) (U) Enclosed for the Office of General Counsel 
(OGC), National Security Law Branch (NSLB) is one copy of a 
Na t~, 1 on r̂  1 Security T.pttpr (NST,) provided to i 

Details: 

SE^ET 

x g f M ) i k r 

b2 
b7E 

b7C 

bl 
b6 
b7C 

bl 

bl 
b7D 

bl 
b6 
b7C 

b6 
b7C 

NSLhtfe=65Cr 



S^&^ET 

To: 
Re : (S) 33/24/2006 

b l 

b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

_LS_L 

(S ) M i 

bl 
b2 
b7E 
b6 
b7C 
b7D 
bl 
b2 
b7E 

b7C 
b7D 

bl 
b2 
b7E 

SE^feET 

2 

NSL VIO-651 



SE&^ET 

To : Cour ,~"*vav"' f-T" Eiîorn : [ 
Re: (S) 03/24/2006 

bl 
b2 
b7E 

(S) bl 
b6 
b7C 
b7D 

(U) The information contained in this EC is being 
provided to OGC, NSLB and CTD for the purpose of enabling those 
entities to: 1) make a determination as to whether this matter 
should be reported to the IOB, and if so, to make such a report; 
and 2) provide guidance to Division as to how the 
material in question should be handled. 

b2 
b7E 

S E ^ E T 

NSL VIO-652 



SSÎ&RET 

TO I ÇpUr+~ g» "vyr-iy -i om Prnjji • 
Re : (S) 03/24/2006 

bl 
b2 
b7E 

LEAD(s) : 

Set Lead 1: (Info) 

COUNTERTERRORISM 

AT WASHINGTON. DC 

(U) Consult with OGC, NSLB, and 
1) determine whether the facts contained in this 

communication should be reported to the IOB, and if so make such 

b2 
b7E 

question should be handled within the 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

U) Consult with CTD, and 
1) determine whether the facts contained in this 

communication should be reported to the IOB, and if so make such 
a report; and 

2) advise 
question should be handled within the 

as to how the material in 
Division. 

b2 
b7E 

s e ^ R | : T 
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se£ï(et//noforn 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE 

Counterterrorism 

Inspection 

Attn: 

Attn : 

Attn: 

Date: 4/26/2006 b2 
SAC b7E 

b6 ITOS I/CONUS 1/Team 3 

Internal Investigative Section 
Attn: Room 11865 

From: General Counsel 
National Security Law Branch/CTLU 1/LX-l 3S-100 
Contact: | | 

Approved By: Thomas Julie F 

Drafted By: 

Case ID 278-HQ-C1229736-VIO - 1360 

Title: 

(U) 

Intelligence Oversight Board 
(IOB) Matter 2006H b2 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that the above referenced matter need not be reported 
to the Intelligence Oversight Board (IOB). Our analysis follows. 

(U) > < 

(U) 
Reference : 

(S) 
?7R —HD —C. 1 9?Q7^6-VTfi iPonH-i^g) 

bl 
b2 
b7E 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the document 
in Corel WordPerfect. 

(UJ v . 
Detail-. By electronic communication (EC) dated March 24. 
2006 and referenced above, the Division | 

b2 
b7E 

reported to the Counterterrorism Division and the Office of the 
General Counsel's National Security Law Branch (NSLB) this 
potential IOB matter. 

b6 
b7C 

JIG/DOJ REVIEW:, 
FBI INVESTIGATION 

DATE: 5 / / • 

> È ^ k p T / / N O F O R ^ 0 I G / D 0 J INVESTIGATION: e 

NSL VIO-654 



To: 
Re : 

(U)/ 

SECRET 

_ _ , From: General Counsel 
2 78-HQ-C12 2 973 6-VIO, 4/26/2006 

b2 
b7E 

T 
bl 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7D 

ANALYSIS 
( U ) As required by Executive Order (E.O.) 12863 

(Sept. 13, 1993) and Section 2-56 of the National Foreign 
Intelligence Program Manual (NFIPM), OGC was tasked to determine 

S f c ^ E T 

NSL VIO-655 



S E p ^ E T 

To: 
Re : 278-H 

From: General Counsel 
Q-C1229736-VIO, 4/26/2006 

b: 
b' 

(U) 

whether the surveillance errors described here are matters that 
should be reported to the IOB. We believe that the reported 
activity does not require IOB notification. 

(U) Section 2.4 of E.O. 12863 mandates that the heads 
of Intelligence Community components report all information to the 
IOB that it deems necessary to carry out its responsibilities. 
That section requires Inspectors General and General Counsel of the 
Intelligence Community to report "intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
order or Presidential directive." This language has been 
interpreted to mandate the reporting of any violation of guidelines 
or regulations approved by the Attorney General, in accordance with 
E.O. 12333, if such provision was designed in full or in part to 
protect the individual rights of a United States person. This 
includes violations of agency procedures issued under E.O. 12333, 
unless they involve purely administrative matters.1 For the FBI, 
the Office of the General Counsel (OGC) submits reports to the 
IOB.2 

I NS1G 
(Introduction) at 4. Section 2-56 of the NF1PM identifies as 
reportable to the IOB unauthorized investigations, the use of 
unlawful methods and techniques, exceeding the authorized scope of 
permitted activities, and failing to adhere to minimization 
requirements.3 

' '̂"""--''̂SĈ  See EC from Inspection Division to All Divisions; 
Title: Revised Procedures for the Submission of Reports of 
Potential Intelligence Oversight Board (IOB) Matters, Case ID # 
66F-HQ-A1247863 Serial 172 at 5-6 (2/10/2005). The Inspection 
Division is required to maintain for three years records of 
administrative violations, for possible review by the Counsel to 
the IOB, together with a copy of the opinion concerning the basis 
for the determination that IOB notification was not required. Id. 
at 6 . 

<u> 2 ^ See id^ at 4. 
(U> 3 -̂ ĝ  See also id. at 5, identifying reportable matters as 

including: (1) activities believed to be unlawful or contrary to 
Executive Orders or Presidential directives; (2) suspected 

S E ^ & Ç T 

3 
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S E f c ^ T 

To: | | From: General Counsel 
Ri^yj 2T78~-HQ-C12 2 973 6 - VIO, 4/26/2006 

b2 
b7E 

(U) In this instance, due to a broad reading of an NSL 
by the telephone company, [ received information on several 
telephone numbers associated with the subject of the NSL (all on 

did not specifically 
All of the information 

the same account), even though 
reguest information for these numbers, 
received was relevant to an authorized national security 
investigation. The broad reading of the NSL by the telephone 
company does not be reported to the IOB. 

(U) oGC reguests that the Inspection Division retain a 
record of the report of a potential IOB matter for three years, 
together with a copy of this opinion for possible review by the 
Counsel to the IOB 

b2 
b7E 

violations of the Constitution; (3)1 

'5) initiating a 
form of electronic surveillance or ä searcn without authorization 
from the FISC, or failing to terminate an authorized surveillance 
at the time prescribed by the Court; and (6) failing to adhere to 
the minimization or dissemination requirements specified in a FISC 
Order. 

S E C R E T 

4 

bl 
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To: 
Re : ¡¿78 -HQ-C122 9 73 6- VIO, 4/26/2006 

From: General Counsel 
b2 
b7E 

(U) 

LEAD(s) : 

Set Lead 1: (Discretionary) 

AT 
b2 
b7E 

(U) For review and action deemed appropriate. 

Set Lead 2: (Information) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) As provided in the Revised Procedures for the 
Submission of Reports of Potential Intelligence Oversight Board 
(IOB) Matters, retain a record of the report of a potential IOB 
matter for three years for possible review by the Counsel to the 
IOB, together with a copy of the OGC opinion concerning the basis 
for the determination that IOB notification is not required. 

SEJ^IET 

5 
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SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 06/05/2006 

Attn: NSLB 

Inspection 
Internal Investigations Section._ I PU. Room 118 65 

Ext .1 I 

From: 

Contact: CRS 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

b6 
b7C 
b 2 

(U) 2 78-HQ-C12 2 973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2123 
OGC/lOB# 2006- b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

(U) 

Reference; 

X 
(S) 
(U) 
(S) 
(U) 
(U) 

278-HQ-Cl2 2 9 7 36-VIO Serial 1255 

2 78-HQ-C122 973 6-VIO 

b l 

b2 
b7E 

bëLldl' 1305 
Serial 1360 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from 
possible IOB error. 

Division dated 03/24/2006, reporting a 
Based upon a review of the referenced EC, 

it is the IIS's opinion the matter described therein is not 
indicative of willful misconduct. Therefore, no internal 
investigation will be conducted by the IIS and this matter is 
being relegated to the NSLB for whatever action they deem 
appropriate. 

b2 
b7E 

S|3^ret 

NSL VIO-659 



(Rev. 01-31-2003) 
#£WET//20310605 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To: [ ] 
Counterterrorism 

From: 

Contact: CRS 

Approved By: 

Drafted By: 

Attn: 
Attn: 

Date: 06/05/2006 

SAC (Personal Attention) 
AD (Personal Attention) b2 

b7E 
Inspection 

Internal TmrpGh-inah^ong ^ H n n — IPU, Room 11865 
Ext. I I b7C 

k.n s 

N Case ID #: 

Title: (U) 

(U) 2 63-HQ-0-U Serial 461 
Ll^LiJInJI JL 

! Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 212 3 
0GC/I0B# 20061 b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) 
Decias^iîyOnT 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1255 

Reference : (S) 
(U) 
(S) 
(U) 
(U) 

? 7 » - H n - n - ?9Q7^ -VTn C o r i , 1255 

2/y-HU-CmyVit-Viu serial 1305 
2 7 8 -HQ-C1229736-VIO Serial 1360 

bl 
b2 
b7E 

Details : (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

b7E 

SE£&ET//2 0310605 

NSL VIO-660 



V 
"Is 

U.S. Deparínit of Justice 

Office of ihe inspecfor Genei 

'»'WH. -i) (.' 20 

DATE: November 20, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007000998 
Subject: Unidentified, 
FBI No. 263-0-U-461 

b2 
b7E 

• 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

| | This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 

NSL VIO-661 



OIG INVESTIGATIONS DIVISION 

Received By: 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc : 
Home : 
Phone: 
Work : 
Phone : 

Complaint Form 
— ~ b6 

OIG NO. 
— — jci b2 

68 9-2007-000998-M h i E 

-b70 Date Received: 05/19/2006 How Received: A 

Pay Plan: 
EOD Date: 

ZIP : 

ZIP : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
Misc : 
Home : 
Phone 
Work : 
Phone 

) -

Pay Plan: 
EOD Date: 

Confidential : 

ZIP : 

ZIP : 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b6 
b7C 
b2 

Details : 
The FBI provided information reporting a possible IOB matter involving the broad reading of 
a National Security Letter (NSL) by a telephone company, which resulted in the FBI receiving 
information on several telephone subscribers associated with the target of the NSL. (The FBI 
did not specifically request information for those subscribers). (dz) 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date : 
CITY: 

TIME: 
State : 

b2 
Jo7E= Zip : 

DISPOSITION DATA: Disposition: M Date: 11/17/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 11/17/2006 Component: FBI 
Patriot Act: N 

Sensitive: N 

Civil Riqhts: n 
Whistleblower: n 

Component Number: 263-0-U-461 
Consolidated Case Number: 

Remarks : 
Case referral to Kaiser/FBI, INSD, 11/20/06 (dz) 

Paqe 1 of 1 
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^ • C R E T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Inspection Division 

Counterintelligence 

Attn: 

Attn: 

Attn: 

Date: 03/29/2006 

National Security Law Branch 

IIS 

CD-2B, IA 
Room 4134 

From: 
16E/ 
Contact : "S7T 

Approved By: T7i~ir~H iTnconli 

Drafted By: 
mix/ Case ID #: 

(S) 

b6 
b7C 
b2 
b7E 

9 7 « - W N - R I T ) Q T I C . \ N N 
|3-tt 
(Papding) 

b2 
b7E 
b7A 

Title : ssa! 
SA 

DIVISION; 
I OB 

(U)' 
Synopsis: This communication reports a potential 
Intelligence Oversight Board matter. 

|T;: ( X Derivi 
D©e-3rassify Onf 

-3 

(S) W 

Details The purpose of this electronic communication is 
to report a potential IOB matter involving a Mafinnai .^.rih, 
Letter requested by SA 

b l 

Field Office, as well as to satisfy the requirements set forth by 
the 02/10/2005 electronic communication regarding the revised 
procedures for the submission of potential intelligence 
oversight .board reports. 

b7C 
NSli VIO-663 

b6 
b7C 
b2 
b7E 

b6 
b7C 
b2 
b7E 



SECRET 

To: 
Re : 

(U) 

General Counsel From: 
27 8- HQ-CI2 2 973 6-VI0, 03/29/2006 

b2 
b7E 

(3) 1. Identification of the substantive 
investigation in which the questionable activity occurred: 

I 

I S A 

L 
I 

(U) 

bl 
b2 bl 
b7E b6 
b7A b7C 

b7A 

bl 
X 4. Legal authority: Executive Order 12333, 

dated December 4, 1981, and pursuant to Title 18, United 
States Code, Section 2709 (as amended, October 26, 2001) . 

1SL 

bl 
b2 
b7E 
b6 
b7C 
b7D 

( U W ^ Reason for delayed response: SA |regrets that he was not cognizant that this 
incident constituted an IOB violation upon receipt of the 
incorrect toll records. It was not until 03/27/2006, that SA 

|became aware that such an incident constituted 
an IOB violation. Upon discovery that this incident 
constituted an IOB violation, SA 
immediate steps to report the violation. 

has taken 

b6 
b7C 
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SEçÀET 

b2 
b7E To : General Counsel From: | 

Re: ^ T 2 7 8 - HQ - Cl 2 2 973 6-VIO, 03/29/2006 

W) 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

^ General Counsel, National Security Law Branch, 
is requested to take whatever action is necessary to record 
the incident with the Intelligence Oversight Board. 

Set Lead 2 : (Info) 

INSPECTION 

AT WASHINGTON, DC 

'îi' Information only. 

Set Lead 3 : (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

Information only. 

SE^Ï(ÉT 

3 
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(Rev. 01-31-2003) 

v CCRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Counterintelligence 

Inspection 

From: Office of the General Counsel 
N.ST1R/CTT1U / Room 7947 
Contact: AGC 

Date: 05/05/2006 

Attn: 

Attn: CD-2B, SSA 

Attn: IIS, CR2 

b7E 

b 7 C 
Approved By : Thomas ,Tn 1 i e E 

Drafted By: 
( U ) 

Case ID #. 

Title:"" 

278-HQ-C1229736-VIO (Pending; 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-j b2 

Synopsis: J ^ K It is the opinion of the Office of the General Counsel 
(OGC) that this matter must be reported to the Intelligence Oversight 
Board (IOB). OGC will prepare and deliver the necessary 
correspondence to the IOB. 

Dër±ved--J£rgni^—"G^ 

Refere«^^: (S 
(U) Details: By electronic communication 

Field Office 
:EC: 

U EXCEPT 
:SE b l 

b2 
b7E 
b7A dated 03/29/2006, the 

requested that OGC review 
the tacts of the captioned matter ana determine whether it warrants 
reporting to the IOB.1 
follows 

In our opinion, it does. Our analysis 
b2 
b7E 

(U) 1 

titled "SSA 
Division; IOB. 

EC from to OGC dated 03/29/2006 and 
SA| 

b2 
b7E 
b6 
b7C 

3̂ 1 RET 
b6 
b7C, FBI INVESTIGATIC 

OIG, DO J INVESTIGATION; 

DATE: > -
( ( f i < ) 

NSL VIO-666 



To: 
Re : 

<U) 

From: 
27 8-HQ-Cl'ZZy 7Ì6-VIO, 

3 ^ ] RET 

Office of the 
05/05/2006 

General Counsel 
b2 
b7E 

(S) On 11/23/2004, a 
Nàtional Security Letter (NSL1 
of 

case agent submitted a 
seeking telephone toll billing records 
Due to a typographical error, the 

telephone number on the NSL was erroneously transcribed.2 On 
02/04/2005, the telephone records were opened and it was determined 
that they were not the target's records. The telephone records were 
destroyed without further review.3 

b l 
b2 
b7E 
b7D 

(U) Section 2.4 of Executive Order (EO) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsel of 
the Intelligence Community components (in the FBI, the Assistant 
Director, INSD, and the General Counsel, OGC, respectively) report to 
the IOB intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential directive. 
This language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight Board 
(PIOB). 

(U) By longstanding agreement between the FBI and the IOB 
(and its predecessor, the PIOB), this language has been interpreted to 
mandate the reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), or other guidelines or 
regulations approved by the Attorney General in accordance with EO 
12333, dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially administrative 
in nature need not be reported to the IOB. The FBI is required, 
however, to maintain records of such administrative violations so that 
the Counsel to the IOB may review them upon request. 

> 8 ^ NSLs are administrative subpoenas that allow the FBI to 
obtain three types of information: (1) telephone and email 
communication records from telephone companies and internet service 
providers (Electronic Communications Privacy Act (ECPA)) (18 U.S.C. 
§ 2709); (2) financial institution records (Right to Financial Privacy 
Act) (12 U.S.C. § 3414(a)(5)(A)); and (3) credit bureau information 

(U) In order to avoid any further dissemination of this 
incorrect telephone number, the number is not being listed in 
this document. 
(U) On 03/27/2006, realized that this incident constituted an IOB 

violation and promptly reported the matter to OGC, the Inspection Division, and the 
Counterintelligence Division. 

SE ET 

2 

b2 
b7E 
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To : 
Re : 278 

From : 
-HQ-C122 97 3 6-VIO, 

ET 

Office of 
05/05/2006 

the General Counsel 
b2 
b7E 

(Fair Credit Reporting Act) (15 U.S.C. § 1681u (a), (b)). ECPA, 18 
U.S.C. § 2709, provides that the FBI may seek toll billing information 
from telephone carriers that is relevant to an authorized national 
security investigation. Section V.12., Investigative Techniques, of 
the NSIG provides that NSLs may be issued in conformity with statutory 
requir — n t s , including 18 U.S.C. § 2709. 

( U ) 

In this situation, due to the incorrect number stated 
in the NSL, the FBI received telephone toll billing records pertaining 
to a telephone number that was neither under investigation nor related 
to an investigation. Therefore, the information was improperly 
collected, although unintentionally so, in violation of the NSIG and 
ECPA. 

(U) Here, the target's rights were not violated because he 
was not the subject of the improperly collected information. It is 
unknown whether the erroneous information received pertained to a 
United States Person, inasmuch as there has been no review of the 
information. Nonetheless, based upon the fact that information which 
may be about a USP was improperly, although inadvertently, collected, 
and in accordance with the reporting requirements of Section 2.4 of 
Executive Order 12863, OGC will prepare a cover letter and a 
memorandum to report this matter to the IOB. 

SECRET 

3 
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SECRET 
. . b2 To : 

Re: 278-HQ-C1229736-VIO, 05/05/2006 
From: Office of the General Counsel b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Information) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Information) b2 
b7E 

AT 

(U) In the future, when improper data resulting from an NSL is 
received, the data should be sequestered and given to the CDC. The 
information should remain sealed and sequestered in the CDC's safe 
until further direction from OGC. It is anticipated that OGC will 
provide guidance regarding improperly collected NSL information in the 
near future. 

cc: Ms. Thomas 
b 6 b7C 

10b Library 

SEJ&ET 

4 
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BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-| j" (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/o 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted 
( U ) 



Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

NSL VIO-671 



TNTFLLTGFNCF, OVERS TGHT BOARD (IOB) 
IFIET.n nvvirv. 

IOB MATTER 200 6 

MATTER 

u: 
b2 
b7E 

;S) By electronic communication dated March 29, 2006, 
Field the... Federal Bureau of Investigation (FBI; 

Of fide.. reported that, on November 23, 200~ the FBI submitted a 
Nat i nnak Spr.nri tv Letter (N S T, 1 see k i n ci t e 1 eph one toll billing 
records of" 
error, the 

Due to a typographical 
telepnone numDer on the NbL "was erroneously 

transcribed. On February 4, 2005, the telephone records were 
opened and it was determined that they were not the target's 
records. The telephone records were destroyed without further 
review. 

b2 
b7E 
bl 
b7D 

Due to the incorrect number stated in the NSL, the 
FBI received telephone toll billing records pertaining to a 
telephone number that was neither under investigation nor related 
to an investigation. The error was discovered upon receipt of 
the information, and the records were neither reviewed nor used 
for any investigative purpose. Despite the inadvertent nature of 
the mistake, the fact remains that information was improperly 
collected on a telephone number unrelated to an investigation. 
The overcollection was a violation of Section V.12. of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection.1 Thus, the 
matter is being reported to the IOB. 

SECRET 

Section V.12. authorizes use of National Security 
Letters in conformity with 18 U.S.C. § 2709 (relating to 
subscriber information, toll billing records, and electronic 
communication transactional records). The statute requires that 
information sought is relevant to an authorized national security 
investigation. 

S|?6RET 

NSL VIO-672 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 4 KL 

Precedence: ROUTINE 

To: General Counsel 

From: 

Contact: CRS 

Approved By: 

Drafted By: 

Date: 06/05/2006 

Attn: NSLB 

Inspection 
Internal Investigations Section,_ IPU, Pnnm 

Ext. 
1865 

b2 
b7E 
b6 
b7C 

Case ID #: 

Title: (U) 

(U) 278-HQ-C1229736-VIO [Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2063 
0GC/I0B# 2006- b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: 

Details: (U) 
an EC from I 
possible IOB 
is the U S ' s opinion 
of a 

(U) 2 78-HQ-C122 973 6-VIO Serial 1289 
2 78-HQ-C1229736-VIO Serial 1373 

The Internal Investigations Section (IIS) received 
iDivision dated 03/29/2006, reporting a 

error. Based upon a review of the referenced EC it 
the matter described therein is indicative 

performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE Date: 06/05/2006 

Attn: SAC (Personal Attention) 

Inspection 
Internal Investigations Section,_ IPU, Room 118 6 5 

Ext. 

From: 

Contact: CRS 

Approved By: 

Drafted By: 
/ 

Ifcas 

Case ID #: (U) 2 63-HQ-0-U Serial 463 (Pending) 

Title : (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2063 
0GC/I0B# 2006- b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) 

Enclosure(s): (U) 2 78-HQ-CI22 9736-VIO Serial 1289 

b2 
b7E 
b6 
b7C 

Reference: (U) 278-HQ-C1229736-VIO Serial 1289 
2 78-HQ-C1229736-VIO Serial 1373 b2 

b7E 
Details: (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 
•• 

SECR L0605 
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it L U.S. Departme. A justice 

Office of the. Inspector General 

DATE: November 20, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Fédéral Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007000992 
Subject: Unidentified, 
FBI No. 263-0-U-463 

b 2 
b 7 E 

• 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

J J This complaint will be investigated by the OIG. 

I M P O R T A N T NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 

NSL VIO-675 



OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO.: 689-2007-000992-M 

b2 
b7E 

Received By: 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc: 
Home: 
Phone: 
Work: 
Phone: 

Date Received: 05/23/2006 
* b 7 C 

How Received: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

Details: 
The FBI provided information reporting a possible IOB matter involving the information 
obtained from a telephone carrier via a properly served National Security Letter (NSL). The 
NSL contained a typographical error which resulted in disclosure of information relevant to 
a telephone subscriber who was neither under investigation nor related to an investigation, 
(dz) 

ALLEGATIONS: 68 9 IOB Violation 
Occurrence Date: 
CITY: 

TIME : 
State : Zip : 

b2 
J o 7 E = 

DISPOSITION DATA: Disposition: M Date: 11/17/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 11/17/2006 Component: FBI 
Patriot Act: N Civil Rights: n 

Sensitive: N Whistleblower: n 
Component Number: 263-0-U-4 63 

Consolidated Case Number: 

Remarks : 
Case referral to Kaiser/FBI/INSD, 11/20/06, (dz) 

Page 1 of 1 
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(Rev. 01-31-2003) 

S l j ^ E T / O R C O N / N O F O R N 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: PRIORITY 

To: General Counsel 

Counterterrorism 

Date: 01/25/2006 

Attn: NSLB 

Attn: ITOS II/IHSU 
UC 
SSA 
SSA 

From: 

Contact: A/SSA 

Approved By: 

Drafted By: cc bl 
h ? Case ID #: (S 

(U) 278-H(J-C1229736-VIO - 1145 (Pendir^7E 

(Uj.JJŜ  278-OM-C45386 - 105 (Pending) 
Title: (S) 

(Ui INTELLIGENCE OVERSIGHT BOARD 
Synopsis : (S) / 

bl 
b6 
b7C 

b2 
b7E 
b6 
b7C 

bl 

(U) 

SECRET/ORCON/NOFORN 

b7C 

bl 
b2 
b7E 
b6 
b7C 

NSL VIO-677 



S EtfphsT / ORCON/NOFORN 

To : GenepaJ rvmrm^i ELmm: 
Re: (S) 01/25/2006 

-LS.L 

bl 
b2 
b7E 

bl 

(s) 

SEpkET/ORCON/NOFORN 

2 

bl 
b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 

'.g/M Wnr)| bl 
b7D 

NSL VIO-678 



S¿^RET/ORCON/NOFORN 

To : Gene 
Re: (S) 

f.q /MP/rrnì 

¡t̂aJ P^nnocl Ej^m : ] 
01/25/2006 

b2 
b7E 
bl 

bl 
b2 
b7E 

(S/NF/OGìT bl 
b6 
b7C 

i/NF/Ocif 

bl 

b7C 

:S//NF/OGÌ J 

(S//NF/OC)f 

bl 
b2 
b7E 
b6 
b7C 
b7D 

bl 
b2 
b7E 
b6 
b7C 
b7D 

SÇIÔRET/ORCON/NOFORN 

3 

NSL VIO-679 



¡EpBÇRET/ORCON/NOFORN 

Genera] fnnnspl Exom : 
(S) 01/25/2006 

bl 
b 6 
b7C 

:s/NF/OC) 

bl 
b6 
b7C 
b7D 
b2 
b7E 

's/NF/nrì r 
bl 
b2 
b7E 
b6 
b7C 
b7D 

/ g /MF /nr"> • 

SE^B^T/ORCON/NOFORN 

bl 
b2 
b7E 
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S ORCON/NOFORN 

To : 
Re : 

General Counsel From: | 
;S) 01/25/2006 

bl 
b2 
b7E 

bl 
b6 
b7C 

SEp^ET/ORCON/NOFORN 

5 
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s 

To : General Counsel From : [ bl 
b2 
b7E 

Re: (S) 01/ 01/25/2006 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

Forward notification through proper channels for 
review of potential IOB violation. 

Set Lead 2 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, P.C. 

(U) For information. 

025cc01.ec 

6 
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(01/26/1998) 

sjïÔret//noforn, orcon 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE 

Inspection 

Counterterrorism 

Attn: 
Attn: 

Attn: 

Date: 03/17/2006 

SAC, CDC 
Internai Tnsner.t i nn_ Section, 

Room 
11865 
AD 

From: General Counsel 
National Security Law Branch 
Contact : 

Approved By : Thomas Julie F 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 

Title SSA ] 
INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB MATTER 2006] | 

(U) M De 
De 

JFrom 
:y OnT 

[ 

-1 

Synopsis. It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB), and to the Inspection 
Division, FBIHQ. OGC will prepare and deliver the necessary 
correspondence to the IOB. Our analysis follows. 

Reference:11" 278-HQ-C1229736-VIO Serial 1145 ,(U) 

(U) 

b7C 
b2 

D e t a i l s : A s discussed in the Electronic Communication (EC) 
dated January 25, 2006 referenced above, the| iDivision 
(Omaha) requested that OGC review a set of facts to determine 

ÄcRET//NOFORN, ORCON 

b6 
b7C 

0IG/D0J REVIEW: 
FBI INVESTIGATI I 
0IG/D0J INVESTIGATO 

NSL VIO-683 

orar 
.DATE:. 

b2 
b7E 

? •?O L 



SZfc^ET/ /NOFORN, ORCON 

From: General 
-HQ-CI22 973 6-VIO; 

Counsel 
03/17/2006 

bl 

bl 
b2 
b7E 
b6 
b7C 

'S/NF/OOT 

bl 
b2 
b7E 

:S/NF/OC)T bl 
b6 
b7C 

bl 
b6 
b7C 

:S/NF/0C)r 

SE£fcET/ /NOFORN,ORCON 
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SPARET//NOFORN,ORCON 

To: ^ ^ From: General Counsel 
Re: 2 '/ö -HQ-C122 973 6 -VIO ; 03/17/2006 

( u r 

b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 
b7D 

LS/ NF/oc: 
bl 
b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 

(S/NF/OC) 

(U) )^/NF/OC) then contacted FBI Headquarters 
(FBIHQ), ITOS-II, IHSU, and NSLB, CTLU-II, to report the 
situation. Upon direction from FBIHQ, f Isequestered the 
cellular data with| Ichief Division Counsel, documented the 
circumstances and submitted the sequestered data to NSLB for 
forwarding to OIPR and for reporting to the IOB. It is noted 

b 2 
b7E 

that| I appropriately coordinated and consulted with the Chief 
Division Counsel, NSLB and IHSU during this process. 

(U) 
J X ^ The Attorney General's Guidelines for FBI National 

Security Investigations and Foreign Intelligence Collection state 
that electronic surveillance may be conducted in conformity with 
the procedures contained in the Foreign Intelligence Surveillance 
Act (FISA), Title III of the Omnibus Crime Control Act [as 
amended by the Electronic Communications Privacy Act] or 

SE : ^ E T / /NOFORN, ORCON 
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S E C R E T / / N O F O R N , O R C O N 

To 
Re 

(U) 

From: General 
2 78-HQ-C122 973 6 -VIO; 

Counsel 
03/17/2006 

b2 
b7E 

Executive Order 12333 Section 2.5.1 Under the pertinent FISA 
definition, the term electronic surveillance means "the 
acquisition by an electronic, mechanical, or other surveillance 
device of the contents of any wire or radio communication to or 
from a person in the United States, without the consent of any 
party thereto, if such acquisition occurs in the United States."2 
In this instance, the FBI properly obtained and initiated 
electronic surveillance on this cellular telephone under the FISA 
statute and Executive Order 12333. 

bl 

(S) 
bl 
b2 
b7E 

The Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG), October 31, 2003, 
Section V. 

2 50 U.S.C. Section 1801(f)(2). 
3 

Attorney General's Standard Minimization Procedures for Electronic 
Surveillance of a United States Person Agent of a Foreign Power, Section 3(b), 
adopted by the FISC on September 19, 1997. 

S £ & ^ E T / / N O F O R N , O R C O N 

4 
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SECRET//NOFORN, ORCON 

From: General Counsel 
HQ-C1229736-VIO; 03/17/2006 

To : 
Re: 

( U r X 

^ ^ Consistent with the reporting requirements of 
Section 2.4 of E.O. 12863, OGC will prepare the correspondence 
required to report this matter to the IOB. That correspondence 
will also advise the IOB that this matter will be referred to the 
FBI's Inspection Division. 

b2 
b7E 

SEJ£R£T//NOFORN, ORCON 

5 

NSL VIO-687 



SECRET//NOFORN,ORCON 

To: 
Re ! 

From: General Counsel 
278-HQ-CI229736-VIO; 03/17/2006 

(U) " 

LEAD (s) : 

Set Lead 1 : (INFO) 

AT 

(U) Read and clear. 

Set Lead 2: (INFO) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 3: (ACT) 

INSPECTION 

AT IIS, WASHINGTON, DC 

(U) Fer action deemed appropriate 

b2 
b7E 

b2 
b7E 

1 - Ms. Thomas 
1 
1 

b6 
b7C 

S j ^ R E T / / N O F O R N , ORCON 

6 
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BY COURIER 

Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, 
Seattle Division, IOB Matter 2006-f^ |" (U) 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Inspection Division. (U) 

Enclosure 

Mr. Hulon 
27 8-HQ-C122 97 3 6-VIO - 131! 
Tn^nprtinn n-pHcHnn ( IOB ; 006 

UNCLASSIFIED WHEN DETACHED 
FROM CLASSIFIED ENCLOSURE 

b6 
b7C 
b2 
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T 

Mr. Stephen Friedman 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1- Honorable Alberto Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 
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SECRET 

INTELLIGENCE^ÜZKES-LQHT BOARD (IOB) MATTER 
blVISION 

IOB MATTER 2006-] U) 
b2 
b7E 

-(S). 
bl 
b2 
b7E 
b6 
b7C 

The Attorney General's Guidelines for FBI National 
Security Investigations and Foreign Intelligence Collection state 
that electronic surveillance may be conducted in conformity with 
the procedures contained in the Foreign Intelligence Surveillance 
Act (FISA), Title III of the Omnibus Crime Control Act [as 
amended by the Electronic Communications Privacy Act] or 
Executive Order 12333 Section 2.5. The electronic surveillance 
was therefore not conducted in conformity with any of those laws. 

n 
The collection has been sequestered in 
ultimately sent to OIPR for sequestrati ÜTT7" 

and will be 
?he matter also has 

been reported ̂ to 
appropriate. 

he FBI's Inspection Division for action deemed 
(U) 

b2 
b7E 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 4 KL 

Precedence: ROUTINE 

To: General Counsel 

Date: 06/05/2006 

Attn: NSLB 

From: Inspection 
Internal 
Contact : 

Investigations 
UC 

Section, IPU, Room 11865 
Ext. 9284 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

7C 
kas 

(U) 2 78-HQ-C122 973 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 217 
0GC/I0B# 2006 b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HQ-C122973 6-VIO Serial 1145 
2 7 8 -HQ-C1229736-VIO Serial 1317 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from 
IOB error. 

Division dated 01/25/2006, reporting a possible 
Based upon a review of the referenced EC it is the 

IIS's opinion the matter described therein is not indicative of 
willful misconduct. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

b2 
b7E 
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.01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date: 06/05/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal TtwpwI- -i nat- i nna ^ H n n i I PU, Room 1/1 a 6R 

Ext. Contact: CRS 

Approved By : 

Drafted By: 

V Case ID #: 

b2 
b7E 
b6 
b7C 

cas. 

Title : (U) 

(U) 263 -HQ- 0 -U Serial 465 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2217 
0GC/I0B# 2006- b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) De^lassifyOnT 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1145 

Reference: (U) 2 78-HQ-C122 9736 -VIO Serial 1145 
2 78-HQ-C1229736-VIO Serial 1317 

Details: (U) Upon review of Division's captioned report of 
a potential IOB violation, IIS did not find the matter indicative 
of willful misconduct. IIS only addresses allegations where 
deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6). 

b2 
b7E 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 
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DATE : November 20, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Fédéral Bureau of Investigation 

U.S.. Departme. jf just ice 

Office of the Inspeetoi Genera! 

• 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001002 
Subject: Unidentifiedj 
FBI No. 263-0-U-465 

m We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I I This complaint will be investigated by the OIG. 

IMPORTANT N O T I C E 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whist leblower Protection Act. 

b2 
b7E 
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OIG - INVESTIGATIONS DIVISION Complaint Form OIG NO. :| 1689-2007-001002-M hl E 

Received By : 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc : 
Home: 
Phone: 
lAjor k: 
Phone: 

=b6 
b7C 
Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

Date Received: 05/23/2006 How Received: A 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 68 i 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
Misc : 
Home : 
Phone: 
Work : 
Phone: 

Pay Plan: 
EOD Date: 

() - ZIP: 

Confidential: 

Details : 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b2 
b 6 

b7C 

The FBI provided information reporting a possible IOB matter. The FBI provided what turned 
out to be a wrong phone number for their target to an internet provider and received 
unauthorized intercepted communications. (dz) 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: TIME: 
CITY: State: Zip: 

b 2 

b 7 E 

DISPOSITION DATA: Disposition: M Date: 11/17/2006 

Referred to Agency: FBI Date Sent: 11/17/2006 Component 
Patriot Act: N Civil Rights: N Component Number 

Sensitive: N Whistleblower: n Consolidated Case Number 

Approval: POWELL, GLENN G 

FBI 
2 63-0-U-4 65 

Remarks: 
Case referral to Kaiser/FBI,INSD (dz) 
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