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To: Inspection From: |
Re: (U} 278-HQ~C1229736~VIO, 12/16/2005

(0

”;}gi%On 12/15/2005, it was discovered that on the bl
original ated 9/9/2005, the number was inadvertently o
iS?‘= transposed. Subscriber information was reguested for bo

b7C
U 3%y on 12/15/2005, | |CD(‘ was ;OzE
contacted and advised of the error. DC request D7

D7A
writer to prepare a report of Doss_ble I0B violation. 0o
L7C

~
>4

O«
~J1 B
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(UJ”§SQ The results of the NSL and any serials with
reference to the results of the NSL can be destroyed or
permarently charged out of the original file as they are not
needed for, or related to, the current investigation.

(U e will await guidance from Inspection b7k
Division Tedgarding removal of subscriber information from
[ and aCs.
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To: Inspection From:

Re: WU)  278-HQ-C1229736-VIO, 12/16/2005

LEAD (s) :
Set Lead 1: {Info)

ALL RECETVING OFFICES

(U) For information only.
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Precedence: ROUTINE Date: 3/8/2006

To: Attn: SA ~
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biC

Inspection Toni Mari Fogle

Counterintelligence SSA _J
CD~3B

From: Office of the General Counsel
National Security Law Branch/CILU/Room 7975
Contact:l__

Approved By: Thomas Julie [

Drafted B -

Case ID #: [8{ 278-HQ-C1229736-vIO = |~

Title: INTELLIGENCE OVERSIGHT BOARD MATTER 2006

(Ul
Synopsis: Egiv It 1s the opinion of the Office of the General
Counsel ("OGC") that this matter must be reported to the
Intelligence Oversight Board (“IOB”). OGC will prepare a cove

letter and a letter head memorandum to report this matter to tne
IOB. Our analysis follows.
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To: ho
From: ;;;1ce of the General Counsel o
Re: 278-HQ-C1229736-VI0, 3/8/2006 bk

-

Details:vﬁﬂi By electronic communication (EC) dated 12/19/2005,0bZ
Division requested OGC review of a possible IOB error in bR

conjunction with an ongoing counterintelligence investigation.
The foilowing facts are derived from this EC.

iy

TS Oon 9/9/2005, FBI [::;;:]prepared a Naticnal Secnritu

Letter (NSL) to obtain subscriber information for

—

(UX;ZS(Tan 12/15/2005, FBI discovered that the
original NSL dated 9/9/2005 inadvertently requested information

for the wrong telephone number |

r

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/1982, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, 0GC,
respectively) report to the IOB all information “concerning
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive order or Presidential
directive.” This language was adopted verbatim from E.0. 12334,
dated 12/04/1981, when the IOB was known as the President's
Intelligence Oversight Board.

(U) By longstanding agreement between the FBI and the
ICB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the Attorney General's foreign counterintelligence
guidelines or other guidelines or regulations approved by the
Attorney General in accordance with E.O. 12333, if such provision
was designed in full or in part to ensure the protection of the
individual rights of a U.S. person. Violations of provisions
that are essentially administrative in nature need not be

s/B?xRET
2
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From: Office of the General Counsel

Re: 278-HQ-C1229736~VIO, 3/8/2006

reported to the I0B. The FBI is recuired, however, to maintain
records ¢f such administrative violations so that the Counsel to
the IOB may review them upon reguest.

{m "E&(In this case, this matter must be reported to the IOR
because F‘BIE::requested information on a number that had no *<
relevance to an ongoing investigation as required by statute. b7E
This error was compounded by the fact that the results from this
NSL were documented in an EC and subsequently entered into the
FBRI’s Telephone Applications database.

(U) Based upon these facts, in accordance with the NSIG and
the terms implementing the reporting requirements of Section 2.4
of EO 12863, it i1s our opinion that this error must be reported
to the IOB.
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SEXQET - 02
To:[ ] b7E
From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 3/8/2006

Lead(s):
Set Lead 1:
' b7 E
AT]

(U} Implement procedures to ensure the accuracy of
information contained in NST, reguests. Sequester all information
from this NSL with Chief Division Counsel, and purge all
information from F databases. NSLB will provide further

guidance to the CDC regarding the sequestered information.

Set Lead 2:

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) Coordinate with[:::::][ﬁjdsion to ensure that
appropriate procedures are in place to ensure the accuracy of
infermation contained in NSL requests and that the information is
properly sequestered and purged.

b2
h7E

1 - Ms. Thomas )
i - bé
1 - h7C
1 - NSLB Library

*

SEQ?ET
4

NSL VIO-585



March 8, 2006

Mr. Stephen Friedman

Chairman Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Friedman:

This letter forwards for your information a self-explanatory
enclosure entitled "Intelligence Oversight Board (10OB), Matter
2006- U

The enclosure sets forth details of investigative activity
which the FBI has determined was conducted cecntrary to the
Attorney General’s Guidelines for FBI Naticnal Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presiadential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

1 - 278-HQ-C1229736-VIO - | i"

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

wved from: G2
D ifyonsX1
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SECRET

Should you cr any memper of your staff require additional
infermation concerning this matter, an oral briefing will ke
arranged for you at your convenience. ()

Very truly yours,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

2 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

assify on:

NSL VIO-587
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INTELLIGENCE OVERSIGHT BOARD (IOBR) MATTER
DIVISION

bZ
108 MATTER 2006{  (u) 78
u . A . A
" ) M The: Division of the Federal Bureau of Investigaticn has
?4 reported a possible violation in conjunction with an ongoing

counterintelligence investigation.

By electronic communication (EC)

\ dated 12/19/2005';;|requested FBI Office of General Counsel review

I:U-V,of this possible error. The following facts are derived from this
EC.

bz

7E
(e ,T/B( On 9/9/2005, FBI[_____ Pprepared a National Security Letter b
L (NSI) to obtain snbscriber information Fmvll 6

\ ; b7C

TN

')%(On 12/15/2005, FBI |:|discovered that the original NSL >

(5]

NI

dated 9/9/2005 inadvertently reguested information for the wrona P:u
ol
I bo

b7C

-

)  this case, this matter must be reported to the IOR 1:>ecal,1seb"m

FBI

requested information on a number that had no relevance to an

b2 ongoing investigation as required by statute. This error was compounded

N7 E by the fact that the results from this NSL were documented in an EC and
subsequently entered into the FBI's Telephone Applications database.

(U) Based upon these facts,
terms implementing the
reporting requirements of Section 2.4 of EO 12863,

that this error must be reported to the IOB.

in accordance with the NSIG and the

it is our opinion

Den rortT G-3
Deetassify oim:
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 04/27/2006
To: General Counsel Attn: NSLB

From: Inspection

Internal Investigations Sects IPU, Rocm 865
Contact: CRS Ext. P
Approved By: | 1. 6
Drafted By: kas”
. Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 0
INSD/IIS TRACKIN 1802 e
OGC/IOBR# 200
Synopsis: (U) To report a potential Intelligence Oversight Board

(I0B) matter to the Office of General Counsel, National Security
Law Branch (NSLE).

tm”"Qﬁ Ders Fr  G-3
D ify 1
Reference: () 278-HO-C1229736-VI0O Seyial 1115 b2
(S) L7E
(U) 278-HQ-C1229736-VIO Serial 1257 bTA
Details: (U} The Internal Investigations Section (IIS) received
an EC from[____ Jpivision dated 12/19/2005, reporting a possible
IOB error. Based upon a review of the referenced EC it is the T
IIS's opinion the incident described therein is indicative of a LE

performance issue. Therefore, no internal investigation will be
conducted by the ITS and this matter is being relegated to the
NSLB for whatever action they deem appropriate.

4
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(Rev. 01-31-2003)
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/01/2006

To: l:l Attn: SAC (Personal Attention)

From: Inspection

Internal Inv ' i j IPU, Room 11865 Y
Contact: CRS Ext. [:::] N

Approved By: | f{
Drafted By: q&y
'fCase ID #: (U) 263-HQ-0-U - 441 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRAC 1802 A
OGC/IOB# 2006 D2

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

B i o Sy
D sify On:

Enclosure(s}: (U) 278-HQ-C1229736-VIO Serial 1115

Reference: (U) 278-HQ-C1229736-VIO Serial 1115
278-HQ-C1229736-VIO Serial 1257

Details: (U) Upon review of[::::::]Division's captioned report b7E
of a potential IOB violation, IIS did not find the mattexr

indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. IIS reccgnizes
and appreciates that this matter was brought to our attenticon as
reguired by the revisions mandated by National Security Law
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

+*
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U.S. Departmer  f Justice

Office of the In:speclor General

November 22, 2006

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

FROM: Glenn G. Powell

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007001069

L1 [

Subject: Unidentified
ivision

FBI No. 263-HQ-0-U-441

b2
p7E

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in afl
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment
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b7E
CIG - INVESTIGATIONS DIVISION - Complaint rorm OIG NC.:E:]689—2007—001069-M
AR R
Received By: Date Received: 04/20/2006 How Received: A
SUBTECT: Unidensiti b6
SUBJECT: Unidentitied, FBI e SSNO:
Title: UNID L/ ay plan: D.O.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home: B.C.P.No.:
Fhene: ZIP: L/L No.:
Work: Offenses: 659
Phone: ZIP:
COMPLAINANT: | | SSNO:
Title: ATTY Pay Plan: D.0.B.:
Component : FBI EOD Date: Alien No.: bhé
Misc: F.B.I.No.: -
Home : I I B.O.P.No.: B7C
Phone: {} - ZIP:l I /L No.: b2
Work: ,
Pnone: | | ZIP: .
Contidential: Revealed: Authority: none
T T
Details:
The FBI provided information regarding a potential IOB matter. oY
o . . . b7
Cn 9/9/0%, FBI[::::::]D1V151on prepared a National Security Letter (NSL) to obtain s

supscriber intormation. On 12/15/05, 1t was cdiscovered that the NSL 1nadvertently requested
information for the wrong telephone number.

ALLEGATIONS: | I IOB Violation
Occurrence Date: 09/09/2008 TIME: bz

CITY: | State:[:::] v Z1p: L7E

C

DISPCSITION DATA: Dispcsition: M Date: 04/26/2006 Approval: POWELL, ?ﬁgﬁy G
Referred to Agency: FBI Date Sent: 11./21/2006  Component: FBI
Patriot Act: N Civil Rights: N Cexponent Number:
Sensitive: N Whistleblower: N Consolidated Case Number:
Remarks:

11/21/06: Predicating material contains classified information which will be stored in a
secure container at OIG/INV/HQ. (stp)

NSL VIO-592
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and singular in nature. No dissemination is to be made outside 7%
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| b1l
o]
b7C
p7A
b2
p7E
, b7D
bo %
b7C —
oo bberdey
Ao e .
1";*§;‘_’}'1J‘ ;111 03 i, 7&0 E)( ‘(* a2 ke 'S’S /’



SPSRET
Inspection From:

(U) 278-HQ-C1229736-VIO, 02/02/2006
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To: Inspection From:
Re: (Uy 278-HQ-C122973%-VI0, 02/02/2006
LEAD(s) :

Set Lead 1: (Info)

ALL RECEIVING QFFICES

(U) For information only.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/07/06
To: |::| Attn: SAC, COC
From: General Counsel

National Security Affairs/Room 7947 wo

/
<

Contact: Julie F. Thomas

b7E
. . b6
Approved By: Thomas Julie F 70
Drafted By: b1
Case ID #: (U) 278-HQ-C1229736-VIO ot o)t
(S) b7E
m b7A
Title: "' }&{  POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER
| 2006 i~
(.
Synopsis: Z%(: It is the opinion of the Office of the General
Counsel (OGC) that no error was committed in this matter, and
therefore nothing need be reported to the ICR. A record of this
decision should be maintained in the investigation ccntrol file
for review Py the Counsel to the IOB.
(U) Der r +—G-3 T
D sify On: nl
.
Reference: (U) 278-HQ-C1229736-VI0 Sevial 1157 5§F
() N
7R
Details: (S} bl
ol
p7C
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b7E
D7D
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To: From: General Counsel
Re: B 278-HQ-C1229736-VI0, 3/07/06
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(U) Section 2.4 of Executive Order (E.O.) 12863, o7C
dated 09/13/1993, mandates that Inspectors General and General DA
Counsel of the Intelligence Community components (in the FBI,

the Assistant Director, INSD, and the General Counsel, OGC,

respectively) report to the IOB “concerning intelligence

activities that they have reason to believe may be unlawful or

contrary to Executive order or Presidential directive.” This

language was adopted verbatim from E.O. 12334, dated 12/04,/1981,

when the IOB was known as the President's Intelligence Oversight

Board (PIOB). By longstanding agreement between the FRI and the

IOB, this language has been interpreted to mandate the reporting

sHSRET
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(8)
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o)
To: From: General Counsel nTE
Rﬁiujf 278-HQ-C1229736-VIO, 3/07/06 -

of any violation of a provision of The Attorney General's
Guidelines for FBI National Security Investigations and Foreign
Intelligence Collection (NSIG), cr other guidelines or
regulations approved by the Attorney General in accordance with
E.0. 12333, dated 12/04/1981, if such provision was designed in
full or in part to ensure the protecticn of the individual rights
of U.S. persons.

. bl
7></”Tha NSTE rynaideg that
fncluding the
echniques listed 1in Part V of These Guldeiines..." Section
II.D.3. These technigues include the issuance c¢f National
Security Letters. NSIG, Section V.12,
(Sd
bl
be
bi7C
biDh
L7A

We do not believe that any of these actions constitutes a
violation of the NSIG or any other guidelines or regulations
approved by the Attorney General in accord with E.C. 12333.

(U) Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4 of
EO 12863, it 1s our opinion that there was no error committed and
thus nothing should be reported to the IOB in this matter. A
record of this decision should be maintained in the control file
for future review by the Counsel to the IOB.

Set Lead 1: (Info)
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To: From: General Counsel
Re: , 278-HQ-C1229736-VIO, 3/07/06
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{Rev, 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 04/27/2006
To: General Counsel Attn: NSILB
ne
From: 1Inspection n7C
Internal Invegtigations Section. IPU, Room 11865 52
Contact: CRS| | exe. ] LE
LAY
Approved By: A
Drafted By: kas
.“Case ID #: (U) 278-HQ-C1229736-VIO  (Pending)
Title: () INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING# 1806
OGC/IOB# 2006

Synopsis: (U) To report a potential Intelligence Oversight Board
(ICB) matter to the Office of General Counsel, National Security
Law Branch (NSLB}.

Reference: (U 278-~-HQ-C1229736-VIO Serial 1157
278-HQ-C1229736-VIO Serial 1231

Details: Internal Investigations Section (IIS) received 02z
an EC frtm1ﬁf:ffijivision dated 02/02/2006, reporting a possible 7
ICB error. Based upon a review of the referenced EC it is the

IIS's opinion the incident described therein is not indicative of
willful misconduct. Therefore, no internal investigation will be
conducted by the TIS and this matter is being relegated to the

NSLB for whatever action they deem appropriate.

R
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/01/2006

To: I____l Attn: SAC (Personal Attention)

From: Inspection h2
Internal Investigations Section, IPU, Room 11865 P7E

Contact: CRS| | Ext.[ e

F AV

-
@)

Approved By: ”E

Drafted By: ﬂgs/

4

“/ case ID #: (U)  263-HQ-0-U - 442 (Pending)

Title: {U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 1806

oce/T0B# 2006 ] b2

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter 1s returned to the field for
corrective action as appropriate. Case closed at IIS.

MR EmrmeeT
Dec y On:

Enclosure(s): (J) 278-HQ-C1229736-VIO Serial 1157

Reference: (U) 278-HQ-C1229736-VIO Serial 1157
278-HQ-C1229736-VIO Serial 1231 b2

~

Details: (U) Upon review of[:;;;;JDivision's captioned report
of a potential IOBR violation, id not find the matter

indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by

National Security Law Branch/OGC EC, dated 03/18/2005
{(319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.
+*
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U.S. Departmer  f Justice

Office of the Inspector General

ol

DATE: November 22, 2006

TO: Kenneth W. Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation

FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007001072
Subject: Unidentified
Division

Q-0-U-442

0.

. We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OI1G.

This matter is referred to your agency for investigation. Please provide the O1G
with a copy of your final report on this matter.

]

This complaint will be investigated by the OIG.

]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached QIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is net contemplated, the subject of an investigation does not have 2
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment
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L
1G - INVESTIGATIONS DIVISION - Complaint Form 01G No. [ }689-2007-001072-M b7E
P
ecei1ved By:! i 6  Date Received: 04/20/2006 How Recelved: A
b7C
UBJ=CT: Unidentitied, FBI SENO:
1tle: UNID Pay Plan: D.O.B.:
omponent: FBI EOD Date: Alien No.:
i1sC: F.B.1.No.:
ome: B.O.P.No.:
hone: ZIP: D/L No.:
ork: Offenses: 689
*hone: ZIE:
SOMPLAINANT: Thomas, Julle F SSNO:
fi1tie: EXECG Pay Plan: D.0.B.:
omponent: FBI EOD Date: Alzen No.: oo
A18C: F.B.1I.No.: n7C
Jome: L_ I B.O.P.No.: 0no
Phone: () - zIP+] | 2/L No.:
Work: , .
Phone : | ZIP:
Contidential: Revealed: Authority: none
L S ——
Detaiis: ‘
(S)The FBI provided information regarding a potential IOB matter. bl
L
ALLEGATIONS: 689 IOB Viclation
Occurrence Date: 02/02/2006 TIME: b
CcITY | State:l ] ) o Zip:
E b7 E 5
DISPOSITION DATA: Disposition: M Date: 04/20/2006 Approval: POWELL, GLENN G
e
Referred to Agency: rBI Date Sent: 11/21/2006 Component: FBI
Patriot Rct: N Civil Richts: N Component Number: 263-HQ-0-U-442
Sensitive: N Whistleblower: N Consolidated Case Number:
Remarks:
11/21/06: Predicating material contains classitied inftormation which will be maintained in
a secure container at OIG/INV/HQ. (stp)
NSL VIO-603
11:08:22



(Rev. 01-31-2003)

|I,UI|| - ?itle: (S)

SE/QET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

i T
AT
Py

Date: 10/26/2005

To: Counterintelligence Attn: C(CD-4D, SSA
General Counsel Attn: NSLB
INSD Attn: IIS o
TR
From: | | b 5
Squad 23 06
Contact: SA p7C
Approved By:
Drafted By: rmy
Case ID #: (9)
{my 8L ~Z78-HO-CILZ229736 (Pending)

Synopsis: To advise FBIH
be reportable to the IOB. The

\ . L .

that could conceivakly
Division sgent an NSL

requesting records for an email

records of the internet domain a
not the subject's email.

address believed to be the
subject's work email address, however the company returned the

unt
is

of the subject's employer,
forwarding the facts

surrounding this incident to FBIHQ to determine whether there is

a reportable IOB violation.

tui)éi Deriv¥

(8) De y On: 1

(8).

A copy ©of the original National Secufity

Letter cover EC; a copy of the National Security Letter; .and a

conyv af the EC documenting the collection of records frod
and submission of results to the file.

Details:..

1
?

{

i . On February 11, 2005, SA
--National Sécurity Letter (NSL) be draft
¥

o DAL ST e spsmen
b6

Hda 0510y’

b2
k7E

bl
b7D

e; ;or .

NSL VIO-604 O

(&)

b6
b7C
bl

Y

pTh



(8-

(g L

SESRET b2
b

To: Counterintelligence From: | | "1
Re: S 10/26/2005
s) b7a
b1
7D
TR
|
bl
o)
p7E
b7A
k7D
ol
(S) b6
B7C
b2
L7E
b7 F
iU3~“WS?§f/ On or around October 13, 2005, SA asked SA
| | who is assigned to the FBI Squad 22,
Cyber Squad, to assist in reviewing the records to determine what D2
information the documents provided. Upon review, it was h7E
_determined that the documents provided no informatioif | bl
, Upon this discovery, SA blé‘
[consulted with SoA| ho referred the issue to Db7TD
CDC | | oo | subsequently advised hé
that This matter should be referred to FBIHQ to determine if this 1Sie
is an IOB violation and that the documents in guestion should be o
sealed.
Wﬁ*)ﬁs On October 26, 2005, SPXE;:;;]waS advised of CDC 06
| fnstructions and sealed the documents in an B0
ﬁ%&gﬂr
2

NSL VIO-605



To: Counterintelligence I

Re: (S)

envelope. This sealed envelope will be placed into the file

pending further instructions.

SMET

m:
10/26/2005

s y&RET
3

NSL VIO-606

~J -~ RO

TS

oo oo



To: Coupterintellicgenca Iix

SEB&FT
m: |

Re: (8)

10/26/2005

LEAD(8) :
Set Lead 1: (Info)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

iUJ»...M Read and clear.

Set Lead 2: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

“-”“->8Q Read and Clear.

Set Lead 3: (Info)

—
H
98]

AT INSD

iy M Read and clear.

+*

SPCRET

NSL VIO-607
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(01/26/194K)

Precedence: ROUTINE

To: Director's Office
Inspecticn
From: General Counsel

SPERET

FEDERAL BUREAU OF INVESTIGATION

Date: 3/241/06
Attn: IIS
b2
Attn: CDC B7E
b6

National Security Affzirs/Room 7947

Contact:

Approved By: Thomas Ju

lie F

Julie F. Thomas

Drafted By:

Case ID #(.U) <)

278-HO-C1229736-y1g - L ¢

/////

(S))

Title: (U} - POSSIB

LE INTELLI

20061

o
(-

Synopsis: )
Counsel (0OGC)

It is the opinion of the Office of the
that the above-referenced matter must be

~

_
/B
i

=l e

o
o

‘

GZNCE OVERSIGH'! BOARD MATTER

Generat:
reported

to the IOB and to the FBI's Office cof Professional Responsibility

Reference: ‘(3¢ 278-HQ-C1229736 Serial 2526

(OPR) .
to the IOB.
(U)
(1T
DetailJUl% As noted
matter has _arisen as a
issued by in

investigation.

in the ele
result

a full file

;’écRET

ctronic¢ communication

0l a Naticnal Security Letter

1d counterintelligence

0IG/DOJ REVIEW:

OGC will prepare and deliver the required correspondence
Our analysis folliows.

D §sify On:?

(EC), this

(NSL)

bo
p7C

o | L1

b2
b7E

FB INVESTIGAT ™ ~

0IG/DOJ INVESTIGATION:

NSL VIO-608



Sﬁ&RET

930
To: From: General Counsel H7E
Re: | 278-HQ-C1229736-VIO, 3/24/2006
1)
| )
bl
b7k
b6
oC
DA
(S) bl
bz
bk
bVA
(s)|
| Upon ™
review, it was discovered that the documents provided no :;
information for] I o
b7E
mrwmwagi The matter was referred to the CDC, who advised
that it should be directed to FRIHQ, and that the documents in
guestion should be sealed.
ZE(:On October 26, 2006, the documents were sealed and
placed in the file pending further instructions.
(8) As required by Executive Order (E.O.) 12863 and
Section 2-56 of the National Foreign Intelligence Proqram Manual b1
(NEIPM), OGC was tasked to determine whether the erroneous B7D
production by of records unrelated to the -
subject but peftaining to | |is a matter which

must be reported to the IOB. .t is.

S%?RFT
2

NSL VIO-609



ﬁwékgr
To: From: General Counsel
Re: “BEQ-C1229736-VI0, 3/24/2006
-

(8% Section 2.4 of E.O. 12863, dated 9/13/1993.
mandates that Inspectors General and Gencral Counsel cf the
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division, and the General Counsel, OGC,
respectively) report to the IOB all informaticon "concerning
intelligence activities that they have reason to believe may be
uniawful or centrary to -Executive Order or Presidential

e
-3 D2

v~
o
&3

directive " Tn this instance, the errconeous production by
of records unrelated to the subject, but
pertaining to[ | was done without the

authorization reqguired by law. Conseguently, in accordance with
E.0. 12863 and Section 2-56 of the NFIPM, the error must be
reported to the IOB, which this Office will do.

NSL VIO-610



SRORET

To: | | From: General Counsel
Re: F®)27B-HQ-C1229736-V1O, 3/24/2006
{m-

Set Lead 1: (Action)

3]

Set Lead 2: (Discretionary)
INSPECTION

AT WASHINGTON, D.C.

(U) For appropriate action.

- _Ms. Thomas

I S =
|

- —IUB LIDrary

S?éRET

NSL VIO-611
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BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
Room 5020

New Executive Office Builiding
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Friedman:
This letter forwards for your information a self-

explanatory enclosure entitled, "Intelligence Oversight Board
(IOB} Matter, IOB 2006 (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
IBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

1 - 278-HQ-C1229736-VIO ~ {5

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

Deriv : ulti Urces
Decl | T March ;
SefEr

NSL VIO-612

N3



Should you cr any member of your staff require
additional information ccncerning this matter, an oral oriefing
will be arranged for you at your convenience.

Sincerely,

Julle F. Thomas
Deputy Genreral Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr., James A. Baker III
Counsel for Intelligence Policy and Review
U.S. Department of Justice
Room 6000

NSL VIO-613



;}SSRET
INTELLIGENCE OV GHT BOARD (IORB) MATTER
FIELD OFFICE

b
e i0B MATTER 2006{  |s) {8} b

-1 Do

””;%<; The Fiela Office of the Federal Bureau
of Investigation has reported an error in conjupnction with a
(S:I response to 5 National Security Letter (NSL

pursuant to theE NSL, dia Lot

{U) This matter has been reported to the FBI's Office
of Procfessional Responsibility for appropriate action.

DerI : G-3
D sify on:

SECRET

#oorer

NSL VIO-614
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/11/2006
To: General Counsel Attn: NSLB
From: Inspection
Internal Investigations Section, IPU, 11865
Contact: CRSI IExt.
Approved By:r hf. b
Iy
Drafted By: | b
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (U INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRAC 2118 o
OGC/IOB# 2006-

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOBR) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U} 278-HQ-C1229736 Serial 2526
278-HQ-C1229736-VI0O Serial 1315

Details: (U) The Internal Investigations Section (IIS) received
an EC from Baltimore Division dated 10/26/2005, reporting a
possible IOB errcor. Based upon a review of the referenced EC it
is the IIS's opinion the incident described therein ig not
indicative of willful misconduct. Therefore, no internal
investigation will be conducted by the IIS and this matter is
being relegated to the NSLB for whatever action they deem
appropriate.

*"

NSL VIO-615
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(Rev. 01-31:2003)
SEPRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/11/2006

To: | | Attn: SAC (Persocnal Attention)

From: Inspection
Internal Investigations Section, IPU, Room 11865

Contact: CRS | | Ext. E:::] b2
Hh7E
Approved By: | i b
t/'/
b7C
Drafted By: | Idhg
./ case ID #: (U)  263-HQ-0-U-4So(Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/ITIS TRACKINGH# 2118
OGC/IOR# 2006 b2
Synopsis: (U) To advise that captioned reporting of potential

Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at 1IS.

) >ﬁz §ify On:

Enclosure(s): (S)
{(U) 278-HQ-C1229736 Serial 2526

bl
Reference: (S) b2
{U) 278-HQ-CI229736 Gerial ZbZ6 b7E
(U)  278-HO-C1229734-VIQ Serial 13315 b7 A
(S) R
Details: (U) Upon review of [_______ |Division's captioned ho

report of a potential IOB viclation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

b7E

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 03/18/2005
{(319X-HQ-A1487720 serial 6).

134

SEBRET
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U.S. Departme.  of Justice

Office of the Inspector General

Washington, D.C. 20530

DATE: November 15, 2006

TO: Kenneth W, Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation

£
Fo

s

’
Yl e

g
St 5

FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2006008196

Subject: Unidentified
T Ibivision

FBI No. 263-0-U-450 BTE

2
7

O

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or firal action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the O1G
with a copy of vour final report on this matter.

]

D This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
1G Actor because an individual has (2) requested confidentiality or (b) expressed a fear of reprisal. [f you
belicve that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an O1G Report/Referral or to the identitics of complainants or witnesses, and that, in all

cases, complainants and witnesses arc entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-617



b2

o b7E
689-2006-0081%6-M

0IC - INVESTIGATIONS DIVISION - Complaint Form

L b'

Recelved By| | T O Date Received: 05/11/2006 How Received: A
SUBJECT: Unidentified, FBI SSNO:
Title: UNID Pay Plan: D.O.B.:
Component: FRI EOD Date: Alien No.:
Misc: F.B.I.No.:

Honme : B.O.P.No.:
Phone: ZIP: D/L Ko.:
Work: Offenses: 689
Phene: ZIP:

COMPLAINANT: Thomas, Julie F SSNO :
Titcle: ATTY Pay Plan: D.0O.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:

Home : B.O.P.No.:
Phone: Z21P: D/L No.:
Work: General Counsel,

Phone: ZIP: )
Confidential: Revealed: Authority: none

Details:

unauthorized information.

s

The FBI provided information reporting a possible IOB matter regarding the interception of
As a conseguence cf an error on the part of a communications

—

carrier, the FBI unintentionally obtained unauthorized information.
ALLEGATIONS: 689 IOB Violation
Occurrence Date: §2/16/2005 TIME : b2
CITY | State: BTE Zip:
E T— T
DISPCSITION DATA: Disposition: M Date: 04/27/2006 Approval: POWELL, GLENN G

e

Referred to Agency: FBL Date Sent: 11/15/2006 Component : FBI

Patriot Act: N Civil Rights: N

Sensitive: N Whistleblower: N

Component Number:

Consolidated Case Number:

Remavks:

11/15/06- Sent to Kaiser/FBT/INSD.
in a secure container.

Predicating material will be wmaintained within CIG/INV

Paae 1 orf 1

NSL VIO-618
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tRev L 1-31-2003)

Precedence ROUTINE
v

To: -nspectiocn
General Coursel

From:

Chief Div:
Contact:

sion

SECRET

FEDERAL BUREAU OF INVESTIGATION

Counsel

Attn:
Attn:

II

Date:

S

NSLB

03/27/

Approved By:

",

(ow b2
2006
bi?*
b/
bb
b7C

Drafted By: P bl
b2

Case ID #: (S) _ b7E

iUFEQj ZT8-R(0-CIZ28736 (Pending) i >} bR
Title:ﬂ”>%f POSSIBLE INTELLIGENCE OVERSIGHT ROARD MATTER, (IQOB)

5 ' oc
(Ui"%_\ bh7C
Synopsiéfz:}gi: NSL directed at incorrect *eleohone number.
De s1fy On:
81 3 o1

Details: {S;

el bl
LTA

o) .

(s) | pl
bo
b7C
07D
oA

X b

| ;! o

VAT - B L

oC Il T @fe'ff*@é o
CR* M‘S[u’i(oe et ]
b6 ~NSLVI0-619/

S St V1L R0




sgﬁ@nw

To Inspection Frome 4J 'i

Re 'S} 03/27/2006 =
L7E
DTA

W ><{ on 03/23/2006, case agent received the toll
records results on a CD. On 03/24/2006 case agent opened the
toil record results on his computer and immediately noticed the
discrepancy in the telephone number. The case agent immediately
notified nis supervisor and put the original CD in a CD box which
was then sealed and submitted to the custody of the Chief
Division Ccunsel. ‘

tUV:&K{ Nothing from the original NSL weas uplcaded. No
personal or ldentifyinc information on the incorrect telephone
number was uploaded into ACS from the NSL return. Additionally,
No ACS checks, IDW,::l or other restricted government data base p2
checxs were done on any information from the NSL return. Also,
nO Open source or internet checks were done on the information.

Cm“ng(: A copy ¢f the original NSL as well as the
resultant information 1is being maintained in the Chief Division
Ccunsel's safe.

iUL;S( As nothing from the NSL has been reviewed, A/SAC b2
recommends no administrative action be taker in this H7E

s§;¥®T

NSL VIO-620
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LEAD (s) :
Set Lead 1: (Info)

INSPECTICN

3

T WASHINGTON, DC

(U} Read and clear.
Set Lead 2: (Info)

GENERAL COUNSEL

AT WASEINGTON, DBC

(U) Read and clear.

*

NSL VIO-621
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{Rev. 01-31-2003)
SESRET

FEDERAL BUREAU OF INVESTIGATION

b2
Precedence: ROUTINE Date: 04/18/2006 b7E
To: Attn: CDC b6
SSA biC
SA
Counterintelligence Attn: CD-2A, UCI l
Inspection Attn: IIS, CRS

From: Office of the General Counsel
NSLB/CILU/Room_7947
Contact: AGC

Approved By: _Thomas Julie F

Drafted By:

Title - INTELLIGENCE OVERSIGHT RBROARD
iy B MATTER 2006-280

5ynopsis:wjagi It is the opinion of the Office of the General Counsel
(OGC) that this matter must be reported to the Intelligence Oversight
Board (IOB). OGC will prepare and deliver the necessary
correspondence to the IOB.

v TR o2
D ssify On: JL

TE

7

D,
Pt

et

D
Reference: (S) b

oo : ‘ b2
Details: ;ﬁi By electronic communication (EC) dated 03/27/2006, the h7E
[ | Field office [requested that OGC review the '
‘Lacts of the captioned matter and determine whether it warrants

FBI INVESTIGATION: __ /%2,
0IG/DOJ INVESTIGATION:N
shesr

I g -G NSL VIO-622
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sE;éRET o~

To: From: Office of the General Counsel b7E
Re: 278-HQ-C1229736~VIO, 04/18/2006

reporting to the ICB.'! In our cpinion, it does. Our analysis
follows.
bl
(S) P2
b7E
DA

]

i

5

On 02/09/2006, during the course of the investigation,
a case agent forwarded an email to an investigative support specialist
(ISS) asking the ISS to create National Security Letters (NSL) for two
telephone numbers that were associated with the subject of the
investigation. On 02/13/2006, the ISS created NSLs for the two

telephone numbers. Due to ar inadvertent errcr, however, one of the 11
telephone numbers was erronecugly tranaeribhod # PhaeN0T ith the .
errcneous telephone number was it

(Uh::Si: On 03/23/2006, the case agent received the tell records
on a CD. On 03/24/2006, the case agent opened the tcll records and
immedliately noticed the discrepancy in the telephone number. The case
agent promptly notified his supervisor and placed the original CD in a
CD box. The CD box was sealed and submitted to the custody of the
Chief Division Counsel.

‘m““:PK( Nothing from the original NSL was uploaded.
Specifically, no personal or identifying information on the incorrect

telephone number wag._uploaded into ACS from the NSL return. Further, b2
no ACS checks, ILW, or other restricted government data base
checks were performeo on any information from the NSL return.

(U} b2
' 359 EC from| |to 0cG dated 03/27/2006 and W
titled "Possible Intelligence Oversight Board Matter, (IOB) SA o7E
ssa | DIk

! (U) A “United States person” (USP)is defined in Section
101 (1) of FISA (codified at 50 U.S.C. § 1801 et seq.) as “a
citizen of the United States [or] an alien lawfully admitted for
permanent residence (as defined in section 101 (a) (20} of the
Immigration and Naturalization Act) ”

* (U) In order to avoid any further dissemination of this
incorrect telephone number, the number is not being listed in

this document.
?ﬁCRET

2
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s?éRET
To: I | From: Office of the General Counsel b%E
Re: 278-HQ-C1229%736-VIO, 04/18/2006 '

Finally, no open source or internet checks were conducted on the
information.

EU)””ESi A copy of the original NSL and the information received
are being maintained by the Chief Division Counsel in his safe.

{U) Section 2.4 of Executive Order (EO) 12863, dated
09/13/1993, mandates that Inspectors General and General Counsel of
the Intelligence Community comporents {(in the FBI, the Assistant
Director, INSD, and the General Counsel, 0GC, respectively) report to
the I0OB intelligence activities that they have reason to believe may
be unlawful or contrary to Executive order or Presidential directive.
This language was adopted verbatim from EO 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight Board
(PIOB) .

(U) By longstanding agreement between the FBI and the IOB
(and its predecessor, the PIOB), this language has been interpreted to
mandate the reporting of any violation of a provisicon cf The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Coliection {NSIG), or other guidelines or
regqulations approved by the Attorney General in accordance with EO
12333, dated 12/04/1981, if such provision was designed in full or in
part to ensure the protection of the individual rights of U.S.
persons. Violations of provisions that are essentially administrative
in nature need not be reported to the IOB. The IBI is required,
however, to maintain records of such administrative violations so that
the Counsel to the IOB may review them upon request.

(g i%ﬁ NSLs are administrative subpoenas that allow the FBI tc
obtain three types of information: (1) telephcne and email
communication records from telephone companies and internet service
providers (Electronic Communications Privacy Act (ECPA)) (18 U.S.C.

§ 2709); (2) financial institution records (Right to Financial Privacy
Act) (12 U.S.C. § 3414(a) (5)(A)); and (3) credit bureau information
{(Fair Credit Reporting Act) (15 U.S5.C. § 168lu (a), (b)). ECPA, 18
U.s.C. § 2709, provides that the FBI may seek toll billing information
from telephone carriers that 1is relevant to an authorized national
security investigation. Section V.1Z., Investigative Techniques, of
the NSIG provides that NSLs may be issued in conformity with statutory
requirements, including 18 U.S.C. § 2709.

tUh”i}ﬁ: In this situation, the information obtained by the FBI
was not relevant to an authorized naticnal security investigation.
Due to the incorrect number stated in the NSL, the FBI received
telephone toll billing records pertaining to a telephone number that
was neither under investigation nor related to an investigation.

e

3
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b2
To: From: Office of the General Counsel b7
Re: Z/B8-HQ-CILZZ9736~-VIO, 04/18/2006 Mo
Therefore, the information was improperly collected, although
prop Y g
unintentionally so, in violation of the NSIC and ECPA.
(U) ¢ Tt should be noted that response in

receiving the erroneous information was commendable. Upon receiving
the incorrect toll records, the case agent immediately noticed the
discrepancy, notified his supervisor, and placed the original CD in a
CD box. Proper procedures were then undertazken by sealing the CD box
and submitting the box to the Chief Division Counsel's custody. No
personal or identifying information con the incorrect telephone number
was aded into ACS from the NSL return. Further, no ACS checks,
IDw,l or other restricted goverrnment data base checks were
performed on any information from the NSL return. Finally, no open
source cr internet checks were conducted on the information.

(U) Here, the target's rights were not viclated because he
was not the subject of the improperly collected information. It is
unknown whether the erroneous information received pertained to a
Unired States Person, inasmuch as there has been no review of the
informaticn. Nonetheless, based upcn the fact that information which
may be about a USP was improperly, although inadvertently, collected,
and in accordance with the reporting requirements of Section 2.4 of
Executive Order 12863, 0OGC will prepare a cover letter and a
memcrandum to report this matter to the IOB.

SESRET

NSL VIO-625
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%QRET

o)
To: From: Office of the General Counsel PTF
Re: 278-H0O-C12297/36-VIC, 04/18/2006 -
LEAD(s) :
Set Lead 1: (Action)
INSPECTION
AT WASHINGTON, DC
(U) For action deemed appropriate.
Set Lead 2: {Info)
COUNTERINTELLIGENCE
AT WASHINGTON, DC
{G) For information.
Set Lead 3: (Action) b2
DR

| |
a1

(U} The CDC should continue to retain custody of the improperly
received information. This information should continue to remain

sealed and sequestered in the CDC's safe until further direction from
OGC.

cec: Ms. Thomas b6

IOB Library
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BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 50209

New Zxecutive Office Bullding
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Encleosed for your information is a self-explanatory b2
memorandum entitled “Intelligence Oversight Board Matter =

2006<|::|"“'}{U)

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI roreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a

determination of whether any administrative action is warranted.
(U)

Enclosure
v
]

1 - 278-H0-C1229736-vI0o— {3
UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

Derx om. - =
De ity On:

SERRET_
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e

Should you oxr any member of your staff reqguire additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Heonorable Albertc R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Cffice c¢f Inteiligence Policy and Review
U.S5. Department of Justice
Room 6150

“eEvETe.
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SCRET

INTELLIGENCE OVFRSTGHT BCARD (IOBR) MATTER

IELD OFFICE bz
TOB MATTER 2006- __ Ju) BB
bl
sy f b2
DR
bh7A
On Februvary 2, 2006,
an FBI case agent
Iorwarded an email to an FBI investigative suppert speclalist
{I88) asking the ISS to create National Security Letters (NSL;
for two telephone numbers that were associated with the subject
of the investigatiecn. On February 13, 2006, the ISS created NSLs
for the twc telephone numbers. Due to an inadvertent error,
however, one of the telephone numbers was erroneously
transcribed The NST swith the erronecus telephone number was bl
b7D

ST’

iub'“:hii Due to the incorrect number stated in the NSL, the
FBI received telephone toll billing records pertaining to a
telephone number that was neither under investigation nor related
to an investigation. The error was discovered upon receipt of
the information, and the records were neither reviewed nor used
for any investigative purpose. Despite the inadvertent nature of
the mistake, the fact remains that informstion was improperly
collected on a telephone number unrelated tc an investigation.
The overcollection was a viclation of Section V.12. of The
Attorney General's Guidelines for FRI Natioconal Security
Investigations _and Foreign Intelligence Collection.' Thus, the
matter is being reported to the IOB.

DeTs from+—G-3
Dec ity om—xX=l
SEE;QT

— (1)~

b Section V.12. authorizes use of National Security

Letters in conformity with 18 U.S.C. § 2709 (relating to
subscriber informaticn, toll billing records, and electronic
communication transactional records). The statute requires that
information sought is relevant to an authorized national security

investigation.
s&gm‘
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(Rev. 01-31-2003}

FEDERAL BUREAU OF INVESTIGATION

!

Precedence: ROUTINE Date: 05/15/2006
To: General Counsel Attn: NSLB
From: Inspection

Internal Invegtigations Section  TPU, Room 11865

Contact: CRSl __J Ext.

b2

Approved By:147 k‘ n6
Drafted By: | lbég/

&
o~

Case ID #: (U) 278-HQ-C1225736-VIO {Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2022 no
OGC/IOB# 2006

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB) .

Reference: (U) 278-HQ-C1229736 Serial 2540
278-HQ-C1229736-VIO Serial 1346

Details: U) The Interpal Investigations Section (IIS) received

an EC fromi iDivision dated 03/27/2006, reporting a b2
possible IOR error. Based upon a review of the referenced EC it DTE
is the IIS's opinion the incident described therein is indicative

of a performance issue. Therefore, no internal investigation

will be conducted by the IIS and this matter is being relegated

to the NSLB for whatever action they deem appropriate.

L X2
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{Rev. 01-31-2003)

SEerET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/15/2006
To: [ l Attn: SAC (Personal Attention)
b2
From: Inspection D7F
Internal Investigations Section, IPU, 1865 b
Contact: CRS| | Ext . ‘i;ﬁ
e
Approved By: r_ AJ
Drafted By: y@z
" Case ID #: (U) 263-HQ-0-U - 454 (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH 2022
OGC/IOB# 2006[::::] b2
Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violatiocn has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful wmisconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.
sify On:
Enclosure(s): (U) 278-HQ-C1229736 Serial 25490
Reference: (U) 278-HQ-C1229736 Serial 2540
278-HQ-C1229736-VIO Serial 1346

b2

Details: (U) Upon review of _JDivision's captioned NTE

report of a potential IOB vioIation, 115 did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U} IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.
124
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U.S. Departme. f Justice

Office of the Inspector General

DATE: November 21, 2006

TO: Kenneth W, Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation

FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division

. We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

L

This complaint will be investigated by the OIG.

[]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (2) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants er witnesses, and that, in all

cases, complainants 2nd witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment
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Form 01G NO.:D689-2007-001022-M

G1G - INVESTIGATICNS DIVISION - Complaint

"‘-.-'---T========!=!!====1 —
Received By: Co

Date Received: 05/11/2006 How Received: A
L7C
SUBJECT: Unidentitied, FBI SSNO:
Trtie: UNID Pay Plan: D.O.B.:
Compoenent: FBT EOD Date: Alien No.:
Misc: F.B.I.No.:
Home: B.0.?P.No.:
Phone: Z1p: D/L Nc.:
Work : Offenses: 689
Fhone: ZI1P:
COMPLAINANT:' SSNO:l |
Title: ATTY Pay Plan: D.0.8. |
Component: FBI EOD Date: Alien No.: .
Misc: F.B.I.No.: O
Home: | | B.O.P.NO. : 06
Pnone: () - Z1p: | | D/L ¥No.: h7C
Work: , ,
prncne: | ZID:
ContidelrcrarT Revealed: Authority: none
. . M —
Details: (5 |
The FBI provided informatioﬁ“regarding a potential IOB matter. ol
On 2/9/06, during the course of in thergi _JDivision, a case b7k
agent requested an Investigative Support Specialist {ISS} tec create National Security 17D
Letters (NSL) for two telephone numbers. The ISS inadvertently transcribed one of the o
I:5:'_"tel-enhone mbers incorrectly and the NSL with the erroneous telephone - ~bej. ?‘ffi
ALLEGATIONS: 689 IOB Violation

Occurrence Date: 02/13/2006 TIME:

b2
cry [ scare. [ ] oTE
E [

CISPOSITION DATA: 05/11/2006

Z1p:

Disposition: M Date: Approval: POWELL, GLENN G

e

Referred to Agency: =3I Date Sent: 11/20/2006 Component: FBI

Patriot Act: N Civii Rights: N Component Number: 263-HQ-0-U-454

Sens:tive: N Whistlieblower: y Consolidated Case Number:

REMarks:

11/20/06: The predicating material contains classified information which is being stored
in a secure container at OIG/INV/HQ.

NSL VIO-633
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{Rev. 01-31-2003)

(5] g

(81

P
}

——

FEDERAL BUREAU OF INVESTIGATION £ 7fiy

]
W

(R

Precedence: ROUTINE Date: 03/13/2006
To: Counterinteliligence Attn: CD-2C, SSA

General Counsel Attn: NSLB

Inspection Attn: IIS
From:

Sguad 23
Contact: SAl

NP
Approved By: pﬂ

Drafted By: | _eryb4

Dz
Case ID #: (S)' o5 T
)y v\

m  PR]  278-HQ-C1229736-VIO (Pending

Title: (s)

Tl
SynopsisE JIE?::TO advise FBIHQ of facts that could
conceivably be reportable to the IOB. The E::::::::]Division
sent an NSL requesting billing and subscriber records for a
cellular phone believed to be owned by the subject, however in
addition, the company returned the records of the prior
subscribers for that telephone number. is
forwarding the facts surrounding this incident to FBIHQ to
determine whether there is a reportable ICB viclation.

W ey -~ )

sify On: 03 A

¢
b

Enclosure(s)iW?}E{i A copy of the original National Security
Letter cover EC; a copy of the National Security Letter; and a

- copy of the EC documenting the collertion of recorde fr

Details: (S

Lo NSL VIO-634

bl
b2

b2
b7E

oo
NG

=



SPSRET
To: Counterintelld From; | -?2 .
Re: (8) 03/13/2006 b7E

(51

(s

bl

]
/

b7E
b6

biC
b7D

(s

Wi ¥$4 Upon this discovery, SA[____ | sealed the disk
in an envelone in prep;?‘at"{ﬁh for noggoihd advisement by SSA

and CDC that this matter
Snould Dbe referred to rBIHY TO determine 1f this is an IOB
violation and that the documents in question should be sealed.

~1 On
@

oW

W D] This sealed envelope will be placed into the
file pending further instructions.

sy;‘&RET
2
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%ﬁéRET

To: Counterintelligence From: bl
Re: (8) | P3/13/¢006 o

b7E
LEAD(s) :

Set Lead 1: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

iUJ"v-'-M Read and clear.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

M 32§ NSLB is requested to advise on the Ho
appropriate handling procedures of the records received that B7E
were outside the scope of the NSL. o

Set Lead 3: (Info)

=

IS

AT INSD

(m Egé Read and clear.

*

sééRET
3
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(Rev. 01-31-2003)

sgﬁKQT

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/19/2006

To:

Counterintelligence Attn: CD-2C, SSA

Inspection

Attn: SSal
SA

Attn: IIS, CRS|

From: Office of the General Counsel
NSLB/CILU/Roocm_7947

Contact:

Approved By: _Thomas Julie F

AGC

Drafted By:

i

Case ID #: [ 278-HQ-C1229736-VIO (Pending)

im.

Title: J%{ INTELLIGENCE_QUERSIGHT BOARD
MATTER 20064

.

Synopsis: ‘231: It is the copinion of the Office of the General
Counsel (OGC) that this matter need not be reported to the
Intelligence Oversight Board (IOB). Rather, it should be

maintained in the control file for periodic review by Counsel to

the IOB. Our analysig follows.

Administrativeﬁm

the EC dated 10/25/2005 forwarding the NSL to the
Division to be served on the carrier; (3) a copy of the EC dated

02/01/2006 deliveri
Field Office

Y]

]

Redles

o)

This electronic communication (EC) contains
information from the following documents: (1) a copy of the

National Security Letter (NSL) dated 10/23/2005; t%izf:fopy of

Field

results of the NSL to the|
and (4) a copy of the EC dated

03/13/2006 fr

|to OGC reporting a potential IOB

matter.,
Reference:

()

(S)

D §sify On: Q]G]DOJ REVIEW:

FB! INVESTIGAT! _ [it7 )

SECRET 0IG/DOJ INVESTIGATION:

R
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To: | | From: 0©Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 05/19/2006

oo
~J D

i

£

. b2
Details: m By EC dated 03/13/2006,‘::|requested that L7E

OGC review the facts of the captioned matter and determine whether
it warrants reporting to the I0R. As explained below, in our
opinion, the FBI is not required to report this matter to the IOB.

s f

O
~1]

%
5

(U) 3 On 02/01/2006, thel | Division forwarded the
results of the NSL tol | The results arrived in two -
formats aper and CD. Upon receipt of the information, b2
| ireviewed the paper format. The paper copy detailed the »7E
subject's telephone records and identified the subject as the

user of the cellular telepnone number, assumed that
the CD contained the same information.

(U) % However, on 03/13/2006, viewed the .
contents from the CD and learned that the CD contained more bZ
information than the paper copy. The information contained in bR

the disk included the records of prior subscribers for that same
telephone number. Upon the aiscovery of this additional
information not relevant, although lawfully obtained, the case
agent sealed the disk in an envelope and informed her supervisor
and the Chief Division Counsel (CDC) of the incident. Currently,
the disk remains in a sealed envelope.

{(U) Section 2.4 of Executive Order (EO) 12863, dated
09/13/1993, mandates that Inspectors General and General Counsel
of the Intelligence Community components (in the FBI, the
Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB intelligence activities that they
have reason to believe may be unlawful or contrary to Executive
Order or Presidential Directive. This language was adopted
verbatim from EO 12334, dated 12/04/1981, when the IOB was known
as the President's Inteliligence Oversight Board (PIOB).

(U) By longstanding agreement between the FBI and the
IOB (and its predecessor, the PIOB}, this language has been
interpreted to mandate the reporting of any violation of a
provision of Thec Attorney General's Guidelines for FRBRI National

SE}{FT
2

NSL VIO-638



SﬂéRET
”

To: | | From: Office of the General Counsel b7E
Re: 278-HQ-C1229736-VI0O, 05/19/2006

Security Investigations and Foreign Intelligence Collection (AG
Guidelines), or other guidelines or regulations approved by the
Attorney General in accordance with EO 12333, dated 12/04/1981,
if such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. perscons. Violations
of provisions that are essentialiy administrative in nature need
not be reported to the IOB. The FBI is reguired, however, to
maintain records of such administrative violations so that the
Counsel to the IOB may review them upon request.

) EEQ NSLs are administrative subpoenas that allow the
FBI to obtain three types of information: (1) telephone and
emall communication records from telephone companies and internet
service providers (Electronic Communications Privacy Act (ECPA))
(18 U.S.C. § 2709); (2) firancial institution records (Right to
Financial Privacy Act) (12 U.S.C. 8§ 3414(a)(5) (A)); and (3)
credit bureau information (Fair Credit Reporting Act) (15 U.S.C.
§ 1681lu (a), (b)). ECPA, 18 U.S.C. § 2709, provides that the FBI
may seek toll billing information from telephone carriers that is
relevant to an authorized national security investigation.
Section V.12., Investigative Techniqgues, of the AG Guidelines
provides that NSLs may be issued in conformity with statutory
requirements, including 18 0U.S.C. § 27(C9.

tU!”“]ZﬁZ Here, during an authorized investigation,® the FBI
properly served an NSL on a telephone carrier. 1In response to
the properly served NSL, the FBI obtained information regarding
prior subscribers' records that were not relevant to the
investigation.? It appears that this information, although
lawfully obtained, is not relevant to the investigation and
should be segregated to protect the potential privacy interests
of United States persons. As already accomplished in this
matter, once information not relevant to an authocrized
investigation is received, the fieid shall seal and sequester
such information.

bl

© !

? The target's rights were not violated because he was not
the subject of the improperly collected information. It is
unknown, however, whether the information of prior subscribers’
records pertained to a United States Person inasmuch as there has
been no review of the information.

SEl?QT
3
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To: From: Office of the General Counsel
Re: 278-HO-C1229736-VIO, 05/19/2006

(U) Based upon these facts, 1in accordance with the
terms implementing the repcrting requirements of Section 2.4 of
EC 12863, it 1s our opinion that this error need not be reported
to the IOB. A record cof this decision should be maintained in
the control file for future review by the Counsel to the IOB.

S;&BET

o

NSL VIO-640
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S?GRET

-

Oy

To: | | From: O©ffice of the General Counsel BTE
Re: 218-HQ-C1229736-VIO, 05/19/2006 >k
LEAD (s) :

Set Lead 1: (Action)
INSPECTICON

AT WASHINGTON, DC

(U)y For action deemed appropriate.

Set Lead 2: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) For information.

Set Lead 3: (Action) b2
L7E

AT

(U) With respect to the information that was improperly
received from the carrier, please seal it and seqguester it within
the CDC's safe. The information should continue to remain sealed
and sequestered in the CDC's safe untii further directicn from
0GC.

cc: Ms. Thomas

IOB Library

*"
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(Rev, 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 06/05/2006
To: General Counsel Attn: NSLB
From: Inspection

Internal Investicationg Section TPU, Room 11865
Contact: CRS EXC .

Approved By: | |

Drafted By: | kas
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING# 2060
OGC/IOB# 2006-0287

Synopsis: (U) To report a potential Intelligence Oversight Board
(ICB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1254
278-HQ-C1223736-VIO Serial 1379

Details: ) ernal Investigations Section (IIS) received

an EC from Division dated 03/13/2006, reporting a

posgible IOB error. Based upon a review of the referenced EC, it
is IIS's opinicon the matter described therein is not indicative
of willful misconduct. Therefore, no internal investigation will
be conducted by the IIS and this matter is being relegated to the
NSLB for whatever action they deem appropriate.

oo
3]

*
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(Rev. 01-31-2003)

SPCRET/ /20310605
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 06/05/2006
To: | | Attn: SAC (Personal Attention) bo
From: Inspection b7E
Internal Investigations Section, IPU, Room 11865 b6
Contact: CRS| | Ext. b C
Approved By: i
Drafted By: kas
g/base ID #: (U) 263-HQ-0-U Serial 459 (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2060 B2
OGC/IOB# 2006[ | =
Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB} violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.
o0 B e
81ty On: 20 o1
Enclosure(s): (S &%
L7E
Reference: (S) 1o
(U) —2Z7B-HQ-CI229736-VIO Serial 1254 e
b/E

Details: (U) Upon review of [:::::::] Division's captioned
report of a potential IOB violation, ITIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter
was brought to our attention as required by the revisions
mandated by National Security Law Branch/0OGC EC, dated 03/18/2005
(319X-HQ-A1487720 gerial 6).

*"

SEBRET/ /20310605
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DATE: November 20, 2006

Lom, Bepartme, o Justics

Oitice of the Inspector General o

Kenneth W, Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

FROM: Glenn G. Powell

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007000989

[]

Subject: Unidentified,| |
FBI No. 263-0-U-459

oo
~1 DS
3

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
01G.

This matter is referred to your agency for investigation. Please provide the O1G
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. 1f you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a

right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in_all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act,

Attachment
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0IG

INVESTIGATIONS

DIVISION - Complaint Form

MR
Received By: b6  pate Received: 05/19/2006 Eow Received: A
- ©7C
SURJECT: unidentified, Unknown SEND
Title: UNID Pay Flan: £.0.B.:
Ceomponent: JNK EOD Date: Alien No
Wi F.B.i.No
Hoeme: B.O.P.No.:
Phone: Z21p: D/L Mo.:
Work: Offenses: 686
Prone: 41P:
CoMPLAINANT: | | 5SNO -
Titire: ARTTY Pay Plan: D.G.B.:
Component: FBI ECD Date: Alien No.: bé
i~?isc: I _I E‘.:B.I.No.: p7e
Home B.O.P.No.: s
Phone: () - ZIp: D/L No.: L2
Work: ,
Phone: ZIP:
éi:;fdekzlalz | Revealed: Authority: nene

S

Details:

The FBI provided information reperting a possible IOB matter invoiving the information
obrained from a telephone carrier via a properly served National Security _etter (NSL). The
FBI obtained jinformation regarding prior subscribers' records that was not reicvant Lo the
investigation. (dz)

R N A A R R R R R R R LSRR EEREE RS R R R SRR R R SRR

el
ALLEGARTIONS: 6839 IORB Violation
Gceurrcence Date: TLIME: h2
CITY: 1 Statezz DR Zip: _
CISFCSITION DATA: Dispositicn: M Date: 11/17/2006 hpproval: POWELL, GLENN G
T
Referred i{o Agenay: FBI Date Sent: 11/17/2006 Component: FBIL
ratriot Act: N Civil Rights: N Component Number: 263-0-U-459
Sensitive: N Whistleblower: N Consclidated Case Number:

Remarks:

Case referral to Kaiser/FBI/INSD, 11/20/C6 (dz)

NSL VIO-645
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(Rev. (1-31-2003)

SEQRET/ /20310330
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/30/2006
To: General Counsel Attn: NSLB
Attn: SSA
TFO
SIA
Inspection Division Attn: Internal Investigations
Section Dz
BT
. b6
From: Counterterrorism .
ITOS 1/CONUS 1/TEAM 3 L7C
Contact: SSA
Approved By: Hulon Willie T
Billy Joseph Jr
Heimbach Michael J
b6
b7C
Drafted By: jat
bl
Case ID #: (S) .
(U) TZ78-HQ-CIZ29736-VIO (Pending) - jjge,” b:E
fals 7
Title: (8) bl
bo
00 BA h7C

o () INTELLIGENCE OVERSIGHT BOARD MATTERS

Synopsig?":ISi: This communication alerts Office of General
Counsel (OGC)/National Security Law Branch (NSLB)} of a potential D
Intelligence Oversight Board (IOB) matter pertaining to the [o1%

p7C
in Deriv D =
M s
(5) -
bl

s}QET//20310330

(8-

¢ A i / v
- ¢ R {|NSLvIo-646 | . °




To: General (Counsel

SéEQET//20310330

Erom: Counterterrorism

Re: (S)

03/30/2006

bl
b2
Reference: (8) b7E
Details: (Sf
|
(s) |

B

8 PCRET /

/20310330

2

NSL VIO-647
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Sf%RET//20310330

To: QCenexal Coungsel From: Counterterrorism
Re: (S) 03/30/2006

o
N b

oy
[ [

(S)_o| bl

2
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To: General Counsel From: Counterterrorism o

Re: (S) 03/30/2006 b%
(o)
b7E

LEAD(s) :

Set Lead 1: (Discretionary)

GENERAL COUNSEL

AT WASHINGTON, DC

{n IS( For action as deemed appropriate.

Set Lead 2: (Info)

I I h2
AT| bR

o M For information only.
Set Lead 3: (Info)

INSPECTION DIVISION

AT WASHINGTON, DC

EUJ~-§¥< For information only.

144
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(Rev. (1-31-2003)

(3]

s;}ﬁp'r

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/24/2006
To: Counterterrorism Attn: ITO ITI
SSA
General Counsel Attn: NSL
Attn: SSA
TFO
From:[i |
20 2
Contact: TFO -
Approved By: be
b7C
Drafted By:
Case ID #- (S) b2
() »&] 278-HQ-C1229736-VIO - 1255 (Pending) 57E
Title: (S) tl
Do
U DA b7c
Synopsis: (U) To advise FBIHQ of facts that may need to be
reported to the Intelligence Oversight Board (IOB).
fU)”)&i Deri rom--+ -3 T
De ity Om: WEE i
{2 .
\ Ll bl
Enclosure(s) Il Enclosed for the Office of General Counsel
. (OGC), National Security Law Branch (NSLB), is one copv of a bl
National Securitv ILetter (NSL) provided to b7D
Detailg:
bl
bo
b7C
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Re: (3) 05/24/2006
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SEXRET

TO: couzﬁ%nv?-f\vvz\v‘ﬂ' Jatasy 'C‘v‘)m: :I
Re: (S) 03/24/2006

bz
p7E
{S) J
bl
b6
b7C
7D
(U) The information contained in this EC is being
provided to OGC, NSLB and CTD for the purpose of enabling those
entities to: 1) make a determination as to whether this matter
should be reported to the I0B, and if so, to make such a report; 5o
and 2) provide guidance to Division as to how the -
3 oUH

material in question shoul e

an

SWT

ed.
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SRERET

To - COUﬁfnrknvrmri Sm Lrom:
Re: (S) 03/24/2006
LEAD(s) :
Set Lead 1: (Info)
COUNTERTERRORTI SM

AT WASHINGTON, DC

(U} Consult with OGC, NSLB, and
1) determine whether the facts contained in this
communication should be reported to the I0B, and if so make such

a report; and
2) advisel | as to how the material in
question should be handled within thel |Division. b2

Set Lead 2: (Info) b7E

GENERAL COUNSEL

AT WASHINGTON, DC

U) Consult with CTD, and
1) determine whether the facts ceontained in this
communication should be reported to the IOB, and if so make such
a report; and
2) advisel |as to how the material in
question sgshould be handled within the| |Division.

*
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(Rev. 01-31-20002)

SEOKET/NOFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 4/26/2006 1o
D7

To: | | Attn: SAC b7E
. , bo

Counterterrorism Attn: ITOS I/CONUS 1/Team 3 b7C

LN

Inspection Attn: Internal Investicative Section
Attn: IRoom 11865

From: General Counsel
National Security Law Branch/CTLU 1/LX-1 3S-100

Contact: | |

Approved By: Thomag Julie ¥

Drafted By: | s

Case ID #:W?C&( 278-HQ-C1229736-VIO — 1360

Title: (U) Intelligence Oversight Boara
(IOB) Matter 2006
i .
Synopsis: ’D¥( It is the opinion of the Office of the General
Counsel (OGC) that the above referenced matter need not be reported

to the Intelligence Cversight Board (IOB). Cur analysis follows.
M ey
§sify On:
{u bl
Reference: '>§) 278-HO-C12209736-VYJOQ Serial 1258 [2ending) B2
s b7E
Administrative: {U) This communication contains cone or more
footnotes. To read the footnotes, download and print the document
in Corel WordPerfect. ~
(. b2
Detail.. ’>%Q By electronic communicatiocn (EC) dat , bTE
2006 and referenced above, the|:| Division
reported to the Counterterrorism Division and the Office of the .
General Counsel’s National Security Law Branch {NSLB} this b6
potential IOB matter. 070

JIGIDOJ REVIEW DHTE == 17
FBI INVESTIGATIOm—":
SEYRET/NOFORN)IGDOJ INVESTIGATIONE

L NSL VIO-654-




SEZRET

To: | | From: General Counsel
Re: 9< 278-HQ-C1229736-VIO, 4/26/2006
i

]
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bl
bo
b7C

b7A
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bo
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B7D

ANALYSIS
tU)‘)%i As required by Executive Order (E.0.) 12863

(Sept. 13, 1993) and Section 2-56 of the National Foreign
Intelligence Program Manual (NFIPM), OGC was tasked to determine

SEGRET
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SEQRET

To: f_ From: General Counsel
Re: )XQ TT7S-HQ-C1229736-VIO, 4/26/2006

(o

b2

whether the surveillance errors described here are matters that
should be reported to the IOB. We believe that the reported
activity does not require IOB notification.

(U) Section 2.4 of E.O. 12863 mandates that the heads
of Intelligence Community components repcrt all information to the
ICB that it deems necessary to carry out 1ts responsibilities.
That section requires Inspectors General and General Counsel of the
Intelligence Community to report “intelligence activities that they
have reason to believe may be unlawful or contrary to Executive
order or Presidential directive." This language has been
interpreted to mandate the reporting of any violation of guidelines
or regulations approved by the Attorney General, in accordance with
E.O. 12333, if such provision was designed in full or in part to
protect the individual rights of a United States person. This
includes violations of agency vrocedures issued under E.O. 12333,
unless they involve purely administrative matters.- For the FBI,
the Office of the General Counrsel (OGC) submits reports to the
TOB.”

51 bl

o lG

(Introductiocn) at 4. Section 2-56 of the NFIPM identifies as
reportable to the IOB unauthorized investigations, the use of
unlawful methods and techniques, exceeding the authorized scope of
permitted activities, and failing to adhere to minimization
requirements.’

LU See EC from Inspection Division to All Divisions;

Titile: 'Revised Procedures for the Submission of Reports of
Potential Intelligence Oversight Board (IOB)} Matters, Case ID #
E6F-HQ-A12478¢3 Serial 172 at 5-6 (2/10/2005). The Inspection
Division is required to maintain for three years records of
administrative violations, for possible review by the Counsel to
the IOB, together with a copy of the cpinion concerning the basis
for the determination that IOB notificaticn was not required. Id.
at 6.

() -2... M See id. at 4.
M 5 .3gf see also id. at 5, identifying reportable matters as

including: (1) activities believed to¢ be unlawful or contrary to
Executive Orders or Presidential directives; (2) suspected

SE?I%ET
3
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SECRET
b2
To: From: General Counsel bR
Riun, 278-HQ-C1229736-VIO, 4/26/2006 !

:Uh”fg( In this instance, due to a broad reading of an N&L
by the telephone company, received information on several o
telephone numbers associated with the subject of the NSL {(all on e
the same account), even though:: did not specifically jol)
request information for these numbers. All of the information
received was relevant to an authorized naticnal security
investigation. The broad reading of the NSL by the telephone
company does not be reported to the IOB.

(Uj“( OGC requests that the Inspection Division retain a
record of the report of a potential IOB matter for three years,
together with a copy ¢f this copinion for possible review by the
Counsel to the IOB

violations of the Constitution; (3J -

(5) initiating a

form of electronic surveillance of a Search without authorization 0l
from the FISC, or failing to terminate an authorized surveillance
at the time prescribed by the Court; and (6) failing to adhere to
the minimization or dissemination requirements specified in a FISC

Crder.
SyCRET
4
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SEXRET

To: From: General Counsel b;E
Re: ;;§<g 278-HQ-C1229736-VIO, 4/26/2006
Uy
LEAD((s) :
Set Lead 1: (Discretionary)
I | b2
atf b7E

{(U) For review and action deemed appropriate.

Set Lead 2: (Information)
COUNTERTERRORISM

AT WASHINGTON, DC

(U) Read and clear.

Set Lead 3: (Action)

AT _WASHINGTON, DC

(U) As prcvided in the Revised Procedures for the
Submission of Reports of Pctential Intelligence COversight Board
(I0B) Matters, retain a record of the report cf a potential IOR
matter for three years for possible review by the Counsel to the
I0B, together with a copy of the CGC opinion concerning the basis
for the determination that IOB notification is not required.

*

SEQRET
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(Rev. 01-31-2002) ; 5 -
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 06/05/2006

To: General Counsel Attn: NSLB

From: Inspection 06
Internal Invesgtigations Sectio IPU, Room 11865 570
Contact: CRS| | exe ] =

Approved By: I I

Drafted By: kas

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2123 b2
OGC/IOB# 2006 ’

" Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

fUT“}E{: Derive " G-3
g§sify On:
Reference: (S)
(U) ZT78-H0-CI223736-VI0O Serial 1255 b2
(S) b7F
(U) T T Y- CIZZI 756 VIU Serrar 1305
(U) 278-HQ-C1229736-VIO Serial 1360

Details: {?f The Internal Investigations Section (IIS) received

an EC from [Division dated 03/24/2006, reporting a ~2
possible IOB error. Based upon a review of the referenced EC, h7E
it is the IIS's opinion the matter described therein is not -
indicative of willful misconduct. Therefore, no internal
investigation will be conducted by the IIS and this matter is

being relegated to the NSLB for whatever action they deem

appropriate.

¢

s;)grzET
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(Rev. 01-31-2002)

<

FESRET/ /20310605
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: (06/05/2006
To: | | Attn: SAC (Personal Attention) R
. . ™
Counterterrorism Attn: AD (Personal Attention) %é
ol B
From: Inspection NG
Internal Inveaticationa Section  TPU, Room 11865 B0

Contact: CRS Ext.

Approved By:

Drafted By: kas

Case ID #: (U) 263-HQ-0-U Serial 461 {Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2123 b2
OGC/ICB# 2006

Synopsis: (U) To advise that captioned reporting of potential

Intelligence Oversight Board (IOB) viclation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

R wtien S A
D ify On: P

Enclosure(s): (U} 278-HQ-C1229736-VIO Serial 1255

Reference: (S} | | "
(U) 278-HO-{1229738-VTIO Serial 1255 e
(8) O
(U) ~ZT8-HQ-ClZ229736-VIO Serial 1305 D7E
(

U) 278-HQ-C1229736-VIO Serial 1360

Details: (U) Upon review of :Division's captioned b2
report of a potential IOB violation, IIS did not find the matter e N AN
indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 03/18/2005
(319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.
*
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L Departine  of Tostice

Critice of the nspector Genesalf

DATE: November 20, 2006

TO:

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

FROM: Glenn G. Powell

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007000998

.

Subject: Unidentified,| | LiZ |
FBI No. 263-0-U-461 DT

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referval pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations,

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-661



01G - TNVESTICATIONS DIVISION - Complaint Form

o -

Received By: l EE{NDate Received: 05/1%/20C6 Eow Received: &
I ONAS

SURJIEZCT: Uridentified, FRI SSNG:

Title: UNTD Pay Plan: 2.0.3.:

Compeonent s FBI EOD Date: Alien No.:

Miga: F.B.T.No.:

Home: B.O.P.No.:

Prone: 21P: /L NeL

Work: Offenses: 689

Prone: ZI1F:

CCMPLAINAN?:' I SSNO:

Title: BTTY Pay Plan: D.OR.:

Comnenent: FRI ECD Date: Allen No.:

Misc: FLB.I.Ne.: b6

Some: | | B.C.P.No. : eude

Phore: () - Z1lp: DL MNo.: b7

Work:

Phore: I 41 21IP:

Conficdential: Revealed: Autheority: none

L

Details:

The ¥BI provided information reporting a possible 10B matter involving the obroad reading of
a National Security letter (NSL) by a telephone company, which resulted in tLhe ¥BI receiving
infcrmatiorn con several telephone subscribers associated with the target of the NSL. {Tne ¥BI
did not specifically request information for trhose supscribers). (dz:

ALLEGATIONS: 8% TOB Violation

‘

Coourrence pates: TTM

T : N2
CI‘YJ I State: | BTE Zip:

L1

L

DISPCSITION DATA: Dispwsjtion: M Date: 11/17/20386 Approval: POWELL, GLENN G
gy/

Referred to Agency: FBI Date Sent: 11/17/2006 Comporent: FBI

Patriot Act: N Civil Rights: n Comporent Number: 263-0-~0U-461

Sensitive: M Whistleblower: y Censolidated Case Number:

Remarks:

Casc referral to Kaiser/FBI, INSD, 11/20/

[le]

6 (dz)

NSL VIO-662
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(v . 01-31-2003)

(5

YECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/29/2006
To: General Counsel Attn: National Security Law Branch
Inspection Division Attn: IIS
Counterintelligence Attn: CD-2B, IAa
Room 4134
From: | |
16E |
Contact: b6
Approved By: _Eord Tncenh T//f<| | bi(“
¢ ‘ b2
’ biE
Drafted By: | bc?&L 4 N
(). Wfﬁ oz
Case ID #: Zg( 278 _-HN-C122073& VTN (Danding) nTE
(8) TR
Title: >Q ssal I_|
(U SA D6
| [DIVISION; n7C
IOB b7
(s _ _ i . -
Synopsis: }é& This communication reports a potential bi7E
Intelligence Oversight Board matter.
D S§sify On:
b
DetailsJUlEE(: The purpose of this electronic communication is ?7C
Lo report a potential IOB mattex involvinag a National Security Pg '
Letter requested by Sa| | Field D
Office, as well as to satisfy the requirements set forth by > 7B

the 02/10/2005 electronic communication regarding the revised
procedures for the submission of potential intelligence

oversight boagg reports.

SEYRET / |
/M}/{-’!ﬁ’#aé
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SﬁékET

152
To: General Counsel From: :7?
Re: :Egg 278-HQ-C1229736-VIO, 03/29/2006 i

-
t )f 1. Identification of the substantive bl
‘investigdtion in which the questionable activity occurred: b2 bl
L | b7E 1o
s 2. [ »7A pic
/ b7A
sy f

bl
- >s<

4. Legal authority: Executive Order 12333,
dated December 4, 1981, and pursuant to Title 18, United

States Code, Section 2709 {(as amended, October 26, 2001).

(s

bl
o8
b7E
bo
b7C
b7D
V) ZB(: Reason for delayed response: SA |
| "~ |regrets that he was not cognizant tha 18 D6
incident constituted an ICB violation upon receipt of the b0
incorrect toll recorxrds. It was not until 03/27/2006, that SA ’

|became aware that such an incident constituted
an IOB violation. Upon discovery that this incident
constituted an IOB violation, SA| has taken

immediate steps to report the violation.

sy(zET
2
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SEG*%T

o)

To: General Counsel From: J b“’

Re: b€ 278-HQ-C1229736-VIO, 0372972006 b7k
(U

LEAD(s) :

Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

e General Counsel, National Security Law Branch,
is requested to take whatever action is necessary to record
the incident with the Intelligence Oversight Board.

Set Lead 2: (Info)

INSPECTION

AT WASHINGTON, DC

':UJM Information only.
Set Lead 3: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

i’ M Information only.

4

s;ﬁ&%T
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iRev. 01-31-2003)

9ﬁsRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/05/2006
To: Attn: 553 |
5 | ]
Counterinteiligence Attn: 2-2B, SSA
Inspection Attn: IIS, CRY |
b2
From: Office of the General Counsel i E
NSLB/CILU/Room 1947 T
Contact: AGC | b6

Approved By:  Thomas Juijie T

Drafted By:

ey

T e T
Case ID #"-E ) 278-HQ~C1229736-VIO (Pending) ;3 7

TitleJUjiﬁz INTELLIGENCE OVERSIGET BOARD
MATTER 2006{::::] b2

(.
Syncpsis: EE{: It is the opinicn of the Office of the General Ccunsel
{OGC) that this matter must be reported to the intelligence Oversignht
Beard (IOB). OGC will prepare and deliver the necessary
correspcndence to the 10B.

D sify On: ITHE. CRULEE: DL

b2
Referen~a: (S) b7E
o A

: : ) : b

Details: IS¢ By eclectronic_communication (EC) dated 03/29/2006, the

| Field Officel |requested that OGC review b

The Tacls of the captioned matter an etérmine whether it warrants <
0

reporting to the IOB.' 1In our opinion, it does. Our analysis

follows. .
s bz
LE
. b6
(N (. EC_from] _ | to oGec dated 03/29/2006 and 7
titied "SSA| | 5A] | | 7~

Division; IOB."

SKRET  0G/00J REVIEW: DATE: =rc cc

@f .FBI INVESTIGAT! (]
"-2IG/DOJ INVESTIGATION:
NSL VIO-666




(17 s}c\RET .

ol
To: | . From: Office of the CGeneral Counsel b7E
Re: 2T78-HQ-C1229736-VIO, 05/05/2006

tsj'a :;ég: Oon 11/23/2004, a| Icase agent submitted a

National Security letter (NSL) seeking telephone toll billing records ol

of| | Due o a typcgraphical error, the b2
celepnone number on the NSIL was erroneously transcribed.® On n7E
02/04/2005, the telephone records were opened and it was determined b7D
that they were not the target's records. The telephone records were ’

destroyed without further review.’

(U} Section 2.4 of Executive Order (EQ) 12863, dated
0%/13/1993, mandates that Inspectors General and General Counsel cf
the Intelligence Community components {in the FBI, the Assistant
Director, INSD, and the General Counsel, OGC, respectively) report to
the IOB intelligence activities that they have reason to believe may
be unlawful or contrary to Executive order or Presidential directive.
This language was adopted verkatim from EO 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight Board
(PIOB) .

{U) By longstanding agreement between the FBI and the ICB
(and its predecessor, the PIOB), this language has been interpreted to
mandate the reporting of any violation of a provision of The Attorney
General's Guidelines for FBI National Security Investigations and
Toreign Intelligence Collection (NSIG), or other guidelines or
regulations approved by the Attorney General in accordance with EOQ
12333, dated 12/04/1981, if such provision was designed in full or in
part te ensure the protection of the individual rights of U.S.
perscons. Violations ¢f provisions that are essentially administrative
in nature need not be reported tc the IOB. The FBI is required,
hcwever, to maintain records of such administrative viclations so that
the Counsel to the IOB may review them upon request.

im . , .
ES§: NSLs are administrative subpoenas that allow the FBI to
obtain three types of information: (1) telephone and email
communication records from telephone companies and internet service
providers {Electronic Communications Privacy Act (ECPA}) (18 U.5.C.
§ 2708); (2) financial institution records (Right to Financial Privac
Act) (12 U.S.C. § 3414 (a) (5)(A)); and (3) credit bureau information

2

© (U) In order to avold any further dissemination of this
incorrect telephone number, the number is not being listed in
this document.

W55 0n03/27/2006]Jrealized that this incident consituted an OB

violation and promptly reported the matter to OGC, the Inspection Division, and the RTE

Counterintelligence Division.
ym

2
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SE@QET
To: | AJ From: Office of the General Counsel h7E
Re: 278-HQ-C1229736-VIO, 05/05/2006

(Fair Credit Reporting Act) (15 U.S.C. § 1681u (a), (b)). ECPA, 18
J.5.C. § 2709, provides that the FBI may seek toll billing information
from telephone carriers that is relevant to an authcrized national
security investigation. Section V.12., Investigative Technigues, of
the NSIG provides that NSLs may be issued in conformity with statutocry
requir~~~nts, including 18 U.5.C. § 270¢%.

iU)v:@?ﬁ: In this situation, due to the incorrect number stated
in the NSI,, the FBI received telephone toll billing records pertaining
Yo a telephone number that was neither under investigation nor related
to an investigation. Therefore, the infecrmation was improperly
collected, although unintentionally so, in violation of the NSIG and
ECPA.

(U) Here, the target's richts were not violated because he
was not the subject of the improperly collected information. It 1is
unknown whether the erroneous information received pertained to a
United States Person, inasmuch as therc has been no review of the
information. Nonetheless, based upon the fact that information which
may be about a USP was improperly, although inadvertently, collected,
and in accordance with the reporting requirements of Section 2.4 of
Executive Order 12863, OGC will prepare a cover letter and a
memorandum to report this matter to the IOB.

NSL VIO-668



SECRET

2
To: | | From: Office of the General Counsel T
Re: 27/8-d0-Cl1220736-VI0O, 05/05/2006 M
LEAD (s) :
Set Lead 1: (Action)
INSPECTION
AT WASHINGTON, DC
(U) For acticn deemed appropriate.
Set Lead 2: (Information)
COUNTERINTELLIGENCE
AT WASHINGTGCN, DC
(U) For information.
Set Lead 3: (Information) N2
b7E

BT |

(U) In the future, when improper data resulting from an NSL is
received, the data should be sequestered and given to the CDC. The
information should remain sealed and seguestered in the CDC's safe
until further direction from OGC. It is anticipated that OGC will
provide gulidance regarding improperly collected NSL information in the
near future.

ce: Ms. Thomas

10B Library

+

sﬁ.‘RET
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BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter b2

The memorandum sets forth details of investigative
activity which the I'BT has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Divisicn, for a
determination of whether any administrative action is warranted.
(U)

Enclosure

1 - 278-HQ-C1229736-VIO ~/377L

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

ssify On:

SEpRET
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e

Mr. Stephen Friedman

Should you or any member of your staff regquire additioconal
information concerning this matter, an oral briefing will ke
arranged for you at your convenience. {J)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

et
i

Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150

et
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SESRET

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER .
F1E o ICE B2

TOB FATTER 2006 (U) b7E

- (S) By electronic communication dated March 29, 2006,

the Federal Bureau of Investigation (FBI)| |Field

Offize reported that, on November 23, 2004, the FBI sucmitted a
National Securitv Letter (NST) seexing telephone toll billing b2
records ofl Due to & typographical b7E
error, the telephone numbez on the NSL was erroneously

transcribed. On February 4, 2005, the telephone records were bl
opened and it was determined that they were not the target's b7D
records. The telephone records were destroyed without further

review.

¢UT>§i Due to the incorrect number stated in the NSL, the
FBI received telephone tcll billing records pertaining to a
telephone number that was neither under investigation nor related
to an investigation. The error was discovered ugon receipt of
the information, and the records were neither reviewed ncr used
for any investigative purpose. Despite the inadvertent nature of
the mistake, the fact remains that information was improperly
collected on & telephone number unrelated to an investigation.
The overcollection was a violation of Section V.12. 0of The
Attorney General's Guidelines fcor FBI National Security

Investigations and Foreign intelligence Collection.! Thus, the
matter is being reported to the IO3.

(Uh’lﬁi Section V.12. authorizes use of National Security
Letters in conformity with 18 U.S.C. § 2709 (relating to
subscriber information, toll billing records, and electronic
communication transactional records). The statute requires that
information sought is relevant to an authorized national security
investigation.
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 06/05/2006

To: General Counsel Attn: NSLB

From: Inspection b2
Internal Investigations Secticon, IPU, Rcoom 11865 b7E
Contact: CRSl |Ext. G

Approved By: | |

Drafted By: | IK@ﬁm

Case ID #: (U) 278-HQ-C12298736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2063
oGc/IOoB# 2006 ] 5o

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (1) 278-HQ-C12298736-VIO Serial 1289
278-HQ-C1229736-VIO Serial 1373

Details: (U) The Internal Investigations Section (IIS) received

an EC from| [Division dated 03/29/2006, reporting a
possible IOB error. Based upon a review of the referenced EC it b2
is the IIS's opinion the matter described therein is indicative b7E

of a performance issue. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*"
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(Rev. 01-31-2003)
S 203

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 06/05/2006

To: Attn: SAC (Personal Attention)

NS

=

From: Inspection
Internal Investigations Section, IPU, Room 11865
Contact: CRSF

OO
(@)}

J
@

Approved By: [ — f5

Drafted By: kas

\y!Case ID #: (U) 263-HQ-0-U Serial 463 (Pending)

Title: () INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/TIS TRACKING# 2063

OGC/IOB# 2006—[::::] B2

Synopsis: (U) To advige that captioned reporting of potential
Intelligence Oversight Board (IOCB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

{U3~EB< Dexi rom :
Dec ; On: 605

Enclosure(s): (U) 278-HQ-C1229736-VI0O Serial 1289

Reference: (U) 278-HQ-C1229736-VIO Serial 1289 )
278-HQ-C1229736-VIO Serial 1373 b2

Details: (U) Upon review ofI Division's captioned
report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by Naticnal Security Law
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*"
SECR 10605
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DATE: November 20, 2006

TO:

Uls., Departine 5 hustice

Oitice of the nspector General

Kenneth W, Kaiser

Assistant Director

Inspection Division

Federal Burean of Investigation

FROM: Glenn G. Powell

SUBJECT: OIG Complaint No. 2007000992

.

Special Agent in Charge
Investigations Division

Subject: Unidentified,
FBI No. 263-0-U-463

oo
2100

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or (b} expressed a fear of reprisal. If you
believe that it is necessary that redacted informatioen be made available to your Agency, you may contact the
Assistant Inspector General for Investigatiens.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a

right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment
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GIG - NVESTIGAETIONS DIVISION - Complaint Form OIC JO.'E:]EBQ“AUOT_GODQﬁANM

Recetvea By:l b6 Date Recelved: $5/23/2006 :

L7C

a5

ow Received: A

SUBJECT: Unidentified, P31 SSNC:
Title: UNID Pay Plan: L.o.B3.:
Component: FBI EOD Date: Alien No.:
3 F.B.I.Nc.
B.O.F.No.
Z1P: /L No.
Oitenses: 659
Z1P:
COMPLAINANT: | SSNO:
Title: ATTY Pay PBlan: D.0.B.:
Comporent: FBI ECD Date: Alien No.: A
Misc: F.B.I.No. L2
Home: I B.0.,P.No.: bho
Fhore: () - ZEP:l | D/L No.: h7C

Work: o,

?hcne:l I Zip:
Fi s o1 Dot 3 P
Cornfidential: Revealed: Authority: nrone
AR AR L

Setails:

The FBI provided informaticn reporting a possible ICB matter involving the informazion
obtained from a telephone carrier vis a properly served National Security Letter (NSL!. The
NSL contained a typographical error which resuited in disclosure of information relevant to

a telephone subscriber who was neither under investigation nor related to an investigation.
(dz;

ThkkhkddxhkhkFrdrrhddrdaxdbtdrdbdwhxrddddbdbarrrrhbdrrndhhdbsrhkd ot b d i+

ALLEGATIONS: €89 1I0B Violation
e

Jcourrence Date: TIME: 2

CITY: I State:l | 2ip: 7

L

DISPOSITION DATA: Dispesition: M Date: 11/17/200¢ Ekpproval: PCOWELI, SLENN G
de

Referred to Agency: FBI Date Sent: 11/727/2006 Component: FBI

Fatriol Act: N Civil Richts: p Corponent Number: 263-3-0-463

Sensitive: N Whistleblower: N Consclidated Case Number:

REMATYKS :

Case referral Lo Kaiser/FBI/INSD, 11/20/06, (dz}

NSL VIO-676

Page 1 of 1 Printed 11/17/2006 1:31:00



(Rev. 01-31-2003)

S;ERFT/ORCON/NOFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 01/25/2006
To: General Counsel Attn: NSLB
Counterterrorism Attn: ITCS IT/IHSU
uc
SSA
SSA
2
5 -
Contact: A/SSA 139\
b7C
Approved By:
Drafted By: I Jcc bl
b2
Case ID #: (S e
(U} %S 7 78-RQ-TIZ29736-VIO — 1145 (Pendirl /b
(UJ'% 278-0M-C45386 - 105 (Pending)
Title: (S) ol
’ 06
b7C
W (< INTELLIGENCE OVERSIGHT BOARD
cuy EWWM
ily On: January 25, 2031 b1
g "
bl
| -
—Datailae: (S/QR/NF) -
nT7E
b6
L7C

LA
NSL VIO-677



SECRET/ ORCON/NOFORN

ToO * Genexal Conngel Erom: bl
Re: (3) 01/25/2006 b2
Db7E
S
bl
(s)
bl
b2
bH7E
be
nh7C
_ bl
(52, b2
b7E
b6
b7C
(S8/NF/0C) bl
b2
b7E
Fﬁummlaai bl
b7D
SEPRET/ORCON/NOFORN

2
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To: Genexal

Coninagel

sﬁEkET/ORCON/NOFORN

By

1

Re: {(S)

01/25/2006

b2
b7E
bl

(S/NE/OC)

(S/NF/OC)

bl
b2
how

LN )

_(s/NF/oc)]

bl

(S//NF/OC)[

SEARET /ORCON/NOFORN

3
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To: Genexal Coungel

SBQRET/ORCON/NOFORN

Er

Re: (S)

me:
01/

25;2006

e

bl

b7E

bl
|o33)
b7C

(S/NF/0OC

bl
613

b7C

_(s//np/oc) |

bl
b6
b7C

(S/NF/OC)i

(S/NF/oc) |

(s/NF‘/nm_J

1

Bl
b2
D7E
b6
b7C
b7D

oo
" N

4

SECRET/ORCON/NOFORN
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SMBI/ ORCON/NOFORN

To: General Counsel From:/l;l bl
Re: (8) | | 01/257200¢6 2

b7E

(S)

bl
b6

T
A

SE}\ET /ORCON/NOFORN

5
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SI}ZSRET/ORCON/NOFORN

To: Genexal Counsel From: I |
Re: (S) 01/25/2006

LEAD (=) :

Set Lead 1: {Action)

GENERAL COUNSEL

AT WASHINGTON, DC
i) -

Forward notification through proper channels for
review of potential IOB violation.

Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, D.C.

(U) For information.

025cc0l.ec
¢

%}QBET/ORCON/NOFORN

6
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(01:2G6/1998)
SECRET/ /NOFORN, ORCON

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/17/2006
To: [ ] Attn: SAC, CDC
Inspection Attn: _Ipnternal Inspection Section,
Room
11865
Counterterrorism Attn: AD
From: General Counsel b2
National Securitv Law Brapch b7k
Contact: | | jofo)
A b7C
Approved By: Thomas Julie F
Drafted By
Case ID #1U3'<S) E}
- 278-HQ-C1229736-VIC - 1317 S
%&) 278-0M-C45386 ~ 107 b7E
{m 56
j AV
Title: (W (3 ssa| | b7C
INTELLIGENCE OVERSIGHT BOARD MATTER o)
10B MATTER 2006 ]
{m-tx{ Dari From :
De y On -1
- .
Synopsisq h)%{ It is the opinion of the Office of the General
Counsel (CGC) that this matter must be reported tc the
Intelligence Oversight Board (IOB), and to the Inspecticn
Division, FBIHQ. OGC will prepare and deliver the necessary
correspondence to the IOB. Our analysis follows.
Reference "' (3 278-HQ-C1229736-VIO Serial 1145
A I . , C . . ,
Details: )%3 As discussed in the Electreonic Communication (EC)
dated January 25, 2006 referenced abcve, the::Di,vision 7
(Omaha) requested that OGC review a set of facts to determine 'E:E
E
E%CRET//NOFORN,ORCON
oc  OGDOJREVEW | DATE +2-
oo FBIINVESTIGAT (2

0iG/DOJ INVESTIGATION:

NSL VIO-683



SEORET/ /NOFORN, ORCON

o)
To: From: General Counsel b7E
Re: . 278-HQ-C1229736-VIC; 03/17/2006

(o

(S) b1

(s/nr/ocy ol
b2
b7E
b6
bhiC

(s/NE/oC)]

bl
b2
b7E

i

(S/NF/OC); o34

b7C

bl
(S/NF/OC)] b6

/ b7C

SE?ET/ /NOFORN, ORCON

2
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(8]

SEERET/ /NOFORN, ORCON

b2

To: From: GCeneral Counsel H7E
Re: “HQ-C1229736-VIO; 03/17/2006 o

(o

(S/NF/OCH

(s/NF/02) |

D4
b2
HTE
7C
D

o3Ne)

P |

Vs

L7E
bb

e
[

(U) X/NF/OC) :jthen contacted FBI Headqguarters
(FBIHQ), I1TOS-II, IHSU, and NSLB, CTLU-II, to report the
situation. Upocon direction from FBIHQ,[:]sequestered the
cellular data with] Chief Division Counsel, documented the
circumstances and submitted the sequestered data to NSLB for
forwarding to OIPR and for reporting to the IOBR. It is noted
that appropriately coordinated and consulted with the Chief
Divisicn Counsel, NSLB and IHSU during this process.

o The Attorney General's Guidelines for FBI National
Security Investigations and Foreign Intelligence Collection state
that electronic surveillance may be conducted in conformity with
the procedures contained in the Foreign Intelligence Surveillance
Act (FISA), Title III of the Omnibus Crime Control Act [as
amended by the Electrcnic Communications Privacy Act] or

SE?RET/ /NOFORN, ORCON

3

NSL VIO-685
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SECREY/ /NOFORN, ORCON

b2
To: From: General Counsel b7E
Re th 278-HQ-C1229736-VIO; 03/17/2006
Executive Order 12333 Section 2.5.' Under the pertinent FISA

definiticn, the term electronic surveillance means "the
acquisition by an electronic, mechanical, or other surveillance
device of the contents of any wire or radio communication to or
from a person in the United States, without the consent of any
party thereto, if such acguisition occurs in the United States."’
In this instance, the FBI properly obtained and initiated
electronic surveillance on this cellular telephone under the FISA
statute and Executive Order 12333,

(SI

bl

b7E

The Attorney General's Cuidelines for FBI National Security

Investigations and Foreign Intelligence Collection (NSIG), October 31, 2003,
Section V.

* 50 U.S.C. Section 1801(f) (2).

? Attorney Gencral's Standard Minimization Procedures for Electronic
Suvrveillance of a United States Person Rgent of a Foreign Power, Section 3(b),
adopted by the FISC on September 19, 1937,

SPORET/ /NOFORN, ORCON

4
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SEQRET/ /NOFORN, ORCON

To: From: General Counsel
Re : }}Q\A/B-HQ-01229736—VIO; 03/17/2006
m

{

ile“)%i Consistent with the reporiing requirements of
Section 2.4 of E.O. 12863, OGC will prepare the correspcndence
required to report this matter to the IOB. That correspondence

wiil also advise the IOB that this matter will be referred to the

FBI's Inspection Division.

%EzkET//NOFORN,ORCON

5

NSL VIO-687
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SE&@ET//NOFORN,ORCON

To: From: General Counsel
Re: . 278-HQ-C1229736-VIO; 03/17/20056
iy

LEAD (s):

Set Lead 1: (INFO)

[ 1

AT

(U) Read and clear.

Set Lead 2: (INFO)

COUNTERTERRORISM

AT WASHINGTON, [LC

{U) Read and clear.

Set Lead 3: (ACT)

INSPECTION

AT IIS5, WASHINGTON, DC

(U) For acticn deemec appropriate.

1 - Ms. Thomas
1 Lo
L p7C
*°"
%9Q3ET//NOFORN,ORCON

6
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BY COURIER

Mr. Stephen Friedman, Chairman
Intelligence Oversight Board
Room 50209

New Executive Office Bullding
725 17th Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, "
Seattle Division, I03 Matter 2006 _J' (U) b2

This memorandum sets forth details of Investigative
activity wnich the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and internaticral terrorism
investigations. This matter has also been referred to our
Inspection Division. (U)

Enclosure

1 - Mr. Hulon

1 - 278-HQ-C1229736-VI0O - 1318 .

1 - Insnection Division (I0B 2008[ | bé

1 - b7C
b

N>

UNCLASSIFIED WHEN DETACHED
FROM CLASSIFIED ENCLOSURE

NSL VIO-689



e

Mr. Stephen Friedman

Should you or any member of your staff require
additional information concerning this matter, an cral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1- Honorable Alkerto Gonzalez
Attorney General

U.S. DRepartment of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review

U.S. Department of Justice
Room €150

St
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SEERET

INTELLIGENCE_QV IGHT BOARD {IOB) MATTER ,
IVISION b2
I0B MATTER 2006 |U) b7E

5
bl
b2
b7E
b6
b7C

| The Attorney General's Guidelines for FBI National
Security Investigations and Foreign Intelligence Collection state
that electronic surveillance may be conducted in conformity with
the procedures contalned in the Foreign Intelligence Surveillance
Bct (FISA), Title III of the Omnibus Crime Contrcel Act [as
amended by the Electronic Communications Privacy Act] or
Executive Order 12333 Section 2.5. The electronic surveillance
was therefore not conducted in conformity with any of those laws.
The collection has been sequestered in E;:::¥and will be
ultimately sent to OIPR for sequestratiomn. he matter also has
been reported fo the FBI's Inspection Division for action deemed 12
appropriate. (U) b7E

SECRET
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(Rev. 01-31.2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 06/05/2006
To: General Counsel Attn: NSLB
From: Inspection

Internal Investigaticns Section, IPU, Room 11865
Contact: UC | Ext. 9284

Approved By:

Drafted By: kas

case ID #: (U) 278-HQ-C1229736-VIO  (Pending)

Title: (U)  INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2217 R
occ/ToB# 2006 ] bz

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1145
278-HQ-C1229736-VIO Serial 1317

Details: U) The Internal Investigations Section (IIS) received

an EC from Division dated 01/25/2006, reporting a possible "
IOB error. Based upon a review of the referenced EC it is the e
IIS's opinion the matter described therein is not indicative of pTE

willful misconduct. Therefore, no internal investigation will be
conducted by the IIS and this matter is being relegated to the
NSLB for whatever action they deem appropriate.

L 44
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(Rev. 01-31-2003)

-

S 05
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 06/05/2006
To: Attn: SAC (Personal Attention)
From: Inspection
Internal Invegtigationg Section  TPU, Efff:leGS B2
Contact: CRS EXC.
. BiE
Approved By: | r
Drafted By: kas
Case ID #: (U} 263-HQ-0-U Serial 465 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/I11IS TRACKINGH# 2217 02
OGC/TOB# 2006

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) vioclation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

(U >< BMOS

Enclosure{s) : (U) 278-HQ-C1229736-VI0O Serial 1145

Reference: (U) 278-HQ-C1229736-VIO Serial 1145
278-HQ-C1229736-VIO Serial 1317
- b2
Details: (U) Upon review of:] Division's captioned report of p7E
a potential IOB vioclation, IIS did not find the matter indicative
of willful misconduct. IIS only addresses allegations where
deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciateg that this matter was
brought to our attention as required by the revisions mandated by

National Security Law Branch/OGC EC, dated 03/18/2005
(319X-HQ-2A1487720 serial 6). )

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.
*

SEC
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DATE:

TO:

FROM:

SUBJECT:

- We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency’s policy
and regulations. A copy of your findings and/or final action is not required by the

01G.

]

November 20, 2006

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

Glenn G. Powell
Special Agent in Charge
Investigations Division

0O1G Complaint Ne. 2007001002
Subject: Unidentified
FBI No. 263-0-U-465

L8, frepartme o fustice

CHee of the Inspector General

Werliiaren DD

This matter is referred to your agency for investigation. Please provide the OIG

with a copy of your final report on this matter.

[ ]

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act

and the Whistleblower Protection Act.

Attachment

NSL VIO-694
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SIVISION -

Olc - INVESTIGATIONS

Complaint Fors 016 NO.:[__]689-2007-001002-  K7R
S R -

. Date Received: 05/23/2006 How Received: A
6
e ie
SUBCECT: Unidentified, FBI o7C SENO
Pay Plan: D.0.B.
BB ECD Date: Alien No.
F.B.I.No.
B.0.P.No.:
Phene: 21?7 C/L No.
Work: Offenses: 639
“hone: Z1Pp
COMPLAINANT ¢ SSNO:
Title: ATTY Fay Plan: D.O.B.:
Component : PRI EOD Date: Alien No.
. b2
Misc: F.B.T.No.: &
Home : | | 3.0.P.No.: bt
Fhone: [} - Z1P: D/L No b7C
work: ,
Phone: | | 2IP: ‘
Confrdential: Revealed: Authority: none
TR
Details:
The FBI provided infeoermaticn repcrting a possible JOB matter. The FRI provided what turned
cul Lo be a wrong phone number for their tLarget to an internet provider and received
unatthorized intercepted communications, (dz)
ALLEGATIONS: €89 I0OR Violation oW
Ocourxenc gte: TIME: - ,
CLiTY: State: Zip: L7E

DISPCSITION DATAZ: Oisposition: o Pate: 11/17/20C6

Referred to Agency: FRT Date Sent: 11/17/20C6

Patriot Act: N

Civil Riachts: y

Sensitive: N Whislleblower: y

Approval:

Component :

Component Number:

POWELL, GLENN G

T

B
FB1

263-0-U-465

Consclidated Case Number:

Remarks:

Case referral to Kaiser/FBI, INSD {dz)

# 1073946

NSL VIO-695

1 Printed 11/20/2006



