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Precedence: ROUTINE Date: 01/25/2006
To: Inspection Attn: IIS
General Counsel Attn: NSLB
Attn: SA
b2
L From:
b E Front Office
be Contact: CDC
b7C
Approved By:
Drafted By:
Case ID #,U”M 278-HO-C1229736-VIO - 1143 (Pending)
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Synopsis: ')B(: Report possible Intelligence Oversight Beard
(IOB) wvioclation.

. i From -
Il Detail.l:ﬁ:ll.M
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b7k (U)  The Case Agent is
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7o iUi"ES<: The subject is a U.S. person.
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(S) A National Security Letter (NSL) was submitted in
this investigation |
bl
b
[eli®
bz
o7E
(8} The possible violation occurred in conn with
an NSL dated 11/25/2005 and its approving EC
L ] _The NST.. which wag nrenayed hy 1ViSion
bl H — sought to
|¢]2 h """"" reguest toll record information forl telenhone
h7C number for the period
2 telephone number, howeVeET, Was 1nadvertently misidentified by TFO
,_,1_| :l ............. = t'él"éph"one “record “information unrelated.to was
SR recerved from the telephone service provider via an EC Trom The
ig? B Division.dated 01/18/2006
(- - P& The mistaken telephorie records were sealed bv the

| |Division Chief Division Counsel (coe) |
| | on 01/25/2006 and are being maintained in a secure manner in
the CDC'g office. The NIT dated 11/25/2005, its approving EC
and the | | responsive EC
isj'””“' | all which specifically referenced the
1HiCOrrec elepnone number, have been permanently charged out of
ACS. Furthermore, neither the incorrect number nor any records

received with respect to it have otherwise been uploaded into FBI
databases
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LEAD(g) :
Set Lead 1l: {Info)
INSPECTION

AT WASHINGTON, DC

iUIw)z( For information.

Set Lead 2: {(Info)

GENERAL COUNSEL

AT WASHINGTON, DC

iU]MWE&i For informationf
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIN% Date: 03/09/2006
To: Attn: SAC, CDC

Counterterrorism AD

Inspection Internal Inspection Section

From: General Counsel
National Security Law Branch (NSLB)
Contact:

Approved By: Thomas Julie F

Drafted Bv:

Case ID ,,im 278-KQ-C1229736-VIO (Pending)-{o {pi—
(S)
U

Title: P8J  TFO |
SSA [
POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER
IOB MATTER 20C56-

s

Synopsis: ’)8( It is the opinicn of the Office of the General Counsel
(OGC) that this matter must be repcried to the Intelligence Oversignt
Board (IOB) and to the FBI Inspection Divisiocn. OGC will prepare a
cover letter and a memorandum for the Deputy General Counsel to report
this matter to the IOB. Our analysis fcllows.

(U) i Fro : =
ssify On:

Detailéf”zg<:As discussed in the electronic communication (FEC)
referenced below!,|
accordance with theRTTOTIEY GENMCrar S GUIUCTIINES TO0T FTEL NaTIonal
Security Investigations and Foreign Intelligence Collection (NSIG).
During the investigation of a U.S. person {as that term 1s used in

in

(. e .
“»={ EC from the Division, dated 01/25/2006 and titled
"Intelligence Oversight Board (IOB) Matter" {hereinafter cited as

EC) .
SEC\ET
o33}
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To:» From: General Counsel
>g? 278-HQ-C1229736-VIO, 03/03/2006

iUJ'

Section 101(i) of the Foreign Intelligence Surveillance Act of 1978
(FISA), ] a Naticnal Security Letter (NSL) was submitted

for toll Tccords ror the subiect's home telephone numherl:l
|Due O an error

on the part of the Joint Terrorism Task Force Officer working on the
case, the telephone number was misidentified. Consequently, records
tnrelated to the subject were received. The error was guickl
recognized, and the records have been sealed by the CDC.
All relevant records have been permanently charged out or the FBI's
Automated Case Support system. Neither the incerrect number nor any
records received with respect to the number were uploaded into FBI
databasesl

(U) Section 2.4 of Executive Order (E.O0.) 12863,
dated 09/13/1993, mandates that Inspectors General and General Counsel
of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, 0GC,
respectively) report to the IOB all information “concerning
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive order or Presidential
directive.” This language was adopted verbatim from E.O. 12331, dated
12/04/1981, when the IOB was kncwn as the President's Intelligence
Oversight Board.

(7} )Si According to Part V of the NSIG', NSLs may be issued as

U i stigative technique when
is opened. When the FBI Issues an NSL for to.l

records, it must certify in accordance with Title 18, U.S.C., Section
2709(b), that "the name, address, length of service, and toll billing
records sought are relevant to an authorized investigation to protect
against international terrorism or clandestine intelligence

i j /'”EKE Iy “United States persen” is defined in Section 103 (i) of the
FPoreign Intelligencge Surveillance Act (FISA) {codified at &0 U.3.C. § 1801 et

seqg.} as “a citizen of the United States [or] an allen lawfully admitted for

perranent residence (as defirned ir secticon 101{z) {23} of the Trmigration and
Naeturalization aAct) . . . .”
bﬁ oW EC.
L7E (-
4 e ] I
jel
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To:r_ I From: General Counsel
Re: :}Ei\278—HQ—C1229736-VIO, 03/08/2006
oy

activities, and that such an investigation of a United States person
is not conducted solely on the basis of activities protected by the
first amendment to the Constitution of the United States." This
means that the subject of the NSL need not be the subject of an FBI
investigation but there must be "relevance" to some authorized FRI
national security investigation. 1In this case, despite the honest
mistake of the Task Force Officer, the FBI received telephone records
for which no relevance existed to an authorized investigation.
Therefore, we believe this matter must be reported.

(U) OGC will prepare an appropriate cover letter and

memorandum for the Deputy General Counsel to report this matter fo the
108,

SECRET
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To: From: General Counsel

Re: 278-HQ-C1229736-VIO, 03/09/2006
(U}

LEAD (s)

Set Lead 1: {Action)

(U) For action deemed apprepriate.
Set Lead 2: {Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) For action consistent with this opinion.
Set Lead 3: {(Action)
INSPECTION

AT IIS, WASHINGTON, BC

(U} For action deemed appropriare.

s&k
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BY COURIER

Mr. Stephen Friedman, Chairman
Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, Northwest
Washington, D.C.

Dear Mr. Friedman:
Enclosed for your information is a self-explanatorvy

a3 memorandum, entitled "Intelligence Qversight Board (IOB) Matter,
' Division, IOB Matter 2006 ()

This memorandum sets forth details of investigative activity
which the FBI has determined was ccnducted contrary to the
Attorney General Guidelines for FB3I Foreign Intelligence
Cecllection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism

investigations. This matter has alsoc been referred to our
Inspection Division. (U)
Enclosure UNCLASSIFIED WHEN

DETACHED FROM
CLASSIFIED ENCLOSURE

1 - Mr. Hulon =
1 - 278-HQ-C1229736-vio - 1O b2
bhé 1 — _Inspection Division (ICB 2006+ -
e 1 :
LDK:1aK
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Mr. Stephen Friedman

Should you or any member of your staff reguire additional
information concerning this matter, an oral briefing will be
arrdnged fcr you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Ccunsel

1- Honorable Alberto Gonzalez
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review

U.S. Department of Justice
Room 6150

Sone
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SEekET

INTELLIGENCE OVERSIGHT BOARD (ICRB) MATTER
) DIVISION
15, bz IOB MATTER 2006 (U)
: hiE

Inguiry has determined that during the investigation of
a U.S. person (as that term is used in Section AQlilil aof the
Foreian Intelligence Surveillance Act cf 1978), |
National Security Letter (NSL) was submitted for toll records for
b1 _the subject's home telephone number for | |
bé [ | Due to an error on the part of
p,70 the Joint Terrorism Task Force Officer working on the case, the
) telephone number was misidentified. Conseguently, records
unrelated to the subject were received. The error was quickly
reccgnized, and the records have been sealed by the
CDC. All relevant records have keen permanently charged out of
the FBRI's Automated Case Support system. Neither the incorrect

S number nor any records received with respect to the number were
i J'\ uploaded into FBI databasesl |

- When Lre FfB.L 155Ues an NSL 1or

‘bé TOLl recocrds, 1L MGsSL Certiiy 1n accordance with Title 18,

L7E U.5.C., Section 2709(b), that "the name, address, length of
service, and toll billing records sought are relevant to an
authorized investigation to protect against international
terrorism or clandestine intelligence activities, and that such
an investigation of a United States person is not conducted
gsolely on the basis of activities protected by the first
amendment to the Constitution of the United States." This means
that the subject of the NSL need not be the subject of an FBI
investigation but there must be "relevance" tc¢ some authorized
FBI national security investigation. In this case, the FBI
received telephone records for which no relevance existed to an
authorized investigation. Therefore, we are reporting this
matter. This has also been referred to the FBI's Internal
Investigations Section of the Inspection Division for action
deemed appropriate. X

from :
Dec . OTT™ -1

X
SEEEET;

NSL VIO-371



(Rev. 61-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 04/13/2006
To: General Counsel Attn: NSLB

From: Inspection
Internal Investigations Section, IPU, Room 11865

Contact: UC Ext.
?g}j Approved By: Miller David ﬂ%@xf
b? prafted By: :k%s
Case ID #: (U) 278-HQ-C1223736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKINGH# 1769
o OGC/IOB# 2006|:]

Synopsis: (U) To report a potential Intelligence Oversight Board
(I0B) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1262
278-HQ-C1229736-VIO Serial 1143

Details: U) The Internal Investigations Section (IIS) received

an EC from Division dated 1/25/2006, reporting a

possible IOB error. Based upon a review of the referenced EC it

= is the IIS's opinion the matter described therein is not

P7E  indicative of willful misconduct. Therefore, no internal
investigation will be conducted by the IIS and this matter is
being relegated to the NSLB for whatever action they deem
appropriate. ’

*
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BpeEr
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 04/14/2006

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section, IPU, Room 11865
Contact: CRS Ext.

Approved By: Miller David ﬁ%@@ﬂi

Drafted By:

Case ID #: (U) 263-HQ-~0-U - 218 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH 1769

b2 OGC/IOB#H 2006:|

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

VO R
8ify On:

Enclosure(s) : (U) 278-HQ-C1229736-VIQ Serial 1143

Reference: (U) 278-HQ-C1229736-VI0O Serial 1262
278-HQ-C1229736-VIO Serial 1143

Details: (U) Upon review of Division's captioned
report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
vhere deliberate and/or aggravated misconduct is evident.

(U} IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/OGC EC, dated 03/18/2005 (319X-HQ-Al1487720 serial 6).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

o
Spesay.
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LS, Drepartme.  of Jusfice

Office of the Inspector General

Washington, D.C. 20530

DATE: November 15, 2006

TO:

FROM:

Kenneth W, Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2006009068

L]

Subject: Unidentified
[ Ibivision

FBI No. 263-HQ-0-U-418
We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of vour findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of yvour final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
[G Act or because an individual has (a) requested conlidentiality or (b) expressed a fear ot reprisal. [{ you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector Generai for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIC Report/Referral or to the identities of compiainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act,

Attachment

NSL VIO-374



01G NO.:l I689-2006—009068—M

JIG - LSYESVIGATTONS DIVISION - Complaint Form
R __
Received By:l Date Received: 04/13/2006 How Received: A
SUBJECT: Unidentified, FBI SSNC =
Title: UNID Pav Plan: D.0.B.:
Component : ¥BI EOD Rate: hlien No.:
Misc: F.B.I.No.;
Home : B.0.P.No.: 2
Phone : ZIP: D/L Nc.: ;_
wWork: Offerses: 689 hé
Phene: TP
COMPLAINANT: SSNO:
Ticte: ATTY Pay Plan: D.0.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home : B.C.P.No.:
Phone; ZIP: D/L No.:
wWork: I
Phone: (202)3241 I ZIP: .
Confidential: Revealed: Authority: none
AN — L DR L
Details:

the FBI received unauthorized

Information provided by the FBI reporting a possible IOBR matter.
error on the part of the Joint Terrcrism Task Force Officer working on the investigation,
information.

As a consequence of an

ALLEGATICNS: 689 IOB Violation

Occurrence Date: 08/01/2003 TIME:

CITY: State: | I Zip:

4

DISPOSITION DATA: Disposition: Date: 04/03/2006 Approval: POWELL, GLENN G
[
vJ\)"-/

Referred to Agency: FBI Date Sent: 11/15/2006 Component: FBI

Patrict Act: N Civil Rights: y Component Number: 263-HQ-0-U-418

Sensitive: N Whistleblower: N Consolidated Case Number:

Remavrks:

11/15/06- Sent
in a secure container.

to Kaiser/FBI/INSD.

Predicating material will be maintained within OIG/INV

Page 1 of 1
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FEDERAL BUREAU OF INVESTIGATION

by g oy o
Precedence: ROUTINE ) Date: 11/17/2005 =4¢\ | [A&
To: Inspection VAttn: Internal Investigations Section
General Counsel Attn: NSLE
Counterterrorism Attn: SSA CAU
From:

Contact: SSA

Approved By:

Drafted By:

Case ID #:

L 278-HQ-C1229736-VIO  (Pending) — (117

by

jol
h7E
819

Dz [:::] 66F-1516 (Pending) _. | o.Q

bh7E

Title: UNSUB(S);
POTENTIAL IOB MATTER

Synopsis: To report potential IOB matter as defined and directed
by below referenced communicaticn.

Reference: 66F-HO-A1247836 Sexrial 172

Administrative: Re forwarded e-mail dated 11/17/2005 from CD
to SSA regarding OGC's response to

O
bz
biE

cguestion of issuing a Nationa ecurity Letter from a Threat
Assessment or Control file.

Enclosure(s): Enclosed for the recipients is a five page e-mail
string beginning 08/22/2005 and conclnuding 11/14/2005: a cne page
e-mail from SSA to IAl ldated
11/29/2005; a one page e-mail string between CDC | | and
OGC; and a one page e-mail from OGC | | to ssa

dated 11/22/2005.

Details: 1In referenced communication, the Inspection Division,
Internal Investigations Section delineates the procedures for
reporting potential IOB matters in order to facilitate the timely
review, investigation and disposition of reports of intelligence
activities conducted by the FBI which may have been unlawful or
contrary to Executive Orders, Presidential Directives or

, J—/t, P vt

: B & G R
0i[20]06 ! " “}2 e vioks7s o

o
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02 To: Inspection From:
7 Re: 278-HQ-Cl229736-VIO, 11/17/200%

Departmental guidelines within 14 cays of the discovery of the

possible violation,

As directed in referenced communication the

w2 Division is formally notifying OGC, NSLE and INSD, I1IS of a

n7r  potential IOB matter discovered on 11/17/2005. The |
) Division has addressed each of the six notification elements
below.
1. The matter is not part of a substantive case and
R occurred with the anticipated utilization of thel
bz | | Therefore, there is no case agent or case
I7E Tsupervisor to be captioned in the title section of this
communication.
2. As noted in item number 1, there is no substantive

investigation in which the questionable activity occcurred. The
file number referenced in the initial e-mail which the potential

b% violation occurred is the control file,

3. There was no identifiable_target as the lead from
the[:::::]Division only provided the Division with the

telephone numbers captured on the complainants caller

e identification. There were no requests completed by the

or

Division for subscriber information on the telephone

nu ers.

4. As noted in item number 3, there was no

icdentifiable target to determine the person's or persons' status

ags a U.S. person or non-U.S. person.

5. The contreolling legal authority pertaining to the
potential IOB matter is the Attorney General's Guidelines for FRI

Naticnal Security Investigations and Foreign Intelligence
Collection. | | whichlprovides

investigative tecnn1nu9? available for usage |

e lvision of suspicious telephone calls originating in
~ TR and received by| l resident
bl subscribing to telephcne number | The

bE communication states that 2-3 weeks prior to the date

e TCISs o Tzed techniques and
/I TTeference which includes NSLs.

6. Referenced[:::::]io—file communication advised the

. (08/05/2005) of the EC, the complainant, who did not save the

SNE® initial ‘call information, received "suspicious teleph
7D messages" (no gquantity provided) possibly|. ..

NSL VIO-377
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To: Inspection From: |

E e: 278-HQ-C1229736-VIO, 11/17/2005

) On ©08/03/2005 the ¢complainant noted a missed call from

|te1ephone number No message was left.

(S)—On 08/04/2005 the caomplainant received a message from

|telephone numberr_ The me was 1in
English with what.the complalinant-believes-was an] I accent

o)

() On 08/22/2005, upon theEreceipt of the above
information an[fZ]Intelligence Analyst, under the supervision of
a new Supervisory Intelligence Analyst, requested, via e-mail,
the CTD, Communications Analveis Unit (CAIDI

[ ¢cTD, CAU SSA

Via e-mall on 08/22/2005, agreed | |
| hmmealately and offered to run toll records as well,

provided[ |would craft a National Security Letter (NSL) for
presentation to the telephone service providers at a later date.

IA agreed to have the tolls run also via e-mail on 08/22/2005.
No further e-mail_ communication cccur until 08/29/2005. 1In
this e-mail, SSAl inotified the 1A she was attaching the
data requested | ] ] 12

respeonded to S =1 1 I

| | She regquested this because of

1Us apparent asgsoclation with numerous FRI invectigations She
also planned to "gset z lead to

A copy

-

bz

n7E

CI the e-mail string has been attached to this communication.

On 08/22/2005, ::llA telephonically contacted the
LCRA Squad 6 Primary Relief Superviscr (PRS) regarding the
information. The IA inferred the information was part of an
ongoing substantive investigation by the Divigd ith a
bleed over into the LCRA territory. A copy of the
communication was not immediately provided. The IA requested the
"RS begin crafting a NSL reguesting information on the telephone
umbers identified in the communication. During this
conversation, the Squad 6 PRS was not advised the IA had already
requested the numbers from CTD. Therefore, unbeknownst to the
Squad 6 PRS, the request for the NSL was to substantiate her

NSL VIO-378
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To: Inspection From:lﬁ
Re: 278-HQ-C1229736-VIO, 11/17/2005

previocusly sent e-mail request to CTD, CAU. The Squad 6 PRS
agreed to review and assign the lead to a Squad 6 SA who would
assess the information and if deemed appropriate issue a NSL.

Upon receipt of the actual communication, the
Squad €& PRS observed the communication was written from a 315-0
file and did not merit the immediate crafting of a NSL. The
Squad 6 PRS immediately communicated this to the Squad 6 SA
acssigned to review the matter and IA.

The Squad 6 SA assigned to this matter treated the
"discretionary action" lead as | |and conducted
a thorough review of the facts to determine 1I cause existed to

initiate! | He found no such cause.
The Squa Tew 1ncluded accempting to validate the

When the IA again requested the Squad 6 SA produce a

NSL, the IA was advised there was not sufficient predication to
justify the initiationl |which

is a mandated prerequisite. The 1A was also advised by the Squad
6 SSA, via e-mail dated 08/29/2005, of the lack of predication

necessary to initiate and therefore a NSL. The IA contended

was justified because the toll records, produced by CTD, CAU

V7T an ; received by | IA, included
rl | | (as noted sbove 1n the summary ol‘é‘ﬁﬁiI‘EﬁﬁﬁﬁﬁTEﬁfﬂﬁﬁ%

which was associated with numerous FBI investigations. The lead
agent determined this tc be false as proven by |

The telephone number believed by the IA to be |

|

was in _fact .an| [ This intormation

~was also conveyed To the IA. 1t should be noted the information

received by the[::lIA from CTD CAU was forwarded to the Squad 6
SA who did not utilize it in furtherance of his assessment and
destroyed the information.

Upon receipt of a follow-up e-mail dated 11/10/2005,
ftrom CTD SSA[;:::::]prov1d1ng verbiage for and requesting a NSL
for the telephone number information provided tol IA in

TIot

August 2005, it was again determined predication exist to

warrant | | In consideration of CTD's

AAAAA

commitment o The telephone companles to provide legal means for
btaining the informafian [T— - Divigion considere
NSL from the divisi oﬂ contrsl file;

which was the file number provided to CTD on the IA's
wr:itial request.

NSL VIO-379
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To: Inspection
Re: 278-HQ-C1229736-VIO, 11/17/2005

From: I I

on 11/17/2005,[:](1K3received official guidance from

OGC stating a NSL could not be issued from
rol file unless prior approval was received.

file or a anL
Inasmuch as di

1d not reguest nor receive prior approval to

issue a NSL

from

| file and did not initiate

has no means of issuing an NSL for the information
recelved from CTD, CAU.

NSL VIO-380
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To: Inspection Frum:l
Re: 278-HQ-C1229736-VIO, 11/17/2005

LEAD (8) :
Set Lead 1: (Discretionary)
INSPECTION

AT WASHINGTON, DC

For whatever action is deemed necessary.
Set Lead 2: (Discretionary)

GENERAIL, COUNSEL

AT WASHINGTON, DC

For whatever action is deemed necessary.
Set Lead 3: (Info)

COUNTERTERRORTISM

AT COMMUNICATIONS ANALYSIS UNIT

For informational purposes only.

*"

NSL VIO-381




Message
(FBI)
Lo
w7 From: (FBJ)
Iﬂé ~ Sent: Monday, November 14, 2005 12:50 PM
NI To: | (FBI)

A7 Ll

Bl N I )

Subject.
Importance: High

NON- RECORD

| talked witmfor a second time regarding this Zero lead frorrI:| I completety agree wit

FW: HOT CALL

Page 1 of 5

- Follow-Up

is does not merit further investigation (it probably didn't merit the attention that it has already received).
ﬂ’fomarded the below text to me so that I'd be fully informed.

16 . | have nointention of openin

"~ . would only justify policy o
b7C (s) involved.

b2

07

file with a lead for review b

Thank you,

E |has suggested a follow-up interview with one individual in|
attempt that on my next trip there and if any interview |

o justify an over-zealous request from |for action by FBIHQ. To do so
|

acting unilaterally, rather than consut

ng the appropriate and affected agent

[t wil

Importance High

e

b7

B2 NON-RECORD
bTE

b1

From {

Cc

. Sent: Thursday, November 10, IZOOS 3:14 PM

Importance: High

11/22/2005

Subject: RE: HOT CALL|

conducted, | will report it via our|
| understand from that you are in agreement.
{FBI)
005 10:34 AM
Follow-Up
|(CTD) (CON)
1 ERIY. o ear
Follow-Up
NSL VIO-382



Message Page 2 of §

Good afternoon,

I'am working to clear this matter off my desk, and | still haven't received the NSL mentioned in the email
chain below. As you requested, we provided toll records for the following numbers:
sy A |We provided all records available

Please craft an NSL with the following verbiage:

....... "Please provide any and all available information/call detail records to include:

(S)
1 Address the subpoena/NSL to the following name and address:
(S)
bd
77 Additionally, please make sure to forward the signed, hard copy of the NSI directlv to me via Bu Mail (HQ-
_" L CAU, Rm 4315). | need to deliver the hardcopy directly to ou reps personally.
8}
hé Piease contact me at 202-:|if you have any questions. [ would like to resolve this issue as soon as
h70 possible, as it puts our commercial carriers in a difficult position to be waiting on paperwork for tong periods
T of time.
Thank vou far your prompt attention to this matter,
----- COriginal Message-----
From rar)
Sept: 005 2:44 PM
18y ... To (CTD) (CON)
cel (FRI
Subject: RE: HOT CALL} - Follow-Up
L6
Bic NON-RECORD
L7E (S) HiI I Is telephone niimhe |
Il i s wav_Tcould sel a lead ol |
JoXi ||
P70 NSL VIO-383




Pilease run |

Page 3 of 5

P.S. | spoke to the Supervisor re NSL lelter, and he is working on one as promised.

Thank you

S-2E

11/22/2005

|(cTo) (cony

Sent: Monday, August 29, 2005 8:04 AM

(EBI

Subject: RE: HOT CALL

—UNEEASSIFEE—

NON-RECORD

;s per our conversation last week, | am attaching the data

| Junfortunately, we're swamped here and | haven't had time to manipulate the
data and "pretly it up” for you. However, it's in the proper format for you to do your own
manipulations. {am also attachind for vour review. Please make sure to
follow the restrictive caveatd
As we discussed last week, Il need an NSL from you to cove for the tolls they
provided.
Thanks
202

(CTD) (CON)
ERDY

—UNELASSHHED

NON-RECORD

Yes - if anything comes up - will do.

----- Original Message-----

" From{ KCTD) (CON)

Sent: Monday, August 22, 2005 11:23 AM
To - FBL)
Subject: RE: HOT CALL

Il run those numbers immediately. Are you interested in having tails run as
well? If something comes up, all | need to know is that you'll be able to provide

an NSL down the road to cover tlm:'?m_384




Message Page 4 of 5

be
b7
g8
s Original Message-----
. From] |(FBI)
- Sent: Monday, August 22, 2005 12:45 PM
To{ _ |(CTD) (F8D); (CTD)
(CQNl
Cc| e lEBD)
Subject: HOT CALL
NON-RECORD
H
left a message for both of you to call me back. Either you or
please run the below iisted numbers:
kel
02
H7E
I
Thank you.
UNCCASSIFIED

NSL VIO-385

1172272005




Message Page 5 of §

—ONCEASSHFED—

NSL VIO-386

11/22/2005



Message Page 1 of ]

(FBI)
From: FBI)
Sent:  Monday, August 28, 2005 2:50 PM
L6 To: FBi)
b7 Subject: NSL
NON-RECORD

[ sat wit] and disoussedIZIand the NSL. We are having difficulty finding the predication for|:| It
appear: had the right idea sending it to a O-file._If there is something there is the person to find it. If
not, we won't have the requisite predication to initiat

| reviewecl
I VET Continue o dig

and el you Know what we come up with.

UNCLASSIFIED

NSL VIO-387

9/19/2005



(FBY)

-,

Py
From:  ~ | FBI)
Sent: p7C Thursday, November 17, 2005 4:10 PM
To: b | ](FBI)
Subject: |~ _ FW. NSL question

niE

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

The word from the NSL guru...

From: | | (oce) (FeD)
Sent: 05 2:08 PM
To: FBI)
Subject: RET VoL quUesuon

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

)
w

ES N

tr]

——
L

o

[

----- Qriginal Message-----
From: [FBI) L7 C
Sent: —Wednesday, November 16, 2005 5:36 PM
To: JcoGC) (FBY)
Subject: NSL qQuesuon

SENSITIVE BUT UNCLASSIFIED

NON-RECORD
Hi, I have an NSL question, and was hoping | coutd trouble you for a little guidance.
bo
b7
I bz
b7E
Lo

The |A was Ehe tended to do pretty much what she wanted, in spite of the agent's input. hé
Thanks. Sorry to waste your time. | know you are busy. YT
chC,

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED NSL VIO-388




lFBI)

I
From: (OGC) (FBI) cule:
Sent: Tuesaay, 1yovember 22, 2000 11:19 AM -
To: | (FBI) e
Subject: RETNSC quesion L7E
UNCLASSIFIED
NON-RECORD
b5
b
bk
1- A
----- Original Messaqe----- 120
From: BI) L7C
Sent: 0510:15 AM
To: (OGC) (FBI)

Subject: NSL question

UNCLASSIFIED
NON-RECORD

]

6
joNES:
b2z
s I L7E
5
UNCLASSIFIED
UNCLASSIFIED

NSL VIO-389
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S}QET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/21/2006
To: Inspection Attn: Internal Investigations
Counterterrorism Attn: AD
Attn: SAC/CIT
CcpC

From: General Counsel
Counterterrorism I.X 1 Room 3S100
Contact:

Approved By: Thomas Julie F

Drafted By:

("v
Case ID #: (U) 278-HQ-C1229736-VIO (Pending) . 13671
(s)

T
Title: l: :IM INTELLIGENCE OVERSIGHT BOARD MATTER
I0B 2006+

SynopsquJCXQ) The Office of the General Counsel (OGC) considers
that this matter must be reported to the Intelligence Oversight
Board (IOB) and to the Office of Professional Responsibility
(OPR) . A summary of the facts and an analysis of the situation
follows.

Detaiiéi”iisig The foregoing information was obtained from an EC
y SS

drafted b on 11/17/04 (see 278-HQ-C1229736,
serial 1117).

U) OX _On August 8, 2003, a complainant
|

P a missed
phone call No message

was left. O mUOUST 7. ZUUS, the Ccomplainant reccived a second
call from| | number] nd the caller

this time left . a messagé. The message was in English but

-complainant detected an]| laccent. The message arated

I:b7D

o

ssify On:

SECRET

0IG/DOJ REVIE
o6 FBI INVESTIGAT|
. p7C NYBROSIVESTIGATION:




SECEB(

To: Inspection From: General Counsel
Re: (U) 278-HQ-C1229736-VIO, 03/21/2006
b1 (SH::::::::]
M As a result, cC ‘ nt notitfied the] |division
bz who created an O file. then sent a lead to the
b7E | [Division opened it as]| |

with the phone number communicatiocn.

W) 9% on august 22, 2005, the| |
[::::] received the communication and] | Intelligence Analyst
{IA) under the supervision of the Supervisory Intelligence

Analyst (SIA) requested, ' -mail, that the Communications

Analysis Unit (CAU), runl |numbers |
N [;;:fi::;]numbers include | numbers captured by
b the complainant's Caller ID and the number of the complainant's

b7E cellular telephone. Via E-mail, the CAU SSA responded that she
would run the numbers and also coffered to obtain toll records.
SSA of CAU stated that she could procure toll records only if
would draft National Security Letters (NSLs) for presentation
to the telephone service providers socn thereafter. On that same
day, the IA agreed, via e-mail, to request the tolls be run
and to obtain the NSLs.

U

tj Egi Later, on August 22, 2005, the IA contacted the LCRA
Squad Primary Relief Supervisor (PRS) and requested that they
begin crafting the NSLe. According to the PRS, the IA inferred

o that the information t of an ongoing substantive

= investigation by the division with a bleed ovexr i he

B7E Lcra territory. At that time, an actual copy of the i
communication was not provided. The PRS was not told nor was he

aware that the NSL was to substantiate the IA's earlier request
for toll records from CAU. The PRS agreed to assign the NSL

reguest.

M. %g] The PRS assianed an agent to review the case. The case
agent found that the communication was from a 315 0 file
which would not authorize the issuance of an NSL. The assigned
special agent treated the "discretionary action" lead as

| |and conducted a thorough review to determine T
fhere was enacuagh information to warrantl

Tho acart- o seerd cny oo oo ]

TR
b1

o)

7 E

7T

sgéksq\

2
NSL VIO-391
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To: Inspection From: General CAunsel
Re: (U) 278-HQ-C1229736-VIO, 03/21/2006

41 I On August 29, 2005, the CAU SSA notified the[:jlﬁ.that
she Had received and was sending the results for the_requested
information. After receiving the toll records. thel | 1A rhen

reguested CAU SSA td

= The IA requested
this furcther information because one ol the numbers had an

apparent association with numerous FBI investigations. The IA
asks SA for the NSL. ©On August 29, 2005, the SA advised

ishwlﬂ

ne] g
-

the IA that there was not a sufficient predication

oo
R A S

™

which would be a necessary prereguisite for obtaining an
NSIL.. Without the information from the toll records, which should
not have been obtained, there was not enough informatiorn _to
justify| | The IA, in reply, contended that | was
justified because the toll records produced by CAU | |
possible pay phone number that had been associgted with nnmerons

At s

[a)

3O
-3
P

FBI investigations. The SA reported to the IAI

:, I| ,,,,,,,,,,,,,,,,,,,,,,,,,,,

[AITT or TnIT CTAU Inrormatlion was rorwarded
to the special agent who later destroyed it.

Lre

ﬂ”';?ﬁ: On November 10, 2005, the SSA from CAU again requested

an NSL for the information that CAU had provided in August., OCn

~ November 14, 2005, [:::::]agent confirmed that he w not to open
Iz "to justify an overzealous request from our for action

R7E by FBIHQ. To do so would only justify| | policy of acting

unilaterally rather than consulting the appropriate affecfed
agent (s) involved."' On November 17, 2005, NSLB directed that
an NSL could not be issued from file.

L

Pursuant to the Electronic Communications Privacy
Act (ECPA), 18 U.S.C. §§ 2709, the FBI can issue National
Security Letters {(NSLs) for: (1) telephone subscriber

bz information (limited to name, address, and length of service);
h7E (2) telephone local and long distance toll billing records; and
(3) electronic communication transactional records The FRT is

authorized to request an NSL in
The FBI is not authorized to reguest an NSL for

toll records in|

'See E-mail from to dated
November 14, 2005.
e ’See Attorney Ceneral Guidelines,

s _ ]
ﬁ“‘“ ‘See Attorney General Guidelines,

SE&%

3
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To: Inspection From: General Coundel
Re: (U) 278-HQ-C1229736-VIO, 03/21/2006

E

U?':QK{ Under the authority of Executive Order 12333,

dated December 4, 1981, and uant to Title 18, United States
Code (U.S.C.), Section 2709, requested and received subscriber
and toll billing records for a phone number that originated from
a | | Lead. At the time the[__ IA reqguested the

telephone information, neither the| |division nor the
assigned[__Jagent had opened investigation.
Pursuant to the Attorney General Guidelines, the toll records
should not have been obtained because there was no authority to
issue an NSL

(U Section 2.4 of Executive Order 12863 (September
13, 1993, 58 F.R. 48441) requires Inspectors General and General
Counsel of the Intelligence Community, including the FBI, to
report to the IOB concerning intelligence activities that they
have reason to believe may be unlawful or contrary to Executive
order or Presidential directive. This language has been
interpreted to mandate the reporting of any violation of law or
vpertinent Attorney General guidelines that are specifically
intended to ensure the protection of the individual rights of
U.S. persons.

im’}%§: In this case, requested toll records
representing that it would provide an NSL for the records, and
the toll records were provided. An NSL was never authorized or
issued because no| [Investigation was pending.
This action resulted in an ECPA violation and must be reported to
the IOB. Conseguently, OGC will prepare a cover letter and
memorandum to report this matter to the IOB.

sﬁr{
4
NSL VIO-393
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To: Inspection From: General Counsel
Re: (U 278-HQ-C1229736-VIO, 03/21/2006
LEAD (s) :

Set Lead 1: (Action)
INSPECTICN

AT WASHINGTON, DC

(U) For action ageemed appropriate.
Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) Please read and clear.

Set Lead 3: (Action)

(U) For action deemed appropriate.

IOB Library

*

SEcﬁx\

5
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March 21, 2006

BY COURIER

Mr. Stephen Friedman
Intelligence Oversight DBoard
Room 5020

New Executive Office Building
725 17th Street, NW
Washington, D.C. 20503

Dear Mr. Friedman:

This letter forwards for your information a self-
explanatory enclosure, entitled “Possible Intelligence Oversight
Board Matter."

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to ocur
Internal Investigations Sectiocon, Inspection Division, for a
determination of whether any administrative action is warranted.
(U)

Enclosure

1 - Ms. Thomas

1 - SSA

1 - Ms. UNCLASSIFIED WHEN
1 - 278-HQ-C>1229736~VIO DETACHED FROM

! CLASSIFIED ENCLOSURE

Deri om: -3
D sify On:

/270

e

NSL VIO-395
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Mr. Stephan Friedman

Shouid you or any member of your staff require additional
information concernirg this matter, an oral briefing will be
arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

i - Mr. James Baker
Counsel for Intelligence Pelicy, CIPR
U.S. Department of Justice

2.
NSL VIO-396
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INTELLTGENCE _QUVERSTGHT ROARD (IOB) MATTER
%) [prvisron
b7E IOB MATTER 2006 (U)

UJ“?§</ Bv electronic Effffﬂication (EC) dated October 5, 2005

1Y the| Division reported a potential TOR involiving
- a National Security Letter (NSL) requested by L in a
D7E case.
52 On Aucust 8, 2003, g complainant subscriber
[ noticed a missed phone call
b1 ) from| [number | | No message was left.
N2 On August 4, 2005, the co ved a second call from
(S) another] | numbe and the caller this time
bh7E o
left a message. The messade was 1in English but complainant
bfi»(S) detected an| iaccent. The megsage stated| ]
be
Y
t \(S) I I As d LesuUull,
complainant notified the | division who created_an
then sent a lead to the | Pivision
opened it| [with the phone number
communlicatTIon.
On August 22, 2005 | I
[::::])fgceived the communication and the] [Intelligence Analyst
(IA) under the supervision of the Supervisory Intelligence
Analyst (SIA) requested, via e-mail, that the Communicatiocns
Analvsis Unit (CAU), run| | numbers |
| numbers included the | [numbers |

via E-mail, the CAU S5A responded that she

wwouia Tun cthne nunbers and also offered to obtain toll records.

The SSA of CAU stated that she could procure toll records only if
would draft National Security Letters (NSLs) for presentation
to the telephone service providers soon thereafter. On that same

day, thel IA agreed, via e-mail, to request the tolls be run
and to obtain the NSLs.

Der £  G-3
De ify > 1

SE&EIKN
SL VIO-397
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()
vlzg:later, on August 22, 2005, the IA contacted the LCRA
Squad Primary Relief Supervisor (PRS) and requested that they
begin crafting the NSLs. According to the PRS, the IA inferred
2 that the information was part of an ongoing substantive
b7E investigation by the[::::f:]division with a bleed over into the
- LCRA territory. At that time, an actual copy of the
communication was not provided. The PRS was not told nor was he
aware that the NSL was to substantiate the IA's earlier request
for toll records from CAU. The PRS agreed to assign the NSL
request.

P3¢ The PRS assigned an agent to review the case. The case
agent found that the| | communication was from a 315 0 file
which would not authorize the issuance of an NSL. The assigned
special agent treated the "discretionary action" lead as

| | and conducted a thorough review to determine whether
there was enough information to warrant opening |

| | The agent's review includéaj
(s) | I-=IJ

On August 29, 2005, the CAU SSA notified thel 1A that

she had received and was sending the results for the requested
information. After reuiecwing Fheo +oll roooxrdg thel 118 +then

requested CAU SSA to I

ol (S) | | The IA requested
L7D this further information because one of the numbers had an

e apparent association with numerous FBI investigations. The IA
b7c  asked '

| SA for the NSL. On August 29, 2005, the[:] ia adviged

- IA that there was not a sufficient predication

bf_ﬂ which would be a necessary prerequisite for obtaining an

DT E NSL. Without the information from the toll records, which should
not have been obtained, there was not enough information to
justify opening[___] Tke IA, in reply, contended that|__ | was
justified because the to:l records produced by CAU involved a
possible pay phone number that had been associated with numerous
FBI investigations. The SA reported to the IA that he hadl |

S) | | and determined | [
All of this CAU information was

SECRET
NSL VIO-398
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forwarded to the special agent who later destroyed it.

- - On November 10, 2005, the SSA from CAU again requested
n NSL for the informagl that CAU had provided in August. On
November 14, 2005, thel iagent confirmed thgt he was not to open
"to justify an overzealous request from for action
2 v FBIHQ. To do so would only justify] | policy of acting
BIE unilaterally rather than consulting the appropriate affected

' agent (s) involved."' On November 17, 2005, NSIB directed that

an NSL could not be issued from file.

(U) The error is a reportable matter under Section 2.4 of
Executive Order 12863,

B 'See E-wmail from [to dated

November 14, 2005.
sﬁ%gr
NSL VIO-399
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FEDERAL BUREAU OF INVESTIGATION

(Rev. 01-31-2003)

Precedence: ROUTINE Date: 04/13/2006
To: General Counsel Attn: NSLB
From: Inspection

Internal Investigations Section, IPU, Room 11865
Contact: Uc|

Approved By: Miller David Qéﬁif‘

k6 Drafted By:

by e

B Case ID i#: (U) 278-HQ-C1229736-VIO (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
‘ INSD/IIS TRACKINGH# 1772
b2 OGC/IOBH# 2006~

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1269
278-HQ-C1229736-VIO Serial 1117

Details: JLL_Ihe_lnLefnal Invegtigations Section (IIS) received
an EC from Division dated 11/17/2005, reporting a
possible IOB error. Based upon a review of the referenced EC it

is the IIS's opinion the matter described therein is not
indicative of willful misconduct. Therefore, no internal

~
/

”:r‘ investigation will be conducted by the IIS and this matter is
LIE being relegated to the NSLB for whatever action they deem
appropriate.
*
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(Rev. 01-31-2003)
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SECRET f
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 04/14/2006

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Invegtigations Section., IPU, Room 11865
Contact: CRS

Approved By: Miller David Q@ﬁﬂﬂA}

Drafted By:
EfCase ID #: (U) 263-HQ-0-U - 419 (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 1772
12 OGC/IOB# 2006

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

MR R
s1fy On:

Enclosure(s): (U} 278-HQ-C1229736-VIO Serial 1117

Reference: (U) 278-HQ-C1229736-VIO Serial 1269
278-HQ-C1229736-VIO Serial 1117

Details: (U) Upon review of Division's captioned
report of a potential IOB viclation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations

where deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/OGC EC, dated 03/18/2005 (319X-HQ-Al487720 serial 6).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*
v

NSL VIO-402




LS. Departiner f Justice

Office of the Inspector General

DATE:

TO:

FROM

Washington, 1.C. 200550

November 15, 2006

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

T

; Glenn G. Powell -
Special Agent in Charge

Investigations Division

SUBJECT: OIG Complaint No. 2006009071

Subject: Unidentified
| Division
FBI No. 263 -0-U-419

We consider this 2 management matter. The information is being provided to vou
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

[dentifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If vou
believe that it is necessary that redzcted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an QOIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursaant o the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-403
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SECR. FORN

FEDERAL BUREAU /OF INVESTIGATION

#1719,

(e

Precedence: ROUTINE Date: 02/14/2006 %
To: General Counsel Attn: National Security Law Branch
Inspection Division Attn: Inspection Management Unit
[ <

L_ Attn: ChC
From:
Contacf:l

Approved By:

Drafted By:

Case ID #:( P€) 278-HQ-C1229736-VIO //5’7
B 278 |C63856-VIO — )

i)
e1e (T o |
Title:'"'(X) Ss
>< sal |
| !Division
otential I1I0B Matter
gk

Synopsis )E( Notification to the Office of General Counsel and
the Inspection Division of possible Intelligence Oversight Board
violation regarding an investigation at

U pmreen e

Reference: (8)

Administrative: I:is cognizant of the fact that potential
IOB violations are to be reported to FBIHQ within 14 days. This
matter was discovered on January 9, and the Office of general
Counsel notified via electronic mail on January 26, however, the

relocation of the Ioffice interrupted the immediate
dissemination of this communication.

Details: (39) Irec ived banking records
pursuant to an NSL submitted

- 4
SECRET /NOFORN
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SECWORN

To: General Counsel From:
Re: 278-HQ-c1229736-VIO , 02/14/2006

. ' -

1 Upon reviewing the documents

L7C
[S)%
h7E
(S)Q%
7D

provided by| | however[ Jlearned that the material
received was that of an individual bearing the same name as

captioned subject, but a different person altogether.

(W) {x{ No data regarding the financial records received
in error was uploaded into FBI indices nor any other
investigative database. The above mentioned bank records will be
sealed and maintained by the| | Division Chief Division
Counsel. Division will advise of the error.

SECRM

2
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—SECRET /NOFORNL

To: General Counsel From:
le: 278-HQ-c1229736-VIO , 02/14/2006

LEAD(s) :
Set Lead 1: {(Action)

GENERAL_CQUNSEL

AT WASHINGTON, DC

(Ul }éi The information in this communication is provided
to the Office of the General Counsel, National Security Law
Branch to fulfill notification requirements to the Office of
Intelligence Policy Review, which this incident might
necessitate.

Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(21 __Prayide guidance to[:::::]with regards to
contacting to advise of the administrative error which
led to this potential IOB.

Set Lead 3: (Info)

INSPECTION DIVISTON

AT WASHINGTON, DC

iUJ“)S{ Information provided for information only.

.

SE /NOFORN
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SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 2/27/06
To: Jlirecter's Office Attn: OPR
Attn: CDC
From: General Counsel
National Security Affairs/Room 7947
Contact: Julie F. Thomas

Approved By: Thomas Julie F

Drafted By:

case 1D #:IU1 Jx{ 278-H0-C1225736-vIO-[QA9

Title: ﬂh»jxﬁ PCSSIBRLE INTELLIGENCE OVERSIGHT BOARD MATTER
20064

Synopsis:wLZB(: It is the opinion of the Cffice of the General
Counsel (0OGC) that the above-referenced matter must be reporied
to the IOB and to the FBI's Office of Professional Responsibility
(OPR}. OGC will prepare and deliver the recuired correspondence
to the IOB. Our analysis follows.

D sify on-
(I
Reference: P& 278-HQ-C1229736-VIO-1159
Details: )XQ As noted in the electronic communication (EC),

this matter hgs arisen as g result of g National Secpuritv letter
(NSL) issued|

o

3]

s;EEEm\
c'J:IG/DOJ'ﬁéifn
oz%',%%\?ﬁwsqgmﬁmom

~

b
.




shm\

bz
r7E To: ) From: General Counsel
a Re: ;§<‘278—HQ—C1229736—VIO, 2/27/2006
(Ul
bl
4 (S) As part of this investigaticn, an NSL dated

D 1/9/2006 was issued|
' for financial records pertaining to the subject.

be
b7C
b2
h7E (S) Upon reviewing the documents provided by in
el response to the NSIL, learned that the material orovided by
b7LS) E::::::::kaq that of a completely different individual, beazing
o8| he same name. This unrelated person may ke a United Slates
10 oerson.
L7E , - A . ,
S (S) No data regarding the financial records received in
error was uploaded into FBI irdices nor any othner investigative
b4 database. The Chief Divisior Connsel has sealed these documents
(S)bTD nd will maintain them. will ke notifZied of their error.

bl . ‘
: (S} As reguired by Executive Orcder (£.0.) 12863 ard

Section 2~5¢ of the Nationa: Foreign Intelligence Program Manual
(NE'IPM}, OGC was tasked to determine whether fthe erroneous
production py f financial records unrelated to the
subject ¢f the NSL is a matter which nust be reported to the IOB.
i It is.

W D Section 2.4 of E.0. 12863, dated 9/13/1393.
mandates that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, cthe Assistant
Cirector, Inspection Division, and the General Counsel, 0GC,
respectively) report to the IOB all informaticn "concerning
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
directive." 1In this instance, the erroneous production by US
Bank of financial records concerning an individual who may be a
United States person, was done without the authorization required
by law. Consequently, in accordance with E.0. 12863 and Section
2-56 of the NFIEM, the error nust be reported to the IO0B, which
this Office will do.

SE\S\ET
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To: From: General Counsel

Re: . 278-HQO-C1229736-VIO, 2/27/2006
(-

Set Lead 1: {Action)

v
b ING

9]
]

If not already done so, seguester the documents at issue
with the CDC and await further instructions regarding dispositicn

by NSLB.
Set Lead 2: (Discretionary)
INSPECTICN
AT WASHINGTON, D.C.
(U) For appropriate acticn.
- 1 - Ms. Thomas
S | (rcting UC)
L7C 1 |

IOB Library

b=

SE@RET
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BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washingten, D.C. 20503

Dear Mr. Friedman:
This letter forwards for your information a self-

explanatory enclosure entitled, "Intelligence Oversight Board
(IOB) Matter, IOB 2006 (U}

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Exscutive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

Fnclosure

1 - 278-Ho-C1229736-vIo—[2B0

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

Deriv M i urces
D 1 on: Februa 1
@eﬁ

NSL VIO-411




Srhould you or any member of your staff rcguire
additional information concerning this matter, an cral briefing
wilill be arranged for you at your convenlience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

3

> - The Honorable Albertc R. Gonzalez
Attorney General

J.S. Department cf Justice

Room 5111

1 - Mr. James A. Baker III
Counsel for Inteiligence Policy and Review
U.S. Pepartment of Justice
Rocm 6000

Spesiy

-
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CRET

INTPLLIGENCE OVERSIGHT BOARD (IOB) MATTER
b2 [ ]rirmp orFICS

bL7E 10B MATIER 2006[____](S)
E%( The Field Office of the federal Bureau cf
Investigatjon has reported an eryor ipn coniunction with that
division's In this

regard, in response to a National Security Letter (NSL) to
b rronecusly provided financial recoras which were
he subject of the NSL, which were associlated with a
customer who may be a United States person.

(U) This matter has been reported to the IBI's Office
of Professional Respcnsibility fcr appropriate action.

Deraive -3
Sify on: 2

SECRET

Nixczen

-1-
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 04/13/2006
To: General Counsel Attn: NSLB
From: Inspection

Internal Investigationsg Section, IPU, Room 11865
Contact:

Approved By: Miller David I:JlﬁA

Drafted By:

Case ID #: (U) 278-HQ-C1229736-VIO  (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
L INSD/IIS TRAC 1796
bz OGC/IOB# 2006

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, Naticnal Security
Law Branch (NSLB).

Referemnce: (U) 278-HQ-C1229736-VIO Serial 1159
278[:]—C63856—VIO Serial 10

Details: (U) The Internal Investigations Section (IIS) received
an EC from[ _____ |Division dated 2/14/2006, reporting a possible
IOB exror. Based upon a review of the referenced EC it is the

IIS's opinion the matter described therein is not indicative of
willful misconduct. Therefore, no internal investigation will be
conducted by the IIS and this matter is being relegated to the
NSLB for whatever action they deem appropriate.

144
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(Rev. 01-31-2003)
Speer

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 04/14/2006

To: [::::::::] Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section, IPU, Room 11865
Contact:

yHE Approved By: Miller David IM){.

A

o~

10 Drafted By:
| SO
* Case ID #: (U) 263-HQ-0-U - 420 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
k2 INSD/IIS TRACKINGH# 1796
OGC/IOB# 2006

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

1fy On:

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1159

Reference: (U) 278-HQ-C1229736-VIO Serial 1229
278-HR-C1229736-VIO Serial 1159
> 278[:ﬁ—ce3856—v10 Serial 10
h7E Details: (U) Upon review of[:::::]Division's captioned report of
a potential IOB violation, IIS did not find the matter indicative
of willful misconduct. IIS only addresses allegations where
deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. 1IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.
144

P
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LS, Departiner A Justice

Office of the Inspector General

Washington. D.C. 20536}

DATE: November 15, 2006
TO: Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation
FROM:  Glenn G. Powell

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2006009072

4
bTE

]

Subject: Unidentified
ivision
FBI No. 263-HQ-0-U-420
We consider this a management matter. The information is being provided to vou
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to vour agency for investigation. Please provide the OIG
with a copy of vour final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. 1f you
believe that it is necessary that redacted information be made available to your Apency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contempiated, the subject of an investigation does not have 4
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment
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(Rev. (. ->1-200., ;ENQT

FEDERAL BUREAU OF INVESTIGATION

Loty
Precedence: DEADLINE 01/20/200¢ Date: 01/16/2006 ﬁ ;:0d1
To: Gemneral Counsel Attn: NSLB -
+ Inspection Division Attn: Internal Investigations
From:
SAC Squar
Contact:
bf__ Approved By:
nh7E
be
7 Drafted By:
H AR
Case 1D #: 278-HO~C1229736¥¥IO tPending)
278 C7l4a04 -
Title: SA
7 INTELTTGERNCE CVERSIGET BOARD (ICR) VIOLATION
DIVISION
Synopsis: Report of IOB violaticn for Division.
Reference:278-HO-C1229736 Serial 355
278-HC-C1229736 Serial 1347
OOF-HQ-A12478¢3 Serial 149
ol boF-HO-A12478¢3 Serial 17:
o/E (S)
bl
o) Details: ;ﬁ(‘To decument overproduction from
NTE in response to an NSL.
b'—;‘[' (S) On 10/04 /2005 a Nationa' Sernrisy Tottar [(NST)
was drafted and avroroved )
| recuestinc subscriber and
" Lransactional recoxds for email account

"/

R

7 E
SECRET

b6 N w,,J

P
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-
To: Genexal Counsel From: [:::::::]

Re: SA 278-EQ-C12297236-VI, 01/16/2006

(SY?SiT:::::::rEEEsequentlyEifiiifif ane CD which

contained information requested by FBI for two separate

email accounts. It was also determined that the CD contained bl
full email nternt for both accounts. _lorrective action was 7D
faken by GA on advice from_¢nCl and s3n -

| 2s qetailed in serial On A
12/1/2005, SSA| also contactedl and advised bi*
him of the ocoverproduction and requested he verily compliance with bZ

the limits of National Security Letters. L7E

(S) On or about 12/5/2005, an NSL addressed to

| |requesting subscriber and
transactional recorcs for email account]| |was
reissued for administrative purity and served for the second
time.

Office. Upon returning to the coffice it was determined
that Information from multiple NSLs from FBI Office was
again included on one CD.

:rs)bs:r on 01/03/2005, [ lprovided ore CD to the FBI

k1
E::::]and had the information separated. A duplicate of the Ré

original CD was preduced as well as two working copies of
(S) informationl

)&( On 01/06/2006, FBIE:::;::]reviewed the contents of
the original CD and determined that despite an NSL reguest cnly

for transactional reccrds, full email content was agaln provided

(S) by

(DK Corrective action was taken by SA[::::::]as

previously determined after reviewing an ewail dated 11/22/9005,
from Office of General Counsel (0GC) Ito

ALL FBI CDC's regarding improper NSL collecticn. The email e
instructs the reciplent to seal and sequester (within the office) K70
the information and have the information removed from AC -
{(provided that any was uploaded). The original CD from bl
(S and all ccpies werenlaced in a "M envelope and sealed and b7
(S) wilil be preserved in the case file. L2
b7E

SE}B{r
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SSCRET

To: Geperal Coupnsel TFrom:
Re: SA 278-EQ-C1229736-VI, 0./16/2006
LEAD(s) :

Set Lead 1: {Discretionary)

CENERAL CCUNSEL

AT WASHINGTON, BC

For information and action deemed appropriate.
Set Lead 2: (Discretionary)
TNSPECTICH

AT WASHINGTON, D5C

For infecrmation and action deemed appropriate.

+

srsbs\w
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{01/26/1998)

SEGQE?

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: (03/08/2000

To: Attn: SAC, CDC
Counterterrorism Attn: AD :
Iinspection Attn: IIS :

From: General Counsel BE

Counterrorism Law Unit T/IX-1 35100
Contact:

Approved By: Thomas Julie F

Drafted By:

.
Case ID #i. ! M 278-HQ-C1229736-VI0 — | 397

Title D! >ﬁ<\ sA sh\be, SA

INTELLIGENCE OVERSIGHT 30ARD MATTER,

I0OB 2006

(s

Synopsis: It is the opinicn of the Office of the General
Counsel {(0OGC) that this matter must be reported to the
Intelligence Cversignht Board (IOB;. OGC will prepare a ccver
letter and a letterhead memorandum for the General Counsel and
the Assistant Director, Inspection Division (INSD), for
submission to the I0B. Submission of this matter to the CPR is a

matter within the cognizance of the IIS.

Rl
De ify Oni—X=~l

()
Reference: )&3 278-HQ-C1229736~V10O Serial 1147

Administrative: (U) This communication contains one or more

footnotes. To read the footnotes, downlcoad and print the
document in WordPerfect 6.1.

Details; (1) Referenced communication from the[::::::]Field
Office dated 1/16/2006, requested that OGC review the
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SEEQ?T
To: tUh““wﬂFrom: General Counsel
Re : I;FS—H = 1229736—VI‘O->S<, 03/8/2006
facts of the captioned matter and determine whether it warrants

reporting to the I0OB. In our opinion, it does. Our analysis
follows.

As discussed 1n the electronlc communpnication

(EC) from | lcited below,
| who was and remains a

"United States person" as that term is used in Section 101( ) of
the Foreign Intelligence Surveillance Act of 1978 (FISA).?

tUj’:hgi During the course of the investigation,
issued National Security Letters (NSL) pursuant to the Electronic
Communications Privacy Act, 18 U.S.C. § 2709. That statute
permits the FBI to request subscriber information and telephone
toll billing records that are "relevant to an authorized
investigation to protect against international terrorism or
clandestine intelligence activities, provided that such an
investigation of a United States person is not conducted scolely
on the basis of activities protected by the first amendment to
the Constitution of the United States."

(S) On October 14, 2005, served two NSL's,

including the subject one, rela%ing_LQ_Lhﬁ_abee_xﬁiexcnged
I AREaTalal I

—

The subject NSL requested subscriber and transactional records
for email accounf _J

(S) On or about October 20, 2005,r- regponded to
the two NSLs by transmitting information responsive to both on &
single compact disk (CD). Subsequently[::::ft]determined that
the CD contained full email content for both accounts.

‘)%5 Upon learning that the CD contained full email content,

CDC and NSLB were contacted. Pursuant to the direction
"I EC from tc OCG dated 01/26/2006 and titled "SR [:::::::]
Intelligence Oversight Board (10B) Viclation - Azlanta Division."
z {Uy A “Urnited States person” (U5SPjis defined in Section 101¢(i) of

the Fecreign Intelliisence Surveillance Bct (FISA: {codified at 50 U.8.C. § 1&C1
et seq.) as “a citizen of the Unitad States [or! an alien lawfully admitted

for permanent residence {as defined in section 101{a}{20; cf the Immigration
and Naturalization Act) . . . .” See also Section II.W of The Attorney
Gerneral's Guidelines for FRI Foreign Intellicerce Collecticon and Foreign
Counrterinteiligence Investigations.

}z@T

NSL VIO-425



be

t‘?(s)
8 'Is

b2

b7

E

bhe

kil

bl
b

=

Séékﬁ?

To: IUT“~nF;om: General Counsel
Re: 278-HO-C1229736-VIO ¥, 0%/8/2006

of NSLB, S sealed and sequestered in Al envelopes
the CD, along with all paper copies of its contents.

(S' On December 1, 2005, contacted

|and advised him of the overproduction and reguested

he verify compliance with the limits of National Security
Letters.

(S) ~ interest of administrative purity, on Decerker
10 served | with ancther NSL, addressed
to requesting subscriber and transactional records for

emall account |
(S) On January 3, 2006,' |transmitted a CD to the

FBT Office. Once again information resporsive to
multiple NSLs was included on the CD.

|::::::](S) On January 4, 2006, SAl took the CD[::]

and had the information separated by email account/NSL.
duplicate of the original CD was produced as well =5 two th(ng
copies of informaticn regardin SA
provided the coplies Lo SA

;%ﬂ:On January 6, 2006,[::::::]reviewed the contents of the

~original CD and determined that despite (a) the fact that the NSL

expressly sougkt ‘only-transactional. records, and (b) the fact

had been personally contacted reqa*GAﬁg[:::::::]
prior overproduction, full email content was again
L g
provided by

D

unknown whether

(U) SSA retrieved all copies of the CD orior
to the information peing sent to the case file. Based upon
adyvice of CDCl and NSLB SA[:::] took corrective action.
SA ensured that the CDs, along with all paper copies of

their contents, were sealed and sequestered in 1A envelopes. They
will be sequestered by the Chief Division Counsel.

il]j':}%i: As reguired by Executive Order (E.O0.) 12863 and Section
2-56 of the National Foreign Intelligence Program Manual (NFIPM;,
OGC was tasked to determine whether the over collection errors
described here are matters which must be reported to the ICB.
They must.

‘m”“(kﬁ Because_the email content was never analvzed, it is

SEEQET
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SE&EE?
To: [:::::::]‘UT“-MErom: General Counsel

Re: 278—Hch1229736—vIOw)&( , 03/8/2006

content, or if the content was gathered pursuant to subseduent
surveillance. Over collecticn of stored email contert could
violate the Electrenic Cemmunications Privacy Act, 18 U.5.C.

§ 2701 et seqg. (ECPR), whereas over collection cf subsequent
surveillance could vioclate the Foreign Intelligence Surveillance
Act (FISA) pen register provisions.

W »<{ section 2.4 of E.O. 12863, dated 09/13/1993, mandates
that Inspectors General and Gencral Counscl of the Intelligence
Community components (in the FBI, the Assistant Director,
inspection Division, and the General Counsel, OGC, respectively)
report to the IOB all information “concerning intelligence
activities that they have reascn to believe may
be unlawful or contrary to Executive order or Presidential
directive.”

o ES( Pursuant to ECPA, in the absence of a appropriate
authorization, it is unlawful to "access", or for a provider %o
"divulge" the content of any stored electronic communications. 18
U.S.C. §§ 2701(a) (1}, and 2702(a;. Consequently, any viewing of
the content of any stored electronic communications must ke
obtained pursuant to a court order.

‘m”jﬁﬁi The USA Patriot Act revised existing law governing the
instailation and use of pen registers and trap and trace devices
to clarify that ven/trap orders not only apply to hard-wired line
telephones but also to wireless teiephones, e-mail service,
Internet communications, and any number of communications
techneclogies. At the same time, the Act made several changes Lo
emphasize that a pen/trap device may not be used for the purpose
of collecting the content of wire or electronic communications.
Consequently, any viewing of the content of electronically
transmitted communications must be obtained pursuant to a court
crder.”

(3) fn_fhs orasent case, it 1s clear that the service
provider, erroneously provided content information
concerning an e-maxzl account and that the FBI unintentionally
received that content informaticn not contemplated by the NSL
requesting the subscriber information. However, under these

*There are certain enumerated exceptions to this
prohibition. See 50 U.S.C. Section 1802.

SECRET
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- To:[::::::::] Fron:: General Counsel
L7E  Re: 278—HQ-C1229736*VIO§<, 03/8/2006

circumstances, it is OGC’'s opinicn that the error, although
inadvertent, must be reported to IOB.

e ) In accordance with the reporting reguirements of E.O.
12863, OGC will prepare the cocrrespondence reguired to report
this matter to IOB.

LEAD (s) :

Set Lead 1: (ACTION)

b2

(U) For review and action deemed apprecpriate. If no:
already deone so, sequester the documents at issue with the CDC and
awalt further instructions regarding dispositicn by NSLB.

Set Lead 2: (ACTION)

COUNTERTERRORISM

AT WASHINGTON, DC

(U} Read and Clear.

SE&ET
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To: From: General Counsel
Re: 278-HQ-C1229736-VIO >ﬂ< , 03/8/2006
i

Set Lead 3: (ACTION)
INSPECTION

AT WASHINGTCN, DC

(U) For review and action deemed appropriate.
pprop

*

s&ﬂ\
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March 8, 2006
BY COURIER

Mr. Stephen Friedman
Chairman

Inteliigence Oversight Board
New Execuzive Office Building
Washirgten, D.C.

Dear Mr. Friedman:
Enclosed for your information 1s a self-explanatory

letterhead memorandum (LEM), entitled "Intelligence Oversight
Board (IOB) Matter, Counterterrorism Division, ICB Matter 2006-

()

This LHM sets forth details of investigative activity which
the FBI has determined was conducted contrary tc the Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection, and/or laws, Executive Orders,
or Presidential Directives that govern FBI foreign
counterintelligence and international terrorism investigations.
(U)

Enclosure

1 - 278-HO-C1229736-VIO _[;13-?

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

Deri1iv Ol s—G=
D ify on: =

SECKET
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SERRET
Mr. Stephen Friedman

Should you or any member of your staff require adaitional
information concerning this matter, an oral bkriefing will be
arranged for you at your convenience. (i)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gocnzales
Attorney General
U.S5. Department of Justice
Room 5111

1 - Mx. James A. Baker
Counsel, Office of Intelligence Policy and Review
J.S5. Department of Justice
Room 6150

SERRET_

NSL VIO-431



SNF

E INTELLIGENCE OVERSIGHT BOARD (10B) MATTER
BLHE » | IDIVI‘%ION
: [OB MATTER 2006 9))]

i

bz () - g Division reported this potential [OB matter involving unauthorized
BTE surveillance.
(SI L’ho was and
remains a “United States person” as that term is used in Section 101(1) of the Foreign Intelligence
1 (S) Surveillance Act of 197§ (FISA). During the course of the investigz_niop issued two NSLS,
':-,-r-| | pursuant to the Electronic .Commumcaut‘ms Privacy Act, 18 U.S.C. §
3;; (S) 2700 The subject NS requested subscriber and transactional records for email account:
b7 E
ol (S) Tn October 2005, responded to the two NSLs by transmitting
L7C information responsive to both on a single compact disk (CD). Subscqucntlbdctermincd
(S) that the CD contained full email content for both accounts. Pursuant to the direction of NSLB, SA
| kcalcd and scquestered in Al envelopes the CD, along with all paper copics of its
contents.
(S) On December 1, 2003 contacted:and advised regarding

overproduction and requested verification of compliance with the limits of National Security Letters.
In the interest of administrative purity, on December 10, 2005| berved| pvith
another NSL, requesting subscriber and transactional records for email account

| On January 3, 2006, transmitted a CD to the FBL___|
Office. Once again mformation responsive to multiple NSLs was included on the CD.

(S) On January 6, 2006_after having the information separated by email account/NSL,
r ctermined that once againl ad provided full cmail content. Based upon
(S) advice of CDC__Jand NSLB ssA hnd SA[_ Jook corrective action and
ensured that the CDs, along with all paper copies of their contents, were sealed and sequestered in
1A envelopes.

S) Despite the fact thallZl limited the scope of the subject NSL to subscriber

information| provided content information concerning an e-mail account. Thus, the

FBI unintentionally received that content information not contemplated by the NSL. Such viewing
bz of stored electronic communications and/or electronic surveillance was not authorized under the
7E Electronic Communications Privacy Act, Foreign Intelligence Surveillance Act and/or E.O. 12333,
ISWAE Under these circumstances, it is OGC’s opinion that the error, although inadvertent, must be reported
bl to IOB.

(U) OGC has reterred this matter to the FBI's Inspection Division for action deemed
appropriatc.

TS)Derived From-+6-3
(T} __Dectassity On—33—__
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 04/13/2006
To: General Counsel Attn: NSLB
From: Inspection

Internal Investigations Section, IPU, Room 11865
Contact:

Approved By: Miller David @agﬂf.

Drafted By:

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/ITIS TRACKING# 1804
OGC/IOBH¥ 2006

b7z

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1147
278-HQ-C1229736-VIO Serial 69

Details: U) The Internal Investigations Section (IIS) received
an EC fromlL:IDivision dated 1/16/2006, reporting a possible
IOB error. Based upon a review of the referenced EC it is the
IIS's opinion the matter described therein is not indicative of
willful misconduct. Therefore, no internal investigation will be
conducted by the I1IS and this matter is being relegated to the
NSLB for whatever action they deem appropriate.

*
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 04/14/2006

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Investijgations Section, IPU, Room 11865
Contact

Approved By: Miller David §§§ﬂ4x

Drafted By:

Case ID #: (UY 263-HQ-0-U - 421 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH 1804
b2 OGC/IOB# 2006

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not congidered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

W (S e

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1147

Reference: (U) 278-HQ-C1229736-VIO Serial 1147
278-HQ-C1229736-VIO Serial 69

Details: (U) Upon review of Division's captioned report
of a potential IOB viclation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U} XIS recognizes and appreciates that this matter was
brought to ocur attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 03/18/2005
(319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

+*

SECRET.

NSL VIO-434




U.S, Digpartme.  of Justice

(ifice of the Inspectur General

Wosiungion, D.C 20530

DATE: November 20, 2006

TO

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

FROM: Glenn G. Powell

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2006009075

ol

ey T
O }'_J

]
i :

Subiect; Unidentified

¥FBI No. 263-HQ-0-U-421

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations.

This matter is referred to vour agency for investigation. Please provide the OlG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. 1f you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an O1G Report/Referral or to the identities of complainants or witnesses, and that, in all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistieblower Protection Act.

Attachment

NSL VIO-435



01G - INVESTIGATIONS DIVISION Complaint Form

CIG

NO . 689-2006-009075 M

| 3 I L
Received By:I 1

Date Received:

c4/13/2006 How Received: A

SUBJECT: Unidentified, FBI

SENO:
Title: UNID Pay Plan: D.C.B.:
Component : FBI ECD Date: Alien No.:
Misc: F.B.L.No.:
Eome : B.O.7.No.:
Phone: ZIP D/L No.: )
Work: Offenses: 689 J:
Phone: ZIP be
b7C —T—
COMPLAINANT SSNO:
Title: SSA Pay Plan: D.0.B.:
Component: FBI EOD Date: Alien No.:
Misa: F.B.I.No.:
Home : B.O.P.No.:
Phone: () - ZIP: D/L No. :
wWork: ,
Phore: ({202) ZIP: ‘
Confidential: Revealed: Authority: none
e -

Details:

The FBI provided information repcrting a possible TOB matter regarding the over collection

of information. As a consequence of an error on the part of a service provider, the FBI,

Divisicn obtained unauthorized information.
ALLEGATIONS: 689 ICB Violation
Occurrence Date: 10/14/2005 TIME:
C*"T“fl | State: Zip: b2
DISPOSITION DATA: Disposition: M Date: 03/27/2006 Approval: POWELL, GLENN G
<§iE”

Referred to Agency: FBI Date Sent: 11/15/2006 Component: FBI
Patriot Act: w Civil Rights: N Component Number: 263-0-U-421
Sensitive: N Anistleblower: N Consolidated Case Number:

Remarks:

13/15/06- Sent to Kaiser/FBI/INSD.
in a secure container.

Predicating material will be majntained within OIG/INV

NSL VIO-436
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FEDERAL BUREAU OF INVESTIGATION

transacticnal records for email account

4 x
- / - aTéal
Precedence: DEADLINE 01/20/2006 Date: 11/16/2006 éF!(ﬁfﬁ
b7
To: {General Counsel Attn: NSLB T
.Ins ection Division Attn: Internal Investigations
From:
SAC Squad
Contact:
Approved By:
Drafted By:
Y
i1 o
Case ID #: 278—HO—C122973€;UIO” Pe%olﬁg)
w1 Jcri404. €7D
;’t ""[ i '
Title: SA|
INTELLIGENCE OVERSIGHT BOARD (IOB) VICLATICN
. DIVISION
bz
h7E Synopsis: Report of ICB violation for 2ivision
Reference:278-HQ-C122973¢ Serial 355
278-HQ-C1229736 Serial 1347
bl E6F-HQ-A1247863 Serial 149
1N 66F-HQ-A1247863 Serial 172
o (5]
= Detailscn 0 To document overproduction from
ij in response to an NS3L.
o/
(S) Orn 10/04/2005, a National Securityv Letiter (NSL)
I was drafted and aoproved |
o [ |requesting subscriber and

(S) DX( subsequently provided one CD which
containeéd information reguested by[i:::::] FRI for two separate
emall accounts. Tt was also determined that the CD contalined
Tuil email content for koth accounts. Corrective action was
taken py SA on advice from CDC ar:d SSA
H,T / /
. < (
‘J/-
1 . : ; / {
. ) T ! ’
Lol NSL VI0-437 e
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sééhgp
eneral Counsel From: [::::::::]

To: G

Re: B5A 278-HQ-C1229736-VI, 01/16/2006

12/1/2005, SSA| | also contacted| | and advisead
him of the overproduction and requested he verify coermplience with
the limits c¢f National Security Letters.

(5) On 12/10/2005, an NSL | |
| Fequestipa subscriner and
“ransactional records for email account Was
reissued for administrative purity and served ror the second
time.
:fS) o on 01/03/2035, brovided one CD to the FBI
Office. Upon returnIng to the office, it was determined
that information from multiple NSLs from FBI Office was
again inciluded on one CD.
W e on 01/04/2005, SA | toox the CD to
hnd had the information separated. A duplicate of the
orig.nal CD was produced as well as two workine copies of
informaticon regarding |SA provided the
copies to SA
(B4 On CL/0 006, FBIl reviewed the contents of

the original CD zndg de_ermlned that despite an N3L raguest only

for transacticgnal records, full emall content was agaln provided
by

U P S5A |retrieved all copies of the CD prior
to the Jﬁ?ormation ELH? sent to the case file. Corrective

action was taken by S2& as previcusly determined after
reviewing an emaijl dated 11 [22/2005, from Office of General
Pﬂunsel fOGC)I |“o ALL FBI CDC's recarding
improper NS3L collection. The emaill 1nstructs the recipient to
sea: and sequester (within the oifice) the infecrmation and have
the informatlon removed from ACS (provided thar any was
upioaded; . The original CD froml and a>l ccpies
were placea 1in a $A envelope and sealed and wilil be preserved in
tre case file.

SECRET
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To: CGeneral Counsgel From:

Re: SA 278-HQ-C1229736-VI, 01/16/2006
LEAD (s) :
Set Lead 1: (Discretionary)

GCENERAL COUNSEL

AT WASHINGTON, DC

For information and action deemed appropriate.
Set Lead 2: (Discretionary)
INSPECTION

AT WASHINGTON, DC

I'or information and action deemsd appropriate.

134

Sﬁb&g?
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: (2/08/2006
nZ To: Attn: SAC, CDC
b7E Counterterrorism Attn: AD g
o Inspection Attn: IIS

Yy TS
L

From: General Counsel 2
Counterrorism Law Unit I/1LX-1 38100
Contact:

Approved By: Thomas Julie F

Drafted By:

o
Case ID ¥ iUMX 278-HQ-C1229736-VI0 - [ DD

Title :w:}x{ SA
INTELLIGENCE OVERSTGHT BOARD MATTEER,
o TOB 2006

Synopsis.U }éi It is the opinicn of the 0ffice of the Cencral
Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB). OGC will prepare a cover
letter and a letterhead memorandum for the General Ccunsel and
the Assistant Director, Inspection Divisiorn (INSD), for
submission to the I0B. Submission of this matter to the OPR is a
matter within the cognizance of the IIS.

D assify On: A~

Reference:‘mﬁx( 278-HO-C1229736-VIO Serial 1148
Administrative: (U) This communication contains one or more

footnotes. To read the footnotes, download and print the
document in WordPerfect 6.1.

Details: U) Referenced communication from the Field
. Office , dated 1/16/2006, requested that OGC review the

s}ﬁm

] .4 N

T
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s fm”'“Erom: General Counsel
Re: 278~HQ-C1229736—VIO-.~.>@ , 03/08/2006

facts of the captioned matter and determine whether it warrants
reporting to the IOB In our opinion, it does. Our analysis

follows.
s (8) As discussed in_the electyonic communication
- (EC) from[ Jcited below,'| |
bR [ — | who was and remains a
bl "United States person" as that term 1s used in Section 101 (i) of
¢ the Foreign Intelligence Surveillance Act of 1978 (FISA)}.’

S in}}ﬁ:During the course of the investigation, Atlanta
issued two National Security Letters (NSL) pursuant to the
Electronic Communications Privacy Act, 18 U.S.C. § 2709. That
statute permits the FBI to reqguest subscriber information and
telephone toll billing records that are "relevant to an
authorized investigation to protect against international
terrorism or clandestine intelligence activities, provided that
such an investigation of a United States person is not conducted
solely on the basis of activities protected by the first
amendment to the Constitution of the United States."

[ (S) On October 14, 2005,:' served two NSL's,

b7E including the subject one, relating to the above | |
bl
Pfﬁ The subject NSL requested subscriber and transactional records
Ol for email accounq47
7D

(8) ©On or about Octckber 20, 2005, responded to
o the two NSLs by transmitting informaticn xesponsive to both cn a
ng singie compact disk {(CD). Subseguently determined that
o the CD contained full email content for both accounts.
1 i
ST D ‘ﬁgﬁ Upon learning that the CD contained full email content,
bz CDC and NSLB were contacted. Pursuant to the direction
7

.
v 1)( EC from: to OCG dated C1/1€/200¢ and tizled "SA:

T I: lntelligence Oversicht Board (ICB) Viclaticn | Division."
Din
~ Py . . . A i
‘LU ‘ {0} A “United States person” (USpP)is delined In Section 101(i) of
Y T4 N, - : e e T
h7C tre Foreign Intelligence Surveillance Act (FISH) (codified at 5C U.5.C. § 1801
et seg.) as “a citizen cof the United sStates ‘or] an alien lawful‘v admitted
for permanernt residence (as definad in section 10i{a) {20) c¢I the lmmigratiocro
and I\dtJIdllZ. tion Act; . . .7 See a.so Section II.W of The Attornes
General's Guidelines for PDI Foreign Intelligence Collection and Foreian
Counterinte-ligence Investigations.
BEQQET
2
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SECRET
b2 (Ch.
To: From: General Counsel

b7E  Rre: 278—HQ—C1229736—V"I"O-»% , 03/08/2006

b ,
T of NSLB, SA sealed and seguestered in Al envelopes
'~ the CD, along with all paper copies of its contents.

(S) On December 1, 2005, centacted
| | advised him of the overproduction and requested

he verify compliance with the limits of National Security

Letters.
AN e
bl (S) Aonthe dnterest of administirative purity, on December
7D 10, 2005, served| |with another NSL,
be
L7C
b:(S;&_ ZEL Ono January 3, 2006 transmitted a CD to the
PTRLTD BT Office. Once again information responsive to
b2 multiple NSLs was included on the CD.
b7
o (U) :P§i On January 4, 2006, SA took the ¢D[__]
vbb | |and had the information separated by email account/NSL. A
L7C duplicate of the original CD was produced as well as two working
bl copies of information regarding] SA
b2 provided the copies to SA
BIE (S) < on January 6, 2006,[::::::::]reviewed the contents of the
Rl criginal CD and determined that despite (a) the fact that the NSL
7D ht only transactional records, and (b) the fact
Fhad been personally contacted regarding
prior coverproduction, full email content was agailn
provided by |
(U) SSA retrieved all copies of the CD prior to
the information being sent to the case file. Based upon advige

of CDC and NSLB S$SA took corrective action. SA
ensured that the CDs, along with all paper copies of their
contents, were sealed and sequestered in 1A envelopes. They will

be preserved in the case file.

in':R§i As required by Executive Order (E.0.) 12863 and Sectiocn
2-56 of the National Foreign Intelligence Program Manual (NEIPM),
OGC was tasked to determine whether the over collection errors
described here are matters which must be revorted to the IOB.

They must.

SE&T\
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To: | “From:_  General Counsel
Re: 278—HQ—C1229736—VIO*Eﬁ(f, 03/08/2006

(3) Because _the email content was never analyzed, it 1is

unknown whether collected historical stored email
content, or 1f the content was gathered pursuant to subsequent
surveillance. Over ccllection of stored email content could

violate the Electronic Communications Privacy Act, 18 U.S.C.

§ 2701 et seqg. (ECPA), whereas over colliection of subsequent
surveillance could violate Lhe Foreign Intelligence Surveillance
Act (FISA) pen register provisions.

W) Y57 section 2.4 of E.C. 12863, dated 09/13/1993, nmarndates
that Inspectors General and Ceneral Counsel of the Intelligence
Community components {in the FBI, the Assistant Director,
Inspection Division, and the General Counsel, OGC, respectively)
report to the IOB all information “concerning intelligence
activities that they have reascn to believe may
be unlawful or contrary to Executive order or Presidential
directive.”

iUl”}}ﬁ: Pursuant to ECPA, in the absence of a appropriate
authorization, it 1is unlawful to "access'", or for a provider tc
"divulge" the content of any stored electronic communications. 1
U.S.C. §§ 27Cl{a) (1), and 2702(a}. Consequently, any viewing of
the content of any stored electronic communications must be
obtained pursuant to a court ocrder.

8

EUF“}Eﬁ: The USA Patrict Act revised existing law governing the
installation and use of pen registers and trap and trace devices
to clarify that pen/trap orders not orly apply to hard-wired line
telephones but also to wireless telephones, e-mail service,
Internet communications, and any number of cormmunications
technologies. At the same time, the Act made several changes Lo
emphasize that & pen/trap device may not be used for the purpose
of collecting the content of wire or electronic communications.
Consequently, any viewing of the content of electronically
transmitted communications must be obtained pursuant to a court
order.’

(S) In the ovresent case, it 1s clear that the service
provider, erroneously provided content information
concerning am e-marr account and that the FBI unintentionally

’There are certain enumerated exceptions to this
prohibition. See 50 U.S.C. Section 1802.

SE&K
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S}&RET
To: I:l () “From: %eneral Counsel

Re: 278-HQ-C1229736-VIO" , 03/08/2006

received that content information not contemplatec by the NSL
requesting the subscriber information. However, under these
circumstances, it 1s OGC’s opinion that the error, although
inadvertent, must be reported to IOB.

iUT:D%( In accordance with the reporting reguirements of E.O.
12863, OGC will prepare the correspondence reguired to report
this matter to IOB.

LEAD (s) :

Set Lead 1: (ACTION)

(U) For review and action deemed appropriate. If not
already done so, sequester the documents at issue with the CDC and
await further instructions regarding dispositicn by NSLB.

Set Lead 2: (ACTION)

COUNTERTERRORISM

AT WASHINGTON, DC

{U} Read and Clear.

NSL VIO-447
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.Si_1 To: From: General Counsel
DIE Re: 278-HQ-C1229736-VIO I, 03/08/2006

()
Set Lead 3: (ACTION)
INSPECTION

AT WASHINGTON, DC

(U) Fer review and action deemed appropriate.

+*
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March 13, 2006
BY CCURIER

Mr. Stephen rriedman

Chairman

Intelligence Oversight Board
New Zxecutive Office Building
Washington, D.C.

Dear Mr. friedman:
Enclesea for vyour information is a self-explanatory

letterhead memorandum (LHM), entitled "Intelligence Oversight
Board (IOB) Matter, Counterterrcrism Division, ICE Matter 2006-

r (U)

This LHM sets forth details of investigative activity which
tne TBI has determined was conducted contrary tc¢ the Attorney
General's Guidelines fcr FBI Naticnal Security Investigations and
Foereign Intelligence Ccllection, and/or laws, Executive Orders,
or Presidential Directives that covern FRI foreign

counterintelligence and internaticnal terrorism investigations.
(J)

Enclosure

1 - 278-HQ-C1229736-V10 — /) b

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

Derd from: G5
Decla Ty on: h-1

SEeRET
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SECRET

Mr. Stephen Friedman

Should ycu or anry member of your staff reguire additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. {U)

Julie F. Thomas
Deputy General Counsel

1 - The Hcnorablie Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review

J.S. Department of Justice
Room 6150

SESRET
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157 INTELL]GEN(I‘MALE.BSIQII{T BOARD (IOB) MATTER
bq E DIVISION
’ 10B MATTER 2006{ __jU)
}\ - - Thg Division reported this potential IOB matter involving unauthorized
Y75 surveillance.
bl (S vho was and
e remains a “United States person” as that term is used in Scction 101(i) of the Foreign Intelbgence
b7C Surveillance Act of 1978 (FISA). During the course of the investigationl Issucd two NSLs,
(S bursuant to the Electronic Communications Privacy Act, 18 U.S.C. §
‘e 270 |
BLPD
15 , , .
N (S) In October 2005 responded to the two NSLs by transmitting
:f? information responsive to both on a single compact disk (CD). SubsequentlJ determined

hat the CD contained full email content for both accounts. Pursuant o the direction of NSLB, SA

::’ - sealed and sequestered in Al envelopes the CD, along with all paper copies of its
o C contents.
bl (S) On December 1, 2005 contacted and advised regarding
o) overproduction and requested verification of compliance with the limits ofNa,Mi Letters.
s’\” E  In the interest of administrative purity, on December 10, 2005, crved with
l: 17 _another NS, requesting subscriber and transactional records for email account
w1 I On January 3, 2006,:ransmitted a (D to the FBI:
né Office. Once again information responsive to multiple NSLs was included on the CD.
bl s (S) On January 6, 2006, after having the information separated by email account/NSL,
K7D determined that once againl had provided full email content. Based upon
hy “ ! " advice of CPH(____ Jand NSLB SSA| nd SA [took corrective action and
T ensured that the CDs, along with all paper copies of their contents, were sealed and sequestered in
f é_ 1A envelopes.
p7C Despite the fact tha:llimitcd the scope of the subject NSL to subscriber
by information{- provided content information concerning an e-mail account. Thus, the
“J:, - " FBI unintentionally recelved that content information not contemplated by the NSL. Such viewing

of storcd clectronic communications and/or electronic surveillance was not authorized under the
Electronic Communications Privacy Act, Foreign Intelligence Surveillance Act and/or E.O. 12333,
Under these circumstances, it is OG(C’s opinion that the error, although inadvertent, must be reported
to IOB.

(U) OGC has referred this matter to the FBI's Inspection Division for action deemed

appropriate.
ived From_: G-
iy ify Onz

sa}m NSL VIO-451
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: (04/13/2006
To: General Counsel Attn: NSLB
From: Inspection

Internal Investigations Section., IPU. Room 11865
Contact: U(Q I

Approved By: Miller David Ian

Drafted By

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 1805
1y OGC/IOB# 2006
Synopsis: (U) To report a potential Intelligence Oversight Board

(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB) .

278 C71404 Serial 70

Details: (U) The Internal Investigations Secticn (IIS) received
an EC from |Division dated 1/16/2006, reporting a possible
IOB error. Based upon a review of the referenced EC it is the
IIS's opinion the matter described therein ig not indicative of
willful misconduct. Therefore, no internal investigation will be
conducted by the IIS and this matter is being relegated to the
NSLB for whatever action they deem appropriate.

Reference: (1) 278—Hf—Cl229736—VIO Serial 1148

*"
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(Rev. 01-31-2003)
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 04/14/2006

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section. TPU. Room 11865

b Contact: CRS

e Approved By: Miller David i@aﬂ4;;
a Drafted By:
4/ Case ID #: (U) 263-HQ-0-U - 422 (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
- INSD/IIS TRACKING# 1805
bz 0GC/IOB# 2006
Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (ITIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.
M e e
ity On:
’PfE: Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1148
@] ,‘" '

Reference: () 278-HQ-C1229736-VIO Serial 1148
278 C71404 Serial 70

Details: (U) Upon review of[:::::::]Division's captioned report
of a potential IOB viclation, IIS did not find the matter
indicative of willful misconduct. TIIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 03/18/2005
{(319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

+*
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1.S. Departiney o Justice

Office of the Tnspector General

Washingion, £0.C. 20530

DATE: November 15, 2006

TO: Kenneth W. Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation
P .

FROM:

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2006009160
oz Subject: Unidentified
LR ivision
FBI No. 263-HQ-0-U-422

1

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
oIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

]

[

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached O1G Report/Referral pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If vou
believe that it is necessary that redacted information be made available to vour Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment
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0IG NO. 689-2006-005160-M

OIG INVESTIGATTONS DIVISION - Comp}aint Form
VR
Rreceived By: Date Received: 04/13/2006 Hew Received A
SUBJECT: Unidentified, FBI SSNO:
Title: UNID Pay Plan: D.0.B.:
Component.: FBI EOD Date: Alien No.:
Misc: F.B.IL.No.:
Home : B.C.P.No.:
Phone: ZIP D/L No.:
Work: OCffenses: 689
Phone: ZIP
COMPLAINANT1 | SSNO:
Title: SSA Pay Plan D.O.B.:
Componert: FBI ECD Date Alien No.:
Misc: F.B.I.No.:
Home : B.O.P.No.:
Pphore: ()} - ZIP D/L No.:
work: ,
Phone: (202} ZIP !
Confidential: Revealed: Autherity: none
N
Cetails:

The FBI provided information reporting a possible 10B matter regarding the collection of
unauthorized information. As a consequence of an error on the part of a communications
carrier, the FBT unintentionally obtained unauthorized information.

ALDEGATIONS: €89 IOB Violation

Occurrence Date: 10/14/2005 TIME: jo¥%
CITY: State Zip: TR
L |
DISPOSITION DATA: Disposition: W™ Date: 03/27/20086 Approval: POWELL, GLENN G
e
Referred to Agency: FRI Date Sent: 11/15/2006 Component: FBI
Patriot Act: N Civil Riahts: N Component Number: 263-HQ-0-U-422
Sensitive: N Whistleblower: n Consolidated Case Number:
Remarks:

11/15/06- Sent to Kaiser/FBI/INSD
in a secure container.

. Predicating material will be maintained within OIG/TNV

NSL VIO-455

Pwvivmie~d 11 /18 /900C

1.10.17
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FEDERAL BUREAU OF INVESTIGATION _4%{.1
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M

anl

Precedence: ROUTINE Date: 02/06/2006
To: Ingpection Attn: IIS
Ceneral Counsel Attn: NSITR
Attn: SA
From:l I

RO

Contact: TFO

Approved By:

B e S

g
(@]

Drafted By:

Case ID #: (S)l

jo (U 278-HO-C1229736-VI0 (Pends )__:.,,//.»,n/,[x
oS LY
. (s)
BG Title:(N(%(  INTELLIGENCE OVERSIGHT BOARD (IOE)
b TFO I
hi ssa | |
LR | DIVISION
. Emtkg . : .
Synopsis: Report possible Intelligence Oversight Board
(IOB) wviolation.
) (% DeFIved From—: _FA] 80003, Jen: 1957
D Yy On: 02/06/2016
bée
7~ Details: (U) _The Case Adent is Joint Terrorism Task Force
"7 Officer (TFO)| |
(s)
hl tm~Z§(: The subject is a U.S. person.
b5
éé“' (s}
gﬁﬁ
bz
L7E

SﬁQRET
/ /

4
L YA

L NSk VIO-456

e >
,U;ﬁg';f;/ 2 s B7C

R,
B




S

bl

b2 VS

bh7E
b6 *Sh

P I |
k_) I

(S) The possible violation occurreddn connection with
a NSL dated 07/29/2005 and its approu

he NSL, which was prepared bv [Division Joint
Terrorism Task Force QOfficern | requested toll record

information‘forl

l“_,ﬂu~' |tel none number,
however, was 1nadvertently misidentilied DY TFd and

telephone record information. unrelated tol [ was received

¥om the telephone service provider via an EC from thel |
Division dated 09/14/2005

(S) The mistaken toll records were sealed by the
Division Chief Division Counsel (CDC) | |

on 02/06/2006 and are being maintained in a secure manner in

the CDC's office. The NSL dated | 5, its approving EC
and the responsive EC |

| all which specifically referenced the Incorrect

telephone number, have been permanently charged out of ACS.
Furthermore, neither the incorrect number nor any records
received with respect to it have otherwise been uplcaded into FBI
databases

SECRBT_

2
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SECRET

LEAD(s) :
Set Lead 1: {Info)
INSPECTION

AT WASHINGTON, DC

fUT:}§i For information.

Set Lead 2: (Info)

GENERAL COUNSEL

ATvWASHINGTON, DC
':U:'?}X( For information.

"

SEC}B\
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SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/08/2006

To: Attn: CDC
Counterterrorism Attn: ITOS I, Conus 2
Inspection Attn: IIS SC Toni Fogle

From: General Counsel
Natiocnal Secu:
Contact: SSA

A}

1

{
>

Approved By: Thomas Julie F

Drafted By:

(1T -
Case ID #: 278-HQ-C1229736-VI0 —f A
Titleb; ‘u) Intelligence Oversight Board
o (IOR) Matter 2006|
(.

Synopsis: EE{: It is the opinion of the Office of the General Counsel
that the above referenced matter must be reported to the Intelligence
Oversight Board (IOB). Our analysis follows.

(0 g b o

D assify On: XTI=25

N

Referencegs) ES{

Administrative: (U} This communication contains one or more
fcotnotes. To read the footnotes, download and print the document in
Corel WordPerfect.

Details: 'V ectronic communication (EC) dated February 6,
2006, the Field Office reported to the
Inspection Division (Inspection) ana tne orrice of the General Counsel
{0GC) this potential IOB matter.

(S)

o = \,N

o
h7C




SEGRET

To: From: General Counsel
RE & 278-HQ-C12298736~VIO 3/8/2006

bl (S)

| SN

—~

bl

L7A

6
3 b7

ol
[{o7E

(3) The potential IOB violation occurred in connection with
2 National Security Letter (NSL) dated July 29, 2005, and its

approving EC | I IDivigion Joint
rerrorism Task Force (JTTF) Officer (TFOIL nrennred1the
NSL, which requegted toll record infoxmation~fdv

:elephonemnumberwW" ..... ——— { +n the Tequest, TF0

inadvertentd: isidentified |telephone number, with the
ferﬁir that received telephone record information unrelated

ish e

) from telenhone gervice provider via an EC from the
Division

- {X) Upon learning of this, the | Division Chief

Division Counsel (CDC)| | sealed the mistaken toll

records on February 6, 2006 and secured them in the CDC's office. The

. 'NSL dat Jul 29, 200K the annroving EC ]
and thei |EC| | each of which

specifically referenced the incorrect telephone number, have been
permanently charged out of ACS. Neither the incorrect number nor any
records received with respect to it have been uploaded into FBI
databases,

iU?')é) As required by Executive Order (E.O.) 12863 (Sept. 13,
1993) and Section 2-56 of the National Foreign Intelligence Program
Manual (NFIPM), OGC was tasked to determine whether or not the matters
described herein should be reported to the IOB. We believe that the
reported activity requires notification.

(U) Section 2.4 of E.O. 12863 mandates that the heads of

Intelligence Community components report all information to the IOB
that it deems necessary to carry out its responsibilities. That

5L

fo—

]
h7A
-
0

oT o
2
;
p

_(5)_‘<|

SEl\{.T
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SEEiN{F

From: General Counsel
278-HQ-C1229736-VIO, 3/8/2006

section requires Inspectors General and General Counsel of the
Intelligence Community to report "intelligence activities that they
have reason to believe may be unlawful or contrary to Executive order
or Presidential directive." This language has been interpreted to
mandate the reporting of any violation of guidelines or regulations
approved by the Attorney General, in accordance with E.O. 12323, if
such provision was designed in full or in part to protect the
individual rights of a United States person. This includes violations
of agency procedures issued under E.O. 12333, unless they involve
purely administrative matters.’® For the FBI, the Office of the General
Ccunsel (OGC) submits reports to the IOB.!

(Uy“;%<: The Attorney General's Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence Investigations
(NSIG) provide that "all lawful investigative techniques may be used
in full investigations.'" NSIG (Introduction) at 4. Section 2-56 of
the NFIPM identifies as reportable to the IOB unauthorized
investigations, the use of unlawful methods and techniques, exceeding
the authorized scope of permitted activities, and failing to adhere to
minimization reguirements.®

() - In this instance, OGC is required to report the
potential IOB error in accordance with E.O. 12863 and Section 2-56 of
the NFIPM, because investigative results were obtained on a U.S.

iml““zgi See EC from Inspection Division to All Divisiens; Title:
Revised Procedures for the Submission of Reports of Potential
Intelligence Oversight Board (IC3) Matters, Case ID # €6r-HQ-A12478¢63
Serial 172 at 5-6 (2/10/20C5). The Inspecticn Division is required to
maintgin for three years records of administrative violations, for
vossible review by the Counsel to the I0OB, together with a copy of the
cpinion concerning the basis for the determination that TOB
notification was not required. Id. at 6.

(UJ"“DX( See id. at 4.

cuﬁgx“lﬁq: See also id. at 5, identifying reportable matters as
including: (1) activities believed tce be unlawful or contrary to
Executive Orders or Presidential directives; (2) suspected viclations
of the Constitution; (3) unauthorized investigations; (4) use of
methods or technigues other than these authorized in the conduct of

o]
-

|investigations; {5) initiating a form of

electronlc survelilance or a search without authorization from the
FISC, or failing tc terminate an authorized surveillance at the tine
prescribed by the Court; and (6) failing to adhere to the minimization
or dissemination requirements specified in a FISC Order.

SEt’RF'\l“
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»7F °f the unauthorized informatio i by the telephone service
provider. OGC recommends that take action to prevent a

LT

To:l |From: General Counsel
Re: }s( 278-HQ-C1229736-VIO, 3/8/2006
(-

person who was net the subject of an authorized investigation. See
NFIPM Section 2-56.G.1. In accordance with the reporting requirements
of Section 2.4 of E.O. 12863, the error must be reported to the IOB.

tUj"]S{ OGC notes that[:::::::::]made efforts to remove all

non-authorized information from FBI syste £ ds, seguester it
and provide it to the CDC to be secured. did not review any

repetition of this or a similar overcollection.

iUJ'E%S: Despite the inadvertent nature of the mistake, the
fact remains that information was improperly collected on a telephone
number unrelated to an investigaticn. Thus, OGC is required to report
this matter to the IOB in accordance with E.O. 12863 and Section 2-56
of the NFIPM. OGC will prepare and deliver the required
correspondence.

SECRE
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{(U) For review and action deemed appropriate as discussed

To: From: General Counsel
Re: i/\sq 278-HQ-C1229736-VIO, 3/8/2006
m
LEAD(s) :
Set Lead 1: (Action)
f
herein.

Set Lead 2: {Info)
COUNTERTERRORISM

AT WASHINGTON, DC

(U) Read and clear.

Set Lead 3: (Discreticmnary)
INSPECTION

AT WASHINGTON, DC

(U) For review and action deemed appropriate.

‘e

SE&B&K
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March 27, 2006
BY COURIER

¥r. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
letterhead memorandum (LEM), entitled "Intelligence Ovepsight

Board (IOB) Matter,:IDIVISION, TOE Matter 2006 ")

This LHM sets forth details cof investigative activity which
the FBI has determined was conducted contrary to the Attorney
General's Guidelines fcr FBI National Security Investigations and
Foreign Intelligence Ccllection, and/or laws, Executive Orders,
or Presidential Directives that govern FBI foreign
counterintelligence and internaticnal terrorism investigations.
(U)

Enclosuse

1 - Ms. Thomas

1 - 278-HQ-C1229736-Vi0 —{a&3
UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

Der rom:
D Ssify on: X 1

SECRET

NSL VIO-464



Mr. Stephen Fricaman

Should you or any member of your staff reguire additional
infermation concerning this matzer,

SERRET

arranged for you at your convenience. (U)

Enclosure

1 - The Honorable Alberto

Attorney General
U.S. Department
Room 5111

1 - Mr. James A. Baker
Counsel, Office of
U.S. Department of

Roem 6159

pa-
o
O
D
Pt
1
s

Julie F. Thomas

Zeputy General Ccunssl

X. Genzales

Justice

ITntelligence Policy and Review
Justice

SEeRET
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an oral briefing will be



sEbRgT

INTELLIGENCE CGVERSIGHT BOARD (:LOB) MATTER

bz I |oIvrsTon
N7 E IOB MATTER 2006- o)
The Federal BRureau of Investigation ("FBI") has
-l determined that in conductinJ
(é’?l the FBI improperly used a Nationhal securlcy Letter [NoL)
36 ootz subscriber information and telephone toll billing
L records on a telephone number that was matxelared to the

bl

investigation. The Division reported this
potential IOB matter.

The overcollection was due toa mistake in the NSL in
idertifying the telephone number of whose number was
intended to be the subject of the request. The overcollection
was a violation of Section V of The Attorney General's Guidelines
for FRI Naticnal Security Investigatdions and foreign Intelligence

Collecticon (NSTEY 1 In this reqgard

DUring che

course of the 1nvestlgatlon,i Hésued an NoL pursuant to
“he Electronic Communications Privacy Act, 18 U.sS.C. § 2709, to a
telephone carrier for the records of a telephone number intended
to be identified as that of the target. Instead, the telephone
number was misidentified and the informaticon returned from the
carrier consisted of reccrds of a wholly unrelated telephone

number. The error was discovered upon receipt of the
information, and the records were not reviewed nor used for any
investligative purpose. Despite the inadvertent nature of the

mistake, the fact remains that information was improperly
collected on a telephone number unrelated to an investigation.
Thus, the matter is being reported to the IOB.

(UYOGC has referred this matter to the FBI's Inspection
Division for action deemed appropriate. (X

Mn sy
€lassify On:

LN

SEC NSL VIO-466




(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 04/13/2006
To: General Counsel Attn: NSLB
From: Inspection

Internal Investigations Section, IPU, Room 11865
Contact: UCI__

A
Approved By: Miller David Egﬂlﬁ.

Drafted By:

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)

Title: (U)  INTELLIGENCE OVERSIGHT BOARD MA
. INSD/IIS TRACKING# 1811 :
b2 ogc/10B# 2006

Synopsis: (U) To report a potential Intelli _
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (E; 278-HQ-C1229736-VIO Seriagal 1160

bl 151
| XA . , , .
gﬁ Details: (U} The Internal Investigations Section (IIS) received

an EC from[____ | Division dated 2/6/2006, reporting a
possible IOB error. Based upon a review of the referenced EC it
is the IIS's opinion the matter described therein is not
indicative of willful misconduct. Therefore, no internal
investigation will be conducted by the IIS and this matter is
being relegated to the NSLB for whatever action they deem
appropriate.

hiE

144
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(Rev. 01-31-2003)
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 04/14/2006

To: Attn: SAC {(Personal Attention)

h7E From: Inspection
I Internal Investigations Section, IPU. Room 11865
b Contact: CRS

Approved By: Miller David ﬁzﬁﬂ%‘
0

Drafted By:

. Case ID #: (U) 263-HQ-0-U - 423  (Pending)

Title: (U INTELLIGENCE OVERSIGHT BOARD MATTER
o INSD/IIS TRACKINGH# 1811 ‘
T OGC/IOB# 2006-

Synopsis: (U) To advise that captioned report -

Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case clcosed at IIS.

)g( {m De rom =

gify On:

Enclosure(s): (U) 278-HQ-C1229736-VIO 1160

Reference: (U) 278-HQ-C1229736-VIO Serial 1160

b1 (8)

h7A Details: (U) Upon review of Division's captioned
B2 report of a potential IOB violation, IIS did not find the matter

K7E indicative of willful misconduct. IIS only addresses allegatiocns
o where deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by Natiocnal Security Law
Branch/0OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6).

*
SECRKT
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U.S, Departme,  of Justice

Office of the Inspector General

Washiagton, D.C. 20338

DATE: November 15, 2006

TO: Kenneth W. Kaiser
Assistant Director

Inspection Division
Federal Burean of Investigation

ST

FROM:  Glenn G. Powell
Special Agent in Charge
Investigations Division

s

l’;“ SUBJECT: OIG Complaint No. 2006009161
= .’~ v !1 I LN I I

_ Division

L FBI No. 263-HQ-0-U-423

~,

b2
lard

ry

We consider this 2 management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
0l1G.

]

This matter is referred to your agency for investigation. Please provide the O1G
with a copy of your final report on this matter.

[]

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifving information may have been redacted from the attached O1G Report/Referral pursuant to § 7 of the
1G Act or because an individual has (2) requested confidentiality or (b) expressed a tear of reprisal. [f you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an O1G Report/Referrat or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistieblower Protection Act.

Attachment

NSL VIO-469



OICG - INVESTIGATIONS DIVISION - Complaint Form

0IG NO.:

689 -2006-002161-M

Received By: Date Received: 04/13/2C06 How Received: A

SUBJECT : SSNO:

Title: TFO Pay Plan: D.O.B.:

Comnponent: FBI ECD Date: Blien No.:

Misc: F.B.L.No.:

Home : E.0O.P.No.:

Phone ZID: D/L NG, : N

Work : Offenses: 689 DL
Jolint Terrorism rask Force, e

Phone: sl L)?C

COMPLAINANT | SSNO:

Title: SSA Pay Plan: D.0.B.:

Comporent: FBT EOD Date: Alien No.:

Misc: F.B.I.No.:

Home : B.O.P.No.:

Phone: ()} -~ Z1P: D/L No. -

work: , ,

Phecne: {(202) ZIP: .

Confidential: Revealed: Authority: none

Details:

unauthorized communications.
unintentionaily obtained unauthorized informaticn.

the FBl

'The FBI provided information reporting a possible IOB matter involving the interception of
As a conseguence of a typographical error,

ALLEGATIONS: 689 1IOB Viclation

Cccurrerce Datre: 07/29/2005 TIME: Do
[
CITY: State: Zip: b2
: ate ip Zf?E
DISPOSITION DATA: Disposition: M Date: 03/27/2006 Approval: POWELL, GLENN G
R
Referred to Agency: FRI Date Sent: 11/15/2006 Component: FBT

Patriot Act: N Civil Rights: n

Sensitive: N Whistleblower: N

Component Number:

Consolidated Case Number:

263-HQ-0-U-423

Remarks:

11/15/06- Sent to Kaiser/FBI/INSD.
in a secure container.

Predicating matevial will be maintained within CIG/INV

NSL VIO-470
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SECR RN

FEDERAL BUREAU OF INVESTIGATION %/
o

0B Q200

Precedence: ROUTINE Date: 02/01/2006
To: Inspection Attn: 1IIS
General Counsel Attn: NSLB
Attn: SA

s From:
L Contact: TFO
LVE By ] Y Tk
e Approved By: Per D60 - ko Cogoda B
: A - L - n . . 1‘, r ] o
7 C Cemiiak, L b, Line ok (O3

(L Sepavades IOB . Jiis S
y oA &g Page |

7
L

Drafted By:

Sf

Case ID #- X
P8y —T7TB-HQ-CIZ29736 VIO ~(Pendingl- {455
S IA (S}
o (S)

I}fC Iitle:(NE&( INTELLIGENCE QUVERSTGHT ROARD (IOB)
L2 TFO
BT7E SSA

DIVISION

L, . . .
Synopsis: & Report possible Intelligence Oversight Board
{IOB) violations.

Dec 3 n: 02/01/201

6 Details: (U) The Case Agent for both cases is Joint Terrorism
};:ﬁ Task Force Officer (TFO)
oL

(S
. (RINES The subject is a U.S. person.
bl
A (s |
6
7o

i ST AT

e
SECR FORN
IS
NSL VIO-471 ST R



smgz?/g{orm

(S)
bl (S/NEDY
72
6
SR
(S8) The possible violation occurred_ ] nnection with
resnlts received from a communication carrier, |
b1 | TFO | | requested subscriber information
. from furnished
b7A results to Division, who in turn forwarded the
l’;._; results to =& Tha racouliac wars mravided along with a%\‘ N'SL-
tcb?f‘ FD-542. from The correct ML
"o phone number was 1dent1f1ed in the FD-542, however, the .
k" subscriber information provided in this communication was for Hlehls
E another telephone number that was not requested by TFOl |
ibb mistyped the phone number that was requested, whic
b7 TETUTTEd in information that dOes WOt Télate to this
investigation.
>§ The mistaken telephone record wag _sealed by the
[E::] Division Chief Division Counsel (CDC) | |
on 01/30/2006 and is being maintained in 9!
bl the CDOC's OFfice Thresponsive ECl |
TR 1 -| “which "'specifically referenced incorrect subscriber
b6 lnformatlon, has been permanently charged out of ACS. The
— incorrect subscriber information has not been uploaded into FBI
S databasesl I
p2
LYE ]
e L‘/‘
: o "o -
ﬂU?"C9K: The™“sybject is a U.S. person. o
-2y,

() | |

SEMFORN
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SECR%‘ORN

K :
$8I The possiblésyiolatigr

g
&

" occurred _in connection with

results received from a commbaicat#don carrior, TFO Garewal

results on a CD—Rom_LQ_Lhﬁ
the results to TFO .

furnished
Division, who i1 turn forwarded
e rasults were provided along with

The coxrrect

542, however, the t
partial records for

ovided“mp the CD-Rom included
as well g another telephone

how this occurred.”
wa

on 017

ded on the CD-Rom,

- number that was notsrequested by TFO does not know

QQJ/yThe mistaken toll records were seadled by the
ivision Chief Division Counsel (CDC) | |

0/2006 and ing maintained in a secure manner in
the CDC'® office. The responsive EC
| g%#4d not.reference the incorrect phone MUMDETr TIET wa

therefore there it has not been chagrged
out of ACS. The incorrect toll records were not uploaded irgQ

FBI databases

SECRET FORN
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LEAD (s) :
Set Lead 1: (Info)
INSPECTION
AT WASHINGTON, DC

1) >@ For informatiocn.

Set Lead 2: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC
(i M For information.

‘e
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(Rev. 01-31-2003)

SEGQT

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/21/2006

To: Attn: CcDC
Counterterrorism Attn: ITOS I, Conus 2
Inspection Attn: 118,

From: General Counsel
National Security Law Branch/CTLU 1/LX-1 3S-120
Contact: SSAI

7 Approved By: Thomas Julie F

lﬁ?f: Drafted By:

N,

7L Case ID #: ﬂ):ﬁ&f 278-HQ-C1229736-VIO { 1275
(8)
(8)

Title: (U) Intelligence Oversight Board

L2 (IOB) Matter 20061 4, :290&
U5 1t is the opinion of the Office of the

Synopsis It is the opinion of the Offlté of the General Counsel
that the above referenced matter must be reported to the Intelligence

Oversight Board (IOB). Our analysis follbws
G e vy
sify On:
Reference: (8)
<77 Administrative: (U) ;h&s communication contains one or more
o footnotes. To read the footnotes, download and print the document in
. Corel WordPerfect.
1_.‘(, P
b7k Dei:a:.l.-al:.:I lectronic communication (EC) dated February 1,
2006, the Field Office reported to the
Inspegts {Inspection) and the Office of the General Counsel
(OG@ sential IOB matters.
}v)}< —— Thae it 1‘711)'!\‘"1!@1‘1] l-i'nvp:cf“in,‘-ﬂ"ihﬂ
DA
bt

B7e SEEP{T

o OIGDOJREVEE o ffor
‘w‘/ OIG/DOJ IVESTIGATION:

[
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bz To:| ' | From: General Counsel
DR >~s( 278-HQ-C1229736-VIO, 3/21/2006

(S)

(S/NF)

) (S) The potential IOB violatiocn occurred in connection with
bl results received from a communication carrier, ]
78 IE reguested gsubscriber information from

is?h»~ “1 — | This correcgt te'eohgng pumber was
b7 _n.nmu.d.ad_t-.nJ_l_aJ.nnF wlith a FD-542 froml Division in@

1: ' Howevey the suh iber information provide

g back td |from| was for another telephone

number that was not requested by TFO| e istyped the

phone number. that was- requested which resulted jo—anformation that
does not relate to the investigation of subject

(S)l Division Chief Division Counsel {CDC)

kﬁ} | | sealed the mistaken telephone records on 01/30/2006 and
b7A _secured them in the CDC's office. [::f::::]Division's responsive EC

iéb@ L which specifically referenced incorrect

Bewie subscriber information, has been permanently charged out of ACS. The
“.7 incorrect_subscriber information has not been uploaded into FBI

b2 databaseq

(8) The second potential violation involved

{S)

The potential IOB violation

occurred 1n connectlon with the results received from the
TF0 [ ] requested toll records from

furnished the results on a CD-Rom to the
Division, which in turn forwarded the results to TFO
The results were provided along with a FD-542 from| .

,,,,,, .

- 2
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b7E (I,

To: | From: General Counsel

Re: 278-HQ-C1229736-VIO, 3/21/2006

The correct phone number and subscriber information
k4 was i1dentiried 1n the FD-542, however, & 1]l records provided on
iSWTI] tH& CD-Rom included-partial—records-for s well as

1';’ another telephone number that was not reqguested by TFO|. -
2o reportedly could not explain how this ccéurred.

=T a§( The mistaken toll recrzds_we:e sealed bv thel
Division Chief Division Counsel (CDC) on
o 01/30/2006_and are being maintained in a r in the CDOC'g
officer. nw_DivisionjswresponsivewECi |
did not reference the incorrect phone number Chat was provided o

CD-Rom, therefore it has not been charged out of ACS. The incorrect

'3fk' £oll records were not uploaded into FBI databases|

“”‘)}ﬁi As required by Executive Order (E.O.) 12863 (Sept. 13,
1993) and Section 2-56 of the National Foreign Intelligence Program
Manual (NFIPM), OGC was tasked to determine whether or not the matters
described herein should be reported to the IOB. We believe that
though the "over collections" reported herein occurred through no
fault of the case agent, the reported activity requires notification.

(U} Section 2.4 of E.O. 12863 mandates that the heads of
Intelligence Community components report all information to the IOB
that it deems necessary to carry out its responsibilities. That
section requires Inspectors General and General Counsel of the
Intelligence Community to report "intelligence activities that they
have reason to believe may be unlawful or contrary to Executive order
or Presidential directive." This language has been interpreted to
. mandate the reporting of any violation of guidelines or regulations
- approved by the Attorney General, in accordance with E.O. 12333, if
D7E such provision was designed in full or in part to protect the

individual rights of a United States person. This includes violations
of agency procedures issued under E.O. 12333, unless they involve
purely administrative matters.® However, it should be noted, no error,
administrative or otherwise, was committed by the:'Division

(Ujl“wjﬁq: See EC from Inspection Division to All Divisions; Title:
Revised Procedures for the Submission of Reports of Potential
Intelligence Oversight Board (IOB) Matters, Case ID # 66F-HQ-RA1247863
Serial 172 at 5-6 (2/10/2C005). The Inspection Division is required to
maintain for three years records of administrative violations, for
possible review by the Counsel to the IOB, together with a copy of the
opinion concerning the basis for the determination that IOB
notification was not required. Id. at 6.

SECRET
3
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(.,
To: | From: General Counsel
Re: )s( 278-HQ-C1229736-VIO, 3/21/2006

‘or TFO:Iin the overcollection reported herein. For the FBI,

the Office of the General Counsel (0OGC) submits reports to the TOB.?

i The Attorney General's Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence Investigations
NSIG rovide that "all lawful investigative techniques may be used

investigations." NSIG (Introduction} at 4. Section 2-56 of
the NFIPM identifies as reportable to the IOB unauthorized
investigations, the use of unlawful methods and techniques, exceeding
the authorized scope of permitted activities, and failing to adhere to
minimization reqguirements.?

im“)Eﬂ: In this instance, OGC is required to report the
potential IOB errors in accordance with E.O. 12863 and Section 2-56 of
the NFIPM, because investigative results were obtained on U.S. persons
who were not the subject of an authorized investigation. See NFIPM

Section 2-56.G.1. In accordance with the reporting requirements of
Section 2.4 of E.O. 12863, the error must be reported to the IOB.
iUy

OGC notes that the over collections of records reported
herein were in no way due to errors made by the[::::::::]Division or
any other FBI entity. Further, tock appropriate steps to
remove all non-authorized information from FBI systems of records,
sequester it and provide it to the CDC to be secured. E:;:::;:::]did
not review any of the unauthorized information provide y the

telephone service provider.

qUL)B( Despite the inadvertent nature of the mistake made
by the communications carriers that provided the records, the fact
remains that information was improperly collected telephone records
unrelated to an authorized investigation. Thus, 0GC is required to
report this matter to the IOB in accordance with E.O. 12863 and

hif 2% See id. at 4.

‘U%G"“ZS{% See also id. at 5, identifying reportable matters as
including: {1) activities believed to be unlawful or contrary to
Executive Orders or Presidential directives; (2} suspected viclations
of the Constitution; (3) unauthorized investigations; (4) use of
methods or techniques other than those authorized in the conduct of

| investigations; (5) initiating a form of

electronic surveillance or a search without authorization from the
FISC, or failing to terminate an authorized surveillance at the time
prescribed by the Court; and (6) failing to adhere to the minimization
or dissemination requirements specified in a FISC Order.

SE(:EU:\
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7E To: From: General Counsel
Re: - 278-HQ-C1229736-VIO, 3/21/2006

iy

Section 2-56 of the NFIPM. OGC will prepare and deliver the reguired
correspondence.

SEERET
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To: From: General Counsel
Rerj‘ }  278-HQ-C1229736-VIO,

LEAD(s) :

Set Lead 1: {Info)

(U) Read and clear.

Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) Read and clear.

Set Lead 3: (Info)
INSPECTION

AT WASHINGTON, DC

(U) Read and clear.

*

3/21/2006
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March 21, 2006
BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
letterhead memcrandum (LHM), entitled "Intelligence Oversight
Board (IOB) Matter, Counterterrorism Divisicn, IOB Matter 2006-

()

This LHM sets forth details of investigative activity which
the FBI has determined was conducted inadvertently contrary to
the Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection, and/or laws,
Executive Orders, or Presidential Directives that govern FBI
foreign counterintelligence and international terrorism
investigations. (U

Enclosure

1 - 278-HQ-C1229736-VIO 1672‘76\"‘
Q \'\__‘/

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

SEGRET
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Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an cral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review

U.S. Department of Justice
Room 6150

SECRET
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bz INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
| FIELD OFFICE
IOB MATTER 2006__JU)

Investigation of this JOB matter has determined with regard to two reported potential

10Bs:
(S) e Fiver souelued o | DN T S I
\

1 The IOB violation occurred i ' '
nTA resuits recelved from.a communication. carrier;

“réguested subscriber information from

Pgép I | This correct telephone number was

];5“ provided tol llong with a FD-542 from ivision in

. | | However, the subscriber information provided

lﬁiLé back from| bas for another telephone

b2 number that was not requested by.TFOQ| - — - |mistyped the

(h7E phone number that was requested which resulted in information that
does not relate to the investigation of subject o4}

| |Division Chief Division Counsel (CDC)[:::::::]

|l sealed the mistaken teleﬁhOne records on 01/30/2006 and

cured them in the CDCis affice. Division's responsive EC
vhich specifically referenced incorrect

subscriber information, has been permanently charged out of ACS. The
incorrect subscriber information has not been uploaded into FBI
databases =g
(S The second potential violation involvedl bivisiom
investigation | |
1
VA
b6
b2
BE =
(S5) The potential IOB violation occurred in connection with the
results received from the communications carrier, TFO
requested toll records froml urnished the
results on a CD-Rom to the) |Division, which 1n turn forwarded
the results to TFO| [ The results were provided along with a
.Fb-542 from ... .. The correct phone

numpber and SUCSTITOEr TNTICIMET IO Was TOENTITIZED in the FD-542,
however, the toll records provided on the CD-Rom included partial
records foy. s well as another telephone number that was
‘not requested by TFO i reportedly could not explain how
this occurred. . =
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Once again, the mistaken telephone records were sealed b
thel IDivision Chief Division Ccunsel {CDC)I I

I l on 01/30/2006 and are being maintained in a secure manner in the

CDC's officer. Division's responsive EC

(S}bl - Pid not reference the incorrect phone numbey that was provided on
T
NP L t

ooy

D2

b7E

R R

e CD-Rom, therefore it has not been charged out of ACS. The

incorrect toll records were not uploaded into FBI databases,:

€]

(U) As required by Executive Order (E.O.) 12863 (Sept. 13, 1993)
and Section 2-56 of the National Foreign Intelligence Program Manual
(NFIPM), OGC was tasked to determine whether or not the matters
described herein should be reported to the IOB. We believe that
though the "over collections" reported herein occurred through no
fault of the case officer or[::fi::::]Division, the reported activity
nonetheless requires notification. Despite the inadvertent nature of
the mistake made by the communications carriers that provided the
records, the fact remains that information was improperly collected
telephone records unrelated to an authorized investigation. Thus, OGC
is required to report this matter to the IOB in accordance with E.O.
12863 and Section 2-56 of the NFIPM. [X) '

(U) OGC notes that the over collections of records reported
herein were in no way due to errors made by the Division or
any other FBI entity. Further, took éppropriate steps to
remove all non-authorized information from FBI systems of records,
sequester 1t and provide it to the CDC to be secured. I::did
not review any of the unauthorized information provided by the
telephone service provider. I&J

(U) This matter has been referred to the FRI's Inspectiocn
Division for their information. K

ived From :

(- ify On:

- 4 - NSL VIO-484

SECRET



SE}S<I'

- 5 - NSL VIO-485

sm



(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 04/13/2006
To: General Counsel Attn: NSILB
From: Inspection

Internal Investigations Section, IPU, Room 11865
Contact: UC

Approved By: Miller David Ig?uA-

Drafted By:

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)

Title: (u) INTELLIGENCE OVERSIGHT BOARD MATTER
N INSD/IIS TRACKINGH# 1815
72 OGC/IOB# 2006+

Synopsig: (U) To report a potential Inte ) ard
(ICB) matter to the Office of General Counsel, National Securlty
Law Branch (NSLB).

Reference: (U\ 278 11N (129Q72 8 VTN Coy1al 1270

(5]

278-HQ-C1l229736-VIO Serial 1153

Details: U) The Internal Investigations Section (IIS) received
an EC fromt:%:::::::]Division dated 2/1/2006, reporting a
possible IOB exxor. Based upon a review of the referenced EC it
is the IIS's opinion the matter described therein is not
indicative of willful misconduct. Therefore, no internal
investigation will be conducted by the IIS and this matter is
being relegated to the NSLB for whatever action they deem
appropriate.

+*
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o Details: (U) Upon review of

A
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SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 04/14/2006

To Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section. IPIT. RBoom 11865
Contact: CRS

Approved By: Miller Davidfﬁ?ﬂ%,

Drafted By:

%ase ID #: (U) 263-HQ-0-U - 424 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD
INSD/IIS TRACKINGH# 1815 Al
OGC/IOBH# 2006

~
7

Synopsis: (U) To advise that captioned r | . .
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

e e oo
De s8sify On:

Enclosure(s): (Uy 278-HQ-C1229736-VIO Serial 1153

Reference: (U) 278-HO-C1229736-VIO Serial 1275
(8)
(U) Z7/8-HQO-Cl220736-VIO Serial 11563

Division's captioned
seport of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 03/18/2005
(319X-HQ-A1487720 serial 6).

*

SECRET
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U.S. Bepartme.  f Justice

Oftice of the Taspector General

Wastiingron, £.C. 20350

DATE: November 20, 2006

TO: Kenneth W. Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation

FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2006009165

Subject: Unidentified

FBI No. 263-HQ-0-U-424

We consider this a management matter. The information is being provided to you
for whatever action you decm appropriate in accordance with your agency's policy
and regulations.

i This matter is referred to your agency for investigation. Please provide the OIG
T with a copy of your final report on this matter.

:| This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of veprisal. If you
believe that it is necessary that redacted information be made available to your Agency, vou may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contenplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment
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SECRRET

FEDERAL BUREAU O INVESTIGATION

Precedence: ROUTINE Date: 02/27/200s
<. To: Inspection Attn: TIIS
Gereral Counsel Attn: NSLE
Attn; SA
From:
Contact: TFO
o)
B7E Approved By:
0o
biC

Drafted By:

Case ID #: (S)
(TTh ZT8-HQ-CI22C736-UTO (Dordicay 227/
Bl (s)
b7 A
’Titleszﬁ><\ INTELLIGENCE OVERSIGHT CARD (IOB)
a¥e TFO
p7C SSA
no IVISION
b7E5J0p81EE 3}3(: Report possible Intelligence Oversight Board
(IOB) violation.
“”~)&( Derive s -3, Jan. 1997
Declagsi r 02/27/201
bl

Reference: (9)

-t
}-'\ LAY

I Detaile. (U) _The Case Agent ig Joint Terrorism Task Force
“7E Offick® TrRQ)

bl B0

1r‘ v/(\ LCN I
7o

hT7A

tUJEg< The subject is a U.g. person.
(|

£ s e iy e

t
!
H
i
§
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[

ek b e o
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(8) The possible violation occurre%_Lg;gﬁnnection with

results received from a communication carrier TFO
regquested toll records from kurnlshed
results on a CD-Rom to the IDIVIsSIion, who iIn turn forwarded
the results tq TFol [ __The reculte were provided along with
a FD-542 from| .. . [ | The correct
181 - phone number T SUDSTIIOET INTICIWATION was identified in the FD-
~, 542, however, the tall recordas nrovided on the CD-Rom included
DE  partial recoxrds fon as well as another telephone
id)?D number “that was not requested by TFO . TFO
" contacted and was advised that there was an error in the way
7 data was Captured for the telephone number that TFO

requested. The corruption in the file caused data for the other

- phone numb e captured in addition to the number that was
bYE  requested. is providing another disk and will exclude the
b7A data pertaiming to the non-pertinent phone nupmher. It should be
isjmw.ngtedwthapmthis error was made previously by which is

documented in the above referenced serial.

(S) The mistaken toll records were seale
Division Chief Division Counsel (CDC)
| | 5]

n 02/16/2006 and are being maintained in = casiea maaeae

"o the CDC's office. The responsive EC

Tl did not reference The incorrect phone number that was
ii’g“ Frovided on the CD-Rom, therefore there it has not been charged

o4

b1 SE&E{I'

R7A

2
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t: out of ACS. The incorrect toll cords were pot uploaded into
I7E FBI databases,

N
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LEAD(s) :
Set Lead 1: (Info)
INSPECTION

AT WASHINGTON, DC

iUJ“zgz For information.
Set Lead 2: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

() M For information.

*
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Precedence: ROUTINE

SECRE ORN

1AL BUREAU OF INVESTIGATION - 91

TOB e
Date: 02/01/2006
JIS

NS
SA

To: Inspection Attn:
o General Counsel Attn:
‘fw| Attn:
o From: Cleveland
7 Contact: TFO

Approved By:

Drafted By:

Ve OC— eack. Oage
I s Aueial. betl
‘ihtvtjlﬁﬁjlﬁtjlﬂku o

S Qe TOF . See

Case ID #: (S)

(s¥

{s)

RS PP N
{280 278-HQ CIZ29736-VIO - [Pending). {§53 “fﬁﬁﬁ,ch o

Yoo s mae

ssal

T™o7C INTELLIGENCE QMEESE
2 m B TFO

JIVISION

GHT BOARD (IOB)

Synopsis:(szi Report possible Intelligence Oversight Board

(IOB) wvioclations.

tUlEﬂ( Derived From— -3, Jan. 1997
De Y On: 02/01/2016

Details: (U) The Case
Task Force Officer (TFO)

gent for hoth cases is Joint Terrorism

(S} rﬁ

jou ﬂh}8( The subject ;><é U.S. person.

() |
: ‘ SECRET /NOFORN
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Mypossible violation occurred i ion with
N

5] —results recejved frdy.a communication carrier,

i TEQ L e o = ormation

j O

s fron R furnished
S YesuTTs Co Che | I¥lsion, who &n turn forwarded the

o results to TEQ _The wooulea’s along with a
brd FD-542 from The correct
570 phone number was Tdentiried 1o e FD-542, however, the

b subscriber information provided in this communication ﬁff:fif:]
—— telephone number that’was mot requested by TFO

L7k [:%fff:ffmlstyped the phone ntumber tha; was requested, which

b7A T

18]

esulted in information that does not® relate to this
investigation. B a,

g "\’m

P

§}< The mlstaken telephone record wag gealed hy the
Division Chief Division Counsel (CDC)

71
(5)0e
L7C

lm. A
(I,

O | on 01 30/2096 and is being maintained in gnsechTe wmatmer ao
b7% _the CpC! fflce Thel |

responsive. EC
~which specifically referenced irICOTTECE subscriber
InLrorma 1Qrﬁ has been permanently charged out of AC The
incorrecg” subscriber information hasg notr heen uploadey into FBI
databasés ’

& {(s) 1|

r_

#2200,

iUJCES( The subject is a U.S. person.

@]

i@
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]

e
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& The possible violation occurred in connection with
results received from a communication carrier.] ] TrO

igkﬁ_”“requééﬁed toll records fro furnishe
g results on a CD-Rom DIvision, whno in turn forwarded
e the results to TFO The yaculic sunwrao mxasided along with

" a FD-542 from| . ... The correct
I8 b;f-wphone fiumber ST BULSCTIDET INIOIMation was identified in the FD-
/E 542, however, the toll xecords nrovided on the CD-Rom included
4 partlal records. forI as well as another telephone
(S};%r‘numbér that was not requested by TFO [T does not know
. ' how this occurred e
(SJ'““””””N'WM' §§< The mistaken toll records were sealed bv the
Division Chief Division Counsel CDC)|
b2 on 01/30/2006 and are being maintained in a Secure manner in
7 the CDC's office. The responsive E61 |

Brovided on the CD Rom, therefore there it has not been charged
out of ACS. The lncorrect toll records were n uploaded into
FBI databases

By NSL dlel inf2elns

SECR%ET%SEORN

3

NSL VIO-495




SECREMORN

LEAD(s) :
Set Lead 1: {Info)
INSPECTION

AT WASHINGTON, DC

iUﬁ)Sz For information.
Set Lead 2: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

m
ih‘}ﬁé For information.

"
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sﬁbng

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/21/200¢6

Ta: Attn: CDC
Counterterrorism Attn: ITOS I, Conus 2
Inspection Attn: 1Is,

From: General Counsel

National Security Law pY““’r‘h/CTLU 1/1X-1 33.19¢
Contact: 58A

Approved By: Thomas Julie F

Drafted By:

Case ID #:tm

278-HO-C1220226-yI0 - 1575
bl () o
bR (8)
ThZ |, (U) Intelligence Oversight Board
o B {IOB) Matter 2006 O.RLO Z.O&C;) -
ey iy

Synopsis: IEi: It is the opinion of the Cffice of the General Counsel
that the above referenced matter must be reported to the Intelligence
Oversight Board (IOB). oOur analysis follows.

g Deri G- 3
Decl Yy On: XI=

ol Reference: (g)
[b7E Administrative: U} This communication contains one or more
footnotes. To read the footnotes, download ang print the document in

Corel WerdPerfect.

DL Detailsiul' ectronic communicats EC) dated February 1,
B7E 2006, the Field Office gj‘_m:r, reported to the
Inspecti ivision (Inspection) ST The Office of the General Counsel
oy jtential IOB matters. —_—

(8)
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Co The results were
L7E

bz To: From: General Counsel
hiE Re - II)&5‘) 278-HQ-C1229736-v10, 3/21/2006
(oY
(S)
Il
e (S/NF) |
B R4
') Ihe potential 10B violation occurred connection #ifT
S results received from a communication carrier,
" TF reguested s ' information frg
DL This correct hone number was
b S bTovided to [ E1chg with a FD-542 from Division in
niC | I | the subscriper information provideg
Ny Dack toMom s fo ther telephone
;7;‘ number tHAT was not réqueste | | imistyped the
o phone number that was requested which resulted ip j ation that
0 S does not relate to the investigation of subject i
b7D '

{ ! |Division Chief Division Counsel (cpe) I
bl - S€aled the mistaken telepho reécords on 01/30/2006 ang
e red them in the cpers of fice, EﬂDivision's responsive EC
%g{s | T [ which Specifically referenceg incorrect
}Ji‘ subscriber ﬂuLormatlon, has been Permanently charged out of AC The
bz incorrect subscriber inforqation has not been uploaded into Fry
L7 E databasesg [

(S)  The second botential vigiari =qinvolved| |

Division investigatbion
Db
b7
o)
b7E B
||
()] 1
- |
815 I l - — :
- I The potential 10B violation
J;‘ occurred in CONMIETTION with the resul SCeived from the
24 compunications carrier TFO | Tequested toll records from
b7D furnished the results on a
T __lﬁiv_l_slon,

CD-Rom to the
WOlch in turn forwarded the results to ;FO
provided along with g FD-542 fronm

SECRET By NSL g b [
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To: From: General Counsel
Re -  [% 278-HQ-C1229736-VIO, 3/21/2006

(T

bl (S)

D&
by Brie |

” l

b4
niD

tbyﬂwﬂw

et
A
N et

N

i53b7?

o

The correct phone number and subscriber information

was identified in the FD-542, however, the toll reccords provided on
the CD-Rom included partial records fo s well as
another telephone number that was not 'sted by TFO| . . ...
reportedly could ‘not explain how..this-occurréd.”

js{: The mistaken toll records were ge
Division Chief Division Counsel CDC)L:;_géai |
01/30/2006 _and are being maintained i UTE Manner in fha cnod
officer. | Division's responsive EC]
did not-reference the inco¥réct phone numd —ro—wES—pPIOVIOEd On Che

CD-Rom, therefore it has not been charged out of ACS. The incorrect

toll record >re not uplcoaded into FBI databases

LR

hacyl
A

(o)
~) b
]

(szBii As reguired by Executive Order (E.0.) 12863 (Sept. 13
1993) and Section 2-56 of the National Foreign Intelligence Program
Manual (NFIPM), OGC was tasked to determine whether or not the matters
described herein should be reported to the IOB. We believe that
though the "over collections" reported herein occurred through no
fault of the case agent, the reported activity requires notification.

‘

(U} Section 2.4 of E.O. 12863 mandates that the heads of
Intelligence Community components report all information to the IOB
that it deems necessary to carry out its responsibilities. That
section requires Inspectors General and Ceneral Counsel of the
Intelligence Community to report "intelligence activities that they
have reason to believe may be unlawful or contrary to Executive order
or Presidential directive.” This language has been interpreted to
mandate the reporting of any violation of guidelines or regulations
approved by the Attorney General, in accordance with E.O. 12333, if
such provision was designed in full or in part to protect the
individual rights of a United States person. This includes violations
of agency procedures issued under E.C. 12333, unless they involve
purely administrative matters.’ However, it should be noted, no error,
administrative or otherwise, was committed by the Division

e

")8(: See EC from Inspection Division to All Divisions; Title:
Revised Procedures for the Submission of Reports of Potential
intelligence Oversight Board (ICOB) Matters, Case ID & 66F- HQ-A1247863
Serial 172 at 5-6 (2/10/2005) The Inspection Division is required to
maintain for three years records of administrative violations, for
possible review by the Counsel to tne IOB, together with a copy of the
opinion concerning the basis for the determination that IOB
notification was not required. Id. at 6.

SEEEI
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SEC}{ET

To: From: General Counsel
Re: 19 278-HQ-C1229736-VIO, 3/21/2006
(Ui
or TFO in the overcollection reported herein. For the FRI,
the Office of the General Counsel (0OGC) submits reports to the IOB.?

nmjk§; The Attorney General's Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence Investigations
(NSIG) provide that "all lawful investigative techniques may be used
in full investigations." NSIG {Introduction) at 4. Section 2-56 of
the NFIPM identifies as reportable to the I0B unauthorized
investigations, the use of unlawful methods and techniques, exceeding
the authorized scope of permitted activities, and failing to adhere to
minimization regquirements.’

‘m‘jkﬁi In this instance, OGC is required to report the
potential IOB errors in accordance with E.O. 12863 and Section 2-56 of
the NFIPM, because investigative results were obtained on U.S. persons
who were not the subject of an authorized investigation. See NFIPM
Section 2-56.G.1. In accordance with the reporting requirements cof
Section 2.4 of E.O. 12863, the error must be reported to the IOB.

(NZB{i OGC notes that the over collections o rds reported
herein were in no way due to errors mad Y thel;;;;fifffﬁivision or
any other FBI entity. Further, took DPriate steps to
remove all non-authorized information from FBI systems of rec s,
sequester it and provide it to the CDC to be secured. E—E‘;—m did
not review any of the unauthorized information provide 7 the
telephone service provider.

wa‘:ﬁfﬁ: Despite the inadvertent nature of the mistake made
by the communications carriers that provided the records, the fact
remains that information was improperly collected telephone records
unrelated to an authorized investigation. Thus, OGC is required to
report this matter to the IOB in accordance with E.O. 12863 and

i) ;w See id. at 4.

s See also id. at 5, identifying reportable matters as
including: (1) activities believed to be unlawful or contrary to
Executive Orders or Presidential directives; (2) suspected viclations
of the Constitutrion; (3) unauthorized investigations; (4) use of
methods or techniques other than those authorized in the conduct of

r—’ _r"_-_éijinvestigations; {5) initiating a form of

LereTTTOnic surveillance or a search without authorizaticn from the
FISC, or failing to terminate an authorized surveillance at the time
prescribed by the Court; and (6) failing to adhere to the minimization
or dissemination requirements specified in a FISC Order.
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|From: General Counsel

; To: |
D7l Re. } 278-HQ-C1229736-VIO, 3/21/2Q06
(ay

Section 2-56 of the NFIPM. O0GC will brepare and deliver the required
correspondence.

SE
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SECRET

To:l AIFrom: General Counsel
Re: }s{ 278-HQ-C1229736-VIO, 3/21/2006
()

LEAD(s) :

DTE  get Lead 1: (Info)

{(U) Read and clear.
Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

{U) Read and clear.
Set Lead 3: (Info)
INSPECTION

AT WASHINGTON, DC

{(U) Read and clear.

+*

SECRET
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March 21, 2006
BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
New Executive Cffice Building
Washington, D.C.

Cear Mr. Friedman:
Enclosed for your informaticn is a self-explanatory

letternead memorandum (LHM}, entitled "Intelligence Oversight
Board (IOCB) Matter, Counterterrorism Division, IOB Matter 2006-

" (U)

This LHM sets forth details of investigative activity which
the FBI has determined was conducted inadvertently ccontrary to
the Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection, and/or laws,
Executive Orders, or Presidential Directives that govern FBI
foreign counterintelligence and internaticnal terrcrism
investigatiocns. (U)

cnclosure

SO
1 - 278-HQ-C1229736-V10 + 1276

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE
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SEERET

Mr. Stephen [Friecdman

Should you or any member of your staff require acditional
information concerning this matter, an oral briefing wili be
arranged for you at your ccrnvenience. (U)

Sincerely,

Julle F. Thomas
Deputy Gereral Counsel

I - The Honorable Alberto R. (Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. Jemes A. Baker
Counsel, Office of Intelligence Policy and Review

U.S. Department of Justice
Room 6150

Sporst
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INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER
| FIELD OFFICE
10B MATTER 2006] (V)

Investigation of this [OB matter has determined with regard to two reported potential
10Bs:

(S) The first involved a[::::::::]tdvision investigationl I

»

The I0B violation occurred in connection with

results rece1ved from a communicatiaon carrlerl |
' requested subscriber information from

| This correct telephone number was
|alonq with a FD-542 fromD___;Lv1sa.on ..... in

“HoweVeér, the subscriber information provrus=a

back to] | froml lias for another telephone
number that was not requested by TFO histyped the
phone number that was requested which resulted io ipformation that

does not relate to the investigation cof subject

| |Division Chief Division Counsel (CDC)IZ'

| sealed the mistaken telephone records on 01/30/2006 and

secured them in the CDC's office. [ Ipivision's responsive EC

l which specifically referenced incorrect

i LR
S

bl [
L2
L7Eg |
b h

b7

o7

Iz

h7E
170S
k4

k70
L2

s E_

subscriber information, has been permanently charged out of ACS. The
incorrect subscriber information has not been uploaded into FBI

databases o4

(S) The second potential violation involvedl Liv4qi n
investigatioﬂ

=

(S) The potential IOB violation occurred i nection with the
results received from the communications carrier TFO
requested toll records from[ furnished the
results on a CD-Rom to the[- |Division, which in turn forwarded
the results to TFO { . The results were provided along with a
FD-542 from The correct phone
number and SUOSTIIPELr INLOIMECTION Wag Identiried in the FD-542,

however, the toll records provided on the CD-Rom included partial

records foq las well as another telephone number that was
not requested L Y ) reportedly could not explain how

this occurred.
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Once again, the mistaken telephone records were sealed by
thel |Division Chief Division Counsel (CDC)r__ I
on 01/30/2006 and are being maintained in a secure manner in the
bl CDC's officer. [ |Division's responsive EC| |
did not reference the incorrect phone number that was provided on
the CD-Rom, therefore it has not been charged out of ACS. The

incorrect toll records were not uploaded into FBI databases|

224

(U) as required by Executive Order (E.C.) 12862 (Sept. 13, 1993)
and Section 2-56 of the National Foreign Intelligence Program Manual
{(NFIPM), OGC was tasked to determine whether or not the matters
described herein should be reported to the IOB. We believe that
though the "“"over collections" reported herein occurred through no

.~ fault of the case officer orlt:lDivision, the reported activity

‘f:F 1onetheless requires notification. Despite the inadvertent nature of

bk che mistake made by the communications carriers that provided the
records, the fact remains that information was improperly collected
telephone records unrelated to an authorized investigation. Thus, OGC
is required to report this matter to the IOB in accordance with E.O.
12863 and Section 2-56 of the NFIPM. p&J

(U) OGC notes that the over collections of records reported
herein were in no way due to errors made by the I:IDivision or

any other FBI entity. Further,lzgtook appropriate steps to
I remove all non-authorized information from FBI systems of records,
. Sequester it and provide it to the CDC to be secured. ;:Idid
¥  not review any of the unauthorized information provided by the

telephone service provider. }@

This matter has been referred to the FBI's Inspection
Division for their information. (U)

iR Deri From ;
De ify On;
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(Rev. 01-31-2003)
SECRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/20/2006

To: Attn: CDC J‘:ﬁ
ounterterrorism Attn: ITOS

WS

U

T/S8A

IA | D
2 Inspection Attn: IISk
e
;;; From: General Counsel
!

Contact: UC

National Security Law Branch/CTLU T/LX-1 3%~127

Approved By: Thomas Julie E

Drafted By:

Case ID #P 278-HQ-C1228736-VIO (Pending)

bz Title: (U) Intelligence Oversight Board
I0B Matter 2006-
,

Synopsis: )éﬁ It is the opinion of the Office of the Qeneral
Counsel that the above referenced matter must be reported to the
Intelligence Oversight Board {(IOB). Our analy«is follows.

U]?“)éy/NF) Deri

Declassi

Reference: (3)

1 1
bl Details‘:..T'bi electronic commyni jon_ (EC)dated February 27,
N 2006, the Field Office tfjfj;ﬁ:::], reported to the
5TE Inspection Division and the Office of Gemeral Counsel (OGC) this
' potential IOB matter.

(gy [—
ol
e
h7C
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SECRET

ho .
O: ek From: General Counsel
LIE . SRfT778-HQ-C1229736-VIO, 03/20/2006
[30)
(8
k1l
bo
[N Ao
—=). Task Force Officer (TFO)I—_ reguested
toll records for telephone n X from the
S  communications carrie ftrrrsIE@_results for this
telephone number on a TD-ROM L ::,Di’vision, who
forwarded the results to she reanlro—were providad-

along with a FD-542 from
5 [:;:]. The correct telephdTEe Tlumber a subscribeT information was

identified on the FD-%42, however, the toll record i

the CD-ROM cecntained the target telephone number,

and another telephone number not requested by TFO

immediately contacted and was advised there was an
Or 1n the way the data was captured for the telephone number
TFO reguested. It should be noted that this error has
beerl made by in previous reguests.

The mistaken toll records we d by
Chief Pivision Counsel (CDC) #J on

‘ “February 16, 20 nd are securely maintaip in e _ChC)
bz S  office. The responsive EC did

nIE not referen i& incorrect teleprom® number thnat was provided on
’“;L CD-ROM, and has not been charged out of ACS. The incorrect toll
po _records were not uploaded into FBI databases

070 '

bl

ﬂ”"}%{ As required by Executive Order (E.O0.) 12863 (Sept.
13, 1993) and Section 2-56 of the National Foreign Intelligence
Program Manual (NFIPM), OGC was tasked to determine whether or
not the matter described herein should be reported to IOB. We
believe the reported activity requires notification.

(Ul >D< Sect

ection 2.4 of E.O. 12863 mandates that the heads

of Intelligence Community components report all information to
the IOB that it deems necessary to carry out its
responsibilities. That section reguires the Inspectors General
and General Counsel of the Intelligence Community to report
"intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive". This language has been interpreted to mandate the
reporting of any violation of guidelines or regulations, approved
by the Attorney General, in accordance with E.O. 12333, if such
provision was designed in full or in part to protect the

}m@

2
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SECRET

To: From: General Cowsel
Re- ~ 278-HQ-C1229736-VIO, 03/2N/2006
()

individual rights of a United States person. This includes
violations of agency procedures issued under E.O. 12333, unless
they involve purely administrative matters. For the FBI, the
Office of the General Counsel (0OGC) submits reports to the IOB.

- The Attorney General Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence
Investigations (NSIG) provide that "all lawful investigative
technigues may be used in full investigations.! Section 2-56 of
the NFIPM identifies as reportable to the IOB unauthorized
investigations, the use of unlawful methods and techniques,
exceeding the authorized scope of permitted activities, and
failing to adhere to minimization reguirements.

8L In this instance OGC is reif;ffi to report the

potential IOB-error, albelt-the-error-of in accordance with
E.C. 12863 and Section 2-56 of the NFIPM, Decause investigative
results were obtained on a presumed USPER who was not the subject
of the request for subscriber information and toll records.

OGC notes that once it was apparent that the CD-RaM
contained telephone ipformation for ope other than
TFO contacted| nd advised of the error and daid
not conduct any analysis on the toll I'®50rds. The mistaken toll
records were sealed by the CDC in

ch;ﬁ@ OGC is required to report this matter to the IOB in
accordance with E.O. 12863 and Section 2-56 of the NFIPM. QGC
will prepare and deliver the required correspondence.

Sgék§?
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SE&ET
To: From: General Counsel
Re: | 278-HQ-C1229736-VI0Q, 03/20/2006

(T}
LEAD(s) :
Set Lead 1: (Info)
{(U) Read and clear.
Set Lead 2: (Discretionary)
COUNTERTERRORI SM
AT LIBERTY CROSSING ONE, WASHINGTON, DC
(U) For review and action deemed appropriate.
Set Lead 3: (Discretionary)
INSPECTION
AT WASHINGTON, DC
(U) For review and action deemed appropriate.
*

SE&!{
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March 21, 2006
BY CCURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, DC

Dr. Mr. Friedman:

Enclosed for your information is a self-explanatory
letterhead memorandum (LHM) ntitled "Intelligence CQversight
Board (IOB) Matter, DIVISICN, ICB Matter 2006 "{0)

The LHM sets forth details of investigative activity which
the FBI has determined was conducted centrary tc the Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection, and /or laws, Executive Orders,
or Presidential Directives that govern FRI foreign
counterintelligence and internaticnal terrorism investigations.
(J)

Enclosures

! - Ms, Julie F. Thomas
1 - remATeCTI TSV e i
1 - Inspecticn {(IOB 2006-267)

Unclassified when detached
from classified document.

Derx om: G-3
De ssify on®
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Should you or any memker of ycour staff require additiocnal
information concerning this matter, or oral briefing will
arranged for you at your convenience. (U)

o
™

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
JUS Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office c¢f Intelligence Policy and Review
US Department of Justice
Room 6150
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e JLLIGENCE_QUERSIGHT BOARD (IOB) MATTER

b
DIVISION N
OB MATTER 2006
Ihe Federal Bureau of Investigation'sl Division
I

. Ireported this potential IOB matter invelving
unauthorized receipt of _telephone toll reccrds from the
communications carrier, >4

S| I

.,
' )

Y £
7
i

el

w [:,J;- W
]

~
[

>

Task Force Officer (TFO)
records for telephone rom the
i S communications carrie urnished results for this
bl telephone number on a CD-ROM to thel | Division, who

b4 forwarded the results to | The results w
L7D along with a FD-542 from
Le S The correct teleph - T INLOTMALIion was

e le Taencified on the FD-542, however, the toll records provided. on
S the CD-ROM contained the target telephone number,
S and another telephone number equested by TFO | TFO
immediately contacte and was advised there was an
S error 1n the way the data was captured for the telephone number
TFO requested. X)

requested toll

The mistaken toll records were sealed by Chief

Division Counsel (CDC) | | o February 16, 2005
w2 and are securely maintained 1nn The (INTs office. Theli]
nJE responsive EC did not reference the
tshg—Vlncorrect telephnone number that wWas provided on CD-ROM, and has

" not been charged out of ACS. The incorrect toll records were not
b7C - aploaded into FBI databases,

Pl s

(U) OGC has referred this matter or the FBI's Imspection
Pivision for action deemed appropriate. )

NSL VIO-514



(Rev. 01-31-2003)
SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 04/13/2006
To: General Counsel Attn: NSLB
From: Inspection

Internal Investigations Section TDIT  Basm 11365
Contact: UC

o

if /i

A
e

}57@ Approved By: Millexr David ﬁ;&ﬂ*
2
b2 Drafted By:
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/ITS TRACKINGH 1816
ho OGC/IOB# 2006
Synopsis: (U) To report a potential Intelligence Oversight Board
(ICB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).
{m )
Reference: (U) 278-HQ-C1229736-VIO Serial 1278
(U) 278-HQ-C1229736-VIQ Serial 1221
(8}
(S)
pﬁ Details: I} _The Tnternal Investigations Section (IIS) received
bj“ an EC from Division dated 2/1/2006, reporting a
L7E possible ICB error. Based upon a review of the referenced EC it

ig the IIS's opinion the matter described therein is not
indicative of willful misconduct. Therefore, no internal
investigation will be conducted by the IIS and this matter is
being relegated to the NSLB for whatever action they deem
appropriate.

*

SE T
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(Rev. 01-31-2003)
SEXRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 04/14/2006

TO: Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section. TPU, Room 11865
Contact: CRS

Approved By: Miller David i%ﬁﬂ4,

Drafted By:

‘Case ID #: (U} 263-HQ-0-U - 425 (Pending)

Title: (U)  INTELLIGENCE OVERSIGHT BOARD MATTER
_ INSD/IIS TRACKINGH# 1816
L2 oge/I0B# 2006

Synopsisgs: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

sify Onz 0

Enclogure(sg) : (U) 278-HQ-C1229736-VIO Serial Llz<1l
Reference: (U) 278-HQ-C1229736-VIO Serial 1279
b1 (U) 278-HO-C1229736-VIQO Serial 1221
o (S)

- (3)

b‘ .*/ F‘l

Details: (U) Upon review of Division's captioned
report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) 1IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions wandated by
National Security Law Branch/OGC EC, dated 03/18/2005
(319X-HQ-A1487720 serial 6}.

*

SE‘cﬁR
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DATE:

TO:

FROM

.S, Departme. 2 Justice

Office of the Inspector General

November 15, 2006

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

: Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2006009166

Subject: Unidentified

Division
FBI No. 263-HQ-0-U-425
We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency’s policy
and regulations. A copy of your findings and/or final action is not required by the

OIG.

This matter is referred to your agency for investigation. Please provide the O1IG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or (Iy) expressed a fear of reprisal. 1f you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant lnspector General for lnvestigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an QOlG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment
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0OIG - TNVESTIGATIONS DIVISION - Complaint Form OLG NO. -689-2006-009166-M

L —— o
Received By: Date Received: 04/13/2006 How Received: A
SUBJECT: Unidentiftied, FBT SENO;
Title: UNID Pay Plan: D.O.B.:
Component: FRBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home : B.O.P.No.:
Phore: 21P: /L No.: b7
Work: Offenses: 689 hé
Phone: 21p: 70
Nty o rev—
COMPLBINANT : SSNO -
Title: SSA Pay Plan: D.O.B.:
Component: FBI EOD Date: Alier No.:
Misc: F.B.I.No.:
Home : | B.O.P.No.:
Phone: () - ZI1P: D/L No.:
work: ,
Phone : {(202) Zip:
Confidential: Revealed: authority: none
— IR
Details:

The FBI provided information reporting a possible IOB matter regarding the collection of
unauthorized information. As a consequence of an error on the part of a communications
carrier, the FBI unintentionally obtained unauthorized information.

ALLEGATIONS: 689 TOB Violation

Occurrence Date: 06/04/2004 TIME :

CITY State: bz zip:

— _ . — : L7E

DISPOSITION DATA: Disposition: M Date: 04/06/2006 Bpproval: POWELL, GLENN G
t e

Referred to Agency: FBI Date Sent: 11/i5/2006  Component: FBI

Patriot Act: N Civil Rights: K Component MNumber: 263-HQ-0-U-425

Sensitive: N Whistleblcwer: N Consolidated Case Number:

Remarks:

11/15/06- Sent to Kaiser/FBI/INSD. Predicating material will be maintained within OIG/INV
in a secure container.

NSL VIO-518
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SEE&ET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 2/1e/200¢
To: “Inspection Attn: TIS

General Counsel Attn: NSIB

From:

Cnhief Divisign Counsel
Centact:

Approved By:

Drafted By:

Case ID #- (3} .
(Ud Y%¢ ~Z78-HO-C1225736-v20 (Pending) . 1}

Title: }}{i POSSIBLE INTETLIGENCE OVERSICGHT BCARD MATTER, (IOR)
iUJ SAl CLASE AGENT;

Lo SSA .
R7C "
L oo
Synopsis: }€) NSL directed at incorrect telephone number.

(o Derl T G-3
D Sify : -1

(S

.
N

Details: fS)l

b2
b7E

ml}%{ During the week of 01/16/2006, case agent asked
the Investigative Support Specialist (I1SS) to create a National
Security Letter (NSL} for telephone number information.

) |

(

|#2]

1 The subject

-1 Oy

telepnone number was incorrectly transcribed from the ECPA EC
reguest to the ECPA NSL reguest.  The ECPA EC had subject

telephone number as| | however, due to _an
admiristrative oversight the ECPA NSL directed at had a

SEQEFT

i A // -’/

AN g,J 'y i . / ‘ . ‘ , \



.. celephone number of

SﬁbRET 2

Te: Insgection From: o7k
Re (8] ol

Case agent’s [:] telephone

extension 1is

U -

W }%ﬁ During the wecek cf February 6, 2006, the case
agent received the NSL response. On February 10, 2006, the case
agent opened the results and immediately ncticed the discrevancy
in the telephone number. The case agent immediately notified his
superviscr and put the original in a sea.ed envelope and
supmitted it to the Chief Division Counsel. Nothing from the
criginal NSL was uploaded,

‘Uﬁ:k§i Ne personal or identifying information on tThe

incorrectu telephone number was uploaded irnte ACS from the NSE
refturn. | I[jL________________________——J

im“}%ﬁ A copy of the original NSL as well as the resultant
information is being maintained in the Chief Division Counsel's
safe.

> as notning from the NSL has been reviewed, SAC
recomrends no administrative action be taker in this

SE\&@

2
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SECRET

To:  Inspectior Prom:
Re: (S5
LEAD (s) :

Set Lead 1: (Info)
INSZECTICHN

AT WASHINGTOKN, DC

{J) Read and clear.
Set Lead 2: (Info)

GENERAL COUNSEL

AT WASHINGYON, DC

{U) Read and cliear.

*

SEc}h(
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(Rev. 01-31-2003)
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SE\osg

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/07/2006
To: Attn: SA
SSA
Chg
Counterintelligence Attn: CD
Inspection Attn: II

From: Office of the General Counsel
NSLB/CILU/Room 7947
Contact: AGCI

Approved By: Thomas Julie F

o

1Ay

Case ID #: 278-H0-C1229736-VIO —' (Pending)
(s) :

Titletuji&< INTELLIGENC SIGHT BOARD
MATTER 2006 ‘

Synopsis:tu%}K( It is the opinion of the Office of the General
Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB). OGC will prepare and deliver
the necessary correspondence to the IOB.

MO e
:&<i et ssify Omn:

Reference: 278-HQ-C1229736-VIO Serial 1201
(s)

Drafted By:

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.

Detai iUJ;Bi;_%Te referenced electronic communication (EC) from

the Division , dated 02/16/2006,
requested that OGC review TIE raccts or the captioned matter and
determine whether it warrants reporting to the IOB. In our
opinion, it does. Our analysis follows.
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To: From: Office of the General Counsel

L7E Re: B 27B-TQ-C1229736-V10, 03/07/2006
uy

bl
b2
bh7E

1

()

P&( On 01/16/2006, the case agent directed the
investigative support specialist (ISS) to draft a National
Security Letter (NSL) requesting information regarding the

subiject ph number. The EC had the subject telephone number as
| Ihowever, due to an administrative oversight, the

“he telephone company had the telephone number as
The case agent's telephone extension in

is

iUT“EE(i On 02/10/2006, the case agent opened the NSI,
results and noticed the discrepancy in the telephone number. The
case agent immediately notified his supervisor and put the
original results in a sealed envelope for sequestraticn with the
Chief Division Counsel (CDC). ©Nothing from the original NSL was
uploaded into ACS nor were any searches or database checks run on
any information from the NSL results.

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/2993, mandates that Inspectcrs General and General
Counsels of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, O0GC,
respectively) report to the IOB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.” By
iongstanding agreement between the FBI and the IOB (and its
predecessor, the PIOB), this language has been interpreted to
mandate the reporting of any violation ¢f a provision of the
Attorney General Guidelines for National Security Investigations
and Foreign Intelligence Collection (NSIG) or other guidelines or

A "United States person" is defined in Section 101(i) of the
Foreign Intelligence Surveillance Act (FISA), 5C U.S5.C. § 1801, et seqg., as "a

citizen ¢f the United States [or] ar alien lawfully admitted for permancnct
residence (as defired in section 101 {a) (20) of the Immigraticn and
Naturalization Act). . . ." See aiso Section I.C fo the Attorney General's
Guidelines for ¥Bf National Security Investigations and Foreign TIntelligence

Collecticn (NSIG) {(2003).
sbﬁr
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To: From: Office of the General Counsel
Re: (S 278-AQ-C1229736-VIO, 03/07/2006
U.Tll’)<

regulations approved by the Attorney General in accordance with
E.O0., 12333, dated 12/04/198%1, if such vrovision was designed in
full or in part to ensure the protection of the individual rights
of U.S. persons. Violations of provisions that are essentially
administrative in nature need not be reported to the IOB. The
FBI is required, however, to maintain records cf such
administrative violations sc that the Counsel to the I0B may
review them upon request.

(S

o
2L

b7E

18 U.S.C.

2709 auchorizes the BT to seek relevant records from a wire or
electronic communication service provider when those records "are
relevant to an authorized investigation to protect against
international terrorism or clandestine intelligence activities.™
Here, issuance of gn NSL which requested records for telephone
number| was neither authorized by law, nor was it
authorized by the Attorney General's Guidelines, since telephone

number]| | is not relevant to a counterintelligence
investigation.

() Due to inadvertent typographical error,
received NSL results on a telephone number that was

not associated with the subject of an authorized investigation.
Upon realizing the error, the case agent immediately notified his
supervisor and took the proper steps to sequester the
information. Nothing from the original NSL results was uploaded
into the FBI computer systems, nor was any investigative action
taken based on the NSL results. However, due to the fact that
there was an unauthorized collection of presumed U.S. person
information, we must report this to the IOB.

s&z{r

3

NSL VIO-524



Sgk§ET

bz TO:I I From: Office of the General Counsel
b7E  Re: >% 278-HQ-C1229736-VIO, 03/07/2006
(I
LEAD(s) :

Set Lead 1: (Info)

b2
L7E
(U) Read and clear.
Set Lead 2: (Info)
COUNTERINTELLIGENCE
AT WASHINGTON, DC
(U) Read and clear.
Set Lead 3: (Info)
INSPECTION
AT WASHINGTON, DC
(U} Read and clear.
cC: Ms. Thomas
e
ls IOB Library
4+

}EC\RET
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March 8, 200¢

Mr. Stephen Friedman, Chairman
Intelligence Oversight Bcard

New Executive Office Building - Rcom 5020
Washington, D.C. 20503

Dear Mr. Friedman:

This letter forwards for your information a self-explanatory
enciosure entitled "Intelligence Oversight Board {IOR),

Division, IOB Matter 2006- (D)

The enclosure sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General’s Guidelines for FBI National Sccurity
Investigations and Foreign Intelligence Collection and/or laws,
Executlive Orders, or Presidential Dircctives which govern FBI
foreign counterintelligence and international terrorism
investigations. (0)

Enclosure
1 - 278-HQ-C1229736-VIO ~ PQ*ZA
UNCLASSIFIED WHEN

DETACHED FROM
CLASSIFIED ENCLOSURE

NSL VIO-526



Should you or any member of vour staff recuire additicnal
information concerning this matter, an oral briefing will be
arranged for ycu at your convenilence. (U)

Very truly yours,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Albertc R. Gonzales
Attorney General
U.S. Department of Justice
Rocm 5111

2 - Mr. James A. Baker
Counsel, Office cof Intelligence Policy and Review
J.S. Department of Justice
Rocom 6150
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SECRET

SE T
k2 INTELLIGENCE COVERSIGHT BOARD {ICB; MATTER
b7E IDTVISTON
IOB MATTER 200061 (U)
Xo (Mae Division of the Federal
Bureau of Investigation (FBI} reported a poye—aal TDR ipgvolving a
National Security Letter (NSL} requested by which, through

a transcription error, sought information allout & cte.ephone number
belonging to a perscn who was not the subject of an FBI national
security investigation.

LOl |

1
| haa the phone number| [ On

'E

01/16/2006, the case agent directed the investigative support specialist
{ISS) to draft an NSL requesting information regarding the subiect phope
number. The request had the subject telephone number as

hecwever, due tc an administrative cversight, the NSL sent to the
telephone company had the telephcne number as | The case
agent's telephone extension in is [

in\:@?ﬁ: Cn 02/1C/2006, the case agent opened the NSL results and
noticed the discrepancy in the telephcore number. The case agent
immediately notified his supervisor and put the original results in a
sealed envelope for sequestration with the Chief Division Counsel (CDC).
Nothing from the original NSL results was uploaded into the FBI computer
systems, nor was any investigative action taken based on the NSL
results.

(U) Due to inadvertent typographical error, received
NSL results on a telephone number that was nct assoclated with the
subject of an atthorized investigation. However, due to the fact that
there was an unauthorized collection of presumed U.S. person
information, the error is a reportable matter under Section 2.4 of

Executive Order 12863.
D dassify on: X%
SﬁEQsT
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 04/13/2006
To: GCeneral Counsel Attn: NSLB
From: Inspection

Internal Investigations Section, TIPU, Room 11865
Contact: UC

N0 Approved By: Miller David {
- //';
P2 Drafted By:
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (U)  INTELLIGENCE OVERSIGHT BOARD MATTER
., INSD/IIS TRACKING# 1862
2 oce/10BH# 2006 ]
Synopsis: (U) To report a potential Intel | . rd
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).
Reference: (U) 278-HQ-C1229736-VIO Serial 1201
bl (S)
o 278-HQ-C1l229736-VIO Serial 1242
LVE petails: (1) The Internal Investigations Section (IIS) received
an EC from Division dated 2/16/2006, reporting a
possibie IOB error. Based upon a review of the referenced EC it
oY is the IIS's opinion the matter described therein is not
T indicative of willful misconduct. Therefore, no internal

investigation will be conducted by the IIS and this matter is
being relegated tc the NSLB for whatever action they deem
appropriate.

*"
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(Rev. 01-31-2003)
SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 04/14/2006
To: Attn: SAC (Personal Attention)
bz
hTE From: Inspection
‘tﬂ' Internal Investigations Section, IPU, Room 11865
bo Contact: CRS
7o
Approved By: Miller David f@%gZA.
A
Drafted By:
V/Case ID #: (U) 263-HQ-0-U - 426 {Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
by INSD/IIS TRACKINGH 1862
’ OGC/IOB# 2006
Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Bocard (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.
RS S s
De. 8ify On? i
Enclosure(s) : (U) 278-HQ-C1229736-~VIO Serial 1201
Reference: () 278-HQ-C1229736-VIO Serial 1201
- (S
bf (U) Z7B-HUJ-CIlZ29736-VIU Sertal 1242
@)
h7FE Details: (U) Upon review of Division's captioned

report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. IIS recognizes
and appreciates that this matter was brought to ocur attention as
required by the revisions mandated by National Security Law
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6).

SEééﬁE
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DATE:

TO:

FROM

ELS. Departme. o Yustice

Office of the Inspector General

November 15, 2006

Kenneth W, Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

%

: Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2006009170

I

h7E

[]

L

Subject: Unidentified

Division

We consider this a management matter. The information is being provided to you
for whatever action vou deem appropriate in accordance with your agency's policy
and regulations. A copy of vour findings and/or final action is not required by the
OI1G.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached O1G Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. 1f you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OlG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the lnspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-531




013 INVESTIGATIONS DIVISION - Complaint Form

OIG NO. 689-2006-009170 M

L ——
Received By: Date Received: 04/13/2006 How Received: 2
SURJECT: Unidentified, FBI SSHO :
Title: UNID Pay Plan: D.O.B.:
Component : FBI EOD Date: 2lien No.:
Misc: F.B.I.No.:
Home : B.0.P.No.:
Phone: ZIP: D/L No.: b2
work: Cffenses: 6831§
Phone: ZIP: 1;%(w
SRS
COMPLAINANT : SSNO:
Title: ATTY Pay Plan: D.O.R.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home : B.O.P.No.:
Phone: {) - ZIP: D/L No.:
Wwork: , ,
Phone: (202) ZIP:
Confidential: Revealed: Authority: nore
P
Details:
The FBI provided information reporting a possible IOB matter involving the interception of
unautherized communications. As a consequence of an administrative oversight, the FBI
unintentionally obtained unauthorized information.
ALLEGATIONS: 689 10B Viclation
Occurrence Date: 01/16/2006 TIME: bz
CITY: State: 4ip: B7E
[ ——
DISPCSITION DATA: Disposition: M Date: 03/27/2006 Approval: POWELL, GLEXNN G
M7
Referred to Agency: FBI Date Sent: 11/15/2006 Component: FBI

Patriot Act: N Civil Rights: N

Sensitive: N Whistleblower: N

Component Number :

263-HQ-0-U-425%

Consolidated Case Number:

Remarks:

11/15/06- Sent to Kaiser/FBI/INSD.
in a secure container.

Predicating material will be maintained within OIG/INV

NSL VIO-532
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Printed 11/15/2006 2:20:19



(Rev. 01-31-2003)

SECk&T d?“k%}&jdi

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/03/2006
To: Inspection'f Attn: Internal Investigations
General Counsel Attn: NSLB
AGC |
Counterintelligence Attn: CD Room 4371
k)‘ﬂ. C'D Poa~am o270
Z . ’
"’ Counterintelligence Attn: SSA |

H7E .
) Section
b L |

n7(  From:

Contact: SA

Approved By:

Drafted By:

Case ID #.(U]'M 278-HQ-C1229736-VTQ (Pondiy

bl (s)
Title:© /A )  SPECTAL AGENT |
b2 SUPERVISORY SPECIAL AGENT
n7E REPORT OF POSSIBLE IOB VIOTDETION
¢
Synopsbgf‘ ZE(: Report of possible IOB violation.

Reference:
i

ik

o~
nNnnnon
o e

e

b2
P7E

s T —
g
%
T Lo 4
\;Iv : :[,. ‘ . o . NSL VID'533 A .;; B
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SE}&ET

To: Inspection From:
Re: ;}2{% 278-HQ-C1229726-VI0, 02/09/2006

ik

Administrative: (S)

Case#t:

b (U) The Case Agent was SA

(U) Possible IOB violation identified by the

current Case Agent SA|

Details: (Sﬂ

SECRRT
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bz ,
NTE To: Inspection From: |
7R Re: >o<p 278-HQ-C1229736-V10, 02/09/2006
(T
(S) Per the reference, a NSL was requested
Bl to obtain residential telephone records | | The
1;4 NSL, dated Mav 9. 2005, reguested]| |to provide the
o FBI with associated with
b7 the following 1nrormation:
b7
b7E D Name: s
o6 Address: )
B7C As of This Date:
b7 A
iUJ-}gq and all local and long distance toll billing
records associated with that subscriber/account
for:
HN~EX( Requested Period for Toll Records:
From
(8) per the reference, I
4 _—returned telephone records for billing datel |
T did not provide records for the period required of
b7 p p q .
P | as regquested in the NSL. The
bf current case agent was unable to locate any other telephone
7E records, associated with the administrative reference and the
475 VSL, stored or filed within the Division.
rﬂiL__Eer the reference, SA |sent a
b4 lead from to Counterintel TTGeNCE _attention and
Isish | |, requesting analytical assistance | |
b7 S] lfor subscriber
L information and related cases. | [were
:\:“S referenced_from the results of the aforementioned NSL. Per the
b7E reference, rhe following was stated:
bl
{S) "An NSIL was issued for the telephone records[::]
bl
b7A
he
b7C
(8) Per the adminigtrative reference,

SEG\—ET
3
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L;lﬁ“o: Inspection From:
Ml e % 278-HQ-C1229736-VIO, 02/09/2006

(ar
(8) Per the reference, a lead was sent to
Counterin igence, attentionl ]| reguesting a six month
extension

he S1X monith exXCEelslOll _redguest was pdased unlthe
Lﬁatéu_tETEpLone records from| | which were incorrectly
provided by the telephone company, rather then the reguested
recordsl I I

- In furtherance of rectifying this matter,
intends to reissue the aforementioned NSL, specifically for the
telephone records currently in our possession. also

'\),.\ r

. -~ intends to issue an additional NSL, specifically requesting
»7% telephone records for the original time frame |
oA | |pelieves that both time frames

falls within the scope of the administratively referenced pending
investigation.

SEC}F{
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To: Inspection From:

ALy

LEAD(s) :
Set Lead 1: (Action)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

89 Hold in abeyance a]

f the reference, until

L7E

Re: :ﬁﬁi: 278-HQ-C1229736-VIO, 02/09/2006

ivity associated with
rb provides notification
Of another NSL reissued for the telephone records associated with

Hold in abeyance the generation of any leads and

intelllgence reports based ' tion derived from
information associated with [of the reference.

Recall

any leads and intelligence reports already generated based on

the reference.
Set Lead 2: (Info)
INSPECTION

AT WASHINGTON, DC

Set Lead 3: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

qu:DKi For information.

‘e

_information derived freom information . associated with. o f

SEaRQ
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{Rev. 01-31-2003)

SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/16/2008
To: Inspection Attn: |Room 11865
Internal Investigative Section
Counterintelligence Attn: CD Room 4371
CD Room 8672
o SSA | Room 4371
Attn: SSA
17 l,
b0 From: Office of the General Counsel

National Securits Taw Branch /CITII/Roam 7947
Contact: SSA

Approved By: Thomas Julie F

Drafted By:

Case ID JU?}EQ: 278-HQ-C1229736-VIO = (Pending)

02 Title(UjEﬁ(: INTELLIGENCE OVERSIGHT BOARD MATTER
IOB # 2006-

Synop31siU3)8( It is the opinion of the Office of the General
Counsel (OGC) that this matter must be reported to the

Intelligence Oversight Board (IOB). OGC will prepare and deliver
the necessary correspondence to the IOB. n

UG EmEmIE
D sify Onz: E
Referency, }ES\{ 278 -HO-C1229736-VIQ Serizl 1210
IS (S)

(S I I

i :

bio

bz

B7E

h7n By electronic communication (EC) dated February 9,
2 2006, reported a possible IOB violation 1n conjunction

7F ‘ith an ongoing foreign counterintelligence investigation.

SEEQET

e

b7
01G/D0J REVI | DATE: Ylelol
NFBMNVESTIGATI [

0IG/DOJ INVESTIGATION: ____—




SBCRET
To: JIngpection From: Office of the General Counsel

Re: 278-HQ-C1229736-VIO, 03/16/2006
{m

. | |renorf@d that on May 9, 2005, they requested
(th through a National Security Letter (NSL), provide
DD

all Jocal and long distance toll billing records associated with

n7 ra_suoscriber agconnt for the time periodl
B7E . Instead was provided toll Tecords for the billing
£71 dats . No other toll records were provided.
' :}8(: The cage agent at the time of the NSL request was
Special Agent (SA) | . Upon receiving the records from
- SA ted analytical assistance from the
L6 S Erincelligence Divigsion at FRIHO The records c%a_xaaaiuaﬁ
L7C contained|
o' 4
b0 S ] e [oToTIOTTEten the error made by
- rior to her request to FBIHQ for assistance in
;{}“‘ —arnalyZing thie records.
(S) In late | I QAl |r¢ﬁno~ted an
e extension Part
7 ©of the redsomr TITET I TIe eXtension reguest was the analysis of

k1 the phone records by FBIHQ.

DA (U)  Pursuant to the Electronic Communications Privacy
Act (ECPA), 18 U.S.C. 2708, the FBI can issue NSLs for: 1)
telephone subscriber information (limited to name, address, and
length of service); 2) telephone local and long distance toll
billing records; and 3) electronic communication transactional

records.

:}§;: Under the authority of Executive Order 12333,
dated December 4, 1981, and pursuant to 18 U.S.C. 2709, the FBI
intended to request the telephone and long distance toll billing

P4 records for an USPER. ﬂhf request was properly drafted and

7L erved upon thgTer, the request was

S h7 misinterpreted bv] and the wrong records were
LR eturned to

B7A (U) Section 2.4 of Executive Order 12863, dated
September 13, 1993, mandates that Inspectors General and General
Counsel of the Intelligence Community, including the FBI, report
to the IOB all information concerning intelligence activities
that they have reason to believe may be unlawful or contrary to
Executive Order or Presidential directive. This language has
been interpreted to mandate the reporting of any violation of law
or pertinent Attorney General guideline that are specifically

SEQE?i
2
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To: Inspection From: Office of the General Counsel
Re: ¢ 278-HQ-C1229736-VIO, 03/16/2006

(I

intended to ensure the protection of the individual rights of
USPERS.

(S) In th case incorrectly forwarded
the wrong records totf::::::]__KTEHBﬁﬁﬁ_fﬁé mistake of
could have been caught by the case agent, it could
S — ot nave beern remedied at that point. The collection had already
taken place. The case agent's desire for a quick and timely
4 analysis of the records caused her to forward the records to the
7 Counterintelligence Division at FBIHQ without noticing that she
- had been sent records belonging to her subject that were not
~  within the time period stated in the NSL. Although the above
/B facts technically constitute an example of an over-collection,
75 the obtaining of the records was not the fault of the case agent.

I~
A e
o}

:ﬁ§F: ieves that the above over-ccllection is
easily rectifiable. believes that the records they
received still fall within the investigative time frame of their

case and could have been obtained by t} i f the time
period ligted on the face of the NSL.

by
1o

L7E
7R in order to rectily the
7ﬁTf?5ﬁf'§TfﬁﬁfTBﬁT[::::::::ﬁﬂﬁﬁ'Tﬁtgnds on reissuing an NSL
gspecifically for the telephone records initially received from
[ lalso intends to issue an additional NSL,
S specifically reguesting telephone records for the original time
period | believes that
both time periods fall withain the scope o the rerferenced pending
investigation.

fUJ*)gi This matter is being brought to the attention of
the IOB for proper review. OGC will prepare an appropriate cover
letter and an enclosure for the Deputy General Counsel to report
thisg matter.

SN

3
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SEEQFT

To: .Inspection From: Office of the General Counsel
Re )ﬁ(? 278-HQ-C1229736-VIO, 03/16/2006

e

LEAD (=) :
Set Lead 1: (Action)
INSPECTTION

AT WASHINGTON, DC

tUh‘Eéé For whatever action deemed appropriate.
Set Lead 2: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

inwE§{: For information.

Set Lead 3: (Info)

ﬂU?‘}§Q: For information.

1 - Ms. Thomas

1 —

1 -

1 - NSLB IOB Library
*

sEBhEQ\
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March 16, 2C36

BY COURIER

Mr. Stephen Friedman, Chairman
Intelligence Oversight Board

New Executive Office Building - Room 5020
Washington, D.C. 20503

Dear Mr. Friedman:

This letter forwards for ycour infcrmaticon a self-explanatory
enclosure entitled "Intelligence Oversight Board Matter, 10B #
20061 (U)

The enclosure sets Zorth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General’s Guidelines for FBI Naticnal Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern Bl
foreign counterintelligence and international terrorism
investigations. (U}

Enclosure

1 - Ms. Thomas

1_

1_

1 - 278-HQ-C1229736-VIO

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

£ —G-3
D Ssify on-

s?:s@r
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SELCRET

Sheculd you or any member of your staff require additional
information cecncerning this matter, an cral briefing will be
arrenged for you at your convenience. )

Very truly yours,

Julie F. Thomas
Deputy Gereral Counsel

1 - The Honcrable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

2 - Mr. James A. Raker
Counsel, Office of Intelligence Policy and Review

U.3. Department of Justice
Room 6150

SEPRET
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INTELLIGENCE OVERSIGHT BOARD MATTER
el COUNTERINTELLIGENCE DIVISION

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS

IOB MATTER 2006

ol (8)

~

5 A (S) On May 9, 2005, requested through a
1hé National Security Letter (NSL), provide all Tocal and long distance toll
. 1114 iated with a subscxi countl |
LD | Instead was provided toll records
h72 for| No otner toll records were
provided.
(8) Upon receiving the records from the case agent

reqgquested analytical assistan [ at
FBIHQ. The records contained
Lhe Case dygellt dld LOUL Calcll LIE error

"ﬁﬁﬁ@'ﬁﬂ rﬁfTﬁf'fo the request to FBIHQ for assistance in

analyzing the records.

(S) | | the case agent requested an
bl extension| | Ppart of the
b A reason cited in the extension request was the analysis of the phone
e records by FBIHQ.
(S had incorxectly for d the wrong records to
Although the mistake of could have been caught
by the case agent, it could not have been remedied at that point. The

collection had already taken place. The case agent's desire for a quick
and timely analysis of the records caused the case agent to forward the
records to the Counterintelligence Division at FBIHQ without noticing
that the wrong records had been sent.

. wr Although the above facts technically constitute an example of
b2 an over-collection, the obtaining of the records was not the fault of
h7E  the case agent. The over-collection issue can be rectified by

fUJE§< This matter is being brought to the attention of the I0B for




SECRET

proper review in accordance with ‘Section 2.4 of Executive Oxrder 12863.
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{Rev. 01-31-2003)
SEQRET

FEDERAL BUREAU INVESTIGATION

Precedence: ROUTINE Date: 04/13/2006
To: General Counsel Attn: NSLB
From: Inspection

Internal Inveaticatriona Section. TPRIT  Baam 11865
Contact: UC

0o
~7¢  Approved By: Miller David ?%éﬁ%_

Drafted By:

Case ID #: (U) 278-HQ-C1229736-VIO  (Pending)

Title: (U)  INTELLIGENCE OVERSIGHT BOARD MATTER
o INSD/IIS TRACKING# 1967
- OGC/IOB# 2006 -

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB). "

. DEE%fEQZE:QEEiizgzé
Ul jﬁﬂ: Déclassify On: X

Reference: (U) 272 _HO- 12207234 VT0 Caoxial 1210

(S)
51 (U) 2T TIU-CIZZ29 T36-VIO S&rl 1281
WL . _ . . .
> 7T Jetails: U) The Internal Investigations Section (IIS) received
b2 an EC from Division dated 2/9/2006, reporting a possible

P7E [OB error. Based upon a review of the referenced EC it is the
IIS's opinion the matter described therein is not indicative of
willful misconduct. Therefore, no internal investigation will be
conducted by the IIS and this matter is being relegated to the
NSLB for whatever action they deem appropriate.

*

SEc}eKK
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{Rev. 01-31-2003)
sﬁQSET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 04/14/2006

To: Attn: SAC {Personal Attention)

From: Inspection
Internal Investigationg Section  TDBIT  RPanm J1865
Contact: CRS

o Approved By: Miller David ﬁ§lb(

oy

]
23

el
J B2

Drafted By:

o3
s
m

pr

. Case ID #: (U) 263-HQ-0-U - 428 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 1967
hZ OGC/IOB# 2006+

o

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

O e
EX( Derl sify On: 1

Enclosure(s): (U 278-HQ-C1229736-VIO Serial 1210

Reference: (U) 278-HO-C12209734-VTN Cerial 1210
(8)
~1 (V) 278-HQ-Cl229736-vio Serial 1281

Details: (U) Upon review of Division's captioned report
of a potential IOB violation, LIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) 1IIS recognizes and appreciates that this matter
was brought to our attention as required by the revisions

mandated by Natiocnal Security Law Branch/OGC EC, dated 03/18/2005
(319X-HQ-A1487720 serial 6).

144
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US. Departmer £ Justice

Office of the Inspector General

DATE: November 22, 2006

TO: Kenneth W. Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation

FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007001062
. Subiect: Unidentified
b2 ..
5L Division
o FBI No. 263-HQ-0-U-428

. We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations, A copy of your findings and/or final action is not required by the
0O1G.

l:l This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

[]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individua) has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-548



OIS - INVESTIGATIONS DIVISION -
O AR

Complaint Form OIG NO. 689-2007-001062-M

A
Received By: Date Received: 04/06/2006 How Received: A
SUBJECT: Unidentitiea, FBI SSNQ:
Title: UNTD Pay Plan: D.O.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home B.O.P.No.:
Phone Z1P: D/L No.: bz
Work Offenses: 689 b
Phone ZIP: b7
COMPLAINANT : SSNO:
Titlie: SA Pay Plan: D.0.B.:
Component: FBI EOD Date: Allen No.:
Misc: F.B.I.No.:
Home : B.O.P.No.:
Phone: () - ZIP: D/L No.:
Work: , ,
Phone: (202) ZIP:
Contidential: Revealed: Authority: none
B T
Detaiis:
The FBI provided information regarding a potential IOB matter.

(S) by 5/9/05, L
submitted a National Security Letter (NSL) reguesting billing records for the target of the e
investigation Instead of receiving the requested h
records received toll records for the billing date and the error was not |p,
immediately noticed by the case agent.

_
ALLEGATIONS: 689 10B Violation
Occurrence Date: ©5/09/2005 TIME: o
CITY: State: Zip: -7
 — D/E e
DISPOSITION DATA: Disposition: M Date: 04/06/2006 Approval: POWELL, GLENN G
{T;'C;4
Referred to Agency: FBI Date Sent: 11/21/200C6 Component: FBI
Patriot Act: N Civil Riohts: N Conmponent Number: 263-HQ-0-U-428
Sensitive: N Wnistleblower: N Consolidated Case Numper:

Remarks:

11/21/06: Predicating material contains classitied intormation which will be malintained 1in

a secure container at OIG/INV/HQ. (stp)

Page 1 ot 1
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FI-962 (Rev. 03-21-200%)

(U
Synopsis: EB( To report possible IOB error.

mHC i

Details:

SEQRET
FEDERAL BUREAU OF INVESTIGATION % 5
- pZ
Precedence: ROUTINE Date: 12/01/2005
To: Inspection Attn: TIIS, Room 11861
General Counsel Attn: NSLB, Room 7975
From:
Contact: SA
b A d B
BTE pprove Y:
b7C Drafted By:
Casge ID #jUL 278-HQ-C1228736-VIO~
Title: (U) SA| | e
SSA | L2
INTELLIGENCE OCARD (IOB)'E LTE
S o

Pessil /g (i _(,fk"»--u -

e 12 ..fflmz_.
R AT e S

b1 (8) 1
7
lo
04 (8) 2
W

Possible IOB Error:

Section V

The Attorney General's Guidelines Provision:

{(12)
b1 ) | |
(I L
4 Description of IOB Error:
s | I
C The use oI an National Security Leccer
gy (NSL) in conform;ty w1th 18 U.S.C. 2709, relating to subscriber
bé o T / ol MSN
bh7C

NSLVIO-550 - . =tel




sEovgr

po . |
b7E To: Jngpection From:
il Re: 278-HQ-C1229736-VIO, 12/01/2005
b}
"¢ information, toll billing records, and electronic communication
7 —ansactional records, was an authorized investigative technique
by |
L7E (S)
h7h Bl
bl | be
be S) | B
b7 |_ bz
he b7E
k:]:bm (S)—= | b7z
N €1 |
07
Lz L
b_l},'_' (S)—= |J
bl & M
b6
jelA®
B2
n7E
WTR
1
- (S)
b (S) I
L7C
bz
b7E (s) | . .
B — 1 lAgent in good faith
bl Tequested subscriber and toll information for telephone number
pe | |
,i;:’ (s) On 11/07/2005, Agent received subscriber information and
LIRS £61]1 records for telephone number Agent_noticed
' r the telephone number was not
Iyl l ,
e | once agent determined there
JSN was no connectionL_I
L7Ce Agent informed the Division's Chief Division Counsel
i (CDC),l Zbout the subscriber information and toll
O7E records. CDC then notified AGC about
bj, the records.
iUJ3%§: The subscriber information and toll records were not
~ uploaded | ] but were immediately sealed
b2 and submitted to ITOS I/CONUS III. Agent also ensured the squad
bL7E

SEéRET
2
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SECREQ_
To: Inspection From:

Re:iU;gZ 278-HQ-C1229736-Vi0, 12/01/2005

rotor removed any reference in ACS for the acfual subscriber's
iS:I name, address and email address for case file

SEGEER
3
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SEERET

Vo 1O Inspection From:
h7E Re;m;ﬁ( 278-HQ-C1229736-VIO, 12701/2005
LEAD (8) :

Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U} For action deemed appropriate.

*

sncﬁv\
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(U1/26:1998)

QRE?ET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/29/C6
To: Attn: SAC, CDC
e Counterterrorism Attn: _AD
1f2m Inspection Attn:
M Tnternal Investigative
foyi Section, Room 11865
T
From: General Counsel
Counterrorism Law Unit II/LX-1 35100
Contact:l
Approved By: Thomas, Julie F
Drafted By:
U .
Case ID #:iFEX( 278-HQ-C1229736-VIO
Title: SA
b h I:U:I 87
b7C INTELLIGENCE OVERSIGHT BOARD iims 1w,
ol ICB 2006
Synopsis: Ui It is the opinion o©f the Office of the General
Counsel (OGC) that this matter need not be reported to the
Intelligence Oversight Board (IOB), but, rather, that a record of
this decision should be maintained in the investigation control
file for review by the Counsel to the IOB.
I v DoETvE-£xop 7S
De ify Onmn:
joul Reference: (S)
iE Administrative: (U) This communication contains one or more
. footnotes. To read the footnotes, download and print the

document in WordPerfect ©6.1.

7o

OIG/DOJ REVIEW:
FB! INVESTIGAT! ‘7DATE "

OIGIDOJ | M W : ———

NSL VIO-554
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m SEEQFT

To: LI | From: General Counsel
Re: ;}52 278-HQ-C1229736-VIO, 03/29/2006

Details: (UY_Referenced communication from the
Field Office | to 0GC, dated 12/01/2005, requested
that OGC review the facts of the captioned matter and determine
whether it warrants reporting to the IOB. In our opinicn, it
does not. OCur analysis follows.

(S)y As discussed in_the electronic communication (EC)
froml | cited below,' |
fnat 1s, a “Jnilted stales pelsOni d5 LldC Cerlt Is use

i Section 101{i) of the Fcreign Intelligence Surveillance Act of
1978 (FISA),* in order to investigate information or allegation
Qﬁl |

-

3D

]

o3

oaRe:
N

N2

1 3

o
I

tUj”:}éi During the course of the investigation,l

issued a National Security Letter (NSL) pursuant to the
Electronic Communications Privacy Act, 18 U.S5.C. § 270%8. That
statute permits the FBI to reguest telephone toll billing recocrds
that are "relevant to an authorized investigaticn to protect
against international terrorism or clandestine intelligence
activities, provided that such an investigation of a United
States person is not conducted sclely on the basis of activities
protected by the first amendment tc the Constitution of the
United States.™

:E?;:On or about September 30, 2005, a National Security
Letter (NSL) was issued to a telephone carrier for the telephone
toll killing records of a phone number identified as that of the
target. Pricr to issuing the NSL for subscriber information and

{Uhvt’“zﬁﬁf e froml Ito Inspectior and OGC dated 12/01/2C05 an
In

titled "SA [55 | inteiligence Oversight Board
(ICB) Error-

2 N . . . : . -
(U) A “United States person” (USP}is defined in Section 101{l) ci

the Foreign Intelligence Surveiilance Act (FISA) (cedified at 50 U.S5.C. § 1&0CI
et seq.) as “a citizen of the United States [orj an alien lawfully admitted
for permanent residence (as defined in seclion 101{a) (20} ©f the Tmmigralticn
and Naturalization Act) . . . .” See also Secticn ILI.W of The Attorney
General's Guidelines for FBI Foreign Intellicence Coilection and Forelan

Counterintelligence Investigatiors.
SEkﬁqsi

2
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N7
7 m
h7E To} % From: General Counsel
o Re: O 278-HQ-C1229736-VIO, 03/29/2006
i5}3?E“;oll records,l IFier cffice confirmed telephone number
bl was a numberused-by through the following means:
oY
(S)
b7E
bl
ho
L7 (Q‘I
LA
(;X<The results obtained from the carrier in response
to the NSL ified the subscriber of the telephone as someone
0l S other than thus, the information returned from the
he carrier was the telephone toll billing records of a wholly
N unrelated individual. Upon receipt of the records, the error was
}J;f discovered by the case agent and the records were set aside and
bi7A not reviewed or used for any other investigative purpose.

(U} Section 2.4 of Executive Order (FEO) 12863,
dated 09/13/1993, mandates that Inspectcrs General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, 0GC,
respectively) report to the IOB concerning intelligence
activities that they have reason to believe may ke unlawful or
contrary to Executive order or Presidential directive. This
language was adopted verbatim from EO 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
Beard (PIOB). By longstanding agreement between the FBI and the

SEC\RK"P\
3
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SECRET

To:l From: General Counsel
Re Ty DS 278-HQ-C1229736-VIO, 03/29/2006

ICB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation cof
guidelines or regulations approved by the Attorney General in
accordance with EO 12333, dated 12/04/19%81, if such provision was
designed in full or in part to ensure the protecticn of the
individual rights of U.S. persons. Viclaticns c¢f provisions that
are essentially administrative in nature need not be reported to
the IOB. The FBI is reguired, however, to maintain records of
such administrative violations so that the Counsel to the IOB may
review them upon request.

iUhZB{: Section V.11., Investigative Techniques, of The
Attorney General's Guidelines for FBI Naticnal Security
Investigations and Foreign Intelligence Collection (NSIG)
provides that Natiocnal Security Letters may be issued in
conformity with statutory requirements, including 18 U.3.C.
§2709. Title 18, U.S.C. § 2709 provides that the FBI may seek
tcll billing information from telephone carriers that 1s relevant
to an authorized national security investigation. At the time

issued the NSL for the toll billing records, it had a

reasonable basis to believe that the records it was reguesting
were relevant foa_an anthorized naticnal security investigation.
Whether or not might have done more vetting given the
conflicting information is not a legal decision fcr OGC to
ponder. NSLs are the appropriate vehicle for verifving
subscribers and at the time the NSL was issued, |had
the appropriate legal authority to issue the NSL. Therefore, OGC
does not find that a violation occurred.

(U) It is our opinion that this matter need not be
reported to the I0B. Consistent with our prior cpinions, a
record of this decisicn should be maintained in the control file
for future review by Counsel to the IOB.

SEN
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b2 }w*r
LTE
To: From: General Counsel
Reun>£81\ D278 -H0-C1229736-VI0O, 03/29/2006
LEAD (s) :
Set Lead 1: (ACTION)
o7k

(U) For review and action deemed appropriate.
Set Lead 2: (INFO)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) Read and clear.
Set Lead 3: (ACTION)
INSPECTION

AT WASHINGTON, DC

(U) For review and action deemed appropriate.

SN
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(Rev. 31-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: RCOUTINE Date: 04/27/2006
To: General Counsel Attn: NSLB
From: Inspection

Internal Investigations Section, IPU, Room 11865
Contact: CRS

Approved By: Miller David Ian

e 2T
20

"7 Drafted By:

74 Ccase ID #: (U) 278-HQ-C1229736-VIO  (Pending)

Title: _/U)  INTELLIGENCE OVERSIGHT BOARD MATTER
o) INSD/ITS TRACKINGY 1526
0GC/IOB# 2006-

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB) .

Reference: () 278-HQ-C1229736-VIO Serial 1053
278-HQ-C1229736-VIO Serial 1308

Details: (U) The Internal Investigations Section (IIS) received
an EC froml Division dated 12/1/2005, reporting a
possible IOB error. Based upon a review of the referenced EC it
o is the IIS's opinion the incidernt described therein is not
o considered willful misconduct. Therefore, no internal
investigation will be conducted by the IIS and this matter is
being relegated to the NSLB for whatever action they deem
appropriate.

C
| O N

*
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(Rev. 01-31-2003)
S T

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/01/2006

To: 4] Attn: SAC (Personal Attention)

From: Inspection
e Internal Inviinnt—ﬁnnq Section, IPU. Rocm 11865

Contact: CRS

ivZ Approved By: Miller David ﬁéﬁfi

Drafted By:

" Ccase ID #: (U) 263-HO-0-U - 436 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 1526
OGC/IOB# 2006

Ny
i
A=

Synopsis: (U) To advise that capticned reporting of peotential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

- D DeFived_Erom +C=3
D assify On:

Enclosure(s) : (U) 278-HQ-C1229736-VIO Sexrial 1053

Reference: (U) 278-HQ-C1229736-VIO Serial 1053
278-HQ-C1229736-VIO Serial 1308
}Djﬂ Details: (U) Upon review of Division's captioned
/L report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations

where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 03/18/2005
{319X-HQ-A1487720 serial 6} .

THIS EC IS UNCLASSIFIED WHEN SEPARATED FRCM CLASSIFIED ENCLOSURE.

144
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b bepashne. of Fusdice

e of the Jpspecton General v

DATE: November 20, 2006

TO: Kcenneth W, Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation

FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007601036
b2 Subject: Unidentified |
L7E FBI No. 263-HQ-0-U-436

. We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or fina} action is not required by the
0OIG.

D This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

[

IMPORTANT NOTICE

Identifying information may have been redacted from the attached O1G Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested conlidentiality or (b) expressed a fear of reprisal, If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in_all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment
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791G - INVESTIGATIONS DIVISION ~ Complaint Form
Feceived By Date Received:
SUBJECT: Unidentified, FBRI SENC:
Tiv.e: UNID Pay Plan: 0.0.B.:
Component: FBT EOD Date: Alien No
Migco: F.3.I1.No
Horme : B.C.P.No.: o
Fhone: Z1P B/L No.: E
. Cffenses: €89 e
Wor o7C
Fhone: Z1P: i
CCh l}'\[Nf"-,T\lT:I SSHO:
Title: ATTY Pay Plan: 5 C.O.B.:
C mpcnﬂ“*: FRI FOD Date: Alien No.:
Misc: F.B. I No.:
dome.L__ B.O.Y.No.:
Prhone: ()} - ZIP:I o/L No.:
Werk: ,
Yhone: (202) ZIP. o
Coafidential: Revealed: Authority: nonc
_ R L

Cetalls

Trne FBRI vrovided information reporting a possible I0B matter inv l;lnq subscriber

informaticn oktained from a NSL which yielded data information asscciated with a party

differert and unrelated to the FBI target. {dz}

—— .
ALLEGATICNS: 689 10B Vioiation
Qccurrence Date- TIME: b2
CITY State: h7E ip:
L
DISEOSTTION SATA: Dispcsition: M Date: 11/20/200¢% Agproval: GLENN &
/’ﬁ.—
X%

referred tc Agency: FBI Date Sent: 13/20/2006 Component: FBI
Patrict Act: N Civil Rights: N Component Numper: 263-H2-0-U-436¢
Sensitive: N Whistleblower: N Consolidated Case HNumber:

Remarks:

Case referral to Kaiser/FBI/INSD, 11/20/06 (dz)

NSL VIO-562
- o Drintad 11/20/700A P17 Ry




{Rev. 01-31-2003)

SECRFT

FEDERAL BUREAU OF INVESTIGATION 02

743

Precedence: ROUTINE Date: 10/27/2005
To: Genéral Counsel Attn: NSLB
From:

|
Contact: GSA|

Approved By:

ju—
%
)

=1

5]

Drafted By:

g

T 7
=1 G
!

U
b

~

|

Case ID #: (U) 278-HO-C1228736-VIO - 1035 (Pending)
(U)y 278 C85270 (Pending)

Title: (Ul POTENTIAL IOB MATTERS

Synopsis: (U) To report a potential IOB mattce LU Lile ULiLice uL
General Counsel, NSLB.

o e 0
j§&<: gsify On:

Details: (S) The following information is provided for the
Office of General Counsel, NSLB, on a potential IOB matter in the

b2 I Division, [:::::::::] Resident Agency:
bhi7E .
{(8) 1. File Number: L
S) 2. Subject Name:
bl (S) J
be (U) 3. US Person Status: Illegal Alien
bZ‘ (U) 4. Date Case Converted from 272: 02/24/2004
Pk (U) 6. Statement of error:
(U) On 10/21/2005,| |became aware_of a
potential IOB matter. Captioned matter was opened as
| | investigation]| On 10/’/2OQ§5 the 3°
by case agent submitted an electronic communication requesting
LIE conversion to a 311:]based on information derived from the 272
J A

investigation. This conversion electronic communication was not
uploaded or sent to the file. The case. agent, believing he had

SENE\T

NSL VIO-563
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SE\ngT
To: Ceneral Counsel From:
Re: (U) 278-HQ-C1229736-VIO , 10/21/2005

proper authority, submitted a National Security Letter on
10/21/2003 for toll and billing records of the subject. The

Security Letter was served and results transmitted to
v the delivering division on 01/06/2004. The case

LI
2

agent re-submitted the conversion electronic communication on
02/02/2004. However, the conversion was not properly authorized
because it was not signed by the Special Agent in Charge (SAC).

No FBIHQ notification was made upon the conversion to a 315
matter and no annual Letterhead Memorandum (LHM) was submitted.
Those oversights are generally non-reportable administrative

matters. Although facts existed which would have suggorted a 315

}no--SAC-authorization for-a 315

vas obtalned prior to the igsuance of a National

Security Lectter. Based on the foregoing, reports
this matter as a potential IOB violaticn.

sﬁv{
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gﬁQRET

To: General Counsel From:

Re: (U) 278-HQ-C1229736-VIO

LEAD(S) :
Set Lead 1: (Action)
GENERAL CQOUNSEL

AT WASHINGTON, DC

, 10/21/2005

(U) The

Division advises NSLRB

potential IOB matter.

*"

SE&T\
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{01/26/1998)

el

O

b

s Title ) >< sa
} ’ SA

INTELLIGENCE OVERSIGHT BOARD
{IOB) MATTER 2006

\SQET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

To:

Counterterrorism
Inspecticn

From: General Counsel

Date: 12/02/2005

Attn: SAC
chC
Attn: AD
Attn: Internal Investigations

Section (L25)

National Security Law Branch/LX Crossing, Room 53200

Contactﬂ

Approved By: Thomas Julie F

Drafted By:

I

case ID #: (M D5 278-H0-C1229736-VIO (Pending)

o)t

()

Synopsis. '}}ﬁi It is the opinion of the Office of the General
Counsel (OGC) that this matter must be reported to the

Intelligence Oversight Board

Investigations Section of the Inspection Division, FBIHQ. OGC
.

will prepare and deliver the
Our analysis follows.

{IOB) and to the Internal

CB.

necessary correspondence to the
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SEaRET

To: From: General Counsel
o Re - %278—HQ—C1229736—VIO, 12/02/2005
. (RIRL

Reference: ,EE<:278—HQ—C1229736—VIO Serial 1035
Uy 2781 }€85270 Serial 158

Administrative: {(U) This communication contains cne or more
footnotes. To read the footnctes, download and print the
document 1in WordPerfect 6.1.

Details: As reported by the Division
in an Electronic Communication {EC) datef

pop - 1072772005,]

A
bl
o
p7C a9 _on 10/07/2003, case agent SA of the
| IResident ARgency (“RA”) submitted an EC to
his principal re.lel supervisor, SA | | requesting
the conversion ofl kriminal

igyssﬁlgationwgfl Fo a "51]__[national security
iSh'““ investigation. owever, tne conversion EC was neither uploaded

0l inte ACS nor sent to the Bureau file, and it was not approved by

e the Special Agent in Charge (SAC). Principal Relief
p7C Supervisor SA who received the conversion reguest by

52 Bureau Mail from the RA was unaware that the SAC
b;F needed to approve the conversion and thus did not send the EC up

the chain for approval. Nevertheless, SA[:::::] believed he had
S proper authority to conduct a 315 investigation, and on
10/21/2003, he submitted a National Security Letter (“NSL”) for
toll ard billing records of the subiject The NSL was served and
the results transmitted to by the delivering
division on 01/06/2004.

(S) At this pocint, the case ayent realized that the
conversion of his investigation had not yet occurred, so he re-

* sy | | The
term “United States person. 1S Used 1n section l0Lii) ©- the Lorelign

bl Intelligence Surveillance Act of 1878 (FISA) (codified at 52 U.3.C. § 1801 et
he §gg:) and"is defired as “a'citizen of the United States lor] an alien lawfully
~ admitted for permanent residence (as defined in sectien 101{a) {20} of the
Immigration and Naturalization Act) . . . .7 See also Section I.C of The
Attorney General's Guidelires for FBI National Security Investigations and
Foreign Intelligence Ccllectiorn (NSIG).

SEGQEi\
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To: ) From: General Counsel
Re:i}%l Z271B8-110-.1229736-VIO, 12/02/2005
Ik

submitted the conversion EC on 02/02/20Q4 is EC, too, was
never approved by the SAC. However, SA continued tc¢

investigate the subiject 1 The ezror
was discovered o 2005 during an 1nspection of]
conducted by the Inspection Division. Stiil, on 10/28/2005, SA

submitted a request for an extension of this case, citing

it | | even though no[::t:]

I Ihad ever been properly initiated.

‘UJESi During the period that &A[:::::]conducted this
investigation as a 315 matter, no notification of the conversion
(which he assumed to have occurred) was made to FRI Headquarters
and no annual letterhead memorandum was submitted.

W’ZE{: In November 2005, following the submission of the
potential IOB violation to the Office c¢f the General Counsel, the
Indianapolis Chief Division Counsel instructed SA [:::::]<Dn the
proper means to convert a criminal investigation to a 315
national security investigation.

(U) Secticn 2-56 of the National loreign Intelligence
Program Manual (NFIPM) requires OGC to determine whether the
facts related above are required to be repcrted to the IOB.
Section 2.4 of Executive Order (EC) 12863, dated 09/13/1993,
mandates that Inspectors General and General Counsel cof the
Intelligence Community compeonents (in the FBI, the Assistant
Director, INSD, and the General Counsel, OGC, respectively)
report to the IOB "concerning inteliigence activities that they
have reason to believe may be unlawful c¢r contrary to Executive
order or Presidential directive."

WT}g{ Applying these principles to the case at hand, 0OGC
concludes that the continued investigation of the subject which
SAl |has errantly conducted as a 315 national security
investligaticn beginning when he submitted a request for an NSL on
10/21/2003, violated The Attorney General's Guidelines for FBI
National Security Investigations and Foreign Intelligence
Collection (NSIG), Section II.C. The NSIG requires that a
National Security investigaticn be open on a subject before
i i jve techniques may be used. In this case, the

| SAC had not approved conversion of the 272
investigation to a 315 investigation, and the subsequent
investigation, which included the service of an NSI, was

SEORQ
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TOJ;; From: General Ccunsel
Re: 278-HO-C1229736-VIC, 12/02/2005
151

{

conducted without appropriate authorization.

Consequently, in

accordance with E.O. 12863 and Section 2-56 of the NFIPM, the

inadvertent error must be repcrted to the ICB,
will do.

NSL VIO-569
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To From: General Ccunsel
Re:.jgﬁl278—HQ-C1229736~VIO, 12/02/200%
b2 (T

D7E LEAD (s):

Set Lead 1: (Info)

{U) Read and Clear.

Set Lead 2: (Action)
INSPECTION

AT INTERNAL TNVESTIGATIONS SECTION,

LC

(U} For action deemed appropriate.

Set Lead 3: (Action)

COUNTERTERRCRISM

AT WASHINGTON, D.C.

(U) For action deemed appropriate

- Mg Thomas

]

[R—
[O2RS]

P S Y

IOB File

séb{
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BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
New Executive Office Builiding
Washington, D.C.

Dear Mr. Friedman:

Enclosed for vyour information is a self-explanatory
memorandum, entitled "Intelligence Oversight Board (IOB) Matter,

Field Office, IOB Matter 2006|:|. (i

This LEM sets forth details of investigative activity which
the FBI has determined was conducted contrary tc The Attorney
General's Guidelines for FBI National Security Investigations and
Fcreign Intelligence Ccllection and/or laws, Executive Orders, or
Presidential Directives which govern FBI foreign
counterintelligence and international terrorism investigations.
(0)

Enclosure

- Ms. Thomas

578-NO-C1279736-VIO y
Inspection Division (IOB 2006-
Mr. Hulon

t

e = S
|

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

Der
ssify on:

SERRRT
ot
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Mr. Stephen Friedman

Should you or any member of your staff reguire
additional information concerning this matter, an oral briefing
will be arranged for yocu at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

SERRET
2
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INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER
b2 FIELD OFFICE
bR IOB MATTER 200¢]  |U)

(S) Investigation of this IOB matter has determined that
A~/

[ On 10/07/2003, cese agent SA[_
|ot] |Resident Zgency (“RA”) submitted

an EC to his principal relief supervisor, SA| |requesting
the conversion of| Icriminal investigation of
tol Inational securlty 1nvestigation. However, the

conversion EC was neither uploaded into ACS ner sent to the Bureau file,
and it was not approved by the pecial Agent in Charge
(SAC). Principal Relief Supervisor SA | who received the
conversion request by Bureau Mail from the RA, was unaware that the

| | SAC needed to approve the conversion and thus did not send
the EC up the chain for approval. Nevertheless, SA| telieved he
had proper authority to conduct a 315 investigation, and on 10/21/2003,
he submitted a National Security Letter (“™NSL”) for toll and billing
records of the subject. The NSL was served and the results transmitted
to | by the delivering division cn 01/06/2004. At this
point, the case agent realized that the conversion of his investigation
had not yet occurred, so he re~submitted the conversion EC on
02/02/2004. This EC, too, was never approved by the SAC. However, SA

continued to investigate the subject under the 315

classification. _The error was discovered on 2005 during an
inspection of conducted by the Inspection Division. Still,
cn 10/28/2005, submitted a recguest for an extensicon of this
case, citing. it as -al even though. no
isl'”]w Nad ever been properly initiated. During the
period that SA&| . . |corducted this investigation as a 315 matter, no
igjvﬁwvnotificatibh”bf the conversion (whicnh he assumed to have occurred) was

made to FBI Headquarters and no annual letterhead memorandum was
submitted. In November 2005, foliowing the submission of the potential
IOB violation to the Office of the General Counsel, the Indianapolis
Chief Division Counsel instructed SA on the proper means to

oy

}...!
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convert a criminal investigation to a 315 national sscurity
investigation. The continued investigation of the subject by SA:'
as a 315 national security investigation beginning when he submitted &
request for an NSL on 10/21/2003, violated The Attorney General's
Guidelines for FBI Naticnal Security Investigations and Foreign
Intelligence Collection (NSIG), Section II.C. I

(U) This matter also has been referred to the FEBI's Internal

Investigations Section of the Inspection Division for acticn deemed
appropriate. X

Dery : G-3
assify on:

4.

s%ms{
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 04/27/2006
To: General Counsel Attn: NSLRB
From: Inspection

Internal Investigafions Section, IPU, Room 11865
Contact 4 |

Approved By: Miller David Ian

Drafted By:

‘case ID #: (U) 278-HQ-C1229736-VIO  (Pending)

o)
LR

Title: (0 INTELLIGENCE OVERSIGHT ROARD MATTER
INSD/IIS TRACKINGH 1743
b2 OGC/IOBH# 2006-

Synopsig: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1035
278-HQ-C1229736-VIO Serial 1175

Detailg: (U) The Internal Investigations Section (IIS8) received
an EC from | |Division dated 10/27/2005, reporting a
possible IOB error. Based upon a review of the referenced EC it
is the IIS's opinion the incident described therein is indicative
of a performance issue. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*
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(Rev. 01-21-2003)
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/01/2006

To: Attn: SAC (Personal Attenticn)

From: Inspection
InternalInvestigations Section, IPU., Room 11865
Contact:

Approved By: Miller David E@gﬁﬂ

Fal

Drafted By:

..Case ID #: (U) 263-HQ-0-U - 438 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 1743
OGC/IOB# 2006

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not ccnsidered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

w B pETeEe e
D Sify T 1
Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1035

Reference: (U) 278-HQ-C1229736-VIO Serial 1035
278-HQ-C1229736-VIO Serial 1175

Details: (U) Upon review ofl IDivision's captioned
report of a potential IOB viclation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. 1IIS recognizes
and appreciates that this matter was brought to our attention as
reqguired by the revisions mandated by National Security Law
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 sexrial 6).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

¢4
SEERQE\
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DATE:

TO:

FROM:

SUBJECT:

November 22, 2006

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

Glenn G. Powell
Special Agent in Charge
Investigations Division

O1G Complaint No. 2| 0

Subject: Unidentified

LLS. Departme

of Jastice

Oftice of the Inspector General

Wahingron, DAC 20530

-

bz

FBI No. 263-HQ-0-U-438

L
jo Fj

- We consider this a management matter. The information is being provided to you

for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the

OI1G.

U

Identifying information may have been redacted from the attached O1G Report/Referral pursuant to § 7 of the

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of compiainants or witnesses, and that, in_all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act

and the Whistleblower Protection Act.

Attachment
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leceived By:

o - INVESTIGATIONS DIVISION -

Compiaint Form OIG NO. -6539-2007-0C1C70-M

A

Date Recelived: 04/2C/200% How Received: R

UBIECT:
"itie: UNID

Unidentified,

FBI

SSNC:

Pay Plan: £.0.8.:

lonponent: FBI EOD Date: Alicn No.:
itec: F.B.I.No.:

{fome : 3.0.FP.No.:
Thone: Z2IFP D/L No.:
lorx: Offenscs: 659
‘hone:! 7IP

IOM?LAINANT:L—f - I SENO:
'itle: ATTY Pay Plan D.C.B.:
lomponent: F3T EQC Date Alien YNeo.:
lisc: F.2.T.Ko.:
fore: I j BR.O.P.No.:
hone: () -~ Z1P: D/L No.:
lork: , ,

‘hone: (202) ZIP

onfidentliale Revealed: Authority: nore

Datails:

I —

The FBI provided information reporting a possible IOB matter invelving the conversion of an

Electronic

Communication

EC) that was neither uplecaded into ACS nor sent to the burecau file

and was not approved by thel__ lSAC. (dz)

JLEGATIONS: 689 IOB Violation oY
Jecurrence Date: TIME: -
l;TY: l State: | | Zip: b7E
JISPOSTTION DATA: Disposition: M Date: 11/21/2006 Apprcval: POWELI., GLB§§ G

e
lefarred to Agency: FBI Date Sent: 11/21/2006 Component : FBI '
’atriot Act: N Civil Rights: n Cemponent Number: 263-HQ-0-U-438

jensitive: N

Whistleblower: N

Consolidated Case Number:

Remarks:

Case referral to Kaiser/FBI/INSD,

11/22/06 (dz)

Page 1 of 1
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