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t \ b S 

Precedence: ROUTINE Date: 01/25/2006 

To: Inspection 
General Counsel 

b2 
b7E 
b6 
b7C 

From: 

Attn; 
Attn: 
Attn: 

IIS 
NSLB 
SA 

Front Office 
Contact: CDC 

Approved By : 

bl 
b6 
b7C 
b2 
b7E 

Drafted By: 

Case ID ft . 

(U) 
Title: 

(U) 
Synopsis : 

(S) 
2 7 8- HO-CI 22 971fi -VTO - 1141 (Pending) 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
TFOL I. 

DIVISION 

(IOB) violation. 
(U) 

Report possible Intelligence Oversight Board 

bl 
b2 
b7E 

Detail 

X Derived^gro^: ^ T 

(U) The Case Agent is 

b6 
b7C 

L 
bl (s) 
b7C (U) T h e subject is a U.S. person. 



(S) 

bl 
b6 
b7C 
b2 
b7E 

bl 
b6 
b7C 

bl 
b6 
b7C 
b2 
b7E 

bl 
b6 ) 
b7C 
b2 ; 
b7E ' 
(S) 

( 3 ) 

(S) A National Security Letter (NSL) was submitted in 
this investigation I I 

(S) The possible violation occurred in connection with 
an NSL dated 11/25/2005 and its approving EC f 

I I Thp MRT. whirh T.ra a r̂ r-or̂ a voH Kw I 

requesttollrecord informationfor 
number for the period 

Division 
ought to 
t p̂l pnhnnp 

tel gnhone number, however, was inadvertently misidentified by TFO 
andtelephonerecordinformationunrelated to 

leueiveti from the telephone service provider via an F.< 
Division. ..dated 01/18/20 06 

was 
1~r~rim thp 

(U)- The mistaken telephone records were spalpH Vw t-hp 
Division Chief Division Counsel (CDC) 

on 01/25/2006 and are being maintained in a secure manner 
the CPC'.q off-ire The N.SL dated 11/25/2005, its approving EC 

LanH 1-hp* 'responsive EC 
m 

bl 
b2 
b7E 

all which specifically referenced the 
incorrect telepnone number, have been permanently charged out of 
ACS. Furthermore, neither the incorrect number nor any records 
received with respect to it have otherwise been uploaded into FBI 
databases1 

SEckïJT 
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LEAD(s): 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) ^ ^ F o r i n f o r m a t i o n . 

SEC: 
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SECRET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

Precedence : 

To : 

ROUTINE 

Counterterrorism 
Inspection 

Date: 03/09/2006 

Attn: SAC, CDC 
AD 
Internal Inspection Section 

From: General Counsel 
National Security Law Branch (NSLB) 
Contact : 

Approved By: Thomas Julie F 

bl 

b7F, 
b6 
b7C 
b2 

Drafted Bv: 
(U) _ 

Case ID n • JrS^ 
(S) 

' V Title: TFO 
SSA 

2 7 8-HQ-C1229736-VIO (Pending) --

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB MATTER 2006-T I 

(U) 
Synopsis: ¡Ĵ C It is the opinion of the Office of the General Counsel 
(OGC) that this matter must be reported to the Intelligence Oversight 
Board (IOB) and to the FBI Inspection Division. OGC will prepare a 
cover letter and a memorandum for the Deputy General Counsel to report 
this matter to the IOB. Our analysis follows. 

(U) 

Fron 

Details: 
referenced below1.., 
accordance with th 

ssify On: X4~ 

As discussed in the electronic communication (EC) 

rtiLuiney b e n ^ i a i • s G u i d e l i n e s l o r t m N a t i a h c i i 
( S ) b l Security Investigations and Foreign Intelligence Collection (NSIG). 

During the investigation of a U.S. person (as that term is used in 

m 

b2 
b7E 

( U ) e c f r o m t h e Division, dated 01/25/2006 and titled 
"Intelligence Oversight Board (IOB) Matter" (hereinafter cited as 
EC) . 

SECRET 
b6 

OiG/Dua StVlEW 
d t m r n w 

OiG/DOJ IWESTIGATION: 

/ 
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bl 
b6 
b7C 
b2 
b7E 

bl 
b2 
b7E 

b2 
b7! 

bl 

b2 
b7E 

To : 
Re • 

(U); 

From: General Counsel 
2 7 8- HQ-C122 97 3 6 -VIO, 03/09/2006 

(S) Section 101(i) of the Foreign Intelligence Surveillance Act of 197! 
(FISA), 
for toi records 

a National Security Letter (NSL) was 
tor trie subject's home telephone rmmhpr 

submitted 

Due to an error 
on the part of the Joint Terrorism Task Force Officer working on the 
case, the telephone number was misidentified. Consequently, records 
unrelated to the subject were received. The error was quickly 
recognized, and the records have been sealed by the CDC. 
All relevant records have been permanently charged out of the FBI's 
Automated Case Support system. Neither the incorrect number nor any 
records received with respect to the number were uploaded into FBI 
databases 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General Counsel 
of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive order or Presidential 
directive." This language was adopted verbatim from E.O. 12334, dated 
12/04/1981, when the IOB was known as the President's Intelligence 
Oversight Board. 

m M According to Part V of the NSIG4, NSLs may be issued as 
an fliithnriypri i nvp<jt i rĵ t -i vp technique when 

is opened. When the FB issues an 
it must certify in accordance with Title 18, 

NSL for 
U.S.C., 

toll 
Section records, 

2709(b), that "the name, address, length of service, and toll billing 
records sought are relevant to an authorized investigation to protect 
against international terrorism or clandestine intelligence 

~(U) X/ 
'"Jjŝ  A "United States person" is defined in Section 101 (i) of the 

Foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 1801 et 
seg.) as "a citizen of the United States [or] an alien lawfully admitted for 
permanent residence (as defined in section 101(a)(20) of the Immigration and 
Naturalization Act) . . . ." 

SECRET 
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SE 

b2 To: 
b7E Re: ^ S ^ 2 7 8-HQ-C122 973 6 -VIO, 03/09/2006 

From: General Counsel 

(U) 
activities, and that such an investigation of a United States person 
is not conducted solely on the basis of activities protected by the 
first amendment to the Constitution of the United States." This 
means that the subject of the NSL need not be the subject of an FBI 
investigation but there must be "relevance" to some authorized FBI 
national security investigation. In this case, despite the honest 
mistake of the Task Force Off icer, the FBI received telephone records 
for which no relevance existed to an authorized investigation. 
Therefore, we believe this matter must be reported. 

(U) OGC will prepare an appropriate cover letter and 
memorandum for the Deputy General Counsel to report this matter to the 
IOB. 

3 NSL VIO-367 



SECRET 

b2 
b7E 

To : | From: General Counsel 
Re: 2 78-HQ-C122 973 6-VIO, 03/09/2006 

LEAD (s) 

Set Lead 1: (Action) 

(U) For action deemed appropriate. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) For action consistent with this opinion. 

Set Lead 3 : (Action) 

INSPECTION 

AT IIS, WASHINGTON, DC 

(U) For action deemed appropriate. 

b6 
b7C ^ 

1 - Ms. Thomas 
1 

SECRI 
NSL VIO-368 

2 



b2 
b7E 

SE^Ï^T^ 

BY COURIER 

Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, 

Division, IOB Matter 2006 :u: 

This memorandum sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Inspection Division. (U) 

Enclosure UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

b6 
b7( 

1 -
1 -
l 
1 

Mr. Hulon 
278-HQ-C1229736-VIO 
Inspection givi si on 

LDK:ldk 

- IQ. U ' 3 

IOB 2006-[ 
h 2 
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S E £ $ E T 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1- Honorable Alberto Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

SENKET 
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(S) 

bl 
b6 
b7C 

(3) 

bl 
b2 
b7E 

cKF7 SEC 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
DIVISION 

b2 
b7E 

IOB MATTER 2 006- (U) 

Inquiry has determined that during the investigation of 
a U.S. person (as that term is used in Section .101 f i 1—of the 
Foreign Intelligence Surveillance Act of 1978), 
National Security Letter (NSL) was submitted foi 
the subject's home telephone number for 

Due to 

toll records for 

an error on ;he part of 
the Joint Terrorism Task Force Officer working on the case, the 
telephone number was misidentified. Consequently, records 
unrelated to the subject were received. The error was quickly 
recognized, and the records have been sealed by the 
CDC. All relevant records have been permanently charged out of 
the FBI's Automated Case Support system. Neither the incorrect 
number nor any records received with respect to the number were 
uploaded into FBI databases 

wnen tne FET issues AN IN51> Tor 
r o n recoras, it must certiry' in accordance with Title 18, 
U.S.C., Section 2709(b), that "the name, address, length of 
service, and toll billing records sought are relevant to an 
authorized investigation to protect against international 
terrorism or clandestine intelligence activities, and that such 
an investigation of a United States person is not conducted 
solely on the basis of activities protected by the first 
amendment to the Constitution of the United States." This means 
that the subject of the NSL need not be the subject of an FBI 
investigation but there must be "relevance" to some authorized 
FBI national security investigation. In this case, the FBI 
received telephone records for which no relevance existed to an 
authorized investigation. Therefore, we are reporting this 
matter. This has also been referred to the FBI's Internal 
Investigations Section of the Inspection Division for action 
deemed appropriate. 

Dec: 
_f rom 

-X-
SECRfc^ 

- 1 -
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b71 

Precedence: ROUTINE 

To: General Counsel 

Date: 04/13/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations Section. IPU, Room 11865 

UC 
b6 
b7C 
b2 

Contact : 

Approved By: Miller David 

Ext . 

(U) 2 78-HQ-C122 973 6 -VIO I Pending) 

Drafted By: 

Case ID #: 

Title: (U) 

b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1769 
0GC/I0B# 20061 

Reference: (U) 2 78-HQ-C12 29736-VIO Serial 1262 
2 7 8-HQ-C12 2 973 6 -VIO Serial 1143 

Details: (U) 
an EC from 
possible IOB 
is the U S ' 

The Internal Investigations Section (IIS) received 
Division dated 1/25/2006, reporting a 

error. Based upon a review of the referenced EC it 
s opinion the matter described therein is not 

indicative of willful misconduct. Therefore, no internal 
investigation will be conducted by the IIS and this matter 
being relegated to the NSLB for whatever action they deem 
appropriate. 

is 

NSL VIO-372 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date: 04/14/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, 

b2 
Jo7E 
b6 
b7C 

Contact: CRS Ext . 
Room 1186 5 

Approved By: Miller David 

Drafted By: 

Case ID #: 

Title: (U) 

b2 

(U) 2 63-HQ-0-U - 218 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1769 
0GC/I0B# 2 006 j 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(u) ^rom 
rsTîyOn! 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1143 

Reference : (U) 2 7 8- HQ-CI22 9736-VIO Serial 1262 
2 78-HQ-C1229736-VIO Serial 1143 

b 
Details: (U) Upon review of I I Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 

b/E ;here deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 

SJjÏSIÎEÎ̂  

NSL VIO-373 



aí71"® » U.S. Deparíme. jf Justice 

Office of the Inspector General 

DATE: November 15, 2006 

Washington, D.C. 20530 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

•<U FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2006009068 
Subject: Unidentified 

I [Division 
b7E FBI No. 263-HQ-0-U-418 

j" | We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

[ ^ j This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

| j This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whist leblower Protection Act. 

Attachment 

3 NSL VIO-374 



DIG - ^.JVESVIGATIONS DIVISION - Complaint Form OIG NO. 

Received By: Date Received: 04/13/2006 How Received: A 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc : 
Home : 
Phone: 
Work : 
Phone: 

Pay Plan: 
EOD Date: 

ZIP : 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 
Offenses 6 8 9 

b2 
b6 
b7C 

Details : 
Information provided by the FBI reporting a possible IOB matter. As a consequence of an 
error on the part of the Joint Terrorism Task Force Officer working on the investigation, 
the FBI received unauthorized information. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 08/01/2003 TIME: 
CITY:I State: 

b2 
_b7E Zip: 

DISPOSITION DATA: Disposition: M Date: 04/03/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 11/15/2006 Component: FBI 
Patriot Act: n Civil Riqhts: N Component Number: 263-HQ-0-U-418 

Sensitive: N Whistleblower: N Consolidated Case Number: 

Remarks: 
11/15/06- Sent to Kaiser/FBI/INSD. Predicating material will be maintained within OIG/INV 
in a secure container. 

NSL VIO-375 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To Inspection 
General Counsel 
Counterterrorism 

vAttn 
Attn 
Attn 

Date: 11/17/2005 \ "( Z. 

Internal Investigations Section 
NSLB 
SSA I CAU 

From: From: 

Contact: SSA 

jj2 Approved By: 
b7E 
b6 
b7C 

Drafted By: 

Case ID #: 
b2 
b7E 
Title : 

2 78- HQ -C1229736- VIO (Pending) - ' " 7 
6 6 F - 1 5 T 6 ' (Pending) _ , 

UNSUB(S); 
POTENTIAL IOB MATTER 

b2 
b7] 

b6 
b7C 
b2 
b7E 

b6 
b7C 

Synopsis: To report potential IOB matter as defined and directed 
by below referenced communication. 

Reference: 66F-HQ-A1247836 Serial 172 

Administrative: Re forwarded e-mail dated 11/17/2005 from CDC 
to SSA regarding OGC's response to 

question of issuing a National Security Letter from a Threat 
Assessment or Control file. 

Enclosure(s): Enclosed for the recipients is a five page e-mail 
string beginning 08/22/2005 and mnrlnHinn i i /i 4/9nnq • a one page 
e-mail from SSA 
11/29/2005; a one 

to IA 
page e-mail string between CDC 

OGC; and a one page e-mail from OGC 
dated 11/22/2005. 

Ldai^d 
and 
to SSA 

Details: In referenced communication, the Inspection Division, 
Internal Investigations Section delineates the procedures for 
reporting potential IOB matters in order to facilitate the timely 
review, investigation and disposition of reports of intelligence 
activities conducted by the FBI which may have been unlawful or 
contrary to Executive Orders, Presidential Directives or 

- L . a i i H 

VIO 

£ 

b2 

S c X U X j J 
b7E c\ 



b2 
b7E 

To: Inspection Fiutn: 
Re: 2 78 - HQ-CI 2 2 9 73 6 -VI07" 11/17/2005 

b2 
b7E 

b2 

Departmental guidelines within 14 days of the discovery of the 
possible violation. 

As directed in referenced communication the 
Division is formally notifying OGC, NSLB and INSD, IIS of a 
potential IOB matter discovered on 11/17/2005. The 
Division 
below. 

has addressed each of the six notification elements 

1. The matter is not part of a substantive 
occurred with the anticipated utilization of the 

r 
case and 

Therefore, there is no case agent or case 
b7E supervisor to be captioned in the title section of this 

communication. 

bl 
b2 )" 
b7E 

b2 
b7E 

2. As noted in item number 1, there is no substantive 
investigation in which the questionable activity occurred. The 
file number referenced in the initial e-mail which the potential 
violation occurred is the control file, 

. There was no identifiable target as the lead from 
Division only provided the| |Division with the the 

telephone numbers captured on the complainants caller i 1 
identification. There were no requests completed by the or 

Division for subscriber information on the telephone 
numbers. 

bl 
b2 
b7E 

b7E 
bl 
b6 
b7C 
b7D 

4. As noted in item number 3, there was no 
identifiable target to determine the person's or persons 
as a U.S. person or non-U.S. person. 

status 

5. The controlling legal authority pertaining to the 
potential IOB matter is the Attorney General's Guidelines for FBI 
National Security Investigations and Foreign Intelligence 
Collection. 

L investigative r.ecnm rnie.q_ available tor usage [ 
1 whi oh provides 

reterence 
"isrnsR anrnnri7Prl rprnmqiipg anrl 

which includes NSLs. 

Referenced 0-file communication advised the 
Divisi on of suspicious telephone calls originating in| | 

and received by^ . resident 
The ] subscribing to telephone number 

communication states that 2-3 weeks prior to the dat"e~ 
(0 8/05/2 005) of the EC, the complainant, who did not save the 
initia'l call information, received "suspicious teleohyne 
messages" (no quantity provided)pessi; 

3 NSL VIO-377 



b2 To: Inspection From: 
b7E e: 2 7 8- HQ-CI2 2 973 6-VIO, 11/17/2005 

bl 
b6 
b7C 
b7D 

bl 
b6 
b7C 
b7D 

bl 
b6 
b7C 

(S) £>n 08/03/2005 the complainant 
telephone number 

noted a missed call from 
No message was left. 

-(S). Qn 08/04/2005 fhp r-omnl a i nanf 
telephone number 

English with what the comp-la-i-nan-t be-l-l-e-v-e-s was- an 

_m£^eived a message from 
The mpqsaop was in 

accent 

(S) 

b2 
b7E 
bl 

(Si 

(S) 
information an 

On 08/22/2005. upon the receipt of the above 
_|Intelligence Analyst, under the supervision of 

a new Supervisory Intelligence Analyst, requested, via e-mail, 
the CTD . Communications Rnalvaifi TTnil- (CfiU)l 1 

CTD, CAU SSA 
via e-mail on 08/22/2005, agreed 

jimmediatelv and offered to run toll records as well, 
provided| |would craft a National Security Letter (NSL) for 
presentation to the telephone service providers at a later date. 

| | IA agreed to have the tolls run also via e-mail on 08/22/2005 
No further e-mail communication occuyej until 08/29/2005. In 
this e-mail, SSA 
data requested 
responded to ñffTTf 

notified the IA sjie was attaching the 
_ rn^i i 1 

I L_IA 
] 

She requested this because of 
its apparent association with niimprnns prt immgt-i'naHnnc; qVIP 
also planned to "set a IpaH to I 

A copy 
or tne e-maii string has been attached to this communication. 

On 08/22/2005, IA telephonically contacted the 
LCRA Squad 6 Primary Relief Supervisor (PRS) regarding the\ 
informat ion. The IA inferred the information was part of an 
ongoing substantive investigation by the ni vision with a 
bleed over into the LCRA territory. A copy of the 
communication was not immediately provided. The IA requested the 

b7E n R S b e g i n crafting a NSL requesting information on the telephone 
-umbers identified in the communication. During this 
conversation, the Squad 6 PRS was not advised the IA had already 
requested the numbers from CTD. Therefore, unbeknownst to the 
Squad 6 PRS, the request for the NSL was to substantiate her 

2 
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b2 
b7E 

To: Inspection From: 
Re: 2 78-HQ-CI2 2 9 7 3 6-VIO, 11/17/200 5 

b2 
b7E 

previously sent e-mail request to CTD, CAU. The Squad 6 PRS 
agreed to review and assign the lead to a Squad 6 SA who would 
assess the information and if deemed appropriate issue a NSL. 

Upon receipt of the actual communication, the 
Squad 6 PRS observed the communication was written from a 315-0 
file and did not merit the immediate crafting of a NSL. The 
Squad 6 PRS immediately communicated this to the Squad 6 SA 
assigned to review the matter and IA. 

The Squad 6 SA assigned to this matter treated the 
"discretionary action" lead as and conducted 
a thorough review of the facts to determine if cause existed to 
initiate 
The SquaCT 

He found no such cause, 
b SA ' 5 PêViéw mcluaea attempting to validate the 

(Sbl 
b2 
b7E 

b2 
b7E 
bl 

(S) 

When the IA again requested the Squad 6 SA produce a 
IA was advised there was not sufficient predication to NSL, the 

justify the initiation 
is a mandated prerequisite. THe" 

which 
IA was also advised by the Squad 

SSA, via e-mail dated 08/29/2005, of the lack of predication 
necessary to initiate and therefore a NSL. The IA contended 

was justified because_the toll records, produced by CTD, CAU 
included and received by 

I I(as notea above 
IA, 

m the summary oJ > ) e-man communications, 
which was associated with numerous FBI investigations. The lead 
agent determined this to be false as proven by 
The telephone number believed by the IA to be \ 
was in fact an] 
was also conveyed to fTTe DT7 

This information 
It should be noted the information 

received by the | | IA from CTD CAU was forwarded to the Squad 6 
SA who did not utilize it in furtherance of his assessment and 
destroyed the information. 

(S 
bl 
b2 
b7E 
b6 , 
b7C 

Upon receipt of a follow-up e-mail dated 11/10/2005, 
from CTD SSA| |providing verbiage for and requesting a NSL 
for the telephone number information provided to \ IA in 
August 2005, it was again determined predication 
warrant I In consideration of CTD' 
commitment to the te1ephone companies to provide legal means for 
obtaining the i nfnrmafinn 1 considered issuing a_ 
NSL from the division control file 

which was the tile number provided to CTD on the IA1 
request. 

TTöt exist 
s 

to 

initial 

3 NSL VIO-379 



b2 To: Inspection From: 
b7E Re: 2 7 8-HQ-C1229736-VIO, 11/17/2005 

b2 
b7E 

On 11/17/2005,1 |CDC received official guidance from 
OGC stating a NSL could not be issued from| 
file or a control, file unless prior approval was received. 
Inasmuch as|_ | did not request nor receive prior approval to 
issue a NSL from ] file and did not initiate I I ? T -P -w i t-I r <—» -vrr-i -i i has no means of issuing an NSL for the information 
received from CTD, CAU. 

2 

NSL VIO-0380 



\ 
b2 To: Inspection From: 

Re: 278-HQ-C12 2 97 3 6 -VIO, 11/17/2005 

LEAD(s): 

Set Lead 1: (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

For whatever action is deemed necessary. 

Set Lead 2 : (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

For whatever action is deemed necessary. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT COMMUNICATIONS ANALYSIS UNIT 

For informational purposes only. 



Message \ Page 1 of 5 

b6 
b7C 
b2 
b7E 
bl 

(FBI) 

From: 

Sent: 

To: 

Cc: 

(FBI) 

Monday, November 14, 2005 12:50 PM 

(FBI) 

Subject: FW: HOT CALL] 

Importance: High 

]FBI) 

- Follow-Up 

UNCLASSIFIED 
NON-RECORD 

I talked witf- for a second time regarding this Zero lead fro I completely agree witl 
that this does not merit further investigation (it probably didn't merit the attention that it has already received), 

forwarded the below text to me so that I'd be fully informed. 

b6 • 
b7C 
b2 
b7E 

have no intention of opening! [o justify an over-zealous request frorri 
rauld only justify] policy of acting unilaterally, rather than consult would 

(s) involved 

for action by FBIHQ. To do so 
ing the appropriate and affected agent 

has suggested a follow-up interview with one individual in 
attempt that on my next trip there and if any interview is conducted I will report it via our 
file with a lead for review byj | 

Thank you, 

I understand from that you are in agreement. 

(S) 

b6 
b7C 
b2 
b7E 
bl 

( S ) 

Orininoli Mßccano 
From 

Ql 
.(FBI) 

Monrlav. Nnvpmhpr 14 bnnç 10:34 AM Se 
To 
Subject: bW: HOT CALL 
Importance: High 

UNCLAOOiriCD 
NON-RECORD 

Original Messanp 
From 

(FRT> 

Follow-Up 

,(CTD) (CON) 
Sent: Thursday, November io'. 2005 3:14 PM 

(pn To 
Cc 
Subject: RE: HOT CALL 
Importance: High 

IEBH: \rrrn\ cot 
Follow-Up 

UNCLASSIFIED 
NON-RECORD NSL VIO-382 

11/22/2005 



M e s s a g e \ P a g e 1 of 5 

Good afternoon, 

(S) 

b4 
b7D 
b6 
b7C 
b2 
b7E 
b6 
b 7 C 
bl 

b4 
b7 
b2 
b6 
b7( 

D 

I am working to clear this matter off my desk, and I still haven't received the NSL mentioned in the email 
chain below. As you requested, we provided toll records for the following numbers: 

W e p rov ided all records ava i lab le 
lease craft an NSL with the following verbiage: 

. "P lease p rov ide any and all ava i lab le in fo rmat ion /ca l l deta i l records to inc lude: 

A d d r e s s the s u b p o e n a / N S L to the fo l low ing n a m e a n d a d d r e s s : 

Additionally, please make sure to forward the signed, hard copy of the NSI riirer.tlv tn me via Bu Mail (HQ-
CAU, Rm 4315). I need to deliver the hardcopy directly to ou reps personally. 

Please contact me at 202-j |if you have any questions. I would like to resolve this issue as soon as 
possible, as it puts our commercial carriers in a difficult position to be waiting on paperwork for long periods 
of time. 

Thank vnii for your prompt attention to this matter, 

Original Messaqe-
From 

S) 
Set1*" M̂ nz-j-iw Anni n-l- ->n 
To 
Cc: 

t 

b6 
b7C 
b2 
b7E 
bl 
b4 
b7D 

Subject: RE: HOT CALL 

UNCLAb&IHhL) 
NON-RECORD 

(FBI) 
2005 2:44 PM 

(CTD) (CON) 
Ü ß D 

- Follow-Up 

Hi Is te lenhnne nnmhpi 
I t t us wav. 1 coulrt set a lead tnl 

NSL V IO -383 

11/22/2005 



Messt Page 3 of 5 

b2 
b7E 

b6 
b7C 
bl 
b4 
b7D 
b2 
b7E 

Please run 

P.S. I spoke to the Supervisor re NSL letter, and he is working on one as promised. 

Thank you 

(S) Orininal Mpqsanp-
From: (CTD) (CON) 
Sent: Monday. August 29. 2005 8:04 AM 
TH ~l (TRf) 

Subject: RE: HOT CALL 

UNCLAOGiriCD 
NON-RECORD 

As per our conversation last week, I am attaching the data| 
I lUnfortunately, we're swamped here and I haven't had time to manipulate the 

data and "pretty it up" for you. However, it's in the proper format for you to do your own 
man ipu la t i ons . I a m also at a c h i n d for vnn r rpv iew P lease m a k p gurp t q 
fo l low thp rpRtrir.t ivp caveat ! 

As we discussed last week, I'll need an NSL from you to cove 
provided. 

Thanks, 

for the tolls they 

202 

{ 
b6 
b7C 
b2 
b7E 
bl 

S) 
Drininal Mpccanp-

From 
Sent: Monday. Auniiqf 77. 

Cc: 
Subject: RE: HOT CALL 

UNCLAGGiriCD 
NON-RECORD 

FBI) 
'005 1:48 PM 
j(CTD) (CON) 

^ f rh 

(S) 

b6 
b7C 
b2 
b7E 
bl 

Yes - If anything comes up - will do. 

Original Messaqe-
From (CTD) (CON) 
Sent: Monday, August 22, 2005 11:23 AM 
Toi ITBH 
Subject: RE: HOT CALL 

UNCLAGGiriCD 
NON-RECORD 

L ] 
I'll run those numbers immediately. Are you interested in having tolls run as 
well? If something comes up, all I need to know is that you'll be able to provide 
an NSL down the road to cover 

11/22/2005 



M e s s a g e \ P a g e 1 of 5 

b6 
b7C 

(S) 
From (FBI) 
Sent: Mondav. Auaust 22. 2005 12:45 PM 
To: (CTD) (FBI); 
ÌCONÌ 
Cc ÎFBn 
Subject: HOT CALL 

(CTD) 

-UMCLAOOiriCD 
NON-RECORD 

b6 
b7C 
b2 
b7E 
bl (S) 

Thank you. 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLAOGiriCD 

U N C L A S S I F I E D 

NSL V IO - 385 

11 /22 /2005 



M e s s a g e 

UNCLAOGiriCD 

UNCLAOairiCD 

UNCLA33IFIED 

UNCLASSIFIED 

11/22/2005 



Message Page 1 of 

From: 

Sent: 

To: 

(FBI) 

Subject: NSL 

b6 
b7C 
b2 
b 7 E UNCLASSIFIED 

NON-RECORD 

FBI) 

Monday, August 29, 2005 2:50 PM 

;FBI> 

I sat wit! 
appea r^ 

and discussedf" [¡nd the NSL. We are having difficulty finding the predication for] | it 
had the right idea sending it to a 0-file. If there is something there 

not, we won't have the requisite predication to initiate 
is the person to find it. If 

I reviewer 

ana lei you Know wnat we come up with. 
we'l l continue to dig 

UNCLASSIFIED 

9/1 9/2005 

NSL VIO-387 



K f . 
From: i J U 

Sent: b7( 
To: ]q2 
Subject: 

FBI) 
1 hursdav. November 1 /.7ÜÜ5 4:10 PM 

(FBI) 

b7E FW: NSL question 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

The word from the NSL guru... 

Original Message 
From: | 
Sent: 
To: 
Subject: 

(OGC) (FBI) 
Thursday. Novemher 17. 7Q0.S 2:08 PM 

FBI) 
Kt: NbL quyyuun 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b5 
b2 
b7E 

b7C 
—Original Message 

From: | ~| (F B I ) 
Sent: Wednesday, November lb, 2005 5:36 PM 
To: I |(OGC) (FBI) 
Subject: 1 NSL quyytiuri 1 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Hi have an NSL question, and was hoping I could trouble you for a little guidance. 

IZZI b6 
b7C 
b2 
b7E 
b5 

The IA was he tended to do pretty much what she wanted, in spite of the agent's input. 

Thanks. Sorry to waste your time. I know you are busy. 

b6 
b7C 

CDC. 3 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED NSL VIO-388 

l 



(FBI) 
From: 

b b 
(OGC) (FBI) b 7 C 

To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

k l : NbL question 
(FBI) b2 

b7E 
ALL IlFOKUiTIOI C0SITÀI1 
HIKE III IS WCLASSIFJED 

OriainalMessaoe 
From: 
Sent: 
To: 
Subject: 

mwnau iwwmiw;; 
NSL question 

UNCLASSIFIED 
NON-RECORD 

:BI) 
JiWb i0:15 AM 

(OGC) (FBI) 

UNCLASSIFIED 

UNCLASSIFIED 

NSL VIO-389 
1 



(Rev. 01-31-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/21/2006 

To: Inspection 
Counterterrorism 

Attn: Internal Investigations 
Attn: AD 
Attn: SAC/CI 

CDC 

From: 

b2 
b7E 
b6 
b7C 
bl 

b^ 

( U ) 

b6 
b7C 

( S ) 
bl 
b6 
,b7C 
b7D 

(S) 

General Counsel 
Connterterrorism T.X 1 Rnop 3S100 
Contact : 

Approved By: Thomas Julie F 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 
(S) 

Title: (U) TNTETJ.TGENCE OVERSIGHT BOARD MATTER 
IOB 2006-

. (UJ Synopsis. The Office of the General Counsel (OGC) considers 
that this matter must be reported to the Intelligence Oversight 
Board (IOB) and to the Office of Professional Responsibility 
(OPR). A summary of the facts and an analysis of the situation 
follows. 

The foregoing information was obtained from an EC 
on 11/17/04 (see 278-HQ-C1229736, 

Details: 
drafted by SS) 
serial 1117! 

(U) ESJ On August 8. 2003. a c o m n l a i n a n t -
s u b s c n her v±-q I I 
phone call 
was left. 
call from[ [ number 
this time leftamessage.The message was in English but 

"ainant detected an I laccent- ThP mpa^np 

id a missed 
No message 

un AuquüL 4, IUüb. cne complainant received a second 
]and the caller 

Derfv^dr^gj^egr^ G-3 
issify On: 
SECRET 

n C '' 

/ ù 

b6 
OiG/DOJ REVIEW 
FBI INVESTIGATI 

^ » » E S T I G A T ® 

/¿a 



SECR: 

To: Inspection From: General Counsel 
Re: (U) 2 78-HQ-C122 973 6-VIO, 03/21/2006 

bl 

b7E 

(S) 

b2 
b7E 

b2 
b7] 

(S) 

b2 
b7E 
b7D 

As a resuit, cpmn I a i riant notified the 
who created an 0 file_. 

|Division 

division 
then sent a lead to the 

with the phone number communication. 

^ M ) 0 n August 22, 2005, the 

opened it as[_ 

] received the communication and Intelligence Analyst 
(IA) under the supervision of the Supervisory Intelligence 
Analyst (SIA) requested, ,yj a p1mail, tfrat the Communi cat i nn.g 

£ numbers Analysis Unit (CAU), run 
numbers included numbers captured by 

the complainant's Caller ID and the number of the complainant's 
cellular telephone. Via E-mail, the CAU SSA responded that she 
would run the numbers and also offered to obtain toll records. 
The SSA of CAU stated that she could procure toll records only if 
J would draft National Security Letters (NSLs) for presentation 

to the telenhone service providers soon thereafter. On that same 
day, the 
and to obtain the NSLs. 

(U) 

IA agreed, via e-mail, to request the tolls be run 

Later, on August 22, 2005, the IA contacted the LCRA 
Squad Primary Relief Supervisor (PRS) and requested that they 
begin crafting the NSLs. According to the PRS, the IA inferred 
that the informationjias-Liaxt of an ongoing substantive 
investigation by the division with a bleed over into the 
LCRA territory. At that time, an actual copy of the 
communication was not provided. The PRS was not told nor was he 
aware that the NSL was to substantiate the IA1s earlier request 
for toll records from CAU. The PRS agreed to assign the NSL 
request. 

<tl) y^i The PRS assigned an agent 
agent found that the 
which would not authorize 
special agent treated the 

and conducted a thorough review to determine whpfhpr 
prinnnh i rifnrmah -j nn to warrant thenp was 

to review the case. The case 
communication was from a 315 0 file 

the issuance of an NSL. The assigned 
"discretionary action" lead as 

SECfes^ 

2 

3 NSL VIO-391 



To: Inspection 
Re: (U) 2 78-HQ 

SiJCRET 

From: General Counsel 
-C1229736-VIO, 03/21/2006 

(S) 
bl 
b7D 
b4 
b2 
b7E 
bo 
b7C 

(S) 

(U) -^g^ On August 29, 2005, the CAU SSA notified the IA that 
she had received and was sending the results for the requested 
information. After receiving the toll records . the I I TA then 
rpnnPstPii GATT fi SA t A 

b2 
b7E 

b2 
b7E 

b6 
b7C 
bl 

The IA requested 
this further intormation because one of the numbers had an 
apparent association with numerous FBI investigations. The IA 
asked r I SA for the NSL. On August 29, 2 0 05, the| | a r i v i spH 
thel f IA that there was not a sufficient predication 

] which would be a necessary prerequisite for obtaining an 
NSL. Without the information from the toll records, which should 
not have been obtained, there was not enough information to 
justify [_ ] The IA, in reply, contended that 
justified because the toll records produced by CAU 
possible pay phone number that had been associated. 
FBI investigations. The SA reported to the IA 

was 

E E m ímprni i q 

All ST this CAU mrormacion was rorwaraea 
to the special agent who later destroyed it. 

^ j ^ C 0 n November 10, 2005, the SSA from CAU again requested 
an NSL for the information that CAU had provided in August. On 
November 14, 2005, agent confirmed that he was not to open 

I "I"ho justify an overzealous request from our | | for action 
by FBIHQ. To do so would only justifyl |policy of acting 
unilaterally rather than consulting the appropriate affect.er 
agent (s) involved."1 On November 17, 2005, NSLB directed 
an NSL could not be issued from I file. 

(U) 

that 

Pursuant to the Electronic Communications Privacy 
Act (ECPA), 18 U.S.C. §§ 2709, the FBI can issue National 
Security Letters (NSLs) for: (1) telephone subscriber 
information (limited to name, address, and length of service); 
(2) telephone local and long distance toll billing records; and 
(3) electronic communication transacti onal rprnrHs Thp> FRT is 
authorized to request an NSL in 

toll records in 
The FBI is not authorized to request an NSL for 

'See E-mail from 
November 14, 2 005. 

2 c 

to dated 

3 

See Attorney General Guidelines, 

See Attorney General Guidelines, 

SE^R^ST^ 

3 

NSL VIO-392 



SÌTS^ET 

:al Counsel To: Inspection From: General Counsel 
Re: (U) 27 8-HQ-C122 973 6-VIO, 03/21/2006 

b2 
b7E 

^ Under the authority of Executive Order 12333, 
dated December 4, 1981, and pursuant to Title 18, United States 
Code (U.S.C.), Section 2709, requested and received subscriber 
and toll billing records for a phone number that originated from 

telephone information, neither the 
assignedl lagent had opened[ 

Lead. At the time the| | IA requested the 
' ]division nor the 

[investigation. 
Pursuant to the Attorney General Guidelines, the toll records 
should not have been obtained because_there was no authority to 
issue an NSL 

(U) Section 2.4 of Executive Order 12863 (September 
13, 1993, 58 F.R. 48441) requires Inspectors General and General 
Counsel of the Intelligence Community, including the FBI, to 
report to the IOB concerning intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
order or Presidential directive. This language has been 
interpreted to mandate the reporting of any violation of law or 
pertinent Attorney General guidelines that are specifically 
intended to ensure the protection of the individual rights of 
U.S. persons. 

iU> X In this case, requested toll records 
representing that it would provide an NSL for the records, and 
the toll records were provided. An NSL was never authorized or 

b2 
b7E 

issued because no Investigation was pending. 
This action resulted in an ECPA violation and must be reported to 
the IOB. Consequently, OGC will prepare a cover letter and 
memorandum to report this matter to the IOB. 

SECÏÎ*^ 

3 NSL VIO-393 



SE 

To: Inspection From: General Counsel 
Re: (U) 2 78-HQ-C12 2 973 6 -VIO, 03/21/2006 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Info) 

CQUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Please read and clear. 

Set Lead 3: (Action) 

b2 
b7E 

(U) For action deemed appropriate. 

CC: Ms. Thomas 
bfo 
b7C IOB Library 

5 

3 NSL VIO-394 



March 21, 2006 

BY COURIER 

Mr. Stephen Friedman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, NW 
Washington, D.C. 20503 

Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure, entitled "Possible Intelligence Oversight 
Board Matter." 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
( U ) 

Enclosure 

1 - Ms. Thomas 
b6 1 - SSA| 
K i p 1 - Ms. 

1 - 278-HQ-C1229736-VIO 

idOv 

3 NSL VIO-395 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

D e r i ^ e d - ^ j g r o - ^ — X S 1 3 ~ " 



S ^ ^ E T 

Mr. Stephan Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel for Intelligence Policy, OIPR 
U.S. Department of Justice 

- 2 -

3 NSL VIO-396 



s È b s ^ T 

b2 
b7E 

the 

INTELLIGENCE -QAiERS-LßmUBOARD ( I O B ) 
DIVISION 

1 (U) 
]d] 

MATTER 

IOB MATTER 2 006 

Rv P! frtroni r. 
Division 

a National Security Letter 
case. 

•omirnirri r-af i nn (EC) dated October 5, 2005 
reported a pot 

;NSL) requested by 

0 
[ 

(>T un August 8. 2 0 03. a comnl a i riant 

from number 

by P in a 

subscriber 
noticed a missed phone call 

No message was left. 
On August 4, 2 0 05, the comnlamant received a second call from 
another number 
left a message. The message was m English but complainant 
detected anF laccent. The message stated I 

and the caller this time 

]_ 

complainant notified the 
then sent a lead to the| 

a ü a r e s u i r , 
division who created an 0 file 

Division 
opened it 
communicaf TÜTT7 

On August 22, 2005, 

with the phone number 

Intelligence Analyst received the communication and the_ 
(IA) under the supervision of the Supervisory Intelligence 
Analyst (SIA) requested, via e-mail, that the Communications 
Analysis Unit (CAU) , run numbers 

numbers included the numbers 

via Ji-maii, tne CAU SSA responded that she 
wouia run tne numoers and also offered to obtain toll records. 
The SSA of CAU stated that.she could procure toll records only if 

|would draft National Security Letters (NSLs) for presentation 
to the telephone service providers soon thereafter. On that same 
day, the| |IA agreed, via e-mail, to request the tolls be run 
and to obtain the NSLs. 

SECRET 

3 NSL VIO-397 



( U ) , • 

S^S^ET 

b2 
b7E 

i^K Later, on August 22, 2005, the IA contacted the LCRA 
Squad Primary Relief Supervisor (PRS) and requested that they 
begin crafting the NSLs. According to the PRS, the IA inferred 
that the information was part of an ongoing substantive 
investigation by the| |division with a bleed over into the 
LCRA territory. At that time, an actual copy of the 
communication was not provided. The PRS was not told nor was he 
aware that the NSL was to substantiate the IA's earlier request 
for toll records from CAU. The PRS agreed to assign the NSL 
request. 

The PRS assigned an agent to review the case. The case 
agent found that the communication was from a 315 0 file 
which would not authorize the issuance of an NSL. The assigned 
special agent treated the "discretionary action" lead as 

and conducted a thorough review to determine whether 
there was enough information to warrant opening 

l I The agent's review included" 
(S) 

bl 
b7D 
b6 
b7C 
b2 
b7E 

(S) [ 

On August 29, 2005, the CAU SSA notified the I I IA that 
she had received and was sending the results for the requested 
ĵ n format ion . After T-QTRIQUT-J-NR-F i~ Vi Q H N L 1 -Y-Q R-'R -̂K-Z-L O t- Vi Q I I T A V-> QT-I 

requested CAU SSA to 

[ 

The IA requested 
this further information because one of the numbers had an 
apparent association with numerous FBI investigations. The IA 
asked| I SA for the NSL. On August 29, 2005, the SA advised 
the! llA that there was not a sufficient predication | 

]which would be a necessary prerequisite for obtaining an 
NSL. Without the information from the toll records, which should 

] was 

(S) [ 

not have been obtained, there was not enough information to 
justify opening| 1 The IA, in reply, contended that| 
justified because the toil records produced by CAU involved a 
possible pay phone number that had been associated with numerous 
FBI investigations. The SA reported to the TA that he had f 

and determined 
All of this CAU information was 

SECRET 
\ N S L VIO-398 



SECRET 

b2 
b7E 

forwarded to the special agent who later destroyed it. 
(UJ On November 10, 2 0 05, the SSA from CAU again requested 

an NSL for the information that CAU had provided in August. On 
November 14, 2005, the (agent confirmed i- h ̂  t- hp wap 

"to justify an overzealous request from 
To do so would only justify 

not to open 
for action 

I policy of acting by FBIHQ. 
unilaterally rather than consulting the appropriate affected 
agent (s) involved."1 On November 17, 2005, NSLB directed 
an NSL could not be issued from file. • that 

(U) The error is a reportable matter under Section 2.4 of 
Executive Order 12863. 

b6 
b7C 'See 

November 
E-mail from 

14, 
to 

2005 . 

SÈÌSRET 
3 NSL VIO-399 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
b2 

b2 
b71 

Precedence: ROUTINE 

To: General Counsel 

Date: 04/13/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 11865 
Contact: UC 

Approved By: Miller David 

Drafted By: 

Case ID #: 

Title: (U) 

b2 

(U) 2 7 8- HQ-CI22 973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 17 72 
OGC/IOB# 2006-1 I 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1269 
2 7 8- HQ-C1229736-VIO Serial 1117 

Details: (IT) The Internal Investigations Section (IIS) received 
an EC from[ Division dated 11/17/2005, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the matter described therein is not 
indicative of willful misconduct. Therefore, no internal 
investigation will be conducted by the IIS and this matter is 
being relegated to the NSLB for whatever action they deem 
appropriate. 

NSL VIO-401 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date: 04/14/2006 

Attn: SAC (Personal Attention) 

D z 
b7E 
b6 
b7C 

From: Inspection 
Internal T rivesti aa ti on.q Section. 
Contact: CRS 

T PIT. Room 1 1865 

Approved By-

Drafted By: 

/Case ID #: 

Miller David lì 

Title: 

b2 

(u) 

(U) 2 63-HQ-0-U - 419 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACFTNOtt 17 72 
0GC/I0B# 2006 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) 
rasTfy On: 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1117 

Reference : (U) 27 8- HQ-C1229736 -VIO Serial 1269 
2 7 8-HQ-C1229736-VIO Serial 1117 

Details: (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 

b2 indicative of willful misconduct. IIS only addresses allegations 
}-)7g where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

NSL VIO-402 



U.S. Deparimei if Just ice 

Office of the Inspector General 

Washington, D.C. 70530 

DATE: November 15, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau oi Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: 

b2 
b 7 E 

OIG Complaint No. 2006009071 
Subject: Unidentified 

Division 
FBI No. 263 -O-U-419 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

This complaint will be investigated by the OIG. 

IMPORT ANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whist leblower Protection Act. 

Attachment 

3 NSL VIO-403 



OrG - INVESTIGATIONS DIVISION Complaint Form OIG NO.: -689-2006-00907I-M 

deceived By: Date Received: 04/13/2006 How Received: A 

: Unidentified, F3] 
UK ID 
nt: FBI 

COMPLAINANT : 
T i d e : ATI Y 
Component : F 
Mise : 

Phone : () -
Work : , , 
Phone: (202) 
Confidentia1 : 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
3.0.P.No. 

D/L No. 
Offenses 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 
Revealed : 

689 
b2 
b6 
.b7C 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

Details: 
The FBI provided information reporting a possible IOB matter involving the collection of 
u n a u thorized information. 
r'Bl requested and received phone records representing that they would provide a 
National Security Letter (NSL) in the near future. 

investigation was pending, an NSL was never authorized or issued. /-.n o 
The records should not have been obtained since there was no authority to issue the NSL. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 04/08/2005 TIME: 
CITY State: Zio : 

b2 
b7E 

DISPOSITION DATA: Disposition: Date: 09/04/2003 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 11/15/2006 Component: FBI 
Patriot Act: N Civil Riqhts : N Component Number: 263-0-U-419 

Sensitive: N Whistleblower: n Consolidated Case Number: 

Remarks : 

Predicating material contains classified information and will be maintained in a secure 
container within OIG/INV/HQ. 

11/20/06- î.nt to AD Kaiser/'FBI INSD (tap) 

NSL VIO-404 
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(Rev. 01-31-2003) 

SECR FORN 

FEDERAL BUREAU/OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

¿inspection Division 

Date: 02/14/2006 

From: 

Attn: National Security Law Branch 

Attn: Inspection Management Unit 
i y 

Attn: CDC 

Contact : 

b2 Approved By: 
b7E 
b6 
K T P u ' ^ Drafted By: 

Case ID #:(U) 
( U ) " 

Title: 

.-C1229736-VIO 
C63856-VIO _ 

lis? 
S SAI 
SA 

[ Division 
Potential IOB Matter 

. (U) 

b2 
b7E 

bl 
b2 
b7E 

b2 
b7E 

bl 

b7E 

b7D 

Synopsis" ' J?5\ Notification to the Office of General Counsel and 
the Inspection Division of possible Intelligence Oversight Board 
violation regarding an investigation at 

ÍU) X DeriVedr-From^j^^G^ — 

is cognizant of the fact that potential 
IOB violations are to be reported to FBIHQ within 14 days. This 
matter was discovered on January 9, and the Office of general 
Counsel notified via electronic mail on January 26, however, the 
relocation of the| 'office interrupted the immediate 
dissemination of this communication. 

Details (S) 
pursuant to an NSL submitted 

recs.ived banking records 

SECRETANQFORN À / 

K h 
! / • X- /MSL.VJO-405 



SECRjaT^ÏSÇORN 

Î̂-T-, To: General Counsel From: D / E Re: 2 7 8-HQ - C 1 2 2 973 6-VIO , 02/14/2006 

(S) 

bl 
b4 
b7D 
b2 
b7E 
b6 
b7C 

b2 
b7 

(S) : 

b7 

I 

however^ 
Upon reviewing the documents 

]learned that the material 

E 

provided by 
received was that of an individual bearing the same name as 
captioned subject, but a different person altogether. 

(U) fog^ No data regarding the financial records received 
in error was uploaded into FBI indices nor any other 
investigative database. The above mentioned bank records will be 
sealed and maintained by the 
Counsel. 

D 
Division Chief Division 

Division will advise of the error. 

SECRET/^fi^^N 

2 

NSL VIO-406 



SECRET/ 
b2 
b7E To: General Counsel From: _ 

A.e: 27 8- HQ-cl2 2 97 3 6 -VIO , 02/14/2006 

L E A D ( s ) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

The information in this communication is provided 
to the Office of the General Counsel, National Security Law 
Branch to fulfill notification requirements to the Office of 
Intelligence Policy Review, which this incident might 
necessitate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

b2 
b7E 
b4 
b7D 

contacting 
LSJ Prnvide guidance to with regards to 

to advise of the administrative error which 
led to this potential IOB. 

Set Lead 3: (Info) 

INSPECTION DIVISION 

AT WASHINGTON, DC 

(U) Information provided for information only. 

3 NSL VIO-407 



(01/26/1998) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Director's Office 

Date: 2/27/0 6 

Attn: OPR 

Attn: CDC 

b2 
b7E 
b6 
b7C 

b 2 

From: General Counsel 
National Security Affairs/Room 7947 
Contact: Julie F. Thomas 

Approved By: Thomas Julie F 

Drafted By: 

Case ID 

Title : 

# : ÎU) jXj 278-HQ-C1229736-VIO-^jei.<? 

(U) 

(D)ys 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-

Synopsis: ji^C It is the opinion of the Office of the General 
Counsel (OGC) that the above-referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR) . OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

bl 
(%)2 I 
b7E 

Deo±a§sifySn: XI. 

278-HQ-C1229736-V10-1159 

Details: -As noted in the electronic communication (EC] 
this matter has arisen as a result of a National Sppnritw T . P t t P r 
(NSL) issued 

(U) ^ Reference : >=§0, 

b7i 
SECR 

b ^ C 

ÛÎG/D0J REVIEW! mumsMKä fi 
0IG/D0J INVESTIGATION: ^ 



b2 
b7E To : Re : 

(U) 

SECR: 

From: General Counsel 
2 7 8- HQ-C12 29736 -VIO, 2/27/2006 

bl 
]Q4 (S) As part of this investigation, an NSL dated 
b7D 1/9/2006 was issued^ 
b6 for financial records pertaining to the subject. 
•nr 
b2 
b7E 
bl 
b7E(S) [ 
b4 
b 2 

b7E 

b4 
(S)b7D 

bl 

(S) Upon reviewing the documents provided by| m 
response to the NSL, learned that the material provided by 

|̂ as that of a completely different individual, bearing 
the same name. This unrelated person may be a United States 
person. 

(S) No data regarding the financial records received in 
error was uploaded into FBI indices nor any other investigative 
database. The Chief ni v-[ si on rnnnqpl has sealed these documents 
nd will maintain them. will be notified of their error. 

(S) As required by Executive Order (E.O.) 12863 and 
Section 2-56 of the National Foreign Intelligence Program Manual 
(NFIPM), OGC was tasked to determine whether the erroneous 

of financial records unrelated to the 
NSL is a matter which must be reported to the IOB. 

b4 (S) production by 
b7D subject of the 
bl :t is-

(u) Section 2.4 of E.O. 12863, dated 9/13/1993. 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
directive." In this instance, the erroneous production by US 
Bank of financial records concerning an individual who may be a 
United States person, was done without the authorization required 
by law. Consequently, in accordance with E.O. 12863 and Section 
2-56 of the NFIPM, the error must be reported to the IOB, which 
this Office will do. 

S E h ^ E T 

2 
3 NSL VIO-0409 



S E c k ï ^ 

To: I From: General Counsel 
Re: W 2 78-HQ-C122 973 6 -VIO, 2/27/2006 

Set Lead 1 : (Action) 

b2 
b7E 

If not already done so, sequester the documents at issue 
with the CDC and await further instructions regarding disposition 
by NSLB. 

Set Lead 2 : (Discretionary) 

INSPECTION 

AT WASHINGTON, P.C. 

(U) For appropriate action. 

b6 
b7C i 

1 

1 - Ms. Thomas 
1 ~ I I (Acting UC; 

IOB Library 

• • 

SECRET 

2 

NSL VIO-410 



BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 20061 I (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - 278-HQ-C1229736-VIO-/3^C> 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

3 NSL VIO-411 



Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker III 
Counsel for Intelligence Policy and Review 
U.S. Department of Justice 
Room 6000 

-2-

3 NSL VIO-412 



b2(S) 
b7E 
b4 
b7 
bl 
b6 
b7( 

(S) 

(S) 

TMTFT,T,TGF,NCF, OVERSIGHT BOARD (IOB) MATTER b2 
I3 7 E 

FIELD OFFICE 
IOB MATTER 2006 :s: 

X The Field Office of the Federal Bureau of 
Tp.mctigat-inn h a q rpnoTfprl an error in conjunction with that 
division ' s In this 
regard, in response to a National Security Letter (NSL) to 

¡rroneously provided financial records which were 
unr^lSC^d to l"he subject of the NSL, which were associated with a 

customer who may be a United States person. 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

Prri '1 •! ppi •-p"— 
isify on: 21 

SECRET 

SECRET 

-1-
NSL VIO-413 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7( 
b2 

b2 
b7E 

Precedence: ROUTINE 

To: General Counsel 

Date: 04/13/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 11865 
Contact: 

Approved By: Miller David ijiffiH . 

Drafted By: 

Case ID #: 

Title: (U) 
b2 

(U) 2 78-HQ-C122 973 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 3 796 
0GC/I0B# 2006-

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1159 
278| |-C63 856 - VIO Serial 10 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from| Division dated 2/14/2006, reporting a possible 
IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the matter described therein is not indicative of 
willful misconduct. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

NSL VIO-414 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 
Precedence: ROUTINE 

To: 

Date: 04/14/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 11865 
Contact : 

b2 
b7E 
bo 
b7C 

b2 

Approved By: Miller David I1 

Drafted By: 

(U) 263-HQ-0-U 420 [Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 17 96 
OGC/lOB# 2 0061 

Case ID #: 

Title: (U) 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) X rSTfy On: 

Enclosure (s) : (U) 278-HQ-C1229736-VIO Serial 1159 

Reference : (U) 2 78-HQ-C122 973 6-VIO Serial 1229 
278-HQ-C1229736-VIO Serial 1159 

b2 
b7E 

278 -C63856-VIO Serial 10 

Details: (U) Upon review of Division's captioned report of 
a potential IOB violation, IIS did not find the matter indicative 
of willful misconduct. IIS only addresses allegations where 
deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 
•• 

jpUesiEir 

NSL VIO-415 



U.S. Depártales Í justice 

„ Office of the Inspector Genera! 

Washington, D.C. 20530 

DATE: November 15, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

/ <* t} C) t § 

' ' « v f.. . it' i B 
• XT A 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: 

b2 
b7E 

OIG Complaint No. 2006009072 
Subject: Unidentified 

Division 
FBI No. 263-HQ-0-U-420 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 

3 NSL VIO-416 



I-ERE Ik' 13 TUO LAS SI PIED 

INVESTIGATIONS DIVISION Comolaint OIG NO. 6c ! 

Rec •ed B Date Received: 04/13/2006 K o w P. e c e i v ed: A 

SUBJEC'i : Unidentified, FBi 
Title: UNID 
Component: FBI 

H ome : 

Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

S S NO 
D.O.B 

Alien No 
F.B.I.No 
B.O.P.No 

D/L No 
Offenses 

COMPLA-i NANT : Thomas, Julie F 
Title: EXECG 
Component: FBI 
Mise: | — 
Home : 1 uuuj h-.l u 

Pay Plan: 
EOD Date: 

Pnone: () -
Kork : , , 
Phone: (202) 
Con fidentia Ì: 

ZIP: 

ZIP : 
Revealed: 

689 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 

Authority: none 

b 2 
b 6 

Details: 
The FBI provided information reporting a possible IOB matter regarding the collection cf 
unauthorized information. FBI I lissued a National Security Letter (NSL) to a financial 
institution for the financial records pertaining to the target of the investigation. As a 
consequence of an error on the part of the financial institution, the FBI erroneously 
received unauthorized information. 

b 2 
= 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 01/09/2006 
CITY: ' ' 

TIME: 
State : Zio: 

0 SPOSITION DATA: Disposition: M Date: 03/27/2006 Approval: POWELL, GLENN 
CP*" 

Referred to Agency: FBI Date Sent: 11/15/2006 Component 
Patriot Act: N Civil Rights: N Component Number 

Sensitive: N Whistleblower: N Consolidated Case Number 

FBI 

263-0-U-420 

Remarks: 

11/15/06- Sent to Kaiser/FBI/INSD 
m a secure container. 

Predicating material will be maintained within OIG/INV 

3 NSL VIO-417 
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(Rev. 0.-j ¡-200j SEbi^ET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

Precedence: DEADLINE 01/20/2006 

To: General Counsel 

Inspection Division 

From: 

Date: 01/16/2006 

Attn: NSLB 

Attn: Internal Investigations 

tßß-

Approved By : 

Drafted By: 

Case ID #: 2 7 8-HO 
'¡¿¿H < 

Title: SA 
INI 

C1229736-WIO "' (Pending 
C714 04 • 

ELL1GENCE OVERSIGHT BOARD (IOB) VIOLATION 
DIVISION 

b l 
b2 
b7E 
b7D 

bl 
b7D 
b6 
b7C 
b2 
b7E 

Synopsis: Report of IOB violation for 

Reference:278-HQ-C1229736 Serial 355 
278-HQ-C1229736 Serial 1347 
66F-HQ-A124 7 8 63 Serial 149 

bl 66F-HO-A1247863 Serial 172 
b2 
b7E 

Division, 

Details: To document overproduction from 
in response to an NSL. 

! S ) O n 1 0 / 0 4 / 2 H I L 5 ^ T O - T - T - O R - / K T Q T 

was drafted and a D D r o v e d 
requesting subscriber and 

SECBET 
^ S l / / 

NSL VIO 

b6 
- 4 Ì 8 

bilk 



(S) 

(S) 

SEC ciàsçr 

To : 
Re : 

General 
SA 

Counsel From : 

'(sylarc 

2 78-HQ-C12 2 9 73 6-VI, 01/16/2006 
] subsequently n-rmH HpH one CD which 

D z 
b7E 
b6 
b7C 

contained information requested by | FBI for two separate 
email accounts. It was also determined that the CD contained 
full email content for both accountq rnrrprtivp ar-l-inn was 

] on advice fron] cncl lanH 
detailed in serial 

t a Ifpn Vw q A 

12/1/2005, 
him of the 
the limits 

as 
SSA [ also contacted 
overproduction and requested 
of National Security Letters. 

ïïë" 

O n 
and advised 

verify compliance with 

;S) On or about 12/5/2005, an NSL addressed to 

transact: 
reissued 
time. 

requesting subscriber_and 
was .onal records for email account 

for administrative purity and served for the second 

,(S) On 01/03/2005, 
Office. Upon returning to the offic^. 

that information from multiple NSLs from FBI 
again included on one CD. 

provided one CD to the FBI 
i - t — d e t e r m i n e d 

(U)- On 01/04/2005, SA ;ook the CD 
and had the information separated. A duplicate of the 

original CD was produced as well as two working copies of 
information 

On 01/06/2006, FBlf 
lai CD and determined tn 

reviewed the contents of 
the original CD and determined that despite an NSL request only 
for transactional records, full email content was again provided 
by 

( X Corrective action was taken by SA 
previously determined after reviewing an pmpil 
from Office of General Counsel (OGC) 
ALL FBI CDC's regarding improper NSI 

ristori 
as 

1 1 2 2 J - ? 0 0 5 , 
to 

(S) [ 

(S) 

collection. The email 
instructs the recipient to seal and sequester (within the office 
the information and have the information removed from ACS 
[provided that any was uploaded). The original CD from 

and all copies werf niared i n a—1A envelope and sealed and 
will be preserved in the case file 

bl 
b7D 
b6 
b7C 
b2 
b7E 
bl 
b7D 
b6 
b7C 
b2 
b7E 
bl 
b7D 

b l 
b7D 
b6 
b7C 
b2 
H 7 E 
b2 
b7E 
b l 
b7D 

b6 
b7C 
bl 
b7D 
b2 
b7E 

SECJ^ST 

3 NSL VIO-419 



b2 
II) / Ej 
b6 
b7C 

S E C R E T 

To : 
Re : 

General Counsel From : 
SA 2 7 8-HQ-C1229736-VI, 01/16/2006 

LEAD(s): 

Set Lead 1 : (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

For information and action deemed appropriate. 

Set Lead 2 : (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

For information and action deemed appropriate. 

3 NSL VIO-0420 



(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE Date: 03/08/2006 

To: 
Counterterrorism 
Inspection 

Attn: SAC, CDC 
Attn: AD 
Attn : IIS 

b2 
b7E 
b6 
b7C 

From: General Counsel 
Counterrorism Law Unit I/LX-1 3S100 
Contact : 

Approved By : Thomas Julie F 

Drafted By: 
J U ) 

Case ID fr. 

Title'."' 

278-HQ-C1229736-VIO 

SA <=JAA ^fi 
INTELLIGENCE OVERSIGHT BOARD MATTER7 
IOB 2006-1 

(U) 
Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare a cover 
letter and a letterhead memorandum for the General Counsel and 
the Assistant Director, Inspection Division (INSD), for 
submission to the IOB. Submission of this matter to the OPR is 
matter within the cognizance of the IIS. 

(U) X De? 
De 

Reference : (U)ì 27 8-HQ-Cl22 97 3 6-VIO Serial 1147 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 6.1. 

b2 
b7E 
b6 
b7C 

Detail^: 
Office 

(IT) Referenced communication from the Field 
dated 1/16/2006, requested that OGC review the 

SECRET 

O I G / D O J R M f t 
FBUNVESTOMlfl. 

m 
r -

S/U Vet 



b2 
b7E 

bl 
b7D 
b6 
b7C 
b2 
b7E 

bl 
b7D 
b2 
b7E 

b2 
b7E 

b2 
b7E 
b6 

S E ^ E T 

To : 
Re : 

(U) Jr'for,; : General Counsel 
2 78 -::Q C12 2 973 6 V!0 ̂ X ^ / 03/8/2006 

bl 
b2 
b7E 
b6 
b7C 

b2 
b7E 

facts of the captioned matter and determine whether it warrants 
reporting to the IOB. In our opinion, it does. Our analysis 
follows. 

(S) As discussed in_fhe electronic coimmun i ca t i on 
(EC)from I Icited below, 

who was and remains a 
used in Section 101 (i) of "United States person" as that term is 

the Foreign Intelligence Surveillance Act of 1978 (FISA).2 

(U) During the course of the investigation, 
issued National Security Letters (NSL) pursuant to the Electronic 
Communications Privacy Act, 18 U.S.C. § 2709. That statute 
permits the FBI to request subscriber information and telephone 
toll billing records that are "relevant to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities, provided that such an 
investigation of a United States person is not conducted solely 
on the basis of activities protected by the first amendment to 
the Constitution of the United States." 

On October 14, 

1 

2005,| | served two NSL's, 
including the subject one, relating to the above referenced 

J I 1 IT-IOT-I 

The subject NSL requested subscriber and transactional records 
for email account! ' 

(S) On or about October 20, 2005, responded to 
the two NSLs by transmitting information responsive to both on a 
single compact disk (CD). Subsequently determined that 
the CD contained full email content for both accounts 

(U) 
CDC 

V Í Don learning that the CD contained full email content, 
and NSLB were contacted. Pursuant to the direction 

( U ) 

" j X ^ EC from to OCG dated 01/16/2006 and titled "SA 
Intelligence Oversight Board (IOB) Violation - Atlanta Division. 

2 (U) A "United States person" (USP)is defined in Section 101 (i) of 
the Foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 1801 
et seq.) as "a citizen of the United States [or] an alien lawfully admitted 
for permanent residence (as defined in section 101(a)(20) of the Immigration 
and Naturalization Act) . . . ." See also Section II.W of The Attorney 
General's Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations. 

RET 
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To : (U) 

SEC 

From: General Counsel 
Re: 2 7 8- HQ-C122 973 6 -VIO 

of NSLB, SA 
X -

03/8/2006 

sealed and sequestered in Al envelopes 
the CD, along with all paper copies of its contents. 

Si On December 1, 2005, contacted 
and advised him of the overproduction and requested 

he verify compliance with the limits of National Security 
Letters. 

? 0 0 R 
T n t h e i nterest of administrative purity, on December 

10 
to 
email account 

served with another NSL, addressed 
requesting subscriber and transactional records for 

transmitted a CD to the (S) On January 3, 2006, 
FBI| | Office. Once again information responsive to 
multiple NSLs was included on the CD. 

(S) On January 4, 2006, SA took the CD 
|and had the information separated by email account/NSL. A 

duplicate of the original CD WAG nrndnr-ed A.S WP! 1 a^ tyo working 
copies of information reqardinc 
provided the copies to SA 

X 

SA 

On January 6, 2006, reviewed the contents of the 
-original CD and determined that despite (a) the fact that the NSL 
expressly sought only" tran-sa-ot-io.nal records, and (b) the fact 

(5) I had been personally contacted regarding---
prior overproduction, full email content was again 

provided by 

;u) SSA retrieved all copies of the CD prior 
to the information being sent to the case file. Based upon 
adriœ_pf CDC 
SA 

and NSLB SA[ took corrective action. 
ensured that the CDs, along with all paper copies of 

their contents, were sealed and sequestered in 1A envelopes. They 
will be sequestered by the Chief Division Counsel. 

^ ^ C ^ C A s required by Executive Order (E.O.) 12863 and Section 
2-56 of the National Foreign Intelligence Program Manual (NFIPM), 
OGC was tasked to determine whether the over collection errors 
described here are matters which must be reported to the IOB. 
They must. 

bl 
b7D 

i' 

(U1 (X Because 
unknown whether 

the email content was never analyzed, it is 

SE>5JIET 
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Re : 21Q- HQ - C1229736 - , 03/8/2006 

content, or if the content was gathered pursuant to subsequent 
surveillance. Over collection of stored email content could 
violate the Electronic Communications Privacy Act, 18 U.S.C. 
§ 2701 et seq. (ECPA), whereas over collection of subsequent 
surveillance could violate the Foreign Intelligence Surveillance 
Act (FISA) pen register provisions. 

Section 2.4 of E.O. 12863, dated 09/13/1993, mandates 
that Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division, and the General Counsel, OGC, respectively) 
report to the IOB all information "concerning intelligence 
activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 
directive." 

Pursuant to ECPA, in the absence of a appropriate 
authorization, it is unlawful to "access", or for a provider to 
"divulge" the content of any stored electronic communications. 18 
U.S.C. §§ 2701 (a) (1), and 2702 (a) . Conseguently, any viewing of 
the content of any stored electronic communications must be 
obtained pursuant to a court order. 

"'"Ĵ C ^ A Patriot Act revised existing law governing the 
installation and use of pen registers and trap and trace devices 
to clarify that pen/trap orders not only apply to hard-wired line 
telephones but also to wireless telephones, e-mail service, 
Internet communications, and any number of communications 
technologies. At the same time, the Act made several changes to 
emphasize that a pen/trap device may not be used for the purpose 
of collecting the content of wire or electronic communications. 
Consequently, any viewing of the content of electronically 
transmitted communications must be obtained pursuant to a court 
order.3 

provider, 
case, it is clear that the service 
erroneously provided content information 

bl concerning an e-mail account and that the FBI unintentionally 
k7 D received that content information not contemplated by the NSL 

requesting the subscriber information. However, under these 

3There are certain enumerated exceptions to this 
prohibition. See 50 U.S.C. Section 1802. 

SE^ET 
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To : | From: / General Counsel 
Re: 278-HQ-C1229736-VIO /^T , 03/8/2006 

circumstances, it is OGC's opinion that the error, although 
inadvertent, must be reported to IOB. 

^ I n accordance with the reporting requirements of E.O. 
12863, OGC will prepare the correspondence required to report 
this matter to IOB. 

LEAD(s) : 

Set Lead 1 (ACTION) 
b2 
b7E 

(U) For review and action deemed appropriate. If not 
already done so, sequester the documents at issue with the CDC and 
await further instructions regarding disposition by NSLB. 

Set Lead 2: (ACTION) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and Clear. 

¡cWi SECRET 
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TO : From: 
Re: 2 7 8- HQ-C122 973 6 -VIO 

(U) 

SECRET 

General Counsel 
, 03/8/2006 

Set Lead 3: (ACTION) 

INSPECTION 

AT WASHINGTON, DC 

(U) For review and action deemed appropriate. 

• • 

NSL VIO-429 



March 8, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter, Counterterrorism Division, IOB Matter 2006-

(U) 

This LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and/or laws, Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintelligence and international terrorism investigations. 
(U) 

Enclosure 

1 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

SÎkïéeÎ 

(S) NSL VIO-430 



Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

(S) NSL VIO-431 
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INTELLIGENCE OVERSIGHT BOARD (IOHï M \TTFR 
DIVISION 

IOB MATTER 2006| fru) 

b2 (U) 
b7E surveillance'. 

Division reported this potential IOB matter involving unauthorized 

(S) 

b7E 
b7D 
bl 

(s[ /ho was and 

[ 
remains a "United States person" as that term is used in Section 101 (i) of the Foreign Intelligence 
Surveillance Act of 1978 (FISA). During the course of the investigation issued two NSLs, 

¡pursuant to the Electronic Communications Privacy Act, 18 U.S.C. § 
2709. The subiect NSL requested subscriber and transactional records for email account: 

(S) In October 2005, responded to the two NSLs by transmitting 
information responsive to both on a single compact disk (CD). Subsequently determined 
that the CD contained full email content for both accounts. Pursuant to the direction of NSLB, SA 

sealed and sequestered in A1 envelopes the CD, along with all paper copies of its 
contents. 

(S) On December 1, 200i contacted and advised regarding 
overproduction and requested verification of compliance with the limits of National Security Letters. 
In the interest of administrative purity, on December 10, 2005| perved with 
another NSL, requesting subscriber and transactional records for email account 

' ¡transmitted a CD to the FBf On January 3, 2006, 
(Jilice. Unce again information responsive to multiple NSLs was included on the CD. 

(S) On January 6, 2006. after having the information separated by email account/NSL, 
had provided full email content. Based upon 

bnd SA| took corrective action and 
[ betermined that once again 

advice ofCDC| |and NSLB SSÄ[ 
ensured that the CDs, along with all paper copies of their contents, were sealed and sequestered in 
1A envelopes. 

(S) Despite the fact that limited the scope of the subject NSL to subscriber 
information provided content information concerning an e-mail account. Thus, the 
FBI unintentionally received that content information not contemplated by the NSL. Such viewing 
of stored electronic communications and/or electronic surveillance was not authorized under the 
Electronic Communications Privacy Act, Foreign Intelligence Surveillance Act and/or E.O. 12333. 
Under these circumstances, it is OGC's opinion that the error, although inadvertent, must be reported 
to IOB. 

(U) OGC has referred this matter to the FBI's Inspection Division for action deemed 
appropriate. 

(U) 

SEb^ET N S L V I 0 " 4 3 2 
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FEDERAL BUREAU OF INVESTIGATION 

b6 
Jo7i 
b2 

b2 
lo ' E 

Precedence : ROUTINE 

To: General Counsel 

Date: 04/13/2006 

Attn: NSLB 

From: Inspection 
Internal nvp.g t i era ti oris Section, IPU, Room 11865 
Contact : 

Approved By: Miller David 

Drafted By: 

Case ID #: 

Title: (U) 

(U) 2 7 8- HQ-CI22 9736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 18 04 
OGC/lOB# 2006-1 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(I OB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HQ-C122 97 3 6-VI0 
278-HQ-C122973 6-VIO 

Serial 1147 
Serial 69 

The Internal Investigations Section (IIS) received 
Division dated 1/16/2006, reporting a possible 

Details: (U) 
an EC from 
IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the matter described therein is not indicative of 
willful misconduct. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

NSL VIO-433 
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Precedence: ROUTINE 

To: 

Date: 04/14/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Interna" 
Contact 

Investigations Section. IPU. Room 11865 

Approved By: Miller David 

Drafted By: 
V Case ID #: (U) 2 63-HQ-0-U - 421 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS T R A C T ^ T N O A 1FT 0 4 

b2 0GC/I0B# 2006-

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) X ! Derî^ 
Di • f y 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1147 

Reference : (U) 2 78-HQ-C1229736-VIO Serial 1147 
2 78-HQ-C1229736-VIO Serial 69 

Details : (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

NSL VIO-434 
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U.S. Departme, of Justice 

Office of the Inspector General 

Washington, D.C. 20530 

DATE: November 20, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: 

b2 
b7E 

OIG Complaint No. 2006009075 
Subject: Unidentified 

FBI No. 263-HQ-0-U-421 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OJG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistlcblower Protection Act. 

Attachment 
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OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. -689-2006-009075-M 

Received By: Date Received: 04/13/2006 How Received: A 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc : 
Home : 
Phone 
Work: 
Phone: 

COMPLAINANT: 
Title: SSA 
Component: FBI 
Mi sc : 
Home : 
Phone: () -
Work: , , 
Phone: (202) 
Confidential : 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 
Offenses 

Pay Plan: 
EOD Date : 

ZIP: 

ZIP : 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 

Authority: none 

Details : 
The FBI provided information reporting a possible IOB matter regarding the over collection 
of information. As a consequence of an error on the part of a service provider, the FBI, 

Division obtained unauthorized information. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 10/14/2005 
CITY 

TIME : 
State : Zip : b2 

. . ~ b l E 

DISPOSITION DATA: Disposition: M Date: 03/27/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 11/15/2006 Component: FBI 
Patriot Act: n Civil Riqhts: n Component Number: 263-0-U-421 

Sensitive: N Whistleblower: N Consolidated Case Number: 

Remarks: 
11/15/06- Sent to Kaiser/FBI/INSD. Predicating material will be maintained within OIG/INV 
in a secure container. 

(S) NSL VIO-436 
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Date: 01 /1 6/2 0 0 6 f t I fst j j 
b2 

Precedence: DEADLINE 01/20/2006 

To: (.General Counsel Attn: NSLB 

/Inspection Division Attn: Internal Investigations 

From: 
SAC SquafL 
Contact: 

Approved By : 

Drafted By: 
n-ris 

Case ID #: 2 7 8-HQ-C122 97 3SgyVIO (Pending 
-C71404. 4 

Title: 

b2 
b7E 

bl 
b2 
b7E 

SA 
INTELLIGENCE OVERSIGHT BOARD (IOB) VIOLATION 

DIVISION 

Synopsis: Report of IOB violation for 

Reference : 27 8-HQ-C122 97 3 6 Serial 355 
278-HQ-C1229736 Serial 1347 
66F-HQ-A1247 8 63 Serial 149 
66F-HQ-A124 7 8 63 Serial 172 

Division. 

Details (S) To document overproduction from 
in response to an NSL. 

(S) On 10/04/2005, a National Security Letter (NSI 
was drafted and approved 

1 requesting subscriber and 

subsequently provided one CD which 
contained information requested by FBI for two separate 
email accounts. It was also determined that the CD contained 
:ull email content for both accounts. Corrective action was 

and SSA taken by SA on advice from CDC 

. K 
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SECRET 
b2 
b7E 
b6 
b7C (S) 
bl 
b7D 
b6 
b7C 
b2 
b7E 

bl 
b7D 
b2 
b7E 

bl 
b7D 
b6 
b7C 
b2 
b7E 
b2 
b7E 
b7D 
bl 

also contacted 
him of the overproduction and requested he verify compliance with 
the limits of National Security Letters. 

S) On 12/10/2005, an NSL 

transactional records for email account 
reissued for administrative purity and 
time. 

R e q u e s t i n a subscriber and 
was 

served tor the second 

-(S) On 01/03/2005, provided one CD to the FBI 
J O f f i c e . Upon r e t u r n i n g CT> Tne o f f i c e , i t was d e t e r m i n e d 

that information from multiple NSLs from FBI 
again included on one CD. 

Office was 

ID)- On 01/04/2005, SA took the CD to 
and had the information separated. A duplicate of the 

original CD was produced as well as two working copies of 
i n f o r m a t i o n r e g a r d i n g 

^ c o p i e s t o SA 
SA p r o v i d e d t h e 

On 01/06/2006, FBI 
the 

(S) b y 

reviewed the contents of 
original CD and determined that despite an NSL request only 
transactional records, full email content was again provided 

f m M s s a 
to 
action was taken by 
reviewing an emai 

retr 
t to 

_eved all 
the case 

copies 
file. 

SA 

of the CD prior 
Corrective 

bl 
b7D 
b6 
b7C 

(S) 

Counsel 
improper 
seal and 
the info 
uploaded 
were pla 
the case 

:OGC: 
NSL 

as previously determined after 
Hated 11 /??/?005- from Office of General 

|to ALL FBI CDC's regarding 
collection. The email instructs the recipient to 

sequester (within the office) the information and have 
rmation removed from ACS 
). The original CD from 
ced in a 1A envelope and 
file . 

'provided :hat any was 
and all copies 

sealed and will be preserved in 
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To : 
Re : 

General Counsel From: 
SA I 2 7 8- HQ-C122973 6 -VI, 01/16/2006 

LEAD(s) : 

Set Lead 1 : (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

For information and action deemed appropriate 

Set Lead 2 : (Discretionary) 

INSPECTION 
AT WASHINGTON, DC 

For information and action deemed appropriate 

• • 

SEb^ET 
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SECRET 

FEDERAL BUREAU OF INVESTIGATION 

h 2 

b7E 
b 6 
b7C 

b6 
b7C 

b2 

b2 
b7E 

Precedence : 

To: 

ROUTINE Date : 03/08/2Q06 

Counterterrorism 
Inspection 

Attn: SAC, CDC 
Attn: AD 
Attn: IIS 

From: General Counsel 
Counterrorism Law Unit I/LX-1 3S100 
Contact : 

Approved By: Thomas Julie F 

Drafted By: 

Case ID # (U) 278-HQ-C1229736-VIO 

Title :(U SA 
INTELLIG 
IOB 2006 

NCE OVERSIGHT BOARD MATTER, 

Synopsis. f̂ÏH. It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare a cover 
letter and a letterhead memorandum for the General Counsel and 
the Assistant Director, Inspection Division (INSD), for 
submission to the IOB. Submission of this matter to the OPR is 
matter within the cognizance of the IIS. 

m x De 
D 

i m , 

"assify On: 

Reference : (U)C JX^278-HQ-C1229736-VIO Serial 1148 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 6.1. 

Details : 
Office 

(U) Referenced communication from the Field 
, dated 1/16/2006, requested that OGC review the 

sk^RET 

OJG/DOJ rcvei 
b6 n INVESTO _ _ 
b7c OKS/öOiPHmTIGATlON; 
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Re : 
(U) 

b2 
b7E 
bl 
b6 
b7C 

b2 
b7] 
bl 

b7C 
b7D 

b2 
b7E 
bl 
b7D 
b2 
b7E 

b2 
b7E 
b6 
b7C 

•From : 
2 7 8-HQ-C1229736-VÌ0 

ET 

General Counsel 
, 03/08/2006 

facts of the captioned matter and determine whether it warrants 
reporting to the IOB. In our opinion, it does. Our analysis 
follows. 

(EC)from [ 
(S) As discussed in the electronic communication 

I cited below,1 

of 
| |who was and remains a 
"United States person" as that term is used in Section 101 (i) 
the Foreign Intelligence Surveillance Act of 1978 (FISA),2 

(U) During the course of the investigation, Atlanta 
issued two National Security Letters (NSL) pursuant to the 
Electronic Communications Privacy Act, 18 U.S.C. § 2709. That 
statute permits the FBI to request subscriber information and 
telephone toll billing records that are "relevant to an 
authorized investigation to protect against international 
terrorism or clandestine intelligence activities, provided that 
such an investigation of a United States person is not conducted 
solely on the basis of activities protected by the first 
amendment to the Constitution of the United States." 

(S) On October 14, 2005, served two NSL1s, 
including the subject one, relating to the above d I 

The subject NSL requested subscriber and transactional records 
for email account 

(S) On or about October 20, 2005, responded to 
the two NSLs by transmitting information responsive to both on a 
single compact disk (CD). Subsequently 
the CD contained full email content for both accounts. 

( U ) 

CDC 

determined that 

Upon learning that the CD contained full email content, 
and NSLB were contacted. Pursuant to the direction 

(U) 
EC from 

Intelligence Oversight Board (IOB) Violation -
to OCG dated 01/16/2006 and titled "SA 

Division." 

(U) A "United States person" (USP)is defined in Section 101 (i) of 
the Foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 1801 
et seg.) as "a citizen of the United States [or] an alien lawfully admitted 
for permanent residence (as defined in section 101(a)(20) of the Immigration 
and Naturalization Act) . . . ." See also Section II.W of The Attorney 
General's Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations. 

RET 
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b2 
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b6 
b7C 

b2 
b7E 
b6 
b7C 
bl 
bl 
b7D 
b6 
b7C 
b2 

( C J -To: 
Re: 2 7 8- HQ-CI22 973 6 - VTO-

SEtTRBC. 

Erom: General Counsel 

of NSLB, SA 

, 03/08/2006 

sealed and sequestered in Al envelopes 
the CD, along with all paper copies of its contents. 

S) On December 1, 2 005, contactec 
advised him of the overproduction and requested 

he verify compliance with the limits of National Security 
Letters. 

(S) 
10, 2005, 

-Lo t±uä i_a terest of administrative purity, on December 
serve il 1 with another NSL, f 

br (S) 
1 

"BL 
January 3, 2006 
Office. Once again 

transmitted a CD to the 
information responsive to 

b6 
b7C 
bl 
b2 
b7E 

Ab7D 
b2 multiple NSLs was included on the CD. 
b7F, . . 

(U) .J&k 0 n January 4, 2006, SA 
| | and had the information separated by email account/NSL. A 
duplicate of the original CD was produced as well as two working 

SA 

took the CD I I 

copies of information regarding[ 
provided the copies to SA 

bl 
b7D 
b6 
b7C 
b2 
b7E 

(S) On January 6, 2006, 
original CD and determined that despite (a) 
expressly sought only transactional records, 
t hatf 

reviewed the contents of the 
the fact that the NSL 
and (b) the fact 

had been personally contacted regarding 
prior overproduction, full email content was again 

provided by. 

bo 
b7C 
b2 
b7E 

(U) SSA| retrieved all copies of the CD prior to 
the information being sent to the case file. Based upon advice 
of CDC I land NSLB SA I I took corrective action. SA | 
ensured that the CDs, along with all paper copies of their 
contents, were sealed and sequestered in 1A envelopes. They will 
be preserved in the case file. 

As required by Executive Order 
2-56 of the National Foreign Intelligence 
OGC was tasked to determine whether the over collection errors 
described here are matters which must be reported to the IOB. 
They must. 

;E.O.) 12863 and 
Program Manual 

Section 
NFIPM) , 

SECR CRìrs^ 

NSL VIO-445 



secÌ^T 
(U) "From:, General Counsel To : 

Re: 278-HQ-C1229736-VIO ĵ cf , 03/08/2006 

(S) Because the email content was never analyzed, it is 
unknown whether collected historical stored email 
content, or if the content was gathered pursuant to subsequent 
surveillance. Over collection of stored email content could 
violate the Electronic Communications Privacy Act, 18 U.S.C. 
§ 2701 et seq. (ECPA), whereas over collection of subsequent 
surveillance could violate the Foreign Intelligence Surveillance 
Act (FISA) pen register provisions. 

i t f > X Section 2.4 of E.O. 12863, dated 09/13/1993, mandates 
that Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division, and the General Counsel, OGC, respectively) 
report to the IOB all information "concerning intelligence 
activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 
directive." 

^ 'J^C Pursuant to ECPA, in the absence of a appropriate 
authorization, it is unlawful to "access", or for a provider to 
"divulge" the content of any stored electronic communications. 18 
U.S.C. §§ 2701(a)(1), and 2702(a). Consequently, any viewing of 
the content of any stored electronic communications must be 
obtained pursuant to a court order. 

^ Cf^C The USA Patriot Act revised existing law governing the 
installation and use of pen registers and trap and trace devices 
to clarify that pen/trap orders not only apply to hard-wired line 
telephones but also to wireless telephones, e-mail service, 
Internet communications, and any number of communications 
technologies. At the same time, the Act made several changes to 
emphasize that a pen/trap device may not be used for the purpose 
of collecting the content of wire or electronic communications. 
Consequently, any viewing of the content of electronically 
transmitted communications must be obtained pursuant to a court 
order.3 

(S) 
provider, 
concernin 

Tn the nre.sent case, it is clear that the service 
erroneously provided content information 

'g an e-mail account and that the FBI unintentionally 

3There are certain enumerated exceptions to this 
prohibition. See 50 U.S.C. Section 1802. 

sEcks^ 
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b2 To : (U) 'From : 

ET 

(general Counsel 
, 03/08/2006 t)7E Re: 2 7 8 - HQ - C1229736-VIÔ 

received that content information not contemplated by the NSL 
requesting the subscriber information. However, under these 
circumstances, it is OGC's opinion that the error, although 
inadvertent, must be reported to IOB. 

^ """"Ĵ X I n accordance with the reporting requirements of E.O. 
12863, OGC will prepare the correspondence required to report 
this matter to IOB. 

b2 
b7E 

LEAD(s): 

Set Lead 1: (ACTION) 

(U) For review and action deemed appropriate. If not 
already done so, sequester the documents at issue with the CDC and 
await further instructions regarding disposition by NSLB. 

Set Lead 2: (ACTION) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and Clear. 

NSL VIO-447 



b2 
b7E To: 

SECks^ 

From: General Counsel 
Re: 278-HQ-C1229736-V.XO , 03/08/2006 

(U) 

Set Lead 3: (ACTION) 

INSPECTION 

AT WASHINGTON, DC 

(U) For review and action deemed appropriate 

• • 

SECRET 

NSL VIO-448 



March 13, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter, Counterterrorism Division, IOB Matter 2006-

This LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and/or laws, Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintelligence and international terrorism investigations. 

b2 il u 

(ü) 

Enclosure 

1 - 278-HQ-C1229736-VIO —/¿Q.^? 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

(S) NSL VIO-449 



Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

(S) NSL VIO-450 
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fa2 
b7E 

bl 
b6 
b7C 
b2 
b7E 
b7D 

( b j 
b2 
b7E 
h 6 

hlC 

b7D 
bl 
b2 
b7E 

D 
bl 
b6 
h7r bl 

b7D 
b2 1 
b7E 
b6 
b7C 

chç 

b2 
b7E 

SEC 

INTELLIGENÇEûyEESIûHT BOARD (IOB) MATTER 
DIVISION 

(U) ) < T h e 

surveillance. 

IOB MATTER 2006-| [U) 

Division reported this potential IOB matter involving unauthorized 

(S vho was and 
remains a "United States person" as that term is used in Section 101 (i) of the Foreign Intelligence 
Surveillance Act of 1978 (FISA). During the course of the investigation [ssued two NSLs, 

2709 
)ursuant to the Electronic Communications Privacy Act, 18 U.S.C. § 

(S) In October 2005 esponded to the two NSLs by transmitting 
information responsive to both on a single compact disk (CD). Subsequent!'] determined 
that the CD contained full email content for both accounts. Pursuant to the direction of NSLB, SA 

sealed and sequestered in A1 envelopes the CD, along with all paper copies of its 
contents. 

(S) On December 1, 2005 and advised regarding contacted 
overproduction and requested verification of compliance with the limits of National Security Letters. 
In the interest of administrative purity, on December 10, 2005, | Iservedl with 
another NSL, requesting subscriber and transactional records for email account 

On January 3, 2006, transmitted a CD to the FBI 
Office. Once again information responsive to multiple NSLs was included on the CD. 

(S) On January 6, 2006, after having the information separated by email account/NSL, 
determined that once again |had provided fiali email content. Based upon 

md S/| ]took corrective action and advice of (1X1 land NSLB SSA 
ensured that the CDs, along with all paper copies of their contents, were sealed and sequestered in 
1A envelopes. 

X l 
I <hz 

"b7E 
bl 
b7D 

information 
Despite the fact tha£ I limited the scope of the subject NSL to subscriber 

provided content information concerning an e-mail account. Thus, the 
FBI unintentionally received that content information not contemplated by the NSL. Such viewing 
of stored electronic communications and/or electronic surveillance was not authorized under the 
Electronic Communications Privacy Act, Foreign Intelligence Surveillance Act and/or E.O. 12333. 
Under these circumstances, it is OGC's opinion that the error, although inadvertent, must be reported 
to IOB. 

(U) OGC has referred this matter to the FBI's Inspection Division for action deemed 
appropriate. 

~~fŜ &ejjyed From : 
(U) ^eefa^rôïïr" 

SEcfesy NSL VIO-451 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 04/13/2006 

Attn: NSLB 

bo 
b7C 
b2 

From: Inspection 
Internal 
Contact : 

Trwpwf inafi nris 
UC 

Sprfinn . TPTT. Room 1 1 86^ 

Approved By: 

Drafted By; 

Case ID #: 

Title: (U) 

b2 

Miller David Ian 

(U) 2 78-HQ-C122 973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC 
OGC/IOB# 2 006 

u m i L 805 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HO-C1229736-VI0 Serial 1141 
278| I-C71404 Serial 70 

b2 
b7E 

The Internal Investigations Section (IIS) received 
Division dated 1/16/2006, reporting a possible 

Details: (U) 
an EC from 
IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the matter described therein is not indicative of 
willful misconduct. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence ! 

To: 

ROUTINE 

Attn: 

Date: 04/14/2006 

SAC (Personal Attention) 

b2 
b7E 
b6 
b7C 

From: Inspection 
Internal TnvpRfinafinns Section 
Contact: CRS 

_LE1L Emnn_l 18 65 

Approved By: 

Drafted By: 

i/ Case ID #: 

Title: (U) 
b2 

Miller David j A 

b2 
b7E 

(U) 263-HQ-0-U - 422 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 18 05 
0GC/I0B# 2006-

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

( U ) Deri 
rîfy On: 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 114i 

Reference: (U) 278-HO-C122 973 6-VIO Serial 1148 
278 C71404 Serial 70 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

NSL VIO-453 



l .S IK'pariïuoi if Justice 

Office of the Inspector General 

Washington, D.C. 20530 

DATE: November 15, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: 
b2 
b7E 

OIG Complaint No. 2006009160 
Subject: Unidentified 

Mvision 
FBI No. 263-HQ-0-U-422 

| | We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

| | This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 

(S) NSL VIO-454 



OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO 689-2006-009160-M 

Received By: Date Received: 04/13/2006 How Received 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc : 
Home : 
Phone : 
Work : 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 
Of fenses 689 b2 

bo 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 10/14/2005 
CITY: 
E 

TIME : 
State ; Zip : 

b2 
b7E 

DISPOSITION DATA: Disposition: M Date: 03/27/2006 Approval: POWELL, GLENN G 
• T l i f 

Referred to Agency: FBI Date Sent: 11/15/2006 Component: FBI 
Patriot Act : N 

Sensitive: N 

Civi1 RiqhtS : N 
Whistleblower: N 

Component Number 
Consolidated Case Number 

2 6 3- HQ-0-U-4 2 2 

Remarks: 
11/15/06- Sent to Kaiser/FBI/INSD. Predicating material will be maintained within OIG/INV 
in a secure container. 

(S) NSL VIO-455 
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(Rev, 01-31-2003) 

SE^S^T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
-Qpnp-ral Ooiij-isel 

«kiOl l| b2 
L Date: 0 2 / 0 6 / 2 0 0 6 

Attn: IIS 
Attn: NSIpS-
Attn: SA 

b2 
b7E 
bo 
b7C 

From: 
Contact: TFO 

Approved By: 

Drafted By: 
bl 
b7A 
bo 
b7C 
b2 
b7E 

Case ID # ( S ) 
(U) £g< " 97R-HO-C1 ?9Q73fi-VTO (Pending) • ̂  q 

( S ) 

Title : (U) ( INTELLIGENCE OVERSIGHT BOARD (IOB) 
TFOl I 
SSA | I 

DIVISION 

Synopsis Report possible Intelligence Oversight Board 
( IOB) violation. 

<U) X Decia^Stty^önl 02/06/2016' 
b6 
b7( Details: (U) The Case Agent is Joint Terrorism Task Force 

Officer (TFO) 

(S) 

bl (U) The subject is a U.S. person. 



bl 
b7A 
b6 
b7C 
b2 
b7E 

bl 
b7A 
b2 * 
b7E 
b6 * 
b7C 

is 

.-J I. 
bl 
b7i 
b2 
b7] 
b6 
b7 C 

(S) The possible violation occurre|d 
a NSL dated 07/29/2005 and its approving EC I 

NSL, which was prepared bv 
Task Force Officer 

for 

J_D rT->nnent i on mi Mi 

The 
Terrorism 
information 

Division Joint 
requested toll record 

S) 

S) 
however, was inadvertently misiaentitiea oy TFcf 
telephone recordinformation unrelatedto 

telephone number. 
and 

fromthetelephone service provider via 
Division dated 09/14/20.05 

I was received 
an EC from the 

the 

(S) The mistaken toll records were sealed by the 
Division Chief Division Counsel (CDC) | | 

on 02/06/2006 and are being maintained in a secure manner in 
CDC's office. The NSL dated p 7 / 9 9 / ?. 0 0 S r its approving EC 

responsive EC and the 
all which specifically referenced the incorrect 

telephone number, have been permanently charged out of ACS. 
Furthermore, neither the incorrect number nor any records 
received with respect to it have otherwise been uploaded into FBI 
databases! 

(S) NSL VIO-457 



SEC 

LEAD(s): 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON. DC 

^ For information. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

For information. 

SECR: 

3 
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(Rev. 01-31-2003) 

SEÒRET 

J OP FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

bl 
b7A 
b2 
b7E 

b2 
b7E 

bl 
b7A 
b6 
b7C 
b2 
b7E 

Precedence: ROUTINE 

To: 

Counterterrorism 

Inspection 

Attn : 

Attn: 

Attn: 

Date: 3/08/2006 

CDC 

ITOS I, Conus 2 

IIS SC Toni Fogle 

From: General Counsel 
National fipnirifv T.aw Rr-anrh/f-TT.TT l/T.X-1 3S-120 
Contact: SSA 

Approved By: 

Drafted By: 

Case ID 

Thomas Julie F 

Title b2 'U) 
(U) 

278-HQ-C1229736-VIO — — 

Intelligence Oversight Board 
( IOB) Matter 2006 

Synopsis: ¡j^C It: t h e opinion of the Office of the General Counsel 
that the above referenced matter must be reported to the Intelligence 
Oversight Board (IOB). Our analysis follows. 

( U ) M 

-fy 

Reference : (S) 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the document in 
Corel WordPerfect. 

Details Rv P! pr:!-ynrii r. communication (EC) dated February 6, 
2006, the Field Office 
Inspection Division (Inspection) 
(OGC) this potential IOB matter. 

arid thé urr 
reported to the 

ce of the General Counsel 

b6 
b7C 

o\<mmm 
FBI INVESTIGATA 



b2 
b7E To 

Re 
(U) 

sbsitET 

From: General Counsel 
218 - HQ-Cl229736 -VIO, 3/8/2006 

(S) 

bl 
b7A 
b6 
b7C 
b2 

(¡ 7 

(S) 
bl 
b7A 
|!b6 
b7C 
b2 
b7E 

(S) The potential IOB violation occurred in connection with 
a National Security Letter (NSL) dated July 29, 2005, and its 
approving EC L 
Terrorism Task Force (JTTF) Officer (TFO) 
NSL, which requested toll record informationfo 
„elephone number 
inaHverhmrt--.lv misidentified 

;o 

1 

li_üision Joint 
I nrsnarpH the 

Division 

In the request, TFO 
telephone number, with the 

received telephone record information unrelated 
"rom the 

Upon learning of this, the Division Chief 
Division Counsel (C: 
records on February 
NSL dated July 29 
and the EC 

6, 2006 and 
2HCL5 hhp anrirnvinn 

| sealed the mistaken toll 
secured thpm -in the m r ' s office. The 

each of which 
specifically referenced the incorrect telephone number, have been 
permanently charged out of ACS. Neither the incorrect number nor any 
records received with respect to it have been uploaded into FBI 
databases, 

(U) As required by Executive Order (E.O.) 12863 (Sept. 13, 
1993) and Section 2-56 of the National Foreign Intelligence Program 
Manual (NFIPM), OGC was tasked to determine whether or not the matters 
described herein should be reported to the IOB. We believe that the 
reported activity requires notification. 

(U) Section 2.4 of E.O. 12863 mandates that the heads of 
Intelligence Community components report all information to the IOB 
that it deems necessary to carry out its responsibilities. That 

(S) . 

bl 
b7A 
bo 
b7C 

- (S> 

S E ^ E T 
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b2 
b7E 

SEC 

To: _ From: General Counsel 
Re: 2 7 8- HQ - C12 2 973 6 -VIO, 3/8/2006 

( u r \ 

section requires Inspectors General and General Counsel of the 
Intelligence Community to report "intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive order 
or Presidential directive." This language has been interpreted to 
mandate the reporting of any violation of guidelines or regulations 
approved by the Attorney General, in accordance with E.O. 12333, if 
such provision was designed in full or in part to protect the 
individual rights of a United States person. This includes violations 
of agency procedures issued under E.O. 12333, unless they involve 
purely administrative matters.3 For the FBI, the Office of the General 
Counsel (OGC) submits reports to the IOB.4 

^ T h e Attorney General's Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence Investigations 
(NSIG) provide that "all lawful investigative techniques may be used 
in full investigations." NSIG (Introduction) at 4. Section 2-56 of 
the NFIPM identifies as reportable to the IOB unauthorized 
investigations, the use of unlawful methods and techniques, exceeding 
the authorized scope of permitted activities, and failing to adhere to 
minimization requirements.5 

(U) in this instance, OGC is required to report the 
potential IOB error in accordance with E.O. 12863 and Section 2-56 of 
the NFIPM, because investigative results were obtained on a U.S. 

bl 
b2 
b7E 

See EC from Inspection Division to All Divisions; Title: 
Revised Procedures for the Submission of Reports of Potential 
Intelligence Oversight Board (IOB) Matters, Case ID # 66F-HQ-A1247863 
Serial 172 at 5-6 (2/10/2005) . The Inspection Division is required to 
maintain for three years records of administrative violations, for 
possible review by the Counsel to the IOB, together with a copy of the 
opinion concerning the basis for the determination that IOB 
notification was not required. Id. at 6. 

(U) 

(U) 
See id. at 4 

See also id. at 5, identifying reportable matters as 
including: (1) activities believed to be unlawful or contrary to 
Executive Orders or Presidential directives; (2) suspected violations 
of the Constitution; (3) unauthorized investigations; (4) use of 
methods or techniques other than those authorized in the conduct of 

investigations; (5) initiating a form of 
electronic surveillance or a search without authorization from the 
FISC, or failing to terminate an authorized surveillance at the time 
prescribed by the Court; and (6) failing to adhere to the minimization 
or dissemination requirements specified in a FISC Order. 

S E i ^ T 
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b zi To • 
b7E Rei 

(U) 

SECRET 

From: General Counsel 
Jiĝ f 2 7 8 - HQ -CI229736 -VIO, 3/8/2006 

person who was not the subject of an authorized investigation. See 
NFIPM Section 2-56.G.l. In accordance with the reporting requirements 
of Section 2.4 of E.O. 12863, the error must be reported to the IOB. 

<U) OGC notes that made efforts to remove all 
non-authorized information from FBI systems of records. sequester it 

did not review any b2 and provide it to the CDC to be secured. 
ĵ -yg >f the unauthorized infnrmai-inn nrnvi ripri by the telephone service 

provider. OGC recommends that take action to prevent a 
repetition of this or a similar overcollection. 

Despite the inadvertent nature of the mistake, the 
fact remains that information was improperly collected on a telephone 
number unrelated to an investigation. Thus, OGC is required to report 
this matter to the IOB in accordance with E.O. 12863 and Section 2-56 
of the NFIPM. OGC will prepare and deliver the required 
correspondence. 

4 
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SEÎÎŜ EI 

TO : 
Re : 

From: General Counsel 

b2 
b7E 

m 
J^f 278-HQ-C122 973 6-VIO, 3/8/2006 

LEAD(S): 

Set Lead 1: (Action) 

(U) For review and action deemed appropriate as discussed 

herein. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 3: (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) For review and action deemed appropriate. 

5 
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March 27, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
b2 letterhead memorandum (LHM) , entitled "Intelligence Oversi ohf. 
b7E Board (IOB) Matter,! IdIVISION, IOB Matter 2006 :u: 

This LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and/or laws, Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintelligence and international terrorism investigations. 
( U ) 

Enclosuse 

1 - Ms. Thomas 
1 - 278-HQ-C1229736-VIO 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

Decira^sTfyorTi 5C2"5—1 

(S) NSL VIO-464 

t.c 



sJfeR^T 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

Enclosure 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

(S) NSL VIO-465 



( S ) 

b l 
b7A 
b2 
b 7 E 
b6 
b7C 

Eb^EI SE 

INTELLIGENCE OVERSIGHT BOARD 
b2 

IOB) MATTER 
DIVISION 

57E IOB MATTER 2006-] [ u; 

bl 
7 A 

b7C 
b2 
k) 7 E 

(S) 

The Federal Bureau of Investigation 
determined that in conducting 

"FBI") has 

LU ouLdin 
records on 
investigation. 

the FBI improperly used a National Security Letter (TTSL) 
subscriber information and telephone toll billing 
a telephone number that was ruai—rpi afpd, to the 

The 
potential IOB matter. 

Division reported this 

The overcollection was due t,a. 
identifying the telephone number of 

pi mi kp in the NSL in 
whose number was 

intended to be the subject of the request. The overcollection 
was a violation of Section V of The Attorney General's Guidelines 
for FBI National Security Investigatinnq and Foreirm Intelligence 
On 1 1 ffr-t i on fM^TPJ 1 Tn f- h i Q rPnarH 

course of the investigation, 
During tne 

pursuant to issued anNSL 
the Electronic Communications Privacy Act, 18 U.S.C. § 2709, to a 
telephone carrier for the records of a telephone number intended 
to be identified as that of the target. Instead, the telephone 
number was misidentified and the information returned from the 
carrier consisted of records of a wholly unrelated telephone 
number. The error was discovered upon receipt of the 
information, and the records were not reviewed nor used for any 
investigative purpose. Despite the inadvertent nature of the 
mistake, the fact remains that information was improperly 
collected on a telephone number unrelated to an investigation. 
Thus, the matter is being reported to the IOB. 

(U)OGC has referred this matter to the FBI's Inspection 
Division for action deemed appropriate. 

(U) X Derîv? 
SSXassify On: 

bl 
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FEDERAL BUREAU OF INVESTIGATION 

bl 
b7A 
b2 
b7E 

Precedence: ROUTINE 

To: General Counsel 

Date: 04/13/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 11865 
Contact: UC 

Approved By: Miller David 
b7C 
b2 

Case ID # 

Drafted By: 

(U) 2 7 8-HQ-C12 2 97 3 6 -VIO ¡Pending) 

Title: ( U ) 

b2 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1811 
0GC/I0B# 2006-

Synopsis: (U) To report a potential Intell:^ 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 
Reference: (in 

(S) 

<S) 

278-HO-CI22 973 6-VIO Serial 1160 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from| 1 Division dated 2/6/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the matter described therein is not 
indicative of willful misconduct. Therefore, no internal 
investigation will be conducted by the IIS and this matter is 
being relegated to the NSLB for whatever action they deem 
appropriate. 
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b2 
b7E 
b6 
b7C 

b2 
b7E 

SEKRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

From: Inspection 
Internal 
Contact : 

Investiaations 
CRS 

Date: 04/14/2006 

Attn: SAC (Personal Attention) 

Section. IPU. Room 11865 

Approved By: Miller David 

Drafted By: 

Case ID #: (U) 263-HQ-0-U - 423 (Pending) 

Title; 
b2 

(u) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING** 1811 
OGC/lOB# 2006-

Synopsis: (U) To advise that captioned report 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) D g r i v e d ^ r ^ ^ - — 6 ^ 3 " 
DeeiaSsTEyOril 

Enclosure(s): (U) 278-HQ-C1229736-VIO 1160 

Reference: (U) 278-HQ-C1229736-VIO Serial 1160 
(S) 

bl (S) 
b7A Details : (U) Upon review of Division's 

report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 
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U.S. Departing >f Justice 

Office of the Inspector General 

Washington, D.C. 20530 

DATE: November 15, 2006 ALL F E I INFORMATI OST CQHTADŒD 
HEREIN I S UBGLÄSSIFIED 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

b6 
b7C 
b2 
b7E 

SUBJECT: OIG Complaint No. 2006009161 

J 

• 
• 

<siihippH 
Division 

FBI No. 263-HQ-0-U-423 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report /Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency , you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report /Referral or to the identities of complainants or witnesses , and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whist leblower Protection Act. 

Attachment 
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gel 

OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO . : -689-2006-009161-M 

Received By: Date Received: 04/13/ 2006 How Received: A 

SUBJECT: 
Title: TFO 
Component: FBI 
Misc : 
Home : 
PhoneT 
Work : 

Pay Plan: 
EOD Date: 

ZIP : 

Joint Terrorism Task Force, 
Phone : TTVT 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B . 0.P.No. 

D/L No. 
Offenses 6 8 9 

COMPLAINANT: 
Title: SSA 
Component: FBI 
Mi sc : 
Home : 
Phone: 
Work: , , 
Phone: (202) 
Conf ident ial: 

Pay Plan 
EOD Date 

ZIP 

ZIP 
Revealed 

SSNO : 
D.O.B. : 

Alien No.: 
F.B.I.No.: 
B.O.P.NO.: 

D/L No.: 

Authority: none 

b2 
b6 
b7C 

Details : 
The FBI provided information reporting a possible IOB matter involving the interception of 
unauthorized communications. As a consequence of a typographical error, the FBI 
unintentionally obtained unauthorized information. 

ALLEGATIONS: 689 IOB Violation 
n r r i i r r p n r p F l a f e - n 7 / ? 9 / ? 0 r i R T I M E : 

CITY: State: Zip : b2 
:b7E 

DISPOSITION DATA: Disposition: M Date: 03/27/2006 Approval: POWELL, GLENN G 
• Çls-w 

Referred to Agency: FBI Date Sent: 11/15/2006 Component: FBI 
Patriot Act: n Civil Rights: n 

Sensitive : N Whistleblower: N 

Component Number: 263-HQ-0-U-423 

Consolidated Case Number: 

Remarks: 

11/15/06- Sent to Kaiser/FBI/INSD. Predicating material will be maintained within OIG/INV 
in a secure container. 

(S) NSL VIO-470 
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SECR^Î^TefiORN 

FEDERAL BUREAU OF INVESTIGATION jb f%/g 
b2 

Precedence: ROUTINE Date: 02/01/2006 

b7C xitle: mpr INT 
b2 TFO 
b7E 

(U), 

ü.T.TrjRTjrK nvRpgïmT pnapn (IQB) 

DIVISION 

Synopsis: ^PS^C Report possible Intelligence Oversight Board 
(IOB) violations. 

(U) Derivea~Pr5in--^~EEi_SCG--Q^3_; ¡Jan. 1997 
Declassiév-Cfnl Ól/Ol/JòTì 



SECRET/N5F0RN 

(S) 

bl i.q /MFl 
b7A 
b6 
b7C 

bl 
b7A 
b4 

> ïb7D 
'b2 
b7E 
,,b6 . 
b7C 

[S) The possible violation occurred in connection with 
r p s n l t - f i r e r - e i v e c j from a communication carrier, Ç 

f rom|_ 

id from 
\ t f o T 

^Division, who 
_l Xlati ^ 

1 requested subscriber information 
furnished 

forwarded the 
along with a ^ H.SI 
This correct 

m turn 
T.TQV-Q nrmii rloH results to 

results to 
. FD-.5.42 from 
phone number was identified in the FD-542, however, the 
subscriber information provided in this communication was 
another telephone number that was not requested by TFO 

for I 

mistyped the phone number that 
rèètil ted in 
investigation. 

information that does not 
was requested, which 
réTatë to thT*s 

.123 tor 

sealed by the 

jJa£L 
on 01/ 
^nr • H 

The mistaken telephone record was 
Division Chief Division Counsel (CDC) 
30/2006 and is being maintained i n a secure manner 

Tht responsiveEC 
J-n 

.office. 
;whichspecifically referenced incorrect 

information, has been permanently charged out of ACS 
incorrect subscriber information has not been 
databases 

subscriber 
The 

uploaded into FBI 

SECR^C^OFORN 
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bl 
(S)b7A 

b4 
b7D 

(Sb2 
b7E 
b6 

V D i

h l C 

The possible^iolatiaif occurred inconnect ion with 
results received from a conynrfaii ratjmn. carri p-r I I TFO Garewal 

?! furnished 
Division, who m turn forwarded 

requestedtollrecords fro 
results on a CD-Rom to the 
the results to TFO\ 
a FD-54 2 from 

^ h e results were provided along with 
The correct 

partial records. for 

phone number and subscriber information^ was identified in the FD-
542, however, the tpl 1 J^ecords provided\m the CD-Rom included 

as wel 1 a« another telephone 
number that was not,7rëqïïêstëdby TFO 
how this occurred/ 

does not know 

/'The mistaken toll records were sealed by the 
pj/vision Chief Division Counsel (CDC) I 

0l^oO/2006 and are being maintained n a secure manner m 
' responsive EC 

and ^EÊ, 
office. The 

notreference lumuer tuât way 

on 
CDC^ . 

d not referenee'the incorrect phone 
Hed on the CD-Rom, therefore there it has not been charged 
of ACS. The incorrect toll records were not uploaded iir̂ O) 
databases 

(S) NSL VIO-473 



LEAD(s): 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

( U )(X) For information. 

RET/NOFORN 

4 
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(Rev. 01-31-2003) 

sè s^ET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
bo 
b7C 
bl 
b7A 

bl 
b7A 
b2 
b7E 
b2 
b7E 

bl 

Precedence: ROUTINE 

To: 

Counterterrorism 

Inspection 

Attn: 

Attn: 

Attn: 

Date: 3/21/2006 

CDC 

ITOS I, Conus 2 

IIS, 

From: General Counsel 
National Security Law Branch/CTLU 1/LX-l 3S-120 
Contact: S S A I 

Approved By: 

Drafted By: 

Thomas Julie F 

Case ID #t 278-HQ-C1229736-VIO c 1275 
(S) 
(S) 

Intelligence Oversight Board 
:iOB) Matter 2006- éf ^XöoU Title: (U) 

b2 
Synopsis It is the opinion of the Office of the General Counsel 
that the above referenced matter must be reported to the Intelligence 
Oversight Board (IOB). Our analysis fo^lbws. 

(U) 

Reference : (S) 

D érîveé—Erom^^^l. 

Administrative: (U) ytfis communication contains one or more 
footnotes. To read £he footnotes, download and print the document in 
Corel WordPerfect. 

nRt-.ail.c. ̂ ^ K f electronic communication (EC) dated February 1, 
Field Office reported to the 

lvision (Inspection) and the Ollice of the General Counsel 
ential IOB matters. 

b7A 
b6 
b7C 
b2 
b7E 

LCJ j: A -i »-.TT̂. T I I i nvsct- 1 rla h 1 rin 

SEbl^El 

b6 
b7C 

OIG/DOJ REVIEW 
fbi iNvmmb^ 

01Q/D0J INVESTIGATION: 



b2 
b7E 

bl 
b7i 
b6 
b7( 

bl 
b7A 

(S)b4 
b7D 

(S)b6 lÜJb7C 
b2 _ 

^b7E 

bl 
b7A 

"b7C 
b2 
b7E 

bl 

(U), 
To : I 
Re: / ^ f 

sÎiÇR RET 

From: General Counsel 
278-HQ-C122 973 6-VIO, 3/21/2006 

(S) The potential IOB violation occurred in connection with 
results received from a communication carrier, 
TFH I requested subscriber information from 

J 1 nT1, 

back tc 
number that was 

e with a 
This correct te 

FD-542 from 
ephone number was 

Division in 

from 
not requested by TFO 

t-hp giih.qi-yi hpr information provided 
I was for another telephone 

r.istyped the 
phone number that was requested which resulted m infnrmat.ion that 
does not relate to the investigation of subject 

S) Division Chief Division Counsel (CDC) 
sealed the mistaken telephone records on 01/30/2006 and 

secured them in the CDC's office. Division's responsive EC 
which specifically referenced incorrect 

subscriber information, has been permanently charged out of ACS. The 
incorrect subscriber information has not been uploaded into FBI 
databases 

(S) The second potential violation involved 

b7A 
b6 I 
b7C 
b2 I 
b7E . 

bl 
b7A 
bo -
b7C 
b4 
b7D 
b2 
b7E 

LSI 

[ 

The potential IOB violation 
occurred in connection with the results received from the 
r-nmmnni r ^ H m s carrier.! I TFO | I requested toll records from 

furnished the results on a CD-Rom to the 
Division, which in turn forwarded the results to TFO 

The results were provided along w i t h a F D~542 from. 

SE^RE^ 
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b2 
b7E 

(S 

b f e 
b4 
b7D 
bo 
b7C jb 

(S) 

b2 
b7E 

(U) 
To: I 
Re : x : 

SE^JET 

From: General Counsel 
278-HQ-C122 973 6-VIO, 3/21/2006 

The correct phone number and subscriber information 
the FD-542, however, the toll records provided on was identiliect m 

the CD-Rom included partialrecordsfor as well as 
another telephone number that was not requested byTFO 
reportedly could notexplainhow thisoccurred. 

¡X The mistaken toll records were sealed bv the 

bl 
b7A 
b6 
b7C 
b2 I" 
b7E 

Division Chief Division Counsel (CDC)| on 
01 /30/2006 and are being maintained in a qpt-ht-p» mannp-r in the rnr

1

 s 
officer. Division's responsiveEC 
did not reference the incorrect phone number that was provided on tne 
CD-Rom, therefore it has not been charged out of ACS. The incorrect 
toil records were not uploaded into FBI databases 

^ As required by Executive Order (E.O.) 12863 (Sept. 13, 
1993) and Section 2-56 of the National Foreign Intelligence Program 
Manual (NFIPM), OGC was tasked to determine whether or not the matters 
described herein should be reported to the IOB. We believe that 
though the "over collections" reported herein occurred through no 
fault of the case agent, the reported activity requires notification. 

(U) Section 2.4 of E.O. 12863 mandates that the heads of 
Intelligence Community components report all information to the IOB 
that it deems necessary to carry out its responsibilities. That 
section requires Inspectors General and General Counsel of the 
Intelligence Community to report "intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive order 
or Presidential directive." This language has been interpreted to 
mandate the reporting of any violation of guidelines or regulations 
approved by the Attorney General, in accordance with E.O. 12333, if 
such provision was designed in full or in part to protect the 
individual rights of a United States person. This includes violations 
of agency procedures issued under E.O. 12333, unless they involve 
purely administrative matters.1 However, it should be noted, no error, 
administrative or otherwise, was committed by t h e | D i v i s i o n 

1 ''"'D̂ C S e e E C from Inspection Division to All Divisions; Title: 
Revised Procedures for the Submission of Reports of Potential 
Intelligence Oversight Board (IOB) Matters, Case ID # 66F-HQ-A1247863 
Serial 172 at 5-6 (2/10/2005). The Inspection Division is required to 
maintain for three years records of administrative violations, for 
possible review by the Counsel to the IOB, together with a copy of the 
opinion concerning the basis for the determination that IOB 

NSL VIO-477 



b2 
b7E 

(U) 
To: L 
Re : 

From: General Counsel 
278-HQ-C1229736-VIO, 3/21/2006 

b6 
b7( 

bl 
b2 
b7E 

b2 
b7E 

or TFOl in the overcollection reported herein. For the FBI, 
the Office of the General Counsel (OGC) submits reports to the IOB.2 

<u) The Attorney General's Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence Investigations 
(NSIG) provide that "all lawful investigative techniques may be used 

J investigations." NSIG (Introduction) at 4. Section 2-56 of 
the NFIPM identifies as reportable to the IOB unauthorized 
investigations, the use of unlawful methods and techniques, exceeding 
the authorized scope of permitted activities, and failing to adhere to 
minimization requirements.3 

In this instance, OGC is required to report the 
potential IOB errors in accordance with E.O. 12863 and Section 2-56 of 
the NFIPM, because investigative results were obtained on U.S. persons 
who were not the subject of an authorized investigation. See NFIPM 
Section 2-56.G.l. In accordance with the reporting requirements of 
Section 2.4 of E.O. 12863, the error must be reported to the IOB. 

(U) OGC notes that the over collections of records reported 
herein were in no way due to errors made by the 
any other FBI entity. Further, 

Division or 
took appropriate steps to 

remove all non-authorized information from FBI systems of records, 
sequester it and provide it to the CDC to be secured. | |did 
not review any of the unauthorized information provided by the 
telephone service provider. 

Despite the inadvertent nature of the mistake made 
by the communications carriers that provided the records, the fact 
remains that information was improperly collected telephone records 
unrelated to an authorized investigation. Thus, OGC is required to 
report this matter to the IOB in accordance with E.O. 12863 and 

bl 
b2 
b7E 

(U) 

(U) 
See id. at 4. 

See also id. at 5, identifying 
including: (1) activities believed to be unl 
Executive Orders or Presidential directives; 
of the Constitution; (3) unauthorized invest 
methods or techniques other than those autho 

investigations; (5) init 
electronic surveillance or a search without 
FISC, or failing to terminate an authorized 
prescribed by the Court; and (6) failing to 
or dissemination requirements specified in a 

reportable matters as 
awful or contrary to 
(2) suspected violations 

igations; (4) use of 
rized in the conduct of 
iating a form of 
authorization from the 
surveillance at the time 
adhe ITS to ths minimization 
FISC Order. 

SECRteq^ 
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b2 
b 7 E To: 

Re : 
(U) 

SEbRJEl 

From: General Counsel 
2 78-HQ-C122 973 6 -VIO, 3/21/2006 

Section 2-56 of the NFIPM. OGC will prepare and deliver the required 
correspondence. 

Si^SRPT 
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SECRET 

To: 
Re 

From: General Counsel 
( U ) 

) 2 78-HQ-CI22 9736-VIO, 3/21/2006 

b2 
b7E LEAD(s): 

Set Lead 1: (Info) 

(U) Read and clear. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON. DC 

(U) Read and clear. 

Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) Read and clear. 

SÌ^ET^ 
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March 21, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
R̂ r̂r)̂  ( IOB) Matter, Counterterrorism Division, IOB Matter 2006-

:u) 

This LHM sets forth details of investigative activity which 
the FBI has determined was conducted inadvertently contrary to 
the Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection, and/or laws, 
Executive Orders, or Presidential Directives that govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - 27 8-HQ-C1229736-VIO \ 1276 ) 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

S>SR3T 
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Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

(S) NSL VIO-482 



SECRET 

b2 
b": ! 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
"VlELD OFFICE 

IOB MATTER 2QQ6| |;U) 

bl 
b7A 
£bo -
b7C 
b4 
b7D 
b2 
(b7E 

(S) 
bl 
b7A 
b6 i 
b7C 
b2 
b7E 

bl 
b7A 
b6 
b7C 
b2 
b7E 

( 

IOBs: 
Investigation of this IOB matter has determined with regard to two reported potential 

_(S) TlV»/-. -F -i -V-rn f- T T.T.̂ 1 TT̂ l̂ I ll̂ -i r. ^ -̂ t--: 

The IOB violation occurred in connection with 
results received from a communication carrier, 
TFO I I requested subscriber information from 

provided to "[long 
This correct telephone number 

back from 

with a FD-542 from Division in 
was 

However, the subscriber information provided 
l̂ as for another telephone 

number that was not requested by TFO mistyped the 
phone number that was requested which resulted in information that 
does not relate to the investigation ofsubject. M 

I 
Division Chief Division Counsel (CDC) [ 

sealed the mistaken telephone records on 01/30/2006 and 
ce. Division's responsive EC cĵ r-nr-pH Hipiti in t h o CPlC ' g nff 
/hich specifically referenced incorrect 

subscriber mtormation, has been permanently charged out of ACS. The 
incorrect subscriber information has not been uploaded into FBI 
databases 

investigation [ 
The second potential violation involved Division 

bl 
b7A 
do 4 .. 
bb7D 
bo 

cb7C 
Ho2 
b7E 

(S) 

(S) The potential IOB violation occurred in connection with the 
results received from the communications carrier,f TFO 
requested toll records from 
results on a CD-Rom to the 
the results to TFo[ 
FD-542 from 
number and 

urnished the 
Division, which in turn forwarded 

1 The results were provided along with a 
The correct phone 

'sujjbL.1 iuei iiiiuniiaLiun way luemiLiyu din the FD-542, 
however, the toll records provided on the CD-Rom included partial 
records fo4 ^s well as another telephone number that was 

reportedly could not explain how not requested by TFO 
this occurred. 
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SECRET 

the E 
Once again, the mistaken telephone records were sealed by 

|Division Chief Division Counsel (CDC) 
| [ on 01/30/2006 and are being maintained in a secure manner in the 

b2 
b7E 

b2 
b7E 

CDC's officer. Division's responsive EC 
b6 
b7C 
bi r 

(Ski-
the CD-Rom, therefore it has not been charged out of ACS. The 

bz incorrect toll records were not uploaded into FBI databases, b7E I. XI 

jjdid not reference the incorrect phone number that was provided on 

(U) As required by Executive Order (E.O.) 12863 (Sept. 13, 1993) 
and Section 2-56 of the National Foreign Intelligence Program Manual 
(NFIPM), OGC was tasked to determine whether or not the matters 
described herein should be reported to the IOB. We believe that 
though the "over collections'' reported herein occurred through no 
fault of the case officer or Division, the reported activity 
nonetheless requires notification. Despite the inadvertent nature of 
the mistake made by the communications carriers that provided the 
records, the fact remains that information was improperly collected 
telephone records unrelated to an authorized investigation. Thus, OGC 
is required to report this matter to the IOB in accordance with E.O. 
12863 and Section 2-56 of the NFIPM. 

(U) OGC notes that the over collections of records reported 
herein were in no way due to errors made by the Division or 
any other FBI entity. Further, took appropriate steps to 
remove all non-authorized information from FBI systems of records, 
sequester it and provide it to the CDC to be secured. did 
not review any of the unauthorized information provided by the 
telephone service provider. 

(U) This matter has been referred to the FBI's Inspection 
Division for their information. 

fSififeched From 
(U) EectasSîîv^ïïr-XÎ^ 

- 4 - NSL VIO-484 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
b2 

Precedence: ROUTINE 

To: General Counsel 

Date: 04/13/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 11865 
Contact: UC 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

b2 

Miller David 

(U) 2 78-HQ-C122 973 6-VIO [Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1815 
0GC/I0B# 2006-j ~| 

Synopsis: (U) To report a potential Inte _ _ ard 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

bl 
b7A 
b2 
b7E 

Reference: (Û  OTP un m nnamc wrr» ê v-i -I T7C 
(S) 2 7 8- HQ-C1229736-VIO Serial 1153 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from[ 
possible IOB error. 

Division dated 2/1/2006, reporting a 
Based upon a review of the referenced EC it 

is the IIS's opinion the matter described therein is not 
indicative of willful misconduct. Therefore, no internal 
investigation will be conducted by the IIS and this matter is 
being relegated to the NSLB for whatever action they deem 
appropriate. 

NSL VIO-486 



(Rev. 01-31-2003) 
SECRET 

FEDERAL BUREAU OF INVESTIGATION 

b7E 
bo 
b7C 

Precedence : 

To: 

ROUTINE Date: 04/14/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Tnvqsti aat i ori.q Sppfinri 
Contact: CRS 

TPÌT Rûûib. 11865 

Approved By: Miller David 

Drafted By: 
/ 

V Case ID #: 

Title: (U) 
b2 

(U) 2 63-HQ-0-U - 424 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1815 
OGC/IOB# 2006-1 

Synopsis: (U) To advise that captioned r 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

( U ) X 

Enclosure(s) 

Reference : 
bl 
b7A 
b2 , 'Oetaxls b / E _ 

(U) 
(S) 
(U) 

Derlyatfr^teagT: G-3 
DeoiSssify On: 

(U) 278-HQ-C1229736-VIO Serial 1153 

2 78-HO-C122 973 6-VIO Serial 1275 

27H-HQ-C'122y736-Vlo Serial 1153 

(U) Upon review of Division's captioned 
eport of a potential IOB violation, IIS did not find the matter 

indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6) . 

SECRET 
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DATE: November 20, 2006 

U.S. Depar t ing if justice 
Office of the Inspector General 

Washington, D.C. 20530 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

OIG Complaint No. 2006009165 
Subject: Unidentified 

FBI No. 263-HQ-0-U-424 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

This complaint will be investigated by the OIG. 

SUBJECT: 

b2 
b7E 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Wliistleblower Protection Act. 

Attachment 
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(Rev. 01-31 -2103) 

SECRET 

FEDERAL BUREAU OP INVESTIGATION 

Precedence: ROUTINE 

3!° 1 Inspsc.tlp.n_ 
Qp-r̂ -r̂ i counsel 

Date: 02/27/2006 
Attn 
Attn 
Attn 

IIS 
NSLB 
SA 

b2 
b7E 
b6 
b7C 

b6 
b7C 
b2 

From: 
Contact: TFO 

Approved By: 

Drafted By: 

Case ID #: (s, 
'TTi 
bl (s) 
b7A Title:(b; 

1/«-HO-C]22Q7-^-VTn /n^^-TTT 

b / E")Brîloii05n R e P ° r t p O S S i b l e intelligence Oversight Board 

INTELLIGENCE OVERSIGHT R O A R N (TOR) 
TFO r 

SSA 
DIVISION 

(IOB) violation. 

(U) 

Reference: (S) 

^TTjan. 1997 
bl 
b7A 
b 2

E O f f i c i jpq| I is Joint Terrorism Task Force 
bl " ; 
t-16 
b7C 
b7A 

bl 
b6 
b7C 
b7A 
b2 'S 
b7E ' 

b7C 
j - c j L 

(ü)i^ The subject is a U.S. person. 

ìÈÌIÈ.!* SEÒ^ST 
î I 

i •, . do v̂ ));/// I ,, ! / Ul-u. bicmllfl/v(> 

JC1 

i » . i 1 
i V .# i 

I 

NSL VIO-489 



sètŜ iET 
(S) 

bl 
b6 
b7C 
b7A 
b2 
b7E 

(Sbl 
b4 

I ib7D 
' 'b 6 
b7C 
b2 
li) / E 
b7A 

(S) 

TFO 
(S) The possible violation occurred in connection with 

results received from a communication carrierf 
requested toll records froml 
results on a CD-Rom to thef 
the results to 

from 
TFÖr I TVlP T-Qcn 1 fn 

a FD-54 2 
phone nu:nbe r cCT 
54 2, however, 
partial records 
number t haiL-Jiia s 
contacted 
data was 

furnished 
lijivision, who in turn forwarded 

were provided along with 
| I The correct 

iu suusLTiP^r inrormation was identified in the FD-
the t,ol 1 records provided on the CD-Rom included 

for 
not 

and 
as wp!1 
TFO 

another telephone 
TFO | 

an error in the way 
requested. 
phone number 
requested. 

requested r>y 
was advised that there was 

captured for the telephone number that TFO 
The corruption in the file caused data tor the 
iXL_.be captured in addition to the number that 

data pertaining 

other 
was 

is providing another disk and will exclude the 
to the non-pertinent phone nprnĥ -r it should be 

noted that this. error was made previously by 
documented in the above referenced serial 

which is 

bo I 
/ gb7C 
b2 
b7E 

b7A 

the 

(S) The mistaken toll records were sealed bv the 
, Division Chief Division Counsel (CDC) 

on 02/16/2006 and are being maintained in—a-
.CDC's office. The 
did not reference 

"PTTTV 
responsive EC 

* * ' ' ' 1 1 1 

tne incorrect phone numoer tnat was 
.ded on the CD-Rom, therefore there it has not been charged 

SECfe^T 

4 
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h ? ^ out of ACS. The incorrect toll 
b7E FBI databases, 

c o r d s wprp nnl- ni ploaded into 

SCR^T SECR: 

3 
(S) NSL VIO-491 



LEAD(s): 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) ̂ g^ For information. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) F o r information. 

SECRET 
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(Rev. 01-31-2003) 

SEC^^werP'ORN 

»AL BUREAU OF INVESTIGATION 
y? 

_ „ b2 • 
.MJ.Ó cJOut&l 

b2 
b7E 
b6 
b7C 

Precedence : ROUTINE 

To: Inspection 
General Counsel 

Date: 02/01/2006 

Attn: IIS 
Attn: NSL2. 
Attn: SA 

From: Cleveland 
Contact: TFO 

Approved By: 

Drafted By: 

ise 
bl 

Case ID #: (S) 
(U) ^ 

(sy b7A (g) 
b6 
Tb7C 

278-HQ-C122 973 6-VTO -(PpnH-

\'tr 0 6 C — i.iack, 

Aivu> U\JiA AiJu-ciL, btilL 

h i z a t u L axu ¿x, 

P44 L ¿L t / o s ) - ¿ « 5 3 

b2 
b7E 

(u) : INTELLIGENCE O V E R S I G H T BOARD (IOB) 
T'en 
SSA 

DIVISION 

b6 
b7C 

(IOB) violations. 

(U)-^T D e r i ^ ^ i d ^ r o ^ ^ ^ B i ^ S S S ^ s ^ Jan. 19 97 
Deciassdtf>r-onr 02/01/2016 

Details: (U) The Case Agent for hnth cases is Joint Terrorism 
Task Force Officer (TFO) 

bl 
b6 
b7C 
b7A 
b2 
b7E 

The subject person. 

O C / 

b6 
' b7( 

DFORN 

NSL VIO-493 
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(S) 

b2 
b7E 
b6 
b7C 

bl 
b6 | 
b7C " 
b7A 

b7E * 

rr-snll-.q T - ^ f O T V O f 
possible violation occurred in connection with 

f r } fifiTTunvmioation carrier, -
TFP) I I .J | 

f ron 
resiirty to thè 
results to t f o 
FD-542 from 
phone number 
subscriber 
a 

Di'^sion, who 11 ~-' an turn 
—lormation 

|f urnished 
forwarded the 

J—^along with a 
The correct was iuenciriea irï\£2ie FD-542, however, the 

information provided U n this communication uaq fnr 
telephone numbe ̂ that' was not requested by TFO | 

mistyped the phone number tha^ was requested, which 
resulted in information that does not"Velate to this 
investigation. \ 

the 
on 
one 

The mistaken telephone record was rp^IpH h t- V-i q 
Division 'Chief Division Counsel (CBC) 

01/30/2006 and is being maintained in s\spnirp mann^v-
Q f f xc e The| responsive EC \ 

which specifically referenced irlcorr** 
înrormatiop, has been permanently charged out 
incorrect subscriber information has not- hppn b7A databases 

of A' 
upload 

subscriber 
The 
into FBI 

(P.) 

«»• X The subject is a U.S. person. 
(S), 

SECRET/i^ORN 
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SECRET>0iOFORN 

(S) 1 

bl 
b6 
b7C 
b7A 
b2 
b7E 

isbl 

b7C 
b2 -
b7E 

I ̂  b4 
W b 7 D 

b7A 

(SJ 

(S) 

(S 

b2 
b7E 
'b6 4 
b7C 
bl 
b7A 

furnished 
Division, wno m turn forwarded 

The possible violation occurred in connection with 
results received from a communication carrier. I I TFO 
requested toll records from£ 
results on a CD-Rom to thel~ 
the results t-o t f o I I 
a FD-542 from 

Tln̂  V -Q F I .lfn -ded along with 
The correct 

phonenumber ana subscriber mrormation was identified in the FD-
542, however, the tnl 1 rpmrHg 
partial records for 
number that was not requested by TFO 
how this occurred. 

^•ovided on the CD-Rom included 
as ^el1 as annfhPr telephone 

does not know 

The mistaken toll records were sealed bv the 
Division Chief Division Counsel (CDC) 

on 01/30/2006 and are being maintained in a secure manner- -i n 
the CDC's office. The 

did notreference 
re spons.ive EC 

the incorrect phone number that was 
provided on the CD-Rom, therefore there it has not been charged 

• • - - - uploaded into out of ACS. The incorrect toll r e c o r d s W P T P N N T -

FBI databases 

B y N 5 L M - i M c g 0 — 
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LEAD(s): 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) ^ For information. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) _ p . , For information. 
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(Rev, 01-31-2003) 

sÈb^ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
To: 

b2 
b7E 
b6 
b7C 

Counterterrorism 

Inspection 

Attn: 

Attn: 

Attn: 

Date: 3/21/2006 

CDC 

ITOS I, Conus 2 
IIS, 

From: General Counsel 

Approved By: Thomas Julie F 

Drafted By: 

Case ID #: <Ui 2 7 8 - w n - n o ^ r ~ 
K L ( C M I I - 1 bl 
b7A 
Tb2 

7 E 

(S) 
(S) 

b2 
(U) 

(U) 

.75 

Intelligence Oversight Board 
(IOB) Matter 2006 o i & o ¿-OOk) 

bl 
b2 
b7E 

b2 
b7E 

Â Î ê ' a ^ r e f e i e n c â m a t t e s t ' h 6 0 f f l C e ° f t h e 

Oversight Board (I0B). L T Ì ^ y ™ ? f T l l l T . ^ ^ I n t e ^ e n c e 
iU) X 

Reference: 

Administrative* (in rnTTT • 
footnotes. io'reaS the i o o t ^ 1 ^ " 0 ? C° n t a i n S ° n S 

Corel WordPerfect foot*°tes, download and print the document l n 

-ted February l, __ I i-t a. c: _L u. UlilCP I I ' 
Inspe^y^A Division (Inspection) knH .h. r e p o r t e d t o 
( O G f ^ ^ t e n t i a l I 0 B ^tersl ana the Offlce o f the General Counsel 

b 1 
b6 
b7C 
b2 
b7E 

SECRET 
b6 

OfG/DOJ r Ivicw: 
FBI INVESTO 

ÛIG/DOJINVE ÏÏIÛN; 
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b'2 
b7E 

To : 
Re • 
(U) 

From: General 
2 78-HQ-C122 9 73 6-VIO, 

S E ^ E T 
Counsel 
3/21/2006 

(S) 

bl 
b6 

bl 
b6 
b7C 
b2 
b7E 
b4 
b7D 
bl 
bo 
b7CS 
b2 
b7E 

bl 
b6 
b7C 
b2 
b7E 

bl 
b6 
b7C 
b4 
b7D 
b2 
b7E 

(S/NF) 

results received frn^° I 0 B v i o^tlon occurred in n T F1 j 1 3 ^unication carrier, | ^ connectxon w i rh 
— J l ^ e s t e d snhsrrihn^ information f L j t \ Z p1 —I " f r " 1 '"""I information frdir] 

S U° V : l d e d V» I — k j L g with a 'd-LI f r o ' m f ^ H " 0 ^ was 
f ^ p L j i a ^ e ; , the s u b 

2 T n e e r n b T i ; ^ n 0 t ' ̂ s t e c U ^ ü f ^ ^ T f°r ™ f h e r ^lephone Phone number that was rea11P^0/„, V mistyned L 
— pxuvxaea 

nbon^ ""TT v"aö IIUL requested ay TFol [i r o y another telephone 
does no? f ^ ^ W a S S r ^ - y - ^ — l - i s t y p e d the 
does not relate to the investigation of su^ctl" 1 n f n T a t l ° " that 

X 
I , I sekled the m l s i S e n ^ f ̂  D l v i s i o* Counsel (CDC) 
loured them in the m r ^ V ^ ^ » P ^ records on 01/30/2006^ 

DlVlfii'nnic -^fice 
which 

. , , / «ouuo dnc 
subseriber l 1 1 U u l M t l o n i any S re°g^en

r
c
ee S g°" n S e 0 V ^ e E c C t 

M v L l o n i n ^ L ^ ! ! " " " ^ ^ T l n 1 „ , linvolvedf 

occurred in coniLtron with the r e J ^ P ° t e n t i ^ IOB violation 
cgmjninxcationfl carrier. r n t ! | S U l t f i rpceived f r o m the .^¿tmpunications carrier. I~ P W T | received f r o m the 

SEbi^T 

2 
tv M S L rJH/4 inb/l< 
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ÎD / E 
T o : 
Re 

( U ) 

sfe^RET 

From-. G e n e r a l C o u n s e l 
2 7 8 - H Q - C l 2 2 9 73 6 - V I O , 3/21/2006 

(S) 

bb 
b7C 
b4 b 

b7D L 
UO 

bl 
• «j I i-y 6 
(S)b7C 

b2 
b7E 

T h e c o r r e c t p h o n e number a n d s u b s c r i b e r i n f o r m a t i o n 
was i d e n t i f i e d i n t h e F D - 5 4 2 , h o w e v e r , t h e t o l l r e c o r d s p r o v i d e d o n 
t h e CD-Rom i n c l u d e d p a r t i a l r e c o r d s f o r ] Is w e l l a s 
a n o t h e r t e l e p h o n e number t h a t was n o t r e q u e s t e d b y 1't'O 
r e p o r t e d l y c o u l d n o t e x p l a i n how - t h i s o c c u r r e d . 

X T h e m i s t a k e n t o l l r e c o r d s w e r e f ^ r l 1 0 ^ >" 
D i v i s i o n C h i e f D i v i s i o n C o u n s e l ( C D C ) I 
01/30/2006 a n d a r e b e i n g m a i n t a i n e d i n - S " 
o f f i c e r . 

t h e 
o n 

s e c u r e mantipr 
D i v i s i o n ' s r e s p o n s i v e EC I 

:iL 

-j -p n n n I 

d i d n o t r e f e r e n c e t h e i h c o r r e c t p h o n e numi l^=—uiu l . wab p i u ^ l d e d o n t n e 
CD-Rom, t h e r e f o r e i t h a s n o t b e e n c h a r g e d o u t o f A C S . T h e i n n r t-«="-<-
t o l l r p m r r l s w p r p n o t u p l o a d e d i n t o F B I d a t a b a s e s ] 

L '(U )' 

b2 
b7E 

As r e q u i r e d b y E x e c u t i v e O r d e r ( E . O . ) 12863 ( S e p t . 13, 
1993) a n d S e c t i o n 2 - 5 6 o f t h e N a t i o n a l F o r e i g n I n t e l l i g e n c e P r o g r a m 
M a n u a l ( N F I P M ) , OGC was t a s k e d t o d e t e r m i n e w h e t h e r o r n o t t h e m a t t e r s 
d e s c r i b e d h e r e i n s h o u l d be r e p o r t e d t o t h e I O B . We b e l i e v e t h a t 
t h o u g h t h e " o v e r c o l l e c t i o n s " r e p o r t e d h e r e i n o c c u r r e d t h r o u g h n o 
f a u l t o f t h e c a s e a g e n t , t h e r e p o r t e d a c t i v i t y r e q u i r e s n o t i f i c a t i o n . 

(U) S e c t i o n 2 . 4 o f E . O . 12863 m a n d a t e s t h a t t h e h e a d s o f 
I n t e l l i g e n c e C o m m u n i t y c o m p o n e n t s r e p o r t a l l i n f o r m a t i o n t o t h e I O B 
t h a t i t deems n e c e s s a r y t o c a r r y o u t i t s r e s p o n s i b i l i t i e s . T h a t 
s e c t i o n r e q u i r e s I n s p e c t o r s G e n e r a l a n d G e n e r a l C o u n s e l o f t h e 
I n t e l l i g e n c e C o m m u n i t y t o r e p o r t " i n t e l l i g e n c e a c t i v i t i e s t h a t t h e y 
h a v e r e a s o n t o b e l i e v e may be u n l a w f u l o r c o n t r a r y t o E x e c u t i v e o r d e r 
o r P r e s i d e n t i a l d i r e c t i v e . " T h i s l a n g u a g e h a s b e e n i n t e r p r e t e d t o 
m a n d a t e t h e r e p o r t i n g o f a n y v i o l a t i o n o f g u i d e l i n e s o r r e g u l a t i o n s 
a p p r o v e d b y t h e A t t o r n e y G e n e r a l , i n a c c o r d a n c e w i t h E . O . 12333, i f 
s u c h p r o v i s i o n was d e s i g n e d i n f u l l o r i n p a r t t o p r o t e c t t h e 
i n d i v i d u a l r i g h t s o f a U n i t e d S t a t e s p e r s o n . T h i s i n c l u d e s v i o l a t i o n s 
o f a g e n c y p r o c e d u r e s i s s u e d u n d e r E . O . 12333, u n l e s s t h e y i n v o l v e 
p u r e l y a d m i n i s t r a t i v e m a t t e r s . 1 H o w e v e r , i t s h o u l d be noted, no e r r o r , 
a d m i n i s t r a t i v e o r o t h e r w i s e , was c o m m i t t e d b y t h e D i v i s i o n 

1 See EC from Inspection Division to All Divisions; Title: 
Revised Procedures for the Submission of Reports of Potential 
Intelligence Oversight Board (IOB) Matters, Case ID # 66F-HQ-A1247863 
Serial 172 at 5-6 (2/10/2005) . The Inspection Division is required to 
maintain for three years records of administrative violations, for 
possible review by the Counsel to the IOB, together with a copy of the 
opinion concerning the basis for the determination that IOB 
notification was not required. Id. at 6. 

SECkET 
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b'2 
b7E 

T o : 
R e : 

( U ) 

secK^T 

F r o m : G e n e r a l C o u n s e l 
2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O , 3/21/2006 

m ' ^ 

^ o r T F O i n t h e o v e r c o l l e c t i o n r e p o r t e d h e r e i n . F o r t h e F B I , 
b 7 C t h e O f f i c e o f t h e G e n e r a l C o u n s e l (OGC) s u b m i t s r e p o r t s t o t h e I O B . ' 

b2 
b7E 

T h e A t t o r n e y G e n e r a l ' s G u i d e l i n e s f o r F B I F o r e i g n 
I n t e l l i g e n c e C o l l e c t i o n a n d F o r e i g n C o u n t e r i n t e l l i g e n c e I n v e s t i g a t i o n s 
( N S I G ) p r o v i d e t h a t " a l l l a w f u l i n v e s t i g a t i v e t e c h n i q u e s may b e u s e d 
i n f u l l i n v e s t i g a t i o n s . " N S I G ( I n t r o d u c t i o n ) a t 4 . S e c t i o n 2 - 5 6 o f 
t h e N F I P M i d e n t i f i e s a s r e p o r t a b l e t o t h e I O B u n a u t h o r i z e d 
i n v e s t i g a t i o n s , t h e u s e o f u n l a w f u l m e t h o d s a n d t e c h n i q u e s , e x c e e d i n g 
t h e a u t h o r i z e d s c o p e o f p e r m i t t e d a c t i v i t i e s , a n d f a i l i n g t o a d h e r e t o 
m i n i m i z a t i o n r e q u i r e m e n t s . 3 

I n t h i s i n s t a n c e , OGC i s r e q u i r e d t o r e p o r t t h e 
p o t e n t i a l I O B e r r o r s i n a c c o r d a n c e w i t h E . O . 12863 a n d S e c t i o n 2 - 5 6 o f 
t h e N F I P M , b e c a u s e i n v e s t i g a t i v e r e s u l t s w e r e o b t a i n e d o n U . S . p e r s o n s 
who w e r e n o t t h e s u b j e c t o f an a u t h o r i z e d i n v e s t i g a t i o n . See N F I P M 
S e c t i o n 2 - 5 6 . G . l . I n a c c o r d a n c e w i t h t h e r e p o r t i n g r e q u i r e m e n t s o f 
S e c t i o n 2 . 4 o f E . O . 12863, t h e e r r o r must be r e p o r t e d t o t h e I O B . 

( U J j ^ C 0 G C n o t e s t h a t t h e o v e r r n l 1 p r t i n r i R o f r p m r r i g r e p o r t e d 
h e r e i n w e r e i n n o way due t o e r r o r s made h v t h e I ( D i v i s i o n o r 
a n y o t h e r F B I e n t i t y . F u r t h e r , | 1 t o o k I j J p r o p r i d l e s t e p s t o 
r e m o v e a l l n o n - a u t h o r i z e d i n f o r m a t i o n t r o m F B I s y s t e m s o f r e c o r d s . 
s e q u e s t e r i t a n d p r o v i d e i t t o t h e CDC t o b e s e c u r e d . I | d i d 
n o t r e v i e w a n y o f t h e u n a u t h o r i z e d i n f o r m a t i o n p r o v i d e r ! b y t h e 
t e l e p h o n e s e r v i c e p r o v i d e r . 

D e s p i t e t h e i n a d v e r t e n t n a t u r e o f t h e m i s t a k e made 
b y t h e c o m m u n i c a t i o n s c a r r i e r s t h a t p r o v i d e d t h e r e c o r d s , t h e f a c t 
r e m a i n s t h a t i n f o r m a t i o n was i m p r o p e r l y c o l l e c t e d t e l e p h o n e r e c o r d s 
u n r e l a t e d t o a n a u t h o r i z e d i n v e s t i g a t i o n . T h u s , OGC i s r e q u i r e d t o 
r e p o r t t h i s m a t t e r t o t h e I O B i n a c c o r d a n c e w i t h E . O . 12863 a n d 

,J' ^ See at 4. 

'*•'• See also id. at 5, identifying reportable matters as 
including: (1) activities believed to be unlawful or contrary to 
Executive Orders or Presidential directives; (2) suspected violations 
of the Constitution; (3) unauthorized investigations; (4) use of 
methods or techniques other than those authorized in the conduct of 

bl I j J investigations; (5) initiating a form of 
l-eiy^Lronic surveillance or a search without authorization from the 

. FISC, or failing to terminate an authorized surveillance at the time 
D/h prescribed by the Court; and (6) failing to adhere to the minimization 
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^ T o : Id / E rq • 
SEC 

(U 

C^El 

F r o m : G e n e r a l C o u n s e l 
2 78-HQ-C122 973 6-VIO, 3/21/2006 

S e c t i o n 2 - 5 6 o f t h e NFTPM n r r • n 
c o r r e s p o n d e n c e . ° G C W l 1 1 p r e P a r e d e l i v e r t h e r e q u i r e d 

4 

NSL VIO-501 



s b q * E T 

b2 
)7E 

To: 
Re : 

(Up 

LEAD(S): 

Set Lead 1: 

From: General Counsel 
2 7 8- HQ-C1229736 -VIO, 3/21/2006 

(Info) 

(U) Read and clear. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON. DC 

(U) Read and clear. 

Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) Read and clear. 
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March 21, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter, Counterterrorism Division, IOB Matter 2006-

This LHM sets forth details of investigative activity which 
the FBI has determined was conducted inadvertently contrary to 
the Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection, and/or laws, 
Executive Orders, or Presidential Directives that govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

I T 
( U ) 

1 - 278-HQ-C1229736-VIO 4 1276 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 
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Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 
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h 2 
b / E 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
' I FIELD OFFICE 

IOB MATTER 2006 • < u > 

IOBs: 
Investigation of this IOB matter has determined with regard to two reported potential 

(S) The first involved a Division investigation 

The IOB violation occurred in connection with 

( 

bl 
bo 
ib7C 
'b4 
b7D 
,b2 . 
'b7E 

bl 
b2 
b7ES 
b6 
b7C 

bl 
b6 
b7C 
b2 
b7E 

bl 

b7CS 
b4 
b7D 
b2 
b7E • 

"TFÖ 
jeivea rrom a communication carrier, 
1 requested subscriber information f rom 

provided to along with a FD-542 from 
However, 

back to from 

This correct telephone number was 
D i vi si on i n 

the subscriber information proviueu 
tfas for another telephone 

number that was not requested by TFO 
phone number that was requested which resulted in mfnrmat-inn that 

nistyped the 

does not relate to the investigation of subject X 
Division Chief Division Counsel (CDC) 

sealed the mistaken telephone records on 01/30/2006 and 
secured them in the CDC's office. [Division's responsive EC 

which specifically referenced incorrect 
subscriber information, has been permanently charged out of ACS. The 
incorrect subscriber information has not been uploaded into FBI 
databasesl 

(S) The second potential violation involved -Ì Tr "i G H nu 
investigation 

TFO 
urnished the 

(S) The potential IOB violation occurred in connection with the 
results received from the communications carrier, 
requested toll records fromf 
results on a CD-Rom to the 
the results to TFO | I 

Division, which in turn forwarded 
The results were provided along with a 

The correct phone FD-542 from 
number and L U J J S U I LUEI—liiLOIllldllon W A S identified in the FD-542, 
however, the toll records provided on the CD-Rom included partial 

as well as another telephone number that was 
reportedly could not explain how 

records for 
.not roques tec: Dy 'i'i-'o 
this occurred. 

NSL VIO-505 
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SECRET 

bl 
b6S 

b7C 
b2 
b7E 

b2 
b7 E 

Id 2 
b7E 

t h e [ 
Once a g a i n , t h e m i s t a k e n t e l e p h o n e r e c o r d s w e r e s e a l e d b y 

| D i v i s i o n C h i e f D i v i s i o n C o u n s e l (CDC) 
o n 01/30/2006 a n d a r e b e i n g m a i n t a i n e d i n a s e c u r e manner i n t h e 

D i v i s i o n ' s r e s p o n s i v e EC C D C 1 s o f f i c e r . 
l d i d n o t r e f e r e n c e t h e i n c o r r e c t p h o n e number t h a t was p r o v i d e d on 

T h e t h e CD-Rom, t h e r e f o r e i t h a s n o t b e e n c h a r g e d o u t o f A C S . 
i n c o r r e c t t o l l r e c o r d s w e r e n o t u p l o a d e d i n t o F B I d a t a b a s e s 

(U) As r e q u i r e d b y E x e c u t i v e O r d e r ( E . O . ) 12863 ( S e p t . 13, 1993) 
a n d S e c t i o n 2 - 5 6 o f t h e N a t i o n a l F o r e i g n I n t e l l i g e n c e P r o g r a m M a n u a l 
( N F I P M ) , OGC was t a s k e d t o d e t e r m i n e w h e t h e r o r n o t t h e m a t t e r s 

d e s c r i b e d h e r e i n s h o u l d be r e p o r t e d t o t h e I O B . We b e l i e v e t h a t 
t h o u g h t h e " o v e r c o l l e c t i o n s " r e p o r t e d h e r e i n o c c u r r e d t h r o u g h n o 
f a u l t o f t h e c a s e o f f i c e r o r | D i v i s i o n , t h e r e p o r t e d a c t i v i t y 
n o n e t h e l e s s r e q u i r e s n o t i f i c a t i o n . D e s p i t e t h e i n a d v e r t e n t n a t u r e o f 
che m i s t a k e made b y t h e c o m m u n i c a t i o n s c a r r i e r s t h a t p r o v i d e d t h e 
r e c o r d s , t h e f a c t r e m a i n s t h a t i n f o r m a t i o n was i m p r o p e r l y c o l l e c t e d 
t e l e p h o n e r e c o r d s u n r e l a t e d t o an a u t h o r i z e d i n v e s t i g a t i o n . T h u s , OGC 
i s r e q u i r e d t o r e p o r t t h i s m a t t e r t o t h e I O B i n a c c o r d a n c e w i t h E . O . 
12863 a n d S e c t i o n 2 - 5 6 o f t h e N F I P M . >s3 

( U ) OGC n o t e s t h a t t h e o v e r c o l l e c t i o n s o f r e c o r d s r e p o r t e d 
h e r e i n w e r e i n no way due t o e r r o r s made b y t h e 
a n y o t h e r F B I e n t i t y . F u r t h e r 

D i v i s i o n o r 
t o o k a p p r o p r i a t e s t e p s t o 

r e m o v e a l l n o n - a u t h o r i z e d i n f o r m a t i o n t r o m F B I s y s t e m s o f r e c o r d s , 
d i d s e q u e s t e r i t a n d p r o v i d e i t t o t h e CDC t o be s e c u r e d , 

n o t r e v i e w a n y o f t h e u n a u t h o r i z e d i n f o r m a t i o n p r o v i d e d b y t h e 
t e l e p h o n e s e r v i c e p r o v i d e r , ^ r ) 

This matter has been referred to the FBI's Inspection 
Division for their information. (U) 

<U) MDertvedFrom ljG-3" 

X 
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(Rev. 01-31-2003) 

SECRET 

FEDERAL BUREAU oV INVESTIGATION 

b2 
b / E 
b6 
b7C 

b2 

bl 
b2 
b7E 

Precedence: ROUTINE 

To: 

Date: 03/20/2006 

counterterrorism 

Inspect ion 

Attn: CDC 
Attn: TTOM IA'OMIIM I T 

UC 
T/ter 
IA 

Attn: IIS1 H 
From: General Counsel 

National S e c u r i t y T,aw Branch/CTLU T/T.X-1 3 .S -197 
Contact: UC 

Approved By : Thomas • T U I ^ ̂  

Drafted By: 

Case ID #. (U 

Title: (U) 

(Uh 

2 7 8 -HQ-C12 2 9 7 3 6 - VI0 " (Pending) 

Intelligence Oversight Board 
IOB Matter 2006-1 

Synopsis: It is the opinion of the Office of the General 
Counsel that the above referenced matter must be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows. 

<U) X / / 

Reference: 
(U) Details. 

2006, the[ I i I | a- cpwi. ucw. LU LUC Inspection Division and the Office of General Counsel (OGC) this 
potential IOB matter. 

•By electronic communir-i^on (EC) dated February 27 
I iField Office | f , reported to the 

bl 
b6 
b7C 
b2 
b7E 

i >• 

• 

: > 0IQ/D0J INVESTIGA; 



SEC\ET 
b2 , 
b7E 

(S) 

bl 
b6 
b7< 

b2 
b7E 
b6 
b 
b4 
b7D 

b7E 
b6 
b7 C 
bl 

From: General Counsel 
278-HQ-C1229736-VIO, 03/20/2006 

Task Force Officer (TFO) 
for tel ephone number! 

carri ei| 
Cb-kOM to 
to 

J f trrrr 

requested 

L 
Tbülfed rësu 

1 Division, 

from the 
ts for this 

who 

toll records 
communications 
telephone number on a 
forwarded the results 
along with a FD-542 from 

The correct telephone number ¿îna subscriber m i or ma t xon was 

^"llh" jtfere pygyirlQ^ 

identified on the 
the CD-ROM 1 

FD-542, however, the toll records nrnvi'r|prl rv 
contained the target telephone mimh^-r I 1 

and another telephone number not requested by TFOl f 
immediately contacted) |and was advised there 

error in thf way the data was captured for the telephone number 

TFO 
was an 

TFO 
been made Oy 

requested. It should be noted that this error has 
in previous requests. 

tecruary 16, 
office. Thef 

The mistaken toll records ŵ r-g. k y 
Chief Division Counsel (CDC) | 
2 0 0 5 ^m d are securely maintainer 

responsive EC 
incorrect tele - r not referente cne incorrect telepnoile number 

CD-ROM, and has not been charged out of ACS. 
records y^-r^ p^t uploaded into FBI databases 

lea ig 
on 

One 
did 

cnac was provided on 
The incorrect toll 

As required by Executive Order (E.O.) 12863 (Sept. 
13, 1993) and Section 2-56 of the National Foreign Intelligence 
Program Manual (NFIPM), OGC was tasked to determine whether or 
not the matter described herein should be reported to IOB. We 
believe the reported activity requires notification. 

Section 2.4 of E.O. 12863 mandates that the heads 
of Intelligence Community components report all information to 
the IOB that it deems necessary to carry out its 
responsibilities. That section requires the Inspectors General 
and General Counsel of the Intelligence Community to report 
"intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive". This language has been interpreted to mandate the 
reporting of any violation of guidelines or regulations, approved 
by the Attorney General, in accordance with E.O. 12333, if such 
provision was designed in full or in part t.o protect the 

ÎÎEÇ^ET 
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b7E 

b4 
b7D 
b 6 
b7C 

b7E 
bl 

(S) 

To: 
Re • 

From: General Co- snsel 

( U ) 

278- HQ-C1229736 -VIO, 03/2\/2006 

individual rights of a United States person. This includes 
violations of agency procedures issued under E.O. 12333, unless 
they involve purely administrative matters. For the FBI, the 
Office of the General Counsel (OGC) submits reports to the IOB. 

ITT L 

'^S^ The Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations (NSIG) provide that "all lawful investigative 
techniques may be used in full investigations." Section 2-56 of 
the NFIPM identifies as reportable to the IOB unauthorized 
investigations, the use of unlawful methods and techniques, 
exceeding the authorized scope of permitted activities, and 
failing to adhere to minimization requirements. 

(Si 
b4 
b7D 

^si In this instance OGC is rpgmre 
potentialIOBerror,albeittheerrorof 3* 

to report the 
in accordance with 

E.O. 12863 and Section 2-56 of the NFIPM because investigative 
results were obtained on a presumed USPER who was not the subject 
of the request for subscriber information and toll records. 

OGC notes that once it was apparent that thp Pn-prjM 
contained "telephone ipXaxm^tion for ope nfher than! 

;r 
on 
md advised 
the toll 

in 

of 
•prny-rl I 

the elTdr ana diet 
The mistaken toll 

m 

TFO | | contacted 
not conduct any analysis 
records were sealed by the CDC 

^ y^) OGC is required to report this matter to the IOB in 
accordance with E.O. 12863 and Section 2-56 of the NFIPM. OGC 
will prepare and deliver the required correspondence. 

SECRET 

3 
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SECRET 

To: . From: General Counsel 

LEAD(s): 

Set Lead 1: (Info) 

b2 
(U) Read and clea 

Set Lead 2: (Discretionary) 

COUNTERTERRORISM 
AT LIBERTY CROSSING ONE, WASHINGTON, DC 

(U) For review and action deemed appropriate. 

Set Lead 3: (Discretionary) 

INSPECTION 

AT WASHINGTON. DC 

(U) For review and action deemed appropriate. 

4 
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b2 
b 7 E 

March 21, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, DC 

Dr. Mr. Friedman: 

Enclosed for your information is a self-explanatory 
letterhead memorandum ÌT.HMÌ . entitled "Intelligence Oversight 
Board (IOB) Matter, DIVISION, IOB Matter 2006j_ 

The LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and /or laws, Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintelligence and international terrorism investigations. 
( U ) 

Enclosures 

bo 
b7C 

- Ms. Julie F. Thomas 

2 y ö-HU-L122y/Jb-Vl0 : 

- Inspection (IOB 2006-267 

Unclassified when detached 
from classified document. 

Derr^e^^om: G-3 
Deci^ssify on: 

NSL VIO-512 



Should you or any member of your staff 
information concerning this matter, or oral 
arranged for you at your convenience. (U) 

require additional 
briefing will be 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzales 
Attorney General 
US Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
US Department of Justice 
Room 6150 
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DATE: 0S-D7-20C7 
ClâSSIFIED BY 65179 daìx 

C ŒI'ÏOÏ: t."4 ¡CI-
DI SCIASSI FT OST; 06-07-20 

JLLIGENCF flVFRSIGHT BOARD (IOB) MATTER 
DT VT .5 TOM 

IOB MATTER 2006 
b2 
b7E 

b4 
1 - 'n T-s 

b2 ! 
b'SE 

The Federal Bureau of Investigation's 

bl 
bo 
b7C 
b2 
b7E 

bl 
b4 
b7D 
b6 s 

b7C 

b2 
b7E 

iSb6 
b7C 
bl 

Division 
reported this potential IOB matter involving 

unauthorized receipt of_telephone toll records from the 
communications carrier, 

iSL 

X 

Task Force Officer (TFO! 
records for telephone mimbprf" 
communications carrier 
telephone number on a 
forwarded the results 
along with a FD-542 from 

CD-ROM to the 
to 

requested toll 
rom the 

furnished"results for this 
Division, who 

1 The results were provided 

The correct telephony JmuiDyr and SUbSCbiber information was 
Identified on the FD-542, however, the toll records nrnvi HPH C*71 
the CD-ROM contained the target telephone number, 
and another telephone number fHaJ^-c-equested by TFO 

immediately contactec and was advised 
TFO 

there was an 
error m the way the data was captured for the telephone number 
TFO | I requested. JX) 

The mistaken toll records were sealed by 
Division Counsel (CDC) 
and are securely maintaTnen m fhP rnr"? 
responsive EC 

Chief 
on February 16, 2 0 05 

office. The 
did not reference the 

incorrect telepnone numoer tftat was provided on CD-ROM, and has 
not been charged out of ACS. The incorrect toll records were not 
iploaded into FBI databases, 

X 

(U) OGC has referred this matter or the FBI's Inspection 
Division for action deemed appropriate. 
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(Rev. 01-31-2003) 
SECRET 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
b2 

bl 
b2 
b7E 

Precedence: ROUTINE 

To: General Counsel 

Date: 04/13/2006 

Attn: NSLB 

From: Inspection 
Internal TnvpRfiaat-inng fi<=>rt -i o n TPTT Roaii—l_Lg65 
Contact: UC 

Approved By: Miller David 

Drafted By: 

(U) 2 7 8 -HQ-C1229736-VIO [Pending) Case ID #: 

Title: (U) 

b2 
Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS T R A C K T N G Ü I R I f i 
0GC/I0B# 2006-

Reference: (U) 
(U) 
(S) 
(S) 

i^ssify On: 

278-HQ-C1229736-VIO Serial 1279 
2 78-HQ-C1229736-VIO Serial 1221 

Details: (III 
an EC from 
possible lots error. 

The Internal Investigations Section (IIS) received 
Division dated 2/1/2006, reporting a 
Based upon a review of the referenced EC it 

is the IIS's opinion the matter described therein is not 
indicative of willful misconduct. Therefore, no internal 
investigation will be conducted by the IIS and this matter is 
being relegated to the NSLB for whatever action they deem 
appropriate. 
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(Rev. 01-31-2003) 
SECRET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b 7 E 
bo 
b7C 

Precedence: ROUTINE 

To: 

Date: 04/14/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. 
Contact: CRS 

TPIT. Room IIRfiS 

Approved By: Miller David 

Drafted By: 

Case ID #: 

Title: (U) 
b2 

(U) 2 63-HQ-0-U - 425 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC 
0GC/I0B# 2006 

KTWrttt 1816 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) 

Enclosure(s): 

(U) 
(U) 
(S) 
(S) 

G-3 
iïsTfy onr 

(U) 278-HQ-C122 973 6-VIO Serial ±¿¿1 

278-HQ-C1229736-VI0 Serial 1279 
2 78-HO-C1229736-VIO Serial 1221 

Reference: 
bl 
b2 
b7E 
Details: (U) Upon review of 
report of a potential IOB violation, T 

Division's captioned 
S did not find the matter 

indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A14 8772 0 serial 6). 

SECR 
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mm U.S. Departme. jf Justice 

Office of the Inspector General 

Washington, D.C. 20530 

DATE: November 15, 2006 

TO: 

FROM: 

Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

r® ( i • í-A-í.f,:.,.. 
Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2006009166 
Subject: Unidentified 

b 2 
b 7 E 

Division 
FBI No. 263-HQ-0-U-425 

m | We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

| | This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

| | This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 
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0IG - rINVESTIGATIONS DIVISION Complaint Form OIG NO. -689-2006-009166-M 

Received By: Date Received: 04/13/2006 How Received: A 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc : 
Home : 
Phone: 
Work : 
Phone: 

COMPLAINANT: 
Title: SSA 
Component: FBI 
Misc : 
Home : 
Phone : () -
Work : , , 
Phone: (202) 
Conf idential: 

Pay Plan: 
EOD Date: 

ZIP : 

ZIP : 

Pay Plan: 
EOD Date: 

ZIP : 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 
Offenses 689 

b2 
b6 
_b7C 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

Details : 
The FBI provided information reporting a possible IOB matter regarding the collection of 
unauthorized information. As a consequence of an error on the part of a communications 
carrier, the FBI unintentionally obtained unauthorized information. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 06/04/2004 TIME: 
CITY State: b2 

!b7E 
Zip : 

DISPOSITION DATA: Disposition: M Date: 04/06/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 11/15/2006 Component: FBI 
Patriot Act: n Civil Riqhts : n 

Sensitive: N Whistleblower: N 

Component Number: 263-HQ-0-U-425 
Consolidated Case Number: 

Remarks: 
11/15/06- Sent to Kaiser/FBI/INSD. Predicating material will be maintained within OIG/INV 
in a secure container. 

Page 1 of 1 
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(Rev 01-31-2003) 

SE^ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE Date : 02/16/2006 
Inspection 
General Counsel 

Attn : 
Attn: 

IIS 
NSLB 

From: 
Chief Division Counsel 
Contact : 

Approved By : 
b2 
b 7 E Drafted By: 
b6 
ibi Case ID 

(U) 

T i t l e : ( U ) ; 
b6 
b7( 

Synopsis : 

2 IB -HQ-C1229736-VIO (Pending) ... a 0 | 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER, (IOB) 
SA| I CASF ARGENT; 
SSA 

(flk NSL directed at incorrect telephone number. 

: u ) Deri G-3 

(S) 

bl 
b2 
b7E 

Details: (S) 

During the week of 01/16/2006, case agent asked 
the Investigative Support Specialist (ISS) to create a National 
Security Letter (NSL) for telephone number information. 

bl 
b2 I 
b7E 
b4 
b7D 
bo 
b7C 

i The subject reiepnone number was incorrectly transcribed from the ECPA EC 
request to the ECPA _NST, rpmrn^t 
telephone number as 

The ECPA EC had subject 
however, due f.o an 

administrative oversight the ECPA NSL directed at had 

i i . L I V,,. 4/'fio è 
SÈ^RET 



bl 
b6 
b2 : 
b7E 

b2 
b7E 

b2 
hl\ 

SECRET 

To: Inspection From: 
Re: (S' 

b2 
b7E 
bl 

teleph 
extens 

one number of 
ion is 
(U) 

Case agent's • telephone 
During the 

received the NSL re 
opened the results 
telephone number, 

isor and put the or 
ted it to the Chief 

original NSL was uploaded 

agent 
agent 
in the 
superv 
submi 

week of February 6, 2006, the case 
sponse. On February 10, 2006, the case 
and immediately noticed the discrepancy 
The case agent immediately notified his 
iginal in a sealed envelope and 
Division Counsel. Nothing from the 

oMo A copy of the original NSL as well as the resultant 
information is being maintained in the Chief Division Counsel's 
safe. 

^ ^IXn As nothing from the NSL has been reviewed, SAC 
recommends no administrative action be taken in this 

matter. 

SECI 

2 

NSL VIO-520 



SECÏ^T 

To : Insoection From: 
Re: (S) 

LEAD(s): 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Read and clear. 

SEC: 



(Rev. 01-31-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
tbl 

Precedence : 

To: 

ROUTINE Date: 03/07/2006 

Counterintelligence 
Inspection 

Attn: 

Attni 
Attn; 

SA 
SSA 
CDC 
CD 
II 5" 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact: AGC 

Approved By: Thomas Julie F 

Drafted By: 

Case ID #: 

Title ( 

• 'Bending) 

TNTFTiTiTOFNCF OVERSIGHT BOARD 
MATTER 2006 

Synopsis:1" It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (I0B). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

<U) 

Reference : X 
(S) 

bl 
b2 
b7E 

• f y 

2 78-H0-C122 973 6-VIO Serial 1201 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

DetajJ_s^ Xhe referen 
the Division 

b2 
b7E 

requested that OGC review 

pd pi prtrnrii r rpmmunication (EC) from 
, dated 02/16/2006, 
captioned matter and "tn^ ladLti ol the 

determine whether it warrants reporting to the IOB. In our 
opinion, it does. Our analysis follows. 

SE^R^ST bo 
b7C 

0IG/D0J REVIEW 
FBI INVESTIGATI 

W ^ I N V E S T I Q A T M 

• 7- ^ 



b2 
b7i 

bl 

b7E 

b6 
b7C 
b2 
b7E 

To : 
Re : 

L 

(U) 

SECR 

From: Office of the General Counsel 
2 78-HQ-C12 2 973 6-VIO, 03/07/2006 

On 01/16/2006, the case agent directed the 
investigative'support specialist (ISS) to draft a National 
Security Letter (NSL) requesting information regarding the 
subject phone number. The EC had the subject telephone number as 

however, due to an administrative oversight, the 
NSTi sent to the telephone company had the telephone number as 

J The case agent's telephone extension in 
is 

in) On 0 2 / 1 0 / 2 0 0 6 , the case agent opened the NSL 
results and noticed the discrepancy in the telephone number. The 
case agent immediately notified his supervisor and put the 
original results in a sealed envelope f or sequestration with the 
Chief Division Counsel (CDC). Nothing from the original NSL was 
uploaded into ACS nor were any searches or database checks run on 
any information from the NSL results. 

(U) Section 2.4 of Executive Order (E.O 
dated 09/13/1993, mandates that Inspectors General 
Counsels of the Intelligence Community components 
the Assistant Director, INSD, and the General Coun 
respectively) report to the IOB "concerning intell 
activities that they have reason to believe may be 
contrary to Executive order or Presidential direct 
longstanding agreement between the FBI and the IOB 
predecessor, the PIOB), this language has been int 
mandate the reporting of any violation of a provis 
Attorney General Guidelines for National Security 
and Foreign Intelligence Collection (NSIG) or othe 

.) 12863, 
and General 
(in the FBI, 
sel, OGC, 
igence 
unlawful or 

ive." By 
(and its 

erpreted to 
ion of the 
Investigations 
r guidelines or 

A "United States person" is defined in Section 101 (i) of the 
Foreign Intelligence Surveillance Act (FISA), 50 U.S.C. § 1801, et seq., as "a 
citizen of the United States [or] an alien lawfully admitted for permanent 
residence (as defined in section 101(a)(20) of the Immigration and 
Naturalization Act), . . . " See also Section I.C fo the Attorney General's 
Guidelines for FBI National Security Investigations and Foreign Intelligence 
Collection (NSIG) (2003). 

NSL VIO-523 



SECRET 

'E 
To 
Re 

(U) 
T7ÏÏ" 

From : 
- HQ-C1229736 

Office of the General Counsel 
-VIO, 03/07/2006 

regulations approved by the Attorney General in accordance with 
E.O. 12333, dated 12/04/1981, if such provision was designed in 
full or in part to ensure the protection of the individual rights 
of U.S. persons. Violations of provisions that are essentially 
administrative in nature need not be reported to the IOB. The 
FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon request. 

LSI 

bl 

18 U.S.C. 
^/uy authorizes the FBI to seek relevant records from a wire or 
electronic communication service provider when those records "are 
relevant to an authorized investigation to protect against 
international terrorism or clandestine intelligence activities." 

bo Here, issuance of an NSL which requested records for telephone 
k7r number Jwas neither authorized by law, nor was it 
b2 
b7E 

authorized by the Attorney General's Guidelines, since telephone 
numberj is not relevant to a counterintelligence 
investigation. 

Due to inadvertent typographical error, 
received NSL results on a telephone number that was 

not associated with the subject of an authorized investigation. 
Upon realizing the error, the case agent immediately notified his 
supervisor and took the proper steps to sequester the 
information. Nothing from the original NSL results was uploaded 
into the FBI computer systems, nor was any investigative action 
taken based on the NSL results. However, due to the fact that 
there was an unauthorized collection of presumed U.S. person 
information, we must report this to the IOB. 

b7E 

3 

NSL VIO-524 



b2 To : 
7E Re: 

SE^ET 

From: Office of the General Counsel 

X 2 7 8-HQ-C122 973 6 -VIO, 03/07/2006 

LEAD(s): 

Set Lead 1: (Info) 

b2 
b7E 

(U) Read and clear. 

Set Lead 2 : (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) Read and clear. 

CC: Ms. Thomas 

b6 
b7( IOB Library 

S^RET 

NSL VIO-525 



March 8, 2006 

Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
New Executive Office Building - Room 5020 
Washington, D.C. 20503 

Dear Mr. Friedman: 

b2 
b7E 

This letter forwards for your information a self-explanatory 
enclosure entitled "Intelligence Oversight Board (IOB), 

Division, IOB Matter 2006-

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - 278-HQ-C1229736-VTO 3-fa 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIO-526 



Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Very truly yours, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

2 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

4 
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b2 
b7E 

INTELLIGENCE 

SECWT 

SECTRJ21] 
OVERSIGHT BOARD (ICE; 

DIVT S TON 
IOB MATTER 2006- :u: 

MATTER-

b2 
b7E 

bl 
b2 
b71 

(U) ie Division 
'FBI) reported a potential 

of the Federal 
EtlB involving a 

which, through 
Bureau of Investigation 
National Security Letter (NSL) requested by 
a transcription error, sought information about a teiepnone number 
belonging to a person who was not the subject of an FBI national 
security investigation. 

_L£J_ 
had the phone number^ 

01/16/2006, the case agent directed the invest 
(ISS) to draft an NSL requesting information r 
number. The request had the subject telephone 
however, due to an administrative oversight, t 
telephone company had the telephone number as 
agent's telephone extension in is 

] <JT 

igative support specialist 
egarding the subject ohorje 
number as 

he NST, sent f the 
The case 

^ On 02/10/2006, the case agent opened 
noticed the discrepancy in the telephone numbe 
immediately notified his supervisor and put th 
sealed envelope for sequestration with the Chi 
Nothinq from the original NSL results was uplo 
systems, nor was any investigative action take 
results. 

the NSL results and 
r. The case agent 
e original results in a 
ef Division Counsel (CDC). 
aded into the FBI computer 
n based on the NSL 

b2 
b7E 

received 
the 

(U) Due to inadvertent typographical error, 
NSL results on a telephone number that was not associated with 
subject of an authorized investigation. However, due to the fact that 
there was an unauthorized collection of presumed U.S. person 
information, the error is a reportable matter under Section 2.4 of 
Executive Order 12863. 

Derivec3~^a£@QrT~ G-3 
D^elTass i f y on : 

SE^ET 

X 
-i-SL VIO-528 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 04/13/2006 

Attn: NSLB 

b6 
b7C 
b2 

From: Inspection 
Internal Investigations Section, IPU, Room 11865 
Contact: UC 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 
b2 

Miller David 

(U) 2 78-HQ-C122 973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 18 62 
OGC/lOB# 2006-j | 

Synopsis: (U) To report a potential Intel rd 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

bl 
b2 
b7E 

b2 
b7E 

Reference : 
(S) 

(U) 2 78-HQ-C1229736-VIO Serial 1201 

Details: i H L 
an EC from 

2 7 8- HQ-C12 297 36-VIO Serial 1242 

The. Internal Investigations Section 
Division dated 2/16/2006, 

(IIS) received 
reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the matter described therein is not 
indicative of willful misconduct. Therefore, no internal 
investigation will be conducted by the IIS and this matter is 
being relegated to the NSLB for whatever action they deem 
appropriate. 

NSL VIO-529 



(Rev. 01-31-2003) 
SEC^ST 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

Precedence : 

To: 

ROUTINE 

Attn; 

Date: 04/14/2006 

SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU. Room 11865 
Contact: CRS 

Approved By: Miller David I" 

Drafted By: 

Case ID #: (U) 2 63-HQ-0-U - 426 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
k2 INSD/IIS TRACKING# 1862 

0GC/I0B# 2006 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) ^ f 

Enclosure(s): (U) 

Derrvedr-E^gm-^^G- 3 
D ej=iarSSxfyOrn^—XI 

278-HQ-C122 973 6-VIO Serial 1201 

Reference : 
bl 
b2 
b7E 

(U) 
(S) 
(U) 

2 78-HQ-C122 973 6-VIO Serial 1201 

Â Iti-HQ- C12 2 y / 3 b - V1U Sèltiâl 1242 

Details : 
report of 

(U) Upon review of Division's captioned 
a potential IOB violation, IIS did not find the matter 

indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

SEC^SJT 

NSL VIO-530 



U.S. Depártale, jf Justice 

Office of the Inspector General 

DATE: November 15, 2006 

Washin^un, D.C. 20530 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Fédéral Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2006009170 
Subject: Unidentified 

Division h 2 
b7E FBI No. Î63-HQ-0-U-426 

I We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

[ [ This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 

NSL VIO-531 



01G - INVESTIGATIONS DIVISION Complaint Form OIG NO.: -689-2006-009170-M 

Received By: Date Received: 04/13/200É How Received: A 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc : 
Home : 
Phone: 
Work : 

Pay Plan: 
EOD Date: 

ZIP 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 
Offenses 

b2 
689 b 6 

Details : 
The FBI provided information reporting a possible IOB matter involving the interception of 
unauthorized communications. As a consequence of an administrative oversight, the FBI 
unintentionally obtained unauthorized information. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 01/16/2006 TIME: 
CITY : State: Zip: 

b2 
b7E 

DISPOSITION DATA: Disposition: M Date: 03/27/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 11/15/2006 Component: FBI 
Civil Riqhts: N Patriot Act : N 

Sensitive : N Whistleblower: N 

Component Number: 263-HQ-0-U-426 
Consolidated Case Number: 

Remarks: 
11/15/06- Sent to Kaiser/FBI/INSD. Predicating material will be maintained within OIG/INV 
in a secure container. 

NSL VIO-532 

p ™ p 1 of 1 p-nnt-ed 11/15/2006 2:20:19 



(Rev. 0 1 - 3 1 - 2 0 0 3 ) 

s e c r e t 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

b2 
b7E 
b6 
b7C 

To : 

ROUTINE y 
l' 

Date : 02/09/2006 
Inspection 
General Counsel 

Counterintelligence 

Counterintelligence 

Attn: 
Attn: 

Attn: 

Attn: 

Internal Investigations 
NSLB 
AGC_ 
CD 
CD 
SSA 

Room 43 71 
OCT1 

Section 
From: 

Contact: SA 

Approved By: 

Drafted By: 

Case ID 
bl (s: 

T i t l e / A ) 
b2 
b7E 
b6 U), Synops 

SPECIAL AGENT 
SUPERVISORY SPECIAL AGENT 
REPORT OF POSSIBLE IOB VIOLATION 

b7C 
( C ) X 

Report of possible IOB violation 

Dèrîvedr-Erom^-—S^l 
D^cXassîîyOnT 2-5X1-

Reference : 

bl 
b7A 
b2 
b7E 

b6 

f\ v. f SECRET 
/ û/ \ 

NSL VI'O-533 



SE^ET 

ection 
2 7 8-HQ 

From: 
-C122973"S~ 

b2 
b7E 

ViO, 02/09/2006 

Administrative: {S) 

bl 
b7A 
b6 
b7C 
b2 
b7E 

b6 
b7( 

(s) 

(S) 

(U) 

(U) 

Case#: 

The Case Agent was SA 

Possible IOB violation identified by the 
current Case Agent SA 

Details: IS) 

bl 
b7A 
b6 | 
b7C 
b2 | 
b7E 

SECKS^ 

2 

NSL VIO-534 



b2 
b7E 

SEB^ET 

To: Inspection From: 
Re: 2 7 8- HQ-C12 2 973 6 -VIO, 02/09/2006 

(Ü) 

bl 
b4 
b7D 
b2 
b7E 
b6 
b7C 
b7A 

(S) Per the reference,[ 
to obtain residential telephone recordsT 
NSL, HafpH Mav 9. 2005. requested\ 
FBI with 

a NSL was requested 
J The 

I to provide the 
associated with 

the following mtormation: 

Name : 
Address: (S) 

As of This Date: 

( U ) ^ 

( U ) ^ 
(S) 

and all local and long distance toll billing 
records associated with that subscriber/account 
for: 

Requested Period for Toll Records: 
From 

b4 -
(S)b7D 

b2 1 
b7E 
b7A 

b4 
b7D 
b7A S 
b2 
b7ES 
bl 

bl 
b7A 
b6 
b7C 

per the reference, 
returned telephone records for billing date 

did not provide records for the period required of 
] as requested in the NSL. The 

current case agent was unable to locate any other telephone 
records, associated with the administrative reference and the 
ISL, stored or filed within the Division. 

(&) Pp>r the reference, SA sent a 

, requestinq analytical assistance 
Ifor subscri ber 

were information and related cases. 
ber 
were 

reference, .he following was stated: 

"An NSL was issued for the telephone records I 

[S) Per the administrative reference, 

bl 
b7A 
b2 
b7E 

NSL VIO-535 



Inspection From: 

Ŝ SÇ] RET 

278-HQ-C122 973 6-VTO, 02/09/2006 

bl $ 
b7A 
b2 
b7E 

b2 
b7E 
b7A 

(S) Per the reference, 
Connteri nt^lliaence. attention[ 
extension 

a lead was sent to 
] reque'sting a six month 

The six montn extension request was oaaeu the 
aacea t^l^phone records from 
provided by the telephone company, 
records! 

which were incorrectly 
rather then the requested 

(TT) - In furtherance of rectifying this matter, 
intends to reissue the aforementioned NSL, specifically for the 

also telephone records currently in our possession, 
intends to issue an additional NSL, specifically requesting 
telephone records for the original time frame 

believes that both time frames 
falls within the scope of the administratively referenced pending 
investigation. 

SECKSJT 

4 
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To : 
Re : 

(U) 

RET , 0 b2 
Inspection From: | b/E 

H ^ K 2 78 -HQ-C1229736-VIO, 02/09/2006 

LEAD(s): 

Set Lead 1: (Action) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

^rS^C Hold in abeyance a 

ÌSÌ 
b2 
b7E 
b : s 

b7A 
'¿Ì 

Df the reference, until 
of another NSL reissued for the telephone 

X art- -j vi ty associated with 
provides notification 
records associated with 

Hold in abeyance the generation of any leads and 
intelligence reports based on information derived from 
information associated with of the reference. Recall 
any leads and intelligence reports already generated based on 
info rmation de rived from i n f o r rr.a t i on associated with 
the reference. 

of 

Set Lead 2: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) - . . W For information. 

Set Lead 3: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(Uj -^X^ For information. 

SEC 

NSL VIO-537 



(Rev. 01-31-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

b2 

Precedence: ROUTINE 

To: Inspection 

Counterintelligence 

Date : 03/16/2006 

Attn: 

Attn: 

Attn: 

Room 118 6 5 
Internal Investigative Section 
CD 
CD 
SSA 
SSA 

Room 43 71 
Pnom flfi7? 

Pnom 4371 

From: Office of the General Counsel 
National ^ ' b t - ^ T.aw Rranph/fTT.TT/PAnm HQA1 
Contact: SSA 

Approved By: Thomas Julie F 

Drafted By: 

Case ID 

Title (U) X 

2 7 8- HQ-C122 973 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
I OB # 2 0 0 6 -| | 

Synopsis It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

bl 
b6 
b7C 
b2 
b7E 
b7A 
b2 

Referenc^ ̂  

DP.hai Is 

(ü) X 
(U), 

(S) 
Jr\ 

LSI 

DexsiasgriyOnl—-XI-

b7?-
1210 

^ g Ç By electronic communication (EC) dated February 9, 
2006, reported a possible IOB violation in conjunction 
'ith an ongoing foreign counterintelligence investigation. 

SE<b^ET 

r h 6 
b7C 

OIG/DOJ REVIEW] 
NgBMNSfESfiBATll 

0IG/D0J i n v e s t i g a t i o F F 

DATE! W O f t 
Or 



sàs^ET 

To: .Inspection From: Office of the General Counsel 
Re: 2 7 8 - HQ-C12 2 973 6 - VIO, 03/16/2006 

(U); 

r 
b4 — 

CSJbVD • 
b2 r 
b7E -
b7A 

b6 S 
b7C 
b4 
b7D S 
bl 
b7A 

b6 
b7C 
bl 
b7 A 

all local and 
-a subscriber a 

Instead 

reported that on May 9, 2005, they requested 
Ithrough a National Security Letter (NSL), 

date 

provide 
ong distance toll bi 1 1 i ng records ^Bsnriafprl m't-li 
cmirif tpr the time period 

was provided toll records tor the billing 
No other toll records were provided. 

X 
Special Agent (SA) 

SA ' 

The _case agent at the time of the NSL request was 
Upon receiving the records from 

i i _ :ed analytical assistance from the 
UOUfiterinLeiTTgence Divi.q-inn at F R T R O ThP rô nrric. oV,̂  

1. 3T5-
he 

aid noe Câtch the error made by 
st to FBIHQ for assistance in prior to 

3T5-
he r reque 

aid noe Câtch the error made by 
st to FBIHQ for assistance in 

extension 
(S) In late SA r-prm^ 

Part 
the phone records by FBIHQ. 

(U) Pursuant to the Electronic Communications Privacy 
Act (ECPA), 18 U.S.C. 2709, the FBI can issue NSLs for: 1) 
telephone subscriber information (limited to name, address, and 
length of service); 2) telephone local and long distance toll 
billing records; and 3) electronic communication transactional 
records. 

b4 
b7D 

S b2 
b7E 
b7A 

Under the authority of Executive Order 12333, 
dated December 4, 1981, and pursuant to 18 U.S.C. 2709, the FBI 
intended to request the telephone and long distance toll billing 
records for an USPER. Thf request was properly drafted and 

howeyer. the request was 
and the wrong records were 

erved upon 
misinterpreted bvi 
eturned to 

(U) Section 2.4 of Executive Order 12863, dated 
September 13, 1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community, including the FBI, report 
to the IOB all information concerning intelligence activities 
that they have reason to believe may be unlawful or contrary to 
Executive Order or Presidential directive. This language has 
been interpreted to mandate the reporting of any violation of law 
or pertinent Attorney General guideline that are specifically 

NSL VIO-539 



To : 
Re : 

(U) 

Inspection 
^Sc^ 2 7 8 - HQ 

SECRET 

From: Office 
-C1229736-VIO, 

of the General 
03/16/2006 

Counsel 

b4 
b7ES 
b2 
b7E 
b7A 

intended to ensure the protection of the individual rights of 
USPERS. 

(S) In thj-s case. 
t-lip MT-nnn rprnrrlR to 

incorrectly forwarded 
Aitnougn tne mistake of 

could have been caught by the case agent, it could 
remedied at that point. The collection had already 
The case agent's desire for a quick and timely 

b4 
b7D 

b7E 
b7A 

noc nave oeeri 
taken place. 
analysis of the records caused her to forward the records to the 
Counterintelligence Division at FBIHQ without noticing that she 
had been sent records belonging to her subject that were not 
within the time period stated in the NSL. Although the above 
facts technically constitute an example of an over-collection, 
the obtaining of the records was not the fault of the case agent. 

beli eyes that the above over-collection is 
believes that the records they easily rectifiabie. 

received still fall within the investigative time frame of their 
case and could have been obtained by tfie extension of the time 
period listed on the face of the NSL. I 

In order to rectify the 
h6W lritsrfds on reissuing an NSL current situation, 

specifically for the telephone records initially received from 
also intends to issue an additional NSL, 

specifically requesting telephone records for the original time 
perioc believes that 
both time periods fall within the scope of the referenced pending 
investigation. 

(U) 
This matter is being brought to the attention of 

the IOB for proper review. OGC will prepare an appropriate cover 
letter and an enclosure for the Deputy General Counsel to report 
this matter. 

NSL VIO-540 



SE^ET 

To: Inspection From: Office of the General Counsel 
Re: 2 7 8 - HQ-CI 2 2 9736-VIO, 03/16/2006 

(U) 

b2 
b7E 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) j^) For whatever action deemed appropriate 

Set Lead 2 : (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) F o r information. 

Set Lead 3: (Info) 

For information. 

1 
b6 1 
b7C 1 

Ms . Thomas 

NSLB IOB Library 

NSL VIO-541 



March 16, 2006 

BY COURIER 

Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
New Executive Office Building - Room 5020 
Washington, D.C. 20503 

Dear Mr. Friedman: 

This letter forwards for your information a self-explanatory 
b2 enclosure entitled "Intelligence Oversight Board Matter, IOB # 

2006-1 (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

b6 
b7C 

- Ms. Thomas 

- 27 8-HQ-C122 97 3 6-VIO 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

Bsoia^s ifyorTr 
Sfc^ET 

NSL VIO-542 



SIpgf^T 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Very truly yours, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

2 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

SE^JS^T 

NSL VIO-543 



S E ^ E T 

bl 
b6 
b7C 
b2 
b7E 
b7A 
b4 
b7D 
b7A 

b4 ) 
b7D 
bl 
b7A 

bl 
b7A 

b4 
b7Ds 

b2 
b7E 
b7A 

b2 
INTELLIGENCE OVERSIGHT BOARD MATTER 

COUNTERINTELLIGENCE DIVISION 
FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS 

IOB MATTER 2 005-

On May 9, 2 005, 
National Security Letter (NSL) , provide all"local ana long' distance toll 
billing records associated with a siih.grrihpr acrmmt 

J Tnsf pad 
for 
provided. 

No othe] 
was provided toll records 
toll records were 

(S) Upon receiving the records from the case agent 
requested analytical assistance from the Counter i nt.e I I i aence Division at 
FBIHQ. The records contained 

maae oy 
analyzing the records. 

ifië cayö ayenr uiu nor oaren rne ôïtûï— 
prior c'o the request to FBIHQ for assistance in 

the case agent requested an 
Part of the extension 

reason cited in the extension request was the analysis of the phone 
records by FBIHQ. 

had incorrectly forwarded the wrong records to 
Although the mistake of could have been caught 

by the case agent, it could not have oeen remedied at that point. The 
collection had already taken place. The case agent's desire for a quick 
and timely analysis of the records caused the case agent to forward the 
records to the Counterintelligence Division at FBIHQ without noticing 
that the wrong records had been sent. 

b2 
b7E 

Although the above facts technically constitute an example of 
an over-collection, the obtaining of the records was not the fault of 
the case agent. The over-collection issue can be rectified by 

( U ) 

This matter is being brought to the attention of the IOB for 

\ NSL VIO-544 
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SECRET 

proper review in accordance with Section 2.4 of Executive Order 12863. 

SECRET 

NSL VIO-545 



(Rev. 01-31-2003) 
SESTET 

FEDERAL BUREAU Of INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 04/13/2006 

Attn: NSLB 

From: Inspection 
Internal Trnr̂ gf- i rr;3t i nriQ Sprt"inn 
Contact: UC 

bo 
b7C 
b2 

-ŒU—RûûnL-118 6 5 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 
b2 

Miller David 

(U) 27 8- HQ-C12 2 973 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1967 
0GC/I0B# 2006-j 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

(U! X 

Reference: 

bl 
b7A 
b2 
b7E 

(U) 
(S) 
(U) 

Declassify On: 

2;b-Hu-Li229;jb-vio striai 

1210 

1281 

(UI Oetails: 
an EC from 
[OB error. 
IIS's opinion the matter described 
willful misconduct. Therefore, no 

The Internal Investigations Section (IIS) 
Division dated 2/9/2006, reporting a 

sed upon a review of the referenced EC it 
therein is not indicative of 
internal investigation will be 

received 
possible 
is the 

conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

SEC^SJT 

NSL VIO-546 



(Rev. 01-31-2003) 
sè^RET 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
b2 
b7E 

Precedence : 

To: 

ROUTINE Date: 04/14/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Tmrpgfinat-inrig Ĉ ot-i on Rnnm j.1865 
Contact: CRS 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

b2 

Miller David I1 % . 

(U) 2 63-HQ-O-U - 428 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1967 
0GC/I0B# 2006-1 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U)-])b5 Deri?\red~~E£OB^-T G-3 
Z X DeclagsIfyOir^-Xl 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1210 
Reference: (U) 9 7«-wn_ri ̂ Q ^ c - v m ĉ v-i m n 

bl 
b7A 
b2 
b7E 

(u) 
(S) 
(U) 2 78-HQ-C1229 736-vio Serial 12 81 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, u s aid not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter 
was brought to our attention as required by the revisions 
mandated by National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6) . 

NSL VI'O-547 



U.S. Departmei f Justice 

Office of the Inspector General 

DATE: November 22, 2006 UUIUIL/ A, J Y !_• :1 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: 

b z 
b7E 

OIG Complaint No. 2007001062 
Subject: Unidentified 

Division 
FBI No. 263-HQ-0-U-428 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

| [ This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

| | This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whist leblower Protection Act. 

Attachment 

NSL VIO-548 



SUBJECT: Unidentit led, FBI 
Title: UNID 
Component: FBI 
Misc : 
Home : 
Phone: 
Work: 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 
Offenses 689 

COMPLAINANT : 
Title: SA 
Component : FBI 

Pay Plan: 
EOD Date: 

M l S C : 

Home : 
Phone : U -
Work : , , 
Phone: (202) 
Contldentiai : 

ZIP : 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 

Authority: none 

b2 

b7C 

Details : 
The FBI provided information regarding a potential IOB matter. 

(S) 
m 5/9/05, 

submitted a National Security Letter (NSL) requesting billing records for the target of the 
investigation 
records 

Instead of receiving the requested 
received toll records for the billing date 

immediately noticed by the case agent. 
and the error was not 

b2 
b7E 
bl 
]o i 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 05/09/2005 TIME: 
CITY:| State: Zip : 

b2 
=b7E 

DISPOSITION DATA: Disposition: M Date : 04/06/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 11/21/2006 Component: FBI 
Patriot Act: N Civil Riqhts: N Component Number: 263-HQ-0-U-428 
Sensitive: N Whistleblower: n Consolidated Case Number: 

Remarks: 
11/21/06: Predicating material contains classified information which will be maintained m 
a secure container at OIG/INV/HQ. (stp) 

Mil; 06-05-200? 
FBI I1F0. 
CLASSIFIED I T 65179 Émti/1 
BIàSOI; 1.4 (e) Pi ir fi h e; e* TTnr rar * ne ne ono' 

NSL VIO-549 

Page 1 of 1 P r i n t e d 11/21/2006 1 2 : 2 1 : 2 9 



FD-96? (Rev. 03-21-2005) 

sk^RET 
FEDERAL BUREAU OF INVESTIGATION 1 

b2 
b7E 
b6 
b7C 

Precedence: ROUTINE 

To: Inspection 

General Counsel 

From: 

Contact: SA 

Approved By: 

Drafted By: 
m 

Date: 12/01/2005 

Attn: IIS, Room 11861 

Attn: NSLB, Room 7 97 5 

b2 

Case ID #: 2 78-HQ-C12 2 973 6 - VIO' 

Title: (U) S A C 
SSA 

Mark leao^ts covered/ 

or close 

Date /. 

Initials 

(U), 
Synopsis : 

(U) ( 

Details : 

bl (s) l. 
b6 
b7C 
b2 (s) 2. 
b7E 

INTELLIGENCE ÖVERÖ1ÜHT ¿OARD (IOBl/E 

To report possible IOB error. ! 

D ë T H r v e d ^ r o m ^ ; G~rir ta 

Dsda«s±îyOîn s, 

Jo 2 

b7E 

lu^Lfimî^ 

( U h ^ f 3. Possible IOB Error: 

(jjj .--̂ PŜ  The Attorney General's Guidelines Provision: Section V 
m 9) 

(U) 
bl(S) 

^ S ^ 4. Description of IOB Error: 

bl 
b6 
b7C 
b7A 

I 

The use of an National Security Letter 
(NSL) in conformity with 18 U.S.C. 2709, relating to subscriber 

b6 
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SECH^ET 

Inspection From: 
2 7 8- HQ-CI22 97 3 6-VIO, 12/01/2005 

formation, toll billing records, and electronic communication 
1 records, was an authorized investigative technique ]q7 P Gangart i rnia 

b7E 
b7A 

bl L 
b6 
b7C 
b2 
b7E 
b7A 

. ( S ) _ ! 

bl 
b6 
b7C 
b2 
b7E 
bl™-
b6 
b7C 
b2 
b7E 
H 7 A 
bl 

b7C 
b2 
7 E 

-(S)-

L 

-(S)-

.(S). 

b X jlAgent in good faith .TA —I I I ^ 
bl requested subscriber and toll information for telephone number 

b7C 
b7A S) On 11/07/2005, Agent received subscriber information and 

toll records for telephone number 

bl 
b6 
b7C 
b2 
b7E 
b7A 

b2 
b7E 

t-hp mrrpnt- Riihsrnhe.r for the telephone number was not 
Agent noticed 

was no connection^ 
Agent informed the 
(CDC). 

I 
nnrp Aoent determined there 

records. CDC 
the records. 

Division's Chief Division Counsel 
about the qn^r-ri hpr information and toll 

tïïën notified AGC about 

( U ) 

uploaded , , 
and submitted to ITOS I/CONUS III. Agent also ensured the squad 

The subscriber information and toll records were not 
] but were immediately sealed 

SEC CK̂ E"] 

bl 
b6 
b7C 
b2 
b7E 
b7A 
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SECKBQ^ 

To: Inspection From: 
Re: 218 - HQ - CI 2 2 97 3 6 - VIO, 12/01/2005 

b2 
b7E 

( U ^ N 

rotor removed any reference in ACS for the acf.ufl] subscriber1 s 
name, address and email address for case file b7A 

J 

SECR 
3 
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se^KET 

b2 „ To: Inspection From: 
b / E Re: 2 7 8-HQ-C12 2 97 3 6 -VIO, 12/01/2005 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate 

SECR: 
4 

NSL VIO-553 



(01/26/1998) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE Date: 3/29/06 

b6 
b7C 
b2 
b7E 

Counterterrorism 
Inspection 

Attn: 
Attn: 

Attn: 

SAC, CDC 
_2LD 

Internal Investigative 
Section, Room 11865 

From: General Counsel 
Counterrorism Law Unit II/LX-1 3S100 

Drafted By: 

Case ID #:(U1 2 7 8-HQ-C12 297 3 6-VIO 

b6 
b7( 
b2 

Title: 
(U) 

SA 
SS/ 
INTELLIGENCE OVERSIGHT BOARD 
IOB 20061 

(U)? Synopsis : It is the opinion of the Office of the General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB), but, rather, that a record of 
this decision should be maintained in the investigation control 
file for review by the Counsel to the IOB. 

bl 
b2 
b7E 
b7A 

Reference : ( s ; 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 6.1. 

bo 
N^, b7C SEÌ&RET 

X 0IG/D0J REVIEW 
FBI INVESTIGA^ 
OIG/DOJ 
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b2 
b7E 

b2 
b7E 

(U) 
To: I 
Re : 

SECRET 

From: General Counsel 
2 7 8-HQ-C1229736 -VIO, 03/29/2006 

Referenced communication from the Details: (U) 
Field Office to OGC, dated 12/01/2005, requested 
that OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. In our opinion, it 
does not. Our analysis follows. 

from T 
As discussed in the electronic communication (EC 
I cited below,1 

bl 
b6 
£b7c' 
b2 I 
b7E 

;hat is,—â—"United StâtêS person as nidi leini is useu1 
m section"101(i) of the Foreign Intelligence Surveillance Act of 
1978 (FISA),2 in order to investigate information or allegation 
o.f-

(U) During the course of the investigation, 
issued a National Security Letter (NSL) pursuant to the 
Electronic Communications Privacy Act, 18 U.S.C. § 2709. That 
statute permits the FBI to request telephone toll billing records 
that are "relevant to an authorized investigation to protect 
against international terrorism or clandestine intelligence 
activities, provided that such an investigation of a United 
States person is not conducted solely on the basis of activities 
protected by the first amendment to the Constitution of the 
United States." 

.On or about September 30, 2005, a National Security 
Letter (NSL) was issued to a telephone carrier for the telephone 
toll billing records of a phone number identified as that of the 
target. Prior to issuing the NSL for subscriber information and 

b2 
b 7 E 
b6 
b7C 

titled "SA \ 
(IOB) Errors— 

EC from 
SSA 

to Inspection and OGC dated 12/01/2005 and 
Intelligence Oversight Board 

(U) A "United States person" (USP)is defined in Section 101 (i) of 
the Foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 1801 
et seq.) as "a citizen of the United States [or] an alien lawfully admitted 
for permanent residence (as defined in section 101(a) (20) of the Immigration 
and Naturalization Act) . . . ." See also Section II.W of The Attorney 
General's Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations. 

SE 
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b2 (UJ 
b7E To: t From : 

S^RET 

General Counsel 
b2 Re : ipS^ 2 78-HQ-C122 973 6 -VIO, 03/29/2006 

,^b/E -0i_i records, 
bl was a number used by-

fi eld office confirmed telephone number 
through the following means: 

bl 
b6 
b7C 
b7A 

(p^The results obtained from the carrier in response 
to the NSh identified the subscriber of the telephone as someone 
other than 
carrier was 

thus, the information returned from the 
the telephone toll billing records of a wholly 

unrelated individual. Upon receipt of the records, the error was 
discovered by the case agent and the records were set aside and 
not reviewed or used for any other investigative purpose. 

(U) Section 2.4 of Executive Order (EO) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive. This 
language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 

SEC C K S ^ 

3 
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b2 
b7E 

b2 
b7E 

To From: 

SÈ^RET 

General Counsel 
R e :(U)jX, 278-HQ-C1229736-VI0, 03/29/2006 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of 
guidelines or regulations approved by the Attorney General in 
accordance with EO 12333, dated 12/04/1981, if such provision was 
designed in full or in part to ensure the protection of the 
individual rights of U.S. persons. Violations of provisions that 
are essentially administrative in nature need not be reported to 
the IOB. The FBI is required, however, to maintain records of 
such administrative violations so that the Counsel to the IOB may 
review them upon request. 

( U ) Section V.ll., Investigative Techniques, of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG) 
provides that National Security Letters may be issued in 
conformity with statutory requirements, including 18 U.S.C. 
§2709. Title 18, U.S.C. § 2709 provides that the FBI may seek 
toll billinq information from telephone carriers that is relevant 
to an authorized national security investigation. At the time 

issued the NSL for the toll billing records, it had a 
reasonable basis to believe that the records it was requesting 
were relevant t° ^uthnri7ed national security investigation. 
Whether or not might have done more vetting given the 

not a legal decision for OGC to conflicting information is 
ponder. NSLs are the appropriate vehicle for verifvinq 
subscribers and at the time the NSL was issued, 
the appropriate legal authority to issue the NSL. 
does not find that a violation occurred. 

had 
Therefore, OGC 

(U) It is our opinion that this matter need not be 
reported to the IOB. Consistent with our prior opinions, a 
record of this decision should be maintained in the control file 
for future review by Counsel to the IOB. 

SECR" 

4 
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h 2 
b7E 

To: From: General Counsel 
Re ,„ J&l ^ V y -HO-C12 2 9 7 3 6 - VIO, 03/29/2006 

(Ur ^ 
LEAD(s): 

Set Lead 1: (ACTION) 

b2 
b7E 

(U) For review and action deemed appropriate. 

Set Lead 2: (INFO) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 3: (ACTION) 

INSPECTION 

AT WASHINGTON, DC 

(U) For review and action deemed appropriate 

b6 1 
b7C 

SÈ^RSQ^ 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 04/27/2006 

Attn: NSLB 

b2 
b7E 

From: Inspection 
Internal Investigations Section, IPU, 
Contact: CRS 

Room 118 65 

Approved By: Miller David Ian 
b6 
b7C 
b2 ; 

Drafted By: 

Case ID #: 

Title b 2 'u) 

(U) 2 7 8- HQ-C122 973 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKIMaS_J,52 6 
0GC/I0B# 2006-1 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 7 8- HQ-C12 297 36-VIO Serial 1053 
2 7 8- HQ-C1229736-VIO Serial 1308 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from Division dated 12/1/2005, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is not 
considered willful misconduct. Therefore, no internal 
investigation will be conducted by the IIS and this matter is 
being relegated to the NSLB for whatever action they deem 
appropriate. 

NSL VIO-559 



FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE Date: 05/01/2006 

Attn: SAC (Personal Attention) 

b6 
b7C 
b2 

From: Inspection 
Internal Rprt- i nn. TPU. Room 11865 
Contact: CRS 

b2 
b7E 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

b2 

Miller David Ian 

(U) 263 -HQ- 0-U - 436 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 152 6 
0GC/I0B# 2006 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

( U ) DeriT* 
Declassify OnT 

-3 

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1053 

Reference: (U) 278-HQ-C1229736-VIO Serial 1053 
278-HQ-C1229736-VIO Serial 1308 

Details: (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

NSL VIO-560 



DATE: November 20, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Fédéral Bureau of Investigation 

FROM: 

SUBJECT: 

b7E 

Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

OIG Complaint No. 2007001036 
Subject: Unidentified 
FBI No. 263-HQ-0-U-436 

• 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

J I This complaint will be investigated by the OIG. 

I M P O R T A N T NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whist leblower Protection Act. 

Attachment 

NSL VIO-561 



DIG - INVESTIGATIONS DIVISION Complaint Form OIG NO.: -689-2007-001036-M 

Received By Date Received: 04/20/2006 How Received: A 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc : 
Home : 
Phone: 
Wor k: 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO : 
D.O.B.: 

Alien No.: 
F.B.I.No.: 
B.0.P.No. : 

D/L No. : 
Offenses: 689 

b2 
b6 
b7C 

Details : 
The FBI provided information reporting a possible IOB matter involving subscriber 
information obtained from a NSL which yielded data information associated with a party 
different and unrelated to the FBI target. (dz) 

ALLEGATIONS: 689 IOB Violation 
f l r r i i r r p n r p H a f P ' TIME : 
CITY State: 

b2 
b7E ip: 

DISPOSITION DATA: Disposition: M Date: 11/20/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 11/20/2006 Component: FBI 
Patriot Act: N Civil Riqhts: N Component Number: 263-HQ-0-U-436 
Sensitive: N Whistleblower: N Consolidated Case Number: 

Remarks : 
Case referral to Kaiser/FBI/INSD, 11/20/06 (dz) 
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(Rev. 01-31-2003) 

b2 
b7E 
b6 
b7C 

b2 
b7E 

b2 
b7E 

(M 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

b2 

i f r n ; 

Date: 10/27/2005 

Attn: NSLB 

Case ID #: (U) 
(U) 

Title: (U) 

2 78-HQ-C122 973 6-VIO - 1035 
278-|_]c85270 (Pending) 

POTENTIAL IOB MATTERS 

(Pending) 

EXCEPT 

Synopsis: (U) To report a potential IOB mattci 
General Counsel, NSLB. 

uw une wj 

(U) 

Details: (S) The following information is provided for the 
Office of General Counsel, NSLB, on a potential IOB matter in the 

Division, Resident Agency: 

(S) 1. 

bl (S) 2 . bl 
b6 (U) 3 . 
b7C 
b2 (U) 4 . 
b7E (U) 6 . 

(U) On 

File Number: 

Subject Name 

US Person Status: Illegal Alien 

Date Case Converted from 272: 02/24/2004 

Statement of error: 

became aware of a 
potential IOB matter. Captioned matter was opened as 

investigation On 10/7/200(4), the 3 
case agent submitted an electronic communication requesting-
conversion to a 31^] based on information derived from the 272 
investigation. This conversion electronic communication was not 
uploaded or sent to the file. The case, agent, believing he had 

iL M 
S c ÂAsJLAvC . 

., I itffoic 

SEb^ET^ 

$ôlôb t>6 
T b7C 

kJ^' 
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SEKRET 

To: General Counsel From: 
Re: (U) 2 78-HQ-C1229736-VIO , 10/21/2005 

b2 
b7E 

b2 
b7E 

proper authority, submitted a National Security Letter on 
10/21/2003 for toll and billing records of the subject. The 
National Security Letter was served and results transmitted to 

f Iby the delivering division on 01/06/2004. The case 
agent re-submitted the conversion electronic communication on 
02/02/2004. However, the conversion was not properly authorized 
because it was not signed by the Special Agent in Charge (SAC). 

No FBIHQ notification was made upon the conversion to a 315 
b2 matter and no annual Letterhead Memorandum (LHM) was submitted. 

Those oversights are generally non-reportable administrative 
matters. Although facts existed which would have supported a 315 

Based on the foregoing, 
(S, G ras obtained prior to the issuance of a National 

Security Letter. 
this matter as a potential IOB violation. 

reports 

2 
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SECRET 
b2 t o: General Counsel From: 
b7E Re: (U) 2 78-HQ-C122 973 6 -VIO , 10/21/2005 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
b2 (U) The 
b7E potential IOB matter. 

Division advises NSLB of a 

SECR: 

3 
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(01/26/1998) 

SSJCRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Counterterrorism 
Inspection 

Date: 12/02/2005 

Attn: SAC 
CDC 

Attn: AD 
Attn: Internal Investigations 

Section (IIS) b2 
b7E 
bo From: General Counsel 
b7C National_ Security Law Branch/LX Crossing, _Room 5S200 

Contact: 

b6 
b7C 

Approved By : Thomas Julie F 

Drafted By: 

Case ID #: ( 

.-itle(uj 

b2 

( U )
 v 

278-HQ-C1229736-VIO (Pending; 

SA 
SA 
INTELLIGENCE OVERSIGHT BOARD 

MATTER 2006-j j IOB) 

Synopsis.'"' It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB) and to the Internal 
Investigations Section of the Inspection Division, FBIHQ. OGC 
will prepare and deliver the necessary correspondence to the IOB, 
Our analysis follows. 

(U) DertvecL4romj^-S^3 
Dec^i^s-riy'oir^—X^l 

SECRET 

b7C 
01G/D0J REVIEW! 
FBI INVESTIGATI 

W W H ^ S T I G A T Ì C f f 

V 



b2 
b 7 E 

b2 
b7E 
bl 
b6 
b7C 

SECRET 

From: General Counsel 
2 7 8-HQ-C122 97 3 6-VIO, 12/02/2005 

R e f e r e n c e : 
(U) 

278-HQ-C122 9736-VIO Serial 1035 
278- -C85270 Serial 15f 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 6.1. 

Details : As reported by the 

-1-0-/2 -7-/-2-D-Q-5-,-

Division 
in an Electronic Communication (EC) dated 

On 10/07/2003, case agent SA 
Resident Agency (' 

his principal relief supervisor. SA f 
the conversion of 
i n v e s tig a t.i.o.n o f 
investigation. 

RA' 

(S) 
bl 
b6 

Supervisor SA 
b2 
b7 
S 

to a "31 

of the 
submitted an EC to 

requesting 
:riminal 

national security 
however, Tne conversion EC was neither uploaded 

into—SHS—am: to the Bureau file, and it was not approved by 
the Isoecial Agent in Charge (SAC). Principal Relief 

who received the conversion request by 
SAC Bureau Mail from the RA was unaware that the 

needed to approve the conversion and thus did" not send the EC up 
the chain for approval. Nevertheless, SA| | believed he had 
proper authority to conduct a 315 investigation, and on 
10/21/2003, he submitted a National Security Letter ("NSL") for 
toll and billing records of the subject. The NSL was served and 
the results transmitted to 
division on 01/06/2004. 

by the delivering 

(S) At this point, the case agent realized that the 
conversion of his investigation had not yet occurred, so he re-

ts) The 
term "United States person" is used m Section iUi(i) of the Foreign 

b l Intelligence Surveillance Act of 1978 (FISA)(codified at 50 U.S.C. § 1801 et 
y^f seq.) and is defined as "a citizen of the United States [or] an alien lawfully 

admitted for permanent residence (as defined in section 101(a)(20) of the 
b 7 C Immigration and Naturalization Act) . . . ." See also Section I.C of The 

Attorney General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG). 

SESRET 
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b6 
b7C 
b2 

bo 
b7C 
b2 

b6 
b7C 
b2 
b7E 

b2 
b7E 

b6 
b7C 
bl 
b2 
b7E 

To: 
Re 
(Ur 

SEC 

From: General Counsel 
27 8 -HQ-CI'2 29736-VIO, 12/02/2005 

-Ih^s EC, too, was 
continued to 

The error 

submitted the conversion EC on 02/02/20QA. 
never approved by the SAC. However, SA 
investigate the subiect 
was discovered or '2U0b during an inspection ol 
conducted by the Inspection Division. Still, on 10/28/2005, SA 

submitted a reguest for an extension of this case, citing 
even though no T E 

had ever been properly initiated. 

Wb^X^ During the period that SA I I conducted this 
investigation as a 315 matter, no notification of the conversion 
(which he assumed to have occurred) was made to FBI Headquarters 
and no annual letterhead memorandum was submitted. 

<U> J X In November 2005, following the submission of the 
potential IOB violation to the Office of the General Counsel, the 

on the Indianapolis Chief Division Counsel instructed SA 
proper means to convert a criminal investigation to a 315 
national security investigation. 

(U) Section 2-56 of the National Foreign Intelligence 
Program Manual (NFIPM) requires OGC to determine whether the 
facts related above are required to be reported to the IOB. 
Section 2.4 of Executive Order (EO) 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, INSD, and the General Counsel, OGC, respectively) 
report to the IOB "concerning intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
order or Presidential directive." 

m M Applying these principles to the 
concludes that the continued investigation 
S A h a s errantly conducted as a 315 
investigation beginning when he submitted 
10/21/2003, violated The Attorney General' 
National Security Investigations and Forei 
Collection (NSIG), Section II.C. The NSIG 
National Security investigation be open on 
i nvesti aativp techniques may be used. In 

SAC had not approved conversi 
investigation to a 315 investigation, and 
investigation, which included the service 

case at hand, OGC 
of the subject which 

national security 
a request for an NSL on 
s Guidelines for FBI 
gn Intelligence 
requires that a 
a subject before 

this case, the 
on of the 272 
the subsequent 
of an NSL, was 

SE CRJ2T 
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b7E 

S E ^ E T 

From: General Counsel 
278-HQ-C1229736-VIO, 12/02/2005 

conducted without appropriate authorization. Consequently, in 
accordance with E.O. 12863 and Section 2-56 of the NFIPM, the 
inadvertent error must be reported to the IOB, which this Office 
will do. 

SJSCRE' 

4 
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To :_ 
Re: 
(U) 

IK 

SECRET 

From: General Counsel 
278-HQ-C1229736-VIO, 12/02/2005 

b2 
t»7E LEAD (s) : 

Set Lead 1: (Info) 

(U) Read and Clear. 

Set Lead 2: (Action) 

INSPECTION 

AT INTERNAL INVESTIGATIONS SECTION, DC 

(U) For action deemed appropriate. 

Set Lead 3: (Action) 

COUNTERTERRORISM 

AT WASHINGTON, P.C. 

(U) For action deemed appropriate 

b 6 
' (^ 

- . Mw T h n r n a q 

- IOB File 
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BY COURIER 

b2 
b7E 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, 

Field Office, IOB Matter 2006] |. ( u ; 

This LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection and/or laws, Executive Orders, or 
Presidential Directives which govern FBI foreign 
counterintelligence and international terrorism investigations. 
(U) 

Enclosure 

b6 
b7C 
b2 

Ms. Thomas 
[ 
2 7 8-HQ-C12 2 97 3 6-VIO 
Inspection Division 
Mr. Hulon 

IOB 2006- /v; 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIO-571 



Mr. Stephen Friedman 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

2 
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S ^ R E T 

TNTTFT T t o f m p f OVFT?<U(GF]T BOARD (IOB) MATTER 

b2 
b7E 

FIELD OFFICE 
IOB MATTER 2006| [U) 

bl 
bo 
b7C 
b2 
b7E 

(Si 

(S) 

-(S). Investigation of this IOB matter has determined thatl 

Ö T 
an EC to his principal relief 
the conversion of 

toi 

~0n 10/07/2003, case agent SA 
Resident Agency 

supervisor, SA 
" RA " ) submitted 

requesting 
criminal investigation of 

] national security investigation. However, the 
was neither uploaded into ACS nor sent to the Bureau file, conversion EC 

and it was not approved by the 
(SAC). Principal Relief Supervisor SA 

Impeciai Agent in Charge 
who received the 

conversion request by Bureau Mail from the RA, was unaware that the 
SAC needed to approve the conversion and thus did not send 

Nevertheless, SA believed he the EC up the chain for approval, 
had proper authority to conduct a 315 investigation, and on 10/21/2003, 
he submitted a National Security Letter ("NSL") for toll and billing 
records of the subject. The NSL was served and the results transmitted 
to by the delivering division on 01/06/2004. At this 
point, the case agent realized that the conversion of his investigation 
had not yet occurred, so he re-submitted the conversion EC on 
02/02/2004. This EC, too, was never approved by the SAC. However, SA 

continued to investigate the subject qnder the 315 
classif icatioQ, 
inspection of 

T h e e r r o r 

on 10/28/2005, SA 
case, c it i.nq it- as a 

was discovered on 2005 during an 
conducted by the Inspection Division. Still, 

submitted a request for aniextension of this 
even though no 

period that Sa 
^Jhad ever been pr o p e-r ly init"1 ated. During the 

"conducted this investigation as a 315 matter, no 
..no-t-i-f-i cat 1'off" of the conversion (which he assumed to have occurred) was 
made to FBI Headquarters and no annual letterhead memorandum was 
submitted. In November 2005, following the submission of the potential 
IOB violation to the Office of the General Counsel, the Indianapolis 
Chief Division Counsel instructed S a | o n the proper means to 

bl 

SECRET 
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SE T 

convert a criminal investigation to a 315 national security 
investigation. The continued investigation of the subject by SA| 
as a 315 national security investigation beginning when he submitted 
request for an NSL on 10/21/2003, violated The Attorney General's 
Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection (NSIG), Section II.C. 

(U) This matter also has been referred to the FBI's Internal 
Investigations Section of the Inspection Division for action deemed 
appropriate. p Q 

- 4 -
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 04/27/2006 

Attn: NSLB 

b6 
b7C 
b2 

From: Inspection 
internal Investigations Section, IPU, Room 11865 
Contact: 

Approved By: Miller David Ian 

Drafted By: 

'"Case ID # : 

Title: 

b t 

(u) 

(U) 2 78-HQ-C1229736 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 174 3 
OGC/IOB# 2006-

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278 -HQ-C1229736-VIO Serial 1035 
2 7 8- HQ-C1229736-VIO Serial 1175 

(U) The Internal Investigations Section (IIS) received 
Division dated 10/27/2005, reporting a 

b2 
b7E 

Details: 
an EC from 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 
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(Rev. 01-31-2003) 
SECRET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

b2 

Precedence: ROUTINE 

To: 

Date: 05/01/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
T ^ t - o - r r ^ ! T n v p c i t - i n a H n n R Section. IPU. Room 11865 
Contact : 

Approved By: Miller David %EC:-'\ 

Drafted By: 

Case ID #: 

Title: (U) 

(U) 2 63-HQ-0 - U - 438 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 174 3 
0GC/I0B# 20061 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) [ Deri 
D rsify 

G-3 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1035 

Reference : (U) 278-HQ-CI2297 36 -VIO Serial 1035 
278-HQ-C1229736-VIO Serial 1175 

Details (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 

b2 indicative of willful misconduct. IIS only addresses allegations 
b7E where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 
•• 

SE 
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U.S. Départait of Justice 

h 7 Office of the Inspector General 

Washington, D C. 20530 

DATE: November 22, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001070 
Subject: Unidentified) 
FBI No. 263-HQ-0-U-438 

b2 
b7E 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

| | This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

| | This complaint will be investigated by the OIG. 

I M P O R T A N T N O T I C E 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whist leblower Protection Act. 

Attachment 
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>IG - INVESTIGATIONS DIVISION - Complaint Form 01G NO. -689-i >007-001070 -M 

deceived By :| Date Received: 04/20/2005 How Recei ved: A 

SUBJECT: Unidentified, FBI 
'itle: UNID 
Component: FBI 
J i s c : 
lome : 
'hone: 
Jork : 
'hone : 

COMPLAINANT: I— 
"itle : ATTY 
Component: FBI 
lisc: 
lome : 
'hone: () -
Jork: , , 
'hone: (202) 
Confidential: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP; 

S S NO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

Pay Plan 
EOD Date 

ZIP 

ZIP 
Revealed 

689 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

DetaiIs : 
The FBI provided information reporting a possible IOB matter involving the conversion of an 
Electronic Communication (EC) that was neither uploaded into ACS nor sent to the bureau file 
and was not approved by the |SAC. (dz) 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 
CITY : 

TIME: 
State : Zio: 

b2 
b7E 

DISPOSITION DATA: Disposition: M Date: 11/21/2006 Approval: POWELL, GLENN G 

deferred to Agency: FBI Date Sent: 11/21/2006 Component: FBI 
'atriot Act: N Civil Riqhts: N Component Number: 263-HQ-0-U-438 

Sensitive: N Whistleblower: N Consolidated Case Number: 

Remarks : 

Case referral to Kaiser/FBI/INSD, 11/22/06 (dz) 

Page 1 of 1 
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