
U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D.C. 20535 

ESQ. MARCIA HOFMANN 
ELECTRONIC FRONTIER FOUNDATION 
454 SHOTWELL STREET 
SAN FRANCISCO, CA94110 

December 17, 2007 

Subject: SYSTEM DCS-3000 and RED HOOK 

FOIPANo. 1056287-000 and FOIPA#1056307-1 

Dear Ms. Hofmann 

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5, 
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from disclosure, 
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was 
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked 
below and explained on the enclosed Form OPCA-16a: 

ia(b)(1) 

Bi(b)(2) 

•(b)(3) 

• (b)(4) 

13(b)(5) 

8(b)(6) 

659 page(s) 

Section 552 

were reviewed and 659 

13(b)(7)(A) 

• (b)(7)(B) 

8(b)(7)(C) 

8(b)(7)(D) 

8(b)(7)(E) 

0(b)(7)(F) 

•(b)(8) 

°(b)(9) 

page(s) are being released. 

Section 552a 

• (d)(5) 

°(i)(2) 

D(k)(1) 

• (k)(2) 

•(k)(3) 

• (k)(4) 

D(k)(5) 

•(k)(6) 

°(k)(7) 

• Document(s) were located which originated with, or contained information concerning other 
Government agency(ies) [OGA]. This information has been: 

• referred to the OGA for review and direct response to you. 

• referred to the OGA for consultation. The FBI will correspond with you regarding this 
information when the consultation is finished. 

• You have the right to appeal any denials in this release. Appeals should be directed in 
writing to the Director, Office of Information and Privacy, U.S. Department of Justice,1425 
New York Ave., NW, Suite 11050, Washington, D.C. 20530-0001 within sixty days from the 
date of this letter. The envelope and the letter should be clearly marked "Freedom of Information 
Appeal" or "Information Appeal." Please cite the FOIPA number assigned to your request so that it 
may be easily identified. 



Enclosure(s) 

• The enclosed material is from the main investigative file(s) in which the subject(s) of your request was 
the focus of the investigation. Our search located additional references, in files relating to other 
individuals, or matters, which may or may not be about your subject(s). Our experience has shown, 
when ident, references usually contain information similar to the information processed in the main file(s). 
Because of our significant backlog, we have given priority to processing only the main investigative file(s). 
If you want the references, you must submit a separate request for them in writing, and they will be 
reviewed at a later date, as time and resources permit. 

si See additional information which follows. 

Sincerely yours, 

ovft^y—^ 

David M. Hardy 
Section Chief 
Record/Information 

Dissemination Section 
Records Management Division 

Please be advised that this is the eighth interim release as ordered by the court on May 7, 2007 for 
documents concerning surveillance systems known as DCS-3000 and Red Hook. 

The first page of this correspondence reflects that 659 pages were reviewed for this release. There were 
actually 1,022 pages reviewed, however, after a review by the technical operations group that manages the system, 
they determined that 363 pages of this material was not responsive to the request. 

A decision has not been made concerning your request for a waiver of fees. We will be corresponding 
with you concerning that request in the near future. In the interim, we are providing you with the enclosed documents. 
Pursuant to Title 28, Code of Federal Regulations, Section 16.11, there is a fee often cents per page for duplication. 
No fees are assessed for the first 100 pages. If it is determined that you do not qualify for a fee waiver, duplication fees 
will be assessed accordingly. 



EXPLANATION OF EXEMPTIONS 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 

(b)(1) (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign 
policy and (B) are in fact properly classified to such Executive order; 

(b)(2) related solely to the internal personnel rules and practices of an agency; 

(b)(3) specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the 
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for 
withholding or refers to particular types of matters to be withheld; 

(b)(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential; 

(b)(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation 
with the agency; 

(b)(6) personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy; 

(b)(7) records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement 
records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person 
of a right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal 
privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or 
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled 
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security 
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law 
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such 
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or 
physical safety of any individual; 

(b)(8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for 
the regulation or supervision of financial institutions; or 

(b)(9) geological and geophysical information and data, including maps, concerning wells. 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 

(d)(5) information compiled in reasonable anticipation of a civil action proceeding; 

(j)(2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce 
crime or apprehend criminals; 

(k)(l) information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign 
policy, for example, information involving intelligence sources or methods; 

(k)(2) investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or 
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity 
would be held in confidence; 

(k)(3) material maintained in connection with providing protective services to the President of the United States or any other individual pursuant 
to the authority of Title 18, United States Code, Section 3056; 

(k)(4) required by statute to be maintained and used solely as statistical records; 

(k)(5) investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian 
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished 
information pursuant to a promise that his/her identity would be held in confidence; 

(k)(6) testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the 
release of which would compromise the testing or examination process; 

(k)(7) material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person 
who furnished the material pursuant to a promise that his/her identity would be held in confidence. 

FBI/DOJ 
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^ E 
No place to input type of installed device, serial number of device, C.O./B-box info, or Cabfe/Pair info 
Should have a way to indicate Case/Court Order/Target have been entered into TA 
Target number entry should be standardized (i.e. 702 

lb 6 
b7C 

fo2 
fo7E 

Check the court order expiration date calculator for accuracy (your expiration date calculations don't match DCS-3000 
dates) 
Should be a way to indicate that a Tech Request has been received 
A place to ente| |setup information 
ELSUR number entry for FISA 
FISA date and time entry for implementation and expiration 
A way to print this information in a format that would make a great cover sheet for each package 

I hope this helps! 

Have a great weekend, 
be 
bvc 

ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Investigative Technology Division (ITD) 
Las Venas Field Office - Squad 10 
702 
702 
702 

(Desk) 
(Fax) 
(Cell) 

be 
b'7C 

OriQinai Messaqe-
From:[ 
Sent: Friday. March l i 
To: 
Cc: 

(TTD) (FBI) 
, 2005 11:53 AM 
LV) (CON) 
(ITD) (FBI) 

Subject: TICTU application 

UNCLASSIFIED 
NON-RECORD 

he 
b 7 C 

It was sure good talking with you, 

hftm is sfima information for the application that TICTU is working on. It is called the[ 
I i t could one day be the front end for some piece of TICTU equipment, sue sucn as a voice BOX or 
system. 

please take a look a 

and cal| 

.YQlIf Ufifif flame is: 

liKe 

at telephone number: (540)1 pr cell phone number (202)1" be 
b7C 

SEGfmJ" 



SE^ET 
l(OTD) (FBI) \ 

From: I I (OTD) (FBI) 
Sent: lb6 Friday, June 03, 2005 1:31 PM 
To: b7c .fiflFFfTRf? MICHAEL (OTD) £BJ1 
Cc: 

Subject: 

MEL (OTD) £M . , , 
LOTD) (FBI);! ~ O T D ) (FB1);| |(OTD) (FBI); 

I (OTD) (Fi l l 
]VolP Intercept 

b2 
SENSITIVE BUT UNCLASSIFIED h 7 E 
NON-RECORD 

Mr. Clifford, 

I am pleased to report that TICTU recently assisted the Buffalo and New York City field divisions with FISA intercepts 
of two separate! h/olP telephony subscribers. Also, TICTU recently assisted the New York City office with a b 
pen-register intercept o t^ |/olP telephony subscriber. h 

2 
b'7E 

TICTU designed and developed a new intercept and delivery capability for the DCS-3000 system to facilitate 
these intercepts. I ^del ivers the CDC and CCC to ERF via an encrypted Internet VPN connection supported by 
TICTU. The new DCS-3000 features securely deliver the intercepted CDC and CCC {in VoIP format) in real-time to the 
appropriate field offices via the DCSnet where the established DCS-3000 clients route the information to the DCS-5000 
systems for collection. 

I i current intercept implementation is a hybrid solution: CDC data is accessed and delivered in compliance 
with the Cable Labs specification; CCC information is accessed by a "CALEA" feature on their Cisco CMTS routers and 
delivered in native VoIP format via UDP-IP. 

"intercept implementation is also baSPri nn the CahlP I ahs snfleificatinn Rut tinlikal I ( b"7E 
"pelivers the intercepted audio via thel I 

These are the first real-time VoIP intercepts conducted bv the FBI using CALEA-like intercept techniques. The New York 
office expects to conduct more intercepts with] {in the near future. 

I I foe 
b7C 

SENSITIVE BUT UNCLASSIFIED l b 7 E 

SEDRET 



SB^RET 

I tOTD) (FBI) 

From: I UNY) (FBI) 
Sent: b 6 Tuesday. August 02. 2005 8:48 AM 
To: l b 7 ^ I rOTm (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

rzzi 
How are you doing?? 1 attended the DCS3000 training last week, and (forgot to check with you regarding the password for 
the TICTU database. What information do you require to apply for login/pw?? Thanks very much. 

SO-,LCME__ 
212j__J 
8771 pager) fc« 

SENSITIVE BUT UNCLASSIFIED 

sE&kr 
w11™ W I \ o^. I H 



1(0TD) (FBI) 

From: h6 I |(NY) (FBI) 
Sent: fc>7c Wednesday. August 03. 2005 6:30 AM 
To: I ~ l (OTD) (FBI) 
Subject: RE: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Ok, fll give it a try. Thanks very much. 

S O - L £ M E _ ke 
2121 J h" 
871 fpager) 

Oin ina l Mpssane-nninai wpsganP ( 

From:| |OTD) (FBI) 
Sent: Tuesday. August 02~2005 2:42 PM 
To:l IfNY) (FBI) 
Subject: RE: be 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b l 

j cj j .4 have created an_acGOunt for you ort theTICTU database. From a DCS-3OQ0 machine goto 
your usemame is| ""fend your initial password isj I 
Please let me know IT you nave any problems or suggestions for the system 
thanks! 

LZH 
be 

Original Message—- b /c 
Fromi i(NY) (FBI) 
Sent! Tuesday. August 02. 2005 8:48 AM 
To:l IfOTDI (FBI) 
Subject: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



izn 
Epk SEMET 

How are you doing?? I attended the DCS3000 training last week, and I forgot to check with you regarding the 
password for the TICTU database. What information do you require to apply for login/pw?? Thanks very much. 

SO-1 CMP 

be 
b7C 

Jpager) 

SENSITIVE BUT UNCLASSIFtED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

r ĵr SECRET 



1(QTD)(FB1) 
SE^&ET 

From: be 
Sent: hir. 
To: 
Subject: 

c 
RE: 

3(NY) (FBI) 

J' 
Wrtnwr iw Anflmtro 2005 7:05 AM 

l(OTD) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

It worked fine. I was able to log-in and change password. 
Thanks again. 

SO-1 CMP 
213 | 
877 [pager) 

be 
b 7 C 

-—Original Message 
From:l IfQTDl (FBI) 
Sent; Tuesday, August 02, 2005 2:42 PM 
To:l "HNY) (FBI) 
Subject: RE: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Hey b i 

j s) - i have created an account for--you on the T1GTU database From a nns-annn maAhmAnntn 
your usemame is| Tand your initial password î  
Please let me know if you have any problems or suggtkuuiib IUI wubyltem. 

. thanhsl | 

Original Message—-
From:l IfNYl (FBI) 
Confr- T.iocHaw Annuel- m 2005 8:48 AM 

To J |(OTD) (FBI) 
Subject: 

b 7 C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

s Eb^i 



b7(-

[ZZI 
SEBRET 

How are you doing?? I attended the DCS3000 training last week, and I forgot to check with you regarding the 
password for the TICTU database. What information do you require to apply for login/pw?? Thanks very much. 

SO-l£M£_ 
2121 

pager) 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SEL^fej 



From: 
Sent: 
To: 
Subject: 

be 
b7C 

Importance: 

l(OTD) (FBI) 
SEhf^" 

c |OTD) (FBI) 
2005 2:29 PM Wprinftsriav AugustD3 

I IOTP) (FBI) 
FW: COOP Information Requested for OTD Systems - Complete by 8/4/2005 

High 

2.WPD (20 KB) 

NON-RECORD 
UNCLASSIFIED 

he 
b7C 

Could you look into this? 

Thanks, 

LZH 
—Original Message— 
From: I ~ | ( O T p ) (FBI) 
Sent: Wednesday, August 03, 2005 1:47 PM 
To:! If OTD) (FBI) 
Subject: FW: COOP Information Requested for OTD Systems - Complete by 8/4/2005 
Importance: High 

UNCLASSIFIED 
NON-RECORD 

lb 6 
b7C 

The 3000 is cited on this message... 

From(_ 
Urjginal Messaqe-

J(OTD) (FBI) 
Sent: Friday, July 29. 2005 4:07 PM 
Toj KOTO) ( F B I ) ; | " 

rropvcoTnr 
fFBD: 

"IfOTD^ fFBtt:[ 
b SecD) (FBI) 

JjCOTD) (FBI);r 
j(OTD) (CONj-[ 

JlTD) (FBI); 

(OTD) (FBI) 
Subject: COOP Information Requested for OTD Systems - Complete by 8/4/2005 
Importance: High 

2iOTD) (FBI); 
"jOTD)(CON); E 

UNCLASSIFIED 
NON-RECORD 

10 
SEfJ^T 

J 



SEO?CET 

](0TD)(FB1) 

From: W : I immwFRh 
Sent: h.^,- Friday. September 16.2005 10:46 AM 
To: " JZZZ_ZP(OTD) (FBI) 
cc: I roYm (FBI) 

UNCLASSIFIED 
NON-RECORD 

nn 
hi 

As you know, the DCS-3000 system is used bvl for collection of all CALEA-based pen-register/trap-trace 
intercepts for both criminal and national security investigations. At the end of CY2004, SBIT added a feature to the DCS-
3000 system that allows us to collect specific performance metrics from each field office's DCS-3000 system. These 
metrics include the number of current intercepts, the intercept types (i.e. Title-50), and the telecom providers. We j b f ^ 
periodically query each DCS-3000 system for this information and populate a metrics database to help us generate D / E 

statistics and forecasts. Here are the numbers for 2005: 

The goal of SBIT is to meet and exceed the expectations of our field office customers. To date. I think we have 
accomplished this goal with remarkable efficiency she 

JThe members of SBIT are proud of our accomplishments and reputation, and we hope to continue to do 
rko good work on behalf of TICTU. 

b2 
b7E 

b o 
b7C-

UNCLASSIFIED 

3 E T 

13 



I(OTP) (FBI) 

From: j Q g 
Sent: fo7c 
To: 
Subject: 

[ ](SecD)(CON) 
•Mnnrtiw nr.tfihftrl7 ?QQ5 1:12 PM 
I EoTD! (FBI) 
RE: DCS3000 Task Force Network Layout 

UNCLASSIFIED 
NON-RECORD 

Thanx... got it! 

Quantico Complex b 6 
CISM filflSPi I88. PSEC, MCSE h 7 r 
(703| I 
..."lead, tblloW, or get out of the way." Thomas Paine 

—Original Message 
From:! IfOTm (FBI) 
Sent: Monday, October 17, 2005 11:16 AM 
To: I lfSecD¥COm 
Subject: DCS3000 Task Force Network Layout 

UNCLASSIFIED 
NON-RECORD 

Hey 

| |asked me to forward this drawing to you. I will also bring you a hard copy. 

Please lei 
thanks! 
Please let me know if you have any questions. 
thanks!_ 

fo6 

UNCLASSIFIED 

UNCLASSIFIED 

14 



w SECRET 

(OTD) (FBI) 

From: I " l(OTD\ (FBI) 
Sent: h6 Monday. October 31. 20Q5 3:29 PM 
To: b ? r , I IfOTDHFBhJ I (OTD) (FBI! 

fOTm /FBI! 
Cc: I I (OTD) (FBI); I TOTD) (FBI);| | (OTD) 

(FBI) 
Subject: ET Telephone Interviews 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Gentlemen, _ _ 
Due to the short deadline (Thursday), I have asked I fco put together some questions and contact the below listed 

applicants for a telephone interview. I have already spoke with two of them to secure a time-frame when they can be 
interviewed tomorrow. In speaking with Human Resources, any number of questions can be asked as long as everyone is 
asked the same questions. We are to handle three of the below; I Igroup will interview the rest. 

FINAL APPLICANTS 

be 
Ib7C 

I l(c)412J Expecting a call Tuesday 13:00 -16:00 (will be in all day and has interviewed with TRU); 
had TS-SCI clearance ^ _ _ _ _ ^ , „ 

(cU78-| bxpectinq a call Tuesday 07:00 -16:00 (preferably after 13:00); has S clearance * \ ^ 
^ |(w)703T" lleft message at residence (no answer at work; needs follow-up) 'c 

;S-3000 team to arrange a telephone interview (we are welcomed to participate) 

had TS-SCI clearar 

•I ^ J D F
_J DCS-3000 team to arrange an in-person interview at the Academy (we are welcomed to participate) 
DCS-3000 team interviewed him this afternoon (a DCS-3000 team selection) 

be 

SENSITIVE BUT UNCLASSIFIED 

15 



^SECjKfT 

l(OTD) (FBI) 

From: , .. I IfOTDWFBn 
Sent: f _ , Tuesday Nnwmhwm 9nrW 19-3S PM Tuesday Nnvpmhpr D1 ?i 
To: b / C I I fQTDUFBIvr" IrOTDUFBlvl* 

Cc: I NOTDl <FBlVl IfOT-Dl (FBHl IfQTD) 
(FBI) 

Subject: FW: ET Telephone Interviews 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Gentlemen, . ^ _ ^ _ — 
I contacted! Jand he advised he is available for a telephone interview from 13:30 -16:30. He provided the 

following contact numbers: 703J____J< 7Q3| |Thanks for getting these interviews done on short notice. 

be 

ll-ipinal M P T O H P 

From: [ _ J(OTD) (FBI) 
Sent: Monday, October 31, 2005 3:29 PM 
T o = ' . lOTPUFBD:! l(OTDY(FBI)l JfOTDl (FBI) 
Cd KOTD) (FBI )F^ I (OTD) (FBI);j |OTD) (FBI) 
Subject: ET Telephone Interviews 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Gentlemen, ^_^ 
Due to the short deadline (Thursday), I have askedl fco put together some questions and contact the below listed 

applicants for a telephone interview. I have already spoke with two of them to secure a time-frame when they can be 
interviewed tomorrow. In speaking with Human Resources, any number of questions can be asked as long as everyone is 
asked the same questions. We are to handle three of the below;| jgroup will interview the rest. iD 6 

FINAL APPLICANTS 

] (c)412| |expecting a call Tuesday 13:00 -16:00 (will be in all day and has interviewed with TRU); 
had I S-Su clearance 

lcU78l lexnftrtinn a call Tuesday 07:00 -16:00 (preferably after 13:00); has S clearance 
Jb4ui Fw)703l I left message at residence (no answer at work; needs follow-up) 
TpCS-3000 team to arrange a telephone interview (we are welcomed to participate) 

DCS-3000 team to arrange an in-person interview at the Academy (we are welcomed to participate) ? DCS-3000 team interviewed him this afternoon (a DCS-3000 team selection) 

be 
b'7C 

SENSITIVE BUT UNCLASSIFIED 

SEMET 16 



o r n o r x o L U K t I 

l(OTD) (FBI) 

From: I IfOTD^ (FBI) 
Sent: Thursday Deramhftr Qfl 2005 9:53 AM 
To: I KOTDUFBI):! IOTDHFB1) 
Subject: FW: DCS 3000 

UNCLASSIFIED 
NON-RECORD 

be 
b'7C 

—Original Message— 
From: I IfWR (FBI) 
Sent: , Mfarinarrlaf naramher 07, 2005 7:15 PM 
To: I I (OTD) (FBI)| "l(OTD) (FBI) 
Subject: DCS 3000 

UNCLASSIFIED 
NON-RECORD 

Hey guys -

This is just a quick note to let you know they are doing more power interruptions at WFO this month. 

12/14/05 which will be our 4th floor (which should not affect the DCS at all) 
12/20/05 which will be our 3rd floor. (This will affect the DCS 3000). This will include the DCS and all of our modems and 
routers in the Criminal Plant area. We will be powering down the DCS 3000 between 5pm and 5:30 pm. And hopefully it 
will be back up before 10pm. 

If you need anything from us, or can give me any helpful advice, I would appreciate it. 

.Thank vo» -

I IUnm-12am) 
? r t ? - l I 

] 

bb 

UNCLASSIFIED 

UNCLASSIFIED 

18 SECB^T 



ET 
J(OTD) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

foe 
to 7 

c ](CG)(CON) 
Wednesday. December 28, 2005 11:51 AM 

|CG) (CON)I 
DC53DD0 

|OTD) (FBI) 
tCGHFBhT l(CG) (CON);[ 

JCG) (CON) "" 

UNCLASSIFIED 
NON-RECORD 

Hello -

I am trying to follow-up with an issuel I may have brought to your attention. Here in Chicago, we have a -16 

Title 111 room located on the 7th floor, two floors below where our main Title 111 rnnms are lnr.ateri We would like to be able D '" 
to put a DCS3000 machine on this other floor so that those folks can have access tc| fend other utilities from the 
DCS3000 network. We do not want to try and run additional cables for this connection, since this would involve traversing 
other floors and non-bureau space and we are moving our office in a few months. My question to you is... can we connect 
the DCS3000 to the hub/switch located on the 7th floor and give the DCS an ip address of the VoiceBox system for 
connectivity? 

Thanks, 

Chicago 
ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section, OTD 

(Desk) 
[Fax) 
(Cell) 

b2 
be 
hie 

UNCLASSIFIED 

S |—f%r-^P—1~ 
t l X t I 

19 



O L L ^ ! \ L 1 I 

] (OTD) (FBI) 

From: i IfCGHCON) b6 
Sent: Wednesday. December 28. 2005 4:11 PM b7c 
To: » I (OTD) (FBI) 
Subject: RE: DCS3000 

UNCLASSIFIED 
NON-RECORD 

I have a machine, I just need to give it a new IP and do you need to open up access through the firewall for this machine? 

• 

hi 
h: 

"Original M i ssqe - - - . 
From: I I (OTD) (FBI) 
Sent: , Wrflnfi^flY. f?f CTIhf r 28, 2005 2:25 PM 
To: 
Cc 

(LUj (LUNj 
Subject: RE: DCS3000 

b e 

• Wrflnfî rtriY. f?f timhpr 28,2005 2:25 PM 

I ' l(CG) (PBI);| |(CG) (CON);| |(CG) (CON)J ~ 1 

b7C UNCLASSIFIED 
NON-RECORD 

Heyj I 

I talked with the voicebox guys and they said they would have no problem letting th j jnachine connect through 
their network. Do you have a DCS-3000 you want to use for this? If you need a new machine, please send in an RMS 
and we'll get one shipped. 

Thanks! b 6 

I I b7C 

—Original Message— 
From: I \ (CG) (CON) 
Sent: Jwortnccriau n o r o m ^ 28, 2005 11:51 AM 
To: 
Cc: 

I [OTD) fFBI) 
C _ _ _ ! _ T ^ 3 ( C G > (FBI);| KCG) (CON);| [CG) (CON)f 

tecs rrr\M\ ' ' * ' •-(CG) (CON) 
Subject: DCS3000 

UNCLASSIFIED 
NON-RECORD 

Hello • 

I am trying to follow-up with an issue! Tmay have brought to your attention. Here in Chicago, we 
have a Title III room located on the 7th floor, two floors below where our main Title III rooms are located, w s 
would like to be able to put a DCS3000 machine on this other floor so that those folks can have access tol I 
and other utilities from the DCS3000 network. We do not want to try and run additional cables for this connection, 
since this would involve traversing other floors and non-bureau space and we are moving our office in a few 
months. My question to you is... can we connect the DCS3000 to the hub/switch located on the 7th floor and give 
the DCS an ip address of the VoiceBox system for connectivity? 

Thanks, 

L 
20 
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From: 
Sent: b 
To: h-
Subject: 

1(OTD) (FBI) 

innwtuvjBii^vjiii; 

RE: DCS3000 

SEb^r 

(CG) (CON) 
'9, 2005 9:52 AM 

(OTD) (FBI) 

UNCLASSIFIED 
NON-RECORD 

Thanks have a DCS3000 to install downstairs. Give me an hour and I will let you know when it is done. 

Thanks 

-Original Message-
From 
Sent: 
To: 

](OTD) (FBI) 
to 6 
ib^C 

Thursday, December 29. 2005 8:50 AM 
I I (CGI (CON) 

Subject: ' RE:bcS3066 ' 

UNCLASSIFIED 
NON-RECORD 

He' I 
IS] 

b l 

Once that is ready, the VB guys said they will setup the firewall. 

thanksl 

LZZI 
—Original Message— lb 6 

From: | |(CG) (CON) to7C 
Sent: Wednesday, December 28, 2005 4:11 PM 
To: I KOTD) (FBI) 
Subject: RE: DCS3000 

UNCLASSIFIED 
NON-RECORD 

be 
b'7C 

I have a machine, I just need to give it a new IP and do you need to open up access through the firewall for this 
machine? 

ssao —Original Message 
From; 
Sen; 
To: 
Cc: 

](OTD) (FBI) 
asdflesday, December 28, 2005 2:25 PM 

IC _.CG) (CON]_ 
p G ) ( F 8 I ) £ 

Subject: 

UNCLASSIFIED 
NON-RECORD 

(CG) (CON) 
RE: DCS3000 

](CG)(CON)£ 
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^k SEQRFT 
b 7 

HeCZ] 
machine connect I talked with the voicebox guys and they said they would have no problem letting thJ 

through their network. Do you have a DCS-3000 you want to use for this? If you need a new machine, please 
send in an RMS and we'll get one shipped. 

Thanks! 

!b7C 

—Original Message 
From: [ ^ 
Sent: 
To: 
Cc: 

JCG) (CON) 

Subject: 

Wednesday. December 28, 2005 11:51 AM 
lOTD) (FBI; 

L l £ Q 

DtXJWU 

) (FBD 

3§S TTConr 
] (CG) (CON)£ _|(CG)(CON); 

UNCLASSIFIED 
NON-RECORD 

Hello • 

lb 2 
lb 6 
fo7C 

I am trying to follow-up with an issue I |may have brought to your attention. Here in 
Chicago, we have a Title 111 room located on the 7th floor, two floors below where our main Title 111 rooms 
are located. We would like to be able to put a DCS3000 machine on this other floor so that those folks can 
have access to tracker and other utilities from the DCS3000 network. We do not want to try and run 
additional cables for this connection, since this would involve traversing other floors and non-bureau 
space and we are moving our office in a few months. My question to you is... can we connect the 
DCS3000 to the hub/switch located on the 7th floor and give the DCS an ip address of the VoiceBox 
system for connectivity? 

Thanks, 

Chicago 
l echnology ivfanagement Unit (ETMU) bLUUK 

Electronic Surveillance Technology Section, OTD 
312 
312 
312 

[Desk) 
(Fax) 
;ceii) 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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s T 

1 <0 T D> <FBI> 
From: 
Sent: 
To: 
Subject: 

L" ] ( C G ) (CON) 
Thursrlau r t a r p m h e r f f l 2005 10:22 A M 

I EOTD) (FBI) 
RE: DCS3000 

UNCLASSIFIED 
NON-RECORD 

I now have that machine on the VB network. Can you let me know when the firewall is configured? I will load the case I 
need at that time. Will you still be able to. PC Anywhere into this machine? 

--Original f j e s « « - ^ 
From: 
Sent: 
To: 
Subject: RE: DCS3000 

UNCLASSIFIED 
NON-RECORD 

lob 
b7C 

(OTD) (FBI) 
29, 2005 8:50 AM 
(CG) (CON) 

Hey[ 

( S ) . 
b l 

Once that is ready, the VB guys said they will setup the firewall, 

thanks! 

-Original Message--
J(CG) (CON) From: 

Sent: Wednesday, December 28, 2005 4:11 PM 
To: I IOTP) (FBI) 
Subject: RE: DCS3000 

UNCLASSIFIED 
NON-RECORD 

be 
b'7C 

I have a machine, I just need to give it a new IP and do you need to open up access through the firewall for this 
machine? 

IZZI he 
hie 

From: 
Sent: 
To: 
Cc 

Original Message r 
£ 

(OTD) (FBI) 
weanesaay, uecemper 28, 2005 2:25 PM 
ZID(CG)(CON) , 

KCG) (FBI); I TCG) (CON);|_ 

Subject: 

UNCLASSIFIED 

(CG) (CON) 
RE: DCS3000 

24 

](CG) (CON)[ 
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NON-RECORD 
SOTET 

He 

I talked with the voicebox guys and they said they would have no problem letting th j [nachine connect 
through their network. Do you have a DCS-3000 you want to use for this? If you need a new machine, please 
send in an RMS and we'll get one shipped. 

be 

Thanks! 

IZZI 

b 7 C 

to 6 
b 7 C 

—Original Messaqe-
From: L 
Sent: 
To: 
Cc: 

Subject: 

1 
JCG) (CON) 

Wednesday. Decemher 28, 2005 11:51 AM 
;OTD) (FBH 
IOilI£6I);L 

DCS3000 
J3G) (CON) 

ICG) (CON);£ ](CG)(CON); 

UNCLASSIFIED 
NON-RECORD 

Hello • 

hi 
b-

I am trying to follow-up with an issuef 
Chicago, we have a Title I 

fray have brought to your attention. Here in 
room located on the 7th floor, two floors below where our main Title III rooms 

are located. We would like to be able to put a DCS3000 machine on this other floor so that those folks can 
have access to| land other utilities from the DCS3000 network. We do not want to try and run 
additional cables rar mis connection, since this would involve traversing other floors and non-bureau 
space and we are moving our office in a few months. My question to you is... can we connect the 
DCS3000 to the hub/switch located on the 7th floor and give the DCS an ip address of the VoiceBox 
system for connectivity? 

Thanks, 

fcLSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section, OTD 

J k)esk) 
Fax) 
Cell) 

he 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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(OTP) (FBI) 

lE^ET 

From: 
Sent: 
To: 
Subject: 

be 
b7C 

c ]CG) (CON) 
Friday. Deoembflr 30. 2005 12:09 PM 

I IOTP) (FBI) 
RE: DCS3000 

UNCLASSIFIED 
NON-RECORD 

Heyl I- This box is for \ [intercept. Can you configure it with the ISG Server and/or Client? 

Thanks, 

Original Me —-Original t̂ eSSflgfi 
From 
Sent 
To: I 
Subject: ftE:-&£S30to 

UNCLASSIFIED 
NON-RECORD 

• b 5 

(OTD)(FBI) ib'7( 
Thumttav.nprPmhPfM. 2005 8:50 AM 

_J(CG) (CON) 

lb 6 
b7C 

Hef 

(S) 

Once that is ready, the VB guys said they will setup the firewall. 

t-hankcl 

—Original Message— 
From: I ICG) (CON) 
Sent: Wednesday, December 28, 2005 4:11 PM 
To: | | (OTD) (FBI) 
Subject RE: BC53665 ' 

UNCLASSIFIED 
NON-RECORD 

b 6 
b7C 

I have a machine, I just need to give it a new IP and do you need to open up access through the firewall for this 
machine? 

—Original Mesaae 
bb From: . I 
fo7C Sa 

To: 
Cc 

] (OTD) (FBI) 

=E 
Wednesday, December 28, 2005 2:25 PM 

(OS) (CON,) _ . r 

CG) (FBI);| [ (CG) (CON)|_ 

Subject: 
(CG) (CON) 
RE: DCS3000 

JCG) (CON)£ 
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UNCLASSIFIED 
NON-RECORD 

3&^E SK5RET be 
b'7C 

He' CZI 
be 
b7c 

I talked with the voicebox guys and they said they would have no problem letting the! machine connect 
through their network. Do you have a DCS-3000 you want to use for this? If you need a new machine, please 
send in an RMS and we'll get one shipped. 

Thanks! 
to 6 
hie 

—Original Messaflfi 
From: I 
Sent: 
To: 
Cc 

](CG) (CON) 
Wednesday. December 28, 2005 11:51 AM 

OTD) """ 

Subject: T3C530W 

JTOTD) (FBI). 

^JG) (CON) 
}CG)(CON)[ TcG) (CON); 

UNCLASSIFIED 
NON-RECORD 

be 
b'7C 

Hello -

]may have brought to your attention. Here in I am trying to follow-up with an issue! 
Chicago, we have a Title III room located on the 7th floor, two floors below where our main Title Hi rooms 
are located. We would like to be able to put a DCS3000 machine on this other floor so that those folks can 
have access tcj [and other utilities from the DCS3000 network. We do not want to try and run 
additional cables for this connection, since this would involve traversing other floors and non-bureau 
space and we are moving our office in a few months. My question to you is... can we connect the 
DCS3000 to the hub/switch located on the 7th floor and give the DCS an ip address of the VoiceBox 
system for connectivity? 

Thanks, 

ELSUR Technology Managemen Unit (ETMU) 
Electronic Surveillance Technology Section, OTD 
312 Desk) 
312 Fax) 
312 Cell) 

b2 
b e 
b7C 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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] (OTD) (FBI) 
* 

SEQRET 

From: 
Sent: 
To: 
Subject: 

be 
b7C 

I ] (CG) (CON) 
Tnpsrtav January D3 9f>rifi 4:37 PM 

PTO) (FBI) 
Kb: UCSJUUU ' 

UNCLASSIFIED 
NON-RECORD 

This machine appears to be working correctly. 

Thanks for the help! 

312 
312 
312 

Desk) 
Fax) 
Cell) 

fo2 
be 
b7C 

ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section, OTD 

—Original Message-
From: | 30TD) (FBI) 
Sent: Tnea-lav. lannarv m. PHflfi q:?q AM 

~JCG) (CON) To: 
Subject [ wt: uu,iuuu 

be 
b7C 

UNCLASSIFIED 
NON-RECORD 

"4 I 
We have setup a PTT client on that machine and connected it to your PTT server on one of your other machines. 
Give that a try and let me know if something doesn't work (the data should work fine through the firewall, but this is the 
first time we have tried this configuration). 

thanks! 

be 
b7C 

—Original Message-
3CG) (CON) From: I 

Sent:, EEidatiiecettfaJO, 2005 12:09 PM 
To: | 
Subject: RE: DCS3000 

UNCLASSIFIED 
NON-RECORD 

(OTD) (FBI) 

He' C3 
Thanks, 

his box is for a intercept. Can you configure it with the ISG Server and/or Client? 

b2 

30 



SrWT 
—Original Message— to 6 

From: I rOTm (FBI) fo7C 
Sent; Thursday, December 29, 2005 8:50 AM 
To:| |(CG) (CON) 
Subject: RE: D&3000 

UNCLASSIFIED 
NON-RECORD 

Heyj 1 
b l 

Once that is ready, the VB guys said they will setup the firewall. 

thanlrcl 

—Original Message-—-
From: | |CG) (CON) 
Sent: " weanesaav, December 28, 2005 4:11 PM 
To: | [OTD) (FBI) 
Subject: ' Kb: UUJJUW r 

UNCLASSIFIED 
NON-RECORD 

I have a machine, I just need to give it a new IP and do you need to open up access through the firewall 
for this machine? 

—Original Message— 
From: I T O T D ) (FBI) 
Sent: Wednesday. December 28. 2005 2:25 PM 
To: 
Cc: 

Subject: Kb! ULbJUUU 

J G ) (CONi 
ESLtfBI);! I (CG) (CON);r__~~~~J(CG) (CON); 

l(CG) (CON!) . ^ _ _ _ _ _ _ 

lb 6 
b 7 ; 

UNCLASSIFIED 
NON-RECORD 

H I 
I talked with the voicebox guys and they said they would have no problem letting thai Lachine 
connect through their network. Do you have a DCS-3000 you want to use for this? If you need a new 
machine, please send in an RMS and we'll get one shipped. 

.Thanhs! . 

—Original Mwanp— 
From: ) IfCGUCONl 
Sent: Wednesday, nerwnhPr 28, 2005 11:51 AM 
To: I ;OTD) (FBI) 
Cc: k O I g n J 1 (CG) (CONl |CG) (CON); 

tn* (IUN) ' J 
BUEPOr 
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fcs 

Subject: DCS3000 

UNCLASSIFIED 
NON-RECORD 

Hello • 

SEWT 

lob 
b7C 

Jmay have brought to your attention. Here in I am trying to follow-up with an issue| 
Chicago, we have a Title III room located on the 7th floor, two floors below where our main Title 
rooms are located. We would like to be able to put a DCS3000 machine on this other floor so that 
those folks can have access to| frnd other utilities from the DCS3000 network. We do not 
want to try and run additional cables for this connection, since this would involve traversing other 
floors and non-bureau space and we are moving our office in a few months. My question to you 
is... can we connect the DCS3000 to the hub/switch located on the 7th floor and give the DCS an 
ip address of the VoiceBox system for connectivity? 

Thanks, 

fcLSUK l ecnnoiogy Management Unit (ETMU) 
Electronic Surveillance Technology Section, OTD 

besk) 31 
312 
312 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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From: 
Sent: 
To: be 
Cc: b"7c 

Subject: 

^TDMFB^ 

SE^T 

c ]|TD) (CON) 
Thursday. February 16. 2006 2:33 PM 

ZZI(OTD) (FBI) 

(SCUFBhL 

iSFTTnoN)! 
g(Q.TP)fCQN); 

roTDWcohnl 
1ITD) (CON)C 

Sacramento Channel Bank w/Remote LAN Bridge 
J(SC) (CON) 

JSE) (CON)|_ 
TMTDWCON): f 

1 

UNCLASSIFIED 
NON-RECORD 

b 7 C 

We have tracked down the purchase request of the channel banks for the Sacramento to Modesto link. The delivery of 
these to the Sacramento field office is on hold. I understand that you would like for them to be delivered to you at ERF for 
testing of DCS-3000 traffic utilizing these CB's. If that is the case please reply with the address to where you would need 
them sent. (That is, of course, unless someone else says to not do this.) 

After speaking with some of our folks about the transfer of the DCS-3000 data via the T-1 links (for both the Sac-Mod & 
Sea-Spokane sites), I am moderately confident that the remote LAN bridge, with the CB's, will support the need to send 
your system's data between the sites. If another card is required to support this effort we will need the model and (as 
always) someone will have to fund it. 

Thanks. 

Electronic Surveillance Technology Section (ESTS) 
Onerah'nna/ Te.chnnlnery Division (OTD) 
540. 
540. 
540, 

(Desk) 
(Fax) 
(Mobile) b2 

fo6 
b7C 

UNCLASSIFIED 
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haoksi. Sc W SEb% 

703^ 
b 6 
to 7 

—Original Message-
i: L From: I Irrrro (com 

Sent: Thursday. February ^6. 2006 2:33 PM 
To: 
Cc: 

H(OTD) (FBI) , , _ 
frTD) (FBI)i Innt t (rnml fc^ /F«TV[ Irvrm 
I ^ irT^rrwTO.i TCTWTrl |rT^/<*MKi _ |(OTD) (CON);| ^ ^ ^ ^ T s E ) (CON); 

i rsFHcowJ KQKMN) 
Subject: Sacramento Channel Bank w/Remote LAN Bridge 

UNCLASSIFIED 
NON-RECORD 

LZZ] 
We have tracked down the purchase request of the channel banks for the Sacramento to Modesto link. The . 
delivery of these to the Sacramento field office is on hold. I understand that you would like for them to be 
delivered to you at ERF for testing of DCS-3000 traffic utilizing these CB's. If that is the case please reply with the 
address to where you would need them sent. (That is, of course, unless someone else says to not do this.) 

After speaking with some of our folks about the transfer of the DCS-3000 data via the T-1 links (for both the Sac-
Mod & Sea-Spokane sites), I am moderately confident that the remote LAN bridge, with the CB's, will support the 
need to send your system's data between the sites. If another card is required to support this effort we will need 
the model and (as always) someone will have to fund it. 

Thanks. 

to;; 
Electronic Surveillance Technology Section (ESTS) fe i 
Operational Technology Division (OTD) lb", 

Desk) 
uax) 
Mobile) 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

S E C i ^ 



^jk SEQHET 

]{OTD) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

IlTD) (CON) 
hnoav, February i f. 2006 2:28 PM 

OTD) (FBI) 
(SE) (CON) 

RE: Sacramento Channel Bank w/Remote LAN Bridge 

be 
b7< 

b2 
lb 71 

I 1 
I forgot to mention... In Seattle they currently are using 12 channels worth of bandwidth for th j ink, 6 channels for 
audio delivery, and have reserved 4 channels for DCS-3000. There are plenty of card slots available for an additional data 
card. (Fix me if I'm wrong I 

Electronic Surveillance 1 echnology Section (BSTS) 
Onpratinnal Tqc.hnnlnev Division (OTD) 
540. 
540. 
540. 

\Desk) 
'Fax) 
'Mobile) 

lb 6 
b7C 

be 

-Original Message-
From: 
Sent: 
To: 
Cc: 

Subject: 

](OTD) (FBI) 
Friday, February 17, 2006 12:43 PM 

I H (TTD) (CON) 
I _ ,—IffTPUFBDi , • 

(C6NJ;| lOTDHCON)! 
TTTP) fCQWr 

I IsTWttNH • ' • ' |SQ(CQN);|_ 
RE: Sacramento Channel Bank w/Remote LAN Bridge 

(»H.»ntm 
"fo fFBI)f \ism 

JOTD) (FBI) 
SE) (CON)J | 

UNCLASSIFIED 
NON-RECORD 

Heyj | 

I've left a message for| lat Coastcom to talk with him about the channel bank. On their website, they show a card 
with a V.35 or RS-232 interface that would probably better suit our network. HopefulhJ" frill call me back soon and 
we can discuss pricing. Depending on the cost, TICTU may be able to get the cards. U6 you know if there are open 
slots for another card in the Seattle-Spokane channel banks? 
We would still like to test the system in the lab with the current configuration in case the serial cards are cost 
prohibitive. The address here at ERF is Building 27958-A, Quantico, VA 22135. 
thanks! 

I ' b7C 

™* 1 

b e 
b"?c 

](1TD) (CON) 
Original Message-

From: I 
Sent: Thursday, February 16, 2006 2:33 PM 
To: 
Cc: 

TTPfTCf 
3(OTD) (FBn 
I ™ <mn:C 

JTSFTT 5(UP) (CON) 
. 'N);r*— E PI CCON r̂ 

Subject: Sacramento cnannei banK w/Kemote LAN Briage 

UNCLASSIFIED 

rnrrm rmmt 
]SC) (CON) * 

](SQ (FBI)f 
jmbuuw; 

TCCTD) 

36 
ET 

file:///Desk


NON-RECORD 
hie 

^ T SECRET 

CZZI 
We have tracked down the purchase request of the channel banks for the Sacramento to Modesto link. The 
delivery of these to the Sacramento field office is on hold. I understand that you would like for them to be 
delivered to you at ERF for testing of DCS-3000 traffic utilizing these CB's. If that is the case please reply with the 
address to where you would need them sent. (That is, of course, unless someone else says to not do this.) 

After speaking with some of our folks about the transfer of the DCS-3000 data via the T-1 links (for both the Sac-
Mod & Sea-Spokane sites), I am moderately confident that the remote LAN bridge, with the CB's, will support the 
need to send your system's data between the sites. If another card is required to support this effort we will need 
the model and (as always) someone will have to fund it. 

Thanks. 

Electronic surveillance i ectmoiogy section uis iS) 
Operntinntl Technology Division (OTD) 
540 Desk) 
540 Fax) 
540 Mobile) 

hi 
hi 
h", 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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SECRET 'OTHER o u t o f 

—Original Message-
From: y 
Sent: 
To: I 
Cc:l 

](ITD) (CON) 
Xtjjjreday, February 16, 2006 2:33 PM 
_Z3(OTD) (FN} 

FTTDUFBn:! 

Subject: 

(coNor Tent 
CON); 

ITTDUCOWT 

SITOON);! 
KTP) (CON);| 

IcSQfFKi 

bacramenro urannei Bank w/Remote LAN Bridge 

IQTDKCON) 
J5Q tfflH) 

IE ~__J(OTD) 
JCSEKOON); 

UNCLASSIFIED 
NON-RECORD 

We have tracked down the purchase request of the channel banks for the Sacramento to Modesto link. The 
delivery of these to the Sacramento field office is on hold. I understand that you would like for them to be 
delivered to you at ERF for testing of DCS-3000 traffic utilizing these CB's. If that is the case please reply with 
the address to where you would need them sent. (That is, of course, unless someone else says to not do 
this.) 

After speaking with some of our folks about the transfer of the DCS-3000 data via the T-1 links (for both the 
Sac-Mod & Sea-Spokane sites), I am moderately confident that the remote LAN bridge, with the CB's, will 
support the need to send your system's data between the sites. If another card is required to support this 
effort we will need the model and (as always) someone will have to fund it. 

Thanks. 

Electronic Surveillance Technology Section (h'Sl'S) 
nn/=ratinr,al T^hnnlnov Division (OTD) 

'Desk) 
'Fax) 
'Mobile) 
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fob 
b 7 C 

Original Message-
From: I 
Sent: 
To: 
Ca 

Subject: 

I(ITD) (CON) 
.16, 2006 2:33 PM 
(OTD) (FBIL 

-DHFBIJL. 
FBTD) ( C O N J ^ 
5E Sacramento 
5E) (CON)! 

Channel Bank w/Remote LAN Bridge 

(ITD) (CON)l 
tlTD)(CONi£ ~ J I T D ) (Q 

pF)(CON)[ 

UNCLASSIFIED 
NON-RECORD 

TTSCUFBTVP 
ITOTD) (CON)T_ 

JSC)(CON) 
be 
b7C 

b 6 
b7( 

b2 
bb 
fo7C 

We have tracked down the purchase request of the channel banks for the Sacramento to Modesto link. 
The delivery of these to the Sacramento field office is on hold. I understand that you would like for them to 
be delivered to you at ERF for testing of DCS-3000 traffic utilizing these CB's. If that is the case please 
reply with the address to where you would need them sent. (That is, of course, unless someone else says 
to not do this.) 

After speaking with some of our folks about the transfer of the DCS-3000 data via the T-1 links (for both 
the Sac-Mod & Sea-Spokane sites), I am moderately confident that the remote LAN bridge, with the CB's, 
will support the need to send your system's data between the sites. If another card is required to support 
this effort we will need the model and (as always) someone will have to fund it. 

Thanks. 

Operational Technoioev Division (OTD) 
54(A pesk) 
54(\ Fax) 
54(\ 'Mobile) 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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—Original Mess; 
From: 
Sent: 
To: 
Cc: 

Subject: 

I flTD) (CON) 
'TWdavl-phnnTSlfi. 2006 2:33 PM 

JOTD) (Fga 
IfTTD) (FBI); inmi£DN)[ 

(CON)| 
(CON) 
Sacramento Channel Bank w/Remote LAN Bridge 

UNCLASSIFIED b6 
NON-RECORD b7C 

DN)|_ 
iOTD) (CON);[ 
J (SF) (CON); I KOTD) 

— F 3 

lb 2 
be 
b'7C 

We have tracked down the purchase request of the channel banks for the Sacramento to Modesto 
link. The delivery of these to the Sacramento field office is on'hold. I understand that you would like 
for them to be delivered to you at ERF for testing of DCS-3000 traffic utilizing these CB's. If that is the 
case please reply with the address to where you would need them sent. (That is, of course, unless 
someone else says to not do this.) 

After speaking with some of our folks about the transfer of the DCS-3000 data via the T-1 links (for 
both the Sac-Mod & Sea-Spokane sites), I am moderately confident that the remote LAN bridge, with 
the CB's, will support the need to send your system's data between the sites. If another card is 
required to support this effort we will need the model and (as always) someone will have to fund it. 

Thanks. 

Electronic Surveillance i echnology Section (usi s) 
Operational Technology Division (OTD) 
540\ 
540 
540. 

Desk) 
pax) 
Mobile) 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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From: 
Sent: 
To: 
Cc: 
Subject: 

be 
b'7C 

^ E ^ E T 

]OTD) (FBI) 

[ 
Mnnrlav Marr.h f)fi 

](NO) (FBI) 
200611:15 AM 

(OTD) (FBI)_ 
OTD) (FBI);L 

Kb: N5W Uflearis UCSNET circuit 
](OTD)(CON) 

UNCLASSIFIED 
NON-RECORD 

b2 
b'7E 

Ye: 
but 

d install circuit. We will be moving in circa 4/15. We were initially set to move in during this week and next, 
Furniture cannot have our new stuff installed 'til 4/10, I talked td] llast week and I will be t^ySternS . 

submitting an RMS today for two new DCS-3000s, etc. In answer to your question I will need new routers. The old 
equipment was toss about during the move from NO to storage in Baton Rouge and I have no failbJaibfiiuisajpility. I !j 

would say ship those to our old office in NO on or about 4/15. Any questions, give me a call (504| | E 

Thanks for your help 

rleans 
Office (Temporary) 
Cell 

be 
b'7( 

—Origina^Jfissaaa 
From: 
Sent: 
To: 
Cc: 
Subject: 

MfiriflflY! Marthas 
JOTD) (FBI) 
006 9:50 AM 
[NO) (FBI) 
OTD) (FBI) 

New Orleans DCSNET circuit 

UNCLASSIFIED 
NON-RECORD 

b7C 

Hey 

I Itells me your DCSNET circuit in New Orleans has been installed and is ready for turn-up. Do you have an 
updated schedule on when you will be moving in? Wili you need new routers? Any idea what happened to the old 
equipment that was there? 

(S) Yourektidi 
Please let rr 

Thanks! 

lu RIIUW II yuu lldUU yny uliestions about this circuit or the install. b l 

70d be 
b7C 

UNCLASSIFIED 

UNCLASSIFIED 
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SEMET 

1 { Q T D H F B I ) 
From: I bLVFBH 
Sent: WArin»«rtai> Marrh na ?nns 2:55 PM 
To: I bTm (FBI) 
Subject: DCS 3000 Net 

UNCLASSIFIED b7C 
NON-RECORD 

'navauoi 
I think it is now time to order the DCS network backup circuit that will be installed in the new Frisco RA. We now 

possession of the space and will move in on 3/31/06. The CMP buildout wilt be on 3/24/06. 

The address is: 

2801 Network Blvd 
Suite! 1 
Frisco, TX. 75034 fc>2 

The phone demarc within our space is in roomj | 

I would like to be notified in advance re installation so I can plan to be there. 

Is the circuit provided by | po the install or will I I be involved? 

UNCLASSIFIED 

SEQRET 
48 
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a^4j 
lOTDLiFB! 

From: hf, I KDU(FBI) 
Sent: ^ r .ThiirsriFW Marnh 09 ?006 4:44 PM 
To: " ' " I Iro-rro (FBII 
Subject: RE: DCS 3000 Net 

UNCLASSIFIED 
NON-RECORD 

be 

an be The main line for the Frisco RAwill b e 2 1 4 J I The phone lines are not installed yet.| fc 
aPOCin theRA. FY! her cell is 97a T ' ' " ' • 

I hope that I can be notified as well so I can be present when they do the install. Or will I have to havq | notify 
me. My cell is 214 

—Original Message— 
From: I IfQTDI (FBI) 
Sent: -TTMirfirtHV. Mflrdh (ft, ?,006 4:34 PM 
To: I KDU(FBI) 
Subject: RE: DCS 3000 Net 

UNCLASSIFIED 
NON-RECORD f ° , 

IHey 

The circuit will be throughl hiit whoever is the local carrier out there will actually install the circuit! Ivill 
send someone out later with the CSU (just like the one in your FO). Do you have a local contact outthere?| |is 
requiring a local phone number (hard line, not cell), or else they will kick the order back. 

fo2 
thgnlrcl b 7 E 

—Original Message-Original Message— 
v. | IDL)(FBI) b 6 

Sent: Wednesday, March 66,2006 2:55 PM *>7-
To: I I(OTD) (FBI) 
Subject; LUt. JtMJ Net ' 

UNCLASSIFIED 
NON-RECORD 

] think it is now time to order the DCS network backup circuit that will be installed in the new Frisco RA. 
We now have possession of the space and will move in on 3/31/06. The CMP buildout will be on 3/24/06. 

The address is: 

2801 Network Blvd 
Suitel I 
Frisco"TX75034 

The phone demarc within our space is in room! \ 

I would like to be notified in advance re installation so I can plan to be there. 

Is the circuit provided by| |do the install or will be involved? 

b2 
b 7 E 

49 
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From: 
Sent: 
To: 
Subject: 

Jbb 

lb7C 

1(OTD) (FBI) 

SEI^ET 

Pen question.. 

S) (FBI) 
2:54 PM 

IOTD) (FBI) 

UNCLASSIFIED 
NON-RECORD 

Heg 

I'm not sure if this is your area, but maybe you can point me in the right direction. 

My SSA has asked ahnnt hnw ws am tn hanrHp ELSUR issues as it relates to the DCS3000 and pen data. Even though 
the data is uploaded ontol l the original pen stuff still sits on the DCS computer. Is there any 
procedure/policy in place to preserve this data for ELSUR purposes????? 

Thanks, 

[ 
617 

be 
b7C 

UNCLASSIFIED 
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SECRET 

IOTP) (FBI) 

From: 
Sent: 
To: 
Subject: / 

ib6 
b7C 

[ 
[ 

](BS) (FBI) 
FriHa» Mar rh 1fl ?nnf i 2:27 PM 

I (OTD) (FBI) 
RE: Pen question.. 

UNCLASSIFIED 
NON-RECORD 

Cool. Thanks. 

—Original Message-
From: 
Sent: 
To: 
Cc: 
Subject: 

rnflnv, HflrrrQE 
1 (OTD) (FBI) 

6 1:36 PM 
(BS) (FBI) 
DTD) (FBI) 

RE: Pen question.. 

UNCLASSIFIED be 
NON-RECORD b7c 

He' a 
] s actually working on a document to answer that question right now. He is calling it a "best practices" 

procedure. When he is done, I'll make sure you get a copy sent your way. 

Please let one of us know if you have any other questions. 

thanks! 

•Original Message-Ongi 

r. r From 
Sent: .' l ^ a v Marrh \l\ > 
To 

ectT Subject : Pen question.. 

UNCLASSIFIED 
NON-RECORD 

"JBS) (FB 
Pdfe 12:54 

(FBI) 
PM 

(OTD) (FBI) 

fofi 
b7C 

He£ 
I'm not sure if this is your area, but maybe you can point me in the right direction. 

My SSA has asked about how we are to handle ELSUR issues as it relates to the DCS3000 and pen data. Even 
though the data is uploaded onto| jthe original pen stuff still sits on the DCS computer. Is there 
any procedure/policy in place to preserve this data 'or ELSUR purposes????? 

Thanks, 

TT71 
I Boston 

mmmmmmmmm 

he 
fo7C 

UNCLASSIFIED 
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Sr^ET 

"|OTD) (FBI) 

From: 
Sent: 

To: 

Cc: 

Subject: 

bfa 
b7C 

VEKIfcMibi'MAE 

[ 
'imnwi-mi 

1 (OTD) (FBI) 
,2, 2006 8:59 AM 
(OTD) (FBI);| 

TOTJEgll 
JOTD) (FBI);[ 

lUIUJ(FBI) 
FW: IT Information Request - Needed by Friday 3/24 

}OTD) ( F B I ) C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

please coordinate a response tc£ 

All, PieasaaeeJaelQw message and ascertain your costs associated with the listed systems/projects. Please provide this 
info to| I by Thursday, 3/23/06. 

I Please assistl Iwith a coordinated response t o f 
HlBCgSSaTy. Thanks. • • "• 

Note deadline of 3/24/06. Reminders as 

b7C 
Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 
QuanJIgjj.Jĵ ijjjjfljj 
7031 

uanjjgjj.jjjujjjflja 

—Original Messaofc; 
From: f— 
Sent: 
To: 

1 OTD) (FBI) 

Cc: 

Subject: 

Tuesday, March 21. 2006 4:11 PM 
• " ~ — l r m - m (reri[ 

(FBIM lf6Vm (FBIl£ 

~K6TD), ,. 
IT Information Request - Needed oy i-naay J//4 

|COTD) (FBI); 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed on the OCIO 
master list of systems, applications, databases, and networks. For the systems/projects listed below, please determine or 
estimate as best you can the cost of the hardware, software, and the development work for the interface to the Trilogy 
network or other FBI IT infrastructure. This will help us separate the funding of National Security Systems that are not truly 
IT from IT systems, databases, applications and networks. Please provide an estimate by Friday 3/24. 

DCS 3000 - IT Interface 
lb 2 
b 7 E 

Thanks, 

54 
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From: 
Sent: 
To: 
Cc: 

b 
ib 

Subject: 

IEC)^ 
]PTD) (FBI) 

r 
Wednesday. J 

T 

(OTD) (FBI) 
arch 22,2006 9:20 AM. 

Z] (OTD)(FBi£ 
FOTD) (FBI);| 

(OTD) (FBI) 
FW: IT Information Request - Needed by Friday 3/24 

pTD; 
JOTD) (FBI)C 

bTDl i££ lL 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

D Is see below. 

| |Can you assist this effort by helping to define what is being asked for? I've already requested that [ 
provide more specifics. Tks. 

be 
b 7 C 

I elecommumcalions Intercep 
Electronic Surveillance Technology Section 
Operational Technology Division 
Quintirn Virninia 
70j I 

and Collection Technology Unit (TICTU) 

—Original Message— 
From: I . , , 
Sent: wannpcrtav t larrh 7,7: 2006 8:59^H. 

Cci \ " T o T D U F 
Subject: FW: IT Information Request - Needed by Friday 3/24 

](OTD) (FBI) 
^ r r h 77: 201 

J2ff l ) (FBI); lOTD) (FBI);!™, 
J(OTD) CFBÎ L 

IPTD) (FBI)C 
% (OTD) (FBI) 

SENSITWE BUT UNCLASSIFIED 
NON-RECORD be 

b'7C 

i I Please coordinate a response t o f 

] (OTD) (FBI) 

All, Plpasp SPP helnw message and ascertain your costs associated with the listed systems/projects. Please provide this 
info to I jby Thursday, 3/23/06. 

^Please assist 
necessary. Thanks. 

ith a coordinated response toT ] Note deadline of 3/24/06. Reminders as 

i elecommunications intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 
Quantir.fi Virninia » ^ 
703-

b 

—Original Message— 
From: | * ~ 
Sent: •'""="=•" ^ 
To: [ 

Cc: 

Subject: 
I f 
1 i i uiiuiwduiiii Ryquesi 

l(OTD) (FBI) 
Fr7TT17nnfid-ii P M 

J(OTD (OTD) (FBI)! 
(OTD) (FBI)£ 

D) (FBI)£^ 
TTD) (FBI1 lOTO) (FBI)| 

I I UIIUlllldLIUIIKWjuest - Needed by Friday 3/24 
5 

OTD) (FBI)£ 

rpK^if" 
IpTD) (FBI)£ 

OTD) (FBI) 
imm-z IOTP) 

](ITD) 

JOTD) (FBI); 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 
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SEOIET 

http://Quantir.fi


:MT 

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed on the OCIO 
master list of systems, applications, databases, and networks. For the systems/projects listed below, please determine or 
estimate as best you can the cost of the hardware, software, and the development work for the interface to the Trilogy 
network or other FBI IT infrastructure. This will help us separate the funding of National Security Systems that are not truly 
IT from IT systems, databases, applications and networks. Please provide an estimate by Friday 3/24. 

b2 
nns anno - IT interfere 

Thanks, 

bLbuu luianagefvmrn leennoiogy unit 
Electronic Surveillance Technology Section, OTD 
Phone: 7031 I 
Cell: m ' 
Fax: 703 

be 
b'7C 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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]OTD) (FBI) 

From: 
Sent: h 6 
To: b7c 
Cc: 

Subject: 

c JOTD) (FBI) 

L 

Wednesday. March 22, ?nnfiirr3fiAM 
l^nTr>WFRi){; 

(UIL3)(l-bl)C 
1(OTOHFBj)[ 

](OTD)(FBI) 

]iOTD)(FBI) 
Z](OTD) (FBI)[ 

RE: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED he 

NON-RECORD b7c 

c 
don't see the DCS 5000 on the list — 

jwould be the POC for the DCS 6000 

[ 
(7031 

1 
] 

-Original Message— 
From: 
Sent: 
To: 
Cc: 
Subject: 

L 3 OTD) (FBI) 
Wednesday, March 22, 2006 9:20 AM 

I lOTm (FBI) r 

• IfQTDI (FBI)P 
FW: IT Information Request - Needed by Friday i/24 

" froT^ rFBtt 
JOTD) ( F B I ) | _ _ 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

be 
b 7 C 

](OTD) (FBI) 

| pis see below. 

Ban vpu assist this effort by helping to define what is being asked for? I've already requested thatl" 
| provide more specifics. Tks. *• 

I eiecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division _.. 
Quaniic^^ifojQja *-'G 

703| J fo7C 

—Original 
From: 
Sent: 
To: 
Cc: 
Subject: 

M, laccanja-

ICOTD) (FBI) 
Wvlnrerlav Marrh 73 2006 8 : 5 ^ H . 

la 
>2, 2006 8:5%i 
lam) (FBi)r 
_J(OTD)(Fl 

TfOTD) (FBI 
^ . - - • ! B M _ IOTP) (FBI 
FW: IT Information Request - Needed by Friday 3/24 

Q 
m^ 

LjTD) (FBI)[" 
_JOTD) (FBlT 

]0TD) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD to 6 

b7C 

I |Please coordinate a response toT 

All, Pteasg sfffl heinw mgssanft and ascertain your costs associated with the listed systems/projects. Please provide 
toj [by Thursday, 3/23/06. this info tc 

"please assisj with a coordinated response tot Note deadline of 3/24/06. Reminders as 



lb 6 

necessary. Thanks. SEb^T 

Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 
Quantico. Virginia 
703| 

—Original Message 
From: I 
Sent: 
To: 

Cc: 

Subject: 

[ 

JOTD) (FBI) 
TnP g f iav Marrh ?1 ?nnfi4-11 PM 

L^_^<— fro) (FBI; JML IOTP) (FBI 
1TTD) (FBI) J 

lOTD) (FBljJl 

LMD) (FBI)| 

IT Information Kequest - Needed by Friday 3/24 

b o 
to'7C 

KOTPHFBnf 
tOTD) (FBI) 

In-nwFfflT 
TfOTDKFBir 

J(rro) (FBH JOT0? 
Jm>) 

(OTD) (FBI); 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed on the 
OCIO master list of systems, applications, databases, and networks. For the systems/projects listed below, please 
determine or estimate as best you can the cost of the hardware, software, and the development work for the interface 
to the Trilogy network or other FBI IT infrastructure. This will help us separate the funding of National Security 
Systems that are not truly IT from IT systems, databases, applications and networks. Please provide an estimate by 
Friday 3/24. 

DCS 3000 - IT Interface 
b 2 
b'7E 

Thanks, 

ELSUR Management Technology Unit 
Electronic SurvBillanre* Tprihnnlnnv Section, OTD 
Phone: T O ? I 
Cell: 

b2 
be 
b'?r 

Fax: 7o: 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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l (OTD) (FBI) 

From: I Trcvrm (FBI) 
Sent: Wednesday, March 22, 2Q06 10:57 AM . 
To: be I IfOTDWFBn:! TrnTnwFRivf 

b'7C 
^(UlULJLBiJ P'U!I!1(UIU)ihMiL 
ETD) (FBIj TTCTTJ) (FBI)| 

IOTD) (corci ' — 
Cc: I EOTD) (FBI1 TOTTJ) (FBI)l |(OTD) (FBI); 

| |:OTD) (CCTC) ' ' 
Subject: hW: 11 Information Kequest - Needed by Friday 3/24 . ^ 

ID 6 
b'7C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Pis see below. 

UJUlUIIIIUUillLdllUiltlllLUIlUpfand Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division ]K ,-
ni iant irn Viminia " '_ 
703| | l o ' ' c 

essaafc^ 
I ^ r ™ (FBI) 

—Original Message--—-
From: 
Sent: Wednesday. March 22, 2006 9:28 AM 
To: I Tcrrm (FBI) 
Subject: RE: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

This is tied primarily to future requests for money, 300 exhibits and requisition in FY07 and forward. However, the cost of 
each system should be looked at so we can determine our investment and support needs that are truly IT. We would like 
to know the cost of the part of each system that is IT (that allows our collection systems to connect to trilogy, operate 
remotely over an IT system, prepares data to be sent over/to an IT system). 

I know this is a little vague but we need an estimate with some basis behiond it. 

Thanks. 

—Original Message—: 

From: I ""IfOTm (FBI) 
Sent: WsHnpertav Marrh 37 M M Q-14 AM 
To: I lOTDt (FBI) It 
Subject: RE: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

lo b 

I ITICTU personnel have asked that you specify what time period you are inquiring about, as well as defining what 
you consider IT to be. Are you asking about costs from the inception of projects that could date back years, or 
something else? Thanks. 



ET 

tiecironic surveillance I ecnnoiogy section 
Operational Technology Division 
Quantico. Virginia 

HL__J 
lb 6 
b 7 C 

Ona 
From: [ 

To: [ 

Cc: 

Original Mp-raafl-

Sent: T,^™ Marrh^i -?nnfi 4:11 PM 
1 fOTDI (FBI 

jmL 

J(OTD) (FBI) 
IF 

WMML 
ToTDUFBI)! 

in 

3ojmx£SD[ 

Subject: IT Information Request - Needed by Friday 3/M 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

pnn fFBnJ trfp) (FBI)J 

Jm» 
£001. 

](OTD) (FBI); 

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed on 
the OCIO master list of systems, applications, databases, and networks. For the systems/projects listed below, 
please determine or estimate as best you can the cost of the hardware, software, and the development work for 
the interface to the Trilogy network or other FBI IT infrastructure. This will help us separate the funding of National 
Security'Systems that are not truly IT from IT systems, databases, applications and networks. Please provide an 
estimate by Friday 3/24. 

fe2 
b7E 

DCS 3000 - IT Interface 

Thanks, 

&LSUR Management Technology Unit 
Electronic SurwiBanra Tap.hnninnv Section, OTD 
Phone: ?rrt ' b;: 
Cell: 
Fax: 

20: 
703 hi 

h'. 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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From: 
Sent: 
To: 
Cc: 

Subject: 

]OTD) (FBI) 

[ j(OTD)(CON) 

( 

WprtnreHav Marrh 7p 2006 8:15 AM 
«OW (FBI) 

IfCG^ (CONf 
(ITD) (CON] 
FW: Timing Devices tor Chicago 

J(OTD) (CON) 
]CG) (FBI); 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

lb 6 
b7C 

Chicago will be moving their offices starting sometime late April or early May. Is it necessary that the time source for the DCS3000 
network be replicated in the new building before the time source in the old building is turned off (and possibly moved)? Is there any 
other equipment that would have to be replicated in the new building so continuity of service is maintained? 

Thanks, 
b 6 
b7C 

—Original Message-
From: I 
Sent: T i i a g l a ' ' ' " ' " • ' ' ' " ' 
To: 
Cc: 
Subject: 

JOG) (CON) 

I006 4:49 PM 
[OTDXCON) 

KC: i iming uevices rar Cnicago 
JCG) (FW)£ 
Chicago 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

](CG)(FBI)[ tCG) (FBI) 

[ J o r the for the entire DCS3000 network[ 
answer this question better as the reason it exists is primarily for them (We use it as 
and I believe VoiceBox as well). My initial guess would be yes it needs to be replicate' 

I f romERFwou 

1 f° 
from ERF wguld be able to 

br our DCS3000 

—Original Message— 
From: | 
Sent: " i uesaav. March 2». 
To: L _ 

JOTD)(CON) 
2006 2:45 PM 

]CG) (GON) 
Subject: Timing Devices for Chicago 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b b 
b7< 

-b2 
b7E 

• 
We were discussing some of the ancillary devices that may need to be install in the new building before everything moves 
" " " c " •""" ™" ™nA,irt„™..- «oran<.i .̂-ic i i-rtniv ./mi h«.«» J |system associated with tha [currently over so you can conduct your parallel ops. I know you have q 
sitting in the cabinet by thej |, but there is another! 

th ^'—'-—" Frame Room. What does 
moves over? 

Tsystem sitting in the top slot o £ 
lis provide timing for, and does it need to be replicated in the new building before everything 

Jnthe 

Regards, 
be 



IOTP) (FBI) 
SMET 

From: 
Sent: 
To: 
Cc: 
Subject: 

b ' 

r ]{CG) (FBI) 
Wednesday. March 29. 2006 1:15 PM 

ifOTm fFBn 
]CG) (FBI);[ 

RE: Chicago circuits to move or not move for DCS-3000 
JG) (CON) 

UNCLASSIFIED 
NON-RECORD 

That sounds like a good plan! I Should we order new circuits fol I and Usl p 
inputs that you are distributing throughout the field or are these just for Chicago use? ' 

urselves? Are these 

Sincerely, 
JD b 

b7C 

Chicago Division 
312\ 
312 

office 
cell 

}OTD) (FBI) 
—Original Message— 

From: I 
Sent: Wednesday, MarcrT29, Pfirifi mns AM 
To: I IfCGUFBI): I 
Cc: I IfOTDUFBIl 
Subject: Chicago circuits to move or not move for DCS-3000 

UNCLASSIFIED 
NON-RECORD ; b 6 

b7C 

l(CGHCON) 
^ T O T T O (FBI) 

be 
b'7C 

b2 
b7E 

Hey 

We reviewe 
in use. The 

d vour sheet about the Chicago circuits. Th j 
j {circuit is obviously fori land the U.sr 

Irimuit is nn Innngr n^r ted hut thfi other twn are still r r> 

We have ordered your new circuit for DCSNET and will run it in parallel with the old service for your transition. We will 
send you a plan as to how this will work. There will be some ip addressing changes, but everything should still 
function normally in both locations. 

Please let me know if you have any questions on any of this. 

b7C 

UNCLASSIFIED 

UNCLASSIFIED 

SEpRO" 
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From; 
Sent: 
To: 
Subject: 

b 6 
fc>7C 

l O T D ) (FBI) 

S£p* | l 

3CG) (FBI) 
VA/oHnacrlaw Harrh 00 2006 2:59 PM 

I _ l(OTD) (FBI) 
RE: Chicago circuits to move or not move for DCS-3000 

UNCLASSIFIED 
NON-RECORD 

OK, we'll add them to our next order. 

Thanks. 

Sincerely, 

b e 
b7C 

Chicago Division 
312 
312 

office 
cell 

—Original Message 
From; I tfOTD) (FBI) 
Sent Wednesday, March 29, 2006 1:32 PM 
To: 
Cc: 
Subject: 

"TcGUFBP 
CG) (FBI);!" 

Rb! UlltayU tIPtlUliy lU IllUle or not move For M5-3fl6Q 
](CG) (CON)£ 

lo 6 
3(OTD)(FBI) b7C 

UNCLASSIFIED 
NON-RECORD 

Jb6 
b7C 

HeCZ] 
Yes, please order the replacement circuits. T h ^ ^ ^ 3 r c u i t . is shared with the rest of the field, but I'm not sure who 
all is using the other one. Either way, though, we don't currently have the budget to take over those circuits. 

thanks! 

LZH 
](CG) (FBI) 

Oridjnal Message-

From: I 
Sent: W^lnPsrtav. Marrh 79. ?nflfi 1:1S PM 
To: I I mTm fFBn _ 
Cc: I JCG) (FBI);L 
Subject: RE: Chicago circuits to move or not move tor DCS-3U0D 

be UNCLASSIFIED 
b7c NON-RECORD 

JcG) (CON) 

That sounds like a good plarl *"1 Should we order new circuits fori 1 and Ufl "lourselves? AreiD 

these inputs that you are distributing throughout the field or are these just for Chicago use? to 
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Sincerely, 
^Rjfcx 

be 

Chicago Division 
>£fice 31k 

31k ell 

b 6 
b 7 C 

—Original Message-
From: 
Senl 
To. 
Cc:[ 

snfc 
i:_L I I ;OTD) (FBI) 

ednesdav, March 19. 2006 10:08 AM 

£Siie");[ 
Subject: 

](OTD) (FBI);l 
1(CG) (CON) 

i_nicago circuits to move or not move -3000 
T;OTD) (FBI) 
cs-

UNCLASSIFIED 
NON-RECORD 

Hey 

We reviewed your sheet about the Chicago circuits. Thel 
two are still in use. The| jpircuit is obviously foil fend tl 
for PrimeCO. 

Circuit '5 nn Innrii L u sL_l ' 
DoJooqer needed, but the other 

circuit to Lombard is used 

We have ordered your new circuit for DCSNET and will run it in parallel with the old service for your transition. 
We will send you a plan as to how this will work. There will be some ip addressing changes, but everything 
should still function normally in both locations. 

Please let me know if you have any questions on any of this. 

thanks! 
be 
b'7C 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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S E w E T 

From: 
Sent: 
To: 
Cc: 

be 
b'7C 

[ tOTD) (FBI) 
WnHn»«/fcu Anril 46 'omn 12:53 PM 

' n j r o (FBI) 
JOTD) (FBI) 

UNCLASSIFIED 
NON-RECORD 

Below is my best estimate of what they are asking for. We have a large number of DCS 
3000 computers 
that use Windows 2000 Pro or NT. This is denoted in the "MS Other" column. Hope this 
helps. 

EZI 
be 
b7C 

Report of non-networked IT CPUs at OTD with WIS software 

CPU Type 

Desktop 

Laptop 

Server 

MS Office 

2 

1 

0 

MS Project 

0 

0 

0 

MS Visio 

3 

0 

0 

MS Other 

125 

30 

15 

Server OS 

0 

0 

30 

Computer 
Usage 
DCS 3000 

DCS 3000 

DCS 3000 

UNCLASSIFIED 

SEQKET 
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S^RET 
1(0TD)(FBI) ^ 

From: h^ I tOTD) (FBI) 
sent: hr]r, . Mnrifiav April ?4 ?nns8:iOAM 
To: I |OTD)(FBI) 
Subject: F W : security issues w/ ERF/TTA Networks 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

—Original Messgaa 
From: IroLVFBn 
SwUfcp .SunrlflY ftnrim ?finftg:50PM 

1 . ImDWFRTvl im-m (tmi tOTD) ( F B l ) i ( O T O ) 
fFBIl DTD) (COW ' ' 

I imLUFTOJ ' kPLXFBI); | |DL)(FBI)1 |(DL) (FBI)i - _ «DL>™ 
Subject: Security issues w/ tw-/11 A Networks 

T 0 ! b 7 C 

Cc: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD b 6 

b7C 

to 6 
b7C 

Hello y'all - I'm seeking your advice to hopefully save a lot ofworl j pn ET in Dallas, just returned 
from Security training and has been designated the computer/network security person tor our Division (ISSO?). He 
advised that HQ has mandated that he obtain all sorts of info from our systems/networks i.e: DCS 1000, DCS 3000, DCS 
5000, DCS 6000 etc. 

\ kants an accounting for all of the systems we, as TTAs & DCSPs, maintain. He wants to have diagrams, 
schematics, charts etc on what we have and how everything is connected. He wants lists of all of the general users and all 
of the limited/admin users. 

Is this duplicating what has already been done @ ERF w/ the security certification for each system? Or is there a 
new mandate to have this info on file w/ the specifics for each individual field office? 

I lalso discussed restrictions regarding contractors and non employees working on, touching our systems. 
He even mentioned the phone company installers when they come to install/troubleshoot circuits etc. My understanding 
from this conversation is that they are not suppose to bring in computers, test equipment, etc that have memory etc. We 
are suppose to supply the computers/equipment for them to use. b 2 

lb 6 

I know that when JSI comes to install our new VpiceBox. the week after next, that they will have their own b7c 
(-.nmnutprs flash drives etc. I know that wherj Iwas iust here to upgrade our database they brought in laptops. foll 

I Hinstallers bring in test equipment & laptops.! Iwill have equipment to test the new DCS 3000 network 
connection in the new Frisco RA in the next couple of weeks. 

How can we best handle this situation? Do I need to get a copies of the certification documents from ERF to give 
t j br should we just walk him through our system and have him make dianrams ig there something in writing that I 
can read to better understand what I have to do whenj |JSI| |stc come into our space? 

Any advice, comments etc would be helpful. 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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SE^ET 

] (OTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

he I ] (OTD) (FBI) 
Monday. April 24. 2006 2:41 PM 
I I (OTD) ( F B I ) ] _ 
FW: DCS 3000 Security AccreditafloTT 

JOTD) (FBI) 

UNCLASSIFIED 
NON-RECORD 

Original Mi 
From: 
Sent: 
To: 
Subject: 

essyy-— 
IDLXFBI) 

Monday. April 34, 5006 2:23 PM 
I IfOTTO (FBI) 

DCS 3000 Security Accreditation 

UNCLASSIFIED 
NON-RECORD 

b7C 

I Ire my previous email re| | Now he wants copies of the SSP and ATO for the DCS 3000. Please send me an 
electronic copy & 1 will provide it to him. 
Thanks 

UNCLASSIFIED 

UNCLASSIFIED 

S^ET 
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From: 
Sent: 
To: 

Cc: 

Subject: 

be 
b'7C 

](OTD) (FBI) 

E ^ l 

(SecDHFBI 

SEBRET 

|SecD) (FBI) 
3 : 1 2 p 

l(OTD) (FBI) 

,' , Î SecD^ fFBiT 
I IfOTDUFBn: 

ISftcDVnON^ 
] (OTD) (FBl£ 

DCS-3000 
jSecD) (c6Nl 

IfSacDHCONll J 
\{&ecb\(FBI 

UNCLASSIFIED 
NON-RECORD 

Attached is the uploaded documentation for the DCS-3000. For additional information contact eithej I or 

Thgnlrwnn 

be 
b 7 C 

DCS-3000 Tier EC 
OS012006.wpd ... 

UNCLASSIFIED 

SrrplwzT 
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ft^ET 
b T m ' F B n 

From: b 6 I bTD) (FBI) 
Sent: ]b 7 , - • Thursday MauDd 7(106 3:29 PM 
To: I ' tOTDUFBI) ^ 
Subject: FWj pircuit r ; ; 

UNCLASSIFIED 
NON-RECORD 

fo2 

[ 

TICTD7SBTT—— b 6 

Office: 7031 I b^c 
Cell: •>*•>* ~ b7E 
Pager: 88a • • • , —I 

-Original Messaoe-
From: I I (SF) (FBI) 
Sent: Thursday. May 04. 2006 2:23 PM 
To: I l(OTP) (FBI) 
Subject: REJ t r ~ ^ 

UNCLASSIFIED 
NON-RECORD 

H 

.ircuit 

b e 
hir ]b2 
" ~ fc7V 

Your correct. The current router iri is a 1601R with two serial connectors (15 pin). One connects to San 
Francisco via thd frarri with a 37 pin serial connection, and the other connects to the 
Oakland RA also through the channel bank. 

Looking at your diagram. I was wondering if afterl Idetermihes their circuit is good, the 2610 router can be eliminated 
in Concord and the| pircuit merely cross connected to the circuit card coming from the Concord RA to I I The 
Concord RA is maifliy a" wftite collar squad and has no real need of a DCS3000 workstation. But, we'll do whatever you've 
worked out. Let me know. 

QriQinalMessaae-
From: 

il Message , 
I ICOTD) (Fil) 

Sent: Thursriav. Mav ti4. ?nn<; 8:13 AM 
To: |(SF) (FBI) b 2 
c c I IrnTDUFBn fo7E 

Subject: R B ^ ^ ^ ^ j C i r c u i t 

UNCLASSIFIED 
NON-RECORD b e 

b 7 C 

LZ=I 
1 am attaching a diagram of what we anticipate going to for your DCS configuration. With the new circuit between 

I fend' Concord we can make a ring so to speak with routers and provide redundancy for all three places 
involved. We need to know however how you are connecting to your T1s. You mentioned "being connected 
to a channel bank in what I assume is a serial port. We need to know what kind of interface cards to include with the 
routers we send out. We intend to replace the router you have now, I think it is a 1610 with 2610 and 2621s. 
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[ 
TIcTuVSBIT 
Office: 70J~ 
Cell: 202T" 
Paaer: 8551" 

1 

b2 
b 6 * 

SECRET 

« File: SF DCSnetppt» b ?c 
, , E 

b2 
b'7E 

From 
Sent: 
To: [ 

Original Message-
3(SF) (FBI) 

Wednesday. May 03. 2006 3:02 PM 

Subject; FW| pi 

UNCLASSIFIED 
NON-RECORD 

| (OTD) (FBI) 
jrcuit 

b 6 
b7C 

fob 
b7C 

SarTFTaric at ouri. 
1 but I'm sure he's got his hands full. Our a 

JOff-Site over our channel bank sino 
This is what I asked! 

icisco and we get it al 
U/C site. In order to create a backup I asked for the new circuit to terminate at our 

S circuit comes into the 
|couldn't terminate at an 

oncord RA. I had another T-1 
circuit made from our Off-Site to the Concord RA with the hopes of crossconnecting the two to get the completed 
circuit to thel ~bff-Site. Thd Off-Site is the primary collection site and distribution to the Division 
RA's. Not knowing much about CISCO routers, can I connect the two circuits? If yes, the router will be at the 

I nff-fiitp but can temporarily be located at the Concord RA for| [testing purposes. Let me know if 
this will work and what you want me to do. Thanks~ I 
Technical Services 11C r b2 

b'7E 

Oriqir —Original Message--
From: 
Sent: 
To: 
Subject! 

Fririau Anriin7 

jpircuit 

1(SF) (FBI) 
2QQ6 2:31PM 

OTD) (FBI) 

UNCLASSIFIED 
NON-RECORD b 2 

H[ 
wasn't in town when! Installer! the T-1 rirmit nn thP Cnnnnrri R I went to check on it the other day and 

couldn't find anything clearly tagged.I I the circuit that was installed in the RA. If it 
is, can I use a cross over cable and plug it into the T-1 I had made from the RA to thi Hnff-fiitP? And if 
so, will this terminate in a new separate router? Let me know when you get a moment. Thanks! 

J $ 

5 fichnifial tifirvinpiR 11 P. 
b': 

h: 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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r 
From: 
Sent: b 6 

To: ]b7c 

Subject: 

](OTP) (FBI) 

E 

3 0 ^ SBJRET 

lOTD) (FBI) 
Friday, May 05. 200611:31 AM 

I IfOTD^ (FBI) 
FW: CISCO Routers 

UNCLASSIFIED 
NON-RECORD 

—Original Mes: 
From: 
Sent: 
To: 

Subject: 

ta — -

r<n (FBI) 
Friday MatftK. 7MW 11-11 AM 

I _ tOTCT (FBI);! 
(OTD) (FBI) 
CISCO Routers 

UNCLASSIFIED 
NON-RECORD 

(OTD) (FBI)[ ](OTD)(FBI);[ 

FYI! 

This bulletin was brought to our attention yesterday. We didn't know if you guys had seen this back in the lab, so we 
thought we would send it your way. This bulletin refers to counterfeit parts within the routers. 

We have the same 2600 series CISCO router (261 OXM) installed for our DCS3000 unit. We have not verified the part 
numbers yet, because it will require us to remove the router from the rack and possible power it down to look inside. Do 
you have any guidance on checking inside the router without taking it down? 

[ 
Kansas Citv 
8161 

1 
foe 
lb7C 

FIN-06-118-01.pdf 
(696 KB) 

UNCLASSIFIED 

UNCLASSIFIED 
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;™EJ 
Below are: (1) The section of the EC indicating the systems that need to be represented and (2) the instructions for 
participation in the desktop exercise. 

If any of the systems do not have an ATO or they are unknown, or you are not the appropriate POC, please indicate so in a 
response e-mail. Otherwise, please follow the instructions pertaining to the exercise and post-exercise. 

This exercise should take no longer than 15-30 minutes to complete. The exercise documentation is due to me NLT 12:00 
noon. Tuesday. 10MAY2006: 

"Set Lead 25: (Action) 

OPERATIONAL TECHNOLOGY 

AT QUANTICO, VA 

Provide the names and phone numbers of the designated representatiuas nf "CART Fas," "CARTSAN," "CEAU SCIF 
CPUs," "Centra Server/Symposium," "CI NET," "CMPNET," "CSO£| ["DCS 3000," "DCS 5000," "DCS 
6000,' 
"LV-NLMRS," "Omnilock 2000"''PSU-MMD] IRMS," "RPh Net/I I' "TOU 

fol 

," "Centra Server/Svmposium," "CI NET," "CMPNET," "CSOid LPCS 3000," "DCS 5000," "DC 
"•PCSNET,! T'Director Net" "PnMg •• "FRFE," | l" 'FOlSS"l iMDlf iS" 

_. . .LMRS," "Omnllock 2000," "PSU-MMq IRMS," "RPI- Net,'I I' "TO 
LAN," "TPDU ETL/CSL," "TPDU Internet lAr,—I MJ(ij," "TRU(SBU)," "TTAPNET,"| [iWS," "WITT MMD 
Laptops." "WITT Pr.r.« anH "\A/MTS" who will nartirinate in this Exercise no later than April 14, 2uub to SS/| 
"OF lorl |H"" ""I 

be 
b7C 

EXERCISE INSTRUCTIONS: 

1. Review the scenario's (choose the scenario that best applies to your system(s)). (The questions accompanying the 
scenario's are just for you to consider when addressing the scenario - no response to the scenario questions is 
necessary). 

2. Review/refer to the Incident Response Plan (IRP) - SBU-Net and FBI-Net systems: Section 9.4 of your respective IRP; 
CJIS systems: appropriate Section(s) of your IRP. 

3. Fill-in the "Exercise Activity Log" - (the date and time will be the actual date and time you receive this e-mail. The first 
activity block is the scenario. Subsequent entries will address date/time and activities you performed when reacting to the 
scenario). 

4. Fill-in the "FBI Exercise Incident Report" - the date and time will be the actual date and time you receive this e-mail. 
Only fill-in as much information as you need to and are capable to. Not all blocks are expected to be filled-in, although 
they may if you know the information - it's up to you how much detail is provided.) 

5. All Exercise Responses (Incident Reports, Exercise Activity Logs) are due NO LATER THAN 12:00 Noon. Tuesday. 
May 10. 2006. 

POST-EXERCISE INSTRUCTIONS: 
to 6 
ib'7C 

1. Review Lessons Learned material 

2. Complete Lessons Learned documentation 

3. E-mail Lessons Learned material to) jio later than 12:00 noon. May 10. 2006. 
Please contact me via telephone with any questions that you may have, keeping in mind that 1 am one-deep and there are 
multiple participants. Please retain the IRP. This is a living document, so make any/all adjustments to it, turn "track 
changes" on, and send those changes tdj for configuration management of the master document. 
I will return the updated document to you witn tne cnanges. i nis snould become a cyclic process as changes occur. 

76 

SE : ™ r j 



From: 
Sent: 
To: 
Subject: 

Importance: 

lb 6 
b 7 C 

iE^E ET 

](OTD) (FBI) 

I ](OTD)(FBI) 
Monday. Mav 15. 2006 3:08 PM 

W M U T B ^ (0TD) (FBI) 

FW: IPv6 Request 
High 

Application 
nventory template.. 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD h6 

b7C 

I think the TMD and possibly our web page will fall into this catagory. Look at the template and fill it in if you can. I 
believe it 
is due bv COB the 16th. I am sending this e-mail so I don't forget tomorrow. The following quote from the e-mail sent by 

I IThese requests pertain to hardware/applications which are part of the backbone (FBINet), connecting 
to FBINet, or 
connecting to other government agencies that would be impacted by the transition from an IPv4 to IPv6 addressing 
scheme.", lead 
me to believe the DCSNET and DCS3000 are exempt (thank goodness). 

Thanks, 

Original Messaae-
FromL lOTD) (FBI) 
Sent: Monday, May 15, 2006 12:21 PM 
To:) IfOTD) ( F H C 
Cc:| JOTD) (CON)d 
Subject: FW: IPv6 Request 
Importance: High 

10TD)(FBI);[ 
J(OTD)(CON) 

]0TD) (FBI) be 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

to 6 
b7C 

To All, 
Seems it has been a while since you have seen this, but please send me your answers no later than COB tomorrow. 

For any positive responses, please use the template; any negative, just respond back to me as so. Thanks. 

I I please remind me of this task (I do not think it has been completed yet). Thanks. 

Original Messaqe-
FromL JOTDMFBI) b6 

Sent: Wednesday, April 12, 2006 8:5fAM. 
TO:| rcrm (FBD^L 
Cc:| 
Subject: FW: IPv6 Request 

TTOTD) (FBI);f ](OTD) (FBI)[ 
] (OTD) (FBI)£ 
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](OTD)(FBI) 

S^RET 

From: 
Sent: be 
To: ib'7c 
Cc: 

Subject: 

c ](OTD)(FBI) 
Thursday. June 22, 2006 3:35 PM 

jOTD) (FBI) _ 
^3(OTD}(FB!);|_ 

(OTD) (FBI) 
CALEA Numbers 

}0TD) (FBI)[ 

'§E6RET//NQPeRfr 

fo7C 

[ ] 
Here are the CALEA numbers for 2006. There are multiple ways to present the information. The two I chose are: 1) new 
lines added in CY 2006, and 2) lines intercepted in CY 2006. 

b 7 E 

Note these numbers are for CALEA-enabled intercepts supported by the DCS-3000 system. The T-50 numbers will 
comletely overlap with the DCS-5000 numbers, and a portion of the criminal numbers will overlap with the DCS-6000 
numbers. 

be 
b7C 

DEftlVE&JrROM: Multiple SowCgs 
DECLASSIFlCaTHQM-EXEMPTION 1 
SECREJiff+OFDRN 

SEQ&ET 

81 



1 (OTD) (FBI) 

St^fT 

From: 
Sent: 
To: 
Subject: 

it 
t 

c lOTD) (FBI) 
FriHav . l ima 93 ? n n f i 1 1 A P M 

FW: Drawing for Chicago 
| (OTD) (FBI) 

UNCLASSIFIED 
NON-RECORD 

—Original Message-
From: [ 
Sent: 
To: 
Subject: 

](CG) (CON) 
Wpdnpvinv limp 14 2006 11:36 AM 

I _ KOTD) (FBI) 
Drawing for Chicago 

UNCLASSIFIED 
NON-RECORD 

lo6 
•b7C 

Here is the drawing for our Annex DCS3000 connectivity. 

1 
dcs.vsd (236 KB) 

/ 
Thanks, 

ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section, OTD 
312 
312 

Desk) 
Cell) be 

b7C 

UNCLASSIFIED 

UNCLASSIFIED 

)^|T 
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c 
From: 
Sent: he 
To: b7c 

Cc: 
Subject: 

](OTD) (FBI) 

SEMET' 

I IOTP) (FBI) 
Tuesday .luiv 1 a 7nn.fi 5:07 PM 

JlCTpilEBjJ. 
10TD) (FBI)[ 

Termination Attempt Messages with MlN 
J(OTD) (FBI) 

](OTD) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

All, 
This is to recap the discussion/test that we did on the VB this morning. First, the problem statement: 

Incoming calls where both target and associate are within the same switch for| ""fray only 
populate the CALEA Temination Attempt message "Calling Party" identification field with the 
MlN (Mobile Identification Number). The MlN is not guarnteed to be the calling party's phone number 
(it is a valid 10 digit number) and is being populated in the VB as the CALLING PARTY'S phone number. 

Through^ janalysis, it is seen that the subsequent "Network Signal" message has within it a "CALLING 
PARTY" field with the caller id of the calling party. This has come up in several cases and specifically I have 
had several conversations with the Chicago FO about the affect this has on their Title Ill's and requests for 
potential pens off this FALSE information. 

The DCS 3000 currently looks for the "Calling Party" id in the 
addressed with JSI for the VB andj for tta 

falling DN field only. This problem should be 

lb2 
b7E 

b 7 E 

fos 
b7( 

SENSITIVE BUT UNCLASSIFIED 

83 :)fe-S E T 
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From: 
Sent: 
To: 
Subject: 

he 
b7C 

SEfefel 
"IOTP) (FBI) 

I ](OTD)(FBI) 
Thursday. July 27.2006 8:07 AM 

JOTD) (FBI) 
FW: DCS-3000 redundancy 

UNCLASSIFIED 
NON-RECORD 

TICTU/SB1 
Office: 70 
Cell. 2Q2\ 

, Paqsr; 3 

1 £ 
foic 

] 
—Original Message 

From: I 
Sent: 
Tos 
Subject: 

](BS) (CON) 
Th,,rCdav 1MIV?7 ?nnfi 8:06 AM 

I I (OTD) (FBI) 
RE: DCS-3000 redundancy 

UNCLASSIFIED 
NON-RECORD 

be 
'b7C 

Please be advised that I ami 
retired as am I, but working for BAE. 

—Original Message— 
From: I JBSt (FBI) 
Sent: T.,OCH3„ n, , I „ y ; ?nn<; 10:30 AM 
To: I I (BS) (CON) 
Subject: FW: DCS-3000 redundancy 

jand not |_ Jl have noted the contact changes, as| | is 

UNCLASSIFIED 
NON-RECORD 

More stuff for you 

Job 
b 7 C 

—Original Message— 
From: | |(OTD) (FBI) 
Sent: VM™ U» Jl JHfk i;25 PM 
To: I ^ S S > (FBI) 
Subject: DCS-3000 redundancy 

UNCLASSIFIED 
NON-RECORD 

We here in the T1CTU SBIT lab are beginning an initiative to add redundant point to point circuits throughout the field 
to ensure maximum up-time of the DCS-3000 system. We need to verify the information I am attaching to this email 
before arranging for additional T1 service to your field office. Your name is listed in our files as the primary or alternate 
point of contact for the DCSnet in your field office. Please review the "Originating Location Information", and any notes 
that may apply to an additional T1 installation into your office. If the contact information or any of the data is incorrect, 
please advise in an email so we may make changes to our system. The attached files are copies of old installation 
requests and will not be used again, new ones will be created after verification of data. I understand! |s 
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S^ET 
no longer there, please advise primary and alternate POCs for DCSnet in your division, thx. 
« File: dcsnH-boston.wpd » 
Thank You 

bz 

I 

Office: 7n^i I 
Cell: oml * " " 
P a a e r : 8 8 i* » 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

b7C 
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SEpFT^T 

nrinina) Meccano 

From: I Iftynwcoivn 
Sent: Monday, July 31, 2006 7:24 AM 
To: I Km-rn (FBI) 
Subject: RE: Contingency plan information 

RECORD 319-HQ-A1487677 b b 
b7C 

Attached is our contingency plan. It is setup as a guideline for the individual sites to follow in the creation of their own 
contingency plan. At the ERF, we have a working copy of the| ~~}wstem. This system is not a production 
system as it is only used for development. Should it go down a second I pystem is located in the CSOC. 
That system can serve as a backup in the event ERF or some other site goes down. I don't know that this plan has 
been fully tested as it would require re-provisioning phone lines (read cost money). 

«C 
fc2 
b7E 

be 
b'7C 
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(O) 703 
(P) 703 
(C) 703 

—Original 
From: 
Sent: 
To: 
Subject: 

as&aoa* 

3s 
(SecD) (FBI) 

PM 
I KOTD)(CON) 

RE: Contingency plan information 

UNCLASSIFIED 
NON-RECORD 

h 6 
b7C 

We need a test contingency plan for the DCS 3000 system. I will provide you the 
training information and we need to test this plan asap. Therefore, one day next week. 
The auditors are here and are looking for documentation for a tested contingency plan 
for this system. 

Thanks, 

1 1 

Jb6 
3b7C 

Original Message-jngi 
3(0TD)(C0N) From 

Sent: . MnriflflY IlllY ?4. ?ftnf> 3=̂ 5 AM 
To: I IfSecPUFBI) 
Subject: FW: Contingency plan information 

UNCLASSIFIED 
NON-RECORD 

Exactly what do you need concerning the DCS 5000? If you have a pony that would be nice. 

(O) 70! 
(P) 703 
(C) 70: 

fob 
b7C 

—Original Message— 
From: | j[OTD) (FBI) 
Sent: MnrwW i„lv mm > n PM 

IPWCFBI); 
To: 
Cc: 
Subject: FW: Contingency plan information 

UNCLASSIFIED 
NON-RECORD 

JUILF)< 
OTD) (FBI) 
(CON) 

lb 6 
b 7 C 

Can your ISSO provide the information requested for the DCS-3000? 

Thnx, 

[ = 1 
—Original Message 

From: 1 ^SecDI (FBI) 
Sent : Mnnriav. I.ilv 17. ?00fi 1?-1fi PM 
To: \ | (OTD)(CON) 
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"Crar! SECRET 
C c : I IfOTD) (CON)I" 
Subject: RE: Contingency plan information *• 

JOTD) (FBI)£ ]0TD) (FBI) 

UNCLASSIFIED 
NON-RECORD be 

b'7C 

] 
I need contingency plan results for the following systems: 

Data Collection System 3 000 
Data Collection System 5000 

Thank you, 

2.0TD) (FBI) 
—Original Message— 

From: ' 
Sept Mondav.Julv 17, 2006 12:12 PM 

Ccl 

Subject: 
ToTBT 
RE: Contingency plan information 

UNCLASSIFIED 
NON-RECORD 

]0TD) (CON)£ ]0TD) (FBI)£ 

Per our phonecon -[ ] s the ISSO for the systems in question. I'm sure 
he will be able to provide anything you need. Though I believe that he may be out of the 
office at least part of this week. 

ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 
ERF, QuaptiCQ. VA 
Tel: (703) 
Cell: (202) 
Fax: (703) 

Oriainal Messaqe 
From: 
Sent: 
To: 
Subject: 

^ ^ l | 1 1 H I B I I I I t l l M l l l l l l 
]secD) (FBI) 
11:26 AM 
lOTD) (FBI) 

Contingency plan information 

UNCLASSIFIED 
NON-RECORD 

Jbfi 

I need contingency plan results for the following systems: 
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be 

Data Collection System 3000 
Data Collection System 5000 

T h a n k s , • 

SECRET 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

DERIVED FROM: G-3 FBI 
DECLASSIFY ON: 20310731 
SECRET//NQE 

ation Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 

DERIVED FROM: G-3 FBi-Classification Guide,! 
DECLASSIFY ON: 20310731 
SECRET//N( 

}. dated 1/97. Foreign Counterintelligence Investigations 

DERIVED FROM: G-3 FB 
DECLASSIFY ON: 20310731 
SECRETV/NOFj 

d 1/97. Foreign Counterintelligence Investigations 
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From: 
Sent: 
To: 
Subject: 

b7C 

&RE" SECRET 
](OTD) (FBI) 

I l'Mf» (FBI) 
Mnnriav August ?fi 7pnfi 3:53 PM 

RE: Task Force setup 

UNCLASSIFIED 
NON-RECORD 

I I I am s t i l l planning on s e t t i n g them up. I havfiuaone. from one f i r e to the 
o ther , should have them up l a t e r t h i s week. Thanks 

avp nnnp. 

^MOBILE DIVISION ' 
TECHNICAL ADVISOR 
DESK—(251) 
CELL —(251) 

be 
b7C 

—Original Message— 
From: | |(OTD) (FBI) 
Sent: ' Mnnrlav AnnncfWynnfi 1:49 PM 
To: I I (MO) (FBI) 
Subject: RE: Task Force setup 

UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

He' € 
Are you still planning to setup the JTTF machines? I can't ping them and haven't heard anything. 
Please let me know if you need any assistance with the setup. 

thanks! 

—Original Message— 
From: I I (MO) (FBI) 
Sent: -n^s, , nnmrinjiwi; 2:45 PM 
To: L b T 

Subject: RE: Task Force setup 

UNCLASSIFIED 
NON-RECORD 

DTD) (FBI) 

he 
b7C 

b 2 

[ 1 I do not have a| Jswitch on my existing DCS-3000. I have a 
aeeaicated rack mounted monitor, could you send a| [switch/cables? 
Thanks. 

'MOBILE DIVISION 
to3 TECHNICAL 
b e DESK—(251) 

CELL —(251) 

] 

—Original Mi 
From: 

lessaae 
]0TD) (FBI) 
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£j£ SEClkT 
Sent! Tuesday, August 15, 2006 1:28 PM 

be 
fo'7C 

ajy- -
|MO) (FBI) _ _ _ ^ ^ ^ fe 6 

" T O T D ) (FBtti DTP) (FBI) lb 7 C 
subject: Task Force setup 

UNCLASSIFIED 
NON-RECORD 

Hey| 1 

The equipment for your task force didn't make it out today, so it will be Thursday before you get it. We plan to 
ship a rack mount computer to go in your equipment room for your targeting computer, a pix firewall, and a 

| Computer with monitor to go in your monitoring room, do you have an available port on a| |for the 
targeting computer? If so, do you need cables? 

sorry for the delay, please let me know if you have any questions. . „ 
thanks! . J ^ E 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

tL^yr I 
91 
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SE^ET 

3 (OTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

ihfi 
c J(OTD) (FBI) 
Tuesday. September 19. 2006 3:&1£M-

• I (OTD) (FBI 
FW: Deployed systems 

](OTD) (FBI) 

UNCLASSIFIED 
NON-RECORD 

Guys, 
Can we get him an fairly accurate number using the database? Thoughts and comments. 

nn 
3 C OTD) (FBI) 

Original Message 
From: | 
Sent: i uesaav, s>eptemDer*T9, 2006 3:33 PM 
To: | | (OTD) (FBI) 
Subject: Deployed systems 

UNCLASSIFIED 
NON-RECORD 

he 
lb'7C 

Can you give me the total number of deployed dcs-3000 systems? I only need to know what is currently fielded. 

Thanks, 

Office: 703L 
Cell: 20: 
Fax; 7031 

b2 
b6 
b7C 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

T 
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SL^ET 

] (OTD) (FBI) 

From: I imHUFRh 
Sent: be Monday September25. 200612:3QP^ 
To: b7c 

Monday September 25. 2006 12:30 PM 
I | (BH) (FBIVl I mm (FBI)! 
mHUFHIU " MJBH (FBI); f 

JOTD) (FBI) 
(OTD) (FBI); 

Subject: FW: Raytheon support. 

SENSITIVE BUT UNCLASSIFIED b6 
NON-RECORD I b 7 c 

This is the only email. I Icontacted me by phone to give me the date of Wednesday afternoon, Sept 27, 2006 as a 
start time. ' ' 

| | If Quantico will not fund the circuit (we will try that first), then Birmingham division will need a circuit installed from 
hereto Huntsville RA to push pen register data in real time to their DCS-3000 collection system. They will need real time 
data to send over to thd Iclassified system when they go up on their FlSURs, which is pending. | is going to 
check with Quantico as for as the required bandwidth. ib2 

I lean you request from TICTU a circuit for Huntsville RA's DCS-3000 for pen register data for the I Isystem? 

Qcan you get witrl Ifor the requirements to push the pen register data to the| | Doesl jneed to put in 
MS request? ' ' I 1 

sA I be 
Technical Advisor - Birmingham Division 

Original Message 
From 
Sent: Thursday. September 14. 2006 11:53 AM 
To: 
Cc: 

fc7C 
essage^; ' 

I ltwx\ (CON) 
14, 2006 11:53 AM 
] (OTD) fCDNYl _̂  MOTTO (FBQ. 

(FBT) 
Subject: RE: Kaytneon support. 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Thanks for the information. 

_ J (OTD) (CQI&I _|(OTD) (FBQ 
mm (FBH:! form (FBI) J (KX) (FBI)I (NO) 

SI l(BH)(FBt) ' ' • 1 
: Kaytneon support. 

be 
b7C 

1 would also like to have a DCSP at the Knoxville and Huntsville sites to assist. This will help the Tech squad with their 
limited personnel available. If you could give me dates I will see that it is scheduled. I have listed below the DCSP available 
for each site. 

New Orleans \ *""| 
Huntsville 
Knoxville -

b 2 

WdUSftW* 1661) Squad l^U-1) ' b7c 
Elsur Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 
713 
713 
832 

Desk) 
Fax) 
Cell) 

-Original Message— S E b f v E T 
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From: 
Sent: 
To: 
Cc: 
Subject: 

c }OTD) (CON) 
Wednesday. September 13, 2006 3:43 PM 

.(HO) (CON) 
OTD) (FBI)J 

Raytheon support. 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

be 
b7( 

SL^ET 

I (OTD) (FBI) 

I have passed Huntsville and KnoxvilleioJ 
Also, New Orleans will be upgraded by[ 
mentioned that the system theje may be a version 
Please contact 

^ 1 for sites to navel I provide the Security upgrade support. 
JJuring a visit they have scheduled for J svstpm rbeckout Bill 
i behind in baseline load as well whir.n In/ill up fire may be a version behind in baseline toad as wen wmr.n i/m upgrade 

Jo coordinate the NO install if you want to have a DCSP present at that one. 

ELSUR Technology Management Unit 
Electronic Surveillance Technology Section, OTD 
7031 iDesk) 
703 [FAX) 
540 [Cell) 

to 2 
Jb6 
b7C 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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% 4 T 
I IfOTm pan . 

From: , I IfBHHFBn 
Sent: b ° Wednesday. October 04. 2006 11:22 AM 
To: i b ; c I KOTDUFBI) 
Cc: J I (BH) (FBI) 
Subject: RE: Raytheon support. 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Please designate Huntsville RA as Birmingham's COOP. Let me know if I need to submit an RMS...TKS cdb. We will be 
going up on line in the Huntsville RA soon. What would be the time delay to get a circuit installed? We could use a dial-up 
that already is there in the interim...cdb. 

-Original Meranf-- b' 
From: I l(OTD) (FBI) 
Sent: T,^™ nrtn^mi 2006 10:59 AM 
To: I IfBffl (FBI) 
Cc: I TOTD) (FBI);| |(BH) (FBI) 
Subject; RE: Raytheon support. 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Heyj | 

I talked with| {this morning and got the scoop. It sounds like there will be enough activity in Huntsville to justify 
building a pelYriarient circuit. Have we already talked about a COOP site for Birmingham division? If not... As we get 
funding available, we'are building a circuit to a COOP site for each division, usually to one of the RAs. If you want to 
designate Huntsville as your COOP site, then we can build the circuit in about 30-45 days. If the order comes in 
before that, we can help setup a dialup. 

Please let me know what you decide. 

. thanks! 

—Oriainal Messaoe— 
From: I tBHI (FBI) 
Sent: Monday, September 25, 200612:30 PM ^mmmmm__mmm__ ' 
To: I IfflHUFBnJ IfflHUraO;! I (BH) (FBI); | |BH) 

(FBIll ' ' l(OTD) (FBI)j jOTDWrBl) ' ' ' 
Subject: FW: Raytheon support. 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

inisisthe only email. I Icontacted me by phone to give me the date of Wednesday afternoon, Sept 27, 2006 
as a start time. ' ' 

I |lf Quantico will not fund the circuit (we will try that first), then Birmingham division will need a circuit installed 
from here to Huntsville RA to push pen register data in real time to their DCS-3000 collection system. They will 
need real time data to send over to thd ^classified system when they go up on their FISURs, which is 

h Quantico as for as the required bandwidth. pending. | |s going to check with Quantico as for as the required bandwidth. 

Qcan you request from TICTU a circuit for Huntsville RA's DCS-3000 for pen register data for the[ 
em? M systems . b 2 
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b2 
b7E 

ET 

y ean you get with| por the requirements to push the pen register data to the| | Does| |need to 

n an RMS request? 

tf 
-Original Message' 

From: 
Sent: 
To: 
Cc: 

JBirmingham Division 
he 

0) (CON) 
14. 2006 11:53 AM 
" ( O T D H C O W r " lOTD) (FBI) 

|(BH) (FBI) 
jHTb) (FBI); ](KX) (FBI); L (NO) 

Subject: RE: Raytheon support. 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Thanks for the information. 

I would also like to have a DCSP at the Knoxville and Huntsville sites to assist. This will help the Tech squad with 
their limited personnel available. If you could give me dates I will see that it is scheduled. I have listed below the 
DCSP available for each site. 

New Orlea. 
Huntsville 
Knoxville • 

ns_ ? 
Houston Tech Squad (SO-1) 
Elsur Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 
71: 
7i; 
83: 

Original Mi 
From: 
Sent: 
To:| 
Cc:l 

J(OTD) (CON) 
Wednesday, September 13, 2006 3:43 PM 

(HO) (CON) 

Subject: 
OTD) (FBI);[ 

Raytheon support. 
J(OTD) (FBI) 

be 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

[ 

I have passed Huntsville and Knoxville td 
support, Ajgo^New Orleans will be upgraded b 

entioned that the svstem there , r.hftnKnut 

prsssnra 

Also. N 

Twill up 
irthat oi 

lfnr sjfes to have| jprovide the Security upgrade 
during a visit tney nave scheduled for a system 

mav oe a ve 
upgrade. 
one. 

Please contact! 
lav pe a version behind in baseline load as well which 

Jp coordinate the NO install if you want to have a DCSP 

be 
b'7C 

tLSUK i echnoiogy Management Unit 
Electronic Surveillance Technology Section, OTD 
703 
703 
540 

Desk) 
FAX) 
Cell) 
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S&^|T 

(OTD) (FBI) 

From: 
Sent: 
To: 

be 
b 7 C 

Subject: 

Importance: 

Follow Up Flag: 
Flag Status: 

r ]OTD) (CON) 
Wprlnp^Hav Mr tnhpr ' f t l 2Q0fiJ2JJ_EM 

IEHIII 

Jobber 04, 2Qi 
1 /n rm fFRivF 

(CONVI 
l(OTD) (FBl)f I (OTDHSON]! 

j(OTD) (FBI);E 
" I r r rm ff R h f l(OTD) 

(OTD)(CON;| ^ ^ 

l U I U H L U N l f 
TlOlDMCOKm 

I lTD) (CON)i! 
h - r m (CONV 

S 

I " bipiimii 
rTFBTii 

.(CQN)f 
'/uiuwmitt 

T fOTD^ (FBIVI 
I (OTD) (FBI) J 

•/ v —i IL 
LAD; y 

n C T D U F B h T 
|OTD)(FBHI 

1(OTD)(CQN)| 

] (OTD)(CON);[ 

Z3(OTD) (FBI)]. 
lTOTIH (CONVI 

KOTEWCONYl 

DKCONVI 
|(OTDnCON)7 

TTTDJJFB 

J f O T ^ <FBIV 
(OTD) 

i IOIUWKBTTI 

I ^OTDWrBTf 

hViTd / M 
l<omwcoN>r 

[Mlt»¥ia:lH 

LrffiTFETT 
& 

imc. FW: Immediate action required! 

High 

] (OTD) (FBI) 
J(OTD)(CON); 

mem IfOTD^ fFBlV 

1 
JOTDJ" 

Read 
Flagged 

UNCLASSIFIED 
NON-RECORD 

fcl) 
b 7 C 

Please se^ p-mail below. Thanks. 

1 
OTD/ESTS/TICTU 
7 0 3 » ' 

](OTD) (FBI) 
Tl:C 

—Original Message— 
From: I 
Sent ' Wednesday, October 64. 3605 Jl:02 AM 
To: | l(OTD) (CON) 
Subject: immediate action required! 
Importance: High 

UNCLASSIFIED 
NON-RECORD 

be 

| |- please forward to the Unit. 

All, 

In an effort to answer a FOIA request, I am requesting that all TICTU employees and contractors immediately do a word 
search of their e-mail system (active and archived records) for the term "DCS-3000" and "DCS 3000" and "DCS300Q" 
(variations of the same term). If a document or e-mail is located print it and bring the hard copy to| ]for compilation. 

need this accomplished ASAP. If there is a negative response -1 need that also. be 
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*** UNCLASSIFIED SENSITIVE *** 

REDHOOK 

REDHOOK is an•FBI-funded, multi-agency effort to: 

• Develop a law enforcement capability to intercept and 
process Basic Rate ISDN signals. (ISDN, or Integrated 
Services Digital Network, is a telecommunications industry 
vision of a network which provides end-to-end digital 
transmission for voice and data services. Basic Rate refers 
to the delivery-method for the first phase of ISDN which is 
beginning to be used by subscribers and small businesses for 
voice/data/fax applications.) 

• Develop a law enforcement ISDN intercept standard. 

The project team is made-up of law enforcement representatives 
from Federal, as well as State and local law enforcement 
agencies, including FBI, DEA, Customs, Florida Department of Law 
Enforcement, and others. 

There is a need to continue the research and development efforts 
with regard to REDHOOK in order to provide some enhancements and 
to complete a production run (note: the product is in a prototype 
phase now). Some of the enhancements include: 

Supporting 
Supporting 
Supporting 
Supporting 
Supporting 
Supporting 

b 2 
b 7 E 

ALL INFORMATION COBTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-07-2007 BY 65179 DHH/TAH/KSR/JB 

* * * UNCLASSIFIED SENSITIVE * * * 



SECHEJ 

b i 

(S)--Bea 

(S) «» 

In response to your request for technical assistance in conducting an urgent interception of ISDN 
telecommunications, I am initiating a process for providing you with a RFrmnnif gygtpm ac WP 
previously agreed. In fact, my staffhas-been working with your eolleagi 
to complete the documentation required to legally effect the transfer, 

b i 

Inasmuch as this process requires that the FBI obtain an export license from the U. S. Department 
of State, which requires concurrence from the U. S. Department of Defense and the National 
Security Agency, this process can be lengthy. However, I assure you that we will make every 
effort to ensure that this request is handled in an expeditious manner. 

Regarding your request for more information on the|_ Jprojects. I fo2 
would like to invite appropriate members of your staff to visit our research facility at Quantico to fo7E 
participate in discussions regarding the direction of these projects and the possibility of 
cooperation between our agencies in this critical area. 

I hope that this response addresses our requests, and I look forward to hearing from you in the 
near future 

Sincerely 

Edward L. Allen 
Deputy Assistant Director 
Federal Bureau of Investigation 

DATE: 06-07-2007 

CLASSIFIED BY 65179 DMH/TAH/KSR/JB 

REASON: 1.4 (b) 

DECLASSIFY OH: 0 6 - 0 7 - 2 0 3 2 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
TjJHERE SHOOT OTHERWISE-

SE^ET 



REDHOOK - ISDN-BRI Intercept 

In October, 1991 the FBI began a effort, to isolate and intercept ISDN-
b 2 
lb 6 

Basic Rate on the subscriber's local loop. This effort, codenamed REDHOQK. fo 
resulted in the development of a[ 

| "] In November, 1994, the contractor delivered a prototype 
system to the FBI for evaluation. Also, during this phase, the Natiorial Institutes 
of Standards and Technology (NIST) participated in the development of a 
National Law Enforcement Standard for ISDN intercept equipment. 

In October, 1995, the FBI initiated a follow-on phase of REDHOOK in 
order to 1) make the system more robust, and 2) add additional processing 
capabilities. New initiatives include: 

changing the hardware platform from a UNIX workstation to a Pentium PG 
changing the output format for collected data to I if an FBI standard) format, 

fo7E 

h i 
lb* • adding a capability for intercepting ISDN phones which are in a multi-point 

arrangement ^ 
• adding a capability to intercept and decode Northern Telecom Custom and 

National ISDN 1 protocols 
• repairing deficiencies found in the prototype system during testing. 

In the future, the FBI is considering adding a capability to intercept and decode 
ISDN-PRI (Primary Rate Interface) to the REDHOOK system.. 

ALL ItfFORMATION COBTAINED 
HEEEIff IS UNCLASSIFIED 
DATE 06-07-2007 BY 65179 DMH/TAH/K3R/JB 



30TD)(FB») 
QtrrWcT 

From: 
Sent: 
To: 

fo7C 

Subject: 

Importance: 

Follow Up Flag: 
Flag Status: 

c JOTD) (CON) 
i^edoesdaiLlJctober 04, 2006 12:11 PM 

(OTD) tFBW.l 
ToTD) fFBl l f 

I I O T D / T O N ' ) - ! HTDwdoTnT 

I(OTD) 
KOTPUCQN) £ 

(CQN)F 
• HOTDHCON1 

(OTDUCONI 
I If&TPWFBII 

loTD) (CQNf 

KOTD) FBI 

^CONV 

S (UlUHhHIlT 

I /rvrm / ra iv l 
tfOTD) (FBI)| 

lAQj 

(OTD) (FBU1 
TTP) (CON) 

bTDHCONir 

zzmnaij r 

TPTPTCOM LoTDurii if l 
— - , _ _ "lOTDXCON);! 

I Q T D W F B M rnTnwFRivi 

1/OTD) 

rf«)MYM»»n 
MI»>¥(»WN __ bTD) icarnf 

*~ui«rrrJwr-yiJ ' -
1 , l ^TnWFRIV I 

(CON);| | (OTD) (FBI) 
FW: Immediate action required! 

High 

Read 
Flagged 

](OTD)(CON)l 
-^-T( lTD)(CON)| 

fQTP) (FBI); 
? 

](UIU) 

Jb6 
b7C 

UNCLASSIFIED 
NON-RECORD 

Please see) |e-mail below. Thanks. 

1 
'6Tb/esTsmcT[r 

be 
b7C 

•Original Message— 

I From: 
Sent: 
TO: 
Subject: 
Importance: 

TOTD) (FBI) 
Wednesday, October 04, iUUb l':02 AM 

1 I (OTD) (CON) 
immediate action required! 
High 

UNCLASSIFIED 
NON-RECORD 

| \ please forward to the Unit. 

All, 

hi 
h". 

In an effort to answer a FOIA request, I am requesting that ail TICTU employees and contractors immediately do a word 
search of their e-mail system (active and archived records) for the term "DCS-3000" and "DCS 3000" and "DCS3QQQ" 
(variations of the same term). If a document or e-mail is located print it and bring the hard copy toj |for compilation. 

I need this accomplished ASAP. If there is a negative response -1 need that also. 
DATE: 06-07-2007 
CLASSIFIED BY 65179 DHH/TJU1/K3R/JB 
REASON: 1.4 (g) 
DECLASSIFY ON: 06-07-2032 . sEjJifcr 

ALL IHTORK&TI0N CONTAINED 
HEREIM IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 



Thanks SE 

55A 
Chief, Telecommunications Intercept & Collection Technology Unit 
Electronic Surveillance Technology Section 
Operational Technology. Division rDg 
ERF Quantico h'tC 
7031 ""leek 
202J bell 

UNCLASSIFIED 

UNCLASSIFIED 

1 (OTD) (FBI) 

From: 
Sent: 
To: 

Subject: 

foe 
ib7( 

] ( W F ) (FBI) 
2c Monday. UctoberUiJ. 2006 12:03 PM 
](OTD) { F B I ) £ 

FW: Newl ine 

J)TD) (FBI)[ 

UNCLASSIFIED 
NON-RECORD 

Hello Gentleman, 

We received a] 

Thanks, 

fe2 
;b'7E 

hardline on 9/27/06. How will we collect the data for this line? 

FBI-WFO 

c 
75T" 
202f 

ib6 
b7C 

From: 
Sent: 
To: 
Subject: 

Original Message-
J.WF) (FBI) 

win;™ MmnwiMA) 2006 5=43 PM 
](WF) (FBI) 

Rb! NUW Ullt! 

UNCLASSIFIED 
NON-RECORD 

SECRET 



J ^ : SEPET 
He\ 

Hmm -
Basicalli |needs the order then they can give us the date we require. 
I hPliPx/P trip flflta will mmp anrnss thP DCS 3000. b2 
We have a connection tol Ithrough the DCS 3000 on the FISA side (2nd floor). fc 6 
I don't know how tough it will be to get it upstairs on the 3rd floor DCS 3000. b i c 

So -I would actually c o n t a c f ^ Idnwnat ftnantir,o first. 
Let them know we have a pen register order fol jfor a criminal intercept. 
Ask them to assist you in setting up the DCS 3000 for this. 

While they are working on that I would contactr 

The contact number forT 

I 
}o figure out how to get the order to them, 

laccording to the TICTU website). -

Keep me posted on the progress and let me know if there is anything else I can do to assist. 

Thank you, 

• 
—Original Message-

From: | 
Sent: 
To: I 
Subject: New Line 

;WF) (FBI) 
Friday Spntemtw?! 2006 9:05 AM 4 V 

j/VF) (FBI) 

be 
to7C 

UNCLASSIFIED 
NON-RECORD 

Hi|~l 
We received aj" "hardline for (CR-3) on 9/27/06. 

How will we collect the data for the line? 
fo2 
fee 
hie. 

FBI-WFO 
r 
IS-2 
202 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

K SECISET 



From: 
Sent: 
To: 
Subject: 

be 
lb'7C 

S E ^ T 

] (OTD) (FBI) 

[ ](OTD)(FBI) 
Friday. September 08. PpOfi 8:00 

• ' N ^ (FBI); 
Password Change 

(NF) (FBI) 

UNCLASSIFIED 
NON-RECORD 

[ ] I changed your DCS 3000 password this mnrnina because it was not in our database here in Quantico. The 

machine had rebooted over the night. Your new password is 

Reply back or call me if you have any questions 

1 
tiectronics lecnnician 
OTD/ESTS/TICTU 
Phone:(702 
Pager: (8001 

be 
b7C 

i 
UNCLASSIFIED 

| (OTD) (FBI) 

From: 
Sent: j-,,. 
To: s^ c 
Subject: •RTHSi" 

(OTD) (FBI) 
2006 7:55 AM 
(NK) (FBI) 

UNCLASSIFIED 
NON-RECORD 

(S) me 1SG for Boston is 

Let me know if you need anything else.... 

OTD/E5TS/TICYU-
Phone:(703 
Pager: (8001 

be 
b 7 C 

°1 
I N K ) (FBI) 

—Original Message— 
From: I """" 
Sent: Friday, September 01, 2006 7:05 AM 
To: 1 ~|I0TD) (FBI) 
Subject: 'RU! ' 

UNCLASSIFIED 
NON-RECORD 

be 
b7C 



flkfe 
Could you log into our front room DCS 3000 computer or send me the isg ip addresses for Boston. Thanks 

SAI I 

Newark Division 
9 7 3 l I 

be 
lb'7C 

UNCLASSIFIED 

UNCLASSIFIED 

(OTD) (FBI) 

be From: 
Sent: 
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

[ JOID) (FBI) 
TucsHav A i m i i s t ? q ?nriR 7:52 A M 

I INF) (FBI) 
RE: Modems and such connected to the Cisco Router -

b 2 
b e 
b7C 
b"?E 

[ 

the DCSNET Router is on the 2nd floor in the plant. Thq router was a T1 between ERF and your office. We 
usea1 this circuit as a backup into the dcsnet wheaauiL£iECLiit went down. That circuit has since been disconnected. 

Js looking into a new provider for circuits 

b i 

Our plan is to build a new and separate dcsnet to certain offices 
piyillUll flie second floor, i i as a backup. Thw n<w nmiit will be run into the* 

! S) The IP address 4s end it is located in that rack on the 2nd floor with the DCS3000 fisa box. 

If you are in this afternoon before 4:00PM call me and I will show you the database that we have created for the offices. I 
can give you a username and password and you can manage your offices equipment on this database if you wish. 

Let me know if you have anymore questions 

6Tb/EsTs/TlcTU 
Phone:(70c 
Pager: (800 

J,Ob 

b7C 

be 

Original Message 
From: I ItfR (FBI) 
Sent: Monday, August 28, 2006 5:46 PM 
To: | ' IOTP) (FBI) 

en a Subject: Kt: Modems ana such connected to the Cisco Router • 

UNCLASSIFIED 
NON-RECORD 

CD 
IS J T thought the Cisco RoxjterwithlP-addres^ 

b i 

frad the DCS backbone going to it. 
If this is not true then what was going to that router. Also I will need to find where the backbone comes in and label it. 

We will turn off modems # 3,4, and 5 based on your last email. 

We have somebody looking into the! jmodem issue. We have to send somebody to the switch in Lanham to 
recycle the power on the modem. L——' 

to 2 
b 7 E SE^T 



l£tt^l 
—Original Message— 

From: I lA/F) (FBI) 
Sent: Friday, August 25, 2006 7:02 PM 
To: I IOTP) (FBI) 
Subject: DCS 1020 

UNCLASSIFIED fc,6 
NON-RECORD lb 

We have a computer up here that we call the DCS 1020. This was going to be used for the mobile tracking of cell 
phonesl ^yarned us of the issues of security and the fact that we should control who enters the information into 
the DCS 1U2U We put together a protocol for this and apparently it was not followed. A line was put in without our 
knowledge. 

I was thinking if we placed a screen saver with a password this would resolve our problem. 
I know it was requested not to do this to the DCS 3000 due to the amount of traffic that was going across the computer 
it could cause a malfunction. Do you feel this is a viable solution or do you think this would be too taxing to the 
computer? OR do you have a better solution. 

Thank vqu for your assistance 

UNCLASSIFIED 
be 
fc7C 

UNCLASSIFIED 

"])TD) (FBI) 

From: I l(OTD) (FBI) 
Sent: WsrlnftsHav Auniistrfr ?pnfi 8:05 AM 

Subject: ' Hfc! laKJU ' 

UNCLASSIFIED 
NON-RECORD 

I |l checked on the data side and I still do not see anything on the DCS3000. I will lei know tomorrow 
when he gets in to take a look at it. Maybe he can see if there is anything wrong with it. 

°L 

OTD/ESTS/TJ£ILL 
Phone: (703 
Pager: (8001 

—Original Messaae— 
From: I IfHM (FBI) 
Sent: Titfwrtav.Mmiwrni .pifflfi 8:26 PM 
To: | IOTP) (FBI) kj 

Subject: TR3B * b 

UNCLASSIFIED 
NON-RECORD 

Just a reminder to look at the DCS5000l Jref to the CDC fronl jwhen you get in the morning. 

8 



jlpET 
looked at early afternoon and saw one call on the the 5000, but nothing showing on the 3000. I am usually in by 6:45 
am HST. 

foe 
b7C IZZI 

UNCLASSIFIED 

UNCLASSIFIED 

I ~l(OTP) (FBI) 

fol 

From: I I(OTD) (FBI) 
Sent: ri.ocia» flimnom Jnnfi 7-dft AM 
To: fc6 L^^_^_JWF) (FBI) 
Subject: l b 7 c RE: DCS Upgrade 

UNCLASSIFIED 
NON-RECORD 

to 2 
b7E 

J I looked at thel connection. It looks like the phone line at the switch is no good. I called I 
this morning to take a look at it. As far as restarting the applications on the DCS3000 usually a good practice is to start 
the| First, then the| land last the| | If you have any other questions let me 
know. 

UI U/hb I b/11ILIU 
Phone: (703| 
Pager: (800fl 

"bt 
b ' , 

-—Original Message— 
From: I iwn (FBI) 
Sent; Monday. July 31. 7006 8:02 PM 
To: | J (OTD) (FBI);r 
subject: "uLbupgraa* —• 

UNCLASSIFIED 
NON-RECORD 

l(OTD) (FBI) 

HI -
pgrac 

<S) address: 

We are upgrading the DCS 3000 to the latest version and we 
notice the 1 I was not̂  connected. Please check. The system IPb 

to' 

In a couple of weeks we are going to have a power outage on 
the plant and this will effect the DCS 3000. When we start the 
D C S 3000 S y s t e m , To f h a r a a gormanr«o nn MVH/-h r m a =hr,»1H b e 1 r-Tinn-inrr f i r c t - 9 Th ia 

etc.? 

Thanks, 

9 

SE^ET 



FBI-WFO/Squad IS-2 
20q ' 

5EppJq 

he 
hlC 

UNCLASSIFIED 

UNCLASSIFIED 

]OTD) (FBI) 

From: 
Sent: }b6 
To: j j ,37C 

Cc: 
Subject: 

Tiiflariav .h.iviTrTT^fi 5:07 PM 
J(OTD) (FBI) 
S06 5:07 PM 
IOTP) (FBDif 

IOTD) (FBI)|_ 
Komwmh 

JOTD) (FBI);[ 

Termination Attempt Messages with MIN 
JOTD) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

All, 
This is to recap the discussion/test that we did on the VB this morning. First, the problem statement: 

Incoming calls where both target and associate are within the same switch for[ 
populate the CALEA Temination Attempt message "Calling Party" identification field with the 
MIN (Mobile Identification Number). The MIN is not guamteed to be the calling party's phone number 
(it is a valid 10 digit number) and is being populated in the VB as the CALLING PARTY'S phone number 

Jmay only ^2 

Through] |analysis, it is seen that the subsequent "Network Signal" message has within it a "CALLING 
PARTY' field with the caller id of the calling party. This has come up in several cases and specifically I have 
had several conversations with the Chicago FO about the affect this has on their Title Ill's and requests for 
potential pens off this FALSE information. 

The DCS 3000 currently looks for the "Calling Party" iH in tha najling DN field only. This problem should be 
addressed with JSI for the VB and Raytheon for the| 

}aJli 

• he 
b'7C to2 

b 7 E 

SENSITIVE BUT UNCLASSIFIED 

10 bLL*\ lLl 



Sfig^T 
—Original Message—' 

From: I Irmvn (FBI) 
Sent: Monday. July 10, 2006 3:21 PM 
To: I " ^ T O T D ) (FBI) 
Subject: FW: GR30 

UNCLASSIFIED 
NON-RECORD 

h 6 
b7C 

ainected an ethern 
was taped on the' 

from thtj 1 to the DCS3000 switch[ 
:o I assumed it was not to oe used. Hope this is correct. 

On Wednesday we will get two b1 lines in our office. Do I connect the lines to one of the 4 ports on the top right, back 
side of the} | using the black splitter connector cables provided with the I F I am usually in by 6:30-6:45 b2 
am HST or I / :JU-12:45 pm your time. Send me an email or call if the the set up is not correct. b71 

We would like to test the lines from Guam if possible on Thursday as it will be Friday, Guam time. If we do it about 
11:00 am HST, it will be 5 pm your time and 7:00 am Guam time, Friday. Can you stay till that time or later, to see if 
it works and make any adjustments as needed? We will get back with you once we coordinate the Guam Telephone 
point of contact. 

Thanks. ( 

I I be 
i i A Honpiuiu Division 

806 
Desk 
Sell 

—Original Message-
From: 
Sent: 
To: 
Subject: 

i H N ) (FBI) 
Monday, July 10, 2006 2:49 PM 

1 , . ' " " » ( F B I ) 
FW| | 

UNCLASSIFIED 
NON-RECORD 

b2 
b'7E 

—Orig;nal Me^ge 
From: 
Sent: 
To: 
Subject!1 

UNCLASSIFIED 
NON-RECORD 

HN) (FBI) 
58 AM 

(HN) (FBI) 

b 2 
Ib7E 

b 6 

FYI 

be 

—orig inal Message-- , 
Ftwti: I IfOTD) (FBI) 
Sent: Mnnriav ink, m 7nrtK i ••?•* AM 
To: I ~ \ (HN) (FBI) 

b2 
b7E 

Subject: Kt | p 

12 K1 
SECKET 



Jr^El b2^ SECRET 
UNCLASSIFIED b E 

NON-RECORD 

| | the nevj |CPU should be hooked up with a patch cable from the ethernet port in the back of the cpu 
to the UCS300U switcn that has the other DCS3000 machines connected to it. From there we can configure the 
machine using] ] 

j |asked me to send you six more latch cards for you latch card rack. I will do this today. If you have 
questions regarding the rack call or e-mail me and I will explain it further. The cards can be inserted with the 
power on in the rack. b2 

r——i b 7 E 

The new CPU has al bard in it to answer the phone lines. It also has special software to snrt^nd huffer the 
data. The targets can be entered into vour regular DCS3000 and we will make a connection to the 
vanguard in your multiserver. The way the|_ 

J 
I will be gone this afternoon but I should be here the rest of the week. | """jshould also be here all week. 

My new number is 703| |anc| lis 703J 
b6 

Let us know if you need anymore help. b ~ c 

IZZ1 

u i L y b m ^ i i i T O -
Phone: (70d| 
Pager: (800 

Original Message 
F r o m : I IfHNUFBtt 
Sent; Friday, July 07, 2006 11:04 PM 
T«=l lOTm (FBI) 
Subject: GR30 

UNCLASSIFIED 
NON-RECORD bS b2 

fc'7C b7E 

We put up the! I in the rack near our DCS3000. Did you want to jump into the| | 
through the existing DCS3000 if we connect al line to it? If not email me instructions on now you want 
this done and we do it Monday. 

We would like to have this set up for testing prior to us getting the B1 lines (two analog lines) from the Telco 
on Wednesday so we can just connect the lines and have Guam test it from there. We understand we will 
need latch boxes for the audio portion. Do we need a particular type of latch boxes. Email me any 
instructions how you want this done, etc. and we will set it up. 

Can you provide us some info on the function of the I I On the! lit was labeled DCS3000. Is this a 
different configuration DCS3000 to handle the overseas calls? If not, could we not use the existing DCS3000? 
Any backgroun info is appreciated! |5 not here and| pnd I are putting this together. 

ThflflKSi • j _ : ; 

I' b ' C 

UNCLASSIFIED v / 

SE f̂eT 



UNCLASSIFIED 
SEMT 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

DERIVED FROM: G-3 Ft 
DECL-AJJII lUUl&N LXEMPTION 1 
SECRET 

ide 6-3. gated 1/97. Foreign Counterintelligence Investigations 

DERIVED FRQMftj-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
PECLAS81FTCATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI ciacgifi''at|n^-f5" iH<' ^-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPttOTTl 
SECRE 

TfOTD) (FBI) 

From: 
Sent: b 6 
To: b7c 
Subject: 

UNCLASSIFIED 
NON-RECORD 

](OTD) (FBI) 
TtfWtiaY.JUlYl1.2PQg 7:37 AM 

IOTP) (FBI) hw\ 
to 2 
b 7 E 

QTD/Ka I a/ IIC I U 
Phone: (70: 
Pager: (80q 

essa Original Message 
From: 
Sent: 
To: 
Subject: 

1(W 
11:21 

(HN) (FBI) 

1 •* 
FW rzzr 

UNCLASSIFIED b2 
NON-RECORD b7E 

KOTD) (FBI) 

hie 

I ~1 
) connected an ethernet cable from the| JCPUJ | to the DCS3000 switch 

| ~ ^ w a s taped on the| |so I assumed it was not to be used. Hope this is correct. 

14 

SE fa 
>CZ~J 
b 2 
b'JE 

http://TtfWtiaY.JUlYl1.2PQg


On Wednesday we will get two b1 lines in our office. Do I connect the ' ip0**" nnp of the 4 ports on the top right, back side 
of the! | using the black splitter connector cables provided with the| | 1 am usually in by 6:30-6:45 am HST or 
12:30-12:45 pm your time. Send me an email or call if the the set up is not correct. 

We would like to test the lines from Guam if possible on Thursday as it will be Friday, Guam time. If we do it about 11:00 
am HST, it will be 5 pm your time and 7:00 am Guam time, Friday. Can you stay till that time or later, to see if it works 
and make any adjustments as needed? We will get back with you once we coordinate the Guam Telephone point of 
contact. fc2 

b7E 
Thanks, 

l O O 

l A Honolulu Division fo"c 
808 
808 

Desk 
Cell 

-Original Message-
From: I l(HN) (FBI) 
Sent: . M ™ ^ , MM in mae. ><ta PM 
To: I , 
Subject: FW:| 

iHN) (FBI) 

UNCLASSIFIED 
NON-RECORD 

b 2 
b 7 E 

he 
b7C 

—-OriQinai Message— 
From: I lf»N\ (FBI) 
Sent: MonHau n,i»m ?nnfi 6:58 AM 
To: I KHW (FBI) 
Subject: FWj | 

UNCLASSIFIED b2 
NON-RECORD b/E 

FY) 

—Original Message— 
From: I KOTDUFBI) 
Sent Monday. July 10. 2006 1:53 AM 
To: I l(HN) (FBI) 
Subject: KE.j | 

bz 
UNCLASSIFIED h ir?. h6 
NON-RECORD £7 C 

| the newl (CPU should be hooked up with a patch cable from the ethernet port in the back of the cpu to the 
uusauOO switch that lias the other DCS3000 machines connected to it. From there we can configure the machine 
using 

asked me to send you six more latch cards for you latch card rack, t will do this today. If you have questions 
regarding the rack call or e-mail me and I will explain it further. The cards can be inserted with the power on in the 
rack. 

b 6 
b7C 

The new CPU has al Icard in it to answer the phone lines. It also has special software to sort and buffer the data. 
The targets can be entere 
multiserver. The wav the! 

H l & I I C V V w> w i ICJ-3 o ^ ^ ^ i u o i u ii i u I\J a i i^vvci LI i ^ ynut i c fiiic7o. n a i g u i i a o o|j i=;oic*i o u i i w a i «= U ^ J ^ ^ J iu u u u c i ii i c u a 
The targets can be Entered into ymir ranular nCf i30 f in and W P will make a mnnf t r t i nn tn t h d Ivannnarri in vnur 

15 \ X b2 

W b7E 



hi 

:u»E 
I will be gone this afternoon but I should be here the rest of the week 

My new number is 703| fen J 

should also be here all week. 

s703 

Let us know if you need anymore help. 

OTn/FSTS/TiTTTTT 
Phone: (7CK 
Pager: (800 

b 6 
b7C 

D(HN) (FBI) 
—Original Message— 

From: I 
Sent Friday, July 07, 200611:04 PM 
To: | pTO) (FBI) 
Subjei!q— | —M 

UNCLASSIFIED b 6 

NON-RECORD b 7 c b2 
b7E 

jthrough We put up th j I in the rack near Quf_DCS3000. Did you want to jump into the! 
the existing DCS3000 if we connect al lline to it? If not email me instructions on how you want this done and 
we do it Monday. 

We would like to have this set up for testing prior to us getting the B1 lines (two analog lines) from the Teico on 
Wednesday so we can just connect the lines and have Guam test it from there. We understand we will need 
latch boxes for the audio portion. Do we need a particular type of latch boxes. Email me any instructions how 
you want this done, etc. and we will set it up. 

Can you provide us some info on the function of the} | On the] lit was labeled DCS3000. Is this a b 9 

different configuration DCS3000 to handle the overseas calls? If not, could we. not use the existing DCS3000? j ^ 

[ 

Any backgroun info is appreciated!" 

] 
] s not here an 1 and I are putting this together. 

Thanks. 

UNCLASSIFIED 

UNCLASSIFIED 

be 
b7C 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

16 
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From: 
Sent: 
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

l(OTD) (FBI) 

I k ™ (FBI) 
Mnnriav .hih/ 10 9finfi 7 - M AM 

»... . _ ' H N ) <FBI> 
" R ^ 

be 
b'7C 

J 
b 2 
b 7 I 

I Ithe nevJ JCPU should be hooked up with a patch cable from the ethernet port in the back of the cpu to the 
flOOswitcn that has the other DCS3000 machines connected to it. From there we car OCS3000swi 

L 
i can configure the machine using 

{asked me to send you six more latch cards for you latch card rack. I will do this today. If you have questions 
regarding the rack call or e-mail me and I will explain it further. The cards can be inserted with the power on in the rack 

I The new CPU has i rd in it to answer the phone lines, it also has special software tj 
The targets can be entered into vour regular DCS3000 and we will make a connection 

ultlWFYer. The way ttr t 
vare to sort an 
to thel l/i 

,nd buffer the data. 
anauard in vour £^ r 

Jpu" ] 

I will be gone this afternoon but I should be here the rest of the week. 

— k n C 

should also be here all week. 

My new number is 70^ 

Let us know if you need anymore help. 

]s 703[ 

b 6 
b 7 C 

] 

OTD/ESTSmCTU 
Phone: (70; 
Pager, (800 

Original Messane-
From: I 
Sent: , Friday 1i ihf 07 
To: 
Subject: 

.200611: 
l(OTi 

JHN) (FBI) 
04 PM 

(OTD) (FBI) 

UNCLASSIFIED 
NON-RECORD 

We put up thi 
existing DCS 
Monday, 

b 2 
b7E 

[in the rack n 
ifwe connect a 

ear our I 

I 1 
DCS3000. Did you want to jump into thej Jthrough the 
ine to it? If not email me instructions on how you want this done and we do it 

be 
b 7 C We would like to have this set up for testing prior to us getting the B1 lines (two analog lines) from the Telco on 

Wednesday so we can just connect the lines and have Guam test it from there. We understand we will need latch 
boxes for the audio portion. Do we need a particular type of latch boxes. Email me any instructions how you want 
this done, etc. and we will set it up. 

Can you provide us some info on the function of thel ~ l On thd it was labeled DCS3000. Is this a different 
configuration DCS3000 to handle the overseas calls? If not, could we not use the existing DCS3000? Any backgroun 
info is appreciated is not here arv <£ "land I are putting this together. 

17 
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b2 
b7E 

SE0RET 



to 6 * % 
SEBRET 

Thanks, 

UNCLASSIFIED 

UNCLASSIFIED 

1(0TD)(FBI) 

From: 
Sent: 
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

AMiNfeMPItlPIiMKftlii: 
|(OTD) (FBI) 
2:05 PM 

](MM) (CON) 
DCS3000 hookup for Miami and WPB 

|he connections are as follows: 

Miami: 

West Palm Beach: 

Connect the Ethernet port on the router to the DCS3000 switch with a patch cable 
Extend the 56K circuit to the 56K CSU/DSU in the router with a patch cable 

Connect the Ethernet port on the router to the DCS3000 switch with a patch cable 
Extend the 56K circuit to the 56K CSU/DSU in the router with a patch cable 
Connect the Ethernet port on the Shuttle CPU to the DCS3000 switch with a patch cable 
Connect the 0(Zero, Outside) interface on the Pix to the DCS3000 switch with a patch cable 
Connect the 1(One, Inside) interface on the Pix to the switch for the Voice Box 

OTD/ESTS/TICTU 
Phone: (/Oil 
Paaer: (800| 

UNCLASSIFIED 

toe 
lb 7 

18 
SE^J 



From: 
Sent: 
To: 
Subject: 

be 
ib7 

](OTD)(FBt) 

c JOTD) (FBI) 
Thursday. June 29, 2006 10:44 AM 

• IHN1 (FBI) 
New DCS3000 computer lb? 

UNCLASSIFIED 
NON-RECORD 

awe have your nevj pomputer ready to send. How do you want to view the cpu? Do you have a I |for your 

DCS3000 machine? Do you have a rack mount monitor with your other DCS3000 cpu? Call me when you get in 
and we can discuss the options for you. 
Thanks... 

be 
b7C 

UNCLASSIFIED 

1(OTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

I jOTD) (FBI) 
Monday, Ju ne 26, 2006 11:18 AM 

I IOTP) (CON) 
RE: Inspection questions 

UNCLASSIFIED 
NON-RECORD 

D o 
b7C 

FBINET says that I entered into TICTU on 9/24/1999. 

T l(OTD) 
Original Mpq=anp-

From: 
Sent: 
To: I 
Subject: RE: Inspection questions 

(CON) 
wwttfav. l i n o s ?nnfi 10:57 AM 

](OTD) (FBI) 

UNCLASSIFIED 
NON-RECORD 

When is your EOD for the unit? 

—Original Messaoe-
From: 

ngir 
](OTD) (FBI) 

Sent: MnnrlflYillinPPfi ?Q06 10:46 AM 
] (OTD) (CON) To: L 

Subject: RE: Inspection questions 

UNCLASSIFIED 
NON-RECORD 

be 

rzn here is my reply: 

19 
SE^ET 



tyk~ SECKET 

Support DCS3000 installs for Field Offices and service providers. 

Thanks... be 
b7C • 

-Original Message-
From: 
Sent: 
To:| 

](OTD) (CON) 
Monday. June 26. ?nf)fi 9:44 AM 

Irmro rcoNV.1 I form ranf 

JEEEEI 

be 

Subject: 

(OTD)(CON]£ 
J(OTD) (FBI 

J)TD) (FBI)!" 
FOTp)(CONTl 

T(OTO) (FBI)J 
JOTD) (CON);f 

TTAO) fcoNf 

TfOTD) (FBI); 

"TOTD 

feUdl&U! 

——1(0TD) 
Tf lTWCON): 

(FBttl rOTDUCONVl I rOTDUFBnp 

I _ ItoTPkEBlJJ IOTP) (CON);!"^ 

OTT^CON^, 
ZJoTBT 
lOTD) 

D 

Inspection questions jmrm 

[o-m 
TDTD) (FBI);[_ 

PIPHWm;. fc7c 

UNCLASSIFIED 
NON-RECORD 

FYI, 

I'm working on the inspection, so I need everyone to email me their start date (EOD), job title, and primary 
responsibility for both bureau and contractor personnel. 

Thanks 
I I 

be 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

20 rifci SPPfPKT 



](OTD) (FBI) 

From: 
Sent: 
To: 
Subject*. 

](OTD)(FBI) 
]b 6 Mnnriaw .Iunp9fi ?nnfi 10:46 AM 
b7c I UOJD) (CON) 

RE: Inspection questions 

UNCLASSIFIED 
NON-RECORD 

| | here is my reply: 

Support DCS3000 installs for Field Offices and service providers. 

Thanks.. 
foe 
fo7C 

—Original Message-
From: • 
Sent: 
To: 

]OTD) (CON) 

foe 
fo 7 C 

,M9nfeY.JlTC26,2Q06 9:44 AM 
T r r r m r o w X IOTP) ( F B D F 

c 
'fffTPun?ni • • Iffmwffltf 

Subject: 
(OTD) (CON) 

Inspection questions 

J[OTD) (FBI);[_ 

rOTDVCONII 

JOTD) (FBI);[ 

JoTD) (FBI); 

. ..JTnUfTINVl , T 

iffn?)fFH);l , tnTmrroN); , 

IfOTDXCON)/^ l f A n l f C 0 N C - . _ lOTPVCONJ I 
^fernUFBnrl " n i 1 f O T m 7 ^ l (rorofan ll I1 

I D T D W F B M | fnrnwrr>Mvl " | 

]m>i(6oMJ;[ 
Tiunuffli 

] 

UNCLASSIFIED 
NON-RECORD 

foe 
Ib7 

FYI, 

I'm working on the inspection, so I need everyone to email me their start date (EOD), job title, and primary 
responsibility for both bureau and contractor personnel. 

Thanks 

I 1 
be 
b7C 

UNCLASSIFIED 

UNCLASSIFIED 

SE^ET 
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SEl^RET 
] (OTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

c ]OTD) (FBI) 
Thursday, June 15.2006 3:32 PM 

I ~ K O T D ) (FBI) 
1 l-W: DCS iiUUU issues 

to 6 
hlC 

—Original Message-
From: I 
Sent: 
To: 
Subject: 

] (OTD) (FBI) 
WPrtraxftav. larMmrv 25, 2006 9:15 AM 

l(OTD) (FBI) 
FW: DCS 3000 issues 

UNCLASSIFIED 
NON-RECORD b 7 C 

—Original Messani 
Frown L 
Sent: 
To: 
Subject: 

jsfc; trBi) 
Tuesday, January 24, 2006 4:50 PM 

I I (OTD) (FBI) 
RE: DCS 3000 issues 

UNCLASSIFIED 
NON-RECORD 

• 
hi 
h'. 

I spoke with some of the guys who were using the DCS3000 during the case and got their input. 

This case involved a drug related kiddnappinoT 

I ne i racKer programs were extremely neiptui and wen used as we always haa /-a agents/officers worKing with the 
DCS3000, trying to pfot the locations of the numerous Subjects, vehicles and residences involved in this case. This 
information was of great value in determining the whereabouts of the victim and the Subjects prior to the series of arrests 
which ultimately took place. The victim was located unharmed. 

Thank-c fry all your help! 

—Original Message— 
From: I 
Sent: Tupsday. January 03. 2006 1:22 PM 
To: I , 
Subject: DCS 3000 issues 

UNCLASSIFIED 
NON-RECORD 

] (OTD) (FBI) 
;006 1:22F. 
JCE) (FBI) hi 

It/; 

I Icould you write up a little something about your case last week and how the DCS3000 and the| 

22 

SPfyRET 
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worked for you (good or bad). This is low priority and can be done when you have a moment. 

Thanks.... 
bo 
ib'7C 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

r ](OTD)(FBI) 

From: 
Sent: 
To: 
Subject: 

fob 
fo7C 

c ](OTD) (FBI) 
Wfarinflfiriai/ Maw 1fl ?fpfi 4.07 PM 

I ICG) (CON) 
FW: Chicago move 

UNCLASSIFIED 
NON-RECORD 

Uiicago move 

UNCLASSIFIED 
NON-RECORD 

](OTD) (FBI) 
;3PM _ 
[CG) fFBIll 

|(0tD)(FBI),-| 

he 
b7C 

ZlcG) (FBI) 
](OTD) (FBI) 

(SI 

He' i 
If you decide to move any workstations before you move your servers and routers, then you will need to change the ip 
information in them to get them to work at the new building. You can use the following addresses at the new building as 

inrrirntit working: snnn as wa npf itnnr i 

fci 

(S) 
For your circuits, your main connections seem to be on the Cisco 3640 route 
several dial ups-oxJeaseJioea 

There is a CD 
fci 
fo2 

6k and * fo7E 

The 2621 route! has a 56k connection to SBC. 

(S) 

The 2621 router could be moved separately from everything else. It would be best if the 3640 router and all of its 
connections were moved at the same time as your DCS-3000 servers. 

if m i »/anh tn loawa marhinog at the old building after the servers move, you can give them ips in this range: 

foi 
23 

SE(Mj 



thanks! 

I 1 

>™ET 

UNCLASSIFIED b6 
b7C 

UNCLASSIFIED 

](OTD) (FBI) 

I IrOTD^ (FBI) From: 
Sent: Wednesday May 10 2006 3:56 PM 
To: I KCGl (CON) 
Subject: FW: Chicago DCS IP plan 

UNCLASSIFIED 
NON-RECORD 

be 
b7C 

—Original Message— 
From: I IfOTm (FBI) 
Sent: Thursday. May 04, 2006 10:45 AM 
To: ' f f lyrpy fFBHfr IfOTDTTFBI'jf ^ ^ ITP ' ) (COW 

ITOTD) (FBI); [OTD) (FBtft fCG) (Fq |CG) 

Subject: Chicago DCS IP plan ' ' 

UNCLASSIFIED 
NON-RECORD 

Hi all, 

There has been a slight change to the IP address plan for the Chicago move. We have temporarily allocated a new block 
of IPs to the old building and a new block to the new building. Here is the list of events that need to happen: 

!Si T.AddnewblockoflPstooidbuMtnJl ibth RA^ 
this has already been done with the main router set for I Tuse this as the gw) rs\ r c i 

2.a. Change thelEsJor the portable VB at the old building to use the 7th RA scheme, 
b. Change the| |one way push boxes at the old building to use the 7th RA scheme. 

(S) - ^ tngtalt ncmu r r rn r f r tn new-hnifrting utri+h 4p -arijirtuxzexni j J3th RA) ! b l 

use tnis as tne gw) router will be installed with ip address 

4 a VB at new building should be setup to use IPs for 8th RA scheme 
b.| |>ne way push boxes at new building should be setup for 8th RA scheme 

5. When Chicago is ready, move DCS-3000 machines and main FO IPs to the new building. No ip changes will need to be 
made to these machines. 

6.a. Change VB IPs at new building to main FO IP scheme. 
b. ChangeT""~jne way push IPs to main FO IP scheme. 

*** note, theaoove step is optional, but recommended *** 

7. When service at old building no longer needed, shut down circuit. 

24 



E ^ l S E ^ T 
Going with this plan will make the transition much more simple. The drawbacks are having to change the VB and IP 
addresses after the systems are up and running, or, if we skip step 6, then the waste of a block of IPs. ' ' 

If anyone has any questions about this, please give me a call. 
thanks! 

{ I 70T 

b.2 
b 7 E 

UNCLASSIFIED 

UNCLASSIFIED 

b6 
fo7< 

IOTP) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

I KOTD) (FBI) 
Tuesday. May 09. 2006 5:23 PM _ 
I , rCG) (Ff iU i 

ZrOTD) (FBI); £ Z I 
Chicago move 

3 'CG) (FBI) 
E»TD) (FBI) 

UNCLASSIFIED 
NON-RECORD 

b 7 C 

tf you decide to move any workstations before you move your servers and routers, then you will need to change the ip 
information in them to get them to work at the new building. You can use the following addresses at the new building as 
soon as we get your circuit working: 

b l 

,«, For your circuits, your main connections 
•z! several dial ups.nr la-ase linos 

here is CTJ 6k and 

The 2621 routed 

(Si 

has a 56k connection to SBC. 

The 2621 router could be moved separately from everything else. It would be best if the 3640 router and all of its 
connections were moved at the same time as your DCS-3000 servers. 

If you want to leave machines at the old building after the servers move, you can give them ips in this range: 

b l 

thanks! 

UNCLASSIFIED 

b6 
b7C 
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From: 
Sent: 
To: 
Subject: 

fob 
b 7 C 

H1 
SECKET 

]OTD) (FBI) 

EadatIteidl5J2QQfiJl:31 AM 

FW: CISCO Routers 

I(OTD) (FBI) 
11:31 AM 
JOTD) (FBI) 

UNCLASSIFIED 
NON-RECORD 

—Original Message— 
From: \ * n (FBI) 
Sent: Friday. Mav(K.7nnfiii-ii AM 
TQ: I KOTD) (FBI};[_ 

Subject: 

UNCLASSIFIED 
NON-RECORD 

( O T D T T F B I T " 
CISCO Routers 

](OTD) (FBI)|_ ](OTD)(FBI);[ 
be 
b7C 

FYI! 

This bulletin was brought to our attention yesterday. We didn't know if you guys had seen this back in the lab, so we 
thought we would send it your way. This bulletin refers to counterfeit parts within the routers. 

We have the same 2600 series CISCO router (261 OXM) installed for our DCS3000 unit. We have not verified the part 
numbers yet, because it will require us to remove the router from the rack and possible power it down to look inside. Do 
you have any guidance on checking inside the router without taking it down? 

Kansas Citv 
816[ be 

lb", 

FIN-06-118-01.pdf 
(696 KB) 

UNCLASSIFIED 

UNCLASSIFIED 
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V 
T 

](OTD) (FBI) 

From: 
Sent: 
To: 

Cc: 

Subject: 

lb 6 
b 7 C 

I IOTP) (FBI) 
Thursday. May 04. 2006 10:45 AM _ 

I l(OTD^ (FBI);[ 
f i rm tr.nm 

I IfOTDWFBlvr 

L 
(CG) (FB| 

Chicago DCS IP plan 
|OTD) (FBI);|_ 

ifCG) (FBnf 

](OTD)(FBI);[ 

IfOTQ) fFRlf 

(CG) (CON) 
|(OTD)(FBI); 

UNCLASSIFIED 
NON-RECORD 

Hi all, 

b2 
b7E 

There has been a slight change to the IP address plan for the Chicago move. We have temporarily allocated a new block 
of IPs to the old building and a new block to the new building. Here is the list of events that need to happen: 

1. Add new block of IPs to old buildinc . . . r 
this has already been done with the mam router set tor V witn 

l7lf l RA) 
luse this as the gw) ¥ 

2.a. Change the IPs for the portable VB at the old building to use the 7th RA scheme, 
b. Change thd bne way push boxes at the old building to use the 7th RA scheme. 

(2) -3. Install.new circuit to new building with ip addcesses îL 
router will be installed with ip addfess jaBtmaaBLfiyyw) 

T;8th RA) 

4a. VB at new building should be setup to use IPs for 8th RA scheme 
b. | frne way push boxes at new building should be setup for 8th RA scheme 

5. When Chicago is ready, move DCS-3000 machines and main FO IPs to the new building. No ip changes wilt need to be 
made to these machines. 

6a. Change ifflUPs at new building to main FO IP scheme, 
b. Change J pne way push IPs to main FO IP scheme. 

*** note, the aTOve step is optional, but recommended *** 

7. When service at old building no longer needed, shut down circuit. 

Going with this plan will make the transition much more simple. The drawbacks are having to change the VB and RW IP , 
addresses after the systems are up and running, or, if we skip step 6, then the waste of a block of IPs. 

If anyone has any questions about this, please give me a call, 
thanks! 

T 
7U3T lb 6 

b7C 

UNCLASSIFIED 

27 SE 



srapr 
1(OTD) (FBI) 

From: I KOTm (FBI) 
Sent: fc6 Mnnrlav May 01 POOR 11 03 AM 
To: b7c | |SA) (FBI) 
Subject: ULSJUUU MSCnifteS ' 

UNCLASSIFIED 
NON-RECORD 

I |l sent you two DCS3000 machines today. The shipment includes two flat screen monitors, three mice, two 
keyboards, and a USB floppy drive. I included the extra mouse because you said that you needed one to replace another 
one. If there is anything else you need let me know. • 
UNCLASSIFIED 

](OTD) (FBI) 

From: he I |(OTD)(FBI) 
Sent: hie Friday. April 28. 2006 7:39 AM 
To: I 1 (SI) (FBI) 
Subject: DCS3000 client 

UNCLASSIFIED b2 
NON-RECORD k>7] 

I I believe I got your DCS3000 client to work again. Your main multiserver had crashed and needed to be restarted. I 
still believe that you may still have a problem with on ofyouij |targets. Call me this morning and we can 
look at the problem. I will be on leave this afternoon. 

Thanks. 

I I 703 
Cell 703 

h'/C 

UNCLASSIFIED 

28 SE. 



From: 
Sent: b 6 

To: ^!( 

Subject: 

S^E 
(OTD) (FBI) 

[ ] (OTD) (FBI) 
Thursday. April 27. 2006 11:56 AM 

I H(BS) (FBI) 
Computer for Providence 

UNCLASSIFIED 
NON-RECORD 

D sent the new DCS30Qp machine to Providence It should arrive on Monday May1. If you have any questions e-mail 
me or call 7 0 3 | { 

Thanks... 
be 
b7C 

UNCLASSIFIED 

]OTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

(OTD) (FBI) 
306 7:53 AM 

l(NY) (FBI) 
-Kb! Ulfl UUb-3UUU*box IP 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

The box has already been sent. We carried it over to the shipping people yesterday after lunch. Hopefully they got it 
shipped to you overnight and you should receive it this morning. Are you going to collect the pen info for this target on the 
37.250 client? Are you going to collect both interconnect and PTT on the same box? Let me know and I will make sure 
the client is set up properly for that. 

Thanks... 

—Original Message— 
From: I ~*~?NY) (FBI) 
Sent: "WPflnPSrlnv Aadifc 2006 5:54 PM 
To: I l(OTD) (FBI) 
Subject: "Old&S-aUMboxlJ 
Importance: High 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

bb 
b7C 

b i 

he old DCS-3000 box is running and has the following IP address: 

Are you guys going to be able to send me a| |box? Let me know. Thanks. 

SECfe^T 

h: 



c 
NYO Sn»arisn-1 
work: 213 
cell: 9171 

JE^E" 

be 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

](OTD) (FBI) 

From: 
Sent: he 
To: fo^c 
Subject: 

I . IfOTD) (FBI) 
WfidnRsrtav. Anril Tfi gffflfi 3-Sfl PM 

I ISA) (FBI) 
RE: McAllen DCS 3000 Client problem 

UNCLASSIFIED 
NON-RECORD 

b 2 
I |l just finished rerunning your data foil Et 4:00 eastern time. Let me know if the data fc7E 

looks ok. I will try to send you your new machines next week. I had to order the floppy drives. 

Thanks.. foe 

T —Original flessaoe-
From: 
Sent: 
To: 
Cc: 
Subject: 

J(SA) (FBI) 
Wednesday, April 26, 2006 11:02 AM 

IOTP) (FBI) 
p A ) ( F B I ) r 

McAllen DCS 3000 Client proDiem 

UNCLASSIFIED 
NON-RECORD 

be 
b7( 

JSA) (FBI)£ JA) (FBI) 

IZZ1 
Thank You for repairing our failed Client and restoring our pen coverage. 

Also, thank you working on getting us the newer computers for our DCS 3000 system. (In case you didn't get my voice 
mail, we do need a 3.5 floppy drive on at least one of the machines). 

We failed to receive data on three pen registers during the period when the Client was down: 

Is it possible to re-send the data for the period oT Jor these targets? 

If not, we will have to hand load the airtime records from the respective providers. 

Thanks, 

30 

;E^((E SEKEET 

b2 
be 
b7C 
b7r 



S^ET 

TTA San Antonjo - McAllen RA 
95* £ 

w 

UNCLASSIFIED 
bb 
b7C 

UNCLASSIFIED 

]fOTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

[ ] (OTD)(FBI) 
Monday. April 24. 2006 2.41 PM . 

I l(OTD) (FBI) ; r_ 
FW: DCS 3000 Security AccreditatloTT 

](OTD) (FBI) 

UNCLASSIFIED 
NON-RECORD 

—Original Message-
From: F"" 
Sent: 
To: 
Subject: 

3DL)(FBD 
Monriav. Anril 34. ?nnfi 2:23 PM 

I I (OTD) (FBI) 
DCS 3000 Security Accreditation 

UNCLASSIFIED 
NON-RECORD 

hi 
b ' 

IZZI re my previous email r< 
electronic copy & I wili provid 
Thanks 

e I I B film. 
Now he wants copies of the SSP and ATO for the DCS 3000. Please send me an 

UNCLASSIFIED 

UNCLASSIFIED 
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sH|S[ET 

1(0TD) (FBI) 

From: • r m ™ (FBI) 
Sent: b 6 Monday, April 24, 2006 8:10 AM 
To: b / c I l(OTDHFBI) 
Subject: FW: Security Issues w/ ERF/TTA Networks 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

—Original Message--
From: I l(DL)(FBI) 
Sent: Sunday, April U, 'MS 4:50 PM ^ _ _ ^ _ ^ ^ h>; 
To: I IfOTDUFBnl I (OTD) (FBI);| 1 (OTD) (FBI)| | (OTD) b ^ 

™ : l . , IfQTDurnN^ 
I IfPL^FBI)! |(DL)(FBI);| (DU(FBI)i |PU 

(mi ifputawi • • ' 
Subject: Security Issues w/ ERF/TTA Networks 

SENSITIVE BUT UNCLASSIFIED J r 

NON-RECORD 

Hello y'all - I'm seeking your advice to hopefully save a lot of work.I Ian ET in Dallas, just returned 
from Security training and has been designated the computer/network security person for our Division (ISSO?). He 
advised that HQ has mandated that he obtain all sorts of info from our systems/networks i.e: DCS 1000, DCS 3000, DCS 
5000, DCS 6000 etc. 

| tvants an accounting for all of the systems we, as TTAs & DCSPs, maintain. He wants to have diagrams, 
schematics, charts etc on what we have and how everything is connected. He wants lists of all of the general users and all 
of the limited/adm in users. * r 

too 
b7f 

Is this duplicating what has already been done @ ERF w/ the security certification for each system? Or is there a 
new mandate to have this info on file w/ the specifics for each individual field office? 

I blso discussed restrictions regarding contractors and non employees working on, touching our systems. 
He even mentioned the phone company installers when they come to install/troubleshoot circuits etc. My understanding 
from this conversation is that they are not suppose to bring in computers, test equipment, etc that have memory etc. We 
are suppose to supply the computers/equipment for them to use. 

I know that when JSI comes to install p||r• now vpireRnv the week after next, that they will have their own 
computers flash drives etc. I know that when! L/acinct here to upgrade our database they brought in laptops. b2 

I "linstailers bring in test equipment & laptops.l Ivill have equipment to test the new DCS 3000 network fo7 
connection in the new Frisco RA in the next couple of weeks. 

How can we best handle this situation? Do I need to get a copies of the certification documents from ERF to give 
to| fc>r should we just walk him through our system and have him make djanrams js there something in writing that! em and have him make dig 

*< iJ S 'T 
be 
b'7C 

can read to better understand what I have to do whenj |JS[,j | etc come into our space? 

Any advice, comments etc would be helpful. 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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IOTP) (FBI) 

From: , ,- I , tOTD) (FBI) 
Sent: ?"-, Friday. Aoril 14. 2006 1:58 PM 
To: , b , t - I ifCVUFBH 
Subject: RE: DCS 3000 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

J the machine is done. The username is DCSAdmin and the password isj_ 

Let me know if you need anything else... 

fo 2 
be 
fe7C 

(SI 

b 6 
K7C 

—Original Message— 
From: I |(CV) (FBI) ^ 6 
Sent: ~ E E E 3 S 3 D 0 0 6 11:08 AM b 7 c 
To: I 1mm (FBI) 
Subject: RE: DCS 3000 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Original Mwaanp-
From: I lfQTrrt (mv, 
Sent: T n ^ a v Marrh 7S. ?M67:M AM 
To: I tV) (FBI) 
Subject: RE: DCS 3000 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

What is the IP address of this new machine? 

=ZI 
-—Original Message 

From: I I (CV) (FBI) 
Sent Eflflday, March 27, 2006 4:34 PM 
To:l I (OTD) (FBI) 
Subject: DCS 3000 

SENSITIVE BUT UNCLASSIFIED lb 6 
NON-RECORD b7C 

• 
I loaded I In our new DCS 3000. It's a Delll I 
256 MB RAM (hand-me-downs from the FBI net). I currently have 3 targets in it for a case, and it seems to be 
working fine. 

Once you get this computer "up to specs" for me, I'm going to copy the hard drive and build 7 more to replace 
all DCS 3000s in the RAs and T-3 rooms. 

33 Sf^ET 



b7c 1 hope youor move goes well. 

W&^El 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

lOTD) (FBI) 

From: | IH(OTD) (FBI) 
Sent: ^ Monday. April 03 2006 12:44 PM 
To: L " C I tRCA fFRH 
Subject: RE: DCS 3000 

UNCLASSIFIED 
NON-RECORD 

I was actually going to work on that today. I can get it to you by Wednesday if that is ok. 

Let me know... 

• 
—Original Mflfififlgfi-— 

](SC)(FBI) From: I 
Sent: Mnnrlau tnril riTTTipft 12:11 PM 
To: I lOTPl (FBI) 
Subject: DCS 3000 

UNCLASSIFIED b6 
NON-RECORD b e 

• Hello 

I was just checking in to see when we could get the DCS computer and router. We are ready for it, we are headed 
down to Modesto soon to install the channel bank, so it would be great if we could get it within the next week or so. 
Thanks 

UNCLASSIFIED 

UNCLASSIFIED 
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CT" 
From: 
Sent: 
To: 
Subject: 

be 
b 7 C 

SECRET 

lOTDl (FBI) 
Friday. March 31. 2006 11:29 AM 

3 0 M ) (FB|) 

](Q™)(FBQ 

RE: Password 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Password fol piminal machine 

—Original Message-
From: I 
Sent 
To: 
Cc: 
Subject: 

3(OM)(FBI) 

r. 
ffitiaY, I W ) 31. 2K>6U:27 AM 

tOTD) (FBI) 
JOM) (FBI) 

Password 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

fo.2 
be 
b7C 

The new password for the FISA DCS3000 machine is 

r ] 
10755 Burt Street 
O m a j i a j v o a i l i 
(402 4 I 

b 2 
b 6 
b 7 C 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

I ItOTm fFBh 

From: 
Sent: fc6 

To: b 7 c 

Subject: 

c ];OTD) (FBI) 
Tuesday. March 28. 2006 7:34 AM 

I ^ rCV) (FBI) 
RE: DCS 3000 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

What is the IP address of this new machine? 

D(CV) (FBI) 
—-Original Menage— 

From: I 
Sent: Monday. March 27, 2006 4:34 PM 
To: I I (OTD) (FBI) 
Subject: DCS 3000 

SENSITIVE BUT UNCLASSIFIED 

be 
tb7C 

35 
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NON-RECORD ^ 6 

b'7C 

ft^E 

I loaded I in our new DCS 3000. It's a Dell I ""T256 MB 
RAM (hand-me-downs from the FBI net). I currently have 3 targets in it for a case, and it seems to be working fine. 

Once you get this computer "up to specs" for me, I'm going to copy the hard drive and build 7 more to replace all DCS 
3000s in the RAs and T-3 rooms. 

I hope youor move goes well. 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

](OTD) (FBI) 

From: I |(OTD)(FBI) 
Sent: b 6 Tuesday March 21. 2006 8:57 AM 
To: b7c I rKX^ fFBh b2 
Subject: RE: DCS 3000 and U^ [ b7E 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I should be available tomorrow. We are in the middle of moving to the new building next door but I will see what I can do. 
The F number for the CPU is on the back where the video, mouse, abd keyboard plug in. I will ask| |f we 
have anything that we can give to you for the switch guy. i ^ ^ _ _ _ _ _ j 

Anything else let me know.... h f '? ° , 

b7C 

—Original Message-— 
From: | |(KX) (FBI) 
Sent: luesday, Marcn 21, 2006 8:11 AM 
To: I " 'kOTPUFBD 
Cc: I |OTD)(FBI) 
Subject: feC5 56flfj and U5| " ] 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD fo2 

b7E 

Two things, 1) I received the DCS 3000, but there was no F number with it. pre you 
available tomorrow to swap? The! computer has 32 GB of free space so we 
should be good to go. ' ' ! K-lb 6 

2) Uj {fixed the dialed digit extraction problem, they had some table mis­
matches, all is well. I he local guy at the switch put up a test phone to diagnose the 
problem. W e will give him some Knoxville Swag. Do you guys have any TICTU Swag? 

36 



SEjtffeT 

SA| 
Knoxville Division 
Office 865-
Cell 865 

be 
b7C 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

I <0TPr (,FBI
f 

From: 
Sent: 
To: 

Subject: 

be 
b7t 

c D(NO) (FBI) 
LQ6, 2006 11:24. 
J (OTD) (FBI) J_ 

MnnHau Marrh flfi 2006 11 :2±ML 

(OTD) (FBI) 
FW: New Orleans DCSNET circuit 

(OTD) (FBI); 

UNCLASSIFIED 
NON-RECORD 

Guys 

FYl, below is update on our move. 

(226 
(504 

[^New Orleans 
Office (Temporary) 
Cell 

be 
b7( 

—Original Mes 
From: 
Sent: 
To: 
Cc: 
Subject: 

agSi 
JNO) (FBI) 

Monday, March 06, 2006 10:15 AM 
I(OTD) (FBI) 
K< KOTD) (FBI); 

RE: New Orleans DCSNET circuit 
|(OTD)(CON) 

UNCLASSIFIED 
NON-RECORD b 2 

• 
Yes,| |did install circuit. We will be moving in circa 4/15. We were initially set to move in during this week and next, l b i 

but SySTeTris Furniture cannot have our new stuff installed 'til 4/10. I talked tdj |last week and I will be b 

submitting an RMS today for two new DCS-3000s, etc. In answer to your question l win need new routers. The old 
equipment was toss about during the move from NO to storage in Baton Rouge and I have no faith in thp.ir nihility | 
would say ship those to our old office in NO on or about 4/15. Any questions, give me a call (504J~~ 

Thanks for your help 

s£ 
TSS5| 
(504 

Tie 
Jfto 

J 
lew Orleans 

TJfrice (Temporary) 
Cell 

be 
b7s 

BM^T 

37 



b 2 
Jb7E 

b7C 

—Original Message-
From: 
Sent: 
To: 
Cc: 
Subject: 

](OTD) (FBI) 
Monday, March 06, 2006 9:50 AM 

(NO) (FBI) 
(OTD) (FBI) 

New Orleans DCSNET circuit 

UNCLASSIFIED 
NON-RECORD 

HeJ I 

be 
b7C 

jtells me your DCSNET circuit in New Orleans has been installed and is ready for turn-up, Do you have an 
Updated schedule on when you will be moving in? Will you need new routers? Any idea what happened to the old 
equipment that was there? ^ ± 

i S) Your cktid\ , 
Please let me Know it you nave any questions about this circuit or the install. 

Thanks! 

703 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

1fOTD)(FBl) 

From: 
Sent: 
To: 
Subject: 

Importance: 

c ] (NO) (FBI) 
Monday. March 06. 2006 11:38 AM 

I I (OTD) (FBI) 
' RM-SReq#l6itei3 ' 

High . 

UNCLASSIFIED 
NON-RECORD b 7 C 

I just submitted an RMS for our DCS-3000 equipment that we spoke about on the phone 10 days or so ago, I forgot to say 
in the RMS request to ship it to our NO office, 2901 Leon C. Simon Blvd, NO, LA, 70126 with arrival to be around 4/12/06. 
Any questions, give me a call on my cell. Number is below. 

r^ 
(225 
(504 

I 
1 

New Orleans 
Office (Temporary) 
Cell 

lob 
b7C 

UNCLASSIFIED 
38 

t O n t I 



SE^ET 

] (OTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

OTD) (FBI) 
5,2006 9:15 AM 

(OTD) (FBI) 
FW: DCS 3000 issues 

UNCLASSIFIED 
NON-RECORD 

lb 6 
b7C 

—Original Messa< 
From: 
Sent: 
To: 
Subject: 

ICE) (FBI) 
I uesdavJanuary 'JA, 1IJ06 4:50 PM 

| " T T ™ (FBI) 
RE: DCS 3000 issues 

UNCLASSIFIED 
NON-RECORD 

b 2 
to6 
b7C 
b'7E 

Q poke with some of the guys who were using the DCS3000 during the case and got their input. 

Thic r.^o^ i^v.^u.^i r» wmn mi->tQw kiddnapping[ 

c rd kiddnaPDind 
Initially we went up on a[ 

land whom received ransom demands. 
[cell phone which belonged to a UC Police Officer 
Over the next few days we obtained[ 

: 

fell posing a _ _ ^ _ _ _ 
phone numbers belonging to various Subjects from the group. We went up on Pen Registers on those as well. Initially we 
were not receiving tha Idata (as you know), but once that was corrected a large volume of data was received. 
The! programs were extremely helpful and well used as we always had 2-3 agents/officers working with the 
DCS3000, trying to plot the locations of the numerous Subjects, vehicles and residences involved in this case. This 
information was of great value in determining the whereabouts of the victim and the Subjects prior to the series of arrests 
which ultimately took place. The victim was located unharmed. 

Thanks for all your help! 

Original j 
From: 
Sent: 
To: _ 
Subject: ucs JOOU issues 

UNCLASSIFIED 
NON-RECORD 

PTD) (FBI) 
006 1:22 PM 
(CE) (FBI) 

he 
b'7C 

^ ^ could you write up a little something about your case last week and how the DCS3000 and thel programs 
woTRed for you (good or bad). This is low priority and can be done when you have a moment. ' r 

Thanks.... 

UNCLASSIFIED 

UNCLASSIFIED 
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^ ET 

UNCLASSIFIED 

"frTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

c 
RE: DCS 3000 issues 

}CE) (FBI) 
TiiflBriav January 94 9pflf i 4:50 PM 

)TD) (FBI) 

fob 
b'?( b2 

b 6 
b7C 
fo7E 

1 = 1 
I spoke with some of the guys who were using the DCS3000 during the case and got their input. 
T h i c r a c e in»n l»oH a rirur, re lator ! k l d d n a P P J n J 

I | Initially we went up on a[ 
posing asl O 

Icell phone which I ;er _ ^ lich belonged to a UCLEdicaliffice 
and whom received ransom demands. Over the next few days we obtained] Icell 

J 

1 We went up on Pen Registers on those as well. Initially we 

lb 6 
b7C 

jdata (as you know), but once that was corrected a large volume of data was received 
programs were extremely helpful and well used as we always had 2-3 agents/officers working with the r Thi 

ncssooor 

'WHICH uuiiiidiBiy IUUK piany. inu viumi way iiwaiyu uiiiiaiiiiuu. 

i for all your help! 

Jprior to the series of arrests 

Thanks 1 

—Original Message-
From: [ ]OTD) (FBI) 
Sent: Tuesday, January 03, 2006 1:22 PM 
To: | ICE) (FBI) 
Subject: ' Ulb JUUU issues ' 

UNCLASSIFIED 
NON-RECORD 

Qcould you write up a little something about your case last week and how the DCS3000 and the[ 
ed for you (good or bad). This is low priority and can be done when you have a moment. 

J rograms 

Thanks. 
foi 

UNCLASSIFIED 

UNCLASSIFIED 
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From: 
Sent: 
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

l(OTP) (FBI) 

Sr^ET 

] (OTD) (FBI) 
T . ^ H ^ W hn,«r» n-i onnp <\22 PM 

tCE) (FBI) 
ULS 3UUU IsSLieS ' 

be 
fo7C 

could you write up a little something about your case last week and how the DCS3000 and thj frog rams 
worked for you (good or bad). This is low priority and can be done when you have a moment. 

Thanks.... 

UNCLASSIFIED 

]OTP) (FBI) 

From: 
Sent: 
To: 
Subject: 

ibl 

to'/ 

r |OTD) (FBI) 
Wednesday December 28, 2005 10:13 AM 

I |(OTD)(CON) 
Video card justification 

UNCLASSIFIED 
NON-RECORD 

|here is the justification: 

The video cards are needed for the DCS3000, DCS1020 project. The video cards will be used to modify current DCS3000 
computers to provide the ability to view two monitors with separate applications at the same time. 

UNCLASSIFIED 

41 
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SE T 

IOTP) (FBI) 

From: 
Sent: h6 

To: - fc"'c 
Subject: 

| (OTD) (FBI) 
,1:19PM 

. ^ IOTP) (FBI) 
RE: Chicago new building 

UNCLASSIFIED 
NON-RECORD 

we do not supply furniture for the DCS 3000 cpu's nor do we have any fundsJudasa 
:hat we give money to the goup doing the CMP build outs for furniture for thel 

- • - - - 3 r f r 
sail 
system. 
you would like, contac 

If they cannot come UP with more money for the DCS 3000 systems ther 
land inquire about the furniture at 540 C 

t 
low 

y unit chief|_ 
ystem and the Voice Box 

UUlllkndw how to get the furniture. 

Thanks.... 
fo2 
fob 
b7C 

Oriotnal Message 
From:| "I(OTD) (FBI) 
Sent: Tuesday. November 15. 2005 10:04 AM 
To: I ~ l (°TD) (FBI); I 
Subject: FW: Chicago new building 

bo 

]OTD) (FBI) 

UNCLASSIFIED 
NON-RECORD 

Looks like an operational issue. b 6 
b7C 

—Original Messaqe-
Fromi ]CG) (FBI) 
Sent: Tuesday, November 15, 2005 9:01 AM 
To;| I (OTD) (FBI) 
Subject: RE: Chicago new building 

b2 
UNCLASSIFIED b6 
NON-RECORD b7c 

b7E 

cn 
I'm in NY this week so mavhp v™ 
workstations for all of the|_ 

.and] |could talk about this a little more. BasicallyJ_~Js supplying new 
_Jana vb worK stations, we are not moving the old ones. By workstations, I mean a 

computer table/desk to set the client terminals on and for a LS or Agent to work at. It would be nice to have two 
42 
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Hi V 
RET 

additional, matching work stations per T-3 room to set the DCS3000 clients on 
these. I was inquiring on the availability of budget for buying new ones to matcl . 
the cost. If this is not an option, we will probably have to select the best ones from uark Street to Move. It would be 
much more desirable to have units that match| T o r fit and function if there is a way to pay for them. ^ ( 

d not planned to purchase 
ew one^ pould tell you 

I'll try to check e-mail as I can, let me know what you think. 
hie 

Thanks, 

CZZH 
to 6 
b7C 

Sincerely. 

Chicago Division 
312 
312 

office 
cell 

fVinifial MpccanP-

Froml ]0TD) (FBI) 
Sent: Monday, November 14, 2005 10:57 AM 

r rn) (FBI) To: 
Cc: 
Subject: FW: Chicago new building 

J(OTD)(CON) 
be 

UNCLASSIFIED 
NON-RECORD 

he 
hie 

l 1 
Our plan is (was ?) that you will be moving your existing DCS-3000 workstations to the new site. Is this incorrect? 

Original Messaoe-
Frnml ]oTD) (CON) 
Sent: Monday, November 14. 2005 8:19 AM 
Toj pTD) (FBI) 
Subjuu: ruu. unuyu riyw uullding 

UNCLASSIFIED 
NON-RECORD 

lb 6 
Any idea on whom this request/inquiry should be forward to? 

Original Message—--
From: | |(CG) (FBI) 
Sent : l hursday, November 10, 2005 1:53 PM 

43 
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To 
Cc, 

IQIUUCON) 

" " b ^ ET 

_ J C G ) (FB I )L 
Subject: Chicago new building 

be 
b̂  

JOTD)(CON) 

UNCLASSIFIED 
NON-RECORD 

be 
b7C 

CH 
i We are making our plans to move into our new Chicago Office in April of 2006. I have been working with 

3 f " working v 
I Hi 

] _ : they nave 
not planned to supply workstations for"DCS300Q terminals. Every T-3 room in Chicago has two DCS3000 
terminals for live pen monitoring and " " 1 Does your group have a facilities person or budget to b2 
supply workstations to support the DCS3000 terminals? Can you recommend someone from your group that b/E 
would be the appropriate contact person for me? 

Sincerely, 

Chicago Division 
312 
312 

office 
cell be 

b 7 C 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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T ° T D > <FBI> 

SI^ET 

From: 
Sent: b 6 

To: ib7c 

Subject: 

I I (OTD) (FBI) 
Wednesday November 16. MPS 10:24 AM 
I _____ i (AN) (FBI) 
New DCS 3000 machine 

UNCLASSIFIED 
NON-RECORD 

| 11 sent you a new DCS 3000 tower workstation today. It should have a flat screen monitor, an edgeport for your 
modem connections, and a new 16 port switch for your DCS 3000 network. Let me know when you want to hook the new 
system up. We probably need to have both systems running at the same time to transfer data from the old machine to the 
new one. 

Thanks. 

he 
b7C 

UNCLASSIFIED 

(OTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

c JoTD) (FBI) 
Mr>nHa» Aimust 99 2005 10:04 AM 

I I- (BF) (FBI) 
1 Kb: Lilly 3UUU inRochester RA 

UNCLASSIFIED 
NON-RECORD 

| |we have spare CD drives from old machines that we have surplused. If you want to replace the damaged drive with 
one of our spares let me know and I will ship it to you. 

—Original Message--
Froml 

bo 
b'K 

](BF) (FBI) 
Sent: Monday. August 22. 2005 9:37 AM 
To:| I (OTD) (FBI) 
Subject: RE: DCS 3000 in Rochester RA 

UNCLASSIFIED 
NON-RECORD 

Thanks for taking care of this. It is up and running fine, but it looks like the CD drive got damaged in shipping. I got it 
back together, but the door for the CD does not close completely, so it does not work. Do you think there is a need to 
fix this, or should I just leave it as is. 
or anything that would require a CD. jp 

Everything else is fine. 
Thanks again. 

1 did not know if there were ever going to be any updates 

b b 
b7C 

45. 
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Original Message 
From! fOTDl (FBH foe 
Sent: Wednesday, August 10, 2005 1:58 PM b7c 
To! |(BF) (FBI) 
Subject: RE: DCS 3000 in Rochester RA 

UNCLASSIFIED 
NON-RECORD 

QI have finally finished your computer. It took me a while to find a hard drive for it. It should be loaded up and 
„ to connect to Buffalo for data. You just need to add vour targets back in. The password is on a label on top 

of the computer. If you have any problems call me at 703 

be 
Drininal MP«;«;anP ib 7 

Fromj |BF) (FBI) 
Sent: Friday, July OU 20o5 2:54 PM 
To:| I(OTD) (FBI) 
Subject: DCS 3000 in Rochester RA 

UNCLASSIFIED 
NON-RECORD 

• 
I just wanted to drop you a quick line. I spoke with! I today regarding the remote DCS3000 that I 
have in the Rochester RA, connecter! to Buffalo. It was working fine, then yesterday, it appears to have died. 
I re-booted it a few times with! frn the phone, and he thought the hard drive had died. So I packed it up 
and sent it your wavl loea), so you should receive it sometime on Monday. The RMS invoice number is 
050984. If you could get it fixed or replaced, it would be appreciated. Any questions, give me a call. Thanks. 

•BuTTaTOochester RA 
(585)1 
(585) 

fice 

UNCLASSIFIED 

UNCLASSIFIED 
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UNCLASSIFIED 
SEMTT 

UNCLASSIFIED 

l(OTD) (FBI) 

From: be 
Sent: lb 7: 
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

c ]OTD) (FBI) 
Tuesday, August 16 2005 8:46 AM 

I (CO (FBI) 
DCS3000 password 

b2 
be 
b7C 

I Iwe changed your password on your DCS3000 machine this morning. It is now! _ _ _ „ , „ r our machine has 
rebooted the last two days. Do you have a power problem in the office? We have UPS to ship if you would like one. Let 
me know. 

UNCLASSIFIED 

3TD) (FBI) 

From: 
Sent: 
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

V/3«riT=ETiEIflRJIE 
(OTD) (FBI) 

2005 1:58 PM 
BF) (FBI) 

RE: DCS 3000 in Rochester RA 

fob 
b7C 

| \ have finally finished your computer. It took me a while to find a hard drive for it. It should be loaded up and ready 
to connect to Buffalo for data. You just need to add jajuLlSIflfilsJjack in. The password is on a label on top of the 
computer. If you have any problems call me at 703-T 

] 
nripmal MwariP 

From: TBF) (FBI) 
c ° f f l *r',A*" - ' " ' "M * , ^ c 2:54 Pf PM 

(OTD) (FBI) 
Subject: DCS 3000 in Rochester RA 

be 
UNCLASSIFIED 
NON-RECORD 

47 
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Jtoday regarding the remote DCS3000 that I have in I just wanted to drop you a quick line. I spoke with I ~ 
the Rochester RA. connected to Buffalo. It was working fine, then yesterday, it appears to have died. \ re-booted it a 
few times with] frn the phone, and he thought the hard drive had died. So I packed it up and sent it your way 
| |idea), so you should receive it sometime on Monday. The RMS invoice number is 050984. If you could get it 
Tixea or replaced, it would be appreciated. Any questions, give me a call. Thanks. 

[ Buffalo/Roches er RA 
(585) office 
(585) cell 

ib6 
b7C 

UNCLASSIFIED 

UNCLASSIFIED 

From: 
Sent: 
To: 
Subject: 

}OTD) (FBI) 

L 

(OTD) (FBI) 
IhnrsHw Maw'^rWlnfi 9:19 AM 

JSA) (FBI) 
b t 
h", 

RE: TICTU password 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

OTHER o u t o f 

Original Messaae-
Fro m: I ](SA) (FBI) 
Sent: Thursday. Mav 26 2005 9:10 AM 
Toj KOTD) (FBI) 
Subject: Kb: I I L I U password 

he 
hie 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

be )THER o u t of s c o p e 

Original Messaop-
Froma }OTD) (FBI) 
Sent: Thursday, May 26, 2005 8:29 AM 

48 
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9ft) (FBI) 
SE 

To:l lf9ftV(FBI) J ^ 
Subject: RE: TICTU password v 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Qias anybody done this for you yet. I have been out of the office for about 6 weeks . Let me know if you still 
it to be reset. 

1 
Thanks.... 

Original Message— 
From:| 

fee 
fc7C 

l(SA) (FBI) 
Sent: Thursday, Mav 12 2005 1:42 PM 
To: I rOTD) (FBI) 
Subject: TICTU password 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Hevl icould you reset my intranet password to the TICTU DCS-3000. My user name iJ" 
know whathappend to it. Thanks. L 

. _ _ . JI don't 
know what happend to it. Thanks. 

bo 
b7C 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SEbi<ET 



SBKRET 

TOTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

c JOTD) (FBI) 

-• IS- , 
rvireiess vanguard 

Thursday May 9fi 9fWfi ft-37 AM 
I • • ISA) (FBI) 

b2 
b6 
b7C 
b7E 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

[ |has anybody helped you with this problem. I have been out of the office for about six weeks and everybody is gone 
KJaay. Let me know if you still need to get this set up. 

Thanks... 

Original Message-
From£ D(SA) (FBI), 
Sent: Wednesday, April 20, 2005 10:40 AM 
T«I rrrm (FBI) 
Subjectf" [tireless Vanguard ]b 6 

b7C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Last year we sent a Cisco 2610XM router to the Harlingen, 
recollection serves, this was done to facilitate an ATF Title 

have just received a pen register request (possible Title III target) for d 

TWirelesr switch. If my 

Could you please send me snmAnnir.k instructions on what I need to do to utilize the[ 
DCS30C"- - - •' '•- • • 

Thanks 

^nmAoi i ipk 
DCS3000, VoiceBox and/oif |if needed. 

] Wireless target. 

I? I can input into 

to 2 
b7E 

he 

San 
956, 

ilen RA 

to 2 
b7E 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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S CfiiJmZT 

J(OTD) (FBI) 

From: > IfQTO^ (FBI) 
Sent: Thursday, May 26, 2005 8:32 AM 
To: I T lV f l (CON) 
Subject: RE: DCS-3000 

be . 
SENSITIVE BUT UNCLASSIFIED h7C 
NON-RECORD 

| j I have been out of the office for about six weeks. I have been unable to do the cots request for the printer. Will 
the printer you found do the job for your office. Let me know and if you need an ip address for the printer let me know by 
e-mail or call me at 703| pday or next week sometime. 

Thanks. 

-—Original Messaoe—-
From! l(L\Ti (CON) 
Sent: Friday, May 06, 2005 11:45 AM 
Tol ~ - | r O T D U F B n . . i 1 
Cd _ t L V ) ( F B n r ^ 1 (SF) (CON)l t|V) (CON),-j | 

I invTTran 
Subject: RE: DCS-3000 h( 

h-, 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Did you ever receive the approval to go COTS on our printer? In the meantime, I found an old LaserJet laying around 
that LVFO could utilize on the DCS-3000 network. However, we don't have an assigned IP address for a DCS-3000 
printer, could you provide us with one? 

Thanks for all your help, T<, f. 

>riainal Mpvane-— , 
i;l Irrnn (FBD 

-—original Mpvane-
From: 
Sent: Thursday. March 31, 2005 1:14 PM 
Td ILV) (CON) 
Subject: RE: DCS-3000 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

51 s^p 



be 
b7C 

& 
c 

SECRET 
bid ask for a printer in ihe previous request. I need to do a COTS request form since it is 

purchasing computer equipment. I will do the request tomorrow but it will take about a week to get the approval to 
buy it. I will let you know when it is approved and when it is purchased. 

• 
Orjoinal Message 

From 
)ric 

1(LV) (CON) 
Sent: Thursday, March 31, 2005 3:44 PM 

| "—imp 
i TTLVHFBI) 

To 
CC! 
Subject: DCS-3000 

"TrrD)XEBn )t }LV) (CON) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

be 
b7C 

i A while back| submitted a RMS request for a DCS-3000 client which we received and installed on 
the network. Hfi Wlriks that he also requested a LaserJet printer. I'm following up to see if this is the case 
since we still have a need for a networked DCS-3000 printer. A small printer like a HP LaserJet 2100 would 
be the best fit for the small space available. Let me know if we need to submit another RMS request 
for this printer. 

be 

Thanks for your support, 

busuK lecnnoiogy Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Investigative Technology Division (ITD) 
Las. 
70; 
70: 
70 

Uonac Fio i Office • 
Desk) 
Fax) 
Cell) 

Squad 10 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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SENSITIVE BUT UNCLASSIFIED 

I IOTP) (FBI) 

'SE^T 

From: I |OTD) (FBI) 
Sent: ^6 'Tk.rcrlax/ Maw 9ft Wfc «-?Q AM 
To: b?c I IS A i (FBI) 
Subject: RE: TICTU password 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Jhas anybody done this for you yet. I have been out of the office for about 6 weeks . Let me know if you still need it to 
be reset. 

Thanks.... j . 

1 
3b 

b'VC 

Original MSSSafl? , 
From! IfSA) (FBI) 
Sent: Thursday, May 12, 2005 1:42 PM 
Tol rOTD) (FBI) 
Subject: TICTU password 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

HeJ could you reset my intranet password to the TICTU DCS-3000. My user name isl I I don't know 
what happend to it. Thanks. I I 

b7C 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SE^l4j 

S3 



"|(OTP) (FBI) 

TO&ET 

From: 
Sent: 
To: 
Subject: 

fc>6 
ib'7C 

llTD) (FBI) 
.41AM 
(AQ) (FBI) 

RE:J1215 

UNCLASSIFIED 
NON-RECORD 

I I believe that the J1215 card is used to terminate a T-1 froml ^ o r audio ds\iiiSDL The card broke the T-1 out 
into 24 channels to allow! |to place audio on certain channels. I also believel how does audio delivery via 
ring-down circuits. You may have changed the way that the audio is delivered and put the J1215 somewhere else. Let me 
know if I can help in any other way. 

• 
Original Messaoe-

FromL >Q) (FBI) 
Sent; Thursday, April 97, 2005 5:44 PM 
To:l I (ITD) (FBI) 
Subject: J1215 

UNCLASSIFIED 
NON-RECORD 

HI Like everyone else I'm stuck on inventory, and I was hoping you could help me out on an item. Back in 02 you 
sent AQ a J1215 Digital Breakout card along with a 25 pair breakout box, and a DCS3000 audio card. Isn't the J1215 
what used to go into the cell company co?, or would it be in our office with the DCS3000 gear. I can't remember, 
thanks | ~ | 

lb 6 

b7C 

UNCLASSIFIED 

UNCLASSIFIED 

#1056782-000 

54 


