U.S. Department of Justice

Federal Bureau of Investigation ’
Washington, D.C. 20535

H NN December 17, 2007
IC FRONTIE$ FOUNDATION
1

Subject: SYSTEM DCS-3000 and RED HOOK

FOIPA No. 1056287- 000 and FOIPA#1056307-1

Dear Ms. Hofmann :

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from disclosure,
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked
below and explained on the enclosed Form OPCA-16a:

Section 552 Section 552a

=(b)(1) =(b)(7)(A) 2(d)(5)
®(b)(2) ' C(b)7)(B) B()2)
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®(b)(5) C(b)(9) B(k)(®6)
®(b)(6) Bk)X7)

659 page(s) were reviewed and 659 page(s) are being released.

0O Document(s) were located which originated with, or contained information concerning other
Government agency(ies) [OGA]. This information has been:

O referred to the OGA for review and direct response to you.

0O referred to the OGA for consultation. The FBI will correspond with you regarding this
information when the consultation is finished.

O You have the right to appeal any denials in this release. Appeals should be directed in

writing to the Director, Office of Information and Privacy, U.S. Department of Justice,1425

New York Ave., NW, Suite 11050, Washington, D.C. 20530-0001 within sixty days from the

date of this letter. The envelope and the letter should be clearly marked “Freedom of Information
Appeal” or “Information Appeal.” Please cite the FOIPA number assigned to your request so that it
may be easily identified.



0 The enclosed material is from the main investigative file(s) in which the subject(s) of your request was
the focus of the investigation. Our search located additional references, in files relating to other
individuals, or matters, which may or may not be about your subject(s). Our experience has shown,
when ident, references usually contain information similar to the information processed in the main file(s).
Because of our significant backlog, we have given priority to processing only the main investigative file(s).
If you want the references, you must submit a separate request for them in writing, and they will be
reviewed at a later date, as time and resources permit.

See additional information which follows.

Sincerely yours,

Brliek—2

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Records' Management Division

Enclosure(s)

Please be advised that this is the eighth interim release as ordered by the court on May 7, 2007 for
documents concerning surveillance systems known as DCS-3000 and Red Hook.

The first page of this correspondence reflects that 659 pages were reviewed for this release. There were
actually 1,022 pages reviewed, however, after a review by the technical operations group that manages the system,
they determined that 363 pages of this material was not responsive to the request.

A decision has not been made concerning your request for a waiver of fees. We will be corresponding
with you concerning that request in the near future. In the interim, we are providing you with the enclosed documents.
Pursuant to Title 28, Code of Federal Regulations, Section 16.11, there is a fee of ten cents per page for duplication.

No fees are assessed for the first 100 pages. If it is determined that you do not qualify for a fee waiver, duplication fees
will be assessed accordingly.
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld,; :

trade secrets and commercial or financial information obtained from a person and privileged or confidential,

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement
records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person

of aright to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal
privacy, ( D) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled
by a criminal Jaw enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national secutity
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or
physical safety of any individual,

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce
crime or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreigh
policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity
would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code, Section 3056,

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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e No place to input type of installed device, serial number of device, C.0./B-box info, or Cable/Pair info
e Should have a way to indicate Case/Court Order/Target have been entered into TA
e Target number entry should be standardized (i.e. 702
e Check the court order expiration date calculator for accuracy (your expiration date calculations don't match DCS 3000
dates)

e Shouid be a way to indicate that a Tech Request has been received <

. , bhiE
e Aplaceto enteetup information
¢ ELSUR number entry for FISA
e FISA date and time entry for implementation and expiration
e A way to print this information in a format that would make a great cover sheet for each package
| hope this helps!

b6

Have a great weekend, . e

ELSUR Technology Management Unit (ETMU)
Electronic Surveillance Technology Section (ESTS)

Investigative Technology Division {ITD) b2

15Y3)

Las jeld Office - Squad 10 bt e
702 (Desk) o C
70 {Fax) '

- 702 (Cell)

-----0Original Message-----
From: (ITD) (FBI)

Sent: Friday, March 18, 2005 11:53 AM
To: LV) (CON)
Ce: — (ITD) (FBI)

Subject: TICTU application

SN
UNCLASSIFIED
NON-RECORD

|5

It was sure good talking with you,

ﬁﬂe information for the application that TICTU is working on. it is called the
t could one day be the front end for some piece of TICTU equipment, such as a VoiC X O ke

system.

please take a look af

and cali | at telephone number: (540)| pr celt phone number (202): B
. 2 ’
SE%{Q




SEGQET
From: L ] (OTD) (FBI)
Sent: bé Friday, June 03, 2005 1:31 PM
To: le7C ..QU.EE.QBILW.Q'—‘AEL (OTD}
Ce: (OTD) (FBI); OTD) (FBN)] K OTD) (FBI);
(OTD) (F ~
Subject: IVoIP Intercept
2
SENSITIVE BUT UNCLASSIFIED 1E
NON-RECORD
Mr. Clifford,
) am pleased to TU recently assisted the Buffalo and New York City field divisions with FISA intercepts
of two separate ol|P telephony subscribers. Also, TICTU recently assisted the New York City office witha b2
pen-register intercept o ol P telephony subscriber. LR

TICTU designed and developed a new intercept and delivery capability for the DCS-3000 system to facilitate

these intercepts. ﬁdelivers the CDC and CCC to ERF via an encrypted Internet VPN connection supported by
TICTU. The new DCS-3000 features securely deliver the intercepted CDC and CCC (in VolP format) in real-time to the
appropriate field offices via the DCSnet where the established DCS-3000 clients route the informaticn to the DCS-5000
systems for collection. '

%:kurrent intercept implementation is a hybrid solution: CDC data is accessed and delivered in compliance
with the Cable Labs specification; CCC information is accessed by a "CALEA" feature on their Cisco CMTS routers and
delivered in native VolP format via UDP-IP.

oz
intercept implementation is also ba ificati kel ] b7E
elivers the intercepted audio via the| 1
These are the first real-time VoIP intercepts ¢ the ing CALEA-like intercept technigues. The New York
office expects to conduct more intercepts wit n the near future.
bz ' ’ |
he
f 7 C

SENSITIVE BUT UNCLASSIFIED




® M ¢
‘| JOTD) (FBI)

From: ] C INY) (FBI)

Sent: k¢ Tuesday, August 02, 2005 8:48 AM
To: b7C H‘_ﬂ—_"lom) (FBI)

SENSITIVE BUT UNCLASSIFIED
NON-RECGRD

1

How are you doing?? | attended the DCS3000 tralnung last week, and I forgot to check with you regarding the password for
the TICTU database. What information do you require to apply for login/pw?? Thanks very much.

SO-
21
877 ager) %L & )

SENSITIVE BUT UNCLASSIFIED

sothar




o
SERET
| J(OTD) (FBY)

From: ke (NY) (FBI)
Sent: b7C edne ust 03, 2005 6:30 AM
To: (OTD) (FBI)

Subject: RE:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Ok, " give it a try. Thanks very much.

From:' IOTD) (FBI)

Sent: Tuesday, August 02, 2005 2:42 PM
To: NY) (FBI)

Subject: RE: fe6

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

{§) --i-have created an.account for-you on the TICTU-database..From.a DCS-3000 machine-goto}

your username i

sET:pand your initial password isq
Please let me know If you have any problems or suggestions for the system.

thanks!
I"C:G
————— Original Message----—- b7 C
From (NY) (FBI)
Sent: Tuesday, August 02, 2005 8:48 AM
To:| (OTD) (FBI)
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

k1




® SENET o

How are you doing?? | attended the DCS3000 training last week, and | forgot to check with you regarding the
password for the TICTU database. What information do you require to apply for login/pw?? Thanks very much.

SO-1 CMP

21
87 pager)

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED




SEURET
| |(0TD) (FBI) m

From: I & | J(NY) (FBI)

Sent: 7 I_ng.nesdax_&mﬂ'& 2005 7:05 AM
To: (OTD) (FBI)
Subject: RE:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

It worked fine. | was able to'log-in and change password.
Thanks again.

$0-1.CMP .
213 be
877 pager) b

From: (OTD) (FBI)

Sent: Tuesday, August 02, 2005 2:42 PM
To InY) (FBI)

Subject: RE:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Hey

{§) -i-have created-an-account-for-you-on the- TICTU- databgsa.E
your username isﬂand your initial password |
Piease let me know if you have any problems or sugg

—

From: (NY) (FBI) Be
Seqt: 2, 2005 8:48 AM c
To (OTD) (FBI)

Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

<5-3000-machine goto

tem.




_ e Y

How are you doing?? | attended the DCS3000 training last week, and | forgot to check with you regarding the
password for the TICTU database. What information do you require to apply for login/pw?? Thanks very much,

SO-
212
871 pager)

SENSITIVE BUT UNCLASSIFIED

lbg

7 ¢

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCL ASSIFIED




| SEOAET
(OTD) (FBI)

From: . i __KOTD) (FBI)

Sent:  P6 . , 2005 2:29 PM

To: b7 OTD) (FBI)

Subject: : nformation Requested for OTD Systems - Complete by 8/4/2005
Importance. High

Y
2.WPD (20 KB)

UNCLASSIFIED
NON-RECORD

Could you look into this? L@

- T
NN

Thanks

-----0riginal Message-----

From: OTD) (FBI)

Sent: Wednesday, August 03, 2005 1:47 PM

To: (OTD) (FBI)

Subject: FW: COOP Information Requested for OTD Systems - Complete by 8/4/2005
Importance: High

UNCLASSIFIED
NON-RECORD

bé

h7c
The 3000 is cited on this message...

;'i inal Message-—-—-
From{ ko) (FBI)

Sent: Friday, July 29, 2005 4:07 PM |
To{ : I(gio) (F?E%FBD;I ko) (FBI);L__
(ITD) (FBIY] ITOD)(CON SecD) (FBI) ~
Cc (TTDL(FBI): (OTD) (FBD){ —1(oTD) (F81);] ]

OTDY (CON); (oD) (cony] OTDYCON)] ]

{OTD) (FBI) ‘
Subject: COOP Information Requested for CTD Systems - Complete by 8/4/2005
Importance: High :

UNCLASSIFIED
NON-RECORD

10
SE;)(T




® SECQKET ®

| ](OTD) (FBY)
From: . — 1(OTD) (FBI)
Sent: 7 Friday, September 16, 2005 10:46 AM
To: o (OTD) (FBI)
Cc: [OTD) (FBI)
UNCLASSIFIED _ .
NON-RECORD  , .
bh7C

[ 1

As you know, the DCS-3000 system is used byl l‘or collection of all CALEA-based pen-register/trap-trace
intercepts for both criminal and national security investigations. At the end of CY2004, SBIT added a feature to the DCS-
3000 system that allows us to collect specific performance metrics from each field office’s DCS-3000 system. These
metrics include the number of current intercepts, the intercept types (i.e. Title-50), and the telecom providers. We

periodically query each DCS-3000 system for this information and populate a metrics database to help us generate b1
statistics and forecasts. Here are the numbers for 2005:

[

The goal of SBIT is to meet and exceed the expegiati

igshed this goal with remarkabte efficienc
he members of SBIT are proud of our accomplishments and reputation, and we hope to continue to do
good work on behaif of TICTU.

o2

b7 E
e
ke 7C

UNCLASSIFIED

13




® S@QET. ®

|(OTD) (FBI)
From: )¢ C N kSecD)(CON)
Sent: k7C 005 1:12 PM
To: (OTD) (FBI)
Subject: RE: DCS3000 Task Force Network Layout
UNCLASSIFIED
NON-RECQORD
Thanx... got it!
Quantico Compiex b

CIS S, PSEC, MCSE bic
(703
.."lead, , or get out of the way.” Thomas Paine

From: (OTD) (FBI})
Sent: Monday, October 17, 2005 11:16 AM
To: {SecD)(CON)

Subject: DCS3000 Task Force Network Layout

UNCLASSIFIED
NON-RECORD

Hey

Dasked me to forward this drawing to you. 1 will also bring you a hard copy.

Please let nﬁe know if you have any questions.
thanks!

g

b7c

UNCLASSIFIED

UNCLASSIFIED

14




_. SE%@T | | ®
L:élo-rm (FBI)

From: l KOTD) (FBI)

Sent: e 5329 PM
To: Lo | » i(OTD) (Fen] lomy e[ ]
Ce: IEEE:I (OTD) (FBI);| foTD) (FBI)] J(oTD)

(FBI)
Subject: ET Telephone Interviews
SENSITIVE BUT UNCLASSIFIED
NON-RECORD .
5Y3)
Gentlemen, L

Due to the short deadline (Thursday), | have askedDo put together some questions and contact the below listed
applicants for a telephone interview. 1 have already spoke with two of them to secure a time-frame when they can be
interviewed tomorrow. In speaking with Human Resources, any number of gyestions can be asked as long as everyone is
asked the same questions. We are to handle three of the below; group will interview the rest.

EINAL APPLICANTS

L Jc)412] Expecting a call Tuesday 13:00 - 16:00 (will be in all day and has interviewed with TRU);
had TS-SCI clearance e
(C)478 xpecting a call Tuesday 07:00 - 16:00 (preferably after 13:00); has S clearance .~
40! i(w)?O left message at residence (no answer at work; needs follow-up) =
DCS- eam to arrange a telephone interview (we are welcomed to participate)

} DCS-3000 team to arrange an in-person interview at the Academy (we are welcomed to participate)
I I: DCS-3000 team interviewed him this afternoon.(a DCS-3000 team selection)

b6

o

SENSITIVE BUT UNCLASSIFIED

15 SE)QET




.SEf;)(H | ®
l |(0TD) (FBI)

From: L ~ |(OTD) (FBI)
Sent: 0 005 12:35 PM

To: o | J(oTD) (FBI); ] (OTD) (FBI);:
Cc: % (OTD) (FBN] J(oTD) (FBI)] _JoTD)

(FBI)
Subject: FW: ET Telephone Interviews

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Gentlemen,
! contacted:Iand he Imﬁgq_nils available for a telephone interview from 13:30 - 16:30. He provided the
following contact numbers: 703 703 hanks for getting these interviews done on short notice.

Sent: Monday, Octaber 31, 2005 3:29 PM

To:| JOTD) (FBI); J(OTD) (FBI) OTD) (FBI)
cqd J(OTD) (FBI) | (OTD) (FBI);] EOTD) (FBI)
Subject: ET Tglephone Interviews

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Gentlemen,

Due to the short deadline (Thursday), | have askeino put together some questions and contact the below listed
applicants for a telephone interview. | have already spoke with two of them to secure a time-frame when they can be
interviewed tomorrow. In speaking with Human Resources, any number of questions can be asked as long as everyone is
asked the same questions. We are to handle three of the beiow;ijgroup will interview the rest. >

Nl

FINAL APPLICANTS

| ' | (c)412| ‘ |expecting a call Tuesday 13:00 - 16:00 (will be in all day and has interviewed with TRU);
2 -SCl1C

earance
47 expecling a call Tuesday 07:00 - 16:00 (preferably after 13:00); has S clearance
w)703 left message at residence (no answer at work; needs follow-up)
DCS-3000 team to arrange a telephone interview (we are welcomed to participate)

DCS-3000 team to arrange an in-person interview at the Academy (we are welcomed to participate)
DCS-3000 team interviewed him this afternoon (a DCS-3000 team selection)

o6
In7C

SENSITIVE BUT UNCLASSIFIED

16 SEPRET
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From: [ JoTD) (FBY)

Sent: 8, 2005 9:53 AM

To: (OTD) (FBI)| JoTD) (FBI)
Subject: FwW: DCS 3000 . '

UNCLASSIFIED b
NON-RECORD ;.

---- Criginal Messageg-----
From: l —

Sent: er 07, 2005 7:15 PM
To: (QTD) (FBD)| 1(OTD) (FBI)
Subject: DCS 3000

UNCLASSIFIED
NON-RECORD

»

Hey guys -

This is just a quick note to let you know they are doing more power interruptions at WFO this month.

12/14/05 which will be our 4th floor (which should not affect the DCS at all)

12/20/05 which will be our 3rd floor. {This will affect the DCS 3000). This will include the DCS and all of our modems and
routers in the Criminal Plant area. We will be powering down the DCS 3000 between 5pm and 5:30 pm. And hopefully it
will be back up before 10pm.

If you need anything from us, or can give me any helpful advice, | would appreciate it.

- Thapk vou

] (4pm-12am)

202 e

UNCLASSIFIED

UNCLASSIFIED

L SECHT
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SERQET
| |(01D) (FBY)

From: L _1(CG) (CON)

Sent: b Wednesda December 28, 2005 11:51 AM

To: Be OTD) (FBI)

Ce: - FIC ' s | Jcoycomi ]
CG) (CON)

Subject:

UNCLASSIFIED

NON-RECORD

Hello -

| am trying to follow-up with an issue| ]may have brought to your attention. Here in Chicago, we have a f" f
Title HIl room located on the 7th floor, two floors below where our main Title Ill room ted. We would like to be able

to put a DCS3000 machine on this other floor so that those folks can have access t nd other utilities from the
DCS3000 network. We do not want to try and run additional cables for this connection, since this would involve fraversing
other floors and non-bureau space and we are moving our office in a few months. My question 10 you is... can we connect

the DCS3000 to the hub/switch located on the 7th floor and give the DCS an ip address of the VoiceBox system for
connectivity?

Thanks,
Chicago L6
ELSUR Technology Management Unit (ETMU) I
Ele veillance Technology Section, OTD
31 Desk)
31 (Fax)
31 (Cell)
UNCLASSIFIED

SEQRET

19




@ i) )
L—(OTD) (FBI)

From: | _ |(CG) (CON) o6
Sent: er 28, 2005 411 PM hrC
To: (OTD) (FBI) '

Subject: RE: DCS3000

UNCLASSIFIED
NON-RECORD

} have a machine, | just need to give it a new IP and do you need to open up access through the firewal! for this machine?

----- Original M e---—- .
S —

Sent: r 28, 2005 2:25 PM

To: {CG) (CON, '

ce: (CG) (FBI): feoy com T Jeor ccom] ]
(CGJ (CUNy

Subject: RE: DCS3000

b
UNCLASSIFIED e
NON-RECORD )

Heyl

| talked with the voicebox guys and they said they would have no problem letting theI:;]nachine connect through
their network. Do you have a DCS-3000 you want to use for this? If you need a new machine, please send in an RMS
and we'll get one shipped.

Thanks! b
. h7C

T am— ST |

Subject: DCS3000

UNCLASSIFIED
NON-RECORD

Hello -

| am trying to follow-up with an issue| |may have brought to your attention. Here in Chicago, we
have a Title lI! room located on the 7th floor, two floors below where our main Title lll rooms are located. \ﬁ
0

would like to be able to put a DCS3000 machine on this other floor so that those folks can have access t
- and other utilities from the DCS3000 network. We do not want to try and run additional cables for this connection,
}1_ since this would involve traversing other floors and non-bureau space and we are moving our office in a few
o menths. My question to you is... can we connect the DCS3000 to the hub/switch located on the 7th floor and give
the DCS an ip address of the VoiceBox system for connectivity?

Thanks,

20

SEDRET
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| KOTD) (FBI)
From: (CG) (CON)
Sent: o6 29, 2005 9:52 AM
To: b7C (OTD) (FBI)
Subject: RE: DCS83000
UNCLASSIFIED
NON-RECORD

Thanksl I have a DCS3000 to install downstairs. Give me an hour and | will let you know when it is done.
Thanks. .

----- Original e 192
From: (OTD) (FBI) b7
Sent: Thursda;; Deceftfer 29, 2005 8:50 AM
To: {CG) (CON)

Subject: :
UNCLASSIFIED
NON-RECORD

Heyl
okl

1]

Once that is ready, the VB guys said they will setup the firewall.

thanks!

----- Original Message----- ba
From: m(w) (on e
Sent: eqnesday, becemper 28, 2005 4:11 PM

oY) — R

Subject: RE: DC53000

UNCLASSIFIED
NON-RECORD

| have a machine, | just need to give it a new IP and do you need to open up access through the firewall for this
machine? .

-----Original Message-----
From: oo (e

b Senf; day, December 28, 2005 2:25 PM
e To: CG) (CON)

Cc: %mcs) (FBI) Jeoom e conj |
' {C5) (CON) ,

Subject: RE: DCS3000
22
S%T

UNGCLASSIFIED
NON-RECORD
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SELRET BIc

o]

| talked with the voicebox guys and they said they would have no problem letting thl:machine cohnect
through their network. Do you have a DCS-3000 you want to use for this? If you need a new machine, please
send in an RMS and we'll get one shipped.

Thanks!

From: | JCG) (CONY

Sent: Wednesday, December 28, 2005 11:51 AM
. To: OTD) (FBI
2 ——T o con o com
7 (C
Subject: DCS3000

UNCLASSIFIED
NON-RECORD

Hello -

t am trying to follow-up with an issue %may have brought to your attention. Here in
Chicago, we have a Title Iil room located on the oor, two floors below where our main Title Il rooms
are located. We would like to be able to put a DCS3000 machine on this other floor so that those folks can
have access to tracker and other utilities from the DCS3000 network. We do not want to try and run
additional cables for this connection, since this would involve traversing other floors and non-bureau
space and we are moving our office in a few months. My question to you is... can we connect the
DCS3000 to the hub/switch located on the 7th floor and give the DCS an ip address of the VoiceBox
system for connectivity?

Thanks,

I Chicago
echnology Management Unit (ETMU)

Electronic Surveillance Technology Section, OTD
312 Desk)

312 Fax)

312 Cell)

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED
| | SFORET
23




SMT

| '} (OTD) (FBI)
From: | kCG) (CON)
Sent: e 9, 2005 10:22 AM
To: 7o OTD) (FBI)
Subject: RE: DCS3000 -
UNCLASSIFIED
NON-RECORD

I now have that machine on the VB network. Can you let me know when the firewall is configured? | will load the case |
need at that time. Will you still be able to PC Anywhere into this machine?

In6
=7
----- Qriginal —
From: (OTD) (FBI)
Sent: Urs: mber. 29, 2005 8:50 AM
To: (CG) (CON)

Subject: RE: DCS3000

UNCLASSIFIED
NON-RECORD

Hey ]
(81 o

Once that is ready, the VB guys said they will setup the firewall.

thanks!

1

From: (CG) (CON) b7

Sent:  Wednesday, December 28, 2005 4:11 PM
[Nl —

Subject: RE: DCS3000

UNCLASSIFIED
NON-RECORD

| have a machine, | just need to give it a new IP and do you need to open up access through the firewall for this

maching?
ha
ko
-----Original Message-----

From: (OTD) (FBI)

Sent: eanesday, December 28, 2005 2:25 PM

To: J(cG) (Con) o

ce| Jcco) trany; [ | (09)) (CON);I_:::](CG) cony] |

(CG) (CON) ’
Subject: RE: DCS3000

UNCLASSIFIED 2 S%T
4




L

| SEMGET
NON-RECORD

i

| talked with the voicebox guys and they said they would have no problem letting theg-nachme connect
through their network. Do you have a DCS-3000 you want to use for this? If you need a new machine, please
send in an RMS and we'li get one shipped.

‘ Thanks! : 16
EC:?C

-—-Qriginal Message--—-—-

From: ICG) (CON)
Sent: edn er 28, 2005 11:51 AM .
To: OTD) (FBI),
cc: (e cray 1 kee) ccony [ ](cG) (cony;
[G) (CON)
Subject: DCS3000
UNCLASSIFIED
NON-RECORD
e
ic
Hello -
I am trying to follow-up with an issue| rnay have brought to your attention. Here in
I 6 Chicago, we have a Title |ll room locaied on the oor, two floars below where our main Title Hl rooms
7 are located. We Id like to be able to put a DCS3000 machine on this other floor so that those folks can
have access to nd other utilities from the DCS3000 network. We do not want to try and run
additional cable s connection, since this would involve traversing other floors and non-bureau

space and we are moving our office in a few months. My questton to you is... can we caonnect the
DCS3000 to the hub/switch located on the 7th floor and give the DCS an ip address of the VoiceBox
system for connectivity?

Thanks,

LSUR Technology Management Unit (ETMU)
Electronic Surveillance Technology Section, OTD
314 Desk)

. 314 Fax)
314 Cel

Ty
~3 B

o)
Ty

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED : . SEXET

25




o | o

[ J(oTD) (FBI)
From: . l ICG) (CON)
Sent: N ' 005 12:09 PM
To: B OTD) (FB!)
Subject: RE: .
b2
UNCLASSIFIED TR
NON-RECORD
Hey - This box is for E]intercept. Can you configure it with the 1ISG Server and/or Client?
Thanks,

----- Qriginal — e
omt s oy ey bc
Sent: 9, 2005 B:50 AM )
To: Wm) (CON)

Subject: v ‘

UNCLASSIFIED s
NON-RECORD e
o —

(5] hi

Once that is ready, the VB guys said they will setup the firewall.

[
ha

----- Original Message----- Bic
From: m&) (CON)

Sent: _Wednesday, December 28, 2005 4:11 PM

Subject: RE:

UNCLASSIFIED
NON-RECORD

| have a machine, | just need to give it a new IP and do you need to open up access through the firewall for this

machine? ‘
--==-0riginal Me: —
e From: . (OTD) (FBI)
b7 Seni: sday, December 28, 2005 2:25 PM
To: {CG) (CONY

Cc: 1CG) (FBIL); | (CG) (CON)L-___:cc) cony |
(CG) (CON) .

Subject: RE: DCS3000
z SEQRRT




7o

]L 3
bhic

UNCLASSIFIED SQ@ET ' -
NON-RECORD

IC

Hey

| talked with the voicebox guys and they said they would have no problem letting thDachine connect
through their network. Do you have a DCS-3000 you want to use for this? If you need a new machine, please
send in an RMS and we'll get one shipped.

Thanks!

————— COriginal Messigg;;_-—- ,__,____I
From: (CG) (CON)

Sent: Wednesday, December 28, 2005 11:51 AM

To: (OTD) (FBI)

cc: Lo ean] ICG)_(CON):ICG) (CON;
) (CON)

Subject:’ DCS3000

UNCLASSIFIED

NON-RECORD_

Hello -

| am trying to follow-up with an issuq| Jmay have brought to your attention. Here in
Chicago, we have a Title |ll room located on the 7th floor, two floors below where our main Title Il rooms

are located. We would like to be able to put a DCS3000 machine on this other floor so that those folks can
have access tq and other utilities from the DCS3000 network. We do not want to try and run
additional cables Tor this connection, since this would involve traversing other floors and non-bureau
space and we are moving our office in a few months. My question to you is... can we connect the
DCS3000 to the hub/switch located on the 7th floor and give the DCS an ip address of the VoiceBox
system for connectivity?

Thanks,
2
ELSUR Technclogy Management Unit (ETMU) h7C
Electroni rveillance Technology Section, OTD .
312 Desk)
- 312 Fax)
312 Cell)

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

SECPKT

28




SE*ET

L lorp)(By

From: . l _J(CG) (CON)

Sent: 06 006 4:37 PM

go:b e LA TD) (FBY)
ubject: - :

UNCLASSIFIED

NON-RECORD

This machine appears to be working correctly.

Thanks for the help!

b2
be
E}D e

ELSUR Technology Management Unit (ETMU)

Ele i gillance Technology Section, OTD

31 Desk)

312 Fax)

31 Cell)

----- Original Message--——

From: QTD) (FBI}
Sent: 006 9:29 AM o
To: mce) (CON) b6
Subject: v b7C

UNCLASSIFIED
NON-RECORD

o

We have setup a PTT client on that machine and connected it to your PTT server on one of your other machines.
Give that a try and let me know if something doesn't work (the data should work fine through the firewall, but this is the
first time we have tried this configuration).

o

thanks!

----- Original Message-----

From:; i |CG) (CON)
Sent:l_mnanemner_’lO, 2005 12:09 PM
To: {CTD) (FBI)

Subject: RE: DCS3000

Pﬂ:@ UNCLASSIFIED
7C NON-RECORD

He# IT his box is for g Iintercept. Can you éonﬂgure it with the I1SG Server and/or Client?

Thanks, |
. S%T




SEURET

----- Qriginal Message----- 6
From: | JOTD) (FBI) e
Sent: Thursday, December 29, 2005 8:50 AM
To:f T JCG)(CON)
Subject: RE: DLS3000

UNCLASSIFIED

NON-RECORD

Hey ]

bl

(1]

Once that is ready, the VB guys said they will setup the firewall.

7o ih-fftfg

-----Original Message-—-—

From: I |CG) (CON)

Sent: ednesday, December 28, 2005 4:11 PM
Subject: 3 ‘

UNCLASSIFIED
NON-RECORD

| have a machine, | just need to give it a new IP and do you need to open up access through the firewall
for this machine?

e

e From: | (CTD) (FBI)
SR Sent: Wednesday, December 28, 2005 2:25 PM
Tor G) (CON)

ce: Ioc ccan); ey o o) cony;
Jce)ton
Subject: T

UNCLASSIFIED
NON-RECORD

el

| talked with the voicebox guys and they said they woubld have no problem letting theI:jnachine
connect through their network. Do you have a DCS-3000 you want to use for this? If you need a new
machine, please send in an RMS and we'll get one shipped.

e Shankst
e
----- Original Message-._
From: J(co) (cony
Sent: Sednesdav, December 28, 2005 11:51 AM
To: OTD) (FBI)

Ce: ' BI) (CG) (CoN] IcG) (CON3;
(csi‘rccm———l

31 8%




SEURET
Subject: DCS3000
UNCLASSIFIED
NON-RECORD

k7¢

Hello -
I am trying to follow-up with an issuel Imay have brought to your attention. Here in
Chicago, we have a Title [Il room located on the 7th floor, two floors below where our main Title Il
rooms are located. We would lik able to put a DCS3000 machine on this other floor so that
those folks can have access to nd other utilities from the DCS3000 network. We do not
want to try and run additional cables for this connection, since this would involve traversing other

floors and non-bureau space and we are moving our office in a few months. My question to you
is... can we connect the DCS3000 to the hub/switch located on the 7th floor and give the DCS an
ip address of the VoiceBox system for connectivity?

Thanks,

bz

hé

Lic ELSUR Technology Management Unit (ETMU)
Electronic Surveillance Technology Section, OTD
313 esk)
314 Fax)
312 Cell)
UNCLASSIFIED

UNCLASSIFIED
LUUNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

32 SE m




SEGKRET
I———JTD) (FBI)
From: L ITD) (CON)
Sent: ' Thursday, February 16, 2006 2:33 PM
To:  bé J(OTD) (FBI)
Ce: ke LUTOV(EBO ITD) (CON
(SC) (FBI)] (OTD) [CONY] [{ITD) (CONY;
(OTD) (CON):. __ISE) (CON)| I
(SF) (CON) JSC) (CON)
Subject: Sacramento Channel Bank w/Remote LAN Bridge

UNCLASSIFIED
NON-RECORD lod

7o

We have tracked down the purchase request of the channel banks for the Sacramento to Medesto link. The delivery of
these to the Sacramento field office is on hold. | understand that you would like for them to be delivered to you at ERF for
testing of DCS-3000 traffic utilizing these CB's. If that is the case please reply with the address to where you would need
them sent. {That is, of course, unless someone else says to not do this.}

After speaking with some of our folks about the transfer of the DCS-3000 data via the T-1 links (for both the Sac-Mod &
Sea-Spokane sites), | am moderately confident that the remote LAN bridge, with the CB's, will support the need to send
your system’s data between the sites. [f another card is required to support this effort we will need the mode! and (as
always) someone will have fo fund it.

Thanks. o

Electronic Surveillance Technology Section (ESTS)
Opepatianal Technology Division (OTD)

540 (Desk)

540) (Fax) b2

540 (Mobile) b;
h7C

UNCLASSIFIED

33
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e
BIC
-----Qriginal Message-----
From: o110} (cON)
Sent: 16, 2006 2:33 PM
To: (OTD) (FBD)
Ce: [ID} (FB ImD) ‘CON}I 5C) (FBD): OTD
T ( (OTD) (CON); (SE) (CON); )
SF) (CON); | oY
Subject: Sacramento Channel Bank w/Remote LAN Bridge
UNCLASSIFIED
NON-RECORD =12

ko

L1

We have tracked down the purchase request of the channel banks for the Sacramento to Modesto link. The |
delivery of these to the Sacramento field office is on hold. | understand that you would like for them to be
delivered to you at ERF for testing of DCS-3000 traffic utilizing these CB's. If that is the case please reply with the
address to where you would need them sent. (That is, of course, unless someone else says {o not do this.)

After speaking with some of our folks about the transfer of the DCS-3000 data via the T-1 links (for both the Sac-
Mod & Sea-Spokane sites), | am moderately confident that the remote LAN bridge, with the CB's, will support the

need to send your system's data between the sites. if another card is required to support this effort we will need
the model and (as always} someone will have to fund it.

Thanks.

‘ e
Electronic Surveillance Technology Section (ESTS) be
Operational Technology Division (OTD) ovle
544 Desk)

544 ax)

544 Wobile)

UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

" SECRET




he
b7

O
L

o seT o
| |(oTD) (FBI)
From: | |(ITD) {CON)
Sent: nday, February 1/, 2006 2:28 PM

To: OTD) (FBI)
Cc: (SE) (CON)
Subject: : RE: Sacramento Channel Bank w/Remote LAN Bridge
bhe
UNCLASSIFIED koo
NON-RECORD }; .
| forgot to mention.. In Seattle they currently are using 12 channels worth of bandwidth for th nk, & channels for
audio delivery, and have i d 4 channels for DCS-3000. There are plenty of card slots available for an additional data

card. (Fix me if I'm wrong

for 2

e

b7C

Electromic Surveliance 1echnology >ection (£57 S)
chnology Division (OTD)

Desk)

Fax)

Mobite)

From: | J(OTD) (FBI)
Sent: Friday, February 17, 2006 12:43 PM
To: (ITD) (CON)

Cce:

SC) (CON); “{CTD) (FBI)

Subject: RE: Sacramento Channel Bank w/Remote LAN Bridge

UNCLASSIFIED
NON-RECORD

Hey

I've left a message forl Iat Coastcom to talk with him about the channel bank. On their website, they show a card
with a V.35 or RS-232 interface that would probably better suit our network., Hopefull ili call me back soon and
we can discuss pricing. Depending on the cost, TICTU may be able to get the cards. you know if there are open
slots for another card in the Seattle-Spokane channel banks?

© We would still like to test the system in the lab with the current configuration in case the serial cards are cost
prohibitive. The address here at ERF is Building 27958-A, Quantlco VA 22135.
thanks!

o ]
----- QOriginal Message-----
A —

Sent:  Thursday, February 16, 2006 2:33 PM
To:
Ce:

.....

(sc) (Fen] oTD)
OTD) (CON)[ TEB©

Subject: Sacramento

UNCLASSIFIED

annel Bank w/Rkemote LAN Bridge

* SERGET



file:///Desk

NON-RECORD ba

L1

We have tracked down the purchase request of the channel banks for the Sacramento to Modesto link. The
delivery of these to the Sacramento field office is on hold. | understand that you would like for them to be
delivered to you at ERF for testing of DCS-3000 traffic utilizing these CB's. If that is the case please reply with the
address to where you would need them sent. (That is, of course, unless someone else says to not do this.)

® SE%ET | ®

After speaking with some of our folks about the transfer of the DCS-3000 data via the T-1 links (for both the Sac-
Mod & Sea-Spokane sites), | am moderately confident that the remote LAN bridge, with the CB's, will support the
need to send your system's data between the sites. If another card is required to support this effort we will need
the mode! and (as always) somecne will have to fund it.

Thanks.

b
bs

BuC

LIeCITONIC Survenlance 1echiology section (£51.5)
pepatianal Technology Division (OTD)

540 esk)

540 [Fax)

540 Mobile)

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

37




ke

RrIC

SEERET CTHER out cf scope

----- Original Message-—--
From: mm) (con)
Sent: yreday, February 16, 2006 2:33 PM

To: KOTD) (FB])

e J(ITD) (FBD); } ; (S0) f_alﬂ___'_l(om)
{CON) (ITD) (CON); TD) (CON) (SE) (CON);
N); )
Subject: cramenta Channel Bank w/Remate ge

UNCLASSIFIED
NON-RECORD

We have tracked down the purchase request of the channel banks for the Sacramento to Modesto link. The
delivery of these to the Sacramento field office is on hold. 1 understand that you would like for them to be
delivered to you at ERF for testing of DCS-3000 traffic utilizing these CB's. If that is the case please reply with

the address to where you would need them sent. (That is, of course, unless someone else says to not do
this.)

After speaking with some of our folks about the transfer of the DCS-3000 data via the T-1 links (for both the
Sac-Mod & Sea-Spokane sites), | am moderately confident that the remote LAN bridge, with the CB's, will
support the need to send your system's data between the sites. If another card is required to support this
effort we will need the model and (as always) someone will have to fund it.

Thanks.

Llecironic Surverflance Technology Section (£5T15)
Opegational Technology Division (OTD)

540 Desk)
540 Fax)
540 Mobile)

39
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SECRCT .
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----- Original Message---—-
From: —

Sent: 16, 2006 2:33 PM

To: (OTD) (FAD)

cc: D) (FBD) Jrro) (com),; kso) (FBI);E:I

D) (CON ITD} (CON} (OTD) (CON)

_;—_—-_ﬂg’(‘;m;m@a‘mom: 5 con

Subject: acramento Channel Bank w/Remote LAN Bridge be

UNCLASSIFIED b7C

NON-RECORD

We have tracked down the purchase request of the channel banks for the Sacramento to Modesto link.
The delivery of these to the Sacramento field office is on hold. | understand that you would like for them to
be delivered to you at ERF for testing of DCS-3000 traffic utilizing these CB's. If that is the case please
reply with the address to where you wouid need them sent. (That is, of course, unless someone else says
to not do this.)

After speaking with some of our folks about the transfer of the DCS-3000 data via the T-1 links {for both
the Sac-Mod & Sea-Spokane sites), | am moderately confident that the remote LAN bridge, with the CB's,
will support the need to send your system's data between the sites. If another card is required to support
this effort we will need the model and (as always) someone will have to fund it.

Thanks.

TS)
Operational Technology Division (OTD)

540 [Desk)

540 [Fax)

540 N obile)

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

* UNCLASSIFIED

UNCLASSIFIED

43
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.

---~-Qriginal Messadae_
From: ITD) (CON)
Sent: 6, 2006 2:33 PM
To: OTD) (FBL
cc: ‘ | [a) (FBZ):I | S89) IFDN)I C} (FBI);
Y (CON); LaTo) (cony; 0TD)
(cony] (SE) (CONT; ] (sP> (con; $C)

(CON)
Subject: Sacramento Channel Bank w/Remote LAN Bridge
UNCLASSIFIED T |
NON-RECORD b7

I

We have tracked down the purchase request of the channel banks for the Sacramento to Modesto
link. The delivery of these to the Sacramento field office is on’hold. | understand that you would like
for them to be delivered to you at ERF for testing of DCS-3000 traffic utilizing these CB's. If that is the
case please reply with the address to where you would need them sent. (That is, of course, unless
someone else says to not do this.)

After speaking with some of our folks about the transfer of the DCS-3000 data via the T-1 links (for
both the Sac-Mod & Sea-Spokane sites), | am moderately confident that the remcte LAN bridge, with
the CB's, will support the need to send your system's data between the sites. If another card is
reqguired to support this effort we will need the model and {as always) someone will have to fund it.

Thanks.

Y BIlectronic Surverance 1echnology section (Bo1.5)
b6 Operational Technology Division (OTD)
Il 540 esk)
) 540 ax)
540 : vbile)

~ UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED




!%ET

I——?_——AOT[»—(FB D
l

_(NO) (FBI)

From:
Sent: ke
To: L% Lo
Cc:
Subject:
UNCLASSIFIED
NON-RECORD _
b2
BTE

06 11:15 AM
(OTD) {FBI)
OTD) (FBI|
NET circuit

kOTD)CON)

n during this week and next,

Yesl !ﬁd install circuit. We will be moving in circa 4/15. We were initially set to move |
but Furniture cannot have our new stuff installed 'til 4/10. | talked tci ‘
d new routers. The old

submitting an RMS today for two new DCS-3000s, etc. In answer to your question I will nee o
equipment was toss about during the move from NO to storage in Baton Rouge and | have no faith.i i ility. 1 b6 _
would say ship those to our old office in NO on or about 4/15. Any questions, give me a call {50 kac

, rleans
Office (Temporary)
Cell

[l
3

----- Origina e
From: QOTD) (FBI)
Sent: 006 9:50 AM

To: (NO) (FBI)
Cc: OTD) (FBI)
Subject: New Orleans DCSNET circuit
UNCLASSIFIED

NON-RECORD s v

Hey

last week and | will be

tells me your DCSNET circuit in New Orleans has been installed and is ready for turn-up. Do you have an
updated schedule on when you will be meving in? Will you need new routers? Any idea what happened to the old

equipment that was there?

{8} ~Your-cktid-i}-
Please let

Thanks!

b

h7o

70

UNCLASSIFIED

UNCLASSIFIED

uestions about this circuit or the install.

bl




S%T

| | (OTD) (FBI)
L

From: PL)(FBI)
Sent: ﬁNﬁdﬂE&(MﬂEh.Dﬁ.ﬁOOG 2:55 PM
To: TD) (FBI)

Subject: DCS 3000 Net

UNCLASSIFIED k7C
NON-RECORD

l;v;t I think it is now time to order the DCS network backup circuit that will be installed in the new Frisco RA. We now
ssession of the space and will move in on 3/31/06. The CMP buildout will be on 3/24/086.

The address is:
2801 Network Blvd

Suit
Frisco, TX 75034

The phone demarc within our space is in rooD

| would like to be notified in advance re installation so | can plan to be there,

2

7

Is the circuit provided by | jlo the install or will be involved?

UNCLASSIFIED

48




[ foTD) (FBY)

From: ¢ |

Sent: . ;- IlhusdaLMamh.ﬂs_f
To: :

Subject: RE: DCS 3000 Net

UNCLASSIFIED
NCN-RECORD

The main line for the Frisco

a POC in the RA. FY! her cell is 974

I hope thwiﬁed as well so | can be present when they do the install. Or will | have to havD notify

me. My cellis 21

RA will be 214

~---Original l‘i(ﬁszagg_ - - A
From: (OTD) (FBI}

Sent: 006 4:34 PM
To: (DLY(FBI)
Subject: : et

UNCLASSIFIED

NON-RECORD be

L7

{Hey

__JoLyFBY
006 4:44 PM

OTD) (FBI)

| The phone lines are not installed yet.:|mn be

The circuit will be throug rl_,___laut whoever is the local carrier out there will actually install the circuit.%
is

send someone out later with the CSU (just like the one in your FO). Do you have a local contact out there?
requiring a local phone number (hard line, not cell), or else they will kick the order back.

—

—---Qriginat Message-—--

From: %mmm
Sent:  Wednesday, Marcn 08, 2006 2:55 PM
Subject:

UNCLASSIFIED
NON-RECORD

2z

hE

hé

thhink it is now time to order the DCS network backup circuit that will be installed in the new Frisco RA.
€ now have possession of the space and will move in on 3/31/06. The CMP buildout will be on 3/24/06.

The address is:

2801 Network Bivd
Suite
Frisco, TX 75034

The phone demarc within our space is in roon‘D

I would like to be notified in advance re installation so | can pian to be there.

Is the circuit provided byl

Ido the install or will be involved?

49 ‘ S%f




® SEYRET ®

| (OTD) (FBI)
From: - e S) (FBI)
Sent: Boc 12:54 PM
To: s OTD) (FBI)
Subject: Pen question..

UNCLASSIFIED
NON-RECORD

He;l

I'm not sure if this is your area, but maybe you can point me in the right direction. “

My SSA has asked aboutfiume.ace_m.ba.i\dle ELSUR issues as it relates to the DCS3000 and pen data. Even though
the data is uploaded onto the original pen stuff still sits on the DCS computer. Is there any

Thanks,

| ] : k=6
617, 7o
UNCLASSIFIED

51




e e

OTD) (FBI)
l

From: kBS) (FBI)
Sent:  °% ' 6 2:27 PM
To: R7C (OTD) (FBI)
Subject: RE: Pen question..
UNCLASSIFIED

NON-RECORD

Cool. Thanks,

From: (OTD) (FBI)
Sent: 6 1:36 PM
To: (BS) (FBI)
Cc: 1 —OTD) (FBL)

Subject: RE: Pen guestion..

UNCLASSIFIED be
NON-RECORD i

o]
s actually working on a document to answer that question right now. He is calling it a "best practices”
procedure. When he is done, I'll make sure you get a copy sent your way. .

Please let one of us know if you have any other questions.

thanks!

s

b7

UNCLASSIFIED
NON-RECORD

S —

I'm not sure if this is your area, but maybe you can point me in the right direction.

My SSA has asked about how we are to handle ELSUR issues as it relates to the DCS3000 and pen data. Even

though the data is uploaded onto] 'the original pen stuff still sits on the DCS computer. (s there
any procedure/policy in place to preserve this data for ELSUR purposes???7?

Thanks,

I I Boston
6171 I

UNCLASSIFIED




® S%T ®

| JOTD) (FBI)
From: (OTD) (FBI)
Sent: . 2, 2006 8:59 AM
To: ke (OTD) (FBI); foTo) (FBIY| |
, b TOIDYEED (STOTIEED
Ce: r_lom) (FBI); joTD) (FBH] |
Bl
Subject: - FW: IT Information Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Please coordinate a response tof ]

All, P message and ascertain your costs associated with the listed systems/projects. Please provide this
info t by Thursday, 3/23/06. .

E;;tlease assisDNIth a coordinated response to Note deadline of 3/24/06. Reminders as
. Thanks. )

Telecommunications Intercept and Collection Technology Unit (TICTU)
Electronic Surveillance Technology Section
Operational Technology Division
Quacsi ==
703
-==--Original Message--—-
From: | oD} (FBI)
Sent: Tuesday, March 21, 2006 4:11 PM
To: I — io*ro) raid koroyren]_____— Jooy)
TEL ) (FBDY] IT
Cc: ITD) (FBI ) (FBI) ; QTD) (FBI);
J(OTD) (F8I) I(OTD) (Fl
Subject: ntormation Request - Needeq Dy rriday bé

ki

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Marcus Thomas has asked that we determine the cost of the |T portions of the OTD collection systems listed on the OCIO
master list of systems, applications, databases, and networks. For the systems/projects flisted below, please determine or
estimate as best you can the cost of the hardware, software, and the development work for the interface to the Trilogy
network or other FBI IT infrastructure. This will help us separate the funding of National Security Systems that are not truly
IT from IT systems, databases, applications and networks. Please provide an estimate by Friday 3/24.

DCS 3000 - 11 Interface

k2
b7E

Thanks,
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#b.rm (FB1)

From: m(OTD) (FBI)
Sent: s ednesday,March 22, 2006 9:20 AM

To: e (OTD} (F DTD) (FBI)

Cor JOTD) (FBI); OTD) (FB) ]
(OTD) (FBI) .

Subject: FW: IT Information Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

D’Is see below.

QCan you assist this effort by helping to define what is being asked for? I've already requested that]
ovide more specifics. Tks.

Lﬂr'—eoommumca-l-_r'l?-llons ntercept and Collection Technology Unit (TICTU)

Electronic Surveillance Technology Section
Operational Technology Division

Quzadi iain
 —

e
o)
SREFON

ol

----- QOriginal Message-----

From: (oTD) (FBI)

Sent: : 2, 2006 8:59, AM

To: TD) (FAI); D) (FBI);IETD) (FBI)I:(OTD) (FBD)

C: OTD) (FBIT; (OTD) (FBL); (OTD) (FBD)
" Subject: FW: IT Information Request - Needed by Friday 3/24
- SENSITIVE BUT UNCLASSIFIED
NON-RECORD -
ki
Please coordinate a response to} |

All, P! message and ascertain your costs associated with the listed systems/projects. Please provide this
info to y Thursday, 3/23/06.

[ JPlease assist[__with a coordinated response tq ] Note deadline of 3/24/08. Reminders as
necessary. Thanks. .

Telecommunications Intercept and Collection Technology Unit (TICTU)
Electronic Surveillance Technology Section
Operational Tephnology Division

Qu b
7034 N
h7C

-—-Qriginal Message-----

From: (OTD) (FBI)

Sent: 4:11 PM

To: (0TD) (FBD Joro) ey Yoro) (ke [ Jamo
TEED o10) (e IHI'EM_WFB)‘I o)

Ce: o) (eIl Y1) (FBI) YoTD) (FBI);
TD) (FBI)] JotD) (FBT)
Subject: uest - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

56
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Marcus Thomas has asked that we determine the cost of the |T portions of the OTD collection systems listed on the OCIO
master list of systems, applications, databases, and networks. For the systems/projects listed below, please determine or
estimate as best you can the cost of the hardware, software, and the development wark for the interface to the Trilogy
network or other FBI IT infrastructure. This will help us separate the funding of National Security Systems that are not truly
IT from (T systems, databases, applications and networks. Please provide an estimate by Friday 3/24.

SECHKT

—RCS 3000 - IT Interface LT

Thanks,

a2

gy ont

Electronic Sfmﬂ]ggﬁﬁihnology Section, OTD ke
Phone: 703

Cell: 20
Fax: 703

ENSITIVE BUT UNCLASSIFIE

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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MTD) (FBY

From: Joto) (FBI)

Sent: s W n March 22, 20Q

To: b7 (QTD) (FBI)} OTD) (FBI)

Cc: . |go1'02 (FBI) (OTD) (FBI) |

(QTD) (FBI)
Subject: RE: IT Informatiocn Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED 1.4
NON-RECORD

b7

| don't see the DCS 5000 on the list ---
| Jwould be the POC for the DCS 6000

1 ]
o3|

-----Original Message----
From: %OTD) (FBI)
Sent: ednesday, March 22, 2006 9:20 AM
To: —z‘_'?om) (FBD) ko
ca {OTD) (FBI) 0TD) (Fsﬁu_ﬁﬁb(mo) (FBD)
Subject:

FW: IT Information Request - Nei y Friqdy
]'r\
SENSITIVE BUT UNCLASSIFIED - ‘fc
NON-RECORD -

D’ls see below.

] u assist this effort by helping to define what is being asked for? I've already requested thatI '
provide more specifics. Tks.

Telecommunications 1ntercept and Collection Technology Unit (TICTU)

Electronic Surveillance Technology Section
Operataonal Technology Division

Quz e
703 h7C
----- Original
rom: e oo) (e
Sent: , 2006 8:59. AM

To: ) (FBI); LcD) (FBI D) (FBI);:OTD) (FBD)
Ce: . (oTD) (FETT{ TD) (FBI); OTD) (FB

Subject: FW: IT Information Request - Needed by Friday 3/24
SENSITIVE BUT UNCLASSIFIED

NON-RECORD e
b7 C
D’lease coordinate a response to] i
All, Pleas ssage and ascertain your costs associated with the listed systems/projects. Please provide
this info t y Thursday, 3/23/06.
Please assisl Mth a coordinated response to Note deadline of 3/24/06. Reminders as
58

SE(RET




ba l .

necessary. Thanks. bic SE T

Telecommunications Intercept and Collection Technology Unit (TICTU)
Electronic Surveillance Technology Section
Operational Technology Division

Quantico, Virginia

----- Qriginal Message-----

From: [ Joro) (ren)

Sent: 111 PM

To: Eﬁ%@ (FBI Lcoo) ren] foro) (raif ko)
EBL. OTD

OTD) {FBI

Cc: | ITD} (FBI) ) ID) (FBI) (ITD) (FBI (OTD) (FBI);
OTD) (FBI); Jo10) (FEI
Subject: IT Information Kequest - Needed by Friday 3/24

b

SENSITIVE BUT UNCLASSIFIED o
NON-RECORD v

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed on the
OCIO master list of systems, applications, databases, and networks. For the systems/projects listed below, please
determine or estimate as best you can the cost of the hardware, software, and the development work for the interface
to the Trilogy network or other FBI T infrastructure. This will help us separate the funding of National Security
Systems that are not truly IT from IT systems, databases, applications and networks. Please provide an estimate by
Friday 3/24. :

2
DCS 3000 - 1T Interface L7E

Thanks,

ELSUR Management Technology Unit k ‘;( .

Electronic i chnology Section, OTD
Phone: 70

Ceill

Fax: 70

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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l(oTD) (FBI)
From: C— Jdomyesy
Sent: Wednesday, March 22, 2006 10:57 AM
To: b6 oTD) (FBI:| kot (eRn] |
ol 1D} (FBI! i);
O1D) B0
Cc: OTDL) (FBI (FBI) |(©oTD) (FBI);
OTD) (C ’
Subject: ~ FWIIT Information Request - Needed by Friday 3/24 e
| h7c
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
Pls see below.
and Collection Technology Unit (TICTU)
Electronic Surveillance Technology Section
Operational Technology Division s
Quagnti icoini .
703 w2
----- Original Message-——--
From: l JoTo) (FBY)
Sent: W sday. March 22, 2006 9:28 AM
To: &lﬂo) (FBD)
Subject: RE: IT Information Request - Needed by Friday 3/24
SENSITIVE BUi’ UNCLASSIFIED <
NON-RECORD '

This is tied primarily to future requests for money, 300 exhibits and requisition in FY07 and forward. However, the cost of
each system should be looked at so we can determine our investment and support needs that are truly IT. We would like
to know the cost of the part of each system that is IT (that allows our collection systems to connect to trilogy, operate
remotely over an |T system, prepares data to be sent overfto an IT system). ‘

| know this is a little vague but we need an estimate with some basis behiond it.

Than ksj

----- Qriginal Message-----

el s— Y
Sent: I_mmgx_mm:iz, 2006 9:14 AM e
To: OTD) (FBI) b7

Subject: RE: IT Information Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

ICTU personnel have asked that you specify what time period you are inquiring about, as well as defining what
you consider IT to be. Are you asking about costs from the inception of projects that could date back years, or

something else? Thanks.
60
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TIeConIc Suivenance ] €chnology Section

Operational Technology Division he

Qu b
70 i
~—--0riginal Message~----
From: OTD) (FBI)

Sent: IJﬁdau.M&mh.ZL.ZﬂLis 4:11 PM
To: (CTD) {FBI foro) (reDl Yoro: ceanl ko)
(FBD (QID) (FE] - BD;L 101D
Cc: | ot TD) (FBL ITD) (FBD)} JcoTD) (FBI);
(C 01D} (FBL)

M
Subject: IT Information Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Marcus Thamas has asked that we determine the cost of the IT portions of the OTD collection systems listed on
the OCIO master list of systems, applications, databases, and networks. For the systems/prajects listed below,
please determine or estimate as best you can the cost of the hardware, software, and the development work for
the interface to the Trilogy network or other FBI IT infrastructure. This will help us separate the funding of National
Security Systems that are not truly IT from IT systems, databases, applications and networks. Please provide an
estimate by Friday 3/24.

b2
LiE

DCS 3000 - iT Interface

Thanks,

[EBUR Management Technology unit

Electronic i Technology Section, OTD
Phone: 7C

Cell; 20
Fax: 70

SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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SERDRET
[_QTD) (FBY)
From: g B JOTD)CON)
Sent: , 2006 8:15 AM
To: D) (FBI)
Ce: | CG) (CONT™ —Jco) (FBIy| ]

’ (ITD) (CON] |(OTD) (CONj}
Subject: FW: Timing Devices tor Chicago

SENSITIVE BUT UNCLASSIFIED .
NON-RECORD e

Chicago will be moving their offices starting sometime late April or early May. Is it necessary that the time source for the DCS3000
network be replicated in the new building before the time source in the old building is turned off (and possibly moved)? Is there any
other equipment that would have to be replicated in the new building so continuity of service is maintained?

Thanks,

----- Qriginal Message-----
From: I ] CG) (CON)

Sent: Juesda, March 28 2006 4:49 PM
TO! QOTDYCONY

Ce: [CG) (FBD) (CG} (FBI) CG) (FBI)
Subject: T 1ImINg Devices Tor Chicago

SENSITIVE BUT UNCLASSIFIED
NON-RECORD. —

| For the for the entire DCS3000 network] from ERF would be able to
answer this question better as the reason it exists is primarily for them (We use it as 4 for our DCS3000
and | believe VoiceBox as well). My initial guess would be yes it needs to be replicatets

——--Qriginal Message----- b
From: | OTD){CON) bic
Sent: uesday, Ma 006 2:45 PM
To: CG) (CON)
Subject: Timing Devices for Chicago
SENSITIVE BUT UNCLASSIFIED b2
NON-RECORD ’ L7TE

We were discussing some of the ancillary devices that may need to be install in the new building be ing moves
over so you can conduct your parallel ops. I know you have el lsystem associated with th currently
sifting in the cabinet by thﬁ, but there is another] Eystem sitting in the top slot o n the
Frame Room. What does 1S provide timing for, and does 1t need to be replicated in the new building before everything

moves over?

Regards,

vl
(3

~3
]

62 E}%T
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ET

[OTD) (FBI)
From: o 1 kcG) (FBI)
Sent: ko Wednesday, March 29, 2006 1:15 PM
To: ¢ [ koTD) (FBI)
Cc: CG) (FBI)| FG) (CON)
Subject: . Chicago circuits to move or not move for -
UNCLASSIFIED
NON-RECORD
That sounds like a good plar: Should we order new circuits foE and US purselves? Are these .-
inputs that you are distributing throughout the field or are these just for Chicago use?

Jos 7
TR

ke

Sincerely, ' 7e

Chicago Division

312 ffice
312 of]

----- Qriginal Message--—-- :
From: | YOTD) (FBI) k6

Sent: Wednesday, March 29, 2006 10. . WiC
To: (CG) (FBI); CG) (CON)
Cc: (OTD) (FBI OTD) (FBI)

Subject: Chicago circuits to move or not move for DCS-3000

UNCLASSIFIED

NON-RECORD e 2
7o biE

Hey

We reviewe sheet about the Chicago circuits. Th rcuit i re still
inuse. The circuit is obviously for |and the U.
We have ordered your new circuit for DCSNET and will run it in parallel with the old service for your transition. We will

send you a plan as to how this will work. There will be some ip addressing changes, but everything should still
function normally in both locations.

Please let me know if you have any questions on any of this.

|
ﬁ be

b7c

UNCLASSIFIED

UNCLASSIFIED




® ¢ ®
| foTD) (FBY)

From: l Ica) (Fa)

Sent: o2 , 2006 2:58 PM

Ser b MOTD) s

Subject: RE: Chicago circuits to move or not move for DCS-3000
UNCLASSIFIED

NON-RECORD

OK, we'll add them to our next order.

Thank:

Sincerely,

4

Chicago Division

312 ftice

31 ell

----- Qriginal Message-----

From: | !(OTD) (FBI}
Sen Wednesday, March 29, 2006 1:32 PM
To: G (F In
cc: ce) (Fe1y| oy coml—————— Jomyeen
Subject: ! ‘e Or not move far PCS- )

UNCLASSIFIED
NON-RECORD

-

-1 Oy

D)

li

oY H ey
b7

Yes, please order the replacement circuits. Th:ircuit is shared with the rest of the fiéid, but I'm not sure who
all is using the cother one. Either way, though, we don't currently have the budget to take over those circuits.

thanks!

..... Ong ———

From: (CG) (FBI)
Sent: 29, 2006 1:15 PM
To: (OID) (FBD)

Cc: Jce) (reny] [ce) (cony
Subject: RE: Chicaga Grcuits to move or not move Tor -

ke UNCLASSIFIED
k7C NON-RECORD

That sounds like a good plafl_____] Should we order new circuits forD and Ud:ourselves? Arel.
these inputs that you are distributing throughout the field or are these just for Chicago use?

RS

7w
ey 75




. .

Sincerely,
lo7C
Chicago Division
312 ffice
313 ell

=

From: ._IOTD) (FBI) .
Sen ednesday, March 29, 2006 10:08 Al

A To: L(c) (rmD); CG) (CON)
Cc:l I(OTD) (FBI);l !OTD) {FBI)
e Subject: Icago circuits to move or not move for DCS-3000

UNCLASSIFIED N
NON-RECORD ‘ LR

Hey

We reviewed your sheet about the Chicago circuits. The ircuit is0alanger needed, but the other
two are still in use. TheDircuit is obviously fo nd the U.S. circuit to Lombard is used
for PrimeCO.

We have ordered your new circuit for DCSNET and will run it in parallel with the old service for your transition.
We will send you a plan as to how this will work. There will be some ip addressing changes, but everything
should still function normally in both locations.

Please let me know if you have any questions on any of this.
thanks!

ha

}‘L" el
L N N

UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED
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I I(OTD) (FBI)

From: OTD) (FBI)

Sent: 10 . 72006 12:53 PM
To: bic QTD) (FBI)

Cc: foTD) (FBI)
UNCLASSIFIED

NON-RECORD

Below is my best estimate of what they are asking for. We have a large number of DCS
3000 computers :
that use Windows 2000 Pro or NT. This is denoted in the "MS Other" column. Hope this
helps. '

bic

Report of non-networked IT CPUs at OTD with MS software

CPU Type | MS Office MS Project MS Visio | MS Other | Server OS Computer
, Usage
Desktop 2 0 3 125 0 DCS 3000
Laptop 1 0 0 30 0 DCS 3000
Server 0 0 0 15 30 DCS 3000

UNCLASSIFIED
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(OTD) (FBI)
From: ;. [OTD) (FBI)
Sent: e 8:10 AM
To: ' OTD) (FBI)
Subject: - Security Issues w/ ERF/TTA Networks

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

----- Original Messggg---—
From: Sfo il GING:))
Sent,. - i 4:50 PM
Toi 3 - &:mem'lom\ e Jom) reny[ foroyrenf”_———Jom™)
m (FBI b con
Cc: _J{DL} FBI);!wN KDLY(FBL); | JoL)(FBI) JoL)
(FBI); (DL} )
Subject: Security Issues w/ ERF/TTA Networks
SENSITIVE BUT UNCLASSIFIEDA o
NON-RECORD 0

Hello y'all - i'm seeking your advice to hopefully save a lot of wormn ET in Dallas, just returned
from Security training and has been designated the computer/network security person for our Division (ISS0O?). He
advised that HQ has mandated that he obtain all sorts of infe from our systems/networks i.e: DCS 1000, DCS 3000, DCS
5000, DCS 6000 etc. ‘

Efvants an accounting for ail of the systems we, as TTAs & DCSPs, maintain. He wants to have diagrams,
schematics, charts etc on what we have and how everything is connected. He wants lists of all of the general users and all
of the limited/admin users. : b
0o
Is this duplicating what has already been done @ ERF w/ the security certification for each system? Oris therea »7¢
new mandate to have this info on file w/ the specifics for each individual field office?

Dalso discussed restrictions regarding contractors and non employees working on, touching our systems.
He eaven mentioned the phone company installers when they come to install/troubleshoot circuits etc. My understanding
from this conversation is that they are not suppose to bring in computers, test equipment, etc that have memory etc. Wezt

are suppose to supply the computers/equipment for them to use. ]LZ
’ b
| know that when JSI comes to install iceBox, the week after next, that they will have their own L“
%ﬂash drives etc. | know that wher] iust here to upgrade our database they brought in laptops. »7E
installers bring in test equipment & Taptops. it have equipment to test the new DCS 3000 network

connection in the new Frisco RA in the next couple of weeks.

t

4;i_ow can we best handle this situation? Do | need to get a copies of the certification documents from ERF to give
can rea

pr should we just walk him through our system and have him make di there something in writing that |
JSi tc come into our space?

o better understand what | have to do when,

Any advice, comments-etc would be helpful.

SENSITIVE BUT UNCLASSIFIED
. SENSITIVE BUT UNCLASSIFIED
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From: p | (OTD) (FBI)

Sent: ]” Monday, April 24, 2006 2:41 PM

To: i | (OTD) (FBI) lOTD) (FBI)
Subject: FW: DCS 3000 Security Accreditatitmn

UNCLASSIFIED

NON-RECORD
-—--Qriginal Messag@zzzzz
From: I (DL)(FBI)
Sent: 1 24, 2006 2:23 PM
To: (OTD) (FBI) b
Subject: DCS 3000 Security Accreditation ﬁﬁl -~
UNCLASSIFIED
NON-RECORD

re my previous email r«.{;; Now he'wants copies of the SSP and ATO for the DCS 3000. Please send me an
electronic copy & 1 will provide it 10 him. '
Thanks

UNCLASSIFIED

UNCLASSIFIED
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| |(OTD) (FBI)

From: SecD) (FBI) |
Sent: °% . 2006 3:12
Tor | kC QTD) (FBI) _1©TD) (FBI)

SecD)FB
Cc:
Subject: DCS-3000
LUNCLASSIFIED
NON-RECORD

ISecrDYCON)

I%"'__'I@ei@;wl_mm_uﬁgm%
(OTD) (FBIY; ec eC 1)

Attached is the uploaded documentation for the DCS-3000. For additional information contact eitheE or

[e—

N

't

DCS-3000 Tier EC
05012006.wpd ...

UNCLASSIFIED

e
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O p1D) (FB))

From: .4 L [oTD) (FBI)
Sent. - 6 3:29 PM
To: OTDj) (FBI} I
Subject: FW| ircuit ]

o

[

UNCLASSIFIED
NON-RECORD

b2
e
Eote:
k7E

Cell: 202

Pager: 88
I |

—----Original Messaga-——
From: {SF) (FBI)

Sent: Thursday, May 04, 2006 2:23 PM
To: {(OTD) (FBI)
Subject: ArCult

UNCLASSIFIED e
NON-RECORD o6 o2

70
HC]

Your correct. The current router inf }s 2 1601R with two serial connectors (15 pin). One connects to San
Francisco via thd ‘ Eard with a 37 pin serial connecticn, and the other connects to the
Oakland RA also through the channel bank.

Looking at your dia was wondering if after determines their circuit is good, the 2610 router ca iminated
in Concord and th ircuit merely cross connected to the circuit card coming from the Concord RA to The
Concord RA is mai ite collar squad and has no real need of a DCS3000 workstation. But, we'll do whatever you've

worked out. Let me know.

----- Original Messade-_..
From: (OTD) (FBI)

Sent: 2006 8:13 AM

To: (SF) (FBI) e
Ce: (OTD) (FBI) LIE
Subject: Rl ircuit

UNCLASSIFIED
NON-RECORD

[ ]

i am attaching a diagram of what we anticipate going to for your DCS configuration. With the new circuit between

nd Concord we can make a ring so to speak with routers and provide redundancy for ail three places
involved. We need to know however how you are connecting to your T1s. You mentioned____Jeing connected
to a channel bank in what | assume is a serial port. We need to know what kind of interface cards to include with the
routers we send out. We intend to replace the router you have now, I think it is @ 1610 with 2610 and 2621s.

6

fe 7 C

71
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<< File: SF DCSnetppt >> 1,7c
WIE

Office: 70
Cell: 20
Pager. 8

C R '

From: (SF) (FBI)

h2 Sent: _Wedn Mav 03, 2006 3:02 PM
BIE To: (OTD) (FBI)
Subject: FW ircuit

UNCLASSIFIED
NON-RECORD

H!T\_'-an This is what | asked! I but I'm sure he's got his hands full. Our cy iﬁ;ﬁcs circuit comes into the
S cisco and we get it al'ou ff-Site over our channel bank sinc# couldn't terminate at an
U/C site. In order to create a backup | asked for the new circuit to terminate at our Concord RA. | had another T-1
circuit made_from our Off-Site to the Concord RA with the hopes of crossconnecting the two to get the completed
circuit to the ff-Site. Th ff-Site is the primary collection site and distribution to the Division

RA's. Not knowing much about CISCO routers, can | connect the two cireuits? If yes, the router will be at the
[ Df-Site, but can temporarily be located at the Concord RA fo testing purposes. Let me know if
this will work and what you want me to do. Thanks |

Technical Services 11C

b2
hTE

----- QOriginal Message--——
From: | J(SF} (FBI)

Sent: Wﬂi 2:31 PM
To: OTD} (FBI)

Subject] ircuit

UNCLASSIFIED
e NON-RECORD bz

7 ) RTE

{ I

I wasn't in town wher[:nstallec e -1 cirgyj . | went to check on it the other day and
couldn't find anything clearly tagged. — the circuit that was instailed in the RA. [fit
is, can | use a cross over cable and plug it into the 1-1 | had made from the RA to th{_______JOf-Site? And if

s0, will this terminate in a new separate router? Let me know when you get a moment. Thanks!

! | : b7C

o

S
]
1R

il

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED
SERDRET
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|_==é(OTD) (FBY

From: ) L JOTD) (FBI)
Sent: EJJA Friday, May 05, 2006 11:31 AM
To:  B7C (OTD) (FBI)
Subject: FW: CISCO Routers
UNCLASSIFIED

NON-RECORD

-----Criginal MessT\n_—.__I -----

From: KC) (FBI) _

Sent: . i 11 AM s

To: wﬁmo) (FaI); ::J oo ren] (CoYG:Y I
OTD) (FET ,

Subject: CISCO Routers

UNCLASSIFIED
NON-RECORD

FYlt

This bulletin was brought to our attention yesterday. We didn't know if you guys had seen this back in the lab, so we
thought we would send it your way. This bulletin refers to counterfeit parts within the routers.

We have the same 2600 series CISCO router (2610XM) installed for our DCS3000 unit. We have not verified the part
numbers yet, because it will require us to remove the router from the rack and possible power it down to ook inside. Do
you have any guidance on checking inside the router without taking it down?

Kansas Ci
816 bs

FOF

FIN-06-118-01.pdf
(696 KB)

UNCLASSIFIED

UNCLASSIFIED
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".6000,’”"‘DCS'NEI,~1 _____________ __]"Director Net, 2.2 i RFE"
“LV-NLMRS," "Omniloc TPSUMMEO-- RMS,"
LAN," "TPDU ETL/CSL " ”TPDU Internet LA, " "TRU(SBU)," "TTAPNET "

® g ®

Below are: (1) The section of the EC indicating the systems that need to be represented and (2) the instructions for
participation in the desktop exercise.

If any of the systems do not have an ATO or they are unknown, or you are not the appropriate POC, please indicate soin a
response e-mail. Otherwise, please follow the instructions pertaining to the exercise and post-exercise.

This exercise should take no longer than 15-30 minutes to complete. The exercise documentation is due to me NLT 12:00
noon, Tuesday, 10MAY2006:

"Set Lead 25: (Action)

OPERATIONAL TECHNOLOGY

AT QUANTICO, VA ' ‘ bl

" "CARTSAN," "CEAU SCIiF
"DCS 3000," "DCS 5000," "DCS
e o '_-1 x| SS,"

' "TOU

Provide the names and phone numbers of the designated represen
CPUs," "Centra Server/Symposium," "CI NET," "CMPNET " "C

WSIII [T}
Laptops.” "WITT, " j ipate in this Exercise no later than April 14, to SS

e

bhC

EXERCISE INSTRUCTIONS:

1. Review the scenario’s (choose the scenario that best applies to your system(s)). {The questions accompanying the
scenario's are just for you to consider when addressing the scenario - no response to the scenario questions is
necessary).

2. Rewew/refer to the Incident Response Plan {IRP) - SBU-Net and FBI-Net systems: Section 9.4 of your respective IRP;
CJIS systems: appropriate Section(s) of your IRP.

3. Fill-in the "Exercise Activity Log" - (the date and time will be the actual date and time you receive this e-mail. The first
activity block is the scenario. Subsequent entries will address date/time and activities you performed when reacting to the
scenario).

4. Fillin the "FBI Exercise Incident Report” - the date and time will be the actual date and time you receive this e-mail.
Only fill-in as much information as you need to and are capable to. Not all blocks are expected to be filled-in, although
they may if you know the information - it's up to you how much detail is provided.)

5. All Exercise Responses (incident Reports, Exercise Activity Logs) are due NO LATER THAN 12:00 Noon, Tuesday,
May 10, 2006.

POST-EXERCISE INSTRUCTIONS:

oN il
1. Review Lessons Learned material
2. Complete Lessons Learned documentation
3. E-mail Lessons Learned material tq ho later than 12:00 noon, May 10. 2006.

Please contact me via telephone with any questions that you may have, keeping in mind that | am one-deep and there are
multiple participants. Please retain the IRP. This is a living document, so make any/all adjustments to it, turn "track

changes” on, and send those changes tq Jor configuration management of the master document.
| will return the updated document to you With the crnianges. 1his should become a cyclic process as changes occur.
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® S@QET @
| (oTD) (FBY)

From: - i 1(0TD) (FBY)
Sent: =) Menday, May 15,2006 3:08 PM
To: brc #(OTD) (FBI)
Subject: - IPv6 Request
Importance: High

Application

nventory template..
: SENSITIVE BUT UNCLASSIFIED

NON-RECORD i

LI

:_ar_\k the TMD and possibly our web page will fall into this catagory. Look at the template and fill it in if you can. |

ibseclils\éeblt COB the 16th. | am sending this e-mail so | don't forget tomorrow. The following quote from the e-mail sent by
hese requests pertain to hardware/applications which are part of the backbone (FBINet), connecting

::%Er?égt?ébotg other government agencies that would be impacted by the transition from an iPv4 to IPv6 addressing

rs:: ttacr>n t?élfexlfiaﬁ\e DCSNET and DCSBOOd are exempt (thank goodness).

Thanks,

o e
From QOTD) (FBI)

Sent: Monday, May 15, 2006 12:21 PM
To: (OTD) (FBI (0TD) (FBI); | JotD) (FBI)
cci| OTD) (CON) (OTD) (CON)

Subject: FW: IPv6 Request ,
Importance: High

k6
Yo7

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

be
b7

To All,
Seems it has been a while since you have seen this, but please send me your answers no later than COB tomorrow.
For any positive responses, please use the template; any negative, just respond back to me as so. Thanks.

please remind me of this task (I do not think it has been completed yet). Thanks.

=
[

----- Original Message----- s
From| OTD) (FBI) e
Sent: Wednesday, April 12, 2006 8:54.AM
Yo JoTD) (FBI); (?’Mm__r_l(OTD) (FBI)
Cc ] (OTD) (FBI); (OTD) (FBI) (OTD) (FBI)

Subject: FW: IPv6 Request
78 SENRET
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L (OTD) (FBI)

From: L ](OTD) (FBI)

Sent: 2% Thursday J;gni 22,2006 3:35 PM

‘To: ol QTD) (FBl)

Ce: ,T?__I(OTD) (FB;| koto) (Fa1)] ]
(O1D) (FBly

Subject: CALEA Numbers

TIN
RECOF we

[ 1

Here are the CALEA numbers for 2006. There are muitiple ways to present the information. The two | chose are: 1) new
lines added in CY 2006, and 2) lines intercepted in CY 2006.

~1 B

[+

Note these numbers are for CALEA-enabled intercepts supported by the DCS-3000“system. The T-50 numbers will
comletely overlap with the DCS-5000 numbers, and a portion of the criminal numbers will overiap with the DCS-6000
numbers. o .

ks

SECRCT
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From: L JOTD) (FBY)
Sent: ke i i 1:.14 PM
S SR s— A
Subject: FW: Drawing for Chicago

UNCLASSIFIED
NON-RECORD

-----Qriginal Message-----
From: | KCG) (CON)

Sent: , 2006 11:36 AM
To: koto) (FeD)
Subject: Drawing for Chicago | 7%a)

l7C

UNCLASSIFIED
NON-RECORD

D Here is the drawing for our Annex DCS3000 connectivity.

des.vsd (236 KB)

Thanks,

ELSUR Technology Management Unit (ETMU)

Electronic Surveiliance Technology Section, OTD
312 Desk)
312 Cell) i

e T e
l) i

UNCLASSIFIED

UNCLASSIFIED

82




From:

Sent: ¢

To:  Lic (OTD) (FBI)| |
Bl)

Ce: (OTD) (FB!)

Subject: Termination Attempt Messages wit

SENSITIVE BUT UNCL ASSIFIED
NON-RECORD

All

" This is to recép the discussion/test that we did on the VB this morning. First, the problem statement:

i~
]

I
Incoming calls where both target and associate are within the same switch for| Inay only In7g
populate the CALEA Temination Attempt message "Calling Party” identification Tield with the

MIN (Mobile ldentification Number). The MIN is not guarnteed to be the calling party's phone number
(itis a valid 10 digit number) and is being populated in the VB as the CALLING PARTY'S phone number.

[\

Throughmanalysis, it is seen that the subsequent "Network Signal" message has within it a "CALLING
PARTY"TiEld with the caller id of the calling party. This has come up in several cases and specifically | have
had several conversations with the Chicago FO about the affect this has on their Title llI's and requests for
potential pens off this FALSE information.

The DCS 3000 currently looks for the "Calling Party" id | Calling DN field only. This problem should be . -
addressed with JSI for the VB anq:_—_?for th .

5

o
SR

"2

SENSITIVE BUT UNCLASSIFIED

= SEPRET



http://7nn.fi

® SEPRET ®

| [OTD) (FBI)
From: e L 1(OTD) (FBI)
Sent: . Iinmm_ggie 8:07 AM
To: ~ OTD) (FBI)
Subject: FW: DCS-3000 redundancy
UNCLASSIFIED

NON-RECORD

Cell: 202

--=--QOriginal Message.----
From: — )

Sent: 2006 8:06 AM

Ta: (OTD) (FBI)

Subject: RE: DCS-3000 redundancy b
UNCLASSIFIED : 7C

NON-RECORD

Please be advised that | am Iand notl |I have noted the contact changes, as: is

retired as am |, but working for :

----- Original Me: —
e —

Sent: 2006 10:30 AM
To: (BS) (CON)
Subject: Fw: DC5-3000 redundancy

UNCLASSIFIED
NON-RECORD Y3

L7C

More stuff for you

————— Origina! M —

From (OTD) (FBI)
Sent: 6 1:25 PM
To: BS) (FBI)
Subject: DCS-3000 redundancy

UNCLASSIFIED
NON-RECORD

We here in the TICTU SBIT lab are beginning an initiative to add redundant point to point circuits throughout the field
to ensure maximum up-time of the DCS-3000 system. We need to verify the information | am attaching to this email
before arranging for additional T1 service to your field office. Your name is listed in our files as the primary or alternate
point of contact for the DCSnet in your field office. Please review the "Originating Location Information”, and any notes
that may apply to an additionai T1 installation into your office. If the contact information or any of the data is incorrect,
please advise in an email so we may make changes to our system. The attached files are copies of old instaliation
requests and will not be used again, new ones will be created after verification of data. | understand::s

84 ka6
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® SEMQET @

no lor_\ger there, please advise primary and alternate POCs for DCSnet in your division, thx.
<< File: desn14-boston.wpd >>

Thank You

| bz
HICTU/SBIT ]'mj
Office: 7 b7e
Cell: 202 e

Pager: 88
|

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

85 7' S@FT




----- Originallmessaae__l---
From: {OTD)Y(CON)
Sent: Monday, July 31, 2006 7:24 AM
To: ecD) (FBI)

Subject: RE: Contingency plan information

SECRETINGFORM_
RECORD 319-HQ-A1487677 15

IA-J'?C

Attached is our contingency plan. lt is setup as a guideline for the individual sites to follow in the creation of their own
contingency plan. At the ERF, we have a working copy of the his system is not a production
system as it is only used for development. Should it go down asecan ystem is located in the CSOC.
That system can serve as a backup in the event ERF or socme other site goes down. | don't know that this plan has
been fully tested as it would require re-provisioning phone lines {(read cost money).

b
= I B> b

~3 [

-1

oo 86 SCRRET




(0) 70
(P) 703
(C) 703 SMT

—--Qriginal

From: (SecD) (FBI) Y
Sent: -50 PM oWl
To: OTD)(CON)
Subject: ntingency plan information
UNCLASSIFIED

NON-RECORD

We need a test contingency plan for the DCS 3000 system. I will provide you the
training information and we need to test this plan asap. Therefore, one day next week.
The auditors are here and are looking for documentation for a tested contingency plan
for this system.

b

L7C
Thanks,
----- 0Original Message-----
From: | JIOTD)(CON)
Sent: 145 AM
To: (SecD) (FBI)
Subject: FW: Contingency plan information
UNCLASSIFIED

NON-RECORD

Exactly what do you need concerning the DCS 50007 If you have a pony that would be nice.

L |
(0O) 701 e
(P) 703 . b7C
(C) 703 '
-----Qriginai Message-----
From: OTD) (FBI)
Sent: EVARIY 2:12 PM
To: coroyean:d OTD) (FBI)
Cc: TD) (FBI);] JoTD)(CON)
Subject: FW: Contingency plan information
UNCLASSIFIED
NON-RECORD

Can your ISSO provide the information requested for the DCS-30007?

Thnx, , e

----- Original Message---—-

From: | —_YsecD) (FI)
Sent: 612:16 PM
To: | (OTD)Y(CON)

87 S%‘l’
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o SEQAET @
ce: | koto) (com] ) ooy ] Jomyen
Subject: RE: Contingency plan information

UNCLASSIFIED
NON-RECORD ba

| s¥le

I need contingency plan results for the following systems:

Data Collection System 3000
Data Collection System 5000

Thank Eou ,

-----Original Message--—-

From: I Yoo) (FBD

Sept: Monqu.IJuly 17,2006 12:12 PM

T (SecD) (FBR

ce TD)(CON)] Joro) ccomy] broyesn ]
(OTD) (FBI)

Subject: RE: Contingency plan information ’

UNCLASSI|FIED

NON-RECORD

Per our phonecon Js the ISSO for the systems in question. I'm sure

he will be able to provide anything you need. Though | believe that he may be out of the
office at least part of this week.

l'ELSUR Technology Management Unit (ETMU)
Electronic Surveillance Technology Section (ESTS)
Operational Technology Division (OTD)
ERF, Quapti
Tel: (703)
Cell:(202)
Fax:(703)

-—~-Originat Message—-—-

Erom: - SecD) (FBI)

Sent: v, July 17 2006 11:26 AM

To! [ TD) (FBI)

Subject: Contingency plan information [

UNCLASSIFIED
NON-RECORD

I need contingency plan results for the following systems:

SE}!{ET

88




Data Collection System 3000 SEMET

Data Collection System 5000

3 Thanks, -

UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

-3, dated 1/87, Foreign Counterintelligence Investigations

SECRETI/INQ

DERIVED FROM: G-3 F sification Guide G-3 dated 1/97. Foreign Counterintelligence lhvestigations
DECLASSIFY ON: 2031073 : ,
SECRETIIN

DERIVED FROM: G-3 FB ification Gui . d /97, Foreign Counterintelligence Investigations
DECLASSIFY ON: 20310731
SECRET//INOF:
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From: . | J(mo) (FBI)
Sent: . D06 3:53 PM
To: R (OTD) (FBI)
Subject: . Task Force setup
UNCLASSIFIED

NON-RECORD

E; I am_still planning on setting them up. I ha from one fire to the
other. Should have them up later this week. Thanks.\tq_nﬁ
SomrrrprVrEIoN— e

- bic
TECHNICAL ADYV.I >
DES. --(251)i
CELL--(251)

From: OTD) (FBL)
Sent: 2006 1:49 PM
To: {MO) (FBI)
Subject: RE: Task Force setup

UNCLASSIFIED
NON-RECORD

= —

Are you stili planning to setup the JTTF machines? | can't ping them and haven't heard anything.
Please let me know if you need any assistance with the setup.

e
b7C

thanks!
e
bhic
--—-Qriginal Message-----
From: (MO) (FBI}
Sent: 006 2:45 PM
To: TD) (FBI)
Subject: RE: Task Force setup )
. . >
UNCLASSIFIED hTE

NON-RECORD

g] I do not have 3 Jswitch on_my existing Dcs-3000. I have a
eedicated rack mounted monitor. Could you send a[___ Ppwitch/cables?

Thanks.

LMDDTEF'DTVETDN’_I

b TECHNICAL
L7C DESK--(251)
. CELL--(251)

0




o SECY&T ®

Ser Tuesday, August 15, 2008 1:28 PM

To MO) (FBI) beé
Cc: TD} (FBIY] pTD) (FBI) kI
Subject: ask Force setup

UNCLASSIFIED
NON-RECORD

The equipment for your task force didn't make it out today, so it will be Thursday before you get it. We plan to
6 hiE a rack mount computer to go in your equipment room for your targeting computer, a pix firewall, and a

b1c omputer with monitor to go in your monitoring room. do you have an available port on a___Jfor the
gerng computer? If so, do you need cables?

sorry for the delay. please let me know if you have any questions.
!

—

UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED




| SEDRET

From: o 1 J(OTD) (FBI)

Sent: 16 lm@,_sﬂt@b_er'w, 2006 3:51.PM

To: 7c (0TD) (FBY J(OTD) (FBY)
Subject: FW: Deployed systems

UNCLASSIFIED
NON-RECORD

Guys,
Can we get him an fairly accurate number using the database? Thoughts and comments.

1

----- Original Message-----

From: OTD) (FBI)

Sent: yesday. septemper 19, 2006 3:33 PM :
To: (OTD) (FBI) .
Subject: eployea systems bé

oW
UNCLASSIFIED
NON-RECORD

L1

Can you give me the total number of deployed dcs-3000 systems? | only need to know what is currently fielded.

Thanks,

b2
Gzzlce: 70*' | g
Cell: 202 Eb 70
Fax: 703
UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED




SEMRET | ¢
— ()] 7))]

From: | 1(BH) (FB!)
Sent: b 06 12:30 Pl\d

To: R7C | (BH) (FBI)] 1 (BH) (FBI)
BH) (FBI BH) (FBI);| ).(FBI);
l#::lom (FBI)
Subject: FW: Raytheon support.

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

=
Sy

5o

;;m 18 the only email. contacted me by phone to give me the date of Wednesday afternoon, Sept 27, 2006 as a

start time.
ﬁf Quantico will not fund the circuit (we will try that first), then Birmingham division will need a circuit installed from
ere to Huntsville RA to push pen register data in real time to their DCS-3000 collection system. They will need real time
data to send over to th |classified system when they go up on their FISURS, which is pending. s going to
check with Quantico as for as the required bandwidth. b2

can you request from TICTU a circuit for Huntsville RA's DCS-3000 for pen register data for the ystem?

can you get withor the requirements to push the pen register data to the: Does Dneed to putin
MS request?

SPI b6
Technical Advisor - Birmingham Division 7C
----- QOriginal M — '

From: (HO) (CON)

Sent: Thursday, September 14, 2006 11:53 AM
To: I (OTD) (CONY] (OTD) (FBLL

ca: otD) (FBI);| OTD) (FBI) Jooo FeD o)
m&l‘Fﬁ(m) G2
Subject: RE: Raytheon support.

SENSITIVE BUT UNCLASSIFIED ]”,
NON-RECORD e

-

Thanks for the information.

| would also like to have a DCSP at the Knoxville and Huntsville sites to assist. This will help the Tech squad with their

limited personnel available. If you could glve me dates | will see that it is scheduled. | have listed below the DCSP available
for each site.

New Orleans I |

Huntsville ]

Knoxville - |
IHEDW‘IW‘S‘"dqua S0-1)

Elsur Technology Management Unit (ETMU)
Electronic Surveillance Technology Section (ESTS)
Operational Technology Division (OTD)

713 Desk)
713 Fax}
832 Cell)

-----Original Message-----




From: L JOTD) (CON)

Sent: __Wednesday, September 13, 2006 3:43 PM

To: (HO) (CON)

Cc: 'WJOTD) (FBDA } (OTD) (FBI)
Subject:  Raymheon support.

ba

SENSITIVE BUT UNCLASSIFIED /¢

NON-RECORD
| have passed Huntsville and Knoxville for siteé to havm provide the Security upgrade support.
Also, New Orleans will be upgraded b uring a visit they have scheduled for’ﬂckout. Bill

ill upgrade.

mentioned tha wm_mg{e may be a version behind in baseline load as well whic
Please contac

o coordinate the NO install if you want to have a DCSP present at that one.

ELSUR Technology Management Unit bz
Electronic Surveillance Technology Section, OTD 'fbijw
70 Desk) b7
7G3 KFAX)

540 Cell)

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED




ba

'EI\-’:K“’
4270

o .

I===JLOTD) (FBI)

From: - —](BH) (FBY)

Sent: f Wednesda October 04, 2006 11:22 AM
To: b (OTD) (FBI)

Cc: 1 (BH) (FBI)
Subject: RE: Raytheon support.

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Please designate Huntsville RA as Birmingham's COOP. Let me know if | need to submit an RMS...TKS cdb. We will be
going up on line in the Huntsville RA soon. What would be the time delay to get a circuit installed? We could use a dial-up
that already is there in the interim...cdb.

sl )

e

----- Original o b7
From: - (OTD} (FBI)
Sent: 2006 10:59 AM

To: BH) (FBD)
Cc: oTD) (FB1); | kBH) (FBI)

Subject:  RE: Rayineon support.

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Hey

| talked with@\his morning and got the scoop. It sounds like there will be enough activity in Huntsville to justify
building a p nt circuit. Have we already talked about a COOP site for Birmingham division? If not... As we get
funding available, we are building a circuit to a COOP site for each division, usually to one of the RAs. If you want to
designate Huntsville as your COOP site, then we can build the circuit in about 30-45 days. If the order comes in
before that, we can help setup a dialup.

Piease let me know what you decide.

Io7c

-----Original Message--—-
From: BH) (FBI)
Sent: Monday, September 25, 2006 12:30 PM : '
Ta: BH) (FBI); BH) (FBI): (8H) (F8I); 1 I8H)
(FBI (OTD) (FBI) TD
Subject: FW: Raytheon support.

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

%the only email. contacted me by phone to give me the date of Wednesday afternoon, Sept 27, 2006
as a start time.
If Quantico will not fund the circuit (we will try that first), then Birmingham division will need a circuit installed

rom here to Huntsville RA to push pen reglster data in real time to their DCS-3000 collection system. They will

need real time data to send over to th classified system when they go up on their FISURSs, which is
pending. Ds going to check with Quantico as for as the required bandwidth,

qcan you reguest from TICTU a circuit for Huntsville RA's DCS-30C0 for pen register data for the:::l
S

ystem? o
o SE[’)éT b




k2
® SHRGET @

] can you get wqtmor the requirements to push the pen register data to the| |ooes|  Jneedto
put in an RMS reques ’

kot H ) o A b
h7c irmingham Division

n7c

From: 0) (CON)

Sent: m =Ter 14, 2006 11:53 AM

To: ~ omD) (conf OTD) (FBL)

o ' W7 o) (FBI); Joo s [ Jmoy
93| [ oen

Subject: RE: Raytheon support.

SENSITIVE BUT UNGCLASSIFIED
NON-RECORD

Thanks for the information.

| would also like to have a DCSP at the Knoxville and Huntsville sites to assist. This will help the Tech squad with

their timited personnel available. If you could give me dates | will see that it is scheduled. ! have listed below the
DCSP available for each site.

New Orleans.-J::I
Huntsville

b2 Knoxville - |
bh7c
| ]
Houston Tech Squad (SO-T)
Elsur Technology Management Unit (ETMU)

Electronic Surveillance Technology Section (ESTS)
Operational Technology Division (OTD)

71 esk)

71 ax)

83 ell)

—--Qriginal Message-—--- :

From: ’ i _JOTD) (CON)
Sent: Wednesday, September 13, 2006 3:43 PM be
To: (HO) (CON) be
Cc: OTD) (FBL);L J{OTD) (FBI) o
Subject: eon support.

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

| have passed Huntsville and Knoxville t
New Orleans will be upgraded b
entioned that the system there
ill upgrade. Please contact
that one.

| i
echnoiogy Management Unit

Electronic Surveillance Technology Section, OTD
703 Desk)
703 FAX)

540 Cell) -

jfes to havmpmvide the Security upgrade
during a vist they nhave scheduled for a system
ersion behind in baseline load as well which
coordinate the NO install if you want to have a DCSP

2
[EL: o




® | S%T ®
| |(OTD) (FB)

From: OTD) (CON)
Sent: clober 04, 2Q0A.12:11 P
To: /OTD) (EBIV: b1y ernd I(OTD

[FEN [(OTD) (FBI);
ON

JOTD)

KOTD)CONY] }

(OTL) (FBl l=#—-l (OTDL(CON), oTD
{CON) (OTD){CON); OTD) (FBI;
( B

(OTD)}{CON),
(OTD) (FBl)
Subject: FW: Immediate action required!
Importance: High
Follow Up Flag: Read
Flag Status: Flagged
UNCLASSIFIED

NON-RECORD

5
(2

~]
@

Please seg p-mail below. Thanks.
| |
OTD/ESTS/TICTU
703
-----Qriginal Message---—-
From: (OTD) (FBI)
Sent: 1:02 AM
To: (OTD) (CON)
Subject: mmediate action required!
Importance: High

UNCLASSIFIED - 2°_

-

NON-RECORD i

:— please forward to the Unit.

All,

In an effort to answer a FOIA request, | am requesting that all TICTU employees and contractors immediately do a word
search of their e-mail system (active and archived records) for the term "DCS-3000" and "DCS 3000" "DCS3000"
(variations of the same term). If a document or e-mail is located print it and bring the hard copy to for compilation.

| need this accomplished ASAP. If there is a negative response - | need that also.

” SERET




*** UNCLASSIFIED SENSITIVE *%%

REDHOOK
REDHOOK is an-FBI-funded, multi-agency effort to:

. Develop a law enforcement capability to intercept and
process Basic Rate ISDN signals. (ISDN, or Integrated
Services Digital Network, is a telecommunications industry
vision of a network which provides end-to-end digital
transmission for voice and data services. Basic Rate refers
to the delivery-method for the first phase of ISDN which is
beginning to be used by subscribers and small businesses for
voice/data/fax applications.)

. -Develop a law enforcement ISDN intercept standard.

The project team is made-up of law enforcement representatives
from Federal, as well as State and local law enforcement
agencies, including FBI, DEA, Customs, Florida Department of Law
Enforcement, and others.

There is a need to continue the research and development efforts
with regard to REDHOOK in order to provide some enhancements and
te complete a production run (note: the product is in a prototype"
phase now). Some of the enhancements include:

Supporting
Supporting
Supporting b
Supporting bTE
Supporting
Supporting

* [ ] ® L] - -

ALL INFORMATION CONTAINED
HEREIN 15 UNCLASSIFIELD:
DATE 05-07-2007 BY 05179 LI /TAM KSR/ IB

**% UNCLASSIFIED SENSITIVE **%




SECHT
(S]]
N
(8]~ Deal
ER|

In response to your request for technical assistance in conducting an urgent interception of ISDN

telecommunications, I am initiating a process for providing you with a REDHQOOK gvsterm agwe
(8 " previously agreed. In fact, my staff has been-working with your colleagud-

to complete the documentation required to legally effect the transfer.

k1

Inasmuch as this process requires that the FBI obtain an export license from the U. S. Department
of State, which requires concurrence from the U. S. Department of Defense and the National
Security Agency, this process can be lengthy. However, I assure you that we will make every
effort to ensure that this request is handled in an expeditious manner.

Regarding your request for more information on thel Iprojects. I o
would like to invite appropriate members of your staff to visit our research facility at Quantico to  h7&
participate in discussions regarding the direction of these projects and the possibility of

cooperation between our agencies in this critical area.

I hope that this response addresses our requests, and I look forward to hearing from you in the
near future :

-Sincerely

Edward L. Allen
Deputy Assistant Director
Federal Bureau of Investigation

DATE: 06-07-2007 ALL INFORMATION CONTAINEDL
CLABSIFIED BY 65179 DMH/TAN/KESE/JIB HEREIN I% UHCLASSIFIED FEXCEPT
REAS0H: 1.4 (I WHERE SHOWN OTHERWISE.

DECLASSIFY ON: D6-07-Z032




REDHOOK - ISDN-BRI Intercept

' b2

In October, 1991 the FBI began a effort, to isolate and intercept ISDN- é;
Basic Rate on the subscriber’s local loop. This effort. codenamed REDHOQOK b7
resulted in the development of q | bE

| ] In November, 1994, the contractor delivered a prototype
system to the FBI for evaluation. Also, during this phase, the National Institutes
of Standards and Technology (NIST) participated in the development of a
National Law Enforcement Standard for ISDN intercept equipment.

In October, 1995, the FBI initiated a follow-on phase of REDHOOK in
order to 1) make the system more robust, and 2) add additional processing
capabilities. New initiatives include:

. changing the hardware platform from a UNIX workstation to a Pentium PC
. changing the output format for collected data to tkan FBI standard) format, f

. adding a capability for intercepting ISDN phones which are in a multi-point
arrangement h7E
. adding a capability to intercept and decode Northern Telecom Custom and
National ISDN 1 protocols '
. repairing deficiencies found in the prototype system during testing.

In the future, the FBI is considering adding a capability to intercept and decode
ISDN-PRI (Primary Rate Interface) to the REDHOOK system..

A4LL INFORMATION CONTAINED
HEREIN T3 UNCLASSIFIEL
DATE (05-07-2007 BY 55175 DMH/TAM/KSE /00




@ o
SEPQ:_T
. ! !”‘OTD) {FBI) ‘
H I’

From: _JOTD) (CON)
Sent: iALad.n.esdaLCi{ctober 04, 2006 12:11 PM
To: oDy ERN——— koT1D) (FBi] koTD)
G FBI| (OIRL(FBL TD N);
b7C —JOTD) (CON); ITD) (CON)
OTD)YCON lAgi
N 1D N QTD) (FBI
T ) (OTDV(ERL: ]
OTDYCON OTD) (FBI TDCON):
{ (OTD) (FBl);
, DTD) (CON I 0T
{CON):; JOTD)CON ; |
(IEPINEIS1AN JOTD) (CONY: e
TDI(FBI) Cl1D] (FB QT (FRI
] » OIDLICONT I
) dﬁl&\.ﬁﬁn—.‘
| JOTDYIFED, 0 ;
X
Subject:
Importance: High
Follow Up Flag: Read
Flag Status: Flagged
UNCLASSIFIED

NON-RECORD

Please seel p—mail below. Thanks.

ki
703
----- Original Message---—--
From: OTD) (FBI)
Sent: ednesda oper U4, :02 AM
To: (OTD) (CON)
Subject: mmediate action required!

Importance: High

UNCLASSIFIED
NON-RECORD

:j please forward to the Unit.

All,

In an effort to answer a FOIA request, | am requesting that ail TICTU employees and contractors immediately do a word
search of their e-mail system (active and archived records) for the term "DCS8-3000" and "DCS 3000" and "DCS3000"
(variations of the same term). If a document or e-mail is located print it and bring the hard copy tﬁfor compilation.

| need this accomplished ASAP. If there is a negative response - | need that aiso.
DATE: DE-07-2007 4LL INFORMATION CONTAIMED
CLASSIFIED BY £5179 DMH/TAM/KSR/JIB 1 HEFEIN I3 UNCLASSIFIED EXCEPT

FELZON: 1.4 {(y) WHEFE SHOWN OTHERWISE
DECLAZZIFY OM: 06-07-2032 . SEMI




Thanks ' SEP’{T
1

55A
Chief, Telecommunications Intercept & Collection Technology Unit
Electronic Surveillance Technology Section

Operational Technology Division o6
ERF Quantico 7o
703| esk

202, ell

UNCLASSIFIED

UNCLASSIFIED

| —] (OTD) (FBY)

From:

Sent: ba

g JCTCC —
Subject:

UNCLASSIFIED

NON-RECORD

Hello Gentieman, ; b2
LIE

We received aI ]hardline on 9/27/06. How will we collect the data for this line?

Thanks,

| |

FBI-WFQ . K,
| | brc
18-2

202

-—---QOriginal Message--—-

From: WF) (FBI)

Sent: , 2006 5:43 PM
To: (WF) (FBD)
Subject: "

UNCLASSIFIED
NON-RECORD




SE&T - ®

Hmm - '
Basicallmeeds the order then they can give us the date we require.

| believe the data will con DCS 3000. b2
We have a connection {9 through the DCS 3000 on the FISA side (2nd floor). ke

| don't know how tough it will be to get it upstairs on the 3rd floor DCS 3000. [yt

So -l would actually contac uantico first.
Let them know we have a pen register order or a criminal intercept.
000 for this.

Ask them to assist you in setting up the DCS 3

While they are working on that | would contact::o figure out how to get the order to them.
The contact number ford according to the TICTU website). -

Keep me posted on the progress and let me know if there is anything else | can do to assist.

Thank you,

----- Original Message-—-—
From: L WF) (FBI)

Sent:  TEICay SECEARGr 2, 2006 5:05 AM bo
To: F) (FBI) Lic

. Subject: New Line

UNCLASSIFIED
NON-RECORD

Hil

We received 4 ardline for (CR-3) on 9/27/06.

How wiil we collect the data for the line?

bz

7

FBI-WFO

IS8-2
202

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED




® SERRET ®
| |(OTD) (FBI)

From: ) | i lioTD) (FBI)

Sent: b6 Fammmm.zi)oe 8:00 A ,
To: e NF) (FBI); | (NF) (FBI)
Subject: Password Change ;

UNCLASSIFIED

NON-RECORD

machine had rebooted over the night. Your new password i

::I changed your DCS 3000 password this mor;";m&'nﬂrs not in our database here in Quantico. The

Reply back or call me if you have any questions.

| | b
ectron| echnician

OTD/ESTSAICTY ‘
Phone: (703

Pager: (800

e

UNCLASSIFIED

L |(OTD)(FB)

From: (OTD) (FBI)
Sent: he 2006 7:55 AM
To: s JNK) (FBY)

Subject: RE: Re:

UNCLASSIFIED
NON-RECORD

(5§ e 186 for Bosten-is|

Let me know if you need anything else....

OTD/ESTS
Phone: (70
Pager: (800

----- Original Message-—--

From: @m) (FED
Sent: Friday, September 01, 2006 7:05 AM
I e—
Subject: T

UNCLASSIFIED
NON-RECORD

1 3Y3)

ke

bhé
7o




o e

Could you log into our front room DCS 3000 computer or send me the isg ip addresses for Boston. Thanks

sal |

New :b 5
Q73 bve

UNCLASSIFIED

UNCLASSIFIED

[ (oTD) (FBI)

From: e L JOTD) (FBI)
Sent: o 2006 7:52 AM
To: e F) (FBl)

Subject: RE: Modems and such connected to the Cisco Router -

UNCLASSIFIED
NON-RECORD

the DCSNET Router is on the 2nd floor in the plant. ThJ }outer was a T1 between ERF and your office. We
used this circuit as a backup into the desnet wh iccyit went down. That circuit has since been disconnected.

s looking into a new provider for circuits i Qur plan is to build a new and separate desnet to certain offices
as a backup. Thi freuit witl be run into th he second floor. | ]
(8 The%P-address-Wnd it is located in that rack on the 2nd floor with the DCS3000 fisa box.

if you are in this afternoon before 4:00PM call me and | will show you the database that we have created for the offices. |
can give you a username and password and you can manage your offices equipment on this database if you wish.

fol

Let me know if you have anymore questions... ..

5
(o2

~1
B

e’

OTD/ESTS/TICTU
Phone: (703
Pager: (800

From: 1 WF) (FBI)

Sent: Monday, August 28, 2006 5:46 PM

To: mw (FBD

Subject: - Modems and such connected to the Cisco Router -

¢ UNCLASSIFIED
NON-RECORD

hi

{3} 1 thouighit the Cisco Router with 1P-addresq] had the DCS backbone going to it
If this is not true then what was going to that router. Also | will need to find where the backbone comes in and label it.

We will turn off modems # 3,4, and 5 based on your last email.

We have somebody looking into th modem issue. We have to send somebody to the switch in Lanham to

recycle the power on the modem. oo

e 5 S@éﬁ_{




® ®

----- Original Message-----

From: [ JwF) (FBI)
Sent: Friday, August 25, 2006 7:02 PM
To: r'_x""g_'_lcm)) (FBI)
Subject: DCS 1020

UNCLASSIFIED k6
NON-RECORD b

 —

We hay, puter up here that we call the DCS 1020. This was going to be used for the mobile tracking of cell
phones arned us of the issues of security and the fact that we should control who enters the information into
the DC . We put together a protocol for this and apparently it was not followed. A line was put in without our
knowledge.

| was thinking if we placed a screen saver with a password this would resolve our problem.

| know it was requested not to do this to the DCS 3000 due to the amount of traffic that was going across the computer
it could cause a malfunction. Do you feel this is a viable solution or do you think this would be too taxing to the
computer? OR do you have a better solution.

Thank fou for your assistance

UNCLASSIFIED
ka

b7C

UNCLASSIFIED
DTD) (FBI) —_—
From: (OTD) (FBI)
Sent: 06 8:05 AM
To: (HN) (FBI)
Subject: ~GR30

UNCLASSIFIED
NON-RECORD

| checked on the data side and | still do not see anything on the DCS3000. | will le:]mow tomorrow

when he gets in to take a lock at it. Maybe he can see if there is anything wrong with it.

OTD/ESTS/IICTU
Phone: (703
Pager: (800

----- Original Me: -
From: (HN) (FBI)

Sent: IIMMMIZOOG 8:26 PM -
To: OTD) (FBI) I

Subject: GR3U . L

UNCLASSIFIED
NON-RECORD

Just a reminder to look at the DCS5000) |ref to the CDC fron when you get in the morning. |

8 ,8?&@




1

% S

looked at early afternoon and saw

one call on the the 5000, but nothing showing on the 3000. | am usually in by 6:45

am HST.
ba
e
UNCLASSIFIED
UNCLASSIFIED
QTD) (FBI)
From: (OTD) (FBI)
Sent: ) 006 7:48 AM
To: = WF) (FBI)
Subject: bic RE: DCS Upgrade
UNCLASSIFIED v
NON-RECORD =
: I looked at the[:]:onnection. It looks like the phone line at the switch is no good. | called|__ ]
this morpi look atit. As far as restarting the applications 3000, usually a good practice is to start
the first, then the| Jand last thel If you have any other questions let me
know.

CITDESTSTICIUY
Phone; (703
Pager: (800

From: [ E) (FB)

Sent: Mgn 06 8:02 PM
(0TD) (FBI);}

To:
Subject:

UNCLASSIFIED
NON-RECORD

JoTD) (FBD)

HI -

notice tk

13) -address:{|

We are upgrading the DCS 3000 to the latest version and we
connected. Please check. The system IP::2

In a couple of weeks we are‘going to have a power outage on
the plant and this will effect the DCS 3000. When we start the

DCS 3000 system, I uld be
—running first? The

Thanks,

etc.?

SEDRET




FBI-WFQ/Squad IS-2
204 b6

syle

UNCLASSIFIED

UNCLASSIFIED

| JotD) (FBI)

From: l (OTD) (FBI)
Sent: 1. 6 5:07 PM

To: p1c . OTD) (FBI)| foto) (FB1]

O1D) (FBI [CTDIED
Ce: L OTD) (FBI)| (OTD) (FBI)
Subject: Termination Attempt Messages wi )

SENSITIVE BUT UNCLASSIFIED
NON-RECCRD

All,
This is to recap the discussion/test that we did on the VB this morning. First, the problem statement:

- Incoming calls where both target and associate are within the same switch for Inay onty 2
populate the CALEA Temination Attempt message "Calling Party" identification field with the PTE
MIN (Mobile Identification Number). The MIN is not guarnteed to be the calling party's phone number
(it is a valid 10 digit number) and is being populated in the VB as the CALLING PARTY'S phone number.

Throughmanalysis, it is seen that the subsequent "Network Signal" message has within it a "CALLING
PARTY " field with the caller id of the calling party. This has come up in several cases and specifically | have
had several conversations with the Chicago FO about the affect this has on their Title Ili's and requests for
potential pens off this FALSE information.

The DCS 3000 currently looks for the "Calling Party' id i ling DN field only. This problem should be
addressed with JSI for the VB and Raytheon for the

o b2
LTE

SENSITIVE BUT UNCLASSIFIED

10 : SEGRR]




ST

From: | 1(HN) (FBT}
Sent Monday, July 10, 2006 3:21 PM
o — Y
Subject: FW: GR30

UNCLASSIFIED e
NON-RECORD oo

nnected an ethern

-

was taped on the
On Wed

from the|
0 | assumed it was not to be us

nesday we will get two b1 lines in our office. Do | connect the lines t
side of thel__mij using the black splitter connector cables provided with the |
am HST or 12.30-12:45 pm your time. Send me an email or call if the the set up is not correct.

ed. Hope this is correct.

to the DCS3000 switch|

cne of the 4 ports on the top right, back
| am usually in by 6:30-6:45 12

hiE

We would like to test the lines from Guam if possible on Thursday as it will be Friday, Guam time. If we do it about
11:00 am HST, it will be 5 pm your time and 7:00 am Guam time, Friday. Can you stay till that time or later, to see if
it works and make any adjustments as needed? We will get back with you once we coordinate the Guam Telephone

point of contact.

: :: iono;u;u ;IVISIOH

hé

bic
808 esk
808 Eell
-----Original Message----~
From: | HN) (FBI)
Sent: Monday, July 10, 2006 2:49 PM
To: (HN) (FBI)
Subject: FWi I
UNCLASSIFIED _fffp

NON-RECORD

UNCLASSIFIED 12
NON-RECORD LE
FYl
b6
_____ Ori e
From: (oD} (FaI)
Sent: 10 2006.1:53 AM
To! (HN) (FBL)
Subject: '
2
b7E 12

S"E%T




o2 S%T
_l_J_N_c_L_A_S_sﬂE__D_ 7 H

NON-RECORD

the nevaPU should be hooked up with-a patch cable from the ethernet port in the back of the cpu
) 0 he DCS3000 swilch that has the other DCS3000 machines connected to it. From there we can configure the
%? & machine using
7o

[:Jasked me to send you six more latch cards for you latch card rack. | will do this today. If you have
questions regarding the rack call or e-mail me and | will explain it further. The cards can be inserted withthe
power on in the rack. b2

b7E
The new CPU has a:]:ard in it to answer the phone lines. It also has special software to sort ffer the
data. The targets can be entered into your regulal 0 and we will make a connection to th
vanguard in your multiserver. The way th

| will be gone this afternoon but | should be here the rest of the week. :]should also be here all week.
My new number is 703 — ang is 703

ol
7

e
[
1
iy

Let us know if you need anymore help.

[ ] | '

OID/ESTSAICTU

Phone: (707
Pager: (800
hé
b7
-----Original Message-----
From: J(HN) (FBI)
Sent: Friday, July 07, 2006 11:04 PM
To:] JOTD) (FBI)
Subject: GR30
UNCLASSIFIED . .
NON-RECORD JS‘L }b”?h

We put up thel Iin the rack near our DCS3000. Did you want to jump into the
through the existing DCS3000 if we connect g___Jiine to it? If not email me ins!rucflons On oW you want
this done and we do it Monday.

We would like to have this set up for testing prior to us getting the B1 lines (two analog lines) from the Telco
on Wednesday so we can just connect the lines and have Guam test it from there. We understand we will
need latch boxes for the audio portion. Do we need a particular type of latch boxes. Email me any

b2 instructions how you want this done, etc. and we will set it up.

k7E

Can you provide us some info on the function of the } ] On the it was labeled DCS3000. Is this a
-different configuration DCS3000 to handle the overseas cgllg? t, could we not use the existing DCS30007?
Any backgroun info is appreciatedzls not here and nd | are putting this together.

. bha
o

UNCLASSIFIED

SERRET

13




SE?‘ET
UNCLASSIFIED

UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

DERIVED FROM: G-3 F
DEClL- N EXEMPTION 1
SECRET

DERIVED FRQM~G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECL, CATION EXEMPTION 1
S ET
DERIVED FROM: G-3 FBI Classificatj uide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION 1
SECR

| [QTD) (FBI)
From: | | JOTD) (FBI)
Sent: Ibé Ilgﬁggmm_sz 7:37 AM
To: 7 C OTD) (FBI)
Subject: FW:| l
he
UNCLASSIFIED BIE
NON-RECORD
OTD/ES TS G T
Phone: (701
Pager: (800
----- Qriginal Messgge_—_-—
From: 5Sfp {(HN) (FBI)
Sent: 6 9:21 PM
To: (OTD) (FBI)
Subject: FW :
ioda}
UNCLASSIFIED 1-2 L7

NON-RECORD bh7E

i connected an ethernet cable from the CPU to the DCS3000 switch 1Tnd |
was taped on the]___]so | assumed twas noffo be Used. Haope this is correct.

SEDAET

b2

LIE
14



http://TtfWtiaY.JUlYl1.2PQg

b
bhiE

&

Oon W ay we will get two b1 lines in our office. Do | connect the of the 4 ports on the top right, back side
of th using the biack splitter connector cables provided with th 1 am usuaily in by 6:30-6:45 am HST or
12:30-12:45 pm your time. Send me an email or call if the the set up is not correct.

We would like to test the lines from Guam if possible on Thursday as it will be Friday, Guam time. If we do it about 11:00
am HST, it will be 5 pm your time and 7:00 am Guam time, Friday. Can you stay till that time or later, to see if it works
and make any adjustments as needed? We will get back with you once we coordinate the Guam Teiephone point of

contact. :sz
b7E
Thanks
| I e
onolulu Division k7¢C
80 esk
80 all

From: | (HN) (FBI)

Sent: o L0 2006 245 pM
To: Jnny (FBD

UNCLASSIFIED ]f 2
NON-RECORD o

I’C; 3
hiC

«---Originaj Message-----
From: | JcHn) (FBI)

Sent: 06 6:58 AM
To: {HN) (FBD)
Subject: FW

UNCLASSIFIED 2
NON-RECORD

FYI

--—-0yiginal Message-——
From: | _J(CTD) (FBI)

Sent: Monday, July 10, 2006 1:53 AM
To: | J(HN) (FBD)
Subject: E:l |

bz

UNCLASSIFIED hiE
NON-RECORD

bé
7o

the new: PU should be hooked up with a patch cable from ihe ethernet port in the back of the cpu to the
DCS3000 switch that has the other DCS3000 machines connected to it. From there we can configure the machine

asked me to send you six more latch cards for you latch card rack. | will do this today. |f you have questions
regarding the rack call or e-mail me and | will explain it further. The cards can be inserted with the power on in the
rack.

The new CPU has Dcard in it to answer the phone lines. It also has speciéi software to and buffer the data.
The targets can be entered into i i i
lm.ulﬁgnm..lnim_tns

1 -
15 b




|
SEQKET

| will be gone this afternoon but | should be here the rest of the week. Ishould also be here all week.

My new number is 703 bn Is 703

Let us know if you need anymore help.

e

b7cC

From: _ J(HN) (FBI)
Sent: _ Friday, July 07, 2006 11:04 PM
To: r‘b_v—“ TD) (FBI)
Subje; 1 |
UNCLASSIFIED ke _
NON-RECORD b7c 2
bk
We put up th in the rack near 53000. Did you want to jump into the] Jthrough
the existing DCS3000 if we connect a line to it? If not email me instructions on how you want this done and

we do it Monday.

We would like to have this set up for testing prior to us getting the B1 lines (two analog lines) from the Telco on
Wednesday so we can just connect the lines'and have Guam test it from there. We understand we will need
latch boxes for the audio portion. Do we need a particular type of latch boxes. Email me any instructions how
you want this done, etc. and we will set it up.

Can you provide us some info on the function of thel IOn thel |it was labeled DCS3000. Is this a
different configuration DCS3000 to handle the overs€as calls?_If not, could we not use the existing DCS30007?

e

Any backgroun info is appreciatedEjs not here ,anEand | are putting this together. LR
Thanks

ha

B0

UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

16




hic

S ET
| joTD) (FBI)

From: 1 JoTD) (FBI)

Sent: | rmnaumu.o.zmﬁ.zﬁi AM

To: HN) (FBI)

Subject: RE] ] ‘
k6 ' %

UNCLASSIFIED hC fo7E

NON-RECORD

the ne CPU should be hooked up with a patch cable from the ethernet port in the back of the cpu to the

%m at nas the other DCS3000 machines connected to it. From there we can configure the machine using

asked me to send you six more latch cards for you latch card rack. | will do this today. If you have questions
regarding the rack call or e-mail me and I will explain it further. The cards can be inserted with the power on in the rack.

The new CPU has E]ard in it to answer the phone lines. it also has special software t nd buffer the data o
The targets can be entered intc 1 requiar DCS3000 and we will make a connection to th anquard in your ;jﬁ
pultiserver, The wav th T E

koo
| will be gone this afterncon but | should be here the rest of the week. should also be here all week.
My new number is 703 rd_ }s 703:
Let us know if you need anymore help.
b6
bic

OTD/ESTS/IICTY
Phone: (70
Pager: (800

----- Original e i

From: HN) (FBI)

Sent: .Wﬂi 11:04 PM

To: {OTD) (FBI)

bject: I

Subje. b

UNCLASSIFIED biE 7

NON-RECORD ' k2

h7E

We put up th in the rack n DCS3000. Did you want to jump into thd ~[through the

existing DCS it we connect afﬁine to it? If not email me instructions on how you want this done and we do it

Monday.

We would like to have this set up for testing prior to us getting the B1 lines (two analog lines) from the Telco on
Wednesday so we can just connect the lines and have Guam test it from there. We understand we will need latch
boxes for the audio portion. Do we need a particular type of latch boxes. Email me any instructions how you want
this done, etc. and we will set it up.

Can you provide us some info on the function of th]____] On thd___Jit was labeled DCS3000. ls this a different

configuration DCS3000 to handle the overseas calls? If not, could we not use the existing DCS3000? Any backgroun
info is appreciated, is not here an nd { are putting this together.
TP .
17 bR

SEORET




Thanks

I

UNCLASSIFIED

oo SEDQET

UNCLASSIFIED

l | (OTD) (FBI)
Sone: I : JOTD) (FBI)
Sent: 6 2:05 PM
¢ MM) (CON)
Subject: DCS3000 hookup for Miami and WPB
s
UNCLASSIFIED ~ R7¢

NON-RECORD

:he connections are as follows:

Miami:

West Palm Beach:

Connect the Ethernet port on the router to the DCS3000 switch with a patch cable
Extend the 56K circuit to the 56K CSU/DSU in the router with a patch cable

Connect the Ethernet port on the router to the DC33000 switch with a patch cabie

Extend the 56K circuit to the 56K CSU/DSU in the router with a patch cable .

Connect the Ethemet port on the Shuttle CPU to the DCS3000 switch with a patch cable
Connect the 0{Zero, Outside) interface on the Pix to the DCS3000 switch with a patch cable
Connect the 1(One, Inside) interface on the Pix to the switch for the Voice Box

OTO/ESTSMICTU

Phone: (70
Pager: (800

UNCLASSIFIED

18




QEDRET | | ®

L—_——_—-—I_BTD) (FBY)

From: i | |(OTD) {FBH

Sent: b Thursday, June 29, 2006 10:44 AM

To: et HN) (FBI) .
Subject: New DCS3000 computer o2

b7 ®

UNCLASSIFIED
NON-RECORD

we have your nemomputer ready to send. How do you want to view the cpu? Do you have anor your

DCS3000 machine? Do you have a rack mount monitor with your other DCS3000 cpu? Call me when you get in
and we can discuss the options for you.
Thanks... e

b7C
UNCLASSIFIED
[oTD) (FBI)

From: : | JOTD) (FBI)
Sent: Monday, June 26, 2006 11:18 AM
To: | loTD) (CON)
Subject: . Inspection questions
UNCLASSIFIED b7
NON-RECORD

FBINET says that | entered into TICTU on 9/24/1998.

---—-Qriginal biﬁsaqg___l -----
From: (OTD) (CON)

Sent: 06 10:57 AM
To: (OTD) (FBI}
Subject: RE; Inspection questions
UNCLASSIFIED

NON-RECORD

When is your EOD for the unit?

-----Original Message--—--
From: i (OTD) (FBI)

Sent: 06 10:46 AM
To: (OTD) (CON)
Subject: RE: Inspection questions

UNCLASSIFIED e
NON-RECORD o7

:]here is my reply:

e1a)

#




®
SEYET

Support DCS3000 installs for Field Offices and service providers.

Thanks... o
b7C

From: (OTD) (CON)
Sent: s .
o .k i(or ) ren] koto) (FBI)F:(I)TD) (FBI);
OTD) (FBI); fotD) (cony; (OTD)
el TOTD)(CO AQ) (CON OTD){CON);
[ kom) (Far OTD) (FBI) OTD) (FBI
- (OTD)(CON OTD) (FBL OT0) CFBU
= (CON D) : (OTD)(CON)] 0TD) .
ko EB] OTD) (CON}) QD) (FBI) {QTDYCON); be
0TD) igmu_l__[ow) (CON Jot . bic
TOLLERL): 0TD) (CON); D) (FBI);%
(OTD) (FBI)I______[ITD) (CON :
Subject: Inspection questions
UNCLASSIFIED
NON-RECORD
FYl,

I'm working on the inspection, s¢ | need everyone to email me their start date (EQD), job title, and primary
responsibility for both bureau and contractor personnel.

Thanks k6

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

“  segRkT




o sé(\RET

| |(0TD) (FBI)

From: _J(OTD) (FBY
Sent: et 10:46 AM
To: b7 {OTD) (CON)
Subject: RE: Inspection questions
UNCLASSIFIED

NON-RECORD

Dhere is my reply:

Support DCS3000 installs for Field Offices and service providers.

Thanks...

-----Qriginal Message-----

From:
Sent:
To:

6
e

Subject:

loa
ke7C

i JOTD) (CON)
26,2 :

| (o110)! (FBI)I
B 7T ——
(cON)I

lOTD) (FBI);

TG0 (L)

oTD) (FBIY|

(OTD) {CON)
Inspection questions

UNCLASSIFIED B
NON-RECORD

- FYI,

I'm working on the inspection, sa | need everyone to email me their start date (EOD), job title, and pnmary
responsibility for both bureau and contractor personnel.

Thanks e
ke
UNCLASSIFIED
UNCLASSIFIED

21
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®
SERET

From: - L JoTD) (FBI)
Sent: Thursday, June 15, 2006 3:32 PM
Subject: : ISSues
b6

UNCLASSIFIED ¢

NON-RECORD

----- Qriginal Message-----

From: | J(OTD) (FBI)
Sent; 25, 2006 9:15 AM
To: (OTD) (FBI)
Subject: FW: DCS 3000 issues

UNCLASSIFIED e

NON-RECORD e

~ From: T <=0t S

Sent: Tuesday, January 24, 5006 4:50 PM

To: [_E_;;T___aj (OTD) (F8I)

Subject: ' D 000 issues

UNCLASSIFIED

NON-RECORD
bé
B

1 spoke with some of the guys who were using the DCS3000 during the case and got their input.

facker programs were extremely nelp g

DCS3000, trying to plot the locations of the numerous Subjects, vehicles and residences involved in this case. This
information was of great value in determining the whereabouts of the victim and the Subjects prior to the series of arrests
which ultimately took place. The victim was located unharmed.

E‘Lhﬁjr all your help!

----- Original Message--—
R — T
Sent: Tyesday, Janyary 03, 2%06 1:22 PM
To: E) (FBI)
Subject: DCS 3000 issues

UNCLASSIFIED
NON-RECORD

could you write up a little something about your case last week and how the DCS3000 and thel pregrams

22
315(1:&{—:7




e

worked for you (good or bad). This is low priority and can be done when you have a moment.

Thanks....

bhéa
k

o m o
SN

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

i __1(OTD) (FBI)

From: . | JioTD) (Faiy

Sent: o I.Wed.nesdaLMaxJ.Q.ZQIOG 4:07 PM
To: o CG) (CON)

Subject: FW: Chicago move

UNCLASSIFIED

-—-—-0riginal Message._——

From: (OTD} (FBI} .
Sent: 123 PM
To: CG) (FBn] |5 (FBL)

Ce: | |(OTD) (FBI):I I(OTD) (FBD)
Subject: ICage move

UNCLASSIFIED e
NON-RECORD B0

if you decide to move any workstations before you move your servers and routers, then you will need to change the ip
information in them to get them to work at the new building. You can use the following addresses at the new building as
ircuitavorking:

b1
. LJ
For your circuits, your main connections seem to be on the Cisco 3640 route There is a| b6k and ©7E
(s ‘several dial ups i
The 2621 routeq- has a 56k connection to SBC.

The 2621 router could be moved separately from everything else. It would be best if the 3640 router and all of its
connections were moved at the same time as your DCS-3000 servers.

s gt the old building after the servers move, you can give them ips in this range:

b1 SE%T
23




[drd
—

SEPRET
thanks!
UNCLASSIFIED e
o
UNCLASSIFIED
koTD) (FBI)

From: | 1oT1D) (FBY

Sent: 06 3.56 PM

To: {CG) (CON)

Subject: FW: Chicago DCS IP plan

UNCLASSIFIED

NON-RECORD

e
L?(_

----- Original Message-----

From: I J(o1D) (FBI)

Sent: Thursdaz‘ May 04‘ 2006 10:45 AM
“ToT ’ | (UTD’)’ {FBljy HOToy(RB) - oy {CoRy -~ B
Ce: I'CFE OTD) (FBL); OTD) (FB 1ce) (Fd JCG)

g — L m— perteom

Subject: Chicago plan

UNCLASSIFIED

NON-RECORD , .

Hi all,

There has been a slight change to the IP address plan for the Chlcago move. We have temporarily allocated a new block

of IPs to the old building and a new block to the new building. Here is the list of events that need to happen: b1

17 Add new block of 1Ps to old-building ||7th RA)
this has already been done with the main router set for] pse this as the gw) (s) 1

b. Change the ne way push boxes at the old buiiding to use the 7th RA scheme.

2.a. Change theﬁgr the portable VB at the old building to use the 7th RA scheme.

(&)~

3. Instaif new circuit to new building with ip-ad ol Pth RA) ki1
router will be installed with ip addres use this as the gw

4.a. new building should be setup to use |Ps for 8th RA scheme
b. ne way push boxes at new building should be setup for 8th RA scheme

5. When Chicago is ready, move DCS-3000 machines and main FO IPs to the new building. No ip changes will need to be
made {o these machines.

6.a. Change VB |Ps at new building to main FO IP scheme.
b. Chang ne way push IPs to main FO IP scheme.
*** note, the above step is optional, but recommended ***

7. When service at old building no longer needed, shut down circuit.

24




From: | (OTD) (FBI)
Sent: uesday, May 6 5:23 PM

SENET

Going with this plan will make the transition much more simple. The drawbacks are having to change the VB and IP
addresses after the systems are up and running, or, if we skip step 8, then the waste of a block of IPs.

If anyone has any questions about this, please give me a call.

thanks!

70

UNCLASSIFIED .
b7C

UNCLASSIFIED

[ [oTD) (FBY)

: cG) (Faud kca) (FBY)
Ce: l foTD) (FBI); | oTD) (FBI)
Subject: Chicago move

UNCLASSIFIED .
NON-RECORD o

Hey|

if you decide to move any workstations before you move your servers and routers, then you will need to change the ip
information in them to get them to work at the new building. You can use the following addresses at the new building as
soon as we get your circuit working:

i

several dial ups
The 2621 route has a 56k connection to SBC.

The 2621 router could be moved separately from everything else. It would be best if the 3640 router and all of its
connections were moved at the same time as your DCS-3000 servers.

_For your circuits, your main connections seem to be.on the-Cisco-3640-route} here is :Issk and I7E

if you want to leave machines at the old building after the servers move, you can give them ips in this range:

bl

thanks!

g

bic

UNCLASSIFIED

25 SEB%RT
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| _ SEQ(T

| loTo) (FBI)

From: - | J(OTD) (FBI)
Sent: h ﬁ‘f(‘ 11:31 AM
To: e [OTD) (FBI)
Subject: : outers
UNCLASSIFIED

NON-RECORD

-----Qriginal Message-----__
From: i ko) ze1)

Sent: ' 11 AM be
To: oTD) (F)| koroy ren]_ lomyreni [ ] v
T . Sl

Subject: ~ CISCO Routers

UNCLASSIFIED
NON-RECORD

FYl!

This bulletin was brought to our attention yesterday. We didn't know if you guys had seen this back in the lab, so we
thought we would send it your way. This bulletin refers to counterfeit parts within the routers.

We have the same 2600 series CISCO router (2610XM) installed for our DCS3000 unit. We have not verified the part

numbers yet, because it will require us to remove the router from the rack and possible power it down to look inside. Do
you have any guidance on checking inside the router without taking it down?

ansas Gl e
E t)

TFOF
)

FIN-06-118-01.pdf
(696 KB)

UNCLASSIFIED

UNCLASSIFIED

2 SEARET




{&)-

o

| (0TD) (FBI)

From: OTD) (FBY)

Sent: ursda a 6 10:45 AM
To: P I::_Y"_V‘_I (OTD) (FBIY| foto) (FBI)| ]

Ce: (OTD) (FBI):|
[CG) (FBI (OTD) (FBI):
S OTD) (FBI)| [(CG)(CON)

Subject: Chicago DCS IP plan
UNCLASSIFIED
NON-RECORD .,

75
Hi all,

There has been a slight change to the IP address plan for the Chicago move. We have temporarily allocated a new block
of IPs to the old building and a new block o the new building. Here is the list of events that need to happen:

“+-Add new block of 1Ps-to-old-building- )
this has already been done with the main router set for use this as the gw)
o]

2.a. Change the !?s f?r the portable VB at the old building to use the 7th RA scheme.

b. Change th ne way push boxes at the old building to use the 7th RA scheme.

{4} -3. Install new circuit to new building with ip a 8th RA)
router will be installed with-ip-addresq. BRI R e R

4.a. t new building should be setup to use IPs for 8th RA scheme -
b. ne way push boxes at new building should be setup for 8th RA scheme

5. When Chicago is ready, move DCS-3000 machines and main FO IPs to the new building. No ip changes will need to be
made to these machines.

6.a. Change s at new building to main FO IP scheme,
b. Change ne way push 1Ps to main FO IP scheme.
“** note, the e step is optional, but recommended ***
7. When service at old building no longer needed, shut down circuit.

Gaing with this plan will make the transition much more simple. The drawbacks are having to change the VB and RW IP .
addresses after the systems are up and running, or, if we skip step 6, then the waste of a block of IPs.

If anyone has any questions about this, please give me a call.
thanks!

ke

fbjzm

UNCLASSIFIED

7 s@tér




SEBéET
| koTD) (FB)

From: L foTD) (FBI)
Sent: e 03 AM
To: BT SA) (FBI)
Subject:

UNCLASSIFIED
NON-RECORD

I sent you two DCS3000 machines today. The shipment includes two flat screen monitors, three mice, two
keyboards, and a USB floppy drive. | included the extra mouse because you said that you needed one to replace another
one. If there is anything else you need let me know.

UNCLASSIFIED
| |(OTD) (FBI)
From: 6 (OTD) (FBI)
Sent: 7 rida rii 7:39 AM
To: : [ ] {(Sl) (FBI
Subject: DCS3000 client

o

~1

frs

UNCLASSIFIED
NON-RECORD

believe | got your DCS3000 client to work again. Your main multiserver had crashed and needed to be restarted. |
still believe that you may still have a problem with on of youtl |targets. Call me this morning and we can
look at the problem. [ will be on leave this afternoon.

Cell 703 ~ b

UNCLASSIFIED

2 sr:jzéq




bi

SEBRET
| |(OTD) (FBY)

From: ] | (OTD) (FBI)

Sent: k6 A1 27, 2008 11:56 AM

To: = (BS) (FBI)

Subject: Computer for Providence )

UNCLASSIFIED
NON-RECORD

II sent thM) machine to Providence. It should arrive on Monday May1. If you have any questions e-mail

me or call 70
Thanks...
ke
b7C
UNCLASSIFIED

| loTo) (FBY)

From: (OTD) (FBI)
Sent: a 1 )06 7:53 AM
To: (NY) (FBI)
Subject: " - box IP

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

The box has already been sent. We carried it over fo the shipping people yesterday after lunch. Hopefully they got it
shipped to you overnight and you should receive it this morning. Are you going to collect the pen info for this target on the
37.250 client? Are you going to collect both interconnect and PTT on the same box? Let me know and | will make sure
the client is set up properly for that. '

Thanks...

--—-Original Message---—- Iné
From: NY) (FBI) b7¢
Sent: gl 28 2006 5:54 PM
To: (CTD) (FBD)

Subject: - 10X

Importance: High

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

E '-Ilhe old DCS-3000 box is running Iand has the following IP address:

b2

e
]'/-« 7 a
LR LN

Are you guys going to be able to send me a box? Let me know. Thanks.
29
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SEQRET
[ 1

NYO Squad 8Q-

work: 21 [

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

%LOTD) (FB)
From: 1 OTD) (FBI
sent: b Hﬂ@u&sﬂa&.&n&fﬁ)ﬂﬁ#rg@l P
To: b7C SA) (FBI)

Subject: RE: McAllen DCS 3000 Client problem

UNCLASSIFIED
NON-RECORD

bz
Ql just finished rerunning your data fof bt 4:00 eastern time. Let me know if the data 3.+
ooks ok. | will try to send you your new machines next week. | had to order the floppy drives.
Thanks.... a3
bre

----- Original e

From: (SA) (FBI)

Sent: ~ Wednesday, April 26, 2006 11:02 AM

To: —-—z'_L_*OTD)  (FBI) :

ce: SA) {FBI) SA) (Fenq JsA) (FBI)

Subject: McAllen DCS 3000 Client problem

UNCLASSIFIED
- NON-RECORD

1

Thank You for repairing our failed Client and restoring our pen coverage.

h7o

Also, thank you working on getting us the newer computers for our DCS 3000 system. {In case you didn't get my voice
mail, we do need a 3.5 floppy drive on at least one of the machines).

We failed to receive data on three pen registers during the period when the Client was down:

Is it possible to re-send the data for the period oE:]or these targets? r;ﬂ _

If not, we will have to hand load the airtime records from the respective providers.

SE}(ET

Thanks,
30




l ]

TT jo - McAllen RA
95

6
UNCLASSIFIED S
UNCLASSIFIED
OTD) (FB})
From: | J(OTD) (FBI)
Sent: Monday, April 24 2006 2:41 PM
To: (OTD) (FBI); ~ |oTD) (FBI)
Subject: FW: DCS 3000 Security Accreditat
UNCLASSIFIED
NON-RECORD
----- QOriginal Message-----
From: | _JDL)(FEI)
Sent: Mo ] 006 2:23 PM
To: | (OTD) (FBI)
Subject: 0CS 3 curity. Accreditation bha
B
UNCLASSIFIED

NON-RECORD

re my previous email rs

electronic copy & | will provid
Thanks

UNCLASSIFIED

UNCLASSIFIED

il

- Now he wants copies of the SSP and ATO for the DCS 3000. Please send me an

31
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L} .

| koTD) (FBI)
1

From: YOTD) (FBI)

Sent: 6 Monday, April 24, 2006 8:10 AM

To:  bIC l#:l (OTD) (FBI)

Subject: © FW. Security Issues w/ ERF/TTA Networks

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

-~-—Qriginal Message-----

From; (DLYFBI}

Sent: unaa il 4:50 PM [

SisY e— G m— T m— T
(=108 | kQTD) (CON} w2

cc DL} (FBI) KDL)(FBI);E::(DL)(FBI);I Iou
(FBI (DL} )
Subject: Security Issues w/ ERF/TTA Networks

6
SENSITIVE BUT UNCLASSIFIED ]b';C
NON-RECORD

Hello y'all - I'm seeking your advice to hopefully save a lot of work[_____ Jan ET in Dallas, just returned
from Security training and has been designated the computer/network security person for our Division (ISS07?). He
advised that HQ has mandated that he obtain all sorts of info from our systems/networks i.e; DCS 1000, DCS 3000, DCS
5000, DCS 6000 etc.

Qants an accounting for all of the systems we, as TTAs & DCSPs, maintain. He wants to have diagrams,
schematics, charts etc on what we have and how everything is connected. He wants lists of all of the general users and all
of the limited/admin users.

ke

. I
Is this duplicating what has already been done @ ERF w/ the security certification for each system? Or is there a
new mandate to have this info on file w/ the specifics for each individual field office?

Iso discussed restrictions regarding contracters and non employees working on, touching our systems.
He even mentioned the phone company installers when they come to install/troubleshoot circuits etc. My understanding
from this conversation is that they are not suppose to bring in computers, test equipment, etc that have memory etc. We
are suppose to supply the computers/equipment for them to use.

| know that when JSI comes to install our iceBox, the week after next, that they will have their owh
_computers, flash drives etc. | know that when st here to upgrade our database they brought in laptops. k2
t]installers bring in test equipment & Taptops. ill have equipment to test the new DCS 3000 network  ©7E

connection in the new Frisco RA in the next couple of weeks.

ow can we best handle this situation? Do | need to get a copies of the certification documents from ERF to give

to br should we just walk him through our system and have him make dj s there something in writing that |
can read to better understand what | have to do when,l |JS}, etc come into our space?
;»GIC Any advice, comments etc would be helpful.

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

2, SE;KET




kOTD) (FBI)

From:
Sent:

e

1 JOTD) (FBY)

L Friday, April 14, 2006 1:58 PM
To: S [ i (CV) (FBI)

Subject:

RE: DCS 3000

SENSITIVE BUT UNCLASSIFIED

. NON-RECORD

o4
[:: the machine is done. The username is DCSAdmin and the password isl I b6
‘ e
Let me know if you need anything else...

----- Original Message----- ]
From: (CV) (FBI) s
Sent: 06 11:08AM k7T
To: QOTD) (FBI)

Subject: RE: DCS 3000

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

(8 LS5
----- Cri ==

From: (OTD) (FBI)
Sent 7:34 AM
To ) (FBI)

Subject: RE: DCS 3000

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

bé

7o

What is the IP address of this new machine?

 —

----- Original Message---—-
From: L (Cv) (FBD)
Sent: ay, March 27, 2006 4:34 PM
To: (OTD) (FBI)

Subject: DCS 3000

SENSITIVE BUT UNCLASSIFIED ba
NON-RECORD 70

i1oaded________ Jn our new DCS 3000. it's a Dell
256 MB RAM (hand-me-downs from the FBl net}. 1 currently have 3 targets in it for a case, and it seems to be
working fine.

Once you get this computer "up to specs” for me, I'm going to copy the hard drive and build 7 more to replace

all DCS 3000s in the RAs and T-3 rooms.
33
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T

1 hope youor move goes well.

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

OTD) (FBI)
l

From: . (OTD) (FBY)
Sent: e f{ I.Mmﬁax..AnﬂLQLZQ.NJIZZM PM
To: I 7C SC) (FBI)
Subject: RE: DCS 3000

UNCLASSIFIED

NON-RECORD

| was actually going to work on that today. | can get it to you by Wednesday if that is ok.

Let me know...

----- Qriginal TessaqL- I

From: (SC) (FBI)
Sent: al 03,2006 12:11 PM
To: I OTD) (FBI)
Subject: ] 00 :

UNCLASSIFIED b6
NON-RECORD h7c

HeltoI ‘

| was just checking in to see when we could get the DCS computer and router. We are ready for it, we are headed
down to Modesto soon to install the channel bank, so it would be great if we could get it within the next week or so.
Thanks

UNCLASSIFIED

UNCLASSIFIED

o sk




SEXRET

| |(o1D) (FBY)

From: C __JoTD) (Fe))
Sent: T:':('* Friday, March 31, 2006 11:29 AM
Tor — . :V.n__l__lOM) (FB)
Subject: RE: Password

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Password fo |criminal machine ?\/

----- Original Message----~ b

From: [ ] (om) (FBI)

Sent: j 6 11:27 AM

To: [ OTD) (FBI)

Ce: [ JoM) (FBI)

Subject: Password

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

The new password for the FISA DCS3000 machine i:
2

10755 Burt Street bé

om b7
7 —

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

—— o — p———

OTD) (FBI)
From: ) l _lotp) (FBY)
Sent: b6 Tuesday, March 28 2006 7:34 AM
To: k7C CV) (Fal)
Subject: RE: DCS 3000
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
What is the IP address of this new machine?
e
-----QOriginal Message----- b =
From: (Cv) (FBI)

Sent: Monday, M 2006 4:34 PM
To: (OTD) (FBD)
Subject: D

SENSITIVE BUT UNCLASSIFIED

35
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%T | |

| toadeJ:‘_] in our new DCS 3000. It's a Dell { 56 mB
RAM (hand-me-downs from the FBI net). | currently have 3 targets in it for a case, and it seems to be working fine.

Once you get this computer "up to specs” for me, I'm going to copy the hard drive and build 7 more to replace ali DCS
3000s in the RAs and T-3 rooms.

NON-RECORD

leilinal
30

Faed

| hope youor move goes well.

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

I kOTD) (FBl)

From: (OTD) (FBI)
Sent: g 006 8:57 AM

To: I7C KX} (FBI o
Subject: RE: DCS 3000 and U L7E

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

| should be available tomorrow. We are in the middle of moving to the new building next door but | will see what | can do.
The F number for the CPU is on the back where the video, mouse, abd keyboard plug in. | will ask::lf we
have anything that we can give to you for the switch guy.

he

Anything else let me know.... b Y7
Is¥le
----- Criginal e
From: (KX) (FBI)
Sent: uesday, Mar 2006 8:11 AM
Cc: . QTD) {FBI)
Subject: an

SENSITIVE BUT UNCLASSIFIED
NON-RECORD .,

78

Two things, 1) | received the DCS 3000, but there was no F number with it. pre you
available tomorrow to swap? Thej computer has 32 GB of free space so we
should be good to go. }bw

2) Um:fixed the dialed digit extraction problem, they had some table mis-
matches, all is well. The local guy at the switch put up a test phone to diagnose the
problem. We will give him some Knoxville Swag. Do you guys have any TICTU Swag?

S?QT

36




SEy{ET
sAl____ |
Knoxville Division

Office 865 e
Cell 885 o

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

I | (OTD) (FBI)
From: | I(NO) (FBI)
Sent: 6, 2006 11:2
To: Lo w (OTD) (FBI); | (oTD) (FBIY;
BT (OTD) (FBI)

Subject: FW: New Orleans DCSNET circuit -

UNCLASSIFIED

NON-RECORD
Guys
FYI, below is update on our move.

4 b6

—_JNew Orieans e

(22 Office (Temporary) '
(50 Celi

-----Qriginal Mess3ge--—-

From: NOQ} (FBI) '
Sent: Monday, March 06, 2006 10:15 AM
To: I_L__‘-I(OTD) (FBI)
Cc: o) (FeD); | Jotoycon
Subject: RE: New Qrleans DCSNET circuit

UNCLASSIFIED
NON-RECORD foz

Yes@did install circuit. We will be moving in circa 4/15. We were initially set to move in during this week and next, %
but s Furniture cannot have our new stuff installed 'til 4/10. | talked t@!ast week and | will be pic
submitting an RMS today for two new DCS-3000s, etc. In answer to your question | will need new routers. The old

equipment was toss ahout during the move fram NOC to storage in Baton Rouge and | have no fait iCysability. |
would say ship those to qur old office in NO on or about 4/15. Any questions, give me a call (504

Thanks for your help:
sd | Lé
ew QOrleans b7

{225 ice (Temporary)
(504 Cell S U

37




SEDRET
-----Original Message-----
From: | Jcoto) (Fen)

Sent: 006 9:50 AM
To: i(NO) (FBI)
Cc: (OTD) (FBI)

Subject: New Orleans DCSNET circuit

UNCLASSIFIED e
NON-RECORD ke

' HeD

@Lells me your DCSNET circuit in New Orleans has been installed and is ready for turn-up. Do you have an
d schedule on when you will be moving in? Will you need new routers? Any idea what happened to the old
equipment that was there? o1

(8) “Your'cktfd'l'-- l :
Please let me Know It you nave any questions about this circuit or the install.

Thanks!

h2
bL7E

ba 703

b7c

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

| | (OTD) (FB))

From: l _{no) (FBI
Sent: Monday, March 068 2006 11:38 AM
To: QF:F (OTD) (FB)
Subject: Req #1 3

Importance: High

UNCLASSIFIED }* :ﬂ
NON-RECORD LNge

| just submitted an RMS for our DCS-3000 equipment that we spoke about on the phone 10 days or so ago. | forgot to say
in the RMS request to ship it to our NO office, 2801 Leon C. Simon Blvd, NO, LA, 70126 with arrival to be around 4/12/08.
Any questions, give me a call on my cell. Number is below.

, New Orleans I Sle!
(225 - Office (Temporary)
{504 t Cell

UNCLASSIFIED




SEGRET

(OTD) (FBI)

From: OTD) (FBI)
Sent: 25, 2006 9:15 AM
To: (OTD) (FBI)
Subject: FW. DCS 3000 issues

ke

UNCLASSIFIED b7C
NON-RECORD

----- Original Message-----

From: !gE) (FBD)
Sent: uesgay, Janua 6 4:50 PM
To: — J(oTD) (FBD)
Subject: RE: DCS 3000 issues

UNCLASSIFIED
NON-RECORD

:Jpoke with some of the guys who were using the DCS3000 during the case and got their input.

posing ad Jand whom received ransom demands. Over the next few days we obtained ell
phone numbers belonging to various Subjects from the group. We went up on Pen Registers on those as well. nitially we
were not receiving thbdata (as you know), but once that was corrected a large volume of data was received.
Th rograms were extremely helpful and well used as we always had 2-3 agents/officers working with the
DCS3000, trying to plot the locations of the numerous Subjects, vehicles and residences involved in this case. This
information was of great value in determining the whereabouts of the victim and the Subjects prior to the series of arrests
which ultimately tock place. The victim was located unharmed.

I._Jbismmnhnd.:.dma.mhied kiddnapping — — |
Initially we went up on a| g:eil phone which belonged to a UC Poli:;le Officer

Thanks for all your help!

----- driginal
From:
Sent:

UNCLASSIFIED
NON-RECORD

:1 could you write up a little something about your case last week and how the DCS3000 and thel programs
worked for you {good or bad}. This is low priority and can be done when you have a moment.

Thanks....
—1

UNCLASSIFIED

UNCLASSIFIED : SE%T
' 39




| S%ET .

UNCLASSIFIED

| p1D) (FBI)

From: | JCE) (FBI)

Sent: I_.Iuﬁ.d.aua.nuaw.z 06 4:50 PM

To: TD) (FBI)

Subject: RE: DCS 3000 issues

UNCLASSIFIED B e

NON-RECORD : 7o
' RTE

| spoke with some of the guys who were using the DCS3000 during the case and got their input.

I..Ih.i&ca.sﬁmnhaa&a.dnm.:elatfd kiddnappingd ]
Initially we went up on 2] !cell phone which belonged to a Uﬁﬂer

posing as) Jand whom received ransom demands. Over the next few days we cbtaine cell

] We went up on Pen Registers on those as well. Initially we
wer jving the data (as you know), but once that was corrected a large volume of data was received.
Th%rams were exiremely helpful and well used as we always had 2-3 agents/officers working with the
DCS3000

Jprior to the series of arrests

&s for all your help!

-----Original Message-----
From: ] JOTD) (FBI)
Sent: Tuesday, January 03, 2006 1:22 PM

To: [ J<E) (F81)
Subject: 155U

'UNCLASSIFIED
NON-RECORD

o3

<
(@]

r could you write up a little something about your case last week and how the DCS3000 and the:)rog[ams
worked for you (good or bad). This is low pricrity and ¢an be done when you have a moment.

Thanks....

7

UNCLASSIFIED

UNCLASSIFIED




SESGET
| (OTD) (FBI) ]
From: R ___loTD) (FBY)
Sent: 5 1:22 PM
To: CE) (FBI)
Subject:

UNCLASSIFIED
NON-RECORD

E;'cou!d you write up a littte something about your case last week and how the DCS3000 and thDograms
worked for you (good or bad). This is low priority and can be done when you have a moment.

Thanks....
UNCLASSIFIED
TD) (FBI)
From: L _ loTo) (FaY)
Sent: ) r 28, 2005 10:13 AM
To: bé (OTD)(CON)
Subject: B¢ ideo card justitication
UNCLASSIFIED

NON-RECORD

|here is the justification:

The video cards are needed for the DCS3000, DCS1020 project. The video cards will be used to modify current DCS3C00
computers to provide the ability to view two monitors with separate applications at the same time.

UNCLASSIFIED

SEXET
41




s o

loTD) (FBI)
From: . (OTD) (FBI)
Sent: k6 1:19 PM
To: - kic OTD) (FBI)
Subject: RE: Chicago new bullding

UNCLASSIFIED
NON-RECORD

q we do not supply furniture for the DCS 3000 cpu’s nor do we have any fund; y unit chiefE:
said that we give money to the goup deing the CMP build outs for furniture for thel ystem and the Voice Box

system. If they cannot ith more the DCS 3000 systems ther w how tc get the furniture. If
you would like, contac] at 5404 nd inquire about the furniture. .
Thanks.... : el

b7 ¢

..... Or H S

From: I(OTD) (FBI)}
Sent: Tuesday, November 15, 2005 10:04 AM
TO:f'_Eiiw-J';_ﬁ"——l (o) (FBI;[ “JoTD) (FBI)
Subject: FW: Chicago new building

b

7C

"UNCLASSIFIED
NON-RECORD

[ 1

Looks like an operational issue. 1},
L7C

----- Original Message-----

From{ kcG) (FBI)

Sent: Tuesday, November 15, 2005 9:01 AM
To: (OTD) (FBI)
Subject: RE: Chicago new building

b2
UNCLASSIFIED i1-5
NON-RECORD 1»7C

LTE
'm in NY this week so mz cg_vg—__k:lcomd talk about this a little more. Basically s supplying new
workstations for all of the| n WOTK stations, we are not moving the old ones. By workstations, | mean a

computer table/desk to set the client terminals on and for a LS or Agent to work at. It would be nice to have two

42
SEQRET




jiote

b7

RET

additional, matching waork stations per T-3 roorn to set the DCS3000 clients on d not pla purchase
these. | was inquiring on the availability of budget for buying new ones to matc ew one ouid tell you

the cost. If this is not an option, we will probably have to select the best ones from Clark Street t . It would be
much more desirable to have units that match for fit and function if there is a way to pay for them. b6
joyie
Ull try to check e-mail as | can, let me know what you think.
Thanks, e
' 70
Sincerely,
Chicago Division
31 pffice
312 call ~

——-Origi ——
Fromi ooy (Fan)

Sent: Monday, November 14, 2005 10:57 AM

To: XCG) (FBI) k6
(o koTtD) (con) b7C
Subject: FW: Chicago new building

UNCLASSIFIED
NON-RECORD

k6

e

Our plan is (was ?) that you will be moving your existing DCS-3000 workstations to the new site. s this incorrect?

----- O . e '
Fromli Jorp) (con)

Sent: Monday, November 14, 2005 8:19 AM
To DTD) (FBI)
Sum. : liding

UNCLASSIFIED
NON-RECORD

Any idea on whom this request/inquiry should be forward to?

----- Original Message-----
From:m(CG) (FBI)
Sent: Thursday, November 10, 2005 1:53 PM

43




Qe . @

To; ko1D) (con) T
Cc J CO¥G:3S | [oTD)(CON)

Subject: Chicago new building

UNCLASSIFIED
NON-RECORD

he
h7C

roup) and they are supplying workstations for our Voice Box and lien
als in our 1-3 rooms. The "workstations" are basically a 48" wide work table with shelf for the VB I
lient computer to sit on so an Agent or LS can sit and monitor the T-3 or FISA. They tell me that they have

not planned to supply workstations for DCS3000 terminals. Every T-3 room in Chicago has two DCS3000

terminals for live pen monitoring an Does your group have a facilities person or budget to b2
supply workstations to support the DCS3000 terminals? Can you recommend someone from your group that 7R
would be the appropriate contact person for me?

s {0 move into our new Chicago Office in April of 2006. | have bew with[:j

Sincerely,

Chicago 1livision
312 office
312 ell }LC* 5

UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED




.SE'ET

[oTD) (FBY)

From: | | (0TD) (FBI)
Sent: P 005 10:24 AM
Subject: ew 000 machine

UNCLASSIFIED
NON-RECORD

:j | sent you a new DCS 3000 tower workstation today. It should have a flat screen monitor, an edgeport for your

modem connections, and a new 16 port switch for your DCS 3000 network. Let me know when you want to hook the new
system up. We probably need to have both systems running at the same time to transfer data from the old machine to the
new one.

Thanks...

e

b

UNCLASSIFIED

L | (OTD) (FBI)

From: | [OTD) (FBI)
Sent: 2, 2005 10:04 AM
To: . (BF) (FBI)
Subject: : In Rochester RA
UNCLASSIFIED

NON-RECORD

Iwe have spare CD drives from old machines that we have surplused. If you want to replace the damaged drive with
one of our spares let me know and | will ship it to you.

----- Original Message--~-- b7C
From| J(BF) (FBI)
Sent; , 2005 9:37 AM

" To: (OTD) (FBI)

Subject: RE: DCS 3000 in Rochester RA

UNCLASSIFIED
NON-RECORD

Thanks for taking care of this. It is up and running fine, but it looks like the CD drive got damaged in shipping. [ gotit
back together, but the door for the CD does not close completely, so it does not work. Do you think there is a need to
fix this, or should I just leave it as is. Everything else is fine. 1 did not know if there were ever going to be any updates

@hat would require a CD. Thanks again.
e

b7 C

45,

SEORET




SEBRET

_____ Oril i e
Froml lOTD) (FBI) ba

Sent: Wednesday, August 10, 2005 1:58 PM k7o
To (BF)} (FBI)
Subject: RE: DCS 3000 in Rochester RA

UNCLASSIFIED
NON-RECORD

qmave finally finished your computer. It tock me a while to find a hard drive for it. 1t should be loaded up and
)

eady to connect to Buffalo for data. You just need to add your targets back in. The password is on a label on top
of the computer. If you have any problems call me at TOE

1

——Original Message:
From BF) (FBI)
Sent: Friday, Ju 5 2:54 PM

To: (OTD) (FBI)
Subject: DCS 3000 in Rochester RA

UNCLASSIFIED
NON-RECORD

I just wanted to drop you a quick line. | spoke with@ today regarding the remote DCS3000 that |
have in the Rochester RA, co d to Buffalo. It was working fine, then yesterday, it appears to have died.

| re-booted it a few times wit n the phone, and he thought the hard drive had died. So | packed it up
and sent it your wa €a), so you should receive it sometime on Monday. The RMS invoice number is
050984. If you could get it fixed or replaced, it would be appreciated. Any questions, give me a call. Thanks.

%ochester RA

(585) ice
(585) Bl

UNCLASSIFIED

LUNCLASSIFIED

46




UNCLASSIFIED

UNCLASSIFIED

l |K<OTD) (FBI)
From: ks | _JOTD) (FBI)
Sent: e Tuesday, August 18, 2005 8:46 AM
To: %;e;j(cn (FBI)
Subject: passwor
UNCLASSIFIED
NON-RECORD

Dwe changed your password on your DCS3000 machine this morning. itis novgour machine has

rebooted the last two days. Do you have a power problem in the office? We have UPS to ship if you would like one. Let
me know. ‘

UNCLASSIFIED

I____=_____ﬁ0) (FBY)

From: i (CTD) (FBIl)
Sent: _ 0, 2005 1:58 PM
To: BF) (FBI)
Subject: RE: DCS 3000 in Rochester RA

e
UNCLASSIFIED le
NON-RECORD

| i have finally finished your computer. It took me a while to find a hard drive for it. It should be loaded up and ready
0 connect to Buffalo for data. You just need to add yourtargets hack in. The password is on a label on top of the
computer. If you have any problems cali me at 703-

----- Original Message----~

From: BF) (FBI)
- - 205 2:54 PM
T (OTD) (FBI)

Subject: DCS 3000 in Rochester RA

UNCLASSIFIED IS
NON-RECORD

Y SE)({T




SEDHET
I just wanted to drop you a quick line. | spoke with:today regarding the remote DCS83000 that | have in
the Rochester RA,_connected to Buffalo. It was working fine, then yesterday, it appears to have died. | re-booted ita
few times wi n the phone, and he thought the hard drive had died. So | packed it up and sent it your way

midea), SO you should receive it sometime on Monday. The RMS invoice number is 050984. If you could get it
ixed of replaced, it would be appreciated. Any questions, give me a call. Thanks.

i) terRA  P7C

S
(585) ﬁ]ofﬁce
{585) cell

UNCLASSIFIED

UNCLASSIFIED

OTD) (FBI)
From: (OTD) (FBI) -
Sent: : 9:19 AM Be
To: SA) (FBI) -
Subject: RE: TICTU password

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

-D_ OTHER out of scope
-----0Original Message----- e
From:i (sa) (FBI) ) -

Sent: Thur M 2005 9:10 AM
To OTD) (FBI)
Subject: RE: password

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

CTHER ocut of scope

48
- SECBRJ

o
B

..... Oriqi —
Fromj |OTD) (FBI)

Sent: Thursday, May 26, 2005 8:29 AM




SF |
Toi Ay (FBD) 1S
Subject: RE: TICTU password I

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

[Qwas anybody done this for you yet. | have been out of the office for about 6 weeks . Let me know if you still
it to be reset.

Thanks.... o6

----- QOriginal Message-----
From:|[_ __I(SA) (FBI)

Sent: Thursday, May 12, 2005 1:42 PM
To:| IOTD) {FBI)

Subject: TICTU password

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Hey] Icould you reset my intranet password to the TICTU DCS-3000. My user name i {don't
know what happend to it. Thanks. I ::
)

ISNEe

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

N SE)(ET




® SPRGET ®

TD) (FBI)
[

From:

loTD) (FBI) b

Sent: 37 AM bé
To: | SA} (FBI) k7C
Subject: rVTreIe' SS Vanguard b7E

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

mas anybody helped you with this problem. | have been out of the office for about six weeks and everybody is gone
" Let me know if you still need to get this set up.

Thanks...

----- Qriginal Message-----

From{ J(SA) (FBI).

Sent: Wednesday, April 20, 2005 10:40 AM
N — )
Subject{ —|Wwireless Vanguard 5

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Last year we sent a Cisco 2610XM router to the Harlingen, Vireles switch. If my

recollection serves, this was done to

| have just received a pen register request (possible Title Il target) for ei Wireless target.

Could you please send me
DCS3000, VoiceBox and/ori

B7c

facilitate an ATF Title b

CK instructions on what | need to do to utilize the:? | can input into

Thanks,

r

San ia - McAllen RA
956

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

if needed.

b 6

b7

50

SECKET




SEGRET
I==1(0TD)—(FB‘)
l

From: J(OTD) (FBI)
Sent: : Thursday, May 26, 2005 8:32 AM
To: | I JLV) (CON)
Subject: RE: DCS-3000

SENSITIVE BUT UNCLASSIFIED B

NON-RECORD

F::] | have been out of the office for about six weeks. | have been unable to do the cots request for the printer. Will
e printer you found do the job for your office. Let me know and if you need an ip address for the printer let me know by
e-mail or call me at 70:1 bday or next week sometime. .

Thanks....

----- OrginiLM::sagtﬁ
From (LV) (CON)

Sent: Friday, May 06, 2005 11:45 AM

To (OTD) (FBI
HW) (FBI);i I (SF) (CON)I _| V) (CON);
(LV) (FBI) »
Subject: RE: DCS-3000 .

e

b7

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Did you ever receive the approval to go COTS on our printer? In the meantime, | found an old LaserJet laying around
that LVFC could utilize on the DCS-3000 network. However, we don't have an assigned IP address for a DCS-3000
printer, could you provide us with one?

Thanks for all your help,

rﬁ
AR

----- Ori maLM.essa.ae__l oo
From: ITD) (FBI}
Sent: Thursday, March 31, 2005 1:14 PM

T LV) (CON)
Subject: RE: DCS-3000

SENSITIVE BUT UNCLASSIFIED
NON-RECORD




S T

L Hid ask for a printer in the previous request. | need to do a COTS request form since it is
purchasing computer equipment. | will do the request tomorrow but it will take about a week to get the approval to
buy it. | will let you know when it is approved and when itis purchased.

s OriﬂlniLMﬁiiﬂﬂz.:l
bé From (LV) (CON)

b7 Sent: Thursday, March 31, 2005 3:44 PM
To KITD) LERD

Cc J(tV) (FBI); LV) (CON)
Subject: DCS-3000

SENSITIVE BUT UNCLASSIFIED
NCN-RECORD

S

J

A while bac%submitted a RMS request for a DCS-3000 client which we received and installed on
the network. t he also requested a LaserJet printer. i'm following up to see if this is the case
since we still have a need for a networked DCS-3000 printer. A small printer like a HP LaserJet 2100 would
be the best fit for the small space available. Let me know if we need to submit another RMS request

for this printer.

Thanks for your support,

2 'EESU?T?EME\!ng Management Unit (ETMU)

b6 Electronic Surveillance Technology Section (ESTS)
Loyl Investigative Technology Division (ITD)

La ield Office - Squad 10

70 Desk)

70 Fax)

70 Cell)

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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, SEBF(ET
SENSITIVE BUT UNCLASSIFIED

| loTD) (FBY)

From: ; OTDj (FBI)
Sent: bé 8:29 AM
To: b — SA) (FBI)
Subject: RE: TICTU password

SENSITIVE BUT UNCLASSIFIED
NON-RECCRD

Dhas anybody done this for you yet. | have been out of the office for about 6 weeks . Let me know if you still need it to
be reset.

Thanks.... e
----- Origin e
From SA) (FBI)

Sent: Thursday, May 12, 2005 1:42 PM
% — YO
Subject: U password

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

He{:]:ould you reset my intranet passwoerd to the TICTU DCS-3000. My user name isl | don't know
what happend to it. Thanks.

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

e

53




T ®

[ _Jlomesy

From: ITD) (FBI)
Sent: % 41 AM
To: e (AQ) (FBI)
Subject: . RE: J1215

UNCLASSIFIED

NON-RECORD

:] believe that the J1215 carﬂ is used to terminate a T-1 fromI:_}or audio&fﬁl The card broke the T-1 out

into 24 channels to allo o place audio on certain channels. | also believe ow does audio delivery via
ring-down circuits. You may have changed the way that the audio is delivered and put the J1215 somewhere else. Let me
know if | can help in any other way.

ke

7

Sent; il 97, 2005 5:44 PM
To: (ITD) (FBI)
Subject: J1215

UNCLASSIFIED
NON-RECORD

HDLike everyone else I'm stuck on inventory, and | was hoping you could help me out on an item. Back in 02 you
sent AQ a J1215 Digital Breakout card along with a 25 pair breakout box, and a DCS3000 audio card. Isn't the J1215
what used to go into the cell company co?, or would it be in our office with the DCS3000 gear. | can't remember,
thanksl I

e
70

UNCLASSIFIED

UNCLASSIFIED

S&éﬂ #1056782-000
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