U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535

November 19, 2007

NN
E R FRONTIER FOUNDATION
45AN HO'RNELL STREET
SAN FRANCISCO, CA 94110

Subject: SYSTEM DCS-3000 and RED HOOK
FOIPA No. 1056287- 000 and FOIPA#1056307-1

Dear Ms. Hofmann:

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from disclosure,
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked
below and explained on the enclosed Form OPCA-16a:

Section 552 Section 552a
®(b)(1) B(b)(7)(A) B(d)(®)
®(b)(2) Q(b)(7)(B) a()2)
O(b)(3) R(b)X7)(C) ak)(1)

B(b}7)D) B(k)(2)
R{b)7NE) O(k)(3)
a(b)(7)(F) O(k)(4)
C(b)(4) O(b)(8) B(k)(5)
®(b)(5) B(b)(©9) a(k)e)
®(b)(6) B(k)(7)

763 page(s) were reviewed and 494 page(s) are being released.

O Document(s) were located which originated with, or contained information concerning other
Government agency(ies) [OGA]. This information has been:

O referred to the OGA for review and direct response to you.

O referred to the OGA for consultation. The FBI will correspond with you regarding this
information when the consultation is finished.

O You have the right to appeal any denials in this release. Appeals should be directed in

writing to the Director, Office of Information and Privacy, U.S. Department of Justice,1425

New York Ave., NW, Suite 11050, Washington, D.C. 20530-0001 within sixty days from the

date of this letter. The envelope and the letter should be clearly marked “Freedom of Information
Appeal” or “Information Appeal.” Please cite the FOIPA number assigned to your request so that it
may be easily identified.



O The enclosed material is from the main investigative file(s) in which the subject(s) of your request was
the focus of the investigation. Our search located additional references, in files relating to other
individuals, or matters, which may or may not be about your subject(s). Our experience has shown,
when ident, references usually contain information similar to the information processed in the main file(s).
Because of our significant backlog, we have given priority to processing only the main investigative file(s).
If you want the references, you must submit a separate request for them in writing, and they will be
reviewed at a later date, as time and resources permit. ’

® See additional information which follows.

Sincerely yours,

Dbl

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Records Management Division

Enclosure(s)

Please be advised that this is the seventh interim release as ordered by the court on May 7, 2007 for
documents concerning surveillance systems known as DCS-3000 and Red Hook.

The first page of this correspondence reflects that 763 pages were reviewed for this release. There were
actually 831 pages reviewed, however, after a review by the technical operations group that manages the system, they
determined that 68 pages of this material was not responsive to the request.

A decision has not been made concerning your request for a waiver of fees. We will be corresponding
with you concerning that request in the near future. In the interim, we are providing you with the enclosed documents.
Pursuant to Title 28, Code of Federal Regulations, Section 16.11, there is a fee of ten cents per page for duplication.

No fees are assessed for the first 100 pages. [f it is determined that you do not qualify for a fee waiver, duplication fees
will be assessed accordingly.



EXPLANATION OF EXEMPTIONS

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552
(b)(1)  (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

(b)(2)  related solely to the internal personnel rules and practices of an agency;

(b)(3)  specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld;

(b)(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential;

(b)(5)  inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency;

(b)(6)  personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

(b)(7)  records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement
records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person
of a right to a fair trial or an impartial adjudication, ( C) could be reasonably expected to constitute an unwarranted invasion of personal
privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security
intelligence investigation, information furnished by a confidential source, ( E )} would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or
physical safety of any individual;

(b)(8)  contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

(b)(9)  geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
(d)(5) information compiled in reasonable anticipation of a civil action proceeding;

G)2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce
crime or apprehend criminals;

(&)(1)  information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

(k)(2) investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity
would be held in confidence;

(k)(3)  material maintained in connection with providing protective services to the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code, Section 3056;

(k)(4)  required by statute to be maintained and used solely as statistical records;

(k)(5)  investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;

(k)(6)  testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the
release of which would compromise the testing or examination process;

(x)(7)  material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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Freedom of Information
and
Privacy Acts

FOIPA# 1056287 and FOIPA#1056307-1
Subjects: DCS-3000 and RED HOOK

File Number: DIVISION DOCUMENTS

Section: 26

Federal Bureau of Investigation



O SE%T #105620)00

-~—--Original
]b 5 From:
hic Sent:
7C 101 ; (o) (FaI; | Joro) (FBI):
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

L1

The service you provided was instrumental in the successful rescue of the kidngp victim. Well done EZ
7E
s

7o HopefullDervice will only improve in case something like this happens again (should be when it happens

again).

Thanks for taking the late night and weekend calls.

---Qriginal Messa
et S— Y
Sent: Wednesday, September 20, 2006 11:26 AM

b 6 To: OTD

h7C Ca ST eons| FTG: m— T ] (D) (cON)
Subject: Tech Victory )

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

bé .
LSYiS) The Springfield and Indianapolis Division became invoived in a legitimate kidnapping case with ransom last week of a
bh7E

ﬂ ' I'can't say enoug e of the
ata. Yve were able to watcl as th me i nd then advise th uys

much, but this is really a case which could not have been resolved this quickly without the expertise of our tech
knowledge, equipment, and experience. Thanks to everyone involved.

<< File: htm >>

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
DATE: D6-16-2007

CLASSTFIED BY 55179 dmh/ksr/ch
FEASON: 1.4 (b, g)

DECLASSIFY ON: 06-18-2032

ALL INFORMATION CONTAINED
HEFEIN I3 UNCLAZSIFIED EXCEFT

VHEFE SHOWN QNTHERWISE
SEr)(&T




SECH&T

(CQ) (FBI);

From: CLIFFORD MICHAEL (OTD) (FB!)
Sent:
To: be
Ce: k7
FBI|

OGC) (FBH

Subject: |
k.2

UNCLASSIFIED kb7E
NON-RECORD
Thanks] | Well done.

b6

b7

Michael P. Clifford, Jr.

Section Chief

Electronic Surveillance Technology Section
Operational Technology Division

(703 Office)
(703 Cell)
(800 Pager)

---Original Message---—-

Sent: Thursday, August 18, 2005 12:36 PM ' s
To: CLIFFORD, MICHAEL (OTD) (FBL e
Ccl JotD) (Fen)] Joto) (Fa1) B7E
Su :

UNCLASSIFIED
NON-RECORD

Mr. Clifford,
I'm pleased to inform you that TICTU has added another entry to our list
Oklahoma City division is finally collecting on a
few months. This marks the FBI's first CALEA-like Vol

fo to implement. TICTU was able guide
capability that is not standard but is fun
modified the DCS-3000 system used for

delivered by
b2
6
brc
b7E
UNCLASSIFIED

telephony intercept fo
technical agent”) is less than perfect and took more than

of VoIP intercept accomplishments. The
rget after much effort over the last
he solution offered by
e period of the first order)

ays

toward a fundamental (voice and pen-register) intercept

City division is satisfied with the result. TICTU
o0 accommodate the VoIP audio format




(S seykET Q

UNCLASSIFIED

| |(OTD) (FBI)

From: CLIFFORD, MICHAEL (OTD) (FBI)

Sent: b2

To: k6 TD) (FBi);: THOMAS, MARCUS C. (OTD) (FBI)
Cce: b7 QTD) (FBI); OTD) (FBI) .

Subject: L7E RE:

. e-mail to
sagemat
SECRET .
RECORD RECORD 9999-777 - DL ha
S le

Thanks

Michae! P. Clifford, Jr.

Section Chief

Electronic Surveillance Technology Section
Operational Technology Division

(703) Office)
(703) Cell)
(800) Pager)

-----Original M e-——--

Sent: 43 AM ke
To: CLIFFORD, MICHAEL (OTD)(FBI h1C
Cc ),I |0TD) (FB) 1wm7E

Su :

UNCLASSIFIED
NON-RECORD

Mr. Clifford,

lasked me to give you an update on thg issue.

. | met wit Eand a couple of representatives fr in late June. The ssue discussed is n
)bg specific & most wireless service providers off and most have intefCept capabilities similag to
70 0 system has been used in many decod essages inter] 0

e e.t. al. The OIPR issue appears to be a question legally defi

essage
b7E FISA authority definitioo applies to the interception o essag ng the meeting
briefly explained ho orks and how law enforcement intercepts The OIPR attorney
told me that O may wish for additional iIntormation (perhaps a technical briefing for other OIPR attorneys) in the

217
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e

future. | have not heard anything since.

| hope this helps.
bé
UNCLASSIFIED
“DECLASSIHEAHON-EXEMETION.1-
SECRET

el (OTD) (FBU)

From: CLIFFORD, MICHAEL (OTD) (FBI)
Sent: Friday. June 03, 2005 2:41 PM
b2
To: be O
Ce: " s, 1)
k7 oTD)
- ( ) (FBI)
T
Subject: R
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

ThanksI Great news.

Michael P. Ciifford, Jr.

b6
k7C

T
X()

{CQ) (FBI) (OTD)
MA RCUS C. (OTD) (FBI
= (OTD) (FBI

J(o1D) (FBI);

Section Chief

Electronic Surveillance Technology Section

o] i nology Division

(70 Office)

(70 Cell)

(80 Pager)
-----Original Message-----
From OTD) (FBI)
Sent: Friday, June 03, 2005 1:31 PM
To; JAEL. (OTD) (FBI
Cc (OTD) (FBIt'L___—kOTD) (FeD}
(O
Subject |

-

SENSITIVE BUT UNCL ASSIFIED
NON-RECORD

Mr. Clifford,




© s @
| am pleased f cently assisted the Buffalo and New York City field divisions with FISA intercepts
of two separat ubscribers. Also, TICTU recently assisted the New York City office with
a pen-register intercept of a elephony subscriber.
b2 '

k78 TICTU designed a new inttir:&‘ztand.c&zl.lmu@aahi.linmuns_tisai;aps.uE.Lem.m.tazi.lnm|
these intercepts. elivers th :
supported by Tl - The new DCS-3000 features securely P in
real-time to the appropriate field offices via the DCSnet where the establishe - chents route the information

to the DCS-5000 systems for coliection.

mcurr i implementation is a hybrid solution: CDC data is accessed and delivered j A
compliance with th pecification; CCC information is accessed by a "CALEA" feature on theirb
CMTS routers and delivered in native VolP format via UDP-IP.

intercept implementation is also based on th ecification. But, untike[ ]
elivers the intercepted audio via the eature much like the wireless carriers use.

These are the first real-time VolP intercepts condu i zlike intercept techniques. The New
York office expects to conduct more intercepts witl n the near future. b2

L7785

b7z

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

OTD) (FBI

From: I JOTD) (FB))
Sent: ke arch 22, 200 .
To: k7cC : OTD) (FBI)
Ce: | ) oTD) (el |
(CTDJTFEN
Subject: RE: IT Information Request - Needed by Friday 3/24
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
) b6
| don't see the DCS 5000 on the list --- 7o
would be the POC for the DCS 6000
| |
(703} |
---~Qriginal Message-----
From: OTD) (FBI) e

Sent: . nesaay, March 22, 2006 9:20 bh7C
To: EgTD) (FB (OTD‘.CEBD_I -
Cc: ) (FBI) ) (FBI); QTD) (FBI)

Subject: L IT I on Request - N y Friday

SENSITIVE BUT UNCLASSIFIED
NON-RECORD




© b €
jPls see below. |

u assist this effort by helping to define what is being asked for? I've 'already requested that
I provide more specifics. Tks.

kos

Telecommunications Intercept and Collection Technology Unit (TICTU) b7c
Electronic Surveillance Technology Section
Operational Technology Division

Quantico, Virginia
G m—

-----Original
e m— T
Sent: nesday, March 22, 2006 8:59 AM
To: TD) (F8I) TD) (FBI); TD) (Fmp (OTD) (FBY)
Ce: (oD) (‘Fmom) (FBI); oTD) (F
Subject: TIT Information Request - Needed By Friday 3/24

[3Y3
SENSITIVE BUT UNCLASSIFIED k7C
NON-RECORD
Flease coordinate a response tof |
All, Pleas lo ssage and ascertain your costs associated with the listed systems/projects. Please provide
this info t by Thursday, 3/23/06. -

:P!ease assileith a coordinated response to: Note deadline of 3/24/06. Reminders as

. necessary. Thanks.

bhs
h7e

Telecommunications Intercept and Collection Techaology Unit (TICTU)
Electronic Surveiliance Technology Section
Operational Technology Division

Quagti inia
|
~--—Qriginal M e—

From: OTD) (FBI)
Sent: Tuesday, March 21, 2006 4:11 PM

To: (OTD) (FBI); br o Jlomvesn: [ Jmybe
OTD) (F81) D) (FER !

Subject: IT Informaton Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed on the
OCIO master list of systems, applications, databases, and networks. For the systems/projects listed below, please
determine or estimate as best you can the cost of the hardware, software, and the development work for the interface
to the Trilogy network or other FBI IT infrastructure. This will help us separate the funding of National Security

Systems that are not truly IT from IT systems, databases, applications and networks. Piease provide an estimate by
Friday 3/24.

L]
DCS 6000 - 17 Interiace

o
h7E

220

SMT




0 SFT#T

Thanks,

ELSUR Management Technolegy Unit be

Electronic hnology Section, OTD ke
Phone: 70 ‘

Cell: 20

Fax: 70

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCL ASSIFIED

lmJOTD) (FBY)

From: (ITD) (CON})
Sent: i 2005 4:15 PM
To; b7C
e aoy ey JaTo)
Subject:
UNCLASSIFIED

NON-RECORD

(1) Work Flow Manager/DCS-5000: The Telecommunications Intercept and Collection Technology Unit (TICTU)
has implemented several improvements on the FISA collection system(DCS-5000) which will facilitate the more effective
and productive use of the Bureau's limited linguist resources. Among these enhancements are :

52

b7E

221




) SECHET &

(3) Also during FY 2004, TICTU designed and delivered an intercept capability forl, |
service. In m!d-2003q:;]aunched its Voice-over-IP (VolP) based PTT commeig '
without electronic survelllance capabilities. The techni ff of TICTU closely worked with ngineers

over a three month period to desngn develop, and|

that seamlessly integrates with the FBI's existing enterprise collection systems and will be expanded upon to b7E
accommodate future VolIP intercept requirements.

(4) TICTU built, maintained and incurred the cost of operating DCS-NET, @ means of moving CALEA derived ELSUR data
from fleld office to field office in real time.

(5) TICTU conducted industry outreach in the telecommunications industry, meeting with representatives of approximately
130 companies to date to discuss operational issues related to CALEA based intercepts.

UNCLASSIFIED
I IOTD) (FBjI).

From: (OTD) (CON)
Sent: day, M
To:

b6

L7

) ( (OTD) (FB|)
I__IOTD) (CON : o1
{OTDYCON) YOTD) (ERD; .
TIDITCONT] 0 ' TOICO
(QT NY |
OTD) (FB! QTD)
) }
QTD) (FBI) |OTD) (FBI); I :

: (OTD) (CON)

Subject: FW: !l URGENT MESSAGE FROM CIO Il!  FBI Mandatory Laptop Registration !
URGENT MESSAGE FROM CIO 1!}

UNCLASSIFIED
NON-RECORD

ATTENTION: Revised instructions for completing this task (not just for classified lap tops but
for all laptops). Each person (Bureau and contractor) must complete this task.
BUREAU EMPLOYEES:

Log on to the Web site listed below; confirm that everything listed under your name is what's charged

out to you; then complete the task.
CONTRACTORS: Callband provide her with your laptop bar code (property number)
and she will provide assistance for you to complete the task.

Good luck!

Lo
SEP(ET




2 m—

Ih7C
-—~-0riginal Messa
From:
Sent:
To:
BI) )
OTD) (FBI ¥
Y — Y Jiome) eanf
(OTD) (FBI) -
Subject: FW: 111 URGENT MESSAGE FROM CIO 11! FBI Mandatory Laptop Registration !!! URGENT MESSAGE FROM CIO !
UNCLASSIFIED
NON-RECORD

:wanted me to contact all TICTU Bureau personnel and clarify that according to the

"urgent” message below: o6
(1) The FBI has received a data cali from the Department of Justice and the Office of Inspector  b7c
General for a comprehensive listing of all classified laptop computers.
(2) If your laptop is registered in the Property Management System/Issued Personal Property, you
will receive an e-mail directing you to validate your existing registration information (you will
probably receive an e-mail tomorrow since the registration scheduie for OTD is Wednesday,
May 24).

%ave a classified laptop and you do not receive an e-mail, please be sure to contacf

Additional questions, pls address to:

Thank you.
| ]
2 —
703 b
b7e
—-—Original Message-=:
From: (o) (FaI)
Sent: | Moy 18, 2006 11:13 AM
To: | (FBI)
ce: omyon______Jom) (ren
Subject: ™ SAGE FROM CIO 11l FBT Mandatory Laptop Registration 111 URGENT MESSAGE FROM CIO 11
UNCLASSIFIED
NON-RECORD

Please run with this...1 do not know if this will apply to TICTU, save 5000 and maybe 3000. Registration date
below is 5/24 with OCIO. Thanks. b

0

e

-—Qriginal Message-----
From: HQ_OFFICE_OF CHIEF_INFORMATION_OFFICER
Sent: Thursday, May 18, 2006 10:35 AM
To: FBI_HQ AND FO POCS .
Subject: 1 URGENT MESSAGE FROM CIO 11t FBI Mandatory Laptop Registration 111 URGENT MESSAGE FROM CIO it
UNCLASSIFIED
NON-RECORD

223
SI?%B\ET




T =
-

The cost of the hardware, software, and the development work for the interface to the Trilogy network or other FBI T
infrastructure for the DCS-3000 system is approximately $750,000 per year. The majority of this cost is for hardware (e.g.

routers and other netwo i Ihe DCSnet costs are approximately $500,000 per year if you include the IP
service contract we have can elaborate on this topic if needed.

oz
bé
k7C
———Original e
From: OTD) (FBI)
Sent: Thursday, March 23, 2006 8:56 AM
To: —— ) Joro) (Fen);| ko) (con)

Cc: | J(OTD) (CON)
Subject: FW: IT Information Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

To All,

Due to the move, please providmth all submissions no later than 3pm today.:and I will gather
the data to send it to the front office later this afternoon.

:I the DCS-6000 does not connect to trilogy, operate remotely over an IT system, or prepares data to be sent
over an IT system. But, how it relates to DCS-NET may be a different story. So as not to duplicate numbers, if there is
an IT cost for the 6000 and DCS-NET, can you include that number (and notation) with your estimate? Thanks.

1

-~-—Qriginal — bé
From: TD) (CON) L e
Sent: 3, 2006 8:14 AM
To: OTD) (FBI)

Subject: FW: IT Information Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

We should try to complete this task today because tomorrow many of our Trilogy machines
wili be disconnected by 2 pm. Thanks.

| | b6
TTD/ b7C
703

———-Original -

e

Sent: I_\NEdWﬂIIh.ZLiODB 10:57 AM

To: , ; L Jom

FBI) 01D :

Cc: BL__________JoD)(con)
Subject: FW: IT Infarmation Request - "’
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
Pls see below.

&

b7c




Supervisory Special Agent 5 i

Telecommunications Intercept and Coltection Technology Unit (TICTU)
Electronic Surveillance Technology Section
Operational Technofogy Division

Quantico, Virginia

% m—

From: OTD) (FBI)

Sent: Wednesd arch 22, 2006 9:28 AM

To: gn_:ji(om) (FBI)

Subject: : ormation Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

k6
b7

This is tied primarily to future requests for money, 300 exhibits and requisition in FY07 and forward. However, the cost
of each system should be looked at so we can determine our investment and support needs that are truly IT. We
would like to know the cost of the part of each system that is IT (that allows our collection systems to connect to trilogy,
operate remotely over an IT system, prepares data to be sent over/to an IT system).

| know this is a little vague but we need an estimate with some basis behiond it.

--...ori i
From: OTD) (FBI)
Sent: , 2006 9:14 AM
To: OTD) (FBI)

ormation Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

E;'ICTU personnel have asked that you specify what time period you are inquiring about, as well as defining
what you consider IT to be. Are you asking about costs from the inception of projects that could date back years,
or something else? Thanks.

;upemsory §pec|a| Agent

Telecommunications Intercept and Collection Technology Unit (TICTU)
Electronic Surveillance Technology Section
Operational Technology Division

7

—--Original Message--———-

ke
b7c

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

| Ihas asked that we determine the cost of the IT portions of the OTD coliection systems listed
on the master list of systems, applications, databases, and networks. For the systems/projects listed

22
SE%T
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below, please determine or estimate as best you can the cost of the hardware, software, and the development
work for the interface to the Trilogy network or other FBI IT infrastructure. This will help us separate the
funding of National Security Systems that are not truly IT from IT systems databases, applications and
networks. Please provide an estimate by Friday 3/24.

EDMS - IT interface
DCS 6000 - IT Interface
DCS 3000 - IT Interface
DCSNet (CALEA transport)
CARTSAN - IT Interface

jly of Systems

TEN
J e

b7E
en onitoring Plant Network

I..l.‘antal.umnnnm.alanit Systems Operations Cehter (CSOC)

Thanks,

b6 ELSUR Management Technology Unit

bh7C Electronic i Technology Section, OTD
- Phone: 703]
Cell:

Fax: 703

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED




Ql)@ 0

As his schedule stands today,
be joining him.

has volunteered to represent the DCS-5000 team. | do not think any one will

please forward the information asked by‘ Io him before the 30th. Also, advise if additional assistance
is needed. Thanks. :

1

-----Original M e—
From: OTD) (FBI)
Sent: IJEM.NWF"‘D&’ 16, 2005 9:09 AM
To: (OTD) (E
| ;
Cc: 'TD) (CON)
Subj : IX-1 Presentation on 12/5/2005, on TTA abilities

om) e Jomo) rany;

UNCLASSIFIED b7C

NON-RECORD :

Hello Guys,

This brief/EXPO which is requested by Counter-Terrorism is being pushed by the front office.

| believe the DCS-5000, Portalend the DCS-3000 platform is what the division is interested in.

Please advise and use as our point of contact. |
[ o7
lo7C

P.S.:et-s put this on the agenda for Monday! L7E

~---Original Message-—-

From: i Joto)es)

Sent: o, Novemper 15, 2005 1:36 PM

Subject X" on 12/5/2005, on TTA abilities

UNCLASSIFIED
NON-RECORD

=

Afternoon] | here is the follow-up on our brief conversation this morning. As its stands right now OTD is

schedul make a presentation like the one made to/at FBIHQ in May of this year. If you could send me the

name(s) of TICTU personnel that will be handling the TICTU table, I'll need their Name, DOB, SSAN, and Status

(Agent v Support) by 11/30/2005. LX-~1 Security likes to know who is carrying a gun in the bldg. Here is a simple
f driving instruction i LX-1 Bldg:

h7E

Hopefully, I haven't missed any major item, if 1 did drop me a line. Thanks

231
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UNCLASSIFIED.
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

kie
UNCLASSIFIED b7

| I (OTD) (FBI)

From: (NK) (FBI)

Sent: 06 10:37 AM
To: (OTD) (FBI)} joTD) (FBI)
Subject: e:

UNCLASSIFIED
NON-RECORD

3%
b7E
Guys, we are interested in getting (3) three dual graphics cards for our DCS 3000 majhinas_\mm;lght this might be

good to allow the monitors of the Title li's to be able to monitor the DCS 3000 and th
without toggling back and forth. What are your opinions of this?

t the same time

SA |
Newark Divisi
be
b7C
UNCLASSIFIED
l ] {(OTD) (FBI)
From: L __J(SJ) (FBI)
Sent: iday. June 23 2006 9:51 AM
To: (OTD) (FBI)
Subject: ; omputer Based Training
UNCLASSIFIED
‘NON-RECORD k&

]b'ik,

Ok, send the CD down. Thanks,

| ]
San Juan Division
78
78 (Cell)

SEGRRT




WE T
——Qriginal
From: I kOTD) (FBI)
Sent: Thursday, June 22, 2006 4:38 PM

Ce: —Joro) con " Jorm) (ren)

Subject: TICTU Computer Based Training

UNCLASSIFIED
NON-RECORD

TICTU Customer,

The TICTU has created a computer-based training course for TTAs and CMP technical staff. The course, entitled
Switch-Based Intercepts using DCS 3000, provides background information on the technology used to conduct CALEA
based intercepts.as well as basic information on how to use the DCS 3000 suite of applications.

TICTU needs your help! TICTU needs to conduct a beta test and review before releasing the course to the entire
CMP community. To this end, we ask you to help us evaluate the training. If you agree, we will mait you a CD with the
training course and instructions. All we ask is you review the material and fill of the evaluation form. TICTU would like
to release this training to the field as soon as possible. If you can, please submit your evaluation form by Friday, July
21, 2006.

If you are i iew this course, w. Questions concerning this course review can be
directed t t (703

Thank you for your help ensuring that we produce a guality training product.

n7C

UNCLASSIFIED

UNCLASSIFIED

| [ (OTD) (FBI)
From: | !LV) (CON)
Sent: Friday, June 23, 2 12:22 PM

To:
Cc:

OTD) (F|
b6 | )(comi Jv) (Fen 1

Subject: RE: TICTU Computer Based Training

UNCLASSIFIED
NON-RECORD

L1

1 would be happy to participate. It's the least | can do to show my gratitude for the outstanding support you and your
section provide daily.

Please mail to my TA: b

I'E?Veg—a;.wwwm——

Thanks,




— Py

-----Qrigina! riﬁaab__l

From: (OTD) (FBI) )
Sent: Thursday, June 22, 2006 1:38 PM

N e g
Subject: ar Taming

UNCLASSIFIED
NON-RECORD

TICTU Customer,

The TICTU has created a computer-based training course for TTAs and CMP technical staff. The course, entitled
Switch-Based Intercepts using DCS 3000, provides background information on the technology used to conduct CALEA
based intercepts as well as basic information on how to use the DCS 3000 suite of applications.

TICTU needs your help! -TICTU needs to conduct a beta test and review before releasing theé course to the entire
CMP community. To this end, we ask you to help us evaluate the training. If you agree, we will maif you a CD with the
training course and instructions. All we ask is you review the material and fill of the evaluation form. TICTU would like
to release this training to the field as soon as possible. If you can, please submit your evaluation form by Friday, July
21, 2006.

If you are urse, ow. Questions concerning this course review can be
directed ti t (70

‘Thank you for your help ensuring that we produce a quality training product.

h7C

UNCLASSIFIED

UNCLASSIFIED .

l—:—i(OTD) {FBY)
From: |____|(KX) (FBI)
March 2

Sent:
To:

Cc:
Subject:

2006 8:11 AM

b2
ke
lo7C

SENSITIVE BUT UNCLASSIFIED b7E
NON-RECORD

Two things, 1) | received the DCS 3000, but there was no F number with it. Iare you available

tomorrow to swap? The tracking computer has 32 GB of free space so we should be
good to go.

Z)ﬁﬁxed the dialed digit extraction problem, they had some table mis-
matches, all is well. The local guy at the switch put up a test phone to diagnose the

problem. We will give him some Knoxville Swag. Do you guys have any TICTU Swag?

234
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Qt;éET . -

SA
Knoxville
Office 8651

b6
Cell 865 be.

SENSITIVE BUT UNCLASSIFIED

(OTD) (FBI)

From: ecD)(CON)
Sent: 5:16 PM
To: OTD) (FBI)
Subject: RE: DOJ IRP EXERCISE

UNCLASSIFIED
NON-RECORD

Thank you. Please send the Lessons Learned as soon as possible by completing the tables, considering/pondering the
guestions that immediately follow the tables, and providing a lessons learned summary based on your
answers/conclusions to the questions.

&g

~3 O

9]

----- Oﬁﬁinél Message--——-
From (OTD) (FBI)

Sent: Wednesday, May 10, 2006 10:57 AM b6
To SecD)(CON) B7C
Subject: RE: DOJ IRP EXERCISE

UNCLASSIFIED
NON-RECORD

Required documents for the DCS-3000 are attached.

-~-—-Qriginal M e
From:i lSecD)(CON)
Sent: Wednesday, May 03, 2006 3:26 PM

To: TD) (CONY; 1(I70) (FBIY;L
OTD) (CON); ( BI):]

[(OTD) (CON);
oTD ;

OTD) (FBI) oD J(OTD) (FBL);

CON
OTD) (FBI); (OTD) (FBI); OTD) (FBI O1D)
(CON)L 0 ; (ITD) (FBI); [TD)




ke
b7C

FBI): ooy (EBD: | Jot) (FaL)[ JoTD) (FBI); ﬁf
(OTD) (FBI); f(oTD) (FBI) e
Subject: DOJ IRP EXERCISE

UNCLASSIFIED
NON-RECORD

Gentlemen:

(CSO/OTD) provided a list that identified each of you as POCs fi stems that need to be
represented in the Annual BOJ IRP Desktop Exercise. This list was provided by n response to an EC
soliciting POCs for specified FBI systems.

In order to comply with Federal Information System Management Act (FISMA) requirements, DOJ must test, at.
least annually, all component computer system Incident Response Plans {(IRPs). This "test’ or "Exercise" verifies
that all components have (1) incident response plans (IRPs) , and (2) that components know where they are and
use them. The results of the desktop exercise reflect not only the components [FBI] computer security posture, but
aiso the Departments computer security posture.

You were identified by your respective Division/Field Office CSO as the point of contact to participate in this years
DOJ IRP desktop Exercise and you should have been contacted by your respective CSO regarding this as well as
the systems you will be representing. This effort should take approximately 15-30 minutes of your time to
complete. Once completed, the required documentation will be e-mailed from you to TCEARHART@fbinet.fbi for
compilation and dissemination to DOJ. Additionally, a Lessons Learned report will be required and must be
received by May 10,2006. All required documents/templates are attached to this e-mail.

Below are: (1) The section of the EC indicating the systems that need to be represented and (2) the instructions
for participation in the desktop exercise.

If any of the systems do not have an ATO or they are unknown, or you are not the appropriate POC, please
indicate so in a response e-mail. Otherwise, please follow the instructions pertaining to the exercise and post-
exercise.

This exercise should take no longer than 15-30 minutes to complete. The.eg ercise documentation is due to me
NLT 12:00 noon, Tuesday, 10MAY2006:

"Set Lead 25: (Action)
OPERATIONAL TECHNOLOGY
AT QUANTICO, VA

Provide the names and phone numbers of the designated representatives of "CART FOS," "CARTSAN," "CEAU
SCIF CPUs," "Centra Server/Symposium " "C| NET," "CMPNET," "CSOC,” “DCF SL," “DCFS," "DCS 3000, "DCS
5000, "DCS 6000." "DCS NET

| 7erz | 124

EXERCISE INSTRUCTIONS:

1. Review the scenario’s (choose the scenario that best applies to your system(s)). (The questions accompanying
236
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QI?ﬁET 9
UNCLASSIFIED

OTD) (FBI

From: be FDN) (FBI)
Sent: - nesaay, Aprit 20, 2005 12:02 PM

To: b7C [ 1(ITD) (FBI)
Subject: RE:

UNCLASSIFIED
NON-RECORD

Thanks for the info . { have printed all of the attachement and the agent is reviewing the info. Fﬂ

aquestion re
He was

when the target says e :Denver then the server name is denver multiserver the
questioning why it say: IS it just the server that it happens to be going through ? Or is it something that he
should be looking at when deciphering the codes ? ILet me know if you have a minute or if you need more details the

agent isl_g_| and his cell is 30::3r jsut call me . THanksD o2

ks
-----Original Message--— b7C
From:[[ JITD) (FBI) . b7E
Sent: Friday, April 15, 2005 3:15 PF ——
Tol DN) (FBI) (DN) (FBI)
Subj '
UNCLASSIFIED

NON-RECORD

Here's the “raw” data froml ] Apoarentiy thd

UNCLASSIFIED

UNCLASSIFIED

SECRET




Ot 5 )

[OTD) (FBI)

From: 1 J(ITD) (FBI)

Sent: L6 2004 2:48 PM

To: b7c ITD) (FBIY

Cc: TD) (FBI);I-L(_ “JITD) (FBI)

Subject: RE: Laptop Issues

UNCLASSIFIED ' ES{__ :
NON-RECORD -

maam cerain we had a similar problem with our DCS-3000 Controllers (e.g. laptops) and I'm not sure how we handled it. |
seem to recall that we went through a Certification and Accreditation (with Security Div)[____________Js in charge of that
program. May | suggest that you contact him and if he can not help come back to me and we'll talk to our IT POC in
iTOD.

bha

Qa:n;s in advance for help.

Electronic Surveillance Technology Section

investigative Technology Division ke
Quantico, Virginia b7C
70
-——-Orjgipal Message-----
From (ITD) (FBI)
Sent: Wednesday, November 24, 2004 10:03 AM
To (ITD) (FBI)
Cc o) (P }1D) (FBI)

Subject: Laptop Issues

UNCLASSIFIED
NON-RECORD
k6
k¢

| was directed to contact you concerning our laptops that are used with our specialty test equipment. These laptops
are not used as computers, but as controliers for our equipment. However, since they have Operating Systems and
look like laptops to the ITS group, we have been told all of them have to have PointSec or equivalent security software.
The problem occurs when it can no longer control the other equipment due to the security software and its
restrictions. This will be detrimental to the TSCM group, since most of the newer equipment including the x-ray items
are being controlled by laptops. These same laptops are not connected to any external or internal networks, they are
strictly used as TSCM test equipment. | would prefer that for inventory purposes they be entered as controllers and
not laptops, along with a DOJ waiver stating the same. It would be beneficial for the waiver to call them controllers
and not be considered laptops for inspection purposes either. We have had some instances where the techs have
taken them down to the ITS group for inspection only to lose the laptop to surplus or reformatting due to the out of date
systems and software on the laptops. This makes them unusable to us and hard to replace, since we need the old
software so we need an old laptop. We should still be able to show the inspector the item as a controller to account

239
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® SE%ET ®
l;;’;.o:ri?inal Message-—-—-- oTD) (FE)

Sent: _Friday, August 006 9:00 AM
g To! (OTD) (FBI)
t :' Siibject: RE| ymposium Follow-up Questions

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Wow, That is amazing. Good jogand thanks for the details. I'm not sure if our northern friends have the I
{§) —same.problem...Do.you see any. pr em-in.sharing..this.informaﬂon-witDsince it's a North America (maybe . »
U.S.) issue only. @

k7C

Also, do you know if there is anything being done with Norte! on the "*82" problem thru our CALEA test team. h7E

Electronic Surveillance Technology Section
Operational Technology Division

Quantico. Vi
T

-----Original Message-—
From: L ] (OTD) (FBI)
, August 03, 2 >29 P4
) (FBI); 1(OTD) (FBI)
ymposium Follow-up Questions

bl

be SENSITIVE BUT UNCLASSIFIED
bic NON-RECORD

': E :' The ﬁféb’l’éﬁi'I"d'éécribeﬁ'at:i:ueeﬁng is related to wireless number portability. Today, U.S. wireless
service providers are required 0 comply with the wireless number portability (WNP) mandate issued by the
FCC afew years ago. WNP allows a wireless subscriber to take his/her telephone number from one carrier to
another carrier. In essence the subscriber owns the telephone number, not the service provider. This
mandate created technical problems for the U.S. wireless providers because their switching infrastructure
routes calls based on telephone numbers: carrier owned (internal numbers) are usually routed differently than
external numbers.

Before WNP, routing calls were simply based on routing tables, which were populated with NPA-NXX and
b2 trunk combinations. These combinations are paint codes the switch uses to determine haw to route the call.
L7E WNP blurs the distinction between internal and external numbers, and therefore complicates call routing. For

example. if subscriber decides to switch service to] —__Jand requests his number to be ported
from witching network will have to accept the externabassigned number
as it's own ang route it as i 1t belongs tb

To route and manage external numbers as internal numbers, the wireless providers use a technique called
"number pooling”. This technique allows the service provider to commit a block of numbers per switch to a
pool of numbers that are assigned/owned by the carrier that are only used for internal routing, never (in theory
at least) to be assigned to its subscribers for external use. When a foreign/external number is ported into the
switch with a new subscriber, one of these internal numbers is assigned as an alias to the new subscriber's
account, and the switch uses this internal alias number to internally route calls to and from the subscriber.

This technique allows the wireless providers to implement WNP without having to redesign their entire
switching infrastructure.

L - e We have found an evidentiary prob! ireless providers' implementation of number
! I.mnlmn_the.mnased.nmm:s DMA providers) use the
feature of 1IS-41 to

] ent
number pooling. These carriers usually assign one of the numbers from their internal pool to the nd
assign the external directory number (either one of their own numbers or the ported number) to the

241
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b2z
b7E

[ t sure if Canada has the same problem: Bm,"l'thaugmitwas'appropriate-to-share-fhe-infermatiei-
st in case. Also, we notified JSI about the problem a few weeks ago; and hopefully they will haw

- (8]

C s o

L Jassigned to the phone. Note the by the rest of the world to
cali the subscriber. In re intercept cases, we have found tha S-41-based switches
sometimes only report th f the calling party for incoming calls. We have found this to happen when the

associate calling the targ ireless subscriber served by the same carrier and the same swi s the
target for the call. In this scenario we have fo JS| VoiceBox Hli (version 3.6) extracts th:ﬁEls the
calling party number, which is not the externa f the calling party. This error has recently d a few

FBI investigations. In one case, the intercept f the target's associate was actually assigned as p
to another subscriber with no relation to the target. Due to the misinformation presented in the call records,

the unrelated subscriber was temporally included in the investigation.

is problem on the DCS-3000 by ignoring the__B the calling party in ther!'kw—_k's—:

nessage and using the caller id field that is usually presented in the Nelwork Signa
message that is delivered for incoming calls. In the case where the calling associate blocks his/her caller id
and the Network Signal message does not present the caller id we simply leave the calling party number blank
rather than using th

1

cn soon that solves the problem.

There was a second problem thg_t__!__i_nf,ormed-thﬂubgroup: the "*82"D problem. This problem
was documented- by-the SOLVER lab when tes MS platforms many years ago. If an intercept target

dials ™82 jsable caller id blocking (to allow his/her caller id to be delivered to the called party for the one
call), th MS platforms cease call intercept, and law enforcement will not be able to intercept the call
content nor the digits dialed after "“82". oo
ke ’ b7E
b7
-—-Qriginal Message-----
From: | KoTD) (FaI)
Sent: Wedn 006 4:59 P
To: (OTD) (FBI); Jcoo) (Fen
Cc: TD) (FBI) .
t 5 :l Subject: ymposium Follow-up Questions b6
SENSITIVE BUT UNCLASSIFIED b7c
NON-RECORD

i may gave missed you response, | got a lot of e-mail to catch up on. Please see the note below, (your
comments in "red" ) and provide some feedback to me re your comments in Canada.

please set “T" for Firday 5 August 2006.

I tomments:
;ggi_g;gil that under certain circumstances,

switches can provide “incorrect"
metadata (specifically, metadata that are linked to
subscribers other than the target(s) of an interception
operation) .

Lﬂ!mmwﬂ'l'lﬁef

Electronic Surveillance Technology Section
Operational Technology Division

242
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SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
IOTD! (FBI)

From: OTD) (FBI)

Sent: Endey. Anoust.0d o006 9-00 AM

To: g OTD) (FBI)

Subject: (§) o onow-up Questions

SENSITIVE BUT UNCLASSIFIED

NON-RECORD .
k1
b2

i8] “Wow, That is amazing. Good joif __]and thanks for the details. L sure if our northern friends have the same k6
problem. Do you see any problem in sharing this information with ince it's a North America (maybe U.S.) issue if ic
only. L TE

Also, do you know if there is anything being done with Nortel on the “*82" problem thru our CALEA test team.

Assistant Sechion Jhief

Electronic Surveillance Technology Section
Operational Technology Division
Quanti el

70
—--Qriginal M;

From: o1l
Sent: b2
To: JOTD) (FBI) WnE
Subject: L7c
SENSITIVE BUT UNCLASSIFIED . bTE
NON-RECORD
The problem | described at th eeting is related to wireless number portability. Today, U.S. wireless service :
providers are required to com e wireless number portability (WNP) mandate issued by the FCC a few years
ago. WNP allows a wireless subscriber to take his/her telephone number from one carrier to another carrier. in

essence the subscriber owns the telephone number, not the service provider. This mandate created technical
problems for the U.S. wireless providers because their switching infrastructure routes calls based on telephone
numbers: carrier owned (internal numbers) are usually routed differently than external numbers.

245
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SEpéET 9

Before WNP, routing calls were simply based on routing tables, which were populated with NPA-NXX and trunk
combinations. These combinations are point codes the switch uses to determine how to route the call. WN
distinction between intemal and external numbers, and therefore complicates call routing

b2 subscriber decides to switch service t n his number to be ported from

k7E network will have to accept the extemawssigned number as it's own

To route and manage external numbers as internal numbers, the wireless providers use a technique called "number
pooling”. This technique allows the service provider to commit a block of numbers per switch to 2 pool of numbers
that are assigned/owned by the carrier that are only used for internal routing, never (in theory at least) to be-assigned
to its subscribers for external use. When a foreign/external number is ported into the switch with a new subscriber,
one of these internal numbers is assigned as an alias to the new subscriber's account, and the switch uses this
internal alias number to internally route cails to and from the subscriber. This technique allows the wireless prowders
to implement WNP without having to redesign their entire switching infrastructure.

We have found an evnden iary problem cau some U.S. wireless providers' mplement'at;og_gu_umpg[_mllqg._l
: ased : nd other COMA/TDMA providers) use th
eature of 1S4, plement number pooling. These
carriers usually assign one of the numbers from their internal | heﬂnd assign the external directory number

(either onegf their own numbers or the ported number) to the Directory Number ssigned to the phone.
Note the :_m:ﬁ used by the rest of the world to call the subscrib recent intercept cases, we have

b2 found that S-41-based switches sometimes only report the of the calling party for incoming -

b7E calls. We have found this 1o happen when the associate calling the target is a wireless subscriber served by the same
carrier and e switch as the target for the call. In this scenario ve found the JSI VaiceBox Il (version 3.6)
extracts th s the calling party number, which is not the external of the calling party. This error has b2
recently mi ew FBI investigations. In one case, the intercepte of the target’s associate was actually bR
assigned as to another subscriber with no relation to the target. Due to the misinformation presented in the

call records, the unrelated subscriber was temporally included in the investigation.

Cﬂied this problem on the DCS-3000 by ignoring thEBf the caliing party in th 7

essage and using the caller id field that is usually presented in the Network Sig
or incoming calls. In the case where the calling associate blocks his/her caller id and the Netwo | message
does not present the caller id we simply leave the calling party number blank rather than using th

(5} ‘I 'am not sure if Canada has the §ammae problam. But; t thought it was appropriate to-share the information-witH I
just in case. Also, we notified JSI about the problem a few weeks ago; and hopefully they will have a patch s

solves the problem. b1
There was a second problem that }.informed- thﬂsubgroup: the “*BZFDproblem. This problem was
documented by the SOLVER lab when testing t platforms many years ago. If an intercept target digls "*82" to
disable caller id blocking (to allow his/her cailer id to be delivered to the called party for the one call), the MS
platforms cease call intercept, and law enforcement will not be able to intercept the call content nor the digits dialed
after "82". o
L7E
i
b6 55
]k') 7 C- I]O 6
4 7C
b7E

----Qriginal Message~-—-

From: |I FD) (FBI) :

Sent: ednesda ust 02, 2006 4:59 PM

To: (OTD) (FBI) I (OTD) (FBI)
':SJ """"""" T‘UIU)(FBI)

Sub: ymposium Follow-up Questions

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

%ave missed you response, | got a lot of e-mail to catch up on. Please see the note below, (your comments
in "red" ) and provide some feedback to me re your comments in Canada.

SEzséET




%NET Y

SENSITIVE BUT UNCLASSIFIED
L 1(OTD) (FBI)

From: b (OTD) (FBI)
Sent: ° TUesday. June 13, 2006 9:06 AM :

To: k1e m(orm (Fa loTo) (1)
Subject: - Request email copy of DCS3000 ATO

SENSITIVE BUT UNCLASSIFIED
NON-RECORD
—--Original Message-----
Sent: 2006 9:33 AM IL 7" -
To: OTD) (FBI) -
Subject: RE: Request email copy of DCS3000 ATO
h2
UNCLASSIFIED WTE

NON-RECORD

..huh, what??? (kidding....) ‘ :
Here ya go! Please see the conclusion portion of the POA&M doc, that mentions the 1020v & Ionnection
‘ : ‘

RN,

DCF3000 DCS-3000 ATO EC
POAM.doc (128 KB) 06012006.wpd (...

Quantico Complex
CIS| S, PSEC, MCSE
1} Id 9, room 8-LL-14 be
.."lead, follaw, or get out of the way.” Thomas Paing - b ;(‘
—-Qriginal M (g
From: (OTD) (FBI)
Sent: Monday. June 05, 2006 9:23 AM
To: ecD)(CON)
Subject: Request email copy of DCS3000 ATO
UNCLASSIFIED
NON-RECORD

Could you email me a copy of the DCS 3000 ATO so | could review it.
Thanks

be
1 7

UNCLASSIFIED
253
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UNCLASSIFIED bhe
L7c
SENSITIVE BUT UNCLASSIFIED
I—ﬁ (OTD) (FBI)
From: OIPP) (CON)
Sent: .46 AM
To: OTD) EBL\___‘
Cc: OIPP) (FBI) OIPP) (CON)
Subject: FW: FISMA Systems Reporting Requirements
3lank Bkgrd.gif (234 s
B !
) UNCLASSIFIED bic

NON-RECORD

Per conversation with Eis morning, she informed me that you needed further information
on the FISMA reporting requirements. The email below was sent on April 26, 2006 with explanation
on colleting CR .information from your system. Another request for May 2006 report was sent to you
on May 31, 2006. | will forward this email to you following this message.

If you should have any questions, please give me a call.

lmm:lrlomomlp TPPMU s
Co ion Management
207 (JEH) b6

-Z-le 1 k7¢

k7E

-—---Original Message-----
From] KOIPP) (CON)
Sent: Wednesday, April 26, 2006 9:32 AM

To ; (ITOD) (FBI);
|__1 (OTD) (FBI) 'y

Cci OIPP) (CON)
Subject: FISMA Syst

h7c

UNCLASSIFIED
NON-RECORD

The Process, Policy and Metrics Unit (PPMU), Office of IT Policy and Planning (OIPP) was tasked by
DOJ in October 2005 to provide board minutes that includes Security Issues/Impacts/Comments for

2
S%T




Q@ SN J
all Change Requests submitted for FISMA Systems that are under the DOJ Authority. According to
the new FY06 FISMA IT Inventory List, certain projects under your division were listed as one of the
FISMA Systems. The following systems were added to the FY06 FISMA Inventory. We are currently
collecting information on these systems that includes the name and phone number of the system
ISSO, Project Manager, and Configuration Management Staff.

CPUIMS ISSO)

DCS3000 I_—l'llse ) be
R-DEx —IPM) hisso) ? c
WACS [1550)

Once we've collected the POCs, we will be requesting a monthly report for your system. The System
Owner (PM) is responsible for coordinating with the System ISSO on any Change Requests (CRs)
associated with the system. The ISSOs are required to review all CRs for any impacts to the system
and provide their decision prior to the system level board meetings and that decision must be
documented in the board minutes. The following templates are to be completed and forwarded to
PPMU. The next report to PPMU is due by COB Friday, May 12th.

Please provide as much information as you can or point us to the_ri n to obtain these
information. If you should have any questions, please call me at

Thanks, b6
Lc

| ]
OCIO/OIPP/PPMU

Configuration Management -
ZOZb(JEH) oo

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED




o SEEfET ®
| JoTD) (FBI) ' _
From: | !(OIPP) (CON)
Sent: onda a 23 PM

To: hé ol» 2l
k70

[
FBI) _ TDYERD) _
: - ITODYFB. L ]

Cc:
Subject: V. FISMA Systems Cemﬁcat\on Tracking Report for April 2006

Importance: High

&)

Cert Tracking

Report Template....
UNCLASSIFIED

NON-RECORD

.The following systems have not responded with a monthly status for April. We would like to submit our report as soon as
possible this week. Please forward the CR Tracking information by COB Wednesday, June 17th.

AMA
BPMS
CHEMNET
CODIS
CPUIMS
CART SAN
DCS
DDMS
DOC LAB
FMS

PTSS
SACS
WACS
XTS3000

Thanks,

b2
PMU o7C
Configuration Management h7E
209 |wEH)

204 |

; | 1);
[ oveeanl I%()
- (ITOD)(FBI);

KCYD) (Cony;] Lo

k7C




@ Q

PMY(FB D){CON); )(FBI);
OTD) (FBI); SecD) (FBI); Lo %(
OD) (FBI HN) (FBI) (ITOD)(FBI
CON (OI) (FBI (AT) (FBI
ITOD) (FBI); QTD) (FBIL
TTOD) (FBI TTODY{CON
(ITOD)(FBI) SecD)(FBI); FBI)
Cci |(OIPP)(FBI);| | (O1PP) (CON) OIPP) (FBI) . g
Subject: ystems Certification Tracking Report for April 200 b7C
UNCLASSIFIED

NON-RECORD

Please provide the Change Request (CR) status for your system during the month of April 20086 by COB Friday, May 12th.
The attached template needs to be completed and forwarded back with your signature (type your name on the signature
line), even if there's been no change to the system.

Please keep in mind that the System Owners (PMs) are responsible for coordinating with the System ISSOs to review all
CRs associated with the system. The ISSOs are requried to review all CRs for any impacts to the system and provide
their decisions prior to the system level board meetings and the decisions must be documented in the board minutes.

If you should have any questions, please feel free to contact me.

Thanks

MU b6

Configuration Management b7c
20 EH)
20 |

UNCLASSIFIED

UNCLASSIFIED
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[ |OTD) (FBI) ——— S
From: OIPP) (CON)
Sent: .32 AM
To: (OIPM)(FBI ITOD) (FBI);
(O eC 1)
Ce: 1) OIPP) (CON)
Subject: ystems Reporting Requirements he
k7C

COL

3lank Bkgrd.gif (234 Cert Tracking
B) Report Template....
UNCLASSIFIED

NON-RECORD

The Process, Policy and Metrics Unit (PPMU), Office of IT Policy and Planning (OIPP) was tasked by
DOJ in October 2005 to provide board minutes that includes Security Issues/Impacts/Comments for
all Change Requests submitted for FISMA Systems that are under the DOJ Authority. According to
the new FY06 FISMA IT Inventory List, certain projects under your division were listed as one of the
FISMA Systems. The following systems were added to the FY06 FISMA Inventory. We are currently
collecting information on these systems that includes the name and phone number of the system
ISSO, Project Manager, and Configuration Management Staff.

CPUIMS Jiss0) ke
DCS3000 1SSQ) PIC
R-DEx My lisso) 2
WACS ISSO)

Once we've collected the POCs, we will be requesting a monthly report for your system. The System
Owner (PM) is responsibie for coordinating with the System 1SSO on any Change Requests (CRs)
associated with the system. The ISSOs are required to review all CRs for any impacts to the system
and provide their decision prior to the system level board meetings and that decision must be
documented in the board minutes. The following templates are to be completed and forwarded to
PPMU. The next report to PPMU is due by COB Friday, May 12th.

Please provide as much information as you can or point us to the@ to obtain these 1.6

information. If you should have any questions, please call me at b7c
Thanks,
b2
OCIO/OIPP/PPMU e
Configuration Management b7C
202 )
202
UNCLASSIFIED

258
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I IOTD) (FBI)

From: ; L _ (CID) (FBI)

Sent: k6 Tuesday. February 28, 2006 10:36 AM

To: L7C ru_—Lh__oiOTD) (FBI)

Cc: JOTD) (FBI)

Subject: R| |

UNCLASSIFIED b2
NON-RECORD BTE

1

Thanks for your help. | need to check with my boss to see if the Trilogy application will address what she's looking for.
She may actually want to get a copy of your database if that's something you can share. I'll let you know.

Thanks again, 6

Y73

-----Original Message-----

From: C _ Joto) (FBI)
Sent: 2006 10:31 AM
To: } (FBI)
Ce: TD) (FBI)
Subject: | I

UNCLASSIFIED

NON-RECORD

| bsked me to contact you regarding cell site information. TICTU maln?gﬁhmmu
site information from many carriers for use with the DCS-3000 collection system and th o
ions. TICTU also has developed an online utility for Trilogy users, o6
To use this tool to search the database you have to specify the carrier, the switch

identity, and the cell site identity, as reference le LAC: 167 (justenter 167 in ;-
the LAC fleld), and then select any of the liste

UNCLASSIFIED

UNCLASSIFIED
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From:
Sent:
To:
Subject:

UNCLASSIFIED
NON-RECORD

Ken,

loTD) (FBY)
| _J(ITD)(CON)
11:45 AM L2
— (ITD) (FBI) ]bg
b7C
h7E

h7o

forwarded me this message today as a topic | should include in the EAD report this week. Beyond what you've
written below, is there further information that | can include in the report? Perhaps a quick non-technical explanation of the
technology to include for the AD and EAD?

Thanks,

———Original Message----
From] _g_lrro) (FBI)

Sent: Monday, January 31, 2005 8:22 AM

To: (ITD}CON)
Cc: ITD) (CON)
Subject: FW

UNCLASSIFIED
NON-RECORD

Hello

b7E

This should be written up for the EAD report. You will need to get further details fron: for the write up.

Thanks,

—]

—Origi
From:
se n
To

Ccy
Subj

ks
b7C

— ) (FaD)
” 4:36 PM
(ITD) (FBY)

¥ |

JI™D) (FBI)

UNCLASSIFIED
NON-RECORD

260
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SBIT is assisting the Miami Division with the FBl's ﬁrst-evenl Ielephone intercepts. Miami "went up" on four

pen-registers yesterday and expects to implement an e either tonight or tomorrow. Miami is using the

DCS-3000 system to collect pen-register data and mﬁm T-50 audio. I'll keep you informed. b2
hé
b7
B7E

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

| IOTD) (FBI)

From: L —J(PD) (FBI)

Sent: L6 i 2006.3:38 PM

To: b7C (OTD) (FBI)

Subject: QWEST email for Monday's test in Portland

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

i
hé

QWESTCALEA.doc [ 7C
(61 KB)

HiD)isregard my earlier VM about T1 circuits. [ figured that out after looking into our records. T1 needs to get
connected into DCS-3000 on Monday for testing. Talk to you then.

SENSITIVE BUT UNCLASSIFIED

SI;)(ET

261




e SE)QET [ L

| JoTD) (FB))
I

From: JXNY) (FBI)

Sent: 2004 9:31 AM
To: . (ITD) (FBI)
Subject: DCS3000

UNCLASSIFIED
NON-RECORD j-c

Thanks for the updated FISA database. Looks good and satisfies all of my present needs. Thanks again.

| kia

New Y -1
212,

UNCLASSIFIED

From: L _ISA) (FBI)

Sent: 6 Thursday, August 24, 2006 6:18 PM
To: el {OTD) (FBI)
Subject: DCS-3000 SAHQ new office

UNCLASSIFIED k2
NON-RECORD b7E

He@n or around June 2007 we will be moving into our new office. 1 want to fix up our DCS-3000 for our new office.
If possible a rack mounted DCS-3000 with a router that will connect all the RAs in a fashion that is more manageable then
we have it r current CPU is four years old. We have two routers, 4 Adtrans DSU, two router mounted DSU, a
modem fo! and several other boxes. If you need a RMS request please advise. Also, if you want a trip to SA, you
are welcome anytime to survey the office. Thanks for all your help.

UNCLASSIFIED

20 SEQ(ET




4 SE}Q
| !SOTD2 SFBI!
From: | INY) (FBI)
Sent: o6 11:20 AM
To: h7¢ OTD) (FBI)L JOTD) (FBI)
Cc: ITD) (CON);| JOTD) (FB1)
Subject: witch addresses
VBswitches.xls (21
KB
) SENSITIVE BUT UNCLASSIFIED
NON-RECORD
Greetings Gentlemen, i
| hope you had a peaceful Memorial Day Weekend. 2

| have attached my list of Switch addresses. Could you please review for correctness? | know you are constantly s
updating and changing switch addresses. b7

I did not have anything loaded in the BQ Voice Box fond | was not sure if the!:\lv was still goed. I b7E

did input both and was successful in pmgmg both.

Based on the either a am under the impression that | need to set up
two C for an ne CDU Tor ata and one CDC fo .

if a?ﬁarge IS usin ne also need to put the targetup in a DC?

The CMP has already ordered the RTF for th.&and Line CALEA target. | hav i
down number for the audio for the T-3. It is my understanding that the CMP will input th

DCS-3000. You will establish ddress and provide me with the |P address, po
get the pen data in the RAs fo and Line CALEA.

w BQRA on Tuesday, but not at my desk. Please either call my cell phone:l)r page me at

ALEA pen data into the
, ete. that | need so | can

888 cell phone does not work well in Server rcom.)
Thank you

SENSITIVE BUT UNCLASSIFIED
L koTD) (FBI)

From: L kDL)(FBI)
Sent: 004 11:52
To: (ER) (FBI); kER) (FBI ]

-~

© ER) {FBI
Ce: DL) (FBI)
Subject: DCS 3000 Evidence

i

Pen Register
Evidence.doc (57 ...
UNCLASSIFIED

NON-RECORD

The attached document details the current procedures Dallas uses that pertain to pen register evidence. It also outlines
the procedures we will implement in the near future and some suggestions for ERF to help us move in that direction.
Please feel free to share this info with anyone else you see fit.

Once | receive any comments from ERF and find out if our requests can be implemented, | will prepare a final detailed
description of the new procedures for Dallas's use and you can post them on the DCS 3000 web page.
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Please contact me if you have any questions or suggestions.

UNCLASSIFIED
(OTD) (FBI)
From: Ny L (PX) (FBI)
Sent: o6 j .30 PM
To: bic (OTD) (FBI)
Subject: . Getting 0
SENSITIVE BUT UNCLASSIFIED

NON-RECORD

In that it is content and would not go through standard review like audio—-it shouldn't be uploaded.

| think we are better off indicating that the "event” was SMS with a simple Y/N and not add the text to the record in TA.
That would be workable wouldn't it?

That way there is knowledge that it was a text message event, not a standard "call”.

Welcome back by the way.

-----Original M @-——

From: OTD) (FBI) e
Sent: 13 PM s
Tor PX) (FBI) k7
Subject: RE: Getting SMS to TA

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

SMS Content is .... Content. We are working with EDMS folks to develop an interface between the DCS-3000 and
EDMS. This will allow case agents to get the content via EDMS. | was unaware that TA could handle SMS content.
We need more information to make this happen, assuming it's legal.

——Qriginal Message-----

From: X) (FBI) bé
Sent: 47 PM h7C
To: I lom) (FBI)

Subject: ing SMS to TA

SENSITIVE BUT UNCLASSIFIED

NON-RECORD
| just thought of something... would the SMS be content or data? Would there be an issue in putting SMS out
where anyone could see it?

Perhaps after listening to two legal briefings | am paranoid, but would this not be unreviewed, unminimized, raw
content? Almost like post cut through digits, but worse? Perhaps that is why it should not automatically go to TA?

Did I just give you an out? Or am | being overly cautious?

-----Original Message-----
From: | [PX) (FBI)
264
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@ SEQHET ®
| did hear from the TA group that they plan to include the IAP in their upload. They are setting out a new release
soon, and | hope that is incorporated into that release for a number of reasons.

We are providing analysts training here...slowly. | am not really sure they know the difference between a pen, trap,
toll or subscriber record truly which is a little scary. | fear the eye-glaze over at the mention of IAP but will give

that up when they push.

C——1

IE;EM.Eniz.Dbiision
..... Origi —
Fromi | (OTD) (FBI)
Sent: Thu mber 29, 2005 1:45 PM
ml_—_%&
Subject: RE: Off-beat, question foryou 1h7c

UNCLASSIFIED
NON-RECORD

Oh! Nope. There's a couple of problems:

— . ey S
as entered by the user) to apply the same algonthm on the CDNR/summary records

--—---Original Message---—
From PX) (FBI)

Sent: Thursday, September 29, 2005 3:43 PM
To: OTD) (FBI)
Subject: RE: Off-beat, questlon for you
267
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UNCLASSIFIED S&RT

| JOTD) (FBI)

From: | JSecD) (FBI)
Sent: b6 3, 2005 ©:1
To: o _ CV) (FBI) 1(SecD)(CON);| |
Cc: CV) (FBI
SE) (FBD);
(CV) (FBI)
Subject: RE: Portable Voicebox
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
i .
will be happy to assist you in this matter. Sending you to the experts :-)
aKke care...
. e

-—Orjgj - k7C

From CV) (FBI)

Sent: ruary 02, 2005 4:29 PM

To: (SecD) )

ITD) (FBI);
CV) (FBL) (V) (FBY); (cV) (FBI);

Subject: Portable Voicebox .

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

b6
. bicC

Several months ago, I spoke to you regarding our task force squad that purchased its own Voicebox digital

collection system and needed the OK from Security Division to use it on FBI cases. This is still in the works on
our end, but we have a similar situation regarding a portable system and require the input of Security Division
before we move forward.

Quantico ERF has supplied our division with a portable Voicebox system, but it is currently in use in our Toledo
RA. The case agent in our Youngstown RA would like to conduct an upcoming FBI T-IIT on a digital system
(rather than cassette tapes), but we do not have another system available (niether does ERF). The local HIDTA
has purchased a portable Voicebox system and has agreed to let the Youngstown RA use it for this T-III. The
system will be operated in the RA space and would be connected to our DCS-3000 network to obtain telephone
target data. According to ERF, there is an acceptable configuration which enables secure transfer of the data,
The issue arises in regards to conducting an FBI case on a system that is not owned by the FBI. As far as the
data and audio that will be stored on the system is concerned, if necessary, we could remove the hard drives
from the system before it is returned to HIDTA (replacements would have to be supplied by the FBI and

273
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software reloaded by the manufacturer).

From the security standpoint, can we use this system to conduct this upcoming T-III? Are there any other
issues that must be resolved?

If you have any questions, please feel free to call me.

Thanks,

Cleveland Division

214 (office)

216| (cell)

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

|OTD) (FBI)
l

From: | (sF) (FBY)
Sent: ‘ 6:31 PM
To: b6 OTD) (FBI)
Subject: o7 R

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

h2
7R

Thanks

SENSITIVE BUT UNCLASSIFIED ke
NON-RECORD be

b7

| found the problem in the database for th4:|sites in San Francisco and have remedied it.
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bic
SEORET

—0Crig
From: OTD) (FBI)
Sent: , 2006 10:41 AM
To: (FBI); KOTD) (FBI)
Sul

SENSITIVE BUT UNCLASSIFIED
NON-RECORD b6

k7C
]

Below is a brief description o
when he comes into the office
carrier and then looking u
DCS1020C server becau

SF)'s experience. | haven't talk i ectly on this subject but will
ay. It appears that he is getting th formation directly from the
ion from the pre-populated database that is available from the
oftware in the SUV is not displaying any information on the target.
After talking to you this morm| scenarno he is describing could be one of those situation that the home MSC
is not able to report back th elonging to the secondary MSC that is serving the mobile however this is o
not certain and a speculation on my part. When he calls, | will patch you in to share your expertise in the matter. ik:;E

—

"We also have an issue with the van integration software not showing thi Isites. |
think it is a TICTU related issue revolving around the fact that has 2 switches In the SF market. We seem to
get all the sites for switch 1 but not 2 as they come in on the DCS 3000. We have loaded th fo into our
laptop and have resorted to doing manual searches for the site based on cell ID provided by uring the call.

| would like to reggl i ile we are addressing the problems with Metro. Please [T e know if we
need to talk with

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

|oTD) (FBI)
From: L —J (SF) (FBI)
Sent: 55:22 PM
To: m (OTD) (FBI) (OTD) (FBI)
Subject: ran
6
b7C

UNCLASSIFIED
NON-RECORD

Didn't know who to specifically address this to, so did the shotgun method.

At our co-location in San Francisco with SBC we have four Adtran TSU 600's. The first three are configured for two wire
output which will input into the 3084 at the Martinez off site. The fourth will be configured for four wire and will interface
with another TSU 6?9_10_@@@;1“! input into the DCS 3000 as twelve 64k DDS circuits. Presently we have two -

Adtran DSU 5600's| hat go into a Cisco 2610 router. There are six serial slots left on the back of the \
router. '

b2 275
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Will this mean we will need twelve additional Adtran DSU 5§600's to accommodate the TSU 600 and another Cisco 2610

router? Or, is this where we try to create the 9.6 DDS from SBC as the need arises. Some of the DDS circuits will be

permanent, but others will be changed as different targets come up. NG
S TC

| Jwill be going to ERF for the DCS3000 training next week and will try to find some time to get your input.

e

g | desperately need to be able tq hto the VB system in Oakland. We hav h T-1ll rooms running biE
Oakland is running one line and trying tclago up on six more. _Can you give me a call 92 hen you get a

chance. Thanks for helping our on Saturday.

I J! don't think they would of intercepted those calls if you hadn't heliped.
UNCLASSIFIED
| “OTD) (FBI) :
From: 1 (NY) (FBI)
Sent: Mwm;i\’ber 17 2004 9:16 AM
To: NY)V(EBI): NY) (FBI
Cc: hiTo 'L[m)) (FBI)
Subject: REL_____ (78T
he

UNCLASSIFIED  k7C
NON-RECORD

Thanks Guys!

| was asked by Criminal Supervisor if it would be possible to have the software medified for adding the
per cell call on the pen register. They now have to manually lookupeach] | | respectfully request
any assistance you can bring to this matter. Thanks. .

-----Original Message-——-
From NY) (FBI)

Sent: Wednesday, November 17, 2004 7:01 AM ;.

To (NY) (FBI) b7 bz
Cc: (NY) (FBI) bh7E
Subject

UNCLASSIFIED

NON-RECORD e
- &

k7¢

1]

ispoketol ______ ]at ERF, as a follow up to your initial query regarding the feasibilty of incorporating
ﬁuo the Pen Reports.

poke toq and they concurred that it would be a major software fix. There is a LOAD issue, and
ey have concerns as far as overburdening the client. Unlike the tracker program, which is a separate utility, and is
only used on a demand basis, the] Jatabase which would be for every call.

If it was possible, mentioned a 6 month interval, before it could be implemented.

276
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e They are having a meeting coming up next weﬂe-ismmnﬂﬁ_ﬂﬂiphone Applications) people, to go over the
layle possibility of having the report generated with nformation.

[%'equested we put in a formal request via the RMS system, so an official request is documented. | contacted the
group yesterday to get a log-in, and will follow through with that request.

bz
k7B
UNCLASSIFIED
NON-RECORD
b6
k3c
| GOT YOUR NOTE FROM 11/12/04. THANK YOU. | SPOKE TO 1701
LAST THURSDAY AND ASKED HIM ABOUT INCORPORATING TH O THE
PRINTOUTS AS LONG AS THE CELL SWITCH SENDS THE INFO. . T ERF THEN

E-l\tk_mo INFO AS TO THE STATUS OF THE POSSIBILITY OF INCORPORATING
TH TO OUR PEN PRINTOUTS ON THE DCS 3000. THANK
UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

7 e




sl T

TD) (FBI

Erom: ' 2006 1503 P

Sent: :

To: ke (OTD) (FBI) | coroyren ]
L PTD) (FBI)

Subject: "FW: New Line

UNCLASSIFIED

NON-RECORD

Fel

Hello Gentleman,

oY)
We received al |hardline on 9/27/06. How will we collect the data for this line? ?];ZC
TE
Thanks,
FBI-WFO

b

----Original M

o

From:
Sent:
To:

(FBI) 16

o yle

i 2006 5:43 PM
— )
Subject: . New Line

UNCLASSIFIED
NON-RECORD

Hef |

Hmm -

Basical:\eeds the order then they can give us the date we require. E‘
| believe the data will come across the DCS 3000. b ;’ -
We have a connection to hrough the DCS 3000 on the FISA side (2nd floor). ME

| don't know how tough it will be to get it upstairs on the 3rd floor DCS 3000.

So -1 would actually contact]
Let them know we have a pen register order o
Ask them to assist you in setting up the DCS 3000 for this.

own at Quantico first.
‘or a criminal intercept.

While they are working on that | would coﬁtacm figure out how to get the order to them.
The contact number for (according to the TICTU website). -

Keep me posted on the progress and let me know if there is anything else | can do to assist.

Thank you,

o

pC

SECKT




IS-2 b6 S%T
k7C

202 ]

—---Original Messa

From: OTD) (FBI)
Sent: 141 o
To: (WF) (F (OTD) (FBI); QTD) (FBI) kﬁ,c
Cc: ) (FBI) (WF) (FBI); F) (FBI)

Subject: ystem

UNCLASSIFIED
NON-RECORD

1

e Were the calls collected on the DCS-3000? If so, we can give you and the fﬁomef’s o?ce a CD with an MS Excel

2
h7E

BL7IC Spreadsheet with the call records and hypertext links to the corresponding

..---orig' ———
Sent: 3 006 8:24 AM e
To: OTD) (FBI (OTD) (FBI);| QOTD) (FBI)
cc= F><Fm>r‘:|wﬂmn,:lW'

Subject:

UNCLASSIFIED
NON-RECORD

—“OELM&N%W k7C
F) (FBI)
~Luesiay, iy 25,2006 2:25
o . [ (me:ﬂ» (©
G WF) (FBI) (FBI); woEn[ T JwA ey
u

UNCLASSIFIED : ' L7E
NON-RECORD

H{ ]

Can we download a number and its information from thﬂsystem to a disk? An agent
is inquiring about this because the attorney's office said he needs the information to present to
e the judge.

FBI-WFO

Is-2
2024 ]
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UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

o5
~2

(OTD) (FBI)

From:

Sent: Urs

To:

Subject:

e ___JWF)(FB))

9:47 AM
(OTD) (FBI)

UNCLASSIFIED
NON-RECORD

Yes, Thanks.

REl ISystem

h2

1 will get with the SA in reference to the target numbers he is interested in.

EFBI-WEQ

——
&5
~l G5y
N

18-2

2024

-—-Original M

From:
Sent:

To:

Ce:
Subject:
UNCLASSIFIED
NON-RECORD

oTD) im;l (OTD) (FaI)
B (FBI); F) (F8)

Were the calls collected on the DCS-30007 If so, we can give you and the attorney's office a CD with an MS Excel
Spreadsheet with the call records and hypertext links to the corresponding cell site maps.

1

~—--Qriginal Message---- .
From: I IWF) (FBD)

ba
kic
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Sent: 2006 8:24 Sl?ﬁET b7
To: %om (Mm; fend Joro) (k) 2
Cc: WF) (FBI); 7

m

Subject:

UNCLASSIFIED
NON-RECORD

From: (WF) (FBI)

Sent: 2:25 PM 2
Yo: (OTD) (FBIY KITD) ( b
Cc: we) (Fan o ] woeen]  Jweeen o
Subjedl_pstem b7E
UNCLASSIFIED

NON-RECORD

Hi

Can we download a number and its information from the tracking system to a disk? An agent
is inquiring about this because the attorney’s office said he needs the information to present to
the judge.

I 1

FBI-WFO b
Telecommunication Specialist ~ '~

IS-
202,

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

2 SEQi(ET




o e
| | (OTD) (FBI) SEBB{T
i

From: J(WF) (FBI)

Sent: 12:31PM b -
To: . (OTD) (FBI) o
Subject: RE: Not a survey

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Thanks[___]

bé

Vylel

202- 'Desk)
202 [
202-
From: OTD) (FBI)

Sent: 006 12:04 PM
To: F) (FBI) b2
Subject: : Not a survey ‘ e

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

{ think it best if someone from your office replies:s asking if your office enabtes the
for each pen-register (criminal and FISA) target as a matter of policy/practice. The def;
allow the digits dialed by the target after the calf is setup unless the check box call checked

for each target. | just checked your criminal DCS-3000 system. and the vast majority are set to "N", which means
you're or the majority of your targets.
I assume e 10 policy/pracuce In e office. 1T SO, your respons ust the first string of digits” in most

cases.

bé
kic

F) (FBI)
Sent: 2006 9:37 AM

(OTD) (a1 ](oTD) (FBI); (OTD) (FBI)

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Hey guys!! Couid one of you please respond {q Ie-mail? We are not quite sure what he is asking for.

ESK)

> SE(‘XT




Sent: , 2006 9:1
To: (WF) (FBD) F) (FBl); F) (FBI)

Subject: FW: Not a survey

UNCLASSIFIED

NON-RECORD

Good morning all: : g

h7C
894 _ | e-mail below. @can you advise me regarding the FISA side of the UnitDcan
you do the same regarding the Crim X

Thanks

b6
h7C
--~Oﬁ1inal Message---—
From: OTD)(CON)
Sent: Monday, A 14, 2006 8:22 AM
To: AT) (FBI s (me\;i
. . HN) (FBI (BH) (FBI); ( A (
| (PG) (FBI) ) )
L)(FBI); (WF) (FBD);
DL AN) (FBI EP) (FBI);
KC) (FBI FBI :
FBI 'AQ) (FBI)
FBI); SU) (FB]); MM
W) (FBI); { ;
7 RH) (FBL FBIY; ) (FBI);
(FBI) (FBI) B
CG) (FBI); MP) (FBI) AL) (FBI)
ME) (FBI); - NY) (FBI);
o6 i)
-~ Z : (SD
lo7C 5 IGET o) (F
E ; LR) (FBI);
7O} ; LA) (FBIB; BA) (FBI):
= CV) (FBI) ] (9K) (FBI); HO) (FBI) (MO)
Subject: FW: Not a survey
UNCLASSIFIED

NON-RECORD

All,
Pl se il respond directly back to him as ible. !
ease e:Fma below and resp ctly m as soon as possible. Thanks be
—---Original Message--— kic
From: [ J(OTD) (FBD)
Sent:  Mond 2006 8:14 AM
To:
Ce: DE) (FBI): OTD) (FBI OTD)

GTD) (FeL);| ;

24 SE}:@

§OTD) (FBI)

Subject: Not a survey




Importance: High b6
UNCLASSIFIED b7C SEERET
NON-RECORD

blease forward to all TS/TA's for a response.

Ladies and Gentlemen,

Can everyone please send me a WW& L2
3000. Do you ONLY capture the >
Since there are many options available to us on how much dialed information we collect we need to know what the

norm is around the country. | understand that some of you will answer it is on a "case to case" basis, but | am just
looking for the norm in your office.

Thanks for your quick response. The legal guys need this information to talk to all the options the DCS-3000

allows.
ke
7¢
ssA ]
ec n-i_ Personnel Development Unit
0O: 540 '
C: 202'

UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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ch I(ﬁﬂ

(FB

(PX) (FBD)

{Ni) {EB ) (FBI) (

(FBI) (HO) (FBI)] IMO) (FBI)
Subject: FW: Not a survey

UNCLASSIFIED
NON-RECORD

All,
Please seDmail below and respond directly back to him as soon as possible. Thanks! ;}f::
-----QOriginal Message—

From: 1(OTD) (FBI)

Sent: : 2006 B:14 AM

To: N)

Cc: o) renyL b
(OTD) (FBI) | (OTD) el |

Subject: Not a survey

Importance: High

UNCLASSIFIED

NON-RECORD'

6
Dﬂease forward to alt TS/TA's for a response. bic

Ladies and Gentlemen,

Can everyone please send.m
you ONLY capture thd

Since there are many options available to us on how much dialed information we collect we need to know what the norm is
around the country. | understand that some of you will answer it is on a "case to case" basis, but | am just looking for the
norm in your office.

Thanks for your quick rlesoonse. The legal guys need this information to talk to all the options the DCS-3000 allows.
6 ‘

&I_I I
echnical Personnel Development Unit

O: 54
C: 202

s
b7¢
UNCLASSIFIED.
UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED
287
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SENSITIVE BUT UNCLASSIFIED

| JOTD) (FBI)

From: | JWF) (FBI)
Sent: ednesaay, July U9 _2006 10:27 AM

To: OTD) (FBI)
Subject: RE: DCS 3000 modem

ha

lo7¢

UNCLASSIFIED

NON-RECORD

at this time.

D How are )iou? [ Eut in acall to ou»ljcontact | am waiting for a call back. We currently don't have any

cases involving

202
202

2021

(Desk) b7C

-----Original Message---—-
P — Y
Sent: 2006 10:13 AM
To! wn (FB1)
Subject: : DCS 3000 modem

UNCLASSIFIED L6
NON-RECORD b7e
—Ofiginal o
From: |(OTD) (FBI)
Sent: , 2006 9:5
To: F) (FBI); OTD) (FRL
Ca g&) (FBI) TWF) (FBI); fwr) (FB@ (FBD)
Subject: RE: DCS 3000 modem
UNCLASSIFIED b6
NON-RECORD k7C

202:s the number for the modem at: IThe modem at thi ion is not answering, which is the
reason the connection t s down. We (WFO) need to conta 0 seek assistance in restoring

the connection.

—ee=Qrl
From: %a (FEI) \

" Sent: 6 9:23 PM
To: (OTD) {EBL}; (¢
Ca: F) (FED); ‘IE“I_WF)' "<'F's'|n: 1G0T
Subject: DCS 3000 modem
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UNCLASSIFIED
NON-RECORD

k6
2% ]e:

(Gl avaied

~ =Y NP

[ @]

Some of this information is third hand so it might be a little distorted.

was told:
contacteq__ Jstating a line was running operDstated itwas fo |
| cked it to a modem that was not working properly. The modem is dialing out, can't connect, hanging up and
redialing. This has been occurring for a week now.

| looked at this moden’? . It is modem number # 6. 1t is connected: tDn the Cisco 2600 series machine with
Fi#t F2077020.
According to our records Norfolk was camng this modem to connect to the DCS 3000 system. If this has changed

then | am not aware of this.
Based on the above | looked into the multiserver and could not find a switch fo____ Jon th
machine.
| looked on th:I‘nultlserver and found thaitch but it was not checked.
| hooked a digit grabber to the mo nd determined the number being dialed |s|:= Do you
know what this is?? | don't. E
| searched this in our database an came up with nothing which probably means that we did not order this line.
Can you look into this and determine what this modem was being used for? Is it still needed? Can we power it
off??
Ihank.'ou for your help.
7 be
hrC
UNCLASSIFIED
UNGLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
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0 9
| I (OTD) (FBI) S/E&ET

From: |_ kiTD) (FBI)

Sent: L6 Thursd ul 004 10:51 AM
To: we (TD) (FBI)| J(TD) (FBI)
Subject: i~ : en Register Data

¥ ¥ % % B4 Ef
Pen register data Discussion with] FDlscussion WIthRE; jon with Resuits from| |E ‘Pif (5 KB)
for FISA rel... | I l "

UNCLASSIFIED
NON-RECORD

SENSITIVE BUT

Any ideas? be

%1
D)—--- riginal Message-~—-

From: (ITD) (FBI)
Sent: Wednesday, July 07, 2004 1:44 PM
To: (D) (en[_ o) ren] | o) (rery [y
(FB1) )

Cc: l(ITD) (FBI)

Subject: FW: FISA Pen Register Data

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

b7C
Guys,

The question continues to pop-up, how does the field handle FISA information; classified. or
unclassified? Can we develop a procedure regarding the proper handling and transfer of data thru
the DCS-3000 One Way Push into the 30947 Or use an alternate approach?

:knentioned the possibility of using EDMS for each region and automajically download the Tel
ppS. I'his may be a viable option? More details will be need for & discussion.

Other suggestions? Any way to provide the field with an answer?

Thnx,
..c .

-..--Or' i ———

From:i | (D) (FBI)

Sent: Thursday, May 27, 2004 2:35 P

To:| D) (FBI) |(ITD) (FBI)

Subject:
290 3 T
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SENSITIVE BUT UNCLASSIFIED
NON-RECORD :

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

hé
¥ le

SENSITIVE BUT UNCLASSIFIED

| | (OTD) (FBI)

From: L J(OTD) (FBI)

Sent: I.ImndaLMamhza.Zﬂnﬁltoo PM

To: (OTD) (FBI)

Subject: RE: IT Information Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Thanks.

b6
k7C

----- Original Message—---
From: (OTD) (FBI)

Sent: Thu March 23, 2006 11:

To: OTD) (FBI); (OTD) (FBN)] kotD) (CON)
Ce: OTD) (CO

Subject: ) equest - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

The cost of the hardware, software, and the development work for the interface to the Trilogy network or other FBI IT k2
infrastructure for the DCS-3000 system is approximately $750,000 per year. The majority of this cost is for hardware .6

(e.g. routers and other networking egui costs are approximately $500,000 per year if you includelo 7C
the IP service contract we have wi can elaborate on this topic if needed. b7k

-----Original Message-~----
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b7

SENSITIVE BUT UNCLASSIFIED W
NON-RECORD

This is tied primarily to future requests for money, 300 exhibits and requisition in FYQ7 and forward. However, the
cost of each system should be looked at so we can determine our investment and support needs that are truly IT.
We would like to know the cost of the part of each system that is IT (that allows our collection systems to connect
to trilogy, operate remotely over an IT system, prepares data to be sent over/to an IT system).

I know this is a little vague but we need an estimate with some basis behiond it.

bh7C
-----Original M
From: OTD) (FBI)
SeF_ESﬁ arch 22, 2006 9:14 AM
To OTD) (FBI)
Subject: RE: IT Information Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

QTICTU personnel have asked that you specify what time period you are inquiring about, as well as
efining what you consider IT to be. Are you asking about costs from the inception of projects that could date
back years, or something else? Thanks.

Telecommunications Intercept and Collection Technology Unit (TICTU)
Electronic Surveillance Technology Section
Operational Technology Division k6

Quantico, Virginia h7C
X m—

—Qriginal M e
From: (OTD) (FBI)
Sent:
To:

. {(OTD 1D) (FB 1$K
ITD) (FBI)] b TTD) (FBI)

ce: (D) (Fa1 (o) fﬂz:m» () I
i /zOTD4 ) (FBI); (OTD) (F8
Tiagy

Subject: nformation Request -

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems
listed on the OCIO master list of systems, applications, databases, and networks. For the
systems/projects listed below, please determine or estimate as best you can the cost of the hardware,
software, and the development work for the interface to the Trilogy network or other FBI IT infrastructure.
This will help us separate the funding of National Security Systems that are not truly IT from IT systems,
databases, applications and networks. Please provide an estimate by Friday 3/24,

EDMS - IT Interface

DCS 6000 - IT Interface
DCS 3000 - IT Interface
DCSNet (CALEA transport)
CARTSAN - IT interface
CART Family of Systems

293
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9

Central Monitoring Plant Network

I_ng;aLMmugum_ﬂint Systems Operations Center (CSOC)

Thanks, b2
ke

| |PE, PMP b7C
ectronics £ngineer, Program Management Office Manager L7E

ELSUR Management Technology Unit

Electronic Technolegy Section, OTD
Phone: 703

Cell: 2024

Fax: 703

SENSITIVE BUT UNCI;ASSIFIED
SENS!TWE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
SENSITIVE Bl..lT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCL ASSIFIED

[OTD) (FBI) /
S ]
From: | pTD) (FBI)
Sent: 8:56 AM
To: (oTD) (FBij Joryra ]
0
Ce: OTD) (CON)
Subject: FW: IT Information Request - Needed by Friday 3/24
b6
SENSITIVE BUT UNCLASSIFIED e
NON-RECORD '
To All,

Due to the move, please provideqwth all submissions no later than 3pm today. Dnd | will gather
the data to send it to the front office later this afternoon. ‘

L_—?‘ the DCS-6000 does not connect to trilogy, operate remotely over an IT system, or prepares data to be sent over an
S

ystem. But, how it relates to DCS-NET may be a different story. So as not to duplicate numbers, if there is an IT cost
for the 6000 and DCS-NET, can you include that number (and notation) with your estimate? Thanks.
294
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SENSITIVE BUT UNCLASSIFIED
NON-RECORD

ke
[ICTU personnel have asked that you specify what time period you are inquiring about, as well as defining what Ib'.;c
hsider IT to be. Are you asking about costs from the inception of projects that could date back years, or
something else? Thanks.

I:Eu_pe'rvl'sory Special Agent

Telecommunications intercept and Collection Technology Unit (TICTU)
Electronic Surveillance Technology Section

Operational Technology Division

Quanti inia

70

---—Qriginal Message--—

From: OTD) (FBI)

Sent: 4:11 PM

To: 01D) (FBI) "{OTD) (FBI) )
(OTD) {FE FB OTD

Ce eyl NOTD)(FBI:]T  ~ —  KITD) (FBI); OTD) (FBI);

- Needed by Friday 3/24 hé

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Subject: IT Informaton Requ

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed on
the OCIO master list of systems, applications, databases, and networks. For the systems/projects listed below,
please determine or estimate as best you can the cost of the hardware, software, and the development work for
the interface to the Trilogy network or other FBI IT infrastructure. This will help us separate the funding of National
Security Systems that are not truly IT from |T systems, databases, applications and networks. Please provide an
estimate by Friday 3/24.

EDMS - IT Interface
DCS 6000 - IT Interface

DCS 3000 - IT Interface

DCSNet (CALEA transport) b2
CARTSAN - [T Interface h7E
CART Family of Systems

;entra; ;onitoring Plant Network

nt Systems Operations Center (CSOC)

] Thanks,

b2
Electronic Surveillance Technology Section, OTD hé
Phone: 70! b7C
Cell: '

Fax: 70!

SENSITIVE BUT UNCLASSIFIED
296




NON-RECORD S%ET

We are still missing crucial information on this FISA and with what little we have we cannot write a renewal. | am
hoping that by providing you these questions that you can see how vital information is being lost.

s
B7C | |

| appreciate your continued assistance, but we are honestly lost without rectifying the above listed issues.

lways, k6
b7C

UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
I;==!QTD) (FBI) ———————————
From: (NY) (FBI)
Sent: u une 6 8:51 AM
To: OTD) (FBI !fOTDi fFBI)
Ce: | EE!E BI); ——— Y RN Y) (FBI),
- be I NY) (FBI); (NY) (FBI)
Subject: »7C SMS inl I
Importance: High b2

SECRET//INOFORN
RECORD 324C-NY-229487 sub KKK

b2

Guys, bh7E

I hav hed a couple of telephony=sint outs fromz It seems on the cell phones when the pen data is
pushed intﬁnd itis a SMS messageﬂoesn’t always interprets it correctly. It appears as HEX data. The other
problem ig it is a 0 second session and it doesn't always show up as a D (data) inm

attachment. The first three are from the same phone, | believe it iﬁaand

298
SE}{{T

ither. Take a look at the
essage did not come through. The




@ SE?(ET o

PCS-3000 caught it correctly. The last one, did catch the message, but it also put HEX data in as well. This is
definitely a problem. :

Rada

[ 1 k7R
(318 KB)

Another problem | just noticed is that on some of the cell phones we are getting duplicate éessioni What |
mean is it will appear as below:

er Time Duration Contact \D 6

The difference is on the one with the Contact ID, if you hit playback the session only lasts about 10 seconds and is just
buzzing noise. The second call actually has the 4.55 audio. This is causing a lot of confusion. | have seen it on several
cell phones. Any ideas. | getting overwhelmed with this stuff. Thanks.

L J
NYO Squa = k6
work: 21 bh7C

SECRET//NOFORN

'========£°TQ) (FBI)

From: b | ] (NY) (FBI)

Sent: e Tuesday, June 20, 2006 5:42 PM

To: (OTD) (FBI)
Subject: - Pen data NY

I:E:l lgicz.___n%‘mmm_ b1
L2

: e
ere are the Q;ard lines and onDolP. The VolIP is not in the FISA DCS-3000. Let me know Ej‘z
i

what the case 1D to be and we will put it in tomorrow.

718
718

The CMP did not get any data foDNhile the FISA DCS-3000 is working fine. 1| am not sure what happen there.
Thanks.

| ] bs

NYO Squa 3 h7C
work: 21

299
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cell: 917 Bic

SECRET//NOFORN

From: (NY) (FBI)
Sent: —luesday. Mav 30, !Qg 6 9:00 AM

To: 6 (OID) (FBI] IoTD) (FBI
Ce- e NYy (FBI | (Va) (FBI)J!B _u_)_"l(NY) (FBI);
(FBI), KNY) (FBTY
Subject: DCS-3000 tg esting
b2
SENSITIVE BUT UNCLASSIFIED L 7E
NON-RECORD

Guys,
We have being looking at the cell phones from the DCS-3000 that we put inmor CDC. It seems to be working
well with two minor issues. One is that it changes the description in the playback field from V to D every time because of
the CDC message. Not a big deal. The second issue is every time we get a CDC message there is a 0 second session
that follows the call. It is some where between 30 seconds to 2 minutes after the call. We looked at some of them and it
looks like it is some kind of message release signal being sent down the fine. Itis happening on all the cell phones, not
just specific companies. Any ideas for fixes? Thanks.

g

NYO Squad SO-1 "
work: 21
cel: 917

bic

SENSITIVE BUT UNCLASSIFIED

l KOTD) (FBI)
From: L _lNn(FB)

Sent: b6 Thursda il 27,2006 4.45 PM
To: Y7c (OTP_{,Eﬁu_l_r_[OTD) (FBI)
Ce: NY) (FBI); NY) (FBI)

Subject: RE: Old DCS-3000 box IP

SENSITIVE BUT UNCLASSIFIED

NON-RECORD
b2
k6

I got theD ks. 1 am goi vacation tomorrow and ﬁ he out for a week, s il be k78
handling setting up mﬁ just spoke t and you guys will walk rough the setup of the Pox.
I . ' .
YOu need to run a Ca ble from ti\ejmtm_ n the DPUY rack to the box. | |wul config
the box so it can do pen data for thei |and th phone. If anyone has a problem please call me on my cell.
Thanks.

300
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NYO Squa = .
work: 21& . ‘
|15%2)
N —
From: (OTD) (FBI)
Sent: 2006 7:53 AM
To: %ﬁm (FED)
Subject:  RE: O/ DCS-3000 box IP

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

bz
h7E

The box has already been sent. We carried it over to the shipping people yesterday after lunch. Hopefully they got it
sh to you overnight and you should receive it this morning. Are you going to collect the pen info for this target on
thfﬁlient? Are you going to collect both interconnect and PTT on the same box? Let me know and | will make
sure the client is set up properly for that.

Thanks...

---—Original Message----
From: Y) (FBI)
Sent: , 2006 5:54 PM
b6 To: (OTD) (FBY)
T Subjeck: Old DCS-3000 box IP
b7c Importance: High

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

he old DCS-3000 box is running windowsDand has the following IP address:

(897

k1 b2
b2 N . b7E
b7E Are you guys going to be able to send me % box? Let me know. Thanks.

NYO Squad SQ-
work: 21
cell: 91
] k6

b7C

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

301
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1 - 1(OTD) (FBI)
From: ¢ | (NY) (FBI)
Sent: .~ IMEdnesdau.AnnLi 006 11:29
To: ' oT :
Ce: NY) (FBI) (NY) (FBI) NY) (FB!)
Subject: of 0X
importance: High '
|5
SECRE RN e
D 321C-NY-229487 b7E

the IP from the old DCS 3000 and make sure it is still connected to the DCSNet so you can send the pen data fo
phone once we get all the info. Thanks.

&

:Jttached the RMS for the Dbox. I will coordinate with our CMP to get the pen data from th I &

111081.pdf (28 KB)
b6
h7C
W
work: 21
cell: 917

SECRET/NOFORN

bea

| . I(OTD) (FED \ ey le

From: ! (NY) (FBI)

Sent: 49 PM
To: QID)(FBD
Ce: INY) (FBI) OTD) (FBI)
Subject: . Needed information regarding Manhattan POTS lines
RECORD 321C-NY-229487
bl
b
Here is the |P info: L7
3] S b7E

Let me know if it is definite that you are coming Wednesday. Thanks.

SEDRET

o e
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-——_0riginal Message-----

From: TD) (FBI) b6
Sent: 2006 1:06 PM b7C
To: NY) (FBI)

Subject: RE: Needed information regarding Manhattan POTS lines

RECORD 321C-NY-229487

We had hoped to come up on Wednesday. Did you get the IP address for your new DSL connection?

b7C
-----Qriginal Message——
ey — Y
Sent: ::nggx, March 27, 2006 2:20 AM
To: TD) (FBI)
Subject: RE: Needed information regarding Manhattan POTS lines

N
RECORD 321C-NY-229487

they do a lot more surveillance then we do. | will get someone from th own heF en you guys come to set
up the equipment for the DCS-3000 move. When are you coming?

be
il

It is my understanding that we do act as a proxy with delivering theﬁrs. Th oes that. However,

-----Original Message-----
From: _JOTD) (FBI)
Sent: ay, March 24, 2006 4.52 PM
To: NY) (FBI)
Subject: RE: Needed information regarding Manhattan POTS lines

SECRELMOPORR
RECORD 321C-NY-229487

Ef %o intercepts withwrders? ( thought we act as a proxy for: That is, we serve the

- phone company the order for th targets. If 0, there should not be a problem: the DCS-3000 can
b7C direct all FISA traffic to the]___Jystem. If not, then we can segregate thirafﬁc from our traffic by
b7E i eparate telephone numbers for] nd Bureau to deliver the CDC data. For example,

: CDC data can be delivered to he FBl's targets' CDC data can be delivered to

L1

——-Original M ——
From: (NY) (FBI)
Sent: 6 1:56 PM
To: o) (Fen] foto) (FaD)
Subject: FW: Needed information regarding Manhattan POTS lines

Importance: High

SngTIINOFORN
ECORD 321C-NY-229487

o5
~3 Gy

[9]

3 SEBVQT




6
b7

SECRET/NOFORN.

[] LA A IN
SECRET//NOFORN

koTD) (FBI)
From: | J(NY) (FBI)
Sent: s .20 AM
To: b7 TD) (FBI)
Subject: RE: Needed information regarding Manhattan POTS lines
SECREF/NCOFOURN b6
RECORD 321C-NY-229487 o C

—1

It is my understanding that we do act as a proxy with deliyering their orders. TheEIioes that. However, they do a lot
more surveillance then we do. | will get someone from the own here when you guys come tc set up the equipment
for the DCS-3000 move. When are you coming?

L1

—Original M — ‘
From: | (OTD) (FBI)

Sent: Friday, Ma 4 2006 4:52 PM ba
To: NY) (FBI) Lc
Subject: : information regarding Manhattan POTS lines

SECREFHNOPORN
RECORD 321C-NY-229487

1

Doesmo intercepts i court orders? | thought we act as a proxy fo That is, we serve the phone
company r for th argets. if so, there sh a problem: the DCS-3000 || FISA

traffic to th ystem._If not, then we can segregate th rafr' c from ou givin separate
telephone numbers fo nd Bureau to deliver the C For exampl targets' CDC data can be
delivered to 212 te FBI's targets’' CDC data can be deltvered to 21

-----Qriginal Messa
From: Y) (FBI)
Sent: j 6 1:56 PM b6
To: w«m) (FBI); OTD) (FBD) . 7cc

Subject: FW: Needed information regarding Manhattan P
307 i :

Importance: High



I &
k70

| IOTD) (FBI)

From: NY) (FBl)
Sent: o 11:48 AM
To: e OTD) (FBI)| {(oTD) (FBI)
Cc: NY) (FBI)
Subject: 1S NS
Importance: High
SENSITIVE BUT UNCLASSIFIED )
NON-RECORD S

o b7E
Guys,

The| got installed today. 1 will have the 1Ps on Monday. Let me know when you want to move the DCS-

3000 over. Thanks.

NYO Squa -
work: 21 .
cell: 917 e,
SENSITIVE BUT UNCLASSIFIED

| 1 (OTD) (FBI)
From: (NY) (FBI)
Sent: %5 [Rursday. March 16, 2006 3:44 PM
To: b7C — (oTD) (FBI)] | oTD) (FBI)

{NY) (FRD

Cc: _l(NY) (FBI)
Subject: RE: Movement of NY DCS-3000
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

.

next week.

ﬂ. 1 working with theDIo numbers of targets lines from each CO in Manhattan. | hope to have them
s due 3/23.

b2
b7E
~—Origin —
From: (QTD) (FBI)
Sent: , 2006 Z:ri-nlﬂ_l I
To: (NY) (FBI) OTD) (FBI) NY) (FBI)
bk o I
Subject: : Movement of NY DCS-3000
SENSITIVE BUT UNCLASSIFIED
NON-RECORD



http://UabJ.lflial.iuii

Did you ever receive the equipment sent to you a couple weeks ago?

Cc: [NY) (FBI)
Subject: Movement of NY DCS-3000

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Guys,

h

5;6’
A

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

| I {(OTD) (FBI)

be
Lic

~SE7€FJG

—Ori .
Sent: 06 5:37 PM
To: otD) (F1);] Jomyesn[ v een

| got word today that oumine should be in of
3/27 to move our DCS-3000 and pushing the info into

bz
LR

323 | think you can plan on coming up to NY the week of

| et me know which date works for you. Thanks.

From: NY) (FBi)

Sent; 06 5:37 PM

To: (OTD) (FBI) ]JOTD) (FBI);
Ce: NY) (FBI)

Subject: Movement of NY DCS-3000

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Guys,
I got word today that ou line should
move our DCS-3000 and pushing the info int

work: 212
cell: 9174

k7c

n 3/23. | think you can plan on coming up to NY the week of 3/27 to
Let me know which date works for you. Thanks.




' SEZRET ‘

| just spoke with Everything seems t6 be in order. We'll see how this thing works on
the cluster ring..."
Tentatively speaking, week of 27Feb. We'll give a definite date after | speak with[ to
check his schedule.

k6
h7c

Thnx,
-ca

-----Original M

From: i INY) {FBI) .

Sent: nesday, February 15, 2006 11;

To: iOTD) (FBI) NY) (FBI)

Ce: :ﬁ«m}) (FBI); NY) (FBD)] ] (NY) (FBI)
ade and

Subject: ﬁ CALEA
Importance: High

SENSITIVE BUT UNCLASSIFIED ' Ib;,r,
" NON-RECORD o

o | am forwarding this message to:to get some of the answers for you. Ds on
j Vacation till 2/ 0 is now in the Shield. It is probably about 150-200 feet between the
b7E DCS-3000 an What we can do is run a longer CATS from the port and move the DCS-
3000 closer to you can order two 50 ft cables, S in NJ. What %
is get an additional DCS-3000 for our NJ site wher 5. We can create

o get the info out there. Also, it would make gocd sense to have a DCS-3000 out there for
rposes. You will need a 50 ft. cable for out there too.

wili be ordering a static DSL line into the Shield in the next couple of days. | got authorization to

bhe put it under our covert Title Il account.
L7c
Thanks for the help.
| ]
NYO.Squad SO;
work: 21
cell: 817
--—0Original Message-----
From: DTD) (FBI)
Sent: ruary 15, 2006 8:46 AM
To: . N FBI)
ca el I— T
Subject: le Iupgrade and CALEA
SENSITIVE BUT UNCLASSIFIED e
NON-RECORD 2 o

| Hrle

W]
In preparation for the One Way Push installation I'll need to know what length serial

cables are needed.
Typically, we mhe Lowside Server into the DCS-6000 rack and the HiSide

Server into th ack. We then connect the two servers vi
being said, ho y One Way Push systems are required
or all? How many DCS-6000 systems do you have - three like the jnd in the

314
SEXKET




o5

~1 Oy
M

- SERRET e
same locations? Do we have the rack space in the DCS-6000 for a 2 er, or if
we are required to put more than one in a rack? Do you have enoug Lorts
available on the DCS-6000 itch for (3) servers? Do you have one free port
on eac itch? th serial cable is required to go from the DCS-
6000 rack tq o you have enough UPS ports and power
to handle the additional equipment? Three servers use 750W and the other three
servers use 150W. Please let me know so that | can get the cables made to size.
Usually we use 20ft, 35ft, and 50ft denomonations. Please call if you have any
questions.

Thnx,
bé

703| . I i SYie

——-QOriginal Messagg.-c=-
S — T
Sent: malui 2006 9:03 tm
To: (OTD) (FBI) I(OTD) (FBD

Ce (OTD) (FEI)
Subject: pgrade an EA
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

| know you are avoiding me. The sooner the better. We will start with th S-3000 targets
first. Once we get those working, we will start on some CALEA T-1s. | have theﬁinaking a list for
me regarding how many targets come from each CO. We will start with the biggest Central Offices
first and then go from their. Once | have some numbers | will let you know. bs the TTA in

charge of the DCS-3000 here if you have any questions. Talk to you soon.

~—OQriginal Message----- 2

From: OTD) (FBI) b7E
serts Immss 205,530 B

To: Y) (FBI); j(oTD) (FBI)

Cc: D) (
Subject: Rq Fpgrade and CALEA

SENSITIVE BUT UNCLASSIFIED y

NON-RECORD PO

—_—— k7C

| spoke with] ]today and he has already discussed ssues

and concerns at length. We discussed some possible system configurations,
implementation approaches, and pilot testing. Upon my return to ERF, we will
complete our configuration preparations, perform lab tests to verify operational
performance, and will prepare for?installation. More details to follow. If
you have any further questions, feel free to give us a call. Hopefully, mid to later-
part of Feb2006?

Peace Out,
-ca

315
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¢ SEKET °

PS - We aren't avoiding you, just stalling for opening day at Yankee Stadium...

6 -——-Qriginat M
= Sent , 2006 9:17 AM
To: (OTD) (FBI)
Cc: OTD) (FBI)
Subject: bﬁmnmm:!;

SENSITIVE BUT UNCLASSIFIED b2
NON-RECORD

NN MR L7E

pgrades w don]— Jhould allow us to do CALEA now, correct? | wa
o work witl n my office to push all our FISA from the DCS-3000 intg |
and see how it works. Let me know when we can do this. Soon is better than later.

—1

I think a vacation in NY for a couple of days is just what you need. What do you think?

[lted
~3 Gy
1

qua -
work: 21
cell: 917|

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

e S%ET
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] J(OTD) (FBI)

From: J(NY) (FBI)

Sent: Mﬂa@nﬁﬁ 2006 2:5
To: e (OTD) (FBI); NY) (FBI)

Ce: biC OTD) ( (NY) (FBiy] 1
Subject: REi Erade and CALEA

b2

SENSITIVE BUT UNCLASSIFIED biE
NON-RECORD

Sounds great. Whatever you need let me know.
.—--oﬁglnal %
From: - (OTD) (FBI)

Sent: ary 15, 2006 2:31 PM
To: NY) (FBI); NY) (FB
Ce: I D gomF‘m—Llrm (FRD_ o (ren)
Subject: pgrade an LEA
SENSITIVE BUT UNCLASSIFIED i:f £
NON-RECORD
b7C
| just spoke with Everything seems to be in order. We'll see how this thing works on the
cluster ring....
Tentatively speaking, week of 27Feb. We'll give a definite date after | speak with to check his
schedule.
b6

Thnx, ke
-ca

---~Original Message---—

From: Lo————JVY) 8D

Sent: o 15 2006 11;

To: om) (FBY);

Ce: w&m (FED) (NY) (Fen) [ (FBD

Subjeact: pgrade an N

Importance: High I

SENSITIVE BUT UNCLASSIFIED b7E

NON-RECORD

fiet2)

i?c . What we can do is run CATS from the port and move the DCS-3000 closer & so
you can order two bles S mIN.I_\Mba:.umM.anbahm.n&f to do is get an additional -3000 for
our NJ site where| . We can creat get the info out there. Also, it would
make good sense to have a DCS-3000 out there for contingency purposes. You will need a 50 ft. cable for out
th

]
am forwarding this message to :to get some of the answers for youl___L on Vagation fill
The DCS-3000 is now in the Shield. It is probably about 150-200 feet between the Dcdﬁimrﬁnd

| will be ordering a static| |ine into the Shield in the next couple of days. | got authorization to put it
Tour 317
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|~

under our covert Title Ill account. S%T

Thanks for the help.

| ] b
Squal = i
work: 21
cell: 917

~—---Original Message---—
From: OTD) (FBI)
SerF_lWednesday, February 15, 2006 8:46 AM
To: NV (F

ce:l 0TD) (FBDl |NY) (FBI)
Subject: FW: pgrade and CALEA

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Hi

In preparation for the One Way Push installation I'll need to know what length serial cables
are needed.

Typj , we install the Lowside Server into the DCS-6000 rack and the HiSide Server into
the E;‘ack. We then connect the two servers via serial cable. With that being said, how
many One Way Push systems are required - r all? How many
DCS-6000 systems do you have - three like th
have the rack space in the DCS-6000 fo
than one in a rack? Do you have enoug
switch for (3) servers? Do you have one
serial cable is required to go from the DCS-6000 rack to
you have enough UPS ports and power to handle the addifional equipmen ree servers
use 750W and the other three servers use 150W. Please let me know so that | can get the
cables made to size. Usually we use 20ft, 35ft, and 50ft denomonations. Please call if you
have any questions.

nd in the same locations? Do we o
erver, or if we are required to put more h7E

G
L7C
Thnx

-----Original M ==
From: (NY) (FBI)
To: QTD) (FBI); (OTD) (FBI)

Cc: (OTD) (F

Subj R pgrade and CALEA b
YO

SENSITIVE BUT UNCLASSIFIED b7c

NON-RECORD

know you are avoiding me. The sooner the better. We will start with the DCS-3000 targets first.
Once we get those working, we will start on some CALEA T-1s. | have th making a list for me regarding
how many targets come from each CO. We will smnwﬁ Central Offices first and then go from

-~y

their. Once | have some numbers | will let you know. s the TTA in charge of the DCS-3000 here
if you have any questions. Talk to you scon.

318




b6
]1177(:

[ ]

-----Original M
From: OTD) (FBI)

Sent: , 2

gb«m e
Cc:

Subject: rade and CALEA

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

55
~ &
9]

| spoke wit today and he has already discussedDissues and
concerns at length. We discussed some possible system configurations,
implementation approaches, and pilot testing. Upon my return to ERF, we will complete
our configuration Eregarations, perform lab tests to verify operational performance, and

will prepare fo installation. More details to follow. If you have any further
questions, feel free to give us a call. Hopefully, mid to later-part of Feb2006?

Peace Out,
-ca LIE

PS - We aren't avoiding you, just stalling for opening day at Yankee Stadium...

--—QOriginal Message-----
From: NY) (FBI)
Sent: , 2006 9:17 AM
To: OTD) (FBI)
Cc: TD) (FBI)
Subject: pgrade and CALEA

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

The upgrades we just did on hould allow us to do CALEA now, correct? | wantmo
work wﬁh‘ﬁ in my office to push all our FISA from the DCS-3000 intDand see how |
works. Let me know when we can do this. Soon is better than later. b6
[
l k7C
| think a vacation in NY for a couple of days is just what you need. What do you think?

| |
NYO Squad SO-
work:
cell: 91

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SEDAET




b6

k7

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED -

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

I_____A!OTD! (FBI) —

From: L ____l(NY) (FBI)
Sent: . 15, 2006 11:26 AM
QYD) (FBI)&:LMULT)
(OTD) (FBI NY) (FBI);

To: b7c
)
Subject: pgrade and CALEA

Cc:

Importance: High

1N
=

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

The DCS-3000 is now in the Shield. It is probably about 150-200 feet between t

; am forwarding this message to% get some of the answers for you. | i ion ti 0.
y

we can n a longer CATS from the port and move the DCS-3000 closer to 0 50 ft

cables. ably need to do is get an additional DCS® We

can cred to get the info out there. Also, it would make good sense to have a DCS-3000 out

th | need a 50 ft. cable for out there too. bs
20

| will be ordering a statiq line into the Shield in the next couple of days. | got authorization to put it under our ©7C
.covert Title i account.
h2
Thanks for the help. L7E

——Origin —
From: OTD) (FBI)
Sent: ruary 15, 2006 8:46 AM
To: (NY) (FBI)

Ce: Y0 I— T
Subject: FW de and CALEA
j ggm an 2

SENSITIVE BUT UNCLASSIFIED k7E
NON-RECORD

b6
k7c

Hi

In preparation for the One Way Push installation I'll need to know what length serial cables are

Sﬁ}i@ |



file:///Nhai

s
h7C

needed. SEPﬁET
ically, we install the Lowside Server into the DCS-6000 rack and the HiSide Server into the
rack. We then connect the two servers via serial cable. With that being said, how many One
Way Push systems are ired | ] or all? How many DCS-6000 systems do
you have - three like th nd in the same locations? Do we have the rack space in the DCS-
6000 for a 2U Server, or if we are reqyj ut more than one in a rack? Do you have enough
orts available on the DCS-GOO(EM_&ﬁﬂtch for (3) servers? Do you have one free port on

each switch? What length serial cable is required to go from the DCS-6000 rack t
| |Do you have enough UPS ports and power to handle the additional
equipment? Three servers use 750W and the other three servers use 150W. Please let me know

so that | can get the cables made to size. Usually we use 20ft, 35ft, and 50ft denomonations. oo
Please call if you have any questions. L7E
Thnx b6

1 b7C
703I

----OriginBIIMEﬁanh_—l--

From: NY) (FBI)

Sent: Mm&f, 2006 9:03

To: (OTD) (FBI); 1(0TD) (FBI)

Cc: D) (FBI)
Subject: : upgrade a

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

get those working, we will start on some CALEA T-1s. | have the making a list for me regarding how many targets

; know you are avoiding me. The sooner the better. We vﬁart with the DCS-3000 targets first. Once we
come from each CO. We wirﬂne biggest Central Offices first and then go from their. Once | have some

numbers | will let you know. is the TTA in charge of the DCS-3000 here if you have any questions. Talk

to you soon.
b
~—Qriginal M
From: (OTD) (FBI)
Sent: 25, 2006 5:30 PM
To: N FB:)F(OTD) (F8I)
Cc: OT
Subject: EA
SENSITIVE BUT UNCLASSIFIED

NON-RECORD

| spoke with today and he has already discussed Dissues and concerns at
length. We discussed some possible system configurations, implementation approaches, and
pilot testing. Upon my return to ERF, we will complete our cont@ preparations, perform

lab tests to verify operational performance, and will prepare fo nstallation. More
details to follow. If you have any further questions, feel free to give us a call. Hopefully, mid to
later-part of Feb20067?

Peace Qut,

SEQMET




— ® Sm)é o

PS - We aren't avoiding you, just stalling for opening day at Yankee Stadium...

k6

—Original Message—---- h7C

From: [ ) (FBD)

Sent: Wednesday, January 18, 2006 9:17 AM
To: (OTD) {FBI) e
[ TD) (FBI) A
Subject: |_worade and CALEA b7
SENSITIVE BUT UNCLASSIFIED _
NON-RECORD ﬁz

grades we just did o hould aliow us to do CAL rrect? | wanEo work with
in my office to push all'our FISA from the DCS-3000 int d see how it works. Let me know

when we can do this. Soon is better than later.

; ;!ink a vacation in NY for a couple of days is just what you need. What do you think?

1 ||
NYO Squad SO-1
work; 212 |

cell: o1l

SENSITIVE -BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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c 9k @

OTD) (FBI
_ ]

From: | !(NY) (FBI)
Sent: b6 riday, September 30, 2005 4:48 PM
To: B0 (OTD) (FBI) | kNY) (FBI)
Subject: REI Fell phone Coverage

b2

7

LA

aswrule.gif (2 KB) :Bkgrd.glf
(1 0O0R

We did a test call the other day with the Case Agent and we are only getting one side of tha _
conversation. We monitored the call as it came in here and at the Can you get a hold of|
and see if they have provisioned it for both sides of the conversation. | appreciate the help.
b
- b2
k7C ‘ L7g

{ 3} -RECORD

-----Original Message——--
From:i loTD) (FBI) g
Sent; Fri ber 23, 2005 12:15 P : 70
To: (NY) (FBI);i J(NY) (FBI) ©7E

Subject: RE Cell phone Coverage

SECRET
b1

| looked at your DCS-3000 system and found pen-register data for the target as late as yesterday.
However, there were no "CCOPEN" or "CCClose” messages in the pen-register data, which
suggests there's either a problem with the 'dial-up' line orbas the intercept provisioned for
pen only. | called the ‘dial-up’ line from here and it answered. So, it looks like a
provisioning problem. | left a message fo| | the court-order manager at k
and I'm waiting for her return call.

Also, wheEJ_ﬁugd_mg_'qi_ajl-up' line | did not get the tone that we use with our Harvest Moon b7E
system fo calls. So, | assume the] humber is a simple POTS

analog line. If so, please note that you may not get all intercepted calls in the clear. If you wish,

we can help you remedy this problem. Just let me know.

N SEQET




1

o

219 (Secure Fax)
21 (Non-Secure Fax)

-
LY

SECRET

DERIVED FROM: G- i i
DECEASSIFCATION-ENEMBTON-4—

SECRET

SECRET

From: e LOTD)(CON)

Sent: ober 06, 20 :

To: KOTD)
L IOV EEN
b7 1O ?) (FBI) JOTD) ZBI) ID) (FBi);

OTD) (FBI)] T ; (OTD) b
J I OTD) (FBI} (OTD) (FBI) Te

Subject: Spend Code Descriptions

Follow Up Flag: Follow up

Due By: Wednesday, October 12, 2005 12:00 AM

Flag Status: Flagged

UNCLASSIFIED e

NON-RECORD L7c

In reviewing the Spend Plan's descriptions with

changes that may not be reflected in the currer

it has been determined that FY06 wil! bring about several

write up. In order to realign the mission goals/objectives, please

review the current write ups to ensure that it is aligned with FYO6 tasks.

326 S EBEF/




@ SEGRET o

Ex: SBIT should include TMD , DCS-NET, Outreach Conferences, DCS3000 Upgrades.

If these items align with major tasks for FY06, consider including them in the write-up.

These adjustments will provide a more accurate account in our Spend Plan and will be used in Unit brief to
the AD and in my quarterly submission to SRU,

If you should have any questions or concerns, please see me or

I i b6
TICTU }b*;c
70
UNCLASSIFIED
| KOTD) (FBI)
From: (AL) (FBI)
Sent: 05 3:55 PM
To: (QIRLERD
Ce: AL) (FB! |(AL) (FBI)
Subject: Pen
o2
b6
UNCLASSIFIED L7C
NON-RECORD - b7z

I ' information about where to send the order. FYI, the woman's name ig |
a fax). | will be sending the order right after | send this email.

1 connected our DCS 3000 computer to the switch in our rack here in the RA which has the 'aquipment hook-up.
The following information appears on the switch: b1

8

b2
b 7E

Hopefully that info gets you into the computer. The username that came up when | fired up the computer was DCS3000
admin. | tried logging on with no password but that did not work. |s there a generic PW that we use on these terminals?

The target phone number in our case isl The order was signed| |
from the date filed.
:I;aid to go ahead and talk tcl__—lo get the network connection established and as soon as she is satisfied with ]ff
the order, she will tel 0 start sending data. 5 ;c
b78

Just to let you know, | submitted and RMS yesterday on this subject if you want to close it out. The number is 106877.

i der, | noticed it is also an order for th hone of the target which ig pvith
Do you have a POC there where | can send to court order to get the ball ralling on that as well.

Do you need me to fax you a copy of the order for any reason?

| have not been to training on DCS 3000. Can you remind me how we upload the data we recieve ta Telephone
applications or send me any instructions on how the system works.
327
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The file number in the case is 166E-AL-47016.

SAI I
Albany Division - Syracuse RA

(315
{315 cell) e
b7C

UNCLASSIFIED

DTD) (FBI)

From: | (SE) (FBI)

Sent: i 85 PM

To: (ITD) (FBI)
Subject: Dcs-aood_____ ]

SENSITIVE BUT UNCLASSIFIED oz oo
NON-RECORD '

Why 1 come back with no record in the DCS-3000? This came up on our
targe Jon calis today. Itis in Alexandria, VA. Even the IAP check came back with nothing. | thought you
guys had the DC area pretty well bianketed. Should there have been some info regarding thig Jin the DCS-
30007 ’

SENSITIVE BUT UNCLASSIFIED

{oTD) (FBY)
From: ke L (SE) (FBI)

Sent: b7C I;hu;sdauml_‘l.ﬁ_z -28 PM
To: (ER) (FBI)

Subject: RE: DCS-3000 Comments

b
UNCLASSIFIED k7¢
NON-RECORD

b2

Okay, we'll keep the sector offset thing in mind. Maybe the program could be modified in the future to make that ©1E
adjustment for us?

A couple of other thi i st night on our newest caper. We didn't actually get any cell site hits on this one, but as
I was trying to sho ow this thing works, I noticed a couple of bugs.

328"




(1) SEDKET C
/7
| know I'm being kind of a pest, but please bear with me and don't filter me off of your email. Thanks. o
e L7E
cate k7

---—Origjpal Message--——-
Sent: nesda ril 14, 9:27 AM
Subject: RE: - Comments

UNCLASSIFIED

NON-RECORD b2

k7E

Yeap. | looked in on your system this morning. It was configured for a B?Wnunlchange it, just
chi Configure and set the offset to 0 degrees. That should work with If you have a
target, just set it to 60 degrees.

----- Original Message-----
me:m (SE) (FBI)
Sent: nesda I 2004 11:58 AM
Subject: RE: - mments

e

b7C

UNCLASSIFIED
NON-RECORD

o2 Thanks for the reply, Regarding theE:ata you have re?arding that this was indeed th
b7E | i j i got from i 4




e
b7C

b7E

® ®

-----0rigi ————

From _ ER) (FBI)

Se il 14, 2004 7:30 AM

To (SE) (FBI) oe

Subject: RE: DC5-3000 Comments P

UNCLASSIFIED

NON-RECORD
b2
b7E

Thanks for the info. Here are some of my thoughts:

1. initiglly looked aDand were not impressed with the imz ity of the maps or the fact
tha nnot load/handie more that about 25,000 site location lone has more that 51,000
sites), s0, we went with Microsoft.

2. Therg's a hook in the DCS 3000 Client software that can feedzor any other GPS ing system
with cell-site position information in real-time. We developed this feature to integrate with ou van-
based systems. The idea is to have the DCS 3000 feed lat/long information vi

van. A direct connection from a com port on the DCS 3000 Client machine to a

accomplished with a null-modem serial cable. The problem with this technique is that it will not display sector

information on the external mapping application.

3. Sector information is somewhat tricky. The Tracker application has a configuration setting for sector offset.
We had to put this feature in because not all carriers use the itioning convention. For
example@f is typically centered at 60 degrees:fa:fﬁvpicaﬂy centers its first sector
at 0 degrees as been providing us with additional information about the azimuth and beamwidth of
or. For example, the last query your syst e last Friday at 16:50 EDT was fol______]
ﬁ::ﬁwhich corresponds to entered :E:_aregrees with a beamwidth of_Hegrees. | received
and loaded an updated list of al ell-sites on last Friday afternoon. I'm very surprised to hear that
e information that you received fro as different than the data that | received the same rom
ﬂOne thing that comes to mind is that maybe your Tracker application was configured for %
degree offset (fo If this was the case then all the displayed sectors would have been off b
degrees.

uture, if you are experiencing difficulty with therlease don't hestiate to call me at 800

hé
ke

----Oiigingl Message-----
From SE) (FBI)

Sent: Monday, April 12, 2004 1:26 PM

UNCLASSIFIED
NON-RECORD

330
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b7C Il just wanted to pass on a few comments regarding the cell site mapping function on the DCS-3000.

First, we were using the mapping funtion last Friday (right after | got off the phone with you) on a

kidnapping case where we were receiving information that the victim was at the same location as our cell

phone, and that she was severely injured and close to death. We got some phone traffic, and had people

searching the sector we identified from the DCS-3000. It was outstanding to have the location information

immediately instead of having to spend 20 minutes getting it from the phone company. The problem was
o that your sector information was wrlﬂtwe had a couple of hits off adjacent cell sites, but opposite
¥

VTR sectors, | got suspicious and called he cell location in the DCS was accurate, but the sector
info was wrong on both of the cell sites we were hitting. We had to send our searchers off in the opposite
direction, having blown 45 minutes. As it turned out, the whole thing was a hoax and there wasn't really a
life and death situation, although it just as easily could have been one. Bottom line, bad info is worse than
no info. From now on, we are going to be treating the DCS mapping info as a head start, but we are still
going to be calling the phone company to confirm the info. This negates one of the great advantages of
the mapping system, but it doesn't yet seem to be at a level where we can rely on the DCS mapping info
as a primary source.

Given the potential utility of this system, which is phenomenal, | really think you guys should try to
scrounge more resources for the project. We should have somebody in your unit whose primary
responsibility is the building and maintenance of the cell site data base, with frequent and regular contact
with the carriers. This thing could really be a fantastic tool.

One thing that is cumbersome that ! think could be improved is the fact that you use the| |
o2 software running on a computer at ERF, with the screen shots being transmitted out over the network.

b7E The problem with this is that we are not able to use the features of the mapping software, such as
zooming in or out or clicking on points to get an address, at the user terminal. We have to have a map
book next to the terminal to overcome this. Why can't we load the software at the DCS-3000 workstation,
and have the local software query your database? That would be twice as useful.

As | understand it kes a big chunk of memory because it loads one giant map of the
k2 whole country. If we us e could load maps by state, which would greatly reduce the
o memory required, if that is an issue. Actually, it would be nice to u ust because itis a

b7C program that all of the TTAs already know how to use for tracking. AlSQ, 1 igali ing/cost issue
B7E withi%l think]#at PSU has a huge licensing agreement wi that would
W U

pro t it on all of our DCS-3000 machines,

These are some comments and suggestions for improvement, but overall you guys really have put
together some great stuff.

;eattie ba .

UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED
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UNCLASSIFIED
TD) (FBI
R ]
From: SE) (FBI)
Sent: 11:58 AM
To: (ER) (FBI)
Subject: b6 : - omments
ki
UNCLASSIFIED b7E

NON-RECORD

Thanks for the reply - Regarding thezd a you have regarding t
uere doaline sith _And tha infarmatinn wa o s I YT h

-----0Original Message---—
rromf:‘:lrem (o) s
Senf= Wed?esdf: AEri 14,2004 7:30 AM  L,7C

To SE) (FBI)
Subject: RE: DCS-3000 Comments

UNCLASSIFIED
NON-RECORD

Y3
h7c

“

Thanks for the info. Here are some of my thoughts:

1. itially fooked a!%land were not impressed with the image quality of the maps or the fact
tha annot i0ad/nandie more that about 25,000 site location lone has more that 51,000 sites); so,
-

we wWe icrosoft.

2. There'’s a hook in the DCS 3000 Client software that can fee4:or any other pping system with

cell-site position information in real-time. We developed this feature tq integrate wi an-based systems.
van. A direct

connection from a com port on the DCS 3000 Client machine to g machine can be accomplished with a null-
modem serial cable. The problem with this technique is that it will not display sector information on the external
mapping application.

The idea is to have the DCS 3000 feed lat/long information via cew to a

3. Sector information is somewhat tricky. The Tracker application has a configuration setting for sector offset_ W
had to put this feature in because not all carg e sector positioning convention. For exa

sector 1 is typically centered at 60 degrees;wpically centers its first sector at 0 degrees as
been providing us with additional infoermation about the azimuth and beamwidth of each sector. For example, the last

your system made last Friday at 16:50 EDT was fo hich correspgl sector centered at
| gegrees with a beamwidth of| hegrees. | received ted list of ell-sites on last
riday afternoon. I'm very surprised to hear that the information that you received fro as different than the

data that | received the same day from

was ured for egree offset (for
off b@tiegreesd-—_lij

ne thing that comes to mind is that maybe your Tracker application
If this was the case then all the displayed sectors would have been




o
h7C

S%ET

. S@&T ‘

In the future, if you are experiencing difficuity with theD please don't hestiate to call me at 8004 b7E
ké
—--Orlr.LnaJ.Massaam.'{ h7e
From: SE) (FBI)
Sent: Mo il 12,2004 1:26 PM
To; ER) (FBI)
Cc ER) (FBI)

Subject: DCS-3000 Comments

UNCLASSIFIED ' o2

NON-RECORD b7E

I just .wanted to pass on a few comments regarding the cell site mapping function on the DCS-3000.

First, we were using the mapping funtion last Friday (right after | got off the phone with you) on a kidnapping case
where we were receiving information that the victim was at the same location as our cell phone, and that she was
severely injured and close to death. We got some phone traffic, and had people searching the sector we identified
from the DCS-3000. It was outstanding to have the location infarmation immediately instead of having to spend 20
minutes getting it from the phone company. The problem was that your sector information When we
had a couple of hits off adjacent cell sites, but opposite sectors, | got suspicious and calledm’he cell
location in the DCS was accurate, but the sector info was wrong on both of the cell sites we Were hitting. We had
to send our searchers off in the opposite direction, having biown 45 minutes. As it turned out, the whole thing was
a hoax and there wasn't really a life and death situaticn, although it just as easily could have been one. Bottom
line, bad info is worse than no info. From now on, we are going to be treating the DCS mapping info as a head
start, but we are still going to be calling the phone company to confirm the info. This negates one of the great
advantages of the mapping system, but it doesn't yet seem to be at a level where we can rely on the DCS mapping
info as a primary source.

Given the potential ufility of this system, which is phenomenal, | really think you guys should try to scrounge more
resources for the project. We should have somebody in your unit whose primary responsibility is the building and
maintenance of the cell site data base, with frequent and regular contact with the carriers. This thing could really
be a fantastic tool. .

One thing that is cumbersome that | think could be improved is the fact that you use the] poftware
running on a computer at ERF, with the screen shots being transmitied out over the network. The problem with
this is that we are not able to use the features of the mapping software, such as zooming in or out or clicking on
points to get an address, at the user terminal. We have to have a map book next to the terminal to overcome this.

Why can't we load the software at the DCS-3000 workstation, and have the local software query your database?
That would be twice as useful,

As | understand it ] kakes a big chunk of memory because it loads one giant map of the whole
country. if we used Jwe could load maps by state, which would greatly reduce the memory required, if
that is an issue. Actually, it would be nice to useﬂjust becauseitisa %\we TT
already know how to use for tracking. Also, if there is a licensing/cost issue wnr!i I thin

at PSU has a huge licensing agreement witl-:hat would probably allow Us 10 put it on an of our

3000 machines.

These are some comments and suggestions for improvement, but overall you guys really have put together some
great stuff.

h7C




UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

| J(OTD) (FBH

From: | (SE) (FBI)
Sent: s 26 PM

To: b7C (ER) (FBI)
Cc: " FER) (FBI)
Subject: DCS-3000 Comments

b2
UNCLASSIFIED s k78
NON-RECORD hic

II just wanted to pass on a few comments regarding the cell site mapping function on the DCS-3000.

First, we were using the mapping funtion last Friday (right after | got off the phone with you) on a kidnapping case where
we were receiving information that the victim was at the same location as our cell phone, and that she was severely injured
and close to death. We got some phone traffic, and had people searching the sector we identified from the DCS-3000. It
was outstanding to have the location information immediately instead of having to spend 20 minutes getting it from the
phone company. The problem was that your sector info i ong. When we had a couple of hits off adjacent
cell sites, but opposite sectors, ! got suspicious and mllw he cell location in the DCS was accurate, but the
sector info was wrong on both of the cell sites we were hitting. We had to send our searchers off in the opposite direction,
having blown 45 minutes. As it turned out, the whole thing was a hoax and there wasn't really a life and death situation,
although it just as easily could have been one. Bottom fine, bad info is worse than no info. From now on, we are going to
be treating the DCS mapping info as a head start, but we are still going to be calling the phone company to confirm the
info. This negates one of the great advantages of the mapping system, but it doesn't yet seem to be at a level where we
can rely on the DCS mapping info as a primary source.

Given the potential utility of this system, which is phenomenal, | really think you guys should try to scrounge more
resources for the project. We should have somebody in your unit whose primary responsibility is the building and
maintenance of the cell site data base, with frequent and regular contact with the carriers. This thing could really be a
fantastic tool.

One thing that is cumbersome that | think couid be improved is the fact that you use thﬁ |software running
on a computer at ERF, with the screen shots being transmitted out over the network. The problem with this is that we are
not able to use the features of the mapping software, such as zooming in or out or clicking on points to get an address, at
the user terminal. We have to have a map book next fo the terminal to overcome this. Why can't we load the software at
the DCS-3000 workstation, and have the local software query your database? That would be twice as useful.

As | understand i takes a big chunk of memory because it loads one giant map of the whole country. If
we use e state, which would greatly reduce the memory required, if that is an issue.

Actually, it would be nice to us just b that all of the TTAs already know how to use for
tracking. Also, if there is a licensing/cost issue with thin tPSU has a huge licensing
agreement with_____Jthat would probably allo our 0 machines.

]r)’)

These are some comments and suggestions for improvement, but overall you guys really have put together some great ]TL G
stuff. 7 C
. 78
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Seattle
UNCt ASSIFIED
(OTD) (FBI)
From: L J(cJis) (FBI)
Sent: esdav Mav 30 2008 9:45 AM
To: SecD) (FBI) OD)(FBhH] |
be coyoeB  JiD) (FBD)]
Io7C OTD) (FB O1D) (FBL: (CASIFBN
(SecD) (CON); TAS) (- BN FL :
Cc: (c T ~cDYEBN: |
‘ SecD) (FBIy|_______ [(CJIS) (FBI); CJis) (FBI)
Subject: > Contingency Exercise schedule for May 31, 2006
UNCILASSIFIED
NON-RECORD
:— The NCIC ISSO is] ~ |and the NCIC Contingency Plan exercise was completed in April 2006.
Thanks 4
b6

Thanks ] Ps.
CAQ IT Security Program

EEE—
Ext.

-----Qriginal ‘

b I— A

Sent: Juesgav. May.30,.2006.9.28 AM

To: | ITOD) (FBI

; i CUIS) (FBD :
DAVID K. R D){FBI); (CJIS) (FBI)
Cc: (CO1S) (FBI); SecD)(FBI);| (SecD) (Fan;ﬁam
G I 56
Subject: Contingency Exercise schedule for May 31, 2006 7¢
UNCLASSIFIED be

NON-RECORD lee

All,
We need to have a contingency exercise tomorrow to test the following systems:

CoDIs
CHEMNET
CPUIMS
DCs 3000
FOISS
LEO
NCIc
NICs
PTSS
RDEX
SACS

soer




b2
bhs
e T K e T
k7R

UNCLASSIFIED

UNCLASSIFIED

[ JotD) (FBY)

From:
Sent: , 200
To: OTD) (FBY) JoTp) (FBIY |

Ce: OTD) (FBI)
Subject: ETMU TEM

(OTD) (CON)

UNCLASSIFIED
NON-RECORD

[ am trying to finalize the time slots for the Technical Exchange Meetmg on Monday 17 October in the Milwaukee Field
office. The time slots are:

09:00 - 11:00 k6

11:00 - 12:00 Lunch b7C

12:00 - 14:00

14:00 - 16:00

The two sessions that | am looking to TICTU for presentations are on the DCS3000 ing technologies and
on the DCS5000 areas for system improvements. | have discussed my desires wi n the DCS3000 bl,j

j at this session may be confused with the Subject Matter Expert presentations. | have also mentioned this to
for the DCS5000 but have yet to get a commitment.

My initial thoughts were to have the 12:00 slot for the DCS3000 and the 14.00 slot for the DCS5000. Please let me know if
that works or an alternate slot that works better.

ELSUR Technology Management Unit oo
Ele i eillance Technology Section, OTD ;.
540 Desk) L7c
540 Fax)

540 (Cell)

UNCLASSIFIED




o T 2

| IOTD! (FBI)

From: ‘(OI) (FBI)

Sent: ar 27, 2005 7:38 AM

To: Ibfi_‘ (CD\ (FBI)

Ce: b1C | oT1D) (FBI)[ lon (FB1)]
(O1) (FBI); Ol) (FBI)

Subject: FW:

UNCLASSIFIED

NON-RECORD

FYI, for the DCS-3000 (see below)

THANKS!)

From OTD) (FBI)
Sej.t.'.MnndaLQm r 24, 2005 5:16 PM
To _ OI) (FBI)

Subject: RE:

UNCLASSIFIED

NON-RECORD

Regarding the DCS-3000:

b7

(1) a complete description of the types of FISA information stored:
The only information collected and stored by the DCS-3000 is pen-register/trap-trace data. Per CALEA, this information is
intercepted by the targets' service providers and delivered to the DCS-3000 in standard formats. The information is

parsed based on target telephone number and stored

in text-formatted files for each target.

(2) an explanation of how FISA information can be searched and retrieved:
Most field offices use the DCS-3000 as a "front-end” collector. The pen-register/trap-trace information collected by the
DCS-3000 is uploaded to the Telephone Application (TA) database at HQ. The FISA pen-register/trap-trace information
can be searched using search tools provided by the TA database on FBI Net. The DCS-3000 also has a rudimentary
report generation feature and simple text-based search tools for use by technically trained agents and system

administrators.

(3) how the FBI's standard minimization procedures are implemented:
The DCS-3000 only collects pen-register/trap-trace information.

k6

b7c

~—--Oridi .
Fram: OI) (FBI)

Sent: Monday, October 24, 2005 2:36 PM
To[ kcp) (FBT)
(OI) (FBI)

d O1) (FBI); OI) (FBI)
Fﬂn:ﬁm_ NY) (Fanl_";u_-](co) (L'FLBIB CyD)
TO'I'DJTFBD'IJ OTD) (FBI); [ (OTD) (F8)

337
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Q(OTD) G| JoTD) (FeY)
ubject: RE:
ke
k7C
UNCLASSIFIED
NON-RECORD

All: The FISA Court (FISC) is seeking information about "databases” that contain raw FISA material or U.S. person
information from FISA intercepts that is not in indices.

n fill in the gaps and correct any misstatements below.)
f FIS

A information stored:

b7E (2) an explanation of how FISA information can be searched and retrieved: Access to FISA audio Is generally
restricted to the linguists assigned to the case, the supervisor, the case agent, and the system administrator

in the office where the audio Is collected. Users can search and retrieve FISA audi Signal R
Information {date/time of call, outgoing telephone number dialed, etc.).

ow the s standard minimization pr ures are implemented: Linguists read and sign the court orders
certifying that they understand the minimization guidelines specific to each case.

{also various legacy systems includinf ]tc.) ( believel  can answer the
ar \ . |

DCS-3000: can answer the questions about DCS-3000 below.)

(1) a complete description of the types of FISA information stored:

(2) an explanation of how FISA information can be searched and retrieved:

(3) how the FBI's standard minimization procedures are implemented: k6

(S kC
‘ believ%can answer the questions below.)
a complete de: e types of FISA information stored:
(2) an explanation of how FISA information can be searched and retrieved:
(3) how the FBi's standard minimization procedures are implemented:

ol

b2
b7E

k (I think] fcan answer these questions.)

(31,

I ! g b1

(1) a complete description of the types of FISA information stored: t;
(2) an explanation of how FISA information can be searched and retrieved: =
(3) how the FBI's standard minimization procedures are implemented:

16 NY Tech Cut Database | _lin NY can direct you to someone who can answer the questions below.)

©hiC
(1) a complete description of the types of FISA information stored:
{2) an explanation of how FISA information can be searched and retrieved:
(3) how the FBl's standard minimization procedures are implemented:

338
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9 SB@ET
| |SO'TD)JFBI)
From: | IZOI) (FBI)
Sent: onday, October 24, 2005 2:3’? PM
To:
cz: b6 jmiion (FBIY

h7C

D) (FBI),
(OTD) (FBY)
Subject: RE:
UNCLASSIFIED
NON-RECORD

All: The FISA Court (FISC) is seeking information about “databases” that contain raw FISA material _c_r U.S. person 1z
-information from FISA intercepts that is not in indices. . b7E

| ban fill in the gaps and correct any misstatements below.)
{1} a complete description of the types of FISA information stored:

(2) an explanation of how FISA Information can be searched and retrieved; Access fo FISA audio Is generally
restricted to the linguists assigned to the case, the supervisor, the case agent, and the system administrator in
the offlce where the audio is collected. Users can search and retrieve FISA audio by Signal Related Information

: sts rea
certifying that they understand the minimization guidelines specific to each case.

Iso various legacy systems includint | believ can answer the gj? o
) % o

and sign the court orders

bl

DCS-3000: |n__r':|:an answer the questions about DCS-3000 below.) 6

{1) a complete description of the types of FISA information stored: b7C oY
(2) an explanation of how FISA information can be searched and refrieved: h7E
(3) how the FBI's standard minimization procedures are implemented:

l: E - beﬁev:can answer the questions below.)
a complete description of the types of FISA information stored:
(2) an explanation of how FISA information ¢an be searched and retrieved:
(3) how the FBI's standard minimization procedures are implemented: ]Ilkol
D6

L Rinkd k i b7C

(8] .

FToUT BE 207 10 rSwer e quesuons Delow.)
a complete description of the types of FISA information stored:

(2) an explanation of how FISA information can be searched and refrieved:
{3) how the FBI's standard minimization procedures are impiemented:

NY Tech CutDatabase || NY can direct you to someone who can answer the questions below.)
{1) a complete description of the types of FISA information stored: b

340 bh7o
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- %ET 9
OTD) (FBI
From:

P SPRRE m— ()
ent;

. B 2006 10:41
To: - OTD) (FBI) oTD) (FBI)
Subject: es [nformation

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

comes into th

k2
b6
. h7c
SENSITIVE BUT UNCLASSIFIED k7
|=_=éOTD) (FB1)
From: L JMM) (CON)
Sent: Thursday. April 06, 2008 11:25 A
To: ) (FBY); OTD) (FBI)
Ce: (OTD) (FBY) (M) (FBI){ |
o6
Subject: b7c 30 setup
Importance: High bl
b2
15}
SECRET 7C
RECORD 269-HQ-1366780 ©L7E

g) | —
(5 T
Eﬁgo GR30 is setup and connected to the network.” Thé liig ¢urrently connected: th the card iD

lease advise as to what further coordination is required between us (Miami), the CO and your end.

ELSUR Technology Management Unit (ETMU)

Electronic Surveillance Technology Section (ESTS)
Operational Technology Division (OTD)

342
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k2

30 (Desk) k6
7 (Cell K7c SEP(U
30 (Fax)

SECRETY

| | $OTD] gFBI)
From: NY) (FB1)
Sent: b6 %& 2006 2:04 PM

To: k7C (OTD) (FBI)
Subject: E: DCS 3000 question {SMS)
UNCLASSIFIED

NON-RECORD

b2
Is there a way fo decode the SMS that actually have content? Currently, the message appears to be in a L7E
hexidecimal format under the Telephony log.
Thanks, beé
k7C

o —

-—---Qriginal Message--—

From: OTD) (FBI)
Sent: , 255 PM

To: NY) (FBI)

Subject: : question (SMS)

UNCLASSIFIED
NON-RECORD b5

| looked at the raw data. The SMS messages that did not show a message all had a message length of 16 bytes. The
SMS messages that were decoded all had message lengths much greater and varied, and the GSM headers in these
were from 4 to 14 bytes long. And, most importantly, the SMS messages with no message content all followed
incoming calls that were redirected to voicemail. So, | think you're getting all the pertinent content from the intercepted
SMS messages; the ones with no message content are most likely voicemail indications sent to the phone.

—--Origi
R m— Y
, s

Sent: PM
To: (OTD) (FBI)
Cc: XNY) (FBI)
Subject: DCS 3000 question (SMS)
UNCLASSIFIED
NON-RECORD g

ks "':C

343
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0 o< 9

We currently have FISA coverage With SMS coverage. The attached SMS log shows quite a few LE%F
b2 messages, but there is ho associat them with the exceptions of a few. S
6

I 7C Additionally, the me: do not show up iDor the few messages that actually appear in the SMS Iog, the

7R message appears insﬁnder the Telephony log as hexidecimal numbers.

Thanks,

i —

<< Fjd > 7R

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED h2

. joTD) (FBI)

From: (NY) (FBI)
Sent: b i .
To: bh7C OTD) (FBI)
Cce: ) (FBI)
Subject: question (SMS)

UNCLASSIFIED
NON-RECORD >

We currently have FISA coverage omﬂh SMS coverage. The attached SMS log shows quite a few
messages, but there is no associated text on most of them with the exceptions of a few.

Additionally, the messages do not show up lD For the few messages that actually appear in the SMS log, the

message appears i nder the Telephony log as hexidecimal numbers.
Thanks,
| | T
21 bIc
iE_

344
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9 SRRRET =)

UNCLASSIFIED

| 1(OTD) (FBI) — e—

From: L | (wF) (FBI)

Sent: b6 05 4:03 PM
To: ¥ le (OTD) (FBI)
Subject: RE: TA Uploads

UNCLASSIFIED
NON-RECORD

Thanks. | am going to forward this tol |

-----0Original

From: D) (FBI) |
Sent: g 01, 2005 3:34PM |
To: (WF) (FBD) ’
cc: | (OTD) (FBI)
Subject: 1A Uploads
UNCLASSIFIED
NON-RECORD_

We are working on a "single file" upload scheme for the DCS-3000. This new method will combine all CONRS
formatted call records for all DCS-3000 targets into a single file for upload to TA on a periodic basis (once a day or
once a week or whenever you choose). The software solution should be available within the next two weeks. We will
also provide you with a CD or DVD writer (which ever you choose) to use with the new system. Hopefully, this will
reduce the resource overhead and make TA upload a more pleasant experience.

UNCLASSIFIED

UNCLASSIFIED

345
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lOTD) (FBI)
From: | L . ] (OTD) (CON)
Sent: s Ilﬂhd.nasdaLAnnLﬂﬁ.Zﬂ.Qﬁl‘HO PM
To: R ‘ OTD) (FBI)
Subject: RE: TTEC Question

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

I will just use DCS3000. Thanks man.

~1 Oy

703

---—-Qriginal Message-—- .
R me— Y :
Sent: Wednesday, April 05, 2006 4:28 PM
To: I PTD) {CON)
Subject: . uestion

SENSITIVE BUT UNCLASSIFIED
NON-RECORD_

| suppose. I'm not sure what a bi-lateral resultis ....

-'"-Ol'i i —
From: Il i[OTD) (CON)
Sent: 38 PM
To: OTYD) (FBI)

Subjects TTEC Question
SENSITIVE BUT UNCLASSIFIED g
NON-RECORD b7

mentioned the Canadians using the DCS3000. Can | use this or anything else as a bi-lateral resuit?

0[]0

703

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

346




9 SEL7(ET s
| |OTD! !FBI!

From: 1 ](OTD) (CON)
Sent: o6 sday, April 04 2006 5:48 PM

To: 7o (OTD) (FBI)
Subject: TTEC Question

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

:‘nentioned the Canadians using the DCS3000. Can | use this or anything else as a bi-lateral result?

ks

' b7C
e e— i
o ]

SENSITIVE BUT UNCLASSIFIED
| |OTD) (FBI)
From:
Sent:
To:
Subject:
b6
k7C

~SECRET/NOFOR™
RECORD 319-HQ-A1487677

——-Qriginal McssEge—-

From: (OTD)(CCN)
Sent: ptisadar Ju 31,2006 10:15 AM
To: - OTD) (FBI)
Subject: RE: Contingency plan information

SECRET/NOFORN—
RECORD 319-HQ-A1487677

Can you of] Isend a copy tof fSecD) (FBI)
ICTU ISSO

{0) 703 e
(P) 703- h7C
{C) 703

--—Qriginal Message-----
From: . (OTD) (FBI)
Sent: 9:58 AM
To: OTD)(CON)
Subject: RE: Contingency plan information

347




€ s o

~SECRET/NOFORN™—"
RECORD 319-HQ-A1487677

He

thanks!

ays he already did this for the 3000.

b6
ic

““‘oﬁglna%
From: (OTD)(CON)

Sent: 9:36 AM

To:

OTD) (FBI)

Subject: FW: Contingency plan information
SECRET/NOEORN——
RECORD 318-HQ-A1487677

Here's the form thatl needs filled out.

[ Incruisso o6
(©)70 Ib%r*.
(P) 70 N
{C)70
-----Original
From: SecD) (FBI)
Sent: 35 AM
To: (OTD)(CON)
Subject: RGENCY plan information

RECORD 319-HQ-A1487677

<< File: scenariol.doc >> The form is in the back with the lessons learned, please
personalize to your system.

Thanks

—

——--0rigi
From: s‘m.i;l'm'ﬁm___—__low)(com)

Sent: _Monday July 31 2 :24 AM
To: SecD) (FBI)
Subject: RE: Contingency plan Information

SECRETIUNORORN—
RECORD 319-HQ-A1487677 b2

own contingency plan. At the ERF, we have a working copy of the stem. _This system is nota
production system as it is only used for development.  Should it go Gown & secondjystem is located in
the CSOC. That system can serve as a backup in the event ERF or some other site goes down. | don't know that

* sgbﬁT

Attached is our contingency plan. It is setup as a guideline for the %tes to follow in the creation of their
Y




@ T ®

this plan has been fully tested as it would require re-provisioning phone lines (read cost money).
<< File; DCS 5000 APPENDIX Q Contingency Plan.doc >>

C JTicTU 1SS0 e
(0) 70 b
(P) 70 o
(C) 70

OVFDEU%—I
From: SecD) (FBI)

Sentx 250 PM
To: TD)(CON)
Subject: RE: Contingency plan information

UNCLASSIFIED
NON-RECORD

Qa test contingency plan for the DCS 3000 system. I will provide you the
training information and we need to test this plan asap. Therefore, one day next
week. The auditors are here and are looking for docu.mentat:l.on for a tested
contingency plan for this system.

s
-----Original M
From: JOTD)(CON)
Sent: Monday, July 24, 2006 9:45 AM
To: SecD) (FBI)
Subject: FW: Contingency plan information
UNCLASSIFIED

NON-RECORD

I

Exactly what do you need concerning the DCS 50007 If you have a pony that would be nice.
ISSO

-----Original Message-----

From: FL - OTD) (FBI) .

Sel uly 17, 2006 2
To: (OTD)(EBD: (OTD) (FBI)
Ce: (OTD) (FBI); (OTD){CON)
Subject: FW: Contingency plan information

UNCLASSIFIED ’

NON-RECORD 6

s¥[®

Can your ISSO provide the information requested for the DCS-30007?

SPERET

Thnx,



http://innct.cn

koz

bhé

o7C

L1

o SHCRET

~----Original M

From:

SecD) (FBI)

4

Sent: Monday, Juiy 17, 2006 12:16 PM

To: OTD)(CON)

Cc:: %;om) (cou)' for) (FBI): (OTD) (FBI)
Subject: . Contingency plan information

UNCLASSIFIED
NON-RECORD b6

hic

I need contingency plan results for the following systems:

Data Collection System 3000

Data Collection System 5000

rigina 4essa|£g-

JoTD) (con);|

From: KOTD) (FBI)
Sent: 112 PM
To: D) (FBL
cc: J(OTD)(CON);
(OTD) (FBI)
Subject: RE: Contingency plan information
UNCLASSIFIED ke
NON-RECORD b7C

Per our phonecon |

] (oD) (FBI);

Jis the ISSO for the systems in question. I'm

sure he will be able to provide anything you need. Though | believe that he may be out
of the office at least part of this week.

ELSUR Technology Management Unit (ETMU)
Electronic Surveillance Technology Section (ESTS)
Operational Technology Division (OTD)
ERF, Quantico, VA

Tel: (703

Cell:(20

Fax:(703]

-----QOriginal M
From: ) (FBI)
Sent: M 126 AM
To: OTD) (FBD)
Subject: Contingency pian information
UNCLASSIFIED
350
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0 s 9

NON-RECORD

1 1

I need contingency plan results for the follov}ing systems:

o6 Data Collection System 3000
biC Data Collection System 5000

Thanksg

————

UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

DECTASSIFT-ONT20S 10731
SECRET//INOEOR

SECRET//NOFORN
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|OTD) (FBI)
From: L JloTD) (FBI)
Sent: b6 Thursday, May 04, 2006 10:45 AM
To: Lc B (OTD) (FBI);} 1(OTD) (FBI);} |
- (ITD) (CON)
Ce: OTD B
ca)(FBy]  J([CG)(FBI)] ;
(OTD) (FBI);
Subject: Chicago DCS IP plan
b1
UNCLASSIFIED o
NON-RECORD WTE
Hi all,

There has been a slight change to the IP address plan for the Chicago move. We have temporarily allocated a new block
of IPs to the old building and a new block to the new building. Here is the list of events that need to happen:

Going with this plan will make the transition much more simple. The drawbacks are having to change the VB and RW IP
addresses after the systems are up and running, or, if we skip step 6, then the waste of a block of IPs.

If anyone has any questions about this, please give me a call.

thanks!

703 | s
h7C

UNCLASSIFIED

352




— " G S;Z{?ET 0

Additionally, is the SMS PRTT data stored in Proton? And if so is it input solely into Proton or is it also stored
locally in the field?

b6
Thanks, hc

——1

204

-==-0riqi —

From: i ](CTD) (FBI)
Sent: , 2006 4:02 PM
Subject: FW: Question a MS messages

SECRET/ORCON,NOFORN
RECORD 315M-HQ-SECRET

FYt

b6
k7C

SEERET//ORCON,NOFORN
RECORD 315M-HQ-SECRET

1

My experience with sms is those sent to/from cell phones {don't know if there's any other use). Those are
normally collected when we go up on a cell phone. DCS-3000 is designed to collect the sms (and its pretty good
atis). So, if we are talking about is getting sms for a particular cell phone, with an order authorizing sms collection
any TTA in the field can easily do it.

Other than that, | am thinking it would just be another network collection where we would tap into their system and
collect data base on identfiers.

--—0Origina) M
v — Y
Sent! y, January 19, 2006 3:49 PM
i — 1) n—— Y
Subject: FW: Question about messages

SECRETITORCON NOFORN
RECORD 315M-HQ-SECRET
b6
h7c
Any answer?

Thanks,

354

SERRET




---—-QOriginal Messagg----- .
From: OTD) (FBI)

Sent: 38 PM k6
= o oo Jomem  Lic
Subject: ning

UNCLASSIFIED ’

NON-RECORD

TICTU Customer,

The TICTU has created a computer-based training course for TTAs and CMP technical staff. The course, entitled
Switch-Based Intercepts using DCS 3000, provides background information on the technology used to conduct CALEA
based intercepts as well as basic information on how to use the DCS 3000 suite of applications. :

TICTU needs your help! TICTU needs to conduct a beta test and review before releasing the course to the entire
CMP community. To this end, we ask you to help us evaluate the training. If you agree, we will mail you a CD with the
training course and instructions. All we ask is you review the material and fill of the evaluation form. TICTU would like
to release this training to the field as soon as possible. If you can, please submit your evaluation form by Friday, July
21, 2006.

If you are unavailable to review this course, please let us know. Questions concerning this course review can be
directed to] ]

Thank you for your help ensuring that we produce a quality training product.

Jdhanks.
6
k7C
UNCLASSIFIED
UNCLASSIFIED
(OTD) (FBI)
From: | } (CQ) (FBI)
Sent: 1 04 1:54 PM
To: 1}!; g (ER) (FBI); CLIFFORD, MICHAEL (ER) (FBI);| |
ce: o 'm(%t;) (Egl);r:km (FBY) ER) (FBI);
v08) (FBI)
Subject: lm — 2
UNCLASSIFIED

NON-RECORD

| agree with%reasoning. We are going to have to be very careful with how we craft this letter i.e. we point out
that we believé re is a disconnect between what VW's upper management desires to be done and what their -
negotiating team is currently offering to law enforcement.]b p
o
——-Oriaina o h7C
From ER) (FBI)
Sent: Tuesday, May 18, 2004 1:48 PM

To: CO) (FBI); RD, MICHAEL (ER) (FBI): (ERALERD)
cc: R %wea) (FBI); FEWJBI); 7

(Di 29)
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Thanks well done., S%I b6

p7C

Michael P. Clifford, Jr.
Section Chief
Electronic Surveillance Technology Section

Investioati ology Division
(703)

b2 -----0Original Message--—
'z From:i FR) (FBI)

ST

. Sent: 4, 2004 3:00 PM
IS ()
g lu] i (ER) (FBI); CLIFFORD, MICHAEL (ER) (FBI);:(ER) (FBI);

LER) (FRD
Subject:

UNCLASSIFIED
NON-RECORD

Gentlemen,

b2z ight be interested to know that we have successfully intercepted aQ
ks st phone in real-time wj DCS 3000 system. The results are better than
k7C expected and we're ahead of schedule, has not yet fully deployed the solution Y

i~ T

ki throughout their network, but it should not be {00 much longer. .

UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

_ UNCLASSIFIED
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Sent: Friday,

TO'1 CLIFFORD, MICHAE% (ER) (FBI
Cc ER) (FBI)

Q) (FBI)
4 5:30 PM

SE&ET Q

—— e

ay 14,

ER) (FBI

)
) (FBD); ———JeR) (FaD; |

T. (ER) (FBD)

Subject: RE:|

Excellent jo

FYl,

bran;an;: p;o

UNCLASSIFIED
NON-RECORD

you think you wi

’ b2
your engineers are ahead of schedule. | don’t want to pre lease let me know when k€
prepared to provide assistance to DEA with their ongoin ntercepts. b7C

ust called to inform me that the New York State Police (NYSP) have a Title 11l court order for a

expect to have

interception through former CiU contract empl

=----Original Message-----
From: CLIFFORD, MICHAEL (ER) (FBI)
Sent: Friday, May 14, 2004 4:15 PM

ne in a drug case. The cable company is is assisting with the
company is Saitek. The NYSP

the intercept up this Monday. il provide us with updates next week.

kemy e |

well done.




o sﬁ;‘m ®
NON-RECORD

bz Gentlemen,

ké

of schedule as not yet fully deployed the solution throughout their network, but it
should not be too much longer.

L ZC I thought you might be interested to know that we have successfully intercepted a| |
b7E test phone uw‘ocs 3000 system. The results are better than expected and we're ahea

UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
kOTD) (FBI)
From: (CQ) (FBH)
Sent: Y] 04 5:30 PM
To: bIC CLIFFORD, MICHAEL (ER) (FBI ER) (FB
Ce: (ER) (FBI); . R) (FBI); ER)
IER) (FBI
Subject: RE:
b2

UNCLASSIFIED . k7R
NON-RECORD :
Excellent jo your engineers are ahead of schedule. | don't want to but please let me know when you
think you wi prepared to provide assistance to DEA with their ongoinﬂjntercepts.

FYl,:.ISt called to inform me that the New York State Poli YSP) have a Title lIl court order for a broadband
phone in a drug case. w mpany i S assisting with the interception through former
ClU con ployee The collection box company i The NYSP expect to have the intercept up this
Mondayﬁlll provide us with updates next week.

k6
-----Original Message---- b7C

From: CLIFFORD, MICHAEL (ER) (FBI)
Sent: Friday, May 14, 2004 4:15 PM SI?@T



file:///ir/t

ke To:}
b7C Cc: . . (ER) (FBI);
(ER
Subject: RE:

UNCLASSIFIED
NON-RECORD

Thanks Iwell done.

Michael P. Clifford, Jr.
Section Chief
Electronic Surveillance Technology Section

Investigati ogy Division ’n?:
(703) -

——-Orig

From: R) (FBI)
2004 3:00 PM I
To:| ER) (FBI); CLIFFORD, MICHAEL (ER) (FBI);I I(ER) (FBI);
ER) (FBD
bject | b2
7E
UNCLASSIFIED
NON-RECORD
Gentlemen,
b2 | thought you might be interested to know that we have successfully intercepted 4 |
b7E hone in real-time with our DCS 3000 system. The resuits are better than expected and we're ahead of schedule.
:\as not yet fully deployed the solution throughout their network, but it should not be too much
ongeT.
b3
b7e
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
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e

| JOTD) (FBI)

JoTD) (FBI);

From: L ] (SD) (FBI)

Sent: k6 06 8:05 PM

To: 7C (OTD) (FBl);I
L1 (OTD) (FBI)

Subject: DCS3000

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

The Client update feature is working great. Thank you!

(5}

| believe we correctly adde@verage of the New England (Boston) and Nashville (Arkansas) markets to our
system on both the Interconnectand Direct Connect sides. Is ything that needs to be done at ERF? Al
convenience, would you please confirm that our multiserver an erver are correctly configured for targets
hanks. -
bz
bR
SENSITIVE BUT UNCLASSIFIED
I=OTD) (FBY)
From: SD) (FBI)
Sent: :35 PM
To: bé OTDLEBD
Cc: 7 (SD) (FBI); [SD) (CONY;
Subject: RE: Single Warrant Database for DCS 3000 Clients (almost)
UNCLASSIFIED
NON-RECORD
bl
bz
b7E
~-=-Qriginal
From: (OTD) (FBI) b6
Sent: 06 11:35 AM 7
To: (SD) (FBI)
Subject: arrant Data for DCS 3000 Clients (almost)
UNCLASSIFIED
NON-RECORD

364




hi

(5 )

b6
k7C

SECRET

We have a new design for the Client we would like you to test for us (since it was your id
or primary {the more politically.carrect term’ Clisnt that all sec: i
Warrant information update

appen, | need to know the IP address of the primary Client (I assume this will be your current Client on
and the addresses of all the secondary Clients you want to have this feature.

ké
k7C
UNCLASSIFIED
UNCLASSIFIED
(OTD) (FBI)
From: | !(SD) (FBI)
Sent: ursday, Augus 2:42 PM
To: <13 (OTDLLEBNL
ceé: ke ] (SD) (FBI), |sD) (cony| ]
(SD) (CON)

Subject: RE: Single Warrant Database for DCS 3000 Clients (almost)
UNCLASSIFIED
NON-RECORD

b
b7E

This sounds great. | can't take credit for the idea. It was actually:who brought it to my attention. | will get
that info to you today or no later than tomorrow. Thank you! )

--—-Original Messa

Erom: L(OTD) (FBI) f“’
Sent: 06 11:35 AM k. 7C
To: SD) (FBI)

Subject: Mmgle vva { Database for DCS 3000 Clients (almost)
UNCLASSIFIED

NON-RECORD 5

b7C

We have a new design for the Client we would like you to test for us (since it was your idea). The idea is one master
or primary (the more politically correct term) Client that all secondary Clients communicate with for information on
Warrant information updates.




UNCLASSIFIED

UNCL ASSIFIED

L==—_m=é°1.m (FBI)

(3]

From: | (SD) (FBI)
Sent: 6 Tuesday, August 15, 2006 5:26 PM
To: g (OTD) (FBIY [(OTDLEBD

Ce: o ] (sD) (CONY | (SD) (CON) 1
)
Subject: CS3000

SENSITIVE BUT UNCLASSIFIED Efg

NON-RECORD.

5]’(?

§

Please call| |on wednesday, 8/16/06 to getthe[__logfileand [ Jxifite.

Thanks for all your help.

SENSITIVE BUT UNCLASSIFIED

o) (FBY)

From: [ ksp) (FBI)
Sent: nday. August 14, 2006 4:53 PM
To: OTD) (FBI)] }(oTD) (FBI)

Subject: VS g

el

SECRET} o1
RECO Rq

The pssions are now enroute.

~

--—-QOriginal Message--—- 2
From: I !(OTD) (FBI} b7E
Sent: crida 8:44 AM k6

To: (5D) (FBI) bh7C
Cc: TD) (FBI)
Subject:

""" RECOR

bl

to th ave you seen any discrepancies since Wednesday? If so, please forward a sample to us so we can
investigate using the packet sniffer data.

---=-Original Message«----
From %%m -
Sent: nesday, August 09, 2006 7:47 PM

Last&day, we set a trap on the high side of the one way push system to verify data delivery from the DCS-3000

366
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s

b7c

: EE KET
To: OTD) (FBI);, OTD) (FBI)
suu:«D?mmu—‘

(5] o .

bh7E
| forwarded all the glsessions I had for 8/8-8/06 (up through about 1530 hrs) and attached is a copy of the
DCS3000 report for this same period. You will see that DCS shows Associated DNs in some sessions and

does not. You will see that DCS3000 shows more calls thatf ™ Jreports. Thanks for all you've already done

b2
<< File pl.rpt.txt >> b

W

DERWVEB-FROM-Multipio-Souseoe-
DECLASSIRICATION-RXRMRHON-4-
SECRET

DERIVED PROM: MUMDIE SOUTCes —
BEGEASSHHGAHON-EXEMRTION-4—

| koTD) (FBI)

From: | ksD) (FBI)
Sent: b6 41 PM

To: b (OTD) (FBI)
Subject: - RE:L__]vs DCS3000

8-

SEeReT b1
@ge_al

I've attached the DCS3000 report for the period 8/10-14/08 and I'm trying to send you the:kssions for the same

period but getting a socket error for ERF2. My review of the data seems to show that almost all sessions with any [
duration i ow have data in the Contact (D field but there are a few e ians, such as 8/10/08 16:31, duration 23:50 T E
minutes, which as a good Associated DN in DCS3000 but no Contact ID in !
b2
]}:’ 7 E
--—-Original = b6
From: (OTD} (FBL)  Iy7c

Sent: o] August 14, 2006 8:449 AM
To: (SD) (FBI)
Cc: 'TD) (FBI}
Subject: RE: DCS3000

5] e b

367




S%ET
Laste\msday. we set a trap on the high side of the one way push system to verify data delivery from the DCS-3000

to th Have you seen any discrepancies since Wednesday? If so, please forward a sample to us so we can
investigate using the packet sniffer data.

he
l k70
=-=--Original M Beeves
From: I |($D) (FBI)
Sent: , 2006 7:47 PM h2
To: fOTD) (FBD); L PTD) (FBI) 7E
Subject{ 000

5] g

| forwarded all the%essions | had for 8/8-8/06 (up through about 1530 hrs) and attached is a copy of th
for

DCS3000 report I8 same period. You will see that DC ws Associated DNs in some sessions and
does not. You will see that DCS3000 shows more calls that eports. Thanks for ail you've already done.
<<Fie[______JAaumptoe>> 12

bR
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&3

~3 O

SE%T

| J(OTD) (FBI)

From: b& | 1(SD) (F8I)
Sent: 7 Tuesday, August 08 2006 5:57 PM
To: ) (OTD) (FBI)
Subject: RE: DCS3000

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Thank you

—“0"'9'“31 M#S&';_I bé
(OT) (FBD 3.7

Sent: 06 1:23 PM
To: (SD) (FBI)
Subject:  RE: DCS3000

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

We'll give it a shot. Good idea.

-—--Original Message—
From: (SD) (FBI)

< Sent:  Tuesday, August 08, 2006 2:18 PM
I — TN Joro) (ran)

Subject: DCS3000

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

At the risk of sounding lazy, is it possible to have an auto-update feature that would allow the input of a target into
the warrant database on one client that would then allow you to select other clients you would like to populate with
this same data. For many different reasons, some good, some not so good, we are in a position where we have
the same target in multiple clients and not all are always remembered to be update at renewals.

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

* sEQReT




From: i (SO) (FBY)
Sent: ]b? 2:18 PM
’ go'i: - L7¢ (OTD) (FBI) |(OTD) (FBY)
ubject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

At the risk of sounding lazy, is it possible to have an auto-update feature that would allow the input of a target into the
warrant database on one client that would then allow you {o select other clients you would like to populate with this same
data. For many different reasons, some good, some not so good, we are in a position where we have the same target in
multiple clients and not all are always remembered to be update at renewals.

SENSITIVE BUT UNCLASSIFIED

OTD) (FBI)
From: ESC L {(sb) (FBI)
Sent: Thursd ril 13, 2006 10:22 PM .
To: I iOTD) (FBId (OTDLLERD
Ce: ISD) (FBI); kSO (con) |
D) (CO
Subject: DSC3000 Yoo
(8. bl 7R

SECRET,
REc0q4

I: S  Per our discussion, account information on our two (2) active CALEA FISA targets:
H i3y
b2
L7E
b1
(8T
b2
k7R
Please contact L |next week regarding this matter. if c
DERIVED PROM=-Muitiple-Gourees
DEGHAGSIHSATION EXEMPTION 1
SECRET
370
SECRET




From: ¢ | !(SD) (FBY)
Sent: .- ednesday, iMarch 01,2006 11:50 AM
To: ) (OTD) (FBI)
Subject: reporting

SENSITIVE BUT UNCLASSIFIED
NON-RECORD
The SMS Filter batch report you created for us works great. Thank you.

if possible, can this be formalized 1o be included as a report pick on the DCS3000 so that any number can be searched by
date range as is possible now for phones, while also allowing for the dispiay of message content when authorized by T-ll.

Please let me know how | can help.

SENSITIVE BUT UNCLASSIFIED
From: 4 e _lSD)(FB)
Sent: kg -01 PM
To: h7C OTD) (FBI); ] (0TD) (FBI);[ ]
OTD) (FBI) [(CTD) (FBI)
Subject: YOUR SUPPORT
StripperGate.nif (23
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Thought you might find the attached article interesting. The investigation involved the intercept, on
VoiceBox and DC83000, of numerous phones, both wireline and wireless, and microphones with the
collection of tens of thousands of sessions over an aimost two year period.

Thank you. This could not have happen without ydu.

SENSITIVE BUT UNCLASSIFIED




® SEMRET O
| foTD) (FBI)

From: }(SD) (FBI)
Sent: b6 6:35 PM
To: h7C (ITD) (FBH] JiTD) (CON)
Subject: :Upcoming T egional Conferences
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
k2
Thank you for the opportunity to provide input. | have always found the conferences to be very beneficial. b7E

A "State of the Switch Based Intercepts” (where it is, where it's going, and how it's going to get there) presentation is
always helpful, especially in light of the new technologies being introduced by a number of Carriers, and the rash of recent
Carrier mergers. iego would be especially interested in the status of DCS3000 CDC data being allowed to

be pushed to the system.

‘The individual Carrier presentations are always informative and may be especially helpful again in light of the new
technologies being introduced by a number of Carriers, and the rash of recent Carrier mergers.

Discussions with the Carriers regarding their hours of operation (24/7 extremely ben Il as
discussions concerning keeping current thel______Jata and providing nfo about each you are
already aware the Agents have come to depend heavily upon the DCS pabilities.

k7C

..... 0 TeH -
From:l Jrmo) (e

Sent: Tuesday, January 04, 2005 7:13 AM

Cc (ITD) (FBI),|‘:|(1TD) (FaD);] kD) (CON)
Subject: Upcoming TICTU Regional Conferences

UNCLASSIFIED
NON-RECORD

In the first half of 2005 the Telecommunications Intercept and Collection Technology Unit (TICTU) plans to once again
host two regional conferences. These forums will provide specialized training to field office practitioners responsible
for telephone ELSUR operations and foster cooperation between the FBI and the nation's telecommunications
industry.

TICTU is currently developing the agenda for these conferences and requests your suggestion’s for agenda topics and
carriers of particular interest. We need your input as soon as possible so that we can set a tentative agenda. You
may send your ideas to me via email or contact] |

eé
Thanks, lo7C
b
e
UNCLASSIFIED

3755()@




SENSITIVE BUT UNCLASSIFIED

SE)éET
| ‘ ] (OTD) (FBI)

From: , . | |(|P) (FB')

To:  °7°¢ |(ITD) (FBI)
Subject: ew equest

UNCLASSIFIED
NON-RECORD

hé
bh7C

1 did an RMS for a new DCS 3000. Our current DCS is a Dell Optical and has been having virtual memory problems and
recently has been locking up and having to re-allocate FAT file. This DCS also does not have a CDR which would be nice
to have. The second DCS would be an addition to our systems and would be used by case agents to check cell sites
using the tracker program. We would like this computer to have the multiserver and client password protected.

Thanks

| bpec:al Agent
Technical Programs -~ Indianapolis Division
o —

UNCLASSIFIED

L ' JoTD) (FBY)
From: | E(OTD) (FBI)
Sent: W uesda ober 04, 2005 1:.45 PM

3
ic

b
B

To: 1IC OTD) (FBI)| J(OTD) (FBI)
Ce: T lOTD) (FBI)
UNCLASSIFIED

NON-RECORD

1 e
. hé
| have spoken again thgetﬁng clarification on his proposal for the microphone system interface. We are }t?};
trying to get our other contra ed down a supportable path in the near future. One question of critical importance ™~ '~
that must be answered before they can is whether they would need fo transfer VOC files or would be passing a
VOC formated stream. After talking wittﬁnd a technical person from the DS-3 it appears as if the
consensus is that a VOC file transfer through the DS-3000 might be the best option. %ﬂo is the COTR for
the other company will be going up for a pr. review next week, and it would be very helpful it this one question could
be answered before he goes. | spoke last Thursday and he felt this would allow sufficient time to get an answer
fro We want to receive and process VOC files transferred through the 3000 unit with
minimal or no changes to the ystem or if a VOC stream would be required in order to have available all the file

administration features within If either or both of you feel additional information would be required of us, | can
be available, if scheduled, pretty much anytime between now and Friday, early afternoon.

373
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SERRET

Please let me know if it is not possible to get this answer by Friday. If it is not, please let me know what we must do to get
this question answered and provide some time frame to work within so that we can give appropriate guidance to the other
contractor for. :

Thanks .
b7
UNCLASSIFIED
e ——— 1 (OTD) (FBI)
From: b6 | lOTD) (FBI)

Sent: by 7C I.wédaesaaiamemheu? 2006 12:0

To: (OTD) (FBI) (OTD) (FBI);
TOTD) (FBI); CLIF , ) (FBI)

Subject: FW. Tech Victory

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

The service you provided was instrumental in the successful rescue of the kidnap victim. Well done
HopefullDService will only improve in case something like this happens again (should be when it happens again).

Thanks for taking the late night and weekend calls. G

D ) b7C
—--Original Message-----
From: Ig':lsn (FBI)

Sent: 0, 2006 11:26 AM

To: [ I(OTD FB]

Ce: D O — @ ool (st (con) b2

Subject: Tech Victary e
b7C

SENSITIVE BUT UNCLASSIFIED . LB

NON-RECORD , .

b7C

" SED@T




b6

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
| IOTD) (FBI)
From: 1.5 SecD) (CON)
Sent: 17 dnesday,April 26,2006 3:08 AM :
To: (SecD)(coLmj—__j (OTD) (FBI)
Ce: - e ISe (SecD) (FBY)
Subject: DCS-3000 Tier EC and Boundary Document
Importance: High

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

All,

| have completed an updated architectural drawing. Please take a look and iet me know if it is accurate. | want to get the
Tier EC out this week and get things moving on this system.

DCS-3000 - DCS3000
creditation Boundarcreditation Boundan
Regards,

k6
CISSP b7c
€C
(202)

SENSITIVE BUT UNCLASSIFIED

375
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I=AOTD) (FBI)

RN
From: (OGC) (FBI)
Sent: 06 12:31 pad
To:
Cce: TD) (FBI);
Subject: " t-DAG short-fused PIA tasking
Importance: High
UNCLASSIFIED
NON-RECORD
b
b
Forwarded FYI1 in view of:ut-of-ofﬁce response.
----- Original Message-----
From:[ ] (OTD)} (FBI)
Sent: Tuesda June 06, 2006 11:50 AM
39 e— O
Subject: o ice AutoReply: Urgent request-DAG short-fused PIA tasking
I am currently oug Eice for [a.n_e&r.e.nied eriod of time. Plea ICTU
Acting Unit Chief at 703- * Iat 703&1‘
——Oﬁgina”‘@siﬂbl
From: (0GC) (FBI)
Sent: esda ne 06, 2006 11:49 AM
To: b Juo)(re) ]
|_ITITODS PRI 1AOMAS, MARCU ; D); fciis) (F8D);
6  ererereremeremsnamed (1 T OD FBI i
Cc%-p T kens) (PR (CSY (PO }(LD) (FB! C) BT
i I (%) FBI)TD)(FBI), ;)7 I
; [G:]1]] R (s i)Y () D—— lli.)% IS) (FB ]
) ST I ) @)_ B IS)(FBI);] |
oesnpy
Subject: rgent request-DAG SHOI-Tused PIA tasking
Importance: High ~
[543
UNCLASSIFIED k7C

NON-RECORD

This is a follow-up to my e-mail below (and to yesterday's e-mail from GC to ADs.) , which resulted in you folks

being identified as the likely ticket holders for this action (due Friday).

This is taken from a list provided me--1 apologize for any misspellings. Also, if you're not the right person, please contact

me ASAP to dime out who is.

( will try to contact you by phone later today, but please feel free to call me first if you'd like (202
below, actions require completion of at least one and maybe more Privacy Impact documents for the following systems for
which | understand you are the POC. (I assume the ISSO probably has primary ticket, but this would be for 1SSO and

owner to work out.)

376

SFD(FT

As detailed

ks
b7C
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SEYRET
Chemical Network: 1SSO: | Bystem Owner: b6
ke
CJIS WAN: 1SSO: | [System Owner |
Data Collection System 3000: 1SSO: | | 1system Owner.D
Financial Management System: 1SSO: {System Owner: AD Perkins
" Field Office Integrity Security System 1SS0: ?? (DAD Thomas) /System Owner: AD Haynes 'm sending to you

with request you ID ISSO or POC.)
1AFIS ISSO S| er. CJIS (Note: Please coordinate with

ho are already involved.)
LEO I1SS0] J/System Owner] | (also | believe] Js involved in PIA). .

b6
XTS300 Controlled Interfaces !SSO:%Sy | I'm sending to you for 12 7C
help identifying POC since | didn't fin fo
--—-Original M —
o — Y
Sent: i 6 5:19 PM
To: SecD)(FBI) SecD)(CON) CJIS) (FBL); Sech
Sec
FBI CIIS) (FBI CIIS) (FBI);
b6 (FBD 1S) (FBI) CIS) (FBI),
b7C ITO! ; i)

; CyD)
Ce: (FBI) = OGC) (FB! (OGC) {FBI) 0GC)

: {OGC) (FBl :

q)Is) (FBI CIIS) (FBI) CJIS) (FBI)

Subject: Urgent request-DAG short-fused PIA tasking
Importance: High
UNCLASSIFIED
NON-RECORD

This requests the assistance of the "To" addressees to meet a short-fused, very high-visibility DOJ tasking that
the FBI received yesterday. The tasking relates to requirements by DOJ (passing down requirements by OMB)
that agencies must on a quarterly basis certify 90% completion (for all FBI systems) of Privacy Impact
Assessments (PIAs) required by Section 208 of the E-Government Act (E-Gov). To meet the two deadlines
imposed by DOJ, we will need completed inputs by affected divisions by 6/9 and 6/21, as described below .

The FBI has been doing our own PIAs for years, and we have known about the changes looming under E-Gov
for many months. We have, however, been long awaiting specific implementation guidance from DOJ, which
has only just moved to resolution with the very recent arrival and identification/assumption of responsibilities of
DOJ's new Chief Privacy and Civil Liberties Officer (Jane Horvath). This culminated in the 5/30/2006 DAG
memo which we received yesterday (TRIM 06/D0/3020) directing the FBI to focus on the 28 FBI Law
Enforcement systems on the FBI's 2006 FISMA inventory (see attached).

FISMA_LE_Spreads
heet (version ...

OGC remains responsible for coordinating the PIA process, and we are doubling the OGC personriel assigned to
PIA-processing to work exclusively on this tasking through completion.

But I can't emphasize strongly enough that PIA completion also depends on the absolutely essential

SEPRET




Adrunistrative Taw Unit, OGC
20 Room 7338 JEH

ke

UNCLASSIFIED l7C

UNCLASSIFIED

UNCL ASSIFIED

UNCLASSIFIED

From:
Sent:
To:

. ks
Cc: XS

. TOTDV(EEN
mu:ﬂﬂ;u -

I
rgent request-DAG short-fused PIA tasking

(CJIS) (FB1),

Subject:

importance: High b7C

UNCLASSIFIED
NON-RECORD

This is a follow-up to my e-mail below (and to yesterday's e-mail from GC Caproni to ADs.) , which resulted in you folks
being identified as the likely ticket holders for this action (due Friday).

This is taken from a list provided me—! apologize for any misspellings. Also, if you're not the right person, please contact
me ASAP to dime out who is.

} will try to contact you by phone later today, but please feel free to call me first if you'd like (ZOZE As detailed
below, actions require completion of at least one and maybe more Privacy Impact doccuments for the following systems for
which | understand you are the POC. (I assume the ISSO probably has primary ticket, but this would be for ISSO and
owner to work out.)

Chemical Network: 1SSO: | pystem 0wner:|:

CJIS WAN: I1SSO: | System Owner] 1 b
Data Collection System 3000: ISSO: | | /System Owner: '
Financial Management System: 1SSO /System Owner. AD Perkins

S%T




UNCLASSIFIED

UNCLASSIFIED_

® =@

[OTD) (FBI)

From: NY) (FBI)
Sent: - .
: (O (F LLERL

Ce: 1 Ol) (FBI 1) (FB; ﬂ;l
(O (F Q) (FBI Bl); C
CON '(FETTI ’
(OTD) (FBI) OTD) (FBI OTD) (FBI)
Subject: NRE.
importance: High
UNCLASSIFIED
NON-RECORD
Regarding NY Tech Cut Database: }bjc
1. The EC requesting OGC concurrence/ruling was sent to HQ in April.
2. Since OGC did not respond yet, NY did not implement it
3. We may first go to EDMS database before we get a reply from OGC, rendering NY Archive
unnecessary :
4. If additionali i lis database is needed, please contact SAI
NY CDC Office,
Thank you ’
SL;
CD-8 Supervisor

Zo0) — e )Y cyD)
(OTD) (FBI); O1D) (FBIY; I
bject: RE
16
hYC
UNCLASSIFIED
NON-RECORD

----&Iﬂin&lﬂﬁiﬂﬂh-'-
Fro! _ OI) (FBI)
Sent: Monday, October 24, 2005 2:36 PM
To,l—_y"_l LCO)LFBT)

O1) (FBI); Ol) (FBI)
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ba

SE);QET

All: The FISA Court (FISC) is seeking information about "databases” that contain raw FISA material or U.S. person
information from FISA intercepts that is not in indices.

I [;an fill in the gaps and correct any misstatements below.)
a complete description of the types of FISA information stored:

(2) an explanation of how FISA information can be searched and retrieved: Access to FISA audio is generally

I 7¢ restricted to the linguists assigned to the case, the supervisor, the case agent, and the system administrator
hTE in the office where the audio is collected. Users can search and retrieye Fl udio by 8 Re
f ti (:] fc t elepho r dialed, etc
e~ I
(3) how the FBI's standard minimization procedures are implemented: Linguists read and sign the court orders
certifying that they understand the minimization guidelines specific to each case.
[C—(atso various legacy systems including] | (i believe can answer the
ions below.)
0cs-3000:[________ Jan answer the questions about DCS-3000 below.)
(1) a complete description of the types of FISA information stored:
(2) an explanation of how FISA information can be searched and retrieved:
‘.I E) (3) how the FBI's standard minimization procedures are implemented: b
N ‘ 06
|‘ j can answer the questionselow) ____ »7¢
kol

Rhinll, Lap answerthese questions)

3]

b7C

FNOUND S aDiE 10 answer e qUestoNS Deow.)

(1) a complete description of the types of FISA information stored:
(2) an explanation of how FISA information can be searched and retrieved:
(3) how the FBI's standard minimization procedures are implemented:

NY Tech Cut Database in NY can direct you to someone who can answer the questions below.)

(1) a complete description of the types of FISA information stored:
(2) an explanation of how FISA information can be searched and retrieved:
(3) how the FBl's standard minimization procedures are implemented:

'"“SFEELMEEQ&.I e
Frol (CD) (FBI) e
Sent: Tuesday, October 18, 2005 2:11 PM

Toj kon (FBI)

Subject:

383
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(4 S%EJ (4
UNCLASSIFIED ) :

NON-RECORD

Good afternoon,
| attended the EDMS meeting witk |and from NSLB last week.

The FIS urt has requested some information on how the FBI is handling FISA information in its various
k1 database: sked me to contact you regarding any FBI databases (besides EDMS and DWS) that contain:
(1) raw FISA take,or (2) US person information from FBI FISA collection that has not been indexed into general
FBl indices. For each of these databases, the Court is asking for: (1) 2 complete description of the types of FISA
information stored, (2) an explanation of how FISA information is handled, specifically the manner in which data

(8- earched and retrieved ) how the FBI's standard minimization procedures are implemented.
pecifically mentione nd NY's database as examples). Also, are these databases considered o
sub-sSystems/databases of ’
bs . | appreciate any assistance you can give me. Please let me know if there are other POCs who are better able
b7C to answer the questions.

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

Lﬁ—J (O;TD) (FB)

From: | J (OM) (FBI)

Sent: k6 1:02 PM
To: b7c (OTD) (FBI) ]
Cc: 1(OM) (FBI); J(OM) (FBI)
Subject: software

b=~

UNCLASSIFIED
NON-RECORD

TTESTT
w1 <3 Gy M

[l

I'm looking for your assistance in obtaining | j the Omaha Division.

rE:uith authorization to obtain
to the DCS3000 is usi

We currently have a pen register o
information. The phone is though

aw Enforcement line atlZptiOn 1 and was tol hat he did not have any software
nsulted with his supervisor and thought | would need to con obtain the needed
Iso said his data base did not have any information regarding

' 384

SEAGET

l cagled th




Do you have a point of contact aff |
State of Nebraska?

. SE%ET .
o

fhat | can call to see about gettingl software for the

b2

Thanks, L6

b7C

b7E

10755 Burt Street
Omaha, NE 68114

(402 ell

UNCLASSIFIED

(OTD.MF Bl)

From: | _____JSecD)CON)

Sent: . Monday, August 21, 2006 8:55 AM

CD) (FBI)

G (Sec| :
e 1TQD) (FBI) ): OTD)

Subject: , Immediate inspection data call... URGENT!I!

UNCLASSIFIED
NON-RECORD

All..
For reporting:

Please send (email) your responses to my unit chief,
the inspector, Thank you.

on FBINet) He will ensure they are passed to

6
I kic
ISSM)

b6
bIC

Quantico Complex

Cis S, PSEC, MCSE
7 Bid 9, room 9-LL-14
..""lead, , or get out of the way.” Thomas Paine

—--Original Message-----

From: {SecD)(CON)

Sent: , 2006 9:5

To: L) (FRT)&_l_IJIQM.‘ R) (FBI OTD) (CON);
BI

)
1 }1TOD) (FBI) OTDYTFED |
Subject: Immediate Inspection data call... URGENTI!!!
Importance: High
UNCLASSIFIED

NON-RECORD

All

Attached is a DOJ form that MUST be completed ASAP!!!
Answer the questions to the best of you ability, with "unvarnished” answers!!! The inspectors WILL compare your
written responses with their actual finding during the inspection. If the answers are "NO, or | don't know", so state...
do NOT fabricate answers that can not be verified/proven.
Once you've completed the form... CALL me for submission instructions _please!!

385
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- SEpRET -
Specific questions about the form should be addressed to the inspection PO p 202|
Systems are:

CWAN, CODIS, VICAP, CART SAN, OPDC LAN, DCS 3000, DDMS, ChemNet
<< File: ITSS OCIO CEED HANDBOOK - Merge Template 6 14 06.doc >>

ha
k7¢

Quantico Complex
CISM, CISSP, ISS, PSEC, MCSE

umm 8, room 8-LL-14
..."lead, toilow, or get out of the way.”  Thomas Paine

UNCLASSIFIED

UNCLASSIFIED

(OTD) (FBI)

From: | I(SecD)(CON)
Sent: ). i 006 9:56
To: h7C

— 1T I ]
i(ITOD) FBI);

|(LD) (FBI)

Subject:

Importance: High

UNCLASSIFIED
NON-RECORD

All:

Attached is a DOJ form that MUST be completed ASAP!!!
Answer the questions to the best of you ability, with “unvamished" answers!!! The inspectors WILL compare your written
responses with their actual finding during the inspection. If the answers are "NO, or | don't know", so state... do NOT
fabricate answers that can not be verified/proven.
Once you've completed the form... CALL me for submission instructions_pleasel! T bé

bic

Specific questions about the form should be addressed to the inspection PO fe 202 |
Systems are:

CWAN, CODIS, VICAP, CART SAN, OPDC LAN, DCS 3000, DDMS, ChemNet

ITSS OCIO CEED
JANDBOOK - Merg..

e
bic

CISM, CISSP, 1SS, PSEC, MCSE

ma;;pw 9, room $-LL-14
..."lead, follow, or get out of the way.” Thomas Paine

UNCLASSIFIED

386
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® SE)SBET |~
| “OTD! !FBI! ————

Subject: L5 DCS 3000 meeting

Location: b7C Bld 9 LL conf room. (#3547)

Start: Wed 4/19/2006 10:00 AM

End: ° Wed 4/19/2006 11:00 AM

Show Time As: Tentative b

o6

Recurrence: {none) b7C

Meeting Status: Not yet responded

Required Attendees: | SecD) (CON)] Jiseco) P[]
, OTD) (FBI)

All:

This meeting is for the DCS 3000, which expires in May, 2006.
ISSO: Please bring a CURRENT system drawing, and be prepared to discuss the "delta” between the current system, and
the system of record to determine if this will be a re-accreditation, or if a re-certification will be required too?
Thanks....

| J(o1D) (FBY)

From: ) I _ kSecD)(CON)

Sent; ’b? ber 12, 2005 8:58 AM

To: k7c (SecD) (FBU[ OTD) (FBI)

Ce: D) (FBty[ (OTD) (FBI)

Subject: . Task Force Operations

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

All...

Can we arrange a meeting to see what | can do to assist with this request?
Thank you.
uantico .ol

CISM, CISSP, 1SS, PSEC, MCSE e

(703 bh7o

o' lodt, , Of get out of the way.” Thomas Paine
-—--Original Message-----
From:% (SecD) (FBI)
Sent: Wednesda ober 12, 2005 7:52 AM
To; (OTD) (EBD) | | !
Cc: (OTD) (FBI); (OTD) (FBI); (SecD)(CON)
Subject: RE: Task Force Operalions

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

387
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sy ¢

I'm no longer the ISSM for Quantico. The interim ISSM is :and I've cc'ed him
on this message. Sorry for the delay as I've been out sick for two weeks.

€S0, Quapti ]
ERF (703
""'OrjﬂiﬂiLMﬁ&gF“‘“_t
From OTD) (FBI)

Sent: Thursday, September 29, 2005 5:34 PM
To: SecD) (FBL)
Cc (OTD) (FBI) J(OTD) (FBI)
Subject: Task Force Operations

S
7C

lo
o

b6 SENSITIVE BUT UNCLASSIFIED
hiC NON-RECORD

; !Ie F Bl is mvolved wnth many Task Force Operatlons which are in need of our assistance in performing

S h2
and | visited the site last week and would like to talk to you about what we can do to suppo! ke
erations. Please let me know if there is a time that we can talk to you about this situation. 1°%1e

Thanks. 78
b7

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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i

b7E

From:]

@ sﬁéQET =~
] (ER) (FBI)
sent: Fri 2004 5:43 PM

To: Q) (FBI); CLIFFQRD, MICHAEL (ER) (FB%%I (EP-LEB“_I
C (ER) (FBI); ER) (FBI R) (FBI)

W. (Div09) (FBI)
Subject: RE:[ 1

UNCLASSIFIED
NON-RECORD

Kol

We may now want to reconsider softening the tone of our draft ‘Ietter td | 11}; g
Is it still clear tha____Js an issue? | am hearing confiicting reports from the engineers. b7E

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FB! WITHOUT PRIOR
OGC APPROVAL

Associate General Counsel - Unit Chief
Technology Law Unit

Engineering Research Facility

Bldg 27958A, Room A-207

Quantico, VA 22135

Tel. 70
——-Original M Qe
From:ﬁ(cm (FBI)
Sent: Friday, May 14, 2004 5:30 PM
To: RD, MICHAEL (ER) (FBI ER) (FBI)

ER) (FBI);] [ER) (FBI); :ER) (FBID

Subject: RE:

UNCLASSIFIED
NON-RECORD

Excellent jodD your engineers are ahead of schedule. I don't want to press you, let me know
when you think you will be prepared to provide assistance to DEA with their ongoin ntercepts.

NYSP) have a Title Il court order for a
| k assisting with the

iThe collection box company is Saitek. The

ill provide us with updates next week.

Fyi____Just called to inform me that the New Yo
broadband phone in a drug case. The cable company|
interception through former CIU contract employ
NYSP expect to have the intercept up this Monday.

b6
-----Original Message----- b7C
- From: CLIFFORD, MICHAEL (ER) (FBI)
Sent: Friday, May 14, 2004 4:15 PM
Tol } (ER) (FBD)
(cci) =08 JER) (FBI)| | (ER) (FBY); 15
FBI) FRY (BT} kc

390
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#
Subject: RE #1056287

UNCLASSIFIED
NON-RECORD

Thanks well done.

Michael P. Clifford, Jr. b
Section Chief k6
Electronic Surveillance Technology Section k7¢

Investigati nology Division b7z
(703

—==-0riqi —

Sent: Friday, Ma :00.PM '

) (FBDL Jery crery[ Jer) (ren;

ER) (FBI)
Subjecty]
UNCLASSIFIED
NON-RECORD
b2
ba
b7c Gentlemen,
7R
Lthought you might be interested to know that we have successfully intercepted 4 |

| test phone in real—tirr.eﬂh_mm_a.iso system. The results are better than expected and
we're ahead of schedule, as not yet fully deployed the solution throughout their
network, but it should not be too much longer.

UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED
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