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b2 
b7E 

hie 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

"|3TD) (FBI) 

|>TD)(FBI) From: I 
Sent: ' i-i/nau mwn&HM 'JBnao-oi PM 
To: | | (OTD) (CON) 
Subject: Vb:HUUuery ' 

UNCLASSIFIED 
NON-RECORD 

be 
Thanks for the update. lb 7 c 

IZZI 
—Original Message 

From: I l(OTDHCON) 
Sent: ftrlrW Aunnst JR. jtftfe 11:41 AM 
To: I |(OTD) (FBI) 
Subject: T^ETOiytjinSn]^^ 

UNCLASSIFIED 
NON-RECORD 

SI returned the call to) H His question(s) centered around whether the Digital Collection project involved 

re/code development or equipment replacement/upgrade.- I told him it was more of the latter - that we don't do 
development - although there is some deueloome/it involved in the DCS-3000 albeit small compared to the rest of 
Digital Collection. He asked about thel Iquested in the FY08 budget enhancement and I told him that while . r 
those individuals would assist in gathering the requirements for the New (if required) system for the current (ending £° 
lifecycle) system, they will be needed to implement and support Digital Collection. Hope the conversation doesn't 
come back to haunt 
Right after I hung UDI tailed saying that our appeal of the FY08 enhancement! |was 
approved by DOJ for forwarding to OMB for approval. § ~ ~ r — — ^ ^ ^ — J |fe2 

• • fc7E 

3nm 
From: I DTD) (FBI) 

rinal Message----

Sent: inursoav. Auaua 17. 2006 2:05 PM 
To: | KOTD) (CON) 
Subject: ny yuery 

£ 



UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

From: 
Sent: 
To: 
Subject: 

OTD) (FBQ 

' _ ~ l O T P ) (FB|) 
MnnHaw h.na \*> 4nr\R 10:04 AM 

I _ bTD) (FBI) 
RE: 3000 PIA 

UNCLASSIFIED 
NON-RECORD 

Thanks. 

Original Message-
From: f 
Sent: • 
To: [ 
Subject: 

TCT^^H^T^rHrs 

RE: 3000 PIA 

J>TD)fFBI) 
11.2006 9:10 AM 
_JOTD) (FBI) 

UNCLASSIFIED 
NON-RECORD 

be 
b7C 

I had carried the original tcf 
delay in my reply 

c ] 
r i 

] and left a copy on Mike Clifford's desk before 10am, June 9th. Sorry for the 

Operational Technology Division 
Telecommunications Intercept/Collection Technology 
AEGIS/OTD SEAC 

™ • 

Unit 

—Original Messaae--Ona 

V 1 From 
Sent: ' 1-rlflaV. JUne IM 
To: 
Subj 

|n>) (FBI) 
r?PU6 5:41 PM 

ITD) (FBI) 

UNCLASSIFIED 
NON-RECORD 

6 



© 
"TPi 

CD 
roblems getting out the PIA today? 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

From: 
Sent: 
To: 
Subject: 

hDHFBI) 

[ J(OTD)(FBI) 
Friday June 09 2006 5:41 PM 

• " , . . " . 1(OTD)(FBI) 
30UU PIA 

be 
D 7 C 

UNCLASSIFIED 
NON-RECORD 

• Ally problems getting out the PIA today? 

UNCLASSIFIED 

From: 
Sent: 
To: 
Subject: 

Importance: 

It DXFBI) 

•~|(OTD) (FB|) 
3=-aO06 11:14 AM 100 

l(OTD) (FBI) 
i-w: urgent request-uAG short-fused PIA tasking 

High 

UNCLASSIFIED 
NON-RECORD 

be 
b7C 

FYI. 

fc>u|tervis6ry Special Agent 
DCS Program Manager 
nTn/pgTg/Tir.Ti i 
70; 
205 

w) 
c) 

Original Mi 
From: 
Sent: 
To: 
Cc: 

Q S ^ i . 
](OGQ(FBI) 

Tuesday. June 06, 2006 12:31 PM 
TOTD) (FBI);r~ 

j(OGC) (FBI)L 
"ICOGQ (FBO 

T(OTD) (FBI); (OGC) (FBI) 



Subject: FW: Urgent request-DAG short-fused PIA tasking 
Importance: High 

UNCLASSIFIED 
NON-RECORD 

Forwarded FY1 in view o\ |out-of-office response. 

-original•Message 
From! I (OTD) (FBI) 
Sent i Tiinrri-nr Tnnn nfi .2006 11:50 AM 
To : I IfOGCl (FBI) 
Subject: Out of Office AutoReply: Urgent request-DAG short-fused PIA tasking 

lt_af-JJae_Q,£f ice -Fi-vr an aYt-fln^a^^gnrimL-nf-tim^ PI Base contact" 

El H a t 703J br | |at 703| | 
I am currently ""f " f t-v"a "*fj-i™» ̂ <y an »Yfan[i^^^~< ~* «--im̂  Piaape contant-, TICTU 
Acting Unit Chief[ 

"](OGQ (FBI) 
i 11:49 AM _ _ _ _ _ ^ ^ _ - ^ ^ ^ ^ _ ^ ^ ^ _ _ 

• _ „ • IfimfFBTVl I-7TSUFRTVI hmUFWl • I 
M irrnn\ taxnt jroTm fFBni [JIS) (FBI);! .T3IS1 rFBri: 

' . w r n f f i ™ . . , . 
Cc I g a g ) f f B r i p " raiSUFBTl ^ n n u F H n "IciisvffBtv 

I f a i a M , " T W m r mn-i / fWWraiU I 
. , . ^ F i i ^ m m j irnxsiiEBii | 
n u n ! w i l l I r n g M M l gCJISHFBI);| nU lSHWl l f 

PGQ (FBI); | pGC) (FBI) ' ' 1 1 
Subject: FW: Urgent request-DAG JlUI l-IUUUJ WA L<MII ILJ' 
Importance: High 

UNCLASSIFIED 
NON-RECORD 

This is a follow-up to my e-mail below (and to yesterday's e-mail from GC Caproni to ADs.), which resulted in you folks 
being identified as the likely ticket holders for this action (due Friday). 

This is taken from a list provided me-l apologize for any misspellings. Also, if you're not the right person, please contact 
me ASAP to dime out who is. 

I will try to contact you by phone later today, but please feel free to call me first if you'd tike (2Q2-324T I As detailed 
below, actions require completion of at least one and maybe more Privacy Impact documents for the following systems for 
which I understand you are the POC. (I assume the ISSO probably has primary ticket, but this would be for ISSO and 
owner to work out.) 

Chemical Network: ISSQ:|~~" "fcystsm Owne{| 

CJISWAN: ISSO; | System Ownej" be 
fo7C 

Data Collection System 3000: ISSO:| H /System Owner:| | 

Financial Management System: ISStj |/System Owner: AD Perkins 

Field Office Integrity Security System ISSO: ?? (DAD Thomas) /System Owner AD Haynes l I'm sending to you 
with request you ID ISSO or POC.) • ' 

8 



UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

"[OTP) (FBI) 

From: I ^H(OTD) (FBI) 
Sent: Thursday. June 08. 2006 10:48 AM 
To: I PTDUEBU-
Subject: Kfc: Documents being sent tl 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

1 ood job on this... 
be 
b7C 

Supervisory Special Agent 
DCS Program Manager 
OTD/ESTS/TICTU 

(w) 703 
202 (c) 

—Original Message— 
From: • " T O (FBI) 
Sent Tuesday. June 06. 7006 1:58 PM 
To: I bTD\ (CON) 

Subject: Documents oeing sent! 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD b6 

b7C 

Hope all went well at your meeting and the Dr. Appt.... 

I spoke with Mr. Clifford, and advised him that we are working on this project and most of the requested 
documentation will be sent+' _ fcy COB today. Mr. Clifford thanked us for doing a good job for such a 
short deadline. _ _ _ « _ _ 
(Please put a note on the email tol bdvising that attached is what we have found to date and we are still 
working on this issue). 1 ^ ^ ^ _ ^ ^ ^ _ _ « « _ ^ ^ _ ^ _ 
(Please have on the CC Mr. Cliffordl bnd me...thanks) 

Further, I advised Mr. Clifford of the other issue regarding the Privacy Impact Assessments (PIA) and DCS-3000, and 
that the deadline for this task is June 9th. 

If there is anything I can do to help you, please let me know. 

it 



I(OTD) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

JDTD) (FBI) 
Thursday May 11 2006 11:?1 AM 

*OTD) (FBI) 
J(OTD) (FBI) 

RE: Posting request for Electronic Technicians for the OTD. 

UNCLASSIFIED 
NON-RECORD 

bfc 
b 7 C 

1 our good friend^ ]will work with you on this since the 3000 team has done this type of posting 
recently. I believe you already have the additional questions from a prior TICTU advertisement Can I assume this posting 
will cover the remaining vacancies in the unit? I know two postings are currently being vetted and another will be posted 
soon. I think TICTU has six vacancies. Thanks. 

L ] 

lIM —Original Message— 
From: 
Sent: 
To: . 
Subject: " l-W: Mosbng request for Electronic Technicians for the OTD. 

j n u n m Mn-Y.iLl2oo6 
\ PTD) (FBI) 

Test 

"Jro) (FBI) 
To:l7AM 

UNCLASSIFIED 
NON-RECORD 

—Original Message-
From: | 
Sent: 
To: [ 

• uesaav.MavUZ ™3( OTD) (FBI) 

Subject: 

Wb J! 19 PM 
JTTD) (FBI)[ 0 ) . 

IOTP) ^BT);. 
ng request for Electronic Technicians for the UJLV. 

~ ( O T D ) ( F B I ) r 
J^TD) ( F B l f ^ 

" I (OTD) (FBI); T 

vm 
30TD)(FBI); 

UNCLASSIFIED 
NON-RECORD 

The Administrative Services Division/Staffing Unit has requested the OTD have one posting to try to fill the existing 6 
ET vacancies within the Division. 

Please advise me whom I should work with in your Unit on the below listed ET vacancies by COB 5/5/06. 

Also, please advise the employee they have been selected for this duty. 

ETMU | Ibackfill 

b b 
b 7 C 

SPTU 

TICTU 

TICTU -[ 

TOCU-C 

RSDU 

backfill 

ackfill 

jjackfill 

Jbackfill 

backfill 

18 



From: 
Sent: 
To: 
Subject: 

(OTD) (FBI) 

a.r.ra'MJjFtraii; 
OTD) (FBI) 
4 i 7 PM 
_ J l 

RE: DOJ IRP EXERCISE 
(OTD){CON) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

fob 
L7C 

1=1 ooks good...please si ibout one small thing. Thanks. 

—Original Message 
From: | 
Sent: 
TO! 
Subject: 

10TD)(CON) 
t-nna» .wwns T i p r f ^ l PM 

JOTD) (FBlj 
DOJ IRP EXERCISE 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

](OTD) CCON) 

he 
fo7C 

Attached are the required deliverables from the no.J IRP Premise on the 5000, 6000, and J3094 for your review prior 
to the 10 May due date. I also sent a copy to I bs the ISSO for the 3000 in the event he wanted to use it 
as a template. 

« File: FBI EXERCISE Incident Report Form DCS6000.doc » « File: Activity Log DCS6000.doc » « File: FBI 
EXERCISE Incident Report Form DCS5000.doc » « File: Activity Log DCS5000.doc » « File: FBI EXERCISE 
Incident Report Form J3094.doc » « File: Activity Log J3094.doc » 

I07703 
(P) 703 
(C) 703 

TncTuisso 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

20 



IOTP) (FBI) 

From: | | (OTD) (FBI) 
Sent: ' Wed ties'dav. lviaVu3. 2006 11:37 AM 
To: ' _ — ' 0 T m <FBI> 
Subject: RMS 0110088 

UNCLASSIFIED 
NON-RECORD lb 6 

b7C 

FYl -1 received a call from the NYO re RMS 0110088. This RMS requests!^ tards (four| ^nd two hiE 
I hefisssary for them to go up on a Title 50. NY specifically asked for 3000 assistance in this maRSF. I he request 
has yet to be fulfilled and has not been reassigned to anyone on the team. Although laid he remembered talking to 
you about it, this circumstarjsejQay have been avoided if the request was assigned to someone on the team when the 
RMS was assigned to you. I lis currently working on it and should have the cards FedEx'ed to NY this afternoon. 

n 
UNCLASSIFIED 

TtOTPHFBI) 

From: I lOTDHFBn 
Sent: Tuesday. Mav 02. 2006 4:08 PM 
To: I _ IOTDHFBI) he 
Subject: COOP - TICTU Backup Collection lb 7. 

UNCLASSIFIED 
NON-RECORD 

I want to clarify an action item mentioned in last Friday's Unit Chiefs meeting. TICTU and ETMU are to provide a 
write-up re backup collection here. Since the DCS-5000 and 6000 systems are not monitoring/collecting in Quantico, then 
the only TICTU system effected would be the 3000 which collects pen register data. Do you want comments on the 3000 
system? 

UNCLASSIFIED 

21 



1(0TD) (FBI) 

From: 
Sent: 
To: 

Cc: 

Subject: 

UNCLASSIFIED 
NON-RECORD 

c 35TD) (FBI) 
Tuesday. April 18. 2006 12:57 PM _ 

rrsnsmiM 
L 

(FBI) 
RE: Tranfer of funds 

|6tb)(CON[ 
TrvrnwFBn 

] (OTD) (CON)[ 

(OTD) (FBI);[ JOTD) 

lb 6 
b 7 C 

To All, 
Soooo sorrrrrry for the mistep... I misread the transfer of monies which will be going into TICTU accounts (DSC-

3000 program) and not away from our accounts. My bad 

—Original J t f laggano-
From: 
Sent: 
To: 

I p 1 [OTD) (FBI) 
Tuesday, April 18,2006 12:29 PM 

Cc: 
Subject: 

c 
fOTm rFBn 

JOTD) (CON£ 

FW: Tranfer of funds 
30TD)(C0N);[ ]0TD) (FBlC ]OTD) (FBI) 

J T D ) CFBIJ" 

UNCLASSIFIED 
NON-RECORD 

To All, 
I had a feeling this would happen (which is wh| "|and I have been pushing those artificial deadlines on 
TU). Obviously, TICTU did not get hit as hard via AIU and AMU. Lets get the remaining monies on reqs AS. 

he 

TICTU). Obviously, 
more pesos aren't taken away! 

reqs ASAP so 

1 = 1 
—Original Message-

From: I 
Sent: Tuesday, April 18,200612:19 PM 
To: I "TOTD) (FBI) 

[JOTD)(CONJ On Behalf Off 
T n A C 1 1 . 1 ft rtM " 

tOTD) (FBI) 

Subject: TWTTTaTOTraflds 

UNCLASSIFIED 
NON-RECORD 

]e-mail. Were you aware of this? 
he 
hlC 

-Original Message-
From: I l(OTD) (FBI) 
Sent: ' WUIIUdV, AUIII I). Mlb 4J00 PM 
To: J 
Cc C 

CLIFFORD, 
ZZ^KFBljT 
>, MICHAEL (OTOT TfW 

](OTD) (FBI)[ ] (OTD) (FBl£ ][OTD)(FBI); 

22 



OTD/ESTS/TICTU 
703| 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

](OTD)(FBt) 

From: I |OTDI (FBI) 
Sent: FriHflv Anrii m ?nn« 4-fii PM fc6 
To: I kOTDHFBI) fe7C 

Subject: RE: Critical Unfunded 

SCIRE I -
RECORD 268-HQ-1045581 

Thanks. 

IZZI 
—Original Message— 

From: I i r r r m (FBI) 
S « * Pritfau anriin.7 7pnft4^ftPM 

To: I KOTD) (FBI) 
Subject: Kt: uiocai unrunded 

RECORD 268-HQ-1Q4S581 

Well donj | this is a winner. 

CZZI 
Assistant Section Chief 

. Electronic Surveillance Technology Section ' j . M : -
Operational Technology Division 
Qu^ticsftJ^fiui^ia 
703 

b 7 C 

From: I KOTD) (FBI) 
—Original Message— 

Sent: pnaay, April o/ , 2006 4:19 PM 
To: 
CC! 
Subje 

Tzoo 
,: I Irnrrmmm 
s tOTDXCONl |)TD)(C0N) 
ibjeA.! UIUUI UlllUIUJUU r 

ocomrr 
RECORD 268-HQ-1045581 

CZI 
Attached is the revised version of the DCS-5000 submission. I will have the DCS-3000 submission sent to 

you as soon as it is completed. 

27 



File: DCS-5000 Certification and Accreditation Mitigation critical unfunded1_v23.wpd » 

CD he 
b7C 

]OTD) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

C ] (OTD) (FBI) 

f. 
Friday. April 07 2006 4:19 PM 

ID) (FBI) 
l(OT0KCON);[ 

Critical unfunded 
JbTDKCON) 

RECORD 268-HQ-1045581 

rzzi 
Attached is the revised version of the DCS-5000 submission. I will have the DCS-3000 submission sent to you as 

soon as it is completed. 

fo6 
fo7C 

DCS-5000 
ertification and Ace. 

IZZI 

28 



From: 
Sent: 
To: 
Cc: 
Subject: 

IOTP) (FBI) 

I bTm (FBI) 
Friday. April 07.2006 3:36 PWI 

\ loTm fran 
l 1 |OTD) (FBI) 
FW: TICTU Critically Unfunded 

UNCLASSIFIED 
NON-RECORD 

be 
b7C 

[ 1 
I received a call form ASCI regarding TICTU's submission. Please have the 3000 submission redone 

Idvised to keep everything high level and avoid using technical terms unless and resubmitted to me ASAP[^ 
necessary. See me as soon as you can (I will help). Thanks. 

UZ2 
—Original Message— 

From: I 
Sent: 
To: . 
Subject: uuuuiticaiiy 

i-naay, Apm u/, 2UUb JuJTPM 
I TOTD) (FBI) 

fflfi 

T>TD)(CON) 

nfunded 

UNCLASSIFIED 
NON-RECORD 

fo6 
hlC 

TICTU DCS-5000 TICTU SBIT Critical 
Certification a... Unfunded.w... 

c ] txecutive Assistant 
ELSUR Technology Management Unit 
Electronic Surveillance Technology Section, OTD 
Phone: 701 I 
Fax: 703| ~ 

UNCLASSIFIED 

UNCLASSIFIED 

29 



I »0 T D> <F B» 
From: I loTm (FBI) 
Sent: Wednesday. March 29. 2006 12:03 PM 
To: I I (OTD) (FBI) 
Subject: FW: Pen register discovery question 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD u . 

b b 
b7C 

l — " ^ This seems more like an EDMS question than 3000; but if you can provide an answer, please send to me. 
Thanks. 

—Original Message— ^ ^ ^ _ ^ ^ ^ _ ^ 
From: | IOTP) (CON) On Behalf Of| \ (OTD) (FBI) 
Sent ' WMrfeSflaV. Margri 29. 2006 9:52 AM fc~~~~~™~' 
To: I IOTP) (FBI) 
Subject: FW: Pen register discovery question 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I I frorrj |n-box. 

c 
p/ESTs/ncru 

--Original Message— 

Sent: ' Friday. March 24. 2066 4:1? 1 
To: I ~~*FUFL 
Cc 1 , '"f" imi IRQ ^ r j™" IfBFWFBTl:! IfBR 

From: I lOGQ (FBI) 
' M.4:17PM 

To: I ~jn (FBI) 
• ^ V °"T~ •--- _ . _ _ _ _ _ — ^ * _ , 

(FBI)! JOTD) (FBH IOTPWFBI): ! FTPTTTBITI I 
(OGCMFBIT" - ~~ 

Subject RE: Pen register discovery question 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Interesting question. Let me check with ERF. I thought that our devices kept a raw data file on the system, but perhaps 
not. 

I Iwill.look into this with our telephone group. I will be up your way over the weekend and will try to follow up. 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 

be 
b7C 

I 
Associate General counsel - Unit Chief 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg 27958A, Room A-207 

30 



o o 
Please let us know if you need additional information. Thank you. 

(1) The table below provides the estimated project costs to interface the DCS-5000 to Trilogy. 

DCS-5000 Project IT Costs 

System components (WAN) $ 388,000.00 
Networking equipment $3,337,000.00 
Encryption equipment $ 814,000.00 
Network maintenance/control* $ 250,000.00 
Software development $ 153,000.00 

$4,942,000.00 

•Recurring cost 

Amounts are based, in part, on numbers of networking equipment and costs 
provided bvi ifor82 systems in field offices and resident 
agencies. 

(2) SBIT's input fromj | 
The cost of the hardware, software, and the development work for the Interface to the Trilogy network or 
other FBI IT infrastructure for the DCS-3000 system Is approximately $750,000 per year. The majority of this 
cost is for hardware (e.g. routers and other networking equipment), THB DCSnat mats are annrmtimafeiy 
$500,000 per year if you include the IP service contract we have with| [an elaborate on 
this topic if needed. L _ — ^ ^ _ ^ ^ _ _ = _ i 

fo2 
b 6 
b7C 
b7E 

—Original Mnrnnni . 
From: I I (OTD) (FBI) 
Sent: Thursday. March 23. 200611:38 AM w i l l , ^j j j jmygjj jgi j j i «w, 4uuu 11.JO nri v^^^^^^-^^^^^^^ 
To: 1 ZltOTD) (FBll I (OTD) (FBI) J I (OTD) (CON) 
Cc I IrOTTfl (CON) ' ' 
Subject: RE: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

The cost of the hardware, software, and the development work for the interface to the Trilogy network or other FBI iT 
infrastructure for the DCS-3000 system is approximately $750,000 per year. The majority of this cost is for hardware 
(e.g. routers and other networking ar>"in,nan" Tho nranatmete are approximately $500,000 per year if you include 3 ecu 
the IP service contract we have withl 

—Original Message— 
From: | ~"l[OTD) (FBI) 
Sent: Thursday, Marcn*23,2006 8:56 AM 

can elaborate on this topic if needed. b2 
fc6 
b7C 
b7E 

To: L _ - 1- ' fr>Tm (FBI)J |OTD) (FBI)l IfQTP) (CON) 
Oc: ~~l KQTD) (CON) T 

Subject: Fw: fT Information Request - Needed by Friday 3/24 Subject: FW: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

PG-33 



To All, 
Due to the move, please p rov ide ! - frith all submissions no later than 3pm today. I bnd I will 

gather the date to send it to the front office later this afternoon. 

athe DCS-6000 does not connect to trilogy, operate remotely over an IT system, or prepares data to be sent 
i IT system. But, how it relates to DCS-NET may be a different story. So as not to duplicate numbers, if 

there is an IT cost for the 6000 and DCS-NET, can you include that number (and notation) with your estimate? 
Thanks. 

—Original Message— 
From: I tOTD) (CON) 
Sent fhnndav. March '}'/. 7006 B:14 AM » 6 
T o : I ^(OTD)(FBI) b7C 
Subject: FW: IT inrormaoon Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

| I- We should try to complete this task today because tomorrow many of our Trilogy 
machines will be disconnected by 2 pm. Thanks. 

I I 
703[__ 

tr 

original Message-— 
From: | tOTD) (FBI) 
Sent WpHnPsnaglflarrh •)•>_ ?nOfi 10:57 AM • • 
To: I KQTTOtFBll l(QTO) (FBI);| loTD) (FBD: I ToTTO 

' tmt ibmnwi ' l»"»"iwui.| ' " 6T1T7FBT1 l 

CC | k>TD)(FBI);| l/OIWTFSni toTDjTFBTjl |OTD) (CON) 
Subject? FW: II Mdrmabon Request - Needed by Friday 3/24 ' ' T „=•! 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Pis see below. 

r rage 
Telecommunications Intercept and Collection Technology Unit (TICTU) |~ 6 
Electronic Surveillance Technology Section j, -. c 
Operational Technology Division 
Ouantico. Virginia 

Original Massage 
From: I lOTDl (FBI) 
Sent Wednesday, March 22. 2006 9:28 AM 
To: I tOTD) (FBI) 
Subject RE: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

: 
This is tied primarily to future requests for money, 300 exhibits and requisition in FY07 and forward. However, the 
cost of each system should be looked at so we can determine our investment and support needs that are truly IT. 

34 



We would like to know the cost of the part of each system that is IT (that allows our collection systems to connect 
to trilogy, operate remotely over an IT system, prepares data to be sent over/to an IT system). 

I know this is a little vague but we need an estimate with some basis behiond it. 

Thanke 

I I 

—Original Messaa 
From: | ^ (OTD) (FBI) 

yTWa Sent: Wednesday. March 22, 2006 9:14 AM 
To: I KOTD) (FBI) 
Subject RE: ft Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD lb 6 

b7C 

I ITICTU personnel have asked that you specify what time period you are inquiring about, as well as 
detining what you consider IT to be. Are you asking about costs from the inception of projects that could date 
back years, or something else? Thanks. 

I , I 
supervisory special Agent 
Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 
Quantico, Virginia 

• • 

—Original Message— 
From: I i r rm (FBI) 
Sent: Tuefaiav. Mairh ?1 Mflfi 4:11 PM 

To: 
-THRrnlflY. MniTtl ?1 • yffiKk'*:!! PM , 1 , , 
I larmrfnTll , tararranl _ " f ™ j 
' JTTTPTTEBII UlUHWUj irfDHFBI);! I 

Cc: T ' —1rrm|ffBT)| nr ro f fmvi ITTDUFBIVI I 
' _ . KOTD) (FBI)| |K.(OTD)(FBI);l T:OTD) (JFBl) 

Subject:: IT information Request - needed Dy t-naay 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems 
listed on the OCIO master list of systems, applications, databases, and networks. For the 
systems/projects listed below, please determine or estimate as best you can the cost of the hardware, 
software, and the development work for the interface to the Trilogy network or other FBI IT infrastructure. 
This will help us separate the funding of National Security Systems that are not truly IT from IT systems, 
databases, applications and networks. Please provide an estimate by Friday 3/24. 

EDMS - IT Interface 
DCS 6000 - IT Interface 
DCS 3000 - IT Interface 
DCSNet (CALEA transport) 
CARTSAN - IT Interface 
CART Family of Systems 

be 

b2 
Central Monitoring Plant Network fe 7 E 

Central Monitoring Plant Systems Operations Center (CSOC) 

I I 
Thanks, 
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I fre PMP 
Electronics Engineer, Program Management Office Manager 
ELSUR Management Technology Unit h 6 
Electronic Sj4tvgillgnc£Technology Section, OTD b 7 C 
Phone: 7 0 | _ ~ ^ ^ ^ 
Cell: ' 20! 
Fax: 703 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

] (OTD) (FBI) 

From: DTD) (FBI) 
Sent: Thursday. March 23. 2006 1:00 PM 
To: I „ _ 1QTD1 (FBI) b 6 

Subject: RE: IT information Request - Needed by Friday 3/24 i b 7 c 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Thanks. 

-Original Message— 
From: I IOTD) (FBI) 
ant : _' muiuj.iv. 
To: " — 
Cc: 
Subject: 

JQW) (FBI)| |(OTD) (FBDi I (OTD) (CON) 

Kb: II Iniormation Kequest - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 
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The cost of the hardware, software, and the development work for the interface to the Trilogy network or other FBI IT 
infrastructure for the DCS-3000 system is approximately $750,000 per year. The majority of this cost is for hardware 
(e.g. routers and other networking ° T »^rna.nt\ -rha r v g n o t p e t e a r e approximately $500,000 per year if you include 
the IP service contract we have with| pan elaborate on this topic if needed. 

Ken 

—Original Message— 
From: I ""IOTP) (FBI) 
Sent: Thursday, March 23,2006 8:56 AM 
To: I Imrm (FBIVl 
cc: I frrp) (CON) 
Subject: FW: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

](OTO) (FBl£ ](OTD) (CON) 

b2 
b e 
b7C 
b7E 

To All, 

gather the 
Due to the move, please p r o v i d g " Iwith all submissions no later than 3pm today. | land I will 
le data to send it to the front office later this afternoon. 

• the DCS-6000 does not connect to trilogy, operate remotely over an IT system, or prepares data to be sent 
over an IT system. But, how it relates to DCS-NET may be a different story. So as not to duplicate numbers, if 
there is an IT cost for the 6000 and DCS-NET, can you include that number (and notation) with your estimate? 
Thanks. 

JOTD) (CON) 
-—Original Message--

From: I 
Sent: Thursday. March j>3. 2006 8:14 AM 
T o : I HOTD) (FBI) 
Subject: FW: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

3 We should try to complete this task today because tomorrow many of our Trilogy 
fo 6 
b7C 

machines will be disconnected by 2 pm. Thanks. 

1 
™3I • 

—Original Message—--
From: I KOTO (FBI) 
Sent: Wednesday. March 22,200610:57 AM 
To: I irrrm rcpnl 

cc I IOTP) (Fan brpWFBiM 
Subject: FW: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

rOTDWFRTVf 
1 (OTDT fFBTif 

lfOTm fFjm ss JOTO) 

JOTD) (CON) 

Pis see below. 

1 
Supervisory Special Agent 
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Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 
Quflntinft Vjminia 
7 o C _ _ _ l 
—Original Message— 

From: I l(OTD) (FBI) 
Sent ' wwinwuiau. IWJJIWI V?. 7ons Q-.IB AM 
To: | pTD) (FBI) 
Subject: teTTTrOTrTBuon Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

bb 

I I 
This is tied primarily to future requests for money, 300 exhibits and requisition in FY07 and forward. However, the 
cost of each system should be looked at so we can determine our investment and support needs that are truly IT. 
We would like to know the cost of the part of each system that is IT (that allows our collection systems to connect 
to trilogy, operate remotely over an IT system, prepares data to be sent over/to an IT system). 

I know this is a little vague but we need an estimate with some basis behiond it 

Thankg 

l__l 
"IflSSffflp 

I KOTD) (FBI) 
2nfc aSBBBSHyTnarch 22,2006 9:14 / 
as| _ ... F 
Ltbiech RE: I T 1 

—Original Me 
From: 
Sent; •WMHMftW fflarrh 22, 2006 9:14 AM 
T o j KOTD) (FBI) 
Subject RE: f r Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

| |ICTU personnel have asked that you specify what time period you are inquiring about, as well as 
aenning what you consider IT to be. Are you asking about costs from the inception of projects that could date 
back years, or something else? Thanks. 

I _ 1 
supervisory special agent 
Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division _ 
Quantico. Virginia fc b 

70J H b7C 

—Original Message— 
From: I IOTP) (FBI) 
Sent: 
To: 

Cc: |miY> rmi l Irnrr™ /cBIV | | r r m (FBI);I I 
i (FBI| |(OTD) (FBI)J pTD) (FBlJ 
uest - Neeaea Dy rnaay 3/24 ^ " ~ ~ " " ~ ^ ^ " ~ ' ^ Subject: i i mrormaoon Request - Neeaea Dy rnaay 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems 
listed on the OCIO master list of systems, applications, databases, and networks. For the 

be 
b7C 
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[ 

* 

systems/projects listed below, please determine or estimate as best you can the cost of the hardware, 
software, and the development work for the interface to the Trilogy network or other FBI IT infrastructure. 
This will help us separate the funding of National Security Systems that are not truly IT from IT systems, 
databases, applications and networks. Please provide an estimate by Friday 3/24. 

EDMS - IT Interface 
DCS 6000 - IT Interface 
DCS 3000 - IT Interface 
DCSNet (CALEA transport) 
CARTSAN - IT Interface 
CART Family of Systems 

Central Monitoring Plant Network 
Cpntrai Mnnitnrino Ptant Systems Operations Center (CSOC) 

Thanks, 

fE, PMP 
"Pro tieciromcs bngineer, Program Management Office Manager 

ELSUR Management Technology Unit 
Electronic SuuBiUaace-Technology Section, OTD 
Phone: 703| J_ 
Cell: 
Fax: 

be 
fo7C 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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^ A 

Zli2I2L (FBI) 

From: I IrOTTtt (FBI) 
Sent: Thursday. March 23. 2006 8:56 AM 
To: I " _ " " PTm(FBH |(OTD)(FBIJ 

I l(OTD) (CONP I 1 
Cc: I T 1 3 ™ <C0N> 
Subject: FW: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

To All, ^_—^, I i 
Due to the move, please provider-1 iwith all submissions no later than 3pm tarlav I land | will gather 

the data to send it to the front office later this afternoon. 

b 6 
fe7C 

] • the DCS-6000 does not connect to trilogy, operate remotely over an IT system, or prepares data to be sent over an 
IT system. But, how it relates to DCS-NET may be a different story. So as not to duplicate numbers, if there is an IT cost 
for the 6000 and DCS-NET, can you include that number (and notation) with your estimate? Thanks. 

—Original Magcym— 
From: I lOTD) (CON) 
Sent: Thur^au Marrh TV 7Mlfi 8:14 AM 
To: | IOTP) (FBI) 
Subject: pw: IT information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

QWe should try to complete this task today because tomorrow many of our Trilogy machines will 
connected by 2 pm. Thanks. 

—Original M ° y ™ — 
From: I IfOTPUFBn 
Sent: Wednesday. March 22, 2006 10:57 AM. 
To: 

>7C 

i yam) fFBii roTm (FBi);| , >PT™ (FBI);| Ion?) 
(FBl'J KOTDUFBIH ItOTDUrani PTDHFTO1 ' 

l' lOTPrWT " IJIUUHIlJ n ' UmimW " / lOTD) (CON) 
FW: IT Information Request - Needed by Friday 3/24 I I 

c 

Ce: 
Subject: FW: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Pis see below. 

supervisory 
Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 
Quantico, Virginia 
7°* I 
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Original Mes_ B i l B ^^^_^^^^_^ 
From: I Itrrtn (FBI) 
Senb w0HnacHa» M»rrh 22,2006 9:28 AM 
To: I I n ™ (FBI) 
Subject: RE: IT Information Request • Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

ha 
This is tied primarily to future requests for money, 300 exhibits and requisition in FY07 and forward. However, the cost of ^ 7 C 
each system should be looked at so we can determine our investment and support needs that are truly IT. We would like 
to know the cost of the part of each system that is IT (that allows our collection systems to connect to trilogy, operate 
remotely over an IT system, prepares data to be sent over/to an IT system). 

I know this is a little vague but we need an estimate with some basis behiond it. 

. Thanks. 

Orininal Mogcanf 
From: I trrnn (FBI) 
Senb .lIHnrtnnnrtnii Mlnirt T2, 2006 9:14 AM 
To: I rnTm (FBI) 
Subject: RE: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

ICTU personnel have asked that you specify what time period you are inquiring about, as well as defining what 
sider IT to be. Are you asking about costs from the inception of projects that could date back years, or 

something else? Thanks. 

^CpTfvlSBTŷ pSEIaT Agent 
Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 
Quantico. Virginia b 6 
7 n a • b7C 

—Original Message— 
From: I h t rm rfftn 
Sent: Tuesday, March 21,2006 4:11 PM • • I I • • 
To: | . IrnTt&rFBn:! lrnTnWFRtt| ttrem\iean.t [my. 

• ,em" , H W I ^ " " w y i . mm— 
Cc: 

Subject: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Marcus Thomas has asked that we determine the cost of the IT portions of the OTO collection systems listed on 
the OCIO master list of systems, applications, databases, and networks. For the systems/projects listed below, 
please determine or estimate as best you can the cost of the hardware, software, and the development work for 
the interface to the Trilogy network or other FBI IT infrastructure. This will help us separate the funding of National 
Security Systems that are not truly IT from IT systems, databases, applications and networks. Please provide an 
estimate by Friday 3/24. 

EDMS - IT Interface 
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DCS 6000 - IT Interface 
DCS 3000 - IT Interface 
DCSNet (CALEA transport) 
CARTSAN - IT Interface 
CART Family of Systems hz 

I fo"F 

Central Monitoring Plant Network 
Central Monitoring Plant Systems Operations Center (CSOC) Central Monitoring Plar 

Thanks, 

I PF PUP 
Electronics Engineer, Program Management Office Manager , 
ELSUR Management Technology Unit \, & 
Electronic Surveillance Technoloov Section, OTD ^ 7 r-
"- 01. " Phone: 7 0 ^ 
Cell: 202 
Fax: 703 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

IOTP) (FBI) 

From: • ^ T r > ) (FBI) 
Sent: Wednesday. March 22. 2006 12:54 PM 
To: I IfOTDl (FBh b6 
Subject: RE: IT Information Request - Needed by Friday 3/24 fo7c 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Good job on the response. 

[ 
— O r i g i n a l M e s s a g e — 

From: • Ifm (FBI) 
Sent Wednesday. March 2 2 . 2 0 0 6 1 2 : 3 8 PM 
To: [• ^-^PTD) ( re i) 

Subject: RE: r r Information Request - Netf lM) Uy HlUdy J / 
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—Original Mi 
From: I IfOTD) (FBI) 
Sent: Wednesday. March 22, 2006 9:14 AM 
™ DTTttfFBn 
Subject: RE: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I ITICTU personnel have asked that you specify what time period you are inquiring about, as well as 
defining what you consider IT to be. Are you asking about costs from the inception of projects that could date 
back years, or something else? Thanks. 

I I be 
supervisory special Agent b7C 
Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 
Oiianticn Virninm 7 C__I 

—Original Message— 
From: I I*TTO (FBI) 
Sent: T U P C ^ Marrh 71 ?nns 4:11 PM 
To: | yam m a n irnrnn irm iQTm nm 

|no) (FBI)J 
EffiL. 

Cc: 

\>1 u ; ir-Bi; 

m 4:11 PM . , I 1 

»fFBnl _IQTD)(FBn:| m U t - B f 

**"*1rrTP) ffro'l KOTD) (Fern imro (FBQJ 

lBfBffFBn-.r~'" IrflTfn (FBI)I |(OTD) (FBif 
MI Renuest - Needed bv Fridav 3/24 I • 

Subject: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems 
listed on the OCIO master list of systems, applications, databases, and networks. For the 
systems/projects listed below, please determine or estimate as best you can the cost of the hardware, 
software, and the development work for the interface to the Trilogy network or other FBI IT infrastructure. 
This will help us separate the funding of National Security Systems that are not truly IT from IT systems, 
databases, applications and networks. Please provide an estimate by Friday 3/24. 

EDMS - IT Interface 
DCS 6000 - IT Interface 
DCS 3000 - IT Interface 
DCSNet (CALEA transport) fo 6 
CARTSAN - IT Interface b7C 
P A R T Familw r>f Cyctomo 

uentrai Monitoring Plant Network 
Central Monitoring Plant Systems Operations Center (CSOC) 

i i 
Thanks, 

' kp PMP 
Electronics Engineer, Program Management Office Manager 
ELSUR Management Technology Unit 
Electronic SuoaiUanmJefhnology Section, OTD 
Phone: 703| 
Cell 
Fax: 70: 
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o o 
SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

" O T D > <FBI> 

From: 
Sent: 
To: 
Subject: 

I " I (OTD) (FBI) 
Wednesday, March 22, 2006 9:21 AM 

| |(OTD) (CON) 
r-vv: 11 inrormauon Kequest - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

FYI 

• 
—Original Message— 

From: I 
Sent- ' wain 
To: = 
cc I . . 
Subject: hw": IV information Request - Needed Dy i-naay SIM 

|(OTD) (F 
??rWarch 22, 

(FBI) 
2006 8:59 AM 

• | ) (FBI);| 
JOTO) (I 

LOTD) (FBI);H 
T(OTD)(FBl5f 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

ITD) (FBl£ 
(OTD) (FBI) 

10TD) (FBI) 

Please coordinate a response t o [ ] 
All, Please see below message and ascertain your costs associated with the listed systems/projects. Please provide this 
info td ~"Tbv Thursday, 3/23/06. 

[ 
necessary. Thanks. 

_Jase a s s i s | _ _ 3 ' t n a coordinated response to f 

supervisory special Agent 
Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 
Quantify Virginia 
7 0 C_J 

J Note deadline of 3/24/06. Reminders as 

—Original Message— 
F r e m : I 
Sent: Tuesday, March 

" " I O T T O (FB 
•51720064:11 

(FBI) 
PM 
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To: • • (OTD) "f"* IOTTTO rFBni irrrm fFBn-i rrm 
fFm:l DTm « m - l frmUFRTVI JTD) 

CC • - " T r m (FBIVI I f fD) (FBI); I IfllbWHilll |(OTD) (FBI); 
1 pTP)(FBI)| l(OTD)(PBI) ' ' 

Subject: I I inTAfmSBfin ReQUest - Needea Dy Friday il& lb 6 

SENSITIVE BUT UNCLASSIFIED b 7 C 

NON-RECORD 

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed on the OCIO 
master list of systems, applications, databases, and networks. For the systems/projects listed below, please determine or 
estimate as best you can the cost of the hardware, software, and the development work for the interface to the Trilogy 
network or other FBI IT infrastructure. This will help us separate the funding of National Security Systems that are not truly 
IT from IT systems, databases, applications and networks. Please provide an estimate by Friday 3/24. 

EDMS - IT Interface 
DCS 6000 - IT Interface 
DCS 3000 - IT Interface 
DCSNet (CALEA transport) 
CARTSAN - IT Interface 
£ABXifljaaiiu.of Systems 

[ 
Central Monitoring Plant Network 
Central Monitoring Plant Systems Operations Center (CSOC) 

Thanks, 

" j £ , PMP 
Tro* tiecironics tngineer, Program Management Office Manager jw ^ 

ELSUR Management Technology Unit t * 
Electronic Surveillance Technology Section, OTD to ' c 

Phone: 7 0 3 | _ 
Cell: 202 
Fax: 703J 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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Per our discussion, herp aw unmet items of interest/or concern with regards to DCS6000 remote workstations. 
Aiso, I have talked withl land his is in agreement that Chicago would like to be a test site once this 
capability exists. We would be interested in an estimated time frame that this could happen and if there is 
anything that could be done to speed up the release of this technology. 

Concerns/or Issues that may need to be addressed: 

Legal - Monitoring/collecting in different jurisdictions 
Network - Minimum bandwidth, encryption 
Security - Encryption, Accreditation 

fo 6 
b7C 

Possible requirements at a remote site: 

Computers) (DCS600073000) 
Router + (T1's (Network connection/data) and/or ISDN's) 
Remote Server 

c orth central Regional Supervisor - Chicago 
ELSUR Technology Management Unit 
Electronic Surveillance Technology Section, OTD 
312| |[Desk) 

Fax) 312 
312 Cell) 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

SS 



(OTP) (FBI) 

From: I lr>Tn\ (FBI) 
Sent: Thursday January 19 2006 9 45 PM 
To: I KOGC) ( F B I ) ; ( S e c D ) ( C O N ) 
Cc: I llTD) (COrJj ' 
Subject: FW: DCS6000 Remote 

UNCLASSIFIED 
NON-RECORD 

larn forwarding this e-mail to you in regards to the leoal and accreditation issues mentioned below. Chicago 
desires to remote a T-lll from headquarters city to theiij | 

Q the] fiollecting for years, so one would think the jurisdictional issue is not an impediment or has fo2 

be challenged m"th'e courts. Do you foresee problems? hiE 
I t as for Security, would accreditation be a problem if TICTU addresses this case from a proof of concept perspective? 
i neVoiceBox (VB) collection system will be going through the C & A process again shortly. Also, this system is 
unclassified, and even though the interception would be traveling from Chicago to[_____Jfrom/to FBI controlled space) fos 
via a T-1, the routers will have encryption. Is that enough to satisfy Security? Any additional forseen problems? hie 

I believe FBI criminal collection is moving in this direction anyway, so now may be the time for TICTU to do some 
R&D. Thanks. 

I I 
—Oriqinal Message— 

From: | 
Sent: THEE 

2 C 
Subject: ^ W 

UNCLASSIFIED 
NON-RECORD 

vmr-nw-vi'm*) 
~JD) (FBI) 
72006 2:39 F 
pTD) (CON) 
DTD) (FBI) 

MS&iob' Remote 

—Original Message-
From: | |(CG) (CON) 
Sent: " I m i •«""~»' i '"•« 12:10 PM 
To: I * " ™ (FBI) 
Cc: 1 |{CG) (FBI) 
Subject: ' IX3BUUU RHIIlUlti ' 

RMS# 105654 - Previously submitted requesting DCS6000 remote capability (Assigned td I- Status is 
Working n ' fc6 

!fo7C 

LZZI 
Per our discussion, here are some items of interestfor concern with regards to DCS6000 remote workstations. Also, I 
have talked witrl fend his is in agreement that Chicago would like to be a test site once this capability 
exists. We would be interested in an estimated time frame that this could happen and if there is anything that could be 
done to speed up the release of this technology. 

Concerns/or Issues that may need to be addressed: 
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9 
Legal - Monitoring/collecting in different jurisdictions 
Network - Minimum bandwidth, encryption 
Security - Encryption, Accreditation 

Possible requirements at a remote site: 

Computer(s) (DCS600073000) 
Router + (TVs (Network connection/data) and/or ISDN's) 
Remote Server 

m Nortn Ueiitral Kegitfnal Supervisor - Chicago 
ELSUR Technology Management Unit 
Electronic Surveillance Technology Section, OTD 

be 
b7C 

31 
31J 
31 

Desk) 
Fax) 
Cell) 

UNCLASSIFIED 

UNCLASSIFIED 

From: 
Sent: 
To: 
Subject: 

}>TD)(FBI ) 

rOTD) (FBI) 
11,200612:22 PM 

„ }OTD) (FBI) 
UL-S-3UUU Keip6rtfee to Questions Posed by FISA Court Judge 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD he 

b7C 

cn Here are the questions posed which we discussed-earlier today: 

1. Identify and fully describe the DCS-3000 database. 

2. The FBI's practice regarding storing, accessing, marking, deleting, and handling of FISA materials within the system. 

There is another question re minimization procedures which could be adopted on an expedited basis, but I don't 
believe this would pertain to the DCS-3000. It seems the time line for completing this is on hold, so please do not rush to 
get this completed. Thanks. 

SENSITIVE BUT UNCLASSIFIED 
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From: 
Sent: 
To: 
Subject: 

FTP) (FBI) 

[ 
r ^TOBBHS^ l̂flnflfl̂ r 

(OTD) (FBI) 
(L2Qq6 12:18 PM 

1 (OTD) (CON) 
RE: RMS REQUEST #0107915 

UNCLASSIFIED 
NON-RECORD 

Thanki 

-—Original Message— 
From: I 
Sent: 1 
To: C 
Cc: 
Subject: 

"H(OTD) 
(72006 11^ 

(OTD) (CON) 
uesoav. January I U . JS06 11^30 AM 

(FBIL 

RE:RM§RE<5UKT*uf079i5 
:OTD)(CON);| 
IV70-IC • • 

UNCLASSIFIED 
NON-RECORD 

Trrni rmpl 
JoTBT 

be 
b7C 

I 

i 
i 

s 
1 

TOTO) (FBI) 
(CON) 

After talking to the sfte - it turns out that it is the 3000 system UPS that died and not th£ 
already spoken with en 

ite - it turns h as 
nd he believes he has a replacement on the shelf. The K M S needs to be reassigned to 

—Original Message— 
From: | fc)TD) (FBI) 

To: 
Subje FWrRRgT^nSffBTi 

AM 
(CON) 

UNCLASSIFIED 
NON-RECORD 

be 
b7C 
b7E 

• there something we can do about this? 

—Original Message— 
From: 

Ongjr 
IB t | (SL) (FBI) 

Sent: Monday. January 09. 2006 8:35 AM 
To: I IOTP) (FBI) , 
CC f farm (FBI);| 
Subject: RMS REQUEST #0107915 

UNCLASSIFIED 
NON-RECORD 

JL)(CON) 

] 
SL had a UPS fail on Friday in our FISA room and we don't have a 
backup for the backup. 
I have submitted an RMS request for a new APC1500 UPS - if possible 

58 



can you please expedite this request. 
Thanks 

TT/\ 

(3141 

b 7 C 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

59 



I(OTPHFBI) 

From: I iTm (FBI) 
Sent: Tuesday. January 18, 2005 11:41 AM 
To: . I I^Tra (FBI) 
Cc: (ITD) (FBI) 
Subject: fW: UomDinmg me collection systems under one C&A 

BkgrajPb rs KB) _ he 
UNCLASSIFIED b ' 

NON-RECORD 

I spoke with the DCS-6000 guys earlier today and they echoed similar comments. 

I JThanks 

Mike 
Hrininal Mogcang 

From:| flTD) (FBI) 
Sent: Tuesday. January 18, 2005 11:35 AM 
To:| IflTD) (FBI) 
Cc:| |(rTD) (FBI) 
Subject: RE: Combining the Collection systems under one C&A 

UNCLASSIFIED 
NON-RECORD 

I think the C&A process is best served by separating the various projects, especially 
between different security classification platforms. 

t m he 
DCS-3000 ISSO 
DCS-5000 ISSO 
DCS-6000 ISSO r 7C 

—OrlQlnal Message-™-
From:l IflTD) (FBI) 
Sent: Tuesday, January 18,2005 8:21 AM 
Tort HTD) (FBI)J |(1TD) (FBI) 
Ccj l(ITD) (CON) 
Subject: FW: combining tne Collection systems under one C&A 

ALL IHFDRHATIDH COHTAIHEB 
HEREIN IS UIICLASSIFIED 
DATE 06-12-2007 BY 65179/DHH/KSR/HAJ 



UNCLASSIFIED 
NON-RECORD 

Hello Guys, 

Here is an e-mail moving about regarding C&A. 

Please review. 

I 1 
— O r oinal Message-— b 6 

From: [fTD) (FBI) 
Sent: 

7C 

uesdav, January 18, 2005 8:00 AM. 
Tori rmn f FBnl Irrrm rani 
OTD) (FBI):I JSecD)(CON)J EecD) (FBI) 
Cc:| |TTD) (CON) 
Subject: LomDimng ine Louection systems under one C&A 

UNCLASSIFIED 
NON-RECORD 

Gents, 

After many internal discussion regarding the Certification and Accreditation (C&A) process of 
systems, we [AU, CU, and I] came to the conclusion that combining systems under one C&A 
makes sense (in some cases). I'd like to get your opinion on this matter as I'm looking to combine 
the collections systems ( DCSnet, DCS 3000, 5000, 6000, and J3094) under one C&A (if that 
makes sense to do so). 

I'd like to arrange a meeting for 13:30 tomorrow 19 January to discuss and collect your 
comments. We can meet in my office unless someone has a better alternative. 

Cheers| | [ £ c 

I55M, uuantico uomplex 
ERF (703 I 

UNCLASSIFIED 

2 



UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

From: 
Sent: 
To: 

Subject: 

JOTD) (FBI) 

rues* JEWETrtifrU 

<\m\ (fR[i 

I'D) (FBI) 
2005 8:25 AM, 

ITJUFBIVI 

L 
, I/HPWFM[ 
JlTD) (CON) 

]XQU£Bj£ 

FW: Combining the Collection systems under one C&A 

tlTD) (FBI); 

JPG (5 KB) 
UNCLASSIFIED 

NON-RECORD 

FYL . i f there is any reason(s) not to.. .please advise. 

fo2 
b7E 

b 6 
lb7C 

Mike 
Orlninal MP<;<anP—-

Fromi KUD) (FBI) 
Sent: Tuesday. January 18, 200 
To! I(ITD) (FBI)| 
Cc:| jITD) (CON) 

C Q Q 1 AM. 
](ITD)(FBI) 

Subject: FW: Combining the Collection systems under one C&A 

UNCLASSIFIED 
NON-RECORD 

Hello Guys, 

Here is an e-mail moving about regarding C&A. 

Please review. 

] 
-Original Message— 

he 
ha 



F r n m l [ r m ) (FBI) 

Sent: Tuesday. January 18, 2005 8:00 A^ 
ToJ riTD) fFRî l Inrm (FBI); I |rrm 
(FBfcl tSecDXCON)! (SecD) (FBI) 
cd l(rrp) (cbro) ' 
Subject: Combining the Collection systems under one C&A 

UNCLASSIFIED 
NON-RECORD 

be 
b7C 

Gents, 

After many internal discussion regarding the Certification and Accreditation (C&A) process of 
systems, we [AU, CU, and I] came to the conclusion that combining systems under one C&A makes 
sense (in some cases). I'd like to get your opinion on this matter as I'm looking to combine the 
collections systems ( DCSnet, DCS 3000, 5000, 6000, and J3094) under one C&A (if that makes 
sense to do so). 

I'd like to arrange a meeting for 13:30 tomorrow 19 January to discuss and collect your comments. 
We can meet in my office unless someone has a better alternative. 

r.hffArgl 

ISSM. Quantico Complex 
ERF (703] 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

4 



From: 
Sent: 
To: 
Cc: 

Subject: 

W 
](OTD) (FBI) 

SEg^ET 

(OTD) (FBI) 
2, 2005 4:30 PM 
fil_Li£BI) 

J>TD) (FBI);[ >L) (FBl£ 

Kb: Assistance 

"01TCEWS91HED 
NON-RECORD 

C O 

fovc 

After speaking with you, I have conversed with members of TICTU to provide answers to the questions that were 
posed to you (see below). I kno\4 has also spoken with you. Be advised that we (OTD) always prefer to 
have the field office's TA (TS or TTA) contact us with questions so that everyone is on the same page. Still, we here to 
help anyone who asks of it. I hope this helps. • 

IMg —Original ftessaae 
From: 
Sent: 
To: 
Subject: 

JSL) (FBI) 
Tuesday, November 22,2005 > " " PM 

W. A&i&ince 
[v lOTDHFBI);! 

UMCLACfiiriEB-
NON-RECORD 

Gents-

"I(OTD) (FBI) 

The biggest issue we have is trying to comply with the court order matching the numbers to the intercept - thanks for 
the help 

—Original tpsssa& 
From: 
Sent: 
To: 
Cc 
Subject: 

1*"""° 
f 

Assistance 

JSL) (FBI) 
]SL)(FBD 

|SL) (OGA) 
105 10:18 AM 

JTIILA3JI1 Hilt-
NON-RECORD 

DATE: 06-14-2007 
CLASSIFIED BY 6S179DBH/KSR/HAJ 
REASOII: 1.4 (CJ 
DECLASSIFY OH: OS-14-2032 be 

b7C 

• b 2 
b7E 

We are still missing crucial information on this FISA and with what little we have we cannot write a renewal. I am 
hoping that by providing you these questions that you can see how vital information is being lost. 

\ 

ALL IffFORHATIOH C0HTAIHED 
HEEEIII IS UNCLASSIFIED EXCEPT 
TOHERE SHOOT OTHERWISE 



^ f i B B -

i 1 nn . i i, 
F 1 

I appreciate your continued assistance, but we are honestly lost without rectifying the above listed issues. 

Thanks as always, 

t__l 
Til Hi hi I I II || || 

—UKOLADSIEIED-

UMOLAOOinfiB-

1(OTD) (FBI) 

From: OTD) (FBI) 
Sent: Monday. November 21,2005 2:34 PM 
To: I HkOTD) (CON) 
Subject: FW: LX-1 Presentation on 12/5/2005, on TTA abilities 

UlUGLAaaiPlEP 
NON-RECORD 

—Original Message— 

SEC ;CI*ET. 

Jfo6 
b7C 

h?. 
hlE 

CZ3 
Can you do the submissions? 

rzzi 
fob 

—Original Message— fc>7c 
From: I ~~IOTtft (FBI) 
Sent: Monday. November 21,2005 2:26 PM 
To: I IfOTDUFBO 
cc 1 torn) (FBD;| I (OTD) (FBI)J HCOTP) (FBI); I T:OTD) 

(CON) <• I * ' 
Subject: RE: LX-1 Presentation on 12/5/2005, on TTA abilities 

UNCLftBOIPIgP 
NON-RECORD 

[Z=I 
Someone from| Igroup will be attending also. All of the names should be submitted together. 

I 1 



From: 
Sent: 
To: 
Cc: 

SECRET 
i) (FBI) * 

21, 2005 1:40 PM 
) (FBI) 

3N1 
Subject: RE: LX-1 Presentation on 12/5/2005, on TTA abilities 

iTD) (CON; 
!M8,onTTAabC 

) (FBI) 

UMSLAOOirieBT 
NON-RECORD 

I 

As his schedule stands today 
be joining him. 

as volunteered to represent the DCS-5000 team. I do not think any one will fc -

I I please forward the information asked b [ 
is needed. Thanks. 

IZ=] 

b 7 C 

o him before the 30th. Also, advise if additional assistance 

—Original Message— 
From: I " 1 (OTD) (FBI) 
Sent: Wednesday. November 16, 2005 9:09 AM 
To: I I f n rm rmn-t 

-r I KOTD) (CON) 
ibjecbTW: LX-i Presenbflon on 12/5/2005, 

Cc: 
Subject: 

](OTD)(FBI)t 
Trvrm mmT 

JOTD) (FBI) 
JOTD) (FBI)£ ](OTD) (FBI); 

on TTA abilities 

t imri ngy i r i rn 
NON-RECORD 

Hello Guys, 

This brief/EXPO which is requested by Counter-Terrorism is being pushed by the front office. 

I believe the DCS-5000, Portable^ Jnd the DCS-3000 platform is what the division is interested in. 

Please advise and use] las our point of contact. 

P.S. I net's put this on the agenda for Monday! 

—Original Messaoe-
From: 
Sent: 
To: 

lirsHiWJKM'Hiil 
OTD)(FBI) 

ierl5, 2005 1:36 PM 
(OTD) (FBI) 

Subject: LX-1 Presentation on 12/5/2005, on TTA abilities 

IIMfM ACCjIpipfl 

NON-RECORD 

b2 
be 
b7C 
b7E 

AftemoonTi here is the follow-up on our brief conversation this morning. As its stands right now OTD is 
scheduledto make a presentation like the one made to/at FBIHQ in May of this year. If you could send me the 
name(s) of TICTU personnel that will be handling theTICTU table, I'll need their Name, DOB, SSAN, and Status 
(Agent v Support) by 11/30/2005. LX-1 Security likes to know who is carrying a gun in the bldg. Here is a simple 
set of driving instructions from Quantico to the LX-1 Blda: 

^ r J S ^ E T 



& ~ T 

Hopefully, I haven't missed any major item, if I did drop me a line. Thanks 

lUUULAJail ILTJ 

UNLLA&aiFIEU 

b2 
b7E 

"K,/TI Aff c , E l c n 

mum *rnir i£D. 

UNCLASSlBEflT-" 

From: 
Sent: 
To: 
Cc: 
Subject: 

>™t™ 
r ](OTD) (FBI) 

[ 
im^n^w M^,./N^».f,ro^ 2005 1:40 PM ae, 

_l( SIP) (FBI) 
1 IOTP) (CON); 

RE: LX-1 Presentation on 12/5/2005, on TTA abilities 
JoTD) (FBI) 

UNOLAOoineo 
NON-RECORD 

] 
As his schedule stands todayl has volunteered to represent the DCS-5000 team. I do not think any one will 

be joining him. 

| blease forward the information asked by| ~ | o him before the 30th. Also, advise if additional assistance is 
needed. Thanks. ^ " ^ " ^ ^ " ^ • 

&Y6HPBI) 
](OTD)(FBI);[ 

Subject: FW: LX-1 Presentation on 12/5/2005, on TTA abilities 

NON-RECORD 

](OTD) (FBI); 

b2 
bo 
b7C 
b7E 

Hello Guys, 

This brief/EXPO which is requested by Counter-Terrorism is being'pushed by the front office. 

I believe the DCS-5000, Portable^ 

Please advise and us^ 

|and the DCS-3000 platform is what the division is interested i 

Tas our point of contact. 



Sincerely, 

Assistant General counsel 
Administrative Law Unit, Room 7338 be 
202-32CZ—J fo^c 

THIS IS A PRIVILEGED COMMUNICATION AND IS NOT TO BE DISTRIBUTED WITHOUT PRIOR 06C APPROVAL 

Qrininal Mresane 
Froml "ttOTD) (CON) 
Sent: Friday, November 04, 2005 7:47 AM 
Toil t)GG (FBI) 
Cd ITOTD^ (FBI) 
Subject: Digital Collection description 

RED 
NON-RECORI 

I Hope this provides what you need. If not, please let me know. If you need a more succinct or technical 
description, I'll provide it. fc 6 

fo7C 

• Glad we finally met. Thanks for your help 

Digital Collection consists of the DCS-3000, DCS-5000, and DCS-6000, which, provide digital collection tools, foreign 
counterintelligence gathering, and law enforcement evidence collection, respectively. Digital Collection supports the 
FBI's mission to ensure the ability of the FBI to collect evidence and intelligence through the acquisition, deployment, 
and support of communications interception techniques and systems to facilitate and support national security, 
domestic counterterrorism, and criminal investigative efforts. Systems being acquired under the Digital Collection 
program include systems (foreign counterintelligence and law enforcement) that possess similar functions and 
capabilities to intercept telephone, microphone, and facsimile communications; however, the primary difference is law 
enforcement system's requirement to minimize collected communications. The passage of the Communication 
Assistance to Law Enforcement Act (CALEA), the implementation of state-of-the-art personal security features, and 
the explosion of telecommunication options (caller ID, call waiting, call conferencing, etc.) spotlighted the deficiencies 
of the legacy systems. 

The Digital Collection Program provides the FBI with the means to collect evidence and intelligence through the 
acquisition, deployment, and support of communications interception techniques and systems which facilitate and 
support national security, domestic counterterrorism, and criminal investigative efforts. Systems provided through this 
program intercept multi-source digital (and analog) communications information for intelligence gathering for foreign 
counterintelligence activities and investigative purposes for providing evidence of criminal activity for trial. It should be 
noted that those systems used for criminal investigations possess a requirement to minimize intercepted voice 
sessions, (i.e., record only when the call is being actively monitored). Electronic information collected includes pen 
register (incoming and outgoing dialed digits, caller identification, date/time of communication, and other signal related 
information), analog and digital telephone calls, facsimile and modem transmissions, and microphone audio. High 
density drives and magneto-optical disks are utilized for temporary and permanent storage, respectively; no special, 

7 



environmental storage facilities are needed. Digital Collection systems are used primarily by FBI field offices and 
Resident Agencies in support of active foreign intelligence and criminal cases. Support is also provided to other 
federal, state, local and tribal agencies, as required. 

The Digital Collection Program has evolved during its life cycle and has become more complex. 
Even so, digital collection systems are computer-based systems comprised primarily of 
commercial-off-the-shelf hardware and software with limited proprietary application software. 
Incorporated technological advances allow Case Agents to easily and effectively manage the 
recordings electronically, which dramatically increases the efficiency of trial preparations. While 
each Field Office or Resident Agency is self-sustaining in its ability to process intercepted 
information 

miciAGOircp 

ifriffl " " " " • " 

UNCLASWHgP" 

&d£ ET 



S™ET 

JLNJIfHUB BUI UNLLAbSIHbP 

loTP) (FBI) 

From: I fc>Tm (FBI) 
Sent: Monday. October 31. 2005 3:29 PM - _ _ _ ^ _ ^ _ _ _ 
To: I I (OTD) fFBIVI I (OTD) (FBI) 

,(0TP)(FBn, , , I 
Cc: I I (OTD) (FBll |(OTD) (FBI); | 

0-tH) 
Subject: ET Telephone Interviews 

(OTD) 

SFMSITIUE BUT UMGLACStfHED 
NON-RECORD' 

be 
b7C 

Gentlemen, ^ _ ^ 
Due to the short deadline (Thursday), I have askecj jo put together some questions and contact the below listed 

applicants for a telephone interview. I have already spoTO with two of them to secure a time-frame when they can be 
interviewed tomorrow. In speaking with Human Resources, any number of questions can be asked as long as everyone is 
asked the same questions. We are to handle three of the below] proup will interview the rest. 

FINAL APPLICANTS 

[ 
lc)412-| fexpectina a call Tuesday 13:00 -16:00 (will be in all day and has interviewed with TRU); 

had TS-SCI clearance ' ' 
] expecting a call Tuesday 07:00 -16:00 (preferably after 13:00); has S clearance 

1DCS-3000 team to ar 
i54ol ftw)703J left message at residence (no answer at work; needs follow-up) 
l_DCS-3000 team to arrange a telephone interview (we are welcomed to participate) 

DCS-3000 team to arrange an in-person interview at the Academy (we are welcomed to participate) 
j . DCS-3000 team interviewed him this afternoon (a DCS-3000 team selection) 

be 
b7C 

3 

OCMOITIVC PUT UHOLAOBiriEP 

]rOTP) (FBI) 

From: I IfOTDHFBn 
Sent: Friday. October 14. 2005 10:23 AM 
To: . I iroTn\ rrRn 
Cc: I IfOTDl (CON) 
Subject: FY2005/ 2006 DCS Agenda/Goals/Objectives/Results 

3EH8ITIVC PUT UHGLAGStWED 
NON-RECORD 

Below are the goals/accomplishments for the DCS Program in FY2005/2006: 

OBJECTIVES/ACCOMPLISHMENTS FOR 2005 (I have only included those goals which were pertinent to DCS' mission 
in 2005) 

10 
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Q 

VI 

•gcs^ mmi7iiiMmnanitm&naM>iiTi fc2 
fo7E 

5000 Objectives: 

(000 Objectives: 

b2 
b7E 

Additional Program Goals for FY2006: 

1. Consider possible realignment of teams/responsibilities 
2. Visit four (new) digital collection vendors 
3. Assess need for additional personnel, to include: 

Full time TICTU Security professional 
Technical writer 
Secretary/Assistant 
Data Base Administrator 
Additional FTVF.E/eta. 

4. On-site visit 
5. On-site visit 

Ire hub system concept 
fe regionalization concept 

6. Consider way to evaluate work activity for efficiency/staffing/work 
7. Consider pilot testing Domain Server Access for back-up of FO servers (DCS-5000 server Disaster Recovery 

l i 

SEftk&L 



.jgefCt " 
8. Expand Program's visibility in TICTU's annual East/West conference 
9. Develop a project plan to reflect and monitor DCS-5000/6000 (DCS-3000?) project goals for FY2006 

Please note that there were other FY2005 goals which I considered as part of our mission/normal activity. Hence, there 
was no need to entertain them in this correspondence. Also, I have been informing my personnel that due to these lean 
times, it would be prudent to not simply respond to any request with a "yes". It would be better to say "yes...we can 
probably do that but let me get back to you..." We must be able to assess the impact of a request before we commit to it. 

Industry best practices suggest that a review and impact statement be generated outside of a project's scope/plan (I 
know we are government). Simply "knee-jerking" to every request leads to "robbing Peter to pay Paul" situations which 
does not reflect well on any organization. There are other units/offices who's tail is 'wagging the dog' (us)instead of the 
other way around. 

Please disburse to program members after review/changes. Thanks 

• 
he 
fo7C 

.SEMSfflME Rl IT IIHH ftBfiiriEP 

From: I lOTD) (FBI) 
Sent: Thursday Octaher 13, 2005 9:40 AM 
To: I KOTD) (FBI) 
Subject: Kb: MO issue 

SECRET 
RECORD 97A-CG-120S87 

Thanks. 

Supervisory Special Agent 
OTD/ESTS/TICTU 
70d |w) 
20:| |c) 

Original Message 
From IfOTCn (FBI) 
Sent: Thursday, October 13, 2005 9:04 AM 
To:| l(OTD) (FBI) 
C f ^ ^ * ^ I (OTD) (CON) 
Subject: RE: MO issue ' 

SECRET 
RECORD 97A-CG-120S87 

12 

SECRET 



down dnbVwrapped/c there in the CMP.' It is powered down dnoVwiapped/covered with a plastic tarp. Do we want to send a crew down to 
remove the system (preserve the hard drives, etc.)? Do we want to have it shipped here to ERF, to another site? 
???? 

rcpera •HMgfam aaWflglP - Enterprise operations Services 
Elsur Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 
ERF, Ouantico. VA 
Tel: 540 
Fax: 541 

faaer- 5-1 fovc 
OriqinaTMessaqe 

Fromj | (HO) (CON) 
Sent: 'l nUrMaU Uctober (JL 2005 3:li£M, •17 DM ^ 

Tc|_ |(OTD) (FBll bTD^ (FBI); I J(NO) (FBI} 
DTP) (COIMI " m-m 

subject: kE: NO Sitre| 

*4JN6fc^39TPICP 
NON-RECORD 

9 the Houston office closure during hurricane.Rita 1 installed a DCS 3000 in thJ hnd prepared i b 7 E 

the VB III for a pending case. The system is prepared to collect for New Orleans if need be. As far as the T-50 
system I am waiting to see what NO decides to do. We will be sure to be available to install the system and get it 
going for them when they are ready and know where its going to be. When I have any further updates I will be 
sure to include you in the communications. We really dodged a big one by Rita going through SE Texas instead of 
Galveston and Houston. 

Thanks 
I XHO) 
Houston Tech Squad (SO-1) 
Elsur Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 
711 

b6 
fc7C 

71: 
83: 

-Original 

esk) 
ax) 

II) 
original Messang 

From] 1 (OTD) (FBI) 
SentrTnursaay, uapper ut>, ̂ 005 9:40 AM 
TOL I Z l Q T D ) (FBll IfNffl (FBI) 
rA irrouFBnT "jarDUcoNiir irntn (FBI); 
I I (OTD) ( F B n f ~ Hm KONll I (OTD) (CON); 

] (OTD) (ffliq [OTD) (FBHI ITOtffa) 
Subject: RE: NO Sitrep 

JJMCLA00IF1CP' 
NON-RECORD 

Do we have any more info on the New Orleans status? 
Have we recovered/evaluated the DCS 5000? 

23 
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Do we anticipate a temporarySequirement in | | 

Any other info??? 

b2 
b7E 

1 
(703\ | 

-T-^Cnginai Message— 
Fromj FTP) (FBI) 
Sent: Thursday. hepternbar^2. 2005 4:31 PM 
T o : [ ( N O ) (FBI). 

^ 1 arrm JrrDUFBI);! 
lToT5T(FBi)j Subject: FW: NO Sitrep 

Importance: High 

JpJD) (FBI) 
f n-rn) (CCM\T _ ^ I r r D ) (FBI); 

b7C 

Tirini nninrn _ 
NON-RECORD 

NO) 
(TICTU) (FYI) 

RE: DCSP Support 

FYI.I Kout of the Houston office^ has evacuated Houston because of RITA's path, and is now 
in the Shreveport RA. His cell phone # isl I His cell phone coverage is spotty but you 
should be able to call the RA directly to locate him. He can be available to assist in checking out CMP 
collection systems equipment and/or relocating the equipment out of the NO office. All this said, you 
may have already been in contact with him, so I'll leave it in vour hands If you need any further, or more, 
assistance, please don't hesitate to email or call and lor myself will see that you get it 

] 
program Manager - EnterprJseTSperattona Services 
Elsur Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 
ERF, Ouantico. VA 
Tel S40-. 
Celt 541 
Fax: S40\„^^^^^ 
Pager: 88$ 

he 
b7c 

Original Message— 
FromJ 
Sen 

]rTD) (FBI) 
«to|H- Monday/ CfrntPmhor 1 2 / 200^4^8 PM 

•"TTrt (FBI) 

(TTQ 

cci. 
nam. 

Subject: FW: NO Sitrep 
] (N0)(FBI) ; [ 

](OTD) (CON)£ 

JlTD) (FBI) 

UNLLAbblHETT 
NON-RECORD 

b7E 

Heads up that a request for DCSP support in NOLAr 
—Original Message— 

Iwill be coming. 

24 
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From:| . KNOT (FBI) 
Sent: Monday. September 12. 2005 3:32 PM 
T«i vrmv* fFRtt 
^ ' l n T n ) (F R T ) |_| i T ™ (FBIiJ L_J(HO) (CON); 

| |NO) (FBlJjl flTO) (FBI! ITTD) (FBI) 
Subject: NO Sitrep 

I 1 
Would ya'll forward this to whom ever you may think needs it, especially in the TICTU realm. Tomorrow, 
Space management and FRI m/wore will nnrnmanre mm/inn all nf nur TA/FT/HMP aqiiipmiant from New 
Orleans to our new offsite) n | This includes moving 
all CMP equipment (VoicJ BUX, uuajuuu] hlti}. ' 
During this move I am sure things will be damaged. We cannot leave anything in place for space fo2 
management is to begin gutting our entire field office next week. In a perfect world, we will be back in our fo 6 
New Orleans office by the end of May, or early June '06. In the interim our division will be scattered in b / c 
bldgs from Covington, LA to Baton Rouge, with Baton .Rouge having several bldgs housing different b7E 
programs. I have asked TT4 Ito contact TICTU, et al to help set up temporary DCS 3000, etc in 
our Shreveport RA. As for as any CMP down here, I do not know at this time how that will evolve, but 
once we get all equipment up here in BR, perhaps BAE could send some contractor types to check out all 
of our equipment. Also, I am sure we will have to surplus equipment but we will take it one step at a time. 

I \ I may ask for a few TTAs in the next week or so to come and help set up our new space. There is 
a TR# associated with this that I will get for you if/when needed. Lodging is still an issue and anyone who 
comes should be prepared to sleep in TRU tents (A/C'd) or in our new space on cote. Just let those 
interested in coming what the conditions are. 1 will speak with you more on this when the time comes. I 
am the only TTA in NO that did not have significant damage t my house. All others are out til at least 10/1 
on admin leave. 

That's it for now. I'll keep you posted. 

rnnri Anmnrn 

TJWLLAJUU IhU. 

I inn nrninrn 
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Jgsfgr 
1 

From: 
Sent: 
To: 
Subject: 

lOTD) (FBI) 

1 t)TD) (FBI) 
^^^^^»TjrcnnCTM*ffiffl;T3aiKMiIi!4cHcl:l:hril 

I hno) fFBn 
FW: Recent GTMO Trip 

30F Trip Report 
Aug25_30.PDF... „ ,. 

3CCRCT//NOFORN bo 
RECORD 269-HQ-1366780 fc7c 

FYI 

Mike 
Original Message 

From! I c m n (FBI) 
Sent: Monday. October 03, 2005 1:12 PM 
To< I f M M U C O M 
Ccl i f " ^ rrnM^r [OTD) (CON)j |[OTD) (FBI)£ 

L j |(OTD)(FBI);| HtOTpTTFBTj ' l r 

Subject: RE: Recent b i f t u mp 

9-HQ-1366780 

As you can see, we are working the issue. 
One thing we will need is additional power. - Specifically three each 30A nimuits These will he 
required to support any upgrade of the Gitmo system, and as can be seen from} 1 trip 
report (attached) they would allow us to increase the UPS configuration supporting the existing . 
system and hopefully improve its performance until we can get it replaced. b l . 
We are hoping to replace the existing 1500 UPS with the 3000 models / and ERMs ( Extended Run 
Modules) Each of these is a 4u rack mount so verify that you have rack space as well. 

Please let us know if/when the additional power ckts may be ready. 

1 
J7U3J 

Original Message—-
From! rOTD) (FBI) 
Sent: Monday. October 03. 2005 12:29 PM 
To 
Cc I OTD) (FBI) 

OTD) (FBI); 
MM) (CON); (CON);| 
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^ B ^ E T 

TfOTD) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

TD) (FBI) 
005 9:03 AM 
(OTD) (GQfcll 

m- rm traiT TQTDIIEBI 

loTD) (CON)[ 
•ii.iiw.im 

»>it!H*lW 
J(ITD) (O 

(OTQUCpN) 
REj fend VB Systems 

J (OTD) (CON) I 
fOTPHFBn: 

NM I 

b 2 
be 

NON-RECORD 
b7E 

J 
have copied a message from the TA (|_ 

current situation: 
Jin New Orleans which will provide an update of their 

Would ya'll forward this to whom ever you may think needs it, especially in the T1CTU realm. Tomorrow, space 
management and FBI movers will commence moving all of our TA/ET/CMP equipment from New Orleans to our new 
offsite '"7>ta /< a f a n l ffhis includes moving ail CMP equipment (Voice Box, 
DCS300d RcT ' 

During this move I am sure things will be damaged. We cannot leave anything in place for space management is to begin 
gutting our entire field office next week. In a perfect world, we will be back in our New Orleans office by the end of May, or 
early June '06. In the interim our division will be scattered in bldgs from Covington. LA to Baton Rouge, with Baton Rouge 
having several bldgs housing different programs I have asked TTA) \o contact TICTU, et al to help set up 
temporary DCS 3000, etc in ouj |As for as any CMP'auwll nuifes'l do not know at this time how that will 
evolve, but once we get all equipment up here in BR, perhaps BAE could send some contractor types to check out all of 
our equipment Also, I am sure we will have to surplus equipment but we will take it one step at a time. 

b7E 

rzzi 
—Original Message 
From:| [OTD) (CON) 

t : ' hursday, biepterhber 2272005 8:30 AM 
[OTD) (FBI] 

OTD) (CON[ 
nd VB Systems 

](OTD)(FBI)[ ](OTD)(FBI)| | 

](OTD) (CON) h?. 
he 
b7C 
fo7E 

SEN&IIIVbBUI UNCLAiiSlFTEP 
NON-RECORD 

FYI 
Or 

From: 
jqinal Message-

* 

nfc Wwinesriav. ^n temhj 
] (OTD)(CON) 

er21, 2005 1:29PM 
(OTD) (FBI);[ •JOTD) (CON) 
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Subj< nd VB Systems 
*j£mgf 

aemjiTivc m IT I rri—i (rninrP 
NON-RECORD 

1 = 1 
Could vou please tell me the status of the systems that are/were housed in the New Orleans FO? I was talking to 

I ISMU) yesterday, and she told me the current building will be out of commission for at least 9-12 
months, so I was wondering what has happened to these systems. 

fo2 
lb 6 
fovc 
b7E 

Regards, 

j 
Field Engineer 
ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section, OTD 
540 
540 
540 

)esk) 
ax) 
)ell) 

- j - i t t - j in i^ - i ' iM 'Jcw'^y i l 

OCNOITIVC BUT UHOLAOGiriCP 

f r ' T ' " c *WT UHPLACIMFH 

From: 
Sent: 
To: 
Subject: 

UMOLA00irie&-
NON-RECORD 

(OTD) (FBI) 

r 
nutMw. .JJAvautmriiam 

lOTD) (FBI) 
= r 15, 2005 7:46 AM 
J(OTD) (CON) 

RE: invitation to Cisco on Thursday, September 15 

be 
b"7C 

Thanks. 

• 
Original Message 

From:l DTD1 (CON) 
Sent: Wednesday, September 14,2005 9:04 AM 
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Jfil 

rmm rcoNf 

J (OID) (CO 
IOTD)(FBI);L 

If 
li 

rvrm rFRTi 
JTOTTcTM 

T I 
I (OTD) (COW 

J>TD) (FBI)i 
TTOTD) (com 

T " V T T " / a m i 
I ITDI fFBIVr 

Mi 
r 

»TD) (FB1);|_ 
OTD) (FBlf 
J(OTD)(FE 

TD) (FBI)r 
(CON)CZ 

(OTD) (fflTT 
Subject: Invitation to Cisco on Thursday, September 15 

[(OTD) (FBI)C 
(OTD) (CONY I(0TD1 

3PTDHC0N)t 
1C0TDU 

TWO) (CON); 
TOTD) (FBI) 

-UHICLA33tFTEtr 
NON-RECORD b o 

b7C 

C I called this moming to inform us that Cisco will not be coming to ERF tomorrow 
because of problems getting them into our building. Howeverf |puld like to invite members 
of the 3000, 5000 and 6000 team to travel with him to Cisco in Hemdon on Thursday. Lunch will 
be provided by Cisco. If you are interested in attending, please Id know first thing in 
the morning (9/15). Thanks. 

TTOT 
7 ° l 

E5T5/ncTU 

-UHCLASSlHbU 

I Mill l A M H l b b "** 

1(QTD)(FBI) 

From: 
Sent: 
To: 

Subject: 

I fc>TD) (FBI) 
i-naav. septemoer U2. 2005 8:14 AM 

(OTDUEBD 
(CON)[ 

nEBlf 
) L _ 

FW: Phone Records 
Kofi 

IOTD) (CON);| 
D) (CON) 

JOTDWFBDr 
JOIU) 

SENUIIIVEBUI UHULAU6MEP 
NON-RECORD 

TO All, 

b2 
be 
b7C 
b7E 

FYI. Does anyone feel there is going to be an impact onl Rscope, capabilities, etc.)? 

From: 
inal Message-— 

] (WF) (FBI) 
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A short list would include: 

1. Provide automated uploading from DCS-3000 to telephone applications. 

-b2 
fo7E 3. Provide automated uploading from thi 

—Original Message—--
From| KCTD) (CON) 
5gnfcjJ5E^^S^^^I^^J^JD05 4:45 PM 
To:L , >WF) (EBD_ 
cc:1 ITCTDUFBHJ 
EOPS_TECH 1 

Subject: Phone Records 

Q ollection system to telephone applications. 

J T D ) (FBI); HQ-DIV13-

SCNSITIVE BUT uweLAaatweD 
NON-RECORD 

lb 6 
b7C 

b2 
b7E 

[askeri mft tn contact you regarding an issue of transferring massive amounts of 
ata into I I Can you send me an email with details of the issues? Anything you 

can provide will be helpful. 

Thanks, 

I 1 

- - " - j » - ""T'lNfil ftftftlF"8" 

3ENAI1 Ivb BUI UHUJtbMHbU 

SFMSITIWE BUT UHCLAOOiriCD 

aCNOITIVC PUT UNOLAOCiriCD 
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UNQLA931F1ED 

nmn ntrinrn 

From:" 
Sent: 
To: 
Cc: 
Subject: 

OTD) (FBI) 

I bTD) (FE 
Thursday. July 07. 2005 2:14 

(FBI) 
PM 

RE: Phone Records 

OWF)(FBI l . 
JOTD)(FBI)r ] (OTD) (FBI) 

OCMOITIVC PUT UNCLASSIFIED 
NON-RECORD 

foS 
b7C 

U l u'met last week about the T & A issue vou have and the ball has been bounce primarily to EDMS with TICTU 
supporting. I am deferring this to| [DMS) andl CTU, DCS-3000). 

Orjainal Message 
From: 

-orKju 
>m:r 

Spnt: TC 

WT" r 
(OlU)(|-Hl)!l 

(WF) (FBI) 
Spnt: I mxyiav inly US. 20051^6 PM 

l/r*TTV\ / T V I M 

Cc 
(CyD) (FBI] 
Subject: RE: Phone Records 

rcTDUFHnf 
ICyD) (CON) 

(WF)(FBI)[ ] (OTD) (FBI)£ 

](CTD) (FBI); HQ-DIV13-EOPS_TECH; 

OCHQITIVC BUT UHCLABStftSQ. 
NON-RECORD 

I am open all week that week. 

—Original Message—-
Fromj |[CTD) (CON) 
Sent:'l UeSflaV. JUIV Ubf2005 12:17 PM . 
TJ , rwFWFmv.l 

{ IOTD1 f F B I U l / W M / m h 
7 7 T 

(WF) (FBI)[ JOTD) (FBI)) | 

L JCyD) (FBI[_ 
VUUDIfiztt) 

Subject: RE: Phone Records 
J(CyD) (CON) 

_|(CTD) (FBI); HQ-DIV13-EOPS_TECH| 

be 
b7C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 
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1o-rm rmnr 

Subject: RE: Phone Records 
bDWFBl[ ](CTD) (FBI); HQ-DIV13-EOPS_TECH 

SENS!HUE BUI UIVLLAbSlFIED 
NON-RECORD 

A short list would include: 

1. Provide automated uploading from OCS-3000 to telephone applications. 

b2 

b'7C 
b7E 

3. Provide automated uploading from trig [collection system to telephone applications. 

—Original Message—--
Fromj [CTD) (CON) 
Sent: Wednesday, June 29, 2005 4:45 PM 

Cdj KCTD) (FBI)J 
SuDject: nnone Kecoros 

JCTD) (FBI); HQ-DIV13-EOPS_TECH 

i - i i i l i | « H » : W : 

NON-RECORD 

iriq 
heipTuu 

isked me to contact you regarding an issue of transferring massive amounts of ONR data 
Can you send me an email with details of the issues? Anything you can provide will be 

be 
b7C 

fo2 
b7E 

Thanks, 

iJbNblllVkBUI UWLLAaOiriCD 
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^^k^ef 

«SEN6tfWLBUI UNCLASSIFIED 

TH in""" 'JUi UIULLAUUII ILU "" 

IfOTDt (FBI) 

From: I |TD) (FBI) 
Sent: Thursday. June 30. '2005 1:44 PM . . 
To: i rnmYFRi l — , KOTDUFBIVI I 

IfOTD) fFBIj IOTP) (FBI| KOTD) (FBI); 
f . (UIU)(mi) 

Subject: hw: Knone Kecoras 

sbN&inve BUT UNCLASSIFIED 
NON-RECORD fc6 

b7C 

More T&A info... 

supervisory special Agent 
OTp/ESTSmCTU 
701 w) 
20j c) 
-—OriginalTfessaae 
From| (fF) (FBI) 

ti imiKflaiLJufle JU. 2UUS l l !07 AM SenfcLLfmfSflavUlJne JU. 20D5-rT!07 AM 
To 
(FBI 

nti i nurgnau. m e IU. ^uub 11:07 AM . 
:| l(CTD) (CON)| | (WF) (FBI);| \ (OTD) (FBI);| pTP) 
ai iwn (I-BH J • ' ' t r en iwh) cmi) -

Cc:| |CIU)(FBI)| pTD) (FBI); HQ-DIV13-EOPS_TECH 
Subject: RE: Phone Records 

ShNSIIIy-hBUI UNCLASSIFIED 
NON-RECORD 

A short list would include: 

1. Provide automated uploading from DCS-3000 to telephone applications. 

Tb2 -
be 
b7C 
b7E 

3. Provide automated uploading from thd bollection system to telephone applications. 

Original Message -

Fromi |CTD) (CON) 
Sent: Wednesday, June 29, 2005 4:45 PM 
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ocHomvcQUI uucmaaiPiEp 
NON-RECORD 

l&miT 

Would you like me to attend and present, or would you prefer! I'm not too keen on the weekend thing. 

Original Message—-
Fram:l IfOTm (FBI) 
Sent; Thursday, June 16, 2005 3:40 PM 

be 
b7C 

Tc| (OTD) (FBI)| |[OTD) (FBI) 
Subject: i-w: 20US ETMU Annual Business Lonrerence 

GmOITIVe BUI UMLUUaSlFTEb 
NON-RECORD 

Gents, for your eyes only; please provide a response before the deadline below. 

Mike 
—Original Message— 
F r o m f ~ [OTDXCON) 
Sent: Wednesday, June 15, 2005 iz!55 PM ^ ^ ^ ^ _ ^ ^ ^ ^ _ ^ 
To:l IfOTDUFBI):! ~bTO) (FBTM D i m (FBI^r 

I h r b W ^ I " - h r n r ^ r " ' I r r o w m l \— 
I IrOTDlfFBITl I VmnwFHTVi [rnrmrtFRH 
cd I f o n S Z B ^ . TToTUFRn^l^ Rrfp j fmNVl ._] 
i irrroVTcoNvl I f c t i W m ^ r " I (TO ton; I , _ _ ~ 7 " ' 
fOON):l rOTDUFHIVl I(1TD)(FBI)| |(OTD) (CON; 
Subject: 2005 ETMU Annual Business Conference 

NON-RECORD 

I I Unit Chief of the ELSUR Technology Management Unit (ETMU), requests your 
participation in the 2005 ETMU Annual Business Conference. This year's conference is 
scheduled for 14-16 October, in Skokie, IL, at the Hilton's Skokie Hotel and Executive Conference 
Center. 

The 2004 conference planning committee received extremely positive feedback regarding the 
Subject Matter Expert (SME) presentations. The compelling message was to continue the 
presentations in 2005 and to expand on the topics and time allocated for presentations. There is 
a high level of interest in your area of expertise. Your participation as an SME on the topic noted 

45 



below would ensure success in accomplishing one of the goals established for our annual 
conference - to provide a forum for the exchange of information on the current status and future 
vision of key programs of interest to attendees. 

We have identified several SME topics for presentation this year and will allocate approximately % 
of the day on Sunday, 16 October, to the SME presentations. We anticipate 50 minute sessions 
that would include the presentation and a question/discussion period. There will be 10 minutes 
between sessions. We have secured sufficient space to accommodate each of the topics noted 
below. 

The proposed SME topics are: 

1. DCS3000 F " 
2. Analytical fools | 
3. 
4. 
5. 
6. 
7. 
8. 
9. 

EDMSL 

Language Serviced" 
CART SAM 
DCS600Q 
RCFlT 
PM07 D/RMSl 

be 
b7C 

Please contact I ho confirm your participation in the ETMU Annual Business 
Conference as an SME by 24 June. If you are unable to participate, please consider an alternate to 
attend and present on your behalf. Please include anticipated audio-visual requirements with your 
response so that we can plan accordingly. We will schedule a meeting with the SME team in 
advance of the conference to review details of the SME portion of the agenda and answer anv 
questions you may have. Please feel free to contad bt 540] I if 
you need any additional information. 

1 
ELSUR Technology Management Unit(ETMU) 

Electronic Surveillance Technology Section (ESTS) 

Investigative Technology Division (ITD) 

540| I (Desk) 

540 (Fax) 
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T£sg£f o 

cjpfflCjmwc P I I T • iMeuLficiactt 

SENSITIVE BUT UMCLA66<HeO 

SENSITIVE BUT UNCLASSIFIED 

<lFnH''r"'c n i l l T W | n i ^UJIFIEU 

I ~~1(0TD)(FBI) 

From: I Irrrrm (FBI) 
Sent: Thursday. June 16. 2005 3:40 PM Thursday. June 16. 2005 3:40 PM , 
To: I ___ __ " PTD) (FBI): I DTD) (FBI) 
Subject: FW: 2005 ETMU Annual Business Conference 

foe 
b 7 C 

2005_SME_DRAFT_ 
Schedule V l . l 0... 

" SBMSITIVE PUT UHOLAOMHBB-
NON-RECORD 

Gents, for your eyes only; please provide a response before the deadline below. 

Oruiinal Mpsinnp— , 
From:| [OTD)(CON) 
Sent: Wednesday. June 15. 2005 12:55 PM _ _ _ . , , 

61 KOTDUFBnJ " T o T D U F B D n [OTDUFBI^ I 
nOTpWmiU iHJIIIHftld ^ITDUFBn:! 

(QTDUFBn:! . ^TToTDUFBDn IOTP) (FBI) 
C c : L _ _ J fflTPl <FBI);| l(OIUFBiTCl IttTDHGONlJ 

1 

s r r o u c o w J " isuWcbMl IrrpWCONi K ITDUCON): 
IrPTTJTTFBrT^ hn»(FBnJ |(OTD)(CON) 

Subject: 2005 ETMU Annual Business Conference 

cFNnTTIwc P l I T ' 1 M g L t f i a o g B 

NON-RECORD 

] Unit Chief of the ELSUR Technology Management Unit (ETMU), requests your 

bLU!{L+,» 
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participation in the 2005 ETMTJ AnnuaTijusiness Conference. This year's conference is scheduled 
for 14-16 October, in Skokie, IL, at the Hilton's Skokie Hotel and Executive Conference Center. 

The 2004 conference planning committee received extremely positive feedback regarding the 
Subject Matter Expert (SME) presentations. The compelling message was to continue the 
presentations in 2005 and to expand on the topics and time allocated for presentations. There is a 
high level of interest in your area of expertise. Your participation as an SME on the topic noted below 
would ensure success in accomplishing one of the goals established for our annual conference - to 
provide a forum for the exchange of information on the current status and future vision of key 
programs of interest to attendees. 

We have identified several SME topics for presentation this year and will allocate approximately % of 
the day on Sunday, 16 October, to the SME presentations. We anticipate 50 minute sessions that 
would include the presentation and a question/discussion period. There will be 10 minutes between 
sessions. We have secured sufficient space to accommodate each of the topics noted below. 

The proposed SME topics are: 

1. 
2. 
3. 
4. 
5. 
6. 
7. 
8. 
9. 

DCS3000 [ 
Analytical Tools! 
EDMS[ 
DCS50 
Language Service; 
CART SAN I 
DCS6 
RCFL 
PMO/RMS1 

QQI1L 

Please contact Jo confirm your participation in the ETMU Annual Business 
Conference as an SME by 24 June. If you are unable to participate, please consider an alternate to 
attend and present on your behalf. Please include anticipated audio-visual requirements with your 
response so that we can plan accordingly. We will schedule a meeting with the SME team in 
advance of the conference to review details of the SME portion of the agenda and answer any 
questions you may have. Please feel free to contact \at 5401 If 
you need any additional information. 

ELSUR Technology Management Unit(ETMU) 
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OCHOITIVC PUT UMGLACCiriCD 

?rriTiTriT PUT UHCLAJJIPIEP 

OCMO^TIVC^^^^^^^^"^^ " " " - T f l 

3CN0ITIVE PUT UWOLAOOiriCD 

RFMSITIV^ BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

aciionwc P U T UHCuresiFiFn 

OCHOITWC BUT UNOLAOQinCD 

](OTD)(FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 
(FBI) 
Possible PX Testimony 

l(ITD) (FBI) 
511:41AM 

JPX) (FBI} 
FOTD) (FBI)C ]OTD) (FBl)| ~|(OTD) 

OEnamvc PUT UHOLAGSJWEB-
NON-RECORD 

be 
fo7C 

In reference to telcall rrn 
JSI has provided the name| 
matter, I doubt if someone 

n 5/2/2QQ5 re persons available for VB and DCS-3Q0Q expert testimony, 
contact numbersT y ," 

ssaoe left for I 
T"- AsfortheDCS-3000 

nere win ue traveling to your neck ot the cacti to testify, it was pointed out to me that a simple 
way to verify the accuracy of the DCS-3000 is to compare its data with that nf the nen register far that line. .Qtiii ein^a i 
believe this is not the answer you are looking for, you may want to contactf~ POi brl I 
I I70J Hand either one would be able to assist one of your TTA's in understanding the functions of this 
equipment so that one of them (or yourself) can testify. I hope this helps. 
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^et f^r 

The first new employee orientation in 2005 is scheduled for May 10 -12 . Your involvement in 2004 was a key 
factor in the success of all orientations conducted. As our team continues to merge over the coming months I 
shall appreciate your feedback and involvement in continual enhancements to the orientation program. As 
evidenced by orientation survey results and management feedback, new employees are being assimilated 
more effectively and expeditiously. 

The Agenda is attached for your review. I hope that your schedule will allow you to participate. The 
technology manager portion of the program is scheduled for Wednesday 11 May from 1:45-2:45 and 3:00 to 
4:00 (a short break scheduled between sessions). Please let me know if you (or a designated alternate) would 
be available to provide an overview of the following systems: 

1:45-2:15_DCS20J qo 2:15-2:45[ 
2:45 - 3:00 Break 
3:00 - 3:30 DCS5000 
3:30 - 4:00 DCS6000 

fo2 
b7E 

For planning purposes the remaining 2005 orientations are scheduled for: August 9-11 and November 8-10. 

Thanks in advance for your time. I look forward to your feedback on the agenda and your participation. 
Please call me with any questions you may have. b 6 

fc7C 
Rpnarris 

ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 
54C 
54C 

Desk) 
Fax) 

I IMCI AiwuHPn 

JJWetXSsiFIED 

inn i M i iup 
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TB^T 
l(OTD) (FBI) 

From: I Irrm (FBI) 
Sent: Friday. ApriM5. 2005 2:03 PM 
To: ' . . fo" <C0N> 
Subject: FW:I Imeetina with DITU on Monday 25 April 

5ECWB1¥/ORCON.NOFORN 
RECORD 66f-hd-1410124f 

Please reserve a conference room for the 25th, 9am - noon. I will see if members of our 3000 and 5000 teams, as wen 
as DITU, could join the party since some of the advanced questions may best be answered by others. Please provide 
with the meeting location/time. Thanks. 

b2 
b 6 
b7C 

Urloiria 

b 2 
be 
fc.7C 

= n r p 7 a l Message 
E m m ; ! H i ™ (OGA) 
font; FriHav Ann! 15 -JOTiS 10:16 AM 

T<| |rTDl (FBQj IITD) (FBI) 
SuDjecj meeunq with DITU on Monday 25 April 

7nrnrTrrnRcoN.NOFORN 
RECORD 66f-hg-1410124f 

< l 

I've been at Reston the last few days, but had] |get in touch with J Idirectly to pass their wish list re the 
meeting in Ottawa. I assume you have receivUu mat uy HOW, if not I can print tnuii topics and will bring you a hardcopy. I 
finally received them on Wednesday. 

I also know they are trying to come down here to talk with you on Monday 25 April. Do you have a time and location 
established? My understanding, the visitors will include the following: j b l 

V 
|(staff, telephony ops officer) 

b2 
be 

i ffftnntrartnr current telephony program PMOE) b7c 
¥ "staffl 

i ](staiT, teiepnony ops officer) 
(staff, C/Athtech Technical Surveillance Branch) 
, C/Bangtech Technical Surveillance Branch) 

I'll take careof clearances, meet at ERF and getting them to the meeting location. Let me know. 

I also understand! j Indl |vill be going to Ottawa to meet withF land J SI 
Management. I have their itineranes if you need that inrormaiion. Just let me know. I Ivas sending a cable out in 
our channels, to our Ottawa Chief of Station, to advise him of our visit and meet with JSI. 

Hopefully this is all in sink. Let me know if something is needed from you view. I I 
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^DSSStflED BY: 74484.QTDlEQ^Ttf'^ 
REASON: 1.5 
DECLASSIFY ON: 2015041 
RFrRFT»nRCON.NOFORN 

^ ^ T 

-gtaSStflED BY: 74484.0TD/FOJPTB" 
REASON: 1.5rcl 

JDECfcASSTFYON: 20150415 
-SeeftETV/ORCON.NOFORN 

TDTD) 

be 
fo7C 

(FBI) 

From: 
Sent: 
To: 
Subject: 

[ 
Friday. Anril 07T 

IlTD) (FBI) 
S?505 2:26 PM 
|(ITD) (FBI) 

Comments for Meeting on 4/4/05 

Addfi 
•mplishments FY04_ 

NON-RECORD 
SFMWIWF BUT UMgLAOGiriCD 

In talking with the DCS-5000 team, there is no "book" which has logged trouble calls for Raytheon. They do have a 
monthly database from whir.h thev ran npthsr information, but this would have to be done individually and would take too 
long to assemble. I sa\ft| |who advised that 1129 RMSs were submitted re| |for 2004, and 194 were 
submitted for VB during W same nennn* Thftsp numbers do not reflect trouble calls onlyTJTincludes requests for DCSP 
support, MOs, work stations, etc.]| |will be providing you with JSI's book. 

fob 
b7C 
fc>7S 

I have attached bullets re Raytheon which]" H ] provided me. 

In talking witr[ 
migration/in-transit) systems. 

] there is currently[_]active| Istems andF"! inactive] fe.g.., equipment 

Tidvised that the $2.8 million recently approved by the CRB was for a one year GOLD PLAN ms 

rJs agreement witn JSI which includes all software upgrades/updates/patches and hardware repairs/replacement ^ _ ^ _ 
added that for the past few years JSI has been inquiring about JSI doing remote maintenance for us, but we have always 
refused to persue this issue. Apparently, there are security concerns (we insist any remoting has to be done from here 
only), and the DCS-3000 team will have difficulty allowing JSI to have access to DCS-NET. 

bbNbl I Ivb BUI UNULAJJtffeD 
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^£fo£r 

NON-RECORD 

I ake care. 
Twill be happy to assist you in this matter. Sending you to the experts :-) 

he 
—Original Message j b 7 c 

FromJ EGA (FBI) 
Sa^fr: \A/pflnp<;dav Fghryarv 02, 2005 4:29 PM 
TO! 

nt: Vwtlniasrtav. R»hriiarv 02, 2005 4:29 PM 
I TTsecDUFBI) . . 

. - J . fy i fFRff l IrrVUFRTyf fCVUFBTVl I 
I IfCVUCONVl rSEHFBlH inTDUFBnl KCV) 
'{FBT)| IVcvWFB^I CVUFBM IfCVUFBIV.I I 

(CV)(FBI) 
Subject: Portable Voicebox 

SCNJITWC D1 " • •" i r n 
NON-RECORD 

izn 
Several months ago, I spoke to you regarding our task force squad that purchased its own Voicebox digital 
collection system and needed the OK from Security Division to use it on FBI cases. This is still in the works 
on our end, but we have a similar situation regarding a portable system and require the input of Security 
Division before we move forward. 

Quantico ERF has supplied our division with a portable Voicebox system, but it is currently in use in our 
Toledo RA. The case agent in our Youngstown RA would like to conduct an upcoming FBI T - I I I on a digital 
system (rather than cassette tapes), but we do not have another system available (niether does ERF).' The 
local HIDTA has purchased a portable Voicebox system and has agreed to let the Youngstown RA use it for 
this T - I I I . The system will be operated in the RA space and would be connected to our DC5-3000 network 
to obtain telephone target data. According to ERF, there is an acceptable configuration which enables 
secure transfer of the data. The issue arises in regards to conducting an FBI case on a system that is not 
owned by the FBI. As far as the data and audio that will be stored on the system is concerned, if 
necessary, we could remove the hard drives from the system before it is returned to HIDTA (replacements 
would have to be supplied by the FBI and software reloaded by the manufacturer). 

From the security standpoint, can we use this system to conduct this upcoming T- I I I? Are there any other 
issues that must be resolved? 

I f you have any questions, please feel free to'call me. 

Thanks, 

1 = 1 
61 



NON-RECORD 
J«tfT 

JTICTU) and I collaborated on this issue and agree that the course of 
action is acceptable. Such that: the Hard disk drive must either be FBI property before 
the start of the operation or seized, kept/controlled by the FBI before the end of the T-III 
intercept. We expect that the drive will be replaced by the bureau at our expense if we 
choose to "borrow the unit." 

Follow-on concerns should be addressed to the TICTU PM for resolution. 

[ 
f.1S«»r»l i fob 

b7C 

IRRM niiantirn PnmrjIaY 
ERF (70^ 

nrininal Meccano-

From i ](SecD)(FBI) 
Sent: Thursday. February 03, 2005 9:14 AM 
Tol l(CV) (FBl£ 
Cci [CV} (FRn 
I i(cvT7cgN);l 
Vml 'Uontmy, 
I |(CV)7FB7) 

ETRt: 

(SecDVCONvT IsecD) (FBI) 
TfCV) (FBDJ rani , \j 

Hiunhflnrr 
(CV) (FBI)| |(CV) (FBI); E? 

suDjecc: Portable Voicebox 

SEiiiaiTivcniiTiiriri n^nniT 
NON-RECORD 

laKecare...' 
nd| jwill be happy to assist you in this matter. Sending you to the experts:-) fo6 

fo7C 

Original Message—~ 
From:| |(CV) (FBI) 
Sent; Wednesday, hebruary 02, 2005 4:29 PM 
T«vl IffiPrm (EBJL 

(FBT 

I (CV) (FBU£ 
SE) (FBI)E 

JV) (FM)^ 

Zfcv) (FBI); 
Ifrvwmn-I K t V H r W 

(FBI KCV) (FBI) 
Subject: Portable voicebox 

(CVT 

bhi^iiivhinii urn i n iinriL 
NON-RECORD 
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^ R ^ | 

Several months ago, I spoke to you regarding our task force squad that purchased its own Voicebox 
digital collection system and needed the OK from Security Division to use it on FBI cases. This is still in 
the works on our end, but we have a similar situation regarding a portable system and require the input 
of Security Division before we move forward. 

Quantico ERF has supplied our division with a portable Voicebox system, but it is currently in use in our 
Toledo RA. The case agent in our Ypungstown RA would like to conduct an upcoming FBI T - I I I on a 
digital system (rather than cassette tapes), but we do not have another system available (niether does 
ERF). The local HIDTA has purchased a portable Voicebox system and has agreed to let the 
Youngstown RA use it for this T - I I I . The system will be operated in the RA space and would be 
connected to our DCS-3000 network to obtain telephone target data. According to ERF, there is an 
acceptable configuration which enables secure transfer of the data. The issue arises in regards to 
conducting an FBI case on a system that is not owned by the FBI. As far as the data and audio that will 
be stored on the system is concerned, if necessary, we could remove the hard drives from the system ^ 6 

before it is returned to HIDTA (replacements would have to be supplied by the FBI and software 
reloaded by the manufacturer). 

From the security standpoint, can we use this system to conduct this upcoming T- I I I? Are there any 
other issues that must be resolved? 

I f you have any questions, please feel free to call me. 

Thanks, 

Cleveland Division 
216 
216 

(office) 
(cell) 

bEWSI HUE BUT UNGLAJMHEB* 

C C M e m u p m "• "MCI ABSIFIED 

sbNIJI I \\J\z tiu i umumsaiPiEB 

SENSITIVE PUT UNOLA33inCP 
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file:////J/z


j^BT^ 
1(0TD)(FB1) 

From: 
Sent: 
To: 
Cc: 

Subject: 

NON-RECORD 

l i r^MWiVMIHlWt' .M' I : 

L 
ifiTM(FBI) 
I l / $ DCS3000 

1 <SD) (FBI) 
06 5:26 PI 

J(OTD)(FB 

I f(SD) (CON 
t ](OTDLi£BH 

JSDHCON);[ 

be 
t,7C 
b7E 

Please cal CZK Jon Wednesday, 8/16/06 to get the] pDC logfile and icnc. textfile. 

Thanks for all your help. 

fMeiT iue ni.iT i IMH Anninrn 

3TD)(FBI) 

( S ) 

From: 
Sent: 
To: 
Subject: 

SECRET 
RECORE 

I ISP) (FBI) 
Monday, August 14. zOTjg 4:53 PM _ 

I " blTO (FBI);[ 
RE:| U DCS3000 

]0TD) (FBI) 

Thi sessions are now enroute. 

•Original Message— 

<S> 

From: 
Sent: 
To: 
Cc 
Subject: 

SECRET. 

[ ]0TD) (FBI) 
Mnnrtav A, IOIKM4 2006 8:44 AM 

I m ' (FBI) 
I JOTD) (FBI) 

RE:RWvsDCS3000 

ibl 
b 2 

he 
b7C 
b7E 

RECORC 

EZI 
Last Wednesday, we set a trap on the high side of the one way push system to verify data delivery from the DCS-3000 
to th^ | Have you seen any discrepancies since Wednesday? If so, please forward a sample to us so we can 
invesngaiBTusing the packet sniffer data. 

flrininal Mpggane 
From: I 
Sent: , _ 
To: I IOTP) (FBI)J" 
Subjecf^Jvs I—""— 

JSD)(FBI) 
Wednesday, August 09, 2006 7:47 PM 

; DCS3000 

IS) SECRET 
RECORD 

j]OTD) (FBI) 

ALL ItfFORHATIOH COHTAIHED 
HEREIN IS OTCLAS3IFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE: 06-14-2007 
CLASSIFIED BY 65179DHH/KSR/HAJ 
REAS01T: 1.4 (C/G) 
DEC LASS 31 FY OH: 06-14-2032 



Ip^ET 9 
I forwarded all the] Sessions I had for 8/8-9/06 (up through about 1530 hrs) and attached is a copy of the. 
DCS3000 report foFTrTis same period. You will see that DCS shows Associated DNs in some sessions and_ 
does not. You will see that DCS3000 shows more calls thai Ireports. Thanks for all you've already done. Ifo2 

b7E 

« Filel rpttxt» 
toe 
to7C 

-PERWED-EROM: Multiple Sowcea ' 
DECLASSIfteATlOl^EXEMPTlQM-1 
SECRET 

D£l 
M: Multiple-Soweey—" 

SECRET 

DEI 
DE 
SECRET 

^ultlpto-SogfCeT" " 
ONIXEWIPHQMJL 

From: 
Sent: 
To: 
Subject: 

(Sk ECRET 
RSCORE 

[OTPHFBQ 

I. ]OTD) (FBI) 
Monday. August 14. 2006 12:05 PM 

I | (OTD) (FBI) 
RE: | hDCS3000 

Yes. 

—Original Messaoe-
From: I 
Sent: 
To: 
Subject: 

(Si 

l(OTD) (FBI) 
Monday, August 14.V006 12:05 PM 

1 , i H ™ (FBI) 
FWJ jvs DCS3000 

bl 
b2 
b6 
b7C 
b7E 

SECRET 
RECORD 

Do you have this? 

(S) 

—Original Message— 
From: 
Sent: 
To: 
Subject: 

SJCJREjr 
RECORC 

w 

EF DCS3000 

](SD)(FBI) 
JJ5, 2006 7:47 
J(OTD)(FBI);[ 

edne&35v. AudustiB.2006 7:47 PM 
JOTD) (FBI) 

2 



^a^r" 
I forwarded all thdj [sessions I had for 8/8-9/06 (up through about 1530 hrs) and attached is a-coou-of the DCS3000 
report for this same period. You will see th^LQCS^hows Associated DNs in some sessions and| jloes not. You 
will see that DCS3000 shows more calls th ports. Thanks for all you've already done. 

lb 2 
b7E 

Filef I All.rpt.txt» be 
fo7C 

~-pER4VED FROM: Multiple Sources ' — 
DECLASSlP&^TMy^ygTOPTlON 1 
SEC 

DERJVEgTReflUflultlDleI 
DECLASSIFIC 
SECRET"^ 

DERMED-FROM 
DECLASSIFIC 

Multiple Sources, 
>N1 

SECRET 

1>TP) (FBI) 

IS) 

From: 
Sent: 
To: 
Cc: 
Subject: 

I .. 
SECRETl 

K b j |/S LHJS3UUU 

(OTD) (FBI) 
1:44 AM 

(SD) (FBI) 
iTD) (FBI) 

RECORt 

Laspflfednesday, we set a trap on the high side of the one way push system to verify data delivery from the DCS-3000 to 
the j [ Have you seen any discrepancies since Wednesday? If so, please forward a sample to us so we can investigate 
usingine packet sn iffer data. to i 

• 
< S > 

—Original 
From: 
Sent: 
To: 
Subject: 

JjA 

fo2 
fee 
lb7C 
b 7 5 

(SD) (FBI) 
Wednesday, August W), 2006 7:4£ 

lOTD) (FBir 
PM 

RW vs DCS3000 
](OTD) (FBI) 

SECRET 
RECORD 

1 forwarded all the|~~|sessions I had for 8/8-9/06 (up through about 1530 hrs) and attached is a r-ntw of the DCS3000 
report for this same-period. You will see thatQCS shows Associated DNs in some sessions and I hoes not. You 
will see that DCS3000 shows more calls thatj jeports. Thanks for all you've already done. 

« Fill I Jvil.rpt.txt» 
be 
b7C 

http://All.rpt.txt
http://Jvil.rpt.txt


DERJvEP-FRQMiMumpla-gt 
DECLASSlF]CATtOW=EXEMPTION 1 
SECRET 

From: 
Sent: 
To: 
Subject: 

(Si ECRET 
RECORD 

JOTD) (FBI) 

D) (FBI) 
06 7:47 EM. 

(OTD) (FBI) J(OTD) (FBI) 

b l 
b2 
b 6 
b7C 
b'7E 

I forwarded all thel bessions I had for 8/8-9/06 (up through about 1530 hrs) and attached is a^ojjjt of the DCS3000 
report for this same period. You will see ttiaJDCS shows Associated DNs in some sessions andl hoes not. You will 
see that DCS3000 shows more calls thafl leports Thanks for ail you've already done. 

•bd: (24 Rl * 
ll.rpt 

b 6 
b7C 

^ E R T V E D - E B O M : Multiple 
DECLASSIFICAjf&N=e^EMPTION 1 
SECRET 

From: 
Sent: 
To: 
Subject: 

SENSITIVE BUT UHGLAOGiriCD 
NON-RECORD 

SD) (FBI) 
p006 2:39 PM 
TD) (FBI) 

b2 
be 
b7C 
b7E 

10-4 

—Original Message— 
From: | 
Sent: 'uwimjumu uiunm i 
To: I , , 
Subject: RE| IreDdSSW 
Importance: High 

IOTD) (FBI) 
1,200611:37 AM 

] (SD) (FBI) 



QCH01TIVC PUT UHOLAOStftB 
NON-RECORD 

Got itIIGot itIIGot 
itIIGot itIIGot it!I 
Got itIIGot itIIGot 
itIIGot itIIGot itl! 
Got itIIGot itIIGot 
itIIGot itIIGot itl! 
Got itIIGot itIIGot 
itIIGot itIIGot it!! 
Got itIIGot itIIGot 
itIIGot itIIGot it!! 
Got itIIGot itIIGot 
itIIGot itIIGot it!! 
Got itIIGot itIIGot 
itIIGot itIIGot it!! 

itIIGot 

itIIGot 

itIIGot 

itIIGot 

tMGot 

tllGot 

tMGot 

tllGot 

itIIGot itIIGot 

itIIGot itIIGot 

itIIGot itIIGot 

tllGot itIIGot itIIGot itIIGot itIIGot itIIGot 

tllGot itIIGot itIIGot itIIGot itIIGot itIIGot 

tllGot itIIGot itIIGot itIIGot itIIGot itIIGot 

tllGot itMGot itMGot itMGot itIIGot itMGot 

ItMGot itMGot itMGot itMGot itIIGot itMGot 

tllGot itMGot itMGot itIIGot itMGot itMGot 

tllGot itMGot itllGot itIIGot itMGot itIIGot 

tllGot 

tMGot 

itMGot 

tllGot 

tllGot 

itMGot 

itMGot 

itIIGot itMGot 

itIIGot itMGot 

tMGot itIIGot 

tMGot itIIGot 

tllGot itMGot 

itIIGot itMGot 

itMGot itIIGot 

tMGot itMGot itIIGot itIIGot 

itMGot itMGot itIIGot itIIGot 

tMGot itMGot itIIGot itMGot 

tMGot itMGot itIIGot itMGot 

tMGot itMGot itMGot itMGot 

itMGot itIIGot itMGot itMGot 

itMGot itMGot itMGot itMGot 

—Original Message— 
From: | | (SD) (FBI) 
Sent: Wednesday. August l\h. 2006 2:34 PM 
To: I IOTP) (FBI) 
Subject: REf fc bcSJUOO 

SCMCmVC PUT UHGLAOStfBB 
NON-RECORD 

—Original Message— 
From: 
Sent: 
To i l 
Subject: 

(OTD) (FBI) 
!T)9, Wednesday. August U9. 2006 11:33 AM 

— f o r -
FI fcrx 

I (FBI) 
;DCS3000 

ocuonwc BUT uNCLAoatririD 
NON-RECORD 

• 
What is the "Line ID" associated with this case id? 

—Original Messafle 
From: I 
Sent " Wednesday, August uJ! 
To: 
Subject: Hfffl lai 

JD) (FBI) 
72006 2:32 PM 

JOTD) (FBI) 

DLMGITIVC BUT UMCLASSIWEP 
NON-RECORD 

(fob 
b7C 
Ib7E 

124 sessions should be on their way to ERF2 

—Original Me 
From: 
Sent: 
To: 
Subject: 

weanesqay, August I(OTD) (FBI 
9, 2006 11 

(FBI) 

DCS3000 
3» (FBI) 

:30 AM 



SbNSIUUEBUI 

>w|j^^ 

NON-RECORD 

Yes sir 

—Original Message— 
From: | |(SD)(FBI) 

l^imnnH^si^^mHn^^n -trine I O I Sent: ' wyuiiau«iu.iWu-iMU§. 2006 2:29 PM 
To: I , , IOTP) (FBI) 
Subject: RE! ks DCS3DQ0 

3£ 

np,: 
J0 1 

SENSITIVE B 
NON-KbCUR*b 

I show your site as ERF2, is that correct? 

—Original Message— 
From: I DTD) (FBI) 
Sent: Wednpsdav. Aimntf n«5 2006 11:21 AM 
To: • irem (FBI) 
Subject: REI tsDCS3ono 

SCH6ITIVC PUT UMOLAOOiriCD 
NON-RECORD 

Nothing received, please try again. 

—Original Message— 
From: I fcD) (FBI) . 
Sent: Wednesday. August09. 20061:42PM 
To: I EOTP) (FBI)I l(OTP) (FBI) 
Subject: RE| IrsDC^SSo 

OCNOITWC PUT UUftLASblHbU 
NON-RECORD 

Jb2 
b b 
b7C 
b7E 

Case ID =[ 

124 sessions being forwarded to you at ERF2. Please confirm that you received them. 

b2 
] C ™/i :an b 6 

—Original Mi 
From: • ymv> (FBI) 
Sent: wprinp^av Annn<*n<| 200610:26 AM b / C 

To: • IfSDUFBn b7E 
Subject: RB te DCS3000 
Importance: High 

SFN^ITIVF R] [J • f 
NON-RECORD 

H 

Can you forward some sessions to ERF-2 s> 
1 b I'll need to know the Line IDs to set up for auto receive from vourl Isvstem 

Thnx, 
-ca 

-Original Message— 
6 



From: I If sen (FBI) 
Sent: Tiwotaw. AimncHM Tnni; 8:49 PM 
To: I mrm (FBI) 
Subject: I |sDCS3000 

CCHOITIVCUUI1 UHCLASSIFIE1U 
NON-RECORD 

Good news and bad news. Some of the CDC is now pasainoJcpm DCS3000 into 
I Ibut no all. What's up? Additionally, I see sessions ' i ^a t do not show 
up in the DCS3000. Again, what's up? 

Please call me aj I Thanks 

-SENSITIVE BUf UNOLAOOiriCP-

OCNOnWC PUT UMOLAOOiriCD 

IR IP 'T I rnu i UICLAI>I>II ILU" 

"SENblllVbUUI UNLLASSINEtT 

SENSITIVE BUT UNCLAOOiriCD -

QC1IQIT IUC P U T 11MOI A C Q t C I F n 

ArnciTivLDUi uwtLA^TFTIT7 

OCHOITIVC PUT UMfTLASglElEP 

7 



From: 
Sent: 
To: 
Subject: 

^BeggT 
OTD) (FBI) 

[ 
Wednesday. August 09. 2006 2:34 PM 

DCS3u00 

__KSD) (FBI) 
ST2006 2:34 F 

JOTD){FBI) 

q^k'UllH'lHI-l'lM. 
NON-RECORD 

be 
bTC 

—Original Message— 
From: I rOTCH (FBI) 
S e n t ! UtaHrwcrta.. A..„i.ri-flO 2 0 0 6 11 :33 AM 

To: | , , l5D) (FBI) 
Subject: RE I tre DCS3000 

SEMEITIWF P ' T H M W A««icipp 

NON-RECORD 

b2 
b 6 
b7C 
b7E 

What is the "Line ID" associated with this case id? 

—Original Message— 
From: I ISP) (FBI) 
Sent: Wednesday. Aiimist M. 7006 3:33 PM 
To: • ftrm (FBI) 
Subject: R f jrs DCS3000 

SCHOITIVC BUT UHChrtf SIHBP. 
NON-RECORD 

124 sessions should be on their way to ERF2 

From: 
Sent 
ToJZ 

-Original Message— 

Subject: 

jueflfl£$pay, August 
D) (FBI) 
DCS3000 RE 

T0TD)(FBI) 
W, 2006 11:: 30 AM 

NON-RECORD 

Yes sir 

—Original Message-
From: L— 

To: 
Subject: 

* 

](SO)(FBI) 

Bcssooir 
(OTD) (FBI) 

NON-RECORD 

b2 
b o 
b 7 c 
b7E 

show your site as ERF2, is that correct? 

H£tefT 



^p«n" 
—Original Message— 

From: I |(OTD) (FBI) 
Sent: Wednesday. August fe. 200611:21 AM 
To: I • • |(SD) (FBI) 
Subject: TEE|_J/i> UCSJUUU 

trrr™"" w i uutu '̂sinEir' 
NON-RECORD 

Nothing received, please try again. 

Original Mnccapo 

From: I lm (FBI) b ? 

Sent: Wednesday. August 09. 20061:4? PM k>6 
To: I — |(OTD) (FBI);| |(QTD) (FBI) b 7 C 
Subject: T E T L J S UU>JUUU ^ ^ ^ ^ ^ ~ ^ ^ ^ ^ ~ ^ b7E 

ItW"""'' 
NON-RECORD 

be 

Case ID =1 ICINM 

124 sessions being forwarded to you at ERF2. Please confirm that you received them. 

T form (FBI) 
—Original Mesi 

From: ^ 
Sent Wednesday. August 09.2006 10:26 AM 
To: | l(SD)(FBI) 
Subject: K t | |vs UU>JUUU 
Importance: Hign" -^ 

OCMCITIVCmiTIIMri n^cicicn 
NON-RECORD 

a 
Dan you f< 
know the Line IDs to set up for auto receive rrom yourl Isystem. 
Can you forward some sessions to ERF-2 so| |nr^ I rap look at both instances? I'll need to 

i rrom your 

Thnx, 
-ca 

—Original Message— 
From: 
Sent: 
To: 

1 
Tuesday. August Oil 

J 

|D) (FBI) 
Hook 8:49 PM 
l(OTD)(FBI) 

Subject: L « i ^ J UUsJUUU 

^MfiiTivPRiiTiihiri n r r m r n 

b2 
b e 
b7C 
b72 

NON-RECORD 

Good news and bad news. Some of the CDC is nowjjaasiDg from DCS3000 int< 
but no all. Whaf s up? Additionally, I see sessions in] tat do not show up in 
DCS3000. Again, what's up? 

Please call me at I I Thanks 

SbNtilllVfcl =Hl«»ikH»iWlKK1iaM» 



SEHQITIVC PUT UH6LA33IPIEP 

SUN&ITIVCBUI UIUeLAJ9tFIED 

Sgt"> IT I"e P"T UMCLABOirtEB 

^emamvc uur uMOLACGincp 

QCNitlT[Yr'"" " i " ' "" in II I' 

T O T r r r "'""' "PLAOQiriEP 

JHN3ITIUL BUI UNLUUiSlFTED 

1(OTD)(FBI) 

From: I I (SD) (FBI) 
Sent: Wednesday, August 09. 2006 2:32 PM 
To: • . . IfQTD^ (FBI) 
Subject: REj Is DCS3000 

SbNblllVbBUI UNLLAbSTFTED 
NON-RECORD 

124 sessions should be on their way to ERF2 

—Original Message— Me 
From: V I (OTD) (FBI) 
Sent: \uimpuuwau JIIUHHUIIO 2006 11:30 AM . n s i i 2006 11: 
To: I , , l f ^ (FBI) 
Subject: REi] |vsDCS3000 

alFIED 
NON-RECORD 

: : : : : .« . •«—i- i«u>?ww 

Yes sir 

—Original Message—-
From: I KSP) (FBI) 
Sent: Wednesday. August W, 2006 2:29 PM 
T o ! | , , l(OTD) (FBI) 
Subject: «t|__|/s LJUJJUUU 

aELL&gWfc-eW^JNllLAJAII I L U ~ 
NON-RECORD 

I show your site as ERF2, is that correct? 

10 

SECRET 

fo2 
be 
hlC 
b7E 

file:///uimpuuwau


—Original Mi 
From: 
Sent 
To: 
Sub: 

nfa Weringsda 

biect: Kt;i fvs 

](07D) (FBI) 

I

iy, August 09, 2006 11:21 AM 
SD) (FBI) 
vs DCS3000 

3EN3ITIVC PUT UNOLAOMH6P-
NON-RECORD 

Nothing received, please try again 

—Original Message— 
From: 
Sent: 
To: 
Subject: 

1(SD) (FBI) 
WfflnpSlat^tMnMBnW 2005 1:42_EM_ W, 2006 1:42 

I ~lrCfW) (FBI);[ 
RE| |vs DCS300O 

](OTD) (FBI) 

SbNbllH/bBUI UIHl>LAU6tf4BP 
NON-RECORD 

b2 
lb 6 
b7C 
b7E 

b6 
fc7C 

Case ID = ;INM 

124 sessions being forwarded to you at ERF2. Please confirm that you received them. 

—Original Message— 
From: 
Sent: 
To: 
Subject: 
Importance: 

tOTO) (F31) 
,200610:26 AM 
(SD)(FBI) 

bbNSI I IVb BUT UHHM-A3«ftgD 
NON-RECORP 

« • 
Can you forward some sessions to ERF-2 & 
the Line IDs to set up for auto receive from yi 

Thnx, 
-ca 

yonrl fr 
I can look at both instances? I'll need to know 

system. 
b2 
be 
b7C 

D) (FBI) 
8:49 PM 

J3TD) (FBI) 

SENSITIVE BUT UHOLAOSffffiB-
NON-RECORD 

Good news and bad news. Some of the CDC Is now passing from DCS3000 intdj frut no all. 
What's up? Additionally, I see sessions irj [hat do not show up in the DCS3UUU. Again, 
what"s up? ' ' 

Please call me at Thanks 

C C M e | - " " c Til IT I IMP I ftfiCiriCD 

11 



JHlLAAJUHblT 

.SCNSITIVC PUT UHOLAOOiriEB-

•aeramvc BUT uHCLAfisiriED 

cCMO.-r.wi: P U T • •flfii ARSIFIFn 

3CM3ITIVC BUT UHOLAOOiriCD 

(OTD) (FBI) 

From: (SD) (FBI) 

fo2 
fc6 
b7C 
b7E 

Sent: Warinpcrlau AiifingtHQ ?r)OR 2:29 PM 
To: 1 • , ~ ] f n - r m (FBI) 
Subject: R B lis DCS300Q 

&Eiuamvc PI T i rn"i * —irirrr 
NON-RECORD 

I show your site as ERF2, is that correct? 

—Original Message— 
From: I DTP) (FBI) 
Sent: Wednesday. August 0§. 2006 11:21 AM 
To: | , , ^ (SD) (FBI) 
Subject: RE:| |/s DCS30O0 

CCMCmVC PUT UHOLAPSHHEB 
NON-RECORD 

Nothing received, please try again. 

—Original Message— 
From: | |(SD) (FBI) 
Sent: Wednesday. August W. 2006 1 -43 PM 
To: I I (OTD) (FBI)| |OTD) (FBI) 
Subject: R^ |s DCS3UUU' ' ' 

-ftWICITIVE BUT UHOLAOOineD 
NON-RECORD 

be b2 

4 1 b 7 c b6 
f lNM . b7c 

b7E 
124 sessions being forwarded to you at ERF2. Please confirm that you received them. 

—Original Message 
From: I ftrm (FBI) 
Sent: Wednesday. August 09, 2006 10:26 AM 
T<J j — y » (FBI) 
Subject RB k DCS3000 

12 

^8^RE" ET 

http://cCMO.-r.wi


Importance: High 

^BM^lTHir UUI UNULAJJIPIEL) 
NON-RECORD 

•en 
Can you forward some sessions to ERF-2 sd pnd I can look at both instances? I'll need to know the Line 
IDs to set up for auto receive from youij lystem. 

Thnx, 
-ca 

—Original Message— 
From: I IfSDl (FBI) hz 

Sent: .Tnnm-n. immirTi-nfil20068:49PM l b 6 

(OTD) (FBI) b7C 
Subject: I |sDCS3000 b7E 

C E " E I T H T HUT unci moincp-
NON-RECORD 

Good news and bad news. Someinf thrj CDC is now passing from DCS3000 into) [but no all. What's 
up? Additionally, I see sessions ir| lhat do not show up in the DCS3000. Again, wnat's up? 

Please call me atl I Thanks 

SENbl IIVL UU I UWlLAOOinCO 

ĉ cMcmwc qirr lrnn i r r in r r 

SENSITIVE BUT UHGLAOGiriCD 

SENSITIVE BUT UMCUABCiriED 

3Eim rive BUT uncuuioincD 

13 
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c 
|(OTD) (FBI) 

I 
Wednesday. August 09. 2006 W O P M 

IZIZr_ZZZj(OTD) (FBI| |(OTD) (FBI) 
RE:| |vs DCS300Q 1 • 

From: ' * » " * (FBI) 
Sent: Wednesday. August 09. 2006 1:42.EM 
To: 
Sublect: 

M=KU>III"EBUI UUUUUJIIILft . 
NON-RECORD fc6 £t 

fo7C Jb7C 
b7E 

Case ID 
> 

INM 

124 sessions being forwarded to you at ERF2. Please confirm that you received them. 

—Original Message— 
From: I l(OTD) (FBI) 
Sent: ' ^ ^ ^ ^ ^ ^ U Q U ^ Q Q 200610:26 AM 
To: | , , Iran (FBI) 
Subject: RB fc nrewmn 
Importance: High 

SBMStfWL UUI UNCLffSSIFIEtr 
NON-RECORD 

1 = 1 ' r - . 
Can you forward some sessionsJa£SF-2 so| |and I can look at both instances? I'll need to know the Line IDs to 
set up for auto receive from youl p y s t e m . " " 

Thnx, 
-ca 

fo2 
-Original Message— lb 6 

b7C 
IPM ]b7E 

—Original Message— 
From: I |(SD)(FBI) 
Sent: VnccHau AimnenW Tnnfi 8:49 PN 
To: I lOTm (FBI) 
S u b j e c t ^ 

SENSITIVE PUT UNCLAOQiriCe-
NON-RECORD 

Good news and bad news. Some of the CDC is now passing from DCS3000 into) | but no all. What"s up? 
Additionally, I see sessions ir| [that do not show up in the DCS3000. Again, whaTsup? 

Please call me at | | Thanks 

.SEMsmvc RUT UHULMJJIPIELT 

SENSITIVE PUT UNCLASSIFIED 

SEMf ITIVE BUT UHGLAOWtf 
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IOTP) (FBI) 

From: 
Sent: 
To: 
Subject: 

"**'"••» M i i n i i s i i i n *\ 

DCS3000 

3D)(FB0 
EJB 8:49 PM 
JOTD) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b2 
b6 
fe7C 
b7E 

Good news and bad news. Some of the CDC is now passing from DCS3000 into I I but no all. What's up? Additionally, 
I see sessions ill that do not show up in the DCS3000. Again, what's up? 

Please call me at£ j Thanks 

SENSITIVE PUT UNCLASSIFIED 

l(OTPHFBI) 

From: 
Sent: 
To: 
Subject: 

c ](NY) (FBI) 
Tuesday. June 20. 2006 6:49 AM 
I ______ IOTP) (FBI) 
RE: DCS 3000 question (SMS) 

umiLAJKEw tee— 
NON-RECORD 

on : ]vith SMS coverage. The message__aaaear properly in the DCS-We currently have FISA covera _____________ _ a ,..___.., 
3000 system, but appear inl lindar the Telephony log as hexidecimai numbers. Can| jiecode these hexidecimai b2 
numbers into the actual message? b & 

b7C 
Thanks, fo7E 

foe 
b?c 

212T 

Ull_snn 
-srpnBTTw... 

BMih!=lWJI|il=»l! 

Original Message 
From: 
Sent: 
To: 
Cc: 
Subject: 

(OTDKFBI) 
MAM 

UNCLACCiriEB-
NON-RECORD 

____8I) 
^ ^ O T D ) (FBI) 

RE!: DCS. M\i question (SMS) 

15 
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I s g B ^ 
Tnat's a DCS-5000 team question. | |s the best person to answer this question. 

From: | |Y) (FBI) 
Sent: Sunday, JunelS, 2006 2:04 PM 
T o : ' _____ ^ * ~ " _ 0 T m 

Subject: RE: DCS 3000 question (SMS) 

^oWCt!ftQ&tf-_!B ,^» J. 9 
NON-RECORD £g 

b7C 
b7E 

Is there a wav fori to decode the SMS that actually have content? Currently, the message appears to be in a Is there a wav fori to decode the SMS that at 

Thanks, 

212-t 

.essaae— 

i-fiaay, June lb , _utK> b:_5 

—Original Message-
From: I l(OTD) (FBI) 
Sent: maav. June lb . _um> _ :_5 PM 
T o l I N Y ) (FBI) 
SuBJUR! 'RE: DCS 3000 question (SMS) 

UmGLAOOiriEP-
NON-RECORD 

a 
bo. I thirtk vou're getting all the 

pertinent content from the intercepted SMS messages; the ones with no message content are most likely 
voicemail indications sent to the phone. j-,2 

lb 6 
b7C 
b7E 

Original Messaae 
From: 
Sent: 
To: 
Cc: 
Subject: 

| |TIW fFBn 

I INYHFBI) 
!_>(__» J.U0 question (SMS) 

NON-RECORD 

We currently have FISA coverage on | |with SMS coverage. The attached SMS log shows 
quite a few messages, but there is no associated text on most of them with the exceptions of a few. 

Additionally, the messages do not show up i j I For the few messages that actually appear in the SMS 
log, the message appears ir| |under thf 1 

16 
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Thanks, 
• 

« File: Ml_sms.rpt.txt» 

be 

Uig&LAOOiriEID 

UNGLAOOiriCD 

UIHCUACCiriEB-

UMCLACCirtEB-

]PTD) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

c ](OTD)(FBI) 
Mnnriav .liina 19 2006 9:14 AM 
I KMYWFRh 

I H(OTD) (FBI) 
Kt: uus 3000 question (SMS) 

umeLAaaiwgp-
NON-RECORD 

That's a DCS-5000 team question. [ 

—Original Message— 
From: | ~tlY) (FBI) 
Sent: ^^^^^3£S3^J2flQ£U4A PM 
To: ' I tm\ (FBD 

ubject: REH 

Js the best person to answer this question. 

Subject: DCS 3000 question (SMS) 

lirr i irinr 
NON-RECORD 

b2 
be 
b7C 
b7E 

IZZI 
Is there a wav fol l decode the SMS that actually have content? Currently, the message appears to be in a 

Thanks, 

17 



• $ < T he 

|(OTD) (FBI) 
iUUO S.">5 PM 

—Original Message— 
From: I 
Sent: ' t-rnuu nmu w-
To: I INY^ (FBI) 
Subject: RE: DCS 3000 question (SMS) 

umeLAaairiEe-
NON-RECORP 

b6 

a 
_ o a , i minn you its ymilPl- JJII IMS "51 linen t conieni rrom 

the intercepted SMS messages; the ones with no message content are most likely voicemail indications sent to 
the phone. • 

—Original Mi 
From: 
Sent: 

JO (FBI) 
Friday. June 1572006 4:05 PM 

shflBCff 
~INY)(FBI) 

JOTD) (FBI) 

3000 question (SMS) 

UHGLACGiriEP 
NON-RECORD 

b, 
be 

We currently have FISA coverage on! Ivith SMS coverage. The attached SMS log shows quite ab7c 
few messages, but there is no associated text on most of them with the exceptions of a few. b7E 

Additionally, the messages dp not show up in For the few messages that actually appear in the SMS log, 
the message appears i| junder the Telephony log as hexidecimal numbers. 

Thanks, 

i 1 
"21I 

« File: I" ~lAII_sms.rpt.txt: 

UMfirLAfTClBEP-

UHOLAOOinEB-

UMC-ASCiriCD 

UNLLAJJIPIEfr 

18 
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From: I IfNY) (FBI) 
Sent: Friday. June 16.2006 4:23 PM 
To: I IOTP) (FBI) 
Subject: FW: DCS 3000 question (SMS) 

UHCLAOOirtgP 
NON-RECORD 

C=L 
I pom 

fo2 
fob 
fo'/C 
fo7E 

jTam^oIng to print on a couple and send them to you so you can see wnat messages are saying 
Raytheon gave me a call regarding this stuff. I will call him next week. 

I 1 
—Original Mp<wanp— 

From: I IY) (FBI) 
Sent: 'IIIUIIII.JUH. xu 12006 4:05 PM 
To: l ^ I fOT f f l (FBI) 
Cc: *1 FTTTO) 
Subject: ^T^TOT înssnBI f(SMS) 

•umeLAOoirieB-
NON-RECORD 

messages, but there is no associatedTSST TSmnrortr them with the exceptions of a few. 

: show un inl I For the few messages that 
message appears in| [inder thel I 

Thanks. 

Additionally, the messages do not show UP inl I For the few messages that actually appear in the SMS log, the 

2 ^ 

lAILs 
i.rpt.bct(53... 

r |All_sm 
" S.I 

"'UNCLASSIFIED 

fo2 
foe 
foT.J 

We currently have FISA coverage onj |<vith SMS coverage. The attached SMS log shows quite a few ic7g 
messages, but there is no associated75xl TSmnrortr them with the exceptions of a few. 
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o 
] (OTD) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: RE: DCS-3000 to 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

[ ] 
We tried it on a couple of lines and we still get 0 second sessions, but there are a lot less of them being generated. 

We will need to keep exploring options for fixing the problem. 

lb 2 
L 6 
fo'/C 
b 7 E 

Original Meccano 

From; [ 
Sent: 
TO! 
Cc: 

](OTD) (FBI) 
\UeAnB*AM M ^ T f 2006 3:41£M. 

W) (FBI);| 
(FBI); | 

N. (NY) (Fff 
Subject: RE: DCS-3000 to| Jesting 
Importance: High 

JtEWAIl 1UE BUT UMOUmQiriCO 
NON-RECORD 

J(NY) (FBI)| 
rrrrm /FM\ 

](NY) (FBlj [siY) (FBI)f 

Yes, try the following: 

1) Please return the changes described earlier to "False" (see far below) 

2) 

3) Note what happens. 

-ca 

b 2 
lb 6 
b7C 
fo7E 

~~RNY) (FBI) 
HS3LL20Q6 1:51 PpL 

TOTDUFB»r 

—Original Message— 
From: l 
Sent: . .eu. i m u a fnw 
To: £ Z Z 
Cc: I 

N. ^NYjiEBD 
Subject: RE: DCS-3000 tdj ^sting 

GCMOITIVC PUT UN0LA30IPIPP 
NON-RECORD 

J (NY) (FBI)! 
fa JNY) (FBl[ 

Irnrm rran 
JNY) (FBI)j "|(NY) (FB1)£ 

20 



[ 
^ 8 R ^ 

We tried it and it did not work. We are still getting 0 sessions. Any other ideas? 

HZ3 
—Original M w y n p — 

From: 
Sen| 
To: 
Cc: 

lessa 

mt; mesnav. way 
<:} J (NY) (FBOJ 

t J N Y ) (FBI) 

J)TD) (FBI) 
flfi 1: e s S S y H ' l a y ^ 

• DTDUFBI) 
|(NY)(FBI)| | (NY) (FBI)j |(NY) (FBI);!" 

Subject: RE: DCS-3000 tJ testing 

5EN3IIWC PUT UHOLAOIMHEP-
NON-RECORD 

b2 
lb 6 
•b7C 
b7E 

Try setting the following features from "False" to "True" as listed below. Pick a handful of very busy targets to 
test. 

Let us know if this makes a difference. 

Thnx, 
-ca 

ssaoi —Original M w a p p — 
From: 
Sent 
To: 
Cc: 

1(NY) (FBI) 
Tuesday. Mav3D72q06 9:00 AM 

lfOTDUFBlf 

Subject: 

INYHFTOI TfWHWlT 
CFBM WW) (FBI) L 
DCS-3000 to | jesting 

SbNSI I Itffc BUI UNLLAMIFICD 
NON-RECORD 

ToTD) fFBn 
JNY) (FBI);!" 

b2 
bb 

I b7C 
(NY) b 7 E 

We have being looking at the cell phones from the DCS-3000 that we put intd for CDC. It 
seems to be working well with two minor issuesl 

| tabigdeal. Ihes 
time we get a uuu message xnere is a u second session mat tollows the calif 

] Any ideas for fixes? Thanks. 

TT/f 

work: 2 if 
cell: 91 £ 

ocNamve BUT uHOLAaoincp 

GCMOITIVC PUT UNCLASSIFIED 
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ocNomvcuui uniLM&siPie IFIEU \ 

OCNOITWC PUT UUOLAflaiFlEP 

QCNOITIVC PUT UNQLAOOiriCD 

IOTP) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

(NY) (FBI) 
006 1:51 Pl\ 

RETBC5 

^ . ( O T D n E f i J l 
JW)(FBI1 

FSuWtoESEsfing 

-fcmg) ( m i | | (NY) (FBI); 
_ _ ] (NY) frtJT) • 

OCH3ITIVC PUT UHGLAOOiriCD 
NON-RECORD 

"TO tried it and it did not work. We are still getting 0 sessions. Any other ideas? 

nn 
<i (FBI) 

IBP:52PM 
Y) fFBI)J 

—Original Message-
From: 
Sent: 
To: 
Cc: 

Subject: 

GCNSITIVC PUT UM0LA09HHeB-
NON-RECORD 

IOTP) (FBI) _ 
|NV) tmi| " | (NY) (FBI)[ 

fo2 
be 
b7C 
b7E 

JNY) (FBI)[ 

Try setting the following features from "False" to "True" as listed below. Pick a handful of very busy targets to test. 

Let us know if this makes a difference. 

Thnx, 
-ca 

b2 
lb 6 
fo7C 
fc7E 

•ririninal M P T O T O 

1! 1 „ 
Sent: lUesflay, May'iU, 2006 9:00 AM 

Oriqhiiii i ii m i , n • 

From: | JW) (FBI) 

To: J 
Cc: f r7 
Subject: DCS-301 

•now) 
'Ofrl |l 

"lOTQlJ 
TFBDF r 

(FBI) 
[testing 

OCMOITIVC PUT UMCLAOOiriCD 
NON-RECORD 

>HHU ' m f m Imtmtf JNY) (FBI)[ 

Guys, 
We have being looking at the cell phones from the DCS-3000 that we put inti 
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working well with two minor i s s u e s . ! " " " ^ ~ ~ ^ ^ ^ ^ ^ ^ ^ H 
I I Not a big deal. The second issue is every time we get a CDC message there 

is a 0 second session that follows the call. 1 

I Mny ideas ror nxesr i nariKs. 

A I 
'O squad sc 

work: 2 l £ 
NYdrSquaTsJH 
work: 21 
cell: 917 

OCHOITIVr: PUT UHOLAOGtHEB-

? K 1 l l ^ i « - l - l « . i L ^ -

SENSITIVE BUT UNCLASSIFIED 

tOTPHFBI) 

b2 
h6 
b7C 
b7E 

From: I _ t>TD) (FBI) 
Sent: Tuesday, May 30, 2006 5:03 PM 
To: I frrm (FBI) 
Subject: Tte. ftC 5-5oQu toj frsting 

SENSITIVE PUT UHOLAOStfHSP-
NON-RECORD 

From: I fcOTD) (FBI) 
Sent lu^a».Mav.Jirmft6 l:52£M , 
To: f _JW> (FBI)I tOTD) (FBI) 
Ccl I W7> (FBI);} j f r f l (PB!)J "\ (NY) (FBI)j " | (NY) (FBlF 

fa Subject; RE: DCS-3000 toj | testing 

fiFNRmwc nirrurim rtomrirn 
NON-RECORD 

Try setting the following features from "False" to True" as listed below. Pick a handful of very busy targets to test. 

Let us know if this makes a difference. 

Thnx, 
-ca 

—Original Message— 

23 

SUM'tl I 

b2 
fo6 
b7C 

Also, try SuppressServingSystem if it's an option 

I I b7E 

Original MessanP 



From: L 

To: J , 
Cc. l ~ 

] (NY) (FBI) 
00 AM 

ZZPmFBUf 
^TSin(FBI) * 
W toj jesting 

2tt06 9:0 _ 
n(OTD)(FBnr 
TTFBDI 

Subject: DCS-301 

3CH0ITIVC BUT UHOLAQ6tf=+EB 
NON-RECORD 

JlY)(FBl[ 
"Tvrm 

3Y) (FBI);[ 3NY)(FBI);[ 

b 2 
b o 
fo7C 
fc7E 

Guys, 
W e have being looking at the pell Phones from the DCS-3QOri that we> nut into I knrr.nr. It saams tn he 

I Imuijjuiuiiijtjr 
is a 0 second session that follows the call. 
looked at some of them and it looks like it 

rug 

a. 

I T 
NYO Squad SOJ. 
work: 2|*?l 
cell: 91] 

M^*3aS£WIili^U=»^^-UTa«U£»Yi*^^ 

"I Any ideas for fixes? Thanks. 

1FITY""* niiTmini r minrn 

^CMCITIWC im n • •*r\ * n—irr 

[ 
OCNBITIVC PUT UNGLA33iriCD 

l(OTDHFBI) 

From: 
Sent: 
To: 
Subject: 

C 
r. 

Tuasdav May 
~ 1 ( N Y ) (FBI) 
3E2QQ6 1:54 PM 

RE: DCS-3000 
(OTD) (FBI) 

testing 

SCNDITIVC BUT UNGLAB6MED 
NON-RECORD 

Wi e will give it a try. 

—Original MessatiP-
From: I 
Sent: 
To: 
Cc: 

l(OTD) (FBI) 
Tuesday. Mav 30. 2006 1:52 PM 

CZZ_Z_J(NY) (EBfvl 
I KNY) (FBl|_ 

Subject: RE ES-30001\ |l testing 

OCHOITIVC PUT UNOLAOOIFIED 
NON-RECORD 

b2 
b6 
b7C 
b7E 

JNVHWII 
I (OTD) (FBI) 

] (NY) (FBI)£ JlY) (FBI)J" 

Try setting the following features from "False" to "True" as listed below. Pick a handful of very busy targets to test. 
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Let us know if this makes a difference. 

Thnx, 
-ca 

From: | ~~|NY) (FBI) 
Sent: Tuesday, May JO. ZO06 9:00 AM 
To: I JfOTDUFBlf* 

rn=Bij * Cc: L 
Subject: DCS-3QI 

iwnFBir 
(FBI) * • 

ing 

SENSITIVE BUT UMOLAOOiriCD 
NON-RECORD 

JNY) (FBI)[ 
Tft tmi fcan 

JlY)(FBI)[ ](NV) (FBlf 

fo2 
be 
b7C 
b7E 

Guys, 
. We have being looking at the cell Phones from the DCS-30QQ that we out into I IFnr CDC It seems fn ha 

I |l>KX a ran aeai 
is a 0 second session that follows the call. | 

iiiaK^»!«ii(«ifcMi(^fc*avdtfM<iHt^wir.Tci»;m«i[«mirdSifcTsraiiinrf 

T T i 
NYO Squad SOJ. 
work: ™* 
cell: 91 

any iaeas ror nxes t i nanKS. 

SENSITIVE BUT UNCLAOOiriCP 

OCHOITIVC PUT UNOLAOOiriCD 

SENSITIVE BUT UHCLA33IFIEP 
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From: 
Sent: 
To: 
Cc: 

Subject: 

$Eb*£f 
1 (OTD) (FBI) 

I . "l(NYHFBI) 
Tuesday. Mav 30. 2006 9:00 AM 

|QTm f FRnr 
:Bl1 I . F" ^B'j 

I INY) (FBlf _ INY)(FBlf 
L)CS-3UuUtd^^esting L 

SENSITIVE BUT UHQUmQiriCP 
NON-RECORD 

TfNY) fFBII 
TOTTO ran 

J Y)(FBT) 
INY) (FBI); 

b2 
bb 
b7C 
b7E 

Guys, 
:ina 

well with two minor issues. | 
3. Not a big deal. | 

We have being IrxnMnp at tha rail nhnnpg frnm tho n f . f i . 3nnn that wa ni it intnl h r f . n f . It o w m c tr. ha wnrlrmn 

a 
] Arty ideas tdr tixesV I hankŝ . 

NYtrsqnatcsn 
work: 21 
cell: 917[ 

SbNSIIIvE BUT UHOLAflOiriCD 

] (OTD) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

Importance: 

[ 
3k 

l(MM) (CON) 
liieftflav1. AnnllU. 'Amp 6:13 PM 

jpTD)(FBI) 
cnTDWEBliJ_ 

M) (hW) 

|01 

C 
Kecjiiirenient for Miami 50 DCS3000 

High 

OCMOmVC PUT UNOLA001HES* 
NON-RECORD 

(|U 
J 

_|(MM) ( C U N ; 
](MM) (CON); | [ 

Since the DCS3000 Low Side Client for the one-way push was installed, do we still need the Miami 50 ? 

foi 
b2 
bb 
b7C 
b7E 

DCS3000 Client MIAMI 50. 
DCS3000 Low Side Client 

ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 
30 
754 

l(Desk) 
(Cell) 
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Fax) 
^ 4 T 

OCMOITIVC BUT UNGLAGDiriCD 

loTD) iFB^ 

From: 
Sent: 
To: 

Cc: 
Subject: 

NY) (FBI) 
306 3:44 PM _ 
(OTD)(FBI);[ 

(NY) (FBI) 
I ~"H(NY) (FBI) 

RE: Movement of NY DCS-3000 

aewsmve BUT UNCLASSIFIED 
NON-RECORD 

[ Tes we did. I working with the f 
next week. DSL is due 3/23* 

CZH 
I —Original 

From'. 
Sent: . 
To: 1 
Cc: I 
Subject: RE: Movement of N' 

3' |OTD)(FBI) 
:77 PM 

] (OTD)(FBI) 

bo 
b7C 

1 I hope to have them 
fc>2 
b7E 

](OTD) (FBl[ ]NY) (FBI) 

3000 

SENSITIVE BUT I IMP! ASSIFIFn 
NON-RECORD 

Did you ever receive the equipment sent to you a couple weeks ago? 

Thnx, 
-ca 

IY) (FBI) 
5.J006 5:37 PM_ 

(OTD) (FBI);!. 
(FBI) 

]OTD)(FBI)[ ](NY) (FBI) 

Subjecfc.Movement of NY DCS-3000 

bbNSI I IVh DUI UNULA3Qirir:D 
NON-RECORD 

Guys, 
I got word today that our DSL line should be in 

3/27 to move our DCS-3000 and pushing the info inti 

fo2 
he 
b7C 
b7E 

. I think you can plan on coming up to NY the week of 
Let me know which date works for you. Thanks. 

TTi 
& NYu squad a u j , 

work: 21211^ 
cell: 4E3 

27 
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.S6MSITIVC OUT UHOLAOOiriCD 

OCNOITIVC P U T uMOLAOQincp 

SiMBITIVE PI IT IIMH ft gSIBIFn 

p T D ) (FBI) 

From: I 1 (NY) (FBI) 
Sent: Wednesday. March 15. 2006 5:37 PM • • . 
To: I KOTD) (FBIM (OTD) (FBl| 

Cc: I ~" ] (NY) (FBI) 
Subject: MUVUIIIUIILUl NI uJS-3000 

" B " " " " ' E BUT UHOUMOIPIEP 
NON-RECORD 

Guys, 
I got word today that our DSL line shouldJjfiJLDn 3/23. I think you can plan on coming up to NY the week of 3/27 to 

move our DCS-3000 and pushing the info into! let me know which date works for you. Thanks. 

TTAl I 
NYO Sauad SO-1 
work: 2121 I 
cell: 917| [ 

b2 
fo6 
b7C 
fo7E 

OENOmVC PUT UMClAK<a6P 

~~loTP) (FBI) 

From: I >TP) (FBI) 
Sent: Thursday. April 67, S665 3:25 PM . 
To: I l(KCHFBI):l _ 

JFBIil IOM)(FBTf 

b7C 

Cc: I I (ITD) (FBI)l |(ITD) (FBI) 
Subject: FW: DCS-3000 One-Way Push - Status update (2/7/05) 
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« CRET 

SENSITIVE PUT UHOLAOPIH» 
NON-RECORD 

We continue to receive emails/RMSs requesting One-Way Push systems. Please read the memo listed below and forward 
this information to your teams. 

Thnx, 
-ca 
—Original Message-
Front IrTD) (FBI) 
Sent; Monday, February 07, 2005 1:51 ££1 
Tftil If Kn fFRT 

E OM) (FBI)f 

(FK)I 

XZHEBEl 

1(PX) fFBI)J" 

liisren •lunaoffl — — — *}iteil 

IMUFBJ^ 

i)i I S M trail 
1JKC) (I-B1):| |(HO) (FBI)f 

TM 
be 
b7C 

(NV) (FBi)l 
/SJUFBIVT 

1 (IP) (FBI, 

2 

(C6) (FBI)| 

KAOMFBHI l/pyfFBT-t| 
KDNHFBM 

1SI 1 /PMV 

ICNOHFBiJ 

E3IEHH 

InpUFBiVi , . 
IfHNUFBl): iBAJd-BfTf 

ImH^fFpi^ ; ' — — 
'ALWFBIJ l(NY)(FBI)| 

2J) (FBI)I 
J5Q f FfflM 

(P(1)(FBI);| I 
IfrTm 

MW^ fFBIl 

1SU)(FBI);I ~ 

^ ^ ( R i W i n L 

IOC) (FBI 

TTRFI ^FBT r̂ 

lfMMWFBI]| "" 
]mr> [FRTVI 

Tygw>F«t f 
((NY)(FBI)| 
(SL)(FBI), 

f LV) (FBI); 

(«i'>IU-?IJ 

IffiHKH risiisa*! 
7FBD[ 

I 
I 

I ONI fFBIl: 
frrm (FRT^T 

lignum 

L 
(AQ) (FBIj 

JATUFBI)! 
Tpisn ( F B M 

L lUiUHWij 
F 

rTD)( 

KH0)(FB1);| 

^ ^ s i y 7 r a n r -
*BÂ  (FBIJ1 

MUM 

EgBnai 

imiteus; 

r(sF)(FBi):r 
[HE 

•ii)ItiiilH 

IjO) (FBI)l 
RlSieaill 

be 
b7C 

XfBII 

jTEKTfrBl); 
INJQIBDI KLA) (FBI); 

JTD) (FBI)£ ] (ITD) (FBI),-} | 

Subject: DCS-3000 One-Way Push - Status Update (2/7/05) 

"SENSITIVE UUI UNLLAJOiriiia 
NON-RECORD 

All, 
b2 
b7E 

The one-way push is currently beinajejdtested at site) |nd| There are field issues involving the performance 
between theone-wav push and th j frll parties invOTVBTrare working to correct and improve the systems performance. 
In parallel |3sting is soon to begin within the ERF facility. This is a complex and integral part of the overall solution. 
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Upon completion,, this functionality shall be field tested as stated above. 
lb 2 

]eld offices have received the one-way push equipment for installation. Twenty sites have completed hii To date, 
the install, but not yet activated for connectivity. Remaining sites can expect to receive equipment throughout the year and 
prepare for installation. Each site shall be informed in advance regarding installation and activation. ERF is committed to 
minimize both operational risk and system failures. There shall certainly be growing pains as we expand the amount of 
users incorporating CALEA into the FCI cases. There is a vast number of telco providers and switch vendors that make an 
exhaustive in-house test virtually impossible. So some point in time, additional sites will be connected in order to field test 
as needed. We appreciate your cooperation and patience regarding this development process. 

Regards, 

CZ3 fob 
fo7C 

SEHglTIVE pi I T M M ™ Acc^icr> 

(OTD) (FBI) 

From: 
Sent: 
To: 

Cc: 
Subject: 

[ ](ITD)(FBl) 
Thursday. April 07. 2005 3:25 PM 

1 (KGHFBI)I 

NON-RECORD 

hW: UUS-3UUU Une-Way Push - Status Update (2/7/05) 

OSSIFIED 

JlTD) (FBI) 

We continue to receive emails/RMSs requesting One-Way Push systems. Please read the memo listed below and forward 
this information to your teams. 

Thnx, 
-ca 

Original Message 
From;| tUD) (FBI) 
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Sent- Monday. February 07. 2005 1:5 

Subject: DCS-3000 One-Way Push - Status Update (2/7/05) 

SENSITIVE BUT UHGLAOSWEP-
NON-RECORD 

All, 

The one-way push is currently beingjjejd tested at sitesTHandl Irhere are field issues involving the performance 
between ih&iiflfi-way push and thel I All parties involved are working to correct and improve the systems perforrr BI I All parties working 1 I improve the systems performance. fo2 
In parallel testing is soon to begin within the ERF facility. This is a complex and integral part of the overall solution, be 
Upon completion, this functionality shall be field tested as stated above. 

To date c 1field offices have received the one-way push equipment for installation. Twenty sites have completed 
activated for connectivity. Remaining sites can expect to receive equipment throughout the year and 

prepare for installation. Each site shall be informed in advance regarding installation and activation. ERF is committed to 
minimize both operational risk and system failures. There shall certainly be growing pains as we expand the amount of 
users incorporating CALEA into the FCI cases. There is a vast number of telco providers and switch vendors that make an 
exhaustive in-house test virtually impossible. So some point in time, additional sites will be connected in order to field test 
as needed. We appreciate your cooperation and patience regarding this development process. 

b7C 
fclE 

Regards. 
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QJL 

SDIOmVEBUI UNlLAbl>» ILl) 

g P f f f . T » , E . j u j UHQLAQoiFiEP 

] ( O T D ) (FBI) 

From: 
Sent: 
To: 
Subject: 

(RH) (FBI) 
fedriesdav, February 16. 2005 3:02 PM 

r~ZZ_Z_l ITD) (FBI> 
Vfc: UUy-aUUU Une-Way Push - Status Update (2/7/05) 

b6 
fo7C 

TEMf ITIVE BUT UIHCLACCiriCD 
NON-RECORD 

c ] 
Disregard the phone message I left you. You guys in: 
lately on that. The next install we're waiting for is our 

Thanks, 

Original Message-— 
From:l KITD) (FBI) 
Sent: Monday, February 07, 2005 1:51 EM 
Tol JfrWFRTM 

the equipment recently. We just haven't had anything up b2 
[line install in June. fo7E 

be 
b7C 

• Trffff , r 
I l(NO)(FBI);| 

IPXUFBI):! 
ISCi (FR1Y. I 

(UN) (FBI)I IRA^ TFRT 
\\y) ti-mj;| 

, IfTPUFRTVJ l7^0T7FBn: 
1 Irivik-wFRn:! \(pm 

TTFWRTVI I (SJUFBnl 
30 (FBI) r 

MH rnrcnraiin 
nrnnaTTF 

MISHIT 
iHHi&nra 

mmm 
[JCTaTB=Hi^i^i^i^i^i^MI5SlBgiB 

I III I ' I H i i i i i l l l l l l l l M (1*111533 

SALT 

Kattuuj; 
JTMTTFW;[ 

lEP) (FBI 
lugm-Bir 

rm. 

(SL) f FBTT 

Jfsurimn; 
111] (IrPnl J 

I m n rFRTV 
1Mb) ( i -BH:r 1 

. FNm fFBl'fl 
](OM)(FBI)J 1WFTTFBTT; 
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Ccf 
I IUILQTFBI) 

Subject: DC5-3000 One-Way Push - Status Update (2/7/05) 

OCNOITIVC PUT UMGLABSiriCD 
NON-RECORD 

All, 

The one-way push is currently beina£ejd tested at sites! hnd There are field issues involving the performance 
between the one-way push and thJ IAII parties involved are working to correct and improve the systems 
performance. In parallel^Ttesting is soon to begin within the ERF facility. This is a complex and integral part of the 
overall solution. Upon completion, this functionality shall be field tested as stated above. 

ete 
Jffeld offices have received the one-way push equipment for installation. Twenty sites have To dat. 

completed me install, but not yet activated for connectivity. Remaining sites can expect to receive equipment 
throughout the year and prepare for installation. Each site shall be informed in advance regarding installation and 
activation. ERF is committed to minimize both operational risk and system failures. There shall certainly be growing 
pains as we expand the amount of users incorporating CALEA into the FCI cases. There is a. vast number of telco 
providers and switch vendors that make an exhaustive in-house test virtually impossible. So some point in time, 
additional sites will be connected in order to field test as needed. We appreciate your cooperation and patience 
regarding this development process. 

b2 
fee 
b7C 
b7E 

Regards, 

I 1 

SENSITIVE BUT UHCLAOSiriED 

SENSITIVE P1 " • ' ' " - ' * " w e " 
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o 
l(OTP) (FBI) 

From: 
Sent: 
To: 
Subject: 

w.UT.kiwaj.i.iM.'ai* 
(OC) (FBI) 

'2005 3:51 PM 
(ITD) (FBI) 

Kb: DUS-3UOO one-way Push - Status Update (2/7/05) 

NON-RECORD 

fo2 
be 
b7C 
b7E 

Your communication was as "complex'' as the solution, and uncomprehendable for some of out in the field :-). Please 
define, or explain the following: 
One Way Pysb— 

-sitaJ~~bnd| | 

I must kidding-at least this one I think I know) 
In the future please don't use acronyms and phrases without identifying what they mean. 
Thanks, 

—Original Message-
From:|_ ) (FBI) 
Senb Monday, February 6772005 12:51 PM 
To:f 

I HlNUFBtf 
fFpn:l 

JlTD) (FBI) 

npYFBir 
PP)(FBI)J 

PE)(FBI);L 

[(Mb) (mi);[ 
3-R) (FWJ 

^ fFBIl: 

JrXD) (FBI)[ ](ITD)(FBI)| | 

Subject: DCS-3000 One-Way Push - Status Update (2/7/05) 
34 



^ * E T 

SENSITIVE BUT UNCLAflSfFteD 
NON-RECORD 

All, 

The one-way push is currently beinpiield tested at sites! landl I There are field issues involving the performance 
between the one-way push an/1 the| I All parties involved are working to correct and improve the systems 
performance. In parallel J |estingis*soon to begin within the ERF facility. This is a complex and integral part of the 
overall solution. Upon completion, this functionality shall be field tested as stated above. 

To dateJZ Jeld offices have received the one-way push equipment for installation. Twenty sites have 
completed the install, but not yet activated for connectivity. Remaining sites can expect to receive equipment 
throughout the year and prepare for installation. Each site shall be informed in advance regarding installation and 
activation. ERF is committed to minimize both operational risk and system failures. There shall certainly be growing 
pains as we expand the amount of users incorporating CALEA into the FCI cases. There is a vast number of telco 
providers and switch vendors that make an exhaustive in-house test virtually impossible. So some point in time, 
additional sites will be connected in order to field test as needed. We appreciate your cooperation and patience 
regarding this development process. 

b2 
be 
b7C 
b7E 

L 
eoards. 

OCHOITIVC PUT UHOLAQOiriCD 

y ^ o r r m c » • - • » » » • . » - . - « » 

I I roTm fFBii 

From: 
Sent: 
To: 
Subject: 

(ITDHFBI) 
5 3:25 PM 

ITD) (FBI) 
FW: DCS-300U one-way Push - Status Update (2/7/05) 

SENSITIVE: P U T U H O L A C S W S O -
NON-RECORD 

bfa 
b"7C 

fyi 
—Original Message— 
From:[ > ) (FBI) 
Sent: Mnndav. Fahruarv 07. 2005 2:32 PM 
ToJ I r rm (FBI) 
Subject: RE: DCS-3000 One-Way Push - Status Update (2/7/05) 

Trnr""*ui uiiiuuiUiriur* 
35 
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NON-RECORD 
IgjlpP^ © 

| jThanks for the information, but I wanted to let you know that in November I got off of Tech. Now I am doing 
ice coiiar crime'matters, so can you please take me out of this address list? Take Care and thanks, ABH 

—Original Message— 
Fromf JUD) (FBI) 
Sent: Monday, February 07, 2005 12:51£tl 

krjiFBi]2l 1PXHFBI£ 

be 
fo7C 

J(ITD) (FBI) 
J(ITD)(FBI);[ 1(ITD)(FBI)| | 

Subject: DCS-3000 One-Way Push - Status Update (2/7/05) 

SENSITIVE BUT UWCLA&AtPieP-
NON-RECORD 

All, 

The one-way push is currently being field tested at site! bnof here are field issues involving the performance 
between the one-way push anrt tha IAII parties involved are working to correct and improve the systems 
performance. In parallel] [esting is soon to begin within the ERF facility. This is a complex and Integral part of the 
overall solution. Upon cJmuienon, this functionality shall be field tested as stated above. 

fc2 
b?E 
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To date I tieid offices have received the one-way push equipment for installation. Twenty sites have 
completed the install, but not yet activated for connectivity. Remaining sites can expect to receive equipment 
throughout the year and prepare for installation. Each site shall be informed in advance regarding installation and 
activation. ERF is committed to minimize both operational risk and system failures. There shall certainly be growing 
pains as we expand the amount of users incorporating CALEA into the FCI cases. There is a vast number of telco 
providers and switch vendors that make an exhaustive In-house test virtually Impossible. So some point in time, 
additional sites will be connected in order to field test as needed. We appreciate your cooperation and patience 
regarding this development process. 

D a n a r ^ e 
b6 
b7C 

bbNSI I WE BUT UNCLAOOiriCD 

p r ' " " T " " - BUT UMOLASaiWeP 

SENSITIVE PUT UNCLASSIFIED 

I IOTP) (FBI) 

From: I ITD) (FBI) 
Sent: Mnnriav hehmarv OT^nnfi 3:25 PM 
To: I I (ITD) (FBI) 
Subject: >W: UCS-3UU0 One-Way Push - Status Update (2/7/05) 

AEIUaiTIVC PUT UMOLAGHH60. 
NON-RECORD 

fyi 
Orininal Mpssanp 

Froml l(SA) (FBI) 
Sent; Monday. February 07. 2005 2:32 PM 
ToJ _ (ITD) (FBI) b 6 

Subject: RE: DCS-3000 One-Way Push - Status Update (2/7/05) hv 

OCNCHTIVC PUT UNCLACCiriCD 
NON-RECORD 

Hfivl T Thanks for the information, but I wanted to let you know that in November I got off of Tech. Now I am doing 
white collar crime matters, so can you please take me out of this address list? Take Care and thanks, ABH 

—-Oripinal Msssane 
From: | 1 (ITD) (FBI) 
Sent: Monday, February u/ . 2005 12:51 
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Tol 
1/ftMWFRTVr 
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(HCl\ fFBIV T 
I N I ! ! ffPT^j 

insira 
JiPLHHmf 

teWFTO:" 
iem\> 

TKTA 
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f 
b7C 
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• " ^ y w v 
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TCBAWFB) ! 

IRfSl (FRT)r 

I s n r FBTVI I f T P T W r f 

KAO) (FBI): 
ITPN) 

IEHH 
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he 
fc7C 

KOCWffili: 
JfMMUFBDF 

J • lfSE)(FBI)l 
•I l (CVUFBI):[ 

rTPUFBn:! 

I(SAHFBI) if 

I'mWFRTVl Ifpp) 
IfEP) (FBI)j r K n rFBI);| | 

LvTTFBTl lgtn7PRT\-

IF) (FBI): 
r„.JL 

J^E) (FBI ) ; t : 
|NH)(FBI)#T ] 

r^»i i is:n 
f G H G ^ 

1(AT)(FBI);| 
I _ ' ITDNUFBHT 
IFBH; 

_FD)(FBI)C 

J (SI) (FBI)| 
• — ^ A ) (FBi[ 

3(LR) (FBI)J 

[WF) (FBI); 

l l lOfFBn;! tLA)(FBI);| | 
|M0) (FBI);t 

J 
IATJT 

Ccf 
i irroWFRn" 

Subject: DCS-3000 One-Way Push - Status Update (2/7/05) 

JnD) (FBI)[ JlTD) (FBI);!" 

SENSITIVE P1 I T , , M f " , M i n , ! n 

NON-RECORD 

All, 

The one-way push is currently beinaJeld tested at sited bnd I There are field issues involving the performance 
between the one-way push and thel I All parties invowecf are working to correct and improve the systems 
performance. In parallel,[___Jesting is soon to begin within the ERF facility. This is a complex and integral part of the 
overall solution. Upon completion, this functionality shall be field tested as stated above. 

To date£ ]field offices have received the one-way push equipment for installation. Twenty sites have 
completed the install, but not yet activated for connectivity. Remaining sites can expect to receive equipment 
throughout the year and prepare for installation. Each site shall be informed in advance regarding installation and 
activation. ERF is committed to minimize both operational risk and system failures. There shall certainly be growing 
pains as we expand the amount of users incorporating CALEA into the FCI cases. There is a vast number of telco 
providers and switch vendors that make an exhaustive in-house test virtually impossible. So some point in time, 
additional sites will be connected in order to field test as needed. We appreciate your cooperation and patience 
regarding this development process. 

fo2 
b7E 

Regards, 
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o 
be 
fo7C 

acw3iTwe BUT UWM.AJ>J>IHECJ 

OCMOITIVC BUT UMOLAOOiriCD 

uriwmvr uui UNUJUSSIFTETJ" 

I bTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

l(SA) (FBI) 

I IUUn>4*w Uohrl l 3 r» I I r^t\C\H 2 : 3 2 P M 

l(ITD) (FBI) 
Kh: L)Uy-3UUU One-way Push - Status Update (2/7/05) 

bb 
-b7C 

aewsiTive BUT UNCLASsiFigp 
NON-RECORD 

Heyl I Thanks for the information, but I wanted to let you know that in November I got off of Tech. Now I am doing 
white collar crime matters, so can you please take me out of this address list? Take Care and thanks, ABH 

—Original Message-
Frorn:) 
Ser 
T « . l 

WK'bVM33fMtt*?M*y, 
TTD) (FBI) 

105 12:51 m. 
an-1 r\ ftzmy-

Ki»<d:}« 
. fPBU KCVUFBT)! 

(FBI);I 

t|V||V|HI-HI):l 

r 
(HO) (FBI);l 

"TFlHTrFBi 
tBSUFBI);! 

urnum 

I 
_(NY)(FBI)J 

ITDTKFBI);! 
r T^HWU hPUFJffl 
TSflUFRTVl - l(MM)(FBI)l | (NY) (FBI)| 

, tsniEBi , 
h ' W B n l u w m „ lrPHT7FBTC 

1 be 
fFBn: b7c 

rNm fFRffl 1 
IfWFUFBn: 

|(SD)(FBIH | 

BASKET 



* = • 

I IOUFBTVI InPUFRTvl I m n fFRT^r hm 
^ E B U L IHOWFRH:! rNOUFBm Ifl RUFBTjl "1 

K T U F B T V I _ K i y r a n i _ i f-Mfwrnni ITiAWFRTvr i B 
(FM3 

T ^ F B T V I . ™ ( F B I ) I _ 1 _ _ L f M l l E B I ) L _ _ 1 IHAWFRTVI | 
(DN) (FBI)J HfBA) (FBI);| 1 (MO) (FBI);| fap) 

JTTD)(FBI)_ ^ ^ ^ _ ^ ^ 
FrTD) fFBnl I (UD) (FBIM ITTD) (FBI] | 

fo 6 
b7C 

.£cd_ . 
I KnDuran 
Subject: DCS-3000 One-Way Push - Status Update (2/7/05) 

^FHW"EtT'Tiiiiri rrmrirn 
NON-RECORD 

All, 

The one-way push is currently being field tested at sites! I m J m There are field issues involving the performance hz 
between the one-way pustLaodth<al l&" parties involved are working to correct and improve the systems j D 7 E 
performance. In parallel,r testing is soon to begin within the ERF facility. This is a complex and integral part of the 
overall solution. Upon completion, this functionality shall be field tested as stated above. 

To date} p\6 offices have received the one-way push equipment for installation. Twenty sites have 
completed IMS install, But not yet activated for connectivity. Remaining sites can expect to receive equipment 
throughout the year and prepare for installation. Each site shall be informed in advance regarding installation and 
activation. ERF is committed to minimize both operational risk and system failures. There shall certainly be growing 
pains as we expand the amount of users incorporating CALEA into the FCI cases. There is a vast number of telco 
providers and switch vendors that make an exhaustive in-house test virtually impossible. So some point in time, 
additional sites will be connected in order to field test as needed. We appreciate your cooperation and patience 
regarding this development process. 

Regards, fcg 

1=1 fo7C 

OGHOmvC BUI UHIlLAl»l>ll ILL* 

SENSITIVE HUT UNCLAOOirtCP 
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