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SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

DTD) (FBI)

k6

k7C

b2
b7E

From: DTD) (FBI)

Sent: 21 PM

To: (OTD) (CON)
Subject: : ery

UNCLASSIFIED
NON-RECORD

Thanks for the update.

1

~----Original Message—

From: (OTD) (CON)
Sent: 6 11:41 AM
To: (OTD) (FBI)
Subject:

UNCLASSIFIED
NON-RECORD

be
h7c

| returned the call tci:_: His question(s) centered around whether the Digital Collection project involved

software/code developmentor equipment replacement/upgrade: | told him it was more of the latter - that we don't do

development - aithough there is some t involved in the DCS-3000 albeit small compared to the rest of
Digital Collection. He asked about the quested in the FY08 budget enhancement and | told him that while
those individuals would assist in gathering the requirements for the New (if required) system for the current (ending
lifecycle) system, they will be needed to implement and support Digital Collection. Hope the conversation doesn't

come back to haunt.

Right after | hung uplled saying that our appeal of the FY08 enhancement|

|was

approved by DOJ for forwarding to OMB for approval.

ba
RNl

b2
L7E




UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

loTo) (FBY)

From: OTD) (FBI)
Sent: 0as 10:04 AM
To: ODTD) (FBI)
Subject: RE: 3000 PIA

UNCLASSIFIED
NON-RECORD

Thanks.

UNCLASSIFIED
NON-RECORD

L]

| had carried the original t§ ] and left a copy on Mike Clifford's desk before 10am, June 9th. Sorry for the
delay in my reply .

—1

Opérational Technology Division

Telecommunications Intercept/Collection Technolegy  Unit
AEGIS/OTD SEAC

(70

UNCLASSIFIED
NON-RECORD



—rproblems getting out the PIA today?

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

TD) (FBI)

e
¥

~J O
Py

From: |(OoTD) (FBI)
Sent: i 5:41 PM
To: , (OTD) (FBI)
Subject:

UNCLASSIFIED
NON-RECORD

:Aroblems getting out the PIA today?'

UNCLASSIFIED

TD) (FBI)

(OTD) (FBI)
06 11:14 AM
(OTD) (FBI)

From:
Sent:
To:

Subject: . Jrgent request-DAG short-fused PIA tasking

Importance: High

UNCLASSIFIED
NON-RECORD

FYL...

I'Sbmmwéﬂcial Agent

DCS Program Manager

oT TU
70 W)
20! c)

--—-Original M o
From: {OGC) (FBD)

Sent: Tuesday, June 06, 2006 12:31 PM
To: "J—'Iom) (EBI); QGC) (FBI
Cc: . }OGC) (FBI) OTD) (FBI);

7

(OGC) (FEI)

- =W N




S

Subject: FW: Urgent request-DAG short-fused PIA tasking
Importance: High

UNCLASSIFIED
NON-RECORD

Forwarded FYI in view o:]out-of-ofﬂce response.

Senk 2006 11:50 AM
To: 0GC) (FBI)
Subject: Out of Office AutoReply: Urgent request-DAG short-fused PIA tasking

I am currently out.af the gffice f;ga.n.mﬂedlaemd_ai_u‘.m.l Plea TICTU
Acting Unit Chief at 70 px at 703

-—---Qriginal Message
From:
Sent:
To:
Cc:
FBI
(CIIS) (ER
1
(FBI);
Subject: FW: Urgent request-DAG
Importance: High
UNCLASSIFIED
NON-RECORD

This is a follow-up to my e-mail below (and to yesterday's e-mail from GC Caproni to ADs.) , which resulted in you folks
being identified as the likely ticket holders for this action (due Friday).

This is taken from a list provided me--I apologize for any misspellings. Also, if you're not the right person, please contact
me ASAP to dime out who is.

I will try to contact you by phone later today, but please feel free to call me first if you'd like (202-324[____] As detailed
below, actions require completion of at least one and maybe more Privacy Impact documents for the following systems for
which { understand you are the POC. (I assume the ISSO probably has primary ticket, but this would be for ISSO and
owner to work out.)

Chemical Network: 1SSO: [ BystemOwne{” 1]

CJiS WAN: 1SSO: | }System Ownel b6
Data Collection System 3000: 1SSO:| | /System 0wner:| [ e
Financial Management System: 1ssq |/System Owner: AD Perkins

Field Office Integrity Security System ISSO: ?? (DAD Thomas) /Sysiem Owner: AD Haynes |:|'m sending to you
with request you ID ISSO or PGC.)




UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

[OTD) (FBI)

From:
Sent:
To:
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Eﬁood job on this...

hé
ioxie
Supervisory Special Agent
DCS Program Manager
OTD/ESTS/TICTU
70 {w)
20 I [(+))
-—-Qriginal Message----- .
From: | —d D) {FBD)
Sent: 1:58 PM
To: E bTD) (CoN)
Subject: CUMents being sent _
SENSITIVE BUT UNCLASSIFIED ’
NON-RECORD . b6
. k¢
Hope all went well at your mesting and the Dr. Appt...
| spoke with Mr. Clifford, and advised him that we are working on this project and most of the requested e
documentation will be sent y COB today. Mr. Clifford thanked us for doing a good job for such a 7C

short deadline.

(Please put a note on the email t:hdvising that attached is what we have found to date and we are still
working on this issue).

(Please have on the CC Mr. Clifford] pnd me...thanks)

Further, | advised Mr. Clifford of the other issue regarding the Privacy Impact Assessments (PIA) and DCS-3000, and
that the deadline for this task is June 9th.

If there is anything | can do to help you, please let me know.

1

11




® " ®
MD) (FBI)
|

From: pTD) (FBI)

Sent: mmu.zom.-y AM

To: OTD) (FBI)

Cc: | J(OTD) (FBI)

Subject: RE: Posting request for Electronic Technicians for the OTD.

UNCLASSIFIED e,
NON-RECORD il

:Jour good friend;;_—m_lviu work with you on this since the 3000 team has done this type of posting
recently. | believe you already have the additional questions from a prior TICTU advertisement. Can | assume this posting

will cover the remaining vacancies in the unit? | know two postings are currently being vetted and another will be posted
soon. | think TICTU has six vacancies. Thanks.

) —

--=--Original
From:
‘Sent:
To:
Subject:

UNCLASSIFIED
NON-RECORD

-——QOriginal
From:
Sent:

To:

[OTD) (FBI)
19 PM

(FBD (OTD) (FBI | (0TD) (FEI); E:om) (FBY);
)(FBI)

OTD) (FBI TD) (FBI
onic Technicans Tor the .

Subject:

UNCLASSIFIED
NON-RECORD bs
]1:1 e

The Administrative Services Division/Staffing Unit has requested the OTD have one posting to try to fill the existing 6
ET vacancies within the Division.

Please advise me whom | shéuld work with in your Unit on the below listed ET vacancies by COB §/5/06.
Also, please advise the employee they have been selected for this duty.

ETMU :backﬂll

SPTU backfill

TicTu [ Joackfin

TicTu [ Joackfil

ToCU T Jpackfil
RsDU L Toacksi | ‘

18
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loTD) (FBY
From: OTD) (FBY)
Sent: 7 PM
To: (OTD){CON)
Subject: RE: DOJ IRP EXERCISE
. ) b6
SENSITIVE BUT UNCLASSIFIED L7C
NON-RECORD
_ooks good...please seDbout one small thing. Thanks.

-—--Original Message-----

From: OTD)(CON)

Sent: :21 PM

To: OTD) (FBI] JcoTD) (CON)

Subject:  DOJ IRP EXERCISE

SENSITIVE BUT UNCLASSIFIED

NON'RECORD ]b S

7C

Attached are the required deliverables from t ercise on the 5000, 6000, and J3094 for your review prior
to the 10 May due date. | also sent a copy to s the ISSO for the 3000 in the event he wanted to-use it
as a template. :

<< File: FB{ EXERCISE Incident Report Form DCS6000.doc >> << File: Activity Log DCS6000.doc >> << File: FBI
EXERCISE Incident Report Form DCS5000.doc >> << File: Activity Log DCS5000.doc >> << File: FBI EXERCISE
Incident Report Form J3094.doc >> << File: Activity Log J3094.doc >>

ICTU ISSO

(P) 703
(C) 703

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

20




oTD) (FB)
A

From: (OTD) (FBI)

Sent: 3, 2006 11:37 AM

To: OTD) (FB!)

Subject: RMS 0110

UNCLASSIFIED -
NON-RECORD N
e e o7 C

: h2
FY! - | received a call from the NYO re RMS 0110088. This RMS requests rds (foumnd two L7E
[—hecessary for them to go up on a Title 50. NY specifically asked for 3000 asg] in this m e request
has yet to be fulfilled and has not been reassigned to anyone on the team. Althoug id he remembered talking to
you about it, this circumsta y have been avoided if the request was assigned to someone on the team when the
RMS was assigned to you. is currently working on it and should have the cards FedEx'ed to NY this afternoon.
UNCLASSIFIED
KOTD) (FBI)

From: L;om) (FBI)

Sent: 4.08 PM

To: OTD) (FBI) 6
Subject: - TICTU Backup Collection 7o
UNCLASSIFIED

NON-RECORD

I'want to clarify an action item mentioned in last Friday's Unit Chief's meeting. TICTU and ETMU are to provide a
write-up re backup collection here. Since the DCS-5000 and 6000 systems are not monitoring/collecting in Quantico, then
the only TICTU system effected would be the 3000 which collects pen register data. ‘Do you want comments on the 3000
system?

UNCLASSIFIED

21




o e
| J(OTD) (FBI)

From: | I PTD) (FBI)

Sent: Tuesda ril 18, 2006 12:57 PM :
To: : (OTD) (CON)
1) .
Ce: i (OTD) (FBI);:(OTD)
(FBN
Subject: RE: Tranfer of funds : b
IS 20]
k7 C
UNCLASSIFIED

NON-RECORD

To All,
Soooo sorrrrrry for the mistep...1 misread the transfer of monies which will be going into TICTU accounts (DSC-
3000 program) and not away from our accounts. My bad.....

i
i

—-Qriginal
From: QTD) (FBI)

Sent: Tuesday, April 18 2006 12:29 PM
To: OTD) (FBL fOTD) (CON] PTD) (FBI "
6

omyeconyl______Jo) e Jom) ) Io7¢

Ce:
Subject: FW: Tranfer of funds

UNCLASSIFIED
NON-RECORD

To All, ‘ _
i had a feeling this would happen (which is wh and | have been pushing those artificial deadlines on
TICTU). Obviously, TICTU did not get hit as hard nd AMU. Lets get the remaining monies on regs ASAP so
more pesos aren't taken away!

——0Original Message---— .
From: mom) (CON) On Behalf 011:01'0) (FED)

Sent: uesday, Ap
A w—— L
Subject: H ds
UNCLASSIFIED
NON-RECORD
from| |e-mail. Were you aware of this? e

h7C
705 i .

——-Qriginal Message-----

From: (OTD) (FBI)

Sent: %00 PM ‘ '

To: ) SEEI) : .

Ce: )(FBI omy@n_——_JomyEen_________kom) (FsI);
5 RD, MICHAEL (O sm-'m'——]

22




L ]
OTD/ESTS/TICTU
703

. SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

| |(07D) (FBY) _

From: | JoTto) (FBI)

Sent: i ' :51 PM
To: (OTD) (FBI)
Subject: - Cnitical Unfunde

“SECRET—
RECORD 268-HQ-1045581

Thanks.
——Original Message-----
From: OTD) (FBI)
Sent: i 6 4:38 PM
Subject: : cal Unfunded

SECRET
RECORD 268-HQ-1045581

Well don: this is a winner.

Assistant Secticn Chief
. Electronic Surveillance Technology Section
Opera_tional Tephnology Division

Qui ia
70
--—Qriginal Messa -
From: (OTD) (FBI)
Sent: nday, Apni 2006 4:19 PM
To: 1D) (FBI)
Ce: OTD)(CON] PTD)(CON)
Subject?
-SESREF-

RECORD 268-HQ-1045581

Attached is the revised version of the DCS-5000 submission. | will have the DCS-3000 submission sent to
you as soon as it is completed. .

27




<< File: DCS-5000 Certification and Accreditation Mitigation critical unfunded1_v23.wpd >>

bé
o7
DERIVED FROM: G- ¥ i -3, dated 1/ i igence Jnvestigations
DECLASSIFY ON: 20310407

DERIVED F R c A i -3. dated 1/97, Foreian Co ons

DECLASSIFY ON: 20310407
SECBET—

. jcation Guide G-3, dated 1/97, Forei igations
DECLASSIFY ON: 20310407

OTD) (FBI)
From: e ___1(OTD) (FBI)
' j 19 PM

Sent:
To: D) (FBI)

Cc: (OTO)CONY); | [OTD)XCON)
Subject: rtical Unfunde

SECRET™
RECORD 268-HQ-1045581 b6

bh7c
Attached is the revised version of the DCS-3000 submission. | will have the DCS-3000 submission sent to you as
soon as it Is completed.

)

DCS-5000
ertification and Acc.

—

- ide G-3, dated 1/97, Foreign Counterintelli jons
DECLASSIFY ON: 20310407

SECRET —m

28




| ° R
| IOTD) (FBI)

!

From: TD) (FBI)
Sent: nda Til 6 3:36 PM
To: Bl)
Ce: OTD) (FBI)
Subject: FW: TICTU Critically Unfunded
ks

UNCLASSIFIED b7cC
NON-RECORD

i received a call form %Eegarding TICTU's submission. Please have the 3000 submission redone
and resubmitted to me ASAP vised to keep everything high level and avoid using technical terms unless

necessary. See me as soon as you can (| will help). Thanks.

1

--—Original Message-----

)(CON)

UNCLASSIFIED
NON-RECORD

. |~ 6 M

TICTU DCS5-5000 TICTU SBIT Critical
Certification a... Unfunded.w...

ﬁecuflve ASSIStant

ELSUR Technology Management Unit

Electronic Sugyvej hnology Section, OTD
Phone: 70

Fax: 70

UNCLASSIFIED

UNCLASSIFIED

29




OTD! (FBI)
From: | JOTD) (FBI)
Sent: 9, 2006 12:03 PM
To: (OTD) (FBI)
Subject: FW: Pen register discovery question -

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

bh&
I7¢

This seems more like an EDMS question than 3000; but if you can provide an answer, please send to me.
Thanks.

--—-—Qriginal Message---—

From: OTD) (CON) On Behatrof ] (OTD) (FeD)
Sent: 9, 2006 9:52 AM

To: OTD) (FBI)

Subject: : Pen register discovery question

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

fro n-box.

g

ITD/ESTS/TICTU

70

-----Original Messa -

From: | !OGC) (FBI)
Sent: il 217 PM

Yo: ) (FBI)
Ce: F) (FBI)FEJEBD%WT_LED.@.L

(FBI) OTD) (F (0] FB. A el | ) (FDL)

(0GC b6
Subject: RE: Pen register discovery question . . 70
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Interesting question. Let me check with ERF. 1| thdught that our devices kept a raw data file on the system, but perhaps
‘not.

:will.look into this with our telephone group. | will be up your way over the weekend and will try to follow up.

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC
APPROVAL

Assoclate General Counsel - Unit Chief

Science & Technology Law Unit
Engineering Research Facility
Bidg 27958A, Room A-207

30




- 0

Please let us know if you need additional information. Thank you.

(1) The table below provides the estimated project costs to interface the DCS-5000 to Trilogy.
DCS-5000 Project IT Costs

System components (WAN) $ 388,000.00 .
Networking equipment $3,337,000.00
Encryption equipment $ 814,000.00
Network maintenance/control* $ 250,000.00
Software development $_153,000.00
$4,942,000.00

*Recurring cost

Amounts are based, in part, on numbers of networking equipment and costs
provided by| —__ Tor 82 systems in field offices and resident
agencies. -

(2) SBIT's input froml |
The cost of the hardware, soltware, and the development work for the interface to the Trilogy network or
other FBI IT infrastructure for the DCS-3000 system is approximately $750,000 per year. The majority of this

cost is for hardware (e.g. routers and other networking equipment). roximately
$500,000 per year if you include the IP service contract we have with an elaborate on
this topic if needed.

b2
<323

hc

L7E

ITO/ES 1S/ 110
L

---—Qriginal
From: (OTD) (FBI)
sent: rch 23, 2006 11:38 AM ' .
To: LQTD) (FBI] ] (oD) (FBD)} | com) (con)
Cc: OTD) (
Subject: RE: IT Information Request - Needed by Friday 3/24
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

The cost of the hardware, software, and the development work for the interface to the Trilogy network or other FBI T
infrastructure for the DCS-3000 system is approximately $750,000 per year. The majority of this cost is for hardware

(e.g. routers and other networking i costs are approximately $500,000 per year if you include

the IP service contract we have wi can elaborate on this topic if needed. %}Z
6
Lic
b7E

—-0Original Message-----

From: Fd'_ﬁm__ﬁ_;om) (FBI)
Sent: ursday, Marcn 23, 2006 8:56 AM
To: mmm) e Joto) (Fen] Joto) (cony
Ce: OTD) (CON)

Subj f 0 N Request -~ Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

PG-33




6 &

Due to the move, please providi:ﬁ"ith all submissions no later than 3pm today. nd | will

gather the data to send it to the front office later this afternoon.

To All,

Qﬂthe DCS-6000 does not connect to trilogy, operate remotely over an IT system, or prepares data to be sent

IT system. But, how it relates to DCS-NET may be a different story. So as not to duplicate numbers, if
there is an IT cost for the 6000 and DCS-NET, can you include that number (and notation) with your estimate?
Thanks.

From: OTD) (CON)

Sent: , 2006 B:14 AM b6
To: (OTD) (FBI) o7C
Subj; nrormation Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

We should try to complete this task today because tomorrow many of our Trilogy
machines will be disconnected by 2 pm. Thanks.

BIES IS/ 'U_I

OTD) (FBD); OTD)

koto) TD) (CON)

mation Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Pls see below.

T ent
Telecommunications Intercept and Collection Technology Unit (TICTU) o6
Electronic Surveillance Technology Section e
Operational Technology Division ;
ntico. Virainia

of ]
Orici
From: OTD) (FBI)
Sent: Wednesday, March 22, 2006 9:28 AM
Ta: OTD) (FBI)
Subject: ation Request - Needed by Friday 3/24
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

This is tied primarily to future requests for money, 300 exhibits and requisition in FY07 and forward. However, the
cost of each system should be looked at so we can determine our investment and support needs that are truly IT.

34




We would like to know the cost of the part of each system that is |T (that allows our collection systems to connect
to trilogy, operate remotely over an IT system, prepares data to be sent over/to an IT system).

1 know this is 2 little vague but we need an estimate with some basis behiond it.

----Original Messa
From (OTD) (FBI)
Sent; arch 22, 2006 9:14 AM
To OTD) (FBI)

Information Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED .
NON-RECORD b6
b7C

TICTU personnel have asked that you specify what time period you are inquiring about, as well as
efining what you consider IT to be. Are you asking about costs from the inception of projects that could date
back years, or something else? Thanks.

Supervisory apecial Agent

Telecomrnunications Intercept and Collection Technology Unit (TICTU)
Electronic Surveillance Technology Section
Operational Technology Division

Quantico: Vifinia
-----Qriginal Messaﬁe--
From: ) (FBI)
Sent: 4 11 PM
To:
Cc: i | I(lTD (&:) ) (FBL); TTD) (FBI) 1b7C
OTD) (FB K. (OTD) (FBI), OTD) (FBI)
Subject: rma on Request - riday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems
listed on the OCIO master list of systems, applications, databases, and networks. For the
systems/projects listed below, please determine or estimate as best you can the cost of the hardware,
software, and the development work for the interface to the Trilogy network or other FBI IT infrastructure.
This will help us separate the funding of National Security Systems that are not truly 1T from IT systems,
databases, applications and networks. Please provide an estimate by Friday 3/24.

EDMS - IT Interface
DCS 6000 - IT Interface
DCS 3000 - IT Interface
DCSNet (CALEA transport)
CARTSAN - IT Interface

jly of Systems

b
Central Monitoring Plant Network b7E

Central Monitoring Plant Systems Operations Center (CSOC)

Thanks,

35




PE, PmP
Electronics Engineer, Program Management Office Manager
ELSUR Management Technology Unit

Electronic Surveiliance Technology Section, OTD
Phone: 70 .

Cell: 20,

Fax: 70

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
SéNSlTIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

(OTD) (FBI)

From:
Sent:
To:
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Thanks.

--—-Original Message-----
From:
Sent:

Cc:
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

uest - Needed by Friday 3/24

36
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b7¢

_J(om) (com)

To: ) (FBI OTD) (F8I)]



http://muiuj.iv

® " 9

The cost of the hardware, software, and the development work for the interface to the Trilogy network or other FBI IT
infrastructure for the DCS-3000 system is approximately $750,000 per year. The majority of this cost is for hardware

(e.g. routers and other networking equi osts are approximately $500,000 per year if you include
the IP service contract we have with n elaborate on this topic if needed.
Ken

---—Original Message-----

From: FIOTD) (FBI)
Sent: ursday, March 23, 2006 8:56 AM

To: (OTD) (F8D)]_ koro) (Fary JcaTo) (cony
Cc: TD) (CON) b2
Subject: FW: IT Information Request - Needed by Friday 3/24 Lo

k6
SENSITIVE BUT UNCLASSIFIED ) b1C
NON-RECORD . L7E
To All,
Due to the move, please providg with all submissions no later than 3pm today. Eand | will
gather the data to send it to the front office later this afternoon.

the DCS-6000 does not connect to trilogy, operate remotely over an IT system, or prepares data to be sent
over an |IT system. But, how it relates to DCS-NET may be a different story. So as not to duplicate numbers, if
there is an IT cost for the 6000 and DCS-NET, can you include that number (and notation) with your estimate?
Thanks.

1

--...Orig' ——
From: ko) (cony

Sent: R , 2006 8:14 AM )

Yor ﬁ':“_mf(]om) (Fe)

Subject: FW: nformation Request - Needed by Friday 3/24
SENSITIVE BUT UNCLASSIFIED

NON-RECORD

o6
[ We should try to complete this task today because tomorrow many of our Trilogy ~ ©7c

machines will be disconnected by 2 pm. Thanks.

—

703

--=--0riginal Messa -
P — T Y
1 Wednesda

Sent 22, 2006 10:57 AM

To: BI) 0TD)
B FBI)

Ce | Jooyreny ] p1D) (FB: OTD) (CON)

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Pls see below.

Supervisory Special Agent
37




o . 9

Telecommunications Intercept and Collection Technology Unit (TICTU)
Electronic Surveillance Technology Section
Operaticnal Tephnology Division

Qu
70:

——Qriginal Messa:
From: {OTD) (FBI)
Sent: , 2006 9:28 AM
To: TD) (FBI)
Subject: jon Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD ‘

fad
~]
Q

This is tied primarily to future requests for money, 300 exhibits and requisition in FYO7 and forward. However, the
cost of each system should be looked at so we can determine our investment and support needs that are truly IT.
We would like to know the cost of the part of each system that is IT (that allows our collection systems to connect
to trilogy, operate remotely over an IT system, prepares data to be sent over/to an IT system). :

I know this is a little vague but we need an estimate with some basis behiond it.

--~=-Original M
From OTD) (FBI)
Se March 22, 2006 9:14 AM
To OTD) (FBI)
Subj + 1T Information Request - Needed by Friday 3/24-

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

%LICTU personnel have asked that you specify what time period you are inquiring about, as well as
what you consider IT to be. Are you asking about costs from the inception of projects that could date
back years, or something else? Thanks.

] ent
Telecommunications Intercept and Collection Technology Unit (TICTU)
Electronic Surveillance Technology Section
Operational Technology Division

Quantico, Virginia ke
L m— k7

-----Original Message--—

From: OTD) (FBI)
Sent: 4:11 PM
To: H H O1D) (FBD);
D e  —
ce: . ( OTD) (EBL. TD) (FBD)]
Subject: nformation Request - y Friday 3/24
SENSITIVE BUT UNCLASSIFIED pe
NON-RECORD

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems
listed on the OCIO master list of systems, applications, databases, and networks. For the

38




systems/projects listed below, please determine or estimate as best you ¢an the cost of the hardware,
software, and the development work for the interface to the Trilogy network or other FB! IT infrastructure.

This will help us separate the funding of National Security Systems that are not truly IT from IT systems,
databases, applications and networks. Please provide an estimate by Friday 3/24.

EDMS - IT Interface

DCS 6000 - IT Interface
DCS 3000 - IT Interface
DCSNet (CALEA transport)
CARTSAN - IT Interface
CART Family of Systems

Central Monitoring Plant Network

_{;amﬁ]_Mgnm;m_Eth Systems Operations Center (CSOC)

Thanks,

I lDE, PMRP
Onics Engineer, rrogram Management Office Manager

ELSUR Management Technology Unit be
Electronic i Technology Section, OTD b7C
Phone: 70

Cell:

Fax: 70

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCMSSIFIED
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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9 o

loTp) (FBY)
From: L OTD) (FBI)
Sent: March 23. 2006 8:56
To: OTD) (FBIJ |(oTD) (FBI)
Cc: [ _PTD)(CON)
Subject: FW:IT Information Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED

NON-RECORD . ke
NUIN-RELURYD | S% L
To All,

Due to the move, please provide]_____Jwith all submissions no later than 3pm today. :and | will gather
the data to send it to the front office later this afternoon.

: the DCS-6000 does not connect to trilogy, operate remotely over an {T system, or prepares data to be sent over an
IT system. But, how it relates to DCS-NET may be a different story. So as not to duplicate numbers, if there is an IT cost
for the 6000 and DCS-NET, can you include that number (and notation) with your estimate? Thanks.

-----0riginal M .
From: OTD) (CON)
Sent: , 2006 8:14 AM
To: OTD) (FBI)
Subject: . rmation Request - Needed by Friday 3/24
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

L We should try to complete this task today because tomorrow many of our Trilogy machines will
be disconnected by 2 pm. Thanks.

-—---Original M
From: (OTD) (FBI)

Sent: Wednesday, March 22, 2006 10:57 AM

To: — o) (Far —Yoro) (reny; e Jom)
(FBI§ _________  |(OTD)(FBI OTD) (FBIT FBI

Ce:  er— O | ) {FBI) K ; OTD) (CON)

Subject: FW: IT Information Request - y Fri /24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

be
¢

Pls see below.

ent
Telecommumcailons Intercept and Collection Technology Unit (TICTU)
Electronic Surveillance Technology Section
Operational Technology Division

Quantico, Virginia
Y —
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——Original MG&F“
From: JOTD) (FBI)

Sent: rch 22, 2006 9:28 AM
To: OTD) (FBI)
Subject: RE: IT Information Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

This is tied primarily to future requests for money, 300 exhibits and requisition in FYO7 and forward. However, the cost of b
each system should be looked at so we can determine our investment and support needs that are truly IT. We would like
to know the cost of the part of each system that is IT (that allows our collection systems to connect to trilogy, operate
remotely over an IT system, prepares data to be sent over/to an IT system).

| know this is a little vague but we need an estimate with some basis behiond it.

[

S —

From: OTD) (FBI)

Sent: I-Im-im-lhd-]Z, 2006 9:14 AM

To: OTD) (FBI)

Subject: RE: IT Information Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

CTU personnel have asked that you specify what time period you are inquiring about, as well as defining what
ider IT to be. Are you asking about costs from the inception of projects that could date back years, or
something else? Thanks.

Agent
Telecommunications Intercept and Collection Technology Unit (TICTU)
Electronic Surveillance Technology Section
Operational Technology Division

Quantico, Virginia : k6
Y m— b7C

——-Original M e )
From: i Yoro) (Fen)
: QMEITD)
ER]
‘ XITD) (FBI)] (OTD) (FBI);

Tuesday, March 21, 2006 4:11 PM

Subject: IT Information Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed on
the OCIO master list of systems, applications, databases, and networks. For the systems/projects listed below,

- please determine or estimate as best you can the cost of the hardware, software, and the development work for
the interface to the Trilogy network or other FBI IT infrastructure. This will help us separate the funding of National
Security Systems that are not truly IT from IT systems, databases, applications and networks. Please provide an
estimate by Friday 3/24.

EDMS - iT Interface
41
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DCS 6000 - IT Interface
DCS 3000 - IT Interface
DCSNet (CALEA transport)
CARTSAN - IT Interface
jiy of Systems b2

entral Moni or@ng Plant Network

IJ_gmaLMmmm_Ernt Systems Operations Center (CSOC)

Thanks,

E, PMP A
Electronics Enginear, Program Management Office Manager
ELSUR Management Technology Unit

Eiectronic fggg;]lagg Technology Section, OTD
Phone: 70

Cell: 20
Fax: 703

SENSITIVE BUT UNCLASSIFIED

.

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

[OTD) (FBI)

From: | 10TD) (FBI)

Sent: Wednesday, March 22, 2006 12:54 PM

To: (OTD) (FBI)

Subject: RE: IT Information Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD ~

Good job on the response.

-----Qriginal Message---—

From: [ }ro) (Fen)
Sent: wednesday, M. 22, 2006 12:38 PM
To: TD) (FBI)
ce: TD) (anmom) (FBI):(OTD) (FBD)
Subject: RE: IT Information Request - Ne
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~-—-QOriginal M

¢ 0

From: |(OTD) (FBI)
Sent: ay, March 22, 2006 9:14 AM .
To TD) (FBI)

Subject: RE: IT Information Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

TICTU personnel have asked that you specify what time period you are inquiring about, as well as

efining what you consider IT to be. Are you asking about costs from the inception of projects that could date
back years, or something else? Thanks.

Lsoparmemrysezaragen - e

Telecommunications Intercept and Collection Technology Unit (TICTU)
Electronic Surveillance Technology Section

Operational Technology Division :

Quanti -~

70

-----Criginal M&ssaFe-----
From: TD) (FBI)

Sent: 4:11 PM I
To: (O ' OTD) (FBI .
ITD) (FBI) OTD) (FBI);| mmm[
oID) ’ ‘
Cc: ] (ITD) (FBI (OTD) (FBI ) TD) (FBI);
, OTD) (FBI); ) (FBI) (OTD) (FBI)
Subject: IT Information Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Marcus Thomas has asked that we determine the cost of the |T portions of the OTD collection systems
listed on the OCIO master list of systems, applications, databases, and networks. For the
systems/projects listed below, please determine or estimate as best you can the cost of the hardware,
software, and the development work for the interface to the Trilogy network or other FBI IT infrastructure.
This will help us separate the funding of National Security Systems that are not truly IT from IT systems,
databases, applications and networks. Please provide an estimate by Friday 3/24.

EDMS - IT Interface
DCS 6000 - IT Interface
DCS 3000 - IT Interface

DCSNet (CALEA transport) hé
CARTSAN - IT iInterface k7C
i ystems

entral Monitoring Plant Network

Central Monitoring Plant Systems Operations Center (CSOC)

Thanks,

Pe, PvP

Electronics Engineer, Program Management Office Manager
ELSUR Management Technology Unit

Electronic j nology Section, OTD

Phone: 703

Cell:

Fax: 70




C o

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNGLASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

(OTD) (FBI)

From: I I- (OTD) (FBI)

Sent: ednesaday, march 22, 2006 9:21 AM

Subject: T11 nformation Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

FY!

1

——--Original Message----—
From: (OTD) (FBI)
Sent: larch 22, 2006 8:59 AM

Tor i) (FBI); (OTD) (FBI); NG E— NG
Ce: (OTD) ( | (oTD) (FB. (OTD) (FBI) )
Subject: TIT Tormaton Request - Needed Dy rriaay ke

ph7C

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

DPlease coordinate a response to] |

All, Please see helow message and ascertain your costs associated with the listed systems/projects. Please provide this
infot{_____ oy Thursday, 3/23/06.

se assisith a coordinated response to : Note deadline of 3/24/06. Reminders as

necessary. Thanks.

Telecommunications Intercept and Collection Technology Unit (TICTU)
Electronic Surveillance Technology Section
0pera§iona| T@chnology Division

Qu a

70

-----Original Message---— :

From: mom) (ren)
Sent: uesday, Ma 1, 2006 4:11 PM
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- J(oTD) (FRLL ] (oTD) (FBI) y el J70)

To:
o eyl | — ) p—

Cc: ITD) (FBIL H Yy | j(OTD) (FBI);
) (FBI) (OTD) (FBI)

Subject: est - Needed by Friday e

o7C
SENSITIVE BUT UNCLASSIFIED b7c
NON-RECORD =

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed on the OCIO
master list of systems, applications, databases, and networks. For the systems/projects listed below, please determine or
estimate as best you can the cost of the hardware, software, and the development work for the interface to the Trilogy
network or other FBI IT infrastructure. This will help us separate the funding of National Security Systems that are not truly
IT from (T systems, databases, applications and networks. Please provide an estimate by Friday 3/24. °

EDMS - IT Interface

DCS 6000 - IT Interface
DCS 3000 - IT Interface
DCSNet (CALEA transport)
CARTSAN - IT Interface

Wulof Systems

Central Monitoring Plant Network

Mm_ﬁiant Systems Operations Center (CSOC)

Thanks,

| l’E, PMP
ectronics ineer, Program Management Office Manager : be

ELSUR Management Technology Unit

Electronic me Iechnology Section, OTD k7c
Phone: 70

Cell: 202-

Fax: 7034

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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Per our discussion, her| i of interest/or concern with regards to DCS6000 remote workstations.
Also, | have talked wit and his is in agreement that Chicago would like to be a test site once this
capability exists. We wou interested in an estimated time frame that this could happen and if there is

anything that could be done to speed up the release of this technology.

Concernsior Issues that may need to be addressed:

Legal - Monitoring/collecting in different jurisdictions
Network - Minimum bandwidth, encryption
Security - Encryption, Accreditation

Possible requirements at a remote site:

Computer(s) (DCS6000/3000)
Router + (T1's (Network connection/data) and/or ISDN's)
Remote Server

North Central Regional Supervisor - Chicago
ELSUR Technology Management Unit

Electronic Surveillance Technology Section, OTD
312 Desk)

312 Fax)

312 Cell)

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED
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OTD) (FBI)
From: | JoTD) (FBY)
Sent: 19, 2006 2:4
To: QGC) (FBI); |(SecD)(CON)
Ce: ITD) (CON7
Subject: FW: DCS6000 Remote

UNCLASSIFIED
NON-RECORD

g forwarding this e-mail to_you in regards tow accreditation issues mentioned below. Chicago

desires to remote a T-lll from headguarters city to thei

th ollecting for years, so one would think the jurisdictional issue is not an impediment or has 3.2
beiﬁ%‘lm. Do you foresee problems? LiE

m,as for Security, would accreditation be a problem if TICTU addresses this case from a proof of concept perspective?
© VoiceBox (VB) collection system will be going through the C & A process agmlso this system is

rom/to FBI controlled space) ¢

unclassified, and even though the interception would be traveling from Chicago toj
forseen problems? b7C

via a T-1, the routers will have encryption. Is that enough to satisfy Security? An

| believe FBI criminal collection is moving in this direction anyway, so now may be the time for TICTU to do some
R & D. Thanks.

L1

—--0riginal Message-----
From: D) (FBD)
Sent: 006 2:39 PM
To: ITD) (CON)
Cc: OTD) (FBI)
Subject:

UNCLASSIFIED
NON-RECORD

(CG) (CON)
12:10 PM
QTID) (FBI)
(CG) (FBI)
RMS# 105654 - Prevuously submitted requesting DCS6000 remote capability (Assigned t - Status is b6
Working h7C
7 C

Per our discussion, here are some items of interest/or concern with regards to DCS6000 remote workstations. Also, |
have talked wit nd his is in agreement that Chicago would like to be a test site once this capability
exists. We would be interested in an estimated time frame that this could happen and if there is anythmg that could be
done to speed up the release of this technology.

Concerns/or Issues that may need to be addressed:
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Legal - Monitoring/collecting in different jurisdictions

Network - Minimum bandwidth, encryption
Security - Encryption, Accreditation

Possible requirements at a remote site:
Computer(s) (DCS6000/3000)

Router + (T1's {(Network connection/data) and/or iISDN's)
Remote Server

nal Supervisor - Chicago
ELSUR Technoiogy Management Unit . b6
Electronic Surveillance Technology Section, OTD , : b7¢
31 Desk)
31 ax)
31 ell)

UNCLASSIFIED

UNCLASSIFIED

bTD) (FBI)

From: OTD) (FBI)

Sent: n 11, 2006 12:22 PM

To: OTD} (FBI)

Subject: - to Questions Posed by FISA Court Judge

SENSITIVE BUT UNCLASSIFIED . .
NON-RECORD , 6

k7c
1

1. Identify and fully describe the DCS-3000 database.

Here are the questions posed which we discussed.earlier today:

2. The FBI's practice regarding storing, accessing, marking, deleting, and handling of FISA materials within the system.

There is another question re minimization procedures which could be adopted on an expedited basis, but | don't
believe this would pertain to the DCS-3000. [t seems the time line for completing this is on hold, so please do not rush to
get this completed. Thanks.

SENSITIVE BUT UNCLASSIFIED
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DTD) (FBI)

From: (OTD) (FBL)

Sent: 12:18 PM

To: (OTD) (CON)

Subject: : 107915

UNCLASSIFIED

NON-RECORD_ b6

ke7C

Thanks: |
]

-—Qriginal Message--—--
From: | (OTD) (CON)
ln1| (FBI 1N ; TD) (FBI)
| OTD) (CONY;] FBJI)OIHSS (CON)
SUbject )

0107915

UNCLASSIFIED
NON-RECORD

After talking to the sife - | out that it is the 3000 system UPS that died and not th{ jhas
%n with nd he believes he has a replacement on the shelf. The needs 10 be reassigned to

e

UNCLASSIFIED b&

b7C
. NON-RECORD TE

1 there something we can do about this?

—Original Message-----

From: i (SL) (FBI)

Sent: mmi 2006 8:35 AM

To: OTD) (FBI)

o ——— ) I Y

Subject: RMS REQUEST #0107915

UNCLASSIFIED
NON-RECORD

SL had a UPS fail on Friday in our FISA room and we don’t have a
backup for the backup.

I have submitted an RMS request for a new APC1500 UPS - if possible
58 .




can you please expedite this request.
. _Thanks

ke

TT. b7¢
FB?‘m—

(314

NCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED
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o

OTD) (FBI

From: . Jro) Fmy)
Sent: 18, 2005 11:41 AM
To: - (FBI)
Cc: (ITD) (FBI)
Subject: T com| g the Collection systems under one C&A

grd. )

UNCLASSIFIED

NON-RECORD

| spoke with the DCS-6000 guys earlier today and they echoed similar comments.

[ Jthanks

Mike -

-====0tidi W

From: ITD) (FBI)

Sent: Tuesday, January 18, 2005 11:35 AM

To: (ITD) (FBI)

Cc: ) (ITD) (FBI)

Subject: RE: Combining the Collection systems under one C&A

UNCLASSIFIED
NON-RECORD

| think the C&A process is best served by separating the various projects, especially
between different security classification platforms.

. feé
DCS-3000 ISSO ' b7

DCS-5000 1ISSO
DCS-6000 ISSO

----- Original Message----—-

From: (ITD) (FBI)
Sent: Tuesday, January 18, 2005 8:21 AM
To: D (FBI);]__ j(ITD) (FBI)
Cc: (ITD) (CON)
Subject: FW: Combining the Collection systems under one C&A
ALL INFORMATION COMNTAINEL
1 HEREIN IS5 TNCLASSIFIED

DATE D6-12-2007 BY 65173 /DMH/KSR/MAT




UNCLASSIFIED
NON-RECORD

Hello Guys,
Here is an e-mail moving about regarding C & A.

Please review.

-----Original Message----- b6
From:l [ITD) (FBI) b7cC
Sent: Tuesday, January 18, 2005 8:00 AM
ITD) (FBI)tJ__I(ITD) (rep)
(TTD) (FBI); SecD)(CON) BecD) (FBI)

UNCLASSIFIED
NON-RECORD

Gents,

After many internal discussion regarding the Certification and Accreditation (C&A) process of
systems, we [AU, CU, and I] came to the conclusion that combining systems under one C&A
makes sense (in some cases). I'd like to get your opinion on this matter as I'm looking to combine
the collections systems ( DCSnet, DCS 3000, 5000, 6000, and J3094) under one C&A (if that
. makes sense to do s0). '

I'd like to arrange a meeting for 13:30 tomorrow 19 January to discuss and collect your
comments. We can meet in my office unless someone has a better alternative.

Cheers| | tfh

II'SSM, Quantico complex

ERF (703}

UNCLASSIFIED




UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
JOTD) (FBI)

From: | II'D) (FBI)

Sent: uesday, Janua 2005 8:25 AM

To: | kD) (FBL:
(ITD) (FBL

I )
Subject: FW: Combining the Gollection systems under one C8A
Bkgrd. B)
UNCLASSIFIED
NON-RECORD

FYL...if there is any reason(s) not to...please advise.

..... Or ————

Fromi I(ITD) (FBI)

Sent: Tuesday, January 18, 200.“»|-8"’1 LM ‘
To] Jam) (FBI) (ITD) (FBI)
Cci| [ETD) (CON)

Subject: FW: Combining the Collection systems under one C&A

UNCLASSIFIED
NON-RECORD

Hello Guys,
Here is an e-mail moving about regarding C & A.

Please review.

-----Original Message-----

TTD) (FBI);

bz
b7E

k6
bic




L2 ®

From| , IITD) (FBI)

Sent: Tuesday, January 18, 2005 8:00 AM

To (ITD) (F IIID) (FBI); L _{rm)
(FBI); ecD)(CON) (SecD) (FBI)

Cq_ (I') (

Subject: Combining the Collection systems under one C&A

UNCLASSIFIED
NON-RECORD

b6
k7c
Gents,

After many internal discussion regarding the Certification and Accreditation (C&A) process of
systems, we [AU, CU, and 1] came to the conclusion that combining systems under one C&A makes
sense (in some cases). I'd like to get your opinion on this matter as I'm looking to combine the
collections systems ( DCSnet, DCS 3000, 5000, 6000, and J3094) under one C&A (if that makes
sense to do so). .

I'd like to arrange a meeting for 13:30 tomorrow 19 January to discuss and collect your comments.
We can meet in my office unless someone has a better alternative.

:::M Quantico Complex
ERF (703]

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED




S%ET

KoTD) (FBI) _

From: (OTD) (FBI)

Sent: 2, 2005 4:30 PM

To: Bl)

Ce: TD) (Fen] | Y,

Subject:
s
b

NON-RECORD

After speaking with you, | have ¢ d with members of TICTU to provide answers to the questions that were
posed 1o you (see below). | kno as also spoken with you. Be advised that we (OTD) always prefer to

have the field office's TA (TS or TTA) contact us with questions so that everyone is on the same page. Still, we here to
help anyone who asks of it. | hope this helps.

-----QOriginal — ‘
From: [SL) (FBI)
Sent: Tuesday, November 22, 2005 2.
To: lOTD) (FBI); (OTD) (FBI)
Subject:
“HNGA-ASSHRED—

NON-RECORD

Gents-

. The biggest issue we have is trying to comply with the court order matching the numbers to the intercept - thanks for
the help

-—QOriginat

From: 5L) (OGA) .

Sent: 2005 10:18 AM

To: SL) (FBI)

Ce: L) {FBD) DATE: 05-14-2007

Subject: CLASSIFIED BY 6517SDMH/KSR/MAT
REASON: 1.4 (C)

UNCCASSHFIED-— DECLASSIFY OM: 05-14-2032

NON-RECORD 11;?! C

b2
bL7E

We are still missing crucial information on this FISA and with what little we have we cannot write a renewal. | am
hoping that by providing you these questions that you can see how vital information is being lost.

1 BLL INFORMATION CONTAINED

HEFEIN IS UNCLASSIFIED EXCEFT
%T WIHEFE SHOWN OTHERWISE




78
| ] 1 || [ ]
| |
12}
| appreciate your continued assistance, but we are honestly lost without rectifying the above listed issues. k7C
[
UNCEASSIEIED
UNOHASSIEIED.
“HNSI=ASHEED
From: : I |OTD) (FBI)
Sent: onday, November 21, 2005 2:34 PM
Subject: : LX-1 Presentation on 12/5/2005, on TTA abilities
UNGASSIPED
NON-RECORD
Can you do the submissions?
b
---—Original Message----- k7C

From: L Jom

Sent: Manday, November 21, 2005 2:26 PM

To: OTD) (FBI)

Ce: #L_me) (FBI);: myesnf______ Jomyen;[________Jom)

(CON)
Subject; ) RE: LX-1 Presentation on 12/5/2005, on TTA abilities
UN
NON-RECORD

1

Someone from:group will be attending also. All of the names should be submitted toéether.

-----Original Message-----

2
SE&ET .



From

Sent: Monday, Jovember 21, 2005 1:40 PM

To:

Subject: RE: LX-1 Presentation on 12/5/2005, on abilities

LUNGLASSHHED™
NON-RECORD

As ;'s schedule stands todaymas volunteered to represent the DCS-5000 team. . | do not think any one will
be joining him.

please forward the information asked b Jto him before the 30th. Also, advise if additional assistance
is needed. Thanks.

-----Original Message-----
From: ﬁ (OTD) (FBI)

mber 16, 2005 9:09 AM

3 Yoro) ren{______JoD) (FeD);

JOTD) (FBI)

NON-RECORD

Hello Guys,
This brief/fEXPO which is requested by Counter-Terrorism is being pushed by the front office.
| believe the DCS-5000, PortableDnd the DCS-3000 platform is what the division is interested in.

Please advise and use|

]as our point of contact.

P.S. det‘s put this on the agenda for Monday!

-----QOriginal Message--——

b6
k7C

y k2
From: (OTD)(FEI) o6
Sent: er 15, 2005 1:36 PM L7C
To: (OTD) (FBI) 7
Subject: LX-1 Presentation on 12/5/2005, on TTA abilities b7E
NON-RECORD
Afternco here is the follow-up on our brief conversation this morning. As its stands right now OTD is

scheduled to make a presentation like the one made to/at FBIHQ in May of this year. If you could send me the
name(s) of TICTU personnel that will be handling the TICTU table, I'll need their Name, DOB, SSAN, and Status
{Agent v Support) by 11/30/2005. LX-1 Security likes to know who is carrying a gun in the bidg. Here is a simple
set of driving instructions from nti -1 _Blda: '




R ©

Hopefully, | haven't missed any major item, if | did drop me a line. Thanks.

UN D

UNSEASSIRIED.

UNCLASSIRIER™

OTD) (FBI)

From: | !(OTD) (FBI)

Sent: r 21, 2005 1:40 PM

To: . ) (FBI) )

Ce: OTD) (CONY; Eom) (FBI)
Subject: . LX-1 Presentation on 12/5/2005, on TTA abilities

“UNOEASSINED
NON-RECORD

; his schedule stands todathas volunteered to represent the DCS-5000 team. | do not think any one will
be joining him.

Qlease forward the information asked by Jo him before the 30th. Also, advise f additional assistance is
needed. Thanks.

b2

---—Original ks
From: mﬁm (een v
Sent: ovember 16, 2005.9: h7E

- .Tos D) le ||:|LTD) gFBli! |(0TD) (FBI);I I(OTD) (FBI);
1 OTD) (FBI)

Ce: | N)
Subject: FW: LX-1 Presentation on 12/5/2005, on TTA abilities
UNSEASSIMED

NON-RECORD

Hello Guys,
This brief/EXPO which is requested by Counter-Terrorism is being’pushed by the front office.
| believe the DCS-5000, Portable]”_Jand the DCS-3000 platform is what the division is interested in.

Please advise and usq |as our point of contact.

ST




Sincerely,

Assistant General Counsel
Administrativ w Unit, Room 7338 [$Y
202-32 hc

THIS IS A PRIVILEGED COMMUNICATION AND IS NOT TO BE DISTRIBUTED WITHOUT PRIOR OGC APPROVAL

. To
C ) (FBI)
Subject: Digital Collection description

NCLASSIED
NON-RECOR

ope this provides what you need. If not, please let me know. If you need a more succinct or technical
description, I'll provide it. ) ke
k7C

Glad we finally met. Thanks for your help

Digital Collection consists of the DCS-3000, DCS-5000, and DCS-6000, which provide digital collection tools, foreign
counterintelligence gathering, and law enforcement evidence collection, respectively. Digital Collection supports the
FB!'s mission to ensure the ability of the FBI to collect evidence and intelligence through the acquisition, deployment,
and support of communications interception techniques and systems to facilitate and support national security,
domestic counterterrorism, and criminal investigative efforts. Systems being acquired under the Digital Collection
program include systems (foreign counterintelligence and law enforcement) that possess similar functions and
capabilities to intercept telephone, microphone, and facsimile communications; however, the primary difference is law
enforcement system's requirement to minimize collected communications. The passage of the Communication
Assistance to Law Enforcement Act (CALEA), the implementation of state-of-the-art personal security features, and
the explosion of telecommunication options (caller ID, call waiting, call conferencing, etc.) spotlighted the deficiencies
of the legacy systems. '

The Digital Collection Program provides the FBI with the means to collect evidence and intelligence through the
acquisition, deployment, and support of communications interception techniques and systems which facilitate and
support national security, domestic counterterrorism, and criminal investigative efforts. Systems provided through this
program intercept multi-source digital (and analog) communications information for intelligence gathering for foreign
counterintelligence activities and investigative purposes for providing evidence of criminal activity for trial. It should be
noted that those systems used for criminal investigations possess a requirement to minimize intercepted voice
sessions, (i.e., record only when the call is being actively monitored). Electronic information collected includes pen
register (incoming and outgoing dialed digits, caller identification, date/time of communication, and other signal related
information), analog and digital telephone calls, facsimile and modem transmissions, and microphone audio. High
density drives and magneto-optical disks are utilized for temporary and permanent storage, respectively; nc special,

SERREF—
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environmental storage facilities are ngded. Digital Collection systems are used primarily by FBI fieid offices and
Resident Agencies in support of active foreign intelligence and criminal cases. Support is also provided to other
federal, state, local and tribal agencies, as required.

The Digital Collection Program has evolved during its life cycle and has become more complex.
Even so, digital collection systems are computer-based systems comprised primarily of
commercial-off-the-shelf hardware and software with limited proprietary application software.
Incorporated technological advances allow Case Agents to easily and effectively manage the
recordings electronically, which dramatically increases the efficiency of trial preparations. While
each Field Office or Resident Agency is self-sustaining in its ability to process intercepted
informationy

UNCL-ASSIFIED

UNCLASSIFHITT

e —————— et
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SENSITIVEBUTUNCLASSIFIED
[oTD) (FBY) _

From: | _ pTD) (FBI)

Sent: ’ onday,_October 31, 2005 3:29 PM

To: (OTD) (FBIY] } (OTD) (FBI)

Ce: % (OTD) (FBI]| koTD) (FBI); I (OTD)

Subject: ET Telephone Interviews

w

NON-RECORD
b6
k¢

Gentlemen,

Due to the short deadiine (Thursday), | have askego put together some questions and contact the below listed
applicants for a telephone interview. | have already with two of them to secure a time-frame when they can be
interviewed tomorrow. In speaking with Human Resources, any number of guestions can be asked as long as everyone is
asked the same questions. We are to handle three of the belowil;roup will interview the rest.

FINAL APPLICANTS
c)412- Iaxpecting a call Tuesday 13:00 - 16:00 (will be in all day and has interviewed with TRU);
had TS-SCI clearance
| (c)47 i Il Tuesday 07:00 - 16:00 (preferably after 13:00); has S clearance b6
(w)703 ft message at residence (no answer at work; needs follow-up) h7C

| |?43
DCS-3000 team to arrange a telephone interview (we are welcomed to participate)
DCS-3000 team to arrange an in-person interview at the Academy (we are welgomed to patticipate)

- DCS-3000 team interviewed him this afternoon (a DCS-3000 team selection)

“SENSIFVE-BUT-HNGEAGSIEIED-
KOTD) (FBI) b
. jeyis
From: L _ |(oTD) (FBI)
Sent: i 14, 2005 10:23 AM
To: ) . D) (FB1)
Cc: (OTD) (CON)
Subject: FY2005/ 2006 DCS Agenda/Goals/Objectives/Results
SENSIFVE-BUT-UNGEASSIRIED
NON-RECORD

Below are the goals/accomplishments for the DCS Program in FY2005/2006:

OBJECTIVES/ACCOMPLISHMENTS FOR 2005 (I have only included those goals which were pertinent to DCS' mission
in 2005) : :

10
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viy
DCS-500076000 Project Goals for FY2006; oo
b7E
5000 Objectives:
6000 Obiectives:

Additional Program Goals for FY2006:

1. Consider possible realignment of teams/responsibilities
2. Visit four (new) digital collection vendors
3. Assess need for additional personnel, to include:

Full time TICTU Security professional

Technical writer

Secretary/Assistant

Data Base Administrator

Additional liILEELQ&, -
. On-site visit t re hub system concept
. On-site visit t Je regionalization concept .
. Consider way to evaluate work activity for efficiency/staffing/work
Consider pilot testing Domain Server Access for back-up of FO servers (DCS-5000 server Disaster Recovery

11
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8. Expand Program's visibility in TICTU's annual East/West conference
9. Develop a project plan to refiect and monitor DCS-5000/6000 (DCS-30007) project goals for FY2006

Please note that there were other FY2005 goals which | considered as part of our mission/normal activity. Hence, there
was no need to entertain them in this correspandence. Also, | have been informing my personnel that due to these lean
times, it would be prudent to not simply respond to any request with a "yes". It would be better to say "yes...we can
probably do that, but let me get back to you..." We must be able to assess the impact of a request before we commit to it.

Industry best practices suggest that a review and impact statement be generated outside of a project’s scope/plan (I
know we are government). Simply "knee-jerking” to every request leads to “robbing Peter to pay Paul’ situations which
does not reflect well on any organization. There are other units/offices who's tait is 'wagging the dog' (us)instead of the
other way around.

Please disburse to program members after review/changes. Thanks . ’

bé
hic

SENSITIVE BUELINGLASSIEED-

|—__—_—a°_TP) (FB1) — —

From: OTD) (FBI)
Sent: 13, 2005 9:40 AM
To: OTD) (FBI)
Subject: : Issue

SECRET
RECORD 97A-CG-120587

Thanks.

Supervisory Special Agent

OTD/ESTS/TICTU
70 )
20 )

—-—--Original Message-----

Fro (OTD) {FBI)

Sent: Thursday, October 13, 2005 9:04 AM
To:| |(0TD) (FBI)

C (OTD) (CON)

Subject: RE: MO issue

SECRET
RECORD 97A-CG-120587

— 1
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there in the CMP. It is powered do rapped/covered with a plastic tarp. Do we want to send a crew down to

remove the system (preserve the hard drives, etc.)? Do we want to have it shipped here to ERF, to another site?
29?77 .

ations Services
Elsur Technology Ma.nagement Unit (ETMU)
Electronic Surveillance Technology Section (ESTS)
Operational Technology Division (OTD)
VA

ks
L7C
(HO) (CON)
. 2005 3:1
OTD) (EBL ) (FBI); NO) (FBI)
IDY (F TD) (CON e ) (EBI
! OTD) (CON (OTD) (FBI)
T(670) (FeD)
HNCEASSIFIED
NON-RECORD
-
uring the Houston office closure during hurricane Rita | installed 2 DCS 3000 in thd. bnd prepared 75

the VB lll for a pending case. The system is prepared to collect for New Orleans if need be. As far as the T-50
system | am waiting to see what NO decides to do. We will be sure to be available to install the system and get it
going for them when they are ready and know where its going to be. When | have any further updates i will be
sure to include you in the communications. We really dodged a big one by Rita going through SE Texas instead of
Galveston and Houston.

Thanks

| [HO) b
ouston Tech Squad (SO-1) b6

Elsur Technology Management Unit (ETMU) ke

Electronic Surveillance Technology Section (ESTS)
Operational Technology Division (OTD)

713 esk)

713 X)

831 ell) "
From (OTD) (FBI)
Sent: hursaa 0 , 2005 9:40 AM

TD) (FBI ) (FBI)

ITD) (FBI (o11) N | krTD) (FBI);
— ’F@:m‘r%m’ o
(OTD) (FBIL); [OTD) (FB 1)

Subject: RE: NO Sitrep

LINGL-ASSIFED
NON-RECORD

Do we have any more info on the New Orleans status?
Have we recovered/evaluated the DCS 50007

SPERET
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Do we anticipate a tempora quirement in | B

Any other info??7?

(703
From TD) (FBI)
Se r 22, 2005 4:31 PM
: {NO} (FBI)
ITD) (FBL); oTo)(conl IrTD) (FBI);
(FBI) TD) (FBI) —IHO) (749
Subject: FW: NO Sitrep e
Importance: High
UNGASSIEIED
NON-RECORD
NO)
(TICTU} (FYI)
RE: DCSP Support
FYi, (out of the Houston offi ed Houston because of RITA's path, and is now
in the Shreveport RA. His cell phone #i His cell phone coverage is spotty but you

should be able to call the RA directly to locate him. He can be available to assist in checking out CMP
collection systems equnpment and/or relocating the equnpment out of the NO office.  All this said, you

may have already been in contact with him, so I'll le: ds. If you need any further, or more,
assistance, please don't hesitate ta email or call an r myself will see that you get it.

‘ogram Manager - Enterp rations Services }bf«
Elsur Technology Management Unit (ETMU) b7c
Electronic Surveillance Technology Section (ESTS)
Operational Technology Division (OTD)

ERF, Quantico, V.
Tel: 540-

Cell: 54

Fax: 540

Pager: 88

-----QOriginal Me @-emm
From |1TD) (FBI)

: er 12, 200
oTD) (FBI)i [oto) (comy] |

(
ZE ] (o) (ra) ko) (FB1)

Subject: Fw: NO Sitrep

“ONCIASSFIED
NON-RECORD

Heads up thata request for DCSP support in NOLA::]wiII be coming.
----- Original Message-—---

24
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From: NO) (FBI) .

Sent: Monday, September 12, 2005 3:32 PM

Y e— VT

cc: QD) (FBI) ) (FRL (HO) (CON);
l [no) (FETT] ) (FBI) TTD) (FBI)

Subject: NO Sitrep

Would ya'll forward this to whom ever you may thmk needs it, especially i |n the TICTU reaim. Tomorrow,

space management and EBLmovars. g : equipment from New
Orleans to our new offsite This includes moving

all CMP equipment (Voice™ 507 5

During this move | am sure thlngs will be damaged. We cannot leave anything in place for space bz
management is to begin gutting our entire field office next week. In a perfect world, we will be back in our k5
New Orleans office by the end of May, or early June '08. In the interim our division will be scattered in kC
bldgs from Covington, LA to Baton Rouge, with Baton Rouge having several bidgs housing different L7E
programs. | have asked TT. to contact TICTU, et al to help set up temporary DCS 3000, etc in

our Shreveport RA. As for as any own here, | do not know at this time how that will evoive, but

once we get all equipment up here in BR, perhaps BAE could send some contractor types to check out all
of our equipment. Also, | am sure we will have to surplus equipment but we will take it one step at a time.

I may ask for a few TTAs in the next week or so to come and help set up our new space. There is
associated with this that | will get for you ifiwhen needed. Lodging is still an issue and anyone who
comes should be prepared to sleep in TRU tents {A/C'd) or in our new space on cots. Just let those
interested in coming what the conditions are. | will speak with you more on this when the time comes. |
am the only TTA in NO that did not have significant damage t my house. All others are out til at least 10/1
on admin [eave.

That's it for now. V'l keep you posted.

1

ONCHASSIEIED

“TUNGLASSIEIED,

UNGLASSIFIED

5




Reeer o

|oTD) (FBI)

From: TD) (FBI)
Sent: 005 3:38 PM
To: (ITD) (FBI)
Subject: FW: Recent GTMO Trip

GEES
v

30F Trip Report
Aug 25_30.PDF ..

‘~SFEREF/NOFORN ks
RECORD 269-HQ-1366780 . bic

FYi

Mike

-----Original Message-----

From| J(oTD) (FBI)

Sent: Monday, October 03, 2005 1:12 PM

Td (MM} (CON)

W Jot) (con)] Yooy e ]
(OTD) (FBI);

Subject: RE: Recent Tp

5 T/NOFORN
RECO 9-HQ-1366780

As you can see, we are working the issue.

One thing we will need is additional power. - Specifically three each 30A circuitstﬂsawithE'_l i
required to support any upgrade of the Gitmo system, and as can be seen from trip
report (attached) they would allow us to increase the UPS configuration supporting the existing e
system and hopefully improve its performance until we can get it replaced. ;,,C

We are hoping to replace the existing 1500 UPS with the 3000 models / and ERMs ( Extended Run '
Modules) Each of these is a 4u rack mount so verify that you have rack space as well.

Please let us know iffiwhen the additional power ckts may be ready .

ij |

From (OTD) (FBI)

Se 2005 12:29 PM

To: jom) (FBIL)

Cc: L (OTD) (FBI){ (OTD) (CON) TD)
(CONy]| MMm) (coN)] ) (FBI)

26
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o E

LO_TD) (FBI)

From:

Sent:

To:

Cce: : l_T__I

; OTD) (FBI);
(ITD) (C
| J(OTD) (CONY;
(OT N)
Subject: RE nd VB Systems : 2
. [S35
b7
SENSITIVE BUTUNGEASSHHED kL7E
NON-RECORD
| have copied a message from the TA ( Jin New Orleans which will provide an update of their

current situation:

Would ya'll forward this to whom ever you may think needs it, especially in the TICTU realm. Tomorrow, space

management and FB| movers will commence moving all of our TA/ET/CMP equipment from New Orleans to our new

offsite | his includes moving all CMP equipment (Voice Box,

DCS300 ()8

During this move | am sure things will be damaged. We cannot leave anything in place for space management is to begin
gutting our entire field office next week. In a perfect world, we will be back in our New Orleans office by the end of May, or
early June '06. In the interim our division will be scattered in bidgs from Covington, LA tc Baton Rouge, with Baton Rouge
having several bldgs housing di | have asked TT. o contact TICTU, et al to help set up b2
temporary DCS 3000, etc in ou As for as any CM " | do not know at this time how that will k7R

evolve, but once we get all equipment up here in BR, perhaps BAE could send some contractor types to check out all of
our equipment. Also, | am sure we will have to surplus equipment but we will take it one step at a time.

-----Qriginal Message-—-
Sent: Thursday, Sep , 2005 8:30 AM

JoTD) (FaI] JemyEen | (ren)

OTD) (CON| (0TD) (CON) o
ystems ’bg c
bTE
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
FYI

..... Oriai —
meq. (OTD)(CON)

September 21, 2005 1:29 PM
T (o) (Fenyf™ [OTD) (CON)

31
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Subjechd VB Systems ! : _

NON-RECORD

b2
: b7C
Could Eou Elease tell me the status of the systems that are/were housed in the New Orleans FO? | was talking to 11) TR

SMU) yesterday, and she told me the current building will be out of commission for at least 9-12
months, so | was wondering what has happened to these systems.

Regards,

Freld Englneer

ELSUR Technology Management Unit (ETMU)

Electronic Surveiflance Technology Section, QTD
54 osk) ’

54 ax)

54 )]

Fl

TFIED

SENSITIVE BUT-WNGEASSHPIED

(OTD) (FBI)
From: OTD) (FBI)
Sent: 15, 2006 7.46 AM
To: (OTD) (CON)
Subject: : Invitation to Cisco on Thursday, September 15

_ , L6

ENCEASEIFIED— b7
NON-RECORD
Thanks.

-----Original Message-----
From] bTD) (CON)

Sent: Wednesday, September 14, 2005 9:04 AM

32
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(OTD) (FBI)I ]
|(OTD) (CON

i_—b"pm) (FBT (OTD) (
[(oTD) (CON TD) (CON) ) (CON)J
| (oTD) (CON kQTD) (FBI) . |oTD) (FBI)

TD) (FBI);| (OTD) (FBIJ

Subject: Invitation to Cisco on Thursday, September 15

—UNGLASSIFIED ™
NON-RECORD

o5
A

Ecalled this morning to inform us that Cisco will not ing to ERF tomorrow
because of problems getting them into our building. However uld like o invite members
of the 3000, 5000 and 6000 team to travel with him to Cisco in He n on Thursday. Lunch will
be provided by Cisco. If you are interested in attending, please | now first thing in
the morning (9/15). Thanks. :

ITD/ESIS/1ICTU
70

. .

UNCLASSTFTES
I I(OTD) {FBI)

From:
Sent:
To:

gTD) (FBI)
2005 8:14 AM

TD) (F OTD) (FBI |
7 [oToy .
(OTD) (CON})

b2
SENSITIVE"BUT-UNSHASSIRIED . ke

NON-RECORD . : p7C
L7E

conl___
Subject: FW: Phone Records

TJo All,
FYI. Does anyone feel there is going to be an impact on I(scope, capabillities, etc.)?

From: (WF) (FBI)

33
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v

A short list would include:

1. Provide automated uploading from DCS-3000 to telephone applications.

T

3. Provide automated uploading from theI collection system to telephone applications, 17

) (FBI); HQ-DIV13-

Subject: Phone Records

SENSITIVE-BUT-UNCEASSIMED b
NON-RECORD ‘ bi7C

%&m contact you regarding an issue of transferring massive amounts of
ata into

Can you send me an email with details of the issues? Anything you
“can provide will be helpful.

Thanks,

SENSHIVE BUT UNC| ASSIFIED

37




e T

J(OTD) (FBI)

LINCLASSIFED-

[OTD) (FBI)
From: ’ 0OTD) (FBI)
Sent: ursday, Ju 2005 2:14 PM
To: WF) (FBI)
Ce: _ TD) (FBI)}
Subject: RE: Phone Records

SENSHIVE-BUTUNCLASSIEIED

NON-RECORD

OUTD met last week about the 'I
supporting. | am deferring this to

ave and 0
DMS) and

| (o™D) (FBI)

(CTD) (FBI); HQ-DIV13-EOPS_TECH;

-----or‘ H - ——

From: (WF) (FBI)

Sent: , ‘46 PM

To (WF) (FBD)|
(O

C 1)

(CyD) (FBI CyD) (CON)

Subject: RE: Phone Records

NON-RECORD

} am open all week that week.

-----Original Message---—

| (WF) (FBI)|

bé
h7C

bounce primarily to EDMS with TICTU
TU, DCS-3000) .

ko) (FBI)

Subject: RE: Phone Records

NON-RECORD

40
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FBI (CTD) (FBI); HQ-DIV13-EOPS_TECH

Subject: RE: Phone Records

SENSITIVEBUT UNCCASSIFIED

NON-RECORD
b2
b6
ko
78

A short list would include:

1. Provide automated uploading from DCS-3000 to telephone applications.

3. Provide automated uploading from thEcollection system to telephone applications.

-----Original Message-----
From CTD) (CON)
Sent: nesday, June 29, 2005 4:45 PM

To] (WF) (FBI)
Ci E_Icro) G B ~ KCTD) (FBI); HQ-DIV13-EOPS_TECH
S T PRONE RECOor

IFIED

NON-RECORD

e
sked me to contact you regarding an issue of transferring massive amounts of DNR data
in Can you send me an email with details of the issues? Anything you can provide will be
helpTar: b2
78
Thanks,
“SENSITIVE BUT UNCEASSIFED—

CLASSIFIED

SSIFIED
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SENSIFHYE-BUT-UNCCASSIFIED

SENSITIVG-BUF-PICTASSIFIED
| foTD) (FBI)

From:
Sent:
To:

:iuuu: fFBI]
Subject: . Phone Records '

SENSITIVE BUTONCERSSIMED
NON-RECORD

More T&A info...

Supervisory Special Agent
TU

wF) (Fe] ] <o) (Fan]

pro)

[cTD) (FBI); HQ-DIV13-EOPS_TECH

NON-RECORD

A short list would include:

1. Provide automated uploading from DCS-3000 to telephone applications.

3. Provide automated uploading from thel Collection system to telephone applications.
-----or‘ i) ———
From ) (CON)
Sent: nesday, june 29, 2005 4:45 PM

43
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. ' o

SENSHWE-RET-UNSTASSIFIED
NON-RECORD

Would you like me to attend and present, or would you preferD'm not too keen on the weekend thing.

..... Or_ ——
From: JoTD) (FBI)

Sent: Thursday, June 16, 2005 3:40 PM

T (OTD) (FBI)I [OTD) (F8I)
Subject: FW: Annual Business Conierence

SENSIFR/E-BUTUNCLASSIFIED
NON-RECORD

Gents, for your eyes only; please provide a response before the deadline below.

Mike
-----Criginal Message-----
F'°”F;—mm o)
Sent: nesday, June 15, 155 PM
To: OTD) (FBI); TD) (FBIL
; (FBI)
CTD) OTD) |
D (EBI: :
I_I [(11%)) (ITD)

; J(ITD) (FBI) b6
Subject: 2005 ETMU Annual Business Conference 70
SENSTIVEBUT UNCLASSIFIED
NON-RECORD -

| JUnit Chief of the ELSUR Technology Management Unit (ETMU), requests your

participation in the 2005 ETMU Annual Business Conference. This year's conference is
scheduled for 14-16 October, in Skokie, IL, at the Hilton’s Skokie Hotel and Executive Conference

Center.

The 2004 conference planning committee received extremely positive feedback regarding the
Subject Matter Expert (SME) presentations. The compelling message was to continue the
presentations in 2005 and to expand on the topics and time allocated for presentations. There is
a high level of interest in your area of expertise. Your participation as an SME on the topic noted

_SeeRe_




below would ensure success in acc;phshlng one of the goals established for our annual

conference — to provide a forum for the exchange of information on the current status and future
vision of key programs of interest to attendees.

We have identified several SME topics for presentation this year and will allocate approximately %
of the day on Sunday, 16 October, to the SME presentations. We anticipate 50 minute sessions
that would include the presentation and a question/discussion period. There will be 10 minutes
between sessions. We have secured sufficient space to accommodate each of the topics noted
below.

The proposed SME topics are:

1. DCS3000 |

2. Analytical Tools] 1

3. EDMS { ]

4 Dcssofﬂ_.sl_.jﬁ

5. Language Service

6. CART SAN | b6
7. DCS600 d b7c
8. RCF | I

9. PMO

Please contact| Jto confirm your participation in the ETMU Annual Business
Conference as an by 24 June. If you are unable to participate, please consider an alternate to
attend and present on your behalf. Please include anticipated audio-visual requirements with your
response so that we can plan accordingly. We will schedule a meeting with the SME team in
advance of the conference to review details of the SME portion of the agenda and answer

questions you may have. Please feel free to contad — ht 540&]#
you need any additional information.

ELSUR Technology Management Unit(ETMU)
Electronic Surveillance Technology Section (ESTS)

Investigative Technology Division (ITD)

540 (Desk)
540 (Fax)
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| I(OTD) (FBI)
From: L KOTD) (FBI)
Sent: Thursday, June 1 05 3:40 PM
To: D) (FBI); L DTD) (FBI)
Subject: ‘ : nual Business Conference W
.
T 7C
0

2005_SME_DRAFT_
 Schedule_V1.1_0...
SENSHNE-BUTFUNOBAISIFER—
NON-RECORD

Gents, for your eyes only; please provide a response before the deadline below. g

b7¢

+ =====0F m.naLMessaag____I ----- |
From: OTD){(CON)

Sent: W 005 12:55 P —
Jorm eenf owm:I_l
; T Y 1TD) (FBI);
(FTD) (FBI): _ (0TD1 (FBI); OTD) (FBI)
CC: ey J (OTD) (FBI); (O1) (FBI); ITD) (CON);
[_kom) (con SUTTC (TTD) (CON);
ITD) (FBI) OTD) (CON)
Subject: 2005 ETMU Annual Business Conference
)
NON-RECORD
| | Unit Chief of the ELSUR Technology Management Unit (ETMU), requests your
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participation in the 2005 ETM; Annuagusiness Conference. This year's conference is scheduled

for 14-16 October, in Skokie, IL, at the Hilton's Skokie Hotel and Executive Conference Center.

The 2004 conference planning committee received extremely positive feedback regarding the
Subject Matter Expert (SME) presentations. The compelling message was to continue the
presentations in 2005 and to expand on the topics and time allocated for presentations. There is a
high level of interest in your area of expertise. Your participation as an SME on the topic noted below
would ensure success in accomplishing one of the goals established for our annual conference - to
provide a forum for the exchange of information on the current status and future vision of key"
programs of interest to attendees.

We have identified several SME topics for presentation this year and will allocate approximately % of
the day on Sunday, 16 October, to the SME presentations. We anticipate 50 minute sessions that
would include the presentation and a question/discussion period. There will be 10 minutes between
sessions. We have secured sufficient space to accommodate each of the topics noted below.

The proposed SME topics are:

1. DCS3000 [ ]

2. Analytical Toolq |

3. EDMS

4. DCS5000 L

5. Language Senvi |

6. CART SAN 1

7. DCS6 ] |

8. RCFLI [ 1 b
9. PMO/RM b7C
Please contac] Jo confirm your participation in the ETMU Annual Business

Conference as an SME by 24 June. If you are unable to participate, please consider an alternate to
attend and present on your behalf. Please include anticipated audio-visual requirements with your
response so that we can plan accordingly. We will schedule a meeting with the SME team in
advance of the conference to review details of the sa,ammgn_qf_mgaggnda_a?d answer an
questions you may have. Please feel free to contac at 540

you need any additional information.

ELSUR Technology Management Unit(ETMU)




e et ee—————————

SENSITIVE BUT UNCLASSIFIED

SENSITIVEBUTUNCLASSIFIED

=SENSIFNVEBU-ENGASSIEIED
SENGHVE-BUT-UNCEASSHFE
(OTD) (FBI)
From: (ITD) (FBY)
Sent: - onday, Ma 2005 11:41 AM
To: PX) (FBI)
Ce: IGTD) (FeI)] Jooyesn o)
&=1)
. Subject: Possible PX Testimony
SENSFFE-BUT-UNGRAGSIIED- b6
NON-RECORD . h7C

;n re;erence to telcall m n 5/2/200 i -3000 expert testimony,
JS! has provided the name contact numbers% As for the DCS-3000
matter, | doubt if someone eling to your neck of the cacti to testify. It was pointed out to me that a simple
way to verify the accuracy of the DCS-3000 is to compare its data with th ist jne. Still_si
believe this is not the answer you are looking for, you may want to mnmcwowr&
ﬁoq:and either one would be able to assist one of your 's in understanding the functions of this
equipment so that one of them (or yourself) can testify. | hope this helps.

1
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d o @

The first new employee orientation in 2005 is scheduled for May 10 - 12. Your involvement in 2004 was a key
factor in the success of all orientations conducted. As our team continues to merge over the coming months |
shall appreciate your feedback and involvement in continual enhancements to the orientation program. As
evidenced by orientation survey resuits and management feedback, new employees are being assimilated
more effectively and expeditiously.

The Agenda is attached for your review. | hope that your schedule will allow you to participate. The
technology manager portion of the program is scheduled for Wednesday 11 May from 1:45-2:45 and 3:00 to
4:00 (a short break scheduled between sessions). Please let me know if you (or a designated alternate) would
be available to provide an overview of the following systems:;

1:45 - 2:15 0 b2
2:15-2:4 . LR
2:45-3:00 rea
3:00-3:30 DCS5000
3:30-4:00 DCSB000

For planning purposes the remaining 2005 orientations are scheduled for: August 8-11 and November 8-10.

Thanks in advance for your time. | look forward to your feedback on the agenda and your participation.
Please call me with any questions you may have. kb6

kc

ELSUR Technology Management Unit (ETMU)
Electronic Surveillance Technology Section (ESTS)

Operati hnology Division (OTD)
54 Desk)
54 Fax)

UNCLASSIEIED

MSIFIED

UNSRASSIEIED
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QMT 9 | }

| |(oTD) (FBY) |
]
From: - _lTD) (FBY) _ !

Sent: 03 PM

To: TD) (CON)

Subject: FW:_Imeeting with DITU on Monday 25 April

SEURER/ORCON,NOFORN b2z

RECORD 66f-hq-1410124f ]Eb
- 7C

;;ease reserve a conference room for the 25th, 9am - noon. | will see if members of our 3000 and 5000 teams, as well
as DITU, could join the party since some of the advanced questions may best be answered by others. Please provide
with the meeting location/time. Thanks. :

k2
bé
b7C
o Eri i 2005 10:16 AM
T o) (FBD lrro) (FBI)
Subj eeting with DITU on Monday p
JIORCON,NOFORN
RECORD 66f-hq-1410124f
I've been at Reston the last few days, but ha get in touch with irectly to pass their wish list re the
meeting in Ottowa. | assume you have recei ~if not | can print pics and will bring you a hardcopy. |
finally received them on Wednesday.
I also know they are trying to come down here to talk with you on Monday 25 April. Do you have a time and location
established? My understanding, the visitors will include the following: 1
b2
LY (staff, telephony ops officer) b6
L ctor, current telephony program PMOE) kh7c
{ (staff)

staff, telephony ops officer
(staff, C/Athtech Technical Surveillance Branch)
staff, C/Bangtech Technical Surveillance Branch)

I'll take care.of clearances, meet at ERF and getting them to the meeting location. Let me know.

lalsounderstandl___ | _______Ind ill be going to Oﬁ%t with:and JSI

s sending a cable out in

Management. | have their itineraries if you need that information. Just let me know.
our channels, to our Ottowa Chief of Station, te advise him of our visit and meet with JSI.

Hopefully this is all in sink. Let me know if something is needed from you view.
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C BY: 74484,07/
REASON: 1.5
D ON: 2015041

SECRET//ORCON,NOFORN

BY: 74484, OTD/F
REASON: 1.5 :
Y ON: 20150415 N ]
-BEERET/ORCON,NOFORN f6

b7¢
DTD) (FBI)

From: I ! ITD) (FBI)
Sent: 5 2:26 PM
To: (ITD) (FBI)

Subject: Comments for Meeting on 4/4/05
Addt!|
mplishments FY04_ D
SENSITIVE BUTUNGEASSHED
NON-RECORD

;n ;ai!mg with the DCS-5000 team, there is no "book" which has logged trouble calls for Raytheon. They do have a b2z
monthly database from ther information, but this would have to be-done individually and would take too 6
long to assemble. | ho advised that 1129 RMSs were submitted re or 2004, and 194 were k7c
submitted for VB during the same numbers do not reflect trouble calls only (it includes requests for DCSP b7&
support, MOs, work stations, etc. ill be providing you with JSI's book.

| have attached bullets re Raytheon whic] jn provided me.

In talking witd________] there is currentiy|_Jactive stems and_Jinactiv”__}.g... equipment

migrationfin-transit) systems.

} dvised that the $2.8 million recently approved by the CRB was for a one year GOLD PLAN mai ce
agreement with JSI which includes all software upgrades/updates/patches and hardware repairs/replacemen

added that for the past few years JSI has been inquiring about JSI doing remote maintenance for us, but we have always
refused to persue this issue. Apparently, there are security concerns {we insist any remoting has to be done from here
only), and the DCS-3000 team will have difficulty allowing JS! to have access to DCS-NET.
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IED
NON-RECORD
| !an ]uill be happy to assist you in this matter. Sending you to-the experts :-)
€ care...
e

-----Original Message----- Ib7C
From (CV) (FBI)
Sent: ary 02, 2005 4:29 PM ‘ .

FBI

) LT : cv
BI); (CV) (FeL);

S
NON-RECORD

|

Several months ago, I spoke to you regarding our task force squad that purchased its own Voicebox digital
collection system and needed the OK from Security Division to use it on FBI cases. This is still in the works
on our end, but we Have a similar situation regarding a portable system and require the input of Security
Division before we move forward. ’

Quantico ERF has supplied our division with a portable Voicebox system, but it is currently in use in our

Toledo RA. The case agent in our Youngstown RA would like to conduct an upcoming FBI T-IIT on a digital 16
system (rather than cassette tapes), but we do not have another system available (niether does ERF)- The ©b7C
local HIDTA has purchased a portable Voicebox system and has agreed to let the Youngstown RA use it for

this T-III. The system will be operated in the RA space and would be connected to our DCS-3000 network

to obtain telephone target data. According to ERF, there is an acceptable configuration which enables

secure transfer of the data. The issue arises in regards to conducting an FBI case on a system that is not

owned by the FBI. As far as the data and audio that will be stored on the system is concerned, if

necessary, we could remove the hard drives from the system before it is returned to HIDTA (replacements
would have to be supplied by the FBI and software reloaded by the l:nanufacfurer').

From the security standpoint, can we use this system to conduct this upcoming T-III? Are there any other
issues that must be resolved?

If you have any questions, please feel free to call me.

Thanks,

L]
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%@ () ]

| hCTU) and I collaborated on this issue and agree that the course of

action is acceptable. Such that: the Hard disk drive must either be FBI property before
the start of the operation or seized, kept/controlled by the FBI before the end of the T-III
intercept. We expect that the drive will be replaced by the bureau at our expense if we
choose to "borrow the unit.”

Follow-on concerns should be addressed to the TICTU PM for resolution.

(SecD)(CON);: |

: Portable Voicebox

NON-RECORD *

n will be happy to assist you in this matter. Sending you to the experts :-) g

~=--~0Origi [
From: {(CV) (FBI)
Sent: nesgda ruary 02, 2005 4:29 PM

To (SecD)
cd CV) (FBI); (cv) (ra0M Y (FBI);
V) (C SE) (FBI LID) (FBI);
. ; (FBI); V)
(FB (FBI)
Sub : PO e Voicebox

SE
NON-RECORD




Several months ago, I spoke o you regarding our task force squad that purchased its own Voicebox
digital collection system and needed the OK from Security Division to use it on FBI cases. This is still in

the works on our end, but we have a similar situation regarding a portable system and require the input
of Security Division before we move forward.

Quantico ERF has supplied our division with a portable Voicebox system, but it is currently in use in our
Toledo RA, The case agent in our Youngstown RA would like to conduct an upcoming FBI T-III ona

digital system (rather than cassette tapes), but we do not have another system available (niether does

ERF). The local HIDTA has purchased a portable Voicebox system and has agreed to let the

Youngstown RA use it for this T-III. The system will be operated in the RA space and would be

connected to our DCS-3000 network to obtain telephone target data. According to ERF, there is an
acceptable configuration which enables secure transfer of the data. The issue arises in regards to
conducting an FBI case on a system that is not owned by the FBI. As far as the data and audio that will

be stored on the system is concerned, if necessary, we could remove the hard drives from the system ’b?‘
before it is returned to HIDTA (replacements would have to be supplied by the FBI and software e
reloaded by the manufacturer).

From the security standpoint, can we use this system to conduct this upcoming T-III? Are there any
other issues that must be resolved?

If you have any questions, please feel free to call me.

Thanks

Cleveland BIVISIOH

216 (office)
216 (cell)

—SENSITIVE BUT UNCLASSIFIED



file:////J/z

3

| |{OTD) (FBI)
From: {SD) (FBI)
Sent: 06 5:26 P
To: (OTD) (FB (OTDLERN
Ce: ( (SD) (CON SD) (CON); ]
) B
Subject: [__Jvs DCs3000 o
b6
CLASSIFIED o
NON-RECORD >
Please cal Jet] fon Wednesday, 8/16/06 to get thd___FDC logfile and ] CDC texfile.
Thanks for all your help.
~SENSITIVE BUT-UNCIASEHHER—
| !TD) (FBI)
From: SD) (FBI)
Sent: onday, Augus 4:53 PM
To: TD) (FBI); | JoTD) (FBY)

Subject: RE: s DCS3000

(5]
SECRET
RECORd‘
ThDsessions are now enroute.

---—-Original Message-—-

From: TD) (FBI) I
Sent: rumuusm.zsgs 8:44 AM b2
To: SD) (FBI) e
Cc: | foTD) (Far) bIC
Subject: RE: RW vs DCS30 )

LR
13) Sy

Last Wednesday, we set a {rap on the high side of the one way push system to verify data delivery from the DCS-3000
to th Have you seen any discrepancies since Wednesday? If so, please forward a sample to us so we can
inves sing the packet sniffer data.

....-oﬁgI-E? Message---—
From: D) (FBI) ALL INFORMATION CONTAINED

Sent;  Wednesday, August 09, 2006 7:47.PM HEREIN IS UMCLASSIFIED EMCEPT
To: #om) enf JotD) (F8I) WHERE SHOWH OTHERWISE
Subjed] BC53000

|G} - SECREI
RECO DATE: 05-14-2007
 CLASSIFIED BY 65179DMH/KSR/MAJ

REASON: 1.4 (C/G)
SEBRET

DECLASSIFYT OM: D&-14-2032




g >

| forwarded all th essions | had for 8/8-9/06 (up through about 1530 hrs) and attached is a copy of t
DCS3000 report 15 same period. You will see that DC ws Associated DNs in some sessions an
does not. You will see that DCS3000 shows more calls th eports. Thanks for all you've already done. ﬁ?E
<<Fiel——— Jimtot>>
b6
ke

OM: Multiple
DE! 1

SECRET

M: Multipl

D
SECRET

loTo) (F)
From: | JOTD) (FBI)

Sent: Mond ugust 14, 2006 12:05 PM
To: (OTD) (FBH)
Subject: RE: s DCS3000

{5 becrer

RECORH.
Yes.
~---Original Message---- bl
From: (OTD) (FBI) oz
Sent: 1,.2006 12:05 PM he
To: PTD) (FBI) k7C
Subject: W vs DCS3000 b7E

15) i

Do you have this?

~=—-Original M
From: (SD) (FBI)
Sent! , 2006 7:47 PM
To: (oTo) (FBD);| }oTD) (FBI)
Subject:

8) ey




| forwarded all thd__Jessions | had for 8/8-9/06 (up through about 1530 hrs) and attached is :ﬁof the DCS3000

report for this same period. You will see th hows Associated DNs in some sessions an oesnot. You P2
will see that DCS3000 shows more calls th ports. Thanks for all you've already done. k78
<< File: | All.rpt.txt >> bé
bh7C
FROM: Multiple Sour
DECLASSI ON 1
SE
\
DERIVE +Multiple
DECLASSIFI 1
]
ROM: Multiple Sources
DECLASSIFIC N1
)
I pTD) (FBI)
From: (OTD) (FBI)
Sent: 1:44 AM
To: (SD) (FBI)
Cc: TD) (FBI)
Subject: K S
SECRET
RECOqu
Las dnesday, we set a trap on the high side of the one way push system to verify data delivery from the DCS-3000 to
the Have you seen any discrepancies since Wednesday? |f so, please forward a sample to us so we can investigate
usig e packet sniffer data. kel
2
k6
le7¢
--—QOriginal 7=
From: (SD) (FBI)
Sent: nesday, Au , 2006 7:42PM
To: 0TD) (FBII ](OTD) (FBD)

Subject: RW vs DCS3000

SECRET
RECOR4~
| forwarded all the essions | had for 8/8-9/06 (up through about 1530 hrs) and attached is a of the DCS3000
report for this sam iod. You will see thaﬁhows Assaciated DNs in some sessions and oes not. You

will see that DCS3000 shows more calls tha ports. Thanks for all you've already done.

hic
3

SERRFT



http://All.rpt.txt
http://Jvil.rpt.txt

DE OM: Mul

urces
DECLASSI XEMPTION 1
)

Jo1D) (FBI)

From:
Sent:
To:
Subject:

|5 Leorer

50) (FBY)
b06 7:47

(OTD) (FBI)

koto) (FBI)

RECORq

| forwarded all thel__bessions | had for 8/8-8/06 (up through about 1530 hrs) and attached is a goo
report for this same period. You will see CS shows Associated DNs in some sessions and
see that DCS3000 shows more calls tha eports. Thanks for ail you've already done.

iy

Q'mr

H.rpt

D OM: Multiple

DECLASSIFI
S

MPTION 1

OTD) (FBI)

of the DCS3000
oes not. You will

ke
kic

From:
Sent:
To:
Subject:

SD) (FBI)
2006 2:39 PM
TD) (FBI)

SENSHIVE-BHFUNGAGEIRED

NON-RECORD

10-4

——-Original Message---—

Importance: High

OTD) (FBI)
, 2006 11:37 AM
(SD) {FBI)

—sperET

b2

e
S7C

bTE




: )

NON-RECORD

Got it!lGot it!|Got it!!Got it"Got it'Got it!!Got it!|Got it!IGot it!!Got it!!Got it!lGot it!!Got itl!Got it!!Got it!!Got it!!Got it!lGot
’(g:z?lc:’tlgl)?iltfggt it'Got it!'Got it!Got it!IGot it!lGot it!!Got itl!Got it!!Got it!Got it!!Got it!|Got itHGot it!lGot it!!Got it!Got
g:)?ﬁgll(gi)?gltfg:)t it!!Got it!!Got it!!Got it!!Got it!Got it!!Got it!!Got it!!Got it!!Got it!!Got it!!Got it!!Got it!!G(_‘Jt it'Got it!!Got
g;?g:ig;?ﬁflgz)t it!lGot itHGot itHGot it!!Got it!!Cot it!!Got it!|Got itlGot it!!Got it!!Got itHGot it!|Got it!!Got it!!Got it!Got
g;?g}'g:)?ﬁ}!gcl)t it!Got it!lGot it!!Got it!!Got it!!Got itl!Got it!!Got it!IGot it!IGot itllGot it!Got it!!Got it!!Got it!!Got it! ! Got
g:)?ﬁflg:)?ﬁ’ggt itGot it!Got itlIGot it!!Got it!|Got it!|Got it!Got it!!Got itlGot it!!Got it!|Got it!!Got itHGot it!!Got it!|Got
%%)Egzl%:%)zgi'%%t it'!Got it!!Get itliGot it!IGot itHiGot it!!Got it!IGot itl!Got it!!Got it!!Got it!!Got itl!Got it!1Got it!iGot it!IGot
ItHG@ot It GOt it

-----Qriginal Message-----

From: (SD) (FBI)
Sent: , 2006 2:34 PM
To: OTD) (FBI)
Subject: R

SENSIHVE-BUT-UNSHAGBIFIED
NON-RECORD

--—~-Original Message----- .
From: (OTD) (FBI) k2
Sent: y, August U9, 2006 11:33 AM oY)
To: D) (FBI) 7 C

Subject: REL____F DCS3000 k78

“OENSITVEBUT-UNCEAINFED™
NON-RECORD

What is the "Line ID" associated with this case id?

~---Qriginal M Coceas
From: i ED) (FBI)
Sent: ne: UgL , 2006 2:32 PM

To: OTD) (FBI)
Subject: ‘

~BENSHVE-BUT-UNCEASSIRED—
NON-RECORD

124 sessions should be on their way to ERF2

~---Criginai M
From: (OTD) (FBI)
Sent: U9, 2006 11:30 AM
To: ) {FBI)
Subject: N
5




NON-RECORD

Yes sir

(SD) (FBI)

SENSITIVE B
NON- RD

| show your site as ERF2, is that correct?
----- Original Message-----

From: DTD) (FBI)
Sent: 2006 11:21 AM
Subject: DCS3000

-SENGHIVE-BUT-UNCEASSIFIED—
NON-RECORD

Nothing received, please try again.

J(OTD) (FBI)

NON-RECORD_

Case D 4 |

124 sessions being forwarded to you at ERF2. Please confirm that you received them.

—--Original Mess?nh|
From: OTD) (FBI)

Sent: 2006 10:26 AM
To: (SD) (FBI)
Subject: DCS3000

Importance: High

SEN
NON-RECORD .

W1

Can you forward some sessions to ERF-2 sJ:and I can look

I'll need.to know the Line IDs to set up for auto receive from you
Thnx,
-ca
----- Original Message---—
6

SEDRET

STT5T
<=1 oy N
[

h instances?
ystem.




e N

From: | 1(so) (Fe1)
Sent: 06 8:49 PM o
To: TD) (FBI) ’
Subject: DCS3000 ke

. ' h7C
SENSHVE-BUT-UNCEASSIFIED ™ b7E
NON-RECORD
Good news and bad news. Some of the CDC is now passi m DCS3000 into

but no all. What's up? Additionally, | see sessions i hat do not show

up in the DCS3000. Again, what's up?

Please call me a: Thanks
~SEN ST E-BUT-UNCEACEIRIED-

SENSITFVE-BUF-UNCEASSIFIED-

SENSITVE-BUF-UNCEASSIFIED

SSIFIED

“SENSITIVE BUT UNCEASSIFIED"
T SENSITIVEBUT-UNCEASSHFES—
~SENSITIVE BUT UNCLASSIEIED

1ED

_SENSITIVE BUT UNGLASOIFtREr—




Coccr

ETD! (FBY) —

From: (SD) (FBI)
Sent: 006 2:34 PM
To: OTD) (FBI)

Subject: : 3

SENSITIVE BUT-UNSEASSIRIED.
NON-RECORD
s

kb7

--—Qriginal M B--enn
From: [ Yoro) (FeD)
Sent: 2006 11:33 AM
To: I E fﬁsc’) (FBD)
Subject: RE DCS300!
-SENSITMVERULLUNCL ASSIEIED

NON-RECORD

]

What is the "Line ID" associated with this case id?

-----QOriginal Message--—-
Sent: 2006 2:32 PM
To: TD) (FBI)
Subject: RE| |5 DCS3000

SENSIFVE-BUT-UNGLASSINER e
NON-RECORD

124 sessions should be on their way to ERF2

-----Original M o

From: OTD} (FEI)
Sent; ay, Aug , 2006 11:30 AM
To (SD) (FBI)

Subj DCS3000

NON-RECORD

Yes sir

-—--Original Messagg-———
From: (SD) (FBI)

Sent: 9, 2006 2:29 PM

To: {OTD) (FBI)

Subject:
“SERNSIHYE-BUFUNCLASSIEIER

NON-RECORD

| show your site as ERF2, is that correct?

SEMRFT

S R —




---—Qriginal M =
Sent: nesday, Au 2006 11:21 AM

To: (SD) (FBI)
Subject:

NON-RECORD

Nothing received, please try again.

—---Original Messag@sssza )
From: i ID) (FBI) ]b‘f
Sent: Wednesday, August 09, 2006 1:4 ke
Tot (OTD) (FBI); fcoD) (FBD) b7c
Subject: : b7E

NON-RECORD

Case ID S ICINM

124 sessions being forwarded to you at ERF2. Please confirm that you received them.

-----Original M ai

From: I [(OTD) (FBl)
Sent: Wednesday, Augu: , 2006 10:26 AM
To: (5D) (FBI)
Subject: Vs
Imgortance: Hig

NON-RECORD

]

Can you forward some sessions to ERF-2 sc’:Lnd j‘l look at both instances? I'll need to
Tom Y S

b6
bh7e

know the Line IDs to set up for auto receive our ystem.
Thax,
-ca
b2
-----Origina! Message----- ké

From: 1 !D) (FBIL) b7C
Sent: uesday, August 0! 8:49 PM b7E

To: S;? (OTD) (FEI)
Subject:

NON-RECORD
Good news and bad news. Some of the CDC is now passing from DCS3000 intcm
but no all. What's up? Additionally, | see sessions i at do not show up in

DCS3000. Again, what's up?

Please call me at : Thanks

“SENSITIVE BUTUNCTASSIFIED

9
SBeRTT




SENSITNVEBUT-UNCEASSHFED

SENSITIVEBUT-UNGUASSIEIED
SENSITHVEBEUT-UNGEASSIRIED.
SENSITIVE BUT UNCLASBIFEp———"""
SENSITIVE BUT-UNGEAGSIFED—"""

SENSITIVEBUTUNCTASSIFIED

(OTD) (FBI)

From: | | (SD) (FBI)
Sent: Wednesday, August 09, 2006 2:32 PM
To: foTD) (FBI)
Subject: RE] s DCS3000

SENSITIVE BUT UNCCASSIFIED
NON-RECORD

b2
e
h7C
7R

124 sessions should be on their way to ERF2

-—-—Criginal Message
From: (OTD) (FBI)
9 2006 11:30 AM

SD) (FBI)

SUETTIECTT AU IS 1)
RE:]  Jvs DCS3000

IFIED

NON-RECORD

Yes sir

--—Q0riginal Messaga-----

(SD) (FBI)
9, 2006 2:29 PM

NON-RECORD

{ show your site as ERFZ2, is that correct?

10

SEDRET



file:///uimpuuwau

~«==-QOriginal M
From: (OTD) (FBI)

Sen y, August 09, 2006 11:21 AM
To: SD) (FBI)

Subject: ; vs DCS3000
SENSITHVE-BUT-UNSLASSIFED-

NON-RECORD

Nothing received, please try again.

----QOriginal Message-----

" From: | (sD) (FBI)
Sent: , 2006 1:42 PM o2
To: 0TD) (FBI);{ J(oo) (FBD) hé
Subject: RE DCS3000 L 7’(,
SENSITIVE BUT-UNCHASEINED b7E
NON-RECORD b6

Lac

Case ID 3 CINM

124 sessions being forwarded to you at ERF2. Please confirm that you received them.

--—-Original Message----
From: i !GI'D) (F8I)
Sent: nesday, August U9, 2006 10:26 AM

To: [ﬁl (D) (FBI)
Subject: : s DCS300!

Importance: High

TSENSITIVE BUTUNCEASSMED
NON-RECORD

W]

Can you forward some sessions to ERF-2 sa@ | can look at both instances? I'll need to know

the Line IDs to set up for auto receive from y ystem.
b2
o6
Thnx, b7C
-ca biE
-~---Qriginal M
From: D) (FBI)
Sent: 8:48 PM
To: TD) (FBI)
Subject:
SEASIHVE-BUT-UNOEASSHHED-
NON-RECORD
Good news and bad news. Some of the CDC Is now passing from DCS3000 int but no all.
What's up? Additionally, | see sessions iD,hat do not show up in the DCS3000. Again,
what's up?
Please call me at Thanks

~SENSUIVEBUELNCASSIFED-—

ks

11




~SSNSIMEBUT LINCLASSIEIED

SENHTFYE-BUT-UNCEASOIRED——

l ' I(OTD) (FBI) - —

{SD) (FBY)
, 2006 2:29 PM
(OTD) (FBY)

From: I
Sent:
To:
Subject:

h2
k6
a7

bIE

NON-RECORD

I show your site as ERF2, is that correct?

-—---Original Message-----

DTD) (FBI)
9, 2006 11:21 AM
(SD) (FBI)

CENSHHVE-BUT-UNSEASEIFIER—
NON-RECORD

Nothing received, please try again.

(SD) (FBI)
, 2006 1:42PM
(OTD) (FBI), jotp) (FBY)

NON-RECORD
Lé b2

b7 bé
T e T . e
' h7E
124 sessions being forwarded to you at ERF2. Please confirm that you received them.

-----Original Message—--
From: pTD) (FBI)

Sent: ed ay, August 09, 2006 10:26 AM
T D) (FBI)
Subject: R DCS3000

12
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Importance: High

SENSITIE BUT-UNOEASSIMED—
NON-RECORD

H

Can you forward some sessions to ERE-, nd | can look at both instances? I'll need to know the Line
1Ds to set up for auto receive from you ystem.

Thnx,

-ca
-----Original Message----- oz
From: | ksD) (FBI) X <
Sent: Mn-h-ma-lzoos 8:49 PM 6
To: (OTD) (FBI) 7C
Subject: |__Js DCs3000 78

NON-RECORD

Good news and bad news. Some CDC is now passing from DCS3000 int but no all. What's
up? Additionally, | see sessions i hat do not show up in the DCS3000. Agamm~what's up?

Please call me at: Thanks

13




C

(OTD) (FBI) —
From: L IsD) (FBI)
Sent: Wednesday. August 09, 2006 1:42
To: (OTD) (FBI (OTD) (FBI)
Subject: RE: s DCS3000 '
SENSITIVE BUT URCERSO =D .
SELSLYE Sl SRR RIS 1%
NON-RECORD 6 b

h7c Lc

Case ID CINM o7E

124 sessions being forwarded to you at ERF2. Please confirm that you received them.

-----Original Message----

From: OTD) (FBI)
Sent: 2006 10:26 AM
To: (SD) (FBI)
Subject: Rl DCS3000

Importance: High

NON-RECORD

I

Can you forward some sessionsﬁF-z SO Iand I can look at both instances? I'll need to know the Line IDs to

set up for auto receive from you ystem.
Thnx,
-ca
-—--Original Message-----
From: (SD) (FBI)
Sent: 006 8:49 PM
To: [OTD) (FBI)
Subject|
SENSITIVE-BUT-UNCEASOIFED-

NON-RECORD

Good news and bad news. Some of the CDC is now passing from DCS3000 int
Additionally, | see sessions i that do not show up in the DCS3000. Again,

Please call me atE Thanks

SEMNSIHVE-BHT-HNCEASSIFIET

~SENSHHVE-BYT-HNCEASSIFIED-

14

b2
e
Ib7C
BT

but no all. What's up?
up?




Ot o

OTD) (FBI)
From: I D) (FB))
Sent: 8:49 PM
To: | OTD) (FBI)
Subject: [ foessoor—— b2
. bhe

. bH7C
SENSITIVEBUT-UNCEASSIFIED- L7E
NON-RECORD

Good news and bad news. Some of the CDC is now passing from DCS3000 intoD but no all. What's up? Additionally,
| see sessions i _Jhat do not show up in the DCS3000. Again, what's up?

Please call me a Thanks

—SENSITIVE BUTUNCEASSIPIED™

E’D) (FBI)
R 1}
From: | |(NY) (FBI)
Sent: uesday. June 20, 2006 6:49 AM
To: OTD) (FBY)
Subject: E: 3000 question (SMS)
“UNCEASSINED—
NON-RECORD
We currently have FISA coyerage on[_______Jwith SMS coverage. The messag ar properly in the DCS-
3000 system, but appear inﬁ?nder the Telephony log as hexidecimal numbers. Ca ecode these hexidecimal b2
numbers into the actual message? hé
k7C
Thanks, b7E
IRy Jb 6
= 57C

Cc:
Subject:

UNCLASGIFIES
NON-RECORD

15




9

That's a DCS-5000 tearn question. s the best person to answer this question.
.......0.1 -—

From: (FBI)
Sent: Sunday, June 18, 2006 2:04 PM
Tor :stm (FB1)
Subject: RE: D question (SMS)

“ONCEASSHHED—— b2
NON-RECORD b6

»h7C

D. L7E

I.E.LD&MMMM&MJFU&"V have content? Currently, the message appears to be in a

Thanks,
r._.
212 |

--—Qriginal M e---—-

From: i !(OTD) (FBI}
Sept: ay, June 16, 55 PM
Tot:]w) (FBI)
Su Y " RE: DCS 3000 question (SMS)

=UNGEASSIFIED—
NON-RECORD

]

_

- - b—l'fﬁk_'_ﬂ_o, MK youre gerung aN the
pertinent content from the intercepted SMS messages; the ones with no message content are most likely
voicemail indications sent to the phone. 5o

ba
D 7c
h7E
~-—-Original M s
e —

Sent: i 205 PM

To: OTD) (FBI)
Cc: NY) (FBI)
Subject: quesuon (SMS)

“UNEASSIFED—
NON-RECORD

We currently have FISA coverage on mith SMS coverage. The attached SMS log shows
quite a few messages, but there is no associated text on most of them with the exceptions of a few.

log, the message appears i under thq

Additionally, the messages do nor show up irl | For the few messages that actual?( appear in the SMS

16

et
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Thanks,

212

b6
b7C

<< File: lAII_sms.rpt.txt >>

~NCLASSHED=-

—UNeEASSIFER— l

LNGLASSHED-

e ———————

UNCLASSIFED— )
TD) (FBI) ‘
|

From:
Sent:
To:

Cce:
Subject:

(OTD) (FBI)
19, 2006 9:14 AM

S

(OTD) (FBI)
question {SMS)

“DRCCAISIMES=
NON-RECORD

1

That's a DCS-5000 team question. :s the best person to answer this question.

4 My

oo al
<
=1

---—-Original Message-----
From:
Sent:
To:
Subject:

NON-RECORD

[ ]

s there a way fo| | decode the SMS that actually have content? Currently, the message appears to be in a

Thanks,

1

17
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kc

]
-----0Origina) Message-—-
From: - (OTD) (FBI)
Sent: n 95 PM
To: NY) (FBI)
Subject: RE: DCS 3000 question (SMS)
“TUNCEASSIFIED-
NON-RECORD

the intercepted SMS messages; the ones with no message content are most likely voicemail indications sent to
the phone.

—Originat Mess3ge--——-
(FBI)
2006 4:05 PM
OTD) (FBI)
3000 question (SMS)
UNGLASGIFIED
NON-RECORD
ke
k6
We currently have FISA coverage on :l/ith SMS coverage. The attached SMS log shows quite al.7¢
few messages, but there is no associated text on most of them with the exceptions of a few. 7R
Additionally, the mess not show up in D For the few messages that actually appear in the SMS log,
the message appears i nder the Telephony log as hexidecimal numbers.
Thanks,
ﬁ

XF I

<<Filee[ Al sms.rptixt >>

~LNCABEHHED

—HNCASSHER—

18



http://~lAII_sms.rpt.txt

T
BOTDI !FBI! :

R . R
From: (NY) (FBI) .
Sent: Friday, June 16, 2006 4:23 PM
To: TD) (FBI)
Subject: FW: DCS 3000 question (SMS)
UNCEASIHMED

NON-RECORD

—1

!
' Iram going 10 print Off a couple and send them 0 you SO yOuU Gan see what messages are saying From

Raytheon gave me a call regarding this stuff. | will call him next week.

NON-RECORD

We currently have FISA coverage omﬁh SMS coverage. The attached SMS log shows quite a few
messages, but there is no associate them with the exceptions of a few.

Additionally, the me do not i t actually appear in the SMS log, the
message appears iﬁnder the ’

Thanks,

19
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Lﬁ_{OTD) {F8I)

From: Y) (FBI) _
Sent: nigay,June 022006 5:20 PM
To: (OT :
Cc: NY) (FB (FBI); (NY) (FBI);
| ‘ﬁl) (NY) (E.;

Subject: RE: DCS-3000 tof stng

SENSITHVE-BUT-UNCEASSINED—
NON-RECORD 2
L6
b

q b7E
e tried it on a couple of lines and we still get 0 second sessions, but there are a lot less of them being generated. '
We will need to keep exploring options for fixing the problem.

-----Original m—
From: (OTD) (FBI)

Sent: , 2006 3:

To: Y) (FBL;

Cc: | (FBI); ( BY), (NY) (FBI] NY) (FBI):
N. (NY} (F8

Subject: RE: DCS-3000 to esting
Importance: High

NON-RECORD.

Yes, try the following:

1) Please return the changes described earlier to "False” ( see far below)

2)
b6

b7¢
h7E

3) Note what happens.

-----Qriginal Message---—
From: NY) (FBI)

Sent: 006 1:51 A

To: (o]

Cc: !(NY) FBI)i HHE |N75 ZFEI' lNY) (FBI)} I(NY) (FBI)
LLEE]

=N
Subject: RE: DCS-3000 t]__sting

SENGHENVEBUT-UNCEASIHED
NON-RECORD

snﬁ;

20
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We tried it and it did not work. We are still getting 0 sessions. Any other ideas?

o] Jow ey

(
L_XnY) (F8I)
Subject: RE: DCS-3000 tDestmg

SENSITHE-BUTUNGIASSIFIER—
NON-RECORD

Try setting the following features from "False" to "True" as listed below. Pick a handful of very busy targets to
test.

Let us know if this makes a difference.

----- Original M S5
Sent: uesda 2006 9:00 AM ’ oY
To: | biC
Cc: 5 NY) (FBI NY) (FBI); I(NY) hTE
( | .

Subject:

work: 21
cell: 91

21
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~SENGITIVE-BUT-UNCEASSIMED™

-SENSTIVE-BUT-UNCEASSIFED-

; | IOTD! !FBI!
T ey

From:
Sent:
To:
Cc:

Subject: : - to

NON-RECORD

----Original Message-----

From:
Sent:

To:
Cc:

Subject:

3 tried it and it did not work. We are still getting O sessions. Any other ideas?

2006 1:51 PM
(OTD)(FBI);
(FBI (NY) (FBI);
) (NY) {Fem
sting
k6
b7
78

NON-RECORD

Try setting the following features from “False” to “True" as listed below. Pick a handful of very busy targets to test.

Let

us know if this makes a difference.

Thnx, -

-Ca

TS .
From: NY) (FBI)
Sent: A , 2006 9:00 AM

o2
be
bh7C
k7E

wy e[ ) cren 1

To: on_hmm_mm_l
Cce: I);

{FBI)
Subject: DCS-30! testing

-SENSITFIVE-BUTF-UNGEASSIFIED-
NON-RECORD

Guys,

SESRFT

22

We have being locking at the cell phones from the DCS-3000 that we put inthfor CDC. It seems to be




i i i . — — I
_ Not a big deal,_The second issue is every time we geta CDC me there
18 a 0 second session that follows the call.

TT.
NYG Squa
work: 21
cell 917
SENSHHVE-BHF-UNCIASSIEIED-
b2
~ SENSITIVE BUT-UNGHASGIRIED— b6
k¢
7R
—SENSHHVR-BLTUNGASSHEHED—
[oTD) (FBY
From: ! p1D) (FBI)
Sent: uesdal ay 30, 2006 5:03 PM
To: TD) (FBI)
Subject: : - sting
“SERSITHVEBUFUNGEASSIR D=
NON-RECORD
- b2
Also, try SuppressServingSystem if it's an option. }1]1;3“
—] . E7E
-——Origing| —
From: tom) (FBI)

Sent: 6 1:52 o

To: NY) (FBI D) (FBI -

Cc: | (FBI) N (NY) (FBI) (NY) (FBI}
e e

Subject: RE: DCS-3000 to testing

NON-RECORD

Try setting the following features from "False" to "True" as listed below. Pick a handful of very busy targets to test.

{ et us know if this makes a difference.

Thnx,
-ca

--—-Qriginal Message-----
23
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i -V 0

from: [ v (FBD

sent: 6 9:00 AM -

To: (OTD) (FBI broyean

cc: FB)!) = G v reny:] Iy (ean); :

(FBI

Subject: DCS-30 esting o2
s

SENSITIVE-BUT-UNSIASSIHED L7
k78

NON-RECORD

Guys,
We have bemg looking at the e

| Ay ideasTor fixes? Thanks.

NYO Squad
work:
cell: 91

SENSITVE BUT-UNCLASBIFIED

“SENSITIVE-BUT-UNCEASSIFED-

(OTD) (FBI)

From:
Sent:
To:
Subject:

SENSHHVE-BUT-UNGEASSIEIED
NON-RECORD

e will give it a try. ' b2
-, 6
— b7C
b7
--——Qriginal
From: (OTD) (FBI)
Sent: 2006 1:52 PM
To: | ) (gand O1D) (FBI
Co: s I | m— T I T
Subject: htestlng
NON-RECORD

Try setting the following features from "False" to "True" as listed below. Pick a handful of very busy targets to test.
24
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Let us know if this makes a difference.

Thnx,
-ca

_..--Or|g S
From: NY) (FBI)
Sent: yesday, Ma 006 9:00 AM

Tor (OTD) (FBI 0
; (FBS“ Jo cen] ) cren] Jovy) crer

Subject: DCS-30 ng

SENSITIVE-BUT-UNCEASSIFED

NON-RECORD

Guys, )
. _We have being looking at the ce

is a 0 second session that follows the call.

]

NYO Squad §Q- )
work: .
cell; 91

SENSITIVE-BUT-UNCEASSIFED

A A LA —

25
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OTD) (FBI)

From: (NY) (FBI)
Sent: 9.00 AM

To: ] OIDWERN |LQID.L(.EB.D_I(
Cc: Y) (FB INY) (FBI NY) (FBI);

NY) (FBI) Y) (FBTY
Subject: DCS-3000 t esting

“SENSITYEBUT-UNCEASOFIED—
NON-RECORD

Guys,
We have being looki _ i i

bz
he

k7c
b7E

well with two minor issues.
Not a big deal. |

Y 1a€as 107 1iXe an

NY =
work: 21
cell: 91

“SENSITIVE BUT-UNSEASSIFIED--
{OTD) (FBI)

From: (MM) (CON)
Sent: 6 6:13 PM
To: TD) (FBI)

Cc: QTDV(ERNT |(MM) (CON);

Subject: Squwament for Miami 50 DCS3000

Importance: High

~SENSITIVE BUT-UNCEASOIED
NON-RECORD

Since the DCS3000 Low Side Client for the one-way push was installed, do we still need the Miami 50 ?

DGS3000 Client MIAMI 50
DCS3000 Low Side Client §

ELSUR Technology Management Unit (ETMU)
Electronic Surveillance Technology Section (ESTS)

Opgrati echnology Division (OTD)
30 {Desk)
7 {Cell)

—SEERET

26
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http://nf.fi.3nnn

(Fax)
~SENSITHVE-BUT-UNGIABSIFED-
| lOTD! SFBI)
From: NY) (FBI)
Sent: D06 3:44 PM
To: (OTD) (FBY), (OTD) (FBI)
Cc: (NY) (FBI)
Subject: RE: Movement of NY DCS-3000
SENSITIVEBUT-UNCEASSIFED—

NON-RECORD

: bz
Ees we did. | working with the | hope to have them bhTE
next week. DSL is due 3/23.

[ ]

----- Original

From: OTD) (FBI) ’

Sent: , 2006 2:27 PM

To: Y) (FBI) ](OTD) (FBI:NY) (FBI)
Cc: Y) (FBI)

Subject: RE: Movement DCS-3000
~SENSHE-BUE-LINCIASSIEIED.

NON-RECORD

Did you ever receive the equipment sent to you a couple weeks ago?

Y) (FBI) .
2006 5:37 PM
(D) (FBD] Joroy ran[______Jow) creD
' (FBI)
Subject: Movemnent of NY DCS-3000
“SENSIMIVE BUT-UNCEASSIFFER— b2
NON-RECORD bs
b7C
k7B
Guys,
I got word today that our DSL line should be in op 3/23. | think you can plan on coming up to NY the week of
3/27 to move our DCS-3000 and pushing the info intg Let me know which date works for you. Thanks.
TT.
NYQO Squad 5Q-
work: 212
cell: o1

27




(0TD) (FBI]

SENSHIVE-BUT-UNSIASSIHED
—SENSIHVE-BUT-UNCEASIHFIED-
SENSTFVE-BET-UNCIASSIEIED.
OTD) (FBI)
From: I —'.!(NY) (FBI)
Sent: Wednesday, March 15, 2006 5:37 PM
To: — |
[ANAWE 110
Cc: I !(NY) (FBI)
Subject: S-3000
SENSITNE-BUT-UNSEASSIMED™
NON-RECORD
Guys,

1 got word today that our DSL line shoul

hein gn 3/23. |think you can plan on coming up to NY the week of 3/27 to

move our DCS-3000 and pushing the info intg

et me know which date works for you. Thanks.

TT.

NYO Squad SO-1

work: 212

cell: 917
~SENSIHVE-BUT-UNCEASSIEIED

| IOTD) (FBI)

. — ]

From: | ITD) (FBI)

Sent: ursda ril 5 3:25 PM

To: (KC) (FBI); X)

_ JOM) (F EBI
[(OC) FB0) T AR
LYFB] :)
FB)] { (FBI ) (FBI);
L)(FBI N E |
(SF) P\TE
- b6
b7c
(NY1\{ (Fal
Bl) SCAUFHT
rTLm-'m:L J;liNO) T
PX) (FBN]
. [BAY(FBI)
Cc: |(1ITD) (FBI) (ITD) (FBI)
Subject: FW: DCS-3000 One-Way Push - Status tlpﬂafe (217705)

SEERET

28
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NON-RECORD

We continue to receive emails/RMSs requesting One-Way Push systems. Please read the memo listed below and forward
this information to your teams.

Thax,
-ca

~-—-Original Message----- '
Fro ITD) (FBI)

Sent: Monday, February 07, 2005 1:51 PM

Yo J(KC) (FBI : PX) (FBI):
M) (FB); TA) (FBI);

| mYAWA=+JAY] FR »|
/ Bl FBI) | e
NY) (FBI SA) (FBI N o
(FBD] GG - —
SF) (FBI ) (FBI) F
FB NYY (FB (CG) (FBI (KX)
FBI SD) (FBI CY (FBI YSD TFBD:
(1P) (FBI [(AQ) (FeD)] 1{PX) (FBI)| ]
K) (FBD)] 1(ON) (FBD)] 1) 1
1 : (1P) (FBDY _ NO) (FBI)] P
: BI); | GLYAN
FBI); EBL, (BHYTFRY); T ]

CG) (FBI); ( M I
PG) (FBI E) (FBI
; J(PD) (FBI1)] {AN) (F!

JTRUTTFEL); JOC) (FBl J(rX) (FBI) LV) (FBI);
SU FBI);LR_'I (Mal) (NY) (FBI) _M_L_I
CI) (FBI (RH) (FBL) (TP) (EBI\. (SL) (FBI); "
SF) (FBI);
iz)! SA) (FBl) ITH)
FBL IK) (FBL); F) (FB » JOM) (FEN:] L6
PX) (FBI): ) R T
TCOY (EBL): _ DE) (FBI):
1); HO) (FBI); 0) (FBI) BI);
T) (FBI); Is1) (FBl); '.NJQ.{.EB.I) (LA) (FBI);
I DN) (EBIT: “kBA) (FBT); Jormsm (CD ]
(AQ) (FBI} [TD)(EBI)
Cc ( FBI); D) (FBI); (TTD) (FBI);

Subject: DCS-3000 One-Way Push - Status Update (2/7/05)

SENSITI
NON-RECORD

b2
All, LIE

between -way push and th Il parties inv re working to correct and improve the systems performance.
In pamllﬂstmg is soon to begin within the ERF facility. This is 2a complex and integral part of the overall solution.

29

The one-way push is currently beiﬁested at sitemdDThere are field issues involving the performance




O C

Upon completion, this functionality shall be field tested as stated above.

To date.meld offices have received the one:way push equipment for installation. Twenty sites have completed ©b7E
the install, but not yet activated for connectivity. Remaining sites can expect to receive equipment throughout the year and
prepare for installation. Each site shall be informed in advance regarding installation and activation. ERF is committed to
minimize both operational risk and system failures. There shall certainly be growing pains as we expand the amount of

users incorporating CALEA into the FCI cases. There is a vast number of telco providers and switch vendors that make an
exhaustive in-house test virtually impossible. So some point in time, additional sites will be connected in order to field test

as needed. We appreciate your cooperation and patience regarding this development process.

Regards b6

~SENSHHVE-BULUNCLASSIEIED
SENSITIVE-BHT-UNGASSIEIED.
OTD) (FBI)
N
From: | (o) (FBY)
Sent: Thursday, April 07, 2005 3:25 PM
To: (KC) (FB1) ] PX)
, - 1
, OC) (FBI BI); :
SE) (FBI (FBI EB)); e
TN (FBl BS| ‘ T e
DL)(FBI (HO) (FBI):
: 2
M) (FBD =210y | |
LELEBR. | .
1o b7C

-~

(mEﬁtr\Urng_rzl " — Iy

Cc: (ITD) (FBIf o) (FBI)
Subject: Y Push - Status Update (2/7/05)
\
SSIFIED
NON-RECORD

We continue to receive emails/RMSs requesting One-Way Push systems. Please read the memo listed below and forward
this information to your teams.

Thnx,
-ca

..... Or i e s
From:i IITD) (FBI)

30
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Sent: 005 1:%EET
ww\ (EBI) vl |
{ { :

| [N | L)(FBI) H
SE) (FAI | INUEAAT . |
I)

; : HO) (FBI

BI); (MP) (FBL): .

(NY) (FBD] __ECG FBI (KX)
(SD) (FBI); n | : :

Q) (FEI); PX) (FBI);
K) (FBI)| J(DN) (F FB

(NOY (FBIY; PG) (FBLL.

(TP (FED] s
(PX) (F8I | GLUXG:E |(8A) (FB ps
(FBI )} m 12 n:q]gj1 7C
: : NY) (FBD): W) (FBL);
PG) (FBI FBI ‘ CE) {FBI) DL
FBl -

C) (FBI) 0C) (FBL - :
(SUY (EBT 'NY)(FBI)II ]
] I_'—(*=BI)I

D (renl RH) (F SL) (FBI);

-

) (FBI) (SE) (FRI) ~ 3 :1
ME) (FBI); | Ne)

FBI 1 UK) (FBIL): -
X) (FB11 '

FBI CO) (FBI P ) . ‘
IN) (FBI) ET) 0) (FBL); | BI);
A (NK) (FBI) FBI):
(DN) (FBT); BA) (FETY kMO) (FBI)

(AQL(FEL

Cc; J D) (Fen) ko) (Far)} o) (FBI)I

Subject: DCS-3000 One-Way Push - Status Update (2/7/05)

NON-RECORD

All,

The one-way push is currently bein tested at site andDrhere are field issues involving the performance

between -way push and the All parties involved are working to correct and improve the systems performance. 1,2
In parall esting is soon to begin within the ERF facility. This is a complex and integral part of the overall solution. 1.6
Upon completion, this functionality shall be field tested as stated above. bIC

7E
To datemﬁeld offices have received the one-way push equipment for installation. Twenty sites have completed

the install, but not yet activated for connectivity. Remaining sites can expect ta receive equipment throughout the year and
prepare for installation. Each site shall be informed in advance regarding installation and activation. ERF is committed to
minimize both operational risk and system failures. There shall certainly be growing pains as we expand the amount of
users incorporating CALEA into the FCI cases. There is a vast number of telco providers and switch vendors that make an
exhaustive in-house test virtually impossible. So some point in time, additional sites will be connected in order to field test
as needed. We appreciate your cooperation and patience regarding this development process.

Refards:

k)

SESRET




SENSFFWE-BUT-UNCTASSIFIED

SN

SENSITIVE-REF-HNGI=ASSHHED"
(OTD) (FBI)
From: tRH) (FBI)
Sent: 16, 2005 3:02 PM
To: ITD) (FBI)
Subject: %ﬁ AeWay Push - Status Update (2/7/05) L?
SENSHIVE BUT-UNGEASSHEIED
NON-RECORD
—1
Disregard the phone message | left you. You guys in the equipment recently. We just haven't had anything up ¥
lately on that. The next install we're waiting for is ourﬁﬁne install in June. b7
Thanks,
-----Qriginal Message--——
From: _ _KITD) (FBI)
Sent: Monday, February 07, 2005 1:51 PM,
' ) (FRIM (AT) (FBI ]P]Q_LEB]I
[ ____OMY (FBD) I'(MMﬂ'FE'll) : )
: ) (FBI H) (FBI
SE) (FBI);
" (F S) (EBLY
BI); DL)(FBI); I
I.{.ua.uﬁanl (SE) (FBD) 1p) (FED) L(MP) (FBI);
lsay (PRI MM) (FB KNYL(FBO: |
L_lcoe) (FFI JKX) (FB] [(SD) (EBD)
SC) (FBI) BL) (FBI); . AQ) (FBLY;
| IPX) (FBI); L NY ) (FBY); ; {DN)
(EBD} ] : SJ FBI) (TPY (FBD):
NO) (FBI); ZOXGIH PX) (FBI);
[GIOXGEIS) I S — Bl (ITD FBILY;
e 17327+ AN ) G217 AL
FBI (NY) (ERTY (MW) (FBIY BG) {F!
[LS) (FBI BL DL) (FBI
: (AN} (FBI): [EP) (FBI!
| JOC) (FBI); Sy T
JCIT(F
RH) (FBI); B! SL FBI :
SE) (FBL) ISP ;
. INH) (FBI
(IK) (FBIL); R_T(_ﬂom FBl); Kwrru:grrl

— ST~

32
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) PX) (FBI : .
) FBI! [(1P) (FBD); . bs
(AT) (FBI)
DN) (FBI); (8A) (F8L)
TTD)(FBI)
J(rrD) (Fen)]

ITD) (FBI)
: DCS-3000 One-Way Push - Status Update (2/7/05)

NON-RECORD

All,

The one-way push is currently bei tested at sitesEland:fhere are field issues involving the performance

between the one-way push and th Il parties involved are working to correct and improve the systems

performance. In paralletjtesting is soon to begin within the ERF facility. This is a complex and integral part of the 1

overall solution. Upon completion, this functionality shall be field tested as stated above. bé
jrle

To datmeld offices have received the one-way push equipment for installation. Twenty sites have b7E

completed the mstall, but not yet activated for connectivity. Remaining sites can expect to receive equipment

throughout the year and prepare for installation. Each site shall be informed in advance regarding installation and
activation. ERF is committed to minimize both operational risk and system failures. There shall certainly be growing
pains as we expand the amount of users incorporating CALEA into the FCI cases. There is a vast number of telco
providers and switch vendors that make an exhaustive in-house test virtually impossible. So some point in time,
additional sites will be connected in order to field test as needed. We appreciate your cooperation and patience
regarding this deveiopment process.

Regards,

33
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(OTD) (FBI)

From:
Sent:
To:
Subject:

NON-RECORD

ToYourc
define, or explain the following:
One Way P

i nd

(just kidding-at least this one | think | know)

(OC) (FBI)

2005 3:51 PM

(ITD) (FBI)

ay Push - Status Update (2/7/05)

ommunication was as "complex” as the solution, and uncomprehehdable for some of out in the field :-). Please
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NON-RECORD

All,

The one-way push is currently bein tested at sitesl%ndD There are field issues involving the performance
between the one-way p th All parties involved are working to correct and improve the systems
performance. In parallel esting 1S soon to begin within the ERF facility. This is a complex and integral part of the
overall solution. Upon completion, this functionality shal! be fieid tested as stated above.

To date.::ield offices have received the one-way push equipment for installation. Twenty sites have b6
completed the install, but not yet activated for connectivity. Remaining sites can expect to receive equipment b7c
throughout the year and prepare for installation. Each site shall be informed in advance regarding installation and b7E
activation. ERF is committed to minimize both operational risk and system failures. There shall certainly be growing

pains as we expand the amount of users incorporating CALEA into the FCI cases. There is a vast number of telco
providers and switch vendors that make an exhaustive in-house test virtually impossible. So some point in time,

additional sites will be connected in order to field test as needed. We appreciate your cooperation and patience

regarding this development process.
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From: (ITD) (FBI)

Sent: 5 3:25 PM

To: ITD) (FBI)

Subject: , . - ne-Way Push - Status Update (2/7/05)
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Subject: RE: DCS-3000 One-Way Push - Status Update (2/7/05) !
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HemThanks for the information, but | wanted to let you know that in November | got off of Tech. Now | am doing
while collar crime matters, so can you please take me out of this address list? Take Care and thanks, ABH
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NON-RECORD
All, k2
b7E
The one-way push is currently being field tested at siteDthere are field issues involving the performance
between the one-way p]::j! th All parties involved are working to correct and improve the systems
performance. In paraliel esting is soon to begin within the ERF facility. This is a complex and integral part of the
overall solution. Upon ¢ on, this functionality shall be field tested as stated above.
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To date,[::held offices have received the one-way push equipment for installation. Twenty sites have
completed the install, but not yet activated for connectivity. Remaining sites can expect to receive equipment
throughout the year and prepare for installation. Each site shall be informed in advance regarding installation and
activation. ERF is committed to minimize both operational risk and system failures. There shall certainly be growing
pains as we expand the amount of users incorporating CALEA into the FCI cases. There is a vast number of telco
providers and switch vendors that make an exhaustive in-house test virtually impossible. So some point in time,
additional sites will be connected in order to field test as needed. We appreciate your cooperation and patience
regarding this development process.
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SENSITVE-BUT-HNSEAISIFIED

SENSIFHVE-BUFUNCEASSIFIED.
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From: |TD) (FBI)

Sent: 005 3:25 PM

To: ) (ITD) (FBI)

Subject: . ne-Way Push - Status Update (2/7/05)
SERSITIVE-BHTF-UNGASSIEIED-

NON-RECORD
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From _ (SA) (FBI)

Sent: Monday, February 07, 2005 2:32 PM

To:l !(ITD) (FBI) b6
Subject: RE: DCS-3000 One-Way Push - Status Update (2/7/05) Pb7C
SENSHIWVE-BUF-UNSEASSIFIED—

NON-RECORD

Hey[___1 Thanks for the information, but | wanted to let you know that in November | got off of Tech. Now | am doing
white collar crime matters, so can you please take me out of this address list? Take Care and thanks, ABH

----'Or. inal Messae=----
From:| (ITD) (FBI)
Sent: Monday, February U/, 2005 12:51 PM
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Subject: DCS-3000 One-Way Push - Status Update (2/7/05)

NON-RECORD

All,

The one-way push is currently bein tested at sitegnu There are field issues involving the performance
between the one-way p d the All parties involved are working to correct and improve the systems
performance. In parallel, esting is soon to begin within the ERF facility. This is a complex and mtegral part of the
overall solution. Upon completion, this functionality shall be field tested as stated above.

To date:ﬁeld offices have received the one-way push equipment for installation. Twenty sites have
completed the install, but not yet activated for connectivity. Remaining sites can expect to receive equipment
throughout the year and prepare for installation. Each site shall be informed in advance regarding installation and
activation. ERF is committed to minimize both opsrational risk and system failures. There shall certainly be growing
pains as we expand the amount of users incorporating CALEA into the FCI cases. There is a vast number of telco
providers and switch vendors that make an exhaustive in-house test virtually impossible. So some point in time,
additional sites will be connected in order to field test as needed. We appreciate your cooperation and patience
regarding this development process.

b2
h7E

Regards,
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Sent:
To:
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SENSITIVE BUT UINCEASSIMED
NON-RECORD

Hey:] Thanks for the information, but | wanted to let you know that in November | got off of Tech. Now | am doing
white collar crime matters, so can you please take me out of this address list? Take Care and thanks, ABH
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Subject: DCS-3000 One-Way Push - Status-Update (2/7/05)

NON-RECORD

All,

The one-way push is currently bein eEﬂ()&est&d at sﬁesDnD There are field issues involving the performance 1.
between the one-way p Il parties involved are working to correct and improve the systems L7E
performance. In parallel, stmg is soon to begin within the ERF facility. This is a complex and integral part of the
overall solution. Upon completion, this functionality shall be field tested as stated above.

To datmld offices have received the one-way push equipment for installation. Twenty sites have
comple t not yet activated for connectivity. Remaining sites can expect to receive equipment
throughout the year and prepare for installation. Each site shall be informed in advance regarding installation and
activation. ERF is committed to minimize both operational risk and system failures. There shall certainly be growing
pains as we expand the amount of users incorporating CALEA into the FCI cases. There is a vast number of telco
providers and switch vendors that make an exhaustive in-house test virtually impossible. So some point in time,
additional sites will be connected in order to field test as needed. We appreciate your cooperation and patience
regarding this development process.

Regards, e
¢
SENSIFVE-BUT-UNCTASSIFIED
SENSITIVG-BLT-UNGIASSIFED-
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